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Documentation and Release Notes

To obtain the most current version of all Juniper Networks® technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at http:/www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

« SRX Series

« VSRX

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.
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If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are

described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
}
1

interfaces {
fxpO {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}
}
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet
To merge a snippet, follow these steps:

1. Fromthe HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }
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2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xix defines notice icons used in this guide.

Table 1: Notice Icons

[ofe]y} Meaning Description

e Informational note Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.
a Warning Alerts you to the risk of personal injury or death.
% Laser warning Alerts you to the risk of personal injury from a laser.

Q Tip Indicates helpful information.

Q Best practice Alerts you to a recommended use or implementation.

Table 2 on page xx defines the text and syntax conventions used in this guide.
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Table 2: Text and Syntax Conventions

Convention

Bold text like this

Description

Represents text that you type.

Examples

To enter configuration mode, type the
configure command:

user@host> configure

Fixed-width text like this

Represents output that appears on the
terminal screen.

user@host> show chassis alarms

No alarms currently active

[talic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
. Identifies guide names. actions.
« Identifies RFC and Internet draft titles. ¢ JUnos OS CLI User Guide
« RFC1997 BGP Communities Attribute
[talic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commands, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the [edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Encloses optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

# (pound sign)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

broadcast | multicast

(string1 | string2 | string3)

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Encloses a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ({})

Identifies a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
}

GUI Conventions

XX
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
Bold text like this Represents graphical userinterface (GUI) « Inthe Logical Interfaces box, select
items you click or select. All Interfaces.
« To cancel the configuration, click
Cancel.
> (bold right angle bracket) Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can provide feedback by using either of the following
methods:

« Online feedback rating system—On any page of the Juniper Networks TechLibrary site
at http://www.juniper.net/techpubs/index.ntml, simply click the stars to rate the content,
and use the pop-up form to provide us with information about your experience.
Alternately, you can use the online feedback form at
http://www.juniper.net/techpubs/feedback/.

« E-mail—Sendyour comments to techpubs-comments@juniper.net. Include the document
or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or Partner Support Service
support contract, or are covered under warranty, and need post-sales technical support,
you can access our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:
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« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: https:/prsearch.juniper.net/

« Find product documentation: http://www.juniper.net/documentation/

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
http://kb.juniper.net/InfoCenter/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Opening a Case with JTAC

You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

« Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.ntml.

XXii
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PART 1

User Access and Authentication

« User Access and Authentication Overview on page 3

« Configuring Junos OS User Accounts on page 19

« Configuring User Access Privileges on page 41

« Permissions Flags for User Access Privileges on page 77

« Configuring Authentication Methods on page 335
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CHAPTER1

User Access and Authentication Overview

« Understanding Login Classes on page 3

« Understanding User Accounts on page 6

« Understanding Junos OS Access Privilege Levels on page 7
« Understanding User Authentication Methods on page 12

« Hardening Shared Secrets in Junos OS on page 12

« Using Trusted Platform Module to Bind Secrets on SRX Series Devices on page 14

Understanding Login Classes

Supported Platforms  SRX Series, vVSRX

All users who log in to the device must be in a login class. You can define any number of
login classes. You then apply one login class to an individual user account. With login
classes, you define the following:

. Access privileges users have when they are logged in to the device.
.« Commands and statements that users can and cannot specify.

« How long a login session can be idle before it times out and the user is logged off.

You can define any number of login classes and then apply one login class to an individual
user account.

Table 3 on page 3 contains a few predefined login classes. The predefined login classes
cannot be modified.

Table 3: Predefined Login Classes

Login Class Permission Bits Set

operator clear, network, reset, trace, view
read-only view

super-user and superuser all

unauthorized None
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o NOTE:

« You cannot modify a predefined login class name. If you issue the set
command on a predefined class name, the Junos OS appends -local to the
login class name. The following message also appears:

warning: '<class-name>' is a predefined class name; changing to
'<class-name>-local'

« You cannotissue the rename or copy command on a predefined login class.
Doing so results in the following error message:

error: target '<class-name>' is a predefined class

This section contains the following topics:

« Permission Bits on page 4

« Denying or Allowing Individual Commands on page 6

Permission Bits

Each top-level CLI command and each configuration statement has an access privilege
level associated with it. Users can execute only those commands and configure and view
only those statements for which they have access privileges. The access privileges for
each login class are defined by one or more permission bits (see Table 4 on page 4).

Two forms for the permissions control the individual parts of the configuration:

. "Plain" form—Provides read-only capability for that permission type. An example is
interface.

. Formthat endsin -control—Provides read and write capability for that permission type.
An example is interface-control.

Table 4: Permission Bits for Login Classes

Permission Bit Access

admin Can view user account information in configuration mode and with the show configuration
command.

admin-control Can view user accounts and configure them (at the [edit system login] hierarchy level).

access Can view the access configuration in configuration mode and with the show configuration

operational mode command.

access-control Can view and configure access information (at the [edit access] hierarchy level).
all Has all permissions.
clear Can clear (delete) information learned from the network that is stored in various network

databases (using the clear commands).
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Table 4: Permission Bits for Login Classes (continued)

Permission Bit Access

configure Canenter configuration mode (using the configure command) and commit configurations
(using the commit command).

control Can perform all control-level operations (all operations configured with the -control
permission bits).

field Reserved for field (debugging) support.

firewall Can view the firewall filter configuration in configuration mode.

firewall-control

Can view and configure firewall filter information (at the [edit firewall] hierarchy level).

floppy

Can read from and write to the removable media.

interface

Canview theinterface configuration in configuration mode and with the show configuration
operational mode command.

interface-control

Canview chassis, class of service, groups, forwarding options, and interfaces configuration
information. Can configure chassis, class of service, groups, forwarding options, and
interfaces (at the [edit] hierarchy).

maintenance

Can perform system maintenance, including starting a local shell on the device and
becoming the superuser in the shell (by issuing the suroot command), and can halt and
reboot the device (using the request system commands).

network Can access the network by entering the ping, ssh, telnet, and traceroute commands.

reset Can restart software processes using the restart command and can configure whether
software processes are enabled or disabled (at the [edit system processes] hierarchy
level).

rollback Can use the rollback command to return to a previously committed configuration other
than the most recently committed one.

routing Can view general routing, routing protocol, and routing policy configuration information

in configuration and operational modes.

routing-control

Can view general routing, routing protocol, and routing policy configuration information
and configure general routing (at the [edit routing-options] hierarchy level), routing
protocols (at the [edit protocols] hierarchy level), and routing policy (at the [edit
policy-options] hierarchy level).

secret

Can view passwords and other authentication keys in the configuration.

secret-control

Can view passwords and other authentication keys in the configuration and can modify
them in configuration mode.

security

Can view security configuration in configuration mode and with the show configuration
operational mode command.
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Table 4: Permission Bits for Login Classes (continued)

Permission Bit Access

security-control

Can view and configure security information (at the [edit security] hierarchy level).

shell

Can start a local shell on the device by entering the start shell command.

snmp

Can view SNMP configuration information in configuration and operational modes.

snmp-control

Can view SNMP configuration information and configure SNMP (at the [edit snmp]
hierarchy level).

system

Can view system-level information in configuration and operational modes.

system-control

Can view system-level configuration information and configure it (at the [edit system]
hierarchy level).

trace

Can view trace file settings in configuration and operational modes.

trace-control

Can view trace file settings and configure trace file properties.

view

Can use various commands to display current system-wide, routing table, and
protocol-specific values and statistics.

Denying or Allowing Individual Commands

Related
Documentation

By default, all top-level CLI commands have associated access privilege levels. Users
can execute only those commands and view only those statements for which they have
access privileges. For each login class, you can explicitly deny or allow the use of
operational and configuration mode commands that are otherwise permitted or not
allowed by a permission bit.

« Understanding User Authentication Methods on page 12
« Understanding User Accounts on page 6
. Understanding Template Accounts on page 22

. Example: Configuring New Users on page 19

Understanding User Accounts

Supported Platforms

SRX Series, VSRX

User accounts provide one way for users to access the device. Users can access the
device without accounts if you configured RADIUS or TACACS+ servers. After you have
created an account, the device creates a home directory for the user. An account for the
user root is always present in the configuration. For each user account, you can define
the following:
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. Username—Name that identifies the user. It must be unigue within the device. Do not
include spaces, colons, or commas in the username.

« User's full name—If the full name contains spaces, enclose it in quotation marks (“”).
Do not include colons or commas.

« Useridentifier (UID)—Numeric identifier that is associated with the user account name.
The identifier range from 100 through 64,000 and must be unigue within the device.
If you do not assign a UID to a username, the software assigns one when you commit
the configuration, preferring the lowest available number.

« User's access privilege—You can create login classes with specific permission bits or
use one of the predefined classes.

« Authentication method or methods and passwords that the user can use to access
the device—You can use SSH or an MD5 passwaord, or you can enter a plain-text
password that Junos OS encrypts using MD5-style encryption before entering it in the
password database. If you configure the plain-text-password option, you are prompted
to enter and confirm the password.

Related . Understanding User Authentication Methods on page 12
Documentation . Example: Configuring a RADIUS Server for System Authentication on page 338
« Example: Configuring a TACACS+ Server for System Authentication on page 344

. Example: Configuring Authentication Order on page 347

Understanding Junos OS Access Privilege Levels

Supported Platforms EX Series, M Series, MX Series, OCX1100, PTX Series, QFabric System, QFX Series, SRX Series,
T Series, VSRX

Each top-level CLI command and each configuration statement have an access privilege
level associated with them. Users can execute only those commands and configure and
view only those statements for which they have access privileges. The access privileges
for each login class are defined by one or more permission flags.

For each login class, you can explicitly deny or allow the use of operational and
configuration mode commands that would otherwise be permitted or not allowed by a
privilege level specified in the permissions statement.

The following sections provide additional information about permissions:

« Junos OS Login Class Permission Flags on page 7

« Allowing or Denying Individual Commands for Junos OS Login Classes on page 11

Junos OS Login Class Permission Flags

The permissions statement specifies one or more of the permission flags listed in
Table 5 on page 8. Permission flags are not cumulative, so for each class you must list
all the permission flags needed, including view to display information and configure to
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enter configuration mode. Two forms of permissions control for individual parts of the

configuration are:

. "Plain” form—Provides read-only capability for that permission type. An example is

interface.

. Formthat endsin -control—Provides read and write capability for that permission type.
An example is interface-control.

Table 5 on page 8 lists the Junos OS login class permission flags that you can configure
by including the permissions statement at the [edit system login class class-name]

hierarchy level.

Table 5: Login Class Permission Flags

Permission Flag Description

access

access-control

Can view the access configuration in configuration mode and
with the show configuration operational mode command.

Can view and configure access information at the [edit access]
hierarchy level.

admin

Can view user account information in configuration mode and
with the show configuration operational mode command.

admin-control

Can view user accounts and configure them at the [edit system
login] hierarchy level.

all Can access all operational mode commands and configuration
mode commands. Can modify configuration in all the
configuration hierarchy levels.

clear Can clear (delete) information learned from the network that
is stored in various network databases by using the clear
commands.

configure Can enter configuration mode by using the configure command.

control Can perform all control-level operations—all operations
configured with the -control permission flags.

field Can view field debug commands. Reserved for debugging
support.

firewall Can view the firewall filter configuration in configuration mode.

firewall-control

Can view and configure firewall filter information at the [edit
firewall] hierarchy level.

floppy

Can read from and write to the removable media.

flow-tap

Can view the flow-tap configuration in configuration mode.
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Table 5: Login Class Permission Flags (continued)

Permission Flag Description

flow-tap-control

Can view the flow-tap configuration in configuration mode and
can configure flow-tap configuration information at the [edit
services flow-tap] hierarchy level.

flow-tap-operation

Can make flow-tap requests to the router or switch. For
example, a Dynamic Tasking Control Protocol (DTCP) client
must have flow-tap-operation permission to authenticate itself
to the Junos OS as an administrative user.

NOTE: The flow-tap-operation option is not included in the
all-control permissions flag.

idp-profiler-operation

Can view profiler data.

interface

Can view the interface configuration in configuration mode and
with the show configuration operational mode command.

interface-control

Can view chassis, class of service (CoS), groups, forwarding
options, and interfaces configuration information. Can edit
configuration at the following hierarchy levels:

« [edit chassis]

« [edit class-of-service]

« [edit groups]

« [edit forwarding-options]

« [editinterfaces]

maintenance

Can perform system maintenance, including starting a local
shell on the router or switch and becoming the superuser in the
shell by using the su root command, and can halt and reboot
the router or switch by using the request system commands.

network

Can access the network by using the ping, ssh, telnet, and
traceroute commands.

pgcp-session-mirroring

Can view the pgcp session mirroring configuration.

pgcp-session-mirroring-control

Can modify the pgcp session mirroring configuration.

reset

Can restart software processes by using the restart command
and can configure whether software processes are enabled or
disabled at the [edit system processes] hierarchy level.

rollback

Can use the rollback command to return to a previously
committed configuration other than the most recently
committed one.

routing

Can view general routing, routing protocol, and routing policy
configuration information in configuration and operational
modes.
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Table 5: Login Class Permission Flags (continued)

Permission Flag Description

routing-control

Can view general routing, routing protocol, and routing policy
configuration information and can configure general routing at
the [edit routing-options] hierarchy level, routing protocols at
the [edit protocols] hierarchy level, and routing policy at the
[edit policy-options] hierarchy level.

secret

Can view passwords and other authentication keys in the
configuration.

secret-control

Can view passwords and other authentication keys in the
configuration and can modify them in configuration mode.

security

Can view security configuration in configuration mode and with
the show configuration operational mode command.

security-control

Can view and configure security information at the [edit security]
hierarchy level.

shell Can start a local shell on the router or switch by using the start
shell command.
snmp Can view Simple Network Management Protocol (SNMP)

configuration information in configuration and operational
modes.

snmp-control

Canview SNMP configuration information and can modify SNMP
configuration at the [edit snmp] hierarchy level.

system

Can view system-level information in configuration and
operational modes.

system-control

Can view system-level configuration information and configure
it at the [edit system] hierarchy level.

trace

Can view trace file settings and configure trace file properties.

trace-control

Can modify trace file settings and configure trace file properties.

view

Can use various commands to display current system-wide,
routing table, and protocol-specific values and statistics. Cannot
view the secret configuration.

view-configuration

Can view all of the configuration excluding secrets, system
scripts, and event options.

NOTE: Only users with the maintenance permission can view
commit script, op script, or event script configuration.
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Allowing or Denying Individual Commands for Junos OS Login Classes

By default, all top-level CLI commands have associated access privilege levels. Users
can execute only those commands and view only those statements for which they have
access privileges. For each login class, you can explicitly deny or allow the use of
operational and configuration mode commands that would otherwise be permitted or
not allowed by a privilege level specified in the permissions statement.

Permission flags are used to grant a user access to operational mode commands and
configuration hierarchy levels and statements. By specifying a specific permission flag
on the user's login class at the [edit system login class] hierarchy level, you grant the user
access to the corresponding commands and configuration hierarchy levels and
statements. To grant access to all commands and configuration statements, use the all
permissions flag. For permission flags that grant access to configuration hierarchy levels
and statements, the flags grant read-only privilege to that configuration. For example,
the interface permissions flag grants read-only access to the [edit interfaces] hierarchy
level. The -control form of the flag grants read-write access to that configuration. Using
the preceding example, interface-control grants read-write access to the [edit interfaces]
hierarchy level.

« The all login class permission bits take precedence over extended regular expressions
when a user issues rollback command with rollback permission flag enabled.

« Expressions used to allow and deny commands for users on RADIUS and TACACS+
servers have been simplified. Instead of a single, long expression with multiple
commands (allow-commands=cmdl cmd2 ... cmdn), you can specify each command
as a separate expression. This new syntax is valid for allow-configuration,
deny-configuration, allow-commands, deny-commands, and all user permission bits.

« Users cannot issue the load override command when specifying an extended regular
expression. Users can only issue the merge, replace, and patch configuration commands.

« If you allow and deny the same commands, the allow-commands permissions take
precedence over the permissions specified by the deny-commands. For example, if you
include allow-commands "request system software add" and deny-commands "request
system software add", the login class user is allowed to install software using the
request system software add command.

« Regular expressions for allow-commands and deny-commands can also include the
commit, load, rollback, save, status, and update commands.

« If you specify a regular expression for allow-commands and deny-commands with two
different variants of a command, the longest match is always executed.

For example, if you specify a regular expression for allow-commands with the
commit-synchronize command and a regular expression for deny-commands with the
commit command, users assigned to such a login class would be able to issue the
commit synchronize command, but not the commit commmand. This is because
commit-synchronize is the longest match between commit and commit-synchronize
and it is specified for allow-commands.
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Likewise, if you specify a regular expression for allow-commands with the commit
command and a regular expression for deny-commands with the commit-synchronize
command, users assigned to such a login class would be able to issue the commit
command, but not the commit-synchronize command. This is because
commit-synchronize is the longest match between commit and commit-synchronize
and it is specified for deny-commands.

Related . Example: Configuring User Permissions with Access Privilege Levels on page 41

Documentation « Regular Expressions for Allowing and Denying Junos OS Operational Mode Commands,
Configuration Statements, and Hierarchies

« Access Privilege User Permission Flags Overview on page 78

Understanding User Authentication Methods

Supported Platforms  SRX Series, vVSRX

Junos OS supports three methods of user authentication: local password authentication,
Remote Authentication Dial-In User Service (RADIUS), and Terminal Access Controller
Access Control System Plus (TACACS+).

With local password authentication, you configure a password for each user allowed to
log in to the device.

RADIUS and TACACS+ are authentication methods for validating users who attempt to
access the device using Telnet. Both are distributed client/server systems—the RADIUS
and TACACS+ clients run on the device, and the server runs on a remote network system.

You can configure the device to use RADIUS or TACACS+ authentication, or both, to
validate users who attempt to access the device. If you set up both authentication
methods, you also can configure which method the device will try first.

Related . Understanding User Accounts on page 6
Documentation « Understanding Login Classes on page 3
. Understanding Template Accounts on page 22
. Example: Configuring Authentication Order on page 347
. Example: Configuring a RADIUS Server for System Authentication on page 338

. Example: Configuring a TACACS+ Server for System Authentication on page 344

Hardening Shared Secrets in Junos OS

Supported Platforms M Series, MX Series, PTX Series, SRX Series, T Series

« Understanding Hardening Shared Secrets on page 13
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Understanding Hardening Shared Secrets

Existing shared secrets ($9% format) in Junos OS currently use an obfuscation algorithm,
which is not a very strong encryption for configuration secrets. If you want a strong
encryption for your configuration secrets, you can configure a master password. The
master password is used to derive an encryption key that is used with AES256-GCM to
encrypt configuration secrets. This new encryption method uses the $8% formatted
strings.

Starting with Junos OS Release 15.1X49-D50, new CLI commands are introduced to
configure a system master password to provide stronger encryption for configuration
secrets. The master password encrypts secrets like the RADIUS password, IKE preshared
keys, and other shared secretsin the Junos OS management process (mgd) configuration.
The master password itself is not saved as part of the configuration. The password quality
is evaluated for strength, and the device gives feedback if weak passwords are used.

The master password is used as input to the password based key derivation function
(PBKDF2) to generate an encryption key. the key is used as input to the Advanced
Encryption Standard in Galois/Counter Mode (AES256-GCM). The plain text that the
user enters is processed by the encryption algorithm (with key) to produce the encrypted
text (cipher text). See Figure 1 on page 13

Figure 1: Master Password Encryption

Master

Password RERELS

Key

Plaintext = AES256-GCM =——> ciphertext

043440

The $8% configuration secrets can only be shared between devices using the same master
password.

The $8%-encrypted passwords have the following format:

$8Scrypt-algoShash-algoSiterationsSsaltSivStagSencrypted. See Table 6 on page 13 for
the master password format details.

Table 6: $8%-encrypted Password Format

Format Description

crypt-algo Encryption/decryption algorithm to be used. Currently only AES256-GCM is supported.
hash-algo Hash (prf) algorithm to be used for the PBKDF2 key derivation.

iterations The number of iterations to use for the PBKDF2 hash function. Current iteration-count default is

100. The iteration count slows the hashing count, thus slowing attacker guesses.
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Table 6: $8%-encrypted Password Format (continued)

salt Sequence of ASCII64-encoded pseudorandom bytes generated during encryption that are to be
used to salt (a random, but known string) the password and input to the PBKDF2 key derivation.

iv A sequence of ASClI64-encoded pseudorandom bytes generated during encryption that are to be
used as initialization vector for the AES256-GCM encryption function.

tag ASClI64-encoded representation of the tag.

encrypted ASClI64-encoded representation of the encrypted password.

Release History Table

The ASCII64 encoding is Base64 (RFC 4648) compatible, except no padding (character
“=") is used to keep the strings short. For example:
$8%aes256-gcmShmac-sha2-2565$100Sy/4YMC4AYDLUSTZYDI4NG YCyQsYLsaf8ASIlu4iLcZarDOYnyD
/HejwwSokhBlcOcGakSqYxKww

Chassis Cluster Considerations

When defining a chassis cluster on SRX Series devices, be aware of the following
restrictions:

« For SRX Series devices, first configure the master password on each node, and then
build the cluster. The same master password should be configured on each node.

« In chassis cluster mode, the master password cannot be deleted.

O NOTE: A change in the master password would mean disruption in chassis
clustering; therefore you must change the password on both nodes
independently.

Release Description

15.1X49-D50 Starting with Junos OS Release 15.1X49-D50, new CLI commands are
introduced to configure a system master password to provide stronger
encryption for configuration secrets.

Using Trusted Platform Module to Bind Secrets on SRX Series Devices

Supported Platforms

SRX300, SRX320, SRX340, SRX345

By enabling the Trusted Platform Module (TPM) on the SRX Series devices, the software
layer leverages the use of the underlying TPM chip. TPMis a specialized chip that protects
certain secrets at rest such as private keys, system master passwords, and other sensitive
data by storing it in an AES256 encrypted format (instead of storing sensitive data in a
clear text format). The device also generates a new SHA256 hash of the configuration
each time the administrator commits the configuration. This hash is verified each time
the system boots up. If the configuration has been tampered with, the verification fails
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and the device will not continue to boot. Both the encrypted data and the hash of the
configuration is protected by the TPM module using the master encryption password.

0 NOTE: Hash validation is performed during any commit operation by

performing a validation check of the configuration file against the saved hash
from previous commits. In a chassis cluster system, hash is independently
generated on the backup system as part of the commit process. A commit
from any mode, that is, batch-config, dynamic-config, exclusive-config, or
private config generates the integrity hash.

0 NOTE: Hashis saved only for the current configuration and not for any rollback

configurations. Hash is not generated during reboot or shutdown of the device.

The TPM encrypts the following secrets:

SHA256 hash of the configuration
device master-password

all key-pairs on the device

The TPM chip is available on the SRX300, SRX320, SRX340, and SRX345 devices. TPM
is not enabled by default. To enable TPM, see “Enabling the TPM” on page 16.

Limitations

Limitations on page 15

Enabling the TPM on page 16

Verifying the Status of the TPM on page 16

Changing the Master Encryption Password on page 16

The following limitations and exceptions apply to the configuration file integrity feature
using TPM:

This feature is supported only on the SRX300, SRX320, SRX340 and SRX345 devices.
If the master encryption password is not set, data is stored unencrypted.

If the master encryption password and the multiple index backup files are deleted,
data cannot be decrypted.

If you set up the master encryption password, downgrading to older releases that do
notimplement TPMis not supported. You must delete the master encryption password
and reenter all sensitive data before downgrading.

If the master encryption password was deleted before the daemons had a chance to
re-encrypt the data, then the data becomes unusable.

The file integrity feature is not supported along with the configuration file encryption
feature that uses keys saved in EEPROM. You can enable only one function at a time.
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Enabling the TPM

0 NOTE: Before enabling TPM, ensure that you have configured “set system
master-password plain-text-password” otherwise, certain sensitive data will
not be protected by the TPM.

You can enable the TPM by setting the master encryption password using the following
CLI command:

request security tpm master-encryption-password set plain-text-password

You will be prompted to enter the master encryption password twice, to make sure that
these passwords match. The master encryption password is validated for required
password strength.

After master encryption password is set, the system proceeds to encrypt the sensitive
data with the master encryption password which is encrypted by the Master Binding Key
that is owned and protected by the TPM chip.

0 NOTE: If there is any issue with setting the master encryption password, a
critical ERROR message is logged on the console and the process is aborted.

Verifying the Status of the TPM

You can use the show security tpm status command to verify the status of the TPM. The
following information is displayed:

« TPM enabled/disabled
. TPM ownership
. TPM'’s Master Binding Key status (created or not created)

. master encryption password status (set or not set)

Starting with Junos OS Release 15.1X49-D120 and Junos OS Release 17.4R1, Trusted
Platform Module (TPM) firmware has been updated. The upgraded firmware version
provides additional secure cryptography and improves security. Updated TPM firmware
is available along with the Junos OS package. For updating TPM Firmware, see Upgrading
TPM Firmware on SRX-Devices. To confirm the TPM firmware version, use the show security
tpm status command. TPM Family and TPM Firmware version output fields are introduced.

Changing the Master Encryption Password

Changing the master encryption password is done using the CLI.

To change the master encryption password, enter the following command from
operational mode:

request security tpm master-encryption-password set plain-text-password
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o NOTE: Itisrecommended that no configuration changes are made while you
are changing the master encryption password.

The system checks if the master encryption password is already configured. If master
encryption password is configured, then you are prompted to enter the current master
encryption password.

The entered master encryption password is validated against the current master
encryption password to make sure these master encryption passwords match. If the
validation succeeds, you will be prompted to enter the new master encryption password
as plain text. You will be asked to enter the key twice to validate the password.

The system then proceeds to re-encrypt the sensitive data with the new master encryption
password. You must wait for this process of re-encryption to complete before attempting
to change the master encryption password again.

If for some reason, the encrypted master encryption password file is lost or corrupted,
the system will not be able to decrypt the sensitive data. The system can only be recovered
by re-importing the sensitive data in clear text, and re-encrypting them.

If the system is compromised, the administrator can recover the system using of the
following method:

« Clear the TPM ownership in u-boot and then install the image in boot loader using
TFTP or USB (if USB port is not restricted).

0 NOTE: If the installed software version is older than Junos OS Release
15.1X49-D110 and the master encryption password is enabled, theninstallation
of Junos OS Release 15.1X49-D110 will fail. You must backup the configuration,
certificates, key-pairs, and other secrets and use the TFTP/USB installation
procedure.

Release History Table Release Description

17.4R1 Starting with Junos OS Release 15.1X49-D120 and Junos OS Release 17.4R1, Trusted
Platform Module (TPM) firmware has been updated. The upgraded firmware version
provides additional secure cryptography and improves security. Updated TPM
firmware is available along with the Junos OS package. For updating TPM Firmware,
see Upgrading TPM Firmware on SRX-Devices. To confirm the TPM firmware
version, use the show security tpm status command. TPM Family and TPM
Firmware version output fields are introduced.

Related . Hardening Shared Secrets in Junos OS on page 12
Documentation
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CHAPTER 2

Configuring Junos OS User Accounts

« Example: Configuring New Users on page 19

« Understanding Template Accounts on page 22

« Example: Creating Template Accounts on page 23

» Understanding Administrative Roles on page 26

« Example: Configuring Administrative Roles on page 28
« Handling Authorization Failure on page 35

« Example: Configuring System Retry Options on page 36

Example: Configuring New Users

Supported Platforms SRX Series, vSRX

This example shows how to configure new users.

« Requirements on page 19
« Overview on page 19
« Configuration on page 20

« Verification on page 22

Requirements

No special configuration beyond device initialization is required before configuring this
feature.

Overview

You can add new users to the device’s local database. For each account, you define a
login name and password for the user and specify a login class for access privileges. The
login password must meet the following criteria:

. The password must be at least six characters long.

- You caninclude most character classes in a password (alphabetic, numeric, and special
characters), but not control characters.

« The password must contain at least one change of case or character class.
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Configuration

CLI Quick
Configuration

GUI Step-by-Step
Procedure

In this example, you create a login class named operator-and-boot and allow it to reboot
the device. You can define any number of login classes. You then allow the
operator-and-boot login class to use commands defined in the clear, network, reset,
trace, and view permission bits.

Then you create user accounts. User accounts enable you to access the device. (You can
access the device without accounts if you configured RADIUS or TACACS+ servers.) You
set the username as cmartin and the login class as superuser. Finally, you define the
encrypted password for the user.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set system login class operator-and-boot allow-commands “request system reboot”

set class system login operator-and-boot permissions [clear network reset trace view]

set system login user cmartin class superuser authentication encrypted-password
S1SABCI123

To configure new users:

1. Inthe J-Web user interface, select Configure>System Properties>User Management.

2. Click Edit. The Edit User Management dialog box appears.

3. Select the Users tab.

4. Click Add to add a new user. The Add User dialog box appears.

5. Inthe User name box, type a unigue name for the user.

Do not include spaces, colons, or commas in the username.

6. Inthe User ID box, type a unique ID for the user.

7. Inthe Full Name box, type the user’s full name.

If the full name contains spaces, enclose it in quotation marks. Do not include colons
or commas.

8. In the Password and Confirm Password boxes, enter a login password for the user
and verify your entry.

9. From the Login Class list, select the user’s access privilege:

. operator

20
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. read-only

. unauthorized

This list also includes any user-defined login classes.

10. Click OK in the Add User dialog box and Edit User Management dialog box.

11. Click OK to check your configuration and save it as a candidate configuration.

12. If you are done configuring the device, click Commit Options>Commit.

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For instructions on how to do that, see Using the CL/ Editor in Configuration
Mode in the CLI User Guide.

To configure new users:

1. Set the name of the login class and allow the use of the reboot command.

[edit system login]
user@host# set class operator-and-boot allow-commands “request systemreboot”

2. Set the permission bits for the login class.

[edit system login]
user@host# set class operator-and-boot permissions [clear network reset trace
view]

3.  Setthe username, login class, and encrypted password for the user.

[edit system login]
user@host# set user cmartin class superuser authentication encrypted-password
S1SABCI123

Results From configuration mode, confirm your configuration by entering the show system login
command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show system login
class operator-and-boot {
permissions [ clear network reset trace view J;
allow-commands "request system reboot";
1
user cmartin {
class superuser;
authentication {
encrypted-password "$1$ABC123";
}
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Verification

Purpose

Action

Related
Documentation

}

If you are done configuring the device, enter commit from configuration mode.

o NOTE: To completely set up RADIUS or TACACS+ authentication, you must
configure at least one RADIUS or TACACS+ server and specify a user template
account. Do one of the following tasks:

. Configure a RADIUS server. See “Example: Configuring a RADIUS Server
for System Authentication” on page 338.

. Configure a TACACS+ server. See “Example: Configuringa TACACS+ Server
for System Authentication” on page 344.

. Configure a user. See “Example: Configuring New Users” on page 19.

. Configure templateaccounts. See “Example: Creating Template Accounts”
on page 23.

Confirm that the configuration is working properly.

Verifying the New Users Configuration

Verify that the new users have been configured.

From operational mode, enter the show system login command.

« Understanding User Authentication Methods on page 12
« Understanding User Accounts on page 6
. Understanding Template Accounts on page 22

. Understanding Login Classes on page 3

Understanding Template Accounts

Supported Platforms

SRX Series, VSRX

You use local user template accounts when you need different types of templates. Each
template can define a different set of permissions appropriate for the group of users who
use that template. These templates are defined locally on the device and referenced by
the TACACS+ and RADIUS authentication servers.

When you configure local user templates and a user logs in, Junos OS issues a request
to the authentication server to authenticate the user's login name. If a user is
authenticated, the server returns the local username to the device, which then determines

22
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Related
Documentation

whether a local username is specified for that login name (local-username for TACACS+,
Juniper-Local-User for RADIUS). If so, the device selects the appropriate local user
template locally configured on the device. If a local user template does not exist for the
authenticated user, the device defaults to the remote template.

« Understanding User Authentication Methods on page 12
« Understanding User Accounts on page 6
. Understanding Login Classes on page 3

. Example: Creating Template Accounts on page 23

Example: Creating Template Accounts

Supported Platforms

Requirements

Overview

SRX Series, VSRX
This example shows how to create template accounts.

« Requirements on page 23
« Overview on page 23
» Configuration on page 24

« Verification on page 25

No special configuration beyond device initialization is required before configuring this
feature.

You can create template accounts that are shared by a set of users when you are using
RADIUS or TACACS+ authentication. When a user is authenticated by a template account,
the CLI username is the login name, and the privileges, file ownership, and effective user
ID are inherited from the template account.

By default, Junos OS uses the remote template account when:

. The authenticated user does not exist locally on the device.

« The authenticated user's record in the RADIUS or TACACS+ server specifies local user,
or the specified local user does not exist locally on the device.

In this example, you create a remote template account and set the username to remote
and the login class for the user as operator. You create a remote template that is applied
to users authenticated by RADIUS or TACACS+ that do not belong to a local template
account.

You then create a local template account and set the username as admin and the login
class as superuser. You use local template accounts when you need different types of
templates. Each template can define a different set of permissions appropriate for the
group of users who use that template.
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Configuration

CLI Quick
Configuration

Step-by-Step
Procedure

Results

CLI Quick
Configuration

« Creating a Remote Template Account on page 24

. Creating a Local Template Account on page 24

Creating a Remote Template Account

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set system login user remote class operator

The following example requires you to navigate various levels in the configuration
hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration
Mode in the CL/ User Guide.

To create a remote template account:

. Set the username and the login class for the user.

[edit system login]
user@host# set user remote class operator

From configuration mode, confirm your configuration by entering the show system login
command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show system login
user remote {
class operator;

}

If you are done configuring the device, enter commit from configuration mode.

Creating a Local Template Account

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set system login user admin class superuser

24

Copyright © 2018, Juniper Networks, Inc.



Chapter 2: Configuring Junos OS User Accounts

Step-by-Step
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The following example requires you to navigate various levels in the configuration
hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration
Mode in the CL/ User Guide.

To create a local template account:

1. Set the username and the login class for the user.

[edit system login]
user@host# set user admin class superuser

From configuration mode, confirm your configuration by entering the show system login
command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show system login
useradmin {
class super-user;

}

If you are done configuring the device, enter commit from configuration mode.

0 NOTE: To completely set up RADIUS or TACACS+ authentication, you must
configure at least one RADIUS or TACACS+ server and specify a system
authentication order. Do one of the following tasks:

. Configure a RADIUS server. See “Example: Configuring a RADIUS Server
for System Authentication” on page 338.

« Configurea TACACS+ server. See “Example: Configuringa TACACS+ Server
for System Authentication” on page 344.

. Configure system authentication order. See “Example: Configuring
Authentication Order” on page 347.

Confirm that the configuration is working properly.

Verifying the Template Accounts Creation

Verify that the template accounts have been created.

From operational mode, enter the show system login command.

« Understanding User Authentication Methods on page 12
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« Understanding User Accounts on page 6
« Understanding Login Classes on page 3

. Understanding Template Accounts on page 22

Understanding Administrative Roles

Supported Platforms

SRX Series, VSRX

A system user can be a member of a class that allows the user to act as a particular kind
of administrator for the system. Requiring a specific role to view or modify anitemrestricts
the extent of information a user can obtain from the system. It also limits how much of
the system is open to intentional or unintentional modification or observation by a user.
We recommend that you use the following guidelines when you are designing
administrative roles:

« Do not allow any user to log in to the system as root.
« Restrict each user to the smallest set of privileges needed to perform the user’s duties.

. Do not allow any user to belong to a login class containing the shell permission flag.
The shell permission flag allows users to run the start shell command from the CLI.

« Allow users to have rollback permissions. Rollback permissions allow users to undo
an action performed by an administrator but does not allow them to commit the
changes.

You can assign an administrative role to a user by configuring a login class to have the
privileges required for that role. You can configure each class to allow or deny access to
configuration statements and commands by name. These specific restrictions override
and take precedence over any permission flags also configured in the class. You can
assign one of the following role attributes to an administrative user.

« Crypto-administrator—Allows the user to configure and monitor cryptographic data.
« Security-administrator—Allows the user to configure and monitor security data.
« Audit-administrator—Allows the user to configure and monitor audit data.

« IDS-administrator—Allows the user to monitor and clear the intrusion detection service
(IDS) security logs.

Each role can perform the following specific management functions:

« Cryptographic Administrator
- Configures the cryptographic self-test.

- Modifies the cryptographic security data parameters.
« Audit Administrator
- Configures and deletes the audit review search and sort feature.

- Searches and sorts audit records.

26
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Configures search and sort parameters.

Manually deletes audit logs.

« Security Administrator

Invokes, determines, and modifies the cryptographic self-test behavior.

Enables, disables, determines, and modifies the audit analysis and audit selection
functions and configures the device to automatically delete audit logs.

Enables or disables security alarms.
Specifies limits for quotas on Transport Layer connections.

Specifies the limits, network identifiers, and time periods for quotas on controlled
connection-oriented resources.

Specifies the network addresses permitted to use Internet Control Message Protocol
(ICMP) or Address Resolution Protocol (ARP).

Configures the time and date used in time stamps.

Queries, modifies, deletes, and creates the information flow or access control rules
and attributes for the unauthenticated information flow security function policy
(SFP), the authenticated information flow SFP, the unauthenticated device services,
and the discretionary access control policy.

Specifiesinitial values that override default values when object information is created
under unauthenticated information flow SFP, the authenticated information flow
SFP, the unauthenticated target of evaluation (TOE) services, and the discretionary
access control policy.

Creates, deletes, or modifies the rules that control the address from which
management sessions can be established.

Specifies and revokes security attributes associated with the users, subjects, and
objects.

Specifies the percentage of audit storage capacity at which the device alerts
administrators.

Handles authentication failures and modifies the number of failed authentication
attempts through SSH or from the CLI that can occur before progressive throttling
is enforced for further authentication attempts and before the connection is dropped.

Manages basic network configuration of the device.

. IDS Administrator—Specifies IDS security alarms, intrusion alarms, audit selections,
and audit data.

You need to set the security-role attribute in the classes created for these administrative
roles. This attribute restricts which users can show and clear the security logs, actions
that cannot be performed through configuration alone.

For example, you need to set the security-role attribute in the ids-admin class created
for the IDS administrator role if you want to restrict clearing and showing IDS logs to the
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IDS administrator role. Likewise, you need to set the security-role to one of the other
admin values to restrict that class from being able to clear and show non-IDS logs only.

0 NOTE: When a user deletes an existing configuration, the configuration
statements under the hierarchy level of the deleted configuration (that is,
the child objects that the user does not have permission to modify), now
remain in the device.

. Example: Configuring Administrative Roles on page 28

Example: Configuring Administrative Roles

Supported Platforms

Requirements

Overview

M Series, SRX Series, T Series, VSRX

This example shows how to configure individual administrative roles for a distinct, unique
set of privileges apart from all other administrative roles.

« Requirements on page 28

« Overview on page 28

« Configuration on page 29

« Verification on page 34

No special configuration beyond device initialization is required before configuring this
feature.

This example configures four users:

« audit-officer of the class audit-admin
. crypto-officer of the class crypto-admin
. security-officer of the class security-admin

« ids-officer of the class ids-admin

When a security-admin class is configured, the privileges for creating administrators are
revoked from the user who created the security-admin class. Creation of new users and
logins is at the discretion of the security-officer.

In this example, you create audit admin, crypto admin, security admin, and ids admin
with permission flags pertaining to this role. Then you allow or deny access to configuration
statements and commands by name for each administrative role. These specific
restrictions take precedence over the permission flags also configured in the class. For
example, only the crypto-admin canrun the request system set-encryption-key command,
which requires having the security permission flag to access it. Only the security-admin
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Configuration

CLI Quick
Configuration

can include the system time-zone statement in the configuration, which requires having
the system-control permission flag.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set system login class audit-admin permissions security

set system login class audit-admin permissions trace

set system login class audit-admin permissions maintenance

set system login class audit-admin allow-commands "“clear (log|security log)"

set system login class audit-admin deny-commands " “clear (security alarms|system
login lockout)|~file (copy|delete|rename)|“request (security|system
set-encryption-key)|“rollback|“set date|“show security
(alarms|dynamic-policies|match-policies|policies)| " start shell";

set system login class audit-admin security-role audit-administrator

set system login class crypto-admin permissions admin-control

set system login class crypto-admin permissions configure

set system login class crypto-admin permissions maintenance

set system login class crypto-admin permissions security-control

set system login class crypto-admin permissions system-control

set system login class crypto-admin permissions trace

set system login class crypto-admin allow-commands
set-encryption-key"

set system login class crypto-admin deny-commands " “clear (log|security alarms|security
log|system login lockout)| ~file (copy|delete|rename)| “rollback| " set date| “show security
(alarms]dynamic-policies|match-policies|policies)| " start shell"

set system login class crypto-admin allow-configuration-regexps "security (ike|ipsec)
(policy|proposal)" "security ipsec “vpn$S .* manual
(authentication|encryption|protocol|spi)" "system fips self-test after-key-generation"

set system login class crypto-admin security-role crypto-administrator

set system login class security-admin permissions all

set system login class security-admin deny-commands "“clear (log|security
log)|~ (clear|show) security alarms alarm-type idp| “request (security|system
set-encryption-key)|“rollback| " start shell"

set system login class security-admin deny-configuration-regexps "security alarms
potential-violation idp" "security (ike|ipsec) (policy|proposal)" "security ipsec “vpn$
*manual (authentication| encryption|protocol|spi)" "security log cache" "security log
exclude .* event-id IDP_.*" "system fips self-test after-key- generation"

set system login class security-admin security-role security-administrator

set system login class ids-admin permissions configure

set system login class ids-admin permissions security-control

set system login class ids-admin permissions trace

set system login class ids-admin permissions maintenance

set system login class ids-admin allow-configuration-regexps "security alarms
potential-violation idp" "security log exclude .* event-id IDP_.*"

set system login class ids-admin deny-commands "“clear log| "~ (clear|show) security
alarms (alarm-id]all|newer-than|older- than|process|severity)| "~ (clear|show) security
alarms alarm-type
(authentication|cryptographic-self-test|decryption-failures|encryption-failures|
ike-phasel-failures|ike-phase2-failures|key-generation-self-test|

request system
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non-cryptographic-self-test|policy|replay-attacks)| " file (copy|delete|rename)| “request
(security|system set-encryption-key)| “rollback]|

“set date|“show security (dynamic-policies|match-policies|policies)|"start shell"

set system login class ids-admin deny-configuration-regexps "security alarms
potential-violation (authentication|cryptographic-self-test|decryption-

failures|encryption-failures|ike-phasel-failures|ike-phase2-failures|

key-generation-self-test|non-cryptographic-self-test|policy|replay-attacks)"

set system login class ids-admin security-role ids-admin

set system login user audit-officer class audit-admin

set system login user crypto-officer class crypto-admin

set system login user security-officer class security-admin

set system login user ids-officer class ids-admin

set system login user audit-officer authentication plain-text-password

set system login user crypto-officer authentication plain-text-password

set system login user security-officer authentication plain-text-password

set system login user ids-officer authentication plain-text-password

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode.

To configure users in administrative roles:

1. Create the audit-admin login class.

[edit]

user@host# set system login class audit-admin
[edit system login class audit-admin]
user@host# set permissions security
user@host# set permissions trace

user@host# set permissions maintenance

2. Configure the audit-admin login class restrictions.

[edit system login class audit-admin]

user@host# set allow-commands "“clear (log|security log)"

user@host# set deny-commands "~ clear (security alarms|system login lockout)| ~file
(copy|delete|rename)|“request (security|system
set-encryption-key)| “rollback|“set date|“show security
(alarms]dynamic-policies|match-policies|policies)|“start shell"

user@host# set security-role audit-administrator

3.  Create the crypto-admin login class.

[edit]
user@host# set system login class crypto-admin

[edit system login class crypto-admin]
user@host# set permissions admin-control
user@host# set permissions configure
user@host# set permissions maintenance
user@host# set permissions security-control
user@host# set permissions system-control
user@host# set permissions trace
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4. Configure the crypto-admin login class restrictions.

[edit system login class crypto-admin]

user@host# set allow-commands " “request system set-encryption-key"

user@host# set deny-commands "“clear (log|security alarms|security log|system
login lockout)|~file (copy|delete|rename)|“rollback| “set date| “show security
(alarms|dynamic-policies|match-policies|policies)| " start shell"

user@host# set allow-configuration-regexps "security (ike|ipsec) (policy|proposal)"
"security ipsec “vpn$ .* manual (authentication|encryption|protocol|spi)" "system
fips self-test after-key-generation"

user@host# set security-role crypto-administrator

5. Create the security-admin login class.

[edit]
user@host# set system login class security-admin

[edit system login class security-admin]
user@host# set permissions all

6.  Configure the security-admin login class restrictions.

[edit system login class security-admin]

user@host# set deny-commands "“clear (log|security log)|~ (clear|show) security
alarms alarm-type idp| “request (security|system
set-encryption-key)|“rollback|"start shell"

user@host# set deny-configuration-regexps "security alarms potential-violation
idp" "security (ikelipsec) (policy|proposal)" "security ipsec “vpn$ .* manual
(authentication| encryption|protocol|spi)" "security log cache" "security log
exclude .* event-id IDP_.*" "system fips self-test after-key- generation"

user@host# set security-role security-administrator

7. Create the ids-admin login class.

[edit]
user@host# set system login class ids-admin

[edit system login class ids-admin]
user@host# set permissions configure
user@host# set permissions maintenance
user@host# set permissions security-control
user@host# set permissions trace

8.  Configure the ids-admin login class restrictions.

[edit system login class ids-admin]

user@host# set allow-configuration-regexps "security alarms potential-violation
idp" "security log exclude .* event-id IDP_.*"

set system login class ids-admin deny-commands " “clear log| ~ (clear|show) security
alarms (alarm-id|alllnewer-than|older- than|process|severity)|~(clear|show)
security alarms alarm-type
(authentication|cryptographic-self-test|decryption-failures|encryption-failures|
ike-phasel-failures|ike-phase2-failures|key-generation-self-test|
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non-cryptographic-self-test|policy|replay-attacks)| " file
(copy|delete|rename)|“request (security|system set-encryption-key)|

“rollback| " set date|~show security (dynamic-policies|match-policies|policies)| “start
shell"

set system login class ids-admin deny-configuration-regexps "security alarms
potential-violation (authentication|cryptographic-self-test|decryption-

failures|encryption-failures|ike-phasel-failures|ike-phase2-failures|

key-generation-self-test|non-cryptographic-self-test|policy|replay-attacks)"

user@host# set security-role ids-administrator

9.  Assign users to theroles.

[edit]
user@host# set system login

[edit system login]

user@host# set user audit-officer class audit-admin
user@host# set user crypto-officer class crypto-admin
user@host# set user security-officer class security-admin
user@host# set user ids-officer class ids-admin

10. Configure passwords for the users.

[edit system login]

user@host# set user audit-officer authentication plain-text-password
user@host# set user crypto-officer authentication plain-text-password
user@host# set user security-officer authentication plain-text-password
user@host# set user ids-officer authentication plain-text-password

Results

From configuration mode, confirm your configuration by entering the show system
command. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

[edit]
user@host# show system
system {
login {
class audit-admin {
permissions [ maintenance security trace 1;
allow-commands "“clear (log|security log)";
deny-commands ""clear (security alarms|system login lockout)|"file
(copy|delete|rename)|“request (security|system
set-encryption-key)|“rollback]| " set date|“show security
(alarms|dynamic-policies|match-policies|policies)|"start shell";
security-role audit-administrator;
}
class crypto-admin {
permissions [ admin-control configure maintenance security-control system-control
trace ];
allow-commands

request (system set-encryption-key)";

32

Copyright © 2018, Juniper Networks, Inc.



Chapter 2: Configuring Junos OS User Accounts

deny-commands "“clear (log|security alarms|security log|system login lockout)| “file
(copy|delete|rename)| “rollback| “set date| “show security
(alarms|dynamic-policies|match-policies|policies)|"start shell";
allow-configuration-regexps "security (ike|ipsec) (policy|proposal)" "security ipsec
“vpn$ .* manual (authentication|encryption|protocol|spi)" "system fips self-test
after-key-generation" ;
security-role crypto-administrator;
}
class security-admin {
permissions [all];
deny-commands " “clear (log|security log)|~ (clear|show) security alarms alarm-type
idp|“request (security|system set-encryption-key)| “rollback|"start shell";
deny-configuration-regexps "security alarms potential-violation idp" "security
(ikelipsec) (policy|proposal)" "security ipsec “vpn$ .* manual
(authentication|encryption|protocol|spi)" "security log exclude .* event-id IDP_.*"
"system fips self-test after-key-generation";
security-role security-administrator;
}
class ids-admin {
permissions [ configure maintenance security-control trace J;
deny-commands "“clear log| "~ (clear|show) security alarms
(alarm-id|all|newer-than|older-than|process|severity)|~ (clear|show) security
alarms alarm-type
(authentication | cryptographic-self-test | decryption-failures | encryption-failures
| ike-phasel-failures | ike-phase2-failures|key-generation-self-test |
non-cryptographic-self-test |policy | replay-attacks) | “file (copy|delete|rename)
|“request (security|system set-encryption-key) | “rollback |
“set date | “show security (dynamic-policies|match-policies|policies) | “start shell";
allow-configuration-regexps "security alarms potential-violation idp" "security log
exclude .* event-id IDP_.*";
deny-configuration-regexps "security alarms potential-violation
(authentication|cryptographic-self-test|decryption-
failures|encryption-failures|ike-phasel-failures|ike-phase2-failures|
key-generation-self-test|non-cryptographic-self-test|policy|replay-attacks)"
security-role ids-administrator;
}
user audit-officer {
class audit-admin;
authentication {
encrypted-password "$1$ABC123"; ## SECRET-DATA
}
}

user crypto-officer {
class crypto-admin;
authentication {
encrypted-password "$1$ABC123."; ## SECRET-DATA
}
}
user security-officer {
class security-admin;
authentication {
encrypted-password "$1$ABC123."; ##SECRET-DATA
}
}

user ids-officer {
class ids-admin;
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authentication {
encrypted-password "$1$ABC123/"; ## SECRET-DATA
}
}
1
1

If you are done configuring the device, enter commit from configuration mode.

Verification
Confirm that the configuration is working properly.
Verifying the Login Permissions
Purpose Verify the login permissions for the current user.
Action From operational mode, enter the show cli authorization command.

user@host>show cli authorization

Current user: "example® class "super-user”

Permissions:
admin -- Can view user accounts
admin-control-- Can modify user accounts
clear -- Can clear learned network info
configure -- Can enter configuration mode
control -- Can modify any config
edit -- Can edit full files
field -- Can use field debug commands
floppy -- Can read and write the floppy
interface -- Can view interface configuration
interface-control-- Can modify interface configuration
network -- Can access the network
reset -- Can reset/restart interfaces and daemons
routing -- Can view routing configuration
routing-control-- Can modify routing configuration
shell -- Can start a local shell
snmp -- Can view SNMP configuration
snmp-control-- Can modify SNMP configuration
system -- Can view system configuration
system-control-- Can modify system configuration
trace -- Can view trace file settings
trace-control-- Can modify trace file settings
view -- Can view current values and statistics
maintenance -- Can become the super-user
firewall -- Can view firewall configuration
Ffirewall-control-- Can modify firewall configuration
secret -- Can view secret statements
secret-control-- Can modify secret statements
rollback -- Can rollback to previous configurations
security -- Can view security configuration
security-control-- Can modify security configuration
access -- Can view access configuration
access-control-- Can modify access configuration
view-configuration-- Can view all configuration (not including secrets)
flow-tap -- Can view flow-tap configuration
flow-tap-control-- Can modify flow-tap configuration
idp-profiler-operation-- Can Profiler data
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pgcp-session-mirroring-- Can view pgcp session mirroring configuration
pgcp-session-mirroring-control-- Can modify pgcp session mirroring configura

tion
storage -- Can view fibre channel storage protocol configuration
storage-control-- Can modify fibre channel storage protocol configuration
all-control -- Can modify any configuration

Individual command authorization:
Allow regular expression: none
Deny regular expression: none
Allow configuration regular expression: none
Deny configuration regular expression: none

This output summarizes the login permissions.

Related . Understanding Administrative Roles on page 26
Documentation

Handling Authorization Failure

Supported Platforms  SRX Series, VSRX

The security administrator can configure the number of times a user can try to log in to
the device with invalid login credentials. The device can be locked after the specified
number of unsuccessful authentication attempts. This helps to protect the device from
malicious users attempting to access the system by guessing an account’s password.
The security administrator can unlock the user account or define a time period for the
user account to remain locked.

The system lockout-period defines the amount of time the device can be locked for a
user account after a specified number of unsuccessful login attempts.

The security administrator can configure a period of time after which an inactive session
will be locked and require re-authentication to be unlocked. This helps to protect the
device from being idle for a long period before the session times out.

The systemidle-timeout defines length of time the CLI operational mode prompt remains
active before the session times out.

The security administrator can configure a banner with an advisory notice to be displayed
before the identification and authentication screen.

The system message defines the system login message. This message appears before
a user logs in.

The number of reattempts the device allows is defined by the tries-before-disconnect
option. The device allows 3 unsuccessful attempts by default or as configured by the
administrator. The device prevents the locked users to perform activities that require
authentication, until a security administrator manually clears the lock or the defined time
period for the device to remain locked has elapsed. However, the existing locks are ignored
when the user attempts to log in from the local console.
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0 NOTE: To clear the console during an administrator-initiated logout, the
administrator must configure the set system login message “message string”
such that, the message-string contains newline (\n) characters and a login
banner message at the end of the \n characters.

To ensure that configuration information is cleared completely, the
administrator can enter 50 or more \n characters in the message-string of
the command set system login message “message string”.

For example, set system login message
B2 Yo Vs 'a N N g Ng Y Ng g N N Ng Vg N Ng Vg Ng N Vg g N Mg g Vg Ng g Vg Ng N Ng g N Ng Ng Vg N g Vg N N Vg N g Ng g Vg N Nl
Welcome to Junos!!!"

. Example: Configuring System Retry Options on page 36

Example: Configuring System Retry Options

Supported Platforms

Requirements

Overview

SRX Series, VSRX

This example shows how to configure system retry options to protect the device from
malicious users.

« Requirements on page 36

« Overview on page 36

« Configuration on page 38

« Verification on page 39

Before you begin, you should understand “Handling Authorization Failure” on page 35.

No special configuration beyond device initialization is required before configuring this
feature.

Malicious users sometimes try to log in to a secure device by guessing an authorized user
account’s password. Locking out a user account after a number of failed authentication
attempts helps protect the device from malicious users.

Device lockout allows you to configure the number of failed attempts before the user

accountis locked out of the device and configure the amount of time before the user can
attempt to log in to the device again. You can configure the amount of time in-between
failed login attempts of a user account and can manually lock and unlock user accounts.
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i

NOTE:

This example includes the following settings:

. backoff-factor — Sets the length of delay in seconds after each failed login

attempt. When a user incorrectly logs in to the device, the user must wait
the configured amount of time before attempting to log in to the device
again. The length of delay increases by this value for each subsequent login
attempt after the value specified in the backoff-threshold statement. The
default value for this statement is five seconds, with a range of five to ten
seconds.

« backoff-threshold — Sets the threshold for the number of failed login
attempts on the device before the user experiences a delay when
attempting to reenter a password. When a user incorrectly logs in to the
device and hits the threshold of failed login attempts, the user experiences
a delay that is set in the backoff-factor statement before attempting to log
in to the device again. The default value for this statement is two, with a
range of one through three.

« lockout-period — Sets the amount of time in minutes before the user can
attempt to log in to the device after being locked out due to the number of
failed login attempts specified in the tries-before-disconnect statement.
When a user fails to correctly login after the number of allowed attempts
specified by the tries-before-disconnect statement, the user must wait the
configured amount of minutes before attempting to log in to the device
again. The lockout-period must be greater than zero. The range at which
you can configure the lockout-period is one through 43,200 minutes.

« tries-before-disconnect — Sets the maximum number of times the user is
allowed to enter a password to attempt to log in to the device through SSH
or Telnet. When the user reaches the maximum number of failed login
attempts, the user is locked out of the device. The user must wait the
configured amount of minutes in the lockout-period statement before
attempting to log back in to the device. The tries-before-disconnect
statement must be set when the lockout-period statement is set; otherwise,
the lockout-period statement is meaningless. The default number of
attempts is ten, with a range of one through ten attempts.

Once a user is locked out of the device, if you are the security administrator,
you can manually remove the user from this state using the clear system login
lockout <username> command. You can also use the show system login lockout
command to view which users are currently locked out, when the lockout
period began for each user, and when the lockout period ends for each user.

If the security administrator is locked out of the device, he can log in to the
device from the console port, which ignores any user locks. This provides a
way for the administrator to remove the user lock on their own user account.
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Inthis example the user waits for the backoff-threshold multiplied by the backoff-factor
interval, in seconds, to get the login prompt. In this example, the user must wait 5 seconds
after the first failed login attempt and 10 seconds after the second failed login attempt
to get the login prompt. The user gets disconnected after 15 seconds after the third failed
attempt because the tries-before-disconnect option is configured as 3.

The user cannot attempt anther login until 120 minutes has elapsed, unless a security
administrator manually clears the lock sooner.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set system login retry-options backoff-factor 5

set system login retry-options backoff-threshold 1

set system login retry-options lockout-period 120

set system login retry-options tries-before-disconnect 3

To configure system retry-options:

1. Configure the backoff factor.

[edit ]
user@host# set system login retry-options backoff-factor 5

2. Configure the backoff threshold.

[edit]
user@host# set system login retry-options backoff-threshold 1

3.  Configure the amount of time the device gets locked after failed attempts.

[edit]
user@host# set system login retry-options lockout-period 5

4, Configure the number of unsuccessful attempts during which, the device canremain
unlocked.

[edit]
user@host# set system login retry-options tries-before-disconnect 3

From configuration mode, confirm your configuration by entering the show system login
retry-options command. If the output does not display the intended configuration, repeat
the configuration instructions in this example to correct it.

[edit]

user@host# show system login retry-options
backoff-factor 5;

backoff-threshold 1;
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Verification

Purpose

Action

Meaning

Related
Documentation

lockout-period 5;
tries-before-disconnect 3;

Confirm that the configuration is working properly.

If you are done configuring the device, enter commit from configuration mode.

Displaying the Locked User Logins

Verify that the login lockout configuration is enabled.

Attempt three unsuccessful logins for a particular username. The device will be locked
for that username; then log in to the device with a different username. From operational
mode, enter the show system login lockout command.

When you perform three unsuccessful login attempts with a particular username, the
device is locked for that user for five minutes, as configured in the example. You can verify
that the device is locked for that user by logging in to the device with a different username
and entering the show system login lockout command.

. Handling Authorization Failure on page 35
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Configuring User Access Privileges

« Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands, Configuration Statements, and Hierarchies on page 68

Example: Configuring User Permissions with Access Privilege Levels

Supported Platforms

Requirements

EX Series, M Series, MX Series, PTX Series, QFX Series, SRX Series, T Series, VSRX

This example shows how to view permissions for a user account and configure the user
permissions with access privileges for a login class. This enables users to execute only
those commands and configure and view only those statements for which they have
access privileges. This prevents unauthorized users from executing or configuring sensitive
commands and statements that could potentially cause damage to the network.

« Requirements on page 41
« Overview on page 42
« Configuration on page 43

« Verification on page 44

This example uses the following hardware and software components:

« One Juniper Networks device
« One TACACS+ (or RADIUS) server

« Junos OS build running on the Juniper Networks device

Before you begin:

« Establish connection between the device and the TACACS+ server.
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Overview

For information on configuring a TACACS+ server, see “Configuring TACACS+
Authentication” on page 341.

. Configure at least one user assigned to a login class on the Juniper Networks device.
There can be more than one login class, each with varying permission configurations,
and more than one user on the device.

Each top-level command-line interface (CLI) command and each configuration statement
in Junos OS has an access privilege level associated with it. For each login class, you can
explicitly deny or allow the use of operational and configuration mode commands that
would otherwise be permitted or not allowed by a privilege level. Users can execute only
those commands and configure and view only those statements for which they have
access privileges. To configure access privilege levels, include the permissions statement
at the [edit system login class class-name] hierarchy level.

The access privileges for each login class are defined by one or more permission flags
specified in the permissions statement. Permission flags are used to grant a user access
to operational mode commands, statements, and configuration hierarchies. Permission
flags are not cumulative, so for each login class you must list all the permission flags
needed, including view to display information and configure to enter configuration mode.
By specifying a specific permission flag on the user's login class, you grant the user access
to the corresponding commands, statements, and configuration hierarchies. To grant
access to all commands and configuration statements, use the all permissions flag. The
permission flags provide read-only (“plain” form) and read and write (form that ends in
-control) capability for a permission type.

0 NOTE: The all login class permission bits take precedence over extended
regular expressions when a userissues a rollback command with the rollback
permission flag enabled.

To configure user access privilege levels:

1. View permissions for a user account.

You can view the permissions for a user account before configuring the access
privileges for those permissions.

To view the user permissions, enter ? at the [edit] hierarchy level:
[edit]
?
2. Configure user permissions with access privileges.

All users who can log in to a device must be in a login class. For each login class, you
can configure the access privileges that the associated users can have when they are
logged in to the device.

42
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Configuration

To configure access privilege levels for user permissions, include the permissions
statement at the [edit system login class class-name] hierarchy level, followed by the
user permission, the permissions option, and the required permission flags.

[edit system login]
user@host# set class class-name permissions user-permission permissions [permission
flags];

Configuring User Permissions with Access Privilege Levels

Step-by-Step  To configure access privileges:

Procedure

From the device, view the list of permissions available for the user account. In this
example, the username of the user account is host.

[edit]
user@host> ?
Possible completions:

clear Clear information in the system

configure Manipulate software configuration information

file Perform file operations

help Provide help information

load Load information from file

monitor Show real-time debugging information

mtrace Trace multicast path from source to receiver

op Invoke an operation script

ping Ping remote target

quit Exit the management session

request Make system-level requests

restart Restart software process

save Save information to file

set Set CLI properties, date/time, craft interface
message

show Show system information

ssh Start secure shell on another host

start Start shell

telnet Telnet to another host

test Perform diagnostic debugging

traceroute Trace route to remote host

The output lists the permissions for the user host. Customized login classes can be
created by configuring different access privileges on these user permissions.

Configure an access privilege class to enable user host to configure and view SNMP
parameters only. In this example, this login class is called network-management.
To customize the network-management login class, include the SNMP permission
flags to the configure user permission.

[edit system login class network-management]
user@host# set permissions configure permissions snmp
user@host# set permissions configure permissions snmp-control

Here, the configured permission flags provide both read (snmp) and read-and-write
(snmp-control) capability for SNMP, and this is the only allowed access privilege
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Verification

Purpose

Action

Meaning

Purpose

Action

for the network-management login class. In other words, all other access privileges
other than configuring and viewing SNMP parameters are denied.

Results

From configuration mode, confirm your configuration by entering the show system login
command. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@host# show system login
class network-management {
permissions [ configure snmp snmp-control ];

}

Log in as the username assigned with the new login class, and confirm that the
configuration is working properly.

« Verifying SNMP Configuration on page 44
« Verifying non-SNMP Configuration on page 44

Verifying SNMP Configuration

Verify that SNMP configuration can be executed.

From configuration mode, execute basic SNMP commands at the [edit snmp] hierarchy
level.

[edit snmp]

user@host# set name devicel
user@host# set description switchi
user@host# set location Lab]
user@host# set contact example.com
user@host# commit

The user host assigned to the network-management login class is able to configure
SNMP parameters, as the permission flags specified for this class include both snmp
(read capabilities) and snmp-control (read and write capabilities) permission bits.

Verifying non-SNMP Configuration

Verify that non-SNMP configuration is denied for the network-management login class.

From the configuration mode, execute any non-SNMP configuration, for example,
interfaces configuration.

[edit]
user@host# edit interfaces
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Related
Documentation

Syntax error, expecting <statement> or <identifier>.

. Understanding Junos OS Access Privilege Levels on page 7

« Regular Expressions for Allowing and Denying Junos OS Operational Mode Commands,
Configuration Statements, and Hierarchies

Example: Configuring User Permissions with Access Privileges for Operational Mode

Commands

Supported Platforms

Requirements

EX Series, M Series, MX Series, OCX1100, PTX Series, QFabric System, QFX Series, SRX Series,
T Series, VSRX

This example shows how to configure custom login classes and assign access privileges
for operational mode commands. This enables users of the customized login class to
execute only those operational commands for which access privileges have been specified.
This prevents unauthorized users from executing sensitive commands that could
potentially cause damage to the network.

« Requirements on page 45

« Overview and Topology on page 45

« Configuration on page 48

« Verification on page 53

This example uses the following hardware and software components:

« One Juniper Networks device
« One TACACS+ (or RADIUS) server

« Junos OS build running on the Juniper Networks device

Before you begin:

. Establish a TCP connection between the device and the TACACS+ server. In the case
of the RADIUS server, establish a UDP connection between the device and the RADIUS
server.

For information on configuring a TACACS+ server, see “Configuring TACACS+
Authentication” on page 341.

« Configure at least one user assigned to a login class on the Juniper Networks device.
There can be more than one login class, each with varying permission configurations,
and more than one user on the device.

Overview and Topology

Each top-level command-line interface (CLI) command and each configuration statement
in Junos OS has an access privilege level associated with it. For each login class, you can
explicitly deny or allow the use of operational and configuration mode commands that
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would otherwise be permitted or not allowed by a privilege level. Users can execute only
those commands and configure and view only those statements for which they have
access privileges. To configure access privilege levels, include the permissions statement
at the [edit system login class class-name] hierarchy level.

The access privileges for each login class are defined by one or more permission flags
specified in the permissions statement. In addition to this, you can specify extended
regular expressions with the following statements:

. allow-commands and deny-commands—Allow or deny access to operational mode
commands only.

« allow-configuration and deny-configuration—Allow or deny access to a particular
configuration hierarchy only.

« allow-configuration-regexps and deny-configuration-regexps—Allow or deny access to
a particular configuration hierarchy only using strings of regular expressions.

The above statements define a user’s access privileges to individual operational mode
commands, configuration statements, and hierarchies. These statements take precedence
over a login class permissions bit set for a user.

Configuration Notes

When configuring the allow-commands and deny-commands statements with access
privileges, take the following into consideration:

« You can include one deny-commands and one allow-commands statement in each
login class.

« If the exact same command is configured under both allow-commands and
deny-commands statements, then the allow operation takes precedence over the deny
command.

For instance, with the following configuration, a user assigned to login class test is
allowed to install software using the request system software add commmand, although
the deny-commands statement also includes it:

[edit system login]
user@host# set class test permissions allow-commands "request system software
ad n
user@host# set class test permissions deny-commands "request system software add"

« Ifyou specify a regular expression for allow-commands and deny-commands statements
with two different variants of a command, the longest match is always executed.

Forinstance, for the following configuration, a user assigned to test login class is allowed
to execute the commit synchronize commmand and not the commit command. This is
because commit-synchronize is the longest match between commit and
commit-synchronize and it is specified for allow-commands.

[edit system login class]
user@host# set class test permissions allow-commands "commit-synchronize"
user@host# set class test permissions deny-commands commit
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« Regular expressions for allow-commands and deny-commands statements can also
include the commit, load, rollback, save, status, and update commands.

« Iftheregular expression contains any spaces, operators, or wildcard characters, enclose
the expression in quotation marks. Regular expressions are not case-sensitive, for
example, allow-commands "show interfaces";

. Modifiers, such as set, log, and count, are not supported within the regular expression
string to be matched. If a modifier is used, then nothing is matched.

Incorrect configuration:

[edit system login]
user@host# set class test permission deny-commands "set protocols”

Correct configuration:

[edit system login]
user@host# set class test permission deny-commands protocols

« Anchors are required when specifying complex regular expressions with the
allow-commands statement.

For example:

[edit system login]
user@host# set class test permissions allow-commands "( “monitor) | (“ping) | ( “show)
| ("exit)"

OR
set class test permissions allow-commands "allow-commands =""(monitor | ping |
show | exit)"

Topology

Figure 2: Configuring TACACS+ Server Authentication

10.209.1.66/24

% TCP connection Q

TACACS+
Server

043487

Figure 2 on page 47 illustrates a simple topology, where Router R1is a Juniper Networks
device and has a TCP connection established with a TACACS+ server.

In this example, R1is configured with three customized login classes—Class], Class2, and
Class3—for specifying access privileges with extended regular expressions using the
allow-commands and deny-commands statements differently.

The purpose of each login class is as follows:

« Class1—Defines access privileges for the user with the allow-commands statement
only. This login class provides operator-level user permissions, and should provide
authorization for only rebooting the device.
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Configuration

CLI Quick
Configuration

RI1

« Class2—Defines access privileges for the user with the deny-commands statement
only. This login class provides operator-level user permissions, and should deny access
to set commands.

« Class3—Defines access privileges for the user with both the allow-commands and
deny-commands statements. This login class provides superuser-level user permissions,
and should provide authorization for accessing interfaces and viewing device
information. It should also deny access to edit and configure commands.

Router R1 has three different users, Userl, User2, and User3, assigned to Class], Class2,
and Class3 login classes, respectively.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set system authentication-order tacplus

set system authentication-order radius

set system authentication-order password

set system radius-server 10.209.1.66 secret "SABC123"

set system tacplus-server 10.209.1.66

set system radius-options enhanced-accounting

set system tacplus-options enhanced-accounting

set system accounting events login

set system accounting events change-log

set system accounting events interactive-commands

set system accounting traceoptions file auditlog

set system accounting traceoptions flag all

set system accounting destination tacplus server 10.209.1.66
set system login class Class1 permissions clear

set system login class Class1 permissions network

set system login class Class1 permissions reset

set system login class Class1 permissions trace

set system login class Class1 permissions view

set system login class Class1 allow-commands "request system reboot"
set system login class Class2 permissions clear

set system login class Class2 permissions network

set system login class Class2 permissions reset

set system login class Class2 permissions trace

set system login class Class2 permissions view

set system login class Class2 deny-commands set

set system login class Class3 permissions all

set system login class Class3 allow-commands configure
set system login class Class3 deny-commands .*

set system login user User1 uid 2001

set system login user User1 class Classl

set system login user User1 authentication encrypted-password "SABC123"
set system login user User2 uid 2002

set system login user User2 class Class2

set system login user User2 authentication encrypted-password "SABC123"
set system login user User3 uid 2003
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set system login user User3 class Class3
set system login user User3 authentication encrypted-password "SABC123"
set system syslog file messages any any

Configuring Authentication Parameters for Router R1

Step-by-Step  The following example requires that you navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CL| Editor in Configuration
Mode in the CL/ User Guide.

To configure Router R1 authentication:

1. Configure the order in which authentication should take place for R1. In thisexample,
TACACS+ server authentication is first, followed by RADIUS server authentication,
and then the local password.

[edit system]

user@R1# set authentication-order tacplus
user@R1# set authentication-order radius
user@R1# set authentication-order password

2. Establish R1 connection with the TACACS+ server.

[edit system]

user@R1# set tacplus-server 10.209.1.66

user@R1# set tacplus-options enhanced-accounting

user@R1# set accounting destination tacplus server 10.209.1.66

3. Configure RADIUS server authentication parameters.

[edit system]
user@R1# set radius-server 10.209.1.66 secret "SABC123"
user@R1# set radius-options enhanced-accounting

4. Configure R1 accounting configuration parameters.

[edit system]

user@R1# set accounting events login

user@RI1# set accounting events change-log

user@R1# set accounting events interactive-commands
user@R1# set accounting traceoptions file auditlog
user@R1# set accounting traceoptions flag all

Configuring Access Privileges with allow-commands Statement Only (Class1)

Step-by-Step  To specify regular expressions using the allow-commands statement only:

Procedure
1. Configure Class1 custom login class and assign operator-level user permissions. For

information on the predefined system login classes, see the Junos OS Login Classes
Overview.

[edit system login]
user@R1# set class Class1 permissions clear
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2.

3.

user@RI1t# set class Class1 permissions network
user@R1# set class Class1 permissions reset
user@R1# set class Class1 permissions trace
user@R1# set class Class1 permissions view

Specify the command to enable rebooting of R1in the allow-commands statement.

[edit system login]
user@R1# set class Class1 allow-commands "request system reboot"

Configure the user account for the Class1 login class.

[edit system login]

user@R1# set user Userl uid 2001

user@RI1# set user Userl class Class]

user@R1# set user Userl authentication encrypted-password "SABC123"

Configuring Access Privileges with deny-commands Statement Only (Class2)

Step-by-Step  To specify regular expressions using the deny-commands statement only:

Procedure

1.

Configure the Class2 custom login class and assign operator-level user permissions.
For information on the predefined system login classes, see the Junos OS Login
Classes Overview.

[edit system login]

user@R1# set class Class1 permissions clear
user@R1# set class Class1 permissions network
user@RI1# set class Class1 permissions reset
user@R1# set class Class1 permissions trace
user@R1# set class Class1 permissions view

Disable execution of any set commands in the deny-commands statement.

[edit system login]
user@R1# set class Class1 deny-commands "set"”

Configure the user account for the Class2 login class.

user@R1# set login user User2 uid 2002
user@R1# set login user User2 class Class2
user@RI1# set login user User2 authentication encrypted-password "SABC123"
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Configuring Access Privileges with Both allow-commands and deny-commands
Statements (Class3)

Step-by-Step  To specify regular expressions using both the allow-commands and deny-commands
Procedure statements:

1. Configure the Class3 custom login class and assign superuser-level user permissions.
For information on the predefined system login classes, see the Junos OS Login
Classes Overview.

[edit system login]
user@R1# set class Class3 permissions all

2. Specify the commands to enable only configure commands in the allow-commands
statement.

[edit system login]
user@R1# set class Class3 allow-commands configure

3. Disable execution of all commands in the deny-commands statement.

[edit system login]
user@R1# set class Class3 deny-commands. *

4. Configure the user account for the Class1 login class.

[edit system login]

user@R1# set login user User3 uid 2003

user@R1# set login user User3 class Class3

user@R1# set login user User3 authentication encrypted-password "SABC123"

Results

From configuration mode, confirm your configuration by entering the show system
command. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@R1# show system
authentication-order [ tacplus radius password ];
radius-server {
10.209.1.66 secret "$ABC123";
}
tacplus-server {
10.209.1.66;
1
radius-options {
enhanced-accounting;
}
tacplus-options {
enhanced-accounting;
1

accounting {
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events [ login change-log interactive-commands J;
traceoptions {
file auditlog;
flag all;
1
destination {
tacplus {
server {
10.209.1.66;
}
}
1
1
login {
class Classi {
permissions [ clear network reset trace view 1;
allow-commands "request system reboot";
1
class Class2 {
permissions [ clear network reset trace view 1];
deny-commands set;
1
class Class3 {
permissions all;
allow-commands configure;
deny-commands .*;
1
user Userl {
uid 2001;
class Classl;
authentication {
encrypted-password "$ABC123";
}
1
user User2 {
uid 2002;
class Class2;
authentication {
encrypted-password "$ABC123";
}
1
user User3 {
uid 2003;
class Class3;
authentication {
encrypted-password “$ABC123”;
}
1
1
syslog {
file messages {
any any;
1
1
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Verification

Purpose

Action

Meaning

Log in as the username assigned with the new login class, and confirm that the
configuration is working properly.

« Verifying Class1 Configuration on page 53
« Verifying Class2 Configuration on page 54
« Verifying Class3 Configuration on page 55

Verifying Class1 Configuration

Verify that the permissions and commands allowed in the Class] login class are working.

From operational mode, run the show system users command.

User1@R1> show system users
12:39PM up 6 days, 23 mins, 6 users, load averages: 0.00, 0.01, 0.00

USER TTY FROM LOGIN@ IDLE WHAT
Userl pO abc.example.net 12:34AM 12:04 cli

User2 pl abc.example.net 12:36AM 12:02 -cli (cli)

User3 p2 abc.example.net 10:41AM 11 -cli (cli)

From operational mode, run the request system reboot commmand.

Userl@R1> request system ?
Possible completions:
reboot Reboot the system

The Class1 login class to which Userl is assigned has the operator-level user permissions,
and is allowed to execute the request system reboot command.

The predefined operator login class has the following permission flags specified:

. clear—Canclear (delete) information learned from the network that is stored in various
network databases by using the clear commands.

. network—Can access the network by using the ping, ssh, telnet, and traceroute
commands.

. reset—Canrestart software processes by using the restart command and can configure
whether software processes are enabled or disabled at the [edit system processes]
hierarchy level.

. trace—Can view trace file settings and configure trace file properties.

. view—Can use various commands to display current system-wide, routing table, and
protocol-specific values and statistics. Cannot view the secret configuration.

For the Classl login class, in addition to the above-mentioned user permissions, User]
can execute the request system reboot command. The first output displays the view
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Purpose

Action

Meaning

permissions as an operator, and the second output shows that the only request command
that User1 can execute as an operator is the request system reboot command.

Verifying Class2 Configuration

Verify that the permissions and commands allowed for the Class2 login class are working.

From the operational mode, run the ping command.

User2@R1> ping10.209.1.66

ping 10.209.1.66

PING 10.209.1.66 (10.209.1.66): 56 data bytes

64 bytes from 10.209.1.66: icmp_seq=0 ttl=52 time=212.521 ms
64 bytes from 10.209.1.66: icmp_seq=1 ttl=52 time=212.844 ms
64 bytes from 10.209.1.66: icmp_seq=2 ttl=52 time=211.304 ms
64 bytes from 10.209.1.66: icmp_seq=3 ttl=52 time=210.963 ms
~C

--- 10.209.1.66 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 210.963/211.908/212.844/0.792 ms

From the CLI prompt, check the available permissions.

User2@R1> ?
Possible completions:

clear Clear information in the system

file Perform file operations

help Provide help information

load Load information from file

monitor Show real-time debugging information
mtrace Trace multicast path from source to receiver
op Invoke an operation script

ping Ping remote target

quit Exit the management session

request Make system-level requests

restart Restart software process

save Save information to file

show Show system information

ssh Start secure shell on another host
start Start shell

telnet Telnet to another host

test Perform diagnostic debugging
traceroute Trace route to remote host

From the CLI prompt, execute any set command.

User2@R1> set

N

unknown command.

The Class2 login class to which User2 is assigned has the operator-level user permissions,
and is denied access to all set commands. This is displayed in the command outputs.
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The permission flags specified for the predefined operator login class are the same as
that of Class].

Verifying Class3 Configuration

Purpose \Verify that the permissions and commands allowed for the Class3 login class are working.

Action From the CLI prompt, check the available permissions.

User3@R1> ?
Possible completions:
configure Manipulate software configuration information

From the operational mode, enter configuration mode.

User3@R1> configure
Entering configuration mode

[edit]
User3@R1#

Meaning TheClass3 login class to which User3is assigned has the superuser (all) user permissions,
but is allowed to execute the configure command only, and is denied access to all other
operational mode commands. Because the regular expressions specified in the
allow/deny-commands statements take precedence over the user permissions, User3
on R1has access only to configuration mode, and is denied access to all other operational
mode commands.

Related . Understanding Junos OS Access Privilege Levels on page 7

Documentation « Regular Expressions for Allowing and Denying Junos OS Operational Mode Commands,

Configuration Statements, and Hierarchies

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands, Configuration Statements, and Hierarchies on page 68

Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies

Supported Platforms EX Series, M Series, MX Series, SRX Series, T Series, VSRX

This example shows how to configure custom login classes and assign access privileges
to portions of the configuration hierarchy. This enables users of the customized login
class to execute only those configuration statements and hierarchies for which access
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Requirements

privileges have been specified. This prevents unauthorized users from accessing device
configurations that could potentially cause damage to the network.

« Requirements on page 56

« Overview and Topology on page 56

« Configuration on page 62

« Verification on page 66

This example uses the following hardware and software components:

« One Juniper Networks device
« One TACACS+ (or RADIUS) server

« Junos OS build running on the Juniper Networks device

Before you begin:

. Establish a TCP connection between the device and the TACACS+ server. In the case
of the RADIUS server, establish a UDP connection between the device and the RADIUS
server.

For information on configuring a TACACS+ server, see “Configuring TACACS+
Authentication” on page 341.

« Configure at least one user assigned to a login class on the Juniper Networks device.
There can be more than one login class, each with varying permission configurations,
and more than one user on the device.

Overview and Topology

Each top-level command-line interface (CLI) command and each configuration statement
in Junos OS has an access privilege level associated with it. For each login class, you can
explicitly deny or allow the use of operational and configuration mode commands that
would otherwise be permitted or not allowed by a privilege level. Users can execute only
those commands and configure and view only those statements for which they have
access privileges. To configure access privilege levels, include the permissions statement
at the [edit system login class class-name] hierarchy level.

The access privileges for each login class are defined by one or more permission flags
specified in the permissions statement. In addition to this, you can specify extended
regular expressions with the following statements:

. allow-commands and deny-commands—Allow or deny access to operational mode
commands.

« allow-configuration and deny-configuration—Allow or deny access to parts of the
configuration hierarchy.

These statements perform slower matching, with more flexibility, especially in wildcard
matching. However, it can take a very long time to evaluate all of the possible

56
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statements if a great number of full-path regular expressions or wildcard expressions
are configured, possibly impacting performance.

« allow-configuration-regexps and deny-configuration-regexps—Allow or deny access to
a particular configuration hierarchy using strings of regular expressions. These
statements are similar to allow-configuration and deny-configuration statements,
except that in the allow/deny-configuration-regexps statements you can configure
sets of strings in which the strings include spaces when using the first set of statements.

The above statements define a user’s access privileges to individual operational mode
commands, configuration statements, and hierarchies. These statements take precedence
over a login class permissions bit set for a user.

Difference between allow/deny-configuration and allow/deny-configuration-regexps
statements

The allow-configuration and deny-configuration statements were introduced before Junos
OS Release 7.4. The allow-configuration-regexps and deny-configuration-regexps
statements were introduced in Junos OS Release 11.2. In Junos OS Release 11.4, the
allow-configuration and deny-configuration statements were deprecated, but because
these statements were useful in executing simple configurations, these statements were
undeprecated in Junos OS Release 11.4R6, and starting with the 11.4R6 release, both the
allow/deny-configuration and the allow/deny-configuration-regexps statements are
supported.

The allow/deny-configuration-regexps statements split up the regular expression into
tokens and match each piece against each part of the specified configuration’s full path,
whereas the allow/deny-configuration statements match against the full string. For
allow/deny-configuration-regexps statements, you configure a set of strings in which
each string is a regular expression, with spaces between the terms of the string. This
provides very fast matching, but with less flexibility. For specifying wildcard expressions
you must set up wildcards for each token of the space-delimited string you want to
match, and this makes it more tedious to use wildcard expressions for these statements.

For example:

. Regular expression matching one token using allow-configuration-regexps

This example shows that options is the only matched expression against the first token
of the statement.

[edit system]
login {
class test {
permissions configure;
allow-configuration-regexps .*options;
}
1

The above configuration matches the following statements:

- set policy-options condition condition dynamic-db

- set routing-options static route static-route next-hop next-hop
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- set event-options generate-event event time-interval seconds
The above configuration does not match the following statements:

- system host-name host-options
- interfaces interface-name description options

Regular expression matching three tokens using allow-configuration-regexps

This example shows that ssh is the only matched expression against the third token
of the statement.

[edit system]
login {
class test {
permissions configure;
allow-configuration-regexps ".* .* .*ssh";
1
1

In the above example, the three tokens include .*, .*, and .*ssh, respectively.

The above configuration matches the following statements:

- system host-name hostname-ssh
. system services ssh

- system services outbound-ssh

The above configuration does not match the following statement:

- interfaces interface-name description ssh

You can restrict configuration access easily using the deny-configuration statement as
compared to using the deny-configuration-regexps statement. Table 7 on page 58
illustrates the use of both the deny-configuration and deny-configuration-regexps
statements in different configurations to achieve the same result of restricting access
to a particular configuration.

Table 7: Restricting Configuration Access Using deny-configurtion and
deny-configuration-regexps Statements

Configuration Using: deny-configuration Using: deny-configuration-regexps Result
Denied
xnm-ssl [edit system] [edit system] The following
login { configuration
class test { class test { statement is
permissions configure; permissions configure; denied:
allow-configuration .*; allow-configuration .*;
deny-configuration .*xnm-ssl; deny-configuration-regexps ".* .* - system services
-ss""; xnm-ssl
}
}
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Table 7: Restricting Configuration Access Using deny-configurtion and
deny-configuration-regexps Statements (continued)

ssh [edit system] [edit system]
login { login {
class test { class test {
permissions configure; permissions configure;
allow-configuration .*; allow-configuration .*;
deny-configuration ".*ssh"; deny-configuration-regexps ".*ssh";
1 deny-configuration-regexps ".*
1 *ssh';
deny-configuration-regexps ".* .*
*ssh';
1
1

The following
configuration
statements are
denied:

system
host-name
hostname-ssh

system services
ssh

system services
outbound-ssh

security
ssh-known-host

Although the allow/deny-configuration statements are also useful when simple
configuration is desired, the allow/deny-configuration-regexps statements provide better
performance and overcome the ambiguity that existed when combining expressions set

in the allow/deny-configuration statements.

o NOTE: The allow/deny-configuration and allow/deny-configuration-regexps
statements are mutually exclusive and cannot be configured together for a
login class. At a given point in time, a login class can include either the
allow/deny-configuration statement, or the allow/deny-configuration-regexps

statement. If you have existing configurations using the

allow/deny-configuration statements, using the same configuration options
with the allow/deny-configuration-regexps statements might not produce the
same results, as the search and match methods differ in the two forms of

these statements.

Configuration Notes

When configuring the allow-configuration, deny-configuration, allow-configuration-regexps,
and deny-configuration-regexps statements with access privileges, take the following

into consideration:

« You caninclude one deny-configuration and one allow-configuration statement in each

login class.

. The allow/deny-configuration and allow/deny-configuration-regexps statements are
mutually exclusive and cannot be configured together for a login class. At a given point
in time, a login class can include either the allow/deny-configuration statement, or the
allow/deny-configuration-regexps statement. If you have existing configurations using
the allow/deny-configuration statements, using the same configuration options with
the allow/deny-configuration-regexps statements might not produce the same results,
as the search and match methods differ in the two forms of these statements.

Copyright © 2018, Juniper Networks, Inc.

59



Administration Guide for Security Devices

. Explicitly allowing configuration mode hierarchies or regular expressions using the
allow-configuration statement adds to the regular permissions set using the permissions
statement. Likewise, explicitly denying configuration mode hierarchies or regular
expressions using the deny-configuration statement removes permissions for the
specified configuration mode hierarchy, from the default permissions provided by the
permissions statement.

For example, for the following configuration, the login class user can edit the
configuration at the [edit system services] hierarchy level and issue configuration mode
commands (such as commit), in addition to just entering the configuration mode using
the configure commmand, which is the permission specified by the configure permission
flag:

[edit system login]
user@host# set class test permissions configure allow-configuration "system services"

Likewise, for the following configuration, the login class user can perform all operations
allowed by the all permissions flag, except issuing configuration mode commands
(such as commit) or modifying the configuration at the [edit system services] hierarchy
level:

[edit system login]
user@host# set class test permissions all deny-configuration "system services"

. Todefine access privileges to parts of the configuration hierarchy, specify the full paths
in the extended regular expressions with the allow-configuration and deny-configuration
statements. Use parentheses around an extended regular expression that connects
two or more expressions with the pipe (]) symbol.

For example:

[edit system login]
user@host# set class test deny-configuration "(system login class)|(system services)"

« When specifying extended regular expressions using the allow/deny-commands and
allow/deny-configuration statements, each expression separated by a pipe (|) symbol
must be a complete standalone expression, and must be enclosed in parentheses ().
Do not use spaces between regular expressions separated with parentheses and
connected with the pipe (]) symbol.

For example:

[edit system login]

user@host# set class test allow-commands "(ping .*)|(traceroute .*)|(show
.*)|(configure .*)|(edit)|(exit)|(commit)|(rollback .*)"

user@host# set class test deny-configuration "(system login class)|(system services)"

« When specifying extended regular expressions using the
allow-deny-configuration-regexps statement, each expression enclosed within quotes
(") and separated by a space must be enclosed in angular brackets [ 1.

For example:

[edit system login]

user@host# set class test allow-configuration-regexps [ "interfaces .* description .*”
“interfaces .* unit .* description .*” “interfaces .* unit .* family inet address .*”
“interfaces.* disable" ]
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« If the exact same command is configured under both allow-configuration and
deny-configuration statements, then the allow operation takes precedence over the
deny statement.

For instance, with the following configuration, a user assigned to login class test is
allowed to access the [edit system services] configuration hierarchy, although the
deny-configuration statement also includes it:

[edit system login]
user@host# set class test permissions allow-configuration "system services"
user@host# set class test permissions deny-configuration "system services"

For instance, if a certain command or configuration is allowed, for example, using
permission all, then we can use the deny-configuration command to deny access to a
particular hierarchy.

. Modifiers such as set, log, and count are not supported within the regular expression
string to be matched. If a modifier is used, then nothing is matched.

Incorrect configuration:

[edit system login]
user@host# set class test permission deny-configuration "set protocols"”

Correct configuration:

[edit system login]
user@host# set class test permission deny-configuration protocols

« You can use the * wildcard character when denoting regular expressions. However, it
must be used as a portion of a regular expression. You cannot use [ * J or [ .* ] alone.

« You cannot configure the allow-configuration statement with the (interfaces (description
(].*)) regular expression, as this evaluates to allow-configuration = .* regular expression.

« You can configure as many regular expressions as needed to be allowed or denied.
Regular expressions to be denied take precedence over configurations to be allowed.

Topology

Figure 3: Configuring TACACS+ Server Authentication
10.209.1.66/24

% TCP connection Q

TACACS+
Server

043487

Figure 3 on page 61 illustrates a simple topology, where Router R1is a Juniper Networks
device and has a TCP connection established with a TACACS+ server.

Inthis example, R1is configured with two customized login classes—Class1 and Class2—for
specifying access privileges with extended regular expressions using the
allow-configuration, deny-configuration, allow-configuration-regexps, and
deny-configuration-regexps statements differently.
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Configuration

CLI Quick
Configuration

R1

The purpose of the login classes is as follows:

« Class1—Define access privileges for the user with the allow-configuration and
deny-configuration statements. This login class should provide access to configure
interfaces hierarchy only, and deny all other access on the device. To do this, the user
permissions should include configure to provide configuration access. In addition to
this, the allow-configuration statement should allow interfaces configuration, and the
deny-configuration statement should deny access to all other configurations. Because
the allow statement takes precedence over the deny statement, the users assigned
to the Classl1 login class can access only the [edit interfaces] hierarchy level.

« Class2—Define access privileges for the user with the allow-configuration-regexps and
deny-configuration-regexps statements. This login class provides superuser-level user
permissions, and in addition, explicitly allows configuration under multiple hierarchy
levels for interfaces. It also denies configuration access to the [edit system] and [edit
protocols] hierarchy levels.

Router R1has two users, Userl and User2, assigned to the Class1and Class2 login classes,
respectively.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set system authentication-order tacplus

set system authentication-order radius

set system authentication-order password

set system radius-server 10.209.1.66 secret "SABC123"

set system tacplus-server 10.209.1.66

set system radius-options enhanced-accounting

set system tacplus-options enhanced-accounting

set system accounting events login

set system accounting events change-log

set system accounting events interactive-commands

set system accounting traceoptions file auditlog

set system accounting traceoptions flag all

set system accounting destination tacplus server 10.209.1.66

set system login class Class1 permissions configure

set system login class Classl allow-configuration "interfaces .* unit .*"

set system login class Class1 deny-configuration .*

set system login class Class2 permissions all

set system login class Class2 allow-configuration-regexps [ "interfaces .* description .*"
"interfaces .* unit .* description .*" "interfaces .* unit .* family inet address .*"
"interfaces.* disable" ]

set system login class Class2 deny-configuration-regexps [ "system" "protocols" ]

set system login user User1 uid 2004

set system login user User1 class Class]

set system login user User1 authentication encrypted-password "SABC123"

set system login user User2 uid 2006

set system login user User2 class Class2
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set system login user User2 authentication encrypted-password "SABC123"
set system syslog file messages any any

Configuring Authentication Parameters for Router R1

Step-by-Step  The following example requires that you navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure Router R1 authentication:

1. Configure the order in which authentication should take place for R1. In thisexample,
TACACS+ server authentication is first, followed by RADIUS server authentication,
then the local password.

[edit system]

user@R1# set authentication-order tacplus
user@R1# set authentication-order radius
user@R1# set authentication-order password

2. Establish R1 connection with the TACACS+ server.

[edit system]

user@R1# set tacplus-server 10.209.1.66

user@R1# set tacplus-options enhanced-accounting

user@R1# set accounting destination tacplus server 10.209.1.66

3. Configure RADIUS server authentication parameters.

[edit system]
user@RI1# set radius-server 10.209.1.66 secret "SABCI123"
user@R1# set radius-options enhanced-accounting

4. Configure the R1 accounting configuration parameters.

[edit system]

user@R1# set accounting events login

user@R1# set accounting events change-log

user@R1# set accounting events interactive-commands
user@R1# set accounting traceoptions file auditlog
user@R1# set accounting traceoptions flag all

Configuring Access Privileges with allow-configuration and deny-configuration
Statements (Class1)

Step-by-Step  To specify regular expressions using the allow-configuration and deny-configuration
Procedure statements:

1. Configure the Class1 custom login class and assign configuration user permissions.

[edit system login]
user@R1# set class Class1 permissions configure
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Specify the regular expression in the allow-configuration statement to allow
configuration at the [edit interfaces] hierarchy level. To allow set commands at the
[edit interfaces] hierarchy level, the regular expression used is interfaces . * unit . *.

[edit system login]
user@R1# set class Classl allow-configuration "interfaces . * unit . *"

Specify the regular expression in the deny-configuration statement to disable all
configuration access. The regular expression used to deny all configuration access
is.*.

[edit system login]
user@R1# set class Class1 deny-configuration. *

Configure the user account for the Classl login class.

[edit system login]

user@R1# set system login user Userl uid 2004

user@R1# set system login user Userl class Class]

user@R1# set system login user Userl authentication encrypted-password "SABC123"

Configuring Access Privileges with allow-configuration-regexps and
deny-configuration-regexps Statements (Class2)

Step-by-Step To specify regular expressions using the allow-configuration-regexps and
Procedure deny-configuration-regexps statements:

1.

Configure the Class2 custom login class and assign superuser (all) user permissions.
For information on the predefined system login classes, see Junos OS Login Classes
Overview.

[edit system login]
user@R1# set class Class2 permissions all

Specify the regular expression to allow access to multiple hierarchies under the
[edit interfaces] hierarchy level.

[edit system login]

user@R1# set class Class2 allow-configuration-regexps [ "interfaces .* description
¥ Minterfaces . * unit . * description .*" "interfaces . * unit .* family inet address . *"
"interfaces.* disable" ]

Specify the regular expression to deny configuration at the [edit system] and [edit
protocols] hierarchy levels.

[edit system login]
user@R1# set class Class2 deny-configuration-regexps [ "system" "protocols" ]

Configure the user account for the Class2 login class.

[edit system login]
user@R1# set system login user User2 uid 2006
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user@R1# set system login user User2 class Class2
user@RI1# set system login user User2 authentication encrypted-password "SABC123"

Results

From configuration mode, confirm your configuration by entering the show system
command. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@R1# show system
authentication-order [ tacplus radius password ];
radius-server {
10.209.1.66 secret "$ABC123";
1
tacplus-server {
10.209.1.66;
}
radius-options {
enhanced-accounting;
1
tacplus-options {
enhanced-accounting;
}
accounting {
events [ login change-log interactive-commands J;
traceoptions {
file auditlog;
flag all;
1
destination {
tacplus {
server {
10.209.1.66;
}
}
1
1
login {
class Classl {
permissions configure;
allow-configuration "interfaces .* unit .*";
deny-configuration .*;
1
class Class2 {
permissions all;
allow-configuration-regexps [ "interfaces .* description .*" "interfaces .* unit .*
description .*" "interfaces .* unit .* family inet address .*" "interfaces.* disable" ];
deny-configuration-regexps [ "system" "protocols" ];
1
user Userl {
uid 2007;
class ClassT;
authentication {
encrypted-password "$ABC123";
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}
}

user User2 {
uid 2002;
class Class2;
authentication {
encrypted-password "$ABC123";
}
1
}
syslog {
file messages {
any any;
1
}

Verification

Log in as the username assigned with the new login class, and confirm that the

configuration is working properly.

« Verifying Class1 Configuration on page 66
« Verifying Class2 Configuration on page 67

Verifying Class1 Configuration

Purpose \Verify that the permissions allowed in the Class] login class are working.
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Action From the CLI prompt, check the available permissions.

Userl@R1> ?
Possible completions:

clear Clear information in the system

configure Manipulate software configuration information
file Perform file operations

help Provide help information

load Load information from file

op Invoke an operation script

quit Exit the management session

request Make system-level requests

save Save information to file

set Set CLI properties, date/time, craft interface message
start Start shell

test Perform diagnostic debugging

From the configuration mode, check the available configuration permissions.

Userl@R1# edit ?
Possible completions:
> interfaces Interface configuration

Meaning Userl has configure user permissions seen in the first output, and the only configuration
access allowed for Userl is at the interfaces hierarchy level. All other configuration is
denied, as seen in the second output.

Verifying Class2 Configuration

Purpose Verify that the Class2 configuration is working.

Action From the configuration mode, access the interfaces configuration.

[edit interfaces]
User2@R1# set ?
Possible completions:
<interface-name> Interface name

+ apply-groups Groups from which to inherit configuration data

+ apply-groups-except Don"t inherit configuration data from these groups
ge-0/0/3 Interface name

> interface-range Interface ranges configuration

> interface-set Logical interface set configuration

> traceoptions Interface trace options

From the configuration mode, access the system and protocols configuration hierarchies.

User2@R1# edit system

N

Syntax error, expecting <statement> or <identifier>.

User2@R1# edit protocols

n

Syntax error, expecting <statement> or <identifier>.
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Meaning

Related
Documentation

User2 has permissions to configure interfaces of R1, but the [edit system] and [edit
protocols] hierarchy levels are denied access, as seen in the output.

« Understanding Junos OS Access Privilege Levels on page 7

« Regular Expressions for Allowing and Denying Junos OS Operational Mode Commands,
Configuration Statements, and Hierarchies

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands, Configuration Statements, and Hierarchies on page 68

Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands, Configuration Statements, and Hierarchies

Supported Platforms

Requirements

EX Series, M Series, MX Series, SRX Series, T Series, VSRX

This example shows how to configure custom login classes and assign access privileges
for operational mode commands and to portions of the configuration hierarchy. This
enables users of the customized login class to execute only those commands and access
only those configuration statements and hierarchies for which access privileges have
been specified. This prevents unauthorized users from executing sensitive commands
or accessing device configurations that could potentially cause damage to the network.
« Requirements on page 68

« Overview and Topology on page 69

« Configuration on page 72

- Verification on page 75

This example uses the following hardware and software components:

« One Juniper Networks device
« One TACACS+ (or RADIUS) server

« Junos OS build running on the Juniper Networks device
Before you begin:

. Establish a TCP connection between the device and the TACACS+ server. In the case
of the RADIUS server, establish a UDP connection between the device and the RADIUS
server.

For information on configuring a TACACS+ server, see “Configuring TACACS+
Authentication” on page 341.
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. Configure at least one user assigned to a login class on the Juniper Networks device.
There can be more than one login class, each with varying permission configurations,
and more than one user on the device.

Overview and Topology

Each top-level command-line interface (CLI) command and each configuration statement
in Junos OS has an access privilege level associated with it. For each login class, you can
explicitly deny or allow the use of operational and configuration mode commands that
would otherwise be permitted or not allowed by a privilege level. Users can execute only
those commands and configure and view only those statements for which they have
access privileges. To configure access privilege levels, include the permissions statement
at the [edit system login class class-name] hierarchy level.

The access privileges for each login class are defined by one or more permission flags
specified in the permissions statement. In addition to this, you can specify extended
regular expressions with the following statements:

« allow-commands and deny-commands—Allow or deny access to operational mode
commands only.

. allow-configuration and deny-configuration—Allow or deny access to a particular
configuration hierarchy only.

. allow-configuration-regexps and deny-configuration-regexps—Allow or deny access to
a particular configuration hierarchy only using strings of regular expressions.

The above statements define a user’s access privileges to individual operational mode
commands, configuration statements, and hierarchies. These statements take precedence
over a login class permissions bit set for a user.

Configuration Notes

When configuring the allow-commands, deny-commands, allow-configuration, and
deny-configuration statements with access privileges, take the following into
consideration:

« You can include the allow/deny statement only once in each login class.

« If the exact same command is configured under both allow-commands and
deny-commands statements, or both allow-configuration and deny-configuration
statements, then the allow operation takes precedence over the deny statement.

For instance, with the following configuration, a user assigned to login class test is
allowed to install software using the request system software add command, although
the deny-commands statement also includes it:

[edit system login]

user@host# set class test permissions allow-commands "request system software
add"

user@host# set class test permissions deny-commands "request system software add"
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For instance, with the following configuration, a user assigned to login class test is
allowed to access the [edit system services] configuration hierarchy, although the
deny-configuration statement also includes it:

[edit system login]
user@host# set class test permissions allow-configuration "system services"
user@host# set class test permissions deny-configuration "system services"

If you specify a regular expression for allow-commands and deny-commmands statements
with two different variants of a command, the longest match is always executed.

Forinstance, for the following configuration, a user assigned to test login class is allowed
to execute the commit synchronize command and not the commit command. This is
because commit-synchronize is the longest match between commit and
commit-synchronize, and it is specified for allow-commands.

[edit system login]
user@host# set class test allow-commands "commit-synchronize"
user@host# set class test deny-commands commit

Regular expressions for allow-commands and deny-commands statements can also
include the commit, load, rollback, save, status, and update commands.

Explicitly allowing configuration mode hierarchies or regular expressions using the
allow-configuration statement adds to the regular permissions set using the permissions
statement. Likewise, explicitly denying configuration mode hierarchies or regular
expressions using the deny-configuration statement removes permissions for the
specified configuration mode hierarchy, from the default permissions provided by the
permissions statement.

For example, for the following configuration, the login class user can edit the
configuration at the [edit system services] hierarchy level and issue configuration mode
commands (such as commit), in addition to just entering the configuration mode using
the configure command, which is the permission specified by the configure permission
flag:

[edit system login]
user@host# set class test permissions configure allow-configuration "system services"

Likewise, for the following configuration, the login class user can perform all operations
allowed by the all permissions flag, except issuing configuration mode commands
(such as commit) or modifying the configuration at the [edit system services] hierarchy
level:

[edit system login]
user@host# set class test permissions all deny-configuration "system services"

The allow/deny-configuration and allow/deny-configuration-regexps statements are
mutually exclusive and cannot be configured together for a login class. At a given point
in time, a login class can include either the allow/deny-configuration statement, or the
allow/deny-configuration-regexps statement. If you have existing configurations using
the allow/deny-configuration statements, using the same configuration options with
the allow/deny-configuration-regexps statements might not produce the same results,
as the search and match methods differ in the two forms of these statements.
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. Todefine access privileges to parts of the configuration hierarchy, specify the full paths
in the extended regular expressions with the allow-configuration and deny-configuration
statements. Use parentheses around an extended regular expression that connects
two or more expressions with the pipe (]) symbol.

For example:

[edit system login]
user@host# set class test deny-configuration "(system login class) | (system services)"

« Iftheregular expression contains any spaces, operators, or wildcard characters, enclose
the expression in quotation marks. Regular expressions are not case-sensitive; for
example, allow-commands "show interfaces".

« Modifiers such as set, log, and count are not supported within the regular expression
string to be matched. If a modifier is used, then nothing is matched.

Incorrect configuration:

[edit system login]
user@host# set class test permission deny-commands "set protocols”

Correct configuration:

[edit system login]
user@host# set class test permission deny-commands protocols

« Anchors are required when specifying complex regular expressions with the
allow-commands statement.

For example:

[edit system login]
user@host# set class test permissions allow-commands "( “monitor) | (“ping) | ("show)
| ("exit)"

OR
set class test permissions allow-commands "allow-commands =""(monitor | ping |
show | exit)"

« When specifying extended regular expressions using the allow/deny-commands and
allow/deny-configuration statements, each expression separated by a pipe (|) symbol
must be a complete standalone expression, and must be enclosed in parentheses ( ).
Do not use spaces between regular expressions separated with parentheses and
connected with the pipe (]) symbol.

For example:

[edit system login]

user@host# set class test allow-commands "(ping .*)|(traceroute .*)|(show
.*)|(configure .*)|(edit)|(exit)|(commit)|(rollback .*)"

user@host# set class test deny-configuration "(system login class)|(system services)"

« When specifying extended regular expressions using the
allow-deny-configuration-regexps statement, each expression enclosed within quotes
(") and separated by a space must be enclosed in angular brackets [ .

For example:
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Configuration

CLI Quick
Configuration

R1

[edit system login]

user@host# set class test allow-configuration-regexps [ "interfaces .* description .*”
“interfaces .* unit.* description .*” “interfaces .* unit .* family inet address .*”
“interfaces.* disable" ]

« You can use the * wildcard character when denoting regular expressions. However, it
must be used as a portion of a regular expression. You cannot use [ * J or [.* ] alone.

- You cannot configure the allow-configuration statement with the (interfaces (description
(].*)) regular expression, as this evaluates to allow-configuration = .* regular expression.

« You can configure as many regular expressions as needed to be allowed or denied.
Regular expressions to be denied take precedence over configurations to be allowed.

Topology

Figure 4: Configuring TACACS+ Server Authentication

10.209.1.66/24

% TCP connection Q

TACACS+
Server

043487

Figure 4 on page 72 illustrates a simple topology, where Router R1is a Juniper Networks
device and has a TCP connection established with a TACACS+ server. In this example,
R1 has a customized login class, Class]1, with an associated login user, Userl.

The purpose of the Classl login class is to provide security user permission with access
to only the configure command, and deny access to all other operational mode commands.
The login class again filters the configuration access to only group VPN configuration
under the [edit security] hierarchy, and denies access to the multi-chassis configuration
statement, which is allowed with the security user permissions.

Userlis the login user assigned to the Class1 login class.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set system authentication-order tacplus

set system authentication-order radius

set system authentication-order password

set system ports console log-out-on-disconnect

set system radius-server 10.209.1.66 secret "SABC123"
set system tacplus-server 10.209.1.66

set system radius-options enhanced-accounting

set system tacplus-options enhanced-accounting
set system accounting events login

set system accounting events change-log

set system accounting events interactive-commands
set system accounting traceoptions file auditlog
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set system accounting traceoptions flag all

set system accounting destination tacplus server 10.209.1.66

set system login class Class1 permissions security

set system login class Classl allow-commands configure

set system login class Class1 deny-commands .*

set system login class Class1 allow-configuration "security group-vpn"

set system login class Class1 deny-configuration multi-chassis

set system login user Userl uid 2005

set system login user User] class Class]

set system login user User1 authentication encrypted-password "SABC123"

Configuring Authentication Parameters for Router R1

Step-by-Step  The following example requires that you navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CL| Editor in Configuration
Mode in the CL/ User Guide.

To configure Router R1 authentication:

1. Configure the order in which authentication should take place for R1. In this example,
TACACS+ server authentication is first, followed by RADIUS server authentication,
then the local password.

[edit system]

user@R1# set authentication-order tacplus
user@RI1# set authentication-order radius
user@R1# set authentication-order password

2. Establish R1 connection with the TACACS+ server.

[edit system]

user@R1# set tacplus-server 10.209.1.66

user@R1# set tacplus-options enhanced-accounting

user@R1# set accounting destination tacplus server 10.209.1.66

3. Configure RADIUS server authentication parameters.

[edit system]
user@R1# set radius-server 10.209.1.66 secret "SABC123"
user@R1# set radius-options enhanced-accounting

4. Configure the R1 accounting configuration parameters.

[edit system]

user@RI1# set accounting events login

user@R1# set accounting events change-log

user@R1# set accounting events interactive-commands
user@R1# set accounting traceoptions file auditlog
user@R1# set accounting traceoptions flag all
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Step-by-Step
Procedure

Configuring Access Privileges with Regular Expressions

To specify regular expressions for user permissions with access privileges:

1. Configure the Class1 custom login class and assign security user permissions.

[edit system login]
user@R1# set class Class1 permissions security

2. Specify the regular expression in the allow-commands statement to enter the
configuration mode.

[edit system login]
user@R1# set class Class1 allow-commands configure

3.  Specify the regular expression in the deny-commands statement to disable access
to all other operational mode commands. The regular expression used to deny all

access is deny-commands. *.

[edit system login]
user@R1# set class Class1 deny-commands. *

4, Specify the regular expression in the allow-configuration statement to allow access

to the group VPN configuration at the [edit security] hierarchy level.

[edit system login]
user@R1# set class Class1 allow-configuration "security group-vpn"

5.  Specify the regular expression in the deny-configuration statement to disable access

to the multi-chassis configuration statement.

[edit system login]
user@R1# set class Class1 deny-configuration multi-chassis

6. Configure the user account for the Class1 login class.

[edit system login]

user@R1# set user Userl uid 2005

user@R1# set user Userl class Class]

user@RI1# set user Userl authentication encrypted-password "SABCI123"

Results

From configuration mode, confirm your configuration by entering the show system
command. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@R1# show system
authentication-order [ tacplus radius password ];
ports {

console log-out-on-disconnect;

74

Copyright © 2018, Juniper Networks, Inc.



Chapter 3: Configuring User Access Privileges

1

radius-server {
10.209.1.66 secret "$ABC123";

}

tacplus-server {
10.209.1.66;

1

radius-options {
enhanced-accounting;

}

tacplus-options {
enhanced-accounting;

1

accounting {

events [ login change-log interactive-commands J;

traceoptions {
file auditlog;
flag all;
1
destination {
tacplus {
server {
10.209.1.66;
1
1
1
1
login {
class Class1 {
permissions security;
allow-commands configure;
deny-commands .*;

allow-configuration "security group-vpn'";

deny-configuration multi-chassis;
1
user Userl {
uid 2005;
class Classl;
authentication {
encrypted-password "$ABC123";
}
1
1

Verification

Log in as the username assigned with the new login class, and confirm that the

configuration is working properly.
« Verifying Class1 Configuration on page 75

Verifying Class1 Configuration

Purpose \Verify that the permissions and regular expressions allowed in Class1 login class are

working.
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Action

Meaning

Related
Documentation

From the CLI prompt, view the allowed user permissions.

Userl@R1> ?
Possible completions:
configure Manipulate software configuration information

From the configuration mode, enter the [edit security] hierarchy and view the allowed
configuration statements.

Userl@R1> edit ?
Possible completions:
> group-vpn Group VPN configuration

From the configuration mode, enter the multi-chassis configuration statement.

User1@R1# edit multi-chassis

n

Syntax error, expecting <statement> or <identifier>.

User 1 has security user permissions, which allows the user to view the security
configuration in configuration mode and with the show configuration operational mode
command. However, this has been altered with the allow-commands and deny-commands
statements, where Userlis able to enter configuration mode with the configure commmand
in the allow-commands statement, and is denied access to all other operational mode
commands with the use of the deny-commands. * statement. As a result, even the show
configuration command, which was allowed with the security user permissions, is now
denied. This is displayed in the first output.

In the second output, the allow-configuration statement takes effect, and the only allowed
configuration under the [edit security] hierarchy level is for group VPN.

In the last output, the deny-configuration statement takes effect, and the multi-chassis
configuration statement that is allowed with the security user permissions is denied for
Userl.

. Understanding Junos OS Access Privilege Levels on page 7

« Regular Expressions for Allowing and Denying Junos OS Operational Mode Commands,
Configuration Statements, and Hierarchies

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55
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Permissions Flags for User Access
Privileges

« Access Privilege User Permission Flags Overview on page 78
« access on page 80

« access-control on page 83

« admin on page 84

« admin-control on page 88

« all-control on page 89

« clearon page 89

« configure on page 159

« control on page 159

- field on page 160

. firewall on page 160

. firewall-control on page 164

« floppy on page 165

. flow-tap on page 165

. flow-tap-control on page 169

. flow-tap-operation on page 169

« idp-profiler-operation on page 170

- interface on page 170

« interface-control on page 174

« maintenance on page 175

« network on page 183

« pgcp-session-mirroring on page 185
« pgcp-session-mirroring-control on page 189
« reset on page 189

« rollback on page 190

« secret on page 190
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« secret-control on page 195

« security on page 196

« security-control on page 203
« shell on page 206

« snmp on page 206

« system on page 210

« system-control on page 215
. trace on page 217

« trace-control on page 225

« view on page 230

« view-configuration on page 332

Access Privilege User Permission Flags Overview

Supported Platforms

Related
Documentation

EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, VSRX

Permission flags are used to grant a user access to operational mode commands and
configuration hierarchy levels and statements. By specifying a specific permission flag
on the user's login class at the [edit system login class] hierarchy level, you grant the user
access to the corresponding commands and configuration hierarchy levels and
statements. To grant access to all commands and configuration statements, use the all
permissions flag.

For permission flags that grant access to configuration hierarchy levels and statements,
the flags grant read-only privilege to that configuration. For example, the interface
permissions flag grants read-only access to the [edit interfaces] hierarchy level. The
-control form of the flag grants read-write access to that configuration. Using the
preceding example, interface-control grants read-write access to the [edit interfaces]
hierarchy level.

The permission flags listed in "Related Documentation" grant a specific set of access
privileges. Each permission flag is listed with the operational mode commands and
configuration hierarchy levels and statements for which that flag grants access.

0 NOTE: Eachcommand listed represents that command and all subcommmands
with that command as a prefix. Each configuration statement listed represents
the top of the configuration hierarchy to which that flag grants access.

. Understanding Junos OS Access Privilege Levels on page 7
. access on page 80

. access-control on page 83

. admin on page 84

. admin-control on page 88

78

Copyright © 2018, Juniper Networks, Inc.


https://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/ex-series/product/index.html
https://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/m-series/index.html
https://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/mx-series/index.html
https://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/ptx-series/index.html
https://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/srx-series/product/index.html
https://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/t-series/index.html
https://www.juniper.net/techpubs/en_US/release-independent/vsrx/information-products/pathway-pages/index.html

Chapter 4: Permissions Flags for User Access Privileges

all-control on page 89

clear on page 89

configure on page 159

control on page 159

field on page 160

firewall on page 160
firewall-control on page 164
floppy on page 165

flow-tap on page 165
flow-tap-operation on page 169
idp-profiler-operation on page 170
interface on page 170
interface-control on page 174
maintenance on page 175
network on page 183
pgcp-session-mirroring on page 185
pgcp-session-mirroring-control on page 189
reset on page 189

rollback on page 190

secret on page 190

secret-control on page 195
security on page 196
security-control on page 203
shell on page 206

snmp on page 206

system on page 210
system-control on page 215

trace on page 217

trace-control on page 225

view on page 230

view-configuration on page 332
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access

Supported Platforms EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, vVSRX
Can view the access configuration in configuration mode.

Commands clear unified-edge
clear unified-edge ggsn-pgw
clear unified-edge ggsn-pgw aaa
clear unified-edge ggsn-pgw aaa radius
clear unified-edge ggsn-pgw aaa radius statistics
<clear-mobile-gateway-aaa-radius-statistics>
clear unified-edge ggsn-pgw aaa statistics
<clear-mobile-gateway-aaa-statistics>
clear unified-edge ggsn-pgw address-assignment
clear unified-edge ggsn-pgw address-assignment pool
<clear-mobile-gateway-sm-ippool-pool-sessions>
clear unified-edge ggsn-pgw address-assignment statistics
<clear-mobile-gateway-sm-ippool-statistics>
clear unified-edge ggsn-pgw call-admission-control
clear unified-edge ggsn-pgw call-admission-control statistics
<clear-mobile-gateway-cac-statistics>
clear unified-edge ggsn-pgw charging
clear unified-edge ggsn-pgw charging cdr
<clear-mobile-gateway-charging-clear-cdr>
clear unified-edge ggsn-pgw charging cdr wfa
<clear-mobile-gateway-charging-clear-cdr-wfa>
clear unified-edge ggsn-pgw charging local-persistent-storage
clear unified-edge ggsn-pgw charging local-persistent-storage statistics
<clear-mobile-gateway-charging-clear-Ips-stats>
clear unified-edge ggsn-pgw charging path
clear unified-edge ggsn-pgw charging path statistics
<clear-mobile-gateway-charging-clear-path-stats>
clear unified-edge ggsn-pgw charging transfer
clear unified-edge ggsn-pgw charging transfer statistics
<clear-mobile-gateway-charging-clear-xfer-stats>
clear unified-edge ggsn-pgw diameter
clear unified-edge ggsn-pgw diameter dcca-gy
clear unified-edge ggsn-pgw diameter dcca-gy statistics
<clear-mobile-gateway-aaa-diam-stats-gy>
clear unified-edge ggsn-pgw diameter network-element
clear unified-edge ggsn-pgw diameter network-element statistics
<clear-mobile-gateway-aaa-diam-ne-statistics>
clear unified-edge ggsn-pgw diameter pcc-gx
clear unified-edge ggsn-pgw diameter pcc-gx statistics
<clear-mobile-gateway-aaa-diam-stats-gx>
clear unified-edge ggsn-pgw diameter peer
clear unified-edge ggsn-pgw diameter peer statistics
<clear-mobile-gateway-aaa-diam-peer-statistics>
clear unified-edge ggsn-pgw gtp
clear unified-edge ggsn-pgw gtp peer
clear unified-edge ggsn-pgw gtp peer statistics
<clear-mobile-gateway-gtp-peer-statistics>
clear unified-edge ggsn-pgw gtp statistics
<clear-mobile-gateway-gtp-statistics>
clear unified-edge ggsn-pgw ip-reassembly
clear unified-edge ggsn-pgw ip-reassembly statistics
<clear-mobile-gateways-ip-reassembly-statistics>
clear unified-edge ggsn-pgw statistics
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<clear-mobile-gateway-statistics>

clear unified-edge ggsn-pgw subscribers
<clear-mobile-gateway-subscribers>

clear unified-edge ggsn-pgw subscribers bearer

clear unified-edge ggsn-pgw subscribers charging
<clear-mobile-gateway-subscribers-charging>

clear unified-edge ggsn-pgw subscribers peer
<clear-mobile-gateway-subscribers-peer>

clear unified-edge sgw

clear unified-edge sgw call-admission-control

clear unified-edge sgw call-admission-control statistics
<clear-mobile-sgw-cac-statistics>

clear unified-edge sgw charging

clear unified-edge sgw charging cdr
<clear-mobile-gateway-sgw-charging-clear-cdr>

clear unified-edge sgw charging cdr wfa
<clear-mobile-gateway-sgw-charging-clear-cdr-wfa>
clear unified-edge sgw charging local-persistent-storage
clear unified-edge sgw charging local-persistent-storage statistics
<clear-mobi le-gateway-sgw-charging-clear-Ips-stats>
clear unified-edge sgw charging path

clear unified-edge sgw charging path statistics
<clear-mobile-gateway-sgw-charging-clear-path-stats>
clear unified-edge sgw charging transfer

clear unified-edge sgw charging transfer statistics
<clear-mobile-gateway-sgw-charging-clear-xfer-stats>
clear unified-edge sgw gtp

clear unified-edge sgw gtp peer

clear unified-edge sgw gtp peer statistics
<clear-mobile-sgw-gtp-peer-statistics>

clear unified-edge sgw gtp statistics
<clear-mobile-sgw-gtp-statistics>

clear unified-edge sgw idle-mode-buffering

clear unified-edge sgw idle-mode-buffering statistics
<clear-mobile-gw-sgw-idle-mode-buffering-statistics>
clear unified-edge sgw ip-reassembly

clear unified-edge sgw ip-reassembly statistics
<clear-mobile-gateways-sgw-ip-reassembly-statistics-sgw>
clear unified-edge sgw statistics
<clear-mobile-sgw-statistics>

clear unified-edge sgw subscribers
<clear-mobile-sgw-subscribers>

clear unified-edge sgw subscribers charging
<clear-mobile-sgw-subscribers-charging>

clear unified-edge sgw subscribers peer
<clear-mobile-sgw-subscribers-peer>

clear unified-edge tdf

clear unified-edge tdf aaa

clear unified-edge tdf aaa radius

clear unified-edge tdf aaa radius client

clear unified-edge tdf aaa radius client statistics
<clear-radius-client-statistics>

clear unified-edge tdf aaa radius network-element
clear unified-edge tdf aaa radius network-element statistics
<clear-radius-network-element-statistics>

clear unified-edge tdf aaa radius server

clear unified-edge tdf aaa radius server statistics
<clear-radius-server-statistics>

clear unified-edge tdf aaa radius snoop-segment

clear unified-edge tdf aaa radius snoop-segment statistics
<clear-radius-snoop-segment-statistics>
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clear unified-edge tdf aaa statistics
<clear-tdf-gateway-aaa-statistics>

clear unified-edge tdf address-assignment

clear unified-edge tdf address-assignment pool
<clear-mobile-gateway-tdf-sm-ippool-pool-sessions>
clear unified-edge tdf address-assignment statistics
<clear-mobile-gateway-tdf-sm-ippool-statistics>
clear unified-edge tdf call-admission-control

clear unified-edge tdf call-admission-control statistics
<clear-tdf-cac-statistics>

clear unified-edge tdf diameter

clear unified-edge tdf diameter network-element
clear unified-edge tdf diameter network-element statistics
<clear-diameter-network-element-statistics>

clear unified-edge tdf diameter pcc-gx

clear unified-edge tdf diameter pcc-gx statistics
<clear-diameter-statistics-gx>

clear unified-edge tdf diameter peer

clear unified-edge tdf diameter peer statistics
<clear-diameter-peer-statistics>

clear unified-edge tdf statistics
<clear-tdf-statistics>

clear unified-edge tdf subscribers
<clear-mobile-tdf-subscribers>

clear unified-edge tdf subscribers peer
<clear-mobile-gateway-tdf-subscribers-peer>

request unified-edge

request unified-edge ggsn-pgw

request unified-edge ggsn-pgw call-trace
<monitor-mobile-gateways-call-trace-start>

request unified-edge ggsn-pgw call-trace clear
<get-mobile-gateways-call-trace-clear>

request unified-edge ggsn-pgw call-trace show
<get-mobile-gateways-call-trace-information>

request unified-edge ggsn-pgw call-trace start
<get-mobile-gateways-call-trace-start-information>
request unified-edge ggsn-pgw call-trace stop
<get-mobile-gateways-call-trace-stop-information>
request unified-edge sgw

request unified-edge sgw call-trace

request unified-edge sgw call-trace clear
<get-mobile-gateways-sgw-call-trace-clear>

request unified-edge sgw call-trace show
<get-mobile-gateways-sgw-call-trace-information>
request unified-edge sgw call-trace start
<get-mobile-gateways-sgw-call-trace-start-information>
request unified-edge sgw call-trace stop
<get-mobile-gateways-sgw-cal l-trace-stop-information>
request unified-edge tdf

request unified-edge tdf call-trace

request unified-edge tdf call-trace clear
<get-mobile-gateways-tdf-call-trace-clear>

request unified-edge tdf call-trace show
<get-mobile-gateways-tdf-call-trace-information>
request unified-edge tdf call-trace start
<get-mobile-gateways-tdf-call-trace-start-information>
request unified-edge tdf call-trace stop
<get-mobile-gateways-tdf-call-trace-stop-information>
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Configuration
Hierarchy Levels

Related
Documentation

access-control

[edit access]

[edit access diameter]

[edit access ppp-options]

[edit access radius]

[edit dynamic-profile]

[edit logical-systems access]

[edit logical-systems routing-instances instance system services
static-subscribers access-profile]

[edit logical-systems routing-instances instance system services
static-subscribers dynamic-profile]

[edit logical-systems routing-instances instance system services
static-subscribers group access-profile]

[edit logical-systems routing-instances instance system services
static-subscribers group dynamic-profile]

[edit logical-systems system services static-subscribers access-profile]
[edit logical-systems system services static-subscribers dynamic-profile]
[edit logical-systems system services static-subscribers group access-profile]
[edit logical-systems system services static-subscribers group dynamic-profile]
[edit routing-instances instance system services static-subscribers
access-profile]

[edit routing-instances instance system services static-subscribers
dynamic-profile]

[edit routing-instances instance system services static-subscribers group
access-profile]

[edit routing-instances instance system services static-subscribers group
dynamic-profile]

[edit system services extensible-subscriber-services access-profile]
[edit system services static-subscribers access-profile]

[edit system services static-subscribers dynamic-profile]

[edit system services static-subscribers group access-profile]

[edit system services static-subscribers group dynamic-profile]

[edit unified-edge]

« Access Privilege User Permission Flags Overview on page 78
« Understanding Junos OS Access Privilege Levels on page 7
. Example: Configuring User Permissions with Access Privilege Levels on page 41

. Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

. Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

. access-control on page 83

Supported Platforms

Configuration
Hierarchy Levels

EX Series, M Series, MX Series, SRX Series, T Series, VSRX

Can view access configuration information. Can edit access configuration at the [edit
access], [edit logical-systems], [edit routing-instances, and [edit system services] hierarchy
levels.

[edit access]
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[edit access ppp-options]

[edit dynamic-profile]

[edit logical-systems access]

[edit logical-systems routing-instances instance system services
static-subscribers access-profile]

[edit logical-systems routing-instances instance system services
static-subscribers dynamic-profile]

[edit logical-systems routing-instances instance system services
static-subscribers group access-profile]

[edit logical-systems routing-instances instance system services
static-subscribers group dynamic-profilel]

[edit logical-systems system services static-subscribers access-profile]
[edit logical-systems system services static-subscribers dynamic-profile]
[edit logical-systems system services static-subscribers group access-profile]
[edit logical-systems system services static-subscribers group dynamic-profile]
[edit routing-instances instance system services static-subscribers
access-profile]

[edit routing-instances instance system services static-subscribers
dynamic-profile]

[edit routing-instances instance system services static-subscribers group
access-profile]

[edit routing-instances instance system services static-subscribers group
dynamic-profile]

[edit system services static-subscribers access-profile]

[edit system services static-subscribers dynamic-profile]

[edit system services static-subscribers group access-profile]

[edit system services static-subscribers group dynamic-profile]

Related . Access Privilege User Permission Flags Overview on page 78
D tati
ocumentation « Understanding Junos OS Access Privilege Levels on page 7
« Example: Configuring User Permissions with Access Privilege Levels on page 41

. Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

. Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

. access on page 80

admin

Supported Platforms EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, VSRX
Can view user account information in configuration mode.

Commands clear unified-edge
clear unified-edge ggsn-pgw
clear unified-edge ggsn-pgw aaa
clear unified-edge ggsn-pgw aaa radius
clear unified-edge ggsn-pgw aaa radius statistics
<clear-mobile-gateway-aaa-radius-statistics>
clear unified-edge ggsn-pgw aaa statistics
<clear-mobile-gateway-aaa-statistics>
clear unified-edge ggsn-pgw address-assignment
clear unified-edge ggsn-pgw address-assignment pool
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<clear-mobile-gateway-sm-ippool-pool-sessions>

clear unified-edge ggsn-pgw address-assignment statistics
<clear-mobile-gateway-sm-ippool-statistics>

clear unified-edge ggsn-pgw call-admission-control

clear unified-edge ggsn-pgw call-admission-control statistics
<clear-mobile-gateway-cac-statistics>

clear unified-edge ggsn-pgw charging

clear unified-edge ggsn-pgw charging cdr
<clear-mobile-gateway-charging-clear-cdr>

clear unified-edge ggsn-pgw charging cdr wfa
<clear-mobile-gateway-charging-clear-cdr-wfa>

clear unified-edge ggsn-pgw charging local-persistent-storage
clear unified-edge ggsn-pgw charging local-persistent-storage statistics
<clear-mobile-gateway-charging-clear-Ips-stats>

clear unified-edge ggsn-pgw charging path

clear unified-edge ggsn-pgw charging path statistics
<clear-mobile-gateway-charging-clear-path-stats>

clear unified-edge ggsn-pgw charging transfer

clear unified-edge ggsn-pgw charging transfer statistics
<clear-mobile-gateway-charging-clear-xfer-stats>

clear unified-edge ggsn-pgw diameter

clear unified-edge ggsn-pgw diameter dcca-gy

clear unified-edge ggsn-pgw diameter dcca-gy statistics
<clear-mobile-gateway-aaa-diam-stats-gy>

clear unified-edge ggsn-pgw diameter network-element
clear unified-edge ggsn-pgw diameter network-element statistics
<clear-mobile-gateway-aaa-diam-ne-statistics>

clear unified-edge ggsn-pgw diameter pcc-gx

clear unified-edge ggsn-pgw diameter pcc-gx statistics
<clear-mobile-gateway-aaa-diam-stats-gx>

clear unified-edge ggsn-pgw diameter peer

clear unified-edge ggsn-pgw diameter peer statistics
<clear-mobile-gateway-aaa-diam-peer-statistics>

clear unified-edge ggsn-pgw gtp

clear unified-edge ggsn-pgw gtp peer

clear unified-edge ggsn-pgw gtp peer statistics
<clear-mobile-gateway-gtp-peer-statistics>

clear unified-edge ggsn-pgw gtp statistics
<clear-mobile-gateway-gtp-statistics>

clear unified-edge ggsn-pgw ip-reassembly

clear unified-edge ggsn-pgw ip-reassembly statistics
<clear-mobile-gateways-ip-reassembly-statistics>

clear unified-edge ggsn-pgw statistics
<clear-mobile-gateway-statistics>

clear unified-edge ggsn-pgw subscribers
<clear-mobile-gateway-subscribers>

clear unified-edge ggsn-pgw subscribers bearer

clear unified-edge ggsn-pgw subscribers charging
<clear-mobile-gateway-subscribers-charging>

clear unified-edge ggsn-pgw subscribers peer
<clear-mobile-gateway-subscribers-peer>

clear unified-edge sgw

clear unified-edge sgw call-admission-control

clear unified-edge sgw call-admission-control statistics
<clear-mobile-sgw-cac-statistics>

clear unified-edge sgw charging

clear unified-edge sgw charging cdr
<clear-mobile-gateway-sgw-charging-clear-cdr>

clear unified-edge sgw charging cdr wfa
<clear-mobile-gateway-sgw-charging-clear-cdr-wfa>

clear unified-edge sgw charging local-persistent-storage
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clear unified-edge sgw charging local-persistent-storage statistics
<clear-mobi le-gateway-sgw-charging-clear-Ips-stats>
clear unified-edge sgw charging path

clear unified-edge sgw charging path statistics
<clear-mobile-gateway-sgw-charging-clear-path-stats>
clear unified-edge sgw charging transfer

clear unified-edge sgw charging transfer statistics
<clear-mobile-gateway-sgw-charging-clear-xfer-stats>
clear unified-edge sgw gtp

clear unified-edge sgw gtp peer

clear unified-edge sgw gtp peer statistics
<clear-mobile-sgw-gtp-peer-statistics>

clear unified-edge sgw gtp statistics
<clear-mobile-sgw-gtp-statistics>

clear unified-edge sgw idle-mode-buffering

clear unified-edge sgw idle-mode-buffering statistics
<clear-mobile-gw-sgw-idle-mode-buffering-statistics>
clear unified-edge sgw ip-reassembly

clear unified-edge sgw ip-reassembly statistics
<clear-mobile-gateways-sgw-ip-reassembly-statistics-sgw>
clear unified-edge sgw statistics
<clear-mobile-sgw-statistics>

clear unified-edge sgw subscribers
<clear-mobile-sgw-subscribers>

clear unified-edge sgw subscribers charging
<clear-mobile-sgw-subscribers-charging>

clear unified-edge sgw subscribers peer
<clear-mobile-sgw-subscribers-peer>

clear unified-edge tdf

clear unified-edge tdf aaa

clear unified-edge tdf aaa radius

clear unified-edge tdf aaa radius client

clear unified-edge tdf aaa radius client statistics
<clear-radius-client-statistics>

clear unified-edge tdf aaa radius network-element
clear unified-edge tdf aaa radius network-element statistics
<clear-radius-network-element-statistics>

clear unified-edge tdf aaa radius server

clear unified-edge tdf aaa radius server statistics
<clear-radius-server-statistics>

clear unified-edge tdf aaa radius snoop-segment

clear unified-edge tdf aaa radius snoop-segment statistics
<clear-radius-snoop-segment-statistics>

clear unified-edge tdf aaa statistics
<clear-tdf-gateway-aaa-statistics>

clear unified-edge tdf address-assignment

clear unified-edge tdf address-assignment pool
<clear-mobile-gateway-tdf-sm-ippool-pool-sessions>
clear unified-edge tdf address-assignment statistics
<clear-mobile-gateway-tdf-sm-ippool-statistics>

clear unified-edge tdf call-admission-control

clear unified-edge tdf call-admission-control statistics
<clear-tdf-cac-statistics>

clear unified-edge tdf diameter

clear unified-edge tdf diameter network-element

clear unified-edge tdf diameter network-element statistics
<clear-diameter-network-element-statistics>

clear unified-edge tdf diameter pcc-gx

clear unified-edge tdf diameter pcc-gx statistics
<clear-diameter-statistics-gx>

clear unified-edge tdf diameter peer
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clear unified-edge tdf diameter peer statistics
<clear-diameter-peer-statistics>

clear unified-edge tdf statistics
<clear-tdf-statistics>

clear unified-edge tdf subscribers
<clear-mobile-tdf-subscribers>

clear unified-edge tdf subscribers peer
<clear-mobile-gateway-tdf-subscribers-peer>
request unified-edge

request unified-edge ggsn-pgw

request unified-edge ggsn-pgw call-trace
<monitor-mobile-gateways-call-trace-start>

request unified-edge ggsn-pgw call-trace clear
<get-mobile-gateways-call-trace-clear>

request unified-edge ggsn-pgw call-trace show
<get-mobile-gateways-call-trace-information>
request unified-edge ggsn-pgw call-trace start
<get-mobile-gateways-call-trace-start-information>
request unified-edge ggsn-pgw call-trace stop
<get-mobile-gateways-call-trace-stop-information>
request unified-edge sgw

request unified-edge sgw call-trace

request unified-edge sgw call-trace clear
<get-mobile-gateways-sgw-call-trace-clear>

request unified-edge sgw call-trace show
<get-mobile-gateways-sgw-call-trace-information>
request unified-edge sgw call-trace start
<get-mobile-gateways-sgw-call-trace-start-information>
request unified-edge sgw call-trace stop
<get-mobile-gateways-sgw-cal l-trace-stop-information>
request unified-edge tdf

request unified-edge tdf call-trace

request unified-edge tdf call-trace clear
<get-mobile-gateways-tdf-call-trace-clear>

request unified-edge tdf call-trace show
<get-mobile-gateways-tdf-call-trace-information>
request unified-edge tdf call-trace start
<get-mobile-gateways-tdf-call-trace-start-information>
request unified-edge tdf call-trace stop
<get-mobile-gateways-tdf-call-trace-stop-information>
show system audit

Configuration

Hierarchy Levels [edit protocols uplink-failure-detection]
[edit system]
[edit system accounting]
[edit system diag-port-authentication]
[edit system extensions]
[edit system login]
[edit system pic-console-authentication]
[edit system root-authentication]
[edit system services ssh authorized-keys-command]
[edit system services ssh authorized-keys-command-user]
[edit system services ssh ciphers]
[edit system services ssh client-alive-count-max]
[edit system services ssh client-alive-interval]]
[edit system services ssh fingerprint-hash]
[edit system services ssh hostkey-algorithm]
[edit system services ssh key-exchange]
[edit system services ssh macs]
[edit system services ssh max-sessions-per-connection]
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Related
Documentation

admin-control

[edit system services ssh no-tcp-fowarding]
[edit system services ssh protocol-version]
[edit system services ssh root-login]

[edit system services ssh tcp-fowarding]
[edit unified-edge]

« Access Privilege User Permission Flags Overview on page 78
« Understanding Junos OS Access Privilege Levels on page 7
. Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

« admin-control on page 88

Supported Platforms

Commands

Configuration
Hierarchy Levels

Related
Documentation

EX Series, M Series, MX Series, SRX Series, T Series, VSRX
Can view user account information and configure it at the [edit system] hierarchy level.

show system audit

[edit protocols uplink-failure-detection]
[edit system]

[edit system accounting]

[edit system diag-port-authentication]
[edit system extensions]

[edit system login]

[edit system pic-console-authentication]
[edit system root-authentication]

[edit system services ssh ciphers]

[edit system services ssh hostkey-algorithm]
[edit system services ssh key-exchange]
[edit system services ssh macs]

[edit system services ssh protocol-version]
[edit system services ssh root-login]

« Access Privilege User Permission Flags Overview on page 78
« Understanding Junos OS Access Privilege Levels on page 7
. Example: Configuring User Permissions with Access Privilege Levels on page 41

. Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

. Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

. admin on page 84
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all-control

Supported Platforms  EX Series, M Series, MX Series, SRX Series, T Series, VSRX

Can access all operational mode commands and configuration mode commands. Can
modify configuration in all the configuration hierarchy levels.

Commands All CLI commands.

Configuration All CLI configuration hierarchy levels and statements.
Hierarchy Levels

Related . Access Privilege User Permission Flags Overview on page 78
Documentation
v ! . Understanding Junos OS Access Privilege Levels on page 7
. Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

clear

Supported Platforms EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, vSRX

Can clear (delete) information learned from the network that is stored in various network
databases.

Commands clear
clear access-security
clear access-security router-advertisement-entries
<clear-as-router-advetisement-entry>
clear amt
clear amt statistics
<clear-amt-statistics>
clear amt tunnel
clear-amt-tunnel
clear amt tunnel gateway-address
<clear amt tunnel gateway-address>
clear amt tunnel statistics
<clear-amt-tunnel-statistics>
clear amt tunnel statistics gateway-address
<clear-amt-tunnel-gateway-address-statistics>
clear amt tunnel statistics tunnel-interface
<clear-amt-tunnel-interface-statistics>
clear amt tunnel tunnel-interface
<clear-amt-tunnel-interface<>
clear ancp
clear ancp neighbor
<clear-ancp-neighbor-connection>
clear ancp statistics
<clear-ancp-statistics>
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clear ancp subscriber
<clear-ancp-subscriber-connection>
clear-appgos-counter
<clear-appqos-rate-limiters-statistics>
clear-appgos-rate-limiter-statistics
clear-appqos-rule-statistics

clear arp

<clear-arp-table>

clear auto-configuration

clear auto-configuration interfaces
<clear-auto-configuration-interfaces>
clear bfd

clear bfd adaptation
<clear-bfd-adaptation-information>
clear bfd adaptation address
<clear-bfd-adaptation-address>

clear bfd adaptation discriminator
<clear-bfd-adaptation-discriminator>
clear bfd session
<clear-bfd-session-information>

clear bfd session address
<clear-bfd-session-address>

clear bfd session discriminator
<clear-bfd-session-discriminator>
clear bgp

clear bgp damping

<clear-bgp-damping>

clear bgp neighbor
<clear-bgp-neighbor>

clear bgp table

<clear-bgp-table>

clear bridge

clear bridge evpn

clear bridge evpn arp-table
<clear-bridge-evpn-arp-table>

clear bridge evpn nd-table
<clear-bridge-evpn-nd-table>

clear bridge mac-table
<clear-bridge-mac-table>

clear bridge mac-table interface
<clear-bridge-interface-mac-table>
clear bridge recovery-timeout
<clear-bridge-recovery>

clear bridge recovery-timeout interface
<clear-bridge-recovery-interface>
clear bridge satellite

clear bridge satellite logging
<clear-satellite-control-logging>
clear bridge satellite vlan-auto-sense
<clear-satellite-control-plane-vlan-auto-sense>
clear captive-portal

clear captive-portal firewall
<clear-captive-portal-firewal I>

clear captive-portal firewall interface
<clear-captive-portal-firewall-interface>
clear captive-portal interface
<clear-captive-portal-interface-session>
clear captive-portal mac-address
<clear-captive-portal-mac-session>
clear cli

clear cli logical-system
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<clear-cli-logical-system>

clear database-replication

clear database-replication statistics
<clear-database-replication-statistics-information>

clear ddos-protection

clear ddos-protection protocols

clear ddos-protection protocols all-fiber-channel-enode

clear ddos-protection protocols all-fiber-channel-enode aggregate
clear ddos-protection protocols all-fiber-channel-enode aggregate culprit-flows
<clear-ddos-all-fc-enode-aggregate-flows>

clear ddos-protection protocols all-fiber-channel-enode aggregate states
<clear-ddos-all-fc-enode-aggregate-states>

clear ddos-protection protocols all-fiber-channel-enode aggregate statistics
<clear-ddos-all-fc-enode-aggregate-statistics>

clear ddos-protection protocols all-fiber-channel-enode culprit-flows
<clear-ddos-al I-fc-enode-flows>

clear ddos-protection protocols all-fiber-channel-enode states
<clear-ddos-all-fc-enode-states>

clear ddos-protection protocols all-fiber-channel-enode statistics
<clear-ddos-all-fc-enode-statistics>

clear ddos-protection protocols amtv4

clear ddos-protection protocols amtv4 aggregate

clear ddos-protection protocols amtv4 aggregate culprit-flows
clear ddos-protection protocols amtv4 aggregate states

clear ddos-protection protocols amtv4 aggregate statistics

clear ddos-protection protocols amtv4 culprit-flows

clear ddos-protection protocols amtv4 states

clear ddos-protection protocols amtv4 statistics

clear ddos-protection protocols amtv6

clear ddos-protection protocols amtv6 aggregate

clear ddos-protection protocols amtv6 aggregate culprit-flows
<clear-ddos-amtv6-aggregate-flows>

clear ddos-protection protocols amtv6 aggregate states
<clear-ddos-amtv6-aggregate-states>

clear ddos-protection protocols amtv6 aggregate statistics
<clear-ddos-amtv6-aggregate-statistics>

clear ddos-protection protocols amtv6 culprit-flows
<clear-ddos-amtv6-flows>

clear ddos-protection protocols amtv6é states
<clear-ddos-amtv6-states<>

clear ddos-protection protocols amtv6 statistics
<clear-ddos-amtv6-statistics>

clear ddos-protection protocols ancp aggregate culprit-flows
<clear-ddos-ancp-aggregate-flows>

clear ddos-protection protocols ancp culprit-flows

clear ddos-protection protocols ancp

clear ddos-protection protocols ancp aggregate

clear ddos-protection protocols ancp aggregate states

clear ddos-protection protocols ancp aggregate statistics
<clear-ddos-ancp-aggregate-statistics>

clear ddos-protection protocols ancp states
<clear-ddos-ancp-states>

clear ddos-protection protocols ancp statistics
<clear-ddos-ancp-statistics>

clear ddos-protection protocols ancpv6é

clear ddos-protection protocols ancpv6 aggregate

clear ddos-protection protocols ancpv6 aggregate states

clear ddos-protection protocols ancpv6 aggregate culprit-flows
clear ddos-protection protocols arp aggregate statistics
clear-ddos-arp-aggregate-statistics
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clear ddos-protection protocols arp aggregate culprit-flows
clear ddos-protection protocols arp states
clear-ddos-arp-states

clear ddos-protection protocols arp statistics
<clear-ddos-arp-statistics>

clear ddos-protection protocols arp-snoop

clear ddos-protection protocols arp-snoop aggregate

clear ddos-protection protocols arp-snoop aggregate culprit-flows
<clear-ddos-arp-snoop-aggregate-flows>

clear ddos-protection protocols arp-snoop aggregate states
<clear-ddos-arp-snoop-aggregate-states>

clear ddos-protection protocols arp-snoop aggregate statistics
<clear-ddos-arp-snoop-aggregate-statistics>

clear ddos-protection protocols arp-snoop culprit-flows
<clear-ddos-arp-snoop-flows>

clear ddos-protection protocols arp-snoop states
<clear-ddos-arp-snoop-states>

clear ddos-protection protocols arp-snoop statistics
<clear-ddos-arp-snoop-statistics>

clear ddos-protection protocols arp culprit-flows

clear ddos-protection protocols atm

clear ddos-protection protocols atm aggregate

clear ddos-protection protocols atm aggregate culprit-flows
clear ddos-protection protocols atm aggregate states
<clear-ddos-atm-aggregate-states>

clear ddos-protection protocols atm aggregate statistics
<clear-ddos-atm-aggregate-statistics>

clear ddos-protection protocols atm culprit-flows

clear ddos-protection protocols bfd aggregate culprit-flows
clear ddos-protection protocols atm states
clear-ddos-atm-states

clear ddos-protection protocols atm statistics
clear-ddos-atm-statistics

clear ddos-protection protocols bfd

clear ddos-protection protocols bfd aggregate

clear ddos-protection protocols bfd culprit-flows

clear ddos-protection protocols bfd aggregate states
clear-ddos-bfd-aggregate-states

clear ddos-protection protocols bfd aggregate statistics
clear-ddos-bfd-aggregate-statistics

clear ddos-protection protocols bfd states
clear-ddos-bfd-states

clear ddos-protection protocols bfd statistics
clear-ddos-bfd-statistics

clear ddos-protection protocols bfdvé

clear ddos-protection protocols bfdv6 aggregate

clear ddos-protection protocols bfdv6 culprit-flows

clear ddos-protection protocols bfdv6 aggregate states
clear-ddos-bfdv6-aggregate-states

clear ddos-protection protocols bfdv6 aggregate statistics
clear-ddos-bfdv6-aggregate-statistics

clear ddos-protection protocols bfdv6 states
clear-ddos-bfdv6-states

clear ddos-protection protocols bfdvé statistics
clear-ddos-bfdv6-statistics

clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-bgp-aggregate-states
clear ddos-protection protocols

bgp

bgp aggregate

bgp aggregate culprit-flows
bgp aggregate states

bgp aggregate statistics
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clear ddos-protection protocols bgp culprit-flows

clear ddos-protection protocols bgp states
clear-ddos-bgp-states

clear ddos-protection protocols bgp statistics
clear-ddos-bgp-statistics

clear ddos-protection protocols bgpvé

clear ddos-protection protocols bgpv6 aggregate

clear ddos-protection protocols bgpv6 aggregate culprit-flows
clear ddos-protection protocols bgpv6é aggregate states
clear-ddos-bgpv6-aggregate-states

clear ddos-protection protocols bgpv6 aggregate statistics
clear-ddos-bgpv6-aggregate-statistics

clear ddos-protection protocols bgpv6 states
clear-ddos-bgp-aggregate-states
clear-ddos-bgp-aggregate-statistics

clear-ddos-bgp-states

clear-ddos-bgp-statistics

clear-ddos-bgpv6-aggregate-states
clear-ddos-bgpv6-aggregate-statistics

clear-ddos-bgpv6-states

clear ddos-protection protocols bgpv6 statistics
<clear-ddos-bgpv6-statistics>

clear ddos-protection protocols bridge-control

clear ddos-protection protocols bridge-control aggregate

clear ddos-protection protocols bridge-control aggregate culprit-flows
<clear-ddos-brg-ctrl-aggregate-flows>

clear ddos-protection protocols bridge-control aggregate states
<clear-ddos-brg-ctrl-aggregate-states>

clear ddos-protection protocols bridge-control aggregate statistics
<clear-ddos-brg-ctrl-aggregate-statistics>

clear ddos-protection protocols bridge-control culprit-flows
<clear-ddos-brg-ctrl-flows>

clear ddos-protection protocols bridge-control states
<clear-ddos-brg-ctrl-states>

clear ddos-protection protocols bridge-control statistics
<clear-ddos-brg-ctrl-statistics>

clear ddos-protection protocols culprit-flows

clear ddos-protection protocols demux-autosense

clear ddos-protection protocols demux-autosense aggregate

clear ddos-protection protocols demux-autosense aggregate culprit-flows
clear ddos-protection protocols demux-autosense aggregate states
clear-ddos-demuxauto-aggregate-states

clear ddos-protection protocols demux-autosense aggregate statistics
clear ddos-protection protocols demux-autosense culprit-flows
clear ddos-protection protocols demux-autosense states
clear-ddos-demuxauto-states

clear ddos-protection protocols demux-autosense statistics
clear-ddos-demuxauto-statistics

clear ddos-protection protocols dhcpv4

clear ddos-protection protocols dhcpv4 ack

clear ddos-protection protocols dhcpv4 ack culprit-flows

clear ddos-protection protocols dhcpv4 ack states

clear ddos-protection protocols dhcpv4 ack statistics

clear ddos-protection protocols dhcpv4 aggregate

clear ddos-protection protocols dhcpv4vée

clear ddos-protection protocols dhcpv4v6 aggregate

clear ddos-protection protocols dhcpv4v6 aggregate culprit-flows
<clear-ddos-dhcpv4v6-aggregate-flows>

clear ddos-protection protocols dhcpv4v6 aggregate states
<clear-ddos-dhcpv4v6-aggregate-states>

clear ddos-protection protocols dhcpv4v6é aggregate statistics
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<clear-ddos-dhcpv4v6-aggregate-statistics>
clear ddos-protection protocols dhcpv4vé culprit-flows

<clear-ddos-dhcpv4v6-flows>

clear ddos-protection protocols dhcpv4vé states

<clear-ddos-dhcpv4v6-states>

clear ddos-protection protocols dhcpv4v6 statistics

<clear-ddos-dhcpv4v6-statistics>
clear-ddos-demuxauto-aggregate-states

clear-ddos-demuxauto-aggregate-statistics

clear-ddos-demuxauto-states
clear-ddos-demuxauto-statistics
clear-ddos-dhcpv4-ack-states

clear ddos-protection protocols dhcpv4
clear-ddos-dhcpv4-ack-statistics

clear ddos-protection protocols dhcpv4
clear ddos-protection protocols dhcpv4
clear-ddos-dhcpv4-aggregate-states
clear ddos-protection protocols dhcpv4
clear-ddos-dhcpv4-aggregate-statistics
clear ddos-protection protocols dhcpv4
clear ddos-protection protocols dhcpv4
clear-ddos-dhcpv4-bad-pack-states
clear ddos-protection protocols dhcpv4
clear-ddos-dhcpv4-bad-pack-statistics
clear ddos-protection protocols dhcpv4
clear ddos-protection protocols dhcpv4
clear-ddos-dhcpv4-bootp-states

clear ddos-protection protocols dhcpv4
clear-ddos-dhcpv4-bootp-statistics
clear ddos-protection protocols dhcpv4
clear ddos-protection protocols dhcpv4
clear ddos-protection protocols dhcpv4
clear-ddos-dhcpv4-decline-states

clear ddos-protection protocols dhcpv4
clear-ddos-dhcpv4-decline-statistics
clear ddos-protection protocols dhcpv4
clear ddos-protection protocols dhcpv4
clear-ddos-dhcpv4-discover-states
clear ddos-protection protocols dhcpv4
clear-ddos-dhcpv4-discover-statistics
clear ddos-protection protocols dhcpv4
clear ddos-protection protocols dhcpv4
clear ddos-protection protocols dhcpv4
clear-ddos-dhcpv4-forcerenew-states
clear ddos-protection protocols dhcpv4

clear-ddos-dhcpv4-forcerenew-statistics

clear ddos-protection protocols dhcpv4
clear ddos-protection protocols dhcpv4
clear ddos-protection protocols dhcpv4
clear-ddos-dhcpv4-decline-states
clear-ddos-dhcpv4-decline-statistics
clear-ddos-dhcpv4-discover-states
clear-ddos-dhcpv4-discover-statistics
clear-ddos-dhcpv4-forcerenew-states

clear-ddos-dhcpv4-forcerenew-statistics

clear ddos-protection protocols dhcpv4
clear ddos-protection protocols dhcpv4
clear-ddos-dhcpv4-unclass-states

clear ddos-protection protocols dhcpv4
clear-ddos-dhcpv4-unclass-statistics
clear ddos-protection protocols dhcpv6é

ack statistics

aggregate
aggregate states

aggregate statistics

bad-packets
bad-packets states

bad-packets statistics

bootp
bootp states

bootp statistics
decline

decline culprit-flows
decline states

decline statistics

discover
discover states

discover statistics
force-renew

force-renew culprit-flows
force-renew states
force-renew statistics
inform

inform culprit-flows
inform states

unclassified culprit-flows
unclassified states

unclassified statistics
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clear ddos-protection protocols dhcpv6é
clear ddos-protection protocols dhcpv6é
clear ddos-protection protocols dhcpv6
clear-ddos-dhcpv6-advertise-states
clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-advertise-statistics
clear ddos-protection protocols dhcpv6é
clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-aggregate-states
clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-aggregate-statistics
clear ddos-protection protocols dhcpv6
clear ddos-protection protocols dhcpv6é
clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-confirm-states

clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-confirm-statistics
clear ddos-protection protocols dhcpv6
clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-decl ine-states

clear ddos-protection protocols dhcpv6
clear-ddos-dhcpv6-decline-statistics
clear ddos-protection protocols dhcpv6é
clear ddos-protection protocols dhcpv6
clear-ddos-dhcpv6-info-reg-states
clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-info-req-statistics
clear ddos-protection protocols dhcpv6é
clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-leasequery-states
clear ddos-protection protocols dhcpv6é

clear-ddos-dhcpv6-leasequery-statistics

clear ddos-protection
clear ddos-protection
clear ddos-protection
clear ddos-protection
clear ddos-protection
clear ddos-protection

protocols
protocols
protocols
protocols
protocols
protocols

dhcpv6
dhcpv6
dhcpv6

advertise
advertise
advertise

culprit-flows
states

advertise statistics
aggregate
aggregate states

aggregate statistics
confirm
confirm
confirm

culprit-flows
states
confirm statistics

decline

decline states

decline statistics

information-request
information-request states

information-request statistics

leasequery
leasequery states

leasequery statistics
leasequery-data

leasequery-data states
leasequery-data statistics

garp-reply
garp-reply aggregate
garp-reply aggregate
<clear-ddos-garp-reply-aggregate-flows>

clear ddos-protection protocols garp-reply aggregate

culprit-flows

states

<clear-ddos-garp-reply-aggregate-states>

clear ddos-protection protocols garp-reply aggregate

statistics

<clear-ddos-garp-reply-aggregate-statistics>
clear ddos-protection protocols garp-reply culprit-flows

<clear-ddos-garp-reply-flows>

clear ddos-protection protocols garp-reply states

<clear-ddos-garp-reply-states>

clear ddos-protection protocols garp-reply statistics

<clear-ddos-garp-reply-statistics>
clear ddos-protection protocols gre
clear ddos-protection protocols gre
<clear-ddos-gre-hbc-flows>
clear ddos-protection protocols
<clear-ddos-gre-hbc-states>
clear ddos-protection protocols
<clear-ddos-gre-hbc-statistics>
clear ddos-protection protocols
clear ddos-protection protocols
<clear-ddos-gre-punt-flows>
clear ddos-protection protocols
<clear-ddos-gre-punt-states>

gre

gre

gre
gre

gre

hbc
hbc culprit-flows

hbc states
hbc statistics

punt
punt culprit-flows

punt states
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clear ddos-protection protocols gre punt statistics
<clear-ddos-gre-punt-statistics>

clear ddos-protection protocols ipmc-reserved

clear ddos-protection protocols ipmc-reserved aggregate

clear ddos-protection protocols ipmc-reserved aggregate culprit-flows
<clear-ddos-ipmc-reserved-aggregate-flows>

clear ddos-protection protocols ipmc-reserved aggregate states
<clear-ddos-ipmc-reserved-aggregate-states>

clear ddos-protection protocols ipmc-reserved aggregate statistics
<clear-ddos-ipmc-reserved-aggregate-statistics>

clear ddos-protection protocols ipmc-reserved culprit-flows
<clear-ddos-ipmc-reserved-flows>

clear ddos-protection protocols ipmc-reserved states
<clear-ddos-ipmc-reserved-states>

clear ddos-protection protocols ipmc-reserved statistics
<clear-ddos-ipmc-reserved-statistics>

clear ddos-protection protocols ipmcast-miss

clear ddos-protection protocols ipmcast-miss aggregate

clear ddos-protection protocols ipmcast-miss aggregate culprit-flows
<clear-ddos-ipmcast-miss-aggregate-flows>

clear ddos-protection protocols ipmcast-miss aggregate states
<clear-ddos-ipmcast-miss-aggregate-states>

clear ddos-protection protocols ipmcast-miss aggregate statistics
<clear-ddos-ipmcast-miss-aggregate-statistics>

clear ddos-protection protocols ipmcast-miss culprit-flows
<clear-ddos-ipmcast-miss-flows>

clear ddos-protection protocols ipmcast-miss states
<clear-ddos-ipmcast-miss-states>

clear ddos-protection protocols ipmcast-miss statistics
<clear-ddos-ipmcast-miss-statistics>

clear ddos-protection protocols 13dest-miss

clear ddos-protection protocols 13dest-miss aggregate

clear ddos-protection protocols l3dest-miss aggregate culprit-flows
<clear-ddos-13dest-miss-aggregate-flows>

clear ddos-protection protocols I3dest-miss aggregate states
<clear-ddos-13dest-miss-aggregate-states>

clear ddos-protection protocols I3dest-miss aggregate statistics
<clear-ddos-13dest-miss-aggregate-statistics>

clear ddos-protection protocols I3dest-miss culprit-flows
<clear-ddos-13dest-miss-flows>

clear ddos-protection protocols I3dest-miss states
<clear-ddos-13dest-miss-states>

clear ddos-protection protocols 13dest-miss statistics
<clear-ddos-13dest-miss-statistics>

clear ddos-protection protocols I3mc-sgv-hit-icl

clear ddos-protection protocols I3mc-sgv-hit-icl aggregate

clear ddos-protection protocols I3mc-sgv-hit-icl aggregate culprit-flows
<clear-ddos-13mc-sgv-hit-icl-aggregate-flows>

clear ddos-protection protocols I3mc-sgv-hit-icl aggregate states
<clear-ddos-13mc-sgv-hit-icl-aggregate-states>

clear ddos-protection protocols I3mc-sgv-hit-icl aggregate statistics
<clear-ddos-13mc-sgv-hit-icl-aggregate-statistics>

clear ddos-protection protocols I3mc-sgv-hit-icl culprit-flowsclear
ddos-protection protocols 13mc-sgv-hit-icl culprit-flows
<clear-ddos-13mc-sgv-hit-icl-flows>

clear ddos-protection protocols I3mc-sgv-hit-icl states
<clear-ddos-13mc-sgv-hit-icl-states>

clear ddos-protection protocols I3mc-sgv-hit-icl statistics
<clear-ddos-13mc-sgv-hit-icl-statistics>

clear ddos-protection protocols I3mtu-fail

clear ddos-protection protocols I3mtu-fail aggregate
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clear ddos-protection protocols I3mtu-fail aggregate culprit-flows
<clear-ddos-13mtu-fail-aggregate-flows>

clear ddos-protection protocols I3mtu-fail aggregate states
<clear-ddos-13mtu-fail-aggregate-states>

clear ddos-protection protocols I3mtu-fail aggregate statistics
<clear-ddos-I13mtu-fail-aggregate-statistics>

clear ddos-protection protocols I3mtu-fail culprit-flows
<clear-ddos-13mtu-fail-flows>

clear ddos-protection protocols I3mtu-fail states
<clear-ddos-13mtu-fail-states>

clear ddos-protection protocols I3mtu-fail statistics
<clear-ddos-I13mtu-fail-statistics>

clear ddos-protection protocols 13nhop

clear ddos-protection protocols I3nhop aggregate

clear ddos-protection protocols 13nhop aggregate culprit-flows
<clear-ddos-13nhop-aggregate-flows>

clear ddos-protection protocols I3nhop aggregate states
<clear-ddos-13nhop-aggregate-states>

clear ddos-protection protocols I3nhop aggregate statistics
<clear-ddos-13nhop-aggregate-statistics>

clear ddos-protection protocols 13nhop culprit-flows
<clear-ddos-13nhop-flows>

clear ddos-protection protocols I3nhop states
<clear-ddos-13nhop-states>

clear ddos-protection protocols I3nhop statistics
<clear-ddos-13nhop-statistics>

clear ddos-protection protocols localnh

clear ddos-protection protocols localnh aggregate

clear ddos-protection protocols localnh aggregate culprit-flows
<clear-ddos-localnh-aggregate-flows>

clear ddos-protection protocols localnh aggregate states
<clear-ddos-localnh-aggregate-states>

clear ddos-protection protocols localnh aggregate statistics
<clear-ddos-localnh-aggregate-statistics>

clear ddos-protection protocols localnh culprit-flows
<clear-ddos-localnh-flows>

clear ddos-protection protocols localnh states
<clear-ddos-localnh-states>

clear ddos-protection protocols localnh statistics
<clear-ddos-localnh-statistics>
clear-ddos-dhcpv4-unclass-states
clear-ddos-dhcpv4-unclass-statistics
clear-ddos-dhcpv6-advertise-states
clear-ddos-dhcpv6-advertise-statistics
clear-ddos-dhcpv6-aggregate-states
clear-ddos-dhcpv6-aggregate-statistics
clear-ddos-dhcpv6-confirm-states
clear-ddos-dhcpv6-confirm-statistics
clear-ddos-dhcpv6-decline-states
clear-ddos-dhcpv6-decline-statistics
clear-ddos-dhcpv6-info-req-states
clear-ddos-dhcpv6-info-reg-statistics
clear-ddos-dhcpv6-leaseq-da-states
clear-ddos-dhcpv6-leasequery-states
clear-ddos-dhcpv6-leasequery-statistics

clear ddos-protection protocols dhcpv6 leasequery-done

clear ddos-protection protocols dhcpv6 leasequery-done states
clear-ddos-dhcpv6-leaseq-do-states

clear ddos-protection protocols dhcpv6é leasequery-done statistics
clear-ddos-dhcpv6-leaseq-do-statistics

clear ddos-protection protocols dhcpv6 leasequery-reply
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clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-leaseq-re-states
clear ddos-protection protocols dhcpv6
clear-ddos-dhcpv6-leaseq-re-statistics
clear ddos-protection protocols dhcpv6é
clear ddos-protection protocols dhcpv6
clear-ddos-dhcpv6-rebind-states

clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-rebind-statistics
clear ddos-protection protocols dhcpv6é
clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-reconfig-states
clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-reconfig-statistics
clear ddos-protection protocols dhcpv6
clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-relay-for-states
clear ddos-protection protocols dhcpv6
clear-ddos-dhcpv6-relay-for-statistics
clear ddos-protection protocols dhcpv6é
clear ddos-protection protocols dhcpv6
clear-ddos-dhcpv6-relay-rep-states
clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-relay-rep-statistics
clear ddos-protection protocols dhcpv6é
clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-release-states

clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-release-statistics
clear ddos-protection protocols dhcpv6
clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-renew-states

clear ddos-protection protocols dhcpv6
clear-ddos-dhcpv6-renew-statistics
clear ddos-protection protocols dhcpv6é
clear ddos-protection protocols dhcpv6
clear-ddos-dhcpv6-reply-states

clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-reply-statistics
clear ddos-protection protocols dhcpv6é
clear ddos-protection protocols dhcpv6é
clear ddos-protection protocols dhcpv6
clear-ddos-dhcpv6-request-states

clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-request-statistics
clear ddos-protection protocols dhcpv6é
clear ddos-protection protocols dhcpv6é
clear ddos-protection protocols dhcpv6
clear-ddos-dhcpv6-solicit-states

clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-solicit-statistics
clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-states

clear ddos-protection protocols dhcpv6
clear-ddos-dhcpv6-statistics

clear ddos-protection protocols dhcpv6é
clear ddos-protection protocols dhcpv6
clear ddos-protection protocols dhcpv6é
clear-ddos-dhcpv6-unclass-states

clear ddos-protection protocols dhcpv6
clear-ddos-dhcpv6-unclass-statistics

leasequery-reply states
leasequery-reply statistics

rebind
rebind states

rebind statistics

reconfigure
reconfigure states

reconfigure statistics

relay-forward
relay-forward states

relay-forward statistics

relay-reply
relay-reply states

relay-reply statistics

release
release states

release statistics

renew
renew states

renew statistics

reply
reply states

reply statistics
request

request culprit-flows
request states
request statistics
solicit

solicit culprit-flows
solicit states
solicit statistics
states

statistics
unclassified
unclassified culprit-flows

unclassified states

unclassified statistics

98

Copyright © 2018, Juniper Networks, Inc.



Chapter 4: Permissions Flags for User Access Privileges

diameter
diameter
diameter

clear ddos-protection
clear ddos-protection
clear ddos-protection
clear ddos-protection protocols diameter
clear ddos-protection protocols diameter
clear-ddos-dhcpv6-leaseq-da-statistics
clear-ddos-dhcpv6-leaseq-do-states
clear-ddos-dhcpv6-leaseq-do-statistics
clear-ddos-dhcpv6-leaseq-re-states
clear-ddos-dhcpv6-leaseq-re-statistics
clear-ddos-dhcpv6-rebind-states
clear-ddos-dhcpv6-rebind-statistics
clear-ddos-dhcpv6-reconfig-states
clear-ddos-dhcpv6-reconfig-statistics
clear-ddos-dhcpv6-relay-for-states
clear-ddos-dhcpv6-relay-for-statistics
clear-ddos-dhcpv6-relay-rep-states
clear-ddos-dhcpv6-relay-rep-statistics
clear-ddos-dhcpv6-release-states
clear-ddos-dhcpv6-release-statistics
clear-ddos-dhcpv6-renew-states
clear-ddos-dhcpv6-renew-statistics
clear-ddos-dhcpv6-reply-states
clear-ddos-dhcpv6-reply-statistics
clear-ddos-dhcpv6-request-states
clear-ddos-dhcpv6-request-statistics
clear-ddos-dhcpv6-solicit-states
clear-ddos-dhcpv6-solicit-statistics
clear-ddos-dhcpv6-states
clear-ddos-dhcpv6-statistics
clear-ddos-dhcpv6-unclass-states
clear-ddos-dhcpv6-unclass-statistics
clear-ddos-diameter-aggregate-states
clear ddos-protection protocols diameter aggregate statistics
clear-ddos-diameter-aggregate-statistics

clear ddos-protection protocols diameter states
clear-ddos-diameter-states
clear ddos-protection protocols
clear-ddos-diameter-statistics
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-dns-aggregate-states
clear ddos-protection protocols dns aggregate statistics
clear-ddos-dns-aggregate-statistics

clear ddos-protection protocols dns states
clear-ddos-dns-states

clear ddos-protection protocols
clear-ddos-dns-statistics

clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-dtcp-aggregate-states
clear ddos-protection protocols dtcp

protocols
protocols
protocols

aggregate

aggregate culprit-flows
aggregate states
aggregate statistics

diameter statistics

dns
dns aggregate
dns aggregate states

dns statistics

dtcp
dtcp
dtcp
dtcp

aggregate
aggregate
aggregate

culprit-flows
states

aggregate statistics

clear ddos-protection protocols dtcp
clear ddos-protection protocols dtcp
clear-ddos-dtcp-states

clear ddos-protection protocols dtcp
clear-ddos-dtcp-statistics

culprit-flows
states

statistics

clear ddos-protection protocols dynamic-vlan
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clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-dynvlan-aggregate-sta
clear ddos-protection protocols

dynamic-vlan
dynamic-vlan
dynamic-vlan
tes

dynamic-vlan

clear-ddos-dynvlan-aggregate-statistics

clear ddos-protection protocols
clear-ddos-dynvlan-states

clear ddos-protection protocols
clear-ddos-dynvlan-statistics
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-egpv6-aggregate-state
clear ddos-protection protocols
clear-ddos-egpv6-aggregate-stati
clear ddos-protection protocols
clear-ddos-egpv6-states

clear ddos-protection protocols
clear-ddos-egpv6-statistics
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-eoam-aggregate-states
clear ddos-protection protocols
clear-ddos-eoam-aggregate-statis
clear ddos-protection protocols
clear-ddos-eoam-states

clear ddos-protection protocols
clear-ddos-eoam-statistics

clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-esmc-aggregate-states
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-esmc-states

clear ddos-protection protocols
<clear-ddos-esmc-statistics>
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
<clear-ddos-eth-tcc-aggregate-fl
clear ddos-protection protocols
<clear-ddos-eth-tcc-aggregate-st
clear ddos-protection protocols
<clear-ddos-eth-tcc-aggregate-st
clear ddos-protection protocols
<clear-ddos-eth-tcc-flows>

clear ddos-protection protocols
<clear-ddos-eth-tcc-states>
clear ddos-protection protocols
<clear-ddos-eth-tcc-statistics>
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
<clear-ddos-exception-aggregate-

dynamic-vlan
dynamic-vlan

egpv6

aggregate

aggregate culprit-flows
aggregate states
aggregate statistics

states

statistics

egpv6 aggregate
egpv6 aggregate culprit-flows
egpv6 aggregate states

S

egpv6 aggregate statistics

stics
egpv6 states

egpv6 statistics

eoam

eoam aggregate
eoam aggregate culprit-flows
eoam aggregate states

eoam aggregate statistics

tics
eoam states

eoam statistics

esmc

esmc aggregate
esmc aggregate culprit-flows
esmc aggregate states

esmc aggregate statistics

esmc culprit-

esmc states

flows

esmc statistics

ethernet-tcc
ethernet-tcc
ethernet-tcc
ows>
ethernet-tcc
ates>
ethernet-tcc
atistics>
ethernet-tcc

ethernet-tcc
ethernet-tcc

exceptions

aggregate
aggregate culprit-flows

aggregate states
aggregate statistics
culprit-flows

states

statistics

exceptions aggregate
exceptions aggregate culprit-flows

flows>
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clear ddos-protection protocols exceptions aggregate states
<clear-ddos-exception-aggregate-states>

clear ddos-protection protocols exceptions aggregate statistics
<clear-ddos-exception-aggregate-statistics>

clear ddos-protection protocols exceptions culprit-flows
<clear-ddos-exception-flows>

clear ddos-protection protocols exceptions mcast-rpf-err

clear ddos-protection protocols exceptions mcast-rpf-err culprit-flows
<clear-ddos-exception-mcast-rpf-flows>

clear ddos-protection protocols exceptions mcast-rpf-err states
<clear-ddos-exception-mcast-rpf-states>

clear ddos-protection protocols exceptions mcast-rpf-err statistics
<clear-ddos-exception-mcast-rpf-statistics>

clear ddos-protection protocols exceptions mtu-exceeded

clear ddos-protection protocols exceptions mtu-exceeded culprit-flows
<clear-ddos-exception-mtu-exceed-flows>

clear ddos-protection protocols exceptions mtu-exceeded states
<clear-ddos-exception-mtu-exceed-states>

clear ddos-protection protocols exceptions mtu-exceeded statistics
<clear-ddos-exception-mtu-exceed-statistics>

clear ddos-protection protocols exceptions states
<clear-ddos-exception-states>

clear ddos-protection protocols exceptions statistics
<clear-ddos-exception-statistics>

clear ddos-protection protocols exceptions unclassified

clear ddos-protection protocols exceptions unclassified culprit-flows
<clear-ddos-exception-unclass-flows>

clear ddos-protection protocols exceptions unclassified states
<clear-ddos-exception-unclass-states>

clear ddos-protection protocols exceptions unclassified statistics
<clear-ddos-exception-unclass-statistics>

clear ddos-protection protocols fab-probe

clear ddos-protection protocols fab-probe aggregate

clear ddos-protection protocols fab-probe aggregate states

clear ddos-protection protocols fab-probe aggregate statistics
<clear-ddos-fab-probe-aggregate-statistics>

clear ddos-protection protocols martian-address

clear ddos-protection protocols martian-address aggregate

clear ddos-protection protocols martian-address aggregate culprit-flows
<clear-ddos-martian-address-aggregate-flows>

clear ddos-protection protocols martian-address aggregate states
<clear-ddos-martian-address-aggregate-states>

clear ddos-protection protocols martian-address aggregate statistics
<clear-ddos-martian-address-aggregate-statistics>

clear ddos-protection protocols martian-address culprit-flows
<clear-ddos-martian-address-flows>

clear ddos-protection protocols martian-address states
<clear-ddos-martian-address-states>

clear ddos-protection protocols martian-address statistics
<clear-ddos-martian-address-statistics>
clear-ddos-diameter-statistics

clear-ddos-dns-aggregate-states
clear-ddos-dns-aggregate-statistics

clear-ddos-dns-states

clear-ddos-dns-statistics

clear-ddos-dtcp-aggregate-states
clear-ddos-dtcp-aggregate-statistics

clear-ddos-dtcp-states

clear-ddos-dtcp-statistics

clear-ddos-dynvlan-aggregate-states
clear-ddos-dynvlan-aggregate-statistics
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clear-ddos-dynvlan-states

clear-ddos-dynvlan-statistics
clear-ddos-egpv6-aggregate-states
clear-ddos-egpv6-aggregate-statistics

clear-ddos-egpv6-states

clear-ddos-egpv6-statistics

clear-ddos-eoam-aggregate-states
clear-ddos-eoam-aggregate-statistics

clear-ddos-eoam-states

clear-ddos-eoam-statistics

clear-ddos-esmc-aggregate-states
clear-ddos-esmc-aggregate-statistics

clear-ddos-esmc-states

clear ddos-protection protocols fab-probe states
<clear-ddos-fab-probe-states>

clear ddos-protection protocols fab-probe statistics
<clear-ddos-fab-probe-statistics>

clear-ddos-esmc-statistics

clear ddos-protection protocols firewall-host

clear ddos-protection protocols firewall-host aggregate

clear ddos-protection protocols firewall-host aggregate culprit-flows
clear ddos-protection protocols firewall-host aggregate states
clear-ddos-fw-host-aggregate-states

clear ddos-protection protocols firewall-host aggregate statistics
clear ddos-protection protocols firewall-host states

clear ddos-protection protocols firewall-host statistics
clear-ddos-esmc-statistics

clear-ddos-fw-host-aggregate-states
clear-ddos-fw-host-aggregate-statistics
<clear-ddos-fw-host-statistics>

clear-ddos-fw-host-states

clear ddos-protection protocols frame-relay

clear ddos-protection protocols frame-relay aggregate

clear ddos-protection protocols frame-relay aggregate culprit-flows
clear ddos-protection protocols frame-relay aggregate states
clear ddos-protection protocols frame-relay aggregate statistics
clear ddos-protection protocols frame-relay culprit-flows
clear ddos-protection protocols frame-relay frfil5

clear ddos-protection protocols frame-relay frfl5 culprit-flows
clear ddos-protection protocols frame-relay frfl5 states

clear ddos-protection protocols frame-relay frfl5 statistics
clear ddos-protection protocols frame-relay frfl6

clear ddos-protection protocols frame-relay frfl6 culprit-flows
clear ddos-protection protocols frame-relay frfl6 states

clear ddos-protection protocols frame-relay frfl6 statistics
clear ddos-protection protocols frame-relay states

clear ddos-protection protocols frame-relay statistics

clear ddos-protection protocols ftp

clear ddos-protection protocols ftp aggregate

clear ddos-protection protocols ftp aggregate culprit-flows
clear ddos-protection protocols ftp aggregate states
clear-ddos-ftp-aggregate-states

clear ddos-protection protocols ftp aggregate statistics
clear-ddos-ftp-aggregate-statistics

clear ddos-protection protocols ftp states
clear-ddos-ftp-states

clear ddos-protection protocols ftp statistics
clear-ddos-ftp-statistics

clear ddos-protection protocols ftpv6

clear ddos-protection protocols ftpv6 aggregate

clear ddos-protection protocols ftpv6 aggregate culprit-flows
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clear ddos-protection protocols ftpv6 aggregate states
clear-ddos-ftpv6-aggregate-states

clear ddos-protection protocols ftpv6 aggregate statistics
clear-ddos-ftpv6-aggregate-statistics

clear ddos-protection protocols ftpv6 states
clear-ddos-ftpv6-states

clear ddos-protection protocols ftpv6 statistics
clear-ddos-ftpv6-statistics

clear ddos-protection protocols gre

clear ddos-protection protocols gre aggregate

clear ddos-protection protocols gre aggregate culprit-flow
clear ddos-protection protocols gre aggregate states
clear ddos-protection protocols gre culprit-flows
clear-ddos-ftp-statistics
clear-ddos-ftpv6-aggregate-states
clear-ddos-ftpv6-aggregate-statistics
clear-ddos-ftpv6-states

clear-ddos-ftpv6-statistics
clear-ddos-gre-aggregate-states

clear ddos-protection protocols gre aggregate statistics
clear-ddos-gre-aggregate-statistics

clear ddos-protection protocols gre states
clear-ddos-gre-states

clear ddos-protection protocols gre statistics
clear-ddos-gre-statistics

clear ddos-protection protocols icmp

clear ddos-protection protocols icmp aggregate

clear ddos-protection protocols icmp aggregate states
clear-ddos-icmp-aggregate-states

clear ddos-protection protocols icmp aggregate statistics
clear-ddos-icmp-aggregate-statistics

clear ddos-protection protocols icmp states
clear-ddos-icmp-states

clear ddos-protection protocols icmp statistics
clear-ddos-icmp-statistics

clear ddos-protection protocols icmpv6

clear ddos-protection protocols icmpv6 aggregate

clear ddos-protection protocols icmpv6 aggregate culprit-flows
clear ddos-protection protocols icmpv6 aggregate states
<clear-ddos-icmpv6-aggregate-states>

clear ddos-protection protocols icmpv6 aggregate statistics
<clear-ddos-icmp-aggregate-statistics>
<clear-ddos-icmpv6-aggregate-statistics>

clear ddos-protection protocols icmpv6 states
<clear-ddos-icmpv6-states>

clear ddos-protection protocols icmpv6 statistics
<clear-ddos-icmpv6-statistics>

clear ddos-protection protocols igmp

clear ddos-protection protocols igmp aggregate

clear ddos-protection protocols igmp aggregate culprit-flows
clear ddos-protection protocols igmp aggregate states
clear-ddos-igmp-aggregate-states

clear ddos-protection protocols igmp aggregate statistics
clear-ddos-igmp-aggregate-statistics

clear ddos-protection protocols igmp states
clear-ddos-igmp-states

clear ddos-protection protocols igmp statistics
clear-ddos-igmp-statistics

clear ddos-protection protocols igmp-snoop

clear ddos-protection protocols igmp-snoop aggregate
clear ddos-protection protocols igmp-snoop aggregate states
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clear-ddos-igmp-snoop-aggregate-states

clear ddos-protection protocols igmp-snoop aggregate statistics
clear-ddos-igmp-snoop-aggregate-statistics

clear ddos-protection protocols igmp-snoop states
clear-ddos-igmp-snoop-states

clear ddos-protection protocols igmp-snoop statistics
clear-ddos-igmp-snoop-statistics

clear ddos-protection protocols igmpv4ve

clear ddos-protection protocols igmpv4v6 aggregate

clear ddos-protection protocols igmpv4v6 aggregate states
clear-ddos-igmpv4v6-aggregate-states

clear ddos-protection protocols igmpv4v6 aggregate statistics
clear ddos-protection protocols igmpv4vé culprit-flows

clear ddos-protection protocols igmpv4v6 states
clear-ddos-igmpv4v6-states

clear ddos-protection protocols igmpv4v6 statistics
clear-ddos-igmpv4v6-statistics

clear ddos-protection protocols igmpv6

clear ddos-protection protocols igmpv6 aggregate

clear ddos-protection protocols igmpv6 aggregate culprit-flows
clear ddos-protection protocols igmpv6 aggregate states

clear ddos-protection protocols igmpv6 aggregate statistics
clear ddos-protection protocols igmpv6 states

clear ddos-protection protocols igmpv6 statistics
<clear-ddos-igmpv6-statistics>clear-ddos-igmp-snoop-states
clear-ddos-igmp-snoop-statistics

clear-ddos-igmp-statistics
clear-ddos-igmpv4v6-aggregate-states
clear-ddos-igmpv4v6-aggregate-statistics
clear-ddos-igmpv4v6-states

clear-ddos-igmpv4v6-statistics
clear-ddos-igmpv6-aggregate-states

clear ddos-protection protocols igmpv6 aggregate statistics
clear-ddos-igmpv6-aggregate-statistics

clear ddos-protection protocols igmpv6 states
clear-ddos-igmpv6-states

clear ddos-protection protocols inline-ka

clear ddos-protection protocols inline-ka aggregate

clear ddos-protection protocols inline-ka aggregate culprit-flows
clear ddos-protection protocols inline-ka aggregate states
clear ddos-protection protocols inline-ka aggregate statistics
clear ddos-protection protocols inline-ka culprit-flows

clear ddos-protection protocols inline-ka states

clear ddos-protection protocols inline-ka statistics

clear ddos-protection protocols inline-svcs

clear ddos-protection protocols inline-svcs aggregate

clear ddos-protection protocols inline-svcs aggregate culprit-flows
clear ddos-protection protocols inline-svcs aggregate states
clear ddos-protection protocols inline-svcs aggregate statistics
clear ddos-protection protocols inline-svcs culprit-flows
clear ddos-protection protocols inline-svcs states

clear ddos-protection protocols inline-svcs statistics

clear ddos-protection protocols ip-fragments

clear ddos-protection protocols ip-fragments aggregate

clear ddos-protection protocols ip-fragments aggregate states
clear-ddos-ip-frag-aggregate-states

clear ddos-protection protocols ip-fragments aggregate statistics
clear ddos-protection protocols ip-fragments culprit-flows
clear ddos-protection protocols ip-fragments first-fragment
clear ddos-protection protocols ip-fragments first-fragment states
clear-ddos-ip-frag-first-frag-states
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clear ddos-protection protocols ip-fragments
clear-ddos-ip-frag-first-frag-statistics
clear ddos-protection protocols ip-fragments
clear-ddos-ip-frag-states

clear ddos-protection protocols ip-fragments
clear-ddos-ip-frag-statistics

clear ddos-protection protocols ip-fragments
clear ddos-protection protocols ip-fragments
clear ddos-protection protocols ip-fragments
clear-ddos-ip-frag-trail-frag-states

clear ddos-protection protocols ip-fragments
clear-ddos-ip-frag-trail-frag-statistics
clear ddos-protection protocols ip-options

Ffirst-fragment statistics
states

statistics

trail-fragment
trail-fragment culprit-flows

trail-fragment states

trail-fragment statistics

clear ddos-protection protocols ip-options aggregate
clear ddos-protection protocols ip-options aggregate states

clear-ddos-ip-opt-aggregate-states

clear ddos-protection protocols ip-options aggregate statistics

clear-ddos-ip-opt-aggregate-statistics

clear ddos-protection protocols ip-options non-v4v6é
clear ddos-protection protocols ip-options non-v4v6 states

<clear-ddos-ip-opt-non-v4v6-states>
clear-ddos-ip-frag-aggregate-states
clear-ddos-ip-frag-aggregate-statistics
clear-ddos-ip-frag-first-frag-states
clear-ddos-ip-frag-first-frag-statistics
clear-ddos-ip-frag-states
clear-ddos-ip-frag-statistics
clear-ddos-ip-frag-trail-frag-states
clear-ddos-ip-frag-trail-frag-statistics
clear-ddos-ip-opt-aggregate-states
clear-ddos-ip-opt-aggregate-statistics

clear ddos-protection protocols ip-options non-v4v6 statistics

<clear-ddos-ip-opt-non-v4v6-statistics>

clear ddos-protection protocols ip-options router-alert
clear ddos-protection protocols ip-options router-alert culprit-flows
clear ddos-protection protocols ip-options router-alert states

clear-ddos-ip-opt-rt-alert-states

clear ddos-protection protocols ip-options router-alert statistics

clear-ddos-ip-opt-rt-alert-statistics

clear ddos-protection protocols ip-options states

clear-ddos-ip-opt-states

clear ddos-protection protocols ip-options statistics

clear-ddos-ip-opt-statistics

clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols

ip-
ip-
ip-
ip-
clear-ddos-ip-opt-unclass-statistics

options unclassified

options unclassified culprit-flows
options unclassified states
options unclassified statistics

clear ddos-protection protocols ipv4-unclassified
clear ddos-protection protocols ipv4-unclassified aggregate
clear ddos-protection protocols ipv4-unclassified aggregate states

clear-ddos-ipv4-uncls-aggregate-states

clear ddos-protection protocols ipv4-unclassified aggregate statistics

clear-ddos-ipv4-uncls-aggregate-statistics

clear ddos-protection protocols ipv4-unclassified states

clear-ddos-ipv4-uncls-states

clear ddos-protection protocols ipv4-unclassified statistics

clear-ddos-ipv4-uncls-statistics

clear ddos-protection protocols ipv6-unclassified
clear ddos-protection protocols ipv6-unclassified aggregate
clear ddos-protection protocols ipv6-unclassified aggregate states
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clear-ddos-ipv6-uncls-aggregate-states

clear ddos-protection protocols ipv6-unclassified aggregate statistics
clear-ddos-ipv6-uncls-aggregate-statistics

clear ddos-protection protocols ipv6-unclassified states
clear-ddos-ipv6-uncls-states

clear ddos-protection protocols ipv6-unclassified statistics
clear-ddos-ipv6-uncls-statistics

clear ddos-protection protocols isis

clear ddos-protection protocols isis aggregate

clear ddos-protection protocols isis aggregate culprit-flows
clear ddos-protection protocols isis aggregate states
clear-ddos-ip-opt-rt-alert-states
clear-ddos-ip-opt-rt-alert-statistics
clear-ddos-ip-opt-states

clear-ddos-ip-opt-statistics
clear-ddos-ip-opt-unclass-states
clear-ddos-ip-opt-unclass-statistics
clear-ddos-ipv4-uncls-aggregate-states
clear-ddos-isis-aggregate-states

clear ddos-protection protocols isis aggregate statistics
<clear-ddos-isis-aggregate-statistics>

clear ddos-protection protocols isis culprit-flows

clear ddos-protection protocols isis states
clear-ddos-isis-states

clear ddos-protection protocols isis statistics
clear-ddos-isis-statistics

clear ddos-protection protocols iso-tcc

clear ddos-protection protocols iso-tcc aggregate

clear ddos-protection protocols iso-tcc aggregate culprit-flows
<clear-ddos-iso-tcc-aggregate-flows>

clear ddos-protection protocols iso-tcc aggregate states
<clear-ddos-iso-tcc-aggregate-states>

clear ddos-protection protocols iso-tcc aggregate statistics
<clear-ddos-iso-tcc-aggregate-statistics>

clear ddos-protection protocols iso-tcc culprit-flows
<clear-ddos-iso-tcc-flows>

clear ddos-protection protocols iso-tcc states
<clear-ddos-iso-tcc-states>

clear ddos-protection protocols iso-tcc statistics
<clear-ddos-iso-tcc-statistics>

clear ddos-protection protocols jfm

clear ddos-protection protocols jfm aggregate

clear ddos-protection protocols jfm aggregate culprit-flows
clear ddos-protection protocols jfm aggregate states
clear-ddos-jfm-aggregate-states

clear ddos-protection protocols jfm aggregate statistics
clear-ddos-jfm-aggregate-statistics

clear ddos-protection protocols jfm states
clear-ddos-jfm-states

clear ddos-protection protocols jfm statistics
<clear-ddos-jfm-statistics>

clear ddos-protection protocols keepalive

clear ddos-protection protocols keepalive aggregate

clear ddos-protection protocols keepalive aggregate culprit-flows
clear ddos-protection protocols keepalive aggregate states
clear ddos-protection protocols keepalive aggregate statistics
clear ddos-protection protocols keepalive culprit-flows
clear ddos-protection protocols keepalive states

clear ddos-protection protocols keepalive statistics

clear ddos-protection protocols 12pt

clear ddos-protection protocols I2pt aggregate
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clear ddos-protection protocols I2pt aggregate states
clear ddos-protection protocols I2pt aggregate statistics
clear ddos-protection protocols 12pt culprit-flows

clear ddos-protection protocols I2pt states

clear ddos-protection protocols I2pt statistics

clear ddos-protection protocols 12tp

clear ddos-protection protocols 12tp aggregate

clear ddos-protection protocols I12tp aggregate culprit-flows
clear ddos-protection protocols 12tp aggregate states
clear-ddos-12tp-aggregate-states

clear ddos-protection protocols 12tp aggregate statistics
clear-ddos-12tp-aggregate-statistics

clear ddos-protection protocols I12tp states
clear-ddos-12tp-states

clear ddos-protection protocols I12tp statistics
clear-ddos-12tp-statistics

clear ddos-protection protocols lacp

clear ddos-protection protocols lacp aggregate

clear ddos-protection protocols lacp aggregate culprit-flows
clear ddos-protection protocols lacp aggregate states
clear-ddos-lacp-aggregate-states

clear ddos-protection protocols lacp aggregate statistics
clear-ddos-lacp-aggregate-statistics

clear ddos-protection protocols lacp states
clear-ddos-lacp-states

clear ddos-protection protocols lacp statistics
clear-ddos-lacp-statistics

clear ddos-protection protocols lIdp

clear ddos-protection protocols ldp aggregate

clear ddos-protection protocols ldp aggregate culprit-flows
clear ddos-protection protocols ldp aggregate states
clear-ddos-isis-states

clear-ddos-isis-statistics
clear-ddos-jfm-aggregate-states
clear-ddos-jfm-aggregate-statistics

clear-ddos-jfm-states

clear-ddos-12tp-aggregate-states
clear-ddos-12tp-aggregate-statistics
clear-ddos-12tp-states

clear-ddos-12tp-statistics
clear-ddos-lacp-aggregate-states
clear-ddos-lacp-aggregate-statistics
clear-ddos-lacp-states

clear-ddos-lacp-statistics
clear-ddos-ldp-aggregate-states

clear ddos-protection protocols ldp aggregate statistics
clear ddos-protection protocols ldp aggregate statistics
clear ddos-protection protocols ldp culprit-flows

clear ddos-protection protocols Idp culprit-flows

clear ddos-protection protocols Ildp states

clear ddos-protection protocols ldp states

clear ddos-protection protocols ldp statistics

clear ddos-protection protocols ldp statistics
clear-ddos-ldp-statistics

clear ddos-protection protocols ldpv6

clear ddos-protection protocols ldpv6

clear ddos-protection protocols ldpv6 aggregate

clear ddos-protection protocols ldpv6 aggregate

clear ddos-protection protocols ldpv6 aggregate culprit-flows
clear ddos-protection protocols ldpv6é aggregate culprit-flows
clear ddos-protection protocols ldpv6 aggregate states
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clear ddos-protection protocols ldpv6 aggregate states
clear ddos-protection protocols ldpv6 aggregate statistics
clear ddos-protection protocols ldpv6 aggregate statistics
clear-ddos-1ldpv6-aggregate-statistics

clear ddos-protection protocols ldpv6 states

clear ddos-protection protocols ldpv6 states

clear ddos-protection protocols ldpv6 statistics

clear ddos-protection protocols ldpv6 statistics

clear ddos-protection protocols Ildp

clear ddos-protection protocols I1ldp

clear ddos-protection protocols Ildp aggregate

clear ddos-protection protocols Ildp aggregate

clear ddos-protection protocols Ildp aggregate culprit-flows
clear ddos-protection protocols Ildp aggregate culprit-flows
clear ddos-protection protocols Ildp aggregate states

clear ddos-protection protocols Ildp aggregate states

clear ddos-protection protocols Ildp aggregate statistics
clear ddos-protection protocols Ildp aggregate statistics
clear ddos-protection protocols Ildp states

clear ddos-protection protocols Ildp states
clear-ddos-1ldp-states

clear ddos-protection protocols Ildp statistics

clear ddos-protection protocols Ildp statistics

clear ddos-protection protocols Imp

clear ddos-protection protocols Imp

clear ddos-protection protocols Imp aggregate

clear ddos-protection protocols Imp aggregate

clear ddos-protection protocols Imp aggregate culprit-flows
clear ddos-protection protocols Imp aggregate culprit-flows
clear ddos-protection protocols Imp aggregate states

clear ddos-protection protocols Imp aggregate states

clear ddos-protection protocols Imp aggregate statistics
clear ddos-protection protocols Imp aggregate statistics
clear ddos-protection protocols Imp states

clear ddos-protection protocols Imp states

clear ddos-protection protocols Imp statistics

clear ddos-protection protocols Imp statistics

clear ddos-protection protocols Impv6

clear ddos-protection protocols Impv6é

clear ddos-protection protocols Impv6 aggregate

clear ddos-protection protocols Impv6 aggregate

clear ddos-protection protocols Impv6é aggregate culprit-flows
clear ddos-protection protocols Impv6 aggregate culprit-flows
clear ddos-protection protocols Impv6 aggregate states
clear ddos-protection protocols Impv6 aggregate states
clear ddos-protection protocols Impv6 aggregate statistics
clear ddos-protection protocols Impv6 aggregate statistics
clear ddos-protection protocols Impv6é culprit-flows

clear ddos-protection protocols Impv6 states
clear-ddos-Impv6-states

clear ddos-protection protocols Impv6 statistics
clear-ddos-Impv6-statistics

clear ddos-protection protocols mac-host

clear ddos-protection protocols mac-host aggregate

clear ddos-protection protocols mac-host aggregate culprit-flows
clear ddos-protection protocols mac-host aggregate states
clear-ddos-mac-host-aggregate-states

clear ddos-protection protocols mac-host aggregate statistics
clear-ddos-mac-host-aggregate-statistics

clear ddos-protection protocols mac-host states
clear-ddos-mac-host-states
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clear
clear
clear
clear
clear
clear
clear

ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
clear ddos-protection protocols
clear ddos-protection protocols
<clear-ddos-mcast-snoop-igmp-flows>

protocols
protocols
protocols
protocols
protocols
protocols
protocols

mac

clear ddos-protection protocols mcast-snoop

-host statistics
mcast-snoop
mcast-snoop
mcast-snoop
mcast-snoop
mcast-snoop
mcast-snoop
mcast-snoop
mcast-snoop

aggregate
aggregate
aggregate states
aggregate statistics
culprit-flows

igmp

igmp culprit-flows

culprit-flows

igmp states

<clear-ddos-mcast-snoop-igmp-states>

clear ddos-protection protocols mcast-snoop

igmp statistics

<clear-ddos-mcast-snoop-igmp-statistics>

clear ddos-protection protocols mcast-snoop
clear ddos-protection protocols mcast-snoop

<clear-ddos-mcast-snoop-mld-flows>

clear ddos-protection protocols mcast-snoop

<clear-ddos-mcast-snoop-mld-states>

clear ddos-protection protocols mcast-snoop

<clear-ddos-mcast-snoop-mld-statist
clear ddos-protection protocols mld
clear ddos-protection protocols mild
clear ddos-protection protocols mld
<clear-ddos-mld-aggregate-flows>

clear ddos-protection protocols mild
<clear-ddos-mld-aggregate-states>

clear ddos-protection protocols mld

mld
mld culprit-flows

mld states

mld statistics
ics>

aggregate
aggregate culprit-flows

aggregate states

aggregate statistics

<clear-ddos-mld-aggregate-statistics>

clear ddos-protection protocols mld
<clear-ddos-mld-flows>

clear ddos-protection protocols
<clear-ddos-mld-states>

clear ddos-protection protocols
<clear-ddos-mld-statistics>
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
<clear-ddos-mlp-add-flows>
clear ddos-protection protocols
<clear-ddos-mlp-add-states>
clear ddos-protection protocols
<clear-ddos-mlp-add-statistics>
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-mlp-aggregate-states
clear ddos-protection protocols mlp
clear-ddos-mlp-aggregate-statistics
clear ddos-protection protocols mip
clear ddos-protection protocols mlp
clear ddos-protection protocols mlp
clear-ddos-mlp-aging-exc-states
clear ddos-protection protocols mlp
clear-ddos-mlp-aging-exc-statistics
clear ddos-protection protocols mlp
clear ddos-protection protocols mlp
clear-ddos-mlp-packets-states

clear ddos-protection protocols mlp
clear-ddos-mlp-packets-statistics
clear ddos-protection protocols mlp

mld
mld
mlp
mlp
mlp
mlp
mlp
mlp

mlp
mlp

culprit-flows

states

statistics

add

add culprit-flows

add states

add statistics
aggregate

aggregate culprit-flows
aggregate states

aggregate statistics

aging-exception

aging-exception
aging-exception

aging-exception

packets
packets states

culprit-flows
states

statistics

packets statistics

macpin-exception
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clear ddos-protection protocols mlp macpin-exception culprit-flows
<clear-ddos-mlp-mac-pinning-flows>

clear ddos-protection protocols mlp macpin-exception states
<clear-ddos-mlp-mac-pinning-states>

clear ddos-protection protocols mlp macpin-exception statistics
<clear-ddos-mlp-mac-pinning-statistics>

clear ddos-protection protocols mlp states
clear-ddos-mlp-states

clear ddos-protection protocols mlp statistics
clear-ddos-mlp-statistics

clear ddos-protection protocols mlp unclassified

clear ddos-protection protocols mlp unclassified states
clear-ddos-mlp-unclass-states

clear ddos-protection protocols mlp unclassified statistics
clear-ddos-mlp-unclass-statistics

clear ddos-protection protocols msdp

clear ddos-protection protocols msdp aggregate

clear ddos-protection protocols msdp aggregate states
clear-ddos-msdp-aggregate-states

clear ddos-protection protocols msdp aggregate statistics
clear ddos-protection protocols msdp culprit-flows

clear ddos-protection protocols msdp states
clear-ddos-msdp-states

clear ddos-protection protocols msdp statistics
clear-ddos-msdp-statistics

clear ddos-protection protocols msdpv6

clear ddos-protection protocols msdpv6 aggregate

clear ddos-protection protocols msdpv6 aggregate culprit-flows
clear ddos-protection protocols msdpv6 aggregate states
clear-ddos-msdpv6-aggregate-states

clear ddos-protection protocols msdpv6 aggregate statistics
clear-ddos-msdpv6-aggregate-statistics

clear ddos-protection protocols msdpv6 states
clear-ddos-msdpv6-states

clear ddos-protection protocols msdpv6 statistics
clear-ddos-msdpv6-statistics

clear ddos-protection protocols multicast-copy

clear ddos-protection protocols multicast-copy aggregate
clear ddos-protection protocols multicast-copy aggregate states
clear-ddos-mcast-copy-aggregate-states

clear ddos-protection protocols multicast-copy aggregate statistics
clear-ddos-mcast-copy-aggregate-statistics

clear ddos-protection protocols multicast-copy states
clear-ddos-mcast-copy-states

clear ddos-protection protocols multicast-copy statistics
clear-ddos-mcast-copy-statistics

clear ddos-protection protocols mvrp

clear ddos-protection protocols mvrp aggregate

clear ddos-protection protocols mvrp aggregate states
clear-ddos-mvrp-aggregate-states

clear ddos-protection protocols mvrp aggregate statistics
clear ddos-protection protocols mvrp culprit-flows

clear ddos-protection protocols mvrp states
clear-ddos-mvrp-states

clear ddos-protection protocols mvrp statistics
clear-ddos-mvrp-statistics

clear ddos-protection protocols ndpv6

clear ddos-protection protocols ndpv6 aggregate

clear ddos-protection protocols ndpv6 aggregate states
clear ddos-protection protocols ndpv6 aggregate statistics
clear ddos-protection protocols ndpv6 neighbor-advertisement
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clear ddos-protection protocols ndpv6 neighbor-advertisement culprit-flows
<clear-ddos-ndpv6-neighb-adv-flows>

clear ddos-protection protocols ndpv6 neighbor-advertisement states
<clear-ddos-ndpv6-neighb-adv-states>

clear ddos-protection protocols ndpv6 neighbor-advertisement statistics
<clear-ddos-ndpv6-neighb-adv-statistics>

clear ddos-protection protocols ndpv6 neighbor-solicitation

clear ddos-protection protocols ndpv6 neighbor-solicitation culprit-flows
<clear-ddos-ndpv6-neighb-sol-flows>

clear ddos-protection protocols ndpv6 neighbor-solicitation states
<clear-ddos-ndpv6-neighb-sol-states>

clear ddos-protection protocols ndpv6é neighbor-solicitation statistics
<clear-ddos-ndpv6-neighb-sol-statistics>

clear ddos-protection protocols ndpv6 redirect

clear ddos-protection protocols ndpv6 redirect culprit-flows
<clear-ddos-ndpv6-redirect-flows>

clear ddos-protection protocols ndpv6 redirect states
<clear-ddos-ndpv6-redirect-states>

clear ddos-protection protocols ndpv6 redirect statistics
<clear-ddos-ndpv6-redirect-statistics>

clear ddos-protection protocols ndpv6 router-advertisement

clear ddos-protection protocols ndpv6 router-advertisement culprit-flows
<clear-ddos-ndpv6-router-adv-flows>

clear ddos-protection protocols ndpv6 router-advertisement states
<clear-ddos-ndpv6-router-adv-states>

clear ddos-protection protocols ndpv6 router-advertisement statistics
<clear-ddos-ndpv6-router-adv-statistics>

clear ddos-protection protocols ndpv6 router-solicitation

clear ddos-protection protocols ndpv6 router-solicitation culprit-flows
<clear-ddos-ndpv6-router-sol-flows>

clear ddos-protection protocols ndpv6 router-solicitation states
<clear-ddos-ndpv6-router-sol-states>

clear ddos-protection protocols ndpv6é router-solicitation statistics
<clear-ddos-ndpv6-router-sol-statistics>

clear ddos-protection protocols ndpv6 states

clear ddos-protection protocols ndpv6 statistics

clear ddos-protection protocols nonucast-switch

clear ddos-protection protocols nonucast-switch aggregate

clear ddos-protection protocols nonucast-switch aggregate culprit-flows
<clear-ddos-nonucast-switch-aggregate-flows>

clear ddos-protection protocols nonucast-switch aggregate states
<clear-ddos-nonucast-switch-aggregate-states>

clear ddos-protection protocols nonucast-switch aggregate statistics
<clear-ddos-nonucast-switch-aggregate-statistics>

clear ddos-protection protocols nonucast-switch culprit-flows
<clear-ddos-nonucast-switch-flows>

clear ddos-protection protocols nonucast-switch states
<clear-ddos-nonucast-switch-states>

clear ddos-protection protocols nonucast-switch statistics
<clear-ddos-nonucast-switch-statistics>

clear ddos-protection protocols ntp aggregate

clear ddos-protection protocols ntp aggregate states
clear-ddos-ntp-aggregate-states

clear ddos-protection protocols ntp aggregate statistics

clear ddos-protection protocols ntp culprit-flows

clear ddos-protection protocols ntp states

clear-ddos-ntp-states

clear ddos-protection protocols ntp statistics
clear-ddos-ntp-statistics

clear ddos-protection protocols oam-cfm

clear ddos-protection protocols oam-cfm aggregate
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clear ddos-protection protocols oam-cfm aggregate culprit-flows
<clear-ddos-oam-cfm-aggregate-flows>

clear ddos-protection protocols oam-cfm aggregate states
<clear-ddos-oam-cfm-aggregate-states>

clear ddos-protection protocols oam-cfm aggregate statistics
<clear-ddos-oam-cfm-aggregate-statistics>

clear ddos-protection protocols oam-cfm culprit-flows
<clear-ddos-oam-cfm-flows>

clear ddos-protection protocols oam-cfm states
<clear-ddos-oam-cfm-states>

clear ddos-protection protocols oam-cfm statistics
<clear-ddos-oam-cfm-statistics>

clear ddos-protection protocols oam-I1fm

clear ddos-protection protocols oam-1fm aggregate

clear ddos-protection protocols oam-1fm aggregate states
clear-ddos-oam-1fm-aggregate-states

clear ddos-protection protocols oam-1fm aggregate statistics
clear-ddos-oam-1fm-aggregate-statistics

clear ddos-protection protocols oam-1fm states
clear-ddos-oam-Ifm-states

clear ddos-protection protocols oam-Ifm statistics
clear-ddos-oam-Ifm-statistics

clear ddos-protection protocols ospf

clear ddos-protection protocols ospf aggregate

clear ddos-protection protocols ospf aggregate culprit-flows
clear ddos-protection protocols ospf aggregate states
clear-ddos-ospf-aggregate-states

clear ddos-protection protocols ospf aggregate statistics
clear-ddos-ospf-aggregate-statistics

clear ddos-protection protocols ospf states

clear ddos-protection protocols ospf statistics

clear ddos-protection protocols ospf-hello

clear ddos-protection protocols ospf-hello aggregate

clear ddos-protection protocols ospf-hello aggregate culprit-flows
<clear-ddos-ospf-hello-aggregate-flows>

clear ddos-protection protocols ospf-hello aggregate states
<clear-ddos-ospf-hello-aggregate-states>

clear ddos-protection protocols ospf-hello aggregate statistics
<clear-ddos-ospf-hello-aggregate-statistics>

clear ddos-protection protocols ospf-hello culprit-flows
<clear-ddos-ospf-hello-flows>

clear ddos-protection protocols ospf-hello states
<clear-ddos-ospf-hello-states>

clear ddos-protection protocols ospf-hello statistics
<clear-ddos-ospf-hello-statistics>

clear ddos-protection protocols ospfv3vé

clear ddos-protection protocols ospfv3v6 aggregate

clear ddos-protection protocols ospfv3v6 aggregate culprit-flows
clear ddos-protection protocols ospfv3v6 aggregate states
clear ddos-protection protocols ospfv3v6 aggregate statistics
clear ddos-protection protocols ospfv3v6 states

clear ddos-protection protocols ospfv3v6 statistics
clear-ddos-ldp-states

<clear-ddos-ldp-states>

clear ddos-protection protocols ldp-hello

clear ddos-protection protocols ldp-hello aggregate

clear ddos-protection protocols Idp-hello aggregate culprit-flows
<clear-ddos-1dp-hello-aggregate-flows>

clear ddos-protection protocols ldp-hello aggregate states
<clear-ddos-ldp-hello-aggregate-states>

clear ddos-protection protocols ldp-hello aggregate statistics
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<clear-ddos-1dp-hello-aggregate-statistics>
clear ddos-protection protocols ldp-hello culprit-flows
<clear-ddos-ldp-hello-flows>

clear ddos-protection protocols ldp-hello states
<clear-ddos-1dp-hello-states>

clear ddos-protection protocols Idp-hello statistics
<clear-ddos-ldp-hello-statistics>
clear-ddos-ldp-statistics
clear-ddos-ldp-statistics
clear-ddos-1ldpv6-aggregate-states
clear-ddos-1dpv6-aggregate-states
clear-ddos-ldpv6-aggregate-statistics
clear-ddos-ldpv6-aggregate-statistics
clear-ddos-ldpv6-states
clear-ddos-ldpv6-states
clear-ddos-ldpv6-statistics
clear-ddos-ldpv6-statistics
clear-ddos-11ldp-aggregate-states
clear-ddos-11dp-aggregate-states
clear-ddos-11dp-aggregate-statistics
clear-ddos-11ldp-aggregate-statistics
clear-ddos-11dp-states
clear-ddos-11dp-states
clear-ddos-1ldp-statistics
clear-ddos-11dp-statistics
clear-ddos-Imp-aggregate-states
clear-ddos-Imp-aggregate-states
clear-ddos-Imp-aggregate-statistics
clear-ddos-Imp-aggregate-statistics
clear-ddos-Imp-states
clear-ddos-Imp-states
clear-ddos-Imp-statistics
clear-ddos-Imp-statistics
clear-ddos-Impv6-aggregate-states
clear-ddos-Impv6-aggregate-states
clear-ddos-Impv6-states
clear-ddos-Impv6-statistics
clear-ddos-mac-host-aggregate-states
clear-ddos-mac-host-aggregate-statistics
clear-ddos-mac-host-states
clear-ddos-mac-host-statistics
clear-ddos-mcast-copy-aggregate-states
clear-ddos-mcast-copy-aggregate-statistics
clear-ddos-mcast-copy-states
clear-ddos-mcast-copy-statistics
clear-ddos-mlp-aggregate-states
clear-ddos-mlp-aggregate-statistics
clear-ddos-mlp-aging-exc-states
clear-ddos-mlp-aging-exc-statistics
clear-ddos-mlp-packets-states
clear-ddos-mlp-packets-statistics
clear-ddos-mlp-states
clear-ddos-mlp-statistics
clear-ddos-mlp-unclass-states
clear-ddos-mlp-unclass-statistics
clear-ddos-msdp-aggregate-states
clear-ddos-msdp-aggregate-statistics
clear-ddos-msdp-states
clear-ddos-msdp-statistics
clear-ddos-msdpv6-aggregate-states
clear-ddos-msdpv6-aggregate-statistics
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clear-ddos-msdpv6-states
clear-ddos-msdpv6-statistics

clear ddos-protection protocols multihop-bfd
clear ddos-protection protocols multihop-bfd
clear ddos-protection protocols multihop-bfd
<clear-ddos-mhop-bfd-aggregate-flows>

clear ddos-protection protocols multihop-bfd
<clear-ddos-mhop-bfd-aggregate-states>
clear ddos-protection protocols multihop-bfd
<clear-ddos-mhop-bfd-aggregate-statistics>
clear ddos-protection protocols multihop-bfd
<clear-ddos-mhop-bfd-flows>

clear ddos-protection protocols multihop-bfd
<clear-ddos-mhop-bfd-states>

clear ddos-protection protocols multihop-bfd
<clear-ddos-mhop-bfd-statistics>
clear-ddos-mvrp-aggregate-states
clear-ddos-mvrp-aggregate-statistics
clear-ddos-mvrp-states
clear-ddos-mvrp-statistics
clear-ddos-ntp-aggregate-states
clear-ddos-ntp-aggregate-statistics
clear-ddos-ntp-states
clear-ddos-ntp-statistics
clear-ddos-oam-1fm-aggregate-states
clear-ddos-oam-1fm-aggregate-statistics
clear-ddos-oam-1fm-states
clear-ddos-oam-Ifm-statistics
clear-ddos-ospf-aggregate-states
clear-ddos-ospf-aggregate-statistics
clear-ddos-ospf-states
clear-ddos-ospf-statistics
clear-ddos-ospfv3v6-aggregate-states

aggregate
aggregate culprit-flows

aggregate states
aggregate statistics
culprit-flows

states

statistics

clear ddos-protection protocols ospfv3v6 aggregate statistics

clear-ddos-ospfv3v6-aggregate-statistics

clear ddos-protection protocols ospfv3v6 states

clear-ddos-ospfv3v6-states

clear ddos-protection protocols pimv6
clear-ddos-pim-statistics

clear ddos-protection protocols pim-ctrl

clear ddos-protection protocols pim-ctrl aggregate
clear ddos-protection protocols pim-ctrl aggregate culprit-flows

<clear-ddos-pim-ctrl-aggregate-flows>

clear ddos-protection protocols pim-ctrl aggregate states

<clear-ddos-pim-ctrl-aggregate-states>

clear ddos-protection protocols pim-ctrl aggregate statistics

<clear-ddos-pim-ctrl-aggregate-statistics>

clear ddos-protection protocols pim-ctrl culprit-flows

<clear-ddos-pim-ctrl-flows>

clear ddos-protection protocols pim-ctrl states

<clear-ddos-pim-ctrl-states>

clear ddos-protection protocols pim-ctrl statistics

<clear-ddos-pim-ctrl-statistics>
clear ddos-protection protocols pim-data

clear ddos-protection protocols pim-data aggregate
clear ddos-protection protocols pim-data aggregate culprit-flows

<clear-ddos-pim-data-aggregate-flows>

clear ddos-protection protocols pim-data aggregate states

<clear-ddos-pim-data-aggregate-states>

clear ddos-protection protocols pim-data aggregate statistics

<clear-ddos-pim-data-aggregate-statistics>
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clear ddos-protection protocols pim-data culprit-flows
<clear-ddos-pim-data-flows>

clear ddos-protection protocols pim-data states
<clear-ddos-pim-data-states>

clear ddos-protection protocols pim-data statistics
<clear-ddos-pim-data-statistics>

clear ddos-protection protocols pfe-alive

clear ddos-protection protocols pfe-alive aggregate

clear ddos-protection protocols pfe-alive aggregate states
clear-ddos-pfe-alive-aggregate-states

clear ddos-protection protocols pfe-alive aggregate statistics
clear ddos-protection protocols pfe-alive culprit-flows
clear ddos-protection protocols pfe-alive states
clear-ddos-pfe-alive-states

clear ddos-protection protocols pfe-alive statistics
clear-ddos-pfe-alive-statistics

clear ddos-protection protocols pim

clear ddos-protection protocols pim aggregate

clear ddos-protection protocols pim aggregate states
clear-ddos-pim-aggregate-states
clear ddos-protection protocols p
clear ddos-protection protocols pi
clear ddos-protection protocols p
clear-ddos-pim-states

clear ddos-protection protocols pim statistics
clear-ddos-pim-statistics

clear ddos-protection protocols pimv6

clear ddos-protection protocols pimv6 aggregate

clear ddos-protection protocols pimv6 aggregate culprit-flows

clear ddos-protection protocols pimv6 aggregate states

clear ddos-protection protocols pimv6 aggregate statistics

clear ddos-protection protocols pimv6 states

clear ddos-protection protocols pimv6 statistics

clear ddos-protection protocols pkt-inject

clear ddos-protection protocols pkt-inject aggregate

clear ddos-protection protocols pkt-inject aggregate culprit-flows
<clear-ddos-pkt-inject-aggregate-flows>

clear ddos-protection protocols pkt-inject aggregate states
<clear-ddos-pkt-inject-aggregate-states>

clear ddos-protection protocols pkt-inject aggregate statistics
<clear-ddos-pkt-inject-aggregate-statistics>

clear ddos-protection protocols pkt-inject culprit-flows
<clear-ddos-pkt-inject-flows>

clear ddos-protection protocols pkt-inject states
<clear-ddos-pkt-inject-states>

clear ddos-protection protocols pkt-inject statistics
<clear-ddos-pkt-inject-statistics>clear ddos-protection protocols pmvrp
clear ddos-protection protocols pmvrp aggregate

clear ddos-protection protocols pmvrp aggregate states
clear-ddos-pmvrp-aggregate-states

clear ddos-protection protocols pmvrp aggregate statistics

clear ddos-protection protocols pmvrp culprit-flows

clear ddos-protection protocols pmvrp culprit-flows

clear ddos-protection protocols pmvrp culprit-flows

clear ddos-protection protocols pmvrp culprit-flows

clear ddos-protection protocols pmvrp culprit-flows

clear ddos-protection protocols pmvrp culprit-flows

clear ddos-protection protocols pmvrp culprit-flows

clear ddos-protection protocols pmvrp states
clear-ddos-pmvrp-states

clear ddos-protection protocols pmvrp statistics

m aggregate statistics
culprit-flows
states
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clear-ddos-pmvrp-statistics
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-pos-aggregate-states
clear ddos-protection protocols pos
clear-ddos-pos-aggregate-statistics
clear ddos-protection protocols pos
clear-ddos-pos-states

clear ddos-protection protocols
clear-ddos-pos-statistics

clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-ppp-aggregate-states
clear ddos-protection protocols ppp
clear-ddos-ppp-aggregate-statistics
clear ddos-protection protocols ppp
clear ddos-protection protocols ppp
clear-ddos-ppp-auth-states

clear ddos-protection protocols
clear-ddos-ppp-auth-statistics
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-ppp-ipcp-states

clear ddos-protection protocols
clear-ddos-ppp-ipcp-statistics
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-ppp-ipv6cp-states
clear ddos-protection protocols
clear-ddos-ppp-ipv6cp-statistics
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-ppp-isis-states

clear ddos-protection protocols
clear-ddos-ppp-isis-statistics
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-ppp-Icp-states

clear ddos-protection protocols
clear-ddos-ppp-Icp-statistics
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-ppp-mplscp-states
clear ddos-protection protocols
clear-ddos-ppp-mplscp-statistics
clear ddos-protection protocols ppp
clear-ddos-ppp-states

clear ddos-protection protocols ppp
clear-ddos-ppp-statistics

clear ddos-protection protocols ppp
clear ddos-protection protocols ppp
clear ddos-protection protocols ppp
<clear-ddos-ppp-unclass-statistics>

pos
pos
pos

pos
pPp

ppp
ppp

ppPp

ppp
ppp

ppp

ppp
ppp

ppp

ppp
ppp

ppPp

ppp
ppp

ppp

ppp
ppp

ppp

aggregate
aggregate states

aggregate statistics
states

statistics

aggregate

aggregate states
aggregate statistics

authentication
authentication states

authentication statistics

ipcp
ipcp states

ipcp statistics

ipvécp
ipvbcp states

ipvbécp statistics
isis
isis states

isis statistics

Icp
Icp states

Icp statistics

mplscp
mplscp states

mplscp statistics
states

statistics
unclassified

unclassified states
unclassified statistics

clear ddos-protection protocols pppoe
clear ddos-protection protocols pppoe aggregate
clear ddos-protection protocols pppoe aggregate states

clear-ddos-pppoe-aggregate-states

clear ddos-protection protocols pppoe aggregate statistics
clear-ddos-pppoe-aggregate-statistics
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clear ddos-protection protocols pppoe padi

clear ddos-protection protocols pppoe padi states
clear-ddos-pppoe-padi-states

clear ddos-protection protocols pppoe padi statistics
clear-ddos-pppoe-padi-statistics

clear ddos-protection protocols pppoe padm

clear ddos-protection protocols pppoe padm states
clear-ddos-pppoe-padm-states

clear ddos-protection protocols pppoe padm statistics
clear-ddos-pppoe-padm-statistics

clear ddos-protection protocols pppoe padn

clear ddos-protection protocols pppoe padn states
clear-ddos-pppoe-padn-states

clear ddos-protection protocols pppoe padn statistics
clear-ddos-pppoe-padn-statistics

clear ddos-protection protocols pppoe pado

clear ddos-protection protocols pppoe pado states
clear-ddos-pppoe-pado-states

clear ddos-protection protocols pppoe pado statistics
clear-ddos-pppoe-pado-statistics

clear ddos-protection protocols pppoe padr

clear ddos-protection protocols pppoe padr states
clear-ddos-pppoe-padr-states

clear ddos-protection protocols pppoe padr statistics
clear-ddos-pppoe-padr-statistics

clear ddos-protection protocols pppoe pads

clear ddos-protection protocols pppoe pads states
clear-ddos-pppoe-pads-states

clear ddos-protection protocols pppoe pads statistics
clear-ddos-pppoe-pads-statistics

clear ddos-protection protocols pppoe padt

clear ddos-protection protocols pppoe padt states
clear-ddos-pppoe-padt-states

clear ddos-protection protocols pppoe padt statistics
clear-ddos-pppoe-padt-statistics

clear ddos-protection protocols pppoe states
clear-ddos-pppoe-states

clear ddos-protection protocols pppoe statistics
clear-ddos-pppoe-statistics

clear ddos-protection protocols proto-802-1x

clear ddos-protection protocols proto-802-1x aggregate
clear ddos-protection protocols proto-802-1x aggregate culprit-flows
<clear-ddos-8021x-aggregate-flows>

clear ddos-protection protocols proto-802-1x aggregate states
<clear-ddos-8021x-aggregate-states>

clear ddos-protection protocols proto-802-1x aggregate statistics
<clear-ddos-8021x-aggregate-statistics>

clear ddos-protection protocols proto-802-1x culprit-flows
<clear-ddos-8021x-flows>

clear ddos-protection protocols proto-802-1x states
<clear-ddos-8021x-states>

clear ddos-protection protocols proto-802-1x statistics
<clear-ddos-8021x-statistics>

clear ddos-protection protocols ptp

clear ddos-protection protocols ptp aggregate

clear ddos-protection protocols ptp aggregate states
clear-ddos-ptp-aggregate-states

clear ddos-protection protocols ptp aggregate statistics
clear-ddos-ptp-aggregate-statistics

clear ddos-protection protocols ptp states
clear-ddos-ptp-states
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clear ddos-protection protocols
clear-ddos-ptp-statistics

clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
<clear-ddos-ptpv6-aggregate-flow
clear ddos-protection protocols
<clear-ddos-ptpv6-aggregate-stat
clear ddos-protection protocols
<clear-ddos-ptpv6-aggregate-stat
clear ddos-protection protocols
<clear-ddos-ptpv6-flows>

clear ddos-protection protocols
<clear-ddos-ptpv6-states>

clear ddos-protection protocols
<clear-ddos-ptpv6-statistics>
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-pvstp-aggregate-state
clear ddos-protection protocols
clear-ddos-pvstp-aggregate-stati
clear ddos-protection protocols
clear-ddos-pvstp-states

clear ddos-protection protocols
clear-ddos-pvstp-statistics
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-radius-account-states
clear ddos-protection protocols

ptp statistics

ptpv6
ptpv6e
ptpv6e
s>
ptpv6e
es>
ptpv6 aggregate
istics>

ptpv6é culprit-flows

aggregate
aggregate culprit-flows

aggregate states

statistics

ptpv6 states

ptpv6 statistics
pvstp
pvstp
pvstp
s

aggregate
aggregate states

pvstp aggregate statistics
stics

pvstp states

pvstp statistics

radius

radius accounting

radius accounting states

clear-ddos-radius-account-statistics

clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-radius-aggregate-stat
clear ddos-protection protocols
clear-ddos-radius-aggregate-stat
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-ospfv3v6-statistics

radius accounting statistics
radius aggregate
radius aggregate states

es
radius
istics
radius
radius
radius

aggregate statistics

authorization
authorization states
authorization statistics

clear-ddos-pfe-alive-aggregate-states
clear-ddos-pfe-alive-aggregate-statistics

clear-ddos-pfe-alive-states
clear-ddos-pfe-alive-statistics
clear-ddos-pim-aggregate-states
clear-ddos-pim-aggregate-statist
clear-ddos-pim-states
clear-ddos-pmvrp-aggregate-state
clear-ddos-pmvrp-aggregate-stati
clear-ddos-pmvrp-states
clear-ddos-pmvrp-statistics
clear-ddos-pos-aggregate-states
clear-ddos-pos-aggregate-statist
clear-ddos-pos-states
clear-ddos-pos-statistics
clear-ddos-ppp-aggregate-states
clear-ddos-ppp-aggregate-statist
clear-ddos-ppp-auth-states
clear-ddos-ppp-ipcp-states
clear-ddos-ppp-ipcp-statistics

ics

s
stics

ics

ics
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clear-ddos-ppp-ipv6cp-states
clear-ddos-ppp-ipv6cp-statistics
clear-ddos-ppp-isis-states
clear-ddos-ppp-isis-statistics
clear-ddos-ppp-Icp-states
clear-ddos-ppp-Icp-statistics
clear-ddos-ppp-mplscp-states
clear-ddos-ppp-mplscp-statistics
clear-ddos-pppoe-aggregate-states
clear-ddos-pppoe-aggregate-statistics
clear-ddos-pppoe-padi-states
clear-ddos-pppoe-padi-statistics
clear-ddos-pppoe-padm-states
clear-ddos-pppoe-padm-statistics
clear-ddos-pppoe-padn-states
clear-ddos-pppoe-padn-statistics
clear-ddos-pppoe-pado-states
clear-ddos-pppoe-pado-statistics
clear-ddos-pppoe-padr-states
clear-ddos-pppoe-padr-statistics
clear-ddos-pppoe-pads-states
clear-ddos-pppoe-pads-statistics
clear-ddos-pppoe-padt-states
clear-ddos-pppoe-padt-statistics
clear-ddos-pppoe-states
clear-ddos-pppoe-statistics

clear-ddos-ppp-states

clear-ddos-ppp-statistics
clear-ddos-ptp-aggregate-states
clear-ddos-ptp-aggregate-statistics
clear-ddos-ptp-states

clear-ddos-ptp-statistics
clear-ddos-pvstp-aggregate-states
clear-ddos-pvstp-aggregate-statistics
clear-ddos-pvstp-states
clear-ddos-pvstp-statistics
clear-ddos-radius-account-states
clear-ddos-radius-account-statistics
clear-ddos-radius-aggregate-states
clear-ddos-radius-aggregate-statistics
clear-ddos-radius-auth-states

clear ddos-protection protocols radius authorization statistics
clear-ddos-radius-auth-statistics

clear ddos-protection protocols pmvrp culprit-flows
clear ddos-protection protocols radius server
clear ddos-protection protocols radius server states
clear-ddos-radius-server-states

clear ddos-protection protocols radius server statistics
clear-ddos-radius-server-statistics

clear ddos-protection protocols radius states
clear-ddos-radius-states

clear ddos-protection protocols radius statistics
clear-ddos-radius-statistics

clear ddos-protection protocols redirect

clear ddos-protection protocols redirect aggregate
clear ddos-protection protocols redirect aggregate states
clear-ddos-redirect-aggregate-states

clear ddos-protection protocols redirect aggregate statistics
clear-ddos-redirect-aggregate-statistics

clear ddos-protection protocols redirect states
clear-ddos-redirect-states
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clear ddos-protection protocols redire
clear-ddos-redirect-statistics
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-rip-aggregate-states
clear ddos-protection protocols rip ag
clear-ddos-rip-aggregate-statistics
clear ddos-protection protocols rip st
clear-ddos-rip-states

clear ddos-protection protocols rip st
clear-ddos-rip-statistics

clear ddos-protection protocols ripv6
clear ddos-protection protocols ripv6
clear ddos-protection protocols ripvé
clear-ddos-ripv6-aggregate-states
clear ddos-protection protocols ripv6
clear-ddos-ripv6-aggregate-statistics
clear ddos-protection protocols ripv6
clear-ddos-ripv6-states

clear ddos-protection protocols ripvé
clear-ddos-ripv6-statistics

clear ddos-protection protocols rsvp
clear ddos-protection protocols rsvp
clear ddos-protection protocols rsvp
clear-ddos-rsvp-aggregate-states
clear ddos-protection protocols rsvp
clear-ddos-rsvp-aggregate-statistics
clear ddos-protection protocols rsvp
clear-ddos-rsvp-states

clear ddos-protection protocols rsvp
clear-ddos-rsvp-statistics

clear ddos-protection protocols rsvpv6é
clear ddos-protection protocols rsvpvé
clear ddos-protection protocols rsvpv6é
clear-ddos-rsvpv6-aggregate-states
clear ddos-protection protocols rsvpvé
clear-ddos-rsvpv6-aggregate-statistics
clear ddos-protection protocols rsvpvé
clear-ddos-rsvpv6-states

clear ddos-protection protocols rsvpv6é
clear-ddos-rsvpv6-statistics

clear ddos-protection protocols sample
clear ddos-protection protocols sample
clear ddos-protection protocols sample
<clear-ddos-sample-aggregate-states>
clear ddos-protection protocols sample
<clear-ddos-sample-aggregate-statistic
clear ddos-protection protocols sample
clear ddos-protection protocols sample
<clear-ddos-sample-host-states>

clear ddos-protection protocols sample
<clear-ddos-sample-host-statistics>
clear ddos-protection protocols sample
clear ddos-protection protocols sample

reject
reject
reject
reject
reject
reject
rip

rip ag
rip ag

a
a

a
S

S

ct statistics

aggregate

aggregate states
aggregate statistics
states

statistics

gregate
gregate states

gregate statistics
ates
atistics
aggregate
aggregate states
aggregate statistics
states
statistics
ggregate
ggregate states
ggregate statistics
tates
tatistics
aggregate
aggregate states
aggregate statistics
states
statistics
aggregate
aggregate states
aggregate statistics
s>
host
host states

host statistics

pfe
pfe culprit-flows
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clear ddos-protection protocols
<clear-ddos-sample-pfe-states>
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
<clear-ddos-sample-sflow-flows>
clear ddos-protection protocols
<clear-ddos-sample-sflow-states>
clear ddos-protection protocols sample
<clear-ddos-sample-sflow-statistics>
clear ddos-protection protocols sample
<clear-ddos-sample-states>

clear ddos-protection protocols sample
<clear-ddos-sample-statistics>

clear ddos-protection protocols sample
clear ddos-protection protocols sample
clear ddos-protection protocols sample
<clear-ddos-sample-syslog-states>
clear ddos-protection protocols sample
<clear-ddos-sample-syslog-statistics>
clear ddos-protection protocols sample
clear ddos-protection protocols sample
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols

sample
sample
sample

sample

sample

sample-
sample-
sample-

pfe states

pfe statistics
sflow
sflow culprit-flows

sflow states
sflow statistics
states

statistics

syslog

syslog culprit-flows
syslog states
syslog statistics
tap

tap states

dest

dest aggregate

dest aggregate culprit-flows

<clear-ddos-sample-dest-aggregate-flows>

clear ddos-protection protocols sample-

dest aggregate states

<clear-ddos-sample-dest-aggregate-states>

clear ddos-protection protocols sample-

dest aggregate statistics

<clear-ddos-sample-dest-aggregate-statistics>

clear ddos-protection protocols sample-

<clear-ddos-sample-dest-flows>

clear ddos-protection protocols sample-

<clear-ddos-sample-dest-states>

clear ddos-protection protocols sample-

<clear-ddos-sample-dest-statistics>

clear ddos-protection protocols sample-
clear ddos-protection protocols sample-
clear ddos-protection protocols sample-

dest culprit-flows
dest states

dest statistics
source

source
source

aggregate
aggregate culprit-flows

<clear-ddos-sample-source-aggregate-flows>

clear ddos-protection protocols sample-

source aggregate states

<clear-ddos-sample-source-aggregate-states>

clear ddos-protection protocols sample-

source aggregate statistics

<clear-ddos-sample-source-aggregate-statistics>

clear ddos-protection protocols sample-

<clear-ddos-sample-source-flows>

clear ddos-protection protocols sample-

<clear-ddos-sample-source-states>

clear ddos-protection protocols sample-

<clear-ddos-sample-source-statistics>
clear ddos-protection protocols sample
<clear-ddos-sample-tap-statistics>

source culprit-flows
source states
source statistics

tap statistics

clear ddos-protection protocols services

clear ddos-protection protocols services
clear ddos-protection protocols services

clear-ddos-services-aggregate-states

clear ddos-protection protocols services
clear ddos-protection protocols services
clear ddos-protection protocols services

<clear-ddos-services-BSDT-flows>

clear ddos-protection protocols services

aggregate
aggregate states

aggregate statistics
bsdt
bsdt culprit-flows

bsdt states
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<clear-ddos-services-BSDT-states>

clear ddos-protection protocols services
<clear-ddos-services-BSDT-statistics>
clear ddos-protection protocols services
<clear-ddos-services-flows>

clear ddos-protection protocols services
clear ddos-protection protocols services
<clear-ddos-services-packet-flows>

clear ddos-protection protocols services
<clear-ddos-services-packet-states>
clear ddos-protection protocols services
<clear-ddos-services-packet-statistics>
clear ddos-protection protocols services
clear-ddos-services-states

clear ddos-protection protocols services
clear-ddos-services-statistics

clear ddos-protection protocols snmp
clear ddos-protection protocols snmp
clear ddos-protection protocols snmp
clear-ddos-snmp-aggregate-states
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-snmp-states

clear ddos-protection protocols
clear-ddos-snmp-statistics

clear ddos-protection protocols
clear ddos-protection protocols snmpv6
clear ddos-protection protocols snmpv6
clear-ddos-snmpv6-aggregate-states
clear ddos-protection protocols snmpv6
clear-ddos-snmpv6-aggregate-statistics
clear ddos-protection protocols snmpv6
clear-ddos-snmpv6-states

clear ddos-protection protocols
clear-ddos-snmpv6-statistics
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-ssh-aggregate-states
clear ddos-protection protocols ssh
clear-ddos-ssh-aggregate-statistics
clear ddos-protection protocols ssh
clear-ddos-ssh-states

clear ddos-protection protocols ssh
clear-ddos-ssh-statistics

clear ddos-protection protocols sshv6
clear ddos-protection protocols sshv6
clear ddos-protection protocols sshv6
clear-ddos-sshv6-aggregate-states
clear ddos-protection protocols sshv6
clear ddos-protection protocols sshv6
clear ddos-protection protocols sshv6
clear-ddos-sshv6-states

clear ddos-protection protocols
clear-ddos-sshv6-statistics
clear ddos-protection protocols
clear-ddos-protocols-states
clear ddos-protection protocols
clear-ddos-protocols-statistics
clear ddos-protection protocols

snmp
snmp
snmp

snmp

snmpv6

snmpv6
ssh

ssh
ssh

sshv6

states

stp

bsdt statistics
culprit-flows

packet
packet culprit-flows

packet states
packet statistics
states

statistics

aggregate
aggregate states

aggregate statistics
culprit-flows

states

statistics

aggregate

aggregate states
aggregate statistics
states

statistics
aggregate

aggregate states
aggregate statistics
states

statistics

aggregate

aggregate states
aggregate statistics
culprit-flows

states

statistics

statistics
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clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-stp-aggregate-states
clear ddos-protection protocols
clear-ddos-stp-aggregate-statist
clear ddos-protection protocols
clear-ddos-stp-states

clear ddos-protection protocols
clear-ddos-stp-statistics

clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-tacacs-aggregate-states

stp
stp

stp
ics

stp

stp

aggregate
aggregate states

aggregate statistics
states

statistics

tacacs
tacacs
tacacs

aggregate
aggregate states

clear ddos-protection protocols tacacs
clear-ddos-tacacs-aggregate-statistics
clear ddos-protection protocols tacacs
clear-ddos-tacacs-states

clear ddos-protection protocols tacacs

aggregate statistics
states

statistics

clear-ddos-tacacs-statistics

clear ddos-protection protocols tcc
clear ddos-protection protocols tcc
clear ddos-protection protocols tcc
<clear-ddos-tcc-aggregate-flows>
clear ddos-protection protocols tcc
<clear-ddos-tcc-aggregate-states>
clear ddos-protection protocols tcc

aggregate
aggregate culprit-flows

aggregate states

aggregate statistics

<clear-ddos-tcc-aggregate-statistics>

clear ddos-protection protocols tcc
<clear-ddos-tcc-flows>

clear ddos-protection protocols tcc
clear ddos-protection protocols tcc
<clear-ddos-tcc-ethernet-tcc-flows>
clear ddos-protection protocols tcc

culprit-flows

ethernet-tcc
ethernet-tcc culprit-flows

ethernet-tcc states

<clear-ddos-tcc-ethernet-tcc-states>

clear ddos-protection protocols tcc

ethernet-tcc statistics

<clear-ddos-tcc-ethernet-tcc-statistics>

clear ddos-protection protocols tcc
clear ddos-protection protocols tcc
<clear-ddos-tcc-iso-tcc-flows>
clear ddos-protection protocols tcc
<clear-ddos-tcc-iso-tcc-states>
clear ddos-protection protocols tcc
<clear-ddos-tcc-iso-tcc-statistics>
clear ddos-protection protocols tcc
<clear-ddos-tcc-states>

clear ddos-protection protocols tcc
<clear-ddos-tcc-statistics>

clear ddos-protection protocols tcc
clear ddos-protection protocols tcc
<clear-ddos-tcc-unclass-flows>
clear ddos-protection protocols tcc
<clear-ddos-tcc-unclass-states>
clear ddos-protection protocols tcc

iso-tcc
iso-tcc culprit-flows

iso-tcc states
iso-tcc statistics
states

statistics

unclassified
unclassified culprit-flows

unclassified states

unclassified statistics

<clear-ddos-tcc-unclass-statistics>

clear ddos-protection protocols tcp-flags
clear ddos-protection protocols tcp-flags
clear ddos-protection protocols tcp-flags
clear-ddos-tcp-flags-aggregate-states
clear ddos-protection protocols tcp-flags
clear-ddos-tcp-flags-aggregate-statistics
clear ddos-protection protocols tcp-flags

aggregate
aggregate states

aggregate statistics

established
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clear ddos-protection protocols tcp-flags
clear-ddos-tcp-flags-establish-states
clear ddos-protection protocols tcp-flags
clear-ddos-tcp-flags-establish-statistics
clear ddos-protection protocols tcp-flags
clear ddos-protection protocols tcp-flags
clear ddos-protection protocols tcp-flags
clear-ddos-tcp-flags-initial-states

clear ddos-protection protocols tcp-flags
clear-ddos-tcp-flags-initial-statistics
clear ddos-protection protocols tcp-flags
clear-ddos-tcp-flags-states

clear ddos-protection protocols tcp-flags
clear-ddos-tcp-flags-statistics

clear ddos-protection protocols tcp-flags
clear ddos-protection protocols tcp-flags
clear-ddos-tcp-flags-unclass-states

clear ddos-protection protocols tcp-flags
clear-ddos-tcp-flags-unclass-statistics
clear ddos-protection protocols telnet
clear ddos-protection protocols telnet ag
clear ddos-protection protocols telnet ag
clear ddos-protection protocols telnet ag
clear-ddos-telnet-aggregate-states

clear ddos-protection protocols telnet ag
clear-ddos-telnet-aggregate-statistics
clear ddos-protection protocols telnet st
clear-ddos-telnet-states

clear ddos-protection protocols telnet st
clear-ddos-telnet-statistics

clear ddos-protection protocols telnetvé
clear ddos-protection protocols telnetv6
clear ddos-protection protocols telnetv6
clear-ddos-telnetv6-aggregate-states
clear ddos-protection protocols telnetv6
clear-ddos-telnetv6-aggregate-statistics
clear ddos-protection protocols telnetvé
clear-ddos-telnetv6-states

clear ddos-protection protocols telnetv6
clear-ddos-telnetv6-statistics

clear ddos-protection protocols ttl

clear ddos-protection protocols ttl aggre
clear ddos-protection protocols ttl aggre
clear ddos-protection protocols ttl aggre
clear-ddos-ttl-aggregate-states

clear ddos-protection protocols ttl aggre
clear-ddos-ttl-aggregate-statistics

clear ddos-protection protocols ttl state
clear-ddos-ttl-states

clear ddos-protection protocols ttl stati
clear-ddos-ttl-statistics

clear ddos-protection protocols tunnel-fr
clear ddos-protection protocols tunnel-fr
clear ddos-protection protocols tunnel-fr.
clear-ddos-tun-frag-aggregate-states
clear ddos-protection protocols tunnel-fr
clear-ddos-tun-frag-aggregate-statistics
clear ddos-protection protocols tunnel-fr
clear-ddos-tun-frag-states

clear ddos-protection protocols tunnel-fr.
clear-ddos-tun-frag-statistics

established states

established statistics
nitia

initial culprit-flows

nitial states

initial statistics

states

statistics

unclassified
unclassified states

unclassified statistics
gregate
gregate culprit-flows
gregate states
gregate statistics
ates
atistics
aggregate
aggregate states
aggregate statistics
states
statistics
gate
gate culprit-flows
gate states
gate statistics
s
stics
agment
agment aggregate
agment aggregate states
agment aggregate statistics

agment states

agment statistics
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clear
clear
clear
clear
clear
clear
clear
clear
clear
clear
clear
clear
clear
clear
clear
clear
clear
clear
clear
clear
clear
clear
clear
clear
clear

<clear-ddos-uncls-fw-host-flows>

ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified

clear ddos-protection protocols unclassified
<clear-ddos-uncls-fw-host-states>

clear ddos-protection protocols unclassified
<clear-ddos-uncls-fw-host-statistics>

clear
clear
clear
clear
clear
clear
clear
clear
clear
clear
clear

ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection
ddos-protection

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified

<clear-ddos-uncls-mcast-copy-flows>

clear ddos-protection protocols unclassified
<clear-ddos-uncls-mcast-copy-states>

clear ddos-protection protocols unclassified
<clear-ddos-uncls-mcast-copy-statistics>
clear ddos-protection protocols unknown-I12mc
clear ddos-protection protocols unknown-12mc
clear ddos-protection protocols unknown-I12mc
<clear-ddos-unknown-12mc-aggregate-flows>
clear ddos-protection protocols unknown-12mc
<clear-ddos-unknown-12mc-aggregate-states>
clear ddos-protection protocols unknown-I12mc
<clear-ddos-unknown-12mc-aggregate-statistics>

clear ddos-protection protocols unknown-12mc culprit-flows
<clear-ddos-unknown-12mc-flows>
clear ddos-protection protocols unknown-I12mc states

<clear-ddos-unknown-I2mc-states>

aggregate

aggregate states

aggregate statistics
control-layer2
control-layer2 culprit-flows
control-layer2 states
control-layer2 statistics
control-v4
control-v4
control-v4
control-v4
control-v6
control-v6
control-v6
control-v6
filter-v4
filter-v4
filter-v4
filter-v6
filter-v6
filter-v6
filter-v6
fw-host
fw-host culprit-flows

culprit-flows
states
statistics

culprit-flows

states

statistics
culprit-flows
states
statistics

culprit-flows
states
statistics

fw-host states
fw-host statistics

host-route-v4
host-route-v4
host-route-v4
host-route-v4
host-route-v4
host-route-v6
host-route-v6
host-route-v6
host-route-v6
mcast-copy

mcast-copy culprit-flows

culprit-flows
states

states
statistics
culprit-flows

states
statistics

mcast-copy states
mcast-copy statistics
aggregate

aggregate culprit-flows
aggregate states

aggregate statistics

clear ddos-protection protocols unknown-I2mc statistics
<clear-ddos-unknown-12mc-statistics>
clear ddos-protection protocols urpf-fail
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clear ddos-protection protocols urpf-fail aggregate

clear ddos-protection protocols urpf-fail aggregate culprit-flows
<clear-ddos-urpf-fail-aggregate-flows>

clear ddos-protection protocols urpf-fail aggregate states
<clear-ddos-urpf-fail-aggregate-states>

clear ddos-protection protocols urpf-fail aggregate statistics
<clear-ddos-urpf-fail-aggregate-statistics>

clear ddos-protection protocols urpf-fail culprit-flows
<clear-ddos-urpf-fail-flows>

clear ddos-protection protocols urpf-fail states
<clear-ddos-urpf-fail-states>

clear ddos-protection protocols urpf-fail statistics
<clear-ddos-urpf-fail-statistics>

clear ddos-protection protocols vcipc-udp

clear ddos-protection protocols vcipc-udp aggregate

clear ddos-protection protocols vcipc-udp aggregate culprit-flows
<clear-ddos-vcipc-udp-aggregate-flows>

clear ddos-protection protocols vcipc-udp aggregate states
<clear-ddos-vcipc-udp-aggregate-states>

clear ddos-protection protocols vcipc-udp aggregate statistics
<clear-ddos-vcipc-udp-aggregate-statistics>

clear ddos-protection protocols vcipc-udp culprit-flows
<clear-ddos-vcipc-udp-flows>

clear ddos-protection protocols vcipc-udp states
<clear-ddos-vcipc-udp-states>

<clear-ddos-vcipc-udp-statistics>

clear ddos-protection protocols unclassified other

clear ddos-protection protocols unclassified other culprit-flows
clear ddos-protection protocols unclassified other states

clear ddos-protection protocols unclassified other statistics
clear ddos-protection protocols unclassified resolve-v4

clear ddos-protection protocols unclassified resolve-v4 culprit-flows
clear ddos-protection protocols unclassified resolve-v4 states
clear ddos-protection protocols unclassified resolve-v4 statistics
clear ddos-protection protocols unclassified resolve-v6

clear ddos-protection protocols unclassified resolve-v6 culprit-flows
clear ddos-protection protocols unclassified resolve-v6 states
clear ddos-protection protocols unclassified resolve-v6 statistics
clear ddos-protection protocols unclassified states

clear ddos-protection protocols unclassified statistics
<clear-ddos-uncls-statistics>

clear ddos-protection protocols virtual-chassis

clear ddos-protection protocols virtual-chassis aggregate

clear ddos-protection protocols virtual-chassis aggregate culprit-flows
clear ddos-protection protocols virtual-chassis aggregate states
clear-ddos-protocols-states

clear-ddos-protocols-statistics

clear-ddos-radius-server-states
clear-ddos-radius-server-statistics

clear-ddos-radius-states

clear-ddos-radius-statistics

clear ddos-protection protocols re-services

clear ddos-protection protocols re-services aggregate

clear ddos-protection protocols re-services aggregate culprit-flows
<clear-ddos-re-services-aggregate-flows>

clear ddos-protection protocols re-services aggregate states
<clear-ddos-re-services-aggregate-states>

clear ddos-protection protocols re-services aggregate statistics
<clear-ddos-re-services-aggregate-statistics>

clear ddos-protection protocols re-services captive-portal

clear ddos-protection protocols re-services captive-portal culprit-flows

126 Copyright © 2018, Juniper Networks, Inc.



Chapter 4: Permissions Flags for User Access Privileges

<clear-ddos-re-services-captive-portal-flows>

clear ddos-protection protocols re-services captive-portal states
<clear-ddos-re-services-captive-portal-states>

clear ddos-protection protocols re-services captive-portal statistics
<clear-ddos-re-services-captive-portal-statistics>

clear ddos-protection protocols re-services culprit-flows
<clear-ddos-re-services-flows>

clear ddos-protection protocols re-services states
<clear-ddos-re-services-states>

clear ddos-protection protocols re-services statistics
<clear-ddos-re-services-statistics>

clear ddos-protection protocols re-services-v6

clear ddos-protection protocols re-services-v6 aggregate

clear ddos-protection protocols re-services-v6 aggregate culprit-flows
<clear-ddos-re-services-v6-aggregate-flows>

clear ddos-protection protocols re-services-v6 aggregate states
<clear-ddos-re-services-v6-aggregate-states>

clear ddos-protection protocols re-services-v6 aggregate statistics
<clear-ddos-re-services-v6-aggregate-statistics>

clear ddos-protection protocols re-services-v6 captive-portal
clear ddos-protection protocols re-services-v6 captive-portal culprit-flows
<clear-ddos-re-services-v6-captive-portal-v6-flows>

clear ddos-protection protocols re-services-v6 captive-portal states
<clear-ddos-re-services-v6-captive-portal-v6-states>

clear ddos-protection protocols re-services-v6 captive-portal statistics
<clear-ddos-re-services-v6-captive-portal-v6-statistics>

clear ddos-protection protocols re-services-v6 culprit-flows
<clear-ddos-re-services-v6-flows>

clear ddos-protection protocols re-services-v6 states
<clear-ddos-re-services-v6-states>

clear ddos-protection protocols re-services-v6 statistics
<clear-ddos-re-services-v6-statistics>
clear-ddos-redirect-aggregate-states

clear-ddos-redirect-states

clear-ddos-redirect-statistics

clear-ddos-rip-aggregate-states
clear-ddos-rip-aggregate-statistics

clear-ddos-rip-states

clear-ddos-rip-statistics

clear-ddos-ripv6-aggregate-states
clear-ddos-ripv6-aggregate-statistics

clear-ddos-ripv6-states

clear-ddos-ripv6-statistics

clear-ddos-rsvp-aggregate-states
clear-ddos-rsvp-aggregate-statistics

clear-ddos-rsvp-states

clear-ddos-rsvp-statistics

clear-ddos-rsvpv6-aggregate-states
clear-ddos-rsvpv6-aggregate-statistics

clear-ddos-rsvpv6-states

clear-ddos-rsvpv6-statistics

clear-ddos-services-aggregate-states
clear-ddos-services-aggregate-statistics
clear-ddos-services-states

clear-ddos-services-statistics

clear-ddos-snmp-aggregate-states
clear-ddos-snmp-aggregate-statistics

clear-ddos-snmp-states

clear-ddos-snmp-statistics

clear-ddos-snmpv6-aggregate-states
clear-ddos-snmpv6-aggregate-statistics
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clear-ddos-snmpv6-states
clear-ddos-snmpv6-statistics
clear-ddos-ssh-aggregate-states
clear-ddos-ssh-aggregate-statistics
clear-ddos-ssh-states

clear-ddos-ssh-statistics
clear-ddos-sshv6-aggregate-states
clear-ddos-sshv6-aggregate-statistics
clear-ddos-sshv6-states
clear-ddos-sshv6-statistics
clear-ddos-stp-aggregate-states
clear-ddos-stp-aggregate-statistics
clear-ddos-stp-states

clear-ddos-stp-statistics

clear ddos-protection protocols syslog

clear ddos-protection protocols syslog aggregate
clear ddos-protection protocols syslog aggregate culprit-flows
<clear-ddos-syslog-aggregate-flows>

clear ddos-protection protocols syslog aggregate states
<clear-ddos-syslog-aggregate-states>

clear ddos-protection protocols syslog aggregate statistics
<clear-ddos-syslog-aggregate-statistics>

clear ddos-protection protocols syslog culprit-flows
<clear-ddos-syslog-flows>

clear ddos-protection protocols syslog states
<clear-ddos-syslog-states>

clear ddos-protection protocols syslog statistics
<clear-ddos-syslog-statistics>
clear-ddos-tacacs-aggregate-states
clear-ddos-tacacs-aggregate-statistics
clear-ddos-tacacs-states
clear-ddos-tacacs-statistics
clear-ddos-tcp-flags-aggregate-states
clear-ddos-tcp-flags-aggregate-statistics
clear-ddos-tcp-flags-establish-states
clear-ddos-tcp-flags-establish-statistics
clear-ddos-tcp-flags-initial-states
clear-ddos-tcp-flags-initial-statistics
clear-ddos-tcp-flags-states
clear-ddos-tcp-flags-statistics
clear-ddos-tcp-flags-unclass-states
clear-ddos-tcp-flags-unclass-statistics
clear-ddos-telnet-aggregate-states
clear-ddos-telnet-aggregate-statistics
clear-ddos-telnet-states
clear-ddos-telnet-statistics
clear-ddos-telnetv6-aggregate-states
clear-ddos-telnetv6-aggregate-statistics
clear-ddos-telnetv6-states
clear-ddos-telnetv6-statistics
clear-ddos-ttl-aggregate-states
clear-ddos-ttl-aggregate-statistics
clear-ddos-ttl-states

clear-ddos-ttl-statistics
clear-ddos-tun-frag-aggregate-states
clear-ddos-tun-frag-aggregate-statistics
clear-ddos-tun-frag-states
clear-ddos-tun-frag-statistics

clear ddos-protection protocols tunnel-ka

clear ddos-protection protocols tunnel-ka aggregate
clear ddos-protection protocols tunnel-ka aggregate culprit-flows
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<clear-ddos-tunnel-ka-aggregate-flows>
clear ddos-protection protocols tunnel-ka aggreg
<clear-ddos-tunnel-ka-aggregate-states>

clear ddos-protection protocols tunnel-ka aggreg
<clear-ddos-tunnel-ka-aggregate-statistics>
clear ddos-protection protocols tunnel-ka culpri
<clear-ddos-tunnel-ka-flows>

clear ddos-protection protocols tunnel-ka states
<clear-ddos-tunnel-ka-states>

clear ddos-protection protocols tunnel-ka statis
<clear-ddos-tunnel-ka-statistics>
clear-ddos-vchassis-aggregate-states

clear ddos-protection protocols virtual-chassis
clear-ddos-vchassis-aggregate-statistics

clear ddos-protection protocols virtual-chassis
clear ddos-protection protocols virtual-chassis
clear-ddos-vchassis-control-hi-states

clear ddos-protection protocols virtual-chassis
clear-ddos-vchassis-control-hi-statistics

clear ddos-protection protocols virtual-chassis
clear ddos-protection protocols virtual-chassis
clear-ddos-vchassis-control-lo-states

clear ddos-protection protocols virtual-chassis
clear-ddos-vchassis-control-lo-statistics

clear ddos-protection protocols virtual-chassis
clear-ddos-vchassis-states
clear ddos-protection protocols
clear-ddos-vchassis-statistics
clear ddos-protection protocols
clear ddos-protection protocols virtual-chassis
clear ddos-protection protocols virtual-chassis
clear-ddos-vchassis-unclass-states

clear ddos-protection protocols virtual-chassis
clear-ddos-vchassis-unclass-statistics

clear ddos-protection protocols virtual-chassis
clear ddos-protection protocols virtual-chassis
clear-ddos-vchassis-vc-packets-states

clear ddos-protection protocols virtual-chassis
clear-ddos-vchassis-vc-packets-statistics

clear ddos-protection protocols virtual-chassis
clear ddos-protection protocols virtual-chassis
clear-ddos-vchassis-vc-ttl-err-states

clear ddos-protection protocols virtual-chassis
clear-ddos-vchassis-vc-ttl-err-statistics

clear ddos-protection protocols vrrp
clear ddos-protection protocols vrrp
clear ddos-protection protocols vrrp
clear-ddos-vrrp-aggregate-states
clear ddos-protection protocols
clear ddos-protection protocols
clear ddos-protection protocols
clear-ddos-vrrp-statistics

clear ddos-protection protocols
clear ddos-protection protocols vrrpvé
clear ddos-protection protocols vrrpvé
clear-ddos-vrrpv6-aggregate-states
clear ddos-protection protocols vrrpvé
clear-ddos-vrrpv6-aggregate-statistics
clear ddos-protection protocols vrrpv6é
clear-ddos-vrrpv6-states

clear ddos-protection protocols vrrpvé

virtual-chassis

virtual-chassis

aggregate
aggregate s

vrrp
vrrp
vrrp

aggregate s
culprit-flo
statistics
Vrrpve

aggregate
aggregate
aggregate

states

statistic

ate states
ate statistics

t-flows

tics

aggregate statistics

control-high
control-high states

control-high statistics

control-low
control-low states

control-low statistics
states

statistics

unclassified

unclassified culprit-flows
unclassified states

unclassified statistics

vc-packets
vc-packets states

vc-packets statistics

vc-ttl-errors
vc-ttl-errors states

vc-ttl-errors statistics

tates

tatistics
WS

states

statistics

S
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clear-ddos-uncls-host-rt-v4-flows
clear-ddos-vchassis-aggregate-statistics
clear-ddos-vchassis-control-hi-states
clear-ddos-vchassis-control-hi-statistics
clear-ddos-vchassis-control-lo-states
clear-ddos-vchassis-control-lo-statistics
clear-ddos-vchassis-states
clear-ddos-vchassis-statistics
clear-ddos-vchassis-unclass-states
clear-ddos-vchassis-unclass-statistics
clear-ddos-vchassis-vc-packets-states
clear-ddos-vchassis-vc-packets-statistics
clear-ddos-vchassis-vc-ttl-err-states
clear-ddos-vchassis-vc-ttl-err-statistics
clear-ddos-vrrp-aggregate-states
clear-ddos-vrrp-aggregate-statistics
clear-ddos-vrrp-states
clear-ddos-vrrp-statistics
clear-ddos-vrrpv6-aggregate-states
clear-ddos-vrrpv6-aggregate-statistics
clear-ddos-vrrpv6-states
clear-ddos-vrrpv6-statistics

clear ddos-protection protocols vxlan

clear ddos-protection protocols vxlan aggregate
clear ddos-protection protocols vxlan aggregate culprit-flows
clear-ddos-vxlan-aggregate-flows

clear ddos-protection protocols vxlan aggregate states
<clear-ddos-vxlan-aggregate-states>

clear ddos-protection protocols vxlan aggregate statistics
<clear-ddos-vxlan-aggregate-statistics>

clear ddos-protection protocols vxlan culprit-flows
<clear-ddos-vxlan-flows>

clear ddos-protection protocols vxlan states
<clear-ddos-vxlan-states>

clear ddos-protection protocols vxlan statistics
<clear-ddos-vxlan-statistics>

clear dhcp

clear dhcp client

clear dhcp client binding
<clear-dhcp-client-binding-information>

clear dhcp client statistics
<clear-client-statistics-information>

clear dhcp proxy-client

clear dhcp proxy-client statistics

clear dhcp relay

clear dhcp relay binding
<clear-dhcp-relay-binding-information>

clear dhcp relay binding interface
<clear-dhcp-interface-bindings>

clear dhcp relay statistics
<clear-dhcp-relay-statistics-information>
<clear-dhcp-security-binding>
<clear-dhcp-security-binding-interface>
<clear-dhcp-security-binding-ip-address>
<clear-dhcp-security-binding-statistics>
<clear-dhcp-security-binding-vian>

clear dhcp relay statistics bulk-leasequery-connections
<clear-dhcp-relay-bulk-leasequery-conn-statistics>
clear dhcp relay statistics leasequery
<clear-dhcp-relay-leasequery-statistics>

clear dhcp server
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clear dhcp server binding
<clear-dhcp-server-binding-information>

clear dhcp server binding interface
<clear-dhcp-server-binding-interface>

clear dhcp server statistics
<clear-server-statistics-information>

clear dhcp statistics
<clear-dhcp-service-statistics-information>

clear dhcp-security statistics
<clear-dhcp-security-statistics>

clear dhcpv6é

clear dhcpvé client

clear dhcpv6 client binding
<clear-dhcpv6-client-binding-information>

clear dhcpv6 client statistics
<clear-dhcpv6-client-statistics-information>

clear dhcpv6 proxy-client

clear dhcpv6 proxy-client statistics
<clear-dhcpv6-proxy-client-statistics-information>
clear dhcpv6 relay

clear dhcpv6 relay binding

clear dhcpv6 relay binding interface

clear dhcpv6é relay statistics
<clear-dhcpv6-relay-statistics-information>

clear dhcpv6 relay statistics bulk-leasequery-connections
<clear-dhcpv6-relay-bulk-leasequery-conn-statistics>
clear dhcpvé relay statistics leasequery
<clear-dhcpv6-relay-leasequery-statistics>

clear dhcpv6 server

clear dhcpv6 server binding
<clear-dhcpv6-server-binding-information>

clear dhcpv6 server binding interface
<clear-dhcpv6-server-binding-interface>

clear dhcpv6é server statistics
<clear-dhcpv6-server-statistics-information>

clear dhcpv6 server statistics bulk-leasequery-connections
<clear-dhcpv6-server-bulk-leasequery-statistics>
clear dhcpv6 statistics
<clear-dhcpv6-service-statistics-information>

clear diameter

clear diameter function

<clear-diameter-function>

clear diameter peer

<clear-diameter-peer>
<clear-dhcp-binding-information>
<clear-dhcp-conflict-information>
<clear-dhcp-statistics-information>

clear system subscriber-management

clear system subscriber-management arp
<clear-subscriber-management-arp>

clear system subscriber-management arp address
<clear-subscriber-management-arp-address>

clear system subscriber-management arp interface
<clear-subscriber-management-arp-interface>

clear system subscriber-management ipv6-neighbors
<clear-subscriber-management-ipv6-neighbors>

clear system subscriber-management ipv6-neighbors address
<clear-subscriber-management-ipv6-neighbor-address>clear system
subscriber-management ipv6-neighbors interface
<clear-subscriber-management-ipv6-neighbor-interface>
clear system subscriber-management statistics

Copyright © 2018, Juniper Networks, Inc. 131



Administration Guide for Security Devices

<clear-subscriber-management-statistics>

clear dotlx

clear dotlx eapol-block

clear dotlx eapol-block interface
<clear-dotlx-eapol-block-interface-session>

clear dotlx eapol-block mac-address
<clear-dotlx-eapol-block-mac-session>

clear dotlx firewall

<clear-dotlx-firewall>

clear dotlx firewall interface
<clear-dotlx-firewall-interface>

clear dotlx interface
<clear-dotlx-interface-session>

clear dotlx mac-address

<clear-dotlx-mac-session>

clear dotlx statistics

<clear-dotlx-statistics>

clear dotlx statistics interface
<clear-dotlx-statistics-interface>

clear error

clear error bpdu

clear error bpdu interface

<clear-bpdu-error>

clear error loop-detect

clear error loop-detect interface
<clear-loop-detect-error>

clear error mac-rewrite

clear error mac-rewrite interface
<clear-mac-rewrite-error>

clear esis

clear esis adjacency

<clear-esis-adjacency>

clear esis statistics

<clear-esis-statistics>

clear ethernet-switching

clear ethernet-switching evpn

clear ethernet-switching evpn arp-table
<clear-ethernet-switching-evpn-arp-table>

clear ethernet-switching mac-learning-log
<clear-ethernet-switching-mac-learning-log>

clear ethernet-switching recovery-timeout
<clear-ethernet-switching-recovery>

clear ethernet-switching recovery-timeout interface
<clear-ethernet-switching-recovery-interface>
clear ethernet-switching satellite

clear ethernet-switching satellite logging
<clear-satellite-control-logging>

clear ethernet-switching satellite vlan-auto-sense
<clear-satellite-control-plane-vlan-auto-sense>
clear ethernet-switching table
<clear-ethernet-switching-table>

clear ethernet-switching table interface
<clear-ethernet-switching-interface-table>

clear ethernet-switching table persistent-learning
<clear-ethernet-switching-table-persistent-learning>
clear ethernet-switching table persistent-learning interface
<clear-ethernet-switching-table-persistent-learning>
clear ethernet-switching table persistent-learning mac
<clear-ethernet-switching-table-persistent-learning-mac>
clear evpn

clear evpn arp-table
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<clear-evpn-arp-table>

clear evpn mac-table

<clear-evpn-mac-table>

clear evpn mac-table interface
<clear-evpn-interface-mac-table>

clear evpn nd-table

<clear-evpn-nd-table>

clear extensible-subscriber-services

clear extensible-subscriber-services counters
<clear-extensible-subscriber-services-counters>
clear extensible-subscriber-services sessions
<clear-extensible-subscriber-services-sessions>
clear fabric

<clear-fabric>

clear fabric statistics
<clear-fabric-statistics>

clear firewall

<clear-firewal l-counters>

clear firewall all
<clear-all-firewall-conters>

clear firewall log

<clear-firewall-log>

clear firewall policer

clear firewall policer counter

clear firewall policer counter all
<clear-interface-aggregate-fwd-options>
<clear-interface-aggregate-fwd-options-all>
clear helper

clear helper statistics
<clear-helper-statistics-information>

clear igmp

clear igmp membership
<clear-igmp-membership>

clear igmp snooping

clear igmp snooping membership
<clear-igmp-snooping-membership>

clear igmp snooping membership bridge-domain
<clear-igmp-snooping-bridge-domain-membership>
clear igmp snooping membership vlan
<clear-igmp-snooping-vlan-membership>

clear igmp snooping statistics
<clear-igmp-snooping-statistics>

clear igmp snooping statistics bridge-domain
<clear-igmp-snooping-bridge-domain-statistics>
clear igmp snooping statistics vlan
<clear-igmp-snooping-vlan-statistics>

clear igmp statistics
<clear-igmp-statistics>

clear ike

clear ike security-associations
<clear-ike-security-associations>

clear ike statistics

<clear-ike-statistics>

clear ilmi

clear ilmi statistics
<clear-ilmi-statistics>

clear interfaces

clear interfaces interface-set

clear interfaces interface-set statistics
<clear-interface-set-statistics>

clear interfaces interface-set statistics all
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<clear-interface-set-statistics-all>

clear interfaces interval
<clear-interfaces-interval>

clear interfaces mac-database
<clear-interfaces-mac-database>

clear interfaces mac-database statistics
<clear-interface-mac-database-statistics>
clear interfaces mac-database statistics all
<clear-interface-mac-database-statistics-all>
clear interfaces statistics
<clear-interfaces-statistics>

clear interfaces statistics all
<clear-interfaces-statistics-all>

clear interfaces transport
<clear-interface-transport-information>

clear interfaces transport optics
<clear-interface-transport-optics-information>
clear interfaces transport optics interval
<clear-interface-transport-optics-interval-information>
clear ipsec

clear ipsec security-associations
<clear-ipsec-security-associations>

clear ipv6

clear ipv6 neighbors
<clear-ipv6-nd-information>

clear ipv6 neighbors all
<clear-ipv6-all-neighbors>

clear isis

clear isis adjacency
<clear-isis-adjacency-information>

clear isis database
<clear-isis-database-information>

clear isis layer2-map
<clear-isis-layer2-map-information>

clear isis overload
<clear-isis-overload-information>

clear isis statistics
<clear-isis-statistics-information>

clear ipv6 router-advertisement

clear lacp

clear lacp statistics

clear 12-learning

clear 12-learning evpn

clear 12-learning evpn arp-statistics
<clear-evpn-arp-statistics>

clear 12-learning evpn arp-statistics interface
<clear-evpn-arp-statistics-interface>

clear 12-learning evpn nd-statistics
<clear-evpn-nd-statistics>

clear 12-learning evpn nd-statistics interface
<clear-evpn-nd-statistics-interface>

clear 12-learning mac-move-buffer
<clear-12-learning-mac-move-buffer>

clear 12-learning mac-move-buffer active
<clear-12-learning-mac-move-buffer-active>
clear-12-learning-redundancy-group
<clear-12-learning-redundancy-group-statistics>
clear 12-learning remote-backbone-edge-bridges
<clear-12-learning-remote-backbone-edge-bridges>
clear l2circuit

clear l1dp
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clear ldp statistics

<clear-ldp-statistics>

clear ldp statistics interface
<clear-ldp-interface-hello-statistics>
clear ldp neighbor

<clear-1dp-neighbors>

clear ldp session

<clear-ldp-sessions>

clear 1ldp

clear 1ldp neighbors

<clear-1ldp-neighbors>

clear lldp neighbors interface
<clear-1ldp-interface-neighbors>

clear lldp statistics
<clear-lldp-statistics>

clear lldp statistics interface
<clear-1ldp-interface-statistics>

clear loop-detect

clear loop-detect statistics

clear loop-detect statistics interface
<clear-loop-detect-statistics-information>
clear mld

clear mld membership

<clear-mld-membership>

clear mld snooping

clear mld snooping membership
<clear-mld-snooping-membership>

clear mld snooping membership bridge-domain
<clear-mld-snooping-bridge-domain-membership>
clear mld snooping membership vlan
<clear-mld-snooping-vlan-membership>

clear mld snooping statistics
<clear-mld-snooping-statistics>

clear mld snooping statistics bridge-domain
<clear-mld-snooping-bridge-domain-statistics>
clear mld snooping statistics vlan
<clear-mld-snooping-vlan-statistics>

clear mld statistics

<clear-mld-statistics>

clear mobile-ip

clear mobile-ip binding

clear mobile-ip binding all
<clear-binding-all>

clear mobile-ip binding ip-address
<clear-binding-ip>

clear mobile-ip binding nai
<clear-binding-nai>
clear mobile-ip visitor
clear mobile-ip visitor all
<clear-visitor-all>

clear mobile-ip visitor ip-address
<clear-visitor-ip>

clear mobile-ip visitor nai
<clear-visitor-nai>
clear mpls

clear mpls Isp
<clear-mpls-Isp-information>
clear mpls static-Isp
<clear-mpls-static-Isp-information>
clear mpls traceroute

clear mpls traceroute database
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clear mpls traceroute database Idp
<clear-mpls-traceroute-database-1dp>

clear msdp

clear msdp cache

<clear-msdp-cache>

clear msdp statistics

<clear-msdp-statistics>

clear multicast

clear multicast bandwidth-admission
<clear-multicast-bandwidth-admission

clear multicast forwarding-cache

clear multicast scope
<clear-multicast-scope-statistics>

clear multicast sessions

<clear-multicast-sessions>

clear multicast statistics
<clear-multicast-statistics>

clear mvrp

clear mvrp statistics
<clear-mvrp-interface-statistics>

clear network-access

clear network-access aaa

clear network-access aaa statistics
<clear-aaa-statistics-table>

clear network-access aaa statistics address-assignment
clear network-access aaa statistics address-assignment client
<clear-aaa-address-assignment-client-statistics>

clear network-access aaa statistics address-assignment pool
<clear-aaa-address-assignment-pool-statistics>

clear network-access aaa subscriber
<clear-aaa-subscriber-table>

clear network-access aaa subscriber statistics
<clear-aaa-subscriber-table-specific-statistics>
clear network-access address-assignment

clear network-access address-assignment preserved
<clear-address-assignment-preserved>

clear network-access ocs

clear network-access ocs statistics
<clear-ocs-statistics-information>

clear network-access pcrf

clear network-access pcrf statistics
<clear-pcrf-statistics-information>

clear network-access pcrf subscribers
<clear-pcrf-subscribers>

clear network-access requests

clear network-access requests pending
<clear-authentication-pending-table>

clear network-access requests statistics
<clear-authentication-statistics>

clear network-access securid-node-secret-file
<clear-node-secret-file>

clear oam

clear oam ethernet

clear oam ethernet connectivity-fault-management

clear oam ethernet connectivity-fault-management continuity-measurement
<clear-cfm-continuity-measurement>

clear oam ethernet connectivity-fault-management delay-statistics
<clear-cfm-delay-statistics>

clear oam ethernet connectivity-fault-management event
<clear-cfm-action-profile-event>

clear oam ethernet connectivity-fault-management loss-statistics
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<clear-cfm-loss-statistics>

clear oam ethernet connectivity-fault-management path-database

<clear-cfm-linktrace-path-database>

clear oam ethernet connectivity-fault-management policer

<clear-cfm-policer-statistics>

clear oam ethernet connectivity-fault-management sla-iterator-history

<clear-cfm-iterator-history>

clear oam ethernet connectivity-fault-management sla-iterator-statistics

<clear-cfm-iterator-statistics>

clear oam ethernet connectivity-fault-management statistics

<clear-cfm-statistics>

clear oam ethernet connectivity-fault-management synthetic-loss-statistics

<clear-cfm-sIm-statistics>

clear oam ethernet link-fault-management

clear oam ethernet link-fault-management state
<clear-1fmd-state>

clear oam ethernet link-fault-management statistics
<clear-1fmd-statistics>

clear oam ethernet link-fault-management statistics action-profile
<clear-Ifmd-action-profile-statistics>

clear oam ethernet Imi

clear oam ethernet Imi statistics

<clear-elmi-statistics>

clear ospf

clear ospf database

<clear-ospf-database-information>

clear ospf database-protection

<clear-ospf-database-protection>

clear ospf io-statistics

<clear-ospf-io-statistics-information>

clear ospf neighbor

<clear-ospf-neighbor-information>

clear ospf overload

<clear-ospf-overload-information>

clear ospf statistics

<clear-ospf-statistics-information>

clear ospf3

clear ospf3 database

<clear-ospf3-database-information>

clear ospf3 database-protection

<clear-ospf-database-protection>

clear ospf3 io-statistics
<clear-ospf3-io-statistics-information>

clear ospf3 neighbor

<clear-ospf3-neighbor-information>

clear ospf3 overload

<clear-ospf3-overload-information>

clear ospf3 statistics

<clear-ospf3-io-statistics-information>

clear ovsdb

clear ovsdb commit

clear ovsdb commit failures

<clear-ovsdb-commit-failure-information>

clear ovsdb statistics

clear ovsdb statistics interface

clear ovsdb statistics interface all

<clear-ovsdb-interfaces-statistics-all>

clear performance-monitoring

clear performance-monitoring mpls

clear performance-monitoring mpls Isp

<clear-pm-mpls-Isp-information>
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clear pfe

clear pfe statistics

clear pfe statistics fabric

clear pfe statistics traffic detail

clear pfe statistics traffic egress-queues fpc

clear pfe statistics traffic multicast

clear pfe statistics traffic multicast fpc

clear pfe tcam-errors

clear pfe tcam-errors all-tcam-stages
<clear-pfe-tcam-errors-all-tcam-stages>

clear pfe tcam-errors app

<clear-pfe-tcam-errors-app>

clear pfe tcam-errors app bd-dtag-validate
<clear-pfe-tcam-errors-app-bd-dtag-val idate>

clear pfe tcam-errors app bd-dtag-validate detail

clear pfe tcam-errors app bd-dtag-validate list-related-apps
clear pfe tcam-errors app bd-dtag-validate list-shared-apps
clear pfe tcam-errors app bd-dtag-validate shared-usage
clear pfe tcam-errors app bd-dtag-validate shared-usage detail
clear pfe tcam-errors app bd-tpid-swap
<clear-pfe-tcam-errors-app-bd-tpid-swap>

clear pfe tcam-errors app bd-tpid-swap detail

clear pfe tcam-errors app bd-tpid-swap list-related-apps
clear pfe tcam-errors app bd-tpid-swap list-shared-apps
clear pfe tcam-errors app bd-tpid-swap shared-usage

clear pfe tcam-errors app bd-tpid-swap shared-usage detail
clear pfe tcam-errors app cfm-bd-filter
<clear-pfe-tcam-errors-app-cfm-bd-filter>

clear pfe tcam-errors app cfm-bd-filter detail

clear pfe tcam-errors app cfm-bd-filter list-related-apps
clear pfe tcam-errors app cfm-bd-filter list-shared-apps
clear pfe tcam-errors app cfm-bd-filter shared-usage

clear pfe tcam-errors app cfm-bd-filter shared-usage detail
clear pfe tcam-errors app cfm-filter
<clear-pfe-tcam-errors-app-cfm-filter>

clear pfe tcam-errors app cfm-filter detail

clear pfe tcam-errors app cfm-filter list-related-apps
clear pfe tcam-errors app cfm-filter list-shared-apps

clear pfe tcam-errors app cfm-filter shared-usage

clear pfe tcam-errors app cfm-filter shared-usage detail
clear pfe tcam-errors app cfm-vpls-filter
<clear-pfe-tcam-errors-app-cfm-vpls-filter>

clear pfe tcam-errors app cfm-vpls-filter detail

clear pfe tcam-errors app cfm-vpls-filter list-related-apps
clear pfe tcam-errors app cfm-vpls-filter list-shared-apps
clear pfe tcam-errors app cfm-vpls-filter shared-usage
clear pfe tcam-errors app cfm-vpls-filter shared-usage detail
clear pfe tcam-errors app cfm-vpls-ifl-filter
<clear-pfe-tcam-errors-app-cfm-vpls-ifl-filter>

clear pfe tcam-errors app cfm-vpls-ifl-filter detail

clear pfe tcam-errors app cfm-vpls-ifl-filter list-related-apps
clear pfe tcam-errors app cfm-vpls-ifl-filter list-shared-apps
clear pfe tcam-errors app cfm-vpls-ifl-filter shared-usage
clear pfe tcam-errors app cfm-vpls-ifl-filter shared-usage detail
clear pfe tcam-errors app cos-fc
<clear-pfe-tcam-errors-app-cos-fc>

clear pfe tcam-errors app cos-fc detail

clear pfe tcam-errors app cos-fc list-related-apps

clear pfe tcam-errors app cos-fc list-shared-apps

clear pfe tcam-errors app cos-fc shared-usage

clear pfe tcam-errors app cos-fc shared-usage detail
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clear pfe tcam-errors app fw-ccc-in
<clear-pfe-tcam-errors-app-fw-ccc-in>

clear pfe
clear pfe
clear pfe
clear pfe
clear pfe
clear pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

fw-ccc-in detail

fw-ccc-in list-related-apps
fw-ccc-in list-shared-apps
fw-ccc-in shared-usage
fw-ccc-in shared-usage detail
fw-family-out

app
app
app
app
app
app

<clear-pfe-tcam-errors-app-fw-family-out>

clear pfe
clear pfe
clear pfe
clear pfe
clear pfe
clear pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app fw-family-out detail

app fw-family-out list-related-apps
app fw-family-out list-shared-apps
app fw-family-out shared-usage

app fw-family-out shared-usage detail
app fw-fbf

<clear-pfe-tcam-errors-app-fw-fbf>

clear pfe
clear pfe
clear pfe
clear pfe
clear pfe
clear pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

fw-fbf detail

fw-fbf list-related-apps
fw-fbf list-shared-apps
fw-fbf shared-usage
fw-fbf shared-usage detail
fw-fbf-inet6

app
app
app
app
app
app

<clear-pfe-tcam-errors-app-fw-fbf-inet6>

clear pfe
clear pfe
clear pfe
clear pfe
clear pfe
clear pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

fw-fbf-inet6 detail

fw-fbf-inet6 list-related-apps
fw-fbf-inet6 list-shared-apps
fw-fbf-inet6 shared-usage
fw-fbf-inet6 shared-usage detail
fw-ifl-in

app
app
app
app
app
app

<clear-pfe-tcam-errors-app-fw-ifl-in>

clear pfe
clear pfe
clear pfe
clear pfe
clear pfe
clear pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

fw-ifl-in detail

fw-ifl-in list-related-apps
fw-ifl-in list-shared-apps
fw-ifl-in shared-usage
fw-ifl-in shared-usage detail
fw-ifl-out

app
app
app
app
app
app

<clear-pfe-tcam-errors-app-fw-ifl-out>

clear pfe
clear pfe
clear pfe
clear pfe
clear pfe
clear pfe

clear pfe
clear pfe
clear pfe
clear pfe
clear pfe
clear pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app
app

app

fw-ifl-out
fw-ifl-out
fw-ifl-out
fw-ifl-out
fw-ifl-out

detail
list-related-apps
list-shared-apps
shared-usage
shared-usage detail

fw-inet-ftf
<clear-pfe-tcam-errors-app-fw-inet-ftf>

app fw-inet-ftf detail

app fw-inet-ftf list-related-apps
app fw-inet-ftf list-shared-apps
app fw-inet-ftf shared-usage

app fw-inet-ftf shared-usage detail

fw-inet-in

<clear-pfe-tcam-errors-app-fw-inet-in>

clear pfe
clear pfe
clear pfe
clear pfe
clear pfe
clear pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app
app

fw-inet-in
fw-inet-in
fw-inet-in
fw-inet-in
fw-inet-in
fw-inet-pm

detail
list-related-apps
list-shared-apps
shared-usage
shared-usage detail

<clear-pfe-tcam-errors-app-fw-inet-pm>

clear pfe tcam-errors app fw-inet-pm detail

clear pfe tcam-errors app fw-inet-pm list-related-apps
clear pfe tcam-errors app fw-inet-pm list-shared-apps
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clear pfe tcam-errors app fw-inet-pm shared-usage

clear pfe tcam-errors app fw-inet-pm shared-usage detail
clear pfe tcam-errors app fw-inet-rpf
<clear-pfe-tcam-errors-app-fw-inet-rpf>

clear pfe tcam-errors app fw-inet-rpf detail

clear pfe tcam-errors app fw-inet-rpf list-related-apps
clear pfe tcam-errors app fw-inet-rpf list-shared-apps
clear pfe tcam-errors app fw-inet-rpf shared-usage

clear pfe tcam-errors app fw-inet-rpf shared-usage detail
clear pfe tcam-errors app fw-inet-rpf
<clear-pfe-tcam-errors-app-fw-inet-rpf>

clear pfe tcam-errors app fw-inet-rpf detail

clear pfe tcam-errors app fw-inet-rpf list-related-apps
clear pfe tcam-errors app fw-inet-rpf list-shared-apps
clear pfe tcam-errors app fw-inet-rpf shared-usage

clear pfe tcam-errors app fw-inet-rpf shared-usage detail
clear pfe tcam-errors app fw-inet6-family-out
<clear-pfe-tcam-errors-app-fw-inet6-family-out>

clear pfe tcam-errors app fw-inet6-family-out detail
clear pfe tcam-errors app fw-inet6-family-out list-related-apps
clear pfe tcam-errors app fw-inet6-family-out list-shared-apps
clear pfe tcam-errors app fw-inet6-family-out shared-usage
clear pfe tcam-errors app fw-inet6-family-out shared-usage detail
clear pfe tcam-errors app fw-inet6-ftf
<clear-pfe-tcam-errors-app-fw-inet6-ftf>

clear pfe tcam-errors app fw-inet6-ftf detail

clear pfe tcam-errors app fw-inet6-ftf list-related-apps
clear pfe tcam-errors app fw-inet6-ftf list-shared-apps
clear pfe tcam-errors app fw-inet6-ftf shared-usage
clear pfe tcam-errors app fw-inet6-ftf shared-usage detail
clear pfe tcam-errors app fw-inet6-in
<clear-pfe-tcam-errors-app-fw-inet6-in>

clear pfe tcam-errors app fw-inet6-in detail

clear pfe tcam-errors app fw-inet6-in list-related-apps
clear pfe tcam-errors app fw-inet6-in list-shared-apps
clear pfe tcam-errors app fw-inet6-in shared-usage

clear pfe tcam-errors app fw-inet6-in shared-usage detail
clear pfe tcam-errors app fw-inet6-rpf
<clear-pfe-tcam-errors-app-fw-inet6-rpf>

clear pfe tcam-errors app fw-inet6-rpf detail

clear pfe tcam-errors app fw-inet6-rpf list-related-apps
clear pfe tcam-errors app fw-inet6-rpf list-shared-apps
clear pfe tcam-errors app fw-inet6-rpf shared-usage
clear pfe tcam-errors app fw-inet6-rpf shared-usage detail
clear pfe tcam-errors app fw-12-in
<clear-pfe-tcam-errors-app-fw-12-in>

clear pfe tcam-errors app fw-12-in detail

clear pfe tcam-errors app fw-12-in list-related-apps
clear pfe tcam-errors app fw-12-in list-shared-apps
clear pfe tcam-errors app fw-12-in shared-usage

clear pfe tcam-errors app fw-12-in shared-usage detail
clear pfe tcam-errors app fw-mpls-in
<clear-pfe-tcam-errors-app-fw-mpls-in>

clear pfe tcam-errors app fw-mpls-in detail

clear pfe tcam-errors app fw-mpls-in list-related-apps
clear pfe tcam-errors app fw-mpls-in list-shared-apps
clear pfe tcam-errors app fw-mpls-in shared-usage

clear pfe tcam-errors app fw-mpls-in shared-usage detail
clear pfe tcam-errors app fw-semantics
<clear-pfe-tcam-errors-app-fw-semantics>

clear pfe tcam-errors app fw-semantics detail

140 Copyright © 2018, Juniper Networks, Inc.



Chapter 4: Permissions Flags for User Access Privileges

clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app fw-semantics list-related-apps
app fw-semantics list-shared-apps
app fw-semantics shared-usage

app fw-semantics shared-usage detail

app

fw-vpls-in

<clear-pfe-tcam-errors-app-fw-vpls-in>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app
app

fw-vpls-in
fw-vpls-in
fw-vpls-in
fw-vpls-in
fw-vpls-in

detail
list-related-apps
list-shared-apps
shared-usage
shared-usage detail

gr-ifl-stats-egr

<clear-pfe-tcam-errors-app-gr-ifl-statistics-egr>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app
app

gr-ifl-stats-egr detail
gr-ifl-stats-egr list-related-apps
gr-ifl-stats-egr list-shared-apps
gr-ifl-stats-egr shared-usage
gr-ifl-stats-egr shared-usage detail
gr-ifl-stats-ing

<clear-pfe-tcam-errors-app-gr-ifl-statistics-ing>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app
app

gr-ifl-stats-ing detail
gr-ifl-stats-ing list-related-apps
gr-ifl-stats-ing list-shared-apps
gr-ifl-stats-ing shared-usage
gr-ifl-stats-ing shared-usage detail
gr-ifl-stats-preing

<clear-pfe-tcam-errors-app-gr-ifl-statistics-preing>

clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app

detail
list-related-apps
list-shared-apps
shared-usage
shared-usage detail

gr-ifl-stats-preing
gr-ifl-stats-preing
gr-ifl-stats-preing
gr-ifl-stats-preing
gr-ifl-stats-preing

< clear pfe tcam-errors app ifd-src-mac-Fil
<clear-pfe-tcam-errors-app-ifd-src-mac-fil>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app
app

detail
list-related-apps
list-shared-apps

ifd-src-mac-fil
ifd-src-mac-fil
ifd-src-mac-fil
ifd-src-mac-fil shared-usage
ifd-src-mac-fil shared-usage detail
ifl-statistics-in

<clear-pfe-tcam-errors-app-ifl-statistics-in>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app
app

ifl-statistics-in detail
ifl-statistics-in list-related-apps
ifl-statistics-in list-shared-apps
ifl-statistics-in shared-usage
ifl-statistics-in shared-usage detail
ifl-statistics-out

<clear-pfe-tcam-errors-app-ifl-statistics-out>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app
app

ifl-statistics-out detail
ifl-statistics-out list-related-apps
ifl-statistics-out list-shared-apps
ifl-statistics-out shared-usage
ifl-statistics-out shared-usage detail
ing-out-iff

<clear-pfe-tcam-errors-app-ing-out-iff>

clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app

ing-out-iff detail

ing-out-iff list-related-apps
ing-out-iff list-shared-apps
ing-out-iff shared-usage
ing-out-iff shared-usage detail

clear pfe tcam-errors app ip-mac-val
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<clear-pfe-tcam-errors-app-ip-mac-val>
ip-mac-val detail

ip-mac-val list-related-apps
ip-mac-val list-shared-apps
ip-mac-val shared-usage

ip-mac-val shared-usage detail

clear pfe tcam-errors app ip-mac-val-bcast
<clear-pfe-tcam-errors-app-ip-mac-val-bcast>

ip-mac-val-bcast detail
ip-mac-val-bcast list-related-apps
ip-mac-val-bcast list-shared-apps
ip-mac-val-bcast shared-usage
ip-mac-val-bcast shared-usage detail
ipsec-reverse-fil
<clear-pfe-tcam-errors-app-ipsec-reverse-fil>

ipsec-reverse-fil detail
ipsec-reverse-fil list-related-apps
ipsec-reverse-fil list-shared-apps
ipsec-reverse-fil shared-usage
ipsec-reverse-fil shared-usage detail

clear pfe
clear pfe
clear pfe
clear pfe
clear pfe

clear pfe
clear pfe
clear pfe
clear pfe
clear pfe
clear pfe

clear pfe
clear pfe
clear pfe
clear pfe
clear pfe
clear pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app

app
app
app
app
app
app

app
app
app
app
app
app

irb-cos-rw

<clear-pfe-tcam-errors-app-irb-cos-rw>
irb-cos-rw detail

irb-cos-rw list-related-apps
irb-cos-rw list-shared-apps
irb-cos-rw shared-usage
irb-cos-rw shared-usage detail

clear pfe
clear pfe
clear pfe
clear pfe
clear pfe
clear pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app
app

irb-fixed-cos

<clear-pfe-tcam-errors-app-irb-fixed-cos>

irb-fixed-cos detail
irb-fixed-cos list-related-apps
irb-fixed-cos list-shared-apps
irb-fixed-cos shared-usage
irb-fixed-cos shared-usage detail

clear pfe
clear pfe
clear pfe
clear pfe
clear pfe
clear pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app
app

irb-inet6-fil

<clear-pfe-tcam-errors-app-irb-inet6-fil>

clear pfe
clear pfe
clear pfe
clear pfe
clear pfe
clear pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app
app

irb-inet6-fil
irb-inet6-fil
irb-inet6-fil
irb-inet6-fil
irb-inet6-fil

1fm-802.3ah-in

detail
list-related-apps
list-shared-apps
shared-usage
shared-usage detail

<clear-pfe-tcam-errors-app-1fm-802.3ah-in>

clear pfe
clear pfe
clear pfe
clear pfe
clear pfe
clear pfe

clear pfe
clear pfe
clear pfe
clear pfe
clear pfe
clear pfe

<clear-pfe-tcam-errors-app-lo0-inet-fil>

clear pfe
clear pfe
clear pfe
clear pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app
app

app
app
app
app
app
app

app

I1fm-802.3ah-in
1fm-802.3ah-in
1fm-802.3ah-in
I1fm-802.3ah-in
1fm-802.3ah-in

detail
list-related-apps
list-shared-apps
shared-usage
shared-usage detail

1fm-802.3ah-out
<clear-pfe-tcam-errors-app-1fm-802.3ah-out>

1fm-802.3ah-out detail
I1fm-802._3ah-out list-related-apps
I1fm-802.3ah-out list-shared-apps
1fm-802.3ah-out shared-usage
1fm-802.3ah-out shared-usage detail

100-inet-fil

100-inet-fil detail

app loO-inet-fil list-related-apps
app loO-inet-fil list-shared-apps
app loO-inet-fil shared-usage
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clear pfe tcam-errors app l00-inet-fil shared-usage detail
clear pfe tcam-errors app 100-inet6-fil
<clear-pfe-tcam-errors-app-lo0-inet6-fil>

clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app

100-inet6-fil
100-inet6-fTil
100-inet6-fil
100-inet6-fil
100-inet6-fTil

detail
list-related-apps
list-shared-apps
shared-usage
shared-usage detail

clear pfe tcam-errors app mac-drop-cnt
<clear-pfe-tcam-errors-app-mac-drop-cnt>

clear pfe tcam-errors app mac-drop-cnt detail

clear pfe tcam-errors app mac-drop-cnt list-related-apps
clear pfe tcam-errors app mac-drop-cnt list-shared-apps

clear pfe tcam-errors app mac-drop-cnt shared-usage

clear pfe tcam-errors app mac-drop-cnt shared-usage detail
clear pfe tcam-errors app mrouter-port-in
<clear-pfe-tcam-errors-app-mrouter-port-in>

clear pfe tcam-errors app mrouter-port-in detail

clear pfe tcam-errors app mrouter-port-in list-related-apps
clear pfe tcam-errors app mrouter-port-in list-shared-apps
clear pfe tcam-errors app mrouter-port-in shared-usage

clear pfe tcam-errors app mrouter-port-in shared-usage detail
clear pfe tcam-errors app napt-reverse-fil
<clear-pfe-tcam-errors-app-napt-reverse-fil>

clear pfe tcam-errors app napt-reverse-fil detail

clear pfe tcam-errors app napt-reverse-fil list-related-apps
clear pfe tcam-errors app napt-reverse-fil list-shared-apps
clear pfe tcam-errors app napt-reverse-fil shared-usage

clear pfe tcam-errors app napt-reverse-fil shared-usage detail
clear pfe tcam-errors app no-local-switching
<clear-pfe-tcam-errors-app-no-local-switching>

clear pfe tcam-errors app no-local-switching detail

clear pfe tcam-errors app no-local-switching list-related-apps
clear pfe tcam-errors app no-local-switching list-shared-apps
clear pfe tcam-errors app no-local-switching shared-usage
clear pfe tcam-errors app no-local-switching shared-usage detail
clear pfe tcam-errors app ptpoe-cos-rw
<clear-pfe-tcam-errors-app-ptpoe-cos-rw>

clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app
app
app
app
app

ptpoe-cos-rw
ptpoe-cos-rw
ptpoe-cos-rw
ptpoe-cos-rw
ptpoe-cos-rw

detail
list-related-apps
list-shared-apps
shared-usage
shared-usage detail

clear pfe tcam-errors app rfc2544-layer2-in
<clear-pfe-tcam-errors-app-rfc2544-layer2-in>

clear pfe tcam-errors app rfc2544-layer2-in detail

clear pfe tcam-errors app rfc2544-layer2-in list-related-apps
clear pfe tcam-errors app rfc2544-layer2-in list-shared-apps
clear pfe tcam-errors app rfc2544-layer2-in shared-usage

clear pfe tcam-errors app rfc2544-layer2-in shared-usage detail
clear pfe tcam-errors app rfc2544-layer2-out
<clear-pfe-tcam-errors-app-rfc2544-layer2-out>

clear pfe tcam-errors app rfc2544-layer2-out detail

clear pfe tcam-errors app rfc2544-layer2-out list-related-apps
clear pfe tcam-errors app rfc2544-layer2-out list-shared-apps
clear pfe tcam-errors app rfc2544-layer2-out shared-usage

clear pfe tcam-errors app rfc2544-layer2-out shared-usage detail
clear pfe tcam-errors app vpls-mesh-group-mcast
<get-upper-level-xml-name-vpls-mesh-group-mcast>

clear pfe tcam-errors app vpls-mesh-group-mcast detail

clear pfe tcam-errors app vpls-mesh-group-mcast list-related-apps
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clear
clear
clear
clear

clear
clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe

pfe
pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

app vpls-mesh-group-mcast list-shared-apps
app vpls-mesh-group-mcast shared-usage

app vpls-mesh-group-mcast shared-usage detail
app vpls-mesh-group-ucast
<get-upper-level-xml-name-vpls-mesh-group-ucast>

app vpls-mesh-group-ucast
app vpls-mesh-group-ucast
app vpls-mesh-group-ucast
app vpls-mesh-group-ucast
app vpls-mesh-group-ucast

tcam-stage
tcam-stage

detail

egress

<clear-pfe-tcam-errors-egress-tcam-stage>
clear pfe tcam-errors tcam-stage egress app
clear-pfe-tcam-errors-egress-app
clear pfe tcam-errors tcam-stage egress app bd-dtag-validate
<clear-pfe-tcam-errors-egress-app-bd-dtag-val idate>
clear pfe tcam-errors tcam-stage egress app bd-dtag-validate detail
clear pfe tcam-errors tcam-stage egress app bd-dtag-validate
list-related-appsclear pfe tcam-errors tcam-stage egress app bd-dtag-validate
list-shared-apps
clear pfe tcam-errors tcam-stage egress app bd-dtag-validate shared-usage
clear pfe tcam-errors tcam-stage egress app bd-dtag-validate shared-usage

detail

clear pfe tcam-errors tcam-stage egress app bd-tpid-swap
<clear-pfe-tcam-errors-egress-app-bd-tpid-swap>

list-related-apps
list-shared-apps
shared-usage
shared-usage detail

clear pfe tcam-errors tcam-stage egress app bd-tpid-swap detail

clear pfe tcam-errors tcam-stage egress app bd-tpid-swap list-related-apps
clear pfe tcam-errors tcam-stage egress app bd-tpid-swap list-shared-apps
clear pfe tcam-errors tcam-stage egress app bd-tpid-swap shared-usage

clear pfe tcam-errors tcam-stage egress app bd-tpid-swap shared-usage detail
clear pfe tcam-errors tcam-stage egress app fw-family-out
<clear-pfe-tcam-errors-egress-app-fw-family-out>

clear pfe tcam-errors tcam-stage egress app fw-family-out detail

clear pfe tcam-errors tcam-stage egress app fw-family-out list-related-apps
clear pfe tcam-errors tcam-stage egress app fw-family-out list-shared-apps
clear pfe tcam-errors tcam-stage egress app fw-family-out shared-usage
clear pfe tcam-errors tcam-stage egress app fw-family-out shared-usage detail
clear pfe tcam-errors tcam-stage egress app fw-ifl-out

<clear-pfe-tcam-errors-egress-app-fw-ifl-out>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

fw-ifl-out
fw-ifl-out
fw-ifl-out
fw-ifl-out
fw-ifl-out

egress
egress
egress
egress
egress
egress

app
app
app
app
app
app

<clear-pfe-tcam-errors-egress-app-fw-inet6-family-out>
clear pfe tcam-errors tcam-stage egress app fw-inet6-family-out detail
clear pfe tcam-errors tcam-stage egress app fw-inet6-family-out

list-related-apps

detail
list-related-apps
list-shared-apps
shared-usage
shared-usage detail
fw-inet6-family-out

clear pfe tcam-errors tcam-stage egress app fw-inet6-family-out list-shared-apps
clear pfe tcam-errors tcam-stage egress app fw-inet6-family-out shared-usage
clear pfe tcam-errors tcam-stage egress app fw-inet6-family-out shared-usage
detail

clear pfe tcam-errors tcam-stage egress app ifl-statistics-out
<clear-pfe-tcam-errors-egress-app-ifl-statistics-out>

clear pfe tcam-errors tcam-stage egress app ifl-statistics-out detail

clear pfe tcam-errors tcam-stage egress app ifl-statistics-out list-related-apps
clear pfe tcam-errors tcam-stage egress app ifl-statistics-out list-shared-apps
clear pfe tcam-errors tcam-stage egress app ifl-statistics-out shared-usage
clear pfe tcam-errors tcam-stage egress app ifl-statistics-out shared-usage
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detail

clear pfe tcam-errors tcam-stage egress app irb-cos-rw
<clear-pfe-tcam-errors-egress-app-irb-cos-rw>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

egress
egress
egress
egress
egress
egress

app
app
app
app
app
app

irb-cos-rw d
irb-cos-rw 1
irb-cos-rw 1
irb-cos-rw s
irb-cos-rw s
1fm-802.3ah-

<clear-pfe-tcam-errors-egress-app-1fm-802.3ah-out>

etail
ist-related-apps
ist-shared-apps
hared-usage
hared-usage detail
out

clear pfe tcam-errors tcam-stage egress app 1fm-802.3ah-out detail

clear pfe tcam-errors tcam-stage egress app 1fm-802.3ah-out list-related-apps
clear pfe tcam-errors tcam-stage egress app 1fm-802.3ah-out list-shared-apps
clear pfe tcam-errors tcam-stage egress app 1Tm-802.3ah-out shared-usage
clear pfe tcam-errors tcam-stage egress app 1fm-802.3ah-out shared-usage detail

clear pfe tcam-errors tcam-stage egress app ptpoe-cos-rw
<clear-pfe-tcam-errors-egress-app-ptpoe-cos-rw>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

egress
egress
egress
egress
egress
egress

app
app
app
app
app
app

ptpoe-cos-rw
ptpoe-cos-rw
ptpoe-cos-rw
ptpoe-cos-rw
ptpoe-cos-rw
rfc2544-laye

detail
list-related-apps
list-shared-apps
shared-usage
shared-usage detail
r2-out

<clear-pfe-tcam-errors-egress-app-rfc2544-layer2-out>

clear pfe tcam-errors tcam-stage egress app rfc2544-layer2-out detail

clear pfe tcam-errors tcam-stage egress app rfc2544-layer2-out list-related-apps
clear pfe tcam-errors tcam-stage egress app rfc2544-layer2-out list-shared-apps
clear pfe tcam-errors tcam-stage egress app rfc2544-layer2-out shared-usage
clear pfe tcam-errors tcam-stage egress app rfc2544-layer2-out shared-usage
detail

clear pfe tcam-errors tcam-stage ingress
<clear-pfe-tcam-errors-ingress-tcam-stage>

clear pfe tcam-errors tcam-stage ingress app
<clear-pfe-tcam-errors-ingress-app>
clear pfe tcam-errors tcam-stage ingress app cfm-bd-filter
<clear-pfe-tcam-errors-ingress-app-cfm-bd-filter>

clear
clear
clear
clear
clear
clear

clear
clear
clear
clear
clear
clear

pfe tcam-errors tcam-stage ingress app cfm-bd-filter
pfe tcam-errors tcam-stage ingress app cfm-bd-filter
pfe tcam-errors tcam-stage ingress app cfm-bd-filter
pfe tcam-errors tcam-stage ingress app cfm-bd-filter

detail
list-related-apps
list-shared-apps
shared-usage

pfe tcam-errors tcam-stage ingress app cfm-bd-filter shared-usage detail
pfe tcam-errors tcam-stage ingress app cfm-filter
<clear-pfe-tcam-errors-ingress-app-cfm-filter>

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

ingress
ingress
ingress
ingress
ingress
ingress

app
app
app
app
app
app

cfm-filter
cfm-Ffilter
cfm-Ffilter
cfm-filter
cfm-Ffilter
cfm-vpls-fi

<clear-pfe-tcam-errors-ingress-app-cfm-vpls-filter>
pfe tcam-errors tcam-stage ingress app cfm-vpls-filter detail

pfe tcam-errors tcam-stage ingress app cfm-vpls-Ffilter list-related-apps
pfe tcam-errors tcam-stage ingress app cfm-vpls-filter list-shared-apps
pfe tcam-errors tcam-stage ingress app cfm-vpls-filter shared-usage
pfe tcam-errors tcam-stage ingress app cfm-vpls-filter shared-usage

clear
clear
clear
clear
clear

detail

detail
list-related-apps
list-shared-apps
shared-usage
shared-usage detail
Iter

clear pfe tcam-errors tcam-stage ingress app cfm-vpls-ifl-filter
<clear-pfe-tcam-errors-ingress-app-cfm-vpls-ifl-filter>
clear pfe tcam-errors tcam-stage ingress app cfm-vpls-ifl-filter detail
clear pfe tcam-errors tcam-stage ingress app cfm-vpls-ifl-filter

list-related-apps
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clear pfe tcam-errors tcam-stage ingress app cfm-vpls-ifl-filter
list-shared-apps
clear pfe tcam-errors tcam-stage ingress app cfm-vpls-ifl-filter shared-usage
clear pfe tcam-errors tcam-stage ingress app cfm-vpls-ifl-filter shared-usage
detail
clear pfe tcam-errors tcam-stage ingress app fw-ccc-in
<clear-pfe-tcam-errors-ingress-app-fw-ccc-in>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

ingress
ingress
ingress
ingress
ingress
ingress

app
app
app
app
app
app

fw-ccc-in detail

fw-ccc-in list-related-apps
fw-ccc-in list-shared-apps
fw-ccc-in shared-usage
fw-ccc-in shared-usage detail
fw-ifl-in

<clear-pfe-tcam-errors-ingress-app-fw-ifl-in>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

ingress
ingress
ingress
ingress
ingress
ingress

app
app
app
app
app
app

fw-ifl-in detail

fw-ifl-in list-related-apps
fw-ifl-in list-shared-apps
fw-ifl-in shared-usage
fw-ifl-in shared-usage detail
fw-inet-ftf

<clear-pfe-tcam-errors-ingress-app-fw-inet-ftf>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

ingress
ingress
ingress
ingress
ingress
ingress

app
app
app
app
app
app

fw-inet-ftf detail

fw-inet-ftf list-related-apps
fw-inet-ftf list-shared-apps
fw-inet-ftf shared-usage
fw-inet-ftf shared-usage detail
fw-inet-in

<clear-pfe-tcam-errors-ingress-app-fw-inet-in>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

ingress
ingress
ingress
ingress
ingress
ingress

app
app
app
app
app
app

fw-inet-in detail
fw-inet-in list-related-apps

fw-inet-in
fw-inet-in
fw-inet-in
fw-inet-pm

<clear-pfe-tcam-errors-ingress-app-fw-inet-pm>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

ingress
ingress
ingress
ingress
ingress
ingress

app
app
app
app
app
app

fw-inet-pm
fw-inet-pm
fw-inet-pm
fw-inet-pm
fw-inet-pm

list-shared-apps
shared-usage
shared-usage detail

detail
list-related-apps
list-shared-apps
shared-usage
shared-usage detail

fw-inet-rpf

<clear-pfe-tcam-errors-ingress-app-fw-inet-rpf>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

ingress
ingress
ingress
ingress
ingress
ingress

app
app
app
app
app
app

fw-inet-rpf detail
fw-inet-rpf list-related-apps

fw-inet-rp
fw-inet-rp
fw-inet-rp
fw-inet6-f

<clear-pfe-tcam-errors-ingress-app-fw-inet6-ftf>
ingress app fw-inet6-ftf detail

ingress app fw-inet6-ftf list-related-apps
ingress app fw-inet6-ftf list-shared-apps
ingress app fw-inet6-ftf shared-usage
ingress app fw-inet6-ftf shared-usage detail
ingress app fw-inet6-in
<clear-pfe-tcam-errors-ingress-app-fw-inet6-in>

app fw-inet6-in detail

app fw-inet6-in list-related-apps
app fw-inet6-in list-shared-apps
app fw-inet6-in shared-usage

app fw-inet6-in shared-usage detail

clear
clear
clear
clear
clear
clear

clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

ingress
ingress
ingress
ingress
ingress

f list-shared-apps

f shared-usage

T shared-usage detail
tf
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clear pfe tcam-errors tcam-stage ingress app fw-inet6-rpf
<clear-pfe-tcam-errors-ingress-app-fw-inet6-rpf>
ingress app fw-inet6-rpf detail

ingress app fw-inet6-rpf list-related-apps
ingress app fw-inet6-rpf list-shared-apps
ingress app fw-inet6-rpf shared-usage
ingress app fw-inet6-rpf shared-usage detail

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

ingress app fw-12-in

<clear-pfe-tcam-errors-ingress-app-fw-12-in>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

ingress app fw-12-in
ingress app fw-12-in
ingress app fw-12-in
ingress app fw-12-in
ingress app fw-12-in
ingress app fw-mpls-in

<clear-pfe-tcam-errors-ingress-app-fw-mpls-in>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

ingress
ingress
ingress
ingress
ingress
ingress

app fw-mpls-in
app fw-mpls-in
app fw-mpls-in
app fw-mpls-in
app fw-mpls-in
app fw-vpls-in

<clear-pfe-tcam-errors-ingress-app-fw-vpls-in>

clear
clear
clear
clear
clear
clear

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

ingress
ingress
ingress
ingress
ingress
ingress

app fw-vpls-in
app fw-vpls-in
app fw-vpls-in
app fw-vpls-in
app fw-vpls-in

detail
list-related-apps
list-shared-apps
shared-usage
shared-usage detail

detail
list-related-apps
list-shared-apps
shared-usage
shared-usage detail

detail
list-related-apps
list-shared-apps
shared-usage
shared-usage detail

app gr-ifl-stats-egr

<clear-pfe-tcam-errors-ingress-app-gr-ifl-statistics-egr>

clear pfe tcam-errors tcam-stage ingress app gr-ifl-stats-egr detail

clear pfe tcam-errors tcam-stage ingress app gr-ifl-stats-egr list-related-apps
clear pfe tcam-errors tcam-stage ingress app gr-ifl-stats-egr list-shared-apps
clear pfe tcam-errors tcam-stage ingress app gr-ifl-stats-egr shared-usage
clear pfe tcam-errors tcam-stage ingress app gr-ifl-stats-egr shared-usage

detail

clear pfe tcam-errors tcam-stage ingress app gr-ifl-stats-ing
<clear-pfe-tcam-errors-ingress-app-gr-ifl-statistics-ing>
clear pfe tcam-errors tcam-stage ingress app gr-ifl-stats-ing detail

clear pfe tcam-errors tcam-stage ingress app gr-ifl-stats-ing list-related-apps
clear pfe tcam-errors tcam-stage ingress app gr-ifl-stats-ing list-shared-apps
clear pfe tcam-errors tcam-stage ingress app gr-ifl-stats-ing shared-usage
clear pfe tcam-errors tcam-stage ingress app gr-ifl-stats-ing shared-usage
detail
clear pfe tcam-errors tcam-stage ingress app gr-ifl-stats-preing
<clear-pfe-tcam-errors-ingress-app-gr-ifl-statistics-preing>
clear pfe tcam-errors tcam-stage ingress app gr-ifl-stats-preing detail
clear pfe tcam-errors tcam-stage ingress app gr-ifl-stats-preing
list-related-apps
clear pfe tcam-errors
list-shared-apps
clear pfe tcam-errors
clear pfe tcam-errors
detail
clear pfe tcam-errors tcam-stage ingress app ifl-statistics-in
<clear-pfe-tcam-errors-ingress-app-ifl-statistics-in>
clear pfe tcam-errors tcam-stage ingress app ifl-statistics-in detail
clear pfe tcam-errors tcam-stage ingress app ifl-statistics-in list-related-apps
clear pfe tcam-errors tcam-stage ingress app ifl-statistics-in list-shared-apps
clear pfe tcam-errors tcam-stage ingress app ifl-statistics-in shared-usage
clear pfe tcam-errors tcam-stage ingress app ifl-statistics-in shared-usage

tcam-stage ingress app gr-ifl-stats-preing

tcam-stage
tcam-stage

ingress app gr-ifl-stats-preing shared-usage
ingress app gr-ifl-stats-preing shared-usage
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detail

clear pfe tcam-errors tcam-stage ingress app ipsec-reverse-fil
<clear-pfe-tcam-errors-ingress-app-ipsec-reverse-fil>

clear pfe tcam-errors tcam-stage ingress app ipsec-reverse-fil detail

clear pfe tcam-errors tcam-stage ingress app ipsec-reverse-fil list-related-apps
clear pfe tcam-errors tcam-stage ingress app ipsec-reverse-fil list-shared-apps
clear pfe tcam-errors tcam-stage ingress app ipsec-reverse-fil shared-usage
clear pfe tcam-errors tcam-stage ingress app ipsec-reverse-fil shared-usage
detail

clear pfe tcam-errors tcam-stage ingress app irb-fixed-cos
<clear-pfe-tcam-errors-ingress-app-irb-fixed-cos>

clear pfe tcam-errors tcam-stage ingress app irb-fixed-cos detail

clear pfe tcam-errors tcam-stage ingress app irb-fixed-cos list-related-apps
clear pfe tcam-errors tcam-stage ingress app irb-fixed-cos list-shared-apps
clear pfe tcam-errors tcam-stage ingress app irb-fixed-cos shared-usage
clear pfe tcam-errors tcam-stage ingress app irb-fixed-cos shared-usage detail
clear pfe tcam-errors tcam-stage ingress app irb-inet6-fil
<clear-pfe-tcam-errors-ingress-app-irb-inet6-fil>

clear pfe tcam-errors tcam-stage ingress app irb-inet6-fil detail

clear pfe tcam-errors tcam-stage ingress app irb-inet6-fil list-related-apps
clear pfe tcam-errors tcam-stage ingress app irb-inet6-fil list-shared-apps
clear pfe tcam-errors tcam-stage ingress app irb-inet6-fil shared-usage
clear pfe tcam-errors tcam-stage ingress app irb-inet6-fil shared-usage detail
clear pfe tcam-errors tcam-stage ingress app 1fm-802.3ah-in
<clear-pfe-tcam-errors-ingress-app-1fm-802.3ah-in>

clear pfe tcam-errors tcam-stage ingress app 1Tm-802.3ah-in detail

clear pfe tcam-errors tcam-stage ingress app Ifm-802.3ah-in list-related-apps
clear pfe tcam-errors tcam-stage ingress app 1fm-802.3ah-in list-shared-apps
clear pfe tcam-errors tcam-stage ingress app ITm-802.3ah-in shared-usage
clear pfe tcam-errors tcam-stage ingress app 1fm-802.3ah-in shared-usage detail
clear pfe tcam-errors tcam-stage ingress app loO-inet-fil
<clear-pfe-tcam-errors-ingress-app-1o0-inet-fil>

clear pfe tcam-errors tcam-stage ingress app loO-inet-fil detail

clear pfe tcam-errors tcam-stage ingress app loO-inet-fil list-related-apps
clear pfe tcam-errors tcam-stage ingress app loO-inet-fil list-shared-apps
clear pfe tcam-errors tcam-stage ingress app loO-inet-fil shared-usage

clear pfe tcam-errors tcam-stage ingress app loO-inet-fil shared-usage detail
clear pfe tcam-errors tcam-stage ingress app lo0O-inet6-fil
<clear-pfe-tcam-errors-ingress-app-1o0-inet6-fil>

clear pfe tcam-errors tcam-stage ingress app lo0-inet6-fil detail

clear pfe tcam-errors tcam-stage ingress app lo0O-inet6-fil list-related-apps
clear pfe tcam-errors tcam-stage ingress app loO-inet6-fil list-shared-apps
clear pfe tcam-errors tcam-stage ingress app lo0O-inet6-fil shared-usage
clear pfe tcam-errors tcam-stage ingress app loO-inet6-fil shared-usage detail
clear pfe tcam-errors tcam-stage ingress app mac-drop-cnt
<clear-pfe-tcam-errors-ingress-app-mac-drop-cnt>

clear
clear
clear
clear
clear
clear

clear
clear
clear
clear
clear

detail

pfe
pfe
pfe
pfe
pfe
pfe

tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors
tcam-errors

tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage
tcam-stage

pfe tcam-errors tcam-stage
pfe tcam-errors tcam-stage
pfe tcam-errors tcam-stage

clear pfe tcam-errors tcam-stage
<clear-pfe-tcam-errors-ingress-app-napt-reverse-fil>

ingress app
ingress app
ingress app
ingress app

mac-drop-cnt
mac-drop-cnt
mac-drop-cnt
mac-drop-cnt

ingress app mac-drop-cnt
ingress app mrouter-port-in
<clear-pfe-tcam-errors-ingress-app-mrouter-port-in>
pfe tcam-errors tcam-stage ingress app mrouter-port-in detail

pfe tcam-errors tcam-stage ingress app mrouter-port-in list-related-apps
ingress app mrouter-port-in list-shared-apps
ingress app mrouter-port-in shared-usage
ingress app mrouter-port-in shared-usage

detail
list-related-apps
list-shared-apps
shared-usage
shared-usage detail

ingress app napt-reverse-fil
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clear pfe tcam-errors tcam-stage ingress app napt-reverse-fil detail

clear pfe tcam-errors tcam-stage ingress app napt-reverse-fil list-related-apps

clear pfe tcam-errors tcam-stage ingress app napt-reverse-fil list-shared-apps

clear pfe tcam-errors tcam-stage ingress app napt-reverse-fil shared-usage

clear pfe tcam-errors tcam-stage ingress app napt-reverse-fil shared-usage

detail

clear pfe tcam-errors tcam-stage ingress app no-local-switching

<clear-pfe-tcam-errors-ingress-app-no-local-switching>

clear pfe tcam-errors tcam-stage ingress app no-local-switching detail

clear pfe tcam-errors tcam-stage ingress app no-local-switching
list-related-apps

clear pfe tcam-errors tcam-stage ingress app no-local-switching list-shared-apps

clear pfe tcam-errors tcam-stage ingress app no-local-switching shared-usage

clear pfe tcam-errors tcam-stage ingress app no-local-switching shared-usage
detail

clear pfe tcam-errors tcam-stage pre-ingress

<clear-pfe-tcam-errors-pre-ingress-tcam-stage>

clear pfe tcam-errors tcam-stage pre-ingress app

<clear-pfe-tcam-errors-pre-ingress-app>

clear pfe tcam-errors tcam-stage pre-ingress app cos-fc

<clear-pfe-tcam-errors-pre-ingress-app-cos-fc>

clear pfe tcam-errors tcam-stage pre-ingress app cos-fc detail

clear pfe tcam-errors tcam-stage pre-ingress app cos-fc list-related-apps

clear pfe tcam-errors tcam-stage pre-ingress app cos-fc list-shared-apps

clear pfe tcam-errors tcam-stage pre-ingress app cos-fc shared-usage

clear pfe tcam-errors tcam-stage pre-ingress app cos-fc shared-usage detail

clear pfe tcam-errors tcam-stage pre-ingress app fw-fbf

<clear-pfe-tcam-errors-pre-ingress-app-fw-fbf>

clear pfe tcam-errors tcam-stage pre-ingress app fw-fbf detail

clear pfe tcam-errors tcam-stage pre-ingress app fw-fbf list-related-apps

clear pfe tcam-errors tcam-stage pre-ingress app fw-fbf list-shared-apps

clear pfe tcam-errors tcam-stage pre-ingress app fw-fbf shared-usage

clear pfe tcam-errors tcam-stage pre-ingress app fw-fbf shared-usage detail

clear pfe tcam-errors tcam-stage pre-ingress app fw-fbf-inet6

<clear-pfe-tcam-errors-pre-ingress-app-fw-fbf-inet6>

clear pfe tcam-errors tcam-stage pre-ingress app fw-fbf-inet6 detail

clear pfe tcam-errors tcam-stage pre-ingress app fw-fbf-inet6 list-related-apps

clear pfe tcam-errors tcam-stage pre-ingress app fw-fbf-inet6 list-shared-apps

clear pfe tcam-errors tcam-stage pre-ingress app fw-fbf-inet6 shared-usage

clear pfe tcam-errors tcam-stage pre-ingress app fw-fbf-inet6é shared-usage

detail

clear pfe tcam-errors tcam-stage pre-ingress app fw-semantics

<clear-pfe-tcam-errors-pre-ingress-app-fw-semantics>

clear pfe tcam-errors tcam-stage pre-ingress app fw-semantics detail

clear pfe tcam-errors tcam-stage pre-ingress app fw-semantics list-related-apps

clear pfe tcam-errors tcam-stage pre-ingress app fw-semantics list-shared-apps
clear pfe tcam-errors tcam-stage pre-ingress app fw-semantics shared-usage
clear pfe tcam-errors tcam-stage pre-ingress app fw-semantics shared-usage
detail

clear pfe tcam-errors tcam-stage pre-ingress app ifd-src-mac-fil
<clear-pfe-tcam-errors-pre-ingress-app-ifd-src-mac-fil>

clear pfe tcam-errors tcam-stage pre-ingress app ifd-src-mac-fil detail
clear pfe tcam-errors tcam-stage pre-ingress app ifd-src-mac-fil
list-related-apps

clear pfe tcam-errors tcam-stage pre-ingress app ifd-src-mac-fil
list-shared-apps

clear pfe tcam-errors tcam-stage pre-ingress app ifd-src-mac-fil shared-usage
clear pfe tcam-errors tcam-stage pre-ingress app ifd-src-mac-fil shared-usage
detail

clear pfe tcam-errors tcam-stage pre-ingress app ing-out-iff
<clear-pfe-tcam-errors-pre-ingress-app-ing-out-iff>
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clear pfe tcam-errors tcam-stage pre-ingress app ing-out-iff detail

clear pfe tcam-errors tcam-stage pre-ingress app ing-out-iff list-related-apps
clear pfe tcam-errors tcam-stage pre-ingress app ing-out-iff list-shared-apps
clear pfe tcam-errors tcam-stage pre-ingress app ing-out-iff shared-usage
clear pfe tcam-errors tcam-stage pre-ingress app ing-out-iff shared-usage
detail

clear pfe tcam-errors tcam-stage pre-ingress app ip-mac-val
<clear-pfe-tcam-errors-pre-ingress-app-ip-mac-val>

clear pfe tcam-errors tcam-stage pre-ingress app ip-mac-val detail

clear pfe tcam-errors tcam-stage pre-ingress app ip-mac-val list-related-apps
clear pfe tcam-errors tcam-stage pre-ingress app ip-mac-val list-shared-apps
clear pfe tcam-errors tcam-stage pre-ingress app ip-mac-val shared-usage
clear pfe tcam-errors tcam-stage pre-ingress app ip-mac-val shared-usage detail
clear pfe tcam-errors tcam-stage pre-ingress app ip-mac-val-bcast
<clear-pfe-tcam-errors-pre-ingress-app-ip-mac-val-bcast>

clear pfe tcam-errors tcam-stage pre-ingress app ip-mac-val-bcast detail
clear pfe tcam-errors tcam-stage pre-ingress app ip-mac-val-bcast
list-related-apps

clear pfe tcam-errors tcam-stage pre-ingress app ip-mac-val-bcast
list-shared-apps

clear pfe tcam-errors tcam-stage pre-ingress app ip-mac-val-bcast shared-usage
clear pfe tcam-errors tcam-stage pre-ingress app ip-mac-val-bcast shared-usage
detail

clear pfe tcam-errors tcam-stage pre-ingress app rfc2544-layer2-in
<clear-pfe-tcam-errors-pre-ingress-app-rfc2544-layer2-in>

clear pfe tcam-errors tcam-stage pre-ingress app rfc2544-layer2-in detail
clear pfe tcam-errors tcam-stage pre-ingress app rfc2544-layer2-in
list-related-apps

clear pfe tcam-errors tcam-stage pre-ingress app rfc2544-layer2-in
list-shared-apps

clear pfe tcam-errors tcam-stage pre-ingress app rfc2544-layer2-in shared-usage
clear pfe tcam-errors tcam-stage pre-ingress app rfc2544-layer2-in shared-usage
detail

clear pfe tcam-errors tcam-stage pre-ingress app vpls-mesh-group-mcast
<get-upper-level-xml-name-vpls-mesh-group-mcast>

clear pfe tcam-errors tcam-stage pre-ingress app vpls-mesh-group-mcast detail
clear pfe tcam-errors tcam-stage pre-ingress app vpls-mesh-group-mcast
list-related-apps

clear pfe tcam-errors tcam-stage pre-ingress app vpls-mesh-group-mcast
list-shared-apps

clear pfe tcam-errors tcam-stage pre-ingress app vpls-mesh-group-mcast
shared-usage

clear pfe tcam-errors tcam-stage pre-ingress app vpls-mesh-group-mcast
shared-usage detail
clear pfe tcam-errors tcam-stage pre-ingress app vpls-mesh-group-ucast
<get-upper-level-xml-name-vpls-mesh-group-ucast>
clear pfe tcam-errors tcam-stage pre-ingress app vpls-mesh-group-ucast detail
clear pfe tcam-errors tcam-stage pre-ingress app vpls-mesh-group-ucast
list-related-apps
clear pfe tcam-errors tcam-stage pre-ingress app vpls-mesh-group-ucast
list-shared-apps
clear pfe tcam-errors tcam-stage pre-ingress app vpls-mesh-group-ucast
shared-usage
clear pfe tcam-errors tcam-stage pre-ingress app vpls-mesh-group-ucast
shared-usage detail
clear passive-monitoring

<clear-passive-monitoring>
clear passive-monitoring statistics

<clear-passive-monitoring-statistics>
clear pgm
clear pgm negative-acknowledgments
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<clear-pgm-negative-acknowledgments>
clear pgm source-path-messages
<clear-pgm-source-path-messages>
clear pgm statistics
<clear-pgm-statistics>

clear pim

clear pim join

<clear-pim in-state>

clear pim join-distribution
<clear-pim-join-distribution>

clear pim register
<clear-pim-register-state>

clear pim snooping

clear pim snooping join

clear pim snooping statistics

clear pim statistics
<clear-pim-statistics>

clear poe

clear poe telemetries

clear poe telemetries interface
<clear-poe-telemetries-information>
clear ppp

clear ppp statistics
<clear-ppp-statistics-information>
clear pppoe

clear pppoe lockout
<clear-pppoe-lockout-timers>

clear pppoe lockout atm-identifier
<clear-pppoe-lockout-timers-atm>
clear pppoe lockout vlan-identifier
clear pppoe sessions
<clear-pppoe-sessions-information>
clear-pppoe-lockout-timers-vlan
clear pppoe statistics
<clear-pppoe-statistics-information>
clear pppoe statistics interfaces
<clear-pppoe-statistics-interface-information>
clear protection-group

<clear protection-group>

clear protection-group ethernet-ring
<clear-ethernet-ring-information>
clear protection-group ethernet-ring statistics
<clear-ethernet-ring-information>
clear r2cp

clear r2cp radio

<clear-r2cp-radio>

clear r2cp session
<clear-r2cp-session>

clear r2cp statistics
<clear-r2cp-statistics>

clear r2cp statistics radio

clear r2cp statistics session

clear rip

clear rip general-statistics
<clear-rip-general-statistics>
clear rip statistics
<clear-rip-statistics>

clear rip statistics peer
<clear-rip-peer-statistics>

clear ripng

clear ripng general-statistics
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<clear-ripng-general-statistic>

clear ripng statistics

<clear-ripng-statistics>

clear rsvp

clear rsvp session

<clear-rsvp-session-information>

clear rsvp statistics

< clear-rsvp-counters-information>

clear security group-vpn

clear security group-vpn member

clear security group-vpn member group
<clear-gvpn-group-information>

clear security group-vpn member ike

clear security group-vpn member ike security-associations
<clear-group-vpn-ike-security-associations>

clear security group-vpn member ipsec

clear security group-vpn member ipsec security-associations
<clear-gvpn-ipsec-security-association>

clear security group-vpn member ipsec security-associations statistics
<clear-gvpn-ipsec-security-association-statistics>

clear security group-vpn member ipsec statistics
<clear-gvpn-ipsec-statistics>

clear services

clear services accounting flow inline-jflow
<clear-services-accounting-inline-jflow-flows>

clear services alg

clear services alg statistics

<clear-services-alg-statistics>

clear services application-aware-access-list

clear services application-aware-access-list statistics
<clear-application-aware-access-list-statistics-interface>

clear services application-aware-access-list statistics interface
<clear-application-aware-access-list-statistics-interface>

clear services application-aware-access-list statistics subscriber
<clear-application-aware-access-list-statistics-subscriber>

clear services application-identification

clear services application-identification application-system-cache
<clear-appid-application-system-cache>

clear services application-identification counter
<clear-appid-counter>

clear services application-identification counter ssl-encrypted-sessions
<clear-appid-counter-encrypted>

clear services application-identification statistics
<clear-appid-application-statistics>

clear services application-identification statistics cumulative
<clear-appid-application-statistics-cumulative>

clear services application-identification statistics interval
<clear-appid-application-statistics-interval>

clear services border-signaling-gateway

clear services border-signaling-gateway denied-messages
<clear-service-bsg-denied-messages>

clear services border-signaling-gateway name-resolution-cache
clear services border-signaling-gateway name-resolution-cache all
<clear-service-border-signal ing-gateway-name-resolution-cache-all>
clear services border-signaling-gateway name-resolution-cache by-fqdn
<clear-border-signal ing-gateway-name-resolution-cache-by-fqdn>
clear services border-signaling-gateway statistics
<clear-service-border-signaling-gateway-statistics>

clear services captive-portal-content-delivery

clear services captive-portal-content-delivery statistics

clear services captive-portal-content-delivery statistics interface

152 Copyright © 2018, Juniper Networks, Inc.



Chapter 4: Permissions Flags for User Access Privileges

<clear-cpcdd-interface-statistics>

clear services cos

clear services cos statistics
<clear-services-cos-statistics>

clear services crtp

clear services crtp statistics
<clear-services-crtp-statistics>

clear services dynamic-flow-capture

clear services dynamic-flow-capture criteria
<clear-services-dynamic-flow-capture-criteria>
clear services dynamic-flow-capture sequence-number
clear services flow-collector
<clear-services-flow-collector-information>
clear services flow-collector statistics
<clear-services-flow-collector-statistics>
clear-service-msp-flow-ipaction-table

clear services ha

clear services ha statistics
<clear-service-ha-statistics-information>
clear services hcm

clear services hcm pic-statistics
<clear-services-hcm-pic-statistics>

clear services hcm statistics
<clear-services-hcm-statistics>

clear services ids
<clear-services-ids-tables>

clear services ids destination-table
<clear-services-ids-destination-table>

clear services ids pair-table
<clear-services-ids-pair-table>

clear services ids source-table
<clear-services-ids-source-table>

clear services inline

clear services inline nat

clear services inline nat pool
<clear-inline-nat-pool-information>

clear services inline nat statistics
<clear-i ne-nat-statistics>

clear services inline softwire

clear services inline softwire statistics
<clear-inline-softwire-statistics>

clear services ipsec-vpn

clear services ipsec-vpn ipsec

clear services ipsec-vpn ipsec security-associations
<clear-services-ipsec-vpn-security-associations>
clear services ipsec-vpn ike

clear services ipsec-vpn ike security-associations
<clear-services-ike-security-associations>
clear services ipsec-vpn ike statistics
<clear-services-ike-statistics>

clear services pcp

clear services pcp epoch

clear services pcp statistics

clear services ipsec-vpn ipsec statistics
<clear-ipsec-vpn-statistics>

clear services 12tp
<clear-12tp-destinations-information>

clear services 12tp disconnect-cause-summary
<clear-12tp-disconnect-cause-summary>

clear services 12tp multilink
<clear-12tp-multilink-information>
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clear services 12tp session
<clear-12tp-session-information>
clear services 12tp destination
<clear-12tp-destinations-information>
clear services 12tp disconnect-cause-summary
<clear-12tp-disconnect-cause-summary>
clear services 12tp tunnel
<clear-12tp-tunnel-information>
clear services 12tp user
<clear-12tp-user-session-information>
clear services local-policy-decision-function
clear services local-policy-decision-function statistics
clear services local-policy-decision-function statistics interface
<clear-local-policy-decision-function-statistics-interface>
clear services local-policy-decision-function statistics subscriber
<clear-local-policy-decision-function-statistics-subscriber>
clear services server-load-balance

clear services server-load-balance external-manager-statistics
<clear-external-manager-statistics

clear services server-load-balance hash-table
<clear-hash-table-information>
clear services server-load-balance health-monitor-statistics>
<clear-health-monitor-statistics>
clear services server-load-balance real-server-group-statistics
<clear-real-server-group-statistics>
clear services server-load-balance real-server-statistics
<clear-real-server-statistics>
clear services server-load-balance sticky
<clear-sticky-table>
clear services server-load-balance virtual-server-statistics>
<clear-virtual-server-statistics>

clear services service-sets statistics integrity-drops

clear services service-sets statistics syslog
<clear-service-set-syslog-statistics>

clear services service-sets statistics tcp
<clear-service-tcp-tracker-statistics>

clear services stateful-firewall flow-analysis
<clear-service-flow-analysis>

clear services stateful-firewall flows
<clear-service-sfw-flow-table-information>

clear services stateful-firewall sip-call
<clear-service-sfw-sip-call-information>

clear services stateful-firewall sip-register
<clear-service-sfw-sip-register-information>

clear services stateful-firewall statistics
<clear-stateful-firewall-statistics>

clear services stateful-firewall subscriber-analysis
<clear-service-subs-analysis>

clear services subscriber

clear services subscriber sessions
<get-services-subscriber-sessions>

clear services video-monitoring
<clear-service-video-monitoring-information>

clear services video-monitoring mdi
<clear-service-video-monitoring-mdi-information>

clear services video-monitoring mdi alarm
<clear-service-video-monitoring-mdi-alarm-information>

clear services video-monitoring mdi alarm errors
<clear-services-video-monitoring-mdi-alarm-errors>

clear services video-monitoring mdi alarm stats
<clear-services-video-monitoring-mdi-alarm-statistics>
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clear services video-monitoring mdi errors
<clear-service-video-monitoring-mdi-errors>
clear services video-monitoring mdi statistics
<clear-service-video-monitoring-mdi-statistics>
clear services sessions analysis
<clear-service-msp-session-analysis-information>
clear services softwire

clear services softwire statistics
<clear-services-softwire-statistics>

clear services stateful-firewall

clear services stateful-firewall flow-analysis
<clear-service-flow-analysis>

clear services stateful-firewall flows
<clear-service-sfw-flow-table-information>
clear services pgcp

clear services pgcp gates
<clear-service-pgcp-gates>

clear services pgcp gates gateway
<clear-service-pgcp-gates-gateway>

clear services pgcp statistics
<clear-service-pgcp-statistics>

clear services pgcp statistics gateway
<clear-service-pgcp-statistics-gateway>
<clear-rfc2544-information>
<clear-aborted-tests-information>
<clear-active-tests-information>
<clear-completed-tests-information>

clear sflow

clear sflow collector

clear sflow collector statistics
<clear-sflow-collector-statistics>

clear shmlog

clear shmlog all-info
<clear-shmlog-all-information>

clear shmlog entries

<clear-shmlog-entries>

clear shmlog statistics
<clear-shmlog-statistics>

clear snmp

clear snmp history

<clear-snmp-history>
<clear-health-monitor-routing-engine-history>.
clear snmp statistics

<clear-snmp-statistics>

clear spanning-tree

clear spanning-tree protocol-migration

clear spanning-tree protocol-migration interface
<clear-interface-stp-protocol-migration>
clear spanning-tree statistics
<clear-stp-interface-statistics>

clear spanning-tree statistics bridge

clear spanning-tree statistics interface
clear spanning-tree statistics routing-instance
<clear-stp-routing-instance-statistics>

clear spanning-tree stp-buffer

clear spanning-tree topology-change-counter
<clear-stp-topology-change-counter>

clear synchronous-ethernet

clear synchronous-ethernet esmc

clear synchronous-ethernet esmc statistics
clear system
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clear system boot-media

<clear-boot-media>

clear system login

clear system login lockout

< clear-system-login-lockout>

clear-twamp-information

clear-twamp-server-information
clear-twamp-server-connection-information

clear unified-edge

clear unified-edge ggsn-pgw

clear unified-edge ggsn-pgw aaa

clear unified-edge ggsn-pgw aaa radius

clear unified-edge ggsn-pgw aaa radius statistics
<clear-mobile-gateway-aaa-radius-statistics>

clear unified-edge ggsn-pgw aaa statistics
<clear-mobile-gateway-aaa-statistics>

clear unified-edge ggsn-pgw address-assignment

clear unified-edge ggsn-pgw address-assignment pool
<clear-mobile-gateway-sm-ippool-pool-sessions>

clear unified-edge ggsn-pgw address-assignment statistics
<clear-mobile-gateway-sm-ippool-statistics>

clear unified-edge ggsn-pgw call-admission-control
clear unified-edge ggsn-pgw call-admission-control statistics
<clear-mobile-gateway-cac-statistics>

clear unified-edge ggsn-pgw charging

clear unified-edge ggsn-pgw charging cdr
<clear-mobile-gateway-charging-clear-cdr>

clear unified-edge ggsn-pgw charging cdr wfa
<clear-mobile-gateway-charging-clear-cdr-wfa>

clear unified-edge ggsn-pgw charging local-persistent-storage
clear unified-edge ggsn-pgw charging local-persistent-storage statistics
<clear-mobile-gateway-charging-clear-Ips-stats>
clear unified-edge ggsn-pgw charging path
clear unified-edge ggsn-pgw charging path statistics
<clear-mobile-gateway-charging-clear-path-stats>
clear unified-edge ggsn-pgw charging transfer
clear unified-edge ggsn-pgw charging transfer statistics
<clear-mobile-gateway-charging-clear-xfer-stats>
clear unified-edge ggsn-pgw diameter
clear unified-edge ggsn-pgw diameter dcca-gy
clear unified-edge ggsn-pgw diameter dcca-gy statistics
<clear-mobile-gateway-aaa-diam-stats-gy>
clear unified-edge ggsn-pgw diameter network-element
clear unified-edge ggsn-pgw diameter network-element statistics
<clear-mobile-gateway-aaa-diam-ne-statistics>
clear unified-edge ggsn-pgw diameter pcc-gx
clear unified-edge ggsn-pgw diameter pcc-gx statistics
<clear-mobile-gateway-aaa-diam-stats-gx>
clear unified-edge ggsn-pgw diameter peer
clear unified-edge ggsn-pgw diameter peer statistics
<clear-mobile-gateway-aaa-diam-peer-statistics>
clear unified-edge ggsn-pgw gtp
clear unified-edge ggsn-pgw gtp peer
clear unified-edge ggsn-pgw gtp peer statistics
<clear-mobile-gateway-gtp-peer-statistics>
clear unified-edge ggsn-pgw gtp statistics
<clear-mobile-gateway-gtp-statistics>
clear unified-edge ggsn-pgw ip-reassembly
clear unified-edge ggsn-pgw ip-reassembly statistics
<clear-mobile-gateways-ip-reassembly-statistics>
clear unified-edge ggsn-pgw statistics
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<clear-mobile-gateway-statistics>

clear unified-edge ggsn-pgw subscribers
<clear-mobile-gateway-subscribers>

clear unified-edge ggsn-pgw subscribers bearer

clear unified-edge ggsn-pgw subscribers charging
<clear-mobile-gateway-subscribers-charging>

clear unified-edge ggsn-pgw subscribers peer
<clear-mobile-gateway-subscribers-peer>

clear unified-edge sgw

clear unified-edge sgw call-admission-control

clear unified-edge sgw call-admission-control statistics
<clear-mobile-sgw-cac-statistics>

clear unified-edge sgw charging

clear unified-edge sgw charging cdr
<clear-mobile-gateway-sgw-charging-clear-cdr>

clear unified-edge sgw charging cdr wfa
<clear-mobile-gateway-sgw-charging-clear-cdr-wfa>
clear unified-edge sgw charging local-persistent-storage
clear unified-edge sgw charging local-persistent-storage statistics
<clear-mobi le-gateway-sgw-charging-clear-Ips-stats>
clear unified-edge sgw charging path

clear unified-edge sgw charging path statistics
<clear-mobile-gateway-sgw-charging-clear-path-stats>
clear unified-edge sgw charging transfer

clear unified-edge sgw charging transfer statistics
<clear-mobile-gateway-sgw-charging-clear-xfer-stats>
clear unified-edge sgw gtp

clear unified-edge sgw gtp peer

clear unified-edge sgw gtp peer statistics
<clear-mobile-sgw-gtp-peer-statistics>

clear unified-edge sgw gtp statistics
<clear-mobile-sgw-gtp-statistics>

clear unified-edge sgw idle-mode-buffering

clear unified-edge sgw idle-mode-buffering statistics
<clear-mobile-gw-sgw-idle-mode-buffering-statistics>
clear unified-edge sgw ip-reassembly

clear unified-edge sgw ip-reassembly statistics
<clear-mobile-gateways-sgw-ip-reassembly-statistics-sgw>
clear unified-edge sgw statistics
<clear-mobile-sgw-statistics>

clear unified-edge sgw subscribers
<clear-mobile-sgw-subscribers>

clear unified-edge sgw subscribers charging
<clear-mobile-sgw-subscribers-charging>

clear unified-edge sgw subscribers peer
<clear-mobile-sgw-subscribers-peer>

clear validation

clear validation database
<clear-validation-database>

clear validation session

<clear-validation-session>

clear validation statistics
<clear-validation-statistics>

clear virtual-chassis

clear virtual-chassis heartbeat
<clear-virtual-chassis-heartbeat-statistics>

<clear virtual-chassis protocol>

clear virtual-chassis protocol statistics
<clear-virtual-chassis-statistics>
<clear-virtual-chassis-port-statistics>

clear vpls
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clear vpls mac-address
<clear-vpls-mac-address>
clear vpls mac-table
<clear-vpls-mac-table>
clear vpls mac-table interface
<clear-vpls-interface-mac-table>
request interface rebalance
request pppoe
request pppoe connect
request pppoe disconnect
request security ike debug-disable
<get-disable-ike-debug>
request security ike debug-enable
<get-enable-ike-debug>
request services rpm twamp start
request services rpm twamp start client
<twamp-test-start>
request services rpm twamp stop
request services rpm twamp stop client
<twamp-test-stop>
request snmp
<request-snmp-utility-mib-clear>
<request-snmp-utility-mib-set>
clear vpls statistics
<clear-vpls-statistics>
clear vrrp
<clear-vrrp-information>
clear vrrp interface
<clear-vrrp-interface-statistics>
request mpls
request mpls Isp
request mpls Isp adjust-autobandwidth
<request-mpls-Isp-autobandwidth-adjust>
clear services inline stateful-firewall
clear services inline stateful-firewall flows
<clear-service-inline-sfw-flow-table-information>
clear services inline stateful-firewall statistics
<clear-inline-stateful-firewall-statistics>
clear services service-sets statistics drop-flow-limit>
<clear-service-set-drop-flow-statistics>
clear services service-sets statistics jflow-log
<clear-service-set-jflow-log-statistics>
request services ipsec-vpn ipsec
request services ipsec-vpn ipsec switch
request services ipsec-vpn ipsec switch tunnel
request unified-edge
request unified-edge ggsn-pgw
request unified-edge ggsn-pgw call-trace
<monitor-mobile-gateways-call-trace-start>
request unified-edge ggsn-pgw call-trace clear
<get-mobile-gateways-call-trace-clear>
request unified-edge ggsn-pgw call-trace show
<get-mobile-gateways-call-trace-information>
request unified-edge ggsn-pgw call-trace start
<get-mobile-gateways-call-trace-start-information>
request unified-edge ggsn-pgw call-trace stop
<get-mobile-gateways-cal l-trace-stop-information>
request unified-edge sgw
request unified-edge sgw call-trace
request unified-edge sgw call-trace clear
<get-mobile-gateways-sgw-call-trace-clear>
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request unified-edge sgw call-trace show
<get-mobile-gateways-sgw-call-trace-information>
request unified-edge sgw call-trace start
<get-mobile-gateways-sgw-cal l-trace-start-information>
request unified-edge sgw call-trace stop
<get-mobile-gateways-sgw-cal l-trace-stop-information>

Configuration No asscociated CLI configuration hierarchy levels and statements.
Hierarchy Levels

Related . Access Privilege User Permission Flags Overview on page 78
Documentation
u : « Understanding Junos OS Access Privilege Levels on page 7
« Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

configure

Supported Platforms EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, VSRX
Can enter configuration mode.

Commands
configure
request snmp
request-snmp-utility-mib-clear
request-snmp-utility-mib-set

Configuration No associated CLI configuration hierarchy levels and statements.
Hierarchy Levels

Related . Access Privilege User Permission Flags Overview on page 78
Documentation
v ! « Understanding Junos OS Access Privilege Levels on page 7
. Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

control

Supported Platforms EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, VSRX
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Commands

Configuration
Hierarchy Levels

Related
Documentation

field

Can perform all control-level operations; can modify any configuration.

request jnu

request jnu role

request jnu schema
request jnu schema add
request jnu schema delete

No associated CLI configuration hierarchy levels and statements.

« Access Privilege User Permission Flags Overview on page 78
. Understanding Junos OS Access Privilege Levels on page 7
. Example: Configuring User Permissions with Access Privilege Levels on page 41

. Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

Supported Platforms

Commands

Configuration
Hierarchy Levels

Related
Documentation

firewall

EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, VSRX
Can view field debug commands.

No associated CLI commands.

No associated CLI configuration hierarchy levels and statements.

« Access Privilege User Permission Flags Overview on page 78
« Understanding Junos OS Access Privilege Levels on page 7
. Example: Configuring User Permissions with Access Privilege Levels on page 41

. Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

Supported Platforms

EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, VSRX

Can view the firewall filter configuration in configuration mode.
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Commands clear unified-edge
clear unified-edge ggsn-pgw
clear unified-edge ggsn-pgw aaa
clear unified-edge ggsn-pgw aaa radius
clear unified-edge ggsn-pgw aaa radius statistics
<clear-mobile-gateway-aaa-radius-statistics>
clear unified-edge ggsn-pgw aaa statistics
<clear-mobile-gateway-aaa-statistics>
clear unified-edge ggsn-pgw address-assignment
clear unified-edge ggsn-pgw address-assignment pool
<clear-mobile-gateway-sm-ippool-pool-sessions>
clear unified-edge ggsn-pgw address-assignment statistics
<clear-mobile-gateway-sm-ippool-statistics>
clear unified-edge ggsn-pgw call-admission-control
clear unified-edge ggsn-pgw call-admission-control statistics
<clear-mobile-gateway-cac-statistics>
clear unified-edge ggsn-pgw charging
clear unified-edge ggsn-pgw charging cdr
<clear-mobile-gateway-charging-clear-cdr>
clear unified-edge ggsn-pgw charging cdr wfa
<clear-mobile-gateway-charging-clear-cdr-wfa>
clear unified-edge ggsn-pgw charging local-persistent-storage
clear unified-edge ggsn-pgw charging local-persistent-storage statistics
<clear-mobile-gateway-charging-clear-Ips-stats>
clear unified-edge ggsn-pgw charging path
clear unified-edge ggsn-pgw charging path statistics
<clear-mobile-gateway-charging-clear-path-stats>
clear unified-edge ggsn-pgw charging transfer
clear unified-edge ggsn-pgw charging transfer statistics
<clear-mobile-gateway-charging-clear-xfer-stats>
clear unified-edge ggsn-pgw diameter
clear unified-edge ggsn-pgw diameter dcca-gy
clear unified-edge ggsn-pgw diameter dcca-gy statistics
<clear-mobile-gateway-aaa-diam-stats-gy>
clear unified-edge ggsn-pgw diameter network-element
clear unified-edge ggsn-pgw diameter network-element statistics
<clear-mobile-gateway-aaa-diam-ne-statistics>
clear unified-edge ggsn-pgw diameter pcc-gx
clear unified-edge ggsn-pgw diameter pcc-gx statistics
<clear-mobile-gateway-aaa-diam-stats-gx>
clear unified-edge ggsn-pgw diameter peer
clear unified-edge ggsn-pgw diameter peer statistics
<clear-mobile-gateway-aaa-diam-peer-statistics>
clear unified-edge ggsn-pgw gtp
clear unified-edge ggsn-pgw gtp peer
clear unified-edge ggsn-pgw gtp peer statistics
<clear-mobile-gateway-gtp-peer-statistics>
clear unified-edge ggsn-pgw gtp statistics
<clear-mobile-gateway-gtp-statistics>
clear unified-edge ggsn-pgw ip-reassembly
clear unified-edge ggsn-pgw ip-reassembly statistics
<clear-mobile-gateways-ip-reassembly-statistics>
clear unified-edge ggsn-pgw statistics
<clear-mobile-gateway-statistics>
clear unified-edge ggsn-pgw subscribers
<clear-mobi le-gateway-subscribers>
clear unified-edge ggsn-pgw subscribers bearer
clear unified-edge ggsn-pgw subscribers charging
<clear-mobile-gateway-subscribers-charging>
clear unified-edge ggsn-pgw subscribers peer
<clear-mobile-gateway-subscribers-peer>
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clear unified-edge sgw

clear unified-edge sgw call-admission-control

clear unified-edge sgw call-admission-control statistics
<clear-mobile-sgw-cac-statistics>

clear unified-edge sgw charging

clear unified-edge sgw charging cdr
<clear-mobile-gateway-sgw-charging-clear-cdr>

clear unified-edge sgw charging cdr wfa
<clear-mobile-gateway-sgw-charging-clear-cdr-wfa>
clear unified-edge sgw charging local-persistent-storage
clear unified-edge sgw charging local-persistent-storage statistics
<clear-mobile-gateway-sgw-charging-clear-Ips-stats>
clear unified-edge sgw charging path

clear unified-edge sgw charging path statistics
<clear-mobile-gateway-sgw-charging-clear-path-stats>
clear unified-edge sgw charging transfer

clear unified-edge sgw charging transfer statistics
<clear-mobile-gateway-sgw-charging-clear-xfer-stats>
clear unified-edge sgw gtp

clear unified-edge sgw gtp peer

clear unified-edge sgw gtp peer statistics
<clear-mobile-sgw-gtp-peer-statistics>

clear unified-edge sgw gtp statistics
<clear-mobile-sgw-gtp-statistics>

clear unified-edge sgw idle-mode-buffering

clear unified-edge sgw idle-mode-buffering statistics
<clear-mobile-gw-sgw-idle-mode-buffering-statistics>
clear unified-edge sgw ip-reassembly

clear unified-edge sgw ip-reassembly statistics
<clear-mobile-gateways-sgw-ip-reassembly-statistics-sgw>
clear unified-edge sgw statistics
<clear-mobile-sgw-statistics>

clear unified-edge sgw subscribers
<clear-mobile-sgw-subscribers>

clear unified-edge sgw subscribers charging
<clear-mobile-sgw-subscribers-charging>

clear unified-edge sgw subscribers peer
<clear-mobile-sgw-subscribers-peer>

clear unified-edge tdf

clear unified-edge tdf aaa

clear unified-edge tdf aaa radius

clear unified-edge tdf aaa radius client

clear unified-edge tdf aaa radius client statistics
<clear-radius-client-statistics>

clear unified-edge tdf aaa radius network-element
clear unified-edge tdf aaa radius network-element statistics
<clear-radius-network-element-statistics>

clear unified-edge tdf aaa radius server

clear unified-edge tdf aaa radius server statistics
<clear-radius-server-statistics>

clear unified-edge tdf aaa radius snoop-segment

clear unified-edge tdf aaa radius snoop-segment statistics
<clear-radius-snoop-segment-statistics>

clear unified-edge tdf aaa statistics
<clear-tdf-gateway-aaa-statistics>

clear unified-edge tdf address-assignment

clear unified-edge tdf address-assignment pool
<clear-mobile-gateway-tdf-sm-ippool-pool-sessions>
clear unified-edge tdf address-assignment statistics
<clear-mobile-gateway-tdf-sm-ippool-statistics>

clear unified-edge tdf call-admission-control
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clear unified-edge tdf call-admission-control statistics
<clear-tdf-cac-statistics>
clear unified-edge tdf diameter
clear unified-edge tdf diameter network-element
clear unified-edge tdf diameter network-element statistics
<clear-diameter-network-element-statistics>
clear unified-edge tdf diameter pcc-gx
clear unified-edge tdf diameter pcc-gx statistics
<clear-diameter-statistics-gx>
clear unified-edge tdf diameter peer
clear unified-edge tdf diameter peer statistics
<clear-diameter-peer-statistics>
clear unified-edge tdf statistics
<clear-tdf-statistics>
clear unified-edge tdf subscribers
<clear-mobile-tdf-subscribers>
clear unified-edge tdf subscribers peer
<clear-mobile-gateway-tdf-subscribers-peer>
request unified-edge
request unified-edge ggsn-pgw
request unified-edge ggsn-pgw call-trace
<monitor-mobile-gateways-call-trace-start>
request unified-edge ggsn-pgw call-trace clear
<get-mobile-gateways-call-trace-clear>
request unified-edge ggsn-pgw call-trace show
<get-mobile-gateways-call-trace-information>
request unified-edge ggsn-pgw call-trace start
<get-mobile-gateways-call-trace-start-information>
request unified-edge ggsn-pgw call-trace stop
<get-mobile-gateways-cal l-trace-stop-information>
request unified-edge sgw
request unified-edge sgw call-trace
request unified-edge sgw call-trace clear
<get-mobile-gateways-sgw-call-trace-clear>
request unified-edge sgw call-trace show
<get-mobile-gateways-sgw-cal l-trace-information>
request unified-edge sgw call-trace start
<get-mobile-gateways-sgw-call-trace-start-information>
request unified-edge sgw call-trace stop
<get-mobile-gateways-sgw-call-trace-stop-information>
request unified-edge tdf
request unified-edge tdf call-trace
request unified-edge tdf call-trace clear
<get-mobile-gateways-tdf-call-trace-clear>
request unified-edge tdf call-trace show
<get-mobile-gateways-tdf-call-trace-information>
request unified-edge tdf call-trace start
<get-mobile-gateways-tdf-call-trace-start-information>
request unified-edge tdf call-trace stop
<get-mobile-gateways-tdf-call-trace-stop-information>
show firewall

<get-firewall-information>

show firewall counter
<get-firewall-counter-information>

show firewall filter
<get-firewall-filter-information>

show firewall filter version
<get-filter-version>
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Configuration
Hierarchy Levels

Related
Documentation

firewall-control

show Firewall log
<get-firewall-log-information>

show Firewall prefix-action-stats
<get-firewall-prefix-action-information>

show policer
<get-policer-information>

[edit chassis satellite-management]
[edit firewall]

[edit dynamic-profiles firewall]
[edit firewall]

[edit logical-systems firewall]
[edit unified-edge]

Access Privilege User Permission Flags Overview on page 78
Understanding Junos OS Access Privilege Levels on page 7
Example: Configuring User Permissions with Access Privilege Levels on page 41

Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

firewall-control on page 164

Supported Platforms

Commands

EX Series, M Series, MX Series, SRX Series, T Series, VSRX

Can view and configure firewall filter information at the [edit dynamic-profiles firewall],
[edit firewall], and [edit logical-systems firewall] hierarchy levels.

show Firewall
<get-firewall-information>

show Firewall counter
<get-firewall-counter-information>

show Firewall filter
<get-firewall-filter-information>

show Firewall Filter version
<get-filter-version>

show Firewall log
<get-firewall-log-information>

show Firewall prefix-action-stats
<get-firewal l-prefix-action-information>

show policer
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Configuration
Hierarchy Levels

Related
Documentation

floppy

[edit dynamic-profiles firewall]
[edit Firewall]
[edit logical-systems firewall]

« Access Privilege User Permission Flags Overview on page 78
« Understanding Junos OS Access Privilege Levels on page 7
« Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

. Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

. firewall on page 160

Supported Platforms

Commands

Configuration
Hierarchy Levels

Related
Documentation

flow-tap

EX Series, M Series, MX Series, SRX Series, T Series, VSRX
Can read from and write to the removable media.

No associated CLI commands.

No associated CLI configuration hierarchy levels and statements.

« Access Privilege User Permission Flags Overview on page 78
« Understanding Junos OS Access Privilege Levels on page 7
« Example: Configuring User Permissions with Access Privilege Levels on page 41

. Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

. Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

Supported Platforms

Commands

M Series, MX Series, SRX Series, T Series, VSRX
Can view the flow-tap configuration in configuration mode.

clear unified-edge

clear unified-edge ggsn-pgw

clear unified-edge ggsn-pgw aaa

clear unified-edge ggsn-pgw aaa radius

clear unified-edge ggsn-pgw aaa radius statistics
<clear-mobile-gateway-aaa-radius-statistics>
clear unified-edge ggsn-pgw aaa statistics
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<clear-mobile-gateway-aaa-statistics>

clear unified-edge ggsn-pgw address-assignment

clear unified-edge ggsn-pgw address-assignment pool
<clear-mobile-gateway-sm-ippool-pool-sessions>

clear unified-edge ggsn-pgw address-assignment statistics
<clear-mobile-gateway-sm-ippool-statistics>

clear unified-edge ggsn-pgw call-admission-control

clear unified-edge ggsn-pgw call-admission-control statistics
<clear-mobile-gateway-cac-statistics>

clear unified-edge ggsn-pgw charging

clear unified-edge ggsn-pgw charging cdr
<clear-mobile-gateway-charging-clear-cdr-wfa>

clear unified-edge ggsn-pgw charging local-persistent-storage
clear unified-edge ggsn-pgw charging local-persistent-storage statistics
<clear-mobile-gateway-charging-clear-Ips-stats>

clear unified-edge ggsn-pgw charging path

clear unified-edge ggsn-pgw charging path statistics
<clear-mobile-gateway-charging-clear-path-stats>

clear unified-edge ggsn-pgw charging transfer

clear unified-edge ggsn-pgw charging transfer statistics
<clear-mobile-gateway-charging-clear-xfer-stats>

clear unified-edge ggsn-pgw diameter

clear unified-edge ggsn-pgw diameter dcca-gy

clear unified-edge ggsn-pgw diameter dcca-gy statistics
<clear-mobile-gateway-aaa-diam-stats-gy>

clear unified-edge ggsn-pgw diameter network-element
clear unified-edge ggsn-pgw diameter network-element statistics
<clear-mobile-gateway-aaa-diam-ne-statistics>

clear unified-edge ggsn-pgw diameter pcc-gx

clear unified-edge ggsn-pgw diameter pcc-gx statistics
<clear-mobi le-gateway-aaa-diam-stats-gx>

clear unified-edge ggsn-pgw diameter peer

clear unified-edge ggsn-pgw diameter peer statistics
<clear-mobile-gateway-aaa-diam-peer-statistics>

clear unified-edge ggsn-pgw gtp

clear unified-edge ggsn-pgw gtp peer

clear unified-edge ggsn-pgw gtp peer statistics
<clear-mobile-gateway-gtp-peer-statistics>

clear unified-edge ggsn-pgw gtp statistics
<clear-mobile-gateway-gtp-statistics>

clear unified-edge ggsn-pgw ip-reassembly

clear unified-edge ggsn-pgw ip-reassembly statistics
<clear-mobile-gateways-ip-reassembly-statistics>

clear unified-edge ggsn-pgw statistics
<clear-mobile-gateway-statistics>

clear unified-edge ggsn-pgw subscribers
<clear-mobile-gateway-subscribers>

clear unified-edge ggsn-pgw subscribers bearer

clear unified-edge ggsn-pgw subscribers charging
<clear-mobile-gateway-subscribers-charging>

clear unified-edge ggsn-pgw subscribers peer
<clear-mobile-gateway-subscribers-peer>

clear unified-edge sgw

clear unified-edge sgw call-admission-control

clear unified-edge sgw call-admission-control statistics
<clear-mobile-sgw-cac-statistics>

clear unified-edge sgw charging

clear unified-edge sgw charging cdr
<clear-mobile-gateway-sgw-charging-clear-cdr>

clear unified-edge sgw charging cdr wfa
<clear-mobile-gateway-sgw-charging-clear-cdr-wfa>
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clear unified-edge sgw charging local-persistent-storage
clear unified-edge sgw charging local-persistent-storage statistics
<clear-mobile-gateway-sgw-charging-clear-Ips-stats>
clear unified-edge sgw charging path

clear unified-edge sgw charging path statistics
<clear-mobile-gateway-sgw-charging-clear-path-stats>
clear unified-edge sgw charging transfer

clear unified-edge sgw charging transfer statistics
<clear-mobile-gateway-sgw-charging-clear-xfer-stats>
clear unified-edge sgw gtp

clear unified-edge sgw gtp peer

clear unified-edge sgw gtp peer statistics
<clear-mobile-sgw-gtp-peer-statistics>

clear unified-edge sgw gtp statistics
<clear-mobile-sgw-gtp-statistics>

clear unified-edge sgw idle-mode-buffering

clear unified-edge sgw idle-mode-buffering statistics
<clear-mobile-gw-sgw-idle-mode-buffering-statistics>
clear unified-edge sgw ip-reassembly

clear unified-edge sgw ip-reassembly statistics
<clear-mobile-gateways-sgw-ip-reassembly-statistics-sgw>
clear unified-edge sgw statistics
<clear-mobile-sgw-statistics>

clear unified-edge sgw subscribers
<clear-mobile-sgw-subscribers>

clear unified-edge sgw subscribers charging
<clear-mobile-sgw-subscribers-charging>

clear unified-edge sgw subscribers peer
<clear-mobile-sgw-subscribers-peer>

clear unified-edge tdf

clear unified-edge tdf aaa

clear unified-edge tdf aaa radius

clear unified-edge tdf aaa radius client

clear unified-edge tdf aaa radius client statistics
<clear-radius-client-statistics>

clear unified-edge tdf aaa radius network-element

clear unified-edge tdf aaa radius network-element statistics
<clear-radius-network-element-statistics>

clear unified-edge tdf aaa radius server

clear unified-edge tdf aaa radius server statistics
<clear-radius-server-statistics>

clear unified-edge tdf aaa radius snoop-segment

clear unified-edge tdf aaa radius snoop-segment statistics
<clear-radius-snoop-segment-statistics>

clear unified-edge tdf aaa statistics
<clear-tdf-gateway-aaa-statistics>

clear unified-edge tdf address-assignment

clear unified-edge tdf address-assignment pool
<clear-mobile-gateway-tdf-sm-ippool-pool-sessions>

clear unified-edge tdf address-assignment statistics
<clear-mobile-gateway-tdf-sm-ippool-statistics>

clear unified-edge tdf call-admission-control

clear unified-edge tdf call-admission-control statistics
<clear-tdf-cac-statistics>

clear unified-edge tdf diameter

clear unified-edge tdf diameter network-element

clear unified-edge tdf diameter network-element statistics
<clear-diameter-network-element-statistics>

clear unified-edge tdf diameter pcc-gx

clear unified-edge tdf diameter pcc-gx statistics
<clear-diameter-statistics-gx>
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clear unified-edge tdf diameter peer

clear unified-edge tdf diameter peer statistics
<clear-diameter-peer-statistics>

clear unified-edge tdf statistics
<clear-tdf-statistics>

clear unified-edge tdf subscribers
<clear-mobile-tdf-subscribers>

clear unified-edge tdf subscribers peer
<clear-mobile-gateway-tdf-subscribers-peer>
request unified-edge

request unified-edge ggsn-pgw

request unified-edge ggsn-pgw call-trace
<monitor-mobile-gateways-call-trace-start>

request unified-edge ggsn-pgw call-trace clear
<get-mobile-gateways-call-trace-clear>

request unified-edge ggsn-pgw call-trace show
<get-mobile-gateways-call-trace-information>
request unified-edge ggsn-pgw call-trace start
<get-mobile-gateways-call-trace-start-information>
request unified-edge ggsn-pgw call-trace stop
<get-mobile-gateways-call-trace-stop-information>
request unified-edge sgw

request unified-edge sgw call-trace

request unified-edge sgw call-trace clear
<get-mobile-gateways-sgw-call-trace-clear>

request unified-edge sgw call-trace show
<get-mobile-gateways-sgw-cal l-trace-information>
request unified-edge sgw call-trace start
<get-mobile-gateways-sgw-call-trace-start-information>
request unified-edge sgw call-trace stop
<get-mobile-gateways-sgw-call-trace-stop-information>
request unified-edge tdf

request unified-edge tdf call-trace

request unified-edge tdf call-trace clear
<get-mobile-gateways-tdf-call-trace-clear>

request unified-edge tdf call-trace show
<get-mobile-gateways-tdf-call-trace-information>
request unified-edge tdf call-trace start
<get-mobile-gateways-tdf-call-trace-start-information>
request unified-edge tdf call-trace stop
<get-mobile-gateways-tdf-call-trace-stop-information>

Configuration [edit services flow-tap]
Hierarchy Levels [edit services radius-flow-tap]
[edit system services flow-tap-dtcp]
[edit unified-edge]

Related . Access Privilege User Permission Flags Overview on page 78
D tati
ocumentation « Understanding Junos OS Access Privilege Levels on page 7
« Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55
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flow-tap-control

. flow-tap-control on page 169

Supported Platforms

Commands

Configuration
Hierarchy Levels

Related
Documentation

flow-tap-operation

M Series, MX Series, SRX Series, T Series, VSRX

Can view the flow-tap configuration in configuration mode and can configure flow-tap
configuration information at the [edit services flow-tap], [edit services radius-flow-tap],
and [edit system services flow-tap-dtcp] hierarchy levels.

No associated CLI commands.

[edit services flow-tap]
[edit services radius-flow-tap]
[edit system services flow-tap-dtcp]

« Access Privilege User Permission Flags Overview on page 78
« Understanding Junos OS Access Privilege Levels on page 7
« Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

. flow-tap on page 165

Supported Platforms

Commands

Configuration
Hierarchy Levels

Related
Documentation

M Series, MX Series, PTX Series, SRX Series, T Series, VSRX
Can make flow-tap requests to the router.

No associated CLI commands.

No associated CLI configuration hierarchy levels and statements.

« Access Privilege User Permission Flags Overview on page 78
« Understanding Junos OS Access Privilege Levels on page 7
« Example: Configuring User Permissions with Access Privilege Levels on page 41

. Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45
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« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

idp-profiler-operation

Supported Platforms M Series, MX Series, SRX Series, T Series, VSRX
Can view profiler data.

Commands No associated CLI commands.

CLI Configuration No associated CLI configuration hierarchy levels and statements.
Hierarchy Levels

interface

Supported Platforms EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, VSRX
Can view the interface configuration in configuration mode.

Commands clear unified-edge
clear unified-edge ggsn-pgw
clear unified-edge ggsn-pgw aaa
clear unified-edge ggsn-pgw aaa radius
clear unified-edge ggsn-pgw aaa radius statistics
<clear-mobile-gateway-aaa-radius-statistics>
clear unified-edge ggsn-pgw aaa statistics
<clear-mobile-gateway-aaa-statistics>
clear unified-edge ggsn-pgw address-assignment
clear unified-edge ggsn-pgw address-assignment pool
<clear-mobile-gateway-sm-ippool-pool-sessions>
clear unified-edge ggsn-pgw address-assignment statistics
<clear-mobile-gateway-sm-ippool-statistics>
clear unified-edge ggsn-pgw call-admission-control
clear unified-edge ggsn-pgw call-admission-control statistics
<clear-mobile-gateway-cac-statistics>
clear unified-edge ggsn-pgw charging
clear unified-edge ggsn-pgw charging cdr
<clear-mobile-gateway-charging-clear-cdr>
clear unified-edge ggsn-pgw charging cdr wfa
<clear-mobile-gateway-charging-clear-cdr-wfa>
clear unified-edge ggsn-pgw charging local-persistent-storage
clear unified-edge ggsn-pgw charging local-persistent-storage statistics
<clear-mobile-gateway-charging-clear-Ips-stats>
clear unified-edge ggsn-pgw charging path
clear unified-edge ggsn-pgw charging path statistics
<clear-mobile-gateway-charging-clear-path-stats>
clear unified-edge ggsn-pgw charging transfer
clear unified-edge ggsn-pgw charging transfer statistics
<clear-mobile-gateway-charging-clear-xfer-stats>
clear unified-edge ggsn-pgw diameter
clear unified-edge ggsn-pgw diameter dcca-gy
clear unified-edge ggsn-pgw diameter dcca-gy statistics
<clear-mobi le-gateway-aaa-diam-stats-gy>
clear unified-edge ggsn-pgw diameter network-element
clear unified-edge ggsn-pgw diameter network-element statistics
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<clear-mobile-gateway-aaa-diam-ne-statistics>

clear unified-edge ggsn-pgw diameter pcc-gx

clear unified-edge ggsn-pgw diameter pcc-gx statistics
<clear-mobile-gateway-aaa-diam-stats-gx>

clear unified-edge ggsn-pgw diameter peer

clear unified-edge ggsn-pgw diameter peer statistics
<clear-mobile-gateway-aaa-diam-peer-statistics>
clear unified-edge ggsn-pgw gtp

clear unified-edge ggsn-pgw gtp peer

clear unified-edge ggsn-pgw gtp peer statistics
<clear-mobile-gateway-gtp-peer-statistics>

clear unified-edge ggsn-pgw gtp statistics
<clear-mobile-gateway-gtp-statistics>

clear unified-edge ggsn-pgw ip-reassembly

clear unified-edge ggsn-pgw ip-reassembly statistics
<clear-mobile-gateways-ip-reassembly-statistics>
clear unified-edge ggsn-pgw statistics
<clear-mobile-gateway-statistics>

clear unified-edge ggsn-pgw subscribers
<clear-mobile-gateway-subscribers>

clear unified-edge ggsn-pgw subscribers bearer

clear unified-edge ggsn-pgw subscribers charging
<clear-mobile-gateway-subscribers-charging>

clear unified-edge ggsn-pgw subscribers peer
<clear-mobile-gateway-subscribers-peer>

clear unified-edge sgw

clear unified-edge sgw call-admission-control

clear unified-edge sgw call-admission-control statistics
<clear-mobile-sgw-cac-statistics>

clear unified-edge sgw charging

clear unified-edge sgw charging cdr
<clear-mobile-gateway-sgw-charging-clear-cdr>

clear unified-edge sgw charging cdr wfa
<clear-mobile-gateway-sgw-charging-clear-cdr-wfa>
clear unified-edge sgw charging local-persistent-storage
clear unified-edge sgw charging local-persistent-storage statistics
<clear-mobile-gateway-sgw-charging-clear-Ips-stats>
clear unified-edge sgw charging path

clear unified-edge sgw charging path statistics
<clear-mobile-gateway-sgw-charging-clear-path-stats>
clear unified-edge sgw charging transfer

clear unified-edge sgw charging transfer statistics
<clear-mobile-gateway-sgw-charging-clear-xfer-stats>
clear unified-edge sgw gtp

clear unified-edge sgw gtp peer

clear unified-edge sgw gtp peer statistics
<clear-mobile-sgw-gtp-peer-statistics>

clear unified-edge sgw gtp statistics
<clear-mobile-sgw-gtp-statistics>

clear unified-edge sgw idle-mode-buffering

clear unified-edge sgw idle-mode-buffering statistics
<clear-mobile-gw-sgw-idle-mode-buffering-statistics>
clear unified-edge sgw ip-reassembly

clear unified-edge sgw ip-reassembly statistics
<clear-mobile-gateways-sgw-ip-reassembly-statistics-sgw>
clear unified-edge sgw statistics
<clear-mobile-sgw-statistics>

clear unified-edge sgw subscribers
<clear-mobile-sgw-subscribers>

clear unified-edge sgw subscribers charging
<clear-mobile-sgw-subscribers-charging>

Copyright © 2018, Juniper Networks, Inc. 17



Administration Guide for Security Devices

clear unified-edge sgw subscribers peer
<clear-mobile-sgw-subscribers-peer>

clear unified-edge tdf

clear unified-edge tdf aaa

clear unified-edge tdf aaa radius

clear unified-edge tdf aaa radius client

clear unified-edge tdf aaa radius client statistics
<clear-radius-client-statistics>

clear unified-edge tdf aaa radius network-element
clear unified-edge tdf aaa radius network-element statistics
<clear-radius-network-element-statistics>

clear unified-edge tdf aaa radius server

clear unified-edge tdf aaa radius server statistics
<clear-radius-server-statistics>

clear unified-edge tdf aaa radius snoop-segment
clear unified-edge tdf aaa radius snoop-segment statistics
<clear-radius-snoop-segment-statistics>

clear unified-edge tdf aaa statistics
<clear-tdf-gateway-aaa-statistics>

clear unified-edge tdf address-assignment

clear unified-edge tdf address-assignment pool
<clear-mobile-gateway-tdf-sm-ippool-pool-sessions>
clear unified-edge tdf address-assignment statistics
<clear-mobile-gateway-tdf-sm-ippool-statistics>
clear unified-edge tdf call-admission-control

clear unified-edge tdf call-admission-control statistics
<clear-tdf-cac-statistics>

clear unified-edge tdf diameter

clear unified-edge tdf diameter network-element
clear unified-edge tdf diameter network-element statistics
<clear-diameter-network-element-statistics>

clear unified-edge tdf diameter pcc-gx

clear unified-edge tdf diameter pcc-gx statistics
<clear-diameter-statistics-gx>

clear unified-edge tdf diameter peer

clear unified-edge tdf diameter peer statistics
<clear-diameter-peer-statistics>

clear unified-edge tdf statistics
<clear-tdf-statistics>

clear unified-edge tdf subscribers
<clear-mobile-tdf-subscribers>

clear unified-edge tdf subscribers peer
<clear-mobile-gateway-tdf-subscribers-peer>

request unified-edge

request unified-edge ggsn-pgw

request unified-edge ggsn-pgw call-trace
<monitor-mobile-gateways-call-trace-start>

request unified-edge ggsn-pgw call-trace clear
<get-mobile-gateways-call-trace-clear>

request unified-edge ggsn-pgw call-trace show
<get-mobile-gateways-call-trace-information>
request unified-edge ggsn-pgw call-trace start
<get-mobile-gateways-call-trace-start-information>
request unified-edge ggsn-pgw call-trace stop
<get-mobile-gateways-call-trace-stop-information>
request unified-edge sgw

request unified-edge sgw call-trace

request unified-edge sgw call-trace clear
<get-mobile-gateways-sgw-call-trace-clear>

request unified-edge sgw call-trace show
<get-mobile-gateways-sgw-call-trace-information>
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request unified-edge sgw call-trace start
<get-mobile-gateways-sgw-call-trace-start-information>
request unified-edge sgw call-trace stop
<get-mobile-gateways-sgw-call-trace-stop-information>
request unified-edge tdf

request unified-edge tdf call-trace

request unified-edge tdf call-trace clear
<get-mobile-gateways-tdf-call-trace-clear>

request unified-edge tdf call-trace show
<get-mobile-gateways-tdf-call-trace-information>
request unified-edge tdf call-trace start
<get-mobile-gateways-tdf-call-trace-start-information>
request unified-edge tdf call-trace stop
<get-mobile-gateways-tdf-call-trace-stop-information>

Configuration [edit accounting-options]
Hierarchy Levels [edit chassis]

[edit class-of-service]
[edit class-of-service interfaces]
[edit dynamic-profiles class-of-service]
[edit dynamic-profiles class-of-service interfaces]
[edit dynamic-profiles interfaces]
[edit dynamic-profiles routing-instances instance system services
dhcp-local-server]
[edit dynamic-profiles routing-instances instance system services
static-subscribers group]
[edit forwarding-options]
[edit interfaces]
[edit jnx-example]
[edit logical-systems forwarding-options]
[edit logical-systems interfaces]
[edit logical-systems routing-instances instance system services
dhcp-local-server]
[edit logical-systems routing-instances instance system services
static-subscribers group]
[edit logical-systems system services dhcp-local-server]
[edit logical-systems system services static-subscribers group]
[edit routing-instances instance system services dhcp-local-server]
[edit routing-instances instance system services static-subscribers group]
[edit services logging]
[edit services radius-flow-tap]
[edit services radius-flow-tap interfaces]
[edit system services dhcp-local-server]
[edit system services static-subscribers group]
[edit unified-edge]

Related . Access Privilege User Permission Flags Overview on page 78
D tati
ocumentation . Understanding Junos OS Access Privilege Levels on page 7
« Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

. Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

. interface-control on page 174
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interface-control

Supported Platforms  EX Series, M Series, MX Series, SRX Series, T Series, VSRX

Can view chassis, class of service (CoS), groups, forwarding options, and interfaces
configuration information. Can edit configuration at the [edit chassis], [edit
class-of-service], [edit groups], [edit forwarding-options], and [edit interfaces] hierarchy
levels.

Commands No associated CLI commands.

Configuration [edit accounting-options]
Hierarchy Levels [edit chassis]

[edit class-of-service]
[edit class-of-service interfaces]
[edit dynamic-profiles class-of-service]
[edit dynamic-profiles class-of-service interfaces]
[edit dynamic-profiles interfaces]
[edit dynamic-profiles routing-instances instance system services
dhcp-local-server]
[edit dynamic-profiles routing-instances instance system services
static-subscribers group]
[edit forwarding-options]
[edit interfaces]
[edit jnx-example]
[edit logical-systems forwarding-options]
[edit logical-systems interfaces]
[edit logical-systems routing-instances instance system services
dhcp-local-server]
[edit logical-systems routing-instances instance system services
static-subscribers group]
[edit logical-systems system services dhcp-local-server]
[edit logical-systems system services static-subscribers group]
[edit routing-instances instance system services dhcp-local-server]
[edit routing-instances instance system services static-subscribers group]
[edit services logging]
[edit services radius-flow-tap]
[edit services radius-flow-tap interfaces]
[edit system services dhcp-local-server]
[edit system services static-subscribers group]

Related . Access Privilege User Permission Flags Overview on page 78
D tati
ocumentation « Understanding Junos OS Access Privilege Levels on page 7
« Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

. interface on page 170
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maintenance

Supported Platforms EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, vVSRX

Can perform system maintenance, including starting a local shell on the router and

becoming the superuser in the shell, and can halt and reboot the router.

Commands

clear system commit synchronize-server pending-jobs

<clear-pending-commit-sync-jobs>

clear system reboot
<clear-reboot>

clear-system-services-reverse-information
file archive
<file-archive>
file change-owner
<file-change-owner>
<extract-file>

monitor

traffic

request chassis afeb
request chassis beacon
<request-chassis-beacon>
request chassis cb
<request-chassis-cb>
request chassis ccg
<request-chassis-ccg>

request
request
request
request
request
request
request
request
request
request
request
request

chassis
chassis
chassis
chassis
chassis
chassis
chassis
chassis
chassis
chassis
chassis
chassis

cfeb

cfeb master

cip

fabric
fabric
fabric
fabric
fabric
fabric
fabric

device

guided-cabling

plane
upgrade-bandwidth
upgrade-bandwidth fpc
upgrade-bandwidth info

fan-tray

feb

<request-feb>

request chassis fpc
<request-chassis-fpc>
request chassis fpc optical-module

<request-fpc-optical-module>

request chassis fpc optical-module amplifier-chain
<request-fpc-optical-module-amplifier-chain>

request chassis fpc optical-module amplifier-chain ila
<request-fpc-optical-module-ila>

request chassis fpc optical-module amplifier-chain ila firmware-upgrade
<request-fpc-optical-module-ila-firmware-upgrade>

request chassis fpc optical-module amplifier-chain ila hard-reset
<request-fpc-optical-module-ila-hard-reset>

request chassis fpc optical-module amplifier-chain ila soft-reset
<request-fpc-optical-module-ila-soft-reset>

request chassis fpc optical-module firmware-upgrade
<request-fpc-optical-module-firmware-upgrade>

request chassis fpm
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request
request
request
request
request

chassis
chassis
chassis
chassis
chassis

mcs
mic
optics
pcg
pic

<request-chassis-pic>

request chassis port-led
request chassis port-led start
<request-chassis-port-led-switch-on>
request chassis port-led stop
<request-chassis-port-led-switch-off>

request chassis redundancy

request chassis redundancy feb
<request-redundancy-feb>

request chassis routing-engine

<request-chassis-routing-engine>

request
request
request
request

request chassis satellite enable

chassis
chassis
chassis
chassis

routing-engine hard-disk-test
routing-engine master
satellite device-mode
satellite disable
<request-chassis-satellite-disable>

<request-chassis-satellite-enable>
request chassis satellite file-copy
<request-chassis-satellite-file-copy>
request chassis satellite install
<request-chassis-satellite-install>
request chassis satellite interface
request chassis satellite login
<request-chassis-satellite-login>
request chassis satellite reboot
<request-chassis-satellite-reboot>
request chassis satellite restart
<request-chassis-satellite-restart>
request chassis satellite restart process
request chassis satellite shell-command
<request-chassis-satellite-shell-command>

request
request
request
request
request

chassis
chassis
chassis
chassis
chassis

scg
sfb
stm
sfm master
sib

<request-chassis-sib>
request chassis sib f13

request chassis sib f2s
request chassis sib optics
request chassis spmb
<request-chassis-spmb>

request
request
request
request
request
request
request
request
request
request

chassis
chassis
chassis
chassis
chassis
chassis
chassis
chassis
chassis
chassis

ssb

ssb master
synchronization
synchronization
synchronization
synchronization
synchronization
synchronization
tfeb

vepu

force
force
force
force
switch

automatic-switching
mark-failed
unmark-failed
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request chassis vnpu

request diagnostics

request diagnostics tdr

request diagnostics tdr abort

request diagnostics tdr abort interface

<abort-tdr-interface-diagnostics>

request diagnostics tdr start

request diagnostics tdr start interface

<request-tdr-interface-diagnostics>

request extension-service

request extension-service start

<extension-service-start>

request extension-service stop

<extension-service-stop>

request l2circuit-switchover

request mpls

request mpls Isp

request mpls Isp adjust-autobandwidth

<request-mpls-Isp-autobandwidth-adjust>

request security

request security certificate

request security certificate enroll

request security datapath-debug

request security datapath-debug action-profile

request security datapath-debug action-profile reload-all
<reload-eedebug-action-profile>

request security idp
<request-idp-security-policy-load>

equest security idp security-package
request security idp security-package download
<request-idp-security-package-download>

request security idp security-package download version
<request-idp-security-package-download-version>

request security idp security-package install
<request-idp-security-package-install>

request security idp security-package offline-download

<request-idp-security-package-offline-download>

request security idp ssl-inspection

request security idp ssl-inspection key

request security idp ssl-inspection key add
<request-idp-ssl-key-add>

request security idp ssl-inspection key delete
<request-idp-ssl-key-delete>

request security idp storage-cleanup
<request-idp-storage-cleanup>

request security ike

request security key-pair

request security pki

request security pki ca-certificate

request security pki ca-certificate ca-profile-group

request security pki ca-certificate ca-profile-group load

request security pki ca-certificate enroll

request security pki local-certificate export

request security pki ca-certificate load
<load-pki-ca-certificate>

request security pki ca-certificate verify
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<verify-pki-ca-certificate>

request security pki crl

request security pki crl load
<load-pki-cri>

request security pki generate-certificate-request
<generate-pki-certificate-request>

request security pki generate-key-pair
<generate-pki-key-pair>

request security pki local-certificate

request security pki local-certificate enroll

request security pki local-certificate generate-self-signed
<generate-pki-self-signed-local-certificate>

request security pki local-certificate load
<load-pki-local-certificate>

request security pki local-certificate verify
<verify-pki-local-certificate>

request security pki verify-integrity-status

<verify-integrity-status>

request services fips

request services fips authorize

request services fips authorize pic

request services fips zeroize

request services fips zeroize pic

request services flow-collector

request services flow-collector change-destination
<request-services-flow-collector-destination>

request services ggsn

request services ggsn pdp

request services ggsn pdp terminate

request services ggsn pdp terminate apn
<request-ggsn-terminate-contexts-apn>

request services ggsn pdp terminate context
<request-ggsn-terminate-context>

request services ggsn pdp terminate context msisdn
<request-ggsn-terminate-msisdn-context>

request services ggsn restart
request services ggsn restart interface
<request-ggsn-restart-interface>

request services ggsn restart node
<request-ggsn-restart-node>

request services ggsn start

request services ggsn start interface

request services ggsn stop

request services ggsn stop interface
<request-ggsn-stop-interface>

request services ggsn stop node
<request-ggsn-stop-node>

request services ggsn trace

request services ggsn trace software

request services ggsn trace software update
<request-ggsn-software-update>

request services ggsn trace start
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request services ggsn trace start imsi
<request-ggsn-start-imsi-trace>

request services ggsn trace start msisdn
<request-ggsn-start-msisdn-trace>

request services ggsn trace stop
request services ggsn trace stop all
<request-ggsn-stop-trace-activity>

request services ggsn trace stop imsi
<request-ggsn-stop-imsi-trace>

request services ggsn trace stop msisdn
<request-ggsn-stop-msisdn-trace>

request support

request support information

request system

request system boot-media

<request-boot-media>

request system certificate

request system certificate add

request system commit

request system commit server

request system commit server pause

<request-commit-server-pause>

request system commit server queue

request system commit server queue cleanup

<request-commit-server-cleanup>

request system commit server start

<request-commit-server-start>

request system configuration

request system configuration rescue

request system configuration rescue delete
<request-delete-rescue-configuration>

request system configuration rescue save
<request-save-rescue-configuration>

request system decrypt

<security-decrypt-password>

request system diagnostics

request system diagnostics log-archive

<request-log>

request system diagnostics transfer-control

<transfer-control>

request system firmware

request system firmware downgrade

request system firmware downgrade cb

<request-fpc-fpga-upgrade>

request system firmware downgrade cb i2c

<request-i2c-fpga-upgrade>

request system firmware downgrade feb

request system firmware downgrade fpc

request system firmware downgrade pic

request system firmware downgrade poe

request system firmware downgrade re

request system firmware downgrade scb

request system firmware downgrade sfm

request system firmware downgrade spmb

request system firmware downgrade ssb
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request system firmware downgrade vcpu
request system firmware upgrade

request system firmware upgrade cb i2c
<request-i2c-fpga-upgrade>

request system firmware upgrade feb
request system firmware upgrade fpc
request system firmware upgrade fpga
request system firmware upgrade fpga cb
<request-cb-fpga-upgrade>

request system firmware upgrade fpga fpc
request system firmware upgrade fpga fpd
<request-fpd-fpga-upgrade>

request system firmware upgrade fpga ftc
<request-ftc-fpga-upgrade>

request system firmware upgrade fpga re
<request-re-fpga-upgrade>

request system firmware upgrade fpga scb
<request-scb-fpga-upgrade>
request system firmware upgrade fpga sib
<request-sib-fpga-upgrade>
request system firmware upgrade pic
request system firmware upgrade poe
request system firmware upgrade re
request system firmware upgrade re bios
request system firmware upgrade scb
request system firmware upgrade sfm
request system firmware upgrade spmb
request system firmware upgrade ssb
request system firmware upgrade vcpu
request system halt

<request-halt>

request system keep-alive

request system license

request system license add

request system license delete
<request-license-delete>

request system license revoke-licenses

<license-revoke-licenses>

request system license save

request system license update
<request-license-update>

request system logout

request system logs

<request-system-logs-copy>

request system partition

request system partition abort

request system partition compact-flash

request system partition hard-disk

request system power-off
<request-power-off>

request system power-on
<request-power-on-other-re>
request system process

request system process terminate
<request-process-terminate>
request system reboot
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<request-reboot>
request system recover

request system scripts
request system scripts add
<request-scripts-package-add>

request system scripts convert

request system scripts convert slax-to-xslt

request system scripts convert xslt-to-slax

request system scripts delete
<request-scripts-package-delete>

request system scripts event-scripts
request system scripts event-scripts reload
<reload-event-scripts>

request system scripts refresh-from
<request-script-refresh-from>

request system scripts rollback
<request-scripts-package-rol lback>

request system scripts synchronize
<request-scripts-synchronize>

request system snapshot
<request-snapshot>

request system software

request system software abort

request system software abort in-service-upgrade
<abort-in-service-upgrade>

request system software add
<request-package-add>

request system software delete
<request-package-delete>

request system software delete-backup
<request-package-delete-backup>

request system software in-service-upgrade
<request-package-in-service-upgrade>

request system software nonstop-upgrade
<request-package-nonstop-upgrade>
request system software recovery-package
request system software recovery-package add
request system software recovery-package delete
request system software recovery-package extract
request system software recovery-package extract ex-8200-package
request system software recovery-package extract ex-xre200-package
request system software rollback
<request-package-rol Iback>

request system software validate
<request-package-val idate>

request system software validate in-service-upgrade
<check-in-service-upgrade>

Copyright © 2018, Juniper Networks, Inc. 181



Administration Guide for Security Devices

request system storage

request system storage cleanup
<request-system-storage-cleanup>

request system storage cleanup gfabric
<remove-qgfabric-repository-contents>

request system storage mount

<request-mount>

request system storage unified-edge

request system storage unified-edge charging

request system storage unified-edge charging media

request system storage unified-edge media

request system storage unified-edge media eject

request system storage unified-edge media prepare

request system storage unmount

<request-unmount>

request system subscriber-management

request system subscriber-management new-sessions-disable

<request-sm-new-sessions-disable>

request system subscriber-management new-sessions-enable

<request-sm-new-sessions-enable>

request system yang enable

<request-yang-enable>

request system yang update

<request-yang-update>

request system yang validate

<request-yang-val idate>

request system zeroize

request vmhost

request vmhost cleanup

<request-vmhost-file-cleanup>

request vmhost file-copy

<request-vmhost-file-copy>

request vmhost halt

<request-vmhost-halt>

request vmhost hard-disk-test

<request-vmhost-hard-disk-test>

request vmhost power-off

<request-vmhost-poweroff>

request vmhost power-on

<request-power-on-other-re>

request vmhost reboot

<request-vmhost-reboot>

request vmhost snapshot

<request-vmhost-snapshot>

request vmhost snapshot partition

<request-vmhost-snapshot-partition>

request vmhost snapshot recovery

<request-vmhost-snapshot-recovery>

request vmhost snapshot recovery partition

<request-vmhost-snapshot-recovery-partition>

request vmhost software

request vmhost software abort

request vmhost software abort in-service-upgrade

<abort-in-service-upgrade>

request vmhost software add

<request-vmhost-package-add>

request vmhost software in-service-upgrade

<request-vmhost-package-in-service-upgrade>

request vmhost software rollback

<request-package-rol Iback>
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request vmhost zeroize
<request-vmhost-zeroize>
request vpls-switchover
set date

set date ntp
show chassis usb

show chassis usb storage
<get-usb-storage-status>

show services fips

show system configuration database

show system configuration database usage
<get-database-usage>

start

shell

start shell user

test access

test access profile
<get-radius-profile-access-test-result>

test access radius-server
<get-radius-server-access-test-result>
get-test-services-12tp-tunnel-result

Configuration
Hierarchy Levels [edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit

event-options]

security ipsec internal]

security ipsect trusted-channel]

services dynamic-flow-capture traceoptions]
services ggsn]

system

fips]

services ggsn rule-space]

system
system
system
system
system

processes daemon-process command]
scripts]

scripts commit]

scripts op]

scripts snmp]

Related . Access Privilege User Permission Flags Overview on page 78

Documentation

. Understanding Junos OS Access Privilege Levels on page 7

. Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

network

Supported Platforms  EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, vSRX

Can access the network by using the ping, ssh, telnet, and traceroute commands.

Commands

mtrace

mtrace from-source
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mtrace monitor
mtrace to-gateway
ping

<ping>

ping atm

ping clns

ping ethernet
<request-ping-ethernet>

ping fibre-channel

ping mpls

ping mpls bgp
<request-ping-bgp-Isp>

ping mpls 12circuit

ping mpls 12circuit interface
<request-ping-12circuit-interface>

ping mpls 12circuit virtual-circuit
<request-ping-12circuit-virtual-circuit>

ping mpls 12vpn

ping mpls 12vpn fecl129

ping mpls 12vpn fecl29 interface
<request-ping-12vpn-fecl129-interface>

ping mpls 12vpn instance

<request-ping-12vpn-instance>

ping mpls 12vpn interface
<request-ping-12vpn-interface>

ping mpls 13vpn
<request-ping-13vpn>

ping mpls Idp
<request-ping-1dp-Isp>

ping mpls Idp p2mp
<request-ping-1dp-p2mp-1sp>

ping mpls Isp-end-point
<request-ping-Isp-end-point>

ping mpls rsvp
<request-ping-rsvp-Isp>

ping overlay

<request-ping-overlay>

ping vpls

ping vpls instance
<request-ping-vpls-instance>

request routing-engine
request routing-engine login
<request-routing-engine-login>

request routing-engine login other-routing-engine

<request-login-to-other-routing-engine>
request services flow-collector

request services flow-collector test-file-transfer
<request-services-flow-collector-test-file-transfer>

show host
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show interfaces level-extra descriptions
show multicast mrinfo
ssh
telnet
traceroute
<traceroute>

traceroute clns
traceroute ethernet
<request-traceroute-ethernet>

traceroute monitor
traceroute mpls

traceroute mpls 12vpn
<traceroute-mpls-12vpn>
traceroute mpls 12vpn fecl29
<traceroute-mpls-mspw>
traceroute mpls Idp
<traceroute-mpls-1dp>
traceroute mpls rsvp
<traceroute-mpls-rsvp>
traceroute overlay
<request-traceroute-overlay>

Configuration No associated CLI configuration hierarchy levels and statements.
Hierarchy Levels

Related . Access Privilege User Permission Flags Overview on page 78
Documentation
v ! . Understanding Junos OS Access Privilege Levels on page 7
. Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

pgcp-session-mirroring

Supported Platforms M Series, MX Series, PTX Series, SRX Series, T Series, VSRX
Can view session mirroring configuration by using the pgecp command.

Commands clear unified-edge
clear unified-edge ggsn-pgw
clear unified-edge ggsn-pgw aaa
clear unified-edge ggsn-pgw aaa radius
clear unified-edge ggsn-pgw aaa radius statistics
<clear-mobile-gateway-aaa-radius-statistics>
clear unified-edge ggsn-pgw aaa statistics
<clear-mobile-gateway-aaa-statistics>
clear unified-edge ggsn-pgw address-assignment
clear unified-edge ggsn-pgw address-assignment pool
<clear-mobile-gateway-sm-ippool-pool-sessions>
clear unified-edge ggsn-pgw address-assignment statistics
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<clear-mobile-gateway-sm-ippool-statistics>

clear unified-edge ggsn-pgw call-admission-control

clear unified-edge ggsn-pgw call-admission-control statistics
<clear-mobile-gateway-cac-statistics>

clear unified-edge ggsn-pgw charging

clear unified-edge ggsn-pgw charging cdr
<clear-mobile-gateway-charging-clear-cdr>

clear unified-edge ggsn-pgw charging cdr wfa
<clear-mobile-gateway-charging-clear-cdr-wfa>

clear unified-edge ggsn-pgw charging local-persistent-storage
clear unified-edge ggsn-pgw charging local-persistent-storage statistics
<clear-mobile-gateway-charging-clear-Ips-stats>

clear unified-edge ggsn-pgw charging path

clear unified-edge ggsn-pgw charging path statistics
<clear-mobile-gateway-charging-clear-path-stats>

clear unified-edge ggsn-pgw charging transfer

clear unified-edge ggsn-pgw charging transfer statistics
<clear-mobile-gateway-charging-clear-xfer-stats>

clear unified-edge ggsn-pgw diameter

clear unified-edge ggsn-pgw diameter dcca-gy

clear unified-edge ggsn-pgw diameter dcca-gy statistics
<clear-mobile-gateway-aaa-diam-stats-gy>

clear unified-edge ggsn-pgw diameter network-element
clear unified-edge ggsn-pgw diameter network-element statistics
<clear-mobile-gateway-aaa-diam-ne-statistics>

clear unified-edge ggsn-pgw diameter pcc-gx

clear unified-edge ggsn-pgw diameter pcc-gx statistics
<clear-mobile-gateway-aaa-diam-stats-gx>

clear unified-edge ggsn-pgw diameter peer

clear unified-edge ggsn-pgw diameter peer statistics
<clear-mobile-gateway-aaa-diam-peer-statistics>

clear unified-edge ggsn-pgw gtp

clear unified-edge ggsn-pgw gtp peer

clear unified-edge ggsn-pgw gtp peer statistics
<clear-mobile-gateway-gtp-peer-statistics>

clear unified-edge ggsn-pgw gtp statistics
<clear-mobile-gateway-gtp-statistics>

clear unified-edge ggsn-pgw ip-reassembly

clear unified-edge ggsn-pgw ip-reassembly statistics
<clear-mobile-gateways-ip-reassembly-statistics>

clear unified-edge ggsn-pgw statistics
<clear-mobile-gateway-statistics>

clear unified-edge ggsn-pgw subscribers
<clear-mobile-gateway-subscribers>

clear unified-edge ggsn-pgw subscribers bearer

clear unified-edge ggsn-pgw subscribers charging
<clear-mobile-gateway-subscribers-charging>

clear unified-edge ggsn-pgw subscribers peer
<clear-mobile-gateway-subscribers-peer>

clear unified-edge sgw

clear unified-edge sgw call-admission-control

clear unified-edge sgw call-admission-control statistics
<clear-mobile-sgw-cac-statistics>

clear unified-edge sgw charging

clear unified-edge sgw charging cdr
<clear-mobile-gateway-sgw-charging-clear-cdr>

clear unified-edge sgw charging cdr wfa
<clear-mobile-gateway-sgw-charging-clear-cdr-wfa>

clear unified-edge sgw charging local-persistent-storage
clear unified-edge sgw charging local-persistent-storage statistics
<clear-mobile-gateway-sgw-charging-clear-Ips-stats>
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clear unified-edge sgw charging path

clear unified-edge sgw charging path statistics
<clear-mobile-gateway-sgw-charging-clear-path-stats>
clear unified-edge sgw charging transfer

clear unified-edge sgw charging transfer statistics
<clear-mobile-gateway-sgw-charging-clear-xfer-stats>
clear unified-edge sgw gtp

clear unified-edge sgw gtp peer

clear unified-edge sgw gtp peer statistics
<clear-mobile-sgw-gtp-peer-statistics>

clear unified-edge sgw gtp statistics
<clear-mobile-sgw-gtp-statistics>

clear unified-edge sgw idle-mode-buffering

clear unified-edge sgw idle-mode-buffering statistics
<clear-mobile-gw-sgw-idle-mode-buffering-statistics>
clear unified-edge sgw ip-reassembly

clear unified-edge sgw ip-reassembly statistics
<clear-mobile-gateways-sgw-ip-reassembly-statistics-sgw>
clear unified-edge sgw statistics
<clear-mobile-sgw-statistics>

clear unified-edge sgw subscribers
<clear-mobile-sgw-subscribers>

clear unified-edge sgw subscribers charging
<clear-mobile-sgw-subscribers-charging>

clear unified-edge sgw subscribers peer
<clear-mobile-sgw-subscribers-peer>

clear unified-edge tdf

clear unified-edge tdf aaa

clear unified-edge tdf aaa radius

clear unified-edge tdf aaa radius client

clear unified-edge tdf aaa radius client statistics
<clear-radius-client-statistics>

clear unified-edge tdf aaa radius network-element
clear unified-edge tdf aaa radius network-element statistics
<clear-radius-network-element-statistics>

clear unified-edge tdf aaa radius server

clear unified-edge tdf aaa radius server statistics
<clear-radius-server-statistics>

clear unified-edge tdf aaa radius snoop-segment
clear unified-edge tdf aaa radius snoop-segment statistics
<clear-radius-snoop-segment-statistics>

clear unified-edge tdf aaa statistics
<clear-tdf-gateway-aaa-statistics>

clear unified-edge tdf address-assignment

clear unified-edge tdf address-assignment pool
<clear-mobile-gateway-tdf-sm-ippool-pool-sessions>
clear unified-edge tdf address-assignment statistics
<clear-mobile-gateway-tdf-sm-ippool-statistics>
clear unified-edge tdf call-admission-control

clear unified-edge tdf call-admission-control statistics
<clear-tdf-cac-statistics>

clear unified-edge tdf diameter

clear unified-edge tdf diameter network-element
clear unified-edge tdf diameter network-element statistics
<clear-diameter-network-element-statistics>

clear unified-edge tdf diameter pcc-gx

clear unified-edge tdf diameter pcc-gx statistics
<clear-diameter-statistics-gx>

clear unified-edge tdf diameter peer

clear unified-edge tdf diameter peer statistics
<clear-diameter-peer-statistics>
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clear unified-edge tdf statistics
<clear-tdf-statistics>

clear unified-edge tdf subscribers
<clear-mobile-tdf-subscribers>

clear unified-edge tdf subscribers peer
<clear-mobile-gateway-tdf-subscribers-peer>

request unified-edge

request unified-edge ggsn-pgw

request unified-edge ggsn-pgw call-trace
<monitor-mobile-gateways-call-trace-start>

request unified-edge ggsn-pgw call-trace clear
<get-mobile-gateways-call-trace-clear>

request unified-edge ggsn-pgw call-trace show
<get-mobile-gateways-call-trace-information>

request unified-edge ggsn-pgw call-trace start
<get-mobile-gateways-call-trace-start-information>
request unified-edge ggsn-pgw call-trace stop
<get-mobile-gateways-call-trace-stop-information>
request unified-edge sgw

request unified-edge sgw call-trace

request unified-edge sgw call-trace clear
<get-mobile-gateways-sgw-call-trace-clear>

request unified-edge sgw call-trace show
<get-mobile-gateways-sgw-cal l-trace-information>
request unified-edge sgw call-trace start
<get-mobile-gateways-sgw-call-trace-start-information>
request unified-edge sgw call-trace stop
<get-mobile-gateways-sgw-call-trace-stop-information>
request unified-edge tdf

request unified-edge tdf call-trace

request unified-edge tdf call-trace clear
<get-mobile-gateways-tdf-call-trace-clear>

request unified-edge tdf call-trace show
<get-mobile-gateways-tdf-call-trace-information>
request unified-edge tdf call-trace start
<get-mobile-gateways-tdf-call-trace-start-information>
request unified-edge tdf call-trace stop
<get-mobile-gateways-tdf-call-trace-stop-information>
show services pgcp gates gate-way display session-mirroring

Configuration [edit services pgcp gateway session-mirroring]

Hierarchy Levels [edit services pgcp session-mirroring]
[edit unified-edge]

Related . Access Privilege User Permission Flags Overview on page 78
D tati
ocumentation « Understanding Junos OS Access Privilege Levels on page 7
« Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

« pgcp-session-mirroring-control on page 189
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pgcp-session-mirroring-control

Supported Platforms M Series, MX Series, SRX Series, T Series, VSRX
Can modify PGCP session mirroring configuration

Commands show services pgcp gates gate-way display session-mirroring

Configuration
Hierarchy Levels [edit services pgcp gateway session-mirroring]
[edit services pgcp session-mirroring]

Related . Access Privilege User Permission Flags Overview on page 78
D tati
ocumentation « Understanding Junos OS Access Privilege Levels on page 7
« Example: Configuring User Permissions with Access Privilege Levels on page 41

. Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

. Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

« pgCcp-session-mirroring on page 185

reset

Supported Platforms EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, vVSRX

Canrestart software processes by using the restart command and can configure whether
software processes configured at the [edit system processes] hierarchy level are enabled
or disabled.

Commands request chassis cfeb master switch
request chassis cfeb master switch no-confirm
request chassis routing-engine master acquire
request chassis routing-engine master acquire force
request chassis routing-engine master acquire force no-confirm
request chassis routing-engine master acquire no-confirm
request chassis routing-engine master release
request chassis routing-engine master release no-confirm
request chassis routing-engine master switch
request chassis routing-engine master switch no-confirm
request chassis satellite install no-confirm
request chassis sfm master switch
request chassis sfm master switch no-confirm
request chassis ssb master switch
request chassis ssb master switch no-confirm
restart
restart kernel-replication
<restart-kernel-replication>
restart-named-service
restart routing
<routing-restart>
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Configuration
Hierarchy Levels

Related
Documentation

rollback

restart services

restart services border-signaling-gateway
<restart-border-signaling-gateway-service>
restart services pgcp
<restart-pgcp-service>

restart web-management
<restart-web-management>

No associated CLI configuration hierarchy levels and statements.

« Access Privilege User Permission Flags Overview on page 78
« Understanding Junos OS Access Privilege Levels on page 7
« Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

Supported Platforms

Commands

Configuration
Hierarchy Levels

Related
Documentation

secret

EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, VSRX
Canroll back to previous configurations.

rollback

[edit]

« Access Privilege User Permission Flags Overview on page 78
. Understanding Junos OS Access Privilege Levels on page 7
. Example: Configuring User Permissions with Access Privilege Levels on page 41

. Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

Supported Platforms

EX Series, M Series, MX Series, SRX Series, T Series, VSRX

Can view passwords and other authentication keys in the configuration.
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Commands No associated CLI commands.

clear unified-edge

clear unified-edge ggsn-pgw

clear unified-edge ggsn-pgw aaa

clear unified-edge ggsn-pgw aaa radius

clear unified-edge ggsn-pgw aaa radius statistics
<clear-mobile-gateway-aaa-radius-statistics>

clear unified-edge ggsn-pgw aaa statistics
<clear-mobile-gateway-aaa-statistics>

clear unified-edge ggsn-pgw address-assignment

clear unified-edge ggsn-pgw address-assignment pool
<clear-mobile-gateway-sm-ippool-pool-sessions>

clear unified-edge ggsn-pgw address-assignment statistics
<clear-mobile-gateway-sm-ippool-statistics>

clear unified-edge ggsn-pgw call-admission-control

clear unified-edge ggsn-pgw call-admission-control statistics
<clear-mobile-gateway-cac-statistics>

clear unified-edge ggsn-pgw charging

clear unified-edge ggsn-pgw charging cdr
<clear-mobile-gateway-charging-clear-cdr>

clear unified-edge ggsn-pgw charging cdr wfa
<clear-mobile-gateway-charging-clear-cdr-wfa>

clear unified-edge ggsn-pgw charging local-persistent-storage
clear unified-edge ggsn-pgw charging local-persistent-storage statistics
<clear-mobile-gateway-charging-clear-Ips-stats>

clear unified-edge ggsn-pgw charging path

clear unified-edge ggsn-pgw charging path statistics
<clear-mobile-gateway-charging-clear-path-stats>

clear unified-edge ggsn-pgw charging transfer

clear unified-edge ggsn-pgw charging transfer statistics
<clear-mobile-gateway-charging-clear-xfer-stats>

clear unified-edge ggsn-pgw diameter

clear unified-edge ggsn-pgw diameter dcca-gy

clear unified-edge ggsn-pgw diameter dcca-gy statistics
<clear-mobile-gateway-aaa-diam-stats-gy>

clear unified-edge ggsn-pgw diameter network-element
clear unified-edge ggsn-pgw diameter network-element statistics
<clear-mobile-gateway-aaa-diam-ne-statistics>

clear unified-edge ggsn-pgw diameter pcc-gx

clear unified-edge ggsn-pgw diameter pcc-gx statistics
<clear-mobile-gateway-aaa-diam-stats-gx>

clear unified-edge ggsn-pgw diameter peer

clear unified-edge ggsn-pgw diameter peer statistics
<clear-mobile-gateway-aaa-diam-peer-statistics>

clear unified-edge ggsn-pgw gtp

clear unified-edge ggsn-pgw gtp peer

clear unified-edge ggsn-pgw gtp peer statistics
<clear-mobile-gateway-gtp-peer-statistics>

clear unified-edge ggsn-pgw gtp statistics
<clear-mobile-gateway-gtp-statistics>

clear unified-edge ggsn-pgw ip-reassembly

clear unified-edge ggsn-pgw ip-reassembly statistics
<clear-mobile-gateways-ip-reassembly-statistics>

clear unified-edge ggsn-pgw statistics
<clear-mobile-gateway-statistics>

clear unified-edge ggsn-pgw subscribers
<clear-mobile-gateway-subscribers>

clear unified-edge ggsn-pgw subscribers bearer

clear unified-edge ggsn-pgw subscribers charging
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<clear-mobile-gateway-subscribers-charging>

clear unified-edge ggsn-pgw subscribers peer
<clear-mobile-gateway-subscribers-peer>

clear unified-edge sgw

clear unified-edge sgw call-admission-control

clear unified-edge sgw call-admission-control statistics
<clear-mobile-sgw-cac-statistics>

clear unified-edge sgw charging

clear unified-edge sgw charging cdr
<clear-mobile-gateway-sgw-charging-clear-cdr>

clear unified-edge sgw charging cdr wfa
<clear-mobile-gateway-sgw-charging-clear-cdr-wfa>
clear unified-edge sgw charging local-persistent-storage
clear unified-edge sgw charging local-persistent-storage statistics
<clear-mobile-gateway-sgw-charging-clear-1ps-stats>
clear unified-edge sgw charging path

clear unified-edge sgw charging path statistics
<clear-mobile-gateway-sgw-charging-clear-path-stats>
clear unified-edge sgw charging transfer

clear unified-edge sgw charging transfer statistics
<clear-mobile-gateway-sgw-charging-clear-xfer-stats>
clear unified-edge sgw gtp

clear unified-edge sgw gtp peer

clear unified-edge sgw gtp peer statistics
<clear-mobile-sgw-gtp-peer-statistics>

clear unified-edge sgw gtp statistics
<clear-mobile-sgw-gtp-statistics>

clear unified-edge sgw idle-mode-buffering

clear unified-edge sgw idle-mode-buffering statistics
<clear-mobile-gw-sgw-idle-mode-buffering-statistics>
clear unified-edge sgw ip-reassembly

clear unified-edge sgw ip-reassembly statistics
<clear-mobile-gateways-sgw-ip-reassembly-statistics-sgw>
clear unified-edge sgw statistics
<clear-mobile-sgw-statistics>

clear unified-edge sgw subscribers
<clear-mobile-sgw-subscribers>

clear unified-edge sgw subscribers charging
<clear-mobile-sgw-subscribers-charging>

clear unified-edge sgw subscribers peer
<clear-mobile-sgw-subscribers-peer>

clear unified-edge tdf

clear unified-edge tdf aaa

clear unified-edge tdf aaa radius

clear unified-edge tdf aaa radius client

clear unified-edge tdf aaa radius client statistics
<clear-radius-client-statistics>

clear unified-edge tdf aaa radius network-element
clear unified-edge tdf aaa radius network-element statistics
<clear-radius-network-element-statistics>

clear unified-edge tdf aaa radius server

clear unified-edge tdf aaa radius server statistics
<clear-radius-server-statistics>

clear unified-edge tdf aaa radius snoop-segment

clear unified-edge tdf aaa radius snoop-segment statistics
<clear-radius-snoop-segment-statistics>

clear unified-edge tdf aaa statistics
<clear-tdf-gateway-aaa-statistics>

clear unified-edge tdf address-assignment

clear unified-edge tdf address-assignment pool
<clear-mobile-gateway-tdf-sm-ippool-pool-sessions>
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clear unified-edge tdf address-assignment statistics
<clear-mobile-gateway-tdf-sm-ippool-statistics>

clear unified-edge tdf call-admission-control

clear unified-edge tdf call-admission-control statistics
<clear-tdf-cac-statistics>

clear unified-edge tdf diameter

clear unified-edge tdf diameter network-element
clear unified-edge tdf diameter network-element statistics
<clear-diameter-network-element-statistics>

clear unified-edge tdf diameter pcc-gx

clear unified-edge tdf diameter pcc-gx statistics
<clear-diameter-statistics-gx>

clear unified-edge tdf diameter peer

clear unified-edge tdf diameter peer statistics
<clear-diameter-peer-statistics>

clear unified-edge tdf statistics
<clear-tdf-statistics>

clear unified-edge tdf subscribers
<clear-mobile-tdf-subscribers>

clear unified-edge tdf subscribers peer
<clear-mobile-gateway-tdf-subscribers-peer>

request unified-edge

request unified-edge ggsn-pgw

request unified-edge ggsn-pgw call-trace
<monitor-mobile-gateways-call-trace-start>

request unified-edge ggsn-pgw call-trace clear
<get-mobile-gateways-call-trace-clear>

request unified-edge ggsn-pgw call-trace show
<get-mobile-gateways-call-trace-information>

request unified-edge ggsn-pgw call-trace start
<get-mobile-gateways-call-trace-start-information>
request unified-edge ggsn-pgw call-trace stop
<get-mobile-gateways-cal l-trace-stop-information>
request unified-edge sgw

request unified-edge sgw call-trace

request unified-edge sgw call-trace clear
<get-mobile-gateways-sgw-call-trace-clear>

request unified-edge sgw call-trace show
<get-mobile-gateways-sgw-cal l-trace-information>
request unified-edge sgw call-trace start
<get-mobile-gateways-sgw-call-trace-start-information>
request unified-edge sgw call-trace stop
<get-mobile-gateways-sgw-call-trace-stop-information>
request unified-edge tdf

request unified-edge tdf call-trace

request unified-edge tdf call-trace clear
<get-mobile-gateways-tdf-call-trace-clear>

request unified-edge tdf call-trace show
<get-mobile-gateways-tdf-call-trace-information>
request unified-edge tdf call-trace start
<get-mobile-gateways-tdf-call-trace-start-information>
request unified-edge tdf call-trace stop
<get-mobile-gateways-tdf-call-trace-stop-information>

Configuration [edit access profile client chap-secret]
Hierarchy Levels [edit access profile client firewall-user password]
[edit access profile client 12tp shared-secret]
[edit access profile client pap-password]
[edit access profile radius-server secret]
[edit access radius clients accounting secret]

Copyright © 2018, Juniper Networks, Inc. 193



Administration Guide for Security Devices

[edit access radius snoop-segments shared-secret]

[edit access radius-disconnect preauthentication-secret]

[edit access radius-disconnect secret]

[edit access radius-server preauthentication-secret]

[edit access radius-server secret]

[edit dynamic-profiles interfaces interface ppp-options chap
default-chap-secret]

[edit dynamic-profiles interfaces interface ppp-options pap default-password]
[edit dynamic-profiles interfaces interface ppp-options pap local-password]
[edit dynamic-profiles interfaces interface unit ppp-options chap
default-chap-secret]

[edit dynamic-profiles interfaces interface unit ppp-options pap
default-password]

[edit dynamic-profiles interfaces interface unit ppp-options pap local-password]
[edit interfaces interface ppp-options chap default-chap-secret]

[edit interfaces interface ppp-options pap default-password]

[edit interfaces interface ppp-options pap local-password]

[edit interfaces interface unit ppp-options chap default-chap-secret]

[edit interfaces interface unit ppp-options pap default-password]

[edit interfaces interface unit ppp-options pap local-password]

[edit logical-systems interfaces interface unit ppp-options chap]

[edit logical-systems interfaces interface unit ppp-options pap
default-password]

[edit logical-systems interfaces interface unit ppp-options pap local-password]
[edit logical-systems routing-instances instance system services
static-subscribers authentication password]

[edit logical-systems routing-instances instance system services
static-subscribers group authentication password]

[edit logical-systems system services static-subscribers authentication
password]

[edit logical-systems system services static-subscribers group authentication
password]

[edit routing-instances instance system services static-subscribers
authentication password]

[edit routing-instances instance system services static-subscribers group
authentication password]

[edit services ggsn apn radius accounting server secret]

[edit services ggsn apn radius authentication server secret]

[edit services ggsn radius server secret]

[edit system accounting destination radius server preauthentication-secret]
[edit system accounting destination radius server secret]

[edit system accounting destination radius server secret]

[edit system accounting destination tacplus server secret]

[edit system radius-server preauthentication-secret]

[edit system radius-server secret]

[edit system services outbound-ssh client secret]

[edit system services packet-triggered-subscribers partition-radius
accounting-shared-secret]

[edit system services static-subscribers authentication password]

[edit system services static-subscribers group authentication password]
[edit system tacplus-server secret]

[edit unified-edge]

Related . Access Privilege User Permission Flags Overview on page 78

D tati
ocumentation « Understanding Junos OS Access Privilege Levels on page 7

« Example: Configuring User Permissions with Access Privilege Levels on page 41
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« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

. Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

. secret-control on page 195

secret-control

Supported Platforms EX Series, M Series, MX Series, SRX Series, T Series, VSRX

Can view passwords and other authentication keys in the configuration and can modify
them in configuration mode.

Commands No associated CLI commands.

Configuration [edit access profile client chap-secret]
Hierarchy Levels [edit access profile client firewall-user password]

[edit access profile client 12tp shared-secret]
[edit access profile client pap-password]
[edit access profile radius-server secret]
[edit access radius-disconnect secret]
[edit dynamic-profiles interfaces interface ppp-options chap
default-chap-secret]
[edit dynamic-profiles interfaces interface ppp-options pap default-password]
[edit dynamic-profiles interfaces interface ppp-options pap local-password]
[edit dynamic-profiles interfaces interface unit ppp-options chap
default-chap-secret]
[edit dynamic-profiles interfaces interface unit ppp-options pap
default-password]
[edit dynamic-profiles interfaces interface unit ppp-options pap local-password]
[edit interfaces interface ppp-options chap default-chap-secret]
[edit interfaces interface ppp-options pap default-password]
[edit interfaces interface ppp-options pap local-password]
[edit interfaces interface unit ppp-options chap default-chap-secret]
[edit interfaces interface unit ppp-options pap default-password]
[edit interfaces interface unit ppp-options pap local-password]
[edit logical-systems interfaces interface unit ppp-options chap]
[edit logical-systems interfaces interface unit ppp-options pap
default-password]
[edit logical-systems interfaces interface unit ppp-options pap local-password]
[edit logical-systems routing-instances instance system services
static-subscribers authentication password]
[edit logical-systems routing-instances instance system services
static-subscribers group authentication password]
[edit logical-systems system services static-subscribers authentication
password]
[edit logical-systems system services static-subscribers group authentication
password]
[edit routing-instances instance system services static-subscribers
authentication password]
[edit routing-instances instance system services static-subscribers group
authentication password]
[edit services ggsn apn radius accounting server secret]
[edit services ggsn apn radius authentication server secret]
[edit services ggsn radius server secret]
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Related .
Documentation

security

[edit system accounting destination radius server secret]

[edit system accounting destination tacplus server secret]

[edit system radius-server secret]

[edit system services outbound-ssh client secret]

[edit system services packet-triggered-subscribers partition-radius
accounting-shared-secret]

[edit system services static-subscribers authentication password]

[edit system services static-subscribers group authentication password]
[edit system tacplus-server secret]

Access Privilege User Permission Flags Overview on page 78
Understanding Junos OS Access Privilege Levels on page 7
Example: Configuring User Permissions with Access Privilege Levels on page 41

Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

secret on page 190

Supported Platforms EX Series, M Series, MX Series, SRX Series, T Series, VSRX

Can view security configuration.

Commands

clear security

clear security alarms
<clear-security-alarm-information>

clear security idp

clear security idp application-ddos

clear security idp application-ddos cache
<clear-idp-appddos-cache>

clear security idp application-identification
clear security idp application-identification application-system-cache
<clear-idp-application-system-cache>

clear security idp application-statistics
<clear-idp-applications-information>

clear security idp attack
clear security idp attack table
<clear-idp-attack-table>

clear security idp counters
<clear-idp-counters-by-counter-class>

clear security idp counters action

clear security idp counters application-ddos

clear security idp counters application-identification

clear security idp counters dfa

clear security idp counters flow

clear security idp counters http-decoder
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clear security idp
clear security idp
clear security idp
clear security idp
clear security idp
clear security idp
clear security idp
clear security idp
clear security idp

counters
counters
counters
counters
counters
counters
counters
counters
counters

ips

log

memory

packet
packet-log
pdf-decoder
policy-manager
ssl-inspection
tcp-reassembler

clear security idp ssl-inspection
clear security idp ssl-inspection session-id-cache
<clear-idp-ssl-session-cache-information>

clear security idp

status

<clear-idp-status-information>

clear security log

<clear-security-log-information>

clear security pki

clear security pki ca-certificate
<clear-pki-ca-certificate>

clear security pki certificate-request
<clear-pki-certificate-request>

clear security pki
<clear-pki-cri>

clear security pki
<clear-pki-key-

clear security pki

clear unified-edge
clear unified-edge

crl

key-pair
pair>

local-certificate
<clear-pki-local-certificate>

ggsn-pgw

clear unified-edge ggsn-pgw aaa

clear unified-edge ggsn-pgw aaa radius

clear unified-edge ggsn-pgw aaa radius statistics
<clear-mobile-gateway-aaa-radius-statistics>

clear unified-edge ggsn-pgw aaa statistics
<clear-mobile-gateway-aaa-statistics>

clear unified-edge ggsn-pgw address-assignment

clear unified-edge ggsn-pgw address-assignment pool
<clear-mobile-gateway-sm-ippool-pool-sessions>

clear unified-edge ggsn-pgw address-assignment statistics
<clear-mobile-gateway-sm-ippool-statistics>

clear unified-edge ggsn-pgw call-admission-control

clear unified-edge ggsn-pgw call-admission-control statistics
<clear-mobile-gateway-cac-statistics>

clear unified-edge ggsn-pgw charging

clear unified-edge ggsn-pgw charging cdr
<clear-mobile-gateway-charging-clear-cdr>

clear unified-edge ggsn-pgw charging cdr wfa
<clear-mobile-gateway-charging-clear-cdr-wfa>

clear unified-edge ggsn-pgw charging local-persistent-storage
clear unified-edge ggsn-pgw charging local-persistent-storage statistics
<clear-mobile-gateway-charging-clear-Ips-stats>

clear unified-edge ggsn-pgw charging path

clear unified-edge ggsn-pgw charging path statistics
<clear-mobile-gateway-charging-clear-path-stats>

clear unified-edge ggsn-pgw charging transfer

clear unified-edge ggsn-pgw charging transfer statistics
<clear-mobile-gateway-charging-clear-xfer-stats>

clear unified-edge ggsn-pgw diameter

clear unified-edge ggsn-pgw diameter dcca-gy
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clear unified-edge ggsn-pgw diameter dcca-gy statistics
<clear-mobile-gateway-aaa-diam-stats-gy>

clear unified-edge ggsn-pgw diameter network-element
clear unified-edge ggsn-pgw diameter network-element statistics
<clear-mobile-gateway-aaa-diam-ne-statistics>

clear unified-edge ggsn-pgw diameter pcc-gx

clear unified-edge ggsn-pgw diameter pcc-gx statistics
<clear-mobile-gateway-aaa-diam-stats-gx>

clear unified-edge ggsn-pgw diameter peer

clear unified-edge ggsn-pgw diameter peer statistics
<clear-mobile-gateway-aaa-diam-peer-statistics>

clear unified-edge ggsn-pgw gtp

clear unified-edge ggsn-pgw gtp peer

clear unified-edge ggsn-pgw gtp peer statistics
<clear-mobile-gateway-gtp-peer-statistics>

clear unified-edge ggsn-pgw gtp statistics
<clear-mobile-gateway-gtp-statistics>

clear unified-edge ggsn-pgw ip-reassembly

clear unified-edge ggsn-pgw ip-reassembly statistics
<clear-mobile-gateways-ip-reassembly-statistics>

clear unified-edge ggsn-pgw statistics
<clear-mobile-gateway-statistics>

clear unified-edge ggsn-pgw subscribers
<clear-mobile-gateway-subscribers>

clear unified-edge ggsn-pgw subscribers bearer

clear unified-edge ggsn-pgw subscribers charging
<clear-mobile-gateway-subscribers-charging>

clear unified-edge ggsn-pgw subscribers peer
<clear-mobile-gateway-subscribers-peer>

clear unified-edge sgw

clear unified-edge sgw call-admission-control

clear unified-edge sgw call-admission-control statistics
<clear-mobile-sgw-cac-statistics>

clear unified-edge sgw charging

clear unified-edge sgw charging cdr
<clear-mobile-gateway-sgw-charging-clear-cdr>

clear unified-edge sgw charging cdr wfa
<clear-mobile-gateway-sgw-charging-clear-cdr-wfa>
clear unified-edge sgw charging local-persistent-storage
clear unified-edge sgw charging local-persistent-storage statistics
<clear-mobile-gateway-sgw-charging-clear-Ips-stats>
clear unified-edge sgw charging path

clear unified-edge sgw charging path statistics
<clear-mobile-gateway-sgw-charging-clear-path-stats>
clear unified-edge sgw charging transfer

clear unified-edge sgw charging transfer statistics
<clear-mobile-gateway-sgw-charging-clear-xfer-stats>
clear unified-edge sgw gtp

clear unified-edge sgw gtp peer

clear unified-edge sgw gtp peer statistics
<clear-mobile-sgw-gtp-peer-statistics>

clear unified-edge sgw gtp statistics
<clear-mobile-sgw-gtp-statistics>

clear unified-edge sgw idle-mode-buffering

clear unified-edge sgw idle-mode-buffering statistics
<clear-mobile-gw-sgw-idle-mode-buffering-statistics>
clear unified-edge sgw ip-reassembly

clear unified-edge sgw ip-reassembly statistics
<clear-mobile-gateways-sgw-ip-reassembly-statistics-sgw>
clear unified-edge sgw statistics
<clear-mobile-sgw-statistics>
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clear unified-edge sgw subscribers
<clear-mobile-sgw-subscribers>
clear unified-edge sgw subscribers charging
<clear-mobile-sgw-subscribers-charging>
clear unified-edge sgw subscribers peer
<clear-mobile-sgw-subscribers-peer>
clear unified-edge tdf
clear unified-edge tdf aaa
clear unified-edge tdf aaa radius
clear unified-edge tdf aaa radius client
clear unified-edge tdf aaa radius client statistics
<clear-radius-client-statistics>
clear unified-edge tdf aaa radius network-element
clear unified-edge tdf aaa radius network-element statistics
<clear-radius-network-element-statistics>
clear unified-edge tdf aaa radius server
clear unified-edge tdf aaa radius server statistics
<clear-radius-server-statistics>
clear unified-edge tdf aaa radius snoop-segment
clear unified-edge tdf aaa radius snoop-segment statistics
<clear-radius-snoop-segment-statistics>
clear unified-edge tdf aaa statistics
<clear-tdf-gateway-aaa-statistics>
clear unified-edge tdf address-assignment
clear unified-edge tdf address-assignment pool
<clear-mobile-gateway-tdf-sm-ippool-pool-sessions>
clear unified-edge tdf address-assignment statistics
<clear-mobile-gateway-tdf-sm-ippool-statistics>
clear unified-edge tdf call-admission-control
clear unified-edge tdf call-admission-control statistics
<clear-tdf-cac-statistics>
clear unified-edge tdf diameter
clear unified-edge tdf diameter network-element
clear unified-edge tdf diameter network-element statistics
<clear-diameter-network-element-statistics>
clear unified-edge tdf diameter pcc-gx
clear unified-edge tdf diameter pcc-gx statistics
<clear-diameter-statistics-gx>
clear unified-edge tdf diameter peer
clear unified-edge tdf diameter peer statistics
<clear-diameter-peer-statistics>
clear unified-edge tdf statistics
<clear-tdf-statistics>
clear unified-edge tdf subscribers
<clear-mobile-tdf-subscribers>
clear unified-edge tdf subscribers peer
<clear-mobile-gateway-tdf-subscribers-peer>
request security
request security certificate
request security certificate enroll
request security datapath-debug
request security datapath-debug action-profile
request security datapath-debug action-profile reload-all
request security idp

<request-idp-policy-load>
request security idp security-package
request security idp security-package download

<request-idp-security-package-download>

request security idp security-package download version
<request-idp-security-package-download-version>
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request security idp security-package install
<request-idp-security-package-install>

request security idp ssl-inspection

request security idp ssl-inspection key

request security idp ssl-inspection key add
<request-idp-ssl-key-add>

request security idp ssl-inspection key delete
<request-idp-ssl-key-delete>
request security idp storage-cleanup
<request-idp-storage-cleanup>
request security key-pair
request security pki
request security pki ca-certificate
request security pki ca-certificate verify
<verify-pki-ca-certificate>
request security pki ca-certificate enroll
request security pki ca-certificate load
<load-pki-ca-certificate>
request security pki crl
request security pki crl load
<request security pki crl load>
request security pki generate-certificate-request
<generate-pki-certificate-request>
request security pki generate-key-pair
<generate-pki-key-pair>
request security pki local-certificate
request security pki local-certificate verify
<verify-pki-local-certificate>
request security pki verify-integrity-status
<verify-integrity-status>
request security pki local-certificate enroll
request security pki local-certificate generate-self-signed
<generate-pki-self-signed-local-certificate>
request security pki local-certificate load
<load-pki-local-certificate>
request system set-encryption-key
request unified-edge
request unified-edge ggsn-pgw
request unified-edge ggsn-pgw call-trace
<monitor-mobile-gateways-call-trace-start>
request unified-edge ggsn-pgw call-trace clear
<get-mobile-gateways-call-trace-clear>
request unified-edge ggsn-pgw call-trace show
<get-mobile-gateways-call-trace-information>
request unified-edge ggsn-pgw call-trace start
<get-mobile-gateways-call-trace-start-information>
request unified-edge ggsn-pgw call-trace stop
<get-mobile-gateways-cal l-trace-stop-information>
request unified-edge sgw
request unified-edge sgw call-trace
request unified-edge sgw call-trace clear
<get-mobile-gateways-sgw-call-trace-clear>
request unified-edge sgw call-trace show
<get-mobile-gateways-sgw-cal l-trace-information>
request unified-edge sgw call-trace start
<get-mobile-gateways-sgw-call-trace-start-information>
request unified-edge sgw call-trace stop
<get-mobile-gateways-sgw-call-trace-stop-information>
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request unified-edge tdf

request unified-edge tdf call-trace

request unified-edge tdf call-trace clear
<get-mobile-gateways-tdf-call-trace-clear>

request unified-edge tdf call-trace show
<get-mobile-gateways-tdf-call-trace-information>
request unified-edge tdf call-trace start
<get-mobile-gateways-tdf-call-trace-start-information>
request unified-edge tdf call-trace stop
<get-mobile-gateways-tdf-call-trace-stop-information>

show

security

show security alarms
<get-security-alarm-information>

show
show
show

security
security
security

idp
idp
idp

application-ddos
application-ddos application

<get-idp-addos-application-information>

show
show

security
security

idp
idp

application-identification
application-identification application-system-cache

<get-idp-application-system-cache>

show security idp application-statistics
<get-idp-applications-information>

show
show

security
security

idp
idp

attack
attack description

<get-idp-attack-description-information>
show security idp attack detail

<get-idp-attack-detail-information>
show security idp attack table

<get-idp-attack-table-information>

show security idp counters
<get-idp-counter-information>

show
show
show
show
show
show
show
show
show
show
show
show
show
show
show

show
show
show

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

security
security
security

idp
idp
idp
idp
idp
idp
idp
idp
idp
idp
idp
idp
idp
idp
idp
idp
idp
idp

counters action

counters application-ddos
counters application-identification
counters dfa

counters flow

counters http-decoder
counters ips

counters log

counters memory

counters packet

counters packet-log
counters pdf-decoder
counters policy-manager
counters ssl-inspection
counters tcp-reassembler

logical-system
logical-system policy-association
memory

<get-idp-memory-information>

show security idp policies
<get-idp-subscriber-policy-list>

show security idp policy-templates-list
<get-idp-policy-template-information>
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<get-idp-predefined-attack-groups>
<get-idp-predefined-attack-group-filters>
<get-idp-predefined-attacks>
<get-idp-predefined-attack-filters>
<get-idp-recent-security-package-information>
show security idp policy-commit-status
<get-idp-policy-commit-status>

<get-idp-recent-security-package-information>

show security idp security-package-version
<get-idp-security-package-information>

show security idp ssl-inspection
show security idp ssl-inspection key
<get-idp-ssl-key-information>

show security idp ssl-inspection session-id-cache
<get-idp-ssl-session-cache-information>

show security idp status
<get-idp-status-information>

show security idp status detail
<get-idp-detail-status-information>

show security keychain
<get-hakr-keychain-information>

show security log
<get-security-log-information>

show security pki

show security pki ca-certificate
<get-pki-ca-certificate>

show security pki certificate-request
<get-pki-certificate-request>

show security pki crl
<get-pki-cri>

show security pki local-certificate
<get-pki-local-certificate>

Configuration [edit security]

Hierarchy Levels [edit security alarms]
[edit security log]

[edit unified-edge]

Related . Access Privilege User Permission Flags Overview on page 78
Documentation
« Understanding Junos OS Access Privilege Levels on page 7
. Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

« security-control on page 203
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security-control

Supported Platforms  EX Series, M Series, MX Series, SRX Series, T Series, VSRX
Can view and configure security information at the [edit security] hierarchy level.

Commands

clear security

clear security alarms
<clear-security-alarm-information>

clear security idp

clear security idp application-ddos

clear security idp application-ddos cache
<clear-idp-appddos-cache>

clear security idp application-identification
clear security idp application-identification application-system-cache
<clear-idp-application-system-cache>

clear security idp application-statistics
<clear-idp-applications-information>

clear security idp attack
clear security idp attack table
<clear-idp-attack-table>

clear security idp counters
<clear-idp-counters-by-counter-class>

clear security idp ssl-inspection

clear security idp ssl-inspection session-id-cache
<clear-idp-ssl-session-cache-information>

clear security idp status
<clear-idp-status-information>

clear security log
<clear-security-log-information>

clear security pki

clear security pki ca-certificate
<clear-pki-ca-certificate>

clear security pki certificate-request
<clear-pki-certificate-request>

clear security pki crl
<clear-pki-cri>

clear security pki key-pair
<clear-pki-key-pair>

clear security pki local-certificate
<clear-pki-local-certificate>

request security

request security certificate

request security certificate enroll

request security datapath-debug

request security datapath-debug action-profile

request security datapath-debug action-profile reload-all

request security idp
<request-idp-policy-load>

request security idp security-package

request security idp security-package download
<request-idp-security-package-download>
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request security idp security-package download version
<request-idp-security-package-download-version>

request security idp security-package install
<request-idp-security-package-install>

request security idp security-package offline-download

<request-idp-security-package-offline-download>

request security idp ssl-inspection

request security idp ssl-inspection key

request security idp ssl-inspection key add
<request-idp-ssl-key-add>

request security idp ssl-inspection key delete
<request-idp-ssl-key-delete>
request security idp storage-cleanup
<request-idp-storage-cleanup>
request security key-pair
request security pki
request security pki ca-certificate
request security pki ca-certificate verify
<verify-pki-ca-certificate>
request security pki ca-certificate enroll
request security pki ca-certificate load
<load-pki-ca-certificate>
request security pki crl
request security pki crl load
<request security pki crl load>
request security pki generate-certificate-request
<generate-pki-certificate-request>
request security pki generate-key-pair
<generate-pki-key-pair>
request security pki local-certificate
request security pki local-certificate verify
<verify-pki-local-certificate>
request security pki local-certificate enroll
request security pki local-certificate generate-self-signed
<generate-pki-self-signed-local-certificate>
request security pki local-certificate load
<load-pki-local-certificate>
request system set-encryption-key
show security
show security alarms
<get-security-alarm-information>
show security idp
show security idp application-ddos
show security idp application-ddos application
<get-idp-addos-application-information>

show security idp application-identification
show security idp application-identification application-system-cache
<get-idp-application-system-cache>

show security idp application-statistics
<get-idp-applications-information>

show security idp attack

show security idp attack description
<get-idp-attack-description-information>

show security idp attack detail
<get-idp-attack-detail-information>

show security idp attack table
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<get-idp-attack-table-information>

show security idp counters
<get-idp-counter-information>

show security idp counters action

show security idp counters application-ddos

show security idp counters application-identification

show security idp counters dfa

show security idp counters flow

show security idp counters http-decoder

show security idp counters ips

show security idp counters log

show security idp counters memory

show security idp counters packet

show security idp counters packet-log

show security idp counters pdf-decoder

show security idp counters policy-manager

show security idp counters ssl-inspection

show security idp counters tcp-reassembler

show security idp logical-system

show security idp logical-system policy-association

show security idp memory
<get-idp-memory-information>

show security idp policies
<get-idp-subscriber-policy-list>

show security idp policy-templates-list
<get-idp-policy-template-information>
<get-idp-predefined-attack-groups>
<get-idp-predefined-attack-group-filters>
<get-idp-predefined-attacks>
<get-idp-predefined-attack-filters>
<get-idp-recent-security-package-information>

show security idp policy-commit-status
<get-idp-policy-commit-status>

<get-idp-recent-security-package-information>

show security idp security-package-version
<get-idp-security-package-information>

show security idp ssl-inspection
show security idp ssl-inspection key
<get-idp-ssl-key-information>

show security idp ssl-inspection session-id-cache
<get-idp-ssl-session-cache-information>

show security idp status
<get-idp-status-information>

show security idp status detail
<get-idp-detail-status-information>

show security keychain
<get-hakr-keychain-information>

show security log
<get-security-log-information>

show security pki
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Configuration
Hierarchy Levels

Related
Documentation

shell

show security pki ca-certificate
<get-pki-ca-certificate>

show security pki certificate-request
<get-pki-certificate-request>

show security pki crl
<get-pki-crl>

show security pki local-certificate
<get-pki-local-certificate>

[edit security]
[edit security alarms]
[edit security log]

« Access Privilege User Permission Flags Overview on page 78
« Understanding Junos OS Access Privilege Levels on page 7
. Example: Configuring User Permissions with Access Privilege Levels on page 41

. Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

. Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

. security on page 196

Supported Platforms

Commands

Configuration
Hierarchy Levels

Related
Documentation

snmp

EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, VSRX
Can start a local shell on the router.

start shell
start shell user

No associated CLI configuration hierarchy levels and statements.

« Access Privilege User Permission Flags Overview on page 78
« Understanding Junos OS Access Privilege Levels on page 7
« Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

. Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

Supported Platforms

EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, VSRX
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Can view Simple Network Management Protocol (SNMP) configuration.

Commands clear unified-edge
clear unified-edge ggsn-pgw
clear unified-edge ggsn-pgw aaa
clear unified-edge ggsn-pgw aaa radius
clear unified-edge ggsn-pgw aaa radius statistics
<clear-mobile-gateway-aaa-radius-statistics>
clear unified-edge ggsn-pgw aaa statistics
<clear-mobile-gateway-aaa-statistics>
clear unified-edge ggsn-pgw address-assignment
clear unified-edge ggsn-pgw address-assignment pool
<clear-mobile-gateway-sm-ippool-pool-sessions>
clear unified-edge ggsn-pgw address-assignment statistics
<clear-mobile-gateway-sm-ippool-statistics>
clear unified-edge ggsn-pgw call-admission-control
clear unified-edge ggsn-pgw call-admission-control statistics
<clear-mobile-gateway-cac-statistics>
clear unified-edge ggsn-pgw charging
clear unified-edge ggsn-pgw charging cdr
<clear-mobile-gateway-charging-clear-cdr>
clear unified-edge ggsn-pgw charging cdr wfa
<clear-mobile-gateway-charging-clear-cdr-wfa>
clear unified-edge ggsn-pgw charging local-persistent-storage
clear unified-edge ggsn-pgw charging local-persistent-storage statistics
<clear-mobile-gateway-charging-clear-Ips-stats>
clear unified-edge ggsn-pgw charging path
clear unified-edge ggsn-pgw charging path statistics
<clear-mobile-gateway-charging-clear-path-stats>
clear unified-edge ggsn-pgw charging transfer
clear unified-edge ggsn-pgw charging transfer statistics
<clear-mobile-gateway-charging-clear-xfer-stats>
clear unified-edge ggsn-pgw diameter
clear unified-edge ggsn-pgw diameter dcca-gy
clear unified-edge ggsn-pgw diameter dcca-gy statistics
<clear-mobile-gateway-aaa-diam-stats-gy>
clear unified-edge ggsn-pgw diameter network-element
clear unified-edge ggsn-pgw diameter network-element statistics
<clear-mobile-gateway-aaa-diam-ne-statistics>
clear unified-edge ggsn-pgw diameter pcc-gx
clear unified-edge ggsn-pgw diameter pcc-gx statistics
<clear-mobile-gateway-aaa-diam-stats-gx>
clear unified-edge ggsn-pgw diameter peer
clear unified-edge ggsn-pgw diameter peer statistics
<clear-mobile-gateway-aaa-diam-peer-statistics>
clear unified-edge ggsn-pgw gtp
clear unified-edge ggsn-pgw gtp peer
clear unified-edge ggsn-pgw gtp peer statistics
<clear-mobile-gateway-gtp-peer-statistics>
clear unified-edge ggsn-pgw gtp statistics
<clear-mobile-gateway-gtp-statistics>
clear unified-edge ggsn-pgw ip-reassembly
clear unified-edge ggsn-pgw ip-reassembly statistics
<clear-mobile-gateways-ip-reassembly-statistics>
clear unified-edge ggsn-pgw statistics
<clear-mobile-gateway-statistics>
clear unified-edge ggsn-pgw subscribers
<clear-mobi le-gateway-subscribers>
clear unified-edge ggsn-pgw subscribers bearer
clear unified-edge ggsn-pgw subscribers charging
<clear-mobile-gateway-subscribers-charging>
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clear unified-edge ggsn-pgw subscribers peer
<clear-mobile-gateway-subscribers-peer>

clear unified-edge sgw

clear unified-edge sgw call-admission-control

clear unified-edge sgw call-admission-control statistics
<clear-mobile-sgw-cac-statistics>

clear unified-edge sgw charging

clear unified-edge sgw charging cdr
<clear-mobile-gateway-sgw-charging-clear-cdr>

clear unified-edge sgw charging cdr wfa
<clear-mobile-gateway-sgw-charging-clear-cdr-wfa>
clear unified-edge sgw charging local-persistent-storage
clear unified-edge sgw charging local-persistent-storage statistics
<clear-mobi le-gateway-sgw-charging-clear-Ips-stats>
clear unified-edge sgw charging path

clear unified-edge sgw charging path statistics
<clear-mobile-gateway-sgw-charging-clear-path-stats>
clear unified-edge sgw charging transfer

clear unified-edge sgw charging transfer statistics
<clear-mobile-gateway-sgw-charging-clear-xfer-stats>
clear unified-edge sgw gtp

clear unified-edge sgw gtp peer

clear unified-edge sgw gtp peer statistics
<clear-mobile-sgw-gtp-peer-statistics>

clear unified-edge sgw gtp statistics
<clear-mobile-sgw-gtp-statistics>

clear unified-edge sgw idle-mode-buffering

clear unified-edge sgw idle-mode-buffering statistics
<clear-mobile-gw-sgw-idle-mode-buffering-statistics>
clear unified-edge sgw ip-reassembly

clear unified-edge sgw ip-reassembly statistics
<clear-mobile-gateways-sgw-ip-reassembly-statistics-sgw>
clear unified-edge sgw statistics
<clear-mobile-sgw-statistics>

clear unified-edge sgw subscribers
<clear-mobile-sgw-subscribers>

clear unified-edge sgw subscribers charging
<clear-mobile-sgw-subscribers-charging>

clear unified-edge sgw subscribers peer
<clear-mobile-sgw-subscribers-peer>

clear unified-edge tdf

clear unified-edge tdf aaa

clear unified-edge tdf aaa radius

clear unified-edge tdf aaa radius client

clear unified-edge tdf aaa radius client statistics
<clear-radius-client-statistics>

clear unified-edge tdf aaa radius network-element
clear unified-edge tdf aaa radius network-element statistics
<clear-radius-network-element-statistics>

clear unified-edge tdf aaa radius server

clear unified-edge tdf aaa radius server statistics
<clear-radius-server-statistics>

clear unified-edge tdf aaa radius snoop-segment

clear unified-edge tdf aaa radius snoop-segment statistics
<clear-radius-snoop-segment-statistics>

clear unified-edge tdf aaa statistics
<clear-tdf-gateway-aaa-statistics

clear unified-edge tdf address-assignment

clear unified-edge tdf address-assignment pool
<clear-mobile-gateway-tdf-sm-ippool-pool-sessions>
clear unified-edge tdf address-assignment statistics
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<clear-mobile-gateway-tdf-sm-ippool-statistics>

clear unified-edge tdf call-admission-control

clear unified-edge tdf call-admission-control statistics
<clear-tdf-cac-statistics>

clear unified-edge tdf diameter

clear unified-edge tdf diameter network-element
clear unified-edge tdf diameter network-element statistics
<clear-diameter-network-element-statistics>

clear unified-edge tdf diameter pcc-gx

clear unified-edge tdf diameter pcc-gx statistics
<clear-diameter-statistics-gx>

clear unified-edge tdf diameter peer

clear unified-edge tdf diameter peer statistics
<clear-diameter-peer-statistics>

clear unified-edge tdf statistics
<clear-tdf-statistics>

clear unified-edge tdf subscribers
<clear-mobile-tdf-subscribers>

clear unified-edge tdf subscribers peer
<clear-mobile-gateway-tdf-subscribers-peer>

request unified-edge

request unified-edge ggsn-pgw

request unified-edge ggsn-pgw call-trace
<monitor-mobile-gateways-call-trace-start>

request unified-edge ggsn-pgw call-trace clear
<get-mobile-gateways-call-trace-clear>

request unified-edge ggsn-pgw call-trace show
<get-mobile-gateways-call-trace-information>

request unified-edge ggsn-pgw call-trace start
<get-mobile-gateways-call-trace-start-information>
request unified-edge ggsn-pgw call-trace stop
<get-mobile-gateways-call-trace-stop-information>
request unified-edge sgw

request unified-edge sgw call-trace

request unified-edge sgw call-trace clear
<get-mobile-gateways-sgw-call-trace-clear>

request unified-edge sgw call-trace show
<get-mobile-gateways-sgw-call-trace-information>
request unified-edge sgw call-trace start
<get-mobile-gateways-sgw-call-trace-start-information>
request unified-edge sgw call-trace stop
<get-mobile-gateways-sgw-cal l-trace-stop-information>
request unified-edge tdf

request unified-edge tdf call-trace

request unified-edge tdf call-trace clear
<get-mobile-gateways-tdf-call-trace-clear>

request unified-edge tdf call-trace show
<get-mobile-gateways-tdf-call-trace-information>
request unified-edge tdf call-trace start
<get-mobile-gateways-tdf-call-trace-start-information>
request unified-edge tdf call-trace stop
<get-mobile-gateways-tdf-call-trace-stop-information>

Configuration [edit snmp]
Hierarchy Levels [edit unified-edge]

Related . Access Privilege User Permission Flags Overview on page 78

D tati
ocumentation « Understanding Junos OS Access Privilege Levels on page 7

Copyright © 2018, Juniper Networks, Inc. 209



Administration Guide for Security Devices

. Example: Configuring User Permissions with Access Privilege Levels on page 41

. Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

. Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

system

Supported Platforms EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, VSRX
Can view system-level configuration information.

Commands clear unified-edge
clear unified-edge ggsn-pgw
clear unified-edge ggsn-pgw aaa
clear unified-edge ggsn-pgw aaa radius
clear unified-edge ggsn-pgw aaa radius statistics
<clear-mobile-gateway-aaa-radius-statistics>
clear unified-edge ggsn-pgw aaa statistics
<clear-mobile-gateway-aaa-statistics>
clear unified-edge ggsn-pgw address-assignment
clear unified-edge ggsn-pgw address-assignment pool
<clear-mobile-gateway-sm-ippool-pool-sessions>
clear unified-edge ggsn-pgw address-assignment statistics
<clear-mobile-gateway-sm-ippool-statistics>
clear unified-edge ggsn-pgw call-admission-control
clear unified-edge ggsn-pgw call-admission-control statistics
<clear-mobile-gateway-cac-statistics>
clear unified-edge ggsn-pgw charging
clear unified-edge ggsn-pgw charging cdr
<clear-mobile-gateway-charging-clear-cdr>
clear unified-edge ggsn-pgw charging cdr wfa
<clear-mobile-gateway-charging-clear-cdr-wfa>
clear unified-edge ggsn-pgw charging local-persistent-storage
clear unified-edge ggsn-pgw charging local-persistent-storage statistics
<clear-mobile-gateway-charging-clear-Ips-stats>
clear unified-edge ggsn-pgw charging path
clear unified-edge ggsn-pgw charging path statistics
<clear-mobile-gateway-charging-clear-path-stats>
clear unified-edge ggsn-pgw charging transfer
clear unified-edge ggsn-pgw charging transfer statistics
<clear-mobile-gateway-charging-clear-xfer-stats>
clear unified-edge ggsn-pgw diameter
clear unified-edge ggsn-pgw diameter dcca-gy
clear unified-edge ggsn-pgw diameter dcca-gy statistics
<clear-mobi le-gateway-aaa-diam-stats-gy>
clear unified-edge ggsn-pgw diameter network-element
clear unified-edge ggsn-pgw diameter network-element statistics
<clear-mobile-gateway-aaa-diam-ne-statistics>
clear unified-edge ggsn-pgw diameter pcc-gx
clear unified-edge ggsn-pgw diameter pcc-gx statistics
<clear-mobi le-gateway-aaa-diam-stats-gx>
clear unified-edge ggsn-pgw diameter peer
clear unified-edge ggsn-pgw diameter peer statistics
<clear-mobile-gateway-aaa-diam-peer-statistics>
clear unified-edge ggsn-pgw gtp
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clear unified-edge ggsn-pgw gtp peer

clear unified-edge ggsn-pgw gtp peer statistics
<clear-mobile-gateway-gtp-peer-statistics>

clear unified-edge ggsn-pgw gtp statistics
<clear-mobile-gateway-gtp-statistics>

clear unified-edge ggsn-pgw ip-reassembly

clear unified-edge ggsn-pgw ip-reassembly statistics
<clear-mobile-gateways-ip-reassembly-statistics>
clear unified-edge ggsn-pgw statistics
<clear-mobile-gateway-statistics>

clear unified-edge ggsn-pgw subscribers
<clear-mobile-gateway-subscribers>

clear unified-edge ggsn-pgw subscribers bearer

clear unified-edge ggsn-pgw subscribers charging
<clear-mobile-gateway-subscribers-charging>

clear unified-edge ggsn-pgw subscribers peer
<clear-mobile-gateway-subscribers-peer>

clear unified-edge sgw

clear unified-edge sgw call-admission-control

clear unified-edge sgw call-admission-control statistics
<clear-mobile-sgw-cac-statistics>

clear unified-edge sgw charging

clear unified-edge sgw charging cdr
<clear-mobile-gateway-sgw-charging-clear-cdr>

clear unified-edge sgw charging cdr wfa
<clear-mobile-gateway-sgw-charging-clear-cdr-wfa>
clear unified-edge sgw charging local-persistent-storage
clear unified-edge sgw charging local-persistent-storage statistics
<clear-mobi le-gateway-sgw-charging-clear-Ips-stats>
clear unified-edge sgw charging path

clear unified-edge sgw charging path statistics
<clear-mobile-gateway-sgw-charging-clear-path-stats>
clear unified-edge sgw charging transfer

clear unified-edge sgw charging transfer statistics
<clear-mobile-gateway-sgw-charging-clear-xfer-stats>
clear unified-edge sgw gtp

clear unified-edge sgw gtp peer

clear unified-edge sgw gtp peer statistics
<clear-mobile-sgw-gtp-peer-statistics>

clear unified-edge sgw gtp statistics
<clear-mobile-sgw-gtp-statistics>

clear unified-edge sgw idle-mode-buffering

clear unified-edge sgw idle-mode-buffering statistics
<clear-mobile-gw-sgw-idle-mode-buffering-statistics>
clear unified-edge sgw ip-reassembly

clear unified-edge sgw ip-reassembly statistics
<clear-mobile-gateways-sgw-ip-reassembly-statistics-sgw>
clear unified-edge sgw statistics
<clear-mobile-sgw-statistics>

clear unified-edge sgw subscribers
<clear-mobile-sgw-subscribers>

clear unified-edge sgw subscribers charging
<clear-mobile-sgw-subscribers-charging>

clear unified-edge sgw subscribers peer
<clear-mobile-sgw-subscribers-peer>

clear unified-edge tdf

clear unified-edge tdf aaa

clear unified-edge tdf aaa radius

clear unified-edge tdf aaa radius client

clear unified-edge tdf aaa radius client statistics
<clear-radius-client-statistics>
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clear unified-edge tdf aaa radius network-element
clear unified-edge tdf aaa radius network-element statistics
<clear-radius-network-element-statistics>

clear unified-edge tdf aaa radius server

clear unified-edge tdf aaa radius server statistics
<clear-radius-server-statistics>

clear unified-edge tdf aaa radius snoop-segment
clear unified-edge tdf aaa radius snoop-segment statistics
<clear-radius-snoop-segment-statistics>

clear unified-edge tdf aaa statistics
<clear-tdf-gateway-aaa-statistics>

clear unified-edge tdf address-assignment

clear unified-edge tdf address-assignment pool
<clear-mobile-gateway-tdf-sm-ippool-pool-sessions>
clear unified-edge tdf address-assignment statistics
<clear-mobile-gateway-tdf-sm-ippool-statistics>
clear unified-edge tdf call-admission-control

clear unified-edge tdf call-admission-control statistics
<clear-tdf-cac-statistics>

clear unified-edge tdf diameter

clear unified-edge tdf diameter network-element
clear unified-edge tdf diameter network-element statistics
<clear-diameter-network-element-statistics>

clear unified-edge tdf diameter pcc-gx

clear unified-edge tdf diameter pcc-gx statistics
<clear-diameter-statistics-gx>

clear unified-edge tdf diameter peer

clear unified-edge tdf diameter peer statistics
<clear-diameter-peer-statistics>

clear unified-edge tdf statistics
<clear-tdf-statistics>

clear unified-edge tdf subscribers
<clear-mobile-tdf-subscribers>

clear unified-edge tdf subscribers peer
<clear-mobile-gateway-tdf-subscribers-peer>

request chassis synchronization

request chassis synchronization force

request chassis synchronization force automatic-switching
request chassis synchronization force mark-failed
request chassis synchronization force unmark-failed
request chassis synchronization switch

request path-computation-client retry-delegation
<request-path-computation-retry-delegation>

request unified-edge

request unified-edge ggsn-pgw

request unified-edge ggsn-pgw call-trace
<monitor-mobile-gateways-call-trace-start>

request unified-edge ggsn-pgw call-trace clear
<get-mobile-gateways-call-trace-clear>

request unified-edge ggsn-pgw call-trace show
<get-mobile-gateways-call-trace-information>
request unified-edge ggsn-pgw call-trace start
<get-mobile-gateways-call-trace-start-information>
request unified-edge ggsn-pgw call-trace stop
<get-mobile-gateways-call-trace-stop-information>
request unified-edge sgw

request unified-edge sgw call-trace

request unified-edge sgw call-trace clear
<get-mobile-gateways-sgw-call-trace-clear>

request unified-edge sgw call-trace show
<get-mobile-gateways-sgw-call-trace-information>
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request unified-edge sgw call-trace start
<get-mobile-gateways-sgw-call-trace-start-information>
request unified-edge sgw call-trace stop
<get-mobile-gateways-sgw-call-trace-stop-information>
request unified-edge tdf

request unified-edge tdf call-trace

request unified-edge tdf call-trace clear
<get-mobile-gateways-tdf-call-trace-clear>

request unified-edge tdf call-trace show
<get-mobile-gateways-tdf-call-trace-information>
request unified-edge tdf call-trace start
<get-mobile-gateways-tdf-call-trace-start-information>
request unified-edge tdf call-trace stop
<get-mobile-gateways-tdf-call-trace-stop-information>
request virtual-chassis

request virtual-chassis device-reachability
<get-virtual-chassis-diagnostic-information>

request virtual-chassis member-id

request virtual-chassis member-id delete
delete-virtual-chassis-member-id

request virtual-chassis member-id set
<set-virtual-chassis-member-id>

request virtual-chassis mode

request virtual-chassis mode mixed
<request-virtual-chassis-mode-mixed>

request virtual-chassis reactivate
<request-virtual-chassis-reactivate>

request virtual-chassis recycle
<request-virtual-chassis-recycle>

request virtual-chassis renumber
<request-virtual-chassis-renumber>

request virtual-chassis routing-engine

request virtual-chassis routing-engine master
request virtual-chassis routing-engine master switch
<switch-vc-routing-engine-protocol-master>

request virtual-chassis vc-port

request virtual-chassis vc-port delete

request virtual-chassis vc-port delete fpc-slot
<request-virtual-chassis-vc-port-delete-fpc-slot>
request virtual-chassis vc-port delete pic-slot
<request-virtual-chassis-vc-port-delete-pic-slot>
request virtual-chassis vc-port set

request virtual-chassis vc-port set fpc-slot
<request-virtual-chassis-vc-port-set-fpc-slot>
request virtual-chassis vc-port set interface
<request-virtual-chassis-vc-port-set-interface>
request virtual-chassis vc-port set pic-slot
<request-virtual-chassis-vc-port-set-pic-slot>
<set-virtual-chassis-mode>

Configuration [edit applications]

Hierarchy Levels [edit chassis network-slices]
[edit chassis system-domains]
[edit dynamic-profiles routing-instances instance forwarding-options helpers
tftp]
[edit dynamic-profiles routing-instances instance routing-options fate-sharing]
[edit ethernet-switching-options]
[edit fabric virtual-chassis]
[edit forwarding-options helpers bootp]
[edit forwarding-options helpers domain]
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[edit forwarding-options helpers port]
[edit forwarding-options helpers tftp]

[edit logical

-systems]

[edit logical-systems protocols uplink-failure-detection]
[edit logical-systems routing-instances instance forwarding-options helpers

bootp]

[edit logical-systems routing-instances instance forwarding-options helpers

domain]

[edit logical-systems routing-instances instance forwarding-options helpers

port]

[edit logical-systems routing-instances instance forwarding-options helpers

tftpl]

[edit logical-systems routing-instances instance routing-options fate-sharing]
[edit logical-systems routing-options fate-sharing]l

[edit logical

-systems system]

[edit logical-systems system syslog]

[edit poel

[edit protocols uplink-failure-detection]

[edit routing-instances
[edit routing-instances
[edit routing-instances
[edit routing-instances
[edit routing-instances

instance forwarding-options helpers bootp]
instance forwarding-options helpers domain]
instance forwarding-options helpers port]
instance forwarding-options helpers tftp]
instance routing-options fate-sharing]

[edit routing-options fate-sharing]
[edit services]
[edit services ggsn charging charging-log traceoptions]

[edit system]
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system
[edit system

archival]
backup-router]

boot loader authentication]
compress-configuration-files]
default-address-selection]

domain-name]
domain-search]

encrypt-configuration-Ffiles]

host-name]

inet6-backup-router]

internet-options
internet-options
internet-options
internet-options
internet-options
internet-options
internet-options
internet-options
internet-options
internet-options
internet-options
internet-options
internet-options
license]

gre-path-mtu-discovery]
ipip-path-mtu-discovery]
ipv6-path-mtu-discovery]
ipv6-path-mtu-discovery-timeout]
ipv6-reject-zero-hop-limit]
no-tcp-reset]
no-tcp-rfcl323]
no-tcp-rfcl323-paws]
path-mtu-discovery]
source-port upper-limit]
source-quench]
tcp-drop-synfin-set]
tcp-mss]

max-configuration-rol lbacks]
max-configurations-on-flash]
mirror-flash-on-disk]
no-debugger-on-alt-break]
no-redirects-ipv6]

name-server]

[edit no-hidden-commands system]
[edit system no-multicast-echo]
[edit system no-neighbor-learn]

[edit system

no-redirects]
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Related
Documentation

system-control

[edit system ports auxiliary log-out-on-disconnect]
[edit system ports auxiliary port-type]

[edit system ports auxiliary silent-with-modem]
[edit system ports console log-out-on-disconnect]
[edit system ports console port-type]

[edit system ports console silent-with-modem]
[edit system processes]

[edit system proxy]

[edit system saved-core-context]

[edit system saved-core-Ffiles]

[edit system services]

[edit system services web-management]

[edit system static-host-mapping]

[edit system syslogl

[edit system time-zone]

[edit unified-edge]

[edit virtual-chassis]

[edit virtual-chassis locality-bias]

[edit vlans]

« Access Privilege User Permission Flags Overview on page 78
« Understanding Junos OS Access Privilege Levels on page 7
« Example: Configuring User Permissions with Access Privilege Levels on page 41

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

« Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

« system-control on page 215

Supported Platforms

Configuration
Hierarchy Levels

EX Series, M Series, MX Series, SRX Series, T Series, VSRX

Can view system-level configuration information and configure it at the [edit system]
hierarchy level.

[edit applications]

[edit chassis system-domains]

[edit dynamic-profiles routing-instances instance forwarding-options helpers
tftp]

[edit dynamic-profiles routing-instances instance routing-options fate-sharing]
[edit ethernet-switching-options]

[edit forwarding-options helpers bootp]

[edit forwarding-options helpers domain]

[edit forwarding-options helpers port]

[edit forwarding-options helpers tftp]

[edit logical-systems]

[edit logical-systems routing-instances instance forwarding-options helpers
bootp]

[edit logical-systems routing-instances instance forwarding-options helpers
domain]

[edit logical-systems routing-instances instance forwarding-options helpers
port]
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[edit logical-systems routing-instances instance forwarding-options helpers

tftp]
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit

logical-systems routing-instances instance routing-options fate-sharing]
logical-systems routing-options fate-sharing]
logical-systems system]

poe]

routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

instance
instance
instance
instance
instance

forwarding-options
forwarding-options
forwarding-options helpers port]
forwarding-options helpers tftp]
routing-options fate-sharing]

helpers bootp]
helpers domain]

routing-options fate-sharing]
services]
services ggsn charging charging-log traceoptions]

system]

system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system

archival]
backup-router]

compress-configuration-files]
default-address-selection]

dgasp-in]
dgasp-usb]
domain-name]
domain-search]

encrypt-configuration-files]

host-name]

inet6-backup-router]

internet-options
internet-options
internet-options
internet-options
internet-options
internet-options
internet-options
internet-options
internet-options
internet-options
internet-options
internet-options
internet-options
license]

gre-path-mtu-discovery]
ipip-path-mtu-discovery]
ipv6-path-mtu-discovery]
ipv6-path-mtu-discovery-timeout]
ipv6-reject-zero-hop-limit]
no-tcp-reset]
no-tcp-rfcl323]
no-tcp-rfcl323-paws]
path-mtu-discovery]
source-port upper-limit]
source-quench]
tcp-drop-synfin-set]
tcp-mss]

max-configuration-rol Ibacks]
max-configurations-on-flash]
mirror-flash-on-disk]

name-server]

no-multicast-echo]
no-neighbor-learn]

no-redirects]

ports auxiliary log-out-on-disconnect]
ports auxiliary port-type]

ports console log-out-on-disconnect]
ports console port-type]

processes]

saved-core-context]

saved-core-files]

services]

services web-management]
static-host-mapping]

syslog]
time-zone]

virtual-chassis]

vlans]
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Related .
Documentation

trace

Access Privilege User Permission Flags Overview on page 78
Understanding Junos OS Access Privilege Levels on page 7

Example: Configuring User Permissions with Access Privilege Levels on page 41

Example: Configuring User Permissions with Access Privileges for Operational Mode

Commands on page 45

Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

system on page 210

Supported Platforms EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, vVSRX

Can view trace file settings and configure trace file properties.

Commands

clear log

<clear-log>
clear log satellite
<clear-log-satellite>
clear unified-edge
clear unified-edge ggsn-pgw
clear unified-edge ggsn-pgw aaa
clear unified-edge ggsn-pgw aaa radius
clear unified-edge ggsn-pgw aaa radius statistics
<clear-mobile-gateway-aaa-radius-statistics>
clear unified-edge ggsn-pgw aaa statistics
<clear-mobile-gateway-aaa-statistics>
clear unified-edge ggsn-pgw address-assignment
clear unified-edge ggsn-pgw address-assignment pool
<clear-mobile-gateway-sm-ippool-pool-sessions>
clear unified-edge ggsn-pgw address-assignment statistics
<clear-mobile-gateway-sm-ippool-statistics>
clear unified-edge ggsn-pgw call-admission-control
clear unified-edge ggsn-pgw call-admission-control statistics
<clear-mobile-gateway-cac-statistics>
clear unified-edge ggsn-pgw charging
clear unified-edge ggsn-pgw charging cdr
<clear-mobile-gateway-charging-clear-cdr>
clear unified-edge ggsn-pgw charging cdr wfa
<clear-mobile-gateway-charging-clear-cdr-wfa>
clear unified-edge ggsn-pgw charging local-persistent-storage
clear unified-edge ggsn-pgw charging local-persistent-storage statistics
<clear-mobile-gateway-charging-clear-Ips-stats>
clear unified-edge ggsn-pgw charging path
clear unified-edge ggsn-pgw charging path statistics
<clear-mobile-gateway-charging-clear-path-stats>
clear unified-edge ggsn-pgw charging transfer
clear unified-edge ggsn-pgw charging transfer statistics
<clear-mobile-gateway-charging-clear-xfer-stats>
clear unified-edge ggsn-pgw diameter
clear unified-edge ggsn-pgw diameter dcca-gy
clear unified-edge ggsn-pgw diameter dcca-gy statistics
<clear-mobile-gateway-aaa-diam-stats-gy>
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clear unified-edge ggsn-pgw diameter network-element
clear unified-edge ggsn-pgw diameter network-element statistics
<clear-mobile-gateway-aaa-diam-ne-statistics>

clear unified-edge ggsn-pgw diameter pcc-gx

clear unified-edge ggsn-pgw diameter pcc-gx statistics
<clear-mobile-gateway-aaa-diam-stats-gx>

clear unified-edge ggsn-pgw diameter peer

clear unified-edge ggsn-pgw diameter peer statistics
<clear-mobile-gateway-aaa-diam-peer-statistics>

clear unified-edge ggsn-pgw gtp

clear unified-edge ggsn-pgw gtp peer

clear unified-edge ggsn-pgw gtp peer statistics
<clear-mobi le-gateway-gtp-peer-statistics>

clear unified-edge ggsn-pgw gtp statistics
<clear-mobile-gateway-gtp-statistics>

clear unified-edge ggsn-pgw ip-reassembly

clear unified-edge ggsn-pgw ip-reassembly statistics
<clear-mobile-gateways-ip-reassembly-statistics>
clear unified-edge ggsn-pgw statistics
<clear-mobile-gateway-statistics>

clear unified-edge ggsn-pgw subscribers
<clear-mobile-gateway-subscribers>

clear unified-edge ggsn-pgw subscribers bearer

clear unified-edge ggsn-pgw subscribers charging
<clear-mobile-gateway-subscribers-charging>

clear unified-edge ggsn-pgw subscribers peer
<clear-mobile-gateway-subscribers-peer>

clear unified-edge sgw

clear unified-edge sgw call-admission-control

clear unified-edge sgw call-admission-control statistics
<clear-mobile-sgw-cac-statistics>

clear unified-edge sgw charging

clear unified-edge sgw charging cdr
<clear-mobile-gateway-sgw-charging-clear-cdr>

clear unified-edge sgw charging cdr wfa
<clear-mobile-gateway-sgw-charging-clear-cdr-wfa>
clear unified-edge sgw charging local-persistent-storage
clear unified-edge sgw charging local-persistent-storage statistics
<clear-mobile-gateway-sgw-charging-clear-1ps-stats>
clear unified-edge sgw charging path

clear unified-edge sgw charging path statistics
<clear-mobile-gateway-sgw-charging-clear-path-stats>
clear unified-edge sgw charging transfer

clear unified-edge sgw charging transfer statistics
<clear-mobile-gateway-sgw-charging-clear-xfer-stats>
clear unified-edge sgw gtp

clear unified-edge sgw gtp peer

clear unified-edge sgw gtp peer statistics
<clear-mobile-sgw-gtp-peer-statistics>

clear unified-edge sgw gtp statistics
<clear-mobile-sgw-gtp-statistics>

clear unified-edge sgw idle-mode-buffering

clear unified-edge sgw idle-mode-buffering statistics
<clear-mobile-gw-sgw-idle-mode-buffering-statistics>
clear unified-edge sgw ip-reassembly

clear unified-edge sgw ip-reassembly statistics
<clear-mobile-gateways-sgw-ip-reassembly-statistics-sgw>
clear unified-edge sgw statistics
<clear-mobile-sgw-statistics>

clear unified-edge sgw subscribers
<clear-mobile-sgw-subscribers>
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clear unified-edge sgw subscribers charging

<clear-mobile-sgw-subscribers-charging>

clear unified-edge sgw subscribers peer

<clear-mobile-sgw-subscribers-peer>

clear unified-edge tdf

clear unified-edge tdf aaa

clear unified-edge tdf aaa radius

clear unified-edge tdf aaa radius client

clear unified-edge tdf aaa radius client statistics

<clear-radius-client-statistics>

clear unified-edge tdf aaa radius network-element

clear unified-edge tdf aaa radius network-element statistics

<clear-radius-network-element-statistics>

clear unified-edge tdf aaa radius server

clear unified-edge tdf aaa radius server statistics

<clear-radius-server-statistics>

clear unified-edge tdf aaa radius snoop-segment

clear unified-edge tdf aaa radius snoop-segment statistics

<clear-radius-snoop-segment-statistics>

clear unified-edge tdf aaa statistics

<clear-tdf-gateway-aaa-statistics>

clear unified-edge tdf address-assignment

clear unified-edge tdf address-assignment pool

<clear-mobile-gateway-tdf-sm-ippool-pool-sessions>

clear unified-edge tdf address-assignment statistics

<clear-mobile-gateway-tdf-sm-ippool-statistics>

clear unified-edge tdf call-admission-control

clear unified-edge tdf call-admission-control statistics

<clear-tdf-cac-statistics>

clear unified-edge tdf diameter

clear unified-edge tdf diameter network-element

clear unified-edge tdf diameter network-element statistics

<clear-diameter-network-element-statistics>

clear unified-edge tdf diameter pcc-gx

clear unified-edge tdf diameter pcc-gx statistics

<clear-diameter-statistics-gx>

clear unified-edge tdf diameter peer

clear unified-edge tdf diameter peer statistics

<clear-diameter-peer-statistics>

clear unified-edge tdf statistics

<clear-tdf-statistics>

clear unified-edge tdf subscribers

<clear-mobile-tdf-subscribers>

clear unified-edge tdf subscribers peer

<clear-mobile-gateway-tdf-subscribers-peer>

monitor

request-monitor-ethernet-delay-measurement
<request-monitor-ethernet-loss-measurement>

monitor interface

monitor interface traffic

monitor label-switched-path

monitor list

monitor start

monitor static-Isp

monitor stop

request unified-edge

request unified-edge ggsn-pgw

request unified-edge ggsn-pgw call-trace

<monitor-mobile-gateways-call-trace-start>

request unified-edge ggsn-pgw call-trace clear

<get-mobile-gateways-call-trace-clear>
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request unified-edge ggsn-pgw call-trace show
<get-mobile-gateways-call-trace-information>
request unified-edge ggsn-pgw call-trace start
<get-mobile-gateways-call-trace-start-information>
request unified-edge ggsn-pgw call-trace stop
<get-mobile-gateways-call-trace-stop-information>
request unified-edge sgw
request unified-edge sgw call-trace
request unified-edge sgw call-trace clear
<get-mobile-gateways-sgw-call-trace-clear>
request unified-edge sgw call-trace show
<get-mobile-gateways-sgw-cal l-trace-information>
request unified-edge sgw call-trace start
<get-mobile-gateways-sgw-call-trace-start-information>
request unified-edge sgw call-trace stop
<get-mobile-gateways-sgw-call-trace-stop-information>
request unified-edge tdf
request unified-edge tdf call-trace
request unified-edge tdf call-trace clear
<get-mobile-gateways-tdf-call-trace-clear>
request unified-edge tdf call-trace show
<get-mobile-gateways-tdf-call-trace-information>
request unified-edge tdf call-trace start
<get-mobile-gateways-tdf-call-trace-start-information>
request unified-edge tdf call-trace stop
<get-mobile-gateways-tdf-call-trace-stop-information>
show log
<get-log>
show log user

<get-syslog-events>

[edit unified-edge]

[edit vlans domain multicast-snooping-options traceoptions]

[edit vlans domain protocols igmp-snooping]

[edit vlans domain forwarding-options dhcp-relay traceoptions]

[edit vlans domain protocols igmp-snooping traceoptions]

[edit vlans domain forwarding-options dhcp-relay interface-traceoptions]
[edit vlans domain multicast-snooping-options traceoptions]

[edit vlans domain protocols igmp-snooping traceoptions]

[edit class-of-service application-traffic-control traceoptions]

[edit demux traceoptions]

[edit dynamic-profiles protocols igmp traceoptions]

[edit dynamic-profiles protocols mld traceoptions]

[edit dynamic-profiles class-of-service application-traffic-control
traceoptions]

[edit dynamic-profiles protocols oam ethernet link-fault-management
traceoptions]

[dynamic-profiles protocols oam ethernet Imi]

[edit dynamic-profiles protocols router-advertisement traceoptions]

[edit dynamic-profiles protocols oam gre-tunnel traceoptions]

[edit dynamic-profiles routing-instances instance vlans domain
forwarding-options dhcp-relay traceoptions]

[edit dynamic-profiles routing-instances instance vlans domain
multicast-snooping-options traceoptions]

[edit dynamic-profiles routing-instances instance vlans domain protocols
igmp-snooping traceoptions]

[edit dynamic-profiles routing-instances instance forwarding-options dhcp-relay
traceoptions]

[edit dynamic-profiles routing-instances instance multicast-snooping-options
traceoptions]

[edit dynamic-profiles routing-instances instance protocols bgp group neighbor
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traceoptions]

[edit dynamic-profiles routing-instances instance protocols bgp group
traceoptions]

[edit dynamic-profiles routing-instances instance protocols bgp traceoptions]
[edit dynamic-profiles routing-instances instance protocols esis traceoptions]
[edit dynamic-profiles routing-instances instance protocols igmp-snooping
traceoptions]

[edit dynamic-profiles routing-instances instance protocols isis traceoptions]
[edit dynamic-profiles routing-instances instance protocols 12vpn traceoptions]
[edit dynamic-profiles routing-instances instance protocols ldp traceoptions]
[edit dynamic-profiles routing-instances instance protocols msdp group peer
traceoptions]

[edit dynamic-profiles routing-instances instance protocols msdp group
traceoptions]

[edit dynamic-profiles routing-instances instance protocols msdp peer
traceoptions]

[edit dynamic-profiles routing-instances instance protocols msdp traceoptions]
[edit dynamic-profiles routing-instances instance protocols mvpn traceoptions]
[edit dynamic-profiles routing-instances instance protocols ospf traceoptions]
[edit dynamic-profiles routing-instances instance protocols pim traceoptions]
[edit dynamic-profiles routing-instances instance protocols rip traceoptions]
[edit dynamic-profiles routing-instances instance protocols ripng traceoptions]
[edit dynamic-profiles routing-instances instance protocols router-discovery
traceoptions]

[edit dynamic-profiles routing-instances instance protocols vpls traceoptions]
[edit dynamic-profiles routing-instances instance routing-options multicast
traceoptions]

[edit dynamic-profiles routing-instances instance routing-options traceoptions]
[edit dynamic-profiles routing-instances instance services mobile-ip
traceoptions]

[edit dynamic-profiles routing-instances instance system services
dhcp-local-server traceoptions]

[edit dynamic-profiles routing-options multicast traceoptions]

[edit fabric protocols bgp group neighbor traceoptions]

[edit fabric protocols bgp group traceoptions]

[edit fabric protocols bgp traceoptions]

[edit fabric routing-instances instance routing-options traceoptions]

[edit fabric routing-options traceoptions]

[edit jnx-example traceoptions]

[edit logical-systems vlans domain forwarding-options dhcp-relay traceoptions]
[edit logical-systems vlans domain forwarding-options dhcp-relay
interface-traceoptions]

[edit logical-systems vlans domain multicast-snooping-options traceoptions]
[edit logical-systems vlans domain protocols igmp-snooping traceoptions]
[edit logical-systems forwarding-options dhcp-relay traceoptions]

[edit logical-systems protocols ancp traceoptions]

[edit logical-systems protocols bgp group neighbor traceoptions]

[edit logical-systems protocols bgp group traceoptions]

[edit logical-systems protocols bgp traceoptions]

[edit logical-systems protocols dotlx traceoptions]

[edit logical-systems protocols dvmrp traceoptions]

[edit logical-systems protocols esis traceoptions]

[edit logical-systems protocols igmp traceoptions]

[edit logical-systems protocols igmp-host traceoptions]

[edit logical-systems protocols ilmi traceoptions]

[edit logical-systems protocols isis traceoptions]

[edit logical-systems protocols l2circuit traceoptions]

[edit logical-systems protocols 12iw traceoptions]

[edit logical-systems protocols lacp traceoptions]

[edit logical-systems protocols layer2-control traceoptions]

[edit logical-systems protocols ldp traceoptions]
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[edit logical-systems protocols mld traceoptions]

[edit dynamic-profiles protocols oam ethernet fnp traceoptions]

[edit logical-systems protocols mld-host traceoptions]

[edit logical-systems protocols mpls label-switched-path oam traceoptions]
[edit logical-systems protocols mpls label-switched-path primary oam

traceoptions]

[edit logical-systems

traceoptions]

[edit logical-systems
[edit logical-systems
[edit logical-systems
[edit logical-systems
[edit logical-systems
[edit logical-systems protocols neighbor-discovery secure traceoptions]
[edit logical-systems protocols oam ethernet fnp traceoptions]

[edit logical-systems protocols oam ethernet link-fault-management traceoptions]
[edit logical-systems protocols oam ethernet Imi traceoptions]

[edit logical-systems protocols ospf traceoptions]

[edit logical-systems protocols pim traceoptions]

[edit logical-systems protocols ppp monitor-session]

[edit logical-systems protocols ppp traceoptions]

[edit logical-systems protocols ppp-service traceoptions]

[edit logical-systems protocols pppoe traceoptions]

[edit logical-systems protocols rip traceoptions]

[edit logical-systems protocols ripng traceoptions]

[edit logical-systems protocols router-advertisement traceoptions]

[edit logical-systems protocols router-discovery traceoptions]

[edit logical-systems protocols rsvp Isp-set traceoptions]

[edit logical-systems protocols rsvp traceoptions]

[edit logical-systems routing-instances instance vlans domain
multicast-snooping-options traceoptions]

[edit logical-systems routing-instances instance vlans domain protocols
igmp-snooping traceoptions]

[edit logical-systems routing-instances instance forwarding-options dhcp-relay
traceoptions]

protocols mpls label-switched-path secondary oam
protocols
protocols
protocols
protocols

protocols

mpls
msdp
msdp

oam traceoptions]

group peer traceoptions]
group traceoptions]

msdp peer traceoptions]

msdp traceoptions]

[edit logical-systems
traceoptions]

[edit logical-systems
traceoptions]

[edit logical-systems
traceoptions]

[edit logical-systems
[edit logical-systems
[edit logical-systems
traceoptions]

[edit logical-systems
[edit logical-systems
[edit logical-systems
[edit logical-systems
traceoptions]

[edit logical-systems
traceoptions]

[edit logical-systems
traceoptions]

[edit logical-systems
[edit logical-systems
[edit logical-systems
[edit logical-systems
[edit logical-systems
[edit logical-systems
[edit logical-systems

routing-instances
routing-instances
routing-instances

routing-instances
routing-instances
routing-instances

routing-instances
routing-instances

routing-instances
routing-instances

routing-instances
routing-instances

routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances

routing-instances

instance multicast-snooping-options
instance protocols bgp group neighbor
instance protocols bgp group

instance protocols bgp traceoptions]
instance protocols esis traceoptions]
instance protocols igmp-snooping

instance protocols isis traceoptions]
instance protocols 12vpn traceoptions]
instance protocols ldp traceoptions]
instance protocols msdp group peer

instance protocols msdp group
instance protocols msdp peer

instance protocols msdp traceoptions]
instance protocols mvpn traceoptions]
instance protocols ospf traceoptions]
instance protocols pim traceoptions]
instance protocols rip traceoptions]
instance protocols ripng traceoptions]
instance protocols router-discovery
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traceoptions]

[edit logical-systems routing-instances instance protocols vpls traceoptions]
[edit logical-systems routing-instances instance routing-options multicast
traceoptions]

[edit logical-systems routing-instances instance routing-options traceoptions]
[edit logical-systems routing-instances instance services mobile-ip
traceoptions]

[edit logical-systems routing-instances instance system services
dhcp-local-server traceoptions]

[edit logical-systems routing-instances instance system services
dhcp-local-server interface-traceoptions]

[edit logical-systems routing-options multicast traceoptions]

[edit logical-systems routing-options traceoptions]

[edit logical-systems services mobile-ip traceoptions]

[edit logical-systems system services dhcp-local-server traceoptions]
[edit logical-systems system services dhcp-local-server interface-traceoptions]
[edit multicast-snooping-options traceoptions]

[edit protocols ancp traceoptions]

[edit protocols bgp group neighbor traceoptions]

[edit protocols bgp group traceoptions]

[edit protocols bgp traceoptions]

[edit protocols dotlx traceoptions]

[edit protocols dvmrp traceoptions]

[edit protocols esis traceoptions]

[edit protocols igmp traceoptions]

[edit protocols igmp-host traceoptions]

[edit protocols ilmi traceoptions]

[edit protocols isis traceoptions]

[edit protocols 12circuit traceoptions]

[edit protocols 12iw traceoptions]

[edit protocols lacp traceoptions]

[edit protocols layer2-control traceoptions]

[edit protocols Idp traceoptions]

[edit protocols mld traceoptions]

[edit protocols mld-host traceoptions]

[edit protocols mpls label-switched-path oam traceoptions]

[edit protocols mpls label-switched-path primary oam traceoptions]
[edit protocols mpls label-switched-path secondary oam traceoptions]
[edit protocols mpls oam traceoptions]

[edit protocols msdp group peer traceoptions]

[edit protocols msdp group traceoptions]

[edit protocols msdp peer traceoptions]

[edit protocols msdp traceoptions]

[edit protocols neighbor-discovery secure traceoptions]

[edit protocols protocols oam ethernet fnp]

[edit protocols oam ethernet connectivity-fault-management traceoptions]
[edit protocols oam ethernet link-fault-management traceoptions]
[edit protocols oam ethernet Imi traceoptions]

[edit protocols ospf traceoptions]

[edit protocols pim traceoptions]

[edit protocols ppp monitor-session]

[edit protocols ppp traceoptions]

[edit protocols ppp-service traceoptions]

[edit protocols pppoe traceoptions]

[edit protocols rip traceoptions]

[edit protocols ripng traceoptions]

[edit protocols router-advertisement traceoptions]

[edit protocols router-discovery traceoptions]

[edit protocols rsvp Isp-set traceoptions]

[edit protocols rsvp traceoptions]

[edit routing-instances instance vlans domain multicast-snooping-options
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traceoptions]

[edit

routing-instances

traceoptions]

[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit

routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-instances
routing-options m
routing-options t
security idp trac
security pki trac
services adaptive
services captive-
services I12tp tra
services server-I
services logging

services mobile-i
services ssl trac
system accounting
system auto-confi
system ddos-prote
system license tr
system processes

traceoptions]

[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit

system processes
system processes
system processes
system processes
system processes
system processes
system processes
system processes
system processes
system processes
system processes
system services d
system services d
system services |
system services o
system services s
system services s
system services s
system services w

instance vlans domain protocols igmp-snooping

instance multicast-snooping-options traceoptions]

instance protocols bgp group neighbor traceoptions]

instance protocols bgp group traceoptions]
instance protocols bgp traceoptions]
instance protocols esis traceoptions]
instance protocols igmp-snooping traceoptions]
instance protocols isis traceoptions]
instance protocols 12vpn traceoptions]
instance protocols ldp traceoptions]
instance protocols msdp group peer traceoptions]
instance protocols msdp group traceoptions]
instance protocols msdp peer traceoptions]
instance protocols msdp traceoptions]
instance protocols mvpn traceoptions]
instance protocols ospf traceoptions]
instance protocols pim traceoptions]
instance protocols rip traceoptions]
instance protocols ripng traceoptions]
instance protocols router-discovery traceoptions]
instance protocols vpls traceoptions]
instance routing-options multicast traceoptions]
instance routing-options traceoptions]
ulticast traceoptions]
raceoptions]
eoptions]
eoptions]
-services-pics traceoptions]
portal-content-delivery]
ceoptions]
oad-balance traceoptions]
traceoptions]
p traceoptions]
eoptions]
traceoptions]
guration traceoptions]
ction traceoptions]
aceoptions]
app-engine-virtual-machine-management-service

datapath-trace-service traceoptions]
dhcp-service interface-traceoptions]
dhcp-service traceoptions]

diameter-service traceoptions]
general-authentication-service traceoptions]
mac-validation traceoptions]

mag-service traceoptions]

process-monitor traceoptions]
resource-cleanup traceoptions]

sdk-service traceoptions]
static-subscribers traceoptions]
atabase-replication traceoptions]

hcp traceoptions]
ocal-policy-decision-function traceoptions]
utbound-ssh traceoptions]

ervice-deployment traceoptions]
ubscriber-management traceoptions]
ubscriber-management-helper traceoptions]
eb-management traceoptions]
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Related . Access Privilege User Permission Flags Overview on page 78
D mentation
ocumentatio . Understanding Junos OS Access Privilege Levels on page 7
. Example: Configuring User Permissions with Access Privilege Levels on page 41

. Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

. Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

. trace-control on page 225

trace-control

Supported Platforms EX Series, M Series, MX Series, SRX Series, T Series, VSRX
Can modify trace file settings and configure trace file properties.

Configuration

Hierarchy Levels [edit vlans domain forwarding-options dhcp-relay interface-traceoptions]
[edit vlans domain forwarding-options dhcp-relay traceoptions]
[edit vlans domain multicast-snooping-options traceoptions]
[edit vlans domain protocols igmp-snooping traceoptions]
[edit demux traceoptions]
[edit dynamic-profiles protocols igmp traceoptions]
[edit dynamic-profiles protocols mld traceoptions]
[edit dynamic-profiles protocols oam ethernet link-fault-management
traceoptions]
[dynamic-profiles protocols oam ethernet Imi]
[edit dynamic-profiles protocols router-advertisement traceoptions]
[edit dynamic-profiles protocols oam gre-tunnel traceoptions]
[edit dynamic-profiles routing-instances instance vlans domain
forwarding-options dhcp-relay traceoptions]
[edit dynamic-profiles routing-instances instance vlans domain
multicast-snooping-options traceoptions]
[edit dynamic-profiles routing-instances instance vlans domain protocols
igmp-snooping traceoptions]
[edit dynamic-profiles routing-instances instance forwarding-options dhcp-relay
traceoptions]
[edit dynamic-profiles routing-instances instance multicast-snooping-options
traceoptions]
[edit dynamic-profiles routing-instances instance protocols bgp group neighbor
traceoptions]
[edit dynamic-profiles routing-instances instance protocols bgp group
traceoptions]
[edit dynamic-profiles routing-instances instance protocols bgp traceoptions]
[edit dynamic-profiles routing-instances instance protocols esis traceoptions]
[edit dynamic-profiles routing-instances instance protocols igmp-snooping
traceoptions]
[edit dynamic-profiles routing-instances instance protocols isis traceoptions]
[edit dynamic-profiles routing-instances instance protocols 12vpn traceoptions]
[edit dynamic-profiles routing-instances instance protocols ldp traceoptions]
[edit dynamic-profiles routing-instances instance protocols msdp group peer
traceoptions]
[edit dynamic-profiles routing-instances instance protocols msdp group
traceoptions]
[edit dynamic-profiles routing-instances instance protocols msdp peer
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traceoptions]

[edit dynamic-profiles routing-instances instance protocols msdp traceoptions]
[edit dynamic-profiles routing-instances instance protocols mvpn traceoptions]
[edit dynamic-profiles routing-instances instance protocols ospf traceoptions]
[edit dynamic-profiles routing-instances instance protocols pim traceoptions]
[edit dynamic-profiles routing-instances instance protocols rip traceoptions]
[edit dynamic-profiles routing-instances instance protocols ripng traceoptions]
[edit dynamic-profiles routing-instances instance protocols router-discovery
traceoptions]

[edit dynamic-profiles routing-instances instance protocols vpls traceoptions]
[edit dynamic-profiles routing-instances instance routing-options multicast
traceoptions]

[edit dynamic-profiles routing-instances instance routing-options traceoptions]
[edit dynamic-profiles routing-instances instance services mobile-ip
traceoptions]

[edit dynamic-profiles routing-instances instance system services
dhcp-local-server traceoptions]

[edit dynamic-profiles routing-options multicast traceoptions]

[edit fabric protocols bgp group neighbor traceoptions]

[edit fabric protocols bgp group traceoptions]

[edit fabric protocols bgp traceoptions]

[edit fabric routing-instances instance routing-options traceoptions]

[edit fabric routing-options traceoptions]

[edit forwarding-options dhcp-relay interface-traceoptions]

[edit forwarding-options dhcp-relay traceoptions]

[edit jnx-example traceoptions]

[edit logical-systems vlans domain forwarding-options dhcp-relay
interface-traceoptions]

[edit logical-systems vlans domain forwarding-options dhcp-relay traceoptions]
[edit logical-systems vlans domain multicast-snooping-options traceoptions]
[edit logical-systems vlans domain protocols igmp-snooping traceoptions]
[edit logical-systems forwarding-options dhcp-relay traceoptions]

[edit logical-systems protocols ancp traceoptions]

[edit logical-systems protocols bgp group neighbor traceoptions]

[edit logical-systems protocols bgp group traceoptions]

[edit logical-systems protocols bgp traceoptions]

[edit logical-systems protocols dotlx traceoptions]

[edit logical-systems protocols dvmrp traceoptions]

[edit logical-systems protocols esis traceoptions]

[edit logical-systems protocols igmp traceoptions]

[edit logical-systems protocols igmp-host traceoptions]

[edit logical-systems protocols ilmi traceoptions]

[edit logical-systems protocols isis traceoptions]

[edit logical-systems protocols l2circuit traceoptions]

[edit logical-systems protocols I2iw traceoptions]

[edit logical-systems protocols lacp traceoptions]

[edit logical-systems protocols layer2-control traceoptions]

[edit logical-systems protocols ldp traceoptions]

[edit logical-systems protocols mld traceoptions]

[edit logical-systems protocols mld-host traceoptions]

[edit logical-systems protocols mpls label-switched-path oam traceoptions]
[edit logical-systems protocols mpls label-switched-path primary oam

traceoptions]

[edit logical-systems protocols mpls label-switched-path secondary oam

traceoptions]

[edit logical-systems protocols mpls oam traceoptions]

[edit logical-systems protocols msdp group peer traceoptions]

[edit logical-systems protocols msdp group traceoptions]

[edit logical-systems protocols msdp peer traceoptions]

[edit logical-systems protocols msdp traceoptions]

[edit logical-systems protocols neighbor-discovery secure traceoptions]
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[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit

logical-systems
logical-systems
logical-systems
logical-systems
logical-systems
logical-systems
logical-systems
logical-systems
logical-systems
logical-systems
logical-systems
logical-systems

logical-systems protocols oam ethernet link-fault-management traceoptions]

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

oam ethernet Imi traceoptions]
ospf traceoptions]

pim traceoptions]

ppp monitor-session]

ppp traceoptions]

ppp-service traceoptions]
pppoe traceoptions]

rip traceoptions]

ripng traceoptions]
router-advertisement traceoptions]
router-discovery traceoptions]
rsvp traceoptions]

logical-systems routing-instances instance vlans domain forwarding-options

dhcp-relay interface-traceoptions]
[edit logical-systems routing-instances instance vlans domain forwarding-options
dhcp-relay traceoptions]

[edit logical-systems

routing-instances instance vlans domain

multicast-snooping-options traceoptions]

[edit logical-systems

routing-instances instance vlans domain protocols

igmp-snooping traceoptions]

[edit logical-systems
traceoptions]
[edit logical-systems
traceoptions]
[edit logical-systems
traceoptions]
[edit logical-systems
traceoptions]
[edit logical-systems
[edit logical-systems
[edit logical-systems
traceoptions]
[edit logical-systems
[edit logical-systems
[edit logical-systems
[edit logical-systems
traceoptions]
[edit logical-systems
traceoptions]
[edit logical-systems
traceoptions]
[edit logical-systems
[edit logical-systems
[edit logical-systems
[edit logical-systems
[edit logical-systems
[edit logical-systems
[edit logical-systems
traceoptions]
[edit logical-systems
[edit logical-systems
traceoptions]
[edit logical-systems
[edit logical-systems
traceoptions]
[edit logical-systems

routing-instances instance forwarding-options dhcp-relay
routing-instances instance multicast-snooping-options
routing-instances instance protocols bgp group neighbor
routing-instances instance protocols bgp group

routing-instances instance protocols bgp traceoptions]
routing-instances instance protocols esis traceoptions]
routing-instances instance protocols igmp-snooping

routing-instances instance protocols isis traceoptions]
routing-instances instance protocols 12vpn traceoptions]
routing-instances instance protocols ldp traceoptions]
routing-instances instance protocols msdp group peer

routing-instances instance protocols msdp group
routing-instances instance protocols msdp peer

routing-instances instance protocols msdp traceoptions]
routing-instances instance protocols mvpn traceoptions]
routing-instances instance protocols ospf traceoptions]
routing-instances instance protocols pim traceoptions]
routing-instances instance protocols rip traceoptions]
routing-instances instance protocols ripng traceoptions]
routing-instances instance protocols router-discovery

routing-instances instance protocols vpls traceoptions]
routing-instances instance routing-options multicast

routing-instances instance routing-options traceoptions]
routing-instances instance services mobile-ip

routing-instances instance system services

dhcp-local-server interface-traceoptions]

[edit logical-systems

routing-instances instance system services

dhcp-local-server traceoptions]

[edit logical-systems

routing-options multicast traceoptions]
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[edit logical-systems routing-options traceoptions]

[edit logical-systems services mobile-ip traceoptions]

[edit logical-systems system services dhcp-local-server interface-traceoptions]
[edit logical-systems system services dhcp-local-server traceoptions]

[edit multicast-

[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols
[edit protocols

snooping-options traceoptions]

ancp traceoptions]

bgp group neighbor traceoptions]

bgp group traceoptions]

bgp traceoptions]

dotlx traceoptions]

dvmrp traceoptions]

esis traceoptions]

igmp traceoptions]

igmp-host traceoptions]

ilmi traceoptions]

isis traceoptions]

I2circuit traceoptions]

12iw traceoptions]

lacp traceoptions]

layer2-control traceoptions]

Idp traceoptions]

mld traceoptions]

mld-host traceoptions]

mpls label-switched-path oam traceoptions]
mpls label-switched-path primary oam traceoptions]
mpls label-switched-path secondary oam traceoptions]
mpls oam traceoptions]

msdp group peer traceoptions]

msdp group traceoptions]

msdp peer traceoptions]

msdp traceoptions]

neighbor-discovery secure traceoptions]
oam ethernet connectivity-fault-management traceoptions]
oam ethernet link-fault-management traceoptions]
oam ethernet Imi traceoptions]

ospf traceoptions]

pim traceoptions]

ppp monitor-session]

ppp traceoptions]

ppp-service traceoptions]

pppoe traceoptions]

rip traceoptions]

ripng traceoptions]

router-advertisement traceoptions]
router-discovery traceoptions]

rsvp traceoptions]

[edit routing-instances instance vlans domain forwarding-options dhcp-relay
interface-traceoptions]
[edit routing-instances instance vlans domain forwarding-options dhcp-relay

traceoptions]

[edit routing-instances instance vlans domain multicast-snooping-options

traceoptions]

[edit routing-instances instance vlans domain protocols igmp-snooping

traceoptions]

[edit routing-instances instance forwarding-options dhcp-relay traceoptions]
[edit routing-instances instance forwarding-options dhcp-relay
interface-traceoptions]

[edit routing-instances instance multicast-snooping-options traceoptions]
[edit routing-instances instance protocols bgp group neighbor traceoptions]
[edit routing-instances instance protocols bgp group traceoptions]

[edit routing-instances instance protocols bgp traceoptions]
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[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit

routing-instances instance protocols esis traceoptions]
routing-instances instance protocols igmp-snooping traceoptions]
routing-instances instance protocols isis traceoptions]
routing-instances instance protocols 12vpn traceoptions]
routing-instances instance protocols ldp traceoptions]
routing-instances instance protocols msdp group peer traceoptions]
routing-instances instance protocols msdp group traceoptions]
routing-instances instance protocols msdp peer traceoptions]
routing-instances instance protocols msdp traceoptions]
routing-instances instance protocols mvpn traceoptions]
routing-instances instance protocols ospf traceoptions]
routing-instances instance protocols pim traceoptions]
routing-instances instance protocols rip traceoptions]
routing-instances instance protocols ripng traceoptions]
routing-instances instance protocols router-discovery traceoptions]
routing-instances instance protocols vpls traceoptions]
routing-instances instance routing-options multicast traceoptions]
routing-instances instance routing-options traceoptions]
routing-instances instance system services dhcp-local-server

interface-traceoptions]

[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit
[edit

routing-instances instance system services dhcp-local-server traceoptions]
routing-options multicast traceoptions]

routing-options traceoptions]

security idp traceoptions]

security pki traceoptions]

services adaptive-services-pics traceoptions]

services captive-portal-content-delivery]

system ddos-protection traceoptions]

services 12tp traceoptions]

services logging traceoptions]

services mobile-ip traceoptions]

services server-load-balance traceoptions]

services ssl traceoptions]

system accounting traceoptions]

system auto-configuration traceoptions]

system license traceoptions]

system processes datapath-trace-service traceoptions]
system processes diameter-service traceoptions]

system processes general-authentication-service traceoptions]
system processes mac-validation traceoptions]

system processes process-monitor traceoptions]

system processes resource-cleanup traceoptions]

system processes sdk-service traceoptions]

system processes static-subscribers traceoptions]

system services database-replication traceoptions]

system services dhcp traceoptions]

system services dhcp-local-server traceoptions]

system services dhcp-local-server interface-traceoptions]
system services local-policy-decision-function traceoptions]
system services outbound-ssh traceoptions]

system services service-deployment traceoptions]

system services subscriber-management traceoptions]

system services subscriber-management-helper traceoptions]
unified-edge aaa traceoptions]

unified-edge gateways tdf charging traceoptions]

Related . Access Privilege User Permission Flags Overview on page 78

Documentation

« Understanding Junos OS Access Privilege Levels on page 7
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. Example: Configuring User Permissions with Access Privilege Levels on page 41

. Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands on page 45

. Example: Configuring User Permissions with Access Privileges for Configuration
Statements and Hierarchies on page 55

. trace on page 217

view

Supported Platforms EX Series, M Series, MX Series, PTX Series, SRX Series, T Series, vVSRX
Can view current system-wide, routing table, and protocol-specific values and statistics.

Commands
clear ipv6 router-advertisement
<clear-ipv6-router-advertisement-information>clear l2circuit auto-sensing
<clear-12ckt-pw-auto-sensing>
clear services redundancy-group
<clear-services-redundancy-group>
clear services redundancy-group statistics
<clear-services-redundancy-group-statistics>
<clear-services-redundancy-set>
clear services service-sets statistics ids
clear services service-sets statistics ids drops
<clear-service-set-ids-drops-statistics>
clear services traffic-load-balance
clear services traffic-load-balance statistics
<clear-service-traffic-load-balance-statistics>
<request-validation-policy>
show
show access-cac interface-set
<get-access-cac-iflset>
show access-security
show access-security router-advertisement-guard
show access-security router-advertisement-guard entries
<show-as-router-advetisement-entry>
show access-security router-advertisement-guard state
<show-as-ra-state>
show access-security router-advertisement-guard statistics
<get-as-router-advertisement-statistics>
show access-security router-advertisement-guard statistics interface
<get-as-router-advertisement-interface>
show accounting

show accounting profile
<get-accounting-profile-information>

show accounting records
<get-accounting-record-information>

show amt

show amt statistics

<get-amt-statistics>

show amt summary
<get-amt-summary>

show amt tunnel
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<get-amt-tunnel-information>
show amt tunnel gateway-address
<get-amt-tunnel-gateway-address>
show amt tunnel tunnel-interface
<get-amt-tunnel-interface>
show analytics collector
<get-analytics-collector>
show ancp
show ancp cos
<get-ancp-cos-information>
show ancp cos last-update
<get-ancp-cos-last-update-information>

show ancp cos pending-update
<get-ancp-cos-pending-information>

show ancp neighbor
<get-ancp-neighbor-information>

show ancp statistics
<get-ancp-stats-information>

show ancp subscriber
<get-ancp-subscriber-information>

show ancp subscriber identifier

<get-ancp-subscriber-identifier-information>show ancp subscriber ip-address

<get-ancp-subscriber-neighbor-information>
show ancp subscriber system-name
<get-ancp-subscriber-mac-information>
show ancp subscriber neighbor

show app-engine

show app-engine information

show app-engine packages

show app-engine packages remote
<get-virtual-machine-package-remote>
show app-engine packages system
<get-virtual-machine-package-system>
show app-engine processes

show app-engine resource-usage

show app-engine route-table

show app-engine routing-instance

show app-engine routing-instance compute-clusters
show app-engine routing-instance virtual-machines

show app-engine status

show app-engine virtual-machine package
<get-virtual-machine-package-information>
show application-monitor
<get-application-monitor-information>
show application-monitor probe

show application-monitor probe flows

<get-application-monitor-probe-flows-information>

show application-monitor probe measurements
<get-application-monitor-probe-measurements>
show application-monitor probe mirrors
<get-application-monitor-probe-mirrors>
show app-engine virtual-machine vm-instance
show aps

<get-aps-information>

show aps group
<get-aps-group-information>
show aps interface
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<get-aps-interface-information>
show arp
<get-arp-table-information>

show as-path

<get-as-path>

show as-path domain

<get-as-path-domain>

show auto-configuration

show auto-configuration interfaces

show backup-selection

<get-backup-selection>

show backup-selection instance

<get-backup-selection-instance>

show bfd

show bfd session
<get-bfd-session-information>

show bfd session address
<get-bfd-session-address>

show bfd session client

<get-bfd-session-client>

show bfd session client rsvp-oam

<get-bfd-session-client-rsvp>

show bfd session client vpls-oam

<get-bfd-session-client-vpls>

show bfd session client vpls-oam instance

<get-bfd-session-client-vpls-instance>

show bfd session discriminator
<get-bfd-session-discriminator>

show bfd session prefix
<get-bfd-session-prefix>

show bfd subscriber

show bfd subscriber session

<get-bfd-subscriber-session>

show bgp

show bgp bmp

<get-bgp-monitoring-protocol-statistics>

show bgp group
<get-bgp-group-information>

show bgp group output-queues

<get-bgp-group-output-queue-information>

show bgp group rtf
<get-bgp-rtf-information>

show bgp group traffic-statistics
<get-bgp-traffic-statistics-information>

show bgp neighbor
<get-bgp-neighbor-information>

show bgp neighbor orf

<get-bgp-orf-information>
show bgp neighbor output-queue
<get-bgp-output-queue-information>
show bgp output-scheduler

show bgp replication
<get-bgp-replication-information>
show bgp summary
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<get-bgp-summary-information>

show bridge
show bridge domain
<get-bridge-instance-information>

show bridge domain operational

<get-operational-bridge-instance-information>

show bridge domain satellite

<get-satellite-control-bridge-domain>

show bridge evpn

show bridge evpn arp-table

<get-bridge-evpn-arp-table>

show bridge evpn nd-table

<get-bridge-evpn-nd-table>

show bridge evpn peer-gateway-macs

<get-bridge-peer-gateway-mac>

<get-bridge-flood-information>

show bridge flood

show bridge flood event-queue
<get-bridge-domain-event-queue-information>

show bridge flood next-hops

show bridge flood next-hops satellite

<get-satellite-control-composite-next-hop>

show bridge flood route

show bridge flood route all-ce-flood
<get-show-bridge-domain-all-ce-flood-route-information>

show bridge flood route all-ve-flood
<get-show-bridge-domain-ve-flood-route-information>

show bridge flood route alt-root-flood
<get-bridge-domain-alt-root-flood-route-information>

show bridge flood route bd-flood
<get-bridge-domain-bd-flood-route-information>

show bridge flood route mlp-flood
<get-bridge-domain-mlp-flood-route-information>

show bridge flood route re-flood
<get-bridge-domain-re-flood-route-information>

show bridge flood satellite

<get-satellite-control-flood-ethernet>

show bridge interface

show bridge interface satellite

<get-satellite-control-bridge-interface>

show bridge mac-table
<get-bridge-mac-table>

show bridge mac-table interface
<get-bridge-interface-mac-table>

show bridge mac-table satellite

<get-satellite-control-bridge-mac-table>

show bridge satellite

show bridge satellite device

<get-satellite-device-db>

show bridge satellite events

<get-satellite-control-history-information>

show bridge satellite logging

<get-satellite-control-logging-information>

show bridge satellite summary

<get-satellite-control-bridge-summary>

show bridge statistics
<get-bridge-statistics-information>
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show chassis

show chassis adc

show chassis alarms
<get-alarm-information>

show chassis alarms fpc

<get-fpc-alarm-information>

show chassis alarms satellite

<get-chassis-alarm-satellite-information>

show chassis beacon
get-chassis-beacon-information>

show chassis beacon cb
<get-chassis-cb-beacon-information>

show chassis environment adc

show chassis environment ccg

<get-environment-ccg-information>

show chassis cfeb
<get-cfeb-information>

show chassis cip

show chassis craft-interface
<get-craft-information>

show chassis environment
<get-environment-information>

show chassis environment cb
<get-environment-cb-information>

show chassis environment cip
<get-environment-cip-information>

show chassis environment feb
<get-environment-feb-information>

show chassis environment fan

show chassis environment fpc
<get-environment-fpc-information>

show chassis environment fpc satellite

<get-chassis-environment-fpc-satellite-info>

show chassis environment fpm
<get-environment-fpm-information>

show chassis environment mcs
<get-environment-mcs-information>

show chassis environment pcg
<get-environment-pcg-information>

show chassis environment pdu

<get-environment-pdu-information>

show chassis environment pem
<get-environment-pem-information>

show chassis environment pem satellite

<get-chassis-environment-pem-satellite-info>

show chassis environment psm

show chassis environment psu
<get-environment-psu-information>

show chassis environment routing-engine
<get-environment-re-information>

show chassis environment routing-engine satellite

<get-chassis-environment-re-satellite-info>

show chassis environment satellite

<get-chassis-environment-satellite-information>

show chassis environment scg
<get-environment-scg-information>

show chassis environment service-node

<get-environment-service-node-information>

show chassis environment sfb

show chassis environment sfm
<get-environment-sfm-information>
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show chassis environment sib
<get-environment-sib-information>

show chassis environment sib f13

show chassis environment sib f2s

show chassis ethernet-switch

show chassis ethernet-switch errors

show chassis ethernet-switch statistics

show chassis ethernet-switch temperature

show chassis fabric

show chassis fabric degraded-fabric-reachability

show chassis fabric device
<get-chassis-fabric-information-device>

show chassis fabric connectivity

<get-chassis-fabric-connectivity-information>

show chassis fabric degradation

<get-fm-degradation-information>

show chassis fabric degradation actions

<get-fm-degradation-information-details>

show chassis fabric destinations

<get-fm-fabric-destinations-state>

show chassis fabric errors

show chassis fabric errors autoheal

<get-fm-plane-autoheal-errors>

show chassis fabric errors fpc
<get-fm-fpc-errors>

show chassis fabric errors sib
<get-fm-sib-errors>

show chassis fabric errors sib f13

show chassis fabric errors sib f2s

show chassis fabric feb

show chassis fabric fpcs
<get-fm-fpc-state-information>

show chassis fabric links
<get-chassis-fabric-link-information>

show chassis fabric map

show chassis fabric plane
<get-fm-plane-state-information>

show chassis fabric plane-location

show chassis fabric reachability
<get-fm-fabric-reachability-information>

show chassis fabric sibs
<get-fm-sib-state-information>

show chassis fabric spray-weights

<get-chassis-fabric-spray-weight-information>

show chassis fabric spray-weights from

show chassis fabric spray-weights to

show chassis fabric summary
<get-fm-state-information>

show chassis fabric topology
<get-chassis-fabric-topology-information>

show chassis fabric unreachable-destinations
<get-fm-unreachable-dest-information>

show chassis fan

show chassis fan satellite
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get-chassis-fan-satellite-information
show chassis feb
<get-feb-brief-information>

show chassis feb detail
<get-feb-information>

show chassis firmware
<get-firmware-information>

show chassis firmware detail
<get-firmware-information-detail>

show chassis firmware satellite

<get-chassis-firmware-satel lite-information>

show chassis forwarding
<get-fwdd-information>

show chassis fpc
<get-fpc-information>

show chassis fpc errors

<get-fpc-error-information>
show chassis fpc optical-properties
<get-fpc-optical-information>
show chassis fpc optical-properties alarms
<get-fpc-optical-alarms-information>
show chassis fpc optical-properties amplifier-chain
show chassis fpc optical-properties amplifier-chain ila
<get-fpc-optical-amplifier-chain-information>
show chassis fpc optical-properties amplifier-chain ila alarms
<get-fpc-optical-ila-alarms-information>
show chassis fpc optical-properties amplifier-chain ila edfa
<get-fpc-optical-ila-edfa-information>
show chassis fpc optical-properties amplifier-chain ila osc
<get-fpc-optical-ila-osc-information>
show chassis fpc optical-properties amplifier-chain ila pm-current
<get-fpc-optical-ila-pm-current-information>
show chassis fpc optical-properties amplifier-chain ila pm-currentday
<get-fpc-optical-ila-pm-currentday-information>
show chassis fpc optical-properties amplifier-chain ila pm-interval
<get-fpc-optical-ila-pm-interval-information>
show chassis fpc optical-properties amplifier-chain ila pm-previousday
<get-fpc-optical-ila-pm-previousday-information>
show chassis fpc optical-properties amplifier-chain ila summary
<get-fpc-optical-ila-summary-information>
show chassis fpc optical-properties amplifier-chain ila voa
<get-fpc-optical-ila-voa-information>
show chassis fpc optical-properties amplifier-topology
<get-fpc-optical-amplifier-topology-information>
show chassis fpc optical-properties edfa
<get-fpc-optical-edfa-information>
show chassis fpc optical-properties mfg-info
<get-fpc-optical-mfg-info-information>
show chassis fpc optical-properties ocm
<get-fpc-optical-ocm-information>
show chassis fpc optical-properties pm-current
<get-fpc-optical-pm-current-information>
show chassis fpc optical-properties pm-currentday
<get-fpc-optical-pm-currentday-information>
show chassis fpc optical-properties pm-interval
<get-fpc-optical-pm-interval-information>
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show chassis fpc optical-properties pm-previousday

<get-fpc-optical-pm-previousday-information>

show chassis fpc optical-properties status

<get-fpc-optical-status-information>

show chassis fpc optical-properties topology

<get-fpc-optical-topology-information>

show chassis fpc optical-properties wss

<get-fpc-optical-wss-information>

show chassis fpc pic-status
<get-pic-information>

show chassis fpc port-status

<get-fpc-port-information>

show chassis fpc-feb-connectivity
<get-fpc-feb-connectivity-information>

show chassis hardware
<get-chassis-inventory>

show chassis hardware satellite

<get-chassis-hardware-satel lite-information>

show chassis hss

show chassis hss link-quality

show chassis in-service-upgrade

show chassis ioc-npc-connectivity
<get-ioc-npc-connectivity-information>

show chassis jam-test

<get-jam-test-information>

show chassis lcc-mode

<get-chassis-lcc-mode-information>

show chassis lccs
<get-fru-information>
<get-chassis-led-satellite-information>
show chassis location
<get-chassis-location>

show chassis location fpc

show chassis location interface

show chassis location interface by-name
<get-interface-location-name-information>

show chassis location interface by-slot
<get-interface-location-information>

show chassis mac-addresses

show chassis multicast-loadbalance

<get-chassis-ae-lb-information>

show chassis network-services
<network-services>

show chassis network-slices

<get-gnf-information>

show chassis nonstop-upgrade
show chassis pic
<get-pic-detail>

show chassis power
<get-power-usage-information>

show chassis power detail
<get-power-usage-information-detail>
show chassis power sequence
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show chassis power upgrade

show chassis power-ratings
<get-power-management>

show chassis psd
<get-psd-information>

show chassis redundancy
show chassis redundancy feb
<get-feb-redundancy-information>

show chassis redundancy feb errors
<get-feb-redundancy-error-information>

show chassis redundancy feb redundancy-group
<get-feb-redundancy-group-information>

show chassis redundant-power-system
<get-rps-chassis-information>

show chassis routing-engine
<get-route-engine-information>

show chassis routing-engine bios
<get-bios-version-information>

show chassis routing-engine bios satellite
<get-chassis-routing-engine-bios-satellite-info>
show chassis routing-engine errors
<get-chassis-routing-engine-errors>
show chassis routing-engine satellite
<get-chassis-routing-engine-satellite-information>
show chassis satellite
<get-chassis-satellite-information>

show chassis satellite extended-port
<get-chassis-satel lite-extended-port-information>
show chassis satellite interface
<get-chassis-satellite-interface-information>
show chassis satellite neighbor
<get-chassis-satellite-neighbor-information>

show chassis satellite neighbor statistics
<get-chassis-satellite-neighbor-statistics>

show chassis satellite power-budget-statistics
<get-power-budget-information>

show chassis satellite redundancy-group
<get-chassis-satellite-redundancy-group-info>
show chassis satellite redundancy-group devices
<get-chassis-satellite-redundacy-grp-devices-info>
show chassis satellite redundancy-group devices history
<get-chassis-satellite-redundancy-grp-dev-history>
show chassis satellite software
<get-satellite-management-software-information>
show chassis satellite statistics
<get-chassis-satellite-statistics>

show chassis satellite unprovision

<get-chassis-satellite-unprovision-information>

show chassis satellite upgrade-group
<get-chassis-satellite-upgrade-group-information>
show chassis satellite-cluster
<get-chassis-satellite-cluster-information>

show chassis satellite-cluster route
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<get-chassis-satellite-cluster-route>
show chassis satellite-cluster statistics
<get-chassis-satellite-cluster-statistics>

show

chassis scb

<get-scb-information>

show

chassis service-node

<get-service-node-information>

show

chassis sfm

<get-sfm-information>

show
show

chassis sfm detail
chassis sibs

<get-sib-information>

show

chassis spmb

<get-spmb-information>

show

<get-

show

chassis spmb errors
spmb-error-information>

chassis spmb sibs

<get-spmb-sib-information>

show

chassis ssb

<get-ssb-information>

show

chassis synchronization

<get-clock-synchronization-information>

show
show
show
show

<get-

show

chassis synchronization backup
chassis synchronization gnss
chassis synchronization master
chassis system-mode
system-mode-information>
chassis temperature-thresholds

<get-temperature-threshold-information>

show

<get-

show
show

chassis temperature-thresholds satellite
chassis-temp-thresholds-satellite-info>
chassis vcpu

chassis zones

<get-chassis-zones-information>

show

class-of-service

<get-cos-information>

show

class-of-service adaptive-shaper

<get-cos-adaptive-shaper-information>

show
show
show
show

<get-

show

class-of-service application-traffic-control
class-of-service application-traffic-control
class-of-service application-traffic-control
class-of-service application-traffic-control
appgos-swrl-stat-all>

class-of-service application-traffic-control

<get-appgos-swrl-stat-name>

show

<get-

show
show
show

class-of-service application-traffic-control
appgos-swr l-stat-summary>

class-of-service application-traffic-control
class-of-service application-traffic-control
class-of-service application-traffic-control

<get-appqos-rule-statistics>

counter
rate-limiters
rate-limiters rl-all

rate-limiters rl-name
rate-limiters summary
statistics

statistics rate-limiter
statistics rule
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show class-of-service bind-point

<get-cos-bind-point-feature-information>

show class-of-service bind-point interface

<get-cos-interface-feature-information>

show class-of-service bind-point interface-set

<get-cos-interface-set-feature-information>

show class-of-service bind-point routing-instance

<get-cos-routing-instance-feature-information>

show class-of-service bind-point-ownership

<get-cos-bind-point-ownership-summary>

show class-of-service classifier
<get-cos-classifier-information>

show class-of-service client

show class-of-service client internal-id

<get-cos-junos-client-information>

show class-of-service client name

<get-cos-junos-client-information>

show class-of-service client summary

<get-cos-junos-client-summary>

show class-of-service code-point-aliases
<get-cos-code-point-map-information>

show class-of-service congestion-notification
<get-cos-congestion-notification-information>

show class-of-service drop-profile
<get-cos-drop-profile-information>

show class-of-service fabric
show class-of-service fabric scheduler-map
<get-cos-fabric-scheduler-map-information>

show class-of-service fabric statistics
<get-fabric-queue-information>

show class-of-service fabric statistics detail
<get-fabric-queue-detailed-information>

show class-of-service forwarding-class
<get-cos-forwarding-class-information>

show class-of-service forwarding-class-set
<get-cos-forwarding-class-set-information>

show class-of-service forwarding-table
<get-cos-table-information>

show class-of-service forwarding-table classifier
<get-cos-classifier-table-information>

show class-of-service forwarding-table classifier mapping
<get-cos-classifier-table-map-information>

show class-of-service forwarding-table drop-profile
<get-cos-red-information>

show class-of-service forwarding-table fabric
show class-of-service forwarding-table fabric scheduler-map
<get-cos-fwtab-fabric-scheduler-map-information>

show class-of-service forwarding-table forwarding-class-map
<get-cos-forwarding-class-map-table-information>
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show class-of-service forwarding-table forwarding-class-map mapping
<get-cos-forwarding-class-map-interface-table-information>

show class-of-service forwarding-table loss-priority-map
<get-cos-loss-priority-map-table-information>

show class-of-service forwarding-table loss-priority-map mapping
<get-cos-loss-priority-map-table-binding-information>

show class-of-service forwarding-table loss-priority-rewrite
<get-cos-loss-priority-rewrite-table-information>

show class-of-service forwarding-table loss-priority-rewrite mapping
<get-cos-loss-priority-rewrite-table-binding-information>

show class-of-service forwarding-table policer
<get-cos-policer-table-map-information>

show class-of-service forwarding-table policy-map

<get-cos-policy-map-table-information>

show class-of-service forwarding-table policy-map mapping

<get-cos-policy-map-table-map-information>show class-of-service forwarding-table

rewrite-rule

<get-cos-rewrite-table-information>

show class-of-service forwarding-table rewrite-rule mapping
<get-cos-rewrite-table-map-information>

show class-of-service forwarding-table scheduler-map
<get-cos-scheduler-map-table-information>

show class-of-service forwarding-table scheduler-map mapping

<get-scheduler-map-table-map-information>

show class-of-service forwarding-table shaper
<get-cos-shaper-table-map-information>

show class-of-service forwarding-table translation-table
<get-cos-translation-table-information>

show class-of-service forwarding-table translation-table mapping
<get-cos-translation-table-mapping-information>

show class-of-service fragmentation-map
<get-cos-fragmentation-map-information>

show class-of-service interface
<get-cos-interface-map-information>

show class-of-service interface-set
<get-cos-interface-set-map-information>

show class-of-service 12tp-session
<get-cos-12tp-session-map-information>

show class-of-service loss-priority-map
<get-cos-loss-priority-map-information>

show class-of-service loss-priority-rewrite
<get-cos-loss-priority-rewrite-information>

show class-of-service multi-destination
<get-cos-multi-destination-information>

show class-of-service multi-destination classifier-binding

<get-cos-multi-destination-classifier-binding-information>
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show class-of-service packet-buffer
<get-cos-packet-buffer-information>

show class-of-service packet-buffer usage
<get-cos-packet-buffer-usage-information>
show class-of-service policy-map
<get-cos-policy-map-information>

show class-of-service rewrite-rule
<get-cos-rewrite-information>

show class-of-service routing-instance
<get-cos-routing-instance-map-information>

show class-of-service scheduler-hierarchy
show class-of-service scheduler-hierarchy interface
<get-interface-scheduler-hierarchy-information>

show class-of-service scheduler-hierarchy interface-set
<get-interface-set-scheduler-hierarchy-information>

show class-of-service scheduler-map
<get-cos-scheduler-map-information>

show class-of-service traffic-control-profile
<get-cos-traffic-control-profile-information>

show class-of-service translation-table
<get-cos-translation-table-map-information>

show class-of-service virtual-channel
<get-cos-virtual-channel-information>

show class-of-service virtual-channel-group
<get-cos-virtual-channel-group-information>

show cli

show cli authorization
<get-authorization-information>

show cli commands

show cli commands

show cli directory

<get-current-working-directory>

show cli history

show cloud-analytics

show cloud-analytics connections

<get-cloud-analytics-connections>

show cloud-analytics discovery-service

<get-cloud-analytics-discovery-service>

show cloud-analytics linecard

<get-cloud-analytics-l1c>

show cloud-analytics resources

<get-cloud-analytics-resources>

show cloud-analytics resources-sampling

<get-cloud-analytics-resources-sampling>

show cloud-analytics resources-summary

<get-cloud-analytics-resources-summary>

show cloud-analytics sensors

<sensor-information>

show cloud-analytics streaming-policies

<get-cloud-analytics-streaming-policies>
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show configuration

show connections
<get-ccc-information>

show database-replication

show database-replication statistics
<get-database-replication-statistics-information>

show database-replication summary
<get-database-replication-summary-information>
show ddos-protection
show ddos-protection protocols
<get-ddos-protocols-information>
show ddos-protection protocols all-fiber-channel-enode
<get-ddos-al I-fc-enode-information>
show ddos-protection protocols all-fiber-channel-enode aggregate
<get-ddos-al I-fc-enode-aggregate>
show ddos-protection protocols all-fiber-channel-enode aggregate culprit-flows
<get-ddos-al l-fc-enode-aggregate-flows>
show ddos-protection protocols all-fiber-channel-enode culprit-flows
<get-ddos-al l-fc-enode-flows>
show ddos-protection protocols all-fiber-channel-enode flow-detection
<get-ddos-al I-fc-enode-flow-parameters>
show ddos-protection protocols all-fiber-channel-enode parameters
<get-ddos-all-fc-enode-parameters>
show ddos-protection protocols all-fiber-channel-enode statistics
<get-ddos-al l-fc-enode-statistics>
show ddos-protection protocols all-fiber-channel-enode violations
<get-ddos-all-fc-enode-violations>
show ddos-protection protocols amtv4
show ddos-protection protocols amtv4 aggregate
show ddos-protection protocols amtv4 aggregate culprit-flows
show ddos-protection protocols amtv4 culprit-flows
show ddos-protection protocols amtv4 flow-detection
show ddos-protection protocols amtv4 parameters
show ddos-protection protocols amtv4 statistics
show ddos-protection protocols amtv4 violations
show ddos-protection protocols amtv6
show ddos-protection protocols amtv6 aggregate
show ddos-protection protocols amtv6 aggregate culprit-flows
show ddos-protection protocols amtv6 culprit-flows
show ddos-protection protocols amtv6 flow-detection
show ddos-protection protocols amtv6 statistics
show ddos-protection protocols amtv6 violations

show ddos-protection protocols ancp
<get-ddos-ancp-information>

show ddos-protection protocols ancp aggregate
<get-ddos-ancp-aggregate>

show ddos-protection protocols ancp parameters
<get-ddos-ancp-parameters>

show ddos-protection protocols ancp statistics
<get-ddos-ancp-statistics>

show ddos-protection protocols ancp violations

<get-ddos-ancp-violations>

show ddos-protection protocols ancpv6

<get-ddos-ancpv6-information>

show ddos-protection protocols ancpv6é aggregate

get-ddos-ancpv6-aggregate
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show ddos-protection protocols
get-ddos-ancpv6-parameters
show ddos-protection protocols
get-ddos-ancpv6-statistics
show ddos-protection protocols
get-ddos-ancpv6-violations
show ddos-protection protocols
get-ddos-arp-information
show ddos-protection protocols
get-ddos-arp-aggregate
show ddos-protection protocols
get-ddos-arp-parameters
show ddos-protection protocols
get-ddos-arp-statistics
show ddos-protection protocols
get-ddos-arp-violations
show ddos-protection protocols
<get-ddos-arp-snoop-information
show ddos-protection protocols
<get-ddos-arp-snoop-aggregate>
show ddos-protection protocols

ancpv6 parameters
ancpv6 statistics
ancpv6 violations
arp

arp aggregate

arp parameters
arp statistics
arp violations
arp-snoop

>

arp-snoop aggregate

arp-snoop aggregate culprit-flows

<get-ddos-arp-snoop-aggregate-flows>

show ddos-protection protocols
<get-ddos-arp-snoop-flows>
show ddos-protection protocols
<get-ddos-arp-snoop-flow-parame
show ddos-protection protocols
<get-ddos-arp-snoop-parameters>
show ddos-protection protocols
<get-ddos-arp-snoop-statistics>
show ddos-protection protocols
<get-ddos-arp-snoop-violations>
show ddos-protection protocols
get-ddos-atm-information
show ddos-protection protocols
get-ddos-atm-aggregate
show ddos-protection protocols
get-ddos-atm-parameters
show ddos-protection protocols
get-ddos-atm-statistics
show ddos-protection protocols
get-ddos-atm-violations
show ddos-protection protocols
get-ddos-bfd-information
show ddos-protection protocols
get-ddos-bfd-aggregate
show ddos-protection protocols
get-ddos-bfd-parameters
show ddos-protection protocols
get-ddos-bfd-statistics
show ddos-protection protocols
get-ddos-bfd-violations
show ddos-protection protocols
get-ddos-bfdv6-information
show ddos-protection protocols
get-ddos-bfdv6-aggregate
show ddos-protection protocols
get-ddos-bfdv6-parameters
show ddos-protection protocols
get-ddos-bfdv6-statistics
show ddos-protection protocols

arp-snoop culprit-flows

arp-snoop flow-detection

ters>
arp-snoop

parameters
arp-snoop statistics
arp-snoop violations
atm
atm aggregate
atm parameters
atm statistics
atm violations
bfd
bfd aggregate
bfd parameters
bfd statistics
bfd violations
bfdv6e

bfdv6 aggregate
bfdv6 parameters
bfdv6 statistics

bfdv6 violations
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get-ddos-bfdv6-violations

show ddos-protection protocols bgp
get-ddos-bgp-information

show ddos-protection protocols bgp aggregate
get-ddos-bgp-aggregate

show ddos-protection protocols bgp parameters
get-ddos-bgp-parameters

show ddos-protection protocols bgp statistics
get-ddos-bgp-statistics

show ddos-protection protocols bgp violations
get-ddos-bgp-violations

show ddos-protection protocols bgpv6
get-ddos-bgpv6-information

show ddos-protection protocols bgpv6 aggregate
get-ddos-bgpv6-aggregate

show ddos-protection protocols bgpv6 parameters
get-ddos-bgpv6-parameters

show ddos-protection protocols bgpv6 statistics
get-ddos-bgpv6-statistics

show ddos-protection protocols bgpv6 violations
get-ddos-bgpv6-violations

show ddos-protection protocols bridge-control

<get-ddos-brg-ctrl-information>

show ddos-protection protocols bridge-control aggregate

<get-ddos-brg-ctrl-aggregate>

show ddos-protection protocols bridge-control aggregate culprit-flows

<get-ddos-brg-ctrl-aggregate-flows>

show ddos-protection protocols bridge-control culprit-flows

<get-ddos-brg-ctri-flows>

show ddos-protection protocols bridge-control flow-detection

<get-ddos-brg-ctrl-flow-parameters>

show ddos-protection protocols bridge-control parameters

<get-ddos-brg-ctrl-parameters>

show ddos-protection protocols bridge-control statistics

<get-ddos-brg-ctrl-statistics>

show ddos-protection protocols bridge-control violations

<get-ddos-brg-ctrl-violations>show ddos-protection protocols demux-autosense
get-ddos-demuxauto-information

show ddos-protection protocols demux-autosense aggregate
get-ddos-demuxauto-aggregate

show ddos-protection protocols demux-autosense parameters
get-ddos-demuxauto-parameters

show ddos-protection protocols demux-autosense statistics
get-ddos-demuxauto-statistics

show ddos-protection protocols demux-autosense violations
get-ddos-demuxauto-violations

show ddos-protection protocols dhcpv4
get-ddos-dhcpv4-information

show ddos-protection protocols dhcpv4 ack
get-ddos-dhcpv4-ack

show ddos-protection protocols dhcpv4 aggregate
get-ddos-dhcpv4-aggregate

show ddos-protection protocols dhcpv4 bad-packets
get-ddos-dhcpv4-bad-pack

show ddos-protection protocols dhcpv4 bootp
get-ddos-dhcpv4-bootp

show ddos-protection protocols dhcpv4 decline
get-ddos-dhcpv4-decline

show ddos-protection protocols dhcpv4 discover
get-ddos-dhcpv4-discover

show ddos-protection protocols dhcpv4 force-renew
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get-ddos-dhcpv4-forcerenew
show ddos-protection protocols
get-ddos-dhcpv4-inform
show ddos-protection protocols
get-ddos-dhcpv4-leaseact
show ddos-protection protocols
get-ddos-dhcpv4-leasequery
show ddos-protection protocols
get-ddos-dhcpv4-leaseuna
show ddos-protection protocols
get-ddos-dhcpv4-leaseunk
show ddos-protection protocols
get-ddos-dhcpv4-nak
show ddos-protection protocols
get-ddos-dhcpv4-no-msgtype
show ddos-protection protocols
get-ddos-dhcpv4-offer
show ddos-protection protocols
show ddos-protection protocols
get-ddos-dhcpv4-parameters
show ddos-protection protocols
get-ddos-dhcpv4-release
show ddos-protection protocols
get-ddos-dhcpv4-renew
show ddos-protection protocols
get-ddos-dhcpv4-request
show ddos-protection protocols
get-ddos-dhcpv4-statistics
show ddos-protection protocols
get-ddos-dhcpv4-unclass
show ddos-protection protocols
get-ddos-dhcpv4-violations
show ddos-protection protocols

<get-ddos-dhcpv4v6-information>

dhcpv4
dhcpv4
dhcpv4
dhcpv4
dhcpv4
dhcpv4
dhcpv4
dhcpv4

dhcpv4
dhcpv4

dhcpv4
dhcpv4
dhcpv4
dhcpv4
dhcpv4

dhcpv4

inform
lease-active
lease-query
lease-unassigned
lease-unknown
nak
no-message-type
offer

offer culprit-flows
parameters

release
renew
request
statistics
unclassified

violations

dhcpv4ve

show ddos-protection protocols dhcpv4v6 aggregate

<get-ddos-dhcpv4v6-aggregate>

show ddos-protection protocols dhcpv4v6é aggregate culprit-flows
<get-ddos-dhcpv4v6-aggregate-flows>
show ddos-protection protocols dhcpv4v6 culprit-flows

<get-ddos-dhcpv4v6e-flows>

show ddos-protection protocols dhcpv4v6é flow-detection
<get-ddos-dhcpv4v6-flow-parameters>
dhcpv4v6 parameters

show ddos-protection protocols
<get-ddos-dhcpv4v6-parameters>
show ddos-protection protocols
<get-ddos-dhcpv4v6-statistics>
show ddos-protection protocols
<get-ddos-dhcpv4vé-violations>
show ddos-protection protocols

get-ddos-dhcpv6-information

show ddos-protection protocols
get-ddos-dhcpv6-advertise
show ddos-protection protocols
show ddos-protection protocols
get-ddos-dhcpv6-aggregate
show ddos-protection protocols
get-ddos-dhcpv6-confirm
show ddos-protection protocols
get-ddos-dhcpv6-decline
show ddos-protection protocols
get-ddos-dhcpv6-info-req

dhcpv4v6 statistics

dhcpv4v6é violations

dhcpv6
dhcpv6

dhcpv6
dhcpv6

dhcpv6
dhcpv6

dhcpv6

advertise

advertise culprit-flows
aggregate

confirm
decline

information-request
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show ddos-protection protocols dhcpv6 leasequery
get-ddos-dhcpv6-leasequery

show ddos-protection protocols dhcpv6é leasequery culprit-flows

show ddos-protection protocols dhcpv6 leasequery-data
get-ddos-dhcpv6-leaseq-da

show ddos-protection protocols dhcpv6é leasequery-done
get-ddos-dhcpv6-leaseq-do

show ddos-protection protocols dhcpv6 leasequery-reply
get-ddos-dhcpv6-leaseq-re

show ddos-protection protocols dhcpv6 parameters
get-ddos-dhcpv6-parameters

show ddos-protection protocols dhcpv6 rebind
get-ddos-dhcpv6-rebind

show ddos-protection protocols dhcpv6 reconfigure
get-ddos-dhcpv6-reconfig

show ddos-protection protocols dhcpv6 relay-forward
get-ddos-dhcpv6-relay-for

show ddos-protection protocols dhcpvé relay-reply
get-ddos-dhcpv6-relay-rep

show ddos-protection protocols dhcpv6 release
get-ddos-dhcpv6-release

show ddos-protection protocols dhcpv6 renew
get-ddos-dhcpv6-renew

show ddos-protection protocols dhcpvé reply
get-ddos-dhcpv6-reply

show ddos-protection protocols dhcpv6 request
get-ddos-dhcpv6-request

show ddos-protection protocols dhcpv6 solicit
get-ddos-dhcpv6-solicit

show ddos-protection protocols dhcpv6 statistics
get-ddos-dhcpv6-statistics

show ddos-protection protocols dhcpv6 unclassified
get-ddos-dhcpv6-unclass

show ddos-protection protocols dhcpv6 unclassified culprit-flows

show ddos-protection protocols dhcpv6 violations
get-ddos-dhcpv6-violations

show ddos-protection protocols diameter
get-ddos-diameter-information

show ddos-protection protocols diameter aggregate
get-ddos-diameter-aggregate

show ddos-protection protocols diameter parameters
get-ddos-diameter-parameters

show ddos-protection protocols diameter statistics
get-ddos-diameter-statistics

show ddos-protection protocols diameter violations
get-ddos-diameter-violations

show ddos-protection protocols dns
get-ddos-dns-information

show ddos-protection protocols dns aggregate
get-ddos-dns-aggregate

show ddos-protection protocols dns parameters
get-ddos-dns-parameters

show ddos-protection protocols dns statistics
get-ddos-dns-statistics

show ddos-protection protocols dns violations
get-ddos-dns-violations

show ddos-protection protocols dtcp
get-ddos-dtcp-information

show ddos-protection protocols dtcp aggregate
get-ddos-dtcp-aggregate

show ddos-protection protocols dtcp aggregate culprit-flows
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show ddos-protection protocols dtcp parameters
get-ddos-dtcp-parameters

show ddos-protection protocols dtcp statistics
get-ddos-dtcp-statistics

show ddos-protection protocols dtcp violations
get-ddos-dtcp-violations

show ddos-protection protocols dynamic-vlan
get-ddos-dynvlan-information

show ddos-protection protocols dynamic-vlan aggregate
get-ddos-dynvlan-aggregate

show ddos-protection protocols dynamic-vlan parameters
get-ddos-dynvlan-parameters

show ddos-protection protocols dynamic-vlan statistics
get-ddos-dynvlan-statistics

show ddos-protection protocols dynamic-vlan violations
get-ddos-dynvlan-violations

show ddos-protection protocols egpv6
get-ddos-egpv6-information

show ddos-protection protocols egpv6 aggregate
get-ddos-egpv6-aggregate

show ddos-protection protocols egpv6 parameters
get-ddos-egpv6-parameters

show ddos-protection protocols egpv6 statistics
get-ddos-egpv6-statistics

show ddos-protection protocols egpv6 violations
get-ddos-egpv6-violations

show ddos-protection protocols eoam
get-ddos-eoam-information

show ddos-protection protocols eoam aggregate
get-ddos-eoam-aggregate

show ddos-protection protocols eoam parameters
get-ddos-eoam-parameters

show ddos-protection protocols eoam statistics
get-ddos-eoam-statistics

show ddos-protection protocols eoam violations
get-ddos-eoam-violations

show ddos-protection protocols esmc
get-ddos-esmc-information

show ddos-protection protocols esmc aggregate
get-ddos-esmc-aggregate

show ddos-protection protocols esmc parameters
get-ddos-esmc-parameters

show ddos-protection protocols esmc statistics
get-ddos-esmc-statistics

show ddos-protection protocols esmc violations
get-ddos-esmc-violations

show ddos-protection protocols ethernet-tcc

<get-ddos-eth-tcc-information>

show ddos-protection protocols ethernet-tcc aggregate

<get-ddos-eth-tcc-aggregate>

show ddos-protection protocols ethernet-tcc aggregate culprit-flows

<get-ddos-eth-tcc-aggregate-flows>

show ddos-protection protocols ethernet-tcc culprit-flows

<get-ddos-eth-tcc-flows>

show ddos-protection protocols ethernet-tcc flow-detection

<get-ddos-eth-tcc-flow-parameters>

show ddos-protection protocols ethernet-tcc parameters

<get-ddos-eth-tcc-parameters>

show ddos-protection protocols ethernet-tcc statistics

<get-ddos-eth-tcc-statistics>

show ddos-protection protocols ethernet-tcc violations
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<get-ddos-eth-tcc-violations>

show ddos-protection protocols exceptions
<get-ddos-exception-information>

show ddos-protection protocols exceptions
<get-ddos-exception-aggregate>

show ddos-protection protocols exceptions
<get-ddos-exception-aggregate-flows>

show ddos-protection protocols exceptions
<get-ddos-exception-flows>

show ddos-protection protocols exceptions
<get-ddos-exception-flow-parameters>

show ddos-protection protocols exceptions
<get-ddos-exception-mcast-rpf>

show ddos-protection protocols exceptions
<get-ddos-exception-mcast-rpf-flows>

show ddos-protection protocols exceptions
<get-ddos-exception-mtu-exceed>

show ddos-protection protocols exceptions
<get-ddos-exception-mtu-exceed-flows>
show ddos-protection protocols exceptions
<get-ddos-exception-parameters>

show ddos-protection protocols exceptions
<get-ddos-exception-statistics>

show ddos-protection protocols exceptions
<get-ddos-exception-unclass>

show ddos-protection protocols exceptions
<get-ddos-exception-unclass-flows>

show ddos-protection protocols exceptions
<get-ddos-exception-violations>

show ddos-protection protocols fab-probe

<get-ddos-fab-probe-information>

show ddos-protection protocols fab-probe

<get-ddos-fab-probe-aggregate>

show ddos-protection protocols fab-probe

<get-ddos-fab-probe-parameters>

show ddos-protection protocols fab-probe

<get-ddos-fab-probe-statistics>

show ddos-protection protocols fab-probe

<get-ddos-fab-probe-violations>

show ddos-protection protocols firewall-h
get-ddos-fw-host-information

show ddos-protection protocols firewall-h
get-ddos-fw-host-aggregate

show ddos-protection protocols firewall-h
get-ddos-fw-host-parameters

show ddos-protection protocols firewall-h
get-ddos-fw-host-statistics

show ddos-protection protocols firewall-h
get-ddos-fw-host-violations

show ddos-protection protocols ftp
get-ddos-ftp-information

show ddos-protection protocols ftp aggreg
get-ddos-ftp-aggregate

show ddos-protection protocols ftp parame
get-ddos-ftp-parameters

show ddos-protection protocols ftp statis
get-ddos-ftp-statistics

show ddos-protection protocols ftp violat

aggregate

aggregate culprit-flows
culprit-flows
flow-detection
mcast-rpf-err
mcast-rpf-err culprit-flows
mtu-exceeded

mtu-exceeded culprit-flows
parameters

statistics

unclassified

unclassified culprit-flows

violations

aggregate
parameters
statistics
violations

ost

ost aggregate
ost parameters
ost statistics

ost violations

ate
ters
tics

ions
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get-ddos-ftp-violations
show ddos-protection protocols
get-ddos-ftpv6-information
show ddos-protection protocols
get-ddos-ftpv6-aggregate
show ddos-protection protocols
get-ddos-ftpv6-parameters
show ddos-protection protocols
get-ddos-ftpv6-statistics
show ddos-protection protocols
get-ddos-ftpv6-violations
show ddos-protection protocols
<get-ddos-garp-reply-informatio

ftpvb

ftpv6 aggregate

ftpv6 parameters

ftpv6 statistics

ftpv6 violations

garp-reply

n>

show ddos-protection protocols garp-reply aggregate

<get-ddos-garp-reply-aggregate>

show ddos-protection protocols garp-reply aggregate culprit-flows
<get-ddos-garp-reply-aggregate-flows>
show ddos-protection protocols garp-reply culprit-flows

<get-ddos-garp-reply-flows>

show ddos-protection protocols garp-reply flow-detection
<get-ddos-garp-reply-flow-parameters>
show ddos-protection protocols garp-reply parameters

<get-ddos-garp-reply-parameters

>

show ddos-protection protocols garp-reply statistics

<get-ddos-garp-reply-statistics

>

show ddos-protection protocols garp-reply violations

<get-ddos-garp-reply-violations
show ddos-protection protocols
get-ddos-gre-information
show ddos-protection protocols
get-ddos-gre-aggregate
show ddos-protection protocols
<get-ddos-gre-hbc>
show ddos-protection protocols
<get-ddos-gre-hbc-flows>
show ddos-protection protocols
get-ddos-gre-parameters
show ddos-protection protocols
<get-ddos-gre-punt>
show ddos-protection protocols
<get-ddos-gre-punt-flows>
show ddos-protection protocols
get-ddos-gre-statistics
show ddos-protection protocols
get-ddos-gre-violations
show ddos-protection protocols
get-ddos-icmp-information
show ddos-protection protocols
get-ddos-icmp-aggregate
show ddos-protection protocols
get-ddos-icmp-parameters
show ddos-protection protocols
get-ddos-icmp-statistics
show ddos-protection protocols
get-ddos-icmp-violations
show ddos-protection protocols
<get-ddos-icmpv6-information>
show ddos-protection protocols
<get-ddos-icmpv6-aggregate>
show ddos-protection protocols
<get-ddos-icmpv6-aggregate-flow

>
gre

gre

gre

gre

gre

gre

gre

gre

gre

aggregate

hbc

hbc culprit-flows
parameters

punt

punt culprit-flows
statistics

violations

icmp

icmp aggregate

icmp parameters

icmp statistics

icmp violations

icmpv6

icmpv6 aggregate

icmpv6 aggregate culprit-flows

S>
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show ddos-protection protocols icmpv6 parameters

<get-ddos-icmpv6-parameters>

show ddos-protection protocols icmpv6 statistics

<get-ddos-icmpv6-statistics>

show ddos-protection protocols icmpv6 violations

<get-ddos-icmpv6-violations>

show ddos-protection protocols igmp
get-ddos-igmp-information

show ddos-protection protocols igmp aggregate
get-ddos-igmp-aggregate

show ddos-protection protocols igmp aggregate culprit-flows

show ddos-protection protocols igmp parameters
get-ddos-igmp-parameters

show ddos-protection protocols igmp statistics
get-ddos-igmp-statistics

show ddos-protection protocols igmp violations
get-ddos-igmp-violations

show ddos-protection protocols igmp-snoop
get-ddos-igmp-snoop-information

show ddos-protection protocols igmp-snoop aggregate
get-ddos-igmp-snoop-aggregate

show ddos-protection protocols igmp-snoop parameters
get-ddos-igmp-snoop-parameters

show ddos-protection protocols igmp-snoop statistics
get-ddos-igmp-snoop-statistics

show ddos-protection protocols igmp-snoop violations
get-ddos-igmp-snoop-violations

show ddos-protection protocols igmpv4vé
get-ddos-igmpv4v6-information

show ddos-protection protocols igmpv4v6 aggregate
get-ddos-igmpv4v6-aggregate

show ddos-protection protocols igmpv4v6 aggregate culprit-flows

show ddos-protection protocols igmpv4v6 parameters
get-ddos-igmpv4v6-parameters

show ddos-protection protocols igmpv4v6 statistics
get-ddos-igmpv4v6-statistics

show ddos-protection protocols igmpv4v6 violations
get-ddos-igmpv4v6e-violations

show ddos-protection protocols igmpvé
get-ddos-igmpv6-information

show ddos-protection protocols igmpv6 aggregate
get-ddos-igmpv6-aggregate

show ddos-protection protocols igmpv6 parameters
get-ddos-igmpv6-parameters

show ddos-protection protocols igmpv6 statistics
get-ddos-igmpv6-statistics

show ddos-protection protocols igmpv6 violations
get-ddos-igmpv6-violations

show ddos-protection protocols ip-fragments
get-ddos-ip-frag-information

show ddos-protection protocols ip-fragments aggregate
get-ddos-ip-frag-aggregate

show ddos-protection protocols ip-fragments first-fragment
get-ddos-ip-frag-first-frag

show ddos-protection protocols ip-fragments parameters
get-ddos-ip-frag-parameters

show ddos-protection protocols ip-fragments statistics
get-ddos-ip-frag-statistics

show ddos-protection protocols ip-fragments trail-fragment
get-ddos-ip-frag-trail-frag

show ddos-protection protocols ip-fragments violations

Copyright © 2018, Juniper Networks, Inc. 251



Administration Guide for Security Devices

get-ddos-ip-frag-violations

show ddos-protection protocols ip-options
get-ddos-ip-opt-information

show ddos-protection protocols ip-options ag
get-ddos-ip-opt-aggregate

show ddos-protection protocols ip-options no

<get-ddos-ip-opt-non-v4v6>

gregate

n-v4ve

show ddos-protection protocols ip-options parameters

get-ddos-ip-opt-parameters
show ddos-protection protocols ip-options ro
get-ddos-ip-opt-rt-alert

uter-alert

show ddos-protection protocols ip-options statistics

get-ddos-ip-opt-statistics

show ddos-protection protocols ip-options un
get-ddos-ip-opt-unclass

show ddos-protection protocols ipmc-reserved

<get-ddos-ipmc-reserved-flows>

show ddos-protection protocols ipmc-reserved

<get-ddos-ipmc-reserved-flow-parameters>

show ddos-protection protocols ipmc-reserved

<get-ddos-ipmc-reserved-parameters>

show ddos-protection protocols ipmc-reserved

<get-ddos-ipmc-reserved-statistics>

show ddos-protection protocols ipmc-reserved

<get-ddos-ipmc-reserved-violations>

show ddos-protection protocols ipmcast-miss

<get-ddos-ipmcast-miss-information>

show ddos-protection protocols ipmcast-miss

<get-ddos-ipmcast-miss-aggregate>

show ddos-protection protocols ipmcast-miss

<get-ddos-ipmcast-miss-aggregate-flows>

show ddos-protection protocols ipmcast-miss

<get-ddos-ipmcast-miss-flows>

show ddos-protection protocols ipmcast-miss

<get-ddos-ipmcast-miss-flow-parameters>

show ddos-protection protocols ipmcast-miss

<get-ddos-ipmcast-miss-parameters>

show ddos-protection protocols ipmcast-miss

<get-ddos-ipmcast-miss-statistics>

show ddos-protection protocols ipmcast-miss

<get-ddos-ipmcast-miss-violations>

show ddos-protection protocols ip-options vi
get-ddos-ip-opt-violations

show ddos-protection protocols ipv4-unclassi
get-ddos-ipv4-uncls-information

show ddos-protection protocols ipv4-unclassi
get-ddos-ipv4-uncls-aggregate

show ddos-protection protocols ipv4-unclassi
get-ddos-ipv4-uncls-parameters

show ddos-protection protocols ipv4-unclassi
get-ddos-ipv4-uncls-statistics

show ddos-protection protocols ipv4-unclassi
get-ddos-ipv4-uncls-violations

show ddos-protection protocols ipv6-unclassi
get-ddos-ipv6-uncls-information

show ddos-protection protocols ipv6-unclassi
get-ddos-ipv6-uncls-aggregate

show ddos-protection protocols ipv6-unclassi
get-ddos-ipv6-uncls-parameters

show ddos-protection protocols ipv6-unclassi
get-ddos-ipv6-uncls-statistics

classified
culprit-flows
flow-detection
parameters
statistics

violations

aggregate
aggregate culprit-flows
culprit-flows
flow-detection
parameters
statistics
violations
olations

fied

fied aggregate
fied parameters
fied statistics
fied violations
fied

fied aggregate
fied parameters

fied statistics
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show ddos-protection protocols

ipv6-unclassified violations

get-ddos-ipv6-uncls-violations

show ddos-protection protocols
get-ddos-isis-information
show ddos-protection protocols
get-ddos-isis-aggregate
show ddos-protection protocols
get-ddos-isis-parameters
show ddos-protection protocols
get-ddos-isis-statistics
show ddos-protection protocols
get-ddos-isis-violations
show ddos-protection protocols
<get-ddos-iso-tcc-information>
show ddos-protection protocols
<get-ddos-iso-tcc-aggregate>
show ddos-protection protocols

isis

isis aggregate
isis parameters
isis statistics
isis violations
iso-tcc

iso-tcc aggregate

iso-tcc aggregate culprit-flows

<get-ddos-iso-tcc-aggregate-flows>

show ddos-protection protocols
<get-ddos-iso-tcc-flows>
show ddos-protection protocols

iso-tcc culprit-flows

iso-tcc flow-detection

<get-ddos-iso-tcc-flow-parameters>

show ddos-protection protocols
<get-ddos-iso-tcc-parameters>
show ddos-protection protocols
<get-ddos-iso-tcc-statistics>
show ddos-protection protocols
<get-ddos-iso-tcc-violations>
show ddos-protection protocols
get-ddos-jfm-information
show ddos-protection protocols
get-ddos-jfm-aggregate
show ddos-protection protocols
get-ddos-jfm-parameters
show ddos-protection protocols
get-ddos-jfm-statistics
show ddos-protection protocols
get-ddos-jfm-violations
show ddos-protection protocols
get-ddos-I12tp-information
show ddos-protection protocols
get-ddos-12tp-aggregate
show ddos-protection protocols
get-ddos-I12tp-parameters
show ddos-protection protocols
get-ddos-I12tp-statistics
show ddos-protection protocols
get-ddos-12tp-violations
show ddos-protection protocols

iso-tcc parameters
iso-tcc statistics
iso-tcc violations
Jjfm

jfm aggregate

Jjfm parameters
Jjfm statistics
jfm violations
12tp

12tp aggregate
12tp parameters
12tp statistics
12tp violations

13dest-miss

<get-ddos-13dest-miss-information>

show ddos-protection protocols

13dest-miss aggregate

<get-ddos-13dest-miss-aggregate>

show ddos-protection protocols I3dest-miss aggregate culprit-flows

<get-ddos-13dest-miss-aggregate-flows>

show ddos-protection protocols

13dest-miss culprit-flows

<get-ddos-13dest-miss-flows>

show ddos-protection protocols

13dest-miss flow-detection

<get-ddos-13dest-miss-flow-parameters>

show ddos-protection protocols

I13dest-miss parameters

<get-ddos-13dest-miss-parameters>

show ddos-protection protocols

I13dest-miss statistics
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<get-ddos-13dest-miss-statistics>

show ddos-protection protocols I3dest-miss violations

<get-ddos-13dest-miss-violations>

show ddos-protection protocols I3mc-sgv-hit-icl

<get-ddos-13mc-sgv-hit-icl-information>

show ddos-protection protocols I3mc-sgv-hit-icl aggregate

<get-ddos-13mc-sgv-hit-icl-aggregate>

show ddos-protection protocols I3mc-sgv-hit-icl aggregate culprit-flows
<get-ddos-13mc-sgv-hit-icl-aggregate-flows>
show ddos-protection protocols I3mc-sgv-hit-icl culprit-flows

<get-ddos-13mc-sgv-hit-icl-flows>

show ddos-protection protocols I3mc-sgv-hit-icl flow-detection
<get-ddos-13mc-sgv-hit-icl-flow-parameters>
show ddos-protection protocols I3mc-sgv-hit-icl parameters

<get-ddos-13mc-sgv-hit-icl-parameters>

show ddos-protection protocols I3mc-sgv-hit-icl statistics

<get-ddos-13mc-sgv-hit-icl-statistics>

show ddos-protection protocols I3mc-sgv-hit-icl violations

<get-ddos-13mc-sgv-hit-icl-violations>
show ddos-protection protocols I3mtu-fail
<get-ddos-13mtu-fail-information>

show ddos-protection protocols I3mtu-fail aggregate

<get-ddos-I13mtu-fail-aggregate>

show ddos-protection protocols I3mtu-fail

<get-ddos-I13mtu-fail-aggregate-flows>

show ddos-protection protocols I3mtu-fail

<get-ddos-13mtu-fail-flows>

show ddos-protection protocols I3mtu-fail

<get-ddos-I13mtu-fail-flow-parameters>

show ddos-protection protocols I3mtu-fail

<get-ddos-13mtu-fail-parameters>

show ddos-protection protocols I3mtu-fail

<get-ddos-13mtu-fail-statistics>

show ddos-protection protocols I3mtu-fail

<get-ddos-I3mtu-fail-violations>
show ddos-protection protocols
<get-ddos-13nhop-information>
show ddos-protection protocols
<get-ddos-13nhop-aggregate>

show ddos-protection protocols

13nhop
13nhop

13nhop

<get-ddos-13nhop-aggregate-flows>

show ddos-protection protocols
<get-ddos-13nhop-flows>
show ddos-protection protocols

13nhop

13nhop

<get-ddos-13nhop-flow-parameters>

show ddos-protection protocols
<get-ddos-13nhop-parameters>
show ddos-protection protocols
<get-ddos-13nhop-statistics>
show ddos-protection protocols
<get-ddos-13nhop-violations>
show ddos-protection protocols
<get-ddos-lacp-information>
show ddos-protection protocols
<get-ddos-lacp-aggregate>

show ddos-protection protocols
<get-ddos-lacp-parameters>
show ddos-protection protocols
<get-ddos-lacp-statistics>
show ddos-protection protocols
<get-ddos-lacp-violations>

13nhop
13nhop
13nhop

lacp

lacp aggregate
lacp parameters
lacp statistics

lacp violations

aggregate culprit-flows
culprit-flows
flow-detection
parameters

statistics

violations

aggregate

aggregate culprit-flows
culprit-flows
flow-detection
parameters

statistics

violations
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show ddos-protection protocols
<get-ddos-ldp-information>
show ddos-protection protocols
<get-ddos-ldp-aggregate>

show ddos-protection protocols
<get-ddos-ldp-parameters>

show ddos-protection protocols
<get-ddos-ldp-statistics>

show ddos-protection protocols
<get-ddos-Ildp-violations>

show ddos-protection protocols

Idp

Idp aggregate
Idp parameters
Idp statistics
Idp violations

Idp-hello

<get-ddos-ldp-hello-information>

show ddos-protection protocols
<get-ddos-Ildp-hello-aggregate>
show ddos-protection protocols

Idp-hello aggregate

Idp-hello aggregate culprit-flows

<get-ddos-ldp-hello-aggregate-flows>

show ddos-protection protocols
<get-ddos-1dp-hello-flows>
show ddos-protection protocols

Idp-hello culprit-flows

Idp-hello flow-detection

<get-ddos-ldp-hello-flow-parameters>

show ddos-protection protocols
<get-ddos-Ildp-hello-parameters>
show ddos-protection protocols
<get-ddos-ldp-hello-statistics>
show ddos-protection protocols
<get-ddos-Ildp-hello-violations>
show ddos-protection protocols
<get-ddos-ldpv6-information>
show ddos-protection protocols
<get-ddos-ldpv6-aggregate>
show ddos-protection protocols
<get-ddos-ldpv6-parameters>
show ddos-protection protocols
<get-ddos-ldpv6-statistics>
show ddos-protection protocols
<get-ddos-ldpv6-violations>
show ddos-protection protocols
<get-ddos-I1ldp-information>
show ddos-protection protocols
<get-ddos-11dp-aggregate>

show ddos-protection protocols
<get-ddos-1ldp-parameters>
show ddos-protection protocols
<get-ddos-1ldp-statistics>
show ddos-protection protocols
<get-ddos-I1ldp-violations>
show ddos-protection protocols
<get-ddos-Imp-information>
show ddos-protection protocols
<get-ddos-Imp-aggregate>

show ddos-protection protocols
<get-ddos-Imp-parameters>

show ddos-protection protocols
<get-ddos-Imp-statistics>

show ddos-protection protocols
<get-ddos-Imp-violations>

show ddos-protection protocols
<get-ddos-Impv6-information>
show ddos-protection protocols
<get-ddos-Impv6-aggregate>
show ddos-protection protocols

Idp-hello parameters
Idp-hello statistics
Idp-hello violations
1dpv6

Idpv6 aggregate
Idpv6 parameters
ldpv6 statistics
Idpv6 violations
11dp

11dp aggregate

1l1dp parameters

1ldp statistics

1ldp violations

Imp

Imp aggregate

Imp parameters

Imp statistics

Imp violations

Impv6

Impv6 aggregate

Impv6 parameters
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<get-ddos-Impv6-parameters>
show ddos-protection protocols Impv6 statistics
<get-ddos-Impv6-statistics>
show ddos-protection protocols Impv6 violations
<get-ddos-Impv6-violations>
show ddos-protection protocols localnh
<get-ddos-localnh-information>
show ddos-protection protocols localnh aggregate
<get-ddos-localnh-aggregate>
show ddos-protection protocols localnh aggregate culprit-flows
<get-ddos-localnh-aggregate-flows>
show ddos-protection protocols localnh culprit-flows
<get-ddos-localnh-flows>
show ddos-protection protocols localnh flow-detection
<get-ddos-localnh-flow-parameters>
show ddos-protection protocols localnh parameters
<get-ddos-localnh-parameters>
show ddos-protection protocols localnh statistics
<get-ddos-localnh-statistics>
show ddos-protection protocols localnh violations
<get-ddos-localnh-violations>
show ddos-protection protocols mac-host
<get-ddos-mac-host-information>
show ddos-protection protocols mac-host aggregate
<get-ddos-mac-host-aggregate>
show ddos-protection protocols mac-host aggregate culprit-flows
<get-ddos-mac-host-aggregate-flows>
show ddos-protection protocols mac-host culprit-flows
<get-ddos-mac-host-flows>
show ddos-protection protocols mac-host flow-detection
<get-ddos-mac-host-flow-parameters>
show ddos-protection protocols mac-host parameters
<get-ddos-mac-host-parameters>
show ddos-protection protocols mac-host statistics
<get-ddos-mac-host-statistics>
show ddos-protection protocols mac-host violations
<get-ddos-mac-host-violations>
show ddos-protection protocols martian-address
<get-ddos-martian-address-information>
show ddos-protection protocols martian-address aggregate
<get-ddos-martian-address-aggregate>
show ddos-protection protocols martian-address aggregate culprit-flows
<get-ddos-martian-address-aggregate-flows>
show ddos-protection protocols martian-address culprit-flows
<get-ddos-martian-address-flows>
show ddos-protection protocols martian-address flow-detection
<get-ddos-martian-address-flow-parameters>
show ddos-protection protocols martian-address parameters
<get-ddos-martian-address-parameters>
show ddos-protection protocols martian-address statistics
<get-ddos-martian-address-statistics>
show ddos-protection protocols martian-address violations
<get-ddos-martian-address-violations>
show ddos-protection protocols mac-host
<get-ddos-mac-host-information>
show ddos-protection protocols mac-host aggregate
<get-ddos-mac-host-aggregate>
show ddos-protection protocols mac-host parameters
<get-ddos-mac-host-parameters>
show ddos-protection protocols mac-host statistics
<get-ddos-mac-host-statistics>
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show ddos-protection protocols mac-host violations

<get-ddos-mac-host-violatio

ns>

show ddos-protection protocols mcast-snoop mid
<get-ddos-mcast-snoop-mld>

show ddos-protection protocols mcast-snoop mld culprit-flows

<get-ddos-mcast-snoop-mld-flows>
show ddos-protection protocols mild
<get-ddos-mld-information>
show ddos-protection protocols
<get-ddos-mld-aggregate>

show ddos-protection protocols
show ddos-protection protocols
<get-ddos-mld-flows>

show ddos-protection protocols
<get-ddos-mld-flow-parameters>
show ddos-protection protocols
<get-ddos-mld-parameters>

show ddos-protection protocols
<get-ddos-mld-statistics>

show ddos-protection protocols
<get-ddos-mld-violations>

show ddos-protection protocols

<get-ddos-mlp-information>

show ddos-protection protocols
<get-ddos-mlp-add>

show ddos-protection protocols
<get-ddos-mlp-add-flows>

show ddos-protection protocols

<get-ddos-mlp-aggregate>

show ddos-protection protocols
<get-ddos-mlp-aggregate-flows>
show ddos-protection protocols
<get-ddos-mlp-flows>

show ddos-protection protocols
<get-ddos-mlp-delete>

show ddos-protection protocols
get-ddos-mlp-delete-flows

show ddos-protection protocols
get-ddos-mlp-flow-parameters
show ddos-protection protocols
<get-ddos-mlp-lookup>

show ddos-protection protocols
<get-ddos-mlp-lookup-flows>
show ddos-protection protocols
<get-ddos-mlp-mac-pinning>

show ddos-protection protocols mlp

mld aggregate

mld aggregate culprit-flows
mld culprit-flows

mld flow-detection

mld parameters

mld statistics

mld violations

mlp

mlp add

mlp add culprit-flows
mlp aggregate

mlp aggregate culprit-flows
mlp culprit-flows

mlp delete

mlp delete culprit-flows
mlp Flow-detection

mlp lookup

mlp lookup culprit-flows

mlp macpin-exception

<get-ddos-mlp-mac-pinning-flows>
show ddos-protection protocols mlp aging-exception

<get-ddos-mlp-aging-exc>

show ddos-protection protocols

<get-ddos-mlp-packets>

show ddos-protection protocols

get-ddos-mlp-parameters

show ddos-protection protocols

<get-ddos-mlp-statistics>

show ddos-protection protocols

<get-ddos-mlp-unclass>

show ddos-protection protocols

<get-ddos-mlp-violations>

mlp packets

mlp parameters
mlp statistics
mlp unclassified

mlp violations

show ddos-protection protocols msdp

<get-ddos-msdp-information>

macpin-exception culprit-flows
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show ddos-protection protocols msdp aggregate
<get-ddos-msdp-aggregate>

show ddos-protection protocols msdp parameters
<get-ddos-msdp-parameters>

show ddos-protection protocols msdp statistics
<get-ddos-msdp-statistics>

show ddos-protection protocols msdp violations
<get-ddos-msdp-violations>

show ddos-protection protocols msdpv6é
<get-ddos-msdpv6-information>

show ddos-protection protocols msdpv6 aggregate
<get-ddos-msdpv6-aggregate>

show ddos-protection protocols msdpv6 parameters
<get-ddos-msdpv6-parameters>

show ddos-protection protocols msdpv6 statistics
<get-ddos-msdpv6-statistics>

show ddos-protection protocols msdpv6 violations
<get-ddos-msdpv6-violations>

show ddos-protection protocols multihop-bfd

<get-ddos-mhop-bfd-information>

show ddos-protection protocols multihop-bfd aggregate

<get-ddos-mhop-bfd-aggregate>

show ddos-protection protocols multihop-bfd aggregate culprit-flows

<get-ddos-mhop-bfd-aggregate-flows>

show ddos-protection protocols multihop-bfd culprit-flows

<get-ddos-mhop-bfd-flows>

show ddos-protection protocols multihop-bfd flow-detection

<get-ddos-mhop-bfd-flow-parameters>

show ddos-protection protocols multihop-bfd parameters

<get-ddos-mhop-bfd-parameters>

show ddos-protection protocols multihop-bfd statistics

<get-ddos-mhop-bfd-statistics>

show ddos-protection protocols multihop-bfd violations

<get-ddos-mhop-bfd-violations>show ddos-protection protocols multicast-copy
<get-ddos-mcast-copy-information>

show ddos-protection protocols multicast-copy aggregate
<get-ddos-mcast-copy-aggregate>

show ddos-protection protocols multicast-copy parameters
<get-ddos-mcast-copy-parameters>

show ddos-protection protocols multicast-copy statistics
<get-ddos-mcast-copy-statistics>

show ddos-protection protocols multicast-copy violations
<get-ddos-mcast-copy-violations>

show ddos-protection protocols mvrp
<get-ddos-mvrp-information>

show ddos-protection protocols mvrp aggregate
<get-ddos-mvrp-aggregate>

show ddos-protection protocols mvrp parameters
<get-ddos-mvrp-parameters<

show ddos-protection protocols mvrp statistics
<get-ddos-mvrp-statistics>

show ddos-protection protocols mvrp violations
<get-ddos-mvrp-violations>

show ddos-protection protocols ndpv6é

<get-ddos-ndpv6-information>

show ddos-protection protocols ndpv6 aggregate

<get-ddos-ndpv6-aggregate>

show ddos-protection protocols ndpv6 aggregate culprit-flows

<get-ddos-ndpv6-aggregate-flows>

show ddos-protection protocols ndpv6é culprit-flows

<get-ddos-ndpv6-flows>
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show ddos-protection protocols ndpv6
<get-ddos-ndpv6-flow-parameters>
show ddos-protection protocols ndpv6é
<get-ddos-ndpv6-neighb-adv>

show ddos-protection protocols ndpv6
<get-ddos-ndpv6-neighb-adv-flows>
show ddos-protection protocols ndpv6
<get-ddos-ndpv6-neighb-sol>

show ddos-protection protocols ndpv6é
<get-ddos-ndpv6-neighb-sol-flows>
show ddos-protection protocols ndpv6
<get-ddos-ndpv6-parameters>

show ddos-protection protocols ndpv6
<get-ddos-ndpv6-redirect>

show ddos-protection protocols ndpv6é
<get-ddos-ndpv6-redirect-flows>

show ddos-protection protocols ndpv6
<get-ddos-ndpv6-router-adv>

show ddos-protection protocols ndpv6
<get-ddos-ndpv6-router-adv-flows>
show ddos-protection protocols ndpv6é
<get-ddos-ndpv6-router-sol>

show ddos-protection protocols ndpv6
<get-ddos-ndpv6-router-sol-flows>

flow-detection
neighbor-advertisement
neighbor-advertisement culprit-flows
neighbor-solicitation
neighbor-solicitation culprit-flows
parameters

redirect

redirect culprit-flows
router-advertisement
router-advertisement culprit-flows
router-solicitation

router-solicitation culprit-flows

show ddos-protection protocols nonucast-switch
<get-ddos-nonucast-switch-information>

show ddos-protection protocols nonucast-switch

<get-ddos-nonucast-switch-aggregate>

show ddos-protection protocols nonucast-switch

aggregate

aggregate culprit-flows

<get-ddos-nonucast-switch-aggregate-flows>

show ddos-protection protocols nonucast-switch

<get-ddos-nonucast-switch-flows>

show ddos-protection protocols nonucast-switch

culprit-flows

flow-detection

<get-ddos-nonucast-switch-flow-parameters>

show ddos-protection protocols nonucast-switch
<get-ddos-nonucast-switch-parameters>
show ddos-protection protocols nonucast-switch
<get-ddos-nonucast-switch-statistics>
show ddos-protection protocols nonucast-switch
<get-ddos-nonucast-switch-violations>

show ddos-protection protocols ntp
get-ddos-ntp-information
show ddos-protection protocols
get-ddos-ntp-aggregate
show ddos-protection protocols
get-ddos-ntp-parameters
show ddos-protection protocols
get-ddos-ntp-statistics
show ddos-protection protocols
get-ddos-ntp-violations
show ddos-protection protocols
get-ddos-oam-cfm-information
show ddos-protection protocols
<get-ddos-oam-cfm-aggregate>

show ddos-protection protocols oam-cfm

<get-ddos-oam-cfm-aggregate-flows>

show ddos-protection protocols oam-cfm

<get-ddos-oam-cfm-flows>

show ddos-protection protocols oam-cfm

<get-ddos-oam-cfm-flow-parameters>

show ddos-protection protocols oam-cfm

oam-cfm

parameters

statistics

violations

ntp aggregate
ntp parameters
ntp statistics
ntp violations

oam-cfm

aggregate

aggregate culprit-flows
culprit-flows
flow-detection

parameters
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<get-ddos-oam-cfm-parameters>

show ddos-protection protocols oam-cfm statistics

<get-ddos-oam-cfm-statistics>

show ddos-protection protocols oam-cfm violations

<get-ddos-oam-cfm-violations>

show ddos-protection protocols oam-I1fm
get-ddos-oam-1fm-information

show ddos-protection protocols oam-1fm aggregate
get-ddos-oam-1fm-aggregate

show ddos-protection protocols oam-1fm parameters
get-ddos-oam-1fm-parameters

show ddos-protection protocols oam-1fm statistics
get-ddos-oam-1fm-statistics

show ddos-protection protocols oam-1fm violations
get-ddos-oam-Ifm-violations

show ddos-protection protocols ospf
get-ddos-ospf-information

show ddos-protection protocols ospf aggregate
get-ddos-ospf-aggregate

show ddos-protection protocols ospf parameters
get-ddos-ospf-parameters

show ddos-protection protocols ospf statistics
get-ddos-ospf-statistics

show ddos-protection protocols ospf violations
get-ddos-ospf-violations

show ddos-protection protocols ospf-hello

<get-ddos-ospf-hello-information>

show ddos-protection protocols ospf-hello aggregate

<get-ddos-ospf-hello-aggregate>

show ddos-protection protocols ospf-hello aggregate culprit-flows

<get-ddos-ospf-hello-aggregate-flows>

show ddos-protection protocols ospf-hello culprit-flows

<get-ddos-ospf-hello-flows>

show ddos-protection protocols ospf-hello flow-detection

<get-ddos-ospf-hello-flow-parameters>

show ddos-protection protocols ospf-hello parameters

<get-ddos-ospf-hello-parameters>

show ddos-protection protocols ospf-hello statistics

<get-ddos-ospf-hello-statistics>

show ddos-protection protocols ospf-hello violations

<get-ddos-ospf-hello-violations>

show ddos-protection protocols ospfv3v6
get-ddos-ospfv3v6-information

show ddos-protection protocols ospfv3v6 aggregate
get-ddos-ospfv3v6-aggregate

show ddos-protection protocols ospfv3v6 parameters
get-ddos-ospfv3v6-parameters

show ddos-protection protocols ospfv3v6 statistics
get-ddos-ospfv3v6-statistics

show ddos-protection protocols ospfv3v6 violations
get-ddos-ospfv3v6-violations

show ddos-protection protocols parameters
get-ddos-protocols-parameters

show ddos-protection protocols pfe-alive
get-ddos-pfe-alive-information

show ddos-protection protocols pfe-alive aggregate
get-ddos-pfe-alive-aggregate

show ddos-protection protocols pfe-alive parameters
get-ddos-pfe-alive-parameters

show ddos-protection protocols pfe-alive statistics
get-ddos-pfe-alive-statistics
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show ddos-protection protocols pfe-alive violations
get-ddos-pfe-alive-violations
show ddos-protection protocols pim
get-ddos-pim-information
show ddos-protection protocols pim aggregate
get-ddos-pim-aggregate
show ddos-protection protocols pim aggregate culprit-flows
show ddos-protection protocols pim parameters
get-ddos-pim-parameters
show ddos-protection protocols pim statistics
get-ddos-pim-statistics
show ddos-protection protocols pim violations
get-ddos-pim-violations
show ddos-protection protocols pim-ctrl
<get-ddos-pim-ctrl-information>
show ddos-protection protocols pim-ctrl aggregate
<get-ddos-pim-ctrl-aggregate>
show ddos-protection protocols pim-ctrl aggregate culprit-flows
<get-ddos-pim-ctrl-aggregate-flows>
show ddos-protection protocols pim-ctrl culprit-flows
<get-ddos-pim-ctri-flows>
show ddos-protection protocols pim-ctrl flow-detection
<get-ddos-pim-ctrl-flow-parameters>
show ddos-protection protocols pim-ctrl parameters
<get-ddos-pim-ctrl-parameters>
show ddos-protection protocols pim-ctrl statistics
<get-ddos-pim-ctrl-statistics>
show ddos-protection protocols pim-ctrl violations
<get-ddos-pim-ctrl-violations>
show ddos-protection protocols pim-data
<get-ddos-pim-data-information>
show ddos-protection protocols pim-data aggregate
<get-ddos-pim-data-aggregate>
show ddos-protection protocols pim-data aggregate culprit-flows
<get-ddos-pim-data-aggregate-flows>
show ddos-protection protocols pim-data culprit-flows
<get-ddos-pim-data-flows>
show ddos-protection protocols pim-data flow-detection
<get-ddos-pim-data-flow-parameters>
show ddos-protection protocols pim-data parameters
<get-ddos-pim-data-parameters>
show ddos-protection protocols pim-data statistics
<get-ddos-pim-data-statistics>
show ddos-protection protocols pim-data violations
<get-ddos-pim-data-violations>
show ddos-protection protocols pimv6
<get-ddos-pimv6-information>
show ddos-protection protocols pimv6é aggregate
<get-ddos-pimv6-aggregate>
show ddos-protection protocols pimv6 aggregate culprit-flows
show ddos-protection protocols pimv6é parameters
<get-ddos-pimv6-parameters>
show ddos-protection protocols pimv6 statistics
<get-ddos-pimv6-statistics>
show ddos-protection protocols pimv6 violations
<get-ddos-pimv6-violations>
show ddos-protection protocols pkt-inject
<get-ddos-pkt-inject-information>
show ddos-protection protocols pkt-inject aggregate
<get-ddos-pkt-inject-aggregate>
show ddos-protection protocols pkt-inject aggregate culprit-flows
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<get-ddos-pkt-inject-aggregate-flows>

show ddos-protection protocols pkt-inject culprit-flows
<get-ddos-pkt-inject-flows>

show ddos-protection protocols pkt-inject flow-detection
<get-ddos-pkt-inject-flow-parameters>

show ddos-protection protocols pkt-inject parameters
<get-ddos-pkt-inject-parameters>

show ddos-protection protocols pkt-inject statistics
<get-ddos-pkt-inject-statistics>

show ddos-protection protocols pkt-inject violations
<get-ddos-pkt-inject-violations>

show ddos-protection protocols pmvrp
get-ddos-pmvrp-information

show ddos-protection protocols pmvrp aggregate
get-ddos-pmvrp-aggregate

show ddos-protection protocols pmvrp parameters
get-ddos-pmvrp-parameters

show ddos-protection protocols pmvrp statistics
get-ddos-pmvrp-statistics

show ddos-protection protocols pmvrp violations
get-ddos-pmvrp-violations

show ddos-protection protocols pos
get-ddos-pos-information

show ddos-protection protocols pos aggregate
get-ddos-pos-aggregate

show ddos-protection protocols pos aggregate culprit-flows

show ddos-protection protocols pos parameters
get-ddos-pos-parameters

show ddos-protection protocols pos statistics
get-ddos-pos-statistics

show ddos-protection protocols pos violations
get-ddos-pos-violations

show ddos-protection protocols ppp
get-ddos-ppp-information

show ddos-protection protocols ppp aggregate
get-ddos-ppp-aggregate

show ddos-protection protocols ppp authentication
get-ddos-ppp-auth

show ddos-protection protocols ppp authentication culprit-flows

show ddos-protection protocols ppp ipcp
get-ddos-ppp-ipcp

show ddos-protection protocols ppp ipvécp
get-ddos-ppp-ipvécp

show ddos-protection protocols ppp isis
get-ddos-ppp-isis

show ddos-protection protocols ppp isis culprit-flows

show ddos-protection protocols ppp Icp
get-ddos-ppp-Icp

show ddos-protection protocols ppp Icp culprit-flows

show ddos-protection protocols ppp mplscp
get-ddos-ppp-mplscp

show ddos-protection protocols ppp mplscp culprit-flows

show ddos-protection protocols ppp parameters
get-ddos-ppp-parameters

show ddos-protection protocols ppp statistics
get-ddos-ppp-statistics

show ddos-protection protocols ppp unclassified

<get-ddos-ppp-unclass>

show ddos-protection protocols ppp violations
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get-ddos-ppp-violations

show ddos-protection protocols pppoe
get-ddos-pppoe-information

show ddos-protection protocols pppoe aggregate
get-ddos-pppoe-aggregate

show ddos-protection protocols pppoe padi
get-ddos-pppoe-padi

show ddos-protection protocols pppoe padm
get-ddos-pppoe-padm

show ddos-protection protocols pppoe padn
get-ddos-pppoe-padn

show ddos-protection protocols pppoe pado
get-ddos-pppoe-pado

show ddos-protection protocols pppoe padr
get-ddos-pppoe-padr

show ddos-protection protocols pppoe pads
get-ddos-pppoe-pads

show ddos-protection protocols pppoe padt
get-ddos-pppoe-padt

show ddos-protection protocols pppoe parameters
get-ddos-pppoe-parameters

show ddos-protection protocols pppoe statistics
get-ddos-pppoe-statistics

show ddos-protection protocols pppoe violations
get-ddos-pppoe-violations

show ddos-protection protocols proto-802-1x

<get-ddos-8021x-information>

show ddos-protection protocols proto-802-1x aggregate

<get-ddos-8021x-aggregate>

show ddos-protection protocols proto-802-1x aggregate culprit-flows

get-ddos-8021x-aggregate-flows

show ddos-protection protocols proto-802-1x culprit-flows

<get-ddos-8021x-flows>

show ddos-protection protocols proto-802-1x flow-detection

<get-ddos-8021x-flow-parameters>

show ddos-protection protocols proto-802-1x parameters

<get-ddos-8021x-parameters>

show ddos-protection protocols proto-802-1x statistics

<get-ddos-8021x-statistics>

show ddos-protection protocols proto-802-1x violations

<get-ddos-8021x-violations>

show ddos-protection protocols ptp
get-ddos-ptp-information

show ddos-protection protocols ptp aggregate
get-ddos-ptp-aggregate

show ddos-protection protocols ptp aggregate culprit-flows

show ddos-protection protocols ptp parameters
get-ddos-ptp-parameters

show ddos-protection protocols ptp statistics
get-ddos-ptp-statistics

show ddos-protection protocols ptp violations
get-ddos-ptp-violations

show ddos-protection protocols ptpv6

<get-ddos-ptpv6-information>

show ddos-protection protocols ptpv6 aggregate

<get-ddos-ptpv6-aggregate>

show ddos-protection protocols ptpv6 aggregate culprit-flows

<get-ddos-ptpv6-aggregate-flows>

show ddos-protection protocols ptpv6 culprit-flows

<get-ddos-ptpv6-flows>

show ddos-protection protocols ptpv6 flow-detection
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<get-ddos-ptpv6-flow-parameters>

show

<get-

show

ddos-protection protocols ptpv6 parameters
ddos-ptpv6-parameters>
ddos-protection protocols ptpv6 statistics

<get-ddos-ptpv6-statistics>

show

ddos-protection protocols ptpv6 violations

<get-ddos-ptpv6-violations>

show

ddos-protection protocols pvstp

get-ddos-pvstp-information

show

ddos-protection protocols pvstp aggregate

get-ddos-pvstp-aggregate

show

ddos-protection protocols pvstp parameters

get-ddos-pvstp-parameters

show

ddos-protection protocols pvstp statistics

get-ddos-pvstp-statistics

show

ddos-protection protocols pvstp violations

get-ddos-pvstp-violations

show

ddos-protection protocols radius

get-ddos-radius-information

show

ddos-protection protocols radius accounting

get-ddos-radius-account

show

ddos-protection protocols radius aggregate

get-ddos-radius-aggregate

show
show

ddos-protection protocols radius accounting culprit-flows
ddos-protection protocols radius authorization

get-ddos-radius-auth

show

ddos-protection protocols radius parameters

get-ddos-radius-parameters

show

ddos-protection protocols radius server

get-ddos-radius-server

show

ddos-protection protocols radius statistics

get-ddos-radius-statistics

show

ddos-protection protocols radius violations

get-ddos-radius-violations

show

show

show

show

show

show

show

show

show

show

show

show

show

show

ddos-protection protocols re-services
<get-ddos-re-services-information>

ddos-protection protocols re-services aggregate
<get-ddos-re-services-aggregate>

ddos-protection protocols re-services aggregate culprit-flows
<get-ddos-re-services-aggregate-flows>

ddos-protection protocols re-services captive-portal
<get-ddos-re-services-captive-portal>

ddos-protection protocols re-services captive-portal culprit-flows
<get-ddos-re-services-captive-portal-flows>

ddos-protection protocols re-services culprit-flows
<get-ddos-re-services-flows>

ddos-protection protocols re-services flow-detection
<get-ddos-re-services-flow-parameters>

ddos-protection protocols re-services parameters
<get-ddos-re-services-parameters>

ddos-protection protocols re-services statistics
<get-ddos-re-services-statistics>

ddos-protection protocols re-services violations
<get-ddos-re-services-violations>

ddos-protection protocols re-services-v6
<get-ddos-re-services-v6-information>

ddos-protection protocols re-services-v6 aggregate
<get-ddos-re-services-v6-aggregate>

ddos-protection protocols re-services-v6 aggregate culprit-flows
<get-ddos-re-services-v6-aggregate-flows>

ddos-protection protocols re-services-v6 captive-portal
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<get-ddos-re-services-v6-captive-portal-v6>
show ddos-protection protocols re-services-v6 captive-portal culprit-flows
<get-ddos-re-services-v6-captive-portal-v6-flows>
show ddos-protection protocols re-services-v6 culprit-flows
<get-ddos-re-services-v6-flows>
show ddos-protection protocols re-services-v6 flow-detection
<get-ddos-re-services-v6-flow-parameters>
show ddos-protection protocols re-services-v6 parameters
<get-ddos-re-services-v6-parameters>
show ddos-protection protocols re-services-v6 statistics
<get-ddos-re-services-v6-statistics>
show ddos-protection protocols re-services-v6 violations
<get-ddos-re-services-v6-violations>
show ddos-protection protocols redirect
get-ddos-redirect-information
show ddos-protection protocols redirect aggregate
get-ddos-redirect-aggregate
show ddos-protection protocols redirect parameters
get-ddos-redirect-parameters
show ddos-protection protocols redirect statistics
get-ddos-redirect-statistics
show ddos-protection protocols redirect violations
get-ddos-redirect-violations

show ddos-protection protocols reject
<get-ddos-reject-information>

show ddos-protection protocols reject aggregate
<get-ddos-reject-aggregate>

show ddos-protection protocols reject parameters
<get-ddos-reject-parameters>

show ddos-protection protocols reject statistics
<get-ddos-reject-statistics>

show ddos-protection protocols reject violations
<get-ddos-reject-violations>

show ddos-protection protocols rejectvéshow ddos-protection protocols rejectvé

aggregate

show ddos-protection protocols rejectv6 aggregate culprit-flows

show ddos-protection protocols rejectv6 flow-detection

show ddos-protection protocols rejectv6 parameters

show ddos-protection protocols rejectv6 statistics

show ddos-protection protocols rejectv6 violations

show ddos-protection protocols rip
get-ddos-rip-information

show ddos-protection protocols rip aggregate
get-ddos-rip-aggregate

show ddos-protection protocols rip aggregate culprit-flows

show ddos-protection protocols rip culprit-flows

show ddos-protection protocols rip parameters
get-ddos-rip-parameters

show ddos-protection protocols rip statistics
get-ddos-rip-statistics

show ddos-protection protocols rip violations
get-ddos-rip-violations

show ddos-protection protocols ripv6
get-ddos-ripv6-information

show ddos-protection protocols ripv6 aggregate
get-ddos-ripv6-aggregate

show ddos-protection protocols ripv6 aggregate culprit-flows

show ddos-protection protocols ripv6 parameters
get-ddos-ripv6-parameters
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show ddos-protection protocols ripv6 statistics
get-ddos-ripv6-statistics

show ddos-protection protocols ripv6 violations
get-ddos-ripv6-violations

show ddos-protection protocols rsvp
get-ddos-rsvp-information

show ddos-protection protocols rsvp aggregate
get-ddos-rsvp-aggregate

show ddos-protection protocols rsvp aggregate culprit-flows

show ddos-protection protocols rsvp parameters
get-ddos-rsvp-parameters

show ddos-protection protocols rsvp statistics
get-ddos-rsvp-statistics

show ddos-protection protocols rsvp violations
get-ddos-rsvp-violations

show ddos-protection protocols rsvpvé
get-ddos-rsvpv6-information

show ddos-protection protocols rsvpv6é aggregate
get-ddos-rsvpv6-aggregate

show ddos-protection protocols rsvpv6 aggregate culprit-flows

show ddos-protection protocols rsvpv6é parameters
get-ddos-rsvpv6-parameters

show ddos-protection protocols rsvpv6 statistics
get-ddos-rsvpv6-statistics

show ddos-protection protocols rsvpv6 violations
get-ddos-rsvpv6-violations

show ddos-protection protocols sample

<get-ddos-sample-information>

show ddos-protection protocols sample aggregate

<get-ddos-sample-aggregate>

show ddos-protection protocols sample aggregate culprit-flows

show ddos-protection protocols sample host

<get-ddos-sample-host>

show ddos-protection protocols sample parameters

<get-ddos-sample-parameters>

show ddos-protection protocols sample pfe

<get-ddos-sample-pfe>

show ddos-protection protocols sample pfe culprit-flows

show ddos-protection protocols sample sflow

<get-ddos-sample-sflow>

show ddos-protection protocols sample sflow culprit-flows

<get-ddos-sample-sflow-flows>

show ddos-protection protocols sample statistics

<get-ddos-sample-statistics>

show ddos-protection protocols sample syslog

show ddos-protection protocols sample tap

<get-ddos-sample-tap>

show ddos-protection protocols sample tap culprit-flows

show ddos-protection protocols sample violations

<get-ddos-sample-violations>

show ddos-protection protocols services
get-ddos-services-information

show ddos-protection protocols sample-dest

<get-ddos-sample-dest-information>

show ddos-protection protocols sample-dest aggregate

<get-ddos-sample-dest-aggregate>

show ddos-protection protocols sample-dest aggregate culprit-flows

<get-ddos-sample-dest-aggregate-flows>

show ddos-protection protocols sample-dest culprit-flows

<get-ddos-sample-dest-flows>

show ddos-protection protocols sample-dest flow-detection
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<get-ddos-sample-dest-flow-parameters>
show ddos-protection protocols sample-dest parameters
<get-ddos-sample-dest-parameters>
show ddos-protection protocols sample-dest statistics
<get-ddos-sample-dest-statistics>
show ddos-protection protocols sample-dest violations
<get-ddos-sample-dest-violations>
show ddos-protection protocols sample-source
<get-ddos-sample-source-information>
show ddos-protection protocols sample-source aggregate
<get-ddos-sample-source-aggregate>
show ddos-protection protocols sample-source aggregate culprit-flows
<get-ddos-sample-source-aggregate-flows>
show ddos-protection protocols sample-source culprit-flows
<get-ddos-sample-source-flows>
show ddos-protection protocols sample-source flow-detection
<get-ddos-sample-source-flow-parameters>
show ddos-protection protocols sample-source parameters
<get-ddos-sample-source-parameters>
show ddos-protection protocols sample-source statistics
<get-ddos-sample-source-statistics>
show ddos-protection protocols sample-source violations
<get-ddos-sample-source-violations>
show ddos-protection protocols services aggregate
<get-ddos-services-aggregate>
show ddos-protection protocols services parameters
<get-ddos-services-parameters>
show ddos-protection protocols services statistics
<get-ddos-services-statistics>
show ddos-protection protocols syslog
<get-ddos-syslog-information>
show ddos-protection protocols syslog aggregate
<get-ddos-syslog-aggregate>
show ddos-protection protocols syslog aggregate culprit-flows
<get-ddos-syslog-aggregate-flows>
show ddos-protection protocols syslog culprit-flows
<get-ddos-syslog-flows>
show ddos-protection protocols syslog flow-detection
<get-ddos-syslog-flow-parameters>
show ddos-protection protocols syslog parameters
<get-ddos-syslog-parameters>
show ddos-protection protocols syslog statistics
<get-ddos-syslog-statistics>
show ddos-protection protocols syslog violations
<get-ddos-syslog-violations>
show ddos-protection protocols services violations
get-ddos-services-violations
show ddos-protection protocols snmp
get-ddos-snmp-information
show ddos-protection protocols snmp aggregate
get-ddos-snmp-aggregate
show ddos-protection protocols snmp aggregate culprit-flows
show ddos-protection protocols snmp parameters
get-ddos-snmp-parameters
show ddos-protection protocols snmp statistics
get-ddos-snmp-statistics
show ddos-protection protocols snmp violations
get-ddos-snmp-violations
show ddos-protection protocols snmpv6
get-ddos-snmpv6-information
show ddos-protection protocols snmpv6 aggregate
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get-ddos-snmpv6-aggregate
show ddos-protection protocols
show ddos-protection protocols
get-ddos-snmpv6-parameters
show ddos-protection protocols
get-ddos-snmpv6-statistics
show ddos-protection protocols
get-ddos-snmpv6-violations
show ddos-protection protocols
get-ddos-ssh-information
show ddos-protection protocols
get-ddos-ssh-aggregate
show ddos-protection protocols
get-ddos-ssh-parameters
show ddos-protection protocols
get-ddos-ssh-statistics
show ddos-protection protocols
get-ddos-ssh-violations
show ddos-protection protocols
get-ddos-sshv6-information
show ddos-protection protocols
get-ddos-sshv6-aggregate
show ddos-protection protocols
get-ddos-sshv6-parameters
show ddos-protection protocols

<get-ddos-sshv6-statistics>

show ddos-protection protocols

<get-ddos-sshv6-violations>

show ddos-protection protocols

snmpv6 aggregate culprit-flows
snmpv6 parameters

snmpv6 statistics
snmpv6 violations
ssh

ssh aggregate

ssh parameters
ssh statistics
ssh violations
sshv6

sshv6 aggregate
sshv6 parameters
sshv6 statistics
sshv6 violations

statistics

<get-ddos-protocols-statistics>

show ddos-protection protocols
<get-ddos-stp-information>
show ddos-protection protocols
<get-ddos-stp-aggregate>
show ddos-protection protocols
<get-ddos-stp-parameters>
show ddos-protection protocols
<get-ddos-stp-statistics>
show ddos-protection protocols
<get-ddos-stp-violations>
show ddos-protection protocols

stp

stp aggregate
stp parameters
stp statistics
stp violations

tacacs

<get-ddos-tacacs-information>

show ddos-protection protocols

<get-ddos-tacacs-aggregate>

show ddos-protection protocols

tacacs aggregate

tacacs parameters

<get-ddos-tacacs-parameters>

show ddos-protection protocols

tacacs statistics

<get-ddos-tacacs-statistics>

show ddos-protection protocols

tacacs violations

<get-ddos-tacacs-violations>

show ddos-protection protocols
<get-ddos-tcc-information>
show ddos-protection protocols
<get-ddos-tcc-aggregate>

show ddos-protection protocols
<get-ddos-tcc-aggregate-flows>
show ddos-protection protocols
<get-ddos-tcc-flows>

show ddos-protection protocols
<get-ddos-tcc-ethernet-tcc>

tcc

tcc aggregate

tcc aggregate culprit-flows
tcc culprit-flows

tcc ethernet-tcc
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show ddos-protection protocols tcc ethernet-tcc culprit-flows

<get-ddos-tcc-ethernet-tcc-flows>

show ddos-protection protocols tcc flow-detection

<get-ddos-tcc-flow-parameters>

show ddos-protection protocols tcc iso-tcc

<get-ddos-tcc-iso-tcc>

show ddos-protection protocols tcc iso-tcc culprit-flows

<get-ddos-tcc-iso-tcc-flows>

show ddos-protection protocols tcc parameters

<get-ddos-tcc-parameters>

show ddos-protection protocols tcc statistics

<get-ddos-tcc-statistics>

show ddos-protection protocols tcc unclassified

<get-ddos-tcc-unclass>

show ddos-protection protocols tcc unclassified culprit-flows

<get-ddos-tcc-unclass-flows>

show ddos-protection protocols tcc violations

<get-ddos-tcc-violations>

show ddos-protection protocols tcp-flags
<get-ddos-tcp-flags-information>

show ddos-protection protocols tcp-flags
<get-ddos-tcp-flags-aggregate>

show ddos-protection protocols tcp-flags
<get-ddos-tcp-flags-establish>

show ddos-protection protocols tcp-flags
<get-ddos-tcp-flags-initial>

show ddos-protection protocols tcp-flags
<get-ddos-tcp-flags-parameters>

show ddos-protection protocols tcp-flags
<get-ddos-tcp-flags-statistics>

show ddos-protection protocols tcp-flags
<get-ddos-tcp-flags-unclass>

show ddos-protection protocols tcp-flags
<get-ddos-tcp-flags-violations>

show ddos-protection protocols telnet
<get-ddos-telnet-information>

aggregate

established

initial

parameters

statistics

unclassified

violations

show ddos-protection protocols telnet aggregate

<get-ddos-telnet-aggregate>

show ddos-protection protocols telnet aggregate culprit-flows

show ddos-protection protocols telnet parameters

<get-ddos-telnet-parameters>

show ddos-protection protocols telnet statistics

<get-ddos-telnet-statistics>

show ddos-protection protocols telnet violations

<get-ddos-telnet-violations>

show ddos-protection protocols telnetv6é
<get-ddos-telnetv6-information>

show ddos-protection protocols telnetv6
<get-ddos-telnetv6-aggregate>

show ddos-protection protocols telnetv6é

show ddos-protection protocols telnetv6
<get-ddos-telnetv6-parameters>

show ddos-protection protocols telnetv6
<get-ddos-telnetv6-statistics>

show ddos-protection protocols telnetv6é
<get-ddos-telnetv6-violations>

show ddos-protection protocols ttl
<get-ddos-ttl-information>

aggregate

aggregate culprit-flows
parameters

statistics

violations

show ddos-protection protocols ttl aggregate

<get-ddos-ttl-aggregate>

show ddos-protection protocols ttl parameters
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<get-ddos-ttl-parameters>

show ddos-protection protocols ttl statistics

<get-ddos-ttl-statistics>

show ddos-protection protocols ttl violations

<get-ddos-ttl-violations>

show ddos-protection protocols tunnel-fragment
<get-ddos-tun-frag-information>
show ddos-protection protocols tunnel-fragment aggregate
<get-ddos-tun-frag-aggregate>
show ddos-protection protocols tunnel-fragment aggregate culprit-flows
show ddos-protection protocols tunnel-fragment parameters
<get-ddos-tun-frag-parameters>
show ddos-protection protocols tunnel-fragment statistics
<get-ddos-tun-frag-statistics>
show ddos-protection protocols tunnel-fragment violations
<get-ddos-tun-frag-violations>

show ddos-protection protocols

tunnel-ka

<get-ddos-tunnel-ka-information>
show ddos-protection protocols tunnel-ka aggregate
<get-ddos-tunnel-ka-aggregate>
show ddos-protection protocols tunnel-ka aggregate culprit-flows
<get-ddos-tunnel-ka-aggregate-flows>
show ddos-protection protocols tunnel-ka culprit-flows
<get-ddos-tunnel-ka-flows>
show ddos-protection protocols tunnel-ka flow-detection

<get-ddos-tunnel-ka-flow-

parameters>

show ddos-protection protocols tunnel-ka parameters
<get-ddos-tunnel-ka-parameters>
show ddos-protection protocols tunnel-ka statistics
<get-ddos-tunnel-ka-statistics>
show ddos-protection protocols tunnel-ka violations
<get-ddos-tunnel-ka-violations>

show ddos-protection protocols

unknown-12mc

<get-ddos-unknown-I2mc-information>
show ddos-protection protocols unknown-I12mc aggregate
<get-ddos-unknown-12mc-aggregate>
show ddos-protection protocols unknown-I12mc aggregate culprit-flows
<get-ddos-unknown-I12mc-aggregate-flows>
show ddos-protection protocols unknown-12mc culprit-flows
<get-ddos-unknown-12mc-flows>
show ddos-protection protocols unknown-I12mc flow-detection
<get-ddos-unknown-12mc-flow-parameters>

show ddos-protection protocols

unknown-12mc

<get-ddos-unknown-I2mc-parameters>

show ddos-protection protocols

unknown-12mc

<get-ddos-unknown-I2mc-statistics>

show ddos-protection protocols

unknown-12mc

<get-ddos-unknown-12mc-violations>

show ddos-protection protocols
<get-ddos-uncls-information>
show ddos-protection protocols
<get-ddos-uncls-aggregate>
show ddos-protection protocols
<get-ddos-uncls-parameters>
show ddos-protection protocols
show ddos-protection protocols
show ddos-protection protocols
show ddos-protection protocols
show ddos-protection protocols
<get-ddos-uncls-statistics>
show ddos-protection protocols

unclassified
unclassified
unclassified
unclassified
unclassified
unclassified
unclassified

unclassified

unclassified

parameters
statistics

violations

aggregate
parameters

resolve-v4
resolve-v4 culprit-flows
resolve-v6
resolve-v6 culprit-flows
statistics

violations
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<get-ddos-uncls-violations>
show ddos-protection protocols urpf-fail
<get-ddos-urpf-fail-information>
show ddos-protection protocols urpf-fail aggregate
<get-ddos-urpf-fail-aggregate>
show ddos-protection protocols urpf-fail aggregate culprit-flows
<get-ddos-urpf-fail-aggregate-flows>
show ddos-protection protocols urpf-fail culprit-flows
<get-ddos-urpf-fail-flows>
show ddos-protection protocols urpf-fail flow-detection
<get-ddos-urpf-fail-flow-parameters>
show ddos-protection protocols urpf-fail parameters
<get-ddos-urpf-fail-parameters>
show ddos-protection protocols urpf-fail statistics
<get-ddos-urpf-fail-statistics>
show ddos-protection protocols urpf-fail violations
<get-ddos-urpf-fail-violations>
show ddos-protection protocols vcipc-udp
<get-ddos-vcipc-udp-information>
show ddos-protection protocols vcipc-udp aggregate
<get-ddos-vcipc-udp-aggregate>
show ddos-protection protocols vcipc-udp aggregate culprit-flows
<get-ddos-vcipc-udp-aggregate-flows>
show ddos-protection protocols vcipc-udp culprit-flows
<get-ddos-vcipc-udp-flows>
show ddos-protection protocols vcipc-udp flow-detection
<get-ddos-vcipc-udp-flow-parameters>
show ddos-protection protocols vcipc-udp parameters
<get-ddos-vcipc-udp-parameters>
show ddos-protection protocols vcipc-udp statistics
<get-ddos-vcipc-udp-statistics>
show ddos-protection protocols vcipc-udp violations
<get-ddos-vcipc-udp-violations>
show ddos-protection protocols violations
get-ddos-protocols-violations
show ddos-protection protocols virtual-chassis
get-ddos-vchassis-information
show ddos-protection protocols virtual-chassis aggregate
get-ddos-vchassis-aggregate
show ddos-protection protocols virtual-chassis aggregate culprit-flows
show ddos-protection protocols virtual-chassis control-high
get-ddos-vchassis-control-hi
show ddos-protection protocols virtual-chassis control-low
get-ddos-vchassis-control-lo
show ddos-protection protocols virtual-chassis parameters
get-ddos-vchassis-parameters
show ddos-protection protocols virtual-chassis statistics
get-ddos-vchassis-statistics
show ddos-protection protocols virtual-chassis unclassified
get-ddos-vchassis-unclass
show ddos-protection protocols virtual-chassis vc-packets
get-ddos-vchassis-vc-packets
show ddos-protection protocols virtual-chassis vc-ttl-errors
get-ddos-vchassis-vc-ttl-err
show ddos-protection protocols virtual-chassis violations
get-ddos-vchassis-violations
show ddos-protection protocols vrrp
get-ddos-vrrp-information
show ddos-protection protocols vrrp aggregate
get-ddos-vrrp-aggregate
show ddos-protection protocols vrrp aggregate culprit-flows
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show ddos-protection protocols vrrp parameters
get-ddos-vrrp-parameters
show ddos-protection protocols vrrp statistics
get-ddos-vrrp-statistics
show ddos-protection protocols vrrp violations
get-ddos-vrrp-violations
show ddos-protection protocols vrrpvé
get-ddos-vrrpv6-information
show ddos-protection protocols vrrpv6é aggregate
get-ddos-vrrpv6-aggregate
show ddos-protection protocols vrrpv6 aggregate culprit-flows
show ddos-protection protocols vrrpv6é parameters
get-ddos-vrrpv6-parameters
show ddos-protection protocols vrrpv6 statistics
get-ddos-vrrpv6-statistics
show ddos-protection protocols vrrpv6 violations
get-ddos-vrrpv6-violations
show ddos-protection statistics
get-ddos-statistics-information
show ddos-protection version
get-ddos-version
show ddos-protection protocols vxlan
<get-ddos-vxlan-information>
show ddos-protection protocols vxlan aggregate
<get-ddos-vxlan-aggregate>
show ddos-protection protocols vxlan aggregate culprit-flows
<get-ddos-vxlan-aggregate-flows>
show ddos-protection protocols vxlan culprit-flows
<get-ddos-vxlan-flows>
show ddos-protection protocols vxlan flow-detection
<get-ddos-vxlan-flow-parameters>
show ddos-protection protocols vxlan parameters
<get-ddos-vxlan-parameters>
show ddos-protection protocols vxlan statistics
<get-ddos-vxlan-statistics>
show ddos-protection protocols vxlan violations
<get-ddos-vxlan-violations>
show dhcp
show dhcp proxy-client
show dhcp proxy-client binding
show dhcp proxy-client servers
show dhcp proxy-client statistics
<get-proxy-dhcp-client-statistics-information>
show dhcp relay
show dhcp relay binding
<get-dhcp-relay-binding-information>

show dhcp relay binding interface

<get-dhcp-relay-interface-bindings>

show dhcp relay binding lease-time-violation

<get-dhcp-relay-binding-ltv-information>

show dhcp relay statistics
<get-dhcp-relay-statistics-information>

show dhcp relay statistics bulk-leasequery-connections

<get-dhcp-relay-bulk-leasequery-conn-statistics>

show dhcp relay statistics leasequery

<get-dhcp-relay-leasequery-statistics>

show dhcp server
show dhcp server binding
<get-dhcp-server-binding-information>
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show dhcp server binding interface

<get-dhcp-relay-binding-interface>

show dhcp server binding lease-time-violation

<get-dhcp-server-binding-ltv-information>

show dhcp server statistics
<get-dhcp-server-statistics-information>

show dhcp statistics
<get-dhcp-service-statistics-information>

show dhcp-security

<get-dhcp-security-arp-inspection-statistics>

show dhcp-security binding

<get-dhcp-security-binding>

show dhcp-security binding interface

<get-dhcp-security-binding-interface>

show dhcp-security binding ip-address

<get-dhcp-security-binding-ip-address>

show dhcp-security binding ip-source-guard

<get-dhcp-security-ip-source-guard>

show dhcp-security binding statistics

<get-dhcp-security-binding-statistics>

show dhcp-security binding vlan

get-dhcp-security-binding-vlan

show dhcp-security ipv6

show dhcp-security ipv6 binding

<get-dhcpv6-security-binding>

show dhcp-security ipv6é binding interface

<get-dhcpv6-security-binding-interface>

show dhcp-security ipv6 binding ipv6-address

<get-dhcpv6-security-binding-ip-address>

show dhcp-security ipv6 binding vlan

<get-dhcpv6-security-binding-vian>

show dhcp-security ipvé statistics

<get-dhcp-ipv6-statistics>

show dhcp-security neighbor-discovery-inspection

show dhcp-security neighbor-discovery-inspection statistics

<get-dhcp-security-nd-inspection-statistics>

show dhcp-security neighbor-discovery-inspection statistics interface

<get-dhcp-security-ndi-interface>

show dhcp-security statistics

<get-dhcp-security-statistics>

show dhcpv6é

show dhcpv6 client

show dhcpv6é client binding

get-dhcpv6-client-binding-information

show dhcpv6 client binding interface

<get-dhcpv6-client-binding-information-by-interface>

show dhcpvé client statistics

<get-dhcpv6-client-statistics-information>

show dhcpv6 proxy-client

show dhcpv6 proxy-client binding

show dhcpv6é proxy-client statistics
<get-proxy-dhcpv6-client-statistics-information>

show dhcpvé relay

show dhcpv6é relay binding
<get-dhcpv6-relay-binding-information>

show dhcpv6é relay binding interface

<get-dhcpv6-relay-binding-interface>

show dhcpv6é relay binding lease-time-violation

<get-dhcpv6-relay-binding-ltv-information>
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show dhcpv6 relay statistics
<get-dhcpv6-relay-statistics-information>

show dhcpv6é relay statistics bulk-leasequery-connections

<get-dhcpv6-relay-bulk-leasequery-conn-statistics>

show dhcpv6 relay statistics leasequery

<get-dhcpv6-relay-leasequery-statistics>

show dhcpv6 server

show dhcpv6 server binding
<get-dhcpv6-server-binding-information>

show dhcpv6 server binding interface
<get-dhcpv6-server-binding-interface>
show dhcpv6é server binding lease-time-violation
<get-dhcpv6-server-binding-lIltv-information>
show dhcpv6 server statistics
<get-dhcpv6-server-statistics-information>
show dhcpv6 server statistics bulk-leasequery-connections
<get-dhcpv6-server-bulk-leasequery-conn-statistics>
show dhcpv6 statistics
<get-dhcpv6-service-statistics-information>
show diagnostics
show diagnostics tdr
<get-tdr-interface-information>
show diagnostics tdr interface
<get-tdr-interface-status>
show diameter
<get-diameter-information>
show diameter function
<get-diameter-function-information>
show diameter function statistics
<get-diameter-function-statistics>
show diameter instance
<get-diameter-instance-information>
show diameter network-element
<get-diameter-network-element-information>
show diameter network-element map
<get-diameter-network-element-map-information>
show diameter peer
<get-diameter-peer-information>
show diameter peer map
<get-diameter-peer-map-information>
show diameter peer statistics
<get-diameter-peer-statistics>
show diameter route
<get-diameter-route-information>
show dotlx
show dotlx accounting-attributes
get-dotlx-accounting-attributes
show dotlx accounting-attributes interface
<get-dotlx-interface-accounting-attributes>show dotlx
authentication-failed-users
<get-dotlx-authentication-failed-users>
show dotlx interface
<get-dotlx-interface-information>
show dotlx static-mac-address
<get-dotlx-static-mac-addresess>
show dotlx static-mac-address interface
<get-dotlx-interface-mac-addresses>
show dvmrp
show dvmrp interfaces
<get-dvmrp-interfaces-information>
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show dvmrp neighbors
<get-dvmrp-neighbors-information>
show dvmrp prefix
<get-dvmrp-prefix-information>
show dvmrp prunes
<get-dvmrp-prunes-information>
show dynamic-profile
<get-dynamic-profile>
show dynamic-profile session
<get-dynamic-profile-session-information>
show dynamic-tunnels
show dynamic-tunnels database
<get-dynamic-tunnels-database>
show ethernet-switching mac-learning-log
<get-ethernet-switching-log-information>
show ethernet-switching mac-notification
<get-ethernet-switching-mac-notification-information>
show ethernet-switching flood next-hops
show ethernet-switching flood next-hops satellite
<get-satellite-control-composite-next-hop>
show ethernet-switching flood satellite
<get-satellite-control-flood>
show ethernet-switching nh-learn-entity
<get-12-learning-nh-learn-entries>
show ethernet-switching redundancy-groups
<get-ethernet-switching-redundancy-groups>
show ethernet-switching satellite
show ethernet-switching satellite device
<get-satellite-device-db>
show ethernet-switching satellite events
<get-satellite-control-history-information>
show ethernet-switching satellite logging
<get-satellite-control-logging-information>
show ethernet-switching satellite summary
<get-satellite-control-bridge-summary>
show ethernet-switching table satellite
<get-satellite-control-bridge-mac-table>
show ethernet-switching vxlan-tunnel-end-point esi
<get-ethernet-switching-vxlan-esi-info>
show ethernet-switching vxlan-tunnel-end-point remote
<get-ethernet-switching-vxlan-rvtep-info>
show ethernet-switching vxlan-tunnel-end-point remote esi
<get-ethernet-switching-vxlan-esi-info>
show ethernet-switching vxlan-tunnel-end-point remote vtep-source-interface
<get-ethernet-switching-vxlan-remote-svtep-ip-information>
show ethernet-switching vxlan-tunnel-end-point source ip
<get-ethernet-switching-vxlan-svtep-ip-information>
show ephemeral-configuration
show esis
show esis adjacency
<get-esis-adjacency-information>
show esis interface
<get-esis-interface-information>
show esis statistics
<get-esis-statistics-information>
show event-options
show event-options event-scripts
show event-options event-scripts policies
<get-event-scripts-policies>
<get-event-summary>
show evpn
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show evpn arp-table

<get-evpn-arp-table>

show evpn flood

<get-evpn-flood-information>

show evpn flood event-queue

<get-evpn-event-queue-information>

show evpn flood route

show evpn flood route all-ce-flood

<get-evpn-all-ce-flood-route-information>

show evpn flood route all-flood

<get-evpn-all-flood-route-information>

show evpn flood route alt-root-flood

<get-evpn-alt-root-flood-route-information>

show evpn flood route ce-flood

<get-evpn-ce-flood-route-information>

show evpn flood route mlp-flood

<get-evpn-mlp-flood-route-information>

show evpn flood route re-flood

<get-evpn-re-flood-route-information>

show evpn instance

<get-evpn-instance-information>show evpn ip-prefix-database

<get-evpn-ip-prefix-database-information>

show evpn 13-context

<get-evpn-13-context-information>

show evpn mac-table

<get-evpn-mac-table>

show evpn mac-table interface

<get-evpn-interface-mac-table>

show evpn nd-table

<get-evpn-nd-table>

show evpn peer-gateway-macs

<get-evpn-peer-gateway-mac>

show evpn statistics

<get-evpn-statistics-information>

show evpn vpws-instance

<get-evpn-vpws-information>

show extensible-subscriber-services

show extensible-subscriber-services accounting

<get-extensible-subscriber-services-accounting>

show extensible-subscriber-services counters

<get-extensible-subscriber-services-counters>

show extensible-subscriber-services dictionary

<get-extensible-subscriber-services-dictionary>

show extensible-subscriber-services services

<get-extensible-subscriber-services-services>

show extensible-subscriber-services sessions

<get-extensible-subscriber-services-sessions>

show extension-provider

show extension-provider system

show extension-provider system connections
<get-mspinfo-connections>

show extension-provider system packages
<get-mspinfo-packages>

show extension-provider system processes
<get-mspinfo-processes>

show extension-provider system processes brief
<get-mspinfo-processes-brief>

show extension-provider system processes extensive
<get-mspinfo-processes-extensive>

show extension-provider system uptime
<get-mspinfo-uptime>
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show extension-provider system virtual-memory
<get-core-key-list>
<get-fabric-summary-information>
<get-key-vg-binding>
<get-mac-ip-binding-information>
<get-mc-ccpc-cache-ccpc-select>
<get-mc-ccpc-cache-root-candidates>
<get-mc-ccpc-cache-spf>
<get-mc-ccpc-src-mod-filters>
<get-mc-edge-cache-ccpc-select>
<get-mc-edge-map-to-key-binding>
<get-mc-edge-key-to-map-binding>
<get-mc-edge-vg-portmap>
<get-mc-nsf>
<get-mc-root-cache-trunk>
<get-mc-root-key-to-map-binding>
<get-layer2-group-membership-entries>
<get-layer3-group-membership-entries>
<get-layer3-multicast-pending-routes>
<get-layer3-multicast-receivers>
<get-mc-root-map-to-key-binding>
<get-mc-root-vg-pfemap>
<get-fabric-multicast-statistics>
<get-mc-vcecpdf-adjacency-database>
<get-mspinfo-virtual-memory>
get-fabric-statistics
get-fabric-summary-information
<get-vlan-domain-map-information>
show fabric multicast dirty-key-info
<get-mc-dirty-key-info>
show fabric multicast edge corekey-ifls-filters
<get-mc-edge-corekey-ifls-filters>
show fabric multicast edge ine-ifls-filters
<get-mc-edge-ine-ifls-filters>
show fabric multicast edge src-mod-filters
<get-mc-edge-src-mod-filters>
show fabric multicast graph
show fabric multicast graph core-tree
<get-fabric-multicast-graph>
show fabric multicast steal-key-info
<get-mc-steal-key-info>
show forwarding-options
show forwarding-options enhanced-hash-key
show forwarding-options enhanced-hash-key fpc
show forwarding-options hyper-mode
<get forwarding-options hyper-mode>
show forwarding-options load-balance
show forwarding-options next-hop-group
<get-forwarding-options-next-hop-group>
show forwarding-options port-mirroring
<get-forwarding-options-port-mirroring>
show helper
show helper statistics
<get-helper-statistics-information>
show hfrr
show hfrr profiles
show iccp
<get-inter-chassis-control-protocol-information>
show igmp
show igmp group
<get-igmp-group-information>
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show igmp interface
<get-igmp-interface-information>

show igmp output-group
<get-igmp-output-group-information>

show igmp snooping

show igmp snooping interface
<get-igmp-snooping-interface-information>

show igmp snooping interface bridge-domain

<get-igmp-snooping-bridge-domain-interface>

show igmp snooping membership
<get-igmp-snooping-membership-information>

show igmp snooping membership bridge-domain

show igmp snooping options

<get-igmp-snooping-options-information>

show igmp snooping options

get-igmp-snooping-options-information

show igmp snooping statistics
<get-igmp-snooping-statistics-information>

show igmp snooping statistics bridge-domain

<get-igmp-snooping-bridge-domain-membership>

show igmp statistics
<get-igmp-statistics-information>

show ike
show ike security-associations
<get-ike-security-associations-information>

show ilmi

<get-ilmi-information>

show ilmi interface

<get-ilmi-interface-information>

show ilmi statistics

<get-ilmi-statistics>

show ingress-replication
<get-ingress-replication-information>

show interfaces
<get-interface-information>

show interfaces anchor-group

show interfaces controller

<get-interface-controller-information>

show interfaces destination-class
<get-destination-class-statistics>

show interfaces destination-class all

<get-all-destination-class-statistics>

show interfaces diagnostics

show interfaces diagnostics optics
<get-interface-optics-diagnostics-information>

show interfaces diagnostics optics satellite

<show-interface-optics-diagnostics-satellite>

show interfaces distribution-list

<get-distribution-list-information>

show interfaces far-end-interval
<show-interfaces-far-end-interval>

show interfaces filters
<get-interface-filter-information>

show interfaces forwarding-class-counters
<get-interface-fc-counters-information>
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show interfaces interface-set

<get-interface-set-information>

show interfaces interface-set queue
<get-interface-set-queue-information>

show interfaces interval
<show-interfaces-interval>
show interfaces lib-clients
<get-dcd-lib-client-data>
show interfaces load-balancing
<interface-load-balancing>
show interfaces mac-database
<get-mac-database>

show interfaces mc-ae
<get-mc-ae-interface-information>

show interfaces mc-ae revertive-info
<get-mc-ae-revertive-information>

show interfaces policers
<get-interface-policer-information>

show interfaces queue
<get-interface-queue-information>

show interfaces redundancy
<get-redundancy-status>

show interfaces redundancy detail
<get-redundancy-status-details>

show interfaces routing

show interfaces source-class
<get-source-class-statistics>

show interfaces source-class all

<get-all-source-class-statistics>

show interfaces targeting
<get-targeting-information>

show interfaces transport

<get-interface-transport-information>

show interfaces transport optics

<get-interface-transport-optics-information>

show interfaces transport optics interval

<get-interface-transport-optics-interval-information>

show interfaces voq

<get-interface-voqg-information>

show ipsec

show ipsec redundancy

show ipsec redundancy interface
<get-ipsec-pic-redundancy-information>

show ipsec redundancy security-associations
<get-ipsec-tunnel-redundancy-information>

show ipsec security-associations
<get-security-associations-information>

show ipv6
show ipv6 neighbors
<get-ipv6-nd-information>

show ipv6 router-advertisement
<get-ipv6-ra-information>
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show isis
show isis adjacency
<get-isis-adjacency-information>

show isis authentication
<get-isis-authentication-information>

show isis backup
show isis backup coverage
<get-isis-backup-coverage-information>

show isis backup label-switched-path
<get-isis-backup-Isp-information>

show isis backup spf

show isis backup spf results
<get-isis-backup-spf-results-information>

show isis bgp-orr

<get-isis-bgporr-information>

show isis context-identifier
<get-isis-context-identifier-information>

show isis context-identifier identifier
<get-isis-context-identifier-origin-information>
show isis database
<get-isis-database-information>

show isis hostname
<get-isis-hostname-information>

show isis interface
<get-isis-interface-information>
show isis interface-group
<get-isis-interface-group-information>
show isis layer2-map
<get-isis-layer2-map-information>

show isis overview
<get-isis-overview-information>

show isis route
<get-isis-route-information>

show isis spf
show isis spf brief
<get-isis-spf-results-brief-information>

show isis spf log
<get-isis-spf-log-information>

show isis spf results
<get-isis-spf-results-information>

show isis statistics
<get-isis-statistics-information>

show I12-learning
show 12-learning backbone-instance

280 Copyright © 2018, Juniper Networks, Inc.



Chapter 4: Permissions Flags for User Access Privileges

<get-12-learning-backbone-instance>

show 12-learning evpn

show 12-learning evpn arp-statistics

<get-evpn-arp-statistics>

show 12-learning evpn arp-statistics interface

<get-evpn-arp-statistics-interface>

show 12-learning evpn nd-statistics

<get-evpn-nd-statistics>

show 12-learning evpn nd-statistics interface

<get-evpn-nd-statistics-interface>

show 12-learning global-information

<get-12-learning-global-information>

show 12-learning global-mac-count

<get-12-learning-global-mac-count>

show 12-learning instance

<get-12-learning-routing-instances>

show 12-learning interface

<get-12-learning-interface-information>

show 12-learning mac-move-buffer

<get-12-learning-mac-move-buffer-information>

show 12-learning provider-instance

<get-12-learning-provider-instance>

show 12-learning redundancy-groups

<get-12-learning-redundancy-groups>

show 12-learning remote-backbone-edge-bridges

<get-12-learning-remote-backbone-edge-bridges>

show 12-learning vxlan-tunnel-end-point

show 12-learning vxlan-tunnel-end-point esi

<get-I12-learning-vxlan-esi-info>show 12-learning vxlan-tunnel-end-point remote

<get-12-learning-vxlan-rvtep-info>

show 12-learning vxlan-tunnel-end-point remote ip

<get-12-learning-vxlan-rvtep-ip-information>

show 12-learning vxlan-tunnel-end-point remote mac-table

<get-12-learning-vxlan-rvtep-mactable-information>

show 12-learning vxlan-tunnel-end-point remote vtep-source-interface

<get-12-learning-vxlan-remote-svtep-ip-information>

show 12-learning vxlan-tunnel-end-point source

<get-12-learning-vxlan-svtep-info>

show 12-learning vxlan-tunnel-end-point source ip

<get-12-learning-vxlan-svtep-ip-information>

show l2circuit

show I2circuit auto-sensing

<get-12ckt-pw-auto-sensing-information>

show l2circuit connections
<get-12ckt-connection-information>

show 12cpd

show 12cpd task

<get-12cpd-task-information>

show 12cpd task io
<get-12cpd-tasks-io-statistics>

show 12cpd task memory
<get-12cpd-task-memory>

show 12cpd task replication
<get-12cpd-replication-information>

show 12vpn

show 12vpn connections
<get-12vpn-connection-information>

show lacp
show lacp interfaces
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<get-lacp-interface-information>
show lacp statistics
show lacp statistics interfaces
<get-lacp-interface-statistics>
show lacp timeouts
show 1dp
show Idp database
<get-ldp-database-information>

show Idp fec-filters
<get-ldp-fec-filters-information>

show Idp interface
<get-ldp-interface-information>

show Idp neighbor
<get-ldp-neighbor-information>

show Idp oam

<get-ldp-oam-information>

show ldp overview
<get-ldp-overview-information>

show Idp p2mp

show Idp p2mp fec
<get-1ldp-p2mp-fec-information>

show Idp p2mp path
<get-1dp-p2mp-path-information>

show Idp p2mp tunnel

<get-1dp-p2mp-tunnel-information>

show Idp path

<get-ldp-path-information>

show ldp rib-groups

<get-ldp-rib-groups-information>

show Idp route
<get-ldp-route-information>

show Idp session
<get-ldp-session-information>

show Idp statistics
<get-ldp-statistics-information>

show Idp traffic-statistics
<get-ldp-traffic-statistics-information>

show link-management
<get-Im-information>

show link-management peer
<get-Im-peer-information>

show link-management routing
<get-Im-routing-information>

show link-management routing peer
<get-Im-routing-peer-information>

show link-management routing resource
<get-Im-routing-resource-information>
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show link-management routing te-link
<get-Im-routing-te-link-information>

show 1ldp
<get-1ldp-information>

show 1ldp detail
<get-l1ldp-information-detail>

show Ildp local-information
<get-1ldp-local-info>

show 1ldp neighbors
<get-1ldp-neighbors-information>

show Ildp neighbors interface

<get-1ldp-interface-neighbors>

show 1ldp remote-global-statistics
<get-1ldp-remote-global-statistics>

show Ildp statistics
<get-lldp-statistics-information>

show 1ldp statistics interface
<get-lldp-interface-statistics>

show loop-detect

show loop-detect interface
<get-loop-detect-interface-information>
show loop-detect statistics

show loop-detect statistics interface

<get-loop-detect-interface-statistics-information>

show link-management statistics
<get-Im-statistics-information>

show link-management statistics peer
<get-Im-peer-statistics>

show link-management te-link
<get-Im-te-link-information>

show mac-rewrite
show mac-rewrite interface
<get-mac-rewrite-interface-information>
show mld
show mld group
<get-mld-group-information>

show mld interface
<get-mld-interface-information>

show mld output-group
<get-mld-output-group-information>

show mld snooping

show mld snooping interface
<get-mld-snooping-interface-information>
show mld snooping interface bridge-domain
<get-mld-snooping-bridge-domain-interface>
show mld snooping interface vlan
<get-mld-snooping-vlan-interface>

show mld snooping membership
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<get-mld-snooping-membership-information>
show mld snooping membership bridge-domain
<get-mld-snooping-bridge-domain-membership>
show mld snooping membership vlan
<get-mld-snooping-vlan-membership>
show mld snooping statistics
<get-mld-snooping-statistics-information>
show mld snooping statistics bridge-domain
<get-mld-snooping-bridge-domain-statistics>
show mld snooping statistics vlan
<get-mld-snooping-vlan-statistics>
show mld statistics
<get-mld-statistics-information>

show mobile-ip

show mobile-ip home-agent

show mobile-ip home-agent binding
<get-mip-binding-information>

show mobile-ip home-agent binding ip-address
<get-ip-mip-binding-information>

show mobile-ip home-agent binding nai
<get-nai-mip-binding-information>

show mobile-ip home-agent binding summary
<get-summary-mip-binding-information>

show mobile-ip home-agent interface
<get-mip-ha-interface-information>

show mobile-ip home-agent overview
<get-mip-ha-overview-information>

show mobile-ip home-agent traffic
<get-mip-ha-traffic-information>

show mobile-ip home-agent virtual-network
<get-mip-ha-virtual-network-information>

show mobile-ip tunnel

<get-mip-tunnel-information>

show mobile-ip wimax

show mobile-ip wimax release
<get-mip-wimax-release-information>

show mpls

show mpls abstract-hop-membership

<get-mpls-abstract-hop-membership-information>

show mpls admin-groups
<get-mpls-admin-group-information>

show mpls admin-groups-extended
<get-mpls-admin-group-extended-information>

show mpls association

show mpls association iif

<get-mpls-association-iif-information>

show mpls association oif

<get-mpls-association-oif-information>

show mpls association path

<get-mpls-association-path-information>
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show mpls call-admission-control
<get-mpls-call-admission-control-information>

show mpls context-identifier
<get-mpls-context-identifier-information>

show mpls correlation

show mpls correlation label

<get-mpls-correlation-label-information>

show mpls correlation nexthop-id

<get-mpls-correlation-nexthop-information>

show network-access address-assignment preserved
<get-address-assignment-preserved-table>
show network-access domain-map
show network-access domain-map statistics
<get-domain-map-statistics>
show mpls cspf
<get-mpls-cspf-information>

show mpls diffserv-te
<get-mpls-diffserv-te-information>

show mpls egress-protection

show mpls interface
<get-mpls-interface-information>

show mpls label

<get mpls-label-space>

show mpls label usage

<get mpls-label-space-usage>

show mpls Isp
<get-mpls-Isp-information>

show mpls Isp abstract-computation

<get-mpls-Isp-abstract-computation>

show mpls Isp autobandwidth

<get-mpls-I1sp-autobandwidth>

show mpls srig
<get-mpls-srilg-information>

show oam ethernet fnp

show oam ethernet fnp interface

show oam ethernet fnp messages

show oam ethernet fnp status
<get-fnp-status>

show mpls Isp defaults
<get-mpls-Isp-defaults-information>

show mpls path
<get-mpls-path-information>

show mpls static-Isp
<get-mpls-static-Isp-information>

show mpls traceroute

show mpls traceroute database

show mpls traceroute database ldp

<get-mpls-traceroute-database-ldp>

show msdp

<get-msdp-information>

show msdp source

<get-msdp-source-information>

show msdp source-active
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<get-msdp-source-active-information>

show msdp statistics
<get-msdp-statistics-information>
show multi-chassis
show multi-chassis mc-lag
show multi-chassis mc-lag configuration-consistency
<get-mclag-config-consistency-information>
show multi-chassis mc-lag configuration-consistency global-config
<get-mclag-global-config-consistency-information>
show multi-chassis mc-lag configuration-consistency icl-config
<get-mclag-icl-config-consistency-information>
show multi-chassis mc-lag configuration-consistency
list-of-parameters<get-mclag-config-consistency-information-params>
show multi-chassis mc-lag configuration-consistency mcae-config
get-mclag-config-consistency-information-mcae
show multi-chassis mc-lag configuration-consistency vlan-config
<get-mclag-vlan-config-consistency-information>
show multi-chassis mc-lag configuration-consistency vrrp-config
<get-mclag-vrrp-config-consistency-information>
show multicast
show multicast backup-pe-groups
<get-multicast-backup-pe-groups-information>

show multicast backup-pe-groups address
<get-multicast-backup-pe-address-information>

show multicast backup-pe-groups group

<get-multicast-backup-pe-group-information>

show multicast ecid-mapping

show multicast ecid-mapping satellite

<get-satellite-control-ecid>

show multicast flow-map
<get-multicast-flow-maps-information>

show multicast interface
<get-multicast-interface-information>

show multicast next-hops
<get-multicast-next-hops-information>

show multicast next-hops satellite

<get-satel lite-control-next-hop>

show multicast pim-to-igmp-proxy
<get-multicast-pim-to-igmp-proxy-information>

show multicast pim-to-mld-proxy
<get-multicast-pim-to-mld-proxy-information>

show multicast route
<get-multicast-route-information>

show multicast rpf
<get-multicast-rpf-information>

show multicast scope
<get-multicast-scope-information>

show multicast sessions
<get-multicast-sessions-information>
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show multicast snooping
show multicast snooping next-hops
<get-multicast-snooping-next-hops-information>

show multicast snooping next-hops satellite
<get-satellite-control-indirect-next-hop>
show multicast snooping route
<get-multicast-snooping-route-information>
show multicast snooping route satellite
get-satellite-control-multicast

show multicast statistics
<get-multicast-statistics-information>

show multicast statistics satellite

<get-satellite-control-statistics>

show multicast summary

show multicast summary satellite

<get-satellite-control-summary>

show multicast usage
<get-multicast-usage-information>

show mvpn

show mvpn c-multicast

<get-mvpn-c-multicasti-route>

show mvpn instance
<get-mvpn-instance-information>

show mvpn neighbor
<get-mvpn-neighbor-information>
show mvpn suppressed
get-mvpn-suppressed-information
show mvrp
<get-mvrp-information>

show mvrp applicant-state
<get-mvrp-applicant-information>

show mvrp dynamic-vlan-memberships
<get-mvrp-dynamic-vlan-memberships>

show mvrp interface
<get-mvrp-interface-information>

show mvrp registration-state
<get-mvrp-registration-state>

show mvrp statistics
<get-mvrp-interface-statistics>

show network-access

show network-access aaa

show network-access aaa radius-servers

<get-radius-servers-table>

show network-access aaa statistics
<get-aaa-module-statistics>

show network-access aaa statistics address-assignment
show network-access aaa statistics address-assignment client
<get-address-assignment-client-statistics>
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show network-access aaa statistics address-assignment pool

<get-address-assignment-pool-statistics>

show network-access aaa subscribers
<get-aaa-subscriber-table>

show network-access aaa subscribers session-id

show network-access aaa subscribers statistics
<get-aaa-subscriber-statistics>

show network-access aaa terminate-code
<get-aaa-terminate-code>

show network-access aaa terminate-code aaa
<get-aaa-terminate-code-aaa>

show network-access aaa terminate-code dhcp
<get-aaa-terminate-code-dhcp>

show network-access aaa terminate-code 12tp
<get-aaa-terminate-code-12tp>

show network-access aaa terminate-code ppp
<get-aaa-terminate-code-ppp>

show network-access aaa terminate-code reverse
<get-aaa-terminate-code-reverse>

show network-access aaa terminate-code reverse aaa
get-aaa-terminate-code-reverse-aaa>

show network-access aaa terminate-code reverse dhcp
<get-aaa-terminate-code-reverse-dhcp>

show network-access aaa terminate-code reverse 12tp
<get-aaa-terminate-code-reverse-12tp>

show network-access aaa terminate-code reverse ppp
<get-aaa-terminate-code-reverse-ppp>

show network-access address-assignment

show network-access address-assignment pool
<get-address-assignment-pool-table>

show network-access nasreq

show network-access nasreq statistics

get-nasreq-counters

show network-access ocs

show network-access ocs state

<get-ocs-state-information>

show network-access ocs statistics

<get-ocs-statistics-information>

show network-access pcrf

show network-access pcrf state

<get-pcrf-state-information>

show network-access pcrf statistics

<get-pcrf-statistics-information>

show network-access requests
show network-access requests pending

<get-authentication-pending-table>

show network-access requests statistics
<get-authentication-statistics>

show network-access securid-node-secret-file
<get-node-secret-file-table>

show nonstop-routing
<get-nonstop-routing-information>

show ntp
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show ntp associations

show ntp status

show oam

show oam ethernet

show oam ethernet connectivity-fault-management sla-iterator-history

<get-cfm-iterator-history>

show oam ethernet connectivity-fault-management

show oam ethernet connectivity-fault-management adjacencies

<get-cfm-adjacency-information>

show oam ethernet connectivity-fault-management delay-statistics
<get-cfm-delay-s