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Documentation and Release Notes

To obtain the most current version of all Juniper Networks® technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at http:/www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

« SRX Series

« VSRX

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.
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If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are

described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
}
1

interfaces {
fxpO {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}
}
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet
To merge a snippet, follow these steps:

1. Fromthe HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }
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2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xxiii defines notice icons used in this guide.

Table 1: Notice Icons

[ofe]y} Meaning Description

e Informational note Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.
a Warning Alerts you to the risk of personal injury or death.
% Laser warning Alerts you to the risk of personal injury from a laser.

Q Tip Indicates helpful information.

Q Best practice Alerts you to a recommended use or implementation.

Table 2 on page xxiv defines the text and syntax conventions used in this guide.
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Table 2: Text and Syntax Conventions

Convention

Bold text like this

Description

Represents text that you type.

Examples

To enter configuration mode, type the
configure command:

user@host> configure

Fixed-width text like this

Represents output that appears on the
terminal screen.

user@host> show chassis alarms

No alarms currently active

[talic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
. Identifies guide names. actions.
« Identifies RFC and Internet draft titles. ¢ JUnos OS CLI User Guide
« RFC1997 BGP Communities Attribute
[talic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commands, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the [edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Encloses optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

# (pound sign)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

broadcast | multicast

(string1 | string2 | string3)

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Encloses a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ({})

Identifies a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
}

GUI Conventions

XXiV
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
Bold text like this Represents graphical userinterface (GUI) « Inthe Logical Interfaces box, select
items you click or select. All Interfaces.
« To cancel the configuration, click
Cancel.
> (bold right angle bracket) Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can provide feedback by using either of the following
methods:

« Online feedback rating system—On any page of the Juniper Networks TechLibrary site
at http://www.juniper.net/techpubs/index.ntml, simply click the stars to rate the content,
and use the pop-up form to provide us with information about your experience.
Alternately, you can use the online feedback form at
http://www.juniper.net/techpubs/feedback/.

« E-mail—Sendyour comments to techpubs-comments@juniper.net. Include the document
or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or Partner Support Service
support contract, or are covered under warranty, and need post-sales technical support,
you can access our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:
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« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: https:/prsearch.juniper.net/

« Find product documentation: http://www.juniper.net/documentation/

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
http://kb.juniper.net/InfoCenter/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Opening a Case with JTAC

You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

« Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.ntml.

XXVi
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PART 1

Overview

« Introduction to Chassis Cluster on page 3
« Understanding Chassis Cluster License Requirements on page 55

« Planning Your Chassis Cluster Configuration on page 61
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CHAPTERI1

INntroduction to Chassis Cluster

» Chassis Cluster Overview on page 3
« Chassis Cluster Supported Features on page 5

« Chassis Cluster Limitations on page 50

Chassis Cluster Overview

Supported Platforms

SRX Series, VSRX

« High Availability Using Chassis Clusters on page 3

« How High Availability Is Achieved by Chassis Cluster on page 3

« Chassis Cluster Active/Active and Active/Passive Modes on page 4
« Chassis Cluster Functionality on page 4

« |Pv6 Clustering Support on page 5

» |Psec and Chassis Cluster on page 5

High Availability Using Chassis Clusters

Modern networks require high availability. In order to accommmodate this requirement,
Juniper Networks SRX Series Services Gateways can be configured to operate in cluster
mode, where a pair of devices can be connected together and configured to operate like
a single node, providing device, interface, and service level redundancy.

When configured as a chassis cluster, the two nodes back up each other, with one node
acting as the primary device and the other as the secondary device, ensuring stateful
failover of processes and services in the event of system or hardware failure. If the primary
device fails, the secondary device takes over processing of traffic.

How High Availability Is Achieved by Chassis Cluster

. The network node redundancy is achieved by grouping a pair of the same kind of
supported SRX Series devices into a cluster.

« The devices must be running the same version of the Junos operating system (Junos
0S).

« SRX Series devices must be the same model.
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« All SPCs, network processing cards (NPCs), and input/output cards (I0OCs) on
applicable SRX Series devices must have the same slot placement and hardware
revision.

« The control ports on the respective nodes are connected to form a control plane that
synchronizes the configuration and kernel state to facilitate the high availability of
interfaces and services.

. The data plane on the respective nodes is connected over the fabric ports to form a
unified data plane. The fabric link allows for the management of cross-node flow
processing and for the management of session redundancy.

Chassis Cluster Active/Active and Active/Passive Modes

A chassis cluster in active/active mode has transit traffic passing through both nodes of
the cluster all of the time. Whereas a chassis cluster in active/passive mode only has
transit traffic passing through the primary node while the backup node waits in hot
standby.

The data plane software operates in active/active mode. In a chassis cluster, session
information is updated as traffic traverses either device, and this information is transmitted
between the nodes over the fabric link to guarantee that established sessions are not
dropped when a failover occurs. In active/active mode, it is possible for traffic to ingress
the cluster on one node and egress from the other node.

The control plane software operates in active or backup mode.

Chassis Cluster Functionality
Chassis cluster functionality includes:

. Resilient system architecture, with a single active control plane for the entire cluster
and multiple Packet Forwarding Engines. This architecture presents a single device
view of the cluster.

« Synchronization of configuration and dynamic runtime states between nodes within
a cluster.

« Monitoring of physical interfaces, and failover if the failure parameters cross a configured
threshold.

« Support for Generic Routing Encapsulation (GRE) tunnels used to route encapsulated
IPv4/IPv6 traffic by means of an internal interface, gr-0/0/0. This interface is created
by Junos OS at system bootup and is used only for processing GRE tunnels. See the
Interfaces Feature Guide for Security Devices.

At any given instant, a cluster can be in one of the following states: hold, primary,
secondary-hold, secondary, ineligible, and disabled. A state transition can be triggered
because of any event, such as interface monitoring, SPU monitoring, failures, and manual
failovers.
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IPv6 Clustering Support

SRX Series devices running IP version 6 (IPv6) can be deployed in active/active (failover)
chassis cluster configurations in addition to the existing support of active/passive
(failover) chassis cluster configurations. An interface can be configured with an IPv4
address, IPv6 address, or both. Address book entries can include any combination of IPv4
addresses, IPv6 addresses, and Domain Name System (DNS) names.

IPsec and Chassis Cluster

Related
Documentation

On SRX5400, SRX5600, and SRX5400 devices have a chassis cluster control port that
is used to connect two SRX Series devices to form a chassis cluster. To ensure secure
login and to prevent attackers from gaining privileged access through this control port,
an internal IPsec SA is installed. Besides using internal IPsec to secure RSH and RCP
between the primary and backup Routing Engines, the internal IPsec SA is installed on
all the Services Processing Units (SPUs). An attacker cannot access any of the RSH
services without knowing the internal IPsec key.

The internal IPsec SA requires authorization for RSH on SPU and the Routing Engine. For
telnet, authorization is only required for SPU since telnet for Routing Engine requires a
password.

You set up the IPsec internal SA using the security internal-security-association CLI
command. You can configure the security internal-security-association on a node and
then enable it to activate secure login. The security internal-security-association CLI
command does not need to be set up on each node. When you commit the configuration,
both nodes are synchronized.

O NOTE: The SAin this scenario is not the point-to-point security association,
because it is used to communicate with any Routing Engine or SPU on the
internal network. Only 3des-cbc encryption algorithm is supported.

When secure login is configured, the IPsec-based rlogin (for starting a terminal session
on aremote host) and remd (remote command) commands are enforced so an attacker
cannot gain privileged access or observe traffic that contains administrator commands
and outputs.

« Preparing Your Equipment for Chassis Cluster Formation on page 61
. Understanding Chassis Cluster Redundancy Groups on page 121

« Understanding Chassis Cluster Redundant Ethernet Interfaces on page 129

Chassis Cluster Supported Features

Supported Platforms

SRX Series, VSRX
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0 NOTE: To determine if a feature is supported by a specific platform or Junos
OS release, refer Feature Explorer.

Chassis Cluster Supported Features (SRX300, SRX320, SRX340, SRX345, SRX550M, and
SRX1500)

Table 3 on page 6 lists the features that are supported on SRX300, SRX320, SRX340,
SRX345, SRX550M, and SRX1500 devices in a chassis cluster.

Table 3: Features Supported on SRX300, SRX320, SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active | Failover
Address Books Address books Yes Yes Yes Yes
and Address
Sets Address sets Yes Yes Yes Yes
Global address objects or Yes Yes Yes Yes
sets
Nested address groups Yes Yes Yes Yes
Administrator Local authentication Yes Yes Yes Yes
Authentication
Support RADIUS Yes Yes Yes Yes
TACACS+ Yes Yes Yes Yes
Alarms Chassis alarms Yes Yes Yes Yes
Interface alarms Yes Yes Yes Yes
System alarms Yes Yes Yes Yes
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Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active | Failover
Application Application Yes Yes Yes Yes
Identification identification—synchronizing

in a chassis cluster

Application firewall (AppFW)  Yes Yes Yes Yes
Application QoS (AppQoS) Yes Yes Yes Yes
Application tracking Yes Yes Yes Yes
(AppTrack)

Custom application Yes Yes Yes Yes
signatures and signature

groups

Heuristics-based detection Yes Yes Yes Yes
IDP Yes Yes Yes Yes
Jumbo frames Yes Yes Yes Yes
Nested application Yes Yes Yes Yes

identification

Onbox application tracking Yes Yes Yes Yes
statistics (AppTrack)

SSL proxy Yes Yes Yes Yes
Subscription license Yes Yes Yes Yes
enforcement
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Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active | Failover
ALGs DNS ALG Yes Yes Yes Yes

DNS doctoring support Yes Yes Yes Yes

DNS, FTP, RTSP, and TFTP Yes Yes Yes Yes

ALGs (Layer 2) with chassis

clustering

DSCP marking for SIP,H.323, VYes Yes Yes Yes

MGCP, and SCCP ALGs

FTP Yes Yes Yes Yes
H.323 Yes Yes Yes Yes
H.323-Avaya H.323 Yes Yes Yes Yes
MGCP Yes Yes Yes Yes
PPTP Yes Yes Yes Yes
RPC-MS RPC Yes Yes Yes Yes
RPC-Sun RPC Yes Yes Yes Yes
RSH Yes Yes Yes Yes
RTSP Yes Yes Yes Yes
SIP-NEC SIP Yes Yes Yes Yes
SIP-SCCP SIP Yes Yes Yes Yes
SQL Yes Yes Yes Yes
TALK TFTP Yes Yes Yes Yes
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Chapter 1: Introduction to Chassis Cluster

Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active | Failover
Attack Detection Bad IP option Yes Yes Yes Yes
and Prevention
(Screens) Block fragment traffic Yes Yes Yes Yes
FIN flag without ACK flag Yes Yes Yes Yes
ICMP flood protection Yes Yes Yes Yes
ICMP fragment protection Yes Yes Yes Yes
|IP address spoof Yes Yes Yes Yes
IP address sweep Yes Yes Yes Yes
IP record route option Yes Yes Yes Yes
IP security option Yes Yes Yes Yes
IP stream option Yes Yes Yes Yes
IP strict source route option Yes Yes Yes Yes
IP timestamp option Yes Yes Yes Yes
Land attack protectionland  Yes Yes Yes Yes
Large size ICMP packet Yes Yes Yes Yes
protection
Loose source route option Yes Yes Yes Yes
Ping of death attack Yes Yes Yes Yes
protection
Port scan Yes Yes Yes Yes
Source IP-based sessionlimit ~ Yes Yes Yes Yes
SYN-ACK-ACK proxy Yes Yes Yes Yes
protection
SYN and FIN flags Yes Yes Yes Yes
SYN flood protection Yes Yes Yes Yes
SYN fragment protection Yes Yes Yes Yes
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Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active | Failover
TCP address sweep Yes Yes Yes Yes
TCP packet without flag Yes Yes Yes Yes
Teardrop attack protection Yes Yes Yes Yes
UDP address sweep Yes Yes Yes Yes
UDP flood protection Yes Yes Yes Yes
Unknown protocol Yes Yes Yes Yes
WinNuke attack protection Yes Yes Yes Yes
Chassis Allow chassis management  Yes Yes Yes Yes
Management
CX111 3G adapter support No No No No
IEEE 802.3af / 802.3at No No No No
support
Chassis cluster SPC insert No No No No
Class of Service  Classifiers Yes Yes Yes Yes
Code-point aliases (IEEE Yes Yes Yes Yes
802.1)
Egress interface shaping Yes Yes Yes Yes
Forwarding classes Yes Yes Yes Yes
Ingress interface Yes Yes Yes Yes
Policer schedulers Yes Yes Yes Yes

(hierarchical schedulers)

Simple filters No No No No

Transmission queues Yes Yes Yes Yes
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Chapter 1: Introduction to Chassis Cluster

Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active | Failover
DHCP DHCP client Yes Yes Yes Yes
DHCP relay agent Yes Yes Yes Yes
DHCP server Yes Yes Yes Yes
DHCP server address pools Yes Yes Yes Yes
DHCP server static mapping  Yes Yes Yes Yes
DHCPV6? Yes Yes Yes Yes
Diagnostics CLI terminal Yes Yes Yes Yes
Tools
J-Flow version 5 and version  Yes Yes Yes Yes
8
J-Flow version 9 Yes Yes No No
NOTE: Supported NOTE: Supported
on SRX1500, on SRX1500,
SRX4100, and SRX4100, and
SRX4200 devices  SRX4200 devices
only. only.
Flowd monitoring Yes Yes Yes Yes
Ping host Yes Yes Yes Yes
Ping MPLS No No No No
Traceroute Yes Yes Yes Yes
Dynamic VPN Package dynamic VPN client - — - —
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Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active | Failover
Ethernet 10/100/1000 MB Ethernet Yes Yes Yes Yes
Interfaces interface
10-Gigabit Ethernet Interface  Yes Yes Yes Yes
SFP+ slots

40/100-Gigabit Ethernet - — — _

interface MPC slots Gigabit

Ethernet, Copper (10-Mbps,  Yes Yes Yes Yes
100-Mbps, or 1000-Mbps

port)

Gigabit Ethernet interface Yes Yes Yes Yes
Promiscuous mode on No No No No

Ethernet interface

Ethernet Link LACP/LAG cross I0C - - - -
Aggregation (inter-10C)
LACP (port priority) Layer 3 No Yes No Yes
Mode
LACP (port priority) Layer 2 No Yes No Yes
Mode
Layer 3 LAG onrouted ports  Yes Yes Yes Yes
Static LAG (routing) Yes Yes Yes Yes
Static LAG (switching) Yes Yes Yes Yes
Switching mode Yes Yes Yes Yes
File Deletion of backup software  Yes Yes Yes Yes
Management image
Deletion of individual files Yes Yes Yes Yes
Download of system files Yes Yes Yes Yes
Encryption/decryption of Yes Yes Yes Yes

configuration files

Management of account files  Yes Yes Yes Yes
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Chapter 1: Introduction to Chassis Cluster

Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active | Failover

Firewall Firewall authentication on Yes Yes Yes Yes
Authentication Layer 2 transparent
authentication

LDAP authentication server Yes Yes Yes Yes
Local authentication server Yes Yes Yes Yes
Pass-through authentication  Yes Yes Yes Yes
RADIUS authentication Yes Yes Yes Yes
server
SecurlDauthenticationserver  Yes Yes Yes Yes
Web authentication Yes Yes Yes Yes
Flow-Basedand Alarms and auditing Yes Yes Yes Yes
Packet-Based
Processing End-to-end packet No No No No
debugging
Express Path support No No No No
Flow-based processing Yes Yes Yes Yes
Host bound fragmented No No No No
traffic
Network processor bundling  Yes Yes Yes Yes
Packet-based processing No No No No
Selective stateless No No No No
packet-based services
GPRS GPRS (transparent mode No No No No

and route mode)

Copyright © 2017, Juniper Networks, Inc. 13



Chassis Cluster Feature Guide for SRX Series Devices

Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active | Failover
GTPv2 IMSI prefix and APN filtering  No No No No

Message-length filtering No No No No

Message-rate limiting No No No No

Message-type filtering No No No No

Packet sanity check No No No No

Policy-based inspection No No No No

Restart GTPv2 path No No No No

Sequence-number and No No No No

GTP-U validation

Stateful inspection No No No No
Traffic logging No No No No
Tunnel cleanup No No No No

14 Copyright © 2017, Juniper Networks, Inc.



Chapter 1: Introduction to Chassis Cluster

Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active | Failover
IDP Alarms and auditing Yes Yes Yes Yes
Cryptographic key handling No No No No
DSCP marking No No No No
IDP and application Yes Yes Yes Yes

identification

IDP and UAC coordinated Yes Yes Yes Yes
threat control

IDP class-of-service action No No No No
IDP inline tap mode No No No No
IDP logging Yes Yes Yes Yes
IDP monitoring and Yes Yes Yes Yes
debugging

IDP policy Yes Yes Yes Yes
IDP security packet capture Yes Yes Yes Yes
IDP signature database Yes Yes Yes Yes
IDP SSL inspection No No No No
IPS rule base Yes Yes Yes Yes
Jumbo frames No No No No
Performance and capacity No No No No

tuning for IDP

SNMP MIBfor IDP monitoring  Yes Yes Yes Yes
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Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active | Failover
IPsec AH protocol Yes Yes Yes Yes
Alarms and auditing Yes Yes Yes Yes
Antireplay (packet replay Yes Yes Yes Yes

attack prevention)

Autokey management Yes Yes Yes Yes
Dead peer detection (DPD) Yes Yes Yes Yes
Dynamic IPsec VPNs Yes Yes Yes Yes
External Extended Yes Yes Yes Yes

Authentication (XAuth) to a
RADIUS server for remote
access connections

Group VPN with dynamic Yes Yes Yes Yes
policies (server functionality)

IKEv1 and IKEv2 Yes Yes Yes Yes
Manual key management Yes Yes Yes Yes
Policy-based and Yes Yes Yes Yes

route-based VPNs

Route-based VPN support Yes Yes Yes Yes
Tunnel mode Yes Yes Yes Yes
VPN monitoring (proprietary)  Yes Yes Yes Yes
Virtual router Yes Yes Yes Yes
IPv6 IPv6 support Yes Yes Yes Yes
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Chapter 1: Introduction to Chassis Cluster

Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active | Failover

Layer 2 Mode 802.1x port-based network Yes Yes Yes Yes
authentication

Flexible Ethernet services Yes Yes Yes Yes
IRB interface Yes Yes Yes Yes
LLDP and LLDP-MED Yes Yes Yes Yes
MAC limit (port security) Yes Yes Yes Yes
Q-in-Q tunneling No No No No
Spanning Tree Protocol Yes Yes Yes Yes
VLAN retagging Yes Yes Yes Yes
VLANs Yes Yes Yes Yes
Multicast VPN Basic multicast features in No No No No
C-instance
Multicast VPN membership No No No No

discovery with BGP

P2MP LSP support No No No No
P2MP OAM to P2MP LSP No No No No
ping

Reliable multicast VPN No No No No

routing information exchange
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Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active | Failover
NAT Destination IP address Yes Yes Yes Yes

translation

Disabling source Yes Yes Yes Yes

Interface source NAT pool Yes Yes Yes Yes

port

NAT address pool utilization ~ Yes Yes Yes Yes

threshold status

NAT port randomization Yes Yes Yes Yes
NAT traversal (NAT-T) for Yes Yes Yes Yes
site-to-site IPsec VPNs

(IPv4)

Persistent NAT Yes Yes Yes Yes
Persistent NAT binding for Yes Yes Yes Yes

wildcard ports

Persistent NAT hairpinning Yes Yes Yes Yes
Pool translation Yes Yes Yes Yes
Proxy ARP (IPv4) Yes Yes Yes Yes
Proxy NDP (IPv6) Yes Yes Yes Yes
Removal of persistent NAT Yes Yes Yes Yes

query bindings

Rule-based NAT Yes Yes Yes Yes
Rule translation Yes Yes Yes Yes
Source address and group Yes Yes Yes Yes

address translation for
multicast flows

Source IPaddress translation  Yes Yes Yes Yes

Static NAT Yes Yes Yes Yes
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Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active | Failover

Network Event policies Yes Yes Yes Yes
Operations and
Troubleshooting

Event scripts Yes Yes Yes Yes
Support
Operation scripts Yes Yes Yes Yes
XSLT commit scripts Yes Yes Yes Yes
Packet Capture Packet capture Yes Yes Yes Yes
Public Key Automated certificate Yes Yes Yes Yes
Infrastructure enrollment using SCEP
Automatic generation of Yes Yes Yes Yes
self-signed certificates
CRL update at user-specified Yes Yes Yes Yes
interval
Digital signature generation Yes Yes Yes Yes
Entrust, Microsoft, and Yes Yes Yes Yes
Verisign certificate
authorities (CAs)
IKE support Yes Yes Yes Yes
Manual installation of Yes Yes Yes Yes
DER-encoded and
PEM-encoded CRLs
Remote Device Reverse Telnet Yes Yes Yes Yes
Access
RPM Probe RPM probe Yes Yes Yes Yes
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Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active | Failover
Routing BGP Yes Yes Yes Yes
BGP extensions for IPv6 Yes Yes Yes Yes
Compressed Real-Time Yes Yes Yes Yes

Transport Protocol (CRTP)

Internet Group Management Yes Yes Yes Yes
Protocol (IGMP)

IPv4 options and broadcast  Yes Yes Yes Yes
Internet diagrams

IPv6 routing, forwarding, Yes Yes Yes Yes
global address configuration,

and Internet Control Message

Protocol (ICMP)

IS-I1S Yes Yes Yes Yes
Multiple virtual routers Yes Yes Yes Yes
Neighbor Discovery Protocol  Yes Yes Yes Yes

(NDP) and Secure Neighbor
Discovery Protocol (SEND)

OSPF v2 Yes Yes Yes Yes
OSPF v3 Yes Yes Yes Yes
RIP next generation (RIPng)  Yes Yes Yes Yes
RIP v1,v2 Yes Yes Yes Yes
Static routing Yes Yes Yes Yes
Virtual Router Redundancy Yes Yes Yes Yes

Protocol (VRRP)

Secure Web CAs Yes Yes Yes Yes
Access
HTTP Yes Yes Yes Yes
HTTPS Yes Yes Yes Yes
Security Policy Security policy Yes Yes Yes Yes
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Chapter 1: Introduction to Chassis Cluster

Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active | Failover
Security Zones Functional zone Yes Yes Yes Yes
Security zone Yes Yes Yes Yes
Session Logging  Acceleration of securityand  Yes Yes Yes Yes

traffic logging

Aggressive session aging Yes Yes Yes Yes
Getting information about Yes Yes Yes Yes
sessions
Logging to a single server Yes Yes Yes Yes
Session logging with NAT Yes Yes Yes Yes
information
SMTP SMTP Yes Yes Yes Yes
SNMP SNMP v1, v2, v3 No No No No
Stateless Stateless firewall filters No No No No

Firewall Filters (ACLs)

System Log Files System log archival Yes Yes Yes Yes
System log configuration Yes Yes Yes Yes
Disabling system logs Yes Yes Yes Yes
Filtering system log Yes Yes Yes Yes
messages
Multiple system log servers Yes Yes Yes Yes

(control plane logs)

Sending system log Yes Yes Yes Yes
messages to a file

Sending system log Yes Yes Yes Yes
messages to a user terminal

Viewing data plane logs Yes Yes Yes Yes
Viewing system log Yes Yes Yes Yes
messages
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Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active | Failover
Transparent Bridge domain and No No No No
Mode transparent mode
Class of service No No No No
UTM Antispam Yes Yes Yes Yes
Antivirus—Express Yes No Yes No
Antivirus—Full Yes No Yes No
Antivirus—Sophos Yes No No No
Content filtering Yes Yes Yes Yes
Stateful active/activecluster No No No No
mode
Web filtering—Enhanced Yes Yes Yes Yes
Web filtering—Juniper Yes Yes Yes Yes

Networks local

Web filtering—Surf-control Yes Yes Yes Yes
Web filtering—Websense Yes Yes No No
redirect
Upgrading and Autorecovery Yes Yes Yes Yes
Rebooting
Boot device configuration Yes Yes Yes Yes
Boot device recovery Yes Yes Yes Yes
Chassis components control  Yes Yes Yes Yes
Chassis restart Yes Yes Yes Yes
Dual-root partitioning Yes Yes Yes Yes
ISSU No No No No
WELF support Yes Yes Yes Yes
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Table 3: Features Supported on SRX300, SRX320,SRX340, SRX345,SRX550M, and SRX1500
in a Chassis Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active | Failover
User Interfaces CLI Yes Yes Yes Yes

J-Web user interface No No No No

Junos XML protocol No No No No

Network and Security Yes Yes Yes Yes

Manager

Session and Resource No No No No

Control (SRC) application

"When the application ID is identified before session failover, the same action taken
before the failover is effective after the failover. That is, the action is published to
AppSecure service modules and takes place based on the application ID of the traffic. If
the application is in the process of being identified before a failover, the application ID is
not identified and the session information will be lost. The application identification
process will be applied on new sessions created on new primary node.

2DHCPV6 is supported on SRX Series devices running Junos OS Release 12.1 and later
releases.

3 Package Dynamic VPN client is supported on SRX Series devices until Junos OS Release
12.3X48.

Chassis Cluster-Supported Features (SRX300, SRX320, SRX340, SRX345, SRX550M, and
SRX1500)

o NOTE: To determine if a feature is supported by a specific platform or Junos
OS release, refer Feature Explorer.

Table 4 on page 23 lists the chassis cluster features that are supported on SRX300,
SRX320, SRX340, SRX345, SRX550M, and SRX1500 devices.

Table 4: Chassis Cluster Feature Support on SRX Series Devices

Features Supported on SRX Series

Active/backup Routing Engine group (RGO) Yes
Active/active data redundancy groups (RGx) Yes
Aggregate Interfaces (link aggregation) Yes
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Table 4: Chassis Cluster Feature Support on SRX Series Devices (continued)

Features Supported on SRX Series

Autorecovery of fabric link Yes
Chassis cluster extended cluster ID Yes
Chassis cluster formation Yes
Encrypted control link No
Chassis clusters (active/backup and active/active) Yes
Control link recovery No
Control plane failover Yes
Dampening time between back-to-back redundancy group failovers Yes
Data plane failover Yes
Dual control links (redundant link for failover) No
Dual fabric links Yes
IP monitoring Yes
Flow forwarding Yes
Graceful restart routing protocols Yes
Graceful protocol restart for BGP Yes
Graceful protocol restart for IS-IS Yes
Graceful protocol restart for OSPF Yes
Graceful Routing Engine switchover (GRES) (between nodes) Yes
HA fabric forwarded packet reordering Interface Yes
HA monitoring Yes
In-band cluster upgrade (ICU) Yes
Junos OS flow-based routing functionality Yes
LACP support for Layer 3 Yes
Layer 2 Ethernet switching capability Yes
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Table 4: Chassis Cluster Feature Support on SRX Series Devices (continued)

Features Supported on SRX Series

Layer 2 transparent mode LAG Yes
Layer 3 LAG Yes
Local interface support (non-reth) Yes
In-service software upgrade (ISSU) No
Multicast in HA mode Yes
Network Time Protocol (NTP) time synchronization in chassis cluster Yes
Point-to-Point Protocol over Ethernet (PPPoE) over redundant Ethernet interface Yes
Quality of service (QoS) SRX550M
Redundancy group O (backup for Routing Engine) Yes
Redundancy groups 1through 128 Yes
Redundant Ethernet interfaces Yes
Redundant Ethernet or aggregate Ethernet interface monitoring Yes
Redundant Ethernet interfaces Yes
SPU monitoring No
Synchronization—backup node configuration from primary node Yes
Synchronization—configuration Yes
Synchronization—Dynamic Routing Protocol (DRP) Yes
Synchronization—policies Yes
Synchronization— session state sync (RTO sync) Yes
TCP support for DNS Yes
Upstream device IP address monitoring on a backup interface Yes
Virtual Router Redundancy Protocol (VRRP) version 3 No
WAN interfaces No
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Chassis Cluster Supported Features (SRX5800, SRX5600, and SRX5400)

To determine if a feature is supported by a specific platform or Junos OS release, refer
Feature Explorer.

Table 5 on page 26 lists the features that are supported on SRX5800, SRX5600, and
SRX5400 devices in a chassis cluster.

Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active Failover
Address Books Address books Yes Yes Yes Yes
and Address Sets
Address sets Yes Yes Yes Yes
Global address Yes Yes Yes Yes

objects or sets

Nested address Yes Yes Yes Yes
groups
Administrator Local Yes Yes Yes Yes
Authentication authentication
Support
RADIUS Yes Yes Yes Yes
TACACS+ Yes Yes Yes Yes
Alarms Chassis alarms Yes Yes Yes Yes
Interface alarms Yes Yes Yes Yes
System alarms Yes Yes Yes Yes
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Chapter 1: Introduction to Chassis Cluster

Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active Failover
Application Application Yes Yes Yes Yes
Identification’ identification—

synchronizing in a
chassis cluster

Application Yes Yes Yes Yes
firewall (AppFW)

Application QoS Yes Yes Yes Yes
(AppQoS)

Application Yes Yes Yes Yes
tracking

(AppTrack)

Custom Yes Yes Yes Yes
application

signatures and

signature groups

Heuristics-based Yes Yes Yes Yes
detection

IDP Yes Yes Yes Yes
Jumbo frames Yes Yes Yes Yes
Nested application  Yes Yes Yes Yes

identification

Onbox application  Yes Yes Yes Yes
tracking statistics
(AppTrack)

SSL proxy Yes Yes Yes Yes

Subscription Yes Yes Yes Yes
license
enforcement
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active Failover
ALGs DNS ALG Yes Yes Yes Yes

DNS doctoring Yes Yes Yes Yes

support

DNS, FTP, RTSP, Yes Yes Yes Yes

and TFTP ALGs

(Layer 2) with

chassis clustering

DSCP marking for ~ Yes Yes Yes Yes
SIP, H.323, MGCP,

and SCCP ALGs

FTP Yes Yes Yes Yes
H.323 Yes Yes Yes Yes
H.323-Avaya Yes Yes Yes Yes
H.323

MGCP Yes Yes Yes Yes
PPTP Yes Yes Yes Yes
RPC-MS RPC Yes Yes Yes Yes
RPC-Sun RPC Yes Yes Yes Yes
RSH Yes Yes Yes Yes
RTSP Yes Yes Yes Yes
SIP-NEC SIP Yes Yes Yes Yes
SIP-SCCP SIP Yes Yes Yes Yes
SQL Yes Yes Yes Yes
TALK TFTP Yes Yes Yes Yes
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active Failover
Attack Detection Bad IP option Yes Yes Yes Yes
and Prevention
(Screens) Block fragment Yes Yes Yes Yes
traffic
FIN flag without Yes Yes Yes Yes
ACK flag
ICMP flood Yes Yes Yes Yes
protection
ICMP fragment Yes Yes Yes Yes
protection
|IP address spoof Yes Yes Yes Yes
IP address sweep Yes Yes Yes Yes
IP record route Yes Yes Yes Yes
option
IP security option Yes Yes Yes Yes
IP stream option Yes Yes Yes Yes
IP strict source Yes Yes Yes Yes

route option

IP timestamp Yes Yes Yes Yes
option
Land attack Yes Yes Yes Yes

protection land

Large size ICMP Yes Yes Yes Yes
packet protection

Loose sourceroute  Yes Yes Yes Yes
option
Ping of death Yes Yes Yes Yes

attack protection

Port scan Yes Yes Yes Yes
Source IP-based Yes Yes Yes Yes
session limit
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active Failover

SYN-ACK-ACK Yes Yes Yes Yes

proxy protection

SYNandFIN flags  Yes Yes Yes Yes

SYN flood Yes Yes Yes Yes

protection

SYN fragment Yes Yes Yes Yes

protection

TCP address Yes Yes Yes Yes

sweep

TCP packet Yes Yes Yes Yes

without flag

Teardrop attack Yes Yes Yes Yes

protection

UDP address Yes Yes Yes Yes

sweep

UDP flood Yes Yes Yes Yes

protection

Unknown protocol  Yes Yes Yes Yes

WinNuke attack Yes Yes Yes Yes

protection
Chassis Allow chassis Yes Yes Yes Yes
Management management

CX111 3G adapter No No No No

support

|EEE 802.3af / No No No No

802.3at support

Chassis cluster Not supported for ~ Not supported for  Not supported for  Not supported for

SPCinsert SRX5000 line SRX5000 line SRX5000 line SRX5000 line
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active Failover
Class of Service Classifiers Yes Yes Yes Yes

Code-pointaliases Yes Yes Yes Yes

(IEEE 802.1)

Egress interface Yes Yes Yes Yes

shaping

Forwarding Yes Yes Yes Yes

classes

Ingress interface Yes Yes Yes Yes

Policer schedulers  Yes Yes Yes Yes

(hierarchical
schedulers)

Simple filters - — — —

Transmission Yes Yes Yes Yes
queues

DHCP DHCP client Yes Yes Yes Yes
DHCP relay agent Yes Yes Yes Yes
DHCP server Yes Yes Yes Yes
DHCP server Yes Yes Yes Yes

address pools

DHCP serverstatic  Yes Yes Yes Yes
mapping
DHCPv6? Yes Yes Yes Yes
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active Failover
Diagnostics Tools  CLI terminal Yes Yes Yes Yes
J-Flow version 5 Yes Yes Yes Yes

and version 8

J-Flow version 9 No No No No
Flowd monitoring Yes Yes Yes Yes
Ping host Yes Yes Yes Yes
Ping MPLS No No No No
Traceroute Yes Yes Yes Yes
Dynamic VPN Package dynamic  — — - —
VPN client
Ethernet 10/100/1000 MB Yes Yes Yes Yes
Interfaces Ethernet interface
10-Gigabit Yes Yes Yes Yes
Ethernet Interface
SFP+ slots
40/100-Gigabit SRX5000 line Yes Yes Yes
Ethernet interface  devices only
MPC slots Gigabit
Ethernet, Copper Yes Yes Yes Yes
(10-Mbps,
100-Mbps, or

1000-Mbps port)

Gigabit Ethernet Yes Yes Yes Yes
interface

Promiscuous Yes Yes Yes Yes
mode on Ethernet

interface
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active Failover
Ethernet Link LACP/LAG cross Yes Yes Yes Yes
Aggregation 10C (inter-10C)

LACP (port Yes Yes Yes Yes

priority) Layer 3

Mode

LACP (port No No No No

priority) Layer 2

Mode

Layer 3LAGon Yes Yes Yes Yes

routed ports

Static LAG Yes Yes Yes Yes

(routing)

Static LAG No No No No

(switching)

Switching mode No No No No
File Management Deletionofbackup Yes Yes Yes Yes

software image

Deletion of Yes Yes Yes Yes
individual files

Download of Yes Yes Yes Yes
system files

Encryption and Yes Yes Yes Yes
decryption of

configuration files

Management of Yes Yes Yes Yes
account files
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active Failover
Firewall Firewall Yes Yes Yes Yes
Authentication authentication on
Layer 2
transparent

authentication

LDAP Yes Yes Yes Yes
authentication
server

Local Yes Yes Yes Yes
authentication
server

Pass-through Yes Yes Yes Yes
authentication

RADIUS Yes Yes Yes Yes
authentication
server

SecurlD Yes Yes Yes Yes
authentication
server

Web Yes Yes Yes Yes
authentication
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active Failover
Flow-Based and Alarms and Yes Yes Yes Yes
Packet-Based auditing
Processing
End-to-endpacket VYes Yes Yes Yes
debugging
Express Path SRX5000lineonly No No No
Flow-based Yes Yes Yes Yes
processing
Host bound Yes Yes Yes Yes
fragmented traffic
Network processor  Yes Yes Yes Yes
bundling
Packet-based No No No No
processing
Selective stateless No No No No
packet-based
services
GPRS GPRS (transparent  Yes Yes No No

mode and route
mode)
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active Failover
GTPv2 IMSI prefix and Yes Yes No No

APN filtering

Message-length Yes Yes No No

filtering

Message-rate Yes Yes No No

limiting

Message-type Yes Yes No No

filtering

Packet sanity Yes Yes No No

check

Policy-based Yes Yes No No

inspection

Restart GTPv2 Yes Yes No No

path

Sequence-number  Yes Yes No No

and GTP-U

validation

Statefulinspection  Yes Yes No No

Traffic logging Yes Yes No No

Tunnel cleanup Yes Yes No No
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active Failover
IDP Alarms and Yes Yes Yes Yes

auditing

Cryptographickey  Yes Yes Yes Yes

handling

DSCP marking Yes Yes Yes Yes

IDP and Yes Yes Yes Yes

application

identification

IDP and UAC Yes Yes Yes Yes
coordinated threat

control

IDP Yes Yes Yes Yes
class-of-service

action

IDP inline tap Yes Yes Yes Yes
mode

IDP logging Yes Yes Yes Yes
IDP monitoring Yes Yes Yes Yes
and debugging

IDP policy Yes Yes Yes Yes
IDP security packet  Yes Yes Yes Yes
capture

IDP signature Yes Yes Yes Yes
database

IDPSSLinspection  Yes Yes Yes Yes
IPS rule base Yes Yes Yes Yes
Jumbo frames Yes Yes Yes Yes
Performance and Yes Yes Yes Yes
capacity tuning for

IDP

SNMP MIB for IDP  Yes Yes Yes Yes
monitoring
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active Failover
IPsec 3 AH protocol Yes Yes Yes Yes
Alarms and Yes Yes Yes Yes
auditing
Antireplay (packet Yes Yes Yes Yes

replay attack
prevention)

Autokey Yes Yes Yes Yes
management
Dead peer Yes Yes Yes Yes

detection (DPD)

Dynamic IPsec No No No No
VPNs
External Extended VYes Yes Yes Yes

Authentication
(XAuth) toa
RADIUS server for
remote access
connections

Group VPN with Yes Yes Yes Yes
dynamic policies

(server

functionality)

IKEV1 and IKEv2 Yes Yes Yes Yes
Manual key Yes Yes Yes Yes
management

Policy-based and Yes Yes Yes Yes

route-based VPNs

Route-based VPN  Yes Yes Yes Yes
support

Tunnel mode Yes Yes Yes Yes
VPN monitoring Yes Yes Yes Yes
(proprietary)

Virtual router Yes Yes Yes Yes
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active Failover
IPv6 IPv6 support Yes Yes Yes Yes
Layer 2 Mode 802.1x port-based No No No No
network

authentication

Flexible Ethernet No No No No

services

IRB interface Yes Yes Yes Yes

LLDP and No No No No

LLDP-MED

MAC limit (port Yes Yes Yes Yes

security)

0-in-Q tunneling No No No No

Spanning Tree No No No No

Protocol

VLAN retagging Yes Yes Yes Yes

VLANs Yes Yes Yes Yes
Multicast VPN Basic multicast No No No No

featuresin

C-instance

Multicast VPN No No No No

membership
discovery with

BGP
P2MPLSPsupport  No No No No
P2MP OAM to No No No No

P2MP LSP ping

Reliable multicast  No No No No
VPN routing

information

exchange
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active Failover
NAT Destination IP Yes Yes Yes Yes
address
translation
Disabling source Yes Yes Yes Yes
Interface source Yes Yes Yes Yes

NAT pool port

NAT address pool  Yes Yes Yes Yes
utilization
threshold status

NAT port Yes Yes Yes Yes
randomization

NAT traversal Yes Yes Yes Yes
(NAT-T) for

site-to-site IPsec

VPNs (IPv4)

Persistent NAT Yes Yes Yes Yes

Persistent NAT Yes Yes Yes Yes
binding for
wildcard ports

Persistent NAT Yes Yes Yes Yes
hairpinning

Pool translation Yes Yes Yes Yes
Proxy ARP (IPv4) Yes Yes Yes Yes
Proxy NDP (IPv6) Yes Yes Yes Yes
Removal of Yes Yes Yes Yes
persistent NAT

query bindings

Rule-based NAT Yes Yes Yes Yes
Rule translation Yes Yes Yes Yes
Source address Yes Yes Yes Yes
and group address

translation for
multicast flows
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active Failover

Source IP address  Yes Yes Yes Yes

translation

Static NAT Yes Yes Yes Yes
Network Event policies Yes Yes Yes Yes
Operations and
Troubleshooting Event scripts Yes Yes Yes Yes
Support

Operation scripts Yes Yes Yes Yes

XSLT commit Yes Yes Yes Yes

scripts
Packet Capture Packet capture Yes Yes Yes Yes
Public Key Automated Yes Yes Yes Yes
Infrastructure certificate

enrollment using

SCEP

Automatic Yes Yes Yes Yes

generation of

self-signed

certificates

CRL update at Yes Yes Yes Yes

user-specified

interval

Digital signature Yes Yes Yes Yes

generation

Entrust, Microsoft, Yes Yes Yes Yes

and Verisign

certificate

authorities (CAs)

IKE support Yes Yes Yes Yes

Manual Yes Yes Yes Yes

installation of

DER-encoded and

PEM-encoded

CRLs
Remote Device Reverse Telnet Yes Yes Yes Yes
Access
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active Failover

RPM Probe RPM probe Yes Yes Yes Yes
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active Failover
Routing BGP Yes Yes Yes Yes

BGP extensionsfor  Yes Yes Yes Yes

IPv6

Compressed Yes Yes Yes Yes

Real-Time

Transport Protocol

(CRTP)

Internet Group Yes Yes Yes Yes

Management

Protocol (IGMP)

IPv4 options and Yes Yes Yes Yes
broadcast Internet
diagrams

IPv6 routing, Yes Yes Yes Yes
forwarding, global

address

configuration, and

Internet Control

Message Protocol

(ICMP)

I1S-1S Yes Yes Yes Yes
Multiple virtual Yes Yes Yes Yes
routers

Neighbor Yes Yes Yes Yes
Discovery Protocol

(NDP) and Secure

Neighbor

Discovery Protocol

(SEND)

OSPF v2 Yes Yes Yes Yes
OSPF V3 Yes Yes Yes Yes
RIP next Yes Yes Yes Yes

generation (RIPng)

RIP v1,v2 Yes Yes Yes Yes

Static routing Yes Yes Yes Yes

Copyright © 2017, Juniper Networks, Inc. 43



Chassis Cluster Feature Guide for SRX Series Devices

Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active Failover
Virtual Router Yes Yes Yes Yes
Redundancy

Protocol (VRRP)

Secure Web CAs Yes Yes Yes Yes
Access
HTTP Yes Yes Yes Yes
HTTPS Yes Yes Yes Yes
Security Policy Security policy Yes Yes Yes Yes
Security Zones Functional zone Yes Yes Yes Yes
Security zone Yes Yes Yes Yes
Session Logging Acceleration of Yes Yes Yes Yes
security and traffic
logging
Aggressive session  Yes Yes Yes Yes
aging
Getting Yes Yes Yes Yes
information about
sessions
Loggingtoasingle VYes Yes Yes Yes
server
Session logging Yes Yes Yes Yes
with NAT
information
SMTP SMTP Yes Yes Yes Yes
SNMP SNMP v1,v2,v3 Yes Yes Yes Yes

Stateless Firewall
Filters

Stateless firewall
filters (ACLs)

Yes

Yes

Yes

Yes

44
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active Failover
System Log Files System log Yes Yes Yes Yes
archival
System log Yes Yes Yes Yes

configuration

Disabling system Yes Yes Yes Yes
logs
Filtering system Yes Yes Yes Yes

log messages

Multiple system Yes Yes Yes Yes
log servers

(control plane

logs)

Sending system Yes Yes Yes Yes
log messages to a
file

Sending system Yes Yes Yes Yes
log messages to a
user terminal

Viewing data Yes Yes Yes Yes
plane logs
Viewing system Yes Yes Yes Yes

log messages

TransparentMode Bridgedomainand Yes Yes Yes Yes
transparent mode

Class of service Yes Yes Yes Yes
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active

Category Feature Active/Backup Failover Active/Active Failover

UTM Antispam Yes Yes No No

Antivirus—Express = — — - _

Antivirus—Full - - - -

Antivirus— Sophos  Yes No No No
Content filtering Yes Yes Yes Yes
Stateful No No No No
active/active

cluster mode

Web Yes Yes No No
filtering—Enhanced

Web Yes Yes Yes Yes
filtering—Juniper
Networks local

Web - - - -
filtering—Surf-control

Web Yes Yes No No
filtering—Websense
redirect
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Table 5: Features Supported on SRX5800, SRX5600, and SRX5400 Devices in a Chassis
Cluster (continued)

Active/Backup Active/Active
Category Feature Active/Backup Failover Active/Active Failover
Upgrading and Autorecovery Yes Yes Yes Yes
Rebooting
Boot device Yes Yes Yes Yes

configuration

Boot device Yes Yes Yes Yes

recovery

Chassis Yes Yes Yes Yes

components

control

Chassis restart Yes Yes Yes Yes

Dual-root No No No No

partitioning

ISSU Yes Yes Yes Yes

WELF support Yes Yes Yes Yes
User Interfaces CLI Yes Yes Yes Yes

J-Web user No No No No

interface

Junos XML Yes Yes Yes Yes

protocol

Network and Yes Yes Yes Yes

Security Manager

Session and No No No No
Resource Control
(SRC) application

"When the application ID is identified before session failover, the same action taken
before the failover is effective after the failover. That is, the action is published to
AppSecure service modules and takes place based on the application ID of the traffic. If
the application is in the process of being identified before a failover, the application ID is
not identified and the session information is lost. The application identification process
will be applied on new sessions created on new primary node.

2DHCPV6 is supported on SRX Series devices running Junos OS Release 12.1 and later
releases.
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? IPsec in active/active chassis cluster on SRX5000 line devices has the limitation that
Z-mode traffic is not supported. This limitation pertains to Junos OS Release 12.3X48
and later and must be avoided.

Chassis Cluster-Supported Features (SRX5800, SRX5600, and SRX5400)

To determine if a feature is supported by a specific platform or Junos OS release, refer
Feature Explorer.

Table 6 on page 48 lists the chassis cluster features that are supported on SRX5800,
SRX5600, and SRX5400 devices.

Table 6: Chassis Cluster Feature Support on SRX5800, SRX5600, and SRX5400 Devices

Features SRX5000 Line

Active/backup Routing Engine group (RGO) Yes
Active/active data redundancy groups (RGx) Yes
Aggregate Interfaces (link aggregation) Yes
Autorecovery of fabric link Yes
Chassis cluster extended cluster ID Yes
Chassis cluster formation Yes
Encrypted control link Yes
Chassis clusters (active/backup and active/active) Yes
Control link recovery Yes
Control plane failover Yes
Dampening time between back-to-back redundancy group failovers Yes
Data plane failover Yes
Dual control links (redundant link for failover) Yes
Dual fabric links Yes
IP monitoring Yes
Flow forwarding Yes
Graceful restart routing protocols Yes
Graceful protocol restart for BGP Yes
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Table 6: Chassis Cluster Feature Support on SRX5800, SRX5600, and SRX5400
Devices (continued)

Features SRX5000 Line

Graceful protocol restart for IS-IS Yes
Graceful protocol restart for OSPF Yes
Graceful Routing Engine switchover (GRES) (between nodes) Yes
HA fabric forwarded packet reordering Interface Yes
HA monitoring Yes
In-band cluster upgrade (ICU) No

Junos OS flow-based routing functionality Yes
LACP support for Layer 3 Yes
Layer 2 Ethernet switching capability No

Layer 2 transparent mode LAG Yes
Layer 3 LAG Yes
Local interface support (non-reth) Yes
In-service Software Upgrade (ISSU) Yes
Multicast in HA mode Yes
Network Time Protocol (NTP) time synchronization Yes
Point-to-Point Protocol over Ethernet (PPPoE) over redundant Ethernet interface No

Quality of service (QoS) Yes
Redundancy group O (backup for Routing Engine) Yes
Redundancy groups 1 through 128 Yes
Redundant Ethernet interfaces Yes
Redundant Ethernet or aggregate Ethernet interface monitoring Yes
SPU monitoring Yes
Synchronization—backup node configuration from primary node Yes
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Table 6: Chassis Cluster Feature Support on SRX5800, SRX5600, and SRX5400
Devices (continued)

Features SRX5000 Line

Synchronization—configuration Yes
Synchronization—Dynamic Routing Protocol (DRP) Yes
Synchronization—policies Yes
Synchronization— session state sync (RTO sync) Yes
TCP support for DNS Yes
Upstream device IP address monitoring on a backup interface Yes
Virtual Router Redundancy Protocol (VRRP) version 3 No

WAN interfaces No

Related . Chassis Cluster Overview on page 3

D tati
ocumentation « Chassis Cluster Limitations on page 50

Chassis Cluster Limitations

Supported Platforms  SRX Series, vVSRX

The SRX Series devices have the following chassis cluster limitations:
Chassis Cluster

. Group VPN is not supported.
. VRRP is not supported.

« Onall SRX Series devices in a chassis cluster, flow monitoring for version 5 and version
8 is supported. However, flow monitoring for version 9 is not supported.

« When an SRX Series device is operating in chassis cluster mode and encounter any
|IA-chip access issue in an SPC or a I/0 Card (IOC), a minor FPC alarm is activated to
trigger redundancy group failover.

« OnSRX5400,SRX5600,and SRX5800 devices, screen statistics data can be gathered
on the primary device only.

« OnSRX5400,SRX5600,and SRX5800 devices, in large chassis cluster configurations,
you need to increase the wait time before triggering failover. In a full-capacity
implementation, we recommend increasing the wait to 8 seconds by modifying
heartbeat-threshold and heartbeat-interval values in the [edit chassis cluster] hierarchy.

50 Copyright © 2017, Juniper Networks, Inc.


http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/srx-series/product/index.html
http://www.juniper.net/techpubs/en_US/release-independent/vsrx/information-products/pathway-pages/index.html

Chapter 1: Introduction to Chassis Cluster

The product of the heartbeat-threshold and heartbeat-interval values defines the time
before failover. The default values (heartbeat-threshold of 3 beats and
heartbeat-interval of 1000 milliseconds) produce a wait time of 3 seconds.

To change the wait time, modify the option values so that the product equals the
desired setting. For example, setting the heartbeat-threshold to 8 and maintaining the
default value for the heartbeat-interval (1000 milliseconds) yields a wait time of 8
seconds. Likewise, setting the heartbeat-threshold to 4 and the heartbeat-interval to
2000 milliseconds also yields a wait time of 8 seconds.

« On SRX5400, SRX5600, and SRX5800 devices, eight-queue configurations are not
reflected on the chassis cluster interface.

Flow and Processing

« If you use packet capture on reth interfaces, two files are created, one for ingress
packets and the other for egress packets based on the reth interface name. These files
can be merged outside of the device using tools such as Wireshark or Mergecap.

« If you use port mirroring on reth interfaces, the reth interface cannot be configured as
the output interface. You must use a physical interface as the output interface. If you
configure the reth interface as an output interface using the set forwarding-options
port-mirroring family inet output commmand, the following error message is displayed.

Port-mirroring configuration error.
Interface type in reth1.0 is not valid for port-mirroring or next-hop-group config

« If you use packet capture on reth interfaces, two files are created, one for ingress
packets and the other for egress packets based on the reth interface name. These files
can be merged outside of the device using tools such as Wireshark or Mergecap.

« If you use port mirroring on reth interfaces, the reth interface cannot be configured as
the output interface. You must use a physical interface as the output interface. If you
configure the reth interface as an output interface using the set forwarding-options
port-mirroring family inet output command, the following error message is displayed.

Port-mirroring configuration error
Interface type in rethl.0 is not valid for port-mirroring or next-hop-group
config

« Any packet-based services such as MPLS and CLNS are not supported.

« On all SRX Series devices, the packet-based forwarding for MPLS and ISO protocol
families is not supported.

« On SRX Series devices in a chassis cluster, when two logical systems are configured,
the scaling limit crosses 13,000, which is very close to the standard scaling limit of
15,000, and a convergence time of 5 minutes results. This issue occurs because
multicast route learning takes more time when the number of routes is increased.

« OnSRX5400,SRX5600,and SRX5800 devicesin a chassis cluster, if the primary node
running the LACP process (lacpd) undergoes a graceful or ungraceful restart, the lacpd
on the new primary node might take a few seconds to start or reset interfaces and
state machines to recover unexpected synchronous results. Also, during failover, when
the system is processing traffic packets or internal high-priority packets (deleting
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sessions or reestablishing tasks), medium-priority LACP packets from the peer (switch)
are pushed off in the waiting queues, causing further delay.

O NOTE: Flowd monitoring is supported on SRX100, SRX210, SRX20, SRX240,
SRX550M, SRX650, SRX300, SRX320, SRX340, SRX345, SRX550M, and
SRX1500 devices.

Installation and Upgrade

« ForSRX300,SRX320,SRX340,SRX345,and SRX550M devices, the reboot parameter
is not available, because the devices in a cluster are automatically rebooted following
an in-band cluster upgrade (ICU).

Interfaces

« Onthelsg-0/0/0 interface, Link services MLPPP, MLFR, and CRTP are not supported.
. Onthe lt-0/0/0 interface, CoS for RPM is not supported.
. The 3G dialer interface is not supported.

« Queuing on the ae interface is not supported.
Layer 2 Switching

« On SRX Series device failover, access points on the Layer 2 switch reboot and all
wireless clients lose connectivity for 4 to 6 minutes.

MIBs
« The Chassis Cluster MIB is not supported.
Monitoring

« The maximum number of monitoring IPs that can be configured per cluster is 64 for
SRX300, SRX320, SRX340, SRX345, SRX550M, and SRX1500 devices.

. OnSRX300,SRX320,SRX340,SRX345,SRX550M, and SRX1500 devices, logs cannot
be sent to NSM when logging is configured in the stream mode. Logs cannot be sent
because the security log does not support configuration of the source IP address for
the fxpO0 interface and the security log destination in stream mode cannot be routed
through the fxpO interface. This implies that you cannot configure the security log
server in the same subnet as the fxp0 interface and route the log server through the
fxpO interface.
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IPv6
« Redundancy group IP address monitoring is not supported for IPv6 destinations.
GPRS

« On SRX5400, SRX5600, and SRX5800 devices, an APN or an IMSI filter must be
limited to 600 for each GTP profile. The number of filters is directly proportional to the
number of IMSI prefix entries. For example, if one APN is configured with two IMSI prefix
entries, then the number of filters is two.

MIBs
« The Chassis Cluster MIB is not supported.

Starting with Junos OS Release 12.1X45-D10 and later, sampling features such as flow
monitoring, packet capture, and port mirroring are supported on reth interfaces.

Release History Table Release Description

12.1X45 Starting with Junos OS Release 12.1X45-D10 and later, sampling features
such as flow monitoring, packet capture, and port mirroring are supported
on reth interfaces.

Related . Preparing Your Equipment for Chassis Cluster Formation on page 61
Documentation
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CHAPTER 2

Understanding Chassis Cluster License
Requirements

« Understanding Chassis Cluster Licensing Requirements on page 55
. Installing Licenses on the Devices in a Chassis Cluster on page 56

« Verifying Licenses for an SRX Series Device in a Chassis Cluster on page 58

Understanding Chassis Cluster Licensing Requirements

Supported Platforms

Related
Documentation

SRX Series, VSRX

Some Junos OS software features require a license to activate the feature. To enable a
licensed feature, you need to purchase, install, manage, and verify a license key that
corresponds to each licensed feature.

There is no separate license required for chassis cluster. However, to configure and use
the licensed feature in a chassis cluster setup, you must purchase one license per feature
per device and the license needs to be installed on both nodes of the chassis cluster.
Each license is tied to one software feature pack, and that license is valid for only one
device.

For chassis cluster, you must install licenses that are unique to each device and cannot
be shared between the devices. Both devices (which are going to form a chassis cluster)
must have the valid, identical features licenses installed on them. If both devices do not
have anidentical set of licenses, then after a failover, a particular feature (that s, a feature
that is not licensed on both devices) might not work or the configuration might not
synchronize in chassis cluster formation.

Licensing is usually ordered when the device is purchased, and this information is bound
to the chassis serial number. For example, Intrusion Detection and Prevention (IDP) is a
licensed feature and the license for this specific feature is tied to the serial number of
the device.

For information about how to purchase software licenses, contact your Juniper Networks
sales representative at http://www.juniper.net/in/en/contact-us/.

« Installing Licenses on the Devices in a Chassis Cluster on page 56

« Verifying Licenses for an SRX Series Device in a Chassis Cluster on page 58
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Installing Licenses on the Devices in a Chassis Cluster

Supported Platforms

SRX Series, VSRX

You can add a license key from a file or a URL, from a terminal, or from the J-Web user
interface. Use the filename option to activate a perpetual license directly on the device.
Use the url option to send a subscription-based license key entitlement (such as unified
threat management [UTM]) to the Juniper Networks licensing server for authorization.
If authorized, the server downloads the license to the device and activates it.

Before adding new licenses, complete the following tasks:

Purchase the required licenses.

Set the chassis cluster node ID and the cluster ID. See “Example: Setting the Chassis
Cluster Node ID and Cluster ID for SRX Series Devices” on page 92.

Ensure that your SRX Series device has a connection to the Internet (if particular feature
requires Internet or if (automatic) renewal of license through internet is to be used).
For instructions on establishing basic connectivity, see the Getting Started Guide or
Quick Start Guide for your device.

To install licenses on the primary node of an SRX Series device in a chassis cluster:

1.

Run the show chassis cluster status command and identify which node is primary for
redundancy group O on your SRX Series device.

{primary:nodeO}
user@host> show chassis cluster status redundancy-group O

Cluster 1ID: 9
Node Priority Status Preempt Manual failover

Redundancy group: 0 , Failover count: 1
nodeO 254 primary no no
nodel 1 secondary no no

Output to this command indicates that node O is primary and node 1is secondary.

From CLI operational mode, enter one of the following CLI commands:

. To add a license key from a file or a URL, enter the following command, specifying
the filename or the URL where the key is located:

user@host> request system license add filename | url
. To add a license key from the terminal, enter the following command:
user@host> request system license add terminal

When prompted, enter the license key, separating multiple license keys with a blank
line.

56
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If the license key you enter is invalid, an error appears in the CLI output when you press
Ctrl+d to exit license entry mode.

4. Verify the installed licenses.

For more details, see Adding New Licenses (CLI Procedure).

To install licenses on the secondary node of an SRX Series device in a chassis cluster:
1. Initiate a failover to change node 1 (secondary node) to be the primary node:

{primary:nodeO}

user@host> request chassis cluster failover redundancy-group O node 1

Initiated manual failover for redundancy group O

0 NOTE: Initiating a failover to the secondary node is not required if you are
installing licenses manually on the device. However, if you are installing
the license directly from the Internet, you must initiate a failover.

2. Repeat the steps describedin “Step-by-Step Procedure” on page 56 toinstall licenses
on the secondary node.

3. Reboot the device for licenses to take effect.

0 NOTE: You must install the updated license on both nodes of the chassis
cluster before the existing license expires.

0 NOTE: In a chassis cluster configuration, when one device has a license
installed, and the other device does not have the same license installed, an
error message is displayed when you try to configure that specific feature as
shown in the following example:

[edit security utm feature-profile web-filtering type]
"type juniper-enhanced”
warning: requires "wf_key websense_ewf® license
<<LLLLLLLLLLLLLLLLLLLLL
configuration check succeeds

Q TIP: If you are not using any specific feature or license, you can delete the
license from both devices in a chassis cluster. You need to connect to each
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node separately to delete the licenses. For details, see Example: Deleting a
License Key.

Related . Verifying Licenses for an SRX Series Device in a Chassis Cluster on page 58

Documentation . Understanding Chassis Cluster Licensing Requirements on page 55

Verifying Licenses for an SRX Series Device in a Chassis Cluster

Supported Platforms  SRX Series, VSRX

Purpose You can verify the licenses installed on both the devices in a chassis cluster setup by
using the show system license installed command to view license usage.
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Action Licenses details on node 0.

user@host> show system license installed
{primary:nodeO}

user@host> show system license
License usage:

Licenses Licenses Licenses Expiry
Feature name used installed needed
logical-system 1 26 0 permanent
services-offload 0 1 0 permanent

Licenses installed:
License identifier: JUNOS363684
License version: 2
Valid for device: JIN111A654AGB
Features:
services-offload - services offload mode
permanent

License identifier: JUNOS531744
License version: 4
Valid for device: JN111A654AGB
Features:
services-offload - services offload mode
permanent

License identifier: JUNOS558173
License version: 4
Valid for device: JN111A654AGB
Features:
logical-system-25 - Logical System Capacity
permanent

Licenses details on node 1.
{secondary-hold:nodel}

user@host> show system license
License usage:

Licenses Licenses Licenses Expiry
Feature name used installed needed
idp-sig 0 1 0 permanent
logical-system 1 26 0 permanent
services-offload 0 1 0 permanent

Licenses installed:
License identifier: JUN0S209661
License version: 2
Valid for device: JIN111AB4DAGB
Features:
idp-sig - IDP Signature
permanent

License identifier: JUNOS336648
License version: 2
Valid for device: JIN111AB4DAGB
Features:
logical-system-25 - Logical System Capacity
permanent
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License identifier: JUNOS363685
License version: 2
Valid for device: JN111AB4DAGB
Features:
services-offload - services offload mode
permanent

License identifier: JUNOS531745
License version: 4
Valid for device: JN111AB4DAGB
Features:
services-offload - services offload mode
permanent

Meaning Use the fields License version and Features to make sure that licenses installed on both
the nodes are identical.

Related . Installing Licenses on the Devices in a Chassis Cluster on page 56

Documentation
. Understanding Chassis Cluster Licensing Requirements on page 55
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Planning Your Chassis Cluster
Configuration

« Preparing Your Equipment for Chassis Cluster Formation on page 61

« SRX Series Chassis Cluster Configuration Overview on page 62

Preparing Your Equipment for Chassis Cluster Formation

Supported Platforms  SRX Series, VSRX

To form a chassis cluster, a pair of the same kind of supported SRX Series devices is
combined to act as a single system that enforces the same overall security.

The following are the device-specific matches required to form a chassis cluster:

« Device-specific requirements:

The following are the device-specific matches required to form a chassis cluster:

. SRX5400, SRX5600,and SRX5800—The placement and type of Services Processing
Cards (SPCs) must match in the two clusters.

. SRX3400 and SRX3600—The placement and type of SPCs, I/0 cards (IOCs), and
Network Processing Cards (NPCs) must match in the two devices.

- SRX1500—Has dedicated slots for each kind of card that cannot be interchanged.

« SRX300, SRX320, SRX340, SRX345, and SRX550M: Although the devices must be of
the same type, they can contain different Physical Interface Modules (PIMs).

To form a chassis cluster, a pair of the same kind of supported SRX Series devices is
combined to act as a single system that enforces the same overall security. SRX Series
devices must meet the following requirements:

« Junos OS requirements: Both the devices must be running the same Junos OS version

. Licensing requirements: Licenses are unique to each device and cannot be shared
between the devices. Both devices (which are going to form chassis cluster) must have
the identical features and license keys enabled or installed them. If both devices do
not have anidentical set of licenses, then after a failover, that particular licensed feature
might not work or the configuration might not synchronize in chassis cluster formation.
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When a device joins a cluster, it becomes a node of that cluster. With the exception of
unigue node settings and management IP addresses, nodes in a cluster share the same
configuration.

« Aclusterisidentified by a cluster ID (cluster-id) specified as a number from 1 through
255. Setting a cluster ID to O is equivalent to disabling a cluster. A cluster ID greater
than 15 can only be set when the fabric and control link interfaces are connected
back-to-back.

The following message is displayed when you try to set a cluster ID greater than 15,
and when fabric and control link interfaces are not connected back-to-back or are not
connected on separated private VLANS:

{primary:nodel}

user@host> set chassis cluster cluster-id 254 node 1reboot

For cluster-ids greater than 15 and when deploying more than one cluster in a
single Layer 2 BROADCAST domain, it is mandatory that fabric and control links
are either connected back-to-back or are connected on separate private VLANS.

. Acluster node is identified by a node ID (node) specified as a number from O through
1.

NOTE:
0 For SRX210 Services Gateways, the base and enhanced versions of a model
can be used to form a cluster. For example:

« SRX210B and SRX210BE
« SRX210H and SRX210HE

However, the following combinations cannot be used to form a cluster:
. SRX210B and SRX210H
. SRX210B and SRX210HE

« SRX210BE and SRX210H
« SRX210BE and SRX210HE

Related . Chassis Cluster Overview on page 3

Documentation
v ! . Understanding Chassis Cluster Fabric Interfaces on page 103

SRX Series Chassis Cluster Configuration Overview

Supported Platforms SRX Series, vSRX

Note the following prerequisites for configuring a chassis cluster:

« On SRX300, SRX320, SRX340, SRX345, and SRX550M, any existing configurations
associated with interfaces that transform to the fxpO management port and the control

62 Copyright © 2017, Juniper Networks, Inc.


http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/srx-series/product/index.html
http://www.juniper.net/techpubs/en_US/release-independent/vsrx/information-products/pathway-pages/index.html

Chapter 3: Planning Your Chassis Cluster Configuration

port should be removed. For more information, see “Understanding SRX Series Chassis
Cluster Slot Numbering and Physical Port and Logical Interface Naming” on page 79.

« Confirm that hardware and software are the same on both devices.

. Confirm that license keys are the same on both devices.

i
i

NOTE: For SRX300, SRX320, SRX340, SRX345, and SRX550M chassis
clusters, the placement and type of GPIMs, XGPIMs, XPIMs, and Mini-PIMs
(as applicable) must match in the two devices.

NOTE: For SRX5000 line chassis clusters, the placement and type of SPCs
must match in the two devices.
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Figure 1on page 64 shows a chassis cluster flow diagram for SRX300, SRX320, SRX340,
SRX345, SRX550M, and SRX1500 devices.

Figure 1: Chassis Cluster Flow Diagram (SRX300, SRX320, SRX340,
SRX345, SRX550M, and SRX1500 Devices)
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Figure 2: Chassis Cluster Flow Diagram (SRX5800, SRX5600, SRX5400
Devices)
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This section provides an overview of the basic steps to create an SRX Series chassis
cluster. To create an SRX Series chassis cluster:

1.

Physically connect a pair of the same kind of supported SRX Series devices together.
For more information, see “Connecting SRX Series Devices to Create a Chassis Cluster”
on page 71.

a. Create the fabric link between two nodes in a cluster by connecting any pair of
Ethernetinterfaces. For most SRX Series devices, the only requirement is that both
interfaces be Gigabit Ethernet interfaces (or 10-Gigabit Ethernet interfaces). For
SRX300, SRX320, SRX340, SRX345, and SRX550M devices, connect a pair of
Gigabit Ethernet interfaces. For SRX1500 devices, fabric child must be of a similar
type.

When using dual fabric link functionality, connect the two pairs of Ethernet
interfaces that you will use on each device. See “Understanding Chassis Cluster
Dual Fabric Links” on page 247.

b. Configure the control ports (SRX5000 line only). See “Example: Configuring Chassis
Cluster Control Ports” on page 118.

Connect the first device to be initialized in the cluster to the console port. This is the
node that forms the cluster. For connection instructions, see the Getting Started Guide
for your device.

Use CLI operational mode commands to enable clustering:
a. ldentify the cluster by giving it the cluster ID.
b. Identify the node by giving it its own node ID and then reboot the system.

See “Example: Setting the Chassis Cluster Node ID and Cluster ID for SRX Series
Devices” on page 92.

Connect to the console port on the other device and use CLI operational mode
commands to enable clustering:

a. ldentify the cluster that the device is joining by setting the same cluster ID you set
on the first node.

b. Identify the node by giving it its own node ID and then reboot the system.

Configure the management interfaces on the cluster. See “Example: Configuring the
Chassis Cluster Management Interface” on page 96.

Configure the cluster with the CLI. See:

a. Example: Configuring the Number of Redundant Ethernet Interfaces in a Chassis
Cluster on page 138

b. Example: Configuring the Chassis Cluster Fabric Interfaces on page 109

c. Example: Configuring Chassis Cluster Redundancy Groups on page 125

66
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d. Example: Configuring Chassis Cluster Redundant Ethernet Interfaces for IPv4 and
|Pv6 Addresses on page 133

e. Example: Configuring Chassis Cluster Interface Monitoring on page 178

Initiate manual failover. See “Initiating a Chassis Cluster Manual Redundancy Group
Failover” on page 242.

Configure conditional route advertisement over redundant Ethernet interfaces. See
“Understanding Conditional Route Advertising in a Chassis Cluster” on page 255.

Verify the configuration. See “Verifying a Chassis Cluster Configuration” on page 163.

Note:

When using dual fabric link functionality, connect the two pairs of Ethernet interfaces
that you will use on each device. See “Understanding Chassis Cluster Dual Fabric Links”
on page 247.

When using dual control link functionality (SRX5600 and SRX5800 devices only),
connect the two pairs of control ports that you will use on each device.

See “Connecting Dual Control Links for SRX Series Devices in a Chassis Cluster” on
page 170.

For SRX5600 and SRX5800 devices, control ports must be on corresponding slots in
the two devices. Table 7 on page 67 shows the slot numbering offsets:

Table 7: Slot Numbering Offsets

Device Offset

SRX5800 12 (for example, fpc3 and fpcl5)
SRX5600 6 (for example, fpc3 and fpc9)
SRX5400 3 (for example, fpc3 and fpc6)

Related .
Documentation

SRX3400, and SRX3600 devices, the control ports are dedicated Gigabit Ethernet
ports.

Connecting SRX Series Devices to Create a Chassis Cluster on page 71

Example: Setting the Chassis Cluster Node ID and Cluster ID for SRX Series Devices
on page 92

Example: Configuring the Chassis Cluster Management Interface on page 96

Example: Configuring the Number of Redundant Ethernet Interfaces in a Chassis Cluster
on page 138

Verifying a Chassis Cluster Configuration on page 163
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PART 2

Setting Up Chassis Cluster in SRX Series
Devices

« Chassis Cluster Physical Setup on page 71

« Setting Up Chassis Cluster Identification on page 79

« Setting Up Chassis Cluster Management Interfaces on page 95

« Setting Up Fabric Interfaces on a Chassis Cluster on page 103

« Setting Up Control Plane Interfaces on a Chassis Cluster on page 115

« Setting Up Chassis Cluster Redundancy Groups on page 121

« Setting Up Chassis Cluster Redundant Ethernet Interfaces on page 129
« Configuring Chassis Cluster on page 141
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Chassis Cluster Physical Setup

« Connecting SRX Series Devices to Create a Chassis Cluster on page 71

Connecting SRX Series Devices to Create a Chassis Cluster

Supported Platforms

SRX Series

An SRX Series chassis cluster is created by physically connecting two identical
cluster-supported SRX Series devices together using a pair of the same type of Ethernet
connections. The connection is made for both a control link and a fabric (data) link
between the two devices.

Control links in a chassis cluster are made using specific ports.

You must use the following ports to form the control link on the following SRX Series
devices:

« For SRX300 devices, connect the ge-0/0/1 on node 0 to the ge-170/1on node 1.
« For SRX320 devices, connect the ge-0/0/1 on node O to the ge-3/0/1on node 1.

« For SRX340 and SRX345 devices, connect the ge-0/0/1on node O to the ge-5/0/10on
node 1.

« For SRX550M devices, connect the ge-0/0/1 on node O to the ge-9/0/1 on node 1.

« SRX1500 devices use dedicated control ports.
To establish a fabric link:
« For SRX300 and SRX320 devices, connect any interface except ge-0/0/0 and ge-0/0/1.

« For SRX340 and SRX345 devices, connect any interface except fxp0O and ge-0/0/1.

Figure 3 on page 72, Figure 4 on page 72, Figure 5 on page 72, Figure 6 on page 72,
Figure 7 on page 72, and Figure 8 on page 73 show pairs of SRX Series devices with the
fabric links and control links connected.
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Figure 3: Connecting SRX Series Devices in a Cluster (SRX300 Devices)
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Figure 4: Connecting SRX Series Devices in a Cluster (SRX320 Devices)
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Figure 5: Connecting SRX Series Devices in a Cluster (SRX340 Devices)
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Figure 6: Connecting SRX Series Devices in a Cluster (SRX345 Devices)
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Figure 7: Connecting SRX Series Devices in a Cluster (SRX550M Devices)
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Figure 8: Connecting SRX Series Devices in a Cluster (SRX1500 Devices)
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For a device from the SRX1500, the connection that serves as the control link must be
between the built-in control ports on each device.

o NOTE: You can connect two control links (SRX1400, SRX4600, SRX5000
and SRX3000 lines only) and two fabric links between the two devices in
the cluster to reduce the chance of control link and fabric link failure. See
“Understanding Chassis Cluster Dual Control Links” on page 169 and
“Understanding Chassis Cluster Dual Fabric Links” on page 247.

Figure 9 on page 73, Figure 10 on page 73 and Figure 11 on page 74 show pairs of SRX
Series devices with the fabric links and control links connected.

Figure 9: Connecting SRX Series Devices in a Cluster (SRX4600 Devices)
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Figure10: Connecting SRX Series Devices in a Cluster (SRX4100 Devices)
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Figure 11: Connecting SRX Series Devices in a Cluster (SRX4200 Devices)
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Figure 12 on page 74, Figure 13 on page 75, and Figure 14 on page 75 show pairs of SRX
Series devices with the fabric links and control links connected.

Figure12: Connecting SRX Series Devicesina Cluster (SRX5800 Devices)

Node O Node 1
e B S f aco e G [ || a0 o mms
Fﬂ@lﬁ HEEEREEREREER HIE HEEEEEEBREEEEE
[ ] | |
[ c L | |
Control port 488 aparerarRraraTRTAreTy _Controlport g g g g ararrarRarRTaERTAT)
FPC 3,port 0| - FPC15, port O | el | [F
e ™ s o
Y H
RN Fiber-optic “\\; ] 1
cable "‘ﬁa- s
'!-._.-‘- _l/—l— . i
B
Fabric link || | Fabric link __| | | ﬂ E
,-..‘_.- -_,.-i"l ‘ L2
L1514 3 lplglETe=e=naals —-—"";HEHBRHH
[ | |
[ | | 3
)

74 Copyright © 2017, Juniper Networks, Inc.



Chapter 4: Chassis Cluster Physical Setup

Figure13: Connecting SRX Series Devicesina Cluster (SRX5600 Devices)
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o NOTE: SRX5000 line devices do not have built-in ports, so the control link
for these gateways must be the control ports on their Services Processing
Cards (SPCs) with a slot numbering offset of 3 for SRX5400, offset of 6 for
SRX5600 devices and 12 for SRX5800 devices.

When you connect a single control link on SRX5000 line devices, the control
link ports are a one-to-one mapping with the Routing Engine slot. If your
Routing Engine is in slot O, you must use control port O to link the Routing
Engines.

Figure14: Connecting SRX Series Devicesina Cluster (SRX5400 Devices)
Control port Control port

Fabric link

o NOTE: Dual control links are not supported on an SRX5400 device due to
the limited number of slots.

Figure 15 on page 76, Figure 16 on page 76 and Figure 17 on page 76 show pairs of SRX
Series devices with the fabric links and control links connected.
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Figure15: Connecting SRX Series Devicesina Cluster (SRX3600 Devices)
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Figure16: Connecting SRX Series Devicesina Cluster (SRX3400 Devices)
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O NOTE: For dual control links on SRX3000 line devices, the Routing Engine
mustbeinslot O and the SRX Clustering Module (SCM) inslot 1. The opposite
configuration (SCM in slot O and Routing Engine in slot 1) is not supported.

Figure 17: Connecting SRX Series Devices in a Cluster (SRX1400 Devices)
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Figure 18 on page 77, Figure 19 on page 77, Figure 20 on page 77, Figure 21 on page 77,
Figure 22 on page 77, Figure 23 on page 78 and Figure 24 on page 78 all show pairs of
SRX Series devices with the fabric links and control links connected.
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Figure 18: Connecting SRX Series Devices in a Cluster (SRX650 Devices)
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Figure 19: Connecting SRX Series Devices in a Cluster (SRX550 Devices)
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Figure 20: Connecting SRX Series Devices in a Cluster (SRX240 Devices)
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Figure 21: Connecting SRX Series Devices in a Cluster (SRX220 Devices)
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Figure 22: Connecting SRX Series Devices in a Cluster (SRX210 Devices)
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Figure 23: Connecting SRX Series Devices in a Cluster (SRX110 Devices)
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Figure 24: Connecting SRX Series Devices in a Cluster (SRX100 Devices)
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The fabric link connection for the SRX100 must be a pair of Fast Ethernet interfaces and
for the SRX210 must be a pair of either Fast Ethernet or Gigabit Ethernet interfaces. The
fabric link connection must be any pair of either Gigabit Ethernet or 10-Gigabit Ethernet
interfaces on all SRX Series devices.

Related . SRX Series Chassis Cluster Configuration Overview on page 62

Documentation
. Example: Setting the Chassis Cluster Node ID and Cluster ID for SRX Series Devices

on page 92

« Example: Configuring the Chassis Cluster Management Interface on page 96

. Example: Configuring the Number of Redundant Ethernet Interfaces in a Chassis Cluster
on page 138
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Setting Up Chassis Cluster Identification

« Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and
Logical Interface Naming on page 79

« Example: Setting the Chassis Cluster Node ID and Cluster ID for SRX Series
Devices on page 92

Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and
Logical Interface Naming

Supported Platforms  SRX Series, vVSRX

Normally, on SRX Series devices, the built-in interfaces are numbered as follows:

Devices Built-In Interfaces

For Most SRX ge-0/0/0 ge-0/0/1 ge-0/0/2 ge-0/0/3
Series Devices

o NOTE: See the hardware documentation for your particular model (SRX
Series Services Gateways) for details about SRX Series devices. See Interfaces
Feature Guide for Security Devices for a full discussion of interface naming
conventions.

Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and Logical
Interface Naming (SRX300, SRX320, SRX340, SRX345, SRX550M, and SRX1500)

For chassis clustering, all SRX Series devices have a built-in management interface
named fxpO. For most SRX Series devices, the fxp0 interface is a dedicated port.

For SRX340 and SRX345 devices, the fxp0 interface is a dedicated port. For SRX300
and SRX320 devices, after you enable chassis clustering and reboot the system, the
built-in interface named ge-0/0/0 is repurposed as the management interface and is
automatically renamed fxpO.

For SRX300, SRX320, SRX340, and SRX345 devices, after you enable chassis clustering
and reboot the system, the build-in interface named ge-0/0/1is repurposed as the control
interface and is automatically renamed fxpl.

Copyright © 2017, Juniper Networks, Inc. 79


http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/srx-series/product/index.html
http://www.juniper.net/techpubs/en_US/release-independent/vsrx/information-products/pathway-pages/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/srx-series/product/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/srx-series/product/index.html

Chassis Cluster Feature Guide for SRX Series Devices

For SRX550M devices, control interfaces are dedicated Gigabit Ethernet ports.
SRX1500 devices have 16 GE interfaces and 4 XE ports.

After the devices are connected as a cluster, the slot numbering on one device changes
and thus theinterface numbering will change. The slot number for each slot in both nodes
is determined using the following formula:

cluster slot number = (node ID * maximum slots per node) + local slot number

In chassis cluster mode, all FPC related configuration is performed under edit chassis
node node-id fpc hierarchy. In non-cluster mode, the FPC related configurationis performed
under edit chassis fpc hierarchy.

Table 8 on page 80 shows the slot numbering, as well as the physical port and logical
interface numbering, for both of the SRX Series devices that become node O and node
1 of the chassis cluster after the cluster is formed.

Table 8: SRX Series Chassis Cluster Slot Numbering and Physical Port and Logical Interface

Naming
Management | Control Fabric
Maximum Slot Physical Physical Physical
Slots Per Numberingin | Port/Logical Port/Logical Port/Logical
Chassis Node a Cluster Interface Interface Interface
1500 Node O 1 0 fxpO Dedicated Any Ethernet
Control port port
emO fabO
Node 1 7 xp0 Dedicated Any Ethernet
Control port port
emO fabl
550 Node O 9 (PIM slots) 0—-8 ge-0/0/0 ge-0/0/1 Any Ethernet
port
fxpO fxpl fabO
Node 1 9—17 ge-9/0/0 ge-9/0/1 Any Ethernet
port
fxpO fxpl fabl
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Table 8: SRX Series Chassis Cluster Slot Numbering and Physical Port and Logical Interface
Naming (continued)

Management | Control Fabric
Maximum Slot Physical Physical Physical
Slots Per Numberingin | Port/Logical Port/Logical Port/Logical
Chassis Node a Cluster Interface Interface Interface
340 and 345 Node O 5 (PIM slots) 0—4 fxpO ge-0/0/1 Any Ethernet
port
fxpO fxpl fabO
Node 1 5—9 fxpO ge-5/0/1 Any Ethernet
port
fxpO fxpl fabl
320 Node O 3 (PIM slots) 0-2 ge-0/0/0 ge-0/0/1 Any Ethernet
port
fxpO fxpl fabO
Node 1 3—-5 ge-3/0/0 ge-3/0/1 Any Ethernet
port
fxpO fxpl fabl
300 Node O 1(PIM slot) 0 ge-0/0/0 ge-0/0/1 Any Ethernet
port
fxpO fxpl fabO
Node 1 1 ge-1/0/0 ge-0/0/1 Any Ethernet
port
fxp0 fxpl fabl

After you enable chassis clustering, the two chassis joined together cease to exist as
individuals and now represent a single system. As a single system, the cluster now has
twice as many slots. (See Figure 25 on page 81, Figure 26 on page 82, Figure 27 on page 82,
Figure 28 on page 82, Figure 29 on page 82, and Figure 30 on page 82.)

Figure 25: Slot Numbering in SRX300 Chassis Cluster
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Figure 26: Slot Numbering in SRX320 Chassis Cluster
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Figure 27: Slot Numbering in SRX340 Chassis Cluster
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Figure 28: Slot Numbering in SRX345 Chassis Cluster
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Figure 29: Slot Numbering in SRX550M Chassis Cluster
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Figure 30: Slot Numbering in SRX1500 Chassis Cluster
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Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and Logical
Interface Naming (SRX4600)

The SRX4600 devices use dedicated HA control and fabric ports. The HA dedicated
interface on SRX4600 supports 10-Gigabit Ethernet Interface.

82
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Table 9 on page 83 shows the slot numbering, as well as the physical port and logical
interface numbering, for both of the SRX Series devices that become node O and node
1 of the chassis cluster after the cluster is formed.

Table 9: SRX Series Chassis Cluster Slot Numbering, and Physical Port and Logical Interface
Naming (SRX4600 Devices)

Slot Management
Maximum | Numbering | Physical Control Physical Fabric Physical
Chassis Slots Per | ina Port/Logical Port/Logical Port/Logical
Cluster Node Cluster Interface Interface Interface
SRX4600 NodeO 1 0-7 fxpO Dedicated control Dedicated fabric port,
port, emO fabO

Node 1 8-15 Dedicated fabric port,
(for dual fabric-link),
fabl

40-Gigabit Ethernet
port (xe)

Table 10: SRX Series Chassis Cluster Fabric Interface Details for SRX4600

Used as Fabric Supports Z-Mode Supports
Interfaces Port? Traffic? MACsec?
Dedicated fabric ports Yes Yes Yes
8X10-Gigabit Ethernet Interface SFPP ports No No No
4X40-Gigabit Ethernet Interface QSFP28 ports Yes Yes No
4x10-Gigabit Ethernet Interface SFPP ports No No No
2X100-Gigabit Ethernet Interface QSFP28 slots No No No

0 NOTE: Mix and match of fabric ports are not supported. That is, you cannot
use one 10-Gigabit Ethernet interface and one 40-Gigabit Ethernet interface
for fabric links configuration. Dedicated fabric link supports only 10-Gigabit

Ethernet Interface.

Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and Logical
Interface Naming (SRX4100 and SRX4200)

The SRX4100 and SRX4200 devices use following HA ports:

« 10G Base-T control interface link

. 10G Base-T fabric interface link
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Supported fabric interface types for SRX4100 and SRX4200 devices are 10-Gigabit
Ethernet (xe) (10-Gigabit Ethernet Interface SFP+ slots).

Table 11 on page 84 shows the slot numbering, as well as the physical port and logical
interface numbering, for both of the SRX Series devices that become node O and node
1 of the chassis cluster after the cluster is formed.

Table 11: SRX Series Chassis Cluster Slot Numbering, and Physical Port and Logical Interface
Naming (SRX4100 and SRX4200 Devices)

Slot Management
Maximum | Numbering | Physical Control Physical Fabric Physical
Chassis Slots Per | ina Port/Logical Port/Logical Port/Logical
Cluster Node Cluster Interface Interface Interface
SRX4100 Node O 1 0 fxpO Dedicated control Dedicated fabric port,
port, emO any Ethernet port (for

dual fabric-link), fabO

Node 1 7 Dedicated fabric port,
and any Ethernet port
(for dual fabric-link),
fabl

SRX4200 NodeO 1 0 fxpO Dedicated control Dedicated fabric port,
port,emO and any Ethernet port
(for dual fabric-link),
fabO

Node 1 7 Dedicated fabric port,
and any Ethernet port
(for dual fabric-link),
fabl

Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and Logical
Interface Naming (SRX5800, SRX5600, SRX5400)

For chassis clustering, all SRX Series devices have a built-in management interface
named fxp0. For most SRX Series devices, the fxp0 interface is a dedicated port.

For the SRX5000 line, control interfaces are configured on SPCs.

Table 12 on page 85 shows the slot numbering, as well as the physical port and logical
interface numbering, for both of the SRX Series devices that become node O and node
1 of the chassis cluster after the cluster is formed.
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Table 12: SRX Series Chassis Cluster Slot Numbering, and Physical Port and Logical Interface
Naming (SRX5000-Line Devices)

Slot Management
Maximum | Numbering | Physical Control Physical Fabric Physical
Chassis Slots Per | ina Port/Logical Port/Logical Port/Logical
Cluster Node Cluster Interface Interface Interface
5800 Node O 12 (FPC o—1 Dedicated Gigabit Control port on an Any Ethernet port
slots) Ethernet port SPC
fxpO emO fabO
Node 1 12—23 Dedicated Gigabit Control port on an Any Ethernet port
Ethernet port SPC
fxpO emO fabl
5600 Node O 6 (FPC 0—5 Dedicated Gigabit Control port on an Any Ethernet port
slots) Ethernet port SPC
fxpO emO fabO
Node 1 6—11 Dedicated Gigabit Control port on an Any Ethernet port
Ethernet port SPC
fxpO emO fabl
5400 Node O 3 (FPC 0—2 Dedicated Gigabit Control port on an Any Ethernet port
slots) Ethernet port SPC
fxpO emO fabO
Node 1 3—5 Dedicated Gigabit Control port on an Any Ethernet port
Ethernet port SPC
fxpO emO fabl

NOTE: See the hardware documentation for your particular model (SRX
Series Services Gateways) for details about SRX Series devices. See Interfaces
Feature Guide for Security Devices for a full discussion of interface naming
conventions.

i

FPC Slot Numbering in SRX Series Devices

After you enable chassis clustering, the two chassis joined together cease to exist as
individuals and now represent a single system. As a single system, the cluster now has
twice as many slots. (See Figure 31 on page 86.)
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Figure 31: Slot Numbering in SRX5800 Chassis Cluster
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Figure 32 on page 86, Figure 33 on page 86, and Figure 34 on page 86 shows the slot
numbering for both of the SRX Series devices that become node 0 and node 1 of the

chassis cluster after the cluster is formed.

Figure 32: Slot Numbering in SRX4100 Chassis Cluster
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Figure 33: Slot Numbering in SRX4200 Chassis Cluster
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Figure 34: Slot Numbering in SRX4600 Chassis Cluster
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In chassis cluster mode, all FPC related configuration is performed under edit chassis
node node-id fpc hierarchy. In non-cluster mode, the FPC related configuration is performed
under edit chassis fpc hierarchy.

SRX Series Services Gateways Interface Renumbering

After the devices are connected as a cluster, the slot numbering on one device changes
and thus theinterface numbering will change. The slot number for each slot in both nodes
is determined using the following formula:

cluster slot number = (node ID * maximum slots per node) + local slot number
In chassis cluster mode, the interfaces on the secondary node are renumbered internally.

The node 1 renumbers its interfaces by adding the total number of system FPCs to the
original FPC number of the interface. For example, see Table 13 on page 87 for interface
renumbering on the SRX Series devices (SRX4100 and SRX4200).

Table 13: SRX Series Services Gateways Interface Renumbering (SRX4100

and SRX4200)
Renumbering
Device Constant Node O Interface Name | Node 1Interface Name
SRX4100 7 xe-0/0/0 xe-7/0/0
SRX4200 7 xe-0/0/1 xe-7/0/1

0 NOTE: On SRX4100 and SRX4200 devices, when the system comes up as
chassis cluster, the xe-0/0/8 and xe-7/0/8 interfaces are automatically set
as fabric interfaces links as shown in Table 14 on page 87. You can set up
another pair of fabric interfaces using any pair of 10-Gigabit interfaces to
serve as the fabric between nodes. Note that, the automatically created
fabric interfaces cannot be deleted. However, you can delete the second pair
of fabric interfaces (manually configured interfaces).

Table 14: SRX Series Services Gateways Interface Renumbering
(SRX4600)

Renumbering

Device Constant Node O Interface Name | Node 1Interface Name

SRX4600 8 xe-0/0/0 xe-7/0/0

FPC Slot Numbering in SRX Series Device Cards

SRX5600 and SRX5800 devices have Flex I/0 Cards (Flex IOCs) that have two slots to
accept the following port modules:

+ SRX-IOC-4XGE-XFP 4-Port XFP
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+ SRX-IOC-16GE-TX 16-Port RJ-45
+ SRX-IOC-16GE-SFP 16-Port SFP

You can use these port modules to add from 4 to 16 Ethernet ports to your SRX Series
device. Port numbering for these modules is

slot/port module/port

where slot is the number of the slot in the device in which the Flex IOC is installed; port
moduleis O for the upper slot in the Flex IOC or 1for the lower slot when the card is vertical,
as in an SRX5800 device; and port is the number of the port on the port module. When
the card is horizontal, as in an SRX5400 or SRX5600 device, port module is O for the
left-hand slot or 1 for the right-hand slot.

SRX5400 devices support only SRX5K-MPC cards. The SRX5K-MPC cards also have
two slots to accept the following port modules:

« SRX-MIC-10XG-SFPP 10-port-SFP+ (xe)
« SRX-MIC-20GE-SFP 20-port SFP (ge)
« SRX-MIC-1X100G-CFP 1-port CFP (et)
« SRX-MIC-2X40G-QSFP 2-port QSFP (et)

See the hardware guide for your specific SRX Series model (SRX Series Services Gateways).

Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and Logical
Interface Naming (SRX3600, SRX3400, and SRX1400)

Table 15 on page 88 shows the slot numbering, as well as the physical port and logical
interface numbering, for both of the SRX Series devices that become node O and node
1 of the chassis cluster after the cluster is formed.

Table 15: SRX Series Chassis Cluster Slot Numbering, and Physical Port and Logical Interface
Naming

Management | Control Fabric
Maximum Slot Physical Physical Physical
Slots Per Numbering in Port/Logical Port/Logical Port/Logical
Chassis Node a Cluster Interface Interface Interface
3600 Node O 13 (CFM slots) 0—12 Dedicated Dedicated Any Ethernet
Gigabit Gigabit port

Ethernet port Ethernet port

fxpO emO fabO
Node 1 13—25 Dedicated Dedicated Any Ethernet
Gigabit Gigabit port

Ethernet port Ethernet port

fxp0 emO fabl
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Table 15: SRX Series Chassis Cluster Slot Numbering, and Physical Port and Logical Interface
Naming (continued)

Management | Control Fabric
Maximum Slot Physical Physical Physical
Slots Per Numbering in Port/Logical Port/Logical Port/Logical
Chassis Node a Cluster Interface Interface Interface
3400 Node O 8 (CFM slots) 0—7 Dedicated Dedicated Any Ethernet
Gigabit Gigabit port
Ethernet port Ethernet port
fxpO emO fabO
Node 1 8 —15 Dedicated Dedicated Any Ethernet
Gigabit Gigabit port
Ethernet port Ethernet port
fxpO emO fabl
1400 Node O 4 (FPC slots) 0—3 Dedicated Dedicated Any Ethernet
Gigabit Gigabit port
Ethernet port Ethernet port
fxpO emO fabO
Node 1 4—7 Dedicated Dedicated Any Ethernet
Gigabit Gigabit port
Ethernet port Ethernet port
fxpO emO fabl

Information about chassis cluster slot numbering is also provided in Figure 35 on page 90

and Figure 36 on page 90.
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Figure 35: Slot Numbering in an SRX Series Chassis Cluster (SRX3600

Devices)
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Figure 36: Slot Numbering in an SRX Series Chassis Cluster (SRX1400
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Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and Logical
Interface Naming (SRX650, SRX550, SRX240, SRX210, SRX110, and SRX100)

Information about chassis cluster slot numbering is also provided in Figure 37 on page 90,
Figure 38 on page 91, Figure 39 on page 91, Figure 40 on page 91, Figure 41 on page 91,

and Figure 42 on page 91.

Figure 37: Slot Numbering in SRX650 Chassis Cluster
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Figure 38: Slot Numbering in SRX550 Chassis Cluster
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Figure 41: Slot Numbering in SRX210 Chassis Cluster
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A CAUTION: Layer 2 switching must not be enabled on an SRX Series device
when chassis clustering is enabled. If you have enabled Layer 2 switching,
make sure you disable it before enabling chassis clustering.

The factory default configuration for SRX100, SRX210, and SRX220 devices
automatically enables Layer 2 Ethernet switching. Because Layer 2 Ethernet
switching is not supported in chassis cluster mode, if you use the factory
default configuration for these devices, you must delete the Ethernet
switching configuration before you enable chassis clustering. See Disabling
Switching on SRX100, SRX210, and SRX220 Devices Before Enabling Chassis
Clustering.
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Related
Documentation

For SRX100, SRX210,and SRX220 devices, after you enable chassis clustering and reboot
the system, the built-in interface named fe-0/0/6 is repurposed as the management
interface and is automatically renamed fxpO.

For SRX240, SRX550, and SRX650, devices, control interfaces are dedicated Gigabit
Ethernet ports. For SRX100, SRX210, and SRX220 devices, after you enable chassis
clustering and reboot the system, the built-in interface named fe-0/0/7 is repurposed
as the control interface and is automatically renamed fxpl.

In chassis cluster mode, the interfaces on the secondary node are renumbered internally.
For example, the management interface port on the front panel of each SRX210 device
is still labeled fe-0/0/6, but internally, the node 1 port is referred to as fe-2/0/6.

« Example: Configuring Chassis Clustering on an SRX Series Devices on page 141

Example: Setting the Chassis Cluster Node ID and Cluster ID for SRX Series Devices

Supported Platforms

Requirements

SRX Series, VSRX

This example shows how to set the chassis cluster node ID and chassis cluster ID, which
you must configure after connecting two devices together. A chassis cluster ID identifies
the cluster to which the devices belong, and a chassis cluster node ID identifies a unique
node within the cluster. After wiring the two devices together, you use CLI operational
mode commands to enable chassis clustering by assigning a cluster ID and node ID on
each chassis in the cluster. The cluster ID is the same on both nodes.

« Requirements on page 92

« Overview on page 93

« Configuration on page 93

- Verification on page 94

Before you begin, ensure that you can connect to each device through the console port.

Ensure that the devices are running the same version of the Junos operating system
(Junos OS). and SRX Series devices are of same model.

0 NOTE: The factory-default configuration of an SRX Series device includes
the configuration of the interfaces on the device. Therefore, before enabling
chassis clustering on the device, you must remove any existing configuration
associated with those interfaces that will be transformed into the control
and fabric interfaces. See “Understanding SRX Series Chassis Cluster Slot
Numbering and Physical Port and Logical Interface Naming” on page 79 for
more information.

92
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Overview

Configuration

Step-by-Step
Procedure

The system uses the chassis cluster ID and chassis cluster node ID to apply the correct
configuration for each node (for example, when you use the apply-groups command to
configure the chassis cluster management interface). The chassis cluster ID and node
|D statements are written to the EPROM, and the statements take effect when the system
is rebooted.

In this example, you configure a chassis cluster ID of 1. You also configure a chassis cluster
node ID of O for the first node, which allows redundancy groups to be primary on this
node when priority settings for both nodes are the same, and a chassis cluster node ID
of 1 for the other node.

0 NOTE: Chassis cluster supports automatic synchronization of configurations.
When a secondary node joins a primary node and a chassis cluster is formed,
the primary node configuration is automatically copied and applied to the
secondary node. See “Understanding Automatic Chassis Cluster
Synchronization Between Primary and Secondary Nodes” on page 281.

To specify the chassis cluster node ID and cluster ID, you need to set two devices to
cluster mode and reboot the devices. You must enter the following operational mode
commands on both devices:

1. Connect to the first device through the console port.

user@host> set chassis cluster cluster-id 1 node O reboot
Successfully enabled chassis cluster. Going to reboot now.

2. Connect to the second device through the console port.

user@host> set chassis cluster cluster-id 1 node 1 reboot
Successfully enabled chassis cluster. Going to reboot now.

0 NOTE: For SRX5400, SRX5600 and SRX5800 devices, you must
configure the control ports before the cluster is formed.

To do this, you connect to the console port on the primary device, give
it a node ID, and identify the cluster it will belong to, and then reboot
the system. You then connect the console port to the other device, give
it a node ID, and assign it the same cluster ID you gave to the first node,
and thenreboot the system. In both instances, you can cause the system
to boot automatically by including the reboot parameter in the CLI
command line. (For further explanation of primary and secondary nodes,
see “Understanding Chassis Cluster Redundancy Groups” on page 121.)
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Verification

Purpose

Action

Meaning

Related
Documentation

Verifying Chassis Cluster Status

Verify the status of a chassis cluster.

From operational mode, enter the show chassis cluster status command.

{primary:nodeO}[edit]
user@host> show chassis cluster status

Cluster 1D: 1
Node Priority Status Preempt Manual failover

Redundancy group: 0 , Failover count: 1
nodeO 100 primary no no
nodel 1 secondary no no

Redundancy group: 1 , Failover count: 1
nodeO 0 primary no no
nodel 0 secondary no no

The sample output shows that devices in the chassis cluster are communicating properly,
with one device functioning as the primary node and the other as the secondary node.

« SRX Series Chassis Cluster Configuration Overview on page 62
. Example: Configuring the Chassis Cluster Management Interface on page 96

. Example: Configuring the Number of Redundant Ethernet Interfaces in a Chassis Cluster
on page 138

94
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Setting Up Chassis Cluster Management
INnterfaces

« Management Interface on an Active Chassis Cluster on page 95

« Example: Configuring the Chassis Cluster Management Interface on page 96

Management Interface on an Active Chassis Cluster

Supported Platforms

SRX Series, VSRX

Most of SRX Series devices contain an fxp0 interface. The fxp0 interfaces function like
standard management interfaces on SRX Series devices and allow network access to
each node in the cluster.

Management interfaces are the primary interfaces for accessing the device remotely.
Typically, a management interface is not connected to the in-band network, but is
connected instead to the device's internal network. Through a management interface
you can access the device over the network using utilities such as ssh and telnet and
configure the device from anywhere, regardless of its physical location. SNMP can use
the management interface to gather statistics from the device. A management interface
enables authorized users and management systems connect to the device over the
network.

Some SRX Series devices have a dedicated management port on the front panel. For
other types of platforms, you can configure a management interface on one of the network
interfaces. This interface can be dedicated to management or shared with other traffic.
Before users can access the management interface, you must configure it. Information
required to set up the management interface includes its IP address and prefix. In many
types of Junos OS devices (or recommended configurations), it is not possible to route
traffic between the management interface and the other ports. Therefore, you must
select an IP address in a separate (logical) network, with a separate prefix (netmask).

For most SRX Series chassis clusters, the fxpO interface is a dedicated port. SRX340 and
SRX345 devices contain an fxp0 interface. SRX300 and SRX320 devices do not have a
dedicated port for fxp0. The fxpO interface is repurposed from a built-in interface. The
fxpO interface is created when the system reboots the devices after you designate one
node as the primary device and the other as the secondary device.
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Related
Documentation

We recommend giving each node in a chassis cluster a unique IP address for the fxpO
interface of each node. This practice allows independent node management.

0 NOTE: For some SRX Series devices, such as the SRX100 and SRX200 line
devices, do not have a dedicated port for fxp0. For SRX100, SRX210, the fxpO
interface is repurposed from a built-in interface.

. Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and
Logical Interface Naming on page 79

Example: Configuring the Chassis Cluster Management Interface

Supported Platforms

Requirements

Overview

SRX Series, VSRX
This example shows how to provide network management access to a chassis cluster.

« Requirements on page 96
« Overview on page 96
« Configuration on page 97

« Verification on page 100

Before you begin, set the chassis cluster node ID and cluster ID. See “Example: Setting
the Chassis Cluster Node ID and Cluster ID” on page 92.

You must assign a unique IP address to each node in the cluster to provide network
management access. This configuration is not replicated across the two nodes.

o NOTE: If you try to access the nodes in a cluster over the network before you
configure the fxpO0 interface, you will lose access to the cluster.

In this example, you configure the following information for IPv4:

« Node O name—nodeO-router
« |IP address assigned to node 0—10.1.1.1/24
« Node 1 name—nodel-router

« |P address assigned to node 1-10.1.1.2/24
In this example, you configure the following information for IPv6:

« Node O name—nodeO-router

. |P address assigned to node 0—2001:db8:1::2/32

96
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Configuration

CLI Quick
Configuration

Step-by-Step
Procedure

Results

« Node 1 name—nodel-router

« |P address assigned to node 1—2001:db8:1::3/32

Configuring the Chassis Cluster Management Interface with IPv4 Addresses

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

To configure a chassis cluster management interface for IPv4:

{primary:nodeO}[edit]

user@host#

set groups node0 system host-name nodeO-router

set groups nodeO interfaces fxpO unit O family inet address 10.1.1.1/24
set groups nodel system host-name nodel-router

set groups nodel interfaces fxpO unit O family inet address 10.1.1.2/24

To configure a chassis cluster management interface for IPv4:

1. Configure the name of node 0 and assign an IP address.

{primary:nodeO}[edit]
user@host# set groups nodeO system host-name nodeO-router
user@host# set groups nodeO interfaces fxpO unit O family inet address 10.1.1.1/24

2. Configure the name of node 1and assign an IP address.

{primary:nodeO}[edit]
set groups nodel system host-name nodel-router
set groups nodel interfaces fxpO unit O family inet address 10.1.1.2/24

3. If you are done configuring the device, commit the configuration.

{primary:nodeO}[edit]
user@host# commit

From configuration mode, confirm your configuration by entering the show groups and
show apply-groups commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

{primary:nodeO}[edit]
user@host# show groups
nodeO {
system {
host-name nodeO-router;
1

interfaces {
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Purpose

Action

fxp0 {
unit 0 {
family inet {
address 10.1.1.1/24;

}
}
}

}
nodel {
system {
host-name nodel-router;
1
interfaces {
fxpO {
unit0 {
family inet {
address 10.1.1.2/24;

{primary:nodeO}[edit]

user@host# show apply-groups

## Last changed: 2010-09-16 11:08:29 UTC
apply-groups "${node}";

If you are done configuring the device, enter commit from configuration mode.

Verifying the Chassis Cluster Management Interface Configuration (IPv4
Addresses)

Verify the chassis cluster management interface configuration.

To verify the configuration is working properly, enter the show interfaces terse, show
configuration groups node nodeO interfaces and show configuration groups node nodel
interfaces commands.

{primary:node0} [edit]
user@host> show interfaces terse | match fxpO

xp0 up up

xp0.0 up up inet 10.1.1.1/724

{primary:node0} [edit]
user@host> show configuration groups nodeO interfaces

xp0 {
unit 0 {
family inet {
address 10.1.1.1/24;
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{primary:node0} [edit]
user@host> show configuration groups nodel interfaces

xp0 {
unit 0 {
family inet {
address 10.1.1.2/24;
}

Meaning The output displays the management interface information with their status.

Configuring the Chassis Cluster Management Interface with IPv6 Addresses

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

To configure a chassis cluster management interface for IPv6:

{primary:nodeO}[edit]

user@host#

set groups node0 system host-name nodeO-router

set groups nodeO interfaces fxpO unit O family inet6 address 2001:db8:1::2/32
set groups nodel system host-name nodel-router

set groups nodel interfaces fxpO unit O family inet6 address 2001:db8:1::3/32

Step-by-Step  To configure a chassis cluster management interface for IPv6:

Procedure
1. Configure the name of node O and assign an IP address.

{primary:nodeO}[edit]

user@host# set groups nodeO system host-name nodeO-router

user@host# set groups nodeO interfaces fxpO unit O family inet6 address
2001:db8:1::2/32

2. Configure the name of node 1and assign an IP address.

{primary:nodeO}[edit]

user@host# set groups nodel system host-name nodel-router

user@host# set groups nodel interfaces fxpO unit O family inet6 address
2001:db8:1::3/32

3. If you are done configuring the device, commit the configuration.

{primary:nodeO}[edit]
user@host# commit
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Results From configuration mode, confirm your configuration by entering the show groups and
show apply-groups commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

{primary:nodeO}[edit]
user@host# show groups
nodeO {
system {
host-name nodeO-router;
1
interfaces {
fxpO {
unitO {
family inet {
address 2001:db8:1::2/32;

1
}
1
}
nodel {
system {
host-name nodel-router;
1
interfaces {
fxpO {
unit 0 {
family inet {
address 2001:db8:1::3/32;

{primary:nodeO}[edit]

user@host# show apply-groups

## Last changed: 2010-09-16 11:08:29 UTC
apply-groups "${node}";

If you are done configuring the device, enter commit from configuration mode.

Verification

Verifying the Chassis Cluster Management Interface Configuration (IPV6
Addresses)

Purpose \Verify the chassis cluster management interface configuration.

Action To verify the configuration is working properly, enter the show interfaces terse and show
configuration groups nodeO interfaces commands.

{primary:node0} [edit]
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user@host> show interfaces terse | match fxpO

xp0 up up
fxp0.0 up up inet 2001:db8:1::2/32

{primary:node0} [edit]
user@host> show configuration groups nodeO interfaces

xp0 {
unit 0 {
family inet {
address 2001:db8:1::2/32;
}

{primary:node0} [edit]
user@host> show configuration groups nodel interfaces

xp0 {
unit 0 {
family inet {
address 2001:db8:1::3/32;
}

Meaning The output displays the management interface information with their status.

Related . Management Interface on an Active Chassis Cluster on page 95
Documentation
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Setting Up Fabric Interfaces on a Chassis

Cluster

« Understanding Chassis Cluster Fabric Interfaces on page 103

« Example: Configuring the Chassis Cluster Fabric Interfaces on page 109
« Verifying Chassis Cluster Data Plane Interfaces on page 111

« Verifying Chassis Cluster Data Plane Statistics on page 112

« Clearing Chassis Cluster Data Plane Statistics on page 113

Understanding Chassis Cluster Fabric Interfaces

Supported Platforms

SRX Series, VSRX

The fabric is a physical connection between two nodes of a cluster and is formed by
connecting a pair of Ethernet interfaces back-to-back (one from each node).

Unlike for the control link, whose interfaces are determined by the system, you specify
the physical interfaces to be used for the fabric data link in the configuration.

The fabric is the data link between the nodes and is used to forward traffic between the
chassis. Traffic arriving on a node that needs to be processed on the other is forwarded
over the fabric data link. Similarly, traffic processed on a node that needs to exit through
an interface on the other node is forwarded over the fabric.

The data link is referred to as the fabric interface. It is used by the cluster's Packet
Forwarding Engines to transmit transit traffic and to synchronize the data plane software’s
dynamic runtime state. The fabric provides for synchronization of session state objects
created by operations such as authentication, Network Address Translation (NAT),
Application Layer Gateways (ALGs), and IP Security (IPsec) sessions.

When the system creates the fabric interface, the software assigns it an internally derived
|P address to be used for packet transmission.

A CAUTION: After fabric interfaces have been configured on a chassis cluster,

removing the fabric configuration on either node will cause the redundancy
group 0 (RGO) secondary node to move to a disabled state. (Resetting a

device to the factory default configuration removes the fabric configuration
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and thereby causes the RGO secondary node to move to a disabled state.)
After the fabric configuration is committed, do not reset either device to the
factory default configuration.

« Supported Fabric Interface Types for SRX Series Devices (SRX300 Series, SRX550M,
SRX1500, SRX4100/SRX4200, and SRX5000 Series) on page 104

« Supported Fabric Interface Types for SRX Series Devices (SRX650, SRX550, SRX240,
SRX210, and SRX100 Devices) on page 105

« Jumbo Frame Support on page 105

« Understanding Fabric Interfaces on SRX5000 Line Devices for IOC2 and IOC3 on page 105
« Understanding Session RTOs on page 106

« Understanding Data Forwarding on page 107

« Understanding Fabric Data Link Failure and Recovery on page 107

Supported Fabric Interface Types for SRX Series Devices (SRX300 Series, SRX550M, SRX1500,
SRX4100/SRX4200, and SRX5000 Series)

For SRX Series chassis clusters, the fabric link can be any pair of Ethernet interfaces
spanning the cluster; the fabric link can be any pair of Gigabit Ethernet interface. Examples:

« For SRX300, SRX320, SRX340, and SRX345 devices, the fabric link can be any pair of
Gigabit Ethernet interfaces.

« For SRX Series chassis clusters made up of SRX550M devices, SFP interfaces on
Mini-PIMs cannot be used as the fabric link.

« For SRX1500, the fabric link can be any pair of Ethernet interfaces spanning the cluster;
the fabric link can be any pair of Gigabit Ethernet interface or any pair of 10-Gigabit
Ethernet interface.

« Supported fabric interface types for SRX4100 and SRX4200 devices are 10-Gigabit
Ethernet (xe) (10-Gigabit Ethernet Interface SFP+ slots).

. Supported fabric interface types for SRX4600 devices are 40-Gigabit Ethernet (xe)
(40-Gigabit Ethernet Interface QSFP slots).

. Supported fabric interface types supported for SRX5000 line devices are:
- Fast Ethernet
- Gigabit Ethernet
- 10-Gigabit Ethernet
- 40-Gigabit Ethernet
- 100-Gigabit Ethernet

0 NOTE: Starting in Junos OS Release 12.1X46-D10 and Junos OS Release
17.3R1, 100-Gigabit Ethernet interface is supported on SRX5000-line
devices.

104 Copyright © 2017, Juniper Networks, Inc.



Chapter 7: Setting Up Fabric Interfaces on a Chassis Cluster

For details about port and interface usage for management, control, and fabric links, see
“Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and Logical
Interface Naming” on page 79.

Supported Fabric Interface Types for SRX Series Devices (SRX650, SRX550, SRX240,SRX210,
and SRX100 Devices)

For SRX100, SRX210, SRX220, SRX240, SRX550, and SRX650 devices, the fabric link
can be any pair of Gigabit Ethernet interfaces or Fast Ethernet interfaces (as applicable).
Interfaces on SRX210 devices are Fast Ethernet or Gigabit Ethernet (the paired interfaces
must be of a similar type) and all interfaces on SRX100 devices are Fast Ethernet
interfaces.

Table 16 on page 105 shows the fabric interface types that are supported for SRX Series
devices.

Table 16: Supported Fabric Interface Types for SRX Series Devices

SRX650 and

SRX550 SRX240 SRX220 SRX210 SRX100
Fast Ethernet Fast Ethernet Fast Ethernet Fast Ethernet
Gigabit Ethernet Gigabit Ethernet Gigabit Ethernet Gigabit Ethernet

Jumbo Frame Support

The fabric data link does not support fragmentation. To accommodate this state, jumbo
frame support is enabled by default on the link with an MTU size of 9014 bytes. To ensure
that traffic that transits the data link does not exceed this size, we recommend that no
other interfaces exceed the fabric data link's MTU size.

Understanding Fabric Interfaces on SRX5000 Line Devices for IOC2 and IOC3

Starting with Junos OS Release 15.1X49-D10, the SRX5K-MPC3-100G10G (I0C3) and
the SRX5K-MPC3-40G10G (IOC3) are introduced.

The SRX5K-MPC (I0C2) is a Modular Port Concentrator (MPC) that is supported on the
SRX5400,SRX5600,and SRX5800. Thisinterface card accepts Modular Interface Cards
(MICs), which add Ethernet ports to your services gateway to provide the physical
connections to various network media types. The MPCs and MICs support fabric links for
chassis clusters. The SRX5K-MPC provides 10-Gigabit Ethernet (with 1T0xXI0GE MIC),
40-Gigabit Ethernet, 100-Gigabit Ethernet, and 20x1GE Ethernet ports as fabric ports.
On SRX5400 devices, only SRX5K-MPCs (I0OC2) are supported.

The SRX5K-MPC3-100G10G (I0C3) and the SRX5K-MPC3-40G10G (I0OC3) are Modular
Port Concentrators (MPCs) that are supported on the SRX5400, SRX5600, and SRX5800.
These interface cards accept Modular Interface Cards (MICs), which add Ethernet ports
to your services gateway to provide the physical connections to various network media
types. The MPCs and MICs support fabric links for chassis clusters.
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The two types of IOC3 Modular Port Concentrators (MPCs), which have different built-in
MICs, are the 24x10GE + 6x40GE MPC and the 2x100GE + 4x10GE MPC.

Due to power and thermal constraints, all four PICs on the 24x10GE + 6x40GE cannot
be powered on. A maximum of two PICs can be powered on at the same time.

Use the set chassis fpc <slot> pic <pic> power off command to choose the PICs you want
to power on.

a WARNING:
On SRX5400, SRX5600, and SRX5800 devices in a chassis cluster, when
the PICs containing fabric links on the SRX5K-MPC3-40G10G (IOC3) are
powered off to turn on alternate PICs, always ensure that:

« The new fabric links are configured on the new PICs that are turned on. At
least one fabric link must be present and online to ensure minimal RTO
loss.

« The chassis cluster is in active-backup mode to ensure minimal RTO loss,
once alternate links are brought online.

« If no alternate fabric links are configured on the PICs that are turned on,
RTO synchronous communication between the two nodes stops and the
chassis cluster session state will not back up, because the fabric link is
missing. You can view the CLI output for this scenario indicating a bad
chassis cluster state by using the show chassis cluster interfaces command.

Understanding Session RTOs

The data plane software, which operates in active/active mode, manages flow processing
and session state redundancy and processes transit traffic. All packets belonging to a
particular session are processed on the same node to ensure that the same security
treatment is applied to them. The system identifies the node on which a session is active
and forwards its packets to that node for processing. (After a packet is processed, the
Packet Forwarding Engine transmits the packet to the node on which its egress interface
exists if that node is not the local one.)

To provide for session (or flow) redundancy, the data plane software synchronizes its
state by sending special payload packets called runtime objects (RTOs) from one node
to the other across the fabric data link. By transmitting information about a session
between the nodes, RTOs ensure the consistency and stability of sessions if a failover
were to occur, and thus they enable the system to continue to process traffic belonging
to existing sessions. To ensure that session information is always synchronized between
the two nodes, the data plane software gives RTOs transmission priority over transit
traffic.

The data plane software creates RTOs for UDP and TCP sessions and tracks state
changes. It also synchronizes traffic for IPv4 pass-through protocols such as Generic
Routing Encapsulation (GRE) and IPsec.
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RTOs for synchronizing a session include:

« Session creation RTOs on the first packet
« Session deletion and age-out RTOs
« Change-related RTOs, including:
- TCP state changes
- Timeout synchronization request and response messages

- RTOs for creating and deleting temporary openings in the firewall (pinholes) and
child session pinholes

Understanding Data Forwarding

For Junos OS, flow processing occurs on a single node on which the session for that flow
was established and is active. This approach ensures that the same security measures
are applied to all packets belonging to a session.

A chassis cluster can receive traffic on an interface on one node and send it out to an
interface on the other node. (In active/active mode, the ingress interface for traffic might
exist on one node and its egress interface on the other.)

This traversal is required in the following situations:

« When packets are processed on one node, but need to be forwarded out an egress
interface on the other node

« When packets arrive on an interface on one node, but must be processed on the other
node

If the ingress and egress interfaces for a packet are on one node, but the packet must
be processed on the other node because its session was established there, it must
traverse the data link twice. This can be the case for some complex media sessions,
such as voice-over-IP (VolP) sessions.

Understanding Fabric Data Link Failure and Recovery

0 NOTE: Intrusion Detection and Prevention (IDP) services do not support
failover. For this reason, IDP services are not applied for sessions that were
present prior to the failover. IDP services are applied for new sessions created
on the new primary node.

The fabric data link is vital to the chassis cluster. If the link is unavailable, traffic forwarding
and RTO synchronization are affected, which canresult in loss of traffic and unpredictable
system behavior.

To eliminate this possibility, Junos OS uses fabric monitoring to check whether the fabric
link, or the two fabric links in the case of a dual fabric link configuration, are alive by
periodically transmitting probes over the fabric links. If Junos OS detects fabric faults,
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RG1+ status of the secondary node changes to ineligible. It determines that a fabric fault
has occurred if a fabric probe is not received but the fabric interface is active. To recover
from this state, both the fabric links need to come back to online state and should start
exchanging probes. As soon as this happens, all the FPCs on the previously ineligible
node will be reset. They then come to online state and rejoin the cluster.

0 NOTE: If you make any changes to the configuration while the secondary
node is disabled, execute the commit command to synchronize the
configuration after you reboot the node. If you did not make configuration
changes, the configuration file remains synchronized with that of the primary
node.

0 NOTE: Starting with Junos OS Release 12.1X47-D10 and Junos OS Release
17.3R1, the fabric monitoring feature is enabled by default on SRX5800,
SRX5600, and SRX5400 devices.

Starting with Junos OS Release 12.1X47-D10 and Junos OS Release 17.3R1, recovery of
the fabric link and synchronization take place automatically.

When both the primary and secondary nodes are healthy (that is, there are no failures)
and the fabric link goes down, RG1+ redundancy group(s) on the secondary node becomes
ineligible. When one of the nodes is unhealthy (that s, thereis a failure), RG1+ redundancy
group(s) on this node (either the primary or secondary node) becomes ineligible. When
both nodes are unhealthy and the fabric link goes down, RG1+ redundancy group(s) on
the secondary node becomes ineligible. When the fabric link comes up, the node on which
RG1+ became ineligible performs a cold synchronization on all Services Processing Units
and transitions to active standby.

0 NOTE:

« If RGO is primary on an unhealthy node, then RGO will fail over from an
unhealthy to a healthy node. For example, if node O is primary for RGO+
and node O becomes unhealthy, then RG1+ on node O will transition to
ineligible after 66 seconds of a fabric link failure and RGO+ fails over to
node 1, which is the healthy node.

« Only RG1+ transitions to an ineligible state. RGO continues to be in either
a primary or secondary state.

Use the show chassis cluster interfaces CLI command to verify the status of the fabric
link.
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Release History Table

Related
Documentation

Release Description

15.1X49-D10 Starting with Junos OS Release 15.1X49-D10, the SRX5K-MPC3-100G10G
(10C3) and the SRX5K-MPC3-40GI10G (I0C3) are introduced.

12.1X47 Starting with Junos OS Release 12.1X47-D10 and Junos OS Release 17.3R],
the fabric monitoring feature is enabled by default on SRX5800, SRX5600,
and SRX5400 devices.

12.1X47 Starting with Junos OS Release 12.1X47-D10 and Junos OS Release 17.3R],

recovery of the fabric link and synchronization take place automatically.

121X46 Starting in Junos OS Release 12.1X46-D10 and Junos OS Release 17.3R1,
100-Gigabit Ethernet interface is supported on SRX5000-line devices.

. Understanding Chassis Cluster Dual Fabric Links on page 247

. Example: Configuring the Chassis Cluster Fabric Interfaces on page 109
« Verifying Chassis Cluster Data Plane Interfaces on page 111

« Verifying Chassis Cluster Data Plane Statistics on page 112

« Clearing Chassis Cluster Data Plane Statistics on page 113

« Preparing Your Equipment for Chassis Cluster Formation on page 61

Example: Configuring the Chassis Cluster Fabric Interfaces

Supported Platforms

Requirements

Overview

SRX Series, VSRX

This example shows how to configure the chassis cluster fabric. The fabric is the
back-to-back data connection between the nodes in a cluster. Traffic on one node that
needs to be processed on the other node or to exit through an interface on the other node
passes over the fabric. Session state information also passes over the fabric.

« Requirements on page 109

« Overview on page 109

« Configuration on page 110

« Verification on page 111

Before you begin, set the chassis cluster ID and chassis cluster node ID. See “Example:
Setting the Chassis Cluster Node ID and Cluster ID for SRX Series Devices” on page 92.

In most SRX Series devices in a chassis cluster, you can configure any pair of Gigabit
Ethernet interfaces or any pair of 10-Gigabit interfaces to serve as the fabric between
nodes.
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You cannot configure filters, policies, or services on the fabric interface. Fragmentation
is not supported on the fabric link. The MTU size is 8980 bytes. We recommend that no
interface in the cluster exceed this MTU size. Jumbo frame support on the member links
is enabled by default.

This example illustrates how to configure the fabric link.

Only the same type of interfaces can be configured as fabric children, and you must
configure an equal number of child links for fab0O and fab1.

0 NOTE: If you are connecting each of the fabric links through a switch, you
must enable the jumbo frame feature on the corresponding switch ports. If
both of the fabric links are connected through the same switch, the
RTO-and-probes pair must be in one virtual LAN (VLAN) and the data pair
must beinanother VLAN. Here too, the jumbo frame feature must be enabled
on the corresponding switch ports.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

{primary:nodeO}[edit]
set interfaces fabO fabric-options member-interfaces ge-0/0/1
set interfaces fabl fabric-options member-interfaces ge-7/0/1

Step-by-Step  To configure the chassis cluster fabric:
Procedure
. Specify the fabric interfaces.
{primary:nodeO}[edit]
user@host# set interfaces fabO fabric-options member-interfaces ge-0/0/1
{primary:nodeO}[edit]
user@host# set interfaces fabl fabric-options member-interfaces ge-7/0/1

Results From configuration mode, confirm your configuration by entering the show interfaces
command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

For brevity, this show command output includes only the configuration that is relevant
to this example. Any other configuration on the system has been replaced with ellipses

().

{primary:nodeO}[edit]
user@host# show interfaces

fabO {
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fabric-options {
member-interfaces {
ge-0/0/7;
}
1
1
fab1 {
fabric-options {
member-interfaces {
ge-7/0/1;
}
}
1

If you are done configuring the device, enter commit from configuration mode.

Verification

Verifying the Chassis Cluster Fabric

Purpose \Verify the chassis cluster fabric.

Action From operational mode, enter the show interfaces terse | match fab coommand.

{primary:node0}

user@host> show interfaces terse | match fab

ge-0/0/1.0 up up aenet --> fab0.0
ge-7/0/1.0 up up aenet --> fabl.0
fabo up up

fab0.0 up up inet 30.17.0.200/24
fabl up up

fabl.0 up up inet 30.18.0.200/24

Related . Understanding Chassis Cluster Fabric Interfaces on page 103

Documentation
« Verifying Chassis Cluster Data Plane Interfaces on page 111

Verifying Chassis Cluster Data Plane Interfaces

Supported Platforms  SRX Series, vVSRX

Purpose Display chassis cluster data plane interface status.

Action From the CLI, enter the show chassis cluster data-plane interfaces command:

{primary:nodel}
user@host> show chassis cluster data-plane interfaces

fabO:
Name Status
ge-2/1/9 up
ge-2/2/5 up
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Related
Documentation

fabl:
Name Status
ge-8/1/9 up
ge-8/2/5 up

Understanding Chassis Cluster Fabric Interfaces on page 103

Example: Configuring the Chassis Cluster Fabric Interfaces on page 109

Verifying Chassis Cluster Data Plane Statistics on page 112

Clearing Chassis Cluster Data Plane Statistics on page 113

Verifying Chassis Cluster Data Plane Statistics

Supported Platforms

Purpose

Action

Related
Documentation

SRX Series, VSRX

Display chassis cluster data plane statistics.

From the CLI, enter the show chassis cluster data-plane statistics command:

{primary:nodel}

user@host> show chassis cluster data-plane statistics

Services Synchronized:

Service name

Translation context

Incoming NAT

Resource manager

Session create

Session close

Session change

Gate create

Session ageout refresh requests
Session ageout refresh replies
1PSec VPN

Firewall user authentication
MGCP ALG

H323 ALG

SIP ALG

SCCP ALG

PPTP ALG

RTSP ALG

RTOs sent RTOs received

[eNeNeolNeoNeNeolNeoNeNolNolNeNolNeolNolNolNolNel

el eolNeNeoNeNeNeolNeNelNeNeolNoNoNolNolNolNol

Understanding Chassis Cluster Fabric Interfaces on page 103

Example: Configuring the Chassis Cluster Fabric Interfaces on page 109

Verifying Chassis Cluster Data Plane Interfaces on page 111

Clearing Chassis Cluster Data Plane Statistics on page 113

12
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Clearing Chassis Cluster Data Plane Statistics

Supported Platforms SRX Series, vSRX

To clear displayed chassis cluster data plane statistics, enter the clear chassis cluster
data-plane statistics command from the CLI:

{primary:nodel}
user@host> clear chassis cluster data-plane statistics

Cleared data-plane statistics

Related . Understanding Chassis Cluster Fabric Interfaces on page 103
D tati
ocumentation . Example: Configuring the Chassis Cluster Fabric Interfaces on page 109
« Verifying Chassis Cluster Data Plane Statistics on page 112

. Verifying Chassis Cluster Data Plane Interfaces on page 111
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Setting Up Control Plane Interfaces on a
Chassis Cluster

« Understanding Chassis Cluster Control Plane and Control Links on page 115
« Verifying Chassis Cluster Control Plane Statistics on page 117
« Clearing Chassis Cluster Control Plane Statistics on page 118

« Example: Configuring Chassis Cluster Control Ports on page 118

Understanding Chassis Cluster Control Plane and Control Links

Supported Platforms SRX Series, vSRX

The control plane software, which operates in active or backup mode, is an integral part
of Junos OS that is active on the primary node of a cluster. It achieves redundancy by
communicating state, configuration, and other information to the inactive Routing Engine
on the secondary node. If the master Routing Engine fails, the secondary one is ready to
assume control.

The control plane software:

« Runs on the Routing Engine and oversees the entire chassis cluster system, including
interfaces on both nodes

« Manages system and data plane resources, including the Packet Forwarding Engine
(PFE) on each node

« Synchronizes the configuration over the control link

. Establishes and maintains sessions, including authentication, authorization, and
accounting (AAA) functions

. Manages application-specific signaling protocols
. Establishes and maintains management sessions, such as Telnet connections
« Handles asymmetric routing

. Manages routing state, Address Resolution Protocol (ARP) processing, and Dynamic
Host Configuration Protocol (DHCP) processing

Information from the control plane software follows two paths:
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« On the primary node (where the Routing Engine is active), control information flows
from the Routing Engine to the local Packet Forwarding Engine.

« Control information flows across the control link to the secondary node's Routing
Engine and Packet Forwarding Engine.

The control plane software running on the master Routing Engine maintains state for
the entire cluster, and only processes running on its node can update state information.
The master Routing Engine synchronizes state for the secondary node and also processes
all host traffic.

Understanding Chassis Cluster Control Links

The control interfaces provide the control link between the two nodes in the cluster and
are used for routing updates and for control plane signal traffic, such as heartbeat and
threshold information that triggers node failover. The control link is also used to
synchronize the configuration between the nodes. When you submit configuration
statements to the cluster, the configuration is automatically synchronized over the control
link.

The control link relies on a proprietary protocol to transmit session state, configuration,
and liveliness signals across the nodes.

0 NOTE: For a single control link in a chassis cluster, the same control port

should be used for the control link connection and for configuration on both
nodes. For example, if port O is configured as a control port on node O, then
port O should be configured as a control port on node 1with a cable connection
between the two ports. For dual control links, control port O on node O should
be connected to control port O on node 1and control port 1 should be
connected to control port 1 on node 1. Cross connections, that is, connecting
port O on one node to port 1 on the other node and vice versa, do not work.

Control ports supported on SRX Series devices are:

. On SRX5400, SRX5600, and SRX5800 devices, by default, all control ports are
disabled. Each SPC in a device has two control ports, and each device can have multiple
SPCs plugged into it. To set up the control link in a chassis cluster with SRX5600 or
SRX5800 devices, you connect and configure the control ports that you will use on
each device (fpc<n> and fpc<n>) and then initialize the device in cluster mode.

« For SRX4600 devices, dedicated chassis cluster (HA) control ports and fabric ports
are available. No control link configuration is needed for SRX4600 devices; however,
you need to configure fabric link explicitly for chassis cluster deployments.

« For SRX4100 and SRX4200 devices, there are dedicated chassis cluster (HA) control
ports available. No control link configuration is needed for SRX4100 and SRX4200
devices. For more information about all SRX4100 and SRX4200 ports including
dedicated control and fabric link ports, see “Understanding SRX Series Chassis Cluster
Slot Numbering and Physical Port and Logical Interface Naming” on page 79.

16
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o NOTE: For SRX4100 and SRX4200 devices, when devices are not in cluster
mode, dedicated HA ports cannot be used as revenue ports or traffic ports.

« SRX1500 devices use the dedicated control port.

« For SRX300, SRX320, SRX340, SRX345, and SRX550M devices, the control link uses
the ge-0/0/1interface.

« For SRX240, SRX550M, and SRX650 devices, the control link uses the ge-0/0/1
interface.

« For SRX220 devices, the control link uses the ge-0/0/7 interface.
. For SRX100 and SRX210 devices, the control link uses the fe-0/0/7 interface.
For details about port and interface usage for management, control, and fabric links, see

“Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and Logical
Interface Naming” on page 79.

Related . Verifying Chassis Cluster Control Plane Statistics on page 117

D tati
ocumentation « Clearing Chassis Cluster Control Plane Statistics on page 118

Verifying Chassis Cluster Control Plane Statistics

Supported Platforms  SRX Series, vVSRX

Purpose Display chassis cluster control plane statistics.

Action From the CLI, enter the show chassis cluster control-plane statistics command:

{primary:nodel}
user@host> show chassis cluster control-plane statistics

Control link statistics:
Control link O:
Heartbeat packets sent: 124
Heartbeat packets received: 125
Fabric link statistics:
Child link O
Probes sent: 124
Probes received: 125

{primary:nodel}
user@host> show chassis cluster control-plane statistics

Control link statistics:
Control link O:
Heartbeat packets sent: 258698
Heartbeat packets received: 258693
Control link 1:
Heartbeat packets sent: 258698
Heartbeat packets received: 258693
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Fabric link statistics:
Child link O
Probes sent: 258690
Probes received: 258690
Child link 1
Probes sent: 258505
Probes received: 258505

Related . Clearing Chassis Cluster Control Plane Statistics on page 118
Documentation

Clearing Chassis Cluster Control Plane Statistics

Supported Platforms SRX Series, vVSRX

To clear displayed chassis cluster control plane statistics, enter the clear chassis cluster
control-plane statistics command from the CLI:

{primary:nodel}
user@host> clear chassis cluster control-plane statistics

Cleared control-plane statistics

Related . Verifying Chassis Cluster Control Plane Statistics on page 117
Documentation

Example: Configuring Chassis Cluster Control Ports

Supported Platforms  SRX Series, vSRX

This example shows how to configure chassis cluster control ports on SRX5400,
SRX5600, and SRX5800 devices. You need to configure the control ports that you will
use on each device to set up the control link.

« Requirements on page 118

« Overview on page 119

» Configuration on page 119

« Verification on page 120
Requirements
Before you begin:

. Understand chassis cluster control links. See “Understanding Chassis Cluster Control
Plane and Control Links” on page 115.

« Physically connect the control ports on the devices. See “Connecting SRX Series Devices
to Create a Chassis Cluster” on page 71.
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Overview

Configuration

CLI Quick
Configuration

Step-by-Step
Procedure

Results

By default, all control ports on SRX5400, SRX5600, and SRX5800 devices are disabled.
After connecting the control ports, configuring the control ports, and establishing the
chassis cluster, the control link is set up.

This example configures control ports with the following FPCs and ports as the control
link:

« FPC 4, port O
« FPC10, port0O

To quickly configure this section of the example, copy the following commands, paste
them into a text file, remove any line breaks, change any details necessary to match your
network configuration, copy and paste the commands into the CLI at the [edit] hierarchy
level, and then enter commit from configuration mode.

{primary:nodeO}[edit]
set chassis cluster control-ports fpc 4 port O
set chassis cluster control-ports fpc 10 port O

To configure control ports for use as the control link for the chassis cluster:

. Specify the control ports.

{primary:nodeO}[edit]

user@host# set chassis cluster control-ports fpc 4 port O
{primary:nodeO}[edit]

user@host# set chassis cluster control-ports fpc 10 port O

From configuration mode, confirm your configuration by entering the show chassis cluster
command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

For brevity, this show command output includes only the configuration that is relevant
to this example. Any other configuration on the system has been replaced with ellipses

().

{primary:nodeO}[edit]
user@host# show chassis cluster

control-ports {
fpc 4 port O;
fpc 10 port O;
1

If you are done configuring the device, enter commit from configuration mode.
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Verification

Purpose

Action

Meaning

Related
Documentation

Verifying the Chassis Cluster Status

Verify the chassis cluster status.

From operational mode, enter the show chassis cluster status command.

{primary:node0}

user@host> show chassis cluster status

Cluster ID: 1

Node Priority Status Preempt Manual failover

Redundancy group: 0 , Failover count: 1
node0 100 primary no no
nodel 1 secondary no no

Redundancy group: 1 , Failover count: 1
nodeO 0 primary no no
nodel 0 secondary no no

Use the show chassis cluster status command to confirm that the devices in the chassis
cluster are communicating with each other. The chassis cluster is functioning properly,
as one device is the primary node and the other is the secondary node.

. Understanding Chassis Cluster Control Plane and Control Links on page 115

« Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and
Logical Interface Naming on page 79

« Connecting SRX Series Devices to Create a Chassis Cluster on page 71
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Setting Up Chassis Cluster Redundancy
Groups

« Understanding Chassis Cluster Redundancy Groups on page 121

« Example: Configuring Chassis Cluster Redundancy Groups on page 125

Understanding Chassis Cluster Redundancy Groups

Supported Platforms  SRX Series, VSRX

Chassis clustering provides high availability of interfaces and services through redundancy
groups and primacy within groups.

A redundancy group is an abstract construct that includes and manages a collection of
objects. A redundancy group contains objects on both nodes. A redundancy group is
primary on one node and backup on the other at any time. When a redundancy group is
said to be primary on a node, its objects on that node are active.

Redundancy groups are independent units of failover. Each redundancy group fails over
from one node to the otherindependent of other redundancy groups. When a redundancy
group fails over, all its objects fail over together.

Three things determine the primacy of a redundancy group: the priority configured for
the node, the node ID (in case of tied priorities), and the order in which the node comes
up. If a lower priority node comes up first, then it will assume the primacy for a redundancy
group (and will stay as primary if preempt is not enabled). If preempt is added to a
redundancy group configuration, the device with the higher priority in the group caninitiate
a failover to become master. By default, preemption is disabled. For more information
on preemption, see preempt (Chassis Cluster).

A chassis cluster can include many redundancy groups, some of which might be primary
on one node and some of which might be primary on the other. Alternatively, all
redundancy groups can be primary on a single node. One redundancy group's primacy
does not affect another redundancy group's primacy. You can create up to 128 redundancy
groups.

0 NOTE: The maximum number of redundancy groups is equal to the number
of redundant Ethernet interfaces that you configure.
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You can configure redundancy groups to suit your deployment. You configure a redundancy
group to be primary on one node and backup on the other node. You specify the node on
which the group is primary by setting priorities for both nodes within a redundancy group
configuration. The node with the higher priority takes precedence, and the redundancy
group's objects on it are active.

If a redundancy group is configured so that both nodes have the same priority, the node
with the lowest node ID number always takes precedence, and the redundancy group is
primary on it. In a two-node cluster, node 0O always takes precedence in a priority tie.

Understanding Chassis Cluster Redundancy Group O: Routing Engines

When you initialize a device in chassis cluster mode, the system creates a redundancy
group referred to as redundancy group 0. Redundancy group O manages the primacy
and failover between the Routing Engines on each node of the cluster. As is the case for
all redundancy groups, redundancy group O can be primary on only one node at a time.
The node on which redundancy group O is primary determines which Routing Engine is
active in the cluster. A node is considered the primary node of the cluster if its Routing
Engine is the active one.

The redundancy group O configuration specifies the priority for each node. The following
priority scheme determines redundancy group O primacy. Note that the three-second
value is the interval if the default heartbeat-threshold and heartbeat-interval values are
used.

« The node that comes up first (at least three seconds prior to the other node) is the
primary node.

« If both nodes come up at the same time (or within three seconds of each other):
- The node with the higher configured priority is the primary node.
- If thereis a tie (either because the same value was configured or because default

settings were used), the node with the lower node ID (node 0) is the primary node.

The previous priority scheme applies to redundancy groups x (redundancy groups
numbered 1through 128) as well, provided preempt is not configured. (See “Example:
Configuring Chassis Cluster Redundancy Groups” on page 125.)

You cannot enable preemption for redundancy group O. If you want to change the primary
node for redundancy group O, you must do a manual failover.

A CAUTION: Be cautious and judicious in your use of redundancy group O
manual failovers. A redundancy group O failover implies a Routing Engine
failover, in which case all processes running on the primary node are killed
and then spawned on the new master Routing Engine. This failover could
result in loss of state, such as routing state, and degrade performance by
introducing system churn.
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Understanding Chassis Cluster Redundancy Groups 1 Through 128

You can configure one or more redundancy groups numbered 1 through 128, referred to
as redundancy group x. The maximum number of redundancy groups is equal to the
number of redundant Ethernet interfaces that you configure (see Table 18 on page 130).
Each redundancy group x acts as an independent unit of failover and is primary on only
one node at a time.

Each redundancy group x contains one or more redundant Ethernet interfaces. A redundant
Ethernet interface is a pseudo interface that contains at minimum a pair of physical
Gigabit Ethernet interfaces or a pair of Fast Ethernet interfaces. If a redundancy group is
active on node 0, then the child links of all the associated redundant Ethernet interfaces
on node O are active. If the redundancy group fails over to node 1, then the child links of
all redundant Ethernet interfaces on node 1 become active.

The following priority scheme determines redundancy group x primacy, provided preempt
is not configured. If preempt is configured, the node with the higher priority is the primary
node. Note that the three-second value is the interval if the default heartbeat-threshold
and heartbeat-interval values are used.

« The node that comes up first (at least three seconds prior to the other node) is the
primary node.

« If both nodes come up at the same time (or within three seconds of each other):
- The node with the higher configured priority is the primary node.

- If there is a tie (either because the same value was configured or because default
settings were used), the node with the lower node ID (node 0) is the primary node.

On SRX Series chassis clusters, you can configure multiple redundancy groups to
load-share traffic across the cluster. For example, you can configure some redundancy
groups x to be primary on one node and some redundancy groups x to be primary on the
other node. You can also configure a redundancy group x in a one-to-one relationship
with a single redundant Ethernet interface to control which interface traffic flows through.

The traffic for a redundancy group is processed on the node where the redundancy group
is active. Because more than one redundancy group can be configured, it is possible that
the traffic from some redundancy groups is processed on one node while the traffic for
other redundancy groups is processed on the other node (depending on where the
redundancy group is active). Multiple redundancy groups make it possible for traffic to
arrive over an ingress interface of one redundancy group and over an egress interface
that belongs to another redundancy group. In this situation, the ingress and egress
interfaces might not be active on the same node. When this happens, the traffic is
forwarded over the fabric link to the appropriate node.

When you configure a redundancy group x, you must specify a priority for each node to
determine the node on which the redundancy group x is primary. The node with the higher
priority is selected as primary. The primacy of a redundancy group x can fail over from
one node to the other. When a redundancy group x fails over to the other node, its
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redundant Ethernet interfaces on that node are active and their interfaces are passing
traffic.

Table 17 on page 124 gives an example of redundancy group x in an SRX Series chassis
cluster and indicates the node on which the group is primary. It shows the redundant
Ethernet interfaces and their interfaces configured for redundancy group x.

O NOTE: Some devices have both Gigabit Ethernet ports and Fast Ethernet
ports.

Table 17: Example of Redundancy Groups in a Chassis Cluster

Interface
Primary Priority Objects Interface (Node 0) (Node 1)
Redundancy group Node O Node 0: 254 Routing Engine on node — —
0 0
Node 1: 2 Routing Engine on node — —
1
Redundancy group Node O Node 0: 254 Redundant Ethernet ge-1/0/0 ge-5/0/0
1 interface O
Node 1: 2 Redundant Ethernet ge-1/3/0 ge-5/3/0
interface 1
Redundancy group Node 1 Node 0: 2 Redundant Ethernet ge-2/0/0 ge-6/0/0
2 interface 2
Node 1: 254 Redundant Ethernet ge-2/3/0 ge-6/3/0
interface 3
Redundancy group Node O Node 0: 254 Redundant Ethernet ge-3/0/0 ge-7/0/0
3 interface 4
Node 1: 2 Redundant Ethernet ge-3/3/0 ge-7/3/0
interface 5

As the example for a chassis cluster in Table 17 on page 124 shows:

. The Routing Engine on node O is active because redundancy group O is primary on
node 0. (The Routing Engine on node 1is passive, serving as backup.)

. Redundancy group 1is primary on node O. Interfaces ge-1/0/0 and ge-1/3/0 belonging
to redundant Ethernet interface O and redundant Ethernet interface 1 are active and
handling traffic.
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Related
Documentation

« Redundancy group 2 is primary on node 1. Interfaces ge-6/0/0 and ge-6/3/0 belonging
to redundant Ethernet interface 2 and redundant Ethernet interface 3 are active and
handling traffic.

« Redundancy group 3is primary on node O. Interfaces ge-3/0/0 and ge-3/3/0 belonging
to redundant Ethernet interface 4 and redundant Ethernet interface 5 are active and
handling traffic.

. Example: Configuring Chassis Cluster Redundancy Groups on page 125

Example: Configuring Chassis Cluster Redundancy Groups

Supported Platforms

Requirements

Overview

SRX Series, VSRX
This example shows how to configure a chassis cluster redundancy group.

« Requirements on page 125
« Overview on page 125
« Configuration on page 126

« Verification on page 127

Before you begin:

1. Set the chassis cluster node ID and cluster ID. See “Example: Setting the Chassis
Cluster Node ID and Cluster ID” on page 92.

2. Configure the chassis cluster management interface. See “Example: Configuring the
Chassis Cluster Management Interface” on page 96.

3. Configure the chassis cluster fabric. See “Example: Configuring the Chassis Cluster
Fabric Interfaces” on page 109.

A chassis cluster redundancy group is an abstract entity that includes and manages a
collection of objects. Each redundancy group acts as an independent unit of failover and
is primary on only one node at a time.

In this example, you create two chassis cluster redundancy groups, O and 1:

« 0—Node 0 is assigned a priority of 100, and node 1is assigned a priority of 1.
« 1—Node O is assigned a priority of 100, and node 1is assigned a priority of 1.
The preempt option is enabled, and the number of gratuitous ARP requests that an

interface can send to notify other network devices of its presence after the redundancy
group it belongs to has failed over is 4.
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

[edit]

set chassis cluster redundancy-group O node O priority 100
set chassis cluster redundancy-group O node 1 priority 1

set chassis cluster redundancy-group 1 node O priority 100

set chassis cluster redundancy-group 1 node 1 priority 1

set chassis cluster redundancy-group 1 preempt

set chassis cluster redundancy-group 1 gratuitous-arp-count 4

Step-by-Step  To configure a chassis cluster redundancy group:

Procedure

Results

1. Specify a redundancy group's priority for primacy on each node of the cluster. The

higher number takes precedence.

{primary:nodeO}[edit]

user@host# set chassis cluster redundancy-group 0 node O priority 100
user@host# set chassis cluster redundancy-group O node 1 priority 1
user@host# set chassis cluster redundancy-group 1 node O priority 100
user@host# set chassis cluster redundancy-group 1 node 1 priority 1

2. Configure the node with the higher priority to preempt the device with the lower

priority and become primary for the redundancy group.

{primary:nodeO}[edit]
user@host# set chassis cluster redundancy-group 1 preempt

You cannot enable preemption for redundancy group O. If you want to change the
primary node for redundancy group 0, you must do a manual failover.

3. Specify the number of gratuitous ARP requests that an interface can send to notify

other network devices of its presence after the redundancy group it belongs to has
failed over.

{primary:nodeO}[edit]
user@host# set chassis cluster redundancy-group 1 gratuitous-arp-count 4

From configuration mode, confirm your configuration by entering the show chassis cluster
status redundancy-group commands. If the output does not display the intended
configuration, repeat the configuration instructions in this example to correct it.

{primary:nodeO}[edit]
user@host# show chassis cluster
chassis {
cluster {
redundancy-group O {
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Verification

Purpose

Action

Related
Documentation

node O priority 100;
node 1 priority 1;

}

redundancy-group 1{
node O priority 100;
node 1 priority 1;
preempt;
gratuitous-arp-count 4;

}

1
}

If you are done configuring the device, enter commit from configuration mode.

Verifying Chassis Cluster Redundancy Group Status

Verify the status of a chassis cluster redundancy group.

From operational mode, enter the show chassis cluster status redundancy-group command.

{primary:nodeO}
user@host>show chassis cluster status redundancy-group 1

Cluster ID: 1
Node Priority Status Preempt Manual failover

Redundancy group: 1 , Failover count: 1

nodeO 100 secondary no no
nodel 1 primary yes no

. Understanding Chassis Cluster Redundancy Groups on page 121
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Setting Up Chassis Cluster Redundant
Ethernet Interfaces

« Understanding Chassis Cluster Redundant Ethernet Interfaces on page 129

« Example: Configuring Chassis Cluster Redundant Ethernet Interfaces for IPv4 and IPv6
Addresses on page 133

. Example: Configuring the Number of Redundant Ethernet Interfaces in a Chassis
Cluster on page 138

Understanding Chassis Cluster Redundant Ethernet Interfaces

Supported Platforms

SRX Series, VSRX

A redundant Ethernet interface is a pseudointerface that includes at minimum one
physical interface from each node of the cluster.

i
i

NOTE: For SRX300, SRX320, SRX340, SRX345, SRX550M, and SRX1500
devices, the total number of logical interfaces that you can configure across
all the redundant Ethernet (reth) interfaces in a chassis cluster deployment
is1024.

NOTE: For SRX5800, SRX5600, SRX5400 devices, the total number of
logical interfaces that you can configure across all the redundant Ethernet
(reth) interfaces in a chassis cluster deployment is 4,096.

NOTE: For SRX100, SRX210, SRX220, SRX240, SRX550M, and SRX650
devices, the total number of logical interfaces that you can configure across
all the redundant Ethernet (reth) interfaces in a chassis cluster deployment
is1,024.

A redundant Ethernet interface must contain, at minimum, a pair of Fast Ethernet
interfaces or a pair of Gigabit Ethernet interfaces that are referred to as child interfaces
of the redundant Ethernet interface (the redundant parent). If two or more child interfaces
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from each node are assigned to the redundant Ethernet interface, a redundant Ethernet
interface link aggregation group can be formed. A single redundant Ethernet interface
might include a Fast Ethernet interface from node O and a Fast Ethernet interface from
node 1 or a Gigabit Ethernet interface from node O and a Gigabit Ethernet interface from
node 1.

On SRX5600, and SRX5800 devices, interfaces such as 10-Gigabit Ethernet (xe),
40-Gigabit Ethernet, and 100-Gigabit Ethernet can be redundant Ethernet (reth)
interfaces.

o NOTE: Aredundant Ethernet interface is referred to as a reth in configuration
commands.

Aredundant Ethernet interface's child interface is associated with the redundant Ethernet
interface as part of the child interface configuration. The redundant Ethernet interface
child interface inherits most of its configuration from its parent.

The maximum number of redundant Ethernet interfaces that you can configure varies,
depending on the device type you are using, as shown in Table 18 on page 130 and
Table 19 on page 131. Note that the number of redundant Ethernet interfaces configured
determines the number of redundancy groups that can be configured.

Table 18: Maximum Number of Redundant Ethernet Interfaces Allowed
(SRX4100,SRX4200,SRX5400,SRX5600,SRX5800,SRX300,SRX320,
SRX340, SRX345, SRX550M, and SRX1500)

Maximum Number of

Device reth Interfaces
SRX4600 128
SRX4100, 128
SRX4200

SRX5400, 128
SRX5600,

SRX5800

SRX300, 128
SRX320,

SRX340,

SRX345

SRX550M 58
SRX1500 128

130
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Table 19: Maximum Number of Redundant Ethernet Interfaces Allowed
(SRX100, SRX210, SRX220, SRX240, SRX550, and SRX650)

Maximum Number of

Device reth Interfaces
SRX100 8

SRX210 8

SRX220 8

SRX240 24

SRX550 58

SRX650 68

Aredundant Ethernet interface's child interface is associated with the redundant Ethernet
interface as part of the child interface configuration. The redundant Ethernet interface
child interface inherits most of its configuration from its parent.

e NOTE: Youcanenable promiscuous mode onredundant Ethernet interfaces.
When promiscuous mode is enabled on a Layer 3 Ethernet interface, all
packets received on the interface are sent to the central point or Services
Processing Unit (SPU), regardless of the destination MAC address of the
packet. If you enable promiscuous mode on a redundant Ethernet interface,
promiscuous mode is then enabled on any child physical interfaces.

To enable promiscuous mode on a redundant Ethernet interface, use the
promiscuous-mode statement at the [edit interfaces] hierarchy.

A redundant Ethernet interface inherits its failover properties from the redundancy group
x that it belongs to. A redundant Ethernet interface remains active as long as its primary
child interface is available or active. For example, if rethO is associated with redundancy
group 1and redundancy group 1is active on node 0, then rethO is up as long as the node
O child of rethO is up.

Point-to-Point Protocol over Ethernet (PPPoE) over redundant Ethernet (reth) interface
is supported on SRX100, SRX210, SRX220, SRX240, SRX550, SRX650, SRX300, SRX320,
SRX340, SRX345, and SRX550M devices in chassis cluster mode. This feature allows
an existing PPPoE session to continue without starting a new PPPOE session in the event
of a failover.

Point-to-Point Protocol over Ethernet (PPPoE) over redundant Ethernet (reth) interface
is supported on SRX300, SRX320, SRX340, SRX345, and SRX550M devices in chassis

cluster mode. This feature allows an existing PPPOE session to continue without starting
a new PPPQOE session in the event of a failover.
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0 NOTE: Onon SRX300, SRX320, SRX340, SRX345, and SRX550M devices,
the number of child interfaces per node is restricted to eight on the reth
interface and the number of child interfaces per reth interface is restricted

to eight.

0 NOTE: When using SRX Series devices in chassis cluster mode, we
recommend that you do not configure any local interfaces (or combination
of local interfaces) along with redundant Ethernet interfaces.

For example:

The following configuration of chassis cluster redundant Ethernet interfaces,
in which interfaces are configured as local interfaces, is not supported:

ge-2/0/2 {
unit 0 {
family inet {
address 1.1.1.1/24;
}
1
1

The following configuration of chassis cluster redundant Ethernet interfaces,
in which interfaces are configured as part of redundant Ethernet interfaces,

is supported:

interfaces {
ge-2/0/2 {
gigether-options {
redundant-parent reth2;
}
1
reth2 {
redundant-ether-options {
redundancy-group 1;
1
unit O {
family inet {
address 1.1.1.1/24;
}
}
1
1

132
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o NOTE: Youcanenable promiscuous mode onredundant Ethernet interfaces.
When promiscuous mode is enabled on a Layer 3 Ethernet interface, all
packets received on the interface are sent to the central point or Services
Processing Unit (SPU), regardless of the destination MAC address of the
packet. If you enable promiscuous mode on a redundant Ethernet interface,
promiscuous mode is then enabled on any child physical interfaces.

To enable promiscuous mode on a redundant Ethernet interface, use the
promiscuous-mode statement at the [edit interfaces] hierarchy.

Related . Example: Configuring Chassis Cluster Redundant Ethernet Interfaces for IPv4 and IPv6
Documentation Addresses on page 133

. Understanding Chassis Cluster Redundant Ethernet Interface Link Aggregation Groups
on page 261

. Understanding Conditional Route Advertising in a Chassis Cluster on page 255

« Preparing Your Equipment for Chassis Cluster Formation on page 61

Example: Configuring Chassis Cluster Redundant Ethernet Interfaces for IPv4 and IPv6
Addresses

Supported Platforms SRX Series, vSRX

This example shows how to configure chassis cluster redundant Ethernet interfaces. A
redundant Ethernet interface is a pseudointerface that contains two or more physical
interfaces, with at least one from each node of the cluster.

« Requirements on page 133

« Overview on page 134

« Configuration on page 134

« Verification on page 137

Requirements

Before you begin:

« Understand how to set the chassis cluster node ID and cluster ID. See “Example: Setting
the Chassis Cluster Node ID and Cluster ID” on page 92.

. Set the number of redundant Ethernet interfaces.

« Understand how to set the chassis cluster fabric. See “Example: Configuring the Chassis
Cluster Fabric Interfaces” on page 109.

« Understand how to set the chassis cluster node redundancy groups. See “Example:
Configuring Chassis Cluster Redundancy Groups” on page 125.
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Overview

Configuration

CLI Quick
Configuration

After physical interfaces have been assigned to the redundant Ethernet interface, you
set the configuration that pertains to them at the level of the redundant Ethernet interface,
and each of the child interfaces inherits the configuration.

If multiple child interfaces are present, then the speed of all the child interfaces must be
the same.

A redundant Ethernet interface is referred to as a reth in configuration commands.

0 NOTE: Youcanenable promiscuous mode onredundant Ethernet interfaces.
When promiscuous mode is enabled on a Layer 3 Ethernet interface, all
packets received on the interface are sent to the central point or Services
Processing Unit regardless of the destination MAC address of the packet. If
you enable promiscuous mode on a redundant Ethernet interface,
promiscuous mode is then enabled on any child physical interfaces.

To enable promiscuous mode on a redundant Ethernet interface, use the
promiscuous-mode statement at the [edit interfaces] hierarchy.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

{primary:nodeO}[edit]

user@host# set interfaces ge-0/0/0 gigether-options redundant-parent rethi
set interfaces ge-7/0/0 gigether-options redundant-parent rethi

set interfaces fe-1/0/0 fast-ether-options redundant-parent reth2

set interfaces fe-8/0/0 fast-ether-options redundant-parent reth2

set interfaces reth1 redundant-ether-options redundancy-group 1

set interfaces reth1 unit O family inet mtu 1500

set interfaces reth1 unit O family inet address 10.1.1.3/24

set security zones security-zone Trust interfaces reth1.0

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

{primary:nodeO}[edit]

user@host# set interfaces ge-0/0/0 gigether-options redundant-parent rethl
set interfaces ge-7/0/0 gigether-options redundant-parent rethi

set interfaces fe-1/0/0 fast-ether-options redundant-parent reth2

set interfaces fe-8/0/0 fast-ether-options redundant-parent reth2

set interfaces reth2 redundant-ether-options redundancy-group 1

set interfaces reth2 unit O family inet6 mtu 1500

set interfaces reth2 unit O family inet6 address 2010:2010:201::2/64
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set security zones security-zone Trust interfaces reth2.0

Step-by-Step  To configure redundant Ethernet interfaces for IPv4:

Procedure
1. Bind redundant child physical interfaces to rethl.

{primary:nodeO}[edit]
user@host# set interfaces ge-0/0/0 gigether-options redundant-parent rethl
user@host# set interfaces ge-7/0/0 gigether-options redundant-parent rethl

2. Bind redundant child physical interfaces to reth2.

{primary:nodeO}[edit]
user@host# set interfaces fe-1/0/0 fast-ether-options redundant-parent reth2
user@host# set interfaces fe-8/0/0 fast-ether-options redundant-parent reth2

3. Addrethltoredundancy group 1.

{primary:nodeO}[edit]
user@host# set interfaces reth1 redundant-ether-options redundancy-group 1

4, Set the MTU size.

{primary:nodeO}[edit]
user@host# set interfaces reth1 unit O family inet mtu 1500

o NOTE: The maximum transmission unit (MTU) set on thereth interface
can be different from the MTU on the child interface.

5.  Assign an IP address to rethl.

{primary:nodeO}[edit]
user@host# set interfaces reth1 unit O family inet address 10.1.1.3/24

6.  Associate rethl1.0 to the trust security zone.

{primary:nodeO}[edit]
user@host# set security zones security-zone Trust interfaces reth1.0

Step-by-Step  To configure redundant Ethernet interfaces for IPv6:

Procedure
1. Bind redundant child physical interfaces to rethl.

{primary:nodeO}[edit]
user@host# set interfaces ge-0/0/0 gigether-options redundant-parent rethi
user@host# set interfaces ge-7/0/0 gigether-options redundant-parent rethil

2. Bind redundant child physical interfaces to reth2.

{primary:nodeO}[edit]
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Results

user@host# set interfaces fe-1/0/0 fast-ether-options redundant-parent reth2
user@host# set interfaces fe-8/0/0 fast-ether-options redundant-parent reth2

3. Add reth2 to redundancy group 1.

{primary:nodeO}[edit]
user@host# set interfaces reth2 redundant-ether-options redundancy-group 1

4, Setthe MTU size.

{primary:nodeO}[edit]
user@host# set interfaces reth2 unit O family ineté mtu 1500

5.  Assign an IP address to reth2.

{primary:nodeO}[edit]
user@host# set interfaces reth2 unit O family inet6 address 2010:2010:201::2/64

6. Associate reth2.0 to the trust security zone.

{primary:nodeO}[edit]
user@host# set security zones security-zone Trust interfaces reth2.0

From configuration mode, confirm your configuration by entering the show interfaces
rethO command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

For brevity, this show command output includes only the configuration that is relevant
to this example. Any other configuration on the system has been replaced with ellipses

(o).

{primary:nodeO}[edit]
user@host# show interfaces
interfaces {

fe-1/0/0 {
fastether-options {
redundant-parent reth2;
}
1
fe-8/0/0 {
fastether-options {
redundant-parent reth2;
1
1
ge-0/0/0 {
gigether-options {
redundant-parent reth;
}
1
ge-7/0/0 {
gigether-options {
redundant-parent rethl;
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}
1
rethl {
redundant-ether-options {
redundancy-group 1;
}
unit O {
family inet {
mtu 1500;
address 10.1.1.3/24;
}
}
1
reth2 {
redundant-ether-options {
redundancy-group 1;
}
unit 0 {
family inet6 {
mtu 1500;
address 2010:2010:201::2/64;
}
}
1

}

If you are done configuring the device, enter commit from configuration mode.

Verification
Confirm that the configuration is working properly.

« Verifying Chassis Cluster Redundant Ethernet Interfaces on page 137

« Verifying Chassis Cluster Control Links on page 137

Verifying Chassis Cluster Redundant Ethernet Interfaces

Purpose \Verify the configuration of the chassis cluster redundant Ethernet interfaces.

Action From operational mode, enter the show interfaces | match reth1 command:

{primary:nodeQ}
user@host> show interfaces | match rethl

ge-0/0/0.0 up down aenet --> rethl.0
ge-7/0/0.0 up down aenet --> reth0.0
rethl up down

rethl.0 up down inet 10.1.1.3/24

Verifying Chassis Cluster Control Links

Purpose \Verify information about the control interface in a chassis cluster configuration.
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Action

Related
Documentation

From operational mode, enter the show chassis cluster interfaces command:

{primary:nodeO}
user@host> show chassis cluster interfaces

Control link status: Down

Control interfaces:

Index Interface Monitored-Status Internal-SA
0 em0 Down Disabled
1 eml Down Disabled

Fabric link status: Down

Fabric interfaces:

Name Child-interface Status
(Physical/Monitored)

fabo

fab0

Redundant-pseudo-interface Information:
Name Status Redundancy-group
rethl Up 1

« Understanding Chassis Cluster Redundant Ethernet Interfaces on page 129

Example: Configuring the Number of Redundant Ethernet Interfaces in a Chassis Cluster

Supported Platforms

Requirements

Overview

SRX Series, VSRX

This example shows how to specify the number of redundant Ethernet interfaces for a
chassis cluster. You must configure the redundant Ethernet interfaces count so that the
redundant Ethernet interfaces that you configure are recognized.

« Requirements on page 138

« Overview on page 138

« Configuration on page 139

« Verification on page 139

Before you begin, set the chassis cluster ID and chassis cluster node ID. See “Example:
Setting the Chassis Cluster Node ID and Cluster ID” on page 92.

Before you configure redundant Ethernet interfaces for a chassis cluster, you must specify
the number of redundant Ethernet interfaces for the chassis cluster.

In this example, you set the number of redundant Ethernet interfaces for a chassis cluster
to 2.
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Configuration

Step-by-Step
Procedure

Verification

Purpose

Action

Related
Documentation

To set the number of redundant Ethernet interfaces for a chassis cluster:

1. Specify the number of redundant Ethernet interfaces:

{primary:nodeO}[edit]
user@host# set chassis cluster reth-count 2

2. Ifyou are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verifying the Number of Redundant Ethernet Interfaces

Verify that the configuration is working properly.

To verify the configuration, enter the show configuration chassis cluster command.

« Example: Configuring Chassis Cluster Redundant Ethernet Interfaces for IPv4 and IPv6
Addresses on page 133
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Configuring Chassis Cluster

« Example: Configuring Chassis Clustering on an SRX Series Devices on page 141

« Example: Enabling Eight-Queue Class of Service on Redundant Ethernet
Interfaces on page 154

« Verifying a Chassis Cluster Configuration on page 163
« Verifying Chassis Cluster Statistics on page 163
« Clearing Chassis Cluster Statistics on page 165

Example: Configuring Chassis Clustering on an SRX Series Devices

Supported Platforms  SRX Series, vVSRX

This example shows how to set up chassis clustering on an SRX Series device (using
SRX1500 as example).

« Requirements on page 141

« Overview on page 142

« Configuration on page 143

« Verification on page 151

Requirements
Before you begin:

« Physically connect the two devices and ensure that they are the same models. For
example, on the SRX1500 Services Gateway, connect the dedicated control ports on
node O and node 1.

0 NOTE: For SRX300, SRX320, SRX340, and SRX345 devices, connect
ge-0/0/1on node 0 to ge-0/0/1on node 1.

. Set the two devices to cluster mode and reboot the devices. You must enter the
following operational mode commands on both devices, for example:

- Onnode O:

user@host> set chassis cluster cluster-id 1 node O reboot
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Overview

- Onnode:

user@host> set chassis cluster cluster-id 1 node 1 reboot

The cluster-id is the same on both devices, but the node ID must be different because
one device is node O and the other device is node 1. The range for the cluster-id is O
through 255 and setting it to O is equivalent to disabling cluster mode.

« After clustering occurs for the devices, continuing with the SRX1500 Services Gateway
example, the ge-0/0/0 interface on node 1 changes to ge-7/0/0.

@

NOTE:
After clustering occurs,

For SRX300 devices, the ge-0/0/1 interface on node 1 changes to
ge-1/0/1.

For SRX320 devices, the ge-0/0/1 interface on node 1 changes to
ge-3/0/1.

For SRX340 and SRX345 devices, the ge-0/0/1 interface on node 1
changes to ge-5/0/1.

NOTE:

After the reboot, the following interfaces are assigned and repurposed to
form a cluster:

For SRX300 and SRX320 devices, ge-0/0/0 becomes fxp0 and is used
for individual management of the chassis cluster.

SRX340 and SRX345 devices contain a dedicated port fxpO.

For all SRX300, SRX320, SRX340 and SRX345 devices, ge-0/0/1
becomes fxpl and is used as the control link within the chassis cluster.

The other interfaces are also renamed on the secondary device.

See “Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and
Logical Interface Naming” on page 79 for complete mapping of the SRX Series devices.

From this point forward, configuration of the cluster is synchronized between the node
members and the two separate devices function as one device.

This example shows how to set up chassis clustering on an SRX Series device using the
SRX1500 device as example.

The node 1 renumbers its interfaces by adding the total number of system FPCs to the
original FPC number of the interface. See Table 20 on page 143 for interface renumbering
on the SRX Series device.
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Table 20: SRX Series Services Gateways Interface Renumbering

Renumbering

SRX Series Services Gateway Constant Node 0 Interface Name Node 1 Interface Name
SRX300 1 ge-0/0/0 ge-1/0/0

SRX320 3 ge-0/0/0 ge-3/0/0

SRX340 5 ge-0/0/0 ge-5/0/0

SRX345

SRX550M 9 ge-0/0/0 ge-9/0/0

SRX1500 7 ge-0/0/0 ge-7/0/0

After clustering is enabled, the system creates fxp0, fxpl, and emO interfaces. Depending
on the device, the fxp0, fxpl, and emO interfaces that are mapped to a physical interface
are not user defined. However, the fab interface is user defined.

Figure 43 on page 143 shows the topology used in this example.

Figure 43: SRX Series Devices (SRX1500) In Chassis Cluster
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Configuration

CLIQuick Toquickly configure a chassis cluster onan SRX1500 Services Gateway, copy the following
Configuration commands and paste them into the CLI:

On {primary:nodeO}
[edit]

set groups nodeO system host-name srx1500-1
set groups nodeO interfaces fxpO unit O family inet address 192.16.35.46/24
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set groups nodel system host-name srx1500-2

set groups nodel interfaces fxpO unit O family inet address 192.16.35.47/24

set groups nodeO system backup-router <backup next-hop from fxp0O> destination
<management network/mask>

set groups nodel system backup-router <backup next-hop from fxpO> destination
<management network/mask>

set apply-groups "${node}"

set interfaces fabO fabric-options member-interfaces ge-0/0/1

set interfaces fabl fabric-options member-interfaces ge-2/0/1

set chassis cluster redundancy-group O node O priority 100

set chassis cluster redundancy-group O node 1 priority 1

set chassis cluster redundancy-group 1 node O priority 100

set chassis cluster redundancy-group 1 node 1 priority 1

set chassis cluster redundancy-group 1interface-monitor ge-0/0/3 weight 255

set chassis cluster redundancy-group 1interface-monitor ge-0/0/2 weight 255

set chassis cluster redundancy-group 1interface-monitor ge-7/0/3 weight 255

set chassis cluster redundancy-group 1 interface-monitor ge-7/0/2 weight 255

set chassis cluster reth-count 2

set interfaces ge-0/0/2 gigether-options redundant-parent reth1l

set interfaces ge-7/0/2 gigether-options redundant-parent rethl

set interfaces reth1 redundant-ether-options redundancy-group 1

set interfaces reth1 unit O family inet address 1.2.0.233/24

set interfaces ge-0/0/3 gigether-options redundant-parent rethO

set interfaces ge-7/0/3 gigether-options redundant-parent rethO

set interfaces rethO redundant-ether-options redundancy-group 1

set interfaces rethO unit O family inet address 10.16.8.1/24

set security zones security-zone Untrust interfaces reth1.0

set security zones security-zone Trust interfaces reth0.0

If you are configuring SRX300, SRX320, SRX340, SRX345, and SRX550M device, see
Table 21 on page 144 for command and interface settings for your device and substitute
these commands into your CLI.

Table 21: SRX Series Services Gateways Interface Settings

SRX340

Command SRX300 SRX320 SRX345 SRX550M

set interfaces fabO ge-0/0/2 ge-0/0/2 ge-0/0/2 ge-0/0/2
fabric-options
member-interfaces

set interfaces fab1 ge-1/0/2 ge-3/0/2 ge-5/0/2 ge-9/0/2
fabric-options
member-interfaces

set chassis cluster ge-0/0/3 weight 255 ge-0/0/3 weight 255 ge-0/0/3 weight 255 ge-1/0/0 weight 255
redundancy-group 1
interface-monitor

set chassis cluster ge-0/0/4 weight 255 ge-0/0/4 weight 255 ge-0/0/4 weight 255 ge-10/0/0 weight 255
redundancy-group 1
interface-monitor
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Table 21: SRX Series Services Gateways Interface Settings (continued)

Command

SRX300

SRX320

SRX340

SRX345

SRX550M

set chassis cluster
redundancy-group 1
interface-monitor

ge-1/0/3 weight 255

ge-3/0/3 weight 255

ge-5/0/3 weight 255

ge-1/0/1 weight 255

set chassis cluster
redundancy-group 1
interface-monitor

ge-1/0/4 weight 255

ge-3/0/4 weight 255

ge-5/0/4 weight 255

ge-10/0/1 weight 255

set interfaces

ge-0/0/3
gigether-options
redundant-parent
rethO

ge-0/0/3
gigether-options
redundant-parent
rethO

ge-0/0/3
gigether-options
redundant-parent rethO

ge-1/0/0
gigether-options
redundant-parent rethl

set interfaces

ge-0/0/4
gigether-options
redundant-parentrethl

ge-0/0/4
gigether-options
redundant-parent rethl

ge-0/0/4
gigether-options
redundant-parentrethl

ge-1070/0
gigether-options
redundant-parent rethl

setinterfaces

ge-1/0/3
gigether-options
redundant-parent
rethO

ge-3/0/3
gigether-options
redundant-parent
rethO

ge-5/0/3
gigether-options
redundant-parentrethO

ge-1/0/1
gigether-options
redundant-parent
rethO

set interfaces

ge-1/0/4
gigether-options
redundant-parentrethl

ge-3/0/4
gigether-options
redundant-parentrethl

ge-5/0/4
gigether-options
redundant-parent rethl

ge-10/70/1
gigether-options
redundant-parent
rethO

Table 22: SRX Series Services Gateways Interface Settings (SRX100, SRX210,SRX220, SRx240,

SRX550)
Command SRX100 SRX210 SRX220 SRX240 SRX550
set interfaces fabO fe-0/0/1 ge-0/0/1 ge-0/0/0 to ge-0/0/2 ge-0/0/2
fabric-options ge-0/0/5
member-interfaces
set interfaces fabl fe-1/0/1 ge-2/0/1 ge-3/0/0 to ge-5/0/2 ge-9/0/2
fabric-options ge-3/0/5

member-interfaces

set chassis cluster
redundancy-group
1interface-monitor

fe-0/0/0 weight

255

fe-0/0/3 weight

255

ge-0/0/0 weight

255

ge-0/0/5 weight

ge-1/0/0 weight
255

set chassis cluster
redundancy-group
1interface-monitor

fe-0/0/2 weight

255

fe-0/0/2 weight

255

ge-3/0/0 weight

ge-5/0/5 weight
255

ge-10/0/0 weight
255
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Table 22: SRX Series Services Gateways Interface Settings (SRX100, SRX210,SRX220, SRx240,
SRX550) (continued)

Command

set chassis cluster
redundancy-group
1interface-monitor

set chassis cluster
redundancy-group
1interface-monitor

SRX100

fe-1/0/0 weight
255

fe-1/0/2 weight
255

SRX210

fe-2/0/3 weight
255

fe-2/0/2 weight
255

SRX220

ge-0/0/1 weight
255

ge-3/0/1 weight
255

SRX240

ge-0/0/6 weight
255

ge-5/0/6 weight
255

SRX550

ge-1/0/1 weight
255

ge-10/0/1 weight
255

setinterfaces

fe-0/0/2
fastether-options
redundant-parent
rethl

fe-0/0/2
fastether-options
redundant-parent
rethl

ge-0/0/2
fastether-options
redundant-parent
rethO

ge-0/0/5
gigether-options
redundant-parent
rethl

ge-1/0/0
gigether-options
redundant-parent
rethl

set interfaces

fe-1/0/2
fastether-options
redundant-parent
rethl

fe-2/0/2
fastether-options
redundant-parent
rethl

ge-0/0/3
fastether-options
redundant-parent
rethl

ge-5/0/5
gigether-options
redundant-parent
rethl

ge-10/0/0
gigether-options
redundant-parent
rethl

setinterfaces

fe-0/0/0
fastether-options
redundant-parent
rethO

fe-0/0/3
fastether-options
redundant-parent
rethO

ge-3/0/2
fastether-options
redundant-parent
rethO

ge-0/0/6
gigether-options
redundant-parent
rethO

ge-17/0/1
gigether-options
redundant-parent
rethO

set interfaces

fe-17/0/0
fastether-options
redundant-parent
rethO

fe-2/0/3
fastether-options
redundant-parent
rethO

ge-3/0/3
fastether-options
redundant-parent
rethl

ge-5/0/6
gigether-options
redundant-parent
rethO

ge-10/0/1
gigether-options
redundant-parent
rethO

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration
hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure a chassis cluster on an SRX Series device:

NOTE: Perform Steps 1through 5 on the primary device (node 0). They are
automatically copied over to the secondary device (node 1) when you execute
acommit command. The configurations are synchronized because the control
link and fab link interfaces are activated. To verify the configurations, use the
show interface terse command and review the output.

1. Set up hostnames and management IP addresses for each device using configuration
groups. These configurations are specific to each device and are unique to its specific
node.

user@host# set groups nodeO system host-name srx1500-1
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user@host# set groups nodeO interfaces fxpO unit O family inet address
192.16.35.46/24

user@host# set groups nodel system host-name srx1500-2

user@host# set groups nodel interfaces fxpO unit O family inet address
192.16.35.47/24

Set the default route and backup router for each node.

user@host# set groups nodeO system backup-router <backup next-hop from fxpO>
destination <management network/mask>

user@host# set groups nodel system backup-router <backup next-hop from fxp0>
destination <management network/mask>

Set the apply-group command so that the individual configurations for each node
set by the previous commands are applied only to that node.

user@host# set apply-groups "${node}"

2. Define the interfaces used for the fab connection (data plane links for RTO sync)
by using physical ports ge-0/0/1 from each node. These interfaces must be
connected back-to-back, or through a Layer 2 infrastructure.

user@host# set interfaces fabO fabric-options member-interfaces ge-0/0/1
user@host# set interfaces fabl fabric-options member-interfaces ge-7/0/1

3. Set up redundancy group O for the Routing Engine failover properties, and set up
redundancy group 1 (all interfaces are in one redundancy group in this example) to
define the failover properties for the redundant Ethernet interfaces.

user@host# set chassis cluster redundancy-group O node O priority 100
user@host# set chassis cluster redundancy-group O node 1 priority 1
user@host# set chassis cluster redundancy-group 1 node O priority 100
user@host# set chassis cluster redundancy-group 1 node 1 priority 1

4, Set up interface monitoring to monitor the health of the interfaces and trigger
redundancy group failover.

0 NOTE: We do not recommend Interface monitoring for redundancy
group O because it causes the control plane to switch from one node
to another node in case interface flap occurs.

user@host# set chassis cluster redundancy-group 1interface-monitor ge-0/0/3
weight 255

user@host# set chassis cluster redundancy-group 1interface-monitor ge-0/0/2
weight 255

user@host# set chassis cluster redundancy-group 1interface-monitor ge-7/0/3
weight 255

user@host# set chassis cluster redundancy-group 1interface-monitor ge-7/0/2
weight 255
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0 NOTE: Interface failover only occurs after the weight reaches 0.

5. Set up the redundant Ethernet (reth) interfaces and assign the redundant interface
to a zone.

user@host# set chassis cluster reth-count 2

user@host# set interfaces ge-0/0/2 gigether-options redundant-parent reth1
user@host# set interfaces ge-7/0/2 gigether-options redundant-parent rethl
user@host# set interfaces rethl redundant-ether-options redundancy-group 1
user@host# set interfaces rethl unit O family inet address 1.2.0.233/24
user@host# set interfaces ge-0/0/3 gigether-options redundant-parent rethO
user@host# set interfaces ge-7/0/3 gigether-options redundant-parent rethO
user@host# set interfaces rethO redundant-ether-options redundancy-group 1
user@host# set interfaces rethO unit O family inet address 10.16.8.1/24
user@host# set security zones security-zone Untrust interfaces reth1.0
user@host# set security zones security-zone Trust interfaces reth0.0

Results From operational mode, confirm your configuration by entering the show configuration
command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

For brevity, this show command output includes only the configuration that is relevant
to this example. Any other configuration on the system has been replaced with ellipses

(.).

> show configuration
Vversion X.XX.X;
groups {
node0 {
system {
host-name SRX1500-1;
backup-router 10.100.22.1 destination 66.129.243.0/24;
}
interfaces {
xp0 {
unit 0 {
family inet {
address 192.16.35.46/24;
3

3

}
nodel {
system {
host-name SRX1500-2;
backup-router 10.100.21.1 destination 66.129.243.0/24; }
interfaces {
xp0 {
unit 0 {
family inet {
address 192.16.35.47/24;

148

Copyright © 2017, Juniper Networks, Inc.



Chapter 11

: Configuring Chassis Cluster

}
b
}
}
3
b
apply-groups "${node}";
chassis {
cluster {
reth-count 2;
redundancy-group 0 {
node O priority 100;
node 1 priority 1;
}
redundancy-group 1 {
node O priority 100;
node 1 priority 1;
interface-monitor {
ge—0/0/3 weight 255;
ge—0/0/2 weight 255;
ge—7/0/2 weight 255;
ge—-7/0/3 weight 255;
¥
¥
¥
b
interfaces {

ge-0/0/2 {
gigether—options {
redundant—parent rethl;

}
unit 0 {
family inet {
address 2.2.2.2/30;
¥
}
}
ge-0/0/3 {
gigether—options {
redundant—parent rethO;
¥
T
ge-7/0/2 {
gigether—options {
redundant—parent rethl;
}
b
ge-7/0/3 {
gigether—options {
redundant—parent rethO;
}
}
fab0 {
fabric—-options {
member—interfaces {
ge-0/0/1;
}
}
b
fabl {

fabric—options {
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member—interfaces {

ge—-2/0/1;
}
}
3
reth0 {
redundant—ether—options {
redundancy—group 1;
¥
unit 0 {
family inet {
address 10.16.8.1/24;
}
}
¥
rethl {
redundant—ether—options {
redundancy—group 1;
}
unit 0 {
family inet {
address 1.2.0.233/24;
¥
¥
¥

}

security {
zones {
security-zone Untrust {
interfaces {
rethl.0;
}
}
security—zone Trust {
interfaces {
reth0.0;
¥
¥
¥
policies {
from—zone Trust to-zone Untrust {
policy 1 {
match {
source—address any;
destination—-address any;
application any;

b

then {
permit;

b

If you are done configuring the device, enter commit from configuration mode.
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Verification
Confirm that the configuration is working properly.

« Verifying Chassis Cluster Status on page 151

« Verifying Chassis Cluster Interfaces on page 151

« Verifying Chassis Cluster Statistics on page 152

« Verifying Chassis Cluster Control Plane Statistics on page 152

« Verifying Chassis Cluster Data Plane Statistics on page 153

« Verifying Chassis Cluster Redundancy Group Status on page 153
« Troubleshooting with Logs on page 154

Verifying Chassis Cluster Status

Purpose \Verify the chassis cluster status, failover status, and redundancy group information.

Action From operational mode, enter the show chassis cluster status command.

{primary:nodeO}

user@host# show chassis cluster status

Cluster ID: 1

Node Priority Status Preempt Manual failover

Redundancy group: 0 , Failover count: 1
nodeO 100 primary no no
nodel 1 secondary no no

Redundancy group: 1 , Failover count: 1

nodeO 0 primary no no
nodel 0 secondary no no

Verifying Chassis Cluster Interfaces

Purpose \Verify information about chassis cluster interfaces.

Action From operational mode, enter the show chassis cluster interfaces command.

{primary:node0}
user@host> show chassis cluster interfaces
Control link name: emO

Redundant-ethernet Information:

Name Status Redundancy-group
rethO Up 1
rethl Up 1

Interface Monitoring:

Interface Weight Status Redundancy-group
ge-7/0/3 255 Up 1
ge-7/0/2 255 Up 1
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Purpose

Action

Purpose

ge-0/0/2 255 Up 1
ge-0/0/3 255 Up 1

Verifying Chassis Cluster Statistics

Verify information about the statistics of the different objects being synchronized, the
fabric and control interface hellos, and the status of the monitored interfaces in the

cluster.

From operational mode, enter the show chassis cluster statistics command.

{primary:nodeQ}
user@host> show chassis cluster statistics

Control link statistics:
Control link O:
Heartbeat packets sent: 2276
Heartbeat packets received: 2280
Heartbeat packets errors: 0
Fabric link statistics:
Child link O
Probes sent: 2272
Probes received: 597
Services Synchronized:

Service name RTOs sent RTOs received

Translation context 0
Incoming NAT 0
Resource manager 6
Session create 161
Session close 148
Session change

Gate create

Session ageout refresh requests
Session ageout refresh replies
1PSec VPN

Firewall user authentication
MGCP ALG

H323 ALG

SIP ALG

SCCP ALG

PPTP ALG

RPC ALG

RTSP ALG

RAS ALG

MAC address learning

GPRS GTP

(el elelNolNeoNeNeoNeolNelNolNeolNeoNolNeo oo

Verifying Chassis Cluster Control Plane Statistics

e eNeNeolNeoNeNeoNeoNeNolNeoNeNolNeolNolNolNolNoNolNoNol

Verify information about chassis cluster control plane statistics (heartbeats sent and
received) and the fabric link statistics (probes sent and received).
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Action From operational mode, enter the show chassis cluster control-plane statistics command.

{primary:nodeO}
user@host> show chassis cluster control-plane statistics

Control link statistics:
Control link O:
Heartbeat packets sent: 2294
Heartbeat packets received: 2298
Heartbeat packets errors: 0
Fabric link statistics:
Child link O
Probes sent: 2290
Probes received: 615

Verifying Chassis Cluster Data Plane Statistics

Purpose Verify information about the number of RTOs sent and received for services.

Action From operational mode, enter the show chassis cluster data-plane statistics command.

{primary:nodeQ}
user@host> show chassis cluster data-plane statistics

Services Synchronized:
Service name RTOs sent RTOs received
Translation context 0
Incoming NAT 0
Resource manager 6
Session create 161
Session close 148
Session change
Gate create
Session ageout refresh requests
Session ageout refresh replies
IPSec VPN
Firewall user authentication
MGCP ALG
H323 ALG
SIP ALG
SCCP ALG
PPTP ALG
RPC ALG
RTSP ALG
RAS ALG
MAC address learning
GPRS GTP

el eNeNeolNeoNeNeolNeNeNolNeoNeoNolNolNoNolNolNoNolNoNol

[elelelNolNeNelNeolNeNeolNolNeoNoNolNeoNolNo

Verifying Chassis Cluster Redundancy Group Status

Purpose Verify the state and priority of both nodes in a cluster and information about whether
the primary node has been preempted or whether there has been a manual failover.
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Action

Purpose

Action

Related
Documentation

From operational mode, enter the chassis cluster status redundancy-group command.

{primary:nodeO}
user@host> show chassis cluster status redundancy-group 1
Cluster ID: 1
Node Priority Status Preempt Manual failover

Redundancy group: 1, Failover count: 1

nodeO 100 primary no no
nodel 50 secondary no no

Troubleshooting with Logs

Use these logs to identify any chassis cluster issues. You should run these logs on both
nodes.

From operational mode, enter these show log commands.

user@host> show log jsrpd
user@host> show log chassisd
user@host> show log messages
user@host> show log dcd
user@host> show traceoptions

. Understanding Chassis Cluster Redundancy Groups on page 121.

. Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and
Logical Interface Naming on page 79

Example: Enabling Eight-Queue Class of Service on Redundant Ethernet Interfaces

Supported Platforms

Requirements

SRX Series

This example shows how to enable eight-queue CoS on redundant Ethernet interfaces
on SRX Series devices in a chassis cluster. This example is applicable to SRX5800,
SRX5600, SRX5400, SRX4200, and SRX4100.

« Requirements on page 154
« Overview on page 155
« Configuration on page 156

« Verification on page 162

This example uses the following hardware and software components:

« Two SRX5600 Service Gateways in a chassis cluster

« Junos OS Release 11.4R4 or later for SRX Series Services Gateways
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Chapter 11: Configuring Chassis Cluster

Overview

Before you begin:

- Understand chassis cluster configuration. See “Example: Configuring an Active/Passive
Chassis Cluster on SRX Series Services Gateways” on page 308.

- Understand chassis cluster redundant interface configuration. See “Example:
Configuring Chassis Cluster Redundant Ethernet Interfaces for IPv4 and IPv6 Addresses”
on page 133.

The SRX Series devices support eight queues, but only four queues are enabled by default.
Use the set chassis fpc x pic y max-queues-per-interface 8 command to enable eight
gueues explicitly at the chassis level. The values of x and y depends on the location of
the IOC and the PIC number where the interface is located on the device on which CoS
needs to be implemented. To find the IOC location use the show chassis fpc pic-status
or show chassis hardware commands.

You must restart the chassis control for the configuration to take effect.

0 NOTE: On SRX Series devices, eight QoS queues are supported per ae
interface.

Figure 44 on page 156 shows how to configure eight-queue CoS on redundant Ethernet
interfaces on SRX Series devices in a chassis cluster.
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Figure 44: Eight-Queue CoS on Redundant Ethernet Interfaces

@ reth\0

SRX5600 SRX5600
(Device 1) | ge-5/1/14 (Device 1) | ge-11/1/14
Control link T
Node 0 — Node 1
Fabric link | — -
ge-5/1/15 ge-11/1/15
@ reth\1

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set chassis fpc 5 pic 1 max-queues-per-interface 8

set chassis fpc 5 pic 1 max-queues-per-interface 8

set chassis cluster reth-count 2

set chassis cluster control-ports fpc 4 port O

set chassis cluster control-ports fpc 10 port O

set chassis cluster redundancy-group O node O priority 254

set chassis cluster redundancy-group O node 1 priority 1

set chassis cluster redundancy-group 1 node O priority 200

set chassis cluster redundancy-group 1 node 1 priority 100

set interfaces ge-5/1/14 gigether-options redundant-parent rethO
set interfaces ge-5/1/15 gigether-options redundant-parent reth1
set interfaces ge-11/1/14 gigether-options redundant-parent rethO
set interfaces ge-11/1/15 gigether-options redundant-parent rethi
set interfaces rethO vlan-tagging

set interfaces rethO redundant-ether-options redundancy-group 1
set interfaces rethO unit O vlan-id 1350

set interfaces rethO unit O family inet address 192.0.2.1/24

set interfaces reth1 hierarchical-scheduler
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set interfaces rethl vlan-tagging

set interfaces reth1 redundant-ether-options redundancy-group 2

set interfaces reth1 unit O vlan-id 1351

set interfaces reth1 unit O family inet address 192.0.2.2/24

set interfaces reth1 unit 1 vlan-id 1352

set interfaces reth1 unit 1 family inet address 192.0.2.3/24

set interfaces rethl unit 2 vlan-id 1353

set interfaces reth1 unit 2 family inet address 192.0.2.4/24

set interfaces reth1 unit 3 vlan-id 1354

set interfaces reth1 unit 3 family inet address 192.0.2.5/24

set class-of-service classifiers inet-precedence inet_prec_4 forwarding-class qO
loss-priority low code-points 000

set class-of-service classifiers inet-precedence inet_prec_4 forwarding-class g2
loss-priority low code-points 010

set class-of-service classifiers inet-precedence inet_prec_4 forwarding-class q3
loss-priority low code-points 011

set class-of-service classifiers inet-precedence inet_prec_4 forwarding-class ql loss-priority
low code-points 001

set class-of-service classifiers inet-precedence inet_prec_4 forwarding-class q4
loss-priority low code-points 100

set class-of-service classifiers inet-precedence inet_prec_4 forwarding-class q5
loss-priority low code-points 101

set class-of-service classifiers inet-precedence inet_prec_4 forwarding-class q6
loss-priority low code-points 110

set class-of-service classifiers inet-precedence inet_prec_4 forwarding-class q7
loss-priority low code-points 111

set class-of-service forwarding-classes queue 0 qO

set class-of-service forwarding-classes queue 1ql

set class-of-service forwarding-classes queue 2 g2

set class-of-service forwarding-classes queue 3 g3

set class-of-service forwarding-classes queue 4 q4

set class-of-service forwarding-classes queue 5 g5

set class-of-service forwarding-classes queue 6 96

set class-of-service forwarding-classes queue 7 q7

set class-of-service traffic-control-profiles 1 scheduler-map sched_map

set class-of-service traffic-control-profiles 1 shaping-rate 200m

set class-of-service interfaces rethO unit O classifiers inet-precedence inet_prec_4

set class-of-service interfaces reth1 unit O output-traffic-control-profile 1

set class-of-service scheduler-maps sched_map forwarding-class qO scheduler SO

set class-of-service scheduler-maps sched_map forwarding-class g1 scheduler S1

set class-of-service scheduler-maps sched_map forwarding-class g2 scheduler S2

set class-of-service scheduler-maps sched_map forwarding-class q3 scheduler S3

set class-of-service scheduler-maps sched_map forwarding-class g4 scheduler S4

set class-of-service scheduler-maps sched_map forwarding-class q5 scheduler S5

set class-of-service scheduler-maps sched_map forwarding-class q6 scheduler S6

set class-of-service scheduler-maps sched_map forwarding-class q7 scheduler S7

set class-of-service schedulers SO transmit-rate percent 20

set class-of-service schedulers S1transmit-rate percent 5

set class-of-service schedulers S2 transmit-rate percent 5

set class-of-service schedulers S3 transmit-rate percent 10

set class-of-service schedulers S4 transmit-rate percent 10

set class-of-service schedulers S5 transmit-rate percent 10

set class-of-service schedulers S6 transmit-rate percent 10

set class-of-service schedulers S7 transmit-rate percent 30
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration
hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To enable eight-queue CoS on redundant Ethernet interfaces:

1. Configure a maximum of eight queues on the interfaces on Node O and Node 1.

[edit chassis]
user@host# set fpc 5 pic 1 max-queues-per-interface 8

O NOTE: In addition to configuring eight queues at the [edit chassis]
hierarchy level, the configuration at the [edit class-of-service] hierarchy
level must support eight queues per interface.

2. Specify the number of redundant Ethernet interfaces.

[edit chassis cluster]
user@host# set reth-count 2

3. Configure the control ports.

[edit chassis cluster]
user@host# set control-ports fpc 4 port O
user@host# set control-ports fpc 10 port O

4,  Configure redundancy groups.

[edit chassis cluster]

user@host# set redundancy-group O node O priority 254
user@host# set redundancy-group O node 1 priority 1
user@host# set redundancy-group 1 node O priority 200
user@host# set redundancy-group 1 node 1 priority 100

5.  Configure the redundant Ethernet interfaces.

[edit interfaces]

user@host# set ge-5/1/14 gigether-options redundant-parent rethO
user@host# set ge-11/1/14 gigether-options redundant-parent rethO
user@host# set ge-5/1/15 gigether-options redundant-parent rethl
user@host# set ge-11/1/15 gigether-options redundant-parent rethil
user@host# set rethO redundant-ether-options redundancy-group 1
user@host# set rethO vlan-tagging

user@host# set rethO unit O vlan-id 1350

user@host# set rethO unit O family inet address 192.0.2.1/24
user@host# set reth1 hierarchical-scheduler

user@host# set rethl vlan-tagging

user@host# set rethl redundant-ether-options redundancy-group 2
user@host# set reth1 unit O vlan-id 1351

user@host# set reth1 unit O family inet address 192.0.2.2/24
user@host# set reth1 unit 1vlan-id 1352
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user@host# set reth1 unit 1 family inet address 192.0.2.3/24
user@host# set reth1 unit 2 vlan-id 1353
user@host# set reth1 unit 2 family inet address 192.0.2.4/24
user@host# set reth1 unit 3 vlan-id 1354
user@host# set reth1 unit 3 family inet address 192.0.2.5/24

6. Define a classifier and apply it to a logical interface.

[edit class-of-service]

user@host# set classifiers inet-precedence inet_prec_4 forwarding-class q0
loss-priority low code-points 000

user@host# set classifiers inet-precedence inet_prec_4 forwarding-class q2
loss-priority low code-points 010

user@host# set classifiers inet-precedence inet_prec_4 forwarding-class q3
loss-priority low code-points 011

user@host# set classifiers inet-precedence inet_prec_4 forwarding-class q1
loss-priority low code-points 001

user@host# set classifiers inet-precedence inet_prec_4 forwarding-class g4
loss-priority low code-points 100

user@host# set classifiers inet-precedence inet_prec_4 forwarding-class g5
loss-priority low code-points 101

user@host# set classifiers inet-precedence inet_prec_4 forwarding-class g6
loss-priority low code-points 110

user@host# set classifiers inet-precedence inet_prec_4 forwarding-class q7
loss-priority low code-points 111

7. Map forwarding classes to CoS queues.

[edit class-of-service]

user@host# set forwarding-classes queue 0 g0
user@host# set forwarding-classes queue 1ql
user@host# set forwarding-classes queue 2 g2
user@host# set forwarding-classes queue 3 q3
user@host# set forwarding-classes queue 4 q4
user@host# set forwarding-classes queue 5 g5
user@host# set forwarding-classes queue 6 q6
user@host# set forwarding-classes queue 7 q7

8.  Configure traffic control profiles.

[edit class-of-service]
user@host# set traffic-control-profiles 1 scheduler-map sched_map
user@host# set traffic-control-profiles 1 shaping-rate 200m

Q. Define packet flow through the CoS elements.

[edit class-of-service]

user@host# set interfaces rethO unit O classifiers inet-precedence inet_prec_4

10.  Apply a traffic scheduling profile to the interface.

[edit class-of-service]
user@host# set interfaces reth1 unit O output-traffic-control-profile 1
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Results

.

Configure the CoS schedulers.

[edit class-of-service]

user@host# set scheduler-maps sched_map forwarding-class g0 scheduler SO
user@host# set scheduler-maps sched_map forwarding-class gl scheduler S1
user@host# set scheduler-maps sched_map forwarding-class g2 scheduler S2
user@host# set scheduler-maps sched_map forwarding-class q3 scheduler S3
user@host# set scheduler-maps sched_map forwarding-class g4 scheduler S4
user@host# set scheduler-maps sched_map forwarding-class q5 scheduler S5
user@host# set scheduler-maps sched_map forwarding-class g6 scheduler S6
user@host# set scheduler-maps sched_map forwarding-class q7 scheduler S7
user@host# set schedulers SO transmit-rate percent 20

user@host# set schedulers S1transmit-rate percent 5

user@host# set schedulers S2 transmit-rate percent 5

user@host# set schedulers S3 transmit-rate percent 10

user@host# set schedulers S4 transmit-rate percent 10

user@host# set schedulers S5 transmit-rate percent 10

user@host# set schedulers S6 transmit-rate percent 10

user@host# set schedulers S7 transmit-rate percent 30

From configuration mode, confirm your configuration by entering the show class-of-service
command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

For brevity, this show command output includes only the configuration that is relevant
to this example. Any other configuration on the system has been replaced with ellipses

().

[edit]
user@host# show class-of-service
classifiers {

inet-precedence inet_prec_4 {

forwarding-class g0 {

loss-priority low code-points 000;
}
forwarding-class g2 {

loss-priority low code-points 010;
}
forwarding-class g3 {

loss-priority low code-points 011;
}
forwarding-class gl {

loss-priority low code-points 007,
}
forwarding-class g4 {

loss-priority low code-points 100;
}
forwarding-class g5 {

loss-priority low code-points 101;
}
forwarding-class g6 {

loss-priority low code-points 110;
}

forwarding-class q7 {
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loss-priority low code-points 117;
}
1
}
forwarding-classes {
queue 0 q0;
queue1ql;
queue 2 g2;
queue 393;
queue 4 g4;
queue 595;
queue 6 g6;
queue 7q7;
1
traffic-control-profiles {
1{
scheduler-map sched_map;
shaping-rate 200m;
1
1
interfaces {
rethO {
unit 0 {
classifiers {
inet-precedence inet_prec_4;
1
}
1
rethl {
unit 0 {
output-traffic-control-profile 1;
}
1
}
scheduler-maps {
sched_map {
forwarding-class g0 scheduler SO;
forwarding-class gl scheduler ST;
forwarding-class g2 scheduler S2;
forwarding-class g3 scheduler S3;
forwarding-class g4 scheduler S4;
forwarding-class g5 scheduler S5;
forwarding-class g6 scheduler S6;
forwarding-class g7 scheduler S7;
1
}
schedulers {
SO {
transmit-rate percent 20;
1
S1{
transmit-rate percent 5;
1
S2 14
transmit-rate percent 5;

}
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Verification

Purpose

Action

Related
Documentation

}

S3§

transmit-rate percent 10;
1
S4 {

transmit-rate percent 10;
1
S5

transmit-rate percent 10;
1
S6 {

transmit-rate percent 10;
1
S7{

transmit-rate percent 30;

}

If you are done configuring the device, enter commit from configuration mode.

Torestart chassis control, enter restart chassis-control command from operational mode.

Verifying the Eight-Queue COS Configuration

NOTE: When you execute the restart chassis-control command all the FRU
cards on the box are reset, thus impacting traffic. Changing the numb