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Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at http://www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

• ACX Series

• EX Series

• MSeries

• MXSeries

• QFX Series

• SRX Series

• T Series

xviiCopyright © 2017, Juniper Networks, Inc.

http://www.juniper.net/techpubs/
http://www.juniper.net/books
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/acx-series/
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/ex-series/product/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/m-series/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/mx-series/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/qfx-series/product/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/srx-series/product/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/t-series/index.html


Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.

If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.

Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete
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Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xx defines notice icons used in this guide.
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Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xx defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can provide feedback by using either of the following

methods:

• Online feedback rating system—On any page of the Juniper Networks TechLibrary site

athttp://www.juniper.net/techpubs/index.html, simply click the stars to rate thecontent,

and use the pop-up form to provide us with information about your experience.

Alternately, you can use the online feedback form at

http://www.juniper.net/techpubs/feedback/.
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• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need post-sales technical support,

you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

http://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).
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For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html.
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PART 1

Overview

• NETCONF XMLManagement Protocol Overview on page 3

• NETCONF and Junos XML Tags Overview on page 7
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CHAPTER 1

NETCONF XML Management Protocol
Overview

• NETCONF XMLManagement Protocol and Junos XML API Overview on page 3

• Advantages of Using the NETCONF XMLManagement Protocol and Junos XML

API on page 4

NETCONF XMLManagement Protocol and Junos XML API Overview

The NETCONF XMLmanagement protocol is an XML-based protocol that client

applications use to request and change configuration information on routing, switching,

andsecuritydevices. It usesanExtensibleMarkupLanguage(XML)-baseddataencoding

for the configuration data and remote procedure calls. The NETCONF protocol defines

basic operations that are equivalent to configuration mode commands in the

command-line interface (CLI). Applications use the protocol operations to display, edit,

and commit configuration statements (among other operations), just as administrators

use CLI configuration mode commands to perform those operations.

The Junos XML API is an XML representation of Junos OS configuration statements and

operational mode commands. When the client application manages a device running

JunosOS, Junos XML configuration tag elements are the content towhich the NETCONF

XML protocol operations apply. Junos XML operational tag elements are equivalent in

function to operational mode commands in the Junos OS CLI, which administrators use

to retrieve status information for devices running Junos OS.

TheNETCONFXMLmanagementprotocol isdescribed inRFC6241,NetworkConfiguration

Protocol (NETCONF), which is available at https://tools.ietf.org/html/rfc6241.

Client applications request information and change the configuration on a switch, router,

or security device by encoding the request with tag elements from the NETCONF XML

management protocol and Junos XML API and then sending it to the NETCONF server

on the device. On devices running JunosOS, the NETCONF server is integrated into Junos

OS and does not appear as a separate entry in process listings. The NETCONF server

directs the request to the appropriate software modules within the device, encodes the

response in NETCONF and Junos XML API tag elements, and returns the result to the

client application. For example, to request information about the status of a device’s

interfaces, a client application sends the Junos XML API <get-interface-information>
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request tag. The NETCONF server gathers the information from the interface process

and returns it in the Junos XML API <interface-information> response tag element.

You can use the NETCONF XMLmanagement protocol and Junos XML API to configure

devices running Junos OS or to request information about the device configuration or

operation. You can write client applications to interact with the NETCONF server, and

you can also use the NETCONF XMLmanagement protocol to build custom end-user

interfaces for configuration and information retrieval and display, such as aWeb

browser-based interface.

Related
Documentation

Advantages of Using the NETCONF XMLManagement Protocol and Junos XML API

on page 4

•

• XML and Junos OS Overview on page 7

• XML Overview on page 9

Advantages of Using the NETCONF XMLManagement Protocol and Junos XML API

TheNETCONFXMLmanagementprotocol and JunosXMLAPI fullydocumentall options

for every supported Junos OS operational request and all elements in every Junos OS

configuration statement. The tag names clearly indicate the function of an element in

an operational request or configuration statement.

The combination of meaningful tag names and the structural rules in a DTDmakes it

easy to understand the content and structure of an XML-tagged data set or document.

NETCONF and Junos XML tag elements make it straightforward for client applications

that request information from a device to parse the output and find specific information.

Parsing Device Output

The following example illustrates how the Junos XMLAPImakes it easier to parse device
outputandextract theneeded information. It compares formattedASCII andXML-tagged
versions of output from a device running the Junos OS. The formatted ASCII follows:

Physical interface: fxp0, Enabled, Physical link is Up
    Interface index: 4, SNMP ifIndex: 3

The corresponding XML-tagged version is:

<interface>
    <name>fxp0</name>
    <admin-status>enabled</admin-status>
    <operational-status>up</operational-status>
    <index>4</index>
    <snmp-index>3</snmp-index>
</interface>
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When a client application needs to extract a specific value from formatted ASCII output,
it must rely on the value’s location, expressed either absolutely or with respect to labels
or values in adjacent fields. Suppose that the client application wants to extract the
interface index. It can use a regular-expressionmatching utility to locate specific strings,
but one difficulty is that the number of digits in the interface index is not necessarily
predictable. The client application cannot simply read a certain number of characters
after the Interface index: label, but must instead extract everything between the label
and the subsequent label, which is

, SNMP ifIndex

A problem arises if the format or ordering of output changes in a later version of the
Junos OS, for example, if a Logical index field is added following the interface index
number:

Physical interface: fxp0, Enabled, Physical link is Up
    Interface index: 4, Logical index: 12, SNMP ifIndex: 3

An application that extracts the interface index number delimited by the Interface index:
andSNMPifIndex labelsnowobtainsan incorrect result. Theapplicationmustbeupdated
manually to search for the following label instead:

, Logical index

In contrast, the structured nature of XML-tagged output enables a client application to

retrieve the interface index by extracting everything within the opening <index> tag and

closing </index> tag. The application does not have to rely on an element’s position in

the output string, so the NETCONF server can emit the child tag elements in any order

within the<interface> tag element. Adding a new<logical-index> tag element in a future

release does not affect an application’s ability to locate the <index> tag element and

extract its contents.

Displaying Device Output

XML-taggedoutput is alsoeasier to transform intodifferent display formats. For instance,

youmight want to display different amounts of detail about a given device component

at different times.When a device returns formattedASCII output, you have to design and

write special routines and data structures in your display program to extract and store

the information needed for a given detail level. In contrast, the inherent structure of XML

output is an ideal basis for a display program’s own structures. It is also easy to use the

same extraction routine for several levels of detail, simply ignoring the tag elements you

do not need when creating a less detailed display.

Related
Documentation

• NETCONF XMLManagement Protocol and Junos XML API Overview on page 3

• XML Overview on page 9
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CHAPTER 2

NETCONF and Junos XML Tags Overview

• XML and Junos OS Overview on page 7

• XML Overview on page 9

• XML and NETCONF XMLManagement Protocol Conventions Overview on page 11

• Mapping Junos OS Commands and Command Output to Junos XML Tag

Elements on page 15

• Mapping Configuration Statements to Junos XML Tag Elements on page 18

• Using NETCONF Configuration Response Tag Elements in NETCONF Requests and

Configuration Changes on page 24

XML and Junos OSOverview

Extensible Markup Language (XML) is a standard for representing and communicating

information. It is ametalanguage for defining customized tags that are applied to a data

setordocument todescribe the functionof individual elementsandcodify thehierarchical

relationships between them. Junos OS natively supports XML for the operation and

configuration of devices running Junos OS.

The JunosOScommand-line interface(CLI)andthe JunosOS infrastructurecommunicate

using XML. When you issue an operational mode command in the CLI, the CLI converts

the command into XML format for processing. After processing, Junos OS returns the

output in the form of an XML document, which the CLI converts back into a readable

format for display. Remote client applications also use XML-based data encoding for

operational and configuration requests on devices running Junos OS.

The Junos XML API is an XML representation of Junos OS configuration statements and

operational mode commands. It defines an XML equivalent for all statements in the

Junos OS configuration hierarchy andmany of the commands that you issue in CLI

operationalmode.Eachoperationalmodecommandwitha JunosXMLcounterpartmaps

to a request tag element and, if necessary, a response tag element.

To display the configuration or operational mode command output as Junos XML tag

elements instead of as the default formatted ASCII, issue the command, and pipe the

output to the display xml command. Infrastructure tag elements in the response belong

to the Junos XMLmanagement protocol. The tag elements that describe Junos OS

configuration or operational data belong to the Junos XML API, which defines the Junos

OS content that can be retrieved andmanipulated by both the Junos XMLmanagement
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protocolandtheNETCONFXMLmanagementprotocoloperations.The followingexample

compares the text and XML output for the show chassis alarms operational mode

command:

user@host> show chassis alarms
No alarms currently active

user@host> show chassis alarms | display xml
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/10.4R1/junos">
    <alarm-information xmlns="http://xml.juniper.net/junos/10.4R1/junos-alarm">
        <alarm-summary>
            <no-active-alarms/>
        </alarm-summary>
    </alarm-information>
    <cli>
        <banner></banner>
    </cli>
</rpc-reply>

To display the Junos XML API representation of any operational mode command, issue

the command, and pipe the output to the display xml rpc command. The following

example shows the Junos XML API request tag for the show chassis alarms command.

user@host> show chassis alarms | display xml rpc
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/10.4R1/junos">
    <rpc>
        <get-alarm-information>
        </get-alarm-information>
    </rpc>
    <cli>
        <banner></banner>
    </cli>
</rpc-reply>

As shown in the previous example, the | display xml rpc option displays the Junos XML

API request tag that is sent to JunosOS for processingwhenever the command is issued.

In contrast, the |displayxmloptiondisplays theactualoutputof theprocessedcommand

in XML format.

When you issue the show chassis alarms operational mode command, the CLI converts

the command into the Junos XML API <get-alarm-information> request tag and sends

the XML request to the Junos OS infrastructure for processing. Junos OS processes the

request and returns the <alarm-information> response tag element to the CLI. The CLI

then converts the XML output into the “No alarms currently active” message that is

displayed to the user.

Junos OS automation scripts use XML to communicate with the host device. Junos OS

provides XML-formatted input to a script. The script processes the input source tree and

then returns XML-formatted output to Junos OS. The script type determines the XML

input document that is sent to the script aswell as the output document that is returned

to JunosOS for processing. Commit script input consists of an XML representation of the

post-inheritance candidate configuration file. Event scripts receive an XML document

containing the description of the triggering event. All script input documents contain
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information pertaining to the JunosOSenvironment, and some scripts receive additional

script-specific input that depends on the script type.

Related
Documentation

Junos XML API Configuration Developer Reference•

• Junos XML API Operational Developer Reference

XMLOverview

Extensible Markup Language (XML) is a language for defining a set of markers, called

tags, that are applied to a data set or document to describe the function of individual

elements and codify the hierarchical relationships between them. XML tags look much

like Hypertext Markup Language (HTML) tags, but XML is actually ametalanguage used

to define tags that best suit the kind of data being marked.

For more details about XML, see A Technical Introduction to XML at

http://www.xml.com/pub/a/98/10/guide0.html and the additional referencematerial at

the http://www.xml.com site. The official XML specification from theWorldWideWeb

Consortium (W3C), Extensible Markup Language (XML) 1.0, is available at

http://www.w3.org/TR/REC-xml .

The following sections discuss general aspects of XML:

• Tag Elements on page 9

• Attributes on page 10

• Namespaces on page 10

• Document Type Definition on page 11

Tag Elements

XML has three types of tags: opening tags, closing tags, and empty tags. XML tag names
are enclosed in angle brackets and are case sensitive. Items in an XML-compliant
document or data set are always enclosed in paired opening and closing tags, and the
tagsmust be properly nested. That is, youmust close the tags in the same order in which
you opened them. XML is stricter in this respect than HTML, which sometimes uses only
opening tags. The following examples show paired opening and closing tags enclosing
a value. The closing tags are indicated by the forward slash at the start of the tag name.

<interface-state>enabled</interface-state>
<input-bytes>25378</input-bytes>

The term tag element refers to a three-part set: opening tag, contents, and closing tag.

The content can be an alphanumeric character string as in the preceding examples, or

can itself be a container tag element, which contains other tag elements. For simplicity,

the term tag is often used interchangeably with tag element or element.

If a tagelement isempty—hasnocontents—it canbe representedeither aspairedopening

and closing tagswith nothing between them, or as a single tagwith a forward slash after

the tag name. For example, the notation <snmp-trap-flag/> is equivalent to

<snmp-trap-flag></snmp-trap-flag>.
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As the preceding examples show, angle brackets enclose the name of the tag element.

This is an XML convention, and the brackets are a required part of the complete tag

element name. They are not to be confused with the angle brackets used in the Juniper

Networks documentation to indicate optional parts of Junos OS CLI command strings.

Junos XML tag elements obey the XML convention that the tag element name indicates

the kind of information enclosed by the tags. For example, the name of the Junos XML

<interface-state> tagelement indicates that it containsadescriptionof the current status

ofan interfaceon thedevice,whereas thenameof the<input-bytes> tagelement indicates

that its contents specify the number of bytes received.

When discussing tag elements in text, this documentation conventionally uses just the

opening tag to represent the complete tag element (opening tag, contents, and closing

tag). For example, the documentation refers to the <input-bytes> tag to indicate the

entire <input-bytes>number-of-bytes</input-bytes> tag element.

Attributes

XML elements can contain associated properties in the form of attributes, which specify

additional information about an element. Attributes appear in the opening tag of an

element and consist of an attribute name and value pair. The attribute syntax consists

of the attribute name followed by an equals sign and then the attribute value enclosed

in quotationmarks. An XML element can havemultiple attributes. Multiple attributes are

separated by spaces and can appear in any order.

In the following example, the configuration element has two attributes,

junos:changed-seconds and junos:changed-localtime.

<configuration junos:changed-seconds="1279908006" 
junos:changed-localtime="2010-07-23 11:00:06 PDT">

The value of the junos:changed-seconds attribute is "1279908006", and the value of the

junos:changed-localtime attribute is "2010-07-23 11:00:06 PDT".

Namespaces

Namespaces allow an XML document to contain the same tag, attribute, or function

names for different purposes and avoid name conflicts. For example,many namespaces

may define a print function, and eachmay exhibit a different functionality. To use the

functionality defined in one specific namespace, youmust associate that function with

the namespace that defines the desired functionality.

To refer to a tag, attribute, or function from a defined namespace, youmust first provide

the namespace Uniform Resource Identifier (URI) in your style sheet declaration . You

then qualify a tag, attribute, or function from the namespace with the URI. Since a URI

is often lengthy, generally a shorter prefix is mapped to the URI.

In the following example the jcs prefix ismapped to the namespace identified by the URI
http://xml.juniper.net/junos/commit-scripts/1.0,whichdefinesextension functionsused
in commit, op, event, and SNMP scripts. The jcs prefix is then prepended to the output
function, which is defined in that namespace.

<?xml version="1.0"?>
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 <xsl:stylesheet version="1.0" 
xmlns:jcs="http://xml.juniper.net/junos/commit-scripts/1.0">
    ...
    <xsl:value-of select="jcs:output('The VPN is up.')"/>
 </xsl: stylesheet>

During processing, the prefix is expanded into the URI reference. Although there may be

multiple namespaces that define an output element or function, the use of jcs:output

explicitly defines which output function is used. You can choose any prefix to refer to the

contents in anamespace, but theremustbeanexistingdeclaration in theXMLdocument

that binds the prefix to the associated URI.

Document Type Definition

An XML-tagged document or data set is structured, because a set of rules specifies the

ordering and interrelationships of the items in it. The rules define the contexts in which

each tagged item can—and in some cases must—occur. A file called a document type

definition, or DTD, lists every tag element that can appear in the document or data set,

defines the parent-child relationships between the tags, and specifies other tag

characteristics. The same DTD can apply to many XML documents or data sets.

Related
Documentation

Junos XML Management Protocol and Junos XML API Overview•

• XML and Junos OS Overview on page 7

XML and NETCONF XMLManagement Protocol Conventions Overview

A client application must comply with XML and NETCONF XMLmanagement protocol

conventions. Each request from the client application must be awell-formed XML

document; that is, it must obey the structural rules defined in the NETCONF and Junos

XMLdocument typedefinitions (DTD)s for thekindof informationencoded in the request.

The client application must emit tag elements in the required order and only in the legal

contexts. Compliant applications are easier to maintain in the event of changes to the

Junos OS or NETCONF protocol.

Similarly, each response from the NETCONF server constitutes a well-formed XML

document (the NETCONF server obeys XML and NETCONF conventions).

The following sections describe NETCONF XMLmanagement protocol conventions:

• Request and Response Tag Elements on page 12

• Child Tag Elements of a Request Tag Element on page 12

• Child Tag Elements of a Response Tag Element on page 13

• Spaces, Newline Characters, and Other White Space on page 13

• XML Comments on page 14

• Predefined Entity References on page 14
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Request and Response Tag Elements

A request tag element is one generated by a client application to request information

about a device’s current status or configuration, or to change the configuration. A request

tag element corresponds to a CLI operational or configuration command. It can occur

onlywithinan<rpc> tag. For informationabout the<rpc>element, see “SendingRequests

to the NETCONF Server” on page 49.

A response tag element represents the NETCONF server’s reply to a request tag element

andoccursonlywithin an<rpc-reply> tag. For informationabout the<rpc-reply>element,

see “Parsing the NETCONF Server Response” on page 52.

The following example represents an exchange in which a client application emits the

<get-interface-information> request tag element with the <extensive/> flag and the

NETCONF server returns the <interface-information> response tag element.

Client Application <rpc>
    <get-interface-information>
        <extensive/>
    </get-interface-information>
</rpc>
]]>]]>

NETCONF Server <rpc-reply xmlns="URN" xmlns:junos="URL">
    <interface-information xmlns="URL">
        <!-- children of <interface-information> -->
    </interface-information> 
</rpc-reply>
]]>]]>

NOTE: This example, like all others in this guide, shows each tag element on
a separate line, in the tag streams emitted by both the client application and
NETCONF server. In practice, a client application does not need to include
newline characters between tag elements, because the server automatically
discards such white space. For further discussion, see “Spaces, Newline
Characters, and OtherWhite Space” on page 13.

For information about the attributes in the opening <rpc-reply> tag, see “Parsing the

NETCONF Server Response” on page 52. For information about the xmlns attribute in

the opening<interface-information> tag, see “RequestingOperational InformationUsing

NETCONF” on page 193. For information about the ]]>]]> character sequence, see

“GeneratingWell-Formed XML Documents” on page 31.

Child Tag Elements of a Request Tag Element

Some request tag elements contain child tag elements. For configuration requests, each

child tag element represents a configuration element (hierarchy level or configuration

object). For operational requests, each child tag element represents one of the options

you provide on the command line when issuing the equivalent CLI command.
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Some requests havemandatory child tag elements. Tomake a request successfully, a

clientapplicationmustemit themandatory tagelementswithin the request tagelement’s

opening and closing tags. If any of the children are themselves container tag elements,

the opening tag for eachmust occur before any of the tag elements it contains, and the

closing tag must occur before the opening tag for another tag element at its hierarchy

level.

Inmost cases, the client application can emit children that occur at the same levelwithin

a container tag element in any order. The important exception is a configuration element

that has an identifier tag element, which distinguishes the configuration element from

other elements of its type. The identifier tag element must be the first child tag element

in the container tag element. Most frequently, the identifier tag element specifies the

name of the configuration element and is called <name>. For more information, see

“Mapping for Objects That Have an Identifier” on page 18.

Child Tag Elements of a Response Tag Element

The child tag elements of a response tag element represent the individual data items

returned by the NETCONF server for a particular request. The children can be either

individual tag elements (empty tags or tag element triples) or container tag elements

thatenclose their ownchild tagelements. For somecontainer tagelements, theNETCONF

server returns the children in alphabetical order. For other elements, the children appear

in the order in which they were created in the configuration.

The set of child tag elements that can occur in a response or within a container tag

element is subject to change in later releases of the Junos XML API. Client applications

must not rely on the presence or absence of a particular tag element in the NETCONF

server’s output, nor on the ordering of child tag elements within a response tag element.

For the most robust operation, include logic in the client application that handles the

absence of expected tag elements or the presence of unexpected ones as gracefully as

possible.

Spaces, Newline Characters, and OtherWhite Space

As dictated by the XML specification, the NETCONF server ignores white space (spaces,

tabs, newline characters, and other characters that represent white space) that occurs

between tag elements in the tag stream generated by a client application. Client

applicationscan, butdonotneed to, includewhite spacebetween tagelements.However,

they must not insert white space within an opening or closing tag. If they include white

space in the contents of a tag element that they are submitting as a change to the

candidate configuration, the NETCONF server preserves the white space in the

configuration database.

In its responses, the NETCONF server includes white space between tag elements to

enhance the readability of responses that are saved to a file: it uses newline characters

to put each tag element on its own line, and spaces to indent child tag elements to the

right compared to their parents. A client application can ignoreor discard thewhite space,

particularly if it does not store responses for later review by human users. However, it

must not depend on the presence or absence of white space in any particular location

when parsing the tag stream.
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For more information about white space in XML documents, see the XML specification

from theWorldWideWeb Consortium (W3C), Extensible Markup Language (XML) 1.0,

at http://www.w3.org/TR/REC-xml/ .

XML Comments

Client applications and the NETCONF server can insert XML comments at any point

between tag elements in the tag stream they generate, but not within tag elements.

Clientapplicationsmusthandlecomments inoutput fromtheNETCONFserver gracefully

butmust not depend on their content. Client applications also cannot use comments to

convey information to the NETCONF server, because the server automatically discards

any comments it receives.

XMLcommentsareenclosedwithin thestrings<!--and -->, andcannotcontain thestring

-- (two hyphens). For more details about comments, see the XML specification at

http://www.w3.org/TR/REC-xml/ .

The following is an example of an XML comment:

<!-- This is a comment. Please ignore it. -->

Predefined Entity References

By XML convention, there are two contexts in which certain characters cannot appear in

their regular form:

• In the string that appears between opening and closing tags (the contents of the tag

element)

• In the string value assigned to an attribute of an opening tag

When including a disallowed character in either context, client applications must

substitute the equivalent predefined entity reference, which is a string of characters that

represents the disallowed character. Because the NETCONF server uses the same

predefined entity references in its response tag elements, the client applicationmust be

able to convert them to actual characters when processing response tag elements.

Table 3 on page 14 summarizes the mapping between disallowed characters and

predefined entity references for strings that appear between the opening and closing

tags of a tag element.

Table3:PredefinedEntityReferenceSubstitutions forTagContentValues

Predefined Entity ReferenceDisallowed Character

&amp;& (ampersand)

&gt;> (greater-than sign)

&lt;< (less-than sign)

Table 4 on page 15 summarizes the mapping between disallowed characters and

predefined entity references for attribute values.
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Table 4: Predefined Entity Reference Substitutions for Attribute Values

Predefined Entity ReferenceDisallowed Character

&amp;& (ampersand)

&apos;' (apostrophe)

&gt;> (greater-than sign)

&lt;< (less-than sign)

&quot;" (quotation mark)

Asanexample, suppose that the followingstring is thevaluecontainedby the<condition>

tag element:

if (a<b && b>c) return "Peer’s not responding"

The <condition> tag element looks like this (it appears on two lines for legibility only):

<condition>if (a&lt;b &amp;&amp; b&gt;c) return "Peer’s not \
    responding"</condition>

Similarly, if the value for the <example> tag element’s heading attribute is

Peer’s "age" <> 40, the opening tag looks like this:

<example heading="Peer&apos;s &quot;age&quot; &lt;&gt; 40">

Mapping Junos OS Commands and CommandOutput to Junos XML Tag Elements

The Junos XML API is an XML representation of Junos OS configuration statements and

operational mode commands. It defines an XML equivalent for all statements in the

Junos OS configuration hierarchy andmany of the commands that you issue in CLI

operationalmode.Eachoperationalmodecommandwitha JunosXMLcounterpartmaps

to a request tag element and, if necessary, a response tag element.

Request tag elements are used in remote procedure calls (RPCs) within NETCONF and

Junos XMLprotocol sessions to request information fromadevice running JunosOS. The

server returns the response using Junos XML tag elements enclosedwithin the response

tag element. For example, the show interfaces commandmaps to the

<get-interface-information> request tag,andtheserver returns the<interface-information>

response tag.

The followingsectionsoutlinehowtomapcommands, commandoptions, andcommand

output to Junos XML tag elements.

• Mapping Command Output to Junos XML Elements on page 16

• Mapping Commands to Junos XML Request Tag Elements on page 16

• Mapping for Command Options with Variable Values on page 17

• Mapping for Fixed-Form Command Options on page 18
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Mapping CommandOutput to Junos XML Elements

On the Junos OS command-line interface (CLI), to display command output as Junos

XML tag elements insteadof as the default formattedASCII text, include the | display xml

option after the command. The tag elements that describe the Junos OS configuration

or operational data belong to the Junos XML API, which defines the Junos OS content

thatcanbe retrievedandmanipulatedbyNETCONFandJunosXMLmanagementprotocol

operations.

The following example shows the output from the show chassis hardware command

issued on an M20 router that is running Junos OS Release 9.3 (the opening

<chassis-inventory> tag appears on two lines only for legibility). This is identical to the

server’s response for the <get-chassis-inventory> RPC request.

user@host> show chassis hardware | display xml
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/9.3R1/junos">
    <chassis-inventory \
                xmlns="http://xml.juniper.net/junos/9.3R1/junos-chassis">
        <chassis junos:style="inventory">
            <name>Chassis</name>
            <serial-number>00118</serial-number>
            <description>M20</description>
            <chassis-module>
                <name>Backplane</name>
                <version>REV 06</version>
                <part-number>710-001517</part-number>
                <serial-number>AB5911</serial-number>
            </chassis-module>
            <chassis-module>
                <name>Power Supply A</name>
                <!-- other child tags of <chassis-module> -->
            </chassis-module>
            <!-- other child tags of <chassis> -->
        </chassis>
    </chassis-inventory>
</rpc-reply>

Mapping Commands to Junos XML Request Tag Elements

Information about the available command equivalents in the current release of the

Junos OS can be found in the Junos XML API Operational Developer Reference. For the

mapping between commands and Junos XML tag elements, see the Junos XML API

Operational Developer Reference “Mapping Between Operational Tag Elements, Perl

Methods,andCLICommands”chapter. Fordetailed informationaboutaspecificoperation,

see the JunosXMLAPIOperationalDeveloperReference “SummaryofOperationalRequest

Tags” chapter.

On the Junos OS CLI, you can display the Junos XML request tag elements for any

operational mode command that has a Junos XML counterpart. To display the Junos

XML RPC request tags for an operational mode command, include the | display xml rpc

option after the command.

The following example displays the RPC tags for the show route command:
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user@host> show route | display xml rpc
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/10.1I0/junos">
    <rpc>
        <get-route-information>
        </get-route-information>
    </rpc>
    <cli>
        <banner></banner>
    </cli>
</rpc-reply>

Mapping for CommandOptions with Variable Values

Many CLI commands have options that identify the object that the command affects or

reports about, distinguishing the object from other objects of the same type. In some

cases, the CLI does not precede the identifier with a fixed-form keyword, but XML

convention requires that the Junos XML API define a tag element for every option. To

learn the names for each identifier (and any other child tag elements) for an operational

request tag element, consult the tag element’s entry in the appropriate DTD or in the

Junos XML API Operational Developer Reference, or issue the command and command

option in the CLI and append the | display xml rpc option.

The following example shows the Junos XML tag elements for two CLI operational

commands thathavevariable-formoptions. In the showinterfacescommand, t3-5/1/0:0

is the name of the interface. In the show bgp neighbor command, 10.168.1.222 is the IP

address for the BGP peer of interest.

CLI Command JUNOS XML Tags
show interfaces t3-5/1/0:0 <rpc>

<get-interface-information>
<interface-name>t3-5/1/0:0</interface-name>

</get-interface-information>
</rpc>

show bgp neighbor 10.168.1.122 <rpc>
<get-bgp-neighbor-information>

<neighbor-address>10.168.1.122</neighbor-address>
</get-bgp-neighbor-information>

</rpc> T
15

00

You can display the Junos XML RPC tags for a command and its options in the CLI by

executing the command and command option and appending | display xml rpc.

user@host> show interfaces t3-5/1/0:0 | display xml rpc
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/16.1R1/junos">
    <rpc>
        <get-interface-information>
            <interface-name>t3-5/1/0:0</interface-name>
        </get-interface-information>
    </rpc>
    <cli>
        <banner></banner>
    </cli>
</rpc-reply>
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Mapping for Fixed-Form CommandOptions

Some CLI commands include options that have a fixed form, such as the brief and detail

strings, which specify the amount of detail to include in the output. The Junos XML API

usually maps such an option to an empty tag whose namematches the option name.

The following example shows the Junos XML tag elements for the show isis adjacency

command, which has a fixed-form option called detail:

To view the tags in the CLI:

user@host> show isis adjacency detail | display xml rpc
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/16.1R1/junos">
    <rpc>
        <get-isis-adjacency-information>
            <detail/>
        </get-isis-adjacency-information>
    </rpc>
    <cli>
        <banner></banner>
    </cli>
</rpc-reply>

Related
Documentation

Mapping Junos OS Commands to Perl Methods•

Mapping Configuration Statements to Junos XML Tag Elements

The Junos XML API defines a tag element for every container and leaf statement in the

configuration hierarchy. At the top levels of the configuration hierarchy, there is almost

always a one-to-onemapping between tag elements and statements, andmost tag

namesmatch the configuration statement name. At deeper levels of the hierarchy, the

mapping is sometimes less direct, because someCLI notational conventions do notmap

directly to XML-compliant tagging syntax.

NOTE: For someconfiguration statements, the notation usedwhen you type
thestatementat theCLIconfiguration-modepromptdiffers fromthenotation
used in a configuration file. The same Junos XML tag elementmaps to both
notational styles.
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The following sections describe the mapping between configuration statements and

Junos XML tag elements:

• Mapping for Hierarchy Levels and Container Statements on page 19

• Mapping for Objects That Have an Identifier on page 19

• Mapping for Single-Value and Fixed-Form Leaf Statements on page 21

• Mapping for Leaf Statements with Multiple Values on page 22

• Mapping for Multiple Options on One or More Lines on page 22

• Mapping for Comments About Configuration Statements on page 23

Mapping for Hierarchy Levels and Container Statements

The <configuration> element is the top-level Junos XML container element for

configuration statements. It corresponds to the [edit] hierarchy level in CLI configuration

mode.Most statementsat thenext few levelsof theconfigurationhierarchyare container

statements. The Junos XML container tag element that corresponds to a container

statement almost always has the same name as the statement.

The following example shows the Junos XML tag elements for two statements at the

top level of the configuration hierarchy. Note that a closing brace in a CLI configuration

statement corresponds to a closing Junos XML tag.

Mapping for Objects That Have an Identifier

At some hierarchy levels, the same kind of configuration object can occurmultiple times.
Each instanceof theobjecthasaunique identifier todistinguish it fromtheother instances.
In the CLI notation, the parent statement for such an object consists of a keyword and
identifier of the following form:

keyword identifier {
… configuration statements for individual characteristics …
}

keyword is a fixed string that indicates the type of object being defined, and identifier is

the unique name for this instance of the type. In the Junos XML API, the tag element

corresponding to the keyword is a container tag element for child tag elements that

represent the object’s characteristics. The container tag element’s name generally

matches the keyword string.
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The Junos XML API differs from the CLI in its treatment of the identifier. Because the

JunosXMLAPI doesnot allowcontainer tagelements to containbothother tagelements

and untagged character data such as an identifier name, the identifier must be enclosed

in a tag element of its own. Most frequently, identifier tag elements for configuration

objects are called <name>. Some objects havemultiple identifiers, which usually have

names other than <name>. To verify the name of each identifier tag element for a

configuration object, consult the entry for the object in the Junos XML API Configuration

Developer Reference.

NOTE: The Junos OS reserves the prefix junos- for the identifiers of

configuration groups defined within the junos-defaults configuration group.

User-defined identifiers cannot start with the string junos-.

Identifier tag elements also constitute an exception to the general XML convention that

tag elements at the same level of hierarchy can appear in any order; the identifier tag

element always occurs first within the container tag element.

The configuration for most objects that have identifiers includes additional leaf

statements, which represent other characteristics of the object. For example, each BGP

groupconfiguredat the [editprotocolsbgpgroup]hierarchy level hasanassociatedname

(the identifier) and can have leaf statements for other characteristics such as type, peer

autonomous system (AS) number, and neighbor address. For information about the

Junos XMLmapping for leaf statements, see “Mapping for Single-Value and Fixed-Form

Leaf Statements” on page 21, “Mapping for Leaf Statements with Multiple Values” on

page 22, and “Mapping for Multiple Options on One or More Lines” on page 22.

The following example shows the Junos XML tag elements for configuration statements

that define two BGP groups called <name> and <name>. Notice that the Junos XML

<name> element that encloses the identifier of each group (and the identifier of the

neighbor within a group) does not have a counterpart in the CLI statements.
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Mapping for Single-Value and Fixed-Form Leaf Statements

A leaf statement is a CLI configuration statement that does not contain any other
statements. Most leaf statements define a value for one characteristic of a configuration
object and have the following form:

keyword value;

In general, the name of the Junos XML tag element corresponding to a leaf statement is

the same as the keyword string. The string between the opening and closing Junos XML

tags is the same as the value string.

The following example shows the Junos XML tag elements for two leaf statements that

have a keyword and a value: themessage statement at the [edit system login] hierarchy

level and the preference statement at the [edit protocols ospf] hierarchy level.

Some leaf statements consist of a fixed-form keyword only, without an associated

variable-form value. The Junos XML API represents such statements with an empty tag.

The following example shows the Junos XML tag elements for the disable statement at

the [edit forwarding-options sampling] hierarchy level.
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Mapping for Leaf Statements with Multiple Values

SomeJunosOS leaf statementsacceptmultiple values,whichcanbeeither user-defined
or drawn from a set of predefined values. CLI notation uses square brackets to enclose
all values in a single statement, as in the following:

statement [ value1 value2 value3 ...];

The Junos XML API instead encloses each value in its own tag element. The following

example shows the Junos XML tag elements for a CLI statement with multiple

user-definedvalues.The import statement imports two routingpoliciesdefinedelsewhere

in the configuration.

The following example shows the Junos XML tag elements for a CLI statement with

multiple predefined values. The permissions statement grants three predefined

permissions to members of the user-accounts login class.

Mapping for Multiple Options on One or More Lines

For some JunosOSconfigurationobjects, the standardCLI syntaxplacesmultipleoptions

on a single line, usually for greater legibility and conciseness. Inmost such cases, the first

option identifies the object and does not have a keyword, but later options are paired
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keywords and values. The Junos XML API encloses each option in its own tag element.

Because the first option has no keyword in the CLI statement, the Junos XMLAPI assigns

a name to its tag element.

The following example shows the Junos XML tag elements for a CLI configuration

statementwithmultipleoptionsonasingle line. The JunosXMLAPIdefinesa tagelement

for both options and assigns a name to the tag element for the first option (10.0.0.1),

which has no CLI keyword.

T
15

08

Thesyntax for someconfigurationobjects includesmore thanonemultioption line. Again,

the JunosXMLAPIdefinesaseparate tagelement foreachoption.The followingexample

shows Junos XML tag elements for a traceoptions statement at the [edit protocols isis]

hierarchy level. The statement has three child statements, each with multiple options.

Mapping for Comments About Configuration Statements

A Junos OS configuration can include comments that describe statements in the

configuration. In CLI configurationmode, the annotate command specifies the comment

to associatewith a statement at the current hierarchy level. You can also use a text editor

to insert comments directly into a configuration file. For more information, see the CLI

User Guide.

The Junos XML API encloses comments about configuration statements in the

<junos:comment> element. (These comments are different from the comments that are

enclosed in the strings <!-- and --> and are automatically discarded by the protocol

server.)
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In the Junos XMLAPI, the <junos:comment> element immediately precedes the element

for the associated configuration statement. (If the tag element for the associated

statement is omitted, the comment is not recorded in the configuration database.) The

comment text string can include one of the two delimiters that indicate a comment in

the configuration database: either the # character before the comment or the paired

strings /* before the comment and */ after it. If the client application does not include

the delimiter, the protocol server adds the appropriate one when it adds the comment

to the configuration. The protocol server also preserves any white space included in the

comment.

The following example shows the Junos XML tag elements that associate comments

with two statements in a sample configuration statement. The first comment illustrates

how including newline characters in the contents of the <junos:comment> element (/*

New backbone area */) results in the comment appearing on its own line in the

configuration file. There are no newline characters in the contents of the second

<junos:comment> element, so in the configuration file the comment directly follows the

associated statement on the same line.

Using NETCONF Configuration Response Tag Elements in NETCONF Requests and
Configuration Changes

The NETCONF server encloses its response to each configuration request in <rpc-reply>

and <configuration> tag elements. Enclosing each configuration response within a

<configuration> tag element contrasts with how the server encloses each different

operational response in a tag element named for that type of response—for example,

the<chassis-inventory> tagelement for chassis informationor the<interface-information>

tag element for interface information.

The Junos XML tag elements within the <configuration> tag element represent

configuration hierarchy levels, configuration objects, and object characteristics, always

ordered from higher to deeper levels of the hierarchy. When a client application loads a

configuration, it can emit the same tag elements in the same order as the NETCONF

server uses when returning configuration information. This consistent representation

makes handling configuration information more straightforward. For instance, the client

application can request the current configuration, store the NETCONF server’s response

in a local memory buffer, make changes or apply transformations to the buffered data,
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andsubmit thealteredconfigurationasachange to thecandidate configuration. Because

the altered configuration is based on the NETCONF server’s response, it is certain to be

syntactically correct.

Similarly, when a client application requests information about a configuration element

(hierarchy level or configurationobject), it uses the same tagelements that theNETCONF

server will return in response. To represent the element, the client application sends a

complete streamof tagelements fromthe topof theconfigurationhierarchy (represented

by the <configuration> tag element) down to the requested element. The innermost tag

element, which represents the level or object, is either empty or includes the identifier

tag element only. The NETCONF server’s response includes the same stream of parent

tag elements, but the tag element for the requested configuration element contains all

the tag elements that represent the element’s characteristics or child levels. For more

information, see “Requesting Configuration Data Using NETCONF” on page 202.

The tag streams emitted by the NETCONF server and by a client application can differ

in theuseofwhitespace,asdescribed in “XMLandNETCONFXMLManagementProtocol

Conventions Overview” on page 11.

Related
Documentation

• XML and NETCONF XMLManagement Protocol Conventions Overview on page 11

• Mapping Configuration Statements to Junos XML Tag Elements on page 18

• Requesting Configuration Data Using NETCONF on page 202
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PART 2

Managing NETCONF Sessions

• NETCONF Session Overview on page 29

• Managing NETCONF Sessions on page 35

• NETCONF Tracing Operations on page 69

• NETCONF Protocol Operations on page 77

• NETCONF Request and Response Tags on page 89

• Junos XML Protocol Elements Supported in NETCONF Sessions on page 97

• Junos XML Protocol Element Attributes Supported in NETCONF Sessions on page 125
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CHAPTER 3

NETCONF Session Overview

• NETCONF Session Overview on page 29

• Understanding the Client Application’s Role in a NETCONF Session on page 30

• GeneratingWell-Formed XML Documents on page 31

• Understanding the Request Procedure in a NETCONF Session on page 32

NETCONF Session Overview

Communication between the NETCONF server and a client application is session based.

The server and client explicitly establish a connection and session before exchanging

data and close the session and connection when they are finished.

The streams of NETCONF and Junos XML tag elements emitted by the NETCONF server

and theclientapplicationmusteachconstitutewell-formedXMLbyobeying thestructural

rules defined in the document type definition (DTD) for the kind of information they are

exchanging. The client applicationmust emit tag elements in the required order and only

in the allowed contexts.

Client applications access the NETCONF server using the SSH protocol and use the

standard SSH authentication mechanism. After authentication, the NETCONF server

uses the configured JunosOS login usernamesand classes to determinewhether a client

application is authorized to make each request.

The following list outlines the basic structure of a NETCONF session:

1. The client application establishes a connection to the NETCONF server and opens

the NETCONF session.

2. TheNETCONFserver and client application exchange initialization information,which

is used to determine if they are using compatible versions of the Junos OS and the

NETCONF XMLmanagement protocol.

3. The client application sends one ormore requests to theNETCONF server and parses

its responses.

4. The client application closes the NETCONF session and the connection to the

NETCONF server.

For an example of a complete NETCONF session, see “Sample NETCONF Session” on

page 60.
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Related
Documentation

GeneratingWell-Formed XML Documents on page 31•

• Connecting to the NETCONF Server on page 45

• Starting the NETCONF Session on page 46

• Sample NETCONF Session on page 60

Understanding the Client Application’s Role in a NETCONF Session

To create a session and communicate with the NETCONF server, a client application

performs the following procedures, which are described in the indicated sections:

1. Satisfies the prerequisites for an SSH connection, as described in “Establishing an

SSH Connection for a NETCONF Session” on page 35.

2. Establishes a connection to theNETCONF server on the routing, switching, or security

platform, as described in “Connecting to the NETCONF Server” on page 45.

3. Opens a NETCONF session, as described in “Starting the NETCONF Session” on

page 46.

4. Optionally locks the candidate configuration or opens an instance of the ephemeral

configuration database.

Locking the configuration prevents other users or applications from changing it at the

same time. For more information, see “Locking and Unlocking the Candidate

Configuration Using NETCONF” on page 56.

For information about the ephemeral configuration database, see “Understanding

the Ephemeral Configuration Database” on page 169 and “Enabling and Configuring

Instances of the Ephemeral Configuration Database” on page 176.

5. Requests operational or configuration information, or changes configuration

information, as described in “Requesting Operational Information Using NETCONF”

onpage193, “RequestingConfigurationDataUsingNETCONF”onpage202,and“Editing

the Configuration Using NETCONF” on page 133.

6. (Optional) Verifies the syntactic correctness of the candidate configuration before

attempting to commit it, asdescribed in “Verifying theCandidateConfigurationSyntax

Using NETCONF” on page 165.

7. Commits changesmade to the candidate configuration, as described in “Committing

the Candidate Configuration Using NETCONF” on page 166 and “Committing the

Candidate Configuration Only After Confirmation Using NETCONF” on page 166, or

commits changesmade toanopen instanceof theephemeral configurationdatabase,

as described in “Committing an Instance of the Ephemeral Configuration Database

Using the NETCONF or Junos XML Protocol” on page 181.

8. Unlocks the candidate configuration if it is locked or closes an open instance of the

ephemeral configuration database.
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Other users and applications cannot change the candidate configuration while it

remains locked. For more information, see “Locking and Unlocking the Candidate

Configuration Using NETCONF” on page 56.

9. Ends the NETCONF session and closes the connection to the device, as described in

“Ending a NETCONF Session and Closing the Connection” on page 60.

GeneratingWell-Formed XML Documents

Each set of NETCONF and Junos XML tag elements emitted by the NETCONF server and

a client application within a <hello>, <rpc>, or <rpc-reply> tag element must constitute

a well-formed XML document by obeying the structural rules defined in the document

type definition (DTD) for the kind of information being sent. The client application must

emit tag elements in the required order and only in the allowed contexts.

The NETCONF server and client applicationsmust also comply with RFC 4742,Using the

NETCONF Configuration Protocol over Secure SHell (SSH), available at

http://www.ietf.org/rfc/rfc4742.txt . In particular, the server and applications must send

the character sequence ]]>]]> after each XML document. Because this sequence is not

legal within an XML document, it unambiguously signals the end of a document. In

practice, the client application sends the sequence after the closing </hello> tag and

each closing </rpc> tag, and the NETCONF server sends it after the closing </hello> tag

and each closing </rpc-reply> tag.

NOTE: In the following example (and in all examples in this document of tag
elements emitted by a client application), bold font is used to highlight the
part of the tag sequence that is discussed in the text.

<!-- generated by a client application -->
<hello | rpc>
    <!-- contents of top-level tag element  -->
</hello | /rpc>
]]>]]>

<!-- generated by the NETCONF server -->
<hello | rpc-reply attributes>
    <!-- contents of top-level tag element  -->
</hello | /rpc-reply>
]]>]]>

Related
Documentation

Connecting to the NETCONF Server on page 45•

• Starting the NETCONF Session on page 46
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Understanding the Request Procedure in a NETCONF Session

You can use the NETCONF XMLmanagement protocol and Junos XML API to request

information about the status and the current configuration of a routing, switching, or

security platform running Junos OS. The tags for operational requests are defined in the

Junos XML API and correspond to Junos OS command-line interface (CLI) operational

commands. There is a request tag element for many commands in the CLI show family

of commands.

The tag element for configuration requests is the NETCONF <get-config> tag element.

It corresponds to theCLIconfigurationmodeshowcommand.TheJunosXMLtagelements

that make up the content of both the client application’s requests and the NETCONF

server’s responses correspond to CLI configuration statements, which are described in

the Junos OS configuration guides.

In addition to informationabout thecurrent configuration, client applicationscan request

otherconfiguration-related information, including informationaboutpreviouslycommitted

(rollback) configurations, information about the rescue configuration, or anXML schema

representation of the configuration hierarchy.

To request information from the NETCONF server, a client application performs the

procedures described in the indicated sections:

1. Establishes a connection to theNETCONF server on the routing, switching, or security

platform, as described in “Connecting to the NETCONF Server” on page 45.

2. Opens a NETCONF session, as described in “Starting the NETCONF Session” on

page 46.

3. Optionally locks the candidate configuration or opens an instance of the ephemeral

configuration database.

Locking the configuration prevents other users or applications from changing it at the

same time. For more information, see “Locking and Unlocking the Candidate

Configuration Using NETCONF” on page 56.

For information about the ephemeral configuration database, see “Understanding

the Ephemeral Configuration Database” on page 169 and “Enabling and Configuring

Instances of the Ephemeral Configuration Database” on page 176.

4. Makes any number of requests one at a time, freely intermingling operational and

configuration requests. See “Requesting Operational Information Using NETCONF”

on page 193 and “Requesting Configuration Data Using NETCONF” on page 202. The

application can also intermix requests with configuration changes.

5. Accepts the tag stream emitted by the NETCONF server in response to each request

and extracts its content, as described in “Parsing the NETCONF Server Response” on

page 52.

6. Unlocks the candidate configuration, if it is locked, or closes an open instance of the

ephemeral configuration database.
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Other users and applications cannot change the candidate configuration while it

remains locked. For more information, see “Locking and Unlocking the Candidate

Configuration Using NETCONF” on page 56

7. Ends the NETCONF session and closes the connection to the device, as described in

“Ending a NETCONF Session and Closing the Connection” on page 60.
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CHAPTER 4

Managing NETCONF Sessions

• Establishing an SSH Connection for a NETCONF Session on page 35

• Connecting to the NETCONF Server on page 45

• Starting the NETCONF Session on page 46

• Sending Requests to the NETCONF Server on page 49

• Parsing the NETCONF Server Response on page 52

• Using a Standard API to Parse Response Tag Elements in NETCONF and Junos XML

Protocol Sessions on page 55

• Handling an Error or Warning in a NETCONF Session on page 55

• Locking and Unlocking the Candidate Configuration Using NETCONF on page 56

• Terminating a NETCONF Session on page 58

• Ending a NETCONF Session and Closing the Connection on page 60

• Sample NETCONF Session on page 60

• Configuring RFC-Compliant NETCONF Sessions on page 64

Establishing an SSH Connection for a NETCONF Session

• Establishing an SSH Connection for a NETCONF Session on page 35

• Prerequisites for Establishing an SSH Connection for NETCONF Sessions on page 36

• Prerequisites for Establishing an Outbound SSH Connection for NETCONF

Sessions on page 40

Establishing an SSH Connection for a NETCONF Session

Youuse theSSHprotocol to establish connectionsbetweena configurationmanagement

server and a device running Junos OS. A configuration management server, as the name

implies, is used to configure the device running Junos OS remotely.

Thereare twooptionsavailablewhenestablishingaconnectionbetweentheconfiguration

management server and a device running Junos OS: SSH and outbound SSH.With SSH,

the configuration management server initiates an SSH session with the device running

Junos OS. Outbound SSH is used when the configuration management server cannot

initiate an SSH connection because of network restrictions (such as a firewall). In this

situation, the device running Junos OS is configured to initiate, establish, andmaintain
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an SSH connection with a predefined set of configuration management servers. For a

complete discussion of outbound SSH, see Configuring Outbound SSH Service .

Prerequisites for Establishing an SSH Connection for NETCONF Sessions

Before the configuration management server establishes an SSH connection with a

device running Junos OS, youmust satisfy the requirements discussed in the following

sections.

1. Installing SSH Software on the Configuration Management Server on page 36

2. Configuring a User Account for the Client Application on Devices Running

Junos OS on page 36

3. Configuring a Public/Private Key Pair or Password for the Junos OS User

Account on page 37

4. Accessing the Keys or Password with the Client Application on page 38

5. Enabling NETCONF Service over SSH on page 39

Installing SSH Software on the ConfigurationManagement Server

The configuration management server handles the SSH connection between the

configuration management server and the device running Junos OS. Therefore, the SSH

software must be installed locally on the configuration management server.

If the client application accessing the NETCONF server uses the NETCONF Java Toolkit

or theNETCONFPerlmoduleprovidedby JuniperNetworks, no further action is necessary.

The NETCONF Java Toolkit includes SSH software, and as part of the installation

procedure for theNETCONFPerlmodule, you install aprerequisitespackage that includes

the necessary SSH software. If the client application does not use the NETCONF Java

Toolkit or the NETCONF Perl module, obtain the SSH software and install it on the

configuration management server where the client application runs. For information

about obtaining and installing SSH software, see http://www.ssh.com/ and

http://www.openssh.com/ .

ConfiguringaUserAccount for theClientApplicationonDevicesRunningJunosOS

When establishing a NETCONF session, the configuration management server must log

in to the device running Junos OS. Thus, each configuration management server needs

a user account on each device where a NETCONF session will be established. The

following instructions explain how to create a login account ondevices running JunosOS.

Alternatively, you can skip this section and enable authentication through RADIUS or

TACACS+.

To determine whether a login account exists on a device running Junos OS, enter CLI

configuration mode on the device and issue the following commands:

[edit system login]
user@host# show user account-name
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If the appropriate account does not exist, perform the following steps to create one:

1. Configure the user statement at the [edit system login] hierarchy level and specify a

username. Include the class statement, and specify a login class that has the

permissions required for all actions to be performed by the application.

[edit system login]
user@host# set user username class class-name

2. Optionally, include the full-name and uid statements at the [edit system login user

username] hierarchy level.

3. Commit the configuration to activate the user account on the device.

[edit]
user@host# commit

4. Repeat the preceding steps on each device running Junos OSwhere the client

application establishes NETCONF sessions.

Configuring aPublic/Private Key Pair or Password for the JunosOSUser Account

TheconfigurationmanagementserverneedsanSSHpublic/privatekeypair, a text-based

password, or both before it can authenticate with the NETCONF server. A public/private

keypair is sufficient if the account is usedonly to connect to theNETCONFserver through

SSH. If the account is also used to access the device in other ways (for login on the

console, for example), it must have a text-based password. The password is also used

(the SSH server prompts for it) if key-based authentication is configured but fails.

NOTE: You can skip this section if you have chosen to enable authentication
through RADIUS or TACACS+.

To create a text-based password, perform the following steps:

1. Include either the plain-text-password or encrypted-password statement at the [edit

system login user username authentication] hierarchy level.

To enter a password as text, issue the following command. You are prompted for the

password, which is encrypted before being stored.

[edit system login user username authentication]
user@host# set plain-text-password
New password: password
Retype new password: password

To store a password that you have previously created and hashed using Message

Digest 5 (MD5) or Secure Hash Algorithm 1 (SHA-1), issue the following command:

[edit system login user username authentication]
user@host# set encrypted-password "password"
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2. Commit the configuration.

[edit system login user username authentication]
user@host# commit

3. Repeat the preceding steps on each device running Junos OSwhere the client

application establishes NETCONF sessions.

To create an SSH public/private key pair, perform the following steps:

1. Issue the ssh-keygen command in the standard command shell (not the Junos OS

CLI) on the configuration management server where the client application runs.

By providing the appropriate arguments, you encode the public key with either RSA

(supportedbySSHversions 1and2)or theDigitalSignatureAlgorithm(DSA, supported

by SSH version 2). For more information, see the manual page for the ssh-keygen

command. Junos OS uses SSH version 2 by default, but also supports version 1.

% ssh-keygen options

2. Associate thepublic keywith the JunosOS login account by including the load-key-file

statement at the [edit system login user account-nameauthentication] hierarchy level.

[edit system login user username authentication]
user@host# set load-key-fileURL

Junos OS copies the contents of the specified file onto the device running Junos OS.

URL is the path to the file that contains one or more public keys. The ssh-keygen

commandby default stores each public key in a file in the .ssh subdirectory of the user

homedirectory; the filenamedependson theencoding (DSAorRSA)andSSHversion.

For information about specifying URLs, see the CLI User Guide.

Alternatively, youcan includeoneorbothof thessh-dsaandssh-rsassh-dsastatements

at the [edit system login user account-name authentication] hierarchy level. We

recommend using the load-key-file statement, however, because it eliminates the

need to type or cut-and-paste the public key on the command line.

3. Commit the configuration.

[edit]
user@host# commit

4. RepeatStep2andStep3oneachdevice running JunosOSwhere theclientapplication

establishes NETCONF sessions.

Accessing the Keys or Password with the Client Application

The client application must be able to access the public/private keys or password you

created in “Configuring a Public/Private Key Pair or Password for the Junos OS User

Account” on page 37 and provide it when the NETCONF server prompts for it.
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There are several methods for enabling the application to access the key or password:

• If public/private keys are used, the ssh-agent program runs on the computer where

the client application runs, and handles the private key.

• When a user starts the application, the application prompts the user for the password

and stores it temporarily in a secure manner.

• The password is stored in encrypted form in a secure local-disk location or in a secured

database.

Enabling NETCONF Service over SSH

RFC 4742, Using the NETCONF Configuration Protocol over Secure SHell (SSH), requires

that the NETCONF server, by default, provide the client device with access to the

NETCONF SSH subsystemwhen the SSH session is established over a dedicated

IANA-assigned TCP port. Use of a dedicated port makes it easy to identify and filter

NETCONF traffic. The IANA-assigned port for NETCONF-over-SSH sessions is 830.

You also can configure the server to allowaccess to theNETCONFSSH subsystemeither

over the default SSH port (22) or over a port number that is explicitly configured. An

explicitly configured port accepts only NETCONF-over-SSH sessions and rejects regular

SSH session requests. If SSH services are enabled on the server, the default SSH port

(22)continues toacceptNETCONFsessionsevenwhenanalternateNETCONF-over-SSH

port is configured. For added security, you can configure event policies that utilize

UI_LOGIN_EVENT information to effectively disable the default port or further restrict

NETCONF server access on a port.

ToenableNETCONFserviceoverSSHonadevice running JunosOS,performthe following

steps:

1. Include one of the following statements at the indicated configuration hierarchy level:

• To enable access to the NETCONF SSH subsystem using the default

NETCONF-over-SSHport (830)asspecifiedbyRFC4742, include the ssh statement

at the [edit system services netconf] hierarchy level:

[edit system services]
user@host# set netconf ssh

• To enable access to the NETCONF SSH subsystem using a specified port number,

configure the port statement with the desired port number at the [edit system

services netconf ssh] hierarchy level.

[edit system services]
user@host# set netconf ssh port port-number

The port-number can range from 1 through 65535. The configured port accepts only

NETCONF-over-SSH sessions and rejects regular SSH session requests.
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NOTE: Although NETCONF-over-SSH can be configured on any port
from 1 through 65535, you should avoid configuring access on a port
that is normally assigned for another service. This practice avoids
potential resource conflicts. If you configure NETCONF-over-SSH on a
port assigned for another service, such as FTP, and that service is
enabled, a commit checkdoes not reveal a resource conflict or issue any

warningmessage to that effect.

• To enable access to theNETCONFSSH subsystemusing the default SSHport (22),

include the ssh statement at the [edit system services] hierarchy level. This

configuration enables SSH access to the device for all users and applications. The

ssh statement can be included in the configuration in addition to the configuration

statements listed previously.

[edit system services]
user@host# set ssh

2. Commit the configuration:

[edit]
user@host# commit

3. Repeat the preceding steps on each device running Junos OSwhere the client

application establishes NETCONF sessions.

Prerequisites for Establishing an Outbound SSH Connection for NETCONF Sessions

To enable a configurationmanagement server to establish an outboundSSHconnection

to the NETCONF server, you must satisfy the requirements discussed in the following

sections:

1. Configuring the Device Running Junos OS for Outbound SSH on page 40

2. Installing SSH Software on the Client on page 42

3. Receiving and Managing the Outbound SSH Initiation Sequence on the

Client on page 43

4. Enabling NETCONF Service over SSH on page 43

Configuring the Device Running Junos OS for Outbound SSH

To configure the device running Junos OS for outbound SSH:

1. At the [edit system services ssh] hierarchy level, set the SSH protocol-version to v2:

[edit system services ssh]
user@host# set protocol-version v2

2. Generate or obtain a public/private key pair for the device running Junos OS. This key

pair will be used to encrypt the data transferred across the SSH connection.
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3. If you aremanually installing the public key on the configurationmanagement server,

transfer the public key to the configuration management server.

4. At the [edit system services] hierarchy level, include the outbound-ssh configuration

hierarchy and any required statements.

[edit system services]
outbound-ssh {
client client-id {
address {
port port-number;
retry number;
timeout seconds;

}
device-id device-id;
keep-alive {
retry number;
timeout seconds;

}
reconnect-strategy (in-order | sticky);
secret password;
services netconf;

}
}

The options are as follows:

address—(Required) Hostname or IPv4 or IPv6 address of the management server.

You can listmultiple clients by adding each client's IP address or hostnamealong

with the following connection parameters.

• port port-number—Outbound SSH port for the client. The default is port 22.

• retry number– Number of times the device attempts to establish an outbound

SSH connection. The default is three tries.

• timeout seconds—Amount of time, in seconds, that the device running Junos

OS attempts to establish an outbound SSH connection. The default is 15

seconds per attempt.

NOTE: Starting in Junos OS Release 15.1, Junos OS supports
outboundSSHconnectionswith devices that have IPv6addresses.

client client-id—(Required) Identifies the outbound-ssh configuration stanza on the

device. Each outbound-ssh stanza represents a single outboundSSHconnection.

This attribute is not sent to the client.

device-id device-id—(Required) Identifies the device running Junos OS to the client

during the initiation sequence.

keep-alive—(Optional) Specify that the device send keepalive messages to the

management server. To configure the keepalive message, youmust set both the
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timeout and retry attributes. To configure the keepalive message, youmust

configure both the timeout and retry statements.

• retrynumber—Numberofkeepalivemessages thedevicesendswithout receiving

a response from themanagement server before the current SSH connection is

terminated. The default is three tries.

• timeout seconds—Amount of time, in seconds, that the server waits for data

before sending a keepalive signal. The default is 15 seconds.

reconnect-strategy (sticky | in-order)—(Optional) Specify the method the device

running Junos OS uses to reestablish a disconnected outbound SSH connection.

Twomethods are available:

• in-order—Specify that the routeror switch first attempt toestablishanoutbound

SSHsessionbasedon themanagement serveraddress list. The routeror switch

attempts to establisha sessionwith the first server on the list. If this connection

is not available, the router or switch attempts to establish a session with the

next server, and so on down the list until a connection is established.

• sticky—Specify that the router or switch first attempt to reconnect to the

management server that it was last connected to. If the connection is

unavailable, it attempts to establish a connection with the next client on the

list and so forth until a connection is made.

secret password—(Optional) Public SSH host key of the device. If added to the

outbound-ssh statement, during the initialization of the outbound SSH service,

the router or switch passes its public key to the management server. This is the

recommendedmethod of maintaining a current copy of the devices public key.

servicesnetconf—(Required)Specifies the servicesavailable for the session. Currently,

NETCONF is the only service available.

5. Commit the configuration:

[edit]
user@host# commit

Installing SSH Software on the Client

Once thedeviceestablishes theSSHconnection to theconfigurationmanagement server,

the configuration management server takes control of the SSH session. Therefore, the

SSH client software must be installed locally on the configuration management server.

If the client application accessing the NETCONF server uses the NETCONF Java Toolkit

or theNETCONFPerlmoduleprovidedby JuniperNetworks, no further action is necessary.

The NETCONF Java Toolkit includes SSH software, and as part of the installation

procedure for theNETCONFPerlmodule, you install aprerequisitespackage that includes

the necessary SSH software. If the client application does not use the NETCONF Java

Toolkit or the NETCONF Perl module, obtain the SSH client software and install it on the

configuration management server where the application runs. For information about
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obtaining and installing SSH software, see http://www.ssh.com/ and

http://www.openssh.com/ .

Receiving andManaging the Outbound SSH Initiation Sequence on the Client

When configured for outbound SSH, the device running Junos OS attempts to maintain

a constant connectionwith a configurationmanagement server.Whenever an outbound

SSH session is not established, the device sends an outbound SSH initiation sequence

to a configuration management server listed in the device’s configuration management

server list. Prior to establishing a connection with the device, each configuration

management server must be set up to receive this initiation sequence, establish a TCP

connection with the device, and transmit the device identity back to the device.

The initiation sequence takes one of two forms, depending on how you chose to handle

the Junos OS server's public key.

If the public key is installed manually on the configuration management server, the

initiation sequence takes the following form:

MSG-ID: DEVICE-CONN-INFO\r\n
MSG-VER: V1\r\n
DEVICE-ID: <device-id>\r\n

If the public key is forwarded to the configuration management server by the device

during the initialization sequence, the sequence takes the following form:

MSG-ID: DEVICE-CONN-INFO\r\n
MSG-VER: V1\r\n
DEVICE-ID: : <device-id>\r\n
HOST-KEY: <pub-host-key>\r\n
HMAC: <HMAC(pub-SSH-host-key,<secret>)>\r\n

Enabling NETCONF Service over SSH

RFC 4742, Using the NETCONF Configuration Protocol over Secure SHell (SSH), requires

that the NETCONF server, by default, provide the client device with access to the

NETCONF SSH subsystemwhen the SSH session is established over a dedicated

IANA-assigned TCP port. Use of a dedicated port makes it easy to identify and filter

NETCONF traffic. The IANA-assigned port for NETCONF-over-SSH sessions is 830.

You also can configure the server to allowaccess to theNETCONFSSH subsystemeither

over the default SSH port (22) or over a port number that is explicitly configured. An

explicitly configured port accepts only NETCONF-over-SSH sessions and rejects regular

SSH session requests. If SSH services are enabled on the server, the default SSH port

(22)continues toacceptNETCONFsessionsevenwhenanalternateNETCONF-over-SSH

port is configured. For added security, you can configure event policies that utilize

UI_LOGIN_EVENT information to effectively disable the default port or further restrict

NETCONF server access on a port.

ToenableNETCONFserviceoverSSHonadevice running JunosOS,performthe following

steps:

1. Include one of the following statements at the indicated hierarchy level:
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• To enable access to the NETCONF SSH subsystem using the default

NETCONF-over-SSHport (830)asspecifiedbyRFC4742, include the ssh statement

at the [edit system services netconf] hierarchy level:

[edit system services]
user@host# set netconf ssh

• To enable access to the NETCONF SSH subsystem using a specified port number,

configure the port statement with the desired port number at the [edit system

services netconf ssh] hierarchy level.

[edit system services]
user@host# set netconf ssh port port-number

The port-number can range from 1 through 65535. The configured port accepts only

NETCONF-over-SSH sessions and rejects regular SSH session requests.

NOTE: Although NETCONF-over-SSH can be configured on any port
from 1 through 65535, you should avoid configuring access on a port
that is normally assigned for another service. This practice avoids
potential resource conflicts. If you configure NETCONF-over-SSH on a
port assigned for another service, such as FTP, and that service is
enabled, a commit checkdoes not reveal a resource conflict or issue any

warningmessage to that effect.

• To enable access to theNETCONFSSH subsystemusing the default SSHport (22),

include the ssh statement at the [edit system services] hierarchy level. This

configuration enables SSH access to the device for all users and applications. The

ssh statement can be included in the configuration in addition to the configuration

statements listed previously.

[edit system services]
user@host# set ssh

2. Commit the configuration:

[edit]
user@host# commit

3. Repeat the preceding steps on each device running Junos OSwhere the client

application establishes a NETCONF session.

Release History Table DescriptionRelease

Starting in Junos OS Release 15.1, Junos OS supports outbound SSH
connections with devices that have IPv6 addresses.

15.1

Related
Documentation

Junos OS User Accounts Overview•

• Configuring SSH Service for Remote Access to the Router or Switch

• Configuring Outbound SSH Service
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Connecting to the NETCONF Server

Before a client application can connect to the NETCONF server, you must satisfy the

requirements described in “Establishing an SSH Connection for a NETCONF Session” on

page 35.

When the prerequisites are satisfied, applications written in Perl use the NETCONF Perl

module to connect to the NETCONF server. A client application that does not use the

NETCONF Perl module uses one of the following methods:

• It uses SSH library routines to establish an SSH connection to the NETCONF server,

provide the username and password or passphrase, and create a channel that acts as

an SSH subsystem for the NETCONF session. Providing instructions for using library

routines is beyond the scope of this document.

• It establishes a NETCONF session using the ssh command.

• To establish a NETCONF session as an SSH subsystem over the default NETCONF

port (830), the client application issues the following command:

ssh user@hostname -p 830 -s netconf

The -p option defines the port number on which the NETCONF server listens. This

option can be omitted if you enabled access to SSH over the default port in

“Prerequisites forEstablishinganSSHConnection forNETCONFSessions”onpage36.

The -s option establishes the NETCONF session as an SSH subsystem.

• To establish a NETCONF session over the default SSH port (22) and use pseudo-tty
allocation, the client application issues the following command:

ssh user@hostname -t netconf

NOTE: Usingmultiple -t options forces pseudo-tty allocation even if ssh

has no local tty.

Establishing a NETCONF session as an SSH subsystemwith a dedicated port enables

a device to more easily identify and filter NETCONF traffic. However, establishing a

NETCONF session over the default SSH port using the -t option has the advantage of

providing visibility to the session on the device running Junos OS, for example, when

issuing the show system users operational command.

The application must include code to intercept the NETCONF server’s prompt for the

passwordorpassphrase.Perhaps themoststraightforwardmethod is for theapplication

touseautility suchas theexpectcommand.TheNETCONFPerl clientuses thismethod,

for example.

Related
Documentation

GeneratingWell-Formed XML Documents on page 31•

• Starting the NETCONF Session on page 46
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Starting the NETCONF Session

Each NETCONF session begins with a handshake in which the NETCONF server and the

client application specify theNETCONFcapabilities they support. The following sections

describe how to start a NETCONF session:

• Exchanging <hello> Tag Elements on page 46

• Verifying Compatibility on page 48

Exchanging <hello> Tag Elements

TheNETCONFserver andclient applicationeachbeginbyemittinga<hello> tagelement

to specify which operations, or capabilities, they support from among those defined in

the NETCONF specification. The <hello> tag element encloses the <capabilities> tag

element and the <session-id> tag element, which specifies the UNIX process ID (PID) of

theNETCONFserver for the session.Within the<capabilities> tagelement, a<capability>

element specifies each supported function.

The client application must emit the <hello> tag element before any other tag element

during the NETCONF session, andmust not emit it more than once.

Each capability defined in the NETCONF specification is represented in a <capability>

tagelementbyauniformresourcename(URN).Capabilitiesdefinedby individual vendors

are represented by uniform resource identifiers (URIs), which can be URNs or URLs. The

NETCONFXMLmanagementprotocolemitsa<hello> tagelementsimilar to the following

sample output (each <capability> tag element appears on three lines for legibility only):

<hello>
  <capabilities>
    <capability>urn:ietf:params:netconf:base:1.0</capability>
    <capability>urn:ietf:params:netconf:capability:candidate:1.0</capability>
    <capability>
       urn:ietf:params:netconf:capability:confirmed-commit:1.0
    </capability>
    <capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
    <capability>
       urn:ietf:params:netconf:capability:url:1.0?scheme=http,ftp,file
    </capability>
    <capability>urn:ietf:params:xml:ns:netconf:base:1.0</capability>
    <capability>
       urn:ietf:params:xml:ns:netconf:capability:candidate:1.0
    </capability>
    <capability>
       urn:ietf:params:xml:ns:netconf:capability:confirmed-commit:1.0
    </capability>
    <capability>
       urn:ietf:params:xml:ns:netconf:capability:validate:1.0
    </capability>
    <capability>
       urn:ietf:params:xml:ns:netconf:capability:url:1.0?protocol=http,ftp,file
    </capability>
    <capability>http://xml.juniper.net/netconf/junos/1.0</capability>
    <capability>http://xml.juniper.net/dmi/system/1.0</capability>
  </capabilities>
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  <session-id>22062</session-id>
</hello>

(For information about the ]]>]]> character sequence, see “GeneratingWell-Formed

XML Documents” on page 31.)

The URIs in the <hello> tag element indicate the following supported capabilities:

• urn:ietf:params:netconf:base:1.0—The NETCONF server supports the basic operations

and tag elements defined in the base NETCONF specification.

• urn:ietf:params:netconf:capability:candidate:1.0—The NETCONF server supports

operations on a candidate configuration. For more information, see “Specifying the

Source forConfiguration InformationRequestsUsingNETCONF”onpage204, “Locking

and Unlocking the Candidate Configuration Using NETCONF” on page 56, “Editing the

ConfigurationUsingNETCONF”onpage 133, “RollingBack theCandidateConfiguration

Using NETCONF” on page 147, “Verifying the Candidate Configuration Syntax Using

NETCONF”onpage 165,and“Committing theCandidateConfigurationUsingNETCONF”

on page 166.

• urn:ietf:params:netconf:capability:confirmed-commit:1.0—TheNETCONFserversupports

confirmed commit operations. For more information, see “Committing the Candidate

Configuration Only After Confirmation Using NETCONF” on page 166.

• urn:ietf:params:netconf:capability:validate:1.0—The NETCONF server supports the

validationoperation,whichverifies thesyntactic correctnessofaconfigurationwithout

actually committing it. Formore information, see “Verifying theCandidateConfiguration

Syntax Using NETCONF” on page 165.

• urn:ietf:params:netconf:capability:url:1.0?protocol=http,ftp,file—The NETCONF server

accepts configuration data stored in a file. It can retrieve files both from its local

filesystem(indicatedby the fileoption in theURN)and from remotemachinesbyusing

Hypertext Transfer Protocol (HTTP) or FTP (indicated by the http and ftp options in

the URN). For more information, see “Uploading and Formatting Configuration Data

in a NETCONF Session” on page 135.

• http://xml.juniper.net/netconf/junos/1.0—TheNETCONFserver supports theoperations

defined in the JunosXMLAPI for requesting and changing operational information (the

tag elements in the Junos XML API Operational Developer Reference). The NETCONF

server also supports operations in the JunosXMLmanagement protocol for requesting

or changing configuration information.

NETCONF client applications should use only native NETCONF XMLmanagement

protocol operationsandsupportedextensionsavailable in the JunosXMLmanagement

protocol for configuration functions. The semantics of corresponding Junos XML

protocol operations and NETCONF XML protocol operations are not necessarily

identical, so using Junos XML protocol configuration operations other than the

documented supported extensions can lead to unexpected results.

• http://xml.juniper.net/dmi/system/1.0—The NETCONF server supports the operations

defined in the Device Management Interface (DMI) specification.
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To comply with the NETCONF specification, the client application also emits a <hello>

tag element to define the capabilities it supports. It does not include the <session-id>

tag element:

<hello>
<capabilities>
<capability>first-capability</capability>
<!-- tag elements for additional capabilities -->

</capabilities>
</hello>
]]>]]>

The session continues when the client application sends a request to the NETCONF

server. The NETCONF server does not emit any tag elements after session initialization

except in response to the client application’s requests.

Verifying Compatibility

Exchanging <hello> tag elements enables a client application and the NETCONF server

to determine if they support the same capabilities. In addition, we recommend that the

client application determine the version of the JunosOS running on theNETCONF server.

After emitting its<hello> tag, the client applicationemits the<get-software-information>

tag element in an <rpc> tag element:

<rpc>
<get-software-information/>

</rpc>
]]>]]>

The NETCONF server returns the <software-information> tag element, which encloses

the <host-name> and <product-name> tag elements plus a <package-information> tag

element for each Junos OSmodule. The <comment> tag element within the

<package-information> tag element specifies the Junos OS Release number (in the

following example, 8.2 for Junos OS Release 8.2) and the build date in the format

YYYYMMDD (year, month, day—12 January 2007 in the following example). Some tag

elements appear onmultiple lines, for legibility only:

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" \
                xmlns:junos="http://xml.juniper.net/junos/8.2R1/junos">
    <software-information>
        <host-name>router1</host-name>
        <product-name>m20</product-name>
        <package-information>
            <name>junos</name>
            <comment>JUNOS Base OS boot [8.2-20070112.0]</comment>
        </package-information>
        <package-information>
            <name>jbase</name>
            <comment>JUNOS Base OS Software Suite \
                                [8.2-20070112.0]</comment>
        </package-information>
        <!-- <package-information> tag elements for additional modules -->
    </software-information>
    </capabilities>
</rpc-reply>
]]>]]>
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Normally, the version is the same for all Junos OSmodules running on the device (we

recommend this configuration for predictable routing performance). Therefore, verifying

the version number of just onemodule is usually sufficient.

The client application is responsible for determining how to handle any differences in

version or capabilities. For fully automated performance, include code in the client

application that determines whether it supports the same capabilities and Junos OS

version as the NETCONF server. Decide which of the following options is appropriate

when there are differences, and implement the corresponding response:

• Ignore differences in capabilities and Junos OS version, and do not alter the client

application’s behavior to accommodate the NETCONF server. A difference in Junos

OS versions does not necessarily make the server and client incompatible, so this is

often a valid approach. Similarly, it is a valid approach if the capabilities that the client

application does not support are operations that are always initiated by a client, such

asvalidationofaconfigurationandconfirmedcommit. In that case, theclientmaintains

compatibility by not initiating the operation.

• Alter standard behavior to be compatible with the NETCONF server. If the client

application is running a later version of the Junos OS, for example, it can choose to

emit only NETCONF and Junos XML tag elements that represent the software features

available in the NETCONF server’s version of the Junos OS.

• End the NETCONF session and terminate the connection. This is appropriate if you

decide that it is not practical to accommodate the NETCONF server’s version or

capabilities. For instructions, see “Ending a NETCONF Session and Closing the

Connection” on page 60.

Related
Documentation

GeneratingWell-Formed XML Documents on page 31•

• Connecting to the NETCONF Server on page 45

• Sending Requests to the NETCONF Server on page 49

• Parsing the NETCONF Server Response on page 52

Sending Requests to the NETCONF Server

To initiate a request to theNETCONF server, a client application emits the opening <rpc>

tag, followed by one or more tag elements that represent the particular request, and the

closing </rpc> tag, in that order:

<rpc>
<!-- tag elements representing a request -->

</rpc>
]]>]]>

The application encloses each request in its own separate pair of opening <rpc> and

closing </rpc> tags. Each request must constitute a well-formed XML document by

includingonly compliantandcorrectlyordered tagelements.TheNETCONFserver ignores

any newline characters, spaces, or other white space characters that occur between tag

elements in the tag stream, but it preserves white space within tag elements.
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Optionally, a client application can include one or more attributes of the form

attribute-name="value" in the opening <rpc> tag for each request. The NETCONF server

echoes each attribute, unchanged, in the opening <rpc-reply> tag in which it encloses its

response.

A client application canuse this feature to associate requests and responses by including

an attribute in each opening <rpc> request tag that assigns a unique identifier. The

NETCONF server echoes the attribute in its opening <rpc-reply> tag, making it easy to

map the response to the initiating request. The NETCONF specification specifies the

namemessage-id for this attribute.

Althoughoperational andconfiguration requests conceptuallybelong toseparateclasses,

a NETCONF session does not have distinct modes that correspond to CLI operational

and configurationmodes. Each request tag element is enclosedwithin its own<rpc> tag,

so a client application can freely alternate operational and configuration requests. A

client application canmake three classes of requests:

• Operational Requests on page 50

• Configuration Information Requests on page 50

• Configuration Change Requests on page 51

Operational Requests

Operational requests are requests for information about the status of a device running

Junos OS. Operational requests correspond to the Junos OS CLI operational mode

commands. The Junos XML API defines a request tag element for many CLI commands.

For example, the <get-interface-information> tag element corresponds to the

show interfaces command, and the <get-chassis-inventory> tag element requests the

same information as the show chassis hardware command.

The following RPC requests detailed information about interface ge-2/3/0:

<rpc>
<get-interface-information>
<interface-name>ge-2/3/0</interface-name>
<detail/>

</get-interface-information>
</rpc>
]]>]]>

Formore informationaboutoperational requests, see “RequestingOperational Information

UsingNETCONF”onpage 193. For informationabout the JunosXML request tagelements

available in the current Junos OS Release, see the Junos XML API Operational Developer

Reference and the XML API Explorer.

Configuration Information Requests

Configuration information requests are requests for information about the device’s

candidate configuration, a private configuration, the ephemeral configuration, or the

committed configuration (the one currently in active use on the switching, routing, or

security platform). The candidate and committed configurations diverge when there are

uncommitted changes to the candidate configuration.
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The NETCONF protocol defines the <get-config> operation for retrieving configuration

information. The Junos XML API defines a tag element for every container and leaf

statement in the configuration hierarchy.

The following example shows how to request information from the [edit system login]

hierarchy level of the candidate configuration:

<rpc>
<get-config>
<source>
<candidate/>

</source>
<filter type="subtree">
<configuration>
<system>
<login/>

</system>
</configuration>

</filter>
</get-config>

</rpc>
]]>]]>

For more information about configuration information requests, see “Requesting

Configuration Data Using NETCONF” on page 202. For a summary of the available

configuration tag elements, see the Junos XML API Configuration Developer Reference

and the XML API Explorer.

Configuration Change Requests

Configuration change requests are requests to change the configuration, or to commit

those changes toput them intoactive useon thedevice running JunosOS.TheNETCONF

protocol defines the <edit-config> and <copy-config> operations for changing

configuration information. The Junos XML API defines a tag element for every CLI

configuration statement described in the Junos OS configuration guides.

The following example shows how to create a new Junos OS user account called admin

at the [edit system login] hierarchy level in the candidate configuration:

<rpc>
<edit-config>
<target>
<candidate/>

</target>
<config>
<configuration>
<system>
<login>
<user>
<name>admin</name>
<full-name>Administrator</full-name>
<class>superuser</class>

</user>
</login>
<login/>
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</system>
</configuration>

</config>
</edit-config>

</rpc>
]]>]]>

Formore informationabout configurationchange requests, see “Editing theConfiguration

Using NETCONF” on page 133. For a summary of Junos XML configuration tag elements,

see the Junos XML API Configuration Developer Reference and the XML API Explorer.

Related
Documentation

GeneratingWell-Formed XML Documents on page 31•

• Parsing the NETCONF Server Response on page 52

• XML and NETCONF XMLManagement Protocol Conventions Overview on page 11

• <rpc> on page 92

Parsing the NETCONF Server Response

In a NETCONF session with a device running Junos OS, a client application sends RPCs

to the NETCONF server to request information from andmanage the configuration on

thedevice. TheNETCONFserver encloses its response toeachclient request in a separate

pair of opening <rpc-reply> and closing </rpc-reply> tags. Each response constitutes a

well-formed XML document.

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" \
                xmlns:junos="http://xml.juniper.net/junos/release/junos" \
                [echoed attributes]>
    <!-- tag elements representing a response -->
</rpc-reply>
]]>]]>

The xmlns attribute in the opening <rpc-reply> tag defines the namespace for enclosed

tag elements that do not have the junos: prefix in their names and that are not enclosed

in a child container tag that has the xmlns attribute with a different value.

NOTE: Beginning in Junos OS Release 15.1, if you configure the rfc-compliant

statement on the device, the NETCONF server explicitly declares the
NETCONF namespace, which is bound to the nc prefix, and qualifies all

NETCONF tags in its replies with the prefix.

The xmlns:junos attribute defines the default namespace for enclosed Junos XML tag

elements that are qualified by the junos: prefix. The release variable in theURI represents

the Junos OS release that is running on the NETCONF server device, for example 17.3R1.
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Client applications must include code for parsing the stream of response tag elements

coming from the NETCONF server, either processing them as they arrive or storing them

until the response is complete. The NETCONF server returns three classes of responses:

• Operational Responses on page 53

• Configuration Information Responses on page 53

• Configuration Change Responses on page 54

Operational Responses

Operational responses are responses to requests for information about the status of a

switching, routing, or securityplatform.Theycorrespondto theoutput fromCLIoperational

commands.

The Junos XML API defines response tag elements for all defined operational request

tag elements. For example, the NETCONF server returns the information requested by

the <get-interface-information> tag in a response tag element called

<interface-information>, and returns the information requested by the

<get-chassis-inventory> tag in a response tag called <chassis-inventory>. Operational

responses also can be returned in formatted ASCII, which is enclosed within an output

element, or in JSONformat. Formore informationabout formattingoperational responses,

see “Specifying the Output Format for Operational Information Requests in a NETCONF

Session” on page 195.

The following sample response includes information about the interface ge-2/3/0. The

namespace indicated by the xmlns attribute in the opening <interface-information> tag

is for interface information for Junos OS Release 17.3. The opening tags appear on two

lines here for legibility only:

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"\
                xmlns:junos="http://xml.juniper.net/junos/17.3R1/junos">
    <interface-information \
                xmlns="http://xml.juniper.net/junos/17.3R1/junos-interface">
        <physical-interface>
            <name>ge-2/3/0</name>
            <!-- other data tag elements for the ge-2/3/0 interface -  ->
        </physical-interface>
    </interface-information>
</rpc-reply>
]]>]]>

Formore informationabout the xmlnsattributeand thecontentsofoperational response

tag elements, see “Requesting Operational Information Using NETCONF” on page 193.

For a summary of operational response tag elements, see the Junos XMLAPI Operational

Developer Reference.

Configuration Information Responses

Configuration information responses are responses to requests for information about the

device’s currentconfiguration.The JunosXMLAPIdefinesa tagelement foreverycontainer

and leaf statement in the configuration hierarchy.
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The following sample response includes the information at the [edit system login]

hierarchy level in the configuration hierarchy. For brevity, the sample shows only one user

defined at this level. The opening <rpc-reply> tag appears on two lines for legibility only.

For information about the attributes in the opening <configuration> tag, see “Specifying

the Source for Configuration Information Requests Using NETCONF” on page 204.

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"\
xmlns:junos="http://xml.juniper.net/junos/17.3R1/junos">
<data>
<configuration attributes>
<system>
<login>
<user>
<name>admin</name>
<full-name>Administrator</full-name>
<!-- other data tag elements for the admin user -->

</user>
</login>

</system>
</configuration>

</data>
</rpc-reply>
]]>]]>

Configuration Change Responses

Configuration change responses are responses to requests that change the state or

contentsof thedeviceconfiguration.TheNETCONFserver indicatessuccessful execution

of a request by returning the <ok/> tag within the <rpc-reply> tag element:

<rpc-reply xmlns="URN" xmlns:junos="URL">
<ok/>

</rpc-reply>
]]>]]>

If theoperation fails, the<rpc-reply> tagelement insteadenclosesan<rpc-error>element

thatdescribes thecauseof the failure. For informationabouthandlingerrors, see “Handling

an Error or Warning in a NETCONF Session” on page 55.

Release History Table DescriptionRelease

Beginning in JunosOSRelease 15.1, if youconfigure the rfc-compliant statement
on thedevice, theNETCONFserver explicitlydeclares theNETCONFnamespace,
which is bound to thenc prefix, and qualifies all NETCONF tags in its replieswith
the prefix.

15.1

Related
Documentation

Using a Standard API to Parse Response Tag Elements in NETCONF and Junos XML

Protocol Sessions on page 55

•

• Handling an Error or Warning in a NETCONF Session on page 55

• Configuring RFC-Compliant NETCONF Sessions on page 64

• XML and NETCONF XMLManagement Protocol Conventions Overview on page 11
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• GeneratingWell-Formed XML Documents on page 31

• <rpc-error> on page 92

Using a Standard API to Parse Response Tag Elements in NETCONF and Junos XML
Protocol Sessions

In a NETCONF or Junos XML protocol session, client applications can handle incoming

XML tag elements by feeding them to a parser that is based on a standard API such as

the Document Object Model (DOM) or Simple API for XML (SAX). Describing how to

implement and use a parser is beyond the scope of this documentation

Routines in the DOM accept incoming XML and build a tag hierarchy in the client

application’smemory. TherearealsoDOMroutines formanipulatinganexistinghierarchy.

DOM implementations are available for several programming languages, including C,

C++, Perl, and Java. For detailed information, see the Document Object Model (DOM)

Level 1 Specification from theWorldWideWeb Consortium (W3C) at

http://www.w3.org/TR/REC-DOM-Level-1/ . Additional information is available from the

Comprehensive Perl Archive Network (CPAN) at

http://search.cpan.org/~tjmather/XML-DOM/lib/XML/DOM.pm .

One potential drawback with DOM is that it always builds a hierarchy of tag elements,

whichcanbecomevery large. If a client applicationneeds tohandleonlyone subhierarchy

at a time, it can use a parser that implements SAX instead. SAX accepts XML and feeds

the tag elements directly to the client application,whichmust build its own tag hierarchy.

For more information, see the official SAX website at http://sax.sourceforge.net/ .

Related
Documentation

Parsing the Junos XML Protocol Server Response•

• Parsing the NETCONF Server Response on page 52

Handling an Error orWarning in a NETCONF Session

In a NETCONF session with a device running Junos OS, a client application sends RPCs

to the NETCONF server to request information from andmanage the configuration on

the device. The NETCONF server sends a response to each client request. If the server

encounters an error condition, it emits an <rpc-error> element containing child elements

that describe the error.

<rpc-reply xmlns="URN" xmlns:junos="URL">
<rpc-error>
<error-severity>error-severity</error-severity>
<error-path>error-path</error-path>
<error-message>error-message</error-message>
<error-info>
<bad-element>command-or-statement</bad-element>

</error-info>
<rpc-error>

</rpc-reply>
]]>]]>
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<bad-element> identifies the command or configuration statement that was being

processed when the error or warning occurred. For a configuration statement, the

<error-path> tag element enclosed in the <rpc-error> tag element specifies the

statement’s parent hierarchy level.

<error-message> describes the error or warning in a natural-language text string.

<error-path> specifies the path to the Junos OS configuration hierarchy level at which

the error or warning occurred, in the form of the CLI configuration mode banner.

<error-severity> indicates the severity of the event that caused the NETCONF server to

return the <rpc-error> tag element. The two possible values are error andwarning.

An error can occur while the server is performing any of the following operations, and the

server can send a different combination of child tag elements in each case:

• Processing an operational request submitted by a client application

• Opening, locking, changing, committing, or closing a configuration as requested by a

client application

• Parsing configuration data submitted by a client application in an <edit-config> tag

element

Client applications must be prepared to receive and handle an <rpc-error> tag element

at any time. The information in any response tag elements already received and related

to the current request might be incomplete. The client application can include logic for

deciding whether to discard or retain the information.

When the <error-severity> tag element has the value error, the usual response is for the

client application to discard the information and terminate. When the <error-severity>

tag element has the valuewarning, indicating that the problem is less serious, the usual

response is for the client application to log the warning or pass it to the user and to

continue parsing the server’s response.

Related
Documentation

Parsing the NETCONF Server Response on page 52•

• <rpc-error> on page 92

Locking and Unlocking the Candidate Configuration Using NETCONF

When a client application is requesting or changing configuration information, it can use

one of the following methods to access the candidate configuration:

• Lock the candidate configuration, which prevents other users or applications from

changing the shared configuration database until the application releases the lock.

This is equivalent to the CLI configure exclusive command.

• Change the candidate configuration without locking it. We do not recommend this

method, becauseof thepotential for conflictswith changesmadebyother applications

or users that are editing the shared configuration database at the same time.
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If anapplication is simply requestingconfiguration informationandnotchanging it, locking

the configuration is not required. The application can begin requesting information

immediately. However, if it is important that the information being returned not change

during the session, it is appropriate to lock the configuration.

For more information about locking and unlocking the candidate configuration, see the

following sections:

• Locking the Candidate Configuration on page 57

• Unlocking the Candidate Configuration on page 58

Locking the Candidate Configuration

To lock the candidate configuration, a client application emits the <lock> and <target>

tag elements and the <candidate/> tag in the <rpc> tag element.

<rpc>
<lock>
<target>
<candidate/>

</target>
</lock>

</rpc>
]]>]]>

Locking the candidate configuration prevents other users or applications from changing

the candidate configuration until the lock is released. This is equivalent to the CLI

configure exclusive command. Locking the configuration before making changes is

recommended, particularly on devices where multiple users are authorized to change

the configuration. A commit operation applies to all changes in the candidate

configuration, not just those made by the user or application that requests the commit.

Allowing multiple users or applications to make changes simultaneously can lead to

unexpected results.

The NETCONF server confirms that it has locked the candidate by returning the <ok/>

tag in the <rpc-reply> tag element.

<rpc-reply xmlns="URN" xmlns:junos="URL">
<ok/>

</rpc-reply>
]]>]]>

If theNETCONFserver cannot lock theconfiguration, the<rpc-reply> tagelement instead

encloses an <rpc-error> tag element explaining the reason for the failure. Reasons for

the failure can include the following:

• Another user or application has already locked the candidate configuration. The error

message reports theNETCONF session identifier of the user or application. If the client

application has the necessary Junos OS access privilege, it can terminate the session

that holds the lock. For more information, see “Terminating a NETCONF Session” on

page 58.

• The candidate configuration already includes changes that have not yet been

committed. To commit the changes, see “Committing the Candidate Configuration
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UsingNETCONF” onpage 166. To discard uncommitted changes, see “Rolling Back the

Candidate Configuration Using NETCONF” on page 147.

Only one application can hold the lock on the candidate configuration at a time. Other

users and applications can read the candidate configuration while it is locked. The lock

persists until either the NETCONF session ends or the client application unlocks the

configuration by emitting the <unlock> tag element, as described in “Unlocking the

Candidate Configuration” on page 58.

If the candidate configuration is not committed before the client application unlocks it,

or if the NETCONF session ends for any reason before the changes are committed, the

changes are automatically discarded. The candidate and committed configurations

remain unchanged.

Unlocking the Candidate Configuration

As long as a client application holds a lock on the candidate configuration, other

applications and users cannot change the candidate. To unlock the candidate

configuration, the client application includes the <unlock> and <target> tag elements

and the <candidate/> tag in an <rpc> tag element.

<rpc>
<unlock>
<target>
<candidate/>

</target>
</unlock>

</rpc>
]]>]]>

The NETCONF server confirms that it has unlocked the candidate by returning the <ok/>
tag in the <rpc-reply> tag element.

<rpc-reply xmlns="URN" xmlns:junos="URL">
<ok/>

</rpc-reply>
]]>]]>

If the NETCONF server cannot unlock the configuration, the <rpc-reply> tag element

instead encloses an <rpc-error> tag element explaining the reason for the failure.

Related
Documentation

Understanding the Client Application’s Role in a NETCONF Session on page 30•

• <lock> on page 86

• <target> on page 94

• <unlock> on page 87

Terminating a NETCONF Session

In a NETCONF session, a client application’s attempt to lock the candidate configuration

can fail because another user or application already holds the lock. In this case, the
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NETCONF server returns an error message that includes the username and process ID

(PID) for the entity that holds the existing lock:

<rpc-reply xmlns="URN" xmlns:junos="URL">
    <rpc-error>
        <error-severity>error</error-severity>
        <error-message>
            configuration database locked by:
user terminal (pid PID) on since YYYY-MM-DD hh:mm:ss TZ, idle hh:mm:ss
            exclusive
        </error-message>
    </rpc-error>
</rpc-reply>
]]>]]>

If the client application has the JunosOSmaintenance permission, it can end the session

that holds the lock by emitting the <kill-session> and <session-id> tag elements in an

<rpc> tag element. The <session-id> element specifies the PID obtained from the error

message:

<rpc>
<kill-session>
<session-id>PID</session-id>

</kill-session>
</rpc>
]]>]]>

The NETCONF server confirms that it has terminated the other session by returning the

<ok/> tag in the <rpc-reply> tag element:

<rpc-reply xmlns="URN" xmlns:junos="URL">
<ok/>

</rpc-reply>
]]>]]>

Werecommendthat theapplication include logic fordeterminingwhether it is appropriate

to terminate another session, based on factors such as the identity of the user or

application that holds the lock, or the length of idle time.

Whena session is terminated, theNETCONFserver that is servicing the session rolls back

all uncommittedchanges thathavebeenmadeduring thesession. If a confirmedcommit

is pending (changes have been committed but not yet confirmed), the NETCONF server

restores theconfiguration to its statebefore theconfirmedcommit instructionwas issued.

For information about the confirmed commit operation, see “Committing the Candidate

Configuration Only After Confirmation Using NETCONF” on page 166.

The following example shows how to terminate another session:
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Related
Documentation

Ending a NETCONF Session and Closing the Connection on page 60•

• Locking and Unlocking the Candidate Configuration Using NETCONF on page 56

• <kill-session> on page 85

Ending a NETCONF Session and Closing the Connection

When a client application is finishedmaking requests, it ends the NETCONF session by

emitting the empty <close-session/> tag within an <rpc> tag element:

<rpc>
<close-session/>

</rpc>
]]>]]>

In response, the NETCONF server emits the <ok/> tag enclosed in an <rpc-reply> tag

element:

<rpc-reply xmlns="URN" xmlns:junos="URL">
<ok/>

</rpc-reply>
]]>]]>

Because the connection to the NETCONF server is an SSH subsystem, it closes

automatically when the NETCONF session ends.

Related
Documentation

<close-session/> on page 77•

Sample NETCONF Session

The following sections describe the sequence of tag elements in a sample NETCONF

session with a device running Junos OS. The client application begins by establishing a

connection to a NETCONF server.

• Exchanging Initialization Tag Elements on page 61

• Sending an Operational Request on page 61

• Locking the Configuration on page 62

• Changing the Configuration on page 62
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• Committing the Configuration on page 63

• Unlocking the Configuration on page 63

• Closing the NETCONF Session on page 64

Exchanging Initialization Tag Elements

After the client application establishes a connection to a NETCONF server, the two

exchange <hello> tag elements, as shown in the following example. For legibility, the

exampleplaces theclient application’s<hello> tagelementbelowtheNETCONFserver’s.

The two parties can actually emit their <hello> tag elements at the same time. For

informationabout the ]]>]]>character sequenceused in this and the followingexamples,

see “GeneratingWell-Formed XML Documents” on page 31. For a detailed discussion of

the <hello> tag element, see “Exchanging <hello> Tag Elements” on page 46.

Sending an Operational Request

The client application emits the <get-chassis-inventory> tag element to request

information about the device’s chassis hardware. The NETCONF server returns the

requested information in the <chassis-inventory> tag element.
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Locking the Configuration

The client application then prepares to incorporate a change into the candidate

configuration by emitting the <lock/> tag to prevent any other users or applications from

altering the candidate configuration at the same time. To confirm that the candidate

configuration is locked, the NETCONF server returns an <ok/> tag in an <rpc-reply> tag

element. Formore informationabout locking theconfiguration, see “LockingandUnlocking

the Candidate Configuration Using NETCONF” on page 56.

Changing the Configuration

The client application now emits tag elements to create a new Junos OS login class

called network-mgmt at the [edit system login class] hierarchy level in the candidate

configuration. To confirm that the load operation was successful, the NETCONF server

returns an <ok/> tag in an <rpc-reply> tag element.
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Committing the Configuration

The client application then commits the candidate configuration. To confirm that the

commit operation was successful, the NETCONF server returns an <ok/> tag in an

<rpc-reply> tag element. For more information about the commit operation, see

“Committing the Candidate Configuration Using NETCONF” on page 166.

Unlocking the Configuration

The client application unlocks (and by implication closes) the candidate configuration.

To confirm that the unlock operation was successful, the NETCONF server returns an

<ok/> tag in an <rpc-reply> tag element. For more information about unlocking a

configuration, see “Locking andUnlocking theCandidateConfigurationUsingNETCONF”

on page 56.
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Closing the NETCONF Session

The client application closes the NETCONF session by emitting the <close-session> tag.

For more information about closing the session, see “Ending a NETCONF Session and

Closing the Connection” on page 60.

Related
Documentation

GeneratingWell-Formed XML Documents on page 31•

• Starting the NETCONF Session on page 46

• Locking and Unlocking the Candidate Configuration Using NETCONF on page 56

• Ending a NETCONF Session and Closing the Connection on page 60

Configuring RFC-Compliant NETCONF Sessions

When using NETCONF tomanage devices running Junos OS, you can require that the

NETCONF server enforce certain behaviors during the NETCONF session by configuring

the rfc-compliant statement at the [edit system services netconf] hierarchy level.

Configuring the rfc-compliant statement affects the following aspects of the NETCONF

session:

• Namespaces emitted in server replies

• <get>and<get-config>elements inRPC replies in caseswhere there is noconfiguration

data to return
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The differences are described in detail in the following sections:

• Namespaces on page 65

• Changes to <get> and <get-config> Operations on page 66

Namespaces

In a NETCONF session with a device running Junos OS, the NETCONF server, by default,

sets thedefault namespace to theNETCONFnamespace in theopening tagof theserver’s

reply, and NETCONF tags are not qualified. For example:

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
  <capabilities>
    <capability>urn:ietf:params:netconf:base:1.0</capability>
    ...
  </capabilities>
  <session-id>27700</session-id>
<hello>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:junos="http://xml.juniper.net/junos/15.1R1/junos">

When the rfc-compliant statement is configuredon thedevice, theNETCONFserver does

not define a default namespace in its replies. Instead, the server includes a namespace

declaration for the NETCONF namespace, which is bound to the nc prefix, and qualifies

all NETCONF tags in its replies with the prefix. If you set the default namespace to the

NETCONF namespace in an RPC request, the server discards the default namespace

and emits its reply using only the declared namespace that is bound to the nc prefix.

The following sample output shows the NETCONF server’s <hello>message and

capabilities exchange when the rfc-compliant statement is configured. The <hello> tag

contains the xmlns:nc declaration, and all NETCONF tags include the nc prefix.

<nc:hello xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
  <nc:capabilities>
    <nc:capability>urn:ietf:params:netconf:base:1.0</nc:capability>
    ...
  </nc:capabilities>
  <nc:session-id>27703</nc:session-id>
</nc:hello>

The following output shows a sample RPC reply when the rfc-compliant statement is

configured:

<nc:rpc-reply 
    xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" 
    xmlns:junos="http://xml.juniper.net/junos/15.1R1/junos">
  <nc:data>
    <configuration xmlns="http://xml.juniper.net/xnm/1.1/xnm" 
          junos:changed-seconds="1417554471" 
          junos:changed-localtime="2014-12-02 13:07:51 PST">

<!--configuration data-->
    </configuration>
    <database-status-information>
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      <database-status>
        <user>root</user>
        <terminal></terminal>
        <pid>47868</pid>
        <start-time junos:seconds="1417560303">2014-12-02 14:45:03 PST</start-time>

        <edit-path></edit-path>
      </database-status>
    </database-status-information>
  </nc:data>
</nc:rpc-reply>

Starting with Junos OS Release 17.2, when you configure the rfc-compliant statement

and request configuration data in a NETCONF session, the server sets the default

namespace for the <configuration> element to the same namespace as in the

corresponding YANGmodel.

<rpc>
  <get-config>
    <source>
      <running/>
    </source>
  </get-config>
</rpc>
]]>]]>

<nc:rpc-reply 
  xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" 
  xmlns:junos="http://xml.juniper.net/junos/17.2R1/junos">
<nc:data>
<configuration 
xmlns="http://yang.juniper.net/yang/1.1/jc/configuration/junos/17.2R1.13"

  junos:commit-seconds="1493761452" 
  junos:commit-localtime="2017-05-02 14:44:12 PDT" 
  junos:commit-user="user">
  ...
</configuration>
</nc:data>
</nc:rpc-reply>
]]>]]>

Changes to <get> and <get-config> Operations

In addition to the namespace changes, the rfc-compliant statement affects the <get>

and <get-config> server replies in cases where there is no configuration data to return.

This canoccur, for example,whenyouapplya filter to returna subsetof theconfiguration,

and that portion of the configuration is empty.

If you execute the <get> or <get-config> operation, and there is no configuration data in

the requested hierarchy, then if the rfc-compliant statement is not configured, the RPC

reply contains an empty <configuration> tag inside the <data> element.

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:junos="http://xml.juniper.net/junos/15.1D0/junos">
<data>
<configuration>
</configuration>
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</data>
</rpc-reply>

If you execute the <get> or <get-config> operation, and there is no configuration data in

the requested hierarchy, then if the rfc-compliant statement is configured, the RPC reply

does not include the empty <configuration> tag inside the <data> element.

<nc:rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:junos="http://xml.juniper.net/junos/15.1R1/junos">
<nc:data>
</nc:data>
</nc:rpc-reply>

Related
Documentation

• rfc-compliant on page 362
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CHAPTER 5

NETCONF Tracing Operations

• NETCONF and Junos XML Protocol Tracing Operations Overview on page 69

• Example: Tracing NETCONF and Junos XML Protocol Session Operations on page 70

NETCONF and Junos XML Protocol Tracing Operations Overview

You can configure tracing operations for the NETCONF and Junos XMLmanagement

protocols. NETCONF and Junos XML protocol tracing operations record NETCONF and

Junos XML protocol session data, respectively, in a trace file. By default, NETCONF and

Junos XML protocol tracing operations are not enabled.

NOTE: Starting in JunosOSRelease 16.1, when you enable tracing operations
at the [edit systemservices netconf traceoptions] hierarchy, JunosOSenables

tracing operations for both NETCONF and Junos XML protocol sessions and
adds the [NETCONF]and [JUNOScript] tags to the log fileentries todistinguish

the type of session. Prior to Junos OS Release 16.1, only NETCONF session
data was logged, and the [NETCONF] tag was omitted.

You configure NETCONF and Junos XML protocol tracing operations at the [edit system
services netconf traceoptions] hierarchy level.

[edit system services]
netconf {
traceoptions {
file <filename> <files number> <match regular-expression> <size size>
<world-readable | no-world-readable>;

flag flag;
no-remote-trace;
on-demand;

}
}

ToenableNETCONFand JunosXMLprotocol tracingoperationsand to traceall incoming

and outgoing data from NETCONF and Junos XML protocol sessions on that device,

configure the flag all statement. As of Junos OS Release 16.1, a new option under the flag

statement, debug, is introduced. This option enables debug-level tracing. However, we

recommendusing the flagalloption. You can restrict tracing to only incomingor outgoing

NETCONF or Junos XML protocol data by configuring the flag value as either incoming
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or outgoing, respectively. Additionally, to restrict the trace output to include only those

lines that match a particular expression, configure the file match statement and define

the regular expression against which the output is matched.

NETCONF and Junos XML protocol tracing operations record session data in the file

/var/log/netconf . To specify adifferent trace file, configure the file statement anddesired

filename.

By default, when the trace file reaches 128 KB in size, it is renamed and compressed to

filename.0.gz, then filename.1.gz, and so on, until there are 10 trace files. Then the oldest

trace file (filename.9.gz) is overwritten. You can configure limits on the number and size

of trace files by including the file files number and file size size statements. You can

configure up to amaximum of 1000 files. Specify the file size in bytes or use sizek to

specifyKB, sizem to specifyMB, or sizeg to specifyGB.Youcannot configure themaximum

number of trace files and themaximum trace file size independently. If one option is

configured, the other option must also be configured along with a filename.

To control the tracing operation fromwithin a NETCONF or Junos XML protocol session,

configure the on-demand statement. This requires that you start and stop tracing

operations fromwithin the session. If you configure the on-demand statement, youmust

issue the <rpc><request-netconf-trace><start/></request-netconf-trace></rpc> RPC

in the session to start tracing operations for that session. To stop tracing for that session,

issue the <rpc><request-netconf-trace><stop/></request-netconf-trace></rpc> RPC.

By default, access to the trace file is restricted to the owner. You canmanually configure

access by including either theworld-readable or no-world-readable statement. The

no-world-readable statement restricts trace file access to the owner. This is the default.

Theworld-readable statement enables unrestricted access to the trace file.

Release History Table DescriptionRelease

Starting in Junos OS Release 16.1, when you enable tracing operations at the [edit
system services netconf traceoptions] hierarchy, Junos OS enables tracing
operations for both NETCONF and Junos XML protocol sessions and adds the
[NETCONF] and [JUNOScript] tags to the log file entries to distinguish the type
of session.

16.1

Related
Documentation

Example: Tracing NETCONF and Junos XML Protocol Session Operations on page 70•

• netconf on page 359

• ssh (NETCONF) on page 363

• traceoptions (NETCONF and Junos XML Protocol) on page 364

Example: Tracing NETCONF and Junos XML Protocol Session Operations

This example demonstrates how to configure tracing operations forNETCONFand Junos

XML protocol sessions.
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NOTE: Starting in JunosOSRelease 16.1, when you enable tracing operations
at the [edit systemservices netconf traceoptions] hierarchy, JunosOSenables

tracing operations for both NETCONF and Junos XML protocol sessions and
adds the [NETCONF]and [JUNOScript] tags to the log fileentries todistinguish

the type of session. Prior to Junos OS Release 16.1, only NETCONF session
data was logged, and the [NETCONF] tag was omitted.

• Requirements on page 71

• Overview on page 71

• Configuration on page 71

• Verification on page 73

Requirements

• A routing, switching, or security device running JunosOSRelease 16.1 or later is required.

Overview

This example configures basic tracing operations for NETCONF and Junos XML protocol

sessions. The example configures the trace file netconf-ops.log and sets a maximum

number of 20 trace files and amaximum size of 3MB for each file. The flag all statement

configures tracing for all incoming andoutcomingNETCONFor JunosXMLprotocol data.

Theworld-readable option enables unrestricted access to the trace files.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy
level.

set system services netconf ssh
set system services netconf traceoptions file netconf-ops.log
set system services netconf traceoptions file size 3m
set system services netconf traceoptions file files 20
set system services netconf traceoptions file world-readable
set system services netconf traceoptions flag all

Configuring NETCONF and Junos XML Protocol Tracing Operations

Step-by-Step
Procedure

To configure NETCONF and Junos XML protocol tracing operations:

For NETCONF sessions, enable NETCONF over SSH.

[edit]

1.

user@R1# set system services netconf ssh

2. Configure the traceoptions flag to specify which session data to capture.
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You can specify incoming, outgoing, or all data. This example configures tracing for
all session data.

[edit]
user@R1# set system services netconf traceoptions flag all

3. (Optional) Configure the filename of the trace file.

The following statement configures the trace file netconf-ops.log, which is stored
in the /var/log directory. If you do not specify a filename, NETCONF and Junos XML
protocol session data is stored in /var/log/netconf .

[edit]
user@R1# set system services netconf traceoptions file netconf-ops.log

4. (Optional) Configure themaximum number of trace files and themaximum size of

each file.

The following statements configure a maximum of 20 trace files with a maximum
size of 3 MB per file.

[edit]
user@R1# set system services netconf traceoptions file files 20
user@R1# set system services netconf traceoptions file size 3m

5. (Optional) Restrict the trace output to include only those lines that match a

particular regular expression.

The following configuration, which is not used in this example,matches on and logs
only session data that contains “error-message”.

[edit]
user@R1# set system services netconf traceoptions file match error-message

6. (Optional) Configure on-demand tracing to control tracing operations from the

NETCONF or Junos XML protocol session.

The following configuration, which is not used in this example, enables on-demand
tracing.

[edit]
user@R1# set system services netconf traceoptions on-demand

7. (Optional) Configure the permissions on the trace file by specifyingwhether the file

isworld-readable or no-world-readable.

This example enables unrestricted access to the trace file.

[edit]
user@R1# set system services netconf traceoptions file world-readable

8. Commit the configuration.

[edit]
user@R1# commit
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Results

[edit]
system {
services {
netconf {
ssh;
traceoptions {
file netconf-ops.log size 3m files 20world-readable;
flag all;

}
}

}
}

Verification

Verifying NETCONF and Junos XML protocol Tracing Operation

Purpose Verify that the device is writing NETCONF and Junos XML protocol session data to the

configured trace file. This example logsboth incomingandoutgoingNETCONFand Junos

XML protocol data. In the sample NETCONF session, which is not detailed here, the user

modifies the candidate configuration onR1 to include thebgp-troubleshoot.slaxop script

and then commits the configuration.
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Action Display the trace output of the configured trace file /var/log/netconf-ops.log by issuing

the show log operational mode command.

user@R1 show log netconf-ops.log
Apr  3 13:09:04 [NETCONF] Started tracing session: 3694
Apr  3 13:09:29 [NETCONF] - [3694] Incoming: <rpc>
Apr  3 13:09:29 [NETCONF] - [3694] Outgoing: <rpc-reply 
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:junos="http://xml.juniper.net/junos/16.1R1/junos">
Apr  3 13:09:39 [NETCONF] - [3694] Incoming: <edit-config>
Apr  3 13:09:43 [NETCONF] - [3694] Incoming: <target>
Apr  3 13:09:47 [NETCONF] - [3694] Incoming: <candidate/>
Apr  3 13:09:53 [NETCONF] - [3694] Incoming: </target>
Apr  3 13:10:07 [NETCONF] - [3694] Incoming: 
<default-operation>merge</default-operation>
Apr  3 13:10:10 [NETCONF] - [3694] Incoming: <config>
Apr  3 13:10:13 [NETCONF] - [3694] Incoming: <configuration>
Apr  3 13:10:16 [NETCONF] - [3694] Incoming: <system>
Apr  3 13:10:19 [NETCONF] - [3694] Incoming: <scripts>
Apr  3 13:10:23 [NETCONF] - [3694] Incoming: <op>
Apr  3 13:10:26 [NETCONF] - [3694] Incoming: <file>
Apr  3 13:10:44 [NETCONF] - [3694] Incoming: <name>bgp-troubleshoot.slax</name>
Apr  3 13:10:46 [NETCONF] - [3694] Incoming: </file>
Apr  3 13:10:48 [NETCONF] - [3694] Incoming: </op>
Apr  3 13:10:52 [NETCONF] - [3694] Incoming: </scripts>
Apr  3 13:10:56 [NETCONF] - [3694] Incoming: </system>
Apr  3 13:11:00 [NETCONF] - [3694] Incoming: </configuration>
Apr  3 13:11:00 [NETCONF] - [3694] Outgoing: <ok/>
Apr  3 13:11:12 [NETCONF] - [3694] Incoming: </config>
Apr  3 13:11:18 [NETCONF] - [3694] Incoming: </edit-config>
Apr  3 13:11:26 [NETCONF] - [3694] Incoming: </rpc>
Apr  3 13:11:26 [NETCONF] - [3694] Outgoing: </rpc-reply>
Apr  3 13:11:26 [NETCONF] - [3694] Outgoing: ]]>]]>
Apr  3 13:11:31 [NETCONF] - [3694] Incoming: ]]>]]>

Apr  3 13:14:20 [NETCONF] - [3694] Incoming: <rpc>
Apr  3 13:14:20 [NETCONF] - [3694] Outgoing: <rpc-reply 
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:junos="http://xml.juniper.net/junos/16.1R1/junos">
Apr  3 13:14:26 [NETCONF] - [3694] Incoming: <commit/>
Apr  3 13:14:35 [NETCONF] - [3694] Outgoing: <ok/>
Apr  3 13:14:35 [NETCONF] - [3694] Incoming: </rpc>
Apr  3 13:14:35 [NETCONF] - [3694] Outgoing: </rpc-reply>
Apr  3 13:14:35 [NETCONF] - [3694] Outgoing: ]]>]]>
Apr  3 13:14:40 [NETCONF] - [3694] Incoming: ]]>]]>

Apr  3 13:30:48 [NETCONF] - [3694] Outgoing: <!-- session end at 2016-12-03 
13:30:48 PDT -->

Meaning This example configured the flag all statement, so the trace file displays all incoming

and outgoing NETCONF or Junos XML protocol session operations. Each operation

includes the date and timestamp. The log file indicates the type of session, either

NETCONF or Junos XML protocol, by including the [NETCONF] or [JUNOScript] tag,

respectively. Multiple NETCONF and Junos XML protocol sessions are distinguished by

a session number. In this example, only one NETCONF session, using session identifier

3694, is active.
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Release History Table DescriptionRelease

Starting in Junos OS Release 16.1, when you enable tracing operations at the [edit
system services netconf traceoptions] hierarchy, Junos OS enables tracing
operations for both NETCONF and Junos XML protocol sessions and adds the
[NETCONF] and [JUNOScript] tags to the log file entries to distinguish the type
of session. Prior to Junos OS Release 16.1, only NETCONF session data was logged,
and the [NETCONF] tag was omitted.

16.1

Related
Documentation

• NETCONF and Junos XML Protocol Tracing Operations Overview on page 69

• netconf on page 359

• ssh (NETCONF) on page 363

• traceoptions (NETCONF and Junos XML Protocol) on page 364
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CHAPTER 6

NETCONF Protocol Operations

<close-session/>

Usage <rpc>
<close-session/>

</rpc>
]]>]]>

Description Request that the NETCONF server end the current session.

Related
Documentation

Ending a NETCONF Session and Closing the Connection on page 60•

• ]]>]]> on page 89

• <rpc> on page 92

<commit>

Usage <rpc>
<commit/>

</rpc>
]]>]]>

<rpc>
<commit>
<confirmed/>
<confirm-timeout>rollback-delay</confirm-timeout>

</commit>
</rpc>
]]>]]>

Description Request that the NETCONF server perform one of the variants of the commit operation

on the candidate configuration or open configuration database:

• To commit the configuration immediately, making it the active configuration on the

device, emit the empty <commit/> tag.

• To commit the configuration but require an explicit confirmation for the commit to

become permanent, enclose the <confirmed/> tag in the <commit> tag element.

77Copyright © 2017, Juniper Networks, Inc.



NOTE: The <confirmed/> tag is not supported when committing

configuration data to the ephemeral configuration database.

By default, the NETCONF server rolls back to the previous running configuration after

600 seconds (10minutes); to set a different rollback delay, also emit the optional

<confirm-timeout> tag element. To delay the rollback again (past the original rollback

deadline), emit the <confirmed/> tag (enclosed in the <commit> tag element) again

before the deadline passes. Include the<confirm-timeout> tag element to specify how

long to delay the next rollback, or omit that tag element to use the default of 600

seconds (10minutes). The rollback can be delayed repeatedly in this way.

To commit the configuration immediately and permanently after emitting the

<confirmed/> tag, emit the empty<commit/> tag before the rollback deadline passes.

The NETCONF server commits the candidate configuration and cancels the rollback.

If the candidate configuration is still the same as the running configuration, the effect

is the same as recommitting the current running configuration.

Contents <confirmed>—Request a temporary commit of the candidate configuration. The device

reverts to the previous active configuration after a specified time.

<confirm-timeout>—Specify the number of seconds before the device reverts to the

previously active configuration. If this tag element is omitted, the default is 600

seconds (10minutes).

Related
Documentation

Committing the Candidate Configuration Using NETCONF on page 166•

• Committing the Candidate Configuration Only After Confirmation Using NETCONF on

page 166

<copy-config>

Usage <rpc>
<copy-config>
<target>
<candidate/>

</target>
<source>
<url format="(xml | text)">
<!-- location specifier for file containing the new configuration -->

</url>
</source>

<copy-config>
</rpc>
]]>]]>

Description Replace the entire existing candidate configuration or open configuration database with

the configuration data contained in a file.
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If a client application issues the Junos XML protocol <open-configuration> operation to

open a specific configuration database before executing a <copy-config> operation on

the target <candidate/>, Junos OS performs the operation on the open configuration

database. Otherwise, the operation is performed on the candidate configuration.

Contents <source>—Enclose the<url> tagelement,which specifies the sourceof the configuration

data.

<url>—Specify the file that contains the newconfigurationdata to substitute for thedata

in the existing candidate configuration or open configuration database.

When the configuration data is formatted as Junos XML tag elements, set the <url>

format attribute to "xml" or omit the attribute. When the configuration data is

formatted as CLI configuration statements, set the <url> format attribute to "text".

For more information, see “Uploading and Formatting Configuration Data in a

NETCONF Session” on page 135.

The <target> tag element and its contents are explained separately.

Related
Documentation

Replacing the Configuration Using NETCONF on page 145•

• <target> on page 94

<delete-config>

Usage <rpc>
<delete-config>
<target>
<candidate/>

</target>
<delete-config>

</rpc>
]]>]]>

Description Deleteall configurationdata in theexistingcandidateconfigurationoropenconfiguration

database.

If a client application issues the Junos XML protocol <open-configuration> operation to

open a specific configuration database before executing the <delete-config> operation

on the target <candidate/>, Junos OS performs the <delete-config> operation on the

open configuration database. Otherwise, the operation is performed on the candidate

configuration.

Contents The <target> tag element and its contents are explained separately.

Related
Documentation

Deleting the Configuration Using NETCONF on page 147•

• Deleting Configuration Elements Using NETCONF on page 152
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• <target> on page 94

<discard-changes/>

Usage <rpc>
<discard-changes/>

</rpc>
]]>]]>

Description Discard changes made to the candidate configuration andmake its contents match the

contents of the current running (active) configuration. This operation is equivalent to the

Junos OS CLI configuration mode rollback 0 command.

NOTE: The <discard-changes/> operation cannot be used to discard

uncommitted changes that have been loaded into the ephemeral
configuration database.

Related
Documentation

Rolling Back the Candidate Configuration Using NETCONF on page 147•

<edit-config>

Usage <rpc> 
<edit-config>

        <target> 
            <candidate/> 
        </target> 

    <!-- EITHER --> 

        <config> 
            <configuration> 
                <!-- tag elements representing the data to incorporate --> 
            </configuration> 
        </config> 

    <!-- OR --> 

        <config-text> 
            <configuration-text> 
                <!-- configuration data in text format --> 
            </configuration-text> 
        </config-text> 

    <!-- OR --> 

        <url format=“(xml | text)"> 
            <!-- location specifier for file containing data --> 
        </url> 

        <default-operation>(merge | none | replace)</default-operation> 
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        <error-option>(ignore-error | stop-on-error)</error-option> 
        <test-option>(set | test-then-set)</test-option> 

<edit-config>
</rpc> 
]]>]]> 

Description Request that the NETCONF server incorporate configuration data into the candidate

configuration or open configuration database. Provide the data in one of three ways:

• Include the <config> tag element to provide a data streamof Junos XML configuration

tag elements to incorporate. The tag elements are enclosed in the <configuration> tag

element.

• Include the <config-text> tag element to provide a data stream of CLI configuration

statements to incorporate. The configuration statements are enclosed in the

<configuration-text> tag element.

• Include the <url> tag element to specify the location of a file that contains the Junos

OS configuration to incorporate. The format of the configuration data can be Junos

XML elements or CLI configuration statements.

If a client application issues the Junos XML protocol <open-configuration> operation to

open a specific configuration database before executing the <edit-config> operation on

the target <candidate/>, Junos OS performs the <edit-config> operation on the open

configuration database. Otherwise, the operation is performed on the candidate

configuration.

Contents <config>—Enclose the <configuration> tag element.

<configuration>—Enclose the configurationdatawritten in JunosXML. This configuration

data isprovidedasadata streamand is incorporated into thecandidateconfiguration

or open configuration database. For information about the syntax for representing

the elements to create, delete, or modify, see “Mapping Configuration Statements

to Junos XML Tag Elements” on page 18.

<config-text>—Enclose the <configuration-text> tag element.

<configuration-text>—Enclose the configuration data formatted as CLI configuration

statements. This configuration data is provided as a data streamand is incorporated

into the candidate configuration or open configuration database.

<default-operation>—(Optional) Specify how to incorporate the new configuration data

into the candidate configuration or open configuration database, particularly when

there are conflicting statements. The following are acceptable values:

• merge—Combine the new configuration data with the existing configuration

according to the rulesdefined in “Setting theEditConfigurationMode inaNETCONF

Session”onpage 141.This is thedefaultmode if the<default-operation> tagelement

is omitted. It applies to all elements in the newdata that do not have the operation

attribute in their opening container tag to specify a different mode.
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• none—Retain each configuration element in the existing configuration unless the

new data includes a corresponding element that has the operation attribute in its

opening container tag to specify an incorporation mode. This mode prevents the

NETCONF server from creating parent hierarchy levels for an element that is being

deleted. For more information, see “Setting the Edit Configuration Mode in a

NETCONF Session” on page 141.

• replace—Discard the existing configuration data in the candidate configuration or

open configuration database and replace it with the new data. For more

information, see “Replacing the Configuration Using NETCONF” on page 145.

<error-option>—(Optional)SpecifyhowtheNETCONFserver handleserrors encountered

while it incorporates the configuration data. The following are acceptable values:

• ignore-error—Specify that the NETCONF server continue to incorporate the new

configuration data even if it encounters an error.

• stop-on-error—Specify that the NETCONF server stop incorporating the new

configuration data when it encounters an error. This is the default behavior if the

<error-option> tag element is omitted.

<test-option>—(Optional)Specifywhether theNETCONFservervalidate theconfiguration

data before incorporating it into the candidate configuration. The acceptable values

defined in the NETCONF specification are set (no validation) and the default

test-then-set (do not incorporate data if validation fails).

Regardless of the value provided, the NETCONF server for the Junos OS performs a

basic syntax check on the configuration data in the <edit-config> tag element. It

performs a complete syntactic and semantic validation on the candidate

configuration in response to the <validate> and <commit> tag elements, but not for

the <edit-config> tag element.

NOTE: The <test-option> element is not supported when incorporating

configuration data into the ephemeral configuration database.

<url>—Specify the full pathname of the file that contains the configuration data to load.

When the configuration data is formatted as Junos XML tag elements, set the <url>

format attribute to "xml" or omit the attribute. When the configuration data is

formatted as CLI configuration statements, set the <url> format attribute to "text".

For more information, see “Uploading and Formatting Configuration Data in a

NETCONF Session” on page 135.

The <target> tag element and its contents are explained separately.

Related
Documentation

Changing Individual Configuration Elements Using NETCONF on page 148•
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• Editing the Configuration Using NETCONF on page 133

• Replacing the Configuration Using NETCONF on page 145

• Setting the Edit Configuration Mode in a NETCONF Session on page 141

• Uploading and Formatting Configuration Data in a NETCONF Session on page 135

• <target> on page 94

<get>

Usage <rpc>
<get [format="(json | set | text | xml)"]>
<filter type="subtree">
<configuration>
<!-- tag elements representing the configuration elements to return -->

</configuration>
</filter>

</get>
</rpc>
]]>]]>

Description Request the committed configuration and device state information from the NETCONF

server. To display one or more sections of the configuration hierarchy (hierarchy levels

or configuration objects), enclose the appropriate child tag elements in the <filter>

element.

Attributes format—Specify the return format for the configuration data. If you omit this attribute,

the server returns the configuration data formatted as Junos XML elements.

Acceptable values are:

• json—Configuration statements are formatted in JavaScript Object Notation

(JSON). Starting in Junos OS Release 14.2, you can display the configuration and

device state information in JSON format.

• set—Configuration statements formatted as Junos OS configuration mode set

commands.

• text—Configuration statements are formatted as ASCII text, using the newline

character, tabs and other white space, braces, and square brackets to indicate

the hierarchical relationships between the statements. This is the format used in

configuration files stored on a device running Junos OS and displayed by the CLI

show configuration command.

• xml—Configuration statements are represented by the corresponding Junos XML

tag elements. This is the default value if the format attribute is omitted.
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Contents <filter>—(Optional) Enclose the<configuration> tagelement. Theoptional typeattribute

indicates the kind of syntax used to represent the requested configuration elements;

the only acceptable value is subtree.

Tospecify theconfigurationelements to return, includewithin the<filter> tagelement

the Junos XML tag elements that represent all levels of the configuration hierarchy

from the root (represented by the <configuration> tag element) down to each

element to display. For information about the configuration elements available in

the current version of the Junos OS, see Junos XML API Configuration Developer

Reference.

Release History Table DescriptionRelease

Starting in Junos OS Release 14.2, you can display the configuration and
device state information in JSON format.

14.2

Related
Documentation

Requesting theCommittedConfigurationandDeviceStateUsingNETCONFonpage201•

<get-config>

Usage <rpc>
<get-config>
<source>
<( candidate | running )/>

</source>
</get-config>

<get-config>
<source>
<( candidate | running )/>

</source>
<filter type="subtree">
<configuration>
<!-- tag elements for each configuration element to return -->

</configuration>
</filter>

</get-config>
</rpc>
]]>]]>

Description Request configuration data from the NETCONF server. The child tag elements <source>

and <filter> specify the source and scope of data to display:

• To display the entire active configuration, enclose the <source> tag element and

<running/> tag in the <get-config> tag element.

• To display either the entire candidate configuration or all configuration data in the

open configuration database, enclose the <source> tag element and <candidate/>

tag in the <get-config> tag element.
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If a client application issues the Junos XML protocol <open-configuration> operation

toopena specific configurationdatabasebefore executing the<get-config>operation,

setting the source to <candidate/> retrieves the configuration data from the open

configuration database. Otherwise, the server returns the configuration data from the

candidate configuration.

• To display one or more sections of the configuration hierarchy (hierarchy levels or

configuration objects), enclose the appropriate child tag elements in the<source> and

<filter> tag elements.

Contents <candidate/>—Specify the open configuration database, or if there is no open database,

the candidate configuration.

<configuration>—Enclose tag elements that specify which configuration elements to

return.

<filter>—Enclose the<configuration> tagelement.Themandatory typeattribute indicates

the kind of syntax used to represent the requested configuration elements; the only

acceptable value is subtree.

Tospecify theconfigurationelements to return, includewithin the<filter> tagelement

the Junos XML tag elements that represent all levels of the configuration hierarchy

from the root (represented by the <configuration> tag element) down to each

element to display. For information about the configuration elements available in

the current version of the Junos OS, see the XML API Explorer.

<running/>—Specify the active (mostly recently committed) configuration.

<source>—Enclose the tag that specifies the source of the configuration data. To specify

either the candidate configuration or an open configuration database, include the

<candidate/> tag. To specify the active configuration, include the <running/> tag.

Usage Guidelines See “Requesting Configuration Data Using NETCONF” on page 202.

Related
Documentation

<data> on page 89•

<kill-session>

Usage <rpc>
<kill-session>
<session-id>PID</session-id>

</kill-session>
</rpc>
]]>]]>

Description Request that theNETCONF server terminate another CLI orNETCONF session. The usual

reason to emit this tag is that the user or application for the other session holds a lock
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on the candidate configuration, preventing the client application from locking the

configuration itself.

The client application must have the Junos OSmaintenance permission to perform this

operation.

Contents <session-id>—Process identifier (PID) of the entity conducting the session to terminate.

ThePID is reported in the<rpc-error> tagelement that theNETCONFserver generates

when it cannot lock a configuration as requested.

Related
Documentation

Terminating a NETCONF Session on page 58•

• <lock> on page 86

• <rpc-error> on page 92

<lock>

Usage <rpc>
<lock>
<target>
<candidate/>

</target>
</lock>

</rpc>
]]>]]>

Description Request that the NETCONF server lock the candidate configuration, enabling the client

application both to read and change it, but preventing any other users or applications

from changing it. The client application must emit the <unlock/> tag to unlock the

configuration.

If the NETCONF session ends or the application emits the <unlock> tag element before

the candidate configuration is committed, all changes made to the candidate are

discarded.

Contents The <target> tag element and its contents are explained separately.

Related
Documentation

Locking and Unlocking the Candidate Configuration Using NETCONF on page 56•

• <rpc> on page 92

• <target> on page 94

• <unlock> on page 87
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<unlock>

Usage <rpc>
<unlock>
<target>
<candidate/>

</target>
</unlock>

</rpc>
]]>]]>

Description Request that the NETCONF server unlock and close the candidate configuration, which

the client application previously locked by emitting the <lock> tag element. Until the

application emits this tag element, other users or applications can read the configuration

but cannot change it.

Contents The <target> tag element and its contents are explained separately.

Related
Documentation

Locking and Unlocking the Candidate Configuration Using NETCONF on page 56•

• <lock> on page 86

• <target> on page 94

<validate>

Usage <rpc>
<validate>
<source>
<candidate/>

</source>
</validate>

</rpc>
]]>]]>

Description Check that the candidate configuration is syntactically valid.

Contents <source>—Enclose the tag that specifies the configuration to validate.

<candidate/>—Specify the candidate configuration.

Related
Documentation

• Verifying the Candidate Configuration Syntax Using NETCONF on page 165
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CHAPTER 7

NETCONF Request and Response Tags

]]>]]>

Usage <hello>
<!-- child tag elements included by client application orNETCONF server -->

</hello>
]]>]]>

<rpc [attributes]>
<!-- tag elements in a request from a client application -->

</rpc>
]]>]]>

<rpc-reply xmlns="URN" xmlns:junos="URL">
<!-- tag elements in the response from theNETCONF server -->

</rpc-reply>
]]>]]>

Description Signal theendofeachXMLdocumentsentby theNETCONFserverandclientapplications.

Client applications send the sequence after its closing </hello> tag and each closing

</rpc> tag. The NETCONF server sends the sequence after its closing </hello> tag and

each closing </rpc-reply> tag.

Use of this signal is required by RFC4742,Using theNETCONFConfiguration Protocol over

Secure SHell (SSH), available at http://www.ietf.org/rfc/rfc4742.txt .

Related
Documentation

GeneratingWell-Formed XML Documents on page 31•

• <hello> on page 91

• <rpc> on page 92

• <rpc-reply> on page 93

<data>

Usage <rpc-reply xmlns="URN" xmlns:junos="URL">
<data>
<configuration>
<!-- Junos XML tag elements for the configuration data -->
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</configuration>
</data>

</rpc-reply>
]]>]]>

Description Encloses configuration data and device information returned by the NETCONF server in

response to a <get> request or configuration data returned by the NETCONF server in

response to a <get-config> request.

NOTE: TheNETCONFserver, bydefault, returnsconfigurationdata formatted
as Junos XML tag elements. The configuration data enclosed in the <data>

element can vary if a client application requests a different format in a<get>

request.

Contents <configuration>—Encloses configuration tag elements. It is the top-level tag element in

the Junos XML API, equivalent to the [edit] hierarchy level in the Junos OS CLI. For

information about Junos OS configuration elements, see the Junos XML API

Configuration Developer Reference.

Usage Guidelines See “Requesting Configuration Data Using NETCONF” on page 202.

Related
Documentation

<configuration> in the Junos XML API Configuration Developer Reference•

• <get> on page 83

• <get-config> on page 84

• <rpc-reply> on page 93

<error-info>

Usage <rpc-reply xmlns="URN" xmlns:junos="URL">
<rpc-error>
<error-info>
<bad-element>command-or-statement</bad-element>

</error-info>
</rpc-error>

</rpc-reply>
]]>]]>

Description Provides additional information about the event or condition that causes the NETCONF

server to report an error or warning in the <rpc-error> tag element.

Contents <bad-element>—Identifies the command or configuration statement that was being

processed when the error or warning occurred. For a configuration statement, the
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<error-path> tag element enclosed in the <rpc-error> tag element specifies the

statement’s parent hierarchy level.

Related
Documentation

Handling an Error or Warning in a NETCONF Session on page 55•

• <rpc-error> on page 92

• <rpc-reply> on page 93

<hello>

Usage <!-- emitted by a client application -->
<hello>
<capabilities>
<capability>URI</capability>

</capabilities>
</hello>
]]>]]>

<!-- emitted by the NETCONF server -->
<hello>
<capabilities>
<capability>URI</capability>

</capabilities>
<session-id>session-identifier</session-id>

</hello>
]]>]]>

Description Specifywhichoperations, or capabilities, the emitter supports fromamong thosedefined

in the NETCONF specification. The client applicationmust emit the <hello> tag element

before any other tag element during the NETCONF session, andmust not emit it more

than once.

Contents <capabilities>—Encloses one or more <capability> tags, which together specify the set

of supported NETCONF operations.

<capability>—Specifies the uniform resource identifier (URI) of a capability defined in

the NETCONF specification or by a vendor. Each capability from the NETCONF

specification is represented by a uniform resource name (URN). Capabilities defined

by vendors are represented by URNs or URLs.

<session-id>—(Generated byNETCONF server only) Specifies theUNIX process ID (PID)

of the NETCONF server for the session.

Related
Documentation

Exchanging <hello> Tag Elements on page 46•
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<ok/>

Usage <rpc-reply xmlns="URN" xmlns:junos="URL">
<ok/>

</rpc-reply>
]]>]]>

Description Indicates that the NETCONF server successfully performed a requested operation that

changes the state or contents of the device configuration.

Related
Documentation

Configuration Change Responses on page 54•

• <rpc-reply> on page 93

<rpc>

Usage <rpc [attributes]>]
<!-- tag elements in a request from a client application -->

</rpc>
]]>]]>

Description Enclose all tag elements in a request generated by a client application.

Attributes (Optional) One or more attributes of the form attribute-name="value". This feature can

be used to associate requests and responses if the value assigned to an attribute by the

client application is unique in each opening <rpc> tag. The NETCONF server echoes the

attribute unchanged in its opening<rpc-reply> tag,making it simple tomap the response

to the initiating request. The NETCONF specification assigns the namemessage-id to

this attribute.

Related
Documentation

Sending Requests to the NETCONF Server on page 49•

• <rpc-reply> on page 93

<rpc-error>

Usage <rpc-reply xmlns="URN" xmlns:junos="URL">
<rpc-error>
<error-severity>error-severity</error-severity>
<error-path>error-path</error-path>
<error-message>error-message</error-message>
<error-info>...</error-info>

</rpc-error>
</rpc-reply>
]]>]]>
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Description Indicate that the NETCONF server has experienced an error while processing the client

application’s request. If the server has already emitted the response tag element for the

current request, the information enclosed in that response tag element might be

incomplete. The client application must include code that discards or retains the

information, as appropriate. The child tag elements described in the Contents section

detail the nature of the error. The NETCONF server does not necessarily emit all child tag

elements; it omits tag elements that are not relevant to the current request.

Contents <error-message>—Describes the error or warning in a natural-language text string.

<error-path>—Specifies the path to the Junos OS configuration hierarchy level at which

the error or warning occurred, in the form of the CLI configuration mode banner.

<error-severity>—Indicates the severity of the event that caused the NETCONF server to

return the <rpc-error> tag element. The two possible values are error andwarning.

The <error-info> tag element is described separately.

Related
Documentation

Handling an Error or Warning in a NETCONF Session on page 55•

• <error-info> on page 90

• <rpc-reply> on page 93

<rpc-reply>

Usage <rpc-reply xmlns="URN" xmlns:junos="URL">
<!-- tag elements in a reply from the NETCONF server-->

</rpc-reply>
]]>]]>

Description Encloses all tag elements in a reply from the NETCONF server. The immediate child tag

element is usually one of the following:

• The Junos XML tag element that encloses the data requested by a client application

with a Junos XML operational request tag element; for example, the

<interface-information> tag element in response to the <get-interface-information>

tag element

• The <data> tag element, to enclose the data requested by a client application with

either the <get> or the <get-config> tag element

• The<ok/> tag, toconfirmthat theNETCONFserver successfullyperformedanoperation

that changes the stateor contentsof a configuration (suchasa lock, change, or commit

operation)

• The<output> tag element, if the Junos XMLAPI does not define a specific tag element

for requested operational information

• The <rpc-error> tag element, if the requested operation generated an error or warning
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Attributes xmlns—Name the default XML namespace for the enclosed tag elements.

Related
Documentation

Parsing the NETCONF Server Response on page 52•

• <data> on page 89

• <ok/> on page 92

• <output> in the Junos XML API Operational Developer Reference

• <rpc> on page 92

• <rpc-error> on page 92

<target>

Usage <rpc>
<( copy-config | delete-config | edit-config | lock | unlock )>
<target>
<candidate/>

</target>
</( copy-config | delete-config | edit-config | lock | unlock )>

</rpc>
]]>]]>

Description Specify the configuration on which to perform an operation.

If a client application issues the Junos XML protocol <open-configuration> operation to

openaspecific configurationdatabasebeforeexecutinga<copy-config>,<delete-config>,

or<edit-config> operation on the target<candidate/>, JunosOSperforms the requested

operation on the open configuration database. Otherwise, the operation is performed

on the candidate configuration. Client applications can only perform the <lock> and

<unlock> operations on the candidate configuration.

Contents <candidate/>—Specify the configuration on which to perform the operation, either the

open configuration database, or if there is no open database, the candidate

configuration. This is the only acceptable value for Junos OS.

Related
Documentation

• Deleting the Configuration Using NETCONF on page 147

• Editing the Configuration Using NETCONF on page 133

• Locking and Unlocking the Candidate Configuration Using NETCONF on page 56

• Replacing the Configuration Using NETCONF on page 145

• <copy-config> on page 78

• <delete-config> on page 79

• <edit-config> on page 80

• <lock> on page 86
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• <unlock> on page 87
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CHAPTER 8

Junos XML Protocol Elements Supported
in NETCONF Sessions

<abort/>

Usage <rpc>
<!-- child tag elements -->

</rpc>
<abort/>

Release Information This is a JunosXMLmanagementprotocoloperation. It is supported in JunosXMLprotocol

sessions, and it is supported as a Juniper Networks proprietary extension in NETCONF

sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.

Description Direct the NETCONF or Junos XML protocol server to stop processing the request that is

currently outstanding. The server responds by returning the <abort-acknowledgment/>

tag, but might already have sent tagged data in response to the request. The client

application must discard those tag elements.

Related
Documentation

Halting a Request in Junos XML Protocol Sessions•

• <abort-acknowledgement/> on page 97

<abort-acknowledgement/>

Usage <rpc-reply xmlns:junos="URL">
<any-child-of-rpc-reply>
<abort-acknowledgement/>

</any-child-of-rpc-reply>
</rpc-reply>

Release Information This is a Junos XMLmanagement protocol response tag. It is supported in Junos XML

protocol sessions, and it is supported as a Juniper Networks proprietary extension in

NETCONF sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.
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Description Indicates that the NETCONF or Junos XML protocol server has received the <abort/> tag

and has stopped processing the current request. If the client application receives any tag

elements related to the request between sending the<abort/> tag and receiving this tag,

it must discard them.

Related
Documentation

<xnm:error>•

<checksum-information>

Usage <rpc-reply>
<checksum-information>
<file-checksum>
<computation-method>MD5</computation-method>
<input-file>
<!-- name and path of file-->

</input-file>
</file-checksum>

</checksum-information>
</rpc-reply>

Release Information This is a Junos XMLmanagement protocol response tag. It is supported in Junos XML

protocol sessions, and it is supported as a Juniper Networks proprietary extension in

NETCONF sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.

Description Encloses tag elements that include the file to check, the checksum algorithm used, and

the checksum output.

Contents <checksum>—Resulting value from the checksum computation.

<computation-method>—Checksumalgorithmused.Currently,all checksumcomputations

use the MD5 algorithm; thus, the only possible value is MD5.

<file-checksum>—Wrapper thatholds the resulting<input-file>,<computation-method>,

and <checksum> attributes for a particular checksum computation.

<input-file>—Name and path of the file that the checksum algorithmwas run against.

Related
Documentation

<get-checksum-information> on page 107•

<close-configuration/>

Usage <rpc>
<close-configuration/>

</rpc>
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Release Information This is a JunosXMLmanagementprotocoloperation. It is supported in JunosXMLprotocol

sessions, and it is supported as a Juniper Networks proprietary extension in NETCONF

sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.

Description Close the open configuration database and discard any uncommitted changes.

This tag element is normally used to close a private copy of the candidate configuration

or an open instance of the ephemeral configuration database and discard any

uncommitted changes. The application must have previously emitted the

<open-configuration> tag element. Closing the NETCONF or Junos XML protocol session

(byemitting the<request-end-session/> tag, for example)has thesameeffectasemitting

this tag element.

Related
Documentation

Locking and Unlocking the Candidate Configuration or Creating a Private Copy Using the

Junos XML Protocol

•

• <open-configuration> on page 118

• <request-end-session/> on page 120

<commit-configuration>

Usage <rpc>
<commit-configuration/>

<commit-configuration>
        <check/>

</commit-configuration>

<commit-configuration>
        <log>log-message</log>

</commit-configuration>

<commit-configuration>
        <at-time>time-specification</at-time>
        <log>log-message</log>

</commit-configuration>

<commit-configuration>
        <confirmed/>
        <confirm-timeout>rollback-delay</confirm-timeout>
        <log>log-message</log>

</commit-configuration>

<commit-configuration>
        <synchronize/>
        <log>log-message</log>

</commit-configuration>

<commit-configuration>
        <synchronize/>
        <at-time>time-specification</at-time>
        <log>log-message</log>

</commit-configuration>
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<commit-configuration>
        <synchronize/>
        <check/>
        <log>log-message</log>

</commit-configuration>

<commit-configuration>
        <synchronize/>
        <confirmed/>
        <confirm-timeout>rollback-delay</confirm-timeout>
        <log>log-message</log>

</commit-configuration>

<commit-configuration>
        <synchronize/>
        <force-synchronize/>

</commit-configuration>
</rpc>

Release Information This is a JunosXMLmanagementprotocoloperation. It is supported in JunosXMLprotocol

sessions, and it is supported as a Juniper Networks proprietary extension in NETCONF

sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.

Description Request that the NETCONF or Junos XML protocol server perform one of the variants of

the commit operation on the candidate configuration, a private copy of the candidate

configuration, or an open instance of the ephemeral configuration database.

Some restrictions apply to the commit operation for a private copy of the candidate

configuration and for the ephemeral configuration database. For example, the commit

operation fails for aprivate copy if the regular candidate configuration is lockedbyanother

user or application or if it includes uncommitted changes made since the private copy

was created. Also, a commit operation on an instance of the ephemeral configuration

database only supports the <synchronize/> option.

Enclose the appropriate tag in the <commit-configuration> tag element to specify the

type of commit operation:

• To commit the configuration immediately, making it the active configuration on the

device, emit the empty <commit-configuration/> tag.

• To verify the syntactic correctness of the candidate configuration or a private copy

withoutactually committing it, enclose the<check/> tag in the<commit-configuration>

tag element.

• To record amessage in the commit history log when the associated commit operation

succeeds, define the log message string in the <log> tag element and enclose the tag

element in the <commit-configuration> tag element. The <log> tag element can be

combined with any other tag element. When the <log> tag element is emitted alone,

the associated commit operation begins immediately.
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• To commit the candidate configuration but roll back to the previous configuration after

a short time, enclose the<confirmed/> tag in the<commit-configuration> tagelement.

By default, the rollback occurs after 10 minutes; to set a different rollback delay, also

emit the optional <confirm-timeout> tag element. To delay the rollback again (past

the original rollback deadline), emit the <confirmed/> tag (enclosed in the

<commit-configuration> tag element) before the deadline passes. Include the

<confirm-timeout> tag element to specify how long to delay the next rollback, or omit

that tag element to use the default of 10 minutes. The rollback can be delayed

repeatedly in this way.

To commit the configuration immediately and permanently after emitting the

<confirmed/> tag, emit the empty <commit-configuration/> tag before the rollback

deadline passes. The device commits the candidate configuration and cancels the

rollback. If the candidate configuration is still the same as the current committed

configuration, the effect is the same as recommitting the current committed

configuration.

NOTE: The confirmed commit operation is not availablewhen committing
a private copy of the configuration or an open instance of the ephemeral
configuration database.

• On a device with two Routing Engines, commit the candidate configuration, private

copy, or ephemeral database instance stored on the local Routing Engine on both

Routing Engines. Combine tag elements as indicated in the following (the ephemeral

database only supports the <synchronize/> option):

• Tocopy the candidate configuration or the configuration data in the open ephemeral

instance that is stored on the local Routing Engine to the other Routing Engine, verify

theconfiguration’s syntactic correctness, andcommit it immediately onbothRouting

Engines, enclose the<synchronize/> tag in the<commit-configuration> tag element.

• To copy the candidate configuration stored on the local Routing Engine to the other

Routing Engine, verify the candidate’s syntactic correctness, and commit it on both

Routing Engines at a defined future time, enclose the <synchronize/> or

<force-synchronize/> tag and <at-time> tag element in the <commit-configuration>

tag element. Set the value in the <at-time> tag element as previously described for

use of the <at-time> tag element alone.

• To copy the candidate configuration stored on the local Routing Engine to the other

Routing Engine and verify the candidate’s syntactic correctness on each Routing

Engine, enclose the <synchronize/> or <force-synchronize/> and <check/> tag

elements in the <commit-configuration> tag element.

• To copy the candidate configuration stored on the local Routing Engine to the other

Routing Engine, verify the candidate’s syntactic correctness, and commit it on both

Routing Engines but require confirmation, enclose the <synchronize/> tag and

<confirmed/> tag elements, and optionally the <confirm-timeout> tag element, in

the <commit-configuration> tag element. Set the value in the <confirm-timeout>
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tag element as previously described for use of the <confirmed/> tag and

<confirm-timeout> tag element alone.

• To force the same synchronized commit operation as invoked by the <synchronize/>

tag to succeed, even if there are open configuration sessions or uncommitted

configuration changes on the remote machine, enclose the <force-synchronize/>

tag in the <commit-configuration> tag element.

• To schedule the candidate configuration for commit at a future time, enclose the

<at-time> tag element in the <commit-configuration> tag element. There are three

valid types of time specifiers:

• The string reboot, to commit the configuration the next time the device reboots.

• A time value of the form hh:mm[:ss] (hours, minutes, and, optionally, seconds), to

commit theconfigurationat the specified time,whichmustbe in the futurebutbefore

11:59:59 PM on the day the <commit-configuration> tag element is emitted. Use

24-hour time for the hh value; for example, 04:30:00means 4:30:00AMand 20:00

means 8:00 PM. The time is interpreted with respect to the clock and time zone

settings on the device.

• Adateand timevalueof the form yyyy-mm-ddhh:mm[:ss] (year,month, date, hours,

minutes, and, optionally, seconds), to commit the configuration at the specifieddate

and time, which must be after the <commit-configuration> tag element is emitted.

Use24-hour time for thehhvalue. Forexample, 2005-08-21 15:30:00means3:30PM

on August 21, 2005. The time is interpreted with respect to the clock and time zone

settings on the device.

NOTE: The time you specify must bemore than 1 minute later than the
current time on the device.

The configuration is checked immediately for syntactic correctness. If the check

succeeds, the configuration is scheduled for commit at the specified time. If the

check fails, the commit operation is not scheduled.

Contents <at-time>—Schedule the commit operation for a specified future time.

<check>—Request verification that the configuration is syntactically correct, but do not

actually commit it.

<confirmed>—Request a commit of the candidate configuration and a rollback to the

previous configuration after a short time, 10 minutes by default. Use the

<confirm-timeout> tag element to specify a different amount of time.

<confirm-timeout>—Specify the number ofminutes for which the configuration remains

active when the <confirmed/> tag is enclosed in the <commit-configuration> tag

element.

<log>—Recordamessage in thecommithistory logwhen thecommitoperationsucceeds.
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<synchronize>—On dual control plane systems, request that the configuration on one

control plane be copied to the other control plane, checked for correct syntax, and

committed on both Routing Engines.

<force-synchronize>—On dual control plane systems, force the candidate configuration

on one control plane to be copied to the other control plane.

Related
Documentation

Committing the Candidate Configuration Using the Junos XML Protocol•

• Committing a Private Copy of the Configuration Using the Junos XML Protocol

• Committing a Configuration at a Specified Time Using the Junos XML Protocol

• Committing the Candidate Configuration Only After Confirmation Using the Junos XML

Protocol

• Committing and Synchronizing a Configuration on Redundant Control Planes Using the

Junos XML Protocol

• Logging a Message About a Commit Operation Using the Junos XML Protocol

• <commit-results> on page 103

• <open-configuration> on page 118

<commit-results>

Usage <rpc-reply xmlns:junos="URL">
    <!-- for the candidate configuration or ephemeral configuration -->

<commit-results>
        <routing-engine>...</routing-engine>

</commit-results>

    <!-- for a private copy -->
<commit-results>

        <load-success/>
        <routing-engine>...</routing-engine>

</commit-results>

    <!-- for a private copy that does not include changes -->
<commit-results>
</commit-results>

</rpc-reply>

Release Information This is a Junos XMLmanagement protocol response tag. It is supported in Junos XML

protocol sessions, and it is supported as a Juniper Networks proprietary extension in

NETCONF sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.

Description Tag element returned by the Junos XML protocol server in response to a

<commit-configuration> request by a client application. The <commit-results> element

contains information about the requested commit operation performed by the server on

a particular Routing Engine.
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Contents <load-success/>—Indicates that the Junos XML protocol server successfully merged

changes from the private copy into a copy of the candidate configuration, before

committing the combined candidate on the specified Routing Engine.

The <routing-engine> tag element is described separately.

Related
Documentation

Committing the Candidate Configuration Using the Junos XML Protocol•

• <commit-configuration> on page 99

• <routing-engine> on page 120

<commit-revision-information>

Usage <rpc-reply xmlns:junos="URL">
    <commit-results>
        <routing-engine>

            <!-- configuration with commit revision identifier -->
            <commit-revision-information>
                <old-db-revision>old-revision-id</old-db-revision>
                <new-db-revision>new-revision-id</new-db-revision>
            </commit-revision-information>

        </routing-engine>
    </commit-results>
</rpc-reply>

Release Information This is a Junos XMLmanagement protocol response tag. It is supported in Junos XML

protocol sessions, and it is supported as a Juniper Networks proprietary extension in

NETCONF sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.

Element introduced in Junos OS Release 16.1.

Description Childelement included ina JunosXMLprotocol server<commit-results> responseelement

to return information about the old and new configuration request identifiers on a

particular Routing Engine. The configuration request identifier is used by network

management server (NMS) applications, such as Junos Space, to determine whether

the synchronization (sync) status of a device that the NMS application manages is

out-of-sync or in-sync.

Out-of-band configuration changes are configuration changesmade to a device outside

of thenetworkmanagement server (NMS)application, suchas JunosSpace. For example,

configurationchangescanbeperformedonadeviceusing thedeviceCLI, using thedevice

Web-basedmanagement interface (the J-Web interface or Web View), or using the

Junos Space Network Management Platform configuration editor. As a result, there is a

requirement for a configuration revision identifier to determinewhether the configuration

settings on devices being managed by an NMS application is in sync with the CLI of

devices running Junos OS. A configuration revision identifier might not be necessary if

theNMSapplication is the only utility that is used tomodify the configuration of a device.

However, in a real-worldnetworkdeployment, out-of-bandconfigurationcommitsmight
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occur on a device, such as during amaintenance window for support operations. In such

cases, the NMS application might not detect these out-of-band commits. To solve this

problem, starting in Junos OS Release 16.1, the <commit-revision-information> element

containingaconfiguration revision identifier string is enclosedwithin the<commit-results>

and <routing-engine> tags. The configuration revision identifier is a string (for example,

re0-1365168149-1), which has the following format:

<routing-engine-name>-<timestamp>-<counter>

Contents <old-db-revision>—Indicates theoldconfiguration revision identifier,which is the identifier

of the configuration prior to the previously successfully committed configuration.

<new-db-revision>—Indicates the new configuration revision identifier, which is the

identifier of the last successfully committed configuration.

<revision-id>—Unique identifier of the revisionmade to theconfiguration in thedatabase,

which contains the name of the Routing Engine onwhich the commit operationwas

performed.

Related
Documentation

<commit-results> on page 103•

• <routing-engine> on page 120

<database-status>

Usage <xnm:error>
    <database-status-information>

<database-status>
            <user>username</user>
            <terminal>terminal</terminal>
            <pid>pid</pid>
            <start-time>start-time</start-time>
            <idle-time>idle-time</idle-time>
            <commit-at>time</commit-at>
            <exclusive/>
            <edit-path>edit-path</edit-path>

</database-status>
    </database-status-information>
</xnm:error>

Release Information This is a Junos XMLmanagement protocol response tag. It is a Juniper Networks

proprietary extension to NETCONF and is identified in the capabilities exchange by the

URI http://xml.juniper.net/netconf/junos/1.0 . This operation is only supported in

NETCONF sessions on Juniper Networks devices running Junos OS.

Description Describes a user or NETCONF client application that is logged in to the configuration

database. For simplicity, the Contents section uses the term user to refer to both human

users and client applications, except where the information differs for the two.

Contents <commit-at/>—Indicate that the user has scheduled a commit operation for a later time.
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<edit-path>—Specify the user’s current location in the configuration hierarchy, in the

form of the CLI configuration mode banner.

<exclusive/>—Indicate that the user or application has an exclusive lock on the

configuration database. A user enters exclusive configuration mode by issuing the

configure exclusive command in CLI operational mode. A client application obtains

the lock by emitting the <lock-configuration/> tag element.

<idle-time>—Specify howmuch time has passed since the user last performed an

operation in the database.

<pid>—Specify the process ID of the Junos OSmanagement process (mgd) that is

handling the user’s login session.

<start-time>—Specify the time when the user logged in to the configuration database,

in the formatYYYY-MM-DDhh:mm:ss TZ (year,month, date, hour in 24-hour format,

minute, second, time zone).

<terminal>—Identify the UNIX terminal assigned to the user’s connection.

<user>—Specify the Junos OS login ID of the user whose login to the configuration

database caused the error.

Related
Documentation

<database-status-information> on page 106•

• <xnm:error> on page 121

<database-status-information>

Usage <xnm:error>
<database-status-information>

        <database-status>...</database-status>
</database-status-information>

<xnm:error>
]]>]]>

Release Information This is a Junos XMLmanagement protocol response tag. It is a Juniper Networks

proprietary extension to NETCONF and is identified in the capabilities exchange by the

URI http://xml.juniper.net/netconf/junos/1.0 . This operation is only supported in

NETCONF sessions on Juniper Networks devices running Junos OS.

Description Describes one or more users who have an open editing session in the configuration

database.

The <database-status> tag element is explained separately.

Related
Documentation

<database-status> on page 105•

• <xnm:error> on page 121
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<end-session/>

Usage <rpc-reply xmlns:junos="URL">
<end-session/>

</rpc-reply>

Release Information This is a Junos XMLmanagement protocol response tag. It is supported in Junos XML

protocol sessions, and it is supported as a Juniper Networks proprietary extension in

NETCONF sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.

Description Indicates that the NETCONF or Junos XML protocol server is about to end the current

session for a reasonother thananerror.Mostoften, the reason is that theclientapplication

has sent the <request-end-session/> tag.

Related
Documentation

Ending a Junos XML Protocol Session and Closing the Connection•

• <request-end-session/> on page 120

<get-checksum-information>

Usage <rpc>
<get-checksum-information>
<path>
<!-- name and path of file -->
</path>

</get--checksum-information>
</rpc>

Release Information This is a JunosXMLmanagementprotocoloperation. It is supported in JunosXMLprotocol

sessions, and it is supported as a Juniper Networks proprietary extension in NETCONF

sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.

Description Request checksum information for the specified file.

Contents <path>—Name and path of the file to check.

Usage Guidelines See the Junos XML API Operational Developer Reference.

Related
Documentation

<checksum-information> on page 98•

<get-configuration>

Usage <rpc>
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<get-configuration
        [changed="changed"] 
        [commit-scripts="( apply | apply-no-transients | view )"]
        [compare="rollback" [rollback="[0-49]"]]
        [database="(candidate | committed)"]
        [database-path=$junos-context/commit-context/database-path]
        [format="( json | set | text | xml )"]
        [inherit="( defaults | inherit )"
            [groups="groups"] [interface-ranges="interface-ranges"]]
        [(junos:key | key )="key"] >

        <!-- tag elements for the configuration element to display -->
</get-configuration>

</rpc>

Release Information This is a JunosXMLmanagementprotocoloperation. It is supported in JunosXMLprotocol

sessions, and it is supported as a Juniper Networks proprietary extension in NETCONF

sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.

commit-scriptsattributevaluesapplyandapply-no-transientsadded in JunosOSRelease

12.1

database-path attribute added in Junos OS Release 12.2.

format attribute value json added in Junos OS Release 14.2.

action attribute value set added in Junos OS Release 15.1.

Starting in Junos OS Release 16.1, devices running Junos OS emit JSON-formatted

configuration data using a new default implementation for serialization.

Starting in JunosOSReleases 16.1R4, 16.2R2, and 17.1R1, integers in JunosOSconfiguration

data emitted in JSON format are not enclosed in quotation marks.

Description Request configuration data from the NETCONF or Junos XML protocol server. The

attributes specify the source and formatting of the data to display.

If a client application issues the Junos XML protocol <open-configuration> operation to

openaspecificconfigurationdatabasebeforeexecuting the<get-configuration>operation,

theserver returns theconfigurationdata fromtheopenconfigurationdatabase.Otherwise,

the server returns the configuration data from the candidate configuration, unless the

active configuration is explicitly requested by including the database="committed"

attribute.

A client application can request the entire configuration hierarchy or a section of it.

• To display the entire configuration hierarchy, emit the empty <get-configuration/> tag.

• To display a configuration element (hierarchy level or configuration object), emit tag

elements within the <get-configuration> tag element to represent all levels of the

configurationhierarchy fromthe root (representedby the<configuration> tagelement)

down to the level or object to display. To represent a hierarchy level or a configuration

object that does not have an identifier, emit it as an empty tag. To represent an object

that has one or more identifiers, emit its container tag element and identifier tag

elements only, not any tag elements that represent other characteristics.
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NOTE: To retrieve configuration data from an instance of the ephemeral
configuration database, a client applicationmust first open the ephemeral
instanceusing the<open-configuration>operationwith theappropriate child

tags before emitting the <get-configuration> operation. When retrieving

ephemeral configuration data using the <get-configuration> operation, the

only supported attributes are format and key.

NOTE: Starting in Junos OS Release 13.1, within a NETCONF or Junos XML
protocol session, a logical system user can use the Junos XML
<get-configuration>operation to request specific logical systemconfiguration

hierarchies using child configuration tags aswell as request the entire logical
systemconfiguration.Whenrequestingtheentire logical systemconfiguration,
theRPC reply includes the<configuration> root tag.Prior to JunosOSRelease

13.1, the <configuration> root tag is omitted.

Attributes changed—Specify that the junos:changed="changed" attribute should appear in the

opening tag of each changed configuration element.

The attribute appears in the opening tag of every parent tag element in the path to

the changed configuration element, including the top-level opening <configuration>

tag. If the changed configuration element is represented by a single (empty) tag, the

junos:changed="changed" attribute appears in the tag. If the changed element is

represented by a container tag element, the junos:changed="changed" attribute

appears in the opening container tag and also in each child tag element enclosed in

the container tag element.

The database attribute can be combined with the changed="changed" attribute to

request either the candidate or active configuration:

• Whenthecandidateconfiguration is requested(thedatabase="candidate"attribute

is included or the database attribute is omitted completely), elements added to

the candidate configuration after the last commit operation are marked with the

junos:changed="changed" attribute.

• When the active configuration is requested (the database="committed" attribute

is included), elementsadded to theactiveconfigurationby themost recent commit

are marked with the junos:changed="changed" attribute.
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NOTE: When a commit operation succeeds, the server removes the
junos:changed="changed" attribute from all tag elements. However, if

warningsaregeneratedduring thecommit, theattribute isnot removed.
In this case, the junos:changed="changed" attribute appears in tag

elements that changed before the commit operation as well as on
those that changed after it.

Anexampleof acommit-timewarning is themessageexplaining thataconfiguration

element will not actually apply until the device is rebooted. The warning appears in

the tag string that the server returns to confirm the success of the commit, enclosed

in an <xnm:warning> tag element.

To remove the junos:changed="changed" attribute from elements that changed

before the commit, take the action necessary to eliminate the cause of the warning,

and commit the configuration again.

commit-scripts—Request that the NETCONF or Junos XML protocol server display

commit-script-style XML data. The value of the attribute determines the output.

Acceptable values are:

• apply—Display the configuration with commit script changes applied, including

both transient and non-transient changes. The output is equivalent to the CLI

output when using the | display commit-scripts option.

• apply-no-transients—Display theconfigurationwithcommit script changesapplied,

but exclude transient changes. The output is equivalent to the CLI output when

using the | display commit-scripts no-transients option.

• view—Display the configuration in the XML format that is input to a commit script.

This is equivalent to viewing the configurationwith the attributes inherit="inherit",

groups="groups", and changed="changed". The output is equivalent to the CLI

output when using the | display commit-scripts view option.

compare—Request that theNETCONFor JunosXMLprotocol serverdisplay thedifferences

between the active or candidate configuration and a previously committed

configuration. The only acceptable value for the compare attribute is rollback. The

compareattribute is combinedwith the rollback="rollback-number" to specifywhich

previously committed configuration shouldbeused in the comparison. If the rollback

attribute is omitted, the comparison uses rollback number 0, which is the active

configuration.

The database attribute can be combined with the compare="rollback" attribute to

request either the candidate or active configuration. If the database attribute is

omitted, the candidate configuration is used. When the compare attribute is used,

the default format for the output is text. If the client application attempts to include

the format="xml" attribute when the compare="rollback" attribute is present, the

server will return an <xnm:error> element indicating an error.
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database—Specify the version of the configuration fromwhich to display data. There are

two acceptable values:

• candidate—The candidate configuration.

• committed—The active configuration (the onemost recently committed).

The database attribute takes precedence over the database-path attribute, if both

are included.

database-path—Within a commit script, this attribute specifies the path to the session’s

pre-inheritance candidate configuration. The only acceptable value is

$junos-context/commit-context/database-path.

For normal configuration sessions, the commit script retrieves the normal,

pre-inheritance candidate configuration. For private configuration sessions, the

commit script retrieves the private, pre-inheritance candidate configuration.

If you include both the database and the database-path attributes, the database

attribute takes precedence.

format—Specify the format in which the NETCONF or Junos XML protocol server returns

the configuration data. Acceptable values are:

• json—Configuration statements are formatted using JavaScript Object Notation

(JSON). Starting in Junos OS Release 16.1, devices running Junos OS emit

JSON-formatted configuration data using a new default implementation for

serialization.

NOTE: Starting in JunosOSReleases 16.1R4, 16.2R2, and 17.1R1, integers
in JunosOSconfigurationdataemitted in JSONformatarenotenclosed
in quotationmarks. In earlier releases, integers in JSON configuration
data were treated as strings and enclosed in quotationmarks.

• set—Configuration statements are formatted as JunosOS configurationmode set

commands.

• text—Configuration statements are formatted as ASCII text, using the newline

character, tabs and other white space, braces, and square brackets to indicate

the hierarchical relationships between the statements. This is the format used in

configuration files stored on a device running Junos OS and displayed by the CLI

show configuration command.

• xml—Configuration statements are represented by the corresponding Junos XML

tag elements. This is the default value if the format attribute is omitted.

groups—Specify that the junos:group="group-name" attribute appear in the opening
tag for each configuration element that is inherited from a configuration group. The
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group-name variable specifies the name of the configuration group fromwhich that

element was inherited.

The groups attribute must be combined with the inherit attribute, and the one

acceptable value for it is groups.

inherit—Specify how theNETCONFor JunosXMLprotocol server display statements that

are defined in configuration groups and interface ranges. If the inherit attribute is

omitted, the output uses the<groups>,<apply-groups>, and<apply-groups-except>

tag elements to represent user-defined configuration groups and uses the

<interface-range> tag element to represent user-defined interface ranges; it does

not include tag elements for statements defined in the junos-defaults group.

The acceptable values are:

• defaults—The output does not include the <groups>, <apply-groups>, and

<apply-groups-except> tag elements, but instead displays tag elements that are

inherited from user-defined groups and from the junos-defaults group as children

of the inheriting tag elements.

• inherit—The output does not include the <groups>, <apply-groups>,

<apply-groups-except>, and <interface-range> tag elements, but instead displays

tag elements that are inherited from user-defined groups and ranges as children

of the inheriting tag elements. The output does not include tag elements for

statements defined in the junos-defaults group.

interface-ranges—Specify that the junos:interface-ranges="source-interface-range"
attribute appear in the opening tag for each configuration element that is inherited

from an interface range. The source-interface-range variable specifies the name of

the interface range.

The interface-ranges attribute must be combined with the inherit attribute, and the

one acceptable value for it is interface-ranges.

junos:key | key—Specify that the junos:key="key" attribute appear in the opening tag of

each element that serves as an identifier for a configuration object. The only

acceptable value is key.

Related
Documentation

Requesting Configuration Data Using the Junos XML Protocol•

• junos:changed

• junos:group

• junos:interface-range

• junos:key

• Junos XML API Configuration Developer Reference
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<load-configuration>

Usage <rpc>
<load-configuration rescue="rescue"/>

<load-configuration rollback="index"/>

<load-configuration url="url" 
            [action="(merge | override | replace | update)"]
            [format="(text | xml)"] />

<load-configuration url="url" [action="(merge | override | update)"]
format="json" />

<load-configuration url="url" action="set" format="text"/>

<load-configuration [action="(merge | override | replace | update)"]
[format="xml"]>

        <configuration>
            <!-- tag elements for configuration elements to load -->
        </configuration>

</load-configuration>

<load-configuration [action="(merge | override | replace | update)"]
format="text">

        <configuration-text>
            <!-- formatted ASCII configuration statements to load -->
        </configuration-text>

</load-configuration>

<load-configuration [action="(merge | override | update)"] format="json">
        <configuration-json>
            <!-- JSON configuration data to load -->
        </configuration-json>

</load-configuration>

<load-configuration action="set" format="text">
        <configuration-set>
            <!-- configuration mode commands to load -->
        </configuration-set>

</load-configuration>
</rpc>

Release Information This is a JunosXMLmanagementprotocoloperation. It is supported in JunosXMLprotocol

sessions, and it is supported as a Juniper Networks proprietary extension in NETCONF

sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.

action attribute value set added in Junos OS Release 11.4.

format attribute value json added in Junos OS Release 16.1.

Description Request that the NETCONF or Junos XML protocol server load configuration data into

the candidate configuration or open configuration database.

If a client application issues the Junos XML protocol <open-configuration> operation to

open a specific configuration database before executing the <load-configuration>
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operation, the server loads the configuration data into the open configuration database.

Otherwise, the server loads the configuration data into the candidate configuration.

Provide the data to load in one of the following ways:

• Set the empty <load-configuration/> tag’s rescue attribute to the value rescue. The

rescue configuration completely replaces the candidate configuration.

• Set the empty <load-configuration/> tag’s rollback attribute to the numerical index of

a previous configuration. The device stores a copy of the most recently committed

configurationandup to49previousconfigurations. Thespecifiedpreviousconfiguration

completely replaces the candidate configuration.

• Set the empty <load-configuration/> tag’s url attribute to the pathname of a file that

contains the configurationdata to load. If providing the configurationdataas formatted

ASCII text, set the format attribute to text. If providing the configuration data as Junos

XML tag elements, either omit the format attribute or set the value to xml. If providing

the configuration data as configuration mode commands, set the action attribute to

set, and either omit the format attribute or set the value to text. If providing the

configuration data in JavaScript Object Notation (JSON), set the format attribute to

json.

In the following example, the url attribute identifies that the configuration data should
be loaded from the /tmp/add.conf file.

<load-configuration url="/tmp/add.conf"/>

• Enclose theconfigurationdataasadatastreamwithinanopening<load-configuration>

and closing</load-configuration> tag. If providing the configuration data as formatted

ASCII text, enclose the data in a <configuration-text> tag element, and set the format

attribute to text. If providing theconfigurationdataas JunosXML tagelements, enclose

the data in a <configuration> tag element, and either omit the format attribute or set

the value to xml. If providing the configuration data as configurationmode commands,

enclose the data in a <configuration-set> tag element, set the action attribute to set,

andeither omit the formatattributeor set the value to text. If providing theconfiguration

data in JSON, enclose the data in a <configuration-json> tag element, and set the

format attribute to json.

Attributes action—Specify how to load the configuration data, particularly when the target

configurationdatabaseand the loadedconfiguration contain conflicting statements.

NOTE: The ephemeral configuration database only supports the action

attribute values of "merge" and "set".

The following are acceptable values:
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• merge—Combine the data in the loaded configuration with the data in the target

configuration. If statements in the loaded configuration conflict with statements

in the target configuration, the loaded statements replace those in the target

configuration. This is the default behavior if the action attribute is omitted.

• override—Discard theentire candidate configurationand replace itwith the loaded

configuration. When the configuration is later committed, all system processes

parse the new configuration.

• replace—Substitute each hierarchy level or configuration object defined in the

loaded configuration for the corresponding level or object in the candidate

configuration.

If providing the configuration data as formattedASCII text (either in the file named

by the url attribute or enclosed in a <configuration-text> tag element), also place

the replace: statementon the linedirectlypreceding thestatements that represent

the hierarchy level or object to replace. For more information, see the discussion

of loading a file of configuration data in the CLI User Guide.

If providing the configuration data as Junos XML tag elements, include the

replace="replace" attribute in the opening tags of the elements that represent the

hierarchy levels or objects to replace.

• set—Load configuration data formatted as Junos OS configuration mode

commands. This option executes the configuration instructions line by line as they

are stored in a file named by the url attribute or enclosed in a <configuration-set>

tagelement.The instructionscancontainanyconfigurationmodecommand, such

as set, delete, edit, or deactivate. When providing the configuration data as a set

of commands, the only acceptable value for the format attribute is "text". If the

action attribute value is "set", and the format attribute is omitted, the format

attribute automatically defaults to "text" rather than xml.

• update—Compare a complete loaded configuration against the candidate

configuration. For each hierarchy level or configuration object that is different in

the twoconfigurations, the version in the loadedconfiguration replaces the version

in the candidate configuration. When the configuration is later committed, only

system processes that are affected by the changed configuration elements parse

the new configuration.

format—Specify the format used for the configuration data. Acceptable values are:

• json–Indicate that the configuration data is formatted using JavaScript Object

Notation (JSON).

• text—Indicate that the configuration data is formatted as ASCII text or as a set of

configuration mode commands.

ASCII text format uses the newline character, tabs and other white space, braces,

and square brackets to indicate the hierarchical relationships between the

statements. This is the format used in configuration files stored on the routing

platformand is the format displayed by theCLI showconfiguration command. The

set command format consists of a series of Junos OS configuration mode
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commands and is displayed by the show configuration | display set CLI command.

To load a set of configurationmode commands, youmust set the action attribute

to "set".

• xml—Indicate that the configuration data is formatted using Junos XML tag

elements. If the format attribute is omitted, "xml" is the default format for all

values of the action attribute except "set", which defaults to format "text".

rescue—Specify that the rescueconfiguration replace thecurrent candidateconfiguration.

The only valid value is "rescue".

rollback—Specify the numerical index of the previous configuration to load. Valid values

are 0 (zero, for the most recently committed configuration) through one less than

the number of stored previous configurations (maximum is 49).

url—Specify the full pathname of the file that contains the configuration data to load.

The value can be a local file path, an FTP location, or a Hypertext Transfer Protocol

(HTTP) URL:

• A local filename can have one of the following forms:

• /path/filename—File on amounted file system, either on the local flash disk or

on hard disk.

• a:filename or a:path/filename—File on the local drive. The default path is / (the

root-level directory). The removable media can be in MS-DOS or UNIX (UFS)

format.

• A filename on an FTP server has the following form:

ftp://username:password@hostname/path/filename

• A filename on an HTTP server has the following form:

http://username:password@hostname/path/filename

In each case, the default value for the path variable is the home directory for the

username. To specify an absolute path, the application starts the path with the

characters%2F; forexample, ftp://username:password@hostname/%2Fpath/filename.

Related
Documentation

Requesting Configuration Changes Using the Junos XML Protocol•

• <load-configuration-results> on page 116

• replace

• entries for <configuration>, <configuration-text>, and <configuration-set> in the Junos

XML API Configuration Developer Reference

<load-configuration-results>

Usage <rpc-reply xmlns:junos="URL">
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<load-configuration-results>
        <load-success/>
        <load-error-count>errors</load-error-count>

</load-configuration-results>
</rpc-reply>

Release Information This is a Junos XMLmanagement protocol response tag. It is supported in Junos XML

protocol sessions, and it is supported as a Juniper Networks proprietary extension in

NETCONF sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.

Description Tag element returned by the NETCONF or Junos XML protocol server in response to a

<load-configuration> request by a client application.

In a JunosXMLprotocol session, the<load-configuration-results>elementencloseseither

a <load-success/> tag or a <load-error-count> tag, which indicates the success or failure

of the load configuration operation. In a NETCONF session, the

<load-configuration-results>elementencloseseitheran<ok/> tagora<load-error-count>

tag to indicate the success or failure of the load configuration operation.

Contents <load-error-count>—Specifies the number of errors that occurred when the server

attempted to load new data into the candidate configuration or open configuration

database. The target configuration must be restored to a valid state before it is

committed.

<load-success/>—Indicates that the server successfully loaded new data into the

candidate configuration or open configuration database.

Related
Documentation

<load-configuration> on page 113•

<lock-configuration/>

Usage <rpc>
<lock-configuration/>

</rpc>

Release Information This is a JunosXMLmanagementprotocoloperation. It is supported in JunosXMLprotocol

sessions, and it is supported as a Juniper Networks proprietary extension in NETCONF

sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.

Description Request that the NETCONF or Junos XML protocol server open and lock the candidate

configuration, enabling the client application both to read and change it, but preventing

any other users or applications from changing it. The application must emit the

<unlock-configuration/> tag to unlock the configuration.
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If the Junos XML protocol session ends or the application emits the

<unlock-configuration/> tagbefore thecandidateconfiguration is committed, all changes

made to the candidate are discarded.

Related
Documentation

Locking and Unlocking the Candidate Configuration or Creating a Private Copy Using the

Junos XML Protocol

•

• <unlock-configuration/> on page 121

<open-configuration>

Usage <rpc>
<open-configuration>

        <private/>
</open-configuration>

<open-configuration>
        <ephemeral/>

</open-configuration>

<open-configuration>
        <ephemeral-instance>instance-name</ephemeral-instance>

</open-configuration>
</rpc>

Release Information This is a JunosXMLmanagementprotocoloperation. It is supported in JunosXMLprotocol

sessions, and it is supported as a Juniper Networks proprietary extension in NETCONF

sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.

<ephemeral> and <ephemeral-instance> elements added in Junos OS Release 16.2R2.

Description Create a private copy of the candidate configuration or open the default instance or a

user-defined instance of the ephemeral configuration database.

NOTE: Beforeopeningauser-defined instanceof theephemeralconfiguration
database, youmust first enable the instance by configuring the
instance instance-name statement at the [edit system configuration-database

ephemeral] hierarchy level on the device.

A client application can perform the same operations on the private copy or ephemeral

instanceason the regular candidate configuration, including loadandcommitoperations.

There are, however, restrictions on these operations. For details, see

“<load-configuration>” on page 113 and “<commit-configuration>” on page 99.

To close a private copy or ephemeral instance and discard all uncommitted changes,

emit the empty <close-configuration/> tag in an <rpc> element. Changes to the private

copy or ephemeral instance are also lost if the NETCONF or Junos XML protocol session
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ends for any reason before the changes are committed. It is not possible to save the

changes other than by performing a commit operation, for example, by emitting the

<commit-configuration/> tag.

Contents <private/>—Open a private copy of the candidate configuration.

<ephemeral/>—Open the default instance of the ephemeral configuration database.

<ephemeral-instance>—Open the specified instance of the ephemeral configuration

database. This instancemust already be configured at the [edit system

configuration-database ephemeral] hierarchy level on the device.

Related
Documentation

Locking and Unlocking the Candidate Configuration or Creating a Private Copy Using the

Junos XML Protocol.

•

• <close-configuration/> on page 98

• <commit-configuration> on page 99

• <lock-configuration/> on page 117

<reason>

Usage <xnm:error | xnm:warning>
<reason>

        <daemon>process</daemon>
        <process-not-configured/>
        <process-disabled/>
        <process-not-running/>

</reason>
</xnm:error | xnm:warning>

Release Information This is a Junos XMLmanagement protocol response tag. It is a Juniper Networks

proprietary extension to NETCONF and is identified in the capabilities exchange by the

URI http://xml.juniper.net/netconf/junos/1.0 . This operation is only supported in

NETCONF sessions on Juniper Networks devices running Junos OS.

Description Child element included in an <xnm:error> or <xnm:warning> element in a NETCONF

protocol server response to explain why a process could not service a request.

Contents <daemon>—Identifies the process.

<process-disabled>—Indicates that the process has been explicitly disabled by

an administrator.

<process-not-configured>—Indicates that the process has been disabled because it is

not configured.

<process-not-running>—Indicates that the process is not running.
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Related
Documentation

<xnm:error> on page 121•

• <xnm:warning> on page 123

<request-end-session/>

Usage <rpc>
<request-end-session/>

</rpc>

Release Information This is a JunosXMLmanagementprotocoloperation. It is supported in JunosXMLprotocol

sessions, and it is supported as a Juniper Networks proprietary extension in NETCONF

sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.

Description Request that the NETCONF or Junos XML protocol server end the current session.

Related
Documentation

<end-session/> on page 107•

<routing-engine>

Usage <rpc-reply xmlns:junos="URL">
    <commit-results>

    <!-- when the candidate configuration or private copy is committed -->
<routing-engine>

            <name>reX</name>
            <commit-success/>
            <commit-revision-information>
                <old-db-revision>old-revision-id</old-db-revision>
                <new-db-revision>new-revision-id</new-db-revision>
            </commit-revision-information>

</routing-engine>

    <!-- when the candidate configuration or private copy is syntactically 
valid -->

<routing-engine>
            <name>reX</name>
            <commit-check-success/>

</routing-engine>

    <!-- when an instance of the ephemeral database is committed -->
<routing-engine>

            <name>reX</name>
            <commit-success/>

</routing-engine>
    </commit-results>
</rpc-reply>

Release Information This is a Junos XMLmanagement protocol response tag. It is supported in Junos XML

protocol sessions, and it is supported as a Juniper Networks proprietary extension in
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NETCONF sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.

Description Childelement included ina JunosXMLprotocol server<commit-results> responseelement

to return informationabouta requestedcommitoperationonaparticularRoutingEngine.

Contents <commit-check-success>—Indicates that the configuration is syntactically correct.

<commit-success>—Indicates that the JunosXMLprotocol server successfully committed

the configuration.

<name>—Name of the Routing Engine on which the commit operation was performed.

Possible values are re0 and re1.

The <commit-revision-information> tag element is described separately.

Related
Documentation

<commit-results> on page 103•

• <commit-revision-information> on page 104

<unlock-configuration/>

Usage <rpc>
<unlock-configuration/>

</rpc>

Release Information This is a JunosXMLmanagementprotocoloperation. It is supported in JunosXMLprotocol

sessions, and it is supported as a Juniper Networks proprietary extension in NETCONF

sessions on devices running Junos OS that identify the URI

http://xml.juniper.net/netconf/junos/1.0 in the capabilities exchange.

Description Request that theNETCONFor JunosXMLprotocol server unlock and close the candidate

configuration. Until the application emits this tag, other users or applications can read

the configuration but cannot change it.

Related
Documentation

Locking and Unlocking the Candidate Configuration or Creating a Private Copy Using the

Junos XML Protocol

•

• <lock-configuration/> on page 117

<xnm:error>

Usage <xnm:error xmlns="namespace-URL" xmlns:xnm="namespace-URL">
    <parse/>
    <source-daemon>module-name </source-daemon>
    <filename>filename</filename>
    <line-number>line-number </line-number>
    <column>column-number</column>
    <token>input-token-id </token>
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    <edit-path>edit-path</edit-path>
    <statement>statement-name </statement>
    <message>error-string</message>
    <re-name>re-name-string</re-name>
    <database-status-information>...</database-status-information>
    <reason>...</reason>
</xnm:error>

Release Information This is a Junos XMLmanagement protocol response tag. It is a Juniper Networks

proprietary extension to NETCONF and is identified in the capabilities exchange by the

URI http://xml.juniper.net/netconf/junos/1.0 . This operation is only supported in

NETCONF sessions on Juniper Networks devices running Junos OS.

Description Indicates that the NETCONF server has experienced an error while processing the client

application’s request. If the server has already emitted the response tag element for the

current request, the information enclosed in the response tag element might be

incomplete. The client application must include code that discards or retains the

information, as appropriate. The child tag elements described in the Contents section

detail the nature of the error. The NETCONF server does not necessarily emit all child tag

elements; it omits tag elements that are not relevant to the current request.

Attributes xmlns—Names the XML namespace for the contents of the tag element. The value is a
URL of the form http://xml.juniper.net/xnm/version/xnm, where version is a string

such as 1.1.

xmlns:xnm—NamestheXMLnamespace forchild tagelements thathave thexnm:prefix

on their names. The value is a URL of the form

http://xml.juniper.net/xnm/version/xnm, where version is a string such as 1.1.

Contents <column>—(Occurs only during loading of a configuration file) Identifies the element

that caused the error by specifying its position as the number of characters after the

first character in the specified line in the configuration file that was being loaded.

The line and file are specified by the accompanying <line-number> and <filename>

tag elements.

<edit-path>—(Occurs only during loading of configuration data) Specifies the path to

the configuration hierarchy level at which the error occurred, in the form of the CLI

configuration mode banner.

<filename>—(Occursonly during loadingof a configuration file)Names theconfiguration

file that was being loaded.

<line-number>—(Occurs only during loading of a configuration file) Specifies the line

number where the error occurred in the configuration file that was being loaded,

which is named by the accompanying <filename> tag element.

<message>—Describes the error in a natural-language text string.

<parse/>—Indicates that there was a syntactic error in the request submitted by the

client application.
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<re-name>—Names the Routing Engine on which the error occurred.

<source-daemon>—Names the Junos OSmodule that was processing the request in

which the error occurred.

<statement>—(Occurs only during loading of configuration data) Identifies the

configuration statement that was being processed when the error occurred. The

accompanying <edit-path> tag element specifies the statement’s parent hierarchy

level.

<token>—Names which element in the request caused the error.

The other tag elements are explained separately.

Related
Documentation

<database-status-information> on page 106•

• <reason> on page 119

• <xnm:warning> on page 123

<xnm:warning>

Usage <xnm:warning xmlns="namespace-URL" xmlns:xnm="namespace-URL">
    <source-daemon>module-name </source-daemon>
    <filename>filename</filename>
    <line-number>line-number </line-number>
    <column>column-number</column>
    <token>input-token-id </token>
    <edit-path>edit-path</edit-path>
    <statement>statement-name </statement>
    <message>error-string</message>
    <reason>...</reason>
</xnm:warning>

Release Information This is a Junos XMLmanagement protocol response tag. It is a Juniper Networks

proprietary extension to NETCONF and is identified in the capabilities exchange by the

URI http://xml.juniper.net/netconf/junos/1.0 . This operation is only supported in

NETCONF sessions on Juniper Networks devices running Junos OS.

Description Indicates that the server has encountered a problemwhile processing the client

application’s request. The child tag elements described in the Contents section detail

the nature of the warning.

Attributes xmlns—Names the XML namespace for the contents of the tag element. The value is a

URL of the form http://xml.juniper.net/xnm/version/xnm, where version is a string such

as 1.1.

xmlns:xnm—Names theXMLnamespace for child tag elements that have the xnm:prefix

in their names. The value is a URL of the form http://xml.juniper.net/xnm/version/xnm,

where version is a string such as 1.1.
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Contents <column>—(Occurs only during loading of a configuration file) Identifies the element

that caused the problemby specifying its position as the number of characters after

the first character in the specified line in the configuration file thatwas being loaded.

The line and file are specified by the accompanying <line-number> and <filename>

tag elements.

<edit-path>—(Occurs only during loading of configuration data) Specifies the path to

the configuration hierarchy level at which the problem occurred, in the form of the

CLI configuration mode banner.

<filename>—(Occursonly during loadingof a configuration file)Names theconfiguration

file that was being loaded.

<line-number>—(Occurs only during loading of a configuration file) Specifies the line

number where the problem occurred in the configuration file that was being loaded,

which is named by the accompanying <filename> tag element.

<message>—Describes the warning in a natural-language text string.

<source-daemon>—Names the Junos OSmodule that was processing the request in

which the warning occurred.

<statement>—(Occurs only during loading of configuration data) Identifies the

configuration statement that was being processed when the error occurred. The

accompanying <edit-path> tag element specifies the statement’s parent hierarchy

level.

<token>—Names which element in the request caused the warning.

The other tag element is explained separately.

Related
Documentation

• <reason> on page 119

• <xnm:error> on page 121
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CHAPTER 9

Junos XML Protocol Element Attributes
Supported in NETCONF Sessions

junos:changed-localtime

Usage <rpc-reply xmlns:junos="URL">
<configuration xmlns="URL" junos:changed-seconds="seconds" \
junos:changed-localtime="YYYY-MM-DD hh:mm:ss TZ">
<!-- Junos XML tag elements for the requested configuration data -->

</configuration>
</rpc-reply>

Description (Displayed when the candidate configuration is requested) Specifies the time when the

configuration was last changed as the date and time in the device’s local time zone.

Usage Guidelines See “Specifying the Source for Configuration Information Requests Using NETCONF” on

page 204.

Related
Documentation

<configuration> in the Junos XML API Configuration Developer Reference•

• <rpc-reply> on page 93

• junos:changed-seconds on page 125

• xmlns on page 130

junos:changed-seconds

Usage <rpc-reply xmlns:junos="URL">
<configuration xmlns="URL" junos:changed-seconds="seconds" \
junos:changed-localtime="YYY-MM-DD hh:mm:ss TZ">
<!-- Junos XML tag elements for the requested configuration data -->

</configuration>
</rpc-reply>
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Description (Displayed when the candidate configuration is requested) Specifies the time when the

configuration was last changed as the number of seconds since midnight on 1 January

1970.

Usage Guidelines See “Specifying the Source for Configuration Information Requests Using NETCONF” on

page 204.

Related
Documentation

<configuration> in the Junos XML API Configuration Developer Reference•

• <rpc-reply> on page 93

• junos:changed-localtime on page 125

• xmlns on page 130

junos:commit-localtime

Usage <rpc-reply xmlns:junos="URL">
<configuration xmlns="URL" junos:commit-seconds="seconds" \
junos:commit-localtime="YYYY-MM-DD hh:mm:ss TZ" \
junos:commit-user="username">
<!-- Junos XML tag elements for the requested configuration data -->

</configuration>
</rpc-reply>

Description (Displayed when the active configuration is requested) Specifies the time when the

configuration was committed as the date and time in the device’s local time zone.

Usage Guidelines See “Specifying the Source for Configuration Information Requests Using NETCONF” on

page 204.

Related
Documentation

<configuration> in the Junos XML API Configuration Developer Reference•

• <rpc-reply> on page 93

• junos:commit-user on page 127

• junos:commit-seconds on page 126

• xmlns on page 130

junos:commit-seconds

Usage <rpc-reply xmlns:junos="URL">
<configuration xmlns="URL" junos:commit-seconds="seconds" \
junos:commit-localtime="YYY-MM-DD hh:mm:ss TZ" \
junos:commit-user="username">
<!--Junos XML tag elements for the requested configuration data -->

</configuration>
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</rpc-reply>

Description (Displayed when the active configuration is requested) Specifies the time when the

configurationwascommittedas thenumberof secondssincemidnighton 1 January 1970.

Usage Guidelines See “Specifying the Source for Configuration Information Requests Using NETCONF” on

page 204.

Related
Documentation

<configuration> in the Junos XML API Configuration Developer Reference•

• <rpc-reply> on page 93

• junos:commit-user on page 127

• junos:commit-localtime on page 126

• xmlns on page 130

junos:commit-user

Usage <rpc-reply xmlns:junos="URL">
<configuration xmlns="URL" junos:commit-seconds="seconds" \
junos:commit-localtime="YYY-MM-DD hh:mm:ss TZ" \
junos:commit-user="username">
<!-- Junos XML tag elements for the requested configuration data -->

</configuration>
</rpc-reply>

Description (Displayedwhen theactive configuration is requested)Specifies the JunosOSusername

of the user who requested the commit operation.

Usage Guidelines See “Specifying the Source for Configuration Information Requests Using NETCONF” on

page 204.

Related
Documentation

<configuration> in the Junos XML API Configuration Developer Reference•

• <rpc-reply> on page 93

• junos:commit-localtime on page 126

• junos:commit-seconds on page 126

• xmlns on page 130

operation

Usage <rpc> 
  <edit-config> 
    <config> 
      <configuration> 
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        <!-- opening tags for each parent of the changing element --> 
          <changing-element operation="(create | delete | replace)"> 
            <name>identifier</name> 
            <!-- if changing element has an identifier --> 
            <!-- other child tag elements, if appropriate --> 
          </changing-element> 
        <!-- closing tags for each parent of the changing element --> 
      </configuration> 
    </config> 
    <!-- other child tag elements of the <edit-config> tag element --> 
  <edit-config> 
</rpc> 
]]>]]> 

Description Specify how the NETCONF server incorporates an individual configuration element into

the target configuration, which can be either the candidate configuration or the open

configuration database. If the attribute is omitted, the element is merged into the

configuration according to the rules defined in “Setting the Edit Configuration Mode in a

NETCONF Session” on page 141. The following are acceptable values:

create—Create the specified element in the target configuration only if the element does

not already exist.

delete—Delete the specified element from the target configuration.We recommend that

the <default-operation> tag element with the value none also be included in the

<edit-config> tag element.

replace—Replace the specified element in the target configurationwith theprovidednew

configuration data.

NOTE: The operation="replace" attribute is not supportedwhen loading

configuration data into the ephemeral configuration database.

Related
Documentation

Changing Individual Configuration Elements Using NETCONF on page 148•

• Creating Configuration Elements Using NETCONF on page 151

• Deleting Configuration Elements Using NETCONF on page 152

• Replacing Configuration Elements Using NETCONF on page 157

• Setting the Edit Configuration Mode in a NETCONF Session on page 141

• <configuration> in the Junos XML API Configuration Developer Reference

• <edit-config> on page 80

replace-pattern

Usage <rpc>
   <load-configuration>
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      <!-- replace a pattern  globally  -->
      <configuration replace-pattern="pattern1" with="pattern2" [upto="n"]>
      </configuration>

      <!-- replace a pattern at a specific hierarchy level  -->
      <configuration>
         <!-- opening tag for each parent element -->
            <level-or-object replace-pattern="pattern1" with="pattern2"
                  [upto="n"]/>
         <!-- closing tag for each parent element -->
      </configuration>

      <!-- replace a pattern for an object that has an identifier -->
      <configuration>
         <!-- opening tag for each parent  element -->
            <container-tag replace-pattern="pattern1" with="pattern2"
                  [upto="n"]>
                <name>identifier</name>
            </container-tag>
         <!-- closing tag for each parent element -->
      </configuration>

   </load-configuration>
</rpc>

Description Replace a variable or identifier in the candidate configuration or open configuration

database. Junos OS replaces the pattern specified by the replace-pattern attribute with

the replacement pattern defined by thewith attribute. The optional upto attribute limits

the number of objects replaced. The scope of the replacement is determined by the

placement of the attributes in the configuration data.

Attributes replace-pattern="pattern1"—Text string or regular expression that defines the identifiers

or values you want to match.

with="pattern2"—Text stringor regular expression that replaces the identifiers andvalues

located with pattern1.

upto="n"—Number of objects replaced. The value of n controls the total number of

objects that are replaced in the configuration (not the total number of times the

pattern occurs). Objects at the same hierarchy level (siblings) are replaced first.

Multiple occurrences of a pattern within a given object are considered a single

replacement. If you do not include the upto attribute or you set the attribute equal

to zero, all identifiers and values in the configuration that match the pattern are

replaced.

Range: 1 through 4294967295

Default: 0

Related
Documentation

Replacing Patterns in Configuration Data Using the NETCONF or Junos XML Protocol

on page 159

•

• Using Global Replace in the Junos OS Configuration
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• Common Regular Expressions to Use with the replace Command

• replace

xmlns

Usage <rpc-reply xmlns:junos="URL">
    <operational-response xmlns="URL-for-DTD">
        <!-- Junos XML tag elements for the requested operational data -->
    </operational-response>
</rpc-reply>
<rpc-reply xmlns:junos="URL">
    <configuration xmlns="URL" junos:(changed | commit)-seconds="seconds" \
                junos:(changed | commit)-localtime="YYY-MM-DD hh:mm:ss TZ" \
                [junos:commit-user="username"]>
        <!-- Junos XML tag elements for the requested configuration data -->
    </configuration>
</rpc-reply>

Description For operational responses, defines the XML namespace for the enclosed tag elements

that do not have a prefix (such as junos:) in their names. The namespace indicateswhich

Junos XML document type definition (DTD) defines the set of tag elements in the

response.

For configuration data responses, define the XML namespace for the enclosed

tag elements.

Usage Guidelines See “Requesting Operational Information Using NETCONF” on page 193 and “Specifying

the Source for Configuration Information Requests Using NETCONF” on page 204.

Related
Documentation

• <configuration> in the Junos XML API Configuration Developer Reference

• <rpc-reply> on page 93

• junos:changed-localtime on page 125

• junos:changed-seconds on page 125

• junos:commit-user on page 127

• junos:commit-localtime on page 126

• junos:commit-seconds on page 126
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PART 3

ManagingConfigurationsUsingNETCONF

• Changing the Configuration Using NETCONF on page 133

• Committing the Configuration Using NETCONF on page 165

• Using the Ephemeral Configuration Database on page 169
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CHAPTER 10

Changing the Configuration Using
NETCONF

• Editing the Configuration Using NETCONF on page 133

• Uploading and Formatting Configuration Data in a NETCONF Session on page 135

• Setting the Edit Configuration Mode in a NETCONF Session on page 141

• Handling Errors While Editing the Candidate Configuration in a NETCONF

Session on page 144

• Replacing the Configuration Using NETCONF on page 145

• Rolling Back the Candidate Configuration Using NETCONF on page 147

• Deleting the Configuration Using NETCONF on page 147

• Changing Individual Configuration Elements Using NETCONF on page 148

• Merging Configuration Elements Using NETCONF on page 149

• Creating Configuration Elements Using NETCONF on page 151

• Deleting Configuration Elements Using NETCONF on page 152

• Replacing Configuration Elements Using NETCONF on page 157

• Replacing Patterns in Configuration Data Using the NETCONF or Junos XML

Protocol on page 159

Editing the Configuration Using NETCONF

In a NETCONF session with a device running Junos OS, you can use NETCONF XML

managementprotocoloperationsalongwith JunosXMLorcommand-line interface(CLI)

configuration statements to change the configuration on a routing, switching, or security

platform. The NETCONF protocol operations <copy-config>, <edit-config>, and

<discard-changes>offer functionality that isanalogous toconfigurationmodecommands

in the Junos OS CLI. The Junos XML tag elements described here correspond to Junos

OS configuration statements.

To change the configuration on a device, a client application emits the <copy-config>,

the <edit-config>, or the <discard-changes> tag element and the corresponding tag

subelements within the <rpc> tag element.
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The following examples shows the various tag elements available:

<rpc>
    <copy-config> 
        <target><candidate/></target>
        <error-operation> (ignore-error | stop-on-error) </error-operation>
        <source><url>location</url></source>
    </copy-config> 
</rpc>
]]>]]>

<rpc>
     <edit-config> 
        <target><candidate/></target>
        <default-operation>operation</default-operation>
        <error-operation>error</error-operation>
        <(config | config-text | url)>
            <!-- configuration change file or data -->
        </(config | config-text | url)>
    </edit-config> 
</rpc>
]]>]]>

<rpc>
    <discard-changes/> 
</rpc>
]]>]]>

The only acceptable value for the <target> element is <candidate/>, which can refer to

either the candidate configuration or the open configuration database. If a client

application issues the Junos XML protocol <open-configuration> operation to open a

specific configuration database before executing a <copy-config> or <edit-config>

operation, Junos OS performs the operation on the open configuration database.

Otherwise, the operation is performed on the candidate configuration.

The three tags—<copy-config>, <edit-config>, and <discard-changes>—correspond to

the three basic configuration tasks available to you, which are described here:

• Overwriting the target configurationwithanewconfiguration—Using the<copy-config>

tag element, you can replace the configuration in the target configuration with a new

configuration.

• Editing configuration elements—Using the <edit-config> tag element, you can add,

change, or delete specific configuration elements within the target configuration. To

specify how the device should handle configuration changes, see “Setting the Edit

Configuration Mode in a NETCONF Session” on page 141.

• Rolling back changes to the current configuration—Using the <discard-changes> tag

element, you can roll back the candidate configuration to match the contents of the

current running(active)configuration.This tagelementprovides functionalityanalogous

to the CLI command rollback 0.

NOTE: The <discard-changes/> tag element cannot be used to discard

uncommitted changes that have been loaded into the ephemeral
configuration database.
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Related
Documentation

Uploading and Formatting Configuration Data in a NETCONF Session on page 135•

• Setting the Edit Configuration Mode in a NETCONF Session on page 141

• Replacing the Configuration Using NETCONF on page 145

• Rolling Back the Candidate Configuration Using NETCONF on page 147

• Understanding the Client Application’s Role in a NETCONF Session on page 30

• <copy-config> on page 78

• <discard-changes/> on page 80

• <edit-config> on page 80

Uploading and Formatting Configuration Data in a NETCONF Session

In a NETCONF session with a device running Junos OS, a client application can specify

the delivery mechanism and the format of the configuration data used when delivering

configuration changes to the device. Client applications can use a text file or streaming

data to upload configuration data in one of the accepted formats to the candidate

configuration or open configuration database.

A client can choose to streamconfiguration changeswithin the session or reference data

files that include the desired configuration changes. Eachmethod has advantages and

disadvantages. Streaming data allows you to send your configuration change data in

line, using your NETCONF connection. This is useful when the device is behind a firewall

and you cannot establish another connection to upload a data file. With text files you

can keep the edit configuration commands simple; with data files, there is no need to

include the possibly complex configuration data stream.

The<copy-config>and<edit-config>operations accept oneof two formats for the Junos

OS configuration data: Junos XML or CLI configuration statements. The choice between

one data format over the other is personal preference.

NOTE: Whenmanaging devices running Junos OS, a client application can
use the Junos XML protocol <load-configuration> operation in a NETCONF

session to upload configuration data formatted using JSON or configuration
mode setcommands, inaddition to JunosXMLorCLI configurationstatement

formats.

The deliverymechanism and the format are discussed in detail in the following sections:

• Referencing Configuration Data Files on page 136

• Streaming Configuration Data on page 138

• Formatting Data: Junos XML versus CLI Configuration Statements on page 139

135Copyright © 2017, Juniper Networks, Inc.

Chapter 10: Changing the Configuration Using NETCONF



Referencing Configuration Data Files

To upload configuration data stored in a file, a client application emits the file location

between the <url> tags within the <rpc> and the <edit-config> or <copy-config> tag

elements.

<rpc>
    <copy-config>
        <target>
            <candidate/>
        </target>
        <source>

<url>
               <!-- location and name of file containing configuration data
-->

</url>
        </source>
    </copy-config>
</rpc>
]]>]]>

<rpc>
    <edit-config>
        <target>
            <candidate/>
        </target>

<url>
           <!-- location and name of file containing configuration data -->

</url>
    </edit-config>
</rpc>
]]>]]>

The data within these files can be formatted as either Junos XML elements or CLI

configuration statements.When the configuration data is formatted as CLI configuration

statements, include the format="text" attribute in the <url> tag.

<url format=”text”>
    <!-- location and name of file containing configuration data -->
</url>

The configuration file can be placed locally or as a network resource.

• When placed locally, the configuration file path can be relative or absolute:

• Relative file path—The file location is based on the user’s home directory.

• Absolute file path—The file location is based on the directory structure of the device,

for example <drive>:filename or <drive>/:path/filename, If you are using removable

media, the drive can be in the MS-DOS or UNIX (UFS) format.

• When located on the network, the configuration file can be accessed using FTP or

HTTP:

• FTP example:

ftp://username:password@hostname/path/filename
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NOTE: The default value for the FTP path variable is the user’s home

directory. Thus, by default the file path to the configuration file is relative
to the user directory. To specify an absolute path when using FTP, start
the path with the characters%2F; for example:
ftp://username:password@hostname/%2Fpath/filename.

• HTTP example:

http://username:password@hostname/path/filename

Before loading the file, the client application or an administrator saves Junos XML tag

elements or CLI configuration statements as the contents of the file. The file includes

the tag elements or configuration statements representing all levels of the configuration

hierarchy from the root (represented by the <configuration> tag element) down to each

element to change. The notation is the same as that used to request configuration

information. Formore detailed information about the Junos XML representation of Junos

OS configuration statements, see “Mapping Configuration Statements to Junos XMLTag

Elements” on page 18.
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The following example shows how to incorporate configuration data stored in the file

/var/tmp/configFile on the FTP server called ftp.myco.com:

Client Application NETCONF Server
<rpc message-id="messageID">

<edit-config>
<target>

<candidate/>
</target>
<url>

ftp://admin:AdminPwd@ftp.myco.com/%F2var/tmp/configFile
</url>

</edit-config>
</rpc>
]]>]]>

<rpc-reply xmlns="URN" xmlns:junos=" URL">
<ok/>

</rpc-reply>
]]>]]> T

21
34

Streaming Configuration Data

To provide configuration data as a data stream, a client application emits the <config>

or<config-text> tagelementswithin the<rpc>and<edit-config> tagelements. Tospecify

theconfigurationelements tochange, theapplicationemits JunosXMLorCLI configuration

statements representing all levels of the configuration hierarchy from the root

(represented by the <configuration> or <configuration-text> tag element) down to each

element to change. The Junos XML notation is the same as that used to request

configuration information.

<rpc>
    <edit-config>
        <target>
            <candidate/>
        </target>

<config> or <config-text>
<configuration> or <configuration-text>

                <!-- configuration changes --> 
</configuration> or </configuration-text>

</config> or </config-text>
    </edit-config>
</rpc>
]]>]]>

For more detailed information about the mappings between Junos OS configuration

elements and JunosXML tagelements, see “MappingConfigurationStatements to Junos

XML Tag Elements” on page 18. The CLI configuration statement notation is further

described in the CLI User Guide.

The following example shows how to provide Junos XML configuration data in a data

stream to configure themessages system log file:

Copyright © 2017, Juniper Networks, Inc.138

NETCONF XMLManagement Protocol Developer Guide



Client Application NETCONF Server

<rpc message-id="messageID">
<edit-config>

<target>
<candidate/>

</target>
<config>

<configuration>
<system>

<syslog>
<file>

<name>messages</name>
<contents>

<name>any</name>
<warning/>

</contents>
<contents>

<name>authorization</name>
<info/>

</contents>
</file>

</syslog>
</system>

</configuration>
</config>

</edit-config>
</rpc>
]]>]]>

<rpc-reply xmlns="URN" xmlns:junos=" URL">
<ok/>

</rpc-reply>
]]>]]>

T
21

35

Formatting Data: Junos XML versus CLI Configuration Statements

The NETCONF <copy-config> and <edit-config> operations accept one of two formats

for Junos OS configuration data: Junos XML or CLI configuration statements. The choice

between one data format over the other is personal preference.

NOTE: Whenmanaging devices running Junos OS, a client application can
use the Junos XML protocol <load-configuration> operation in a NETCONF

session to upload configuration data formatted using JSON or configuration
mode setcommands, inaddition to JunosXMLorCLI configurationstatement

formats.

If you are supplying the configuration changes in the form of data files, you enclose the

data filenameandpathwithin<url> tags.Bydefault, these tagsspecify that the referenced

data files contain Junos XML-formatted configuration data. Thus, the following code

declares that the data within the file is Junos XML elements:

<url>dataFile</url>

To specify that the data file contains CLI configuration statements, , include the

format="text" attribute in the <url> tag.
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<url format=”text”>dataFile</url>

When streaming data, you specify the data format by selecting one of two tags:<config>

for Junos XML elements and <config-text> for CLI configuration statements.

In the following example, the <configuration> element encloses Junos XML-formatted
configuration data:

<config>
  <configuration>
    <system>
      <services>
        <ssh>
           <protocol-version>v2</protocol-version>
        </ssh>
      </services>
    </system>
  </configuration>
</config>

In the following example, the <configuration-text> element encloses the same data
formatted as CLI configuration statements:

<config-text>
  <configuration-text>
    system {
      services {
        ssh {
           protocol-version v2 ;
        }
      }
    }
  </configuration-text>
</config-text>

Related
Documentation

Editing the Configuration Using NETCONF on page 133•

• <copy-config> on page 78

• <edit-config> on page 80
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Setting the Edit ConfigurationMode in a NETCONF Session

Whensending configurationdata to theNETCONFserver, you can specify how thedevice
should handle the configuration changes. This is known as the edit configuration mode.
You can set the edit configuration mode globally for the entire session. You can also set
the edit mode for only specific elements within the session.

Devices running Junos OS have the following edit configuration modes:

• merge—Thedevicemerges newconfiguration data into the existing configuration data.
This is the default.

• replace—The device replaces existing configuration data with the new configuration
data.

• none—The device does not change the existing configuration unless the new
configuration element includes an operation attribute.

Toset theedit configurationmodeglobally for thesession, include the<default-operation>
element with the desired mode as a child element of <edit-config>.

<rpc>
  <edit-config>
    <default-operation>mode</default-operation>
  <edit-config>
</rpc>

To specify the edit configuration mode for an individual element, include the operation
attribute and desired mode in that element’s tag.

<rpc>
  <edit-config>
    <config>
      <configuration>
        <protocols>
          <rip>
            <message-size operation=”replace”>255</message-size>
          </rip>
        </protocols>
      </configuration>
    </config>
  </edit-config>
</rpc>

You can also set a global edit configuration mode for an entire set of configuration
changes and specify a different mode for individual elements that you want handled in
a different manner. For example:

<rpc>
  <edit-config>
    <default-operation>merge</default-operation>
    <config>
      <configuration>
        <protocols>
          <rip>
            <message-size operation=”replace”>255</message-size>
          </rip>
        </protocols>
      </configuration>
    </config>
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  </edit-config>
</rpc>

The edit configuration modes are discussed in more detail in the following sections:

• Specifying the merge Data Mode on page 142

• Specifying the replace Data Mode on page 142

• Specifying the none (no-change) Data Mode on page 143

Specifying themerge DataMode

By default, the NETCONF servermerges new configuration data into the candidate

configuration or open configuration database. Thus, if you do not specify an edit

configurationmode, the devicemerges the new configuration elements into the existing

configuration.

Merging configurations is performed according to the following rules. (The rules also

applywhen updating configuration data in an open configuration database, for example,

theephemeraldatabase, but for simplicity the followingdiscussion refers to thecandidate

configuration only.)

• A configuration element (hierarchy level or configuration object) that exists in the

candidate configuration but not in the new configuration remains unchanged.

• A configuration element that exists in the new configuration but not in the candidate

configuration is added to the candidate configuration.

• If a configuration element exists in both configurations, the following results occur:

• If a child statementof theconfigurationelement (representedbyachild tagelement)

exists in the candidate configuration but not in the new configuration, it remains

unchanged.

• If a child statement exists in the new configuration but not in the candidate, it is

added to the candidate configuration.

• If a child statement exists in both configurations, the value in the new data replaces

the value in the candidate configuration.

Toexplicitly specify thatdatabemerged, theapplication includes the<default-operation>

tag element with the valuemerge in the <edit-config> tag element.

<rpc>
    <edit-config>

<default-operation>merge</default-operation>
        <!-- other child tag elements of the <edit-config> tag element -->
    </edit-config>
</rpc>
]]>]]>

Specifying the replace DataMode

In the replace edit configuration mode, the new configuration data completely replaces

the data in the candidate configuration or open configuration database. To specify that
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the data be replaced, the application includes the <default-operation> tag element with

the value replace in the <edit-config> tag element.

<rpc>
    <edit-config>

<default-operation>replace</default-operation>
    </edit-config>
</rpc>
]]>]]>

Werecommendusing theglobal replacemodeonlywhenyouplan tocompletelyoverwrite

the existing configuration with new configuration data. Furthermore, when the edit

configurationmode is set to replace, we do not recommend using the operation attribute

for individual configuration elements.

You can also replace individual configuration elements while merging or creating others.

See “Replacing Configuration Elements Using NETCONF” on page 157.

Specifying the none (no-change) DataMode

In thenone (no-change)edit configurationmode, changes to theconfigurationare ignored.

Thismode is usefulwhen you are deleting elements, and it prevents theNETCONF server

from creating parent hierarchy levels for an element that is being deleted. For more

information, see “Deleting Configuration Elements Using NETCONF” on page 152.

To set the no-change edit configuration mode globally, the application includes the
<default-operation> tag element with the value none in the <edit-config> tag element.

<rpc>
  <edit-config>
    <default-operation>none</default-operation>
  </edit-config>
</rpc>

NOTE: If the new configuration data includes a configuration element that
is not in the existing configuration, the NETCONF server returns an error. We
recommend usingmode none only when removing configuration elements

from the configuration. When creating or modifying elements, applications
must usemergemode.

When you use the <default-operation> tag to globally set the edit configuration mode
to none to indicate the no-changemode, you can still override this mode and specify a
different edit configuration mode for individual elements by including the operation
attribute in the element’s tag. For example:

<rpc>
  <edit-config>

<default-operation>none</default-operation>
    <config>
      <configuration>
        <system>
          <services>
            <outbound-ssh>
              <client>
                <name>test</name>
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                <device-id>test</device-id>
                <keep-alive>

<retry operation="merge">4</retry>
<timeout operation="merge">15</timeout>

                </keep-alive>
              </client>
            </outbound-ssh>
          </services>
        </system>
      </configuration>
    </config>
  </edit-config>
</rpc>

Related
Documentation

Deleting Configuration Elements Using NETCONF on page 152•

Handling ErrorsWhile Editing the Candidate Configuration in a NETCONF Session

In a NETCONF session with a device running Junos OS, you can use NETCONF XML

managementprotocoloperationsalongwith JunosXMLorcommand-line interface(CLI)

configuration statements to change the configuration on a routing, switching, or security

platform. If the NETCONF server cannot incorporate the configuration data, the server

returns the<rpc-error> tag elementwith information explaining the reason for the failure.

By default, when the NETCONF server encounters an error while incorporating new

configuration data into the candidate configuration, it halts the incorporation process.

You can explicitly specify that the NETCONF server ignore errors or halt on error when

incorporating new configuration data by including the <error-option> tag element.

A client application can explicitly specify that the NETCONF server stop incorporating

new configuration data when it encounters an error. The application includes the

<error-option> tagelementwith the value stop-on-error in the<edit-config> tagelement.

<rpc>
    <edit-config>

<error-option>stop-on-error</error-option>
        <!-- other child tag elements of the <edit-config> tag element -->
    </edit-config>
</rpc>
]]>]]>

Alternatively, theapplicationcanspecify that theNETCONFserver continue to incorporate

new configuration data when it encounters an error. The application includes the

<error-option> tag element with the value ignore-error in the <edit-config> tag element.

<rpc>
    <edit-config>

<error-option>ignore-error</error-option>
        <!-- other child tag elements of the <edit-config> tag element -->
    </edit-config>
</rpc>
]]>]]>

The client application can include the optional <test-option> tag element described in

the NETCONF specification. Regardless of the value provided, the NETCONF server for

the JunosOSperformsabasic syntax checkon theconfigurationdata in the<edit-config>
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tag element. When the <test-option> tag is included, NETCONF performs a complete

syntactic and semantic validation in response to the <commit> and <validate> tag

elements (that is, when the configuration is committed or explicitly checked), but not in

response to the <edit-config> tag element.

Related
Documentation

Editing the Configuration Using NETCONF on page 133•

• Verifying the Candidate Configuration Syntax Using NETCONF on page 165

• Committing the Candidate Configuration Using NETCONF on page 166

• Uploading and Formatting Configuration Data in a NETCONF Session on page 135

Replacing the Configuration Using NETCONF

In a NETCONF session with a device running Junos OS, you can replace the entire

candidate configuration or all data in the open configuration database with new

configurationdatabyusingeither the<copy-config>elementor the<edit-config>element

with the <default-operation> child tag value set to replace.

NOTE: If a client application issues the Junos XML protocol
<open-configuration> operation to open a specific configuration database

before executing a <copy-config> or <edit-config> operation on the target

<candidate/>, Junos OS performs the operation on the open configuration

database. Otherwise, the operation is performed on the candidate
configuration.

• Using <copy-config> to Replace the Configuration on page 145

• Using <edit-config> to Replace the Configuration on page 146

Using <copy-config> to Replace the Configuration

Onemethod for replacing the entire candidate configuration or all data in the open

configuration database is to use the <copy-config> operation. The <target> tag encloses

the<candidate/> tag to indicate that the newconfiguration data replaces either the data

in theopenconfigurationdatabase (if theclientapplication issued the JunosXMLprotocol

<open-configuration> operation prior to executing the <copy-config> operation), or if

there is no open database, the data in the candidate configuration.

The <source> tag element encloses the <url> tag element, which specifies the filename

that contains the new configuration data. When the configuration data is formatted as

JunosXML tag elements, set the<url> formatattribute to xmlor omit the attribute.When

the configuration data is formatted asCLI configuration statements, set the<url> format

attribute to text.

<rpc>
<copy-config>

        <target>
            <candidate/>
        </target>
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        <source>
            <url format="(xml | text)">
                <!-- location specifier for file containing the new 
configuration -->
            </url>
        </source>

</copy-config>
</rpc>
]]>]]>

Using <edit-config> to Replace the Configuration

The othermethod for replacing the entire candidate configuration or all data in the open

configurationdatabase is touse the<edit-config>operationandset theedit configuration

mode to replace as a global variable. The application includes the <default-operation>

tag element with the value replace in the <edit-config> tag element, as described in

“Setting the Edit Configuration Mode in a NETCONF Session” on page 141. The <target>

tag encloses the <candidate/> tag to indicate that the new configuration data replaces

either the data in the open configuration database (if the client application issued the

Junos XML protocol <open-configuration> operation prior to executing the <edit-config>

operation), or if there is no open database, the data in the candidate configuration.

Tospecify thenewconfigurationdata, theapplication includesa<config>or<config-text>

tag element that contains the data, or it includes a <url> tag element that names the file

containing the data as discussed in “Uploading and Formatting Configuration Data in a

NETCONF Session” on page 135.

<rpc>
    <edit-config>
        <target>
            <candidate/>
        </target>

<default-operation>replace</default-operation>

    <!-- EITHER -->
        <config>
            <configuration>
                <!-- Junos XML configuration data -->
            </configuration>
        </config>
    <!-- OR -->
        <config-text>
            <configuration-text>
                <!-- configuration data in text format  -->
            </configuration-text>
        </config-text>
    <!-- OR -->
        <url>
            <!-- location specifier for file containing changes -->
        </url>

    </edit-config>
</rpc>
]]>]]>

Related
Documentation

Setting the Edit Configuration Mode in a NETCONF Session on page 141•
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• Replacing Configuration Elements Using NETCONF on page 157

• Uploading and Formatting Configuration Data in a NETCONF Session on page 135

• <copy-config> on page 78

• <edit-config> on page 80

Rolling Back the Candidate Configuration Using NETCONF

In a NETCONF session with a device running Junos OS, you can roll back the candidate

configuration to the current running configuration, which removes any uncommitted

changes from the candidate configuration. This operation is equivalent to the CLI

configuration mode rollback 0 command.

To roll back the candidate configuration to the current running configuration, enclose
the <discard-changes> tag within the <rpc> element.

<rpc>
<discard-changes/>

</rpc>
]]>]]>

After you issue the </discard-changes> tag, the NETCONF server indicates that it

successfully discarded the changes by returning the <ok/> tag.

Related
Documentation

Replacing the Configuration Using NETCONF on page 145•

• Requesting a Previous (Rollback) Configuration Using NETCONF on page 223

• <discard-changes/> on page 80

Deleting the Configuration Using NETCONF

In a NETCONF session with a device running Junos OS, the <delete-config> tag element

enables you to delete all configuration data in the current candidate configuration or in

the open configuration database. Exercise caution when issuing the <delete-config> tag

element. If you commit an empty candidate configuration, the device will go offline.

To delete the candidate configuration or all data in the open configuration database,
insert the <delete-config> tag element in the <rpc> element. The <target> tag encloses
the <candidate/> tag, which can refer to either the candidate configuration or the open
configuration database. If a client application issues the Junos XML protocol
<open-configuration> operation to open a specific configuration database before
executing a <delete-config> operation, Junos OS performs the operation on the open
configuration database. Otherwise, the operation is performed on the candidate
configuration.

<rpc>
  <delete-config>
    <target>
      <candidate/>
    </target>
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  </delete-config>
</rpc>

WARNING: If you take the device offline, you will need to access the device
through the console port on the device. From this console, you can access
the CLI and perform a rollback to a suitable configuration. For more
informationabout theconsoleport, see thehardwaremanual for your specific
device.

Related
Documentation

Deleting Configuration Elements Using NETCONF on page 152•

• Replacing the Configuration Using NETCONF on page 145

• Rolling Back the Candidate Configuration Using NETCONF on page 147

• <delete-config> on page 79

Changing Individual Configuration Elements Using NETCONF

In a NETCONF session with a device running Junos OS, a client application can change

individual configuration elements in the existing configuration by using the <edit-config>

tag element. By default, the NETCONF server merges new configuration data into the

existing configuration. However, a client application can also replace, create, or delete

individual configuration elements (hierarchy levels or configuration objects). The same

basic tag elements are emitted for all operations: <config>, <config-text>, or <url> tag

sub-elements within the <edit-config> tag element.

Within the <edit-config> element, the <target> element encloses the <candidate/> tag,

which can refer to either the candidate configuration or the open configuration database.

If a client application issues the Junos XML protocol <open-configuration> operation to

open a specific configuration database before executing the <edit-config> operation,

Junos OS performs the operation on the open configuration database. Otherwise, the

operation is performed on the candidate configuration.

<rpc>
<edit-config>
<target>
<candidate/>

</target>

<!-- EITHER -->
<config>
<configuration>
<!-- tag elements representing the configuration elements to change -->

</configuration>
</config>

<!-- OR -->
<config-text>
<configuration-text>
<!-- configuration data in text format -->
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</configuration-text>
</config-text>

<!-- OR -->
<url>
<!-- location specifier for file containing changes -->

</url>

</edit-config>
</rpc>
]]>]]>

The application includes the configuration data within the <config> or <config-text> tag

elements or in the file specified by the <url> tag element. To define a configuration

element, the application includes the tag elements representing all levels of the

configurationhierarchy fromthe rootdownto the immediateparent level for theelement.

To represent the element, the application includes its container tag element. The child

tags included within the container element depend on the operation.

For more information about the tag elements that represent configuration statements,

see “Mapping Configuration Statements to Junos XML Tag Elements” on page 18. For

information about the tag elements for a specific configuration element, see the Junos

XML API Configuration Developer Reference.

The NETCONF server indicates that it changed the configuration in the requested way

by enclosing the <ok/> tag in the <rpc-reply> tag element:

<rpc-reply xmlns="URN" xmlns:junos="URL">
    <ok/>
</rpc-reply>
]]>]]>

Related
Documentation

Creating Configuration Elements Using NETCONF on page 151•

• Deleting Configuration Elements Using NETCONF on page 152

• Merging Configuration Elements Using NETCONF on page 149

• Replacing Configuration Elements Using NETCONF on page 157

Merging Configuration Elements Using NETCONF

In a NETCONF sessionwith a device running Junos OS, tomerge configuration elements,

including hierarchy levels or configuration objects, into the existing configuration in the

candidate configuration or the open configuration database (if the client application

issued the Junos XML protocol <open-configuration> operation prior to executing the

<edit-config> operation), a client application emits the basic tag elements described in

“Changing Individual Configuration Elements Using NETCONF” on page 148.

To represent each element to merge in (either within the <config> or <config-text> tag

elements or in the file specified by the <url> tag element), the application includes the

tag elements representing its parent hierarchy levels and its container tag element, as

described in “Changing Individual Configuration ElementsUsingNETCONF” on page 148.
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Within the container tag, the application includes each of the element’s identifier tag

elements (if it has them) and the tag element for each child to add or for which to set a

different value. In the following, the identifier tag element is called <name>:

<configuration>
    <!-- opening tags for each parent of the element -->

<element>
<name>identifier</name>

            <!-- - child tag elements to add or change -->
</element>

    <!-- closing tags for each parent of the element -->
</configuration>

The NETCONF server merges in the new configuration element according to the rules

specified in “Setting the Edit ConfigurationMode in a NETCONF Session” on page 141. As

described in that section, the application can explicitly specify mergemode by including

the<default-operation> tagelementwith thevaluemerge in the<edit-config> tagelement.

The following example shows how tomerge information for a new interface called

so-3/0/0 into the [edit interfaces] hierarchy level in the candidate configuration:

Related
Documentation

Changing Individual Configuration Elements Using NETCONF on page 148•

• Creating Configuration Elements Using NETCONF on page 151
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• Deleting Configuration Elements Using NETCONF on page 152

• Replacing Configuration Elements Using NETCONF on page 157

• Setting the Edit Configuration Mode in a NETCONF Session on page 141

Creating Configuration Elements Using NETCONF

In a NETCONF sessionwith a device running Junos OS, to create configuration elements,

including hierarchy levels or configuration objects, that do not already exist in the target

configuration, which can be either the candidate configuration or the open configuration

database (if the client application issued the Junos XML protocol <open-configuration>

operation prior to executing the <edit-config> operation), a client application emits the

basic tag elements described in “Changing Individual Configuration Elements Using

NETCONF” on page 148.

To represent each configuration element being created (either within the <config> or

<config-text> tag elements or in the file specified by the <url> tag element), the

application emits the tag elements representing its parent hierarchy levels and its

container tagelement, asdescribed in “Changing IndividualConfigurationElementsUsing

NETCONF” on page 148. Within the container tag, the application includes each of the

element’s identifier tag elements (if it has them) and all child tag elements (with values,

if appropriate) that are being defined for the element. In the following, the identifier tag

element is called <name>. The application includes the operation="create" attribute in

the opening container tag:

<configuration>
    <!-- opening tags for each parent of the element -->

<element operation="create">
<name>identifier</name>  <!-- if element has an identifier -->

            <!-- other child tag elements -->
</element>

    <!-- closing tags for each parent of the element -->
</configuration>

The NETCONF server adds the new element to the target configuration only if there is

no existing element with that name (for a hierarchy level) or with the same identifiers

(for a configuration object).

The following example shows how to enable OSPF on a device if it is not already

configured:
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Related
Documentation

Changing Individual Configuration Elements Using NETCONF on page 148•

• Deleting Configuration Elements Using NETCONF on page 152

• Merging Configuration Elements Using NETCONF on page 149

• Replacing Configuration Elements Using NETCONF on page 157

• Setting the Edit Configuration Mode in a NETCONF Session on page 141

Deleting Configuration Elements Using NETCONF

In aNETCONF sessionwith a device running JunosOS, to delete a configuration element,

including hierarchy levels or configuration objects, from the existing configuration in the

candidate configuration or the open configuration database (if the client application

issued the Junos XML protocol <open-configuration> operation prior to executing the

<edit-config> operation), a client application emits the basic tag elements described in

“Changing Individual Configuration ElementsUsingNETCONF” on page 148. It also emits

the <default-operation> tag element with the value none to change the default mode

to no-change.

<rpc>
<edit-config>
<target>
<candidate/>

</target>
<default-operation>none</default-operation>
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<!-- EITHER -->
<config>
<configuration>
<!-- tag elements representing the configuration elements to delete -->

</configuration>
</config>

<!-- OR -->
<url>
<!-- location specifier for file containing elements to delete -->

</url>

</edit-config>
</rpc>
]]>]]>

In no-changemode, existing configuration elements remain unchanged unless the

corresponding element in the new configuration has the operation="delete" attribute in

its opening tag. This mode prevents the NETCONF server from creating parent hierarchy

levels for an element that is being deleted. We recommend that the only operation

performed in no-changemode be deletion. Whenmerging, replacing, or creating

configuration elements, client applications use mergemode.

To represent each configuration element being deleted (either within the <config> tag

element or in the file named by the <url> tag element), the application emits the tag

elements representing its parent hierarchy levels, as described in “Changing Individual

Configuration Elements Using NETCONF” on page 148. The tag element in which the

operation="delete" attribute is included depends on the element type, as described in

the following sections:

• Deleting a Hierarchy Level or Container Object on page 153

• Deleting a Configuration Object That Has an Identifier on page 154

• Deleting aSingle-Value or Fixed-FormOption fromaConfigurationObject on page 155

• Deleting Values from aMulti-value Option of a Configuration Object on page 156

Deleting a Hierarchy Level or Container Object

To delete a hierarchy level and all of its children (or a container object that has children

but no identifier), a client application includes the operation="delete" attribute in the

empty tag that represents the level:

<configuration>
    <!-- opening tags for each parent level -->

<level-to-delete operation="delete"/>
    <!-- closing tags for each parent level -->
</configuration>

We recommend that the application set the defaultmode to no-change by including the

<default-operation> tag element with the value none, as described in “Setting the Edit

Configuration Mode in a NETCONF Session” on page 141. For more information about

hierarchy levels and container objects, see “Mapping Configuration Statements to Junos

XML Tag Elements” on page 18.
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The following example shows how to remove the [edit protocols ospf] hierarchy level of

the candidate configuration:

Deleting a Configuration Object That Has an Identifier

To delete a configuration object that has an identifier, a client application includes the

operation="delete" attribute in the container tag element for the object. Inside the

container tag element, it includes the identifier tag element only, not any tag elements

that represent other characteristics. In the following, the identifier tag element is

called <name>:

<configuration>
    <!-- opening tags for each parent of the object -->

<object operation="delete">
<name>identifier</name>

</object>
    <!-- closing tags for each parent of the object -->
</configuration>

NOTE: The delete attribute appears in the opening container tag, not in the

identifier tag element. The presence of the identifier tag element results in
the removal of the specified object, not in the removal of the entire hierarchy
level represented by the container tag element.

We recommend that the application set the defaultmode to no-change by including the

<default-operation> tag element with the value none, as described in “Setting the Edit

Configuration Mode in a NETCONF Session” on page 141. For more information about

identifiers, see “Mapping Configuration Statements to Junos XML Tag Elements” on

page 18.
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The following example shows how to remove the user object barbara from the

[edit system login user] hierarchy level in the candidate configuration:

Deleting a Single-Value or Fixed-FormOption from a Configuration Object

To delete from a configuration object either a fixed-form option or an option that takes

just one value, a client application includes the operation="delete" attribute in the tag

element for the option. In the following, the identifier tag element for the object is called

<name>. (For information about deleting an option that can take multiple values, see

“Deleting Values from aMulti-value Option of a Configuration Object” on page 156.)

<configuration>
    <!-- opening tags for each parent of the object -->

<object>
<name>identifier</name>  <!-- if object has an identifier -->
<option1 operation="delete">
<option2 operation="delete">

            <!-- tag elements for other options to delete -->
</object>

    <!-- closing tags for each parent of the object -->
</configuration>

We recommend that the application set the defaultmode to no-change by including the

<default-operation> tag element with the value none, as described in “Setting the Edit

Configuration Mode in a NETCONF Session” on page 141. For more information about

options, see “MappingConfigurationStatements to JunosXMLTagElements”onpage 18.

The following example shows how to remove the fixed-form disable option at the

[edit forwarding-options sampling] hierarchy level:
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Deleting Values from aMulti-value Option of a Configuration Object

As described in “Mapping Configuration Statements to Junos XML Tag Elements” on

page 18, some Junos OS configuration objects are leaf statements that havemultiple

values. In the formatted ASCII CLI representation, the values are enclosed in square

brackets following the name of the object:

object[value1 value2 value3 ...];

The Junos XML representation does not use a parent tag for the object, but instead uses

a separate instanceof theobject tagelement for eachvalue. In the following, the identifier

tag element is called <name>:

<parent-object>
    <name>identifier</name>
    <object>value1</object>
    <object>value2</object>
    <object>value3</object>
</parent-object>

To remove one or more values for such an object, a client application includes the

operation="delete" attribute in the opening tag for each value. It does not include tag

elements that represent values to be retained. The identifier tag element in the following

is called <name>:

<configuration>
    <!-- opening tags for each parent of the parent object -->

<parent-object>
<name>identifier</name>
<object operation="delete">value1</object>
<object operation="delete">value2</object>

</parent-object>
    <!-- closing tags for each parent of the parent object -->
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</configuration>

We recommend that the application set the defaultmode to no-change by including the

<default-operation> tag element with the value none, as described in “Setting the Edit

ConfigurationMode in aNETCONFSession” onpage 141. Formore information about leaf

statements with multiple values, see “Mapping Configuration Statements to Junos XML

Tag Elements” on page 18.

The following example shows how to remove two of the permissions granted to the

user-accounts login class:

Related
Documentation

Changing Individual Configuration Elements Using NETCONF on page 148•

• Deleting the Configuration Using NETCONF on page 147

• Creating Configuration Elements Using NETCONF on page 151

• Merging Configuration Elements Using NETCONF on page 149

• Replacing Configuration Elements Using NETCONF on page 157

• Setting the Edit Configuration Mode in a NETCONF Session on page 141

Replacing Configuration Elements Using NETCONF

In aNETCONFsessionwith adevice running JunosOS, to replace configuration elements,

including hierarchy levels or configuration objects, in the candidate configuration, a client
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application emits thebasic tag elementsdescribed in “Changing Individual Configuration

Elements Using NETCONF” on page 148.

To represent the new definition for each configuration element being replaced (either

within the <config> or <config-text> tag elements or in the file specified by the <url> tag

element), the application emits the tag elements representing its parent hierarchy levels

and its container tagelement, asdescribed in “Changing IndividualConfigurationElements

Using NETCONF” on page 148.Within the container tag, the application includes each of

the element’s identifier tag elements (if it has them) and all child tag elements (with

values, if appropriate) that are being defined for the new version of the element. In the

following example, the identifier tag element is called <name>. The application includes

the operation="replace" attribute in the opening container tag:

<configuration>
    <!-- opening tags for each parent of the element -->

<container-tag operation="replace">
<name>identifier</name>

            <!-- other child tag elements -->
</container-tag>

    <!-- closing tags for each parent of the element -->
</configuration>

TheNETCONF server removes the existing element that has the specified identifiers and

inserts the new element.

NOTE: The operation="replace" attribute is not supported when loading

configuration data into the ephemeral configuration database.

The application can also replace all objects in the configuration in one operation. For

instructions, see “Replacing the Configuration Using NETCONF” on page 145.

The followingexampleshowshowtograntnewpermissions for theobjectnamedoperator

at the [edit system login class] hierarchy level.
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Related
Documentation

Changing Individual Configuration Elements Using NETCONF on page 148•

• Creating Configuration Elements Using NETCONF on page 151

• Deleting Configuration Elements Using NETCONF on page 152

• Merging Configuration Elements Using NETCONF on page 149

• Setting the Edit Configuration Mode in a NETCONF Session on page 141

Replacing Patterns in Configuration Data Using the NETCONF or Junos XML Protocol

Starting in Junos OS Release 15.1R1, in a NETCONF or Junos XML protocol session with a

device running Junos OS, you can replace variables and identifiers in the configuration

by including the replace-pattern attribute when performing a <load-configuration>

operation. The replace-pattern attribute replaces the given pattern with another pattern

either globallyor at the indicatedhierarchyorobject level in theconfiguration. For example,

you can use this feature to find and replace all occurrences of an interface namewhen

a PIC is moved to another slot in the router. The functionality of the attribute is identical

to that of the replace pattern configuration mode command in the Junos OS CLI.

NOTE: The replace pattern operation can only be used with configuration
data formatted as Junos XML tag elements.
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To replace a pattern, a client application emits the <rpc> and <load-configuration> tag

elementsand includes thebasic JunosXML tagelementsdescribed inCreating,Modifying,

orDeletingConfigurationElementsUsing the JunosXMLProtocol. At thehierarchyor object

level where the pattern should be replaced, the client includes the replace-pattern

attribute, which specifies the pattern to replace, thewith attribute, which specifies the

replacement pattern, and optionally includes the upto attribute, which indicates the

number of occurrences to replace. If the upto attribute is omitted or set to zero, Junos

OS replaces all instances of the pattern within the specified scope. The placement of

theattributeswithin theconfigurationdetermines the scopeasdescribed in the following

sections:

• Replacing Patterns Globally Within the Configuration on page 160

• Replacing PatternsWithin a Hierarchy Level or Container Object That Has No

Identifier on page 161

• Replacing Patterns for a Configuration Object That Has an Identifier on page 162

Replacing Patterns GloballyWithin the Configuration

Toglobally replaceapattern throughout thecandidateconfigurationoropenconfiguration

database, include the replace-pattern andwith attributes in the opening <configuration>

tag.

<rpc>
   <load-configuration>
      <configuration replace-pattern="pattern1" with="pattern2" [upto="n"]>
      </configuration>
   </load-configuration>
</rpc>

For example, the following RPC replaces all instances of 172.17.1.5 with 172.16.1.1:

<rpc>
   <load-configuration>
      <configuration replace-pattern="172.17.1.5" with="172.16.1.1">
      </configuration>
   </load-configuration>
</rpc>

After executing the RPC, you can compare the updated candidate configuration to the

active configuration toverify thepattern replacement. Youmust commit theconfiguration

for the changes to take effect.

<rpc>
   <get-configuration compare="rollback" rollback="0" format="text">
   </get-configuration>
</rpc>

<rpc-reply xmlns:junos="http://xml.juniper.net/junos/15.1R1/junos">
<configuration-information>
<configuration-output>
[edit groups global system ntp]
-    boot-server 172.17.1.5;
+    boot-server 172.16.1.1;
[edit groups global system ntp]
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+     server 172.16.1.1;
-     server 172.17.1.5;
</configuration-output>
</configuration-information>
</rpc-reply>

Replacing PatternsWithin a Hierarchy Level or Container Object That Has No Identifier

To replace a pattern under a specific hierarchy level including all of its children (or a

container object that has children but no identifier), a client application includes the

replace-pattern andwith attributes in the empty tag that represents the hierarchy level

or container object.

<rpc>
   <load-configuration>
      <configuration>
         <!-- opening tag for each parent element -->
            <level-or-object replace-pattern="pattern1" with="pattern2" [upto="n"]/>
         <!-- closing tag for each parent element -->
      </configuration>
   </load-configuration>
</rpc>

The following RPC replaces instances of fe-0/0/1 with ge-1/0/1 at the [edit interfaces]

hierarchy level:

<rpc>
   <load-configuration>
      <configuration>
         <interfaces replace-pattern="fe-0/0/1" with="ge-1/0/1"/>
      </configuration>
    </load-configuration>
</rpc>

After executing the RPC, you can compare the updated candidate configuration to the

active configuration to verify the pattern replacement. For example:

<rpc>
   <get-configuration compare="rollback" rollback="0" format="text">
   </get-configuration>
</rpc>

<rpc-reply xmlns:junos="http://xml.juniper.net/junos/15.1R1/junos">
<configuration-information>
<configuration-output>
[edit interfaces]
-   fe-0/0/1 {
-       unit 0 {
-           family inet {
-               address 10.0.1.1/27;
-           }
-       }
-   }
+   ge-1/0/1 {
+       unit 0 {
+           family inet {
+               address 10.0.1.1/27;
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+           }
+       }
+   }
</configuration-output>
</configuration-information>
</rpc-reply>

Replacing Patterns for a Configuration Object That Has an Identifier

To replace a pattern for a configuration object that has an identifier, a client application

includes the replace-pattern andwith attributes in the opening tag for the object, which

then encloses the identifier tag element for that object. In the following example, the

identifier tag element is <name>:

<rpc>
   <load-configuration>
      <configuration>
         <!-- opening tag for each parent element -->
            <container-tag replace-pattern="pattern1" with="pattern2" [upto="n"]>
               <name>identifier</name>
            </container-tag>
         <!-- closing tag for each parent element -->
      </configuration>
   </load-configuration>
</rpc>

The following RPC replaces instances of "4.5" with "4.1", but only for the fe-0/0/2

interface under the [edit interfaces] hierarchy:

<rpc>
   <load-configuration>
      <configuration>
         <interfaces>
            <interface replace-pattern="4.5" with="4.1">
               <name>fe-0/0/2</name>
            </interface>
         </interfaces>
      </configuration>
   </load-configuration>
</rpc>

After executing the RPC, you can compare the updated candidate configuration to the

active configuration to verify the pattern replacement. For example:

<rpc>
   <get-configuration compare="rollback" rollback="0" format="text">
   </get-configuration>
</rpc>

<rpc-reply xmlns:junos="http://xml.juniper.net/junos/15.1R1/junos">
<configuration-information>
<configuration-output>
[edit interfaces fe-0/0/2 unit 0 family inet]
+       address 10.0.4.1/30;
-       address 10.0.4.5/30;
</configuration-output>
</configuration-information>
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Related
Documentation

• replace-pattern on page 128

• Using Global Replace in the Junos OS Configuration

• Common Regular Expressions to Use with the replace Command

• replace
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CHAPTER 11

Committing the Configuration Using
NETCONF

• Verifying the Candidate Configuration Syntax Using NETCONF on page 165

• Committing the Candidate Configuration Using NETCONF on page 166

• Committing the Candidate Configuration Only After Confirmation Using

NETCONF on page 166

Verifying the Candidate Configuration Syntax Using NETCONF

In a NETCONF sessionwith a device running Junos OS, during the process of committing

the candidate configuration or a private copy, the NETCONF server confirms that the

configuration is syntactically correct. If the syntax check fails, the server does not commit

the candidate configuration. To avoid the potential complications of such a failure, it

often makes sense to confirm the correctness of the candidate configuration before

actually committing it.

InaNETCONFsessionwithadevice running JunosOS, toverify thesyntaxof thecandidate

configuration, a client application includes the <validate> and <source> tag elements

and the <candidate/> tag in an <rpc> tag element:

<rpc>
    <validate> 
        <source> 
            <candidate/> 
        </source> 
    </validate> 
</rpc>
]]>]]>

TheNETCONFserver confirms that thecandidateconfigurationsyntax is validby returning

the <ok/> tag in the <rpc-reply> tag element:

<rpc-reply xmlns="URN" xmlns:junos="URL">
    <ok/>
</rpc-reply>
]]>]]>

If the candidate configuration syntax is not valid, the server returns the <rpc-reply>

element and <rpc-error> child element, which explains the reason for the error.
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Related
Documentation

Committing the Candidate Configuration Using NETCONF on page 166•

• Committing the Candidate Configuration Only After Confirmation Using NETCONF on

page 166

Committing the Candidate Configuration Using NETCONF

When you commit the candidate configuration on a device running JunosOS, it becomes

the active configuration on the routing, switching, or security platform. Formore detailed

information about commit operations, including a discussion of the interaction among

different variants of the operation, see the CLI User Guide.

In a NETCONF session with a device running Junos OS, to commit the candidate
configuration, a client application encloses the <commit/> tag in an <rpc> tag element.

<rpc>
<commit/>

</rpc>
]]>]]>

We recommend that the client application lock the candidate configuration before

modifying it and emit the <commit/> tag while the configuration is still locked. This

process avoids inadvertently committing changes made by other users or applications.

After committing the configuration, the applicationmust unlock it in order for other users

and applications to make changes.

The NETCONF server confirms that the commit operation was successful by returning
the <ok/> tag in the <rpc-reply> tag element.

<rpc-reply xmlns="URN" xmlns:junos="URL">
<ok/>

</rpc-reply>
]]>]]>

If the commit operation fails, the server returns the <rpc-reply> element and <rpc-error>

child element, which explains the reason for the failure. Themost common causes are

semantic or syntactic errors in the candidate configuration.

Related
Documentation

Committing the Candidate Configuration Only After Confirmation Using NETCONF on

page 166

•

• Locking and Unlocking the Candidate Configuration Using NETCONF on page 56

Committing the Candidate Configuration Only After Confirmation Using NETCONF

When you commit the candidate configuration on a device running JunosOS, it becomes

the active configuration on the routing, switching, or security platform. Formore detailed

information about commit operations, including a discussion of the interaction among

different variants of the operation, see the CLI User Guide

When you commit the candidate configuration, you can require an explicit confirmation

for the commit to become permanent. The confirmed commit operation is useful for
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verifying that a configuration changeworks correctly and does not preventmanagement

access to the device. If the change prevents access or causes other errors, the automatic

rollback to the previous configuration restores access after the rollback deadline passes.

If the commit is not confirmedwithin the specifiedamountof time,which is600seconds

(10minutes) by default, the device automatically retrieves and commits (rolls back to)

the previously committed configuration.

In a NETCONF session with a device running Junos OS, to commit the candidate
configuration but require an explicit confirmation for the commit to become permanent,
a client application encloses the empty <confirmed/> tag in the <commit> and <rpc>
tag elements:

<rpc>
    <commit>

<confirmed/>
    </commit>
</rpc>
]]>]]>

To specify a different number of seconds for the rollback deadline, the application

encloses a positive integer value in the <confirm-timeout> tag element:

<rpc>
    <commit>

<confirmed/>
<confirm-timeout>rollback-delay</confirm-timeout>

    </commit>
</rpc>
]]>]]>

NOTE: You cannot perform a confirmed commit operation on an instance
of the ephemeral configuration database.

In either case, theNETCONFserver confirms that it committed thecandidateconfiguration
temporarily by returning the <ok/> tag in the <rpc-reply>.

<rpc-reply xmlns="URN" xmlns:junos="URL">
    <ok/>
</rpc-reply>
]]>]]>

If the NETCONF server cannot commit the candidate configuration, the <rpc-reply>

element instead encloses an <rpc-error> element explaining the reason for the failure.

Themost commoncausesare semantic or syntactic errors in thecandidateconfiguration.

To delay the rollback to a time later than the current rollback deadline, the client

application emits the <confirmed/> tag in a <commit> tag element again before the

deadline passes. Optionally, it includes the <confirm-timeout> element to specify how

long to delay the next rollback; omit that tag element to delay the rollback by the default

of 600 seconds (10minutes). The client application can delay the rollback indefinitely

by emitting the <confirmed/> tag repeatedly in this way.

To commit the configuration permanently, the client application emits the <commit/>

tag enclosed in an <rpc> tag element before the rollback deadline passes. The rollback

is canceled and the candidate configuration is committed immediately, as described in
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“Committing theCandidateConfigurationUsingNETCONF”onpage 166. If the candidate

configuration is still the sameas the temporarily committedconfiguration, this effectively

recommits the temporarily committed configuration.

If another applicationuses the<kill-session/> tagelement to terminate this application’s

session while a confirmed commit is pending (this application has committed changes

but not yet confirmed them), the NETCONF server that is servicing this session restores

the configuration to its state before the confirmed commit instruction was issued. For

more information about session termination, see “Terminating a NETCONF Session” on

page 58.

The followingexample showshowtocommit the candidate configurationwitha rollback

deadline of 300 seconds.

Client Application <rpc>
  <commit>
    <confirmed/>
    <confirm-timeout>300</confirm-timeout>
  </commit>
</rpc>
]]>]]>

NETCONF Server <rpc-reply xmlns="URN" xmlns:junos="URL">
  <ok/>
</rpc-reply>
]]>]]>

Related
Documentation

• Committing the Candidate Configuration Using NETCONF on page 166
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CHAPTER 12

Using the Ephemeral Configuration
Database

• Understanding the Ephemeral Configuration Database on page 169

• Unsupported Configuration Statements in the Ephemeral Configuration

Database on page 174

• Enabling and Configuring Instances of the Ephemeral Configuration

Database on page 176

• Committingan Instanceof theEphemeralConfigurationDatabaseUsing theNETCONF

or Junos XML Protocol on page 181

• Example: Configuring the Ephemeral Configuration Database Using

NETCONF on page 183

Understanding the Ephemeral Configuration Database

The ephemeral database is an alternate configuration database that provides a fast

programmatic interface for performing configuration updates. The ephemeral database

enables Juniper Extension Toolkit (JET) applications and NETCONF and Junos XML

managementprotocol client applications to concurrently loadandcommit configuration

changes to a device running Junos OS and with significantly greater throughput than

when committing data to the candidate configuration database.

The different aspects of the ephemeral configuration database are discussed in the

following sections:

• Ephemeral Configuration Database Overview on page 169

• Ephemeral Database Instances on page 171

• Ephemeral Database Commit Model on page 172

Ephemeral Configuration Database Overview

Whenmanagingdevices running JunosOS, the recommendedandmostcommonmethod

to configure the device is to modify and commit the candidate configuration, which

corresponds to a persistent (static) configuration database. The standard Junos OS

commit operation handles configuration groups, macros, and commit scripts; performs

commit checks to validate the configuration’s syntax and semantics; and stores copies

of the committed configurations. The standard commit model is robust, because it
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prevents configuration errors and enables you to roll back to a previously committed

configuration. However, in some cases, the commit operation can consume a significant

amount of time and device resources.

JET applications and NETCONF and Junos XML protocol client applications can also

configure theephemeral database. Theephemeral database is analternate configuration

database that provides a configuration layer separate from both the candidate

configuration database and the configuration layers of other client applications. The

ephemeral commit model enables devices running Junos OS to commit andmerge

changes frommultiple clients and execute the commits with significantly greater

throughput than when committing data to the candidate configuration database. Thus,

theephemeraldatabase isadvantageous indynamicenvironmentswhere fastprovisioning

and rapid configuration changes are required, such as in large data centers.

A commit operation on the ephemeral database requires less time than the same

operation on the static database, because the ephemeral database is not subject to the

same verification required in the static database. As a result, the ephemeral commit

model provides better performance than the standard commitmodel but at the expense

of some of the more robust features present in the standard model. The ephemeral

commit model has the following restrictions:

• Configuration data syntax is validated, but configuration data semantics are not

validated.

• Certain configuration statements are not supported as described in “Unsupported

Configuration Statements in the Ephemeral Configuration Database” on page 174.

• Configuration groups and interface ranges are not processed.

• Macros, commit scripts, and translation scripts are not processed.

• Previous versions of the ephemeral configuration are not archived.

• Ephemeral configuration data does not persist across reboots.

• Ephemeral configuration data is not displayed in the normal configuration using

standard show commands.

NOTE: We strongly recommend that you exercise caution when using the
ephemeral configurationdatabase,becausecommitting invalidconfiguration
data can corrupt the ephemeral database and result in disruption to the
system or network.

Junos OS validates the syntax but not the semantics, or constraints, of the configuration

data committed to the ephemeral database. For example, if the configuration references

an undefined routing policy, the configurationmight be syntactically correct, but it would

be semantically incorrect. The standard commit model generates a commit error in this

case, but the ephemeral commit model does not. Therefore, it is imperative to validate

all configuration data before committing it to the ephemeral database. If you commit

configuration data that is invalid or results in undesirable network disruption, youmust
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delete the problematic data from the database, or if necessary, reboot the device, which

deletes all ephemeral configuration data.

NOTE: The ephemeral configuration database stores internal version
information in addition to configuration data. As a result, the size of the
ephemeral configuration database is always larger than the static
configurationdatabase for thesameconfigurationdata, andmostoperations
on the ephemeral database, whether additions, modifications, or deletions,
increase the size of the database.

NOTE: If theephemeral configurationdatabase ispresentonadevice running
Junos OS, commit operations on the static configuration databasemight
take longer, because additional operationsmust be performed tomerge the
static and ephemeral configuration data.

Ephemeral Database Instances

Devices running Junos OS provide a default ephemeral database instance, which is

enabled by default, as well as the ability to define up to eight user-defined instances of

the ephemeral configuration database. JET applications and NETCONF and Junos XML

protocol client applications canconcurrently loadandcommitdata to separate instances

of the ephemeral database. Theactive device configuration is amerged viewof the static

and ephemeral configuration databases.

Ephemeral database instances are useful in scenarioswheremultiple client applications

might need to simultaneously update a device configuration, such as when two or more

SDN controllers simultaneously push configuration data to the same device. In the

standard commit model, one controller might have an exclusive lock on the candidate

configuration, therebypreventing theother controller frommodifying it. By using separate

ephemeral instances, the controllers can deploy the changes at the same time.

NOTE: Although applications can simultaneously load and commit data to
different instances of the ephemeral database, commits issued at the same
time from different ephemeral instances are queued and processed serially
by the device.

The Junos OS processes read the configuration data from both the static configuration

database and the ephemeral configuration database. When one or more ephemeral

database instances are in use and there is conflicting data, statements in a database

with a higher priority override those in a database with a lower priority. A user-defined

instance of the ephemeral configuration database has higher priority than the default

ephemeral database instance, which has higher priority than the static configuration

database. If therearemultipleuser-definedephemeral instances, thepriority isdetermined

by the order in which the instances are listed in the configuration at the [edit system

configuration-databaseephemeral]hierarchy level, running fromhighest to lowestpriority.
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Consider the following configuration:

system {
configuration-database {
ephemeral {
instance 1;
instance 2;

}
}

}

Figure 1 on page 172 illustrates the order of priority of the ephemeral database instances

and the static (committed) configurationdatabase. In this example, ephemeral database

instance 1 has the highest priority, followed by ephemeral database instance 2, then the

default ephemeral database instance, and finally the static configuration database.

Figure 1: Ephemeral Database Instances

Junos XML/NETCONF
clients

Ephemeral configuration
database instance 1

Merged
view

Ephemeral configuration
database instance 2

junos-ephemeral instance
(default)

Static configuration
database (persistent)

DEVICE RUNNING JUNOS OS

g0
41

89
6

Ephemeral Database Commit Model

JET applications and NETCONF and Junos XML protocol client applications canmodify

theephemeral configurationdatabase. JETapplicationsmust sendconfiguration requests

as pairs of load and commit operations. NETCONF and Junos XML protocol client

applications can performmultiple load operations before executing a commit operation.

The ephemeral database only supports loadmerge and load set operations, but

configuration data canbe uploaded in any of the supported formats including JunosXML

elements, formatted ASCII text, set commands, or JavaScript Object Notation (JSON).

By default, if a client disconnects from a session, Junos OS discards any uncommitted

configuration changes in theephemeral instance, but configurationdata that hasalready

been committed to the ephemeral instance by that client is unaffected.
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NOTE: In the ephemeral commit model, Junos OS validates the syntax but
not the semantics, or constraints, of the configuration data committed to
the ephemeral database. Therefore, it is imperative to validate all
configuration data before loading it into the ephemeral database and
committing it on the device.

During the commit operation, Junos OS validates the syntax, but not the semantics, of

the configuration data committed to the ephemeral database. When the commit is

complete, Junos OS notifies the affected system processes, which read the updated

configuration andmerge the ephemeral data into the active configuration according to

the rules of prioritization described in “Ephemeral Database Instances” on page 171. The

active device configuration is a merged view of the static and ephemeral configuration

databases.

When dual Routing Engines are present, the ephemeral commit model does not

automatically synchronize ephemeral configuration data on the backup Routing Engine.

Client applications can elect to synchronize the data in an ephemeral instance on a

per-commit basis or every time the instance is committed. Unlike the standard commit

model, the ephemeral commit model performs commit synchronize operations

asynchronously. The requesting Routing Engine commits the ephemeral configuration

and emits a commit complete notification without waiting for the other Routing Engine

to first synchronize and commit the configuration.

NOTE: Multichassis and virtual chassis environments do not support
synchronizing the ephemeral configuration database to the other Routing
Engines.

NOTE: Donotuse theephemeral databaseondevices running JunosOS that
have nonstop active routing (NSR) enabled. Also, we do not recommend
using the ephemeral database on devices that have graceful Routing Engine
switchover (GRES) enabled.

Graceful Routing Engine switchover (GRES) enables a routing platformwith redundant

Routing Engines to continue forwarding packets, even if one Routing Engine fails. GRES

requires that the configuration and certain state information are synchronized between

themaster and backup Routing Engines before a switchover occurs. Because of the

synchronization requirements, we do not recommend using the ephemeral database on

devices that have GRES enabled, because in certain circumstances, the ephemeral

databasemight not be synchronized between themaster and backup Routing Engines.

For example, because commit synchronize operations on the ephemeral database are

asynchronous, the backup andmaster Routing Engines might not synchronize if the

operation is interrupted by a sudden failover or power outage. Furthermore, if the backup

Routing Engine restarts, its ephemeral configuration data is deleted, because ephemeral

data does not persist across reboots. When GRES is enabled and the backup Routing
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Engine restarts for any reason, its static configuration database is automatically

synchronized with the database on themaster Routing Engine, but the ephemeral

configuration database is not synchronized.

When GRES is enabled on devices running Junos OS, the ephemeral configuration is not

automatically synchronized to the backup Routing Engine when a commit synchronize

operation is requested. If you elect to use the ephemeral database with the

aforementioned caveats when GRES is enabled, youmust explicitly configure the

allow-commit-synchronize-with-gresstatementat the [editsystemconfiguration-database

ephemeral] hierarchy level in the static configuration database to enable the device to

synchronize ephemeral configuration data when a commit synchronize operation is

requested. If GRES is enabled, and you do not configure the

allow-commit-synchronize-with-gres statement, the device does not synchronize

ephemeral configuration data under any circumstance.

Fordetailed informationabout committingandsynchronizing instancesof theephemeral

configuration database, see the following topics:

• Committingan Instanceof theEphemeralConfigurationDatabaseUsing theNETCONF

or Junos XML Protocol on page 181

• Committing and Synchronizing a Configuration on Redundant Control Planes Using the

Junos XML Protocol

Related
Documentation

Enabling and Configuring Instances of the Ephemeral Configuration Database on

page 176

•

• Example: Configuring the Ephemeral Configuration Database Using NETCONF on

page 183

Unsupported Configuration Statements in the Ephemeral Configuration Database

The ephemeral database is an alternate configuration database that enables Juniper

Extension Toolkit (JET) applications and NETCONF and Junos XML protocol client

applications tosimultaneously loadandcommitconfigurationchangesondevices running

Junos OS and with significantly greater throughput than when committing data to the

candidate configuration database. To improve commit performance, the ephemeral

commit process does not perform all of the operations and validations executed by the

standard commit model. As a result, there are some features that cannot be configured

through the ephemeral database. For example, the ephemeral configuration database

doesnot support configuring interfacealias namesor any typeofSpanningTreeProtocol

(xSTP, where the “x” represents the STP type).

The followingconfiguration statementsarenot supported in theephemeral configuration

database. If a client attempts to configure an unsupported statement in an ephemeral

instance, the server returns an error during the load operation. The configuration

statements are grouped under their top-level configuration statement.

[edit] [edit apply-groups]
[edit access]
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[edit chassis]
[edit dynamic-profiles]
[edit security] (SRX Series only)

[edit interfaces] [edit interfaces interface-name unit logical-unit-number alias alias-name]

[edit logical-systems] [edit logical-systems logical-system-name interfaces interface-name unit
logical-unit-number alias alias-name]
[edit logical-systems logical-system-name policy-options prefix-list name apply-path
path]
[edit logical-systems logical-system-name protocols mstp]
[edit logical-systems logical-system-name protocols rstp]
[edit logical-systems logical-system-name protocols vstp]
[edit logical-systems logical-system-name system processes routing]

[edit policy-options] [edit policy-options prefix-list name apply-path path]

[edit protocols] [edit protocols mstp]
[edit protocols rstp]
[edit protocols vstp]

[edit
routing-instances]

[edit routing-instances instance-name protocols mstp]
[edit routing-instances instance-name protocols rstp]
[edit routing-instances instance-name protocols vstp]

[edit security] [edit security group-vpnmember ipsec vpn]
[edit security ssh-known-hosts host hostname]

NOTE: The ephemeral configuration database does not support configuring
the [edit security] hierarchy on SRX Series Services Gateways.

[edit services] [edit services ssl initiation profile]
[edit services ssl proxy profile]
[edit services ssl termination profile]

[edit system] [edit system archival]
[edit system commit delta-export]
[edit system commit fast-synchronize]
[edit system commit notification]
[edit system commit peers]
[edit system commit peers-synchronize]
[edit system commit persist-groups-inheritance]
[edit system commit server]
[edit system compress-configuration-files]
[edit system configuration-database]
[edit system extensions]
[edit system fips]
[edit system host-name]
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[edit system license]
[edit system login]
[edit systemmaster-password]
[edit systemmax-configurations-on-flash]
[edit system radius-options]
[edit system regex-additive-logic]
[edit system scripts]
[edit system services extension-service notification allow-clients address]
[edit system time-zone]

Related
Documentation

Understanding the Ephemeral Configuration Database on page 169•

Enabling and Configuring Instances of the Ephemeral Configuration Database

The ephemeral database is an alternate configuration database that enables multiple

client applications to concurrently load and commit configuration changes to a device

running Junos OS and with significantly greater throughput than when committing data

to thecandidateconfigurationdatabase. JunosOSprovidesadefault ephemeraldatabase

instanceaswell as theability todefineup toeightuser-defined instancesof theephemeral

configuration database.

NOTE: When you configure statements at the [edit system

configuration-database ephemeral] hierarchy level and commit the

configuration,all JunosOSprocessesmustcheckandevaluate their complete
configuration, whichmight cause a spike in CPU utilization, potentially
impacting other critical software processes.

NETCONF and Junos XML protocol client applications and JET applications can update

the ephemeral configuration database. The following sections detail how to enable

instancesof theephemeral configurationdatabaseondevices running JunosOS,configure

the instancesusingNETCONFand JunosXMLprotocoloperations, anddisplayephemeral

configuration data in the Junos OS CLI. For information about using JET applications to

configure the ephemeral configuration database, see the JET documentation.

1. Enabling Ephemeral Database Instances on page 177

2. Configuring Ephemeral Database Options on page 177

3. Opening Ephemeral Database Instances on page 178

4. Configuring Ephemeral Database Instances on page 178

5. Displaying Ephemeral Configuration Data in the Junos OS CLI on page 181

Copyright © 2017, Juniper Networks, Inc.176

NETCONF XMLManagement Protocol Developer Guide

http://www.juniper.net/techpubs/en_US/release-independent/jet/information-products/pathway-pages/index.html


Enabling Ephemeral Database Instances

The default ephemeral database instance is automatically enabled on devices running

Junos OS. However, youmust configure all user-defined instances of the ephemeral

configuration database before using them.

Before enabling any instances of the ephemeral configuration database, ensure that the

device meets the following requirements:

• Device is running Junos OS Release 16.2R2 or a later release.

To enable a user-defined instance of the ephemeral configuration database:

1. Configure the name of the instance.

[edit system configuration-database ephemeral]
user@host# set instance instance-name

2. Commit the configuration.

[edit system configuration-database ephemeral]
user@host# commit

NOTE: Junos OS determines the priority of ephemeral database instances
by the order in which they are listed in the configuration. By default, newly
configured instances are placed at the end of the list and have lower priority
when resolving conflicting configuration statements. When you configure a
new instance, you can specify its placement in the configuration by using the
insert command instead of the set command.

Configuring Ephemeral Database Options

You can configure several options for the ephemeral configuration database, which are

outlined in this section.

1. (Optional) To disable the default instance of the ephemeral configuration database,
configure the ignore-ephemeral-default statement.

[edit system configuration-database ephemeral]
user@host# set ignore-ephemeral-default

2. (Optional) When graceful Routing Engine switchover (GRES) is enabled, configure
theallow-commit-synchronize-with-gresstatement toenable thedevice tosynchronize
ephemeral configuration data when a commit synchronize operation is requested.

[edit system configuration-database ephemeral]
user@host# set allow-commit-synchronize-with-gres
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3. Commit the configuration.

[edit system configuration-database ephemeral]
user@host# commit

Opening Ephemeral Database Instances

A client application must open an ephemeral database instance before viewing or

modifying it.WithinaNETCONFor JunosXMLprotocol session, aclientapplicationopens

theephemeral database instancebyusing the JunosXMLprotocol<open-configuration>

operationwith theappropriatechild tags.Opening theephemeral instanceautomatically

acquires an exclusive lock on it.

NOTE: To configure devices running Junos OS using NETCONF, the
NETCONF-over-SSH servicemust be enabled on the device. NETCONF
sessionsmust also include the closing sequence ]]>]]> at the end of each

remote procedure call (RPC) request.

• To open the default instance of the ephemeral database, a client application emits
the <open-configuration> element and includes the <ephemeral/> child tag.

<rpc>
<open-configuration>
<ephemeral/>

</open-configuration>
</rpc>

• Toopen a user-defined instance of the ephemeral database, a client application emits
the <open-configuration> element and includes the <ephemeral-instance> element
and the instance name.

<rpc>
<open-configuration>
<ephemeral-instance>instance-name</ephemeral-instance>

</open-configuration>
</rpc>

Configuring Ephemeral Database Instances

Client applications update the ephemeral configuration database using NETCONF and

Junos XML protocol operations. Only a subset of the operations’ attributes and options

are available for usewhenupdating the ephemeral configuration database. For example,

the ephemeral database only supports loadmerge and load set operations, and options

and attributes that reference groups, interface ranges, or commit scripts, or that roll back

the configuration cannot be used with the ephemeral database.

Client applications load and commit configuration data to an open instance of the

ephemeral configuration database. Configuration data can be uploaded in any of the

supported formats including Junos XML elements, formatted ASCII text, set commands,

or JavaScript Object Notation (JSON). By default, if a client disconnects from a session

or closes the ephemeral database instance before committing new changes, Junos OS
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discardsanyuncommitteddata, but configurationdata thathasalreadybeencommitted

to the ephemeral database instance by that client is unaffected.

Toupdate, commit, andcloseanopen instanceof theephemeral configurationdatabase,

client applications perform the following tasks:

1. Load configuration data into the ephemeral database instance by performing one or

more load operations.

Client applications emit the <load-configuration> operation in a Junos XML protocol

session or the <load-configuration> or <edit-config> operation in a NETCONF session

and include the appropriate attributes and tags for the data.

<rpc>
<load-configuration action="(merge | set)" format="(text | json | xml)">
<!--configuration-data-->

</load-configuration>
</rpc>

NOTE: The only acceptable format for action="set" is "text". For more

information about the <load-configuration> operation, see

“<load-configuration>” on page 113.

<rpc>
<edit-config>
<target>
<candidate/>

</target>
<!--configuration-data-->

</edit-config>
</rpc>

NOTE: The target value <candidate/> can refer to either the open

configuration database, or if there is no open database, to the candidate
configuration. If a client application issues the Junos XML protocol
<open-configuration> operation to open an ephemeral instance before

executing the<edit-config>operation, JunosOSperformsthe<edit-config>

operation on the open instance of the ephemeral configuration database.
Otherwise, the operation is performed on the candidate configuration.

NOTE: Commit operations on the ephemeral configuration database
generate system logmessages, but load operations do not.

2. (Optional) Review the updated configuration in the open ephemeral instance by
emitting the <get-configuration/> operation in a Junos XML protocol session or the
<get-configuration/> or <get-config> operation in a NETCONF session.

<rpc>
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<get-configuration format="(json | set | text | xml)"/>
</rpc>

<rpc>
<get-config>
<source>
<candidate/>

</source>
</get-config>

</rpc>

3. Commit theconfigurationchangesbyemitting the<commit-configuration/>operation

in a Junos XML protocol session or the <commit-configuration/> or <commit/>

operation in a NETCONF session.

On devices with dual Routing Engines, include the <synchronize/> tag in the

<commit-configuration> element to synchronize the data to the other Routing Engine.

<rpc>
<commit-configuration>
<synchronize/>

</commit-configuration>
</rpc>

<rpc>
<commit/>

</rpc>

NOTE: To automatically synchronize the configuration data in an
ephemeraldatabase instancetotheotherRoutingEngine foreverycommit
operation, include the commit synchronize statement at the [edit system]

hierarchy levelwithin theconfiguration for thespecificephemeral instance.

NOTE: After a client application commits changes to the ephemeral
database instance, Junos OSmerges the ephemeral data into the active
configuration according to the rules of prioritization.

4. Repeat steps 1 through 3 for any subsequent updates to the ephemeral database

instance.

5. Close the ephemeral database instance, which releases the exclusive lock.

<rpc>
<close-configuration/>

</rpc>
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Displaying Ephemeral Configuration Data in the Junos OS CLI

Theactivedeviceconfiguration isamergedviewof thestaticandephemeral configuration

databases. However, when you display the configuration in the CLI using the show

configuration command in operational mode, the output does not include ephemeral

configuration data. You can display the data in a specific instance of the ephemeral

database or display amerged view of the static and ephemeral configuration databases

in the CLI by using variations of the show ephemeral-configuration command.

To view the configuration data in the default instance of the ephemeral configuration

database, issue the show ephemeral-configuration operational command in the CLI.

user@host> show ephemeral-configuration

To view the configuration data in a user-defined instance of the ephemeral configuration

database, issue the showephemeral-configuration instance-nameoperational command.

user@host> show ephemeral-configuration instance-name

To view the complete post-inheritance configurationmergedwith the configuration data

in all instances of the ephemeral database, issue the show ephemeral-configuration

| displaymerge operational command.

user@host> show ephemeral-configuration | displaymerge

Related
Documentation

Example: Configuring the Ephemeral Configuration Database Using NETCONF on

page 183

•

• Understanding the Ephemeral Configuration Database on page 169

• Committingan Instanceof theEphemeralConfigurationDatabaseUsing theNETCONF

or Junos XML Protocol on page 181

• ephemeral on page 354

• show ephemeral-configuration on page 374

Committingan Instanceof theEphemeralConfigurationDatabaseUsingtheNETCONF
or Junos XML Protocol

The ephemeral database is an alternate configuration database that enables NETCONF

and Junos XML protocol client applications to simultaneously load and commit

configuration changes on devices running Junos OS and with significantly greater

throughput than when committing data to the candidate configuration database. Client

applications can commit the configuration data in an open instance of the ephemeral

configuration database so that it becomespart of the active configuration on the routing,

switching, or security platformbyusing the<commit-configuration/>operation ina Junos

XML protocol session or the <commit-configuration/> or <commit/> operation in a

NETCONF session.When you commit ephemeral configuration data on a device running

Junos OS, the device’s active configuration is amerged view of the static and ephemeral

configuration databases.
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NOTE: In the ephemeral commit model, Junos OS validates the syntax but
not the semantics, or constraints, of the configuration data committed to
the ephemeral database. Therefore, it is imperative to validate all
configuration data before loading it into the ephemeral database and
committing it on the device.

In a Junos XML protocol session with a device running Junos OS, a client application
commits the configuration data in an open instance of the ephemeral configuration
database by enclosing the <commit-configuration/> tag in an <rpc> tag element (just
as for the candidate configuration).

<rpc>
<commit-configuration/>

</rpc>

The JunosXMLprotocol server reports the results of the commit operation in<rpc-reply>,
<commit-results>, and<routing-engine> tagelements. If thecommitoperation succeeds,
the<routing-engine> tag element encloses the<commit-success/> tag and the<name>
tagelement,which reports thenameof theRoutingEngineonwhich thecommitoperation
succeeded.

<rpc-reply xmlns:junos="URL">
    <commit-results>
        <routing-engine>
            <name>routing-engine-name</name>
            <commit-success/>
        </routing-engine>
    </commit-results>
</rpc-reply>

In a NETCONF session with a device running Junos OS, a client application commits the
configuration data in an open instance of the ephemeral configuration database by
enclosing the <commit/> or <commit-configuration/> tag in an <rpc> tag element (just
as for the candidate configuration).

<rpc>
<commit/>

</rpc>
]]>]]>

<rpc>
<commit-configuration/>

</rpc>
]]>]]>

The NETCONF server confirms that the commit operation was successful by returning
the <ok/> tag in an <rpc-reply> tag element.

<rpc-reply xmlns="URN" xmlns:junos="URL">
<ok/>

</rpc-reply>
]]>]]>

If the commit operation fails, the NETCONF server returns the <rpc-reply> element and

<rpc-error> child element, which explains the reason for the failure.

Copyright © 2017, Juniper Networks, Inc.182

NETCONF XMLManagement Protocol Developer Guide



The only variant of the commit operation supported for the ephemeral database is

synchronizing the configuration on the other Routing Engine, as described in Committing

and Synchronizing a Configuration on Redundant Control Planes Using the Junos XML

Protocol.

After a client application commits an ephemeral instance, the data in that instance is

merged into the ephemeral configuration database. The affected system processes

parse the configuration andmerge the ephemeral data with the data in the active

configuration. If thereare conflicting statements in the static andephemeral configuration

databases, the data is merged according to specific rules of prioritization. Statements

in a user-defined instance of the ephemeral configuration database have higher priority

than statements in the default ephemeral database instance, which have higher priority

than statements in the static configuration database. If there are multiple user-defined

ephemeral instances, the priority is determined by the order in which the instances are

configuredat the [edit systemconfiguration-databaseephemeral]hierarchy level, running

from highest to lowest priority.

NOTE: Although applications can simultaneously load and commit data to
different instances of the ephemeral database, commits issued at the same
time from different ephemeral instances are queued and processed serially
by the device.

NOTE: If you commit ephemeral configuration data that is invalid or results
in undesirable network disruption, youmust delete the problematic data
from the database, or if necessary, reboot the device, which deletes the
configuration data in all instances of the ephemeral configuration database.

Theactivedeviceconfiguration isamergedviewof thestaticandephemeral configuration

databases. However, when you display the configuration in the CLI using the show

configuration command in operational mode, the output does not include ephemeral

configuration data. You can display the data in a specific instance of the ephemeral

database or display amerged view of the static and ephemeral configuration databases

in the CLI by using variations of the show ephemeral-configuration command.

Related
Documentation

Committing and Synchronizing a Configuration on Redundant Control Planes Using the

Junos XML Protocol

•

• Enabling and Configuring Instances of the Ephemeral Configuration Database on

page 176

• Understanding the Ephemeral Configuration Database on page 169

Example: Configuring the Ephemeral Configuration Database Using NETCONF

The ephemeral database is an alternate configuration database that enables client

applications tosimultaneously loadandcommitconfigurationchangesondevices running
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Junos OS and with significantly greater throughput than when committing data to the

candidate configuration database. This example shows how to enable an instance of

the ephemeral configurationdatabaseandmakeupdates to that instance in aNETCONF

session.

• Requirements on page 184

• Overview on page 184

• Configuration on page 185

• Verification on page 186

• Troubleshooting on page 188

Requirements

This example uses the following software components:

• MX Series router running Junos OS Release 16.2R2 or a later release.

Before you begin:

• Enable the NETCONF-over-SSH service on the device running Junos OS.

Overview

Multiple NETCONF and Junos XML protocol client applications can simultaneously load

and commit configuration changes to a device running Junos OS by using ephemeral

database instances. This example enables the ephemeral database instance eph1 on a

device running Junos OS and then configures the instance through a NETCONF session.

A client application must open an instance of the ephemeral configuration database in

order to view or modify it. After establishing a NETCONF session, the client opens the

ephemeral instance by using the Junos XML protocol <open-configuration> operation,

whichencloses the<ephemeral-instance>child tagandthenameof the instance.Opening

the ephemeral instance automatically acquires an exclusive lock on it.

The client then loads configuration data in text format into the eph1 ephemeral instance.

Because theconfigurationdata is in text format, the<load-configuration>operationmust

include the format="text" attribute, and the configuration data must be enclosed in the

<configuration-text> element.

This examples commits the configuration changes in the ephemeral instanceby emitting

the Junos XML protocol <commit-configuration> operation. The <load-configuration>

action="merge" attribute only determines how the configuration data ismerged into that

instance of the ephemeral database. After you commit the changes to the ephemeral

instance, JunosOSmerges the configuration data into the active configuration according

to the rules of prioritization. If there is conflicting data in the different configuration

databases, statements in theeph1 instancehaveahigherpriority than those in thedefault

ephemeral instance or the static configuration database. If there are other user-defined

ephemeral instances, the priority is determined by the order in which the instances are

listed in theconfigurationat the [edit systemconfiguration-databaseephemeral]hierarchy

level.
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The <close-configuration/> operation closes the open ephemeral instance and releases

theexclusive lock.Thecommittedephemeraldata is retaineduntil thedevice is rebooted,

at which time the device deletes the configuration data in the eph1 ephemeral instance

as well as the data in all other ephemeral instances.

Configuration

• Enabling the Ephemeral Database Instance on page 185

• Configuring the Ephemeral Database Instance on page 185

• Results on page 186

Enabling the Ephemeral Database Instance

Step-by-Step
Procedure

To enable the ephemeral database instance on the device running Junos OS:

Configure the name of the instance.

[edit]

1.

user@host# set system configuration-database ephemeral instance eph1

2. Commit the configuration.

[edit]
user@host# commit

Results From configuration mode, confirm your configuration by entering the show system

configuration-database command. If the output does not display the intended

configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show system configuration-database
ephemeral {
instance eph1;

}

Configuring the Ephemeral Database Instance

Step-by-Step
Procedure

To configure the ephemeral database instance and commit the changes fromwithin a

NETCONF session, a client application performs the following steps:

1. Open the ephemeral database instance.

<rpc>
<open-configuration>
<ephemeral-instance>eph1</ephemeral-instance>

</open-configuration>
</rpc>
]]>]]>

2. Load the configuration data into the open ephemeral instance, and include the

appropriate tags and attributes for that data.
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<rpc>
<load-configuration action="merge" format="text">
<configuration-text>
protocols {
mpls {
label-switched-path to-hastings {
to 192.0.2.1;

}
}

}
</configuration-text>

</load-configuration>
</rpc>
]]>]]>

3. If the <load-configuration> operation does not generate any errors, commit the

configuration.

<rpc>
<commit-configuration/>

</rpc>
]]>]]>

4. Close the ephemeral database instance.

<rpc>
<close-configuration/>

</rpc>
]]>]]>

Results

If there are no errors when opening or closing the database, the NETCONF server returns

anempty<rpc-reply>element in response to the requests. TheNETCONFserver indicates

a successful <load-configuration> operation by returning an empty <ok/> tag enclosed

within the<load-configuration-results>and<rpc-reply>elements.Similarly, theNETCONF

server indicates a successful <commit-configuration> operation by returning an empty

<ok/> tag enclosed in an <rpc-reply> element.

Verification

Verifying the Commit

Purpose The NETCONF server’s response to the commit operation should indicate the success

or failure of the commit. You can also verify the success of the commit by reviewing the

commit events for the ephemeral database in the system log file.
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Action Review the system log file and display events that match UI_EPHEMERAL.

user@host> show logmessages | match UI_EPHEMERAL
Feb 10 13:20:32  host mgd[5172]: UI_EPHEMERAL_COMMIT: User 'user' has requested 
commit on 'eph1' ephemeral database
Feb 10 13:20:32  host mgd[5172]: UI_EPHEMERAL_COMMIT_COMPLETED: commit complete 
on 'eph1' ephemeral database

Meaning The UI_EPHEMERAL_COMMIT_COMPLETEDmessage tag indicates that the commit

operation on the eph1 instance was successful.

Verifying the Configuration Data in the Ephemeral Database Instance

Purpose Verify that the correct configuration data has been added to the ephemeral instance.

Action Within the NETCONF session, open the ephemeral database instance and retrieve the
configuration.

<rpc>
<open-configuration>
<ephemeral-instance>eph1</ephemeral-instance>

</open-configuration>
</rpc>
]]>]]>

<rpc>
<get-configuration format="text"/>

</rpc>
]]>]]>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:junos="http://xml.juniper.net/junos/16.2R2/junos">
<configuration-text xmlns="http://xml.juniper.net/xnm/1.1/xnm">
## Last changed: 2017-02-10 13:20:32 PDT
protocols {
    mpls {
        label-switched-path to-hastings {
            to 192.0.2.1;
        }
    }
}
</configuration-text>
</rpc-reply>
]]>]]>

<rpc>
<close-configuration/>

</rpc>
]]>]]>
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TIP: You can view the configuration data committed to an ephemeral
database instance from the CLI by issuing the show ephemeral-configuration

instance-name operational command.

Troubleshooting

• Troubleshooting IssuesWhen Opening the Ephemeral Instance on page 188

• Troubleshooting Operational Issues on page 188

Troubleshooting IssuesWhen Opening the Ephemeral Instance

Problem You attempt to open an instance of the ephemeral database, and the server returns only

an opening <rpc-reply> tag. For example:

<rpc>
     <open-configuration>
         <ephemeral-instance>eph1</ephemeral-instance>
     </open-configuration>
</rpc>
]]>]]>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:junos="http://xml.juniper.net/junos/16.2R2/junos">

This issue can occur when another client has the exclusive lock on that instance.

Solution If another user has an exclusive lock on the ephemeral instance, a client application can

issue remoteprocedurecalls (RPCs) toupdate theephemeral instance,but theoperations

on that ephemeral instance are not processed until the lock is released. When the lock

is released, the server should issue the closing </rpc-reply> tag and process any RPCs

emitted while the ephemeral instance was locked.

Alternatively, a client application can choose to update a different ephemeral instance,

butwith the caveat that different ephemeral instances havedifferent priority levelswhen

resolving conflicting configuration statements.

Troubleshooting Operational Issues

Problem The device running Junos OS does not execute operational changes that should occur

as a result of committing certain configuration data to the ephemeral database instance,

even though youhave verified that the commitwas successful and that the configuration

data is present in the configuration for that ephemeral instance.

The operational changes might not occur if there is another user-defined ephemeral

instance that has conflicting configuration data andahigher priority. If there is conflicting

data in the ephemeral instances, statements in an instancewith a higher priority override
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those in an instance with a lower priority. A user-defined instance of the ephemeral

configurationdatabasehashigher priority than thedefault ephemeral database instance,

which has higher priority than the static configuration database. If there are multiple

user-defined ephemeral instances, the priority is determined by the order in which the

instances are listed in the configuration.

Solution You can verify the configured ephemeral instances and their priority order by issuing the

show configuration system configuration-database ephemeral operational command
on the device. Instances are listed in order from highest to lowest priority. If there are

other instances thathaveahigherpriority, review theconfigurationdata in those instances

to determine if there are conflicting statements. You can also display the merged view

of the static and ephemeral configuration databases by issuing the show

ephemeral-configuration | displaymerge command.

If your ephemeral instance has conflicting configuration data and a lower priority than

another user-defined ephemeral instance, and the configuration at that hierarchy level

should go into effect on the device, youmust either delete the conflicting data in the

other ephemeral instance or place your configuration data in a higher priority instance.

Related
Documentation

• Understanding the Ephemeral Configuration Database on page 169

• Enabling and Configuring Instances of the Ephemeral Configuration Database on

page 176

• ephemeral on page 354
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PART 4

RequestingOperational andConfiguration
Information Using NETCONF

• Requesting Operational Information Using NETCONF on page 193

• Requesting Configuration Information Using NETCONF on page 201
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CHAPTER 13

RequestingOperational InformationUsing
NETCONF

• Requesting Operational Information Using NETCONF on page 193

• Specifying the Output Format for Operational Information Requests in a NETCONF

Session on page 195

Requesting Operational Information Using NETCONF

WithinaNETCONFsession, a client applicationcan request informationabout thecurrent

status of a device running Junos OS. To request operational information, a client

application emits the specific request tag element from the Junos XML API that returns

the desired information. For example, the <get-interface-information> tag element

corresponds to the show interfaces command, the <get-chassis-inventory> tag element

requests the same information as the show chassis hardware command, and the

<get-system-inventory> tagelement requests the same informationas the showsoftware

information command.

For complete information about the operational request tag elements available in the

current JunosOSrelease, see “MappingBetweenOperationalTagElements,PerlMethods,

and CLI Commands” and “Summary of Operational Request Tag Elements” in the Junos

XML API Operational Developer Reference.

The application encloses the request tag in an <rpc> element. The syntax depends on
whether the corresponding CLI command has any options included.

<rpc>
<!-- If the command does not have options -->
<operational-request/>

<!-- If the command has options -->
<operational-request>
<!-- tag elements representing the options -->

</operational-request>
</rpc>
]]>]]>

The client application can specify the formatting of the information returned by the

NETCONF server. By setting the optional format attribute in the opening operational

request tag, a client application can specify the format of the response as either
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XML-tagged format, which is the default, formatted ASCII text, or JavaScript Object

Notation (JSON). For more information about specifying the format, see “Specifying the

OutputFormat forOperational InformationRequests inaNETCONFSession”onpage 195.

If the client application requests the output in XML-tagged format, the NETCONF server
encloses its response in thespecific response tagelement that corresponds to the request
tag element, which is then enclosed in an <rpc-reply> tag element.

<rpc-reply xmlns="URN" xmlns:junos="URL">
<operational-response xmlns="URL-for-DTD">
<!-- tag elements for the requested information -->

</operational-response>
</rpc-reply>
]]>]]>

For XML-tagged format, the opening tag for each operational response includes the

xmlns attribute to define the XML namespace for the enclosed tag elements that do not

have a prefix (such as junos:) in their names. The namespace indicateswhich Junos XML

document type definition (DTD) defines the set of tag elements in the response. The

Junos XML API defines separate DTDs for operational responses from different software

modules. For instance, theDTD for interface information is called junos-interface.dtd and

the DTD for chassis information is called junos-chassis.dtd. The division into separate

DTDs and XML namespaces means that a tag element with the same name can have

distinct functions depending on which DTD it is defined in.

The namespace is a URL of the following form:

http://xml.juniper.net/junos/release-code/junos-category

release-code is the standard string that represents the Junos OS release that is running

on the NETCONF server device.

category specifies the DTD.

The Junos XML API Operational Developer Reference includes the text of the Junos XML

DTDs for operational responses.

If the client application requests the output in formatted ASCII text, the NETCONF server
encloses its response in an <output> tag element, which is enclosed in an <rpc-reply>
tag.

<rpc-reply xmlns="URN" xmlns:junos="URL">
<output>
operational-response

</output>
</rpc-reply>

]]>]]>

If theclientapplication requests theoutput in JSONformat, theNETCONFserver encloses
the JSON data in the <rpc-reply> tag element.

<rpc-reply xmlns="URN" xmlns:junos="URL">
operational-response

</rpc-reply>
]]>]]>
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Related
Documentation

Understanding the Request Procedure in a NETCONF Session on page 32•

• Specifying the Output Format for Operational Information Requests in a NETCONF

Session on page 195

• Requesting Configuration Data Using NETCONF on page 202

Specifying the Output Format for Operational Information Requests in a NETCONF
Session

In a NETCONF session, to request information about a routing, switching, or security

platform running JunosOS, aclient applicationenclosesa JunosXML request tagelement

inan<rpc> tagelement.By setting theoptional formatattribute in theopeningoperational

request tag, the client application can specify the formatting of the output returned by

the NETCONF server. Information can be returned as formatted ASCII text, JavaScript

Object Notation (JSON), or XML-tagged format. The basic syntax is as follows:

<rpc>
<operational-request format="(ascii | json| text | xml)">
<!-- tag elements for options -->

</operational-request>
</rpc>

XML Format By default, the NETCONF server returns operational information in XML-tagged format.
If the value of the format attribute is set to xml, or if the format attribute is omitted, the
server returns the response in XML. The following example requests information for the
ge-0/3/0 interface. The format attribute is omitted.

<rpc>
     <get-interface-information>
          <brief/>
          <interface-name>ge-0/3/0</interface-name>
     </get-interface-information>
</rpc>
]]>]]>

NOTE: Beginning with Junos OS Release 15.1, you can use the show compare

| display xml command to compare the candidate configuration with the

current committed configuration and display the differences between the
twoconfigurations inXMLtag format.Outputof theconfigurationcomparison
in XML format using the compare filter is only supported from the CLI.

The NETCONF server returns the information in XML-tagged format, which is identical

to the output displayed in the CLI when you include the | display xml option after the

operational mode command.

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
           xmlns:junos="http://xml.juniper.net/junos/11.4R1/junos">
<interface-information 
 xmlns="http://xml.juniper.net/junos/11.4R1/junos-interface" junos:style="brief">
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        <physical-interface>
            <name>ge-0/3/0</name>
            <admin-status junos:format="Enabled">up</admin-status>
            <oper-status>down</oper-status>
            <link-level-type>Ethernet</link-level-type>
            <mtu>1514</mtu>
            <source-filtering>disabled</source-filtering>
            <speed>1000mbps</speed>
            <bpdu-error>none</bpdu-error>
            <l2pt-error>none</l2pt-error>
            <loopback>disabled</loopback>
            <if-flow-control>enabled</if-flow-control>
            <if-auto-negotiation>enabled</if-auto-negotiation>
            <if-remote-fault>online</if-remote-fault>
            <if-device-flags>
                <ifdf-present/>
                <ifdf-running/>
                <ifdf-down/>
            </if-device-flags>
            <if-config-flags>
                <iff-hardware-down/>
                <iff-snmp-traps/>
                <internal-flags>0x4000</internal-flags>
            </if-config-flags>
            <if-media-flags>
                <ifmf-none/>
            </if-media-flags>
        </physical-interface>
    </interface-information>
</rpc-reply>
]]>]]>

JSON Format Starting in Junos OS Release 14.2, you can display operational and configuration data in
JSON format. To request that the NETCONF server return operational information in
JSON format instead of tagging it with Junos XML tag elements, the client application
includes the format="json" attribute in the opening request tag. The client application
encloses the request in an <rpc> tag element.

<rpc>
     <get-interface-information format="json"> 
          <brief/>
          <interface-name>cbp0</interface-name>
     </get-interface-information>
</rpc>
]]>]]>

When the client application includes the format="json" attribute in the request tag, the

NETCONF server formats the reply using JSON.

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
           xmlns:junos="http://xml.juniper.net/junos/16.1R1/junos">
{
 "interface-information" : [
 {
    "attributes" : {"xmlns" : 
"http://xml.juniper.net/junos/16.1R1/junos-interface",
                    "junos:style" : "brief"
                   },
    "physical-interface" : [
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    {
        "name" : [
        {
            "data" : "cbp0"
        }
        ],
        "admin-status" : [
        {
            "data" : "up",
            "attributes" : {"junos:format" : "Enabled"}
        }
        ],
        "oper-status" : [
        {
            "data" : "up"
        }
        ],
        "if-type" : [
        {
            "data" : "Ethernet"
        }
        ],
        "link-level-type" : [
        {
            "data" : "Ethernet"
        }
        ],
        "mtu" : [
        {
            "data" : "1514"
        }
        ],
        "speed" : [
        {
            "data" : "Unspecified"
        }
        ],
        "clocking" : [
        {
            "data" : "Unspecified"
        }
        ],
        "if-device-flags" : [
        {
            "ifdf-present" : [
            {
                "data" : [null]
            }
            ],
            "ifdf-running" : [
            {
                "data" : [null]
            }
            ]
        }
        ],
        "ifd-specific-config-flags" : [
        {
            "internal-flags" : [
            {
                "data" : "0x0"
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            }
            ]
        }
        ],
        "if-config-flags" : [
        {
            "iff-snmp-traps" : [
            {
                "data" : [null]
            }
            ]
        }
        ]
    }
    ]
 }
 ]
}
</rpc-reply>
]]>]]>

ASCII Format To request that the NETCONF server return operational information as formatted ASCII
text instead of tagging it with Junos XML tag elements, the client application includes
the format="text" or format="ascii" attribute in the opening request tag. The client
application encloses the request in an <rpc> tag element.

<rpc>
     <get-interface-information format="(text | ascii)"> 
          <brief/>
          <interface-name>ge-0/3/0</interface-name>
     </get-interface-information>
</rpc>
]]>]]>

When the client application includes the format="text" or format="ascii" attribute in the

request tag, the NETCONF server formats the reply as ASCII text and encloses it in an

<output> tagelement. The format="text"and format="ascii"attributesproduce identical

output.

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
           xmlns:junos="http://xml.juniper.net/junos/11.4R1/junos">
<output>
Physical interface: ge-0/3/0, Enabled, Physical link is Down
  Link-level type: Ethernet, MTU: 1514, Speed: 1000mbps, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled,
  Remote fault: Online
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x4000
  Link flags     : None
</output>
</rpc-reply>
]]>]]>

The following example shows the equivalent operational mode command executed in

the CLI:

user@host> show interfaces ge-0/3/0 brief
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Physical interface: ge-0/3/0, Enabled, Physical link is Down
  Link-level type: Ethernet, MTU: 1514, Speed: 1000mbps, Loopback: Disabled, 
Source filtering: Disabled,
  Flow control: Enabled, Auto-negotiation: Enabled, Remote fault: Online
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x4000
  Link flags     : None

The formatted ASCII text returned by the NETCONF server is identical to the CLI output

except in cases where the output includes disallowed characters such as '<' (less-than

sign), '>' (greater-than sign), and '&' (ampersand). The NETCONF server substitutes

these characters with the equivalent predefined entity reference of '&lt;', '&gt;', and

'&amp;' respectively.

If the Junos XML API does not define a response tag element for the type of output

requested by a client application, the NETCONF server returns the reply as formatted

ASCII text enclosed in an <output> tag element, even if XML-tagged output is requested.

For information about the <output> tag element, see the Junos XML API Operational

Developer Reference.

NOTE: The content and formatting of data within an <output> tag element

are subject to change, so client applicationsmust not depend on them.

Release History Table DescriptionRelease

Beginningwith Junos OS Release 15.1, you can use the show compare | display
xml command to compare the candidate configuration with the current
committed configuration and display the differences between the two
configurations in XML tag format.

15.1

Starting in Junos OS Release 14.2, you can display operational and configuration
data in JSON format.

14.2
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CHAPTER 14

Requesting Configuration Information
Using NETCONF

• Requesting theCommittedConfigurationandDeviceStateUsingNETCONFonpage201

• Requesting Configuration Data Using NETCONF on page 202

• Specifying the Source for Configuration Information Requests Using

NETCONF on page 204

• Specifying the Scope of Configuration Information to Return in a NETCONF

Response on page 206

• Requesting the Complete Configuration Using NETCONF on page 207

• Requesting a Configuration Hierarchy Level or Container Object Without an Identifier

Using NETCONF on page 208

• Requesting All ConfigurationObjects of a Specified TypeUsing NETCONF on page 210

• Requesting Identifiers for Configuration Objects of a Specified Type Using

NETCONF on page 213

• Requesting A Specific Configuration Object Using NETCONF on page 216

• RequestingSpecific Child Tags for aConfigurationObjectUsingNETCONFonpage 218

• Requesting Multiple Configuration Elements Simultaneously Using

NETCONF on page 222

• Requesting a Previous (Rollback) Configuration Using NETCONF on page 223

• Comparing Two Previous (Rollback) Configurations Using NETCONF on page 226

• Requesting the Rescue Configuration Using NETCONF on page 228

• RequestinganXMLSchemafor theConfigurationHierarchyUsingNETCONFonpage231

Requesting the Committed Configuration and Device State Using NETCONF

In a NETCONF session with a device running Junos OS, to request the most recently

committed configuration and the device state information for a routing, switching, or

security platform, a client application encloses the <get> tag in an <rpc> tag element.

By including the <filter> tag element and appropriate child tag elements, the application

can request specific portions of the configuration. If the <filter> element is omitted, the

server returns the entire configuration. The optional format attribute specifies the return

format for the configuration data.
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<rpc>
<get [format="(json | set | text | xml)"]>
<filter type="subtree">
<!-- tag elements representing the configuration elements to return -->

</filter>
</get>

</rpc>
]]>]]>

The type="subtree"attribute in theopening<filter> tag indicates that theclientapplication

is using Junos XML tag elements to represent the configuration elements about which it

is requesting information.

The NETCONF server encloses its reply in the <rpc-reply> and <data> tag elements.

Within the <data> element, the configuration data is enclosed in the <configuration>,

<configuration-text>, <configuration-set>, or <configuration-json> element depending

on the requested format, and the device information is enclosed in the

<database-status-information> element. The server includes attributes in the opening

<configuration> tag that indicate the XML namespace for the enclosed tag elements

and when the configuration was last changed or committed. For example:

<rpc-reply xmlns="URN" xmlns:junos="URL">
<data>
<configuration xmlns="URL" junos:changed-seconds="seconds"
junos:changed-localtime="time">
<!-- configuration data -->

</configuration>
<database-status-information>
<database-status>
<user>user</user>
<terminal></terminal>
<pid>pid</pid>
<start-time junos:seconds="1416956595">2014–11–2515:03:15PST</start-time>
<edit-path></edit-path>

</database-status>
</database-status-information>

</data>
</rpc-reply>
]]>]]>

If there is no configuration data in the requested hierarchy, the RPC reply contains an

empty<configuration> tag inside the<data>elementunless the rfc-compliant statement

is configured, in which case the <configuration> tag is omitted.

Related
Documentation

<get> on page 83•

• Requesting Configuration Data Using NETCONF on page 202

Requesting Configuration Data Using NETCONF

In a NETCONF session with a device running Junos OS, to request configuration data for

a routing, switching, or security platform, a client application encloses the <get-config>,

<source>, and<filter> tagelements inan<rpc> tagelement. By including theappropriate
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child tagelement in the<source> tagelement, the client application requests information

from the active configuration or from the candidate configuration or open configuration

database. By including the appropriate child tag elements in the <filter> tag element,

the application can request the entire configuration or specific portions of the

configuration.

<rpc>
<get-config>
<source>
<!-- tag specifying the source configuration -->
<( candidate | running )/>

</source>
<filter type="subtree">
<!-- tag elements representing the configuration elements to return -->

</filter>
</get-config>

</rpc>
]]>]]>

The type="subtree"attribute in theopening<filter> tag indicates that theclientapplication

is using Junos XML tag elements to represent the configuration elements about which it

is requesting information.

NOTE: If a client application issues the Junos XML protocol
<open-configuration> operation to open a specific configuration database

before executing the <get-config> operation, setting the source to

<candidate/> retrieves the configuration data from the open configuration

database. Otherwise, the server returns the configuration data from the
candidate configuration.

NOTE: If the client application locks the candidate configuration before
making requests, it needs to unlock it after making its read requests. Other
users and applications cannot change the configuration while it remains
locked. For more information, see “Locking and Unlocking the Candidate
Configuration Using NETCONF” on page 56.

The NETCONF server encloses its reply in <rpc-reply>, <data>, and <configuration>

tag elements. It includes attributes in the opening <configuration> tag that indicate the

XML namespace for the enclosed tag elements and when the configuration was last

changed or committed. For information about the attributes of the <configuration> tag,

see “Specifying the Source for Configuration Information Requests Using NETCONF” on

page 204.

<rpc-reply xmlns="URN" xmlns:junos="URL">
<data>
<configuration attributes>
<!-- JUNOS XML tag elements representing configuration elements -->

</configuration>
</data>
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</rpc-reply>
]]>]]>

If a Junos XML tag element is returned within an <undocumented> tag element, the

corresponding configuration element is not documented in the Junos OS configuration

guides or officially supported by Juniper Networks. Most often, the enclosed element is

used for debugging only by support personnel. In a smaller number of cases, the element

is no longer supported or has beenmoved to another area of the configuration hierarchy,

but appears in the current location for backward compatibility.

Client applications can also request other configuration-related information, including

an XML schema representation of the configuration hierarchy or information about

previously committed configurations.

Related
Documentation

Specifying the Source for Configuration Information Requests Using NETCONF on

page 204

•

• Requesting a Previous (Rollback) Configuration Using NETCONF on page 223

• Comparing Two Previous (Rollback) Configurations Using NETCONF on page 226

• Requesting the Rescue Configuration Using NETCONF on page 228

• Specifying the Scope of Configuration Information to Return in a NETCONF Response

on page 206

• RequestinganXMLSchemafor theConfigurationHierarchyUsingNETCONFonpage231

• Requesting Operational Information Using NETCONF on page 193

Specifying the Source for Configuration Information Requests Using NETCONF

In a NETCONF session with a device running Junos OS, to request information from the

candidate configuration or open configuration database, a client application includes

the <source> element and <candidate/> tag within the <rpc> and <get-config> tag

elements.

<rpc>
<get-config>
<source>
<candidate/>

</source>
<filter>
<!-- tag elements representing the configuration elements to return -->

</filter>
</get-config>

</rpc>
]]>]]>
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NOTE: If a client application issues the Junos XML protocol
<open-configuration> operation to open a specific configuration database

before executing the <get-config> operation, setting the source to

<candidate/> retrieves the configuration data from the open configuration

database. Otherwise, the server returns the configuration data from the
candidate configuration.

To request information from the active configuration—the onemost recently committed

on the device—a client application includes the <source> tag element and <running/>

tag enclosed within the <rpc> and <get-config> tag elements.

<rpc>
<get-config>
<source>
<running/>

</source>
<filter>
<!-- tag elements representing the configuration elements to return -->

</filter>
</get-config>

</rpc>
]]>]]>

NOTE: If a client application is requesting the entire configuration, it omits
the <filter> tag element.

The NETCONF server encloses its reply in <rpc-reply>, <data>, and <configuration> tag

elements. In the opening <configuration> tag, it includes the xmlns attribute to specify

the namespace for the enclosed tag elements.

When returning information from the candidate configuration or open configuration

database, the NETCONF server includes attributes that indicate when the configuration

last changed (they appear onmultiple lines here only for legibility).

<rpc-reply xmlns="URN" xmlns:junos="URL">
<data>
<configuration xmlns="URL" junos:changed-seconds="seconds" \
junos:changed-localtime="YYYY-MM-DD hh:mm:ss TZ">
<!-- Junos XML tag elements representing the configuration -->

</configuration>
</data>

</rpc-reply>
]>]]>

junos:changed-localtime represents the time of the last change as the date and time in

the device’s local time zone.

junos:changed-seconds represents the time of the last change as the number of seconds

since midnight on 1 January 1970.
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When returning information from the active configuration, the NETCONF server includes

attributes that indicatewhen the configurationwas committed (they appear onmultiple

lines here only for legibility).

<rpc-reply xmlns="URN" xmlns:junos="URL">
<data>
<configuration xmlns="URL" junos:commit-seconds="seconds" \
junos:commit-localtime="YYYY-MM-DD hh:mm:ss TZ" \
junos:commit-user="username">
<!-- Junos XML tag elements representing the configuration -->

</configuration>
</data>

</rpc-reply>
]]>]]>

junos:commit-localtime represents the commit time as the date and time in the device’s

local time zone.

junos:commit-seconds represents the commit time as the number of seconds since

midnight on 1 January 1970.

junos:commit-userspecifies the JunosOSusernameof theuserwhorequestedthecommit

operation.

Related
Documentation

Requesting Configuration Data Using NETCONF on page 202•

• <get-config> on page 84

Specifying the Scope of Configuration Information to Return in a NETCONFResponse

In a NETCONF session with a device running Junos OS, a client application can request

the entire configuration or specific portions of the configuration by including the

appropriate child tag elements in the <filter> tag element within the <rpc> and

<get-config> tag elements.

<rpc>
<get-config>
<source>
( <candidate/> | <running/> )

</source>
<filter>
<!-- tag elements representing the configuration elements to return -->

</filter>
</get-config>

</rpc>
]]>]]>

For information about requesting different amounts of configuration information, see

the following topics:

• Requesting the Complete Configuration Using NETCONF on page 207

• Requesting a Configuration Hierarchy Level or Container Object Without an Identifier

Using NETCONF on page 208
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• Requesting All ConfigurationObjects of a Specified TypeUsing NETCONF on page 210

• Requesting Identifiers for Configuration Objects of a Specified Type Using NETCONF

on page 213

• Requesting A Specific Configuration Object Using NETCONF on page 216

• RequestingSpecific Child Tags for aConfigurationObjectUsingNETCONFonpage 218

• Requesting Multiple Configuration Elements Simultaneously Using NETCONF on

page 222

Related
Documentation

Requesting Configuration Data Using NETCONF on page 202•

• Specifying the Source for Configuration Information Requests Using NETCONF on

page 204

Requesting the Complete Configuration Using NETCONF

In a NETCONF session with a device running Junos OS, to request the entire candidate

configuration or the complete configuration in the open configuration database, a client

application encloses <get-config> and <source> tag elements and the <candidate/> tag

in an <rpc> tag element:

<rpc>
<get-config>
<source>
<candidate/>

</source>
</get-config>

</rpc>
]]>]]>

NOTE: If a client application issues the Junos XML protocol
<open-configuration> operation to open a specific configuration database

before executing the <get-config> operation, setting the source to

<candidate/> retrieves the configuration data from the open configuration

database. Otherwise, the server returns the configuration data from the
candidate configuration.

To request the entire active configuration, a client application encloses <get-config> and

<source> tag elements and the <running/> tag in an <rpc> tag element:

<rpc>
<get-config>
<source>
<running/>

</source>
</get-config>

</rpc>
]]>]]>
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The NETCONF server encloses its reply in <rpc-reply>, <data>, and <configuration>

tag elements. For information about the attributes in the opening <configuration> tag,

see “Specifying the Source for Configuration Information Requests Using NETCONF” on

page 204.

<rpc-reply xmlns="URN" xmlns:junos="URL">
<data>
<configuration attributes>
<!-- Junos XML tag elements representing the configuration -->

</configuration>
</data>

</rpc-reply>
]]>]]>

Related
Documentation

Requesting Configuration Data Using NETCONF on page 202•

• Specifying the Source for Configuration Information Requests Using NETCONF on

page 204

• Specifying the Scope of Configuration Information to Return in a NETCONF Response

on page 206

• Requesting the Rescue Configuration Using NETCONF on page 228

• RequestinganXMLSchemafor theConfigurationHierarchyUsingNETCONFonpage231

Requesting a Configuration Hierarchy Level or Container ObjectWithout an Identifier
Using NETCONF

In a NETCONF session with a device running Junos OS, to request complete information

about all child configuration elements at a hierarchy level or in a container object that

does not havean identifier, a client application emits a<filter> tag element that encloses

the tag elements representing all levels in the configuration hierarchy from the root

(represented by the <configuration> tag element) down to the immediate parent level

of the level or container object, which is represented by an empty tag. The entire request

is enclosed in an <rpc> tag element:

<rpc>
<get-config>
<source>
<!-- tag specifying the source configuration -->

</source>
<filter type="subtree">
<configuration>
<!-- opening tags for each parent of the requested level -->
<level-or-container/>

<!-- closing tags for each parent of the requested level -->
</configuration>

</filter>
</get-config>

</rpc>
]]>]]>
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For information about the <source> tag element, see “Specifying the Source for

Configuration Information Requests Using NETCONF” on page 204.

The NETCONF server returns the requested section of the configuration in <data> and

<rpc-reply> tag elements. For information about the attributes in the opening

<configuration> tag, see “Specifying the Source for Configuration Information Requests

Using NETCONF” on page 204.

<rpc-reply xmlns="URN" xmlns:junos="URL">
<data>
<configuration attributes>
<!-- opening tags for each parent of the level -->
<level-or-container>
<!-- child tag elements of the level or container -->

</level-or-container>
<!-- closing tags for each parent of the level -->

</configuration>
</data>

</rpc-reply>
]]>]]>

The application can also request additional configuration elements of the same or other

types by including the appropriate tag elements in the same <get-config> tag element.

For more information, see “Requesting Multiple Configuration Elements Simultaneously

Using NETCONF” on page 222.

The following example shows how to request the contents of the [edit system login]

hierarchy level in the candidate configuration.
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Related
Documentation

Requesting Configuration Data Using NETCONF on page 202•

• Specifying the Scope of Configuration Information to Return in a NETCONF Response

on page 206

• Specifying the Source for Configuration Information Requests Using NETCONF on

page 204

• Requesting Identifiers for Configuration Objects of a Specified Type Using NETCONF

on page 213

• Requesting Multiple Configuration Elements Simultaneously Using NETCONF on

page 222

Requesting All Configuration Objects of a Specified Type Using NETCONF

In a NETCONF session with a device running Junos OS, to request information about all

configuration objects of a specified type in a hierarchy level, a client application emits a

<filter> tag element that encloses the tag elements representing all levels in the
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configuration hierarchy from the root (represented by the <configuration> tag element)

down to the immediate parent level for the object type. An empty tag returns all

configuration objects of the requested object type and all child tags for each object. To

return only specific child tags for the configuration objects, enclose the desired child tags

in the opening and closing tags of the object. The entire request is enclosed in an <rpc>

tag element:

<rpc>
<get-config>
<source>
<!-- tag specifying the source configuration -->

</source>
<filter type="subtree">
<configuration>
<!-- opening tags for each parent of the requested object type -->
<object-type>
<!-- optionally select specific child tags -->

</object-type>
<!-- closing tags for each parent of the requested object type -->

</configuration>
</filter>

</get-config>
</rpc>
]]>]]>

For information about the <source> tag element, see “Specifying the Source for

Configuration Information Requests Using NETCONF” on page 204.

This type of request is useful when the object’s parent hierarchy level hasmore than one

type of child object. If the requested object is the only child type that can occur in its

parent hierarchy level, then this type of request yields the same output as a request for

thecompleteparenthierarchy,which isdescribed in “RequestingaConfigurationHierarchy

Level or Container Object Without an Identifier Using NETCONF” on page 208.

The NETCONF server returns the requested objects in <data> and <rpc-reply> tag

elements. For information about the attributes in the opening <configuration> tag, see

“Specifying the Source for Configuration Information Requests Using NETCONF” on

page 204.

<rpc-reply xmlns="URN" xmlns:junos="URL">
<data>
<configuration attributes>
<!-- opening tags for each parent of the object type -->
<first-object>
<!-- child tag elements for the first object -->

</first-object>
<second-object>
<!-- child tag elements for the second object -->

</second-object>
<!-- additional instances of the object -->

<!-- closing tags for each parent of the object type -->
</configuration>

</data>
</rpc-reply>
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]]>]]>

The application can also request additional configuration elements of the same or other

types by including the appropriate tag elements in the same <get-config> tag element.

For more information, see “Requesting Multiple Configuration Elements Simultaneously

Using NETCONF” on page 222.

The followingexampleshowshowto requestcomplete informationaboutall radius-server

objects at the [edit system] hierarchy level in the candidate configuration.

Related
Documentation

Requesting Configuration Data Using NETCONF on page 202•

• Specifying the Source for Configuration Information Requests Using NETCONF on

page 204

• Specifying the Scope of Configuration Information to Return in a NETCONF Response

on page 206
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• Requesting Identifiers for Configuration Objects of a Specified Type Using NETCONF

on page 213

Requesting Identifiers for Configuration Objects of a Specified Type Using NETCONF

In aNETCONF sessionwith a device running JunosOS, to request output that shows only

the identifier for each configuration object of a specific type in a hierarchy, a client

application emits a <filter> tag element that encloses the tag elements representing all

levels of the configuration hierarchy from the root (represented by the <configuration>

tag element) down to the immediate parent level for the object type. The object type is

representedby its container tagelement enclosinganempty<name/> tag. (The<name>

tag element can always be used, even if the actual identifier tag element has a different

name. The actual name is also valid.) The entire request is enclosed in an <rpc> tag

element:

<rpc>
<get-config>
<source>
<!-- tag specifying the source configuration -->

</source>
<filter type="subtree">
<configuration>
<!-- opening tags for each parent of the object type -->
<object-type>
<name/>

</object-type>
<!-- closing tags for each parent of the object type -->

</configuration>
</filter>

</get-config>
</rpc>
]]>]]>

For information about the <source> tag element, see “Specifying the Source for

Configuration Information Requests Using NETCONF” on page 204.

NOTE: Youcannot requestonly identifiers for object types thathavemultiple
identifiers. However, for many such objects the identifiers are the only child
tag elements, so requesting complete information yields the same output
as requesting only identifiers. For instructions, see “Requesting All
Configuration Objects of a Specified Type Using NETCONF” on page 210.

The NETCONF server returns the requested objects in <data> and <rpc-reply> tag

elements (here, objects for which the identifier tag element is called <name>). For

information about the attributes in the opening <configuration> tag, see “Specifying the

Source for Configuration Information Requests Using NETCONF” on page 204.

<rpc-reply xmlns="URN" xmlns:junos="URL">
<data>
<configuration attributes>
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<!-- opening tags for each parent of the object type -->
<first-object>
<name>identifier-for-first-object</name>

</first-object>
<second-object>
<name>identifier-for-second-object</name>

</second-object>
<!-- additional objects -->

<!-- closing tags for each parent of the object type -->
</configuration>

</data>
</rpc-reply>
]]>]]>

The application can also request additional configuration elements of the same or other

types by including the appropriate tag elements in the same <get-config> tag element.

For more information, see “Requesting Multiple Configuration Elements Simultaneously

Using NETCONF” on page 222.

The following example shows how to request the identifier for each BGP neighbor

configured at the [edit protocols bgp group next-door-neighbors] hierarchy level in the

candidate configuration.
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Related
Documentation

Requesting Configuration Data Using NETCONF on page 202•

• Specifying the Source for Configuration Information Requests Using NETCONF on

page 204

• Specifying the Scope of Configuration Information to Return in a NETCONF Response

on page 206

• Requesting All ConfigurationObjects of a Specified TypeUsing NETCONF on page 210
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Requesting A Specific Configuration Object Using NETCONF

In a NETCONF session with a device running Junos OS, to request complete information

about a specific configuration object, a client application emits a <filter> tag element

that encloses the tag elements representing all levels of the configuration hierarchy from

the root (representedby the<configuration> tagelement)downto the immediateparent

level for the object.

To represent the requested object, the application emits only the container tag element

and each of its identifier tag elements, complete with identifier value, for the object. For

objects with a single identifier, the <name> tag element can always be used, even if the

actual identifier tag element has a different name. The actual name is also valid. For

objects with multiple identifiers, the actual names of the identifier tag elements must

be used. To verify the name of each of the identifiers for a configuration object, see the

Junos XML API Configuration Developer Reference. The entire request is enclosed in an

<rpc> tag element:

<rpc>
<get-config>
<source>
<!--tag specifying the source configuration -->

</source>
<filter type="subtree">
<configuration>
<!-- opening tags for each parent of the object -->
<object>
<name>identifier</name>

</object>
<!-- closing tags for each parent of the object -->

</configuration>
</filter >

</get-config>
</rpc>
]]>]]>

For information about the <source> tag element, see “Specifying the Source for

Configuration Information Requests Using NETCONF” on page 204.

TheNETCONFserver returns the requestedobject in<data>and<rpc-reply> tagelements

(here, an object for which the identifier tag element is called <name>). For information

about the attributes in the opening <configuration> tag, see “Specifying the Source for

Configuration Information Requests Using NETCONF” on page 204.

<rpc-reply xmlns="URN" xmlns:junos="URL">
<data>
<configuration attributes>
<!-- opening tags for each parent of the object -->
<object>
<name>identifier</name>
<!-- other child tag elements of the object -->

</object>
<!-- closing tags for each parent of the object -->

</configuration>
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</data>
</rpc-reply>
]]>]]>

The application can also request additional configuration elements of the same or other

types by including the appropriate tag elements in the same <get-config> tag element.

For more information, see “Requesting Multiple Configuration Elements Simultaneously

Using NETCONF” on page 222.

The following example shows how to request the contents of onemulticasting scope

called local, which is at the [edit routing-optionsmulticast]hierarchy level in the candidate

configuration. To specify the desired object, the client application emits the

<name>local</name> identifier tag element as the innermost tag element.

Related
Documentation

Requesting Configuration Data Using NETCONF on page 202•

• Specifying the Source for Configuration Information Requests Using NETCONF on

page 204
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• Specifying the Scope of Configuration Information to Return in a NETCONF Response

on page 206

• RequestingSpecific Child Tags for aConfigurationObjectUsingNETCONFonpage 218

Requesting Specific Child Tags for a Configuration Object Using NETCONF

In a NETCONF session with a device running Junos OS, to request specific child tag

elements and descendents for configuration objects, a client application emits a <filter>

tag element that encloses the tag elements representing all levels of the configuration

hierarchy from the root (represented by the <configuration> tag element) down to the

immediate parent level for the object. To represent the requested object, the application

emits its container tag element. To request a specific configuration object, include the

identifier tag element. For objects with a single identifier, the <name> tag element can

always be used, even if the actual identifier tag element has a different name. The actual

name is also valid. For objectswithmultiple identifiers, the actual names of the identifier

tag elements must be used. If you omit the identifier tag element, the server returns the

child tags for all configuration objects of that type. To select specific child tags, the client

application emits all desired child tag elements and descendents within the container

tag element. The entire request is enclosed in an <rpc> tag element:

<rpc>
<get-config>
<source>
<!-- tag specifying the source configuration -->

</source>
<filter type="subtree">
<configuration>
<!-- opening tags for each parent of the object -->
<object>
<name>identifier</name>
<first-child/>
<second-child/>
<third-child>
<!--tags for descendents-->

</third-child>
<!-- tag for each additional child to return -->

</object>
<!-- closing tags for each parent of the object -->

</configuration>
</filter>

</get-config>
</rpc>
]]>]]>

For information about the <source> tag element, see “Specifying the Source for

Configuration Information Requests Using NETCONF” on page 204.

The NETCONF server returns the requested children of the object in <data> and

<rpc-reply> tag elements (here, an object for which the identifier tag element is called

<name>). For information about the attributes in the opening <configuration> tag, see
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“Specifying the Source for Configuration Information Requests Using NETCONF” on

page 204.

<rpc-reply xmlns="URN" xmlns:junos="URL">
<data>
<configuration attributes>
<!-- opening tags for each parent of the object -->
<object>
<name>identifier</name>
<!-- requested child tags -->

</object>
<!-- closing tags for each parent of the object -->

</configuration>
</data>

</rpc-reply>
]]>]]>

The application can also request additional configuration elements of the same or other

types by including the appropriate tag elements in the same <get-config> tag element.

For more information, see “Requesting Multiple Configuration Elements Simultaneously

Using NETCONF” on page 222.

The following example shows how to request only the address of the next-hop device

for the 192.168.5.0/24 route at the [edit routing-options static] hierarchy level in the

candidate configuration.
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The following example shows how to request the addresses for all logical interfaces

configured for each physical interface within the groups hierarchy level of the candidate

configuration.

<rpc>
  <get-config>
      <source>
        <candidate/>
      </source>
      <filter type="subtree">
        <configuration>
          <groups>
            <interfaces>
              <interface>
                <unit>
                  <family>
                    <inet>
                      <address/>
                    </inet>
                  </family>
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                </unit>
              </interface>
            </interfaces>
          </groups>
        </configuration>
      </filter>
  </get-config>
</rpc>

<rpc-reply xmlns="URN" xmlns:junos="URL">
  <data>
    <configuration xmlns="URL" junos:commit-seconds=seconds
junos:commit-localtime="timestamp" junos:commit-user="user">
      <groups>
        <name>re0</name>
        <interfaces>
          <interface>
            <name>lo0</name>
            <unit>
              <name>0</name>
              <family>
                <inet>
                  <address>
                    <name>127.0.0.1/32</name>
                  </address>
                </inet>
              </family>
            </unit>
          </interface>
          <interface>
            <name>em0</name>
            <unit>
              <name>0</name>
              <family>
                <inet>
                  <address>
                    <name>198.51.100.1/24</name>
                  </address>
                  <address>
                    <name>198.51.100.11/24</name>
                  </address>
                </inet>
              </family>
            </unit>
          </interface>
        </interfaces>
      </groups>    
    </configuration>
  </data>
</rpc-reply>

Related
Documentation

Requesting Configuration Data Using NETCONF on page 202•

• Specifying the Source for Configuration Information Requests Using NETCONF on

page 204

• Specifying the Scope of Configuration Information to Return in a NETCONF Response

on page 206

• Requesting A Specific Configuration Object Using NETCONF on page 216
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• Requesting Multiple Configuration Elements Simultaneously Using NETCONF on

page 222

RequestingMultiple Configuration Elements Simultaneously Using NETCONF

In a NETCONF session with a device running Junos OS, a client application can request

multiple configuration elementsof the same typeor different typeswithin a<get-config>

tag element. The request includes only one <filter> and <configuration> tag element

(the NETCONF server returns an error if there is more than one of each).

If two requestedobjectshave the sameparenthierarchy level, the client caneither include

both requests within one parent tag element, or repeat the parent tag element for each

request. For example, at the [edit system] hierarchy level the client can request the list

of configured services and the identifier tag element for RADIUS servers in either of the

following two ways:

<!-- both requests in one <system> tag element -->
<rpc>
    <get-config>
        <source>
            <!-- tag specifying the source configuration -->
        </source>
        <filter type="subtree">
            <configuration>
                <system>
                    <services/>
                    <radius-server>
                        <name/>
                    </radius-server>
                </system>
            </configuration>
        </filter>
    </get-config>
</rpc>
]]>]]>
<!-- separate <system> tag element for each element -->
<rpc>
    <get-config>
        <source>
            <!-- tag specifying the source configuration -->
        </source>
        <filter type="subtree">
            <configuration>
                <system>
                    <services/>
                </system>
                <system>
                    <radius-server>
                        <name/>
                    </radius-server>
                </system>
            </configuration>
        </filter>
    </get-config>
</rpc>
]]>]]>
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The client can combine requests for any of the following types of information:

• Requesting a Configuration Hierarchy Level or Container Object Without an Identifier

Using NETCONF on page 208

• Requesting All ConfigurationObjects of a Specified TypeUsing NETCONF on page 210

• Requesting Identifiers for Configuration Objects of a Specified Type Using NETCONF

on page 213

• Requesting A Specific Configuration Object Using NETCONF on page 216

• RequestingSpecific Child Tags for aConfigurationObjectUsingNETCONFonpage 218

Related
Documentation

Requesting Configuration Data Using NETCONF on page 202•

• Specifying the Source for Configuration Information Requests Using NETCONF on

page 204

• Specifying the Scope of Configuration Information to Return in a NETCONF Response

on page 206

Requesting a Previous (Rollback) Configuration Using NETCONF

In aNETCONFsessionwith adevice running JunosOS, to request apreviously committed

(rollback) configuration, a client application emits the Junos XML

<get-rollback-information> tag element and its child <rollback> tag element in an <rpc>

tag element. This operation is equivalent to the show system rollback operational mode

command. The <rollback> tag element specifies the index number of the previous

configuration to display; its value can be from 0 (zero, for the most recently committed

configuration) through 49.

To request Junos XML-tagged output, the application either includes the <format> tag

elementwith the value xml or omits the <format> tag element (Junos XML tag elements

are the default):

<rpc>
<get-rollback-information>
<rollback> index-number </rollback>

</get-rollback-information>
</rpc>
]]>]]>

The NETCONF server encloses its response in <rpc-reply>, <rollback-information>, and

<configuration> tag elements. The <ok/> tag is a side effect of the implementation and

does not affect the results. For information about the attributes in the opening

<configuration> tag, see “Specifying the Source for Configuration Information Requests

Using NETCONF” on page 204.

<rpc-reply xmlns="URN" xmlns:junos="URL">
    <rollback-information>
        <ok/>
        <configuration attributes>

223Copyright © 2017, Juniper Networks, Inc.

Chapter 14: Requesting Configuration Information Using NETCONF



            <!-- tag elements representing the complete previous configuration
 -->
        </configuration>
    </rollback-information>
</rpc-reply>
]]>]]>

To request formatted ASCII output, the application includes the <format> tag element

with the value text.

<rpc>
<get-rollback-information>
<rollback>index-number</rollback>
<format>text</format>

</get-rollback-information>
</rpc>
]]>]]>

The NETCONF server encloses its response in <rpc-reply>, <rollback-information>,

<configuration-information>, and <configuration-output> tag elements. For more

information about the formatted ASCII notation used in Junos OS configuration

statements, see the CLI User Guide.

<rpc-reply xmlns="URN" xmlns:junos="URL">
    <rollback-information>
        <ok/>
        <configuration-information>
            <configuration-output>
                    /* formatted ASCII representing the complete previous 
configuration*/
            </configuration-output>
        </configuration-information>
    </rollback-information>
</rpc-reply>
]]>]]>

Starting in Junos OS Release 16.1, to request a previously committed (rollback)
configuration in JSON format, the application includes the <format> tag element with
the value json in the <get-rollback-information> element. Prior to Junos OS Release 16.1,
JSON-formatted data was requested by including the format="json" attribute in the
opening <get-rollback-information> tag.

<rpc>
<get-rollback-information>
<rollback>index-number</rollback>
<format>json</format>

</get-rollback-information>
</rpc>
]]>]]>
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When you use the format="json" attribute to specify the format, the NETCONF server
encloses its response in an <rpc-reply> element, the field name for the top-level JSON
member is "rollback-information", and the emitted configuration data uses an older
implementation for serialization. When you use the <format>json</format> element to
request JSON-formatted data, theNETCONF server encloses its response in<rpc-reply>,
<rollback-information>, <configuration-information>, and <json-output> tag elements,
the field name for the top-level JSONmember is "configuration", and the emitted
configuration data uses a newer implementation for serialization.

<rpc-reply xmlns="URN" xmlns:junos="URL">
    <rollback-information>
        <ok/>
        <configuration-information>
            <json-output>
                <!-- JSON data for the complete previous configuration -->
            </json-output>
        </configuration-information>
    </rollback-information>
</rpc-reply>
]]>]]>

The following example shows how to request Junos XML-tagged output for the rollback

configuration thathasan indexof 2. In actual output, the Junos-version variable is replaced

by a value such as 17.3R1 for the initial version of Junos OS Release 17.3.
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Release History Table DescriptionRelease

Starting in Junos OS Release 16.1, to request a previously committed (rollback)
configuration in JSON format, the application includes the <format> tag element
with the value json in the <get-rollback-information> element. Prior to Junos
OS Release 16.1, JSON-formatted data was requested by including the
format="json" attribute in the opening <get-rollback-information> tag.

16.1

Related
Documentation

Comparing Two Previous (Rollback) Configurations Using NETCONF on page 226•

• Requesting the Rescue Configuration Using NETCONF on page 228

Comparing Two Previous (Rollback) Configurations Using NETCONF

In a NETCONF session with a device running Junos OS, to compare the contents of two

previously committed (rollback) configurations, a client application emits the JunosXML

<get-rollback-information> tag element and its child <rollback> and <compare> tag

elements inan<rpc> tagelement. Thisoperation is equivalent to the showsystemrollback

operational mode command with the compare option. The <rollback> tag element

specifies the index number of the configuration that is the basis for comparison. The

<compare> tag element specifies the index number of the configuration to comparewith

thebase configuration. Valid values in both tag elements range from0(zero, for themost

recently committed configuration) through 49:

<rpc>
<get-rollback-information>

<rollback>index-number</rollback>
<compare>index-number</compare>

</get-rollback-information>
</rpc>
]]>]]>

NOTE: The output correspondsmore logically to the chronological order of
changes if the older configuration (the one with the higher index number) is
the base configuration. Its index number is enclosed in the <rollback> tag

element and the index of themore recent configuration is enclosed in the
<compare> tag element.
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The NETCONF server encloses its response in <rpc-reply>, <rollback-information>,
<configuration-information>, and <configuration-output> tag elements. The <ok/> tag
is a side effect of the implementation and does not affect the results.

The information in the<configuration-output> tagelement is formattedASCII and includes
a banner line (such as [edit interfaces]) for each hierarchy level at which the two
configurations differ. Each line between banner lines begins with either a plus sign (+)
or a minus sign (–). The plus sign indicates that adding the statement to the base
configuration results in the second configuration, whereas aminus sign means that
removing the statement from the base configuration results in the second configuration.

<rpc-reply xmlns="URN" xmlns:junos="URL">
    <rollback-information>
        <ok/>
        <configuration-information>
            <configuration-output>
               /* formatted ASCII representing the changes */
            </configuration-output>
        </configuration-information>
    </rollback-information>
</rpc-reply>
]]>]]>

The followingexampleshowshowto requestacomparisonof the rollbackconfigurations

that have indexes of 20 and 4.
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Related
Documentation

Requesting a Previous (Rollback) Configuration Using NETCONF on page 223•

• Requesting the Rescue Configuration Using NETCONF on page 228

Requesting the Rescue Configuration Using NETCONF

The rescue configuration is a configuration saved in case it is necessary to restore a valid,

nondefault configuration. (To create a rescue configuration in a NETCONF session, use

the Junos XML <request-save-rescue-configuration> tag element or the

request system configuration rescue save CLI operational mode command. For more

information, see the Junos XML API Operational Developer Reference or the CLI Explorer.)

In a NETCONF session with a device running Junos OS, a client application requests the

rescue configuration by emitting the Junos XML <get-rescue-information> tag element

in an <rpc> tag element. This operation is equivalent to the show system configuration

rescue operational mode command.
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To request Junos XML-tagged output, the application either includes the <format> tag

elementwith the value xml or omits the <format> tag element (Junos XML tag elements

are the default):

<rpc>
<get-rescue-information/>

</rpc>
]]>]]>

The NETCONF server encloses its response in <rpc-reply>, <rescue-information>, and

<configuration> tag elements. The <ok/> tag is a side effect of the implementation and

does not affect the results. For information about the attributes in the opening

<configuration> tag, see “Specifying the Source for Configuration Information Requests

Using NETCONF” on page 204.

<rpc-reply xmlns="URN" xmlns:junos="URL">
    <rescue-information>
        <ok/>
        <configuration attributes
            <!-- tag elements representing the rescue configuration -->
        </configuration>
    </rescue-information>
</rpc-reply>
]]>]]>

To request formatted ASCII output, the application includes the <format> tag element

with the value text.

<rpc>
<get-rescue-information>
<format>text</format>

</get-rescue-information>
</rpc>
]]>]]>

The NETCONF server encloses its response in <rpc-reply>, <rescue-information>,

<configuration-information>, and <configuration-output> tag elements. For more

information about the formatted ASCII notation used in Junos OS configuration

statements, see the CLI User Guide.

<rpc-reply xmlns="URN" xmlns:junos="URL">
    <rescue-information>
        <ok/>
        <configuration-information>
            <configuration-output>
                    /* formatted ASCII for the rescue configuration*/
            </configuration-output>
        </configuration-information>
    </rescue-information>
</rpc-reply>
]]>]]>
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Starting in Junos OS Release 16.1, to request the rescue configuration in JSON format,
the application includes the <format> tag element with the value json in the
<get-rescue-information> element. Prior to Junos OS Release 16.1, JSON-formatted data
was requested by including the format="json" attribute in the opening
<get-rescue-information> tag.

<rpc>
<get-rescue-information>
<format>json</format>

</get-rescue-information>
</rpc>
]]>]]>

When you use the format="json" attribute to specify the format, the NETCONF server
encloses its response in an <rpc-reply> element, the field name for the top-level JSON
member is "rescue-information", and the emitted configuration data uses an older
implementation for serialization. When you use the <format>json</format> element to
request JSON-formatted data, theNETCONF server encloses its response in<rpc-reply>,
<rescue-information>,<configuration-information>, and<json-output> tagelements, the
fieldnamefor the top-level JSONmember is "configuration", and theemittedconfiguration
data uses a newer implementation for serialization.

<rpc-reply xmlns="URN" xmlns:junos="URL">
    <rescue-information>
        <ok/>
        <configuration-information>
            <json-output>
                {
                    "configuration" : {
                        <!-- JSON data representing the rescue configuration
 -->
                    }
                }
            </json-output>
        </configuration-information>
    </rescue-information>
</rpc-reply>
]]>]]>

Release History Table DescriptionRelease

Starting in Junos OS Release 16.1, to request the rescue configuration in JSON
format, the application includes the<format> tag element with the value json in
the <get-rescue-information> element. Prior to Junos OS Release 16.1,
JSON-formatted data was requested by including the format="json" attribute in
the opening <get-rescue-information> tag.

16.1

Related
Documentation

Requesting a Previous (Rollback) Configuration Using NETCONF on page 223•

• Comparing Two Previous (Rollback) Configurations Using NETCONF on page 226

Copyright © 2017, Juniper Networks, Inc.230

NETCONF XMLManagement Protocol Developer Guide



Requesting an XML Schema for the Configuration Hierarchy Using NETCONF

The schema represents all configuration elements available in the version of the Junos

OS that is running on a device. (To determine the Junos OS version, emit the

<get-software-information> operational request tag element, which is documented in

the Junos XML API Operational Developer Reference.)

Clientapplicationscanuse theschematovalidate theconfigurationonadeviceor simply

to learn which configuration statements are available in the version of the Junos OS

running on the device. The schema does not indicate which elements are actually

configured or even that an element can be configured on that type of device (some

configuration statements are available only on certain device types). To request the set

of currently configured elements and their settings, emit the <get-config> tag element

instead, as described in “Requesting Configuration Data Using NETCONF” on page 202.

Explaining the structure and notational conventions of the XML Schema language is

beyond the scope of this document. For information, see XML Schema Part 0: Primer,

available from theWorldWideWeb Consortium (W3C) at

http://www.w3.org/TR/xmlschema-0/ . The primer provides a basic introduction and lists

the formal specifications where you can find detailed information.

For further information, see the following sections:

• Requesting an XML Schema for the Configuration Hierarchy on page 231

• Creating the junos.xsd File on page 232

• Example: Requesting an XML Schema on page 232

Requesting an XML Schema for the Configuration Hierarchy

In a NETCONF session with a device running Junos OS, to request an XML

Schema-language representationof theentire configurationhierarchy, a clientapplication

emits theJunosXML<get-xnm-information> tagelementand its<type>and<namespace>

child tag elements with the indicated values in an <rpc> tag element:

<rpc>
<get-xnm-information>

<type>xml-schema</type>
<namespace>junos-configuration</namespace>

</get-xnm-information>
</rpc>
]]>]]>

The NETCONF server encloses the XML schema in <rpc-reply> and <xsd:schema> tag

elements:

<rpc-reply xmlns="URN" xmlns:junos="URL">
    <xsd:schema>
        <!-- tag elements for the Junos XML schema -->
    </xsd:schema>
</rpc-reply>
]]>]]>
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Creating the junos.xsd File

Mostof the tagelementsdefined in the schema returned in the<xsd:schema> tagbelong

to the default namespace for Junos OS configuration elements. However, at least one

tag, <junos:comment>, belongs to a different namespace:

http://xml.juniper.net/junos/Junos-version/junos. ByXMLconvention, a schemadescribes

only one namespace, so schema validators need to import information about any

additional namespaces before they can process the schema.

Starting with Junos OS Release 6.4, the <xsd:import> tag element is enclosed in the

<xsd:schema> tag element and references the file junos.xsd, which contains the required

information about the junos namespace. For example, the following <xsd:import> tag

element specifies the file for Junos OS Release 17.3R1 (and appears on two lines for

legibility only):

<xsd:import schemaLocation="junos.xsd" \ 
        namespace="http://xml.juniper.net/junos/17.3R1/junos"/>

To enable the schema validator to interpret the <xsd:import> tag element, youmust

manually create a file called junos.xsd in the directory where you place the .xsd file that

contains the complete Junos OS configuration schema. Include the following text in the

file. Do not use line breaks in the list of attributes in the opening <xsd:schema> tag. Line

breaks appear in the following example for legibility only. For the Junos-version variable,

substitute the release number of the JunosOS running on the device (for example, 17.3R1

for the first release of Junos OS 17.3).

<?xml version="1.0" encoding="us-ascii"?>
<xsd:schema elementFormDefault="qualified" \
        attributeFormDefault="unqualified" \
        xmlns:xsd="http://www.w3.org/2001/XMLSchema" \
        targetNamespace="http://xml.juniper.net/junos/Junos-version/junos">
    <xsd:element name="comment" type="xsd:string"/>
</xsd:schema>

NOTE: Schema validators might not be able to process the schema if they
cannot locate or open the junos.xsd file.

Whenever you change the version of Junos OS running on the device,
remember to update the Junos-version variable in the junos.xsd file tomatch.

Example: Requesting an XML Schema

The following examples show how to request the Junos OS configuration schema. In the

NETCONF server’s response, the first <xsd:element> statement defines the

<undocumented> JunosXMLtagelement,whichcanbeenclosed inmostother container

tag elements defined in the schema (container tag elements are defined as

<xsd:complexType>).

The attributes in the opening tags of the NETCONF server’s response appear onmultiple

lines for legibility only. The NETCONF server does not insert newline characters within
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tags or tag elements. Also, in actual output the JUNOS-version variable is replaced by a

value such as 17.3R1 for the initial version of Junos OS Release 17.3.

Another <xsd:element> statement near the beginning of the schema defines the Junos

XML <configuration> tag element. It encloses the <xsd:element> statement that defines

the <system> tag element, which corresponds to the [edit system] hierarchy level. The

statements corresponding to other hierarchy levels are omitted for brevity.
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Related
Documentation

• Requesting Configuration Data Using NETCONF on page 202

• Specifying the Source for Configuration Information Requests Using NETCONF on

page 204

• Specifying the Scope of Configuration Information to Return in a NETCONF Response

on page 206
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PART 5

NETCONF Utilities

• NETCONF Perl Client on page 237

• Developing NETCONF Perl Client Applications on page 241

• NETCONF Java Toolkit on page 261
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CHAPTER 15

NETCONF Perl Client

• Understanding the NETCONF Perl Client and Sample Scripts on page 237

• Installing the NETCONF Perl Client on page 239

Understanding the NETCONF Perl Client and Sample Scripts

Devices running Junos OS support the NETCONF XMLmanagement protocol, which

enables client applications to request and change configuration information on the

devices. TheNETCONFprotocol usesanExtensibleMarkupLanguage (XML)-baseddata

encoding for the configuration data and remote procedure calls. The Juniper Networks

NETCONF Perl API enables programmers familiar with the Perl programming language

tocreate their ownPerl applications tomanagedevices running JunosOSoverNETCONF.

NOTE: Prior to JunosOSRelease 16.1, every JunosOS release includedanew,
release-dependent version of the NETCONF Perl client. Beginning in Junos
OS Release 16.1, the NETCONF Perl client is release-independent, is hosted
on GitHub and CPAN, and canmanage devices running any version of the
JunosOS release. Themodules and sample scripts in the release-dependent
versions of the NETCONF Perl distribution differ from those in the
release-independent version hosted on GitHub and CPAN.

This section includes the following topics:

• NETCONF Perl Client Modules on page 237

• Sample Scripts on page 239

NETCONF Perl Client Modules

Table 5 on page 238 summarizes themodules in the release-independent version of the

NETCONF Perl library. The Net::Netconf::Managermodule provides an object-oriented

interface for communicatingwith theNETCONF server on devices running JunosOS, and

enables you to easily connect to the device, establish a NETCONF session, and execute

operational and configuration requests. Client applications only directly invoke the

Net::Netconf::Manager object. When the client application creates aManager object, it

supplies the device name and the login name to use when accessing the device. The

login name determines the client application's access level on the device.
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Table 5: NETCONF Perl Modules

DescriptionModule

Creates an Access object based on the access method type specified when
instantiating the object. Themodule is responsible for calling the connect()
method to establish a sessionwith theNETCONFserver at thedestination host
and for exchanginghellopacketswith the server after the session is established.

Access

Declares all NETCONF constants.Constants

Implements an object-oriented interface to the NETCONF API supported by
devices running Junos OS. Objects of this class represent the local side of the
connection to thedevice,whichcommunicates to theclient using theNETCONF
protocol.

Device

Facilitates the development of XML documents for both operational and
configuration requests.

Themodule uses XML::LibXML as a base library, but provides Junos OS
CLI-specific features tomanipulate the configuration, corresponding to the CLI
commands: delete, activate, deactivate, insert, and rename.

EzEditXML

Instantiates and returns a NETCONF or Junos XML Device object depending on
which server is requested.

Manager

SAX-based parser that parses responses from the NETCONF server.SAXHandler

Provides SSHaccess to aNet::Netconf::Access instance, andmanages the SSH
connectionwith the destination host. The underlyingmechanism formanaging
the SSH connection is based on OpenSSH.

SSH

Provides tracing levels andenables tracingbasedon the requesteddebug level.Trace

NOTE: The followingmodule is new in the release-independent version of
the NETCONF Perl client: EzEditXML.

The followingmodules were removed in the release-independent version of
the NETCONF Perl client: Transform, Plugins, and Version.

Client applications can also leverage Perl modules in the public domain to ease the

development of NETCONF Perl client applications. Because NETCONF uses XML-based

dataencoding, clientapplicationscanmakeuseof themanyPerlmodules thatmanipulate

XML data.

You can use theNETCONFPerl client to createPerl applications that connect to a device,

establish a NETCONF session, and execute operations. The communication between

the client and theNETCONF server on the device through theNETCONFPerl API involves

the following steps:
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• Establishing a NETCONF session over SSHv2 between the client application and the

NETCONF server on the device running Junos OS.

• CreatingRPCs corresponding to requests and sending these requests to theNETCONF

server.

• Receiving and processing the RPC replies from the NETCONF server.

Sample Scripts

TheNETCONFPerl distribution includes an examplesdirectorywith the following sample

scripts that illustratehowtouse themodules toperformvarious functions. For instructions

on running the scripts, see the README file in the NETCONF Perl GitHub repository at

https://github.com/Juniper/netconf-perl.

• diagnose_bgp/diagnose_bgp.pl—Illustrates how tomonitor the status of the device

and diagnose problems. The script extracts and displays information about a device's

unestablished Border Gateway Protocol (BGP) peers from the full set of BGP

configuration data.

• get_chassis_inventory/get_chassis_inventory.pl—Illustrates how to use a predefined

query to request information from a device. The sample script invokes the

get_chassis_inventory query with the detail option to request the same information as

returned by the Junos XML <get-chassis-inventory><detail/></get-chassis-inventory>

request and the CLI operational mode command show chassis hardware detail.

• edit_configuration/edit_configuration.pl—Illustrates how to configure the device by

loading a file that contains configuration data formattedwith JunosXML tag elements.

The distribution includes a sample configuration file, config.xml; however, you can

specify a different configuration file on the command line when you invoke the script.

Release History Table DescriptionRelease

Beginning in JunosOSRelease 16.1, theNETCONFPerl client is release-independent,
is hosted onGitHub andCPAN, and canmanage devices running any version of the
Junos OS release. Themodules and sample scripts in the release-dependent
versions of the NETCONF Perl distribution differ from those in the
release-independent version hosted on GitHub and CPAN.

16.1

Related
Documentation

Installing the NETCONF Perl Client on page 239•

• Writing NETCONF Perl Client Applications on page 241

Installing the NETCONF Perl Client

The Juniper Networks NETCONF Perl API enables programmers familiar with the Perl

programming language to create their own Perl applications to manage and configure

routing, switching, and security devices running Junos OS. The NETCONF Perl client,

which is availableonGitHuband through theComprehensivePerlArchiveNetwork (CPAN),
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is independent of the Junos OS release running on themanaged devices. You can use

the same client installation to manage devices running any Junos OS release.

The NETCONF Perl distribution uses the same directory structure for Perl modules as

CPAN. This includes a lib directory for the NET::Netconfmodule and its supporting files,

and an examples directory for sample scripts. You install the NETCONF Perl distribution

on a device running a Unix-like operating system. After you install the software, you can

create Perl applications to connect to a device running Junos OS, establish a NETCONF

session, and execute operations.

For information about installing the NETCONF Perl API, follow the instructions in the

README file located in the NETCONF Perl GitHub repository at

https://github.com/Juniper/netconf-perl.

NOTE: Beginning in Junos OS Release 16.1, the NETCONF Perl client is
release-independent, ishostedonGitHubandCPAN,andcanmanagedevices
running any version of the Junos OS release. Prior to Junos OS Release 16.1,
every Junos OS release included a new version of the NETCONF Perl client.
This release-dependent NETCONF Perl client required that you install a
version of the client equal to or greater than the version of the Junos OS
release running on amanaged device. Doing this ensured support for all
operations in that release. The release-independent distribution of the
NETCONF Perl client on GitHub and CPAN removes these dependencies so
that the client canmanage devices running any version of the Junos OS
release.

Release History Table DescriptionRelease

Beginning in Junos OS Release 16.1, the NETCONF Perl client is
release-independent, is hostedonGitHubandCPAN, andcanmanagedevices
running any version of the Junos OS release.

16.1

Related
Documentation

• Understanding the NETCONF Perl Client and Sample Scripts on page 237
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CHAPTER 16

Developing NETCONF Perl Client
Applications

• Writing NETCONF Perl Client Applications on page 241

• Importing Perl Modules and Declaring Constants in NETCONF Perl Client

Applications on page 243

• Connecting to the NETCONF Server in Perl Client Applications on page 244

• Collecting Parameters Interactively in NETCONF Perl Client Applications on page 246

• Submitting a Request to the NETCONF Server in Perl Client Applications on page 249

• Example: Requesting an Inventory of Hardware Components Using a NETCONF Perl

Client Application on page 254

• Example: Changing the Configuration Using a NETCONF Perl Client

Application on page 255

• Parsing the NETCONF Server Response in Perl Client Applications on page 258

• Closing theConnection to theNETCONFServer in Perl Client Applications onpage 260

Writing NETCONF Perl Client Applications

The Juniper Networks NETCONF Perl client enables programmers familiar with the Perl

programming language to create their own Perl applications to manage and configure

routing, switching, and security devices running Junos OS. The Net::Netconf::Manager

moduleprovidesanobject-oriented interface for communicatingwithaNETCONFserver

on devices running Junos OS, and enables you to connect to the device, establish a

NETCONF session, and execute operational and configuration requests.

The following outline lists the basic tasks involved in writing a NETCONF Perl client

application that manages a device running Junos OS. Each task provides a link to more

detailed information about performing that task.

1. Import Perl Modules and Declare Constants—“Importing Perl Modules and Declaring

Constants in NETCONF Perl Client Applications” on page 243

2. Connect to the NETCONF Server—“Connecting to the NETCONF Server in Perl Client

Applications” on page 244 and “Collecting Parameters Interactively in NETCONF Perl

Client Applications” on page 246
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3. Submit Requests to the NETCONF Server—“Submitting a Request to the NETCONF

Server in Perl Client Applications” on page 249

4. Parse and Format the Response from the NETCONF Server—“Parsing the NETCONF

Server Response in Perl Client Applications” on page 258

5. Close the Connection to the NETCONF Server—“Closing the Connection to the

NETCONF Server in Perl Client Applications” on page 260

The tasks are illustrated in the following example, which uses the Net::Netconf::Manager

object to request information froma device running JunosOS. The example presents the

minimum code required to execute a simple query.

NOTE: Prior to JunosOSRelease 16.1, every JunosOS release included a new,
release-dependent version of the NETCONF Perl client. Beginning in Junos
OS Release 16.1, the NETCONF Perl client is release-independent, is hosted
on GitHub and CPAN, and canmanage devices running any version of the
Junos OS release. The sample scripts in the release-dependent versions of
the NETCONF Perl distribution differ from those in the release-independent
version hosted on GitHub and CPAN.

1. Import required modules and declare constants.

use strict;
use Carp;
use Net::Netconf::Manager;

2. Create aManager object and connect to the device.

my %deviceinfo = (
   access => "ssh",
   login => "johndoe",
   password => "password123",
   hostname => "Router1"
);
my $jnx = new Net::Netconf::Manager(%deviceinfo);

unless ( ref $jnx ) {
   croak "ERROR: $deviceinfo{hostname}: failed to connect.\n";
}

3. Construct the query and send it to the NETCONF server.

my $query = "get_chassis_inventory";
my $res = $jnx->$query();

4. Process the response as needed.

print "Server response: \n $jnx->{'server_response'} \n";
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5. Disconnect from the NETCONF server.

$jnx->disconnect();

Release History Table DescriptionRelease

Beginning in JunosOSRelease 16.1, theNETCONFPerl client is release-independent,
is hosted on GitHub and CPAN, and canmanage devices running any version of
the Junos OS release. The sample scripts in the release-dependent versions of the
NETCONF Perl distribution differ from those in the release-independent version
hosted on GitHub and CPAN.

16.1

Related
Documentation

Understanding the NETCONF Perl Client and Sample Scripts on page 237•

ImportingPerlModules andDeclaringConstants inNETCONFPerl Client Applications

When creating a NETCONF Perl client application, include the following statement at
the start of the application. This statement imports the functions provided by the
Net::Netconf::Manager object, which the application uses to connect to the NETCONF
server on a device.

use Net::Netconf::Manager;

Include statements to import other Perl modules as appropriate for your application. For

example, several of the sample scripts included in the NETCONF Perl distribution import

the following standard Perlmodules, which include functions that handle input from the

command line:

• Carp—Includes functions for user error warnings.

• Getopt::Std—Includes functions for reading in keyed options from the command line.

• Term::ReadKey—Includes functions for controlling terminal modes, for example

suppressing onscreen echo of a typed string such as a password.

If the application uses constants, declare their values at this point. For example, the
sample script diagnose_bgp.pl includes the following statement to declare a constant
for the access method:

use constant VALID_ACCESS_METHOD => 'ssh';

The edit_configuration.pl sample script includes the following statements to declare
constants for reporting return codes and the status of the configuration database:

use constant REPORT_SUCCESS => 1;
use constant REPORT_FAILURE => 0;
use constant STATE_CONNECTED => 1;
use constant STATE_LOCKED => 2;
use constant STATE_CONFIG_LOADED => 3;

Related
Documentation

Writing NETCONF Perl Client Applications on page 241•

• Connecting to the NETCONF Server in Perl Client Applications on page 244
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Connecting to the NETCONF Server in Perl Client Applications

The following sections explain how to use the NET::Netconf::Manager object in a Perl

client application to connect to the NETCONF server on a device running Junos OS:

• Satisfy Protocol Prerequisites on page 244

• Group Requests on page 244

• Obtain and Record Parameters Required by the NET::Netconf::Manager

Object on page 244

• Obtaining Application-Specific Parameters on page 245

• Establishing the Connection on page 245

Satisfy Protocol Prerequisites

The NETCONF server supports several access protocols. For each connection to the

NETCONF server on adevice running JunosOS, the applicationmust specify the protocol

it is using. Perl client applications can communicate with the NETCONF server via SSH

only.

Before your application can run, youmust satisfy the prerequisites for SSH. This involves

enabling NETCONF on the device by configuring the set system services netconf ssh

statement.

Group Requests

Establishing a connection to the NETCONF server on a device running Junos OS is one

of themore time-intensiveand resource-intensive functionsperformedbyanapplication.

If the application sendsmultiple requests to a device, it makes sense to send all of them

within the context of one connection. If your application sends the same requests to

multiple devices, you can structure the script to iterate through either the set of devices

or the set of requests. Keep in mind, however, that your application can effectively send

only one request to one NETCONF server at a time. This is because the

NET::Netconf::Manager object does not return control to the application until it receives

the closing </rpc-reply> tag that represents the end of the NETCONF server's response

to the current request.

Obtain and Record Parameters Required by the NET::Netconf::Manager Object

The NET::Netconf::Manager object takes the following required parameters, specified as

keys in a Perl hash:

• access—The access protocol to use when communicating with the NETCONF server.

Before the application runs, satisfy the SSH prerequisites.

• hostname—Thenameof the device towhich to connect. For best results, specify either

a fully-qualified hostname or an IP address.
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• login—The username under which to establish the connection to the NETCONF server

and issue requests. The usernamemust already exist on the specified device and have

the permission bits necessary for making the requests invoked by the application.

• password—The password corresponding to the username.

The sample scripts in theNETCONFPerl distribution record the parameters in aPerl hash
called%deviceinfo, declared as follows:

my %deviceinfo = (
        'access' => $access,
        'login' => $login,
        'password' => $password,
        'hostname' => $hostname,
);

Thesamplescripts included in theNETCONFPerl clientdistributionobtain theparameters

from options entered on the command line by a user. For more information about

collecting parameter values interactively, see “Collecting Parameters Interactively in

NETCONFPerl Client Applications” on page 246. Your application can also obtain values

for the parameters from a file or database, or you can hardcode one or more of the

parameters into the application code if they are constant.

Obtaining Application-Specific Parameters

In addition to the parameters required by theNET::Netconf::Manager object, applications

might need to define other parameters, such as the name of the file towhich towrite the

data returned by the NETCONF server in response to a request.

As with the parameters required by the NET::Netconf::Manager object, the client

application can hardcode the values in the application code, obtain them from a file, or

obtain them interactively. The sample scripts obtain values for these parameters from

command-line options in the samemanner as they obtain the parameters required by

the NET::Netconf::Manager object. Several examples follow.

The following line enables a debugging trace if the user includes the -d command-line
option:

my $debug_level = $opt{'d'};

The following line sets the $outputfile variable to the value specified by the -o
command-line option. It names the local file to which the NETCONF server's response
is written. If the -o option is not provided, the variable is set to the empty string.

my $outputfile = $opt{'o'} || "";

Establishing the Connection

After obtaining values for the parameters required for theNET::Netconf::Manager object,
each sample script records them in the%deviceinfo hash.

my %deviceinfo = ( 
      'access' => $access,
      'login' => $login,
      'password' => $password,
      'hostname' => $hostname,
);
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The script then invokes the NETCONF-specific new subroutine to create a
NET::Netconf::Manager object and establish a connection to the specified routing,
switching, or security platform. If the connection attempt fails (as tested by the ref
operator), the script exits.

my $jnx = new Net::Netconf::Manager(%deviceinfo);
unless (ref $jnx) {
    croak "ERROR: $deviceinfo{hostname}: failed to connect.\n";
}

Related
Documentation

Writing NETCONF Perl Client Applications on page 241•

• Importing Perl Modules and Declaring Constants in NETCONF Perl Client Applications

on page 243

• Collecting Parameters Interactively in NETCONF Perl Client Applications on page 246

• Submitting a Request to the NETCONF Server in Perl Client Applications on page 249

• Closing theConnection to theNETCONFServer in Perl Client Applications onpage 260

Collecting Parameters Interactively in NETCONF Perl Client Applications

In a NETCONF Perl client application, a script can interactively obtain the parameters

required by the NET::Netconf::Manager object from the command-line.

The NETCONF Perl distribution includes several sample Perl scripts to perform various

functions on devices running Junos OS. Each sample script obtains the parameters

required by the NET::Netconf::Manager object from command-line options provided by

the user who invokes the script. The scripts use the getopts function defined in the

Getopt::Std Perl module to read the options from the command line and then record the

options in a Perl hash called%opt. (Scripts used in production environments probably

do not obtain parameters interactively, so this section is important mostly for

understanding the sample scripts.)

The following example references the get_chassis_inventory.pl sample script from the

NETCONF Perl GitHub repository at

https://github.com/Juniper/netconf-perl/tree/master/examples/get_chassis_inventory.

NOTE: Prior to JunosOSRelease 16.1, every JunosOS release includedanew,
release-dependent version of the NETCONF Perl client. Beginning in Junos
OS Release 16.1, the NETCONF Perl client is release-independent, is hosted
on GitHub and CPAN, and canmanage devices running any version of the
Junos OS release. The sample scripts in the release-dependent versions of
the NETCONF Perl distribution differ from those in the release-independent
version hosted on GitHub and CPAN.

The first parameter to the getopts function defines the acceptable options, which vary

depending on the application. A colon after the option letter indicates that it takes an

argument.

Copyright © 2017, Juniper Networks, Inc.246

NETCONF XMLManagement Protocol Developer Guide

https://github.com/Juniper/netconf-perl/tree/master/examples/get_chassis_inventory


The second parameter, \%opt, specifies that the values are recorded in the%opt hash.
If the user does not provide at least one option, provides an invalid option, or provides
the -h option, the script invokes the output_usage subroutine, which prints a usage
message to the screen.

my %opt;
getopts('l:p:d:f:m:o:h', \%opt) || output_usage();
output_usage() if $opt{'h'};

The following code defines the output_usage subroutine for the get_chassis_inventory.pl
sample script. The contents of themy $usage definition and theWhere andOptions
sections are specific to the script, and differ for each application.

sub output_usage
{
    my $usage = "Usage: $0 [options] <target>

Where:

  <target>   The hostname of the target device.

Options:

  -l <login>    A login name accepted by the target device.
  -p <password> The password for the login name.
  -m <access>   Access method. The only supported method is 'ssh'.
  -f <xmlfile>  The name of the XML file to print server response to.
                Default: chassis_inventory.xml
  -o <filename> output is written to this file instead of standard output.
  -d <level>    Debug level [1-6]\n\n";

    croak $usage;
}

The get_chassis_inventory.pl script includes the following code to obtain values from the
command line for theparameters requiredby theNET::Netconf::Managerobject.Adetailed
discussion of the various functional units follows the complete code sample.

# Get the hostname
my $hostname = shift || output_usage();

# Get the access method, can be ssh only
my $access = $opt{'m'} || 'ssh';
use constant VALID_ACCESS_METHOD => 'ssh';
output_usage() unless (VALID_ACCESS_METHOD =~ /$access/);

# Check for login name. If not provided, prompt for it
my $login = "";
if ($opt{'l'}) {
    $login = $opt{'l'};
} else {
    print STDERR "login: ";
    $login = ReadLine 0;
    chomp $login;
}

# Check for password. If not provided, prompt for it
my $password = "";
if ($opt{'p'}) {
    $password = $opt{'p'};
} else {
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    print STDERR "password: ";
    ReadMode 'noecho';
    $password = ReadLine 0;
    chomp $password;
    ReadMode 'normal';
    print STDERR "\n";
}

In the first line of the preceding code sample, the script uses the Perl shift function to
read the hostname from the end of the command line. If the hostname is missing, the
script invokes the output_usage subroutine to print the usagemessage, which specifies
that a hostname is required.

my $hostname = shift || output_usage();

The script next determines which access protocol to use, setting the $access variable to
the value of the -m command-line option. If the specified value does notmatch the only
valid valuedefinedby theVALID_ACCESSESconstant, the script invokes theoutput_usage
subroutine to print the usagemessage.

my $access = $opt{'m'} || 'ssh';
use constant VALID_ACCESS_METHOD => 'ssh';
output_usage() unless (VALID_ACCESS_METHOD =~ /$access/);

The script then determines the username, setting the $login variable to the value of the
-l command-line option. If the option is not provided, the script prompts for it and uses
the ReadLine function (defined in the standard Perl Term::ReadKeymodule) to read it
from the command line.

my $login = "";
if ($opt{'l'}) {
    $login = $opt{'l'};
} else {
    print STDERR "login: ";
    $login = ReadLine 0;
    chomp $login;
}

The script finally determines the password for the username, setting the $password
variable to the value of the -p command-line option. If the option is not provided, the
script prompts for it. It uses the ReadMode function (defined in the standard Perl
Term::ReadKeymodule) twice: first to prevent the password from echoing visibly on the
screen, and then to return the shell to normal (echo) mode after it reads the password.

my $password = "";
if ($opt{'p'}) {
    $password = $opt{'p'};
} else {
    print STDERR "password: ";
    ReadMode 'noecho';
    $password = ReadLine 0;
    chomp $password;
    ReadMode 'normal';
    print STDERR "\n";
}
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Release History Table DescriptionRelease

Beginning in JunosOSRelease 16.1, theNETCONFPerl client is release-independent,
is hosted on GitHub and CPAN, and canmanage devices running any version of
the Junos OS release. The sample scripts in the release-dependent versions of the
NETCONF Perl distribution differ from those in the release-independent version
hosted on GitHub and CPAN.

16.1

Related
Documentation

Writing NETCONF Perl Client Applications on page 241•

Submitting a Request to the NETCONF Server in Perl Client Applications

In a NETCONF Perl client application, after establishing a connection to the NETCONF

server, the client application can execute operational or configuration commands on a

device running Junos OS to request operational information or change the configuration.

The NETCONF Perl API supports a set of methods that correspond to CLI operational

mode commands and NETCONF configuration operations. To execute a command, the

client application invokes the Perl method corresponding to that command.

NOTE: Beginning in Junos OS Release 16.1, the NETCONF Perl client is
release-independent, ishostedonGitHubandCPAN,andcanmanagedevices
runninganyversionof the JunosOS release.The release-independent version
of the NETCONFPerl client can invoke anymethod that has a corresponding
Junos XML request tag.

Prior to Junos OS Release 16.1, every Junos OS release included a new,
release-dependent version of the NETCONF Perl client. Each version of the
software supported a set of methods that corresponded to specific CLI
operational mode commands and operations on configuration objects. You
can view the list of operational methods supported in that version of the
client by examining the files stored in the
lib/Net/Netconf/Plugins/Plugin/release directory of the NETCONF Perl

distribution. The set of methods that correspond to operations on
configuration objects is defined in the lib/Net/Netconf/Plugins.pm file of the

distribution.

See the following sections for more information:

• Mapping JunosOSCommandsandNETCONFOperations toPerlMethodsonpage249

• Providing Method Options on page 250

• Submitting a Request on page 252

Mapping Junos OS Commands and NETCONFOperations to Perl Methods

All operational commands that have Junos XML counterparts are listed in the Junos XML

API Operational Developer Reference. You can also display the Junos XML request tag
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elements for any operational mode command that has a Junos XML counterpart on the

CLI. Once you obtain the request tag, you canmap it to the corresponding Perl method

name.

To display the Junos XML request tags for a command in the CLI, include the | display

xml rpc option after the command. The following example displays the request tag for

the show route command:

user@host> show route | display xml rpc
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/15.1R1/junos">
    <rpc>
        <get-route-information>
        </get-route-information>
    </rpc>
</rpc-reply>

You canmap the request tag for an operational command to a Perl method name. To

derive the method name, replace any hyphens in the request tag with underscores, and

remove the enclosing angle brackets. For example, the <get-route-information> request

tag maps to the get_route_informationmethod name.

Similarly, NETCONFprotocol operationsmap toPerlmethodnames in the samemanner.

For example, the <edit-config> operation maps to the edit_configmethod name.

ProvidingMethod Options

Perlmethods canhaveoneormoreoptions. The following sectiondescribes thenotation

thatanapplicationuses todefineamethod’soptions inaNETCONFPerl clientapplication.

• Amethod without options is defined as $NO_ARGS, as in the following entry for the

get_autoinstallation_status_informationmethod:

## Method : get_autoinstallation_status_information
## Returns: <autoinstallation-status-information>
## Command: "show system autoinstallation status"
get_autoinstallation_status_information => $NO_ARGS,

To invoke amethod without options, the client application follows themethod name
with an empty set of parentheses, as in the following example:

$jnx->get_autoinstallation_status_information();

• A fixed-form option is defined as type $TOGGLE. In the following example, the

get_ancp_neighbor_informationmethod has two fixed-form options, brief and detail:

## Method : get_ancp_neighbor_information
## Returns: <ancp-neighbor-information>
## Command: "show ancp neighbor"
get_ancp_neighbor_information => {
    brief => $TOGGLE,
    detail => $TOGGLE,
}

To include a fixed-form option when invoking amethod, set the option equal to the
string 'True', as in the following example:

$jnx->get_ancp_neighbor_information(brief => 'True');
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NOTE: When using the release-dependent NETCONF Perl distribution, to
include a fixed-form option when invoking amethod, set the option equal
to the value 1 (one).

• An option with a variable value is defined as type $STRING. In the following example,

the get_cos_drop_profile_informationmethod takes the profile_name argument:

## Method : get_cos_drop_profile_information
## Returns: <cos-drop-profile-information>
## Command: "show class-of-service drop-profile"
get_cos_drop_profile_information => {
    profile_name => $STRING,
},

To include a variable valuewhen invoking amethod, enclose the value in single quotes,
as in the following example:

$jnx->get_cos_drop_profile_information(profile_name => 'user-drop-profile');

• A set of configuration statements or corresponding tag elements is defined as type

$DOM. In the following example, the get_configmethod takes a set of configuration

statements (along with two attributes):

'get_config' => {
     'source' => $DOM_STRING,
     'source_url' => $URL_STRING,
     'filter' => $DOM
},

A DOM object is XML code:

my $xml_string = "
<filter type=\"subtree\">
<configuration>
  <protocols>
    <bgp></bgp>
  </protocols>
</configuration>
</filter>
"; 

my %queryargs = (
   'source' => "running",
   'filter' => $xml_string,
);

This generates the following RPC request:

<rpc message-id='1'> 
<get-config> 
   <source> <running/> </source>
   <filter type="subtree">
      <configuration>
         <protocols>
            <bgp></bgp>
         </protocols>
      </configuration>
   </filter>
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</get-config>
</rpc>

Amethod can have a combination of fixed-form options, options with variable values,

andaset of configuration statements. For example, theget_forwarding_table_information

method has four fixed-form options and five options with variable values:

##Method : get_forwarding_table_information
## Returns: <forwarding-table-information>
## Command: "show route forwarding-table"
get_forwarding_table_information => {
detail => $TOGGLE,
extensive => $TOGGLE,
multicast => $TOGGLE,
family => $STRING,
vpn => $STRING,
summary => $TOGGLE,
matching => $STRING,
destination => $STRING,
label => $STRING,

},

Submitting a Request

The following code illustrates the recommended way to send a configuration request to

the NETCONF server and shows how to handle error conditions. The $jnx variable is

defined to be aNET::Netconf::Manager object. The sample code, which is taken from the

edit_configuration.pl sample script, locks the candidate configuration, loads the

configurationchanges, commits thechanges,andthenunlocks theconfigurationdatabase

and disconnects from the NETCONF server. You can view the complete

edit_configuration.pl script in the examples/edit_configuration directory in the NETCONF

Perl GitHub repository at https://github.com/Juniper/netconf-perl.

my $res; # Netconf server response

# connect to the Netconf server
my $jnx = new Net::Netconf::Manager(%deviceinfo);
unless (ref $jnx) {
    croak "ERROR: $deviceinfo{hostname}: failed to connect.\n";
}

# Lock the configuration database before making any changes
print "Locking configuration database ...\n";
my %queryargs = ( 'target' => 'candidate' );
$res = $jnx->lock_config(%queryargs);

# See if you got an error
if ($jnx->has_error) {
    print "ERROR: in processing request \n $jnx->{'request'} \n";
    graceful_shutdown($jnx, STATE_CONNECTED, REPORT_FAILURE);
}

# Load the configuration from the given XML file
print "Loading configuration from $xmlfile \n";
if (! -f $xmlfile) {
    print "ERROR: Cannot load configuration in $xmlfile\n";
    graceful_shutdown($jnx, STATE_LOCKED, REPORT_FAILURE);    
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}

# Read in the XML file
my $config = read_xml_file($xmlfile);
print "\n\n$config \n\n";

%queryargs = ( 
        'target' => 'candidate'
     );

# If we are in text mode, use config-text arg with wrapped
# configuration-text, otherwise use config arg with raw
# XML
if ($opt{t}) {
  $queryargs{'config-text'} = '<configuration-text>' . $config
    . '</configuration-text>';
} else {
  $queryargs{'config'} = $config;
}

$res = $jnx->edit_config(%queryargs);

# See if you got an error
if ($jnx->has_error) {
    print "ERROR: in processing request \n $jnx->{'request'} \n";
    # Get the error
    my $error = $jnx->get_first_error();
    get_error_info(%$error);
    # Disconnect
    graceful_shutdown($jnx, STATE_LOCKED, REPORT_FAILURE);
}

# Commit the changes
print "Committing the <edit-config> changes ...\n";
$jnx->commit();
if ($jnx->has_error) {
    print "ERROR: Failed to commit the configuration.\n";
    graceful_shutdown($jnx, STATE_CONFIG_LOADED, REPORT_FAILURE);
}

# Unlock the configuration database and 
# disconnect from the Netconf server
print "Disconnecting from the Netconf server ...\n";
graceful_shutdown($jnx, STATE_LOCKED, REPORT_SUCCESS);

Release History Table DescriptionRelease

Beginning in Junos OS Release 16.1, the NETCONF Perl client is
release-independent, is hosted on GitHub and CPAN, and canmanage devices
running any version of the Junos OS release. The release-independent version of
the NETCONF Perl client can invoke any method that has a corresponding Junos
XML request tag.

16.1

Related
Documentation

Writing NETCONF Perl Client Applications on page 241•

• Example: Requesting an Inventory of Hardware Components Using a NETCONF Perl

Client Application on page 254
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• Example: Changing the Configuration Using a NETCONF Perl Client Application on

page 255

• Parsing the NETCONF Server Response in Perl Client Applications on page 258

Example: Requesting an Inventory of Hardware Components Using a NETCONF Perl
Client Application

The NETCONF Perl distribution includes several sample Perl scripts to perform various

functions on devices running Junos OS. The get_chassis_inventory.pl script retrieves and

displaysadetailed inventoryof thehardwarecomponents installed ina routing, switching,

or securityplatform. It is equivalent to issuing the showchassishardwaredetailoperational

mode command in the Junos OS command-line interface (CLI). This topic describes the

portion of the script that executes the query.

NOTE: Prior to JunosOSRelease 16.1, every JunosOS release included a new,
release-dependent version of the NETCONF Perl client. Beginning in Junos
OS Release 16.1, the NETCONF Perl client is release-independent, is hosted
on GitHub and CPAN, and canmanage devices running any version of the
Junos OS release. The sample scripts in the release-dependent versions of
the NETCONF Perl distribution differ from those in the release-independent
version hosted on GitHub and CPAN.

After establishing a connection to the NETCONF server, the script sends the
get_chassis_inventory request and includes the detail argument.

my $query = "get_chassis_inventory";
my %queryargs = ( 'detail' => 'True' );

NOTE: When using the release-dependent NETCONF Perl distribution, to
include a fixed-form optionwhen invoking amethod, set the option equal to
the value 1 (one).

The script sends the query and assigns the return value to the $res variable. The script
first prints the RPC request and response to standard output, then it prints the response
to the specified file. The script then checks for and prints any error encountered.

my $res; # Netconf server response

# send the command and get the server response
my $res = $jnx->$query(%queryargs);
print "Server request: \n $jnx->{'request'}\n Server response: \n 
$jnx->{'server_response'} \n";

# print the server response into xmlfile
print_response($xmlfile, $jnx->{'server_response'});

# See if you got an error
if ($jnx->has_error) {
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    croak "ERROR: in processing request \n $jnx->{'request'} \n";
} else {
    print "Server Response:";
    print "$res";
}

# Disconnect from the Netconf server
$jnx->disconnect();

Release History Table DescriptionRelease

Beginning in JunosOSRelease 16.1, theNETCONFPerl client is release-independent,
is hosted on GitHub and CPAN, and canmanage devices running any version of
the Junos OS release. The sample scripts in the release-dependent versions of the
NETCONF Perl distribution differ from those in the release-independent version
hosted on GitHub and CPAN.

16.1

Related
Documentation

Writing NETCONF Perl Client Applications on page 241•

• Submitting a Request to the NETCONF Server in Perl Client Applications on page 249

Example: Changing the Configuration Using a NETCONF Perl Client Application

The NETCONF Perl distribution includes several sample Perl scripts to perform various

functions on devices running Junos OS. The edit_configuration.pl script locks, modifies,

uploads, andcommits theconfigurationonadevice. It uses thebasic structure for sending

requests but also defines a graceful_shutdown subroutine that handles errors. The

following sections describe the different functions that the script performs:

• Handling Error Conditions on page 255

• Locking the Configuration on page 256

• Reading In the Configuration Data on page 257

• Editing the Configuration Data on page 258

• Committing the Configuration on page 258

Handling Error Conditions

The graceful_shutdown subroutine in the edit_configuration.pl script handles errors
encountered in the NETCONF session. It employs the following additional constants:

# query execution status constants
use constant REPORT_SUCCESS => 1;
use constant REPORT_FAILURE => 0;
use constant STATE_CONNECTED => 1;
use constant STATE_LOCKED => 2;
use constant STATE_CONFIG_LOADED => 3;
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The first two if statements in the subroutine refer to the STATE_CONFIG_LOADED and
STATE_LOCKED conditions, which apply specifically to loading a configuration in the
edit_configuration.pl script.

sub graceful_shutdown
{
   my ($jnx, $state, $success) = @_;
   if ($state >= STATE_CONFIG_LOADED) {
       # We have already done an <edit-config> operation
       # - Discard the changes
       print "Discarding the changes made ...\n";
       $jnx->discard_changes();
       if ($jnx->has_error) {
           print "Unable to discard <edit-config> changes\n";
       }
   }

   if ($state >= STATE_LOCKED) {
       # Unlock the configuration database
       $jnx->unlock_config();
       if ($jnx->has_error) {
           print "Unable to unlock the candidate configuration\n";
       }
   }

   if ($state >= STATE_CONNECTED) {
       # Disconnect from the Netconf server
       $jnx->disconnect();
   }

   if ($success) {
       print "REQUEST succeeded !!\n";
   } else {
       print "REQUEST failed !!\n";
   }

   exit;
}

Locking the Configuration

Themain section of the edit_configuration.pl script begins by establishing a connection
to a NETCONF server. It then invokes the lock_configurationmethod to lock the
configuration database. If an error occurs, the script invokes the graceful_shutdown
subroutine described in “Handling Error Conditions” on page 255.

print "Locking configuration database ...\n";
my %queryargs = ( 'target' => 'candidate' );
$res = $jnx->lock_config(%queryargs);
# See if you got an error
if ($jnx->has_error) {
    print "ERROR: in processing request \n $jnx->{'request'} \n";
    graceful_shutdown($jnx, STATE_CONNECTED, REPORT_FAILURE);
}
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Reading In the Configuration Data

In the following code sample, the edit_configuration.pl script reads in and parses a file
that contains Junos XML configuration tag elements or ASCII-formatted statements. A
detailed discussion of the functional subsections follows the complete code sample.

# Load the configuration from the given XML file
print "Loading configuration from $xmlfile \n";
if (! -f $xmlfile) {
    print "ERROR: Cannot load configuration in $xmlfile\n";
    graceful_shutdown($jnx, STATE_LOCKED, REPORT_FAILURE);    
}

# Read in the XML file
my $config = read_xml_file($xmlfile);
print "\n\n$config \n\n";

%queryargs = ( 
                 'target' => 'candidate'
             );

# If we are in text mode, use config-text arg with wrapped
# configuration-text, otherwise use config arg with raw XML
if ($opt{t}) {
  $queryargs{'config-text'} = '<configuration text> . $config . 
</configuration-text>';
} else {
  $queryargs{'config'} = $config;

The first subsection of the preceding code sample verifies the existence of the file

containing configuration data. The name of the file was previously obtained from the

command line and assigned to the $xmlfile variable. If the file does not exist, the script

invokes the graceful_shutdown subroutine.

print "Loading configuration from $xmlfile \n";
if (! -f $xmlfile) {
    print "ERROR: Cannot load configuration in $xmlfile\n";
    graceful_shutdown($jnx, STATE_LOCKED, REPORT_FAILURE);
}

The script then invokes the read_xml_file subroutine, which opens the file for reading and

assigns its contents to the $config variable. The queryargs key target is set to the value

candidate. When the script calls the edit_configurationmethod, the candidate

configuration is edited.

# Read in the XML file
my $config = read_xml_file($xmlfile);
print "\n\n$config \n\n";

%queryargs = ( 
                 'target' => 'candidate'
             );

If the -t command-line option was included when the edit_configuration.pl script was

invoked, the file referenced by the $xmlfile variable should contain ASCII-formatted

configuration statements like those returned by the CLI configuration-mode show

command. If theconfiguration statementsare inASCII-formatted text, the script encloses
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the configuration stored in the $config variable within the configuration-text tag element

and stores the result in the value associated with the queryargs hash key config-text.

If the -t command-line optionwas not includedwhen the edit_configuration.pl scriptwas

invoked, the file referenced by the $xmlfile variable contains Junos XML configuration

tagelements. In this case, the script stores just the$config variableas thevalueassociated

with the queryargs hash key config.

if ($opt{t}) {
  $queryargs{'config-text'} = '<configuration text> . $config . 
</configuration-text>';
} else {
  $queryargs{'config'} = $config;

Editing the Configuration Data

The script invokes the edit_configmethod to load the configuration changes onto the
device. It invokes the graceful_shutdown subroutine if the response from the NETCONF
server has errors.

$res = $jnx->edit_config(%queryargs);

# See if you got an error
if ($jnx->has_error) {
    print "ERROR: in processing request \n $jnx->{'request'} \n";
    # Get the error
    my $error = $jnx->get_first_error();
    get_error_info(%$error);
    # Disconnect
    graceful_shutdown($jnx, STATE_LOCKED, REPORT_FAILURE);

Committing the Configuration

If there are no errors up to this point, the script invokes the commitmethod to commit
the configuration on the device andmake it the active configuration.

# Commit the changes
print "Committing the <edit-config> changes ...\n";
$jnx->commit();
if ($jnx->has_error) {
    print "ERROR: Failed to commit the configuration.\n";
    graceful_shutdown($jnx, STATE_CONFIG_LOADED, REPORT_FAILURE);
}

Related
Documentation

Writing NETCONF Perl Client Applications on page 241•

• Submitting a Request to the NETCONF Server in Perl Client Applications on page 249

Parsing the NETCONF Server Response in Perl Client Applications

In a NETCONF Perl client application, after establishing a connection to a NETCONF

server, the client application can submit one or more requests by invoking Perl methods.

The NETCONF server returns the appropriate information in an <rpc-reply> element.

There are two ways of parsing the NETCONF server’s response:
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• By using functions of XML::LibXML::DOM

• By using functions of XML::LibXML::XPATHContext

NOTE: Prior to JunosOSRelease 16.1, every JunosOS release included a new,
release-dependent version of the NETCONF Perl client. Beginning in Junos
OS Release 16.1, the NETCONF Perl client is release-independent, is hosted
on GitHub and CPAN, and canmanage devices running any version of the
Junos OS release. The release-independent version of the NETCONF Perl
client does not include theNet::Netconf::Transformmodule that was present

in the release-dependent versions of the client.

For example, consider the following reply from a NETCONF server:

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" 
xmlns:junos="http://xml.juniper.net/junos/16.1R1/junos" message-id='3'>
<chassis-inventory xmlns="http://xml.juniper.net/junos/16.1R1/junos-chassis">
<chassis style="inventory">
<name>Chassis</name>
<serial-number>G1234</serial-number>
<description>MX80-48T</description>
...
</chassis>
</chassis-inventory>
</rpc-reply>

Suppose the user wants to parse the response and retrieve the value of the

<serial-number> element.

The following code uses XML::LibXMl::DOM to retrieve the value. The example stores the
response in a variable and calls methods of DOM to parse the response.

my $query = "get_chassis_inventory";
my $res = $jnx->$query();

my $rpc = $jnx->get_dom();
my $serial = 
$rpc->getElementsByTagName("serial-number")->item(0)->getFirstChild->getData;

print ("\nserial number: $serial");

The following code uses XML::LibXML::XPATHContext to retrieve the value. The example
stores the response in a variable and calls XPathContextmethods to retrieve the value.
The local-name() function returns theelementnamewithout thenamespace.TheXPATH
expression appears onmultiple lines for readability.

my $query = "get_chassis_inventory";
my $res = $jnx->$query();

my $rpc= $jnx->get_dom();
my $xpc = XML::LibXML::XPathContext->new($rpc);
my $serial=$xpc->findvalue('
  /*[local-name()="rpc-reply"]
  /*[local-name()="chassis-inventory"]
  /*[local-name()="chassis"]
  /*[local-name()="serial-number"]');
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print ("\nserial number: $serial");

Release History Table DescriptionRelease

Beginning in Junos OS Release 16.1, the NETCONF Perl client is
release-independent, is hostedonGitHubandCPAN, andcanmanagedevices
running any version of the Junos OS release.

16.1

Related
Documentation

Writing NETCONF Perl Client Applications on page 241•

• Submitting a Request to the NETCONF Server in Perl Client Applications on page 249

Closing the Connection to the NETCONF Server in Perl Client Applications

In NETCONF Perl client applications, you can end the NETCONF session and close the

connection to the device by invoking the disconnectmethod.

Several of the sample scripts included in the NETCONFPerl client distribution invoke the
disconnectmethod in standalone statements. For example:

$jnx->disconnect();

The edit_configuration.pl sample script invokes the graceful_shutdownmethod, which
takes theappropriate actionswith regard to the configurationdatabaseand then invokes
the disconnectmethod.

graceful_shutdown($jnx, $xmlfile, STATE_LOCKED, REPORT_SUCCESS);

Related
Documentation

• Writing NETCONF Perl Client Applications on page 241

• Connecting to the NETCONF Server in Perl Client Applications on page 244
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CHAPTER 17

NETCONF Java Toolkit

• Downloading and Installing the NETCONF Java Toolkit on page 261

Downloading and Installing the NETCONF Java Toolkit

A configuration management server is a PC or workstation that is used to configure a

router, switch, or security device remotely. To use the NETCONF Java toolkit, download

and install the toolkit on the configuration management server. The toolkit contains the

Netconf.jar library, which is compatible with Java Version 1.4 and later. The following

tasks are discussed:

1. Downloading the NETCONF Java Toolkit on page 261

2. Installing the NETCONF Java Toolkit on page 261

3. Satisfying Requirements for SSHv2 Connections on page 261

Downloading the NETCONF Java Toolkit

To download the NETCONF Java toolkit to the configuration management server:

1. Access theGitHubdownloadpageathttps://github.com/Juniper/netconf-java/releases .

2. Download the Netconf.jar file.

Installing the NETCONF Java Toolkit

To install the NETCONF Java toolkit on the configuration management server:

1. Include the Netconf.jar file in the CLASSPATH of your local Java development

environment.

2. Ensure SSHv2/NETCONF connectivity to the device on which the NETCONF server is

running.

Satisfying Requirements for SSHv2 Connections

The NETCONF server communicates with client applications within the context of a

NETCONF session. The server and client explicitly establish a connection and session

before exchanging data, and close the session and connection when they are finished.
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The NETCONF Java toolkit accesses the NETCONF server using the SSH protocol and

uses the standard SSH authentication mechanism. To establish an SSHv2 connection

with a device running Junos OS, youmust ensure that the following requirements are

met:

• The client application has a user account and can log in to each device where a

NETCONF session will be established.

• The login account used by the client application has an SSH public/private key pair or

a text-based password.

• The client application can access the public/private keys or text-based password.

• The NETCONF service over SSH is enabled on each device where a NETCONF session

will be established.

For information about enabling NETCONF on a device running Junos OS and satisfying

the requirements for establishing an SSH session, see the NETCONF XMLManagement

Protocol Developer Guide.

For information about NETCONF over SSH, see RFC 4742, Using the NETCONF

Configuration Protocol over Secure SHell (SSH), which is available at

http://www.ietf.org/rfc/rfc4742.txt .

Related
Documentation

• Creating and Executing a NETCONF Java Application

• NETCONF Java Toolkit Overview

• NETCONF XMLManagement Protocol and Junos XML API Overview on page 3
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PART 6

YANG

• YANGOverview on page 265

• Creating and Using Non-Native YANGModules on page 279

263Copyright © 2017, Juniper Networks, Inc.



Copyright © 2017, Juniper Networks, Inc.264

NETCONF XMLManagement Protocol Developer Guide



CHAPTER 18

YANG Overview

• Understanding YANG on Devices Running Junos OS on page 265

• Understanding Junos OS YANGModules on page 266

• YANGModules Overview on page 271

• Understanding the juniper-command YANGModules for Operational

Commands on page 272

• Understanding the junos-extension YANGModule on page 274

• Using Juniper Networks YANGModules on page 275

Understanding YANG on Devices Running Junos OS

The NETCONF configuration protocol is an XML-based protocol that client applications

use to request information from andmake configuration changes to routing, switching,

and security devices. YANG is a standards-based, extensible, hierarchical datamodeling

language that is used to model the configuration and state data used by NETCONF

operations, remote procedure calls (RPCs), and server event notifications. TheNETMOD

working group in the IETF specifically designed YANG tomodel network management

data and to provide a standard for the content layer of the NETCONFmodel. A YANG

module defines a single datamodel and determines the XML encoding for the data used

in NETCONF operations.

JuniperNetworksprovidesYANGmodules thatdefine the JunosOSconfigurationhierarchy

and operational commands and Junos OS YANG extensions. You can download the

YANGmodules from the Juniper Networks website, or you can generate the modules on

the device running Junos OS. When downloaded from the website, the YANGmodules

for the JunosOSconfigurationandoperational commandhierarchiesdefine thecomplete

hierarchy for all devices running that Junos OS release. When generated on the local

device, the YANGmodules define the hierarchies specific to that device.

YANG is similar in many respects to other common programming languages. It uses a

C-like syntax, a hierarchical organization of data, and provides a set of built-in types as

well as the capability to define derived types. YANG stresses readability, and it provides

modularity and flexibility through the use of modules and submodules and reusable

types and node groups.

A YANGmodule defines a datamodel through its data, and the hierarchical organization

of and constraints on that data. Amodule can be a complete, standalone entity, or it can

265Copyright © 2017, Juniper Networks, Inc.



reference definitions in other modules and submodules as well as augment other data

models with additional nodes. Themodule dictates how the data is represented in XML.

AYANGmoduledefinesnotonly the syntaxbutalso the semanticsof thedata. It explicitly

defines relationships between and constraints on the data. This enables you to create

syntactically correct configuration data thatmeets constraint requirements and enables

you to validate the data against the model before uploading it and committing it on a

device.

YANG uses modules to define configuration and state data, notifications, and RPCs for

NETCONF in amanner similar to how the Structure of Management Information (SMI)

uses MIBs to model data for SNMP operations. However, YANG has the benefit of being

able to distinguish between operational and configuration data. YANGmaintains

compatibility with SNMP’s SMI version 2 (SMIv2), and you can use libsmi to translate

SMIv2 MIBmodules into YANGmodules and vice versa. Additionally, when you cannot

use a YANG parser, you can translate YANGmodules into YANG Independent Notation

(YIN), which is an equivalent XML syntax that can be read by XML parsers and XSLT

scripts.

You can use existing YANG-based tools or develop custom network management

applications to utilize YANGmodules for faster andmore accurate network

programmability. For example, a client application could leverage YANGmodules to

generate vendor-specific configuration data for different devices and validate that data

before uploading it to the device. The application could also handle and troubleshoot

unexpected RPC responses and errors.

For information about NETCONF, see RFC 6241, NETCONF Configuration Protocol.

For information about YANG, see RFC 6020, YANG - A Data Modeling Language for the

Network Configuration Protocol (NETCONF), and related RFCs.

Related
Documentation

YANGModules Overview on page 271•

• Using Juniper Networks YANGModules on page 275

• show system schema on page 389

Understanding Junos OS YANGModules

JuniperNetworkspublishes theschemafordevices running JunosOSusingYANGmodules

for the configuration hierarchies, operational commands, and Junos OS extensions. The

following sections discuss the Junos OS YANGmodules:

• Junos OS YANGModules Overview on page 266

• Downloading and Generating Junos OS YANGmodules on page 268

• Understanding Junos OS YANGModule Namespaces and Prefixes on page 268

Junos OS YANGModules Overview

Juniper Networks provides YANGmodules that define the configuration hierarchies and

operational commands, as well as YANG extensions, for devices running Junos OS.
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Table 6 on page 267 summarizes the YANGmodules that are native to devices running

Junos OS and identifies the Junos OS release in which eachmodule was first introduced.

Table 6: Juniper Networks YANGModules

Initial
ReleaseDescriptionModule

14.2Defines the schema for the Junos OS configuration hierarchy.configuration

16.1Represents the operational command hierarchy and the
collective group ofmodules that define the remote procedure
calls (RPCs) for Junos OS operational mode commands.
Generating this module creates separate modules for the
different areas of the command hierarchy.

juniper-command

15.1Contains YANG extensions for devices running Junos OS.

This module includes themust andmust-message keywords,
which identify configuration hierarchy constraints that use
special keywords. Themodule also includes statements that
are required in custom RPCs.

junos-extension

16.1Contains Junos OS Output Definition Language (ODL)
statements that can be used to create and customize
formatted ASCII output for RPCs executed on devices running
Junos OS.

junos-extension-odl

Starting in JunosOSRelease 17.2, JunosOSYANGmodules are specific to a device family.

Table 7 on page 267 outlines the identifiers for the different JunosOSdevice families and

indicates which platforms are included in each family.

Table 7: Junos OS Device Families

Supported PlatformsDevice Family Identifier

ACX Series, EX Series (certain platforms), MX Series,
PTX Series

junos

J Series, LN Series, SRX Seriesjunos-es

EX Series (certain platforms)junos-ex

QFX Seriesjunos-qfx

NOTE: Differentplatformswithin thesameseriesmightbecategorizedunder
different device families. You can verify the family for a specific device by
executing the show system information operational mode command or the

<get-system-information/> RPC on the device. The value of the Family field

in the commandoutput or the<os-name> element in theRPC reply indicates

the device family.
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To support YANGmodules for different device families in different releases, the

downloadedmodules are organized by device family, and eachmodule’s namespace

reflects the device family and Junos OS release to which the schema in the module

belongs. See “Downloading and Generating Junos OS YANGmodules” on page 268 and

“Understanding Junos OS YANGModule Namespaces and Prefixes” on page 268.

Downloading and Generating Junos OS YANGmodules

You can download the Junos OS YANGmodules from the Juniper Networks website at

http://www.juniper.net/support/downloadsor fromthe JuniperNetworksGitHub repository

for YANG at https://github.com/Juniper/yang. You can also generate the modules on a

device running Junos OS.

In Junos OS Release 17.1 and earlier, the YANGmodules for the Junos OS configuration

andcommandhierarchies thatarepostedon the JuniperNetworkswebsiteand inGitHub

define the schema for all devices running that Junos OS release. By contrast, the YANG

modulesgeneratedon the localdevicedefine theschemaspecific to thatdevice, including

nodes both from native modules and from any standard or custommodules that have

been added to the device.

Starting in JunosOSRelease 17.2, JunosOSYANGmodules are specific to a device family,

and eachmodule’s namespace reflects the device family and Junos OS release to which

the schema in themodulebelongs. Asa result, the tar archive that is postedon the Juniper

Networks website and that contains the YANGmodules for a given release includes a

separate directory for each device family’s modules and a common directory for the

modules that are common to all device families. Each family-specific directory uses its

device family identifier as the directory name and contains the configuration and

juniper-commandmodules that are supported on the platforms in that family. The device

family identifiers are defined in Table 7 on page 267.

The YANGmodules generated on a local device running Junos OS Release 17.2 or later

still define the schema specific to that device. However, the device-generatedmodules

reflect the updates to the module namespace and prefix, which are described in

“Understanding Junos OS YANGModule Namespaces and Prefixes” on page 268. The

device-generated schema does not includemany of the platform-specific extensions

thatare included in the schema for theentiredevice family, because theschema installed

on the local device has many of the platform-specific elements computed and

incorporated into the schema at boot time.

For more information about how to download or generate the Junos OS YANGmodules,

see “Using Juniper Networks YANGModules” on page 275.

Understanding Junos OS YANGModule Namespaces and Prefixes

In Junos OS Release 17.1 and earlier, Junos OS YANGmodules use a unique identifier to
differentiate the namespace for eachmodule.

namespace "http://yang.juniper.net/yang/1.1/module-id;
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Starting in Junos OS Release 17.2, the Junos OS YANGmodules are specific to a device
family. To support distinct YANGmodules for different device families in a given Junos
OS release, the YANGmodules published in Junos OS Release 17.2 and later use a
namespace that includes themodule name, the device family, and the Junos OS release
string in addition to the identifier. For example:

namespace 
"http://yang.juniper.net/yang/1.1/module-id/module-name/device-family/release";

Where:

device-family—Identifier for thedevice family towhich theschema in themodulebelongs,
for example, junos, junos-es, junos-ex, or junos-qfx. The different device families are

outlined in Table 7 on page 267.

Modules with device-specific schemas andmodules with family-specific schemas

both use the same device family identifier in the namespace.

NOTE: The Junos OS YANG extensionmodules, junos-extension and

junos-extension-odl, use the junos device family identifier in the

namespace, but themodules are common to all device families.

module-id—Unique identifier specific to the module, for example, jc, jrpc, je, or jodl.

module-name—Nameof theYANGmodule included in that file, for example,configuration
or junos-extension. Each of the individual juniper-commandmodules uses its own

uniquemodule name in the namespace, for example, show-class-of-service.

release—Junos OS release in which the schema in that module is supported.

Table8onpage269outlineseachmodule’snamespaceURIandprefix (asdefinedby the

module’s prefix statement) in the different Junos OS releases. Starting in Junos OS

Release 17.2, eachof the individual juniper-commandmodulesuses itsownuniquemodule

name as its prefix. Prior to Junos OS Release 17.2, the prefix for all juniper-command

modules was jrpc. The Junos OS YANG extension modules, junos-extension and

junos-extension-odl, use the junos device family identifier in the namespace, but the

modules are common to all device families.

Table 8: Namespaces and Prefixes for Junos OS YANGModules

PrefixNamespace URI
Junos OS
ReleaseModule

jchttp://yang.juniper.net/yang/1.1/jc17.1 and
earlier

configuration

jchttp://yang.juniper.net/yang/1.1/jc/configuration/device-family/release17.2 and later
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Table 8: Namespaces and Prefixes for Junos OS YANGModules (continued)

PrefixNamespace URI
Junos OS
ReleaseModule

jrpchttp://yang.juniper.net/yang/1.1/jrpc17.1 and
earlier

juniper-command

Same as
the
individual
module
name

http://yang.juniper.net/yang/1.1/jrpc/module-name/device-family/release17.2 and later

junoshttp://yang.juniper.net/yang/1.1/je/17.1 and
earlier

junos-extension

junoshttp://yang.juniper.net/yang/1.1/je/junos-extension/junos/release17.2 and later

junos-odlhttp://yang.juniper.net/yang/1.1/jodl17.1 and
earlier

junos-extension-odl

junos-odlhttp://yang.juniper.net/yang/1.1/jodl/junos-extension-odl/junos/release17.2 and later

Starting with Junos OS Release 17.2, when you configure the rfc-compliant statement at

the [edit system services netconf] hierarchy level and request configuration data in a

NETCONFsession, theserver sets thedefault namespace for the<configuration>element

to the same namespace as in the corresponding YANGmodel. For example:

<rpc>
  <get-config>
    <source>
      <running/>
    </source>
  </get-config>
</rpc>
]]>]]>

<nc:rpc-reply 
  xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" 
  xmlns:junos="http://xml.juniper.net/junos/17.2R1/junos">
<nc:data>
<configuration 
xmlns="http://yang.juniper.net/yang/1.1/jc/configuration/junos/17.2R1.13"

  junos:commit-seconds="1493761452" 
  junos:commit-localtime="2017-05-02 14:44:12 PDT" 
  junos:commit-user="user">
  ...
</configuration>
</nc:data>
</nc:rpc-reply>
]]>]]>
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Release History Table DescriptionRelease

Starting in Junos OS Release 17.2, Junos OS YANGmodules are specific to a
device family, and eachmodule’s namespace reflects the device family and
Junos OS release to which the schema in the module belongs.

17.2R1

Starting in Junos OS Release 17.2, each of the individual juniper-command
modules uses its own uniquemodule name as its prefix.

17.2R1

Related
Documentation

Using Juniper Networks YANGModules on page 275•

• Understanding the junos-extension YANGModule on page 274

• Understanding the juniper-command YANGModules for Operational Commands on

page 272

• show system schema on page 389

YANGModules Overview

YANG datamodels comprise modules and submodules and can define configuration

and state data, notifications, and RPCs for use by NETCONF-based operations. A YANG

module defines a data model through its data, and the hierarchical organization of and

constraints on that data. Eachmodule is uniquely identified by a namespace URL.

Amodule defines a single data model. However, a module can reference definitions in

othermodulesandsubmodulesbyusing the importstatement to importexternalmodules

or the include statement to include one ormore submodules. Additionally, amodule can

augment another data model by using the augment statement to define the placement

of the new nodes in the data model hierarchy and thewhen statement to define the

conditions under which the new nodes are valid. A module uses the feature statement

to specify parts of a module that are conditional and the deviation statement to specify

where the device’s implementation might deviate from the original definition.

When you import an external module, you define a prefix that is used when referencing

definitions in the importedmodule.We recommend that you use the same prefix as that

defined in the importedmodule to avoid conflicts.

YANGmodels data using a hierarchical, tree-based structure with nodes. YANG defines

four nodes types. Each node has a name, and depending on the node type, the node

might either define a value or contain a set of child nodes. The nodes types are:

• leaf node—Contains a single value of a specific type

• leaf-list node—Contains a sequence of leaf nodes

• container node—Contains a grouping of related nodes containing only child nodes,

which can be any of the four node types

• list node—Contains a sequence of list entries, each of which is uniquely identified by

one or more key leafs
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In YANG, each leaf and leaf-list node includes the type statement to identify the data

type for valid data for that node. YANG defines a set of built-in types and also provides

the typedef statement for defining a derived type from a base type, which can be either

a built-in type or another derived type.

By default, a node defines configuration data. A node defines state data if it is tagged as

config false. Configuration data is returned using the NETCONF <get-config> operation,

and state data is returned using the NETCONF <get> operation.

Related
Documentation

Understanding YANG on Devices Running Junos OS on page 265•

• Using Juniper Networks YANGModules on page 275

• show system schema on page 389

Understanding the juniper-command YANGModules for Operational Commands

The Juniper Networks juniper-command YANGmodule represents the operational

command hierarchy and collective group of modules that define the remote procedure

calls (RPCs) for Junos OS operational mode commands. When you generate the

juniper-commandmodule on the device, it includes both native Junos OS RPCs as well

as any standard or custom RPCs that have been added to the device.

Due to the large number of operational commands on devices running Junos OS, the

juniper-commandmodule comprises multiple modules, each in its own separate file.

There is a module for each top-level operational command group (clear, file,monitor,

and so on) where there is at least one command within that hierarchy with an RPC

equivalent. There is also a separate module for each area within the show command

hierarchy.

Starting in Junos OS Release 17.1, when you generate the juniper-commandmodule on

the local device using the show system schema command, the output files are placed in

the current working directory, which defaults to the user’s home directory. In Junos OS

Release 16.2 and earlier, the output files are placed in the /var/tmp directory.

user@host> show system schemamodule juniper-command format yang

user@host> file list ~/*.yang
clear.yang
file-mgd.yang
file.yang
help.yang
internal-invoke.yang
op.yang
ping.yang
quit.yang
request.yang
restart.yang
save.yang
set.yang
show-access-cac.yang
show-accounting.yang
show-agent.yang
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show-ancp.yang
...

NOTE: When you use the <get-schema>RPC to generate output files for the

juniper-commandmodule, the files are always placed in the current working

directory.

Each file contains a module that defines the RPCs corresponding to the operational

commands in the area indicated by the filename. Themodule name is identical to the

base name of the file. For example, the clear.yang file contains a module named clear

that defines the RPCs for the different clear commands.

/*
 * Copyright (c) 2015 Juniper Networks, Inc.
 * All rights reserved.
 */

 module clear {
  namespace "http://yang.juniper.net/yang/1.1/jrpc/clear/junos/17.2R1.13";
  prefix clear;
  ...

   rpc clear-cli-logical-system {
     description "Clear logical system association";
   }
   rpc clear-cli-satellite {
      description "Clear satellite association";
   }
   ...
 }

NOTE: Starting in JunosOSRelease 17.2, JunosOSYANGmodulenamespaces
include themodule name, device family, and Junos OS release string. In
addition, eachof the individual juniper-commandmodulesuses itsownunique

module name as its prefix. Prior to Junos OS Release 17.2, the prefix for all
juniper-commandmodules was jrpc.

To use an RPC in your custom YANGmodule, youmust import themodule that contains

the desired RPC into your custommodule.

For manageability, operational command YANGmodules do not exceed a file size of

approximately 20MB. If amodule’s file size exceeds this limit, JunosOSsplits themodule

intomultiple 20MB files, each with an index number appended to the base name of the

file. The index range starts at zero.
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In the following example, the show ddos command hierarchy translates into 24 YANG

modules. Files 0 through 22 are approximately 20 MB each, while file 23 only requires

7 MB for the remaining RPCs in that portion of the command hierarchy.

show-ddos-protection-0.yang  (20MB)
show-ddos-protection-1.yang  (20MB)
show-ddos-protection-2.yang  (20MB)
....
show-ddos-protection-23.yang  (7MB)

Release History Table DescriptionRelease

Starting in Junos OS Release 17.2, Junos OS YANGmodule namespaces include
themodule name, device family, and Junos OS release string. In addition, each
of the individual juniper-commandmodules uses its own uniquemodule name
as its prefix.

17.2R1

Starting in Junos OS Release 17.1, when you generate the juniper-command
module on the local device using the show system schema command, the
output files are placed in the current working directory, which defaults to the
user’s home directory

17.1R1

Related
Documentation

Using Juniper Networks YANGModules on page 275•

• show system schema on page 389

Understanding the junos-extension YANGModule

The junos-extension YANGmodule contains YANG extensions for devices running

Junos OS. These extensions include themust andmust-message statements, which

identify configuration hierarchy constraints that contain special keywords. Themodule

also contains statements that you can include in customRPCs to define a CLI command

for the RPC and to specify details about the action script to invoke when the RPC is

executed.

Table 9 on page 274 outlines the statements in the junos-extensionmodule and provides

a brief description of each statement.

Table 9: Statements in the junos-extensionModule

Argument Description
Statement
Keyword

Define the actions taken when you execute a custom RPC. Use the script
substatement to define the RPC’s action script.

Starting in Junos OS Release 17.3, the action-execute statement is a
substatement to command.

action-execute
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Table 9: Statements in the junos-extensionModule (continued)

Argument Description
Statement
Keyword

String defining the operational command that is used to execute the
corresponding RPC in the Junos OS CLI.

Starting in Junos OS Release 17.3, the command statement includes the
substatement action-execute, which defines the actions taken when you
execute the RPC.

command

String that identifies a constraint on the configuration data.

Whereas the argument for the YANGmust statement is a string containing
an XPath expression, the argument for the junos:must extension statement
is a string containing special Junos OS syntax required for the expression of
the configuration statement path. This might include special keywords such
as any, all, and unique.

must

String that defines the warningmessage that is emitted when the constraint
defined by the corresponding junos:must statement evaluates to false.

must-message

String that defines the error message emitted when the constraint defined
by the corresponding posix-pattern statement evaluates to false.

pattern-message

Restrict the values accepted for nodes of type string to those thatmatch the
POSIX regular expression defined in this string.

posix-pattern

String specifying thenameof theaction script that servesasanRPC’s handler
and that gets invoked when you execute the RPC. This is a substatement of
the action-execute statement.

script

Related
Documentation

Understanding Junos OS YANGModules on page 266•

• Using Juniper Networks YANGModules on page 275

• Creating Custom RPCs in YANG for Devices Running Junos OS on page 295

Using Juniper Networks YANGModules

Juniper Networks provides YANGmodules that define the configuration hierarchies and

operational commands, as well as YANG extensions, for devices running Junos OS. The

following sections detail how to obtain Juniper Networks YANGmodules and how to

import them into another module:

• Obtaining Juniper Networks YANGModules on page 276

• Importing Juniper Networks YANGModules on page 277
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Obtaining Juniper Networks YANGModules

You can download the Juniper Networks YANGmodules from the Juniper website, or you
can generate the modules on a device running Junos OS. When generated on the local
device, theYANGmodulesdefine the schemaspecific to thatdevice, includinghierarchies
both from native modules and from any standard or custommodules that have been
added to the device.

In Junos OS Release 17.1 and earlier, the YANGmodules for the Junos OS configuration
and command hierarchies that are posted on the Juniper Networks website define the
schema for all devices running that Junos OS release. Starting in Junos OS Release 17.2,
Junos OS YANGmodules are specific to a device family. The YANGmodules download
file includes a separate directory for each device family as well as a common directory.
Each family-specific directory contains the configuration and juniper-commandmodules
that are supported on the platforms in that family, and the common directory contains
the modules that are common to all device families. For more information about the
device families, see “Understanding Junos OS YANGModules” on page 266.

To download the Juniper Networks YANGmodules:

1. Access the downloads page at http://www.juniper.net/support/downloads/junos.html.

2. Select your product.

3. In the drop-downmenus, select the appropriate release type and version.

4. Select the Software tab.

5. In the Tools section, click the YANGmodule link.

To generate device-specific YANGmodules:

1. Log in to the device running Junos OS.

2. Execute the showsystemschemaoperationalmodecommandandspecify themodule

name, the YANG format, and optionally, include any desired command options.

The show system schema command options for the output file depend on the Junos

OS release running on the device.

• In Junos OS Release 15.1 and earlier, to save the output to a specific file, include the
output-file-name option, and specify an absolute or relative path for the output file.

user@host> show system schemamodulemodule-name format yang
output-file-name path

• In Junos OS Release 16.1 and later, you can save themodule to a specific directory
by including the output-directory option, and you can specify an alternate name for
the module and the filename by including themodule-name option.

user@host> show system schemamodulemodule-name format yang
output-directory pathmodule-namemodule-name
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NOTE: You can filter for specific sections of the configurationmodule

by including the filter option in the command.

For example, the following command generates the YANGmodule that defines the
device-specific configuration hierarchy and saves it to a file named configuration.yang in
the /var/tmp directory:

user@host> show system schemamodule configuration format yang output-directory
/var/tmp

If you omit the output-file-name or output-directory option, the device directs the output

to standard output, except in the case of the juniper-commandmodule, which always

generatesoutput files. If you include theoutput-directoryoptionbutomit themodule-name

option, thedevicewrites theschematoanoutput file thatuses theexistingmodulename

as the filename’s base and the format as the file’s extension. If you include both the

output-directory andmodule-name options, the specified module name is used for both

the name of the generatedmodule and for the base name of the output file.

The juniper-commandmodule represents theoperational commandhierarchyondevices

running JunosOS.Due to the largenumberofoperational commands,whenyougenerate

the juniper-commandmodule, the device actually generates multiple files. Each file

containsamodule thatdefines theRPCs forcommandsgroupedunder thesamehierarchy

area as indicated by the filename. For more information about the juniper-command

module, see “Understanding the juniper-command YANGModules for Operational

Commands” on page 272.

Importing Juniper Networks YANGModules

You can use YANG-based tools to leverage the Juniper Networks YANGmodules. If you

are developing custom YANGmodules, you can reference definitions in the Juniper

Networks YANGmodules by importing the modules into your custommodule.

To import a Juniper Networks YANGmodule into an existing module:

1. Include the import statement, specify the module name, and assign the prefix to use
with the definitions from the importedmodule.

module test-system {
   namespace "http://test.example.com/system";
   prefix "test";

   import configuration {
      prefix "jc";
   }
   import junos-extension {
      prefix "junos";
   }
…
}

2. Reference definitions in the module by using the locally defined prefix, a colon, and

the node identifier or keyword.
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For example, to reference the interface node defined in the configurationmodule, use

jc:interface.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.2, Junos OS YANGmodules are specific to
a device family.

17.2R1

The show system schema command options for the output file depend
on the Junos OS release running on the device.

16.1R1

Related
Documentation

• Understanding YANG on Devices Running Junos OS on page 265

• Understanding Junos OS YANGModules on page 266

• Understanding the junos-extension YANGModule on page 274

• Understanding the juniper-command YANGModules for Operational Commands on

page 272

• show system schema on page 389
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CHAPTER 19

Creating and Using Non-Native YANG
Modules

• Understanding the Management of Non-Native YANGModules on Devices Running

Junos OS on page 279

• Managing YANG Packages, Modules, and Scripts on Devices Running Junos

OS on page 281

• Creating Translation Scripts for YANG Configuration Models on page 286

• Disabling and Enabling YANG Translation Scripts on Devices Running Junos

OS on page 289

• Committing and Displaying Configuration Data for Non-Native YANG

Modules on page 291

• Creating Custom RPCs in YANG for Devices Running Junos OS on page 295

• Creating Action Scripts for YANG RPCs on Devices Running Junos OS on page 301

• Using Custom YANG RPCs on Devices Running Junos OS on page 307

• Example: Using a Custom YANG RPC to Retrieve Operational Information on Devices

Running Junos OS on page 310

• Understanding Junos OS YANG Extensions for Formatting RPC Output on page 320

• Customizing YANG RPC Output on Devices Running Junos OS on page 323

• Defining Different Levels of Output in Custom YANG RPCs for Devices Running Junos

OS on page 339

• Creating YANG Files for XML Proxy for Junos Telemetry Interface on page 343

Understanding theManagement of Non-Native YANGModules on Devices Running
Junos OS

YANG is a data modeling language for the Network Configuration Protocol (NETCONF).

A YANGmodule defines a hierarchy of data that can be used for NETCONF-based

operations, including configuration, state data, notifications, and remote procedure calls

(RPCs). Devices running Junos OS enable you to load standard (IETF, OpenConfig) or

customYANGmodelsonto thedevice toadddatamodels thatarenotnatively supported

by Junos OS but can be supported by translation. Doing this is beneficial when you want

to create device-agnostic and vendor-neutral operational and configurationmodels that
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enable the same RPC or configuration to be used on different devices from one or more

vendors.

When you add YANG datamodels that are not natively supported by devices running

Junos OS, youmust also supply a script that handles the translation logic between the

YANG datamodel and Junos OS for that device. There are two types of scripts:

• Translation scripts are Stylesheet Language Alternative SyntaX (SLAX) or Python

scripts thatmap the customconfiguration syntax defined by theYANGmodel to Junos

OS syntax and then load the translated data into the configuration as a transient

change during the commit operation. When you load and commit configuration data

in the non-native hierarchies on those devices, Junos OS invokes the script to perform

the translation and emit the transient change.

• Action scripts are SLAX or Python scripts that act as handlers for your custom YANG

RPCs. The YANG RPC definition uses a Junos OS YANG extension to reference the

appropriate action script, which is invoked when you execute the RPC.

To use customYANGdatamodels on devices running JunosOS, youmust add the YANG

modulesandassociatedscripts to thedeviceusing the requestsystemyangaddcommand.

Junos OS validates the syntax of themodules and scripts, rebuilds its schema to include

the new datamodels, and then validates the active configuration against this schema.

Although the device validates themodules and scripts as you add them,we recommend

that you validate the syntax prior to merging themwith the Junos OS schema by first

executing the request system yang validate command.

NOTE: In multichassis systems, youmust download and add themodules
and scripts to each node in the system.

NOTE: To install OpenConfig modules that are packaged as a compressed
tar file, use the request system software add command.

WhenyouaddYANGmodulesandscripts todevices running JunosOS, youmustassociate

themwith a package. Packages have a unique identifier and represent a collection of

relatedmodules, translation scripts, and action scripts. You reference the package

identifier if you later update modules and scripts in that package, enable or disable

translation scripts associated with the package, or delete that group of modules and

scripts from the device.

When you add, update, or remove YANGmodules and scripts on the device using the

appropriate operational commands, you do not need to reboot the device in order for

the changes to take effect, and any installedmodules and scripts persist across reboots.

Newly added RPCs and configuration hierarchies are immediately available for use, and

installed translation scripts are enabled by default. You can disable translation scripts

in a package at any time without removing the package and associated files from the

device, which can be useful when troubleshooting translation issues. When you disable

translation for a package, you can configure and commit the statements and hierarchies
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added by the YANGmodules in that package, but the device does not translate and

commit the corresponding Junos OS configuration as a transient configuration change

during the commit operation.

Related
Documentation

Managing YANG Packages, Modules, and Scripts on Devices Running Junos OS on

page 281

•

• Disabling and Enabling YANG Translation Scripts on Devices Running Junos OS on

page 289

• Creating Translation Scripts for YANG Configuration Models on page 286

• Creating Custom RPCs in YANG for Devices Running Junos OS on page 295

Managing YANGPackages, Modules, and Scripts on Devices Running Junos OS

You can load customYANGmodules on devices running JunosOS to add RPCs and data

models that are not natively supported by JunosOSbut can be supported by translation.

When you load non-native YANG datamodels onto the device, youmust also load any

translation scripts, action scripts, and deviationmodules required by those datamodels.

NOTE: Starting in Junos OS Release 17.3R1, when you load custom YANG
datamodels onto the device, you do not need to explicitly load any required
JunosOS extensionmodules. In earlier releases, youmust load the JunosOS
extensionmodules for any packages that use themodules.

Devices running JunosOSusepackages to identify a collection of relatedYANGmodules,

translation scripts, and action scripts. Each package has a unique identifier. When you

add YANGmodules and scripts to the device, youmust associate themwith a new or

existing package. The following sections discuss how to create, update, anddelete YANG

packages and add or update their associatedmodules and scripts:

• Creating a YANG Package and Adding Modules and Scripts on page 281

• Updating a YANG Package with New or Modified Modules and Scripts on page 283

• Deleting a YANG Package on page 284

Creating a YANGPackage and AddingModules and Scripts

To validate YANGmodules and scripts and add them to a new package:

1. Download theYANGmodulesandanynecessary scripts toanydirectoryon thedevice.

2. Ensure that any unsigned Python action scripts are owned by either root or a user in

the Junos OS super-user login class and that only the file owner has write permission

for the file.
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NOTE: UserscanonlyexecuteunsignedPythonscriptsondevices running
Junos OSwhen the script's file permissions include read permission for
the first class that theuser fallswithin, in theorderof user, group, or others.

3. (Optional) Validate the syntax of the modules and scripts.

user@host> request system yang validate action-script [scripts] module [modules]
translation-script [scripts]

4. Create a YANG package with a unique identifier, and specify the file paths for the
modulesandscripts that arepart of thatpackage, aswell as for anydeviationmodules
that identify deviations for the modules in that package.

user@host> request system yang add package package-namemodule [modules]
deviation-module [modules] translation-script [scripts] action-script [scripts]

NOTE: You can specify the absolute or relative path to a single file, or you
can addmultiple files by specifying a space-delimited list of file paths
enclosed in brackets.

NOTE: To installOpenConfigmodules thatarepackagedasacompressed
tar file, use the request system software add command. OpenConfig

modules and scripts that are installed using the request system software

add command are always associated with the package identifier

openconfig.

5. When the system prompts you to restart the Junos OS CLI, press Enter to accept the

default value of yes.

...
WARNING: cli has been replaced by an updated version:
...
Restart cli using the new version ? [yes,no] (yes) 

Restarting cli ...

6. Verify that the package was created and contains the correct modules and scripts.

user@host> show system yang package package-name
Package ID            :package-name
YANG Module(s)        :modules
Action Script(s)      :action scripts
Translation Script(s) :translation scripts
Translation script status is enabled
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7. If the package includes translation scripts or action scripts that are written in Python,

configure the language python statement.

[edit]
user@host# set system scripts language python
user@host# commit

8. Onmultichassis systems, repeat steps 1 through 7 on each node in the system.

When you create a new package, the device stores copies of the module and script files

in a new location. The device also stores copies of the action script and translation script

files under the /var/db/scripts/action and /var/db/scripts/translation directories,

respectively. After the modules and scripts are validated and added to the device, Junos

OS rebuilds its schema to include the new datamodels and then validates the active

configuration against this schema. Newly added RPCs and configuration hierarchies are

immediately available for use.

Updating a YANGPackagewith New or ModifiedModules and Scripts

You create a new YANG package by executing the request system yang add command.

To update an existing package to either add newmodules and scripts to the package or

update existing modules and scripts in the package, youmust use the request system

yang update command.

To update a YANG package with new or modified modules and scripts:

1. Download themodules and scripts to any directory on the device.

2. Ensure that any unsigned Python action scripts are owned by either root or a user in

the Junos OS super-user login class and that only the file owner has write permission

for the file.

NOTE: UserscanonlyexecuteunsignedPythonscriptsondevices running
Junos OSwhen the script's file permissions include read permission for
the first class that theuser fallswithin, in theorderof user, group, or others.

3. (Optional) Validate the syntax of the modules and scripts.

user@host> request system yang validate action-script [scripts] module [modules]
translation-script [scripts]

4. Update the YANG package by using the request system yang update command, and
specify the file paths for the new andmodified modules and scripts.

user@host> request system yang update package-namemodule [modules]
deviation-module [modules] translation-script [scripts] action-script [scripts]
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NOTE: You can specify the absolute or relative path to a single file, or you
can updatemultiple files by specifying a space-delimited list of file paths
enclosed in brackets.

5. When the system prompts you to restart the Junos OS CLI, press Enter to accept the

default value of yes.

...
WARNING: cli has been replaced by an updated version:
...
Restart cli using the new version ? [yes,no] (yes) 

Restarting cli ...

6. If the package includes translation scripts or action scripts that are written in Python,

configure the language python statement, if it is not already configured.

[edit]
user@host# set system scripts language python
user@host# commit

7. Onmultichassis systems, repeat steps 1 through 6 on each node in the system.

When you update a package, the device stores copies of the new andmodified module

and script files. Junos OS then rebuilds its schema to include any changes to the data

models associated with that package and validates the active configuration against this

schema.

Deleting a YANGPackage

CAUTION: BeforeyoudeleteaYANGpackagefromadevice running JunosOS,
ensure that theactive configurationdoesnot contain configurationdata that
has dependencies on the datamodels added by that package.

To delete a YANG package and all modules and scripts associated with that package

from a device running Junos OS:

1. Review the active configuration to determine if there are any dependencies on the

YANGmodules that will be deleted.

2. If the configuration contains dependencies on themodules, update the configuration

to remove the dependencies.
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3. Delete the package and associatedmodules and scripts by using the request system
yang delete command with the appropriate package identifier.

user@host> request system yang delete package-name

Building schema and reloading /config/juniper.conf.gz ...
Activating /config/juniper.conf.gz ...
mgd: commit complete
Restarting mgd ...

NOTE: Youmust use the request system software delete command to

remove OpenConfig packages that were installed from a compressed tar
file using the request system software add command.

4. If thesystempromptsyou to restart the JunosOSCLI, pressEnter toaccept thedefault

value of yes.

Building schema and reloading /config/juniper.conf.gz ...
Activating /config/juniper.conf.gz ...
mgd: commit complete
Restarting mgd ...

WARNING: cli has been replaced by an updated version:
...
Restart cli using the new version ? [yes,no] (yes)

Restarting cli ...

When you delete a package, Junos OS rebuilds its schema to remove the data models

associated with that package and then validates the active configuration against this

schema.Thedevice removes thecopiesof themoduleandscript files thatweregenerated

when the package was created. The device also removes the copies of the package’s

action script and translation script files that are stored under the /var/db/scripts/action

and /var/db/scripts/translation directories. If you downloaded the original module and

script files to a different location, the original files remain unchanged.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.3R1, when you load custom YANG data
modelsonto thedevice, youdonotneed toexplicitly loadany required Junos
OS extension modules.

17.3R1

Related
Documentation

Understanding the Management of Non-Native YANGModules on Devices Running

Junos OS on page 279

•

• request system yang add on page 378

• request system yang delete on page 380

• request system yang update on page 386
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• show system yang package on page 392

Creating Translation Scripts for YANGConfigurationModels

You can load YANGmodules on devices running Junos OS to add data models that are

not natively supported by Junos OS but that can be supported by translation. When you

extend the configuration hierarchy with non-native YANG datamodels, youmust also

supply one or more translation scripts that provide the logic to map the non-native

configuration syntax to the corresponding Junos OS syntax.

Translation scripts convert the configuration data corresponding to the non-native YANG

datamodels into JunosOSsyntaxandadd the translatedconfigurationdataasa transient

change in the checkout configuration during the commit operation. Translation scripts

can be written in either Python or SLAX and are similar to commit scripts in structure.

For information about creating SLAXandPython scripts that generate transient changes

in the configuration, see the Automation Scripting Feature Guide.

You use the request system yang add or request system yang update commands to add

YANGmodulesand their associated translation scripts toaneworexistingYANGpackage

on the device. After you add themodules and translation scripts to the device, you can

configure the statements and hierarchies in the data model added by thosemodules.

When you load and commit the configuration data, the device calls the script to perform

the translation and generate the transient configuration change.

This topic discusses the general structure for translation scripts. The specific translation

logic required in theactual scriptdependson thecustomhierarchiesadded to theschema

and is beyond the scope of this topic.

Tocreate the framework for translationscripts thatareusedondevices running JunosOS:

1. In your favorite editor, create a new file that uses the .slax or .py file extension, as

appropriate.

2. Include the necessary boilerplate required for that script’s language, which is identical

to the boilerplate for commit scripts, and also include any required namespace

declarations for your data models.

• SLAX code:

version 1.0;
ns junos = "http://xml.juniper.net/junos/*/junos";
ns xnm = "http://xml.juniper.net/xnm/1.1/xnm";
ns jcs = "http://xml.juniper.net/junos/commit-scripts/1.0";
ns prefix = "namespace";
import "../import/junos.xsl";

match configuration {
   /*
    * insert your code here
    */
}

• Python code:
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from junos import Junos_Context
from junos import Junos_Configuration
import jcs

if __name__ == '__main__':
   /*
    * insert your code here
    */

NOTE: Translation scripts must fully qualify identifiers for non-native
YANG datamodels in the translation code.

NOTE: For informationaboutcommit scriptboilerplatecode, seeRequired
Boilerplate forCommitScriptsand theAutomationScriptingFeatureGuide.

3. Add code that maps the non-native configuration data into the equivalent Junos OS

syntax and stores the translated configuration data in a variable.

• SLAX sample code:

match configuration {

    /* translation code */

    var $final = {
       /*
        * translated configuration
        */
    }
}

• Python sample code:

if __name__ == '__main__':

    /* translation code */

    final = """
        <transient-change>
           /*
             * Junos XML elements representing translated configuration
             */
        </transient-change>
    """     

4. Add the translated content to the checkout configuration as a transient configuration

change by calling the jcs:emit-change() template in SLAX scripts or the

jcs.emit_change() function in Python scripts with the translated configuration and

transient-change tag as arguments.

• SLAX sample code:

match configuration {
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    /* translation code */

    var $final = {
       /*
        * translated configuration
        */
    }
    call jcs:emit-change($content=$final, $tag='transient-change');
} 

• Python sample code:

if __name__ == '__main__':

    /* translation code */

    final = """
           /*
            * Junos XML elements representing translated configuration
            */
    """     
    jcs.emit_change(final, "transient-change", "xml")

NOTE: In SLAX scripts, you can also generate the transient change by
emitting the translated configuration inside of a <transient-change>

element instead of calling the jcs:emit-change() template.

On the device, perform the following tasks before adding the translation script to aYANG

package:

1. If the translation script is written in Python, configure the language python statement.

[edit]
user@host# set system scripts language python

2. Download the script to the device, and optionally validate the syntax.

user@host> request system yang validate translation-script script

Before youcanuse translationscriptsonadevice, youmustadd thescriptsandassociated

modules to a newor existingYANGpackageusing the request systemyangaddor request

system yang update command. After the modules and scripts are added, the translation

scripts are automatically invoked when you commit configuration data in the

corresponding data models.

Theactiveandcandidate configurations contain theconfigurationdata for thenon-native

YANG datamodels in the syntax defined by thosemodels. However, because the

translatedconfigurationdata is committedasa transientchange, theactiveandcandidate

configurations do not explicitly display the translated data in the Junos OS syntax when

you issue the show or show configuration commands. To apply YANG translation scripts

when you view the configuration, use the | display translation-scripts filter.

Copyright © 2017, Juniper Networks, Inc.288

NETCONF XMLManagement Protocol Developer Guide



To view the complete post-inheritance configuration with the translated data (transient

changes) explicitly included , append the | display translation-scripts filter to the show

configuration command in operational mode or the show command in configuration

mode. To view just the non-native configuration data after translation, use the | display

translation-scripts translated-config filter.

In configurationmode, todisplay just thechanges to theconfigurationdatacorresponding

to non-native YANG datamodels before or after translation scripts are applied, append

the configured-delta or translated-delta keyword, respectively, to the show | display

translation-scripts command. In both cases, the XML output displays the deleted

configuration data, followed by the new configuration data.

For more information about the | display translation-scripts filter, see “Committing and

Displaying Configuration Data for Non-Native YANGModules” on page 291.

Related
Documentation

Disabling and Enabling YANG Translation Scripts on Devices Running Junos OS on

page 289

•

• Understanding the Management of Non-Native YANGModules on Devices Running

Junos OS on page 279

Disabling and Enabling YANG Translation Scripts on Devices Running Junos OS

You can load standard (IETF, OpenConfig) or custom YANG datamodels on devices

running Junos OS to add data models that are not natively supported by Junos OS but

can be supported by translation. When you extend the configuration hierarchy with

non-native data models, youmust also supply one or more translation scripts; these

map the custom configuration syntax defined by the YANG datamodel to the

corresponding JunosOSsyntaxandadd the translateddata to thecheckout configuration

as a transient change during the commit operation. Translation scripts are enabled by

default as soon as you add them to the device using the appropriate operational

command.

You can disable the translation scripts in a YANG package at any time without removing

the package and associated files from the device, which can be useful when

troubleshooting translation issues.After youdisable translation for apackageandcommit

the configuration, the configuration data associated with the YANG datamodels in that

package can be present in the active configuration, but the configuration has no impact

on the functioning of the device.

When translation is disabled, you can still configure and commit the statements and

hierarchies in the data models added by that package. However, the device does not

commit the corresponding Junos OS configuration statements as transient changes

during the commit operation for any statements in the data models added by that

package, even for those statements that were committed prior to disabling translation.
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To disable translation scripts for a given YANG package that is installed on a device

running Junos OS:

1. Issue the request system yang disable command, and specify the package identifier.

user@host> request system yang disable package-name

2. Verify that the status of the translation scripts in the package is disabled.

user@host> show system yang package package-name
Package ID            :package-name
YANG Module(s)        :modules
Translation Script(s) :translation scripts
Translation script status is disabled

NOTE: When you disable translation for a package, the device retains any
transient configuration changes that were committed prior to disabling
translation until the next commit operation.

NOTE: In configurationmode, you can issue the
show | display translation-scripts translated-config command to verify which

configuredstatements fromnon-nativeYANGdatamodelswill be translated
and committed during a commit operation. The command output does not

include (and the device does not commit) the corresponding Junos OS
configuration for those datamodels forwhich translation has been disabled.

To enable translation scripts for a given YANG package that is installed on a device

running Junos OS:

1. Issue the request system yang enable command, and provide the package identifier.

user@host> request system yang enable package-name

2. Verify that the status of the translation scripts in the package is enabled.

user@host> show system yang package package-name
Package ID            :package-name
YANG Module(s)        :modules
Translation Script(s) :translation scripts
Translation script status is enabled

Related
Documentation

Understanding the Management of Non-Native YANGModules on Devices Running

Junos OS on page 279

•

• request system yang disable on page 382

• request system yang enable on page 384

• show system yang package on page 392
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Committing and Displaying Configuration Data for Non-Native YANGModules

You can load standardized or custom YANGmodules onto devices running Junos OS to

add data models that are not natively supported by Junos OS but can be supported by

translation. When you extend the configuration hierarchy with new datamodels, you

must also supply oneormore translation scripts that provide the translation logic tomap

the non-native configuration syntax to Junos OS. Translation scripts are enabled by

default as soon as you issue the request system yang add or request system yang update

command to add them to the device.

You configure non-native data models in the candidate configuration using the syntax

defined for those models. When you commit the configuration, the translation scripts

translate thoseportionsof thedataandcommit thecorresponding JunosOSconfiguration

as a transient change in the checkout configuration.

NOTE: Starting in Junos OS Release 16.1R2, XPath expression evaluations
for the following YANG keywords are disabled by default during commit
operations: leafref,must, andwhen. Prior to Junos OS Release 16.1R2, Junos

OS evaluates the constraints for these keywords, which can result in longer
commit times.

The candidate and active configurations contain the configuration data for non-native

YANG datamodels in the syntax defined by thosemodels. However, because the

translated configuration data is committed as a transient change, the candidate and

active configurations do not explicitly display the translated data in the Junos OS syntax

when you view the configuration using commands such as show or show configuration.

You can explicitly display the translated data in Junos OS syntax in the candidate or

active configuration by appending the | display translation-scripts filter to the show

command in configuration mode or the show configuration command in operational

mode. Applying the filter displays the post-inheritance configuration with the translated

configuration data from all enabled translation scripts included.

NOTE: Youcanonlyapply the |displaytranslation-scripts filter to thecomplete

Junos OS configuration. You cannot filter subsections of the configuration
hierarchy.

In operational mode, issue the following command to view the committed configuration
with translation scripts applied:

user@host> show configuration | display translation-scripts

Similarly, in configuration mode, issue the following command to view the candidate
configuration with translation scripts applied:

[edit]

291Copyright © 2017, Juniper Networks, Inc.

Chapter 19: Creating and Using Non-Native YANGModules



user@host# show | display translation-scripts

The output, which is truncated in this example, displays the complete post-inheritance

configuration and includes the non-native configuration data as well as the translation

of that data.

  ## Last changed: 2016-05-13 16:37:42 PDT
  version "16.1R1;
  system {
      host-name host;
      domain-name example.com;
      ...
      /* Translated data */
      scripts {
          op {                      
            file test.slax;  
          }
      }
      ...
  }
  ...
  /* Non-native configuration data */
  myconfig:myscript {
      op {
          filename test.slax;
      }
  }

Alternatively, you can view just the translated portions of the hierarchy corresponding to

non-nativeYANGdatamodelsbyappending the translated-configkeyword to the |display

translation-scripts filter. In operational mode, the translated-config keyword returns the

translateddata fornon-nativeYANGdatamodelspresent in thecommittedconfiguration.

In configuration mode, the translated-config keyword returns the translated data for

non-native YANG datamodels present in the candidate configuration, which includes

both committed and uncommitted configuration data.

user@host> show | display translation-scripts translated-config

  system {
      scripts {
          op {
              file test.slax;
          }
      }
  }

The candidate configuration reflects the configuration data that has been configured,

but not necessarily committed, on the device. In configuration mode, to display just the

configuration differences in the hierarchies corresponding to non-native YANG data

models before or after translation scripts are applied, append the configured-delta or

translated-delta keyword, respectively, to the show|display translation-scripts command.

In both cases, the XML output displays the deleted configuration data, followed by the

new configuration data.
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For example, to view the uncommitted configuration changes for the non-native data
models in the syntax defined by those data models, issue the show | display
translation-scripts configured-delta command in configuration mode.

[edit]
user@host# show | display translation-scripts configured-delta

  <rpc-reply xmlns:junos="http://xml.juniper.net/junos/16.1R1/junos">
      <configuration operation="delete">
      </configuration>
      <configuration operation="create">
          <myscript xmlns="http://jnpr.net/yang/myscript" operation="create">
              <op>
                  <filename>test2.slax</filename>
              </op>
          </myscript>
      </configuration>
      <cli>
          <banner>[edit]</banner>
      </cli>
  </rpc-reply>

To view the uncommitted configuration changes for the non-native data models after
translation into Junos OS syntax, issue the show | display translation-scripts
translated-delta command in configuration mode. For example:

[edit]
user@host# show | display translation-scripts translated-delta

  <rpc-reply xmlns:junos="http://xml.juniper.net/junos/R1/junos">
      <configuration xmlns:junos="http://xml.juniper.net/junos/*/junos">
          <system>
                <scripts>
                  <op>
                    <file>
                      <name>test2.slax</name>
                    </file>
                  </op>
                </scripts>
          </system>
      </configuration>
      <!-- EOF -->
      <cli>
          <banner>[edit]</banner>
      </cli>      
  </rpc-reply>

In configuration mode, you can better understand the transient changes that will be

committed for the non-native datamodels by using the various filters. To verify all Junos

OS statements that will be committed as transient changes by translation scripts during

the commit operation, issue the show | display translation-scripts translated-config

command before committing the candidate configuration. To verify the Junos OS

statements that will be committed for just the changed configuration data, issue the

show | display translation-scripts translated-delta command. If you disable translation

scripts for a package, the output for these commands does not include (and the device

293Copyright © 2017, Juniper Networks, Inc.

Chapter 19: Creating and Using Non-Native YANGModules



does not commit) the corresponding Junos OS configuration for those data models for

which translation has been disabled.

NOTE: Even though non-native configuration datamight be committed in
the active configuration, it does not guarantee that the corresponding
translated configuration is also committed as a transient change. If you
disable translation and then commit non-native configuration data, the
non-native data is present in the committed configuration. However, the
devicedoesnotcommit thecorrespondingJunosOSconfigurationstatements
as transient changes during the commit operation for any statements in the
datamodels added by that package, even for those statements that were
committed prior to disabling translation.

Table 10onpage294summarizes thedifferent filters youcanapply to thecommittedand

candidate configurations when they contain configuration data corresponding to

non-native YANG datamodels. The table indicates the CLI mode for each filter, and the

scope and syntax of the output. By selecting different filters, you can view the entire

configuration, the translated portions of the configuration, or the uncommitted

configuration changes, and you can view the configuration data both before and after

processing by translation scripts. In configuration mode, this enables you to better

determine the Junos OS changes that will be committed for the non-native hierarchies.

Table 10: | display translation-scripts Command

Syntax and Format of
OutputDescriptionModeFilter

YANG datamodel and
JunosOS syntax as ASCII text

Return the complete,
post-inheritance committed
configuration and include the
translation of the non-native
data into Junos OS syntax.

Operational| display translation-scripts

YANG datamodel and
JunosOS syntax as ASCII text

Return the complete,
post-inheritance candidate
configuration and include the
translation of the non-native
data into Junos OS syntax.

Configuration

Junos OS ASCII textReturn the translated data
corresponding to all
non-native YANG data
models in the committed
configuration.

Operational| display translation-scripts
translated-config

Junos OS ASCII textReturn the translated data
corresponding to all
non-native YANG data
models in the candidate
configuration.

Configuration
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Table 10: | display translation-scripts Command (continued)

Syntax and Format of
OutputDescriptionModeFilter

YANG datamodel XMLReturn the uncommitted
changes in the candidate
configuration corresponding
to non-native YANG data
models in the syntax defined
by that model.

Configuration| display translation-scripts
configured-delta

Junos OS XMLReturn the uncommitted
changes in the candidate
configuration corresponding
to non-native YANG data
models after translation into
Junos OS syntax.

Configuration| display translation-scripts
translated-delta

Release History Table DescriptionRelease

Starting in Junos OS Release 16.1R2, XPath expression evaluations for the
following YANG keywords are disabled by default during commit operations:
leafref,must, andwhen. Prior to Junos OS Release 16.1R2, Junos OS evaluates
the constraints for these keywords, which can result in longer commit times.

16.1R2

Creating CustomRPCs in YANG for Devices Running Junos OS

JuniperNetworksprovidesYANGmodules that define the remoteprocedure calls (RPCs)

for Junos OS operational commands. Starting in Junos OS Release 16.1R3, you can also

createYANGdatamodels thatdefinecustomRPCs fordevices running JunosOS.Creating

custom RPCs enables you to precisely define the input parameters and operations and

the output fields and formatting for your specific operational tasks on those devices.

When you extend the operational command hierarchy with a custom YANG RPC, you

mustalsosupplyanactionscript that servesas thehandler for theRPC.TheRPCdefinition

references the action script, which is invoked when you execute the RPC.

This topic outlines the general steps for creating a YANGmodule that defines a custom

RPC for devices running Junos OS. For information about creating an RPC action script

and customizing the RPC’s CLI output see “Creating Action Scripts for YANG RPCs on

Devices Running JunosOS” on page 301 and “Understanding JunosOSYANGExtensions

for Formatting RPC Output” on page 320.

This section presents a generic template for a YANGmodule that defines an RPC for
devices running Junos OS. The template is followed by a detailed explanation of the
different sections and statements in the template.

module module-name {
   namespace "namespace";
   prefix prefix;

   import junos-extension {
      prefix junos;
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   }
   import junos-extension-odl {
      prefix junos-odl;
   }

   organization
      "Juniper Networks, Inc.";
   description
      "module-description";

   rpc rpc-name {
      description "RPC-description";

      junos:command "cli-command" {
         junos:action-execute {
            junos:script "action-script-filename";
         }
      }

      input {
         leaf input-param1 {
            type type;
            description description;
         }
         leaf input-param2 {
            type type;
            description description;
         }
         // additional leaf definitions
      }
      output {
         container output-container-name {

            container container-name {
               leaf output-param1 {
                  type type;
                  description description;
                  // optional formatting statements
               }
               // additional leaf definitions

               junos-odl:format container-name-format {
                  // CLI formatting for the parent container
               }
            }

            // Additional containers
         }
      }
   }
}

RPCs are defined within modules. Themodule name should be descriptive and indicate
the general purpose of the RPCs that are included in that module, and themodule
namespacemust be unique.

module module-name {
   namespace "namespace";
   prefix prefix;

}
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NOTE: As per RFC 6020, YANG - A Data Modeling Language for the Network

Configuration Protocol (NETCONF), themodule name and the base name of
the file in which themodule residesmust be identical. For example, if the
module name is get-if-info, themodule’s filenamemust be get-if-info.yang.

Themodule must import the Juniper Networks junos-extensionmodule and define a
prefix. The junos-extensionmodule includes YANG extensions that are required in the
definition of RPCs executed on devices running Junos OS.

   import junos-extension {
      prefix junos;
   }

If any of the RPCs in themodule render formatted ASCII output, themodulemust import
the Juniper Networks junos-extension-odlmodule and define a prefix. The
junos-extension-odlmodule defines YANG extensions that you use to precisely specify
how to render the output when you execute the operational command for that RPC in
the CLI or when you request the RPC output in text format.

   import junos-extension-odl {
      prefix junos-odl;
   }

Include theorganization responsible for themoduleaswell asadescriptionof themodule.

   organization
      "Juniper Networks, Inc.";
   description
      "module-description";

Within themodule, you can define one ormore RPCs, eachwith a unique name. The RPC
name is used to remotely execute the RPC, and thus should clearly indicate the RPC’s
purpose. The RPC purpose can be further clarified in the description statement. If you
also define a CLI command for the RPC, the CLI displays the RPC description in the
context-sensitive help for that command listing.

   rpc rpc-name {
      description "RPC-description";

   }
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Within the RPC definition, define the command, action-execute, and script statements,

whichareextension statements in the junos-extensionmodule. The command statement

defines the operational command that you use to execute the RPC in the Junos OS CLI.

To execute the RPC remotely, use the RPC name for the request tag.

The action-execute statement and script substatement must be defined for every RPC.

The script substatement defines the name of the action script that is invoked when you

execute the RPC. Youmust define one and only one action script for each RPC.

NOTE: Starting in Junos OS Release 17.3, the action-execute statement is a

substatement to command. In earlier releases, the action-execute and

command statements are placed at the same level, and the command

statement is optional.

• In Junos OS Release 17.3 and later releases, define the command statement and its
substatements.

      junos:command "cli-command" {
         junos:action-execute {
            junos:script "action-script-filename";
         }
      }

• In Junos OS Release 17.2 and earlier releases, define the action-execute and script
statements, and optionally define the command statement.

      junos:command "cli-command";
      junos:action-execute {
         junos:script "action-script-filename";
      }

NOTE: YoumustaddtheYANGmodule, extensionmodules, andactionscript
to the device as part of a new or existing YANG package using the request

system yang add or request system yang update command. Thus, you only

need to provide the name and not the path of the action script for the
junos:script statement.

NOTE: If your action script is written in Python, youmust configure the [edit

system scripts language python] statement on each device where the script

will be executed.

Input parameters to the RPC operation are defined within the optional input statement.
When you execute the RPC, Junos OS invokes the RPC’s action script and passes the
values for all of the input parameters to the script.

      input {
         leaf input-param1 {
            type type;
            description description;
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         }
         leaf input-param2 {
            type type;
            description description;
         }
         // additional leaf definitions
      }

The optional output statement encloses the output parameters to the RPC operation.
The output statement can include one top-level root container. It is a good practice to
correlate the name of the root container and the RPC name. For example, if the RPC
name isget-xyz-information, thecontainernamemightbexyz-information. Substatements
to the output statement define nodes under the RPC’s output node. In the XML output,
this would translate into XML elements under the <rpc-reply> element.

      output {
         container output-container-name {
            ...
         }
      }

Within the rootcontainer, youcan include leafandcontainerstatements. Leaf statements
describe the data included in the RPC output for that container.

      output {
         container output-container-name {
            container container-name {
               leaf output-param1 {
                  type type;
                  description description;
               }
               // additional leaf definitions
            }
         }
      }

Bydefault, the format for RPCoutput is XML. You canalso define formattedASCII output

that is displayed when you execute the operational command for that RPC in the CLI or

when you request the RPC output in text format.

NOTE: Starting in Junos OS Release 17.3, the CLI formatting for a custom
RPC is defined within the junos-odl:format extension statement. In earlier

releases, the CLI formatting is defined using a container that includes the
junos-odl:cli-format statement.

• Starting in Junos OS Release 17.3, you define the CLI formatting by defining a
junos-odl:format statement,which is anextension statement in the junos-extension-odl
module.

      output {
         container output-container-name {
            container container-name {
               leaf output-param1 {
                  type type;
                  description description;
                  // optional formatting statements
               }
               // additional leaf definitions
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junos-odl:format container-name-format {
                  // CLI formatting for the parent container
               }
            }
            // Additional containers
         }
      }

• Prior to JunosOSRelease 17.3, youdefine theCLI formatting for a given containerwithin
a child container that includes the junos-odl:cli-format statement.

               container container-name-format {
junos-odl:cli-format;

                  // CLI formatting for the parent container
               }

Within the statement or container that defines the CLI formatting, you can customize

the RPC’s CLI output by using statements defined in the junos-extension-odlmodule. For

more information about rendering formatted ASCII output, see “Customizing YANG RPC

Output onDevices Running JunosOS” on page 323. You can also stipulatewhen the data

in a particular container is emitted in an RPC's CLI output. For information about

constructing different levels of output for the same RPC, see “Defining Different Levels

of Output in Custom YANG RPCs for Devices Running Junos OS” on page 339.

To use the RPC on a device running Junos OS, download themodule, action script, and

any required extensionmodules to thedevice, andadd the files to a newor existingYANG

package using the request system yang add or request system yang update operational

command. To execute the RPC in the CLI, issue the command defined by the

junos:command statement. To execute the RPC remotely, use the RPC name in an RPC

request operation.

NOTE: Starting in Junos OS Release 17.3R1, when you load custom YANG
datamodels onto the device, you do not need to explicitly load any required
JunosOS extensionmodules. In earlier releases, youmust load the JunosOS
extensionmodules for any packages that use themodules.

When you execute theRPC in theCLI using the commanddefined by the junos:command

statement, the device displays the RPC output in the CLI format defined by the RPC. If

the RPC does not define CLI formatting, by default, no output is displayed for that RPC

in the CLI. However, you can still display the XML output for that RPC in the CLI by

appending the | display xml filter to the command.

Formore informationaboutYANGRPCs, seeRFC6020,YANG-ADataModelingLanguage

for the Network Configuration Protocol (NETCONF), and related RFCs.
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Release History Table DescriptionRelease

Starting in Junos OS Release 17.3, the action-execute statement is a
substatement to command.

17.3R1

Starting in Junos OS Release 17.3, the CLI formatting for a custom RPC is
defined within the junos-odl:format extension statement.

17.3R1

Starting in JunosOSRelease 17.3R1,whenyou loadcustomYANGdatamodels
onto the device, you do not need to explicitly load any required Junos OS
extension modules.

17.3R1

Related
Documentation

Creating Action Scripts for YANG RPCs on Devices Running Junos OS on page 301•

• Using Custom YANG RPCs on Devices Running Junos OS on page 307

• Example: Using a Custom YANG RPC to Retrieve Operational Information on Devices

Running Junos OS on page 310

• Understanding Junos OS YANG Extensions for Formatting RPC Output on page 320

• Managing YANG Packages, Modules, and Scripts on Devices Running Junos OS on

page 281

Creating Action Scripts for YANGRPCs on Devices Running Junos OS

Starting in Junos OS Release 16.1R3, you can add YANG datamodels that define custom

remote procedure calls (RPCs) ondevices running JunosOS.When you addanon-native

YANG RPC to a device, youmust also supply an action script that serves as the RPC’s

handler. Action scripts are Python or Stylesheet Language Alternative SyntaX (SLAX)

scripts that retrieve the information and perform the operations required by the RPC and

return any necessary XML output elements as defined in the RPC output statement. The

RPC definition references the action script, which is invoked when the RPC is executed.

Action scripts can be written in SLAX or Python. SLAX action scripts are similar to SLAX

op scripts and can perform any function available through the RPCs supported by the

Junos XMLmanagement protocol and the Junos XML API. Python action scripts can

leverage all of the features and constructs in the Python language, which provides

increased flexibility over SLAX scripts. In addition, Python action scripts support Junos

PyEZAPIs,which facilitate executingRPCsandperformingoperational andconfiguration

tasks on devices running Junos OS. Python scripts can also leverage the lxml library,

which simplifies XPath handling.

The following topics are discussed:

• Action Script Boilerplate on page 302

• Parsing RPC Input Arguments on page 302

• Emitting the RPC XML Output on page 304
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• Retrieving Operational and Configuration Data on page 305

• Validating and Loading Action Scripts on a Device on page 306

Action Script Boilerplate

SLAX action scripts must include the necessary boilerplate for both basic script

functionality as well as any optional functionality used within the script such as the

JunosOS extension functions and named templates. In addition, the scriptmust declare

all RPC input parameters using the param statement. The SLAX action script boilerplate

is as follows:

version 1.0;

ns junos = "http://xml.juniper.net/junos/*/junos";
ns xnm = "http://xml.juniper.net/xnm/1.1/xnm";
ns jcs = "http://xml.juniper.net/junos/commit-scripts/1.0";

import "/var/db/scripts/import/junos.xsl";

param $param1;
param $param2;

match / {
    <action-script-results> {
        /* insert your code here */
    }
}

Python action scripts must include an interpreter directive line and import any objects
that are used by the script. Python action scripts that include the import jcs statement
can use Junos OS extension functions and supported named template functionality in
the script. If the script uses Junos PyEZ, it must import the necessary classes from the
jnpr.junosmodule.

#!/usr/bin/env python
from jnpr.junos import Device
import jcs

Parsing RPC Input Arguments

An RPC can define input parameters using the optional input statement. When you

execute an RPC and provide input arguments, Junos OS invokes the RPC’s action script

andpasses thevalues for thosearguments to thescript. InaPythonorSLAXactionscript,

you can access the RPC input arguments in the samemanner as you would access

command-line arguments for a normal Python script or a Junos OS SLAX op script,

respectively.

NOTE: Because of themanner in which the command-line arguments are
passed to the different script types, SLAX action scripts can handle optional
input parameters, but Python action scripts require that the user supply all
input arguments when executing the RPC.
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NOTE: If a parameter is defined as type empty, the value passed to a Python

action script is just the name of the parameter, whereas the value passed to
a SLAX action script is an empty string.

Consider the following RPC input statement:

     input {
       leaf hostip {
         description "IP address of the target host";
         type string;
       }
       leaf level {
         type enumeration {
           enum brief {
             description "Display brief output";
           }
           enum detail {
             description "Display detailed output";
           }
         }
       }
       leaf test {
         description "empty argument";
         type empty;
       }
     }

For Python action scripts, the first argument passed to the script is always the script

name, and the second argument indicates a format, which is always -X for XML. The

remaining arguments are the values of the RPC input parameters in the order that they

aredeclared in theRPC input statement, not theorder that theyaregivenon thecommand

line or in the RPC request.

In a Python script, you can access the input arguments through the sys.argv list. For
example:

scriptname = sys.argv[0]   # name of the action script
format = sys.argv[1]      # format, which is "-X"
hostip = sys.argv[2]      # value is the IP address provided by the user
level = sys.argv[3]       # value is either "brief" or "detail"
test = sys.argv[4]        # value for type empty is param name "test"

In SLAX action scripts, youmust declare input parameters using the param statement.
The script assigns the value for each passed argument to the corresponding parameter,
which can then be referenced throughout the script. Youmust include the dollar sign ($)
symbol both when you declare the parameter and when you access its value.

param $hostip;
param $level;
param $test;

NOTE: For more information about SLAX parameters, see SLAX Parameters
Overview in the Automation Scripting Feature Guide.
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Emitting the RPC XMLOutput

An RPC can define output elements using the optional output statement. The action
script must define and emit any necessary XML elements for the RPC output. The XML
hierarchy emitted by the script should reflect the tree defined by the containers and leaf
statements in the definition of the RPC output statement. To return the XML output, the
action script must emit the RPC output hierarchy, and only the output hierarchy. SLAX
scriptsmust use the copy-of statement to emit theXML, andPython scripts can useprint
statements.

For example, consider the following YANG RPC output statement:

     output {
       container host-status-information {
         container host-status-info {
           leaf host {
             type string;
             description "Host IP";
           }
           leaf status {
             type string;
             description "Host status";
           }          
           leaf date {
             type string;
             description "Date and time";
           }                 
         }
       }
     }

The action script must generate and emit the corresponding XML output, for example:

<host-status-information>
  <host-status-info>
    <host>198.51.100.1</host>
    <status>Active</status>
    <date>2016-10-10</date>
  </host-status-info>
  <host-status-info>
    <host>198.51.100.2</host>
    <status>Inactive</status>
    <date>2016-10-10</date>
  </host-status-info>
</host-status-information>

After retrieving the values for the required output elements, a Python script might emit
the XML output hierarchy by using the following code:

from lxml import etree
...

xml = '''
<host-status-information>
  <host-status-info>
    <host>{0}</host>
    <status>{1}</status>
    <date>{2}</date>
  </host-status-info>
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</host-status-information>
'''.format(hostip, pingstatus, now)    

tree = etree.fromstring(xml)
print (etree.tostring(tree))

Similarly, a SLAX action script might use the following:

var $node = {
    <host-status-information> {
        <host-status-info> {
            <host> $ip;
            <status> $pingstatus;
            <date> $date;
        }
    }
}
copy-of $node;

Retrieving Operational and Configuration Data

Action scripts can retrieveoperational andconfigurationdata fromadevice running Junos

OS and then parse the data for necessary information. SLAX action scripts can retrieve

information fromthedevicebyexecutingRPCssupportedby the JunosXMLmanagement

protocol and the Junos XML API. Python action scripts can retrieve operational and

configuration information by using Junos PyEZ APIs or by using the cli -c 'command' to

execute CLI commands in the action script as you would from the shell. To retrieve

operational informationusing thecli -cmethod, include thedesiredoperational command.

To retrieve configuration information, use the show configuration command.

The following SLAX snippet executes the show interfaces command on the local device
using the equivalent <get-interface-information> request tag:

var $rpc = <get-interface-information>;
var $out = jcs:invoke($rpc);
/* parse for relevant information and return as XML tree for RPC output */

The following Python code uses Junos PyEZ to execute the show interfaces command
using the equivalent Junos PyEZ get_interface_information RPC:

from jnpr.junos import Device
from lxml import etree

dev = Device()
dev.open()
res = dev.rpc.get_interface_information()
dev.close()
 # parse for relevant information and return as XML tree for RPC output

NOTE: For information about using Junos PyEZ to execute RPCs on devices
running Junos OS, see Using Junos PyEZ to Execute RPCs on Devices Running

Junos OS.
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The following Python code executes the show interfaces | display xml command and
converts the string output into anXML tree that can be parsed for the required data using
XPath constructs:

import subprocess
from lxml import etree

cmd = ['cli', '-c', 'show interfaces | display xml']
proc = subprocess.Popen(cmd, stdout=subprocess.PIPE)
tmp = proc.stdout.read()
root = etree.fromstring(tmp.strip())
# parse for relevant information and return as XML tree for RPC output

Validating and Loading Action Scripts on a Device

In your YANG RPC definition, you specify the RPC’s action script by including the
junos:commandand junos:action-execute statementsand the junos:script substatement,
which takes the action script’s filename as its value. Youmust define one and only one
action script for each RPC. For example:

rpc rpc-name {
   ...
   junos:command "show sw-info" { 
      junos:action-execute {
         junos:script "sw-info.py";
      }
   }
   ...
}

NOTE: Starting in Junos OS Release 17.3, the action-execute statement is a

substatement to command. In earlier releases, the action-execute and

command statements are placed at the same level, and the command

statement is optional.

NOTE: YANGmodules that define RPCs for devices running Junos OSmust
import the Juniper Networks junos-extensionmodule.

Python action scripts must meet the following requirements before you can execute the

scripts on devices running Junos OS.

• File owner is either root or a user in the Junos OS super-user login class.

• Only the file owner has write permission for the file.

• Script includes an interpreter directive line such as #!/usr/bin/env python.

• The language python statement is configured at the [edit system scripts] hierarchy

level.
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NOTE: Users can only execute unsigned Python scripts on devices running
Junos OSwhen the script's file permissions include read permission for the
first class that the user falls within, in the order of user, group, or others.

You can validate the syntax of an action script in the Junos OS CLI by issuing the request

system yang validate action-script command and providing the path to the script. For

example:

user@host> request system yang validate action-script /var/tmp/sw-info.py
Scripts syntax validation : START
Scripts syntax validation : SUCCESS

To use an action script, you must load it onto the device with the YANGmodule that

contains the corresponding RPC. You use the request system yang add or request system

yang update commands to add YANGmodules, their associated action scripts, and any

required extension modules to a new or existing YANG package on the device. After you

add themodules and action scripts to the device, you can execute your custom RPCs.

When you execute an RPC, the device invokes the referenced script.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.3, the action-execute statement is a
substatement to command.

17.3R1

Related
Documentation

Creating Custom RPCs in YANG for Devices Running Junos OS on page 295•

• Using Custom YANG RPCs on Devices Running Junos OS on page 307

• Example: Using a Custom YANG RPC to Retrieve Operational Information on Devices

Running Junos OS on page 310

Using CustomYANGRPCs on Devices Running Junos OS

Starting in Junos OS Release 16.1R3, you can add YANG datamodels that define custom

RPCsondevices running JunosOS.Creating customRPCsenables you toprecisely define

the inputparametersandoperationsand theoutput fieldsand formatting for your specific

operational tasks on those devices.

To add an RPC to a device running Junos OS, download the YANGmodule that defines

the RPC, along with any required action scripts to the device, and add the files to a new

or existing YANG package using the request system yang add or request system yang

update operational command. For detailed information about adding YANGmodules to

devices running Junos OS, see “Managing YANG Packages, Modules, and Scripts on

Devices Running Junos OS” on page 281.
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NOTE: Starting in Junos OS Release 17.3R1, when you load custom YANG
datamodels onto the device, you do not need to explicitly load any required
JunosOS extensionmodules. In earlier releases, youmust load the JunosOS
extensionmodules for any packages that use themodules.

After the modules and action scripts are added to the device, you can execute the RPC

either locally, provided that the RPC definition includes the junos:command statement,

or remotely. To execute an RPC in the Junos OS CLI, issue the command defined by the

RPC’s junos:command statement. To execute an RPC remotely, use the RPC name in an

RPC request operation.

Consider the following YANGmodule and RPC definition:

module sw-info {
  namespace "http://yang.juniper.net/examples/rpc-cli";
  prefix rpc-cli;

  import junos-extension {
    prefix junos;
  }

  rpc get-sw-info {
    description "Show software information";
    junos:command "show sw-info" {
       junos:action-execute {
         junos:script "sw-info.py";
      }
    }
    input {
      leaf routing-engine {
        type string;
        description "Routing engine for which to display information";
      }
      ...
    }
    output {
      ...
    }
  }
}

NOTE: Starting in Junos OS Release 17.3, the action-execute statement is a

substatement to command. In earlier releases, the action-execute and

command statements are placed at the same level, and the command

statement is optional.

To execute this RPC in the Junos OS CLI, issue the show sw-info command defined by

the junos:command statement, and include any required or optional input parameters.

For example:

user@host> show sw-info routing-engine re0
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To execute this RPC remotely, send an RPC request that uses the RPC name for the
request tag, and include any required or optional input parameters.

<rpc>
   <get-sw-info>
     <routing-engine>re0</routing-engine>
   </get-sw-info>
</rpc>

When you execute a custom RPC, the device invokes the action script that is defined in

the junos:script statement, which in this example is the sw-info.py script. AnRPC’s action

script should emit any necessary XML elements for that RPC’s output.

When you execute an RPC in the Junos OS CLI using the command defined by the

junos:command statement, the device displays the RPC output, if there is any, using the

CLI formatting defined by the RPC. If the RPC does not define CLI formatting, the device

does not display any output for that RPC in the CLI. However, you can still display the

RPC’s XML output in the CLI by appending | display xml to the command.

user@host> show sw-info routing-engine re0 | display xml

When you execute an RPC remotely, the RPC output defaults to XML. However, you can
specify a different output format by including the format attribute in the opening request
tag of the RPC. To display CLI formatting, provided that the RPC defines this format, set
the format attribute to text or ascii. To display the output in JavaScript Object Notation
(JSON), set the format attribute to json. For example:

<rpc>
   <get-sw-info format="text">
     <routing-engine>re0</routing-engine>
   </get-sw-info>
</rpc>

Release History Table DescriptionRelease

Starting in Junos OS Release 17.3R1, when you load custom YANG data
modelsonto thedevice, youdonotneed toexplicitly loadany required Junos
OS extension modules.

17.3R1

Related
Documentation

Creating Custom RPCs in YANG for Devices Running Junos OS on page 295•

• Creating Action Scripts for YANG RPCs on Devices Running Junos OS on page 301

• Example: Using a Custom YANG RPC to Retrieve Operational Information on Devices

Running Junos OS on page 310

• Managing YANG Packages, Modules, and Scripts on Devices Running Junos OS on

page 281
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Example: Using a CustomYANGRPC to Retrieve Operational Information on Devices
Running Junos OS

You can add YANG datamodels that define custom RPCs on devices running Junos OS.

Creating custom RPCs enables you to precisely define the input parameters and

operations and the output fields and formatting for your specific operational tasks on

those devices. This example presents a custom RPC and action script that retrieve

operational information from the device and display customized CLI output.

The RPC is added to the Junos OS schema on the device. When the RPC is executed in

the CLI, it prints the name and operational status for the requested physical interfaces.

• Requirements on page 310

• Overview of the RPC and Action Script on page 310

• Loading the RPC on the Device on page 316

• Enabling Execution of Python Scripts on page 317

• Verifying the RPC on page 317

• Troubleshooting RPC Execution Errors on page 319

Requirements

This example uses the following hardware and software components:

• MX Series router running Junos OS Release 17.3R1 or a later release.

Overview of the RPC and Action Script

The YANGmodule presented in this section defines a custom RPC to return the name

and operational status of certain physical interfaces. The YANGmodule

rpc-interface-status is saved in the rpc-interface-status.yang file. Themodule imports

the junos-extension.yang and junos-extension-odl.yangmodules, which provide the

extensions required to execute custom RPCs on the device and to customize the CLI

output, respectively.

Themodule defines the get-interface-status RPC. The <get-interface-status> request
tag is used to remotely execute the RPC on the device. In the RPC definition, the
junos:command statement defines the command that is used to execute the RPC in the
CLI, which in this case is show intf status.

The junos:action-execute and junos:script statements define the action script that is
invoked when the RPC is executed. This example uses a Python action script named
rpc-interface-status.py to retrieve the information required by the RPC and return the
XML output elements as defined in the RPC output statement.

  rpc get-interface-status {
     description "RPC example to retrieve interface status";

     junos:command "show intf status" {
        junos:action-execute {
          junos:script "rpc-interface-status.py";
        }
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     }
    ...

NOTE: Starting in Junos OS Release 17.3, the action-execute statement is a

substatement to command. In earlier releases, the action-execute and

command statements are placed at the same level, and the command

statement is optional.

The RPC has one input parameter namedmatch, which determines the interfaces to

include in the output. When the user executes the RPC, the user includes a string that

matches on the desired interfaces, for example ge-0*. An empty string ("") matches on

all interfaces.

     input {
       leaf match {
         description "Requested interface match condition";
         type string;
       }
     }

TheRPCalsodefines theoutputnodes thatmustbeemittedby thecorrespondingaction

script. The root node is the<interface-status-info> element, which contains zero ormore

<status-info> elements that enclose the <interface> and <status> nodes for a matched

interface. The junos-odl:format statement interface-status-info-format defines the

formatting for the output that is displayed in the CLI. This node is not emitted in the

output XML tree.

     output {
       container interface-status-info {
         container status-info {
           leaf interface {
             type string;
             description "Physical inteface name";
           }
           leaf status {
             type string;
             description "Operational status";
           }
           junos-odl:format interface-status-info-format {
             ...
           }
         }
       }
     }

This example presents two versions of the Python action script. The scripts demonstrate

different means to retrieve the operational command output, but both scripts emit

identicalRPCoutput.The first actionscriptuses thePython subprocessmodule toexecute

the show interfacesmatch-value | display xml command and then converts the string

output intoXML. The secondaction script uses JunosPyEZ to execute theRPCequivalent

of the show interfacesmatch-value command. Both scripts use identical code to parse

the command output and extract the name and operational status for each physical

interface. The scripts construct the XML for the RPC output and then print the output,
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which returns the information back to the device. The XML tree must exactly match the

hierarchy defined in the RPC.

NOTE: Devices running JunosOSdefine release-dependent namespaces for
many of the elements in the operational output, including the
<interface-information> element. In order tomake the RPC JunosOS-release

independent, thecodeusesthe local-name() function in theXPathexpressions

for these elements. Youmight choose to include the namespacemapping
as an argument to xpath() and qualify the elements with the appropriate

namespace.

Themodule containing the RPC and the action script file are added to the device as part

of a new YANG package named intf-rpc.

YANGModule The YANGmodule, rpc-interface-status.yang, defines the RPC, the command used to
execute the RPC in the CLI, and the name of the action script to invoke when the RPC is
executed. The base name of the file must match themodule name.

/*
* Copyright (c) 2014 Juniper Networks, Inc.
* All rights reserved.
*/

module rpc-interface-status {
  namespace "http://yang.juniper.net/examples/rpc-cli";
  prefix rpc-cli;

  import junos-extension-odl {
    prefix junos-odl;
  }
  import junos-extension {
    prefix junos;
  }

  organization
    "Juniper Networks, Inc.";

  description
    "Junos OS YANG module for RPC example";

  rpc get-interface-status {
     description "RPC example to retrieve interface status";

     junos:command "show intf status" {
        junos:action-execute {
          junos:script "rpc-interface-status.py";
        }
     }

     input {
       leaf match {
         description "Requested interface match condition";
         type string;
       }
     }
     output {
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       container interface-status-info {
         container status-info {
           leaf interface {
             type string;
             description "Physical interface name";
           }
           leaf status {
             type string;
             description "Operational status";
           }
           junos-odl:format interface-status-info-format {
             junos-odl:header "Physical Interface - Status\n";
             junos-odl:indent 5;
             junos-odl:comma;
             junos-odl:space;
             junos-odl:line {
               junos-odl:field "interface";
               junos-odl:field "status";
             }
           }
         }
       }
     }
  }
}

The corresponding action script is rpc-interface-status.py. This example presents two

action scripts that use different means to retrieve the data. Both scripts emit the same

RPC XML output.

Action Script The followingaction script uses thePython subprocessmodule toexecute theoperational
command and retrieve the data:

#!/usr/bin/python
import sys
import subprocess
from lxml import etree

def get_device_info(cmd):
    """
    Execute Junos OS operational command and parse output
    :param: str cmd: operational command to execute
    :returns: List containing the XML data for each interface
    """

    # execute Junos OS operational command and retrieve output
    proc = subprocess.Popen(cmd, stdout=subprocess.PIPE)
    tmp = proc.stdout.read()
    root = etree.fromstring(tmp.strip())

    xml_items = []

    # parse output for required data
    for intf in root.xpath("/rpc-reply \
        /*[local-name()='interface-information'] \
        /*[local-name()='physical-interface']"):

        # retrieve data for the interface name and operational status
        name = intf.xpath("*[local-name()='name']")[0].text
        oper_status = intf.xpath("*[local-name()='oper-status']")[0].text
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        # append the XML for each interface to a list
        xml_item = etree.Element('status-info')
        interface = etree.SubElement(xml_item, 'interface')
        interface.text = name
        status = etree.SubElement(xml_item, 'status')
        status.text = oper_status
        xml_items.append(xml_item)

    return xml_items

def generate_xml(cmd):
    """
    Generate the XML tree for the RPC output
    :param: str cmd: operational command from which to retrieve data
    :returns: XML tree for the RPC output
    """

    xml = etree.Element('interface-status-info')

    intf_list_xml = get_device_info(cmd)
    for intf in intf_list_xml:
        xml.append(intf)
    return xml

def main():

    # get input arguments
    scriptname = sys.argv[0]
    format = sys.argv[1]
    match = sys.argv[2]

    # define the operational command from which to retrieve information
    cli_command = 'show interfaces ' + match + ' | display xml'
    cmd = ['cli', '-c', cli_command]

    # generate the XML for the RPC output
    rpc_output_xml = generate_xml(cmd)

    # print RPC output
    print (etree.tostring(rpc_output_xml, pretty_print=True))

if __name__ == '__main__':

    main()

Action Script
(Junos PyEZ)

The following action script uses Junos PyEZ to execute the operational command and
retrieve the data:

#!/usr/bin/python
import sys
from jnpr.junos import Device
from jnpr.junos.exception import *
from lxml import etree

def get_device_info(match):
    """
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    Execute Junos OS operational command and parse output
    :param: str match: interface match condition
    :returns: List containing the XML data for each interface
    """

    # execute Junos OS operational command and retrieve output
    dev = Device()
    dev.open()
    if (match == ""):
        root=dev.rpc.get_interface_information()
    else:
        root = dev.rpc.get_interface_information(interface_name=match)
    dev.close()

    xml_items = []

    # parse output for required data
    for intf in root.xpath("/rpc-reply \
        /*[local-name()='interface-information'] \
        /*[local-name()='physical-interface']"):

        # retrieve data for the interface name and operational status
        name = intf.xpath("*[local-name()='name']")[0].text
        oper_status = intf.xpath("*[local-name()='oper-status']")[0].text

        # append the XML for each interface to a list
        xml_item = etree.Element('status-info')
        interface = etree.SubElement(xml_item, 'interface')
        interface.text = name
        status = etree.SubElement(xml_item, 'status')
        status.text = oper_status
        xml_items.append(xml_item)

    return xml_items

def generate_xml(match):
    """
    Generate the XML tree for the RPC output
    :param: str match: interface match condition
    :returns: XML tree for the RPC output
    """

    xml = etree.Element('interface-status-info')

    intf_list_xml = get_device_info(match)
    for intf in intf_list_xml:
        xml.append(intf)
    return xml

def main():

    # get input arguments
    scriptname = sys.argv[0]
    format = sys.argv[1]
    match = sys.argv[2] 

    # generate the XML for the RPC output
    rpc_output_xml = generate_xml(match)
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    # print RPC output
    print (etree.tostring(rpc_output_xml, pretty_print=True))

if __name__ == '__main__':

    main()

Loading the RPC on the Device

To add the RPC and action script to the Junos OS schema on a device running Junos OS:

1. Download the YANGmodule and action script to the device running Junos OS.

2. Ensure that the Python action script meets the following requirements:

• File owner is either root or a user in the Junos OS super-user login class.

• Only the file owner has write permission for the file.

3. (Optional) Validate the syntax for the YANGmodule and action script.

user@host> request system yang validatemodule /var/tmp/rpc-interface-status.yang
action-script /var/tmp/rpc-interface-status.py
YANG modules validation : START
YANG modules validation : SUCCESS
Scripts syntax validation : START
Scripts syntax validation : SUCCESS

4. Add the YANGmodule and action script to a new YANG package.

user@host> request system yang add package intf-rpcmodule
/var/tmp/rpc-interface-status.yang action-script /var/tmp/rpc-interface-status.py
YANG modules validation : START
YANG modules validation : SUCCESS
Scripts syntax validation : START
Scripts syntax validation : SUCCESS
TLV generation: START
TLV generation: SUCCESS
Building schema and reloading /config/juniper.conf.gz ...
Activating /config/juniper.conf.gz ...
mgd: commit complete
Restarting mgd ...

NOTE: Starting in Junos OS Release 17.3R1, when you load custom YANG
datamodelsonto thedevice, youdonotneedtoexplicitly loadany required
Junos OS extensionmodules. In earlier releases, youmust load the Junos
OS extensionmodules for any packages that use themodules.

5. When the system prompts you to restart the Junos OS CLI, press Enter to accept the

default value of yes, or type yes and press Enter.

WARNING: cli has been replaced by an updated version:
...
Restart cli using the new version ? [yes,no] (yes) yes
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Restarting cli ...

Enabling Execution of Python Scripts

To enable the device to execute unsigned Python scripts, configure the language python
statement.

[edit]
user@host# set system scripts language python
user@host# commit and-quit

Verifying the RPC

Purpose Verify that the RPC is working as expected.
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Action From operational mode, execute the RPC in the CLI by using the command defined by

the junos:command statement in the RPC definition, and include thematch input

argument. In this example, the match argument is used to match on all interfaces that

start with ge-0.

user@host> show intf statusmatch ge-0*
Physical Interface - Status
     ge-0/0/0, up
     ge-0/0/1, up
     ge-0/0/2, up
     ge-0/0/3, up
     ge-0/0/4, up
     ge-0/0/5, up
     ge-0/0/6, up
     ge-0/0/7, up
     ge-0/0/8, up
     ge-0/0/9, up
     ge-0/1/0, up
     ge-0/1/1, up
     ge-0/1/2, up
     ge-0/1/3, up
     ge-0/1/4, up
     ge-0/1/5, up
     ge-0/1/6, up
     ge-0/1/7, up
     ge-0/1/8, up
     ge-0/1/9, up

Youcanalsoadjust thematchcondition to returndifferent setsof interfaces. For example:

user@host> show intf statusmatch *e-0/*/0
Physical Interface - Status
     ge-0/0/0, up
     pfe-0/0/0, up
     ge-0/1/0, up
     xe-0/2/0, up
     xe-0/3/0, up

To return the sameoutput in XML format, append the | display xml filter to the command.

user@host> show intf statusmatch *e-0/*/0 | display xml
<rpc-reply xmlns:junos="http://xml.juniper.net/junos/16.1/junos">
    <interface-status-info>
          <status-info>
            <interface>ge-0/0/0</interface>
            <status>up</status>
          </status-info>
          <status-info>
            <interface>pfe-0/0/0</interface>
            <status>up</status>
          </status-info>
          <status-info>
            <interface>ge-0/1/0</interface>
            <status>up</status>
          </status-info>
          <status-info>
            <interface>xe-0/2/0</interface>
            <status>up</status>
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          </status-info>
          <status-info>
            <interface>xe-0/3/0</interface>
            <status>up</status>
          </status-info>
    </interface-status-info>
    <cli>
        <banner></banner>
    </cli>
</rpc-reply>

NOTE: Tomatch on all interfaces, include an empty string ("") for thematch

argument.

Meaning When the RPC is executed, the action script is invoked. The action script runs the

operational command to retrieve interface information fromthedevice, parses theoutput

for the desired information, and prints the XML hierarchy for the RPC output as defined

in the RPC output statement. When the RPC is executed in the CLI, the device uses the

CLI formattingdefined in theRPCtoconvert theXMLoutput into thedisplayedCLI output.

To return the original XML output, append the | display xml filter to the command.

NOTE: When the RPC is executed remotely using the RPC request tag, the
default format for the output is XML.

Troubleshooting RPC Execution Errors

Problem Description:

When you execute the RPC, the device generates the following error:

error: open failed: /var/db/scripts/action/rpc-interface-status.py: Permission 
denied

Cause The user who invoked the RPC does not have the necessary permissions to execute the

corresponding Python action script.

Solution Users can only execute unsigned Python scripts on devices running Junos OSwhen the

script's file permissions include readpermission for the first class that theuser fallswithin,

in the order of user, group, or others.
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Verifywhether the script has thenecessarypermissions for that user to execute the script,

and adjust the permissions, if appropriate. If you update the permissions, youmust also

update the YANG package in order for this change to take effect. For example:

% ls -l rpc-interface-status.py
-rw-------  1 root    wheel  2215 Apr 20 11:36 rpc-interface-status.py

% chmod 644 rpc-interface-status.py
% cli

user@host> request systemyangupdate intf-rpcaction-script /var/tmp/rpc-interface-status.py
Scripts syntax validation : START
Scripts syntax validation : SUCCESS

Related
Documentation

Creating Custom RPCs in YANG for Devices Running Junos OS on page 295•

• Creating Action Scripts for YANG RPCs on Devices Running Junos OS on page 301

• Using Custom YANG RPCs on Devices Running Junos OS on page 307

• Managing YANG Packages, Modules, and Scripts on Devices Running Junos OS on

page 281

Understanding Junos OS YANG Extensions for Formatting RPCOutput

Junos OS natively supports XML for the operation and configuration of devices running

JunosOS. The JunosOS infrastructure and CLI communicate using XML.When you issue

an operational command in the CLI, the CLI converts the command into XML for

processing.Afterprocessing, JunosOSreturns theoutput in the formofanXMLdocument,

which the CLI converts back into text format for display. Remote client applications also

use XML-based data encoding for operational and configuration requests on devices

running Junos OS.

The Junos OS Output Definition Language (ODL) defines the transformation of the

XML-tagged data into the formatted ASCII output that is displayed when you execute a

command in the CLI or request RPC output in text format. The Juniper Networks

junos-extension-odlmodule definesYANGextensions for theODL,which you can include

in custom YANG RPCs to translate the XML RPC reply into formatted ASCII output.

TheYANGRPCoutput statementdefinesoutputparameters to theRPCoperation.Within

the RPC output statement, you can include statements from the junos-extension-odl

module to customize the RPC’s output. Table 11 on page 321 outlines the available

statements, provides a brief description of each statement’s formatting impact, and

specifies the locations where the statement can be defined within the RPC output

statement.

You include some junos-extension-odl statements under the leaf statement that defines

the data, and you include others within the output container or at various levels within

the format statement, which defines the CLI formatting. The placement of a statement

within the format statement determines the statement’s scope, which might apply to a
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single field, all fields in a line, or all fields in all lines. Statements that can be defined at

any level in the format statement can be included at the top level as a direct child of the

format statement, directly under the line statement, or within a field statement.

NOTE: Starting in Junos OS Release 17.3, the CLI formatting for a custom
RPC is defined within the junos-odl:format extension statement. In earlier

releases, the CLI formatting is defined using a container that includes the
junos-odl:cli-format statement.

Table 11: Statements in the junos-extension-odl YANGModule

PlacementWithin RPC
output StatementDescriptionStatement

format statement (top level)Insert ablank linebetweeneach repetitionof datawhen theRPC reply returns
the same set of information for multiple entities.

blank-line

format statement (any level)Capitalize the first word of a node’s value in an output field.capitalize

format statement (top level)Indicate that the enclosing container defines theCLI formatting for the parent
container. The formatting container is not included as a node in the XML RPC
reply.

This statement is obsolete starting in Junos OS Release 17.3. Use the format
statement instead.

cli-format

format statement (any level)Insert a colon following the node’s label in an output field.

This statement is only used in conjunctionwith the leading statement to insert
the formal name of the node, as defined by the formal-name statement, and
a colon before the value of the node in the output field.

colon

format statement (any level)Insert a comma after a node’s value in an output field.comma

field statementSpecify the text to display when the node corresponding to an output field is
missing.

default-text

–Direct the renderer to display a value that is unrelated to the node name or
its contents. This statement is used in Junos OS RPCs only and cannot be
included in custom RPCs.

explicit

line statementMap a leaf node in the output tree to a field in the formatted ASCII output.field

field statementWrap a field’s complete contents to the following line when the current line
is wider than the screen. Omitting this statement causes the output to wrap
without regard for appropriate word breaks or the prevailing margin.

fieldwrap
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Table 11: Statements in the junos-extension-odl YANGModule (continued)

PlacementWithin RPC
output StatementDescriptionStatement

field statementEnable the value in a field to move to the left into an empty field.

Use this statement to indicate subsequentmutually exclusive values for a set
of adjacent fields so that only the leftmost field includesoneof thesepossible
values. If the leftmost field is not populated by the first value, a valuemapped
to a subsequent field that includes the float statement canmove into the
empty field.

float

leaf nodeDefine the label that precedes a node’s value in an output field whenever the
field for thatnode includes the leading statement in the formatting instructions.

formal-name

–Define the CLI formatting for the RPC.

Starting in Junos OS Release 17.3, the CLI formatting is defined within the
format statement rather than within a container that contains the cli-format
statement.

format

format statement (top level)Define a header row in the CLI output.header

format statement (top level)Require that only the first header string as defined by the header statement
be emitted in the CLI output for that header group.

header-group

format statement (top level)Indent all lines other than the header row by the specified number of spaces
in the CLI output.

indent

format statement (any level)Insert a label, which is defined by the formal-name statement in the definition
of a leaf node, before the node’s value in an output field.

leading

format statement (top level)Define the group of fields that comprises a single line of output.line

format statement (top level)Display multiple values on the same line in the case where multiple entities
with the same tag names are emitted.

no-line-break

format statement (top level)Graphically specify the placement, justification, and width of the columns in
a table in the RPC’s formatted ASCII output.

picture

format statement (any level)Insert a space after the node’s value in an output field.

If the space statement is used in conjunction with the comma statement, the
output inserts a commaand then a space after the node’s value, in that order.

space

output containerDefine a format, or style, for the RPC output.

Use this statement in conjunction with an enumerated input parameter that
defines the names for each style. Define this statement with the appropriate
style name to specify the CLI formatting for that style.

style
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Table 11: Statements in the junos-extension-odl YANGModule (continued)

PlacementWithin RPC
output StatementDescriptionStatement

leaf nodeExplicitly define the format for an output field, including the output string and
theplacement of the node’s valuewithin that string. Use%sor%d to indicate
the placement of the node’s string or integer value, respectively, within the
output string.

If a leaf statement defines both a template and a formal-name statement,
and the corresponding field’s formatting instructions include the leading
statement, theoutputdisplays the textdefined for the formal-name statement
and not the text defined for the template statement.

template

field statementTruncate a node’s value to fit the field width defined by the picture statement
if the node’s contents would otherwise exceed the width of the field.

truncate

field statementWrap someof the field to the following linewhen the current line iswider than
the screen. This statement should only be used for fields in the rightmost
column of a table.

wordwrap

For more information about the structure of YANG RPCs, see “Creating Custom RPCs in

YANG for Devices Running Junos OS” on page 295.

Release History Table DescriptionRelease

Starting in JunosOSRelease 17.3, theCLI formatting for a customRPC isdefined
within the junos-odl:format extension statement. In earlier releases, the CLI
formatting is definedusinga container that includes the junos-odl:cli-format
statement.

17.3R1

Related
Documentation

Customizing YANG RPC Output on Devices Running Junos OS on page 323•

• Creating Custom RPCs in YANG for Devices Running Junos OS on page 295

• Defining Different Levels of Output in Custom YANG RPCs for Devices Running Junos

OS on page 339

Customizing YANGRPCOutput on Devices Running Junos OS

You can create custom RPCs in YANG for devices running Junos OS. This enables you to

preciselydefine the inputparametersandoperationsand theoutput fieldsand formatting

for specific operational tasks on devices running Junos OS.

When you execute an RPC on a device running Junos OS, it returns the RPC reply as an

XML document. The Junos OS Output Definition Language (ODL) defines the

transformation of the XML data into the formatted ASCII output that is displayed when

you execute a command in the CLI or request RPC output in text format. The Juniper

Networks junos-extension-odlmodule defines YANG extensions for the ODL, which you

can include in custom RPCs to specify the CLI formatting for the output. For a summary
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of all the statements and their placement within the RPC output statement, see

“Understanding Junos OS YANG Extensions for Formatting RPC Output” on page 320.

NOTE: Starting in Junos OS Release 17.3, the CLI formatting for a custom
RPC is defined within the junos-odl:format extension statement. In earlier

releases, the CLI formatting is defined using a container that includes the
junos-odl:cli-format statement.

The following sections outline how to use the junos-extension-odl statements. Closely

relatedstatementsarepresented in thesamesection, and in some instances, a statement

might be included in more than one section. The examples assume that the enclosing

YANGmodule imports the junos-extension-odlmoduleandbinds it to the junos-odlprefix.

The examples use the format statement, which is introduced in Junos OS Release 17.3,

to define the CLI formatting.

• blank-line on page 324

• capitalize on page 325

• cli-format on page 326

• colon, formal-name, and leading on page 326

• comma on page 327

• default-text on page 328

• explicit on page 328

• field and line on page 329

• fieldwrap and wordwrap on page 329

• float, header, picture, and truncate on page 331

• format on page 333

• header and header-group on page 333

• indent on page 335

• no-line-break on page 336

• space on page 337

• style on page 337

• template on page 338

blank-line

The blank-line statement inserts a line between each repetition of data when the RPC

reply returns the same set of information for multiple entities. For example, if the RPC

reply returns data for multiple interfaces, the formatted ASCII output inserts a blank line

between each interface’s set of data.

Physical interface: so-1/1/0, Enabled, Physical link is Down
Interface index: 11, SNMP ifIndex: 41
...
Active defects : LOL, LOF, LOS, SEF, AIS-L, AIS-P
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Physical interface: so-1/1/1, Enabled, Physical link is Down
Interface index: 12, SNMP ifIndex: 42
...
Active defects : LOL, LOF, LOS, SEF, AIS-L, AIS-P

To insert a blank line between each entity’s data set, include the blank-line statement
directly under the format statement.

rpc get-xyz-information {
   output {
      container xyz-information {
         // leaf definitions
         junos-odl:format xyz-information-format {

junos-odl:blank-line;
            // CLI formatting
          }
      }
   }
}

capitalize

The capitalize statement capitalizes the first word of a node’s value in an output field. It

doesnotaffect the capitalizationof anode’s formal name. For example, if theRPCoutput

includes a state node with the value online, the capitalize statement causes the value to

be capitalized in the output.

State: Online

To capitalize the first word of the node’s value, include the capitalize statement within

the format statement. The placement of the statement determines the statement’s

scope and whether it affects a single field, all fields in a single line, or all lines.

rpc get-xyz-information {
   output {
      container xyz-information {
         leaf state {
            junos-odl:formal-name "State";
            type string;
            description "Interface state";
         }
         junos-odl:format xyz-information-format {
            junos-odl:header "xyz information\n";
            junos-odl:line {
               junos-odl:field "state" {
                  junos-odl:leading;
                  junos-odl:colon;

junos-odl:capitalize;
               }
            }
         }
      }
   }
}
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cli-format

When you execute an RPC on a device running Junos OS, it returns the RPC reply as an

XMLdocument. Container and leaf nodes under theRPC output statement translate into

XML elements in the RPC reply. In YANGRPCs for devices running JunosOS, you can also

define custom formatted ASCII output that is displayed when you execute the RPC on

the Junos OS command-line interface (CLI) or request RPC output in text format.

In Junos OS Release 17.2 and earlier releases, to create custom command output for a

specific RPC output container, create a child container that includes the cli-format

statement. The cli-format statement indicates that the enclosing container defines the

CLI formatting for the parent container, and that this container should not be included

as a node in the XML data of the RPC reply. Within the formatting container, map the

data for the parent container to output fields, and use statements from the

junos-extension-odlmodule to specify howtodisplay theoutput for thatparent container.

rpc get-xyz-information {
   output {
      container xyz-information {
         // leaf definitions
         container xyz-information-format {
            junos-odl:cli-format;
            // CLI formatting for the parent container
         }
      }
   }
}

To create custom command output for a specific RPC output container in Junos OS

Release 17.3 and later releases, see “format” on page 333.

colon, formal-name, and leading

A node’s formal name, or label, is the text that precedes a node’s contents in the output
when the leading statement is included in the formatting instructions for that node’s
output field. To create a label for a node, youmust include the formal-name statement
in thedefinitionof the leaf node. In the followingexample, the versionnodehas the formal
name Version:

rpc get-xyz-information {
   output {
      container xyz-information {
         leaf version {

junos-odl:formal-name "Version";
            type string;
            description "Version";
         }
         ...
      }
   }
}

The colon statement inserts a colon after the node’s label in an output field. If the

formatting instructions include both the colon and leading statements, the node’s label

and a colon are inserted before the node’s value in the output. For example:
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Version: value

To insert the label andacolon in theoutput field, include the leadingand colon statements
within the format statement. The placement of the statements determines the scope
and whether the statements affect a single field, all fields in a single line, or all lines.

rpc get-xyz-information {
   output {
      container xyz-information {
         leaf version {

junos-odl:formal-name "Version";
            type string;
            description "Version";
         }
         junos-odl:format xyz-information-format {
            junos-odl:line {
               junos-odl:field "version" {

junos-odl:colon;
junos-odl:leading;

               }
            }
         }
      }
   }
}

When you execute the RPC, the label and a colon are included in the output for that field.

Version: value

comma

The comma statement appends a comma to the node’s value in the output. It is used in

conjunctionwith the space statement tocreatecomma-delimited fields ina lineofoutput.

For example:

value1, Label2: value2, value3

To generate a comma and a space after a node’s value in the output field, include the

comma and space statements within the format statement. The placement of the

statements within the format statement determines the scope. Placing the statements

within a single field generates a comma and space for that field only. Placing the

statements directly under the format statement applies the formatting to all fields.

rpc get-xyz-information {
   output {
      container xyz-information {
         leaf version {
            type string;
            description "Version";
         }
         // additional leaf definitions
         junos-odl:format xyz-information-format {

junos-odl:comma;
junos-odl:space;

            junos-odl:line {
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               junos-odl:field "version"; 
               // additional fields
            }
         }
      }
   }
}

If you omit the comma statement in the formatting instructions in this example, the fields

are separated using only a space. Junos OS automatically omits the comma and space

after the last field in a line of output.

default-text

The default-text statement specifies the text to display when the node corresponding

to an output field is missing.

To define the string to display in the formatted ASCII output when the nodemapped to
a field ismissing, include the default-text statement and stringwithin the field statement
for that node.

rpc get-xyz-information {
   output {
      container xyz-information {
         leaf my-model {
            type string;
            description "Model";
         }
         junos-odl:format xyz-information-format {
            junos-odl:line {
               junos-odl:field "my-model" {

junos-odl:default-text "Model number not available.";
               }
            }
         }
      }
   }
}

When the node is missing in the RPC reply, the CLI output displays the default text.

Model number not available.

NOTE: The device only displays the default text when the node is missing. It
does not display the text for nodes that are present but empty.

explicit

The explicit statement is only used in Junos OS RPCs and cannot be included in custom

RPCs.
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field and line

The line and field statements define lines in the RPC’s formatted ASCII output and the

fields within those lines. These statements can also be used with the picture statement

to create amore structured table that defines strict columnwidths and text justification.

To define a line in the formatted ASCII output, include the line statement within the
format statement. Within the line statement, include field statements that map the leaf
nodes in the output tree to fields in the line. The field statement’s argument is the leaf
identifier. Fields must be emitted in the same order as you defined the leaf statements.

The CLI output for the following RPC is a single line with three values. Note that you can
include other ODL statements within the field and line statements to customize the
formatting for either a single field or all fields within that line, respectively.

rpc get-xyz-information {
   output {
      container xyz-information {
         leaf my-version {
            type string;
            description "Version";
         }
         leaf my-model {
            type string;
            description "Model";
         }
         leaf comment {
            type string;
            description "Comment";
         }
         junos-odl:format xyz-information-format {
            junos-odl:comma;
            junos-odl:space;
            junos-odl:line {
               junos-odl:field "my-version" {
                  junos-odl:capitalize;
               }
               junos-odl:field "my-model";
               junos-odl:field "comment";
            }
         }
      }
   }
}

fieldwrap andwordwrap

The fieldwrapandwordwrap statements enable you tomore logicallywrapcontentwhen

a line’s width is greater than the width of the display. By default, content that extends

past the edge of the display wraps at the point where it meets the right margin, without

concern for word boundaries.

The fieldwrap statement wraps a field’s complete contents to the next line when the

current line is so long that it extends past the right edge of the display. If you do not use
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this statement, the string wraps automatically but without regard for appropriate word

breaks or the prevailing margin.

Consider the following lines of output:

Output errors:
Carrier transitions: 1, Errors: 0, Collisions: 0, Drops: 0, Aged packets: 0

If the display is narrower than usual, the line couldwrap in themiddle of aword as shown

in the following sample output:

Output errors:
Carrier transitions: 1, Errors: 0, Collisions: 0, Dro
ps: 0, Aged packets: 0

When the fieldwrap statement is included for a field, the entire field is moved to the next

line.

Output errors:
Carrier transitions: 1, Errors: 0, Collisions: 0, 
Drops: 0, Aged packets: 0

Thewordwrap statement is only usedon the rightmost column ina table towrapsections

of amultiword value to subsequent lineswhen the current line is too long. This effectively

creates a column of text. In the following example, thewordwrap statement divides the

description string at word boundaries:

Packet type     Total          Last 5 seconds    Description
            Sent   Received    Sent   Received   
 Hello         0          0       4          5   Establish and maintain
                                                 neighbor relationships.
   DbD        20         25       0          0   (Database description packets)
                                                 Describe the contents of 
                                                 the topological database.
 LSReq         6          5       0          0   (Link-State Request packets)
                                                 Request a precise instance
                                                 of the database.

To improve the wrapping behavior in the RPC’s formatted ASCII output, include the

fieldwrap statement ineach field’s formatting instructions.Towrap the rightmost column

ina table, include thewordwrap statement in the rightmost field’s formatting instructions.

rpc get-xyz-information {
   output {
      container xyz-information {
         leaf version {
            type string;
            description "Version";
         }
         leaf desc { 
            type string;
            description "Description";
         }
         junos-odl:format xyz-information-format {
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            junos-odl:picture "@<<<<<<<<<<<<<<@<<<<<<<<<<<<<<";
            junos-odl:line {
               junos-odl:field "version" {

 junos-odl:fieldwrap;
               }
               junos-odl:field "desc" {

 junos-odl:wordwrap;
               }
            }
         }
      }
   }
}

float, header, picture, and truncate

Youcancreate tables in theRPC’s formattedASCII outputbydefiningaheader statement,

a picture statement, and one or more line statements. The optional header statement

defines the column headings for a table, but it can also just define general text. The

picture statement graphically depicts the placement, justification, and width of the

columns in a table. The line and field statements define the table rows and their fields.

The argument for the picture statement is a string that includes the at (@), less than (<),

greater than (>), and vertical bar (|) symbols to define the placement, justification, and

width of the table columns. The@symbol defines the leftmost position in a column that

a value in a field can occupy. The <, >, and | symbols indicate left, right, and center

justification, respectively. Repeating the <, >, or | symbol defines the column width.

Table 12 on page 331 summarizes the symbols. You can also insert one or more blank

spaces between columns.

Table 12: picture Statement Symbols

DescriptionSymbol

Defines the leftmost position in a column that a value in a field can occupy.@

Centers the contents of the field. Repeated symbols define the columnwidth.|

Left justifies the contents of the field. Repeated symbols define the column
width.

<

Right justifies the contents of the field. Repeated symbols define the column
width.

>

The following picture statement defines a left-justified column, a centered column, and
a right-justified column that are each six characterswideandseparatedbya single space:

junos-odl:picture "    @<<<<< @||||| @>>>>>";

To define a table row, include the line statement, andmap leaf nodes to fields in the line.
The field statement’s argument is the leaf identifier.

            junos-odl:line {
               junos-odl:field "slot";
               junos-odl:field "state";
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               junos-odl:field "comment";
            }

When a table fieldmust include one of severalmutually exclusive values, you can repeat

the@ symbol in the picture statement for each potential value and include the float

statement within the field statement for eachmutually exclusive value after the first

value. Then if the first element does not have a value, subsequent possible elements

with the float statement are tested until a value is returned. The value floats into the

position defined by the first @ symbol instead of leaving a blank field.

For example, the following picture statement causes the output to include one of two
mutually exclusive values in the second column:

            junos-odl:picture "    @<<<<<  @@<<<<<";
            junos-odl:line {
               junos-odl:field "slot";
               junos-odl:field "state";
               junos-odl:field "comment"{

junos-odl:float;
               }
            }

You can also use the float statement when you know a tag corresponding to a specific

table field might bemissing in certain situations, and you want to eliminate the extra

blank space.

The truncate statement guarantees that a field’s value does not exceed the width of the

column defined by the picture statement. The truncate statement causes the output to

omit any characters in the node’s value that would cause it to exceed the width of the

field. If the truncate statement is omitted, and the output exceeds the width of the field,

the complete contents are displayed, which might distort the table. You should use this

statement with care, particularly with numbers, because the output does not provide

any indication that the value is truncated.

The CLI formatting for the following RPC defines a small table with two columns. The
comment field includes the float and truncate statements. If the state output element
contains a value, the value is placed in the second column. However, if the state output
element is empty, the value for the comment node, if one exists, is included in the table
andmoved into the second column. If the comment exceeds the width of that column,
it is truncated to fit the column width.

rpc get-xyz-information {
   output {
      container xyz-information {
         leaf slot {
            type string;
            description "Slot number";
         }
         leaf state {
            type string;
            description "State";
         }
         leaf comment {
            type string;
         }
         junos-odl:format xyz-information-format {

junos-odl:header "Slot   State       \n";
junos-odl:picture "@<<<<< @@|||||||||||||||||||";
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            junos-odl:line {
               junos-odl:field "slot";
               junos-odl:field "state";
               junos-odl:field "comment"{

junos-odl:float;
junos-odl:truncate;

               }
            }
         }
      }
   }
}

format

When you execute an RPC on a device running Junos OS, it returns the RPC reply as an

XMLdocument. Container and leaf nodes under theRPC output statement translate into

XML elements in the RPC reply. In YANGRPCs for devices running JunosOS, you can also

define custom formatted ASCII output that is displayed when you execute the RPC on

the Junos OS command-line interface (CLI) or request RPC output in text format.

Starting in Junos OS Release 17.3, to create custom command output for a specific RPC

output container, define the format statement. The format statement defines the CLI

formatting for the parent container and is not included as a node in the XML data of the

RPC reply.Within the format statement, map the data for the parent container to output

fields, andusestatements fromthe junos-extension-odlmodule tospecifyhowtodisplay

the output for that parent container.

rpc get-xyz-information {
   output {
      container xyz-information {
         // leaf definitions
         junos-odl:format xyz-information-format {
            // CLI formatting for the parent container
         }
      }
   }
}

To create custom command output for a specific RPC output container in Junos OS

Release 17.2 and earlier releases, see “cli-format” on page 326.

header and header-group

The header statement enables you to define a header string that precedes a set of fields

in the RPC’s formatted ASCII output, and the header-group statement causes only the

first header string to be emitted when two or more headers in the same header group

would be included in the output.
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To define a header string and associate it with a header group, include the header and
header-group statements, respectively, within the format statement. The header-group
argument is a user-defined string that identifies a particular header group. Every format
statement that includes the header-group statement with the same identifier belongs
to the sameheader group. The following exampledefines a format statement associated
with the header group color-tags.

junos-odl:format red-format {
   junos-odl:header-group "color-tags";
   junos-odl:header "Color tags\n";
   ...
}

Whenmultiple format statements are associated with the same header group, and the

tagsemittedby twoormoreof thosestatementsarepresent in theoutput, theCLI output

only emits the first header it encounters and suppresses any subsequent headers

belonging to that header group.

To emit only the first header string for a header group in the RPC’s CLI output, include
the header-group statement and identifier in all format statements belonging to that
header group. The following sample RPC output statement associates two containers
and their format statements with the header group color-tags.

output {
   container red-group {
      container red {
         leaf redtag1 {
            type string;
         }
         leaf redtag2 {
            type string;
         }
         junos-odl:format red-format {
            junos-odl:header-group "color-tags";
            junos-odl:header "Color tags\n";
            junos-odl:picture "@<<<<<<<<<<<<  @<<<<<<<<<<<<";
            junos-odl:indent 5;
            junos-odl:line {
               junos-odl:field "redtag1";
               junos-odl:field "redtag2";
            }
         }
      }
   }
   container blue-group {
      container blue {
         leaf bluetag1 {
            type string;
         }
         leaf bluetag2 {
            type string;
         }
         junos-odl:format blue-format {
            junos-odl:header-group "color-tags";
            junos-odl:header "Color tags\n";
            junos-odl:picture "@<<<<<<<<<<<<  @<<<<<<<<<<<<";
            junos-odl:indent 5;
            junos-odl:line {
               junos-odl:field "bluetag1";
               junos-odl:field "bluetag2";
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            }
         }
      }
   }
}

Consider an RPC reply with the following XML tags:

<rpc-reply>
    <red-group>
        <red>
          <redtag1>red-1</redtag1>
          <redtag2>red-2</redtag2>
        </red>
    </red-group>
    <blue-group>
        <blue>
          <bluetag1>blue-1</bluetag1>
          <bluetag2>blue-2</bluetag2>
        </blue>
    </blue-group>
</rpc-reply>

When the RPC reply is rendered in the CLI and the same header-group statement is

present in each format statement, only the first header string is emitted in the output,

which in this case is the header string defined in the format statement with the identifier

red-format.

Color tags
      red-1          red-2
      blue-1         blue-2

If you omit the header-group statement from the format statement, the header string

defined for each set of fields is included in the output.

Color tags
      red-1          red-2
Color tags
      blue-1         blue-2

indent

The indent statement causes all of the lines in the scope of the statement other than the
header row to be indented by the specified number of characters.

To indent lines, include the indent statement and the number of spaces to indent the
linesat the top level of the format statementThe formattedASCII output for the following
RPC displays a line that is indented by 10 spaces in the output.

rpc get-xyz-information {
   output {
      container xyz-information {
         leaf version {
            type string;
            description "Version";
         }
         leaf model {
            type string;
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            description "Model";
         }
         junos-odl:format xyz-information-format {
            junos-odl:header "xyz information\n";

junos-odl:indent 10;
            junos-odl:line {
               junos-odl:field "version";
               junos-odl:field "model";
            }
         }
      }
   }
}

When you execute the RPC, the header is left justified, and the line containing the two

fields is indented ten spaces.

xyz information
version model

no-line-break

The no-line-break statement is used to display multiple values on the same line in the

casewhere theoutputemitsmultipleentitieswith thesametagnames.Whenyou include

the no-line-break statement, repeated formats are placed on the same line. If you omit

the statement, repeated formats are placed on separate lines.

For example, youmight want to display all SONET errors together on the same line.

SONET errors:
BPI-B1 0 BIP-B2 0 REI-L 0 BIP-B3 0 REI-P 0

To place the tags for multiple entities within the same line of output, include the
no-line-break statement in the format statement for that container.

rpc get-sonet-errors {
   output {
      container sonet-error-information {
         container sonet-errors {
            leaf sonet-error-name {
               type string;
               description "SONET error name";
            }
            leaf sonet-error-count {
               type integer;
               description "SONET error count";
            }
            junos-odl:statement sonet-errors-format {

junos-odl:no-line-break;
               junos-odl:space;
               junos-odl:header "SONET errors:\n";
               junos-odl:line {
                  junos-odl:field "sonet-error-name"; 
                  junos-odl:field "sonet-error-count";
               }
            }
         }
      }
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   }
}

If the RPC output returns multiple entities, the output places each repeated set of fields

on the same line.

SONET errors:
BPI-B1 0 BIP-B2 0 REI-L 0 BIP-B3 0 REI-P 0

If you omit the no-line-break statement, the output places each repeated set of fields on

its own line.

SONET errors:
BPI-B1 0
BIP-B2 0
REI-L 0
BIP-B3 0
REI-P 0

space

The space statement appends a space to the node’s value in the RPC’s formatted ASCII

output. For example:

value1 value2 Label3: value3

The space statement is often used in conjunction with the comma statement to delimit

fields in a line of output with a comma followed by a space.

To generate a space after a value in the output field, include the space statement within

the format statement. The placement of a statement determines the statement’s scope.

Placing the statement within a single field generates a space after that field only.

rpc get-xyz-information {
   output {
      container xyz-information {
         leaf version {
            type string;
            description "Version";
         }
         // additional leaf definitions
         junos-odl:format xyz-information-format {

junos-odl:space;
            junos-odl:line {
               junos-odl:field "version";
               // additional fields
            }
         }
      }
   }
}

style

The style statement defines one of several formats for the RPC output. For detailed

information about using the style statement to create different levels of output, see
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“Defining Different Levels of Output in Custom YANG RPCs for Devices Running Junos

OS” on page 339.

template

The template statement explicitly defines the format for an output field for a given node,

including the output string and placement of the node’s value within the string. If the

templatestatement isdefined fora leafnode, thecorrespondingoutput fieldautomatically

uses the template string.

To create a template string for a node, youmust include the template statement in the
definition of the node, and define the string. The placeholders%s and%dwithin the
string define the type and placement of the node’s value. Use%s to insert a string value,
and%d to insert an integer value. For example:

rpc get-xyz-information {
   output {
      container xyz-information {
         leaf version {

junos-odl:template " Version: %s";
            type string;
            description "Version";
         }
      }
   }
}

If youdefinea template statement for anode, theoutput field for thatnodeautomatically
uses the template text.

rpc get-xyz-information {
   output {
      container xyz-information {
         leaf version {

junos-odl:template " Version: %s";
            type string;
            description "Version";
         }
         junos-odl:format xyz-information-format {
            junos-odl:line {
               junos-odl:field "version";
               // additional fields
            }
         }
      }
   }
}

When you execute the RPC, the template is used in the output for that field.

 Version: value
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NOTE: If a leaf statement defines both a template and a formal-name

statement,andthe leadingstatement is included in the formatting instructions

for that field, theoutput uses the text defined for the formal-name statement

and not the text defined for the template statement.

Release History Table DescriptionRelease

Starting in JunosOSRelease 17.3, theCLI formatting for a customRPC isdefined
within the junos-odl:format extension statement. In earlier releases, the CLI
formatting is definedusinga container that includes the junos-odl:cli-format
statement.

17.3R1

Related
Documentation

Understanding the juniper-command YANGModules for Operational Commands on

page 272

•

• Creating Custom RPCs in YANG for Devices Running Junos OS on page 295

• Defining Different Levels of Output in Custom YANG RPCs for Devices Running Junos

OS on page 339

• Understanding Junos OS YANG Extensions for Formatting RPC Output on page 320

Defining Different Levels of Output in CustomYANGRPCs for Devices Running Junos
OS

You can define custom RPCs for devices running Junos OS using YANG. The RPC output

canbecustomized toemit differentdataandCLI formattingdependingon theRPC input.

This enables you to create different styles, or levels of output, for the same RPC.

Youcan request thedesiredstyleby including theappropriate value for the inputargument

when you invoke the RPC. The action script must process this argument and emit the

XML output for the requested style. Junos OS then translates the XML into the

correspondingCLI output defined for that style. TheRPC template presented in this topic

creates two styles: brief and detail.

To create different styles for the output of an RPC:

1. In the YANGmodule that includes the RPC, import the junos-extension-odlmodule,

which defines YANG extensions that you use to precisely specify how to render the

output when you execute the RPC in the CLI or when you request the RPC output in

text format.

   import junos-extension-odl {
      prefix junos-odl;
   }

2. In the RPC input parameters, include a leaf statementwith type enumeration, and use

an enum statement to define a name for each style.
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   rpc rpc-name {
      description "RPC description";
      junos:command "cli-command" {
         junos:action-execute {
            junos:script "action-script-filename";
         }
      }

      input {
         leaf level {
            type enumeration {
               enum brief {
                  description "Display brief output";
               }
               enum detail {
                  description "Display detailed output";
               }
            }
         }
      }
   }

NOTE: Starting in Junos OS Release 17.3, the action-execute statement is

a substatement to command. In earlier releases, the action-execute and

command statements are placed at the same level, and the command

statement is optional.

3. In the RPC output statement, create separate junos-odl:style statements that define

theCLI formatting for each style. The identifier for each style statement shouldmatch

one of the style names defined within the enumerated leaf statement.

      output {
         container output-container {

            //  leaf definitions 

            junos-odl:style brief {
               junos-odl:format output-container-format-brief {
                  // formatting for brief output
               }
            }
            junos-odl:style detail {
               junos-odl:format output-container-format-detail {
                  // formatting for detailed output
               }
            }

         }
      }

Copyright © 2017, Juniper Networks, Inc.340

NETCONF XMLManagement Protocol Developer Guide



NOTE: Starting in Junos OS Release 17.3, the CLI formatting for a custom
RPC is defined within the junos-odl:format extension statement, and the

junos-odl:format is a substatement to junos-odl:style. In earlier releases,

the CLI formatting is defined using a container that includes the
junos-odl:cli-format statement and the junos-odl:style statement was

included within that container.

4. In the RPC’s action script, process the input argument, and emit the XML output for

the requested style enclosed in a parent element with a tag name identical to the

style name.

#!/usr/bin/python
import sys

scriptname = sys.argv[0]
format = sys.argv[1]
level = sys.argv[2]              # value is brief or detail

print ("<output-container>")     
print ("<{}>".format(level))     # tag name is brief or detail

if level == "brief":
   // print statements for brief output

if level == "detail":
  // print statements for detailed output

print ("</{}>".format(level))
print ("</output-container>")

The following code outlines the general structure of the RPC and enclosing module.
When you invoke the RPC in the CLI and include the input argument level, and specify
either brief or detail, Junos OS renders the output defined for that style.

module module-name {
   namespace "http://yang.juniper.net/yang/1.1/jrpc";
   prefix jrpc;

   import junos-extension {
      prefix junos;
   }
   import junos-extension-odl {
      prefix junos-odl;
   }

   organization
      "Juniper Networks, Inc.";
   description
      "Junos OS YANG module for custom RPCs";

   rpc rpc-name {
      description "RPC description";

      junos:command "cli-command" {
         junos:action-execute {
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            junos:script "action-script-filename";
         }
      }

      input {
         leaf level {
            type enumeration {
               enum brief {
                  description "Display brief output";
               }
               enum detail {
                  description "Display detailed output";
               }
            }
         }
      }
      output {
         container output-container {

            // leaf definitions

            junos-odl:style brief {
               junos-odl:format output-container-format-brief {
                  // formatting for brief output
               }
            }

            junos-odl:style detail {
               junos-odl:format output-container-format-detail {
                  // formatting for detailed output
               }
            }

         }
      }
   }
}

To execute the RPC in the CLI, issue the command defined by the junos:command

statement, and specify the style by including the appropriate command-line argument,

which in this example is level.

user@host> cli-command level brief

NOTE: If aYANGRPCdefinesdifferentstyles for theoutput, youmustspecify
which style to return when you invoke the RPC.

Related
Documentation

Understanding the juniper-command YANGModules for Operational Commands on

page 272

•

• Creating Custom RPCs in YANG for Devices Running Junos OS on page 295

• Understanding Junos OS YANG Extensions for Formatting RPC Output on page 320

• Customizing YANG RPC Output on Devices Running Junos OS on page 323

Copyright © 2017, Juniper Networks, Inc.342

NETCONF XMLManagement Protocol Developer Guide



Creating YANG Files for XML Proxy for Junos Telemetry Interface

The Junos Telemetry Interface uses OpenConfig paths to map data streamed through

gRPC in key-value pairs. For certain resources—namely, those not included in dynamic

rendering files that map operational state data—the XML Proxy process, xmlproxyd, is

responsible for streaming the state values of such paths. This process has relied on the

OpenConfig for Junos OS package, which includes a set of datamodels written in YANG,

to translate the data into these key-value pairs.

Starting with Junos OS Release 17.3R1 on MX Series and PTX Series routers, you can add

configurable, user-definedYANG files that provide thesemappings. This feature is useful

for streaming statistics where the OpenConfig for Junos OS package either does not yet

provide the necessary mappings in YANG or where dynamic rendering files for those

statistics are not yet supported.

Best Practices

• Juniper Networks recommends that you not use YANG files that map to a extensive

or verbose Junos OS operational commands, such as show interfaces or show route.

The use of such a file could result in very slow or no streaming of telemetry data or

very high CPU usage for various processes.

• To use the xmldproxyd process to translate telemetry data, create a render.yang file

where the dr:command-app is set to xmlproxyd. For more information, see “Managing

YANG Packages, Modules, and Scripts on Devices Running Junos OS” on page 281.

To add, validate, modify, or delete a user-defined YANG file for XML Proxy for the Junos

Telemetry Interface, use the request system yang set of commands from the operational

mode:

1. Specify the name of the YANG file and the file path to install. This command creates

.json file in the opt/lib/render directory.

user@host> request system yang add package package-name proxy-xmlmodule
file-path-name

NOTE: This command can be performed only on the current Routing
Engine.

To addmultiple YANGmoduleswith the request system yang add package

package-name proxy-xmlmodule command, enclose the file-path-names

in brackets: [ file-path-name 1 file-path-name 2 ]

2. (Optional) Validate a YANG package you have added.

user@host> request system yang validate proxy-xmlmodule file-path-name

3. (Optional) Update an existing YANG file that was previously added.

user@host> request system yang update package-name proxy-xml file-path-name
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4. Delete an existing YANG file.

user@host> request system yang delete package-name

5. Verify that the YANG file has been installed by entering the showsystemyangpackage

command.

user@host> show system yang package package-name

Release History Table DescriptionRelease

Startingwith JunosOSRelease 17.3R1 onMXSeries and PTXSeries routers,
you can add configurable, user-defined YANG files that provide these
mappings.

17.3R1

Related
Documentation

• Understanding YANG on Devices Running Junos OS on page 265
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PART 7

OpenDaylight Integration

• Configuring OpenDaylight Integration on page 347
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CHAPTER 20

Configuring OpenDaylight Integration

• Configuring InteroperabilityBetweenMXSeriesRouters andOpenDaylight onpage347

Configuring Interoperability BetweenMX Series Routers and OpenDaylight

OpenDaylight (ODL ), hosted by the Linux Foundation, is an open source platform for

network programmability aimed at enhancing software-defined networking (SDN).

Starting from the Junos OS Release 17.3R1, you can configure interoperability between

MX Series routers and the ODL controller. ODL provides a southbound Network

Configuration Protocol (NETCONF) connector API, which uses NETCONF and YANG

models, to interact with a network device. A southbound interface, an OpenFlow (or

alternative) protocol specification, enables communication between ODL and routers

or switches. Once this feature is implemented on an MX Series router, you can use the

ODL platform to carry out any configuration change in the routers, orchestrate and

provision the router, and execute Remote Procedure Calls (RPCs) to the router to get

state information.

Setting up interoperability between ODL and an MX Series router involves the following

tasks:

• Configuring NETCONF on the MX Series Router on page 347

• Configuring NETCONF Trace Options on page 348

• Connecting ODL to MX Series Router on page 349

Configuring NETCONF on theMX Series Router

As a prerequisite for configuring interoperability between ODL and MX Series router, you

must configure NETCONF on the router. NETCONF is used by the ODL controller to

interact with southbound devices.
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To configure NETCONF in the router:

1. Enable access to the NETCONF SSH subsystem.

[edit]

user@host# set system services netconf ssh

2. Set the NETCONF server to enforce certain behaviors that are compliant with RFC

4741, NETCONF Configuration Protocol, during NETCONF sessions.

[edit]

user@host# set system services netconf rfc-compliant

3. Use the yang-compliant configure the system to prevent exporting any hidden or

unsupported configuration hierarchies in get-config RPCoutput. This output gives the

details of current configuration on the network device.

[edit]

user@host# set system services netconf yang-compliant

4. Commit the changes.

[edit]

user@host# commit

Configuring NETCONF Trace Options

After you configure NETCONF on the router, you need to configure NETCONF Trace

options, by using the traceoptions statement. To knowmore about NETCONF and Junos

XML protocol tracing operations, read this article.

To configure NETCONF trace options:

1. Configure the details of the file to receive the output of the tracing operation. You can

configure the file name, maximum file size, and flags to indicate tracing operations,

by using the following statements:

[edit]

user@host# set system services netconf traceoptions file file name

user@host# set system services netconf traceoptions file size size

user@host# set system services netconf traceoptions flag flag

user@host# commit

To knowmore on how to configure tracing operations for NETCONF and Junos XML

protocol sessions, see this example.
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Connecting ODL toMX Series Router

You need to connect the ODL controller to theMXSeries router to complete the process.

For more details on this, see the Using ODL's netconf server as mountpoint section in this

ODL documentation.

Related
Documentation

• NETCONF and Junos XML Protocol Tracing Operations Overview on page 69

• NETCONF Session Overview on page 29
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PART 8

Configuration Statements and
Operational Commands

• Configuration Statements (Ephemeral Configuration Database) on page 353

• Configuration Statements (NETCONF) on page 357

• Configuration Statements (Translation Scripts) on page 367

• Configuration Statements (YANG) on page 371

• Operational Commands (Ephemeral Configuration Database) on page 373

• Operational Commands (YANG) on page 377
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CHAPTER 21

Configuration Statements (Ephemeral
Configuration Database)

• ephemeral on page 354

• instance (Ephemeral Database) on page 356
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ephemeral

Syntax ephemeral {
instance instance-name;
allow-commit-synchronize-with-gres;
ignore-ephemeral-default;

}

Hierarchy Level [edit system configuration-database]

Release Information Statement introduced in Junos OS Release 16.2R2 on MX Series and T Series routers.

Statement introduced in Junos OS Release 17.3 on SRX300, SRX320, SRX340, SRX345,

SRX550M, SRX1500, SRX4100, SRX4200, SRX5400, SRX5600, and SRX5800 devices

and vSRX instances.

Description Configure settings for the ephemeral configuration database.

The ephemeral database is an alternate configuration database that enables Juniper

Extension Toolkit (JET) applications and NETCONF and Junos XML protocol client

applications tosimultaneously loadandcommitconfigurationchangesondevices running

Junos OS and with significantly greater throughput than when committing data to the

candidateconfigurationdatabase.Devices running JunosOSprovideadefault ephemeral

database instance as well as the ability to configure up to eight user-defined instances

of the ephemeral configuration database.

The ephemeral database is not subject to the same verification required in the static

configuration database. As a result, the ephemeral configuration database does not

support configurationgroupsor interface ranges, ormacros, commit scripts, or translation

scripts. Additionally, certain configuration statements cannot be configured through the

ephemeral database as described in “Unsupported Configuration Statements in the

Ephemeral ConfigurationDatabase” onpage 174. JunosOSvalidates the syntax but does

not validate the semantics of configuration data committed to the ephemeral database.

Therefore, all configuration data must be validated before loading it into the ephemeral

database and committing it on the device.

NOTE: When you configure statements at the [edit system

configuration-database ephemeral] hierarchy level and commit the

configuration,all JunosOSprocessesmustcheckandevaluate their complete
configuration, whichmight cause a spike in CPU utilization, potentially
impacting other critical software processes.

NOTE: If theephemeral configurationdatabase ispresentonadevice running
Junos OS, commit operations on the static configuration databasemight
take longer, because additional operationsmust be performed tomerge the
static and ephemeral configuration data.
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We do not recommend using the ephemeral database on devices that have graceful

Routing Engine switchover (GRES) enabled. If you elect to use the ephemeral database

when GRES is enabled, youmust explicitly configure the

allow-commit-synchronize-with-gres statement to enable the device to synchronize

ephemeral configurationdataduringacommit synchronizeoperation. IfGRES isenabled,

and you do not configure the allow-commit-synchronize-with-gres statement, the device

does not synchronize ephemeral configuration data under any circumstance.

Options allow-commit-synchronize-with-gres—Enable a device to synchronize ephemeral

configuration data to the other Routing Engine when GRES is enabled on the device

and a commit synchronize operation is requested.

ignore-ephemeral-default—Disable the default instance of the ephemeral configuration

database.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance—To add this statement to the configuration.

Related
Documentation

• Understanding the Ephemeral Configuration Database on page 169

• Enabling and Configuring Instances of the Ephemeral Configuration Database on

page 176

• Committingan Instanceof theEphemeralConfigurationDatabaseUsing theNETCONF

or Junos XML Protocol on page 181
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instance (Ephemeral Database)

Syntax instance instance-name;

Hierarchy Level [edit system configuration-database ephemeral]

Release Information Statement introduced in Junos OS Release 16.2R2 on MX Series and T Series routers.

Statement introduced in Junos OS Release 17.3 on SRX300, SRX320, SRX340, SRX345,

SRX550M, SRX1500, SRX4100, SRX4200, SRX5400, SRX5600, and SRX5800 devices

and vSRX instances.

Description Enable an instance of the ephemeral configuration database.

You can configure up to eight user-defined instances of the ephemeral configuration

database. The order in which the instances are listed in the configuration determines the

order of their priority whenmerging conflicting configuration statements from different

instances into the configuration. The instances are listed in order from highest to lowest

priority. In addition, user-defined instances of the ephemeral configuration database

have higher priority than the default ephemeral database instance, which has higher

priority than the static configuration database.

NOTE: When you configure an ephemeral instance, you can specify its
placement in the configuration by using the insert command instead of the

set command.

Options instance-name—User-defined name for an instance of the ephemeral configuration
database.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance—To add this statement to the configuration.

Related
Documentation

• Enabling and Configuring Instances of the Ephemeral Configuration Database on

page 176

• Example: Configuring the Ephemeral Configuration Database Using NETCONF on

page 183

• Understanding the Ephemeral Configuration Database on page 169
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CHAPTER 22

Configuration Statements (NETCONF)

• connection-limit on page 358

• netconf on page 359

• port (NETCONF) on page 360

• rate-limit on page 361

• rfc-compliant (NETCONF) on page 362

• ssh (NETCONF) on page 363

• traceoptions (NETCONF and Junos XML Protocol) on page 364
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connection-limit

Syntax connection-limit limit;

Hierarchy Level [edit system services finger],
[edit system services ftp],
[edit system services netconf ssh],
[edit system services ssh],
[edit system services telnet],
[edit system services xnm-clear-text],
[edit system services xnm-ssl]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Configure themaximumnumberof connections sessions for each typeof systemservices

(finger, ftp, ssh, telnet, xnm-clear-text, or xnm-ssl) per protocol (either IPv6 or IPv4).

Options limit—(Optional)Maximumnumberof establishedconnectionsper protocol (either IPv6

or IPv4).

Range: 1 through 250

Default: 75

NOTE: The actual number of maximum connections depends on the
availability of system resources, andmight be fewer than the configured
connection-limit value if the system resources are limited.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring clear-text or SSL Service for Junos XML Protocol Client Applications

• Configuring DTCP-over-SSH Service for the Flow-Tap Application

• Configuring Finger Service for Remote Access to the Router

• Configuring FTP Service for Remote Access to the Router or Switch

• Configuring SSH Service for Remote Access to the Router or Switch

• Configuring Telnet Service for Remote Access to a Router or Switch
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netconf

Syntax netconf {
rfc-compliant;
ssh {
connection-limit limit;
port port;
rate-limit limit;

}
traceoptions {
file <filename> <files number> <match regular-expression> <size size>
<world-readable | no-world-readable>;

flag flag;
no-remote-trace;
on-demand;

}
}

Hierarchy Level [edit system services]

Release Information Statement introduced in Junos OS Release 7.5.

Description Configure the NETCONF XMLmanagement protocol.

The remaining statements are explained separately. See CLI Explorer.

Default If you do not include the netconf statement, NETCONF connections are not permitted.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• connection-limit on page 358

• port (NETCONF) on page 360

• rate-limit on page 361

• ssh (NETCONF) on page 363

• traceoptions (NETCONF and Junos XML Protocol) on page 364
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port (NETCONF)

Syntax port port-number;

Hierarchy Level [edit system services netconf]

Release Information Statement introduced in Junos OS Release 10.0.

Description Configure the TCP port used for NETCONF-over-SSH connections.

NOTE:

• TheconfiguredportacceptsonlyNETCONF-over-SSHconnections.Regular
SSH session requests for this port are rejected.

• The default SSH port (22) continues to accept NETCONF sessions even
with a configured NETCONF server port. To disable the SSH port from
acceptingNETCONFsessions, you can specify this in the login event script.

• Wedonot recommendconfiguring thedefaultports forFTP(21)andTelnet
(23) services for configuring NETCONF-over-SSH connections.

Options portport-number—Portnumberonwhich toenable incomingNETCONFconnectionsover

SSH.

Default: 830 (as specified in RFC 4742, Using the NETCONF Configuration Protocol over
Secure Shell (SSH))

Range: 1 through 65535

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• NETCONF XMLManagement Protocol Guide

• Configuring NETCONF-Over-SSH Connections on a Specified TCP Port
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rate-limit

Syntax rate-limit limit;

Hierarchy Level [edit system services finger],
[edit system services ftp],
[edit system services netconf ssh],
[edit system services ssh],
[edit system services telnet],
[edit system services tftp-server],
[edit system services xnm-clear-text],
[edit system services xnm-ssl]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure themaximumnumberof connectionsattemptsperminute, perprotocol (either

IPv6 or IPv4) on an access service. For example, a rate limit of 10 allows 10 IPv6 telnet

session connection attempts perminute and 10 IPv4 telnet session connection attempts

per minute.

Default 150 connections

Options rate-limit limit—(Optional)Maximumnumberofconnectionattemptsallowedperminute,

per IP protocol (either IPv4 or IPv6).

Range: 1 through 250

Default: 150

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring clear-text or SSL Service for Junos XML Protocol Client Applications
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rfc-compliant (NETCONF)

Syntax rfc-compliant;

Hierarchy Level [edit system services netconf]

Release Information Statement introduced in Junos OS Release 15.1.

Description Require that the NETCONF server enforce certain behaviors that are compliant with RFC

4741, NETCONF Configuration Protocol, during NETCONF sessions.

When you configure the rfc-compliant statement:

• The NETCONF server explicitly declares the NETCONF namespace in its replies and

qualifies all NETCONF tags with the nc prefix.

• <get> and <get-config> operations that return no configuration data do not include

an empty <configuration> element in RPC replies.

• On devices running Junos OS Release 17.2 and later, the NETCONF server sets the

default namespace for the <configuration> element to the same namespace as in the

corresponding YANGmodel.

Default If you do not include the rfc-compliant statement, the NETCONF server sets the default

namespace to the NETCONF namespace in RPC replies, and <get> and <get-config>

operations that return no configuration data include an empty <configuration> element

in RPC replies.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring RFC-Compliant NETCONF Sessions on page 64
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ssh (NETCONF)

Syntax ssh {
connection-limit limit;
port port-number;
rate-limit limit;

}

Hierarchy Level [edit system services netconf]

Description Enable access to the NETCONF SSH subsystem using the default port number 830, as

specified by RFC 4742.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• connection-limit on page 358

• netconf on page 359

• port (NETCONF) on page 360

• rate-limit on page 361
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traceoptions (NETCONF and Junos XML Protocol)

Syntax traceoptions {
file <filename> <files number> <match regular-expression> <size size>
<world-readable | no-world-readable>;

flag flag;
no-remote-trace;
on-demand;

}

Hierarchy Level [edit system services netconf]

Release Information Statement introduced in Junos OS Release 12.2.

Support for Junos XML protocol sessions added in Junos OS Release 16.1.

Option flag debug introduced in Junos OS Release 16.1.

Description Define tracing operations for NETCONF and Junos XML protocol sessions.

NOTE: Starting in JunosOSRelease 16.1, when you enable tracing operations
at the [edit systemservices netconf traceoptions] hierarchy, JunosOSenables

tracing operations for both NETCONF and Junos XML protocol sessions and
adds the [NETCONF]and [JUNOScript] tags to the log fileentries todistinguish

the type of session. Prior to Junos OS Release 16.1, only NETCONF session
data was logged, and the [NETCONF] tag was omitted.

Default If you do not include this statement, NETCONF and Junos XML protocol-specific tracing

operations are not performed.

Options file filename—Name of the file to receive the output of the tracing operation. All files are

placed in the /var/log directory.

Default: /var/log/netconf

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed and compressed to trace-file.0.gz.

When trace-file again reaches its maximum size, trace-file.0.gz is renamed

trace-file.1.gz, and trace-file is renamed and compressed to trace-file.0.gz. This

renaming scheme continues until the maximum number of trace files is reached.

Then the oldest trace file is overwritten.

If you specify amaximumnumber of files, you alsomust specify amaximum file size

with the size option and a filename.

Range: 2 through 1000 files

Default: 10 files
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flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• all—Log all incoming and outgoing data from NETCONF and Junos XML protocol

sessions.

• debug—Log debug level information. Using the flag all option is recommended.

• debug—Log debug level information. Using the flag all option is recommended.

• incoming—Logall incomingdata fromNETCONFand JunosXMLprotocol sessions.

• outgoing—Logall outgoing data fromNETCONFand JunosXMLprotocol sessions.

match regular-expression—(Optional) Refine the output to include only those lines that

match the regular expression.

no-remote-trace—(Optional) Disable remote tracing.

no-world-readable—(Optional)Disableunrestricted file access,which restricts file access

to the owner. This is the default.

on-demand—(Optional) Enable on-demand tracing, which requires that you start and

stop tracing operations fromwithin the NETCONF or Junos XML protocol session. If

configured, tracing operations are performed for a session only when requested

through the <request-netconf-trace> operation.

Withinasession, issue the<request-netconf-trace><start/></request-netconf-trace>

RPC to start tracing operations for that session, and issue the

<request-netconf-trace><stop/></request-netconf-trace> RPC to stop tracing

operations for that session.

size size—(Optional)Maximum size of each trace file in bytes, kilobytes (KB),megabytes

(MB), or gigabytes (GB). If you don’t specify a unit, the default is bytes. If you specify

a maximum file size, you also must specify a maximum number of trace files with

the files option and a filename.

Syntax: size to specify bytes, sizek to specify KB, sizem to specify MB, or sizeg to

specify GB

Range: 10240 through 1073741824 bytes

Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• NETCONF and Junos XML Protocol Tracing Operations Overview on page 69

• Example: Tracing NETCONF and Junos XML Protocol Session Operations on page 70

• netconf on page 359
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CHAPTER 23

Configuration Statements (Translation
Scripts)

• max-datasize on page 368

• translation on page 369
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max-datasize

Syntax max-datasize size;

Hierarchy Level [edit event-options event-script],
[edit system scripts commit],
[edit system scripts op],
[edit system scripts snmp],
[edit system extension extension-service application],
[edit system scripts translation]

Release Information Statement introduced in Junos OS Release 12.3.

Statement introduced for the [edit system extension extension-service application]

hierarchy in Junos OS Release 16.1 for MX80, MX104, MX240, MX480, MX960, MX2010,

MX2020, vMX Series.

Statement introduced for the [edit system scripts translation] hierarchy in Junos OS

Release 16.1.

Description Maximumamountofmemoryallocated for thedata segmentduringexecutionof a script

of the configured type. JunosOSsets themaximummemory limit for the executing script

to the configured value irrespective of the total memory available on the system at the

time of execution. If the executing script exceeds the specified maximummemory limit

for that script type, it exits gracefully.

NOTE: For op scripts, themax-datasize statement is only enforced for op

scripts that are local to the device. If you execute an op script from a remote
location using the op url command, Junos OS uses the default memory

allocation settings.

Default If you do not include themax-datasize statement, the system allocates half of the total

availablememory of the system up to amaximum value of 128MB for the data segment

portion of the executed script.

Options size—Maximum amount of memory allocated for the data segment during execution of

a script of the given type. If you do not specify a unit ofmeasure, the default is bytes.

Syntax: size to specify bytes, sizek to specify KB, sizem to specify MB, or sizeg to

specify GB

Range: 23,068,672 (22 MB) through 1,073,741,824 (1 GB)

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.
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Related
Documentation

• max-policies

• Understanding Limits on Executed Event Policies and Memory Allocation for Scripts

• Example: Configuring Limits onExecutedEventPolicies andMemoryAllocation forScripts

translation

Syntax translation {
max-datasize;

}

Hierarchy Level [edit system scripts]

Release Information Statement introduced in Junos OS Release 16.1.

Description Configure options for translation scripts.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

maintenance—To view this statement in the configuration.

maintenance-control—To add this statement to the configuration.

Related
Documentation

• Storing and Enabling Scripts
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CHAPTER 24

Configuration Statements (YANG)

• yang-compliant (NETCONF) on page 371

yang-compliant (NETCONF)

Syntax yang-compliant;

Hierarchy Level [edit system services netconf]

Release Information Statement introduced in Junos OS Release 17.3.

Description Preventhiddenorunsupportedconfigurationhierarchies frombeingexported inget-config

RPC outputs. Users cannot configure the hidden statements from the ODL controller.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• rfc-compliant on page 362

• ssh on page 363
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CHAPTER 25

Operational Commands (Ephemeral
Configuration Database)

• show ephemeral-configuration
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show ephemeral-configuration

Syntax show ephemeral-configuration
<instance-name>

Release Information Command introduced in Junos OS Release 16.2R2 on MX Series and T Series routers.

Command introduced in Junos OS Release 17.3 on SRX300, SRX320, SRX340, SRX345,

SRX550M, SRX1500, SRX4100, SRX4200, SRX5400, SRX5600, and SRX5800 devices

and vSRX instances.

Description Display configurationdata committed to a given instanceof the ephemeral configuration

database.

TIP: Usetheshowephemeral-configuration|displaymergecommandtodisplay

the configuration data in all instances of the ephemeral databasemerged
with thecompletepost-inheritanceviewof thestatic configurationdatabase.

Options none—Display the configuration committed to the default instance of the ephemeral
configuration database.

instance-name—(Optional) Name of a user-defined ephemeral instance for which to
display the committed ephemeral configuration data.

Required Privilege
Level

view

Related
Documentation

| (pipe)•

• Pipe ( | ) Filter Functions in the Junos OS Command-Line Interface

• Enabling and Configuring Instances of the Ephemeral Configuration Database on

page 176

List of Sample Output show ephemeral-configuration on page 374
show ephemeral-configuration eph1 on page 375

Sample Output

show ephemeral-configuration

user@host> show ephemeral-configuration
## Last changed: 2017-02-12 17:15:48 PDT
protocols {
    mpls {
        label-switched-path to-cust1 {
            to 198.51.100.1;
        }
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    }
}

show ephemeral-configuration eph1

user@host> show ephemeral-configuration eph1
## Last changed: 2017-02-10 13:20:32 PDT
protocols {
    mpls {
        label-switched-path to-hastings {
            to 192.0.2.1;
        }
    }
}
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CHAPTER 26

Operational Commands (YANG)

• request system yang add

• request system yang delete

• request system yang disable

• request system yang enable

• request system yang update

• request system yang validate

• show system schema

• show system yang package
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request system yang add

Syntax request system yang add package package-name <proxy-xml>module [modules]
<action-script [scripts]>
<translation-script [scripts]>
<deviation-module [modules]>

Release Information Command introduced in Junos OS Release 16.1 on MX Series and T Series routers.

Command introduced in Junos OS Release 17.1 on EX Series and QFX Series switches

and PTX Series routers.

Command introduced in JunosOSRelease 17.3onSRX345,SRX1500,SRX4100,SRX4200,

SRX5400, SRX5600, and SRX5800 devices and vSRX instances.

proxy-xmloption introduced in JunosOSRelease 17.3onMXSeriesandPTXSeries routers.

Description Define a new YANG package with the modules, deviation modules, and scripts that are

added to the device as part of the package, andmerge the data models defined in the

modules with the Junos OS schema. When you add a custom YANG datamodel to the

device, youmust also add at least one translation script or one action script, which

provides the mapping between the new datamodel and Junos OS. To addmultiple

modulesor scripts, includeaspace-delimited list ofabsoluteor relative filepathsenclosed

in brackets.

NOTE: To install OpenConfig modules that are packaged as a compressed
tar file, use the request systemsoftware add command. OpenConfigmodules

andscripts thatare installedusing the requestsystemsoftwareaddcommand

are always associated with the package identifier openconfig.

When you create a new package, the device stores copies of the module and script files

in a new location. The device also stores copies of the action script and translation script

files under the /var/db/scripts/action and /var/db/scripts/translation directories,

respectively. JunosOSvalidates thesyntaxof themodulesandscripts, rebuilds its schema

to include the new datamodels, and then validates the active configuration against this

schema. Newly added RPCs and configuration hierarchies are immediately available for

use.

Options action-script [scripts]—List of paths for one or more action scripts to add to the device
as part of the package.

module [modules]—List of paths for one or more YANGmodules to add to the device
as part of the package. The device merges the data models defined in the modules

with the Junos OS schema.

deviation-module [modules]—(Optional) List of paths for one or more modules that
define deviation statements that should be applied to modules in the package.
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packagepackage-name—User-defined identifier that represents the collection of YANG
modules and scripts.

proxy-xmlmodule [modules]—List of paths for one or more newmodules that provide

user-defined OpenConfig mappings for the XML Proxy process to translate Junos

Telemetry Interface statistics exported through gRPC into key-value pairs.

translation-script [scripts]—List of paths for one or more translation scripts to add to
the device as part of the package.

Required Privilege
Level

maintenance

Related
Documentation

Managing YANG Packages, Modules, and Scripts on Devices Running Junos OS on

page 281

•

• Understanding the Management of Non-Native YANGModules on Devices Running

Junos OS on page 279

• Creating YANG Files for XML Proxy for Junos Telemetry Interface on page 343

• request system yang update on page 386

• show system yang package on page 392

Sample Output

request system yang add

user@host> request system yang add package p1module [yang/if.yang yang/if-aggregate.yang
yang/if-show.yang] deviation-module yang/deviation/if-devs.yang
translation-script translation/if.slax action-script action/if-show.py

YANG modules validation : START
YANG modules validation : SUCCESS
Scripts syntax validation : START
script check succeeds
Scripts syntax validation : SUCCESS
Scripts syntax validation : START
Scripts syntax validation : SUCCESS
TLV generation: START
TLV generation: SUCCESS
Building schema and reloading /config/juniper.conf.gz ...
Activating /config/juniper.conf.gz ...
mgd: commit complete
Restarting mgd ...

WARNING: cli has been replaced by an updated version:
CLI release 16.1R1 built by builder on 2016–03–30 13:46:11 UTC
Restart cli using the new version ? [yes,no] (yes) yes

Restarting cli ...
user@host>
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request system yang delete

Syntax request system yang delete package-name

Release Information Command introduced in Junos OS Release 16.1 on MX Series and T Series routers.

Command introduced in Junos OS Release 17.1 on EX Series and QFX Series switches

and PTX Series routers.

Command introduced in JunosOSRelease 17.3onSRX345,SRX1500,SRX4100,SRX4200,

SRX5400, SRX5600, and SRX5800 devices and vSRX instances.

Description Remove the given YANG package and all of its modules and scripts from the device, and

remove the data models associated with that package from the Junos OS schema.

CAUTION: Before you delete a YANG package, ensure that the active
configuration does not contain configuration data that has dependencies on
the datamodels added by that package.

NOTE: Youmustuse the request systemsoftwaredelete command to remove

OpenConfig packages that were installed from a compressed tar file using
the request system software add command.

When you delete a package, Junos OS rebuilds its schema to remove the data models

associated with that package and then validates the active configuration against the

newly updated schema. The device removes the copies of the module and script files

thatwere generatedwhen the packagewas created. The device also removes the copies

of the package’s action script and translation script files that are stored under the

/var/db/scripts/action and /var/db/scripts/translation directories. If you downloaded

the original module and script files to a different location, the original files remain

unchanged.

Options package-name—Name of the YANG package to remove.

Required Privilege
Level

maintenance

Related
Documentation

Managing YANG Packages, Modules, and Scripts on Devices Running Junos OS on

page 281

•

• Understanding the Management of Non-Native YANGModules on Devices Running

Junos OS on page 279

• request system yang add on page 378
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• show system yang package on page 392

Sample Output

request system yang delete

user@host> request system yang delete p1
Building schema and reloading /config/juniper.conf.gz ...
Activating /config/juniper.conf.gz ...
mgd: commit complete
Restarting mgd ...

WARNING: cli has been replaced by an updated version:
CLI release 16.1R1 built by builder on 2016–03–30 13:46:11 UTC

Restart cli using the new version ? [yes,no] (yes) yes

Restarting cli ...
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request system yang disable

Syntax request system yang disable package-name

Release Information Command introduced in Junos OS Release 16.1 on MX Series and T Series routers.

Command introduced in Junos OS Release 17.1 on EX Series and QFX Series switches

and PTX Series routers.

Command introduced in JunosOSRelease 17.3onSRX345,SRX1500,SRX4100,SRX4200,

SRX5400, SRX5600, and SRX5800 devices and vSRX instances.

Description Disable the translation scripts associated with the given YANG package.

Translation scripts convert configuration data corresponding to YANG datamodels into

Junos OS syntax and add the translated configuration data as a transient change in the

checkout configuration during the commit operation. Translation scripts are enabled by

default as soon as you add the scripts and related YANGmodules to the device using

the appropriate operational command.

Use this command to temporarily disable translation scripts for a package to help

troubleshoot translation issues instead of deleting the entire package, which would

remove the associated data models from the Junos OS schema as well as remove the

package and related files from the device. After you disable translation for a package

and commit the configuration, the configuration data associated with the YANG data

models in that package can be present in the active configuration, but the configuration

has no impact on the functioning of the device.

When translation is disabled, you can still configure and commit the statements and

hierarchies in the data models added by that package. However, the device does not

commit the corresponding Junos OS configuration statements as transient changes

during the commit operation for any statements in the data models added by that

package, even for those statements that were committed prior to disabling translation.

NOTE: When you disable translation for a package, the device retains any
transient configuration changes that were committed prior to disabling
translation until the next commit operation.

TIP: Use the show system yang package package-name command to verify

the translation status of a package.

Options package-name—Name of the YANG package for which to disable translation.

Required Privilege
Level

maintenance
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Related
Documentation

Disabling and Enabling YANG Translation Scripts on Devices Running Junos OS on

page 289

•

• Creating Translation Scripts for YANG Configuration Models on page 286

• request system yang enable on page 384

• show system yang package on page 392

Sample Output

request system yang disable

user@host> request system yang disable p1

user@host>
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request system yang enable

Syntax request system yang enable package-name

Release Information Command introduced in Junos OS Release 16.1 on MX Series and T Series routers.

Command introduced in Junos OS Release 17.1 on EX Series and QFX Series switches

and PTX Series routers.

Command introduced in JunosOSRelease 17.3onSRX345,SRX1500,SRX4100,SRX4200,

SRX5400, SRX5600, and SRX5800 devices and vSRX instances.

Description Enable the translation scripts associated with the given YANG package.

Translation scripts convert configuration data corresponding to YANG datamodels into

Junos OS syntax and add the translated configuration data as a transient change in the

checkout configuration during the commit operation. Translation scripts are enabled by

default as soon as you add the scripts and related YANGmodules to the device using

the appropriate operational command. Use this command to enable translation scripts

that were previously disabled using the request system yang disable command.

NOTE: When you enable translation for a package, configuration data that
is associatedwith the YANGdatamodels in that package and that is present
in theactive configurationdoesnot impact the functioningof thedeviceuntil
the next commit operation.

TIP: Use the show system yang package package-name command to verify

the translation status of a package.

Options package-name—Name of the YANG package for which to enable translation.

Required Privilege
Level

maintenance

Related
Documentation

Disabling and Enabling YANG Translation Scripts on Devices Running Junos OS on

page 289

•

• Creating Translation Scripts for YANG Configuration Models on page 286

• request system yang disable on page 382

• show system yang package on page 392
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Sample Output

request system yang enable

user@host> request system yang enable p1

user@host>
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request system yang update

Syntax request system yang update package-name action-script [scripts]
deviation-module [modules] module [modules] proxy-xml [file-path-names]
translation-script [scripts]

Release Information Command introduced in Junos OS Release 16.1 on MX Series and T Series routers.

Command introduced in Junos OS Release 17.1 on EX Series and QFX Series switches

and PTX Series routers.

Command introduced in JunosOSRelease 17.3onSRX345,SRX1500,SRX4100,SRX4200,

SRX5400, SRX5600, and SRX5800 devices and vSRX instances.

proxy-xmloption introduced in JunosOSRelease 17.3onMXSeriesandPTXSeries routers.

Description Update an existing YANG package to include new or modified YANGmodules or scripts,

andmerge the updated data models in that package with the Junos OS schema.

When you update a package, the device stores copies of the new andmodified module

and script files. Junos OS then rebuilds its schema to include the changes to the data

models and validates the active configuration against this schema.

Options package-name—Name of the YANG package to update.

action-script [scripts]—List of paths for one or more action scripts to add to or update
in the package.

deviation-module [modules]—List of paths for one or more deviation modules to add
to or update in the package.

module [modules]—List of paths for one or more YANGmodules to add to or update in
the package.

proxy-xml [file-path-names]—List of paths for one or more YANGmodules to add to or
update in the package that provide user-definedOpenConfigmappings for the XML

Proxy process to translate Junos Telemetry Interface statistics exported through

gRPC into key-value pairs.

translation-script [scripts]—List of paths for one or more translation scripts to add to
or update in the package.

Required Privilege
Level

maintenance

Related
Documentation

Managing YANG Packages, Modules, and Scripts on Devices Running Junos OS on

page 281

•

• Creating YANG Files for XML Proxy for Junos Telemetry Interface on page 343

• request system yang add on page 378

• show system yang package on page 392
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Sample Output

request system yang update

user@host> request system yang update p1module yang/if.yang

YANG modules validation : START
YANG modules validation : SUCCESS
TLV generation: START
TLV generation: SUCCESS
Building schema and reloading /config/juniper.conf.gz ...
Activating /config/juniper.conf.gz ...
mgd: commit complete
Restarting mgd ...

WARNING: cli has been replaced by an updated version:
CLI release 16.1R1 built by builder on 2016–03–30 13:46:11 UTC
Restart cli using the new version ? [yes,no] (yes) yes

Restarting cli ...
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request system yang validate

Syntax request system yang validate action-script [scripts] module [modules] proxy-xml
module [modules] translation-script [scripts]

Release Information Command introduced in Junos OS Release 16.1 on MX Series and T Series routers.

Command introduced in Junos OS Release 17.1 on EX Series and QFX Series switches

and PTX Series routers.

Command introduced in JunosOSRelease 17.3onSRX345,SRX1500,SRX4100,SRX4200,

SRX5400, SRX5600, and SRX5800 devices and vSRX instances.

proxy-xmloption introduced in JunosOSRelease 17.3onMXSeriesandPTXSeries routers.

Description Validate the syntax of one or more YANGmodules, translation scripts, or action scripts.

Options action-script scripts—List of paths for one or more action scripts to validate.

modulemodules—List of paths for one or more YANGmodules to validate.

proxy-xmlmodulemodules—List of paths for one or more YANGmodules to validate
that provide user-defined OpenConfig mappings for the XML Proxy process to

translate Junos Telemetry Interface statistics exported through gRPC into key-value

pairs.

translation-script scripts—List of paths for one or more translation scripts to validate.

Required Privilege
Level

maintenance

Related
Documentation

Managing YANG Packages, Modules, and Scripts on Devices Running Junos OS on

page 281

•

• Understanding the Management of Non-Native YANGModules on Devices Running

Junos OS on page 279

• Creating YANG Files for XML Proxy for Junos Telemetry Interface on page 343

Sample Output

request system yang validate

user@host> request system yang validatemodule [yang/if.yang yang/if-aggregate.yang]
translation-script translation/if.slax
YANG modules validation : START
YANG modules validation : SUCCESS
Scripts syntax validation : START
script check succeeds
Scripts syntax validation : SUCCESS
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show system schema

Syntax show system schemamodule (configuration | juniper-command | junos-extension |
junos-extension-odl)

<filter [xpath-expressions]>
<format format>
<module-name output-module-name>
<output-directory path>
<output-file-name path>
<version version>

Release Information Command introduced in Junos OS Release 14.2 on EX Series, M Series, MX Series, PTX

Series, and T Series.

Command introduced in Junos OS Release 15.1X49-D20 on SRX Series.

Command introduced in Junos OS Release 15.1X53-D30 on QFX Series.

Command introduced in Junos OS Release 15.1X54-D20 on ACX Series.

filter,module-name, and output-directory options added in Junos OS Release 16.1.

Description Display the Junos OS schema in the specified format. If you do not specify a format, the

device displays the output as a YANGmodule.

Options filter [xpath-expressions]—Display the schema only for the specified configuration
hierarchies when generating the schema for the configurationmodule. Specify a

space-delimited list of XPath expressions representing each hierarchy to include.

When you use the filter option, youmust also include themodule-name option.

NOTE: In theXPathexpression, the rootelement represents the top-level
configurationelement in theconfigurationhierarchy. For example, to filter

the hierarchy to only display the [edit system services] hierarchy, set the

value of filter to /system/services.

format format—(Optional) Data modeling language of the schema. Specify yang to
display the schema as a YANGmodule.

Default: yang

output-directory path—(Optional) Specify the directory where the schema file will be
saved. The filename for the output file uses the module name as the filename base

and the format as the file extension.

If you omit this option, the output is sent to standard output, except in the case of

the juniper-commandmodule, where the generated output files are always placed

in the current working directory.
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NOTE: In JunosOSRelease 16.2 and earlier releases, when you issue the
show system schemamodule juniper-command operational command in

the Junos OS CLI, the device places the output files in the /var/tmp

directory.

NOTE: To specify the output file in Junos OS Release 15.1 and earlier
releases, use the output-file-name option.

output-file-name path—(Optional) File to which the output is written. If you do not
specify an absolute path, the device places the file in the current working directory,

which defaults to the user’s home directory in /var/home. If you omit this option, the

output is sent to standard output. This option is deprecated starting in Junos OS

Release 16.1.

modulemodule—Module for which to display the schema.

module-nameoutput-module-name—(Optional)Nameused for thegeneratedmodule.
If you also include the output-directory option in the command to direct the output

to a file, the filename for the output file uses thismodule name as the filename base

and the format as the file extension.

Required Privilege
Level

view

Related
Documentation

Understanding YANG on Devices Running Junos OS on page 265•

• Understanding Junos OS YANGModules on page 266

• YANGModules Overview on page 271

• Using Juniper Networks YANGModules on page 275

Sample Output

show system schemamodule configuration filter

user@host> showsystemschemamoduleconfigurationfilter[/system/interfaces]module-name
config-sys-int
/*
 * Copyright (c) 2016 Juniper Networks, Inc.
 * All rights reserved.
 */

 module config-sys-int {
  namespace "http://yang.juniper.net/yang/1.1/jc/configuration/junos/17.2R1.13";

  prefix jc;
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  import junos-extension {
    prefix junos;
  }
  ...
   container configuration {
     config true;
     uses juniper-config;
     list groups {
       key group_name;
       ordered-by user;
       description "Configuration groups";
       uses juniper-group;
     }
   }
   grouping juniper-config {
     container system {
       description "System parameters";
       uses juniper-system;
     }
     container interfaces {
       description "Interface configuration";
       uses apply-advanced;
   ...

391Copyright © 2017, Juniper Networks, Inc.

Chapter 26: Operational Commands (YANG)



show system yang package

Syntax show system yang package
<package-name>

Release Information Command introduced in Junos OS Release 16.1 on MX Series and T Series routers.

Command introduced in Junos OS Release 17.1 on EX Series and QFX Series switches

and PTX Series routers.

Command introduced in JunosOSRelease 17.3onSRX345,SRX1500,SRX4100,SRX4200,

SRX5400, SRX5600, and SRX5800 devices and vSRX instances.

Description Display YANG packages that are installed on the device and list the corresponding

modules, action scripts, and translation scripts associatedwith the package. The output

also includes the translation status for thepackage,whichdetermineswhether thedevice

invokes the package’s translation scripts during a commit operation.

Options none—Display information about all YANG packages that are installed on the device.

package-name—Name of a specific YANG package for which to display information.

Required Privilege
Level

view

Related
Documentation

Managing YANG Packages, Modules, and Scripts on Devices Running Junos OS on

page 281

•

• Understanding the Management of Non-Native YANGModules on Devices Running

Junos OS on page 279

• Disabling and Enabling YANG Translation Scripts on Devices Running Junos OS on

page 289

Output Fields Table 13 on page 392 lists the output fields for the show systemyang package command.

Output fields are listed in the approximate order in which they appear.

Table 13: show system yang package Output Fields

Field DescriptionField Name

Package identifier.Package ID

List of YANGmodules and deviation modules associated with the
package ID. Data models defined in the modules are merged with the
Junos OS schema.

YANGModule(s)

List of action scripts associated with the package ID.Action Script(s)

List of translation scripts associated with the package ID.Translation Script(s)
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Table 13: show system yang package Output Fields (continued)

Field DescriptionField Name

Specifies whether translation for that package is enabled or disabled.

When translation is disabled, thedevicedoesnot invoke the translation
scripts for that package during a commit operation, and the changes
made to the configuration statements and hierarchies added by that
package are not translated into Junos OS syntax and committed as
transient configuration changes.

Translation script status

Sample Output

user@host> show system yang package p1
Package ID            :p1
YANG Module(s)        :if.yang if-aggregate.yang if-show.yang
Action Script(s)      :if-show.py
Translation Script(s) :if.slax
Translation script status is enabled
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