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« SRX Series
« T Series

« MX Series
« M Series

« PTX Series
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Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.

If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are
described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
1
1

interfaces {
fxpO {
disable;
unit O {
family inet {
address 10.0.0.1/24;
}
1
1
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete
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Merging a Snippet

To merge a snippet, follow these steps:

1.

From the HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }

Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xxx defines notice icons used in this guide.
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Table 1: Notice Icons

Icon Meaning

Informational note

Description

Indicates important features or instructions.

Caution

Indicates a situation that might result in loss of data or hardware damage.

Warning

Alerts you to the risk of personal injury or death.

Laser warning

Alerts you to the risk of personal injury from a laser.

Tip

Indicates helpful information.

Best practice

@
A
4L
é
v
O

Alerts you to a recommended use or implementation.

Table 2 on page xxx defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention

Bold text like this

Description

Represents text that you type.

Examples

To enter configuration mode, type the
configure command:

user@host> configure

Fixed-width text like this

Represents output that appears on the
terminal screen.

user@host> show chassis alarms

No alarms currently active

Italic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
« Identifies guide names. actions.
« Identifies RFC and Internet draft titles. ¢ JUnos OS CLI User Guide
« RFC1997,BGP Communities Attribute
Italic text like this Represents variables (options for which  Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
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Table 2: Text and Syntax Conventions (continued)

Convention

Text like this

Description Examples

Represents names of configuration « To configure a stub area, include the
statements, commands, files, and stub statement at the [edit protocols
directories; configuration hierarchy levels; ospf area area-id] hierarchy level.

or labels on routing platform « Theconsole portis labeled CONSOLE.
components.

< > (angle brackets)

Encloses optional keywords or variables.  stub <default-metric metric>;

| (pipe symbol)

Indicates a choice between the mutually  broadcast | multicast
exclusive keywords or variables on either

side of the symbol. The set of choicesis  (stringl | string2 | string3)
often enclosed in parentheses for clarity.

# (pound sign)

Indicates a comment specified on the rsvp { # Required for dynamic MPLS only
same line as the configuration statement
to which it applies.

[ 1 (square brackets) Encloses a variable for which you can community name members [
substitute one or more values. community-ids ]
Indentionand braces ({}) Identifies a level in the configuration [edit]
hierarchy. routing-options {
static {
; (semicolon) Identifies a leaf statement at a route default {
configuration hierarchy level. nextlhop address;
retain;
1
1

}

GUI Conventions

Bold text like this

Represents graphical userinterface (GUI) « Inthe Logical Interfaces box, select
items you click or select. All Interfaces.

« To cancel the configuration, click
Cancel.

> (bold right angle bracket)

Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can provide feedback by using either of the following
methods:

« Online feedback rating system—On any page of the Juniper Networks TechLibrary site
at http://www.juniper.net/techpubs/index.ntml, simply click the stars to rate the content,
and use the pop-up form to provide us with information about your experience.
Alternately, you can use the online feedback form at
http://www.juniper.net/techpubs/feedback/.
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« E-mail—Sendyour comments to techpubs-comments@juniper.net. Include the document
or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or Partner Support Service
support contract, or are covered under warranty, and need post-sales technical support,
you can access our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http://www2.juniper.net/kb/

« Find product documentation: http://www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http:/kb.juniper.net/

« Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
http://kb.juniper.net/InfoCenter/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

XXXii Copyright © 2017, Juniper Networks, Inc.


mailto:techpubs-comments@juniper.net?subject=
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf
http://www.juniper.net/support/warranty/
http://www.juniper.net/customers/support/
http://www2.juniper.net/kb/
http://www.juniper.net/techpubs/
http://kb.juniper.net/
http://www.juniper.net/customers/csc/software/
http://kb.juniper.net/InfoCenter/
http://www.juniper.net/company/communities/
http://www.juniper.net/cm/
https://tools.juniper.net/SerialNumberEntitlementSearch/
http://www.juniper.net/cm/

About the Documentation

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.html.
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PART 1

Overview

« Introduction to BGP on page 3
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CHAPTER1

INntroduction to BGP

« Understanding BGP on page 4

« Supported Standards for BGP on page 6

« BGP Routes Overview on page 9

« BGP Route Resolution Overview on page 9

« BGP Messages Overview on page 11

« BGP Configuration Overview on page 13

« Understanding BGP Path Selection on page 14

« Understanding Maximum Period Configuration for Automatic Generation of BGP
Keepalives by Kernel Timers After Switchover on page 18
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Understanding BGP

BGP is an exterior gateway protocol (EGP) that is used to exchange routing information
among routers in different autonomous systems (ASs). BGP routing information includes
the complete route to each destination. BGP uses the routing information to maintain a
database of network reachability information, which it exchanges with other BGP systems.
BGP uses the network reachability information to construct a graph of AS connectivity,

which enables BGP to remove routing loops and enforce policy decisions at the AS level.

Multiprotocol BGP (MBGP) extensions enable BGP to support IP version 6 (IPv6). MBGP
defines the attributes MP_REACH_NLRIand MP_UNREACH_NLRI, which are used to carry
IPv6 reachability information. Network layer reachability information (NLRI) update
messages carry IPv6 address prefixes of feasible routes.

BGP allows for policy-based routing. You can use routing policies to choose among
multiple paths to a destination and to control the redistribution of routing information.

BGP uses TCP as its transport protocol, using port 179 for establishing connections.
Running over a reliable transport protocol eliminates the need for BGP to implement
update fragmentation, retransmission, acknowledgment, and sequencing.

The Junos OS routing protocol software supports BGP version 4. This version of BGP
adds support for Classless Interdomain Routing (CIDR), which eliminates the concept
of network classes. Instead of assuming which bits of an address represent the network
by looking at the first octet, CIDR allows you to explicitly specify the number of bits in
the network address, thus providing a means to decrease the size of the routing tables.
BGP version 4 also supports aggregation of routes, including the aggregation of AS paths.

This section discusses the following topics:

« Autonomous Systems on page 4
« AS Paths and Attributes on page 4

« External and Internal BGP on page 5

Multiple Instances of BGP on page 5

Autonomous Systems

An autonomous system (AS) is a set of routers that are under a single technical
administration and normally use a single interior gateway protocol and a common set
of metrics to propagate routing information within the set of routers. To other ASs, an
AS appears to have a single, coherent interior routing plan and presents a consistent
picture of what destinations are reachable through it.

AS Paths and Attributes

Therouting information that BGP systems exchange includes the complete route to each
destination, as well as additional information about the route. The route to each
destination is called the AS path, and the additional route information is included in path
attributes. BGP uses the AS path and the path attributes to completely determine the
network topology. Once BGP understands the topology, it can detect and eliminate
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routing loops and select among groups of routes to enforce administrative preferences
and routing policy decisions.

External and Internal BGP

BGP supports two types of exchanges of routing information: exchanges among different
ASs and exchanges within a single AS. When used among ASs, BGP is called external
BGP (EBGP) and BGP sessions perform inter-AS routing. When used within an AS, BGP
is called internal BGP (IBGP) and BGP sessions perform intra-AS routing.

Figure 1 on page 5 illustrates ASs, IBGP, and EBGP.

Figure 1: ASs, EBGP, and IBGP

017005

A BGP system shares network reachability information with adjacent BGP systems, which
are referred to as neighbors or peers.

BGP systems are arranged into groups. In an IBGP group, all peers in the group—called
internal peers—are in the same AS. Internal peers can be anywhere in the local AS and
do not have to be directly connected to one another. Internal groups use routes from an
IGP to resolve forwarding addresses. They also propagate external routes among all
other internal routers running IBGP, computing the next hop by taking the BGP next hop
received with the route and resolving it using information from one of the interior gateway
protocols.

In an EBGP group, the peers in the group—called external peers—are in different ASs and
normally share a subnet. In an external group, the next hop is computed with respect to
the interface that is shared between the external peer and the local router.

Multiple Instances of BGP
You can configure multiple instances of BGP at the following hierarchy levels:

« [edit routing-instances routing-instance-name protocols]

« [edit logical-systems logical-system-name routing-instances routing-instance-name
protocols]

Multiple instances of BGP are primarily used for Layer 3 VPN support.
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Related
Documentation

IGP peers and external BGP (EBGP) peers (both nonmultihop and multihop) are all
supported for routing instances. BGP peering is established over one of the interfaces
configured under the routing-instances hierarchy.

0 NOTE: WhenaBGP neighbor sends BGP messages to the local routing device,
the incoming interface on which these messages are received must be
configured in the same routing instance that the BGP neighbor configuration
existsin. Thisis true for neighbors that are a single hop away or multiple hops
away.

Routes learned from the BGP peer are added to the instance-name.inet.0 table by default.
You can configure import and export policies to control the flow of information into and
out of the instance routing table.

For Layer 3 VPN support, configure BGP on the provider edge (PE) router to receive routes
from the customer edge (CE) router and to send the instances’ routes to the CE router
if necessary. You can use multiple instances of BGP to maintain separate per-site
forwarding tables for keeping VPN traffic separate on the PE router.

You can configure import and export policies that allow the service provider to control
and rate-limit traffic to and from the customer.

You can configure an EBGP multihop session for a VRF routing instance. Also, you can
set up the EBGP peer between the PE and CE routers by using the loopback address of
the CE router instead of the interface addresses.

« BGP Routes Overview on page 9

. BGP Messages Overview on page 11

Supported Standards for BGP

Junos OS substantially supports the following RFCs and Internet drafts, which define
standards for IP version 4 (IPv4) BGP.

For a list of supported IP version 6 (IPv6) BGP standards, see Supported IPv6 Standards.
Junos OS BGP supports authentication for protocol exchanges (MD5 authentication).

« RFC 1745, BGP4/IDRP for IP—OSPF Interaction

« RFC 1772, Application of the Border Gateway Protocol in the Internet

« RFC 1997, BGP Communities Attribute

« RFC 2283, Multiprotocol Extensions for BGP-4

« RFC 2385, Protection of BGP Sessions via the TCP MD5 Signature Option

« RFC 2439, BGP Route Flap Damping

« RFC 2545, Use of BGP-4 Multiprotocol Extensions for IPv6 Inter-Domain Routing
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« RFC 2796, BGP Route Reflection — An Alternative to Full Mesh IBGP

« RFC 2858, Multiprotocol Extensions for BGP-4

« RFC 2918, Route Refresh Capability for BGP-4

« RFC 3065, Autonomous System Confederations for BGP

. RFC 3107, Carrying Label Information in BGP-4

- RFC 3345, Border Gateway Protocol (BGP) Persistent Route Oscillation Condition
« RFC 3392, Capabilities Advertisement with BGP-4

« RFC 4271, A Border Gateway Protocol 4 (BGP-4)

« RFC 4273, Definitions of Managed Objects for BGP-4

« RFC 4360, BGP Extended Communities Attribute

« RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNSs)

« RFC 4456, BGP Route Reflection: An Alternative to Full Mesh Internal BGP (IBGP)
« RFC 4486, Subcodes for BGP Cease Notification Message

« RFC 4659, BGP-MPLS IP Virtual Private Network (VPN) Extension for IPv6 VPN

« RFC 4632, Classless Inter-domain Routing (CIDR): The Internet Address Assignment and
Aggregation Plan

. RFC 4684, Constrained Route Distribution for Border Gateway Protocol/MultiProtocol
Label Switching (BGP/MPLS) Internet Protocol (IP) Virtual Private Networks (VPNs)

o RFC 4724, Graceful Restart Mechanism for BGP
. RFC 4760, Multiprotocol Extensions for BGP-4
« RFC 4781, Graceful Restart Mechanism for BGP with MPLS

« RFC 4798, Connecting IPv6 Islands over IPv4 MPLS Using IPv6 Provider Edge Routers
(6PE)

Option 4b (eBGP redistribution of labeled IPv6 routes from AS to neighboring AS) is
not supported.

« RFC 4893, BGP Support for Four-octet AS Number Space

« RFC 5004, Avoid BGP Best Path Transitions from One External to Another

« RFC 5065, Autonomous System Confederations for BGP

. RFC 5082, The Generalized TTL Security Mechanism (GTSM)

. RFC 5291, Outbound Route Filtering Capability for BGP-4 (partial support)

. RFC 5292, Address-Prefix-Based Outbound Route Filter for BGP-4 (partial support)
Devices running Junos OS can receive prefix-based ORF messages.

« RFC 5396, Textual Representation of Autonomous System (AS) Numbers

. RFC 5492, Capabilities Advertisement with BGP-4
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« RFC 5512, The BGP Encapsulation Subsequent Address Family Identifier (SAFI) and the
BGP Tunnel Encapsulation Attribute

« RFC 5549, Advertising IPv4 Network Layer Reachability Information with an IPv6 Next
Hop

« RFC 5575, Dissemination of flow specification rules
« RFC 5668, 4-Octet AS Specific BGP Extended Community

« RFC 6368, Internal BGP as the Provider/Customer Edge Protocol for BGR/MPLS IP Virtual
Private Networks (VPNs)

« RFC 6810, The Resource Public Key Infrastructure (RPKI) to Router Protocol
« RFC 6811, BGP Prefix Origin Validation

« RFC 6996, Autonomous System (AS) Reservation for Private Use

« RFC 7300, Reservation of Last Autonomous System (AS) Numbers

« RFC 7752, North-Bound Distribution of Link-State and Traffic Engineering (TE) Information
Using BGP

« RFC 7854, BGP Monitoring Protocol (BMP)

« Internet draft draft-ietf-idr-add-paths-06.txt, Advertisement of Multiple Paths in BGP
(expires March 2012)

« Internet draft draft-ietf-idr-aigp-06, The Accumulated IGP Metric Attribute for BGP
(expires December 2011)

« Internet draft draft-ietf-idr-asO-06, Codification of AS O processing (expires February
2013)

« Internet draft draft-ietf-idr-link-bandwidth-01.txt, BGP Link Bandwidth Extended
Community (expires August 2010)

« Internet draft draft-ietf-sidr-origin-validation-signaling-00, BGP Prefix Origin Validation
State Extended Community (partial support) (expires May 2011)

The extended community (origin validation state) is supported in Junos OS routing
policy. The specified change in the route selection procedure is not supported.

« Internet draft draft-kato-bgp-ipv6-link-local-00.txt, BGP4+ Peering Using IPv6 Link-local
Address

The following RFCs and Internet draft do not define standards, but provide information
about BGP and related technologies. The IETF classifies them variously as “Experimental”
or “Informational.”

. RFC 1965, Autonomous System Confederations for BGP
« RFC 1966, BGP Route Reflection—An alternative to full mesh IBGP
« RFC 2270, Using a Dedicated AS for Sites Homed to a Single Provider

. Internet draft draft-ietf-ngtrans-bgp-tunnel-04.txt, Connecting IPv6 Islands across
IPv4 Clouds with BGP (expires July 2002)
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Related . Supported IPv6 Standards

Documentation ,
v ! . Accessing Standards Documents on the Internet

BGP Routes Overview

A BGP route is a destination, described as an IP address prefix, and information that
describes the path to the destination.

The following information describes the path:

« AS path, which s a list of numbers of the ASs that a route passes through to reach the
local router. The first number in the path is that of the last AS in the path—the AS
closest to the local router. The last number in the path is the AS farthest from the local
router, which is generally the origin of the path.

. Path attributes, which contain additional information about the AS path that is used
in routing policy.

BGP peers advertise routes to each other in update messages.

BGP stores its routes in the Junos OS routing table (inet.0). The routing table stores the
following information about BGP routes:

« Routing information learned from update messages received from peers
- Local routing information that BGP applies to routes because of local policies

« Information that BGP advertises to BGP peers in update messages

For each prefix in the routing table, the routing protocol process selects a single best
path, called the active path. Unless you configure BGP to advertise multiple paths to the
same destination, BGP advertises only the active path.

The BGP router that first advertises a route assigns it one of the following values to
identify its origin. During route selection, the lowest origin value is preferred.

« 0—Therouteroriginally learned the route through an IGP (OSPF, IS-IS, or a static route).
« 1—The router originally learned the route through an EGP (most likely BGP).

« 2—Theroute's origin is unknown.

Related . Understanding BGP Path Selection on page 14

Documentation . Example: Advertising Multiple Paths in BGP on page 397

BGP Route Resolution Overview

Aninternal BGP (IBGP) route with a next-hop address to a remote BGP neighbor (protocol
next hop) must have its next hop resolved using some other route. BGP adds this route
to the rpd resolver module for next-hop resolution. If RSVP is used in the network, then
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the BGP next hop is resolved using the RSVP ingress route. This results in the BGP route
pointing to an indirect next hop, and the indirect next hop pointing to a forwarding next
hop. The forwarding next hop is derived from the RSVP route next hop. There is often a
large set of internal BGP routes that have the same protocol next hop, and in such cases,
the set of BGP routes would reference the same indirect next hop.

Prior to Junos OS Release 17.2R], the resolver module of the routing protocol process
(rpd) resolved routes within the IBGP received routes in the following ways:

1. Partial route resolution—The protocol next hop is resolved based on helper routes,
such as RSVP or IGP routes. The metric values are derived from the helper routes, and
the next hop is referred to as the resolver forwarding next hop inherited from helper
routes. These metric values are used for selecting routes in the routing information
base (RIB), also known as the routing table.

2. Complete route resolution—The final next hop is derived and is referred to as the
kernel routing table (KRT) forwarding next hop based on the forwarding export policy.

Starting in Junos OS Release 17.2R1, the resolver module of rpd is optimized to increase
the throughput of inbound processing flow, accelerating the learning rate of RIB and FIB.
With this enhancement, the route resolution is affected as follows:

« The partial and complete route resolution methods are triggered for each IBGP route,
although each route might inherit the same resolved forwarding next hop or KRT
forwarding next hops.

« The BGP path selection is deferred until complete route resolution is performed for
network layer reachability information (NLRI) received from a BGP neighbor, which
might not be the best route in the RIB after route selection.

The benefits of the rpd resolver optimization include:

« Lower RIBresolution lookup cost—The output of the resolved path is saved in a resolver
cache, so that the same derived next hop and metric values can be inherited to another
set of routes sharing the same path behavior instead of performing both partial and
complete route resolution flow. This reduces the route resolution lookup cost by
maintaining only the most frequent resolver state in a cache with limited depth.

« BGProute selection optimization—The BGP route selection algorithmiis triggered twice
for every IBGP route received—first, while adding the route in the RIB with the next hop
as unusable, and second, while adding the route with a resolved next hop in the RIB
(after route resolution). This results in selecting the best route twice. With the resolver
optimization, the route selection process is triggered in the receive flow only after
getting the next-hop information from the resolver module.

. Internal caching to avoid frequent lookup—The resolver cache maintains the most
frequent resolver state, and as a result, the lookup functionality, such as next-hop
lookup and route lookup is done from the local cache.

« Path equivalence group—When different paths share the same forwarding state, or
are received from the same protocol next hop, the paths can belong to one path
equivalence group. This approach avoids the need to perform of complete route
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resolution for such paths. When a new path requires complete route resolution, it is
first looked up in the path equivalence group database, which contains the resolved
path output, such as indirect next hop and forwarding next hop.

Release History Table Release Description

17.2R1 Starting in Junos OS Release 17.2R1, the resolver module of rpd is optimized
to increase the throughput of inbound processing flow, accelerating the
learning rate of RIB and FIB.

Related . BGP Routes Overview on page 9
Documentation « Examine BGP Routes on page 879

« Examine BGP Routes and Route Selection on page 908

BGP Messages Overview

All BGP messages have the same fixed-size header, which contains a marker field that
is used for both synchronization and authentication, a length field that indicates the
length of the packet, and a type field that indicates the message type (for example, open,
update, notification, keepalive, and so on).

This section discusses the following topics:

« Open Messages on page 11

« Update Messages on page 12

« Keepalive Messages on page 12

« Notification Messages on page 12

« Route-Refresh Messages on page 12

Open Messages

After a TCP connection is established between two BGP systems, they exchange BGP
open messages to create a BGP connection between them. Once the connection is
established, the two systems can exchange BGP messages and data traffic.

Open messages consist of the BGP header plus the following fields:

« Version—The current BGP version number is 4.

« Local AS number—You configure this by including the autonomous-system statement
at the [edit routing-options] or [edit logical-systems logical-system-name routing-options]
hierarchy level.

« Hold time—Proposed hold-time value. You configure the local hold time with the BGP
hold-time statement.

« BGP identifier—IP address of the BGP system. This address is determined when the
system starts and is the same for every local interface and every BGP peer. You can
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Update Messages

Keepalive Messages

configure the BGP identifier by including the router-id statement at the [edit
routing-options] or [edit logical-systems logical-system-name routing-options] hierarchy
level. By default, BGP uses the IP address of the first interface it finds in the router.

« Parameter field length and the parameter itself—These are optional fields.

BGP systems send update messages to exchange network reachability information. BGP
systems use this information to construct a graph that describes the relationships among
all known ASs.

Update messages consist of the BGP header plus the following optional fields:

. Unfeasible routes length—Length of the withdrawn routes field

. Withdrawn routes—IP address prefixes for the routes being withdrawn from service
because they are no longer deemed reachable

. Total path attribute length—Length of the path attributes field; it lists the path attributes
for a feasible route to a destination

. Path attributes—Properties of the routes, including the path origin, the multiple exit
discriminator (MED), the originating system’s preference for the route, and information
about aggregation, communities, confederations, and route reflection

. Network layer reachability information (NLRI)—IP address prefixes of feasible routes
being advertised in the update message

BGP systems exchange keepalive messages to determine whether a link or host has
failed or is no longer available. Keepalive messages are exchanged often enough so that
the hold timer does not expire. These messages consist only of the BGP header.

Notification Messages

BGP systems send notification messages when an error condition is detected. After the
message is sent, the BGP session and the TCP connection between the BGP systems
are closed. Notification messages consist of the BGP header plus the error code and
subcode, and data that describes the error.

Route-Refresh Messages

BGP systems send route-refresh messages to a peer only if they have received the route
refresh capability advertisement from the peer. A BGP system must advertise the route
refresh capability to its peers using BGP capabilities advertisement if it wants to receive
route-refresh messages. This optional message is sent to request dynamic, inbound, BGP
route updates from BGP peers or to send outbound route updates to a BGP peer.

Route-refresh messages consist of the following fields:

« AFlI—Address Family Identifier (16-bit).
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Res—Reserved (8-bit) field, which must be set to O by the sender and ignored by the
receiver.

SAFI—Subsequent Address Family Identifier (8-bit).

If a peer without the route-refresh capability receives a route-refresh request message
from a remote peer, the receiver ignores the message.

Related .
Documentation

Understanding BGP on page 4

BGP Routes Overview on page 9

BGP Configuration Overview

To configure the device as a node in a BGP network:

1.

Related .
Documentation

Configure network interfaces. See the Junos OS Interfaces Configuration Guide for
Security Devices.

Configure point-to-point peering sessions. See “Example: Configuring External BGP
Point-to-Point Peer Sessions” on page 22.

Configure IBGP sessions between peers. See “Example: Configuring Internal BGP Peer
Sessions” on page 33.

Configure a routing policy to advertise the BGP routes.

(Optional) Configure route reflector clusters. See “Example: Configuring a Route
Reflector” on page 642.

(Optional) Subdivide autonomous systems (ASs). See “Example: Configuring BGP
Confederations” on page 664.

(Optional) Assign a router ID to each routing device running BGP.

(Optional) Configure a local preference to direct all outbound AS traffic to a specific
peer. See “Example: Configuring the Local Preference Value for BGP Routes” on
page 194 in the Junos OS Routing Protocols Library.

(Optional) Configure routing table path selection options that define different ways
to compare multiple exit discriminators (MEDs). See “Understanding BGP Path
Selection” on page 14 in the Junos OS Routing Protocols Library.

Understanding BGP on page 4
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Understanding BGP Path Selection

For each prefix in the routing table, the routing protocol process selects a single best
path. After the best path is selected, the route is installed in the routing table. The best
path becomes the active route if the same prefix is not learned by a protocol with a lower
(more preferred) global preference value, also known as the administrative distance.
The algorithm for determining the active route is as follows:

1. Verify that the next hop can be resolved.

2. Choose the path with the lowest preference value (routing protocol process
preference).

Routes that are not eligible to be used for forwarding (for example, because they were
rejected by routing policy or because a next hop is inaccessible) have a preference of
—1 and are never chosen.

3. Prefer the path with higher local preference.

For non-BGP paths, choose the path with the lowest preference2 value.

4. If the accumulated interior gateway protocol (AIGP) attribute is enabled, prefer the
path with the lower AIGP attribute.

5. Prefer the path with the shortest autonomous system (AS) path value (skipped if the
as-path-ignore statement is configured).

A confederation segment (sequence or set) has a path length of 0. An AS set has a
path length of 1.

6. Prefer the route with the lower origin code.

Routes learned from an IGP have a lower origin code than those learned from an
exterior gateway protocol (EGP), and both have lower origin codes than incomplete
routes (routes whose origin is unknown).

7. Prefer the path with the lowest multiple exit discriminator (MED) metric.

Depending on whether nondeterministic routing table path selection behavior is
configured, there are two possible cases:

- If nondeterministic routing table path selection behavior is not configured (that is,
if the path-selection cisco-nondeterministic statement is not included in the BGP
configuration), for paths with the same neighboring AS numbers at the front of the
AS path, prefer the path with the lowest MED metric. To always compare MEDs
whether or not the peer ASs of the compared routes are the same, include the
path-selection always-compare-med statement.
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. If nondeterministic routing table path selection behavior is configured (that is, the
path-selection cisco-nondeterministic statement is included in the BGP
configuration), prefer the path with the lowest MED metric.

Confederations are not considered when determining neighboring ASs. A missing MED
metric is treated as if a MED were present but zero.

0 NOTE: MED comparison works for single path selection withinan AS
(when the route does not include an AS path), though this usage Is
uncommon.

By default, only the MEDs of routes that have the same peer autonomous systems
(ASs) are compared. You can configure routing table path selection options to obtain
different behaviors.

8. Prefer strictly internal paths, which include IGP routes and locally generated routes
(static, direct, local, and so forth).

9. Preferstrictly external BGP (EBGP) paths over external paths learned through internal
BGP (IBGP) sessions.

10. Prefer the path whose next hop is resolved through the IGP route with the lowest
metric.

0 NOTE: A pathis considered a BGP equal-cost path (and will be used for
forwarding) if a tie-break is performed after the previous step. All paths
with the same neighboring AS, learned by a multipath-enabled BGP
neighbor, are considered.

BGP multipath does not apply to paths that share the same MED-plus-IGP
cost yet differ in IGP cost. Multipath path selection is based on the IGP
cost metric, even if two paths have the same MED-plus-IGP cost.

BGP compares the type of IGP metric before comparing the metric value
itselfin rt_metric2_cmp. Forexample, BGP routes that are resolved through
IGP are preferred over discarded or rejected next-hops that are of type
RTM_TYPE_UNREACH. Such routes are declared inactive because of their
metric-type.

1. If both paths are external, prefer the currently active path to minimize route-flapping.
This rule is not used if any one of the following conditions is true:

- path-selection external-router-id is configured.

. Both peers have the same router ID.
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. Either peer is a confederation peer.
- Neither path is the current active path.

12. Prefer a primary route over a secondary route. A primary route is one that belongs to
the routing table. A secondary route is one that is added to the routing table through
an export policy.

13. Prefer the path from the peer with the lowest router ID. For any path with an originator
ID attribute, substitute the originator ID for the router ID during router ID comparison.

14. Prefer the path with the shortest cluster list length. The length is O for no list.

15. Prefer the path from the peer with the lowest peer IP address.

Routing Table Path Selection

The shortest AS path step of the algorithm, by default, evaluates the length of the AS
path and determines the active path. You can configure an option that enables Junos
OS to skip this step of the algorithm by including the as-path-ignore option.

0 NOTE: Starting with Junos OS Release 14.1R8, 14.2R7, 15.1R4, 15.1F6, and
16.1R1, the as-path-ignore option is supported for routing instances.

To configure routing table path selection behavior, include the path-selection statement:

path-selection {
(always-compare-med | cisco-non-deterministic | external-router-id);
as-path-ignore;
med-plus-igp {
igp-multiplier number;
med-multiplier number;
}
1

For a list of hierarchy levels at which you can include this statement, see the statement
summary section for this statement.

Routing table path selection can be configured in one of the following ways:

« Emulate the Cisco IOS default behavior (cisco-non-deterministic). This mode evaluates
routes in the order that they are received and does not group them according to their
neighboring AS. With cisco-non-deterministic mode, the active path is always first. All
inactive, but eligible, paths follow the active path and are maintained in the order in
which they were received, with the most recent path first. Ineligible paths remain at
the end of the list.

As an example, suppose you have three path advertisements for the 192.168.1.0 /24
route:

- Path 1—learned through EBGP; AS Path of 65010; MED of 200

Copyright © 2017, Juniper Networks, Inc.



Chapter 1: Introduction to BGP

- Path 2—learned through IBGP; AS Path of 65020; MED of 150; IGP cost of 5
- Path 3—learned through IBGP; AS Path of 65010; MED of 100; IGP cost of 10

These advertisements are received in quick succession, within a second, in the order
listed. Path 3 is received most recently, so the routing device compares it against path
2, the next most recent advertisement. The cost to the IBGP peer is better for path 2,
so the routing device eliminates path 3 from contention. When comparing paths 1and
2,therouting device prefers path 1because it is received from an EBGP peer. This allows
the routing device to install path 1 as the active path for the route.

O NOTE: We do not recommend using this configuration option in your
network. It is provided solely for interoperability to allow all routing devices
in the network to make consistent route selections.

. Always comparing MEDs whether or not the peer ASs of the compared routes are the
same (always-compare-med).

« Override the rule that If both paths are external, the currently active path is preferred
(external-router-id). Continue with the next step (Step 12) in the path-selection process.

. Adding the IGP cost to the next-hop destination to the MED value before comparing
MED values for path selection (med-plus-igp).

BGP multipath does not apply to paths that share the same MED-plus-IGP cost, yet
differ in IGP cost. Multipath path selection is based on the IGP cost metric, even if two
paths have the same MED-plus-IGP cost.

Effects of Advertising Multiple Paths to a Destination

BGP advertises only the active path, unless you configure BGP to advertise multiple paths
to a destination.

Suppose a routing device has in its routing table four paths to a destination and is
configured to advertise up to three paths (add-path send path-count 3). The three paths
are chosen based on path selection criteria. That is, the three best paths are chosen in
path-selection order. The best path is the active path. This path is removed from
consideration and a new best path is chosen. This process is repeated until the specified
number of paths is reached.

Release History Table Release Description

141R8 Starting with Junos OS Release 14.1R8, 14.2R7, 15.1R4, 15.1F6, and 16.1R1,
the as-path-ignore option is supported for routing instances.

Related . Example: Ignoring the AS Path Attribute When Selecting the Best Path on page 156

Documentation - Examples: Configuring BGP MED

« Example: Advertising Multiple BGP Paths to a Destination
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Understanding Maximum Period Configuration for Automatic Generation of BGP
Keepalives by Kernel Timers After Switchover

Related
Documentation

In Junos OS, nonstop active routing (NSR) uses the same infrastructure as graceful
Routing Engine switchover (GRES) to preserve interface and kernel information. However,
NSR also saves routing protocol information by running the routing protocol process
(rpd) on the backup Routing Engine. By saving this additional information, NSR is
self-contained and does not rely on helper routers (or switches) to assist the routing
platform in restoring routing protocol information. NSR is advantageous in networks
where neighbor routers (or switches) do not support graceful restart protocol extensions.
As a result of this enhanced functionality, NSR is a natural replacement for graceful
restart.

Nonstop active routing automerge is one of the kernel components of the socket
replication. On switchover, this component merges the socket pairs automatically from
the backup to the master Routing Engine. NSR switchover from backup to master happens
when rpd issues a merge call for each secondary socket pair to merge them to a single
socket, which could result in a delay. To avoid this delay, an automerge module in the
kernel decouples the secondary socket merge from rpd and automatically merges
secondary sockets on switchover so that the rpd high priority thread takes advantage of
this and generates faster keepalive to sustain TCP connections on switchover.

By default, BGP does not register for the automatic keepalive generation service provided
by the kernel right after the switchover event from backup to master. For this, you need
to enable the nonstop-routing-options statement at [edit routing-options] hierarchy level
and configure precision timers in BGP. Configuring precision timers in BGP allows BGP
to register all of its sessions with the automatic keepalive generation service provided
by the kernel. Once registered, the kernel automatically generates keepalives using its
timers on behalf of BGP for its control sessions just after the switchover event from
backup to master. This allows generation of more reliable keepalives for control sessions
with very small timers during the switchover event.

« nonstop-routing-options on page 1139
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» Configuring External BGP Peering on page 21
« Configuring Internal BGP Peering on page 31
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Configuring External BGP Peering

- Understanding External BGP Peering Sessions on page 21

« Example: Configuring External BGP Point-to-Point Peer Sessions on page 22

Understanding External BGP Peering Sessions

To establish point-to-point connections between peer autonomous systems (ASs), you
configure a BGP session on each interface of a point-to-point link. Generally, such sessions
are made at network exit points with neighboring hosts outside the AS. Figure 2 on page 21
shows an example of a BGP peering session.

Figure 2: BGP Peering Session

AS 10

AS3
~—BGP—

9015013

In Figure 2 on page 21, Router A is a gateway router for AS 3, and Router B is a gateway
router for AS 10. For traffic internal to either AS, an interior gateway protocol (IGP) is
used (OSPF, for instance). To route traffic between peer ASs, a BGP session is used.

You arrange BGP routing devices into groups of peers. Different peer groups can have
different group types, AS numbers, and route reflector cluster identifiers.

To define a BGP group that recognizes only the specified BGP systems as peers, statically
configure all the system’s peers by including one or more neighbor statements. The peer
neighbor’s address can be either an IPv6 or IPv4 address.
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Related
Documentation

O NOTE: On SRX Series devices, the default mode for processing traffic is flow
mode. To configure an SRX Series device as a border router, you must change
the mode from flow-based processing to packet-based processing. Use the
set security forwarding-options family mpls mode packet-based statement to
configure the SRX device to packet mode. You must reboot the device for
the configuration to take effect.

As the number of external BGP (EBGP) groups increases, the ability to support a large
number of BGP sessions might become a scaling issue. The preferred way to configure
a large number of BGP neighbors is to configure a few groups consisting of multiple
neighbors per group. Supporting fewer EBGP groups generally scales better than
supporting a large number of EBGP groups. This becomes more evident in the case of
hundreds of EBGP groups when compared with a few EBGP groups with multiple peers
in each group.

After the BGP peers are established, non-BGP routes are not automatically advertised
by the BGP peers. At each BGP-enabled device, policy configuration is required to export
the local, static, or IGP-learned routes into the BGP RIB and then advertise them as BGP
routes to the other peers. BGP's advertisement policy, by default, does not advertise any
non-BGP routes (such as local routes) to peers.

« Understanding BGP on page 4
« Example: Configuring External BGP Point-to-Point Peer Sessions on page 22
« Example: Configuring Internal BGP Peer Sessions on page 33

. forwarding-options (Security)

Example: Configuring External BGP Point-to-Point Peer Sessions

Requirements

Overview

This example shows how to configure BGP point-to-point peer sessions.

« Requirements on page 22
« Overview on page 22
« Configuration on page 23

- Verification on page 26

Before you begin, if the default BGP policy is not adequate for your network, configure
routing policies to filter incoming BGP routes and to advertise BGP routes.

Figure 3 on page 23 shows a network with BGP peer sessions. In the sample network,
Device E in AS 17 has BGP peer sessions to a group of peers called external-peers. Peers
A, B, and C reside in AS 22 and have |IP addresses 10.10.10.2, 10.10.10.6, and 10.10.10.10.

22
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Configuration

CLI Quick
Configuration

Peer D resides in AS 79, at IP address 10.21.7.2. This example shows the configuration on
Device E.

Figure 3: Typical Network with BGP Peer Sessions
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To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set interfaces ge-1/2/0 unit O description to-A

set interfaces ge-1/2/0 unit O family inet address 10.10.10.1/30
set interfaces ge-0/0/1 unit 5 description to-B

set interfaces ge-0/0/1unit 5 family inet address 10.10.10.5/30
set interfaces ge-0/1/0 unit 9 description to-C

set interfaces ge-0/1/0 unit 9 family inet address 10.10.10.9/30
set interfaces ge-1/2/1 unit 21 description to-D

set interfaces ge-1/2/1 unit 21 family inet address 10.21.7.1/30
set protocols bgp group external-peers type external

set protocols bgp group external-peers peer-as 22

set protocols bgp group external-peers neighbor 10.10.10.2

set protocols bgp group external-peers neighbor 10.10.10.6

set protocols bgp group external-peers neighbor 10.10.10.10
set protocols bgp group external-peers neighbor 10.21.7.2 peer-as 79
set routing-options autonomous-system 17
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Step-by-Step
Procedure

Results

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CL/ User Guide.

To configure the BGP peer sessions:

1. Configure the interfaces to Peers A, B, C, and D.

[edit interfaces]

user@E# set ge-1/2/0 unit O description to-A

user@E# set ge-1/2/0 unit O family inet address 10.10.10.1/30

user@E# set ge-0/0/1 unit 5 description to-B

user@E# set ge-0/0/1 unit 5 family inet address 10.10.10.5/30
user@E# set ge-0/1/0 unit 9 description to-C

user@E# set ge-0/1/0 unit 9 family inet address 10.10.10.9/30
user@E# set ge-1/2/1 unit 21 description to-D

user@E# set ge-1/2/1 unit 21 family inet address 10.21.7.1/30

2. Set the autonomous system (AS) number.

[edit routing-options]
user@E# set autonomous-system 17

3. Create the BGP group, and add the external neighbor addresses.

[edit protocols bgp group external-peers]
user@E# set neighbor 10.10.10.2
user@E# set neighbor 10.10.10.6
user@E# set neighbor 10.10.10.10

4.  Specify the autonomous system (AS) number of the external AS.

[edit protocols bgp group external-peers]
user@E# set peer-as 22

5.  Add Peer D, and set the AS number at the individual neighbor level.

The neighbor configuration overrides the group configuration. So, while peer-as 22
is set for all the other neighbors in the group, peer-as 79 is set for neighbor 10.21.7.2.

[edit protocols bgp group external-peers]
user@E# set neighbor 10.21.7.2 peer-as 79

6. Set the peer type to external BGP (EBGP).

[edit protocols bgp group external-peers]
user@E# set type external

From configuration mode, confirm your configuration by entering the show interfaces,
show protocols, and show routing-options commands. If the output does not display the
intended configuration, repeat the instructions in this example to correct the configuration.

[edit]

24
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user@E# show interfaces
ge-1/2/0 {
unit 0 {
description to-A;
family inet {
address 10.10.10.1/30;
}
1
}
ge-0/0/14
unit5{
description to-B;
family inet {
address 10.10.10.5/30;
}
1
}
ge-0/1/0 {
unit 9 {
description to-C;
family inet {
address 10.10.10.9/30;
}
1
1
ge-1/2/11
unit 214
description to-D;
family inet {
address 10.21.7.1/30;
}
1
}

[edit]
user@E# show protocols
bgp {
group external-peers {
type external,;
peer-as 22;
neighbor 10.10.10.2;
neighbor 10.10.10.6;
neighbor 10.10.10.10;
neighbor10.21.7.2 {
peer-as 79;
}
1
}

[edit]
user@E# show routing-options
autonomous-system 17;

If you are done configuring the device, enter commit from configuration mode.
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Verification

Purpose

Action

Confirm that the configuration is working properly.

« Verifying BGP Neighbors on page 26
« Verifying BGP Groups on page 28

« Verifying BGP Summary Information on page 29

Verifying BGP Neighbors

Verify that BGP is running on configured interfaces and that the BGP session is active for
each neighbor address.

From operational mode, run the show bgp neighbor command.

user@E> show bgp neighbor
Peer: 10.10.10.2+179 AS 22 Local: 10.10.10.1+65406 AS 17

Type: External State: Established Flags: <Sync>

Last State: OpenConfirm Last Event: RecvKeepAlive

Last Error: None

Options: <Preference PeerAS Refresh>

Holdtime: 90 Preference: 170

Number of flaps: 0O

Peer 1D: 10.10.10.2 Local ID: 10.10.10.1 Active Holdtime: 90

Keepalive Interval: 30 Peer index: O

BFD: disabled, down

Local Interface: ge-1/2/0.0

NLRI for restart configured on peer: inet-unicast

NLRI advertised by peer: inet-unicast

NLRI for this session: inet-unicast

Peer supports Refresh capability (2)

Restart time configured on the peer: 120

Stale routes from peer are kept for: 300

Restart time requested by this peer: 120

NLRI that peer supports restart for: inet-unicast

NLRI that restart is negotiated for: inet-unicast

NLRI of received end-of-rib markers: inet-unicast

NLRI of all end-of-rib markers sent: inet-unicast

Peer supports 4 byte AS extension (peer-as 22)

Peer does not support Addpath

Table inet.0 Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:

Last traffic (seconds): Received 10 Sent 6 Checked 1

Input messages: Total 8522 Updates 1 Refreshes 0 Octets 161922

Output messages: Total 8433 Updates 0O Refreshes 0 Octets 160290

Output Queue[0]: O

O oOooo

Peer: 10.10.10.6+54781 AS 22 Local: 10.10.10.5+179 AS 17
Type: External State: Established Flags: <Sync>
Last State: OpenConfirm Last Event: RecvKeepAlive

26
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Last Error: None

Options: <Preference PeerAS Refresh>
Holdtime: 90 Preference: 170

Number of flaps: 0O
Peer ID: 10.10.10.6
Keepalive Interval: 30
BFD: disabled, down
Local Interface: ge-0/0/1.5

NLRI for restart configured on peer: inet-unicast
NLRI advertised by peer: inet-unicast

NLRI for this session: inet-unicast

Peer supports Refresh capability (2)

ID: 10.10.10.1
Peer index: 1

Local Active Holdtime: 90

Restart time configured on the peer: 120
Stale routes from peer are kept for: 300
Restart time requested by this peer: 120

NLRI
NLRI

inet-unicast
inet-unicast

that peer supports restart for:
that restart is negotiated for:
NLRI of received end-of-rib markers: inet-unicast
NLRI of all end-of-rib markers sent: inet-unicast
Peer supports 4 byte AS extension (peer-as 22)
Peer does not support Addpath
Table inet.0 Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:

(el elNelNolNe]

Last traffic (seconds): Received 12 Sent 6 Checked 33
Input messages: Total 8527 Updates 1 Refreshes 0 Octets 162057
Output messages: Total 8430 Updates 0O Refreshes 0 Octets 160233

Output Queue[0]: O

Peer: 10.10.10.10+55012 AS 22 Local: 10.10.10.9+179 AS 17
Type: External State: Established Flags: <Sync>
Last State: OpenConfirm Last Event: RecvKeepAlive
Last Error: None
Options: <Preference PeerAS Refresh>
Holdtime: 90 Preference: 170
Number of flaps: 0O
Peer ID: 10.10.10.10
Keepalive Interval: 30
BFD: disabled, down

ID: 10.10.10.1
Peer index: 2

Local Active Holdtime: 90

Local Interface: fe-0/1/0.9

NLRI for restart configured on peer:
NLRI advertised by peer:
NLRI for this session: inet-unicast
Peer supports Refresh capability (2)

inet-unicast

inet-unicast

Restart time configured on the peer: 120
Stale routes from peer are kept for: 300
Restart time requested by this peer: 120

NLRI that peer supports restart for: inet-unicast
NLRI that restart is negotiated for: inet-unicast
NLRI of received end-of-rib markers: inet-unicast

NLRI of all end-of-rib markers sent:

inet-unicast

Peer supports 4 byte AS extension (peer-as 22)

Peer does not support Addpath

Table inet.0 Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
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Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:
Last traffic (seconds): Received 15 Sent 6 Checked 37
Input messages: Total 8527 Updates 1 Refreshes 0 Octets 162057
Output messages: Total 8429 Updates 0O Refreshes 0 Octets 160214
Output Queue[0]: O

(el elNelNolNo]

Peer: 10.21.7.2+61867 AS 79 Local: 10.21.7.1+179 AS 17

Type: External State: Established Flags: <ImportEval Sync>

Last State: OpenConfirm Last Event: RecvKeepAlive

Last Error: None

Options: <Preference PeerAS Refresh>

Holdtime: 90 Preference: 170

Number of flaps: 0O

Peer ID: 10.21.7.2 Local ID: 10.10.10.1 Active Holdtime: 90

Keepalive Interval: 30 Peer index: 3

BFD: disabled, down

Local Interface: ge-1/2/1.21

NLRI for restart configured on peer: inet-unicast

NLRI advertised by peer: inet-unicast

NLRI for this session: inet-unicast

Peer supports Refresh capability (2)

Restart time configured on the peer: 120

Stale routes from peer are kept for: 300

Restart time requested by this peer: 120

NLRI that peer supports restart for: inet-unicast

NLRI that restart is negotiated for: inet-unicast

NLRI of received end-of-rib markers: inet-unicast

NLRI of all end-of-rib markers sent: inet-unicast

Peer supports 4 byte AS extension (peer-as 79)

Peer does not support Addpath

Table inet.0 Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:

Last traffic (seconds): Received 28 Sent 24 Checked 47

Input messages: Total 8521 Updates 1 Refreshes 0 Octets 161943

Output messages: Total 8427 Updates 0O Refreshes 0 Octets 160176

Output Queue[0]: O

O oOoOooo

Verifying BGP Groups

Purpose \Verify that the BGP groups are configured correctly.

Action From operational mode, run the show bgp group command.

user@E> show bgp group

Group Type: External Local AS: 17
Name: external-peers Index: O Flags: <>
Holdtime: O
Total peers: 4 Established: 4
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Purpose

Action

Related
Documentation

10.10.10.2+179
10.10.10.6+54781
10.10.10.10+55012
10.21.7.2+61867
inet.0: 0/0/0/0

Groups: 1 Peers: 4 External: 4 Internal: 0 Down peers: O Flaps: 0
Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0 0 0 0 0 0 0

Verifying BGP Summary Information

Verify that the BGP configuration is correct.

From operational mode, run the show bgp summary command.

user@E> show bgp summary
Groups: 1 Peers: 4 Down peers: O

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0 0 0 0 0 0 0
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn
State|#Active/Received/Accepted/Damped. ..

10.10.10.2 22 8559 8470 0 0 2d 16:12:56
0/0/0/0 0/0/0/0

10.10.10.6 22 8566 8468 0 0 2d 16:12:12
0/0/0/0 0/0/0/0

10.10.10.10 22 8565 8466 0 0 2d 16:11:31
0/0/0/0 0/0/0/0

10.21.7.2 79 8560 8465 0 0 2d 16:10:58
0/0/0/0 0/0/0/0

« Routing Policies, Firewall Filters, and Traffic Policers Feature Guide
« Understanding External BGP Peering Sessions on page 21
. Example: Configuring Internal BGP Peer Sessions on page 33

« BGP Configuration Overview on page 13
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Configuring Internal BGP Peering

« Understanding Internal BGP Peering Sessions on page 31
« Example: Configuring Internal BGP Peer Sessions on page 33

« Example: Configuring Internal BGP Peering Sessions on Logical Systems on page 44

Understanding Internal BGP Peering Sessions

When two BGP-enabled devices are in the same autonomous system (AS), the BGP
session is called an internal BGP session, or IBGP session. BGP uses the same message
types on IBGP and external BGP (EBGP) sessions, but the rules for when to send each
message and how to interpret each message differ slightly. For this reason, some people
refer to IBGP and EBGP as two separate protocols.

Figure 4: Internal and External BGP

192.168.22.0/23 AS 604 172.24.16.0/20

10.242.152.0/21

:110.240.10.1

i110.240.10.2

- % 172.28.37.0/24

172.26.4.0/22

192.168.0.0/16

9013152

In Figure 4 on page 31, Device Jackson, Device Memphis, and Device Biloxi have IBGP
peer sessions with each other. Likewise, Device Miami and Device Atlanta have IBGP peer
sessions between each other.

The purpose of IBGP is to provide a means by which EBGP route advertisements can be
forwarded throughout the network. In theory, to accomplish this task you could redistribute
all of your EBGP routes into an interior gateway protocol (IGP), such as OSPF or IS-IS.
This, however, is not recommended in a production environment because of the large
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number of EBGP routes in the Internet and because of the way that IGPs operate. In short,
with that many routes the IGP churns or crashes.

Generally, the loopback interface (lo0) is used to establish connections between IBGP
peers. The loopback interface is always up as long as the device is operating. If there is
aroute to the loopback address, the IBGP peering session stays up. If a physical interface
address is used instead and that interface goes up and down, the IBGP peering session
also goes up and down. Thus the loopback interface provides fault tolerance in case the
physical interface or the link goes down, if the device has link redundancy.

While IBGP neighbors do not need to be directly connected, they do need to be fully
meshed. In this case, fully meshed means that each device is logically connected to every
other device through neighbor peer relationships. The neighbor statement creates the
mesh. Because of the full mesh requirement of IBGP, you must configure individual peering
sessions between all IBGP devices in the AS. The full mesh need not be physical links.
Rather, the configuration on each routing device must create a full mesh of peer sessions
(using multiple neighbor statements).

0 NOTE: The requirement for a full mesh is waived if you configure a
confederation or route reflection.

To understand the full-mesh requirement, consider that an IBGP-learned route cannot
be readvertised to another IBGP peer. The reason for preventing the readvertisement of
IBGP routes and requiring the full mesh is to avoid routing loops within an AS. The AS
path attribute is the means by which BGP routing devices avoid loops. The path
information is examined for the local AS number only when the route is received from
an EBGP peer. Because the attribute is only modified across AS boundaries, this system
works well. However, the fact that the attribute is only modified across AS boundaries
presents an issue inside the AS. For example, suppose that routing devices A, B, and C
are all in the same AS. Device A receives a route from an EBGP peer and sends the route
to Device B, which installs it as the active route. The route is then sent to Device C, which
installs it locally and sends it back to Device A. If Device A installs the route, a loop is
formed within the AS. The routing devices are not able to detect the loop because the
AS path attribute is not modified during these advertisements. Therefore, the BGP protocol
designers decided that the only assurance of never forming a routing loop was to prevent
an IBGP peer from advertising an IBGP-learned route within the AS. For route reachability,
the IBGP peers are fully meshed.

IBGP supports multihop connections, so IBGP neighbors can be located anywhere within
the AS and often do not share a link. A recursive route lookup resolves the loopback
peering address to an IP forwarding next hop. The lookup service is provided by static
routes or an IGP such as OSPF, or BGP routes.

. Example: Configuring Internal BGP Peer Sessions on page 33

« Example: Configuring Internal BGP Peering Sessions on Logical Systems on page 44

32
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Example: Configuring Internal BGP Peer Sessions

This example shows how to configure internal BGP peer sessions.

« Requirements on page 33
« Overview on page 33
« Configuration on page 34

« Verification on page 41

Requirements

No special configuration beyond device initialization is required before you configure this
example.

Overview

In this example, you configure internal BGP (IBGP) peer sessions. The loopback interface
(lo0) is used to establish connections between IBGP peers. The loopback interface is
always up as long as the device is operating. If there is a route to the loopback address,
the IBGP peer session stays up. If a physical interface address is used instead and that
interface goes up and down, the IBGP peer session also goes up and down. Thus, if the
device has link redundancy, the loopback interface provides fault tolerance in case the
physical interface or one of the links goes down.

When a device peers with a remote device’s loopback interface address, the local device
expects BGP update messages to come from (be sourced by) the remote device’s
loopback interface address. The local-address statement enables you to specify the
source information in BGP update messages. If you omit the local-address statement,
the expected source of BGP update messages is based on the device’s source address
selection rules, which normally results in the egress interface address being the expected
source of update messages. When this happens, the peer session is not established
because a mismatch exists between the expected source address (the egress interface
of the peer) and the actual source (the loopback interface of the peer). To make sure
that the expected source address matches the actual source address, specify the loopback
interface address in the local-address statement.

Because IBGP supports multihop connections, IBGP neighbors can be located anywhere
within the autonomous system (AS) and often do not share a link. A recursive route
lookup resolves the loopback peer address to an IP forwarding next hop. In this example,
this service is provided by OSPF. Although interior gateway protocol (IGP) neighbors do
not need to be directly connected, they do need to be fully meshed. In this case, fully
meshed means that each device is logically connected to every other device through
neighbor peer relationships. The neighbor statement creates the mesh.

0 NOTE: The requirement for a full mesh is waived if you configure a
confederation or route reflection.
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CLI Quick
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After the BGP peers are established, local routes are not automatically advertised by the
BGP peers. At each BGP-enabled device, policy configuration is required to export the
local, static, or IGP-learned routes into the BGP routing information base (RIB) and then
advertise them as BGP routes to the other peers. BGP's advertisement policy, by default,
does not advertise any non-BGP routes (such as local routes) to peers.

In the sample network, the devices in AS 17 are fully meshed in the group internal-peers.
The devices have loopback addresses 192.168.6.5, 192.163.6.4, and 192.168.40.4.

Figure 5 on page 34 shows a typical network with internal peer sessions.

Figure 5: Typical Network with IBGP Sessions
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« Configuring Device A on page 35
» Configuring Device B on page 37
« Configuring Device C on page 39

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set interfaces ge-0/1/0 unit 1 description to-B

set interfaces ge-0/1/0 unit 1 family inet address 10.10.10.1/30

set interfaces loO unit 1 family inet address 192.168.6.5/32

set protocols bgp group internal-peers type internal

set protocols bgp group internal-peers description “connections to Band C”
set protocols bgp group internal-peers local-address 192.168.6.5

set protocols bgp group internal-peers export send-direct

set protocols bgp group internal-peers neighbor 192.163.6.4

set protocols bgp group internal-peers neighbor 192.168.40.4

set protocols ospf area 0.0.0.0 interface lo0.1 passive

set protocols ospf area 0.0.0.0 interface ge-0/1/0.1

set policy-options policy-statement send-direct term 2 from protocol direct
set policy-options policy-statement send-direct term 2 then accept

set routing-options router-id 192.168.6.5

34

Copyright © 2017, Juniper Networks, Inc.



Chapter 3: Configuring Internal BGP Peering

set routing-options autonomous-system 17

Device B set interfaces ge-0/1/0 unit 2 description to-A
set interfaces ge-0/1/0 unit 2 family inet address 10.10.10.2/30
set interfaces ge-0/1/1unit 5 description to-C
set interfaces ge-0/1/1unit 5 family inet address 10.10.10.5/30
set interfaces loO unit 2 family inet address 192.163.6.4/32
set protocols bgp group internal-peers type internal
set protocols bgp group internal-peers description “connections to A and C”
set protocols bgp group internal-peers local-address 192.163.6.4
set protocols bgp group internal-peers export send-direct
set protocols bgp group internal-peers neighbor 192.168.40.4
set protocols bgp group internal-peers neighbor 192.168.6.5
set protocols ospf area 0.0.0.0 interface l00.2 passive
set protocols ospf area 0.0.0.0 interface ge-0/1/0.2
set protocols ospf area 0.0.0.0 interface ge-0/1/1.5
set policy-options policy-statement send-direct term 2 from protocol direct
set policy-options policy-statement send-direct term 2 then accept
set routing-options router-id 192.163.6.4
set routing-options autonomous-system 17

Device C set interfaces ge-0/1/0 unit 6 description to-B
set interfaces ge-0/1/0 unit 6 family inet address 10.10.10.6/30
set interfaces loO unit 3 family inet address 192.168.40.4/32
set protocols bgp group internal-peers type internal
set protocols bgp group internal-peers description “connections to A and B”
set protocols bgp group internal-peers local-address 192.168.40.4
set protocols bgp group internal-peers export send-direct
set protocols bgp group internal-peers neighbor 192.163.6.4
set protocols bgp group internal-peers neighbor 192.168.6.5
set protocols ospf area 0.0.0.0 interface l00.3 passive
set protocols ospf area 0.0.0.0 interface ge-0/1/0.6
set policy-options policy-statement send-direct term 2 from protocol direct
set policy-options policy-statement send-direct term 2 then accept
set routing-options router-id 192.168.40.4
set routing-options autonomous-system 17

Configuring Device A

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CL| Editor in Configuration
Mode in the CL/ User Guide.

To configure internal BGP peer sessions on Device A:

1. Configure the interfaces.

[edit interfaces ge-0/1/0 unit 1]
user@A# set description to-B
user@A# set family inet address 10.10.10.1/30

[edit interfaces]
user@A# set loO unit 1 family inet address 192.168.6.5/32
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2.

Configure BGP.

The neighbor statements are included for both Device B and Device C, even though
Device A is not directly connected to Device C.

[edit protocols bgp group internal-peers]
user@A# set type internal

user@A# set description “connections to Band C”
user@A# set local-address 192.168.6.5

user@A# set export send-direct

user@A# set neighbor 192.163.6.4

user@A# set neighbor 192.168.40.4

Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@A# set interface lo0.1 passive
user@A# set interface ge-0/1/0.1

Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through
OSPF or local routes.

[edit policy-options policy-statement send-direct term 2]
user@A# set from protocol direct
user@A# set then accept

Configure the router ID and the AS number.

[edit routing-options]
user@A# set router-id 192.168.6.5
user@A# set autonomous-system 17

Results From configuration mode, confirm your configuration by entering the show interfaces,

show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@A# show interfaces
ge-0/1/0 {
unit1{
description to-B;
family inet {
address 10.10.10.1/30;
}
1
}
lo0 {
unit1{
family inet {
address 192.168.6.5/32;
}
1

36
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}

user@A# show policy-options
policy-statement send-direct {
term 2 {
from protocol direct;
then accept;

}
}

user@A# show protocols

bgp {

group internal-peers {
type internal;
description “connections to Band C”;
local-address 192.168.6.5;
export send-direct;
neighbor 192.163.6.4;
neighbor 192.168.40.4;

}
}

ospf {
area 0.0.0.0{
interface lo0.1 {

}

passive;

interface ge-0/1/0.1;

}
}

user@A# show routing-options
router-id 192.168.6.5;
autonomous-system 17;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device B

Step-by-Step  The following example requires that you navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CL| Editor in Configuration

Mode.

To configure internal BGP peer sessions on Device B:

1. Configure the interfaces.

[edit interfaces ge-0/1/0 unit 2]
user@B# set description to-A
user@B# set family inet address 10.10.10.2/30

[edit interfaces ge-0/1/1]
user@B# set unit 5 description to-C
user@B# set unit 5 family inet address 10.10.10.5/30

[edit interfaces]
user@B# set loO unit 2 family inet address 192.163.6.4/32
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2. Configure BGP.

The neighbor statements are included for both Device B and Device C, even though

Device A is not directly connected to Device C.

[edit protocols bgp group internal-peers]
user@B# set type internal

user@B# set description “connections to A and C”

user@B# set local-address 192.163.6.4
user@B# set export send-direct
user@B# set neighbor 192.168.40.4
user@B# set neighbor 192.168.6.5

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@B# set interface l00.2 passive
user@B# set interface ge-0/1/0.2
user@B# set interface ge-0/1/1.5

4.  Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through

OSPF or local routes.

[edit policy-options policy-statement send-direct term 2]

user@B# set from protocol direct
user@B# set then accept

5.  Configure the router ID and the AS number.

[edit routing-options]
user@B# set router-id 192.163.6.4
user@B# set autonomous-system 17

Results

From configuration mode, confirm your configuration by entering the show interfaces,

show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@B# show interfaces
ge-0/1/0 {
unit 2 {
description to-A;
family inet {
address 10.10.10.2/30;
}
1
}
ge-0/1/1{
unit5{
description to-C;
family inet {
address 10.10.10.5/30;

38
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}
1
}
lo0 {
unit 2 {
family inet {
address 192.163.6.4/32;
}
1
1

user@B# show policy-options
policy-statement send-direct {
term 2 {
from protocol direct;
then accept;
}
1

user@B# show protocols
bgp {
group internal-peers {
type internal;
description “connections to A and C”;
local-address 192.163.6.4;
export send-direct;
neighbor 192.168.40.4;
neighbor 192.168.6.5;
1
}
ospf {
area 0.0.0.0 {
interface l00.2 {
passive;
}
interface ge-0/1/0.2;
interface ge-0/1/1.5;
1
1

user@B# show routing-options
router-id 192.163.6.4;
autonomous-system 17;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device C

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CL/ User Guide.

To configure internal BGP peer sessions on Device C:

1. Configure the interfaces.

[edit interfaces ge-0/1/0 unit 6]
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user@C# set description to-B
user@C# set family inet address 10.10.10.6/30

[edit interfaces]
user@C# set loO unit 3 family inet address 192.168.40.4/32

2. Configure BGP.

The neighbor statements are included for both Device B and Device C, even though
Device A is not directly connected to Device C.

[edit protocols bgp group internal-peers]
user@C# set type internal

user@C# set description “connections to A and B”
user@C# set local-address 192.168.40.4

user@C# set export send-direct

user@C# set neighbor 192.163.6.4

user@C# set neighbor 192.168.6.5

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@C# set interface l00.3 passive
user@C# set interface ge-0/1/0.6

4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through
OSPF or local routes.

[edit policy-options policy-statement send-direct term 2]
user@C# set from protocol direct
user@C# set then accept

5.  Configure the router ID and the AS number.

[edit routing-options]
user@C# set router-id 192.168.40.4
user@C# set autonomous-system 17

Results From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@C# show interfaces
ge-0/1/0 {
unit 6 {
description to-B;
family inet {
address 10.10.10.6/30;
}
1
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Verification

1
loO {
unit3{
family inet {
address 192.168.40.4/32;
}
1
1

user@C# show policy-options
policy-statement send-direct {
term 2 {
from protocol direct;
then accept;
1
}

user@C# show protocols
bgp {
group internal-peers {
type internal;

description “connections to A and B”;

local-address 192.168.40.4;
export send-direct;
neighbor 192.163.6.4;
neighbor 192.168.6.5;
1
1
ospf {
area 0.0.0.0 {
interface 100.3 {
passive;
1
interface ge-0/1/0.6;
1
1

user@C# show routing-options
router-id 192.168.40.4;
autonomous-system 17;

If you are done configuring the device, enter commit from configuration mode.

Confirm that the configuration is working properly.

« Verifying BGP Neighbors on page 42
« Verifying BGP Groups on page 43

« Verifying BGP Summary Information on page 43

« Verifying That BGP Routes Are Installed in the Routing Table on page 44
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Verifying BGP Neighbors

Purpose Verify that BGP is running on configured interfaces and that the BGP session is active for
each neighbor address.

Action From operational mode, enter the show bgp neighbor command.

user@A> show bgp neighbor
Peer: 192.163.6.4+179 AS 17 Local: 192.168.6.5+58852 AS 17

Type: Internal State: Established Flags: Sync

Last State: OpenConfirm Last Event: RecvKeepAlive

Last Error: None

Export: [ send-direct ]

Options: Preference LocalAddress Refresh

Local Address: 192.168.6.5 Holdtime: 90 Preference: 170

Number of flaps: 0O

Peer 1D: 192.163.6.4 Local ID: 192.168.6.5 Active Holdtime: 90

Keepalive Interval: 30 Peer index: O

BFD: disabled, down

NLRI for restart configured on peer: inet-unicast

NLRI advertised by peer: inet-unicast

NLRI for this session: inet-unicast

Peer supports Refresh capability (2)

Restart time configured on the peer: 120

Stale routes from peer are kept for: 300

Restart time requested by this peer: 120

NLRI that peer supports restart for: inet-unicast

NLRI that restart is negotiated for: inet-unicast

NLRI of received end-of-rib markers: inet-unicast

NLRI of all end-of-rib markers sent: inet-unicast

Peer supports 4 byte AS extension (peer-as 17)

Peer does not support Addpath

Table inet.0 Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:

Last traffic (seconds): Received 25 Sent 19 Checked 67

Input messages: Total 2420 Updates 4 Refreshes 0 Octets 46055

Output messages: Total 2411 Updates 2 Refreshes 0 Octets 45921

Output Queue[0]: O

NOWwWWwOo

Peer: 192.168.40.4+179 AS 17 Local: 192.168.6.5+56466 AS 17
Type: Internal State: Established Flags: Sync
Last State: OpenConfirm Last Event: RecvKeepAlive
Last Error: None
Export: [ send-direct ]
Options: Preference LocalAddress Refresh
Local Address: 192.168.6.5 Holdtime: 90 Preference: 170
Number of flaps: 0O
Peer ID: 192.168.40.4 Local ID: 192.168.6.5 Active Holdtime: 90
Keepalive Interval: 30 Peer index: 1
BFD: disabled, down
NLRI for restart configured on peer: inet-unicast
NLRI advertised by peer: inet-unicast
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NLRI for this session: inet-unicast
Peer supports Refresh capability (2)
Restart time configured on the peer: 120
Stale routes from peer are kept for: 300
Restart time requested by this peer: 120
NLRI that peer supports restart for: inet-unicast
NLRI that restart is negotiated for: inet-unicast
NLRI of received end-of-rib markers: inet-unicast
NLRI of all end-of-rib markers sent: inet-unicast
Peer supports 4 byte AS extension (peer-as 17)
Peer does not support Addpath
Table inet.0 Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:
Last traffic (seconds): Received 7 Sent 21 Checked 24
Input messages: Total 2412  Updates 2 Refreshes 0 Octets 45867
Output messages: Total 2409 Updates 2 Refreshes 0 Octets 45883
Output Queue[0]: O

NONMNNO

Verifying BGP Groups

Purpose Verify that the BGP groups are configured correctly.

Action From operational mode, enter the show bgp group command.

user@A> show bgp group

Group Type: Internal AS: 17 Local AS: 17
Name: internal-peers Index: O Flags: <Export Eval>
Export: [ send-direct ]
Holdtime: O
Total peers: 2 Established: 2

192.163.6.4+179
192.168.40.4+179
inet.0: 0/5/5/0

Groups: 1 Peers: 2 External: O Internal: 2 Down peers: O Flaps: O
Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0 5 0 0 0 0 0

Verifying BGP Summary Information

Purpose \Verify that the BGP configuration is correct.

Action From operational mode, enter the show bgp summary command.

user@A> show bgp summary

Groups: 1 Peers: 2 Down peers: O

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0 5 0 0 0 0 0
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Peer AS InPkt OutPkt
State|#Active/Received/Accepted/Damped. ..
192.163.6.4 17 2441 2432
0/3/3/0 0/0/0/0

192.168.40.4 17 2432 2430
0/2/2/0 0/0/0/0

outQ Flaps Last Up/Dwn
0 0 18:18:52
0 0 18:18:48

Verifying That BGP Routes Are Installed in the Routing Table

Verify that the export policy configuration is causing the BGP routes to be installed in the

routing tables of the peers.

From operational mode, enter the show route protocol bgp command.

user@A> show route protocol bgp

inet.0: 7 destinations, 12 routes (7 active, 0 hol

+ = Active Route, - = Last Active, * = Both

10.10.10.0/30 [BGP/170] 07:09:57, localpref
AS path: 1

> to 10.10.10.2 via

[BGP/170] 07:09:57,
AS path: 1

> to 10.10.10.2 via

[BGP/170] 07:07:12,
AS path: 1

> to 10.10.10.2 via

[BGP/170] 07:09:57,
AS path: 1

> to 10.10.10.2 via

[BGP/170] 07:07:12,
AS path: 1

> to 10.10.10.2

ge-0/1/0.1

10.10.10.4/30 localpref

ge-0/1/0.1
localpref

ge-0/1/0.1
192.163.6.4/32 localpref
ge-0/1/0.1

192.168.40.4/32 localpref

via ge-0/1/0.1

ddown, O hidden)

100, from 192.163.6.4

100, from 192.163.6.4

100, from 192.168.40.4

100, from 192.163.6.4

100, from 192.168.40.4

« Routing Policies, Firewall Filters, and Traffic Policers Feature Guide

. Understanding Internal BGP Peering Sessions on page 31

« BGP Configuration Overview on page 13

Example: Configuring Internal BGP Peering Sessions on Logical Systems

This example shows how to configure internal BGP peer sessions on logical systems.

« Requirements on page 45
« Overview on page 45
« Configuration on page 45

« Verification on page 52
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Requirements

Overview

Configuration

CLI Quick
Configuration

In this example, no special configuration beyond device initialization is required.

In this example, you configure internal BGP (IBGP) peering sessions.

In the sample network, the devices in AS 17 are fully meshed in the group internal-peers.
The devices have loopback addresses 192.168.6.5, 192.163.6.4, and 192.168.40.4.

Figure 6 on page 45 shows a typical network with internal peer sessions.

Figure 6: Typical Network with IBGP Sessions

192.168.6.5

i
e N

192.168.40.4

9040731

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set logical-systems A interfaces [t-0/1/0 unit 1 description to-B

set logical-systems A interfaces [t-0/1/0 unit 1 encapsulation ethernet

set logical-systems A interfaces [t-0/1/0 unit 1 peer-unit 2

set logical-systems A interfaces [t-0/1/0 unit 1 family inet address 10.10.10.1/30

set logical-systems A interfaces loO unit 1 family inet address 192.168.6.5/32

set logical-systems A protocols bgp group internal-peers type internal

set logical-systems A protocols bgp group internal-peers local-address 192.168.6.5

set logical-systems A protocols bgp group internal-peers export send-direct

set logical-systems A protocols bgp group internal-peers neighbor 192.163.6.4

set logical-systems A protocols bgp group internal-peers neighbor 192.168.40.4

set logical-systems A protocols ospf area 0.0.0.0 interface lo0.1 passive

set logical-systems A protocols ospf area 0.0.0.0 interface [t-0/1/0.1

set logical-systems A policy-options policy-statement send-direct term 2 from protocol
direct

set logical-systems A policy-options policy-statement send-direct term 2 then accept

set logical-systems A routing-options router-id 192.168.6.5

set logical-systems A routing-options autonomous-system 17
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set logical-systems B interfaces [t-0/1/0 unit 2 description to-A

set logical-systems B interfaces [t-0/1/0 unit 2 encapsulation ethernet

set logical-systems B interfaces [t-0/1/0 unit 2 peer-unit 1

set logical-systems B interfaces [t-0/1/0 unit 2 family inet address 10.10.10.2/30

set logical-systems B interfaces [t-0/1/0 unit 5 description to-C

set logical-systems B interfaces [t-0/1/0 unit 5 encapsulation ethernet

set logical-systems B interfaces lt-0/1/0 unit 5 peer-unit 6

set logical-systems B interfaces lt-0/1/0 unit 5 family inet address 10.10.10.5/30

set logical-systems B interfaces loO unit 2 family inet address 192.163.6.4/32

set logical-systems B protocols bgp group internal-peers type internal

set logical-systems B protocols bgp group internal-peers local-address 192.163.6.4

set logical-systems B protocols bgp group internal-peers export send-direct

set logical-systems B protocols bgp group internal-peers neighbor 192.168.40.4

set logical-systems B protocols bgp group internal-peers neighbor 192.168.6.5

set logical-systems B protocols ospf area 0.0.0.0 interface l00.2 passive

set logical-systems B protocols ospf area 0.0.0.0 interface [t-0/1/0.2

set logical-systems B protocols ospf area 0.0.0.0 interface [t-0/1/0.5

set logical-systems B policy-options policy-statement send-direct term 2 from protocol
direct

set logical-systems B policy-options policy-statement send-direct term 2 then accept

set logical-systems B routing-options router-id 192.163.6.4

set logical-systems B routing-options autonomous-system 17

set logical-systems C interfaces [t-0/1/0 unit 6 description to-B

set logical-systems C interfaces [t-0/1/0 unit 6 encapsulation ethernet

set logical-systems C interfaces [t-0/1/0 unit 6 peer-unit 5

set logical-systems C interfaces [t-0/1/0 unit 6 family inet address 10.10.10.6/30

set logical-systems C interfaces loO unit 3 family inet address 192.168.40.4/32

set logical-systems C protocols bgp group internal-peers type internal

set logical-systems C protocols bgp group internal-peers local-address 192.168.40.4

set logical-systems C protocols bgp group internal-peers export send-direct

set logical-systems C protocols bgp group internal-peers neighbor 192.163.6.4

set logical-systems C protocols bgp group internal-peers neighbor 192.168.6.5

set logical-systems C protocols ospf area 0.0.0.0 interface l00.3 passive

set logical-systems C protocols ospf area 0.0.0.0 interface [t-0/1/0.6

set logical-systems C policy-options policy-statement send-direct term 2 from protocol
direct

set logical-systems C policy-options policy-statement send-direct term 2 then accept

set logical-systems C routing-options router-id 192.168.40.4

set logical-systems C routing-options autonomous-system 17

Device A

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CL/ User Guide.

To configure internal BGP peer sessions on Device A:

1. Configure the interfaces.

[edit logical-systems A interfaces [t-0/1/0 unit 1]
user@R1# set description to-B

user@RI1# set encapsulation ethernet
user@R1# set peer-unit 2

user@R1# set family inet address 10.10.10.1/30
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user@R1# set family inet address 192.168.6.5/32
user@R1# up

user@R1# up

[edit logical-systems A interfaces]

user@R1# set loO unit 1 family inet address 192.168.6.5/32
user@R1# exit

[edit]

user@R1# edit logical-systems B interfaces [t-0/1/0
[edit logical-systems B interfaces lt-0/1/0]

user@R1# set unit 2 description to-A

user@R1# set unit 2 encapsulation ethernet
user@R1# set unit 2 peer-unit 1

user@R1# set unit 2 family inet address 10.10.10.2/30
user@R1# set unit 5 description to-C

user@R1# set unit 5 encapsulation ethernet
user@R1# set unit 5 peer-unit 6

user@R1# set family inet address 10.10.10.5/30
user@RI1# up

[edit logical-systems B interfaces]

user@R1# set loO unit 2 family inet address 192.163.6.4/32
user@R1# exit

[edit]

user@R1# edit logical-systems C interfaces [t-0/1/0 unit 6
[edit logical-systems C interfaces lt-0/1/0 unit 6]

set description to-B

set encapsulation ethernet

set peer-unit 5

set family inet address 10.10.10.6/30

user@R1# up

user@RI1# up

[edit logical-systems C interfaces]

set loO unit 3 family inet address 192.168.40.4/32

2. Configure BGP.

On Logical System A, the neighbor statements are included for both Device B and
Device C, even though Logical System A is not directly connected to Device C.

[edit logical-systems A protocols bgp group internal-peers]
user@RI1# set type internal

user@RI1# set local-address 192.168.6.5

user@R1# set export send-direct

user@R1# set neighbor 192.163.6.4

user@R1# set neighbor 192.168.40.4

[edit logical-systems B protocols bgp group internal-peers]
user@R1# set type internal

user@R1# set local-address 192.163.6.4

user@R1# set export send-direct

user@R1# set neighbor 192.168.40.4

user@RI1# set neighbor 192.168.6.5

[edit logical-systems C protocols bgp group internal-peers]
user@RI1# set type internal
user@R1# set local-address 192.168.40.4
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user@R1# set export send-direct
user@R1# set neighbor 192.163.6.4
user@R1# set neighbor 192.168.6.5

3.  Configure OSPF.

[edit logical-systems A protocols ospf area 0.0.0.0]
user@R1# set interface lo0.1 passive
user@R1# set interface 1t-0/1/0.1

[edit logical-systems A protocols ospf area 0.0.0.0]
user@R1# set interface lo0.2 passive

user@R1# set interface 1t-0/1/0.2

user@R1# set interface t-0/1/0.5

[edit logical-systems A protocols ospf area 0.0.0.0]
user@R1# set interface l00.3 passive
user@R1# set interface t-0/1/0.6

4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through
OSPF or local routes.

[edit logical-systems A policy-options policy-statement send-direct term 2]
user@R1# set from protocol direct
user@R1# set then accept

[edit logical-systems B policy-options policy-statement send-direct term 2]
user@R1# set from protocol direct
user@R1# set then accept

[edit logical-systems C policy-options policy-statement send-direct term 2]
user@R1# set from protocol direct
user@R1# set then accept

5.  Configure the router ID and the autonomous system (AS) number.

[edit logical-systems A routing-options]
user@RI1# set router-id 192.168.6.5
user@R1# set autonomous-system 17

[edit logical-systems B routing-options]
user@R1# set router-id 192.163.6.4
user@R1# set autonomous-system 17

[edit logical-systems C routing-options]
user@RI1# set router-id 192.168.40.4
user@R1# set autonomous-system 17
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Results From configuration mode, confirm your configuration by entering the show logical-systems
command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

user@R1# show logical-systems
Af
interfaces {
t-0/1/0 {
unit1{
description to-B;
encapsulation ethernet;
peer-unit 2;
family inet {
address 10.10.10.1/30;
1
}
}
lo0 {
unit1{
family inet {
address 192.168.6.5/32;
1
}
}
1
protocols {
bgp {
group internal-peers {
type internal;
local-address 192.168.6.5;
export send-direct;
neighbor 192.163.6.4;
neighbor 192.168.40.4;
}
}
ospf {
area 0.0.0.0 {
interface lo0.1 {
passive;
1
interface lt-0/1/0.7;
1
1
1
policy-options {
policy-statement send-direct {
term 2 {
from protocol direct;
then accept;
1
}
1
routing-options {
router-id 192.168.6.5;
autonomous-system 17;
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1
1
B{
interfaces {
t-0/1/0 {
unit2 {
description to-A;
encapsulation ethernet;
peer-unit 1;
family inet {
address 10.10.10.2/30;
1
1
unit5{
description to-C;
encapsulation ethernet;
peer-unit 6;
family inet {
address 10.10.10.5/30;
1
}
}
lo0 {
unit2 {
family inet {
address 192.163.6.4/32;
1
}
}
1
protocols {
bgp {
group internal-peers {
type internal;
local-address 192.163.6.4;
export send-direct;
neighbor 192.168.40.4;
neighbor 192.168.6.5;
}
}
ospf {
area 0.0.0.0 {
interface l00.2 {
passive;
1
interface lt-0/1/0.2;
interface lt-0/1/0.5;
1
}
1
policy-options {
policy-statement send-direct {
term 2 {
from protocol direct;
then accept;

}
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}
1
routing-options {
router-id 192.163.6.4;
autonomous-system 17;
1
1
C{
interfaces {
[t-0/1/0 {
unit 6 {
description to-B;
encapsulation ethernet;
peer-unit 5;
family inet {
address 10.10.10.6/30;
1
1
}
loO {
unit3{
family inet {
address 192.168.40.4/32;
1
1
}
1
protocols {
bgp {
group internal-peers {
type internal;
local-address 192.168.40.4;
export send-direct;
neighbor 192.163.6.4;
neighbor 192.168.6.5;
1
}
ospf {
area 0.0.0.0{
interface l00.3 {
passive;
1
interface lt-0/1/0.6;
1
}
1
policy-options {
policy-statement send-direct {
term 2 {
from protocol direct;
then accept;
}
}
1
routing-options {
router-id 192.168.40.4;
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autonomous-system 17;
1
1

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.
« Verifying BGP Neighbors on page 52

« Verifying BGP Groups on page 53

« Verifying BGP Summary Information on page 54

- Verifying That BGP Routes Are Installed in the Routing Table on page 54

Verifying BGP Neighbors

Purpose \Verify that BGP is running on configured interfaces and that the BGP session is active for
each neighbor address.

Action From the operational mode, enter the show bgp neighbor command.

user@R1> show bgp neighbor logical-system A
Peer: 192.163.6.4+179 AS 17 Local: 192.168.6.5+58852 AS 17

Type: Internal State: Established Flags: <Sync>

Last State: OpenConfirm Last Event: RecvKeepAlive

Last Error: None

Export: [ send-direct ]

Options: <Preference LocalAddress Refresh>

Local Address: 192.168.6.5 Holdtime: 90 Preference: 170

Number of flaps: 0O

Peer ID: 192.163.6.4 Local ID: 192.168.6.5 Active Holdtime: 90

Keepalive Interval: 30 Peer index: O

BFD: disabled, down

NLRI for restart configured on peer: inet-unicast

NLRI advertised by peer: inet-unicast

NLRI for this session: inet-unicast

Peer supports Refresh capability (2)

Restart time configured on the peer: 120

Stale routes from peer are kept for: 300

Restart time requested by this peer: 120

NLRI that peer supports restart for: inet-unicast

NLRI that restart is negotiated for: inet-unicast

NLRI of received end-of-rib markers: inet-unicast

NLRI of all end-of-rib markers sent: inet-unicast

Peer supports 4 byte AS extension (peer-as 17)

Peer does not support Addpath

Table inet.0 Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:

Last traffic (seconds): Received 16 Sent 1 Checked 63

N O WwWwOo
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Purpose

Action

Input messages: Total 15713 Updates 4 Refreshes 0 Octets 298622
Output messages: Total 15690 Updates 2 Refreshes 0 Octets 298222
Output Queue[0]: O

Peer: 192.168.40.4+179 AS 17 Local: 192.168.6.5+56466 AS 17

Type: Internal State: Established Flags: <Sync>

Last State: OpenConfirm Last Event: RecvKeepAlive

Last Error: None

Export: [ send-direct ]

Options: <Preference LocalAddress Refresh>

Local Address: 192.168.6.5 Holdtime: 90 Preference: 170

Number of flaps: 0O

Peer 1D: 192.168.40.4 Local ID: 192.168.6.5 Active Holdtime: 90

Keepalive Interval: 30 Peer index: 1

BFD: disabled, down

NLRI for restart configured on peer: inet-unicast

NLRI advertised by peer: inet-unicast

NLRI for this session: inet-unicast

Peer supports Refresh capability (2)

Restart time configured on the peer: 120

Stale routes from peer are kept for: 300

Restart time requested by this peer: 120

NLRI that peer supports restart for: inet-unicast

NLRI that restart is negotiated for: inet-unicast

NLRI of received end-of-rib markers: inet-unicast

NLRI of all end-of-rib markers sent: inet-unicast

Peer supports 4 byte AS extension (peer-as 17)

Peer does not support Addpath

Table inet.0 Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:

Last traffic (seconds): Received 15 Sent 22 Checked 68

Input messages: Total 15688 Updates 2 Refreshes 0 Octets 298111

Output messages: Total 15688 Updates 2 Refreshes 0 Octets 298184

Output Queue[0]: O

NONNO

Verifying BGP Groups

Verify that the BGP groups are configured correctly.

From the operational mode, enter the show bgp group command.

user@A> show bgp group logical-system A

Group Type: Internal AS: 17 Local AS: 17
Name: internal-peers Index: O Flags: <Export Eval>
Export: [ send-direct ]
Holdtime: O
Total peers: 2 Established: 2

192.163.6.4+179
192.168.40.4+179
inet.0: 0/5/5/0

Groups: 1 Peers: 2 External: 0O Internal: 2 Down peers: O Flaps: 0
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Purpose

Action

Purpose

Action

Related
Documentation

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0 5 0 0 0 0 0

Verifying BGP Summary Information

Verify that the BGP configuration is correct.

From the operational mode, enter the show bgp summary command.

user@A> show bgp summary logical-system A
Groups: 1 Peers: 2 Down peers: O

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0 5 0 0 0 0 0
Peer AS InPkt OutPkt OoutQ Flaps Last Up/Dwn
State|#Active/Received/Accepted/Damped. . .

192.163.6.4 17 15723 15700 0 0 4d 22:13:15
0/3/3/0 0/0/0/0

192.168.40.4 17 15698 15699 0 0 4d 22:13:11
0/2/2/0 0/0/0/0

Verifying That BGP Routes Are Installed in the Routing Table

Verify that the export policy configuration is working.

From the operational mode, enter the show route protocol bgp command.

user@A> show route protocol bgp logical-system A
inet.0: 7 destinations, 12 routes (7 active, 0 holddown, O hidden)

+ = Active Route, - = Last Active, * = Both
10.10.10.0/30 [BGP/170] 4d 11:05:55, localpref 100, from 192.163.6.4
AS path: 1
> to 10.10.10.2 via 1t-0/1/0.1
10.10.10.4/30 [BGP/170] 4d 11:05:55, localpref 100, from 192.163.6.4
AS path: 1

> to 10.10.10.2 via 1t-0/1/0.1
[BGP/170] 4d 11:03:10, localpref 100, from 192.168.40.4

AS path: 1
> to 10.10.10.2 via 1t-0/1/0.1
192.163.6.4/32 [BGP/170] 4d 11:05:55, localpref 100, from 192.163.6.4
AS path: 1
> to 10.10.10.2 via 1t-0/1/0.1
192.168.40.4/32 [BGP/170] 4d 11:03:10, localpref 100, from 192.168.40.4
AS path: 1

> to 10.10.10.2 via 1t-0/1/0.1

. Understanding Internal BGP Peering Sessions on page 31

« BGP Configuration Overview on page 13
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« BGP Route Prioritization on page 57
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BGP Route Prioritization

« Understanding BGP Route Prioritization on page 57

« Example: Configuring the BGP Output Priority Scheduler and Global Address Family
Priority on page 61

« Example: Controlling Routing Table Convergence Using BGP Route
Prioritization on page 67

Understanding BGP Route Prioritization

While BGP is one of the most widely deployed routing protocols in use today, carrying
not only network layer reachability information (NLRI) but also many types of VPN
reachability information, it is notable that the protocol does not specify how the
information is ordered in BGP update messages. This decision is left to the
implementation.

In large-scale systems, BGP might take a significant amount of time to exchange its
routing information between systems. This is especially true during BGP startup, route
refresh operations, and when assisting with graceful restart. In order to handle the large
amount of information that needs to be processed, BGP route processing is accomplished
with the use of queues. Outbound routes are placed in output queues for processing.
BGP route prioritization is introduced in Junos OS Release 16.1 as a means to allow the
user to deterministically prioritize BGP update messages. BGP route prioritization is a
process that operates strictly on the output queues., helping to order the information
that is being sent to BGP peer routers.

In the default configuration, that is, when no output-queue-priority configuration or policy
that overrides priority exists, the routing protocol process (rpd) enqueues BGP routes
into the output queue per routing information base (RIB). A RIB, which is also known as
a routing table, corresponds to both a specific address family, such as inet.0, and to
routing instance tables such as vrf.inet.0. While processing output queues, the BGP
update code flushes the output queue for the current RIB before moving on to the next
RIB that has a non-empty output queue.

Because of the default behavior, any specific RIB that continues to grow while being
processed can lead to starvation (lack of route update processing) in other RIBs. It also
means that specific NLRI thatis more important than other NLRI might be queued behind
a long list of other route processing work in a nondeterministic manner.
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o NOTE: There is no attempt to automatically prioritize routes even if there is
a theoretical possibility of doing so. Prioritizing individual routes is, therefore,
left completely to the user.

Use Cases for BGP Route Prioritization

Table 3 on page 58 shows the types of routes that would benefit from route prioritization
and some notes about why they would benefit from it. Examples of those types of routes
are also included. Prioritizing these routes within a given large-scale environment can
help routers to react more quickly to important route changes.

Table 3: Use Cases for BGP Route Prioritization

Route or Update Type [\[o} (=15 Example
Prefixes used for resolving BGP  Changes to these prefixes should be made as « Host routes
next hops to an immediate soon as possible.

« Prefixes that are part of recursive

forwarding next hop resolution requirements

Routes used for tunnel Tunnel endpoints such as GRE or MPLS are often  BGP labeled unicast routes
endpoints used as BGP next hops.

Route types that are critical for ~ For some VPN protocols, certain route typesare  « MVPN Source Active Autodiscovery
the operation of a protocol used to trigger time sensitive changes within the (Type 5)
feature protocol. Changes to these routes mustbemade |, \uitinomed VPLS sites

as soon as possible.

Service provider infrastructure These routes are critical to a service provider’s « Internal management networks

routes ability to conduct business. Without accurate and
up-to-date routes, the service provider might not
be able to provide some of its service offerings.

« Network operations prefixes
« DNS resources

Network topology changes These should be prioritized ahead of simpleroute  « New router added to the network

refreshes. « Routers removed from the network

Address family prioritization Some service providers simply have different You might prefer to have Layer 3 VPNs
preferences than others in regard to address converge prior to the Internet RIB.
family priority. Another service provider might prefer that

the Internet RIB converge first.

Properties of BGP Route Prioritization

BGP route prioritization in Junos OS is implemented using a set of 17 prioritized (numbered)
output queues that are serviced by a user-configurable token mechanism. This section
describes the prioritized output queues, the operation of the token system, and assignment
of routes to queues.

Prioritized Output Queues

Table 4 on page 59 shows the available output queues and their function within the
prioritization system. The prioritization system functions on a traditional low, medium,
and high priority scale with 1 being the lowest priority and 16 being the highest priority.
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Table 4: Prioritized Output Queues

Queue Function

expedited This is the highest priority output queue. Routes in this class are guaranteed some portion of the
output queue processing while flushing the output queue. This queue has no number and is referred
to in the configuration by its name.

1 (lowest priority) This is the lowest priority output queue. This is the default priority queue, meaning that routes with
no explicit gueue assignment from either automatic protocol determination or user policy are placed
in this queue by default. Route refresh messages are placed in this queue by default.

2-16 (low - high priority)  These output queues range in priority from lowest priority (2) to highest priority (16). They are
assigned routes based on user policy or BGP peer configuration. Routes in a higher priority output
gueue can preempt the routes in lower priority queues.

Assignment of Routes to Queues

Assigning routes to the various queues can be accomplished by setting and assigning
BGP export policies. This means that route priority can vary in each BGP peer group as
well as in specific neighbor configurations within the BGP peer groups. You can also
assign routes to queues using the action portion of a policy statement. Assignment of
routes to queues by the action of a policy statement will override assignments made by
BGP configuration.

Work Token Mechanism

Tokens correspond to the work to create a BGP update message. All the queues are
assigned tokens that are stored in buckets. The number of tokens in a given bucket is
user-configurable. In this way, users can craft policies that permit their routes to be served
in the proportions they prefer. The configuration of the priority scheduler is accomplished
globally within BGP at the [edit protocols bgp] hierarchy level. By default, all priority
gueues have at least 1token in their bucket to ensure that misconfigured priorities do not
starve.

Understanding Queue Priority and Fairness

The scheme used by BGP route prioritization focuses on two elements: fairness and
priority:

. Fairness means that when there is work to do in any given queue, other queues are
guaranteed to get some work done at some point. How much work each queue is
permitted to get done is determined by the number of tokens assigned to each priority.

« Priority means that when there is competing work and fairness has been ensured, to
always choose the more important work.

For example, presume three classes of priority: low, medium, and high. These could be
assigned to queues, 2, and 3, respectively. Alternatively, they could be assigned to queues
3, 6,and 9. For fairness, if the decision is that high priority gets 50% of the available work,
medium gets 35%, and low gets the remaining 15%, tokens can be assigned as 50 to
high, 35 to medium, and 15 to low. Alternatively, tokens can be assigned as 5 to high, 4
to medium, and 2 to low. You can assign any of the 17 queues any value between 1and
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100. The ratio of the number of tokens in a single queue to the total number of tokens in
all queues gives the percentage of work that will be done in each queue.

Priority is most important when work appears in a queue while tokens are in the process
of being spent in another queue by the work scheduler. Table 5 on page 60 shows the
starting point for an example of this.

Table 5: Queues and Tokens

Priority Queue (Queue Number of Tokens Number of Tokens Leftin | Number of Entries in
Number) Assigned to Queue Queue Queue

High (9) 50 50 0

Medium (6) 35 15 5000

Low (3) 15 15 10000

If we assume that the work scheduler is processing the medium queue (queue number
6) and has spent 20 tokens, then there are 15 tokens left to be spent on the remaining
entries in the medium queue and 15 tokens left to be spent in the low priority queue. If 5
entries arrive in the expedited queue prior to the next run of the work scheduler, those 5
entries will be sent first because there are still 50 tokens left in the expedited queue.

Queue Servicing Procedure

The queue servicing procedure operates per-BGP peer group with each group maintaining
its own token buckets.

. Token buckets for each priority start full either at the configured number of tokens or
at the default of 1.

. Each time a route entry is pulled from a queue to start a BGP update, a token is
subtracted from that queue.

« While the expedited queue has tokens, every other queue entry is drawn from the
expedited queue, subject to the route packing rules.

. Entries are taken from the queue that has the highest priority. This means that if entries
are added to a higher priority queue between runs of the queue servicing mechanism,
and there are tokens available in that higher priority gueue, the new entries in the higher
priority queue are sent first, thus preempting entries in lower priority queues. If the
higher priority queue has no work tokens available when the new entries arrive, the
new entries are not sent until after the next token refresh.

. Tokens are refreshed after all priority queues have been serviced (there are no entries
remaining in any gueue) or when all tokens are exhausted.

Address Family Prioritization

By default, there is no preferential treatment of NLRI for any given address family.
Additionally, route refresh and topology change updates are, by default, treated as the
lowest priority (1). You can configure individual address families to be output, refreshed,
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or withdrawn at higher priority levels by assigning them to specific output queues in their
respective configuration hierarchies. Address family prioritization is configured at the
[edit protocols bgp In this way, certain address families can receive higher priorities than
others.

Related . Example: Controlling Routing Table Convergence Using BGP Route Prioritization on
Documentation page 67

« Example: Configuring the BGP Output Priority Scheduler and Global Address Family
Priority on page 61

Example: Configuring the BGP Output Priority Scheduler and Global Address Family
Priority

This example shows how to configure and test the system-wide BGP route priority
scheduler.

« Requirements on page 61

« Overview on page 61

« Configuration on page 62

« Configure Global Output Priorities for a Route Family on page 64
« Configure a BGP Group Named test] on page 64

« Verification on page 64

Requirements
This example uses the following hardware and software components:

« An MX Series router (R1) running Junos OS Release 16.1 or later

Before you configure the BGP route prioritization scheduler, be sure that the BGP protocol
is running on the router.

Overview

The BGP route priority scheduler is used to control the amount of work done within the
17 output queues of the route prioritization system. The system uses a set of 17 prioritized
output queues, per routing instance to which work tokens are assigned. All 17 prioritized
output queues (1-16 and expedited) have 1token assigned by default. Any number of
tokens between 1and 100 can be assigned to each of the 17 queues. Assigning tokens to
the queues allows you to balance the amount of work performed on the routes within
the queues. In addition, default settings for high, medium, and low priority queuing can
be configured by assigning each keyword to a specific numbered output queue. In this
example, we will configure each of the 17 priority queues with distinct numbers of work
tokens and we also configure global output priorities for inet unicast routes and
demonstrate inheritance by setting up some BGP groups to override global priority
settings.
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Configuration

CLI Quick
Configuration

« Assign update-tokens to each of the 17 output queues.

« Specify which numbered queues will be used as the default high, medium, and low
priority queues.

« Configure global output priorities for inet unicast routes.
. Configure a BGP group named test1 that will show group override capabilities.

. Configure a BGP group named test2 that will show global inheritance.

« Configuring the Individual Output Priority Queues on page 63

« Configure Default Queues to Use for High, Medium, and Low Priority Route
Updates on page 63

» Results on page 63

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set protocols bgp output-queue-priority expedited update-tokens 100

set protocols bgp output-queue-priority priority 1 update-tokens 1

set protocols bgp output-queue-priority priority 2 update-tokens 10

set protocols bgp output-queue-priority priority 3 update-tokens 15

set protocols bgp output-queue-priority priority 4 update-tokens 20

set protocols bgp output-queue-priority priority 5 update-tokens 25

set protocols bgp output-queue-priority priority 6 update-tokens 30

set protocols bgp output-queue-priority priority 7 update-tokens 35

set protocols bgp output-queue-priority priority 8 update-tokens 40

set protocols bgp output-queue-priority priority 9 update-tokens 45

set protocols bgp output-queue-priority priority 10 update-tokens 50

set protocols bgp output-queue-priority priority 11 update-tokens 55

set protocols bgp output-queue-priority priority 12 update-tokens 60

set protocols bgp output-queue-priority priority 13 update-tokens 65

set protocols bgp output-queue-priority priority 14 update-tokens 70

set protocols bgp output-queue-priority priority 15 update-tokens 75

set protocols bgp output-queue-priority priority 16 update-tokens 80

set protocols bgp output-queue-priority defaults low priority 1

set protocols bgp output-queue-priority defaults medium priority 10

set protocols bgp output-queue-priority defaults high expedited

set protocols bgp group reflector local-address 198.51.100.140

set protocols bgp family inet unicast output-queue-priority priority 1

set protocols bgp family inet unicast route-refresh-priority priority 2

set protocols bgp family inet unicast withdraw-priority priority 3

set protocols bgp group testl family inet unicast output-queue-priority priority 4

set protocols bgp group testl family inet unicast route-refresh-priority priority 6

set protocols bgp group testl peer-as 64511 set protocols bgp group testl local-as 64511

set protocols bgp group testl neighbor 224.223.1.1

set protocols bgp group test1 neighbor 224.223.2.2 family inet unicast output-queue-priority
priority 7
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set protocols bgp group test1 neighbor 224.223.2.2 family inet unicast route-refresh-priority
priority 8

set protocols bgp group testl neighbor 224.223.2.2 family inet unicast withdraw-priority
expedited

set protocols bgp group test2 peer-as 64513

set protocols bgp group test2 local-as 64511

set protocols bgp group test2 neighbor 224.223.3.3

Configuring the Individual Output Priority Queues

Step-by-Step The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

1. Assign update tokens to each of the 17 prioritized output queues

[edit protocols bgp output-queue-priority]
user@R1# set expedited update-tokens 100
user@R1# set priority 1 update-tokens 1
user@R1# set priority 2 update-tokens 10
user@R1# set priority 3 update-tokens 15
user@R1# set priority 4 update-tokens 20
user@R1# set priority 5 update-tokens 25
user@R1# set priority 6 update-tokens 30
user@R1# set priority 7 update-tokens 35
user@R1# set priority 8 update-tokens 40
user@R1# set priority 9 update-tokens 45
user@R1# set priority 10 update-tokens 50
user@R1# set priority 11 update-tokens 55
user@R1# set priority 12 update-tokens 60
user@R1# set priority 13 update-tokens 65
user@R1# set priority 14 update-tokens 70
user@R1# set priority 15 update-tokens 75
user@R1# set priority 16 update-tokens 80

Configure Default Queues to Use for High, Medium, and Low Priority Route Updates

Step-by-Step 1. [edit protocols bgp output-queue-priority]
Procedure user@RI1# set defaults low priority 1
user@R1# set defaults medium priority 10
user@R1# set defaults high expedited

Results

To confirm the configuration, issue the show bgp output-scheduler command from
operational mode:
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Configure Global Output Priorities for a Route Family

Step-by-Step
Procedure

Configure the global output-queue-priority for inet unicast routes:

[edit bgp family inet unicast]

user@R1# set output-queue-priority priority 1
user@R1# set route-refresh-priority priority 2
user@R1# set withdraw-priority priority 3

Configure a BGP Group Named test1

Step-by-Step
Procedure

Step-by-Step
Procedure

Verification

Purpose

Configure the group test1to override global output priorities and include one neighbor
that overrides the group and one neighbor that does not.

[edit protocols bgp group test1]

user@R1# set family inet unicast output-queue-priority priority 4

user@R1# set family inet unicast route-refresh-priority priority 6

user@RI1# set peer-as 64511

user@R1# set local-as 64511

user@R1# set neighbor 224.223.1.1

user@R1# set neighbor 224.223.2.2 family inet unicast output-queue-priority priority
7

user@R1# set neighbor 224.223.2.2 family inet unicast route-refresh-priority priority
8

user@RI1# set neighbor 224.223.2.2 family inet unicast withdraw-priority expedited

Configure a BGP Group Named test2

Configure the BGP group test2 to accept global defaults.

[edit protocols bgp group test2]
user@R1# set peer-as 64513
user@R1# set local-as 64511
user@R1# set neighbor 224.223.3.3

Verifying the BGP Output Scheduler Configuration

To verify the configuration of the BGP output scheduler, issue the show bgp
output-scheduler command from operational mode.
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Action user@R1> show bgp output-scheduler
user@R1> show bgp output-scheduler
Instance: master

Class Tokens
Priority 1 1
Priority 2 10
Priority 3 15
Priority 4 20
Priority 5 25
Priority 6 30
Priority 7 35
Priority 8 40
Priority 9 45
Priority 10 50
Priority 11 55
Priority 12 60
Priority 13 65
Priority 14 70
Priority 15 75
Priority 16 80
Expedited 100

Priority Class

low Priority 1
medium Priority 10
high Expedited

Meaning The output shows that the output scheduler configuration was successful in applying
the proper number of tokens to each output queue and that the high, medium, and low
priority keywords were assigned to the proper output queues.

Verify Group Configuration, Group Override, and Neighbor Override

Purpose To verify that the configured groups demonstrate group override, neighbor override and
inheritance, issue the show bgp group group-name command from operational mode.
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Action

Meaning

Purpose

Action

Meaning

Related
Documentation

user@R1> show bgp group testl

Group Type: Internal AS: 64511 Local AS: 64511
Name: testl Index: 2 Flags: <>
Options: <LocalAS>
Holdtime: O
NLRI inet-unicast:

OutQ: priority 7 RRQ: priority 8 WDQ: expedited
Local AS: 64511 Local System AS: 64511
Total peers: 1 Established: 0
224.223.2.2

Group Type: Internal AS: 64511 Local AS: 64511
Name: testl Index: 1 Flags: <Export Eval>

Options: <LocalAS>

Holdtime: O

NLRI inet-unicast:

OutQ: priority 4 RRQ: priority 6 WDQ: priority 3
Local AS: 64511 Local System AS: 64511
Total peers: 1 Established: 0
224.223.1.1

The output shows that the output queue priority for peer 224.223.2.2 is 7, the route refresh
priority is 8, and the withdraw priority is expedited. While the output queue priority for
neighbor 224.223.1.1is 4, the route refresh priority is 6, and the withdraw priority is the
default setting for the family inet unicast, or 3.

Verify Inheritance from Global Priority Settings

To verify that groups that are not configured to override the global BGP route prioritization
settings, issue the show bgp group group-name command at the operational level.

user@R1> show bgp group test2

Group Type: External
Name: test2
Options: <LocalAS>
Holdtime: O
NLRI inet-unicast:
OutQ: priority 1 RRQ: priority 2 WDQ: priority 3
Local AS: 64511 Local System AS: 64511
Total peers: 1 Established: 0O
224 .223.3.3

AS: 64511
<Export Eval>

Local

Index: 3 Flags:

The output shows that the default route priorities for inet unicast routes in the test2 group
match the global configuration.

. Example: Controlling Routing Table Convergence Using BGP Route Prioritization on
page 67
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Example: Controlling Routing Table Convergence Using BGP Route Prioritization

Requirements

Overview

The following example configures BGP route prioritization in order to allow inet
labeled-unicast routes to converge before inet unicast routes.

« Requirements on page 67
« Overview on page 67
» Configure BGP Route Prioritization on page 67

« Verification on page 70

This example uses the following hardware and software components:

« An MX-Series router (R1) running Junos OS Release 16.1 or later that will be the focus
of the example.

« Asecond router (R2) configured as an internal BGP peer with R1.

« ABGP route reflector (RR) that will be used to populate the routing tables of R1. In this
example, we will not configure the route reflector.

The BGP route prioritization feature is designed to allow the prioritization of outbound
BGP update messages in a router. Using BGP route prioritization enables the user to
ensure that more important BGP route updates, such as GRE or MPLS tunnel endpoint
changes, are sent out before less important BGP route updates, such as route refresh
updates.

In this example, we will configure R1 to treat inet labeled-unicast route updates to R2 as
higher priority than inet unicast route updates. To do this, we will configure the R2 router
to accept both inet unicast and inet labeled-unicast routes from its peer router, R1. Then
we will populate the inet.0 routing table on R1from a route reflector and import a portion
of that table into the labeled-unicast table, inet.3 using rib-group import. As the routes
are queued on R1, we can validate the operation by observing whether the routes in the
inet.3 RIB are flushed before the remainder of the routes in the inet.0 RIB.

Configure BGP Route Prioritization

Configure R2 as a BGP peer of R1.
OnRI:

« Configure the router R2 as a peer of router R1.

. Create a BGP group named reflector that will be used to obtain Internet routes from
a route reflector.

« Create a BGP group named internal that will be used for assigning the labeled-unicast
traffic to a higher priority output-queue.
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CLI Quick
Configuration

Step-by-Step
Procedure

. Create a RIB group into which the routes received from the reflector are imported.

« Create the policy that determines what portion of the inet.0 RIB is imported into the
RIB group.

. [xref target has no title]

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

Router R2

set protocols bgp group internal type internal

set protocols bgp group internal family inet unicast

set protocols bgp group internal family inet labeled-unicast rib inet.3
set protocols bgp group internal peer-as 64511

set protocols bgp group internal local-as 64511

set protocols bgp group internal neighbor 192.0.2.1

Router R1

set protocols bgp group internal type internal

set protocols bgp group internal hold-time 900

set protocols bgp group internal family inet unicast withdraw-priority expedited

set protocols bgp group internal family inet labeled-unicast output-queue-priority priority
2

set protocols bgp group internal family inet labeled-unicast rib inet.3

set protocols bgp group internal family inet-vpn unicast

set protocols bgp group internal local-as 64511

set protocols bgp group internal neighbor 192.0.2.2 local-address 192.0.2.1

set protocols bgp group reflector local-address 203.0.113.225

set protocols bgp group reflector family inet unicast rib-group into3

set protocols bgp group reflector peer-as 64500

set protocols bgp group reflector local-as 64496

set protocols bgp group reflector neighbor 192.51.100.71 multihop

set policy-options policy-statement match-all then accept

set routing-options rib-groups into3 import-rib inet.0

set routing-options rib-groups into3 import-rib inet.3

set routing-options rib-groups into3 import-policy match-long

set policy-options policy-statement match-long term a from route-filter 192.0.0.0/8
prefix-length-range /20-/24

set policy-options policy-statement match-long term a then accept

set policy-options policy-statement match-long then reject

set policy-options policy-statement match-all then accept

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CL/ User Guide.

To configure R2:

1. Configure a BGP group named internal.
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[edit protocols bgp group internal]

user@R2# set type internal

user@R2# set family inet unicast

user@R2# set family inet labeled-unicast rib inet.3
user@R2# set peer-as 64511

user@R2# set local-as 64511

user@R2# set neighbor 192.0.2.1

Step-by-Step  To configure R1:

Procedure
1. Configure a BGP group named reflector that receives routes from the RR.

[edit protocols bgp group reflector]

user@R1# set local-address 203.0.113.225
user@R1# set family inet unicast rib-group into3
user@R1# set peer-as 64500

user@R1# set local-as 64496

user@R1# set neighbor 192.51.100.71 multihop

2. Configure a BGP group named internal

[edit protocols bgp group internal]

user@R1# set type internal

user@R1# set hold-time 900

user@R1# set family inet unicast withdraw-priority expedited

user@R1# set family inet labeled-unicast output-queue-priority priority 2
user@R1# set family inet labeled-unicast rib inet.3

user@R1# set family inet-vpn unicast

user@R1# set local-as 64511

user@R1# set neighbor 192.0.2.2 local-address 192.0.2.1

3. Configure a RIB group named into3

[edit routing-options rib-groups into3]
user@R1# set import-rib inet.0
user@RI1# set import-rib inet.3
user@R1# set import-policy match-long

4. Configure a routing policy named match-long

[edit policy-options policy-statement match-long]

user@R1# set term a from route-filter 192.0.0.0/8 prefix-length-range /20-/24
user@R1# set term a then accept

user@R1# set then reject

5.  Configure a routing policy named match-all

[edit policy-options policy-statement match-all]
user@R1# set then accept
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Verification

Verifying that Neighbor Updates are Properly Prioritized

Purpose To confirm that route updates are being placed in the proper queues and that the queues
are updating.
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Action To see the route updates that are queued for the BGP neighbor 192.0.2.2, issue the show
bgp neighbor output-queue 192.0.2.2 command from operational mode

user@R1> show bgp neighbor output-queue 192.0.2.2

Peer: 192.0.2.2+179 AS 64511 Local: 192.0.2.1+63704 AS 64511
Output Queue[0]: 502701 (inet.O, inet-unicast)

Priority 1: 502701

Priority 2 - O

Priority
Priority
Priority
Priority
Priority
Priority
Priority
Priority 10:
Priority 11:
Priority 12:
Priority 13:
Priority 14:
Priority 15:
Priority 16:
Expedited : O

© 00~NO U~ W

(el elNeNolNeolNeoNoNolNolNolNolNolNolNol

user@R1> show bgp neighbor output-queue 192.0.2.2

Peer: 192.0.2.2+179 AS 64511 Local: 192.0.2.1+63704 AS 64511
Output Queue[1]: 6687 (inet.3,inet-labeled-unicast)

Priority 1 : O

Priority 2 : 6687

Priority 3 :
Priority
Priority
Priority
Priority
Priority
Priority
Priority 10:
Priority 11:
Priority 12:
Priority 13:
Priority 14:
Priority 15:
Priority 16:
Expedited : O

© 0o~NO O AM
[elNeNeolNolNelNolNoNeNolNolNeoNolNoNo]

user@R1> show bgp neighbor output-queue 192.0.2.2

Peer: 192.0.2.2+179 AS 64511 Local: 192.0.2.1+63704 AS 64511
Output Queue[0]: 491187 (inet.O, inet-unicast)

Priority 1: 491187

Priority 2 :
Priority 3
Priority 4
Priority 5
Priority 6
Priority 7
Priority 8
Priority 9
Priority 10:
Priority 11:

leNelNeNolNeoNelNolNolNoNo)
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Meaning

Related
Documentation

Priority 12:
Priority 13:
Priority 14:
Priority 15:
Priority 16:
Expedited : O

[elelelNolNe]

user@R1> show bgp neighbor output-queue 192.0.2.2

Peer: 192.0.2.2+179 AS 64511 Local: 192.0.2.1+63704 AS 64511
Output Queue[l]: 0 (inet.3,inet-labeled-unicast)

Priority 1 : O

Priority 2: 0
Priority 3 :
Priority
Priority
Priority
Priority
Priority
Priority H
Priority 10:
Priority 11:
Priority 12:
Priority 13:
Priority 14:
Priority 15:
Priority 16:
Expedited : O

© 0o~NO O A

[elNeleNolNolNelNoNolNeolNolNolNolNolNel

The output from show bgp neighbor output-queue 192.0.2.2 shows that the labeled unicast
route updates are placed in the priority 2 output queue and that the priority 2 output
queue is emptied before the unicast route updates that are in the priority 1 output queue.

« Example: Configuring the BGP Output Priority Scheduler and Global Address Family
Priority on page 61

« Understanding BGP Route Prioritization on page 57
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Configuring BGP Session Attributes

« Configuring Autonomous Systems for BGP Sessions on page 75
« Connecting to Autonomous Systems on page 171

« Configuring the Local Preference for BGP Routes on page 193

« Configuring the MED Attribute for BGP on page 227

« Configuring BGP Multihop Sessions on page 245
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Configuring Autonomous Systems for BGP
Sessions

« Understanding the BGP Local AS Attribute on page 75

« Example: Configuring a Local AS for EBGP Sessions on page 80

« Example: Configuring a Private Local AS for EBGP Sessions on page 91

« Understanding the Accumulated IGP Attribute for BGP on page 96

« Example: Configuring the Accumulated IGP Attribute for BGP on page 97

« Understanding AS Override on page 137

« Example: Configuring a Layer 3 VPN with Route Reflection and AS Override on page 138
« Example: Enabling BGP Route Advertisements on page 148

« Disabling Attribute Set Messages on Independent AS Domains for BGP Loop
Detection on page 155

- Example: Ignoring the AS Path Attribute When Selecting the Best Path on page 156
« Understanding Private AS Number Removal from AS Paths on page 164

« Example: Removing Private AS Numbers from AS Paths on page 165

Understanding the BGP Local AS Attribute

When an Internet service provider (ISP) acquires a network that belongs to a different
autonomous system (AS), there is no seamless method for moving the BGP peers of the
acquired network to the AS of the acquiring ISP. The process of configuring the BGP peers
withthe new AS number can be time-consuming and cumbersome. Sometimes customers
do not want to or are not immediately able to modify their peer arrangements or
configuration. During this kind of transition period, it can be useful to configure
BGP-enabled devices in the new AS to use the former AS number in BGP updates. This
former AS number is called a local AS.

Using a local AS number permits the routing devices in an acquired network to appear
to belong to the former AS.

For example, ISP A, with an AS of 200, acquires ISP B, with an AS of 250. ISP B has a
customer, ISP C, that does not want to change its configuration. After ISP B becomes
part of ISP A, a local AS number of 250 is configured for use in EBGP peer sessions with
ISP C. Consequently, the local AS number of 250 is either prepended before or used
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instead of the global AS number of 200 in the AS path used to export routes to direct
external peersin ISP C.

If the route is received from an internal BGP (IBGP) peer, the AS path includes the local
AS number prepended before the global AS number.

The local AS number is used instead of the global AS number if the route is an external
route, such as a static route or an interior gateway protocol (IGP) route that is imported
into BGP. If the route is external and you want the global AS number to be included in
the AS path, you can apply a routing policy that uses as-path-expand or as-path-prepend.
Use the as-path-expand policy action to place the global AS number behind the local AS
number. Use the as-path-prepend policy action to place the global AS number in front
of the local AS number.

For example:

user@R2# show policy-options
policy-statement prepend-global {
term1{
from protocol static;
then {
as-path-prepend 200; # or use as-path-expand
accept;
}
1
}

user@R2# show protocols bgp
group ext {
export prepend-global;
type external,;
local-as 250;
neighbor 10.0.0.1 {
peer-as 100;
1
neighbor 10.1.0.2 {
peer-as 300;
1
}

user@R2# show routing-options
static {

route 1.1.1.1/32 next-hop 10.0.0.1;
}

autonomous-system 200;

user@R3# run show route 1.1.1.1 protocol bgp
inet.0: 6 destinations, 6 routes (6 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

1.1.1.1/32 *[BGP/170] 00:05:11, localpref 100
AS path: 200 250 I, validation-state: unverified
> to 10.1.0.1 via 1t-1/2/0.4
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InaLayer 3 VPN scenario, in which a provider edge (PE) device uses external BGP (EBGP)
to peer with a customer edge (CE) device, the local-as statement behaves differently
than in the non-VPN scenario. In the VPN scenario, the global AS number defined in the
master instance is prepended to the AS path by default. To override this behavior, you
can configure the no-prepend-global-as in the routing-instance BGP configuration on the
PE device, as shown here:

user@R2# show routing-instances
red {
instance-type vrf;
interface fe-1/2/0.2;
route-distinguisher 2:1;
vrf-target target:2:1;
protocols {
bgp {
group toR1 {
type external;
peer-as1;
local-as 200 no-prepend-global-as;
neighbor 10.1.1.7;
1
}
1
1

The Junos operating system (Junos OS) implementation of the local AS attribute supports
the following options:
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. Local AS with private option—When you use the private option, the local AS is used

r
AS 64496

during the establishment of the BGP session with an EBGP neighbor but is hidden in
the AS path sent to other EBGP peers. Only the global AS is included in the AS path
sent to external peers.

The private option is useful for establishing local peering with routing devices that
remain configured with their former AS or with a specific customer that has not yet
modified its peer arrangements. The local AS is used to establish the BGP session with
the EBGP neighbor but is hidden in the AS path sent to external peers in another AS.

Include the private option so that the local AS is not prepended before the global AS
in the AS path sent to external peers. When you specify the private option, the local
AS is prepended only in the AS path sent to the EBGP neighbor.

For example, in Figure 7 on page 78, Router 1 and Router 2 are in AS 64496, Router 4
isin AS 64511, and Router 3 is in AS 64510. Router 2 formerly belonged to AS 64497,
which has merged with another network and now belongs to AS 64496. Because
Router 3 still peers with Router 2 using its former AS (64497), Router 2 needs to be
configured with a local AS of 64497 in order to maintain peering with Router 3.
Configuring a local AS of 64497 permits Router 2 to add AS 64497 when advertising
routes to Router 3. Router 3 sees an AS path of 64497 64496 for the prefix 10/8.

Figure 7: Local AS Configuration

9017007

To prevent Router 2 from adding the local AS number in its announcements to other
peers, use the local-as 64497 private statement. This statement configures Router 2
to not include local AS 64497 when announcing routes to Router 1and to Router 4. In
this case, Router 4 sees an AS path of 64496 64510 for the prefix 10.222/16.

. Local AS with alias option—In Junos OS Release 9.5 and later, you can configure a

local AS as an alias. During the establishment of the BGP open session, the AS used
in the open message alternates between the local AS and the global AS. If the local
AS is used to connect with the EBGP neighbor, then only the local AS is prepended to
the AS path when the BGP peer session is established. If the global AS is used to
connect with the EBGP neighbor, then only the global AS is prepended to the AS path
when the BGP peer session is established. The use of the alias option also means that
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the local AS is not prepended to the AS path for any routes learned from that EBGP
neighbor. Therefore, the local AS remains hidden from other external peers.

Configuring a local AS with the alias option is especially useful when you are migrating
the routing devices in an acquired network to the new AS. During the migration process,
some routing devices might be configured with the new AS while others remain
configured with the former AS. For example, it is good practice to start by first migrating
to the new AS any routing devices that function as route reflectors. However, as you
migrate the route reflector clients incrementally, each route reflector has to peer with
routing devices configured with the former AS, as well as peer with routing devices
configured with the new AS. To establish local peer sessions, it can be useful for the
BGP peers in the network to use both the local AS and the global AS. At the same time,
you want to hide this local AS from external peers and use only the global AS in the
AS path when exporting routes to another AS. In this kind of situation, configure the
alias option.

Include the alias option to configure the local AS as an alias to the global AS configured
at the [edit routing-options] hierarchy level. When you configure a local AS as an alias,
during the establishment of the BGP open session, the AS used in the open message
alternates between the local AS and the global AS. The local AS is prepended to the
AS path only when the peer session with an EBGP neighbor is established using that
local AS. The local AS is hidden in the AS path sent to any other external peers. Only
the global AS is prepended to the AS path when the BGP session is established using
the global AS.

0 NOTE: The private and alias options are mutually exclusive. You cannot
configure both options with the same local-as statement.

. Local AS with option not to prepend the global AS—In Junos OS Release 9.6 and
later, you can configure a local AS with the option not to prepend the global AS. Only
the local AS is included in the AS path sent to external peers.

Use the no-prepend-global-as option when you want to strip the global AS number
from outbound BGP updates in a virtual private network (VPN) scenario. This option
is useful in aVPN scenario in which you want to hide the global AS from the VPN.

Include the no-prepend-global-as option to have the global AS configured at the [edit
routing-options] hierarchy level removed from the AS path sent to external peers. When
you use this option, only the local AS is included in the AS path for the routes sent to
a customer edge (CE) device.

« Number of loops option—The local AS feature also supports specifying the number
of times that detection of the AS number in the AS_PATH attribute causes the route
to be discarded or hidden. For example, if you configure loops 1, the route is hidden if
the AS number is detected in the path one or more times. This is the default behavior.
If you configure loops 2, the route is hidden if the AS number is detected in the path
two or more times.

For the loops number statement, you can configure 1through 10.
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Related
Documentation

o NOTE: Ifyou configure the local AS values forany BGP group, the detection
of routing loops is performed using both the AS and the local AS values for
all BGP groups.

If the local AS for the EBGP or IBGP peer is the same as the current AS, do
not use the local-as statement to specify the local AS number.

When you configure the local AS within a VRF, this impacts the AS path
loop-detection mechanism. All of the local-as statements configured on
the device are part of a single AS domain. The AS path loop-detection
mechanism is based on looking for a matching AS present in the domain.

. Example: Configuring a Local AS for EBGP Sessions on page 80

. Example: Configuring a Private Local AS for EBGP Sessions on page 91

Example: Configuring a Local AS for EBGP Sessions

Requirements

Overview

This example shows how to configure a local autonomous system (AS) for a BGP peer
so that both the global AS and the local AS are used in BGP inbound and outbound
updates.

« Requirements on page 80
« QOverview on page 80
« Configuration on page 81

« Verification on page 88

No special configuration beyond device initialization is required before you configure this
example.

Use the local-as statement when ISPs merge and want to preserve a customer’s
configuration, particularly the AS with which the customer is configured to establish a
peer relationship. The local-as statement simulates the AS number already in place in
customer routers, even if the ISP’s router has moved to a different AS.

This example shows how to use the local-as statement to configure a local AS. The
local-as statement is supported for BGP at the global, group, and neighbor hierarchy
levels.

When you configure the local-as statement, you must specify an AS number. You can
specify a number from 1through 4,294,967,295 in plain-number format. In Junos OS
Release 9.1 and later, the range for AS numbers is extended to provide BGP support for
4-byte AS numbers as defined in RFC 4893, BGP Support for Four-octet AS Number Space.
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Configuration

CLI Quick
Configuration

Device R1

In Junos OS Release 9.3 and later, you can also configure a 4-byte AS number using the
AS-dot notation format of two integer values joined by a period: <16-bit high-order value
in decimal>.<16-bit low-order value in decimal>. For example, the 4-byte AS number

of 65,546 in plain-number format is represented as 1.10 in the AS-dot notation format.
You can specify a value from 0.0 through 65535.65535 in AS-dot notation format. Junos
OS continues to support 2-byte AS numbers. The 2-byte AS number range is 1 through
65,535 (this is a subset of the 4-byte range).

Figure 8 on page 81 shows the sample topology.

Figure 8: Topology for Configuring the Local AS

ap &
1> S1%

AS 100 AS 200

In this example, Device R2 formerly belonged to AS 250 and now is in AS 200. Device R1
and Device R3 are configured to peer with AS 250 instead of with the new AS number
(AS 200). Device R2 has the new AS number configured with the autonomous-system
200 statement. To enable the peering sessions to work, the local-as 250 statement is
added in the BGP configuration. Because local-as 250 is configured, Device R2 includes
both the global AS (200) and the local AS (250) in its BGP inbound and outbound
updates.

« Configuring Device R1 on page 82
« Configuring Device R2 on page 84
« Configuring Device R3 on page 86

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.1/30

set interfaces loO unit 1 family inet address 192.168.0.1/32

set protocols bgp group ext type external

set protocols bgp group ext export send-direct

set protocols bgp group ext export send-static

set protocols bgp group ext peer-as 250

set protocols bgp group ext neighbor 10.0.0.2

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
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Device R2

Device R3

Step-by-Step
Procedure

set routing-options static route 10.1.0.0/30 next-hop 10.0.0.2
set routing-options autonomous-system 100

set interfaces fe-1/2/0 unit 2 family inet address 10.0.0.2/30

set interfaces fe-1/2/1 unit 3 family inet address 10.1.0.1/30

set interfaces loO unit 2 family inet address 192.168.0.2/32

set protocols bgp group ext type external

set protocols bgp group ext export send-direct

set protocols bgp group ext export send-static

set protocols bgp group ext local-as 250

set protocols bgp group ext neighbor 10.0.0.1 peer-as 100

set protocols bgp group ext neighbor 10.1.0.2 peer-as 300

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept

set routing-options autonomous-system 200

set interfaces fe-1/2/0 unit 4 family inet address 10.1.0.2/30

set interfaces loO unit 3 family inet address 192.168.0.3/32

set protocols bgp group ext type external

set protocols bgp group ext export send-direct

set protocols bgp group ext export send-static

set protocols bgp group ext peer-as 250

set protocols bgp group ext neighbor 10.1.0.1

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1then accept

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept

set routing-options static route 10.0.0.0/30 next-hop 10.1.0.1

set routing-options autonomous-system 300

Configuring Device R1

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CL/ User Guide.

To configure Device R1:

1. Configure the interfaces.

[edit interfaces]
user@R1# set fe-1/2/0 unit 1 family inet address 10.0.0.1/30

user@R1# set loO unit 1 family inet address 192.168.0.1/32

2. Configure external BGP (EBGP).

[edit protocols bgp group ext]
user@R1# set type external
user@R1# set export send-direct
user@R1# set export send-static
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user@R1# set peer-as 250
user@R1# set neighbor 10.0.0.2

3. Configure the routing policy.

[edit policy-options]

user@R1# set policy-statement send-direct term 1 from protocol direct
user@R1# set policy-statement send-direct term 1then accept
user@R1# set policy-statement send-static term 1 from protocol static
user@R1# set policy-statement send-static term 1then accept

4. Configure a static route to the remote network between Device R2 and Device R3.

[edit routing-options]
user@R1# set static route 10.1.0.0/30 next-hop 10.0.0.2

5.  Configure the global AS number.

[edit routing-options]
user@R1# set autonomous-system 100

Results From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@R1# show interfaces
fe-1/2/0 {
unit1{
family inet {
address 10.0.0.1/30;
}
1
}
lo0 {
unit1{
family inet {
address 192.168.0.1/32;
}
1
}

user@R1# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;
1
1
policy-statement send-static {
term1{
from protocol static;
then accept;
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}
}

user@R1# show protocols
bgp {
group ext {
type external;
export [ send-direct send-static ];
peer-as 250;
neighbor 10.0.0.2;
1
}

user@R1# show routing-options
static {

route 10.1.0.0/30 next-hop 10.0.0.2;
1

autonomous-system 100;

When you are done configuring the device, enter commit from configuration mode.

Configuring Device R2

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CL| Editor in Configuration
Mode in the CL/ User Guide.

To configure Device R2:

1. Configure the interfaces.
[edit interfaces]
user@R2# set fe-1/2/0 unit 2 family inet address 10.0.0.2/30

user@R2# set fe-1/2/1 unit 3 family inet address 10.1.0.1/30

user@R2# set loO unit 2 family inet address 192.168.0.2/32

2. Configure EBGP.

[edit protocols bgp group ext]

user@R2# set type external

user@R2# set export send-direct
user@R2# set export send-static
user@R2# set neighbor 10.0.0.1 peer-as 100
user@R2# set neighbor 10.1.0.2 peer-as 300

3. Configure the local autonomous system (AS) number.

[edit protocols bgp group ext]
user@R2# set local-as 250

4, Configure the global AS number.

[edit routing-options]
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user@R2# set autonomous-system 200

5. Configure the routing policy.

[edit policy-options]

user@R2# set policy-statement send-direct term 1 from protocol direct
user@R2# set policy-statement send-direct term 1 then accept
user@R2# set policy-statement send-static term 1 from protocol static
user@R2# set policy-statement send-static term 1then accept

Results From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@R2# show interfaces
fe-1/2/0{
unit 2 {
family inet {
address 10.0.0.2/30;
}
1
}
fe-1/2/1{
unit3 {
family inet {
address 10.1.0.1/30;
}
1
}
loO {
unit 2 {
family inet {
address 192.168.0.2/32;
}
1
1

user@R2# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;
1
1
policy-statement send-static {
term1{
from protocol static;
then accept;
1
1

user@R2# show protocols
bgp {
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group ext {
type external,;
export [ send-direct send-static ];
local-as 250;
neighbor 10.0.0.1 {
peer-as 100;
}
neighbor 10.1.0.2 {
peer-as 300;
}
1

user@R2# show routing-options
autonomous-system 200;

When you are done configuring the device, enter commit from configuration mode.

Configuring Device R3

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure Device R3:

1.

Configure the interfaces.

[edit interfaces]
user@R3# set fe-1/2/0 unit 4 family inet address 10.1.0.2/30

user@R3# set o0 unit 3 family inet address 192.168.0.3/32

Configure EBGP.

[edit protocols bgp group ext]
user@R3# set type external
user@R3# set export send-direct
user@R3# set export send-static
user@R3# set peer-as 250
user@R3# set neighbor 10.1.0.1

Configure the global autonomous system (AS) number.

[edit routing-options]
user@R3# set autonomous-system 300

Configure a static route to the remote network between Device R1 and Device R2.
[edit routing-options]

user@R3# set static route 10.0.0.0/30 next-hop 10.1.0.1

Configure the routing policy.
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[edit policy-options]

user@R3# set policy-statement send-direct term 1 from protocol direct
user@R3# set policy-statement send-direct term 1then accept
user@R3# set policy-statement send-static term 1 from protocol static
user@R3# set policy-statement send-static term 1then accept

Results From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@R3# show interfaces
fe-1/2/0 {
unit 4 {
family inet {

}

}
}
loO {

address 10.1.0.2/30;

unit3 {
family inet {

}

}
}

address 192.168.0.3/32;

user@R3# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;

}
}

policy-statement send-static {
term1{
from protocol static;
then accept;

}
}

user@R3# show protocols

bgp {

group ext {
type external;
export [ send-direct send-static 1;
peer-as 250;
neighbor 10.1.0.1;

}
}

user@R3# show routing-options
static {
route 10.0.0.0/30 next-hop 10.1.0.1;

}
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autonomous-system 300;

When you are done configuring the device, enter commit from configuration mode.

Verification
Confirm that the configuration is working properly.

« Checking the Local and Global AS Settings on page 88
« Checking the BGP Peering Sessions on page 89
« Verifying the BGP AS Paths on page 90

Checking the Local and Global AS Settings

Purpose Make sure that Device R2 has the local and global AS settings configured.

Action From operational mode, enter the show bgp neighbors command.

user@R2> show bgp neighbors
Peer: 10.0.0.1+179 AS 100 Local: 10.0.0.2+61036 AS 250

Type: External State: Established Flags: <Sync>

Last State: OpenConfirm Last Event: RecvKeepAlive

Last Error: None

Export: [ send-direct send-static ]

Options: <Preference PeerAS LocalAS Refresh>

Holdtime: 90 Preference: 170 Local AS: 250 Local System AS: 200

Number of flaps: 0O

Peer 1D: 192.168.0.1 Local ID: 192.168.0.2 Active Holdtime: 90

Keepalive Interval: 30 Peer index: O

BFD: disabled, down

Local Interface: fe-1/2/0.2

NLRI for restart configured on peer: inet-unicast

NLRI advertised by peer: inet-unicast

NLRI for this session: inet-unicast

Peer supports Refresh capability (2)

Stale routes from peer are kept for: 300

Peer does not support Restarter functionality

NLRI that restart is negotiated for: inet-unicast

NLRI of received end-of-rib markers: inet-unicast

NLRI of all end-of-rib markers sent: inet-unicast

Peer supports 4 byte AS extension (peer-as 100)

Peer does not support Addpath

Table inet.0 Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:

Last traffic (seconds): Received 6 Sent 14 Checked 47

Input messages: Total 258 Updates 3 Refreshes 0 Octets 4969

Output messages: Total 258 Updates 2 Refreshes 0 Octets 5037

Output Queue[0]: O

A ODNWEER

Peer: 10.1.0.2+179 AS 300 Local: 10.1.0.1+52296 AS 250
Type: External State: Established Flags: <Sync>
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Last State: OpenConfirm Last Event: RecvKeepAlive

Last Error: None

Export: [ send-direct send-static ]

Options: <Preference PeerAS LocalAS Refresh>

Holdtime: 90 Preference: 170 Local AS: 250 Local System AS: 200

Number of flaps: 0O

Peer ID: 192.168.0.3 Local ID: 192.168.0.2 Active Holdtime: 90

Keepalive Interval: 30 Peer index: 1

BFD: disabled, down

Local Interface: fe-1/2/1.3

NLRI for restart configured on peer: inet-unicast

NLRI advertised by peer: inet-unicast

NLRI for this session: inet-unicast

Peer supports Refresh capability (2)

Stale routes from peer are kept for: 300

Peer does not support Restarter functionality

NLRI that restart is negotiated for: inet-unicast

NLRI of received end-of-rib markers: inet-unicast

NLRI of all end-of-rib markers sent: inet-unicast

Peer supports 4 byte AS extension (peer-as 300)

Peer does not support Addpath

Table inet.0 Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:

Last traffic (seconds): Received 19 Sent 26 Checked 9

Input messages: Total 256 Updates 3 Refreshes 0 Octets 4931

Output messages: Total 256 Updates 2 Refreshes 0 Octets 4999

Output Queue[0]: O

AODNWER

Meaning The Local AS: 250 and Local System AS: 200 output shows that Device R2 has the
expected settings. Additionally, the output shows that the options list includes LocalAS.

Checking the BGP Peering Sessions

Purpose Ensure that the sessions are established and that the local AS number 250 is displayed.

Action From operational mode, enter the show bgp summary command.

user@R1> show bgp summary
Groups: 1 Peers: 1 Down peers: O

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0 4 2 0 0 0 0
Peer AS InPkt OutPkt outQ Flaps Last Up/Dwn
State|#Active/Received/Accepted/Damped. ..

10.0.0.2 250 232 233 0 4 1:42:37
2/4/4/0 0/0/0/0

user@R3> show bgp summary
Groups: 1 Peers: 1 Down peers: O
Table Tot Paths Act Paths Suppressed History Damp State Pending
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Meaning

Purpose

Action

Meaning

inet.0 4 2 0 0 0 0
Peer AS InPkt OutPkt OoutQ Flaps Last Up/Dwn
State|#Active/Received/Accepted/Damped. . .

10.1.0.1 250 235 236 0 4 1:44:25
2/4/4/0 0/0/0/0

Device R1and Device R3 appear to be peering with a device in AS 250, even though Device
R2is actually in AS 200.

Verifying the BGP AS Paths

Make sure that the routes are in the routing tables and that the AS paths show the local
AS number 250.
From configuration mode, enter the set route protocol bgp command.

user@R1> show route protocol bgp
inet.0: 6 destinations, 8 routes (6 active, 0 holddown, O hidden)

+ = Active Route, - = Last Active, * = Both
10.0.0.0/30 [BGP/170] 01:46:44, localpref 100
AS path: 250 1
> to 10.0.0.2 via fe-1/2/0.1
10.1.0.0/30 [BGP/170] 01:46:44, localpref 100
AS path: 250 1
> to 10.0.0.2 via fe-1/2/0.1
192.168.0.2/32 *[BGP/170] 01:46:44, localpref 100
AS path: 250 1
> to 10.0.0.2 via fe-1/2/0.1
192.168.0.3/32 *[BGP/170] 01:46:40, localpref 100

AS path: 250 300 1
> to 10.0.0.2 via fe-1/2/0.1

user@R3> show route protocol bgp

inet.0: 6 destinations, 8 routes (6 active, 0 holddown, O hidden)

+ = Active Route, - = Last Active, * = Both
10.0.0.0/30 [BGP/170] 01:47:10, localpref 100
AS path: 250 1
> to 10.1.0.1 via fe-1/2/0.4
10.1.0.0/30 [BGP/170] 01:47:10, localpref 100
AS path: 250 1
> to 10.1.0.1 via fe-1/2/0.4
192.168.0.1/32 *[BGP/170] 01:47:10, localpref 100

AS path: 250 100 1
> to 10.1.0.1 via fe-1/2/0.4
192.168.0.2/32 *[BGP/170] 01:47:10, localpref 100
AS path: 250 1
> to 10.1.0.1 via fe-1/2/0.4

The output shows that Device R1 and Device R3 appear to have routes with AS paths
that include AS 250, even though Device R2 is actually in AS 200.
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Related . Understanding External BGP Peering Sessions on page 21

D .
ocumentation « BGP Configuration Overview on page 13

Example: Configuring a Private Local AS for EBGP Sessions

This example shows how to configure a private local autonomous system (AS) number.
The local AS is considered to be private because it is advertised to peers that use the
local AS number for peering, but is hidden in the announcements to peers that can use
the global AS number for peering.

« Requirements on page 91
« QOverview on page 91

« Configuration on page 92

» Verification on page 95

Requirements

No special configuration beyond device initialization is required before you configure this
example.

Overview

Use the local-as statement when ISPs merge and want to preserve a customer’s
configuration, particularly the AS with which the customer is configured to establish a
peer relationship. The local-as statement simulates the AS number already in place in
customer routers, even if the ISP’s router has moved to a different AS.

When you use the private option, the local AS is used during the establishment of the
BGP session with an external BGP (EBGP) neighbor, but is hidden in the AS path sent to
other EBGP peers. Only the global AS is included in the AS path sent to external peers.

The private optionis useful for establishing local peering with routing devices that remain
configured with their former AS or with a specific customer that has not yet modified its
peer arrangements. The local AS is used to establish the BGP session with the EBGP
neighbor, but is hidden in the AS path sent to external peers in another AS.

Include the private option so that the local AS is not prepended before the global AS in
the AS path sent to external peers. When you specify the private option, the local AS is
prepended only in the AS path sent to the EBGP neighbor.

Figure 9 on page 92 shows the sample topology.
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Figure 9: Topology for Configuring a Private Local AS
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Device R1is in AS 64496. Device R2 isin AS 64510. Device R3is in AS 64511. Device R4
isin AS 64512. Device R1 formerly belonged to AS 64497, which has merged with another
network and now belongs to AS 64496. Because Device R3 still peers with Device R1,
using its former AS, 64497, Device R1 needs to be configured with a local AS of 64497
in order to maintain peering with Device R3. Configuring a local AS of 64497 permits
Device R1to add AS 64497 when advertising routes to Device R3. Device R3 sees an AS
path of 64497 64496 for the prefix 10.1.1.2/32, which is Device R2's loopback interface.
Device R4, which is behind Device R3, sees an AS path of 64511 64497 64496 64510 to
Device R2’s loopback interface. To prevent Device R1 from adding the local AS number
in its announcements to other peers, this example includes the local-as 64497 private
statement. The private option configures Device R1to not include the local AS 64497
when announcing routes to Device R2. Device R2 sees an AS path of 64496 64511 to
Device R3 and an AS path of 64496 64511 64512 to Device R4. The private option in
Device R1's configuration causes the AS number 64497 to be missing from the AS paths
that Device R1readvertises to Device R2.

Device R2 is hiding the private local AS from all the routers, except Device R3. The private
option applies to the routes that Device R1 receives (learns) from Device R3 and that
Device R1, in turn, readvertises to other routers. When these routes learned from Device
R3 are readavertised by Device R1to Device R2, the private local AS is missing from the
AS path advertised to Device R2.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set interfaces fe-1/2/0 unit 3 family inet address 192.168.1.1/24
set interfaces fe-1/72/1 unit 5 family inet address 192.168.10.1/24
set interfaces loO unit 2 family inet address 10.1.1.1/32

set protocols bgp group external-AS64511 type external

set protocols bgp group external-AS64511 peer-as 64511
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set protocols bgp group external-AS64511 local-as 64497

set protocols bgp group external-AS64511 local-as private

set protocols bgp group external-AS64511 neighbor 192.168.1.2

set protocols bgp group external-AS64510 type external

set protocols bgp group external-AS64510 peer-as 64510

set protocols bgp group external-AS64510 neighbor 192.168.10.2

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept

set routing-options autonomous-system 64496

Device R2 set interfaces fe-1/2/0 unit 6 family inet address 192.168.10.2/24
set interfaces loO unit 3 family inet address 10.1.1.2/32
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 64496
set protocols bgp group external neighbor 192.168.10.1
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 64510

Device R3 set interfaces fe-1/2/0 unit 4 family inet address 192.168.1.2/24
set interfaces fe-1/2/1 unit 7 family inet address 192.168.5.1/24
set interfaces loO unit 4 family inet address 10.1.1.3/32
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external neighbor 192.168.1.1 peer-as 64497
set protocols bgp group external neighbor 192.168.5.2 peer-as 64512
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 64511

Device R4 set interfaces fe-1/2/0 unit 8 family inet address 192.168.5.2/24
set interfaces loO unit 5 family inet address 10.1.1.4/32
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 64511
set protocols bgp group external neighbor 192.168.5.1
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 64512

Configuring Device R1

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CL| Editor in Configuration
Mode in the CL/ User Guide.

To configure Device R1:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 3]
user@R1# set family inet address 192.168.1.1/24
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[edit interfaces fe-1/2/1 unit 5]
user@R1# set family inet address 192.168.10.1/24

[edit interfaces loO unit 2]
user@R1# set family inet address 10.1.1.1/32

Configure the EBGP peering session with Device R2.

[edit protocols bgp group external-AS64510]
user@R1# set type external

user@R1# set peer-as 64510

user@R1# set neighbor 192.168.10.2

Configure the EBGP peering session with Device R3.

[edit protocols bgp group external-AS64511]
user@R1# set type external

user@R1# set peer-as 64511

user@R1# set local-as 64497

user@R1# set local-as private

user@RI1# set neighbor 192.168.1.2

Configure the routing policy.

[edit policy-options policy-statement send-direct term 1]
user@R1# set from protocol direct
user@R1# set then accept

Configure the global autonomous system (AS) number.

[edit routing-options]
user@R1# set autonomous-system 64496

From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R1# show interfaces
fe-1/2/0 {
unit3 {
family inet {
address 192.168.1.1/24;
}
1
1
fe-1/2/1{
unit5{
family inet {
address 192.168.10.1/24;
}
1
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1
loO {
unit 2 {
family inet {
address 10.1.1.1/32;
}
1
1

user@R1# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;
1
}

user@R1# show protocols
bgp {
group external-AS64511 {
type external;
peer-as 64511;
local-as 64497 private;
neighbor 192.168.1.2;
1
group external-AS64510 {
type external;
peer-as 64510;
neighbor 192.168.10.2;
1
}

user@R1# show routing-options
autonomous-system 64496;

If you are done configuring the device, enter commit from configuration mode.

Repeat the configuration as needed for the other devices in the topology.

Verification

Confirm that the configuration is working properly.

« Checking Device R2’'s AS Paths on page 95
« Checking Device R3’s AS Paths on page 96

Checking Device R2’s AS Paths

Purpose
R4.

Action

user@R2> show route protocol bgp

Make sure that Device R2 does not have AS 64497 inits AS paths to Device R3 and Device

From operational mode, enter the show route protocol bgp command.
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inet.0: 6 destinations, 6 routes (6 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

10.1.1.3/32 *[BGP/170] 01:33:11, localpref 100
AS path: 64496 64511 1
> to 192.168.10.1 via fe-1/2/0.6
10.1.1.4/32 *[BGP/170] 01:33:11, localpref 100
AS path: 64496 64511 64512 1
> to 192.168.10.1 via fe-1/2/0.6
192.168.5.0/24 *[BGP/170] 01:49:15, localpref 100
AS path: 64496 64511 1
> to 192.168.10.1 via fe-1/2/0.6

Device R2’s AS paths do not include AS 64497.

Checking Device R3’s AS Paths

Make sure that Device R3 does not have AS 64497 in its AS path to Device R4.

From operational mode, enter the show route protocol bgp command.

user@R3> show route protocol bgp
inet.0: 7 destinations, 8 routes (7 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

10.1.1.2/32 *[BGP/170] 01:35:11, localpref 100
AS path: 64497 64496 64510 1
> to 192.168.1.1 via fe-1/2/0.4
10.1.1.4/32 *[BGP/170] 01:35:11, localpref 100
AS path: 64512 1
> to 192.168.5.2 via fe-1/2/1.7
192.168.5.0/24 [BGP/170] 01:51:15, localpref 100
AS path: 64512 1
> to 192.168.5.2 via fe-1/2/1.7

Device R3's route to Device R2 (prefix 10.1.1.2) includes both the local and the global AS
configured on Device R1 (64497 and 64496, respectively).

« Understanding External BGP Peering Sessions on page 21

« BGP Configuration Overview on page 13

Understanding the Accumulated IGP Attribute for BGP

The interior gateway protocols (IGPs) are designed to handle routing within a single
domain or an autonomous system (AS). Each link is assigned a particular value called a
metric. The distance between the two nodes is calculated as a sum of all the metric
values of links along the path. The IGP selects the shortest path between two nodes
based on distance.
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Related
Documentation

BGP is designed to provide routing over a large number of independent ASs with limited
or no coordination among respective administrations. BGP does not use metrics in the
path selection decisions.

The accumulated IGP (AIGP) metric attribute for BGP enables deployment in which a
single administration can run several contiguous BGP ASs. Such deployments allow BGP
to make routing decisions based on the IGP metric. In such networks, it is possible for
BGP to select paths based on metrics as is done by IGPs. In this case, BGP chooses the
shortest path between two nodes, even though the nodes might be in two different ASs.

The AIGP attribute is particularly useful in networks that use tunneling to deliver a packet
toits BGP next hop. The Juniper Networks” Junos® operating system (Junos OS) currently
supports the AIGP attribute for two BGP address families, family inet labeled-unicast and
family inet6 labeled-unicast.

AIGP impacts the BGP best-route decision process. The AIGP attribute preference rule
is applied after the local-preference rule. The AIGP distance is compared to break a tie.
The BGP best-route decision process also impacts the way the interior cost ruleis applied
if the resolving next hop has an AIGP attribute. Without AIGP enabled, the interior cost
of aroute is based on the calculation of the metric to the next hop for the route. With
AIGP enabled, the resolving AIGP distance is added to the interior cost.

The AIGP attribute is an optional non-transitive BGP path attribute and is specified in
Internet draft draft-ietf-idr-aigp-06, The Accumulated IGP Metric Attribute for BGP.

. Example: Configuring the Accumulated IGP Attribute for BGP on page 97

« Configuring the Accumulated IGP Attribute for BGP

Example: Configuring the Accumulated IGP Attribute for BGP

Requirements

This example shows how to configure the accumulated IGP (AIGP) metric attribute for
BGP.

« Requirements on page 97
« Overview on page 98
« Configuration on page 99

« Verification on page 130

This example uses the following hardware and software components:

« Seven BGP-speaking devices.

« Junos OS Release 12.1 or later.
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Overview

The AIGP attribute enables deployments in which a single administration can run several
contiguous BGP autonomous systems (ASs). Such deployments allow BGP to make
routing decisions based on the IGP metric. With AIGP enabled, BGP can select paths
based on IGP metrics. This enables BGP to choose the shortest path between two nodes,
even though the nodes might be in different ASs. The AIGP attribute is particularly useful
in networks that use tunneling to deliver a packet to its BGP next hop. This example
shows AIGP configured with MPLS label-switched paths.

To enable AIGP, you include the aigp statement in the BGP configuration on a protocol
family basis. Configuring AIGP on a particular family enables sending and receiving of
the AIGP attribute on that family. By default, AIGP is disabled. An AIGP-disabled neighbor
does not send an AIGP attribute and silently discards a received AIGP attribute.

Junos OS supports AIGP for family inet labeled-unicast and family inet6 labeled-unicast.
The aigp statement can be configured for a given family at the global BGP, group, or
neighbor level.

By default, the value of the AIGP attribute for a local prefix is zero. An AIGP-enabled
neighbor can originate an AIGP attribute for a given prefix by export policy, using the
aigp-originate policy action. The value of the AIGP attribute reflects the IGP distance to
the prefix. Alternatively, you can specify a value, by using the aigp-originate distance
distance policy action. The configurable range is O through 4,294,967,295. Only one node
needs to originate an AIGP attribute. The AIGP attribute is retained and readvertised if
the neighbors are AIGP enabled with the aigp statement in the BGP configuration.

The policy action to originate the AIGP attribute has the following requirements:

« Neighbor must be AIGP enabled.

« Policy must be applied as an export policy.
« Prefix must have no current AIGP attribute.
« Prefix must export with next-hop self.

« Prefix must reside within the AIGP domain. Typically, a loopback IP address is the prefix
to originate.

The policy is ignored if these requirements are not met.

Topology Diagram

Figure 10 on page 99 shows the topology used in this example. OSPF is used as the interior
gateway protocol (IGP). Internal BGP (IBGP) is configured between Device PET and
Device PE4. External BGP (EBGP) is configured between Device PE7 and Device PET,
between Device PE4 and Device PE3, and between Device PE4 and Device PE2. Devices
PE4, PE2, and PE3 are configured for multihop. Device PE4 selects a path based on the
AIGP value and then readvertises the AIGP value based on the AIGP and policy
configuration. Device PE1 readvertises the AIGP value to Device PE7, which is in another
administrative domain. Every device has two loopback interface addresses: 10.9.9.x is
used for BGP peering and the router ID, and 10.100.1.x is used for the BGP next hop.
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The network between Device PE1 and PE3 has IBGP peering and multiple OSPF areas.
The external link to Device PE7 is configured to show that the AIGP attribute is readvertised
to a neighbor outside of the administrative domain, if that neighbor is AIGP enabled.

Figure 10: Advertisement of Multiple Paths in BGP

For origination of an AIGP attribute, the BGP next hop is required to be itself. If the BGP
next hop remains unchanged, the received AIGP attribute is readvertised, asis, to another
AIGP neighbor. If the next hop changes, the received AIGP attribute is readvertised with
an increased value to another AIGP neighbor. The increase in value reflects the IGP
distance to the previous BGP next hop. To demonstrate, this example uses loopback
interface addresses for Device PE4’s EBGP peering sessions with Device PE2 and Device
PE3. Multihop is enabled on these sessions so that a recursive lookup is performed to
determine the point-to-point interface. Because the next hop changes, the IGP distance
is added to the AIGP distance.

« Configuring Device P1on page 105
« Configuring Device P2 on page 108
» Configuring Device PE4 on page 111
« Configuring Device PE1 on page 117
« Configuring Device PE2 on page 120
« Configuring Device PE3 on page 125
» Configuring Device PE7 on page 128

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set interfaces fe-1/2/0 unit 1 description P1-to-PE1
set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.2/30
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set interfaces fe-1/2/0 unit 1 family mpls

set interfaces fe-1/2/1 unit 4 description P1-to-P2

set interfaces fe-1/2/1 unit 4 family inet address 10.0.0.29/30
set interfaces fe-1/2/1 unit 4 family mpls

set interfaces fe-1/2/2 unit 8 description P1-to-PE4

set interfaces fe-1/2/2 unit 8 family inet address 10.0.0.17/30
set interfaces fe-1/2/2 unit 8 family mpls

set interfaces loO unit 3 family inet address 10.9.9.2/32

set interfaces loO unit 3 family inet address 10.100.1.2/32

set protocols rsvp interface fe-1/2/0.1

set protocols rsvp interface fe-1/2/2.8

set protocols rsvp interface fe-1/2/1.4

set protocols mpls label-switched-path P1-to-P2 t0 10.9.9.3
set protocols mpls label-switched-path P1-to-PE1 to 10.9.9.1
set protocols mpls label-switched-path P1-to-PE4 to 10.9.9.4
set protocols mpls interface fe-1/2/0.1

set protocols mpls interface fe-1/2/2.8

set protocols mpls interface fe-1/2/1.4

set protocols bgp group internal type internal

set protocols bgp group internal local-address 10.9.9.2

set protocols bgp group internal family inet labeled-unicast aigp
set protocols bgp group internal neighbor 10.9.9.1

set protocols bgp group internal neighbor 10.9.9.3

set protocols bgp group internal neighbor 10.9.9.4

set protocols ospf area 0.0.0.1 interface fe-1/2/0.1 metric 1
set protocols ospf area 0.0.0.1 interface fe-1/2/1.4 metric 1
set protocols ospf area 0.0.0.0 interface fe-1/2/2.8 metric 1
set protocols ospf area 0.0.0.0 interface 10.9.9.2 passive

set protocols ospf area 0.0.0.0 interface 10.9.9.2 metric 1

set protocols ospf area 0.0.0.0 interface 10.100.1.2 passive
set protocols ospf area 0.0.0.0 interface 10.100.1.2 metric 1
set routing-options router-id 10.9.9.2

set routing-options autonomous-system 13979

Device P2 set interfaces fe-1/2/0 unit 3 description P2-to-PE1
set interfaces fe-1/2/0 unit 3 family inet address 10.0.0.6/30
set interfaces fe-1/2/0 unit 3 family mpls
set interfaces fe-1/2/1 unit 5 description P2-to-P1
set interfaces fe-1/2/1 unit 5 family inet address 10.0.0.30/30
set interfaces fe-1/2/1 unit 5 family mpls
set interfaces fe-1/2/2 unit 6 description P2-to-PE4
set interfaces fe-1/2/2 unit 6 family inet address 10.0.0.13/30
set interfaces fe-1/2/2 unit 6 family mpls
set interfaces loO unit 5 family inet address 10.9.9.3/32
set interfaces loO unit 5 family inet address 10.100.1.3/32
set protocols rsvp interface fe-1/2/1.5
set protocols rsvp interface fe-1/2/2.6
set protocols rsvp interface fe-1/2/0.3
set protocols mpls label-switched-path P2-to-PE1t0 10.9.9.1
set protocols mpls label-switched-path P2-to-P1t0 10.9.9.2
set protocols mpls label-switched-path P2-to-PE4 to0 10.9.9.4
set protocols mpls interface fe-1/2/1.5
set protocols mpls interface fe-1/2/2.6
set protocols mpls interface fe-1/2/0.3
set protocols bgp group internal type internal
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set protocols bgp group internal local-address 10.9.9.3

set protocols bgp group internal family inet labeled-unicast aigp
set protocols bgp group internal neighbor 10.9.9.1

set protocols bgp group internal neighbor 10.9.9.2

set protocols bgp group internal neighbor 10.9.9.4

set protocols ospf area 0.0.0.0 interface fe-1/2/2.6 metric 1
set protocols ospf area 0.0.0.0 interface 10.9.9.3 passive
set protocols ospf area 0.0.0.0 interface 10.9.9.3 metric 1
set protocols ospf area 0.0.0.0 interface 10.100.1.3 passive
set protocols ospf area 0.0.0.0 interface 10.100.1.3 metric 1
set routing-options router-id 10.9.9.3

set routing-options autonomous-system 13979

Device PE4 set interfaces fe-1/2/0 unit 7 description PE4-to-P2
set interfaces fe-1/2/0 unit 7 family inet address 10.0.0.14/30
set interfaces fe-1/2/0 unit 7 family mpls
set interfaces fe-1/2/1 unit 9 description PE4-to-P1
set interfaces fe-1/2/1 unit 9 family inet address 10.0.0.18/30
set interfaces fe-1/2/1 unit 9 family mpls
set interfaces fe-1/2/2 unit 10 description PE4-to-PE2
set interfaces fe-1/2/2 unit 10 family inet address 10.0.0.21/30
set interfaces fe-1/2/2 unit 10 family mpls
set interfaces fe-1/0/2 unit 12 description PE4-to-PE3
set interfaces fe-1/0/2 unit 12 family inet address 10.0.0.25/30
set interfaces fe-1/0/2 unit 12 family mpls
set interfaces loO unit 7 family inet address 10.9.9.4/32
set interfaces loO unit 7 family inet address 10.100.1.4/32
set protocols rsvp interface fe-1/2/0.7
set protocols rsvp interface fe-1/2/1.9
set protocols rsvp interface fe-1/2/2.10
set protocols rsvp interface fe-1/0/2.12
set protocols mpls label-switched-path PE4-to-PE2 t0 10.9.9.5
set protocols mpls label-switched-path PE4-to-PE3 to 10.9.9.6
set protocols mpls label-switched-path PE4-to-P1t0 10.9.9.2
set protocols mpls label-switched-path PE4-to-P2 t0 10.9.9.3
set protocols mpls interface fe-1/2/0.7
set protocols mpls interface fe-1/2/1.9
set protocols mpls interface fe-1/2/2.10
set protocols mpls interface fe-1/0/2.12
set protocols bgp export next-hop
set protocols bgp export aigp
set protocols bgp group internal type internal
set protocols bgp group internal local-address 10.9.9.4
set protocols bgp group internal family inet labeled-unicast aigp
set protocols bgp group internal neighbor 10.9.9.1
set protocols bgp group internal neighbor 10.9.9.3
set protocols bgp group internal neighbor 10.9.9.2
set protocols bgp group external type external
set protocols bgp group external multihop ttl 2
set protocols bgp group external local-address 10.9.9.4
set protocols bgp group external family inet labeled-unicast aigp
set protocols bgp group external peer-as 7018
set protocols bgp group external neighbor 10.9.9.5
set protocols bgp group external neighbor 10.9.9.6
set protocols ospf area 0.0.0.0 interface fe-1/2/1.9 metric 1

Copyright © 2017, Juniper Networks, Inc. 101



BGP Feature Guide

Device PE1

set protocols ospf area 0.0.0.0 interface fe-1/2/0.7 metric 1

set protocols ospf area 0.0.0.0 interface 10.9.9.4 passive

set protocols ospf area 0.0.0.0 interface 10.9.9.4 metric 1

set protocols ospf area 0.0.0.0 interface 10.100.1.4 passive

set protocols ospf area 0.0.0.0 interface 10.100.1.4 metric 1

set protocols ospf area 0.0.0.2 interface fe-1/2/2.10 metric 1

set protocols ospf area 0.0.0.3 interface fe-1/0/2.12 metric 1

set policy-options policy-statement aigp term 10 from protocol static

set policy-options policy-statement aigp term 10 from route-filter 44.0.0.0/24 exact

set policy-options policy-statement aigp term 10 then aigp-originate distance 200

set policy-options policy-statement aigp term 10 then next-hop 10.100.1.4

set policy-options policy-statement aigp term 10 then accept

set policy-options policy-statement next-hop term 10 from protocol bgp

set policy-options policy-statement next-hop term 10 then next-hop 10.100.1.4

set policy-options policy-statement next-hop term 10 then accept

set policy-options policy-statement next-hop term 20 from protocol direct

set policy-options policy-statement next-hop term 20 from route-filter 10.9.9.4/32 exact

set policy-options policy-statement next-hop term 20 from route-filter 10.100.1.4/32
exact

set policy-options policy-statement next-hop term 20 then next-hop 10.100.1.4

set policy-options policy-statement next-hop term 20 then accept

set routing-options static route 44.0.0.0/24 discard

set routing-options router-id 10.9.9.4

set routing-options autonomous-system 13979

set interfaces fe-1/2/0 unit O description PE1-to-P1

set interfaces fe-1/2/0 unit O family inet address 10.0.0.1/30
set interfaces fe-1/2/0 unit O family mpls

set interfaces fe-1/2/1 unit 2 description PE1-to-P2

set interfaces fe-1/2/1 unit 2 family inet address 10.0.0.5/30

set interfaces fe-1/2/1 unit 2 family mpls

set interfaces fe-1/2/2 unit 14 description PE1-to-PE7

set interfaces fe-1/2/2 unit 14 family inet address 10.0.0.9/30
set interfaces loO unit 1 family inet address 10.9.9.1/32

set interfaces loO unit 1 family inet address 10.100.1.1/32

set protocols rsvp interface fe-1/2/0.0

set protocols rsvp interface fe-1/2/1.2

set protocols rsvp interface fe-1/2/2.14

set protocols mpls label-switched-path PE1-to-P1t0 10.9.9.2
set protocols mpls label-switched-path PE1-to-P2 t0 10.9.9.3
set protocols mpls interface fe-1/2/0.0

set protocols mpls interface fe-1/2/1.2

set protocols mpls interface fe-1/2/2.14

set protocols bgp group internal type internal

set protocols bgp group internal local-address 10.9.9.1

set protocols bgp group internal family inet labeled-unicast aigp
set protocols bgp group internal export SET_EXPORT_ROUTES
set protocols bgp group internal vpn-apply-export

set protocols bgp group internal neighbor 10.9.9.4

set protocols bgp group internal neighbor 10.9.9.2

set protocols bgp group internal neighbor 10.9.9.3

set protocols bgp group external type external

set protocols bgp group external family inet labeled-unicast aigp
set protocols bgp group external export SET_EXPORT_ROUTES
set protocols bgp group external peer-as 7019
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set protocols bgp group external neighbor 10.0.0.10

set protocols ospf area 0.0.0.1 interface fe-1/2/0.0 metric 1

set protocols ospf area 0.0.0.1 interface fe-1/2/1.2 metric 1

set protocols ospf area 0.0.0.1 interface 10.9.9.1 passive

set protocols ospf area 0.0.0.1 interface 10.9.9.1 metric 1

set protocols ospf area 0.0.0.1 interface 10.100.1.1 passive

set protocols ospf area 0.0.0.1interface 10.100.1.1 metric 1

set policy-options policy-statement SET_EXPORT_ROUTES term 10 from protocol direct

set policy-options policy-statement SET_EXPORT_ROUTES term 10 from protocol bgp

set policy-options policy-statement SET_EXPORT_ROUTES term 10 then next-hop
10.100.1.1

set policy-options policy-statement SET_EXPORT_ROUTES term 10 then accept

set routing-options router-id 10.9.9.1

set routing-options autonomous-system 13979

Device PE2 set interfaces fe-1/2/0 unit 11 description PE2-to-PE4
set interfaces fe-1/2/0 unit 11 family inet address 10.0.0.22/30
set interfaces fe-1/2/0 unit 11 family mpls
set interfaces loO unit 9 family inet address 10.9.9.5/32 primary
set interfaces loO unit 9 family inet address 10.100.1.5/32
set protocols rsvp interface fe-1/2/0.11
set protocols mpls label-switched-path PE2-to-PE4 to0 10.9.9.4
set protocols mpls interface fe-1/2/0.11
set protocols bgp group external type external
set protocols bgp group external multihop ttl 2
set protocols bgp group external local-address 10.9.9.5
set protocols bgp group external family inet labeled-unicast aigp
set protocols bgp group external export next-hop
set protocols bgp group external export aigp
set protocols bgp group external export SET_EXPORT_ROUTES
set protocols bgp group external vpn-apply-export
set protocols bgp group external peer-as 13979
set protocols bgp group external neighbor 10.9.9.4
set protocols ospf area 0.0.0.2 interface 10.9.9.5 passive
set protocols ospf area 0.0.0.2 interface 10.9.9.5 metric 1
set protocols ospf area 0.0.0.2 interface 10.100.1.5 passive
set protocols ospf area 0.0.0.2 interface 10.100.1.5 metric 1
set protocols ospf area 0.0.0.2 interface fe-1/2/0.11 metric 1
set policy-options policy-statement SET_EXPORT_ROUTES term 10 from protocol direct
set policy-options policy-statement SET_EXPORT_ROUTES term 10 from protocol static
set policy-options policy-statement SET_EXPORT_ROUTES term 10 from protocol bgp
set policy-options policy-statement SET_EXPORT_ROUTES term 10 then next-hop
10.100.1.5
set policy-options policy-statement SET_EXPORT_ROUTES term 10 then accept
set policy-options policy-statement aigp term 10 from route-filter 55.0.0.0/24 exact
set policy-options policy-statement aigp term 10 then aigp-originate distance 20
set policy-options policy-statement aigp term 10 then next-hop 10.100.1.5
set policy-options policy-statement aigp term 10 then accept
set policy-options policy-statement aigp term 20 from route-filter 99.0.0.0/24 exact
set policy-options policy-statement aigp term 20 then aigp-originate distance 30
set policy-options policy-statement aigp term 20 then next-hop 10.100.1.5
set policy-options policy-statement aigp term 20 then accept
set policy-options policy-statement next-hop term 10 from protocol bgp
set policy-options policy-statement next-hop term 10 then next-hop 10.100.1.5
set policy-options policy-statement next-hop term 10 then accept
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set policy-options policy-statement next-hop term 20 from protocol direct

set policy-options policy-statement next-hop term 20 from route-filter 10.9.9.5/32 exact

set policy-options policy-statement next-hop term 20 from route-filter 10.100.1.5/32
exact

set policy-options policy-statement next-hop term 20 then next-hop 10.100.1.5

set policy-options policy-statement next-hop term 20 then accept

set routing-options static route 99.0.0.0/24 discard

set routing-options static route 55.0.0.0/24 discard

set routing-options router-id 10.9.9.5

set routing-options autonomous-system 7018

set interfaces fe-1/2/0 unit 13 description PE3-to-PE4

set interfaces fe-1/2/0 unit 13 family inet address 10.0.0.26/30

set interfaces fe-1/2/0 unit 13 family mpls

set interfaces loO unit 11 family inet address 10.9.9.6/32

set interfaces loO unit 11 family inet address 10.100.1.6/32

set protocols rsvp interface fe-1/2/0.13

set protocols mpls label-switched-path PE3-to-PE4 t0 10.9.9.4

set protocols mpls interface fe-1/2/0.13

set protocols bgp group external type external

set protocols bgp group external multihop ttl 2

set protocols bgp group external local-address 10.9.9.6

set protocols bgp group external family inet labeled-unicast aigp

set protocols bgp group external export next-hop

set protocols bgp group external export SET_EXPORT_ROUTES

set protocols bgp group external vpn-apply-export

set protocols bgp group external peer-as 13979

set protocols bgp group external neighbor 10.9.9.4

set protocols ospf area 0.0.0.3 interface 10.9.9.6 passive

set protocols ospf area 0.0.0.3 interface 10.9.9.6 metric 1

set protocols ospf area 0.0.0.3 interface 10.100.1.6 passive

set protocols ospf area 0.0.0.3 interface 10.100.1.6 metric 1

set protocols ospf area 0.0.0.3 interface fe-1/2/0.13 metric 1

set policy-options policy-statement SET_EXPORT_ROUTES term 10 from protocol direct

set policy-options policy-statement SET_EXPORT_ROUTES term 10 from protocol static

set policy-options policy-statement SET_EXPORT_ROUTES term 10 from protocol bgp

set policy-options policy-statement SET_EXPORT_ROUTES term 10 then next-hop
10.100.1.6

set policy-options policy-statement SET_EXPORT_ROUTES term 10 then accept

set policy-options policy-statement next-hop term 10 from protocol bgp

set policy-options policy-statement next-hop term 10 then next-hop 10.100.1.6

set policy-options policy-statement next-hop term 10 then accept

set policy-options policy-statement next-hop term 20 from protocol direct

set policy-options policy-statement next-hop term 20 from route-filter 10.9.9.6/32 exact

set policy-options policy-statement next-hop term 20 from route-filter 10.100.1.6/32
exact

set policy-options policy-statement next-hop term 20 then next-hop 10.100.1.6

set policy-options policy-statement next-hop term 20 then accept

set routing-options router-id 10.9.9.6

set routing-options autonomous-system 7018

set interfaces fe-1/2/0 unit 15 description PE7-to-PE]1
set interfaces fe-1/2/0 unit 15 family inet address 10.0.0.10/30
set interfaces loO unit 13 family inet address 10.9.9.7/32
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set interfaces loO unit 13 family inet address 10.100.1.7/32

set protocols bgp group external type external

set protocols bgp group external family inet labeled-unicast aigp

set protocols bgp group external export SET_EXPORT_ROUTES

set protocols bgp group external peer-as 13979

set protocols bgp group external neighbor 10.0.0.9

set policy-options policy-statement SET_EXPORT_ROUTES term 10 from protocol direct

set policy-options policy-statement SET_EXPORT_ROUTES term 10 from protocol bgp

set policy-options policy-statement SET_EXPORT_ROUTES term 10 then next-hop
10.100.1.7

set policy-options policy-statement SET_EXPORT_ROUTES term 10 then accept

set routing-options router-id 10.9.9.7

set routing-options autonomous-system 7019

Configuring Device P1

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure Device P1:

1. Configure the interfaces.

[edit interfaces]

user@P1# set fe-1/2/0 unit 1 description P1-to-PE]1

user@P1# set fe-1/2/0 unit 1 family inet address 10.0.0.2/30
user@P1# set fe-1/2/0 unit 1 family mpls

user@P1# set fe-1/2/1 unit 4 description P1-to-P2

user@P1# set fe-1/2/1 unit 4 family inet address 10.0.0.29/30
user@P1# set fe-1/2/1 unit 4 family mpls

user@P1# set fe-1/2/2 unit 8 description P1-to-PE4
user@P1# set fe-1/2/2 unit 8 family inet address 10.0.0.17/30
user@P1# set fe-1/2/2 unit 8 family mpls

user@P1# set loO unit 3 family inet address 10.9.9.2/32
user@P1# set loO unit 3 family inet address 10.100.1.2/32

2. Configure MPLS and a signaling protocol, such as RSVP or LDP.

[edit protocols]

user@P1# set rsvp interface fe-1/2/0.1

user@P1# set rsvp interface fe-1/2/2.8

user@P1# set rsvp interface fe-1/2/1.4

user@P1# set mpls label-switched-path P1-to-P2 to0 10.9.9.3
user@P1# set mpls label-switched-path P1-to-PE1t0 10.9.9.1
user@P1# set mpls label-switched-path P1-to-PE4 to0 10.9.9.4
user@P1# set mpls interface fe-1/2/0.1

user@P1# set mpls interface fe-1/2/2.8

user@P1# set mpls interface fe-1/2/1.4

3. Configure BGP.

[edit protocols bgp group internal]
user@P1# set type internal
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user@P1# set local-address 10.9.9.2
user@P1# set neighbor 10.9.9.1
user@P1# set neighbor 10.9.9.3
user@P1# set neighbor 10.9.9.4

Enable AIGP.

[edit protocols bgp group internal]
user@P1# set family inet labeled-unicast aigp

Configure an IGP, such as OSPF, RIP, or IS-IS.

[edit protocols ospf]

user@P1# set area 0.0.0.1 interface fe-1/2/0.1 metric 1
user@P1# set area 0.0.0.1 interface fe-1/2/1.4 metric 1
user@P1# set area 0.0.0.0 interface fe-1/2/2.8 metric 1
user@P1# set area 0.0.0.0 interface 10.9.9.2 passive
user@P1# set area 0.0.0.0 interface 10.9.9.2 metric 1
user@P1# set area 0.0.0.0 interface 10.100.1.2 passive
user@P1# set area 0.0.0.0 interface 10.100.1.2 metric 1

Configure the router ID and the autonomous system number.

[edit routing-options]

user@P1# set router-id 10.9.9.2
user@P1# set autonomous-system 13979

If you are done configuring the device, commit the configuration.

user@P1# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,
show protocols, and show routing-options commands. If the output does not display the
intended configuration, repeat the instructions in this example to correct the configuration.

user@P1# show interfaces
fe-1/2/0 {
unit1{
description P1-to-PET;
family inet {
address 10.0.0.2/30;
}
family mpls;
1
}
fe-1/2/1{
unit 4 {
description P1-to-P2;
family inet {
address 10.0.0.29/30;
}

family mpls;
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1
1
fe-1/2/2 {
unit8{
description P1-to-PE4;
family inet {
address 10.0.0.17/30;
}
family mpls;
1
}
loO {
unit3{
family inet {
address 10.9.9.2/32;
address 10.100.1.2/32;
}
1
1

user@P1# show protocols
rsvp {
interface fe-1/2/0.1;
interface fe-1/2/2.8;
interface fe-1/2/1.4;
1
mpls {
label-switched-path P1-to-P2 {
t010.9.9.3;
1
label-switched-path P1-to-PE1 {
t010.9.9.1;
1
label-switched-path P1-to-PE4 {
t010.9.9.4,;
1
interface fe-1/2/0.1;
interface fe-1/2/2.8;
interface fe-1/2/1.4;
}
bgp {
group internal {
type internal;
local-address 10.9.9.2;
family inet {
labeled-unicast {
aigp;
}
}
neighbor 10.9.9.1;
neighbor 10.9.9.3;
neighbor 10.9.9.4;
1
}
ospf {
area 0.0.0.1{
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}

user@P1# show routing-options

interface fe-1/2/0.1 {
metric 1;
}
interface fe-1/2/1.4 {
metric 1;
}
1
area 0.0.0.0 {
interface fe-1/2/2.8 {
metric 1;
}
interface 10.9.9.2 {
passive;
metric 1;
}
interface 10.100.1.2 {
passive;
metric 1;
}
1

router-id 10.9.9.2;

autonomous-system 13979;

Configuring Device P2

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure Device P2:

1.

2.

Configure the interfaces.

[edit interfaces]

user@P2# set fe-1/2/0 unit 3 description P2-to-PE1
user@P2# set fe-1/2/0 unit 3 family inet address 10.0.0.6/30
user@P2# set fe-1/2/0 unit 3 family mpls

user@P2# set fe-1/2/1 unit 5 description P2-to-P1

user@P2# set fe-1/2/1 unit 5 family inet address 10.0.0.30/30
user@P2# set fe-1/2/1 unit 5 family mpls

user@P2# set fe-1/2/2 unit 6 description P2-to-PE4
user@P2# set fe-1/2/2 unit 6 family inet address 10.0.0.13/30
user@P2# set fe-1/2/2 unit 6 family mpls

user@P2# set loO unit 5 family inet address 10.9.9.3/32
user@P2# set loO unit 5 family inet address 10.100.1.3/32

Configure MPLS and a signaling protocol, such as RSVP or LDP.

[edit protocols]

user@P2# set rsvp interface fe-1/2/1.5
user@P2# set rsvp interface fe-1/2/2.6
user@P2# set rsvp interface fe-1/2/0.3
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user@P2# set mpls label-switched-path P2-to-PE1to0 10.9.9.1
user@P2# set mpls label-switched-path P2-to-P1t0 10.9.9.2
user@P2# set mpls label-switched-path P2-to-PE4 t0 10.9.9.4
user@P2# set mpls interface fe-1/2/1.5

user@P2# set mpls interface fe-1/2/2.6

user@P2# set mpls interface fe-1/2/0.3

3.  Configure BGP.

[edit protocols bgp group internal]
user@P2# set type internal
user@P2# set local-address 10.9.9.3
user@P2# set neighbor 10.9.9.1
user@P2# set neighbor 10.9.9.2
user@P2# set neighbor 10.9.9.4

4, Enable AIGP.

[edit protocols bgp group internal]
user@P2# set family inet labeled-unicast aigp

5.  Configure an IGP, such as OSPF, RIP, or IS-IS.

[edit protocols ospf]

user@P2# set area 0.0.0.0 interface fe-1/2/2.6 metric 1
user@P2# set area 0.0.0.0 interface 10.9.9.3 passive
user@P2# set area 0.0.0.0 interface 10.9.9.3 metric 1
user@P2# set area 0.0.0.0 interface 10.100.1.3 passive
user@P2# set area 0.0.0.0 interface 10.100.1.3 metric 1

6.  Configure the router ID and the autonomous system number.

[edit routing-options]
user@P2# set router-id 10.9.9.3
user@P2# set autonomous-system 13979

7. If you are done configuring the device, commit the configuration.

user@P2# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,
show protocols, and show routing-options commands. If the output does not display the
intended configuration, repeat the instructions in this example to correct the configuration.

user@P2# show interfaces
fe-1/2/0 {
unit3{
description P2-to-PET;
family inet {
address 10.0.0.6/30;
1

family mpls;
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1
1
fe-1/2/1{
unit5{
description P2-to-P1,
family inet {
address 10.0.0.30/30;
}
family mpls;
1

1
fe-1/2/2{

unit 6 {
description P2-to-PE4;
family inet {
address 10.0.0.13/30;
}
family mpls;
1
1
lo0 {
unit51{
family inet {
address 10.9.9.3/32;
address 10.100.1.3/32;
}
1
}

user@P2# show protocols
rsvp {
interface fe-1/2/1.5;
interface fe-1/2/2.6;
interface fe-1/2/0.3;
}
mpls {
label-switched-path P2-to-PET {
t010.9.9.1;
1
label-switched-path P2-to-P1 {
t010.9.9.2;
1
label-switched-path P2-to-PE4 {
t010.9.9.4;
1
interface fe-1/2/1.5;
interface fe-1/2/2.6;
interface fe-1/2/0.3;
1
bgp {
group internal {
type internal;
local-address 10.9.9.3;
family inet {
labeled-unicast {
aigp;

1o
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1
}
neighbor 10.9.9.7;
neighbor 10.9.9.2;
neighbor 10.9.9.4;
1
1
ospf {
area 0.0.0.0{
interface fe-1/2/2.6 {
metric 1;
}
interface 10.9.9.3 {
passive;
metric 1;
}
interface 10.100.1.3 {
passive;
metric 1;
}
1
}

user@P2# show routing-options
router-id 10.9.9.3;
autonomous-system 13979;

Configuring Device PE4

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.
To configure Device PE4:

1. Configure the interfaces.

[edit interfaces]

user@PE4# set fe-1/2/0 unit 7 description PE4-to-P2
user@PE4+# set fe-1/2/0 unit 7 family inet address 10.0.0.14/30
user@PE4# set fe-1/2/0 unit 7 family mpls

user@PE4# set fe-1/2/1 unit 9 description PE4-to-P1
user@PE4# set fe-1/2/1 unit 9 family inet address 10.0.0.18/30
user@PE4# set fe-1/2/1 unit 9 family mpls

user@PE4+# set fe-1/2/2 unit 10 description PE4-to-PE2
user@PE4+# set fe-1/2/2 unit 10 family inet address 10.0.0.21/30
user@PE4+# set fe-1/2/2 unit 10 family mpls

user@PE4# set fe-1/0/2 unit 12 description PE4-to-PE3
user@PE4# set fe-1/0/2 unit 12 family inet address 10.0.0.25/30
user@PE4# set fe-1/0/2 unit 12 family mpls

user@PE4# set loO unit 7 family inet address 10.9.9.4/32
user@PE4+# set loO unit 7 family inet address 10.100.1.4/32
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2. Configure MPLS and a signaling protocol, such as RSVP or LDP.

[edit protocols]

user@PE4# set rsvp interface fe-1/2/0.7

user@PE4# set rsvp interface fe-1/2/1.9

user@PE4# set rsvp interface fe-1/2/2.10

user@PE4# set rsvp interface fe-1/0/2.12

user@PE4# set mpls label-switched-path PE4-to-PE2 t0 10.9.9.5
user@PE4+# set mpls label-switched-path PE4-to-PE3 t0 10.9.9.6
user@PE4# set mpls label-switched-path PE4-to-P1t010.9.9.2
user@PE4# set mpls label-switched-path PE4-to-P2 t0 10.9.9.3
user@PE4# set mpls interface fe-1/2/0.7

user@PE4+# set mpls interface fe-1/2/1.9

user@PE4+# set mpls interface fe-1/2/2.10

user@PE4+# set mpls interface fe-1/0/2.12

3. Configure BGP.

[edit protocols bgp]

user@PE4# set export next-hop

user@PE4# set export aigp

user@PE4# set group internal type internal
user@PE4# set group internal local-address 10.9.9.4
user@PE4# set group internal neighbor 10.9.9.1
user@PE4# set group internal neighbor 10.9.9.3
user@PE4# set group internal neighbor 10.9.9.2
user@PE4# set group external type external
user@PE4# set group external multihop ttl 2
user@PE4# set group external local-address 10.9.9.4
user@PE4# set group external peer-as 7018
user@PE4+# set group external neighbor 10.9.9.5
user@PE4# set group external neighbor 10.9.9.6

4, Enable AIGP.

[edit protocols bgp]
user@PE4# set group external family inet labeled-unicast aigp
user@PE4# set group internal family inet labeled-unicast aigp

5.  Originate a prefix, and configure an AIGP distance.

By default, a prefix is originated using the current IGP distance. Optionally, you can
configure a distance for the AIGP attribute, using the distance option, as shown
here.

[edit policy-options policy-statement aigp term 10]
user@PE4+# set from protocol static

user@PE4+# set from route-filter 44.0.0.0/24 exact
user@PE4# set then aigp-originate distance 200
user@PE4# set then next-hop 10.100.1.4
user@PE4+# set then accept
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6. Enable the policies.

[edit policy-options policy-statement next-hop]

user@PE4# set term 10 from protocol bgp

user@PE4# set term 10 then next-hop 10.100.1.4
user@PE4# set term 10 then accept

user@PE4+# set term 20 from protocol direct

user@PE4# set term 20 from route-filter 10.9.9.4/32 exact
user@PE4# set term 20 from route-filter 10.100.1.4/32 exact
user@PE4# set term 20 then next-hop 10.100.1.4
user@PE4# set term 20 then accept

7. Configure a static route.

[edit routing-options]
user@PE4# set static route 44.0.0.0/24 discard

8. Configure an IGP, such as OSPF, RIP, or IS-IS.

[edit protocols ospf]

user@PE4# set area 0.0.0.0 interface fe-1/2/1.9 metric 1
user@PE4+# set area 0.0.0.0 interface fe-1/2/0.7 metric 1
user@PE4+# set area 0.0.0.0 interface 10.9.9.4 passive
user@PE4# set area 0.0.0.0 interface 10.9.9.4 metric 1
user@PE4# set area 0.0.0.0 interface 10.100.1.4 passive
user@PE4# set area 0.0.0.0 interface 10.100.1.4 metric 1
user@PE4# set area 0.0.0.2 interface fe-1/2/2.10 metric 1
user@PE4+# set area 0.0.0.3 interface fe-1/0/2.12 metric 1

9. Configure the router ID and the autonomous system number.

[edit routing-options]
user@PE4# set router-id 10.9.9.4
user@PE4# set autonomous-system 13979

10.  If you are done configuring the device, commit the configuration.

user@PE4# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@PE4# show interfaces
fe-1/0/2 {
unit12 {
description PE4-to-PE3;
family inet {
address 10.0.0.25/30;
}

family mpls;
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1
1
fe-1/2/0 {
unit 7 {
description PE4-to-P2;
family inet {
address 10.0.0.14/30;
}
family mpls;
1
}
fe-1/2/1{
unit 9 {
description PE4-to-PT,;
family inet {
address 10.0.0.18/30;
}
family mpls;
1
1
fe-1/2/2 {
unit10 {
description PE4-to-PE2;
family inet {
address 10.0.0.21/30;
}
family mpls;
1
}
loO {
unit7{
family inet {
address 10.9.9.4/32;
address 10.100.1.4/32;
}
1
1

user@PE4# show policy-options
policy-statement aigp {
term10 {
from {
protocol static;
route-filter 44.0.0.0/24 exact;
}
then {
aigp-originate distance 200;
next-hop 10.100.1.4;
accept;
}
1
}
policy-statement next-hop {
term10 {
from protocol bgp;
then {

N4
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next-hop 10.100.1.4;
accept;
}
1
term 20 {
from {
protocol direct;
route-filter 10.9.9.4/32 exact;
route-filter 10.100.1.4/32 exact;
}
then {
next-hop 10.100.1.4;
accept;
}
1
}

user@PE4# show protocols
rsvp {
interface fe-1/2/0.7;
interface fe-1/2/1.9;
interface fe-1/2/2.10;
interface fe-1/0/2.12;
}
mpls {
label-switched-path PE4-to-PE2 {
t010.9.9.5;
1
label-switched-path PE4-to-PE3 {
t010.9.9.6;
1
label-switched-path PE4-to-P1 {
t010.9.9.2;
1
label-switched-path PE4-to-P2 {
t010.9.9.3;
1
interface fe-1/2/0.7;
interface fe-1/2/1.9;
interface fe-1/2/2.10;
interface fe-1/0/2.12;
}
bgp {
export [ next-hop aigp 1;
group internal {
type internal;
local-address 10.9.9.4;
family inet {
labeled-unicast {
aigp;
1
}
neighbor 10.9.9.1;
neighbor 10.9.9.3;
neighbor 10.9.9.2;

Copyright © 2017, Juniper Networks, Inc. 15



BGP Feature Guide

}

group external {

type external,;
multihop {
ttl 2;
}
local-address 10.9.9.4;
family inet {
labeled-unicast {
aigp;
}
}
peer-as 7018;
neighbor 10.9.9.5;
neighbor 10.9.9.6;

ospf {

}

user@PE4# show routing-options

area 0.0.0.0 {

interface fe-1/2/1.9 {
metric 1;

}

interface fe-1/2/0.7 {
metric 1;

}

interface 10.9.9.4 {
passive;
metric 1;

}

interface 10.100.1.4 {
passive;
metric 1;

}

area 0.0.0.2 {

interface fe-1/2/2.10 {
metric 1;

}

area 0.0.0.3 {

interface fe-1/0/2.12 {
metric 1;

}

static {

}

route 44.0.0.0/24 discard,;

router-id 10.9.9.4;

autonomous-system 13979;

16
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Configuring Device PE1

Step-by-Step The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI/ User Guide.

To configure Device PET:

1. Configure the interfaces.

[edit interfaces]

user@PET# set fe-1/2/0 unit O description PE1-to-P1
user@PET# set fe-1/2/0 unit O family inet address 10.0.0.1/30
user@PET# set fe-1/2/0 unit O family mpls

user@PET# set fe-1/2/1 unit 2 description PE1-to-P2
user@PET# set fe-1/2/1 unit 2 family inet address 10.0.0.5/30
user@PET# set fe-1/2/1 unit 2 family mpls

user@PET# set fe-1/2/2 unit 14 description PE1-to-PE7
user@PET# set fe-1/2/2 unit 14 family inet address 10.0.0.9/30
user@PET# set loO unit 1 family inet address 10.9.9.1/32
user@PET# set loO unit 1 family inet address 10.100.1.1/32

2. Configure MPLS and a signaling protocol, such as RSVP or LDP.

[edit protocols]

user@PET# set rsvp interface fe-1/2/0.0

user@PET# set rsvp interface fe-1/2/1.2

user@PE# set rsvp interface fe-1/2/2.14

user@PET# set mpls label-switched-path PE1-to-P1t010.9.9.2
user@PE1# set mpls label-switched-path PE1-to-P2 t0 10.9.9.3
user@PET# set mpls interface fe-1/2/0.0

user@PET# set mpls interface fe-1/2/1.2

user@PET# set mpls interface fe-1/2/2.14

3. Configure BGP.

[edit protocols bgp]

user@PET# set group internal type internal

user@PET# set group internal local-address 10.9.9.1
user@PE# set group internal export SET_EXPORT_ROUTES
user@PET# set group internal vpn-apply-export

user@PET# set group internal neighbor 10.9.9.4

user@PET# set group internal neighbor 10.9.9.2

user@PET# set group internal neighbor 10.9.9.3

user@PET# set group external type external

user@PE# set group external export SET_EXPORT_ROUTES
user@PET# set group external peer-as 7019

user@PET# set group external neighbor 10.0.0.10

4, Enable AIGP.

[edit protocols bgp]
user@PET# set group internal family inet labeled-unicast aigp
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6.

user@PET# set group external family inet labeled-unicast aigp

Enable the policies.

[edit policy-options policy-statement SET_EXPORT_ROUTES term 10]
user@PE1# set from protocol direct

user@PE1# set from protocol bgp

user@PE1# set then next-hop 10.100.1.1

user@PET# set then accept

Configure an IGP, such as OSPF, RIP, or IS-IS.

[edit protocols ospf area 0.0.0.1]
user@PET# set interface fe-1/2/0.0 metric 1
user@PET# set interface fe-1/2/1.2 metric 1
user@PET# set interface 10.9.9.1 passive
user@PET# set interface 10.9.9.1 metric 1
user@PET# set interface 10.100.1.1 passive
user@PET# set interface 10.100.1.1 metric 1

Configure the router ID and the autonomous system number.

[edit routing-options]
user@PE1# set router-id 10.9.9.1
user@PE1# set autonomous-system 13979

If you are done configuring the device, commit the configuration.

user@PET# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@PET# show interfaces

fe-1/2/0 {
unit 0 {
description PE1-to-P1;
family inet {
address 10.0.0.1/30;
1
family mpls;
1

1
fe-1/2/11

unit 2 {
description PE1-to-P2;
family inet {
address 10.0.0.5/30;
}

family mpls;

18
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1
1
fe-1/2/2 {
unit 14 {
description PE1-to-PE7;
family inet {
address 10.0.0.9/30;
}
1
}
lo0 {
unit1{
family inet {
address 10.9.9.1/32;
address 10.100.1.1/32;
}
1
1

user@PET# show policy-options
policy-statement SET_EXPORT_ROUTES {
term10 {
from protocol [ direct bgp ];
then {
next-hop 10.100.1.1;
accept;
}
1
}

user@PET# show protocols
rsvp {
interface fe-1/2/0.0;
interface fe-1/2/1.2;
interface fe-1/2/2.14;
}
mpls {
label-switched-path PEI1-to-P1 {
t010.9.9.2;
1
label-switched-path PE1-to-P2 {
t010.9.9.3;
1
interface fe-1/2/0.0;
interface fe-1/2/1.2;
interface fe-1/2/2.14;
}
bgp {
group internal {
type internal;
local-address 10.9.9.1;
family inet {
labeled-unicast {
aigp;
}

}
export SET_EXPORT_ROUTES;
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Step-by-Step
Procedure

vpn-apply-export;
neighbor 10.9.9.4;
neighbor 10.9.9.2;
neighbor 10.9.9.3;
1
group external {
type external;
family inet {
labeled-unicast {
aigp;
}
}
export SET_EXPORT_ROUTES;
peer-as 7019;
neighbor 10.0.0.10;
1
}
ospf {
area 0.0.0.14
interface fe-1/2/0.0 {
metric 1;
}
interface fe-1/2/1.2 {
metric 1;
}
interface 10.9.9.1 {
passive;
metric 1;
}
interface 10.100.1.1 {
passive;
metric 1;
}
1
}

user@PET# show routing-options
router-id 10.9.9.1;
autonomous-system 13979;

Configuring Device PE2

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure Device PE2:

1. Configure the interfaces.

[edit interfaces]

user@PE2# set fe-1/2/0 unit 11 description PE2-to-PE4
user@PE2# set fe-1/2/0 unit 11 family inet address 10.0.0.22/30
user@PE2# set fe-1/2/0 unit 11 family mpls

user@PE2# set o0 unit 9 family inet address 10.9.9.5/32 primary
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user@PE2# set lo0 unit 9 family inet address 10.100.1.5/32

2. Configure MPLS and a signaling protocol, such as RSVP or LDP.

[edit protocols]

user@PE2# set rsvp interface fe-1/2/0.11

user@PE2# set mpls label-switched-path PE2-to-PE4 t0 10.9.9.4
user@PE2# set mpls interface fe-1/2/0.11

3. Configure BGP.

[edit protocols bgp]

user@PE2# set group external type external

user@PE2# set group external multihop ttl 2

user@PE2# set group external local-address 10.9.9.5
user@PE2# set group external export next-hop

user@PE2# set group external export aigp

user@PE2# set group external export SET_EXPORT_ROUTES
user@PE2# set group external vpn-apply-export

user@PE2# set group external peer-as 13979

user@PE2# set group external neighbor 10.9.9.4

4, Enable AIGP.

[edit protocols bgp]
user@PE2# set group external family inet labeled-unicast aigp

5.  Originate a prefix, and configure an AIGP distance.

By default, a prefix is originated using the current IGP distance. Optionally, you can
configure a distance for the AIGP attribute, using the distance option, as shown
here.

[edit policy-options policy-statement aigp]

user@PE2# set term 10 from route-filter 55.0.0.0/24 exact
user@PE2# set term 10 then aigp-originate distance 20
user@PE2# set term 10 then next-hop 10.100.1.5
user@PE2# set term 10 then accept

user@PE2# set term 20 from route-filter 99.0.0.0/24 exact
user@PE2# set term 20 then aigp-originate distance 30
user@PE2# set term 20 then next-hop 10.100.1.5
user@PE2# set term 20 then accept

6. Enable the policies.

[edit policy-options]

user@PE2# set policy-statement SET_EXPORT_ROUTES term 10 from protocol
direct

user@PE2# set policy-statement SET_EXPORT_ROUTES term 10 from protocol
static

user@PE2# set policy-statement SET_EXPORT_ROUTES term 10 from protocol
bgp

user@PE2# set policy-statement SET_EXPORT_ROUTES term 10 then next-hop
10.100.1.5
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Results

user@PE2# set policy-statement SET_EXPORT_ROUTES term 10 then accept

user@PE2# set policy-statement next-hop term 10 from protocol bgp

user@PE2# set policy-statement next-hop term 10 then next-hop 10.100.1.5

user@PE2# set policy-statement next-hop term 10 then accept

user@PE2# set policy-statement next-hop term 20 from protocol direct

user@PE2# set policy-statement next-hop term 20 from route-filter 10.9.9.5/32
exact

user@PE2# set policy-statement next-hop term 20 from route-filter 10.100.1.5/32
exact

user@PE2# set policy-statement next-hop term 20 then next-hop 10.100.1.5

user@PE2# set policy-statement next-hop term 20 then accept

7. Enable some static routes.

[edit routing-options]
user@PE2# set static route 99.0.0.0/24 discard
user@PE2# set static route 55.0.0.0/24 discard

8. Configure an IGP, such as OSPF, RIP, or IS-IS.

[edit protocols ospf area 0.0.0.2]
user@PE2# set interface 10.9.9.5 passive
user@PE2# set interface 10.9.9.5 metric 1
user@PE2# set interface 10.100.1.5 passive
user@PE2# set interface 10.100.1.5 metric 1
user@PE2# set interface fe-1/2/0.11 metric 1

9.  Configure the router ID and the autonomous system number.

[edit routing-options]
user@PE2# set router-id 10.9.9.5
user@PE2# set autonomous-system 7018

10. If you are done configuring the device, commit the configuration.

user@PE2# commit

From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@PE2# show interfaces
fe-1/2/0 {
unit 11 {
description PE2-to-PE4;,
family inet {
address 10.0.0.22/30;
}
family mpls;
1
}
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loO {
unit 9 {
family inet {
address 10.9.9.5/32 {
primary;
1
address 10.100.1.5/32;
}
1
}

user@PE2# show policy-options
policy-statement SET_EXPORT_ROUTES {
term10 {
from protocol [ direct static bgp 1;
then {
next-hop 10.100.1.5;
accept;
}
1
1
policy-statement aigp {
term 10 {
from {
route-filter 55.0.0.0/24 exact;
}
then {
aigp-originate distance 20;
next-hop 10.100.1.5;
accept;
}
1
term 20 {
from {
route-filter 99.0.0.0/24 exact;
}
then {
aigp-originate distance 30;
next-hop 10.100.1.5;
accept;
}
1
1
policy-statement next-hop {
term10 {
from protocol bgp;
then {
next-hop 10.100.1.5;
accept;
}
1
term 20 {
from {
protocol direct;
route-filter 10.9.9.5/32 exact;
route-filter 10.100.1.5/32 exact;
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}
then {
next-hop 10.100.1.5;
accept;
}
1
1

user@PE2# show protocols
rsvp {
interface fe-1/2/0.11;
}
mpls {
label-switched-path PE2-to-PE4 {
t010.9.9.4;
1
interface fe-1/2/0.17;
}
bgp {
group external {
type external,;
multihop {
ttl 2;
}
local-address 10.9.9.5;
family inet {
labeled-unicast {
aigp;
}
}
export [ next-hop aigp SET_EXPORT_ROUTES [;
vpn-apply-export;
peer-as 13979;
neighbor 10.9.9.4;
1
}
ospf {
area 0.0.0.2{
interface 10.9.9.5 {
passive;
metric 1;
}
interface 10.100.1.5 {
passive;
metric 1;
}
interface fe-1/2/0.11 {
metric 1;
}
1
1

user@PE2# show routing-options
static {

route 99.0.0.0/24 discard,;

route 55.0.0.0/24 discard;
1
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router-id 10.9.9.5;
autonomous-system 7018;

Configuring Device PE3

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure Device PE3:

1. Configure the interfaces.

[edit interfaces]

user@PE3# set fe-1/2/0 unit 13 description PE3-to-PE4
user@PE3# set fe-1/2/0 unit 13 family inet address 10.0.0.26/30
user@PE3# set fe-1/2/0 unit 13 family mpls

user@PE3# set lo0 unit 11 family inet address 10.9.9.6/32
user@PE3# set loO unit 11 family inet address 10.100.1.6/32

2. Configure MPLS and a signaling protocol, such as RSVP or LDP.

[edit protocols]

user@PE3# set rsvp interface fe-1/2/0.13

user@PE3# set mpls label-switched-path PE3-to-PE4 to 10.9.9.4
user@PE3# set mpls interface fe-1/2/0.13

3.  Configure BGP.

[edit protocols bgp group external]
user@PE3# set type external

user@PE3# set multihop ttl 2

user@PE3# set local-address 10.9.9.6
user@PE3# set export next-hop

user@PE3# set export SET_EXPORT_ROUTES
user@PE3# set vpn-apply-export

user@PE3# set peer-as 13979

user@PE3# set neighbor 10.9.9.4

4., Enable AIGP.

[edit protocols bgp group external]
user@PE3# set family inet labeled-unicast aigp

5. Enable the policies.

[edit policy-options]

user@PE3# set policy-statement SET_EXPORT_ROUTES term 10 from protocol
direct

user@PE3# set policy-statement SET_EXPORT_ROUTES term 10 from protocol
static

user@PE3# set policy-statement SET_EXPORT_ROUTES term 10 from protocol

bgp
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Results

user@PE3# set policy-statement SET_EXPORT_ROUTES term 10 then next-hop
10.100.1.6

user@PE3# set policy-statement SET_EXPORT_ROUTES term 10 then accept

user@PE3# set policy-statement next-hop term 10 from protocol bgp

user@PE3# set policy-statement next-hop term 10 then next-hop 10.100.1.6

user@PE3# set policy-statement next-hop term 10 then accept

user@PE3# set policy-statement next-hop term 20 from protocol direct

user@PE3# set policy-statement next-hop term 20 from route-filter 10.9.9.6/32
exact

user@PE3# set policy-statement next-hop term 20 from route-filter 10.100.1.6/32
exact

user@PE3# set policy-statement next-hop term 20 then next-hop 10.100.1.6

user@PE3# set policy-statement next-hop term 20 then accept

6. Configure an IGP, such as OSPF, RIP, or IS-IS.

[edit protocols ospf area 0.0.0.3]
user@PE3# set interface 10.9.9.6 passive
user@PE3# set interface 10.9.9.6 metric 1
user@PE3# set interface 10.100.1.6 passive
user@PE3# set interface 10.100.1.6 metric 1
user@PE3# set interface fe-1/2/0.13 metric 1

7 Configure the router ID and the autonomous system number.

[edit routing-options]
user@PE3# set router-id 10.9.9.6
user@PE3# set autonomous-system 7018

8. If you are done configuring the device, commit the configuration.

user@PE3# commit

From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@PE3# show interfaces
fe-1/2/0 {
unit13 {
description PE3-to-PE4;
family inet {
address 10.0.0.26/30;
}
family mpls;
1
}
loO {
unit 11 {
family inet {
address 10.9.9.6/32;
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address 10.100.1.6/32;
}
1
}

user@PE3# show policy-options
policy-statement SET_EXPORT_ROUTES {
term10 {
from protocol [ direct static bgp 1;
then {
next-hop 10.100.1.6;
accept;
}
1
1
policy-statement next-hop {
term10 {
from protocol bgp;
then {
next-hop 10.100.1.6;
accept;
}
1
term 20 {
from {
protocol direct;
route-filter 10.9.9.6/32 exact;
route-filter 10.100.1.6/32 exact;
}
then {
next-hop 10.100.1.6;
accept;
}
1
}

user@PE3# show protocols
rsvp {
interface fe-1/2/0.13;
1
mpls {
label-switched-path PE3-to-PE4 {
t010.9.9.4;
1
interface fe-1/2/0.13;
1
bgp {
group external {
type external;
multihop {
ttl 2;
}
local-address 10.9.9.6;
family inet {
labeled-unicast {
aigp;
1
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}
export [ next-hop SET_EXPORT_ROUTES J;

vpn-apply-export;
peer-as 13979;
neighbor 10.9.9.4;
1
1
ospf {
area 0.0.0.3 {
interface 10.9.9.6 {
passive;
metric 1;
}
interface 10.100.1.6 {
passive;
metric 1;
}
interface fe-1/2/0.13 {
metric 1;
}
1
}

user@PE3# show routing-options
router-id 10.9.9.6;
autonomous-system 7018;

Configuring Device PE7

Step-by-Step The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure Device PE7:

1. Configure the interfaces.

[edit interfaces]

user@PE7# set fe-1/2/0 unit 15 description PE7-to-PE1
user@PE7# set fe-1/2/0 unit 15 family inet address 10.0.0.10/30
user@PE7# set loO unit 13 family inet address 10.9.9.7/32
user@PE7# set loO unit 13 family inet address 10.100.1.7/32

2. Configure BGP.

[edit protocols bgp group external]
user@PE7# set type external

user@PE7# set export SET_EXPORT_ROUTES
user@PE7# set peer-as 13979

user@PE7# set neighbor 10.0.0.9

3. Enable AIGP.

[edit protocols bgp group external]
user@PE7# set family inet labeled-unicast aigp
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4. Configure the routing policy.

[edit policy-options policy-statement SET_EXPORT_ROUTES term 10]
user@PE7# set from protocol direct

user@PE7# set from protocol bgp

user@PE7# set then next-hop 10.100.1.7

user@PE7# set then accept

5. Configure the router ID and the autonomous system number.

[edit routing-options]
user@PE7# set router-id 10.9.9.7
user@PE7# set autonomous-system 7019

6. If you are done configuring the device, commit the configuration.

user@PE7# commit

Results From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@PE7# show interfaces
interfaces {
fe-1/2/0 {
unit 15 {
description PE7-to-PET;
family inet {
address 10.0.0.10/30;
1
}
1
lo0 {
unit13 {
family inet {
address 10.9.9.7/32;
address 10.100.1.7/32;
}
}
1
1

user@PE7# show policy-options
policy-statement SET_EXPORT_ROUTES {
term 10 {
from protocol [ direct bgp ];
then {
next-hop 10.100.1.7;
accept;
}
1
1
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user@PE7# show protocols
bgp {
group external {
type external;
family inet {
labeled-unicast {
aigp;
1
1
export SET_EXPORT_ROUTES;
peer-as 13979;
neighbor 10.0.0.9;
}
1

user@PE7# show routing-options
router-id 10.9.9.7;
autonomous-system 7019;

Verification
Confirm that the configuration is working properly.
Verifying That Device PE4 Is Receiving the AIGP Attribute from Its EBGP Neighbor
PE2 on page 130
Checking the IGP Metric on page 131
Verifying That Device PE4 Adds the IGP Metric to the AIGP Attribute on page 131
Verifying That Device PE7 Is Receiving the AIGP Attribute from Its EBGP Neighbor
PE1 on page 132
Verifying the Resolving AIGP Metric on page 133
Verifying the Presence of AIGP Attributes in BGP Updates on page 136
Verifying That Device PE4 Is Receiving the AIGP Attribute from Its EBGP Neighbor
PE2
Purpose Make sure that the AIGP policy on Device PE2 is working.
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Action user@PE4> show route receive-protocol bgp 10.9.9.5 extensive
* 55.0.0.0/724 (1 entry, 1 announced)
Accepted
Route Label: 299888
Nexthop: 10.100.1.5
AS path: 7018 1
AIGP: 20

* 99.0.0.0/24 (1 entry, 1 announced)
Accepted
Route Label: 299888
Nexthop: 10.100.1.5
AS path: 7018 1
AIGP: 30

Meaning On Device PE2, the aigp-originate statement is configured with a distance of 20
(aigp-originate distance 20). This statement is applied to route 55.0.0.0/24. Likewise,
the aigp-originate distance 30 statement is applied to route 99.0.0.0/24. Thus, when
Device PE4 receives these routes, the AIGP attribute is attached with the configured
metrics.

Checking the IGP Metric

Purpose From Device PE4, check the IGP metric to the BGP next hop 10.100.1.5.

Action user@PE4> show route10.100.1.5
inet.0: 30 destinations, 40 routes (30 active, O holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

10.100.1.5/32 *[0SPF/10] 05:35:50, metric2
> to 10.0.0.22 via fe-1/2/2.10
[BGP/170] 03:45:07, localpref 100, from 10.9.9.5
AS path: 7018 1
> to 10.0.0.22 via fe-1/2/2.10

Meaning The IGP metric for this route is 2.

Verifying That Device PE4 Adds the IGP Metric to the AIGP Attribute

Purpose Make sure that Device PE4 adds the IGP metric to the AIGP attribute when it readvertises
routes to its IBGP neighbor, Device PET.
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Action user@PE4> show route advertising-protocol bgp 10.9.9.1 extensive

* 55.0.0.0/24 (1 entry, 1 announced)
BGP group internal type Internal

Route Label: 300544
Nexthop: 10.100.1.4
Flags: Nexthop Change
Localpref: 100
AS path: [13979] 7018 1
AIGP: 22

* 99.0.0.0/24 (1 entry, 1 announced)
BGP group internal type Internal

Route Label: 300544
Nexthop: 10.100.1.4
Flags: Nexthop Change
Localpref: 100
AS path: [13979] 7018 1
AIGP: 32

Meaning The IGP metric is added to the AIGP metric (20 + 2 =22 and 30 + 2 = 32), because the
next hop is changed for these routes.

Verifying That Device PE7 Is Receiving the AIGP Attribute from Its EBGP Neighbor
PE1

Purpose Make sure that the AIGP policy on Device PET is working.
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Action user@PE7> show route receive-protocol bgp 10.0.0.9 extensive
* 44.0.0.0/24 (1 entry, 1 announced)
Accepted
Route Label: 300096
Nexthop: 10.0.0.9
AS path: 13979 1
AIGP: 203

* 55.0.0.0/24 (1 entry, 1 announced)
Accepted
Route Label: 300112
Nexthop: 10.0.0.9
AS path: 13979 7018 1
AIGP: 25

* 99.0.0.0/24 (1 entry, 1 announced)
Accepted
Route Label: 300112
Nexthop: 10.0.0.9
AS path: 13979 7018 1
AIGP: 35

Meaning The 44.0.0.0/24 route is originated at Device PE4. The 55.0.0.0/24 and 99.0.0.0/24
routes are originated at Device PE2. The IGP distances are added to the configured AIGP
distances.

Verifying the Resolving AIGP Metric

Purpose Confirm that if the prefix is resolved through recursion and the recursive next hops have
AIGP metrics, the prefix has the sum of the AIGP values that are on the recursive BGP
next hops.

Action 1. Add a static route to 66.0.0.0/24.

[edit routing-options]
user@PE2# set static route 66.0.0.0/24 discard

2. Delete the existing terms in the aigp policy statement on Device PE2.

[edit policy-options policy-statement aigp]
user@PE2# delete term 10
user@PEZ2# delete term 20

3. Configure a recursive route lookup for the route to 66.0.0.0.

The policy shows the AIGP metric for prefix 66.0.0.0/24 (none) and its recursive next
hop. Prefix 66.0.0.0/24 is resolved by 55.0.0.1. Prefix 66.0.0.0/24 does not have its
own AIGP metric being originated, but its recursive next hop, 55.0.0.1, has an AIGP
value.

[edit policy-options policy-statement aigp]

user@PE2# set term 10 from route-filter 55.0.0.1/24 exact
user@PE2# set term 10 then aigp-originate distance 20
user@PE2# set term 10 then next-hop 10.100.1.5
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user@PE2# set term 10 then accept

user@PE2# set term 20 from route-filter 66.0.0.0/24 exact
user@PE2# set term 20 then next-hop 55.0.0.1

user@PE2# set term 20 then accept

4. On Device PE4, run the show route 55.0.0.0 extensive command.

The value of Metric2 is the IGP metric to the BGP next hop. When Device PE4
readvertises these routes to its IBGP peer, Device PE]1, the AIGP metric is the sum of
AIGP + its Resolving AIGP metric + Metric2.

Prefix 55.0.0.0 shows its own IGP metric 20, as defined and advertised by Device PE2.
It does not show a resolving AIGP value because it does not have a recursive BGP next
hop. The value of Metric2 is 2.

user@PE4> show route 55.0.0.0 extensive
inet.0: 31 destinations, 41 routes (31 active, 0 holddown, O hidden)
55.0.0.0/24 (1 entry, 1 announced)
TSI:
KRT in-kernel 55.0.0.0/724 -> {indirect(262151)}
Page 0 idx O Type 1 val 928d1b8
Flags: Nexthop Change
Nexthop: 10.100.1.4
Localpref: 100
AS path: [13979] 7018 1
Communities:
AIGP: 22
Path 55.0.0.0 from 10.9.9.5 Vector len 4. Val: 0
*BGP Preference: 170/-101
Next hop type: Indirect
Address: 0x925da38
Next-hop reference count: 4
Source: 10.9.9.5
Next hop type: Router, Next hop index: 1004
Next hop: 10.0.0.22 via fe-1/2/2.10, selected
Label operation: Push 299888
Label TTL action: prop-ttl
Protocol next hop: 10.100.1.5
Push 299888
Indirect next hop: 93514d8 262151
State: <Active Ext>
Local AS: 13979 Peer AS: 7018
Age: 22:03:26 Metric2: 2
AIGP: 20
Task: BGP_7018.10.9.9.5+58560
Announcement bits (3): 3-KRT 4-BGP_RT_Background 5-Resolve tree 1
AS path: 7018 1
Accepted
Route Label: 299888
Localpref: 100
Router ID: 10.9.9.5
Indirect next hops: 1
Protocol next hop: 10.100.1.5 Metric:2
Push 299888
Indirect next hop: 93514d8 262151
Indirect path forwarding next hops: 1
Next hop type: Router
Next hop: 10.0.0.22 via fe-1/2/2.10
10.100.1.5/32 Originating RIB: inet.0
Metric: 2 Node path count: 1
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Forwarding nexthops: 1
Nexthop: 10.0.0.22 via fe-1/2/2.10

5. On Device PE4, run the show route 66.0.0.0 extensive command.

Prefix 66.0.0.0/24 shows the Resolving AIGP, which is the sum of its own AIGP metric
and its recursive BGP next hop:

66.0.0.1=0,55.0.0.1=20,0+20 =20

user@PE4> show route 66.0.0.0 extensive
inet.0: 31 destinations, 41 routes (31 active, 0 holddown, O hidden)
66.0.0.0/724 (1 entry, 1 announced)
TSI:
KRT in-kernel 66.0.0.0/24 -> {indirect(262162)}
Page O idx O Type 1 val 928cefc
Flags: Nexthop Change
Nexthop: 10.100.1.4
Localpref: 100
AS path: [13979] 7018 1
Communities:
Path 66.0.0.0 from 10.9.9.5 Vector len 4. Val: 0
*BGP Preference: 170/-101
Next hop type: Indirect
Address: 0x925d4e0
Next-hop reference count: 4
Source: 10.9.9.5
Next hop type: Router, Next hop index: 1006
Next hop: 10.0.0.22 via fe-1/2/2.10, selected
Label operation: Push 299888, Push 299888(top)
Label TTL action: prop-ttl, prop-ttl(top)
Protocol next hop: 55.0.0.1
Push 299888
Indirect next hop: 9353e88 262162
State: <Active Ext>
Local AS: 13979 Peer AS: 7018
Age: 31:42 Metric2: 2
Resolving-AIGP: 20
Task: BGP_7018.10.9.9.5+58560
Announcement bits (3): 3-KRT 4-BGP_RT_Background 5-Resolve tree 1
AS path: 7018 1
Accepted
Route Label: 299888
Localpref: 100
Router ID: 10.9.9.5
Indirect next hops: 1
Protocol next hop: 55.0.0.1 Metric: 2 AIGP: 20
Push 299888
Indirect next hop: 9353e88 262162
Indirect path forwarding next hops: 1
Next hop type: Router
Next hop: 10.0.0.22 via fe-1/2/2.10
55.0.0.0/24 Originating RIB: inet.0
Metric: 2 Node path count: 1
Indirect nexthops: 1
Protocol Nexthop: 10.100.1.5 Metric: 2 Push 299888
Indirect nexthop: 93514d8 262151
Indirect path forwarding nexthops: 1
Nexthop: 10.0.0.22 via fe-1/2/2.10
10.100.1.5/32 Originating RIB: inet.0
Metric: 2 Node path count: 1
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Purpose

Action

Forwarding nexthops: 1
Nexthop: 10.0.0.22 via fe-1/2/2.10

Verifying the Presence of AIGP Attributes in BGP Updates

If the AIGP attribute is not enabled under BGP (or the group or neighbor hierarchies), the
AIGP attribute is silently discarded. Enable traceoptions and include the packets flag in
the detail option in the configuration to confirm the presence of the AIGP attribute in
transmitted or received BGP updates. This is useful when debugging AIGP issues.

1. Configure Device PE2 and Device PE4 for traceoptions.

user@host> show protocols bgp
traceoptions {
file bgp size Im files 5;
flag packets detail;
1

2. Check the traceoptions file on Device PE2.

The following sample shows Device PE2 advertising prefix 99.0.0.0/24 to Device PE4
(10.9.9.4) with an AIGP metric of 20:

user@PE2> show log bgp

Mar 22 09:27:18.982150 BGP SEND 10.9.9.5+49652 -> 10.9.9.4+179

Mar 22 09:27:18.982178 BGP SEND message type 2 (Update) length 70

Mar 22 09:27:18.982198 BGP SEND Update PDU length 70

Mar 22 09:27:18.982248 BGP SEND flags 0x40 code Origin(1): IGP

Mar 22 09:27:18.982273 BGP SEND flags 0x40 code ASPath(2) length 6: 7018
Mar 22 09:27:18.982295 BGP SEND flags 0x80 code AIGP(26): AIGP: 20

Mar 22 09:27:18.982316 BGP SEND flags 0x90 code MP_reach(14): AFI/SAFI 1/4
Mar 22 09:27:18.982341 BGP SEND nhop 10.100.1.5 len 4

Mar 22 09:27:18.982372 BGP SEND 99.0.0.0/24 (label 301664)

Mar 22 09:27:33.665412 bgp_send: sending 19 bytes to abcd::10:255:170:84
(External AS 13979)

3. Verify that the route was received on Device PE4 using the show route receive-protocol
command.

AIGP is not enabled on Device PE4, so the AIGP attribute is silently discarded for prefix
99.0.0.0/24 and does not appear in the following output:

user@PE4> show route receive-protocol bgp 10.9.9.5 extensive | find 55.0.0.0
* 99.0.0.0/24 (2 entries, 1 announced)

Accepted

Route Label: 301728

Nexthop: 10.100.1.5

AS path: 7018 1

4. Check the traceoptions file on Device PE4.

The following output from the traceoptions log shows that the 99.0.0.0/24 prefix
was received with the AIGP attribute attached:

user@PE4> show log bgp
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Mar 22 09:41:39.650295 BGP RECV 10.9.9.5+64690 -> 10.9.9.4+179

Mar 22 09:41:39.650331 BGP RECV message type 2 (Update) length 70

Mar 22 09:41:39.650350 BGP RECV Update PDU length 70

Mar 22 09:41:39.650370 BGP RECV flags 0x40 code Origin(1l): IGP

Mar 22 09:41:39.650394 BGP RECV flags 0x40 code ASPath(2) length 6: 7018
Mar 22 09:41:39.650415 BGP RECV flags 0x80 code AIGP(26): AIGP: 20

Mar 22 09:41:39.650436 BGP RECV flags 0x90 code MP_reach(14): AFI/SAFl 1/4
Mar 22 09:41:39.650459 BGP RECV nhop 10.100.1.5 len 4

Mar 22 09:41:39.650495 BGP RECV 99.0.0.0/24 (label 301728)

Mar 22 09:41:39.650574 bgp_rcv_nlri: 99.0.0.0/24

Mar 22 09:41:39.650607 bgp_rcv_nlri: 99.0.0.0/24 belongs to meshgroup

Mar 22 09:41:39.650629 bgp_rcv_nlri: 99.0.0.0/24 qualified bnp->ribact 0x0
12afcb 0x0

Meaning Performing this verification helps with AIGP troubleshooting and debugging issues. It
enables you to verify which devices in your network send and receive AIGP attributes.

Related
Documentation

Understanding AS Override

The AS override feature allows a provider edge (PE) router to change the private
autonomous system (AS) number used by a customer edge (CE) device on an external
BGP (EBGP) session running on a VPN routing and forwarding (VRF) access link. The
private AS number is changed to the PE AS number. Another CE device connected to
another PE device sees the EBGP route coming from the first site with an AS path of
provider-ASN provider-ASN, instead of provider-ASN site1-ASN. This allows enterprise
networks to use the same private ASN on all sites.

The AS override feature offers a clear management advantage to the service provider
because BGP by default does not accept BGP routes with an AS path attribute that
contains the local AS number.

In an enterprise network with multiple sites, you might wish to use a single AS number
across sites. Suppose, for example that two CE devices are in AS 64512 and that the
provider network is in AS 65534.

When the service provider configures a Layer 3 VPN with this setup, even if the MPLS
network has routes towards Device CE1 and Device CE2, Device CE1 and Device CE2 do
not have routes to each other because the AS path attribute would appear as 64512
65534 64512. BGP uses the AS path attribute as its loop avoidance mechanism. If a site
sees its own AS number more than once in the AS path, the route is considered invalid.

One way to overcome this difficulty is with the as-override statement, which is applied
to the PE devices. The as-override statement replaces the CE device's AS number with
that of the PE device, thus preventing the customer AS number from appearing more
than once in the AS path attribute.

If a customer uses AS path prepending to make certain paths less desirable and the
service provider uses AS override, each CE AS number occurrence in the AS-path is
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Related
Documentation

changed to the service provider AS number. For example, suppose that all customer sites
use the same AS number, say 64512. If the ISP uses AS number 65534, one customer
site sees the path to another site as 65534 65534. If the customer prepends 64512 on a
particular path to make it less desirable, another customer site sees that path as 65534
65534 65534.

. Example: Configuring a Layer 3 VPN with Route Reflection and AS Override on page 138

Example: Configuring a Layer 3 VPN with Route Reflection and AS Override

Requirements

Overview

Suppose that you are a service provider providing a managed MPLS-based Layer 3 VPN
service. Your customer has several sites and requires BGP routing to customer edge (CE)
devices at each site.

« Requirements on page 138

« Overview on page 138

« Configuration on page 139

« Verification on page 146

No special configuration beyond device initialization is required before configuring this
example.

This example has two CE devices, two provider edge (PE) devices, and several provider
core devices. The provider network is also using IS-IS to support LDP and BGP loopback
reachability Device P2 is acting as a route reflector (RR). Both CE devices are in
autonomous system (AS) 64512. The provider network is in AS 65534.

The as-override statement is applied to the PE devices, thus replacing the CE device's
AS number with that of the PE device. This prevents the customer AS number from
appearing more than once in the AS path attribute.

Figure 11 on page 139 shows the topology used in this example.

138
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Figure 11: AS Override Topology
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“CLI Quick Configuration” on page 139 shows the configuration for all of the devices in
Figure 11 on page 139. The section “Step-by-Step Procedure” on page 143 describes the
steps on Device PE1.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

Device CE1 set interfaces ge-1/2/0 unit O family inet address 10.0.0.1/30
set interfaces ge-1/2/0 unit O family iso
set interfaces loO unit O family inet address 10.255.1.1/32
set interfaces loO unit O family iso address 49.0001.0010.0000.0101.00
set protocols bgp group PE type external
set protocols bgp group PE family inet unicast
set protocols bgp group PE export ToBGP
set protocols bgp group PE peer-as 65534
set protocols bgp group PE neighbor 10.0.0.2
set policy-options policy-statement ToBGP term Direct from protocol direct
set policy-options policy-statement ToBGP term Direct then accept
set routing-options router-id 10.255.1.1
set routing-options autonomous-system 64512

Device P1 set interfaces ge-1/2/0 unit O family inet address 10.0.0.6/30
set interfaces ge-1/2/0 unit O family iso
set interfaces ge-1/2/0 unit O family mpls
set interfaces ge-1/2/1 unit O family inet address 10.0.0.9/30
set interfaces ge-1/2/1 unit O family iso
set interfaces ge-1/2/1 unit O family mpls
set interfaces ge-1/2/2 unit O family inet address 10.0.0.25/30
set interfaces ge-1/2/2 unit O family iso
set interfaces ge-1/2/2 unit O family mpls
set interfaces loO unit O family inet address 10.255.3.3/32
set interfaces loO unit O family iso address 49.0001.0010.0000.0303.00
set protocols mpls interface all
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set protocols mpls interface fxp0.0 disable

set protocols bgp group 13vpn type internal

set protocols bgp group 13vpn local-address 10.255.3.3
set protocols bgp group [3vpn family inet-vpn unicast
set protocols bgp group |3vpn peer-as 65534

set protocols bgp group 13vpn local-as 65534

set protocols bgp group 13vpn neighbor 10.255.4.4
set protocols isis interface all level 2 metric 10

set protocols isis interface all level 1 disable

set protocols isis interface fxp0.0 disable

set protocols isis interface 100.0 level 2 metric O

set protocols ldp deaggregate

set protocols ldp interface all

set protocols ldp interface fxp0.0 disable

set routing-options router-id 10.255.3.3

Device P2 set interfaces ge-1/2/0 unit O family inet address 10.0.0.10/30
set interfaces ge-1/2/0 unit O family iso
set interfaces ge-1/2/0 unit O family mpls
set interfaces ge-1/2/1 unit O family inet address 10.0.0.13/30
set interfaces ge-1/2/1 unit O family iso
set interfaces ge-1/2/1 unit O family mpls
set interfaces loO unit O family inet address 10.255.4.4/32
set interfaces loO unit O family iso address 49.0001.0010.0000.0404.00
set protocols mpls interface all
set protocols mpls interface fxp0.0 disable
set protocols bgp group Core-RRClients type internal
set protocols bgp group Core-RRClients local-address 10.255.4.4
set protocols bgp group Core-RRClients family inet-vpn unicast
set protocols bgp group Core-RRClients cluster 10.255.4.4
set protocols bgp group Core-RRClients peer-as 65534
set protocols bgp group Core-RRClients neighbor 10.255.3.3
set protocols bgp group Core-RRClients neighbor 10.255.7.7
set protocols bgp group Core-RRClients neighbor 10.255.2.2
set protocols bgp group Core-RRClients neighbor 10.255.5.5
set protocols isis interface all level 2 metric 10
set protocols isis interface all level 1 disable
set protocols isis interface fxp0.0 disable
set protocols isis interface 100.0 level 2 metric O
set protocols ldp deaggregate
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set routing-options router-id 10.255.4.4
set routing-options autonomous-system 65534

Device P3 set interfaces ge-1/2/0 unit O family inet address 10.0.0.22/30
set interfaces ge-1/2/0 unit O family iso
set interfaces ge-1/2/0 unit O family mpls
set interfaces ge-1/2/1 unit O family inet address 10.0.0.26/30
set interfaces ge-1/2/1 unit O family iso
set interfaces ge-1/2/1 unit O family mpls
set interfaces ge-1/2/2 unit O family inet address 10.0.0.30/30
set interfaces ge-1/2/2 unit O family iso
set interfaces ge-1/2/2 unit O family mpls

140 Copyright © 2017, Juniper Networks, Inc.



Chapter 5: Configuring Autonomous Systems for BGP Sessions

set interfaces loO unit O family inet address 10.255.7.7/32
set interfaces loO unit O family iso address 49.0001.0010.0000.0707.00
set protocols mpls interface all

set protocols mpls interface fxp0.0 disable

set protocols bgp group 13vpn type internal

set protocols bgp group 13vpn local-address 10.255.7.7
set protocols bgp group 13vpn family inet-vpn unicast
set protocols bgp group |3vpn peer-as 65534

set protocols bgp group |3vpn local-as 65534

set protocols bgp group |3vpn neighbor 10.255.4.4

set protocols isis interface all level 2 metric 10

set protocols isis interface all level 1 disable

set protocols isis interface fxp0.0 disable

set protocols isis interface l00.0 level 2 metric O

set protocols ldp deaggregate

set protocols ldp interface all

set protocols ldp interface fxp0.0 disable

set routing-options router-id 10.255.7.7

Device PE] set interfaces ge-1/2/0 unit O family inet address 10.0.0.2/30
set interfaces ge-1/2/0 unit O family iso
set interfaces ge-1/2/0 unit O family mpls
set interfaces ge-1/2/1 unit O family inet address 10.0.0.5/30
set interfaces ge-1/2/1 unit O family iso
set interfaces ge-1/2/1 unit O family mpls
set interfaces ge-1/2/2 unit O family inet address 10.0.0.21/30
set interfaces ge-1/2/2 unit O family iso
set interfaces ge-1/2/2 unit O family mpls
set interfaces loO unit O family inet address 10.255.2.2/32
set interfaces loO unit O family iso address 49.0001.0010.0000.0202.00
set protocols mpls interface ge-1/2/2.0
set protocols mpls interface ge-1/2/1.0
set protocols mpls interface 100.0
set protocols mpls interface fxp0.0 disable
set protocols bgp group 13vpn type internal
set protocols bgp group 13vpn local-address 10.255.2.2
set protocols bgp group [3vpn family inet-vpn unicast
set protocols bgp group |3vpn peer-as 65534
set protocols bgp group |3vpn local-as 65534
set protocols bgp group 13vpn neighbor 10.255.4.4
set protocols isis interface ge-1/2/1.0 level 2 metric 10
set protocols isis interface ge-1/2/1.0 level 1 disable
set protocols isis interface ge-1/2/2.0 level 2 metric 10
set protocols isis interface ge-1/2/2.0 level 1 disable
set protocols isis interface fxp0.0 disable
set protocols isis interface 100.0 level 2 metric O
set protocols ldp deaggregate
set protocols ldp interface ge-1/2/1.0
set protocols ldp interface ge-1/2/2.0
set protocols ldp interface fxp0.0 disable
set protocols ldp interface l00.0
set routing-instances VPN-A instance-type vrf
set routing-instances VPN-A interface ge-1/2/0.0
set routing-instances VPN-A route-distinguisher 65534:1234
set routing-instances VPN-A vrf-target target:65534:1234
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set routing-instances VPN-A protocols bgp group CE type external

set routing-instances VPN-A protocols bgp group CE family inet unicast

set routing-instances VPN-A protocols bgp group CE neighbor 10.0.0.1 peer-as 64512
set routing-instances VPN-A protocols bgp group CE neighbor 10.0.0.1 as-override
set routing-options router-id 10.255.2.2

set routing-options autonomous-system 65534

Device PE2 set interfaces ge-1/2/0 unit O family inet address 10.0.0.14/30
set interfaces ge-1/2/0 unit O family iso
set interfaces ge-1/2/0 unit O family mpls
set interfaces ge-1/2/1 unit O family inet address 10.0.0.17/30
set interfaces ge-1/2/1 unit O family iso
set interfaces ge-1/2/2 unit O family inet address 10.0.0.29/30
set interfaces ge-1/2/2 unit O family iso
set interfaces ge-1/2/2 unit O family mpls
set interfaces loO unit O family inet address 10.255.5.5/32
set interfaces loO unit O family iso address 49.0001.0010.0000.0505.00
set protocols mpls interface ge-1/2/0.0
set protocols mpls interface ge-1/2/2.0
set protocols mpls interface l00.0
set protocols mpls interface fxp0.0 disable
set protocols bgp group 13vpn type internal
set protocols bgp group 13vpn local-address 10.255.5.5
set protocols bgp group [3vpn family inet-vpn unicast
set protocols bgp group |3vpn peer-as 65534
set protocols bgp group |3vpn local-as 65534
set protocols bgp group |3vpn neighbor 10.255.4.4
set protocols isis interface ge-1/2/0.0 level 2 metric 10
set protocols isis interface ge-1/2/0.0 level 1 disable
set protocols isis interface ge-1/2/2.0 level 2 metric 10
set protocols isis interface ge-1/2/2.0 level 1 disable
set protocols isis interface fxp0.0 disable
set protocols isis interface 100.0 level 2 metric O
set protocols ldp deaggregate
set protocols ldp interface ge-1/2/0.0
set protocols ldp interface ge-1/2/2.0
set protocols ldp interface fxp0.0 disable
set protocols ldp interface l00.0
set routing-instances VPN-A instance-type vrf
set routing-instances VPN-A interface ge-1/2/1.0
set routing-instances VPN-A route-distinguisher 65534:1234
set routing-instances VPN-A vrf-target target:65534:1234
set routing-instances VPN-A protocols bgp group CE type external
set routing-instances VPN-A protocols bgp group CE family inet unicast
set routing-instances VPN-A protocols bgp group CE neighbor 10.0.0.18 peer-as 64512
set routing-instances VPN-A protocols bgp group CE neighbor 10.0.0.18 as-override
set routing-options router-id 10.255.5.5
set routing-options autonomous-system 65534

Device CE2 set interfaces ge-1/2/0 unit O family inet address 10.0.0.18/30
set interfaces ge-1/2/0 unit O family iso
set interfaces loO unit O family inet address 10.255.6.6/32
set interfaces loO unit O family iso address 49.0001.0010.0000.0606.00
set protocols bgp group PE type external
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set protocols bgp group PE family inet unicast

set protocols bgp group PE export ToBGP

set protocols bgp group PE peer-as 65534

set protocols bgp group PE neighbor 10.0.0.17

set policy-options policy-statement ToBGP term Direct from protocol direct
set policy-options policy-statement ToBGP term Direct then accept

set routing-options router-id 10.255.6.6

set routing-options autonomous-system 64512

Step-by-Step The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure AS override:

1. Configure the interfaces.

To enable MPLS, include the protocol family on the interface so that the interface
does not discard incoming MPLS traffic.

[edit interfaces]

user@PET# set ge-1/2/0 unit O family inet address 10.0.0.2/30
user@PE1# set ge-1/2/0 unit O family iso

user@PET# set ge-1/2/0 unit O family mpls

user@PET# set ge-1/2/1 unit O family inet address 10.0.0.5/30
user@PET# set ge-1/2/1 unit O family iso

user@PET# set ge-1/2/1 unit O family mpls

user@PE1# set ge-1/2/2 unit O family inet address 10.0.0.21/30
user@PET# set ge-1/2/2 unit O family iso

user@PET# set ge-1/2/2 unit 0 family mpls

user@PET# set loO unit O family inet address 10.255.2.2/32
user@PET# set lo0 unit O family iso address 49.0001.0010.0000.0202.00

2. Add the interface to the MPLS protocol to establish the control plane level
connectivity.

Set up the IGP so that the provider devices can communicate with each other.

To establish a mechanism to distribute MPLS labels, enable LDP. Optionally, for
LDP, enable forwarding equivalence class (FEC) deaggregation, which results in
faster global convergence.

[edit protocols]

user@PET# set mpls interface ge-1/2/2.0

user@PET# set mpls interface ge-1/2/1.0

user@PET# set mpls interface l00.0

user@PET# set mpls interface fxp0.0 disable
user@PET# set isis interface ge-1/2/1.0 level 2 metric 10
user@PET# set isis interface ge-1/2/1.0 level 1 disable
user@PET# set isis interface ge-1/2/2.0 level 2 metric 10
user@PET# set isis interface ge-1/2/2.0 level 1 disable
user@PET# set isis interface fxp0.0 disable

user@PET# set isis interface lo0.0 level 2 metric O
user@PET# set ldp deaggregate

user@PET# set ldp interface ge-1/2/1.0
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user@PET# set ldp interface ge-1/2/2.0
user@PET# set ldp interface fxp0.0 disable
user@PET# set ldp interface l00.0

3. Enable the internal BGP (IBGP) connection to peer with the RR only, using the IPv4
VPN unicast address family.

[edit protocols bgp group [3vpn]
user@PET# set type internal
user@PE# set local-address 10.255.2.2
user@PET# set family inet-vpn unicast
user@PE1# set peer-as 65534
user@PE1# set local-as 65534
user@PET# set neighbor 10.255.4.4

4. Configure the routing instance, including the as-override statement.

Create the routing-Instance (VRF) on the PE device, setting up the BGP configuration
to peer with Device CELl.

[edit routing-instances VPN-A]

user@PET# set instance-type vrf

user@PET# set interface ge-1/2/0.0

user@PE1# set route-distinguisher 65534:1234

user@PET# set vrf-target target:65534:1234

user@PET# set protocols bgp group CE type external

user@PET# set protocols bgp group CE family inet unicast

user@PET# set protocols bgp group CE neighbor 10.0.0.1 peer-as 64512
user@PET# set protocols bgp group CE neighbor 10.0.0.1 as-override

5.  Configure the router ID and the AS number.

[edit routing-options]
user@PET# set router-id 10.255.2.2
user@PE1# set autonomous-system 65534

Results From configuration mode, confirm your configuration by entering the show interfaces,
show protocols, show routing-instances, and show routing-options commands. If the
output does not display the intended configuration, repeat the configuration instructions
in this example to correct it.

user@PET# show interfaces
ge-1/2/0 {
unit 2 {
family inet {
address 10.0.0.2/30;
}
family iso;
family mpls;
1
1
ge-1/2/14
unit5{
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family inet {
address 10.0.0.5/30;
}
family iso;
family mpls;
1
1
ge-1/2/2 {
unit 214
family inet {
address 10.0.0.21/30;
}
family iso;
family mpls;
1
}
lo0 {
unit 0 {
family inet {
address 10.255.2.2/32;
}
family iso {
address 49.0001.0010.0000.0202.00;
}
1
1

user@PE1# show protocols
mpls {
interface ge-1/2/2.0;
interface ge-1/2/1.0;
interface l00.0;
interface fxp0.0 {
disable;
1
}
bgp {
group [3vpn {
type internal;
local-address 10.255.2.2;
family inet-vpn {
unicast;
}
peer-as 65534,
local-as 65534;
neighbor 10.255.4.4;
1
}
isis {
interface ge-1/2/1.0 {
level 2 metric 10;
level 1disable;
1
interface ge-1/2/2.0 {
level 2 metric 10;
level 1disable;
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Verification

1
interface fxp0.0 {
disable;
1
interface l00.0 {
level 2 metric O;
1
1
ldp {
deaggregate;
interface ge-1/2/1.0;
interface ge-1/2/2.0;
interface fxp0.0 {
disable;
1
interface l00.0;

}

user@PET# show routing-instances
VPN-A {
instance-type vrf;
interface ge-1/2/0.0;
route-distinguisher 65534:1234;
vrf-target target:65534:1234;
protocols {
bgp {
group CE {
type external,;
family inet {
unicast;
}
neighbor 10.0.0.1 {
peer-as 64512;
as-override;

user@PET# show routing-options
router-id 10.255.2.2;
autonomous-system 65534;

If you are done configuring the device, enter commit from configuration mode.

Confirm that the configuration is working properly.

« Checking AS Path to the CE Devices on page 147

« Checking How the Route to Device CE2 Is Advertised on page 147

« Checking the Route on Device CE1 on page 147

146
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Checking AS Path to the CE Devices

Purpose Display information on Device PE1 about the AS path attribute for the route to Device
CE2’s loopback interface.

Action OnDevice PE]1, from operational mode, enter the show route table VPN-A.inet.010.255.6.6
command.

user@PE1> show route table VPN-A.inet.0 10.255.6.6

VPN-A.inet.0: 5 destinations, 6 routes (5 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

10.255.6.6/32 *[BGP/170] 02:19:35, localpref 100, from 10.255.4.4

AS path: 64512 1, validation-state: unverified
> to 10.0.0.22 via ge-1/2/2.0, Push 300032, Push 299776(top)

Meaning The output shows that Device PE1 has an AS path for 10.255.6.6/32 as coming from AS
64512.

Checking How the Route to Device CE2 Is Advertised

Purpose Make sure the route to Device CE2 is advertised to Device CE1 as if it is coming from the
MPLS core.

Action On Device PET, from operational mode, enter the show route advertising-protocol bgp
10.0.0.1 command.

user@PE1> show route advertising-protocol bgp 10.0.0.1

VPN-A.inet.0: 5 destinations, 6 routes (5 active, 0 holddown, O hidden)

Prefix Nexthop MED Lclpref AS path
* 10.0.0.16/30 Self 1
* 10.255.1.1/32 10.0.0.1 65534 1
* 10.255.6.6/32 Self 65534 1

Meaning The output indicates that Device PE]1 is advertising only its own AS number in the AS
path.

Checking the Route on Device CE1

Purpose Make sure that Device CE1 contains only the provider AS number in the AS path for the
route to Device CE2.
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Action

Meaning

Related

Documentation

From operational mode, enter the show route table inet.0 terse 10.255.6.6 command.

user@CE1> show route table inet.O terse 10.255.6.6

inet.0: 5 destinations, 6 routes (5 active, 0 holddown, 1 hidden)

+ = Active Route, - = Last Active, * = Both
A V Destination P Prf Metric 1 Metric 2 Next hop AS path
* ? 10.255.6.6/32 B 170 100 65534 65534
1
unverified >10.0.0.2

The output indicates that Device CE1 has a route to Device CE2. The loop issue is resolved
with the use of the as-override statement.

One route is hidden on the CE device. This is because Junos OS does not perform a BGP
split horizon. Generally, split horizon in BGP is unnecessary, because any routes that might
be received back by the originator are less preferred due to AS path length (for EBGP),
AS path loop detection (IBGP), or other BGP metrics. Advertising routes back to the
neighbor from which they were learned has a negligible effect on the router's performance,
and is the correct thing to do.

. Understanding AS Override on page 137

. Example: Enabling BGP Route Advertisements on page 148

Example: Enabling BGP Route Advertisements

Junos OS does not advertise the routes learned from one EBGP peer back to the same
external BGP (EBGP) peer. In addition, the software does not advertise those routes back
to any EBGP peers that are in the same autonomous system (AS) as the originating peer,
regardless of the routing instance. You can modify this behavior by including the
advertise-peer-as statement in the configuration.

If you include the advertise-peer-as statement in the configuration, BGP advertises the
route regardless of this check.

To restore the default behavior, include the no-advertise-peer-as statement in the
configuration:
no-advertise-peer-as;

The route suppression default behavior is disabled if the as-override statement is included
in the configuration. If you include both the as-override and no-advertise-peer-as
statements in the configuration, the no-advertise-peer-as statement is ignored.

« Requirements on page 149

« Overview on page 149

148
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« Configuration on page 149

- Verification on page 154

Requirements

No special configuration beyond device initialization is required before you configure this
example.

Overview

This example shows three routing devices with external BGP (EBGP) connections. Device
R2 has an EBGP connection to Device R1 and another EBGP connection to Device R3.
Although separated by Device R2 which is in AS 64511, Device R1and Device R3 are in the
same AS (AS 64512). Device R1 and Device R3 advertise into BGP direct routes to their
own loopback interface addresses.

Device R2 receives these loopback interface routes, and the advertise peer-as statement
allows Device R2 to advertise them. Specifically, Device R1 sends the 192.168.0.1 route
to Device R2, and because Device R2 has the advertise peer-as configured, Device R2 can
send the 192.168.0.1 route to Device R3. Likewise, Device R3 sends the 192.168.0.3 route
to Device R2, and advertise peer-as enables Device R2 to forward the route to Device R]1.

To enable Device R1 and Device R3 to accept routes that contain their own AS number
in the AS path, the loops 2 statement is required on Device R1 and Device R3.

Topology

Figure 12: BGP Topology for advertise-peer-as

AS 64512 AS 64511 AS 64512
fe-1/72/0 EBGP fe-1/2/0 fe-1/72/1 EBGP fe-1/72/1
10.0.0.1 10.0.0.2 10.1.0.1 10.1.0.2
R1 R2 R3

lo0:

Rl 192168.0.1 o

R2 192.168.0.2 3

R3 192.168.0.3 ®

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

Device R1 set interfaces fe-1/2/0 unit O family inet address 10.0.0.1/30
set interfaces loO unit O family inet address 192.168.0.1/32
set protocols bgp family inet unicast loops 2
set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext peer-as 64511
set protocols bgp group ext neighbor 10.0.0.2
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Device R2

Device R3

Step-by-Step
Procedure

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 64512

set interfaces fe-1/2/0 unit O family inet address 10.0.0.2/30

set interfaces fe-1/2/1 unit O family inet address 10.1.0.1/30

set interfaces loO unit O family inet address 192.168.0.2/32

set protocols bgp group ext type external

set protocols bgp group ext advertise-peer-as

set protocols bgp group ext export send-direct

set protocols bgp group ext neighbor 10.0.0.1 peer-as 64512

set protocols bgp group ext neighbor 10.1.0.2 peer-as 64512

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 64511

set interfaces fe-1/2/1 unit O family inet address 10.1.0.2/30

set interfaces loO unit O family inet address 192.168.0.3/32

set protocols bgp family inet unicast loops 2

set protocols bgp group ext type external

set protocols bgp group ext export send-direct

set protocols bgp group ext peer-as 64511

set protocols bgp group ext neighbor 10.1.0.1

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept

set routing-options autonomous-system 64512

The following example requires that you navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CL/ User Guide.

To configure Device R1:

1. Configure the device interfaces.

[edit interfaces]
user@R1# set fe-1/2/0 unit O family inet address 10.0.0.1/30

user@R1# set loO unit O family inet address 192.168.0.1/32

2. Configure BGP.

[edit protocols bgp group ext]
user@RI1# set type external
user@R1# set peer-as 64511
user@R1# set neighbor 10.0.0.2

3. Prevent routes from Device R3 from being hidden on Device R1 by including the
loops 2 statement.

The loops 2 statement means that the local device’s own AS number can appear
in the AS path up to one time without causing the route to be hidden. The route is
hidden if the local device’s AS number is detected in the path two or more times.

150
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[edit protocols bgp family inet unicast]
user@R1# set loops 2

4. Configure the routing policy that sends direct routes.

[edit policy-options policy-statement send-direct term 1]
user@R1# set from protocol direct
user@R1# set then accept

5.  Apply the export policy to the BGP peering session with Device R2.

[edit protocols bgp group ext]
user@R1# set export send-direct

6.  Configure the autonomous system (AS) number.

[edit routing-options ]
user@R1# set autonomous-system 64512

Step-by-Step  To configure Device R2:

Procedure
1. Configure the device interfaces.

[edit interfaces]
user@R2# set fe-1/2/0 unit O family inet address 10.0.0.2/30

user@R2# set fe-1/2/1 unit O family inet address 10.1.0.1/30

user@R2# set loO unit O family inet address 192.168.0.2/32

2. Configure BGP.

[edit protocols bgp group ext]

user@R2# set type external

user@R2# set neighbor 10.0.0.1 peer-as 64512
user@R2# set neighbor 10.1.0.2 peer-as 64512

3.  Configure Device R2 to advertise routes learned from one EBGP peer to another
EBGP peer in the same AS.

In other words, advertise to Device R1 routes learned from Device R3 (and the
reverse), even though Device R1and Device R3 are in the same AS.

[edit protocols bgp group ext]
user@R2# set advertise-peer-as

4,  Configure a routing policy that sends direct routes.

[edit policy-options policy-statement send-direct term 1]
user@R2# set from protocol direct
user@R2# set then accept
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5. Apply the export policy.

[edit protocols bgp group ext]
user@R2# set export send-direct

6. Configure the AS number.

[edit routing-options]
user@R2# set autonomous-system 64511

Results From configuration mode, confirm your configuration by entering the show interfaces,
show protocols, show policy-options, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

Device R1 user@R1# show interfaces
fe-1/2/0 {
unit O {
family inet {
address 10.0.0.1/30;
}
1
1
loO {
unit0 {
family inet {
address 192.168.0.1/32;
}
1
1

user@R1# show protocols
bgp {
family inet {
unicast {
loops 2;
}
1
group ext {
type external;
export send-direct;
peer-as 64511;
neighbor 10.0.0.2;
1
}

user@R1# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;
}
1
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Device R2

user@R1# show routing-options
autonomous-system 64512;

user@R2# show interfaces
fe-1/2/0 {
unit O {
family inet {
address 10.0.0.2/30;
}
1
1
fe-1/2/1{
unit 0 {
family inet {
address 10.1.0.1/30;
}
1
1
loO {
unit0 {
family inet {
address 192.168.0.2/32;
1
1
1

user@R2# show protocols
bgp {
group ext {
type external;
advertise-peer-as;
export send-direct;
neighbor 10.0.0.1 {
peer-as 64512;
}
neighbor 10.1.0.2 {
peer-as 64512;
}
1
}

user@R2# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;
}
}

user@R2# show routing-options
autonomous-system 64511;

If you are done configuring the devices, enter commit from configuration mode.
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Verification

Purpose

Action

Confirm that the configuration is working properly.

Verifying the BGP Routes

Make sure that the routing tables on Device R1and Device R3 contain the expected routes.

1. On Device R2, deactivate the advertise-peer-as statement in the BGP configuration.

[edit protocols bgp group ext]
user@R2# deactivate advertise-peer-as
user@R2# commit

2. On Device R3, deactivate the loops statement in the BGP configuration.

[edit protocols bgp family inet unicast ]
user@R3# deactivate unicast loops
user@R3# commit

3. On Device R1, check to see what routes are advertised to Device R2.

user@R1> show route advertising-protocol bgp 10.0.0.2

inet.0: 5 destinations, 6 routes (5 active, 0 holddown, O hidden)

Prefix
* 10.0.0.0/30
* 192.168.0.1/32

Nexthop
Self
Self

MED Lclpref

AS path
1
1

4. On Device R2, check to see what routes are received from Device R].

user@R2> show route receive-protocol bgp 10.0.0.1

inet.0: 7 destinations, 9 routes (7 active, 0 holddown, O hidden)

Prefix
10.0.0.0/30
* 192.168.0.1/32

Nexthop
10.0.0.1
10.0.0.1

MED Lclpref

AS path
64512 1
64512 1

5. On Device R2, check to see what routes are advertised to Device R3.

user@R2> show route advertising-protocol bgp 10.1.0.2

inet.0: 7 destinations, 9 routes (7 active, 0 holddown, O hidden)

Prefix
* 10.0.0.0/30
* 10.1.0.0/30
* 192.168.0.2/32

Nexthop
Self
Self
Self

MED Lclpref

AS path
1
1
1

6. On Device R2, activate the advertise-peer-as statement in the BGP configuration.

[edit protocols bgp group ext]
user@R2# activate advertise-peer-as
user@R2# commit

7. On Device R2, recheck the routes that are advertised to Device R3.

user@R2> show route advertising-protocol bgp 10.1.0.2

inet.0: 7 destinations, 9 routes (7 active, 0 holddown, O hidden)

Prefix
* 10.0.0.0/30

Nexthop
Self

MED Lclpref

AS path
1
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* 10.1.0.0/30 Self 1
* 192.168.0.1/32 Self 64512 1
* 192.168.0.2/32 Self 1
* 192.168.0.3/32 10.1.0.2 64512 1

8. On Device R3, check the routes that are received from Device R2.

user@R3> show route receive-protocol bgp 10.1.0.1
inet.0: 5 destinations, 6 routes (5 active, 0 holddown, O hidden)

Prefix Nexthop MED Lclpref AS path
* 10.0.0.0/30 10.1.0.1 64511 1
10.1.0.0/30 10.1.0.1 64511 1
* 192.168.0.2/32 10.1.0.1 64511 1

9. On Device R3, activate the loops statement in the BGP configuration.

[edit protocols bgp family inet unicast ]
user@R3# activate unicast loops
user@R3# commit

10. On Device R3, recheck the routes that are received from Device R2.

user@R3> show route receive-protocol bgp 10.1.0.1
inet.0: 6 destinations, 8 routes (6 active, 0 holddown, 1 hidden)

Prefix Nexthop MED Lclpref AS path
* 10.0.0.0/30 10.1.0.1 64511 1
10.1.0.0/30 10.1.0.1 64511 1
* 192.168.0.1/32 10.1.0.1 64511 64512
1
* 192.168.0.2/32 10.1.0.1 64511 1

Meaning First the advertise-peer-as statement and the loops statement are deactivated so that
the default behavior can be examined. Device R1 sends to Device R2 a route to Device
R1's loopback interface address, 192.168.0.1/32. Device R2 does not advertise this route
to Device R3. After activating the advertise-peer-as statement, Device R2 does advertise
the 192.168.0.1/32 route to Device R3. Device R3 does not accept this route until after the
loops statement is activated.

Related . Example: Configuring a Layer 3 VPN with Route Reflectionand AS Override on page 138
Documentation

Disabling Attribute Set Messages on Independent AS Domains for BGP Loop Detection

BGP loop detection for a specific route uses the local autonomous system (AS) domain
for the routing instance. By default, all routing instances belong to a single primary routing
instance domain. Therefore, BGP loop detection uses the local ASs configured on all of
the routing instances. Depending on your network configuration, this default behavior
can cause routes to be looped and hidden.

To limit the local ASs in the primary routing instance, you can configure an independent
AS domain for a routing instance. The independent domain is separate from the primary
routing instance and keeps the AS paths of the independent domain from being shared
with the AS path and the AS path attributes of other domains.
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Related
Documentation

By default, independent domains use transitive path attribute 128 (attribute set) messages
totunnel the independent domain’s BGP attributes through the internal BGP (IBGP) core.
However, the attribute set message behavior for independent domains is undesired in
many cases. If you only want to configure independent domains to maintain the
independence of local ASs in the routing instance, and perform BGP loop detection only
for the specified local ASs in the routing instance, you can disable the attribute set
messages.

To disable attribute set messages on an independent domain, include the
independent-domain no-attrset statement:

1. Selecttherouting instance that contains the independent domain you want to modify.
You can select the routing instance from the following hierarchy levels:

« [edit routing-instances routing-instance-name]
« [editlogical-systems logical-system-name routing-instances routing-instance-name]
2. Disable attribute set messages on the independent domain.

[edit routing-instances instance-name]
user@host# set routing-options autonomous-systemas-numberindependent-domain
no-attrset

Q TIP: When you disable attribute set messages, we recommend that you
specify the AS number of the primary routing instance. This ensures that
the primary routing instance AS is treated as a local AS in the routing
instance and is used for BGP loop detection.

After you specify a routing instance for an independent domain, the local ASs are only
associated with that routing instance. That means BGP loop detection uses only the
local ASs defined in the routing instance.

« autonomous-system
« independent-domain

. Example: Configuring a Local AS for EBGP Sessions on page 80

Example: Ignoring the AS Path Attribute When Selecting the Best Path

If multiple BGP routes to the same destination exist, BGP selects the best path based
ontheroute attributes of the paths. One of the route attributes that affects the best-path
decision is the length of the AS paths of each route. Routes with shorter AS paths are
preferred over those with longer AS paths. Although not typically practical, some scenarios
might require that the AS path length be ignored in the route selection process. This
example shows how to configure a routing device to ignore the AS path attribute.

« Requirements on page 157

« Overview on page 157

156
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« Configuration on page 158

« Verification on page 163

Requirements

No special configuration beyond device initialization is required before you configure this
example.

Overview

On externally connected routing devices, the purpose of skipping the AS path comparison
might be to force an external BGP (EBGP) versus internal BGP (IBGP) decision to remove
traffic from your network as soon as possible. On internally connected routing devices,
you might want your IBGP-only routers to default to the local externally connected
gateway. The local IBGP-only (internal) routers skip the AS path comparison and move
down the decision tree to use the closest interior gateway protocol (IGP) gateway (lowest
IGP metric). Doing this might be an effective way to force these routers to use a LAN
connection instead of their WAN connection.

A CAUTION: Whenyouinclude the as-path-ignore statement on arouting device
inyour network, you might need to include it on all other BGP-enabled devices
in your network to prevent routing loops and convergence issues. This is
especially true for IBGP path comparisons.

In this example, Device R2 is learning about the loopback interface address on Device
R4 (4.4.4.4/32) from Device R1 and Device R3. Device R1is advertising 4.4.4.4/32 with
an AS-path of 15 4,and Device R3 is advertising 4.4.4.4/32 with an AS-path of 3 4. Device
R2 selects the path for 4.4.4.4/32 from Device R3 as the best path because the AS path
is shorter than the AS path from Device R1.

This example modifies the BGP configuration on Device R2 so that the AS-path length
is not used in the best-path selection.

Device R1 has a lower router ID (1.1.1.1) than Device R3 (1.1.1.1). If all other path selection
criteria are equal (or, as in this case, ignored), the route learned from Device R1is used.
Because the AS-path attribute is being ignored, the best path is toward Device R1because
of its lower router ID value.

Figure 13 on page 158 shows the sample topology.
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Figure 13: Topology for Ignoring the AS-Path Lengh

Router ID: 1.1.1.1 Router ID: 3.3.3.3

AS 1 AS 3

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 192.168.10.1/24
set interfaces fe-1/2/1 unit 10 family inet address 192.168.50.2/24
set interfaces loO unit 1 family inet address 1.1.1.1/32
set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext export send-static
set protocols bgp group ext export send-local
set protocols bgp group ext neighbor 192.168.10.2 peer-as 2
set protocols bgp group ext neighbor 192.168.50.1 peer-as 5
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
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set policy-options policy-statement send-local term 1 from protocol local
set policy-options policy-statement send-local term 1 then accept

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept

set routing-options static route 192.168.20.0/24 next-hop 192.168.10.2

set routing-options static route 192.168.30.0/24 next-hop 192.168.10.2

set routing-options static route 192.168.40.0/24 next-hop 192.168.50.1

set routing-options router-id 1.1.1.1

set routing-options autonomous-system 1

Device R2 set interfaces fe-1/2/0 unit 2 family inet address 192.168.10.2/24
set interfaces fe-1/2/1 unit 3 family inet address 192.168.20.2/24
set interfaces loO unit 2 family inet address 2.2.2.2/32
set protocols bgp path-selection as-path-ignore
set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext export send-static
set protocols bgp group ext export send-local
set protocols bgp group ext neighbor 192.168.10.1 peer-as 1
set protocols bgp group ext neighbor 192.168.20.1 peer-as 3
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set policy-options policy-statement send-local term 1 from protocol local
set policy-options policy-statement send-local term 1 then accept
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 192.168.50.0/24 next-hop 192.168.10.1
set routing-options static route 192.168.40.0/24 next-hop 192.168.10.1
set routing-options static route 192.168.30.0/24 next-hop 192.168.20.1
set routing-options router-id 2.2.2.2
set routing-options autonomous-system 2

Device R3 set interfaces fe-1/2/0 unit 4 family inet address 192.168.20.1/24
set interfaces fe-1/2/1 unit 5 family inet address 192.168.30.1/24
set interfaces loO unit 3 family inet address 1.1.1.1/32
set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext export send-static
set protocols bgp group ext export send-local
set protocols bgp group ext neighbor 192.168.20.2 peer-as 2
set protocols bgp group ext neighbor 192.168.30.2 peer-as 4
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set policy-options policy-statement send-local term 1 from protocol local
set policy-options policy-statement send-local term 1 then accept
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 192.168.10.0/24 next-hop 192.168.20.2
set routing-options static route 192.168.50.0/24 next-hop 192.168.20.2
set routing-options static route 192.168.40.0/24 next-hop 192.168.30.2
set routing-options router-id 3.3.3.3
set routing-options autonomous-system 3

Device R4 set interfaces fe-1/2/0 unit 6 family inet address 192.168.30.2/24
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Device R5

Step-by-Step
Procedure

set interfaces fe-1/2/1 unit 7 family inet address 192.168.40.1/24

set interfaces loO unit 4 family inet address 4.4.4.4/32

set protocols bgp group ext type external

set protocols bgp group ext export send-direct

set protocols bgp group ext export send-static

set protocols bgp group ext export send-local

set protocols bgp group ext neighbor 192.168.30.1 peer-as 3

set protocols bgp group ext neighbor 192.168.40.2 peer-as 5

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept

set policy-options policy-statement send-local term 1 from protocol local
set policy-options policy-statement send-local term 1then accept

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept

set routing-options static route 192.168.10.0/24 next-hop 192.168.40.2

set routing-options static route 192.168.50.0/24 next-hop 192.168.40.2

set routing-options static route 192.168.40.0/24 next-hop 192.168.30.1

set routing-options router-id 4.4.4.4

set routing-options autonomous-system 4

set interfaces fe-1/2/0 unit 8 family inet address 192.168.40.2/24

set interfaces fe-1/2/1 unit 9 family inet address 192.168.50.1/24

set interfaces loO unit 5 family inet address 5.5.5.5/32

set protocols bgp group ext type external

set protocols bgp group ext export send-direct

set protocols bgp group ext export send-static

set protocols bgp group ext export send-local

set protocols bgp group ext neighbor 192.168.40.1 peer-as 4

set protocols bgp group ext neighbor 192.168.50.2 peer-as 1

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept

set policy-options policy-statement send-local term 1 from protocol local
set policy-options policy-statement send-local term 1 then accept

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept

set routing-options static route 192.168.10.0/24 next-hop 192.168.50.2

set routing-options static route 192.168.20.0/24 next-hop 192.168.50.2

set routing-options static route 192.168.30.0/24 next-hop 192.168.40.1

set routing-options router-id 5.5.5.5

set routing-options autonomous-system 5

Configuring Device R2

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure Device R2:

1. Configure the interfaces.

[edit interfaces]

user@R2# set fe-1/2/0 unit 2 family inet address 192.168.10.2/24
user@R2# set fe-1/2/1 unit 3 family inet address 192.168.20.2/24
user@R2# set loO unit 2 family inet address 2.2.2.2/32
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2. Configure EBGP.

[edit protocols bgp group ext]

user@R2# set type external

user@R2# set export send-direct

user@R2# set export send-static

user@R2# set export send-local

user@R2# set neighbor 192.168.10.1 peer-as 1
user@R2# set neighbor 192.168.20.1 peer-as 3

3.  Configure the autonomous system (AS) path attribute to be ignored in the Junos
OS path selection algorithm.

[edit protocols bgp]
user@R2# set path-selection as-path-ignore

4. Configure the routing policy.

[edit policy-options]

user@R2# set policy-statement send-direct term 1 from protocol direct
user@R2# set policy-statement send-direct term 1then accept
user@R2# set policy-statement send-local term 1 from protocol local
user@R2# set policy-statement send-local term 1 then accept
user@R2# set policy-statement send-static term 1 from protocol static
user@R2# set policy-statement send-static term 1then accept

5. Configure some static routes.

[edit routing-options static]

user@R2# set route 192.168.50.0/24 next-hop 192.168.10.1
user@R2# set route 192.168.40.0/24 next-hop 192.168.10.1
user@R2# set route 192.168.30.0/24 next-hop 192.168.20.1

6.  Configure the autonomous system (AS) number and the router ID.

[edit routing-options]
user@R2# set router-id 2.2.2.2
user@R2# set autonomous-system 2

Results From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit 2 {
family inet {
address 192.168.10.2/24;
}
1

1
fe-1/2/11
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unit3{
family inet {
address 192.168.20.2/24;
}
1
1
loO {
unit 2 {
family inet {
address 2.2.2.2/32,;
}
1
1

user@R2# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;
1
1
policy-statement send-local {
term1{
from protocol local;
then accept;
1
1
policy-statement send-static {
term1{
from protocol static;
then accept;
1
1

user@R2# show protocols
bgp {
path-selection as-path-ignore;
group ext {
type external;
export [ send-direct send-static send-local ];
neighbor 192.168.10.1 {
peer-as I;
}
neighbor 192.168.20.1 {
peer-as 3;
}
1
}

user@R2# show routing-options

static {
route 192.168.50.0/24 next-hop 192.168.10.1;
route 192.168.40.0/24 next-hop 192.168.10.1;
route 192.168.30.0/24 next-hop 192.168.20.1;

1

router-id 2.2.2.2;

autonomous-system 2;
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Verification

Purpose

Action

Meaning

Related
Documentation

If you are done configuring the device, enter commit from configuration mode. Repeat
the configuration on the other devices in the network, changing the interface names and
IP addresses, as needed.

Confirm that the configuration is working properly.
« Checking the Neighbor Status on page 163

Checking the Neighbor Status

Make sure that from Device R2, the active path to get to AS 4 is through AS1and AS 5,
not through AS 3.

0 NOTE: To verify the functionality of the as-path-ignore statement, you might
need to run the restart routing command to force reevaluation of the active
path. Thisis because for BGP, if both paths are external, the Junos OS behavior
is to prefer the currently active path. This behavior helps to minimize
route-flapping. Use caution when restarting the routing protocol process in
a production network.

From operational mode, enter the restart routing command.

user@R2> restart routing
Routing protocols process started, pid 49396

From operational mode, enter the show route 4.4.4.4 protocol bgp command.

user@R2> show route 4.4.4.4 protocol bgp
inet.0: 12 destinations, 25 routes (12 active, 0 holddown, 4 hidden)
+ = Active Route, - = Last Active, * = Both

4.4.4.4/32 *[BGP/170] 00:00:12, localpref 100
AS path: 154 1

> to 192.168.10.1 via fe-1/2/0.2

[BGP/170] 00:00:08, localpref 100
AS path: 34 1

> to 192.168.20.1 via fe-1/2/1.3

The asterisk (*) is next to the path learned from R1, meaning that this is the active path.
The AS path for the active path is 15 4, which is longer than the AS path (3 4) for the
nonactive path learned from Router R3.

. Understanding BGP Path Selection on page 14
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Understanding Private AS Number Removal from AS Paths

By default, when BGP advertises AS paths to remote systems, it includes all AS numbers,
including private AS numbers. You can configure the software so that it removes private
AS numbers from AS paths. Doing this is useful when any of the following circumstances
are true:

. Aremote AS for which you provide connectivity is multihomed, but only to the local
AS.

« The remote AS does not have an officially allocated AS number.

. Itis not appropriate to make the remote AS a confederation member AS of the local
AS.

Most companies acquire their own AS number. Some companies also use private AS
numbers to connect to their public AS network. These companies might use a different
private AS number for each region in which their company does business. In any
implementation, announcing a private AS number to the Internet must be avoided. Service
providers can use the remove-private statement to prevent advertising private AS numbers
to the Internet.

In an enterprise scenario, suppose that you have multiple AS numbers in your company,
some of which are private AS numbers, and one with a public AS number. The one with
a public AS number has a direct connection to the service provider. In the AS that connects
directly to the service provider, you can use the remove-private statement to filter out
any private AS numbers in the advertisements that are sent to the service provider.

A CAUTION: Changing configuration statements that affect BGP peers, such
as enabling or disabling remove-private or renaming a BGP group, resets the
BGP sessions. Changes that affect BGP peers should only be made when
resetting a BGP session is acceptable.

The AS numbers are stripped from the AS path starting at the left end of the AS path
(the end where AS paths have been most recently added). The routing device stops
searching for private ASs when it finds the first nonprivate AS or a peer’s private AS. If
the AS path contains the AS number of the external BGP (EBGP) neighbor, BGP does
not remove the private AS number.

0 NOTE: As of Junos OS 10.0R2 and later, if there is a need to send prefixes to

an EBGP peer that has an AS number that matches an AS number in the AS

path, consider using the as-override statement instead of the remove-private
statement.

The operation takes place after any confederation member ASs have already been
removed from the AS path, if applicable.
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The software is preconfigured with knowledge of the set of AS numbers that is considered
private, a range that is defined in the Internet Assigned Numbers Authority (IANA) assigned
numbers document. The set of 16 bit AS numbers reserved as private are in the range
from 64,512 through 65,534, inclusive. The 32 bit AS numbers reserved as private are in
the range from 4,200,000,000 through 4,294,967,294 inclusive.

Related . Example: Removing Private AS Numbers from AS Paths on page 165
Documentation

Example: Removing Private AS Numbers from AS Paths

This example demonstrates the removal of a private AS number from the advertised AS
path to avoid announcing the private AS number to the Internet.

« Requirements on page 165

« Overview on page 165

« Configuration on page 166

« Verification on page 168

Requirements

No special configuration beyond device initialization is required before you configure this
example.

Overview

Service providers and enterprise networks use the remove-private statement to prevent
advertising private AS numbers to the Internet. The remove-private statement works in
the outbound direction. You configure the remove-private statement on a device that
has a public AS number and that is connected to one or more devices that have private
AS numbers. Generally, you would not configure this statement on a device that has a
private AS number.

Figure 14 on page 165 shows the sample topology.

Figure 14: Topology for Removing a Private AS from the Advertised AS
Path

<

AS 65535 AS 100

In this example, Device R1is connected to its service provider using private AS number
65530. The example shows the remove-private statement configured on Device ISP to
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prevent Device R1's private AS number from being announced to Device R2. Device R2
sees only the AS number of the service provider.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

Device R1 set interfaces fe-1/2/0 unit 1 family inet address 192.168.10.1/24
set interfaces loO unit 1 family inet address 10.10.10.1/32
set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext export send-static
set protocols bgp group ext peer-as 100
set protocols bgp group ext neighbor 192.168.10.10
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 192.168.20.0/24 next-hop 192.168.10.10
set routing-options autonomous-system 65530

Device ISP set interfaces fe-1/2/0 unit 2 family inet address 192.168.10.10/24
set interfaces fe-1/2/1 unit 3 family inet address 192.168.20.20/24
set interfaces loO unit 2 family inet address 10.10.0.1/32
set protocols bgp group ext type external
set protocols bgp group ext neighbor 192.168.10.1 peer-as 65530
set protocols bgp group ext neighbor 192.168.20.1 remove-private
set protocols bgp group ext neighbor 192.168.20.1 peer-as 200
set routing-options autonomous-system 100

Device R2 set interfaces fe-1/2/0 unit 4 family inet address 192.168.20.1/24
set interfaces loO unit 3 family inet address 10.10.20.1/32
set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext export send-static
set protocols bgp group ext peer-as 100
set protocols bgp group ext neighbor 192.168.20.20
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 192.168.10.0/24 next-hop 192.168.20.20
set routing-options autonomous-system 200
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Device ISP

Step-by-Step The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI/ User Guide.

To configure Device ISP:

1. Configure the interfaces.

[edit interfaces]

user@ISP# set fe-1/2/0 unit 2 family inet address 192.168.10.10/24
user@ISP# set fe-1/2/1 unit 3 family inet address 192.168.20.20/24
user@ISP# set loO unit 2 family inet address 10.10.0.1/32

2. Configure EBGP.

[edit protocols bgp group ext]

user@ISP# set type external

user@ISP# set neighbor 192.168.10.1 peer-as 65530
user@ISP# set neighbor 192.168.20.1 peer-as 200

3. For the neighbor in autonomous system (AS) 200 (Device R2), remove private AS
numbers from the advertised AS paths.

[edit protocols bgp group ext]
user@ISP# set neighbor 192.168.20.1 remove-private

4. Configure the AS number.

[edit routing-options]
user@ISP# set autonomous-system 100

Results From configuration mode, confirm your configuration by entering the show interfaces,
show protocols, and show routing-options commands. If the output does not display the
intended configuration, repeat the instructions in this example to correct the configuration.

user@ISP# show interfaces
fe-1/2/0 {
unit 2 {
family inet {
address 192.168.10.10/24;
}
1
}
fe-1/2/1{
unit3{
family inet {
address 192.168.20.20/24;
}
1
1
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Verification
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Action

loO {
unit 2 {
family inet {
address 10.10.0.1/32;
}
1
1

user@ISP# show protocols
bgp {
group ext {
type external;
neighbor 192.168.10.1 {
peer-as 65530;
}
neighbor 192.168.20.1 {
remove-private;
peer-as 200;
}
1
1

user@ISP# show routing-options
autonomous-system 100;

If you are done configuring the device, enter commit from configuration mode. Repeat
the configuration on Device R1 and Device R2, changing the interface names and IP
address, as needed, and adding the routing policy configuration.

Confirm that the configuration is working properly.

« Checking the Neighbor Status on page 168
« Checking the Routing Tables on page 169
« Checking the AS Path When the remove-private Statement Is Deactivated on page 170

Checking the Neighbor Status

Make sure that Device ISP has the remove-private setting enabled in its neighbor session
with Device R2.

From operational mode, enter the show bgp neighbor 192.168.20.1 command.

user@1SP> show bgp neighbor 192.168.20.1

Peer: 192.168.20.1+179 AS 200 Local: 192.168.20.20+60216 AS 100
Type: External State: Established Flags: <ImportEval Sync>
Last State: OpenConfirm Last Event: RecvKeepAlive
Last Error: None
Options: <Preference RemovePrivateAS PeerAS Refresh>
Holdtime: 90 Preference: 170
Number of flaps: 0O
Peer 1D: 10.10.20.1 Local ID: 10.10.0.1 Active Holdtime: 90
Keepalive Interval: 30 Peer index: O
BFD: disabled, down
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Meaning

Purpose

Action

Local Interface: fe-1/2/1.3
NLRI for restart configured on peer: inet-unicast
NLRI advertised by peer: inet-unicast
NLRI for this session: inet-unicast
Peer supports Refresh capability (2)
Stale routes from peer are kept for: 300
Peer does not support Restarter functionality
NLRI that restart is negotiated for: inet-unicast
NLRI of received end-of-rib markers: inet-unicast
NLRI of all end-of-rib markers sent: inet-unicast
Peer supports 4 byte AS extension (peer-as 200)
Peer does not support Addpath
Table inet.0 Bit: 10001
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:
Last traffic (seconds): Received 10 Sent 16 Checked 55

P OMNWEER

Input messages: Total 54 Updates 3 Refreshes 0 Octets 1091
Output messages: Total 54 Updates 1 Refreshes 0 Octets 1118

Output Queue[0]: O

The RemovePrivateAS option shows that Device ISP has the expected setting.

Checking the Routing Tables

Make sure that the devices have the expected routes and AS paths.

From operational mode, enter the show route protocol bgp command.

user@R1> show route protocol bgp
inet.0: 5 destinations, 5 routes (5 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

10.10.20.1/32 *[BGP/170] 00:28:57, localpref 100
AS path: 100 200 I
> to 192.168.10.10 via fe-1/2/0.1

user@ISP> show route protocol bgp

inet.0: 7 destinations, 11 routes (7 active, 0 holddown, 2 hidden)
+ = Active Route, - = Last Active, * = Both

10.10.10.1/32 *[BGP/170] 00:29:40, localpref 100
AS path: 65530 1
> to 192.168.10.1 via fe-1/2/0.2

10.10.20.1/32 *[BGP/170] 00:29:36, localpref 100
AS path: 200 1

> to 192.168.20.1 via fe-1/2/1.3

192.168.10.0/24 [BGP/170] 00:29:40, localpref 100

AS path: 65530 1
> to 192.168.10.1 via fe-1/2/0.2
192.168.20.0/24 [BGP/170] 00:29:36, localpref 100
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AS path: 200 1
> to 192.168.20.1 via fe-1/2/1.3

user@R2> show route protocol bgp
inet.0: 5 destinations, 5 routes (56 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

10.10.10.1/32 *[BGP/170] 00:29:53, localpref 100
AS path: 100 1
> to 192.168.20.20 via fe-1/2/0.4

Device ISP has the private AS number 65530 in its AS path to Device R1. However, Device
ISP does not advertise this private AS number to Device R2. This is shown in the routing
table of Device R2. Device R2’s path to Device R1 contains only the AS number for Device
ISP.

Checking the AS Path When the remove-private Statement Is Deactivated

Verify that without the remove-private statement, the private AS number appears in
Device R2’s routing table.

From configuration mode on Device ISP, enter the deactivate remove-private command
and then recheck the routing table on Device R2.

[protocols bgp group ext neighbor 192.168.20.1]
user@ISP# deactivate remove-private
user@ISP# commit

user@R2> show route protocol bgp
inet.0: 5 destinations, 5 routes (5 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

10.10.10.1/32 *[BGP/170] 00:00:54, localpref 100
AS path: 100 65530 1
> to 192.168.20.20 via fe-1/2/0.4

Private AS number 65530 appears in Device R2’s AS path to Device R1.

« Understanding Private AS Number Removal from AS Paths on page 164
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« 4-Byte Autonomous System Numbers Overview on page 171

« Implementing 4-Byte Autonomous System Numbers on page 172

« Configuring 4-Byte Autonomous System Numbers on page 174

« Prepending 4-Byte AS Numbers in an AS Path on page 175

« Configuring 4-Byte AS Numbers and BGP Extended Community Attributes on page 176

« Understanding a 4-Byte Capable Router AS Path Through a 2-Byte Capable
Domain on page 177

« Understanding 4-Byte AS Numbers and Route Distinguishers on page 180
« Understanding 4-Byte AS Numbers and Route Loop Detection on page 181

. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 2-Byte AS Number on page 183

« Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 4-Byte AS Number on page 184

« Example: Enforcing Correct Autonomous System Number in AS-Path in BGP
Network on page 186

4-Byte Autonomous System Numbers Overview

This Technology Overview describes 4-byte autonomous system (AS) numbers and the
operation of BGP in a network with a mix of 2-byte and 4-byte AS numbers.

The 2-byte AS number, also known as a 16-bit AS number or 2-octet AS number, provides
a pool of 65,536 AS numbers. The 2-byte AS number range has been exhausted. 4-byte
AS numbers are specified in RFC 4893, BGP Support for Four-Octet AS Number Space
and provide a pool of 4,294,967,296 AS numbers.

As of January1,2009 the Internet Assigned Numbers Authority (IANA) only assigns 4-byte
AS numbers, unless a 2-byte AS number is specifically requested. The Internet Engineering
Task Force (IETF) RFC 4893 defines a method for smooth transition from 2-byte AS
numbers to 4-byte AS numbers and for maintaining backward compatibility.

RFC 4893 introduces two new optional transitive BGP attributes, AS4_PATH and
AS4_AGGREGATOR. These new attributes are used to propagate 4-byte AS path
information across BGP speakers that do not support 4-byte AS numbers.
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RFC 4893 also introduces a reserved, well-known, 2-byte AS number, AS 23456. This
reserved AS number is called AS_TRANS in RFC 4893.

RFC 7300, Reservation of Last Autonomous System (AS) Numbers and the Internet draft
draft-ietf-idr-asO-06 restrict the use of 2-byte AS number 65535, 4-byte AS number
4294967295UL, and AS number O in a configuration. Therefore, when you use these
restricted AS numbers, the commit operation fails.

« Configuring 4-Byte Autonomous System Numbers on page 174

. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 2-Byte AS Number on page 183

. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 4-Byte AS Number on page 184

« Implementing 4-Byte Autonomous System Numbers on page 172

. Prepending 4-Byte AS Numbers in an AS Path on page 175

. Understanding 4-Byte AS Numbers and Route Distinguishers on page 180
. Understanding 4-Byte AS Numbers and Route Loop Detection on page 181

. Understanding a 4-Byte Capable Router AS Path Through a 2-Byte Capable Domain
on page 177

Implementing 4-Byte Autonomous System Numbers

Junos OS Release 9.1 and later supports 4-byte AS numbers.

If your network is currently using 2-byte AS numbers, you are not required to get new
4-byte AS numbers. The 2-byte AS number range is a subset of the 4-byte AS number
range. A Juniper networks router that supports 4-byte AS numbers simply prepends a
string of zeros in front of the 2-byte AS number. For example, the 2-byte AS number
65000 becomes the 4-byte AS number 00000.65000.

If your Juniper Networks router supports 4-byte AS numbers and has a peer relationship
with a router that does not support 4-byte AS numbers, the following sequence takes
place in the adjacent RIB-inrouting table after the router that supports 4-byte AS numbers
advertises this capability to the new peer:

1. Therouter that supports 4-byte AS numbers receives an advertisement from the peer
that supports only 2-byte AS numbers.

2. On the router that supports 4-byte AS numbers, the 2-byte AS path is converted into
the 4-byte AS number by prepending a string of zeros in front of the 2-byte AS number.

3. If a 4-byte AS number is also present in the path, it is merged with the 2-byte AS
numbers in the path.

4. If the AGGREGATOR and AS4_AGGREGATOR attributes are present, these attributes
are also merged.
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If your Juniper Networks router supports 4-byte AS numbers and has a peer relationship
with a router that does not support 4-byte AS numbers, the following sequence takes
place in the adjacent RIB-out routing table:

1.

Update message are reformatted before being sent to the router that does not support
4-byte AS numbers.

The router that supports 4-byte AS numbers sends the 4-byte AS number in the
AS4_PATH attribute.

The AS_PATH attribute is also sent. It is encoded with the 2-byte AS numbers.
Mappable 4-byte AS numbers, below 64537, are sent as 2-byte AS numbers.
Non-mappable 4-byte AS numbers, above 64536, are represented by the well-known
2-byte AS number, AS 23456.

A single peer group is used for the routers that support 4-byte AS numbers and the
routers that support only 2-byte AS numbers.

Release History Table Release Description
9. Junos OS Release 9.1 and later supports 4-byte AS numbers.
Related . 4-Byte Autonomous System Numbers Overview on page 171

Documentation

Configuring 4-Byte AS Numbers and BGP Extended Community Attributes on page 176
Configuring 4-Byte Autonomous System Numbers on page 174

Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 2-Byte AS Number on page 183

Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 4-Byte AS Number on page 184

Prepending 4-Byte AS Numbers in an AS Path on page 175
Understanding 4-Byte AS Numbers and Route Distinguishers on page 180
Understanding 4-Byte AS Numbers and Route Loop Detection on page 181

Understanding a 4-Byte Capable Router AS Path Through a 2-Byte Capable Domain
on page 177
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This section describes how to configure a 4-byte AS number and how to verify if the BGP
peer supports 4-byte AS numbers.

The AS number can be specified in plain number format or in AS-dot notation format on
routers running Junos OS Release 9.2 and later. For example, the 4-byte AS number of
65,546 is represented in plain-number format as 65546. The same AS number is
represented in AS-dot notation format as 1.10 on routers running Junos OS Release 9.2
and later.

« To configure a 4-byte AS number in AS-dot notation format, include the
autonomous-system statement and specify the 4-byte AS number. In the following
example the AS number is set to 1.10.

user@host# set routing-options autonomous-system 1.10

« To configure a 4-byte AS number in plain number format, include the
autonomous-system statement and specify the 4-byte AS number. In the following
example the AS number is set to 65546.

user@host# set routing-options autonomous-system 65546

. Aftera BGP peersession has been negotiated, you can verify whether the peer supports
4-byte AS numbers or not. To verify whether the peer supports 4-byte AS numbers or
not, use the show bgp neighbor command. In the following example the peer does not
support 4-byte AS numbers.

user@host# show bgp neighbor 192.168.1.9 | match "AS"
Peer: 192.168.1.9+179 AS 65056 Local: 192.168.1.3+52616 AS 65000
Peer does not support 4 byte AS extension

« Inthe following example the peer does support 4-byte AS numbers.

user@host# show bgp neighbor 192.168.1.9 | match "AS"
Peer: 192.168.1.10+52679 AS 1000000000 Local: 192.168.1.3+179 AS 65000
Peer supports 4 byte AS extension (peer-as 1000000000)

« 4-Byte Autonomous System Numbers Overview on page 171
« Configuring 4-Byte AS Numbers and BGP Extended Community Attributes on page 176

. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 2-Byte AS Number on page 183

. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 4-Byte AS Number on page 184

« Implementing 4-Byte Autonomous System Numbers on page 172
« Prepending 4-Byte AS Numbers in an AS Path on page 175
. Understanding 4-Byte AS Numbers and Route Distinguishers on page 180

« Understanding 4-Byte AS Numbers and Route Loop Detection on page 181
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. Understanding a 4-Byte Capable Router AS Path Through a 2-Byte Capable Domain
on page 177

. Disabling Attribute Set Messages on Independent AS Domains for BGP Loop Detection
on page 155

Prepending 4-Byte AS Numbers in an AS Path

When an address prefix advertisement transits a domain, the domain effectively “signs”
the prefix advertisement by prepending its autonomous system number (ASN) to the
AS path associated with the address prefix. At any point in the network the AS path
describes a sequence of connected domains that forms a path from the current point to
the originating domain. The left-most number in the AS path list is the ASN of the adjacent
AS from which the address prefix advertisement was received. The sequence of numbers
indicates the sequence of ASs though which this update was propagated.

This section describes how to prepend one or more AS numbers at the beginning of an
AS path. The AS numbers are added at the beginning of the path after the actual AS
number from which the route originates has been added to the path. Prepending an AS
path makes a shorter AS path look longer and therefore less preferable to BGP.

e NOTE: As of Junos OS Release 15.1, the enforce-first-as statement enforces
the first (left-most) autonomous system number (ASN) in AS-path is the
previous neighbor's ASN as the domain is transited.

In Figure 15 on page 175, Router 2 is configured to prepend AS 1000000000 4 times in
front of AS number 65000.

Figure 15: EBGP with 4-Byte AS Numbers Prepended to the AS Path

EBGP
Route
1.2.34

Router 1 Router 2 Router 3 Router 4
AS 1000000000 AS 65000 AS 65056 AS 65080
4-byte support 4-byte support 2-byte support 4-byte support

9040519

You can display the route details using the show route command on Router 3. In the
following example, notice that the prepended AS number displayed in the AS path on
Router 3is the AS_TRANS number, AS 23456. This is because Router 3 does not support
4-byte AS numbers.

user@Router3# show route 1.2.3.4 detail
1.2.3.4/32 *[BGP/170] 01:39:55, localpref 100, from 192.168.1.3
AS path: 65000 23456 23456 23456 23456 1

You can display the route details using the show route command on Router 4. In the
following example, notice that the prepended AS number displayed in the AS path on
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Router 4 is AS1000000000. This is because Router 4 supports 4-byte AS numbers and
merges the AS_PATH and AS4_PATH attributes.

user@Router4# show route 1.2.3.4 detail

1.2.3.4/32

Related
Documentation

*[BGP/170] 01:39:55, localpref 100, from 192.168.1.9
AS path: 65056 65000 1000000000 1000000000 1000000000 1000000000 I

. enforce-first-as on page 1035

« 4-Byte Autonomous System Numbers Overview on page 171

« Configuring 4-Byte AS Numbers and BGP Extended Community Attributes on page 176
. Configuring 4-Byte Autonomous System Numbers on page 174

. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 2-Byte AS Number on page 183

. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 4-Byte AS Number on page 184

« Implementing 4-Byte Autonomous System Numbers on page 172
. Understanding 4-Byte AS Numbers and Route Distinguishers on page 180
. Understanding 4-Byte AS Numbers and Route Loop Detection on page 181

. Understanding a 4-Byte Capable Router AS Path Through a 2-Byte Capable Domain
on page 177

Configuring 4-Byte AS Numbers and BGP Extended Community Attributes

A BGP community is a group of destinations that share a common property. You can
configure the standard community attribute and extended community attributes for
inclusion in BGP update messages.

For example, when configuring a VPN routing and forwarding (VRF) instance, you need
to configure a route target. A route target is one type of BGP extended community
attribute. To create a named BGP extended commmunity attribute, include the community
statement and specify the community members:

community name {
members [ community-ids ];

}
To specify the community members, you must specify the community ID. The community
ID consists of three components that you specify in the following format:
type:administrator:assigned-number

The administrator field of some BGP extended community attributes is an AS number.
To configure a target extended community, which includes a 4-byte AS number in the
plain-number format, append the letter “L” to the end of the number.

176

Copyright © 2017, Juniper Networks, Inc.



Chapter 6: Connecting to Autonomous Systems

In the following example, a target community with the 4-byte AS number 334324 and
an assigned number of 132 is represented as target:334324L:132.

[edit policy-options]
community vpn_blue members [ target:334324L:132 ];

o NOTE: If you display the target extended community information on a peer
router that does not support 4-byte AS numbers, the router displays
target:unknown format.

Related . 4-Byte Autonomous System Numbers Overview on page 171
D tati
ocumentation « Configuring 4-Byte Autonomous System Numbers on page 174

. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 2-Byte AS Number on page 183

. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 4-Byte AS Number on page 184

. Implementing 4-Byte Autonomous System Numbers on page 172

. Prepending 4-Byte AS Numbers in an AS Path on page 175

. Understanding 4-Byte AS Numbers and Route Distinguishers on page 180
« Understanding 4-Byte AS Numbers and Route Loop Detection on page 181

. Understanding a 4-Byte Capable Router AS Path Through a 2-Byte Capable Domain
on page 177

Understanding a 4-Byte Capable Router AS Path Through a 2-Byte Capable Domain

This section describes what happens when a router that supports 4-byte AS numbers
sends the AS path statement to a router that only supports 2-byte AS numbers if the
first router is configured with an AS number outside the 2-byte AS number range.

In Figure 16 on page 177 Router 1 supports 4-byte AS numbers. Router 1is configured to
use a 4-byte AS number, AS1000000000. Router 2 supports 2-byte AS numbers. Router 2
is configured with a 2-byte AS number, AS 65056.

Figure 16: 4-Byte Capable Router AS Path to a 2-Byte Capable Router

AS_PATH = 4-byte support value 2-byte support value 4-byte support value AS_Path
Router 1 Router 2 ©
AS 1000000000 AS 65056 38
4-byte support 2-byte support S,

« Router 2 does not accept 4-byte AS numbers in the AS_PATH attribute. You can verify
this using the show bgp neighbor command on Router 1.
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user@Routerl# show bgp neighbor192.168.1.9 | match "AS"
Peer: 192.168.1.9+179 AS 65056 Local: 192.168.1.2+64053 AS 65080
Peer does not support 4 byte AS extension

Figure 17 on page 178 shows four routers running EBGP. Router 1, Router 2, and Router 4
support 4-byte AS numbers. Router 3 does not support 4-byte AS numbers.

Figure 17: EBGP 4-Byte AS Path Through a 2-Byte AS Domain

EBGP
Route
1.2.34

Router 1 Router 2 Router 3 Router 4
AS 1000000000 AS 65000 AS 65056 AS 65080 ®
4-byte support 4-byte support 2-byte support 4-byte support é’
(=]

In this case:

Router 1sends the 4-byte AS number, AS 1000000000, in the AS_PATH attribute to
Router 2.

Router 2 knows that Router 3 does not support 4-byte AS numbers.

Router 2 sends the AS_TRANS number, AS 23456, in the AS_PATH attribute in place
of the 4-byte AS number to Router 3.

Router 2 sends the 4-byte AS number, AS 1000000000 in the AS4_PATH attribute
to Router 3.

Because the AS4_PATH attribute is transitive, Router 3 sends both the AS_PATH
attribute and the AS4_PATH attribute to Router 4.

When Router 4 receives the AS_PATH and AS4_PATH attributes, it merges the path
statements to create an accurate AS path.

You can display the AS path using the show route command on Router 3. In the following
example, notice that the AS number 23456 appearsin the AS path and that the AS4_PATH
attribute is Unrecognized. Because the AS4_PATH attribute is a transitive attribute, it is
forwarded to the next router.

user@Router3# show route 1.2.3.4 detail
AS path: 65000 23456 1 Unrecognized Attributes: 13 bytes

You can display the route details using the show route command on Router 4. In the
following example, notice that as the AS path transitions Router 3, as shown in the AS2
(2-byte AS) path, the AS number is displayed as AS_TRANS. This means that Router 3
sees the AS number as 23456. In the AS4 (4-byte AS) path the AS number is displayed
as 1000000000. In the merged AS path the correct AS path numbers are displayed for
AS 65056, AS 65000, and AS 1000000000.

user@Router4# show route 1.2.3.4 detail
AS path: AS2 PA[3]:65056 65000 AS_TRANS

AS path: AS4 PA[2]:65056 1000000000
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AS path: Merged[3]:65056 65000 1000000000 I

Figure 18 on page 179 shows 4 routers running IBGP. Router 1, Router 2, and Router 4
support 4-byte AS numbers. Router 3 does not support 4-byte AS numbers.

Figure 18: IBGP 4-Byte AS Path Through a 2-Byte AS Domain

Route IBGP
1.2.34 AS 65056

Router 1 Router 2 Router 3 Router 4
AS 1000000000 AS 65000 2-byte support 4-byte support ®
4-byte support 4-byte support §
o
(=]

In this case:

« Router 1sends the 4-byte AS number, AS 1000000000, in the AS_PATH attribute to
Router 2.

« Router 2 knows that Router 3 does not support 4-byte AS numbers.

« Router 2 sends the AS_TRANS number, AS 23456, in the AS_PATH attribute in place
of the 4-byte AS number to Router 3.

« Router 3 sends both the AS_PATH attribute and the AS4_PATH attribute to Router 4.

« When Router 4 receives the AS_PATH and AS4_PATH attributes, it merges the path
statements to create an accurate AS path.

You can display the route details using the show route command on Router 2. In the
following example, notice that the AS path is displayed as 1000000000.

user@Router2# show route 1.2.3.4 detail
AS path: 1000000000

You can display the route details using the show route command on Router 3. In the
following example, notice that the AS path is displayed as 65000 23456.

user@Router3# show route 1.2.3.4 detail
AS path: 65000 23456 1

You can display the route details using the show route command on Router 4. In the
following example, notice that the merged AS path is displayed as 65000 1000000000.

user@Router4# show route 1.2.3.4 detail

AS path: 65000 1000000000 1

Related . 4-Byte Autonomous System Numbers Overview on page 171

D tati
ocumentation « Configuring 4-Byte AS Numbers and BGP Extended Community Attributes on page 176
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. Configuring 4-Byte Autonomous System Numbers on page 174

. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 2-Byte AS Number on page 183

. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 4-Byte AS Number on page 184

« Implementing 4-Byte Autonomous System Numbers on page 172
« Prepending 4-Byte AS Numbers in an AS Path on page 175
. Understanding 4-Byte AS Numbers and Route Distinguishers on page 180

« Understanding 4-Byte AS Numbers and Route Loop Detection on page 181

Understanding 4-Byte AS Numbers and Route Distinguishers

Related
Documentation

A route distinguisher (RD) is an 8-byte field prefixed to a service provider customer's
IPv4 address. The resulting 12-byte field is a unique VPN-IPv4 address. The RD in BGP
messages consists of two major fields, the type field (2 bytes) and value field (6 bytes).
The type field determines how the value field should be interpreted.

The route distinguisher is configured as a 6-byte value that you can specify as
as-number.number, where as-number is your assigned AS number and number (also known
as an administrative number or assigned number subfield) is any 2-byte or 4-byte value.
The AS number can be in the range from 1 through 4,294,967,295. If the AS numberis a
2-byte value, the administrative number is a 4-byte value. If the AS number is 4-byte
value, the administrative number is a 2-byte value.

An RD consisting of a 4-byte AS number and a 2-byte administrative number is defined
as a type 2 route distinguisher in RFC 4364, BGE/MPLS IP Virtual Private Networks.

To configure an RD using a 4-byte AS number, append the letter “L” to the end of the
number. In the following example, the 4-byte AS number is 7765000 and the
administrative number is 1000:

user@Routerl# set routing-instances 4B route-distinguisher 7765000L:1000

If the router you are configuring is a BGP peer of a router that does not support 4-byte
AS numbers, you also need to configure a local AS number as discussed in “Establishing
a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte Capable Router
Using a 4-Byte AS Number” on page 184. To configure the local AS number, include the
local-as statement, specify the 2-byte AS number to use (65001), and include the private
option.

user@Routerl# set routing-instances 4B protocols bgp group 4B2Bpeers local-as 65001
private
« 4-Byte Autonomous System Numbers Overview on page 171
« Configuring 4-Byte AS Numbers and BGP Extended Community Attributes on page 176

. Configuring 4-Byte Autonomous System Numbers on page 174
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. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 2-Byte AS Number on page 183

. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 4-Byte AS Number on page 184

« Implementing 4-Byte Autonomous System Numbers on page 172
« Prepending 4-Byte AS Numbers in an AS Path on page 175
. Understanding 4-Byte AS Numbers and Route Loop Detection on page 181

. Understanding a 4-Byte Capable Router AS Path Through a 2-Byte Capable Domain
on page 177

Understanding 4-Byte AS Numbers and Route Loop Detection

One of the most important functions in BGP is route loop detection at the autonomous
system level using the AS_PATH attribute. A simple way of thinking of the AS_PATH is
thatitis thelist of autonomous systems that a route goes through to reach its destination.
Loops are detected and avoided by the router checking for its own AS number in the
AS_PATH received from a neighboring AS.

This section describes how route loop detection works with a mix of routers that support
and do not support 4-byte AS numbers. Figure 19 on page 181 shows a small network with
the potential for BGP loops.

Figure 19: 4-Byte AS Numbers and Loop Detection

EBGP Export Route 1.2.3.4 EBGP Export Route 4.3.2.1
Router 1 IBGP Router 4
192.168.1.10 AS 12596 192.168.1.2
4-byte support 2-byte support
Router 2 local-as 65000 Router 3
192.168.1.9 AS1000000 AS60000 192.168.1.3
4-byte support 2-byte support

9040535

In the first example, an EBGP route, route 1.2.3.4, is first advertised by Router 1. The first
AS in the path is AS 12596 as configured on Router 1. The second AS that is in the path
is AS 1000000 as configured on Router 2. AS 1000000 is sent in the AS4_path attribute
and the AS_TRANS number, AS 23456, is sent in the AS_PATH attribute to Router 3. The
third AS that is in the path is AS 60000, as configured on Router 3.

The show route command output shows the AS path for route 1.2.3.4 as advertised by
Router 3 to Router 4. In the show route commmand output, you see AS 12596 first. Because
Router 3does not support 4-byte AS numbers, you see AS 23456 second. Because Router
2 used a local AS of 65000 to establish a peer relationship with Router 3, you see AS
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65000 third. AS 60000 is not in the show route command output because the command
was entered on the router configured with AS 60000.

user@Router3# show route advertising-protocol bgp 192.168.1.2

Prefix Nexthop MED Lclpref AS path
10.255.14.172/32 Self 65000 23456 12596 |1

In this case, when Router 4 sees its own AS number, AS 12596, in the path, it detects a
routing loop.

In the second example, an EBGP route, route 4.3.2.1, is first advertised by Router 4. The
first AS in the path is AS 12596 as configured on Router 4. The second AS in the path is
AS 60000 as configured on Router 3. The third AS is in the path is AS 1000000 as
configured on Router 2.

The show route command output shows the AS path for route 4.3.2.1 as advertised by
Router 2 to Router 1. In the show route command output, you see AS 12596 first and

AS 60000 second. AS 1000000 is not in the show route command output because the
command was entered on the router configured with AS 1000000.

user@Router2# show route advertising-protocol bgp 192.168.1.10

Prefix Nexthop MED Lclpref AS path
10.255.14.172/32 Self 60000 12596 I

When Router 1 sees its own AS number, AS 12596, in the path, it detects a routing loop.

« 4-Byte Autonomous System Numbers Overview on page 171
« Configuring 4-Byte AS Numbers and BGP Extended Community Attributes on page 176
« Configuring 4-Byte Autonomous System Numbers on page 174

. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 2-Byte AS Number on page 183

. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 4-Byte AS Number on page 184

« Implementing 4-Byte Autonomous System Numbers on page 172
« Prepending 4-Byte AS Numbers in an AS Path on page 175
. Understanding 4-Byte AS Numbers and Route Distinguishers on page 180

« Understanding a 4-Byte Capable Router AS Path Through a 2-Byte Capable Domain
on page 177

« Disabling Attribute Set Messages on Independent AS Domains for BGP Loop Detection
on page 155
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Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 2-Byte AS Number

This section describes what happens when a router that supports 4-byte AS numbers
establishes a peer relationship with a router that only supports 2-byte AS numbers if
both routers are configured with AS numbers in the 2-byte AS number range.

In Figure 20 on page 183, Router 1is running Junos OS Release 9.2 that supports 4-byte
AS numbers. Router 1is configured to use a 2-byte AS number, AS 12596. Router 2 is
running Junos OS Release 8.5 that supports 2-byte AS numbers. Router 2 is configured
with a 2-byte AS number, AS 60000.

Figure 20: 4-Byte Capable Router Having a Peer Relationship with a 2-Byte
Capable Router Using a 2-Byte AS Number

Route
1.2.34

Router 1 Router 2
AS 12596 AS 60000 L)
4-byte support 2-byte support S
o
o

« The following example shows the relevant portion of the Router 1 configuration.

user@Routerl# show configuration
autonomous-system 12596;

local-address 192.168.1.10;
export static-to-bgp;
peer-as 60000;

. To verify that the AS path of route 1.2.3.4 contains AS 12596, use the show route
command on Router 2. The following example shows that the BGP peer session is
established in the normal way and that the AS path of route 1.2.3.4 contains AS 12596:

user@Router2# show routel.2.3.4
1.2.3.4/32 *[BGP/170] 00:01:29, localpref 100, from 192.168.1.10
AS path: 12596 1
> via at-0/1/0.1001

. Todisplay the session-establishment messages logged on Router 1, use the
show log messages command. The following example shows that Router 1 discovers
that Router 2 does not support 4-byte AS numbers:

user@Routerl# show log messages

Nov 7 09:41:39.443493 bgp_4byte_ aspath_add_cap():153 AS4-Peer 192.168.1.9
(External AS 60000)(SEND): 4 byte AS capability added, AS 12596

Nov 7 09:41:39.443582 bgp_send: sending 67 bytes to 192.168.1.9 (External AS
60000)

L1

Nov 7 09:41:39.448055 bgp_4byte aspath_adjust():1279 AS4-Peer 192.168.1.9
(External AS 60000)(SEND): Adjust BGP update to Old/New BGP speaker format
Nov 7 09:41:39.448132 bgp_4byte_aspath_adjust():1290 AS4-Peer 192.168.1.9
(External AS 60000)(SEND): Cached information of previous update formatis not
used
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Related
Documentation

Nov 7 09:41:39.448162 bgp_generate_2byte_aspath():422 AS4-Peer 192.168.1.9
(External AS 60000)(SEND): Generating 2 byte AS path from 4 byte as-path

Nov 7 09:41:39.448198 bgp_send: sending 64 bytes to 192.168.1.9 (External AS
60000)

« 4-Byte Autonomous System Numbers Overview on page 171
« Configuring 4-Byte AS Numbers and BGP Extended Community Attributes on page 176
. Configuring 4-Byte Autonomous System Numbers on page 174

. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 4-Byte AS Number on page 184

« Implementing 4-Byte Autonomous System Numbers on page 172

« Prepending 4-Byte AS Numbers in an AS Path on page 175

« Understanding 4-Byte AS Numbers and Route Distinguishers on page 180
. Understanding 4-Byte AS Numbers and Route Loop Detection on page 181

. Understanding a 4-Byte Capable Router AS Path Through a 2-Byte Capable Domain
on page 177

Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 4-Byte AS Number

This section describes what happens when a router that supports 4-byte AS numbers
establishes a peer relationship with a router that only supports 2-byte AS numbers if the
first router is configured with an AS number outside the 2-byte AS number range.

In Figure 21 on page 184, Router 2 is running Junos OS Release 9.2 that supports 4-byte
AS numbers. Router 2 is configured to use a 4-byte AS number, AS 1000000. Router 3
is running Junos OS Release 8.5 that supports 2-byte AS numbers. Router 3 is configured
with a 2-byte AS number, AS 60000.

Figure 21: 4-Byte Capable Router Having a Peer Relationship with a 2-Byte
Capable Router Using a 4-Byte AS Number

Route
22.1.2.3/32

Router 2 Router 3
AS 1000000 AS 60000 ~
4-byte support 2-byte support "9:
(=}

You can configure a local AS number to be used only during the establishment of the
BGP session with a BGP neighbor, but to be hidden in the AS path sent to external BGP
peers. To configure the local AS number, include the local-as statement, specify the
2-byte AS number to use, 65530, and include the private option. With this configuration,
only the global AS number, 1000000, is included in the AS path sent to external peers.
The following example shows the relevant portion of the Router 1 configuration:

user@Routerl# show configuration
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autonomous-system 1000000;
local-address 192.168.1.9;
export static-to-bgp;
neighbor 192.168.1.3 {

peer-as 60000;
local-as 65530 private;

The peer AS number on Router 3 should equal the local AS number on Router 1. The
following example shows the relevant portion of the Router 3 configuration:

user@Router3# show configuration
autonomous-system 60000;

local-address 192.168.1.3;
neighbor 192.168.1.9 {
peer-as 65530;

To verify that the AS path of route 22.1.2.3 contains AS 65530, use the show route
command on Router 3. The following example shows that the BGP peer session is
established and that the AS path of route 22.1.2.3 contains AS 65530:

user@Router3# show route 22.1.2.3

22.1.2.3/32 *[BGP/170] 01:39:55, localpref 100, from 192.168.1.9
AS path: 65530 |
> via so0-1/0/3.0

Related . 4-Byte Autonomous System Numbers Overview on page 171
D tati
ocumentation « Configuring 4-Byte AS Numbers and BGP Extended Community Attributes on page 176
« Configuring 4-Byte Autonomous System Numbers on page 174

. Establishing a Peer Relationship Between a 4-Byte Capable Router and a 2-Byte
Capable Router Using a 2-Byte AS Number on page 183

« Implementing 4-Byte Autonomous System Numbers on page 172

. Prepending 4-Byte AS Numbers in an AS Path on page 175

. Understanding 4-Byte AS Numbers and Route Distinguishers on page 180
. Understanding 4-Byte AS Numbers and Route Loop Detection on page 181

. Understanding a 4-Byte Capable Router AS Path Through a 2-Byte Capable Domain
on page 177
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Example: Enforcing Correct Autonomous System Number in AS-Path in BGP Network

This example shows how the enforce-first-as statement, set at the [edit protocols bgp]
hierarchy level, can be used as a security measure. Configuring this statement creates a
consistency check to ensure a BGP peer is a legitimate sender of routing information.

« Requirements on page 186

« Overview on page 186

« Configure enforce-first-as Statement to Check Routes on page 186

« Verification on page 188

Requirements

Before you begin, set up an BGP network of at least three autonomous systems. Three
separate routers is sufficient.

Overview

The enforce-first-as statement enforces that the first (left-most) autonomous system
number (ASN) in the AS-path is consistent with the advertising neighbor's ASN.

The topology is set up with Router C advertising in BGP a static route to Router B, which
then readvertises the route to Router A. Then an export policy towards Router A to prepend
anunrelated ASN is added to Router B. Lastly, the enforce-first-as statement is configured
on Router A towards Router B. When Router A gets AS-path, it checks if the left-most
ASN in the AS-pathis the previous neighbor's ASN and invalidates the route coming from
Router B.

% 192.0.2.1 192.0.2.2 % 198.51100.1  198.51.100.2 %

A B C
ASN 65541 ASN 65542 ASN 65543

8043253

Configure enforce-first-as Statement to Check Routes

CLIQuick To quickly configure the initial configuration for this example, copy the following
Configuration commands, paste them into a text file, remove any line breaks, change any details
necessary to match your network configuration, and then copy and paste the commands
into the CLI at the [edit] hierarchy level.

Initial Configuration on set interfaces ge-1/0/0 unit O family inet address 192.0.2.1/29
Router A set interfaces ge-1/0/0 unit O family mpls
set interfaces o0 unit O family inet address 127.0.0.1/29
set routing-options router-id 127.0.0.1
set routing-options autonomous-system 65541
set protocols mpls interface ge-1/0/0.0
set protocols bgp group pe type external
set protocols bgp group pe peer-as 65542
set protocols bgp group pe neighbor 192.0.2.2
set protocols ospf area 0.0.0.0 interface l00.0 passive
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Initial Configurationon
Router B

Initial Configuration on
Router C

Step-by-Step
Procedure

1.

set protocols ospf area 0.0.0.0 interface ge-1/0/0.0
set protocols ldp interface ge-1/0/0.0
set protocols ldp interface 100.0

set interfaces ge-0/0/0 unit O family inet address 192.0.2.2/29
set interfaces ge-0/0/0 unit O family mpls

set interfaces ge-0/0/1 unit O family inet address 198.51.100.1/29
set interfaces ge-0/0/1 unit O family mpls

set interfaces loO unit O family inet address 127.0.0.2/29

set routing-options router-id 127.0.0.2

set routing-options autonomous-system 65542

set protocols bgp group pel type external

set protocols bgp group pel peer-as 65541

set protocols bgp group pel neighbor 192.0.2.1

set protocols bgp group pe3 type external

set protocols bgp group pe3 peer-as 65543

set protocols bgp group pe3 neighbor 198.51.100.2

set interfaces ge-1/0/0 unit O family inet address 198.51.100.2/29
set interfaces ge-1/0/0 unit O family mpls

set interfaces ge-1/0/3 unit O family inet address 203.0.113.1/29
set interfaces loO unit O family inet address 127.0.0.3/29

set routing-options router-id 127.0.0.3

set routing-options autonomous-system 65543

set protocols mpls interface ge-1/0/0.0

set protocols bgp group pe type external

set protocols bgp group pe peer-as 65542

set protocols bgp group pe neighbor 198.51.100.1

set protocols ospf area 0.0.0.0 interface l00.0 passive

set protocols ospf area 0.0.0.0 interface ge-1/0/0.0

set protocols ldp interface ge-1/0/0.0

set protocols ldp interface l0o0.0

Configure a static route on Router C.

C-reO# set routing-options static route 198.51.100.17/29 next-hop 198.51.100.20
C-reO# set routing-options static route 198.51.100.17/29 readvertise
C-reO# commit

Configure an export policy for the static route.

C-reO# set policy-options policy-statement export-static from protocol bgp
C-reO# set policy-options policy-statement export-static then accept
C-reO# set protocols bgp group pe export export-static

C-reO# commit

Verify that the static route is getting through to Router B and Router A.

B-reO# run show route 198.51.100.17
inet.0: 49 destinations, 49 routes (49 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

198.51.100.17/29 *[BGP/170] 00:11:40, localpref 100
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Verification

AS path: 65543 1, validation-state: unverified
> to 198.51.100.2 via ge-0/0/1.0

A-reO# run show route 198.51.100.17
inet.0: 49 destinations, 49 routes (49 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

198.51.100.17/29 *[BGP/170] 00:10:31, localpref 100
AS path: 65542 65543 1, validation-state: unverified
> to 192.0.2.2 via ge-1/0/0.0

Notice that on Router A, route is shown with an AS-path of 65542 65543. Route
from Router B to Router A has had the ASN for Router A prepended to the AS-path.

Set an export policy to prepend ASN from Router B.

B-reO# set policy-options policy-statement as-prepender from neighbor198.51.100.2

B-reO# set policy-options policy-statement as-prepender then as-path-prepend
65555

B-reO# set protocols bgp group pel export as-prepender

B-reO# commit

Verify route 198.51.100.17 on Router A.

A-re0# run show route 198.51.100.17
inet.0: 49 destinations, 49 routes (49 active, 0 holddown, O hidden)

+ = Active Route, - = Last Active, * = Both
198.51.100.17/29 *[BGP/170] 00:00:50, localpref 100
AS path: 65555 65542 65543 1, validation-state:
unverified
> to 192.0.2.2 via ge-1/0/0.0
[edit]
A-reO#

Notice that ASN 65555 is prepended to the AS path.

Configure the enforce-first-as statement on Router A.

A-reO# set protocols bgp enforce-first-as
A-reO# commit

When you check the route again, you see that route 198.51.100.17in no longer getting
through on Router A.

Verify the BGP Session on page 189
Verify the Static Route on page 189
Verify Prepend Export Policy on page 190

Verify the enforce-first-as Statement Is Working on page 191
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Verify the BGP Session

Purpose Verify that a BGP session has been established and with which neighbors the router has
established a peering session with.
Action From operational mode, run the show bgp summary command.

B-re0> show bgp summary
Groups: 2 Peers: 2 Down peers: O

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0

0 0 0 0 0 0
Peer AS InPkt OutPkt outQ Flaps Last Up/Dwn
State|#Active/Received/Accepted/Damped. . .
192.0.2.1 65541 367 369 0 0 2:43:57
0/0/0/0 0/0/0/0
198.51.100.2 65543 369 368 0 0
2:44:00 0/0/0/0 0/0/0/0

Meaning The first line shows the number of groups configured and the number of peers that are
up or down. This output shows there are two peers, 192.0.2.1 and 198.51.100.2, up. The
table portion shows that there are no paths in the inet.O table. We can see that Router
B has two peers, 65541 and 65543. When the State column shows three numbers
separated by slashes, the BGP session is up.

Verify the Static Route

Purpose \Verify that a static route is being exported to routers B and A from Router C.

Action From operational mode, run the show bgp neighbor command.

C-re0#> show bgp neighbor
Peer: 198.51.100.1+179 AS 65542 Local: 198.51.100.2+62588 AS 65543
Type: External State: Established Flags: <Sync>
Last State: OpenConfirm Last Event: RecvKeepAlive
Last Error: None
Export: [ export-static ]

From operational mode, run the show bgp summary command.

B-re0> show bgp summary
Groups: 2 Peers: 2 Down peers: O

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0

1 1 0 0 0 0
Peer AS InPkt OutPkt OoutQ Flaps Last Up/Dwn
State|#Active/Received/Accepted/Damped. . .
192.0.2.1 65541 8 10 0 0 2:59
0/0/0/0 0/0/0/0
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Meaning

Purpose

Action

198.51.100.2 65543 10 10 0 0
3:02 1/1/1/0 0/0/0/0

From operational mode, run the show route protocol bgp command.

A-re0> show route protocol bgp
inet.0: 49 destinations, 49 routes (49 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both
198.51.100.17/29 *[BGP/170] 00:12:35, localpref 100
AS path: 65542 65543 I, validation-state: unverified
> to 192.0.2.2 via ge-1/0/0.0
iso.0: 1 destinations, 1 routes (1 active, 0 holddown, O hidden)

mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, O hidden)

inet6.0: 2 destinations, 2 routes (2 active, 0 holddown, O hidden)

With the show bgp neighbor command you can see the export policy by name.

With the show bgp summary command you can see that there is now one route in the
inet.0 table, showing that the table has learned this route.

The show route protocol bgp command confirms that the router is learning routes. You
can see the route and the AS path. Notice that in Router A we can see the AS path is
appended with the ASNs of Routers C and B (65543 and 65542).

Verify Prepend Export Policy

Verify ASNs are in AS path of router receiving from Router B.

show bgp neighbor. Lists the BGP routers to which this router is connected. Shows which
neighbors the router has established peering sessions with.

show bgp summary. Lists BGP group, peer, and session state information. Helps determine
whether a BGP session has been established.

show route protocol bgp. Lists the routes learned from BGP. Confirms that the router is
learning routes only from desired neighbors.

From operational mode, run the show route protocol bgp command.

A-re0> show route protocol bgp
inet.0: 49 destinations, 49 routes (49 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

198.51.100.17/29 *[BGP/170] 00:00:24, localpref 100
AS path: 65555 65542 65543 I, validation-state: unverified

> to 192.0.2.2 via ge-1/0/0.0

is0.0: 1 destinations, 1 routes (1 active, 0 holddown, O hidden)
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mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, O hidden)

inet6.0: 2 destinations, 2 routes (2 active, 0 holddown, O hidden)

Meaning You can see that 65555 has been prepended to the AS path.

Verify the enforce-first-as Statement Is Working

Purpose \Verify that the router is learning routes only from desired neighbors.

Action  Verify route 198.51.100.17.

A-re0> show route 198.51.100.17 all detail
inet.0: 49 destinations, 49 routes (48 active, 0 holddown, 1 hidden)
198.51.100.17/29 (1 entry, 0O announced)
BGP /-101
Next hop type: Router, Next hop index: 581
Address: 0x9db5ad0
Next-hop reference count: 1
Source: 192.0.2.2
Next hop: 192.0.2.2 via ge-1/0/0.0, selected
Session Id: 0x141
State: <Hidden Ext>
Local AS: 65541 Peer AS: 65542
Age: 1w2d 23:48:47
Validation State: unverified
Task: BGP_65542.192.0.2.2
AS path: 65555 65542 65543 1
Localpref: 100
Router ID: 127.0.0.2
Hidden reason: fails enforce-first-as check

If you issue the show route command, the route information is not displayed.

A-re0> show route 198.51.100.17

[edit]
A-reO#

Meaning The static routeis hidden because it contained an unrelated ASN and the enforce-first-as
statement was configured.

Related . enforce-first-as on page 1035
Documentation
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Configuring the Local Preference for BGP
Routes

« Understanding the Local Preference Metric for Internal BGP Routes on page 193
- Example: Configuring the Local Preference Value for BGP Routes on page 194

« Understanding Route Preference Values (Administrative Distance) on page 207
« Example: Configuring the Preference Value for BGP Routes on page 208

« Example: Configuring BGP to Advertise Inactive Routes on page 214

« Example: Using Routing Policy to Set a Preference Value for BGP Routes on page 220

Understanding the Local Preference Metric for Internal BGP Routes

Internal BGP (IBGP) sessions use a metric called the local preference, which is carried in
IBGP update packets in the path attribute LOCAL_PREF. When an autonomous system
(AS) has multiple routes to another AS, the local preference indicates the degree of
preference for one route over the other routes. The route with the highest local preference
value is preferred.

The LOCAL_PREF path attribute is always advertised to IBGP peers and to neighboring
confederations. It is never advertised to external BGP (EBGP) peers. The default behavior
is to not modify the LOCAL_PREF path attribute if it is present.

The LOCAL_PREF path attribute applies at export time only, when the routes are exported
from the routing table into BGP.

If a BGP route is received without a LOCAL_PREF attribute, the route is stored in the
routing table and advertised by BGP as if it were received with a LOCAL_PREF value
of 100. A non-BGP route that is advertised by BGP is advertised with a LOCAL_PREF
value of 100 by default.

Related . Example: Configuring the Local Preference Value for BGP Routes on page 194
Documentation
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Example: Configuring the Local Preference Value for BGP Routes

Requirements

This example shows how to configure local preference in internal BGP (IBGP) peer
sessions.

« Requirements on page 194

« Overview on page 194

« Configuration on page 195

« Verification on page 205

No special configuration beyond device initialization is required before you configure this
example.

Overview
To change the local preference metric advertised in the path attribute, you must include
the local-preference statement, specifying a value from O through 4,294,967,295 (232 -1.
There are several reasons you might want to prefer one path over another. For example,
compared to other paths, one path might be less expensive to use, might have higher
bandwidth, or might be more stable.
Figure 22 on page 194 shows a typical network with internal peer sessions and multiple
exit points to a neighboring AS.
Figure 22: Typical Network with IBGP Sessions and Multiple Exit Points
AS 123 AS 4
R2
172116.12.0/24 2 2 17216.24.0/24
fe-1/2/0 fe-1/2/1
1| fe-172/0 fe-172/0| 4
R1 R4
1) fe-1/72/1 fe-1/72/1| 4
fe-1/2/0 fe-1/2/1
172.16.13.0/24 3 3 172.16.34.0/24
R3

loO:

R1 192.168.1.1 R4 192168.4.1

R2 192.168.2.1 172.16.44.0 I

R3 192.168.3.1 172.16.144.0 §
To reach Device R4, Device R1 can take a path through either Device R2 or Device R3. By
default, the local preference is 100 for either route. When the local preferences are equal,
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Configuration

CLI Quick
Configuration

Device R1

Device R2

Junos OS has rules for breaking the tie and choosing a path. (See “Understanding BGP
Path Selection” on page 14.) In this example, the active route is through Device R2 because
the router ID of Device R2 is lower than the router ID of Device R3. The following example
shows how to override the default behavior with an explicit setting for the local preference.
The example configures a local preference of 300 on Device R3, thereby making Device
R3 the preferred path to reach Device R4.

« Configuring Device R1on page 196
« Configuring Device R2 on page 198
« Configuring Device R3 on page 201
« Configuring Device R4 on page 203

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set interfaces fe-1/2/0 unit 1 family inet address 12.12.12.1/24

set interfaces fe-1/2/1 unit 2 family inet address 13.13.13.1/24

set interfaces loO unit 1 family inet address 192.168.1.1/32

set protocols bgp group internal type internal

set protocols bgp group internal local-address 192.168.1.1

set protocols bgp group internal export send-direct

set protocols bgp group internal neighbor 192.168.2.1

set protocols bgp group internal neighbor 192.168.3.1

set protocols ospf area 0.0.0.0 interface lo0.1 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/0.1

set protocols ospf area 0.0.0.0 interface fe-1/2/1.2

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 123

set routing-options router-id 192.168.1.1

set interfaces fe-1/2/0 unit 3 family inet address 12.12.12.2/24

set interfaces fe-1/2/1 unit 4 family inet address 24.24.24.2/24

set interfaces loO unit 2 family inet address 192.168.2.1/32

set protocols bgp group internal type internal

set protocols bgp group internal local-address 192.168.2.1

set protocols bgp group internal export send-direct

set protocols bgp group internal neighbor 192.168.1.1

set protocols bgp group internal neighbor 192.168.3.1

set protocols bgp group external type external

set protocols bgp group external export send-direct

set protocols bgp group external peer-as 4

set protocols bgp group external neighbor 24.24.24.4

set protocols ospf area 0.0.0.0 interface l00.2 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/0.3

set protocols ospf area 0.0.0.0 interface fe-1/2/1.4

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
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Device R3

Device R4

Step-by-Step
Procedure

set routing-options autonomous-system 123
set routing-options router-id 192.168.2.1

set interfaces fe-1/2/0 unit 5 family inet address 13.13.13.3/24

set interfaces fe-1/2/1 unit 6 family inet address 34.34.34.3/24

set interfaces loO unit 3 family inet address 192.168.3.1/32

set protocols bgp group internal type internal

set protocols bgp group internal local-address 192.168.3.1

set protocols bgp group internal export send-direct

set protocols bgp group internal neighbor 192.168.1.1

set protocols bgp group internal neighbor 192.168.2.1

set protocols bgp group external type external

set protocols bgp group external export send-direct

set protocols bgp group external peer-as 4

set protocols bgp group external neighbor 34.34.34.4

set protocols ospf area 0.0.0.0 interface l00.3 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/0.5

set protocols ospf area 0.0.0.0 interface fe-1/2/1.6

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 123

set routing-options router-id 192.168.3.1

set interfaces fe-1/2/0 unit 7 family inet address 24.24.24.4/24

set interfaces fe-1/2/1 unit 8 family inet address 34.34.34.4/24

set interfaces loO unit 4 family inet address 192.168.4.1/32

set protocols bgp group external type external

set protocols bgp group external export send-direct

set protocols bgp group external peer-as 123

set protocols bgp group external neighbor 34.34.34.3

set protocols bgp group external neighbor 24.24.24.2

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1then accept
set routing-options autonomous-system 4

set routing-options router-id 192.168.4.1

Configuring Device R1

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure Device R1:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 1]
user@R1# set family inet address 12.12.12.1/24

[edit interfaces fe-1/2/1 unit 2]
user@R1# set family inet address 13.13.13.1/24

[edit interfaces loO unit 1]

196

Copyright © 2017, Juniper Networks, Inc.



Chapter 7: Configuring the Local Preference for BGP Routes

user@R1# set family inet address 192.168.1.1/32

2. Configure BGP.

[edit protocols bgp group internal]
user@R1# set type internal

user@R1# set local-address 192.168.1.1
user@R1# set export send-direct
user@RI1# set neighbor 192.168.2.1
user@R1# set neighbor 192.168.3.1

3. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R1# set interface lo0.1 passive
user@R1# set interface fe-1/2/0.1
user@RI1# set interface fe-1/2/1.2

4.  Configure a policy that accepts direct routes.

0 NOTE: Other useful options for this scenario might be to accept routes
learned through OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R1# set from protocol direct
user@R1# set then accept

5.  Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@RI1# set autonomous-system 123
user@R1# set router-id 192.168.1.1

Results From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@R1# show interfaces
fe-1/2/0 {
unit1{
family inet {
address 12.12.12.1/24;
}
1
1
fe-1/2/11
unit 2 {
family inet {
address 13.13.13.1/24;
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Step-by-Step
Procedure

}
1
}
lo0 {
unit1{
family inet {
address 192.168.1.1/32;
}
1
1

user@R1# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;
}
1

user@R1# show protocols
bgp {
group internal {
type internal;
local-address 192.168.1.1;
export send-direct;
neighbor 192.168.2.1;
neighbor 192.168.3.1;
1
}
ospf {
area 0.0.0.0 {
interface l00.1 {
passive;
}
interface fe-1/2/0.7;
interface fe-1/2/1.2;
1
1

user@R1# show routing-options
autonomous-system 123;
router-id 192.168.1.1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R2

The following example requires you to navigate various levels in the configuration
hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI/ User Guide.

To configure Device R2:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 3]
user@R2# set family inet address 12.12.12.21/24
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[edit interfaces fe-1/2/1 unit 4]
user@R2# set family inet address 24.24.24.2/24

[edit interfaces loO unit 2]
user@R2# set family inet address 192.168.2.1/32

2. Configure BGP.

[edit protocols bgp group internal]
user@R2# set type internal

user@R2# set local-address 192.168.2.1
user@R2# set export send-direct
user@R2# set neighbor 192.168.1.1
user@R2# set neighbor 192.168.3.1

[edit protocols bgp group external]
user@R2# set type external
user@R2# set export send-direct
user@R2# set peer-as 4
user@R2# set neighbor 24.24.24 .4

3.  Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R2# set interface l00.2 passive
user@R2# set interface fe-1/2/0.3
user@R2# set interface fe-1/2/1.4

4. Configure a policy that accepts direct routes.

0 NOTE: Other useful options for this scenario might be to accept routes
learned through OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R2# set from protocol direct
user@R2# set then accept

5.  Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R2# set autonomous-system 123
user@R2# set router-id 192.168.2.1

Results From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@R2# show interfaces
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fe-1/2/0 {
unit3{
family inet {
address 12.12.12.2/24;
}
1
1
fe-1/2/1{
unit 4 {
family inet {
address 24.24.24.2/24;
}
1
1
lo0 {
unit2 {
family inet {
address 192.168.2.1/32;
}
1
}

user@R2# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;
1
}

user@R2# show protocols
bgp {
group internal {
type internal;
local-address 192.168.2.1;
export send-direct;
neighbor 192.168.1.1;
neighbor 192.168.3.1;
1
group external {
type external;
export send-direct;
peer-as 4;
neighbor 24.24.24.4;
1
1
ospf {
area 0.0.0.0{
interface 100.2 {
passive;
}
interface fe-1/2/0.3;
interface fe-1/2/1.4;
1
}

user@R2# show routing-options
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autonomous-system 123;
router-id 192.168.2.1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R3

Step-by-Step The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure Device R3:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 5]
user@R3# set family inet address 13.13.13.3/24

[edit interfaces fe-1/2/1 unit 6]
user@R3# set family inet address 34.34.34.3/24

[edit interfaces loO unit 3]
user@R3# set family inet address 192.168.3.1/32

Configure BGP.

[edit protocols bgp group internal]
user@R3# set type internal

user@R3# set local-address 192.168.3.1
user@R3# set export send-direct
user@R3# set neighbor 192.168.1.1
user@R3# set neighbor 192.168.2.1

[edit protocols bgp group external]
user@R3# set type external
user@R3# set export send-direct
user@R3# set peer-as 4
user@R3# set neighbor 34.34.34.4

Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R3# set interface l00.3 passive
user@R3# set interface fe-1/2/0.5
user@R3# set interface fe-1/2/1.6

4. Configure a policy that accepts direct routes.

0 NOTE: Other useful options for this scenario might be to accept routes
learned through OSPF or local routes.
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Results

[edit policy-options policy-statement send-direct term 1]
user@R3# set from protocol direct
user@R3# set then accept

Configure the router ID and autonomous system (AS) number.

[edit routing-options]

user@R3# set autonomous-system 123
user@R3# set router-id 192.168.3.1

From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@R3# show interfaces
fe-1/2/0{
unit5{
family inet {
address 13.13.13.3/24;
}
1
}
fe-1/2/1{
unit 6 {
family inet {
address 34.34.34.3/24;
}
1
}
loO {
unit3{
family inet {
address 192.168.3.1/32;
}
1
1

user@R3# show policy-options

policy-statement send-direct {
term1{
from protocol direct;
then accept;
1
1

user@R3# show protocols
bgp {
group internal {

type internal;
local-address 192.168.3.1;
export send-direct;
neighbor 192.168.1.1;
neighbor 192.168.2.1;
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1
group external {
type external,;
export send-direct;
peer-as 4;
neighbor 34.34.34.4;
1
1
ospf {
area 0.0.0.0 {
interface 100.3 {
passive;
}
interface fe-1/2/0.5;
interface fe-1/2/1.6;
1
}

user@R3# show routing-options
autonomous-system 123;
router-id 192.168.3.1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R4

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure Device R4:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 7]
user@R4# set family inet address 24.24.24.4/24

[edit interfaces fe-1/2/1 unit 8]
user@R4# set family inet address 34.34.34.4/24

[edit interfaces loO unit 4]
user@R4# set family inet address 192.168.4.1/32

2. Configure BGP.

[edit protocols bgp group external]
user@R4# set type external
user@R4# set export send-direct
user@R4# set peer-as 123
user@R4# set neighbor 34.34.34.3
user@R4# set neighbor 24.24.24.2

3. Configure a policy that accepts direct routes.
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0 NOTE: Other useful options for this scenario might be to accept routes
learned through OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R4# set from protocol direct
user@R4# set then accept

4. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R4# set autonomous-system 4
user@R4# set router-id 192.168.4.1

Results From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@R4# show interfaces
fe-1/2/0 {
unit7{
family inet {
address 24.24.24.4/24;
}
1
}
fe-1/2/1{
unit 8 {
family inet {
address 34.34.34.4/24;
}
1
1
loO {
unit 4 {
family inet {
address 192.168.4.1/32;
}
1
1

user@R4# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;
1
1

user@R4# show protocols
bgp {
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group external {
type external,;
export send-direct;

Verification

Purpose

Action

peer-as 123;

neighbor 34.34.34.3;
neighbor 24.24.24.2;

}
}

user@R4# show routing-options
autonomous-system 4;
router-id 192.168.4.1;

If you are done configuring the device, enter commit from configuration mode.

Confirm that the configuration is working properly.

« Checking the Active Path From Device R1to Device R4 on page 205

» Altering the Local Preference to Change the Path Selection on page 206

« Rechecking the Active Path From Device R1to Device R4 on page 206

Checking the Active Path From Device R1to Device R4

Verify that the active path from Device R1to Device R4 goes through Device R2.

From operational mode, enter the show route protocol bgp command.

user@R1> show route protocol bgp
inet.0: 11 destinations, 18 routes (11 active, 0 holddown, O hidden)

+ = Active Route,

12.12.12.0/24

13.13.13.0/24

24.24.24.0/24

34.34.34.0/24

192.168.2.1/32

192.168.3.1/32

192.168.4.1/32

[BGP/170] 00:11:
AS path: 1
> to 12.12.12.2
[BGP/170] 00:11:
AS path: 1
> to 13.13.13.3
[BGP/170] 00:11:
AS path: 1
> to 12.12.12.2
[BGP/170] 00:11:
AS path: 1
> to 13.13.13.3
[BGP/170] 00:11:
AS path: 1
> to 12.12.12.2
[BGP/170] 00:11:
AS path: 1
> to 13.13.13.3
*[BGP/170] 00:05:
AS path: 4 1
> to 12.12.12.2
[BGP/170] 00:05:

48,

via
48,
via
48,
via
48,
via
48,
via
48,
via
14,
via
14,

- = Last Active, * = Both

localpref 100,

fe-1/2/0.1
localpref 100,

fe-1/2/1.2
localpref 100,

fe-1/2/0.1
localpref 100,

fe-1/2/1.2
localpref 100,

fe-1/2/0.1
localpref 100,

fe-1/2/1.2
localpref 100,

fe-1/2/0.1
localpref 100,

from

from

from

from

from

from

from

from

192.168.2.1

192.168.3.1

192.168.2.1

192.168.3.1

192.168.2.1

192.168.3.1

192.168.2.1

192.168.3.1
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AS path: 4 1
> to 13.13.13.3 via fe-1/2/1.2

Meaning The asterisk (*) shows that the preferred path is through Device R2. In the default
configuration, Device R2 has a lower router ID than Device R3. The router ID is controlling
the path selection.

Altering the Local Preference to Change the Path Selection

Purpose Change the path so that it goes through Device R3.

Action From configuration mode, enter the set local-preference 300 command.

[edit protocols bgp group internal]
user@R3# set local-preference 300
user@R3# commit

Rechecking the Active Path From Device R1to Device R4

Purpose Verify that the active path from Device R1 to Device R4 goes through Device R3.

Action From operational mode, enter the show route protocol bgp command.

user@R1> show route protocol bgp
inet.0: 11 destinations, 17 routes (11 active, O holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

12.12.12.0/24 [BGP/170] 00:16:48, localpref 100, from 192.168.2.1
AS path: 1
> to 12.12.12.2 via fe-1/2/0.1
13.13.13.0/24 [BGP/170] 00:00:22, localpref 300, from 192.168.3.1
AS path: 1
> to 13.13.13.3 via fe-1/2/1.2
24.24.24.0/24 [BGP/170] 00:16:48, localpref 100, from 192.168.2.1
AS path: 1
> to 12.12.12.2 via fe-1/2/0.1
34.34.34.0/24 [BGP/170] 00:00:22, localpref 300, from 192.168.3.1
AS path: 1
> to 13.13.13.3 via fe-1/2/1.2
192.168.2.1/32 [BGP/170] 00:16:48, localpref 100, from 192.168.2.1
AS path: 1
> to 12.12.12.2 via fe-1/2/0.1
192.168.3.1/32 [BGP/170] 00:00:22, localpref 300, from 192.168.3.1
AS path: 1
> to 13.13.13.3 via fe-1/2/1.2
192.168.4.1/32 *[BGP/170] 00:00:21, localpref 300, from 192.168.3.1
AS path: 4 1
> to 13.13.13.3 via fe-1/2/1.2
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Meaning The asterisk (*) shows that the preferred path is through Device R3. In the altered
configuration, Device R3 has a higher local preference than Device R2. The local preference
is controlling the path selection.

Related . BGP Configuration Overview on page 13
Documentation

Understanding Route Preference Values (Administrative Distance)

The Junos OS routing protocol process assigns a default preference value (also known
as an administrative distance) to each route that the routing table receives. The default
value depends on the source of the route. The preference value is a value from O
through 4,294,967,295 (232 —1), with a lower value indicating a more preferred route.
Table 6 on page 207 lists the default preference values.

Table 6: Default Route Preference Values

Default

How Route Is Learned Preference | Statement to Modify Default Preference

Directly connected network O -

System routes 4 -

Static and Static LSPs 5 static

Static LSPs 6 =

RSVP-signaled LSPs 7 RSVP preference as described in the MPLS
Applications Feature Guide

LDP-signaled LSPs 9 LDP preference, as described in the MPLS
Applications Feature Guide

OSPF internal route 10 OSPF preference

IS-IS Level 1internal route 15 IS-IS preference

IS-IS Level 2 internal route 18 |S-1S preference

Redirects 30 =

Kernel 40 -

SNMP 50 _

Router discovery 55 —

RIP 100 RIP preference
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Related
Documentation

Table 6: Default Route Preference Values (continued)

How Route Is Learned I:P):aef?taurletntze Statement to Modify Default Preference
RIPng 100 RIPng preference

PIM 105 Multicast Protocols Feature Guide

DVMRP 110 Multicast Protocols Feature Guide
Aggregate 130 aggregate

OSPF AS external routes 150 OSPF external-preference

IS-IS Level 1 external route 160 |S-IS external-preference

IS-IS Level 2 external route 165 |S-1S external-preference

BGP 170 BGP preference, export, import

MSDP 175 Multicast Protocols Feature Guide

In general, the narrower the scope of the statement, the higher precedence its preference
valueis given, but the smaller the set of routes it affects. To modify the default preference
value for routes learned by routing protocols, you generally apply routing policy when
configuring the individual routing protocols. You also can modify some preferences with
other configuration statements, which are indicated in the table.

« Routing Policies, Firewall Filters, and Traffic Policers Feature Guide

Example: Configuring the Preference Value for BGP Routes

Requirements

This example shows how to specify the preference for routes learned from BGP. Routing
information can be learned from multiple sources. To break ties among equally specific
routes learned from multiple sources, each source has a preference value. Routes that
are learned through explicit administrative action, such as static routes, are preferred
over routes learned from a routing protocol, such as BGP or OSPF. This concept is called
administrative distance by some vendors.

« Requirements on page 208
« Overview on page 209

« Configuration on page 210

« Verification on page 212

No special configuration beyond device initialization is required before you configure this
example.

208

Copyright © 2017, Juniper Networks, Inc.



Chapter 7: Configuring the Local Preference for BGP Routes

Overview

Routing information can be learned from multiple sources, such as through static
configuration, BGP, or an interior gateway protocol (IGP). When Junos OS determines a
route’s preference to become the active route, it selects the route with the lowest
preference as the active route and installs this route into the forwarding table. By default,
the routing software assigns a preference of 170 to routes that originated from BGP. Of
all the routing protocols, BGP has the highest default preference value, which means
that routes learned by BGP are the least likely to become the active route.

Some vendors have a preference (distance) of 20 for external BGP (EBGP) and a distance
of 200 for internal BGP (IGBP). Junos OS uses the same value (170) for both EBGP and
IBGP. However, this difference between vendors has no operational impact because
Junos OS always prefers EBGP routes over IBGP routes.

Another area in which vendors differ is in regard to IGP distance compared to BGP
distance. For example, some vendors assign a distance of 110 to OSPF routes. This is
higher than the EBGP distance of 20, and results in the selection of an EBGP route over
an equivalent OSPF route. In the same scenario, Junos OS chooses the OSPF route,
because of the default preference 10 for an internal OSPF route and 150 for an external
OSPF route, which are both lower than the 170 preference assigned to all BGP routes.

In a multivendor environment, you might want to change the preference value for BGP
routes so that Junos OS chooses an EBGP route instead of an OSPF route. To accomplish
this goal, one option is to include the preference statement in the EBGP configuration.
To modify the default BGP preference value, include the preferece statement, specifying
a value from O through 4,294,967,295 (2°% - 1).

TIP: Another way to achieve multivendor compatibility is to include the
advertise-inactive statement in the EBGP configuration. This causes the
routing table to export to BGP the best route learned by BGP even if Junos
OS did not select it to be an active route. By default, BGP stores the route
information it receives from update messages in the Junos OS routing table,
and the routing table exports only active routes into BGP, which BGP then
advertises to its peers. The advertise-inactive statement causes Junos OS to
advertise the best BGP route that is inactive because of IGP preference. When
you use the advertise-inactive statement, the Junos OS device uses the OSPF
route for forwarding, and the other vendor’s device uses the EBGP route for
forwarding. However, from the perspective of an EBGP peer in a neighboring
AS, both vendors’ devices appear to behave the same way.

Topology

In the sample network, Device R1and Device R2 have EBGP routes to each other and also
OSPF routes to each other.

This example shows the routing tables in the following cases:

« Accept the default preference values of 170 for BGP and 10 for OSPF.
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« Change the BGP preference to 8.
Figure 23 on page 210 shows the sample network.

Figure 23: BGP Preference Value Topology

AS 65500

100:
10.255.14.177

AS 65000

9041157

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

Device R1 set interfaces fe-1/2/0 unit 4 family inet address 1.12.0.1/30
set interfaces loO unit 2 family inet address 10.255.71.24/32
set protocols bgp export send-direct
set protocols bgp group ext type external
set protocols bgp group ext preference 8
set protocols bgp group ext peer-as 65000
set protocols bgp group ext neighbor 1.12.0.2
set protocols ospf area 0.0.0.0 interface fe-1/2/0.4
set protocols ospf area 0.0.0.0 interface 10.255.71.24
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 65500

Device R2 set interfaces fe-1/2/0 unit 6 family inet address 1.12.0.2/30
set interfaces loO unit 3 family inet address 10.255.14.177/32
set protocols bgp export send-direct
set protocols bgp group ext type external
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set protocols bgp group ext peer-as 65500

set protocols bgp group ext neighbor 1.12.0.1

set protocols ospf area 0.0.0.0 interface fe-1/2/0.6

set protocols ospf area 0.0.0.0 interface 10.255.14.177

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1then accept

set routing-options autonomous-system 65000

Step-by-Step  The following example requires that you navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CL| Editor in Configuration
Mode in the CLI User Guide.

To configure Device R1:

1.

Configure the interfaces.

[edit interfaces]
user@R1# set fe-1/2/0 unit 4 family inet address 1.12.0.1/30
user@R1# set loO unit 2 family inet address 10.255.71.24/32

Configure the local autonomous system.

[edit routing-options]
user@R1# set autonomous-system 65500

Configure the external peering with Device R2.

[edit protocols bgp]

user@R1# set export send-direct
user@R1# set group ext type external
user@R1# set group ext preference 8
user@R1# set group ext peer-as 65000
user@R1# set group ext neighbor 1.12.0.2

Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R1# set interface fe-1/2/0.4
user@R1# set interface 10.255.71.24

Configure the routing policy.

[edit policy-options policy-statement send-direct term 1]
user@R1# set from protocol direct
user@R1# set then accept

Results From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@R1# show interfaces
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fe-1/2/0 {
unit 4 {
family inet {
address 1.12.0.1/30;
}
1
1
loO {
unit 2 {
family inet {
address 10.255.71.24/32;
}
1
1

user@R1# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;
1
1

user@R1# show protocols
protocols {
bgp {
export send-direct;
group ext {
type external;
preference 8;
peer-as 65000;
neighbor 1.12.0.2;
}
1
ospf {
area 0.0.0.0 {
interface fe-1/2/0.4;
interface 10.255.71.24;
}
1
}

user@R1# show routing-options
autonomous-system 65500;

If you are done configuring the device, enter commit from configuration mode.
Repeat these steps on Device R2.

Verification

Confirm that the configuration is working properly.
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Verifying the Preference

Purpose Make sure that the routing tables on Device R1and Device R2 reflect the fact that Device
R1is using the configured EBGP preference of 8, and Device R2 is using the default EBGP
preference of 170.

Action From operational mode, enter the show route command.

user@R1> show route
inet.0: 5 destinations, 7 routes (5 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

1.12.0.0/30 *[Direct/0] 3d 07:03:01
> via fe-1/2/0.4
[BGP/8] 01:04:49, localpref 100
AS path: 65000 1
> to 1.12.0.2 via fe-1/2/0.4
1.12.0.1/32 *[Local/0] 3d 07:03:01
Local via fe-1/2/0.4
10.255.14.177/32 *[BGP/8] 01:04:49, localpref 100
AS path: 65000 I
> to 1.12.0.2 via fe-1/2/0.4
[OSPF/10] 3d 07:02:16, metric 1
> to 1.12.0.2 via fe-1/2/0.4
10.255.71.24/32 *[Direct/0] 3d 07:03:01
> via 100.2
224.0.0.5/32 *[0SPF/10] 5d 03:42:16, metric 1
MultiRecv

user@R2> show route
inet.0: 5 destinations, 7 routes (5 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

1.12.0.0/30 *[Direct/0] 3d 07:03:30
> via fe-1/2/0.6
[BGP/170] 00:45:36, localpref 100
AS path: 65500 1
> to 1.12.0.1 via fe-1/2/0.6
1.12.0.2/32 *[Local/0] 3d 07:03:30
Local via fe-1/2/0.6
10.255.14.177/32  *[Direct/0] 3d 07:03:30
> via 100.3
10.255.71.24/32 *[OSPF/10] 3d 07:02:45, metric 1
> to 1.12.0.1 via fe-1/2/0.6
[BGP/170] 00:45:36, localpref 100
AS path: 65500 1
> to 1.12.0.1 via fe-1/2/0.6
224.0.0.5/32 *[0SPF/10] 5d 03:42:45, metric 1
MultiRecv

Meaning The output shows that on Device R1, the active path to Device R2’s loopback interface
(10.255.14.177/32) is a BGP route. The output also shows that on Device R2, the active
path to Device R1's loopback interface (10.255.71.24/32) is an OSPF route.
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Related . Route Preferences Overview
D .
ocumentation « Understanding External BGP Peering Sessions on page 21

« BGP Configuration Overview on page 13

Example: Configuring BGP to Advertise Inactive Routes

By default, BGP readvertises only active routes. To have the routing table export to BGP
the best route learned by BGP even if Junos OS did not select it to be an active route,
include the advertise-inactive statement:

advertise-inactive;

In Junos OS, BGP advertises BGP routes that are installed or active, which are routes
selected as the best based on the BGP path selection rules. The advertise-inactive
statement allows nonactive BGP routes to be advertised to other peers.

0 NOTE: If the routing table has two BGP routes where one is active and the
other is inactive, the advertise-inactive statement does not advertise the
inactive BGP prefix. This statement does not advertise an inactive BGP route
in the presence of another active BGP route. However, if the active routeis a
static route, the advertise-inactive statement advertises the inactive BGP
route.

Junos OS also provides support for configuring a BGP export policy that matches the
state of an advertised route. You can match either active or inactive routes, as follows:

policy-options {
policy-statement name{
from state (activelinactive);
1
1

This qualifier only matches when used in the context of an export policy. When a route
is being advertised by a protocol that can advertise inactive routes (such as BGP), state
inactive matches routes advertised as a result of the advertise-inactive (or
advertise-external) statement.

For example, the following configuration can be used as a BGP export policy to mark
routes advertised due to the advertise-inactive setting with a user-defined community.
That community can be later used by the receiving routers to filter out such routes from
the forwarding table. Such a mechanism can be used to address concerns that advertising
paths not used for forwarding by the sender might lead to forwarding loops.

user@host# show policy-options
policy-statement mark-inactive {
term inactive {
from state inactive;
then {
community set comm-inactive;

}
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1

term default {
from protocol bgp;
then accept;

}

then reject;

}

community comm-inactive members 65536:65284;
« Requirements on page 215
« Overview on page 215
« Configuration on page 216

« Verification on page 218

Requirements

No special configuration beyond device initialization is required before configuring this
example.

Overview

In this example, Device R2 has two external BGP (EBGP) peers, Device R1and Device R3.

Device R1 has a static route to 172.16.5/24. Likewise, Device R2 also has a static route to
172.16.5/24. Through BGP, Device R1 sends information about its static route to Device
R2. Device R2 now has information about 172.16.5/24 from two sources—its own static
route and the BGP-learned route received from Device R1. Static routes are preferred
over BGP-learned routes, so the BGP route is inactive on Device R2. Normally Device R2
would send the BGP-learned information to Device R3, but Device R2 does not do this
because the BGP route is inactive. Device R3, therefore, has no information about
172.16.5/24 unless you enable the advertise-inactive commmand on Device R2, which causes
Device R2 to send the BGP-learned to Device R3.

Topology

Figure 24 on page 215 shows the sample network.

Figure 24: BGP Topology for advertise-inactive

1 10.0.0.0/30 2 .5 10.0.0.4/30 .6
fe-1/2/0 fe-172/0 fe-1/72/1 fe-1/2/1

R1 » R2 » R3
) EBGP ) EBGP
Static Static and N
to BGP BGP (inactive) 3
172.16.5/24 172.16.5/24 )

“CLI Quick Configuration” on page 216 shows the configuration for all of the devices in
Figure 24 on page 215.

The section “Step-by-Step Procedure” on page 216 describes the steps on Device R2.
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Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

Device R1 set interfaces fe-1/2/0 unit O family inet address 10.0.0.1/30
set interfaces loO unit O family inet address 192.168.0.1/32
set protocols bgp group to_R2 type external
set protocols bgp group to_R2 export send-static
set protocols bgp group to_R2 neighbor 10.0.0.2 peer-as 200
set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 172.16.5.0/24 discard
set routing-options static route 172.16.5.0/24 install
set routing-options autonomous-system 100

Device R2 set interfaces fe-1/2/0 unit O family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit O family inet address 10.0.0.5/30
set interfaces loO unit O family inet address 192.168.0.2/32
set protocols bgp group to_R1 type external
set protocols bgp group to_R1neighbor 10.0.0.1 peer-as 100
set protocols bgp group to_R3 type external
set protocols bgp group to_R3 advertise-inactive
set protocols bgp group to_R3 neighbor 10.0.0.6 peer-as 300
set routing-options static route 172.16.5.0/24 discard
set routing-options static route 172.16.5.0/24 install
set routing-options autonomous-system 200

Device R3 set interfaces fe-1/2/1 unit O family inet address 10.0.0.6/30
set interfaces fe-1/2/0 unit 9 family inet address 10.0.0.9/30
set interfaces loO unit O family inet address 192.168.0.3/32
set protocols bgp group ext type external
set protocols bgp group ext peer-as 200
set protocols bgp group ext neighbor 10.0.0.5
set routing-options autonomous-system 300

Step-by-Step  The following example requires that you navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure Device R2:

1. Configure the device interfaces.

[edit interfaces]
user@R2# set fe-1/2/0 unit O family inet address 10.0.0.2/30

user@R2# set fe-1/2/1 unit O family inet address 10.0.0.5/30

user@R2# set loO unit O family inet address 192.168.0.2/32
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Results

Configure the EBGP connection to Device R1.

[edit protocols bgp group to_R1]
user@R2# set type external
user@R2# set neighbor 10.0.0.1 peer-as 100

Configure the EBGP connection to Device R3.

[edit protocols bgp group to_R3]
user@R2# set type external
user@R2# set neighbor 10.0.0.6 peer-as 300

Add the advertise-inactive statement to the EBGP group peering session with Device
R3.

[edit protocols bgp group to_R3]
user@R2# set advertise-inactive

Configure the static route to the 172.16.5.0/24 network.

[edit routing-options static]
user@R2# set route 172.16.5.0/24 discard
user@R2# set route 172.16.5.0/24 install

Configure the autonomous system (AS) number.

[edit routing-options]
user@R2# set autonomous-system 200

From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show policy-options, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit O {
family inet {
address 10.0.0.2/30;
}
}
1
fe-1/2/1{
unit 0 {
family inet {
address 10.0.0.5/30;
}
1
}
lo0 {
unit 0 {
family inet {
address 192.168.0.2/32;
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}
}
}

user@R2# show protocols
bgp {
group to_R1{
type external;
neighbor 10.0.0.1 {
peer-as 100;
}
1
group to_R3 {
type external;
advertise-inactive;
neighbor 10.0.0.6 {
peer-as 300;
}
1
1

user@R2# show routing-options
static {
route 172.16.5.0/24 {
discard;
install;
1
1

autonomous-system 200;

If you are done configuring the device, enter commit from configuration mode.

Verification
Confirm that the configuration is working properly.

« Verifying the BGP Active Path on page 218
« Verifying the External Route Advertisement on page 219
» Verifying the Route on Device R3 on page 219

- Experimenting with the advertise-inactive Statement on page 220

Verifying the BGP Active Path

Purpose On Device R2, make sure that the 172.16.5.0/24 prefix is in the routing table and has the
expected active path.
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Action

Meaning

Purpose

Action

Meaning

Purpose

Action

Meaning

user@R2> show route 172.16.5

inet.0: 7 destinations, 8 routes (7 active, 0 holddown, O hidden)

+ = Active Route, - = Last Active, * = Both
172.16.5.0/24 *[Static/5] 21:24:38
Discard

[BGP/170] 21:21:41, localpref 100
AS path: 100 1, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0

Device R2 receives the 172.16.5.0/24 route from both Device R1and from its own statically
configured route. The static route is the active path, as designated by the asterisk (*).
The static route path has the lowest route preference (5) as compared to the BGP
preference (170). Therefore, the static route becomes active.

Verifying the External Route Advertisement

On Device R2, make sure that the 172.16.5.0/24 route is advertised toward Device R3.

user@R2> show route advertising-protocol bgp 10.0.0.6

inet.0: 6 destinations, 7 routes (6 active, 0 holddown, O hidden)
Prefix Nexthop MED Lclpref AS path
172.16.5.0/24 Self 100 1

Device R2 is advertising the 172.16.5.0/24 route toward Device R3

Verifying the Route on Device R3

Make sure that the 172.16.6.0/24 prefix is in Device R3’s routing table.

user@R3> show route 172.16.5.0/24

inet.0: 5 destinations, 5 routes (5 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

172.16.5.0/24 *[BGP/170] 00:01:19, localpref 100

AS path: 200 100 I, validation-state: unverified
> to 10.0.0.5 via fe-1/2/1.0

Device R3 has the BGP-learned route for 172.16.5.0/24.
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Purpose

Action

Meaning

Related
Documentation

Experimenting with the advertise-inactive Statement

See what happens when the advertise-inactive statement is removed from the BGP
configuration on Device R2.

1. On Device R2, deactivate the advertise-inactive statement.

[edit protocols bgp group to_R3]
user@R2# deactivate advertise-inactive
user@R2# commit

2. On Device R2, check to see if the 172.16.5.0/24 route is advertised toward Device R3.

user@R2> show route advertising-protocol bgp 10.0.0.6

As expected, the route is no longer advertised.

3. On Device R3, ensure that the 172.16.5/24 route is absent from the routing table.

user@R3> show route 172.16.5/24

Device R1 advertises route 172.16.5/24 to Device R2, but Device R2 has a manually
configured static route for this prefix. Static routes are preferred over BGP routes, so
Device R2installs the BGP route as an inactive route. Because the BGP route is not active,
Device R2 does not readvertise the BGP route to Device R3. This is the default behavior
in Junos OS. If you add the advertise-inactive statement to the BGP configuration on
Device R2, Device R2 readvertises nonactive routes.

. Example: Configuring a Routing Policy to Advertise the Best External Route to Internal
Peers on page 277

. Understanding BGP Path Selection on page 14

Example: Using Routing Policy to Set a Preference Value for BGP Routes

This example shows how to use routing policy to set the preference for routes learned
from BGP. Routing information can be learned from multiple sources. To break tiesamong
equally specific routes learned from multiple sources, each source has a preference value.
Routes that are learned through explicit administrative action, such as static routes, are
preferred over routes learned from a routing protocol, such as BGP or OSPF. This concept
is called administrative distance by some vendors.

« Requirements on page 221
« Overview on page 221

» Configuration on page 222

« Verification on page 225

220
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Requirements

Overview

No special configuration beyond device initialization is required before you configure this
example.

Routing information can be learned from multiple sources, such as through static
configuration, BGP, or an interior gateway protocol (IGP). When Junos OS determines a
route’s preference to become the active route, it selects the route with the lowest
preference as the active route and installs this route into the forwarding table. By default,
the routing software assigns a preference of 170 to routes that originated from BGP. Of
all the routing protocols, BGP has the highest default preference value, which means
that routes learned by BGP are the least likely to become the active route.

Some vendors have a preference (distance) of 20 for external BGP (EBGP) and a distance
of 200 for internal BGP (IGBP). Junos OS uses the same value (170) for both EBGP and
IBGP. However, this difference between vendors has no operational impact because
Junos OS always prefers EBGP routes over IBGP routes.

Another area in which vendors differ is in regard to IGP distance compared to BGP
distance. For example, some vendors assign a distance of 110 to OSPF routes. This is
higher than the EBGP distance of 20, and results in the selection of an EBGP route over
an equivalent OSPF route. In the same scenario, Junos OS chooses the OSPF route,
because of the default preference 10 for an internal OSPF route and 150 for an external
OSPF route, which are both lower than the 170 preference assigned to all BGP routes.

This example shows a routing policy that matches routes from specific next hops and
sets a preference. If a route does not match the first term, it is evaluated by the second
term.

Topology

In the sample network, Device R1and Device R3 have EBGP sessions with Device R2.
On Device R2, an import policy takes the following actions:

« For routes received through BGP from next-hop 10.0.0.1 (Device R1), set the route
preference to 10.

. For routes received through BGP from next-hop 10.1.0.2 (Device R3), set the route
preference to 15.

Figure 25 on page 222 shows the sample network.
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Configuration

CLI Quick
Configuration

Device R1

Device R2

Device R3

Figure 25: BGP Preference Value Topology
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“CLI Quick Configuration” on page 222 shows the configuration for all of the devices in
Figure 25 on page 222.

The section “Step-by-Step Procedure” on page 223 describes the steps on Device R2.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set interfaces fe-1/2/0 unit O family inet address 10.0.0.1/30

set interfaces loO unit O family inet address 192.168.0.1/32

set protocols bgp group ext type external

set protocols bgp group ext export send-direct

set protocols bgp group ext peer-as 200

set protocols bgp group ext neighbor 10.0.0.2

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept

set routing-options autonomous-system 100

set interfaces fe-1/2/0 unit O family inet address 10.0.0.2/30

set interfaces fe-1/2/1 unit O family inet address 10.1.0.1/30

set interfaces loO unit O family inet address 192.168.0.2/32

set protocols bgp group ext type external

set protocols bgp group ext import set-preference

set protocols bgp group ext export send-direct

set protocols bgp group ext neighbor 10.0.0.1 peer-as 100

set protocols bgp group ext neighbor 10.1.0.2 peer-as 300

set policy-options policy-statement send-direct term 1 from protocol direct

set policy-options policy-statement send-direct term 1 then accept

set policy-options policy-statement set-preference term term1 from protocol bgp

set policy-options policy-statement set-preference term term1 from next-hop 10.0.0.1
set policy-options policy-statement set-preference term term1 then preference 10

set policy-options policy-statement set-preference term term2 from protocol bgp

set policy-options policy-statement set-preference term term2 from next-hop 10.1.0.2
set policy-options policy-statement set-preference term term2 then preference 15
set routing-options autonomous-system 200

set interfaces fe-1/2/1 unit O family inet address 10.1.0.2/30
set interfaces loO unit O family inet address 192.168.0.3/32
set protocols bgp group ext type external

set protocols bgp group ext export send-direct

222
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set protocols bgp group ext peer-as 200

set protocols bgp group ext neighbor 10.1.0.1

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept

set routing-options autonomous-system 300

Step-by-Step  The following example requires that you navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CL| Editor in Configuration
Mode in the CL/ User Guide.

To configure Device R2:

1. Configure the device interfaces.

[edit interfaces]
user@R2# set fe-1/2/0 unit O family inet address 10.0.0.2/30

user@R2# set fe-1/2/1 unit O family inet address 10.1.0.1/30

user@R2# set loO unit O family inet address 192.168.0.2/32

2. Configure the local autonomous system.

[edit routing-options]
user@R2# set autonomous-system 200

3.  Configure the routing policy that sends direct routes.

[edit policy-options policy-statement send-direct term 1]
user@R2# set from protocol direct
user@R2# set then accept

4. Configure the routing policy that changes the preference of received routes.

[edit policy-options policy-statement set-preference]
user@R2# set term term1 from protocol bgp
user@R2# set term term1 from next-hop 10.0.0.1
user@R2# set term term1 then preference 10

user@R2# set term term2 from protocol bgp
user@R2# set term term2 from next-hop 10.1.0.2
user@R2# set term term2 then preference 15

5.  Configure the external peering with Device R2.

[edit protocols bgp group ext]

user@R2# set type external

user@R2# set export send-direct
user@R2# set neighbor 10.0.0.1 peer-as 100
user@R2# set neighbor 10.1.0.2 peer-as 300

6. Apply the set-preference policy as an import policy.
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This affects Device R2’s routing table and has no impact on Device R1and Device
R3.

[edit protocols bgp group ext]
user@R2# set import set-preference

Results From configuration mode, confirm your configuration by entering the show interfaces,
show protocols, show policy-options, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@R2# show interfaces
fe-1/2/0{
unit 0 {
family inet {
address 10.0.0.2/30;
}
1
}
fe-1/2/1{
unit 0 {
family inet {
address 10.1.0.1/30;
}
1
1
loO {
unit Of
family inet {
address 192.168.0.2/32;
}
1
1

user@R2# show protocols
bgp {
group ext {
type external;
import set-preference;
export send-direct;
neighbor 10.0.0.1 {
peer-as 100;
}
neighbor10.1.0.2 {
peer-as 300;
1
1
1

user@R2# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;

}
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Verification

Purpose

Action

1
policy-statement set-preference {
term termi {
from {
protocol bgp;
next-hop 10.0.0.1;
}
then {
preference 10;
}
1
termterm2 {
from {
protocol bgp;
next-hop 10.1.0.2;
}
then {
preference 15;
}
1
}

user@R2# show routing-options
autonomous-system 200;

If you are done configuring the device, enter commit from configuration mode.

Confirm that the configuration is working properly.

Verifying the Preference

Make sure that the routing tables on Device R1 and Device R2 reflect the fact that Device
R1is using the configured EBGP preference of 8, and Device R2 is using the default EBGP
preference of 170.

From operational mode, enter the show route protocols bgp command.

user@R2> show route protocols bgp
inet.0: 7 destinations, 9 routes (7 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.0/30 [BGP/10] 04:42:23, localpref 100
AS path: 100 1, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0
10.1.0.0/30 [BGP/15] 04:42:23, localpref 100
AS path: 300 1, validation-state: unverified
> to 10.1.0.2 via fe-1/2/1.0
192.168.0.1/32 *[BGP/10] 04:42:23, localpref 100
AS path: 100 1, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0
192.168.0.3/32 *[BGP/15] 04:42:23, localpref 100
AS path: 300 1, validation-state: unverified
> to 10.1.0.2 via fe-1/2/1.0

Copyright © 2017, Juniper Networks, Inc. 225



BGP Feature Guide

Meaning The output shows that on Device R2, the preference values have been changed to 15 for
routes learned from Device R3, and the preference values have been changed to 10 for
routes learned from Device R1.

Related . Route Preferences Overview

Documentation
. Understanding External BGP Peering Sessions on page 21
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Configuring the MED Attribute for BGP

. Understanding the MED Attribute That Determines the Exit Point in an AS on page 227

« Example: Configuring the MED Attribute That Determines the Exit Point in an
AS on page 229

Understanding the MED Attribute That Determines the Exit Point in an AS

The BGP multiple exit discriminator (MED, or MULTI_EXIT_DISC) is a non-transitive
attribute, meaning that it is not propagated throughout the Internet, but only to adjacent
autonomous systems (ASs). The MED attribute is optional, meaning that it is not always
sent with the BGP updates. The purpose of MED is to influence how other ASs enter your
AS to reach a certain prefix.

The MED attribute has a value that is referred to as a metric. If all other factors in
determining an exit point are equal, the exit point with the lowest metric is preferred.

If a MED is received over an external BGP link, it is propagated over internal links to other
BGP-enabled devices within the AS.

BGP update messages include a MED metric if the route was learned from BGP and
already had a MED metric associated with it, or if you configure the MED metric in the
configuration file.

A MED metric is advertised with a route according to the following general rules:

« A more specific metric overrides a less specific metric. That is, a group-specific metric
overrides a global BGP metric, and a peer-specific metric overrides a global BGP or
group-specific metric.

« A metric defined with a routing policy overrides a metric defined with the metric-out
statement.

. If any metric is defined, it overrides a metric received in a route.

« Ifthereceived route does not have an associated MED metric, and if you do not explicitly
configure a metric value, no metric is advertised. When you do not explicitly configure
ametric value, the MED value is equivalent to zero (0) when advertising an active route.

Because the AS path rather than the number of hops between hosts is the primary criterion
for BGP route selection, an AS with multiple connections to a peer AS can have multiple
equivalent AS paths. When the routing table contains two routes to the same host ina
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neighboring AS, a MED metric assigned to each route can determine which to include in
the forwarding table. The MED metric you assign can force traffic through a particular
exit pointin an AS.

Figure 26 on page 228 illustrates how MED metrics are used to determine route selection.

Figure 26: Default MED Example

B % %
E MED =10 E ﬁFMED=10

F MED =20 E MED =20
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Figure 26 on page 228 shows AS 1and AS 2 connected by two separate BGP links to
Routers Cand D. Host Ein AS 1is located nearer to Router C. Host F, also in AS 1, is located
nearer to Router D. Because the AS paths are equivalent, two routes exist for each host,
one through Router C and one through Router D. To force all traffic destined for Host E
through Router C, the network administrator for AS 1assigns a MED metric for each router
to Host E at its exit point. A MED metric of 10 is assigned to the route to Host E through
Router C, and a MED metric of 20 is assigned to the route to Host E through Router D.
BGP routers in AS 2 select the route with the lower MED metric for the forwarding table.

9015017

By default, only the MEDs of routes that have the same peer ASs are compared. However,
you can configure the routing table path selection options listed in Table 7 on page 228
to compare MEDs in different ways. The MED options are not mutually exclusive and can
be configured in combination or independently. For the MED options to take effect, you
must configure them uniformly all through your network. The MED option or options you
configure determine the route selected. Thus we recommend that you carefully evaluate
your network for preferred routes before configuring the MED options.

Table 7: MED Options for Routing Table Path Selection

Option (Name)

Always comparing MEDs
(always-compare-med)

Function Use
Ensures that the MEDs for paths from Useful when all enterprises participating
peers in different ASs are always in a network agree on a uniform policy

compared in the route selection process.  for setting MEDs. For example, in a
network shared by two ISPs, both must
agree that a certain path is the better
path to configure the MED values
correctly.

228
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Table 7: MED Options for Routing Table Path Selection (continued)

Option (Name)

Function Use

Adding IGP cost to MED (med-plus-igp) Before comparing MED values for path Useful when the downstream AS requires

selection,adds tothe MED the costofthe  the complete cost of a certain route that
IGP route to the BGP next-hop is received across multiple ASs.
destination.

This option replaces the MED value for
the router, but does not affect the IGP
metric comparison. As a result, when
multiple routes have the same value after
the MED-plus-IPG comparison, and route
selection continues, the IGP route metric
is also compared, even though it was
added to the MED value and compared
earlier in the selection process.

Applying Cisco IOS nondeterministic Specifies the nondeterministic behavior =~ We recommend that you do not
behavior (cisco-non-deterministic) of the Cisco IOS software: configure this option, because the

nondeterministic behavior sometimes
« The active path is always first. All prevents the system from properly
nonactive but eligible paths follow the  comparing the MEDs between paths.
active path and are maintained in the
order in which they were received.
Ineligible paths remain at the end of
the list.

« When a new path is added to the
routing table, path comparisons are
made among all routes, including those
paths that must never be selected
because they lose the MED
tie-breaking rule.

Related .
Documentation

Example: Configuring the MED Using Route Filters
Example: Creating a Named Scope for Multicast Scoping

Example: Configuring the MED Attribute That Determines the Exit Point in an AS on
page 229

Example: Associating the MED Path Attribute with the IGP Metric and Delaying MED
Updates

Example: Configuring the MED Attribute That Determines the Exit Point in an AS

This example shows how to configure a multiple exit discriminator (MED) metric to
advertise in BGP update messages.

Requirements on page 230
Overview on page 230
Configuration on page 231

Verification on page 241
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Requirements

Overview

No special configuration beyond device initialization is required before you configure this
example.

To directly configure a MED metric to advertise in BGP update messages, include the
metric-out statement:

metric-out (metric | minimum-igp offset | igp delay-med-update | offset);

metric is the primary metric on all routes sent to peers. It can be a value in the range
from O through 4,294,967,295 (2 - 1).

The following optional settings are also supported:

« minimum-igp—Sets the metric to the minimum metric value calculated in the interior
gateway protocol (IGP) to get to the BGP next hop. If a newly calculated metric is
greater than the minimum metric value, the metric value remains unchanged. If a newly
calculated metric is lower, the metric value is lowered to that value.

. igp—Sets the metric to the most recent metric value calculated in the IGP to get to the
BGP next hop.

« delay-med-update—Delays sending MED updates when the MED value increases.
Include the delay-med-update statement when you configure the igp statement. The
default interval to delay sending updates, unless the MED is lower or another attribute
associated with the route has changed is 10 minutes. Include the
med-igp-update-interval minutes statement at the [edit routing-options] hierarchy level
to modify the default interval.

« offset—Specifies a value for offset to increase or decrease the metric that is used from
the metric value calculated in the IGP. The metric value is offset by the value specified.
The metric calculated in the IGP (by specifying either igp or igp-minimum) is increased
if the offset value is positive. The metric calculated in the IGP (by specifying either igp
or igp-minimum) is decreased if the offset value is negative.

offset can be avalue in the range from =27 through 2°'—1.Note that the adjusted metric

can never go below O or above 2%,

Figure 27 on page 231 shows a typical network with internal peer sessions and multiple
exit points to a neighboring autonomous system (AS).
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Figure 27: Typical Network with IBGP Sessions and Multiple Exit Points

AS 123 AS 4
R2
172.16.12.0/24 2 2 172.16.24.0/24
fe-1/2/0 fe-1/2/1
1! fe-172/0 fe-1/2/0| .4
1) fe-172/1 fe-1/72/1 .4
fe-1/2/0 fe-1/72/1
172.16.13.0/24 3 3 172.16.34.0/24
R3
loO:
R1 192.168.1.1 R4 192.168.4.1
R2 192.168.2.1 172.16.44.0
R3 192.168.3.1 172.16.144.0

8041151

Device R4 has multiple loopback interfaces configured to simulate advertised prefixes.
The extra loopback interface addresses are 44.44.44.44/32 and 144.144.144144/32. This
example shows how to configure Device R4 to advertise a MED value of 30 to Device R3
and a MED value of 20 to Device R2. This causes all of the devices in AS 123 to prefer the
path through Device R2 to reach AS 4.

Configuration

« Configuring Device R1 on page 233
« Configuring Device R2 on page 235
« Configuring Device R3 on page 237
» Configuring Device R4 on page 239

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.
Device R1 set interfaces fe-1/2/0 unit 1 family inet address 12.12.12.1/24
set interfaces fe-1/2/1 unit 2 family inet address 13.13.13.1/24
set interfaces loO unit 1 family inet address 192.168.1.1/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.1.1
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.2.1
set protocols bgp group internal neighbor 192.168.3.1
set protocols ospf area 0.0.0.0 interface lo0.1 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.1
set protocols ospf area 0.0.0.0 interface fe-1/2/1.2
set policy-options policy-statement send-direct term 1 from protocol direct
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set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 123
set routing-options router-id 192.168.1.1

Device R2 set interfaces fe-1/2/0 unit 3 family inet address 12.12.12.2/24
set interfaces fe-1/2/1 unit 4 family inet address 24.24.24.2/24
set interfaces loO unit 2 family inet address 192.168.2.1/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.2.1
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.1.1
set protocols bgp group internal neighbor 192.168.3.1
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 4
set protocols bgp group external neighbor 24.24.24.4
set protocols ospf area 0.0.0.0 interface l00.2 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.3
set protocols ospf area 0.0.0.0 interface fe-1/2/1.4
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 123
set routing-options router-id 192.168.2.1

Device R3 set interfaces fe-1/2/0 unit 5 family inet address 13.13.13.3/24
set interfaces fe-1/2/1 unit 6 family inet address 34.34.34.3/24
set interfaces loO unit 3 family inet address 192.168.3.1/32
set protocols bgp group internal type internal
set protocols bgp group internal local-address 192.168.3.1
set protocols bgp group internal export send-direct
set protocols bgp group internal neighbor 192.168.1.1
set protocols bgp group internal neighbor 192.168.2.1
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 4
set protocols bgp group external neighbor 34.34.34.4
set protocols ospf area 0.0.0.0 interface l00.3 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.5
set protocols ospf area 0.0.0.0 interface fe-1/2/1.6
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options autonomous-system 123
set routing-options router-id 192.168.3.1

Device R4 set interfaces fe-1/2/0 unit 7 family inet address 24.24.24.4/24
set interfaces fe-1/2/1 unit 8 family inet address 34.34.34.4/24
set interfaces loO unit 4 family inet address 192.168.4.1/32
set interfaces loO unit 4 family inet address 44.44.44.44/32
set interfaces loO unit 4 family inet address 144.144.144.144/32
set protocols bgp group external type external
set protocols bgp group external export send-direct
set protocols bgp group external peer-as 123
set protocols bgp group external neighbor 34.34.34.3 metric-out 30
set protocols bgp group external neighbor 24.24.24.2 metric-out 20
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set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept

set routing-options autonomous-system 4

set routing-options router-id 192.168.4.1

Configuring Device R1

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CL| Editor in Configuration
Mode in the CL/ User Guide.

To configure Device R1:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 1]
user@RI1# set family inet address 12.12.12.1/24

[edit interfaces fe-1/2/1 unit 2]
user@R1# set family inet address 13.13.13.1/24

[edit interfaces loO unit 1]
user@R1# set family inet address 192.168.1.1/32

2. Configure BGP.

[edit protocols bgp group internal]
user@R1# set type internal

user@R1# set local-address 192.168.1.1
user@R1# set export send-direct
user@R1# set neighbor 192.168.2.1
user@R1# set neighbor 192.168.3.1

3.  Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R1# set interface lo0.1 passive
user@R1# set interface fe-1/2/0.1
user@R1# set interface fe-1/2/1.2

4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through
OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R1# set from protocol direct
user@R1# set then accept

5.  Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R1# set autonomous-system 123
user@R1# set router-id 192.168.1.1
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Results

From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R1# show interfaces
fe-1/2/0 {
unit1{
family inet {
address 12.12.12.1/24;
}
1
1
fe-1/2/11
unit 2 {
family inet {
address 13.13.13.1/24;
1
1
1
lo0 {
unit1{
family inet {
address 192.168.1.1/32;
}
1
1

user@R1# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;
1
}

user@R1# show protocols
bgp {
group internal {
type internal;
local-address 192.168.1.1;
export send-direct;
neighbor 192.168.2.1;
neighbor 192.168.3.1;
1
1
ospf {
area 0.0.0.0 {
interface l00.1 {
passive;
}
interface fe-1/2/0.7;
interface fe-1/2/1.2;
1
1

user@R1# show routing-options
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autonomous-system 123;
router-id 192.168.1.1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R2

Step-by-Step The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure Device R2:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 3]
user@R2# set family inet address 12.12.12.21/24

[edit interfaces fe-1/2/1 unit 4]
user@R2# set family inet address 24.24.24.2/24

[edit interfaces loO unit 2]
user@R2# set family inet address 192.168.2.1/32

2. Configure BGP.

[edit protocols bgp group internal]
user@R2# set type internal

user@R2# set local-address 192.168.2.1
user@R2# set export send-direct
user@R2# set neighbor 192.168.1.1
user@R2# set neighbor 192.168.3.1

[edit protocols bgp group external]
user@R2# set type external
user@R2# set export send-direct
user@R2# set peer-as 4
user@R2# set neighbor 24.24.24 .4

3.  Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R2# set interface l00.2 passive
user@R2# set interface fe-1/2/0.3
user@R2# set interface fe-1/2/1.4

4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through
OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R2# set from protocol direct
user@R2# set then accept
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Results

5.  Configure the router ID and autonomous system (AS) number.

[edit routing-options]

user@R2# set autonomous-system 123
user@R2# set router-id 192.168.2.1

From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit3{
family inet {
address 12.12.12.2/24;
}
1
1
fe-1/2/1{
unit 4 {
family inet {
address 24.24.24.2/24;
}
1
1
loO {
unit 2 {
family inet {
address 192.168.2.1/32;
}
1
1

user@R2# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;
1
1

user@R2# show protocols
bgp {
group internal {
type internal;
local-address 192.168.2.1;
export send-direct;
neighbor 192.168.1.1;
neighbor 192.168.3.1;
1
group external {
type external,;
export send-direct;
peer-as 4;
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neighbor 24.24.24.4;
1
}
ospf {
area 0.0.0.0 {
interface 100.2 {
passive;
}
interface fe-1/2/0.3;
interface fe-1/2/1.4;
1
1

user@R2# show routing-options
autonomous-system 123;
router-id 192.168.2.1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R3

Step-by-Step  The following example requires you to navigate various levels in the configuration

Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration

Mode in the CLI/ User Guide.
To configure Device R3:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 5]
user@R3# set family inet address 13.13.13.3/24

[edit interfaces fe-1/2/1 unit 6]
user@R3# set family inet address 34.34.34.3/24

[edit interfaces loO unit 3]
user@R3# set family inet address 192.168.3.1/32

2. Configure BGP.

[edit protocols bgp group internal]
user@R3# set type internal

user@R3# set local-address 192.168.3.1
user@R3# set export send-direct
user@R3# set neighbor 192.168.1.1
user@R3# set neighbor 192.168.2.1

[edit protocols bgp group external]
user@R3# set type external
user@R3# set export send-direct
user@R3# set peer-as 4
user@R3# set neighbor 34.34.34.4

3.  Configure OSPF.
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[edit protocols ospf area 0.0.0.0]
user@R3# set interface l00.3 passive
user@R3# set interface fe-1/2/0.5
user@R3# set interface fe-1/2/1.6

4. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through
OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R3# set from protocol direct
user@R3# set then accept

5. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R3# set autonomous-system 123
user@R3# set router-id 192.168.3.1

Results From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@R3# show interfaces
fe-1/2/0 {
unit5{
family inet {
address 13.13.13.3/24;
}
1
1
fe-1/2/1{
unit 6 {
family inet {
address 34.34.34.3/24;
1
1
1
lo0 {
unit3 {
family inet {
address 192.168.3.1/32;
}
1
1

user@R3# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;

}
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}

user@R3# show protocols
bgp {
group internal {
type internal;
local-address 192.168.3.1;
export send-direct;
neighbor 192.168.1.1;
neighbor 192.168.2.1;
1
group external {
type external;
export send-direct;
peer-as 4;
neighbor 34.34.34.4;
1
}
ospf {
area 0.0.0.0 {
interface l00.3 {
passive;
}
interface fe-1/2/0.5;
interface fe-1/2/1.6;
1
1

user@R3# show routing-options
autonomous-system 123;
router-id 192.168.3.1;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device R4

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CL| Editor in Configuration
Mode in the CL/ User Guide.

To configure Device R4:

1. Configure the interfaces.

[edit interfaces fe-1/2/0 unit 7]
user@R4# set family inet address 24.24.24.4/24

[edit interfaces fe-1/2/1 unit 8]
user@R4# set family inet address 34.34.34.4/24

[edit interfaces loO unit 4]

user@R4# set family inet address 192.168.4.1/32
user@R4# set family inet address 44.44.44.44/32
user@R4# set family inet address 144.144.144.144/32

Device R4 has multiple loopback interface addresses to simulate advertised prefixes.
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2. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through
OSPF or local routes.

[edit policy-options policy-statement send-direct term 1]
user@R4# set from protocol direct
user@R4# set then accept

3. Configure BGP.

[edit protocols bgp group external]
user@R4# set type external
user@R4# set export send-direct
user@R4# set peer-as 123

4, Configure a MED value of 30 for neighbor Device R3, and a MED value of 20 for
neighbor Device R2.

[edit protocols bgp group external]
user@R4# set neighbor 34.34.34.3 metric-out 30
user@R4# set neighbor 24.24.24.2 metric-out 20

This configuration causes autonomous system (AS) 123 (of which Device R1, Device
R2, and Device R3 are members) to prefer the path through Device R2 to reach AS
4,

5.  Configure the router ID and AS number.

[edit routing-options]
user@R4# set autonomous-system 4
user@R4# set router-id 192.168.4.1

Results From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@R4# show interfaces
fe-1/2/0 {
unit7{
family inet {
address 24.24.24.4/24;
1
1
1
fe-1/2/1{
unit 8 {
family inet {
address 34.34.34.4/24;
}
1
1
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loO {
unit 4 {
family inet {
address 192.168.4.1/32;
address 44.44.44.44/32,
address 144.144.144.144/32;
}
1
}

user@R4# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;
1
}

user@R4# show protocols
bgp {
group external {
type external,;
export send-direct;
peer-as 123;
neighbor 34.34.34.3 {
metric-out 30;
}
neighbor 24.24.24.2 {
metric-out 20;
}
1
1

user@R4# show routing-options
autonomous-system 4;
router-id 192.168.4.1;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

« Checking the Active Path From Device R1to Device R4 on page 241
« Verifying That Device R4 Is Sending Its Routes Correctly on page 242

Checking the Active Path From Device R1 to Device R4

Purpose \Verify that the active path goes through Device R2.

Action From operational mode, enter the show route protocol bgp command.

user@R1> show route protocol bgp
inet.0: 13 destinations, 19 routes (13 active, O holddown, O hidden)
+ = Active Route, - = Last Active, * = Both
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Meaning

Purpose

Action

12.12.12.0/24
AS path: 1
> to 12.12.12.2
13.13.13.0/24
AS path: 1
> to 13.13.13.3
24.24.24.0/24
AS path: 1
> to 12.12.12.2
34.34.34.0/24
AS path: 1
> to 13.13.13.3
44 44 _44.44/32
AS path: 4 1
> to 12.12.12.2

144.144.144.144/32 *[BGP/170] 00:08:

AS path: 4 1
> to 12.12.12.2
192.168.2.1/32
AS path: 1
> to 12.12.12.2
192.168.3.1/32
AS path: 1
> to 13.13.13.3
192.168.4.1/32
AS path: 4 1
> to 12.12.12.2

[BGP/170] 3d 22:

[BGP/170] 3d 03:

[BGP/170] 3d 22:

[BGP/170] 3d 03:

*[BGP/170] 01:41:

[BGP/170] 3d 22:

[BGP/170] 3d 03:

*[BGP/170] 01:41:

52:38,

via fe-1/2/0.1
15:16,

via fe-1/2/1.2
52:38,

via fe-1/2/0.1
15:16,

via fe-1/2/1.2
11, MED 20,

via fe-1/2/0.1
13, MED 20,

via fe-1/2/0.1
52:38,

via fe-1/2/0.1
15:16,

via fe-1/2/1.2
11, MED 20,

via fe-1/2/0.1

localpref 100,

localpref 100,

localpref 100,

localpref 100,

localpref

localpref

localpref 100,

localpref 100,

localpref

from

from

from

from

100,

100,

from

from

100,

192.168.2.1

192.168.3.1

192.168.2.1

192.168.3.1

from 192.168.2.1

from 192.168.2.1

192.168.2.1

192.168.3.1

from 192.168.2.1

The asterisk (*) shows that the preferred path is through Device R2. The reason for the

path selection is listed as MED 20.

Verifying That Device R4 Is Sending Its Routes Correctly

Make sure that Device R4 is sending update messages with a value of 20 to Device R2

and a value of 30 to Device R3.

From operational mode, enter the show route advertising-protocol bgp 24.24.24.2

command.

user@R4> show route advertising-protocol bgp 24.24.24.2
inet.0: 11 destinations, 13 routes (11 active, O holddown, O hidden)

Prefix Nexthop
* 24.24.24.0/24 Self
* 34.34.34.0/24 Self
* A4_44_.44.44/32 Self
* 144 .144_.144.144/32 Self
* 192.168.4.1/32 Self

MED
20
20
20
20
20

user@R4> show route advertising-protocol bgp 34.34.34.3
inet.0: 11 destinations, 13 routes (11 active, 0 holddown, O hidden)

Prefix Nexthop
* 24.24.24.0/24 Self
* 34.34.34.0/24 Self
* A44_44.44.44/32 Self

MED
30
30
30

Lclpref

Lclpref

AS path

AS path
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* 144 .144.144.144/32 Self 30 1
* 192.168.4.1/32 Self 30 1

Meaning The MED column shows that Device R4 is sending the correct MED values to its two
external BGP (EBGP) neighbors.

Related . Example: Associating the MED Path Attribute with the IGP Metric and Delaying MED
Documentation Updates

« Understanding BGP Path Selection on page 14
« Understanding External BGP Peering Sessions on page 21

« BGP Configuration Overview on page 13
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Configuring BGP Multihop Sessions

« Understanding EBGP Multihop on page 245
« Example: Configuring EBGP Multihop Sessions on page 246

Understanding EBGP Multihop

BGP is an exterior gateway protocol (EGP) that is used to exchange routing information
among routers in different autonomous systems (ASs). The following are two ways of
establishing EBGP multihop between routers:

1. When external BGP (EBGP) peers are not directly connected to each other, they must
cross one or more non-BGP routers to reach each other.

Configuring multihop EBGP enables the peers to pass through the other routers to form
peer relationships and exchange update messages. This type of configuration is typically
used when a Juniper Networks routing device needs to run EBGP with a third-party router
that does not allow direct connection of the two EBGP peers. EBGP multihop enables a
neighbor connection between two EBGP peers that do not have a direct connection.

2. The default behavior for an EBGP connectionis to peer over a single physical hop using
the physical interface address of the peer. In some cases, it is advantageous to alter this
default, one-hop, physical peering EBGP behavior. One such case is when multiple physical
links connect two routers that are to be EBGP peers. In this case, if one of the
point-to-point links fails, reachability on the alternate link still exists.

Figure 28: EBGP Multihop Peering

R1 R2
(AS 1) (AS 2)
% 10.10.1.2/24 10.10.1.1/24%
10.10.2.2/24 10.10.2.1/24 8
100: 192.168.3.4 100: 172.16.128.1 S

In figure 1, router R1 belongs to AS 1and router R2 belongs to AS 2. The two physical links
between the routers is used for load balancing. The EBGP multihop peering works with
one physical link as well.

The following configuration example helps to establish a single BGP peering session
across these multiple physical links:
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1.Eachrouter must establish the peering session with the loopback address of the remote
router. You can configure this session using the local-address statement, which alters
the peer address header information in the BGP packets.

2. Use the multihop statement to alter the default use of the neighbor's physical address.
In addition, you can also specify a time-to-live (TTL) value in the BGP packets to control
how far they propagate. We use a TTL value of 1to ensure that the session cannot be
established across any other backdoor links in the network.

0 NOTE: When multihop is configured, the Junos OS sets the TTL value of 64,
by default.

A TTL value of 1is sufficient to enable an EBGP session to the loopback
address of a directly connected neighbor.

3. Each router must have IP routing capability to the remote router's loopback address.
This capability is often accomplished by using a static route to map the loopback address
to the interface physical addresses.

[edit protocols bgp group ext-peers]
type external;
local-address 192.168.3.4;
neighbor 172.16.128.1 {
multihop ttlL 1;
1

[edit routing-options]
static {
route 172.16.128.1 next-hop (10.10.1.1| 10.10.2.1);

}

« Example: Configuring EBGP Multihop Sessions on page 246
« Example: Configuring EBGP Multihop Sessions on Logical Systems

Example: Configuring EBGP Multihop Sessions

Requirements

This example shows how to configure an external BGP (EBGP) peer that is more than
one hop away from the local router. This type of session is called a multihop BGP session.
« Requirements on page 246

« Overview on page 247

« Configuration on page 247

- Verification on page 254

No special configuration beyond device initialization is required before you configure this
example.
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Overview

The configuration to enable multihop EBGP sessions requires connectivity between the
two EBGP peers. This example uses static routes to provide connectivity between the
devices.

Unlike directly connected EBGP sessions in which physical address are typically used in
the neighbor statements, you must use loopback interface addresses for multihop EBGP
by specifying the loopback interface address of the indirectly connected peer. In this way,
EBGP multihop is similar to internal BGP (IBGP).

Finally, you must add the multihop statement. Optionally, you can set a maximum
time-to-live (TTL) value with the ttl statement. The TTL is carried in the IP header of
BGP packets. If you do not specify a TTL value, the system’s default maximum TTL value
is used. The default TTL value is 64 for multihop EBGP sessions. Another option is to
retain the BGP next-hop value for route advertisements by including the
no-nexthop-change statement.

Figure 29 on page 247 shows a typical EBGP multihop network.

Device C and Device E have an established EBGP session. Device D is not a BGP-enabled
device. All of the devices have connectivity via static routes.

Figure 29: Typical Network with EBGP Multihop Sessions

AS17 AS 18

9 10.10.10.8/30 .10 13 10.10.10.12/30 .14
fe-172/0 fe-1/2/0 fe-172/1 fe-172/0

c D E

loO:

C 192.168.40.4
D 192.168.6.6
E 192.168.6.7
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Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

Device C set interfaces fe-1/2/0 unit 9 description to-D
set interfaces fe-1/2/0 unit 9 family inet address 10.10.10.9/30
set interfaces loO unit 3 family inet address 192.168.40.4/32
set protocols bgp group external-peers type external
set protocols bgp group external-peers multihop ttl 2
set protocols bgp group external-peers local-address 192.168.40.4
set protocols bgp group external-peers export send-static
set protocols bgp group external-peers peer-as 18
set protocols bgp group external-peers neighbor 192.168.6.7
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Device D

Device E

Step-by-Step
Procedure

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept

set routing-options static route 10.10.10.14/32 next-hop 10.10.10.10

set routing-options static route 192.168.6.7/32 next-hop 10.10.10.10

set routing-options router-id 192.168.40.4

set routing-options autonomous-system 17

set interfaces fe-1/2/0 unit 10 description to-C

set interfaces fe-1/2/0 unit 10 family inet address 10.10.10.10/30
set interfaces fe-1/2/1 unit 13 description to-E

set interfaces fe-1/2/1 unit 13 family inet address 10.10.10.13/30

set interfaces loO unit 4 family inet address 192.168.6.6/32

set routing-options static route 192.168.40.4/32 next-hop 10.10.10.9
set routing-options static route 192.168.6.7/32 next-hop 10.10.10.14
set routing-options router-id 192.168.6.6

set interfaces fe-1/2/0 unit 14 description to-D

set interfaces fe-1/2/0 unit 14 family inet address 10.10.10.14/30

set interfaces loO unit 5 family inet address 192.168.6.7/32

set protocols bgp group external-peers multihop ttl 2

set protocols bgp group external-peers local-address 192.168.6.7
set protocols bgp group external-peers export send-static

set protocols bgp group external-peers peer-as 17

set protocols bgp group external-peers neighbor 192.168.40.4

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept
set routing-options static route 10.10.10.8/30 next-hop 10.10.10.13
set routing-options static route 192.168.40.4/32 next-hop 10.10.10.13
set routing-options router-id 192.168.6.7

set routing-options autonomous-system 18

Device C

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CL/ User Guide.

To configure Device C:

1. Configure the interface to the directly connected device (to-D), and configure the
loopback interface.

[edit interfaces fe-1/2/0 unit 9]
user@C# set description to-D
user@C# set family inet address 10.10.10.9/30

[edit interfaces loO unit 3]
user@C# set family inet address 192.168.40.4/32

2. Configure an EBGP session with Device E.

The neighbor statement points to the loopback interface on Device E.
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[edit protocols bgp group external-peers]
user@C# set type external

user@C# set local-address 192.168.40.4
user@C# set export send-static
user@C# set peer-as 18

user@C# set neighbor 192.168.6.7

3. Configure the multihop statement to enable Device C and Device E to become EBGP
peers.

Because the peers are two hops away from each other, the example uses the ttl 2
statement.

[edit protocols bgp group external-peers]
user@C# set multihop ttl 2

4, Configure connectivity to Device E, using static routes.

You must configure a route to both the loopback interface address and to the
address on the physical interface.

[edit routing-options]
user@C# set static route 10.10.10.14/32 next-hop 10.10.10.10
user@C# set static route 192.168.6.7/32 next-hop 10.10.10.10

5.  Configure the local router ID and the autonomous system (AS) number.

[edit routing-options]
user@C# set router-id 192.168.40.4
user@C# set autonomous-system 17

6. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through
OSPF or local routes.

[edit policy-options policy-statement send-static term 1]
user@C# set from protocol static
user@C# set then accept

Results From configuration mode, confirm your configuration by entering the show interfaces,
show protocols, show policy-options, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@C# show interfaces
fe-1/2/0 {
unit9 {
description to-D;
family inet {
address 10.10.10.9/30;
}
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1
loO {
unit3{
family inet {
address 192.168.40.4/32;
}
1
1

user@C# show protocols
bgp {
group external-peers {
type external;
multihop {
ttl 2;
}
local-address 192.168.40.4;
export send-static;
peer-as 18;
neighbor 192.168.6.7;
1
}

user@C# show policy-options
policy-statement send-static {
term1{
from protocol static;
then accept;
1
1

user@C# show routing-options

static {
route 10.10.10.14/32 next-hop 10.10.10.10;
route 192.168.6.7/32 next-hop 10.10.10.10;

1
router-id 192.168.40.4;
autonomous-system 17;

If you are done configuring the device, enter commit from configuration mode.
Repeat these steps for all BFD sessions in the topology.

Configuring Device D

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CL/ User Guide.

To configure Device D:

1. Set the CLI to Device D.

user@host> set cli logical-system D

2. Configuretheinterfacesto the directly connected devices, and configure a loopback
interface.
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[edit interfaces fe-1/2/0 unit 10]
user@D# set description to-C
user@D# set family inet address 10.10.10.10/30

[edit interfaces fe-1/2/1 unit 13]
user@D# set description to-E
user@D# set family inet address 10.10.10.13/30

[edit interfaces loO unit 4]
user@D# set family inet address 192.168.6.6/32

3.  Configure connectivity to the other devices using static routes to the loopback
interface addresses.

On Device D, you do not need static routes to the physical addresses because Device
D is directly connected to Device C and Device E.

[edit routing-options]
user@D# set static route 192.168.40.4/32 next-hop 10.10.10.9
user@D# set static route 192.168.6.7/32 next-hop 10.10.10.14

4. Configure the local router ID.

[edit routing-options]
user@D# set router-id 192.168.6.6

Results From configuration mode, confirm your configuration by entering the show interfaces and
show routing-options commands. If the output does not display the intended configuration,
repeat the instructions in this example to correct the configuration.

user@D# show interfaces
fe-1/2/0{
unit10 {
description to-C;
family inet {
address 10.10.10.10/30;
}
1

1
fe-1/2/11

unit13 {
description to-E;
family inet {
address 10.10.10.13/30;
}
1
1
loO {
unit 4 {
family inet {
address 192.168.6.6/32;
1
1
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1
user@D# show protocols

user@D# show routing-options

static {
route 192.168.40.4/32 next-hop 10.10.10.9;
route 192.168.6.7/32 next-hop 10.10.10.14;

1
router-id 192.168.6.6;

If you are done configuring the device, enter commit from configuration mode.
Repeat these steps for all BFD sessions in the topology.

Configuring Device E

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure Device E:

1. Set the CLI to Device E.

user@host> set cli logical-system E

2. Configure the interface to the directly connected device (to-D), and configure the
loopback interface.

[edit interfaces fe-1/2/0 unit 14]
user@E# set description to-D
user@E# set family inet address 10.10.10.14/30

[edit interfaces loO unit 5]
user@E# set family inet address 192.168.6.7/32

3.  Configure an EBGP session with Device E.
The neighbor statement points to the loopback interface on Device C.

[edit protocols bgp group external-peers]
user@E# set local-address 192.168.6.7
user@E# set export send-static
user@E# set peer-as 17

user@E# set neighbor 192.168.40.4

4, Configure the multihop statement to enable Device C and Device E to become EBGP
peers.

Because the peers are two hops away from each other, the example uses the ttl 2
statement.

[edit protocols bgp group external-peers]
user@E# set multihop ttl 2
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Configure connectivity to Device E, using static routes.

You must configure a route to both the loopback interface address and to the
address on the physical interface.

[edit routing-options]
user@E# set static route 10.10.10.8/30 next-hop 10.10.10.13
user@E# set static route 192.168.40.4/32 next-hop 10.10.10.13

Configure the local router ID and the autonomous system (AS) number.

[edit routing-options]
user@E# set router-id 192.168.6.7
user@E# set autonomous-system 18

Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through
OSPF or local routes.

[edit policy-options policy-statement send-static term 1]
user@E# set from protocol static
user@E# set then accept

Results From configuration mode, confirm your configuration by entering the show interfaces,
show protocols, show policy-options, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@E# show interfaces

fe-1/2/0 {

unit14 {
description to-D;
family inet {
address 10.10.10.14/30;
}
1

loO {

unit5{
family inet {
address 192.168.6.7/32;
}
1

user@E# show protocols
bgp {

group external-peers {
multihop {
ttl 2;
}
local-address 192.168.6.7;
export send-static;
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peer-as 17;
neighbor 192.168.40.4;
1
1

user@E# show policy-options
policy-statement send-static {
term1{
from protocol static;
then accept;
}
1

user@E# show routing-options
static {
route 10.10.10.8/30 next-hop 10.10.10.13;
route 192.168.40.4/32 next-hop 10.10.10.13;
1
router-id 192.168.6.7;
autonomous-system 18;

If you are done configuring the device, enter commit from configuration mode.

Verification
Confirm that the configuration is working properly.
« Verifying Connectivity on page 254
« Verifying That BGP Sessions Are Established on page 255
« Viewing Advertised Routes on page 255
Verifying Connectivity
Purpose Make sure that Device C can ping Device E, specifying the loopback interface address as
the source of the ping request.
The loopback interface address is the source address that BGP will use.

Action From operational mode, enter the ping 10.10.10.14 source 192.168.40.4 command from
Device C, and enter the ping 10.10.10.9 source 192.168.6.7 command from Device E.
user@C> ping10.10.10.14 source 192.168.40.4
PING 10.10.10.14 (10.10.10.14): 56 data bytes
64 bytes from 10.10.10.14: icmp_seq=0 ttl=63 time=1.262 ms
64 bytes from 10.10.10.14: icmp_seq=1 ttl=63 time=1.202 ms
~C
--- 10.10.10.14 ping statistics ---

2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.202/1.232/1.262/0.030 ms
user@e> ping 10.10.10.9 source 192.168.6.7
PING 10.10.10.9 (10.10.10.9): 56 data bytes
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64 bytes from 10.10.10.9: icmp_seq=0 ttl=63 time=1.255 ms
64 bytes from 10.10.10.9: icmp_seq=1 ttl=63 time=1.158 ms
~C

--- 10.10.10.9 ping statistics ---

2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.158/1.206/1.255/0.049 ms

Meaning The static routes are working if the pings work.

Verifying That BGP Sessions Are Established

Purpose Verify that the BGP sessions are up.

Action From operational mode, enter the show bgp summary command.

user@C> show bgp summary

Groups: 1 Peers: 1 Down peers: O

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0 2 0 0 0 0 0
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn
State|#Active/Received/Accepted/Damped. ..

192.168.6.7 18 147 147 0 1 1:04:27
0/2/2/0 0/0/0/0

user@E> show bgp summary

Groups: 1 Peers: 1 Down peers: O

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0 2 0 0 0 0 0
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn
State|#Active/Received/Accepted/Damped. ..

192.168.40.4 17 202 202 0 1 1:02:18
0/2/2/0 0/0/0/0

Meaning The output shows that both devices have one peer each. No peers are down.

Viewing Advertised Routes

Purpose Check to make sure that routes are being advertised by BGP.

Action From operational mode, enter the show route advertising-protocol bgp neighbor command.

user@C> show route advertising-protocol bgp 192.168.6.7

inet.0: 5 destinations, 7 routes (5 active, 0 holddown, O hidden)

Prefix Nexthop MED Lclpref AS path
* 10.10.10.14/32 Self 1
* 192.168.6.7/32 Self 1
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user@E> show route advertising-protocol bgp 192.168.40.4

inet.0: 5 destinations, 7 routes (5 active, 0 holddown, O hidden)

Prefix Nexthop MED Lclpref AS path
* 10.10.10.8/30 Self 1
* 192.168.40.4/32 Self |

Meaning The send-static routing policy is exporting the static routes from the routing table into
BGP. BGP is advertising these routes between the peers because the BGP peer session
is established.

Related . Understanding EBGP Multihop on page 245
Documentation « Routing Policies, Firewall Filters, and Traffic Policers Feature Guide
. Understanding External BGP Peering Sessions on page 21

« BGP Configuration Overview on page 13
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« Configuring Basic Routing Policies for BGP Sessions on page 259

« Defining Routing Policies for BGP Communities on page 317
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Configuring Basic Routing Policies for BGP
Sessions

« Understanding Routing Policies on page 259

« Example: Applying Routing Policies at Different Levels of the BGP Hierarchy on page 260
« Example: Injecting OSPF Routes into the BGP Routing Table on page 269

« Configuring Routing Policies to Control BGP Route Advertisements on page 272

« Example: Configuring a Routing Policy to Advertise the Best External Route to Internal
Peers on page 277

« Example: Configuring BGP Prefix-Based Outbound Route Filtering on page 285
« Understanding the Default BGP Routing Policy on Packet Transport Routers on page 289

« Example: Overriding the Default BGP Routing Policy on PTX Series Packet Transport
Routers on page 291

« Conditional Advertisement Enabling Conditional Installation of Prefixes Use
Cases on page 295

« Conditional Advertisement and Import Policy (Routing Table) with certain match
conditions on page 298

« Example: Configuring a Routing Policy for Conditional Advertisement Enabling
Conditional Installation of Prefixes in a Routing Table on page 300

Understanding Routing Policies

Eachrouting policy is identified by a policy name. The name can contain letters, numbers,
and hyphens (-) and can be up to 255 characters long. To include spaces in the name,
enclose the entire name in double guotation marks. Each routing policy name must be
unigue within a configuration.

Once a policy is created and named, it must be applied before it is active. You apply
routing policies using the import and export statements at the protocols>protocol-name
level in the configuration hierarchy.

In the import statement, you list the name of the routing policy to be evaluated when
routes are imported into the routing table from the routing protocol.
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In the export statement, you list the name of the routing policy to be evaluated when
routes are being exported from the routing table into a dynamic routing protocol. Only
active routes are exported from the routing table.

To specify more than one policy and create a policy chain, you list the policies using a
space as a separator. If multiple policies are specified, the policies are evaluated in the
order in which they are specified. As soon as an accept or reject action is executed, the

policy chain evaluation ends.

. Example: Configuring a Routing Policy to Redistribute BGP Routes with a Specific

Community Tag into IS-IS on page 319

. Example: Configuring a Global Policy with No Zone Restrictions

Example: Applying Routing Policies at Different Levels of the BGP Hierarchy

Requirements

Overview

This example shows BGP configured in a simple network topology and explains how

routing polices take effect when they are applied at different levels of the BGP
configuration.

« Requirements on page 260
« Overview on page 260

« Configuration on page 262
« Verification on page 266

No special configuration beyond device initialization is required before configuring this
example.

For BGP, you can apply policies as follows:

. BGP global import and export statements—Include these statements at the [edit
protocols bgp] hierarchy level (for routing instances, include these statements at the
[edit routing-instances routing-instance-name protocols bgp] hierarchy level).

« Group import and export statements—Include these statements at the [edit protocols
bgp group group-name] hierarchy level (for routing instances, include these statements
at the [edit routing-instances routing-instance-name protocols bgp group group-name]
hierarchy level).

« Peerimport and export statements—Include these statements at the [edit protocols
bgp group group-name neighbor address] hierarchy level (for routing instances, include
these statements at the [edit routing-instances routing-instance-name protocols bgp
group group-name neighbor address] hierarchy level).

A peer-level import or export statement overrides a group import or export statement. A
group-level import or export statement overrides a global BGP import or export statement.
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In this example, a policy named send-direct is applied at the global level, another policy
named send-192.168.0.1is applied at the group level, and a third policy named
send-192.168.20.1 is applied at the neighbor level.

user@host# show protocols
bgp {
local-address 172.16.1.1;
export send-direct;
group internal-peers {
type internal;
export send-192.168.0.1;
neighbor 172.16.2.2 {
export send-192.168.20.1,

1
neighbor 172.16.3.3;

1
group other-group {
type internal;
neighbor 172.16.4.4;
}
1

A key point, and one that is often misunderstood and that can lead to problems, is that
in such a configuration, only the most explicit policy is applied. A neighbor-level policy is
more explicit than a group-level policy, which in turn is more explicit than a global policy.

The neighbor 172.16.2.2 is subjected only to the send-192.168.20.1 policy. The neighbor
172.16.3.3, lacking anything more specific, is subjected only to the send-192.168.0.1 policy.
Meanwhile, neighbor172.16.4.4 in group other-group has no group or neighbor-level policy,
so it uses the send-direct policy.

If you need to have neighbor 172.16.2.2 perform the function of all three policies, you can
write and apply a new neighbor-level policy that encompasses the functions of the other
three, or you can apply all three existing policies, as a chain, to neighbor 172.16.2.2.

Figure 30 on page 261 shows the sample network.

Figure 30: Applying Routing Policies to BGP
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R2 17216.2.2
R3 172.16.3.3
R4 17216.4.4
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Configuration

CLI Quick
Configuration

Device R1

Device R2

“CLI Quick Configuration” on page 262 shows the configuration for all of the devices in
Figure 30 on page 261.

The section “Step-by-Step Procedure” on page 263 describes the steps on Device R1.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set interfaces fe-1/2/0 unit O description to-R2

set interfaces fe-1/2/0 unit O family inet address 10.10.10.1/30

set interfaces loO unit O family inet address 172.16.1.1/32

set protocols bgp local-address 172.16.1.1

set protocols bgp export send-direct

set protocols bgp group internal-peers type internal

set protocols bgp group internal-peers export send-static-192.168.0

set protocols bgp group internal-peers neighbor 172.16.2.2 export send-static-192.168.20

set protocols bgp group internal-peers neighbor 172.16.3.3

set protocols bgp group other-group type internal

set protocols bgp group other-group neighbor 172.16.4.4

set protocols ospf area 0.0.0.0 interface l00.0 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/0.0

set policy-options policy-statement send-direct term 1 from protocol direct

set policy-options policy-statement send-direct term 1 then accept

set policy-options policy-statement send-static-192.168.0 term 1 from protocol static

set policy-options policy-statement send-static-192.168.0 term 1 from route-filter
192.168.0.0/24 orlonger

set policy-options policy-statement send-static-192.168.0 term 1 then accept

set policy-options policy-statement send-static-192.168.20 term 1 from protocol static

set policy-options policy-statement send-static-192.168.20 term 1 from route-filter
192.168.20.0/24 orlonger

set policy-options policy-statement send-static-192.168.20 term 1 then accept

set routing-options static route 192.168.0.1/32 discard

set routing-options static route 192.168.20.1/32 discard

set routing-options router-id 172.16.1.1

set routing-options autonomous-system 17

set interfaces fe-1/2/0 unit O description to-R1

set interfaces fe-1/2/0 unit O family inet address 10.10.10.2/30
set interfaces fe-1/2/1 unit O description to-R3

set interfaces fe-1/2/1 unit O family inet address 10.10.10.5/30

set interfaces loO unit O family inet address 172.16.2.2/32

set protocols bgp group internal-peers type internal

set protocols bgp group internal-peers local-address 172.16.2.2
set protocols bgp group internal-peers neighbor 172.16.3.3

set protocols bgp group internal-peers neighbor 172.16.1.1

set protocols bgp group internal-peers neighbor 172.16.4.4

set protocols ospf area 0.0.0.0 interface l00.0 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/0.0

set protocols ospf area 0.0.0.0 interface fe-1/2/1.0

set routing-options router-id 172.16.2.2
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set routing-options autonomous-system 17

Device R3 set interfaces fe-1/2/1 unit O description to-R2
set interfaces fe-1/2/1 unit O family inet address 10.10.10.6/30
set interfaces fe-1/2/2 unit O description to-R4
set interfaces fe-1/2/2 unit O family inet address 10.10.10.9/30
set interfaces loO unit O family inet address 172.16.3.3/32
set protocols bgp group internal-peers type internal
set protocols bgp group internal-peers local-address 172.16.3.3
set protocols bgp group internal-peers neighbor 172.16.2.2
set protocols bgp group internal-peers neighbor 172.16.1.1
set protocols bgp group internal-peers neighbor 172.16.4.4
set protocols ospf area 0.0.0.0 interface l00.0 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/1.0
set protocols ospf area 0.0.0.0 interface fe-1/2/2.0
set routing-options router-id 172.16.3.3
set routing-options autonomous-system 17

Device R4 set interfaces fe-1/2/2 unit O description to-R3
set interfaces fe-1/2/2 unit O family inet address 10.10.10.10/30
set interfaces loO unit O family inet address 172.16.4.4/32
set protocols bgp group internal-peers type internal
set protocols bgp group internal-peers local-address 172.16.4.4
set protocols bgp group internal-peers neighbor 172.16.2.2
set protocols bgp group internal-peers neighbor 172.16.1.1
set protocols bgp group internal-peers neighbor 172.16.3.3
set protocols ospf area 0.0.0.0 interface l00.0 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/2.0
set routing-options router-id 172.16.4.4
set routing-options autonomous-system 17

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure an IS-IS default route policy:

1. Configure the device interfaces.

[edit interfaces]
user@R1# set fe-1/2/0 unit O description to-R2
user@R1# set fe-1/2/0 unit O family inet address 10.10.10.1/30

user@R1# set loO unit O family inet address 172.16.1.1/32

2. Enable OSPF, or another interior gateway protocols (IGP), on the interfaces.

[edit protocols OSPF area 0.0.0.0]
user@R1# set interface l00.0 passive
user@R1# set interface fe-1/2/0.0
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w

6.

Configure static routes.

[edit routing-options]
user@R1# set static route 192.168.0.1/32 discard
user@RI1# set static route 192.168.20.1/32 discard

Enable the routing policies.

[edit protocols policy-options]
user@R1# set policy-statement send-direct term 1 from protocol direct
user@R1# set policy-statement send-direct term 1 then accept

user@R1# set policy-statement send-static-192.168.0 term 1 from protocol static

user@R1# set policy-statement send-static-192.168.0 term 1 from route-filter
192.168.0.0/24 orlonger

user@R1# set policy-statement send-static-192.168.0 term 1 then accept

user@R1# set policy-statement send-static-192.168.20 term 1 from protocol static

user@R1# set policy-statement send-static-192.168.20 term 1 from route-filter
192.168.20.0/24 orlonger

user@R1# set policy-statement send-static-192.168.20 term 1 then accept

Configure BGP and apply the export policies.

[edit protocols bgp]

user@RI1# set local-address 172.16.1.1

user@R1# set group internal-peers type internal

user@R1# set group internal-peers export send-static-192.168.0

user@R1# set group internal-peers neighbor 172.16.2.2 export send-static-192.168.20
user@R1# set group internal-peers neighbor 172.16.3.3

user@R1# set group other-group type internal

user@RI1# set group other-group neighbor 172.16.4.4

Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@R1# set router-id 172.16.1.1
user@R1# set autonomous-system 17

If you are done configuring the device, commit the configuration.

[edit]
user@R1# commit

Results

From configuration mode, confirm your configuration by issuing the show interfaces, show
protocols, show policy-options, and show routing-options commands. If the output does
not display the intended configuration, repeat the instructions in this example to correct
the configuration.

264

Copyright © 2017, Juniper Networks, Inc.



Chapter 10: Configuring Basic Routing Policies for BGP Sessions

user@R1# show interfaces
fe-1/2/0 {
unit 0 {
description to-R2;
family inet {
address 10.10.10.1/30;
}
1
}
lo0 {
unit0 {
family inet {
address 172.16.1.1/32;
}
1
}

user@R1# show protocols
bgp {
local-address 172.16.1.1;
export send-direct;
group internal-peers {
type internal,
export send-static-192.168.0;
neighbor 172.16.2.2 {
export send-static-192.168.20;
}
neighbor 172.16.3.3;
1
group other-group {
type internal;
neighbor 172.16.4.4;
1
}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface fe-1/2/0.0;
1
}

user@R1# show policy-options
policy-statement send-direct {
term1{
from protocol direct;
then accept;
1
1
policy-statement send-static-192.168.0 {
term1{
from {
protocol static;
route-filter 192.168.0.0/24 orlonger;
}

then accept;
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Verification

Purpose

1
1
policy-statement send-static-192.168.20 {
term1{
from {
protocol static;
route-filter 192.168.20.0/24 orlonger;
}
then accept;
}
1

user@R1# show routing-options
static {
route 192.168.0.1/32 discard;
route 192.168.20.1/32 discard;
1
router-id 172.16.1.1;
autonomous-system 17;

Confirm that the configuration is working properly.

- Verifying BGP Route Learning on page 266
« Verifying BGP Route Receiving on page 268

Verifying BGP Route Learning

Make sure that the BGP export policies are working as expected by checking the routing
tables.
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Action user@R1> show route protocol direct

inet.0: 11 destinations, 11 routes (11 active, O holddown, O hidden)

+ = Active Route, - = Last Active, * = Both

172.16.1.1/32 *[Direct/0] 1d 22:19:47
> via 100.0

10.10.10.0/30 *[Direct/0] 1d 22:19:47

> via fe-1/2/0.0

user@R1> show route protocol static

inet.0: 11 destinations, 11 routes (11 active, O holddown, O hidden)

+ = Active Route, - = Last Active, * = Both

192.168.0.1/32 *[Static/5] 02:20:03
Discard

192.168.20.1/32 *[Static/5] 02:20:03
Discard

user@R2> show route protocol bgp
inet.0: 11 destinations, 11 routes (11 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

192.168.20.1/32 *[BGP/170] 02:02:40, localpref 100, from 172.16.1.1
AS path: 1, validation-state: unverified
> to 10.10.10.1 via fe-1/2/0.0

user@R3> show route protocol bgp
inet.0: 11 destinations, 11 routes (11 active, O holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

192.168.0.1/32 *[BGP/170] 02:02:51, localpref 100, from 172.16.1.1
AS path: I, validation-state: unverified
> to 10.10.10.5 via fe-1/2/1.0

user@R4> show route protocol bgp
inet.0: 9 destinations, 11 routes (9 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

172.16.1.1/32 [BGP/170] 1d 20:38:54, localpref 100, from 172.16.1.1
AS path: 1, validation-state: unverified
> to 10.10.10.9 via fe-1/2/2.0
10.10.10.0/30 [BGP/170] 1d 20:38:54, localpref 100, from 172.16.1.1
AS path: 1, validation-state: unverified
> to 10.10.10.9 via fe-1/2/2.0

Meaning On Device R1, the show route protocol direct command displays two direct routes:
172.16.1.1/32 and 10.10.10.0/30. The show route protocol static command displays two
static routes: 192.168.0.1/32 and 192.168.20.1/32.

On Device R2, the show route protocol bgp command shows that the only route that
Device R2 has learned through BGP is the 192.168.20.1/32 route.

Copyright © 2017, Juniper Networks, Inc. 267



BGP Feature Guide

On Device R3, the show route protocol bgp command shows that the only route that
Device R3 has learned through BGP is the 192.168.0.1/32 route.

On Device R4, the show route protocol bgp command shows that the only routes that
Device R4 has learned through BGP are the 172.16.1.1/32 and 10.10.10.0/30 routes.

Verifying BGP Route Receiving

Purpose Make sure that the BGP export policies are working as expected by checking the BGP
routes received from Device R1.

Action user@r2> show route receive-protocol bgp 172.16.1.1
inet.0: 11 destinations, 11 routes (11 active, O holddown, O hidden)

Prefix Nexthop MED Lclpref AS path
* 192.168.20.1/32 172.16.1.1 100 1

user@R3> show route receive-protocol bgp 172.16.1.1
inet.0: 11 destinations, 11 routes (11 active, O holddown, O hidden)

Prefix Nexthop MED Lclpref AS path
* 192.168.0.1/32 172.16.1.1 100 1

user@R4> show route receive-protocol bgp 172.16.1.1

inet.0: 9 destinations, 11 routes (9 active, 0 holddown, O hidden)

Prefix Nexthop MED Lclpref AS path
172.16.1.1/32 172.16.1.1 100 1
10.10.10.0/30 172.16.1.1 100 1

Meaning On Device R2, the route receive-protocol bgp 172.16.1.1 command shows that Device R2
received only one BGP route, 192.168.20.1/32, from Device R1.

On Device R3, the route receive-protocol bgp 172.16.1.1 command shows that Device R3
received only one BGP route, 192.168.0.1/32, from Device R1.

On Device R4, the route receive-protocol bgp 172.16.1.1 command shows that Device R4
received two BGP routes, 172.16.1.1/32 and 10.10.10.0/30, from Device R1.

In summary, when multiple policies are applied at different CLI hierarchies in BGP, only
the most specific application is evaluated, to the exclusion of other, less specific policy
applications. Although this point might seem to make sense, it is easily forgotten during
router configuration, when you mistakenly believe that a neighbor-level policy is combined
with a global or group-level policy, only to find that your policy behavior is not as
anticipated.

Related . Example: Configuring Policy Chains and Route Filters

Documentation « Example: Configuring a Policy Subroutine
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. Example: Configuring Routing Policy Prefix Lists
. export on page 1039
. import on page 1078

Example: Injecting OSPF Routes into the BGP Routing Table

Requirements

Overview

Configuration

CLI Quick
Configuration

This example shows how to create a policy that injects OSPF routes into the BGP routing
table.

« Requirements on page 269
« Overview on page 269

« Configuration on page 269
- Verification on page 272

« Troubleshooting on page 272

Before you begin:

« Configure network interfaces.

« Configure external peer sessions. See “Example: Configuring External BGP
Point-to-Point Peer Sessions” on page 22.

« Configure interior gateway protocol (IGP) sessions between peers.

In this example, you create a routing policy called injectpolicyl and a routing term called
injectterm]1. The policy injects OSPF routes into the BGP routing table.

« Configuring the Routing Policy on page 269
« Configuring Tracing for the Routing Policy on page 271

Configuring the Routing Policy

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set policy-options policy-statement injectpolicyl term injectterm1 from protocol ospf
set policy-options policy-statement injectpolicyl term injectterm1 from area 0.0.0.1
set policy-options policy-statement injectpolicyl term injectterm1 then accept

set protocols bgp export injectpolicyl
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Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CL| Editor in Configuration
Mode in the CL/ User Guide.

To inject OSPF routes into a BGP routing table:

1. Create the policy term.

[edit policy-options policy-statement injectpolicy1]
user@host# set term injectterm]

2. Specify OSPF as a match condition.

[edit policy-options policy-statement injectpolicyl term injectterm1]
user@host# set from protocol ospf

3.  Specify the routes from an OSPF area as a match condition.

[edit policy-options policy-statement injectpolicyl term injectterm1]
user@host# set from area 0.0.0.1

4. Specify that the route is to be accepted if the previous conditions are matched.

[edit policy-options policy-statement injectpolicyl term injectterm1]
user@host# set then accept

5. Apply the routing policy to BGP.

[edit]
user@host# set protocols bgp export injectpolicyl

Results Confirm your configuration by entering the show policy-options and show protocols bgp
commands from configuration mode. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@host# show policy-options
policy-statement injectpolicyl {
term injectterm1 {
from {
protocol ospf;
area 0.0.0.7;
}
then accept;
1
1

user@host# show protocols bgp
export injectpolicyl;

If you are done configuring the device, enter commit from configuration mode.
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Configuring Tracing for the Routing Policy

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set policy-options policy-statement injectpolicyl term injectterm1 then trace
set routing-options traceoptions file ospf-bgp-policy-log

set routing-options traceoptions file size 5m

set routing-options traceoptions file files 5

set routing-options traceoptions flag policy

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CL| Editor in Configuration
Mode in the CL/ User Guide.

1. Include a trace action in the policy.

[edit policy-options policy-statement injectpolicyl term injecttermi]
user@host# then trace

2. Configure the tracing file for the output.

[edit routing-options traceoptions]
user@host# set file ospf-bgp-policy-log
user@host# set file size 5m
user@host# set file files 5

user@host# set flag policy

Results Confirm your configuration by entering the show policy-options and show routing-options
commands from configuration mode. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@host# show policy-options
policy-statement injectpolicyl {
term injectterm1 {
then {
trace;
1
}
}

user@host# show routing-options
traceoptions {
file ospf-bgp-policy-log size 5m files 5;
flag policy;
}

If you are done configuring the device, enter commit from configuration mode.
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Verification

Purpose

Action

Troubleshooting

Problem

Solution

Related
Documentation

Confirm that the configuration is working properly.

Verifying That the Expected BGP Routes Are Present

Verify the effect of the export policy.

From operational mode, enter the show route command.

« Using the show log Command to Examine the Actions of the Routing Policy on page 272

Using the show log Command to Examine the Actions of the Routing Policy

The routing table contains unexpected routes, or routes are missing from the routing
table.

If you configure policy tracing as shown in this example, you can run the show log
ospf-bgp-policy-log command to diagnose problems with the routing policy. The show
log ospf-bgp-policy-log command displays information about the routes that the
injectpolicyl policy term analyzes and acts upon.

. Understanding Routing Policies on page 259

Configuring Routing Policies to Control BGP Route Advertisements

All routing protocols use the Junos OS routing table to store the routes that they learn
and to determine which routes they should advertise in their protocol packets. Routing
policy allows you to control which routes the routing protocols store in and retrieve from
the routing table. For information about routing policy, see the Routing Policies, Firewall
Filters, and Traffic Policers Feature Guide.

When configuring BGP routing policy, you can perform the following tasks:

« Applying Routing Policy on page 273

« Setting BGP to Advertise Inactive Routes on page 274

. Configuring BGP to Advertise the Best External Route to Internal Peers on page 274
« Configuring How Often BGP Exchanges Routes with the Routing Table on page 275

« Disabling Suppression of Route Advertisements on page 276

272
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Applying Routing Policy

You define routing policy at the [edit policy-options] hierarchy level. To apply policies
you have defined for BGP, include the import and export statements within the BGP
configuration.

You can apply policies as follows:

. BGP global import and export statements—Include these statements at the [edit
protocols bgp] hierarchy level (for routing instances, include these statements at the
[edit routing-instances routing-instance-name protocols bgp] hierarchy level).

. Group import and export statements—Include these statements at the [edit protocols
bgp group group-name] hierarchy level (for routing instances, include these statements
at the [edit routing-instances routing-instance-name protocols bgp group group-name]
hierarchy level).

« Peer import and export statements—Include these statements at the [edit protocols
bgp group group-name neighbor address] hierarchy level (for routing instances, include
these statements at the [edit routing-instances routing-instance-name protocols bgp
group group-name neighbor address] hierarchy level).

A peer-level import or export statement overrides a group import or export statement. A
group-level import or export statement overrides a global BGP import or export statement.

To apply policies, see the following sections:

« Applying Policies to Routes Being Imported into the Routing Table from BGP on page 273
» Applying Policies to Routes Being Exported from the Routing Table into BGP on page 273

Applying Policies to Routes Being Imported into the Routing Table from BGP

To apply policy to routes being imported into the routing table from BGP, include the
import statement, listing the names of one or more policies to be evaluated:

import [ policy-names 1;

For a list of hierarchy levels at which you can include this statement, see the statement
summary section for this statement.

If you specify more than one policy, they are evaluated in the order specified, from first
to last, and the first matching filter is applied to the route. If no match is found, BGP
places into the routing table only those routes that were learned from BGP routing devices.

Applying Policies to Routes Being Exported from the Routing Table into BGP

To apply policy to routes being exported from the routing table into BGP, include the
export statement, listing the names of one or more policies to be evaluated:

export [ policy-names J;

For a list of hierarchy levels at which you can include this statement, see the statement
summary section for this statement.
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If you specify more than one policy, they are evaluated in the order specified, from first
to last, and the first matching filter is applied to the route. If no routes match the filters,
the routing table exports into BGP only the routes that it learned from BGP.

Setting BGP to Advertise Inactive Routes

By default, BGP stores the route information it receives from update messages in the
Junos OS routing table, and the routing table exports only active routes into BGP, which
BGP then advertises to its peers. To have the routing table export to BGP the best route
learned by BGP even if Junos OS did not select it to be an active route, include the
advertise-inactive statement:

advertise-inactive;

For a list of hierarchy levels at which you can include this statement, see the statement
summary section for this statement.

Configuring BGP to Advertise the Best External Route to Internal Peers

In general, deployed BGP implementations do not advertise the external route with the
highest local preference value to internal peers unless it is the best route. Although this
behavior was required by an earlier version of the BGP version 4 specification, RFC 1771,
it was typically not followed in order to minimize the amount of advertised information
and to prevent routing loops. However, there are scenarios in which advertising the best
external route is beneficial, in particular, situations that can result in IBGP route oscillation.

In Junos OS Release 9.3 and later, you can configure BGP to advertise the best external
routeintoaninternal BGP (IBGP) mesh group, a route reflector cluster, oran autonomous
system (AS) confederation, even when the best route is an internal route.

0 NOTE: In order to configure the advertise-external statement on a route
reflector, you must disable intracluster reflection with the no-client-reflect
statement.

When a routing device is configured as a route reflector for a cluster, a route advertised
by the route reflector is considered internal if it is received from an internal peer with the
same cluster identifier or if both peers have no cluster identifier configured. A route
received from an internal peer that belongs to another cluster, that is, with a different
cluster identifier, is considered external.

In a confederation, when advertising a route to a confederation border router, any route
from a different confederation sub-AS is considered external.

You can also configure BGP to advertise the external route only if the route selection
process reaches the point where the multiple exit discriminator (MED) metric is evaluated.
As aresult, an external route with an AS path worse (that is, longer) than that of the
active path is not advertised.

Junos OS also provides support for configuring a BGP export policy that matches on the
state of an advertised route. You can match on either active or inactive routes. For more
information, see the Routing Policies, Firewall Filters, and Traffic Policers Feature Guide.
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To configure BGP to advertise the best external path to internal peers, include the
advertise-external statement:

advertise-external;

0 NOTE: The advertise-external statement is supported at both the group and
neighbor level. If you configure the statement at the neighbor level, you must
configure it for all neighbors in a group. Otherwise, the group is automatically

split into different groups.

For a complete list of hierarchy levels at which you can configure this
statement, see the statement summary section for this statement.

To configure BGP to advertise the best external path only if the route selection process
reaches the point where the MED value is evaluated, include the conditional statement:

advertise-external {
conditional;

1
Configuring How Often BGP Exchanges Routes with the Routing Table

BGP stores the route information it receives from update messages in the routing table,
and the routing table exports active routes from the routing table into BGP. BGP then
advertises the exported routes to its peers. By default, the exchange of route information
between BGP and the routing table occurs immediately after the routes are received.
This immediate exchange of route information might cause instabilities in the network
reachability information. To guard against this, you can delay the time between when
BGP and the routing table exchange route information.

To configure how often BGP and the routing table exchange route information, include
the out-delay statement:

out-delay seconds;

By default, the routing table retains some of the route information learned from BGP. To
have the routing table retain all or none of this information, include the keep statement:

keep (all | none);

Forallist of hierarchy levels at which you caninclude these statements, see the statement
summary sections for these statements.

Therouting table canretain the route information learned from BGP in one of the following
ways:

« Default (omit the keep statement)—Keep all route information that was learned from
BGP, except for routes whose AS path is looped and whose loop includes the local AS.

- keep all—Keep all route information that was learned from BGP.

. keep none—Discard routes that were received from a peer and that were rejected by
import policy or other sanity checking, such as AS path or next hop. When you configure
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keep none for the BGP session and the inbound policy changes, Junos OS forces
readvertisement of the full set of routes advertised by the peer.

In an AS path healing situation, routes with looped paths theoretically could become
usable during a soft reconfiguration when the AS path loop limit is changed. However,
there is a significant memory usage difference between the default and keep all.

Consider the following scenarios:

« A peerreadvertises routes back to the peer from which it learned them.

This can happen in the following cases:

- Another vendor's routing device advertises the routes back to the sending peer.

- The Junos OS peer’s default behavior of not readvertising routes back to the sending
peer is overridden by configuring advertise-peer-as.

« A provider edge (PE) routing device discards any VPN route that does not have any of
the expected route targets.

When keep all is configured, the behavior of discarding routes received in the above
scenarios is overridden.

Disabling Suppression of Route Advertisements

Junos OS does not advertise the routes learned from one EBGP peer back to the same
external BGP (EBGP) peer. In addition, the software does not advertise those routes back
to any EBGP peers that are in the same AS as the originating peer, regardless of the
routing instance. You can modify this behavior by including the advertise-peer-as
statement in the configuration. To disable the default advertisement suppression, include
the advertise-peer-as statement:

advertise-peer-as;

0 NOTE: The route suppression default behavior is disabled if the as-override
statement is included in the configuration.

If you include the advertise-peer-as statement in the configuration, BGP advertises the
route regardless of this check.

To restore the default behavior, include the no-advertise-peer-as statement in the
configuration:

no-advertise-peer-as;

If you include both the as-override and no-advertise-peer-as statements in the
configuration, the no-advertise-peer-as statement is ignored. You can include these
statements at multiple hierarchy levels.

Forallist of hierarchy levels at which you caninclude these statements, see the statement
summary section for these statements.
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Related . Example: Configuring BGP Prefix-Based Outbound Route Filtering on page 285
Documentation

Example: Configuring a Routing Policy to Advertise the Best External Route to Internal
Peers

The BGP protocol specification, as defined in RFC 1771, specifies that a BGP peer shall
advertise to its internal peers the higher preference external path, even if this path is not
the overall best (in other words, even if the best path is an internal path). In practice,
deployed BGP implementations do not follow this rule. The reasons for deviating from
the specification are as follows:

« Minimizing the amount of advertised information. BGP scales according to the number
of available paths.

« Avoiding routing and forwarding loops.

There are, however, several scenarios in which the behavior, specified in RFC 1771, of
advertising the best external route might be beneficial. Limiting path information is not
always desirable as path diversity might help reduce restoration times. Advertising the
best external path can also address internal BGP (IBGP) route oscillation issues as
described in RFC 3345, Border Gateway Protocol (BGP) Persistent Route Oscillation
Condition.

The advertise-external statement modifies the behavior of a BGP speaker to advertise
the best external path to IBGP peers, even when the best overall path is an internal path.

o NOTE: The advertise-external statement is supported at both the group and
neighbor level. If you configure the statement at the neighbor level, you must
configure it for all neighbors in a group. Otherwise, the group is automatically

split into different groups.

The conditional option limits the behavior of the advertise-external setting, such that the
external route is advertised only if the route selection process reaches the point where
the multiple exit discriminator (MED) metric is evaluated. Thus, an external route is not
advertised if it has, for instance, an AS path that is worse (longer) than that of the active
path. The conditional option restricts external path advertisement to when the best
external path and the active path are equal until the MED step of the route selection
process. Note that the criteria used for selecting the best external path is the same
whether or not the conditional option is configured.

Junos OS also provides support for configuring a BGP export policy that matches the
state of an advertised route. You can match either active or inactive routes, as follows:

policy-options {
policy-statement namef{
from state (activelinactive);
1
1
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This qualifier only matches when used in the context of an export policy. When a route
is being advertised by a protocol that can advertise inactive routes (such as BGP), state
inactive matches routes advertised as a result of the advertise-inactive and
advertise-external statements.

For example, the following configuration can be used as a BGP export policy toward
internal peers to mark routes advertised due to the advertise-external setting with a
user-defined community. That community can be later used by the receiving routers to
filter out such routes from the forwarding table. Such a mechanism can be used to address
concerns that advertising paths not used for forwarding by the sender might lead to
forwarding loops.

user@host# show policy-options
policy-statement mark-inactive {
term inactive {
from state inactive;
then {
community set comm-inactive;
}
1

term default {
from protocol bgp;
then accept;

}

thenreject;

}

community comm-inactive members 65536:65284;
« Requirements on page 278
« Overview on page 278
« Configuration on page 279
« Verification on page 282

Junos OS 9.3 or later is required.

This example shows three routing devices. Device R2 has an external BGP (EBGP)
connection to Device R1. Device R2 has an IBGP connection to Device R3.

Device R1 advertises 172.16.6.0/24. Device R2 does not set the local preference in an
import policy for Device R1's routes, and thus 172.16.6.0/24 has the default local preference
of 100.

Device R3 advertises 172.16.6.0/24 with a local preference of 200.

When the advertise-external statement is not configured on Device R2,172.16.6.0/24 is
not advertised by Device R2 toward Device R3.

When the advertise-external statement is configured on Device R2 on the session toward
Device R3,172.16.6.0/24 is advertised by Device R2 toward Device R3.
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Configuration

CLI Quick
Configuration

Device R1

When advertise-external conditional is configured on Device R2 on the session toward
Device R3,172.16.6.0/24 is not advertised by Device R2 toward Device R3. If you remove
the then local-preference 200 setting on Device R3 and add the path-selection
as-path-ignore setting on Device R2 (thus making the path selection criteria equal until
the MED step of the route selection process), 172.16.6.0/24 is advertised by Device R2
toward Device R3.

0 NOTE: To configure the advertise-external statement on a route reflector,
you must disable intracluster reflection with the no-client-reflect statement,
and the client cluster must be fully meshed to prevent the sending of
redundant route advertisements.

When a routing device is configured as a route reflector for a cluster, a route
advertised by the route reflector is considered internal if it is received from
aninternal peer with the same cluster identifier or if both peers have no cluster
identifier configured. A route received from an internal peer that belongs to
another cluster, that is, with a different cluster identifier, is considered
external.

Topology

Figure 31 on page 279 shows the sample network.
Figure 31: BGP Topology for advertise-external

172.16.6.0/24
Local Preference 200

fe-1/2/0 EBGP fe-1/2/0 fe-1/2/1 IBGP fe-1/2/1
10.0.0.1 10.0.0.2 10.0.0.5 10.0.0.6

R1 R2 R3

172.16.6.0/24

100:

R1 192.168.0.1
R2 192.168.0.2
R3 192.168.0.3

g041474

“CLI Quick Configuration” on page 279 shows the configuration for all of the devices in
Figure 31 on page 279.

The section “Step-by-Step Procedure” on page 280 describes the steps on Device R2.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set interfaces fe-1/2/0 unit O description to-R2
set interfaces fe-1/2/0 unit O family inet address 10.0.0.1/30
set interfaces loO unit O family inet address 192.168.0.1/32
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set protocols bgp group ext type external

set protocols bgp group ext export send-static

set protocols bgp group ext peer-as 200

set protocols bgp group ext neighbor 10.0.0.2

set policy-options policy-statement send-static term 1 from protocol static

set policy-options policy-statement send-static term 1 from route-filter 172.16.6.0/24
exact

set policy-options policy-statement send-static term 1 then accept

set policy-options policy-statement send-static term 2 then reject

set routing-options static route 172.16.6.0/24 reject

set routing-options router-id 192.168.0.1

set routing-options autonomous-system 100

set interfaces fe-1/2/0 unit O description to-R1

set interfaces fe-1/2/0 unit O family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit O description to-R3

set interfaces fe-1/2/1 unit O family inet address 10.0.0.5/30
set interfaces loO unit O family inet address 192.168.0.2/32
set protocols bgp group ext type external

set protocols bgp group ext peer-as 100

set protocols bgp group ext neighbor 10.0.0.1

set protocols bgp group int type internal

set protocols bgp group int local-address 192.168.0.2

set protocols bgp group int advertise-external

set protocols bgp group int neighbor 192.168.0.3

set protocols ospf area 0.0.0.0 interface fe-1/2/1.0

set protocols ospf area 0.0.0.0 interface l00.0 passive

set routing-options router-id 192.168.0.2

set routing-options autonomous-system 200

set interfaces fe-1/2/0 unit 6 family inet address 10.0.0.6/30

set interfaces loO unit O family inet address 192.168.0.3/32

set protocols bgp group int type internal

set protocols bgp group int local-address 192.168.0.3

set protocols bgp group int export send-static

set protocols bgp group int neighbor 192.168.0.2

set protocols ospf area 0.0.0.0 interface fe-1/2/0.6

set protocols ospf area 0.0.0.0 interface l00.0 passive

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then local-preference 200
set policy-options policy-statement send-static term 1 then accept

set routing-options static route 172.16.6.0/24 reject

set routing-options static route 0.0.0.0/0 next-hop 10.0.0.5

set routing-options autonomous-system 200

The following example requires that you navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CL/ User Guide.

To configure Device R2:

1. Configure the device interfaces.

[edit interfaces]
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user@R2# set fe-1/72/0 unit O description to-R1
user@R2# set fe-1/2/0 unit O family inet address 10.0.0.2/30

user@R2# set fe-1/2/1 unit O description to-R3
user@R2# set fe-1/2/1 unit O family inet address 10.0.0.5/30

user@R2# set loO unit O family inet address 192.168.0.2/32

2. Configure OSPF or another interior gateway protocol (IGP).

[edit protocols ospf area 0.0.0.0]
user@R2# set interface fe-1/2/1.0
user@R2# set interface l00.0 passive

3. Configure the EBGP connection to Device R1.

[edit protocols bgp group ext]
user@R2# set type external
user@R2# set peer-as 100
user@R2# set neighbor 10.0.0.1

4. Configure the IBGP connection to Device R3.

[edit protocols bgp group int]
user@R2# set type internal

user@R2# set local-address 192.168.0.2
user@R2# set neighbor 192.168.0.3

5.  Add the advertise-external statement to the IBGP group peering session.

[edit protocols bgp group int]
user@R2# set advertise-external

6. Configure the autonomous system (AS) number and the router ID.

[edit routing-options ]
user@R2# set router-id 192.168.0.2
user@R2# set autonomous-system 200

Results From configuration mode, confirm your configuration by entering the show interfaces,
show protocols, show policy-options, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit O{
description to-R1;
family inet {
address 10.0.0.2/30;
}
1
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1
fe-1/2/1{
unit 0 {
description to-R3;
family inet {
address 10.0.0.5/30;
}
1
}
lo0 {
unit0 {
family inet {
address 192.168.0.2/32;
}
1
}

user@R2# show protocols
bgp {
group ext {
type external;
peer-as 100;
neighbor 10.0.0.1;
1
group int {
type internal;
local-address 192.168.0.2;
advertise-external;
neighbor 192.168.0.3;
1
1
ospf {
area 0.0.0.0 {
interface fe-1/2/1.0;
interface l00.0 {
passive;
}
1
1

user@R2# show routing-options
router-id 192.168.0.2;
autonomous-system 200;

If you are done configuring the device, enter commit from configuration mode.

Verification
Confirm that the configuration is working properly.
« Verifying the BGP Active Path on page 283
« Verifying the External Route Advertisement on page 283
« Verifying the Route on Device R3 on page 283
« Experimenting with the conditional Option on page 284
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Action

Meaning

Purpose

Action

Meaning

Purpose

Verifying the BGP Active Path

On Device R2, make sure that the 172.16.6.0/24 prefix is in the routing table and has the
expected active path.

user@R2> show route 172.16.6

inet.0: 8 destinations, 9 routes (8 active, 1 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

172.16.6.0/24 *[BGP/170] 00:00:07, localpref 200, from 192.168.0.3
AS path: 1, validation-state: unverified
> to 10.0.0.6 via fe-1/2/1.0
[BGP/170] 03:23:03, localpref 100
AS path: 100 1, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0

Device R2 receives the 172.16.6.0/24 route from both Device R1and Device R3. The route
from Device R3 is the active path, as designated by the asterisk (*). The active path has
the highest local preference. Even if the local preferences of the two routes were equal,

the route from Device R3 would remain active because it has the shortest AS path.

Verifying the External Route Advertisement

On Device R2, make sure that the 172.16.6.0/24 route is advertised toward Device R3.

user@R2> show route advertising-protocol bgp 192.168.0.3

inet.0: 8 destinations, 9 routes (8 active, 1 holddown, O hidden)
Prefix Nexthop MED Lclpref AS path
172.16.6.0/24 10.0.0.1 100 100 1

Device R2 is advertising the 172.16.6.0/24 route toward Device R3.

Verifying the Route on Device R3

Make sure that the 172.16.6.0/24 prefix is in Device R3’s routing table.
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Action user@R3> show route 172.16.6.0/24

inet.0: 7 destinations, 8 routes (7 active, 0 holddown, O hidden)

+ = Active Route, - = Last Active, * = Both
172.16.6.0/24 *[Static/5] 03:34:14
Reject

[BGP/170] 06:34:43, localpref 100, from 192.168.0.2
AS path: 100 1, validation-state: unverified
> to 10.0.0.5 via fe-1/2/0.6

Meaning Device R3 has the static route and the BGP route for 172.16.6.0/24.

Note that the BGP route is hidden on Device R3 if the route is not reachable or if the next
hop cannot be resolved. To fulfill this requirement, this example includes a static default
route on Device R3 (static route 0.0.0.0/0 next-hop 10.0.0.5).

Experimenting with the conditional Option

Purpose See how the conditional option works in the context of the BGP path selection algorithm.

Action 1. On Device R2, add the conditional option.

[edit protocols bgp group int]
user@R2# set advertise-external conditional
user@R2# commit

2. On Device R2, check to see if the 172.16.6.0/24 route is advertised toward Device R3.

user@R2> show route advertising-protocol bgp 192.168.0.3

As expected, the route is no longer advertised. You might need to wait a few seconds
to see this result.

3. On Device R3, deactivate the then local-preference policy action.

[edit policy-options policy-statement send-static term 1]
user@R3# deactivate logical-systems R3 then local-preference
user@R3# commit

4. On Device R2, ensure that the local preferences of the two paths are equal.

user@R2> show route 172.16.6.0/24

inet.0: 8 destinations, 9 routes (8 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

172.16.6.0/24 *[BGP/170] 08:02:59, localpref 100
AS path: 100 I, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0
[BGP/170] 00:07:51, localpref 100, from 192.168.0.3
AS path: 1, validation-state: unverified
> to 10.0.0.6 via fe-1/2/1.0
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5. On Device R2, add the as-path-ignore statement.

[edit protocols bgp]
user@R2# set path-selection as-path-ignore
user@R2# commit

6. On Device R2, check to see if the 172.16.6.0/24 route is advertised toward Device R3.
user@R2> show route advertising-protocol bgp 192.168.0.3
inet.0: 8 destinations, 9 routes (8 active, 0 holddown, O hidden)

Prefix Nexthop MED Lclpref AS path
* 172.16.6.0/24 10.0.0.1 100 100 1

As expected, the route is now advertised because the AS path length is ignored and
because the local preferences are equal.

« Example: Configuring BGP to Advertise Inactive Routes on page 214

. Understanding BGP Path Selection on page 14

Example: Configuring BGP Prefix-Based Outbound Route Filtering

Requirements

Overview

This example shows how to configure a Juniper Networks router to accept route filters
from remote peers and perform outbound route filtering using the received filters.

« Requirements on page 285

« Overview on page 285

« Configuration on page 286

» Verification on page 288

Before you begin:

. Configure the router interfaces.

. Configure an interior gateway protocol (IGP).

You can configure a BGP peer to accept route filters from remote peers and perform
outbound route filtering using the received filters. By filtering out unwanted updates, the
sending peer saves resources needed to generate and transmit updates, and the receiving
peer saves resources needed to process updates. This feature can be useful, for example,
in a virtual private network (VPN) in which subsets of customer edge (CE) devices are
not capable of processing all the routes in the VPN. The CE devices can use prefix-based
outbound route filtering to communicate to the provider edge (PE) routing device to
transmit only a subset of routes, such as routes to the main data centers only.
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Configuration

CLI Quick
Configuration

PE1

Step-by-Step
Procedure

The maximum number of prefix-based outbound route filters that a BGP peer can accept
is 5000. If aremote peer sends more than 5000 outbound route filters to a peer address,
the additional filters are discarded, and a system log message is generated.

You can configure interoperability for the routing device as a whole or for specific BGP
groups or peers only.

Topology

In the sample network, Device CElis a router from another vendor. The configuration
shown in this example is on Juniper Networks Router PET.

Figure 32 on page 286 shows the sample network.

Figure 32: BGP Prefix-Based Outbound Route Filtering

Other Vendor

9041113

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set protocols bgp group cisco-peers type external

set protocols bgp group cisco-peers description “to CE1”

set protocols bgp group cisco-peers local-address 192.168.165.58

set protocols bgp group cisco-peers peer-as 35

set protocols bgp group cisco-peers outbound-route-filter bgp-orf-cisco-mode

set protocols bgp group cisco-peers outbound-route-filter prefix-based accept inet
set protocols bgp group cisco-peers neighbor 192.168.165.56

set routing-options autonomous-system 65500

The following example requires that you navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CL/ User Guide.

To configure Router PE1 to accept route filters from Device CE1 and perform outbound
route filtering using the received filters:

1. Configure the local autonomous system.

[edit routing-options]
user@PE1# set autonomous-system 65500
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2. Configure external peering with Device CE1.

[edit protocols bgp group cisco-peers]
user@PE1# set type external

user@PE1# set description “to CE1”
user@PE1# set local-address 192.168.165.58
user@PE1# set peer-as 35

user@PET# set neighbor 192.168.165.56

3. Configure Router PE1 to accept IPv4 route filters from Device CE1and perform
outbound route filtering using the received filters.

[edit protocols bgp group cisco-peers]
user@PET# set outbound-route-filter prefix-based accept inet

4. (Optional) Enable interoperability with routing devices that use the vendor-specific
compatibility code of 130 for outbound route filters and the code type of 128.

The IANA standard code is 3, and the standard code type is 64.

[edit protocols bgp group cisco-peers]
user@PET# set outbound-route-filter bgp-orf-cisco-mode

Results From configuration mode, confirm your configuration by entering the show protocols and
show routing-options commmands. If the output does not display the intended configuration,
repeat the instructions in this example to correct the configuration.

user@PET# show protocols
group cisco-peers {
type external,;
description “to CE1”;
local-address 192.168.165.58;
peer-as 35;
outbound-route-filter {
bgp-orf-cisco-mode;
prefix-based {
accept {
inet;
}
}
1
neighbor 192.168.165.56;
}

user@PET# show routing-options
autonomous-system 65500;

If you are done configuring the device, enter commit from configuration mode.
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Purpose
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Purpose
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Confirm that the configuration is working properly.

« Verifying the Outbound Route Filter on page 288
« Verifying the BGP Neighbor Mode on page 288

Verifying the Outbound Route Filter

Display information about the prefix-based outbound route filter received from Device CE]1.

From operational mode, enter the show bgp neighbor orf detail command.

user@PE1> show bgp neighbor orf 192.168.165.56 detail
Peer: 192.168.165.56 Type: External
Group: cisco-peers

inet-unicast
Filter updates recv: 4 Immediate: 0
Filter: prefix-based receive
Updates recv: 4
Received filter entries:

seq 10 2.2.0.0/16 deny minlen 0 maxlen O

seq 20 3.3.0.0/16 deny minlen 24 maxlen O

seq 30 4.4.0.0/16 deny minlen O maxlen 28

seq 40 5.5.0.0/16 deny minlen 24 maxlen 28

Verifying the BGP Neighbor Mode

Verify that the bgp-orf-cisco-mode setting is enabled for the peer by making sure that
the ORFCiscoMode option is displayed in the show bgp neighbor command output.

From operational mode, enter the show bgp neighbor command.

user@PE1> show bgp neighbor
Peer: 192.168.165.56 AS 35 Local: 192.168.165.58 AS 65500
Type: External State: Active Flags: <>
Last State: ldle Last Event: Start
Last Error: None
Export: [ adv_stat ]
Options: <Preference LocalAddress AddressFamily PeerAS Refresh>
Options: <ORF ORFCiscoMode>
Address families configured: inet-unicast
Local Address: 192.168.165.58 Holdtime: 90 Preference: 170
Number of flaps: 0O
Trace options: detail open detail refresh
Trace file: /var/log/orf size 5242880 files 20
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Related . Understanding External BGP Peering Sessions on page 21

D .
ocumentation « BGP Configuration Overview on page 13

Understanding the Default BGP Routing Policy on Packet Transport Routers

On PTX Series Packet Transport Routers, the default BGP routing policy differs from that
of other Junos OS routing devices.

The PTX Series routers are MPLS transit platforms that do IP forwarding, typically using
interior gateway protocol (IGP) routes. The PTX Series Packet Forwarding Engine can
accommodate a relatively small number of variable-length prefixes.

0 NOTE: A PTX Series router can support full BGP routes in the control plane
so that it can be used as a route reflector (RR). It can do exact-length lookup
multicast forwarding and can build the multicast forwarding plane for use
by the unicast control plane (for example. to perform a reverse-path
forwarding lookup for multicast).

Given the PFE limitation, the default routing policy for PTX Series routers is for BGP routes
not to be installed in the forwarding table. You can override the default routing policy
and select certain BGP routes to install in the forwarding table.

The default behavior for load balancing and BGP routes on PTX Series routers is as
follows. It has the following desirable characteristics:

. Allows you to override the default behavior without needing to alter the default policy
directly

« Reduces the chance of accidental changes that nullify the defaults

« Sets no flow-control actions, such as accept and reject

The default routing policy on the PTX Series routers is as follows:

user@host# show policy-options | display inheritance defaults no-comments
policy-options {
policy-statement junos-ptx-series-default {
termt1 {
from {
protocol bgp;
rib inet.O;
1
then no-install-to-fib;
}
termt2 {
from {
protocol bgp;
rib inet6.0;
1

then no-install-to-fib;
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}
termt3{
then load-balance per-packet;
}
1
1
routing-options {
forwarding-table {
default-export junos-ptx-series-default;
1
}
user@host# show routing-options forwarding-table default-export | display inheritance
defaults no-comments
default-export junos-ptx-series-default;

As shown here, the junos-ptx-series-default policy is defined in [edit policy-options]. The
policy is applied in [edit routing-options forwarding-table], using the default-export
statement. You can view these default configurations by using the | display inheritance
flag.

Also, you can use the show policy command to view the default policy.

user@host> show policy junos-ptx-series-default
Policy junos-ptx-series-default:
Term t1:
from proto BGP
inet.0
then install-to-fib no
Term t2:
from proto BGP
inet6.0
then install-to-fib no
Term t3:
then load-balance per-packet

A CAUTION: We strongly recommend that you do not alter the
junos-ptx-series-default routing policy directly.

Junos OS chains the junos-ptx-series-default policy and any user-configured export policy.
Because the junos-ptx-series-default policy does not use flow-control actions, any export
policy that you configure is executed (by way of the implicit next-policy action) for every
route. Thus you can override any actions set by the junos-ptx-series-default policy. If you
do not configure an export policy, the actions set by junos-ptx-series-default policy are
the only actions.

You can use the policy action install-to-fib to override the no-install-to-fib action.

Similarly, you can set the load-balance per-prefix action to override the load-balance
per-packet action.

« Example: Overriding the Default BGP Routing Policy on PTX Series Packet Transport
Routers on page 293

290
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Example: Overriding the Default BGP Routing Policy on PTX Series Packet Transport
Routers

« Understanding the Default BGP Routing Policy on Packet Transport Routers on page 291

« Example: Overriding the Default BGP Routing Policy on PTX Series Packet Transport
Routers on page 293

Understanding the Default BGP Routing Policy on Packet Transport Routers

On PTX Series Packet Transport Routers, the default BGP routing policy differs from that
of other Junos OS routing devices.

The PTX Series routers are MPLS transit platforms that do IP forwarding, typically using
interior gateway protocol (IGP) routes. The PTX Series Packet Forwarding Engine can
accommodate a relatively small number of variable-length prefixes.

0 NOTE: A PTX Series router can support full BGP routes in the control plane
so that it can be used as a route reflector (RR). It can do exact-length lookup
multicast forwarding and can build the multicast forwarding plane for use
by the unicast control plane (for example. to perform a reverse-path
forwarding lookup for multicast).

Given the PFE limitation, the default routing policy for PTX Series routers is for BGP routes
not to be installed in the forwarding table. You can override the default routing policy
and select certain BGP routes to install in the forwarding table.

The default behavior for load balancing and BGP routes on PTX Series routers is as
follows. It has the following desirable characteristics:

« Allows you to override the default behavior without needing to alter the default policy
directly

« Reduces the chance of accidental changes that nullify the defaults

« Sets no flow-control actions, such as accept and reject

The default routing policy on the PTX Series routers is as follows:

user@host# show policy-options | display inheritance defaults no-comments
policy-options {
policy-statement junos-ptx-series-default {
termt1{
from {
protocol bgp;
rib inet.O;
}
then no-install-to-fib;
}
termt2 {
from {
protocol bgp;
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rib inet6.0;
1
then no-install-to-fib;
1
termt3 {
then load-balance per-packet;
1

1
}
routing-options {
forwarding-table {
default-export junos-ptx-series-default;
1
1
user@host# show routing-options forwarding-table default-export | display inheritance
defaults no-comments
default-export junos-ptx-series-default;

As shown here, the junos-ptx-series-default policy is defined in [edit policy-options]. The
policy is applied in [edit routing-options forwarding-table], using the default-export
statement. You can view these default configurations by using the | display inheritance
flag.

Also, you can use the show policy command to view the default policy.

user@host> show policy junos-ptx-series-default
Policy junos-ptx-series-default:
Term til:
from proto BGP
inet.0
then install-to-fib no
Term t2:
from proto BGP
inet6.0
then install-to-fib no
Term t3:
then load-balance per-packet

A CAUTION: We strongly recommend that you do not alter the
junos-ptx-series-default routing policy directly.

Junos OS chains the junos-ptx-series-default policy and any user-configured export policy.
Because the junos-ptx-series-default policy does not use flow-control actions, any export
policy that you configure is executed (by way of the implicit next-policy action) for every
route. Thus you can override any actions set by the junos-ptx-series-default policy. If you
do not configure an export policy, the actions set by junos-ptx-series-default policy are
the only actions.

You can use the policy action install-to-fib to override the no-install-to-fib action.

Similarly, you can set the load-balance per-prefix action to override the load-balance
per-packet action.
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Example: Overriding the Default BGP Routing Policy on PTX Series Packet Transport Routers

This example shows how to override the default routing policy on packet transport routers,
such as the PTX Series Packet Transport Routers.

« Requirements on page 293

« QOverview on page 293

« Configuration on page 293

« Verification on page 295

Requirements

This example requires Junos OS Release 12.1 or later.

Overview

By default, the PTX Series routers do not install BGP routes in the forwarding table.

For PTX Series routers, the configuration of the from protocols bgp condition with the
then accept action does not have the usual result that it has on other Junos OS routing
devices. With the following routing policy on PTX Series routers, BGP routes do not get
installed in the forwarding table.

user@host# show policy-options
policy-statement accept-no-install {
term1{
from protocol bgp;
then accept;
1
1
user@host# show routing-options
forwarding-table {
export accept-no-install;

}

user@host> show route forwarding-table
Routing table: default.inet

Internet:
Destination Type RtRef Next hop Type Index NhRef Netif
default perm 0 rjct 36 2

No BGP routes are installed in the forwarding table. This is the expected behavior.

This example shows how to use the then install-to-fib action to effectively override the
default BGP routing policy.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.
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Step-by-Step
Procedure

Results

set policy-options prefix-list install-bgp 66.0.0.1/32

set policy-options policy-statement override-ptx-series-default term 1 from prefix-list
install-bgp

set policy-options policy-statement override-ptx-series-default term1then load-balance
per-prefix

set policy-options policy-statement override-ptx-series-default term1theninstall-to-fib

set routing-options forwarding-table export override-ptx-series-default

Installing Selected BGP Routes in the Forwarding Table

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI/ User Guide.

To install selected BGP routes in the forwarding table:

1. Configure a list of prefixes to install in the forwarding table.

[edit policy-options prefix-list install-bgp]
user@host# set 66.0.0.1/32

2. Configure the routing policy, applying the prefix list as a condition.

[edit policy-options policy-statement override-ptx-series-default term 1]
user@host# set from prefix-list install-bgp

user@host# set then install-to-fib

user@host# set then load-balance per-prefix

3. Apply the routing policy to the forwarding table.

[edit routing-options forwarding-table]
user@host# set export override-ptx-series-default

From configuration mode, confirm your configuration by entering the show policy-options
and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@host# show policy-options
prefix-list install-bgp {
66.0.0.1/32;
1
policy-statement override-ptx-series-default {
term1{
from {
prefix-list install-bgp;
}
then {
load-balance per-prefix;
install-to-fib;
}
1
1

user@host# show routing-options
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forwarding-table {
export override-ptx-series-default;

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

Verifying That the Selected Route Is Installed in the Forwarding Table

Purpose Make sure that the configured policy overrides the default policy.

Action From operational mode, enter the show route forwarding-table command.

user@host> show route forwarding-table destination 66.0.0.1

Internet:
Destination Type RtRef Next hop Type Index NhRef Netif
66.0.0.1/32 user 0 indr 2097159 3
ulst 2097156 2
5.1.0.2 ucst 574 1 et-6/0/0.1
5.2.0.2 ucst 575 1 et-6/0/0.2

Meaning This output shows that the route to 66.0.0.1/32 is installed in the forwarding table.

Related . Default Routing Policies

Documentation « Examples: Configuring BGP Multipath

Conditional Advertisement Enabling Conditional Installation of Prefixes Use Cases

Networks are usually subdivided into smaller, more-manageable units called autonomous
systems (ASs). When BGP is used by routers to form peer relationships in the same AS,
it is referred to as internal BGP (IBGP). When BGP is used by routers to form peer
relationships in different ASs, it is referred to as external BGP (EBGP).

After performing route sanity checks, a BGP router accepts the routes received from its
peers and installs them into the routing table. By default, all routers in IBGP and EBGP
sessions follow the standard BGP advertisement rules. While a router in an IBGP session
advertises only the routes learned from its direct peers, a router in an EBGP session
advertises all routes learned from its direct and indirect peers (peers of peers). Hence,
in a typical network configured with EBGP, a router adds all routes received from an EBGP
peer into its routing table and advertises nearly all routes to all EBGP peers.

A service provider exchanging BGP routes with both customers and peers on the Internet
is at risk of malicious and unintended threats that can compromise the proper routing of
traffic, as well as the operation of the routers.

This has several disadvantages:
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. Non-aggregated route advertisements—A customer could erroneously advertise all
its prefixes to the ISP rather than an aggregate of its address space. Given the size of
the Internet routing table, this must be carefully controlled. An edge router might also
need only a default route out toward the Internet and instead be receiving the entire
BGP routing table from its upstream peer.

« BGP route manipulation—If a malicious administrator alters the contents of the BGP
routing table, it could prevent traffic from reaching its intended destination.

« BGP route hijacking—A rogue administrator of a BGP peer could maliciously announce
a network’s prefixes in an attempt to reroute the traffic intended for the victim network
to the administrator’s network to either gain access to the contents of traffic or to block
the victim’s online services.

. BGP denial of service (DoS)—If a malicious administrator sends unexpected or
undesirable BGP traffic to a router in an attempt to use all of the router’s available
BGP resources, it might result in impairing the router’s ability to process valid BGP route
information.

Conditional installation of prefixes can be used to address all the problems previously
mentioned. If a customer requires access to remote networks, it is possible to install a
specific route in the routing table of the router that is connected with the remote network.
This does not happen in a typical EBGP network and hence, conditional installation of
prefixes becomes essential.

ASs are not only bound by physical relationships but by business or other organizational
relationships. An AS can provide services to another organization, or act as a transit AS
between two other ASs. These transit ASs are bound by contractual agreements between
the parties that include parameters on how to connect to each other and most
importantly, the type and quantity of traffic they carry for each other. Therefore, for both
legal and financial reasons, service providers must implement policies that control how
BGP routes are exchanged with neighbors, which routes are accepted from those
neighbors, and how those routes affect the traffic between the ASs.

There are many different options available to filter routes received from a BGP peer to
both enforce inter-AS policies and mitigate the risks of receiving potentially harmful
routes. Conventional route filtering examines the attributes of a route and accepts or
rejects the route based on such attributes. A policy or filter can examine the contents of
the AS-Path, the next-hop value, a community value, a list of prefixes, the address family
of the route, and so on.

In some cases, the standard “acceptance condition” of matching a particular attribute
value is not enough. The service provider might need to use another condition outside of
the route itself, for example, another route in the routing table. As an example, it might
be desirable to install a default route received from an upstream peer, only if it can be
verified that this peer has reachability to other networks further upstream. This conditional
route installation avoids installing a default route that is used to send traffic toward this
peer, when the peer might have lost its routes upstream, leading to black-holed traffic.
To achieve this, the router can be configured to search for the presence of a particular
route in the routing table, and based on this knowledge accept or reject another prefix.
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“Example: Configuring a Routing Policy for Conditional Advertisement Enabling Conditional
Installation of Prefixes in a Routing Table” on page 300 explains how the conditional
installation of prefixes can be configured and verified.

Related . Conditional Advertisement and Import Policy (Routing Table) with certain match
Documentation conditions on page 298

. Example: Configuring a Routing Policy for Conditional Advertisement Enabling
Conditional Installation of Prefixes in a Routing Table on page 300
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Conditional Advertisement and Import Policy (Routing Table) with certain match
conditions

BGP accepts all non-looped routes learned from neighbors and imports them into the
RIB-Intable. If these routes are accepted by the BGP import policy, they are thenimported
into the inet.0 routing table. In cases where only certain routes are required to be imported,
provisions can be made such that the peer routing device exports routes based on a
condition or a set of conditions.

The condition for exporting a route can be based on:

« The peer the route was learned from
. The interface the route was learned on

. Some other required attribute

For example:

[edit]
policy-options {
condition condition-name {
if-route-exists address table table-name;
1
}

This is known as conditional installation of prefixes and is described in “Example:
Configuring a Routing Policy for Conditional Advertisement Enabling Conditional
Installation of Prefixes in a Routing Table” on page 300.

The Juniper Networks” Junos” Operating System (Junos OS) supports conditional export
of routes based on the existence of another route in the routing table. Junos OS does not,
however, support policy conditions for import policy.

Figure 33 on page 298 illustrates where BGP import and export policies are applied. An
import policy is applied to inbound routes that are visible in the output of the show route
receive-protocol bgp neighbor-address command. An export policy is applied to outbound
routes that are visible in the output of the show route advertising-protocol bgp
neighbor-address command.

Figure 33: BGP Import and Export Policies
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To enable conditional installation of prefixes, an export policy must be configured on the
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device where the prefix export has to take place. The export policy evaluates each route
to verify that it satisfies all the match conditions under the from statement. It also searches
for the existence of the route defined under the condition statement (also configured
under the from statement).

If the route does not match the entire set of required conditions defined in the policy, or
if the route defined under the condition statement does not exist in the routing table, the
route is not exported to its BGP peers. Thus, a conditional export policy matches the
routes for the desired route or prefix you want installed in the peers’ routing table.

To configure the conditional installation of prefixes with the help of an export policy:

1. Create a condition statement to check prefixes.

[edit]
policy-options {
condition condition-name {
if-route-exists address table table-name;
}
1

2. Create anexport policy with the newly created condition using the condition statement.

[edit]
policy-options {
policy-statement policy-name {
term1{
from {
protocols bgp;
condition condition-name;
}
then {
accept;
1
1
}
}

3. Apply the export policy to the device that requires only selected prefixes to be exported
from the routing table.

[edit]
protocols bgp {
group group-name {
export policy-name,;
}
1

Related . Conditional Advertisement Enabling Conditional Installation of Prefixes Use Cases on
Documentation page 295

« Example: Configuring a Routing Policy for Conditional Advertisement Enabling
Conditional Installation of Prefixes in a Routing Table on page 300
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Example: Configuring a Routing Policy for Conditional Advertisement Enabling
Conditional Installation of Prefixes in a Routing Table

Requirements

Overview

This example shows how to configure conditional installation of prefixes in a routing
table using BGP export policy.

« Requirements on page 300
« Overview on page 300
« Configuration on page 303

« Verification on page 310

This example uses the following hardware and software components:

« M Series Multiservice Edge Routers, MX Series 3D Universal Edge Routers, or T Series
Core Routers

« Junos OS Release 9.0 or later

Inthis example, three routers in three different autonomous systems (ASs) are connected
and configured with the BGP protocol. Router Internet, which is the upstream router, has
five addresses configured on its l00.0 loopback interface (172.16.11.1/32,172.16.12.1/32,
172.16.13.1,172.16.14.1/32, and 172.16.15.1/32), and an extra loopback address
(192.168.9.1/32) to be configured as the router ID. These six addresses are exported into
BGP to emulate the contents of a BGP routing table of a router connected to the Internet,
and advertised to Router North.

Router North exports a default route into BGP, and advertises the default route and the
five BGP routes to Router South, which is the downstream router. Router South receives
the default route and only one other route (172.16.11.1/32), and installs this route and the
default route in its routing table.

To summarize, the example meets the following requirements:

. OnDevice North, send 0/0 to Device South only if a particular route is also sent (in the
example 172.16.11.1/32).

« On Device South, accept the default route and the 172.16.11.1/32 route. Drop all other
routes. Consider that Device South might be receiving the entire Internet table, while
the operator only wants Device South to have the default and one other specific prefix.

The first requirement is met with an export policy on Device North:

user@North# show policy-options
policy-statement conditional-export-bgp {
term prefix_11 {
from {
protocol bgp;

300
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route-filter 10.11.0.0/5 orlonger;
}
then accept;
1
term conditional-default {
from {
route-filter 0.0.0.0/0 exact;
condition prefix_17;
}
then accept;
1
term others {
then reject;
1
}
condition prefix_11 {
if-route-exists {
172.16.11.1/32;
table inet.O;
1
}

The logic of the conditional export policy can be summarized as follows: If 0/0 is present,
and if 172.16.11.1/32 is present, then send the 0/0 prefix. This implies that if 172.16.11.1/32
is not present, then do not send 0/0.

The second requirement is met with an import policy on Device South:

user@South# show policy-options
policy-statement import-selected-routes {
term1{
from {
rib inet.O;
neighbor 10.0.78.14;
route-filter 0.0.0.0/0 exact;
route-filter 10.11.0.0/8 orlonger;
}

then accept;
1
term 2 {
then reject;
1
}

In this example, four routes are dropped as a result of the import policy on Device South.
This is because the export policy on Device North leaks all of the routes received from
Device Internet, and the import policy on Device South excludes some of these routes.

It is important to understand that in Junos OS, although an import policy (inbound route
filter) might reject a route, not use it for traffic forwarding, and not include it in an
advertisement to other peers, the router retains these routes as hidden routes. These
hidden routes are not available for policy or routing purposes. However, they do occupy
memory space on the router. A service provider filtering routes to control the amount of
information being kept in memory and processed by a router might want the router to
entirely drop the routes being rejected by the import policy.
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Hidden routes can be viewed by using the show route receive-protocol bgp neighbor-address
hidden command. The hidden routes can then be retained or dropped from the routing
table by configuring the keep all | none statement at the [edit protocols bgp] or [edit
protocols bgp group group-name] hierarchy level.

The rules of BGP route retention are as follows:

. By default, all routes learned from BGP are retained, except those where the AS path
is looped. (The AS path includes the local AS.)

« By configuring the keep all statement, all routes learned from BGP are retained, even
those with the local AS in the AS path.

« By configuring the keep none statement, BGP discards routes that were received from
a peer and that were rejected by import policy or other sanity checking. When this
statement is configured and the inbound policy changes, Junos OS re-advertises all
the routes advertised by the peer.

When you configure keep all or keep none and the peers support route refresh, the local
speaker sends a refresh message and performs an import evaluation. For these peers,
the sessions do not restart. To determine if a peer supports refresh, check for Peer supports
Refresh capability in the output of the show bgp neighbor command.

A CAUTION: If you configure keep all or keep none and the peer does not support
session restart, the associated BGP sessions are restarted (flapped).

Topology

Figure 34 on page 302 shows the topology used in this example.

Figure 34: Conditional Installation of Prefixes
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Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

Router Internet set interfaces loO unit O family inet address 172.16.11.1/32
set interfaces loO unit O family inet address 172.16.12.1/32
set interfaces loO unit O family inet address 172.16.13.1/32
set interfaces loO unit O family inet address 172.16.14.1/32
set interfaces loO unit O family inet address 172.16.15.1/32
set interfaces loO unit O family inet address 192.168.9.1/32
set interfaces fe-0/1/3 unit O family inet address 10.0.89.14/30
set protocols bgp group toNorth local-address 10.0.89.14
set protocols bgp group toNorth peer-as 200
set protocols bgp group toNorth neighbor 10.0.89.13
set protocols bgp group toNorth export into-bgp
set policy-options policy-statement into-bgp term 1 from interface 100.0
set policy-options policy-statement into-bgp term 1 then accept
set routing-options router-id 192.168.9.1
set routing-options autonomous-system 300

Router North set interfaces fe-1/3/1 unit O family inet address 10.0.78.14/30

set interfaces fe-1/3/0 unit O family inet address 10.0.89.13/30

set interfaces loO unit O family inet address 192.168.8.1/32

set protocols bgp group tolnternet local-address 10.0.89.13

set protocols bgp group tointernet peer-as 300

set protocols bgp group tolnternet neighbor 10.0.89.14

set protocols bgp group toSouth local-address 10.0.78.14

set protocols bgp group toSouth export conditional-export-bgp

set protocols bgp group toSouth peer-as 100

set protocols bgp group toSouth neighbor 10.0.78.13

set policy-options policy-statement conditional-export-bgp term prefix_11 from protocol
bgp

set policy-options policy-statement conditional-export-bgp term prefix_11from route-filter
10.11.0.0/5 orlonger

set policy-options policy-statement conditional-export-bgp term prefix_11 then accept

set policy-options policy-statement conditional-export-bgp term conditional-default
from route-filter 0.0.0.0/0 exact

set policy-options policy-statement conditional-export-bgp term conditional-default
from condition prefix_11

set policy-options policy-statement conditional-export-bgp term conditional-default
then accept

set policy-options policy-statement conditional-export-bgp term others then reject

set policy-options condition prefix_11 if-route-exists 172.16.11.1/32

set policy-options condition prefix_11 if-route-exists table inet.0

set routing-options static route 0/0 reject

set routing-options router-id 192.168.8.1

set routing-options autonomous-system 200

Router South set interfaces fe-0/1/2 unit O family inet address 10.0.78.13/30
set interfaces loO unit O family inet address 192.168.7.1/32
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set protocols bgp group toNorth local-address 10.0.78.13

set protocols bgp group toNorth import import-selected-routes

set protocols bgp group toNorth peer-as 200

set protocols bgp group toNorth neighbor 10.0.78.14

set policy-options policy-statement import-selected-routes term 1 from neighbor10.0.78.14

set policy-options policy-statement import-selected-routes term 1 from route-filter
10.11.0.0/8 orlonger

set policy-options policy-statement import-selected-routes term 1 from route-filter
0.0.0.0/0 exact

set policy-options policy-statement import-selected-routes term 1 then accept

set policy-options policy-statement import-selected-routes term 2 then reject

set routing-options router-id 192.168.7.1

set routing-options autonomous-system 100

Configuring Conditional Installation of Prefixes

Step-by-Step The following example requires that you navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the Junos OS CLI User Guide.

To configure conditional installation of prefixes:

1. Configure the router interfaces forming the links between the three routers.

Router Internet
[edit interfaces]
user@Internet# set fe-0/1/3 unit O family inet address 10.0.89.14/30

Router North

[edit interfaces]

user@North# set fe-1/3/1 unit O family inet address 10.0.78.14/30
user@North# set fe-1/3/0 unit O family inet address 10.0.89.13/30

Router South
[edit interfaces]
user@South# set fe-0/1/2 unit O family inet address 10.0.78.13/30

2. Configure five loopback interface addresses on Router Internet to emulate BGP
routes learned from the Internet that are to be imported into the routing table of
Router South, and configure an additional address (192.168.9.1/32) that will be
configured as the router ID.

Router Internet

[edit interfaces loO unit O family inet]
user@Internet# set address 172.16.11.1/32
user@Internet# set address 172.16.12.1/32
user@Internet# set address 172.16.13.1/32
user@Internet# set address 172.16.14.1/32
user@Internet# set address 172.16.15.1/32
user@Internet# set address 192.168.9.1/32

Also, configure the loopback interface addresses on Routers North and South.

Router North
[edit interfaces loO unit O family inet]
user@North# set address 192.168.8.1/32
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Router South
[edit interfaces loO unit O family inet]
user@South# set address 192.168.7.1/32

3.  Configure the static default route on Router North to be advertised to Router South.

[edit routing-options]
user@North# set static route 0/0 reject

4, Define the condition for exporting prefixes from the routing table on Router North.

[edit policy-options condition prefix_11]
user@North# set if-route-exists 172.16.11.1/32
user@North# set if-route-exists table inet.0

5. Define export policies (into-bgp and conditional-export-bgp ) on Routers Internet
and North respectively, to advertise routes to BGP.

O NOTE: Ensure that you reference the condition, prefix_11 (configured in
Step 4), in the export policy.

Router Internet

[edit policy-options policy-statement into-bgp ]
user@Internet# set term 1 from interface l00.0
user@Internet# set term 1 then accept

Router North

[edit policy-options policy-statement conditional-export-bgp]
user@North# set term prefix_11 from protocol bgp

user@North# set term prefix_11 from route-filter 10.11.0.0/5 orlonger
user@North# set term prefix_11 then accept

user@North# set term conditional-default from route-filter 0.0.0.0/0 exact
user@North# set term conditional-default from condition prefix_11
user@North# set term conditional-default then accept

user@North# set term others then reject

6. Define animport policy (import-selected-routes) on Router South to import some
of the routes advertised by Router North into its routing table.

[edit policy-options policy-statement import-selected-routes ]
user@South# set term 1 from neighbor 10.0.78.14
user@South# set term 1 from route-filter 10.11.0.0/8 orlonger
user@South# set term 1 from route-filter 0.0.0.0/0 exact
user@South# set term 1then accept

user@South# set term 2 then reject

7. Configure BGP on all three routers to enable the flow of prefixes between the
autonomous systems.
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i

NOTE: Ensure that you apply the defined import and export policies to
the respective BGP groups for prefix advertisement to take place.

Router Internet

[edit protocols bgp group toNorth]
user@Internet# set local-address 10.0.89.14
user@Internet# set peer-as 200
user@Internet# set neighbor 10.0.89.13
user@Internet# set export into-bgp

Router North

[edit protocols bgp group tolnternet]
user@North# set local-address 10.0.89.13
user@North# set peer-as 300
user@North# set neighbor 10.0.89.14

[edit protocols bgp group toSouth]
user@North# set local-address 10.0.78.14
user@North# set peer-as 100

user@North# set neighbor 10.0.78.13
user@North# set export conditional-export-bgp

Router South

[edit protocols bgp group toNorth]

user@South# set local-address 10.0.78.13
user@South# set peer-as 200

user@South# set neighbor 10.0.78.14
user@South# set import import-selected-routes

Configure the router ID and autonomous system number for all three routers.

i

NOTE: In this example, the router ID is configured based on the IP
address configured on the 100.0 interface of the router.

Router Internet

[edit routing options]

user@Internet# set router-id 192.168.9.1
user@Internet# set autonomous-system 300

Router North

[edit routing options]

user@North# set router-id 192.168.8.1
user@North# set autonomous-system 200

Router South

[edit routing options]

user@South# set router-id 192.168.7.1
user@South# set autonomous-system 100
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Results

From configuration mode, confirm your configuration by issuing the show interfaces, show
protocols bgp, show policy-options, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

Device Internet user@Internet# show interfaces
fe-0/1/3 {
unit 0 {
family inet {
address 10.0.89.14/30;
}
1
1
lo0 {
unit0 {
family inet {
address 172.16.11.1/32;
address 172.16.12.1/32;
address 172.16.13.1/32;
address 172.16.14.1/32;
address 172.16.15.1/32;
address 192.168.9.1/32;
}
1
1

user@Internet# show protocols bgp
group toNorth {

local-address 10.0.89.14;

export into-bgp;

peer-as 200;

neighbor 10.0.89.13;
}

user@Internet# show policy-options
policy-statement into-bgp {
term1{
from interface l00.3;
then accept;
}
}

user@Internet# show routing-options
router-id 192.168.9.1;
autonomous-system 300;

Device North user@North# show interfaces
fe-1/3/1{
unit O {
family inet {
address 10.0.78.14/30;
}
}
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1
fe-1/3/0 {
unit 0 {
family inet {
address 10.0.89.13/30;
}
1
1
lo0 {
unit0 {
family inet {
address 192.168.8.1/32;
}
1
}

user@North# show protocols bgp
group tolnternet {
local-address 10.0.89.13;
peer-as 300;
neighbor 10.0.89.14;
}
group toSouth {
local-address 10.0.78.14;
export conditional-export-bgp;
peer-as 100;
neighbor 10.0.78.13;
}

user@North# show policy-options
policy-statement conditional-export-bgp {
term prefix_11 {
from {
protocol bgp;
route-filter 10.11.0.0/5 orlonger;
}
then accept;
1
term conditional-default {
from {
route-filter 0.0.0.0/0 exact;
condition prefix_17;
}
then accept;
1
term others {
then reject;
1
}
condition prefix_11 {
if-route-exists {
172.16.11.1/32;
table inet.0;
1
}
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user@North# show routing-options
static {

route 0.0.0.0/0 reject;
}
router-id 192.168.8.1;
autonomous-system 200;

Device South user@South# show interfaces
fe-0/1/2 {
unit 0 {
family inet {
address 10.0.78.13/30;
}
1
}
lo0 {
unit 0 {
family inet {
address 192.168.7.1/32;
}
1
1

user@South# show protocols bgp
bgp {
group toNorth {
local-address 10.0.78.13;
import import-selected-routes;
peer-as 200;
neighbor 10.0.78.14;
1
1

user@South# show policy-options
policy-statement import-selected-routes {
term1{
from {
neighbor 10.0.78.14;
route-filter 10.11.0.0/8 orlonger;
route-filter 0.0.0.0/0 exact;
1
then accept;
}
term 2 {
then reject;
1
1

user@South# show routing-options
router-id 192.168.7.1;
autonomous-system 100;

If you are done configuring the routers, enter commit from configuration mode.
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Verification
Confirm that the configuration is working properly.
- Verifying BGP on page 310
« Verifying Prefix Advertisement from Router Internet to Router North on page 311
« Verifying Prefix Advertisement from Router North to Router South on page 312
« Verifying BGP Import Policy for Installation of Prefixes on page 313
« Verifying Conditional Export from Router North to Router South on page 313
- Verifying the Presence of Routes Hidden by Policy (Optional) on page 314
Verifying BGP
Purpose \Verify that BGP sessions have been established between the three routers.
Action From operational mode, run the show bgp neighbor neighbor-address command.
1. Check the BGP session on Router Internet to verify that Router North is a neighbor.
user@Internet> show bgp neighbor 10.0.89.13
Peer:10.0.89.13+179 AS 200 Local:10.0.89.14+56187 AS 300
Type: External State: Established Flags: [ImportEval Sync]
Last State: OpenConfirm Last Event: RecvKeepAlive
Last Error: None
Export: [ into-bgp ]
Options: [Preference LocalAddress PeerAS Refresh]
Local Address: 10.0.89.14 Holdtime: 90 Preference: 170
Number of flaps: 0
Peer ID: 192.168.8.1 Local ID: 192.168.9.1 Active Holdtime: 90
Keepalive Interval: 30 Group index: O Peer index: O
BFD: disabled, down
Local Interface: fe-0/1/3.0
NLRI for restart configured on peer: inet-unicast
NLRI advertised by peer: inet-unicast
NLRI for this session: inet-unicast
Peer supports Refresh capability (2)
Stale routes from peer are kept for: 300
Peer does not support Restarter functionality
NLRI that restart is negotiated for: inet-unicast
NLRI of received end-of-rib markers: inet-unicast
NLRI of all end-of-rib markers sent: inet-unicast
Peer supports 4 byte AS extension (peer-as 200)
Peer does not support Addpath
Table inet.0 Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes: 0
Received prefixes: 0
Accepted prefixes: 0
Suppressed due to damping: 0
Advertised prefixes: 6
Last traffic (seconds): Received 9 Sent 18 Checked 28
Input messages: Total 12 Updates 1 Refreshes 0 Octets 232
Output messages: Total 14 Updates 1 Refreshes 0 Octets 383
Output Queue[0]: O
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2. Check the BGP session on Router North to verify that Router Internet is a neighbor.

user@North> show bgp neighbor 10.0.89.14
Peer:10.0.89.14+56187 AS 300 Local: 10.0.89.13+179 AS 200

Type: External State: Established Flags: [ImportEval Sync]

Last State: OpenConfirm Last Event: RecvKeepAlive

Last Error: None

Options: [Preference LocalAddress PeerAS Refresh]

Local Address: 10.0.89.13 Holdtime: 90 Preference: 170

Number of flaps: 0O

Peer ID: 192.168.9.1 Local ID: 192.168.8.1 Active Holdtime: 90

Keepalive Interval: 30 Group index: 0O Peer index: O

BFD: disabled, down

Local Interface: fe-1/3/0.0

NLRI for restart configured on peer: inet-unicast

NLRI advertised by peer: inet-unicast

NLRI for this session: inet-unicast

Peer supports Refresh capability (2)

Stale routes from peer are kept for: 300

Peer does not support Restarter functionality

NLRI that restart is negotiated for: inet-unicast

NLRI of received end-of-rib markers: inet-unicast

NLRI of all end-of-rib markers sent: inet-unicast

Peer supports 4 byte AS extension (peer-as 300)

Peer does not support Addpath

Table inet.0 Bit: 10001
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:

Last traffic (seconds): Received 14 Sent 3 Checked 3

Input messages: Total 16 Updates 2 Refreshes 0 Octets 402

Output messages: Total 15 Updates 0 Refreshes 0 Octets 348

Output Queue[0]: O

[e el R Ne)]

Check the following fields in these outputs to verify that BGP sessions have been
established:

. Peer—Check if the peer AS number is listed.
« Local—Check if the local AS number is listed.

. State—Ensure that the value is Established. If not, check the configuration again and
see show bgp neighbor for more details on the output fields.

Similarly, verify that Routers North and South form peer relationships with each other.

Meaning BGP sessions are established between the three routers.

Verifying Prefix Advertisement from Router Internet to Router North

Purpose Verify that the routes sent from Router Internet are received by Router North.
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Action

Meaning

Purpose

Action

1.

From operational mode on Router Internet, run the show route advertising-protocol
bgp neighbor-address command.

user@Internet> show route advertising-protocol bgp 10.0.89.13
inet.0: 8 destinations, 8 routes (8 active, 0 holddown, O hidden)

Prefix Nexthop MED Lclpref AS path
* 172.16.11.1/32 Self 1
* 172.16.12.1/32 Self 1
* 172.16.13.1/32 Self 1
* 172.16.14.1/32 Self 1
* 172.16.15.1/32 Self 1
* 192.168.9.1/32 Self 1

The output verifies that Router Internet advertises the routes 172.16.11.1/32,
172.16.12.1/32,172.16.13.1/32,172.16.14.1/32,172.16.15.1/32, and 192.168.9.1/32 (the
loopback address used as router ID) to Router North.

From operational mode on Router North, run the show route receive-protocol bgp
neighbor-address command.

user@North> show route receive-protocol bgp 10.0.89.14
inet.0: 12 destinations, 12 routes (12 active, 0 holddown, O hidden)

Prefix Nexthop MED Lclpref AS path
* 172.16.11.1/32 10.0.89.14 300 1
* 172.16.12.1/32 10.0.89.14 300 1
* 172.16.13.1/32 10.0.89.14 300 1
* 172.16.14.1/32 10.0.89.14 300 1
* 172.16.15.1/32 10.0.89.14 300 1
* 192.168.9.1/32 10.0.89.14 300 1

The output verifies that Router North has received all the routes advertised by Router
Internet.

Prefixes sent by Router Internet have been successfully installed into the routing table
on Router North.

Verifying Prefix Advertisement from Router North to Router South

Verify that the routes received from Router Internet and the static default route are
advertised by Router North to Router South.

1.

From operational mode on Router North, run the show route 0/0 exact command.

user@N\orth> show route 0/0 exact
inet.0: 12 destinations, 12 routes (12 active, 0 holddown, O hidden)

+ = Active Route, - = Last Active, * = Both
0.0.0.0/0 *[Static/5] 00:10:22
Reject

The output verifies the presence of the static default route (0.0.0.0/0) in the routing
table on Router North.
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2. From operational mode on Router North, run the show route advertising-protocol bgp
neighbor-address command.

user@North> show route advertising-protocol bgp 10.0.78.13
inet.0: 12 destinations, 12 routes (12 active, 0 holddown, O hidden)

Prefix Nexthop MED Lclpref AS path
* 0.0.0.0/0 Self 1
* 172.16.11.1/32 Self 300 1
* 172.16.12.1/32 Self 300 1
* 172.16.13.1/32 Self 300 1
* 172.16.14.1/32 Self 300 1
* 172.16.15.1/32 Self 300 1

The output verifies that Router North is advertising the static route and the 172.16.11.1/32
route received from Router Internet, as well as many other routes, to Router South.

Verifying BGP Import Policy for Installation of Prefixes

Purpose Verify that the BGP import policy successfully installs the required prefixes.

Action See if the import policy on Router South is operational by checking if only the static
default route from Router North and the 172.16.11.1/32 route from Router South are installed
in the routing table.

From operational mode, run the show route receive-protocol bgp neighbor-address
command.

user@South> show route receive-protocol bgp 10.0.78.14
inet.0: 10 destinations, 11 routes (6 active, 0 holddown, 4 hidden)

Prefix Nexthop MED Lclpref AS path
* 0.0.0.0/0 10.0.78.14 200 1
* 172.16.11.1/32 10.0.78.14 200 300 1

The output verifies that the BGP import policy is operational on Router South, and only
the static default route of 0.0.0.0/0 from Router North and the 172.16.11.1/32 route from
Router Internet have leaked into the routing table on Router South.

Meaning The installation of prefixes is successful because of the configured BGP import policy.

Verifying Conditional Export from Router North to Router South

Purpose \Verify that when Device Internet stops sending the 172.16.11.1/32 route, Device North stops
sending the default 0/0 route.

Action 1. Cause Device Internet to stop sending the 172.16.11.1/32 route by deactivating the
172.16.11.1/32 address on the loopback interface.

[edit interfaces loO unit O family inet]
user@Internet# deactivate address 172.16.11.1/32
user@Internet# commit
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2. From operational mode on Router North, run the show route advertising-protocol bgp
neighbor-address command.

user@North> show route advertising-protocol bgp 10.0.78.13
inet.0: 11 destinations, 11 routes (11 active, 0 holddown, O hidden)

Prefix Nexthop MED Lclpref AS path
* 172.16.12.1/32 Self 300 1
* 172.16.13.1/32 Self 300 1
* 172.16.14.1/32 Self 300 1
* 172.16.15.1/32 Self 300 1

The output verifies that Router North is not advertising the default route to Router
South. This is the expected behavior when the 172.16.11.1/32 route is not present.
3. Reactivate the 172.16.11.1/32 address on Device Internet’s loopback interface.

[edit interfaces loO unit O family inet]
user@Internet# activate address 172.16.11.1/32
user@Internet# commit

Verifying the Presence of Routes Hidden by Policy (Optional)

Purpose \Verify the presence of routes hidden by the import policy configured on Router South.

0 NOTE: This section demonstrates the effects of various changes you can
make to the configuration depending on your needs.

Action View routes hidden from the routing table of Router South by:

« Using the hidden option for the show route receive-protocol bgp neighbor-address
command.

. Deactivating the import policy.
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1. From operational mode, run the show route receive-protocol bgp neighbor-address
hidden command to view hidden routes.

user@South> show route receive-protocol bgp 10.0.78.14 hidden
inet.0: 10 destinations, 11 routes (6 active, 0 holddown, 4 hidden)

Prefix Nexthop MED Lclpref AS path

172.16.12.1/32 10.0.78.14 200 300
I 172.16.13.1/32 10.0.78.14 200 300
! 172.16.14.1/32 10.0.78.14 200 300
! 172.16.15.1/32 10.0.78.14 200 300

The output verifies the presence of routes hidden by the import policy (172.16.12.1/32,
172.16.13.1/32,172.16.14.1/32, and 172.16.15.1/32) on Router South.

2. Deactivate the BGP import policy by configuring the deactivate import statement at
the [edit protocols bgp group group-name] hierarchy level.

[edit protocols bgp group toNorth]
user@South# deactivate import
user@South# commit

3. Runthe show route receive-protocol bgp neighbor-address operational mode command
to check the routes after deactivating the import policy.

user@South> show route receive-protocol bgp 10.0.78.14
inet.0: 10 destinations, 11 routes (10 active, O holddown, O hidden)

Prefix Nexthop MED Lclpref AS path

* 0.0.0.0/0 10.0.78.14 200 1

* 172.16.11.1/32 10.0.78.14 200 300
1

* 172.16.12.1/32 10.0.78.14 200 300
1

* 172.16.13.1/32 10.0.78.14 200 300
1

* 172.16.14.1/32 10.0.78.14 200 300
1

* 172.16.15.1/32 10.0.78.14 200 300

The output verifies the presence of previously hidden routes (172.16.12.1/32,
172.16.13.1/32,172.16.14.1/32,and 172.16.15.1/32).

4. Activate the BGP import policy and remove the hidden routes from the routing table
by configuring the activate import and keep none statements respectively at the [edit
protocols bgp group group-name] hierarchy level.

[edit protocols bgp group toNorth]
user@South# activate import
user@South# set keep none
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user@South# commit

5. From operational mode, run the show route receive-protocol bgp neighbor-address
hidden command to check the routes after activating the import policy and configuring
the keep none statement.

user@South> show route receive-protocol bgp 10.0.78.14 hidden

inet.0: 6 destinations, 7 routes (6 active, 0 holddown, O hidden)

The output verifies that the hidden routes are not maintained in the routing table
because of the configured keep none statement.

Related . Conditional Advertisement Enabling Conditional Installation of Prefixes Use Cases on
Documentation page 295

. Conditional Advertisement and Import Policy (Routing Table) with certain match
conditions on page 298
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Defining Routing Policies for BGP
Communities

« Understanding BGP Communities, Extended Communities, and Large Communities
as Routing Policy Match Conditions on page 317

. Example: Configuring a Routing Policy to Redistribute BGP Routes with a Specific
Community Tag into IS-IS on page 319

« Example: Configuring a Routing Policy That Removes BGP Communities on page 328

« Example: Configuring a Routing Policy Based on the Number of BGP
Communities on page 336

Understanding BGP Communities, Extended Communities, and Large Communities
as Routing Policy Match Conditions

A BGP community is a group of destinations that share a commmon property. Community
information is included as a path attribute in BGP update messages. This information
identifies community members and enables you to perform actions on a group without
having to elaborate upon each member. You can use community and extended
communities attributes to trigger routing decisions, such as acceptance, rejection,
preference, or redistribution.

You can assign community tags to non-BGP routes through configuration (for static,
aggregate, or generated routes) or an import routing policy. These tags can then be
matched when BGP exports the routes.

A community value is a 32-bit field that is divided into two main sections. The first 16 bits
of the value encode the AS number of the network that originated the community, while
the last 16 bits carry a unigue number assigned by the AS. This system attempts to
guarantee a globally unigue set of community values for each AS in the Internet. Junos
OS uses a notation of as-number:community-value, where each value is a decimal number.
The AS values of 0 and 65,535 are reserved, as are all of the community values within
those AS numbers. Each community, or set of communities, is given a name within the
[edit policy-options] configuration hierarchy. The name of the community uniquely
identifies it to the routing device and serves as the method by which routes are categorized.
For example, a route with a community value of 64510:1111 might belong to the community
named AS64510-routes. The community name is also used within a routing policy as a
match criterion or as an action. The command syntax for creating a community is:
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policy-options community name members [community-ids]. The community-ids are either
a single community value or multiple community values. When more than one value is
assigned to a community name, the routing device interprets this as a logical AND of the
community values. In other words, a route must have all of the configured values before
being assigned the community name.

Theregular community attribute is four octets. Networking enhancements, suchas VPNs,
have functionality requirements that can be satisfied by an attribute such as a community.
However, the 4-octet community value does not provide enough expansion and flexibility
toaccommodate VPN requirements. This leads to the creation of extended commmunities.
An extended community is an 8-octet value that is also divided into two main sections.
The first 2 octets of the community encode a type field while the last 6 octets carry a
unigue set of data in a format defined by the type field. Extended communities provide
a larger range for grouping or categorizing communities.

The BGP extended communities attribute format has three fields:
type:administrator:assigned-number. The routing device expects you to use the words
target or origin to represent the type field. The administrator field uses a decimal number
for the AS or an IPv4 address, while the assigned number field expects a decimal number
no larger than the size of the field (65,535 for 2 octets or 4,294,967,295 for 4 octets).

When specifying community IDs for standard and extended community attributes, you
can use UNIX-style regular expressions. The only exception is for VPN import policies
(vrf-import), which do not support regular expressions for the extended communities
attribute.

Regular BGP communities attributes are a variable length attribute consisting of a set
of one or more 4-byte values that was split into 16 bit values. The most significant word
is interpreted as an AS number and least significant word is a locally defined value
assigned by the operator of the AS. Since the adoption of 4-byte ASNs, the 4-byte BGP
regular community and 6-byte BGP extended community can no longer support BGP
community attributes. Operators often encode AS number in the local portion of the BGP
community that means that sometimes the format of the community is ASN:ASN. With
the 4-byte ASN, you need 8-bytes to encode it. Although BGP extended community
permits a 4-byte AS to be encoded as the global administrator filed, the local
administrator field has only 2-byte of available space. Thus, 6-byte extended community
attribute is also unsuitable. To overcome this, Junos OS allows you to configure optional
transitive path attribute - a 12-byte BGP large community that provides the most
significant 4-byte value to encode autonomous system number as the global administrator
and the remaining two 4-byte assigned numbers to encode the local values as defined
in RFC 8092. You can configure BGP large community at the [edit policy-options
community community-name members] and [edit routing-options static route ip-address
community] hierarchy levels. The BGP large community attributes format has four fields:
large:global administrator:assigned number:assigned number.

0 NOTE: The length of the BGP large communities attribute value should be
a non-zero multiple of 12.
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Related
Documentation

« Understanding How to Define BGP Communities and Extended Communities

. How BGP Communities and Extended Communities Are Evaluated in Routing Policy
Match Conditions

. Example: Configuring a Routing Policy That Removes BGP Communities on page 328
« Example: Configuring Communities in a Routing Policy
« Example: Configuring Extended Communities in a Routing Policy

. Example: Configuring a Routing Policy to Redistribute BGP Routes with a Specific
Community Tag into IS-IS on page 319

Example: Configuring a Routing Policy to Redistribute BGP Routes with a Specific
Community Tag into IS-IS

Requirements

Overview

This example defines a policy that takes BGP routes from the Edu community and places
them into I1S-IS with a metric of 63.

« Requirements on page 319

« Overview on page 319

« Configuration on page 320

« Verification on page 327

No special configuration beyond device initialization is required before configuring this
example.

Figure 35 on page 319 shows the topology used in this example.

Figure 35: Redistributing BGP Routes with a Specific Community Tag into
IS-IS

AS 2
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Configuration

CLI Quick
Configuration

Device A

Device B

Device C

In this example, Device A, Device B, Device C, and Device D are in autonomous system
(AS) 1and are running IS-IS. All of the AS 1 devices, except Device D, are running internal
BGP (IBGP).

Device Eisin AS 2 and has an external BGP (EBGP) peering session with Device C. Device
E has two static routes, 10.2.0.0/16 and 10.3.0.0/16. These routes are tagged with the
Edu 2:5 community attribute and are advertised by way of EBGP to Device C.

Device C accepts the BGP routes that are tagged with the Edu 2:5 community attribute,
redistributes the routes into I1S-IS, and applies an I1S-IS metric of 63 to these routes.

“CLI Quick Configuration” on page 320 shows the configuration for all of the devices in
Figure 35 on page 319. The section “Step-by-Step Procedure” on page 322 describes the
steps on Device C and Device E.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set interfaces fe-1/2/0 unit O family inet address 10.0.0.5/30
set interfaces fe-1/2/0 unit O family iso

set interfaces loO unit O family inet address 192.168.0.1/32
set interfaces loO unit O family iso address 49.0002.0192.0168.0001.00
set protocols bgp group int type internal

set protocols bgp group int local-address 192.168.0.1

set protocols bgp group int neighbor 192.168.0.2

set protocols bgp group int neighbor 192.168.0.3

set protocols isis interface fe-1/2/0.0 level 1 disable

set protocols isis interface l00.0

set routing-options router-id 192.168.0.1

set routing-options autonomous-system 1

set interfaces fe-1/2/0 unit O family inet address 10.0.0.6/30
set interfaces fe-1/2/0 unit O family iso

set interfaces fe-1/2/1 unit O family inet address 10.0.0.9/30
set interfaces fe-1/2/1 unit O family iso

set interfaces loO unit O family inet address 192.168.0.2/32
set interfaces loO unit O family iso address 49.0002.0192.0168.0002.00
set protocols bgp group int type internal

set protocols bgp group int local-address 192.168.0.2

set protocols bgp group int neighbor 192.168.0.1

set protocols bgp group int neighbor 192.168.0.3

set protocols isis interface fe-1/2/0.0 level 1 disable

set protocols isis interface fe-1/2/1.0 level 1 disable

set protocols isis interface 100.0

set routing-options router-id 192.168.0.2

set routing-options autonomous-system 1

set interfaces fe-1/2/0 unit O family inet address 10.0.0.10/30
set interfaces fe-1/2/0 unit O family iso

320
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set interfaces fe-1/2/1 unit O family inet address 10.0.0.13/30

set interfaces fe-1/2/1 unit O family iso

set interfaces fe-1/2/2 unit O family inet address 10.0.0.25/30

set interfaces fe-1/2/2 unit O family iso

set interfaces loO unit O family inet address 192.168.0.3/32

set interfaces loO unit O family iso address 49.0002.0192.0168.0003.00

set protocols bgp group int type internal

set protocols bgp group int local-address 192.168.0.3

set protocols bgp group int neighbor 192.168.0.1

set protocols bgp group int neighbor 192.168.0.2

set protocols bgp group external-peers type external

set protocols bgp group external-peers export send-isis-and-direct

set protocols bgp group external-peers peer-as 2

set protocols bgp group external-peers neighbor 10.0.0.26

set protocols isis export Edu-to-isis

set protocols isis interface fe-1/2/0.0 level 1 disable

set protocols isis interface fe-1/2/1.0 level 1 disable

set protocols isis interface fe-1/2/2.0 level 1 disable

set protocols isis interface fe-1/2/2.0 level 2 passive

set protocols isis interface l00.0

set policy-options policy-statement Edu-to-isis term 1 from protocol bgp

set policy-options policy-statement Edu-to-isis term 1 from community Edu

set policy-options policy-statement Edu-to-isis term 1 then metric 63

set policy-options policy-statement Edu-to-isis term 1 then accept

set policy-options policy-statement send-isis-and-direct term 1 from protocol isis

set policy-options policy-statement send-isis-and-direct term 1 from protocol direct

set policy-options policy-statement send-isis-and-direct term 1 from route-filter
10.0.0.0/16 orlonger

set policy-options policy-statement send-isis-and-direct term 1 from route-filter
192.168.0.0/16 orlonger

set policy-options policy-statement send-isis-and-direct term 1 then accept

set policy-options community Edu members 2:5

set routing-options router-id 192.168.0.3

set routing-options autonomous-system 1

Device D set interfaces fe-1/2/0 unit O family inet address 10.0.0.14/30
set interfaces fe-1/2/0 unit O family iso
set interfaces loO unit O family inet address 192.168.0.4/32
set interfaces loO unit O family iso address 49.0002.0192.0168.0004.00
set protocols isis interface fe-1/2/0.0 level 1 disable
set protocols isis interface 100.0
set routing-options router-id 192.168.0.4
set routing-options autonomous-system 1

Device E set interfaces fe-1/2/0 unit O family inet address 10.0.0.26/30
set interfaces loO unit 7 family inet address 192.168.0.5/32 primary
set interfaces loO unit 7 family inet address 10.2.0.1/32
set interfaces loO unit 7 family inet address 10.3.0.1/32
set protocols bgp group external-peers type external
set protocols bgp group external-peers export statics
set protocols bgp group external-peers peer-as 1
set protocols bgp group external-peers neighbor 10.0.0.25
set policy-options policy-statement statics from protocol static
set policy-options policy-statement statics then community add Edu
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Step-by-Step
Procedure

set policy-options policy-statement statics then accept
set policy-options community Edu members 2:5

set routing-options static route 10.2.0.0/16 reject

set routing-options static route 10.2.0.0/16 install

set routing-options static route 10.3.0.0/16 reject

set routing-options static route 10.3.0.0/16 install

set routing-options router-id 192.168.0.5

set routing-options autonomous-system 2

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure Device E:

1. Configure the interfaces.

[edit interfaces]

user@E# set fe-1/2/0 unit O family inet address 10.0.0.26/30
user@E# set loO unit 7 family inet address 192.168.0.5/32 primary
user@E# set loO unit 7 family inet address 10.2.0.1/32

user@E# set loO unit 7 family inet address 10.3.0.1/32

2. Configure the statics policy, which adds the Edu community attribute to the static
routes.

[edit policy-options]

user@E# set policy-statement statics from protocol static
user@E# set policy-statement statics then community add Edu
user@E# set policy-statement statics then accept

user@E# set community Edu members 2:5

3. Configure EBGP and apply the statics policy.

[edit protocols bgp group external-peers]

user@E# set type external

user@E# set export statics

user@E# set peer-as 1

user@E# set protocols bgp group external-peers neighbor 10.0.0.25

4, Configure the static routes.

[edit routing-options static]

user@E# set route 10.2.0.0/16 reject
user@E# set route 10.2.0.0/16 install
user@E# set route 10.3.0.0/16 reject
user@E# set route 10.3.0.0/16 install

5. Configure the router ID and the AS number.

[edit routing-options]
user@E# set router-id 192.168.0.5
user@E# set autonomous-system 2
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Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CL| Editor in Configuration
Mode in the CL/ User Guide.

To configure Device C:

1. Configure the interfaces.

[edit interfaces]

user@C# set fe-1/2/0 unit O family inet address 10.0.0.10/30

user@C# set fe-1/2/0 unit O family iso

user@C# set fe-1/2/1 unit O family inet address 10.0.0.13/30

user@C# set fe-1/2/1 unit O family iso

user@C# set fe-1/2/2 unit O family inet address 10.0.0.25/30

user@C# set fe-1/2/2 unit O family iso

user@C# set loO unit O family inet address 192.168.0.3/32

user@C# set loO unit O family iso address 49.0002.0192.0168.0003.00

2. Configure IBGP.

[edit protocols bgp group int]

user@C# set type internal

user@C# set local-address 192.168.0.3
user@C# set neighbor 192.168.0.1
user@C# set neighbor 192.168.0.2

3.  Configure the Edu-to-isis policy, which redistributes the Edu-tagged BGP routes
learned from Device E and applies a metric of 63.

[edit policy-options]

user@C# set policy-statement Edu-to-isis term 1 from protocol bgp
user@C# set policy-statement Edu-to-isis term 1 from community Edu
user@C# set policy-statement Edu-to-isis term 1 then metric 63
user@C# set policy-statement Edu-to-isis term 1 then accept
user@C# set community Edu members 2:5

4, Enable IS-IS on the interfaces, and apply the Edu-to-isis policy.

[edit protocols isis]

user@C# set export Edu-to-isis

user@C# set interface fe-1/2/0.0 level 1 disable
user@C# set interface fe-1/2/1.0 level 1 disable
user@C# set interface fe-1/2/2.0 level 1 disable
user@C# set interface fe-1/2/2.0 level 2 passive
user@C# set interface l00.0

5. Configure the send-isis-and-direct policy, which redistributes routes to Device E,
through EBGP.

Without this policy, Device E would not have connectivity to the networks in AS 1.

[edit policy-options policy-statement send-isis-and-direct term 1]
user@C# set from protocol isis

user@C# set from protocol direct

user@C# set from route-filter 10.0.0.0/16 orlonger
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user@C# set from route-filter 192.168.0.0/16 orlonger

user@C# set then accept

6. Configure EBGP and apply the send-isis-and-direct policy.

[edit protocols bgp group external-peers]
user@C# set type external
user@C# set export send-isis-and-direct

user@C# set peer-as 2

user@C# set neighbor 10.0.0.26

7. Configure the router ID and the autonomous system (AS) number.

[edit routing-options]

user@C# set router-id 192.168.0.3
user@C# set autonomous-system 1

Results From configuration mode, confirm your configuration by entering the show interfaces,
show protocols, show policy-options, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

Device E user@E# show interfaces
fe-1/2/0 {
unit O {
family inet {
address 10.0.0.26/30;
}
1
1
lo0 {
unit0 {
family inet {
address 192.168.0.5/32 {
primary;
1
address 10.2.0.1/32;
address 10.3.0.1/32;
}
1
1

user@E# show protocols
bgp {
group external-peers {
type external;
export statics;
peer-as;
neighbor 10.0.0.25;
1
}

user@E# show policy-options
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policy-statement statics {
from protocol static;
then {
community add Edu;
accept;
1
1

community Edu members 2:5;

user@E# show routing-options
static {
route 10.2.0.0/16 {
reject;
install;
1
route 10.3.0.0/16 {
reject;
install;
1
1
router-id 192.168.0.5;
autonomous-system 2;

Device C user@C# show interfaces
fe-1/2/0 {
unit 0 {
family inet {
address 10.0.0.10/30;
}
family iso;
1
1
fe-1/2/1{
unit0 {
family inet {
address 10.0.0.13/30;
}
family iso;
1
}
fe-1/2/2 {
unit 0 {
family inet {
address 10.0.0.25/30;
}
family iso;
1
1
loO {
unit0 {
family inet {
address 192.168.0.3/32;
}
family iso {
address 49.0002.0192.0168.0003.00;
}
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user@C# show protocols
bgp {
group int {
type internal;
local-address 192.168.0.3;
neighbor 192.168.0.1;
neighbor 192.168.0.2;
1
group external-peers {
type external;
export send-isis-and-direct;
peer-as 2;
neighbor 10.0.0.26;
1
}
isis {
export Edu-to-isis;
interface fe-1/2/0.0 {
level 1disable;
1
interface fe-1/2/1.0 {
level 1disable;
1
interface fe-1/2/2.0 {
level 1disable;
level 2 passive;
1
interface 100.0;

}

user@C# show policy-options
policy-statement Edu-to-isis {
term1{
from {
protocol bgp;
community Edu;
}
then {
metric 63;
accept;
}
1
1
policy-statement send-isis-and-direct {
term1{
from {
protocol [ isis direct ];
route-filter 10.0.0.0/16 orlonger;
route-filter 192.168.0.0/16 orlonger;
}
then accept;
1
1
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community Edu members 2:5;

user@C# show routing-options
router-id 192.168.0.3;
autonomous-system 1;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

Verifying the 1S-IS Neighbor

Purpose \Verify that the BGP routes from Device E are communicated on the I1S-IS network in AS
1.

Action From operational mode, enter the show route protocol isis command.

user@D> show route protocol isis

inet.0: 11 destinations, 11 routes (11 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.4/30 *[1S-1S/18] 22:30:53, metric 30
> to 10.0.0.13 via fe-1/2/0.0

10.0.0.8/30 *[1S-1S/18] 22:30:53, metric 20
> to 10.0.0.13 via fe-1/2/0.0
10.0.0.24/30 *[1S-1S/18] 03:31:21, metric 20
> to 10.0.0.13 via fe-1/2/0.0
10.2.0.0/16 *[1S-1S/165] 02:36:31, metric 73
> to 10.0.0.13 via fe-1/2/0.0
10.3.0.0/16 *[1S-1S/165] 02:36:31, metric 73

> to 10.0.0.13

via fe-1/2/0.0

192.168.0.1/32 *[1S-1S/18] 03:40:28, metric 30
> to 10.0.0.13 via fe-1/2/0.0
*[1S-1S/18] 22:30:53, metric 20
> to 10.0.0.13 via fe-1/2/0.0
*[1S-1S/18] 22:30:53, metric 10

> to 10.0.0.13 via fe-1/2/0.0

192.168.0.2/32

192.168.0.3/32

iso.0: 1 destinations, 1 routes (1 active, 0 holddown, O hidden)

Meaning As expected, the 10.2.0.0/16 and 10.3.0.0/16 routes are in Device D’s routing table as
|S-IS external routes with a metric of 73. If Device C had not added 63 to the metric,
Device D would have a metric of 10 for these routes.

Related . Advertising LSPs into IGPs
Documentation
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Example: Configuring a Routing Policy That Removes BGP Communities

This example shows how to create a policy that accepts BGP routes, but removes BGP
communities from the routes.

« Requirements on page 328
« Overview on page 328

« Configuration on page 329
« Verification on page 334

Requirements

No special configuration beyond device initialization is required before you configure this
example.

Overview

This example shows two routing devices with an external BGP (EBGP) connection
between them. Device R2 uses the BGP session to send two static routes to Device R1.
On Device R1, animport policy specifies that all BGP communities must be removed from
the routes.

By default, when communities are configured on EBGP peers, they are sent and accepted.
To suppress the acceptance of communities received from a neighbor, you can remove
all communities or a specified set of communities. When the result of a policy isan empty
set of communities, the community attribute is not included. To remove all communities,
first define a wildcard set of communities (here, the community is named wild):

[edit policy-options]
community wild members "* : *";

Then, in the routing policy statement, specify the community delete action:

[edit policy-options]
policy-statement policy-name {
term term-name {
then community delete wild;
1
1

To suppress a particular community from any autonomous system (AS), define the
community as community wild members "*:community-value".

Topology

Figure 36 on page 329 shows the sample network.
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Figure 36: BGP Policy That Removes Communities
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Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

Device R1 set interfaces fe-1/1/0 unit O description to-R2
set interfaces fe-1/1/0 unit O family inet address 10.0.0.1/30
set interfaces loO unit O family inet address 192.168.0.1/32
set protocols bgp group external-peers type external
set protocols bgp group external-peers peer-as 2
set protocols bgp group external-peers neighbor 10.0.0.2 import remove-communities
set policy-options policy-statement remove-communities term 1 from protocol bgp
set policy-options policy-statement remove-communities term 1 then community delete
wild
set policy-options policy-statement remove-communities term 1then accept
set policy-options policy-statement remove-communities term 2 then reject
set policy-options community wild members *:*
set routing-options router-id 192.168.0.1
set routing-options autonomous-system 1

Device R2 set interfaces fe-1/1/0 unit O description to-R1
set interfaces fe-1/1/0 unit O family inet address 10.0.0.2/30
set interfaces loO unit O family inet address 192.168.0.2/32
set protocols bgp group external-peers type external
set protocols bgp group external-peers export statics
set protocols bgp group external-peers peer-as 1
set protocols bgp group external-peers neighbor 10.0.0.1
set policy-options policy-statement statics from protocol static
set policy-options policy-statement statics then community add 1
set policy-options policy-statement statics then accept
set policy-options community 1 members 2:1
set policy-options community 1 members 2:2
set policy-options community 1 members 2:3
set policy-options community 1 members 2:4
set policy-options community 1 members 2:5
set policy-options community 1 members 2:6
set policy-options community 1 members 2:7
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set policy-options community 1 members 2:8

set policy-options community 1 members 2:9

set policy-options community 1 members 2:10

set routing-options static route 10.2.0.0/16 reject

set routing-options static route 10.2.0.0/16 install
set routing-options static route 10.3.0.0/16 reject

set routing-options static route 10.3.0.0/16 install
set routing-options router-id 192.168.0.3

set routing-options autonomous-system 2

Step-by-Step  The following example requires that you navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure Device R1:

1. Configure the interfaces.

[edit interfaces]
user@R1# set fe-1/1/0 unit O description to-R2
user@R1# set fe-1/1/0 unit O family inet address 10.0.0.1/30

user@R1# set loO unit O family inet address 192.168.0.1/32

2. Configure BGP.
Apply the import policy to the BGP peering session with Device R2.

[edit protocols bgp group external-peers]

user@RI1# set type external

user@R1# set peer-as 2

user@R1# set neighbor 10.0.0.2 import remove-communities

3. Configure the routing policy that deletes communities.

[edit policy-options policy-statement remove-communities]
user@R1# set term 1 from protocol bgp

user@R1# set term 1then community delete wild

user@R1# set term 1then accept

user@RI1# set term 2 then reject

4.  Configure the autonomous system (AS) number and the router ID.

[edit routing-options ]
user@R1# set router-id 192.168.0.1
user@R1# set autonomous-system 1
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Step-by-Step  The following example requires that you navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CL| Editor in Configuration
Mode in the CL/ User Guide.

To configure Device R2:

1. Configure the interfaces.

[edit interfaces]
user@R2# set fe-1/1/0 unit O description to-R1
user@R2# set fe-1/1/0 unit O family inet address 10.0.0.2/30

user@R2# set loO unit O family inet address 192.168.0.2/32

2. Configure the router ID and the autonomous system (AS) number.

[edit routing-options]
user@R2# set router-id 192.168.0.3
user@R2# set autonomous-system 2

3.  Configure BGP.

[edit protocols bgp group external-peers]
user@R2# set type external

user@R2# set peer-as 1

user@R2# set neighbor 10.0.0.1

4. Configure multiple communities, or configure a single community with multiple
members.

[edit policy-options community 1]
user@R2# set members 2:1
user@R2# set members 2:2
user@R2# set members 2:3
user@R2# set members 2:4
user@R2# set members 2:5
user@R2# set members 2:6
user@R2# set members 2:7
user@R2# set members 2:8
user@R2# set members 2:9
user@R2# set members 2:10

5.  Configure the static routes.

[edit routing-options static]

user@R2# set route 10.2.0.0/16 reject
user@R2# set route 10.2.0.0/16 install
user@R2# set route 10.3.0.0/16 reject
user@R2# set route 10.3.0.0/16 install

6.  Configure a routing policy that advertises static routes into BGP and adds the BGP
community to the routes.

[edit policy-options policy-statement statics]
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user@R2# set from protocol static
user@R2# set then community add 1
user@R2# set then accept

7. Apply the export policy.

[edit protocols bgp group external-peers]
user@R2# set export statics

Results From configuration mode, confirm your configuration by entering the show interfaces,
show protocols, show policy-options, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

Device R1 user@R1# show interfaces
fe-1/1/0 {
unit Of
description to-R2;
family inet {
address 10.0.0.1/30;
}
1
1
lo0 {
unit0 {
family inet {
address 192.168.0.1/32;
}
1
}

user@R1# show protocols
bgp {
group external-peers {
type external;
peer-as 2;
neighbor10.0.0.2 {
import remove-communities;
1
1
1

user@R1# show policy-options
policy-statement remove-communities {
term1{
from protocol bgp;
then {
community delete wild;
accept;
}
1
term 2 {
then reject;

}
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}

community wild members *:*;

user@R1# show routing-options
router-id 192.168.0.1;
autonomous-system 1;

Device R2 user@R2# show interfaces
fe-1/1/0 {
unit 0 {
description to-R1;
family inet {
address 10.0.0.2/30;
}
1
}
lo0 {
unit 0 {
family inet {
address 192.168.0.2/32;
}
1
1

user@R2# show protocols
bgp {
group external-peers {
type external;
export statics;
peer-as 1;
neighbor 10.0.0.1;
1
1

user@R2# show policy-options
policy-statement statics {
from protocol static;
then {
community add 1;
accept;
1

1
community 1members [ 2:12:2 2:32:4 2:52:6 2:72:82:92:10 ];

user@R2# show routing-options
static {
route 10.2.0.0/16 {
reject;
install;
}
route 10.3.0.0/16 {
reject;
install;
1

}
router-id 192.168.0.3;
autonomous-system 2;
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If you are done configuring the devices, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

Verifying the BGP Routes

Purpose Make sure that the routing table on Device R1 does not contain BGP communities.

Action 1. On Device R1, run the show route protocols bgp extensive command.

user@R1> show route protocols bgp extensive

inet.0: 5 destinations, 5 routes (5 active, 0 holddown, O hidden)
10.2.0.0/16 (1 entry, 1 announced)
TSI:
KRT in-kernel 10.2.0.0/16 -> {10.0.0.2}
*BGP Preference: 170/-101
Next hop type: Router, Next hop index: 671
Address: 0x9458270
Next-hop reference count: 4
Source: 10.0.0.2
Next hop: 10.0.0.2 via 1t-1/1/0.5, selected
Session Id: 0x100001
State: <Active Ext>
Local AS: 1 Peer AS: 2
Age: 20:39:01
Validation State: unverified
Task: BGP_2.10.0.0.2+179
Announcement bits (1): O0-KRT
AS path: 2 1
Accepted
Localpref: 100
Router ID: 192.168.0.3

10.3.0.0/16 (1 entry, 1 announced)

TSI:

KRT in-kernel 10.3.0.0/16 -> {10.0.0.2}

*BGP Preference: 170/-101

Next hop type: Router, Next hop index: 671
Address: 0x9458270
Next-hop reference count: 4
Source: 10.0.0.2
Next hop: 10.0.0.2 via 1t-1/1/0.5, selected
Session Id: 0x100001
State: <Active Ext>
Local AS: 1 Peer AS: 2
Age: 20:39:01
Validation State: unverified
Task: BGP_2.10.0.0.2+179
Announcement bits (1): O0-KRT
AS path: 2 1
Accepted
Localpref: 100
Router ID: 192.168.0.3
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2. On Device R1, deactivate the community remove configuration in the import policy.

[edit policy-options policy-statement remove-communities term 1]
user@R1# deactivate then community delete wild
user@R1# commit

3. On Device R1, run the show route protocols bgp extensive command to view the
advertised communities.

user@R1> show route protocols bgp extensive
inet.0: 5 destinations, 5 routes (6 active, 0 holddown, O hidden)
10.2.0.0/16 (1 entry, 1 announced)
TSI:
KRT in-kernel 10.2.0.0/16 -> {10.0.0.2}
*BGP Preference: 170/-101
Next hop type: Router, Next hop index: 671
Address: 0x9458270
Next-hop reference count: 4
Source: 10.0.0.2
Next hop: 10.0.0.2 via 1t-1/1/0.5, selected
Session Id: 0x100001
State: <Active Ext>
Local AS: 1 Peer AS: 2
Age: 20:40:53
Validation State: unverified
Task: BGP_2.10.0.0.2+179
Announcement bits (1): O0-KRT
AS path: 2 1
Communities: 2:1 2:2 2:3 2:4 2:5 2:6 2:7 2:8 2:9 2:10
Accepted
Localpref: 100
Router 1D: 192.168.0.3

10.3.0.0/16 (1 entry, 1 announced)

TSI:

KRT in-kernel 10.3.0.0/16 -> {10.0.0.2}

*BGP Preference: 170/-101

Next hop type: Router, Next hop index: 671
Address: 0x9458270
Next-hop reference count: 4
Source: 10.0.0.2
Next hop: 10.0.0.2 via 1t-1/1/0.5, selected
Session Id: 0x100001
State: <Active Ext>
Local AS: 1 Peer AS: 2
Age: 20:40:53
Validation State: unverified
Task: BGP_2.10.0.0.2+179
Announcement bits (1): O0-KRT
AS path: 2 1
Communities: 2:1 2:2 2:3 2:4 2:5 2:6 2:7 2:8 2:9 2:10
Accepted
Localpref: 100
Router ID: 192.168.0.3
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Meaning

Related
Documentation

The output shows that in Device R1's routing table, the communities are suppressed in
the BGP routes sent from Device R2. When the community remove setting in Device R1's
import policy is deactivated, the communities are no longer suppressed.

. Example: Configuring a Routing Policy to Redistribute BGP Routes with a Specific
Community Tag into IS-IS on page 319

« Understanding External BGP Peering Sessions on page 21

Example: Configuring a Routing Policy Based on the Number of BGP Communities

Requirements

Overview

This example shows how to create a policy that accepts BGP routes based on the number
of BGP communities.

« Requirements on page 336
« Overview on page 336

« Configuration on page 337
« Verification on page 342

No special configuration beyond device initialization is required before you configure this
example.

This example shows two routing devices with an external BGP (EBGP) connection
between them. Device R2 uses the BGP session to send two static routes to Device R1.
On Device R1, an import policy specifies that the BGP-received routes can contain up to
five communities to be considered a match. For example, if a route contains three
communities, it is considered a match and is accepted. If a route contains six or more
communities, it is considered a nonmatch and is rejected.

It is important to remember that the default policy for EBGP is to accept all routes. To
ensure that the nonmatching routes are rejected, you must include a then reject action
at the end of the policy definition.

Topology

Figure 37 on page 337 shows the sample network.
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Figure 37: BGP Policy with a Limit on the Number of Communities
Accepted

10.2.0.0/16

10.3.0.0/16

fe-1/1/0  EBGP fe-1/1/0
10.0.0.1 10.0.0.2
R1 R2
loO:
R1 192.168.0.1 3
R2 192.168.0.2 %
o0

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

Device R1 set interfaces fe-1/1/0 unit O description to-R2
set interfaces fe-1/1/0 unit O family inet address 10.0.0.1/30
set interfaces loO unit O family inet address 192.168.0.1/32
set protocols bgp group external-peers type external
set protocols bgp group external-peers peer-as 2
set protocols bgp group external-peers neighbor 10.0.0.2 import import-communities
set policy-options policy-statement import-communities term 1 from protocol bgp
set policy-options policy-statement import-communities term 1 from community-count
5 orlower
set policy-options policy-statement import-communities term 1 then accept
set policy-options policy-statement import-communities term 2 then reject
set routing-options router-id 192.168.0.1
set routing-options autonomous-system 1

Device R2 set interfaces fe-1/1/0 unit O description to-R1
set interfaces fe-1/1/0 unit O family inet address 10.0.0.2/30
set interfaces loO unit O family inet address 192.168.0.2/32
set protocols bgp group external-peers type external
set protocols bgp group external-peers export statics
set protocols bgp group external-peers peer-as 1
set protocols bgp group external-peers neighbor 10.0.0.1
set policy-options policy-statement statics from protocol static
set policy-options policy-statement statics then community add 1
set policy-options policy-statement statics then accept
set policy-options community 1 members 2:1
set policy-options community 1 members 2:2
set policy-options community 1 members 2:3
set policy-options community 1 members 2:4
set policy-options community 1 members 2:5
set policy-options community 1 members 2:6
set policy-options community 1 members 2:7
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set policy-options community 1 members 2:8

set policy-options community 1 members 2:9

set policy-options community 1 members 2:10

set routing-options static route 10.2.0.0/16 reject
set routing-options static route 10.2.0.0/16 install
set routing-options static route 10.3.0.0/16 reject
set routing-options static route 10.3.0.0/16 install
set routing-options router-id 192.168.0.3

set routing-options autonomous-system 2

Step-by-Step  The following example requires that you navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure Device R1:

1. Configure the interfaces.

[edit interfaces]
user@R1# set fe-1/1/0 unit O description to-R2
user@R1# set fe-1/1/0 unit O family inet address 10.0.0.1/30

user@R1# set loO unit O family inet address 192.168.0.1/32

2. Configure BGP.
Apply the import policy to the BGP peering session with Device R2.

[edit protocols bgp group external-peers]

user@RI1# set type external

user@R1# set peer-as 2

user@R1# set neighbor 10.0.0.2 import import-communities

3. Configure the routing policy that sends direct routes.

[edit policy-options policy-statement import-communities]
user@R1# set term 1 from protocol bgp

user@R1# set term 1 from community-count 5 orlower
user@R1# set term 1then accept

user@RI1# set term 2 then reject

4.  Configure the autonomous system (AS) number and the router ID.

[edit routing-options ]
user@R1# set router-id 192.168.0.1
user@R1# set autonomous-system 1
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Step-by-Step  The following example requires that you navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CL| Editor in Configuration
Mode in the CL/ User Guide.

To configure Device R2:

1. Configure the interfaces.

[edit interfaces]
user@R2# set fe-1/1/0 unit O description to-R1
user@R2# set fe-1/1/0 unit O family inet address 10.0.0.2/30

user@R2# set loO unit O family inet address 192.168.0.2/32

2. Configure the router ID and the autonomous system (AS) number.

[edit routing-options]
user@R2# set router-id 192.168.0.3
user@R2# set autonomous-system 2

3.  Configure BGP.

[edit protocols bgp group external-peers]
user@R2# set type external

user@R2# set peer-as 1

user@R2# set neighbor 10.0.0.1

4. Configure multiple communities, or configure a single community with multiple
members.

[edit policy-options community 1]
user@R2# set members 2:1
user@R2# set members 2:2
user@R2# set members 2:3
user@R2# set members 2:4
user@R2# set members 2:5
user@R2# set members 2:6
user@R2# set members 2:7
user@R2# set members 2:8
user@R2# set members 2:9
user@R2# set members 2:10

5.  Configure the static routes.

[edit routing-options static]
user@R2# set route 10.2.0.0/16 reject
user@R2# set route 10.2.0.0/16 install

user@R2# set route 10.3.0.0/16 reject
user@R2# set route 10.3.0.0/16 install

6.  Configure a routing policy that advertises static routes into BGP and adds the BGP
community to the routes.
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Results

Device R1

[edit policy-options policy-statement statics]
user@R2# set from protocol static
user@R2# set then community add 1
user@R2# set then accept

Apply the export policy.

[edit protocols bgp group external-peers]
user@R2# set export statics

From configuration mode, confirm your configuration by entering the show interfaces,
show protocols, show policy-options, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to
correct the configuration.

user@R1# show interfaces
fe-1/1/0 {
unit Of
description to-R2;
family inet {
address 10.0.0.1/30;
}
1
}
lo0 {
unit 0 {
family inet {
address 192.168.0.1/32;
}
1
1
1

user@R1# show protocols
bgp {
group external-peers {
type external;
peer-as 2;
neighbor10.0.0.2 {

import import-communities;

}
}
}

user@R1# show policy-options
policy-statement import-communities {

term1{
from {
protocol bgp;

community-count 5 orlower;

}

then accept;

}

term 2 {
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then reject;
1
1

user@R1# show routing-options
router-id 192.168.0.1;
autonomous-system 1;

Device R2 user@R2# show interfaces
fe-1/1/0 {
unit 0 {
description to-R1;
family inet {
address 10.0.0.2/30;
}
1
1
loO {
unit 0 {
family inet {
address 192.168.0.2/32;
}
1
1

user@R2# show protocols
bgp {
group external-peers {
type external;
export statics;
peer-as1;
neighbor 10.0.0.1;
1
1

user@R2# show policy-options
policy-statement statics {
from protocol static;
then {
community add 1;
accept;
}

}
community 1members [ 2:12:2 2:32:4 2:52:6 2:72:82:92:10 ];

user@R2# show routing-options
static {
route 10.2.0.0/16 {
reject;
install;
1
route 10.3.0.0/16 {
reject;
install;
1

1
router-id 192.168.0.3;
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Verification

Purpose

Action

autonomous-system 2;

If you are done configuring the devices, enter commit from configuration mode.

Confirm that the configuration is working properly.

Verifying the BGP Routes

Make sure that the routing table on Device R1 contains the expected BGP routes.

1. On Device R1, run the show route protocols bgp command.

user@R1> show route protocols bgp

inet.0: 5 destinations, 5 routes (3 active, 0 holddown, 2 hidden)

2. On Device R1, change the community-count configuration in the import policy.

[edit policy-options policy-statement import-communities term 1]
user@R1# set from community-count 5 orhigher
user@R1# commit

3. On Device R1, run the show route protocols bgp command.

user@R1> show route protocols bgp

inet.0: 5 destinations, 5 routes (6 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

10.2.0.0716 *[BGP/170] 18:29:53, localpref 100
AS path: 2 1, validation-state: unverified
> to 10.0.0.2 via fe-1/1/0.0
10.3.0.0716 *[BGP/170] 18:29:53, localpref 100
AS path: 2 1, validation-state: unverified
> to 10.0.0.2 via fe-1/1/0.0

4. On Device R1, run the show route protocols bgp extensive command to view the
advertised communities.

user@R1> show route protocols bgp extensive
inet.0: 5 destinations, 5 routes (6 active, 0 holddown, O hidden)
10.2.0.0/16 (1 entry, 1 announced)
TSI:
KRT in-kernel 10.2.0.0/16 -> {10.0.0.2}
*BGP Preference: 170/-101
Next hop type: Router, Next hop index: 671
Address: 0x9458270
Next-hop reference count: 4
Source: 10.0.0.2
Next hop: 10.0.0.2 via fe-1/1/0.0, selected
Session Id: 0x100001
State: <Active Ext>
Local AS: 1 Peer AS: 2
Age: 18:56:10
Validation State: unverified
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Task: BGP_2.10.0.0.2+179

Announcement bits (1): O0-KRT

AS path: 2 1

Communities: 2:1 2:2 2:3 2:4 2:5 2:6 2:7 2:8 2:9 2:10
Accepted

Localpref: 100

Router 1D: 192.168.0.3

10.3.0.0/16 (1 entry, 1 announced)

TSI:

KRT in-kernel 10.3.0.0/16 -> {10.0.0.2}

*BGP

Preference: 170/-101

Next hop type: Router, Next hop index: 671
Address: 0x9458270

Next-hop reference count: 4

Source: 10.0.0.2

Next hop: 10.0.0.2 via fe-1/1/0.0, selected
Session Id: 0x100001

State: <Active Ext>

Local AS: 1 Peer AS: 2

Age: 18:56:10

Validation State: unverified

Task: BGP_2.10.0.0.2+179

Announcement bits (1): O0-KRT

AS path: 2 1

Communities: 2:1 2:2 2:3 2:4 2:5 2:6 2:7 2:8 2:9 2:10
Accepted

Localpref: 100

Router 1D: 192.168.0.3

Meaning The output shows that in Device R1's routing table, the BGP routes sent from Device R2
are hidden. When the community-count setting in Device R1’s import policy is modified,
the BGP routes are no longer hidden.

Related . Example: Configuring a Routing Policy to Redistribute BGP Routes with a Specific
Documentation Community Tag into IS-IS on page 319

« Understanding External BGP Peering Sessions on page 21
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Configuration BFD for BGP

« Configuring BFD for a BGP Session on page 347
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Configuring BFD for a BGP Session

« Understanding BFD for BGP on page 347

« Example: Configuring BFD on Internal BGP Peer Sessions on page 348
« Understanding BFD Authentication for BGP on page 358

« Example: Configuring BFD Authentication for BGP on page 360

Understanding BFD for BGP

The Bidirectional Forwarding Detection (BFD) protocol is a simple hello mechanism that
detects failures in a network. Hello packets are sent at a specified, regular interval. A
neighbor failure is detected when the routing device stops receiving a reply after a specified
interval. BFD works with a wide variety of network environments and topologies. The
failure detection timers for BFD have shorter time limits than default failure detection
mechanisms for BGP, so they provide faster detection.

0 NOTE: Configuring both BFD and graceful restart for BGP on the same device
is counterproductive. When an interface goes down, BFD detects this instantly,
stops traffic forwarding and the BGP session goes down whereas graceful
restart forwards traffic despite the interface failure, this behavior might cause
network issues. Hence we do not recommend configuring both BFD and
graceful restart on the same device.

The BFD failure detection timers can be adjusted to be faster or slower. The lower the
BFD failure detection timer value, the faster the failure detection and vice versa. For
example, the timers can adapt to a higher value if the adjacency fails (that is, the timer
detects failures more slowly). Or a neighbor can negotiate a higher value for a timer than
the configured value. The timers adapt to a higher value when a BFD session flap occurs
more than three times in a span of 15 seconds. A back-off algorithm increases the receive
(Rx) interval by two if the local BFD instance is the reason for the session flap. The
transmission (TX) interval is increased by two if the remote BFD instance is the reason
for the session flap. You can use the clear bfd adaptation coommand to return BFD interval
timers to their configured values. The clear bfd adaptation command is hitless, meaning
that the command does not affect traffic flow on the routing device.
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o NOTE: On all SRX Series devices, high CPU utilization triggered for reasons
such as CPU intensive commands and SNMP walks causes the BFD protocol
to flap while processing large BGP updates. (Platform support depends on

the Junos OS release in your installation.)

Starting with Junos OS Release 15.1X49-D100, SRX340, SRX345, and
SRX1500 devices with a dedicated CPU supports distributed BFD protocol
packet process.

Starting with Junos OS Release 15.1X49-D100, SRX300 and SRX320 devices
with realtime thread supports distributed BFD protocol packet process.

InJunos OS Release 8.3 and later, BFD is supported on internal BGP (IBGP) and multihop
external BGP (EBGP) sessions as well as on single-hop EBGP sessions. In Junos OS
Release 9.1 through Junos OS Release 11.1, BFD supports IPv6 interfaces in static routes
only. In Junos OS Release 11.2 and later, BFD supports IPv6 interfaces with BGP.

Release History Table Release Description

15.1X49-D100

Starting with Junos OS Release 15.1X49-D100, SRX340, SRX345, and
SRX1500 devices with a dedicated CPU supports distributed BFD protocol
packet process.

15.1X49-D100

Starting with Junos OS Release 15.1X49-D100, SRX300 and SRX320 devices
with realtime thread supports distributed BFD protocol packet process.

1n.2

In Junos OS Release 11.2 and later, BFD supports IPv6 interfaces with BGP.

91

In Junos OS Release 9.1 through Junos OS Release 11.1, BFD supports IPv6
interfaces in static routes only.

8.3

In Junos OS Release 8.3 and later, BFD is supported on internal BGP (IBGP)
and multihop external BGP (EBGP) sessions as well as on single-hop EBGP
sessions.

Related . Enabling Distributed BFD

Documentation

« Example: Configuring BFD on Internal BGP Peer Sessions on page 348

Example: Configuring BFD on Internal BGP Peer Sessions

This example shows how to configure internal BGP (IBGP) peer sessions with the
Bidirectional Forwarding Detection (BFD) protocol to detect failures in a network.

« Requirements on page 349

« Overview on page 349

348
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« Configuration on page 351

« Verification on page 355

Requirements

No special configuration beyond device initialization is required before you configure this
example.

Overview

The minimum configuration to enable BFD on IBGP sessions is to include the
bfd-liveness-detection minimum-interval statement in the BGP configuration of all
neighbors participating in the BFD session. The minimum-interval statement specifies
the minimum transmit and receive intervals for failure detection. Specifically, this value
represents the minimum interval after which the local routing device transmits hello
packets as well as the minimum interval that the routing device expects to receive a reply
from a neighbor with which it has established a BFD session. You can configure a value
from 1 through 255,000 milliseconds.

Optionally, you can specify the minimum transmit and receive intervals separately using
the transmit-interval minimume-interval and minimum-receive-interval statements. For
information about these and other optional BFD configuration statements, see
bfd-liveness-detection.
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0 NOTE: BFD is an intensive protocol that consumes system resources.
Specifying a minimum interval for BFD less than 100 ms for Routing
Engine-based sessions and less than 10 ms for distributed BFD sessions can
cause undesired BFD flapping.

Depending on your network environment, these additional recommendations
might apply:

« To prevent BFD flapping during the general Routing Engine switchover
event, specify a minimum interval of 5000 seconds (5*1000 seconds) for
Routing Engine-based sessions. This minimum value is required because,
during the general Routing Engine switchover event, processes such as
RPD, MIBD, and SNMPD utilize CPU resources for more than the specified
threshold value. Hence, BFD processing and scheduling is affected because
of this lack of CPU resources.

. For BFD sessions to remain up during the dual chassis cluster control link
scenario, when the first control link fails, specify the minimum interval of
6 seconds to prevent the LACP from flapping on the secondary node for
Routing Engine-based sessions.

. Forlarge-scale network deployments with a large number of BFD sessions,
specify a minimum interval of 300 ms for Routing Engine-based sessions
and 100 ms for distributed BFD sessions.

« For very large-scale network deployments with a large number of BFD
sessions, contact Juniper Networks customer support for more information.

. For BFD sessions to remain up during a Routing Engine switchover event
when nonstop active routing (NSR) is configured, specify a minimum
interval of 2500 ms for Routing Engine-based sessions. For distributed
BFD sessions with NSR configured, the minimum interval recommendations
are unchanged and depend only on your network deployment.

BFD is supported on the default routing instance (the main router), routing instances,
and logical systems. This example shows BFD on logical systems.

Figure 38 on page 351 shows a typical network with internal peer sessions.
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Configuration

CLI Quick
Configuration

Device A

Device B

Figure 38: Typical Network with IBGP Sessions
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To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set logical-systems A interfaces [t-1/2/0 unit 1 description to-B

set logical-systems A interfaces [t-1/2/0 unit 1 encapsulation ethernet

set logical-systems A interfaces [t-1/2/0 unit 1 peer-unit 2

set logical-systems A interfaces [t-1/2/0 unit 1 family inet address 10.10.10.1/30

set logical-systems A interfaces loO unit 1 family inet address 192.168.6.5/32

set logical-systems A protocols bgp group internal-peers type internal

set logical-systems A protocols bgp group internal-peers traceoptions file bgp-bfd

set logical-systems A protocols bgp group internal-peers traceoptions flag bfd detail

set logical-systems A protocols bgp group internal-peers local-address 192.168.6.5

set logical-systems A protocols bgp group internal-peers export send-direct

set logical-systems A protocols bgp group internal-peers bfd-liveness-detection
minimum-interval 1000

set logical-systems A protocols bgp group internal-peers neighbor 192.163.6.4

set logical-systems A protocols bgp group internal-peers neighbor 192.168.40.4

set logical-systems A protocols ospf area 0.0.0.0 interface l00.1 passive

set logical-systems A protocols ospf area 0.0.0.0 interface [t-1/2/0.1

set logical-systems A policy-options policy-statement send-direct term 2 from protocol
direct

set logical-systems A policy-options policy-statement send-direct term 2 then accept

set logical-systems A routing-options router-id 192.168.6.5

set logical-systems A routing-options autonomous-system 17

set logical-systems B interfaces [t-1/2/0 unit 2 description to-A

set logical-systems B interfaces lt-1/2/0 unit 2 encapsulation ethernet

set logical-systems B interfaces [t-1/2/0 unit 2 peer-unit 1

set logical-systems B interfaces lt-1/2/0 unit 2 family inet address 10.10.10.2/30
set logical-systems B interfaces [t-1/2/0 unit 5 description to-C

set logical-systems B interfaces [t-1/2/0 unit 5 encapsulation ethernet

set logical-systems B interfaces [t-1/2/0 unit 5 peer-unit 6

set logical-systems B interfaces [t-1/2/0 unit 5 family inet address 10.10.10.5/30
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set logical-systems B interfaces loO unit 2 family inet address 192.163.6.4/32

set logical-systems B protocols bgp group internal-peers type internal

set logical-systems B protocols bgp group internal-peers local-address 192.163.6.4

set logical-systems B protocols bgp group internal-peers export send-direct

set logical-systems B protocols bgp group internal-peers bfd-liveness-detection
minimum-interval 1000

set logical-systems B protocols bgp group internal-peers neighbor 192.168.40.4

set logical-systems B protocols bgp group internal-peers neighbor 192.168.6.5

set logical-systems B protocols ospf area 0.0.0.0 interface l00.2 passive

set logical-systems B protocols ospf area 0.0.0.0 interface [t-1/2/0.2

set logical-systems B protocols ospf area 0.0.0.0 interface [t-1/2/0.5

set logical-systems B policy-options policy-statement send-direct term 2 from protocol
direct

set logical-systems B policy-options policy-statement send-direct term 2 then accept

set logical-systems B routing-options router-id 192.163.6.4

set logical-systems B routing-options autonomous-system 17

Device C set logical-systems C interfaces [t-1/2/0 unit 6 description to-B

set logical-systems C interfaces [t-1/2/0 unit 6 encapsulation ethernet

set logical-systems C interfaces [t-1/2/0 unit 6 peer-unit 5

set logical-systems C interfaces [t-1/2/0 unit 6 family inet address 10.10.10.6/30

set logical-systems C interfaces loO unit 3 family inet address 192.168.40.4/32

set logical-systems C protocols bgp group internal-peers type internal

set logical-systems C protocols bgp group internal-peers local-address 192.168.40.4

set logical-systems C protocols bgp group internal-peers export send-direct

set logical-systems C protocols bgp group internal-peers bfd-liveness-detection
minimum-interval 1000

set logical-systems C protocols bgp group internal-peers neighbor 192.163.6.4

set logical-systems C protocols bgp group internal-peers neighbor 192.168.6.5

set logical-systems C protocols ospf area 0.0.0.0 interface l00.3 passive

set logical-systems C protocols ospf area 0.0.0.0 interface t-1/2/0.6

set logical-systems C policy-options policy-statement send-direct term 2 from protocol
direct

set logical-systems C policy-options policy-statement send-direct term 2 then accept

set logical-systems C routing-options router-id 192.168.40.4

set logical-systems C routing-options autonomous-system 17

Configuring Device A

Step-by-Step  The following example requires that you navigate various levels in the configuration
Procedure hierarchy. Forinformation about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure Device A:

1. Set the CLI to Logical System A.

user@host> set cli logical-system A

2. Configure the interfaces.

[edit interfaces lt-1/2/0 unit 1]
user@host:A# set description to-B
user@host:A# set encapsulation ethernet
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user@host:A# set peer-unit 2
user@host:A# set family inet address 10.10.10.1/30

[edit interfaces loO unit 1]
user@host:A# set family inet address 192.168.6.5/32

3. Configure BGP.

The neighbor statements are included for both Device B and Device C, even though
Device A is not directly connected to Device C.

[edit protocols bgp group internal-peers]
user@host:A# set type internal
user@host:A# set local-address 192.168.6.5
user@host:A# set export send-direct
user@host:A# set neighbor 192.163.6.4
user@host:A# set neighbor 192.168.40.4

4. Configure BFD.

[edit protocols bgp group internal-peers]
user@host:A# set bfd-liveness-detection minimum-interval 1000

You must configure the same minimum interval on the connecting peer.

5. (Optional) Configure BFD tracing.

[edit protocols bgp group internal-peers]
user@host:A# set traceoptions file bgp-bfd
user@host:A# set traceoptions flag bfd detail

6. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@host:A# set interface lo0.1 passive
user@host:A# set interface lt-1/2/0.1

7. Configure a policy that accepts direct routes.

Other useful options for this scenario might be to accept routes learned through
OSPF or local routes.

[edit policy-options policy-statement send-direct term 2]
user@host:A# set from protocol direct
user@host:A# set then accept

8.  Configure the router ID and the autonomous system (AS) number.

[edit routing-options]
user@host:A# set router-id 192.168.6.5
user@host:A# set autonomous-system 17

9. If you are done configuring the device, enter commit from configuration mode.
Repeat these steps to configure Device B and Device C.
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Results From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host:A# show interfaces
[t-172/0 {
unit1{
description to-B;
encapsulation ethernet;
peer-unit 2;
family inet {
address 10.10.10.1/30;
}
1
}
lo0 {
unit1{
family inet {
address 192.168.6.5/32;
}
1
1

user@host:A# show policy-options
policy-statement send-direct {
term 2 {
from protocol direct;
then accept;
1
1

user@host:A# show protocols
bgp {
group internal-peers {
type internal;
traceoptions {
file bgp-bfd;
flag bfd detail;
}
local-address 192.168.6.5;
export send-direct;
bfd-liveness-detection {
minimum-interval 1000;
}
neighbor 192.163.6.4;
neighbor 192.168.40.4;
1
1
ospf {
area 0.0.0.0 {
interface lo0.1 {
passive;
}
interface lt-1/2/0.];
1

354
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}

user@host:A# show routing-options
router-id 192.168.6.5;
autonomous-system 17;

Verification
Confirm that the configuration is working properly.
« Verifying That BFD Is Enabled on page 355
« Verifying That BFD Sessions Are Up on page 355

« Viewing Detailed BFD Events on page 356

« Viewing Detailed BFD Events After Deactivating and Reactivating a Loopback
Interface on page 357

Verifying That BFD Is Enabled

Purpose \Verify that BFD is enabled between the IBGP peers.

Action From operational mode, enter the show bgp neighbor command. You can use the | match
bfd filter to narrow the output.

user@host:A> show bgp neighbor | match bfd
Options: <BfdEnabled>
BFD: enabled, up
Trace file: /var/log/A/bgp-bfd size 131072 files 10
Options: <BfdEnabled>
BFD: enabled, up
Trace file: /var/log/A/bgp-bfd size 131072 files 10

Meaning The output shows that Logical System A has two neighbors with BFD enabled. When
BFDis not enabled, the output displays BFD: disabled, down, and the <BfdEnabled> option
is absent. If BFD is enabled and the session is down, the output displays BFD: enabled,
down. The output also shows that BFD-related events are being written to a log file
because trace operations are configured.

Verifying That BFD Sessions Are Up

Purpose Verify that the BFD sessions are up, and view details about the BFD sessions.

Action From operational mode, enter the show bfd session extensive command.

user@host:A> show bfd session extensive
Detect Transmit
Address State Interface Time Interval Multiplier
192.163.6.4 Up 3.000 1.000 3
Client BGP, TX interval 1.000, RX interval 1.000
Session up time 00:54:40
Local diagnostic None, remote diagnostic None
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Meaning

Purpose

Action

Remote state Up, version 1

Logical system 12, routing table index 25

Min async interval 1.000, min slow interval 1.000

Adaptive async TX interval 1.000, RX interval 1.000

Local min TX interval 1.000, minimum RX interval 1.000, multiplier 3
Remote min TX interval 1.000, min RX interval 1.000, multiplier 3
Local discriminator 10, remote discriminator 9

Echo mode disabled/inactive

Multi-hop route table 25, local-address 192.168.6.5

Detect Transmit

Address State Interface Time Interval Multiplier
192.168.40.4 Up 3.000 1.000 3
Client BGP, TX interval 1.000, RX interval 1.000

Session up time 00:48:03

Local diagnostic None, remote diagnostic None

Remote state Up, version 1

Logical system 12, routing table index 25

Min async interval 1.000, min slow interval 1.000

Adaptive async TX interval 1.000, RX interval 1.000

Local min TX interval 1.000, minimum RX interval 1.000, multiplier 3
Remote min TX interval 1.000, min RX interval 1.000, multiplier 3

Local discriminator 14, remote discriminator 13

Echo mode disabled/inactive

Multi-hop route table 25, local-address 192.168.6.5

2 sessions, 2 clients
Cumulative transmit rate 2.0 pps, cumulative receive rate 2.0 pps

The TXinterval 1.000, RX interval 1.000 output represents the setting configured with the
minimume-interval statement. All of the other output represents the default settings for
BFD. To modify the default settings, include the optional statements under the
bfd-liveness-detection statement

Viewing Detailed BFD Events

View the contents of the BFD trace file to assist in troubleshooting, if needed.

From operational mode, enter the file show /var/log/A/bgp-bfd command.

user@host:A> file show /var/log/A/bgp-bfd

Aug 15 17:07:25 trace_on: Tracing to "/var/log/A/bgp-bfd"” started

Aug 15 17:07:26.492190 bgp_peer_init: BGP peer 192.163.6.4 (Internal AS 17) local
address 192.168.6.5 not found. Leaving peer idled

Aug 15 17:07:26.493176 bgp_peer_init: BGP peer 192.168.40.4 (Internal AS 17) local
address 192.168.6.5 not found. Leaving peer idled

Aug 15 17:07:32.597979 task_connect: task BGP_17.192.163.6.4+179 addr
192.163.6.4+179: No route to host

Aug 15 17:07:32.599623 bgp_connect_start: connect 192.163.6.4 (Internal AS 17):
No route to host

Aug 15 17:07:36.869394 task_connect: task BGP_17.192.168.40.4+179 addr
192.168.40.4+179: No route to host

Aug 15 17:07:36.870624 bgp_connect_start: connect 192.168.40.4 (Internal AS 17):
No route to host

Aug 15 17:08:04.599220 task_connect: task BGP_17.192.163.6.4+179 addr

356

Copyright © 2017, Juniper Networks, Inc.



Chapter 12: Configuring BFD for a BGP Session

192.163.6.4+179: No route to host

Aug 15 17:08:04.601135 bgp_connect_start: connect 192.163.6.4 (Internal AS 17):
No route to host

Aug 15 17:08:08.869717 task_connect: task BGP_17.192.168.40.4+179 addr
192.168.40.4+179: No route to host

Aug 15 17:08:08.869934 bgp_connect_start: connect 192.168.40.4 (Internal AS 17):
No route to host

Aug 15 17:08:36.603544 advertising receiving-speaker only capabilty to neighbor
192.163.6.4 (Internal AS 17)

Aug 15 17:08:36.606726 bgp_read_message: 192.163.6.4 (Internal AS 17): O bytes
buffered

Aug 15 17:08:36.609119 Initiated BFD session to peer 192.163.6.4 (Internal AS
17): address=192.163.6.4 ifindex=0 ifname=(none) txivI=1000 rxivI=1000 mult=3

ver=255

Aug 15 17:08:36.734033 advertising receiving-speaker only capabilty to neighbor
192.168.40.4 (Internal AS 17)

Aug 15 17:08:36.738436 Initiated BFD session to peer 192.168.40.4 (Internal AS
17): address=192.168.40.4 ifindex=0 ifname=(none) txivIl=1000 rxivI=1000 mult=3

ver=255

Aug 15 17:08:40.537552 BFD session to peer 192.163.6.4 (Internal AS 17) up

Aug 15 17:08:40.694410 BFD session to peer 192.168.40.4 (Internal AS 17) up

Meaning Before the routes are established, the No route to host message appears in the output.
After the routes are established, the last two lines show that both BFD sessions come

up.

Viewing Detailed BFD Events After Deactivating and Reactivating a Loopback
Interface

Purpose Check to see what happens after bringing down a router or switch and then bringing it
back up. To simulate bringing down a router or switch, deactivate the loopback interface
on Logical System B.

Action 1. From configuration mode, enter the deactivate logical-systems B interfaces loO unit 2
family inet command.

user@host:A# deactivate logical-systems B interfaces loO unit 2 family inet
user@host:A# commit

2. From operational mode, enter the file show /var/log/A/bgp-bfd command.

user@host:A> file show /var/log/A/bgp-bfd

Aug 15 17:20:55.995648 bgp_read_v4 _message:9747: NOTIFICATION received from
192.163.6.4 (Internal AS 17): code 6 (Cease) subcode 6 (Other Configuration
Change)

Aug 15 17:20:56.004508 Terminated BFD session to peer 192.163.6.4 (Internal
AS 17)

Aug 15 17:21:28.007755 task_connect: task BGP_17.192.163.6.4+179 addr
192.163.6.4+179: No route to host

Aug 15 17:21:28.008597 bgp_connect_start: connect 192.163.6.4 (Internal AS
17): No route to host
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3. From configuration mode, enter the activate logical-systems B interfaces loO unit 2
family inet command.

user@host:A# activate logical-systems B interfaces loO unit 2 family inet
user@host:A# commit

4. From operational mode, enter the file show /var/log/A/bgp-bfd command.

user@host:A> file show /var/log/A/bgp-bfd

Aug 15 17:25:53.623743 advertising receiving-speaker only capabilty to neighbor
192.163.6.4 (Internal AS 17)

Aug 15 17:25:53.631314 Initiated BFD session to peer 192.163.6.4 (Internal AS
17): address=192.163.6.4 ifindex=0 ifname=(none) txivI=1000 rxivI=1000 mult=3
ver=255

Aug 15 17:25:57.570932 BFD session to peer 192.163.6.4 (Internal AS 17) up

« Understanding BFD Authentication for BGP on page 358

Understanding BFD Authentication for BGP

Bidirectional Forwarding Detection protocol (BFD) enables rapid detection of
communication failures between adjacent systems. By default, authentication for BFD
sessions is disabled. However, when you run BFD over Network Layer protocols, the risk
of service attacks can be significant. We strongly recommmend using authentication if you
are running BFD over multiple hops or through insecure tunnels. Beginning with Junos OS
Release 9.6, Junos OS supports authentication for BFD sessions running over BGP. BFD
authentication is not supported on MPLS OAM sessions. BFD authentication is only
supported in the Canada and United States version of the Junos OS image and is not
available in the export version.

You authenticate BFD sessions by specifying an authentication algorithm and keychain,
and then associating that configuration information with a security authentication
keychain using the keychain name.

The following sections describe the supported authentication algorithms, security
keychains, and level of authentication that can be configured:

. BFD Authentication Algorithms on page 359

« Security Authentication Keychains on page 359

« Strict Versus Loose Authentication on page 360

358
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BFD Authentication Algorithms
Junos OS supports the following algorithms for BFD authentication:

. simple-password—Plain-text password. One to 16 bytes of plain text are used to
authenticate the BFD session. One or more passwords can be configured. This method
is the least secure and should be used only when BFD sessions are not subject to packet
interception.

. keyed-md5—Keyed Message Digest 5 hash algorithm for sessions with transmit and
receive intervals greater than 100 ms. To authenticate the BFD session, keyed MD5
uses one or more secret keys (generated by the algorithm) and a sequence number
that is updated periodically. With this method, packets are accepted at the receiving
end of the session if one of the keys matches and the sequence number is greater than
or equal to the last sequence number received. Although more secure than a simple
password, this method is vulnerable to replay attacks. Increasing the rate at which the
sequence number is updated can reduce this risk.

- meticulous-keyed-md5—Meticulous keyed Message Digest 5 hash algorithm. This
method works in the same manner as keyed MD5, but the sequence numberis updated
with every packet. Although more secure than keyed MD5 and simple passwords, this
method might take additional time to authenticate the session.

. keyed-sha-1—Keyed Secure Hash Algorithm | for sessions with transmit and receive
intervals greater than 100 ms. To authenticate the BFD session, keyed SHA uses one
or more secret keys (generated by the algorithm) and a sequence number that is
updated periodically. The key is not carried within the packets. With this method,
packets are accepted at the receiving end of the session if one of the keys matches
and the sequence number is greater than the last sequence number received.

- meticulous-keyed-sha-1—Meticulous keyed Secure Hash Algorithm I. This method
works in the same manner as keyed SHA, but the sequence number is updated with
every packet. Although more secure than keyed SHA and simple passwords, this method
might take additional time to authenticate the session.

0 NOTE: Nonstop active routing (NSR) is not supported with
meticulous-keyed-md5 and meticulous-keyed-sha-1 authentication
algorithms. BFD sessions using these algorithms might go down after a
switchover.

Security Authentication Keychains

The security authentication keychain defines the authentication attributes used for
authentication key updates. When the security authentication keychain is configured and
associated with a protocol through the keychain name, authentication key updates can
occur without interrupting routing and signaling protocols.

The authentication keychain contains one or more keychains. Each keychain contains
one or more keys. Each key holds the secret data and the time at which the key becomes
valid. The algorithm and keychain must be configured on both ends of the BFD session,
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and they must match. Any mismatch in configuration prevents the BFD session from
being created.

BFD allows multiple clients per session, and each client can have its own keychain and
algorithm defined. To avoid confusion, we recommend specifying only one security
authentication keychain.

Strict Versus Loose Authentication

Related
Documentation

By default, strict authentication is enabled and authentication is checked at both ends
of each BFD session. Optionally, to smooth migration from nonauthenticated sessions
to authenticated sessions, you can configure loose checking. When loose checking is
configured, packets are accepted without authentication being checked at each end of
the session. This feature is intended for transitional periods only.

. Example: Configuring BFD Authentication for BGP on page 360

. bfd-liveness-detection on page 1001 statement

. authentication-key-chains statement in the Junos OS Administration Library
. show bfd session command in the CLI Explorer

« Example: Configuring BFD on Internal BGP Peer Sessions on page 348

Example: Configuring BFD Authentication for BGP

Beginning with Junos OS Release 9.6, you can configure authentication for BFD sessions
running over BGP. Only three steps are needed to configure authentication on a BFD
session:

1. Specify the BFD authentication algorithm for the BGP protocol.

2. Associate the authentication keychain with the BGP protocol.

3. Configure the related security authentication keychain.

The following sections provide instructions for configuring and viewing BFD authentication
on BGP:

« Configuring BFD Authentication Parameters on page 360

« Viewing Authentication Information for BFD Sessions on page 362

Configuring BFD Authentication Parameters

BFD authentication can be configured for the entire BGP protocol, or a specific BGP group,
neighbor, or routing instance.

360
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The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in Configuration
Mode in the CL/ User Guide.

To configure BFD authentication:

1. Specify the algorithm (keyed-md5, keyed-sha-1, meticulous-keyed-md5,
meticulous-keyed-sha-1, or simple-password) to use.

[edit]

user@host# set protocols bgp bfd-liveness-detection authentication algorithm
keyed-sha-1

user@host# set protocols bgp group bgp-grl1 bfd-liveness-detection authentication
algorithm keyed-sha-1

user@host# set protocols bgp group bgp-gr1 neighbor10.10.10.7 bfd-liveness-detection
authentication algorithm keyed-sha-1

0 NOTE: Nonstop active routing is not supported with
meticulous-keyed-md5 and meticulous-keyed-sha-1 authentication
algorithms. BFD sessions using these algorithms might go down after a
switchover.

2. Specify the keychain to be used to associate BFD sessions on BGP with the unique
security authentication keychain attributes.

The keychain name you specify must match a keychain name configured at the [edit
security authentication key-chains] hierarchy level.

[edit]

user@host# set protocols bgp bfd-liveness-detection authentication keychain bfd-bgp

user@host# set protocols bgp group bgp-gr1 bfd-liveness-detection authentication
keychain bfd-bgp

user@host# set protocols bgp group bgp-gr1 neighbor10.10.10.7 bfd-liveness-detection
authentication keychain bfd-bgp

e NOTE: The algorithm and keychain must be configured on both ends of
the BFD session, and they must match. Any mismatch in configuration
prevents the BFD session from being created.

3. Specify the unique security authentication information for BFD sessions:
. The matching keychain name as specified in Step 2.

. At least one key, a unique integer between 0 and 63. Creating multiple keys allows
multiple clients to use the BFD session.

. The secret data used to allow access to the session.

. The time at which the authentication key becomes active, in the format
yyyy-mm-dd.hh:mm:ss.
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[edit security]
user@host# set authentication-key-chains key-chain bfd-bgp key 53 secret
SABCI123$SABC123 start-time 2009-06-14.10:00:00

4. (Optional) Specify loose authentication checking if you are transitioning from
nonauthenticated sessions to authenticated sessions.

[edit]

user@host# set protocols bgp bfd-liveness-detection authentication loose-check

user@host# set protocols bgp group bgp-gr1 bfd-liveness-detection authentication
loose-check

user@host# set protocols bgp group bgp-gr1 neighbor10.10.10.7 bfd-liveness-detection
authentication loose-check

5. (Optional) View your configuration using the show bfd session detail or show bfd
session extensive command.

6. Repeat these steps to configure the other end of the BFD session.

0 NOTE: BFDauthenticationisonly supportedinthe Canada and United States
version of the Junos OS image and is not available in the export version.

Viewing Authentication Information for BFD Sessions

You can view the existing BFD authentication configuration using the show bfd session
detail and show bfd session extensive commands.

The following example shows BFD authentication configured for the bgp-gr1 BGP group.
It specifies the keyed SHA-1 authentication algorithm and a keychain name of bfd-bgp.
The authentication keychain is configured with two keys. Key 1 contains the secret data
“SABCI123$SABC123” and a start time of June 1, 2009, at 9:46:02 AM PST. Key 2 contains
the secret data “SABC123$ABC123” and a start time of June 1, 2009, at 3:29:20 PM PST.

[edit protocols bgp]
group bgp-gr1 {
bfd-liveness-detection {
authentication {
algorithm keyed-sha-1;
key-chain bfd-bgp;
1
1
}
[edit security]
authentication key-chains {
key-chain bfd-bgp {
key 1{
secret “$ABC123$ABC1237;
start-time “2009-6-1.09:46:02 -0700";
}
key 2 {
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show bfd session detail

secret “$ABCI123$ABC1237;
start-time “2009-6-1.15:29:20 -07007;
}
1
1

If you commit these updates to your configuration, you see output similar to the following.
In the output for the show bfd session detail command, Authenticate is displayed to
indicate that BFD authentication is configured. For more information about the
configuration, use the show bfd session extensive command. The output for thiscommand
provides the keychain name, the authentication algorithm and mode for each client in
the session, and the overall BFD authentication configuration status, keychain name,
and authentication algorithm and mode.

user@host# show bfd session detail

Detect Transmit

Address State Interface Time Interval Multiplier
192.0.2.2 Up ge-0/1/5.0 0.900 0.300 3
Client BGP, TX interval 0.300, RX interval 0.300, Authenticate

Session up time 3d 00:34

Local diagnostic None, remote diagnostic NbrSignal

Remote state Up, version 1

Replicated

show bfd session extensive

Related
Documentation

user@host# show bfd session extensive
Detect Transmit
Address State Interface Time Interval Multiplier
192.0.2.2 Up ge-0/1/5.0 0.900 0.300 3
Client BGP, TX interval 0.300, RX interval 0.300, Authenticate
keychain bfd-bgp, algo keyed-sha-1, mode strict

Session up time 00:04:42

Local diagnostic None, remote diagnostic NbrSignal

Remote state Up, version 1

Replicated

Min async interval 0.300, min slow interval 1.000

Adaptive async TX interval 0.300, RX interval 0.300

Local min TX interval 0.300, minimum RX interval 0.300, multiplier 3
Remote min TX interval 0.300, min RX interval 0.300, multiplier 3

Local discriminator 2, remote discriminator 2

Echo mode disabled/inactive

Authentication enabled/active, keychain bfd-bgp, algo keyed-sha-1, mode strict

« Understanding BFD Authentication for BGP on page 358

« bfd-liveness-detection on page 1001

« Example: Configuring BFD for BGP

. authentication-key-chains statement in the Junos OS Administration Library

. show bfd session commmand in the CLI Explorer
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« Enabling Load Balancing for a BGP Session on page 367
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Enabling Load Balancing for a BGP
Session

« Understanding BGP Multipath on page 368
« Example: Load Balancing BGP Traffic on page 369
« Example: Configuring Single-Hop EBGP Peers to Accept Remote Next Hops on page 374

« Understanding Load Balancing for BGP Traffic with Unequal Bandwidth Allocated to
the Paths on page 386

« Example: Load Balancing BGP Traffic with Unequal Bandwidth Allocated to the
Paths on page 387

« Understanding the Advertisement of Multiple Paths to a Single Destination in
BGP on page 396

« Example: Advertising Multiple Paths in BGP on page 397

« Example: Configuring Selective Advertising of BGP Multiple Paths for Load
Balancing on page 424

« Example: Configuring a Routing Policy to Select and Advertise Multipaths Based on
BGP Community Value on page 436

« Configuring Recursive Resolution over BGP Multipath on page 447

« Configuring Consistent Load Balancing for ECMP Groups on page 449

« Understanding Entropy Label for BGP Labeled Unicast LSP on page 452

« Configuring an Entropy Label for a BGP Labeled Unicast LSP on page 455

« Example: Configuring an Entropy Label for a BGP Labeled Unicast LSP on page 456

« Use Case for BGP Prefix Independent Convergence for Inet, Inet6, or Labeled
Unicast on page 475

« Configuring BGP Prefix Independent Convergence for Inet on page 476
« Example: Configuring BGP Prefix Independent Convergence for Inet on page 480
« FAT Pseudowire Support for BGP L2VPN and VPLS Overview on page 495

« Configuring FAT Pseudowire Support for BGP L2VPN to Load-Balance MPLS
Traffic on page 496

« Example: Configuring FAT Pseudowire Support for BGP L2VPN to Load-Balance MPLS
Traffic on page 497
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« Configuring FAT Pseudowire Support for BGP VPLS to Load-Balance MPLS
Traffic on page 523

« Example: Configuring FAT Pseudowire Support for BGP VPLS to Load-Balance MPLS
Traffic on page 524

Understanding BGP Multipath

Related
Documentation

BGP multipath allows you to install multiple internal BGP paths and multiple external
BGP paths to the forwarding table. Selecting multiple paths enables BGP to load-balance
traffic across multiple links.

A pathis considered a BGP equal-cost path (and is used for forwarding) if the BGP path
selection process performs a tie-break after comparing the IGP cost to the next-hop. By
default, all paths with the same neighboring AS, learned by a multipath-enabled BGP
neighbor are considered in the multipath selection process.

BGP, typically selects only one best path for each prefix and installs that route in the
forwarding table. When BGP multipath is enabled, the device selects multiple equal-cost
BGP paths to reach a given destination, and all these paths are installed in the forwarding
table. BGP advertises only the active path to its neig