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About the Documentation
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• Documentation Conventions on page xxxi

• Documentation Feedback on page xxxiii

• Requesting Technical Support on page xxxiii

Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at http://www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

• MXSeries

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.
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If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.

Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }
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2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xxxi defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xxxii defines the text and syntax conventions used in this guide.
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Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can provide feedback by using either of the following

methods:

• Online feedback rating system—On any page of the Juniper Networks TechLibrary site

athttp://www.juniper.net/techpubs/index.html, simply click the stars to rate thecontent,

and use the pop-up form to provide us with information about your experience.

Alternately, you can use the online feedback form at

http://www.juniper.net/techpubs/feedback/.

• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need post-sales technical support,

you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:
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• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

http://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html.
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PART 1

Configuring Dynamic Class of Service

• CoS for Subscriber Access and Interfaces Overview on page 3

• Configuring Scheduling and Shaping for Subscriber Access on page 11

• Configuring Hierarchical CoS Scheduling on MPLS Ethernet Pseudowire Subscriber

Interfaces on page 25

• Allocating Dedicated Queues for Each Logical Interface Using Per-Unit

Scheduling on page 41

• Configuring Dedicated Queue Scaling with Hierarchical CoS or Per-Unit

Scheduling on page 53

• Shaping Downstream Traffic Based on Frames or Cells on page 59

• Applying CoS to Households or Individual Subscribers Using ACI-Based Dynamic

VLANs on page 73

• Applying CoS to Households or Individual Subscribers Using Access Line Identifier

Dynamic VLANs on page 81

• Managing Excess Bandwidth Distribution and Traffic Bursts on page 89

• Applying CoS Using Parameters Received from RADIUS on page 95

• Modifying a Subscriber’s Shaping Characteristics After a Subscriber is

Instantiated on page 119

• Applying CoS to Groups of Subscriber Interfaces on page 123

• Applying CoS to Subscriber Interfaces on page 145
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CHAPTER 1

CoS for Subscriber Access and Interfaces
Overview

• CoS for Subscriber Access Overview on page 3

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• CoS for Aggregated Ethernet Subscriber Interfaces Overview on page 8

• CoS for PPPoE Subscriber Interfaces Overview on page 9

CoS for Subscriber Access Overview

This topic describes class-of-service (CoS) functionality for dynamic subscriber access.

JunosCoS enables you to divide traffic into classes and offer various levels of throughput

and packet losswhen congestion occurs. This functionality allows packet loss to happen

according to rules that youconfigure. The JunosCoS featuresprovideasetofmechanisms

that you can use to provide differentiated services when best-effort traffic delivery is

insufficient.

In a subscriber access environment, service providers want to provide video, voice, and

data services over the same network for subscribers. Subscriber traffic is delivered from

theaccessnetwork, througha router, throughaswitchedEthernetnetwork, toanEthernet

digital subscriber lineaccessmultiplexer (DSLAM).TheDSLAMforwards thesubscriber’s

traffic to the residential gateway over a digital subscriber line (DSL). AnMXSeries router

that is installed in a subscriber access network as an edge router can perform subscriber

management functions that include subscriber identification and per-subscriber CoS.

In a subscriber access network, a subscriber is an authenticated user—a user that has

logged in to the access network at a subscriber interface and then been verified by the

configured authentication server and subsequently granted initial CoS services.

Subscribers can be identified statically or dynamically. In this network, subscribers are

mapped to VLANs, demux, or PPPoE interfaces.

You can configure the router to provide hierarchical scheduling or per-unit scheduling for

subscribers:

• Hierarchical CoS enables you to apply traffic scheduling and queuing parameters

(which can include a delay-buffer bandwidth) and packet transmission scheduling

parameters (which can include buffer management parameters) to an individual
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subscriber interface rather than to all interfaces configured on the port. Hierarchical

CoS enables you to dynamically modify queues when subscribers require services.

• Per-unit scheduling enables one set of output queues for each logical interface

configured under the physical interface. In per-unit scheduling configurations, each

Layer 3 scheduler node is allocated a dedicated set of queues.

Because the interface sets corresponding to VLANs using agent-circuit-identifier

information are created dynamically, you can apply CoS attributes, such as shaping, at

thehousehold level. Youmust set anddefine theCoSpolicy for theagent-circuit-identifier

virtualVLAN interfacesetusing thedynamicprofile for theagent-circuit-identifier interface

set (not the subscriber profile). CoS on dynamic VLANs includes support for level 3 or

level 2 scheduler nodes for adynamic interface set. Youcanalsoconfigurea traffic-control

profile anda remaining traffic-control profile for adynamic interface set. CoSondynamic

VLANs enables you to configure a dynamic scheduler map for a traffic-control profile

that is used by a dynamic interface set. In this case, the dynamic scheduler mapmust

use the unique ID format.

Related
Documentation

Understanding Hierarchical CoS for Subscriber Interfaces•

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Static Hierarchical Scheduling in a Dynamic Profile

• Configuring Per-Unit Scheduling in a Dynamic Profile on page 42

Guidelines for Configuring Dynamic CoS for Subscriber Access

This topic describes the guidelines for configuring dynamic CoS in a subscriber access

environment.

Configuration Guidelines for Hierarchical CoS and Per-Unit Scheduling

You can configure dynamic CoS with one of the following scheduling configurations:

• For hierarchical scheduling configurations, youmust enable hierarchical scheduling in

the static CLI for the interface referenced in the dynamic profile. If not, the dynamic

profile fails.

• For per-unit scheduling configurations, youmust enable per-unit scheduling in the

static CLI for the interface referenced in the dynamic profile. If not, the dynamic profile

fails and schedulers are not attached to the interface.

Junos software supports either per-unit scheduling or hierarchical scheduling on an

interface. You cannot run both types of scheduling at the same time. If CoS is active on

an interface, and you change the type of scheduling configuredon the interface, all traffic

is dropped upon egress from the interface.
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Configuration Guidelines for Dynamic Scheduling and Queuing

When configuring scheduling and queuing for subscriber access, consider the following

guidelines:

• To improve CoS performance in IPv4, IPv6, and dual-stack networks that use a DHCP

access model, we recommend that you use the aggregate-clients replace statement

rather than the aggregate-clientsmerge statement.

• You configure the traffic scheduling and shaping parameters in a traffic-control profile

within the dynamic profile. You can configure the scheduler map and schedulers in a

dynamic profile or in the [edit class-of-service] hierarchy. Youmust statically configure

the remainingCoSparameters, suchashierarchical scheduling, classifiers, dropprofiles,

and forwarding classes, in the [edit class-of-service] hierarchy.

• You can configure only one traffic-control-profile under a dynamic profile.

• Youmust define the output-traffic-control-profile that binds the traffic-control profile

to the interface within the same dynamic profile as the interface.

• Werecommend that youprovidedifferentnames for the schedulersdefined indynamic

profiles that are used for access and services. For example, if there are two dynamic

profiles, voice-profile and video-profile, provide unique names for the schedulers

defined under those profiles.

• Youmust use a service dynamic profile with a different profile name for each RADIUS

CoA request over the same logical interface.

• When you configure scheduler and schedulermap sharing in client profiles, schedulers

and schedulermapsmust use the unique ID format. If the client profile uses the unique

ID format and you want to have either scheduler or scheduler map sharing for service

activation, youmust configure the service profile in unique ID format.

Configuration Guidelines for Dynamic Classifiers and Rewrite Rules

When you configure classifiers and rewrite rules for subscriber access, consider the

following guidelines:

• To apply classifiers and rewrite rules to a subscriber interface in a dynamic profile, you

must configure the rewrite rule and classifier definitions in the static [edit

class-of-service] hierarchy and reference them in the dynamic profile.

• If a static classifier or a rewrite rule definition that is referenced by a dynamic

subscriber interface does not exist, the configuration is invalid and the subscriber

cannot log in.

• If a network administrator changes the static classifiers and rewrite rules definitions

that are referenced in a dynamic profile with an active subscriber interface logged

in, the changes are applied to the active subscriber interface immediately.

• If a network administrator deletes a classifier or a rewrite rule definition that is

referenced by an active dynamic subscriber interface, the system removes the

classifier or rewrite rule binding from the interface. The classifier is replaced by the

default classifier. If the network administrator adds the removed classifier or rewrite
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rule to the configuration while the dynamic interface is active, the addition does not

take effect until the subscriber logs out and then logs in again.

• IPdemux interfacescanonly instantiateLayer 3 rules (both rewrite rulesandclassifiers).

• An IPdemuxsubscriber interfacecan implicitly inherit a classifier fromtheunderlying

interface. If an IPdemux interface is createdwithoutaclassifier andaLayer 2 classifier

is attached to the underlying interface, the IP demux interface also inherits the Layer

2 classifier. The show class-of-service interface interface-name command does not

display this attachment.

Table3onpage6 lists theclassification rule configuration for an IPdemuxsubscriber

interface with a VLAN underlying interface.

Table 3: IP Demux Classification Rules

Resulting Classifier
Configuration

IP Demux Interface
Classifier Configuration

VLAN Underlying Interface
Classifier Configuration

VLAN Layer 2—Layer 2

Demux Layer 3Layer 3Layer 2

Default—Layer 3

Demux Layer 3Layer 3Layer 3

• An IP demux subscriber interface explicitly inherits Layer 2 rewrite rules from the

underlying interface if a Layer 2 rewrite rule is present. The show class-of-service

interface interface-name command displays the attachment.

Table 4 on page 6 lists the rewrite rule configuration for an IP demux subscriber

interface with a VLAN underlying interface.

Table 4: IP Demux Rewrite Rules

Resulting Rewrite Rule
Configuration

IP Demux Interface
Rewrite Rule
Configuration

VLAN Underlying Interface
Rewrite Rule Configuration

VLAN Layer 2—Layer 2

VLAN Layer 2 and demux Layer 3Layer 3Layer 2

Default—Layer 3

Demux Layer 3Layer 3Layer 3

• An L2TP subscriber interface can implicitly inherit a classifier from the underlying

interface.

Table 5 on page 7 lists the classification rule configuration for an L2TP LAC

subscriber interface with a VLAN underlying interface.
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Table 5: L2TP Classification Rules

Resulting Classifier
Configuration

L2TP LAC Classifier
Configuration

VLAN Underlying Interface
Classifier Configuration

VLAN Layer 2 or FixedLayer 2 or FixedLayer 2 or Fixed

Demux/PPPoE Layer 3Layer 3Layer 2 or Fixed

VLAN Layer 2 or FixedLayer 2 or FixedLayer 3

Demux/PPPoE Layer 3Layer 3Layer 3

• An L2TP LAC subscriber interface explicitly inherits Layer 2 rewrite rules from the

underlying interface if a Layer 2 rewrite rule is present. Table 6 on page 7 lists the

rewrite rule configuration foranL2TPLACsubscriber interfacewithaVLANunderlying

interface.

Table 6: L2TP LAC Rewrite Rules

Resulting Rewrite Rule
Configuration

L2TP Interface Rewrite
Rule Configuration

VLAN Underlying
Interface Rewrite Rule
Configuration

VLAN Layer 2Layer 2Layer 2

VLAN Layer 2 and demux/PPPoE
Layer 3

Layer 3Layer 2

VLAN Layer 2 and demux/PPPoE
Layer 3

Layer 2Layer 3

Demux/PPPoE Layer 3Layer 3Layer 3

Related
Documentation

CoS for Subscriber Access Overview on page 3•

• Understanding Hierarchical CoS for Subscriber Interfaces

• Configuring Static Hierarchical Scheduling in a Dynamic Profile

• Configuring Per-Unit Scheduling in a Dynamic Profile on page 42

• Configuring Static CoS for an L2TP LNS Inline Service

7Copyright © 2017, Juniper Networks, Inc.

Chapter 1: CoS for Subscriber Access and Interfaces Overview



CoS for Aggregated Ethernet Subscriber Interfaces Overview

You can apply static or dynamic hierarchical CoS to a scheduler node at the aggregated

Ethernet logical interface, its underlying physical interface, or an interface set.

When you configure CoS for aggregated Ethernet interfaces, consider the following

guidelines:

• Configure theaggregatedEthernet logical interfaceover twophysical interfacescapable

of performing hierarchical scheduling.

• For VLAN subscriber interfaces over aggregated Ethernet, youmust enable link

protection on the aggregated Ethernet interface for hierarchical CoS to operate.

• Link protection is not required for IP or demux subscriber interfaces over aggregated

Ethernet.We recommend that youenable targeteddistributionon thedemux interface

to provide accurate hierarchical scheduling for these links.

• Keep the following guidelines in mind when configuring interface sets of aggregated

Ethernet interfaces:

• Sets of aggregated Ethernet interfaces are supported onMPC/MIC interfaces onMX

Series routers only.

• The supported logical interfaces for aggregated Ethernet in an interface set include

VLAN demux interfaces, IP demux interfaces, and PPPoE logical interfaces over

VLAN demux interfaces.

• The linkmembership list and scheduler mode of the interface set are inherited from

the underlying aggregated Ethernet interface over which the interface set is

configured.

• When an aggregated Ethernet interface operates in link protection mode, or if the

scheduler mode is configured to replicatemember links, the scheduling parameters

of the interface set are copied to each of the member links.

• If the scheduler mode of the aggregated Ethernet interface is set to scale member

links, the scheduling parameters are scaled based on the number of activemember

links and applied to each of the aggregated interface member links.

Related
Documentation

Understanding Hierarchical CoS for Subscriber Interfaces•

• Configuring Hierarchical CoS for a Subscriber Interface of Aggregated Ethernet Links

• Configuring an Interface Set of Subscribers in a Dynamic Profile on page 126

• Static or Dynamic Demux Subscriber Interfaces over Aggregated Ethernet Overview

• Static and Dynamic VLAN Subscriber Interfaces over Aggregated Ethernet Overview

• Distribution of Demux Subscribers in an Aggregated Ethernet Interface
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CoS for PPPoE Subscriber Interfaces Overview

For all supported hardware platforms, you can attach an output traffic-control profile

that contains basic shaping and scheduling properties directly to a static or dynamic

PPPoE interface. In this type of scenario, you can use each PPPoE interface to represent

a household and shape all of the household traffic to an aggregate rate. Each forwarding

class ismapped to a queue, and represents one type of services provided to a household

customer.

For MPCs that support hierarchical scheduling, you can shape subscriber or access node

traffic at different levels of the PPPoE interface hierarchy by attaching traffic-control

profiles to interface sets that contain PPPoEmembers.

MPCs support subscriber interfaceswithPPPoEencapsulationover aggregatedEthernet

interfaces.ThesePPPoEsubscriber interfacesareconfiguredoverVLANdemux interfaces,

which are also configured over Aggregated Ethernet interfaces.

You can configure 802.3ad link aggregation group (LAG) stateful port and dense port

concentrator (DPC) redundancy. This provides targeted distribution of non-replicated

(stacked) PPPoE or IP demux links over VLAN demux links, which in turn are over an

aggregated Ethernet (AE) logical interface. Service providers with PPPoE or IP demux

interfaces for CoS configurations can provide DPC and port redundancy to subscribers.

NOTE: For static PPPoE underlying logical interfaces, use PPPoE interface
sets.

Related
Documentation

• Understanding Hierarchical CoS for Subscriber Interfaces

• Configuring Static Hierarchical Scheduling in a Dynamic Profile

• Configuring Hierarchical CoS on a Static PPPoE Subscriber Interface

• CoS on Enhanced IQ2 PICs Overview
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CHAPTER 2

Configuring Scheduling and Shaping for
Subscriber Access

• Configuring Traffic Scheduling and Shaping for Subscriber Access on page 11

• Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 13

• Configuring Scheduler and Scheduler Map Sharing on page 19

• Example: Providing Unique Rate Configurations for Schedulers in a Dynamic

Profile on page 21

• Example: Configuring Aggregate Scheduling of Queues for Residential Subscribers on

Static IP Demux Interfaces on page 21

• Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 23

Configuring Traffic Scheduling and Shaping for Subscriber Access

You use traffic-control profiles to configure traffic shaping and scheduling properties.

Youcanchoose toconfigure static valuesordynamicvariables for theshapingparameters.

The values for the dynamic variables are obtained from RADIUS when a subscriber logs

in or when a subscriber changes services.

You cannot configure a traffic-control profile that contains a combination of static and

dynamic parameters.

This topic includes the following tasks:

• Configuring Static Traffic Shaping and Scheduling Parameters in a Dynamic

Profile on page 11

• Configuring Dynamic Traffic Shaping and Scheduling Parameters in a Dynamic

Profile on page 12

Configuring Static Traffic Shaping and Scheduling Parameters in a Dynamic Profile

To configure static traffic shaping and scheduling parameters in a traffic-control profile:

1. Create the traffic-control profile and assign a name.

[edit dynamic-profiles business-profile class-of-service]
user@host# edit traffic-control-profiles profile-name
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2. Apply a static scheduler map that has been configured in the [edit class-of-service]

hierarchy.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]

user@host# set scheduler-mapmap-name

3. Configure the shaping rate to be used in the dynamic profile.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]

user@host# set shaping-rate (rate <burst-size bytes>

4. Configure the guaranteed rate to be used in the dynamic profile.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]

user@host# set guaranteed-rate (rate <burst-size bytes>

5. Configure the delay-buffer rate.

If you do not include this statement, the delay-buffer rate is based on the guaranteed

rate if one is configured, or on the shaping rate if no guaranteed rate is configured.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]

user@host# set delay-buffer-rate (percent percentage | rate)

Configuring Dynamic Traffic Shaping and Scheduling Parameters in a Dynamic Profile

Youcanconfigure variables for the traffic shapingandschedulingparameters. Thevalues

for the parameters are dynamically obtained by RADIUS when a subscriber logs in or

changes a service.

To configure dynamic traffic-control profiles in a dynamic profile:

1. Create the traffic-control profile.

[edit dynamic-profiles business-profile class-of-service]
user@host# edit traffic-control-profiles profile-name

2. Reference a dynamic scheduler map.

Theschedulermap isdynamically configured in the [editdynamic-profilesprofile-name

class-of-service scheduler-maps] hierarchy.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]

user@host# set scheduler-map $junos-cos-scheduler-map

3. Configure the shaping rate variable.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]

user@host# set shaping-rate $junos-cos-shaping-rate <burst-size bytes>
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4. Configure the guaranteed rate variable.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]

user@host# set guaranteed-rate $junos-cos-guaranteed-rate <burst-size [ bytes |
$junos-cos-guaranteed-rate-burst]>

5. Configure a variable for the delay-buffer rate.

If you do not include this statement, the delay-buffer rate is based on the guaranteed

rate if one is configured, or the shaping rate if no guaranteed rate is configured.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]

user@host# set delay-buffer-rate $junos-cos-delay-buffer-rate

Related
Documentation

For hardware requirementsandconfigurationguidelines, seeGuidelines forConfiguring

Dynamic CoS for Subscriber Access on page 4

•

• CoS for Subscriber Access Overview on page 3

• Configuring Static Hierarchical Scheduling in a Dynamic Profile

• Example: Maintaining a Constant Traffic Flow by Configuring a Static VLAN Interface

with a Dynamic Profile for Subscriber Access

• Example: Configuring Dynamic Hierarchical Scheduling for Subscribers

• Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 23

Configuring Schedulers in a Dynamic Profile for Subscriber Access

You use schedulers to define the parameters of output queues. These properties include

the amount of interface bandwidth assigned to the queue, the size of thememory buffer

allocated for storingpackets, thepriority of thequeue, and the tail dropprofilesassociated

with the queue.

You can configure up to four schedulers in a dynamic profile.

Withinadynamicprofile, youcanchoose todefine schedulerswith static values, dynamic

variables, or acombinationof static valuesanddynamicvariables.Thedynamicvariables

enable RADIUS to provide the value for the scheduler parameter when the subscriber

logs in.

• Configuring Static Schedulers in a Dynamic Profile on page 14

• Configuring Dynamic Schedulers with Variables in a Dynamic Profile on page 15

• ConfiguringaCombinationofStatic andDynamicSchedulerParameters in aScheduler

Definition on page 16
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Configuring Static Schedulers in a Dynamic Profile

This topic describes how to configure schedulers with static values in a dynamic profile

for subscriber access.

To configure static scheduling and queuing in a dynamic profile:

1. Configure the scheduler and queuing parameters.

a. Specify the scheduler for which you want to configure parameters.

[edit dynamic-profiles profile-name class-of-service]
user@host# edit schedulers scheduler-name

b. Configure the buffer size.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set buffer-size remainder

c. Configure the drop-profile map and drop profile.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set drop-profile-map loss-priority any protocol any drop-profile d3

d. Configure the priority.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set priority low

e. Configure the transmit rate.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set transmit-rate percent 40

f. Configure the excess rate.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-rate percent 90

g. (Optional) Configure the priority value for the excess-rate.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-priority high

2. Associate the scheduler with a scheduler map.

a. Configure the scheduler map name.

[edit dynamic-profiles profile-name class-of-service]
user@host# set scheduler-maps data-smap

b. Configure the forwarding class.

[edit dynamic-profiles profile-name class-of-service scheduler-mapsmap-name]
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user@host# set forwarding-class be

c. Configure the scheduler.

[edit dynamic-profiles profile-name class-of-service scheduler-mapsmap-name
forwarding-class forwarding-class-name]

user@host# set scheduler be_sch

Configuring Dynamic Schedulers with Variables in a Dynamic Profile

You can configure variables for the dynamic scheduler parameters. These values are

dynamically obtained by RADIUS when a subscriber logs in or changes a service using a

RADIUS change of authorization (CoA)message.

To configure dynamic scheduling and queuing in a dynamic profile:

1. Configure the scheduler and queuing parameters.

a. Specify the scheduler name using a variable.

[edit dynamic-profiles profile-name class-of-service]
user@host# edit schedulers $junos-cos-scheduler

b. Configure the variable for the buffer size.

[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set buffer-size (percent $junos-cos-scheduler-bs | temporal
$junos-cos-scheduler-bs)

c. Configure the variables for the drop-profile maps and the drop profile.

[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set drop-profile-map loss-priority low protocol any drop-profile
$junos-cos-scheduler-low

user@host# set drop-profile-map loss-priority medium-low protocol any
drop-profile $junos-cos-scheduler-medium-low

user@host# set drop-profile-map loss-priority medium-high protocol any
drop-profile $junos-cos-scheduler-medium-high

user@host# set drop-profile-map loss-priority high protocol any drop-profile
$junos-cos-scheduler-high

user@host# set drop-profile-map loss-priority any protocol any drop-profile
$junos-cos-scheduler-any

d. Configure the variable for the priority.

[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set priority $junos-cos-scheduler-pri

e. Configure the variable for the transmit rate.

[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set transmit-rate $junos-cos-scheduler-tx
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f. Configure the variable for the excess rate.

[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set excess-rate percent $junos-cos-scheduler-excess-rate

g. Configure the variable for the priority of the excess-rate.

[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set excess-priority $junos-cos-scheduler-excess-priority

2. Associate the scheduler with a scheduler map.

a. Configure the scheduler map name.

[edit dynamic-profiles profile-name class-of-service]
user@host# edit scheduler-maps scheduler-map-name

b. Configure the forwarding class.

[edit dynamic-profiles profile-name class-of-service scheduler-maps
scheduler-map-name]

user@host# set forwarding-class be

c. Configure the scheduler.

[edit dynamic-profiles profile-name class-of-service scheduler-maps
scheduler-map-name]

user@host# set scheduler $junos-cos-scheduler

ConfiguringaCombinationofStaticandDynamicSchedulerParameters inaSchedulerDefinition

Within a dynamic profile, you can choose to configure one dynamic scheduler definition,

or combinestatic anddynamic schedulerparameters inmanystatic schedulerdefinitions.

Combining static and dynamic scheduler parameters enables you to provide subscribers

with unique rate configurations that the RADIUS definitions for predefined variables do

not allow.

To configure a scheduler definition that contains static and dynamic scheduling and

queuing parameters:

1. Configure the scheduler definition.

a. Specify the scheduler name.

NOTE: To configure a static scheduler that contains both static and
dynamic parameters, youmust specify a unique scheduler name, not
the $junos-cos-scheduler variable.

[edit dynamic-profiles profile-name class-of-service]
user@host# edit schedulers scheduler-name
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b. Configure the buffer size.

Do either of the following:

• Configure a static value.

[edit dynamic-profilesprofile-name class-of-service schedulers scheduler-name]
user@host# set buffer-size (percent percentage | remainder | temporal
(microseconds)

• Configure a variable.

[edit dynamic-profilesprofile-name class-of-service schedulers scheduler-name]
user@host# set buffer-size (percent $junos-cos-scheduler-bs | temporal
$junos-cos-scheduler-bs)

c. Configure the drop-profile maps, the drop profile, and the priority.

Do either of the following:

• Configure static values.

[edit dynamic-profilesprofile-name class-of-service schedulers scheduler-name]
user@host# set drop-profile-map loss-priority any protocol any drop-profile d3

[edit dynamic-profilesprofile-name class-of-service schedulers scheduler-name]
user@host# set priority low

• Configure variables.

[edit dynamic-profilesprofile-name class-of-service schedulers scheduler-name]
user@host# set drop-profile-map loss-priority low protocol any drop-profile
$junos-cos-scheduler-low

user@host# set drop-profile-map loss-priority medium-low protocol any
drop-profile $junos-cos-scheduler-medium-low

user@host# set drop-profile-map loss-priority medium-high protocol any
drop-profile $junos-cos-scheduler-medium-high

user@host# set drop-profile-map loss-priority high protocol any drop-profile
$junos-cos-scheduler-high

user@host# set drop-profile-map loss-priority any protocol any drop-profile
$junos-cos-scheduler-any

d. Configure the priority.

Do either of the following:

• Configure a static value.

[edit dynamic-profilesprofile-name class-of-service schedulers scheduler-name]
user@host# set excess-priority high

• Configure a variable.

[edit dynamic-profilesprofile-name class-of-service schedulers scheduler-name]
user@host# set excess-priority $junos-cos-scheduler-excess-priority

e. Configure the transmit rate.

Do either of the following:

• Configure a static value.
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[edit dynamic-profilesprofile-name class-of-service schedulers scheduler-name]
user@host# set transmit-rate

• Configure a variable.

[edit dynamic-profilesprofile-name class-of-service schedulers scheduler-name]
user@host# set transmit-rate $junos-cos-scheduler-tx

f. Configure the excess rate.

Do either of the following:

• Configure a static value.

[edit dynamic-profilesprofile-name class-of-service schedulers scheduler-name]
user@host# set excess-rate percent 250

• Configure a variable.

[edit dynamic-profilesprofile-name class-of-service schedulers scheduler-name]
user@host# set excess-rate percent $junos-cos-scheduler-excess-rate

g. Configure the priority for the excess-rate.

Do either of the following:

• Configure a static value.

[edit dynamic-profilesprofile-name class-of-service schedulers scheduler-name]
user@host# set excess-priority high

• Configure a variable.

[edit dynamic-profilesprofile-name class-of-service schedulers scheduler-name]
user@host# set excess-priority percent $junos-cos-scheduler-excess-priority

2. Associate the scheduler with a scheduler map.

a. Configure the scheduler map name.

[edit dynamic-profiles profile-name class-of-service]
user@host# edit scheduler-maps scheduler-map-name

b. Configure the forwarding class.

[edit dynamic-profiles profile-name class-of-service scheduler-maps
scheduler-map-name]

user@host# set forwarding-class be

c. Configure the scheduler.

[edit dynamic-profiles profile-name class-of-service scheduler-maps
scheduler-map-name]

user@host# set scheduler $junos-cos-scheduler

Related
Documentation

For hardware requirementsandconfigurationguidelines, seeGuidelines forConfiguring

Dynamic CoS for Subscriber Access on page 4

•

• Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 23
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• Changing CoS Services Overview on page 99

Configuring Scheduler and Scheduler Map Sharing

The system generates unique identifiers (IDs) in dynamic profiles created for services.

Thegeneratedunique IDsenable you to identifyandconfigure separateparameter values

with the same variable name. When applied to CoS, you can configure scheduler and

scheduler map sharing. In client-access profiles, schedulers and scheduler mapsmust

use the unique ID format. If the client-access profile uses the unique ID format and you

want to have either scheduler or scheduler map sharing for service activation, youmust

configure the service profile in unique ID format. Generating unique IDs based on

schedulers andschedulermapseliminatesduplicationand improves router performance

and scalability. You can configure scheduler and scheduler map sharing by including the

variables for CoS in the client access or service dynamic profile. All scheduler maps and

schedulers must be in the unique ID format.

Before you configure variables for the client access or service dynamic profile:

• Create a basic dynamic profile.

See Configuring a Basic Dynamic Profile.

To configure variables for the client access or service dynamic profile:

1. Configure the variables for the dynamic client access profile.

[edit dynamic-profiles client-profile variables]
user@host# set smap_data uid
user@host# set data_sched uid

2. Configure the CoS parameters for the variables in the scheduler profile.

[edit dynamic-profiles client-profile class-of-service]
user@host# edit schedulers “$data_sched”
user@host# set transmit-rate percent 10
user@host# set buffer-size remainder
user@host# set priority low

3. Configure the CoS parameters for the variables in the scheduler maps profile.

[edit dynamic-profiles client-profile class-of-service]
user@host# edit scheduler-maps “$smap_data”
user@host# edit forwarding-class be scheduler “$data_sched”

For example, youcanconfigure schedulermapsandschedulers for a client accessprofile:

dynamic-profiles {
cos-para {
variables {
data_smap uid;
data_video_smap uid;
voice_smap uid;
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data_sched uid;
video_sched uid;
voice_sched uid;

}
…
class-of-service {
traffic-control-profiles {
tcp1 {
scheduler-map "$junos-cos-scheduler-map";
shaping-rate "$junos-cos-shaping-rate";
guaranteed-rate 10m;
delay-buffer-rate "$junos-cos-delay-buffer-rate";

}
}
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
output-traffic-control-profile tcp1;

}
}

}
scheduler-maps {
"$data_smap" {
forwarding-class be scheduler "$data_sched";

}
"$data_video_smap" {
forwarding-class be scheduler "$data_sched";
forwarding-class af scheduler "$video_sched";

}
“$voice_smap” {
forwarding-class ef scheduler “$voice_sched”;

}
}
schedulers {
"$data_sched" {
transmit-rate "$junos-cos-scheduler-tx";
inactive: buffer-size percent "$junos-cos-scheduler-bs";
priority "$junos-cos-scheduler-pri";

}
"$video_sched" {
transmit-rate "$junos-cos-scheduler-tx";
inactive: buffer-size percent "$junos-cos-scheduler-bs";
priority "$junos-cos-scheduler-pri";

}
“$voice_sched” {
transmit-rate percent 10;
buffer-size remainder;;
priority low;

}
}

}
}

}
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Related
Documentation

Access Profiles and Service Profiles Overview•

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

Example: Providing Unique Rate Configurations for Schedulers in a Dynamic Profile

Combining static and dynamic schedulers in a dynamic profile enables you to provide

subscribers with services that have unique scheduler definitions.

In this example, thenetworkadministrator configures thedata servicewitha transmit-rate

that is rate controlled using the $junos-cos-scheduler-tx predefined variable. RADIUS

dynamically supplies the percentage value for the transmission rate that is specified in

the RADIUS VSA to the data scheduler when the subscriber logs in.

For thebest-effort service, thenetworkadministrator assigns the remaining transmission

rate that is available.

schedulers {
data-scheduler {
transmit-rate percent rate-limit $junos-cos-scheduler-tx;
buffer-size percent $junos-cos-scheduler-bs;
priority $junos-cos-scheduler-pri;
drop-profile-map loss-priority low protocol any drop-profile d0;
drop-profile-map loss-priority medium-low protocol any drop-profile d1;
drop-profile-map loss-priority medium-high protocol any drop-profile d2;
drop-profile-map loss-priority high protocol any drop-profile d3;
drop-profile-map loss-priority any protocol any drop-profile all;

}
best-effort-scheduler {
transmit-rate remainder;
buffer-size percent $junos-cos-scheduler-bs;
priority medium-high;
drop-profile-map loss-priority low protocol any drop-profile
$junos-cos-scheduler-dropfile-low;

drop-profile-map loss-priority medium-low protocol any drop-profile d1;
drop-profile-map loss-priority medium-high protocol any drop-profile
$junos-cos-scheduler-dropfile-medium-high;

drop-profile-map loss-priority high protocol any drop-profile d3;
drop-profile-map loss-priority any protocol any drop-profile
$junos-cos-scheduler-dropfile-any;

}

Related
Documentation

ConfiguringaCombinationofStatic andDynamicSchedulerParameters in aScheduler

Definition on page 16

•

Example: Configuring Aggregate Scheduling of Queues for Residential Subscribers on
Static IP Demux Interfaces

In this example, scheduling is configured for a residential subscriber. Each forwarding

class represents amultiplay service (voice, video, anddata), and is equivalent to aqueue.
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An interface set of IP demux interfaces represents a DSLAM, and provides shaping of

subscribers services to a DSLAM aggregate rate.

[edit]
interfaces {
interface-set demux-set {
interface demux0 {
unit 0;
unit 1;

}
}
ge-2/0/1 {
vlan-tagging;
unit 1 {
per-session-scheduler;
vlan-id 1;
demux-source inet;
family inet {
address 192.0.2.4/24;

}
}

}
demux0 {
unit 0 {
demux-options {
underlying-interface ge-2/0/1.1;

}
family inet {
address 192.0.2.1/24;
demux-source {
192.0.2.0/24;

}
}

}
unit 1 {
demux-options {
underlying-interface ge-2/0/1.1;

}
family inet {
address 192.0.2.21/24;
demux-source {
192.0.2.20/24;

}
}

}
}

}
class-of-service {
traffic-control-profiles {
T1 {
scheduler-mapm1;
shaping-rate 5m;

}
T2 {
shaping-rate 60m;

}
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}
interfaces {
interface-set demux-set {
output-traffic-control-profile T2;

}
demux0 {
unit 0 {
output-traffic-control-profile T1;

}
unit 1 {
output-traffic-control-profile T1;

}
}

}
scheduler-maps {
m1 {
forwarding-class best-effort scheduler s0;
forwarding-class expedited-forwarding scheduler s1;
forwarding-class assured-forwarding scheduler s2;
forwarding-class network-control scheduler s3;

}
}
schedulers {
s0 {
transmit-rate percent 10;
buffer-size percent 10;

}
s1 {
transmit-rate percent 20;
buffer-size percent 20;

}
s2 {
transmit-rate percent 30;
buffer-size percent 30;

}
s3 {
transmit-rate percent 40;
buffer-size percent 40;

}
}

}

Verifying the Scheduling and Shaping Configuration for Subscriber Access

Purpose View the class-of-service (CoS) configurations that are referenced in a dynamic profile

for subscriber access.

Action • To display the entire CoS configuration, including static and dynamic parameters:

user@host> show class-of-service

• To display the CoS configuration for a subscriber interface:

user@host> show class-of-service interface

• To display traffic shaping and scheduling profiles:

23Copyright © 2017, Juniper Networks, Inc.

Chapter 2: Configuring Scheduling and Shaping for Subscriber Access



user@host> show class-of-service traffic-control-profile

• Todisplay themappingof schedulers to forwardingclassesandasummaryof scheduler

parameters for each entry:

user@host> show class-of-service scheduler-map
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CHAPTER 3

Configuring Hierarchical CoS Scheduling
onMPLSEthernetPseudowireSubscriber
Interfaces

• Enhanced Subscriber Management Subscriber Logical Interfaces or Interface Sets

Over Underlying Logical Interfaces for a CoS scheduler Hierarchy on page 25

• Enhanced Subscriber Management Subscriber Logical Interfaces or Interface Sets

Over MPLS Pseudowires for a CoS scheduler Hierarchy on page 28

• Configuring Layer 2Subscriber Logical Interfaces forCoSHierarchical SchedulersUsing

Dynamic Profiles for Differentiating Home and Access Node Networks on page 31

• Example: Configuring Layer 2 Subscriber Logical Interfaces for CoS Hierarchical

Schedulers Using Static CoS for Differentiating Home and Access Node

Networks on page 35

Enhanced Subscriber Management Subscriber Logical Interfaces or Interface Sets
Over Underlying Logical Interfaces for a CoS scheduler Hierarchy

Starting in JunosOSRelease 15.1, youcanenableaCoSschedulinghierarchy for subscriber

logical interfaces or interface sets over underlying logical interfaces. Until Junos OS

Release 14.2, an interface set can be either at Layer 2 or Layer 3 levels of the CoS

three-level hierarchical scheduler. When the interface set is at the Layer 3 level, a

mechanism to configure the Layer 2 node to which the Layer 3 node belonged was not

available. As a result, the Layer 2 node was a dummy node in such a case for the

three-level hierarchical scheduler.

In certain Broadband Remote Access Server (B-RAS) deployments, when you use an

interface set to denote a home network, it might be necessary to configure the home

network and the access node (such as a digital subscriber line access multiplexer, or

DSLAM) in a scheduler hierarchy. This method of hierarchical scheduler is necessary in

agent circuit identifier (ACI) VLANs because a home or an ACI is always an interface set

in such topologies. You can now enable an enhanced subscriber management logical

interface, such as an MPLS pseudowire logical interface to function as a Layer 2 node in

a CoS hierarchical scheduler. A subscriber logical interface is considered to operate at

Layer 2 only if you configure three-level hierarchical scheduling on the logical tunnel

anchor point on the physical interface (the IFD). An MPLS pseudowire is a virtual device

that is stacked above the logical tunnel anchor point. Implicit hierarchy processes the
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interface stack properly in such a setup. To configure three-level hierarchical scheduling,

include the implicit- hierarchy option at the [edit interfaces “$junos-interface-ifd-name”

hierarchical-scheduler] or the [edit interfaces lt-device hierarchical-scheduler] hierarchy

level. If the implicit-hierarchy option is not set on the logical tunnel anchor point, logical

interfaces behave normally with the hierarchical-scheduler mode configured with or

without the hierarchical-scheduler maximum-hierarchy-levels option under the [edit

interfaces interface-name hierarchical-scheduler] statement.

In this case, when you apply a traffic-control profile to the pseudowire and service logical

interfaces, they both reside in level 3 scheduler nodes and do not form a scheduling

hierarchy, which might not be the desirable behavior. Subscriber logical interfaces at

Layer 3 that are stacked over the underlying logical interfaces at Layer 2 are supported

if the Layer 2 logical interface is an underlying interface of the Layer 3 interface.

For example, if a PPPoE logical interface contains an underlying logical interface,

ge-1/0/0.100, thege-1/0/0.100 interfacecanbeat Layer 2and thePPPoE logical interface

can be at Layer 3. You can also configure PPP or IP demux interfaces in such a fashion

at Layer 3. Similarly, you canconfigure logical interfacesat Layer 2 that serveasunderlying

interfaces for logical interface sets, suchasPPPoEACI interface setsor IPdemux interface

sets, where all the member logical interfaces of the interface set contain the same

underlying logical interface at Layer 2. You can configure the logical interfaces at Layer

2 in a dynamic profile or in a static CoS configuration.

Dynamic profile CoS configuration for underlying logical interfaces is supported because

two interface stanzaswith TCPs in onedynamic profile are considered valid. For dynamic

underlying logical interfaces, you can configure in aprofile different from the client logical

interfaceprofile or in the sameprofile as theclientprofile. If theunderlying logical interface

is static and CoS is configured dynamically in a dynamic profile, it must be specified in

the same profile as the client logical interface. However, CoS for the underlying logical

interfacesmust be configured either in a dynamic profile or in a static CoS because both

static CoS and dynamic CoS are not supported on the same logical interface.

Reparenting is a technique that denotes themovement of theCoShierarchical scheduler

from one node to another node, such as moving all logical interfaces stacked over an

underlying logical interface on topof the basephysical interface to beover the underlying

logical interface directly and adding the scheduling node. This movement might occur

when when CoS for the underlying logical interface or the underlying interface set is

configured later than the client logical interface (IP demux or PPPoE).

Reparenting is not supported for enhanced subscriber management logical interfaces

in a CoS hierarchical scheduler that includes enhanced subscriber management logical

interfaces over a purely dynamic column and enhanced subscriber management logical

interfaces over a partially static column. The following describes real-world network

environments where reparenting might be required and the alternative approaches that

can be adopted in such conditions:

Adding or removing static CoS configuration from an IFL set or an underlying IFL with

enhanced subscriber management logical interface on top of it—In such a scenario,

adding or removing static CoS is not supported after a subscriber has logged in to the

interfacecolumn inanenvironmentwhereenhancedsubscribermanagement is enabled.
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A commit error occurs when you attempt this CoS configuration change. This commit

failure is not a problem in customer networks because the networks are previously

designed, Layer 2 nodes specified, and CoS is configuredmuch before clients are logged

in.

Two dynamic profiles for Client logical interfaces over a single CVLAN (or an ACI VLAN)

with underlying CoS configuration in one client profile and not in the other profile—In

such a scenario, you canmaintain dynamic profiles with underlying configuration to be

consistent – either all profiles contain underlying CoS config or none of them contain

CoS configuration. A negative acknowledgment is sent when a subscriber attempts to

log in if a differing way of CoS configuration is observed in the client profiles.

Aclientprofile for an internal node(for example,C-VLANor IFL set) thatdoesnot contain

CoS initially andCoS isapplied later usingaserviceprofile—In suchascenario, it is required

that you always specify CoS scheduling in the client profile if you want to reapply some

of the settings using a service profile. If this method of configuration is not adopted, a

negativeacknowledgment is sentwhenasubscriber attempts to log in. Static or dynamic

demux, PPPoE, or PPP interfaces over aggregated Ethernet logical interfaces are not

supported.

Consider a scenario in which three subscriber queues, namely, PPPoE subscriber queue

1, PPPoE subscriber queue 2, and DHCP subscriber queues, are established. A Gigabit

Ethernet interface, ge-1/0/0 is at Layer 1. Two Layer 2 interface nodes are stacked over

the Layer 1 base interface. The Layer 2 interfaces are ge-1/0/0.x or demux0.x and

ge-1/0/0.y or demux0.y. Logical interface sets, pppoe-iflset (for access node) and

demux-iflset (for home network), are configured at Layer 3 to handle two sets of PPPoE

subscriber queues respectively over the Layer 2 interface, ge-1/0/0.x or demux0.x. A

traffic control profile, subscriber-tcp, is attached to both these Layer 3 IFL sets.

ppp-demux-iflset (demux and pppoe) is the interface set over the Layer 2 interface of

ge-1/0/0.y or demux0.y. A traffic control profile, subscriber-tcp, is attached to this

interface set. ge-1/0/0.X or demux0.X is the UIFL for all logical interfaces that belong to

the pppoe-iflset and demux-iflset. In this topology, ge-1/0/0.Y or demux0.Y is the UIFL

for all logical interface that belong to ppp-demux-iflset.

Consider another scenario in which three susbcriber queues, PPPoE subscriber queues,

demux subscriber queues, and DHCP subscriber queues, are established. A Gigabit

Ethernet interface, ge-1/0/0 is at Layer 1. Two Layer 2 interface nodes are stacked over

the Layer 1 base interface. The Layer 2 interfaces are ge-1/0/0.X or demux0.X, and

ge-1/0/0.Y or demux0.Y. At Layer 3, pp0.XX is configured over the underlying Layer 2

interface of ge-1/0/0.X or demux0.X, demux0.ZZ is configured over the underlying Layer

2 interface of ge-1/0/0.X or demux0.X, and pp0.YY is configured over the underlying

Layer 2 interface of ge-1/0/0.Y or demux0.Yge- 1/0/0.Y or demux0.Y. Traffic control

profiles, subcriber-tcp, are applied to pp0.xx for PPPoE subscriber queues, to demux0.yy

for demux subscriber queues, and pp0.yy for DHCP subscriber queues. In this topology,

ge-1/0/0.X or demux0.X is the underlying IFL for pp0.XX and demux0.ZZ. ge-1/0/0.Y or

demux0.Y is the underlying IFL for pp0.YY.

Related
Documentation

•
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Enhanced Subscriber Management Subscriber Logical Interfaces or Interface Sets
Over MPLS Pseudowires for a CoS scheduler Hierarchy

Starting in JunosOSRelease 15.1, youcanenableaCoSschedulinghierarchy for subscriber

logical interfaces or interface sets over underlying MPLS pseudowire logical interfaces.

Until Junos OS Release 14.2, an interface set can be either at Layer 2 or Layer 3 levels of

the CoS three-level hierarchical scheduler. When the interface set is at the Layer 3 level,

a mechanism to configure the Layer 2 node to which the Layer 3 node belongedwas not

available. As a result, the Layer 2 node was a dummy node in such a case for the

three-level hierarchical scheduler.

In certain Broadband Remote Access Server (B-RAS) deployments, when you use an

interface set to denote a home network, it might be necessary to configure the home

network and the access node (such as a digital subscriber line access multiplexer, or

DSLAM) in a scheduler hierarchy. This method of hierarchical scheduler is necessary in

agent circuit identifier (ACI) VLANs because a home or an ACI is always an interface set

in such topologies.

Enhanced subscriber management enables you to take advantage of increased scaling

and performance for configuring andmanaging dynamic interfaces and services for

subscriber management. You can now enable an enhanced subscriber management

logical interface, such as an MPLS pseudowire logical interface to function as a Layer 2

node inaCoShierarchical scheduler. A subscriber logical interface is considered tooperate

at Layer 2 only if you configure three-level hierarchical scheduling on the logical tunnel

anchor point on the physical interface (the IFD). An MPLS pseudowire is a virtual device

that is stacked above the logical tunnel anchor point. Implicit hierarchy processes the

interface stack properly in such a setup. To configure three-level hierarchical scheduling,

include the implicit- hierarchy option at the [edit interfaces “$junos-interface-ifd-name”

hierarchical-scheduler] or the [edit interfaces lt-device hierarchical-scheduler] hierarchy

level. If the implicit-hierarchy option is not set on the logical tunnel anchor point, logical

interfaces behave normally with the hierarchical-scheduler mode configured with or

without the hierarchical-scheduler maximum-hierarchy-levels option under the [edit

interfaces interface-name hierarchical-scheduler] statement. Figure 1 on page 29 shows

the protocol stack for a pseudowire subscriber logical interface.
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Figure 1: Pseudowire Subscriber Interface Protocol Stack
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In this case, when you apply a traffic-control profile to the pseudowire and service logical

interfaces, they both reside in level 3 scheduler nodes and do not form a scheduling

hierarchy, which might not be the desirable behavior. Subscriber logical interfaces at

Layer 3 that are stacked over the underlyingMPLS pseudowire logical interfaces at Layer

2 are supported if the Layer 2 logical interface is an underlying interface of the Layer 3

interface.

For example, if a PPPoE logical interface contains an MPLS pseudowire,

psps-anchor-device- name.logical-unit-number, as the underlying interface, the

psps-anchor-device-name.logical-unit-number interfacecanbeatLayer2and thePPPoE

logical interface can be at Layer 3. You can also configure PPP or IP demux interfaces in

sucha fashionat Layer 3. Similarly, you can configureMPLSpseudowire logical interfaces

at Layer 2 that serve as underlying interfaces for logical interface sets, such as PPPoE

ACI interface sets or IP demux interface sets, where all the member logical interfaces of

the interface set contain the same underlying MPLS pseudowire at Layer 2. You can

configure the MPLS pseudowire logical interfaces at Layer 2 in a dynamic profile or in a

static CoS configuration.

Dynamic profile CoS configuration for underlying logical interfaces is supported because

two interface stanzaswith TCPs in onedynamic profile are considered valid. For dynamic

pseudowire underlying logical interfaces, you can configure in a profile different from the

client logical interface profile or in the same profile as the client profile. If the underlying

logical interface is static and CoS is configured dynamically in a dynamic profile, it must
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be specified in the same profile as the client logical interface. However, CoS for the

underlying logical interfaces must be configured either in a dynamic profile or in a static

CoS because both static CoS and dynamic CoS are not supported on the same logical

interface.

Reparenting is a technique that denotes themovement of theCoShierarchical scheduler

from one node to another node, such as moving all logical interfaces stacked over an

underlying logical interface on topof the basephysical interface to beover the underlying

logical interface directly and adding the scheduling node. This movement might occur

when when CoS for the underlying logical interface or the underlying interface set is

configured later than the client logical interface (IP demux or PPPoE).

Reparenting is not supported for enhanced subscriber management logical interfaces

in a CoS hierarchical scheduler that includes enhanced subscriber management logical

interfaces over a purely dynamic column and enhanced subscriber management logical

interfaces over a partially static column. The following describes real-world network

environments where reparenting might be required and the alternative approaches that

can be adopted in such conditions:

Adding or removing static CoS configuration from a logical interface (IFL) set or an

underlying IFLwith enhanced subscribermanagement logical interface on top of it is not

supported. In such a scenario, adding or removing static CoS is not supported after a

subscriber has logged in to the interface column in an environment where enhanced

subscriber management is enabled. A commit error occurs when you attempt this CoS

configurationchange.This commit failure is notaproblem incustomernetworksbecause

the networks are previously designed, Layer 2 nodes specified, and CoS is configured

much before clients are logged in.

Two dynamic profiles for Client logical interfaces over a single CVLAN (or an ACI VLAN)

with underlying CoS configuration in one client profile and not in the other profile—In

such a scenario, you canmaintain dynamic profiles with underlying configuration to be

consistent – either all profiles contain underlying CoS config or none of them contain

CoS configuration. A negative acknowledgment is sent when a subscriber attempts to

log in if a differing way of CoS configuration is observed in the client profiles.

Aclientprofile for an internal node(for example,C-VLANor IFL set) thatdoesnot contain

CoS initially andCoS isapplied later usingaserviceprofile—In suchascenario, it is required

that you always specify CoS scheduling in the client profile if you want to reapply some

of the settings using a service profile. If this method of configuration is not adopted, a

negativeacknowledgment is sentwhenasubscriber attempts to log in. Static or dynamic

demux, PPPoE, or PPP interfaces over aggregated Ethernet logical interfaces are not

supported.

Consider a scenario in which three subscriber queues, namely, PPPoE subscriber queue

1, PPPoE subscriber queue 2, and DHCP subscriber queues, are established. A logical

tunnel interface, lt-1/0/0 is at Layer 1. Two Layer 2 interface nodes are stacked over the

Layer 1 base interface. The Layer 2 interfaces are psX.Y and psX.Z. Logical interface sets,

ppp0.XX (for access node) and demux0.ZZ (for home network), are configured at Layer

3 to handle PPPoE subscriber queues andDHCP subscriber queues respectively over the

Layer 2 interface, psX.Y. A logical interface, pp0.YY, is configured at Layer 3 to handle

PPPoE subscriber queues over the Layer 2 interface, psX.Z. A traffic control profile,
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subscriber-tcp, is attached to these Layer 3 interfaces. psX.Y is the underlying logical

interface for pp0.XX and demux0.ZZ if Y is not 0. psX.Z is the underlying logical interface

for pp0.YY if Z is not 0. psX.0 is called the pseudowire transport logical interface and

psX.Y (where Y is not equal to 0) is called the pseudowire service logical interface.

Consider another scenario in which two susbcriber queues, PPPoE subscriber queues

and DHCP subscriber queues, are established. A logical tunnel interface, lt- 1/0/0 is at

Layer 1. Two Layer 2 interface nodes are stacked over the Layer 1 base interface. The

Layer 2 interfaces are psX.Y and psX.Z. Logical interface sets, pppoe-iflset (for access

node) and demux-iflset (for home network), are configured at Layer 3 to handle PPPoE

subscriber queues and DHCP subscriber queues respectively over the Layer 2 interface,

psX.Y. A logical interface set, ppp-demux-iflset, is configured at Layer 3 to handle PPPoE

and DHCP subscriber queues over the Layer 2 interface, psX.Z. A traffic control profile,

subscriber-tcp, is attached to these Layer 3 interfaces. psX.Y is the underlying logical

interface for all logical interfaces that belong to the pppoe-iflset and demux-iflset if Y

is not equal to 0. psX.Z is the underlying logical interface for all logical interfaces that

belong to the ppp-demux-iflset interface set if Z is not 0. psX.0 is called the pseudowire

transport logical interface and psX.Y (where Y is not equal to 0) is called the pseudowire

service logical interface.

Related
Documentation

•

ConfiguringLayer2SubscriberLogical Interfaces forCoSHierarchicalSchedulersUsing
Dynamic Profiles for Differentiating Home and Access Node Networks

In certain Broadband Remote Access Server (B-RAS) deployments, when you use an

interface set to denote a home network, it might be necessary to configure the home

network and the access node (such as a digital subscriber line access multiplexer, or

DSLAM) in a scheduler hierarchy. This method of hierarchical scheduler is necessary in

agent circuit identifier (ACI) VLANs because a home or an ACI is always an interface set

in such topologies. You can configure a subscriber logical interface or an interface set at

Layer 3 over an underlying enhanced subscriber management logical interface that

functions as a Layer 2 node. You can configure a the Layer 2 logical interface in a CoS

dynamic profile.

Consider a scenario in which a Layer 3 interface set, ACI-set aci-1006-ps0.3221225479,

is stacked over dynamic a MPLS pseudowire service logical interface, ps0.3221225479,

at Layer 2. You can configure only one traffic-control-profile under a dynamic profile.

Youmust define the output-traffic-control-profile that binds the traffic-control profile

to the interface within the same dynamic profile as the interface. Two traffic control

profiles are defined to apply an output traffic scheduling and shaping profile to theMPLS

pseudowire logical interface. These control profiles are an-tcp to be applied for TCP

subscribers that are terminated at the access mode and an-tcp-remaining, which is a

remaining traffic-control profile to a logical interface to provideminimal CoS scheduling

when you have not configured or over-provisioned Layer 3 schedulers.

To apply CoS attributes, such as shaping, at the household level, youmust set and define

theCoSpolicy for theagent-circuit-identifierVLAN interface set using thedynamicprofile

for the agent-circuit-identifier interface set (not the subscriber profile). You can also
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configure a traffic-control profile and a remaining traffic-control profile for a dynamic

interface set.

The following example is a CoS profile for an ACI set using a unique-ID based dynamic

scheduler map:

Before you apply CoS attributes to VLANs:

• Create a basic dynamic profile.

See Configuring a Basic Dynamic Profile.

Configure a CoS dynamic profile with a simple traffic-control profile that is applied to

the dynamic interface set that represents the ACI VLAN.

1. Configure CoS to support a dynamic interface set in the CoS profile:

[edit dynamic-profiles profile-name]
user@host# edit interface "$junos-interface-name"

2. Configure the interfaces.

[edit dynamic-profiles profile-name interfaces]
user@host# edit interface-set "$junos-interface-set-name"
user@host# edit interface "$junos-interface-ifd-name"

3. Configure the CoS traffic-control profile.

[edit class-of-service]
user@host# edit traffic-control-profiles traffic-control-profile-name
user@host# set shaping-rate rate
user@host# set guaranteed-rate rate

4. Specify the output traffic control profile and the remaining traffic control profile for

the underlying logical interfaces that are members of the interface set.

[edit class-of-service interfaces]
user@host# edit interface "$junos-interface-ifd-name" unit
"$junos-underlying-interface-unit"

user@host# edit output-traffic-control-profile profile-name
user@host# edit output-traffic-control-profile-remaining profile-name

5. Specify the output traffic control profile for the interface set.

[edit class-of-service interfaces]
user@host# edit interface-set "$junos-interface-set-name"
user@host# edit output-traffic-control-profile profile-name

The following example is a CoS profile for an ACI set using a unique ID-based dynamic

scheduler map:

aci-set-profile {
variables {
ds1q0q2DP uid;
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ds1q1q2DP uid;
be1_dp uid;
ef1_dp uid;
af1_dp uid;
nc1_dp uid;

}
interfaces {
interface-set "$junos-interface-set-name" {
interface "$junos-interface-ifd-name";

}
}
class-of-service {
traffic-control-profiles {
tcp2 {
inactive: scheduler-map ss1q0q1DP;
shaping-rate 50m;
guaranteed-rate 30m;
overhead-accounting bytes -20;

}
tcp3 {
scheduler-map "$ds1q1q2DP";
shaping-rate 30m;
guaranteed-rate 10m;
overhead-accounting bytes -20;

}
}
interfaces {
interface-set "$junos-interface-set-name" {
output-traffic-control-profile tcp2;
output-traffic-control-profile-remaining tcp3;

}
}
scheduler-maps {
"$ds1q0q2DP" {
forwarding-class be scheduler "$be1_dp";
forwarding-class af scheduler "$af1_dp";
forwarding-class nc scheduler "$nc1_dp";

}
"$ds1q1q2DP" {
forwarding-class ef scheduler "$ef1_dp";
forwarding-class af scheduler "$af1_dp";
forwarding-class nc scheduler "$nc1_dp";

}
}
schedulers {
"$be1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile d1;
drop-profile-map loss-priority high protocol any drop-profile d0;

}
"$ef1_dp" {
transmit-rate percent 25;
priority low;
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drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile d1;
drop-profile-map loss-priority high protocol any drop-profile d0;

}
"$af1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile d1;
drop-profile-map loss-priority high protocol any drop-profile d0;

}
"$nc1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile d1;
drop-profile-map loss-priority high protocol any drop-profile d0;

}
}

}
}

You can use the show class-of-service scheduler-hierarchy interface interface-name

command to verify the CoS hierarchical schedulers configured on the interfaces. For

example, the following output illustrates that ACI-set aci-1003-demux0.3221225482 is

stacked over demux0.3221225482.

user@host> show class-of-service scheduler-hierarchy interface ge-0/2/0    
Interface/                    Shaping Guarnteed  Guaranteed/   Queue   Excess
Resource name                    rate      rate       Excess  weight   weight
                                kbits     kbits     priority          high/low 
ge-0/2/0                      1000000
  ge-0/2/0 RTP                1000000         0                          1    1
    best-effort               1000000         0     Low  Low     950
    network-control           1000000         0     Low  Low      50
  demux0.3221225482            100000     80000                        500  500
    demux0.3221225482 RTP                                                       

                                30000     20000                        125  125
      best-effort               30000     19000     Low  Low     950
      network-control           30000      1000     Low  Low      50
    aci-1003-demux0.3221225482     out-of-scheduler-resources  

Fromthe following sampleoutput, you canverify thatACI-iflset aci-1001-ps1.3221225472

is stacked over a static pseudowire transport logical interface, ps1.0

user@host> show class-of-service scheduler-hierarchy interface ps1    
Interface/                    Shaping Guarnteed  Guaranteed/   Queue   Excess
Resource name                    rate      rate       Excess  weight   weight
                                kbits     kbits     priority          high/low 
lt-0/3/0                     10000000
  lt-0/3/0 RTP               10000000         0                          1    1
    best-effort              10000000         0     Low  Low     950
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    network-control          10000000         0     Low  Low      50
  ps1.0                        100000         0                          1    1
    ps1.0 RTP                  500000         0                          1    1
      best-effort              400000         0     Low  Low    1000
    aci-1001-ps1.3221225472                                                     

                               200000     10000                        500  500
      best-effort              160000      2000     Low  Low    1000 

From the following sample output, you can verify that ACI-set aci-1006-ps0.3221225479

is stacked over the dynamic pseudowire service logical interface, ps0.3221225479.

user@host> show class-of-service scheduler-hierarchy interface ps0    
Interface/                    Shaping Guarnteed  Guaranteed/   Queue   Excess
Resource name                    rate      rate       Excess  weight   weight
                                kbits     kbits     priority          high/low 
lt-0/3/0                     10000000
  lt-0/3/0 RTP               10000000         0                          1    1
    best-effort              10000000         0     Low  Low     950
    network-control          10000000         0     Low  Low      50
  ps0.32767                  10000000      2000                         50   50
    best-effort              10000000      1900     Low  Low     950
    network-control          10000000       100     Low  Low      50
  ps0.3221225479               100000         0                          1    1
    ps0.3221225479 RTP          40000     20000                        500  500
      best-effort                5000      3000  Medium  Low       1
      expedited-forwarding      40000      2000  Medium High    1000
    aci-1006-ps0.3221225479                                                     

                               100000     10000                        250  250
      best-effort                5000      1500  Medium  Low       1
      expedited-forwarding     100000      1000  Medium High     500
      assured-forwarding       100000      1000  Medium High     500
      network-control          100000      2000    High High       1 

Related
Documentation

Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4•

• Changing CoS Services Overview on page 99

Example: Configuring Layer 2 Subscriber Logical Interfaces for CoS Hierarchical
Schedulers Using Static CoS for Differentiating Home and Access Node Networks

Starting in Junos OS Release 15.1, in certain Broadband Remote Access Server (B-RAS)

deployments, when you use an interface set to denote a home network, it might be

necessary toconfigure thehomenetworkand theaccessnode(suchasadigital subscriber

line access multiplexer, or DSLAM) in a scheduler hierarchy. This method of hierarchical

scheduler is necessary in agent circuit identifier (ACI) VLANs because a home or an ACI

is always an interface set in such topologies. You can enable an enhanced subscriber

management logical interface, such as anMPLS pseudowire logical interface to function

as a Layer 2 node in a CoS hierarchical scheduler. A subscriber logical interface is

considered to operate at Layer 2 only if you configure CoS three-level hierarchical
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scheduling on the logical tunnel anchor point on the physical interface (the IFD). When

you include the implicit-hierarchy option, a hierarchical relationship is formed between

the CoS scheduler nodes at level 1, level 2, and level 3. The implicit-hierarchy option is

supported only on MPC/MIC subscriber interfaces and interface sets running over

aggregated Ethernet on MX Series routers.

• Requirements on page 36

• Overview on page 36

• Configuration on page 36

• Verification on page 38

Requirements

This example uses the following hardware and software components:

• Junos OS Release 15.1

• MX Series Router with MPCs

Overview

You specify an anchor point, which identifies the logical tunnel interface that terminates

the pseudowire tunnel at the access node. Consider a scenario in which lt-0/3/0 is the

logical tunnel interface, and an MPLS pseudowire transport logical interface, ps1.0, that

is anchored on the logical tunnel. Three-level hierarchical scheduling is enabled on the

logical tunnel interface for static CoS configuration.

Configuration

To configure an enhanced subscriber management logical interface, such as an MPLS

pseudowire logical interface to function as a Layer 2 node in aCoShierarchical scheduler.

perform these tasks:

• Configuring an MPLS Pseudowire Transport Logical Interface Over a Logical Tunnel in

a Static CoS Setup on page 37

• Results on page 38

CLI Quick
Configuration

To quickly configure theMPLS pseudowire logical interface to function as a Layer 2 node

in a three-level hierarchical scheduler, copy the following commands and paste them

into the router terminal window:

[edit]
set interfaces lt-0/3/0
set interfaces lt-0/3/0 hierarchical-scheduler implicit-hierarchy
set interfaces ps1
set interfaces ps1 description client-port-l2circuit
set interfaces ps1 flexible-vlan-tagging
set interfaces ps1 anchor-point lt-0/3/0
set interfaces ps1 unit 0
set interfaces ps1 unit 0 encapsulation ethernet-ccc
set interfaces ps1 unit 0 output-traffic-control-profile profile-name
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Configuring anMPLS Pseudowire Transport Logical Interface Over a Logical
Tunnel in a Static CoS Setup

Step-by-Step
Procedure

Three-level scheduling on pseudowire logical interfaces over a transport logical interface

requires you to apply the traffic-control profiles at both the pseudowire logical interface

and the pseudowire transport logical interface. To configure three-level scheduling on

pseudowire transport logical interfaces over a logical tunnel physical interface (LT ifd):

1. Configure the hierarchical scheduler for the physical interface used for the logical

tunnel (anchor point). For three-level scheduling the hierarchical scheduler must

be set to implicit-hierarchy.

[edit]
user@host#edit interfaces lt-0/3/0
user@host#set hierarchical-scheduler implicit-hierarchy

2. Specify that you want to configure the pseudowire subscriber logical interface

device.

[edit]
user@host# edit interfaces ps1

3. Configure a description for the pseudowire subscriber logical interface.

[edit interfaces ps1]
user@host# set description client-port-l2circuit

4. Specify the flexible-vlan-tagging statement to indicate that this interface is for use

with both VLAN and stacked VLAN ranges.

[edit interfaces ps1]
user@host# set flexible-vlan-tagging

5. Specify the logical tunnel (lt) interface that identifies thePacket Forwarding Engine

that processes the pseudowire termination.

[edit interfaces ps1]
user@host# set anchor-point lt-0/3/0

6. Specify that you want to configure unit 0, which represents the transport logical

interface.

[edit interfaces ps1]
user@host# edit unit 0

7. Specify the ethernet-ccc encapsulation method for the transport logical interface.

[edit interfaces ps0 unit 0]
user@host# set encapsulation ethernet-ccc

8. Specify the traffic-controlprofile touseon thepseudowire transport logical interface.
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[edit class-of-service]
user@host#edit interfaces ps 1
user@host#edit unit 0
user@host#set output-traffic-control-profile profile-name

Results

In configurationmode, confirm your configuration by entering the show command. If the

output does not display the intended configuration, repeat the configuration instructions

in this example to correct it.

[edit]
lt-0/3/0 {
    hierarchical-scheduler implicit-hierarchy;
}

ps1 {
    description client-port-l2circuit;
    anchor-point {
        lt-0/3/0;                       
    } 
    flexible-vlan-tagging;
    unit 0 {
        encapsulation ethernet-ccc;
    } 
}

Verification

Confirm that the configuration is working properly.

• Verifying the Scheduler Hierarchy Configured on the Interfaces on page 38

Verifying the Scheduler Hierarchy Configured on the Interfaces

Purpose Verify the CoS hierarchical scheduler configured on the Layer 2 and Layer 3 interface

nodes.

Copyright © 2017, Juniper Networks, Inc.38

Broadband Subscriber Services Feature Guide



Action From operational mode, enter the show class-of-service scheduler-hierarchy interface

ps0 command.

user@host> show class-of-service scheduler-hierarchy interface ps0

Interface/                    Shaping Guarnteed  Guaranteed/   Queue   Excess
Resource name                    rate      rate       Excess  weight   weight
                                kbits     kbits     priority          high/low 
lt-0/3/0                     10000000
  lt-0/3/0 RTP               10000000         0                          1    1
    best-effort              10000000         0     Low  Low     950
    network-control          10000000         0     Low  Low      50
  ps0.0                        200000         0                          1    1
    ps0.0 RTP                10000000         0                          1    1
      best-effort            10000000         0     Low  Low     950
      network-control        10000000         0     Low  Low      50
    ps0.3221225474             100000         0                          1    1
      best-effort                5000         0  Medium  Low    1000

user@host> show class-of-service scheduler-hierarchy interface ps0

Interface/                    Shaping Guarnteed  Guaranteed/   Queue   Excess
Resource name                    rate      rate       Excess  weight   weight
                                kbits     kbits     priority          high/low 
lt-0/3/0                     10000000
  lt-0/3/0 RTP               10000000         0                          1    1
    best-effort              10000000         0     Low  Low     950
    network-control          10000000         0     Low  Low      50
  ps0.32767                  10000000      2000                         33   33
    best-effort              10000000      1900     Low  Low     950
    network-control          10000000       100     Low  Low      50
  ps0.3221225474               200000         0                          1    1
    ps0.3221225474 RTP         100000     30000                        500  500
      best-effort               30000      3000  Medium  Low     250
      expedited-forwarding      32000      9000     Low  Low     750
    pp0.3221225475             100000     10000                        166  166
      best-effort                5000      1500     Low  Low       1
      expedited-forwarding     100000      1000  Medium High     500
      assured-forwarding       100000      1000  Medium High     500
      network-control          100000      2000    High High       1

Meaning Shows that dynamic pseudowire service logical interface, ps0.3221225474, is stacked

over the static pseudowire transport logical interface, ps0.0. Also, the sample output

denotes thatpp0.3221225475 is stackedoverdynamicpseudowireservice logical interface,

ps0.3221225474.
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Release History Table DescriptionRelease

Starting in Junos OS Release 15.1, in certain Broadband Remote Access Server
(B-RAS) deployments, when you use an interface set to denote a home network,
it might be necessary to configure the home network and the access node (such
as a digital subscriber line accessmultiplexer, or DSLAM) in a scheduler hierarchy.

15.1

Related
Documentation

•
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CHAPTER 4

Allocating Dedicated Queues for Each
Logical Interface Using Per-Unit
Scheduling

• Hardware Requirements for Dynamic Per-Unit Scheduling on page 41

• Configuring Per-Unit Scheduling in a Dynamic Profile on page 42

• Example: Configuring Per-Unit Scheduling for Subscriber Access on page 44

Hardware Requirements for Dynamic Per-Unit Scheduling

Table 7 on page 41 lists the hardware requirements based on subscriber interface type

for per-unit scheduling in dynamic CoS configurations.

Table 7: Hardware Required for Per-Unit Scheduling Dynamic CoS Configurations

MPC/MICModules onMX Series
RoutersEQ DPCs onMX Series RoutersSubscriber Interface Type

YesYesStatic and dynamic VLANs

NoNoStatic and dynamic VLANs over
aggregated Ethernet

NoYesStatic or dynamic IP demux interfaces

NoNoStatic or dynamic IP demux interfaces
over aggregated Ethernet

NoNoStatic or dynamic VLAN demux
interfaces

NoNoStatic or dynamic VLAN demux
interfaces over aggregated Ethernet

YesNoStatic PPPoE interfaces

NoNoDynamic PPPoE interfaces
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Table 7: Hardware Required for Per-Unit Scheduling Dynamic CoS Configurations (continued)

MPC/MICModules onMX Series
RoutersEQ DPCs onMX Series RoutersSubscriber Interface Type

NoNoStatic or dynamic PPPoE interfaces over
aggregated Ethernet

NoNoL2TP LAC tunnel over PPP

NoNoL2TP LNS inline service over PPP

Related
Documentation

Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4•

• Configuring Per-Unit Scheduling in a Dynamic Profile on page 42

Configuring Per-Unit Scheduling in a Dynamic Profile

Per-unit schedulingenablesonesetofoutputqueues for each logical interfaceconfigured

under thephysical interface. In per-unit scheduling configurations, eachLayer 3 scheduler

node is allocated a dedicated set of queues.

If you do not explicitly configure CoS parameters, a default traffic profile with queues is

attached to the logical interface.

To configure per-unit scheduling and queuing for subscriber access:

1. Configure the static CoS parameters in the [edit class-of-service] hierarchy.

a. Enable the per-unit scheduler for the physical interface.

[edit interfaces interface-name]
user@host# set per-unit-scheduler

b. Configure the drop profiles.

See Defining Packet Drop Behavior by Configuring RED Drop Profiles.

c. Configure the forwarding classes.

See Configuring a Custom Forwarding Class for Each Queue.

d. Configure the rewrite-rules and classifier definitions.

See Configuring Rewrite Rules and Configuring Behavior Aggregate Classifiers.

See The Junos OS CoS Components Used to Manage Congestion and Control Service

Levels for information about configuring the remaining CoS parameters.

2. Configure a static or dynamic subscriber interface that can be referenced in the

dynamic profile.
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3. Configure CoS parameters in a dynamic profile.

a. Configure the dynamic profile.

See Configuring a Basic Dynamic Profile.

b. Configure traffic shaping and scheduling parameters in the dynamic profile using

a traffic-control profile.

See “ConfiguringTraffic Scheduling andShaping for Subscriber Access” onpage 11.

c. Configure the schedulers and scheduler map in the dynamic profile.

Youcanconfigure the schedulers usingdynamic variablesor a combinationofboth

static values and dynamic variables.

See “ConfiguringSchedulers in aDynamicProfile forSubscriberAccess” onpage 13.

d. Apply CoS parameters to a subscriber interface by referencing an interface in the

dynamic profile.

• For traffic shapingand scheduling, see “ApplyingTraffic ShapingandScheduling

to a Subscriber Interface in a Dynamic Profile” on page 145.

• For rewrite rules, see “ApplyingaRewriteRuleDefinition toaSubscriber Interface

in a Dynamic Profile” on page 147.

• For classifiers, see “Applying a Classifier to a Subscriber Interface in a Dynamic

Profile” on page 148.

4. (Optional) Configure variables in access and service profiles to enable RADIUS to

activate subscriber and upgrade services through CoA.

NOTE: Do not instantiate a CoA request using a service dynamic profile
that is already in use on the same logical interface.

Because you have configured the scheduler map in the dynamic profile, queues are

merged when subscribers change services. Other CoS parameters are replaced.

Whenmultiple subscribers are enabled on a DHCP subscriber interface, and the

dynamic profile referenced by DHCP does not have the replace keyword configured,

the system does not replace the parameters. Instead, it combines the values of the

parameters to their maximum scalar value.

a. Configure CoS variables in a dynamic profile.

See “Configuring Static Default Values for Traffic Scheduling and Shaping” on

page 106

b. (Optional) Enable multiple clients for the same subscriber (logical interface) to

aggregate attributes by configuring the aggregate-clients option for the dynamic

profile attached to a DHCP subscriber interface.
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See Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client

Interfaces.

Related
Documentation

CoS for Subscriber Access Overview on page 3•

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Example: Configuring Per-Unit Scheduling for Subscriber Access on page 44

Example: Configuring Per-Unit Scheduling for Subscriber Access

In this example, a network administrator sets up a subscriber access configuration with

per-unit scheduling.

1. The administrator configures the static VLAN interfaces and enables per-unit

scheduling for the interfaces.

[edit]
interfaces {
ge-1/1/0 {
per-unit-scheduler;
vlan-tagging;
unit 100 {
vlan-id 100;
family inet {
unnumbered-address lo0.0 preferred-source-address 192.0.2.100;

}
}
unit 200 {
vlan-id 200;
family inet {
unnumbered-address lo0.0 preferred-source-address 192.0.2.100;

}
}

}
ge-1/1/1 {
per-unit-scheduler;
vlan-tagging;
unit 100 {
vlan-id 100;
family inet {
unnumbered-address lo0.0 preferred-source-address 192.0.2.100;

}
}
unit 200 {
vlan-id 200;
family inet {
unnumbered-address lo0.0 preferred-source-address 192.0.2.100;

}
}

}
ge-1/0/1 {
unit 0 {
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family inet {
address 203.0.113.31/24;

}
}

}
ge-1/1/2 {
description "wfce14 eth1 soso ge-1/1/2";
vlan-tagging;
gigether-options {
no-auto-negotiation;

}
unit 100 {
vlan-id 100;
family inet {
address 203.0.113.121/24;

}
}

}
}

2. The administrator configures static CoS parameters, including forwarding classes

and classifiers, to be referenced in the dynamic profiles.

[edit]
class-of-service {
classifiers {
inet-precedence 8q-inet {
forwarding-class be {
loss-priority low code-points 000;

}
forwarding-class ef {
loss-priority low code-points 001;

}
forwarding-class af {
loss-priority low code-points 010;

}
forwarding-class nc {
loss-priority low code-points 011;

}
forwarding-class voice {
loss-priority low code-points 100;

}
forwarding-class video {
loss-priority low code-points 101;

}
forwarding-class game {
loss-priority low code-points 110;

}
forwarding-class data {
loss-priority low code-points 111;

}
}
inet-precedence 4q-inet {
forwarding-class be {
loss-priority low code-points [ 000 001 ];
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}
forwarding-class ef {
loss-priority low code-points [ 010 011 ];

}
forwarding-class af {
loss-priority low code-points [ 100 101 ];

}
forwarding-class nc {
loss-priority low code-points [ 110 111 ];

}
}
inet-precedence 8q-drop-inet {
forwarding-class be {
loss-priority low code-points 000;

}
forwarding-class ef {
loss-priority medium-low code-points 001;

}
forwarding-class af {
loss-priority medium-high code-points 010;

}
forwarding-class nc {
loss-priority high code-points 011;

}
forwarding-class voice {
loss-priority low code-points 100;

}
forwarding-class video {
loss-priority medium-low code-points 101;

}
forwarding-class game {
loss-priority medium-high code-points 110;

}
forwarding-class data {
loss-priority high code-points 111;

}
}
inet-precedence 4q-drop-inet {
forwarding-class be {
loss-priority low code-points [ 000 001 ];

}
forwarding-class ef {
loss-priority medium-low code-points [ 010 011 ];

}
forwarding-class af {
loss-priority medium-high code-points [ 100 101 ];

}
forwarding-class nc {
loss-priority high code-points [ 110 111 ];

}
}

}
drop-profiles {
d0 {
fill-level 25 drop-probability 100;
fill-level 0 drop-probability 0;
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}
d1 {
fill-level 50 drop-probability 100;
fill-level 0 drop-probability 0;

}
d2 {
fill-level 75 drop-probability 100;
fill-level 0 drop-probability 0;

}
d3 {
fill-level 100 drop-probability 100;
fill-level 0 drop-probability 0;

}
all {
fill-level 0 drop-probability 0;
fill-level 100 drop-probability 100;

}
}
forwarding-classes {
queue 0 be;
queue 1 ef;
queue 2 af;
queue 3 nc;
queue 4 voice;
queue 5 video;
queue 6 game;
queue 7 data;

}
interfaces {
ge-1/0/1 {
unit 0 {
classifiers {
inet-precedence 8q-drop-low-high-inet;

}
}

}
}
traceoptions {
flag all;
flag asynch;
flag route-socket;

}
}

3. The administrator configures the access and service dynamic profiles to receive CoS

parameters for the subscriber interfaces through RADIUS.

[edit]
dynamic-profiles {
subscriber {
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
family inet;

}
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}
}
class-of-service {
traffic-control-profiles {
zero {
scheduler-map "$junos-cos-scheduler-map";
shaping-rate "$junos-cos-shaping-rate";
guaranteed-rate "$junos-cos-guaranteed-rate";
delay-buffer-rate "$junos-cos-delay-buffer-rate";

}
}
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
output-traffic-control-profile zero;

}
}

}
scheduler-maps {
be_smap {
forwarding-class be scheduler be_sch;

}
all_smap {
forwarding-class be scheduler be_sch;
forwarding-class ef scheduler ef_sch;
forwarding-class af scheduler af_sch;
forwarding-class nc scheduler nc_sch;
forwarding-class video scheduler video_sch;
forwarding-class data scheduler data_sch;

}
be_ef_smap {
forwarding-class be scheduler be_sch;
forwarding-class ef scheduler ef_sch;

}
af_smap {
forwarding-class af scheduler af_sch;

}
be_ef_af_nc_smap {
forwarding-class be scheduler be_sch;
forwarding-class ef scheduler ef_sch;
forwarding-class af scheduler af_sch;
forwarding-class nc scheduler nc_sch;

}
voice_video_game_data_smap {
forwarding-class voice scheduler voice_sch;
forwarding-class video scheduler video_sch;
forwarding-class game scheduler game_sch;
forwarding-class data scheduler data_sch;

}
}
schedulers {
"$junos-cos-scheduler" {
transmit-rate percent "$junos-cos-scheduler-tx";
buffer-size percent "$junos-cos-scheduler-bs";
priority "$junos-cos-scheduler-pri";
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drop-profile-map loss-priority low protocol any drop-profile
"$junos-cos-scheduler-dropfile-low";

drop-profile-map loss-priority medium-low protocol any drop-profile
"$junos-cos-scheduler-dropfile-medium-low";

drop-profile-map loss-priority medium-high protocol any drop-profile
"$junos-cos-scheduler-dropfile-medium-high";

drop-profile-map loss-priority high protocol any drop-profile
"$junos-cos-scheduler-dropfile-high";

}
}

}
}
service {
variables {
fc_1 default-value be;
sch_1 default-value be_sch;
sch-tx_1 default-value 20000000;
sch-bs_1 default-value 10;
sch-pri_1 default-value high;
sch-drop-low_1 default-value d3;
sch-drop-med-low_1 default-value d2;
sch-drop-med-high_1 default-value d1;
sch-drop-high_1 default-value d0;
sch-drop-any_1 default-value d3;
fc_2 default-value af;
sch_2 default-value af_sch;
sch-tx_2 default-value 10;
sch-bs_2 default-value 10;
sch-pri_2 default-value high;
sch-drop-low_2 default-value d3;
sch-drop-med-low_2 default-value d2;
sch-drop-med-high_2 default-value d1;
sch-drop-high_2 default-value d0;
sch-drop-any_2 default-value d3;
fc_3 default-value voice;
sch_3 default-value voice_sch;
sch-tx_3 default-value 20000000;
sch-bs_3 default-value 10;
sch-pri_3 default-value high;
sch-drop-low_3 default-value d3;
sch-drop-med-low_3 default-value d2;
sch-drop-med-high_3 default-value d1;
sch-drop-high_3 default-value d0;
sch-drop-any_3 default-value d3;
fc_4 default-value game;
sch_4 default-value game_sch;
sch-tx_4 default-value 10;
sch-bs_4 default-value 10;
sch-pri_4 default-value high;
sch-drop-low_4 default-value d3;
sch-drop-med-low_4 default-value d2;
sch-drop-med-high_4 default-value d1;
sch-drop-high_4 default-value d0;
sch-drop-any_4 default-value d3;
scheduler-map default-value all_smap;

}
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class-of-service {
scheduler-maps {
"$scheduler-map" {
forwarding-class "$fc_1" scheduler "$sch_1";
forwarding-class "$fc_2" scheduler "$sch_2";
forwarding-class "$fc_3" scheduler "$sch_3";
forwarding-class "$fc_4" scheduler "$sch_4";

}
}
schedulers {
"$sch_1" {
transmit-rate "$sch-tx_1";
buffer-size percent "$sch-bs_1";
priority "$sch-pri_1";
drop-profile-map loss-priority low protocol any drop-profile
"$sch-drop-low_1";

drop-profile-map loss-priority medium-low protocol any drop-profile
"$sch-drop-med-low_1";

drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_1";

drop-profile-map loss-priority high protocol any drop-profile
"$sch-drop-high_1";

}
"$sch_2" {
transmit-rate percent "$sch-tx_2";
buffer-size percent "$sch-bs_2";
priority "$sch-pri_2";
drop-profile-map loss-priority low protocol any drop-profile
"$sch-drop-low_2";

drop-profile-map loss-priority medium-low protocol any drop-profile
"$sch-drop-med-low_2";

drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_2";

drop-profile-map loss-priority high protocol any drop-profile
"$sch-drop-high_2";

}
"$sch_3" {
transmit-rate "$sch-tx_3";
buffer-size percent "$sch-bs_3";
priority "$sch-pri_3";
drop-profile-map loss-priority low protocol any drop-profile
"$sch-drop-low_3";

drop-profile-map loss-priority medium-low protocol any drop-profile
"$sch-drop-med-low_3";

drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_3";

drop-profile-map loss-priority high protocol any drop-profile
"$sch-drop-high_3";

}
"$sch_4" {
transmit-rate percent "$sch-tx_4";
buffer-size percent "$sch-bs_4";
priority "$sch-pri_4";
drop-profile-map loss-priority low protocol any drop-profile
"$sch-drop-low_4";
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drop-profile-map loss-priority medium-low protocol any drop-profile
"$sch-drop-med-low_4";

drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_4";

drop-profile-map loss-priority high protocol any drop-profile
"$sch-drop-high_4";

}
}

}
}
service_2 {
variables {
fc_1 default-value be;
sch_1 default-value be_sch;
sch-tx_1 default-value 10;
sch-bs_1 default-value 10;
sch-pri_1 default-value high;
sch-drop-low_1 default-value d3;
sch-drop-med-low_1 default-value d2;
sch-drop-med-high_1 default-value d1;
sch-drop-high_1 default-value d0;
sch-drop-any_1 default-value d3;
scheduler-map default-value all_smap;

}
class-of-service {
scheduler-maps {
"$scheduler-map" {
forwarding-class "$fc_1" scheduler "$sch_1";

}
}
schedulers {
"$sch_1" {
transmit-rate percent "$sch-tx_1";
buffer-size percent "$sch-bs_1";
priority "$sch-pri_1";
drop-profile-map loss-priority low protocol any drop-profile
"$sch-drop-low_1";

drop-profile-map loss-priority medium-low protocol any drop-profile
"$sch-drop-med-low_1";

drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_1";

drop-profile-map loss-priority high protocol any drop-profile
"$sch-drop-high_1";

}
}

}
}

}

4. Thenetwork administrator configuresDHCPandRADIUS togrant accessand services

to the interfaces referenced by the subscriber dynamic profile.

[edit]
forwarding-options {
dhcp-relay {
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traceoptions {
file size 1g;
flag all;

}
dynamic-profile subscriber aggregate-clients replace;
server-group {
subscriber-server {
203.0.113.2;

}
}
active-server-group subscriber-server;
group relay-0 {
authentication {
password $ABC123;
username-include {
user-prefix user0;
mac-address;

}
}
interface ge-1/1/0.100;
interface ge-1/1/0.200;

}
}

}
radius-server {
198.51.100.11 secret "$ABC123$ABC123$ABC123"; ## SECRET-DATA

}
profile subscriber-profile {
authentication-order radius;
radius {
authentication-server 198.51.100.11;
accounting-server 198.51.100.11;

}
radius-server {
198.51.100.11 secret "$ABC123$ABC123"; ## SECRET-DATA

}
accounting {
order radius;
statistics time;

}
}

Related
Documentation

• Configuring Per-Unit Scheduling in a Dynamic Profile on page 42
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CHAPTER 5

ConfiguringDedicatedQueueScalingwith
Hierarchical CoS or Per-Unit Scheduling

• Dedicated Queue Scaling for CoS Configurations on MIC and MPC Interfaces

Overview on page 53

• Managing Dedicated and Remaining Queues for Dynamic CoS Configurations on MIC

and MPC Interfaces on page 55

• Verifying the Number of Dedicated Queues Configured on MIC and MPC

Interfaces on page 57

DedicatedQueueScaling forCoSConfigurationsonMICandMPC InterfacesOverview

QueuingEthernetModular Port Concentrators (MPCs)provide a set of dedicatedqueues

for subscriber interfaces configured with hierarchical scheduling or per-unit scheduling.

The dedicated queues offered on these MPCs enable service providers to reduce costs

through different scaling configurations. These queuing MPCs enable service providers

to reduce the cost per subscriber by allowing many subscriber interfaces to be created

with four or eight queues.

This topic describes the overall queue, scheduler node, and logical interface scaling for

subscriber interfaces created on these MIC and MPC combinations.

Queue Scaling for MPCs

Beginning with Junos OS Release 15.1, MPC2E-3D-NG-Q, MPC3E-3D-NG-Q,

MPC5EQ-40G10G, andMPC5EQ-100G10GMPCs support up to five levels of heirarchical

queuing. Table 8 on page 53 lists the number of dedicated queues and nodes supported

per MPC.

Table 8: Dedicated Queues for MPCs

Level 1 Nodes
(Ports)Level 2 NodesLevel 3 NodesLevel 4 Nodes

Dedicated
QueuesMPC

384400016,00064,000512,000MPC2E-3D-NG-Q

MPC3E-3D-NG-Q
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Table 8: Dedicated Queues for MPCs (continued)

Level 1 Nodes
(Ports)Level 2 NodesLevel 3 NodesLevel 4 Nodes

Dedicated
QueuesMPC

384400032,000128,0001 millionMPC5EQ-40G10G

MPC5EQ-100G10G

CAUTION: Themaximum scaling targets provided in Table 8 on page 53 are
based on system level design specifications. Actual realized subscriber or
session scale is highly dependent upon the configuration and can be
influenced by configuration variables including: the number of routes, the
numberof enabledservices, thenumberofpolicyand firewall filters, policers,
counters, statistics and accessmodel type. Once you define a configuration,
your Juniper account team can help characterize the expected system level
scale or scale range for your live deployment.

MPCs vary in the number of Packet Forwarding Engines on board. MPC2E-3D-NG-Q and

MPC3E-3D-NG-QMPCs each have one Packet Forwarding Engine, allowing all 64,000

level 4 (subscriber) nodes to be allocated to a single MIC. MPC5EQMPCs have two

Packet Forwarding Engines, one for each possible MIC, each supporting 64,000 level 4

(subscriber) nodes.

NOTE: The nonqueuing MPCsMPC2E-3D-NG, MPC3E-3D-NG,
MPC5E-40G10G, andMPC5E-100G10G provide up to eight queues per port
in standard configuration. However, each of these MPCs can be configured
toprovide limited-scalehierarchical classof service (HCoS)andup to32,000
queues.

Managing Remaining Queues

When the number of available dedicated queues on the MPC drops below 10 percent,

an SNMP trap is generated to notify you.

When themaximum number of dedicated queues on the MPCs is reached, a system log

message,COSD_OUT_OF_DEDICATED_QUEUES, is generated.Thesystemdoesnotprovide

subsequent subscriber interfaceswith adedicated set of queues. For per-unit scheduling

configurations, there are no configurable queues remaining on the MPC.

For hierarchical scheduling configurations, remaining queues are available when the

maximumnumber of dedicated queues is reached on theMPC. Traffic from these logical

interfaces is considered unclassified and attached to a common set of queues that are

shared by all subsequent logical interfaces. These common queues are the default port

queues that are created for every port. You can configure a traffic-control profile and

attach that to the interface to provide CoS parameters for the remaining queues.
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These subscriber interfaces remain with this traffic-control profile, even if dedicated

queues become available.

Release History Table DescriptionRelease

Beginning with Junos OS Release 15.1, MPC2E-3D-NG-Q, MPC3E-3D-NG-Q,
MPC5EQ-40G10G, and MPC5EQ-100G10GMPCs support up to five levels of
heirarchical queuing.

15.1

Related
Documentation

Hierarchical Class of Service Feature Guide•

• Understanding Hierarchical Scheduling

• Managing Dedicated and Remaining Queues for Static CoS Configurations on MIC and

MPC Interfaces

• Managing Dedicated and Remaining Queues for Dynamic CoS Configurations on MIC

and MPC Interfaces on page 55

• Understanding Hierarchical Scheduling for MIC and MPC Interfaces

Managing Dedicated and Remaining Queues for Dynamic CoS Configurations onMIC
andMPC Interfaces

This topic describes how tomanage dedicated and remaining queues for static and

dynamic subscriber interfaces configured in dynamic profiles.

Youmanage queues at the chassis and physical port level in the static configuration

hierarchies, thenconfiguredynamic schedulingandshapingparameters for thesubscriber

interfaces in the dynamic profile.

• Configuring the MaximumNumber of Queues for MIC and MPC Interfaces on page 55

• Configuring Remaining Common Queues on MIC and MPC Interfaces on page 56

Configuring theMaximumNumber of Queues for MIC andMPC Interfaces

30-Gigabit Ethernet Queuing MPCs and 60-Gigabit Ethernet Queuing and Enhanced

Queuing MPCs support a dedicated number of queues when configured for hierarchical

scheduling and per-unit scheduling configurations.

To scale the number of subscriber interfaces per queue, you canmodify the number of

queues supported on the MIC.

To configure the number of queues:

1. Specify that you want to configure the MIC.

user@host# edit chassis fpc slot-number pic pic-number

2. Configure the number of queues.

[edit chassis fpc slot-number pic pic-number]

55Copyright © 2017, Juniper Networks, Inc.

Chapter 5: Configuring Dedicated Queue Scaling with Hierarchical CoS or Per-Unit Scheduling



user@host# setmax-queues-per-interface (8 | 4)

Configuring Remaining CommonQueues onMIC andMPC Interfaces

30-Gigabit Ethernet Queuing MPCs and 60-Gigabit Ethernet Queuing and Enhanced

Queuing MPCs support a dedicated set of queues when configured with hierarchical

scheduling.

When the number of dedicated queues is reached on themodule, there can be queues

remaining. Traffic from these logical interfaces are considered unclassified and attached

to a common set of queues that are shared by all subsequent logical interfaces.

You can configure traffic shaping and scheduling resources for the remaining queues by

attaching a special traffic-control profile to the interface. This feature enables you to

provide the same shaping and scheduling to remaining queues as the dedicated queues.

To configure the remaining queues on a MIC or MPC interface:

1. Configure CoS parameters in a traffic-control profile.

[edit class-of-service]
user@host# edit traffic-control-profiles profile-name

2. Enable hierarchical scheduling for the interface.

[edit interfaces interface-name]
user@host# set hierarchical-scheduler

3. Attach the traffic control profiles for the dedicated and remaining queues to the port

on which you enabled hierarchical scheduling.

To provide the same shaping and scheduling parameters to dedicated and remaining

queues, reference the same traffic-control profile.

a. Attach the traffic-control profile for the dedicated queues on the interface.

[edit class-of-service interfaces interface-name]
user@host# set output-traffic-control-profile profile-name

b. Attach the traffic-control profile for the remaining queues on the interface.

[edit class-of-service interfaces interface-name]
user@host# set output-traffic-control-profile-remaining profile-name

Related
Documentation

Verifying the Number of Dedicated Queues Configured on MIC and MPC Interfaces on

page 57

•

• DedicatedQueue Scaling for CoSConfigurations onMIC andMPC InterfacesOverview

on page 53

• Configuring Static Hierarchical Scheduling in a Dynamic Profile
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Verifying the Number of Dedicated Queues Configured onMIC andMPC Interfaces

Purpose Display the number of dedicated queue resources that are configured for the logical

interfaces on a port.

Action user@host#show class-of-service interface ge-1/1/0
Physical interface: ge-1/1/0, Index: 166
Queues supported: 4, Queues in use: 4
Total non-default queues created: 4
  Scheduler map: <default>, Index: 2
  Chassis scheduler map: <default-chassis>, Index: 4

  Logical interface: ge-1/1/0.100, Index: 72, Dedicated Queues: no
    Shaping rate: 32000
    Object              Name                   Type                  Index
    Scheduler-map       <remaining>                                  0
    Classifier          ipprec-compatibility   ip                    13

  Logical interface: ge-1/1/0.101, Index: 73, Dedicated Queues: no
    Shaping rate: 32000
    Object              Name                   Type                  Index
    Scheduler-map       <remaining>                                  0
    Classifier          ipprec-compatibility   ip                    13

  Logical interface: ge-1/1/0.102, Index: 74, Dedicated Queues: yes
    Shaping rate: 32000
    Object                   Name               Type                 Index
    Traffic-control-profile  <control_tc_prof>  Output               45866

Related
Documentation

• Managing Dedicated and Remaining Queues for Static CoS Configurations on MIC and

MPC Interfaces

• Managing Dedicated and Remaining Queues for Dynamic CoS Configurations on MIC

and MPC Interfaces on page 55
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CHAPTER 6

Shaping Downstream Traffic Based on
Frames or Cells

• BandwidthManagement forDownstreamTraffic inEdgeNetworksOverviewonpage59

• Configuring Dynamic Shaping Parameters to Account for Overhead in Downstream

Traffic Rates on page 61

• Example: Configuring Dynamic Shaping Parameters to Account for Overhead in

Downstream Traffic Rates on page 62

• ConfiguringStaticShapingParameters toAccount forOverhead inDownstreamTraffic

Rates on page 66

• Example: Configuring Static Shaping Parameters to Account for Overhead in

Downstream Traffic Rates on page 67

• Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific

Tags on page 69

• Configuring the Shaping Rate and Overhead Accounting Based on PPPoE

Vendor-Specific Tags on Dynamic Subscriber Interfaces on page 71

• Reporting the Effective Shaping Rate for Subscribers on page 71

• Verifying the Effective Shaping Rate Reporting Configuration on page 72

BandwidthManagement for Downstream Traffic in Edge Networks Overview

In a subscriber access network, traffic with different encapsulations can be passed

downstream to other customer premise equipment (CPE) through theMX Series router.

Managing the bandwidth of downstream ATM traffic to Ethernet interfaces can be

especially difficult because of the different Layer 2 encapsulations.

The downstream network is not necessarily the directly attached network. In typical

broadband network gateway (BNG) configurations, the directly attached network is an

Ethernet access network, which provides access to either another frame-based network,

or a cell-based network.

The overhead accounting feature enables you to shape traffic based on whether the

downstream network is a frame-based network, like Ethernet, or a cell-based network,

like ATM. It assigns a byte adjustment value to account for different encapsulations.

This feature is available on MIC and MPC interfaces.
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Effective Shaping Rate

The shaping-rate, also known as peak information rate (PIR), is the maximum rate for a

scheduler node or queue.

The true rate of a subscriber at the access-loop/CPE is a function of:

• The shaping-rate in effect for the subscriber’s household, in bits per second.

• Whether the subscriber is connected to a frame-based or cell-based network.

• Number of bytes in each frame that are accounted for by the shaper.

NOTE: Chassis egress-shaping-overhead is not included in the effective rate.
Egress-shaping-overhead accounts for the physical interface overhead (ISO

OSI Layer 1). Effective shaping-rate is a Layer 2 (ISOOSI) rate.

ShapingModes

There are twomodes used for adjusting downstream traffic:

• Frame shaping mode is useful for adjusting downstream traffic with different

encapsulations. Shaping is based on the number of bytes in the frame, without regard

to cell encapsulation or padding overhead. Frame is the default shaping mode on the

router.

• Cell shapingmode is useful for adjusting downstreamcell-based traffic. In cell shaping

mode, shaping is based on the number of bytes in cells, and accounts for the cell

encapsulation and padding overhead.

When you specify cell mode, the resulting traffic stream conforms to the policing rates

configured in downstream ATM switches, reducing the number of packet drops in the

Ethernet network.

To account for ATM segmentation, the router adjusts all of the rates by 48/53 to

account for 5-byte ATM AAL5 encapsulation. In addition, the router accounts for cell

padding, and internally adjusts each frame by 8 bytes to account for the ATM trailer.

Byte Adjustments

When the downstream traffic has different byte sizes per encapsulation, it is useful to

configureabyteadjustment value toadjust thenumberofbytesperpacket tobe included

in or excluded from the shaping mechanism. This value represents the number of bytes

that are encapsulated and decapsulated by the downstream equipment. For example,

to properly account for a 4-byte header stripped by the downstream network, set the

overhead-accounting bytes to -4. To properly account for a 12-byte header added by the

downstream network, set the overhead-accounting bytes to 12.

We recommend that you specify a byte adjustment value that represents the difference

between the CPE protocol overhead and B-RAS protocol overhead.
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Thesystemroundsup thebyteadjustment value to thenearestmultipleof4. For example,

a value of 6 is rounded to 8, and a value of –10 is rounded to –8.

You do not need to configure a byte adjustment value to account for the downstream

ATM network. However, you can specify the byte value to account for additional

encapsulations or decapsulations in the downstream network.

Relationship with Other CoS Features

Enabling theoverheadaccounting featureaffects the resulting shaping rates, guaranteed

rate, and excess rate parameters, if they are configured.

The overhead accounting feature also affects the egress shaping overhead feature that

you can configure at the chassis level. We recommend that you use the egress

shaping-overhead feature to account for the Layer 2 overhead of the outgoing interface,

anduse theoverhead-accounting feature toaccount fordownstreamtrafficwithdifferent

encapsulations and cell-based networks.

When both features are configured, the total byte adjustment value is equal to the

adjusted value of the overhead-accounting feature plus the value of the

egress-shaping-overhead feature. For example, if the configured byte adjustment value

is 40, and the router internally adjusts the size of each frame by 8, the adjusted overhead

accounting value is 48. That value is added to the egress shaping overhead of 24 for a

total byte adjustment value of 72.

Related
Documentation

To configure overhead accounting for static Ethernet interfaces, see Configuring Static

Shaping Parameters to Account forOverhead inDownstreamTraffic Rates on page66

•

• To configure overhead accounting for dynamic subscriber access, see Configuring

Dynamic Shaping Parameters to Account for Overhead in Downstream Traffic Rates

on page 61

• Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific

Tags on page 69

Configuring Dynamic Shaping Parameters to Account for Overhead in Downstream
Traffic Rates

You can configure the overhead accounting feature to shape downstream traffic based

on either frames or cells.

You can also account for the different byte sizes per encapsulation by configuring a byte

adjustment value for the shaping mode.

This feature is supported on MPCs on MX Series routers.

To configure the overhead accounting feature in a dynamic profile:

1. Do one of the following to configure the shaping mode:

• Specify the shaping mode.

Frame shaping mode is enabled by default.
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[edit dynamic-profiles profile-name class-of-service traffic-control-profiles
profile-name

user@host#set overhead-accounting (frame-mode | cell-mode)

• Configure a variable for the shaping mode.

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles
profile-name

user@host#set overhead-accounting $junos-cos-shaping-mode

2. (Optional) Do one of the following to configure the byte adjustment value:

• Specify a byte adjustment value.

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles
profile-name

user@host#set overhead-accounting bytes byte-value

• Configure a variable for the byte adjustment.

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles
profile-name

user@host#set overhead-accounting bytes $junos-cos-byte-adjust

BEST PRACTICE: We recommend that you specify a byte adjustment
value that represents the difference between the customer premise
equipment (CPE) protocol overhead and B-RAS protocol overhead.

The available range is –120 through 124 bytes. The system rounds up
the byte adjustment value to the nearest multiple of 4. For example, a
value of 6 is rounded to 8, and a value of -10 is rounded to -8.

Related
Documentation

BandwidthManagement forDownstreamTraffic inEdgeNetworksOverviewonpage59•

• Example: Configuring Dynamic Shaping Parameters to Account for Overhead in

Downstream Traffic Rates on page 62

• Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 23

Example: Configuring Dynamic Shaping Parameters to Account for Overhead in
Downstream Traffic Rates

This topic describes two scenarios for which you can configure dynamic shaping

parameters to account for packet overhead in a downstream network.

TheRADIUSadministrator supplies the initial valueson theRADIUSserver, and theservice

activation is performed at subscriber login.

Figure 2 on page 63 shows the sample network that the examples reference.
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Figure 2: Sample Network Topology for Downstream Traffic
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Managing Traffic with Different Encapsulations

In this example, the MX Series router shown in Figure 2 on page 63 sends stacked VLAN

frames to theDSLAM,and theDSLAMsendssingle-taggedVLANframes to the residential

gateway.

To accurately shape traffic at the residential gateway, theMXSeries routermust account

for thedifferent framesizes. Thedifferencebetween thestackedVLAN(S-VLAN) frames

sentby the router and the single-taggedVLANframes receivedat the residential gateway

is a 4-byte VLAN tag. The residential gateway receives frames that are 4 bytes less.

To account for the different frame sizes, you configure the frame shaping mode with -4

byte adjustment:

1. Configure the traffic shaping parameters in the dynamic profile and attach them to

the interface.

Enabling the overhead accounting feature affects the resulting shaping rate,

guaranteed rate, and excess rate parameters, if they are configured.

[edit]
dynamic-profiles {
ethernet-downstream-network {
interfaces {
$junos-interface-ifd-name {
unit $junos-underlying-interface-unit {
family inet;

}
}

}
class-of-service {
traffic-control-profiles {
tcp-example-overhead-accounting-frame-mode {
excess-rate percent $junos-cos-excess-rate
guaranteed-rate $junos-cos-guaranteed-rate
overhead-accounting$junos-cos-shaping-modebytes$junos-cos-byte-adjust
shaping-rate $junos-cos-shaping-rate;

}
}
interfaces {
$junos-interface-ifd-name {
unit "$junos-underlying-interface-unit" {
output-traffic-control-profile tcp1;
}
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}
}

}
}

}

Table 9 on page 64 lists the initial values defined by the RADIUS administrator for the

shaping rates.

Table 9: Initial Shaping Values at Subscriber Login For TrafficWith
Different Encapsulations

ValueRADIUS TagPredefined Variable

10mT02$junos-cos-shaping-rate

2mT03$junos-cos-guaranteed-rate

50T05$junos-cos-excess-rate

frame-modeT07$junos-cos-shaping-mode

–4T08$junos-cos-byte-adjust

2. Verify the adjusted rates.

user@host#show class-of-service traffic-control-profile
Traffic control profile: tcp-example-overhead-accounting-frame-mode, Index: 
61785
Excess rate 50
Shaping rate: 10000000
Guaranteed rate: 2000000
Overhead accounting mode: Frame Mode
Overhead bytes: —4

Managing DownstreamCell-Based Traffic

In this example, the DSLAM and residential gateway shown in Figure 2 on page 63 are

connected through an ATM cell-based network. The MX Series router sends Ethernet

frames to the DSLAM, and the DSLAM sends ATM cells to the residential gateway.

To accurately shape traffic at the residential gateway, theMXSeries routermust account

for the different physical network characteristics.

The administrator does not need to configure a byte adjustment value to account for the

downstream ATM network, but has the option of configuring a byte adjustment value to

account for different encapsulations or decapsulations.

To account for the different frame sizes, configure cell shaping mode:

1. Configure the traffic shaping parameters in the dynamic profile and attach them to

the interface.
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Enabling the overhead accounting feature affects the resulting shaping rate,

guaranteed rate, and excess rate parameters, if they are configured.

[edit]
dynamic-profiles {
atm-downstream-network {
interfaces {
$junos-interface-ifd-name {
unit $junos-underlying-interface-unit {
family inet;

}
}

}
class-of-service {
traffic-control-profiles {
tcp-example-overhead-accounting-cell-mode {
excess-rate percent $junos-cos-excess-rate
guaranteed-rate $junos-cos-guaranteed-rate
overhead-accounting $junos-cos-shaping-mode
shaping-rate $junos-cos-shaping-rate

}
}
interfaces {
$junos-interface-ifd-name {
unit "$junos-underlying-interface-unit" {
output-traffic-control-profile tcp1;
}

}
}

}
}

}

Table 10 on page 65 lists the initial values defined by the RADIUS administrator for

the shaping rates.

Table 10: Initial Shaping Values at Subscriber Login For Downstream
Cell-Based Traffic

ValueRADIUS TagPredefined Variable

10mT02$junos-cos-shaping-rate

2mT03$junos-cos-guaranteed-rate

50T05$junos-cos-excess-rate

cell-modeT07$junos-cos-shaping-mode

2. Verify the adjusted rates.

user@host#show class-of-service traffic-control-profile
Traffic control profile: tcp-example-overhead-accounting-cell-mode, Index: 
61785
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Shaping rate: 10000000
Excess rate 50
Guaranteed rate: 2000000
Overhead accounting Cell Mode
Overhead bytes: 0

To account for ATM segmentation, the MX Series router adjusts all of the rates by

48/53 to account for ATM AAL5 encapsulation. In addition, the router accounts for

cell padding, and internally adjusts each frame by 8 bytes to account for the ATM

trailer.

Related
Documentation

Configuring Dynamic Shaping Parameters to Account for Overhead in Downstream

Traffic Rates on page 61

•

ConfiguringStaticShapingParameters toAccount forOverhead inDownstreamTraffic
Rates

The overhead accounting feature enables you to account for downstream traffic that

has different encapsulations or downstream traffic from cell-based equipment, such as

ATM switches.

You can configure the overhead accounting feature to shape downstream traffic based

on frames or cell shaping mode.

You can also account for the different byte sizes per encapsulation by configuring a byte

adjustment value for the shaping mode.

To configure the shapingmode and byte adjustment value for static CoS configurations:

1. Specify the shaping mode.

Frame shaping mode is enabled by default.

[edit class-of-service traffic-control-profiles profile-name]
user@host# set overhead-accounting (frame-mode | cell-mode)

2. (Optional) Specify a byte adjustment value.

[edit class-of-service traffic-control-profiles profile-name
user@host# set overhead-accounting bytes byte-value]

BEST PRACTICE: We recommend that you specify a byte adjustment
value that represents the difference between the customer premise
equipment (CPE) protocol overhead and the B-RAS protocol overhead.

The available range is –120 through 124 bytes. The system rounds up the
byte adjustment value to the nearest multiple of 4. For example, a value
of 6 is rounded to 8, and a value of –10 is rounded to –8.
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Related
Documentation

BandwidthManagement forDownstreamTraffic inEdgeNetworksOverviewonpage59•

Example: Configuring Static Shaping Parameters to Account for Overhead in
Downstream Traffic Rates

This topic describes twoscenarios forwhich youcanconfigure static shapingparameters

to account for packet overhead in a downstream network.

Figure 2 on page 63 shows the sample network that the examples reference.

Figure 3: Sample Network Topology for Downstream Traffic
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Managing Traffic with Different Encapsulations

In this example, the MX Series router shown in Figure 2 on page 63 sends stacked VLAN

frames to theDSLAM,and theDSLAMsendssingle-taggedVLANframes to the residential

gateway.

To accurately shape traffic at the residential gateway, theMXSeries routermust account

for thedifferent framesizes. Thedifferencebetween thestackedVLAN(S-VLAN) frames

sentby the router and the single-taggedVLANframes receivedat the residential gateway

is a 4-byte VLAN tag. The residential gateway receives frames that are 4 bytes less.

To account for the different frame sizes, the network administrator configures the frame

shaping mode with –4 byte adjustment:

1. The network administrator configure the traffic shaping parameters and attaches

them to the interface.

Enabling the overhead accounting feature affects the resulting shaping rate,

guaranteed rate, and excess rate parameters, if they are configured.

[edit]
class-of-service {
traffic-control-profiles {
tcp-example-overhead-accounting-frame-mode {
shaping-rate 10m;
shaping-rate-priority-high 4m;
guaranteed-rate 2m;
excess-rate percent 50;
overhead-accounting frame-mode bytes -4;
}

}
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interfaces {
ge-1/0/0 {
output-traffic-control-profile tcp-example-overhead-accounting-frame-mode;

}
}

}
}

2. The network administrator verifies the adjusted rates.

user@host#show class-of-service traffic-control-profile
Traffic control profile: tcp-example-overhead-accounting-frame-mode, Index: 
61785
Shaping rate: 10000000
Shaping rate priority high: 4000000
Excess rate 50
Guaranteed rate: 2000000
Overhead accounting mode: Frame Mode
Overhead bytes: —4

Managing DownstreamCell-Based Traffic

In this example, the DSLAM and residential gateway shown in Figure 2 on page 63 are

connected through an ATM cell-based network. The MX Series router sends Ethernet

frames to the DSLAM, and the DSLAM sends ATM cells to the residential gateway.

To accurately shape traffic at the residential gateway, theMXSeries routermust account

for the different physical network characteristics.

To account for the different frame sizes, the network administrator configures the cell

shaping mode with –4 byte adjustment:

1. Configure the traffic shaping parameters and attach them to the interface.

Enabling the overhead accounting feature affects the resulting shaping rate,

guaranteed rate, and excess rate parameters, if they are configured.

[edit]
class-of-service {
traffic-control-profiles {
tcp-example-overhead-accounting-cell-mode {
shaping-rate 10m;
shaping-rate-priority-high 4m;
guaranteed-rate 2m;
excess-rate percent 50;
overhead-accounting cell-mode;
}

}
interfaces {
ge-1/0/0 {
output-traffic-control-profile tcp-example-overhead-accounting-cell-mode;

}
}

}
}
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2. Verify the adjusted rates.

user@host#show class-of-service traffic-control-profile
Traffic control profile: tcp-example-overhead-accounting-cell-mode, Index: 
61785
Shaping rate: 10000000
Shaping rate priority high: 4000000
Excess rate 50
Guaranteed rate: 2000000
Overhead accounting mode: Cell Mode
Overhead bytes: 0

To account for ATM segmentation, the MX Series router adjusts all of the rates by

48/53 to account for ATM AAL5 encapsulation. In addition, the router accounts for

cell padding, and internally adjusts each frame by 8 bytes to account for the ATM

trailer.

Related
Documentation

ConfiguringStaticShapingParameters toAccount forOverhead inDownstreamTraffic

Rates on page 66

•

Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific
Tags

You can use access line parameters in PPPoE discovery packets to set the shaping-rate

and overhead-accounting class-of-service attributes on dynamic subscriber interfaces

in a broadband access network. This feature is supported onMPC/MIC interfaces onMX

Series routers.

The shaping rate is based on the actual-data-rate-downstream attribute.

The overhead accounting value is based on the access-loop-encapsulation attribute

and specifies whether the access loop uses Ethernet (framemode) or ATM (cell mode).

You can configure class-of-service attributes, for example the shaping-rate, using the

CLI, RADIUS vendor-specific attributes, ANCP, multicast, or in this case, PPPoE

vendor-specific tags.

CLI Interaction with PPPoE Vendor-Specific Tags

When you enable this feature, the values supplied by the PPPoE vendor-specific tags

override the parameters that you have configured in the CLI for the shaping-rate and

overhead-accountingstatementsat the [editdynamic-profilesprofile-nameclass-of-service

traffic-control-profiles] hierarchy level. The shaping rate is based on the

actual-data-rate-downstream attribute, and is only overridden if the vs-tag value is less

than the configured value.

To enable this feature, include the actual-data-rate-downstream or

access-loop-encapsulation option with the vendor-specific-tags statement at the [edit

dynamic-profilesprofile-nameclass-of-servicedynamic-class-of-service-options]hierarchy

level.
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RADIUS Interaction with PPPoE Vendor-Specific Tags

When you enable this feature, the PPPoE vendor-specific tags override the dynamic

configuration of the shaping-rate and overhead-accounting values in RADIUS

vendor-specific attributes. The shaping-rate value is only overridden if the vs-tag value

is less than the RADIUS value.

RADIUSCoAcanoverwrite theexistingvalues.Upon receiptofaRADIUSCoA, theRADIUS

value overrides the value set from the PPPoE vendor-specific tags.

PPPoE vendor-specific tags can override the RADIUS values, but a later RADIUS CoA

request can then override that value.

ANCP Interaction with PPPoE Vendor-Specific Tags

You canmix ANCP and PPPoE vendor-specific tags on dynamic PPPoE interfaces,

dynamically instantiated PPPoE interfaces, and ACI-sets. ANCP values override the

PPPoE values. In this case, the ANCP shaping rate value overrides the PPPoE value.

Multicast QoS Adjustment Interaction with PPPoE Vendor-Specific Tags

Multicast QoS adjustments are not affected by this feature. Themulticast adjustments

adjust the shaping-rate set by PPPoE vendor-specific tags.

Shaping Rate Restrictions

Shaping rate has the following restrictions regarding the downstream-rate:

• If the downstream-rate is less than the configured shaping-rate (as set in the CLI or

using RADIUS attributes) then it is applied, subject to other restrictions. If the

downstream-rate is greater than or equal to the configured shaping-rate, no changes

are performed.

• The downstream-rate cannot be less than a configured guaranteed-rate. If it is, the

downstream-rate is set to the guaranteed-rate.

• The downstream-rate cannot be less than a configured adjust-minimum-rate. If it is,

the downstream-rate is set to the adjust-mimimum-rate.

• The downstream-rate cannot be less than 1000 bps. If it is, the downstream-rate is

set to 1000 bps.

• The downstream-rate cannot be less than the sumof the transmit-rates of all queues.

Related
Documentation

BandwidthManagement forDownstreamTraffic inEdgeNetworksOverviewonpage59•

• Configuring the Shaping Rate and Overhead Accounting Based on PPPoE

Vendor-Specific Tags on Dynamic Subscriber Interfaces on page 71

Copyright © 2017, Juniper Networks, Inc.70

Broadband Subscriber Services Feature Guide



Configuring the Shaping Rate and Overhead Accounting Based on PPPoE
Vendor-Specific Tags on Dynamic Subscriber Interfaces

To configure the PPPoE vendor-specific tags feature in a dynamic profile:

NOTE: When you enable this feature, the values supplied by the PPPoE
vendor-specific tags override the parameters that you have configured for
shaping-rate and overhead-accounting statements at the [edit

dynamic-profilesprofile-nameclass-of-service traffic-control-profile]hierarchy

level.

1. (Optional) To configure the shaping rate based on access line information:

[editdynamic-profilesprofile-nameclass-of-servicedynamic-class-of-service-options]
user@host# set vendor-specific-tags actual-data-rate-downstream

2. (Optional)To configure the overhead-accounting based on access-line information:

[editdynamic-profilesprofile-nameclass-of-servicedynamic-class-of-service-options]
user@host# set vendor-specific-tags access-loop-encapsulation

Related
Documentation

Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific

Tags on page 69

•

• BandwidthManagement forDownstreamTraffic inEdgeNetworksOverviewonpage59

Reporting the Effective Shaping Rate for Subscribers

The Effective-Shaping-Rate VSA [26–177] provides the best estimate for a subscriber’s

downstream traffic rate for accounting purposes. The VSA is included in RADIUS

Acct-Start, Acct-Stop, and Interim-Acctmessages. The reported rate is the rate enforced

on the L3, L2, or L1 node according to local policy. The value of the VSA varies depending

on your configuration:

• Actual rate—When effective shaping rate reporting is enabled.

• Advisory rate—When theadvisory rate is configuredandeffective shaping rate reporting

is not enabled.

• Port speed—When the advisory rate is not configured and effective shaping rate

reporting is not enabled.

When you disable reporting, the VSA reports either the advisory rate or port speed for

both existing subscribers and new subscribers that log in after reporting is disabled.

To enable reporting of the actual downstream traffic rate:

• Enable reporting.

[edit chassis]
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user@host1# set effective-shaping-rate

NOTE: When the traffic control profile for the subscriber specifies cell-mode,

the effective shaping rate does not account for cell padding according to the
encapsulation type. The rate includes the 48/53 cell tax.

Related
Documentation

Verifying the Effective Shaping Rate Reporting Configuration on page 72•

• Hierarchical CoS Shaping-Rate Adjustments Overview

• BandwidthManagement forDownstreamTraffic inEdgeNetworksOverviewonpage59

• Juniper Networks VSAs Supported by the AAA Service Framework

• AAAAccountingMessagesandSupportedRADIUSAttributesand JuniperNetworksVSAs

for Junos OS

Verifying the Effective Shaping Rate Reporting Configuration

Purpose Verify whether reporting is enabled for the effective shaping rate. Display the effective

shaping rate when reporting is enabled.

Action To display configuration information for effective shaping rate reporting:•

[edit]
user@host# show chassis
...
effective-shaping-rate;
...

• To display the effective shaping rate in kilobits per second when reporting is enabled:

user@host> show subscribers extensive
Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.1073741837
Interface type: Dynamic
Interface Set: ifset-1
Underlying Interface: ae1
Dynamic Profile Name: svlan-dhcp-test
State: Active
Session ID: 1
Stacked VLAN Id: 0x8100.201
VLAN Id: 0x8100.201
Login Time: 2011-11-30 00:18:04 PST
Effective shaping-rate: 31000000
...

Related
Documentation

• Reporting the Effective Shaping Rate for Subscribers on page 71
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CHAPTER 7

Applying CoS to Households or Individual
Subscribers Using ACI-Based Dynamic
VLANs

• Applying CoS Attributes to VLANs Using Agent-Circuit-Identifiers on page 73

• Agent Circuit Identifier-Based Dynamic VLANs Bandwidth Management

Overview on page 76

• Restrictions forConfiguringAdjustmentofCoSShapingRateandOverheadAccounting

for Dynamic ACI Interface Sets on page 79

• Adjusting theCoSShapingRateandOverheadAccountingParameters forAgentCircuit

Identifier-Based Dynamic VLANs on page 79

Applying CoS Attributes to VLANs Using Agent-Circuit-Identifiers

To apply CoS attributes, such as shaping, at the household level, youmust set and define

theCoSpolicy for theACIVLAN interfacesetusing thedynamicprofile for theACI interface

set (not the subscriber profile). You can also configure a traffic-control profile and a

remaining traffic-control profile for a dynamic interface set.

The following example is a CoS profile for an ACI interface set using a unique-ID based

dynamic scheduler map:

Configure a CoS dynamic profile with a simple traffic-control profile that is applied to

the dynamic interface set that represents the ACI VLAN.

1. Configure CoS to support a dynamic interface set in the CoS profile:

[edit dynamic-profiles profile-name]
user@host# edit interface "$junos-interface-name"

2. Configure the interfaces.

[edit dynamic-profiles profile-name interfaces]
user@host# edit interface-set "$junos-interface-set-name"
user@host# edit interface "$junos-interface-ifd-name"

3. Configure the CoS traffic-control profile.

73Copyright © 2017, Juniper Networks, Inc.



[edit class-of-service]
user@host# edit traffic-control-profiles traffic-control-profile-name
user@host# set shaping-rate rate
user@host# set guaranteed-rate rate

4. Specify the interfaces.

[edit class-of-service interfaces]
user@host# edit interface-set "$junos-interface-set-name"
user@host# edit output-traffic-control-profile profile-name

The following example is a CoS profile for an ACI set using a unique ID-based dynamic

scheduler map:

dynamic-profiles {
aci-set-profile {
variables {
ds1q0q2DP uid;
ds1q1q2DP uid;
be1_dp uid;
ef1_dp uid;
af1_dp uid;
nc1_dp uid;

}
interfaces {
interface-set "$junos-interface-set-name" {
interface "$junos-interface-ifd-name";

}
}
class-of-service {
traffic-control-profiles {
tcp2 {
scheduler-map ss1q0q1DP;
shaping-rate 50m;
guaranteed-rate 30m;
overhead-accounting bytes -20;

}
tcp3 {
scheduler-map "$ds1q1q2DP";
shaping-rate 30m;
guaranteed-rate 10m;
overhead-accounting bytes -20;

}
}
interfaces {
interface-set "$junos-interface-set-name" {
output-traffic-control-profile tcp2;
output-traffic-control-profile-remaining tcp3;

}
}
scheduler-maps {
"$ds1q0q2DP" {
forwarding-class be scheduler "$be1_dp";
forwarding-class af scheduler "$af1_dp";
forwarding-class nc scheduler "$nc1_dp";
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}
"$ds1q1q2DP" {
forwarding-class ef scheduler "$ef1_dp";
forwarding-class af scheduler "$af1_dp";
forwarding-class nc scheduler "$nc1_dp";

}
}
schedulers {
"$be1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile d1;
drop-profile-map loss-priority high protocol any drop-profile d0;

}
"$ef1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile d1;
drop-profile-map loss-priority high protocol any drop-profile d0;

}
"$af1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile d1;
drop-profile-map loss-priority high protocol any drop-profile d0;

}
"$nc1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile d1;
drop-profile-map loss-priority high protocol any drop-profile d0;

}
}

}
}

Related
Documentation

Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4•

• Changing CoS Services Overview on page 99
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Agent Circuit Identifier-Based Dynamic VLANs BandwidthManagement Overview

A router in a subscriber access network ensures class of service (CoS) for dynamic

subscriber interfaces. An MX Series router with Modular Port Concentrator/Modular

Interface Card (MPC/MIC) interfaces ensures that subscribers receive an adequate

minimum bandwidth, referred to as the guaranteed rate, andmaximum bandwidth,

referred to as the shaping rate. For dynamic VLAN subscriber interfaces based on agent

circuit identifier (ACI) information, youcanshape thebandwidtheitherataper-household

level for a dynamic ACI interface set, or at a per-subscriber level for a dynamic VLAN

subscriber interface associated with an ACI interface set.

Tohelp youmanagebandwidthmoreefficiently andeconomically forACI-baseddynamic

VLAN subscriber interfaces for PPPoE subscribers, you can configure the router to use

specific PPPoE vendor-specific attributes (VSAs) found in PPPoE control packets to

adjust theCoSshaping-rateandoverhead-accountingattributes fordynamicACI interface

sets and their associated ACI-based dynamic VLAN subscriber interfaces.

This overview covers the following topics:

• CoS Shaping Rate Adjustment on page 76

• CoS Overhead Accounting Adjustment on page 77

• Dynamic Profiles and Adjustment of CoS Shaping Rate and Overhead

Accounting on page 77

• Guidelines for Configuring Adjustment of CoS Shaping Rate and Overhead

Accounting on page 78

CoS Shaping Rate Adjustment

The CoS shaping rate adjustment is based on the value of the

Actual-Data-Rate-Downstream DSL Forum VSA [26-130] found in PPPoE Active

Discovery Initiation (PADI) and PPPoE Active Discovery Request (PADR) control packets

for PPPoE traffic. The Actual-Data-Rate-Downstream VSA contains the actual

downstream data rate, in bits per second, of the subscriber’s synchronized digital

subscriber line (DSL) link.

To configure the router to use the Actual-Data-Rate-DownstreamVSA to adjust the CoS

shaping-rate attribute, include the vendor-specific-tags statement with the

actual-data-rate-downstream option at the [edit dynamic-profiles profile-name

class-of-service dynamic-class-of-service-options] hierarchy level in either the dynamic

profile that defines the ACI interface set or the dynamic profile that configures the

associated dynamic PPPoE (pp0) subscriber interface.

When you enable this feature, the value of the Actual-Data-Rate-Downstream VSA

overrides the shaping-rate value configured at the [edit dynamic-profiles profile-name

class-of-service traffic-control-profiles] hierarchy level only if the

Actual-Data-Rate-DownstreamVSA value is less than the shaping-rate value configured

with the CLI.
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CoSOverhead Accounting Adjustment

The CoS overhead accounting adjustment is based on the value of the

Access-Loop-Encapsulation DSL Forum VSA [26-144] found in PADI and PADR control

packets for PPPoE traffic. The Access-Loop-Encapsulation VSA identifies the

encapsulation used by the subscriber associated with the digital subscriber line access

multiplexer (DSLAM) access loop fromwhich requests are initiated.

The value of the Data Link subfield in the Access-Loop-Encapsulation VSA determines

the overhead accounting mode in use on the access loop. If the Data Link subfield value

is 0 (ATM Adaptation Layer 5, or AAL5), the access loop uses cell-mode encapsulation.

If the Data Link subfield value is 1 (Ethernet), the access loop uses frame-mode

encapsulation.

In subscriber access networks where the router passes downstream ATM traffic to

Ethernet interfaces, the different Layer 2 encapsulations between the router and the

PPPoE IntermediateAgenton theDSLAMmakemanaging thebandwidthofdownstream

ATM traffic difficult. Using the Access-Loop-Encapsulation VSA to shape traffic based

on framesor cells enables the router to adjust theoverhead-accounting attribute in order

to apply the correct downstream rate for the subscriber.

To configure the router to use the Access-Loop-Encapsulation VSA to adjust the CoS

overhead-accounting attribute, include the vendor-specific-tags statement with the

access-loop-encapsulation option at the [edit dynamic-profiles profile-name

class-of-service dynamic-class-of-service-options] hierarchy level in either the dynamic

profile that defines the ACI interface set or the dynamic profile that configures the

associated dynamic PPPoE (pp0) subscriber interface.

When you enable this feature, the value of the Access-Loop-Encapsulation VSA always

overrides the overhead-accounting value configured at the [edit dynamic-profiles

profile-name class-of-service traffic-control-profiles] hierarchy level.

Dynamic Profiles and Adjustment of CoS Shaping Rate and Overhead Accounting

When you configure the router to use one or both of the Actual-Data-Rate-Downstream

VSA value and Access-Loop-Encapsulation VSA value to adjust the CoS shaping rate

and overhead accounting attributes, respectively, the router adjusts these attributes

when the dynamic ACI interface set is created and the router receives thePADI andPADR

packets from the first subscriber interface belonging to the ACI interface set.

You can configure CoS adjustment based on either or both VSAs in either or both of the

following dynamic profiles:

• To configure adjustment of the CoS shaping rate and overhead accounting on a

per-household basis, use the dynamic profile that defines the dynamic ACI interface

set.

• To configure adjustment of the CoS shaping rate and overhead accounting on a

per-subscriber basis, use the dynamic profile that defines the ACI-based dynamic

PPPoE (pp0) subscriber interface associated with the ACI interface set.
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Table 11 on page 78 summarizes how the dynamic profile in which you configure CoS

adjustment for ACI-based dynamic VLANs using one or both VSAs affects the router

behavior.

Table 11: CoS Adjustment in Dynamic Profiles for ACI Interface Sets and
ACI-Based Subscriber Interfaces

Result

VSAs Specified in PPPoE
Subscriber Interface
Dynamic Profile

VSAs Specified in ACI
Interface Set Dynamic
Profile

Router adjusts specified CoS
attributes only for dynamic ACI
interface set

NoYes

Router adjusts specified CoS
attributes only for ACI-based
dynamic PPPoE subscriber
interface

YesNo

Router adjusts specified CoS
attributes for both dynamic ACI
interface set and ACI-based
dynamic PPPoE subscriber
interface

YesYes

Router does not adjust CoS
attributes for either the dynamic
ACI interface set or the ACI-based
dynamic PPPoE subscriber
interface

NoNo

Guidelines for Configuring Adjustment of CoS Shaping Rate and Overhead Accounting

You can also configure the router to use the Actual-Data-Rate-Downstream VSA and

Access-Loop-Encapsulation VSA values in PPPoE control packets to adjust the CoS

shaping rate and overhead accounting attributes, respectively, for dynamic subscriber

interfaces not associated with dynamic ACI interface sets.

With theexceptionof theconstraintsdescribed in “Restrictions forConfiguringAdjustment

of CoS Shaping Rate and Overhead Accounting for Dynamic ACI Interface Sets” on

page 79, most of the guidelines and restrictions that apply to this feature for use with

non–ACI-based dynamic subscriber interfaces also apply to its use for dynamic ACI

interface sets and their associated ACI-based dynamic VLAN subscriber interfaces.

Related
Documentation

Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific

Tags on page 69

•

• Adjusting theCoSShapingRateandOverheadAccountingParameters forAgentCircuit

Identifier-Based Dynamic VLANs on page 79

• Restrictions forConfiguringAdjustmentofCoSShapingRateandOverheadAccounting

for Dynamic ACI Interface Sets on page 79
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RestrictionsforConfiguringAdjustmentofCoSShapingRateandOverheadAccounting
for Dynamic ACI Interface Sets

The following restrictions apply when you configure the router to use the

Actual-Data-Rate-Downstream VSA and Access-Loop-Encapsulation vendor-specific

attribute (VSA) values in PPPoE control packets to adjust the CoS shaping rate and

overhead accounting attributes, respectively, for dynamic ACI interface sets and their

associated agent circuit identifier (ACI)-based dynamic VLAN subscriber interfaces:

• You cannot configure adjustment of CoS shaping rate and overhead accounting

attributes based on Actual-Data-Rate-Downstream VSA and

Access-Loop-Encapsulation VSA values that the router receives from the following

sources:

• RADIUS servers

• Access Node Control Protocol (ANCP) access loop information

• Dynamic Host Configuration Protocol (DHCP) discovery packets

• You cannot use this feature to report information about the PPPoE VSA values to

RADIUS.

• You cannot use this feature to configure CoS adjustment of upstream data traffic on

a dynamic ACI interface set.

Related
Documentation

Agent Circuit Identifier-Based Dynamic VLANs Bandwidth Management Overview on

page 76

•

• Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific

Tags on page 69

• Adjusting theCoSShapingRateandOverheadAccountingParameters forAgentCircuit

Identifier-Based Dynamic VLANs on page 79

AdjustingtheCoSShapingRateandOverheadAccountingParameters forAgentCircuit
Identifier-Based Dynamic VLANs

You can configure the router to use either or both of the Actual-Data-Rate-Downstream

[26-130] or Access-Loop-Encapsulation [26-144] DSL Forum vendor-specific attribute

(VSA) values in PPPoE control packets to adjust the CoS shaping-rate and

overhead-accounting attributes, respectively, for dynamic agent circuit identifier (ACI)

interface sets and their associated ACI-based dynamic VLAN subscriber interfaces.

Before you begin:

• To configure adjustment of the CoS shaping rate and overhead accounting attributes

on a per-household basis, create a dynamic profile that defines the dynamic ACI

interface set.

See Defining ACI Interface Sets.
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• To configure adjustment of the CoS shaping rate and overhead accounting attributes

onaper-subscriber basis, createadynamicprofile thatdefines theACI-baseddynamic

PPPoE (pp0) subscriber interface associated with the ACI interface set.

See Configuring Dynamic VLAN Subscriber Interfaces Based on Agent Circuit Identifier

Information.

To configure the router to use the Actual-Data-Rate-Downstream or

Access-Loop-Encapsulation VSA values in PPPoE control packets to adjust the CoS

shaping-rate and overhead-accounting attributes for dynamic ACI interface sets and

associated ACI-based dynamic VLAN subscriber interfaces, do either or both of the

following:

• In a dynamic profile for an ACI interface set or a dynamic profile for an ACI-based

PPPoE subscriber interface, configure adjustment of the CoS shaping-rate attribute

based on the value of the Actual-Data-Rate-Downstream VSA.

[editdynamic-profilesprofile-nameclass-of-servicedynamic-class-of-service-options]
user@host# set vendor-specific-tags actual-data-rate-downstream

• In a dynamic profile for an ACI interface set or a dynamic profile for an ACI-based

PPPoE subscriber interface, configure adjustment of the CoS overhead-accounting

attribute based on the value of the Access-Loop-Encapsulation VSA.

[editdynamic-profilesprofile-nameclass-of-servicedynamic-class-of-service-options]
user@host# set vendor-specific-tags access-loop-encapsulation

Related
Documentation

• Agent Circuit Identifier-Based Dynamic VLANs Bandwidth Management Overview on

page 76

• Restrictions forConfiguringAdjustmentofCoSShapingRateandOverheadAccounting

for Dynamic ACI Interface Sets on page 79

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information
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CHAPTER 8

Applying CoS to Households or Individual
Subscribers Using Access Line Identifier
Dynamic VLANs

• Applying CoS Attributes to VLANs Using Access-Line Identifiers on page 81

• Bandwidth Management Overview for Dynamic VLANs Based on Access-Line

Identifiers on page 84

• Restrictions forConfiguringAdjustmentofCoSShapingRateandOverheadAccounting

for Dynamic ALI Interface Sets on page 87

• Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Dynamic

VLANs Based on Access-Line Identifiers on page 87

Applying CoS Attributes to VLANs Using Access-Line Identifiers

To apply CoS attributes, such as shaping, at the household level, youmust set and define

the CoS policy for the access-line-identifier (ALI) VLAN interface set using the dynamic

profile for the ALI interface set (not the subscriber profile). You can also configure a

traffic-control profile and a remaining traffic-control profile for a dynamic interface set.

The following example is a CoS profile for an ALI interface set using a unique-ID based

dynamic scheduler map:

Configure a CoS dynamic profile with a simple traffic-control profile that is applied to

the dynamic interface set that represents the ALI VLAN.

1. Configure CoS to support a dynamic interface set in the CoS profile:

[edit dynamic-profiles profile-name]
user@host# edit interface "$junos-interface-name"

2. Configure the interfaces.

[edit dynamic-profiles profile-name interfaces]
user@host# edit interface-set "$junos-interface-set-name"
user@host# edit interface "$junos-interface-ifd-name"

3. Configure the CoS traffic-control profile.
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[edit class-of-service]
user@host# edit traffic-control-profiles traffic-control-profile-name
user@host# set shaping-rate rate
user@host# set guaranteed-rate rate

4. Specify the interfaces.

[edit class-of-service interfaces]
user@host# edit interface-set "$junos-interface-set-name"
user@host# edit output-traffic-control-profile profile-name

The following example is a CoS profile for an ALI set using a unique ID-based dynamic

scheduler map:

dynamic-profiles {
ali-set-profile {
variables {
ds1q0q2DP uid;
ds1q1q2DP uid;
be1_dp uid;
ef1_dp uid;
af1_dp uid;
nc1_dp uid;

}
interfaces {
interface-set "$junos-interface-set-name" {
interface "$junos-interface-ifd-name";

}
}
class-of-service {
traffic-control-profiles {
tcp2 {
scheduler-map ss1q0q1DP;
shaping-rate 50m;
guaranteed-rate 30m;
overhead-accounting bytes -20;

}
tcp3 {
scheduler-map "$ds1q1q2DP";
shaping-rate 30m;
guaranteed-rate 10m;
overhead-accounting bytes -20;

}
}
interfaces {
interface-set "$junos-interface-set-name" {
output-traffic-control-profile tcp2;
output-traffic-control-profile-remaining tcp3;

}
}
scheduler-maps {
"$ds1q0q2DP" {
forwarding-class be scheduler "$be1_dp";
forwarding-class af scheduler "$af1_dp";
forwarding-class nc scheduler "$nc1_dp";
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}
"$ds1q1q2DP" {
forwarding-class ef scheduler "$ef1_dp";
forwarding-class af scheduler "$af1_dp";
forwarding-class nc scheduler "$nc1_dp";

}
}
schedulers {
"$be1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile d1;
drop-profile-map loss-priority high protocol any drop-profile d0;

}
"$ef1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile d1;
drop-profile-map loss-priority high protocol any drop-profile d0;

}
"$af1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile d1;
drop-profile-map loss-priority high protocol any drop-profile d0;

}
"$nc1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile d1;
drop-profile-map loss-priority high protocol any drop-profile d0;

}
}

}
}

Related
Documentation

Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4•

• Changing CoS Services Overview on page 99
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BandwidthManagementOverviewforDynamicVLANsBasedonAccess-Line Identifiers

A router in a subscriber access network ensures class of service (CoS) for dynamic

subscriber interfaces. An MX Series router with Modular Port Concentrator/Modular

Interface Card (MPC/MIC) interfaces ensures that subscribers receive an adequate

minimum bandwidth, referred to as the guaranteed rate, andmaximum bandwidth,

referred to as the shaping rate. For dynamic VLAN subscriber interfaces based on

access-line identifiers (ALI), you can shape the bandwidth either at a per-household

level for a dynamic ALI interface set, or at a per-subscriber level for a dynamic VLAN

subscriber interface associated with an ALI interface set.

To help youmanage bandwidth efficiently and economically for ALI-based dynamic

VLAN subscriber interfaces for PPPoE subscribers, you can configure the router to use

specific PPPoE vendor-specific attributes (VSAs) found in PPPoE control packets to

adjust theCoSshaping-rateandoverhead-accountingattributes fordynamicALI interface

sets and their associated ALI-based dynamic VLAN subscriber interfaces.

This overview covers the following topics:

• CoS Shaping Rate Adjustment on page 84

• CoS Overhead Accounting Adjustment on page 85

• Dynamic Profiles and Adjustment of CoS Shaping Rate and Overhead

Accounting on page 85

• Guidelines for Configuring Adjustment of CoS Shaping Rate and Overhead

Accounting on page 86

CoS Shaping Rate Adjustment

The CoS shaping rate adjustment is based on the value of the

Actual-Data-Rate-Downstream DSL Forum VSA [26-130] found in PPPoE Active

Discovery Initiation (PADI) and PPPoE Active Discovery Request (PADR) control packets

for PPPoE traffic. The Actual-Data-Rate-Downstream VSA contains the actual

downstream data rate, in bits per second, of the subscriber’s synchronized DSL link.

To configure the router to use the Actual-Data-Rate-DownstreamVSA to adjust the CoS

shaping-rate attribute, include the vendor-specific-tags statement with the

actual-data-rate-downstream option at the [edit dynamic-profiles profile-name

class-of-service dynamic-class-of-service-options] hierarchy level in either the dynamic

profile that defines the ALI interface set or the dynamic profile that configures the

associated dynamic PPPoE (pp0) subscriber interface.

When you enable this feature, the value of the Actual-Data-Rate-Downstream VSA

overrides the shaping-rate value configured at the [edit dynamic-profiles profile-name

class-of-service traffic-control-profiles] hierarchy level only if the

Actual-Data-Rate-DownstreamVSA value is less than the shaping-rate value configured

with the CLI.
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CoSOverhead Accounting Adjustment

The CoS overhead accounting adjustment is based on the value of the

Access-Loop-Encapsulation DSL Forum VSA [26-144] found in PADI and PADR control

packets for PPPoE traffic. The Access-Loop-Encapsulation VSA identifies the

encapsulation used by the subscriber associated with the DSL access multiplexer

(DSLAM) access loop fromwhich requests are initiated.

The value of the Data Link subfield in the Access-Loop-Encapsulation VSA determines

the overhead accounting mode in use on the access loop. If the Data Link subfield value

is 0 (ATM Adaptation Layer 5, or AAL5), the access loop uses cell-mode encapsulation.

If the Data Link subfield value is 1 (Ethernet), the access loop uses frame-mode

encapsulation.

In subscriber access networks where the router passes downstream ATM traffic to

Ethernet interfaces, the different Layer 2 encapsulations between the router and the

PPPoE IntermediateAgenton theDSLAMmakemanaging thebandwidthofdownstream

ATM traffic difficult. Using the Access-Loop-Encapsulation VSA to shape traffic based

on frames or cells enables the router to adjust the overhead-accounting attribute to

apply the correct downstream rate for the subscriber.

To configure the router to use the Access-Loop-Encapsulation VSA to adjust the CoS

overhead-accounting attribute, include the vendor-specific-tags statement with the

access-loop-encapsulation option at the [edit dynamic-profiles profile-name

class-of-service dynamic-class-of-service-options] hierarchy level in either the dynamic

profile that defines the ALI interface set or the dynamic profile that configures the

associated dynamic PPPoE (pp0) subscriber interface.

When you enable this feature, the value of the Access-Loop-Encapsulation VSA always

overrides the overhead-accounting value configured at the [edit dynamic-profiles

profile-name class-of-service traffic-control-profiles] hierarchy level.

Dynamic Profiles and Adjustment of CoS Shaping Rate and Overhead Accounting

Whenyouconfigure the router touseeitherorbothof theActual-Data-Rate-Downstream

VSA value and Access-Loop-Encapsulation VSA value to adjust the CoS shaping rate

and overhead accounting attributes, respectively, the router adjusts these attributes

when the dynamic ALI interface set is created and the router receives the PADI andPADR

packets from the first subscriber interface belonging to the ALI interface set.

You can configure CoS adjustment based on either or both VSAs in either or both of the

following dynamic profiles:

• To configure adjustment of the CoS shaping rate and overhead accounting on a

per-household basis, use the dynamic profile that defines the dynamic ALI interface

set.

• To configure adjustment of the CoS shaping rate and overhead accounting on a

per-subscriber basis, use the dynamic profile that defines the ALI-based dynamic

PPPoE (pp0) subscriber interface associated with the ALI interface set.
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Table 12 on page 86 summarizes how the dynamic profile in which you configure CoS

adjustment for ALI-based dynamic VLANs using one or both VSAs affects the router

behavior.

Table 12: CoS Adjustment in Dynamic Profiles for ALI Interface Sets and
ALI-Based Subscriber Interfaces

Result

VSAs Specified in PPPoE
Subscriber Interface
Dynamic Profile

VSAs Specified in ALI
Interface Set Dynamic
Profile

Router adjusts specified CoS
attributes only for dynamic ALI
interface set

NoYes

Router adjusts specified CoS
attributes only for ALI-based
dynamic PPPoE subscriber
interface

YesNo

Router adjusts specified CoS
attributes for both dynamic ALI
interface set and ALI-based
dynamic PPPoE subscriber
interface

YesYes

Router does not adjust CoS
attributes for either the dynamic
ALI interface set or the ALI-based
dynamic PPPoE subscriber
interface

NoNo

Guidelines for Configuring Adjustment of CoS Shaping Rate and Overhead Accounting

You can also configure the router to use the Actual-Data-Rate-Downstream VSA and

Access-Loop-Encapsulation VSA values in PPPoE control packets to adjust the CoS

shaping rate and overhead accounting attributes, respectively, for dynamic subscriber

interfaces not associated with dynamic ALI interface sets.

With theexceptionof theconstraintsdescribed in “Restrictions forConfiguringAdjustment

of CoS Shaping Rate and Overhead Accounting for Dynamic ALI Interface Sets” on

page 87, most of the guidelines and restrictions that apply to this feature for use with

dynamic subscriber interfaces thatarenotbasedonALIsalsoapply to its use fordynamic

ALI interface sets and their associated ALI-based dynamic VLAN subscriber interfaces.

Related
Documentation

Restrictions forConfiguringAdjustmentofCoSShapingRateandOverheadAccounting

for Dynamic ALI Interface Sets on page 87

•

• Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific

Tags on page 69

• Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Dynamic

VLANs Based on Access-Line Identifiers on page 87
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RestrictionsforConfiguringAdjustmentofCoSShapingRateandOverheadAccounting
for Dynamic ALI Interface Sets

The following restrictions apply when you configure the router to use the

Actual-Data-Rate-Downstream VSA and Access-Loop-Encapsulation vendor-specific

attribute (VSA) values in PPPoE control packets to adjust the CoS shaping rate and

overhead accounting attributes, respectively, for dynamic interface sets based on the

access-line identifier (ALI) and their associated ALI-based dynamic VLAN subscriber

interfaces:

• You cannot configure adjustment of CoS shaping rate and overhead accounting

attributes based on Actual-Data-Rate-Downstream VSA and

Access-Loop-Encapsulation VSA values that the router receives from the following

sources:

• RADIUS servers

• Access Node Control Protocol (ANCP) access loop information

• Dynamic Host Configuration Protocol (DHCP) discovery packets

• You cannot use this feature to report information about the PPPoE VSA values to

RADIUS.

• You cannot use this feature to configure CoS adjustment of upstream data traffic on

a dynamic ACI interface set.

Related
Documentation

BandwidthManagementOverviewforDynamicVLANsBasedonAccess-Line Identifiers

on page 84

•

• Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific

Tags on page 69

• Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Dynamic

VLANs Based on Access-Line Identifiers on page 87

Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Dynamic
VLANs Based on Access-Line Identifiers

You can configure the router to use either or both of the Actual-Data-Rate-Downstream

[26-130] or Access-Loop-Encapsulation [26-144] DSL Forum vendor-specific attribute

(VSA) values in PPPoE control packets to adjust the CoS shaping-rate and

overhead-accounting attributes, respectively, for dynamic access-line-identifier (ALI)

interface sets and their associated ALI-based dynamic VLAN subscriber interfaces.

Before you begin:

• To configure adjustment of the CoS shaping rate and overhead accounting attributes

on a per-household basis, create a dynamic profile that defines the dynamic ALI

interface set.
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See Defining Access-Line-Identifier Interface Sets.

• To configure adjustment of the CoS shaping rate and overhead accounting attributes

onaper-subscriber basis, create adynamicprofile that defines theALI-baseddynamic

PPPoE (pp0) subscriber interface associated with the ALI interface set.

See Configuring Dynamic VLAN Subscriber Interfaces Based on Access-Line Identifiers.

To configure the router to use the Actual-Data-Rate-Downstream or

Access-Loop-Encapsulation VSA values in PPPoE control packets to adjust the CoS

shaping-rate and overhead-accounting attributes for dynamic ALI interface sets and

associated ALI-based dynamic VLAN subscriber interfaces, do either or both of the

following:

• In a dynamic profile for an ALI interface set or a dynamic profile for an ALI-based

PPPoE subscriber interface, configure adjustment of the CoS shaping-rate attribute

based on the value of the Actual-Data-Rate-Downstream VSA.

[editdynamic-profilesprofile-nameclass-of-servicedynamic-class-of-service-options]
user@host# set vendor-specific-tags actual-data-rate-downstream

• In a dynamic profile for an ALI interface set or a dynamic profile for an ALI-based

PPPoE subscriber interface, configure adjustment of the CoS overhead-accounting

attribute based on the value of the Access-Loop-Encapsulation VSA.

[editdynamic-profilesprofile-nameclass-of-servicedynamic-class-of-service-options]
user@host# set vendor-specific-tags access-loop-encapsulation

Related
Documentation

• Configuring Dynamic VLANs Based on Access-Line Identifiers

• BandwidthManagementOverviewforDynamicVLANsBasedonAccess-Line Identifiers

on page 84

• Restrictions forConfiguringAdjustmentofCoSShapingRateandOverheadAccounting

for Dynamic ALI Interface Sets on page 87
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CHAPTER 9

Managing Excess Bandwidth Distribution
and Traffic Bursts

• Excess Bandwidth Distribution on MIC and MPC Interfaces Overview on page 89

• Traffic Burst Management on MIC and MPC Interfaces Overview on page 90

• Managing Excess Bandwidth Distribution for Dynamic CoS on MIC and MPC

Interfaces on page 92

Excess Bandwidth Distribution onMIC andMPC Interfaces Overview

Service providers often used tiered services to provide bandwidth for excess traffic as

traffic patterns vary. By default, excess bandwidth between a configured guaranteed

rate and shaping rate is shared equally among all queues on MIC and MPC interfaces,

which might not be optimal for all subscribers to a service.

You can adjust this distribution by configuring the rates and priorities for the excess

bandwidth.

By default, when traffic exceeds the shaping or guaranteed rates, the system demotes

trafficwith guaranteed high (GH) priority and guaranteedmedium (GM) priority. You can

disable this priority demotion for the MIC and MPC interfaces in your router.

Related
Documentation

Managing Excess Bandwidth Distribution on Static Interfaces on MICs and MPCs•

• Managing Excess Bandwidth Distribution for Dynamic CoS onMIC andMPC Interfaces

on page 92

• Per-Priority Shaping on MIC and MPC Interfaces Overview

• Traffic Burst Management on MIC and MPC Interfaces Overview on page 90
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Traffic Burst Management onMIC andMPC Interfaces Overview

Youcanmanage the impactofbursts of traffic on your networkbyconfiguringaburst-size

value with the shaping rate or the guaranteed rate. The value is the maximum bytes of

rate credit that can accrue for an idle queue or scheduler node. When a queue or node

becomes active, the accrued rate credits enable the queue or node to catch up to the

configured rate.

Figure 4: Sample Burst Shaping Rates
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In Figure 4 on page 90, the network administrator configures a large burst-size value for

the shaping rate, then configures a small burst-size value. The larger burst size is subject

to amaximum value. The smaller burst size is subject to aminimum value that enables

the system to achieve the configured rates.

In both configurations, the scheduler node can burst beyond its shaping rate for a brief

interval. The burst of traffic beyond the shaping rate is more noticeable with the larger

burst size than the smaller burst size.

• Guidelines for Configuring the Burst Size on page 90

• How the System Calculates the Burst Size on page 91

Guidelines for Configuring the Burst Size

Typically, the default burst-size (100ms) for both scheduler nodes and queues on MIC

and MPC interfaces is adequate for most networks. However, if you have intermediate

equipment in your network that has very limited buffering and is intolerant of bursts of

traffic, you might want to configure a lower value for the burst size.

Use cautionwhen selecting a different burst size for your network. A burst size that is too

high can overwhelm downstream networking equipment, causing dropped packets and

inefficient networkoperation. Similarly, aburst size that is too lowcanprevent thenetwork

from achieving your configured rate.
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When configuring a burst size, keep the following considerations in mind:

• The system uses an algorithm to determine the actual burst size that is implemented

for a node or queue. For example, to reach a shaping rate of 8Mbps, youmust allocate

1Mbof rate credits every second. A shaping rate of 8Mbpswith a burst size of 500,000

bytes of rate-credit per seconds enables the system to transmit at most 500,000

bytes, or 4 Mbps. The system cannot implement a burst size that prevents the rate

from being achieved.

For more information, see “How the System Calculates the Burst Size” on page 91.

• There are minimum andmaximum burst sizes for each platform, and different nodes

and queue types have different scaling factors. For example, the system ensures the

burst cannot be set lower than 1Mbps for a shaping rate of 8Mbps. To smoothly shape

traffic, rate credits are sent much faster than once per second. The interval at which

rate credits are sent varies depending on the platform, the type of rate, and the

scheduler level.

• When you have configured adjustments for the shaping rate (either by percentage or

through an application such as ANCP or Multicast OIF), the system bases the default

andminimum burst-size calculations on the adjusted shaping rate.

• When you have configured cell shaping mode to account for ATM cell tax, the system

bases the default andminimum burst-size calculations on the post-tax shaping rate.

• The guaranteed rate and shaping rate share the value specified for the burst size. If

the guaranteed rate has a burst size specified, that burst size is used for the shaping

rate; if the shaping rate has a burst size specified, that bursts size is used for the

guaranteed rate. If you have specified a burst size for both rates, the system uses the

lesser of the two values.

• The burst size configured for the guaranteed rate cannot exceed the burst-size

configured for the shaping rate. Starting in Junos OS Release 15.1, the CLI no longer

generates a commit error when the guaranteed-rate burst size is statically configured

to bemore than the shaping-rate burst size. This behavior changedwith the advent of

enhancedsubscribermanagement.Thesystemlogsanerrorwhentheguaranteed-burst

rate is higher, whether the it is configured statically, dynamically with predefined

variables, or by means of a change of authorization request.

• If you have not configured a guaranteed rate, logical interfaces and interface sets

receive a default guaranteed rate from the port speed. Queues receive a default

guaranteed rate from the parent logical interface or interface set.

How the SystemCalculates the Burst Size

When calculating the burst size, the system uses an exponent of a power of two. For

example:

Shaping-rate in bps * 100ms / (8 bits/byte * 1000ms/s) = 1,875,000 bytes

The system then rounds this value up. For example, the system uses the following

calculation to determine the burst size for a scheduler node with a shaping rate of 150

Mbps:
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Max (Shaping rate, Guaranteed rate) bps * 100ms / (8bits/byte * 1000ms/s) = 1,875,000

bytes

Rounded up to the next higher power of two = 2,097,150 (which is 2**21, or 0x200000)

The system assigns a single burst size to each of the following rate pairs:

• Shaping rate and guaranteed rate

• Guaranteed high (GH) and guaranteedmedium (GM)

• Excess high (EH) and excess low (EL)

• Guaranteed low (GL)

To calculate the burst size for each pair, the system:

• Uses the configured burst-size if only one of the pair is configured.

• Uses the lesser of the two burst sizes if both values are configured.

• Uses the next lower power of two.

• To calculate the minimum burst size, the system uses the greater of the two rates.

Release History Table DescriptionRelease

Starting in Junos OS Release 15.1, the CLI no longer generates a commit error
when the guaranteed-rate burst size is statically configured to bemore than
the shaping-rate burst size.

15.1

Related
Documentation

Per-Priority Shaping on MIC and MPC Interfaces Overview•

• Managing Excess Bandwidth Distribution on Static Interfaces on MICs and MPCs

ManagingExcessBandwidthDistribution forDynamicCoSonMICandMPC Interfaces

Service providers often used tiered services thatmust utilize excess bandwidth as traffic

patterns vary. By default, excess bandwidth between a configured guaranteed rate and

shaping rate is shared equally among all queues with the same excess priority value,

which might not be optimal for all subscribers to a service.

This feature is supported for MIC and MPC interfaces on MX Series routers.

To configure parameters to manage excess bandwidth for subscriber interfaces:

1. Configure the parameters for the interface.

a. Configure the guaranteed and shaping rates.

i. Configure the guaranteed rate:

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles
profile-name]
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user@host#setguaranteed-rate(rate |$junos-cos-guaranteed-rate)<burst-size
(bytes | $junos-cos-guaranteed-rate-burst)>

ii. Configure the shaping rate:

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles
profile-name]

user@host#setshaping-rate(rate |$junos-cos-shaping-rate)<burst-size(bytes
| $junos-cos-shaping-rate-burst)>

TIP: OnMPC/MIC interfaces, the guaranteed rate and the shaping rate
share the value specified for the burst size. If the guaranteed rate has
a burst size specified, it is used for the shaping rate; if the shaping rate
has a burst size specified, it is used for the guaranteed rate. If you have
specified a burst for both rates, the system uses the lesser of the two
values.

b. Configure a rate for excess bandwidth.

You can configure an excess rate for all priorities of traffic:

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles
profile-name]

user@host# set excess-rate (percent percentage | $junos-cos-excess-rate) |
proportion value )

Optionally, you can configure an excess rate specifically for high- and low-priority

traffic. When you configure the excess-rate statement for an interface, you cannot

also configure the excess-rate-low and excess-rate-high statements.

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles
profile-name]

user@host# set excess-rate-high(percent percentage |
$junos-cos-excess-rate-high) | proportion value )

user@host#setexcess-rate-low(percentpercentage |$junos-cos-excess-rate-low)
| proportion value )

BEST PRACTICE: We recommend that you configure either a
percentage or a proportion of the excess bandwidth for all schedulers
with the same parent in the hierarchy. For example, if you configure
interface 1.1 with twenty percent of the excess bandwidth, configure
interface 1.2 with eighty percent of the excess bandwidth.

2. (Optional) Configure parameters for the queue.

a. Configure the shaping rate.

[edit dynamic-profiles profile-name class-of-service scheduler scheduler-name]
user@host#setshaping-rate(rate |$junos-cos-scheduler-shaping-rate)<burst-size
bytes>
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b. Configure the excess rate.

[edit dynamic-profiles profile-name class-of-service scheduler scheduler-name]
user@host#set excess-rate (percent percentage | percent
$junos-cos-scheduler-excess-rate)

c. (Optional) Configure the priority of excess bandwidth for the queue.

[edit dynamic-profiles profile-name class-of-service scheduler scheduler-name]
user@host#set excess-priority (low | high | $junos-cos-scheduler-excess-priority
| none)

TIP:

For queues, you cannot configure the excess rate or excess priority in
these cases:

• When the transmit-rate exact statement is configured. In this case,

the shaping rate is equal to the transmit rate and the queuedoes not
operate in the excess region.

• When the scheduling priority is configured as strict-high. In this case,

the queue gets all available bandwidth and never operates in the
excess region.

By default, when traffic exceeds the shaping or guaranteed rates, the
system demotes traffic configured with high or medium priority. To
disableprioritydemotion, specify thenoneoption.Youcannotconfigure

this option for queues configured with transmit-rate expressed as a

percent and when the parent’s guaranteed rate is set to zero.

Related
Documentation

• For hardware requirementsandconfigurationguidelines, seeGuidelines forConfiguring

Dynamic CoS for Subscriber Access on page 4
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CHAPTER 10

Applying CoSUsing Parameters Received
from RADIUS

• Subscriber Interfaces That Provide Initial CoS Parameters Dynamically Obtained from

RADIUS on page 95

• Changing CoS Services Overview on page 99

• CoS Traffic Shaping Attributes for Dynamic Interface Sets and Member Subscriber

Sessions Overview on page 102

• Guidelines for Configuring CoS Traffic Shaping Attributes for Dynamic Interface Sets

and Member Subscriber Sessions on page 104

• Configuring Initial CoS Parameters Dynamically Obtained from RADIUS on page 105

• Configuring Static Default Values for Traffic Scheduling and Shaping on page 106

• Applying CoS Traffic-Shaping Attributes to Dynamic Interface Sets and Member

Subscriber Sessions on page 107

• CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets on page 110

• Example: Configuring Initial CoS Parameters Dynamically Obtained from

RADIUS on page 115

Subscriber InterfacesThatProvide Initial CoSParametersDynamicallyObtained from
RADIUS

You can configure interface-specific CoS parameters that the router obtains when

subscribers log in at appropriately configured static or dynamic subscriber interfaces.

This feature is supported only for interfaces on Enhanced Queuing Dense Port

Concentrators (EQ DPCs) in MX Series 3D Universal Edge Routers.

To configure a dynamic profile to provide initial CoS Services, make sure you understand

the following concepts:

• Dynamic Configuration of Initial CoS in Access Profiles on page 96

• Predefined Variables for Dynamic Configuration of Initial Traffic Shaping on page 96

• Predefined Variables for Dynamic Configuration of Initial Scheduling and

Queuing on page 97
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Dynamic Configuration of Initial CoS in Access Profiles

When a router interface receives a join message from a DHCP subscriber, the Junos OS

applies the values configured in thedynamic profile associatedwith that router interface.

A dynamic profile that is activated through its association with a subscriber interface is

knownasanaccessdynamicprofile. Youcanassociateadynamicprofilewithasubscriber

interface on the router by including statements at the [edit dynamic-profilesprofile-name

class-of-service interfaces] hierarchy level.

The Junos OS supports predefined variables for obtaining CoS parameters from the

RADIUS authentication server. When a client authenticates over a router interface

associated with the access dynamic profile, the router replaces the predefined variables

with interface-specific values obtained from the RADIUS server.

NOTE: To associate dynamically configured initial CoS features with a
subscriber interface, reference Junos OS predefined variables—and not
user-defined variables—in an access dynamic profile for that interface.

Predefined Variables for Dynamic Configuration of Initial Traffic Shaping

You can configure an access dynamic profile that provides initial traffic-shaping

parameters when a subscriber logs in. The Junos OS obtains this information from the

RADIUS server when a subscriber authenticates over the static or dynamic subscriber

interface to which the access dynamic profile is attached.

If you define the Juniper Networks authentication and authorization VSA for CoS

traffic-shaping parameter values (attribute number 26–108) on the RADIUS

authentication server, the RADIUS server includes the values in RADIUS Access-Accept

messages it sends to the router when a subscriber successfully authenticates over the

interface.

To provide an initial scheduler map name and traffic shaping parameters obtained from

the RADIUS authentication server when a subscriber logs in, reference the Junos OS

predefined variables for CoS listed in Table 13 on page 96 in an access dynamic profile

associated with the subscriber interface.

Table 13: CoS Predefined Variables for Scheduler Map and Traffic Shaping

DescriptionVariable

Scheduler-map name to be dynamically configured in a traffic-control profile in the access
dynamic profile when a subscriber logs in.

NOTE: The scheduler map referenced by the scheduler-map statement can be defined
dynamically (at the [edit dynamic-profiles profile-name class-of-service scheduler-maps]
hierarchy level) or statically (at the [edit class-of-service scheduler-maps] hierarchy level).

$junos-cos-scheduler-map

Shaping rate to be dynamically configured in a traffic-control profile in the access dynamic
profile when a subscriber logs in. You can configure a RADIUS authentication server to include
this information in the Accept-Accept message when a subscriber successfully authenticates
over the static or dynamic subscriber interface towhich theaccessdynamicprofile is attached.

$junos-cos-shaping-rate
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Table 13: CoS Predefined Variables for Scheduler Map and Traffic Shaping (continued)

DescriptionVariable

Guaranteed rate to be dynamically configured in a traffic-control profile in the access dynamic
profile when a subscriber logs in. You can configure a RADIUS authentication server to include
this information in the Accept-Accept message when a subscriber successfully authenticates
over the static or dynamic subscriber interface towhich theaccessdynamicprofile is attached.

$junos-cos-guaranteed-rate

Delay-buffer rate tobedynamically configured ina traffic-control profile in theaccessdynamic
profile when a subscriber logs in. You can configure a RADIUS authentication server to include
this information in the Accept-Accept message when a subscriber successfully authenticates
over the static or dynamic subscriber interface towhich theaccessdynamicprofile is attached.

$junos-cos-delay-buffer-rate

Predefined Variables for Dynamic Configuration of Initial Scheduling and Queuing

You can configure an access dynamic profile that provides initial traffic-shaping

parameters when a subscriber logs in. The Junos OS obtains this information from the

RADIUS server when a subscriber authenticates over the static or dynamic subscriber

interface to which the access dynamic profile is attached.

If you define the Juniper Networks authentication and authorization VSA for CoS

scheduling and queuing parameter values (attribute number 26–146) on the RADIUS

authentication server, the RADIUS server includes the values in RADIUS Access-Accept

messages it sends to the router when a subscriber successfully authenticates over the

interface.

To provide an initial scheduler name and scheduler and queuing parameters obtained

from the RADIUS authentication server when a subscriber logs in, reference the Junos

OS predefined variables listed in Table 14 on page 97 in an access dynamic profile

associated with the subscriber interface.

Table 14: CoS Predefined Variables for Scheduling and Queuing

DescriptionVariable

Name of a scheduler to be dynamically configured in the access dynamic
profile. You can configure a RADIUS authentication server to include this
information in the Accept-Accept message when a subscriber successfully
authenticates over the static or dynamic subscriber interface to which the
access dynamic profile is attached.

$junos-cos-scheduler

Transmit rate to be dynamically configured for the scheduler in the access
dynamic profile. You can configure a RADIUS authentication server to include
this information in theAccept-Acceptmessagewhenasubscriber successfully
authenticates over the static or dynamic subscriber interface to which the
access dynamic profile is attached.

$junos-cos-scheduler-transmit-rate

Buffer size, as a percentage of total buffer, to be dynamically configured for
the scheduler in the access dynamic profile. You can configure a RADIUS
authentication server to include this information in theAccept-Acceptmessage
when a subscriber successfully authenticates over the static or dynamic
subscriber interface to which the access dynamic profile is attached.

$junos-cos-scheduler-bs
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Table 14: CoS Predefined Variables for Scheduling and Queuing (continued)

DescriptionVariable

Packet-schedulingpriority value tobedynamically configured for the scheduler
in the access dynamic profile. You can configure a RADIUS authentication
server to include this information in the Accept-Accept message when a
subscriber successfully authenticates over the static or dynamic subscriber
interface to which the access dynamic profile is attached.

$junos-cos-scheduler-pri

Name of the drop profile for RED for loss-priority level low to be dynamically
configured for the scheduler in the access dynamic profile. You can configure
aRADIUSauthenticationserver to include this information in theAccept-Accept
message when a subscriber successfully authenticates over the static or
dynamic subscriber interface to which the access dynamic profile is attached.

NOTE: The drop profile must be configured statically (at the [edit
class-of-service schedulers scheduler-name drop-profiles] hierarchy level) for
loss-priority low.

$junos-cos-scheduler-dropfile-low

Name of the drop profile for RED for loss-priority levelmedium-low to be
dynamically configured for the scheduler in the access dynamic profile. The
Junos OS obtains this information from the RADIUS server when a subscriber
authenticates over the static or dynamic subscriber interface to which the
access dynamic profile is attached.

NOTE: The drop profile must be configured statically (at the [edit
class-of-service schedulers scheduler-name drop-profiles] hierarchy level).

$junos-cos-scheduler-dropfile-medium-low

Name of the drop profile for RED for loss-priority levelmedium-high to be
dynamically configured for the scheduler in the access dynamic profile. You
can configure a RADIUS authentication server to include this information in
the Accept-Accept message when a subscriber successfully authenticates
over the static or dynamic subscriber interface to which the access dynamic
profile is attached.

NOTE: The drop profile must be configured statically (at the [edit
class-of-service schedulers scheduler-name drop-profiles] hierarchy level).

$junos-cos-scheduler-dropfile-medium-high

Name of the drop profile for RED for loss-priority level high to be dynamically
configured for the scheduler in the access dynamic profile. You can configure
aRADIUSauthenticationserver to include this information in theAccept-Accept
message when a subscriber successfully authenticates over the static or
dynamic subscriber interface to which the access dynamic profile is attached.

NOTE: The drop profile must be configured statically (at the [edit
class-of-service schedulers scheduler-name drop-profiles] hierarchy level).

$junos-cos-scheduler-dropfile-high

Name of the drop profile for RED for loss-priority level any to be dynamically
configured for the scheduler in the access dynamic profile. You can configure
aRADIUSauthenticationserver to include this information in theAccept-Accept
message when a subscriber successfully authenticates over the static or
dynamic subscriber interface to which the access dynamic profile is attached.

NOTE: The drop profile must be configured statically (at the [edit
class-of-service schedulers scheduler-name drop-profiles] hierarchy level).

$junos-cos-scheduler-dropfile-any
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Related
Documentation

Subscriber Activation and Service Management in an Access Network•

• Dynamic Profiles Overview

• Dynamic Variables Overview

• Junos OS Predefined Variables

• Configuring Initial CoS Parameters Dynamically Obtained from RADIUS on page 105

• Example: Configuring Initial CoS Parameters Dynamically Obtained from RADIUS on

page 115

Changing CoS Services Overview

This topic describes how to provide CoS when subscribers dynamically upgrade or

downgrade services in an access environment.

You can configure your network with an access profile that provides all subscribers with

default CoSparameterswhen they log in. For example, all subscribers can receive abasic

data service. By configuring the access profile with Junos OS predefined variables for

RADIUS-provided CoS parameters, you also enable the service to be activated for those

subscribers at login.

To enable subscribers to activate a service or upgrade to different services through

RADIUS change-of-authorization (CoA)messages after login, configure a service profile

that includes user-defined variables.

Types of CoS Variables Used in a Service Profile

You can configure variables for the following CoS parameters in a service profile:

• Shaping rate

• Delay buffer rate

• Guaranteed rate

• Scheduler map

For each CoS parameter, youmust associate a RADIUS vendor ID. For each vendor ID,

youmust assign an attribute number and a tag. The tag is used to differentiate between

values for different CoS variables when you specify the same attribute number for those

variables.Thesevaluesarematchedwith thevaluessuppliedbyRADIUSduringsubscriber

authentication. All of the values in the dynamic profile must be defined in RADIUS or

none of the values are passed.

Optionally, you can configure default values for each parameter. Configuring default

values is beneficial if you do not configure RADIUS to enable service changes. During

service changes, RADIUS takes precedence over the default value that is configured.
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Static and Dynamic CoS Configurations

Depending on how you configure CoS parameters in the access and service profiles,

certain CoS parameters are replaced or merged when subscribers change or activate

new services.

Static configuration iswhen youconfigure the schedulermapandschedulers in the static

[edit class-of-service] hierarchy and reference the scheduler map in the dynamic profile.

Dynamic configuration is when you configure the scheduler map and schedulers within

the dynamic profile.

The CoS configuration also depends on whether you have enabledmultiple subscribers

on the same logical interface using the aggregate-clients statements in the dynamic

profile referenced by DHCP. When you specify the aggregate-clients replace statement,

the schedulermap names are replaced. In both cases, if the length of the schedulermap

name exceeds 128 characters, subscribers cannot log in. When you specify the

aggregate-clientsmerge statement, the scheduler map names specified in the dynamic

profile are appended.

BEST PRACTICE: To improve CoS performance in IPv4, IPv6, and dual-stack
networks,werecommendthatyouusetheaggregate-clientsreplacestatement

rather than the aggregate-clientsmerge statement.

Scenarios for Static and Dynamic Configuration of CoS Parameters

Table 15 on page 100 lists the scenarios for static and dynamic configuration of CoS

parameters in access profiles and service profiles at subscriber login. The table also lists

the behavior for each configuration for service activation and service modification using

RADIUS CoAmessages.

Table 15: CoS Services and Variables

Dynamic CoS
Configuration
(MultipleSubscribers
Enabled on a Logical
Interface with the
aggregate-clients

replace Statement)

Dynamic CoS
Configuration
(MultipleSubscribers
Enabled on a Logical
Interface with the
aggregate-clients

merge Statement)

Dynamic CoS
Configuration(Single
Subscriber)

Static CoS
Configuration(Single
Subscriber)Scenario

• Configure RADIUS
values or default
values for all
parameters in
access profile

• Configure scheduler
map and schedulers
in access profile

• Configure RADIUS
values or default
values for all
parameters in
access profile

• Configure scheduler
map and schedulers
in access profile

• Configure RADIUS
values or default
values for all
parameters in
access profile

• Configure scheduler
map and schedulers
in access profile

• Configure RADIUS
values or default
values for all
parameters in
access profile

• Configure scheduler
map in edit
class-of-service
hierarchy and
reference in access
profile

Subscriber login
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Table 15: CoS Services and Variables (continued)

Dynamic CoS
Configuration
(MultipleSubscribers
Enabled on a Logical
Interface with the
aggregate-clients

replace Statement)

Dynamic CoS
Configuration
(MultipleSubscribers
Enabled on a Logical
Interface with the
aggregate-clients

merge Statement)

Dynamic CoS
Configuration(Single
Subscriber)

Static CoS
Configuration(Single
Subscriber)Scenario

Replaces the following
parameters:

• Delay buffer rate

• Guaranteed rate

• Shaping rate

• Scheduler map

Combines thevaluesof
the following
parameters to their
maximumscalar value:

• Delay buffer rate

• Guaranteed rate

• Shaping rate

Appends thescheduler
map parameter

Replaces the following
parameters:

• Delay buffer rate

• Guaranteed rate

• Shaping rate

• Scheduler map

Replaces the following
parameters:

• Delay buffer rate

• Guaranteed rate

• Scheduler map

• Shaping rate

RADIUSCoAfor service
or variable change

Merge queues if the
queue specified in the
service profile is not
already in use for the
subscriber

NOTE: Do not
instantiate a CoA
request using a service
dynamic profile that is
already in use on the
same logical interface.

Merge queues if the
queue specified in the
service profile is not
already in use for the
subscriber

NOTE: Do not
instantiate a CoA
request using a service
dynamic profile that is
already in use on the
same logical interface.

Merge queues if the
queue specified in the
service profile is not
already in use for the
subscriber

NOTE: Do not
instantiate a CoA
request using a service
dynamic profile that is
already in use on the
same logical interface.

Does not merge
queues

NOTE:In this case, use
a similar configuration
to the access profile,
including the same
name for the
traffic-control-profile.
During service
activation, this
configuration replaces
the original
configuration in the
access profile.

RADIUSCoAfor service
activation

Related
Documentation

Configuring Static Hierarchical Scheduling in a Dynamic Profile•

• Dynamic Profile Attachment to DHCP Subscriber Interfaces Overview

• RADIUSAttributes and Juniper Networks VSAsSupported by theAAAService Framework

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4
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CoS Traffic Shaping Attributes for Dynamic Interface Sets andMember Subscriber
Sessions Overview

To control bandwidth at a household level in a subscriber access network, you can apply

RADIUS dynamic class of service (CoS) traffic-shaping attributes to a dynamic interface

set and itsmember subscriber sessionswhen the subscriber sessions are authenticated.

(The dynamic interface set itself does not go through the authentication process.)

A household is represented by either a dynamic interface set or a dynamic

agent-circuit-identifier (ACI) interface set fromwhich the subscriber sessions originate.

For this feature, dynamic interface sets and dynamic ACI interface sets are mapped to

Level 2 of the Junos OS CoS scheduler hierarchy, which enables you to use CoS

traffic-shaping to shape the bandwidth at the household (interface set) level.

The subscriber sessions, also referred to as subscriber interfaces or client sessions, can be

dynamic VLAN, PPPoE, or IP demultiplexing (IP demux) subscriber interfaces. The

subscriber interfaces are mapped to Level 3 of the Junos OS CoS scheduler hierarchy.

• Supported Network Configurations on page 102

• Traffic-Control Profiles in Subscriber Interface Dynamic Profiles on page 102

• CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets and Member

Subscriber Sessions on page 103

Supported Network Configurations

Applying RADIUS dynamic CoS traffic-shaping attributes to a dynamic interface set and

its member subscriber sessions is supported for the following network configurations:

• Dynamic IP demux subscriber interfaces (for DHCP subscribers) over either a dynamic

interface set or a dynamic ACI interface set

• Dynamic PPPoE subscriber interfaces over either a dynamic interface set or a dynamic

ACI interface set

Traffic-Control Profiles in Subscriber Interface Dynamic Profiles

To apply dynamic CoS traffic-shaping attributes to a dynamic interface set and its

member subscriber sessions, youmust define and attach the traffic-control profiles for

both the dynamic interface set and the dynamic subscriber sessions within the dynamic

profile for the subscriber interface.

At the [editdynamic-profilesprofile-nameclass-of-servicetraffic-control-profiles]hierarchy

level in the dynamic profile, configure both of the following:

• Traffic-control profile for the dynamic VLAN, PPPoE, or IP demux subscriber interfaces

• Traffic-control profile for the dynamic interface set or dynamic ACI interface set to

which the subscriber interfaces belong
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RADIUS tag values for the Junos OS CoS traffic shaping predefined variables used in

both traffic-control profilesmustbe in the 100s range, asdescribed in “CoSTrafficShaping

Predefined Variables for Dynamic Interface Sets” on page 110.

At the [editdynamic-profilesprofile-name interfaces]hierarchy level in thedynamicprofile,

use the output-traffic-control-profile statement to apply the traffic-control profiles to

the dynamic subscriber interface and the dynamic interface set or dynamic ACI interface

set.

CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets andMember Subscriber
Sessions

The set of $junos-cos-parameter predefined dynamic variables has been duplicated and

assigned a RADIUS tag value in the 100s range for use with this feature. The RADIUS tag

value is the only differencebetween the existingCoS traffic-shaping predefineddynamic

variables and the predefined dynamic variables that youmust use with this feature.

Both RADIUS instances of the $junos-cos-parameter predefined dynamic variables are

available, but youmust use the dynamic variables with tag values in the 100s range to

apply CoS traffic-shaping attributes to both the dynamic interface set andmember

subscriber sessions in a subscriber interface dynamic profile.

For example, theexisting$junos-cos-shaping-ratepredefinedvariable is assignedRADIUS

vendor ID 4874, attribute number 108, and tag value 2. To apply CoS traffic-shaping

attributes to the dynamic interface set and its member subscriber sessions, youmust

instead use the $junos-cos-shaping-rate predefined variable that is assigned RADIUS

vendor ID 4874, attribute number 108, and tag value 102.

NOTE: Do not configure a combination of $junos-cos-parameter predefined

dynamic variables with RADIUS tag values in the 100s range and
$junos-cos-parameter predefined dynamic variables with tag values not in

the 100s range in the same traffic-control profile. If you do so, the subscriber
authentication process fails.

Related
Documentation

Guidelines for Configuring CoS Traffic Shaping Attributes for Dynamic Interface Sets

and Member Subscriber Sessions on page 104

•

• Applying CoS Traffic-Shaping Attributes to Dynamic Interface Sets and Member

Subscriber Sessions on page 107

• CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets on page 110
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Guidelines for Configuring CoS Traffic Shaping Attributes for Dynamic Interface Sets
andMember Subscriber Sessions

Observe the following guidelineswhen you apply dynamicCoS traffic-shaping attributes

to a dynamic interface set or a dynamic ACI interface set and its member subscriber

sessions. For complete information about the Junos OS CoS traffic-shaping predefined

dynamic variablesandRADIUS tagvaluesusedwith this feature, see “CoSTrafficShaping

Predefined Variables for Dynamic Interface Sets” on page 110.

• This feature is supported only for dynamically configured and instantiated subscriber

interfaces.

• Donot configureacombinationof$junos-cos-parameterpredefineddynamic variables

withRADIUStagvalues in the 100s rangeand$junos-cos-parameterpredefineddynamic

variableswith tag values not in the 100s range in the same traffic-control profile. If you

do so, the subscriber authentication process fails.

• Use the$junos-cos-adjust-minimumpredefinedvariable (tag 109)only in traffic-control

profiles for dynamic subscriber interfaces. Using this variable in a traffic-control profile

for a dynamic interface set or dynamic ACI interface set has no effect.

• Do not configure the $junos-cos-excess-rate-high predefined variable (tag 110) when

the $junos-cos-excess-rate predefined variable (tag 105) is configured, and vice-versa.

• Do not configure the $junos-cos-excess-rate-low predefined variable (tag 111) when

the $junos-cos-excess-rate predefined variable (tag 105) is configured, and vice-versa.

• Do not configure the $junos-cos-byte-adjust-frame predefined variable (tag 114)when

the $junos-cos-byte-adjust predefined variable (tag 108) is configured, and vice-versa.

• Do not configure the $junos-cos-byte-adjust-cell predefined variable (tag 115) when

the $junos-cos-byte-adjust predefined variable (tag 108) is configured, and vice-versa.

• Use the per-priority $junos-cos-shaping-rate-parameter predefined variables (tags 116

through 125) only in traffic-control profiles for dynamic interface sets or dynamic ACI

interface sets. Using these variables in traffic-control profiles for a dynamic logical

subscriber interface causes the subscriber session to fail.

Related
Documentation

Applying CoS Traffic-Shaping Attributes to Dynamic Interface Sets and Member

Subscriber Sessions on page 107

•

• CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets on page 110

• CoS Traffic Shaping Attributes for Dynamic Interface Sets and Member Subscriber

Sessions Overview on page 102
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Configuring Initial CoS Parameters Dynamically Obtained fromRADIUS

Youcanconfigurea subscriber interface so that subscribers receive initial CoSparameters

that the router obtains from the RADIUS authentication server when subscribers log in

using that logical interface on the router.

1. Configure external RADIUS server VSAs with values that you expect subscribers to

log in with.

• To configure a RADIUS authentication server to include CoS traffic-shaping

parameters in authentication grants on certain subscriber interfaces, configure

Juniper Networks VSA 26–108.

• ToconfigureaRADIUSauthenticationserver to includeCoSschedulingandqueuing

parameters inauthenticationgrantsacertain subscriber interfaces, configure Juniper

Networks VSA 28–146.

See Configuring Router or Switch Interaction with RADIUS Servers and Configuring

RADIUS Server Parameters for Subscriber Access.

2. Configure a subscriber interface that supports hierarchical CoS.

3. Associate a traffic-control profile with the interface.

See “Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic

Profile” on page 145.

4. Configuring initial traffic-shaping parameters to be obtained from RADIUS.

See “Configuring Dynamic Traffic Shaping and Scheduling Parameters in a Dynamic

Profile” on page 12.

5. Configure forwarding classes and scheduler maps statically.

See Configuring a Custom Forwarding Class for Each Queue and Configuring Scheduler

Maps.

6. Configure a scheduler to specify initial scheduling and queuing parameters to be

dynamically obtained from RADIUS when a subscriber logs in.

See “ConfiguringDynamic Schedulerswith Variables in aDynamic Profile” on page 15.

Related
Documentation

Subscriber Interfaces That Provide Initial CoS Parameters Dynamically Obtained from

RADIUS on page 95

•

• Example: Configuring Initial CoS Parameters Dynamically Obtained from RADIUS on

page 115

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4
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• Subscriber Activation and Service Management in an Access Network

• Juniper Networks VSAs Supported by the AAA Service Framework

• Dynamic Profiles Overview

• Dynamic Variables Overview

• Junos OS Predefined Variables

Configuring Static Default Values for Traffic Scheduling and Shaping

To provide subscribers with default values for CoS parameters, configure user-defined

variables for CoSparameters and assign static default values to the variables. If you have

configured values to be supplied by a RADIUS CoA, subscribers receive the default value

when deactivating a service.

To configure user-defined variables with default values for CoS in a dynamic profile:

1. Specify that you want to configure variables in the dynamic profile.

[edit dynamic-profiles residential-silver variables]

2. Configure a default value for the shaping rate.

[edit dynamic-profiles residential-silver variables]
user@host# set srate default-value 5m

3. Configure a default value for the guaranteed rate.

[edit dynamic-profiles residential-silver variables]
user@host# set grate default-value 5m

4. Configure a default value for the delay buffer rate.

[edit dynamic-profiles residential-silver variables]
user@host# set dbrate default-value 10m

5. Configure a default value for the scheduler map.

[edit dynamic-profiles residential-silver variables]
user@host# set smap default-value triple-play

6. Configure the variables for the CoS parameters in the traffic-control profile.

Either the shaping rate or the guaranteed rate is required in the traffic-control profile.

a. Access the traffic-control profile in the dynamic profile.

user@host# edit dynamic-profiles residential-silver class-of-service
traffic-control-profiles tcp1

b. Configure the scheduler map variable.
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[edit dynamic-profiles residential-silver class-of-service traffic-control-profiles
tcp1]

user@host# set scheduler-map "$smap"

c. Configure the shaping rate variable.

[edit dynamic-profiles residential-silver class-of-service traffic-control-profiles
tcp1]

user@host# set shaping-rate "$srate"

d. Configure the guaranteed rate variable.

[edit dynamic-profiles residential-silver class-of-service traffic-control-profiles
tcp1]

user@host# set guaranteed-rate "$grate"

e. Configure the delay buffer rate variable.

[edit dynamic-profiles residential-silver class-of-service traffic-control-profiles
tcp1]

user@host# set delay-buffer-rate "$dbrate"

Related
Documentation

Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4•

• Changing CoS Services Overview on page 99

Applying CoS Traffic-Shaping Attributes to Dynamic Interface Sets andMember
Subscriber Sessions

To control bandwidth at a household level in a subscriber access network, you can apply

RADIUS dynamic class of service (CoS) traffic-shaping attributes to a dynamic interface

setor agent-circuit-identifer (ACI) interface set and itsmember subscriber sessionswhen

themember sessions are authenticated. The dynamic interface set or ACI interface set

represents the household fromwhich the subscriber sessions originate. The subscriber

sessions, also referred to as client sessionsor subscriber interfaces, can bedynamicVLAN,

PPPoE, or IP demultiplexing (IP demux, for DHCP) subscriber interfaces.

To apply RADIUS dynamic CoS traffic-shaping attributes to both the dynamic interface

set and its member subscriber sessions, youmust configure two traffic-control profiles

in the dynamic profile for the subscriber interface: one traffic-control profile for the

“parent” dynamic interface set, and a second traffic-control profile for the dynamic

subscriber interfaces. RADIUS tag values for the JunosOSCoS traffic shaping predefined

variables used in both traffic-control profiles must be in the 100s range.

Before you begin:

• Create a dynamic profile that defines the VLAN, PPPoE, or IP demux logical subscriber

interface.
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See the following topics:

• Configuring a Basic Dynamic Profile

• Configuring a Dynamic Profile Used to Create Single-Tag VLANs

• Configuring a Dynamic Profile Used to Create Stacked VLANs

• Configuring Dynamic PPPoE Subscriber Interfaces

• Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles

To apply dynamic CoS traffic-shaping attributes to a dynamic ACI or non-ACI interface

set and its member subscriber sessions in a dynamic profile for the subscriber interface:

1. Configure two traffic-control profiles at the [edit dynamic-profiles profile-name

class-of-service traffic-control profiles] hierarchy level:

• Traffic-control profile for the VLAN, PPPoE, or IP demux dynamic subscriber

interfaces

• Traffic-control profile for the dynamic interface set or dynamic ACI interface set to

which the subscriber interfaces belong

2. In the traffic-controlprofilesconfigured for thedynamic interfacesetand thesubscriber

interfaces, reference Junos OS CoS traffic-shaping predefined variables with RADIUS

tag values in the 100s range.

See “CoSTrafficShapingPredefinedVariables forDynamic InterfaceSets” onpage 110

for a complete list of the Junos OS predefined variables and RADIUS tag values that

youmust use in the traffic-control profiles for the dynamic subscriber interfaces and

the dynamic interface set.

3. At the [edit dynamic-profiles profile-name interfaces] hierarchy level, use the

output-traffic-control-profile statement to apply the traffic-control profiles to the

dynamic subscriber interface and the dynamic interface set or dynamic ACI interface

set.

Example: Dynamic
PPPoE Subscriber

InterfaceoverDynamic
ACI Interface Set

The followingexample showsadynamicprofile namedpppoe-subscriber that configures

a dynamic PPPoE (pp0) subscriber interface over a dynamic ACI interface set.

The traffic-control-profiles stanzadefines two traffic-control profiles: tcp-pppoe-session

for the dynamic PPPoE subscriber interface, and tcp-parent-aci-set for the dynamic

“parent” ACI interface set. The $junos-cos-shaping-rate predefined variable included in

eachof these traffic-control profiles is assignedRADIUSvendor ID4874, attributenumber

108, and tagvalue 102.The$junos-cos-shaping-mode variable is assignedRADIUSvendor

ID 4874, attribute number 108, and tag value 107.
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The interfaces stanza applies output traffic-control profile tcp-pppoe-session to the

dynamic PPPoE (pp0) subscriber interface, and output traffic-control profile

tcp-parent-aci-set to the dynamic ACI interface set.

[edit dynamic-profiles]
pppoe-subscriber {
interfaces {
interface-set "$junos-interface-set-name" {
interface pp0 {
unit "$junos-interface-unit";

}
}
pp0 {
unit "$junos-interface-unit" {
ppp-options {
pap;

}
pppoe-options {
underlying-interface "$junos-underlying-interface";
server;

}
no-keepalives;
family inet {
unnumbered-address lo0.0;

}
}

}
}
class-of-service {
traffic-control-profiles {
tcp-pppoe-session {
scheduler-map smap-1;
shaping-rate $junos-cos-shaping-rate;
overhead-accounting $junos-cos-shaping-mode frame-mode-bytes -4
cell-mode-bytes 12;

}
tcp-parent-aci-set {
shaping-rate $junos-cos-shaping-rate;
overhead-accounting $junos-cos-shaping-mode frame-mode-bytes -4
cell-mode-bytes 12;

}
}
interfaces {
pp0 {
unit "$junos-interface-unit" {
output-traffic-control-profile tcp-pppoe-session;

}
}
interface-set $junos-interface-set-name {
output-traffic-control-profile tcp-parent-aci-set;

}
}

}
}

}

109Copyright © 2017, Juniper Networks, Inc.

Chapter 10: Applying CoS Using Parameters Received from RADIUS



Related
Documentation

CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets on page 110•

• CoS Traffic Shaping Attributes for Dynamic Interface Sets and Member Subscriber

Sessions Overview on page 102

• Guidelines for Configuring CoS Traffic Shaping Attributes for Dynamic Interface Sets

and Member Subscriber Sessions on page 104

CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets

To control bandwidth at a household level in a subscriber access network, you can apply

RADIUS CoS traffic-shaping attributes to a dynamic interface set and its member

subscriber sessionswhen themember sessionsareauthenticated.Thedynamic interface

set, which represents the household level in a subscriber access network, can be either

a dynamic agent-circuit-identifier (ACI) interface set or a non-ACI–based dynamic

interface set. The subscriber sessions belonging to the interface set can be dynamic

VLAN, DHCP, or PPPoE subscriber interfaces.

To apply RADIUS CoS traffic-shaping attributes to both the dynamic interface set and

its member subscriber sessions, youmust configure two traffic-control profiles in the

dynamic profile for the subscriber interface: one traffic-control profile for the “parent”

dynamic interface set, and a second traffic-control profile for the dynamic subscriber

interfaces. RADIUS tag values for the Junos OS CoS traffic-shaping predefined variables

used in these traffic-control-profiles must be in the 100s range, as described in

Table 16 on page 111.

To accommodate this feature, the set of existing $junos-cos-parameter predefined

dynamic variables for traffic shaping have been duplicated and assigned a tag value in

the 100s range, as listed in Table 16 on page 111. The tag value is the only difference

between theexistingpredefineddynamic variablesand thepredefineddynamic variables

that youmust use with this feature.

For example, theexisting$junos-cos-shaping-ratepredefinedvariable is assignedRADIUS

vendor ID 4874, attribute number 108, and tag value 2. To apply RADIUS CoS

traffic-shapingattributes to thedynamic interfacesetand itsmember subscriber sessions,

youmust instead use the $junos-cos-shaping-rate predefined variable that is assigned

RADIUS vendor ID 4874, attribute number 108, and tag value 102.

Table 16 on page 111 describes the Junos OS predefined dynamic variables and RADIUS

tag values that you can use in a dynamic profile to apply RADIUS CoS traffic-shaping

attributes to the dynamic interface set and its member subscriber sessions. The table

lists the predefined dynamic variables in ascending order by tag value.

NOTE: Allof thepredefinedvariables listed inTable 16onpage 111useRADIUS
vendor ID 4874 and RADIUS attribute value 108.
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Table 16: JunosOSCoSTrafficShapingPredefinedVariables forDynamic
Interface Sets

Description
RADIUS Tag
ValuePredefined Variable

Scheduler-mapnameconfigured in
a traffic-control profile in adynamic
profile.

101$junos-cos-scheduler-map

Shaping rate configured in a
traffic-control profile in a dynamic
profile. Represents the maximum
bandwidthofaCoSschedulernode.

102$junos-cos-shaping-rate

Guaranteed rate configured in a
traffic-control profile in a dynamic
profile. Represents the minimum
bandwidthofaCoSschedulernode.

103$junos-cos-guaranteed-rate

Delay-buffer rate configured in a
traffic-control profile in a dynamic
profile.

104$junos-cos-delay-buffer-rate

Excess rate configured in a
traffic-control profile in a dynamic
profile; scheduler weighting when
operating in the excess region
between theguranteed rateand the
shaping rate.

NOTE: Do not configure the
$junos-cos-excess-rate variable
when either the
$junos-cos-excess-rate-high
variable or the
$junos-cos-excess-rate-low
variable is configured.

105$junos-cos-excess-rate

Traffic-control profile configured in
a dynamic profile for subscriber
access.

106$junos-cos-traffic-control-profile

Overhead-accounting mode
configured ina traffic-control profile
in a dynamic profile to shape
downstream ATM traffic based on
either frames(frame-mode)orcells
(cell-mode).

107$junos-cos-shaping-mode
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Table 16: JunosOSCoSTrafficShapingPredefinedVariables forDynamic
Interface Sets (continued)

Description
RADIUS Tag
ValuePredefined Variable

Byte adjustment value for the cell
or frame shaping mode configured
in a traffic-control profile in a
dynamic profile.

NOTE: Do not configure the
$junos-cos-byte-adjust variable
when either the
$junos-cos-byte-adjust-frame
variable or the
$junos-cos-byte-adjust-cell
variable is configured.

108$junos-cos-byte-adjust

Minimum adjusted shaping rate
configured ina traffic-control profile
for a dynamic subscriber interface.
Specifying this variable in a
traffic-control profile for a dynamic
interface set has no effect.

109$junos-cos-adjust-minimum

Shaping rate configured for excess
high-priority traffic in a
traffic-control profile in a dynamic
profile.

NOTE: Do not configure the
$junos-cos-excess-rate-high
variable when the
$junos-cos-excess-rate variable is
configured.

110$junos-cos-excess-rate-high

Shaping rate configured for excess
low-priority traffic in a
traffic-control profile in a dynamic
profile.

NOTE: Do not configure the
$junos-cos-excess-rate-low
variable when the
$junos-cos-excess-rate variable is
configured.

111$junos-cos-excess-rate-low

Burst size for the shaping rate
configured ina traffic-control profile
in a dynamic profile.

112$junos-cos-shaping-rate-burst

Burst size for the guaranteed rate
configured ina traffic-control profile
in a dynamic profile.

113$junos-cos-guaranteed-rate-burst
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Table 16: JunosOSCoSTrafficShapingPredefinedVariables forDynamic
Interface Sets (continued)

Description
RADIUS Tag
ValuePredefined Variable

Overhead bytes when downstream
ATM traffic is in frame-mode.

NOTE: Do not configure the
$junos-cos-byte-adjust-frame
variable when the
$junos-cos-byte-adjust variable is
configured.

114$junos-cos-byte-adjust-frame

Overhead bytes when downstream
ATM traffic is in cell-mode.

NOTE: Do not configure the
$junos-cos-byte-adjust-cell
variable when the
$junos-cos-byte-adjust variable is
configured.

115$junos-cos-byte-adjust-cell

Shaping rate configured for
high-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

116$junos-cos-shaping-rate-priority-high

Shaping rate burst size configured
for high-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

117$junos-cos-shaping-rate-priority-high-burst

Shaping rate configured for
medium-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

118$junos-cos-shaping-rate-priority-medium
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Table 16: JunosOSCoSTrafficShapingPredefinedVariables forDynamic
Interface Sets (continued)

Description
RADIUS Tag
ValuePredefined Variable

Shaping rate burst size configured
for medium-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

119$junos-cos-shaping-rate-priority-medium-burst

Shaping rate configured for
low-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

120$junos-cos-shaping-rate-priority-low

Shaping rate burst size configured
for low-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

121$junos-cos-shaping-rate-priority-low-burst

Shaping rate configured for excess
high-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

122$junos-cos-shaping-rate-excess-high

Shaping rate burst size configured
for excess high-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

123$junos-cos-shaping-rate-excess-high-burst
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Table 16: JunosOSCoSTrafficShapingPredefinedVariables forDynamic
Interface Sets (continued)

Description
RADIUS Tag
ValuePredefined Variable

Shaping rate configured for excess
low-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

124$junos-cos-shaping-rate-excess-low

Shaping rate burst size configured
for excess low-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

125$junos-cos-shaping-rate-excess-low-burst

Related
Documentation

Applying CoS Traffic-Shaping Attributes to Dynamic Interface Sets and Member

Subscriber Sessions on page 107

•

• CoS Traffic Shaping Attributes for Dynamic Interface Sets and Member Subscriber

Sessions Overview on page 102

• Guidelines for Configuring CoS Traffic Shaping Attributes for Dynamic Interface Sets

and Member Subscriber Sessions on page 104

• Junos OS Predefined Variables

Example: Configuring Initial CoS Parameters Dynamically Obtained fromRADIUS

The following configuration is an example of a client dynamic profile in which initial CoS

parameters are dynamically obtained from the RADIUS server when a subscriber

authenticates over the interface to which the dynamic profile is applied.

For this example, assume that the RADIUS authentication server has been configured

with traffic-shaping parameters (at Juniper Networks VSA 26-108) and CoS scheduling

and queuing parameters (at Juniper Networks VSA 26–146).

The subscriber interface is a single-unit static gigabit Ethernet VLAN interface on an EQ
DPC port:

[edit]
interfaces {
ge-9/0/3 {
hierarchical-scheduler;
vlan-tagging;
unit 100 {
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vlan-id 100;
family inet {
address 192.168.32.2/24;

}
}

}
}

The client dynamic profile residential_silver attaches the traffic-control profile tcp_1 to
the subscriber interface that is defined in the dynamic profile using the
$junos-interface-ifd-name predefined variable.

[edit]
dynamic-profiles {
residential_silver {
interfaces {
“$junos-interface-ifd-name” {
unit “$junos-underlying-interface-unit” {
family inet;

}
}

}
class-of-service {
interfaces {
“$junos-interface-ifd-name” {
unit “$junos-underlying-interface-unit” {
output-traffic-control-profile tcp_1;

}
}

}
}

}
}

The traffic-control profile tcp_1, references Junos OS predefined variables to obtain a
scheduler-map name and traffic-shaping parameter values from RADIUS when a
subscriber logs in. For this example, assume that the RADIUS server replaces the Junos
OSpredefinedvariable$junos-cos-scheduler-mapscheduler-mapnamebusiness_smap_1.
The scheduler map business_smap_1 is configured in the client dynamic profile:

[edit]
dynamic-profiles {
residential_silver {
class-of-service {
traffic-control-profiles {
tcp_1 {
scheduler-map “$junos-cos-scheduler-map”; # ’business_smap_1’
shaping-rate "$junos-cos-shaping-rate";
guaranteed-rate "$junos-cos-guaranteed-rate";
delay-buffer-rate "$junos-cos-delay-buffer-rate";

}
}
scheduler-maps {
business_smap_1 {
forwarding-class best-effort scheduler be_sched;
forwarding-class ef scheduler home_sched

}
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}
}

}
}

A scheduler definition references Junos OS predefined variables to obtain scheduler
configurations from RADIUS when a subscriber logs in. For this example, assume that
the RADIUS server provides scheduler configurations for schedulers named be_sched
and home_sched, which are included in the scheduler map business_smap_1:

[edit]
dynamic-profiles {
residential_silver {
class-of-service {
schedulers {
“$junos-cos-scheduler” { # ’be_sched’ and ’home_sched’
transmit-rate "$junos-cos-scheduler-tx";
buffer-size "$junos-cos-scheduler-bs";
priority "$junos-cos-scheduler-pri";
drop-profile-map loss-priority low protocol any drop-profile
“$junos-cos-scheduler-dropfile-low“;

drop-profile-map loss-priority medium-low protocol any drop-profile
“$junos-cos-scheduler-dropfile-medium-low“;

drop-profile-map loss-priority medium-high protocol any drop-profile
“$junos-cos-scheduler-dropfile-medium-high“;

drop-profile-map loss-priority high protocol any drop-profile
“$junos-cos-scheduler-dropfile-high“;

}
}

}
}

}

Static configurations for CoS consist of configurations for the forwarding classes used
in theschedulermapbusiness_smap_1andconfigurations fordrop-profilenamesprovided
by RADIUS for as part of the scheduler configurations provided (for be_sched and
home_sched) when a subscriber logs in:

[edit]
class-of-service {
forwarding-classes {
queue 0 best-effort;
queue 1 ef;

}
drop-profiles {
. . . configurations_for_drop_profile_names_provided_by_RADIUS . . .

}
}

}

Related
Documentation

• Subscriber Activation and Service Management in an Access Network

• Dynamic Profiles Overview

• Dynamic Variables Overview

• Junos OS Predefined Variables
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• Subscriber Interfaces That Provide Initial CoS Parameters Dynamically Obtained from

RADIUS on page 95

• Configuring Initial CoS Parameters Dynamically Obtained from RADIUS on page 105
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CHAPTER 11

Modifying a Subscriber’s Shaping
Characteristics After a Subscriber is
Instantiated

• CoS Adjustment Control Profiles Overview on page 119

• Configuring CoS Adjustment Control Profiles on page 121

• Verifying the CoS Adjustment Control Profile Configuration on page 122

CoS Adjustment Control Profiles Overview

CoS adjustment control profiles control which applications and algorithms canmodify

a subscriber’s shapingcharacteristicsafter a subscriber is instantiated.Subscriber shaping

characteristicsareconfiguredusing the JunosOSCLIorbyRADIUSmessages.Adjustment

control profiles enable subscriber shaping characteristics by to be adjusted by other

applications like ANCP, PPPoE tags, and RADIUS Change of Authorization (CoA) after

a subscriber is instantiated. Adjustment control profiles are router-wide and apply to

both static and dynamic interfaces.

Table 17 on page 119 describes the applications and their associated default algorithms

that can be configured to perform rate adjustments after the subscriber is instantiated.

Table 17: Adjustment Control Profile Applications and Algorithms

DescriptionDefault Algorithm
Default
PriorityApplication

RADIUS CoAmessages can update the subscriber’s
attributes (like shaping rate) after the subscriber is
authenticated and QoS parameters (like shaping rate)
are assigned.

Adjust-always1RADIUS-CoA

The ANCP application canmodify the existing shaping
rate for both static and dynamic logical interfaces, and
static interface sets. By default, ANCP can override all
other applications. The shaping rate must be specified
in order to override it.

Adjust-always1ANCP
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Table 17: Adjustment Control Profile Applications and Algorithms (continued)

DescriptionDefault Algorithm
Default
PriorityApplication

The PPPoE IA tag access-rate-downstream canmodify
the Junos OS CLI configured shaping-rate value, as well
as the RADIUS shaping- rate value. By default, these
values can bemodified by subsequent RADIUS CoA
messagesandANCPactions. Thesevaluesareconveyed
in PPPoE (PADI) discovery packets.

Adjust-less2PPPoE-Tags

NOTE: The lower the priority value, the higher the priority.

Applications and Associated Algorithms in Adjustment Control Profiles

Youmust enable each application to perform rate adjustments. Rate adjustments are

global and affect all static and dynamically instantiated subscribers. The following rules

apply to adjustment control profiles:

• If no adjustment control profile is configured, the default adjustment control profile is

used.

• Youcanconfigure amaximumofoneadjustment control profile; a commit error occurs

if you configure more than one adjustment control profile.

• If an application is not configured with an adjustment control profile, Junos OS uses

its default values for priority and algorithm. For example, if ANCP is not configured in

the adjustment control profile, the ANCP application is set to a priority of 1 and the

algorithm is set to adjust-always.

• Adjustment control profiles apply to both static and dynamic interfaces.

• You can configure the algorithm to the following values:

• Adjust-never

• Adjust-always

• Adjust less

• Adjust less than or equal

• Adjust greater

• Adjust greater than or equal

• When youmodify an adjustment control profile, the changes take effect immediately

and themodified profile is used for all further adjustments. However, existing

adjustments are not reevaluated when youmodify the adjustment control profile.

For example, if you have an ANCP adjustment that overrides a PPPoE adjustment on

interface ge-1/1/0.100, and then you use the adjustment control profile to change the

priority so that the ANCP priority is now lower than the PPPoE priority, Junos OS does

not go back and reevaluate the adjustment on ge-1/1/0.100.
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CoS Shaping Rate Fallback Behavior

When a CoS service profile is deactivated or removed, the CoS shaping rate falls back

to the next highest available adjustment source as follows:

1. Fall back to the ANCP shaping rate if it is present and it has a higher priority than the

PPPoE IA tags.

2. Fall back to the PPPoE IA tag rate, if present.

3. Fall back to the shaping rate configured in the associated traffic control profile.

When a shaping rate is adjusted by ANCP, if that adjustment is removed, the rate reverts

to the PPPoE IA tag rate if it is present. If the tag rate is not present then the shaping rate

reverts to the configured rate in the traffic control profile.

When anANCPadjustment for overhead-accountingmode is removed, the value reverts

to the PPPoE IA tag value if it is present. If the tag value is not present, then themode

reverts to the configured value in the traffic control profile.

When an ANCP adjustment for overhead-accounting bytes is removed, the value reverts

to the configured value in the traffic control profile; PPPoE IA tags cannot provide this

value.

Related
Documentation

Configuring CoS Adjustment Control Profiles on page 121•

• Verifying the CoS Adjustment Control Profile Configuration on page 122

• adjustment-control-profiles on page 499

Configuring CoS Adjustment Control Profiles

To configure adjustment control profiles:

NOTE: You can only configure one adjustment control profile.

1. Configure the adjustment control profile name.

[edit]
user@host# edit class-of-service adjustment-control-profiles profile-name

2. (Optional) Configure the adjustment controls for the Access Node Control Protocol

(ANCP) application:

[edit class-of-service adjustment-control-profiles profile-name ]
user@host# set application ancp priority priority algorithm algorithm

3. (Optional) Configure the adjustment controls for the RADIUS CoA application:
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[edit class-of-service adjustment-control-profiles profile-name ]
user@host# set application radius-coa priority priority algorithm algorithm

4. (Optional) Configure the adjustment controls for the PPPoE tags:

[edit class-of-service adjustment-control-profiles profile-name ]
user@host# set application pppoe-tags priority priority algorithm algorithm

5. (Optional) Verify your configuration.

user@host> show class-of-service adjustment-control-profiles
name: ANCP, priority: 1, algorithm: less;
name: RADIUS CoA, priority: 1, algorithm: always;
name: PPPoE IA tags, priority: 2, algorithm: less;

Related
Documentation

CoS Adjustment Control Profiles Overview on page 119•

• Verifying the CoS Adjustment Control Profile Configuration on page 122

• adjustment-control-profiles on page 499

• overhead-accounting (Dynamic Traffic Shaping) on page 678

Verifying the CoS Adjustment Control Profile Configuration

Purpose View the class-of-service (CoS) adjustment control profile.

Action To display the CoS adjustment control profile:•

user@host> show class-of-service adjustment-control-profile profile-name

user@host> show class-of-service adjustment-control-profile acp1
  name: ANCP, priority: 1, algorithm: less
  name: RADIUS CoA, priority: 1, algorithm: always
  name: PPPoE IA tags, priority: 2, algorithm: less

user@host>

Related
Documentation

• CoS Adjustment Control Profiles Overview on page 119

• Configuring CoS Adjustment Control Profiles on page 121

• adjustment-control-profiles on page 499

• application (Adjustment Control Profiles) on page 505
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CHAPTER 12

Applying CoS to Groups of Subscriber
Interfaces

• CoS for Interface Sets of Subscribers Overview on page 123

• Configuring an Interface Set of Subscribers in a Dynamic Profile on page 126

• Example: Configuring a Dynamic Interface Set of VLAN Subscribers on page 127

• Example:ConfiguringaDynamicServiceVLAN InterfaceSetofSubscribers inaDynamic

Profile on page 140

CoS for Interface Sets of Subscribers Overview

Interface sets enable service providers to group logical interfaces so they can apply CoS

parameters to all of the traffic in the group.

Interface sets are beneficial for various scenarios in a subscriber access network. For

example, you can use an interface set to configure a local loop with a small number of

subscribers. Interface sets are also useful for grouping a large number of subscribers into

a particular service class or for defining traffic engineering aggregates for DSLAMs.

• Guidelines for Configuring Dynamic Interface Sets in a Subscriber Access

Network on page 124
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Guidelines for Configuring Dynamic Interface Sets in a Subscriber Access Network

Interface sets enable service providers to group logical interfaces so they can apply CoS

parameters to all of the traffic in the group.

Interface sets are beneficial for various scenarios in a subscriber access network. For

example, you can use an interface set to configure a local loop with a small number of

subscribers. Interface sets are also useful for grouping a large number of subscribers into

a particular service class or for defining traffic engineering aggregates for DSLAMs.

When configuring interface sets for subscriber access, keep the following guidelines in

mind:

• You can configure interface sets of VLAN demux, PPPoE, or demux interfaces over

aggregated Ethernet interfaces.

• An interface can only belong to one interface set. If you try to add the same interface

to different interface sets, the commit operation fails.

• You configure the interface set and the traffic scheduling and shaping parameters in

a dynamic profile. However, youmust apply the traffic-control profile to the interface

set in the static [edit class-of-service] hierarchy.

NOTE: This rule applies to all interface sets except ACI sets.

• The$junos-interface-set-namepredefinedvariable is availableonly forRADIUSAccept

messages; change of authorization (CoA) requests are not supported.

• The$junos-svlan-interface-set-namepredefinedvariable locally generatesan interface

set name for use by dual-tagged VLAN interfaces based on the outer tag of the

dual-tagged VLAN. The format of the generated variable is physical_interface_name -

outer_VLAN_tag. For example, an aggregated Ethernet interface “ae0,” with a

dual-tagged VLAN interface that has an outer tag of “111,” results in a

$junos-svlan-interface-set-name dynamic variable of “ae0-111”. Similarly, a

non-aggregated Ethernet interface of ge-1/1/0, with the same dual-tagged VLAN

interface that has an outer tag of “111,” results in a $junos-svlan-interface-set-name

dynamic variable of “ge-1/1/0-111”.

• The$junos-phy-ifd-interface-set-namepredefinedvariable locallygeneratesan interface

set name associated with the underlying physical interface in a dynamic profile. This

predefined variable enables you to group all the subscribers on a specific physical

interface so that you can apply services to the entire group of subscribers.

Another use case for this predefined variable is to conserve CoS resources in a mixed

business and residential topology by collecting the residential subscribers into an

interface set associated with the physical interface, so that a level 2 node is used for

the interface set rather than for each residential interface. Otherwise, because the

businessand residential subscribers share the same interfaceandbusiness subscribers

require three levels of CoS, then three levels are configured for each residential

subscriber. That results in an unnecessary level 2 node being consumed for each

residential connection, wasting CoS resources.
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• The $junos-tagged-vlan-interface-set-name predefined variable locally generates an

interface set name used for grouping logical interfaces stacked over logical stacked

VLAN demux interfaces for either a 1:1 (dual-tagged; individual client) VLAN or N:1

(single tagged; service) VLAN. The format of the generated variable differs with VLAN

type as follows:

• Dual-tagged (client) VLAN—physical_interface_name - outer_VLAN_tag -

inner_VLAN_tag. For example, an aggregated Ethernet interface “ae0,” with a

dual-tagged VLAN interface that has an outer tag of “111” and an inner tag of “200,”

results ina$junos-tagged-vlan-interface-set-namedynamicvariableof “ae0-200-111”.

Similarly, anon-aggregatedEthernet interfaceofge-1/1/0,with thesamedual-tagged

VLAN interface that has an outer tag of “111” and an inner tag of “200,” results in a

$junos-tagged-vlan-interface-set-name dynamic variable of “ge-1/1/0-200-111”.

• Single tagged (service) VLAN—physical_interface_name -VLAN_tag. For example, an

aggregated Ethernet interface “ae0,” with an N:1 VLAN using the single tag of “200,”

results in a $junos-tagged-vlan-interface-set-name dynamic variable of “ae0-200”.

Similarly, a non-aggregated Ethernet interface of ge-1/1/0, with the same N:1 VLAN

using the single tag of “200,” results in a $junos-tagged-vlan-interface-set-name

dynamic variable of “ge-1/1/0-200”.

• All dynamic demux, dual-tagged VLAN logical interfaces with the same outer VLAN

tag and physical interface are assigned to the same interface set and all CoS values

provisioned with the dynamic profile are applied to the interfaces that are part of the

set.

• The interface set namemust be explicitly referenced in the CoS configuration as part

of the static configuration outside of the dynamic profile. The CoS configuration is

static and the interface set namemust be statically referenced.

NOTE: This rule applies to all interface sets except ACI sets.

• RADIUS can return an access-acceptmessage under certain conditions. A configured

RADIUS VSA for the interface set name takes precedence over the locally generated

variable on the router. This means that if the interface-set-name VSA is configured on

RADIUS, the router continues to use this variable instead of the locally generated value

from the dynamic variable.

• Sets of aggregated Ethernet interfaces are supported on MPC/MIC interfaces on MX

Series routers only.

• The supported interface stacks for aggregated Ethernet in an interface set include

VLAN demux interfaces, IP demux interfaces, and PPPoE logical interfaces over VLAN

demux interfaces.

• The link membership list and scheduler mode of the interface set are inherited from

theunderlying aggregatedEthernet interfaceoverwhich the interface set is configured.
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• When an aggregated Ethernet interface operates in link protection mode, or if the

scheduler mode is configured to replicate member links, the scheduling parameters

of the interface set are copied to each of the member links.

• If the scheduler mode of the aggregated Ethernet interface is set to scale member

links, the scheduling parameters are scaled based on the number of active member

links and applied to each of the aggregated interface member links.

Related
Documentation

Configuring an Interface Set of Subscribers in a Dynamic Profile on page 126•

• Example:ConfiguringaDynamicServiceVLAN InterfaceSetofSubscribers inaDynamic

Profile on page 140

Configuring an Interface Set of Subscribers in a Dynamic Profile

Interface sets enable you to provide hierarchical scheduling to a group of subscriber

interfaces.

Before you begin, configure the subscriber interfaces that you intend to include in the

interface set.

To configure an interface set of subscriber interfaces:

1. Configure the interface set in the dynamic profile.

[edit dynamic-profiles profile-name interfaces]
user@host#edit interface-set interface-set-name

Replacing the interface-set-name variable with the $junos-interface-set-name,

$junos-svlan-interface-set-name, or$junos-tagged-vlan-interface-set-namepredefined

variable. The interface set is created dynamically when the subscriber logs in.

2. Include the interfaces within the dynamic interface-set.

[editdynamic-profilesprofile-name interfaces interface-set$junos-interface-set-name]
user@host# set interface interface-name unit logical-unit-number

3. Apply traffic shaping and queuing parameters to the interface set.

TIP: Youmustconfigure the interfaceset in thestatic [editclass-of-service]

hierarchy, not in the [edit dynamic-profiles] hierarchy.

[edit class-of-service interfaces]
user@host# edit interface-set interface-set-name
[edit class-of-service interfaces interface-set interface-set-name]
user@host# set output-traffic-control-profile profile-name

Related
Documentation

CoS for Interface Sets of Subscribers Overview on page 123•

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4
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• CoS for Interface Sets of Subscribers Overview on page 123

• Example: Configuring a Dynamic Interface Set of VLAN Subscribers on page 127

• CoS for Aggregated Ethernet Subscriber Interfaces Overview on page 8

Example: Configuring a Dynamic Interface Set of VLAN Subscribers

• Requirements on page 127

• Overview on page 127

• Configuring the Dynamic VLANs on page 127

• Configuring Dynamic Traffic Scheduling and Shaping on page 129

• Configuring the Interface Set in the Dynamic Profile on page 133

• Configuring DHCP Access on page 134

• Configuring RADIUS Authentication on page 135

• Verification on page 140

Requirements

This example uses the following software and hardware components:

• MX Series Router with MPCs

Overview

In this example, thenetworkadministrator groupsdynamicVLAN interfaces inan interface

set.The interfaceset is configured inadynamicprofile, andenableshierarchical scheduling

for the VLAN interfaces for a multiplay service.

DHCP is used as the access method, and RADIUS is used as the authentication method

for the interfaces associated with the interface set.

Configuring the Dynamic VLANs

CLI Quick
Configuration

To quickly configure the dynamic VLANs, copy the following commands and paste them

into the router terminal window:

[edit]
edit dynamic-profiles vlan-prof
edit interfaces $junos-interface-ifd-name unit $junos-interface-unit
set vlan-id $junos-vlan-id
set demux-source inet
set family inet unnumbered-address lo0.0 preferred-source-address 203.0.113.32
top
edit interfaces ge-1/0/0
set hierarchical-scheduler
set vlan-tagging
edit auto-configure vlan-ranges dynamic-profile vlan-prof
set ranges any
set accept inet
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top
set interfaces lo0 unit 0 family inet address 203.0.113.32/32

Configuring the Dynamic Profile for the Autoconfigured VLANs

Step-by-Step
Procedure

In this section, youcreateadynamicprofile for theVLAN IDs tobeautomatically assigned

when subscribers log in.

To configure the dynamic profile for the VLANs:

1. Configure the dynamic profile.

[edit]
user@host#edit dynamic-profile vlan-prof

2. Configure the interfaces.

[edit dynamic-profiles vlan-prof]
user@host#edit interfaces $junos-interface-ifd-name unit $junos-interface-unit

3. Add the VLAN ID variable.

[edit dynamic-profiles vlan-prof interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

user@host#set vlan-id $junos-vlan-id

4. Configure the demux source as IPv4.

[edit dynamic-profiles vlan-prof interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

user@host#set demux-source inet

5. Configure the family.

[edit dynamic-profiles vlan-prof interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

user@host#set family inet unnumbered-address lo0.0 preferred-source-address
203.0.113.32

Configuring the VLAN Interfaces

Step-by-Step
Procedure

To configure the VLAN interfaces:

Create the VLAN interface.1.

[edit]
user@host# edit interfaces ge-1/0/0

2. Enable hierarchical scheduling.

[edit interfaces ge-1/0/0]
user@host# set hierarchical-scheduler
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3. Configure VLAN tagging.

[edit interfaces ge-1/0/0]
user@host# set vlan-tagging

4. Configure auto-configuration for the dynamic profile.

[edit interfaces ge-1/0/0]
user@host# edit auto-configure vlan-ranges dynamic-profile vlan-prof

5. Configure any VLAN ID range.

[edit interfaces ge-1/0/0 auto-configure vlan-ranges dynamic-profile vlan-prof]
user@host# set ranges any

6. Specify IPv4 traffic for the VLAN.

[edit interfaces ge-1/0/0 auto-configure vlan-ranges dynamic-profile vlan-prof]
user@host# set accept inet

Configuring the Loopback Interface

Step-by-Step
Procedure

To configure the loopback interface:

Create the loopback interface.1.

[edit]
user@host# edit interfaces lo0

2. Configure the unit and the family.

[edit intefaces lo0]
user@host# set unit 0 family inet address 203.0.113.32/32

Configuring Dynamic Traffic Scheduling and Shaping

CLI Quick
Configuration

To quickly configure the traffic scheduling and shaping parameters, copy the following

commands and paste them into the router terminal window:

[edit]
edit dynamic-profilesmultiplay class-of-service schedulers be_sch
set transmit-rate percent 12
set buffer-size percent 12
set priority low
up
edit ef_sch
set transmit-rate percent 12
set buffer-size percent 12
set priority low
up
edit af_sch
set transmit-rate percent 12
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set buffer-size percent 12
set priority low
up
edit nc_sch
set transmit-rate percent 12
set buffer-size percent 12
set priority low
up
edit voice_sch
set transmit-rate percent 12
set buffer-size percent 12
set priority low
up
edit video_sch
set transmit-rate percent 12
set buffer-size percent 12
set priority low
up
edit game_sch
set transmit-rate percent 12
set buffer-size percent 12
set priority low
up
edit data_sch
set transmit-rate percent 12
set buffer-size percent 12
set priority low
up 2
edit scheduler-maps all_smap
set forwarding-class be scheduler be_sch
set forwarding-class ef scheduler ef_sch
set forwarding-class af scheduler af_sch
set forwarding-class nc scheduler nc_sch
set forwarding-class voice scheduler voice_sch
set forwarding-class video scheduler video_sch
set forwarding-class game scheduler game_sch
set forwarding-class data scheduler data_sch
up 2
edit traffic-control-profilesmultiplay
set scheduler-map all_smap
set shaping-rate 100m
set guaranteed-rate 20m

Configuring the Schedulers in the Dynamic Profile

Step-by-Step
Procedure

In this section, you create a dynamic profile for the multiplay service and configure

scheduling and shaping.

To configure the schedulers:

1. Create themultiplay dynamic profile.

[edit]
user@host# edit dynamic-profilesmultiplay class-of-service schedulers
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2. Configure the best effort scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit be_sch
user@host# set transmit-rate percent 12
user@host# set buffer-size percent 12
user@host# set priority low

3. Configure the expedited forwarding scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit ef_sch
user@host# set transmit-rate percent 12
user@host# set buffer-size percent 12
user@host# set priority low

4. Configure the assured forwarding scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit af_sch
user@host# set transmit-rate percent 12
user@host# set buffer-size percent 12
user@host# set priority low

5. Configure the network control scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit nc_sch
user@host# set transmit-rate percent 12
user@host# set buffer-size percent 12
user@host# set priority low

6. Configure the voice scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit voice_sch
user@host# set transmit-rate percent 12
user@host# set buffer-size percent 12
user@host# set priority low

7. Configure the video scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit video_sch
user@host# set transmit-rate percent 12
user@host# set buffer-size percent 12
user@host# set priority low

8. Configure the gaming scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit game_sch
user@host# set transmit-rate percent 12
user@host# set buffer-size percent 12
user@host# set priority low
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9. Configure the data scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit data_sch
user@host# set transmit-rate percent 12
user@host# set buffer-size percent 12
user@host# set priority low

Configuring the Scheduler Map in the Dynamic Profile

Step-by-Step
Procedure

To configure the scheduler map:

Configure the scheduler map for all of the services.1.

[edit dynamic-profiles multiplay class-of-service]
user@host# edit scheduler-maps all_smap

2. Configure the forwarding classes for each service in the scheduler map.

[edit dynamic-profiles multiplay class-of-service scheduler-maps all_smap]
user@host# set forwarding-class be scheduler be_sch
user@host# set forwarding-class ef scheduler ef_sch
user@host# set forwarding-class af scheduler af_sch
user@host# set forwarding-class nc scheduler nc_sch
user@host# set forwarding-class voice scheduler voice_sch
user@host# set forwarding-class video scheduler video_sch
user@host# set forwarding-class game scheduler game_sch
user@host# set forwarding-class data scheduler data_sch

Configuring the Traffic-Control Profile in the Dynamic Profile

Step-by-Step
Procedure

To configure the traffic-control profile the interface set:

Configure the traffic-control profile.1.

[edit dynamic-profiles multiplay class-of-service]
user@host# edit traffic control-profilesmultiplay

2. Configure the scheduler map.

[edit dynamic-profiles multiplay class-of-service traffic control-profiles multiplay]
user@host# set scheduler-map all_smap

3. Configure the shaping rate.

[edit dynamic-profiles multiplay class-of-service traffic control-profiles multiplay]
user@host# set shaping-rate 100m

4. Configure the guaranteed rate.

[edit dynamic-profiles multiplay class-of-service traffic control-profiles multiplay]
user@host# set guaranteed-rate 20m
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Configuring the Interface Set in the Dynamic Profile

CLI Quick
Configuration

To quickly configure the interface set, copy the following commands and paste them

into the router terminal window:

[edit]
edit dynamic-profilesmultiplay
edit interfaces interface-set $junos-interface-set-name
set interface $junos-interface-ifd-name unit $junos-underlying-interface-unit
top
edit class-of-service interfaces interface-set
set output-traffic-control-profile multiplay

Configuring the Interfaces for the Interface Set

Step-by-Step
Procedure

To configure the interface variable for the interface set:

Configure the dynamic profile for the interface set.1.

[edit]
user@host#edit dynamic-profilesmultiplay

2. Configure the interface using the Junos OS predefined variable.

[edit dynamic-profiles multiplay]
user@host#edit interfaces $junos-interface-ifd-name unit
$junos-underlying-interface-unit

3. Configure the family.

[edit dynamic-profiles multiplay interfaces $junos-interface-set-name unit
$junos-underlying-interface-unit]

user@host#set family inet unnumbered-address lo0.0 preferred-source-address
203.0.113.32

Configuring the Interface Set

Step-by-Step
Procedure

To configure the interface set:

Configure the interface set using the Junos OS predefined variable.1.

[edit dynamic-profiles multiplay]
user@host#edit interfaces interface-set $junos-interface-set-name

2. Add the dynamic VLAN interfaces to the interface set.

[edit dynamic-profiles multiplay interfaces $junos-interface-set-name]
user@host#set interface $junos-interface-ifd-name unit
$junos-underlying-interface-unit
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Applying the Traffic-Control Profile to the Interface Set

Step-by-Step
Procedure

You apply the traffic-control profile outside of the dynamic profile in the [edit

class-of-service] hierarchy.

To apply the traffic-control profile:

1. Specify the interface set to which you want to apply the traffic-control profile.

[edit class-of-service]
user@host#edit interfaces interface-set dynamic-set

2. Attach theoutput traffic-controlprofiledefined in thedynamicprofile to the interface

set.

[edit class-of-service interfaces]
user@host#set output-traffic-control-profile multiplay

Configuring DHCP Access

CLI Quick
Configuration

To quickly configure DHCP access, copy the following commands and paste them into

the router terminal window:

[edit]
edit system services dhcp-local-server authentication
set password $ABC123
set username-include user-prefix multiplay
up 1
set dynamic-profile dhcp-vlan-prof aggregate-clients replace
set group vlans interface ge-1/0/0
top
edit access address-assignment pool v4 family inet
set network 203.0.113.0/16
set range limited low 203.0.113.10
set range limited high 203.0.113.250
set dhcp-attributesmaximum-lease-time 84600

Configuring the DHCP Local Server

Step-by-Step
Procedure

To configure DHCP access:

Configure the DHCP local server.1.

[edit system]
user@host# edit services dhcp-local-server authentication

2. Set the password.

[edit system services dhcp-local-server authentication]
user@host# set password $ABC123

3. Specify that you want to include optional information in the username.
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[edit system services dhcp-local-server authentication]
user@host# set username-include user-prefix multiplay

4. Attach the dynamic profile with the interface set.

[edit system services dhcp-local-server]
user@host# set dynamic-profile dhcp-vlan-prof aggregate-clients replace

5. Configure a group for the VLAN interface.

[edit system services dhcp-local-server]
user@host# set group vlans interface ge-1/0/0

Configuring Address Assignment Pools

Step-by-Step
Procedure

To configure address assignment pools:

Configure the pool of IPv4 addresses.1.

[edit access]
user@host#edit address-assignment pool v4 family inet

2. Configure the family of interfaces in the pool.

[edit access address-assignment pool v4]
user@host#set network 203.0.113.0/16

3. Configure the upper and lower bounds of the address range.

[edit access address-assignment pool v4]
user@host#set range limited low 203.0.113.10
user@host#set range limited high 203.0.113.250

4. Configure themaximumlengthof time in seconds forwhichasubscriber can request

and hold a lease.

[edit access address-assignment pool v4]
user@host#set dhcp-attributesmaximum-lease-time 84600

Configuring RADIUS Authentication

CLI Quick
Configuration

To quickly configure RADIUS authentication, copy the following commands and paste

them into the router terminal window:

[edit]
edit access radius-server 192.51.100.108
set secret $ABC123ABC123ABC123
set timeout 5
set retry 5
up 2
edit profile acc-prof
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set authentication-order radius
set radius authentication-server 192.51.100.108

Configuring RADIUS Access

Step-by-Step
Procedure

To configure RADIUS access:

Configure the RADIUS server.1.

[edit access]
user@host#edit radius-server 192.51.100.108

2. Configure the required secret (password) that the local router or switch passes to

the RADIUS client.

[edit access radius-server 192.51.100.108]
user@host# set secret $ABC123ABC123ABC123

3. Configure the length of time that the local router or switch waits to receive a

response from a RADIUS server.

[edit access radius-server 192.51.100.108]
user@host# set timeout 5

4. Configure the number of times that the router or switch attempts to contact a

RADIUS accounting server.

[edit access radius-server 192.51.100.108]
user@host# set retry 5

5. Configure the access profile.

[edit access]
user@host#edit profile acc-prof

6. Configure the authentication order.

[edit access profile acc-prof ]
user@host# set authentication-order radius

7. Configure the authentication server.

[edit access profile acc-prof]
user@host#set radius authentication-server 192.51.100.108

Results

dynamic-profiles {
vlan-prof {
interfaces {
“$junos-interface-ifd-name” {
unit "$junos-interface-unit" {
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vlan-id "$junos-vlan-id";
demux-source inet;
family inet {
unnumbered-address lo0.0 preferred-source-address 203.0.113.32;

}
}

}
}

}
multiplay {
class-of-service {
traffic-control-profiles {
multiplay {
scheduler-map all_smap;
shaping-rate 100m;
guaranteed-rate 20m;

}
}
interfaces {

interface-set “$junos-interface-set-name” {
interface “$junos-interface-ifd-name” {
unit “$junos-underlying-interface-unit”;

}
}

“$junos-interface-ifd-name” {
unit "$junos-interface-unit" {
output-traffic-control-profile multiplay;

}
}

}
scheduler-maps {
all_smap {
forwarding-class be scheduler be_sch;
forwarding-class ef scheduler ef_sch;
forwarding-class af scheduler af_sch;
forwarding-class nc scheduler nc_sch;
forwarding-class voice scheduler voice_sch;
forwarding-class video scheduler video_sch;
forwarding-class game scheduler game_sch;
forwarding-class data scheduler data_sch;

}
}
schedulers {
be_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;

}
ef_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;

}
af_sch {
transmit-rate percent 12;
buffer-size percent 12;
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priority low;
}
nc_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;

}
voice_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;

}
video_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;

}
game_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;

}
data_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;

}
}
}

}
access {
radius-server {
192.51.100.108 {
secret "$ABC123ABC123ABC123"; ## SECRET-DATA
timeout 5;
retry 5;

}
}
profile acc-prof {
authentication-order radius;
radius {
authentication-server 192.51.100.108;

}
}
address-assignment {
pool v4 {
family inet {
network 203.0.113.0/16;
range limited {
low 203.0.113.10;
high 203.0.113.250;

}
dhcp-attributes {
maximum-lease-time 84600;

}
}
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}
}

}
class-of-service {
interfaces {
interface-set dynamic-set {
output-traffic-control-profile multiplay;

}
}

}
interfaces {
interface-set “$junos-interface-set-name” {
interface "$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit";

}
}
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
family inet {
unnumbered-address lo0.0 preferred-source-address 203.0.113.32;

}
}

}
}

}
}
interfaces {
ge-1/0/0 {
hierarchical-scheduler;
vlan-tagging;
auto-configure {
vlan-ranges {
dynamic-profile vlan-prof {
accept inet;
ranges {
any;

}
}

}
}

}
lo0 {
unit 0 {
family inet {
address 203.0.113.32/32;

}
}

}
}
system {
services {
dhcp-local-server {
authentication {
password $ABC123;
username-include {
user-prefix multiplay;
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}
}
dynamic-profile multiplay aggregate-clients replace;
group vlans {
interface ge-1/0/0.0;

}
}

}
}

Verification

To confirm that the configuration is correct, perform these tasks:

• Verifying the Interfaces that are Included in the Interface Set on page 140

• Verifying the Traffic Scheduling and Shaping Parameters for the Interface

Set on page 140

Verifying the Interfaces that are Included in the Interface Set

Purpose Verify the interfaces included in the interface set.

Action user@host> show interfaces interface-set dynamic-set terse

Verifying the Traffic Scheduling and Shaping Parameters for the Interface Set

Purpose Verify that the traffic scheduling and shaping parameters are applied properly to an

interface included in the interface set.

Action user@host> show class-of-service interface

Related
Documentation

Understanding Hierarchical CoS for Subscriber Interfaces•

• Configuring an Interface Set of Subscribers in a Dynamic Profile on page 126

Example:ConfiguringaDynamicServiceVLANInterfaceSetofSubscribers inaDynamic
Profile

Interface sets enable you to provide hierarchical scheduling to a group of subscriber

interfaces. In this example, byusing the$junos-svlan-interface-set-name internal dynamic

variable when specifying the interface set name, you can locally generate an interface

set name for use by SVLAN interfaces based on the outer tag of the dual-tagged VLAN.

The format of the generated variable is physical_interface_name - outer_VLAN_tag.

• Requirements on page 141

• Overview on page 141
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• Configuration on page 141

• Verification on page 143

Requirements

Before you begin, configure the subscriber interfaces that you intend to include in the

interface set. You can find general configuration instructions for the supported dynamic

interface configuration in DHCP Subscriber Interface Overviewand in the following:

• For dynamic VLAN interfaces, see Configuring a Static or Dynamic VLAN Subscriber

Interface over Aggregated Ethernet.

• For dynamic IP demux interfaces, see Configuring Dynamic Subscriber Interfaces Using

IP Demux Interfaces in Dynamic Profiles and Configuring a Static or Dynamic IP Demux

Subscriber Interface over Aggregated Ethernet.

• For dynamic VLAN demux interfaces, see Configuring Dynamic Subscriber Interfaces

Using VLAN Demux Interfaces in Dynamic Profiles.

Overview

Interface sets enable you to provide hierarchical scheduling to a group of subscriber

interfaces. By using the $junos-svlan-interface-set-name internal dynamic variablewhen

specifying the interface set name, you can locally generate an interface set name for use

by SVLAN interfaces based on the outer tag of the dual-tagged VLAN. The format of the

generated variable is physical_interface_name - outer_VLAN_tag.

This example includes the following statements:

• interface-set—Configures the name of the scheduler for dynamic CoS. In this example,

you use the $junos-svlan-interface-set-name variable to obtain the locally generated

interface set name for use by SVLAN interfaces based on the outer tag of the

dual-tagged VLAN.

• output-traffic-control-profile—Applies an output traffic scheduling and shaping profile

to the interface set.

• output-traffic-control-profile-remaining—Applies an output traffic scheduling and

shaping profile for remaining traffic to the interface set.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

[edit]
set dynamic-profiles profile-dhcp-ipdemux interfaces interface-set
$junos-svlan-interface-set-name interface $junos-interface-ifd-name unit
$junos-underlying-interface-unit

set dynamic-profiles profile-dhcp-ipdemux interfaces $junos-interface-ifd-name unit
$junos-underlying-interface-unit
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set class-of-service traffic-control-profiles tcp1 scheduler-map schedMap
set class-of-service traffic-control-profiles tcp1 shaping-rate 50m
set class-of-service traffic-control-profiles tcp1 guaranteed-rate 200k
set class-of-service traffic-control-profiles tcp3 scheduler-map ss1q0q1
set class-of-service traffic-control-profiles tcp3 shaping-rate 20m
set class-of-service traffic-control-profiles tcp3 guaranteed-rate 5m
set class-of-service interfaces interface-set ae0-111 output-traffic-control-profile tcp1
set class-of-service interfaces interface-set ae0-111
output-traffic-control-profile-remaining tcp3

Step-by-Step
Procedure

To configure an SVLAN interface set of subscriber interfaces:

Access the dynamic profile you want to modify for interface sets.1.

[edit]
user@host# edit dynamic-profiles profile-dhcp-ipdemux

2. Access the dynamic profile interface configuration.

[edit dynamic-profiles profile-dhcp-ipdemux]
user@host# edit interfaces

3. Configure the SVLAN interface set in the dynamic profile.

The interface set is created dynamically when the subscriber logs in.

[edit dynamic-profiles profile-dhcp-ipdemux interfaces]
user@host# edit interface-set $junos–svlan-interface-set-name

4. Include dynamic IP demux interface creation within the dynamic interface set.

[edit dynamic-profiles profile-dhcp-ipdemux interfaces interface-set
$junos-svlan-interface-set-name]

user@host# set interface $junos-interface-ifd-name unit
$junos-underlying-interface-unit

5. Access the SVLAN interface set name that you expect

$junos-svlan-interface-set-name to generate. For example, to specify the expected

interface set name for aggregated Ethernet interface ae0 and outer VLAN tag 111,

include ae0-111 for the interface-set-name variable.

[edit class-of-service interfaces]
user@host# edit interface-set ae0-111

6. Apply traffic shaping and queuing parameters to the SVLAN interface set.

TIP: Youmust configure the interface set in the static [edit

class-of-service] hierarchy, not in the [edit dynamic-profiles] hierarchy.

[edit class-of-service interfaces interface-set ae0-111]
user@host# set output-traffic-control-profile tcp1
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7. Apply traffic shapingandqueuingparameters toany remaining trafficon theSVLAN

interface set.

[edit class-of-service interfaces interface-set ae0-111]
user@host# set output-traffic-control-profile-remaining tcp3

Results

From configuration mode, confirm your configuration by entering the show

dynamic-profiles command and the show class-of-service command. If the output does

not display the intended configuration, repeat the instructions in this example to correct

the configuration.

user@host# show dynamic-profiles
dynamic-profiles {
profile-dhcp-ipdemux {
interfaces {
interface-set "$junos-svlan-interface-set-name" {
interface "$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit";

}
}
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit";

}
}

}
}

user@host# show class-of-service
class-of-service {
traffic-control-profiles {
tcp1 {
scheduler-map schedMap;
shaping-rate 50m;
guaranteed-rate 200k;

}
tcp3 {
inactive: scheduler-map ss1q0q1;
shaping-rate 20m;
guaranteed-rate 5m;

}
}
interfaces {
interface-set ae0-111 {
output-traffic-control-profile tcp1;
output-traffic-control-profile-remaining tcp3;

}
}

}

Verification

To confirm that the configuration is correct, perform these tasks:
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Verifying the Interfaces that are Included in the Interface Set

Purpose Verify the interfaces that are included in the interface set.

Action user@host> show class-of-service interface-set

Displaying Information for Active Subscribers

Purpose Display information for active subscribers.

Action user@host> show subscribers detail

Related
Documentation

• Dynamic Profiles Overview

• Configuring a Basic Dynamic Profile

• Configuring Hierarchical Schedulers for CoS

• Configuring Remaining Common Queues on MIC and MPC Interfaces on page 56
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CHAPTER 13

Applying CoS to Subscriber Interfaces

• Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic

Profile on page 145

• ApplyingMinimalShapingandScheduling toRemainingSubscriberTraffic onpage 146

• Applying a Rewrite Rule Definition to a Subscriber Interface in a Dynamic

Profile on page 147

• Applying a Classifier to a Subscriber Interface in a Dynamic Profile on page 148

ApplyingTrafficShapingandScheduling toaSubscriber Interface inaDynamicProfile

After you configure the traffic shaping and scheduling CoS parameters in a dynamic

profile, you apply them to an interface. The output traffic-control profile enables you to

provide traffic scheduling to the interface.

To apply CoS attributes to an interface in a dynamic profile:

1. Specify that you want to apply CoS attributes to an interface in the dynamic profile.

user@host# edit dynamic-profiles profile-name class-of-service

2. Configure the interface name and logical interface using a variable, and apply the

output traffic-control profile to the interface.

[edit dynamic-profiles profile-name class-of-service interfaces]
user@host# set interfaces $junos-interface-ifd-name unit
$junos-underlying-interface-unit output-traffic-control-profile profile-name

You can use one of the followingmethods to specify the output traffic-control profile

you want to use:

• Reference the $junos-cos-traffic-control-profile predefined variable. At subscriber

login, subscribermanagement takes oneof the following actions, in theorder listed:

a. If RADIUS is being used and it returns a value for the traffic-control profile,

subscriber management uses the RADIUS value.

b. If RADIUS is not being used, subscriber management uses the default

traffic-control profile (which is specified by the predefined-variables-default

statement at the [edit dynamic-profiles] hierarchy).

For example:
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user@host# set interfaces $junos-interface-ifd-name unit
$junos-underlying-interface-unit output-traffic-control-profile
$junos-cos-traffic-control-profile

• Explicitly reference the name of the traffic-control profile.

For example:

user@host# set interfaces $junos-interface-ifd-name unit
$junos-underlying-interface-unit output-traffic-control-profile tcp-sales-2

Related
Documentation

For hardware requirementsandconfigurationguidelines, seeGuidelines forConfiguring

Dynamic CoS for Subscriber Access on page 4

•

• Configuring Static Hierarchical Scheduling in a Dynamic Profile

• Example: Maintaining a Constant Traffic Flow by Configuring a Static VLAN Interface

with a Dynamic Profile for Subscriber Access

• Example: Configuring Dynamic Hierarchical Scheduling for Subscribers

• Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 23

• CoS for Subscriber Access Overview on page 3

ApplyingMinimal Shaping and Scheduling to Remaining Subscriber Traffic

It is beneficial to apply a remaining traffic-control profile to a logical interface to provide

minimal CoS scheduling when you have not configured or over-provisioned Layer 3

schedulers. In theevent that schedulers arenot available, the remaining subscriber traffic

receives the essential level of service.

To configure scheduling for remaining subscriber traffic:

1. Enable hierarchical scheduling for the interface.

[edit interfaces interface-name]
user@host# set hierarchical-scheduler

2. Apply the remaining traffic-control profile to theport onwhichyouenabledhierarchical

scheduling.

[edit class-of-service interfaces interface-name]
user@host# set output-traffic-control-profile-remaining profile-name

Related
Documentation

Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic Profile

on page 145

•
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Applying a Rewrite Rule Definition to a Subscriber Interface in a Dynamic Profile

Rewrite rules define the marking for various CoS values, including DSCP, DSCP IPv6, IP

precedence, and IEEE 802.1 CoS values. Rewrite rules have an associated forwarding

class and code-point alias or bit set.

NOTE: Bydefault, subscriber lawful interceptdoesnot interceptDHCPcontrol
packets that are generated by the routing engine. To ensure that a DHCP
control packet generated by the routing engine is intercepted, you need to
configure the ieee-802.1 rewrite-rule for VLAN demux.

For dynamic CoS, you define the rewrite rulesmapping for the CoS values statically, then

reference the rewrite rule configuration in thedynamic profile for the subscriber interface.

To configure a rewrite rule in a dynamic profile:

1. Define the rewrite-rulesmapping for the traffic that passes through all queues on the

interface. The available rewrite-rules types for dynamic CoS are dscp, dscpv6,

ieee-802.1 and inet-precedence.

See Configuring Rewrite Rules.

2. Apply the rewrite-rules definition to the subscriber interface in the dynamic profile.

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number]

user@host# edit rewrite-rules

3. Configure the applicable rewrite rule markers in the dynamic profile.

• For DSCP:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number rewrite-rules]

user@host# set dscp (rewrite-name | default)

• For DSCPv6:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number rewrite-rules]

user@host# set dscp-ipv6 (rewrite-name | default)

• For IEEE 802.1:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number rewrite-rules]

user@host#set ieee-802.1(rewrite-name |default)vlan-tag(outer |outer-and-inner)

• For inet-precedence:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number rewrite-rules]

user@host# set inet-precedence (rewrite-name | default)
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Related
Documentation

For hardware requirementsandconfigurationguidelines, seeGuidelines forConfiguring

Dynamic CoS for Subscriber Access on page 4

•

• Example: Configuring Dynamic Hierarchical Scheduling for Subscribers

• Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 23

• Applying a Classifier to a Subscriber Interface in a Dynamic Profile on page 148

• Applying IEEE 802.1p Rewrite Rules to Dual VLAN Tags

• Rewriting Packet Headers to Ensure Forwarding Behavior

Applying a Classifier to a Subscriber Interface in a Dynamic Profile

You can apply the classification map to a subscriber interface in a dynamic profile.

For dynamic CoS, you define the classification map for the CoS values statically, then

reference the classifier configuration in the dynamic profile for the subscriber interface.

To apply a classifier to an interface in a dynamic profile:

1. Define the classifier.

The available classifier types for dynamic CoS are dscp, dscp-ipv6, ieee-802.1, and

inet-precedence.

See Configuring Behavior Aggregate Classifiers.

2. Apply the classifier definition to the subscriber interface in the dynamic profile.

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number]

user@host# edit classifiers

3. Configure the applicable classifiers in the dynamic profile.

• For DSCP:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers]

user@host# set dscp (classifier-name | default)

• For DSCPv6:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers]

user@host# set dscp-ipv6 (classifier-name | default)

• For IEEE 802.1:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers]

user@host# set ieee-802.1 (classifier-name | default) vlan-tag (inner | outer)

• For inet-precedence:
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[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers]

user@host# set inet-precedence (classifier-name | default)

Related
Documentation

• For hardware requirementsandconfigurationguidelines, seeGuidelines forConfiguring

Dynamic CoS for Subscriber Access on page 4

• Example: Configuring Dynamic Hierarchical Scheduling for Subscribers

• Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 23

• Applying a Rewrite Rule Definition to a Subscriber Interface in a Dynamic Profile on

page 147

• Understanding How Behavior Aggregate Classifiers Prioritize Trusted Traffic
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PART 2

Configuring Dynamic Filters and Policers

• Dynamic Firewall Filters Overview on page 153

• Configuring Static Firewall Filters That Are Dynamically Applied on page 157

• Streamlining Processing of Chains of Static Filters on page 165

• Dynamically Attaching Static or Fast Update Filters to an Interface on page 171

• Configuring Filters That Are Created Dynamically on page 175

• Using Ascend Data Filters to Implement Firewalls Based on RADIUS

Attributes on page 219

• Configuring FastUpdateFilters toProvideMoreEfficientProcessingOverClassicStatic

Filters on page 235

• DefendingAgainstDoSandDDoSAttacksUsingUnicastRPFandFail Filtersonpage255

• ImprovingScalingandPerformanceofFiltersonStaticSubscriber Interfacesonpage265

• Configuring Dynamic Service Sets on page 269

• Configuring Rate-Limiting Premium and Non-Premium Traffic on an Interface Using

Hierarchical Policers on page 271

• Monitoring and Managing Firewalls for Subscriber Access on page 289
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CHAPTER 14

Dynamic Firewall Filters Overview

• Understanding Dynamic Firewall Filters on page 153

• Defining Dynamic Filter Processing Order on page 154

Understanding Dynamic Firewall Filters

Firewall filters provide rules that define whether to accept or reject packets that are

transiting an interface on a router. The subscriber management feature supports four

categories of firewall filters:

• Classic filters are static filters that are applied to an interface dynamically. They are

compiled at commit time and then, when a service is activated, an interface-specific

filter is created and attached to a logical interface. This dynamic application is

performedbyassociating input or output filterswith adynamicprofile.When triggered,

a dynamic profile applies the filter to an interface. Because classic filters are static,

they cannot contain subscriber-specific terms (also called rules).

• Parameterized filters allow you to implement customized filters for each subscriber

session. In parameterized filters, you use variables to define a filter. When services are

activated for a subscriber, actual values such as policing rates, destination addresses,

or ports are substituted for the variables and are used to create filters.

• Ascend-Data-Filters allow you to create dynamic filters based on values received from

the RADIUS server in the Ascend-Data-Filter attribute (RADIUS attribute 242). The

filter is configured on the RADIUS server and contains rules that specifically match

conditions for traffic and define an action for the router to perform.When services are

activated for a subscriber, a filter is createdbasedon the values in theRADIUSattribute.

You can also use Ascend-Data-Filters to create static filters by configuring the

Ascend-Data-Filter attribute in a dynamic profile.

• Fast update filters are similar to classic filters. However, fast update filters support

subscriber-specific, rather than interface-specific, filter values. Fast update filters also

allow individual filter terms to be incrementally added or removed from filters without

requiring that the entire filter be recompiled for eachmodification. Fast update filters

areessential for networkingenvironments inwhichmultiple subscribers share thesame

logical interface.

You configure firewall filters to determine whether to accept or reject traffic before it

enters or exits an interface to which the firewall filter is applied. An input (or ingress)
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firewall filter is applied to packets that are entering a network. An output (or egress)

firewall filter is applied to packets that are exiting a network. You can configure firewall

filters to subject packets to filtering or class-of-service (CoS) marking (grouping similar

types of traffic together and treating each type of traffic as a class with its own level of

service priority).

Related
Documentation

Classic Filters Overview on page 157•

• Ascend-Data-Filter Policies for Subscriber Management Overview on page 219

• Parameterized Filters Overview on page 175

• Fast Update Filters Overview on page 236

• Dynamically Attaching Statically Created Filters for Any Interface Type on page 172

• Dynamically Attaching Statically Created Filters for a Specific Interface Family Type

on page 171

• Dynamically Attaching Filters Using RADIUS Variables on page 207

Defining Dynamic Filter Processing Order

You can force filter processing to occur in a particular order by using the precedence

statement. You specify a precedence for input and output filters within a dynamic profile

at the [edit dynamic-profiles profile-name interfaces (interface-name | demux0) unit

logical-unit-number family family] hierarchy level.

The precedence range is from 0 through 250. Setting a lower precedence value for a

filter gives it a higher precedence within the dynamic profile. A precedence of zero (the

default) gives the filter the highest precedence. If no precedence is specified, the filter

receives a precedence of zero (highest precedence). Filters with matching precedence

(zero or otherwise) are applied in random order.

Before you define a precedence for a filter in a dynamic profile.

1. Create the filters you want to attach to the dynamic profile.

See Firewall Filters Overview for information about firewall filters and how to create

them.

2. Create a basic dynamic profile.

See Configuring a Basic Dynamic Profile.

3. Attach the filters to the dynamic profile.

See “Dynamically Attaching Statically Created Filters for Any Interface Type” on

page 172, “Dynamically Attaching Statically Created Filters for a Specific Interface

Family Type” on page 171, or “Dynamically Attaching Filters Using RADIUS Variables”

on page 207.
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To define a precedence for an input and output filter:

1. Specify the input filter precedence in the dynamic profile.

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number
family family]

user@host# set filter input precedence 50

2. Specify the output filter precedence in the dynamic profile.

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number
family family]

user@host# set filter output precedence 5

Related
Documentation

• Classic Filters Overview on page 157

• Firewall Filters Overview
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CHAPTER 15

ConfiguringStatic Firewall FiltersThatAre
Dynamically Applied

• Classic Filters Overview on page 157

• Basic Classic Filter Syntax on page 160

• Examples: Configuring Static Filters on page 160

Classic Filters Overview

The dynamic firewall feature supports classic filters, which are static filters that are

applied to an interface dynamically. They are compiled at commit time and then, when

a service is activated, an interface-specific clone of the filter is created and attached to

a logical interface. This dynamic application is performed by associating input or output

filters with a dynamic profile.

This overview covers:

• Classic Filter Types on page 157

• Classic Filter Components on page 158

• Classic Filter Processing on page 158

• Guidelines forCreatingandApplyingClassic Filters forSubscriber Interfacesonpage 159

Classic Filter Types

The following classic filter types are supported:

• Port (Layer 2) firewall filter—Port firewall filters apply to Layer 2 switch ports. You can

apply port firewall filters only in the ingress direction on a physical port.

• VLAN firewall filter—VLAN firewall filters provide access control for packets that enter

a VLAN, are bridged within a VLAN, and leave a VLAN. You can apply VLAN firewall

filters in both ingress and egress directions on a VLAN. VLAN firewall filters are applied

to all packets that are forwarded to or forwarded from the VLAN.

• Router (Layer 3) firewall filter—You can apply a router firewall filter in both ingress and

egress directions on Layer 3 (routed) interfaces.
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Classic Filter Components

When creating a classic filter, you first define the family address type (inet or inet6) and

then you define one ormore terms that specify the filtering criteria and the action to take

when amatch occurs.

Each term, or rule, consists of the following components:

• Match conditions—Specifies values or fields that the packet must contain. You can

define various match conditions, including:

• IP source address field

• IP destination address field

• Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) source port

field

• IP protocol field

• Internet Control Message Protocol (ICMP) packet type

• TCP flags

• interfaces

• Actions—Specifies what to do when amatch condition occurs. Possible actions are to

accept or discard a packet. In addition, packets can be counted to collect statistical

information. If no action is specified for a term, the default action is to accept the

packet.

Classic Filter Processing

The order of the termswithin a classic filter is important. Packets are tested against each

term in the order in which the terms are listed in the firewall filter configuration. When a

firewall filter containsmultiple terms, the router takesa top-downapproachandcompares

a packet against the first term in the firewall filter. If the packet matches the first term,

the router executes the action defined by that term to either accept or reject the packet,

and no other terms are evaluated. If the router does not find amatch between the packet

and first term, it then compares the packet to the next term in the firewall filter by using

the samematch process. If no match occurs between the packet and the second term,

the router continues tocompare thepacket toeachsuccessive termdefined in the firewall

filter until a match is found. If a packet does not match any terms in a firewall filter, the

default action is to discard the packet.

You can also specify a precedence (from 0 through 255) for input and output filters

within a dynamic profile to force filter processing in a particular order. Setting a lower

precedencevalue for a filter gives it ahigherprecedencewithin thedynamicprofile. Filters

with lower precedence values are applied to interfaces before filters with higher

precedence values. A precedence of zero (the default) gives the filter the highest

precedence. If noprecedence is specified, the filter receivesaprecedenceof zero (highest

precedence). Filterswithmatchingprecedence (zeroorotherwise)areapplied in random

order.
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NOTE: Dynamic filters do not process outbound packets that are sourced
from the routing engine. To filter outbound packets that are sourced from
the routing engine, you can create static outbound filters for each interface.

Guidelines for Creating and Applying Classic Filters for Subscriber Interfaces

Dynamic configuration of firewall filters is supported. However, you can also continue to

create static firewall filters for interfaces as you do normally, and then dynamically apply

those filters to statically created interfaces using dynamic profiles. You can also use

dynamic profiles to attach input and output filters through RADIUS.

When creating and applying filters, keep the following in mind:

• Dynamic application of only input and output filters is supported.

• The filters must be interface-specific.

• You can create family-specific inet and inet6 filters.

• You can create interface-specific filters at the unit level that apply to any family type

(inet or inet6) configured on the interface.

• You can add or remove both IPv4 and IPv6 filters with the same service activation or

deactivation.

• You can remove one filter type without impacting the other type of filter. For example,

you can remove IPv6 filters and leave the current IPv4 filters active.

• You can chain up to five input filters and four output filters together.

• If you do not configure and apply a filter, the interface uses the default group filter

configuration.

• You cannot modify or delete a firewall filter while subscribers on the same logical

interface are bound.

Related
Documentation

Understanding Dynamic Firewall Filters on page 153•

• Fast Update Filters Overview on page 236

• Dynamically Attaching Statically Created Filters for Any Interface Type on page 172

• Dynamically Attaching Statically Created Filters for a Specific Interface Family Type

on page 171

• Dynamically Attaching Filters Using RADIUS Variables on page 207

• Verifying and Managing Firewall Filter Configuration on page 289
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Basic Classic Filter Syntax

This section provides the basic classic filter CLI statement syntax. The first part of this
syntaxprovides theCLI statements toassociatean input andoutput filterwithadynamic
profile. The second part of this syntax represents the configured input and output filters
applied to the dynamic profile. When a DHCP event occurs, the dynamic profile applies
the specified filters to the DHCP client interface on the router.

[edit]
dynamic-profiles [profile-name] {
interfaces {
[$junos-interface-ifd-name] {
unit [$junos-underlying-interface-unit] {
family family] {
filter {
input {
[filter-name];
precedence [precedence];

}
output {
[filter-name];
precedence [precedence];

}
}

}
}

}
}

[edit]
firewall {
family [family] {
filter [filter-name] {
[desired filter configuration]

}
filter [filter-name] {
[desired filter configuration]

}
}

}

Related
Documentation

Dynamically Attaching Statically Created Filters for a Specific Interface Family Type

on page 171

•

• Understanding Dynamic Firewall Filters on page 153

Examples: Configuring Static Filters

This topic provides some static filter configuration examples.

firewall {
policer p1 {
if-exceeding {
bandwidth-limit 5m;
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burst-size-limit 10m;
}
then discard;

}
family inet {
filter dfwd {
interface-specific;
term 1 {
from {
source-address {
192.51.100.10/24;

}
}
then {
count c1;
next term;

}
}
term 2 {
from {
source-address {
192.51.100.20/24;

}
}
then count c2;

}
term 3 {
then accept;

}
}
filter dfwd1 {
interface-specific;
term 1 {
from {
address {
192.51.100.10/24;

}
}
then {
discard;

}
}

}
filter tos {
interface-specific;
term 1 {
from {
precedence priority;

}
then forwarding-class assured-forwarding;

}
term 2 {
then {
log;
accept;

}
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}
}
filter dfwd2 {
interface-specific;
term 1 {
from {
forwarding-class best-effort;

}
then {
sample;
forwarding-class expedited-forwarding;

}
}
term 2 {
then accept;

}
}
filter nodhcp {
term dhcpdiscover {
from {
protocol udp;
source-port 68;
destination-port 67;

}
then {
discard;

}
}
term others {
then accept;

}
}
filter p1 {
interface-specific;
term 1 {
from {
precedence priority;

}
then {
policer p1;
log;

}
}
term 2 {
then accept;

}
}
filter dscp {
interface-specific;
term 1 {
from {
dscp af11;

}
then log;

}
term 2 {
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then accept;
}

}
filter tcm {
interface-specific;
term 1 {
from {
dscp af11;

}
then policer p1;

}
term 2 {
then accept;

}
}

}
traceoptions {
flag dynamic;

}
}

Related
Documentation

• Dynamically Attaching Statically Created Filters for Any Interface Type on page 172

• Dynamically Attaching Statically Created Filters for a Specific Interface Family Type

on page 171
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CHAPTER 16

Streamlining Processing of Chains of
Static Filters

• Configuring Firewall Filter Bypass on page 165

• Example: Bypassing Firewall Filters on page 166

Configuring Firewall Filter Bypass

You can streamline the filter process, decrease the amount of packet handling for each

filter in a chain, and effectively bypass unnecessary filters by using the service-filter-hit

match/action combination at the [edit firewall family family-name filter filter-name term

term-name] hierarchy level.

To bypass firewall filters using the service-filter-hitmatch/action combination, you

configure the service-filter-hit action in at least one filter in the chain and configure

service-filter-hitmatch condition in any subsequent filters that you want to bypass. All

packets must pass through each filter in a chain. However, after the service-filter-hit flag

is set in a packet, the packet “bypasses” any subsequent filters that contain the

service-filter-hitmatch condition andmore efficiently passes (accepts)marked packets

and accelerating the filter process.

NOTE: Whenusing the service-filter-hitmatch/action combination, theorder

inwhich the filters areapplied is important. Youcanensure theorder inwhich
the filters are processed by specifying a filter precedence value for the
interface.See“DefiningDynamicFilterProcessingOrder”onpage 154formore
information about dynamic filter processing.

To bypass filter processing:

1. Specify the service-filter-hit action for any filters in a filter chain.

[edit firewall family inet filter video term 1]
user@host# set then service-filter-hit

When thematch conditions for the filter are met, the service-filter-hit action is set to

indicate to subsequent filters that further processing is unnecessary.
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2. Specify the service-filter-hitmatch condition in any filters with a lower precedence

(that is, a higherprecedence statement value) that youwant todetect service-filter-hit

actions applied from previous filters in the chain.

[edit firewall family inet filter data term 1]
user@host# set from service-filter-hit

3. Configure the filter to pass (accept) any packet that has a service-filter-hit action

applied from any previous filters.

[edit firewall family inet filter data term 1]
user@host# set then accept

Related
Documentation

Classic Filters Overview on page 157•

• Defining Dynamic Filter Processing Order on page 154

• Example: Bypassing Firewall Filters on page 166

Example: Bypassing Firewall Filters

This example describes how to configure multiple filters using the service-filter-hit

match/action combination and contains the following sections:

• Before You Begin on page 166

• Filter Bypass Overview on page 166

• Configuring Filter Bypass on page 167

Before You Begin

When using the service-filter-hitmatch/action combination, keep the following in mind:

• Theorder inwhich the filters areapplied is important. Youcanensure theorder inwhich

the filters are processed by specifying a filter precedence value for the interface. See

“Defining Dynamic Filter Processing Order” on page 154 for more information about

dynamic filter processing and how to use the precedence statement.

Filter Bypass Overview

Packets must pass through each filter in a chain. However, if you create a chain of filters

to process different types of packets (for example, voice, video, and data packets), you

can streamline the filter process, decreasing the amount of packet handling for each

filter in the chain, effectively bypassing unnecessary filters, by using the service-filter-hit

match/action combination at the [edit firewall family family-name filter filter-name term

term-name] hierarchy level.

Figure 5 on page 167 shows the logical processing flow through a chain of three filters

(voice, video, and data) where only processing for a specific data type is desired. This

configuration example shows an ingress filter flow. Though subsequent ingress filters in

a chain can detect whether the service-filter-hit action is set, egress filters do not. To
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bypass egress filters, youmust also configure the service-filter-hitmatch/action

combination on those filters.

Figure 5: Logical Flow Example for Filter Bypass Processing
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Configuring Filter Bypass

• Configuring the Voice Filter on page 167

• Configuring the Video Filter on page 168

• Configuring the Data Filter on page 168

• Results on page 168

CLI Quick
Configuration

To quickly configure this example:

[edit]
set firewall filter voice term T1 from address 203.0.113.11/32
set firewall filter voice term T1 from source-port 5004-5005
set firewall filter voice termT1 then forwarding-classassured-forwardingservice-filter-hit
accept

set firewall filter voice term default then accept
set firewall filter video term T1 from service-filter-hit
set firewall filter video term T1 then accept
set firewall filter video term T2 from source-address 203.0.113.100/32
set firewall filter video term T2 then policer video-policer service-filter-hit accept
set firewall filter video term default then accept
set firewall filter data term T1 from service-filter-hit
set firewall filter data term T1 then accept
set firewall filter data term T2 then policer data-policer service-filter-hit accept

Configuring the Voice Filter

Step-by-Step
Procedure

To configure the voice filter for the logical flow in Figure 5 on page 167:

Configure the filter toapply theassured forwarding classandset the service-filter-hit

action for traffic from a specific address and port range (over which voice traffic is

expected).

1.

[edit]
set firewall filter voice term T1 from address 203.0.113.11/32
set firewall filter voice term T1 from source-port 5004-5005
set firewall filter voice term T1 then forwarding-class assured-forwarding
service-filter-hit accept
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2. Configure the filter default action to pass (accept) packet traffic from any other

address or port range.

[edit]
set firewall filter voice term default then accept

Configuring the Video Filter

Step-by-Step
Procedure

To configure the video filter for the logical flow in Figure 5 on page 167:

Configure the filter to pass (accept) incoming packets that are tagged by the

service-filter-hit action.

1.

[edit]
set firewall filter video term T1 from service-filter-hit
set firewall filter video term T1 then accept

2. Configure the filter to apply a video policer and set the service-filter-hit action for

traffic from a specific address (over which video traffic is expected).

[edit]
set firewall filter video term T2 from source-address 203.0.113.100/32
set firewall filter video term T2 then policer video-policer service-filter-hit accept

3. Configure the filter default action to pass (accept) packet traffic from any other

address or port range.

[edit]
set firewall filter video term default then accept

Configuring the Data Filter

Step-by-Step
Procedure

To configure the data filter for the logical flow in Figure 5 on page 167:

Configure the filter to pass (accept) incoming packets that are tagged by the

service-filter-hit action.

1.

[edit]
set firewall filter data term T1 from service-filter-hit
set firewall filter data term T1 then accept

2. Configure the filter to apply a data policer and set the service-filter-hit action for

traffic from a specific address (over which video traffic is expected).

[edit]
set firewall filter data term T2 then policer data-policer service-filter-hit accept

Results

Display the results of the configuration:
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[edit firewall]
user@host# show
filter voice {
term T1 {
from {
address {
203.0.113.11/32;

}
source-port 5004-5005;

}
then {
forwarding-class assured-forwarding;
service-filter-hit;
accept;

}
}
term default {
then accept;

}
}
filter video {
term T1 {
from {
service-filter-hit;

}
then accept;

}
term T2 {
from {
source-address {
203.0.113.100/32;

}
}
then {
policer video_policer;
service-filter-hit;
accept;

}
}
term default {
then accept;

}
}
filter data {
term T1 {
from {
service-filter-hit;

}
then accept;

}
term T2 {
then {
policer data_policer;
service-filter-hit;
accept;

}
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}
}

Related
Documentation

• Classic Filters Overview on page 157

• Defining Dynamic Filter Processing Order on page 154

• Configuring Firewall Filter Bypass on page 165
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CHAPTER 17

Dynamically Attaching Static or Fast
Update Filters to an Interface

• Dynamically Attaching Statically Created Filters for a Specific Interface Family

Type on page 171

• Dynamically Attaching Statically Created Filters for Any Interface Type on page 172

Dynamically Attaching Statically Created Filters for a Specific Interface Family Type

You can dynamically attach statically created filters for either IPv4 (inet) or IPv6 (inet6)

interface types. These filters apply only to interfaces of the specified type.

Before you can attach a statically created filter using a dynamic profile.

1. Create the filters you want to attach.

See Firewall Filters Overview for information about classic firewall filters and how to

create them. See “Configuring Fast Update Filters” on page 240 for information about

creating fast update filters.

2. Create a basic dynamic profile.

See Configuring a Basic Dynamic Profile.

To dynamically attach statically created input and output filters:

1. Specify the unit family type you want to use when dynamically attaching the filters.

a. For IPv4 interfaces, specify the inet unit family.

[edit dynamic-profiles access-profile interfaces ge-1/1/1 unit 1]
user@host# set family inet

b. For IPv6 interfaces, specify the inet6 unit family.

[edit dynamic-profiles access-profile interfaces ge-1/1/1 unit 1]
user@host# set family inet6

2. Specify the input filter in the dynamic profile.
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[edit dynamic-profiles access-profile interfaces ge-1/1/1 unit 1 family inet]
user@host# set filter input static-input-filter

3. Specify the output filter in the dynamic profile.

NOTE: The following example specifies an optional precedence value for
the output filter.

[edit dynamic-profiles access-profile interfaces ge-1/1/1 unit 1 family inet]
user@host# set filter output static-output-filter precedence 50

Related
Documentation

Classic Filters Overview on page 157•

• Fast Update Filters Overview on page 236

• Dynamically Attaching Statically Created Filters for Any Interface Type on page 172

• Dynamically Attaching Filters Using RADIUS Variables on page 207

• Using Junos OS Defaults Groups

• Firewall Filters Overview

Dynamically Attaching Statically Created Filters for Any Interface Type

You can dynamically attach statically created filters for any interface type. These filters

apply to any interfaces that are created using the dynamic profile.

NOTE: For an L2TP LNS onMX Series routers, you can attach firewall for
static LNS sessions by configuring these at logical interfaces directly on the
inline services device (si-fpc/pic/port). RADIUS-configured firewall

attachments are not supported.

Before you can attach a statically created filter using a dynamic profile.

1. Create the filters you want to attach.

See Firewall Filters Overview for information about classic firewall filters and how to

create them. See “Configuring Fast Update Filters” on page 240 for information about

creating fast update filters.

2. Create a basic dynamic profile.

See Configuring a Basic Dynamic Profile.
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To dynamically attach statically created input and output filters for all interfaces created

dynamically using the dynamic profile:

1. Access the dynamic profile, interface, and unit that you want to use when applying

the static filters.

[edit]
user@host# edit dynamic-profiles access-profile interfaces ge-1/1/1 unit 1

2. Specify the input filter for the interface unit.

[edit dynamic-profiles access-profile interfaces ge-1/1/1 unit 1]
user@host# set filter input static-input-filter

3. Specify the output filter for the interface unit.

[edit dynamic-profiles access-profile interfaces ge-1/1/1 unit 1]
user@host# set filter output static-output-filter

Related
Documentation

• Classic Filters Overview on page 157

• Fast Update Filters Overview on page 236

• Dynamically Attaching Statically Created Filters for a Specific Interface Family Type

on page 171

• Dynamically Attaching Filters Using RADIUS Variables on page 207

• Using Junos OS Defaults Groups

• Firewall Filters Overview

173Copyright © 2017, Juniper Networks, Inc.

Chapter 17: Dynamically Attaching Static or Fast Update Filters to an Interface



Copyright © 2017, Juniper Networks, Inc.174

Broadband Subscriber Services Feature Guide



CHAPTER 18

Configuring Filters That Are Created
Dynamically

• Parameterized Filters Overview on page 175

• Unique Identifiers for Firewall Variables on page 176

• Configuring Unique Identifiers for Parameterized Filters on page 178

• Sample Dynamic-Profile Configuration for Parameterized Filters on page 179

• Dynamic Profile After UID Substitutions for Parameterized Filters on page 181

• Multiple Parameterized Filters on page 182

• Parameterized Filter Processing Overview on page 183

• Parameterized Filters Configuration Considerations on page 184

• Guidelines for Creating and Applying Parameterized Filters for Subscriber

Interfaces on page 185

• Parameterized Filter Match Conditions for IPv4 Traffic on page 186

• Parameterized Filter Match Conditions for IPv6 Traffic on page 192

• ParameterizedFilterNonterminatingandTerminatingActionsandModifiersonpage 197

• Firewall Filter Match Conditions for Protocol-Independent Traffic in Dynamic Service

Profiles on page 202

• Firewall Filter Terminating and Nonterminating Actions for Protocol-Independent

Traffic in Dynamic Service Profiles on page 204

• Interface-Shared Filters Overview on page 206

• Dynamically Attaching Filters Using RADIUS Variables on page 207

• Example: ImplementingaFilter forHouseholdsThatUseACI-BasedVLANsonpage209

• Example: Dynamic-Profile Parsing on page 210

• Example: Firewall Dynamic Profile on page 211

• Example: Configuring a Filter to Exclude DHCPv6 and ICMPv6 Control Traffic for LAC

Subscriber on page 212

Parameterized Filters Overview

Parameterized filters allow you to implement customized filters for each subscriber

session. In parameterized filters, you use variables called unique identifiers (UIDs) to
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define your filter. When services are activated for a subscriber, actual values are

substituted for the variables and are used to create filters.

Parameterized filters are configured under a dynamic profile. You can configure a general

baseline filter under a dynamic profile and then provide specific variables of that filter

when a dynamic session is activated. These variables can include policing rates,

destination addresses, ports, and other items.

To provide better scaling, the system analyzes a dynamic profile, and then determines

whether the set of variables for one session is the same as for a previous session. If a

matching filter already exists, the session creates an interface-specific filter copy of that

filter template. If the filter does not already exist, the session reads the configuration and

compiles a new filter. This filter is installed as a template with an interface-specific filter

copy for the current session pointing to it.

Related
Documentation

Parameterized Filters Configuration Considerations on page 184•

• Parameterized Filter Processing Overview on page 183

• Unique Identifiers for Firewall Variables on page 176

• Sample Dynamic-Profile Configuration for Parameterized Filters on page 179

• Dynamic Profile After UID Substitutions for Parameterized Filters on page 181

• Example: Dynamic-Profile Parsing on page 210

• ParameterizedFilterNonterminatingandTerminatingActionsandModifiersonpage 197

• Parameterized Filter Match Conditions for IPv4 Traffic on page 186

• Parameterized Filter Match Conditions for IPv6 Traffic on page 192

• Understanding Dynamic Firewall Filters on page 153

Unique Identifiers for Firewall Variables

Thesystemusesunique identifiers (UIDs) toaidwith scaling. TheUIDenables the system

to determinewhen configuration objects frommultiple subscribers are identical and can

be shared. In many situations, such as a filter definition, sharing a single filter among

multiple subscribers insteadof creatinganew filter for every subscriber helps to conserve

system resources.

Withinadynamicprofile aUID is used tonameaconfigurationobject. The systemassigns

the value of the UID (the object's name) based upon all the variables contained within

that configuration stanza alongwith the dynamic profile's name. The assignedUID value

consistsof theUIDnamecombinedwith thestring_UIDandauniquenumber. For instance,

the UID $my-filtermight be given the valuemy-filter_UID1022.

Youmust first define a UID under the variable stanza using the option uid. The UIDmust

be defined at the end, after all the variables that are assigned values externally.

dynamic-profile test-profile {
[variables] {
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... [other variables] ...
[my-filter] {
uid;

}
}

}

After a UID has been defined, it can then be used to name an object:

dynamic-profile test-profile {
firewall {
family inet {
filter [$my-filter] {
... [filter definition that makes use of other variables] ...

}
}

}
}

As previously described, the system assigns the value of $my-filter depending on the

values of the variables used within that filter's definition.

The UID is also used in any other place that the object's name is used. For example, here

is an interface stanza to use $my-filter as an input filter:

dynamic-profile [test-profile] {
interfaces {
[$junos-interface-ifd-name]" {
unit [$junos-interface-unit] {
family inet {
filter {
input [$my-filter];

}
}

}
}

}
}

You can define multiple configuration objects of the same type (that is, multiple filters)

as long as each one uses its own, individual, UID. To ensure that the system selects the

correct object when assigning a name, use the uid-reference variable.

When the uid-reference is used, it is effectively evaluated twice. First, the value of the

uid-reference variable is retrieved. Second, that value is used as the name of a UID and

that UID value is retrieved. A uid-reference with a value that is not the name of a UID is

considered an error.

A uid-reference is defined similarly to any other variable:

dynamic-profile [test-profile] {
variables {
[my-filter-selector] {
uid-reference;

}
}
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}

A uid-reference is used wherever the name of the object is needed. One example is the

name of the input filter in the following interface stanza:

dynamic-profile [test-profile] {
interfaces {
[$junos-interface-ifd-name] {
unit [$junos-interface-unit] {
family inet {
filter {
input [$my-filter-selector];

}
}

}
}

}
}

Consider the case where two parameterized filters are defined: $my-filter-1 and

$my-filter-2. The $my-filter-selector variable might be assigned the valuemy-filter-1 or

my-filter-2, depending upon which filter is appropriate.

Related
Documentation

Configuring Unique Identifiers for Parameterized Filters on page 178•

• Parameterized Filter Processing Overview on page 183

• Parameterized Filters Configuration Considerations on page 184

Configuring Unique Identifiers for Parameterized Filters

This topic discusses how to configure unique identifiers (UIDs) that can then be used in

parameterized filters. The dynamic profile obtains and replaces data for these variables

from an incoming client data packet.

To configure unique identifiers for parameterized filters in a dynamic profile:

1. Access the desired dynamic profile.

[edit]
user@host# edit dynamic-profiles Profile1
[edit dynamic-profiles Profile1]

2. Configure the UIDs.

If the value for the variable UID comes from RADIUS, configure the variable as a UID

reference.

[edit dynamic-profiles Profile1]
user@host# set variable policer1 uid
user@host# set variable policer2 uid
user@host# set variable filter1 uid
user@host# set variable filter2 uid
user@host# set variables in-filter uid-reference
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Example of UIDs that can be used in parameterized filters:

dynamic profile {
Profile1 {
variables {
policer1 uid;
filter1 uid;
policer2 uid;
filter2 uid;
in-filter {
uid-reference;

}
}

}

Related
Documentation

Unique Identifiers for Firewall Variables on page 176•

• Parameterized Filters Overview on page 175

• Dynamic Variables Overview

• Junos OS Predefined Variables

Sample Dynamic-Profile Configuration for Parameterized Filters

In the following sample configuration, themy-svc-prof profile provides two different

filters:my-filt-1gw andmy-filt-2gw. These filters match on either one or two gateway

addresses and apply a policer for that traffic. The nameof the filter to apply, the gateway

addresses, and the bandwidth for the policer are passed into the service profile from the

RADIUS service activation. The uid-reference type supports selection of a particular UID

generated object out of multiple objects in the profile. The UID type indicates that a

variable is used for UID generation.

dynamic-profile {
[my-svc-prof] {
variable {
[my-in-filter] {
mandatory;
uid-reference;

}
gw1 {
mandatory;

}
gw2 {
mandatory;

}
bw {
mandatory;

}
my-filt-1gw {
uid;

}
my-filt-2gw {
uid;
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}
[my-policer] {
uid;

}
}
interfaces {
[$junos-interface-ifd-name] {
unit [$junos-underlying-interface-unit] {
family inet {
filter {
input [$my-in-filter];

}
}

}
}

}
firewall {
policer [$my-policer] {
if-exceeding {
bandwidth-limit $bw;
burst-size-limit 15000;

}
then discard;

}
family inet {
filter [$my-filt-1gw] {
interface-specific;
term t0 {
from {
destination-address $gw1;

}
then {
policer [$my-policer];

}
}
term last {
then {
count drops;
discard;

}
}

}
filter [$my-file-2gw] {
interface-specific;
term t0 {
from {
destination-address {
$gw1;
$gw2;

}
}
then {
policer [$my-policer];

}
}
term last {
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then {
count drops;
discard;

}
}

}
}

}
}

}

Related
Documentation

Dynamic Profile After UID Substitutions for Parameterized Filters on page 181•

• Example: Dynamic-Profile Parsing on page 210

• Parameterized Filters Overview on page 175

• Parameterized Filter Processing Overview on page 183

Dynamic Profile After UID Substitutions for Parameterized Filters

In the following example, the client session is created on the ge-1/0/0.7 interface and

this service is activated:

my-svc-prof(my-filt-1gw, 198.51.100.239/32, 0, 5m)

A dynamic profile is created by the process. The UIDs assigned by the process are based

on the parameters being passed in as well as the sessions previously created.

dynamic-profile {
[my-svc-prof] {
interfaces {
ge-1/0/0 {
unit 7 {
family inet {
filter {
inputmy-filt-1gw_UID1022;

}
}

}
}

}
firewall {
policermy-policer_UID1005 {
if-exceeding {
bandwidth-limit 5m;
burst-size-limit 15000;

}
then discard;

}
family inet {
filtermy-filt-1gw_UID1022 {
interface-specific;
term t0 {
from {
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destination-address 198.51.100.239/32;
}
then {
policermy-policer_UID1005;

}
}
term last {
then {
count drops;
discard;

}
}

}
filtermy-filt-2gw_UID11018 {
interface-specific;
term t0 {
from {
destination-address {
198.51.100.239/32;
0;

}
}
then {
policer my-policer_UID1005;

}
}
term last {
then {
count drops;
discard;

}
}

}
}

}
}

}

Related
Documentation

Sample Dynamic-Profile Configuration for Parameterized Filters on page 179•

• Example: Dynamic-Profile Parsing on page 210

• Parameterized Filters Overview on page 175

• Parameterized Filter Processing Overview on page 183

Multiple Parameterized Filters

Differing filter match conditions can be achieved by allowing the filter that is being

attached tobeselectedby theunique-identifier--referencecapabilities ofparameterized

filters. If a variable number of terms or varying match conditions are needed, multiple

filters are defined.When the service is activated, that activation will select the particular

filter that should be applied in the stanza specifying the interface, unit, family and

input/output filter:
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interfaces {
ge-1/0/0 {
unit 7 {
family inet {
filter {
inputmy-filt-1gw-uid1022;

}
}

}
}

}

Related
Documentation

Parameterized Filters Overview on page 175•

• Parameterized Filters Configuration Considerations on page 184

Parameterized Filter Processing Overview

When creating a parameterized filter, you first define the family address type (inet, inet6,

or any) and then you define one or more terms that specify the filtering criteria and the

action to take when amatch occurs.

Each term, or rule, consists of the following components:

• Match conditions—Specifies values or fields that the packet must contain. You can

define various match conditions, including:

• IP source address field

• IP destination address field

• Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) source port

field

• IP protocol field

• Internet Control Message Protocol (ICMP) packet type

• TCP flags

• interfaces

• Actions—Specifies what to do when amatch condition occurs. Possible actions are to

accept or discard a packet. In addition, packets can be counted to collect statistical

information. If no action is specified for a term, the default action is to accept the

packet.

The processing of parameterized filters is the same as classic filters. The order of the

terms within a parameterized filter is important. Packets are tested against each term

in theorder inwhich the termsare listed in the firewall filter configuration.Whena firewall

filter contains multiple terms, the router takes a top-down approach and compares a

packet against the first term in the firewall filter. If the packetmatches the first term, the

router executes the action defined by that term to either accept or reject the packet, and

no other terms are evaluated. If the router does not find amatch between the packet
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and first term, it then compares the packet to the next term in the firewall filter by using

the samematch process. If no match occurs between the packet and the second term,

the router continues tocompare thepacket toeachsuccessive termdefined in the firewall

filter until a match is found. If a packet does not match any terms in a firewall filter, the

default action is to discard the packet.

You can also specify a precedence (from 0 through 255) for input and output filters

within a dynamic profile to force filter processing in a particular order. Setting a lower

precedencevalue for a filter gives it ahigherprecedencewithin thedynamicprofile. Filters

with lower precedence values are applied to interfaces before filters with higher

precedence values. A precedence of zero (the default) gives the filter the highest

precedence. If noprecedence is specified, the filter receivesaprecedenceof zero (highest

precedence). Filters with matching precedence (zero or otherwise) are applied in an

unspecified order.

NOTE: Parameterized filters do not support outbound packets that are
sourced from the routing engine.

Related
Documentation

Parameterized Filters Configuration Considerations on page 184•

Parameterized Filters Configuration Considerations

Keep the following considerations in mind when configuring parameterized filters.

• Subscriber IP Address on page 184

• Interaction with Static Configuration on page 184

• Interface-Specific Dynamic Service Filters on page 185

• Service Session Support on page 185

• Filter Naming Conventions on page 185

Subscriber IP Address

In most deployment scenarios, the interface is based on the subscriber’s IP address.

Because subscribersmaynotbeunique, theycannotbeused indetermining similar filters

andpolicers. Donotuse the junos-subscriber-ip-address IPaddressasamatchcandidate.

Doing so causes unique filters per subscriber, which inhibits scaling.

Interaction with Static Configuration

Searching for a filter to attach takes place in the following order:

1. Static filter. For example, firewall family inet filter my-filter.

2. Fast update filter within the current dynamic profile. For example, dynamic-profile

[profile-name] firewall family inet fast-update-filter my-filter.

3. Parameterized filter within the current dynamic profile. For example, dynamic-profile

[profile-name] firewall family inet filter.
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The following static configuration objects may be referenced by a parameterized filter.

Thesearchorder is first in thestatic configurationand then in thecurrentdynamic-profile:

• firewall policer

• firewall hierarchical-policer

• three-color policer

• policy-options prefix-list

If an object in the static configuration is being used by an active parameterized filter, you

cannot delete that object from the configuration while the subscriber is logged in.

Interface-Specific Dynamic Service Filters

All dynamic service filters must be defined as interface-specific.

Service Session Support

Parameterized filters and policers are supported for service activations only, not client

sessions.

Filter Naming Conventions

Thebase filtername isbasedon the interfaceanddirection (ingressandegress)appended

to it. With parameterized filters, the filter-naming process comes from the UID.

Related
Documentation

Understanding Dynamic Firewall Filters on page 153•

• Verifying and Managing Firewall Filter Configuration on page 289

• Unique Identifiers for Firewall Variables on page 176

• Sample Dynamic-Profile Configuration for Parameterized Filters on page 179

• Example: Dynamic-Profile Parsing on page 210

• Parameterized Filter Processing Overview on page 183

Guidelines for Creating and Applying Parameterized Filters for Subscriber Interfaces

You can configure dynamic or static firewall filters. When you use statically configured

firewall filters, you then dynamically apply those filters to statically created interfaces

using dynamic profiles. You can also use dynamic profiles to attach input and output

filters through RADIUS.

When creating and applying filters, keep the following in mind:

• Dynamic application of only input and output filters is supported.

• The filters must be interface-specific.

• You can create family-specific any, inet, and inet6 filters.
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• You can create interface-specific filters at the unit level that apply to any family type

(any, inet, or inet6) configured on the interface.

• You can add or remove filters of different family typeswith the same service activation

or deactivation.

• You can remove one filter type without impacting the other type of filter. For example,

you can remove IPv6 filters and leave the current IPv4 filters active.

• You can chain up to five input filters and four output filters together.

• If you do not configure and apply a filter, the interface uses the default group filter

configuration.

• You cannot modify a firewall filter while subscribers on the same logical interface are

bound.

Related
Documentation

Parameterized Filter Processing Overview on page 183•

• Parameterized Filters Configuration Considerations on page 184

Parameterized Filter Match Conditions for IPv4 Traffic

You can configure a parameterized filter with match conditions for Internet Protocol

version 4 (IPv4) traffic (family inet).

NOTE: For MX Series routers with MPCs, you need to initialize certain new
firewall filters by walking the corresponding SNMPMIB, for example, show

snmpmibwalk name ascii. This forces Junos to learn the filter counters and

ensure that the filter statistics are displayed. This guidance applies to all
enhancedmode firewall filters, filterswith flexible conditions, and filterswith
certain terminating actions. See those topics, listed under Related
Documentation, for details.

Table 18onpage 186describes thematch-conditions youcanconfigureat the [edit firewall

family inet filter filter-name term term-name from] hierarchy level.

Table 18: Parameterized Filter Match Conditions for IPv4 Traffic

DescriptionMatch Condition

Match the IPv4 source or destination address field unless the except option is included. If the
option is included, do not match the IPv4 source or destination address field.

address address [ except ]

Match the IPv4 destination address field unless the except option is included. If the option is
included, do not match the IPv4 destination address field.

You cannot specify both the address and destination-addressmatch conditions in the same term.

destination-addressaddress
[ except ]
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Table 18: Parameterized Filter Match Conditions for IPv4 Traffic (continued)

DescriptionMatch Condition

Match the UDP or TCP destination port field.

You cannot specify both the port and destination-portmatch conditions in the same term.

If you configure this match condition, we recommend that you also configure the protocol udp or
protocol tcpmatch statement in the same term to specify which protocol is being used on the
port.

In place of the numeric value, you can specify one of the following text synonyms (the port
numbers are also listed): afs (1483), bgp (179), biff (512), bootpc (68), bootps (67), cmd (514),
cvspserver (2401), dhcp (67), domain (53), eklogin (2105), ekshell (2106), exec (512), finger (79),
ftp (21), ftp-data (20), http (80), https (443), ident (113), imap (143), kerberos-sec (88),
klogin (543), kpasswd (761), krb-prop (754), krbupdate (760), kshell (544), ldap (389), ldp (646),
login (513),mobileip-agent (434),mobilip-mn (435),msdp (639), netbios-dgm (138),
netbios-ns (137), netbios-ssn (139), nfsd (2049), nntp (119), ntalk (518), ntp (123), pop3 (110),
pptp (1723), printer (515), radacct (1813), radius (1812), rip (520), rkinit (2108), smtp (25),
snmp (161), snmptrap (162), snpp (444), socks (1080), ssh (22), sunrpc (111), syslog (514),
tacacs (49), tacacs-ds (65), talk (517), telnet (23), tftp (69), timed (525),who (513), or xdmcp (177).

destination-port number

Do not match the UDP or TCP destination port field. For details, see the destination-portmatch
condition.

destination-port-except
number

Match destination prefixes in the specified list unless the except option is included. If the option
is included, do not match the destination prefixes in the specified list.

Specify the name of a prefix list defined at the [edit policy-options prefix-list prefix-list-name]
hierarchy level.

destination-prefix-list
prefix-list-name [ except ]
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Table 18: Parameterized Filter Match Conditions for IPv4 Traffic (continued)

DescriptionMatch Condition

Match the Differentiated Services code point (DSCP). The DiffServ protocol uses the
type-of-service (ToS) byte in the IP header. Themost significant 6 bits of this byte form the
DSCP. For more information, see Understanding How Behavior Aggregate Classifiers Prioritize
Trusted Traffic.

Starting in Junos OS Release 13.3R7, support was added for filtering on Differentiated Services
Code Point (DSCP) and forwarding class for Routing Engine sourced packets, including IS-IS
packets encapsulated in generic routing encapsulation (GRE). Subsequently, when upgrading
from a previous version of Junos OSwhere you have both a class of service (CoS) and firewall
filter, and both include DSCP or forwarding class filter actions, the criteria in the firewall filter
automatically takes precedence over the CoS settings. The same is true when creating new
configurations; that is, where the same settings exist, the firewall filter takes precedence over
the CoS, regardless of which was created first.

You can specify a numeric value from 0 through 63. To specify the value in hexadecimal form,
include 0x as a prefix. To specify the value in binary form, include b as a prefix.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed):

• RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior), defines one code point: ef (46).

• RFC 2597, Assured Forwarding PHB Group, defines 4 classes, with 3 drop precedences in each
class, for a total of 12 code points:

• af11 (10), af12 (12), af13 (14)

• af21 (18), af22 (20), af23 (22)

• af31 (26), af32 (28), af33 (30)

• af41 (34), af42 (36), af43 (38)

dscp number

Do not match on the DSCP number. For more information, see the dscpmatch condition.dscp-except number

Match the forwarding class of the packet.

Specify assured-forwarding, best-effort, expedited-forwarding, or network-control.

For information about forwarding classes and router-internal output queues, see Understanding
How Forwarding Classes Assign Classes to Output Queues.

forwarding-class class

Do not match the forwarding class of the packet. For details, see the forwarding-classmatch
condition.

forwarding-class-except
class
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Table 18: Parameterized Filter Match Conditions for IPv4 Traffic (continued)

DescriptionMatch Condition

Match the ICMPmessage code field.

If you configure this match condition, we recommend that you also configure the protocol icmp
match condition in the same term.

If you configure thismatch condition, youmust also configure the icmp-typemessage-typematch
condition in the same term. An ICMPmessage code provides more specific information than an
ICMPmessage type, but themeaning of an ICMPmessage code is dependent on the associated
ICMPmessage type.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed). The keywords are grouped by the ICMP type with which they are associated:

• parameter-problem: ip-header-bad (0), required-option-missing (1)

• redirect: redirect-for-host (1), redirect-for-network (0), redirect-for-tos-and-host (3),
redirect-for-tos-and-net (2)

• time-exceeded: ttl-eq-zero-during-reassembly (1), ttl-eq-zero-during-transit (0)

• unreachable: communication-prohibited-by-filtering (13), destination-host-prohibited (10),
destination-host-unknown (7), destination-network-prohibited (9),
destination-network-unknown (6), fragmentation-needed (4), host-precedence-violation (14),
host-unreachable (1), host-unreachable-for-TOS (12), network-unreachable (0),
network-unreachable-for-TOS (11), port-unreachable (3), precedence-cutoff-in-effect (15),
protocol-unreachable (2), source-host-isolated (8), source-route-failed (5)

icmp-code number

Do not match the ICMPmessage code field. For details, see the icmp-codematch condition.icmp-code-except
message-code

Match the ICMPmessage type field.

If you configure this match condition, we recommend that you also configure the protocol icmp
match condition in the same term.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed): echo-reply (0), echo-request (8), info-reply (16), info-request (15),
mask-request (17),mask-reply (18),parameter-problem (12), redirect (5), router-advertisement (9),
router-solicit (10), source-quench (4), time-exceeded (11), timestamp (13), timestamp-reply (14),
or unreachable (3).

icmp-type number

Do not match the ICMPmessage type field. For details, see the icmp-typematch condition.icmp-type-except
message-type

Match the packet loss priority (PLP) level.

Specify a single level or multiple levels: low,medium-low,medium-high, or high.

For IP traffic on MX Series routers with Enhanced II Flexible PIC Concentrators (FPCs), youmust
include the tri-color statement at the [edit class-of-service] hierarchy level to commit a PLP
configuration with any of the four levels specified. If the tri-color statement is not enabled, you
can only configure the high and low levels. This applies to all protocol families.

For information about the tri-color statement, see Configuring and Applying Tricolor Marking
Policers. For information about using behavior aggregate (BA) classifiers to set the PLP level of
incoming packets, seeUnderstanding HowBehavior Aggregate Classifiers Prioritize Trusted Traffic.

loss-priority level
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Table 18: Parameterized Filter Match Conditions for IPv4 Traffic (continued)

DescriptionMatch Condition

Do not match the PLP level. For details, see the loss-prioritymatch condition.loss-priority-except level

Match the length of the receivedpacket, in bytes. The length refers only to the IP packet, including
the packet header, and does not include any Layer 2 encapsulation overhead.

packet-length bytes

Donotmatch the length of the received packet, in bytes. For details, see the packet-lengthmatch
type.

packet-length-except bytes

Match the UDP or TCP source or destination port field.

If you configure this match condition, you cannot configure the destination-portmatch condition
or the source-portmatch condition in the same term.

If you configure this match condition, we recommend that you also configure the protocol udp or
protocol tcpmatch statement in the same term to specify which protocol is being used on the
port.

In place of the numeric value, you can specify one of the text synonyms listed under the
destination-portmatch condition.

port number

Do not match either the source or destination UDP or TCP port field. For details, see the port
match condition.

port-except number

Match the IP precedence field.

In place of the numeric field value, you can specify one of the following text synonyms (the field
valuesarealso listed): critical-ecp (0xa0), flash (0x60), flash-override (0x80), immediate (0x40),
internet-control (0xc0), net-control (0xe0), priority (0x20), or routine (0x00). You can specify
precedence in hexadecimal, binary, or decimal form.

precedence
ip-precedence-value

Do not match the IP precedence field.

In place of the numeric field value, you can specify one of the following text synonyms (the field
valuesarealso listed): critical-ecp (0xa0), flash (0x60), flash-override (0x80), immediate (0x40),
internet-control (0xc0), net-control (0xe0), priority (0x20), or routine (0x00). You can specify
precedence in hexadecimal, binary, or decimal form.

precedence-except
ip-precedence-value

Match the prefixes of the source or destination address fields to the prefixes in the specified list
unless the except option is included. If the option is included, do not match the prefixes of the
source or destination address fields to the prefixes in the specified list.

The prefix list is defined at the [edit policy-options prefix-list prefix-list-name] hierarchy level.

prefix-list
prefix-list-name [ except ]

Match the IPprotocol type field. Inplaceof thenumeric value, youcanspecify oneof the following
text synonyms (the field values are also listed): ah (51), dstopts (60), egp (8), esp (50),
fragment (44), gre (47), hop-by-hop (0), icmp (1), icmp6 (58), icmpv6 (58), igmp (2), ipip (4),
ipv6 (41), ospf (89), pim (103), rsvp (46), sctp (132), tcp (6), udp (17), or vrrp (112).

protocol number

Do not match the IP protocol type field. In place of the numeric value, you can specify one of the
following text synonyms (the field values are also listed): ah (51), dstopts (60), egp (8), esp (50),
fragment (44), gre (47), hop-by-hop (0), icmp (1), icmp6 (58), icmpv6 (58), igmp (2), ipip (4),
ipv6 (41), ospf (89), pim (103), rsvp (46), sctp (132), tcp (6), udp (17), or vrrp (112).

protocol-except number
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Table 18: Parameterized Filter Match Conditions for IPv4 Traffic (continued)

DescriptionMatch Condition

Match a packet received from a filter where a service-filter-hit action was applied.service-filter-hit

Match the IPv4addressof thesourcenodesending thepacketunless theexceptoption is included.
If the option is included, do not match the IPv4 address of the source node sending the packet.

You cannot specify both the address and source-addressmatch conditions in the same term.

source-address address
[ except ]

Match one or more specified source class names (sets of source prefixes grouped together and
given a class name). For more information, see Firewall Filter Match Conditions Based on Address
Classes.

source-class class-names

Do not match one or more specified source class names. For details, see the source-classmatch
condition.

source-class-except
class-names

Match the UDP or TCP source port field.

You cannot specify the port and source-portmatch conditions in the same term.

If you configure this match condition for IPv4 traffic, we recommend that you also configure the
protocol udp or protocol tcpmatch statement in the same term to specify which protocol is being
used on the port.

In place of the numeric value, you can specify one of the text synonyms listed with the
destination-port numbermatch condition.

source-port number

Do notmatch the UDP or TCP source port field. For details, see the source-portmatch condition.source-port-except number

Match source prefixes in the specified list unless the except option is included. If the option is
included, do not match the source prefixes in the specified list.

Specify the name of a prefix list defined at the [edit policy-options prefix-list prefix-list-name]
hierarchy level.

source-prefix-list name
[ except ]

Match the IPv4 time-to-live number. Specify a TTL value or a range of TTL values. For number,
you can specify one or more values from 0 through 255. This match condition is supported only
on M120, M320, MX Series, and T Series routers.

ttl number

Do not match on the IPv4 TTL number. For details, see the ttlmatch condition.ttl-except number

Release History Table DescriptionRelease

Starting in Junos OS Release 13.3R7, support was added for filtering on
Differentiated Services Code Point (DSCP) and forwarding class for Routing
Enginesourcedpackets, including IS-ISpacketsencapsulated ingeneric routing
encapsulation (GRE).

13.3R7

Related
Documentation

Parameterized Filters Overview on page 175•
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• Guidelines for Creating and Applying Parameterized Filters for Subscriber Interfaces

on page 185

• ParameterizedFilterNonterminatingandTerminatingActionsandModifiersonpage 197

Parameterized Filter Match Conditions for IPv6 Traffic

You can configure a parameterized filter with match conditions for Internet Protocol

version 6 (IPv6) traffic (family inet6).

NOTE: For MX Series routers with MPCs, you need to initialize certain new
firewall filters by walking the corresponding SNMPMIB, for example, show

snmpmibwalk name ascii. This forces Junos to learn the filter counters and

ensure that the filter statistics are displayed. This guidance applies to all
enhancedmode firewall filters, filterswith flexible conditions, and filterswith
certain terminating actions. See those topics, listed under Related
Documentation, for details.

Table 19onpage 192describes thematchconditions youcanconfigureat the [edit firewall

family inet6 filter filter-name term term-name from] hierarchy level.

Table 19: Firewall Filter Match Conditions for IPv6 Traffic

DescriptionMatch Condition

Match the IPv6 source or destination address field unless the except option is included. If the
option is included, do not match the IPv6 source or destination address field.

address address [ except ]

Match the IPv6 destination address field unless the except option is included. If the option is
included, do not match the IPv6 destination address field.

You cannot specify both the address and destination-addressmatch conditions in the same term.

destination-addressaddress
[ except ]

Match the UDP or TCP destination port field.

You cannot specify both the port and destination-portmatch conditions in the same term.

If you configure this match condition, we recommend that you also configure the next-header
udp or next-header tcpmatch condition in the same term to specify which protocol is being used
on the port.

In place of the numeric value, you can specify one of the following text synonyms (the port
numbers are also listed): afs (1483), bgp (179), biff (512), bootpc (68), bootps (67), cmd (514),
cvspserver (2401), dhcp (67), domain (53), eklogin (2105), ekshell (2106), exec (512), finger (79),
ftp (21), ftp-data (20), http (80), https (443), ident (113), imap (143), kerberos-sec (88),
klogin (543), kpasswd (761), krb-prop (754), krbupdate (760), kshell (544), ldap (389), ldp (646),
login (513),mobileip-agent (434),mobilip-mn (435),msdp (639), netbios-dgm (138),
netbios-ns (137), netbios-ssn (139), nfsd (2049), nntp (119), ntalk (518), ntp (123), pop3 (110),
pptp (1723), printer (515), radacct (1813), radius (1812), rip (520), rkinit (2108), smtp (25),
snmp (161), snmptrap (162), snpp (444), socks (1080), ssh (22), sunrpc (111), syslog (514),
tacacs (49), tacacs-ds (65), talk (517), telnet (23), tftp (69), timed (525),who (513), or xdmcp (177).

destination-port number
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Table 19: Firewall Filter Match Conditions for IPv6 Traffic (continued)

DescriptionMatch Condition

Do not match the UDP or TCP destination port field. For details, see the destination-portmatch
condition.

destination-port-except
number

Match the IPv6 destination prefix to the specified list unless the except option is included. If the
option is included, do not match the IPv6 destination prefix to the specified list.

The prefix list is defined at the [edit policy-options prefix-list prefix-list-name] hierarchy level.

destination-prefix-list
prefix-list-name [ except ]

Match the forwarding class of the packet.

Specify assured-forwarding, best-effort, expedited-forwarding, or network-control.

For information about forwarding classes and router-internal output queues, see Understanding
How Forwarding Classes Assign Classes to Output Queues.

forwarding-class class

Do not match the forwarding class of the packet. For details, see the forwarding-classmatch
condition.

forwarding-class-except
class

Match the ICMPmessage code field.

If you configure this match condition, we recommend that you also configure the next-header
icmp or next-header icmp6match condition in the same term.

If you configure thismatch condition, youmust also configure the icmp-typemessage-typematch
condition in the same term. An ICMPmessage code provides more specific information than an
ICMPmessage type, but themeaning of an ICMPmessage code is dependent on the associated
ICMPmessage type.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed). The keywords are grouped by the ICMP type with which they are associated:

• parameter-problem: ip6-header-bad (0), unrecognized-next-header (1), unrecognized-option
(2)

• time-exceeded: ttl-eq-zero-during-reassembly (1), ttl-eq-zero-during-transit (0)

• destination-unreachable: administratively-prohibited (1), address-unreachable (3),
no-route-to-destination (0), port-unreachable (4)

icmp-codemessage-code

Do not match the ICMPmessage code field. For details, see the icmp-codematch condition.icmp-code-except
message-code
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Table 19: Firewall Filter Match Conditions for IPv6 Traffic (continued)

DescriptionMatch Condition

Match the ICMPmessage type field.

If you configure this match condition, we recommend that you also configure the next-header
icmp or next-header icmp6match condition in the same term.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed): certificate-path-advertisement (149), certificate-path-solicitation (148),
destination-unreachable (1), echo-reply (129), echo-request (128),
home-agent-address-discovery-reply (145), home-agent-address-discovery-request (144),
inverse-neighbor-discovery-advertisement (142), inverse-neighbor-discovery-solicitation (141),
membership-query (130),membership-report (131),membership-termination (132),
mobile-prefix-advertisement-reply (147),mobile-prefix-solicitation (146),
neighbor-advertisement (136), neighbor-solicit (135), node-information-reply (140),
node-information-request (139), packet-too-big (2), parameter-problem (4),
private-experimentation-100 (100),private-experimentation-101 (101),private-experimentation-200
(200), private-experimentation-201 (201), redirect (137), router-advertisement (134),
router-renumbering (138), router-solicit (133), or time-exceeded (3).

For private-experimentation-201 (201), you can also specify a range of values within square
brackets.

icmp-typemessage-type

Do not match the ICMPmessage type field. For details, see the icmp-typematch condition.icmp-type-except
message-type

Match the packet loss priority (PLP) level.

Specify a single level or multiple levels: low,medium-low,medium-high, or high.

Supported on M120 and M320 routers; M7i and M10i routers with the Enhanced CFEB (CFEB-E);
and MX Series routers and EX Series switches.

For IP trafficonM320,MXSeries, TSeries routersandEXSeries switcheswithEnhanced II Flexible
PIC Concentrators (FPCs), youmust include the tri-color statement at the [edit class-of-service]
hierarchy level to commit a PLP configuration with any of the four levels specified. If the tri-color
statement is not enabled, you can only configure the high and low levels. This applies to all
protocol families.

For information about the tri-color statement, see Configuring and Applying Tricolor Marking
Policers. For information about using behavior aggregate (BA) classifiers to set the PLP level of
incoming packets, see Understanding How Forwarding Classes Assign Classes to Output Queues.

loss-priority level

Do not match the PLP level. For details, see the loss-prioritymatch condition.loss-priority-except level

Copyright © 2017, Juniper Networks, Inc.194

Broadband Subscriber Services Feature Guide



Table 19: Firewall Filter Match Conditions for IPv6 Traffic (continued)

DescriptionMatch Condition

Match the first 8-bit Next Header field in the packet. Support for the next-header firewall match
condition is available in Junos OS Release 13.3R6 and later.

For IPv6, we recommend that you use the payload-protocol term rather than the next-header
termwhen configuring a firewall filter with match conditions. Although either can be used,
payload-protocol provides the more reliable match condition because it uses the actual payload
protocol to find amatch, whereas next-header simply takes whatever appears in the first header
following the IPv6header,whichmayormaynotbe theactual protocol. In addition, ifnext-header
is used with IPv6, the accelerated filter block lookup process is bypassed and the standard filter
used instead.

Match the first 8-bit Next Header field in the packet.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed): ah (51), dstops (60), egp (8), esp (50), fragment (44), gre (47), hop-by-hop (0),
icmp (1), icmp6 (58), icmpv6 (58), igmp (2), ipip (4), ipv6 (41),mobility (135),no-next-header (59),
ospf (89), pim (103), routing (43), rsvp (46), sctp (132), tcp (6), udp (17), or vrrp (112).

NOTE: next-header icmp6 and next-header icmpv6match conditions perform the same function.
next-header icmp6 is the preferred option. next-header icmpv6 is hidden in the Junos OS CLI.

next-header header-type

Do not match the 8-bit Next Header field that identifies the type of header between the IPv6
header and payload. For details, see the next-headermatch type.

next-header-except
header-type

Match the length of the receivedpacket, in bytes. The length refers only to the IP packet, including
the packet header, and does not include any Layer 2 encapsulation overhead.

packet-length bytes

Donotmatch the length of the received packet, in bytes. For details, see the packet-lengthmatch
type.

packet-length-except bytes

Match the UDP or TCP source or destination port field.

If you configure this match condition, you cannot configure the destination-portmatch condition
or the source-portmatch condition in the same term.

If you configure this match condition, we recommend that you also configure the next-header
udp or next-header tcpmatch condition in the same term to specify which protocol is being used
on the port.

In place of the numeric value, you can specify one of the text synonyms listed under the
destination-portmatch condition.

port number

Do not match the UDP or TCP source or destination port field. For details, see the portmatch
condition.

port-except number

Match the prefixes of the source or destination address fields to the prefixes in the specified list
unless the except option is included. If the option is included, do not match the prefixes of the
source or destination address fields to the prefixes in the specified list.

The prefix list is defined at the [edit policy-options prefix-list prefix-list-name] hierarchy level.

prefix-list prefix-list-name
[ except ]

Match a packet received from a filter where a service-filter-hit action was applied.service-filter-hit
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Table 19: Firewall Filter Match Conditions for IPv6 Traffic (continued)

DescriptionMatch Condition

Match the IPv6addressof thesourcenodesending thepacketunless theexceptoption is included.
If the option is included, do not match the IPv6 address of the source node sending the packet.

You cannot specify both the address and source-addressmatch conditions in the same term.

source-address address
[ except ]

Match one or more specified source class names (sets of source prefixes grouped together and
given a class name). For more information, see Firewall Filter Match Conditions Based on Address
Classes.

source-class class-names

Do not match one or more specified source class names. For details, see the source-classmatch
condition.

source-class-except
class-names

Match the UDP or TCP source port field.

You cannot specify the port and source-portmatch conditions in the same term.

If you configure this match condition, we recommend that you also configure the next-header
udp or next-header tcpmatch condition in the same term to specify which protocol is being used
on the port.

In place of the numeric value, you can specify one of the text synonyms listed with the
destination-port numbermatch condition.

source-port number

Do notmatch the UDP or TCP source port field. For details, see the source-portmatch condition.source-port-except number

Match the IPv6 address prefix of the packet source field unless the except option is included. If
the option is included, do not match the IPv6 address prefix of the packet source field.

Specify a prefix list name defined at the [edit policy-options prefix-list prefix-list-name] hierarchy
level.

source-prefix-list name
[ except ]

Match the 8-bit field that specifies the class-of-service (CoS) priority of the packet.

This field was previously used as the type-of-service (ToS) field in IPv4.

You can specify a numeric value from 0 through 63. To specify the value in hexadecimal form,
include 0x as a prefix. To specify the value in binary form, include b as a prefix.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed):

• RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior), defines one code point: ef (46).

• RFC 2597, Assured Forwarding PHB Group, defines 4 classes, with 3 drop precedences in each
class, for a total of 12 code points:

• af11 (10), af12 (12), af13 (14)

• af21 (18), af22 (20), af23 (22)

• af31 (26), af32 (28), af33 (30)

• af41 (34), af42 (36), af43 (38)

traffic-class number

Do not match the 8-bit field that specifies the CoS priority of the packet. For details, see the
traffic-classmatch description.

traffic-class-except number
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NOTE: If you specify an IPv6 address in amatch condition (the address,

destination-address, or source-addressmatch conditions), use the syntax for

text representations described in RFC 4291, IP Version 6 Addressing
Architecture. For more information about IPv6 addresses, see IPv6 Overview
and Supported IPv6 Standards.

Release History Table DescriptionRelease

Support for the next-header firewall match condition is available in
Junos OS Release 13.3R6 and later.

13.3R6

Related
Documentation

Guidelines for Configuring Firewall Filters•

• Firewall Filter Terminating Actions

• Firewall Filter Nonterminating Actions

• Firewall Filter Match Conditions for IPv4 Traffic

• enhanced-mode on page 574

• Firewall Filter Flexible Match Conditions

Parameterized Filter Nonterminating and Terminating Actions andModifiers

The nonterminating and terminating actions andmodifiers for parameterized filters are

a subset of those available for static firewall filters.

NOTE: You cannot configure the next term nonterminating action with a

terminating action in the same filter term. However, you can configure the
next term action with another nonterminating action in the same filter term.

Nonterminating actions carry with them an implicit accept action. In this
context, nonterminatingmeans that other actions can follow these actions,
whereas no other actions can follow a terminating action.

Table20onpage 197describes thenonterminatingactionsandmodifiersyoucanconfigure

for a parameterized filter term.

Table 20: Nonterminating Actions for Parameterized Filters

Protocol FamiliesDescription
Nonterminating
Action

• family any

• family inet

• family inet6

Count the packet in the named counter.count counter-name
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Table 20: Nonterminating Actions for Parameterized Filters (continued)

Protocol FamiliesDescription
Nonterminating
Action

family inetSet the IPv4 Differentiated Services code point (DSCP) bit. You can specify a
numerical value from 0 through 63. To specify the value in hexadecimal form,
include 0x as a prefix. To specify the value in binary form, include b as a prefix.

The default DSCP value is best effort, that is, be or 0.

You can also specify one of the following text synonyms:

• af11—Assured forwarding class 1, low drop precedence

• af12—Assured forwarding class 1, medium drop precedence

• af13—Assured forwarding class 1, high drop precedence

• af21—Assured forwarding class 2, low drop precedence

• af22—Assured forwarding class 2, medium drop precedence

• af23—Assured forwarding class 2, high drop precedence

• af31—Assured forwarding class 3, low drop precedence

• af32—Assured forwarding class 3, medium drop precedence

• af33—Assured forwarding class 3, high drop precedence

• af41—Assured forwarding class 4, low drop precedence

• af42—Assured forwarding class 4, medium drop precedence

• af43—Assured forwarding class 4, high drop precedence

• be—Best effort

• cs0—Class selector 0

• cs1—Class selector 1

• cs2—Class selector 2

• cs3—Class selector 3

• cs4—Class selector 4

• cs5—Class selector 5

• cs6—Class selector 6

• cs7—Class selector 7

• ef—Expedited forwarding

dscp value

• family any

• family inet

• family inet6

Classify the packet to the named forwarding class:

• assured-forwarding

• best-effort

• expedited-forwarding

• network-control

forwarding-class
class-name

• family any

• family inet

• family inet6

Police the packet using the specified hierarchical policer.hierarchical-policer
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Table 20: Nonterminating Actions for Parameterized Filters (continued)

Protocol FamiliesDescription
Nonterminating
Action

• family inet

• family inet6

Log the packet header information in a buffer within the Packet Forwarding
Engine.Youcanaccess this informationby issuing the showfirewall logcommand
at the CLI.

NOTE: TheLayer 2 (L2) families logaction is availableonly forMXSeries routers
with MPCs (MPCmode if the router has only MPCs, or mix mode if it has MPCs
and DCPs). For MX Series routers with DPCs, the log action for L2 families is
ignored if configured.

log

• family any

• family inet

• family inet6

Set the packet loss priority (PLP) level.

You cannot also configure the three-color-policer nonterminating action for the
same firewall filter term. These two nonterminating actions are mutually
exclusive.

For IP traffic on MX Series routers with Enhanced II Flexible PIC Concentrators
(FPCs), youmust include the tri-color statement at the [edit class-of-service]
hierarchy level to commitaPLPconfigurationwithanyof the four levels specified.
If the tri-color statement is not enabled, you can only configure the high and low
levels. This applies to all protocol families.

For informationabout the tri-color statementandusingbehavioraggregate (BA)
classifiers to set the PLP level of incoming packets, see Understanding How
Behavior Aggregate Classifiers Prioritize Trusted Traffic.

loss-priority (high |
medium-high |
medium-low | low)

• family any

• family inet

• family inet6

Proceed to the next filter term.next

• family any

• family inet

• family inet6

Name of policer to use to rate-limit traffic.policer policer-name

• family any

• family inet

• family inet6

Port-mirror the packet based on the specified family.

We recommend that youdonot useboth thenext-hop-groupand theport-mirror
actions in the same firewall filter.

port-mirror
instance-name

• family any

• family inet

• family inet6

Port-mirror a packet for an instance. This action is supported only on the MX
Series routers.

We recommend that you do not use both the next-hop-group and the
port-mirror-instance actions in the same firewall filter.

port-mirror-instance
instance-name

• family inet

• family inet6

Direct packets to the specified routing instance.routing-instance
routing-instance-name
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Table 20: Nonterminating Actions for Parameterized Filters (continued)

Protocol FamiliesDescription
Nonterminating
Action

• family inet

• family inet6

Sample the packet.

NOTE: Junos OS does not sample packets originating from the router. If you
configure a filter and apply it to the output side of an interface, then only the
transit packets going through that interface are sampled. Packets that are sent
from the Routing Engine to the Packet Forwarding Engine are not sampled.

sample

• family any

• family inet

• family inet6

Use the inline counting mechanismwhen capturing subscriber per-service
statistics.

Count thepacket for serviceaccounting. Thecount is applied toaspecific named
counter (__junos-dyn-service-counter) that RADIUS can obtain.

The service-accounting and service-accounting-deferred keywords are mutually
exclusive, both per-term and per-filter.

service-accounting

• family any

• family inet

• family inet6

Use the deferred counting mechanismwhen capturing subscriber per-service
statistics. The count is applied to a specific named counter
(__junos-dyn-service-counter) that RADIUS can obtain.

The service-accounting and service-accounting-deferred keywords are mutually
exclusive, both per-term and per-filter.

service-accounting-
deferred

• family any

• family inet

• family inet6

(Only if the service-filter-hit flag is marked by a previous filter in the current type
of chained filters) Direct the packet to the next type of filters.

Indicate to subsequent filters in the chain that thepacketwasalreadyprocessed.
This action, coupledwith the service-filter-hitmatchcondition in receiving filters,
helps to streamline filter processing.

service-filter-hit

• family any

• family inet

• family inet6

Police the packet using the specified single-rate or two-rate three-color-policer.

NOTE: You cannot also configure the loss-priority action for the same firewall
filter term. These two actions are mutually exclusive.

three-color-policer
(single-rate |
two-rate)
policer-name
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Table 20: Nonterminating Actions for Parameterized Filters (continued)

Protocol FamiliesDescription
Nonterminating
Action

family inet6Specify the traffic-class code point. You can specify a numerical value from 0
through 63. To specify the value in hexadecimal form, include 0x as a prefix. To
specify the value in binary form, include b as a prefix.

The default traffic-class value is best effort, that is, be or 0.

In placeof thenumeric value, youcanspecify oneof the following text synonyms:

• af11—Assured forwarding class 1, low drop precedence

• af12—Assured forwarding class 1, medium drop precedence

• af13—Assured forwarding class 1, high drop precedence

• af21—Assured forwarding class 2, low drop precedence

• af22—Assured forwarding class 2, medium drop precedence

• af23—Assured forwarding class 2, high drop precedence

• af31—Assured forwarding class 3, low drop precedence

• af32—Assured forwarding class 3, medium drop precedence

• af33—Assured forwarding class 3, high drop precedence

• af41—Assured forwarding class 4, low drop precedence

• af42—Assured forwarding class 4, medium drop precedence

• af43—Assured forwarding class 4, high drop precedence

• be—Best effort

• cs0—Class selector 0

• cs1—Class selector 1

• cs2—Class selector 2

• cs3—Class selector 3

• cs4—Class selector 4

• cs5—Class selector 5

• cs6—Class selector 6

• cs7—Class selector 7

• ef—Expedited forwarding

traffic-class value

Table 21 on page 201 describes the terminating actions andmodifiers you can configure

for a parameterized filter term.

Table 21: Terminating Actions for Parameterized Filters

Protocol FamiliesDescription
Terminating
Action

• family any

• family inet

• family inet6

Accept the packet.accept

• family any

• family inet

• family inet6

Discard a packet silently, without sending an Internet ControlMessageProtocol
(ICMP)message. Discarded packets are available for logging and sampling.

discard
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Table 21: Terminating Actions for Parameterized Filters (continued)

Protocol FamiliesDescription
Terminating
Action

• family inet

• family inet6

Reject the packet and return an ICMPv4 or ICMPv6message:

• If nomessage-type is specified, adestinationunreachablemessage is returned
by default.

• If tcp-reset is specified as themessage-type, tcp-reset is returned only if the
packet is a TCP packet. Otherwise, the administratively-prohibitedmessage,
which has a value of 13, is returned.

• If any othermessage-type is specified, that message is returned.

NOTE: Rejected packets can be sampled or logged if you configure the sample
or syslog action.

Themessage-type can be one of the following values: address-unreachable,
administratively-prohibited, bad-host-tos, bad-network-tos, beyond-scope,
fragmentation-needed, host-prohibited, host-unknown, host-unreachable,
network-prohibited, network-unknown, network-unreachable, no-route,
port-unreachable,precedence-cutoff,precedence-violation,protocol-unreachable,
source-host-isolated, source-route-failed, or tcp-reset.

rejectmessage-type

Related
Documentation

Parameterized Filters Overview on page 175•

• Guidelines for Creating and Applying Parameterized Filters for Subscriber Interfaces

on page 185

• Parameterized Filter Match Conditions for IPv4 Traffic on page 186

• Parameterized Filter Match Conditions for IPv6 Traffic on page 192

Firewall Filter Match Conditions for Protocol-Independent Traffic in Dynamic Service
Profiles

You configure firewall filter match conditions to determine which packets are filtered.

Starting in JunosOSRelease 16.1, you can configurematch conditions that are supported

forprotocol-independent traffic—that is, configuredunder familyany—for filters indynamic

service profiles. Table 22 on page 203 describes these match conditions.

NOTE: Protocol-independent firewall filters in dynamic service profiles are
supported only on MX Series routers with MPCs.
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Table 22: Firewall Filter Match Conditions for Protocol-Independent Traffic in Dynamic Service
Profiles

DescriptionMatch Condition

Match the forwarding class of the packet.

Specify assured-forwarding, best-effort, expedited-forwarding, or network-control.

For informationabout forwarding classesand router-internal outputqueues, seeUnderstanding
How Forwarding Classes Assign Classes to Output Queues.

forwarding-class class

Do not match on the forwarding class. For details, see the forwarding-classmatch condition.forwarding-class-except class

Match the packet loss priority (PLP) level.

Specify a single level or multiple levels: low,medium-low,medium-high, or high.

For information about the tri-color statement, see Configuring and Applying Tricolor Marking
Policers. For information about using behavior aggregate (BA) classifiers to set the PLP level
of incoming packets, see Understanding How Forwarding Classes Assign Classes to Output
Queues.

loss-priority level

Do not match the PLP level. For details, see the loss-prioritymatch condition.loss-priority-except level

Match the length of the received packet, in bytes. The length refers only to the IP packet,
including the packet header, and does not include any Layer 2 encapsulation overhead.

packet-length bytes

Do not match on the received packet length, in bytes. For details, see the packet-lengthmatch
type.

packet-length-except bytes

(Only if the service-filter-hit flag is marked by a previous filter in the current type of chained
filters) Direct the packet to the next type of filters.

Indicate to subsequent filters in the chain that the packet was already processed. This match
option, coupled with the service-filter-hit nonterminating action, helps to streamline filter
processing.

service-filter-hit

Release History Table DescriptionRelease

Starting in Junos OS Release 16.1, you can configure match conditions that are
supported for protocol-independent traffic—that is, configured under family
any—for filters in dynamic service profiles.

16.1

Related
Documentation

Guidelines for Configuring Firewall Filters•

• Firewall Filter Terminating and Nonterminating Actions for Protocol-Independent

Traffic in Dynamic Service Profiles on page 204

• Firewall Filter Match Conditions for IPv4 Traffic

• Firewall Filter Match Conditions for IPv6 Traffic
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Firewall Filter Terminating and Nonterminating Actions for Protocol-Independent
Traffic in Dynamic Service Profiles

Firewall filters in dynamic service profiles support a set of terminating actions that halt

all evaluation of a firewall filter for a specific packet. The router performs the specified

action, and no additional terms are examined. Table 23 on page 204 describes the

terminating actions conditions that are supported for protocol-independent traffic—that

is, configured under family any—for filters in dynamic service profiles.

NOTE: You cannot configure the next action with a terminating action in the
same filter term. However, you can configure the next action with another
nonterminating action in the same filter term.

NOTE: Protocol-independent firewall filters in dynamic service profiles are
supported only on MX Series routers with MPCs.

Table 23: Terminating Actions for Firewall Filters for Protocol-Independent Traffic in Dynamic
Service Profiles

DescriptionTerminating Action

Accept the packet.accept

Discard a packet silently, without sending an Internet Control Message Protocol (ICMP)message.
Discarded packets are available for logging and sampling.

discard

Firewall filters in dynamic service profiles also support a set of nonterminating actions

that are performed for a specific packet before the packet is passed to any subsequent

actions in the term. Table 23 on page 204 describes the terminating actions conditions

that are supported for protocol-independent traffic—that is, configured under family

any—for filters in dynamic service profiles.

Table24:NonterminatingActionsforFirewallFilters forProtocol-IndependentTraffic inDynamic
Service Profiles

Description
Nonterminating
Action

Count the packet in the named counter.count counter-name

By default, a hierarchical policer processes the traffic it receives according to the traffic’s forwarding
class. Premium, expedited-forwarding traffic, has priority for bandwidth over aggregate, best-effort
traffic. The force-premium filter ensures that traffic matching the term is treated as premium traffic by
a subsequent hierarchical policer, regardless of its forwarding class. This traffic is given preference over
any aggregate traffic received by that policer.

NOTE: The force-premium filter option is supported only on MPCs.

force-premium
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Table24:NonterminatingActionsforFirewallFilters forProtocol-IndependentTraffic inDynamic
Service Profiles (continued)

Description
Nonterminating
Action

Classify the packet to the named forwarding class:

• forwarding-class-name

• assured-forwarding

• best-effort

• expedited-forwarding

• network-control

NOTE: This action is supported on ingress only.

forwarding-class
class-name

Police the packet using the specified hierarchical policer.hierarchical-policer

Set the packet loss priority (PLP) level.

You cannot also configure the three-color-policer nonterminating action for the same firewall filter
term. These two nonterminating actions are mutually exclusive.

Youmust include the tri-color statement at the [edit class-of-service] hierarchy level to commit a PLP
configuration with any of the four levels specified. If the tri-color statement is not enabled, you can
configure only the high and low levels. This applies to all protocol families.

For information about the tri-color statement, see Configuring and Applying Tricolor Marking Policers.
For informationaboutusingbehavior aggregate (BA)classifiers to set thePLP level of incomingpackets,
see Understanding How Forwarding Classes Assign Classes to Output Queues.

For information about the tri-color statement and using behavior aggregate (BA) classifiers to set the
PLP level of incoming packets, see Understanding How Behavior Aggregate Classifiers Prioritize Trusted
Traffic.

NOTE: This action is supported on ingress only.

loss-priority (high |
medium-high |
medium-low | low)

Proceed to the next filter term.next

Name of policer to use to rate-limit traffic.policer policer-name

Port-mirror the packet based on the specified family.

NOTE: This action is supported on ingress only.

port-mirror

instance-name

Use the inline counting mechanismwhen capturing subscriber per-service statistics.

Count the packet for service accounting. The count is applied to a specific named counter
(__junos-dyn-service-counter) that RADIUS can obtain.

The service-accountingand service-accounting-deferred keywordsaremutually exclusive, bothper-term
and per-filter.

NOTE: This action is not supported on T4000 Type 5 FPCs and PTX Series Packet Transport Routers.

service-accounting
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Table24:NonterminatingActionsforFirewallFilters forProtocol-IndependentTraffic inDynamic
Service Profiles (continued)

Description
Nonterminating
Action

Use the deferred counting mechanismwhen capturing subscriber per-service statistics. The count is
applied to a specific named counter (__junos-dyn-service-counter) that RADIUS can obtain.

The service-accountingand service-accounting-deferred keywordsaremutually exclusive, bothper-term
and per-filter.

NOTE: This action is not supported on T4000 Type 5 FPCs and PTX Series Packet Transport Routers.

service-accounting-
deferred

(Only if the service-filter-hit flag is marked by a previous filter in the current type of chained filters)
Direct the packet to the next type of filters.

Indicate to subsequent filters in the chain that the packet was already processed. This action, coupled
with the service-filter-hitmatch condition in receiving filters, helps to streamline filter processing.

NOTE: This action is not supported on T4000 Type 5 FPCs and PTX Series Packet Transport Routers.

service-filter-hit

Police the packet using the specified single-rate or two-rate three-color-policer.

NOTE: You cannot also configure the loss-priority action for the same firewall filter term. These two
actions are mutually exclusive.

three-color-policer
(single-rate |
two-rate)
policer-name

Related
Documentation

Guidelines for Configuring Firewall Filters•

• Firewall Filter Nonterminating Actions

• Firewall Filter Terminating Actions

• Firewall Filter Match Conditions for Protocol-Independent Traffic in Dynamic Service

Profiles on page 202

Interface-Shared Filters Overview

Interface-shared filters can be defined statically or dynamically, but can only be applied

using dynamic profiles, and are supported for both client and service sessions. The same

interface-shared instance can be attached to multiple interfaces only if these interfaces

reference the same interface-shared filter name and have the same shared name.

The shared name can be taken fromeither the $junos-interface-set-name variable or the

$junos-svlan-interface-set-name variable, where the values of the variables are provided

by the related client session or service session. For example, if the

$junos-interface-set-name variable is defined as the shared name, the same

interface-shared filter instance is attached to all logical interfaces that belong to the

interface set defined by the variable of that session. Similarly, if

$junos-svlan-interface-set-name is defined for the shared name, all logical interfaces

that belong to the VLAN interfaces set defined by the session's variable share the same

interface-shared instance.
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With VLAN subscriber interfaces that use the agent-circuit-identifier information, many

subscribers share the same underlying logical interface. Because some of these

subscribers are related to each other as part of the same household, youmust apply an

interface-shared filter to the subscriber logical interfaces that make up the household

to be able to filter and police these related subscribers at a household level. All interfaces

that share the same interface-shared filter instance share the same set of counters and

policer actions.

The base filter name of a parameterized filter is assigned depending upon the profile

name and the contents of the filter definition. Therefore, when an interface-shared filter

is usedwithparameterized filters, all servicesessions thatwant toshare thesame instance

of an interface-shared filter must have the exact same parameterized filter and profile.

A service session uses a different instance of the interface-shared filter if either the

parameterized filter or the profile is different.

Related
Documentation

Example: ImplementingaFilter forHouseholdsThatUseACI-BasedVLANsonpage209•

Dynamically Attaching Filters Using RADIUS Variables

You can attach filters to static interfaces by using dynamic profiles. By specifying a

variable for the input and output filters, the dynamic profile uses RADIUS VSA attributes

for ingress and egress policy.

VariableAttribute NameRADIUS VSA

$junos-input-filterIngress-Policy-Name26–10

$junos-output-filterEgress-Policy-Name26–11

$junos-input-ipv6-filterIPv6-Ingress-Policy-Name26–106

$junos-output-ipv6-filterIPv6-Egress-Policy-Name26–107

$junos-input-interface-filterInput-Interface-Filter26–191

$junos-output-interface-filterOutput-Interface-Filter26–192

To dynamically attach IPv4 input and output filters using RADIUS:

1. Specify the dynamic profile youwant to attach, the interface, the logical unit number,

and family inet.

[edit]
user@host# edit dynamic-profilesmyProfile interface ge-1/1/1 unit 1 family inet

2. Specify the IPv4 input filter variable in the dynamic profile.

[edit dynamic-profiles myProfile interfaces ge-1/1/1 unit 1 family inet]
user@host# set filter input $junos-input-filter
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3. Specify the IPv4 output filter variable in the dynamic profile.

[edit dynamic-profiles myProfile interfaces ge-1/1/1 unit 1 family inet]
user@host# set filter output $junos-output-filter

To dynamically attach IPv6 input and output filters using RADIUS:

1. Specify the dynamic profile youwant to attach, the interface, the logical unit number,

and family inet6.

[edit]
user@host# edit dynamic-profilesmyProfile interface ge-1/1/1 unit 1 family inet6

2. Specify the IPv6 input filter variable in the dynamic profile.

[edit dynamic-profiles myProfile interfaces ge-1/1/1 unit 1 family inet6]
user@host# set filter input $junos-input-ipv6-filter

3. Specify the IPv6 output filter variable in the dynamic profile.

[edit dynamic-profiles myProfile interfaces ge-1/1/1 unit 1 family inet6]
user@host# set filter output $junos-output-ipv6-filter

To dynamically attach input and output filters to any interface independent of protocol

using RADIUS:

1. Specify the dynamic profile you want to attach, the interface, and the logical unit

number.

[edit]
user@host# edit dynamic-profilesmyProfile interfaces ge-1/1/1 unit 1

2. Specify the input filter variable that applies to all families configured for the logical

interface.

[edit dynamic-profiles myProfile interfaces ge-1/1/1 unit 1
user@host# set filter input $junos-input-interface-filter

3. Specify the output filter variable that applies to all families configured for the logical

interface.

[edit dynamic-profiles myProfile interfaces ge-1/1/1 unit 1]
user@host# set filter output $junos-output-interface-filter

Related
Documentation

Classic Filters Overview on page 157•

• Dynamically Attaching Statically Created Filters for Any Interface Type on page 172

• Dynamically Attaching Statically Created Filters for a Specific Interface Family Type

on page 171

• Junos OS Predefined Variables

• Using Junos OS Defaults Groups
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• Firewall Filters Overview

Example: Implementing a Filter for Households That Use ACI-Based VLANs

In the following example using an interface-shared filter, you configure a dynamic profile

that is used to implement agent-circuit-identifier VLAN household filtering. If

$junos-input-filter is FILTER1 and $junos-interface-set-name is ACI1, then a filter with the

name FILTER1-ACI1-in is created and attached to the demux0 unit. When a subsequent

login from the samehousehold occurs, it is in the sameVLAN. If $junos-input-filter is also

FILTER1, the next demux0 interface also has the FILTER1-ACI1-in filter attached. A low

value precedence was used with the interface-shared filter. If you want to have the

interface-shared filter applied first, give a higher precedence to any other filters that are

attached to the same interfaces.

Filter with interface-set match cannot be used on dynamic interface—dynamic

interface-setmatch is not supported. The shared-name of an interface-shared filter can

now be populated from the $junos-svlan-interface-set-name variable. This means

interface-shared filter can also be attached to dynamic SVLAN interface-set, before

which theshared-namecouldonlybe taken fromthe$junos-interface-set-namevariable.

To configure an interface-shared filter using a dynamic profile that is used to implement

agent-circuit-identifier VLAN household filtering:

1. Access the dynamic profile you want to use.

[edit]
user@host# edit dynamic-profiles client-profile

2. Specify the interfaces and the unit.

[edit dynamic-profiles client-profile]
user@host# edit interfaces demux0 unit $junos-interface-unit

3. Specify the family.

[edit dynamic-profiles client-profile interfaces demux0 unit “$junos-interface-unit”]
user@host# edit family inet

4. Specify the input filter and the filter terms for the interface unit.

[edit dynamic-profiles client-profile interfaces demux0 unit “$junos-interface-unit”
family inet]

user@host# edit input $junos-input-filter shared-name $junos-interface-set-name
precedence precedence-number

5. Specify the output filter and the filter terms for the interface unit.

[edit dynamic-profiles client-profile interfaces demux0 unit “$junos-interface-unit”
family inet]

user@host# edit input $junos-output-filter shared-name $junos-interface-set-name
precedence precedence-number
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6. Specify that you want to configure a firewall, and specify the family.

[edit dynamic-profiles client-profile]
user@host# edit firewall family inet

7. Specify the filter.

[edit dynamic-profiles client-profile firewall family inet
user@host# edit filter uid

8. Specify that the filter is an interface-shared filter.

[edit dynamic-profiles client-profile firewall family inet filter uid]
user@host# set interface-shared

[edit]
dynamic-profile {
client-profile {
interfaces {
demux0 {
unit $junos-interface-unit {
family inet {
filter {
input$junos-input-filtershared-name$junos-interface-set-nameprecedence
10;

}
}

}
}

}
}
}
firewall {
family inet {
filter FILTER1 {
interface-shared;
term… # the filter’s terms

}
}

}

Related
Documentation

Dynamically Attaching Statically Created Filters for a Specific Interface Family Type

on page 171

•

• Dynamically Attaching Filters Using RADIUS Variables on page 207

• Firewall Filters Overview

Example: Dynamic-Profile Parsing

The following example shows the basic dynamic-profile parsing steps for parameterized

filters.
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1. Read dynamic-profilesmy-svc-prof interface ge-1/0/0unit 7 family inet filter input
and get the valuemy-filt-1gw_UID1022. Themy-in-filter variable received the name
of the UID (my-filt-1gw) from the first service parameter. The name

my-filt-1gw_UID1022 comes from the value of themy-filt-1gwUID.

2. Determine whether a static filter calledmy-filt-1gw_UID1022 exists. If so, this is the
existing classic filter case and not a parameterized filter.

3. Try to read dynamic-profile my-svc-prof firewall family inet fast-update-filter
my-filt-1gw_UID1022’. If this exists, this is a fast update filter, not a parameterized
filter.

4. Try to read dynamic-profile my-svc-prof firewall family inet filter
my-filt-1gw_UID1022. If this does not exist, return a “filter not found” error.

5. Search for a template namedmy-filt-1gw_UID1022. If it does not exist:

a. Read the parameterized filter configuration. This adds the match destination

address 198.51.100.239 and the policermy-policer_UID1005 as the action.

b. Determine whethermy-policer_UID1005 exists. If it does not, read the
dynamic-profile my-svc-prof firewall policer my-policer_UID1005 configuration
and create themy-policer_UID1005 policer.

c. Compile themy-filt-1gw_UID1022 filter.

d. Installmy-filt-1gw_UID1022 as a filter template.

6. Create and install an interface-specific filter reference named

my-filt-1gw_UID1022-ge-1/0/0.7-in withmy-filt-1gw_UID1022 as its template.

7. Attachmy-filt-1gw_UID1022-ge-1/0/0.7-in to interface ge-1/0/0.7.

When subsequent sessions are created with the same parameters, the system returns

the samemy-filt-1gw_UID1022 filter name. In this case, Step 5 finds the existing filter
template and proceeds directly to Step 6.

Related
Documentation

Sample Dynamic-Profile Configuration for Parameterized Filters on page 179•

• Dynamic Profile After UID Substitutions for Parameterized Filters on page 181

Example: Firewall Dynamic Profile

In this example, dynamic firewall is configured for subscriber access using Junos IPv4

predefined variables.
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The predefined variables equate to RADIUS settings as follows:

RADIUS Attribute NumberRADIUS VSA NameJunos OS Predefined Variable

26–10Ingress-Policy-Name$junos-input-filter

26–11Egress-Policy-Name$junos-output-filter

dynamic-profiles {
DynamicFilterProfile {
interfaces {
“$junos-interface-ifd-name” {
unit “$junos-underlying-interface-unit” {
family inet {
filter {
input “$junos-input-filter”;
output “$junos-output-filter”;

}
}

}
}

}
}

}

NOTE: Youmust also configure any global firewall parameters.

Related
Documentation

Understanding Dynamic Firewall Filters on page 153•

Example: Configuring a Filter to Exclude DHCPv6 and ICMPv6 Control Traffic for LAC
Subscriber

This example shows how to configure a standard stateless firewall filter that excludes

DHCPv6 and ICMPv6 control packets from being considered for idle-timeout detection

for tunneled subscribers at the LAC.

• Requirements on page 212

• Overview on page 212

• Configuration on page 213

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

Subscriber access on a LAC can be limited by configuring an idle timeout period that

specifies the maximum period of time a subscriber can remain idle after the subscriber
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session is established. The LACmonitors the subscriber’s upstream and downstream

data traffic to determine whether the subscriber is inactive. Based on the session

accounting statistics. the subscriber is not considered idle as long as data traffic is

detected in either direction. When no traffic is detected for the duration of the idle time

out, the subscriber is logged out gracefully similarly to a RADIUS-initiated disconnect or

a CLI-initiated logout.

However, after a tunnel is established for L2TPsubscribers, all packets through the tunnel

at the LAC are treated as data packets. Consequently, the accounting statistics for the

session are inaccurate and the subscriber is not considered to be idle as long as DHCPv6

and ICMPv6 control packets are being sent.

Starting in Junos OS Release 17.2R1, you can define a firewall filter for the inet6 family

with terms to match on these control packets. Include the use the exclude-accounting

terminating action in the filter terms to drop these control packets.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy
level.

set access profile v6-exclude-idle session-options client-idle-timeout 10
set access profile v6-exclude-idle session-options client-idle-timeout-ingress-only
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edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER
set interface-specific
set term EXCLUDE-ACCT-DHCP-INET6 from next-header udp
set term EXCLUDE-ACCT-DHCP-INET6 from source-port 546
set term EXCLUDE-ACCT-DHCP-INET6 from source-port 547
set term EXCLUDE-ACCT-DHCP-INET6 from destination-port 546
set term EXCLUDE-ACCT-DHCP-INET6 from destination-port 547
set term EXCLUDE-ACCT-DHCP-INET6 then count exclude-acct-dhcpv6
set term EXCLUDE-ACCT-DHCP-INET6 then exclude-accounting

set term EXCLUDE-ACCT-ICMP6 from next-header icmp6
set term EXCLUDE-ACCT-ICMP6 from icmp-type router-solicit
set term EXCLUDE-ACCT-ICMP6 from icmp-type neighbor-solicit
set term EXCLUDE-ACCT-ICMP6 from icmp-type neighbor-advertisement
set term EXCLUDE-ACCT-ICMP6 then count exclude-acct-icmpv6
set term EXCLUDE-ACCT-ICMP6 then exclude-accounting
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set term default then accept

top
editdynamic-profilespppoe-dynamic-profile interfacespp0unit"$junos-interface-unit"
set family inet6 filter input EXCLUDE-ACCT-INET6-FILTER
set family inet6 filter output EXCLUDE-ACCT-INET6-FILTER
set actual-transit-statistics

Configure the Filter

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode in the CLI User Guide.

To configure the filter:

1. Set the idle timeout for subscriber sessions..

[edit access profile v6-exclude-idle]
user@host# set session-options client-idle-timeout 10

2. Specify the idle timeout applies only to ingress traffic.

[edit access profile v6-exclude-idle]
user@host# set session-options client-idle-timeout-ingress-only

3. Define the firewall filter term that excludes the DHCPv6 control packets from

accounting statistics.

a. Specify a match on packets with the first Next Header field set to UDP (17).

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-DHCP-INET6 from next-header udp

b. Specify a match on packets with a source port of 546 or 547 (DHCPv6).

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-DHCP-INET6 from source-port 546
user@host# set term EXCLUDE-ACCT-DHCP-INET6 from source-port 547

c. Specify a match on packets with a DHCP destination port of 546 or 547

(DHCPv6).

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-DHCP-INET6 from destination-port 546
user@host# set term EXCLUDE-ACCT-DHCP-INET6 from destination-port 547

d. Count the matched DHCPv6 packets.

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-DHCP-INET6 then count
exclude-acct-dhcpv6

e. Exclude thematched DHCPv6 packets from accounting statistics.

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-DHCP-INET6 then exclude-accounting
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4. Define the firewall filter term that excludes the ICMPv6 control packets from

accounting statistics.

a. Specify a match on packets with the first Next Header field set to ICMPv6 (58).

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-ICMP6 from next-header icmp6

b. Specify a match on packets with an ICMPv6message type.

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-ICMP6 from icmp-type router-solicit
user@host# set term EXCLUDE-ACCT-ICMP6 from icmp-type neighbor-solicit
user@host# set term EXCLUDE-ACCT-ICMP6 from icmp-type
neighbor-advertisement

c. Count the matched ICMPv6 packets.

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-ICMP6 then count exclude-acct-icmpv6

d. Exclude thematched ICMPv6 packets from accounting statistics.

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term EXCLUDE-ACCT-DHCP-INET6 then exclude-accounting

5. Define the default filter term to accept all other packets.

[edit firewall family inet6 filter EXCLUDE-ACCT-INET6-FILTER]
user@host# set term default then accept

6. Configure the dynamic profile to apply the filter to input and output interfaces for

the inet6 family.

[edit dynamic-profiles pppoe-dynamic-profile interfaces pp0 unit
"$junos-interface-unit"]

user@host# set family inet6 filter input EXCLUDE-ACCT-INET6-FILTER
user@host# set family inet6 filter output EXCLUDE-ACCT-INET6-FILTER

7. Enable subscriber management accurate accounting.

[edit dynamic-profiles pppoe-dynamic-profile interfaces pp0 unit
"$junos-interface-unit"]

user@host# set actual-transit-statistics

Results

From configuration mode, confirm your configuration by entering the show access, show

firewall, and showdynamic-profilescommands. If theoutputdoesnotdisplay the intended

configuration, repeat the instructions in this example to correct the configuration.

user@host# show access
profile v6-exclude-idle {
session-options {
client-idle-timeout 10;
client-idle-timeout-ingress-only;

}
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}

user@host# show firewall
family inet6 {
filter EXCLUDE-ACCT-INET6-FILTER {
interface-specific;
term EXCLUDE-ACCT-DHCP-INET6 {
from {
next-header udp;
source-port [ 546 547 ];
destination-port [ 546 547 ];

}
then {
count exclude-acct-dhcpv6;
exclude-accounting

}
}
term EXCLUDE-ACCT-ICMP6 {
from {
next-header icmp6;
icmp-type [ router-solicit neighbor-solicit neighbor-advertisement ]

}
then {
count exclude-acct-icmpv6;
exclude-accounting;

}
}
term default {
then accept;

}
}

}

user@host# show dynamic-profiles
pppoe-dynamic-profile {
interfaces {
pp0 {
unit "$junos-interface-unit" {
actual-transit-statistics;
family inet6 {
filter {
input EXCLUDE-ACCT-INET6-FILTER;
output EXCLUDE-ACCT-INET6-FILTER;

}
}

}
}

}
}

If you are done configuring the device, enter commit from configuration mode.

Related
Documentation

• Classic Filters Overview on page 157

• Dynamically Attaching Statically Created Filters for a Specific Interface Family Type

on page 171
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• Understanding How to Use Standard Firewall Filters

• Firewall Filter Terminating Actions

• Firewall Filter Match Conditions for IPv6 Traffic
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CHAPTER 19

Using Ascend Data Filters to Implement
Firewalls Based on RADIUS Attributes

• Ascend-Data-Filter Policies for Subscriber Management Overview on page 219

• Ascend-Data-Filter Attribute Fields on page 221

• Dynamically Applying Ascend-Data-Filter Policies to Subscriber Sessions on page 224

• Example: Configuring Dynamic Ascend-Data-Filter Support for Subscriber

Access on page 226

• Example: Configuring Static Ascend-Data-Filter Support for Subscriber

Access on page 229

• Verifying andManagingDynamic Ascend-Data-Filter Policy Configuration on page 233

Ascend-Data-Filter Policies for Subscriber Management Overview

Subscriber management enables you to use Ascend-Data-Filters to create policies for

subscriber traffic. AnAscend-Data-Filter is abinary value that is configuredon theRADIUS

server. The filter contains rules that specifymatch conditions for traffic and an action for

the router to perform (such as accept or discard the traffic). Thematch conditionsmight

include the source and destination IP address or port, the protocol, the filter direction,

the traffic class, and policer information.

Subscribermanagementusesadynamicprofile toobtain theAscend-Data-Filterattribute

(RADIUS attribute 242) from the RADIUS server and apply the policy to a subscriber

session. Dynamic profiles support Ascend-Data-Filters for inet and inet6 family types,

and both families can be present in a dynamic profile. You include Junos OS predefined

variables in the dynamic profiles — $junos-adf-rule-v4 for family inet and

$junos-adf-rule-v6 for inet6. The Ascend-Data-Filter attribute can include rules for both

address families. The predefined variables map the Ascend-Data-Filter rules for the

respective family to the Junos OS firewall filter process. A firewall filter is created and

attached to the subscriber’s logical interface.

You can also configure a static Ascend-Data-Filter by manually entering the required

binary data as a hexadecimal string in a dynamic profile. A statically configured

Ascend-Data-Filter in a dynamic profile takes precedence over an Ascend-Data-Filter

attribute that is received fromRADIUS.Thestaticmethod is time-consuming toconfigure;

it is typically used only for testing purposes.

219Copyright © 2017, Juniper Networks, Inc.



The Ascend-Data-Filter attribute is supported in RADIUS Access-Accept and Change of

Authorization (CoA)messages.

CoA updates existing filters based on the Ascend-Data-Filter Type field, as shown in the

following list:

• If the Type field is 1, IPv4 rules are updated and IPv6 rules are unchanged. The opposite

is true if the Type field is 3.

• If both Type 1 and 3 are specified, then all rules are updated.

• If the CoA has no Ascend-Data-Filter rules, then the existing rules are unchanged.

Filter Naming Conventions

Each Ascend-Data-Filter has a unique name, which is assigned by the dynamic firewall

process, dfwd. The assigned names are displayed in the results of the show subscriber
extensive and show firewall commands. Ascend-Data-Filters use the following naming
convention:

__junos_adf_session#-interfacename-family-direction

For example:

__junos_adf_33847-ge/1/0/4.53-init-in

Each Ascend-Data-Filter rule maps to a single term, and the term names are simply t0,

t1, ..., tn. If you configure the counter option, the router adds a count action to each term
that is created. The counter names are a combination of the the term names with -cnt

appended. For example t0-cnt and t1-cnt.

Use of Multiple Sessions with Ascend-Data-Filters on an Interface

An interface can havemultiple subscriber sessions, each session using its own

Ascend-Data-Filter rules.When anAscend-Data-Filter is applied to a subscriber session,

the rules are created independently of any other filters and are added to the interface

filter list. The Ascend-Data-Filter rules for the other sessions on the same interface are

also added to the filter list. All packets that are processed for the interface must go

through all filters, and the filters are applied according to the precedence you set.

Because the filter list can be a combination of several rules, youmust consider how the

multiple filters coexist. Youmustensure that the filtersaredesignedandappliedcorrectly

in order to provide the desired filtering and resulting action. For example, a sessionmight

havea filter that accepts traffic fromSubscriber-Aanddiscardsall other traffic. However,

a second session on the same interface might have a filter that accepts traffic from

Subscriber-B only and discards other traffic. When the two filters are combined in the

filter list, traffic from Subscriber-B is discarded by the first filter, and traffic from

Subscriber-A is discarded by the second filter. As a result, no traffic is accepted on the

interface because the two filters essentially cancel out each other and discard all traffic.
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Optional ADF Filter Requirement for Some Subscribers

When you include either of the predefined variables—$junos-adf-rule-v4 or

$junos-adf-rule-v6—in the dynamic profile, by default the RADIUS reply messagemust

include the Ascend-Data-Filter attribute (RADIUS attribute 242) for each subscriber. If

the attribute is not included, the router reports an error.

A service provider might apply the same dynamic profile to amixed pool of subscribers,

such that the attribute is included by RADIUS for some of the subscribers and is not

included for others. By default, the router returns an error for each of the subscribers

without theattribute, consuming systemresources. Youcanconfigure thedynamicprofile

to accommodate such amixture of subscribers by making the attribute requirement

optional. To do so, and to suppress attribute error reporting, specify the not-mandatory
option with the adf statement at the [edit dynamic-profiles profile-name interfaces

interface-name unit logical-unit-number family family filter] hierarchy level. With this

configuration, the Ascend-Data-filter is simply not createdwhen the Ascend-Data-Filter

attribute is not present.

Related
Documentation

Dynamically Applying Ascend-Data-Filter Policies to Subscriber Sessions on page 224•

• Ascend-Data-Filter Attribute Fields on page 221

Ascend-Data-Filter Attribute Fields

Table25onpage221provides informationabout the fieldsused in theAscend-Data-Filter

attribute (RADIUS attribute 242) and how the fields map to Junos OS filter functions.

The table lists the fields in theorder inwhich theyoccur in theAscend-Data-Filter attribute.

Table 25: Ascend-Data-Filter Attribute Fields

JunosOSFilter FunctionValueFormatAction or Classifier

• 1 = IPv4

• 3 = IPv6

1 byteType

• 0 =maps to discard
action

• 1 = maps to accept
action

• 0 = filter

• 1 = forward

1 byteFilter or forward

• 0 = adds egress terms
to the output filter

• 1=adds ingress terms to
the input filter

• 0 = egress

• 1 = ingress

1 byteIndirection

––1 byteSpare
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Table 25: Ascend-Data-Filter Attribute Fields (continued)

JunosOSFilter FunctionValueFormatAction or Classifier

• 0 = nomapping
performed

• From source-address
address entry added to
term

IP address of the source
interface

IPv4 = 4 bytes

IPv6 = 16
bytes

Source IP address

• 0 = nomapping
performed

• From
destination-address
address entry added to
term

IP address of the
destination interface

IPv4 = 4 bytes

IPv6 = 16
bytes

Destination IP
address

• 0 = nomapping
performed

• From source-address
prefix entry added to
term

• Type 1 = Number of
leading zeros in the
wildcard mask

• Type 3 = Higher order
contiguous bits of the
address that make up
the network portion of
the address

1 byteSource IP prefix

• 0 = nomapping
performed

• From
destination-address
prefix entry added to
term

• Type 1 = Number of
leading zeros in the
wildcard mask

• Type 3 = Higher order
contiguous bits of the
address that make up
the network portion of
the address

1 byteDestination IP prefix

• 0 = nomapping
performed

• IPv4 = from protocol
number added to term

• IPv6= fromnext-header
number added to term

Protocol type1 byteProtocol

Not implementedNot implemented1 byteEstablished

From source-portx -yentry
added to term

Port number of the source
port

2 bytesSource port

From destination-port x - y
entry added to term

Port number of the
destination port

2 bytesDestination port

• 0 = nomapping
performed

• 1 – 3 =mapped to
corresponding option

• 4 =mapped to except
match option

• 0 = no compare

• 1 = less than

• 2 = equal to

• 3 = greater than

• 4 = not equal to

1 byteSource port qualifier
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Table 25: Ascend-Data-Filter Attribute Fields (continued)

JunosOSFilter FunctionValueFormatAction or Classifier

• 0 = nomapping
performed

• 1 – 3 =mapped to
corresponding match
option

• 4 =mapped to except
match option

• 0 = no compare

• 1 = less than

• 2 = equal to

• 3 = greater than

• 4 = not equal to

1 byteDestination port
qualifier

Not usedNot used2 bytesReserved

Not implemented• For IPv4 = Type of
Service (ToS)

• For IPv6 =
Differentiated Services
Code Point (DSCP)

1 byteMarking value

Not implemented0 = no packet marking1 byteMarking mask

Maps to the forwarding
class name. The action
forwarding-class name is
added to term.

• 0 = no traffic class
(required if there is no
profile)

• First byte specifies the
length of the ASCII
nameof the traffic class

• Traffic class must be
statically configured

• Namecanoptionally be
null terminated, which
consumes 1 byte

• If a name is given, it
must match one of the
default forwarding
classes (such as
best-effort)or thename
of a forwarding class
configured under the
[edit class-of-service
scheduler-maps
map-name] stanza.

1–41 bytesTraffic class
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Table 25: Ascend-Data-Filter Attribute Fields (continued)

JunosOSFilter FunctionValueFormatAction or Classifier

Maps to the policer
policer-name action
modifier of the same
name. The action policer
name is added to term.

• 0 = no rate limit
(required if there is no
profile)

• First byte specifies the
length of the ASCII,
followed by the ASCII
name of the profile

• Profile must be
statically configured

• Namecanoptionally be
null terminated, which
consumes 1 byte

• If a name is given, it
must match the name
of one of the firewall
policers that is
configured under the
[edit firewall] stanza.

1–41 bytesRate-limit profile

Related
Documentation

Ascend-Data-Filter Policies for Subscriber Management Overview on page 219•

Dynamically Applying Ascend-Data-Filter Policies to Subscriber Sessions

Subscriber management enables you to use dynamic profiles to dynamically apply

policies that are defined in Ascend-Data-Filters (RADIUS attribute 242) to subscriber

sessions. The dynamic profiles include a Junos OS predefined variable that maps the

rules and actions defined in the Ascend-Data-Filter to Junos OS features. The RADIUS

administrator configures the Ascend-Data-Filter on the RADIUS server in a separate

operation.

Subscribermanagementdynamicprofilesuse the following JunosOSpredefinedvariables

to map family-specific Ascend-Data-Filter rules to Junos OS filter functionality:

• $junos-adf-rule-v4—Used for IPv4 family inet.

• $junos-adf-rule-v6—Used for IPv6 family inet6.

To configure a dynamic profile to dynamically apply the policy defined by an

Ascend-Data-Filter to a subscriber session:

1. Specify the dynamic profile in which you want to include the Ascend-Data-Filter.

Specify the interface, the logical unit number, and the family type.

[edit]
user@host# edit dynamic-profiles profile-name interfaces interface-name unit
logical-unit-number family family

2. Specify that you want to include an Ascend-Data-Filter in the dynamic profile.
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[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
family family]

user@host# edit filter adf

3. Specify the Junos OS predefined variable that maps the Ascend-Data-Filter actions

to Junos OS filter functionality. Use the variable that corresponds to the specified

family type.

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
family family filter adf]

user@host# set rule ($junos-adf-rule-v4 | $junos-adf-rule-v6)

NOTE: You can also statically configure the Ascend-Data-Filter in this
step by entering the filter in hexadecimal format, rather than use a
predefined variable. Youmight use a static filter for testing purposes.

4. (Optional) Suppress error-reporting in the event the RADIUS reply messages do not

include the Ascend-Data-Filter attribute.

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
family family filter adf]

user@host# set not-mandatory

5. (Optional) Enable the counter feature. The counter increments each time a packet

matches the rule.

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
family family filter adf]

user@host# set counter

6. (Optional) Specify the input precedence used to establish the order in which filters

on the interface are applied. A lower precedence value equals a higher precedence.

The precedence relates to other dynamic filters configured on the same interface.

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
family family filter adf]

user@host# set input-precedence precedence

7. (Optional) Specify the output precedence used to establish the order in which filters

on the interface are applied. A lower precedence value equals a higher precedence.

The precedence relates to other dynamic filters configured on the same interface.

[edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number
family family filter adf]

user@host# set output-precedence precedence

Related
Documentation

Ascend-Data-Filter Policies for Subscriber Management Overview on page 219•

• Ascend-Data-Filter Attribute Fields on page 221

• Verifying andManagingDynamic Ascend-Data-Filter Policy Configuration on page 233
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• Example: Configuring Dynamic Ascend-Data-Filter Support for Subscriber Access on

page 226

• Example: Configuring Static Ascend-Data-Filter Support for Subscriber Access on

page 229

Example: Configuring Dynamic Ascend-Data-Filter Support for Subscriber Access

This example shows how to configure support for dynamic Ascend-Data-Filter policies.

• Requirements on page 226

• Overview on page 226

• Configuration on page 226

• Verification on page 228

Requirements

• Ensure that the Ascend-Data-Filter has been configured on the RADIUS server.

• Create the dynamic profile. See Dynamic Profiles Overview.

• Configure RADIUS support. See Configuring RADIUS Server Parameters for Subscriber

Access.

Overview

Ascend-Data-Filters are configured on a RADIUS server, and contain rules that create

policies. Subscribermanagementusesadynamicprofile toobtain theAscend-Data-Filter

attribute (RADIUS attribute 242) from the RADIUS server and apply the policy to a

subscriber session.

• Specify the dynamic profile to use to apply the Ascend-Data-Filter policy to the

subscriber session.

• Specify the Junos OS predefined variable that maps the Ascend-Data-Filter rules to

Junos OS filter functionality.

• Configure optional settings, which include counting the rule usage and setting the

precedence order for the filter.

Configuration

Step-by-Step
Procedure

To configure dynamic Ascend-Data-Filter support:

Specify the dynamic profile in which you want to include the Ascend-Data-Filter,

and configure the interface, the logical unit number, and the family type.

1.

[edit]
user@host# edit dynamic-profiles adf-profile-v4 interfaces
$junos-interface-ifd-name unit $junos-underlying-interface-unit family inet
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2. Specify that you want to include an Ascend-Data-Filter in the dynamic profile and

provide the Junos OS predefined variable as the rule that maps the

Ascend-Data-Filter actions to Junos OS filter functionality.

[edit dynamic-profiles adf-profile-v4 interfaces “$junos-interface-ifd-name” unit
“$junos-underlying-interface-unit” family inet]

user@host# set filter adf rule $junos-adf-rule-v4

3. Enable the counter for the rule.

[edit dynamic-profiles adf-profile-v4 interfaces “$junos-interface-ifd-name” unit
“$junos-underlying-interface-unit” family inet]

user@host# set filter adf counter

4. Specify the precedence for received packets on the interface.

[edit dynamic-profiles adf-profile-v4 interfaces “$junos-interface-ifd-name” unit
“$junos-underlying-interface-unit” family inet]

user@host# set filter adf input-precedence 75

5. Specify the precedence for transmitted packets on the interface.

[edit dynamic-profiles adf-profile-v4 interfaces “$junos-interface-ifd-name” unit
“$junos-underlying-interface-unit” family inet]

user@host# set filter adf output precedence 80

Results From configuration mode, confirm your configuration by entering the show

dynamic-profiles command. If the output does not display the intended configuration,

repeat the configuration instructions in this example to correct it.

[edit]
user@host# show dynamic-profiles
...
adf-profile-v4 {
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
family inet {
filter {
adf {
rule "$junos-adf-rule-v4";
counter;
input-precedence 75;
output-precedence 80;

...

If you are done configuring the device, enter commit from configuration mode.
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Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying that Dynamic Ascend-Data-Filter Rules Are Applied to Subscriber

Sessions on page 228

• Verifying Dynamic Ascend-Data-Filter Usage on page 229

Verifying that Dynamic Ascend-Data-Filter Rules Are Applied to Subscriber
Sessions

Purpose Verify that the Ascend-Data-Filter rules were attached to the subscriber.

Action From operational mode, enter the show subscribers extensive command.

user@host>show subscribers extensive
Type: DHCP
User Name: user1-adf
IP Address: 192.168.1.10
IP Netmask: 255.255.255.0
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.0
Interface type: Static
Dynamic Profile Name: adf-profile-v4
MAC Address: 00:00:5E:00:53:01
State: Active
Radius Accounting ID: 5
Login Time: 2010-08-12 14:06:27 PDT
ADF IPv4 Input Filter Name: __junos_adf_5-ge-1/0/0.0-inet-in
                    Rule 0: 0101010000000000d87f9200001800000000000000000000
                            from {
                                destination-address 198.51.100.146.0/24;
                            }
                            then {
                                accept;
                            }
                    Rule 1: 010001000000000000000000000006000000001900020000
                            from {
                                protocol 6;
                                destination-port 25;
                            }
                            then {
                                discard;
                            }
                    Rule 2: 010101000000000000000000000000000000000000000000
                            then {
                                accept;
                            }

Meaning The output shows the information for the dynamic profile, including Ascend-Data-Filter

rules. Verify the following information:

• The User Name field indicates the correct subscriber.

• The Dynamic Profile Name field is correct for the subscriber.
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• The correct Ascend-Data-Filter rules are applied to the subscriber. The display shows

the rules that are configured on the RADIUS server.

Verifying Dynamic Ascend-Data-Filter Usage

Purpose Verify usage of the dynamic Ascend-Data-Filter. Counter statistics are displayed when

the counter option is configured for the adf command in the dynamic profile.

Action From operational mode, enter the show firewall command.

user@host> show firewall

Filter: __junos_adf_5-ge-1/0/0.0-inet-in
Counters:
Name                         Bytes              Packets
t0-cnt                       32758                   22
t1-cnt                       22199                   15
t2-cnt                       21723                   14

Meaning Theoutput shows thenameof the filter and lists the counter activity. If the counteroption

is not configured, the output displays only the filter name.

Related
Documentation

Ascend-Data-Filter Policies for Subscriber Management Overview on page 219•

• Dynamically Applying Ascend-Data-Filter Policies to Subscriber Sessions on page 224

Example: Configuring Static Ascend-Data-Filter Support for Subscriber Access

This example shows how to configure support for static Ascend-Data-Filter policies. In

a static configuration, youmanually configure the Ascend-Data-Filter as part of the

dynamicprofile configuration. Thisprocedurediffers fromdynamicconfiguration, inwhich

theAscend-Data-Filter isdefinedon theRADIUSserverand thensubscribermanagement

uses a predefined variable to map the Ascend-Data-Filter rules to Junos OS filter

functionality. Because creating a static Ascend-Data-Filter configuration can be

labor-intensive, youmight typically use this method for testing purposes.

• Requirements on page 229

• Overview on page 230

• Configuration on page 230

• Verification on page 232

Requirements

• Create the dynamic profile. See Dynamic Profiles Overview.

• Configure RADIUS support. See Configuring RADIUS Server Parameters for Subscriber

Access.
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Overview

Ascend-Data-Filters contain rules that create policies. Subscriber management uses a

dynamic profile to apply the policy to a subscriber session. Youmanually configure the

Ascend-Data-Filter as part of the dynamic policy.

• Specify the dynamic profile to use to apply the Ascend-Data-Filter policy to the

subscriber session.

• Configure the Ascend-Data-Filter.

• Configure optional settings, which include counting the rule usage and setting the

precedence for received and transmitted traffic.

Configuration

Step-by-Step
Procedure

To configure static Ascend-Data-Filter support:

Specify the dynamic profile in which you want to create the Ascend-Data-Filter,

and configure the interface, the logical unit number, and the family type.

1.

[edit]
user@host# edit dynamic-profiles adf-profile-v4 interfaces
$junos-interface-ifd-name unit $junos-underlying-interface-unit family inet

2. Configure the Ascend-Data-Filter. Enclose the filter values within quotation marks.

You can configure multiple Ascend-Data-Filter rules in the same dynamic profile.

[edit dynamic-profiles adf-profile-v4 interfaces “$junos-interface-ifd-name” unit
“$junos-underlying-interface-unit” family inet]

user@host# set filter adf rule “01000100 CB007100 00000000 18000000
0000000000000000”

3. Enable the counter for the rule.

[edit dynamic-profiles adf-profile-v4 interfaces “$junos-interface-ifd-name” unit
“$junos-underlying-interface-unit” family inet]

user@host# set filter adf counter

4. Specify the precedence for received packets on the interface.

[edit dynamic-profiles adf-profile-v4 interfaces “$junos-interface-ifd-name” unit
“$junos-underlying-interface-unit” family inet]

user@host# set filter adf input-precedence 80

5. Specify the precedence for transmitted packets on the interface.

[edit dynamic-profiles adf-profile-v4 interfaces “$junos-interface-ifd-name” unit
“$junos-underlying-interface-unit” family inet]

user@host# set filter adf output precedence 85
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Results From configuration mode, confirm your configuration by entering the show

dynamic-profiles command. If the output does not display the intended configuration,

repeat the configuration instructions in this example to correct it.

[edit]
user@host# show dynamic-profiles
...
adf-profile-v4 {
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
family inet {
filter {
adf {
rule"01000100CB00710000000000180000000000000000000000";
counter;
input-precedence 80;
output-precedence 85;

...

If you are done configuring the device, enter commit from configuration mode.

Results

TheAscend-Data-Filter rule defined in Step 2 of the procedure configures an input policy

that filters all packets from network 203.0.113.0 with wildcard mask 255.255.255.0 to

any destination.

Table 26 on page 231 lists the values specified in the Ascend-Data-Filter rule.

Table 26: Ascend-Data-Filter Rule

Junos OS Filter FunctionHex ValueAction or Classifier

IPv401Type

Forward00Forward

Ingress01Indirection

None00Spare

203.0.113.0CB007100Source IP address

Any00000000Destination IP address

24 (255.255.255.0)18Source IP mask

0 (0.0.0.0)00Destination IP mask

None00Protocol

None00Established
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Table 26: Ascend-Data-Filter Rule (continued)

Junos OS Filter FunctionHex ValueAction or Classifier

None0000Source port

None0000Destination port

None00Source port qualifier

None00Destination port qualifier

None0000Reserved

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying that Static Ascend-Data-Filter Rules are Applied to Subscriber

Sessions on page 232

• Verifying Static Ascend-Data-Filter Usage on page 233

Verifying thatStaticAscend-Data-FilterRulesareApplied toSubscriberSessions

Purpose Verify that the Ascend-Data-Filter rules youmanually configured were attached to the

subscriber.

Action From operational mode, enter the show subscribers extensive command.

user@host>show subscriber extensive
Type: DHCP
User Name: user1-adf
IP Address: 192.168.1.10
IP Netmask: 255.255.255.0
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.0
Interface type: Static
Dynamic Profile Name: adf-profile-v4
MAC Address: 00:00:5E:00:53:01
State: Active
Radius Accounting ID: 5
Login Time: 2010-08-12 14:06:27 PDT
ADF IPv4 Input Filter Name: __junos_adf_5-ge-1/0/0.0-inet-in
                    Rule 0: 01000100CB00710000000000180000000000000000000000
                            from {
                                destination-address 203.0.113.0/24;
                            }
                            then {
                                accept;
                            }
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Meaning The output shows the information for the dynamic profile, including Ascend-Data-Filter

rules. Verify the following information:

• The User Name field indicates the correct subscriber.

• The Dynamic Profile Name field is correct for the subscriber.

• The correct static Ascend-Data-Filter rule is applied to the subscriber.

Verifying Static Ascend-Data-Filter Usage

Purpose Verify usage of the static Ascend-Data-Filter. Counter statistics are displayed when the

counter option is configured for the adf command in the dynamic profile.

Action From operational mode, enter the show firewall command.

user@host> show firewall

Filter: __junos_adf_5-ge-1/0/0.0-inet-in
Counters:
Name                         Bytes              Packets
t0-cnt                       32758                   22

Meaning Theoutput shows thenameof the filter and the lists counter activity. If the counteroption

is not configured, the output displays only the filter name.

Related
Documentation

Ascend-Data-Filter Policies for Subscriber Management Overview on page 219•

• Dynamically Applying Ascend-Data-Filter Policies to Subscriber Sessions on page 224

Verifying andManaging Dynamic Ascend-Data-Filter Policy Configuration

Purpose View or manage information for Ascend-Data-Filters.

Action To display statistics for Ascend-Data-Filters:•

user@host> show firewall

• To display firewall log information:

user@host> show subscribers extensive

• To clear filter counters:

user@host> clear firewall all

Related
Documentation

• Ascend-Data-Filter Policies for Subscriber Management Overview on page 219

• Dynamically Applying Ascend-Data-Filter Policies to Subscriber Sessions on page 224
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CHAPTER 20

Configuring Fast Update Filters to Provide
More Efficient Processing Over Classic
Static Filters

• Fast Update Filters Overview on page 236

• Basic Fast Update Filter Syntax on page 239

• Configuring Fast Update Filters on page 240

• Example: Configuring Fast Update Filters for Subscriber Access on page 241

• Match Conditions and Actions in Fast Update Filters on page 242

• Configuring the Match Order for Fast Update Filters on page 244

• Fast Update Filter Match Conditions on page 245

• Fast Update Filter Actions and Action Modifiers on page 245

• Configuring Terms for Fast Update Filters on page 246

• Configuring Filters to Permit Expected Traffic on page 247

• Avoiding Conflicts When Terms Match on page 248

• Associating Fast Update Filters with Interfaces in a Dynamic Profile on page 253
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Fast Update Filters Overview

Fast update filters provide more efficient filter processing over classic static filters when

dynamic services are implemented for multiple subscribers that share the same logical

interface.

Fast update filters support subscriber-specific filter values, as opposed to classic filters,

which are interface-specific. Fast update filters allow individual filter terms, or rules, to

be added or removed from filters without requiring the router to recompile the filter after

eachmodification—terms are added and removed when subscriber services are added

and removed.

Using the fast update filters feature involves three distinct operations:

1. Creating the filter—You define fast update filters under the [edit dynamic-profiles

profile-name firewall family family] hierarchy. The dynamic-profiles stanza enables

you tousedynamic variables to create subscriber-specific configurations for the filter’s

match terms. See “Configuring Fast Update Filters” on page 240.

2. Associating the filter with a dynamic profile—You use the [edit dynamic-profiles

profile-name interface interface-name unit unit-number family family hierarchy to

associate the filter with a dynamic profile. This is the same procedure used for classic

filters. See “Associating Fast Update Filters with Interfaces in a Dynamic Profile” on

page 253.

3. Attaching the filter to an interface—When a subscriber logs in, the dynamic profile

instantiates the subscriber session and applies the properties of the profile, including

the fast update filter, to the session interface. This is the same procedure used for

classic filters. Also, similar to classic filters, the name of fast update filters can be

provided in a user’s RADIUS file.

When a dynamic profile instantiates a subscriber session and applies a fast update filter,

the router verifies that the filter is not already present on the session interface. If the filter

is not present, the router adds the filter. If the filter is already present on the interface,

the router simply adds any new terms that are not in the existing filter. This procedure is

reversed when subscriber sessions are deleted. Any terms that were added by a session

are then removedwhen thesession isdeleted.The filter isdeletedwhen the last subscriber

session is deleted.

NOTE: You can optionally specify that a term can be added only once and
cannotbemodified.See“MatchConditionsandActions inFastUpdateFilters”
on page 242.

This overview covers:

• Fast Update Filter Components on page 237

• Fast Update Filter Processing on page 237
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• Fast Update Filter Names on page 238

• Guidelines for Creating and Applying Fast Update Filters on page 238

Fast Update Filter Components

When creating a fast update filter, you define one ormore terms that specify the filtering

criteria and the action to take when amatch occurs.

Each term consists of the following components:

• Match condition—Specifies values or fields that the packet must contain. You can

match amaximum of five fields in a fast update filter. A match condition can contain

a single value or range. This differs fromclassic filters, inwhich terms canhavemultiple

values. However, you can use additional terms to specifymultiple ranges. “FastUpdate

Filter Match Conditions” on page 245 lists the supportedmatch conditions for fast

update filters. Theorder inwhich the termsappear ina fastupdate filter is not important,

because the router examines the most specific term first. (Classic filters examine the

terms in the order in which the terms are listed.)

• Action—Specifieswhat to dowhen a packetmatches thematch condition. If no action

is specified for a term, the default action is to accept the packet. “Fast Update Filter

Actions and Action Modifiers” on page 245 lists the supported actions for fast update

filters.

Terms that are added to the filter during session instantiation must have a unique set of

match conditions. Two terms overlap, or conflict, if a packet canmatch both sets of

conditions—as a result, there are two different actions for the packet. You can ensure

that terms are unique by using the $junos-subscriber-ip-address variable as the

source-address (for an input filter) ordestination-address (for anoutput filter) in the from

statement. Youmust then supply the source-address or destination-address condition,

as appropriate, as the first condition in thematch-order statement.

Related
Documentation

Fast Update Filter Actions and Action Modifiers on page 245•

• Fast Update Filter Match Conditions on page 245

• Avoiding Conflicts When Terms Match on page 248

Fast Update Filter Processing

Youmustuse thematch-order statement toexplicitly specify theorder inwhich the router

examines filter match conditions. Also, the router examines only those conditions that

you include in thematch-order statement. When a fast update filter contains multiple

terms, the router compares a packet against the terms starting with the most specific

condition first.When the packet firstmatches a condition, the router performs the action

defined in the term to either accept or reject the packet, and then no other terms are

evaluated. If the router does not find amatch between the packet and first term, it then

compares the packet to the next term in the filter. The router continues to compare the

packet to the next specified term until a match is found. If there is nomatch after all

terms have been examined, the router silently drops the packet.
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You can specify a precedence (from 0 through 255) for input and output filters within a

dynamic profile to force filter processing in a particular order. Setting a lower precedence

value for a filter gives it a higher precedencewithin the dynamic profile. Filters with lower

precedence values are applied to interfaces before filters with higher precedence values.

Aprecedenceof zero (thedefault) gives the filter thehighestprecedence. If noprecedence

is specified, the filter receives a precedence of zero (highest precedence). Filters with

matching precedence (zero or otherwise) are applied in random order.

Fast Update Filter Names

When a filter is attached to an interface, the router first searches for a classic filter with

the specified name, and then uses the classic filter. If no classic filter exists with that

name, the router then searches in the dynamic profile for a fast update filter with the

specified name, and uses that filter.

If two different dynamic profiles include a fast update filter with the same name, the

match-order specificationof the two filtersmustbe identical. If the two filtersareactivated

on the same interface, the terms are added together.

The router includes the filter name in show firewall command results. The router also

creates unique names for filter terms and counters for the show firewall command.

When a fast update filter is created by the activation of a dynamic profile, the router

creates an interface-specific name for the filter. The name uses the following format,

which is also used for classic filters:

<filter-name>-<interface-name>.<subunit>-<direction>

For example, an input filter named httpFilter on interface ge-1/0/0.5 is named as follows

(in indicates an input filter and out indicates an output filter):

http-filter-ge-1/0/0.5–in

The router creates unique names for the filter terms and counters by appending the

session ID to all term and counter names. Terms that use the only-at-create statement

have a session-id of 0. Terms and counters use the following format:

<term-name>-<session-id>

<counter-name>-<session-id>

Guidelines for Creating and Applying Fast Update Filters

Fast update filters enable you tocreate subscriber-specific firewall filters anddynamically

apply these filters to statically created interfaces using dynamic profiles. Individual terms

can be added to, or removed from, a filter without requiring that the entire filter be

recompiled.

When creating and applying fast update filters, keep the following in mind:

• Dynamic application of input and output filters is supported.

• You cannot use the same fast update filter as both an input and output filter in the

same dynamic profile attached to an interface.
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• Fast update filters must always include terms that permit DHCP traffic to pass. See

“Configuring Filters to Permit Expected Traffic” on page 247.

• You can create family inet and inet6 filters.

• You can add or remove both IPv4 and IPv6 filters with the same service activation or

deactivation.

• You can remove one filter type without impacting the other type of filter. For example,

you can remove IPv6 filters and leave the current IPv4 filters active.

• The interface-specific statement is required for all fast update filters.

• Thematch-order statement is required—youmustexplicitly state theorderof thematch

fields in a fast update filter. See “Configuring the Match Order for Fast Update Filters”

on page 244.

• Thematch-order statement uses an implied wildcard for conditions that you specify

in the statement. If you specify a condition that is not also configured in the from

specification of a filter term, the router considers that a wildcard for that condition.

• A filter term can have only a single value or range; however, you can configuremultiple

terms to specify multiple ranges.

• You canmatch amaximum of five match conditions in a filter.

Related
Documentation

Understanding Dynamic Firewall Filters on page 153•

• Classic Filters Overview on page 157

• Dynamically Attaching Statically Created Filters for Any Interface Type on page 172

• Dynamically Attaching Statically Created Filters for a Specific Interface Family Type

on page 171

• Verifying and Managing Firewall Filter Configuration on page 289

Basic Fast Update Filter Syntax

This section shows the basic fast update filter statement syntax. The first part of this
syntaxprovides theCLI statements toassociatean input andoutput filterwithadynamic
profile. The second part of this syntax represents the configured input and output filters
associated to thedynamicprofile.WhenaDHCPeventoccurs, thedynamicprofile applies
the specified filters to the DHCP client interface on the router.

[edit dynamic-profiles profile-name]
interfaces {
$junos-interface-ifd-name {
unit $junos-underlying-interface-unit {
family family {
filter {
input filter-name;
precedence precedence;
output filter-name;
precedence precedence;

}
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}
}

}
}
[edit dynamic-profiles profile-name]
firewall {
family family {
fast-update-filter filter-name {
[desired filter configuration]

}
fast-update-filter filter-name {
[desired filter configuration]

}
}

}

Related
Documentation

Configuring Fast Update Filters on page 240•

Configuring Fast Update Filters

You configure a fast update filter in a dynamic profile—this enables you to use dynamic

variables in the filter configuration. After you configure fast update filters, you then use

the dynamic-profiles syntax to associate the filter with the subscriber interface.

To configure a fast update filter for subscriber access:

1. Access the dynamic profile you want to use.

[edit]
user@host# edit dynamic-profilesmyProfile

2. Specify that you want to configure a firewall, and specify the family.

[edit dynamic-profiles myProfile]
user@host# edit firewall family inet

3. Specify that you want to configure a fast update filter and assign a name to the filter.

[edit dynamic-profiles myProfile firewall family inet]
user@host# edit fast-update-filter httpFilter

4. Specify the interface-specific statement. This statement is mandatory.

[edit dynamic-profiles myProfile firewall family inet fast-update-filter httpFilter]
user@host# set interface-specific

5. Configure the match order to use for the filter terms.

[edit dynamic-profiles myProfile firewall family inet fast-update-filter httpFilter]
user@host# setmatch-order [source-address protocol destination-port]

See “Configuring the Match Order for Fast Update Filters” on page 244.
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6. Specify that you want to configure a term for the filter and assign the name to the

term. Configure the match conditions and actions for the term.

[edit dynamic-profiles myProfile firewall family inet fast-update-filter httpFilter]
user@host# edit term term1

[edit dynamic-profiles myProfile firewall family inet fast-update-filter httpFilter term
term1]

user@host# set from protocol tcp
user@host# set from source-address $junos-subscriber-ip-address
user@host# set from destination-port http
user@host# set then count http-cnt

See “Configuring Terms for Fast Update Filters” on page 246.

Related
Documentation

Configuring the Match Order for Fast Update Filters on page 244•

• Configuring Terms for Fast Update Filters on page 246

• Associating Fast Update Filters with Interfaces in a Dynamic Profile on page 253

• Fast Update Filters Overview on page 236

• Dynamic Profiles Overview

• Guidelines for Configuring Firewall Filters

• Guidelines for Applying Standard Firewall Filters

Example: Configuring Fast Update Filters for Subscriber Access

This example shows you how to configure a fast update filter that is an input filter that

counts the HTTP and non-HTTP packets from a subscriber. In the example, you use the

firewall stanza to create the filter and the interfaces stanza to attach the filter.

[edit dynamic-profiles myProfile]
firewall {
family inet {
fast-update-filter httpFilter {
interface-specific;
match-order [source-address protocol destination-port];
term term1 {
from {
protocol tcp;
source-address $junos-subscriber-ip-address;
destination-port http;

}
then {
count http-cnt;

}
}
term term2 {
from {
protocol tcp;
source-address $junos-subscriber-ip-address;
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}
then {
count non-http-cnt;

}
}

}
}

}
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
family inet {
filter {
input httpFilter;

}
}

}
}

}

Related
Documentation

Configuring Fast Update Filters on page 240•

Match Conditions and Actions in Fast Update Filters

To create a fast update filter, you use the term statement to specify conditions that a

packet must have, and to specify the action the router performs when those conditions

exist in the packet.

This section covers:

• Match Conditions on page 242

• Actions on page 243

• Adding Terms Only Once on page 243

Match Conditions

Match conditions specify characteristics that a packetmust have—if the conditions exist

in the packet, the router then performs the specified action. You use the from keyword

in the term statement to specify match conditions for the filter. The packet must match

all conditions in the from specification for the action to be performed, which alsomeans

that their order in the from specification is not important.

An individual condition in a from specification can contain a single value or range. You

canmatch amaximum of five match conditions in a filter.

“FastUpdateFilterMatchConditions” onpage245 lists thematchconditions youcanuse

in fast update filters.
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NOTE: The router uses an implied wildcard for conditions that you include
in thematch-order statement. If you includea condition that isnot configured

in the from specification of a filter term, the router considers that a wildcard

for the condition.

For example, if you include the dscp condition in thematch-order statement,

but do not configure a dscp value in the from specification of the filter term,

the routerperforms theactionconfigured in the then specificationof the filter

on all DSCP values.

Actions

Actions and actionmodifiers specify the operation the router performswhen a particular

match condition exists in a packet. You use the then keyword in the term statement to

specify the actions to perform on packets whose characteristics match the conditions

specified in the preceding from specification.

Action modifiers are actions taken in addition to the specified action. You can configure

any combination of action modifiers. For the action or action modifier to take effect, all

conditions in the from specification must match. If you specify log as one of the actions

in a term, this constitutes a termination action; whether any additional terms in the filter

are processed depends on the traffic through the filter. The action modifier operations

carry a default accept action. For example, if you specify an action modifier and do not

specifyanaction, thespecifiedactionmodifier is implementedand thepacket isaccepted.

“FastUpdate Filter Actions andActionModifiers” onpage245 lists theactions andaction

modifiers you can use in fast update filters.

Adding Terms Only Once

You can optionally specify that a term can be added only when the fast update filter is

first created, and cannot be later changed by adding or removing conditions. We

recommend that you only use the only-at-create option for terms that do not include

subscriber-specific data in their match conditions, such as common or default terms

(counting the default drop packet, for instance).

Related
Documentation

Configuring Terms for Fast Update Filters on page 246•

• Fast Update Filter Match Conditions on page 245

• Fast Update Filter Actions and Action Modifiers on page 245
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Configuring theMatch Order for Fast Update Filters

Youmust include thematch-order statement toexplicitly specify theorder inwhich router

examines the match conditions. The router examines only those match conditions that

you include in the statement. You canmatch amaximum of five conditions.

NOTE: If thematch-orderstatementcontainsacondition that isnotspecified

in the from statement of a term, the router considers that a wildcard for that

condition.

If you use the same fast update filter in multiple dynamic profiles, youmust
configure the samematch order for all profiles.

Toconfigure theorder inwhich the router examines thematchconditionsof a fast update

filter:

1. Access the fast update filter:

[edit dynamic-profiles myProfile]
user@host# edit firewall family inet fast-update-filter httpFilter

2. Specify the mandatory interface-specific statement.

[edit dynamic-profiles myProfile firewall family inet fast-update-filter httpFilter]
user@host# set interface-specific

3. Configure thematchorder for thematchconditions in the filter.Usebrackets toenclose

multiple match conditions.

[edit dynamic-profiles myProfile firewall family inet fast-update-filter httpFilter]
user@host# setmatch-order [source-address protocol destination-port]

Related
Documentation

Configuring Fast Update Filters on page 240•

• Configuring Terms for Fast Update Filters on page 246

• Fast Update Filters Overview on page 236

• Dynamic Profiles Overview

• Fast Update Filter Match Conditions on page 245

• Guidelines for Configuring Firewall Filters
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Fast Update Filter Match Conditions

Table 27: Fast Update Filter Match Conditions

DescriptionMatch Condition

IP destination address field.destination-address prefix

TCPorUDPdestinationport field. Canbeasinglenumber, a single
range, or one of the standard port synonyms.

destination-port number

Differentiatedservices codepoint. Canbeasinglenumber, a single
range, or the standard synonyms. IPv4 only.

dscp number

Series of match conditions. Enclose the string within quotation
marks and use semicolons to separate entries. For example,
match-terms“protocol tcp;destination-porthttp”;. Dynamicprofile
variables are not allowed in the string.

match-terms
string-of-conditions

IP protocol field. Can be a single number, a single range, or one of
the standard protocol synonyms. IPv4 only.

protocol number

IP source address field.source-address prefix

TCP or UDP source port field. Can be a single number, a single
range, or one of the standard protocol synonyms.

source-port number

Related
Documentation

Configuring Fast Update Filters on page 240•

Fast Update Filter Actions and ActionModifiers

Table 28: Fast Update Filter Actions and ActionModifiers

DescriptionAction or Action Modifier

Actions

Accept the packet.accept

A series of multiple actions or action modifiers. Enclose the
stringwithinquotationmarksandusesemicolons to separate
entries. For example, action-terms “log; count http-cnt”;.
Dynamic profile variables are not allowed in the string.

action-terms string-of-actions

Drop the packet silently, without sending an Internet Control
Message Protocol (ICMP)message.

discard

Do not add this term to the filter. All match conditions and
actions are ignored.

ignore-term

Port mirror packets.port-mirror
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Table 28: Fast Update Filter Actions and ActionModifiers (continued)

DescriptionAction or Action Modifier

Forward packets to specified routing instance.routing-instance routing-instance

ActionModifiers

Increment the specified counter.count counter-name

Classify the packet into one of the following forwarding
classes: as, assured-forwarding, best-effort,
expedited-forwarding, or network-control.

forwarding-class class

Log the packet header information.log

Set the loss priority level for packets.loss-priority (high |medium-high |
medium-low| low)

Rate-limit packets based on the specified policer.policer policer-name

Related
Documentation

Configuring Fast Update Filters on page 240•

Configuring Terms for Fast Update Filters

A fast update filter consists of one or more terms. A term is made up of one or more

matchconditionsand theaction to takewhenapacketmatches thespecifiedconditions.

To configure a term for a fast update filter:

1. Access the fast update filter.

[edit dynamic-profiles myProfile]
user@host# edit firewall family inet fast-update-filter httpFilter

2. Create the new term and assign a name to the term.

[edit dynamic-profiles myProfile firewall family inet fast-update-filter httpFilter]
user@host# set term term1

3. Configure thematchcondition for the term.See “FastUpdateFilterMatchConditions”

on page 245 for the supportedmatch conditions for fast update filters.

[edit dynamic-profiles myProfile firewall family inet fast-update-filter httpFilter]
user@host# set from protocol tcp
user@host# set from source-address $junos-subscriber-ip-address
user@host# set from destination-port http

4. Configure the action that the router takes when thematch conditions are met. See

“FastUpdateFilterActionsandActionModifiers”onpage245 for thesupportedactions

for fast update filters.
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[edit dynamic-profiles myProfile firewall family inet fast-update-filter httpFilter]
user@host# set then accept

5. (Optional) Configure the action modifiers that you want the router to take when the

match conditions are met. See “Fast Update Filter Actions and Action Modifiers” on

page 245 for the supported action-modifiers for fast update filters.

[edit dynamic-profiles myProfile firewall family inet fast-update-filter httpFilter]
user@host# set then count http-cnt

6. (Optional) Configure the term to be added only once, when the fast update filter is

first created.

[edit dynamic-profiles myProfile firewall family inet fast-update-filter httpFilter]
user@host# set only-at-create

Related
Documentation

Configuring Fast Update Filters on page 240•

• Configuring the Match Order for Fast Update Filters on page 244

• Fast Update Filters Overview on page 236

• Fast Update Filter Match Conditions on page 245

• Fast Update Filter Actions and Action Modifiers on page 245

• Stateless Firewall Filter Overview

• Stateless Firewall Filter Components

Configuring Filters to Permit Expected Traffic

Youmust explicitly configure your firewall filter to permit expected traffic, such as DHCP

traffic, to pass. Otherwise, the expected traffic is denied when the filter is applied to the

interface. This requirement applies to both classic and fast update filters.

The following example shows a fast update filter that might be used to accept DHCP

traffic. The actual filter you use depends on the expected traffic in your network.

In the example, the term allow-dhcp accepts all DHCP traffic from all source addresses.

The term also includes the only-at-create option to specify that the term is applied only

when the filter is first applied. The term sub-allow-dhcp includes the JunosOSpredefined

variable$junos-subscriber-ip-address, whichpermits all subscriber-specificDHCP traffic.

Thematch-order statement configuration lists the conditions frommost-specific to

least-specific, as recommended in “Configuring the Match Order for Fast Update Filters”

on page 244. Because this filter is designed to permit ingress DHCP traffic, the

source-address condition is listed first.

firewall {
family inet {
fast-update-filter psf1 {
interface-specific;
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match-order [ source-address destination-address protocol destination-port ];
term allow-dhcp {
only-at-create;
from {
source-address 0.0.0.0/32;
destination-address 255.255.255.255/32;
destination-port 67;
protocol udp;

}
then accept;

}
term sub-allow-dhcp {
from {
source-address $junos-subscriber-ip-address;
destination-address 192.168.1.2/32;
destination-port 67;
protocol udp;

}
then accept;

}
}

}
}

Related
Documentation

Configuring the Match Order for Fast Update Filters on page 244•

• Configuring Terms for Fast Update Filters on page 246

Avoiding ConflictsWhen TermsMatch

A fast update filter can contain multiple terms, each with a variety of match conditions.

However, when you configure multiple terms in a filter, you must ensure that the terms

do not overlap, or conflict with each other. Two terms are considered to overlap when it

is possible for apacket tomatchall conditionsofboth terms.Becauseeach termspecifies

a different action for matches, the router cannot determine which action to take. When

terms overlap, a conflict error occurs and the session fails when the dynamic profile

attempts to apply the filter. The error log indicates the overlapping terms.

How the Router Evaluates Terms in a Filter

The router creates a table of match conditions when examining terms. The table, which

is similar to a routing table, is based on the conditions included in thematch-order

statement.When the router receives a packet, the router examines the packet’s contents

in the sequence specified in thematch-order statement.

For example, using the sample configuration in the following Match-Order Example, the

router first examines the packet’s source-address, then the destination-address, and

finally the destination-port. As shown in the following table, the two terms in the filter do

not overlap because each term has a different destination-port specification. The router
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then takes the appropriate filter action for the term that matches the destination-port

value of the packet.

Actiondestination-portdestination-addresssource-addressTerm

count t55_cntr

accept

http203.0.113.2/32subscriber’s
address

t55

count t999_cntr

accept

https203.0.113.2/32subscriber’s
address

t999

Match-Order Example firewall {
family inet {
fast-update-filter psf1 {
interface-specific;
match-order [ source-address destination-address destination-port ];
term t55 {
from {
source-address $junos-subscriber-ip-address;
destination-address 203.0.113.2/32;
destination-port http;

}
then {
count t55_cntr;
accept;

}
}
term t999 {
from {
source-address $junos-subscriber-ip-address;
destination-address 203.0.113.2/32;
destination-port https;

}
then {
count t999_cntr;
accept;

}
}

}
}

}

Using ImpliedWildcards

This section shows an example of how youmight use an implied wildcard specification

in thematchconfiguration.Acondition in thematch-orderstatement isan impliedwildcard

when that condition is not configured in the from specification of a term in the filter.
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NOTE: When you use ranges (for example, a range of values or a wildcard)
in terms, the rangesmust not overlap—overlapping ranges create a conflict
error. However, you can configure a range in one term and an exact match in
another term. For example, in the following filter table, the wildcard
destination port value in term t3 does not overlap the destination port

specifications in terms t55 and t999 because the http and https values are

exact matches.

In the ImpliedWildcard Example configuration, the router views the destination-port

condition in thematch-order statement as an impliedwildcard for term t3, because there

is no destination-port value configured in that term. As a result, the wildcard specifies

that for term t3anydestination-port value is accepted. The filter table appears as follows:

Actiondestination-portdestination-addresssource-addressTerm

count t3_cntr

accept

any (wildcard)203.0.113.2/32subscriber’s
address

t3

count t55_cntr

accept

http203.0.113.2/32subscriber’s
address

t55

count t999_cntr

accept

https203.0.113.2/32subscriber’s
address

t999

In the following filter configuration, traffic with a destination port of httpmatches term

t55 and traffic with a destination port of httpsmatches term t999. Traffic with a

destination port other than http or httpsmatches term t3, which is the implied wildcard.

ImpliedWildcard
Example

firewall {
family inet {
fast-update-filter psf1 {
interface-specific;
match-order [ source-address destination-address dscp protocol destination-port
];

term t3 {
from {
source-address $junos-subscriber-ip-address;
destination-address 203.0.113.2/32;

}
then {
count t3_cntr;
accept;

}
}
term t55 {
from {
source-address $junos-subscriber-ip-address;
destination-address 203.0.113.2/32;
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destination-port http;
}
then {
count t55_cntr;
accept;

}
}
term t999 {
from {
source-address $junos-subscriber-ip-address;
destination-address 203.0.113.2/32;
destination-port https;

}
then {
count t999_cntr;
accept;

}
}

}
}

}

Conflict Caused by Overlapping Ranges

This section shows two examples of overlapping ranges in terms. When you use ranges

(such as a wildcard or a range of values) in terms, the ranges must not

overlap—overlapping ranges create a conflict error and the session fails.

In the following filter configuration, the destination-port ranges in the two terms overlap.

Ports in the range from 50 through 80match both term src0 and term src1, which each

specify different actions to take.

NOTE: You can configure a range in one term and an exactmatch in another
term. See the section,Using ImpliedWildcards, for an example that uses a
wildcard for amatch condition in one term and an exact match for the
condition in a second term.

Actiondestination-portdestination-addresssource-addressTerm

count c1_cntr

accept

0–80203.0.113.2/32subscriber’s
address

src0

count c2_cntr

accept

50–100203.0.113.2/32subscriber’s
address

src1

Overlapping Ranges
Example 1

firewall {
family inet {
fast-update-filter fuf–src {
interface-specific;
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match-order [ source-address destination-address destination-port ];
term src0 {
from {
source-address $junos-subscriber-ip-address;
destination-address 203.0.113.2/32;
destination-port 0–80;

}
then {
count c1_cntr;
accept;

}
}
term src1 {
from {
source-address $junos-subscriber-ip-address;
destination-address 203.0.113.2/32;
destination-port 50–100;

}
then {
count c2_cntr;
accept;

}
}

}

In this filter configuration, the protocol specification in terms src21 and src22 use the

implied wildcard, which configures a range for each term. Because overlapping ranges

are not allowed, a conflict error results.

Actiondestination-portprotocoldestination-addresssource-addressTerm

count
c20_cntr

accept

any
(wildcard)

udp203.0.113.2/32subscriber’s
address

src20

count
c21_cntr

accept

httpany
(wildcard)

203.0.113.2/32subscriber’s
address

src21

count
c22_cntr

accept

httpsany
(wildcard)

203.0.113.2/32subscriber’s
address

src21

Overlapping Ranges
Example 2

firewall {
family inet {
fast-update-filter fuf–src2 {
interface-specific;
match-order [ source-address destination-address protocol destination-port ];
term src20 {
from {
source-address $junos-subscriber-ip-address;
destination-address 203.0.113.2/32;
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protocol udp;
}
then {
count c20_cntr;
accept;

}
}
term src21 {
from {
source-address $junos-subscriber-ip-address;
destination-address 203.0.113.2/32;
destination-port http;

}
then {
count c21_cntr;
accept;

}
}
term src22 {
from {
source-address $junos-subscriber-ip-address;
destination-address 203.0.113.2/32;
destination-port https;

}
then {
count c22_cntr;
accept;

}
}

}

Related
Documentation

Configuring Fast Update Filters on page 240•

• Configuring Terms for Fast Update Filters on page 246

• Configuring the Match Order for Fast Update Filters on page 244

Associating Fast Update Filters with Interfaces in a Dynamic Profile

After you configure the fast update filter, you reference the filter in the interfaces stanza

of a dynamic profile. When the dynamic profile instantiates a subscriber session, the

router applies the terms of the filter to the interface.

To apply a fast update filter to an interface in a dynamic profile:

1. Access the dynamic profile you want to use.

[edit]
user@host# edit dynamic-profilesmyProfile

2. Specify the interface for the dynamic profile—use the dynamic interface variable.

[edit dynamic-profiles myProfile]
user@host# edit interfaces $junos-interface-ifd-name
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3. Specify the underlying interface—use the unit number variable.

[edit dynamic-profiles myProfile interfaces “$junos-interface-ifd-name”]
user@host# edit unit $junos-underlying-interface-unit

4. Specify the family. Use inet if you are using IPv4 filters or inet6 for IPv6 filters.

[edit dynamic-profiles myProfile interfaces “$junos-interface-ifd-name” unit
“$junos-underlying-interface-unit”]

user@host# edit family inet

5. Specify the filters that you want to apply to the interface.

[edit dynamic-profiles myProfile interfaces “$junos-interface-ifd-name” unit
“$junos-underlying-interface-unit” family inet]

user@host# set filter input httpFilter
user@host# set filter outputmyOutFilter

Related
Documentation

• Dynamic Profiles Overview

• Fast Update Filters Overview on page 236

• Guidelines for Configuring Firewall Filters

• Guidelines for Applying Standard Firewall Filters
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CHAPTER 21

DefendingAgainstDoSandDDoSAttacks
Using Unicast RPF and Fail Filters

• Unicast RPF in Dynamic Profiles for Subscriber Interfaces on page 255

• Configuring Unicast RPF in Dynamic Profiles for Subscriber Interfaces on page 256

• Configuring Unicast RPF and Fail Filters in Dynamic Profiles for Subscriber

Interfaces on page 256

• Configuring a Fail Filter for Unicast RPF in Dynamic Profiles for Subscriber

Interfaces on page 257

• Example:ConfiguringUnicastRPF inaDynamicProfileonMXSeriesRoutersonpage258

Unicast RPF in Dynamic Profiles for Subscriber Interfaces

Unicast reverse-path forwarding (RPF) provides a way to reduce the effect of

denial-of-service (DoS) and distributed denial-of-service (DDoS) attacks on IPv4 and

IPv6 interfaces. When you configure unicast RPF on an interface, it checks the packet

source address. Packets that pass the check are forwarded. Packets that fail the check

are dropped, or if a fail filter is configured, are passed to the filter for further evaluation.

Unicast RPF has two behavioral modes, strict and loose. When you configure unicast

RPF in a dynamic profile, strict mode is the default. In strict mode, unicast RPF checks

whether the source address of the incoming packetmatches a prefix in the routing table,

and whether the interface expects to receive a packet with this source address prefix. In

loose mode, unicast RPF checks only whether the source address has amatch in the

routing table. It does not check whether the interface expects to receive a packet from

a specific source address.

For bothmodes, when an incoming packet fails the unicast RPF check, the packet is not

accepted on the interface. Instead, unicast RPF counts the packet and sends it to an

optional fail filter, if present. The fail filter determines what further action is taken on the

packet. In the absence of a fail filter, the packet is silently discarded.

Related
Documentation

Configuring Unicast RPF and Fail Filters in Dynamic Profiles for Subscriber Interfaces

on page 256

•

• For more detailed information about unicast RPF in general, see Configuring Unicast

RPF
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Configuring Unicast RPF in Dynamic Profiles for Subscriber Interfaces

This topic describes how to configure unicast RPF for subscriber interfaces in dynamic

profiles on MX Series routers.

To configure a unicast RPF with a fail filter in a dynamic profile:

1. Access the dynamic profile.

[edit]
user@host# edit dynamic-profiles profile-name

2. Access the interface and specify the address family

[edit dynamic-profiles profile-name]
user@host# edit interfaces interface-name unit logical-unit-number family inet

3. Enable the RPF check and specify the fail filter.

[edit dynamic-profiles profile-name interface interface-name unit logical-unit-number
family inet]

user@host# set rpf-check fail-filter filter-name

Related
Documentation

Configuring Unicast RPF and Fail Filters in Dynamic Profiles for Subscriber Interfaces

on page 256

•

• Example:ConfiguringUnicastRPF inaDynamicProfileonMXSeriesRoutersonpage258

Configuring Unicast RPF and Fail Filters in Dynamic Profiles for Subscriber Interfaces

This topic provides a summary of unicast RPF configuration for subscriber interfaces in

dynamic profiles on MX Series routers. Unicast RPF provides a way to reduce the effect

ofdenial-of-serviceattackson IPv4and IPv6 interfacesbychecking the source IPaddress

against the routing table. Packets that do not match are silently discarded, unless an

optional fail filter is configured. The fail filter performs an additional check and directs

some action be taken on certain packets. Typical actions include logging the packets or

passing them even though they failed the RPF check.

NOTE: Although the fail filter is technically optional, for dynamic profiles in
a DHCP environment youmust configure a filter to pass DHCP packets. By
default, the RPF check prevents DHCP packets from being accepted on
interfaces protected by the RPF check. The fail filter identifies the DHCP
packets and passes them on.

To configure unicast RPF in dynamic profiles:

1. Enable unicast RPF on one or more interfaces in a dynamic profile.

See“ConfiguringUnicastRPF inDynamicProfiles forSubscriber Interfaces”onpage256.

Copyright © 2017, Juniper Networks, Inc.256

Broadband Subscriber Services Feature Guide



2. (Optional) Create a fail filter to evaluate failed packets and perform further actions.

See “Configuring a Fail Filter for Unicast RPF in Dynamic Profiles for Subscriber

Interfaces” on page 257.

Related
Documentation

Unicast RPF in Dynamic Profiles for Subscriber Interfaces on page 255•

• Example:ConfiguringUnicastRPF inaDynamicProfileonMXSeriesRoutersonpage258

Configuring a Fail Filter for Unicast RPF in Dynamic Profiles for Subscriber Interfaces

This topic describes how to configure a fail filter at the [edit firewall] hierarchy level that

can be optionally applied by unicast RPF for subscriber interfaces in dynamic profiles on

MX Series routers.

NOTE: In contrast to statically configured fail filters, RPF-check fail filters
used in a dynamic profile cannot be specific to a particular interface.

To configure a firewall fail filter:

1. Create the filter.

[edit]
user@host# edit firewall family inet filter filter-name

2. Specify a term for the filter.

[edit firewall family inet filter filter-name]
user@host# edit term term-name

3. Configure the match conditions for the filter.

[edit firewall family inet filter filter-name term term-name]
user@host# set frommatch-conditions

4. Configure the actions to be taken for the matching packets.

[edit firewall family inet filter filter-name term term-name]
user@host# set then actions

5. (Optional) Repeat Steps 3 and 4 for additional filter terms.

Related
Documentation

Configuring Unicast RPF and Fail Filters in Dynamic Profiles for Subscriber Interfaces

on page 256

•

• Example:ConfiguringUnicastRPF inaDynamicProfileonMXSeriesRoutersonpage258
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Example: Configuring Unicast RPF in a Dynamic Profile onMX Series Routers

This example shows how to help defend the router ingress interfaces against

denial-of-service (DoS) anddistributed denial-of-service (DDoS) attacks by configuring

unicast reverse-path forwarding (RPF) on a customer-edge interface to filter incoming

traffic. Unicast RPF verifies the unicast source address of each packet that arrives on an

ingress interface where unicast RPF is enabled. Packets that fail verification are silently

discarded unless a fail filter performs some other action on them.

• Requirements on page 258

• Overview on page 258

• Configuration on page 259

• Verification on page 262

Requirements

This example uses the following software and hardware components:

• AnMX Series 3D Universal Edge router

Before you begin:

• Configure the dynamic profile that you intend to use to apply the RPF check.

See Configuring a Basic Dynamic Profile.

Overview

Large amounts of unauthorized traffic—such as attempts to flood a network with fake

service requests in a denial-of-service (DoS) attack—can consume network resources

and deny service to legitimate users. One way to help prevent DoS and distributed

denial-of-service (DDoS) attacks is to verify that incoming traffic originates from

legitimate network sources.

Unicast RPF helps ensure that a traffic source is legitimate (authorized) by comparing

the source address of each packet that arrives on an interface to the forwarding-table

entry for its source address. If the router uses the same interface that the packet arrived

on to reply to the packet's source, this verifies that the packet originated from an

authorized source, and the router forwards the packet. If the router does not use the

same interface that the packet arrived on to reply to the packet's source, the packet

might have originated from an unauthorized source, and the router discards the packet,

or passes it to a fail filter.

The fail filter enables you to set criteria for packets you want to be passed in spite of

failing the RPF check, such as DHCP packets, which are dropped by default.

On MX Series routers, you can configure unicast RPF in a dynamic profile to apply the

configuration to one ormore subscriber interfaces. See Configuring Unicast RPF for more

information about the behavior and limitations of unicast RPF on MX Series routers.
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In this example, you configure the router to protect against potential DoS and DDoS

attacks from the Internet perpetrated through IPv4 packets arriving on dynamically

created VLANdemux interfaces. The dynamic profile, vlan-demux-prof, establishes that

VLANdemux interfacesareautomatically created for subscribers.UnicastRPF isenabled

on the dynamic interfaces by the rpf-check term.

By default, unicast RPF prevents Dynamic Host Configuration Protocol (DHCP) packets

frombeingacceptedon interfaces towhich it applies.WhenDHCPpacketsarediscarded,

no new subscribers can be created by the dynamic profile. To enable interfaces to accept

DHCP packets, youmust apply a fail filter that properly sorts through the packets that

fail the check and identifies the DHCP packets. In this example, you configure the

allow-dhcp term in the filter rpf-pass-dhcp. This termmatches, counts, and accepts IPv4

packets that are destined for the DHCP port and any address. The default term drops all

other packets that fail the RPF check.

This example does not show all possible configuration choices.

Configuration

To enable unicast RPF with a fail filter in a dynamic profile, perform these tasks:

• Configuring the Dynamic Profile to Apply RPF Checking to Dynamic VLAN Demux

Interfaces on page 259

• Configuring the RPF-Check Fail Filter on page 260

Configuring theDynamicProfile toApplyRPFChecking toDynamicVLANDemux
Interfaces

CLI Quick
Configuration

To quickly configure the dynamic profile to apply unicast RPF to dynamically created

VLAN demux interfaces, copy the following commands, paste them in a text file, remove

any line breaks, and then copy and paste the commands into the CLI.

edit dynamic-profiles vlan-demux-prof interfaces demux0
edit unit $junos-interface-unit
set demux-options underlying-interface $junos-interface-ifd-name
set vlan-id $junos-vlan-id
edit family inet
set unnumbered-address lo0.0
set rpf-check fail-filter rpf-pass-dhcp

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

To configure unicast RPF on the router:

1. Create a dynamic profile.

[edit]
user@host# edit dynamic-profiles vlan-demux-prof

2. Specify that the dynamic VLAN profile use the demux interface.
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[edit dynamic-profiles vlan-demux-prof]
user@host# edit interfaces demux0

3. Specify that the dynamic profile applies the demux interface unit value to the

dynamic VLANs.

[edit dynamic-profiles vlan-demux-prof interfaces demux0]
user@host# edit unit $junos-interface-unit

4. Specify the logical underlying interface for the dynamic VLANs.

[editdynamic-profilesvlan-demux-prof interfacesdemux0unit$junos-interface-unit]
user@host# set demux-options underlying-interface $junos-interface-ifd-name

5. Configure the variable that results in dynamically created VLAN IDs.

[editdynamic-profilesvlan-demux-prof interfacesdemux0unit$junos-interface-unit]
user@host# set vlan-id $junos-vlan-id

6. Configure the IPv4 address family for the demux interfaces.

[editdynamic-profilesvlan-demux-prof interfacesdemux0unit$junos-interface-unit]
user@host# edit family inet

7. Configure the unnumbered address for the family.

[editdynamic-profilesvlan-demux-prof interfacesdemux0unit$junos-interface-unit
family inet]

user@host# set unnumbered-address lo0.0

8. Configure unicast RPF and specify the fail filter that is applied to incoming packets

that fail the check.

[editdynamic-profilesvlan-demux-prof interfacesdemux0unit$junos-interface-unit
family inet]

user@host# set fail-filter fail-filter rpf-pass-dhcp

Configuring the RPF-Check Fail Filter

CLI Quick
Configuration

To quickly configure the unicast RPF-check fail filter, copy the following commands,

paste them in a text file, remove any line breaks, and then copy andpaste the commands

into the CLI.

edit firewall family inet filter rpf-pass-dhcp
edit term allow-dhcp
set from destination-port dhcp
set from destination-address 255.255.255.255/32
set then count rpf-dhcp-traffic
set then accept
up
edit term default
set then discard
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

To configure the RPF-check fail filter:

1. Create the fail filter.

[edit firewall]
user@host# edit family inet filter rpf-pass-dhcp

2. Define the filter term that identifies DHCP packets based on the DHCP destination

port, then counts and passes the packets.

[edit firewall family inet filter rpf-pass-dhcp]
user@host# edit term allow-dhcp
user@host# set from destination-port dhcp
user@host# set from destination-address 255.255.255.255/32
user@host# set then count rpf-dhcp-traffic
user@host# set then accept

3. Define the filter term that drops all other failed packets.

[edit firewall filter rpf-pass-dhcp]
user@host# edit term default
user@host# set then discard

Results From configuration mode, confirm the unicast RPF configuration by entering the show

dynamic-profiles command. If the output does not display the intended configuration,

repeat the configuration instructions in this example to correct it.

[edit]
user@host# show dynamic-profiles
vlan-demux-prof {
interfaces {
demux0 {
unit "$junos-interface-unit" {
vlan-id "$junos-vlan-id";
demux-options {
underlying-interface "$junos-interface-ifd-name";

}
family inet {
unnumbered-address lo0.0;
rpf-check {
fail-filter rpf-pass-dhcp;

}
}

}
}

}
}
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Fromconfigurationmode, confirm the fail filter configurationbyentering the showfirewall

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
user@host# show firewall
family inet {
filter rpf-pass-dhcp {
term allow-dhcp {
from {
destination-address {
255.255.255.255/32;

}
destination-port dhcp;

}
then {
count rpf-dhcp-traffic;
accept;

}
}
term default {
then {
discard;

}
}

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is correct, perform these tasks:

• Verifying That Unicast RPF Is Enabled on the Router on page 262

Verifying That Unicast RPF Is Enabled on the Router

Purpose Verify that unicast RPF is enabled.
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Action Verify that unicast RPF is enabled by using the show subscribers extensive command.

user@host> show subscribers extensive
Type: VLAN
  Logical System: default
  Routing Instance: default
  Interface: ae0.1073741824
  Interface type: Dynamic
  Dynamic Profile Name: vlan-demux-prof
  State: Active
  Session ID: 9
  VLAN Id: 100
  Login Time: 2011-08-26 08:17:00 PDT
IPv4 rpf-check Fail Filter Name: rpf-pass-dhcp

Meaning The IPv4 rpf-check Fail FilterName field displays rpf-pass-dhcp, the nameof the fail filter

applied by the dynamic profile for IPv4 packets failing the RPF check.

Related
Documentation

• Unicast RPF in Dynamic Profiles for Subscriber Interfaces on page 255

• Configuring Unicast RPF and Fail Filters in Dynamic Profiles for Subscriber Interfaces

on page 256

• Configuring a Basic Dynamic Profile
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CHAPTER 22

Improving Scaling and Performance of
Filters on Static Subscriber Interfaces

• Firewall Filters and Enhanced Network Services Mode Overview on page 265

• Configuring a Filter for Use with Enhanced Network Services Mode on page 267

Firewall Filters and Enhanced Network Services Mode Overview

Under normal conditions, every firewall filter is generated in two different formats --

compiledand term-based.Thecompiled format isusedby the routingengine (RE)kernel,

FPCs, and MS-DPs. The term-based format is used by MPCs. Compiled firewall filters

areduplicated for each interfaceor logical interface towhich theyareapplied.Term-based

filters, instead of being duplicated, are referenced by each interface or logical interface.

When a combination of MPCs and any other cards populate a chassis, the creation of

both firewall filter file formats is necessary. In most networks, the creation of both filter

formats and any amount of duplication for compiled firewall filters has no effect on the

router.However, in subscribermanagementnetworks that include thousandsof statically

configured subscriber interfaces, creating filters inmultiple formatsandduplicating those

filters for each interface can utilize a large portion of router memory resources. You can

use either Enhanced IP Network Services mode or Enhanced Ethernet Network Services

mode to improve the scaling and performance specific to routing filters in a subscriber

access network that uses statically configured subscriber interfaces.

In configurationswhere interfacesare createdeither statically or dynamically and firewall

filters are applied dynamically, you must configure the chassis network services to run

in enhancedmode. In configurations where interfaces are created statically and firewall

filters are applied statically, you must configure chassis network services to run in

enhancedmode and also configure each firewall filter for enhancedmode.

NOTE: Do not use enhancedmode for firewall filters that are intended for
control plane traffic. Control plane filtering is handled by the Routing Engine
kernel,whichcannotuse the term-basedformatof theenhancedmodefilters.

Table 29 on page 266 shows the configuration options when determining enhanced

network services mode usage.
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Table 29: Enhanced Network Services Mode and Firewall Filter Use Case Determination

Firewall Filter Enhanced
Mode Required

Chassis EnhancedMode
RequiredInterface and Filter Configuration

NoYesDynamically-created interfacesanddynamically-applied filters

NoYesStatically-created interfaces and dynamically-applied filters

YesYesStatically-created interfaces and statically-applied filters

Toachieve significant resource savings for the router, combinechassis and filter enhanced

mode configuration as follows:

• Install only MPCs in the chassis.

NOTE: Configuring chassis network services to run one of the enhanced
network servicesmodes results in the router enabling only MPCs and
MS-DPCs. Because MS-DPCs use compiled firewall filter format, a router
chassis that is configured foroneof theenhancednetworkservicesmodes,
configuring standard (non-enhanced) firewall filters for use with any
MS-DPCs can decrease optimal resource efficiency.

• When configuring static interfaces on the router, configure chassis network services

to run either Enhanced IP Network Services mode or Enhanced Ethernet Network

Services mode.

• When statically applying firewall filters to statically-created interfaces, configure any

firewall filters for enhancedmode to limit the filter creation to only term-based format.
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NOTE: Any firewall filters that are not configured for enhancedmode are
created in both compiled and term-based format, even if the chassis is
running one of the enhanced network servicesmodes. Only term-based
(enhanced) firewall filters will be generated, regardless of the setting of
the enhanced-mode statement at the [edit chassis network-services]

hierarchy level, if any of the following are true:

• Flexible filter match conditions are configured at the [edit firewall family

family-name filter filter-name term term-name from] or [edit firewall filter

filter-name term term-name from] hierarchy levels.

• A tunnel header push or pop action, such as GRE encapsulate or
decapsulate is configured at the [edit firewall family family-name filter

filter-name term term-name then] hierarchy level.

• Payload-protocol match conditions are configured at the [edit firewall

family family-name filter filter-name term term-name from] or [edit firewall

filter filter-name term term-name from] hierarchy levels.

• An extension-header match is configured at the [edit firewall family

family-name filter filter-name term term-name from] or [edit firewall filter

filter-name term term-name from] hierarchy levels.

• Amatch condition is configured that only works with MPC cards, such
as firewall bridge filters for IPv6 traffic.

WARNING: Any firewall filter meeting the previous criteria will not be
applied to the loopback, lo0, interface of DPC based FPCs. This means
that term-based (enhanced) filters configured for use on the loopback
interface of a DPC based FPCwill not be applied. This will leave the RE
unprotected by that filter.

Related
Documentation

Network Services Mode Overview•

• Configuring Junos OS to Run a Specific Network Services Mode in MX Series Routers

• Configuring a Filter for Use with Enhanced Network Services Mode on page 267

Configuring a Filter for Use with Enhanced Network Services Mode

For a statically-applied enhancedmode filter to function on statically created interfaces,

youmust include the enhancedmode statement in each filter. However, you do not need

toconfigure theenhancedmode statement in filters thataredynamicallyapplied toeither

static or dynamically-created interfaces.
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NOTE: For either static or dynamic interfaces to use enhanced network
servicesmode, youmust configure the router chassis network services touse
either Enhanced IP Network Servicesmode or Enhanced Ethernet Network
Servicesmode. By configuring chassis network services to run in one of the
enhancedmodes, the router enablesonlyMPCsandMS-DPCs in the chassis.
See “Firewall Filters and Enhanced Network Services Mode Overview” on
page 265 for details.

To configure a stateless firewall filter to use enhancedmode:

1. Create or edit the stateless firewall filter.

NOTE: You can configure enhancedmode firewall filters for only inet and

inet6 filter families.

For IPv4:

[edit]
user@host# edit firewall family inet filter filter-name

For IPv6:

[edit]
user@host# edit firewall family inet6 filter filter-name

2. Specify the filter as an enhancedmode filter.

[edit firewall family inet filter filter-name]
user@host# set enhanced-mode

3. Configure or modify any filter terms.

SeeExample: Configuring andApplyingaSimple Filter for a filter configurationexample.

Related
Documentation

• Understanding How to Use Standard Firewall Filters

• Network Services Mode Overview

• Firewall Filters and Enhanced Network Services Mode Overview on page 265

• Configuring Junos OS to Run a Specific Network Services Mode in MX Series Routers

• Understanding Dynamic Firewall Filters on page 153

Copyright © 2017, Juniper Networks, Inc.268

Broadband Subscriber Services Feature Guide



CHAPTER 23

Configuring Dynamic Service Sets

• Dynamic Service Sets Overview on page 269

• Associating Service Sets with Interfaces in a Dynamic Profile on page 269

• Verifying and Managing Service Sets Information on page 270

Dynamic Service Sets Overview

A service set is a collection of services to be performed by an Adaptive Services (AS) or

Multiservices PIC. You configure a service-set definition at the [edit services] hierarchy

level. You can then apply the service set to one or more interfaces on the router. The

service set can be applied either dynamically or statically.

Todynamically associatea service set to interfaces you include the service-set statement

with the input or output statement at the [edit dynamic-profiles profile-name interfaces

interface-name unit logical-unit-number family family service] hierarchy level.

To statically associate a defined service set with an interface, you include the service-set

statement with the input or output statement at the [edit interfaces interface-name unit

logical-unit-number family family service] hierarchy level.

Related
Documentation

Associating Service Sets with Interfaces in a Dynamic Profile on page 269•

• Verifying and Managing Service Sets Information on page 270

• Understanding Service Sets

• Applying Filters and Services to Interfaces

Associating Service Sets with Interfaces in a Dynamic Profile

After you configure a service set, you use a dynamic profile to dynamically associate the

service set with interfaces. You reference the filter in the interfaces stanza of a dynamic

profile. When the dynamic profile instantiates a subscriber session, the router applies

the terms of the filter to the interface.

To apply a service set to an interface in a dynamic profile:

1. Access the dynamic profile you want to use.
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[edit]
user@host# edit dynamic-profilesmyProfile

2. Specify the interface for the dynamic profile—use the dynamic interface variable.

[edit dynamic-profiles myProfile]
user@host# edit interfaces $junos-interface-ifd-name

3. Specify the underlying interface—use the unit number variable.

[edit dynamic-profiles myProfile interfaces “$junos-interface-ifd-name”]
user@host# edit unit $junos-underlying-interface-unit

4. Specify the family. Dynamic service sets are supported only on family inet (IPv4).

[edit dynamic-profiles myProfile interfaces “$junos-interface-ifd-name” unit
“$junos-underlying-interface-unit”]

user@host# edit family inet

5. Specify the input and output service sets that you want to apply to the interface.

[edit dynamic-profiles myProfile interfaces “$junos-interface-ifd-name” unit
“$junos-underlying-interface-unit” family inet]

user@host# set service input service-set inputService_200
user@host# set service input post-service-filter postService_15
user@host# set service output service-set outputService_320

Related
Documentation

Dynamic Service Sets Overview on page 269•

• Verifying and Managing Service Sets Information on page 270

• Configuring Service Sets to be Applied to Services Interfaces

• Applying Filters and Services to Interfaces

Verifying andManaging Service Sets Information

Purpose View information for service sets:

Action To display summary information for service sets:•

user@host> show services service-sets summary

• To display interface-specific information for service sets:

user@host>show services service-sets summary interface interface-name

Related
Documentation

• Dynamic Service Sets Overview on page 269

• Associating Service Sets with Interfaces in a Dynamic Profile on page 269

• CLI Explorer
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CHAPTER 24

Configuring Rate-Limiting Premium and
Non-Premium Traffic on an Interface
Using Hierarchical Policers

• Methods for Regulating Traffic by Applying Hierarchical Policers on page 271

• Hierarchical Policer Applied as Filter Action on page 274

• Example: Configuring Hierarchical Policers to Limit Rates of Services in a Static

Environment on page 275

Methods for Regulating Traffic by Applying Hierarchical Policers

You can deploy policers to enforce service level agreements limiting the input rate at the

edge, and at the boundary between domains, to guarantee an equitable deployment of

the service among the different domains. Policers determine whether each packet

conforms (fallswithin the traffic contract), exceeds (using up the excess burst capacity),

or violates (totally out of the traffic contract rate) the configured traffic policies, and

then sets the prescribed action.

Hierarchical policers rate-limit premium traffic separately from the aggregate traffic on

an interfaceasdeterminedbydifferent configured rates. Youcanuseahierarchical policer

to rate-limit ingress Layer 2 traffic at a physical or logical interface and apply different

policing actions based on whether the traffic or packets are classified for expedited

forwarding (EF) or for a lower priority, such as non-expedited forwarding (non-EF).

Hierarchicalpolicersprovidecross-functionalitybetween theconfiguredphysical interface

and the Packet Forwarding Engine. You can apply a hierarchical policer for premium and

aggregate (premium plus normal) traffic levels to a logical interface.
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Hierarchical policing uses two token buckets, one for premium (EF) traffic and one for

aggregate (non-EF) traffic, as shown in Figure 6 on page 272.

Figure 6: Hierarchical Policer

Premium Policer

Aggregate Policer

EF Traffic

non-EF Traffic

g0
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30
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The class-of-service (CoS) configuration determines which traffic is EF and which is

non-EF. Logically, hierarchical policing is achieved by chaining two policers.

• Premiumpolicer—You configure the premiumpolicerwith traffic limits for high-priority

EF traffic only: a guaranteed bandwidth and a corresponding burst-size limit. EF traffic

is categorized as nonconforming when its average arrival rate exceeds the guaranteed

bandwidth and its average packet size exceeds the premium burst-size limit. For a

premium policer, the only configurable action for nonconforming traffic is to discard

the packets.

• Aggregate policer—You configure the aggregate policer (also known as a logical

interface policer) with an aggregate bandwidth (to accommodate both high-priority

EF traffic up to the guaranteed bandwidth and normal-priority non-EF traffic) and a

burst-size limit for non-EF traffic only. Non-EF traffic is categorized as nonconforming

when its averagearrival rate exceeds theamountof aggregatebandwidthnot currently

consumedby EF traffic and its average packet size exceeds the burst-size limit defined

in the aggregate policer. For an aggregate policer, the configurable actions for

nonconforming traffic are to discard the packets, assign a forwarding class, or assign

a packet loss priority (PLP) level.

NOTE: Youmust configure the bandwidth limit of the premium policer at or
below the bandwidth limit of the aggregate policer. If the two bandwidth
limits are equal, then only non-EF traffic passes through the interface
unrestricted; no EF traffic arrives at the interface.

Ingress traffic is first classified into EF and non-EF traffic prior to applying a policer. EF

traffic is guaranteed the bandwidth specified as the premium bandwidth limit, while

non-EF traffic is rate-limited to the amount of aggregate bandwidth not currently

consumed by the EF traffic. Non-EF traffic is rate-limited to the entire aggregate

bandwidth only while no EF traffic is present.

Hierarchical policing uses two token buckets, one for aggregate (non-EF) traffic and one

for premium (EF) traffic. In Figure 6 on page 272, the premium policer policies EF traffic

and theaggregatepolicer polices non-EF traffic. In the sample configuration that follows,

the hierarchical policer is configured with the following components:

• Premiumpolicer has a bandwidth limit set to 2Mbps, burst-size limit set to 50KB, and

nonconforming action set to discard packets.
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• Aggregate policer has a bandwidth limit set to 10 Mbps, burst-size limit set to 100 KB,

and nonconforming action set to mark high PLP.

[edit]
user@host# show dynamic-profiles firewall
hierarchical-policer policer-agg-prem {
aggregate {
if-exceeding {
bandwidth-limit 10m;
burst-size-limit 100k;

}
then {
loss-priority high;

}
}
premium {
if-exceeding {
bandwidth-limit 2m;
burst-size-limit 50k;

}
then {
discard;

}
}

}

EF traffic is guaranteed abandwidth of 2Mbps. Bursts of EF traffic—EF traffic that arrives

at the interface at rates above 2 Mbps—can also pass through the interface, provided

that sufficient tokens are available in the 50 KB burst bucket. When no tokens are

available, EF traffic is rate-limitedusing thediscardedactionassociatedwith thepremium

policer.

Non-EF traffic ismetered to abandwidth limit that ranges between8Mbps and 10Mbps,

depending on the average arrival rate of the EF traffic. Bursts of non-EF traffic—non-EF

traffic that arrives at the interface at rates above the current limit for non-EF traffic—also

pass through the interface, provided that sufficient tokens are available in the 100 KB

bandwidth bucket. Aggregate traffic in excess of the currently configured bandwidth or

burst size are rate-limited using the action specified for the aggregate policer, which in

this example is set to a high PLP.

The premium traffic is policed by both the premium policer and aggregate policer.

Although the premium policer rate-limits the premium traffic, the aggregate policer

decrements the credits but does not drop the packets. The aggregate policer rate-limits

thenon-premiumtraffic. Therefore, thepremiumtraffic is assured tohave thebandwidth

configured for premium, and the non-premium traffic is policed to the remaining

bandwidth.

Related
Documentation

Example: Configuring Hierarchical Policers to Limit Rates of Services in a Static

Environment on page 275

•

• Hierarchical Policer Applied as Filter Action on page 274
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Hierarchical Policer Applied as Filter Action

After you define firewall filters and policers, youmust apply them to take effect.

• Youcanapply thesame firewall filter tomultiple interfacesat thesametime.Bydefault

on MX Series routers, these filters aggregate their counters and policing actions when

those interfaces share aPacket Forwarding Engine. To override this behavior andmake

each counter or policer function specific to each interface application, include the

interface-specific statement in the firewall filter.

[edit dynamic-profiles profile-name firewall family family filter filter-name
user@host# set interface-specific

Interface-specific filtersareparticularlyuseful for IPTVserviceswhere televisionservices

are delivered using the IP suite over a packet-switched network instead of being

delivered through traditional satellite signal and cable television formats.

NOTE: Whenyoudefinean interface-specific filter, youmust limit the filter
name to nomore than 52 bytes. Firewall filter names are restricted to 64
bytes in length and interface-specific filters have the specific-name
appended to them to differentiate their counters and policing actions. If
the automatically generated filter instance name exceeds this maximum
length, the systemmay reject the filter’s instance name.

• Alternatively, you can apply a policer to a logical interface either directly or indirectly

througha filter that references thepolicer function.Bydefault, policersare term-specific.

Junos OS creates a separate policer instance when the same policer is referenced in

multiple terms of a firewall filter.

Hierarchicalpolicersprovidecross-functionalitybetween theconfiguredphysical interface

and the Packet Forwarding Engine for provider edge applications. You can apply a

hierarchical policer as a filter action for premium and aggregate (premium plus normal)

traffic levels to a logical interface. Additionally, an interface-specific filter can have a

hierarchical policer as a filter action whether or not the hierachical policer is a logical

interface policer.

A logical interface policer (also known as an aggregate policer) can police the traffic

frommultiple protocol families without requiring a separate instantiation of a policer for

each such family on the logical interface. Youdefinea logical interfacepolicer by including

the logical-interface-policer statement when defining the policer.

[edit dynamic-profiles profile-name firewall policer policer-name
user@host# set logical-interface-policer

To apply a logical interface policer on an MX Series router as an action in a firewall filter

term, youmust specify both the interface-specific statement in the firewall filter and the

logical-interface-policer statement in the related policer. Using a filter to evoke a logical

interface filter has the added benefits of increasedmatch flexibility as well as support

for two-color policer styles (a policer that classifies traffic into two groups using only the
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bandwidth-limit and burst-size-limit parameters), which can only be attached at the

family level through a filter action.

NOTE: A non-interface-specific filter can only have a hierarchical policer if
no logical interface-specific filter action is specified.

Related
Documentation

Methods for Regulating Traffic by Applying Hierarchical Policers on page 271•

• Example: Configuring Hierarchical Policers to Limit Rates of Services in a Static

Environment on page 275

Example: Configuring Hierarchical Policers to Limit Rates of Services in a Static
Environment

This example shows how to configure a hierarchical policer and apply the policer to

ingress Layer 2 traffic at a logical interface on an MX Series router.

• Requirements on page 275

• Overview on page 275

• Configuration on page 276

• Verification on page 285

Requirements

Before you begin, be sure that your environment meets the following requirements:

• The interface on which you apply the hierarchical policer is an interface hosted on an

MX Series router.

• No other policer is applied to the input of the interface on which you apply the

hierarchical policer.

• You are aware that, if you apply the hierarchical policer to logical interface on which

an input filter is also applied, the policer is executed first.

Overview

In this example, youconfigureahierarchical policer andapply thepolicer to ingress Layer 2

traffic at a logical interface. Table 30 on page 276 describes the hierarchy levels at which

you can configure and apply hierarchical policers on logical and physical interfaces.
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Table 30: Hierarchical Policer Configuration and Application Summary

Key PointsLayer 2 ApplicationPolicer Configuration

Hierarchical Policer

Hierarchically rate-limits Layer 2 ingress traffic for all protocol families. Cannot be applied to egress traffic, Layer 3 traffic, or at
a specific protocol level of the interface hierarchy. Supported on interfaces on Dense Port Concentrators (DPCs) in MX Series
routers.

Hierarchically rate-limit Layer 2
ingress traffic for all protocol

Option A (physical interface)—Apply directly to

Layer 2 input traffic on a physical interface:

[edit dynamic-profiles profile-name interfaces]

Aggregate and premium policing

components of a hierarchical policer:

[edit dynamic-profiles profile-name
firewall]

families and logical interfaces
configured on a physical
interface.interface-name {

layer2-policer {hierarchical-policer policer-name {
Include the layer2-policer
configuration statement at the

input-hierarchical-policer policer-name;
}

aggregate {
if-exceeding {

[edit dynamic-profiles}bandwidth-limit bps;
burst-size-limit bytes; profile-name interfaces

interface-name] hierarchy level.}
then {

NOTE: If you apply a
hierarchical policer at aphysical

discard;
forwarding-class class-name;

interface, you cannot also applyloss-priority supported-value;
a hierarchical policer to any of
the member logical interfaces.

}
}
premium {

Hierarchically rate-limit Layer 2
ingress traffic for all protocol
families configuredonaspecific
logical interface.

Include the layer2-policer
configuration statement at the
[edit dynamic-profiles
profile-name interfaces
interface-nameunitunit-number]
hierarchy level.

NOTE: Youmust configure at
least oneprotocol family for the
logical interface.

Option B (logical interface)—Apply directly to

Layer 2 input traffic on a logical interface:

[edit dynamic-profiles profile-name interfaces]
interface-name {
unit unit-number {
layer2-policer {
input-hierarchical-policer policer-name;

}
}

}

if-exceeding {
bandwidth-limit bps;
burst-size-limit bytes;

}
then {
discard;

}
}

}

You apply the policer to the Gigabit Ethernet logical interface ge-1/2/0.0, which you

configure for IPv4 traffic. When you apply the hierarchical policer to the logical interface,

IPv4 traffic is hierarchically rate-limited. If you choose to apply the hierarchical policer

to physical interface ge-1/2/0, hierarchical policing applies to IPv4 traffic across the

logical interface as well.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.
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To configure this example, perform the following tasks:

• Configuring a Basic Dynamic Profile for Subscriber Management on page 278

• Configuring the Interfaces on page 279

• Configuring the Firewall Filter on page 280

• Configuring the Forwarding Classes on page 281

• Configuring the Hierarchical Policer on page 282

• Applying the Hierarchical Policer to Layer 2 Ingress Traffic at a Physical or Logical

Interface on page 284

CLI Quick
Configuration

To quickly configure this example, copy the following configuration commands into a
text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level.

set dynamic-profiles basic-profile
set dynamic-profiles basic-profile interfaces “$junos-interface-ifd-name”
set dynamic-profiles basic-profile interfaces "$junos-interface-ifd-name" unit
“$junos-underlying-interface-unit”

set dynamic-profiles basic-profile interfaces "$junos-interface-ifd-name" unit
$junos-underlying-interface-unit family inet

set dynamic-profiles interfaces ge-1/2/0 unit 0 family inet address 203.0.113.80/31
set dynamic-profiles basic-profile firewall family inet filter hierarch-filter
setdynamic-profilesbasic-profile firewall family inet filterhierarch-filter interface-specific
set dynamic-profiles basic-profile firewall family inet filter hierarch-filter termmatch-ip1
set dynamic-profiles basic-profile firewall family inet filter hierarch-filter termmatch-ip2
set dynamic-profiles basic-profile firewall family inet filter hierarch-filter termmatch-ip1
from precedence critical-ecp protocol

set dynamic-profiles basic-profile firewall family inet filter hierarch-filter termmatch-ip1
from protocol tcp

set dynamic-profiles basic-profile firewall family inet filter hierarch-filter termmatch-ip1
then hierarchical-policer hp1-share filter-specific

set dynamic-profiles basic-profile firewall family inet filter hierarch-filter termmatch-ip2
from precedence internet-control

set dynamic-profiles basic-profile firewall family inet filter hierarch-filter termmatch-ip2
from protocol tcp

set dynamic-profiles basic-profile firewall family inet filter hierarch-filter termmatch-ip2
then hierarchical-policer hp2-share

set class-of-service forwarding-classes class fc0 queue-num0 priority high
policing-priority premium

setclass-of-service forwarding-classesclass fc1queue-num1priority lowpolicing-priority
normal

setclass-of-service forwarding-classesclass fc2queue-num2priority lowpolicing-priority
normal

setclass-of-service forwarding-classesclass fc3queue-num3priority lowpolicing-priority
normal

setdynamic-profilesbasic-profile firewallhierarchical-policerpolicer-agg-premaggregate
if-exceeding bandwidth-limit 10m burst-size-limit 100k

setdynamic-profilesbasic-profile firewallhierarchical-policerpolicer-agg-premaggregate
then forwarding-class fc1

setdynamic-profilesbasic-profile firewallhierarchical-policerpolicer-agg-prempremium
if-exceeding bandwidth-limit 2m burst-size-limit 50k

setdynamic-profilesbasic-profile firewallhierarchical-policerpolicer-agg-prempremium
then discard
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set dynamic-profiles basic-profile interfaces ge-1/2/0 unit 0 layer2-policer
input-hierarchical-policer policer-agg-prem

Configuring a Basic Dynamic Profile for Subscriber Management

Step-by-Step
Procedure

A dynamic profile is a set of characteristics, defined in a type of template, that you can

use toprovidedynamic subscriber accessandservices for broadbandapplications. These

services are assigned dynamically to interfaces. A basic profile must contain a profile

name and have both an interface variable name (such as $junos-interface-ifd-name)
included at the [edit dynamic-profiles profile-name interfaces hierarchy level and logical

interface variable name (such as $junos-underlying-interface-unit or
$junos-interface-unit) at the [edit dynamic-profiles profile-name interfaces

variable-interface-name unit] hierarchy level.

1. Create the new dynamic profile.

[edit]
user@host# set dynamic-profiles basic-profile

2. Define the interface-name variable statement with the internal

$junos-interface-ifd-namevariableusedby the router tomatch the interfacename
of the receiving interface.

[edit dynamic-profiles basic-profile]
user@host# set interfaces “$junos-interface-ifd-name”

3. Define the variable-interface-name unit statement with the internal variable.

• When referencing an existing interface, specify the

$junos-underlying-interface-unit variable used by the router to match the unit
value of the receiving interface.

• When creating dynamic interfaces, specify the $junos-interface-unit variable
used by the router to generate a unit value for the interface.

[edit dynamic-profiles basic-profile interfaces "$junos-interface-ifd-name"]
user@host# set unit $junos-underlying-interface-unit

or

[edit dynamic-profiles basic-profile interfaces "$junos-interface-ifd-name"]
user@host# set unit $junos-interface-unit

4. Define the family address type (inet for IPv4) for the$junos-interface-unit variable.

[edit dynamic-profiles basic-profile interfaces "$junos-interface-ifd-name" unit
$junos-underlying-interface-unit]

user@host# set family inet
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Results Confirm the configuration of the dynamic profile by entering the show dynamic-profiles
configuration command. If the command output does not display the intended
configuration, repeat the instructions in this procedure to correct the configuration.

[edit]
user@host# show dynamic-profiles
dynamic-profiles {
basic-profile {
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
family inet;

}
}

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Configuring the Interfaces

Step-by-Step
Procedure

Define the physical and logical interfaces for this hierarchical policer example.

Configure the physical interface.1.

[edit dynamic-profiles basic-profile]
user@host# set interfaces ge-1/2/0

2. Configure the logical interface as unit 0with its IPv4 (inet) protocol family interface.

[edit dynamic-profiles basic-profile interfaces ge-1/2/0]
user@host# set unit 0 family inet address 203.0.113.80/31

NOTE: If you apply a Layer 2 policer to this logical interface, youmust
configure at least one protocol family.

Results Confirm the configuration by entering the show dynamic-profiles basic-profile interfaces
configuration command. If the command output does not display the intended
configuration, repeat the instructions in this procedure to correct the configuration.

[edit]
user@host# show dynamic-profiles basic-profile interfaces
ge-1/2/0 {
unit 0 {
family inet {
address 203.0.113.80/31;

}
}

}
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Configuring the Firewall Filter

Step-by-Step
Procedure

To configure a hierarchical policer as a filter action, youmust first configure a firewall

filter.

1. Configure the family address type (inet for IPv4) for the firewall filter and specify

the filter name.

We recommendthat younamethe filter something that indicates the filter’spurpose.

[edit dynamic-profiles basic-profile]
user@host# set firewall family inet filter hierarch-filter

2. To override the aggregation of the counters and policing actions andmake each

counter or policy function specific to each interface application, include the

interface-specific statement in the filter.

[edit dynamic-profiles basic-profile firewall family inet filter hierarch-filter]
user@host# set interface-specific

3. Specify the term names for the filter.

Make each term name unique and represent what its function is.

[edit dynamic-profiles basic-profile firewall family inet filter hierarch-filter]
user@host# set termmatch-ip1
user@host# set termmatch-ip2

4. In each firewall filter term, specify the conditions used to match components of a

packet.

Configure the first term tomatch IPv4 packets received through TCPwith the IP

precedence field critical-ecp (0xa0) protocol, and apply the hierarchical policer as

a filter action.

[edit dynamic-profiles basic-profile firewall family inet filter hierarch-filter term
match-ip1]

user@host# set from precedence critical-ecp protocol
user@host# set from protocol tcp

5. Specify the actions to take when the packet matches all of the conditions in the

first term. Enable all hierarchical policers in one filter to share the same policer

instance in the Packet Forward Engine.

[edit dynamic-profiles basic-profile firewall family inet filter hierarch-filter term
match-ip1]

user@host# set then hierarchical-policer hp1-share filter-specific

6. Configure the second term tomatch IPv4 packets received through TCPwith the

IP precedence field internet-control (0xc0), and apply the hierarchical policer as a

filter action.
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[edit dynamic-profiles basic-profile firewall family inet filter hierarch-filter term
match-ip2]

user@host# set from precedence internet-control
user@host# set from protocol tcp

7. Specify the actions to take when the packet matches all of the conditions in the

second term.

[editdynamic-profilesbasic-profile firewall family inet filter inet-filter termmatch-ip2]
user@host# set then hierarchical-policer hp2-share

Results Confirm the configuration by entering the show dynamic-profiles basic-profile firewall
configuration command. If the command output does not display the intended
configuration, repeat the instructions in this procedure to correct the configuration.

[edit]
user@host# show dynamic-profiles basic-profile firewall
family inet {
filter hierarch-filter {
interface-specific;
termmatch-ip1 {
from {
precedence critical-ecp protocol;
protocol tcp;

}
then hierarchical-policer hp1-share;

}
termmatch-ip2 {
from {
precedence internet-control;
protocol tcp;

}
then hierarchical-policer hp2-share;

}
}

}

Configuring the Forwarding Classes

Step-by-Step
Procedure

Define forwardingclasses referencedasaggregatepolicer actions. Forhierarchicalpolicers

to work, ingress traffic must be correctly classified into premium and non-premium

buckets. Some class-of-service (CoS) configuration is required because the hierarchical

policer must be able to separate premium/expedited forwarding (EF) traffic from

non-premium/non-EF traffic.

1. Enable configuration of the forwarding classes.

[edit]
user@host# set class-of-service forwarding-classes

2. Define CoS forwarding classes to include the designation ofwhich forwarding class

is premium. This defaults to the forwarding class associated with EF traffic.
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[edit class-of-service forwarding-classes]
user@host# set class fc0 queue-num0 priority high policing-priority premium
user@host# set class fc1 queue-num 1 priority low policing-priority normal
user@host# set class fc2 queue-num 2 priority low policing-priority normal
user@host# set class fc3 queue-num 3 priority low policing-priority normal

Results Confirm the configuration of the forwarding classes referenced as aggregate policer
actions by entering the show class-of-service configuration command. If the command
output does not display the intended configuration, repeat the instructions in this
procedure to correct the configuration.

[edit]
user@host# show class-of-service
forwarding-classes {
class fc0 queue-num0 priority high policing-priority premium;
class fc1 queue-num 1 priority low policing-priority normal;
class fc2 queue-num 2 priority low policing-priority normal;
class fc3 queue-num 3 priority low policing-priority normal;

}

Configuring the Hierarchical Policer

Step-by-Step
Procedure

Configure the aggregate and premium policing components of a hierarchical policer.

Enable configuration of the hierarchical policer.1.

[edit dynamic-profiles basic-profile]
user@host# set firewall hierarchical-policer policer-agg-prem

2. Configure the aggregate policer to have abandwidth limit set to 10Mbps, burst-size

limit set to 100 KB, and nonconforming action set to change the forwarding class

to fc1.

[edit dynamic-profiles basic-profile firewall hierarchical-policer policer-agg-prem]
user@host# set aggregate if-exceeding bandwidth-limit 10m burst-size-limit 100k
user@host# set aggregate then forwarding-class fc1

NOTE: For aggregate policers, the configurable actions for a packet in
anonconforming floware todiscard thepacket, change the losspriority,
or change the forwarding class.

3. Configure the premium policer to have a bandwidth limit set to 2 Mbps, burst-size

limit set to 50 KB, and nonconforming action set to discard packets.

[edit dynamic-profiles basic-profile firewall hierarchical-policer policer-agg-prem]
user@host# set premium if-exceeding bandwidth-limit 2m burst-size-limit 50k
user@host# set premium then discard
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NOTE: Thebandwidth limit for thepremiumpolicermustnotbegreater
than that of the aggregate policer. For the premium policers, the only
configurable action for a packet in a nonconforming traffic flow is to
discard the packet.

Results Confirm theconfigurationof thehierarchical policer byentering the showdynamic-profiles
basic-profile firewall configuration command. If the command output does not display
the intended configuration, repeat the instructions in this procedure to correct the
configuration.

[edit]
user@host# show dynamic-profiles basic-profile firewall
hierarchical-policer policer-agg-prem {
aggregate {
if-exceeding {
bandwidth-limit 10m;
burst-size-limit 100k;

}
then {
forwarding-class fc1;

}
}
premium {
if-exceeding {
bandwidth-limit 2m;
burst-size-limit 50k;

}
then {
discard;

}
}

}
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Applying theHierarchical Policer to Layer 2 Ingress Traffic at aPhysical or Logical
Interface

Step-by-Step
Procedure

You can apply policers directly to an interface or applied through a filter to affect only

matching traffic. In most cases, you can invoke a policing function at ingress, egress, or

in both directions.

• For physical interfaces, a hierarchical policer uses a single policer instance to rate-limit

all logical interfaces and protocol families configured on a physical interface, even if

the logical interfaces havemutually exclusive families such as inet or bridge.

• For logical interfaces, a hierarchical policer canpolice the traffic frommultiple protocol

families without requiring a separate instantiation of a policer for each such family on

the logical interface.

To hierarchically rate-limit Layer 2 ingress traffic for IPv4 traffic on logical interface

ge-1/2/0.0, reference the policer from the logical interface configuration.

1. Configure the logical interface.

[edit dynamic-profiles basic-profile]
user@host# set interfaces ge-1/2/0 unit 0

When you apply a policer to Layer 2 traffic at a logical interface, youmust define at

least one protocol family for the logical interface.

2. Apply the policer to the logical interface.

[edit dynamic-profiles basic-profile interfaces ge-1/2/0 unit 0]
user@host# set layer2-policer input-hierarchical-policer policer-agg-prem

Alternatively, to hierarchically rate-limit Layer 2 ingress traffic for all protocol families

and for all logical interfaces configured on physical interface ge-1/2/0, reference

the policer from the physical interface configuration.

Results Confirm theconfigurationof thehierarchical policer byentering the showdynamic-profiles
basic-profile interfaces configuration command. If the commandoutput does not display
the intended configuration, repeat the instructions in this procedure to correct the
configuration.

[edit]
user@host# show dynamic-profiles basic-profile interfaces
ge-1/2/0 {
unit 0 {
layer2-policer {
input-hierarchical-policer policer-agg-prem;

}
family inet {
address 203.0.113.80/31;

}
}

}
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Verification

Confirm that the configuration is working properly.

• Displaying Traffic Statistics for the Interface on page 285

• Displaying Number of Packets Policed by the Specified Policer on page 287

Displaying Traffic Statistics for the Interface

Purpose Verify the traffic flow through the physical interface.

Action Use the show interfacesoperationalmode command for physical interface ge-1/2/0, and

include the detail or extensive option.

user@host> show interfaces ge-1/2/0 extensive

Physical interface: ge-1/2/0, Enabled, Physical link is Down
  Interface index: 156, SNMP ifIndex: 630, Generation: 159
  Link-level type: Ethernet, MTU: 1514, MRU: 1522, Speed: 1000mbps, BPDU Error: 
None, MAC-REWRITE Error: None, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled, 
Remote fault: Online
  Pad to minimum frame size: Disabled
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 8 supported, 8 maximum usable queues
  Schedulers     : 0
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:00:5E:00:53:4c, Hardware address: 00:00:5E:00:53:4c
  Last flapped   : 2014-11-10 13:36:25 EST (01:26:30 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                   42                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    1                    0 pps
   IPv6 transit statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Dropped traffic statistics due to STP State:
   Input  bytes  :                    0
   Output bytes  :                    0
   Input  packets:                    0
   Output packets:                    0
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0, L3 
incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
    FIFO errors: 0, Resource errors: 0
  Output errors:
    Carrier transitions: 0, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,
 FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0,
    Resource errors: 0
  Egress queues: 8 supported, 8 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets
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    0                                0                    0                    0

    1                                0                    0                    0

    2                                0                    0                    0

    3                                0                    0                    0

    4                                0                    0                    0

    5                                0                    0                    0

    6                                0                    0                    0

    7                                0                    0                    0

  Queue number:         Mapped forwarding classes
    0                   best-effort
    1                   expedited-forwarding
    2                   assured-forwarding
    3                   network-control
    4                   be1
    5                   ef1
    6                   af1
    7                   nc1
  Active alarms  : LINK
  Active defects : LINK
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
    Total errors                             0                0
  Filter statistics:
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 0, CAM source filters: 0
  Autonegotiation information:
    Negotiation status: Incomplete
  Packet Forwarding Engine configuration:
    Destination slot: 0 (0x00)
  CoS information:
    Direction : Output
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
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                              %            bps     %           usec
    0 best-effort            95      950000000    95              0      low    
none
    3 network-control         5       50000000     5              0      low    
none
  Interface transmit statistics: Disabled

Meaning The commandoutput section forTraffic statistics lists the number of bytes and packets
received and transmitted on the interface.

Displaying Number of Packets Policed by the Specified Policer

Purpose Verify the number of packets evaluated by the policer. Premium policer counters are not

supported.

Action Use the show policer operational mode command and optionally specify the name of

the policer policer-agg-prem. The command output displays the number of packets

evaluated by the specified policer in each direction.

user@host> show policer policer-agg-prem
Policers:
Name                                                Bytes              Packets
policer-agg-prem-ge-1/2/0.0-inet-i               10372300               103723

The -inet-i suffix denotesapolicer applied to IPv4 input traffic. In this example, thepolicer
is applied to input traffic only.

Meaning The command output displays the number of packets evaluated by the specified policer

in each direction.

Related
Documentation

• Methods for Regulating Traffic by Applying Hierarchical Policers on page 271

• Hierarchical Policer Applied as Filter Action on page 274
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CHAPTER 25

Monitoring and Managing Firewalls for
Subscriber Access

• Verifying and Managing Firewall Filter Configuration on page 289

• Enhanced Policer Statistics Overview on page 289

Verifying andManaging Firewall Filter Configuration

Purpose View or manage information for firewall filters:

NOTE: The router creates unique names for fast update filters and for filter
terms and counters. SeeNaming Fast Update Filters in “Fast Update Filters
Overview” on page 236 for information.

Action To display statistics for firewall filters:•

user@host> show firewall

• To display firewall log information:

user@host> show firewall log

• To clear filter counters:

user@host> clear firewall all

Related
Documentation

Classic Filters Overview on page 157•

• Fast Update Filters Overview on page 236

• CLI Explorer

Enhanced Policer Statistics Overview

You can use the enhanced policer statistics to analyze traffic for debugging purposes on

MPC/MIC interfaces on MX Series routers and Multi-Rate Ethernet Enhanced Queuing

IP Services DPCwith SFP and XFP.
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Enhanced policer statistics provide the following:

• Offered packet statistics for traffic subjected to policing.

• OOS packet statistics for packets that are marked out-of-specification by the policer.

Changes to all packets that have out-of-specification actions, such as discard, color

marking, or forwarding-class, are included in this counter.

• Transmitted packet statistics for traffic that is not discarded by the policer. When the

policer action isdiscard, the statisticsare the sameas thewithin-specification statistics;

when thepolicer action is non-discard (loss-priority or forwarding-class), the statistics

are included in this counter.

Related
Documentation

• show policer

• show firewall on page 914

• enhanced-policer on page 578
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PART 3

Configuring Dynamic Multicast

• Configuring Dynamic IGMP to Support IP Multicasting for Subscribers on page 293

• Configuring Dynamic MLD to Enable Subscribers to Access Multicast

Networks on page 301
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CHAPTER 26

Configuring Dynamic IGMP to Support IP
Multicasting for Subscribers

• Dynamic IGMP Configuration Overview on page 293

• Subscriber Management IGMPModel Overview on page 294

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Example: IGMP Dynamic Profile on page 296

• Configuring SSMMapping for Dynamic IGMP and MLD on page 298

Dynamic IGMP Configuration Overview

The Internet Group Management Protocol (IGMP) is a host to router signaling protocol

for IPv4used to support IPmulticasting. This protocolmanages themembershipof hosts

and routers in multicast groups. IP hosts use IGMP to report their multicast group

memberships to any immediately neighboring multicast routers. Multicast routers use

IGMP to learn, for eachof their attachedphysical networks,which groups havemembers.

Subscriberaccesssupports theconfigurationof IGMPwithin thedynamicprofileshierarchy.

By specifying IGMPstatementswithinadynamicprofile, youcandynamically apply IGMP

configuration when a subscriber connects to an interface using a particular access

technology (DHCP), enabling the subscriber to access a carrier (multicast) network.

Dynamic IGMP consists of a subset of the full range of IGMP capabilities available for

static IGMP configuration, applied to dynamic interfaces by means of a dynamic profile.

For detailed information about static IGMP configuration, see Configuring IGMP. Much of

the static configuration documentation is directly applicable to dynamic IGMP. Note that

the followingstatements thatappear in thedynamic IGMPCLIhierarchyareconfigurable,

but have no effect: accounting, group-threshold, log-interval, and no-accounting. These

statements are not needed at a subscriber level , where typically nomore than tens of

joins are expected.

Refer to theMulticast Protocols Feature Guide for a comprehensive understanding of

Junos OS support for multicast protocols.

Related
Documentation

Dynamic Profiles Overview•

• Subscriber Management IGMPModel Overview on page 294
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• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Configuring IGMP

Subscriber Management IGMPModel Overview

In an IPTV network, channel changes occur when a set-top box (STB) sends IGMP

commands that inform an upstream device (for example, a multiservice access node

[MSAN] or services router) whether to start or stop sending multicast groups to the

subscriber. In addition, IGMP hosts periodically request notification from the STB about

which channels (multicast groups) are being received.

You can implement IGMP in the subscriber management network in the following ways:

• Static IGMP—All multicast channels are sent to the MSAN.When the MSAN receives

an IGMP request to start or stop sending a channel, it adds the subscriber to the

multicast group and then discards the IGMP packet.

• IGMP Proxy—Only multicast channels currently being viewed are sent to the MSAN.
If the MSAN receives a request to view a channel that is not currently being forwarded

to the MSAN, it forwards the request upstream. However, the upstream device does

not see all channel change requests from each subscriber, limiting bandwidth control

options.

• IGMPSnooping—Onlymulticast channels currentlybeingviewedare sent to theMSAN.
TheMSANforwardsall IGMP requestsupstream,unaltered, even if it is already receiving

the channel. The upstream device sees all channel change requests from each

subscriber. Using IGMP snooping enables the broadband services router to determine

themix of services and the bandwidth requirements of each subscriber and adjust the

bandwidth made available to each service.

• IGMP Passthrough—The MSAN transparently passes IGMP packets upstream to the

broadband services router.

IGMP hosts (sources) also periodically verify that they are sending the correct traffic by

requesting that each client send information about what multicast groups it wants to

receive. The responses to this IGMP query can result in a substantial upstream traffic

burst.

IGMPv2 is theminimum level required to support IPTV, and is themost widely deployed.

Emerging standards specify IGMPv3.

Related
Documentation

Dynamic IGMP Configuration Overview on page 293•
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Configuring Dynamic DHCP Client Access to aMulticast Network

This topic describes how to create a basic dynamic profile that enables DHCP clients to

dynamically access the multicast network.

Before you configure dynamic profiles for initial client access:

1. Create a basic dynamic profile.

See Configuring a Basic Dynamic Profile.

2. Configure the necessary router interfaces that you want accessing DHCP clients to

use.

SeeDHCP Subscriber Interface Overview for information about the types of interfaces

you can use with dynamic profiles and how to configure them.

3. Ensure that the router is configured to enable communication between the client and

the RADIUS server.

See Specifying the Authentication and Accounting Methods for Subscriber Access.

4. Configure all RADIUS values that you want the profiles to use when validating DHCP

clients for access to the multicast network.

See Configuring RADIUS Server Parameters for Subscriber Access

To configure an initial client access dynamic profile:

1. Access an IGMP access profile.

user@host# edit dynamic-profiles access-profile
[edit dynamic-profiles access-profile]
user@host#

2. Define the IGMP interface with the interface variable.

NOTE: The variable value is replaced by the name of the interface over
which the router received the DHCPmessage.

[edit dynamic-profiles access-profile]
user@host# set protocols igmp interface $junos-interface-name

3. (Optional) Enable or disable accounting on the IGMP interface.

[editdynamic-profilesaccess-profileprotocols igmp interface“$junos-interface-name”]
user@host# set accounting

or

[editdynamic-profilesaccess-profileprotocols igmp interface“$junos-interface-name”]
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user@host# set no-accounting

NOTE: This statement enables you to override the accounting setting at
the IGMP protocol level. For example, if IGMP accounting is enabled at
the [edit protocols igmp interface interface-name] hierarchy level, you can

use the no-accounting statement to disable accounting for any IGMP

interfaces that are dynamically created by the dynamic profile. If IGMP
accounting is not enabled at the [edit protocols igmp interface

interface-name] hierarchy level, you can use the accounting statement to

enable accounting for any IGMP interfaces that are dynamically created
by the dynamic profile.

4. Set the IGMP interface to remain enabled.

[editdynamic-profilesaccess-profileprotocols igmp interface“$junos-interface-name”]
user@host# set disable:$junos-igmp-enable

NOTE: RADIUS is capable of disabling IGMP. By assigning the enable
variable to the disable statement, you can ensure that IGMP remains

enabled.

5. (Optional) Specify a group policy for the IGMP interface.

[editdynamic-profilesaccess-profileprotocols igmp interface“$junos-interface-name”]
user@host# set group-policy report-reject-policy

6. (Optional) Enable immediate leave on the IGMP interface.

[editdynamic-profilesaccess-profileprotocols igmp interface“$junos-interface-name”]
user@host# set immediate-leave:$junos-igmp-immediate-leave

7. (Optional) Set the IGMP interface to obtain the IGMP version from RADIUS.

[editdynamic-profilesaccess-profileprotocols igmp interface“$junos-interface-name”]
user@host# set version $junos-igmp-version

Related
Documentation

Configuring a Basic Dynamic Profile•

• Dynamic Profiles Overview

Example: IGMPDynamic Profile

In this example, IGMP is configured for subscriber access using Junos OS predefined

variables.
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The predefined variables equate to RADIUS settings as follows:

RADIUS Attribute NumberRADIUS VSA NameJunos OS Predefined Variable

26–78IGMP-Version$var-igmp-version

26–71IGMP-Access-Name$var-igmp-access-grp

26–72IGMP-Access-Src-Name$var-igmp-access-src-grp

[edit dynamic-profiles profile-name]
interfaces {
demux0 {
unit "$junos-interface-unit" {
demux-options {
underlying-interface "$junos-underlying-interface";

}
family inet {
demux-source {
“$junos-subscriber-ip-address”;

}
unnumbered-address lo0.0 preferred-source-address 203.0.113.210;

}
}

}
}
protocols {
igmp {
interface "$junos-interface-name" {
version "$var-igmp-version";
group-policy [ "$var-igmp-access-grp" "$var-igmp-access-src-grp" ];

}
}

}

NOTE: Youmust also configure any global IGMP parameters.

Related
Documentation

Configuring Dynamic DHCP Client Access to a Multicast Network on page 295•
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Configuring SSMMapping for Dynamic IGMP andMLD

Source-specificmulticast (SSM) is a servicemodel that identifies session traffic by both

source and group address. SSM builds shortest-path trees (SPTs) directly represented

by (S,G) pairs. The “S” refers to the source's unicast IP address, and the “G” refers to the

specificmulticast groupaddress. TheSSM(S,G)pairs arecalledchannels todifferentiate

them from any-source multicast (ASM) groups. SSM is ideal for one-to-manymulticast

services suchasnetworkentertainment channels. AlthoughASMsupportsone-to-many,

its method of source discovery is less efficient than SSM. For example, if you click a link

in a browser, ASM notifies the receiver about the group information, but not the source

information. With SSM, the client receives both source and group information.

To deploy SSM successfully, you need an end-to-endmulticast-enabled network and

applications that use an Internet Group Management Protocol version 3 (IGMPv3) or

Multicast Listener Discovery version 2 (MLDv2) stack, or you need to configure SSM

mapping from IGMPv1 or IGMPv2 to IGMPv3. An IGMPv3 stack provides the capability of

a host operating system to use the IGMPv3 protocol.

Youcanaccommodatehosts thatdonotsupport IGMpv3orMLDv1byusingSSMmapping.

SSMmapping translates IGMPv1 or IGMPv2membership reports to an IGMPv3 report,

and MLDv1 reports to MLDv2. SSMmapping applies to all group addresses that match

the policy, not just those that conform to SSM addressing conventions (232/8 for IPv4,

ff30::/32 through ff3F::/32 for IPv6).

BEST PRACTICE: Create separate SSMmaps for the IPv4 and IPv6 address
families when both families require SSM support.

If you apply an SSMmap policy containing both IPv4 and IPv6 addresses to an interface

in an IPv4 context (using IGMP), only the IPv4 addresses in the list are used. If there are

nosuchaddresses, noaction is taken.Similarly, if youapplyanSSMmappolicy containing

both IPv4 and IPv6 addresses to an interface in an IPv6 context (using MLD), only the

IPv6 addresses in the list are used. If there are no such addresses, no action is taken.

To configure SSMmapping for dynamic IGMP:

1. Create an SSM policy to match the desired IPv4, IPv6, or both group addresses.

[edit]
user@host# edit policy-options policy-statement policy-name

2. Configure terms for the policy to identify and accept group addresses

[edit policy-options policy-statement policy-name]
user@host# set term from name route-filter destination-prefix match-type
user@host# set term name then accept

3. Apply the SSMmap policy to the dynamic interface in a dynamic profile.
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[edit dynamic-profiles profile-name protocols (igmp | mld) interface
$junos-interface-name]

user@host# set ssm-map-policy ssm-map-policy-name

For example, the following configuration creates SSM policy ssm-1. The policy term v4

exactly matches the IPv4 SSM group address 232.1.1.1/32. The policy rejects all other

addresses. The policy ssm-1 is then applied to dynamic interfaces created when the

igmp-prof dynamic profile is instantiated.

[edit]
user@host# edit policy-options policy-statement ssm-1
user@host# set term v4 from route-filter 232.1.1.1/32 exact
user@host# set term v4 then accept
user@host# set then reject
user@host# edit dynamic-profilesmld-prof protocols igmp interface
$junos-interface-name

user@host# set ssm-map-policy ssm-1

For example, the followingconfigurationcreatesSSMpolicy ssm-2.Policy termv6exactly

matches the IPv6 group address ff35::1/128. The policy rejects all other addresses. The

policy ssm-2 is then applied to dynamic interfaces created when themld-prof dynamic

profile is instantiated.

[edit]
user@host# edit policy-options policy-statement ssm-2
user@host# set term v6 from route-filter ff35::1/128 exact
user@host# set term v6 then accept
user@host# set then reject
user@host# edit dynamic-profiles igmp-prof protocolsmld interface
$junos-interface-name

user@host# set ssm-map-policy ssm-2

Related
Documentation

• Dynamic IGMP Configuration Overview on page 293

• Dynamic MLD Configuration Overview on page 301
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CHAPTER 27

Configuring Dynamic MLD to Enable
Subscribers toAccessMulticastNetworks

• Dynamic MLD Configuration Overview on page 301

DynamicMLD Configuration Overview

TheMulticast Listener Discovery (MLD) Protocolmanages themembership of hosts and

routers in multicast groups. IP version 6 (IPv6) multicast routers use MLD to learn, for

each of their attached physical networks, which groups have interested listeners. Each

router maintains a list of host multicast addresses that have listeners for each subnet,

as well as a timer for each address. However, the router does not need to know the

address of the listeners—just the address of the hosts. The router provides addresses to

the multicast routing protocol it uses; this ensures that multicast packets are delivered

toall subnetswhere thereare interested listeners. In thisway,MLD is usedas the transport

for the Protocol Independent Multicast (PIM) protocol.

Subscriber access supports theconfigurationofMLDwithin thedynamicprofileshierarchy

for dynamically created interfaces. By specifying MLD statements within a dynamic

profile, you can dynamically apply MLD configuration when a subscriber connects to an

interface using aparticular access technology (DHCP), enabling the subscriber to access

a carrier (multicast) network.

DynamicMLDconsists of a subset of the full rangeofMLDcapabilities available for static

MLD configuration, applied to dynamic interfaces by means of a dynamic profile. For

detailed information about static MLD configuration, see Examples: Configuring MLD.

Much of the static configuration documentation is directly applicable to dynamic MLD.

Note that the following statements that appear in the dynamic MLD CLI hierarchy are

configurable, but have no effect: accounting, group-threshold, log-interval, and

no-accounting. These statements are not needed at a subscriber level , where typically

nomore than tens of joins are expected.

Refer to theMulticast Protocols Feature Guide for a comprehensive understanding of

Junos OS support for multicast protocols.

Related
Documentation

• Dynamic Profiles Overview

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295
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• Examples: Configuring MLD
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PART 4

Configuring Application-Aware Policy
Control and Reporting

• Configuring Application-Aware Policy Control on page 305

• Configuring Application Identification on page 323

• Configuring Reporting for Application-Aware Data Sessions on page 331
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CHAPTER 28

Configuring Application-Aware Policy
Control

• UnderstandingApplication-AwarePolicyControl forSubscriberManagementonpage306

• Understanding PCEF Profiles for Subscriber Management on page 307

• ConfiguringApplication-AwarePolicyControl forSubscriberManagementonpage308

• Installing Services Packages for Subscriber Management Application-Aware Policy

Management on page 309

• Configuring Service Data Flow Filters on page 309

• Configuring Policy and Charging Control Action Profiles for Subscriber

Management on page 312

• Configuring Policy and Charging Control Rules on page 314

• Configuring a Policy and Charging Control Rulebase on page 317

• Configuring a Policy and Charging Enforcement Function Profile for Subscriber

Management on page 318

• Identifying the Service Interface That Handles Subscriber Management

Application-Aware Policy Control on page 319

• Configuring Application-Aware Policy Control in a Subscriber Management Dynamic

Profile on page 320
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Understanding Application-Aware Policy Control for Subscriber Management

You can define the treatment to apply to a subscriber’s packets based on the specific

application being used by the subscriber (for example, Facebook) or based on Layer 3

and Layer 4 service data flow (SDF) information for the IP flow (for example, the source

and destination IP addresses). You do this by configuring policy and charging control

(PCC) rules, and including the PCC rules in the PCEF profile that is specified in the

subscriber’s dynamic profile.

PCC rules contain a from clause that identifies the applications or SDF information to

match, and a then clause that identifies the treatment to apply.

This topic includes the following sections:

• Understanding Application Filters on page 306

• Understanding Service Data Flow Filters on page 306

• Understanding PCC Action Profiles on page 307

Understanding Application Filters

Applications and application groups are specified in the from clause of a PCC rule to

identify IPpacketsbelonging toa specific application. If the IPpacket is for anapplication

identified in aPCC rule, the treatment specified in thePCCactionprofile in the then clause

of the rule is applied.

To configure application-aware PCC rules, you can specify one or more of the following

parameters:

• application—Specifies the name of an application. This can be a Layer 7 protocol (for

example, HTTP) or a particular application running on a Layer 7 protocol, such as

Facebook and Yahoo Messenger.

• application-group—Specifies the name of an application group, which represents a

collection of Layer 7 applications that can be processed at the same time.

NOTE: Application-aware PCC rules that reference specified applications
can include wildcard or specific Layer-3 SDF filters, Layer-4 SDF filters, or
both.

Youcanseea list of all theapplicationsandapplicationgroupsbyusing the showservices

application-identification application command.

Understanding Service Data Flow Filters

Service data flow (SDF) filters (flow identifiers) are specified in the from clause of a PCC

rule to identify IP packets belonging to a particular Layer 3 or Layer 4 service data flow.

If the IP packet matches the SDF filter in a PCC rule, the treatment specified in the PCC

action profile in the then clause of the rule is applied.
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To configure Layer 3 or Layer 4 SDF filters, you specify one or more of the following

parameters:

• Source IP address

• Destination IP address

• Source port

• Destination port

• Layer 4 protocol (UDP or TCP)

Understanding PCC Action Profiles

A PCC rule configuration includes an action profile in the then clause that defines the

treatment to apply to a packet belonging to an application or to an SDF identified in the

from clause of the rule. You can configure a PCCaction profile that is used in one ormore

PCC rules to provide the following functionality:

• HTTP redirection—Specifies HTTP redirection to a URL. You can use this action only

for PCC rules that match only HTTP-based applications and all flows.

• HTTPSteering path—Specifies an IPv4or IPv6 address for steeringHTTPpackets. You

can use this action only for PCC rules that match only HTTP-based applications and

all flows.

NOTE: A single PCC rule can support either HTTP redirection or HTTP
steering path, but not both.

• Steering with a routing instance—Specifies a routing instance for steering of packets.

You can configure different routing instances for traffic from the subscriber (uplink)

and traffic to the subscriber (downlink).

• Forwardingclass—Specifies the forwardingclass that youwantassigned to thepacket.

• Maximum bit rate—Specifies the maximum bit rate for uplink and for downlink traffic.

• Gating status—Specifies whether to block or to forward IP packets.

Related
Documentation

Configuring Policy and Charging Control Action Profiles for Subscriber Management

on page 312

•

• Configuring Service Data Flow Filters on page 309

• Configuring Policy and Charging Control Rules on page 314

• Application Identification Overview on page 323

Understanding PCEF Profiles for Subscriber Management

A policy and charging enforcement function (PCEF) profile specifies a set of PCC rules

and rulebases to assign to a subscriber for application-aware policy control, and assigns
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a precedence value to each predefined rule. The dynamic profile that activates

application-aware policy control for subscribers points to a PCEF profile.

Configuring Application-Aware Policy Control for Subscriber Management

This topic gives an overview of the tasks you perform to configure policy control for

subscriber management based on the layer 7 application that traffic is using or on the

particular Layer 3 or Layer 4 service data flow.

To configure policy control:

1. Install service packages on any MS-MPC PICs that perform application-aware policy

control.

See “Installing Services Packages for Subscriber Management Application-Aware

Policy Management” on page 309.

2. Configure any service data flow filters to be used in PCC rules.

See “Configuring Service Data Flow Filters” on page 309.

3. Configure any custom applications to be used in PCC rules.

See “Configuring Custom Application Signatures” on page 325.

4. Configure the PCC action profiles to be used in PCC rules.

See “Configuring Policy and Charging Control Action Profiles for Subscriber

Management” on page 312

5. Configure PCC rules.

See “Configuring Policy and Charging Control Rules” on page 314.

6. (Optional) Configure PCC rulebases.

See “Configuring a Policy and Charging Control Rulebase” on page 317.

7. Configure a policy and charging enforcement function (PCEF) profile.

See “Configuring a Policy and Charging Enforcement Function Profile for Subscriber

Management” on page 318.

8. Configure a service set for application-aware policy control.

See “Identifying the Service Interface That Handles Subscriber Management

Application-Aware Policy Control” on page 319.

9. Configure a dynamic profile that activates application-aware policy control.

Copyright © 2017, Juniper Networks, Inc.308

Broadband Subscriber Services Feature Guide



See “Configuring Application-Aware Policy Control in a Subscriber Management

Dynamic Profile” on page 320.

Related
Documentation

Understanding Application-Aware Policy Control for Subscriber Management on

page 306

•

Installing Services Packages for Subscriber Management Application-Aware Policy
Management

Youmust install a set of service packages on any MS-MPC PICs that perform

application-aware policy control.

To install service packages:

1. Specify the MS-MPC PIC.

[edit chassis]
user@host# edit fpc slot-number pic pic-number

2. Install the services packages.

[edit chassis fpc slot-number pic pic-number adaptive-services service-package
extension-provider ]

user@host# set package jservices-mss
user@host# set package jservices-jdpi
user@host# set package jservices-pcef

Related
Documentation

Understanding Application-Aware Policy Control for Subscriber Management on

page 306

•

Configuring Service Data Flow Filters

A service data flow (SDF) filter is specified as amatching condition in the from clause of

a policy and charging control (PCC) rule. Each SDF filter can have one or more flows

associated with it; each flow is a five-tuple match.

NOTE: If you configure an SDF filter without specifying a remote address,
port, port range, or protocol , then theSDF filtermatches IPpackets thathave
any value configured for the corresponding attribute. If you configure an SDF
filter, youmust configure at least one of the following attributes: direction,
local port or local port range, protocol, remote address, or remote port or
remote port range.
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You can configure SDF filters for Junos OS Subscriber Aware or for Junos OS Broadband

Subscriber Management, but you use a different CLI hierarchy level for each product.

• If youareusing JunosOSSubscriberAware, configureSDF filtersat the [editunified-edge

pcef] hierarchy level.

• If you are using Junos OS Broadband Subscriber Management, configure SDF filters at

the [edit services pcef] hierarchy level.

To configure Layer 3 and Layer 4 SDF filters:

1. Specify a name for the SDF filter.

For Junos OS Subscriber Aware:

[edit unified-edge pcef]
user@host# set flow-descriptions flow-identifier

For Junos OS Broadband Subscriber Management:

[edit services pcef]
user@host# set flow-descriptions flow-identifier

2. Specify the flow direction for the SDF filter.

NOTE: If you do not specify a flow direction, then the SDF filter is applied
in both the uplink and downlink directions.

For Junos OS Subscriber Aware:

[edit unified-edge pcef flow-descriptions flow-identifier]
user@host# set direction (uplink | downlink | both)

For Junos OS Broadband Subscriber Management:

[edit services pcef flow-descriptions flow-identifier]
user@host# set direction (uplink | downlink | both)

3. Specify a remote address (IPv4 or IPv6) for the SDF filter:

NOTE: You can specify an IPv4 subnet or an IPv6 subnet but not both.

• Specify an IPv4 address for the SDF filter.

For Junos OS Subscriber Aware:

[edit unified-edge pcef flow-descriptions flow-identifier]
user@host# set remote-address ipv4-address ipv4-address

For Junos OS Broadband Subscriber Management:

[edit services pcef flow-descriptions flow-identifier]
user@host# set remote-address ipv4-address ipv4-address

• Specify an IPv6 address for the SDF filter.
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For Junos OS Subscriber Aware:

[edit unified-edge pcef flow-descriptions flow-identifier]
user@host# set remote-address ipv6-address ipv6-address

For Junos OS Broadband Subscriber Management:

[edit services pcef flow-descriptions flow-identifier]
user@host# set remote-address ipv6-address ipv6-address

4. Specify a protocol (using the standard protocol number) for the SDF filter.

For Junos OS Subscriber Aware:

[edit unified-edge pcef flow-descriptions flow-identifier]
user@host# set protocol number

For Junos OS Broadband Subscriber Management:

[edit services pcef flow-descriptions flow-identifier]
user@host# set protocol number

5. Specify a local port or a list of port numbers for the SDF filter. To specify a list of port

numbers (up to amaximum of three), enclose the port numbers in square brackets

([]).

NOTE: You can configure a local port or local port range but not both in
the same SDF filter.

For Junos OS Subscriber Aware:

edit unified-edge pcef flow-descriptions flow-identifier]
user@host# set local-ports number

For Junos OS Broadband Subscriber Management:

edit services pcef flow-descriptions flow-identifier]
user@host# set local-ports number

6. Specify a local port range for the SDF filter.

For Junos OS Subscriber Aware:

[edit unified-edge pcef flow-descriptions flow-identifier]
user@host# set local-port-range low low-value high high-value

For Junos OS Broadband Subscriber Management:

[edit services pcef flow-descriptions flow-identifier]
user@host# set local-port-range low low-value high high-value

7. Specify a remote port or list of remote ports for the SDF filter. To specify a list of port

numbers (up to amaximum of three), enclose the port numbers in square brackets

([]).
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NOTE: You can configure a remote port or remote port range but not both
in the same SDF filter.

For Junos OS Subscriber Aware:

[edit unified-edge pcef flow-descriptions flow-identifier]
user@host# set remote-ports number

For Junos OS Broadband Subscriber Management:

[edit services pcef flow-descriptions flow-identifier]
user@host# set remote-ports number

8. Specify a remote port range for the SDF filter.

For Junos OS Subscriber Aware:

[edit unified-edge pcef flow-descriptions flow-identifier]
user@host# set remote-port-range low low-value high high-value

For Junos OS Broadband Subscriber Management:

[edit services pcef flow-descriptions flow-identifier]
user@host# set remote-port-range low low-value high high-value

Related
Documentation

UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

•

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306

• Configuring Policy and Charging Control Rules on page 314

Configuring Policy and Charging Control Action Profiles for Subscriber Management

A PCC action profile defines the treatment to be applied to packets associated with

specific applications or with specific service data flows. A PCC action profile is specified

in the then clause of a PCC rule.

NOTE: You cannot change a PCC action profile while it is being used by a
subscriber. Tomodify thePCCactionprofile, youmust log off the subscribers
that are using the PCC rule that includes the profile.

To configure PCC action profiles:

1. Specify a name for the PCC action profile.

[edit services pcef]
user@host# edit pcc-action-profiles profile-name
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2. Configure the maximum bit rate for uplink and downlink subscriber traffic.

[edit services pcef pcc-action-profiles profile-name]
user@host# setmaximum-bit-rate uplinkmbr-uplink-value downlink
mbr-downlink-value

The range is 0 through 6144000 Kbps.

3. Configure HTTP redirection to a URL.

[edit services pcef pcc-action-profiles profile-name redirect]
user@host# set url url-name

NOTE: A PCC action profile that includes HTTP redirection can only be
used inPCC rules thatmatchonlyHTTP-basedapplicationsandall flows.

4. Configure the steering of traffic to a routing instance. You can configure different

routing instances for traffic from the subscriber (uplink) and traffic to the subscriber

(downlink).

[edit services pcef pcc-action-profiles profile-name]
user@host# set steering routing-instance (downlink downlink-vrf-name | uplink
uplink-vrf-name)

5. Specify the forwarding class that you want packets to be assigned.

[edit services pcef pcc-action-profiles profile-name]
user@host# set forwarding-class class-name

6. Configure the gating status by enabling or disabling the forwarding of packets.

[edit services pcef pcc-action-profiles profile-name]
user@host# set gate-status (disable-both | downlink | uplink | uplink-downlink)

Related
Documentation

Understanding Application-Aware Policy Control for Subscriber Management on

page 306

•

• Configuring Policy and Charging Control Rules on page 314
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Configuring Policy and Charging Control Rules

A policy and charging control (PCC) rule defines the treatment to be applied to packets

associated with specific applications or to specific service data flows.

You can configure PCC rules for Junos OS Subscriber Aware or for Junos OS Broadband

Subscriber Management, but you use a different CLI hierarchy level for each product.

• If youareusing JunosOSSubscriberAware, configurePCC rulesat the [editunified-edge

pcef] hierarchy level.

• If you are using Junos OS Broadband Subscriber Management, configure PCC rules at

the [edit services pcef] hierarchy level.

NOTE: If you are using Junos OS Subscriber Aware, youmust be in
maintenancemode tomake a change to a PCC rule. (See Changing PCEF
Profiles, PCC Rules, PCC Rulebases, Diameter Profiles, Flow Descriptions, and
PCC Action Profiles).

NOTE: If you are using Junos OS Broadband Subscriber Management, you
cannot change a PCC rule while it is being used by a subscriber. Tomodify
the rule, youmust log off the subscribers that are using the rule.

Before you configure PCC rules, youmust do the following:

• Configure the service data flow (SDF) filters that the PCC rules reference.

• Configure the application groups and any custom applications that you want to

reference in application-aware PCC rules.

• Configure the PCC action profiles that the PCC rules reference.

NOTE: When specifying application-aware PCC rules in a PCEF profile, you
must also configure a default Layer 3 or Layer 4 wildcard PCC rule to ensure
that thedefault chargingcharacteristicsareapplied tounmatchedsubscriber
trafficwithout dropping that traffic. For example, the default Layer 3 or Layer
4 wildcard PCC rule prevents traffic based on DNS queries from being
dropped. Inaddition, thepolicy (PCEFprofile) that includesapplication-aware
PCC rulesmust also include awildcard Layer 3 or Layer 4 PCC rule at a lower
precedence.

To configure PCC rules:

1. Specify a name for the PCC rule.

For Junos OS Subscriber Aware:
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[edit unified-edge pcef]
user@host# edit pcc-rules rule-name

For Junos OS Broadband Subscriber Management:

[edit services pcef]
user@host# edit pcc-rules rule-name

2. In a from statement, specify an SDF filter to use Layer 3 or Layer 4 match conditions

for filtering subscriber traffic.

For Junos OS Subscriber Aware:

[edit unified-edge pcef pcc-rules rule-name]
user@host# set from flows flow-identifier

For Junos OS Broadband Subscriber Management:

[edit services pcef pcc-rules rule-name]
user@host# set from flows flow-identifier

If you do not want to filter subscriber traffic based on SDF filters, use the any option.

For Junos OS Subscriber Aware:

[edit unified-edge pcef pcc-rules rule-name]
user@host# set from flows any

For Junos OS Broadband Subscriber Management:

[edit services pcef pcc-rules rule-name]
user@host# set from flows any

3. (Optional) Specify an application as amatch condition for filtering subscriber traffic.

For Junos OS Subscriber Aware:

[edit unified-edge pcef pcc-rules rule-name]
user@host# set from applications application-name

For Junos OS Broadband Subscriber Management:

[edit services pcef pcc-rules rule-name]
user@host# set from applications application-name

4. (Optional) Specify multiple applications instead of specifying each application

separately by specifying an application group as amatch condition for filtering

subscriber traffic.

For Junos OS Subscriber Aware:

[edit unified-edge pcef pcc-rules rule-name]
user@host# set from application-groups application-group-name

For Junos OS Broadband Subscriber Management:

[edit services pcef pcc-rules rule-name]
user@host# set from application-groups application-group-name
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5. Specify thePCC rulesactionprofile thatdefines the treatment tobeapplied to specific

service data flows or to packets associated with specific applications.

NOTE: You can use PCC action profiles with HTTP redirection or HCM
profiles only in PCC rules that match only HTTP-based applications and
any flows.

For Junos OS Subscriber Aware:

[edit unified-edge pcef pcc-rules rule-name]
user@host# set then pcc-action-profile profile-name

For Junos OS Broadband Subscriber Management:

[edit services pcef pcc-rules rule-name]
user@host# set then pcc-action-profile profile-name

Related
Documentation

UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

•

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306

• Configuring Policy and Charging Control Action Profiles For Junos OS Subscriber Aware

• Configuring Policy and Charging Control Action Profiles for Subscriber Management

on page 312

• Configuring Service Data Flow Filters on page 309

• Configuring Custom Application Signatures on page 325
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Configuring a Policy and Charging Control Rulebase

A policy and charging control (PCC) rulebase contains a set of PCC rules. Each rule

specified in the PCC rulebase is assigned a precedence to designate the priority in which

PCC rules are evaluated for selection in a policy and charging enforcement function

(PCEF) profile.

You can configure PCC rulebases for Junos OS Subscriber Aware or for Junos OS

Broadband Subscriber Management, but you use a different CLI hierarchy level for each

product.

• If you are using Junos OS Subscriber Aware, configure PCC rulebases at the [edit

unified-edge pcef] hierarchy level.

• If youareusing JunosOSBroadbandSubscriberManagement, configurePCC rulebases

at the [edit services pcef] hierarchy level.

NOTE: If you are using Junos OS Subscriber Aware, youmust be in
maintenancemodetomakeachangetoaPCCrulebase. (SeeChangingPCEF
Profiles, PCC Rules, PCC Rulebases, Diameter Profiles, Flow Descriptions, and
PCC Action Profiles).

NOTE: If you are using Junos OS Broadband Subscriber Management, you
cannotchangeaPCCrulebasewhile it isbeingusedbyasubscriber. Tomodify
the rulebase, youmust log off the subscribers that are using the rule.

Before you configure a PCC rulebase, youmust do the following:

• Configure service data flow filters.

• Configure PCC action profiles.

• Configure PCC rules.

To configure a PCC rulebase:

1. Specify a name for the rulebase.

For Junos OS Subscriber Aware:

[edit unified-edge pcef ]
user@host# edit pcc-rulebases rulebase-name

For Junos OS Broadband Subscriber Management:

[edit services pcef ]
user@host# edit pcc-rulebases rulebase-name

2. Specify the PCC rules that the rulebase references and a precedence value (1 through

65,535) for each rule.
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NOTE:
• The same rule can be configured in different rulebases and can have a
different precedence.

• The precedence assignedmust be unique among the configured PCC
rules.

• A lower precedence value indicates a higher precedence. For example,
if a PCC rulebase has two PCC rules with precedence 5 and 10
respectively, the PCC rule with precedence 5 is evaluated first.

For Junos OS Subscriber Aware:

[edit unified-edge pcef pcc-rulebases rulebase-name]
user@host# set pcc-rule rule-name precedence number
user@host# set pcc-rule rule-name precedence number
user@host# set pcc-rule rule-name precedence number

For Junos OS Broadband Subscriber Management:

[edit services pcef pcc-rulebases rulebase-name]
user@host# set pcc-rule rule-name precedence number
user@host# set pcc-rule rule-name precedence number
user@host# set pcc-rule rule-name precedence number

Related
Documentation

Configuring Policy and Charging Control Rules on page 314•

• UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306

• Understanding JunosSubscriberAwarePolicyandChargingEnforcementFunction (PCEF)

Configuring a Policy and Charging Enforcement Function Profile for Subscriber
Management

A policy and charging enforcement function (PCEF) profile specifies a set of PCC rules

and rulebases toassign toasubscriber, andassignsaprecedencevalue toeachpredefined

rule. You thenspecify thePCEFprofile in adynamicprofile tomake thePCC rulesavailable

to the subscriber.

NOTE: YoucannotchangeaPCEFprofilewhile it isbeingusedbyasubscriber.
Tomodify the PCEF profile, youmust log off the subscribers that are using
the PCEF profile.

To configure a PCEF profile:

1. Specify a name for the PCEF profile.
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[edit services pcef]
user@host# edit profiles profile-name

2. Specify one or more PCC rules and a precedence for each rule. A lower precedence

value indicates a higher precedence.

[edit services pcef profiles profile-name]
user@host# set static-policy-control pcc-rules rule-name precedence number

3. Specify one or more PCC rule bases.

[edit services pcef profiles profile-name]
user@host# set static-policy-control pcc-rulebases rulebase-name

Related
Documentation

Configuring Policy and Charging Control Rules on page 314•

• Configuring a Policy and Charging Control Rulebase on page 317

Identifying the Service Interface That Handles Subscriber Management
Application-Aware Policy Control

Configure a service set to identify the service interface that handles application-aware

policy control. This service set is specified in thesubscribermanagementdynamicprofile.

To configure a service set for application-aware policy control:

1. Define an application-aware service set.

[edit services]
user@host#setservice-setservice-set-nameservice-set-optionssubscriber-awareness

2. Enable PCEF services for the service set by specifying a dummy name for the

pcef-profile.

a. Configure a dummy PCEF profile.

[edit services pcef]
user@host# set profiles profile-name

b. Specify the dummy profile in the service set.

[edit services service-set service-set-name]
user@host# set pcef-profile pcef-profile-name

3. Enable application identification for the service set by specifying a dummy name for

the application-identification-profile.

a. Configure a dummy application identification profile.

[edit services application-identification]
user@host# set profile app-id-profile-name
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b. Specify the dummy profile in the service set.

[edit services service-set service-set-name]
user@host# set application-identification-profile app-id-profile-name

4. Specify the services PIC interface on which the services are performed.

[edit services service-set service-set-name]
user@host# set interface-service service-interface interface-name

The interface-name is amsn if you have redundancy configured and is ms-fpc/pci/0

if you do not have redundancy configured.

Configuring Application-Aware Policy Control in a Subscriber Management Dynamic
Profile

Configure one or more dynamic profiles that specify the PCEF profile to use, the PCC

rules to activate, and the service set to use.

1. Assign a PCEF profile to the dynamic profile. In the client dynamic profile, you can

identify the PCEF profile with the variable $junos-pcef-profile. All of a subscriber’s

dynamic profiles that include a PCEF profile must point to the same PCEF profile.

[edit dynamic-profile profile-name interfaces interface-name unit logical-unit-number
service]

user@host# set pcef pcef-profile-name

2. Activate PCC rules in the dynamic profile. In the access profile, you can identify a rule

namewith the variable $junos-pcef-rule.

To activate one PCC rule:

[edit dynamic-profile profile-name interfaces interface-name unit logical-unit-number
service pcef pcef-profile-name]

user@host# set activate rule-name

To activate all the PCC rules:

[edit dynamic-profile profile-name interfaces interface-name unit logical-unit-number
service pcef pcef-profile-name]

user@host# set activate-all

3. Assign a service set to the dynamic profile. This must be a service set that you

configured for application-aware policy control. In the client dynamic profile, you can

identify the service set with a variable ($junos-input-service-set |

$junos-output-service-set | $junos-input-ipv6-service-set |

$junos-output-ipv6-service-set). Youmust use the same service set for both the input

and output service.

[edit dynamic-profile profile-name interfaces interface-name unit logical-unit-number
family family service (input | output) service-set]

user@host# set service-set service-set-name
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4. (Optional) Assign a service filter to the dynamic profile. The service filter can identify

conditions for which you want to skip application-aware policy control. In the client

dynamic profile, you can identify the service filter with a variable

($junos-input-service-filter | $junos-output-service-filter |

$junos-input-ipv6-service-filter | $junos-output-ipv6-service-filter).

[edit dynamic-profile profile-name interfaces interface-name unit logical-unit-number
family family service (input | output) service-set service-set-name]

user@host# set service-filter filter-name
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CHAPTER 29

Configuring Application Identification

• Application Identification Overview on page 323

• Downloading and Installing Predefined Junos OS Application Signature

Packages on page 324

• Configuring Custom Application Signatures on page 325

• Uninstalling a Predefined Junos OS Application Signature Package on page 330

Application Identification Overview

JunosApplicationAware isan infrastructureplug-inonMS-MPCservicePICs thatprovides

information toclientsaboutapplicationprotocolbundlesbasedondeeppacket inspection

(DPI) of application signatures. These clients can be any of the plug-ins on theMXSeries

router service chain, such as traffic detection function (TDF), that request application

classification data.

In application identification, you can apply application signatures as follows:

• Predefined signatures—Junos Application Aware comes with a bundle of predefined,
preinstalled application signatures, but we recommend that you download and install

the latest version of predefined signatures. As new sets of signatures are supported,

they are compiled andmade available for you to download.

• Customapplicationsignatures—Foranyapplicationsignatures thatarenotpredefined,
you can create custom signatures for HTTP, SSL, and stream signature contexts and

install them for application identification. After you have configured and committed

custom signatures, they are serialized andmerged with the predefined application

signatures. You can specify the following types of custom application signatures:

• Address based—You can define an application identification based on a specific IP
address, or port, or both where a source IP address, destination IP address, or both

are used for a knownapplication in a customer's network. This is useful, for example,

whenaSession InitiationProtocol (SIP) server initiates a session from itswell known

port, 5060. The customer can put theSIP server IP address andport 5060as source

IP/port for the SIP application. This method provides efficiency and accuracy of

application identification for customer's network.

• InternetControlMessageProtocol(ICMP)based—Application identificationbased
on types of ICMPmessages.
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• IP protocol based—Application identification based on IP protocol. TCP, UDP, and
ICMP are not supported for this method of signature creation.

• Pattern-matching signatures—Application based on pattern matching combined
with Layer 7 protocol identification.

Related
Documentation

Configuring Custom Application Signatures on page 325•

• Downloading and Installing Predefined Junos OS Application Signature Packages on

page 324

Downloading and Installing Predefined Junos OS Application Signature Packages

To download, install, and verify the installation of predefined Junos OS application

signature packages:

1. Configure the URL for the application signature packages server.

[edit services application-identification]
user@host# set download url https://services.netscreen.com/cgi-bin/index.cgi

2. Download the application signature package.

• To download the latest signature package, enter the following command:

user@host> request services application-identification download

• To download a specific, known signature package, include the version number:

user@host> request services application-identification download version
version-number

3. Confirm the successful download of the package.

user@host> request services application-identification download status

Downloading application package succeed.

4. Install the application signature package.

user@host> request services application-identification install

5. Confirm the successful installation of the application signature package.

user@host> request services application-identification install status

Compiling application signatures of package version.

or

Install application package succeed

Related
Documentation

Uninstalling a Predefined Junos OS Application Signature Package on page 330•
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• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325

Configuring CustomApplication Signatures

You can configure custom application definitions using custom signatures. These

definitions enable identification of protocol bundles through deep packet inspection

(DPI) for use by interested services in the service chain.

Beforeyouconfigurecustomapplicationsignatures, ensure that jservices-jdpi is configured

on all required interfaces of your MS-MPC. To review how to configure the package on

your MS-MPC:

• For Junos OS Subscriber Aware, see Preconfigured Groups for Service PICs and for

Session PICs Overview.

• For Junos OS Broadband Subscriber Management, see “Installing Services Packages

for Subscriber Management Application-Aware Policy Management” on page 309.

To configure one or more custom application signatures:

1. Specify a name for the application.

[edit services application-identification]
user@host# edit application application-name

For example:

[edit services application-identification]
user@host# edit applicationmy:http

2. Specify a description for the application.

[edit services application-identification application application-name]
user@host# set description description

For example:

[edit services application-identification applicationmy:http]
user@host# set description "Test application"

3. Specify an alternative name for the application.

[edit services application-identification application application-name]
user@host# set alt-name alt-name

For example:

[edit services application-identification applicationmy:http]
user@host# set alt-namemy:http-app

4. Enable saving of the application system cache (ASC).

[edit services application-identification applicationmy:http]
user@host# set cacheable

325Copyright © 2017, Juniper Networks, Inc.

Chapter 29: Configuring Application Identification



5. Specify the name of the Junos OS release for compatibility.

[edit services application-identification application application-name]
user@host# set compatibility junos-compatibility-version

For example:

[edit services application-identification applicationmy:http]
user@host# set compatibility 17.1

6. Specify any desired application tags, consisting of a user-defined name and value.

[edit services application-identification application application-name]
user@host# set tags tag-name tag-value

For example:

[edit services application-identification applicationmy:http]
user@host# set tags traffic-type video-stream

7. Specify one or more address-based signatures.

a. Specify a source IP address.

[edit services application-identification application application-name]
user@host# set address-mapping name source ip ip-address-prefix

For example:

[edit services application-identification applicationmy:http]
user@host# set address-mapping addr1 source ip 192.0.2.7/24

b. Specify a destination IP address.

[edit services application-identification application application-name]
user@host# set address-mapping name destination ip ip-address-prefix

For example:

[edit services application-identification applicationmy:http]
user@host# set address-mapping addr1 destination ip 198.51.100.6/32

c. Specify the sequential order for using this signature.

[edit services application-identification application application-name]
user@host# set address-mapping name order order

For example:

[edit services application-identification applicationmy:http]
user@host# set address-mapping addr1 order 1

d. Specify thepriority for using this signature insteadof usinganymatchedpredefined

signatures.

[edit services application-identification application application-name]
user@host# set address-mapping name order-priority (high | low)

For example:

[edit services application-identification applicationmy:http]
user@host# set address-mapping addr1 order-priority high
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8. Specify an ICMP-based signature.

a. Specify ICMP type and code.

[edit services application-identification application application-name]
user@host# set icmp-mapping type icmp-type code icmp-code

For example:

[edit services application-identification applicationmy:http]
user@host# set icmp-mapping type 33 code 34

b. Specify the sequential order for using this signature.

[edit services application-identification application application-name]
user@host# set icmp-mapping order order

For example:

[edit services application-identification applicationmy:http]
user@host# set icmp-mapping order 2

c. Specify thepriority for using this signature insteadof usinganymatchedpredefined

signatures.

[edit services application-identification application application-name]
user@host# set icmp-mapping order-priority (high | low)

For example:

[edit services application-identification applicationmy:http]
user@host# set icmp-mapping order-priority high

9. Specify an IP protocol-based signature.

a. Specify the IP protocol by protocol number.

[edit services application-identification application application-name]
user@host# set ip-protocol-mapping protocol protocol-number

For example:

[edit services application-identification applicationmy:http]
user@host# set ip-protocol-mapping protocol 103

b. Specify the sequential order for using this signature.

[edit services application-identification application application-name]
user@host# set ip-protocol-mapping order order

For example:

[edit services application-identification applicationmy:http]
user@host# set ip-protocol-mapping order 3

c. Specify thepriority for using this signature insteadof usinganymatchedpredefined

signatures.

[edit services application-identification application application-name]
user@host# set ip-protocol-mapping order-priority (high | low)

For example:

[edit services application-identification applicationmy:http]
user@host# set ip-protocol-mapping order-priority high
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10. Specify one or more Layer 4 and Layer 7 signatures using pattern matching in

conjunction with a Layer 4 protocol.

a. Specify a name for the Layer 4 Layer 7 signature.

[edit services application-identification application application-name]
user@host# edit over l4-l7-signature-name

For example:

[edit services application-identification applicationmy:http]
user@host# edit over myl3l7

b. Specify the sequential order for using this signature.

[edit services application-identification application application-name over
l4-l7-signature-name]

user@host# set order order

For example:

[edit services application-identification applicationmy:http over myl3l7]
user@host# set order 1

c. Specify thepriority for using this signature insteadof usinganymatchedpredefined

signatures.

[edit services application-identification application application-name over
l4-l7-signature-name]

user@host# set order-priority (high | low)

For example:

[edit services application-identification applicationmy:http over myl3l7]
user@host# set order-priority high

d. Specify the protocol.

[edit services application-identification application application-name over
l4-l7-signature-name]

user@host# set protocol (http | ssl | tcp | udp)

For example:

[edit services application-identification applicationmy:http over myl3l7]
user@host# set protocol http

e. (Optional) Specify that members are to bematched in order.

[edit services application-identification application application-name over
l4-l7-signature-name]

user@host# set chain-order

f. Specify a member. You can repeat this step to define up to four members.

[edit services application-identification application application-name over
l4-l7-signature-name]

user@host# edit membermember-name

For example:

[edit services application-identification applicationmy:http over myl3l7]
user@host# edit memberm01
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g. Specify the member’s identifying pattern.

[edit services application-identification application application-name over
l4-l7-signature-namemembermember-name]

user@host# set pattern pattern

For example:

[edit services application-identification applicationmy:http over myl3l7 member
m01]

user@host# set pattern "www\.facebook\.net"

h. Specify the direction of flows to which pattern matching is applied.

[edit services application-identification application application-name over
l4-l7-signature-namemembermember-name]

user@host# set direction (any | client-to-server | server-to-client)

For example:

[edit services application-identification applicationmy:http over myl3l7 member
m01]

user@host# set direction any

11. Specify the number of check-bytes. This option applies to TCP and UDP only.

[edit services application-identification application application-name over
l4-l7-signature-namemembermember-name]

user@host# set check-bytesmax-bytes-to-check

For example:

[edit services application-identification applicationmy:http overmyl3l7memberm01]
user@host# set check-bytes 5000

12. Specify the order to be used if conflicts occur during the application classification. In

such a case, the application with lowest order is classified.

[edit services application-identification application application-name over
l4-l7-signature-namemembermember-name]

user@host# set order order

For example:

[edit services application-identification applicationmy:http overmyl3l7memberm01]
user@host# set order 1

13. Specify the priority to define the order of precedence of custom signatures over other

signatures. A value of high indicates highest precedence and low indicates lowest

precedence.

[edit services application-identification application application-name over
l4-l7-signature-namemembermember-name]

user@host# set order-priority (high | low)

For example:

[edit services application-identification applicationmy:http overmyl3l7memberm01]
user@host# set order-priority high
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Related
Documentation

Application Identification Overview on page 323•

Uninstalling a Predefined Junos OS Application Signature Package

To uninstall the current application signature package:

• Enter the uninstall command.

user@host> request service application-identification uninstall

Related
Documentation

• Downloading and Installing Predefined Junos OS Application Signature Packages on

page 324
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CHAPTER 30

Configuring Reporting for
Application-Aware Data Sessions

• Logging and Reporting Function for Subscribers on page 331

• Log Dictionary for Template Types on page 336

• Configuring Logging and Reporting for Subscriber Management on page 342

• Installing Services Packages for Subscriber Management Logging and

Reporting on page 342

• Configuring an LRF Profile for Subscribers on page 343

• Applying Logging and Reporting Configuration to a Subscriber Management Service

Set on page 347

• Configuring the Activation of an LRF Rule by a PCC Rule on page 348

Logging and Reporting Function for Subscribers

The logging and reporting function (LRF) enables you to log data for subscriber data

sessions and send that data in an IPFIX format to an external log collector using

UDP-based transport. These data session logs can include subscriber information,

application information, HTTPmetadata, data volume, time-of-day information, and

source and destination details.

The external collector, which is not a Juniper Networks product, may then use this data

to perform analytics that provide you with insights about subscriber and application

usage, allowing you to create packages and policies that increase revenue.

• Log and Report Control on page 331

• Templates on page 332

• HTTP Transaction Logging on page 336

Log and Report Control

A subscriber’s data sessions are logged and sent to collectors based on an LRF profile

that you configure and associate with the subscriber.

The LRF profile includes:
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• Templates—Specify the type of data that you want sent and the trigger that causes

data to be sent. You can configure a maximum of 16 templates in an LRF profile.

• Collectors—Identify the destination to send data to. You can configure a maximum of

eight collectors in an LRF profile.

• LRF rules—Specify the template and collector to use and, if applicable, a data volume

limit that triggers the sending of data. An LRF rule’s actions are performed when the

matching conditions in a static PCC rule that references the LRF rule are met. You can

configure a maximum of 32 LRF rules in an LRF profile.

To associate the LRF profile with a subscriber:

• For Junos OS Subscriber Aware, assign the LRF profile to the subscriber-aware TDF

service set that belongs to the TDF interface (mif) in the subscriber’s TDF domain.

• For JunosOSBroadbandSubscriberManagement, assign the LRFprofile to the service

set that is configured for application-aware policy control.

Templates

Youspecify thedata fields ina templatebyconfiguringoneormore types for the template;

for example, HTTP and IPv4. Each type represents a set of fields, and the template you

configure includes fields from all the types you configure. The template is sent to the

collector when you configure it, and is re-sent at a configurable interval. The template

types that you can select and the fields that are included by each type are:

• Device Data—Contains data fields specific to the device collecting the logging feed:

• DPI Engine Version

• IP address of TDF gateway (in IPv4 format)

• DNS—Contains the DNS response time data field.

• Flow ID—Contains the Flow ID data field.

When HTTPmultiple transaction logging is enabled, FlowID is an implicit type that

gets includedwith theHTTP template.When theconsolidated session log is generated

at the time of SESSION_CLOSE, LRF includes the FlowID that can be used to correlate

with the HTTP transaction log records.

• HTTP—Contains data fields for the HTTPmetadata from header fields:

• User Agent

• Content Length - Request

• HTTP Response Code

• Language

• Host

• Location

• Http Method
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• Referer (HTTP)

• MIME type

• Time to First Byte

• IFL subscriber—Contains data fields specific to IFL-based subscribers:

• Subscriber Name

• IFL Name

• IPFlow—Contains data fields for the uplink and downlink octets and bytes. When a

data record for volume limit is exported, these IPFlow statistics in the record are the

actual data received after the last volume limit was reported in that data session and

not cumulative data.

• Uplink Octets

• Downlink Octets

• Uplink Packets

• Downlink Packets

• Ip Protocol—Protocol ID from IP header; for example, 17 (UDP), 6 (TCP).

• Record Reason—A value of 1 for the session close and a value of 2 for volume-limit.

• IPFlow Extended—Contains data fields for the service set name, routing instance, and

payload timestamps. The initiator of the very first packet of a session is the client and

the responder is the server.

• Service-Set-Name

• Routing-Instance

• IPFlow TCP—Contains data fields for TCP-related timestamps:

• Retransmitted TCP packets uplink

• Retransmitted TCP packets downlink

• TCP flow creation timestamp

• IPFlowTCPTimestamp—Contains IBM-specificdata fields forTCP-related timestamps:

• Smooth RTT uplink

• Smooth RTT downlink

• Client setup time

• Server Setup time

• First Client Payload timestamp

• Upload time

• First Server Payload timestamp

• Download time
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• Acknowledged volumes uplink

• Acknowledged volumes downlink

To use the IPFlow TCP Timestamp template when configuring an LRF profile, identify

the template as vendor specific to avoid a commit warning. See “Configuring an LRF

Profile for Subscribers” on page 343.

• IPFlow Timestamp—Contains data fields for the flow start and end timestamps:

• Flow Start Time—For TCP, the flow start time is when the SYN packet is received.

For UDP, it is when the first packet is sent.

• Flow End Time

• IPv4—Contains data fields for the basic source and destination IPv4 information:

• Source IPv4 Address

• Destination IPv4 Address

• IPv4 Extended—Contains data fields for the elements of IPv4 extended fields:

• IPv4 TOS / Class of Service

• IPv4 Source Mask

• IPv4 Destination Mask

• IPv4 Next Hop

• IPv6—Contains data fields for the basic source and destination IPv6 information:

• Source IPv6 Address

• Destination IPv6 Address

• IPv6 Extended—Contains data fields for the elements of IPv6 extended fields:

• IPv6 Source Mask

• IPv6 Destination Mask

• IPv6 Next Hop

• Traffic Class

• L7 Application—Contains data fields for the Layer 7 application:

• Application Protocol—Application data protocol below the classified application

name; for example, http or ssl.

• Application Name—Application name; for example, junos:facebook or junos:Netflix.

• Host—HTTP header host when application protocol is http, SSL common name

when application protocol is ssl, DNS namewhen application protocol is dns.

• Mobile Subscriber—Contains data fields specific to mobile subscribers:

• IMSI

• MSISDN
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• IMEI

• RAT-type

• ULI

• RADIUS Called Station ID

• PCC—Contains the PCC rule name data field.

• Status Code Distribution—Contains data fields for the HTTP or DNS status codes:

• Status code 1

• Status code 2

• Status code 3

• Status code 4

• Status code 5

• Num Instances 1

• Num Instances 2

• Num Instances 3

• Num Instances 4

• Num Instances 5

• Subscriber Data—Contains data fields for Generic Subscriber information that can be

included with wireless (mobile) subscribers or wireline subscribers:

• NAS_IP_ADDR

• Subscriber Type—1 for IP-based subscriber, 2 for IFL-based subscriber.

• Subscriber IP Address

• Subscriber VRF

• NAS Port ID

• Accounting-Session-Id

• Class

• NAS Port Type

• Transport Layer—Contains data fields for the transport layer:

• Source Transport Port

• Destination Transport Port

• Video—Contains data fields for video traffic:

• Bitrate
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• Duration

• Wireline Subscriber—Contains the UserName data field for wireline subscribers. This

is the same as RADIUS Called Station ID.

The template that is specified in an LRF rule determines the set of data fields that are

included when data is sent to a collector. The data message includes a pointer to the

template ID so that the collector can correlate the data contents with the data field

lengths and types.

In a template, you also specify the type of trigger that determines when to send data to

the collector. This trigger type can be a data volume limit, a time limit, or the closing of

a data session (UDP sessions are considered closed after 60 seconds of inactivity; TCP

sessions are considered closed when a FIN, FIN-ACK, or RST is received).

HTTP Transaction Logging

Youmay enable HTTP transaction logging in an LRF profile. This causes each HTTP

transaction in a TCP session to be separately logged and sent to the collector, as shown

inFigure 7onpage336.Thisoption is only relevantwhen the templatebeingused includes

HTTP in the template type.

By default, HTTP transaction logging is disabled, and the HTTP transaction records for

a TCP session are sent together as one group of records.

Figure 7: HTTP Transaction Logging

Related
Documentation

Log Dictionary for Template Types on page 336•

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342

Log Dictionary for Template Types

Table31onpage337shows the loggingdictionaryof the template types thatLRFsupports.

The log fields are amix of IETF standard fields and fields that Juniper Networks defined.

The IPFIXconvention for vendor-defined fields is anenterprisebit set to 1andanenterprise
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ID set to the vendor-ID. (The Juniper Networks vendor-ID is 2636.) An IETF standard field

has an enterprise bit set to 0 and no value for the enterprise ID.

Table 31: Logging Dictionary for Template Types

Data Length
(bytes)Data Type

Information
Element IdentifierEnterprise Bit/IDField NameTemplate Type

32string5031/2636DPI Engine
Version

Device Data

4ipv4Address5021/2636IP address of TDF
gateway.

8dateTimeMilliseconds8761/2636DNS response
time

DNS

4unsigned321071/2636Flow IDFlow ID

32string1521/2636User AgentHTTP

4unsigned321541/2636Content Length -
Request

2unsigned161551/2636HTTP Response
Code

16string1561/2636Language

64string1571/2636Host

64string1581/2636Location

8string1591/2636Http Method

64string1601/2636Referer(HTTP)

32string1611/2636MIME type

255string1631/2636Http URI

8dateTimeMilliseconds1811/2636Time to First Byte

16string5111/2636Subscriber NameIFL Subscriber

16string5121/2636IFL Name
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Table 31: Logging Dictionary for Template Types (continued)

Data Length
(bytes)Data Type

Information
Element IdentifierEnterprise Bit/IDField NameTemplate Type

4unsigned321031/2636Uplink OctetsIPFlow

4unsigned321041/2636Downlink Octets

4unsigned321051/2636Uplink Packets

4unsigned321061/2636Downlink Packets

1unsigned840Ip Protocol

1unsigned81121/2636Record Reason

16string5201/2636Service-Set-NameIPFlow Extended

16string5211/2636Routing-Instance
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Table 31: Logging Dictionary for Template Types (continued)

Data Length
(bytes)Data Type

Information
Element IdentifierEnterprise Bit/IDField NameTemplate Type

4unsigned321151/2636Retransmitted
TCP packets
uplink

IPFlow TCP
Timestamp

4unsigned321161/2636Retransmitted
TCP packets
downlink

8dateTimeMilliseconds1171/2636Smooth RTT
uplink

8dateTimeMilliseconds1181/2636Smooth RTT
downlink

8dateTimeMilliseconds1191/2636Client setup Time

8dateTimeMilliseconds1201/2636Server Setup time

8dateTimeMilliseconds1211/2636TCP flow creation
timestamp

8dateTimeMilliseconds1081/2636First Client
Payload TS

8dateTimeMilliseconds1131/2636Upload time

8dateTimeMilliseconds1101/2636First Server
Payload TS

8dateTimeMilliseconds1141/2636Download time

8unsigned641221/2636Acknowledged
volumes uplink

8unsigned641231/2636Acknowledged
volumesdownlink

8dateTimeMilliseconds1011/2636Flow Start TimeIPFlowTimestamp

8dateTimeMilliseconds1021/2636Flow End Time

4ipv4Address80Source IPv4
Address

IPv4

4ipv4Address120Destination IPv4
Address
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Table 31: Logging Dictionary for Template Types (continued)

Data Length
(bytes)Data Type

Information
Element IdentifierEnterprise Bit/IDField NameTemplate Type

1unsigned850IPv4TOS/Classof
Service

IPv4 Extended

1unsigned890IPv4 Source Mask

1unsigned8130IPv4 Destination
Mask

4ipv4Address150IPv4 Next Hop

16ipv6Address270Source IPv6
Address

IPv6

16ipv6Address280Destination IPv6
Address

1unsigned8290IPv6 Source MaskIPv6 Extended

1unsigned8300IPv6 Destination
Mask

16ipv6Address620IPv6 Next hop

1unsigned81261/2636Traffic Class

32string1511/2636Application
Protocol

L7 Application

32string1701/2636ApplicationName

64string1571/2636Host

16string5041/2636IMSIMobile Subscriber

16string5051/2636MSISDN

16string5061/2636IMEI

1unsigned85071/2636RAT-type

13string5081/2636ULI

32string5091/2636RADIUS Called
Station ID

64string9011/2636PCC rule namePCC
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Table 31: Logging Dictionary for Template Types (continued)

Data Length
(bytes)Data Type

Information
Element IdentifierEnterprise Bit/IDField NameTemplate Type

2unsigned161711/2636Status code 1Status Code
Distribution

2unsigned161721/2636Status code 2

2unsigned161731/2636Status code 3

2unsigned161741/2636Status code 4

2unsigned161751/2636Status code 5

2unsigned161761/2636Num Instances 1

2unsigned161771/2636Num Instances 2

2unsigned161781/2636Num Instances 3

2unsigned161791/2636Num Instances 4

2unsigned161801/2636Num Instances 5

4ipv4Address5191/2636NAS_IP_ADDRSubscriber Data

1unsigned85151/2636Subscriber Type

4ipv4Address5161/2636Subscriber IP
address

4unsigned325171/2636Subscriber VRF

32string5181/2636NAS Port ID

32string5141/2636Accounting-Session-Id

32String5221/2636Class

4unsigned325231/2636NAS Port Type

2unsigned1670Source Transport
Port

Transport Layer

2unsigned16110Destination
Transport Port

2unsigned328511/2636BitrateVideo

4unsigned328521/2636Duration
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Table 31: Logging Dictionary for Template Types (continued)

Data Length
(bytes)Data Type

Information
Element IdentifierEnterprise Bit/IDField NameTemplate Type

32string5131/2636UserNameWireline
Subscriber

Configuring Logging and Reporting for Subscriber Management

To configure logging and reporting for traffic belonging to a subscriber, you configure LRF

rules, collectors, and templates in an LRF profile; assign that LRF profile to the service

set that is configured for application-aware policy control, and assign each LRF rule to

a PCC rule to activate it.

To configure logging and reporting:

1. Install the LRF service package on any MS-MPC PICs that perform logging and

reporting.

See “InstallingServicesPackages forSubscriberManagementLoggingandReporting”

on page 342.

2. Configure an LRF profile to specify a set of logging and reporting parameters, which

includes data templates, collectors, and LRF rules.

See “Configuring an LRF Profile for Subscribers” on page 343.

3. Assign the LRFprofile to the service set that is configured for application-awarepolicy

control.

See “Applying Logging and Reporting Configuration to a Subscriber Management

Service Set” on page 347.

4. Configure activation of an LRF rule with a static PCC rule.

See “Configuring the Activation of an LRF Rule by a PCC Rule” on page 348.

Related
Documentation

Logging and Reporting Function for Subscribers on page 331•

Installing Services Packages for Subscriber Management Logging and Reporting

Youmust install the LRF service package on anyMS-MPCPICs that perform logging and

reporting.

To install the LRF service package:

1. Specify the MS-MPC PIC.

[edit chassis]
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user@host# edit fpc slot-number pic pic-number

2. Install the services packages.

[edit chassis fpc slot-number pic pic-number adaptive-services service-package
extension-provider ]

user@host# set package jservices-lrf

Related
Documentation

Configuring Logging and Reporting for Subscriber Management on page 342•

Configuring an LRF Profile for Subscribers

Configure an LRF profile to specify a set of logging and reporting parameters, which

includes data templates, collectors, and LRF rules.

To configure an LRF profile:

1. Configuring the LRF Profile Name on page 343

2. Configuring Policy-Based Logging on page 343

3. (Optional) Configuring HTTP Transaction Logging on page 344

4. Configuring Collectors on page 344

5. Configuring Templates on page 345

6. Configuring Logging and Reporting Rules on page 346

Configuring the LRF Profile Name

An LRF profile is identified by a name, which you later specify in the service set for the

subscribers.

• Configure a name for the LRF profile.

[edit services lrf]
user@host# set profile profile-name

For example:

[edit services lrf]
user@host# set profile lrf_profile1

Configuring Policy-Based Logging

Policy-based logging causes the LRF rules to be activated by PCC rules in a static PCEF

profile.

• Configure policy-based logging in the LRF profile.

[edit services lrf profile profile-name]
user@host# set policy-based-logging

For example:

[edit services lrf profile lrf_profile1]
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user@host# set policy-based-logging

(Optional) Configuring HTTP Transaction Logging

Configure HTTP transaction logging if youwant the HTTPmetadata generated and sent

separately for each transaction of a data session. This option is only relevant if the

template specified in an LRF rule includes http in the template-type.

• Configure HTTP transaction logging in the LRF profile.

[edit services lrf profile profile-name]
user@host# set http-log-multiple-transactions

For example:

[edit services lrf profile lrf_profile1]
user@host# set http-log-multiple-transactions

Configuring Collectors

Configure one or more collectors that you want to receive logging and reporting data

when an LRF rule is activated. You can configure up to eight collectors for an LRF profile.

For each collector:

1. Configure a name for the collector.

[edit services lrf profile profile-name]
user@host# set collector collector-name

For example:

[edit services lrf profile lrf_profile1]
user@host# set collector collector1

2. Specify the destination IP address of the collector.

[edit services lrf profile profile-name collector collector-name destination]
user@host# set address collector-address

For example:

[edit services lrf profile lrf_profile1 collector collector1 destination]
user@host# set address 192.0.2.5

3. Specify the destination port of the collector.

[edit services lrf profile profile-name collector collector-name destination]
user@host# set port collector-port-number

For example:

[edit services lrf profile lrf_profile1 collector collector1 destination]
user@host# set port 4739

4. Configure the source address to be used when exporting data to the collector.

[edit services lrf profile profile-name collector collector-name]
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user@host# set source-address source-address

For example:

[edit services lrf profile lrf_profile1 collector collector1]
user@host# set source-address 10.1.1.1

Configuring Templates

Configure one ormore templates, each ofwhich specifies a set of data to be transmitted

when an LRF rule is activated. You can configure up to 16 templates for an LRF profile.

For each template:

1. Configure a name for the template.

[edit services lrf profile profile-name]
user@host# set template template-name

For example:

[edit services lrf profile lrf_profile1]
user@host# set template template1

2. Configurea format for the template.Only the IPFIX format is supported for this release.

[edit services lrf profile profile-name template template-name]
user@host# set format ipfix

For example:

[edit services lrf profile lrf_profile1 template template1]
user@host# set format ipfix

3. Configure the template types, which specify the data fields to include. Youmust

configure at least one type, and you can configure multiple types.

[edit services lrf profile profile-name template template-name]
user@host# set template-type template-type

For example:

[edit services lrf profile lrf_profile1 template template1]
user@host# set template-type http ipv4

This example results in a template that includes fields from both the HTTP and IPv4

templates.

4. If you used the ipflow-tcp-ts template type, identify it as an IBM template to avoid a

commit warning.

[edit services lrf profile profile-name]
user@host# set vendor-support ibm

5. Configure the interval, in seconds, atwhich youwant the template tobe retransmitted

to the collector. The interval can be from 10 through 600, and the default is 60.

[edit services lrf profile profile-name template template-name]
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user@host# set template-tx-interval tx-time

For example:

[edit services lrf profile lrf_profile1 template template1]
user@host# set template-tx-interval 100

6. Configure the type of trigger that causes the generation of data records and

transmission to the collector. You can specify the trigger type as either the closing of

the data session (default) or a data volume limit. The data volume limit value is

specified within an LRF rule.

[edit services lrf profile profile-name template template-name]
user@host# set trigger-type (session-close | volume)

For example:

[edit services lrf profile lrf_profile1 template template1]
user@host# set trigger-type volume

Configuring Logging and Reporting Rules

ConfigureoneormoreLRF rules,whichcontrol howdatasessionsare loggedand reported.

You can configure up to 32 LRF rules for an LRF profile. For each LRF rule:

1. Configure a name for the LRF rule.

[edit services lrf profile profile-name]
user@host# set rule lrf-rule-name

For example:

[edit services lrf profile lrf_profile1]
user@host# set rule rule1

You cannot use the same LRF rule name in multiple LRF profiles.

2. Specify the collector that you want to receive the data if this rule is matched.

[edit services lrf profile profile-name rule lrf-rule-name ]
user@host# set then report collector collector-name

For example:

[edit services lrf profile lrf_profile1 rule rule1]
user@host# set then report collector collector1

3. Specify the template that identifies the type of data to report if this rule is matched.

[edit services lrf profile profile-name rule lrf-rule-name]
user@host# set then report template template-name

For example:

[edit services lrf profile lrf_profile1 rule rule1]
user@host# set then report template template1
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4. If you specified volume for the template’s trigger type in Step 6 of “Configuring

Templates” on page 345, configure the data volume limit to be used for reporting by

this rule.

[edit services lrf profile profile-name rule lrf-rule-name]
user@host# set then report volume-limit volume

The data volume, in megabytes, can be from 1 through 1024.

For example:

[edit services lrf profile lrf_profile1 rule rule1]
user@host# set then report volume-limit 4

5. If you specified time for the template’s trigger type inStep6of “ConfiguringTemplates”

on page 345, configure the time limit to be used for reporting by this rule.

[edit services lrf profile profile-name rule lrf-rule-name]
user@host# set then report time-limit time-interval

The time limit, in seconds, can be from 60 through 1800. The default is 300.

For example:

[edit services lrf profile lrf_profile1 rule rule1]
user@host# set then report time-limit 360

Related
Documentation

Logging and Reporting Function for Subscribers on page 331•

• Applying Logging and Reporting Configuration to a Subscriber Management Service

Set on page 347

• Configuring the Activation of an LRF Rule by a PCC Rule on page 348

• Configuring Custom Application Signatures on page 325

Applying Logging and Reporting Configuration to a Subscriber Management Service
Set

To use an LRF profile, youmust assign it to the service set that is configured for

application-aware policy control.

To assign an LRF profile to subscribers:

• Assign the LRF profile to the service set.

[edit services service-set service-set-name]
user@host# set lrf-profile profile-name

Related
Documentation

Logging and Reporting Function for Subscribers on page 331•

• Configuring an LRF Profile for Subscribers on page 343

• Applying Services to Subscriber-Aware Traffic with a Service Set

• Configuring Logging and Reporting for Subscriber Management on page 342
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• Identifying the Service Interface That Handles Subscriber Management

Application-Aware Policy Control on page 319

Configuring the Activation of an LRF Rule by a PCC Rule

NOTE: If you are using Junos OS Subscriber Aware, youmust be in
maintenancemode tomake a change to a PCCaction profile. (SeeChanging
PCEFProfiles,PCCRules,PCCRulebases,DiameterProfiles, FlowDescriptions,
and PCC Action Profiles).

NOTE: If you are using Junos OS Broadband Subscriber Management, you
cannot make a change to a PCC action profile that is being used by
subscribers. Tomodify the PCC action profile, youmust first log off the
subscribers that are using the PCC action profile.

Before you configure activation of an LRF rule by a PCC rule, youmust:

• Configure the LRF rule in an LRF profile.

• Configure policy-based logging in the LRF profile.

• Configure the PCC rule.

In this release, youmust use a PCC rule’s matching conditions to activate an LRF rule,

which controls how data sessions are logged and reported. You identify the LRF rule in

the PCC rule’s action profile.

You can configure a PCC rule to activate an LRF rule for Junos OS Subscriber Aware or

for Junos OS Broadband Subscriber Management, but you use a different CLI hierarchy

level for each product.

• If youareusing JunosOSSubscriberAware, configurePCC rulesat the [editunified-edge

pcef] hierarchy level.

• If you are using Junos OS Broadband Subscriber Management, configure PCC rules at

the [edit services pcef] hierarchy level.

To configure a PCC rule to activate an LRF rule:

1. Identify the PCC action profile that is used in the PCC rule.

For Junos OS Subscriber Aware:

[edit unified-edge pcef]
user@host# show pcc-rules rule-name

For Junos OS Broadband Subscriber Management:

[edit services pcef]
user@host# show pcc-rules rule-name
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For example:

For Junos OS Subscriber Aware:

[edit unified-edge pcef]
user@host# show pcc-rules all-traffic

from {
    flows {
        all;
    }
}
then {
    pcc-action-profile all-traffic-action;
}

For Junos OS Broadband Subscriber Management:

[edit services pcef]
user@host# show pcc-rules all-traffic

from {
    flows {
        all;
    }
}
then {
    pcc-action-profile all-traffic-action;
}

2. Assign the LRF rule to the PCC action profile.

For Junos OS Subscriber Aware:

[edit unified-edge pcef pcc-action-profiles profile-name]
user@host# set logging-rule lrf-rule-name

For Junos OS Broadband Subscriber Management:

[edit services pcef pcc-action-profiles profile-name]
user@host# set logging-rule lrf-rule-name

For example:

For Junos OS Subscriber Aware:

[edit unified-edge pcef pcc-action-profiles all-traffic-action]
user@host# set logging-rule rule1

For Junos OS Broadband Subscriber Management:

[edit services pcef pcc-action-profiles all-traffic-action]
user@host# set logging-rule rule1

Related
Documentation

• Logging and Reporting Function for Subscribers on page 331

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Policy and Charging Control Rules on page 314
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PART 5

Configuring HTTP Redirect Services

• Configuring Captive Portal Content Delivery Services for Redirected

Subscribers on page 353
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CHAPTER 31

Configuring Captive Portal Content
Delivery Services for Redirected
Subscribers

• HTTP Redirect Service Overview on page 354

• Remote HTTP Redirect Server Operation Flow on page 359

• Local HTTP Redirect Server Operation Flow on page 361

• Configuring MS-MPC-Based, Static HTTP Redirect Services on page 363

• Configuring MS-MPC-Based, Converged HTTP Redirect Services on page 370

• Configuring Routing Engine-Based, Static HTTP Redirect Services on page 379

• Configuring Routing Engine-Based, Converged HTTP Redirect Services on page 385

• Adding Subscriber Information to HTTP Redirect URLs on page 393

• Example:ConfiguringHTTPRedirectServicesUsingaNext-HopMethodandAttaching

It to a Static Interface on page 395

353Copyright © 2017, Juniper Networks, Inc.



HTTP Redirect Service Overview

Copyright © 2017, Juniper Networks, Inc.354

Broadband Subscriber Services Feature Guide



HTTP request traffic from subscribers is aggregated from access networks onto a

BroadbandRemoteAccessServer (B-RAS) router,whereHTTPtraffic canbe intercepted

and redirected to a captive portal on an external device. The captive portal is often the

initial page a subscriber sees after logging in to a subscriber session. The captive portal

also receives andmanages HTTP requests to unauthorizedWeb resources.

For example, the usermight be redirected to awebpage that shows a company logo and

network usage policy. The captive portal typically provides authentication and

authorization services for redirected subscribers before granting access to protected

servers outside of a walled garden.

Awalled garden, also known as awhite-list, defines a group of servers where access is

provided to subscribers without reauthorization through a captive portal. These walled

gardens enable you to increase revenue bymarketing various services to your customers.

Typical walled garden links are:

• Vendor services, such as automobile rentals

• Hotel andmotel loyalty or corporate program portals

• Room services

• Local attractions and weather

NOTE: This documentation uses the termsHTTP redirect service and captive
portal content delivery (CPCD) service interchangeably.

TheHTTP redirect service implements adata handler anda control handler and registers

themwith service rules applicable to the HTTP applications. These rules are parsed by

the cpcdd process on the Routing Engine. The data handler applies the rules to HTTP

data flowsandhandles rewriting the IPdestinationaddressor sendinganHTTP response

with a preconfigured redirectURL. The responsemessage includes anHTTP status code.

Starting in Junos OS Release 17.3R1, the status code that is returned depends on the

HTTP version used by the HTTP client that sent the GET request. When the version is

higher than HTTP 1.0, the redirect server returns the 307 (Temporary Redirect) status

code. When the version is HTTP 1.0, the 302 (Found) status code is returned. In releases

earlier than 17.3R1, the redirect server returns the 302 status code regardless of HTTP

version. Bothcodes informtheHTTPclient touse theoriginalURL, rather than the redirect

URL, for subsequent GET requests.

When the response to the HTTP request is sent to the subscriber, the original URL is

preserved by optionally appending it to the end of the configured redirect URL. The

maximum length of the redirect URL, including the appended original URL, is 128 bytes.

Starting in Junos Release 17.3R1, the maximum length of the redirect URL is increased to

1360bytesand the redirect server canappendadditional informationabout thesubscriber

to the redirect URL. Themaximum length applies regardless of whether subscriber

information is appended to the URL. To append the subscriber information, you can

specify certain subscriber attributes in the VSAs returned in the RADIUS Accept-Access

message in response to the subscriber login or in a RADIUS Change of Authorization
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(CoA) message. This applies for both Activate-Service (26-65) and Deactivate-Service

(26-66) VSAs. The subscriber information is retrieved from the subscriber session

database.

Thecontrol handlermaintainsaconnectionwith thecpcddprocesson theRoutingEngine

to learn configuration changes, such as the redirect URL and the rewrite IP destination

andport. Toachieve fasterperformance, thecontrol handlermaintainsacacheof relevant

configured entities, such as URLs, on a Modular Port Concentrator (MPC).

HTTP redirect services are supported for both IPv4 and IPv6. You can attach an HTTP

redirect serviceor service set toeithera staticordynamic interface. Fordynamic subscriber

management, you can attach HTTP services or service sets dynamically at subscriber

login or by using a RADIUS change of authorization (CoA).

Starting in Junos OS Release 17.2R1, there are four methods to configure HTTP redirect

services. Table 32 on page 356 lists themethods supported for HTTP redirect services by

JunosOSreleasenumber.Acheckmark inacolumn indicates that themethod is supported

in that release.

BEST PRACTICE: We recommend that you use Junos OS Release 15.1 and
higher releases to implement HTTP redirect services.

Table 32: Supported HTTP Redirect Methods by Release

17.217.116.216.115.1< 15.1Method

MS-DPC-based

–––––✓Static

––––––Converged

MS-MPC-based

✓✓✓✓✓–Static

✓–––––Converged

Routing Engine-based

✓✓✓✓––Static

✓–––––Converged

For all methods, you configure the walled garden as a static firewall service filter.

• MS-MPC–Based Captive Portal on page 357

• Routing Engine-Based Captive Portal on page 357

• Converged Service Provisioning for HTTP Redirect Services on page 358
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MS-MPC–Based Captive Portal

Starting in Junos OS Release 15.1R4, the only line card and interface card combination

that supports HTTP redirect services on MX Series routers is the Multiservices Modular

Port Concentrator (MS-MPC) with a Multiservices Modular Interface Card (MS-MIC).

This combination provides improved scaling and high performance. MS-MICs and

MS-MPCs have enhancedmemory (16 GB for MS-MIC, 32 GB per NPU of MS-MPC) and

processing capabilities. The services interfaces onMS-MPCs andMS-MICs are identified

in the configuration with anms- prefix (for example, ms-1/2/1).

Packet flow for anMS-MPC–basedcaptiveportal differsdependingonhowyouconfigure

the walled garden:

• Walled Garden Configured as a Service Filter on page 357

Walled Garden Configured as a Service Filter

HTTP traffic destined to servers within the walled garden does not flow to the MS-MPC.

However, any HTTP traffic destined outside of the walled garden flows to the MS-MPC.

• For subscriber requests contained within the first packet of data traffic, the system

expects TCP proxy to generate a TCP SYN flag causing the data handler to perform a

rule lookup and apply those rules to HTTP data flows.

• For an HTTP rewrite condition—If the IP destination address is not provided in the

policy, the control handler looks up the IP destination address.

• For an HTTP redirect condition—TCP proxy is triggered to complete its three-way

handshake.

• For HTTP request packets.

• For an HTTP rewrite condition—The control handler uses the cached IP destination

address andmodifies the data packet.

• For an HTTP redirect condition—The control handler sends an HTTP 302 or 307

response with a preconfigured redirect URL.

Routing Engine-Based Captive Portal

The Routing Engine-based captive portal supports a walled garden as a firewall service

filter for both static and converged services. As soon as the HTTP traffic matches the

rules defined in the firewall service filter, the HTTP traffic is sent to the Routing Engine.

The services interfaceson theRoutingEngineare identifiedwithansi- prefix (for example,

si-1/1/0). The si- interface handles all redirect and rewrite traffic and services for the

Routing Engine. The si- interface must be operational with a status of up to enable and

activate the captive portal content delivery (CPCD) service. After the CPCD service is

enabled, any change in the operational state of the si- interface does not affect existing

CPCD services.
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Converged Service Provisioning for HTTP Redirect Services

Starting in Junos OS Release 17.2R1, converged service provisioning is supported for both

Routing Engine-Based andMS-MPC/MS-MIC–based captive portals. Converged service

provisioning means you can configure service provisioning in a dynamic profile. You can

specify user-defined variables for services that are populated bymeans of a RADIUS

VSA or a Change of Authorization (CoA)message.

For example, youmight want to have a different redirect URL for each subscriber. You

can create a redirect-url variable in the dynamic profile, then configure a service rule to

redirect the matching subscriber to $redirect-url. When RADIUS authenticates the user,

the Activate-Service VSA (26–65) provides the URL specific to that user.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.3R1, the status code that is returned depends on
the HTTP version used by the HTTP client that sent the GET request.

17.3R1

Starting in Junos Release 17.3R1, the maximum length of the redirect URL is
increased to 1360bytesand the redirect server canappendadditional information
about the subscriber to the redirect URL.

17.3R1

Starting in Junos OS Release 17.2R1, there are four methods to configure HTTP
redirect services.

17.2R1

Starting in Junos OS Release 17.2R1, converged service provisioning is supported
for both Routing Engine-Based and MS-MPC/MS-MIC–based captive portals.

17.2R1

Starting in Junos OS Release 15.1R4, the only line card and interface card
combination that supports HTTP redirect services on MX Series routers is the
MultiservicesModularPortConcentrator (MS-MPC)withaMultiservicesModular
Interface Card (MS-MIC).

15.1R4

Related
Documentation

Local HTTP Redirect Server Operation Flow on page 361•

• Remote HTTP Redirect Server Operation Flow on page 359

• Configuring MS-MPC-Based, Static HTTP Redirect Services on page 363

• Configuring MS-MPC-Based, Converged HTTP Redirect Services on page 370

• Configuring Routing Engine-Based, Static HTTP Redirect Services on page 379

• Configuring Routing Engine-Based, Converged HTTP Redirect Services on page 385

• Adding Subscriber Information to HTTP Redirect URLs on page 393
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Remote HTTP Redirect Server Operation Flow

You can use the remote HTTP redirect feature in configurationswhere the redirect server

resides outside of the MX Series router and on a policy server, such as Session and

Resource Control (SRC).

AnHTTPredirect remoteserver that resides inawalledgardenbehind the routerprocesses

HTTP requests redirected to it and responds with a redirect URL that points to a captive

portal. When you use a remote HTTP redirect server, you need to configure an HTTP

service rule that rewrites the IP destination address of the incoming HTTP requests on

the service router. The rewritten address ensures that the requests reach the remote

HTTP redirect server before being redirected to a captive portal.

HTTP traffic is intercepted at the broadband network gateway (BNG) and the IP

destination address is rewritten so that the HTTP requests are sent to the HTTP redirect

server insteadof theoriginal destination. TheHTTP redirect server sends a responsewith

the HTTP 302 or 307 status code with the URL of the designated captive portal using

either IPv4 destination address/destination port rewrite, or IPv6 destination

address/destination port rewrite.
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Figure 8 on page 360 shows the general service deployment during access configuration

for a remote HTTP redirect server. The HTTP redirect server resides outside of the MX

Series router on a policy server, such as SRC. Service attachment occurs at subscriber

login, and service detachment occurs at subscriber logout.

NOTE: A complete HTTP redirect solution depends on back-end servers,
such as SRC, captive portal, and RADIUS, and their integration specific to
each customer’s favored integration scheme.

Figure 8: Remote HTTP Redirect Server Deployment

1. The subscriber logs in connecting through the access network.

2. RADIUS authenticates the subscriber and sends a service activate (IP destination

address rewrite), which redirects HTTP traffic to the redirect policy server (such as

SRC) in a walled garden.

3. The subscriber attempts to access the content server (HTTP traffic).

4. The subscriber’s HTTP traffic is first redirected to theSRC redirect policy server, which

then redirects it to the captive portal.

5. The captive portal sends an authorization page back to the subscriber.

6. The subscriber enters credentials to obtain authorization.
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7. The captive portal verifies the subscriber’s credentials.

8. Thecaptiveportal authorizes the subscriber andnotifies theSRC redirect policy server.

9. TheSRC redirectpolicy server checks thesubscriberdatabaseand formulatesapolicy

so the subscriber can access the content server.

10. The SRC redirect policy server sends the policy directly to the MX Series router using

JSRC or Diameter.

Alternatively, the SRC redirect policy server notifies the RADIUS server, which in turn

sends a change of authorization (CoA) to the MX Series router.

11. The MX Series router attaches the new policy, overriding the initial redirect policy.

12. The subscriber now gains access to the content server.

Related
Documentation

HTTP Redirect Service Overview on page 354•

• Local HTTP Redirect Server Operation Flow on page 361

Local HTTP Redirect Server Operation Flow

You can use the local HTTP redirect feature in configurations where the redirect server

resides locally on the MX Series router.

AnHTTP redirect local server that resides locally on anMXSeries router processesHTTP

requests redirected to it and respondswith a redirect URL that points to a captive portal.

You can implement the local server as a servicewithin a service set, which providesmore

scalability and better performance.When you use a local HTTP redirect server, you need

to configure an HTTP service rule to redirect HTTP requests to a captive portal within a

walled garden.

A walled garden is a group of servers that provide subscriber access to sites within the

walled garden without requiring reauthorization through a captive portal. HTTP request

traffic from subscribers destined to servers outside of the walled garden is intercepted

and redirectedby either the captiveportal content delivery (CPCD) service or theRouting

Engine. The CPCD service or Routing Engine locates the provisioned redirect URL for the

specific subscriber and sends a response with the HTTP 302 or 307 status code that

includes the located URL.
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Figure 9 on page 362 shows the general service deployment during access configuration

for a local HTTP redirect server. TheHTTP redirect server resides locally on theMXSeries

router. Service attachment occurs at subscriber login, and service detachment occurs at

subscriber logout.

NOTE: A complete HTTP redirect solution depends on back-end servers,
such as SRC, captive portal, and RADIUS; their integration is specific to each
customer’s favored integration scheme.

Figure 9: Local HTTP Redirect Server Deployment

1. The subscriber logs in connecting through the access network.

2. RADIUS authenticates the subscriber and sends a service activate (HTTP redirect),

which redirects HTTP traffic to the captive portal in a walled garden.

3. The subscriber attempts to access the content server (HTTP traffic) outside the

walled garden.

4. Thesubscriber’sHTTP traffic is redirected to thecaptiveportal by theMXSeries router.

5. The captive portal sends an authorization page back to the subscriber.

6. The subscriber enters credentials to obtain authorization.
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7. The captive portal verifies the subscriber credentials.

8. Thecaptiveportal authorizes the subscriber andnotifies theSRC redirect policy server.

9. TheSRC redirectpolicy server checks thesubscriberdatabaseand formulatesapolicy

so the subscriber can access the content server.

10. The SRC redirect policy server sends the policy directly to the MX Series router using

JSRC or Diameter.

Alternatively, the SRC redirect policy server notifies the RADIUS server, which in turn

sends a change of authorization (CoA) to the MX Series router.

11. The MX Series router attaches the new policy, overriding the initial redirect policy.

12. The subscriber now gains access to the content server.

Related
Documentation

HTTP Redirect Service Overview on page 354•

• Remote HTTP Redirect Server Operation Flow on page 359

ConfiguringMS-MPC-Based, Static HTTP Redirect Services

Awalled garden is a group of servers that provide subscriber access to sites within the

walled garden without requiring reauthorization through a captive portal. The captive

portal page is typically the initial page a subscriber sees after logging in to a subscriber

session.

When subscribers try to access sites outside the walled garden, HTTP redirect services

process IPv4and IPv6HTTPrequests tomanage that traffic. ThesubscriberHTTPrequest

traffic that is not destined for the walled garden is sent to the redirect server, which

responds with a redirect URL that sends traffic to a captive portal instead of to the

unauthorized external site. The captive portal provides authentication and authorization

services for the redirected subscribers before granting them access to protected servers

outside of the walled garden.

The redirect server can be local or remote:

• Local redirect server—Resides on the router and redirects subscriber traffic to a captive

portal inside a walled garden.

• Remote redirect server—Resides on a device such as a policy server inside a walled

garden behind the router. The destination address for the subscriber’s HTTP traffic is

rewritten to the address of the remote redirect server. The remote server redirects

subscriber traffic to a captive portal inside that walled garden.
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You configure the walled garden as a firewall service filter. The service filter is attached

to a static interface. The CPCD service is applied to anms service interface by means of

a service set; the service set is than attached to a static interface.

• Configuring aWalled Garden as a Firewall Service Filter on page 364

• Configuring HTTP Redirect for Local and Remote Redirect Servers on page 366

• Configuring theService Profile and theService Set toAssociate theService Profilewith

a Service Interface on page 368

• Attaching a CPCD Service Set and Service Filter to a Logical Interface on page 368

• Installing a Service Package for CPCD Service on page 369

Configuring aWalled Garden as a Firewall Service Filter

When you configure the walled garden as a firewall service filter, traffic that is destined

to servers within the walled garden is identified and skipped. Because this traffic does

not flow to the line card, handling requirements are reduced.

All other HTTP traffic is destined for addresses outside the walled garden. Because this

traffic does not match the filter conditions, it flows to the line card for handling.

You can configure the service filter so that the walled garden contains a single server as

the captive portal or a list of servers.

• Configure the walled garden with a single server as the captive portal:

1. Create the service filter.

[edit]
user@host# edit firewall family address-family service-filter filter-name

2. Define a filter term to identify and skip processing for traffic to the captive portal.

a. Specify filter conditions to match traffic that is destined for the captive portal

by specifying the destination address of the captive portal and the destination

port.

[edit firewall family inet service-filter filter-name]
user@host# set term name from destination-address ip-address
user@host# set term name from destination-port port-number

b. Specify that the matching traffic skips processing on the line card.

[edit firewall family inet service-filter filter-name]
user@host# set term name then skip

3. Define a filter term to identify HTTP traffic from all the traffic that did not match

the previous term and send it for processing by CPCD service rules.

a. Specify one or more HTTP port numbers to match the skipped HTTP traffic.

[edit firewall family inet service-filter filter-name]
user@host# set term name from destination-port http-port-number

b. Specify that the matching traffic is processed by a CPCD service.

[edit firewall family inet service-filter filter-name]
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user@host# set term name then service

4. Define a filter term to skip further action for any remaining, non-HTTP traffic.

[edit firewall family inet service-filter filter-name]
user@host# set term name then skip

For example, the followingconfigurationcreatesa filter for IPv4HTTP traffic,walled-v4,

with the captive portal on 192.0.2.0. Traffic matching the address is skipped.

Nonmatching traffic goes to term http, where HTTP traffic is picked out of all skipped

traffic and sent to be processed according to a CPCD service. Finally, term skip causes

all the remaining, non-HTTP traffic to be skipped.

[edit]
user@host# edit firewall family inet service-filter walled-v4
[edit firewall family inet service-filter walled-v4]
user@host# set term portal from destination-address 192.0.2.0
user@host# set term portal from destination-port 80
user@host# set term portal then skip
user@host# set term http from destination-port 80
user@host# set term http then service
user@host# set term skip then skip

• Configure the walled garden as a list or subnet of servers.

1. Create the service filter.

[edit]
user@host# edit firewall family address-family service-filter filter-name

2. Define a filter term.

a. Specify filter conditions to match traffic that is destined for any server in the

walled garden by specifying a destination prefix list of servers.

[edit firewall family inet service-filter filter-name]
user@host# set term name from destination-prefix-list list-name
user@host# set term name from destination-port port-number

b. Specify that the matching traffic skips processing on the line card.

[edit firewall family inet service-filter filter-name]
user@host# set term name then skip

3. Define a filter term to identify HTTP traffic from all the traffic that did not match

the previous term and send it for processing by CPCD service rules.

a. Specify one or more HTTP port numbers to match the skipped HTTP traffic.

[edit firewall family inet service-filter filter-name]
user@host# set term name from destination-port http-port-number

b. Specify that the matching traffic is processed by a CPCD service.

[edit firewall family inet service-filter filter-name]
user@host# set term name then service

4. Define a filter term to skip further action for any remaining, non-HTTP traffic.

[edit firewall family inet service-filter filter-name]
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user@host# set term name then skip

5. (Optional) Define a prefix list that specifies servers within the walled garden. You

can specify a subnet or multiple individual addresses.

[edit policy-options]
user@host# set prefix-list list- name ip-address/mask
user@host# set prefix-list list- name ip-address1
user@host# set prefix-list list- name ip-address2

For example, the following configuration creates a filter for IPv6 HTTP traffic,

walled-v6-list, with a prefix list, wg-list, that specifies two servers in thewalled garden.

Filter term portal6 identifies IPv6 traffic that is destined for the walled garden.

Nonmatching traffic goes to termhttp6,whereHTTP traffic is picked out of all skipped

traffic and sent to be processed according to a CPCD service. Finally, term skip causes

all the remaining, non-HTTP traffic to skipped.

[edit]
user@host# edit firewall family inet6 service-filter walled-v6-list
user@host# set term portal6 from destination-prefix-list wg-list
user@host# set term portal6 then skip
user@host# set term http6 from destination-port [80 8080]
user@host# set term http6 then service
user@host# set term skip6 then skip
[edit policy-options]
user@host# set prefix-list wg-list 2001:db8::10.10
user@host# set prefix-list wg-list 2001:db8::10.22

Configuring HTTP Redirect for Local and Remote Redirect Servers

When HTTP requests are made for sites outside the walled garden, CPCD can redirect

the traffic to a captive portal for authentication and authorization.

Configure a CPCD service rule that specifies the action to be taken for traffic destined

outside the walled garden. This traffic was identified by the walled garden service filter

and passed to the service. The action you configure depends on whether you are using

a local or a remote HTTP redirect server:

• If you are using a local HTTP redirect server on the router, you specify the redirect

action.

• If you are using a remoteHTTP redirect server, which resides in awalled garden behind

the router, then you cannot simply specify a redirect URL. In this case, the service rule

must rewrite the IP destination address for the traffic. The new destination address is

the address of the remote HTTP redirect server. The remote server then supplies a

redirect URL to send the traffic to a captive portal.

The CPCD service is associated with a service interface by a service set. Both the service

set and the walled garden service filter are applied to a statically configured interface.

1. Access the CPCD service configuration level.

[edit services]
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user@host# edit captive-portal-content-delivery

2. Create a rule to apply to traffic destined outside the walled garden.

[edit services captive-portal-content-delivery]
edit rule name

3. Specify that the rule applies to incoming traffic.

[edit services captive-portal-content-delivery rule name]
user@host# setmatch-direction input

4. Define a rule term for CPCD to apply an action to HTTP traffic. Because the walled

garden is configured as a service filter, the traffic is already filtered to be HTTP traffic

before being sent to the service.

• For a local HTTP redirect server, provide the redirect URL, which is the URL of the

captive portal with the original URL (outside the walled garden) appended:

[edit services captive-portal-content-delivery rule name]
user@host# set term name then redirect redirect-url/url=%dest-url%

• For a remote HTTP redirect server, provide the destination address of the remote

server:

[edit services captive-portal-content-delivery rule name]
user@host#set termname thenrewritedestination-address remote-server-address

NOTE: If youwant the service to apply to both redirect and rewrite traffic,
you can either configure a single rule withmultiple terms tomanage both
cases, or separate rules for each case.

For example, in the following configuration for a local server, the CPCD service rule

redir-svc redirects traffic toa captiveportal,http://www.portal.example.com. Theoriginal

URL entered by the subscriber is appended to the redirect URL.

user@host# edit services captive-portal-content-delivery
user@host# edit rule redir-svc
user@host# setmatch-direction input
user@host#settermredir1 thenredirecthttp://www.portal.example.com/url=%dest-url%

The following configuration for a remote server creates CPCD service rule rewr-svc that

rewrites the original destination address to the address of the remote server, 192.0.2.230.

user@host# edit services captive-portal-content-delivery
user@host# edit rule rewr-svc
user@host# setmatch-direction input
user@host# set term rewr1 then rewrite destination-address 192.0.2.230
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Configuring theServiceProfileandtheServiceSet toAssociate theServiceProfilewithaService
Interface

Service sets define one or more services to be performed by the MS-MPC/MS-MIC. For

HTTP redirect services, you define a CPCD service profile that includes CPCD rules. The

service set applies the CPCD service profile to a specific service interface.

1. Create the service profile.

[edit services captive-portal-content-delivery]
user@host# edit profile name

2. Specify one or more CPCD rules for the service profile.

[edit services captive-portal-content-delivery profile name]
user@host# set cpcd-rules rule-name

3. Create the service set.

[edit services]
user@host# edit service-set name

4. Specify the CPCD service profile.

[edit services service-set name]
user@host# set captive-portal-content-delivery-profile name

5. Specify the service interface.

[edit services service-set name]
user@host# set interface-service service-interface interface-name

For example, the following configuration creates CPCD service profile redir-prof, which

references the CPCD rule redir-svc. Service set ss2 associates the CPCD service profile

redir-prof with the service interface ms-5/0/0.

[edit services captive-portal-content-delivery]
user@host# edit profile redir-prof
user@host# set cpcd-rules redir-svc
[edit services]
user@host# edit service-set sset2
user@host# set captive-portal-content-delivery-profile redir-prof
user@host# set interface-service-service-interfacems-5/0/0

Attaching a CPCD Service Set and Service Filter to a Logical Interface

To use the HTTP redirect services, youmust attach the CPCD service set to a logical

interface. If the walled garden is configured as a service filter, then youmust attach it to

the same interface as the service set. Traffic arriving on and leaving that interface is

filtered by the service filter. Traffic identified for servicing is sent to the MS-MPC service

interface where the CPCD profile is applied.

1. Configure the logical interface.
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[edit interfaces interface-name]
user@host# edit unit logical-unit-number

2. Configure the address family.

[edit interfaces interface-name unit logical-unit-number]
user@host# edit family family

3. Configure the interface address.

[edit interfaces interface-name unit logical-unit-number family family]
user@host# set address address

4. Attach the service set and service filter to the interface.

[edit interfaces interface-name unit logical-unit-number family family]
user@host# set service input service-set set-name service-filter filter-name
user@host# set service output service-set set-name service-filter filter-name

For example, the following configuration attaches service set sset2 and service filter

walled-v4 to ge-2/0/1.0 for the IPv4 address family. It assigns an address to the logical

interface. The service set and filter are both applied to the interface input and output.

user@host# edit interfaces ge-2/0/1 unit 0 family inet
user@host# set address 203.0.113.5
user@host# set service input service-set sset2 service-filter walled-v4
user@host# set service output service-set sset2 service-filter walled-v4

Installing a Service Package for CPCD Service

To use CPCD services on an MS-MPC/MS-MIC, you configure a service interface on the

MS-MIC.Youmust install the required servicepackageoneachMS-MIC thathasaservice

interface.

1. Configure Junos OS to support a service package on a service interface on an MX

Series 3D Universal Edge Router with MS-MPCs.

[edit]
user@host#editchassis fpcslot-numberpicnumberadaptive-servicesservice-package

2. Configure the CPCD service package to run on the PIC. When the extension-provider

statement is first configured, the PIC reboots.

NOTE: Static MS-MPC-based CPCD requires the CPCD service package
(jservices-cpcd).

[edit chassis fpc slot-number pic number adaptive-services service-package]
user@host# set extension-provider package jservices-cpcd

3. (Optional) Enable PIC system logging to record or view system logmessages on the

PIC. You can specify one or more facilities, each at a configurable severity level.
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[edit chassis fpc 1 pic 0 adaptive-services service-package]
user@host# set extension-provider syslog facility severity

Forexample, the followingconfiguration loads theCPCDservicespackageon theMS-MPC

in chassis slot 1 and theMS-MIC in slot 0of theMPC. System logmessages are generated

for any daemon and for local external applications at all severity levels.

user@host# edit chassis fpc 1 pic 0 adaptive-services service-package
[edit chassis fpc 1 pic 0 adaptive-services service-package]
user@host# set extension-provider package jservices-cpcd
[edit chassis fpc 1 pic 0 adaptive-services service-package]
user@host# set extension-provider syslog daemon any
user@host# set extension-provider syslog external any

Related
Documentation

HTTP Redirect Service Overview on page 354•

• Remote HTTP Redirect Server Operation Flow on page 359

• Local HTTP Redirect Server Operation Flow on page 361

• Configuring MS-MPC-Based, Converged HTTP Redirect Services on page 370

• Configuring Routing Engine-Based, Static HTTP Redirect Services on page 379

• Adding Subscriber Information to HTTP Redirect URLs on page 393

ConfiguringMS-MPC-Based, Converged HTTP Redirect Services

You can configure converged HTTP redirect services on MS-MPCs/MS-MICs. Converged

service provisioning separates service definition fromservice instantiation. After a service

is defined, a service can be dynamically instantiated at subscriber login or by using a

change of authorization (CoA)mid-session. Service instantiation uses only the name of

the defined service, hiding all service details from system operators. Converged service

provisioning supports service parameterization, which corresponds to dynamic variables

within dynamic profiles.

For converged HTTP redirect services, thismeans that you define the service and service

rules within a dynamic profile. The CPCD service rules are created dynamically based on

the variables configured in the dynamic profile.

Optionally, you can choose to parameterize the redirect URL by including defining a

redirect-url variable in the dynamic profile. The value of the variable is provided by a

RADIUSVSAduringsubscriberbring-uporwithaChangeofAuthorization (CoA)message.

This enables you to customize the redirect URLs for each subscriber. You can define a

default value for the URL that is used if no value is provided by RADIUS.

You configure the walled garden as a firewall service filter. It filters traffic so that only

HTTP traffic destined outside the walled garden is passed to the dynamic service for

processing. Just as for static HTTP redirect services, a service profile contains the service

rules. You configure a service set outside the dynamic profile to associate the CPCD

service profile with a specific ms service interface on an MS-MPC/MS-MIC. Within the
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dynamicprofile, youapply the service set and thewalledgardenservice filter toadynamic

interface.

• Configuring aWalled Garden as a Firewall Service Filter on page 371

• Configuring HTTP Redirect for Local and Remote Redirect Servers on page 373

• Configuring Parameterization for the Redirect URL on page 375

• Configuring the Service Set to Associate the Service Profile with a Service

Interface on page 376

• Attaching a CPCD Service Set and Service Filter to a Dynamic Logical

Interface on page 377

• Installing a Service Package for CPCD Service on page 378

Configuring aWalled Garden as a Firewall Service Filter

When you configure the walled garden as a firewall service filter, traffic that is destined

to servers within the walled garden is identified and skipped. Because this traffic does

not flow to the line card, handling requirements are reduced.

All other HTTP traffic is destined for addresses outside the walled garden. Because this

traffic does not match the filter conditions, it flows to the line card for handling.

You can configure the service filter so that the walled garden contains a single server as

the captive portal or a list of servers.

• Configure the walled garden with a single server as the captive portal:

1. Create the service filter.

[edit]
user@host# edit firewall family address-family service-filter filter-name

2. Define a filter term to identify and skip processing for traffic to the captive portal.

a. Specify filter conditions to match traffic that is destined for the captive portal

by specifying the destination address of the captive portal and the destination

port.

[edit firewall family inet service-filter filter-name]
user@host# set term name from destination-address ip-address
user@host# set term name from destination-port port-number

b. Specify that the matching traffic skips processing on the line card.

[edit firewall family inet service-filter filter-name]
user@host# set term name then skip

3. Define a filter term to identify HTTP traffic from all the traffic that did not match

the previous term and send it for processing by CPCD service rules.

a. Specify one or more HTTP port numbers to match the skipped HTTP traffic.

[edit firewall family inet service-filter filter-name]
user@host# set term name from destination-port http-port-number

b. Specify that the matching traffic is processed by a CPCD service.
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[edit firewall family inet service-filter filter-name]
user@host# set term name then service

4. Define a filter term to skip further action for any remaining, non-HTTP traffic.

[edit firewall family inet service-filter filter-name]
user@host# set term name then skip

For example, the followingconfigurationcreatesa filter for IPv4HTTP traffic,walled-v4,

with the captive portal on 192.0.2.0. Traffic matching the address is skipped.

Nonmatching traffic goes to term http, where HTTP traffic is picked out of all skipped

traffic and sent to be processed according to a CPCD service. Finally, term skip causes

all the remaining, non-HTTP traffic to be skipped.

[edit]
user@host# edit firewall family inet service-filter walled-v4
[edit firewall family inet service-filter walled-v4]
user@host# set term portal from destination-address 192.0.2.0
user@host# set term portal from destination-port 80
user@host# set term portal then skip
user@host# set term http from destination-port 80
user@host# set term http then service
user@host# set term skip then skip

• Configure the walled garden as a list or subnet of servers.

1. Create the service filter.

[edit]
user@host# edit firewall family address-family service-filter filter-name

2. Define a filter term.

a. Specify filter conditions to match traffic that is destined for any server in the

walled garden by specifying a destination prefix list of servers.

[edit firewall family inet service-filter filter-name]
user@host# set term name from destination-prefix-list list-name
user@host# set term name from destination-port port-number

b. Specify that the matching traffic skips processing on the line card.

[edit firewall family inet service-filter filter-name]
user@host# set term name then skip

3. Define a filter term to identify HTTP traffic from all the traffic that did not match

the previous term and send it for processing by CPCD service rules.

a. Specify one or more HTTP port numbers to match the skipped HTTP traffic.

[edit firewall family inet service-filter filter-name]
user@host# set term name from destination-port http-port-number

b. Specify that the matching traffic is processed by a CPCD service.

[edit firewall family inet service-filter filter-name]
user@host# set term name then service

4. Define a filter term to skip further action for any remaining, non-HTTP traffic.
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[edit firewall family inet service-filter filter-name]
user@host# set term name then skip

5. (Optional) Define a prefix list that specifies servers within the walled garden. You

can specify a subnet or multiple individual addresses.

[edit policy-options]
user@host# set prefix-list list- name ip-address/mask
user@host# set prefix-list list- name ip-address1
user@host# set prefix-list list- name ip-address2

For example, the following configuration creates a service filter for IPv6 HTTP traffic,

walled-v6-list, with a prefix list, wg-list, that specifies two servers in thewalled garden.

Filter term portal6 identifies IPv6 traffic that is destined for the walled garden.

Nonmatching traffic goes to termhttp6,whereHTTP traffic is picked out of all skipped

traffic and sent to be processed according to a CPCD service. Finally, term skip causes

all the remaining, non-HTTP traffic to skipped.

[edit]
user@host# edit firewall family inet6 service-filter walled-v6-list
user@host# set term portal6 from destination-prefix-list wg-list
user@host# set term portal6 then skip
user@host# set term http6 from destination-port [80 8080]
user@host# set term http6 then service
user@host# set term skip6 then skip
[edit policy-options]
user@host# set prefix-list wg-list 2001:db8::10.10
user@host# set prefix-list wg-list 2001:db8::10.22

Configuring HTTP Redirect for Local and Remote Redirect Servers

When HTTP requests are made for sites outside the walled garden, CPCD can redirect

the traffic to a captive portal for authentication and authorization.

Configure a CPCD service rule that specifies the action to be taken for the HTTP traffic

identified by the walled garden service filter and passed to the service. The action you

configure depends on whether you are using a local or a remote HTTP redirect server:

• If you are using a local HTTP redirect server on the router, you specify the redirect

action.

• If you are using a remoteHTTP redirect server, which resides in awalled garden behind

the router, then you cannot simply specify a redirect URL. In this case, the service rule

must rewrite the IP destination address for the traffic. The new destination address is

the address of the remote HTTP redirect server. The remote server then supplies a

redirect URL to send the traffic to a captive portal.

1. Configure the dynamic profile.

[edit]
user@host# edit dynamic-profiles profile-name

2. Access the dynamic CPCD service configuration level.
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[edit dynamic-profiles profile-name]
user@host# edit services captive-portal-content-delivery

3. Create a rule to apply to traffic destined outside the walled garden.

[edit dynamic-profiles profile-name services captive-portal-content-delivery]
edit rule name

4. Specify that the rule applies to incoming traffic.

[editdynamic-profilesprofile-nameservicescaptive-portal-content-delivery rulename]
user@host# setmatch-direction input

5. Specify the action to take for the matching traffic .Because the walled garden is a

service filter, the traffic is already identified as HTTP traffic before being sent to the

service.

• For a local HTTP redirect server, provide the redirect URL, which is the URL of the

captive portal with the original URL (outside the walled garden) appended:

[edit dynamic-profiles profile-name services captive-portal-content-delivery rule
name]

user@host# set term name then redirect redirect-url/url=%dest-url%

• For a remote HTTP redirect server, provide the destination address of the remote

server:

[edit dynamic-profiles profile-name services captive-portal-content-delivery rule
name]

user@host#set termname thenrewritedestination-address remote-server-address

NOTE: If youwant the service to apply to both redirect and rewrite traffic,
you can either configure a single rule withmultiple terms tomanage both
cases, or separate rules for each case.

For example, in the following configuration for a local server, the dynamic profile

http-redir-converged includes the CPCD service rule redir-svc. The rule redirects traffic

to a captive portal, http://www.portal.example.com. The original URL entered by the

subscriber is appended to the redirect URL. The CPCD service profile redir-prof includes

the rule, and will later be applied to a service interface by a service set.

user@host# edit dynamic-profiles http-redir-converged
user@host# edit services captive-portal-content-delivery
user@host# edit rule redir-svc
user@host# setmatch-direction input
user@host#settermredir1 thenredirecthttp://www.portal.example.com/url=%dest-url%

The following configuration for a remote server creates CPCD service rule rewr-svc that

rewrites the original destination address to the address of the remote server, 192.0.2.230.

user@host# edit dynamic-profiles http-redir-converged
user@host# edit services captive-portal-content-delivery
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user@host# edit rule rewr-svc
user@host# setmatch-direction input
user@host# set term rewr1 then rewrite destination-address 192.0.2.230

Configuring Parameterization for the Redirect URL

You can optionally choose to parameterize the redirect URL and the rewrite destination

addressbyspecifyinguser-definedvariables in thedynamicprofile. Parameterizingmeans

thatURLor address becomes adynamic variable. The value is provided byRADIUSwhen

the subscriber is authenticated orwhen a CoA is received. Consequently, you can use the

RADIUS attributes to provide different URLs or destination addresses for different

subscribers.

1. Configure the dynamic profile.

[edit]
user@host# edit dynamic-profiles profile-name

2. Access the custom variable configuration level.

[edit dynamic-profiles profile-name]
user@host# edit variables

3. Define the variable for the redirect URL, the rewrite destination address, or both.

Specify that the value for the dynamic variable is provided by an external server,

typically RADIUS.

NOTE: You can name the variables anything you like, but names like
redirect-url and rewrite-damake the purpose clear.

[edit dynamic-profiles profile-name variables]
set variable-namemandatory

4. In the CPCD rule, specify the variable by prepending a dollar sign ($) to the variable

name.

• For a local HTTP redirect server, provide the redirect variable:

[edit dynamic-profiles profile-name services captive-portal-content-delivery rule
name]

user@host# set term name then redirect $variable-name

• For a remote HTTP redirect server, provide the destination address variable:

[edit dynamic-profiles profile-name services captive-portal-content-delivery rule
name]

user@host# set term name then rewrite $variable-name

For example, the following configuration shows two user-defined variables, redirect-url

and rewrite-da that require externally provided values when they are instantiated. CPCD

service rule redir1 specifies traffic is redirected to $redirect-url. CPCD service rule rewr1

specifies that the destination address for the traffic is rewritten to $rewrite-da.
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user@host# edit dynamic-profiles http-redir-converged
user@host# edit variables
user@host# set redirect-url mandatory
user@host# set rewrite-damandatory
user@host# edit services captive-portal-content-delivery
user@host# edit rule redir-svc
user@host# setmatch-direction input
user@host# set term redir1 then redirect $redirect-url
user@host# edit rule rewr-svc
user@host# setmatch-direction input
user@host# set term rewr1 then rewrite $rewrite-da

Configuring the Service Set to Associate the Service Profile with a Service Interface

Service sets define one or more services to be performed by the MS-MPC/MS-MIC. For

HTTP redirect services, you define a CPCD service profile that includes CPCD rules. The

service set applies the CPCD service profile to a specific service interface.

1. Create the service profile.

[edit services captive-portal-content-delivery]
user@host# edit profile name

2. Specify oneormoreCPCD rules configured in theCPCDdynamicprofile for the service

profile.

[edit services captive-portal-content-delivery profile name]
user@host# set cpcd-rules rule-name

3. Specify that this is a converged CPCD service.

[edit services captive-portal-content-delivery profile name]
user@host# set dynamic

4. Create the service set.

[edit services]
user@host# edit service-set name

5. Specify the CPCD service profile.

[edit services service-set name]
user@host# set captive-portal-content-delivery-profile name

6. Specify the service interface.

[edit services service-set name]
user@host# set interface-service service-interface interface-name

For example, the following configuration creates CPCD service profile redir-prof, which

references the CPCD rule redir-svc. Service set cvgd associates the CPCD service profile

rewr-prof with the service interface ms-2/0/0.

[edit services captive-portal-content-delivery]
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user@host# edit profile redir-prof
user@host# set cpcd-rules redir-svc
user@host# set dynamic
[edit services]
user@host# edit service-set cvgd
user@host# set captive-portal-content-delivery-profile redir-prof
user@host# set interface-service-service-interfacems-2/0/0

Attaching a CPCD Service Set and Service Filter to a Dynamic Logical Interface

To use the HTTP redirect services, youmust attach the CPCD service set to a logical

interface. Because the walled garden is configured as a service filter, you must attach it

to the same interface as the service set. Traffic arriving on and leaving that interface is

filtered by the service filter. Traffic identified for servicing is sent to the MS-MPC service

interface where the CPCD profile is applied.

NOTE: This procedure shows only elements of the dynamic profile
configuration that are specific to the converged services configuration. The
complete dynamic profile depends on your use case.

1. Configure the dynamic profile.

[edit]
user@host# edit dynamic-profiles profile-name

2. Configure the dynamic physical interface.

[edit dynamic-profiles profile-name]
user@host# edit interfaces $junos-interface-ifd-name

3. Configure the dynamic logical interface.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name]
user@host# edit unit $junos-underlying-interface-unit

4. Configure the address family.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-underlying-interface-unit]

user@host# edit family family

5. Attach the service set and service filter to the interface.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-underlying-interface-unit family family]

user@host# set service input service-set set-name service-filterfilter-name
user@host# set service output service-set set-name service-filter filter-name

Forexample, the followingconfigurationcreates thedynamicprofilehttp-redir-converged.

It specifies predefined variables to create the dynamic physical and logical interfaces in

the IPv4 address family. The profile attaches service set cvgd and service filter walled-v4
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to the dynamic logical interface when it is created at subscriber login. The service set

and filter are both applied to the interface input and output.

user@host# edit dynamic-profiles http-redir-converged
user@host# edit interfaces $junos-interface-ifd-name
user@host# edit unit $junos-underlying-interface-unit
user@host# edit family inet
user@host# set service input service-set cvgd service-filter walled-v4
user@host# set service output service-set cvgd service-filter walled-v4

Installing a Service Package for CPCD Service

To use CPCD services on an MS-MPC/MS-MIC, you configure a service interface on the

MS-MIC. Youmust install the required service packages on each MS-MIC that has a

service interface.

1. Configure Junos OS to support a service package on a service interface on an MX

Series 3D Universal Edge Router with MS-MPCs.

[edit]
user@host#editchassis fpcslot-numberpicnumberadaptive-servicesservice-package

2. Configure the required servicepackages to runon thePIC.When theextension-provider

statement is first configured, the PIC reboots.

NOTE: ConvergedservicesMS-MPC-basedCPCDrequiresboth theCPCD
service package (jservices-cpcd) and themobile subscriber service
package (jservices-mss).

[edit chassis fpc slot-number pic number adaptive-services service-package]
user@host# set extension-provider package jservices-cpcd,jservices-mss

3. (Optional) Enable PIC system logging to record or view system logmessages on the

PIC. You can specify one or more facilities, each at a configurable severity level.

[edit chassis fpc 1 pic 0 adaptive-services service-package]
user@host# set extension-provider syslog facility severity

For example, the followingconfiguration loads theCPCDservicespackageand themobile

subscriber services package on theMS-MPC in chassis slot 1 and theMS-MIC in slot 0 of

the MPC. System logmessages are generated for any daemon and for local external

applications at all severity levels.

user@host# edit chassis fpc 1 pic 0 adaptive-services service-package
[edit chassis fpc 1 pic 0 adaptive-services service-package]
user@host# set extension-provider package jservices-cpcd,jservices-mss
[edit chassis fpc 1 pic 0 adaptive-services service-package]
user@host# set extension-provider syslog daemon any
user@host# set extension-provider syslog external any
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Configuring Routing Engine-Based, Static HTTP Redirect Services

You can configureHTTP redirect services on theRouting Engine as an alternative to using

anMS-MPC/MS-MIC. Youconfigure thewalledgardenasa firewall service filter. Awalled

garden is a group of servers that provide subscriber access to sites within the walled

garden without requiring reauthorization through a captive portal. The walled garden

service filter identifies traffic destined for the walled garden and traffic destined outside

the walled garden. Only HTTP traffic destined outside the walled garden is sent to the

RoutingEngine forprocessingby theHTTP redirect service.TheCPCDservice isassociated

with a service interface on the Routing Engine by means of a service set.

The service interfaces on theRouting Engine are identifiedwith an si- prefix (for example,

si-1/1/0). The si- interface processes all redirect and rewrite traffic and services for the

Routing Engine. The si- interface must be operational with a status of up to enable and

activate the captive portal content delivery (CPCD) service. After the CPCD service is

enabled, any change in the operational state of the si- interface does not affect existing

CPCD services.

The CPCD service sends the subscriber HTTP request traffic that is not destined for the

walled garden to a redirect server, which responds with a redirect URL. The redirect URL

sends traffic to a captive portal instead of to the unauthorized external site. The captive

portal provides authentication and authorization services for the redirected subscribers

before granting them access to protected servers outside of the walled garden.

The redirect server can be local or remote:

• Local redirect server—Resides on the router and redirects subscriber traffic to a captive

portal inside a walled garden.

• Remote redirect server—Resides on a device such as a policy server inside a walled

garden behind the router. The destination address for the subscriber’s HTTP traffic is

rewritten to the address of the remote redirect server. The remote server redirects

subscriber traffic to a captive portal inside that walled garden.

• Configuring aWalled Garden as a Firewall Service Filter on page 379

• Configuring HTTP Redirect for Local and Remote Redirect Servers on page 382

• Configuring theService Profile and theService Set toAssociate theService Profilewith

a Service Interface on page 383

• Attaching a CPCD Service Set and Service Filter to a Logical Interface on page 384

Configuring aWalled Garden as a Firewall Service Filter

When you configure the walled garden as a firewall service filter, traffic that is destined

to servers within the walled garden is identified and skipped. All other HTTP traffic is

destined for addresses outside the walled garden. Because this traffic does not match

the filter conditions, it flows to the Routing Engine for handling.

You can configure the service filter so that the walled garden contains a single server as

the captive portal or a list of servers.
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• Configure the walled garden with a single server as the captive portal:

1. Create the service filter.

[edit]
user@host# edit firewall family address-family service-filter filter-name

2. Define a filter term to identify and skip processing for traffic to the captive portal.

a. Specify filter conditions to match traffic that is destined for the captive portal

by specifying the destination address of the captive portal and the destination

port.

[edit firewall family inet service-filter filter-name]
user@host# set term name from destination-address ip-address
user@host# set term name from destination-port port-number

b. Specify that the matching traffic skips processing on the line card.

[edit firewall family inet service-filter filter-name]
user@host# set term name then skip

3. Define a filter term to identify HTTP traffic from all the traffic that did not match

the previous term and send it for processing by CPCD service rules.

a. Specify one or more HTTP port numbers to match the skipped HTTP traffic.

[edit firewall family inet service-filter filter-name]
user@host# set term name from destination-port http-port-number

b. Specify that the matching traffic is processed by a CPCD service.

[edit firewall family inet service-filter filter-name]
user@host# set term name then service

4. Define a filter term to skip further action for any remaining, non-HTTP traffic.

[edit firewall family inet service-filter filter-name]
user@host# set term name then skip

For example, the followingconfigurationcreatesa filter for IPv4HTTP traffic,walled-v4,

with the captive portal on 192.0.2.0. Traffic matching the address is skipped.

Nonmatching traffic goes to term http, where HTTP traffic is picked out of all skipped

traffic and sent to be processed according to a CPCD service. Finally, term skip causes

all the remaining, non-HTTP traffic to be skipped.

[edit]
user@host# edit firewall family inet service-filter walled-v4
[edit firewall family inet service-filter walled-v4]
user@host# set term portal from destination-address 192.0.2.0
user@host# set term portal from destination-port 80
user@host# set term portal then skip
user@host# set term http from destination-port 80
user@host# set term http then service
user@host# set term skip then skip

• Configure the walled garden as a list or subnet of servers.

1. Create the service filter.
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[edit]
user@host# edit firewall family address-family service-filter filter-name

2. Define a filter term.

a. Specify filter conditions to match traffic that is destined for any server in the

walled garden by specifying a destination prefix list of servers.

[edit firewall family inet service-filter filter-name]
user@host# set term name from destination-prefix-list list-name
user@host# set term name from destination-port port-number

b. Specify that the matching traffic skips processing on the line card.

[edit firewall family inet service-filter filter-name]
user@host# set term name then skip

3. Define a filter term to identify HTTP traffic from all the traffic that did not match

the previous term and send it for processing by CPCD service rules.

a. Specify one or more HTTP port numbers to match the skipped HTTP traffic.

[edit firewall family inet service-filter filter-name]
user@host# set term name from destination-port http-port-number

b. Specify that the matching traffic is processed by a CPCD service.

[edit firewall family inet service-filter filter-name]
user@host# set term name then service

4. Define a filter term to skip further action for any remaining, non-HTTP traffic.

[edit firewall family inet service-filter filter-name]
user@host# set term name then skip

5. (Optional) Define a prefix list that specifies servers within the walled garden. You

can specify a subnet or multiple individual addresses.

[edit policy-options]
user@host# set prefix-list list- name ip-address/mask
user@host# set prefix-list list- name ip-address1
user@host# set prefix-list list- name ip-address2

For example, the following configuration creates a filter for IPv6 HTTP traffic,

walled-v6-list, with a prefix list, wg-list, that specifies two servers in thewalled garden.

Filter term portal6 identifies IPv6 traffic that is destined for the walled garden.

Nonmatching traffic goes to termhttp6,whereHTTP traffic is picked out of all skipped

traffic and sent to be processed according to a CPCD service. Finally, term skip causes

all the remaining, non-HTTP traffic to skipped.

[edit]
user@host# edit firewall family inet6 service-filter walled-v6-list
user@host# set term portal6 from destination-prefix-list wg-list
user@host# set term portal6 then skip
user@host# set term http6 from destination-port [80 8080]
user@host# set term http6 then service
user@host# set term skip6 then skip
[edit policy-options]
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user@host# set prefix-list wg-list 2001:db8::10.10
user@host# set prefix-list wg-list 2001:db8::10.22

Configuring HTTP Redirect for Local and Remote Redirect Servers

When HTTP requests are made for sites outside the walled garden, CPCD can redirect

the traffic to a captive portal for authentication and authorization.

Configure a CPCD service rule that specifies the action to be taken for traffic destined

outside the walled garden. This traffic was identified by the walled garden service filter

and passed to the service, or identified and accepted by the walled garden service rule.

The action you configure depends on whether you are using a local or a remote HTTP

redirect server:

• If you are using a local HTTP redirect server on the router, you specify the redirect

action.

• If you are using a remoteHTTP redirect server, which resides in awalled garden behind

the router, then you cannot simply specify a redirect URL. In this case, the service rule

must rewrite the IP destination address for the traffic. The new destination address is

the address of the remote HTTP redirect server. The remote server then supplies a

redirect URL to send the traffic to a captive portal.

The CPCD service is associated with a service interface by a service set. Both the service

set and the walled garden service filter are applied to a statically configured interface.

1. Access the CPCD service configuration level.

[edit services]
user@host# edit captive-portal-content-delivery

2. Create a rule to apply to traffic destined outside the walled garden.

[edit services captive-portal-content-delivery]
edit rule name

3. Specify that the rule applies to incoming traffic.

[edit services captive-portal-content-delivery rule name]
user@host# setmatch-direction input

4. Define a rule term for CPCD to apply an action to HTTP traffic. Because the walled

garden is configured as a service filter, the traffic is already filtered to be HTTP traffic

before being sent to the service.

• For a local HTTP redirect server, provide the redirect URL, which is the URL of the

captive portal with the original URL (outside the walled garden) appended:

[edit services captive-portal-content-delivery rule name]
user@host# set term name then redirect redirect-url/url=%dest-url%

• For a remote HTTP redirect server, provide the destination address of the remote

server:
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[edit services captive-portal-content-delivery rule name]
user@host#set termname thenrewritedestination-address remote-server-address

NOTE: If youwant the service to apply to both redirect and rewrite traffic,
you can either configure a single rule withmultiple terms tomanage both
cases, or separate rules for each case.

For example, in the following configuration for a local server, the CPCD service rule

redir-svc redirects traffic toa captiveportal,http://www.portal.example.com. Theoriginal

URL entered by the subscriber is appended to the redirect URL.

user@host# edit services captive-portal-content-delivery
user@host# edit rule redir-svc
user@host# setmatch-direction input
user@host#settermredir1 thenredirecthttp://www.portal.example.com/url=%dest-url%

The following configuration for a remote server creates CPCD service rule rewr-svc that

rewrites the original destination address to the address of the remote server, 192.0.2.230.

user@host# edit services captive-portal-content-delivery
user@host# edit rule rewr-svc
user@host# setmatch-direction input
user@host# set term rewr1 then rewrite destination-address 192.0.2.230

Configuring theServiceProfileandtheServiceSet toAssociate theServiceProfilewithaService
Interface

Service setsdefineoneormore services tobeperformedby theRoutingEngine. ForHTTP

redirect services, you define a CPCD service profile that includes CPCD rules. The service

set applies the CPCD service profile to a specific service interface.

1. Create the service profile.

[edit services captive-portal-content-delivery]
user@host# edit profile name

2. Specify one or more CPCD rules for the service profile.

[edit services captive-portal-content-delivery profile name]
user@host# set cpcd-rules rule-name

3. Create the service set.

[edit services]
user@host# edit service-set name

4. Specify that the service set is for Routing Engine–Based CPCD.

[edit services service-set name]
user@host# set service-set-options routing-engine-services
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5. Specify the CPCD service profile.

[edit services service-set name]
user@host# set captive-portal-content-delivery-profile name

6. Specify the service interface.

[edit services service-set name]
user@host# set interface-service service-interface interface-name

For example, the following configuration creates CPCD service profile redir-prof, which

references the CPCD rule redir-svc. Service set ss2 is specified as being for

Routing-Engine-basedCPCD. The set associates the CPCD service profile redir-profwith

the service interface si-4/0/0.

[edit services captive-portal-content-delivery]
user@host# edit profile redir-prof
user@host# set cpcd-rules redir-svc
[edit services]
user@host# edit service-set sset2
user@host# set service-set-options routing-engine-service
user@host# set captive-portal-content-delivery-profile redir-prof
user@host# set interface-service-service-interface si-4/0/0

Attaching a CPCD Service Set and Service Filter to a Logical Interface

To use the HTTP redirect services, youmust attach the CPCD service set to a logical

interface. If the walled garden is configured as a service filter, then youmust attach it to

the same interface as the service set. Traffic arriving on and leaving that interface is

filtered by the service filter. Traffic identified for servicing is sent to the Routing Engine

service interface where the CPCD profile is applied.

1. Enable inline services and specify a bandwidth.

[edit chassis fpc slot-number pic number]
user@host# set inline-services bandwidth bandwidth

2. Configure the logical inline services interface.

[edit interfaces interface-name]
user@host# edit unit logical-unit-number

3. Configure the address family.

[edit interfaces interface-name unit logical-unit-number]
user@host# edit family family

4. Attach the service set and service filter to the interface.

• Static interface:

[edit interfaces interface-name unit logical-unit-number family family]
user@host# set service input service-set set-name service-filter filter-name
user@host# set service output service-set set-name service-filter filter-name
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• Dynamic interface

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number
family family]

user@host# set service input service-set set-name service-filter filter-name
user@host# set service output service-set set-name service-filter filter-name

For example, the followingconfigurationenables inline serviceson the line card in chassis

slot4andon theMIC in slot0of the linecard. It assignsanaddress to the logical interface.

Then it attaches service set sset2 and service filter walled-v4 to ge-2/0/1.0 for the IPv4

address family. The service set and filter are both applied to the interface input and

output.

user@host# edit chassis fpc 4 pic 0 inline-services bandwidth 1g
user@host# edit interfaces ge-2/0/1 unit 0 family inet
user@host# set address 203.0.113.5
user@host# set service input service-set sset2 service-filter walled-v4
user@host# set service output service-set sset2 service-filter walled-v4

Configuring Routing Engine-Based, Converged HTTP Redirect Services

You can configure converged HTTP redirect services on the Routing Engine as an

alternative to using an MS-MPC/MS-MIC. Converged service provisioning separates

service definition from service instantiation. After a service is defined, a service can be

dynamically instantiated at subscriber login or by using a change of authorization (CoA)

mid-session. Service instantiation uses only the name of the defined service, hiding all

service details from system operators. Converged service provisioning supports service

parameterization, which corresponds to dynamic variables within dynamic profiles.

For converged HTTP redirect services, thismeans that you define the service and service

rules within a dynamic profile. The CPCD service rules are created dynamically based on

the variables configured in the dynamic profile.

Optionally, you can choose to parameterize the redirect URL by including defining a

redirect-url variable in the dynamic profile. The value of the variable is provided by a

RADIUSVSAduringsubscriberbring-uporwithaChangeofAuthorization (CoA)message.

This enables you to customize the redirect URLs for each subscriber. You can define a

default value for the URL that is used if no value is provided by RADIUS.

You configure the walled garden as a firewall service filter. A walled garden is a group of

servers that provide subscriber access to siteswithin thewalled gardenwithout requiring

reauthorization through a captive portal. Thewalled garden service filter identifies traffic

destined for thewalledgardenand traffic destinedoutside thewalledgarden.OnlyHTTP

traffic destinedoutside thewalledgarden is passed to thedynamic service for processing.

The service interfaces on theRouting Engine are identifiedwith an si- prefix (for example,

si-1/1/0). The si- interface processes all redirect and rewrite traffic and services for the

Routing Engine. The si- interface must be operational with a status of up to enable and

activate the captive portal content delivery (CPCD) service. After the CPCD service is

enabled, any change in the operational state of the si- interface does not affect existing

CPCD services.
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Just as for static HTTP redirect services, a service profile contains the service rules. You

configure a service set outside the dynamic profile to associate the CPCD service profile

with a specific si service interface on the Routing Engine. Within the dynamic profile, you

apply the service set and the walled garden service filter to a dynamic interface.

• Configuring aWalled Garden as a Firewall Service Filter on page 386

• Configuring HTTP Redirect for Local and Remote Redirect Servers on page 388

• Configuring Parameterization for the Redirect URL on page 390

• Configuring the Service Set to Associate the Service Profile with a Service

Interface on page 391

• Attaching a CPCD Service Set and Service Filter to a Dynamic Logical

Interface on page 392

Configuring aWalled Garden as a Firewall Service Filter

When you configure the walled garden as a firewall service filter, traffic that is destined

to servers within the walled garden is identified and skipped. Because this traffic does

not flow to the line card, handling requirements are reduced.

All other HTTP traffic is destined for addresses outside the walled garden. Because this

traffic does not match the filter conditions, it flows to the line card for handling.

You can configure the service filter so that the walled garden contains a single server as

the captive portal or a list of servers.

• Configure the walled garden with a single server as the captive portal:

1. Create the service filter.

[edit]
user@host# edit firewall family address-family service-filter filter-name

2. Define a filter term to identify and skip processing for traffic to the captive portal.

a. Specify filter conditions to match traffic that is destined for the captive portal

by specifying the destination address of the captive portal and the destination

port.

[edit firewall family inet service-filter filter-name]
user@host# set term name from destination-address ip-address
user@host# set term name from destination-port port-number

b. Specify that the matching traffic skips processing on the line card.

[edit firewall family inet service-filter filter-name]
user@host# set term name then skip

3. Define a filter term to identify HTTP traffic from all the traffic that did not match

the previous term and send it for processing by CPCD service rules.

a. Specify one or more HTTP port numbers to match the skipped HTTP traffic.

[edit firewall family inet service-filter filter-name]
user@host# set term name from destination-port http-port-number
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b. Specify that the matching traffic is processed by a CPCD service.

[edit firewall family inet service-filter filter-name]
user@host# set term name then service

4. Define a filter term to skip further action for any remaining, non-HTTP traffic.

[edit firewall family inet service-filter filter-name]
user@host# set term name then skip

For example, the followingconfigurationcreatesa filter for IPv4HTTP traffic,walled-v4,

with the captive portal on 192.0.2.0. Traffic matching the address is skipped.

Nonmatching traffic goes to term http, where HTTP traffic is picked out of all skipped

traffic and sent to be processed according to a CPCD service. Finally, term skip causes

all the remaining, non-HTTP traffic to be skipped.

[edit]
user@host# edit firewall family inet service-filter walled-v4
[edit firewall family inet service-filter walled-v4]
user@host# set term portal from destination-address 192.0.2.0
user@host# set term portal from destination-port 80
user@host# set term portal then skip
user@host# set term http from destination-port 80
user@host# set term http then service
user@host# set term skip then skip

• Configure the walled garden as a list or subnet of servers.

1. Create the service filter.

[edit]
user@host# edit firewall family address-family service-filter filter-name

2. Define a filter term.

a. Specify filter conditions to match traffic that is destined for any server in the

walled garden by specifying a destination prefix list of servers.

[edit firewall family inet service-filter filter-name]
user@host# set term name from destination-prefix-list list-name
user@host# set term name from destination-port port-number

b. Specify that the matching traffic skips processing on the line card.

[edit firewall family inet service-filter filter-name]
user@host# set term name then skip

3. Define a filter term to identify HTTP traffic from all the traffic that did not match

the previous term and send it for processing by CPCD service rules.

a. Specify one or more HTTP port numbers to match the skipped HTTP traffic.

[edit firewall family inet service-filter filter-name]
user@host# set term name from destination-port http-port-number

b. Specify that the matching traffic is processed by a CPCD service.

[edit firewall family inet service-filter filter-name]
user@host# set term name then service
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4. Define a filter term to skip further action for any remaining, non-HTTP traffic.

[edit firewall family inet service-filter filter-name]
user@host# set term name then skip

5. (Optional) Define a prefix list that specifies servers within the walled garden. You

can specify a subnet or multiple individual addresses.

[edit policy-options]
user@host# set prefix-list list- name ip-address/mask
user@host# set prefix-list list- name ip-address1
user@host# set prefix-list list- name ip-address2

For example, the following configuration creates a service filter for IPv6 HTTP traffic,

walled-v6-list, with a prefix list, wg-list, that specifies two servers in thewalled garden.

Filter term portal6 identifies IPv6 traffic that is destined for the walled garden.

Nonmatching traffic goes to termhttp6,whereHTTP traffic is picked out of all skipped

traffic and sent to be processed according to a CPCD service. Finally, term skip causes

all the remaining, non-HTTP traffic to skipped.

[edit]
user@host# edit firewall family inet6 service-filter walled-v6-list
user@host# set term portal6 from destination-prefix-list wg-list
user@host# set term portal6 then skip
user@host# set term http6 from destination-port [80 8080]
user@host# set term http6 then service
user@host# set term skip6 then skip
[edit policy-options]
user@host# set prefix-list wg-list 2001:db8::10.10
user@host# set prefix-list wg-list 2001:db8::10.22

Configuring HTTP Redirect for Local and Remote Redirect Servers

When HTTP requests are made for sites outside the walled garden, CPCD can redirect

the traffic to a captive portal for authentication and authorization.

Configure a CPCD service rule that specifies the action to be taken for the HTTP traffic

identified by the walled garden service filter and passed to the service. The action you

configure depends on whether you are using a local or a remote HTTP redirect server:

• If you are using a local HTTP redirect server on the router, you specify the redirect

action.

• If you are using a remoteHTTP redirect server, which resides in awalled garden behind

the router, then you cannot simply specify a redirect URL. In this case, the service rule

must rewrite the IP destination address for the traffic. The new destination address is

the address of the remote HTTP redirect server. The remote server then supplies a

redirect URL to send the traffic to a captive portal.

1. Configure the dynamic profile.

[edit]
user@host# edit dynamic-profiles profile-name
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2. Access the dynamic CPCD service configuration level.

[edit dynamic-profiles profile-name]
user@host# edit services captive-portal-content-delivery

3. Create a rule to apply to traffic destined outside the walled garden.

[edit dynamic-profiles profile-name services captive-portal-content-delivery]
edit rule name

4. Specify that the rule applies to incoming traffic.

[editdynamic-profilesprofile-nameservicescaptive-portal-content-delivery rulename]
user@host# setmatch-direction input

5. Specify the action to take for the matching traffic. Because the walled garden is a

service filter, the traffic is already identified as HTTP traffic before being sent to the

service.

• For a local HTTP redirect server, provide the redirect URL, which is the URL of the

captive portal with the original URL (outside the walled garden) appended:

[edit dynamic-profiles profile-name services captive-portal-content-delivery rule
name]

user@host# set term name then redirect redirect-url/url=%dest-url%

• For a remote HTTP redirect server, provide the destination address of the remote

server:

[edit dynamic-profiles profile-name services captive-portal-content-delivery rule
name]

user@host#set termname thenrewritedestination-address remote-server-address

NOTE: If youwant the service to apply to both redirect and rewrite traffic,
you can either configure a single rule withmultiple terms tomanage both
cases, or separate rules for each case.

For example, in the following configuration for a local server, the dynamic profile

http-redir-converged includes the CPCD service rule redir-svc. The rule redirects traffic

to a captive portal, http://www.portal.example.com. The original URL entered by the

subscriber is appended to the redirect URL. The CPCD service profile redir-prof includes

the rule, and will later be applied to a service interface by a service set.

user@host# edit dynamic-profiles http-redir-converged
user@host# edit services captive-portal-content-delivery
user@host# edit rule redir-svc
user@host# setmatch-direction input
user@host#settermredir1 thenredirecthttp://www.portal.example.com/url=%dest-url%

The following configuration for a remote server creates CPCD service rule rewr-svc that

rewrites the original destination address to the address of the remote server, 192.0.2.230.
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user@host# edit dynamic-profiles http-redir-converged
user@host# edit services captive-portal-content-delivery
user@host# edit rule rewr-svc
user@host# setmatch-direction input
user@host# set term rewr1 then rewrite destination-address 192.0.2.230

Configuring Parameterization for the Redirect URL

You can optionally choose to parameterize the redirect URL and the rewrite destination

addressbyspecifyinguser-definedvariables in thedynamicprofile. Parameterizingmeans

thatURLor address becomes adynamic variable. The value is provided byRADIUSwhen

the subscriber is authenticated orwhen a CoA is received. Consequently, you can use the

RADIUS attributes to provide different URLs or destination addresses for different

subscribers.

1. Configure the dynamic profile.

[edit]
user@host# edit dynamic-profiles profile-name

2. Access the custom variable configuration level.

[edit dynamic-profiles profile-name]
user@host# edit variables

3. Define the variable for the redirect URL, the rewrite destination address, or both.

Specify that the value for the dynamic variable is provided by an external server,

typically RADIUS.

NOTE: You can name the variables anything you like, but names like
redirect-url and rewrite-damake the purpose clear.

[edit dynamic-profiles profile-name variables]
set variable-namemandatory

4. In the CPCD rule, specify the variable by prepending a dollar sign ($) to the variable

name.

• For a local HTTP redirect server, provide the redirect variable:

[edit dynamic-profiles profile-name services captive-portal-content-delivery rule
name]

user@host# set term name then redirect $variable-name

• For a remote HTTP redirect server, provide the destination address variable:

[edit dynamic-profiles profile-name services captive-portal-content-delivery rule
name]

user@host# set term name then rewrite $variable-name

For example, the following configuration shows two user-defined variables, redirect-url

and rewrite-da that require externally provided values when they are instantiated. CPCD
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service rule redir1 specifies traffic is redirected to $redirect-url. CPCD service rule rewr1

specifies that the destination address for the traffic is rewritten to $rewrite-da.

user@host# edit dynamic-profiles http-redir-converged
user@host# edit variables
user@host# set redirect-url mandatory
user@host# set rewrite-damandatory
user@host# edit services captive-portal-content-delivery
user@host# edit rule redir-svc
user@host# setmatch-direction input
user@host# set term redir1 then redirect $redirect-url
user@host# edit rule rewr-svc
user@host# setmatch-direction input
user@host# set term rewr1 then rewrite $rewrite-da

Configuring the Service Set to Associate the Service Profile with a Service Interface

Service setsdefineoneormore services tobeperformedby theRoutingEngine. ForHTTP

redirect services, you define a CPCD service profile that includes CPCD rules. The service

set applies the CPCD service profile to a specific service interface.

1. Create the service profile.

[edit services captive-portal-content-delivery]
user@host# edit profile name

2. Specify oneormoreCPCD rules configured in theCPCDdynamicprofile for the service

profile.

[edit services captive-portal-content-delivery profile name]
user@host# set cpcd-rules rule-name

3. Specify that this is a converged CPCD service.

[edit services captive-portal-content-delivery profile name]
user@host# set dynamic

4. Create the service set.

[edit services]
user@host# edit service-set name

5. Specify that the service set is for Routing Engine–Based CPCD.

[edit services service-set name]
user@host# set service-set-options routing-engine-services

6. Specify the CPCD service profile.

[edit services service-set name]
user@host# set captive-portal-content-delivery-profile name

7. Specify the service interface.
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[edit services service-set name]
user@host# set interface-service service-interface interface-name

For example, the following configuration creates CPCD service profile redir-prof, which

references the CPCD rule redir-svc. Service set cvgd associates the CPCD service profile

rewr-prof with the service interface si-4/0/0.

[edit services captive-portal-content-delivery]
user@host# edit profile redir-prof
user@host# set cpcd-rules redir-svc
user@host# set dynamic
[edit services]
user@host# edit service-set cvgd
user@host# set captive-portal-content-delivery-profile redir-prof
user@host# set interface-service-service-interface si-4/0/0

Attaching a CPCD Service Set and Service Filter to a Dynamic Logical Interface

To use the HTTP redirect services, youmust attach the CPCD service set to a logical

interface. Because the walled garden is configured as a service filter, you must attach it

to the same interface as the service set. Traffic arriving on and leaving that interface is

filtered by the service filter. Traffic identified for servicing is sent to the Routing Engine

service interface where the CPCD profile is applied.

NOTE: This procedure shows only elements of the dynamic profile
configuration that are specific to the converged services configuration. The
complete dynamic profile depends on your use case.

1. Configure the dynamic profile.

[edit]
user@host# edit dynamic-profiles profile-name

2. Configure the dynamic physical interface.

[edit dynamic-profiles profile-name]
user@host# edit interfaces $junos-interface-ifd-name

3. Configure the dynamic logical interface.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name]
user@host# edit unit $junos-underlying-interface-unit

4. Configure the address family.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-underlying-interface-unit]

user@host# edit family family

5. Attach the service set and service filter to the interface.
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[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit
$junos-underlying-interface-unit family family]

user@host# set service input service-set set-name service-filter filter-name
user@host# set service output service-set set-name service-filter filter-name

Forexample, the followingconfigurationcreates thedynamicprofilehttp-redir-converged.

It specifies predefined variables to create the dynamic physical and logical interfaces in

the IPv4 address family. The profile attaches service set cvgd and service filter walled-v4

to the dynamic logical interface when it is created at subscriber login. The service set

and filter are both applied to the interface input and output.

user@host# edit dynamic-profiles http-redir-converged
user@host# edit interfaces $junos-interface-ifd-name
user@host# edit unit $junos-underlying-interface-unit
user@host# edit family inet
user@host# set service input service-set cvgd service-filter walled-v4
user@host# set service output service-set cvgd service-filter walled-v4

Adding Subscriber Information to HTTP Redirect URLs

Starting in JunosOSRelease 17.3R1, you can add subscriber information to a redirect URL

tomake it easier to track subscribers, change service policies, and provision services. For

example, aWLANservicemodelmight redirect subscribers to a captive portalwhen they

connect to thenetworkandopenabrowser.Thecaptiveportalmayprovideanopportunity

toupdateorpurchasenewservicesor require subscribers toenter their credentialsbefore

they can access a service. For example, the subscriber might be offered an opportunity

to pay for a faster Internet connection.

You can configure the Juniper Networks RADIUS VSAs Activate-Service (26-65) or

Deactivate-Service (26-66) to specify a format for the redirect URL that includes tokens

for several subscriber attributes. The values for these tokens are retrieved from the

subscriber session database and appended to the redirect URL.When the CPCD service

is activated, the modified redirect URL is then returned to the requesting HTTP client in

amessagewith anHTTP302 or 307 status code. You can specify the tokens in any order.

When the CPCD service is deactivated, the subscriber traffic is no longer redirected; the

deactivation effectively removes the redirect rule for the subscriber,

When the subscriber subsequently logs in at the captiveportal or purchasesnewservices

or updates, the web server hosting the captive portal confirms the action based on the

supplied credentials. The server then contacts the RADIUS service to update the service

policies for that particular subscriber. The subscriber attributes appended to the redirect

URLenableRADIUS todetermineexactlywhich subscriber toupdate.RADIUS thensends

a CoA to the router to update the subscriber’s policy and access.

Table 33 on page 393 describes the supported subscriber tokens. If other tokens are

included in the redirect URL format in the VSA, they are ignored.

Table 33: Supported subscriber Tokens for Redirect URLs

Subscriber AttributeToken for URL Format

Subscriber’s private IP address.%subsc-ip%
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Table 33: Supported subscriber Tokens for Redirect URLs (continued)

Subscriber AttributeToken for URL Format

Subscriber’s completeprivate IPv6address (not just theprefix).%subsc-ipv6%

BNG IP address, configuredwith the router-id statement at the
[edit routing-options] hierarchy level.

%nas-ip%

This token is always empty on a BNG.%ac-name%

Original, requested URL.%dest-url%

Subscriber’s interface information, contained in the RADIUS
NAS-Port-Id attribute (87). The attribute must include the
interface name (physical or logical) and the PVLAN or CVLAN
identifiers. TheVLAN identifiers are in the range 1 through4095.

%nas-port-id%

MAC address of theWLAN client (the device the subscriber
uses to access the network).

%mac-sa%

Subscriber session ID.%sess-id%

Subscriber username.%user-name%

NOTE: Refer to your RADIUS server documentation for information about
configuring the service VSAs.

Configure the redirect URLwith the desired tokens. In the following example, the redirect

URL is http://portal.wifi.example.com. The tokens are delimited by the & (ampersand)

character.

http://portal.wifi.example.com/xx?wlanuseraddr=%subsc-ip%

&nasaddr=%nas-ip%&url=%dest-url%&userlocation=%nas-port-id%

&usermac=%mac-sa%&acname=%ac-name%&session-id=%sess-id%

&username=%user-name%

TheRADIUS service VSA includes the redirect URLwith appended tokens in parentheses

immediately following the name of the service to be activated—the dynamic service

profile. In the following example, the profile is http-redirect-converged2:

http-redirect-converged2(http://portal.wifi.example.com/xx?wlanuseraddr=%subsc-ip%

&nasaddr=%nas-ip%&url=%dest-url%&userlocation=%nas-port-id%

&usermac=%mac-sa%&acname=%ac-name%&session-id=%sess-id%

&username=%user-name%

As an example, the returned redirect URLmight look like the following when the tokens

are replaced with the actual subscriber values retrieved from the session database:

http://portal.wifi.example.com?wlanuseraddr=192.0.2.66&nasaddr=203.0.113.1
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&url=http%3A%2F%2F192.0.2.1%3A80%2Ftest.html&ip=192.0.2.1:80

&userlocation=ge-1/0/0:100&usermac=00:00:5E:00:53:42&acname=

&session-id=886&username=USER1@EXAMPLE.NET

You can configure adding subscriber information to the redirect URL for dynamic

(converged) Routing Engine-based and dynamic MS-MPC/MS-MIC-based CPCD.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.3R1, you can add subscriber information to
a redirect URL tomake it easier to track subscribers, change service policies,
and provision services.

17.3R1

Related
Documentation

HTTP Redirect Service Overview on page 354•

Example:ConfiguringHTTPRedirectServicesUsingaNext-HopMethodandAttaching
It to a Static Interface

This example shows how to configure HTTP redirect services using a next-hopmethod

and attaching it to a static interface.

• Requirements on page 395

• Overview on page 395

• Configuration on page 396

• Verification on page 407

Requirements

This example uses the following hardware and software components:

• MX240,MX480, orMX9603DUniversal Edge Routerwith aMultiservicesModular PIC

Concentrator (MS-MPC)andMultiservicesModular InterfacesCard(MS-MIC) installed.

• Junos OS Release 15.1 or later.

Before you begin:

• Configure the connection between the redirect server and the MX Series router.

• Define the source address (203.0.113.0/24 is used in this example).

• Define one or more interfaces used for subscriber traffic.

Overview

HTTP redirect and rewrite services are supported for both IPv4 and IPv6. You can attach

anHTTP redirect serviceor service set to either a static or dynamic interface. For dynamic

subscriber management, you can attach HTTP services or service sets dynamically at
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subscriber login or by using a change of authorization (CoA). Using a next-hopmethod,

you can configure HTTP redirect services and attach it to a static interface.

Configuration

To configure HTTP redirect services using a next-hopmethod and attach it to a static

interface, perform these tasks:

• Configuring theCPCDServicesandAttachingServiceSet toStatic Interfaceonpage397

• Configuring the Package and Installation for CPCD on page 399

• Configuring the Static Interface, HTTP Redirect Filters, and Interface Service

Options on page 400

• Configuring the Additional Routing Instance and Assigning Its Next-Hop Static

Interfaces on page 403

• Configuring the Interface-Specific Filters to Direct HTTP Traffic on page 404

• Configuring the Policy Option and Statement to Use a Private Blocks Prefix

List on page 406

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, and then copy and paste the commands into the CLI.

[edit]
edit services captive-portal-content-delivery
set rule redirect match-direction input
set rule redirect term REDIRECT then redirect http://redirection-portal/redirection/
set profile http-redirect cpcd-rules redirect
edit services service-set http-redirect-sset
set captive-portal-content-delivery-profile http-redirect
set next-hop-service inside-service-interfacems-11/1/0.1
set next-hop-service outside-service-interfacems-11/1/0.2

[edit]
edit chassis fpc 11 pic 1 adaptive-services service-package
set extension-provider package jservices-cpcd
set extension-provider syslog daemon none
set extension-provider syslog external none
set extension-provider syslog kernel none
set extension-provider syslog pfe none

[edit]
set interfaces ge-0/0/1 unit 900 description VLAN REDIRECT
set interfaces ge-0/0/1 unit 900 vlan-id 900
set interfaces ge-0/0/1 unit 900 family inet filter input FF_HTTP_REDIR_IN
set interfaces ge-0/0/1 unit 900 family inet address 203.0.113.250/30
edit interfacesms-11/1/0 services-options open-timeout 4
edit interfacesms-11/1/0 services-options close-timeout 2
edit interfacesms-11/1/0 services-options inactivity-tcp-timeout 5
edit interfacesms-11/1/0 services-options inactivity-non-tcp-timeout 5
edit interfacesms-11/1/0 services-options session-timeout 5
edit interfacesms-11/1/0 services-options tcp-tickles 0
set interfacesms-11/1/0 unit 1 family inet
set interfacesms-11/1/0 unit 1 service-domain inside
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set interfacesms-11/1/0 unit 2 filter output FF_CPCD_REDIRECT_OUTPUT
set interfacesms-11/1/0 unit 2 family inet
set interfacesms-11/1/0 unit 2 service-domain outside

[edit]
edit routing-instances CPCD_REDIRECT
set instance-type virtual-router
set interfacems-1/1/0.1
set interfacems-1/1/0.2
set routing-options static route 0.0.0.0/0 next-hopms-1/1/0.1
set routing-options static route 203.0.113.0/24 next-hopms-1/1/0.2

[edit]
edit firewall family inet
set filter FF_CPCD_REDIRECT_OUTPUT interface-specific
set filter FF_CPCD_REDIRECT_OUTPUT termOne then count back-to-default
set filter FF_CPCD_REDIRECT_OUTPUT termOne then routing-instance default
set filter FF_HTTP_REDIR_IN interface-specific
set filter FF_HTTP_REDIR_IN term ACCEPTED_PREFIXES from prefix-list
User-PRIVATE-Blocks-01

set filter FF_HTTP_REDIR_IN term ACCEPTED_PREFIXES then next term
set filter FF_HTTP_REDIR_IN termHTTP from protocol tcp
set filter FF_HTTP_REDIR_IN termHTTP from destination-port http
set filter FF_HTTP_REDIR_IN termHTTP then count HTTP
set filter FF_HTTP_REDIR_IN termHTTP then forwarding-class best-effort
set filter FF_HTTP_REDIR_IN termHTTP then routing-instance CPCD_REDIRECT

[edit]
edit policy-options policy-statement User-PRIVATE-Blocks-01
set 203.0.113.0/24

Configuring the CPCD Services and Attaching Service Set to Static Interface

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

1. Configure theHTTP redirect servicebyspecifying the location towhichasubscriber's

initial Web browser session is redirected, enabling initial provisioning and service

selection for the subscriber.

[edit services]
user@host# edit captive-portal-content-delivery

2. Configure the service filter as a walled garden by defining the rule the router

references when applying this HTTP service.

[edit services captive-portal-content-delivery]
user@host# edit rule redirect

3. Specify that the rule matches traffic coming in on the interface.

[edit services captive-portal-content-delivery rule redirect]
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user@host#match-direction input

4. Create the termmatchandactionproperties for theCPCD rule for theHTTPservice.

[edit services captive-portal-content-delivery rule redirect]
user@host# set termREDIRECT then redirect http://redirection-portal/redirection/

5. Create the CPCD profile for the IP destination address to redirect the HTTP service.

[edit services captive-portal-content-delivery]
user@host# edit profile http-redirect

6. Specify the CPCD rule for the HTTP service.

[edit services captive-portal-content-delivery profile http-redirect]
user@host# set cpcd-rules redirect

7. Create the service set for the CPCD services.

[edit services service-set]
user@host# edit http-redirect-sset

8. Specify the CPCD profile for the service set.

[edit services service-set http-redirect-sset]
user@host# set captive-portal-content-delivery-profile http-redirect

9. Specify the interfacename for thenext-hop service for an insideandoutside service

interfaces and attach them to static interfaces.

[edit services service-set http-redirect-sset]
user@host# set next-hop-service inside-service-interfacems-11/1/0.1
user@host# set next-hop-service outside-service-interfacems-11/1/0.2

Results From configuration mode, confirm your configuration by entering the show services

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
root@host# show services
captive-portal-content-delivery {
rule redirect {
match-direction input;
term REDIRECT {
then {
redirect http://redirection-portal/redirection/;

}
}

}
profile http-redirect {
cpcd-rules redirect;

}
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}
service-set http-redirect-sset {
captive-portal-content-delivery-profile http-redirect;
next-hop-service {
inside-service-interfacems-11/1/0.1;
outside-service-interfacems-11/1/0.2;

}
}

If you are done configuring the device, enter commit from configuration mode.

Configuring the Package and Installation for CPCD

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

1. Configure Junos OS to support the service package on a service interface on anMX

Series 3D Universal Edge Router with MS-MPCs/MS-MICs.

[edit chassis]
user@host# edit fpc 11 pic 1 adaptive-services service-package

2. Configure theCPCDservice package to run on thePIC.When the extension-provider

statement is first configured, the PIC reboots.

[edit chassis fpc 11 pic 1 adaptive-services service-package]
user@host# set extension-provider package jservices-cpcd

3. Enable PIC system logging to record or view system logmessages on the PIC but

do not include daemon, external, kernel, or Packet Forwarding Engine processes.

[edit chassis fpc 11 pic 1 adaptive-services service-package extension-provider]
user@host# set extension-provider syslog daemon none
user@host# set extension-provider syslog external none
user@host# set extension-provider syslog kernel none
user@host# set extension-provider syslog pfe none

Results From configuration mode, confirm your configuration by entering the show chassis

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
root@host# show chassis
fpc 11 {
pic 1 {
adaptive-services {
service-package {
extension-provider {
package jservices-cpcd;
syslog {
daemon none;
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external none;
kernel none;
pfe none;

}
}

}
}

}
}

If you are done configuring the device, enter commit from configuration mode.

Configuring the Static Interface, HTTP Redirect Filters, and Interface Service
Options

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

1. Configure a Gigabit interface with a logical interface on which traffic arrives before

it is redirected.

[edit interfaces]
user@host# edit ge-0/0/1 unit 900

2. Assign a description and VLAN ID to the logical interface.

[edit interfaces ge-0/0/1 unit 900]
user@host# set description VLAN-REDIRECT
user@host# set vlan-id 900

3. Configure the IPv4 family for the interface.

[edit interfaces ge-0/0/1 unit 900]
user@host# edit family inet

4. Configure an input filter to evaluate when packets are received and redirected on

the interface.

[edit interfaces ge-0/0/1 unit 900 family inet]
user@host# set filter input FF_HTTP_REDIR_IN

5. Configure an address for the input filter.

[edit interfaces ge-0/0/1 unit 900 family inet]
user@host# set address 203.0.113.250/30

6. Configure service options to be applied on the Multiservices interface.

[edit interfaces]
user@host# edit ms-11/1/0 services-options
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NOTE: The values configured for the service options are shown for
example only. Youmust configure and provision appropriate values as
per the requirement.

7. Specify the open and close timeout periods in seconds for Transmission Control

Protocol (TCP) session establishment.

[edit interfacesms-11/1/0 services-options]
user@host# set open-timeout 4
user@host# set close-timeout 2

8. Specify the inactivity timeout periods in seconds for established TCP and non-TCP

sessions.

[edit interfacesms-11/1/0 services-options]
user@host# set inactivity-tcp-timeout 5
set inactivity-non-tcp-timeout 5

9. Specify the session lifetime in seconds globally for the Multiservices interface.

[edit interfacesms-11/1/0 services-options]
user@host# set session-timeout 5

10. Specify the maximum number of keep-alive messages sent before a TCP session

is allowed to time out.

[edit interfacesms-11/1/0 services-options]
user@host# set tcp-tickles 0

11. Configure a logical interface on the Multiservices interface.

[edit interfacesms-11/1/0]
user@host# edit unit 1

12. Configure the service domain to specify that the logical interface is used within the

network.

[edit interfacesms-11/1/0 unit 1]
user@host# set service-domain inside

13. Configure the IPv4 address family on the logical interface.

[edit interfacesms-11/1/0 unit 1]
user@host# set family inet

14. Configure a second logical interface on the Multiservices interface.

[edit interfacesms-11/1/0]
user@host# edit unit 2

401Copyright © 2017, Juniper Networks, Inc.

Chapter 31: Configuring Captive Portal Content Delivery Services for Redirected Subscribers



15. Configure the service domain to specify that the logical interface is used outside

the network.

[edit interfacesms-11/1/0 unit 2]
user@host# set service-domain outside

16. Configure an output filter to redirect CPCD packets from the logical interface.

[edit interfacesms-11/1/0 unit 2]
user@host# set filter output FF_CPCD_REDIRECT_OUTPUT

17. Configure the IPv4 address family on the logical interface.

[edit interfacesms-11/1/0 unit 2]
user@host# set family inet

Results From configuration mode, confirm your configuration by entering the show interfaces

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
root@host# show interfaces
ge-0/0/1 {
unit 900 {
description VLAN-REDIRECT;
vlan-id 900;

}
family inet {
filter {
input FF_HTTP_REDIR_IN;

}
address 203.0.113.250/30;

}
}
ms-11/1/0 {
services-options {
open-timeout 4;
close-timeout 2;
inactivity-tcp-timeout 5;
inactivity-non-tcp-timeout 5;
session-timeout 5;
tcp-tickles 0;

}
unit 1 {
family inet;
service-domain inside;

}
unit 2 {
family inet {
filter {
output FF_CPCD_REDIRECT_OUTPUT;

}
}
service-domain outside;
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}
}

If you are done configuring the device, enter commit from configuration mode.

Configuring the Additional Routing Instance and Assigning Its Next-Hop Static
Interfaces

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

1. Configure a routing instance.

[edit routing-instances]
user@host# edit CPCD_REDIRECT

2. Configure a virtual router routing instance.

[edit routing-instances CPCD_REDIRECT]
user@host# set instance-type virtual-router

3. Configure the twopreviouslydefinedmultiservices interfaces for the routing instance.

[edit routing-instances CPCD_REDIRECT]
user@host# set interfacems-11/1/0.1
user@host# set interfacems-11/1/0.2

4. Configure static routing options.

[edit routing-instances CPCD_REDIRECT]
user@host# edit routing-options static

5. Assign the next-hop static interfaces to the routes and routing instance.

[edit routing-instances CPCD_REDIRECT routing-options static]
user@host# set route 0.0.0.0/0 next-hopms-11/1/0.1
user@host# set route 203.0.113.0/24 next-hopms-11/1/0.2

Results From configuration mode, confirm your configuration by entering the show

routing-instances command. If the output does not display the intended configuration,

repeat the configuration instructions in this example to correct it.

[edit]
root@host# show routing-instances
CPCD_REDIRECT {
instance-type virtual-router;
interfacems-11/1/0.1;
interfacems-11/1/0.2;
routing-options {
static {
route 0.0.0.0/0 next-hopms-11/1/0.1;
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route 203.0.113.0/24 next-hopms-11/1/0.2;
}

}
}

If you are done configuring the device, enter commit from configuration mode.

Configuring the Interface-Specific Filters to Direct HTTP Traffic

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

1. Create a family for the service filter under the [edit firewall] hierarchy.

[edit firewall]
user@host# edit family inet

2. Create an interface-specific filter to redirect output traffic for CPCD.

[edit firewall family inet]
user@host# edit filter FF_CPCD_REDIRECT_OUTPUT

3. Specify that this is an interface-specific filter.

[edit firewall family inet filter FF_CPCD_REDIRECT_OUTPUT]
user@host# set interface-specific

4. Create a filter term for the interface-specific filter for the walled garden.

[edit firewall family inet filter FF_CPCD_REDIRECT_OUTPUT]
user@host# edit termOne

5. Specify both the action to count default traffic and the default routing instance.

[edit firewall family inet filter FF_CPCD_REDIRECT_OUTPUT interface-specific term
One]

user@host# set then count back-to-default
set then routing-instance default

6. Create a filter to redirect HTTP input traffic.

[edit firewall family inet]
user@host# edit filter FF_HTTP_REDIR_IN

7. Specify that this is an interface-specific filter.

[edit firewall family inet filter FF_HTTP_REDIR_IN]
user@host# set interface-specific

8. Create a filter term for the interface-specific filter for the walled garden.

[edit firewall family inet filter FF_HTTP_REDIR_IN]
user@host# edit term ACCEPTED_PREFIXES
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9. Specify the list of accepted prefixes as amatch conditions for the walled garden’s

filter.

[edit firewall family inet filter FF_HTTP_REDIR_IN term ACCEPTED_PREFIXES]
user@host# set from prefix-list User-PRIVATE-Blocks-01

10. Specify the action to take for all the matching HTTP traffic.

[edit firewall family inet filter FF_HTTP_REDIR_IN term ACCEPTED_PREFIXES]
user@host# set then next term

11. Create a second filter term for the walled garden’s filter.

[edit firewall family inet filter FF_HTTP_REDIR_IN interface-specific]
user@host# edit termHTTP

12. Specify theprotocolanddestinationportasmatchconditions for thewalledgarden’s

filter.

[edit firewall family inet filter FF_HTTP_REDIR_IN term HTTP]
user@host# set from protocol tcp
user@host# set from destination-port http

13. Specify the action to take formatching HTTP traffic destined to flow outside of the

walled garden.

[edit firewall family inet filter filter FF_HTTP_REDIR_IN interface-specific termHTTP]
user@host# set then count HTTP
user@host# set then forwarding-class best-effort
user@host# set then routing-instance CPCD_REDIRECT

Results From configuration mode, confirm your configuration by entering the show firewall

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
root@host# show firewall
family inet {
filter FF_CPCD_REDIRECT_OUTPUT {
interface-specific;
termOne {
then {
count back-to-default;
routing-instance default;

}
}

}
filter FF_HTTP_REDIR_IN {
interface-specific;
term ACCEPTED_PREFIXES {
from {
prefix-list {
User-PRIVATE-Blocks-01;
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}
}
then next term;

}
term HTTP {
from {
protocol tcp;
destination-port http;

}
then {
count http;
forwarding-class best-effort;
routing-instance CPCD_REDIRECT;

}
}

}
}

If you are done configuring the device, enter commit from configuration mode.

Configuring the Policy Option and Statement to Use a Private Blocks Prefix List

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

1. Create a policy option and statement to use a private blocks prefix list under the

[edit policy-options] hierarchy.

[edit policy-options]
user@host# set policy-statement User-PRIVATE-Blocks-01

2. Configure the source address for the private blocks prefix list.

[edit policy-options policy-statement User-PRIVATE-Blocks-01]
user@host# set 203.0.113.0/24

Results Fromconfigurationmode, confirmyour configurationby entering the showpolicy-options

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
root@host# show policy-options
policy-statement User-PRIVATE-Blocks-01 {
203.0.113.0/24;

}

If you are done configuring the device, enter commit from configuration mode.
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Verification

To confirm that HTTP redirect services has been configured correctly within a service

set, perform these tasks:

• Verifying the Configured Service Set for CPCD Services on page 407

• Verifying Details for a Configured HTTP Service Rule for aWalled Garden on page 407

Verifying the Configured Service Set for CPCD Services

Purpose Display the configured CPCD service set.

Action Fromoperationalmode,enter theshowservicescaptive-portal-content-deliveryservice-set

http-redirect-sset detail command.

user@host> show services captive-portal-content-delivery service-set http-redirect-sset detail
Service Set             Id       Profile         Compiled Rules 
http-redirect-sset       1        http-redirect     1                        

Meaning The output lists the service set configured for CPCD services.

Verifying Details for a Configured HTTP Service Rule for aWalled Garden

Purpose Display details for a specific configured HTTP service rule for a walled garden.

Action From operational mode, enter the show services captive-portal-content-delivery rule

redirect term REDIRECT command.

user@host> show services captive-portal-content-delivery rule redirect term REDIRECT
Rule name: redirect
Rule match direction: input
Term name: term REDIRECT
Term action: redirect
Term action option: http://redirection-portal/redirection/

Meaning The output lists rule and term details for a specific HTTP service rule configured for the

walled garden.

Related
Documentation

• HTTP Redirect Service Overview on page 354

• Example: Configuring HTTP Redirect Services Using an Interface-Specific Filter and

Attaching It to a Static Interface
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PART 6

Configuring Subscriber Secure Policy

• Configuring Subscriber Secure Policy Traffic Mirroring Overview on page 411

• Configuring RADIUS-Initiated Subscriber Secure Policy Traffic Mirroring on page 415

• Configuring DTCP-Initiated Subscriber Secure Policy Traffic Mirroring on page 433

• Configuring DTCPMessages Used for DTCP-Initiated Subscriber Secure Policy

Mirroring on page 455

• Configuring Subscriber Secure Policy Support for IPv4 Multicast Traffic on page 471

• Configuring Intercept-Related Information for Subscriber Secure Policy on page 473
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CHAPTER 32

Configuring Subscriber Secure Policy
Traffic Mirroring Overview

• Subscriber Secure Policy Overview on page 411

• Subscriber Secure Policy Licensing Requirements on page 413

Subscriber Secure Policy Overview

Subscriber secure policy enables you to mirror traffic on a per-subscriber basis. You can

mirror the content of subscriber traffic aswell asmonitor events related to the subscriber

session that is being mirrored.

Subscriber secure policy (SSP)mirroring can be based on information provided by either

RADIUS or Dynamic Tasking Control Protocol (DTCP), and canmirror both IPv4 and IPv6

traffic. Configuration of subscriber secure policy mirroring is independent of the actual

mirroring session—you can configure themirroring parameters at any time. Also, you can

use a single RADIUS or DTCP server to provisionmirroring operations onmultiple routers

in a service provider’s network. To provide security, the ability to configure, access, and

viewthesubscriber securepolicy componentsandconfiguration is restricted toauthorized

users.

After subscriber secure policy is triggered, both the subscriber incoming and outgoing

traffic aremirrored. The original traffic is sent to its intendeddestination and themirrored

traffic is sent to amediation device for analysis. The actual mirroring operation is

transparent to subscribers whose traffic is being mirrored. A special UDP/IP header is

prepended to eachmirrored packet sent to the mediation device. Themediation device

uses the header to differentiate multiple mirrored streams that arrive from different

sources.

Support for Intercepting Both Layer 2 and Layer 3 Datagrams

When DTCP- or RADIUS-initiated SSP intercepts traffic on logical subscriber interfaces

and VLAN subscriber interfaces, it sends both Layer 2 and Layer 3 datagrams to the

mediation device. When you enable subscriber secure policy for these interfaces, traffic

for all configured families (inet, inet6) including Layer 2 and Layer 3 control traffic is

mirrored.
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Traffic Filtering for DTCP-Initiated Subscriber Secure Policy Mirrored Traffic

You can filter mirrored traffic before it is sent to amediation device. With this feature,

service providers can reduce the volume of traffic sent to amediation device. For some

types of traffic, such as IPTV or video on demand, you do not need to mirror the entire

content of the traffic because the content may already be known or controlled by the

service provider.

Mirroring-Related Event Reporting

Subscriber secure policy also supports the use of SNMPv3 traps to report events related

to themirroringoperation toanexternal device. Typesof information sent in traps include

identifying information for subscribers, such as username or IP address, and subscriber

session events, such as login or logout events or mirroring session activation or

deactivation. The traps map tomessages defined in the Lawfully Authorized Electronic

Surveillance (LAES) for IP Network Access, American National Standard for

Telecommunications.

Support for L2TP Subscribers

BothDTCP-initiatedandRADIUS-initiatedSSPcanbeapplied toPoint-to-PointProtocol

(PPP) subscribers whose traffic is tunneled with Layer 2 Tunneling Protocol (L2TP).

DTCP SSP supports subscribers only at the L2TP network server (LNS), whereas

RADIUS-initiated SSP supports subscribers at the L2TP access concentrator (LAC) or

the LNS.

At the LAC, both subscriber ingress traffic (from the subscriber into the tunnel) and

subscriber egress traffic (from the tunnel to the subscriber) are mirrored at the

subscriber-facing ingress interface. The ingress traffic is mirrored after PPPoE

decapsulation and before L2TP encapsulation. The egress traffic is mirrored after L2TP

decapsulation. Themirrored packet includes the complete HDLC frame sent to the LNS

rather than only the IP datagram.

At the LNS, both subscriber ingress traffic (from the LAC to the LNS) and subscriber

egress traffic (from the LNS to the LAC) are mirrored at the inline services (si) interface

corresponding to the subscriber. Ingress traffic is mirrored after decapsulation of L2TP,

HDLC, and PPP headers. The egress traffic is mirrored before the IP datagram is

encapsulated. Themirrored traffic contains only the IP datagram belonging to the

subscriber.

There is no specific L2TP SSP configuration.

Related
Documentation

RADIUS-Initiated Subscriber Secure Policy Overview on page 415•

• DTCP-Initiated Subscriber Secure Policy Overview on page 433

• Intercept-Related Events Transmitted to the Mediation Device on page 473
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Subscriber Secure Policy Licensing Requirements

To enable and use subscriber secure policy, youmust install and properly configure the

Subscriber Secure Policy license.

Related
Documentation

• Junos OS Feature Licenses

• Junos OS Feature License Keys

• License Enforcement

413Copyright © 2017, Juniper Networks, Inc.

Chapter 32: Configuring Subscriber Secure Policy Traffic Mirroring Overview



Copyright © 2017, Juniper Networks, Inc.414

Broadband Subscriber Services Feature Guide



CHAPTER 33

Configuring RADIUS-Initiated Subscriber
Secure Policy Traffic Mirroring

• RADIUS-Initiated Subscriber Secure Policy Overview on page 415

• Subscriber Secure Policy Traffic Mirroring Architecture Using RADIUS on page 416

• RADIUS-Initiated Traffic Mirroring Interfaces on page 418

• RADIUS-Initiated Traffic Mirroring Process at Subscriber Login on page 420

• RADIUS-Initiated Traffic Mirroring Process for Logged-In Subscribers on page 421

• RADIUS Attributes Used for Subscriber Secure Policy on page 422

• Using the Packet Header to Track Subscribers on the Mediation Device on page 423

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427

• Guidelines for Configuring Subscriber Secure Policy Mirroring on page 428

• Configuring Support for Subscriber Secure Policy Mirroring on page 429

• Configuring RADIUSServer Support for Subscriber Secure PolicyMirroring on page 431

• Terminating RADIUS-Initiated Subscriber Traffic Mirroring on page 432

RADIUS-Initiated Subscriber Secure Policy Overview

RADIUS-initiatedmirroring creates secure policies based on RADIUS VSAs and uses

RADIUS attributes to identify the subscriber whose traffic is to bemirrored. Mirroring is

initiated without regard to the subscriber location, router, interface, or type of traffic.

Themirroring operation can be initiated by RADIUSmessages as follows:

• Subscriber login—Mirroring starts when the subscriber logs in and the router receives

the trigger in a RADIUS Access-Accept message. Using triggers in RADIUS

Access-Accept messages enables you to mirror per-subscriber traffic without regard

to how often the subscriber logs in or out, or which router or interface the subscriber

uses.

• In-session—Mirroring starts when the router receives the trigger in a RADIUS change

of authorization request (CoA-Request) message. Using triggers in CoA-Request

messages enables you to immediately mirror traffic of a subscriber who is already

logged in.
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Related
Documentation

Subscriber Secure Policy Traffic Mirroring Architecture Using RADIUS on page 416•

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427

Subscriber Secure Policy Traffic Mirroring Architecture Using RADIUS

Figure 10 on page 416 shows the architecture of the RADIUS-initiated subscriber secure

policy mirroring environment.

Figure 10: RADIUS-Initiated Subscriber Secure Policy Architecture
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Table 34 on page 416 describes the functions and components of a RADIUS-initiated

subscriber secure policy traffic mirroring environment.

Table 34: RADIUS-Initiated Subscriber Secure Policy Functions and
Components

DescriptionFunction or Component

The collection function is responsible for
collecting intercepted content and identifying
information from the delivery function.

The collection function is the responsibility of
the law enforcement agency (LEA).

Collection function

The delivery function delivers information that
it receives from the access function to the
collection function.

The delivery function is performed by the
mediation device.

Delivery function
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Table 34: RADIUS-Initiated Subscriber Secure Policy Functions and
Components (continued)

DescriptionFunction or Component

Theaccess functionhasaccess to the intercept
target’s traffic content and intercept-related
events. It is responsible for collecting this
information and sending it to the delivery
function.

The access function is the responsibility of
intercept access points (IAPs).

Access function

Intercept-relatedevents, suchas loginor logout
events or mirroring session activation or
deactivation. The router sends theevents to the
mediation device in SNMP traps.

Events

Law enforcement agency. The LEA provides
intercept targets to the service provider who
provisions the mediation device.

LEA

Themediation device receives provisioning
information from the LEA, and it uses the
information to sendprovisioning information to
the RADIUS server.

Themediation device also receives
intercept-related events and intercepted
content fromthe router, anddelivers theevents
and intercepted content to the LEA.

Mediation device

The RADIUS server receives provisioning
information from themediation device. It
identifies subscribers whose traffic is to be
mirrored, and triggersmirroring sessions on the
IAP (the router) by including mirroring-related
RADIUS attributes and VSAs in Access-Accept
or CoA-Request messages that it sends to the
IAP.

RADIUS server

Intercept access point. In a subscriber access
network the Juniper Networks router is the IAP.

Using subscriber secure policies, the IAP
intercepts traffic to and from the subscriber
whose traffic is beingmirrored. It encapsulates
the intercepted content in a packet header and
delivers it to the mediation device, while also
sending thecontent to the intendeddestination.

The IAP also sends intercept-related events to
the mediation device using SNMP traps.

IAP

Related
Documentation

RADIUS-Initiated Subscriber Secure Policy Overview on page 415•
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• RADIUS-Initiated Traffic Mirroring Interfaces on page 418

• RADIUS-Initiated Traffic Mirroring Process at Subscriber Login on page 420

• RADIUS-Initiated Traffic Mirroring Process for Logged-In Subscribers on page 421

RADIUS-Initiated Traffic Mirroring Interfaces

Figure 11 on page418 shows the interfaces involved inRADIUS-initiated secure subscriber

policy traffic mirroring.

Figure 11: RADIUS-Initiated Traffic Mirroring Interfaces
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Table 35 on page 418 describes the interfaces involved in RADIUS-initiated secure

subscriber policy traffic mirroring.

Table 35: RADIUS-Initiated Traffic Mirroring Interfaces

DescriptionInterface

Handover Interface 1—Administrative interface between the LEAand the service providermediation device.
The LEA sends provisioning information to the mediation device on this interface.

HI-1

Handover Interface 2—Intercept-related information interface between the LEA and themediation device
that is used to deliver intercept-related events to the LEA. These events can be subscriber session events
such as login, logout, and authentication.

HI-2

Handover Interface 3—Intercepted content Interface between themediation device and LEA that is used
to deliver intercepted content to the LEA.

HI-3

Internal network Interface 1—Interface used to send intercept provisioning information from themediation
device to the RADIUS server.

INI-1

Internal network interface 2—Interface used to send intercept-related events from the router to the
mediation device. This information is sent in SNMP traps.

INI-2
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Table 35: RADIUS-Initiated Traffic Mirroring Interfaces (continued)

DescriptionInterface

Internal network interface 3—Interface used to send intercepted content from the router to the mediation
device.

INI-3

Related
Documentation

Subscriber Secure Policy Traffic Mirroring Architecture Using RADIUS on page 416•

• RADIUS-Initiated Traffic Mirroring Process at Subscriber Login on page 420

• RADIUS-Initiated Traffic Mirroring Process for Logged-In Subscribers on page 421
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RADIUS-Initiated Traffic Mirroring Process at Subscriber Login

Figure 12 on page 420 shows the process for a RADIUS-initiated subscriber mirroring

operation that is initiated when themirrored subscriber logs in.

Figure 12: RADIUS-Initiated Subscriber Secure Policy Model at Login
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6—1— The IAP sends the original subscriber traffic
to its intended destination.

The LEA sends provisioning information for
a subscriber whose traffic is to bemirrored
over the HI-1 interface to the mediation
device.

7—2— As subscriber-related events occur, the IAP
sends the events in SNMP traps over the
INI-2 interface to the mediation device.

Themediationdevicesends theprovisioning
information over the INI-1 interface to the
RADIUS server.

8—3— Themediation device provides the events
over the HI-2 interface to the LEA.

The subscriber logs in, requesting
authentication by the RADIUS server.

9—4— The IAP encapsulates the mirrored content
in a packet header and sends it over the
INI-3 interface to themediation device. The
IAP uses the destination IP address of the
mediation device that it received in the
Access-Acceptmessaged fromtheRADIUS
server.

The RADIUS server authenticates the
subscriber and sends an Access-Accept
message containing mirroring-related
RADIUSattributes in JuniperNetworksVSAs
to the IAP (the router).

10—5— Themediation device sends mirrored
content over the HI-3 interface to the LEA.

The IAP creates a subscriber secure policy
based on themirroring VSAs and begins
mirroring the subscriber’s traffic.

Related
Documentation

Subscriber Secure Policy Traffic Mirroring Architecture Using RADIUS on page 416•

• RADIUS-Initiated Traffic Mirroring Interfaces on page 418

• RADIUS-Initiated Traffic Mirroring Process for Logged-In Subscribers on page 421

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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RADIUS-Initiated Traffic Mirroring Process for Logged-In Subscribers

Figure 13 on page 421 shows the process for a RADIUS-initiated subscriber mirroring

operation that is initiated after the subscriber has logged in.

Figure 13: RADIUS-Initiated Subscriber Secure Policy Model After Login
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6—1— The IAP sends the original subscriber traffic
to its intended destination.

The subscriber logs in, requesting
authentication by the RADIUS server. The
RADIUSserver authenticates the subscriber
(nomirroring activity occurs).

7—2— As subscriber-related events occur, the IAP
sends the events in SNMP traps over the
INI-2 interface to the mediation device.

The LEA sends provisioning information for
a subscriber whose traffic is to bemirrored
over the HI-1 interface to the mediation
device.

8—3— Themediation device provides events over
the HI-2 interface to the LEA.

Themediationdevicesends theprovisioning
information over the INI-1 interface to the
RADIUS server.

9—4— The IAP encapsulates the mirrored
subscriber content in a packet header and
sends it to the mediation device over the
INI-3 interface. The IAPuses thedestination
IP address that it received in the
Access-Acceptmessaged fromtheRADIUS
server.

The RADIUS server sends a CoAmessage
containing the mirroring-related RADIUS
attributes and VSAs to the IAP (the router).

10—5— Themediation device sends mirrored
content over the HI-3 interface to the LEA.

The RADIUS CoAmessage initiates the
mirroring operation. The IAP creates the
subscriber secure policy based on the
mirroring VSAs and immediately begins
mirroring subscriber traffic.

Related
Documentation

Subscriber Secure Policy Traffic Mirroring Architecture Using RADIUS on page 416•

• RADIUS-Initiated Traffic Mirroring Interfaces on page 418

• RADIUS-Initiated Traffic Mirroring Process at Subscriber Login on page 420

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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RADIUS Attributes Used for Subscriber Secure Policy

Table 36 on page 422 lists the RADIUS VSAs that are associated with subscriber secure

policy. If these VSAs are present in the RADIUS Access-Acceptmessage for a subscriber,

the action specified in the LI-Action attribute takes effect.

Mirroring VSAs that the RADIUS server sends to the router are salt-encrypted. Salt

encryption is a random string of data used to modify a password hash.

Table 36: RADIUS-BasedMirroring Attributes

ValueDescriptionAttribute NameAttribute Number

Salt-encrypted
integer

• 0 = stopmirroring

• 1 = start mirroring

• 2 = no action

Traffic mirroring
action

LI-Action[26-58]

Salt-encrypted stringIdentifier that
associates mirrored
traffic with a specific
subscriber

Med-Dev-Handle
includes:

• Intercept-Identifier

• Acct-Session-ID
(optional)

Med-Dev-Handle[26-59]

Salt-encrypted IP
address

IP address of
mediation device to
whichmirrored traffic
is forwarded

Med-Ip-Address[26-60]

Salt-encrypted
integer

UDP port in the
mediation device to
whichmirrored traffic
is forwarded

Med-Port-Number[26-61]

NOTE: CoA-Request messages that include any of the RADIUS-based
mirroring attributes (VSAs 26–58, 26–59, 26–60, or 26–61) must always
include all four VSAs. If the CoAaction is to stopmirroring (VSA 26–58 value
is 0), then the values of the other three attributes in the CoAmessagemust
match the existing attribute values, or the action fails.

If a subscriber is already logged in, Table 37 on page 423 lists the RADIUS attributes that

can be present in RADIUS CoAmessages to identify the subscriber whose traffic is to

have amirroring action applied (activation or deactivation).
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Table37:RADIUSAttributesUsed inCoAMessagesto IdentifySubscribers
for Traffic Mirroring

Attribute NameAttribute Number

User-Name[1]

Acct-Session-ID[44]

Triggering Subscriber Secure Policy for Subscribers on Dynamic Authenticated VLANs

BESTPRACTICE: WhenyouhaveDHCPv4/DHCPv6subscribersoverVLANs,
two sessions are created for each subscriber—one for the Layer 2 VLAN, and
one for DHCP. In this case, we recommend that you use one trigger that
matches both the DHCP and the VLAN session.

If authentication is performed on both the VLAN session and the DHCP
session, we recommend that you use a separate, unique username for the
VLAN and DHCP sessions to allow RADIUS to distinguish on which of the
sessions to trigger subscriber securepolicy trafficmirroring.Otherwise,when
the DHCP session is authenticated and activated, traffic mirroring fails.

Related
Documentation

RADIUS-Initiated Subscriber Secure Policy Overview on page 415•

• Subscriber Secure Policy Traffic Mirroring Architecture Using RADIUS on page 416

Using the Packet Header to Track Subscribers on theMediation Device

When the router sends mirrored traffic to the mediation device, it encapsulates it in a

packet header. Figure 14 on page 424 is themirrored packet header and payload that the

router sends to the mediation device.
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Figure 14: Mirrored Packet Header and Payload
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Table 38 on page 424 describes the fields in the packet header of mirrored packets.

Table 38:Mirrored Packet Header andPayload Field Descriptions For the
Mediation Device

Length (Bits)ValueField

IP Header

44Version

45IHL

80Type of Service

16Dynamically computedTotal Length

16Dynamically computedIdentification

3Dynamically computedFlags

13Dynamically computedFragment Offset

8255Time to Live

817Protocol

16Dynamically computedHeader Checksum
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Table 38:Mirrored Packet Header andPayload Field Descriptions For the
Mediation Device (continued)

Length (Bits)ValueField

32IP address of the router
interface that sendsmirrored
traffic to the mediation
device

Source Address

32IP address of the mediation
device to which mirrored
traffic is forwarded (VSA
26-60)

Destination Address

UDPHeader

16UDP port number on the
router fromwhich mirrored
traffic is sent to the
mediation device

Source Port

16UDP port on themediation
device to which mirrored
traffic is forwarded (VSA
26-61)

Destination Port

16Dynamically computedLength

160Checksum

Mirror Header

20V (mirror header value)

30See “Format of the Mirror
HeaderValuesUsed toTrack
Subscribers and Subscriber
Sessions” on page 426 for
details

Intercept ID

32See “Format of the Mirror
HeaderValuesUsed toTrack
Subscribers and Subscriber
Sessions” on page 426 for
details

Session-ID
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Format of theMirror Header Values Used to Track Subscribers and Subscriber Sessions

The packet header includes mirror header attributes that the mediation device can use

to track subscribers andsubscriber sessions. The router creates values for theseattributes

based on information that it receives from RADIUS. There are three mirror header

attributes in the packet header:

• V (mirror header value)—Used by the router to specify how the values of the Session

ID and Intercept ID are determined. The value received from RADIUS can be a 0 or a 1.

However, the value is always 0 in the packet header sent to the mediation device.

• Session ID—Used by themediation device to identify the session of the mirrored

subscriber. The value is assigned to a subscriber session by the Junos OS. The Session

ID changes with each new session for a subscriber.

• Intercept ID—Used along with the Session ID by the mediation device to track a

subscriber acrossmultiple loginand logout events. Thevalue is assigned toa subscriber

whose traffic is being intercepted. The Intercept ID is constant; it does not change as

a subscriber logs in and logs out of sessions.

The values of the Intercept ID and the Session ID are determined by the value that the

router receives in VSA 26-59. VSA 26-59 is declared as a hexadecimal string that can

be either 4 bytes or 8 bytes long. Themirror header value specifies whether a 4-byte

value or an 8-byte value is used to form the Intercept ID and the Session ID.

4-Byte Format

The 4-byte format allows you to manually specify the Intercept ID. The Session ID value

is automatically created based on the least significant 32 bits of the Acct-Session-ID

(RADIUS attribute 44).

To use the 4-byte format of VSA 26-59, you configure the first twomost significant bits

of the VSA to a value of 1, which indicates a single word in the VSA. The remaining 30

bits of the word form the Intercept ID value.

For example, a value of 40000010 for VSA 26-59 configures the following fields in the

mirror header, as shown in Figure 15 on page 426:

• V = 1

• Intercept ID = 0x10

Figure 15: 4-Byte Format of VSA 26-59
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8-Byte Format

The8-byte formatofVSA26-59enables you tomanually specify theboth theSession-ID

value and the Intercept ID value.
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To use the 8-byte format, you configure the first twomost significant bits of the first

word of the VSA to a value of 0, which indicates two words in the VSA. The remaining

30bitsof the firstword formthe Intercept IDvalue, and thesecondword is theSession-ID

field. You cannot change the order of these two words.

For example, a value of 0000030000000090 in VSA 26-59 configures the following

fields in the mirror header, as shown in Figure 16 on page 427:

• V = 0

• Intercept-ID = 0x300

• Session-ID = 0x90

Figure 16: 8-Byte Format of VSA 26-59

g0
17

76
5

Related
Documentation

RADIUS-Initiated Subscriber Secure Policy Overview on page 415•

• Subscriber Secure Policy Traffic Mirroring Architecture Using RADIUS on page 416

Configuring RADIUS-Initiated Subscriber Secure Policy Mirroring Overview

Before you configure subscriber secure policy traffic mirroring, note the following:

• Subscriber secure policy mirroring runs on the radius-flow-tap service infrastructure.

To configure the subscriber secure policy service, youmust have the same privileges

that are required to configure the radius-flow-tap service.

• The subscriber secure policy feature requires some system resources while mirroring,

encrypting, and sending traffic to the mediation device. For example, youmight elect

to use a 10-Gigabit Ethernet interface for the tunnel to the mediation device if you

expect the amount of traffic you plan tomirror to approach 1 Gbps of actual user data.

To configure the subscriber secure policy service:

1. Configure radius-flow-tap service support for secure subscriber policy. This support

includes optional forwarding-class information that the subscriber secure policy

service uses to sendmirrored traffic to the content destination device.

See “Configuring Support for Subscriber Secure Policy Mirroring” on page 429.

2. Configure an access profile that specifies the RADIUS-related support for subscriber

secure policy on the router, including a list of one or more RADIUS authentication

servers.The routeruses the listof specifiedservers forbothauthenticationanddynamic

request operations. Youmust also configure the RADIUS dynamic request feature,

which provides the CoAmessage support used in-session traffic mirroring.

See “Configuring RADIUS Server Support for Subscriber Secure Policy Mirroring” on

page 431.
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3. Ensure that the following support is also configured:

• The RADIUS record of the mirrored subscriber must include the RADIUS attributes

and VSAs required for subscriber secure policy mirroring. See “RADIUS Attributes

Used for Subscriber Secure Policy” on page 422 for descriptions of the supported

attributes used in RADIUS Accept-Accept and CoAmessages.

• Themediation device must be configured to accept the mirrored content.

4. (Optional) Enable the mirroring of IPv4multicast traffic on the router.

See “EnablingSubscriberSecurePolicyMirroring for IPv4MulticastTraffic”onpage472.

5. (Optional) Configure SNMPv3 trap support to report mirroring-related events to the

mediation device.

See “Configuring SNMPv3 Traps for Subscriber Secure Policy Mirroring” on page 475.

To terminate an active subscriber mirroring session at any time.

See “Terminating RADIUS-Initiated Subscriber Traffic Mirroring” on page 432.

Related
Documentation

RADIUS Attributes Used for Subscriber Secure Policy on page 422•

• Guidelines for Configuring Subscriber Secure Policy Mirroring on page 428

• Intercept-Related Events Transmitted to the Mediation Device on page 473

• Terminating RADIUS-Initiated Subscriber Traffic Mirroring on page 432

Guidelines for Configuring Subscriber Secure Policy Mirroring

The subscriber secure policy service uses the RADIUS flow-tap service infrastructure.

When configuring subscriber secure policy mirroring, consider the following guidelines

regarding the relationshipbetweensubscriber securepolicy service, theRADIUS flow-tap

service, and the flow-tap service on MX Series tunnel interfaces (FlowTapLite):

• Starting in Junos OS Release 17.3R1, flow tap and subscriber secure policy mirroring

are supported to run concurrently on the same router. In earlier releases, the RADIUS

flow-tap service [edit services radius-flow-tap] and the flow-tap service [edit services

flow-tap] cannot run simultaneously on the router. Consequently, you cannot run both

FlowTapLite and subscriber secure policy mirroring at the same time on the same

router in the earlier releases.

• Youcanconfigureone instanceof theRADIUS flow-tapserviceon the router. Subscriber

secure policy RADIUS-initiatedmirroring and Dynamic Tasking Control Protocol

(DTCP)-initiatedmirroring both use the RADIUS flow-tap service.
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• If you delete the RADIUS flow-tap service, new subscribers are notmonitored. Existing

subscribers that already have subscriber secure policy attached are not affectedwhen

you delete the service configuration.

• You can retain DTCP-initiatedmirroring but prevent RADIUS-initiatedmirroring from

being enabled by including the [edit system services dtcp-only] statement, if you do

so before any RADIUS-initiatedmirroring is attached to a subscriber. Subsequently,

RADIUS requests to initiate mirroring are rejected; only DTCP-initiatedmirroring and

FlowTapLite are allowed. Existing RADIUS-initiatedmirroring services are not affected.

Release History Table DescriptionRelease

Starting in Junos OS Release 17.3R1, flow tap and subscriber secure policy
mirroring are supported to run concurrently on the same router.

17.3R1

Related
Documentation

Subscriber Secure Policy Overview on page 411•

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427

• Configuring DTCP-Initiated Subscriber Secure Policy Mirroring Overview on page 445

• Configuring Support for Subscriber Secure Policy Mirroring on page 429

• Disabling RADIUS-Initiated Subscriber Secure Policy Mirroring on page 451

Configuring Support for Subscriber Secure Policy Mirroring

Subscriber secure policy runs on the radius-flow-tap service. This topic describes the

steps to configure radius-flow-tap support for RADIUS-initiated and DTCP-initiated

subscriber secure policy mirroring.

To configure the radius-flow-tap service to support subscriber secure policy mirroring:

1. Configure the flow-tap service used for subscriber secure policy mirroring.

[edit services]
user@host# edit radius-flow-tap

2. Specify how themirrored packets are forwarded to the mediation device.

• Tomirror interfaces created by extensible subscriber services manager (ESSM),

assign the virtual tunnel interfaces that the radius-flow-tap service uses.

[edit services radius-flow-tap]
user@host# set interfaces vt-1/1/0.0

If a currently used tunnel interface is deleted from the pool of interfaces, the active

mirroring sessions are redistributed from the deleted interface to other tunnel

interfaces in the pool. Also, when a new tunnel interface is added into the pool, the

service adds the new interface to the list of interfaces available for newmirroring

sessions or for existing sessions transferred from a failed interface.
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• Tomirror flow-based interfaces, specify the logical system and routing instance

that the radius-flow-tap service uses.

[edit services radius-flow-tap]
user@host# set logical-system LS1 routing-instance RI1

You can specify a logical systemand routing instance, or a routing instancewithout

a logical system. If youdonot specifya logical system, the routeruses logical system

default. If you do not specify either a logical system or routing instance, the router

uses logical system default and routing instance default.

BEST PRACTICE: Configure a routing instance to prevent a spoofed
mediation device address from diverting traffic away from the device.
When themirrored customer flows are in the same routing instance as
themediationdevice,amalicioususermighthijack themediationdevice's
route advertisement. By advertising a next hop to his network instead of
to the device, themirrored flows are captured and never reach the
mediation device.

If you configure themirrored traffic to be forwarded to themediation
device bymeans of a routing instance, then the traffic is separated from
the Internet. An external user is then unable to divert themirrored traffic
to his network.

NOTE: The interfaces statement applies only to ESSM-created interfaces

and is ignored for flow-based interfaces. Similarly, the LS:RI configuration
applies only to flow-based interfaces.

3. Specify the source IP address that the radius-flow-tap service uses formirroring. This

address is used in the IP header prepended to mirrored packets that are sent to the

content destination device.

[edit services radius-flow-tap]
user@host# set source-ipv4-address ipv4-address

4. (Optional) Specify the forwarding class that is applied to the mirrored packets sent

to the mediation device.

If you do not specify a forwarding class, mirrored packets inherit the forwarding class

from the original packet (which is the forwarding class set by default classification

that CoS applies to the packet on the ingress interface).

[edit services radius-flow-tap]
user@host# set forwarding-class class-name

5. (Optional) Specify the subscriber secure policy that determines what traffic, if any,

is not sent to the mediation device.
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You can add or change a subscriber secure policy any time, but a changed policy does

not apply to a currently enabled policy. To change a policy, add a policy with a new

name, use DTCP DISABLE to turn off the current policy, and use DTCP ENABLE to

point to the new policy name.

[edit services radius-flow-tap]
user@host# set policy policy-name

Related
Documentation

Subscriber Secure Policy Overview on page 411•

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427

• Configuring DTCP-Initiated Subscriber Secure Policy Mirroring Overview on page 445

• Guidelines for Configuring Subscriber Secure Policy Mirroring on page 428

Configuring RADIUS Server Support for Subscriber Secure Policy Mirroring

This topic describes how to configure support for the RADIUS server that initiates

subscriber-based traffic mirroring. You create an access profile to specify the RADIUS

server support.

To configure the router’s interaction with the RADIUS server in support of subscriber

secure policy mirroring:

1. Create the access profile and assign a name.

[edit access]
user@host# edit profile profile-name

2. Specify RADIUS as the authentication method.

[edit access profile profile-name]
user@host# set authentication-order radius

3. Specify the IP address of the RADIUS server that performs authentication. This server

also performs dynamic request (CoA) functions.

[edit access profile profile-name]
user@host# set radius authentication-server ip-address

4. Specify the secret to use when communicating with the RADIUS server.

[edit access profile profile-name]
user@host# set radius-server server-address secret password

5. Specify other optional RADIUS configuration settings as needed, such as accounting

support.

Related
Documentation

Subscriber Secure Policy Overview on page 411•

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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• RADIUS Attributes Used for Subscriber Secure Policy on page 422

Terminating RADIUS-Initiated Subscriber Traffic Mirroring

You can terminate RADIUS-initiated traffic mirroring sessions by the following action:

• RADIUS CoAmessage receipt—Terminated upon receipt of a CoAmessage with the

VSA 26-58 (LI-Action) value of 0. The RADIUS administrator configures the LI-Action

of 0 in the mirrored subscriber’s RADIUS record.

Related
Documentation

• RADIUS-Initiated Subscriber Secure Policy Overview on page 415

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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CHAPTER 34

Configuring DTCP-Initiated Subscriber
Secure Policy Traffic Mirroring

• DTCP-Initiated Subscriber Secure Policy Overview on page 433

• Subscriber Secure Policy Traffic Mirroring Architecture Using DTCP on page 434

• DTCP-Initiated Traffic Mirroring Interfaces on page 435

• DTCP-Initiated Traffic Mirroring Process on page 437

• DTCPMessages Used for Subscriber Secure Policy on page 438

• DTCP Traffic Mirroring Triggers on page 438

• Packet Header for Mirrored Traffic Sent to Mediation Device on page 442

• Configuring DTCP-Initiated Subscriber Secure Policy Mirroring Overview on page 445

• Guidelines for Configuring Subscriber Secure Policy Mirroring on page 446

• Configuring Support for Subscriber Secure Policy Mirroring on page 447

• Configuring the Mediation Device as a User on the Router on page 449

• Configuring a DTCP-over-SSH Connection to the Mediation Device on page 450

• Configuring the Mediation Device to Provision Traffic Mirroring on page 450

• Disabling RADIUS-Initiated Subscriber Secure Policy Mirroring on page 451

• Example: Configuring Traffic That Is Mirrored Using DTCP-Initiated Subscriber Secure

Policy on page 451

• Terminating DTCP-Initiated Subscriber Traffic Mirroring Sessions on page 453

DTCP-Initiated Subscriber Secure Policy Overview

Dynamic Tasking Control Protocol (DTCP)-initiatedmirroring creates secure policies to

mirror traffic for the subscriber based on DTCPmessages. The attributes in a DTCP ADD

message trigger the router to start mirroring traffic and specify the interface on which

the mirroring takes place. Themirroring operations can be initiated by DTCPmessages

as follows:

• Subscriber login—Mirroring starts on the specified interface when the subscriber logs

in. The DTCP ADDmessagemust be sent to the router before the subscriber logs in.

• In-session—Mirroring starts for all subscribers that match the trigger supplied in the

DTCP ADDmessage when the router receives a DTCP ADDmessage.
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Related
Documentation

Subscriber Secure Policy Traffic Mirroring Architecture Using DTCP on page 434•

• Configuring DTCP-Initiated Subscriber Secure Policy Mirroring Overview on page 445

Subscriber Secure Policy Traffic Mirroring Architecture Using DTCP

Figure 17onpage434showsthearchitectureof theDTCP-initiatedsubscriber securepolicy

mirroring environment.

Figure 17: DTCP-Initiated Subscriber Secure Policy Architecture
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Table 39 on page 434 describes the functions and components of a DTCP-initiated

subscriber secure policy traffic mirroring environment.

Table 39: DTCP-Initiated Subscriber Secure Policy Functions and
Components

Description
Function or
Component

The collection function is responsible for collecting intercepted content and
identifying information from the delivery function.

The collection function is the responsibility of the law-enforcement agency
(LEA).

Collection
function

The delivery function delivers information that it receives from the access
function to the collection function.

The delivery function is performed by themediation device.

Delivery function

The access function has access to the intercept target’s traffic content and
intercept-related events. It is responsible for collecting this information and
sending it to the delivery function.

The access function is performed by intercept access points (IAPs).

Access function
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Table 39: DTCP-Initiated Subscriber Secure Policy Functions and
Components (continued)

Description
Function or
Component

Intercept-related events, such as login or logout events or mirroring session
activationordeactivation.The router sends theevents to themediationdevice
in SNMP traps.

Events

Law enforcement agency. The LEA provides intercept targets to the service
provider who provisions the mediation device.

LEA

Themediation device receives provisioning information from the LEA, and it
uses the information to send provisioning information to the IAP (the router).

Themediation device also receives intercept-related events and intercepted
content from the router, and delivers the events and content to the LEA.

Mediation device

Intercept access point. In a subscriber access network the Juniper Networks
router is the IAP.

Using subscriber secure policies, the IAP intercepts traffic to and from the
subscriber whose traffic is being mirrored. It encapsulates the intercepted
content in a packet header and delivers it to themediation device, while also
sending the traffic to the intended destination.

The IAP also sends intercept-related events to the mediation device using
SNMP traps.

IAP

Related
Documentation

DTCP-Initiated Subscriber Secure Policy Overview on page 433•

• DTCP-Initiated Traffic Mirroring Interfaces on page 435

• DTCP-Initiated Traffic Mirroring Process on page 437

DTCP-Initiated Traffic Mirroring Interfaces

Figure 18 on page 436 shows the interfaces involved in DTCP-initiated secure subscriber

policy traffic mirroring.
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Figure 18: DTCP-Initiated Traffic Mirroring Interfaces
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Table40onpage436describes the interfaces involved inDTCP-initiatedsecuresubscriber

policy traffic mirroring.

Table 40: DTCP-Initiated Traffic Mirroring Interfaces

DescriptionInterface

Handover Interface 1—Administrative interface between the LEAand the service providermediation device.
The LEA sends provisioning information to the mediation device on this interface.

HI-1

Handover Interface 2—Intercept-related information interface between the LEA and themediation device
that is used to deliver intercept-related events to the LEA. These events can be subscriber session events
such as login, logout, and authentication.

HI-2

Handover Interface 3—Intercepted content Interface between themediation device and LEA that is used
to deliver intercepted content to the LEA.

HI-3

Internal network Interface 1—Interface used to send DTCPmessages containing intercept provisioning
information from themediation device to the router.

INI-1

Internalnetwork interface2—Interfaceused tosend intercept-relatedevents fromthe router to themediation
device. This information is sent in SNMP traps.

INI-2

Internal network interface 3—Interface used to send intercepted content from the router to the mediation
device.

INI-3

Related
Documentation

Subscriber Secure Policy Traffic Mirroring Architecture Using DTCP on page 434•

• DTCP-Initiated Traffic Mirroring Process on page 437
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DTCP-Initiated Traffic Mirroring Process

Figure 19onpage437showstheprocess foraDTCP-initiatedsubscribermirroringoperation.

Figure 19: DTCP-Initiated Subscriber Secure Policy Model
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5—1— As intercept-related events occur, the IAP
sends the events in SNMP traps over the
INI-2 interface to the mediation device.

The LEA sends provisioning information for
a subscriber whose traffic is to bemirrored
over the HI-1 interface to the mediation
device.

6—2— Themediation device provides the
intercept-related events over the HI-2
interface to the LEA.

Themediation device sends a DTCP ADD
message that contains provisioning
information over the INI-1 interface to the
IAP (the router).

7—3— The IAP sends the mirrored content to the
mediation device over the INI-3 interface.

The IAP creates a subscriber secure policy
based on information in the DTCP ADD
message. If the IAP receives the DTCP ADD
before the subscriber logs in, mirroring
begins when the subscriber logs in. If the
router receives the DTCP ADD after the
subscriber logs in,mirroringbeginswhen the
ADDmessage is received.

8—4— Themediation device sends mirrored
content over the HI-3 interface to the LEA.

The IAP sends the original subscriber traffic
to its intended destination.

Related
Documentation

Subscriber Secure Policy Traffic Mirroring Architecture Using DTCP on page 434•

• DTCP-Initiated Traffic Mirroring Interfaces on page 435

• DTCPMessages Used for Subscriber Secure Policy on page 438

• DTCP Traffic Mirroring Triggers on page 438
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DTCPMessages Used for Subscriber Secure Policy

You can use DTCP to provision traffic mirroring on the router by sending DTCPmessages

from themediation device to the router.

There are three types of DTCPmessages:

• ADD—Triggers mirroring of subscriber secure policy sessions. You include an attribute

that triggers the router to begin mirroring a subscriber session. You can also include

attributes that identify where to send themirrored session data and how to uniquely

identify trafficwhensimultaneous interceptsareactive.TheADDmessagealsoprovides

instructions to populate fields in the encapsulation header for packets sent to the

mediation device.

• LIST—Requests information about sessions that are currently being mirrored. This

information is returned in a LIST response.

• DELETE—Removesasubscribermirroring trigger or canbeused todisableallmirroring.

Related
Documentation

DTCP-Initiated Traffic Mirroring Process on page 437•

• DTCP Traffic Mirroring Triggers on page 438

• ADDDTCP on page 456

• DELETE DTCP on page 459

• LIST DTCP on page 464

DTCP Traffic Mirroring Triggers

Table 41 on page 438 lists the DTCP attributes that you can use in DTCP ADDmessages

to trigger traffic mirroring.

Table 41: DTCPMirroring Triggers for Use in ADDMessages

DescriptionDTCPMessage SemanticAttribute Name

Trigger that is based on the
text string of the Account
Session IDassociatedwith the
subscriber session.

If the subscriber logs out, the
intercept terminates. We
recommendthatyouuseother
triggers to ensure that all
sessions for a subscriber are
intercepted.

X-Act-Sess-IdAccount Session ID
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Table 41: DTCPMirroring Triggers for Use in ADDMessages (continued)

DescriptionDTCPMessage SemanticAttribute Name

Trigger that is based on the
text string of the Calling
Station ID associated with the
subscriber.

If the subscriber is not logged
on, the policy is applied at any
current or subsequent
subscriber log in.

X-Call-Sta-IdCalling Station ID

Trigger for the IPv4 address
that is associated with a
subscriber.

If you use the IP Address
trigger, and the subscriber is
not using the default logical
system, youmust include the
Logical System attribute in
your DTCPmessage. If the
subscriber is not using the
default routing instance, you
must include the Routing
Instance attribute in your
DTCPmessage.

X-IP-AddrIP Address

Trigger for subscribers that are
configured to use a specific
router interface.All subscribers
that use the interface have
their traffic mirrored.

Add this attribute as a text
string that identifies the
physical interface; for
example, ge-0/0/0.1 or
demux0.107472834.

X-Interface-IdInterface Identifier

Trigger that is based on the
NAS port ID of the subscriber.

X-NAS-Port-IdNAS Port ID

For DHCP subscribers, trigger
that is used with the Remote
Agent ID to specify the DHCP
option 82 that is associated
with this session tocompletely
specify a trigger.

For PPPoE subscribers, agent
circuit ID (ACI) in the PPPoE
Intermediate Agent (PPPoE
IA) tag.

X-RM-Circuit-IdRemote Circuit ID
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Table 41: DTCPMirroring Triggers for Use in ADDMessages (continued)

DescriptionDTCPMessage SemanticAttribute Name

For DHCP subscribers, trigger
that is used with the Remote
Circuit ID to specify the session
or by itself to completely
specify the trigger.

For PPPoE subscribers, agent
remote identifier (ARI) in the
PPPoE Intermediate Agent
(PPPoE IA) tag.

X-RM-Agent-IdRemote Agent ID

Trigger attribute that you can
use with the IP Address or
SubscriberUserNametriggers.
It is ignored for other triggers.

The value default is used if no
logical system exists for the
subscriber.

X-Logical-SystemLogical System

Trigger attribute that you can
use with the IP Address or
SubscriberUserNametriggers.
It is ignored for other triggers.

The value default is used if no
routing instance exists for the
subscriber.

X-Router-InstanceRouting Instance

Trigger based on a subscriber
username.

If you use the Subscriber User
Name trigger, and the
subscriber is not using the
default logical system, you
must include the Logical
System attribute in your DTCP
message. If the subscriber is
not using the default routing
instance, youmust include the
Routing Instance attribute in
your DTCPmessage.

X-UserNameSubscriber User Name

Triggering Subscriber Secure Policy for Subscribers on Dynamic Authenticated VLANs

BESTPRACTICE: WhenyouhaveDHCPv4/DHCPv6subscribersoverVLANs,
two sessions are created for each subscriber—one for the Layer 2 VLAN, and
one for DHCP. In this case do not use a trigger, such as Remote Circuit ID
(ACI), that applies toboth theVLANand theDHCPsessions. If theDHCPand
VLAN sessionsmatch the same trigger, the DHCP subscriber login fails and
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subscriber secure policy is not triggered. Youneed to select a trafficmirroring
trigger that matches only one of these sessions.

Order inWhich Trigger Attributes Are Processed

If a subscribermatchesmore thanoneof theDTCPmirroring triggers, the router processes

mirroring triggers in ADDmessages in the following order:

1. Account Session ID

2. Calling Station ID

3. IP Address

4. Interface Identifier

5. NAS Port ID

6. Remote Agent ID

7. Subscriber User Name

8. Drop Policy Name

Related
Documentation

Packet Header for Mirrored Traffic Sent to Mediation Device on page 442•

• ADDDTCP on page 456

• DELETE DTCP on page 459

• LIST DTCP on page 464

• Example: Using DTCPMessages to Trigger, Verify, and Disable Traffic Mirroring for

Subscribers on page 465
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Packet Header for Mirrored Traffic Sent toMediation Device

When the router sends mirrored traffic to the mediation device, it encapsulates the

mirrored payload in a packet header before it sends themirrored traffic to themediation

device.

The packet header includes the Session ID that Junos assigns to the subscriber session.

Themediation device can use the ID to identify the session of the mirrored subscriber.

Themediation device can use the Session ID along with the Intercept ID to track a

subscriber across multiple login and logout events. The Intercept ID is constant, but the

Session ID changes with each new session for a subscriber.

Figure20onpage442 is themirroredpacketheader that the router sends to themediation

device.

Figure 20: Mirrored Packet Header and Payload
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Table 42 on page 442 describes the fields in the packet header of mirrored packets.

Table 42: Packet Header Field Descriptions

Length (Bits)ValueField

IP Header

44Version

45IHL

80Type of Service
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Table 42: Packet Header Field Descriptions (continued)

Length (Bits)ValueField

16Dynamically computedTotal Length

16Dynamically computedIdentification

3Dynamically computedFlags

13Dynamically computedFragment Offset

8255Time to Live

817Protocol

16Dynamically computedHeader Checksum

32IP address of the router
interface that sendsmirrored
traffic to the mediation
device

Source Address

32IP address of the mediation
device to which mirrored
traffic is forwarded. This
value is taken from the
X-JTap-Cdest-Dest-Address
attribute that is sent to the
router in the DTCP ADD
command.

Destination Address

UDPHeader

16UDP port number on the
router fromwhich mirrored
traffic is sent to the
mediation device

Source Port

16UDP port on themediation
device to which mirrored
traffic is forwarded. This
value is taken from the
X-JTap-Cdest-Dest-Port
attribute that is sent to the
router in the DTCP ADD
command.

Destination Port

16Dynamically computedLength

160Checksum

Mirror Header
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Table 42: Packet Header Field Descriptions (continued)

Length (Bits)ValueField

20V (mirror header value)

30Value of the
X-MD-Intercept-Id that is
sent to the router in the
DTCP ADD command.

Intercept ID

32Subscriber session ID
assigned by the router.

See “Format of the Mirror
HeaderValuesUsed toTrack
Subscribers and Subscriber
Sessions” on page 444

Session ID

Format of theMirror Header Values Used to Track Subscribers and Subscriber Sessions

The packet header includes mirror header attributes that the mediation device can use

to track subscribers and subscriber sessions. There are three mirror header attributes in

the packet header:

• V (mirror header value)—For DTCP, this value is always set to 0 in the packet header

sent to the mediation device.

• Session ID—Used by themediation device to identify the session of the mirrored

subscriber. The value is assigned to a subscriber session by the Junos OS. The Session

ID changes with each new session for a subscriber.

• Intercept ID—Used along with the Session ID by the mediation device to track a

subscriber acrossmultiple loginand logout events. Thevalue is assigned toa subscriber

whose traffic is being intercepted. The Intercept ID is constant; it does not change as

a subscriber logs in and logs out of sessions.

Manually Setting the Session-ID and Intercept ID in Packet Headers

Tomanually specify both the Session ID value and the Intercept ID value in headers sent

to the mediation device using the DTCP ADD command, you configure the values in an

8-byte format. To do so:

• Configure the first twomost significant bits to a value of 0, which indicates twowords.

• Configure the remaining 30 bits of the first word to form the Intercept ID field.

• Configure the second word to form the Session-ID field.

You cannot change the order of these two words.

Figure 21 on page 445 shows an example of the mirror header:
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Figure 21: Mirror Header Format
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For example, a value of 0000030000000090 configures the following fields in the

mirror header: :

• V = 0

• Intercept-ID = 0x300

• Session-ID = 0x90

Related
Documentation

DTCP-Initiated Subscriber Secure Policy Overview on page 433•

• ADDDTCP on page 456

• Example: Using DTCPMessages to Trigger, Verify, and Disable Traffic Mirroring for

Subscribers on page 465

Configuring DTCP-Initiated Subscriber Secure Policy Mirroring Overview

Before you configure subscriber secure policy traffic mirroring, note the following:

• Subscriber secure policy mirroring runs on the radius-flow-tap service infrastructure.

To configure the subscriber secure policy service, you need the same privileges that

are required to configure the radius-flow-tap service.

• The subscriber secure policy feature requires some system resources while mirroring,

encrypting, and sending traffic to the mediation device. For example, youmight elect

to use a 10-Gigabit Ethernet interface for the tunnel andmediation device if you expect

the amount of traffic you plan to mirror to approach 1 Gbps of actual user data.

To configure DTCP-initiated subscriber secure policy service:

1. Configure the radius-flow-tapservice support for secure subscriberpolicy. This support

includes configuring the tunnels and optional forwarding-class information that the

subscriber securepolicy serviceuses to sendmirrored traffic to thecontentdestination

device.

See “Configuring Support for Subscriber Secure Policy Mirroring” on page 429.

2. Configure the mediation device as a user on the router. This user account allows the

router to receive DTCPmessages from themediation device.

See “Configuring the Mediation Device as a User on the Router” on page 449.

3. Configure the mediation device to provision traffic mirroring on the router.
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See “Configuring the Mediation Device to Provision Traffic Mirroring” on page 450.

4. Configure a DTCP-over-SSH connection to the mediation device.

See “ConfiguringaDTCP-over-SSHConnection to theMediationDevice”onpage450.

5. (Optional) Enable mirroring of IPv4multicast traffic on the router.

See “EnablingSubscriberSecurePolicyMirroring for IPv4MulticastTraffic” onpage472

6. Configure SNMPv3 trap support to report mirroring information to an external device.

See “Configuring SNMPv3 Traps for Subscriber Secure Policy Mirroring” on page 475.

You can terminate an active subscriber mirroring session at any time.

See “Terminating DTCP-Initiated Subscriber Traffic Mirroring Sessions” on page 453.

Related
Documentation

DTCP-Initiated Subscriber Secure Policy Overview on page 433•

• Intercept-Related Events Transmitted to the Mediation Device on page 473

Guidelines for Configuring Subscriber Secure Policy Mirroring

The subscriber secure policy service uses the RADIUS flow-tap service infrastructure.

When configuring subscriber secure policy mirroring, consider the following guidelines

regarding the relationshipbetweensubscriber securepolicy service, theRADIUS flow-tap

service, and the flow-tap service on MX Series tunnel interfaces (FlowTapLite):

• Starting in Junos OS Release 17.3R1, flow tap and subscriber secure policy mirroring

are supported to run concurrently on the same router. In earlier releases, the RADIUS

flow-tap service [edit services radius-flow-tap] and the flow-tap service [edit services

flow-tap] cannot run simultaneously on the router. Consequently, you cannot run both

FlowTapLite and subscriber secure policy mirroring at the same time on the same

router in the earlier releases.

• Youcanconfigureone instanceof theRADIUS flow-tapserviceon the router. Subscriber

secure policy RADIUS-initiatedmirroring and Dynamic Tasking Control Protocol

(DTCP)-initiatedmirroring both use the RADIUS flow-tap service.

• If you delete the RADIUS flow-tap service, new subscribers are notmonitored. Existing

subscribers that already have subscriber secure policy attached are not affectedwhen

you delete the service configuration.

• You can retain DTCP-initiatedmirroring but prevent RADIUS-initiatedmirroring from

being enabled by including the [edit system services dtcp-only] statement, if you do

so before any RADIUS-initiatedmirroring is attached to a subscriber. Subsequently,

RADIUS requests to initiate mirroring are rejected; only DTCP-initiatedmirroring and

FlowTapLite are allowed. Existing RADIUS-initiatedmirroring services are not affected.
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Release History Table DescriptionRelease

Starting in Junos OS Release 17.3R1, flow tap and subscriber secure policy
mirroring are supported to run concurrently on the same router.

17.3R1

Related
Documentation

Subscriber Secure Policy Overview on page 411•

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427

• Configuring DTCP-Initiated Subscriber Secure Policy Mirroring Overview on page 445

• Configuring Support for Subscriber Secure Policy Mirroring on page 429

• Disabling RADIUS-Initiated Subscriber Secure Policy Mirroring on page 451

Configuring Support for Subscriber Secure Policy Mirroring

Subscriber secure policy runs on the radius-flow-tap service. This topic describes the

steps to configure radius-flow-tap support for RADIUS-initiated and DTCP-initiated

subscriber secure policy mirroring.

To configure the radius-flow-tap service to support subscriber secure policy mirroring:

1. Configure the flow-tap service used for subscriber secure policy mirroring.

[edit services]
user@host# edit radius-flow-tap

2. Specify how themirrored packets are forwarded to the mediation device.

• Tomirror interfaces created by extensible subscriber services manager (ESSM),

assign the virtual tunnel interfaces that the radius-flow-tap service uses.

[edit services radius-flow-tap]
user@host# set interfaces vt-1/1/0.0

If a currently used tunnel interface is deleted from the pool of interfaces, the active

mirroring sessions are redistributed from the deleted interface to other tunnel

interfaces in the pool. Also, when a new tunnel interface is added into the pool, the

service adds the new interface to the list of interfaces available for newmirroring

sessions or for existing sessions transferred from a failed interface.

• Tomirror flow-based interfaces, specify the logical system and routing instance

that the radius-flow-tap service uses.

[edit services radius-flow-tap]
user@host# set logical-system LS1 routing-instance RI1

You can specify a logical systemand routing instance, or a routing instancewithout

a logical system. If youdonot specifya logical system, the routeruses logical system

default. If you do not specify either a logical system or routing instance, the router

uses logical system default and routing instance default.
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BEST PRACTICE: Configure a routing instance to prevent a spoofed
mediation device address from diverting traffic away from the device.
When themirrored customer flows are in the same routing instance as
themediationdevice,amalicioususermighthijack themediationdevice's
route advertisement. By advertising a next hop to his network instead of
to the device, themirrored flows are captured and never reach the
mediation device.

If you configure themirrored traffic to be forwarded to themediation
device bymeans of a routing instance, then the traffic is separated from
the Internet. An external user is then unable to divert themirrored traffic
to his network.

NOTE: The interfaces statement applies only to ESSM-created interfaces

and is ignored for flow-based interfaces. Similarly, the LS:RI configuration
applies only to flow-based interfaces.

3. Specify the source IP address that the radius-flow-tap service uses formirroring. This

address is used in the IP header prepended to mirrored packets that are sent to the

content destination device.

[edit services radius-flow-tap]
user@host# set source-ipv4-address ipv4-address

4. (Optional) Specify the forwarding class that is applied to the mirrored packets sent

to the mediation device.

If you do not specify a forwarding class, mirrored packets inherit the forwarding class

from the original packet (which is the forwarding class set by default classification

that CoS applies to the packet on the ingress interface).

[edit services radius-flow-tap]
user@host# set forwarding-class class-name

5. (Optional) Specify the subscriber secure policy that determines what traffic, if any,

is not sent to the mediation device.

You can add or change a subscriber secure policy any time, but a changed policy does

not apply to a currently enabled policy. To change a policy, add a policy with a new

name, use DTCP DISABLE to turn off the current policy, and use DTCP ENABLE to

point to the new policy name.

[edit services radius-flow-tap]
user@host# set policy policy-name

Related
Documentation

Subscriber Secure Policy Overview on page 411•
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• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427

• Configuring DTCP-Initiated Subscriber Secure Policy Mirroring Overview on page 445

• Guidelines for Configuring Subscriber Secure Policy Mirroring on page 428

Configuring theMediation Device as a User on the Router

In order for the router to receive DTCPmessages from themediation device, you need

to configure the mediation device as a user on the router. To do so, create a login class

that provides flow-tap operation permission and then create a login account that uses

the login class.

To configure the mediation device as a user on the router:

1. Create the login class and configure flow-tap-operation permissions for the class.

a. Specify that you want to configure login properties.

[edit system]
user@host# edit login

b. Create and name the class.

[edit system login]
user@host# edit class class-name

c. Configure the flow-tap-operation permission for the class.

[edit system login class class-name]
user@host# set permissions flow-tap-operation

2. Create the user login account for the mediation device.

a. Create the user account.

[edit system login]
user@host# edit user username

b. Configure the user ID.

[edit system login user username]
user@host# set uid uid-value

c. Configure the class for the user account.

[edit system login user username]
user@host# set class class-name

d. Configure the authentication for the user account.

[edit system login user username]
user@host# set authentication encrypted-password password
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Configuring a DTCP-over-SSH Connection to theMediation Device

DTCP-initiated subscriber secure policy requires a DTCP-over-SSH connection for the

flow-tap service. This connection is used to send provisioning information from the

mediation device to the router.

To enable the DTCP-over-SSH flow-tap service to support subscriber secure policy

mirroring:

1. Access the flow-tap-dtcp service.

[edit system services]
user@host# edit flow-tap-dtcp

2. Enable SSH support for DTCP.

[edit system services flow-tap-dtcp]
user@host# set ssh

3. (Optional) Configure maximum number of established connections allowed for the

DTCP service.

[edit system services flow-tap-service ssh]
user@host# set connection-limit limit

4. (Optional) Configure the maximum number of connection attempts allowed per

minute for DTCP.

[edit system services flow-tap-service ssh]
user@host# set rate-limit limit

Related
Documentation

Configuring DTCP-Initiated Subscriber Secure Policy Mirroring Overview on page 445•

Configuring theMediation Device to Provision Traffic Mirroring

Toset up themediationdevice toprovision trafficmirroringon the router, use the following

DTCPmessages:

• To configure traffic-mirroring triggers, use the ADDDTCPmessage.

• To remove an existing traffic-mirroring trigger, use the DELETE DTCPmessage.

• To show existing traffic-mirroring triggers, use the LIST DTCPmessage.

For an example of how to use the DTCPmessages, see “Example: Using DTCPMessages

to Trigger, Verify, and Disable Traffic Mirroring for Subscribers” on page 465.

Related
Documentation

Configuring DTCP-Initiated Subscriber Secure Policy Mirroring Overview on page 445•
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Disabling RADIUS-Initiated Subscriber Secure Policy Mirroring

DTCP-initiated and RADIUS-initiated subscriber secure policy mirroring both use the

RADIUS flow-tap service. If you remove the radius-flow-tap configuration, then both

types of mirroring are disabled. You can use the dtcp-only statement to cause RADIUS

requests to initiate mirroring for a subscriber to be rejected; the mirroring service is not

activated. The statement has no affect on DTCP-basedmirroring.

Existing RADIUS-initiatedmirroring is not affected by the statement, so to be effective

youmust issue the statement before a RADIUS-initiated service is activated for the

subscriber. DTCP-initiatedmirroring and FlowTapLite services, which use DTCP, are not

affected.

To prevent RADIUS requests from initiating mirroring:

• Enable only DTCP support.

[edit system services]
user@host# set dtcp-only

Related
Documentation

Subscriber Secure Policy Overview on page 411•

• Configuring Support for Subscriber Secure Policy Mirroring on page 429

• Configuring FlowTapLite

Example: Configuring Traffic That Is Mirrored Using DTCP-Initiated Subscriber Secure
Policy

This example shows how to configure traffic that is mirrored using DTCP-initiated

subscriber secure policy.

• Requirements on page 451

• Overview on page 451

• Configuration on page 452

Requirements

• Juniper Networks MX Series routers.

• Junos OS Release 12.3R1 or later.

Overview

This example drops all video on demand TCP traffic from subnet 203.0.113.0/8 to any

subscriber on which the policy named vod is enabled.
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To configure traffic mirroring using DTCP-initiated subscriber secure policy:

1. Create a policy.

2. Set up the policy to filter IPv4 or IPv6 traffic by source or destination address, or port,

protocol, or DSCP value.

3. Apply the policy using the DTCP attribute X-Drop-Policy.

4. Use the X-Drop-Policy with the ADD DTCP command to begin filtering traffic when

mirroring is triggered.

NOTE: To begin filtering traffic that is currently beingmirrored, use the
X-Drop-Policy attribute with the new ENABLE DTCP command. To stop
filtering traffic that is currentlybeingmirrored, use theX-Drop-Policyattribute
with the new DISABLE DTCP command.

Configuration

Step-by-Step
Procedure

To configure filtering mirrored traffic before it is sent to amediation device:

Specify that you want to configure radius-flow-tap.1.

[edit services]
user@host# edit radius-flow-tap

2. Specify that you want to configure a video on demand policy.

[edit services radius-flow-tap]
user@host# edit policy vod

3. Specify inet as the family that you want to use.

[edit services radius-flow-tap vod]
user@host# edit inet

4. Specify t1 as the term name for the IPv4 drop-policy.

[edit services radius-flow-tap vod inet]
user@host# edit drop-policy t1

5. Specify the source address for the drop-policy.

[edit services radius-flow-tap vod inet drop-policy t1]
user@host# edit source-address 203.0.113.0/8

6. Specify the match criteria that you want to use.

[edit services radius-flow-tap vod inet drop-policy t1]
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user@host# set protocol tcp

Results From configuration mode, confirm your configuration by entering the show services

command. If the output does not display the intended configuration, repeat the

instructions in this example to correct it.

[edit services radius-flow-tap policy]
vod {
inet {
drop-policy t1 {
from{
source-address {
203.0.113.0/8;

}
protocol tcp;

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Related
Documentation

Subscriber Secure Policy Overview on page 411•

• Configuring Support for Subscriber Secure Policy Mirroring on page 429

• DTCP Traffic Mirroring Triggers on page 438

Terminating DTCP-Initiated Subscriber Traffic Mirroring Sessions

You can terminate DTCP-initiated traffic mirroring sessions by the following action:

• DTCPDELETEmessage receipt—Terminatedupon receiptofaDTCPDELETEmessage.

TheDTCPadministrator configures theDELETEmessage to include thesamemirroring

attributes that are used in the ADDmessage to initiate mirroring.

Related
Documentation

• DELETE DTCP on page 459

• DTCPMessages Used for Subscriber Secure Policy on page 438
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CHAPTER 35

Configuring DTCP Messages Used for
DTCP-Initiated Subscriber Secure Policy
Mirroring

• ADD DTCP

• DELETE DTCP

• DISABLE DTCP

• ENABLE DTCP

• LIST DTCP

• Example: Using DTCPMessages to Trigger, Verify, and Disable Traffic Mirroring for

Subscribers on page 465
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ADDDTCP

Syntax ADD DTCP/0.7
Csource-ID: user-name
Cdest-ID: variable
Priority: priority-number
X-Drop-Policy: policy-name
X-JTap-Cdest-Dest-Address: ipv4-address
X-JTap-Cdest-Dest-Port: udp-port
X-JTap-Cdest-Source-Address: ipv4-address
X-JTap-Cdest-Source-Port: port-number
X-JTap-Cdest-TTL: time-to-live
X-MD-Intercept-Id: 8-byte-id
Dtcp-trigger: trigger-value
Dtcp-attribute: attribute-value
Flags: flag
Seq: sequence-number
Authentication-Info: ssh-authentication-string

Description Specify the DTCP attributes used in ADDmessages to cause the router to trigger traffic

mirroring and provide instructions to populate fields in the encapsulation header for

packets sent to the mediation device.

The DTCP ADDmessage can be sent either before or after subscribers log in through the

interface.

The following attributes are added to the packet header of mirrored packets that the

router sends to the mediation device. These attributes are required in the DTCP ADD

message.

• X-JTap-Cdest-Dest-Address

• X-JTap-Cdest-Dest-Port

• X-MD-Intercept-Id

NOTE: Startingwith JunosOSRelease 12.3,DTCPADDrequestsarevalidated
for the IP version. The source IP and destination IP addressesmust contain
amatching IP address family, whichmust match with the value of the
IPVersion field if it is available in the ADDmessage.

Options Csource-ID: user-name—Username on the router. This usernamemust be configured as
a DTCP user on the router using the set system login class or set system login user

statements.

Cdest-ID: variable—ID of the mediation device.

Flags: flag—STATIC is the only flag supported.

Copyright © 2017, Juniper Networks, Inc.456

Broadband Subscriber Services Feature Guide



Priority:priority-number—This implementationofDTCPdoesnotuse thepriority number.

X-Drop-Policy policy-name—Name of the policy used to determine which mirrored
packets are no longer sent to the mediation device.

X-JTap-Cdest-Dest-Address: ipv4-address—Destination IPv4 address of themediation
device to which intercepted packets are sent. Youmust include this attribute in your

ADDmessages.. It is used in theheader ofmirrored traffic that is sent to themediation

device.

X-JTap-Cdest-Dest-Port: udp-port—Destination port of the mediation device to which
intercepted packets are sent. Youmust include this attribute in your ADDmessages.

It is used in the header of mirrored traffic that is sent to the mediation device.

X-JTap-Cdest-Source-Address: ipv4-address—Source IPv4 address. Youmust include
this attribute in your ADDmessages. If the value entered does not match the value

configured on the router using the set services radius-flow-tap source-ipv4-address

source-ipv4-address statement, it is replaced by configured value.

X-JTap-Cdest-Source-Port: port-number—Source port. Youmust include this attribute
in your ADDmessages. If the value entered does not match the value of

X-Jtap-Cdest-Dest-Port, it is ignored.

X-JTap-Cdest-TTL: time-to-live—TTL value to be used in the forwarded packet.

X-MD-Intercept-Id8-byte-id—An Id that is used to identify a subscriber. Youmust include
this attribute in your ADDmessages. This ID is used in the header of mirrored traffic

that is sent to the mediation device to allow the device to track a subscriber. The

X-MD-Intercept-ID attribute must consist of 8-bytes, and the first two bits must be

00.

Dtcp-trigger: trigger-value—DTCPattribute used to trigger trafficmirroring. “DTCPTraffic
Mirroring Triggers” on page 438 lists the DTCP attributes that you can use in DTCP

ADDmessages to trigger traffic mirroring.

Dtcp-attribute: attribute-value—DTCP attribute included in the ADDmessages. “DTCP
Traffic Mirroring Triggers” on page 438 lists the DTCP attributes that you can use in

ADDmessages.

Seq:sequence-number—Numberaddedbythemediationdevice.DTCPmessagescontain
a monotonically increasing sequence number for each successive message.

Authentication-Info: ssh-authentication-string—String used when you are using SSH
to connect to the router.

Required Privilege
Level

Not applicable.

Related
Documentation

DTCP Traffic Mirroring Triggers on page 438•

• DTCP-Initiated Subscriber Secure Policy Overview on page 433
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• DELETE DTCP on page 459

• LIST DTCP on page 464

Sample Output

ADD DTCP/0.7
Csource-ID: ft-user1
Cdest-ID: cd1
Priority: 2
X-JTap-Cdest-Dest-Address: 203.0.113.50
X-JTap-Cdest-Dest-Port: 7890
X-JTap-Cdest-Source-Address: 203.0.113.9
X-JTap-Cdest-Source-Port: 12321
X-Interface-Id: ge-0/0/2.1
X-MD-Intercept-Id: 55667788
Flags: STATIC
Seq: 1
Authentication-Info: c16d2d9d1679facf0c4a66683af6114d341e4033

DTCP/0.7 200 OK
SEQ: 7
CRITERIA-ID: 2
TIMESTAMP: 2011-02-13 15:56:49.609
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DELETE DTCP

Syntax DELETE DTCP/0.7
Csource-ID: user-name
CRITERIA-ID: criteria-id
Cdest-ID: variable
Flags: flag
Seq: sequence-number
Authentication-Info:ssh-authentication-string

Description Disable traffic mirroring for a subscriber. Mirroring of the existing subscriber is stopped.

Options Csource-ID: user-name—Username on the router. This namemust be configured on the
router.

CRITERIA-ID: criteria-id—ID that DTCP assigns for themirrored sessionwhen you create
a DTCPADDmessage. Use this ID in your DELETEmessages to disable the intercept

for a specific subscriber. Toview the ID, use theDTCPLISTmessage.TheCRITERIA-ID

and the Cdest-ID are mutually exclusive in DELETEmessages.

Cdest-ID: variable—ID of the mediation device. Use this ID in your DELETEmessages to
remove all mirroring sessions associatedwith amediation device. The Cdest-ID and

the CRITERIA-ID are mutually exclusive in DELETEmessages.

Flags: flag—STATIC is the only flag supported.

Seq:sequence-number—Numberaddedbythemediationdevice.DTCPmessagescontain
a monotonically increasing sequence number for each successive message.

Authentication-Info: ssh-authentication-string—String used when you are using SSH
to connect to the router.

Required Privilege
Level

Not applicable.

Related
Documentation

DTCP Traffic Mirroring Triggers on page 438•

• DTCP-Initiated Subscriber Secure Policy Overview on page 433

• ADDDTCP on page 456

• LIST DTCP on page 464

List of Sample Output DELETE DTCP on page 460

Sample Output

The following sample shows how to disable mirroring for a specific subscriber by using

the CRITERIA-ID.
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DELETE DTCP

DELETE DTCP/0.7
Csource-ID: dtcp1
CRITERIA-ID: 2
Flags: STATIC
Seq: 10
Authentication-Info: 7e84ae871b12f2da023b038774115bb8d955f17e

DTCP/0.7 200 OK
SEQ: 10
CRITERIA-COUNT: 1
TIMESTAMP: 2011-02-13 16:00:02.802
AUTHENTICATION-INFO: 2834ff32ec07d84753a046cfb552e072cc27d50b
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DISABLE DTCP

Syntax DISABLE DTCP/0.7
Csource-ID: user-name
Criteria-ID: variable
X-Drop-Policy: variable
Flags: flags

Release Information Command introduced in Junos OS Release 12.3.

Description Specify the DTCP ENABLEmessage to remove a drop policy that exists because of a

prior DTCP ADD or DTCP ENABLE command

The DTCP DISABLEmessage can only be issued on a Criteria-ID that was returned in a

response to a previous DTCP ADD. The policy applies to any new subscribers thatmatch

the trigger corresponding to the Criteria-ID. Any existing mirroring remains in place, the

policy is not be applied to them.

Options Csource-ID: user-name—Username on the router. This usernamemust be configured as
a DTCP user on the router using the set system login class or set system login user

statements.

Criteria-ID: variable—Identifies the subscriber on which the policy update occurs.

Flags: flag—STATIC is the only flag supported.

X-Drop-Policy: variable—Name of the policy that determines which mirrored packets
are no longer sent to the mediation device.

Required Privilege
Level

Not applicable.

Related
Documentation

ENABLE DTCP on page 462•

Sample Output

DISABLE DTCP/0.7
Csource-ID: ft-user1
Criteria-ID: 1 
X-Drop: T1
Flags: STATIC
Seq: 1
Authentication-Info: c16d2d9d1679facf0c4a66683af6114d341e4033

DTCP/0.7 200 OK
SEQ: 7
CRITERIA-ID: 2
TIMESTAMP: 2011-02-13 15:56:49.609

461Copyright © 2017, Juniper Networks, Inc.

Chapter 35: Configuring DTCPMessages Used for DTCP-Initiated Subscriber Secure Policy Mirroring



ENABLE DTCP

Syntax ENABLE DTCP/0.7
Csource-ID: user-name
Criteria-ID: variable
X-Drop-Policy: variable
Flags: flags

Release Information Command introduced in Junos OS Release 12.3.

Description Specify the DTCP attributes used in ENABLEmessages to cause the router to trigger a

drop policy if one does not already exist from a prior DTCP ADD or DTCP ENABLE

command.

The DTCP ENABLEmessage can only be issued on a Criteria-ID that was returned in a

response to a previous DTCP ADD command. The policy applies to any new subscribers

whomatch the trigger corresponding to the Criteria-ID. Any existing mirroring remains in

place and the policy is not be applied to them. The DTCP ENABLE command stops only

the traffic that is identifiedby the specifiedpolicy frombeing sent to themediationdevice.

Options Csource-ID: user-name—Username on the router. This usernamemust be configured as
a DTCP user on the router using the set system login class or set system login user

statements.

Criteria-ID: variable—Value returned from a prior DTCP ADD that identifies the trigger

on which to disable this drop policy.

Flags: flag—STATIC is the only flag supported.

X-Drop-Policy: variable—Name of the policy that determines which mirrored packets
are no longer sent to the mediation device.

Required Privilege
Level

Not applicable.

Related
Documentation

DISABLE DTCP on page 461•

Sample Output

ENABLE DTCP/0.7
Csource-ID: ft-user1
Criteria-ID: 1 
X-Drop: T1
Flags: STATIC
Seq: 1
Authentication-Info: c16d2d9d1679facf0c4a66683af6114d341e4033

DTCP/0.7 200 OK
SEQ: 7
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CRITERIA-ID: 2
TIMESTAMP: 2011-02-13 15:56:49.609
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LIST DTCP

Syntax LIST DTCP/0.7
Csource-ID: user-name
Cdest-ID: variable
Flags: BOTH
Seq: sequence-number
Authentication-Info:ssh-authentication-string

Description Request information that is returned in a LIST response. The response lists triggers only.

It does not return sessions that are being mirrored.

Options Csource-ID: user-name—Username on the router. This namemust be configured on the
router.

Cdest-ID: variable—ID of the mediation device.

If a LIST DTCP command is sent withmultiple Cdest-IDs, the error 400BadRequest

is displayed.

Flags: flag—BOTH is the only flag supported. This field must be included in the LIST
message for the LIST request to not be rejected until Junos OS Releases 14.1R4 and

14.2R2. Starting with Junos OS Release 14.1R5, 14.2R3, and 15.1R1, the Flags field is

not a required parameter in theDTCPLISTmessage. The LIST request is not rejected

if the LISTmessage does not contain the Flags field. If the DTCP LISTmessage

contains the Flags field, the value of that field is processed. If the LISTmessage does

not contain the Flags field, the CRITERIA field parameter is used for the Flags field.

Starting with Junos OS Release 12.3, whenmore than one CDest-ID parameter is

present in the DTCP LIST or DELETE DTCP commands, the error code 400 (Bad

Request) is returned in the response, insteadof theerror code431 (UnknownContent

Destination).

Seq:sequence-number—Numberaddedbythemediationdevice.DTCPmessagescontain
a monotonically increasing sequence number for each successive message.

Authentication-Info: ssh-authentication-string—String used when you are using SSH
to connect to the router.

Required Privilege
Level

Not applicable.

Related
Documentation

DTCP Traffic Mirroring Triggers on page 438•

• DTCP-Initiated Subscriber Secure Policy Overview on page 433

• ADDDTCP on page 456

• DELETE DTCP on page 459
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List of Sample Output LIST DTCP on page 465

Sample Output

LIST DTCP

LIST DTCP/0.7
Csource-ID: dtcp1
Cdest-ID: cd1
Flags: BOTH
Seq: 9
Authentication-Info: f6dd64643021debb167ce2fb2d3c7b6622a87e09

DTCP/0.7 200 OK
SEQ: 9
TIMESTAMP: 2011-02-13 15:57:47.667
CRITERIA-ID: 2
CSOURCE-ID: dtcp1
CDEST-ID: cd1
CSOURCE-ADDRESS: 203.0.113.224
FLAGS: BOTH
X-JTAP-CDEST-DEST-ADDRESS: 192.0.2.168
X-JTAP-CDEST-DEST-PORT: 65535
X-JTAP-CDEST-SOURCE-ADDRESS: 198.51.100.10
X-JTAP-CDEST-SOURCE-PORT: 50000
X-JTAP-CDEST-TTL: 64
X-INTERFACE-ID: demux0.30010002 
X-MD-INTERCEPT-ID: 0x0101010130010002
CRITERIA-NUM: 1
CRITERIA-COUNT: 0

CRITERIA-ID: 3
CSOURCE-ID: dtcp1
CDEST-ID: cd1
CSOURCE-ADDRESS: 203.0.113.224
FLAGS: BOTH
X-JTAP-CDEST-DEST-ADDRESS: 192.0.2.168
X-JTAP-CDEST-DEST-PORT: 65535
X-JTAP-CDEST-SOURCE-ADDRESS: 198.51.100.10
X-JTAP-CDEST-SOURCE-PORT: 50000
X-JTAP-CDEST-TTL: 64
X-INTERFACE-ID: demux0.30010001 
X-MD-INTERCEPT-ID: 0x0101010130010001
CRITERIA-NUM: 2
CRITERIA-COUNT: 2
AUTHENTICATION-INFO: 361171ccb24dde6afe8ef66021287f9b8ac16028

Example: Using DTCPMessages to Trigger, Verify, and Disable Traffic Mirroring for
Subscribers

This example shows how to create DTCPmessages to do the following:

• Trigger traffic mirroring for two subscribers based on interface ID.

• Trigger a drop policy if one does not already exist.

• Remove an existing drop policy.

• Verify that subscriber traffic on the two interfaces is being mirrored.
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• Disable traffic mirroring on the two subscriber interfaces.

• Verify that traffic mirroring was stopped on the two subscriber interfaces.

In this example, SSH is being used to communicate with the router.

Creating DTCP ADDMessages to Trigger Traffic Mirroring

This section shows examples of DTCP ADDmessages on amediation device that use

the interface ID to trigger traffic mirroring on interfaces demux0.30010002 and

demux0.30010001.

ADD DTCP/0.7
Csource-ID: dtcp1
Cdest-ID: cd1
Priority: 2
X-JTap-Cdest-Dest-Address: 192.0.2.168
X-JTap-Cdest-Dest-Port: 65535
X-JTap-Cdest-Source-Address: 198.51.100.10
X-JTap-Cdest-Source-Port: 50000
X-JTap-Cdest-TTL: 64
X-Interface-Id: demux0.30010002 /*Used as trigger*/
X-MD-Intercept-Id: 0x0101010130010002
Flags: BOTH
Seq: 7
Authentication-Info: c16d2d9d1679facf0c4a66683af6114d341e4033

DTCP/0.7 200 OK
SEQ: 7
CRITERIA-ID: 2
TIMESTAMP: 2011-02-13 15:56:49.609
AUTHENTICATION-INFO: 4880de4b8cead98c95813fd9b95e240b107d4693

ADD DTCP/0.7
Csource-ID: dtcp1
Cdest-ID: cd1
Priority: 2
X-JTap-Cdest-Dest-Address: 192.0.2.168
X-JTap-Cdest-Dest-Port: 65535
X-JTap-Cdest-Source-Address: 198.51.100.10
X-JTap-Cdest-Source-Port: 50000
X-JTap-Cdest-TTL: 64
X-Interface-Id: demux0.30010001 /*Used as trigger*/
X-MD-Intercept-Id: 0x0101010130010001
Flags: STATIC
Seq: 8
Authentication-Info: dc3c55481a3810c7dd29fdc1b4681d978ff4e7c4

DTCP/0.7 200 OK
SEQ: 8
CRITERIA-ID: 3
TIMESTAMP: 2011-02-13 15:57:20.640
AUTHENTICATION-INFO: 4b31ef1311647e5ba52d2d5d4237b9e5beaa47b7

ADD DTCP/0.7
Csource-ID: ft-user1
Cdest-ID: cd1
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Priority: 2
X-JTap-Cdest-Dest-Address:  203.0.113.112
X-JTap-Cdest-Dest-Port: 7899
X-JTap-Cdest-Source-Address: 192.0.2.9
X-JTap-Cdest-Source-Port: 12321
X-Username: testuser
X-MD-Intercept-Id: 55667789
Flags: STATIC

DTCP/0.7 200 OK
SEQ: 100
CRITERIA-ID: 1

Creating DTCP ENABLEMessages to Trigger Traffic Mirroring

This section shows an example of DTCP ENABLEmessages on amediation device that

use the interface ID to trigger traffic mirroring on interfaces demux0.30010002 and

demux0.30010001.

ENABLE DTCP/0.8
Csource-ID: ft-user1
Cdest-ID: cd1
X-Drop-Policy: vod
Flags: STATIC

Creating DTCP DISABLEMessages to Trigger Traffic Mirroring

This section shows examples of DTCP DISABLEmessages on amediation device that

use the interface ID to trigger traffic mirroring on interfaces demux0.30010002 and

demux0.30010001. Whether you used DTCP ADD plus a policy or DTCP ADD and DTCP

ENABLE, you can turn the policy off with DTCP DISABLE.

DISABLE DTCP/0.8
Csource-ID: ft-user1
Criteria-ID: 1
X-Drop-Policy: vod
Flags: STATIC

DISABLE DTCP/0.8
Csource-ID: ft-user1
Cdest-ID: cd1
X-Drop-Policy: vod
Flags: STATIC

Using LISTMessages to Verify That Subscriber Traffic Is BeingMirrored

This section shows examples of a LISTmessage on themediation device. The LIST

message requests information about the subscribers being mirrored. The information is

returned in a LIST response. The response shows that traffic for the two

interfaces—demux0.30010002 and demux0.30010001—is being mirrored.

LIST DTCP/0.7
Csource-ID: dtcp1
Cdest-ID: cd1
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Seq: 9
Authentication-Info: f6dd64643021debb167ce2fb2d3c7b6622a87e09

DTCP/0.7 200 OK
SEQ: 9
TIMESTAMP: 2011-02-13 15:57:47.667
CRITERIA-ID: 2
CSOURCE-ID: dtcp1
CDEST-ID: cd1
CSOURCE-ADDRESS: 203.0.113.224
FLAGS: BOTH
X-JTAP-CDEST-DEST-ADDRESS: 192.0.2.168
X-JTAP-CDEST-DEST-PORT: 65535
X-JTAP-CDEST-SOURCE-ADDRESS: 198.51.100.10
X-JTAP-CDEST-SOURCE-PORT: 50000
X-JTAP-CDEST-TTL: 64
X-INTERFACE-ID: demux0.30010002 /*subscriber interface*/
X-MD-INTERCEPT-ID: 0x0101010130010002
CRITERIA-NUM: 1
CRITERIA-COUNT: 0

CRITERIA-ID: 3
CSOURCE-ID: dtcp1
CDEST-ID: cd1
CSOURCE-ADDRESS: 203.0.113.224
FLAGS: BOTH
X-JTAP-CDEST-DEST-ADDRESS: 192.0.2.168
X-JTAP-CDEST-DEST-PORT: 65535
X-JTAP-CDEST-SOURCE-ADDRESS: 198.51.100.10
X-JTAP-CDEST-SOURCE-PORT: 50000
X-JTAP-CDEST-TTL: 64
X-INTERFACE-ID: demux0.30010001 /*subscriber interface*/
X-MD-INTERCEPT-ID: 0x0101010130010001
CRITERIA-NUM: 2
CRITERIA-COUNT: 2
AUTHENTICATION-INFO: 361171ccb24dde6afe8ef66021287f9b8ac16028

Using DELETEMessages to Remove Traffic Mirroring Triggers

This section shows examples of DELETEmessages used to remove traffic mirroring

triggers on demux0.30010001 and demux0.30010002. DTCP DELETE can use either

Criteria-ID to delete only that criteria or Cdest-ID to delete everything with cdest-ID that

you previously created.

DELETE DTCP/0.7
Csource-ID: dtcp1
CRITERIA-ID: 2
Flags: STATIC
Seq: 10
Authentication-Info: 7e84ae871b12f2da023b038774115bb8d955f17e

DTCP/0.7 200 OK
SEQ: 10
CRITERIA-COUNT: 1
TIMESTAMP: 2011-02-13 16:00:02.802
AUTHENTICATION-INFO: 2834ff32ec07d84753a046cfb552e072cc27d50b
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DELETE DTCP/0.7
Csource-ID: dtcp1
CRITERIA-ID: 3
Flags: STATIC
Seq: 12
Authentication-Info: 7653fd94659a7183a990bdea654a1b97c0895348

DTCP/0.7 200 OK
SEQ: 12
CRITERIA-COUNT: 1
TIMESTAMP: 2011-02-13 16:01:35.895
AUTHENTICATION-INFO: 7cd8171057a327434e1b2d9b35f43b88305f9a74

Verifying That Traffic MirroringWas Stopped on the Subscriber Interfaces

This section shows an example of a LISTmessage used to show that traffic mirroring on

demux0.30010001 and demux0.30010002 is disabled.

LIST DTCP/0.7
Csource-ID: dtcp1
Cdest-ID: cd1
Seq: 13
Authentication-Info: 7c9f825427cfeaecebb0d13ea3842af1021c7d26

DTCP/0.7 430 Unknown Content Destination
SEQ: 13
AUTHENTICATION-INFO: 5ca2eec65106354fe59c878b4c36b7de3c511acd

Related
Documentation

• DTCP-Initiated Subscriber Secure Policy Overview on page 433

• Configuring DTCP-Initiated Subscriber Secure Policy Mirroring Overview on page 445
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CHAPTER 36

Configuring Subscriber Secure Policy
Support for IPv4 Multicast Traffic

• Subscriber Secure Policy Support for IPv4 Multicast Traffic on page 471

• Enabling Subscriber Secure Policy Mirroring for IPv4 Multicast Traffic on page 472

Subscriber Secure Policy Support for IPv4Multicast Traffic

IP multicast traffic is used for applications such as audio or video streaming, IPTV, video

conferencing, or online gaming. Multicast traffic is sent tomultiple subscribers who have

joined amulticast group.

Secure subscriberpolicyallows for themirroringof IPv4multicast traffic sent toaspecific

subscriber. Ifmultiple subscriberswhose traffic requiresmirroring join the samemulticast

session, the subscriber securepolicy featuremirrors eachsubscriber’s traffic and forwards

it separately to the mediation device with the proper prepended header.

Mirroringofmulticast traffic is supportedonly for subscribers in thedefault logical system.

You can enable and disable the mirroring of multicast traffic on a per-chassis basis. You

cannot enable or disable it on a per-subscriber basis.

Triggering theMirroring of IPv4Multicast Traffic

Multicast traffic being sent towardsa subscriber doesnot containmuchof the identifying

information used to trigger mirroring of a subscriber’s unicast traffic. For example, the

multicast packet contains the multicast group address in the destination address of the

packet instead of the subscriber’s IP address. It also does not contain the user name or

MAC address of the subscriber, and does not include information obtained by RADIUS

orDHCP.Therefore,methodsof identifyingmulticast traffic that is receivedbyasubscriber

are not the same asmethods of identifying a subscriber’s unicast traffic or multicast

traffic that is sent by a subscriber.

To join amulticast group, a subscriber sends an IGMP join request, and it receives a reply.

The reply contains the multicast groups to which the subscriber is registered. Triggering

themirroring ofmulticast traffic is based on the sending of the IGMP join request and the

information in the IGMP reply. If the subscriber’s unicast traffic is already being mirrored

either through DTCP-initiated or RADIUS-initiated traffic mirroring, and the subscriber
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sendsan IGMP join request,mirroringofmulticast traffic sent to the subscriber is initiated.

The traffic being mirrored is based on the groups contained in the IGMP reply.

Related
Documentation

Enabling Subscriber Secure Policy Mirroring for IPv4 Multicast Traffic on page 472•

Enabling Subscriber Secure Policy Mirroring for IPv4Multicast Traffic

This topicdescribes thesteps toenablesubscriber securepolicymirroringof IPv4multicast

traffic. You can enable and disable IPv4multicast intercept on a per chassis basis.

To configure the radius-flow-tap service to support subscriber secure policy mirroring:

1. Configure the flow-tap service used for subscriber secure policy mirroring.

[edit services]
user@host# edit radius-flow-tap

2. Enable the interception of multicast traffic.

[edit services radius-flow-tap]
user@host# setmulticast-interception

Related
Documentation

• Subscriber Secure Policy Support for IPv4 Multicast Traffic on page 471

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427

• Configuring DTCP-Initiated Subscriber Secure Policy Mirroring Overview on page 445
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CHAPTER 37

Configuring Intercept-Related Information
for Subscriber Secure Policy

• Intercept-Related Events Transmitted to the Mediation Device on page 473

• SNMP Traps for Subscriber Secure Policy LAES Compliance on page 473

• Configuring SNMPv3 Traps for Subscriber Secure Policy Mirroring on page 475

• Example:SNMPv3TrapsConfiguration forSubscriberSecurePolicyMirroringonpage475

Intercept-Related Events Transmitted to theMediation Device

You can use SNMPv3 traps to report intercept-related events to the mediation device.

These events include identifying information for subscribers, such as username or IP

address, and subscriber sessionevents, suchas loginor logout eventsormirroring session

activation or deactivation. The router sends the events to themediation device in SNMP

traps. Using SNMPv3 provides secure traps that are visible only to authorized individuals

on the intended secure mediation device. The traps help support compliance with the

CommunicationsAssistance for LawEnforcementAct (CALEA),whichdefineselectronic

surveillance guidelines for telecommunications companies.

The supported SNMPv3 traps map tomessages defined by the Lawfully Authorized

Electronic Surveillance (LAES) for IP Network Access, American Nation Standard For

Telecommunications. “SNMP Traps for Subscriber Secure Policy LAES Compliance” on

page 473 describes the supported SNMPv3 traps and their related LAESmessages.

Related
Documentation

Subscriber Secure Policy Overview on page 411•

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427

• Configuring DTCP-Initiated Subscriber Secure Policy Mirroring Overview on page 445

• SNMP Traps for Subscriber Secure Policy LAES Compliance on page 473

• Example:SNMPv3TrapsConfiguration forSubscriberSecurePolicyMirroringonpage475

SNMP Traps for Subscriber Secure Policy LAES Compliance

Table43onpage474describes theSNMPv3 traps that subscriber securepolicymirroring

uses to provide information that maps to messages defined in the Lawfully Authorized
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Electronic Surveillance (LAES) for IP Network Access, American National Standard for

Telecommunications. These messages enable subscriber secure policy to comply with

the Communications Assistance for Law Enforcement Act (CALEA). The Juniper Packet

Mirroring MIB, jnx-js-packet-mirror.mib, provides the SNMP trap.

Table 43: Subscriber Secure Policy SNMPv3 Traps for LAESMessages

DescriptionLAESMessageSNMPv3 Trap

A subscriber, who is identified to
have amirrored service that is
activated at login, has
successfully logged in.

• access-attempt (implied)

• access-session-accept

• packet-data-session-start

jnxJsPacketMirrorLiSubscriberLoggedIn

A subscriber, who is identified to
have amirrored service that is
activated at login, has failed to
log in.

• access-attempt (implied)

• access-failed (all termination reasons
except authentication-reject)

• access-reject (termination reason is
authentication-reject)

jnxJsPacketMirrorSessionLiSubscriberLogInFailed

A subscriber, who had an active
mirrored service, has logged out.

• access-session-end

• packet-data-session-end

jnxJsPacketMirrorInterfaceLiSubscriberLoggedOut

Amirrored session has been
activated.

• packet-data-session-already-establishedjnxJsPacketMirrorInterfaceLiServiceActivated

Amirrored session for a
subscriber has failed.

–jnxJsPacketMirrorSessionLiServiceActivationFailed

Amirrored session for an
established subscriber has been
deactivated.

–jnxJsPacketMirrorSessionLiServiceDeactivated

Amirrored service request failed
due to an invalid value in the
request.

Note: This trap is not related to
LAESmessages.

–jnxJsPacketMirrorMirroringFailure

The type of trigger that caused
themirroring session to be
activated.

–jnxJsPacketMirrorTriggerType

The calling station ID of the
subscriber whose traffic is
currently being mirrored.

–jnxJsPacketMirrorCallingStationIdentifier

The NAS ID of the session in
which traffic is being mirrored.

–jnxJsPacketMirrorNasIdentifier

The IPv6 address of the
subscriber interface that is being
mirrored.

–jnxJsPacketMirrorTargetIPv6Address
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Related
Documentation

Intercept-Related Events Transmitted to the Mediation Device on page 473•

• Example:SNMPv3TrapsConfiguration forSubscriberSecurePolicyMirroringonpage475

Configuring SNMPv3 Traps for Subscriber Secure Policy Mirroring

This topic provides an overview of the SNMPv3 configuration process as it pertains to

subscriber secure policy.

To configure SNMPv3 trap support for subscriber secure policy and to send the trap

information to the mediation device:

1. Configure the MIB view.

See Configuring MIB Views.

2. Configure the trap notification and trap notification filter. See the following topics:

• Configuring the SNMPv3 Trap Notification

• Configuring the Trap Notification Filter

3. Configure the target device. The target device is the mediation device that receives

the trap information.

See Configuring SNMPv3 Traps on a Device Running Junos OS.

4. Configure theSNMPv3user, authenticationmethodandpassword,andprivacymethod

and password. See the following topics:

• Creating SNMPv3 Users

• Configuring the SNMPv3 Authentication Type

• Configuring the SNMPv3 Encryption Type

5. Configure user access privileges to management information.

See Defining Access Privileges for an SNMP Group.

Related
Documentation

SNMPv3 Overview•

• Intercept-Related Events Transmitted to the Mediation Device on page 473

• SNMP Traps for Subscriber Secure Policy LAES Compliance on page 473

• Example:SNMPv3TrapsConfiguration forSubscriberSecurePolicyMirroringonpage475

Example: SNMPv3 Traps Configuration for Subscriber Secure Policy Mirroring

This example shows an SNMP configuration that provides SNMPv3 trap support.
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Configure the SNMPv3 trap support at the [edit snmp] hierarchy level.

[edit snmp]
v3 {
usm {
local-engine {
user mediation-device1 { ## Name of themediation device
authentication-md5 {
authentication-key "yourAuthentictaionKey"; ## SECRET-DATA

}
privacy-des {
privacy-key "YourPrivacyKey"; ## SECRET-DATA

}
}

}
}
target-address london-1 {
address 198.51.100.240; ## Address of themediation device receiving the traps
port 162;
tag-list mediation-8;
target-parameters tp1;

}
target-parameters tpi {
parameters {
message-processing-model v3;
security-model usm;
security-level authentication;
security-namemediation-device1; ## Name of themediation device

}
notify-filter nf1;

}
notify n1 {
type trap;
tagmediation-8;

}
notify-filter nf1 {
oid .1 include;

}
}
view system {
oid 1.3.6.1.2.1.1 include;

}
view all {
oid .1 include;

}

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• Configuring SNMPv3 Traps for Subscriber Secure Policy Mirroring on page 475

• SNMPv3 Overview
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PART 7

Troubleshooting

• Contacting Juniper Networks Technical Support on page 479
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CHAPTER 38

Contacting Juniper Networks Technical
Support

• Collecting Subscriber Access Logs Before Contacting Juniper Networks Technical

Support on page 479

Collecting Subscriber Access Logs Before Contacting Juniper Networks Technical
Support

Problem Description:When you experience a subscriber access problem in your network, we

recommend that you collect certain logs before you contact Juniper Networks Technical

Support. This topic shows you themost useful logs for a variety of network

implementations. In addition to the relevant log information, youmust also collect

standard troubleshooting information and send it to JuniperNetworksTechnical Support

in your request for assistance.

Solution To collect standard troubleshooting information:

• Redirect the command output to a file.

user@host> request support information | save rsi-1
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To configure logging to assist Juniper Networks Technical Support:

1. Review the following blocks of statements to determine which apply to your

configuration.

[edit]
set system syslog archive size 100m files 25
set system auto-configuration traceoptions file filename
set system auto-configuration traceoptions file filename size 100m files 25
set protocols ppp-service traceoptions file filename size 100m files 25
set protocols ppp-service traceoptions level all
set protocols ppp-service traceoptions flag all
set protocols ppp traceoptions file filename size 100m files 25
set protocols ppp traceoptions level all
set protocols ppp traceoptions flag all
set protocols pppmonitor-session all
set interfaces pp0 traceoptions flag all
set demux traceoptions file filename size 100m files 25
set demux traceoptions level all
set demux traceoptions flag all
set system processes dhcp-service traceoptions file filename
set system processes dhcp-service traceoptions file size 100m
set system processes dhcp-service traceoptions file files 25
set system processes dhcp-service traceoptions flag all
set class-of-service traceoptions file filename
set class-of-service traceoptions file size 100m
set class-of-service traceoptions flag all
set class-of-service traceoptions file files 25
set routing-options traceoptions file filename
set routing-options traceoptions file size 100m
set routing-options traceoptions flag all
set routing-options traceoptions file files 25
set interfaces traceoptions file filename
set interfaces traceoptions file size 100m
set interfaces traceoptions flag all
set interfaces traceoptions file files 25
set system processes general-authentication-service traceoptions file filename
set system processes general-authentication-service traceoptions file size 100m
set system processes general-authentication-service traceoptions flag all
set system processes general-authentication-service traceoptions file files 25

2. Copy the relevant statements into a text file andmodify the log filenames as you

want.

3. Copy the statements from the text file and paste them into the CLI on your router to

configure logging.

4. Commit the logging configuration to begin collecting information.

NOTE: Themaximum file size for DHCP local server and DHCP relay log files
is 1 GB. Themaximum number of log files for DHCP local server and DHCP
relay is 1000.
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BEST PRACTICE: Enable these logs only to collect information when
troubleshooting specific problems. Enabling these logs during normal
operations can result in reduced system performance.

Related
Documentation

• Compressing Troubleshooting Logs from /var/logs to Send to Juniper Networks Technical

Support
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PART 8

Configuration Statements and
Operational Commands

• Configuration Statements on page 485

• Operational Commands on page 833
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CHAPTER 39

Configuration Statements

• accounting (Dynamic IGMP Interface) on page 493

• accounting (Dynamic MLD Interface) on page 494

• action on page 495

• address (LRF Profile) on page 496

• address-mapping (Application Identification) on page 497

• adf (Dynamic Firewalls) on page 498

• adjustment-control-profiles on page 499

• adjust-minimum (Dynamic Shaping and Scheduling) on page 500

• adjust-percent (Dynamic Schedulers) on page 501

• aggregate (Hierarchical Policer) on page 502

• alt-name (Application Identification) on page 503

• ancp (Adjustment Control Profiles) on page 504

• application (Adjustment Control Profiles) on page 505

• application (Application Identification) on page 506

• application-groups (PCC Rules) on page 508

• application-identification (Application Identification) on page 509

• application-identification-profile (Service Set) on page 510

• applications (PCC Rules) on page 511

• apply-groups (Subscriber Secure Policy) on page 512

• apply-groups-except (Subscriber Secure Policy) on page 512

• authentication (Login) on page 513

• authentication-order on page 515

• authentication-server on page 516

• bandwidth (Tunnel Services) on page 517

• bandwidth-limit (Policer) on page 519

• bandwidth-percent on page 521

• buffer-size (Dynamic Scheduling) on page 523

• burst-size-limit (Hierarchical Policer) on page 524
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• burst-size-limit (Policer) on page 525

• bytes (Dynamic Traffic Shaping) on page 527

• cacheable (Application Identification) on page 528

• captive-portal-content-delivery (Captive Portal Content Delivery) on page 529

• captive-portal-content-delivery-profile (services) on page 531

• cell-mode (Dynamic Traffic Shaping) on page 532

• chain-order (Application Identification) on page 533

• check-bytes (Application Identification) on page 534

• class (Assigning a Class to an Individual User) on page 534

• class (Defining Login Classes) on page 535

• class-of-service (Dynamic Profiles) on page 536

• classifiers (Dynamic CoS Application) on page 537

• code (Application Identification) on page 538

• collector (LRF Profile) on page 539

• collector (LRF Rule) on page 540

• color-aware on page 541

• color-blind on page 542

• committed-burst-size on page 543

• committed-information-rate on page 545

• compatibility (Application Identification) on page 546

• connection-limit on page 547

• context (Application Identification) on page 548

• delay-buffer-rate (Dynamic Traffic Shaping) on page 549

• description (Application Identification) on page 550

• destination (Application Identification) on page 550

• destination (LRF Profile) on page 551

• destination-address (Subscriber Secure Policy) on page 551

• destination-port (Subscriber Secure Policy) on page 552

• ddos-protection (DDoS) on page 553

• direction (Application Identification) on page 554

• direction (Service Data Flow Filters) on page 555

• disable (Dynamic IGMP) on page 556

• disable (Dynamic MLD) on page 556

• drop-policy (Subscriber Secure Policy) on page 557

• drop-profile (Dynamic Schedulers) on page 558

• drop-profile-map (Dynamic Schedulers) on page 559

• dscp (Dynamic Classifiers) on page 560
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• dscp (Dynamic Rewrite Rules) on page 561

• dscp (Subscriber Secure Policy) on page 561

• dscp-ipv6 (Dynamic Classifiers) on page 562

• dscp-ipv6 (Dynamic Rewrite Rules) on page 563

• dtcp-only (System Services) on page 563

• dynamic-class-of-service-options (Dynamic Traffic Shaping) on page 564

• dynamic-profiles on page 565

• effective-shaping-rate on page 573

• enhanced-mode on page 574

• enhanced-mode-override on page 577

• enhanced-policer on page 578

• excess-burst-size on page 579

• excess-priority (Dynamic Schedulers) on page 580

• excess-rate (Dynamic Schedulers) on page 581

• excess-rate (Dynamic Traffic Shaping) on page 582

• excess-rate-high (Dynamic Traffic Shaping) on page 583

• excess-rate-low (Dynamic Traffic Shaping) on page 584

• exclude (Dynamic MLD Interface) on page 585

• fail-filter (Dynamic Profiles) on page 585

• family (Dynamic Firewalls) on page 586

• family (Dynamic Standard Interface) on page 588

• fast-update-filter (Dynamic Firewalls) on page 590

• filter (Configuring) on page 591

• filter (Dynamic Profiles Filter Attachment) on page 592

• filter (Dynamic Profiles Filter Creation) on page 593

• filter (Dynamic Interface Unit) on page 594

• filter-specific on page 595

• fingerprint-hash on page 596

• firewall (Dynamic Firewalls) on page 597

• flow-descriptions on page 599

• flow-tap-dtcp on page 600

• flows (PCC Rules) on page 601

• format (LRF Profile) on page 602

• forwarding-class (Dynamic Scheduler Maps) on page 602

• forwarding-class (PCC Action Profiles) on page 603

• forwarding-class (Subscriber Secure Policy) on page 604

• fpc (MX Series 3D Universal Edge Routers) on page 605
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• frame-mode (Dynamic Traffic Shaping) on page 607

• from (PCC Rules) on page 609

• from (Subscriber Secure Policy) on page 610

• gate-status on page 611

• group (Dynamic IGMP Interface) on page 612

• group (Dynamic MLD Interface) on page 613

• group-count (Dynamic MLD Interface) on page 614

• group-increment (Dynamic MLD Interface) on page 615

• group-limit (Dynamic IGMP Interface) on page 616

• group-limit (Dynamic MLD Interface) on page 617

• group-policy (Dynamic IGMP Interface) on page 618

• group-policy (Dynamic MLD Interface) on page 618

• guaranteed-rate (Dynamic Traffic Shaping) on page 619

• hierarchical-policer on page 620

• hierarchical-scheduler (Subscriber Interfaces on MX Series Routers) on page 623

• http-log-multiple-transactions (LRF Profile) on page 624

• icmp-mapping (Application Identification) on page 625

• ieee-802.1 (Dynamic Classifiers) on page 626

• ieee-802.1 (Dynamic Rewrite Rules) on page 627

• if-exceeding (Hierarchical Policer) on page 628

• if-exceeding (Policer) on page 629

• igmp (Dynamic Profiles) on page 630

• immediate-leave (Dynamic IGMP Interface) on page 631

• immediate-leave (Dynamic MLD Interface) on page 632

• inet (Subscriber Secure Policy) on page 633

• inet-precedence (Dynamic Classifiers) on page 634

• inet-precedence (Dynamic Rewrite Rules) on page 635

• inet6 (Subscriber Secure Policy) on page 636

• input (Dynamic Service Sets) on page 637

• interface (Dynamic IGMP) on page 638

• interface (Dynamic Interface Sets) on page 639

• interface (Dynamic MLD) on page 640

• interface (Dynamic Routing Options) on page 641

• interface-service (Services Interfaces) on page 642

• interface-set (Dynamic Profiles) on page 643

• interface-shared on page 645

• interface-specific (Dynamic Firewalls) on page 645
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• interfaces (Dynamic CoS Definition) on page 646

• interfaces (Static and Dynamic Subscribers) on page 647

• ip-protocol-mapping (Application Identification) on page 651

• local-port-range on page 652

• local-ports on page 654

• logging-rule (PCC Action Profile) on page 655

• logical-bandwidth-policer on page 656

• logical-interface-fpc-redundancy (Aggregated Ethernet Subscriber

Interfaces) on page 657

• logical-interface-policer on page 658

• logical-system (Subscriber Secure Policy) on page 659

• login on page 660

• loss-priority (Dynamic Schedulers) on page 661

• loss-priority high then discard (Three-Color Policer) on page 662

• lrf-profile (Service Set) on page 663

• match-direction (Captive Portal Content Delivery) on page 664

• max-queues-per-interface on page 665

• match-order (Dynamic Firewalls) on page 666

• maximum-bit-rate (PCC Action Profiles) on page 667

• member (Application Identification) on page 668

• mld (Dynamic Profiles) on page 669

• multicast (Dynamic Routing Options) on page 670

• multicast-interception (Subscriber Secure Policy) on page 671

• no-accounting on page 671

• no-qos-adjust (Dynamic Routing Options) on page 672

• oif-map (Dynamic IGMP Interface) on page 672

• oif-map (Dynamic MLD Interface) on page 673

• order (Application Identification) on page 674

• order-priority (Application Identification) on page 675

• output (Dynamic Service Sets) on page 676

• output-traffic-control-profile (Dynamic CoS Definition) on page 677

• overhead-accounting (Dynamic Traffic Shaping) on page 678

• passive (Dynamic IGMP Interface) on page 679

• passive (Dynamic MLD Interface) on page 680

• pattern (Application Identification) on page 681

• pcc-action-profile (PCC Rules) on page 682

• pcc-action-profiles on page 683
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• pcc-rule on page 685

• pcc-rulebases (PCEF) on page 686

• pcc-rulebases (PCEF Profile) on page 687

• pcc-rules (PCEF) on page 689

• pcc-rules (PCEF Profile) on page 690

• pcef (Dynamic Profiles) on page 691

• pcef-profile (Service Set) on page 692

• peak-burst-size on page 693

• peak-information-rate on page 695

• permissions on page 696

• physical-interface-policer on page 697

• policer (Configuring) on page 698

• policy (Subscriber Secure Policy) on page 700

• policy-based-logging (LRF Profile) on page 701

• policy-options (Dynamic Profiles) on page 702

• policy-statement on page 703

• port (LRF Profile) on page 707

• port-range (Application Identification) on page 707

• post-service-filter (Dynamic Service Sets) on page 708

• pppoe-tags (Adjustment Control Profiles) on page 709

• precedence on page 710

• premium (Hierarchical Policer) on page 711

• priority (Dynamic Schedulers) on page 712

• profile (Access) on page 713

• profile (Captive Portal Content Delivery) on page 718

• profile (LRF) on page 720

• profile (Services PCEF) on page 721

• profiles (PCEF) on page 722

• promiscuous-mode (Dynamic IGMP Interface) on page 724

• protocol (Application Identification) on page 724

• protocol (Dynamic Schedulers) on page 725

• protocol (Flow Descriptions) on page 726

• protocol (Subscriber Secure Policy) on page 727

• protocols (DDoS) on page 728

• protocols (Dynamic Profiles) on page 739

• radius (Access Profile) on page 741

• radius-coa (Adjustment Control Profiles) on page 743
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• radius-flow-tap on page 744

• radius-server on page 746

• rate-limit on page 747

• rebalance-periodic (Aggregated Ethernet Subscriber Interfaces) on page 748

• redirect (PCC Action Profiles) on page 749

• remote-address on page 750

• remote-port-range on page 751

• remote-ports on page 753

• report (LRF Rule) on page 754

• rewrite-rules (Dynamic CoS Interfaces) on page 755

• routing-engine-services on page 756

• routing-options (Dynamic Profiles) on page 757

• routing-instance (Subscriber Secure Policy) on page 758

• routing-instance (PCC Action Profiles) on page 759

• rpf-check (Dynamic Profiles) on page 760

• rule (Captive Portal Content Delivery) on page 761

• rule (LRF) on page 762

• rule-set (Captive Portal Content Delivery) on page 763

• scheduler (Dynamic Scheduler Maps) on page 764

• scheduler-map (Dynamic Traffic Shaping) on page 765

• scheduler-maps (Dynamic CoS Definition) on page 766

• schedulers (Dynamic CoS Definition) on page 767

• service (Dynamic Profiles) on page 768

• service (Dynamic Service Sets) on page 769

• service-filter (Dynamic Service Sets) on page 770

• service-interface (Services Interfaces) on page 771

• service-set (Dynamic Service Sets) on page 772

• services (Captive Portal Content Delivery) on page 774

• shaping-rate (Dynamic Traffic Shaping and Scheduling) on page 776

• shared-name on page 777

• single-rate on page 778

• source (Application Identification) on page 779

• source (Dynamic IGMP Interface) on page 779

• source (Dynamic MLD Interface) on page 780

• source-address (Subscriber Secure Policy) on page 780

• source-address (LRF Profile) on page 781

• source-count (Dynamic MLD Interface) on page 781
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• source-increment (Dynamic MLD Interface) on page 782

• source-ipv4-address on page 782

• source-port (Subscriber Secure Policy) on page 783

• ssh on page 784

• ssm-map (Dynamic IGMP Interface) on page 785

• ssm-map (Dynamic MLD Interface) on page 787

• ssm-map-policy (Dynamic IGMP Interface) on page 788

• ssm-map-policy (Dynamic MLD Interface) on page 789

• static (Dynamic IGMP Interface) on page 790

• static (Dynamic MLD Interface) on page 791

• static-policy-control on page 792

• steering on page 794

• subscriber-leave-timer on page 795

• tags (Application Identification) on page 796

• targeted-distribution(DynamicDemux InterfacesoverAggregatedEthernet)onpage796

• targeted-distribution (Static Interfaces over Aggregated Ethernet) on page 797

• template (LRF Profile) on page 798

• template (LRF Rule) on page 799

• template-tx-interval (LRF Profile) on page 799

• template-type (LRF Profile) on page 800

• term (Captive Portal Content Delivery) on page 802

• term (Dynamic Profiles) on page 803

• then (Captive Portal Content Delivery) on page 805

• then (LRF rule) on page 806

• then (PCC Rules) on page 807

• three-color-policer (Configuring) on page 808

• traceoptions (Captive Portal Content Delivery) on page 810

• traffic-control-profiles (Dynamic CoS Definition) on page 812

• transmit-rate (Dynamic Schedulers) on page 813

• trigger-type (LRF Profile) on page 814

• tunnel-services (Chassis) on page 815

• two-rate on page 817

• type (Application Identification) on page 818

• type (ICMPMapping for Application Identification) on page 818

• uid (Dynamic Profiles) on page 819

• uid-reference on page 819

• unit (Dynamic Profiles Standard Interface) on page 820
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• unit (Dynamic Traffic Shaping) on page 823

• url on page 824

• user (Access) on page 825

• vendor-specific-tags (Dynamic Traffic Shaping) on page 826

• vendor-support on page 827

• version (Dynamic IGMP Interface) on page 828

• version (Dynamic MLD Interface) on page 829

• vlan-tag (Dynamic Classifiers) on page 830

• vlan-tag (Dynamic Rewrite Rules) on page 831

• volume-limit (LRF Rule) on page 832

accounting (Dynamic IGMP Interface)

Syntax (accounting | no-accounting);

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp interface interface-name],

Release Information Statement introduced in Junos OS Release 9.2.

Description Enable or disable the collection of IGMP join and leave event statistics for dynamically

created IGMP interfaces.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic IGMP Configuration Overview on page 293

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Recording IGMP Join and Leave Events
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accounting (DynamicMLD Interface)

Syntax (accounting | no-accounting);

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description Enable or disable the collection of MLD join and leave event statistics for a dynamic

interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Dynamic IGMP Configuration Overview on page 293

• Example: Recording MLD Join and Leave Events
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action

Syntax action {
loss-priority high then discard;

}

Hierarchy Level [edit dynamic-profiles profile-name firewall three-color-policer name],
[edit firewall three-color-policer name],
[edit logical-systems logical-system-name firewall three-color-policer name]

Release Information Statement introduced in Junos OS Release 8.2.

Logical systems support introduced in Junos OS Release 9.3.

Support at the [edit dynamic-profiles ... three-color-policer] hierarchy level introduced in

Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Discard traffic on a logical interface using tricolor marking policing.

NOTE: This statement is supported only on IQ2 interfaces.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Three-Color Policer Configuration Overview

• Basic Single-Rate Three-Color Policers

• Basic Two-Rate Three-Color Policers

• Two-Color and Three-Color Logical Interface Policers

• Two-Color and Three-Color Physical Interface Policers

• Two-Color and Three-Color Policers at Layer 2

• loss-priority high then discard on page 662

495Copyright © 2017, Juniper Networks, Inc.

Chapter 39: Configuration Statements

https://apps.juniper.net/cli-explorer/


address (LRF Profile)

Syntax address collector-address;

Hierarchy Level [edit services lrf profile profile-name collector collector-name destination]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Specify the destination IP address of the collector.

Options collector-address—IP address of the collector.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware
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address-mapping (Application Identification)

Syntax address-mapping name {
destination {
ip ip-address-prefix;

}
source {
ip ip-address-prefix;

}
order order;
order-priority (high | low);
}

}

Hierarchy Level [edit services application-identification application application-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Define an application signature based on the source or destination IP address.

The remaining statements are explained separately. See CLI Explorer.

Options name—Namegiven to theapplicationassociatedwith thesourceordestination IPaddress.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325
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adf (Dynamic Firewalls)

Syntax adf {
counter;
input-precedence precedence;
not-mandatory;
output-precedence precedence;
rule rule-value;

}

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family filter]

Release Information Statement introduced in Junos OS Release 10.4.

Option not-mandatory introduced in Junos OS Release 12.2.

Description Configure anAscend-Data-Filter that thedynamic profile applies to a subscriber session.

Options counter—Enableacounter that incrementseach time theAscend-Data-Filter rule is used.

Typically used for testing purposes.

not-mandatory—Suppress router fromreportinganerrorwhen theRADIUS replymessage

does not include the $junos-adf-rule-v4 or $junos-adf-rule-v6 variable that is

configured for the Ascend-Data-Filter in the dynamic profile. In this circumstance,

the Ascend-Data-Filter is not created.

precedence—Precedence value that sets the order in which dynamic service filters are

applied on the interface. The lower the precedence value, the higher the precedence

that is given. The precedence setting is used in conjunction with the precedence

settings of all dynamic service filters configured (not only Ascend-Data-Filters) on

the same interface to establish the order. For example, the order also includes any

configured input filter-nameprecedenceprecedenceandoutput filter-nameprecedence

precedence statements.

Range: 0 through 255

Default: 0

rule-value—Ascend-Data-Filter rule. You can specify either a Junos predefined variable

that maps the Ascend-Data-Filter actions to Junos filter functionality or you can

manually configure the Ascend-Data-Filter rule. The router supports two predefined

variables depending on family type: $junos-adf-rule-v4 for family inet and

$junos-adf-rule-v6 for family inet6.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Understanding Dynamic Firewall Filters on page 153•

• Classic Filters Overview on page 157
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• Basic Classic Filter Syntax on page 160

• Guidelines for Configuring Service Filters

adjustment-control-profiles

Syntax adjustment-control-profiles {
profile-name {
application {
ancp;
radius-coa;
pppoe-tags;
}

}
}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 13.2.

Description Configure the CoS adjustment control profile.

Options profile-name—Name of the adjustment control profile.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• CoS Adjustment Control Profiles Overview on page 119

• Configuring CoS Adjustment Control Profiles on page 121

• Verifying the CoS Adjustment Control Profile Configuration on page 122

• application (Adjustment Control Profiles) on page 505

• overhead-accounting (Dynamic Traffic Shaping) on page 678
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adjust-minimum (Dynamic Shaping and Scheduling)

Syntax adjust-minimum (rate | $junos-cos-adjust-minimum);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service schedulers scheduler-name],
[edit dynamic-profiles profile-name class-of-service traffic-control-profiles
traffic-control-profile-name]

Release Information Statement introduced in Junos OS Release 11.4.

Description For adjustments performed by the ANCP or multicast applications on EQ DPCs and

MPC/MIC interfaces, specify the minimum shaping rate for an adjusted scheduler node.

The node is associated with a traffic-control profile.

For adjustments performed by themulticast application onMPC/MIC interfaces, specify

the minimum shaping rate for an adjusted queue. The queue is associated with a

scheduler.

Options rate—Minimum shaping rate for a node or a queue, in Mbps

$junos-cos-adjust-minimum—Junos OS predefined variable that is replaced with the

minimum shaping rate for a node that is obtained from the RADIUS server when a

subscriber authenticates over the interface towhich the dynamic profile is attached.

Use this variable at the [edit dynamic-profiles profile-name class-of-service

traffic-control-profiles] hierarchy level.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Dynamic Minimum Adjusted Shaping Rate on Scheduler Nodes

• Configuring a Dynamic Shaping-Rate Adjustment for Queues
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adjust-percent (Dynamic Schedulers)

Syntax adjust-percent percentage;

Hierarchy Level [edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 11.4.

Description For a MPC/MIC interface, determine the percentage of adjustment for the shaping rate

of a queue.

Options percentage—Percentage of the shaping rate to adjust.

Range: 0 through 100 percent

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Dynamic Shaping-Rate Adjustment for Queues
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aggregate (Hierarchical Policer)

Syntax aggregate {
if-exceeding {
bandwidth-limit bandwidth;
burst-size-limit burst;

}
then {
discard;

}
}

Hierarchy Level [edit dynamic-profiles profile-name firewall hierarchical-policer name],
[edit firewall hierarchical-policer]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles ... hierarchical-policer name] hierarchy level

introduced in Junos OS Release 11.4.

Description OnM40e, M120, and M320 edge routers with Flexible PIC Concentrator (FPC) input as

FFPC and FPC output as SFPC, and on MX Series, T320, T640, and T1600 edge routers

with Enhanced Intelligent Queuing (IQE) PICs, T4000 routers with Type 5 FPC and

Enhanced Scaling Type 4 FPC, configure an aggregate hierarchical policer.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Hierarchical Policer Configuration Overview

• Hierarchical Policers

• bandwidth-limit (Hierarchical Policer)

• burst-size-limit (Hierarchical Policer) on page 524

• hierarchical-policer on page 620

• if-exceeding (Hierarchical Policer) on page 628

• premium on page 711
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alt-name (Application Identification)

Syntax alt-name alt-name

Hierarchy Level [edit services application-identification application application-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Provide an alternate name for the application.

Options alt-name—Alternate name for the application.

Range: 1 through 255 characters

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325
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ancp (Adjustment Control Profiles)

Syntax ancp {
priority priority;
algorithm algorithm;

}

Hierarchy Level [edit class-of-service adjustment-control-profiles profile-name application]

Release Information Statement introduced in Junos OS Release 13.1.

Description Configure the shaping rate adjustment controls for the ANCP application.

Options priority—Priority of the ANCP application in the adjustment control profile.

Range: 1 through 10; 1 being the highest priority.

Default: 1

algorithm—Rate adjustment algorithm used by the ANCP application.

Values:

• adjust-never—Do not perform rate adjustments.

• adjust-always—Adjust the shaping rate unconditionally.

• adjust-less—Adjust the shaping rate if it is less than the configured value.

• adjust-less-or equal—Adjust the shaping rate if it is less than or equal to the

configured value.

• adjust-greater—Adjust the shaping rate if it is greater than the configured value.

• adjust-greater-or-equal—Adjust the shaping rate if it is greater than or equal to

the configured value.

Default: adjust-always

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• CoS Adjustment Control Profiles Overview on page 119

• Configuring CoS Adjustment Control Profiles on page 121

• Verifying the CoS Adjustment Control Profile Configuration on page 122

• adjustment-control-profiles on page 499

• application (Adjustment Control Profiles) on page 505
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application (Adjustment Control Profiles)

Syntax application {
ancp;
radius-coa;
pppoe-tags;

}

Hierarchy Level [edit class-of-service adjustment-control-profiles profile-name]

Release Information Statement introduced in Junos OS Release 13.1.

Description Configure which applications in the adjustment control profile canmake shaping rate

adjustments.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• CoS Adjustment Control Profiles Overview on page 119

• Configuring CoS Adjustment Control Profiles on page 121

• Verifying the CoS Adjustment Control Profile Configuration on page 122

• adjustment-control-profiles on page 499
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application (Application Identification)

Syntax application application-name <description description> {
address-mapping name {
destination {
ip ip-address-prefix;

}
source {
ip ip-address-prefix;

}
order order;
order-priority (high | low);
}

}
alt-name alt-name;
cacheable;
compatibility junos-compatibility-version;
description description;
icmp-mapping {
code icmp-code;
order order;
order-priority (high | low);
type icmp-type;

}
ip-protocol-mapping {
order order;
order-priority (high | low);
protocol protocol-number

}
over l4-l7-signature-name {
chain-order
membermember-name {
check-bytesmax-bytes-to-check;
context context;
pattern pattern;
direction direction;

}
order order;
order-priority (high | low);
port-range {
tcp [port-range];
udp [port-range];

}
protocol (http | ssl | tcp | udp);

}
tags tag-value;
type type;

}

Hierarchy Level [edit services application-identification]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Copyright © 2017, Juniper Networks, Inc.506

Broadband Subscriber Services Feature Guide



Description Configure identification of an application for which one or more custom signatures are

defined.

Options application-name—Name of the application for which one or more custom signatures

has been defined.

description—(Optional) Textual description of the application for which mappings are
provided.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325
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application-groups (PCC Rules)

Syntax application-groups [application-group-name];

Hierarchy Level [edit unified-edge pcef pcc-rules rule-name from],
[edit services pcef pcc-rules rule-name from]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef pcc-rules rule-name from] hierarchy level introduced

for Junos OS Broadband Subscriber Management in Junos OSRelease 17.2 onMXSeries.

Description Specify one or more application groups to define the match criteria for the policy and

charging control (PCC) rule. You can specify a maximum of 10 application groups in a

PCC rule.

NOTE: Youmust also include the flows statement. If you donotwant to filter

subscriber traffic based on service data flow filters, use flows any.

If you are using Junos OS Subscriber Aware, specify the name of the application group

at the [edit unified-edge pcef pcc-rules rule-name from] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the name of the

application group at the [edit services pcef pcc-rules rule-name from] hierarchy level.

Options application-group-name—Nameof an application group that is used to detect IP packet
flows.

Range: 1 through 63 characters.

NOTE: The referenced application groupsmust have been previously
configured in the [edit services application-identification] hierarchy level.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Policy and Charging Control Rules on page 314
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application-identification (Application Identification)

Syntax application-identification {
application application-name <description description> {
address-mapping name {
destination {
ip ip-address-prefix;

}
source {
ip ip-address-prefix;

}
order order;
order-priority (high | low);
}

}
alt-name alt-name;
cacheable;
compatibility junos-compatibility-version;
description description;
icmp-mapping {
code icmp-code;
order order;
order-priority (high | low);
type icmp-type;

}
ip-protocol-mapping {
order order;
order-priority (high | low);
protocol protocol-number

}
over l4-l7-signature-name {
chain-order
membermember-name {
check-bytesmax-bytes-to-check;
context context;
pattern pattern;
direction direction;

}
order order;
order-priority (high | low);
port-range {
tcp [port-range];
udp [port-range];

}
protocol (http | ssl | tcp | udp);

}
tags tag-value;
type type;

}
}

Hierarchy Level [edit services]
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Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Configureapplication identificationoptions to identify theapplicationas it passes through

the device.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325

application-identification-profile (Service Set)

Syntax application-identification-profile app-id-profile-name;

Hierarchy Level [edit services service-set service-set-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Specify the dummy application identification profile that you configured at the [edit

services application-identification profile] hierarchy level. This profile is a placeholder

profile with no configuration options, but it must be specified to enable application

identification functionality on the services plane.

Options app-id-profile-name—Name of the application identification profile.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Applying Services to Subscriber-Aware Traffic with a Service Set

• Identifying the Service Interface That Handles Subscriber Management

Application-Aware Policy Control on page 319
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applications (PCC Rules)

Syntax applications [application-name];

Hierarchy Level [edit unified-edge pcef pcc-rules rule-name from],
[edit services pcef pcc-rules rule-name from]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef pcc-rules rule-name from] hierarchy level introduced

for Junos OS Broadband Subscriber Management in Junos OSRelease 17.2 onMXSeries.

Description Specify one or more applications to define thematch criteria for the policy and charging

control (PCC) rule. You can specify a maximum of 10 applications in a PCC rule.

NOTE: Youmust also include the flows statement. If you donotwant to filter

subscriber traffic based on service data flow filters, use flows any.

If you are using Junos OS Subscriber Aware, specify the name of the applications at the

[edit unified-edge pcef pcc-rules rule-name from] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the name of the

applications at the [edit services pcef pcc-rules rule-name from] hierarchy level.

Options application-name—Name of one or more applications that is used to detect IP packet
flows.

Range: 1 through 63 characters.

NOTE: The referenced applicationmust have been previously configured in
the [edit services application-identification] hierarchy level.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Policy and Charging Control Rules on page 314
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apply-groups (Subscriber Secure Policy)

Syntax apply-groups group-name;

Hierarchy Level [edit services radius-flow-tap policy policy-name inet drop-policy rule-name from],
[edit services radius-flow-tap policy policy-name inet6 drop-policy rule-name from]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify groups fromwhich to inherit configuration data for the radius-flow-tap policy.

Options group-name—Name of the group that inherits the configuration data.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427

apply-groups-except (Subscriber Secure Policy)

Syntax apply-groups-except group-name;

Hierarchy Level [edit services radius-flow-tap policy policy-name inet drop-policy rule-name from],
[edit services radius-flow-tap policy policy-name inet6 drop-policy rule-name from]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify groups fromwhich to inherit configuration data for the radius-flow-tap policy.

Options group-name—Name of the group that does not inherit the configuration data.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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authentication (Login)

Syntax authentication {
(encrypted-password "password" | plain-text-password);
load-key-fileURL filename;
no-public-keys;
ssh-dsa "public-key";
ssh-ecdsa "public-key";
ssh-rsa "public-key";

}

Hierarchy Level [edit system login user username]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Option no-public-keys introduced in Junos OS Release 15.1.

Description Authentication methods that a user can use to log in to the router or switch. You can

assign multiple authentication methods to a single user.

Options encrypted-password "password"—Message Digest 5 (MD5) or other encrypted

authentication. Specify the MD5 or other password. You can specify only one

encrypted password for each user.

You cannot configure a blank password for encrypted-password using blank quotation

marks (" "). Youmust configure a passwordwhose number of characters range from

1 through 128 characters and enclose the password in quotation marks.

load-key-file URL filename—Load previously-generated RSA (SSH version 1 and SSH

version 2) and DSA (SSH version 2) public keys from a named file at a specified URL

location. The file contains one or more SSH keys.

For information on valid filename and URL formats, see Format for Specifying Filenames

and URLs in Junos OS CLI Commands.

plain-text-password—Whenusing thisoption, thecommand-line interface (CLI)prompts

you for the password and then encrypts it.

no-public-keys—Disables public key authentication for the user specified.

ssh-dsa "public-key"—SSH version 2 authentication. Specify the DSA public key. You can

specify one or more public keys for each user.

ssh-ecdsa "public-key"—SSH version 2 authentication. Specify the ECDSA public key.

You can specify one or more public keys for each user.

ssh-rsa "public-key"—SSH version 1 and SSH version 2 authentication. Specify the RSA

public key. You can specify one or more public keys for each user.
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Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS User Accounts by Using a Configuration Group

• root-authentication

Copyright © 2017, Juniper Networks, Inc.514

Broadband Subscriber Services Feature Guide



authentication-order

Syntax authentication-order [ authentication-methods ];

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

none option added in Junos OS Release 11.2.

nasreq option added in Junos OS Release 16.1.

Description Set the order in which AAA tries different authentication methods when verifying that a

client canaccess the router or switch. For each loginattempt,AAA tries theauthentication

methods in order, from first to last.

A given subscriber does not undergo both authentication and authorization as separate

steps. When both authentication-order and authorization-order are specified, DHCP

subscribers honor the configured authorization order, all other subscribers use the

configured authentication-order.

Options authentication-methods—Ordered list of methods to use for authentication attempts.
The list includes one or more of the following methods in any combination:

• nasreq—Verify the client using NASREQ authentication services.

• none—No authentication is performed. Grants authentication without examining

the client credentials. Can be used, for example, when the Diameter function

Gx-Plus is employed for notification during subscriber provisioning.

• password—Verify the client using the information configured at the [edit access

profile profile-name client client-name] hierarchy level.

• radius—Verify the client using RADIUS authentication services.

NOTE: Subscriberaccessmanagementdoesnotsupport thepassword

option, and authentication fails when nomethod (none) is specified.

Default: password

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CHAP Authentication with RADIUS

• Specifying the Authentication and Accounting Methods for Subscriber Access

• Configuring Access Profiles for L2TP or PPP Parameters
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authentication-server

Syntax authentication-server [ ip-address ];

Hierarchy Level [edit access profile profile-name radius]

Release Information Statement introduced in Junos OS Release 9.1.

Description Specify a list of the RADIUS authentication servers used to authenticate DHCP, L2TP,

andPPPclients. The servers in the list are also usedasRADIUSdynamic-request servers,

fromwhich the routeracceptsandprocessesRADIUSdisconnect requests,CoArequests,

and dynamic service activations and deactivations.

Options ip-address—IPv4 address.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Parameters for Subscriber Access
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bandwidth (Tunnel Services)

Syntax bandwidth bandwidth-value;

Hierarchy Level [edit chassis fpc slot-number pic number tunnel-services]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 12.3X54 for ACX Series routers.

Description (ACXSeries,MXSeries 3DUniversal EdgeRouters andT4000CoreRouters only)Specify

the amount of bandwidth in gigabits per second to reserve for tunnel services. For ACX

Series routers, you can configure a bandwidth of only 1 Gbps and 10 Gbps for logical

tunnel (lt-) interfaces.

Options bandwidth-value—Amount of bandwidth in Gbps to reserve for tunnel services. On MX

Series routers, the bandwidth values can be 1g andmultiples of 10g up to 100g. On

T4000 routers, the bandwidth values are multiples of 10g up to 100g.

NOTE: The bandwidth that you specify determines the port number of the
tunnel interfaces that are created. When you specify a bandwidth of 1g, the

port number is always 10. When you specify any other bandwidth, the port
number is always 0.

NOTE: If you specify a bandwidth that is not compatible with the type of
DPCsorMPCsand their respectivePacketForwardingEngine, tunnel services
are not activated. For example, you cannot specify 1 gigabit per second
bandwidth for a Packet Forwarding Engine on a 10-Gigabit Ethernet 4-port
DPC or 16x10GE 3DMPC.

When the tunnel bandwidth is unspecified in the Routing Engine CLI, the
maximum tunnel bandwidth for MPC3E is 60G.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring Tunnel Interfaces on a Gigabit Ethernet 40-Port DPC•

• Tunnel Interface Configuration on MX Series Routers Overview

• Configuring Tunnel Interfaces on T4000 Routers

• Example: Configuring Tunnel Interfaces on a 10-Gigabit Ethernet 4-Port DPC

• Example: Configuring Tunnel Interfaces on the MPC3E
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• Configuring Layer 3 Tunnel Services Interfaces on an MX Series Router with a DPC

• tunnel-services (Chassis) on page 815
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bandwidth-limit (Policer)

Syntax bandwidth-limit bps;

Hierarchy Level [edit dynamic-profiles profile-name firewall policer policer-name if-exceeding],
[edit firewall policer policer-name if-exceeding],
[edit logical-systems logical-system-name policer policer-name if-exceeding]

Release Information Statement introduced before Junos OS Release 7.4.

Support at the [edit dynamic-profiles ... if-exceeding] hierarchy level introduced in Junos

OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description For a single-rate two-color policer, configure the bandwidth limit as a number of bits per

second. Single-rate two-color policinguses the single tokenbucket algorithmtomeasure

traffic-flow conformance to a two-color policer rate limit.

Traffic at the interface that conforms to the bandwidth limit is categorized green. Traffic

that exceeds the specified rate is also categorizedasgreenprovided that sufficient tokens

remain in the single token bucket. Packets in a green flow are implicitly marked with low

packet loss priority (PLP) and then passed through the interface.

Traffic that exceeds the specified ratewhen insufficient tokens remain in the single token

bucket is categorized red.Dependingon theconfigurationof the two-colorpolicer, packets

in a red traffic flowmight be implicitly discarded; or the packetsmight be re-markedwith

a specified forwarding class, a specified PLP, or both, and then passed through the

interface.

NOTE: This statement specifies the bandwidth limit as an absolute number
of bits per second. Alternatively, for single-rate two-color policers only, you
can use the bandwidth-percent percentage statement to specify the

bandwidth limit as a percentage of either the physical interface port speed
or the configured logical interface shaping rate.

Single-rate two-colorpolicingallowsburstsof traffic for shortperiods,whereas single-rate

and two-rate three-color policing allowsmore sustained bursts of traffic.

Hierarchical policing is a formof two-color policing that applies different policing actions

based on whether the packets are classified for expedited forwarding (EF) or for a lower

priority. You apply a hierarchical policer to ingress Layer 2 traffic to allows bursts of EF

traffic for short periodandbursts of non-EF traffic for short periods,withEF traffic always

taking precedence over non-EF traffic.

Options bps—You can specify the number of bits per second either as a decimal number or as a

decimal number followed by the abbreviation k (1000),m (1,000,000), or g

(1,000,000,000).
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Range:

• (M Series and T Series routers) 8000 through 100,000,000,000

• (Mx Series routers) 8000 through 18,446,744,073,709,551,615

NOTE: When you specify a numeric value beyond the supported bandwidth
of the PFE, the router caps the bandwidth at themaximum supported
bandwidth of the PFE.

Default: None.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Two-Color Policer Configuration Overview

• Policer Bandwidth and Burst-Size Limits

• Policer Color-Marking and Actions

• Single Token Bucket Algorithm

• Determining Proper Burst Size for Traffic Policers

• bandwidth-percent on page 521

• burst-size-limit (Policer) on page 525
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bandwidth-percent

Syntax bandwidth-percent percentage;

Hierarchy Level [edit dynamic-profiles profile-name firewall policer policer-name if-exceeding],
[edit firewall policer policer-name if-exceeding],
[edit logical-systems logical-system-name policer policer-name if-exceeding]

Release Information Statement introduced before Junos OS Release 7.4.

Support at the [edit dynamic-profiles ... if-exceeding] hierarchy level introduced in Junos

OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description For a single-rate two-color policer, configure the bandwidth limit as a percentage value.

Single-rate two-color policing uses the single token bucket algorithm to measure

traffic-flow conformance to a two-color policer rate limit.

Traffic at the interface that conforms to the bandwidth limit is categorized green. Traffic

that exceeds the specified rate is also categorizedasgreenprovided that sufficient tokens

remain in the single token bucket. Packets in a green flow are implicitly marked with low

packet loss priority and then passed through the interface.

Traffic that exceeds the specified ratewhen insufficient tokens remain in the single token

bucket is categorized red.Dependingon theconfigurationof the two-colorpolicer, packets

in a red traffic flowmight be implicitly discarded; or the packetsmight be re-markedwith

a specified forwarding class, a specified PLP, or both, and then passed through the

interface.

NOTE: This statementspecifies thebandwidth limitasapercentageofeither
the physical interface port speed or the configured logical interface shaping
rate. Alternatively, you can use the bandwidth-limit bps statement to specify

the bandwidth limit as an absolute number of bits per second.

The function of the bandwidth limit is extended by the burst size (configured using the

burst-size-limit bytes statement) to allow bursts of traffic up to a limit based on the

overall traffic load:

• When a single-rate two-color policer is applied to the input or output traffic at an

interface, the initial capacity for traffic bursting is equal to thenumberof bytes specified

by this statement.

• Duringperiodsof relatively low traffic (traffic thatarrivesatordeparts fromthe interface

at overall rates below the token arrival rate), unused tokens accumulate in the bucket,

but only up to the configured token bucket depth.

Single-rate two-colorpolicingallowsburstsof traffic for shortperiods,whereas single-rate

and two-rate three-color policing allowsmore sustained bursts of traffic.
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Hierarchical policing is a formof two-color policing that applies different policing actions

based on whether the packets are classified for expedited forwarding (EF) or for a lower

priority. You apply a hierarchical policer to ingress Layer 2 traffic to allows bursts of EF

traffic for short periodandbursts of non-EF traffic for short periods,withEF traffic always

taking precedence over non-EF traffic.

Options percentage—Traffic rate as a percentage of either the physical interface media rate or

the logical interface configured shaping rate. You can configure a shaping rate on a

logical interface by using class-of-service statement.

NOTE: You cannot rate-limit based on bandwidth percentage for tunnel or
software interfaces. The bandwidth percentage policer also cannot be used
for forwarding table filters. Bandwidth percentage policers can only be used
for interface-specific filters. Bandwidth percentage policers applied on an
aggregated Ethernet bundle or an aggregated SONET bundle domatch the
effective bandwidth and burst-size to user-configured values by default and
do not require shared-bandwidth-policer configuration.

Range: 0 through 100

Default: None.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Two-Color Policer Configuration Overview

• Policer Bandwidth and Burst-Size Limits

• Policer Color-Marking and Actions

• Single Token Bucket Algorithm

• Determining Proper Burst Size for Traffic Policers

• Bandwidth Policers

• bandwidth-limit (Policer) on page 519

• burst-size-limit (Policer) on page 525
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buffer-size (Dynamic Scheduling)

Syntax buffer-size (percent (percentage | $junos-cos-scheduler-bs) | remainder | temporal
(microseconds | $junos-cos-scheduler-bs));

Hierarchy Level [edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 9.3.

The $junos-cos-scheduler-bs predefined variable introduced in Junos OS Release 9.4.

Description Specify buffer size.

Default If you do not include this statement, the default scheduler transmission rate and buffer

size percentages for queues 0 through 7 are 95, 0, 0, 5, 0, 0, 0, and 0 percent.

Options percent percentage—Buffer size as a percentage of total buffer.

remainder—Remaining buffer available.

temporalmicroseconds—Buffer size as a temporal value. The queuing algorithm starts

dropping packets when it queues more than a computed number of bytes. This

maximum is computed bymultiplying the logical interface speed by the configured

temporal value.

Range: The ranges vary by platform as follows:

• For IQ PICs on M320 routers: 1 through 50,000microseconds.

• For IQ PICs on other M Series routers: 1 through 100,000microseconds.

• For other M Series routers: 1 through 200,000microseconds.

$junos-scheduler-bs—Junos predefined variable that is replaced with the buffer size

obtained fromtheRADIUSserverwhena subscriber authenticatesover the interface

to which the dynamic profile is attached.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 13

• scheduler (Dynamic Scheduler Maps) on page 764

523Copyright © 2017, Juniper Networks, Inc.

Chapter 39: Configuration Statements



burst-size-limit (Hierarchical Policer)

Syntax burst-size-limit bytes;

Hierarchy Level [edit dynamic-profiles profile-name firewall hierarchical-policer aggregate if-exceeding],
[editdynamic-profiles profile-name firewall hierarchical-policer premium if-exceeding],
[edit firewall hierarchical-policer aggregate if-exceeding],
[edit firewall hierarchical-policer premium if-exceeding]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles ... if exceeding] hierarchy level introduced in Junos

OS Release 11.4.

Description OnM40e, M120, and M320 (with FFPC and SFPC) edge routers; on MPCs hosted on MX

Series routers; onT320,T640,andT1600core routerswithEnhanced IntelligentQueuing

(IQE) PICs; and on T4000 routers with Type 5 FPC and Enhanced Scaling Type 4 FPC,

configure the burst-size limit for premium or aggregate traffic in a hierarchical policer.

Options bytes—Burst-size limit in bytes. Theminimum recommended value is the maximum

transmission unit (MTU) of the IP packets being policed. You can specify the value

either as a complete decimal number or as a decimal number followed by the

abbreviation k (1000),m (1,000,000), or g (1,000,000,000).

Range: 1500 through 2,147,450,880 (1500 through 100,000,000,000 on MPCs hosted
on MX Series routers)

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Hierarchical Policer Configuration Overview

• Policer Bandwidth and Burst-Size Limits

• Policer Color-Marking and Actions

• Single Token Bucket Algorithm

• Determining Proper Burst Size for Traffic Policers

• Hierarchical Policers

• aggregate (Hierarchical Policer) on page 502

• bandwidth-limit (Hierarchical Policer)

• premium (Hierarchical Policer) on page 711
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burst-size-limit (Policer)

Syntax burst-size-limit bytes;

Hierarchy Level [edit dynamic-profiles profile-name firewall policer policer-name if-exceeding],
[edit firewall policer policer-name if-exceeding],
[edit logical-systems logical-system-name policer policer-name if-exceeding]

Release Information Statement introduced before Junos OS Release 7.4.

Support at the [edit dynamic-profiles ... if-exceeding] hierarchy level introduced in Junos

OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description For a single-rate two-color policer, configure the burst size as a number of bytes. The

burst size allows for short periods of traffic bursting (back-to-back traffic at average

rates that exceed the configured bandwidth limit). Single-rate two-color policing uses

the single token bucket algorithm to measure traffic-flow conformance to a two-color

policer rate limit.

Traffic at the interface that conforms to the bandwidth limit is categorized green. Traffic

that exceeds the specified rate is also categorizedasgreenprovided that sufficient tokens

remain in the single token bucket. Packets in a green flow are implicitly marked with low

packet loss priority and then passed through the interface.

Traffic that exceeds the specified ratewhen insufficient tokens remain in the single token

bucket is categorized red.Dependingon theconfigurationof the two-colorpolicer, packets

in a red traffic flowmight be implicitly discarded; or the packetsmight be re-markedwith

a specified forwarding class, a specified PLP, or both, and then passed through the

interface.

The burst size extends the function of the bandwidth limit (configured using either the

bandwidth-limitbps statement or thebandwidth-percentpercentage statement) toallow

bursts of traffic up to a limit based on the overall traffic load:

• When a single-rate two-color policer is applied to the input or output traffic at an

interface, the initial capacity for traffic bursting is equal to thenumberof bytes specified

by this statement.

• Duringperiodsof relatively low traffic (traffic thatarrivesatordeparts fromthe interface

at overall rates below the token arrival rate), unused tokens accumulate in the bucket,

but only up to the configured token bucket depth.

Single-rate two-colorpolicingallowsburstsof traffic for shortperiods,whereas single-rate

and two-rate three-color policing allowsmore sustained bursts of traffic.

Hierarchical policing is a formof two-color policing that applies different policing actions

based on whether the packets are classified for expedited forwarding (EF) or for a lower

priority. You apply a hierarchical policer to ingress Layer 2 traffic to allows bursts of EF

traffic for short periodandbursts of non-EF traffic for short periods,withEF traffic always

taking precedence over non-EF traffic.
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Table 44 on page 526 summarizes the relationship between the bandwidth-limit and the

token arrival rate. This information is useful in calculating the minimum burst-size-limit.

Table 44: Bandwidth Limits and Token Rates

Token RateBandwidth Limit

low (262 µs)0-333 Mbps

high (8.2 µs)334-666Mbps

low667-1333 Mbps

high1334 Mbps and above

The burst-size limit enforced is based on the burst-size limit you configure. For a

rate-limited logical interface, the Packet Forwarding Engine calculates the optimum

burst-size-limit values and then applies the value closest to the burst-size-limit value

specified in the policer configuration.

On MX Series routers and EX Series switches, the burst-size limit is not as freely

configurable as it is on other platforms. Junos OS does not support an unlimited

combination of policer bandwidth and burst-size limits on MX Series routers and EX

Series switches. For a single-rate two-color policer on an MX Series router and on an EX

Series switch, the minimum supported burst-size limit is equivalent to the amount of

traffic allowedby thepolicer bandwidth limit in a time spanof 1millisecond. For example,

for a policer configured with a bandwidth-limit value of 1 Gbps, the minimum supported

value for burst-size-limit on an MX Series router is 125 KB. If you configure a value that is

smaller than theminimum, Junos OS overrides the configuration and applies the actual

minimum.

Options bytes—Burst-size limit in bytes. Theminimum recommended value is the maximum

transmission unit (MTU) of the IP packets being policed. You can specify the value

either as a complete decimal number or as a decimal number followed by the

abbreviation k (1000),m (1,000,000), or g (1,000,000,000).

Range: 1500 through 100,000,000,000

Default: None

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.
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Related
Documentation

• Two-Color Policer Configuration Overview

• Policer Bandwidth and Burst-Size Limits

• Policer Color-Marking and Actions

• Single Token Bucket Algorithm

• Determining Proper Burst Size for Traffic Policers

• bandwidth-limit (Policer) on page 519

• bandwidth-percent on page 521

bytes (Dynamic Traffic Shaping)

Syntax bytes bytes | $junos-cos-byte-adjust;

Hierarchy Level [edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name
overhead-accounting],

[edit class-of-service traffic-control-profiles profile-name overhead-accounting]

Release Information Statement introduced in Junos OS Release 10.2.

Description Configure the number of overhead bytes.

Options bytes—Byte adjustment value for the cell-modeor frame-mode shaping options. This can

be the predefined variable $junos-cos-byte-adjust, which is the variable for byte

adjustment that is replaced with a value obtained from the RADIUS server when a

subscriber authenticates over the interface towhich the dynamic profile is attached.

BEST PRACTICE: We recommend using the cell-mode cell-mode-bytes

cell-mode-bytesoptionor the frame-modeframe-mode-bytes frame-mode-bytes

option rather than the bytes option.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• CoS Adjustment Control Profiles Overview on page 119

• Configuring Dynamic Shaping Parameters to Account for Overhead in Downstream

Traffic Rates on page 61

• BandwidthManagement forDownstreamTraffic inEdgeNetworksOverviewonpage59

• egress-shaping-overhead
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cacheable (Application Identification)

Syntax cacheable

Hierarchy Level [edit services application-identification application application-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Enable the application system cache (ASC), which saves the mapping between an

application typeand the correspondingdestination IPaddress, destinationport, protocol

type, and service. The ASC is disabled by default.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325
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captive-portal-content-delivery (Captive Portal Content Delivery)

Syntax captive-portal-content-delivery {
profile name
cpcd-rule-sets rule-set-name;
cpcd-rules rule-name;
dynamic;
http-redirect-options url;
ipda-rewrite-options {
destination-address destination-address;
destination-port destination-port;

}
}
rule rule-name {
match-direction (input | output | input-output);
term term-name {
then {
accept;
redirect url;
rewrite destination-address address <destination-port port-number>;
syslog;

}
}

}
rule-set rule-set-name {
rule rule-name];

}
traceoptions {
file <filename> <files files> <matchmatch> <size size> <(world-readable |
no-world-readable)>;

flag name;
no-remote-trace no-remote-trace;

}
}

Hierarchy Level [edit dynamic-profiles profile-name services],
[edit services]

Release Information Statement introduced in Junos OS Release 10.4.

Support at the [editdynamic-profilesprofile-nameservices]hierarchy level added in Junos

OS Release 17.2R1.

Description Configure the HTTP redirect service by specifying the location to which a subscriber's

initialWebbrowser session is redirected, enabling initial provisioningandservice selection

for the subscriber. Use the statement at the [edit services...] hierarchy level for static

CPCD. Use the statement at the [edit dynamic-profiles profile-name services...] hierarchy

level for converged services CPCD.

The profile, rule-set, and traceoptions stanzas are not supported at the [edit

dynamic-profiles profile-name hierarchy level].

The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• HTTP Redirect Service Overview on page 354

• Configuring MS-MPC-Based, Static HTTP Redirect Services on page 363

• Configuring MS-MPC-Based, Converged HTTP Redirect Services on page 370

• Configuring Routing Engine-Based, Static HTTP Redirect Services on page 379

• Configuring Routing Engine-Based, Converged HTTP Redirect Services on page 385

• Adding Subscriber Information to HTTP Redirect URLs on page 393
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captive-portal-content-delivery-profile (services)

Syntax captive-portal-content-delivery-profile profile-name
interface-service {
service-interface name;

}
next-hop-service {
inside-service-interface interface-name.unit-number;
outside-service-interface interface-name.unit-number;
outside-service-interface-type local;

}

Hierarchy Level [edit services service-set service-set-name]

Release Information Statement introduced before Junos OS Release 17.2.

Description Specify the content delivery profile properties.

NOTE: Starting in Junos OS Release 17.2R1, you can configure converged
services forMS-MPCsandMS-MICs.Youcanconfigurecaptiveportal content
delivery (CPCD) profiles for MS-MICs andMS-MPCs by including the service
interfacems-fpc/pic/port statement at the edit service-set service set name

captive-portal-content-delivery-profileprofile-name interface-serviceheirarchy

level.

Options service-interface name—Name of the service device associated with the interface-wide

service set.

Required Privilege
Level

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• HTTP Redirect Service Overview on page 354

• dynamic-profile
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cell-mode (Dynamic Traffic Shaping)

Syntax cell-mode (bytes bytes | $junos-cos-byte-adjust | cell-mode-bytes cell-mode-bytes
|$junos-cos-byte-adjust-cell);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name
overhead-accounting],

[edit class-of-service traffic-control-profiles profile-name overhead-accounting],

Release Information Statement introduced in Junos OS Release 10.2.

Variable $junos-cos-byte-adjust-cell introduced in Junos OS Release 13.1.

Description Configure the mode to shape downstream ATM traffic as cells.

Options bytes—Byte adjustment value for the cell-mode or frame-mode shaping options.

$junos-cos-byte-adjust—Predefined variable for byte adjustment that is replaced with a

value obtained from the RADIUS server when a subscriber authenticates over the

interface to which the dynamic profile is attached.

cell-mode-bytes cell-mode-bytes—Shaping is based on the number of bytes in cells, and

accounts for the ATM cell encapsulation and padding overhead. The resulting traffic

stream conforms to the policing rates configured in downstream ATM switches,

reducing the number of packet drops in the Ethernet network.

$junos-cos-byte-adjust-cell—Predefined variable for the cellmode shaping. This variable

can not be used when the overhead-accounting bytes bytes option is configured.

BEST PRACTICE: We recommend using the cell-mode-bytes cell-mode-bytes

option rather than the bytes option.

Range: –120 through 124 bytes

NOTE: If you specify a value for the bytes bytes option, you cannot specify a

value for either the cell-mode-bytes option.

NOTE: Cell mode is supported only on logical interfaces and interface sets;
it is not supported on physical interfaces (ifd or ifd-remaining).

Default: The default is frame-mode.
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Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• CoS Adjustment Control Profiles Overview on page 119

• Configuring CoS Adjustment Control Profiles on page 121

• adjustment-control-profiles on page 499

• Configuring Dynamic Shaping Parameters to Account for Overhead in Downstream

Traffic Rates on page 61

• BandwidthManagement forDownstreamTraffic inEdgeNetworksOverviewonpage59

• egress-shaping-overhead

• bytes on page 527

• frame-mode on page 607

chain-order (Application Identification)

Syntax chain-order;

Hierarchy Level [edit services application-identification application application-name over]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Readmembers inorder. Bydefault, chainordering is turnedoff. If there isonlyonemember,

this option is ignored.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325
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check-bytes (Application Identification)

Syntax check-bytesmax-bytes-to-check;

Hierarchy Level [edit services application-identification application application-name over member]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Specify the maximum number of bytes to be inspected. This statement applies to TCP

and UDP protocols for stream context. It is not considered for other protocols and

contexts.

Options max-bytes-to-check—Number of bytes to be inspected.

Range: 1 through 5000

Default: Not configured

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325

class (Assigning a Class to an Individual User)

Syntax class class-name;

Hierarchy Level [edit system login user username]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Assign a user to a login class. Youmust assign each user to a login class.

Options class-name—One of the classes defined at the [edit system login class] hierarchy level.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS User Accounts by Using a Configuration Group
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class (Defining Login Classes)

Syntax class class-name {
allow-commands "regular-expression";
( allow-configuration | allow-configuration-regexps) “regular expression 1” “regular
expression 2”;

cli {
prompt name;

}
configuration-breadcrumbs;
deny-commands "regular-expression";
(deny-configuration |deny-configuration-regexps) “regularexpression 1” “regularexpression
2 ”;

idle-timeoutminutes;
login-script filename;
login-tip;
permissions [ permissions ];

}

Hierarchy Level [edit system login]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Define a login class.

Options class-name—A name you choose for the login class.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Defining Junos OS Login Classes

• user on page 825
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class-of-service (Dynamic Profiles)

Syntax class-of-service {
interfaces {
interface-name ;
}
unit logical-unit-number {
classifiers {
type (classifier-name | default);

}
output-traffic-control-profile (profile-name | $junos-cos-traffic-control-profile);
report-ingress-shaping-rate bps;
rewrite-rules {
dscp (rewrite-name | default);
dscp-ipv6 (rewrite-name | default);
ieee-802.1 (rewrite-name | default) vlan-tag (outer | outer-and-inner);
inet-precedence (rewrite-name | default);
}

}
}

}
scheduler-maps {
map-name {
forwarding-class class-name scheduler scheduler-name;

}
}
schedulers {
(scheduler-name) {
buffer-size (seconds | percent percentage | remainder | temporalmicroseconds);
drop-profile-map loss-priority (any | low |medium-low |medium-high | high)protocol
(any | non-tcp | tcp) drop-profile profile-name;

excess-priority (low | high | $junos-cos-scheduler-excess-priority);
excess-rate (percent percentage | percent $junos-cos-scheduler-excess-rate);
overhead-accounting (shaping-mode) <bytes (byte-value>;
priority priority-level;
shaping-rate (rate | predefined-variable);
transmit-rate (percent percentage | rate | remainder) <exact | rate-limit>;

}
}
traffic-control-profiles profile-name {
adjust-minimum rate;
delay-buffer-rate (percent percentage | rate);
excess-rate (percent percentage | proportion value | percent $junos-cos-excess-rate);
excess-rate-high (percent percentage | proportion value);
excess-rate-low (percent percentage | proportion value);
guaranteed-rate (percent percentage | rate) <burst-size bytes>;
overhead-accounting (frame-mode | cell-mode) <bytes byte-value>;
scheduler-mapmap-name;
shaping-rate (percent percentage | rate | predefined-variable) <burst-size bytes>;

}
}

Hierarchy Level [edit dynamic-profiles profile-name]
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Release Information Statement introduced in Junos OS Release 9.2.

Description Configure Junos OS CoS features in a dynamic profile.

Default If you do not configure any CoS features, all packets are transmitted from output

transmission queue 0.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Static Hierarchical Scheduling in a Dynamic Profile

classifiers (Dynamic CoS Application)

Syntax classifiers {
dscp (classifier-name | default);
dscp-ipv6 (classifier-name | default);
ieee-802.1 (classifier-name | default) vlan-tag (inner | outer)
inet-precedence (classifier-name | default);

}

Hierarchy Level [edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number]

Release Information Statement introduced in Junos OS Release 10.1.

Description Apply aCoSbehavior aggregate classifier to a dynamic interface. You can apply a default

classifier or one that is previously defined.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Applying a Classifier to a Subscriber Interface in a Dynamic Profile on page 148

• classifiers (Definition)
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code (Application Identification)

Syntax code icmp-code;

Hierarchy Level [edit services application-identification application application-name icmp-mapping]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Match the specified ICMP code to create a custom application signature.

Options value—Numeric value for the ICMP code.

Range: 0 through 254

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325
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collector (LRF Profile)

Syntax collector collector-name {
destination {
address collector-address;
port collector-port-number;

}
source-address source-address;

}

Hierarchy Level [edit services lrf profile profile-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Configure a collector that receives logging and reporting data. This collector can be

specified in LRF rules.

Options collector-name—Name for the collector.

Range: Up to 32 characters.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342
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collector (LRF Rule)

Syntax collector collector-name;

Hierarchy Level [edit services lrf profile profile-name rule lrf-rule-name then report]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Specify the collector that receives the data if the LRF rule is matched.

Options collector-name—Name of the collector that receives the data. The referenced collector
must already be defined at the [edit services lrf profile profile-name] hierarchy level.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342
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color-aware

Syntax color-aware;

Hierarchy Level [edit dynamic-profiles profile-name firewall three-color-policer name single-rate],
[edit dynamic-profiles profile-name firewall three-color-policer name two-rate],
[edit firewall three-color-policer policer-name single-rate],
[edit firewall three-color-policer policer-name two-rate]

Release Information Statement introduced in Junos OS Release 7.4.

Support at the [editdynamic-profiles ... single-rate] and [editdynamic-profiles ... two-rate]

hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description For a three-color policer, configure the way preclassified packets are metered. In

color-aware mode, the local router can assign a higher packet loss priority, but cannot

assign a lower packet loss priority.

For example, suppose an upstream router assignedmedium-high packet loss priority to

a packet because the packet exceeded the committed information rate on the upstream

router interface.

• If the local router applies color-aware policing to the packet, the router cannot change

thepacket losspriority to low, even if thepacket conforms to theconfiguredcommitted

information route on the local router interface.

• If the local router applies color-blind policing to the packet, the router can change the

packet loss priority to low if the packet conforms to the configured committed

information route on the local router interface.

NOTE: A color-aware policer cannot be applied to Layer 2 traffic.

Default If you omit the color-aware statement, the default behavior is color-aware mode.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Three-Color Policer Configuration Overview

• Color Modes for Three-Color Policers

• color-blind on page 542

541Copyright © 2017, Juniper Networks, Inc.

Chapter 39: Configuration Statements



color-blind

Syntax color-blind;

Hierarchy Level [edit dynamic-profiles profile-name firewall three-color-policer name single-rate],
[edit dynamic-profiles profile-name firewall three-color-policer name two-rate],
[edit firewall three-color-policer policer-name single-rate],
[edit firewall three-color-policer policer-name two-rate]

Release Information Statement introduced in Junos OS Release 7.4.

Support at the [editdynamic-profiles ... single-rate] and [editdynamic-profiles ... two-rate]

hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description For a three-color policer, configure the way preclassified packets are metered. In

color-blindmode, the local router ignores the preclassification of packets and can assign

a higher or lower packet loss priority.

For example, suppose an upstream router assignedmedium-high packet loss priority to

a packet because the packet exceeded the committed information rate on the upstream

router interface.

• If the local router applies color-aware policing to the packet, the router cannot change

thepacket losspriority to low, even if thepacket conforms to theconfiguredcommitted

information route on the local router interface.

NOTE: A color-aware policer cannot be applied to Layer 2 traffic.

• If the local router applies color-blind policing to the packet, the router can change the

packet loss priority to low if the packet conforms to the configured committed

information route on the local router interface.

Default If you omit the color-blind statement, the default behavior is color-aware mode.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Three-Color Policer Configuration Overview

• Color Modes for Three-Color Policers

• color-aware on page 541
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committed-burst-size

Syntax committed-burst-size bytes;

Hierarchy Level [edit dynamic-profiles profile-name firewall three-color-policer name single-rate],
[edit dynamic-profiles profile-name firewall three-color-policer name two-rate],
[edit firewall three-color-policer policer-name single-rate],
[edit firewall three-color-policer policer-name two-rate]

Release Information Statement introduced in Junos OS Release 7.4.

Support at the [editdynamic-profiles ... single-rate] and [editdynamic-profiles ... two-rate]

hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description For a three-color policer, configure the committed burst size (CBS) as a number of bytes.

NOTE: When you include the committed-burst-size statement in the

configuration, youmust also include the committed-information-rate

statement at the same hierarchy level.

In three-color policing, a committed information rate (CIR) defines the guaranteed

bandwidth for traffic arriving at or departing from the interface under normal line

conditions. A flow of traffic at an average rate that conforms to the CIR is categorized

green.

During periods of average traffic rates below the CIR, any unused bandwidth capacity

accumulates up to amaximum amount defined by the CBS. Short periods of bursting

traffic (back-to-back traffic at averages rates that exceed the CIR) are also categorized

as green provided that unused bandwidth capacity is available.

Traffic that exceeds both the CIR and the CBS is considered nonconforming.

Single-rate three-color policers use a dual token bucket algorithm to measure traffic

against a single rate limit. Nonconforming traffic is categorized as yellow or red, based

on the excess-burst-size statement included in the policer configuration.

Two-rate three-color policers use a dual-rate dual token bucket algorithm to measure

traffic against two rate limits. Nonconforming traffic is categorized as yellowor red based

on the peak-information-rate and peak-burst-rate statements included in the policer

configuration.

Options bytes—Number of bytes. You can specify a value in bytes either as a complete decimal

number or as a decimal number followed by the abbreviation k (1000),

m (1,000,000), or g (1,000,000,000).

Range: 1500 through 100,000,000,000 bytes
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Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Three-Color Policer Configuration Overview

• Policer Bandwidth and Burst-Size Limits

• Policer Color-Marking and Actions

• Dual Token Bucket Algorithms

• Determining Proper Burst Size for Traffic Policers

• committed-information-rate on page 545

• excess-burst-size on page 579

• peak-burst-size on page 693

• peak-information-rate on page 695
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committed-information-rate

Syntax committed-information-rate bps;

Hierarchy Level [edit dynamic-profiles profile-name firewall three-color-policer name single-rate],
[edit dynamic-profiles profile-name firewall three-color-policer name two-rate],
[edit firewall three-color-policer policer-name single-rate],
[edit firewall three-color-policer policer-name two-rate]

Release Information Statement introduced in Junos OS Release 7.4.

Support at the [editdynamic-profiles ... single-rate] and [editdynamic-profiles ... two-rate]

hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description For a three-color policer, configure the committed information rate as a number of bits

per second.Thecommitted information rate (CIR) is theguaranteedbandwidth for traffic

arriving at or departing from the interface under normal line conditions.

NOTE: When you include the committed-information-rate statement in the

configuration, youmust also include the committed-burst-size statement at

the same hierarchy level.

In three-color policing, a CIR defines the guaranteed bandwidth for traffic arriving at or

departing from the interface under normal line conditions. A flow of traffic at an average

rate that conforms to the CIR is categorized green.

During periods of average traffic rates below the CIR, any unused bandwidth capacity

accumulatesup toamaximumamountdefinedby thecommittedburst size (CBS).Short

periods of bursting traffic (back-to-back traffic at averages rates that exceed the CIR)

are also categorized as green provided that unused bandwidth capacity is available.

Traffic that exceeds both the CIR and the CBS is considered nonconforming.

Single-rate three-color policers use a dual token bucket algorithm to measure traffic

against a single rate limit. Nonconforming traffic is categorized as yellow or red, based

on the excess-burst-size statement included in the policer configuration.

Two-rate three-color policers use a dual-rate dual token bucket algorithm to measure

traffic against two rate limits. Nonconforming traffic is categorized as yellowor red based

on the peak-information-rate and peak-burst-rate statements included in the policer

configuration.

Options bps—Number of bits per second. You can specify a value in bits per second either as a

complete decimal number or as a decimal number followed by the abbreviation

k (1000),m (1,000,000), or g (1,000,000,000).

Range:
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• 1500 through 100,000,000,000 bps on EX, M, and T Series routers

• 1500 through 18,446,744,073,709,551,615 bps on Mx Series routers

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Three-Color Policer Configuration Overview

• Policer Bandwidth and Burst-Size Limits

• Policer Color-Marking and Actions

• Dual Token Bucket Algorithms

• Determining Proper Burst Size for Traffic Policers

• committed-burst-size on page 543

• excess-burst-size on page 579

• peak-burst-size on page 693

• peak-information-rate on page 695

compatibility (Application Identification)

Syntax compatibility junos-compatibility-version;

Hierarchy Level [edit services application-identification application application-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Specify the Junos OS release for compatibility.

Options junos-compatibility-version—Name of the Junos OS software release compatibility
version, such as 17.1.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325
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connection-limit

Syntax connection-limit limit;

Hierarchy Level [edit system services finger],
[edit system services ftp],
[edit system services netconf ssh],
[edit system services ssh],
[edit system services telnet],
[edit system services xnm-clear-text],
[edit system services xnm-ssl]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Configure themaximumnumberof connections sessions for each typeof systemservices

(finger, ftp, ssh, telnet, xnm-clear-text, or xnm-ssl) per protocol (either IPv6 or IPv4).

Options limit—(Optional)Maximumnumberof establishedconnectionsper protocol (either IPv6

or IPv4).

Range: 1 through 250

Default: 75

NOTE: The actual number of maximum connections depends on the
availability of system resources, andmight be fewer than the configured
connection-limit value if the system resources are limited.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring clear-text or SSL Service for Junos XML Protocol Client Applications

• Configuring DTCP-over-SSH Service for the Flow-Tap Application

• Configuring Finger Service for Remote Access to the Router

• Configuring FTP Service for Remote Access to the Router or Switch

• Configuring SSH Service for Remote Access to the Router or Switch

• Configuring Telnet Service for Remote Access to a Router or Switch
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context (Application Identification)

Syntax context context;

Hierarchy Level [edit services application-identification application application-name over member]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Define a predefined service-specific context as an additional matching criterion for

application identification.

Options context—One of the following predefined contexts:

• http-get-url-parsed-param-parsed—Decoded, normalized GET URL in an HTTP

request and the decoded CGI parameters, if any.

• http-header-content-type—Content-Type header in an HTTP transaction.

• http-header-cookie—Cookie header in an HTTP transaction.

• http-header-host—Host header in an HTTP request.

• http-header-user-agent—User-agent header in an HTTP transaction.

• http-post-url-parsed-param-parsed—Decoded, normalizedPOSTURL in anHTTP

request and the decoded CGI parameters, if any.

• http-post-variable-parsed—Decoded POST URL or form data variables.

• http-url-parsed—Decoded, normalized URL in an HTTP request.

• http-url-parsed-param-parsed—Decoded, normalizedURL inanHTTP requestand

the decoded CGI parameters, if any.

• ssl-server-name—Server name in the TLS server name extension or in the SSL

server certificate.

• stream—TCP or UDP stream data.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325
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delay-buffer-rate (Dynamic Traffic Shaping)

Syntax delay-buffer-rate (percent percentage | rate | $junos-cos-delay-buffer-rate);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name]

Release Information Statement introduced in Junos OS Release 9.2.

The $junos-cos-delay-buffer-rate variable introduced in Junos OS Release 9.4.

Description Base the delay-buffer calculation on a delay-buffer rate.

Default If you do not include this statement, the delay-buffer calculation is based on the

guaranteed rate if one is configured, or the shaping rate if noguaranteed rate is configured.

Options rate—Delay-buffer rate, in bits per second (bps). Youcan specify a value inbits per second

either as a complete decimal number or as a decimal number followed by the

abbreviation k (1000),m (1,000,000), or g (1,000,000,000).

Range: 1000 through 6,400,000,000,000 bps

$junos-cos-delay-buffer-rate—Junos predefined variable that is replaced with the

delay-buffer rate obtained from theRADIUS serverwhen a subscriber authenticates

over the interface to which the dynamic profile is attached.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Traffic Scheduling and Shaping for Subscriber Access on page 11

• output-traffic-control-profile on page 677
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description (Application Identification)

Syntax description description

Hierarchy Level [edit services application-identification application application-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Provide a description of the application.

Options description—Textual description of the application.

Range: 1 through 255 characters

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325

destination (Application Identification)

Syntax destination ip ip-address-prefix;

Hierarchy Level [edit services application-identification application application-name address-mapping]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Specify thedestination IPaddress for addressmapping-basedapplication identification.

Options ip-address-prefix—IP address and prefix for matching.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325
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destination (LRF Profile)

Syntax destination {
address collector-address;
port collector-port-number;

}

Hierarchy Level [edit services lrf profile profile-name collector collector-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Specify the destination IP address and port number of the collector.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342

destination-address (Subscriber Secure Policy)

Syntax destination-address address;

Hierarchy Level [edit services radius-flow-tap policy policy-name inet drop-policy rule-name from],
[edit services radius-flow-tap policy policy-name inet6 drop-policy rule-name from]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify destination IP address or prefix value for radius-flow-tap policy rule mapping.

Options address— IPv4 or IPv6 address for the radius-flow-tap policy.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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destination-port (Subscriber Secure Policy)

Syntax destination-port port-number;

Hierarchy Level [edit services radius-flow-tap policy policy-name inet drop-policy rule-name from],
[edit services radius-flow-tap policy policy-name inet6 drop-policy rule-name from]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify the destination IP address for the radius-flow-tap policy.

Options port-number—Number of the IPv4 or IPv6destination port for the radius-flow-tap policy.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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ddos-protection (DDoS)

Syntax ddos-protection
global {
disable-fpc;
disable-logging;
disable-routing-engine;
flow-detection;
flow-level-control;
flow-detection-mode;
flow-report-rate;
violation-report-rate;

}
protocols protocol-group (aggregate | packet-type) {
bandwidth packets-per-second;
burst size;
bypass-aggregate;
disable-fpc;
disable-logging;
disable-routing-engine;
flow-detection-mode (automatic | off | on);
flow-detect-time seconds;
flow-level-bandwidth {
logical-interface flow-bandwidth;
physical-interface flow-bandwidth;
subscriber flow-bandwidth;

}
flow-level-control {
logical-interface flow-control-mode;
physical-interface flow-control-mode;
subscriber flow-control-mode;

}
flow-level-detection {
logical-interface flow-detection-mode;
physical-interface flow-detection-mode;
subscriber flow-detection-mode;

}
flow-recover-time seconds;
flow-timeout-time seconds;
fpc slot-number {
bandwidth-scale percentage;
burst-scale percentage;
disable-fpc;

}
no-flow-logging
priority level;
recover-time seconds;
timeout-active-flows;

}
traceoptions{
file filename <files number> <match regular-expression > <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
level (all | error | info | notice | verbose | warning);
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no-remote-trace;
}

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 12.3R2 on EX9200 switches and T4000

routers.

Support for Enhanced Subscriber Management added in Junos OS Release 17.3R1.

Description (MX Series routers with only MPCs, T4000 Core Routers with only FPC5s, or EX9200

switches) Configure DDoS policers.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Protection Against DDoS Attacks

• Configuring Flow Detection for DDoS Protection

direction (Application Identification)

Syntax direction (any | client-to-server | server-to-client);

Hierarchy Level [edit services application-identification application application-name over member]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Specify the connection direction of the packets to which to apply pattern matching.

Options any—Apply pattern matching to packets flowing in any direction.

client-to-server—Apply pattern matching only to packets flowing from client to server.

server-to-client—Apply pattern matching only to packets flowing from server to client.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325
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direction (Service Data Flow Filters)

Syntax direction (uplink | downlink | both);

Hierarchy Level [edit unified-edge pcef flow-descriptions flow-identifier],
[edit services pcef flow-descriptions flow-identifier]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef flow-descriptions flow-identifier] hierarchy level

introduced for Junos OS Broadband Subscriber Management in Junos OS Release 17.2

on MX Series.

Description Specify the direction in which service data flow (SDF) filters will detect service flow IP

packets.

If you are using JunosOSSubscriber Aware, specify the direction at the [edit unified-edge

pcef flow-descriptions flow-identifier] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the direction at

the [edit services pcef flow-descriptions flow-identifier] hierarchy level.

Default If you do not configure the direction statement, the default direction is both.

Options uplink—SDF filters are applied in the uplink direction.

downlink—SDF filters are applied in the downlink direction.

both—SDF filters are applied in both the uplink and downlink directions.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Service Data Flow Filters on page 309

• UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306
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disable (Dynamic IGMP)

Syntax "disable:$junos-igmp-enable";

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp interface interface-name],

Release Information Statement introduced in Junos OS Release 9.2.

Description Disable IGMP on the interface.

NOTE: Thoughthepurposeof this statement is todisable IGMPon interfaces,
under thedynamic-profileshierarchyyoucanusethisstatementandanenable

variable (disable:$junos-igmp-enable) to ensure that IGMP is not disabled by

a AAA-based authentication andmanagementmethod (RADIUS).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic IGMP Configuration Overview on page 293

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Disabling IGMP

disable (DynamicMLD)

Syntax disable;

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description Disable MLD on the dynamic interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Disabling MLD

Copyright © 2017, Juniper Networks, Inc.556

Broadband Subscriber Services Feature Guide



drop-policy (Subscriber Secure Policy)

Syntax drop-policy rule-name {
from {
apply-groups group-name;
apply-groups-except group-name;
destination-address address;
destination-port port-number;
dscp dscp-value;
protocol protocol;
source-address address;
source-port port-number;

}
}

Hierarchy Level [edit services radius-flow-tap policy policy-name inet| inet6]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify the drop-policy that is applied to mirrored packets sent to amediation device.

Options rule-name–Define the term name.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427

557Copyright © 2017, Juniper Networks, Inc.

Chapter 39: Configuration Statements

https://apps.juniper.net/cli-explorer/


drop-profile (Dynamic Schedulers)

Syntax drop-profile (profile-name | predefined-variable);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service schedulers scheduler-name
drop-profile-map loss-priority (any | low | medium-low | medium-high | high) protocol
(any | non-tcp | tcp)]

Release Information Statement introduced in Junos OS Release 9.3.

The $junos-cos-scheduler-dropfile-low, $junos-cos-scheduler-dropfile-medium-low,

$junos-cos-scheduler-dropfile-medium-high, $junos-cos-scheduler-dropfile-high, and

$junos-cos-scheduler-dropfile-any predefined variable introduced in Junos OS Release

9.4.

Description Within the drop-profilemap, specify the name of the drop profile to use for randomearly

detection (RED) for a specific packet-loss priority (PLP) level and protocol type. A drop

profile maps a fill level (fullness of a queue) to a drop probability (probability that a

packet will be dropped). When a packet arrives, RED checks the queue fill level. If the fill

level corresponds to a nonzero drop probability, the RED algorithm determines whether

to drop the arriving packet.

You enable RED by applying a drop profile to a scheduler.

Youconfiguredropprofiles statically (at the [edit class-of-servicedrop-profiles]hierarchy

level).

Options profile-name—Name of the drop profile.

predefined-variable—One of the following Junos predefined variable that is replacedwith

a value obtained from the RADIUS server when a subscriber authenticates over the

interface to which the dynamic profile is attached:

• $junos-cos-scheduler-dropfile-low—Name of the drop profile for PLP level low and

protocol any, specified for a scheduler configured in a dynamic profile for subscriber

access.

• $junos-cos-scheduler-dropfile-medium-low—Name of the drop profile for PLP level

medium-lowandprotocol any, specified for a scheduler configured in adynamic profile

for subscriber access.

• $junos-cos-scheduler-dropfile-medium-high—Name of the drop profile for PLP level

medium-highandprotocolany, specified for a scheduler configured inadynamicprofile

for subscriber access.

• $junos-cos-scheduler-dropfile-high—Name of the drop profile for PLP level high and

protocol any, specified for a scheduler configured in a dynamic profile for subscriber

access.
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• $junos-cos-scheduler-dropfile-lny—Name of the drop profile for PLP level any and

protocol any, specified for a scheduler configured in a dynamic profile for subscriber

access.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 13

• scheduler (Dynamic Scheduler Maps) on page 764

• Determining Packet Drop Behavior by Configuring Drop Profile Maps for Schedulers

drop-profile-map (Dynamic Schedulers)

Syntax drop-profile-map loss-priority (any | low |medium-low |medium-high | high) protocol (any
| non-tcp | tcp) drop-profile (profile-name | predefined-variable);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 9.3.

Description Define loss priority value for drop profile.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 13

• scheduler (Dynamic Scheduler Maps) on page 764
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dscp (Dynamic Classifiers)

Syntax dscp (classifier-name | default);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers]

Release Information Statement introduced in Junos OS Release 10.1.

Description For IPv4 traffic, apply a Differentiated Services (DiffServ) code point (DSCP) classifier

to a subscriber interface in a dynamic profile.

Options classifier-name—Name of a classifiermapping configured at the [edit class-of-service

classifiers dscp] hierarchy level.

default—The default mapping.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Applying a Classifier to a Subscriber Interface in a Dynamic Profile on page 148

• classifiers (Definition)
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dscp (Dynamic Rewrite Rules)

Syntax dscp (rewrite-name | default);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number rewrite-rules]

Release Information Statement introduced in Junos OS Release 10.1.

Description For IPv4 traffic, apply a Differentiated Services (DiffServ) code point (DSCP) rewrite rule

to a subscriber interface in a dynamic profile.

Options rewrite-name—Name of a rewrite-rulesmapping configured at the [edit class-of-service

rewrite-rules dscp] hierarchy level.

default—The default mapping.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Applying a Rewrite Rule Definition to a Subscriber Interface in a Dynamic Profile on

page 147

• rewrite-rules

dscp (Subscriber Secure Policy)

Syntax dscp value;

Hierarchy Level [edit services radius-flow-tap policy policy-name inet drop-policy rule-name from],
[edit services radius-flow-tap policy policy-name inet6 drop-policy rule-name from]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify the DSCP value for the radius-flow-tap policy.

Options dscp-value— IPv4 or IPv6 dscp value for the radius-flow-tap policy.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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dscp-ipv6 (Dynamic Classifiers)

Syntax dscp-ipv6 (classifier-name | default);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers]

Release Information Statement introduced before Junos OS Release 10.1.

Description For IPv6 traffic, apply a Differentiated Services (DiffServ) code point (DSCP) classifier

to a subscriber interface in a dynamic profile.

Options classifier-name—Name of a classifiermapping configured at the [edit class-of-service

classifiers dscp-ipv6] hierarchy level.

default—The default mapping.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Applying a Classifier to a Subscriber Interface in a Dynamic Profile on page 148

• classifiers (Definition)
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dscp-ipv6 (Dynamic Rewrite Rules)

Syntax dscp-ipv6 (rewrite-name | default);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number rewrite-rules]

Release Information Statement introduced before Junos OS Release10.1.

Description For IPv6 traffic, apply a DSCP rewrite rule to a subscriber interface in a dynamic profile.

Options rewrite-name—Name of a rewrite-rulesmapping configured at the [edit class-of-service

rewrite-rules dscp-ipv6] hierarchy level.

default—The default mapping.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• rewrite-rules

dtcp-only (SystemServices)

Syntax dtcp-only;

Hierarchy Level [edit system services]

Release Information Statement introduced in Junos OS Release 17.3R1.

Description Prevent RADIUS-initiated subscriber secure policy mirroring from being enabled, while

allowingbothDTCP-initiatedmirroringandDTCP-based flow-tapservices (FlowTapLite)

to be enabled. This statement has no effect on existing RADIUS-initiatedmirroring

services. Youmust issue the statementbefore such servicesareactivated for a subscriber.

Subscriber login and session establishment are not affected.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Disabling RADIUS-Initiated Subscriber Secure Policy Mirroring on page 451

• Subscriber Secure Policy Overview on page 411

• Configuring Support for Subscriber Secure Policy Mirroring on page 429

• Configuring FlowTapLite
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dynamic-class-of-service-options (Dynamic Traffic Shaping)

Syntax dynamic-class-of-service-options {
vendor-specific-tags access-loop-encapsulation;
vendor-specific-tags actual-data-rate-downstream;

}

Hierarchy Level [edit dynamic-profiles profile-name class-of-service ]

Release Information Statement introduced in Junos OS Release 12.1.

Description Configure the shaping-rate and overhead-accounting class-of-service attributes based

on access line parameters in PPPoE discovery packets on dynamic subscriber interfaces.

Options vendor-specific-tags—UseVendor-SpecificPoint-to-PointProtocoloverEthernet (PPPoE)

Tags [TR-101] to set the rate-shaping and overhead-accounting class-of-service

attributes.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific

Tags on page 69

• Configuring the Shaping Rate and Overhead Accounting Based on PPPoE

Vendor-Specific Tags on Dynamic Subscriber Interfaces on page 71

• BandwidthManagement forDownstreamTraffic inEdgeNetworksOverviewonpage59
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dynamic-profiles

Syntax dynamic-profiles {
profile-name {
class-of-service {
interfaces {
interface-name ;
}
unit logical-unit-number {
classifiers {
type (classifier-name | default);

}
output-traffic-control-profile (profile-name | $junos-cos-traffic-control-profile);
report-ingress-shaping-rate bps;
rewrite-rules {
dscp (rewrite-name | default);
dscp-ipv6 (rewrite-name | default);
ieee-802.1 (rewrite-name | default) vlan-tag (outer | outer-and-inner);
inet-precedence (rewrite-name | default);
}

}
}

}
scheduler-maps {
map-name {
forwarding-class class-name scheduler scheduler-name;

}
}
schedulers {
(scheduler-name) {
buffer-size (seconds | percent percentage | remainder | temporalmicroseconds);
drop-profile-map loss-priority (any | low | medium-low | medium-high | high)
protocol (any | non-tcp | tcp) drop-profile profile-name;

excess-priority (low | high | $junos-cos-scheduler-excess-priority);
excess-rate (percent percentage | percent $junos-cos-scheduler-excess-rate);
overhead-accounting (shaping-mode) <bytes (byte-value>;
priority priority-level;
shaping-rate (rate | predefined-variable);
transmit-rate (percent percentage | rate | remainder) <exact | rate-limit>;

}
}
traffic-control-profiles profile-name {
delay-buffer-rate (percent percentage | rate | $junos-cos-delay-buffer-rate);
excess-rate (percentpercentage | proportionvalue | percent$junos-cos-excess-rate);
guaranteed-rate (percent percentage | rate | $junos-cos-guaranteed-rate);
overhead-accounting (shaping-mode) <bytes (byte-value>;
scheduler-mapmap-name;
shaping-rate (rate | predefined-variable);

}
}
firewall {
family family {
fast-update-filter filter-name {
interface-specific;
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match-order [match-order];
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
only-at-create;

}
}
filter filter-name {
enhanced-mode-override;
fast-lookup-filter;
instance-shared;
interface-shared;

interface-specific;
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
only-at-create;

filter filter-name {
interface-specific;
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
}

policer policer-name {
filter-specific;
if-exceeding {
(bandwidth-limit bps | bandwidth-percent percentage);
burst-size-limit bytes;

}
logical-bandwidth-policer;
logical-interface-policer;
physical-interface-policer;
then {
policer-action;

}
}
hierarchical-policer uid {
aggregate {
if-exceeding {
bandwidth-limit-limit bps;
burst-size-limit bytes;
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}
then {
policer-action;

}
}
premium {
if-exceeding {
bandwidth-limit bps;
burst-size-limit bytes;

}
then {
policer-action;

}
}

}
policer uid {
filter-specific;
if-exceeding {
(bandwidth-limit bps | bandwidth-percent percentage);
burst-size-limit bytes;

}
logical-bandwidth-policer;
logical-interface-policer;
physical-interface-policer;
then {
policer-action;

}
}
three-color-policer uid {
action {
loss-priority high then discard;

}
logical-interface-policer;
single-rate {
(color-aware | color-blind);
committed-burst-size bytes;
committed-information-rate bps;
excess-burst-size bytes;

}
two-rate {
(color-aware | color-blind);
committed-burst-size bytes;
committed-information-rate bps;
peak-burst-size bytes;
peak-information-rate bps;
}

}
}

}
interfaces interface-name {
interface-set interface-set-name {
interface interface-name {
unit logical unit number {
advisory-options {
downstream-rate rate;
upstream-rate rate;
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}
}

}
}
unit logical-unit-number {
auto-configure {
agent-circuit-identifier {
dynamic-profile profile-name;

}
line-identity {
include {
accept-no-ids;
circuit-id;
remote-id;

}
dynamic-profile profile-name;

}
}
encapsulation (atm-ccc-cell-relay | atm-ccc-vc-mux | atm-cisco-nlpid |
atm-tcc-vc-mux | atm-mlppp-llc | atm-nlpid | atm-ppp-llc | atm-ppp-vc-mux |
atm-snap | atm-tcc-snap | atm-vc-mux | ether-over-atm-llc |
ether-vpls-over-atm-llc | ether-vpls-over-fr | ether-vpls-over-ppp | ethernet |
frame-relay-ccc | frame-relay-ppp | frame-relay-tcc | frame-relay-ether-type |
frame-relay-ether-type-tcc | multilink-frame-relay-end-to-end | multilink-ppp |
ppp-over-ether |ppp-over-ether-over-atm-llc | vlan-bridge | vlan-ccc | vlan-vci-ccc
| vlan-tcc | vlan-vpls);

family family {
address address;
filter {
adf {
counter;
input-precedence precedence;
not-mandatory;
output-precedence precedence;
rule rule-value;

}
input filter-name (
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
rpf-check {
fail-filter filter-name;
mode loose;

}
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
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input-vlan-map {
inner-tag-protocol-id tpid;
inner-vlan-id number;
(push | swap);
tag-protocol-id tpid;
vlan-id number;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}
output-vlan-map {
inner-tag-protocol-id tpid;
inner-vlan-id number;
(pop | swap);
tag-protocol-id tpid;
vlan-id number;

}
pcef pcef-profile-name {
activate rule-name | activate-all;

}
}
unnumbered-address interface-name <preferred-source-address address>;

}
filter {
input filter-name (
shared-name filter-shared-name;

}
output filter-name {
shared-name filter-shared-name;

}
}
host-prefix-only;
ppp-options {
chap;
pap;

}
vlan-id number;
vlan-tags outer [tpid].vlan-id [inner [tpid].vlan-id];

}
}
interfaces {
demux0 {...}

}
interfaces {
pp0 {...}

}
policy-options {
prefix-list uid {
ip-addresses;
dynamic-db;

}
}
predefined-variable-defaults predefined-variable <variable-option> default-value;
protocols {
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igmp {
interface interface-name {
accounting;
disable;
group-limit limit;
group-policy;
group-threshold value;
immediate-leave
log-interval seconds;
no-accounting;
oif-map;
passive;
promiscuous-mode;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name
static {
group group {
source source;

}
}
version version;

}
}
mld {
interface interface-name {
(accounting | no-accounting);
disable;
group-limit limit;
group-policy;
group-threshold value;
immediate-leave;
log-interval seconds;
oif-map;
passive;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name;
static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}
}
router-advertisement {
interface interface-name {
current-hop-limit number;
default-lifetime seconds;
(managed-configuration | no-managed-configuration);
max-advertisement-interval seconds;
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min-advertisement-interval seconds;
(other-stateful-configuration | no-other-stateful-configuration);
prefix prefix;
reachable-timemilliseconds;
retransmit-timermilliseconds;

}
}

}
routing-instances routing-instance-name {
interface interface-name;
routing-options {
access {
route prefix {
next-hop next-hop;
metric route-cost;
preference route-distance;
tag route-tag;

}
}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}

}
multicast {
interface interface-name {
no-qos-adjust;

}
}

}
rib routing-table-name {
access {
route prefix {
next-hop next-hop;
metric route-cost;
preference route-distance;
tag route-tag;

}
}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}

}
}

}
routing-options {
access {
route prefix {
next-hop next-hop;
metric route-cost;
preference route-distance;
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tag route-tag;
}

}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}

}
multicast {
interface interface-name {
no-qos-adjust;

}
}

}
services {
captive-portal-content-delivery {
rule name {
match-direction (input | input-output | output);
term name {
then {
accept;
redirect url;
rewrite destination-address address <destination-port port-number>;
syslog;

}
}

}
}

}
variables {
variable-name {
default-value default-value;
equals expression;
mandatory;
uid;
uid-reference;

}
}

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 9.2.

Support at the filter, policer, hierarchical-policer, three-color-policer, and policy options

hierarchy levels introduced in Junos OS Release 11.4.

Description Create dynamic profiles for use with DHCP or PPP client access.
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Options profile-name—Name of the dynamic profile; string of up to 80 alphanumeric characters.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Basic Dynamic Profile

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information

• Dynamic Profiles Overview

effective-shaping-rate

Syntax effective-shaping-rate;

Hierarchy Level [edit chassis]

Release Information Statement introduced in Junos OS Release 13.2.

Description Specify that theCos-Effective-Shaping-RateVSA[26–177] included inRADIUSAcct-Start,

Acct-Stop, and Interim-Acctmessages reports the actual rate of the downstream traffic

for a subscriber, in kilobits per second.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Reporting the Effective Shaping Rate for Subscribers on page 71
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enhanced-mode

Syntax enhanced-mode;

Hierarchy Level [edit dynamic-profiles profile-name firewall family family-name filter filter-name],
[edit firewall filter filter-name],
[edit firewall family family-name filter filter-name],
[edit logical-systems logical-system-name firewall filter filter-name],
[edit logical-systems logical-system-name firewall family family-name filter filter-name]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Limit static service filters or API-client filters to term-based filter format only for inet or

inet6 families when enhanced network services mode is configured at the [edit chassis

network-services] hierarchy level. When used with one of the chassis enhanced network

services modes, firewall filters are generated in term-based format for use with MPC

modules.

If enhanced network services are not configured for the chassis, the enhanced-mode

statement is ignored and any enhancedmode firewall filters are generated in both

term-based and the default, compiled format. Only term-based (enhanced) firewall

filters will be generated, regardless of the setting of the enhanced-mode statement at

the [edit chassis network-services] hierarchy level, if any of the following are true:

• Flexible filter match conditions are configured at the [edit firewall family family-name

filter filter-name term term-name from]or [edit firewall filter filter-name term term-name

from] hierarchy levels.

• A tunnel header push or pop action, such as GRE encapsulate or decapsulate is

configured at the [edit firewall family family-name filter filter-name term term-name

then] hierarchy level.

• Payload-protocol match conditions are configured at the [edit firewall family

family-name filter filter-name term term-name from] or [edit firewall filter filter-name

term term-name from] hierarchy levels.

• An extension-header match is configured at the [edit firewall family family-name filter

filter-name term term-name from] or [edit firewall filter filter-name term term-name

from] hierarchy levels.

• Amatch condition is configured that onlyworkswithMPCcards, suchas firewall bridge

filters for IPv6 traffic.

NOTE: You cannot attach enhancedmode filters to local loopback,
management, or MS-DPC interfaces. These interfaces are processed by the
RoutingEngineandDPCmodulesandcanacceptonlycompiled firewall filter
format. In cases where both filter formats are needed for dynamic service
filters, you can use the enhanced-mode-override statement on the specific
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filter definition tooverride thedefault filter term-basedonly formatof chassis
network-service enhanced IPmode.

NOTE: Do not use enhancedmode for firewall filters that are intended for
control plane traffic. Control plane filtering is handled by the Routing Engine
kernel,whichcannotuse the term-basedformatof theenhancedmodefilters.

For packets sourced from the Routing Engine, the Routing Engine processes
Layer 3 packets by applying output filters to the packets and forwards Layer
2 packets to the Packet Forwarding Engine for transmission. By configuring
the enhancedmode filter, you explicitly specify that only the term-based
filter format is used, which also implies that the Routing Engine cannot use
this filter.

NOTE: Theenhanced-modeandtheenhanced-mode-overridestatementsare

mutually exclusive; you can define the filter with either enhanced-mode or

enhanced-mode-override, but not both.

NOTE: For MX Series routers with MPCs, you need to initialize certain new
firewall filters by walking the corresponding SNMPMIB, for example, show

snmpmibwalk name ascii. This forces Junos to learn the filter counters and

ensure that the filter statistics are displayed. This guidance applies to all
enhancedmode firewall filters, filterswith flexible conditions, and filterswith
the certain terminating actions. See those topics, listed under Related
Documentation, for details.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.
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Related
Documentation

• enhanced-mode-override on page 577

• Network Services Mode Overview

• Firewall Filters and Enhanced Network Services Mode Overview on page 265

• Configuring a Filter for Use with Enhanced Network Services Mode on page 267

• Firewall Filter Match Conditions for IPv4 Traffic

• Firewall Filter Match Conditions for IPv6 Traffic

• Firewall Filter Terminating Actions

• Firewall Filter Flexible Match Conditions
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enhanced-mode-override

Syntax enhanced-mode-override;

Hierarchy Level [edit dynamic-profiles profile-name firewall family family-name filter filter-name],
[edit firewall filter filter-name],
[edit firewall family family-name filter filter-name],
[edit logical-systems logical-system-name firewall filter filter-name],
[edit logical-systems logical-system-name firewall family family-name filter filter-name]

Release Information Statement introduced in Junos OS Release 12.2.

Description Overrides the default filter enhanced-mode of dynamic service filters when the chassis

is running in network-services enhanced IPmode. It functions similarly to the

enhanced-mode statement used to override the default IP mode of static filters when
the chassis is running in network-services enhanced IPmode.

When the chassis is running in network-service enhanced IPmode, all dynamic service

inet and inet6 firewall filters are automatically generated in term-based filter format

only. For any dynamic service filter that must be generated in both term-based and

compiled formats, youmust specifically configure theenhanced-mode-overridestatement

for that filter definition.

Similar to how the filter enhanced-mode statement functions, if the chassis is not running

in network-services enhanced IPmode, then the enhanced-mode-override statement is

ignored.

NOTE: Theenhanced-modeandtheenhanced-mode-overridestatementsare

mutually exclusive; you can define the filter with either enhanced-mode or

enhanced-mode-override, but not both.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• enhanced-mode on page 574

• Network Services Mode Overview

• Firewall Filters and Enhanced Network Services Mode Overview on page 265

• Configuring a Filter for Use with Enhanced Network Services Mode on page 267
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enhanced-policer

Syntax enhanced-policer

Hierarchy Level [edit chassis]

Release Information Statement introduced in Junos OS Release 12.3 for MX Series.

Description Collect additional statistics to be displayed using show commands. An FPC restart is

required after changing this configuration.

A warning logmessage is generated when you commit a configuration that contains the

enhanced-policer statement. The logmessagestates that theenhancedpolicer is enabled

on FPCs only after they are restarted. If you do not reboot the FPCs, the FPCs return all

0s (zeros) when you perform a query for the retrieval of detailed statistics—for example,

when you issue the show firewall detail command.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Router Chassis Configuration Statements

• Enhanced Policer Statistics Overview on page 289

• show policer

• show firewall on page 914
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excess-burst-size

Syntax excess-burst-size bytes;

Hierarchy Level [edit dynamic-profiles profile-name firewall three-color-policer name single-rate],
[edit firewall three-color-policer policer-name single-rate]

Release Information Statement introduced in Junos OS Release 7.4.

Support at the [edit dynamic-profiles ... single-rate] hierarchy level introduced in Junos

Release OS 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description For a single-rate three-color policer, configure the excess burst size (EBS) as a number

of bytes. The EBS allows for moderate periods of bursting traffic that exceeds both the

committed information rate (CIR) and the committed burst size (CBS).

NOTE: Whenyou includetheexcess-burst-sizestatement in theconfiguration,

youmust also include the committed-burst-size and

committed-information-rate statements at the same hierarchy level.

Traffic that exceeds both the CIR and the CBS is considered nonconforming.

Single-rate three-color policing uses a dual token bucket algorithm to measure traffic

against a single rate limit. Nonconforming traffic is categorized as yellow or red based

on the excess-burst-size statement included in the policer configuration.

During periods of traffic that conforms to the CIR, any unused portion of the guaranteed

bandwidth capacity accumulates in the first token bucket, up to the maximum number

of bytes defined by the CBS. If any accumulated bandwidth capacity overflows the first

bucket, the excess accumulates in a second token bucket, up to the maximum number

of bytes defined by the EBS.

A nonconforming traffic flow is categorized yellow if its size conforms to bandwidth

capacity accumulated in the first token bucket. Packets in a yellow flow aremarkedwith

medium-high packet loss priority (PLP) and then passed through the interface.

A nonconforming traffic flow is categorized red if its size exceeds the bandwidth capacity

accumulated in the second token bucket. Packets in a red traffic flow are marked with

high PLP and then either passed through the interface or optionally discarded.

Options bytes—Number of bytes. You can specify a value in bytes either as a complete decimal

number or as a decimal number followed by the abbreviation k (1000),

m (1,000,000), or g (1,000,000,000).

Range: 1500 through 100,000,000,000 bytes
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Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Three-Color Policer Configuration Overview

• Policer Bandwidth and Burst-Size Limits

• Policer Color-Marking and Actions

• Dual Token Bucket Algorithms

• Determining Proper Burst Size for Traffic Policers

• committed-burst-size on page 543

• committed-information-rate on page 545

excess-priority (Dynamic Schedulers)

Syntax excess-priority (low | high | $junos-cos-scheduler-excess-priority | none);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 10.2.

none option added in Junos OS Release 11.4.

Description Determine the priority of excess bandwidth traffic on a scheduler in a dynamic profile.

Options low—Excess traffic for this scheduler has low priority.

high—Excess traffic for this scheduler has high priority.

$junos-cos-scheduler-excess-priority—Variable for the excess-priority that is replaced

with a value obtained from the RADIUS server when a subscriber authenticates over

the interface to which the dynamic profile is attached.

none—System does not demote the priority of guaranteed traffic when the bandwidth

exceeds the shaping rate or the guaranteed rate.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Managing Excess Bandwidth Distribution for Dynamic CoS onMIC andMPC Interfaces

on page 92

• scheduler on page 764
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excess-rate (Dynamic Schedulers)

Syntax excess-rate percent (percentage | $junos-cos-scheduler-excess-rate | proportion value);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 10.2.

Description Determine the percentage of excess bandwidth traffic to share.

Options percentage—Percentage of the excess bandwidth to share.

Range: 0 through 100 percent

$junos-cos-scheduler-excess-rate—Variable for the excess rate that is specified for a

scheduler. The variable is replaced with a value obtained from the RADIUS server

when a subscriber authenticates over the interface to which the dynamic profile is

attached.

value—Proportion of the excess bandwidth to share.

Range: 0 through 1000

NOTE: The proportion of excess bandwidth onMPC2-3DMPCs can be
configuredwith increments of 1 from0 through 1000. All other MPCs should
be configured with increments of 10 from 0 through 1000.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Managing Excess Bandwidth Distribution for Dynamic CoS onMIC andMPC Interfaces

on page 92

• output-traffic-control-profile on page 677
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excess-rate (Dynamic Traffic Shaping)

Syntax excess-rate (percent percentage | $junos-cos-excess-rate) | proportion value);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name]

Release Information Statement introduced in Junos OS Release 10.2.

Description ForanMPC interface,determine thepercentageorproportionofexcessbandwidth traffic

to share for all priorities of traffic.

Options percentage—Percentage of the excess bandwidth to share.

Range: 0 through 100 percent

value—Proportion of the excess bandwidth to share.

Range: 0 through 1000

NOTE: The proportion of excess bandwidth onMPC2-3DMPCs can be
configuredwith increments of 1 from0 through 1000. All other MPCs should
be configured with increments of 10 from 0 through 1000.

$junos-cos-excess-rate—Variable for the excess rate that is specified for the logical

interface. The variable is replaced with a value obtained from the RADIUS server

when a subscriber authenticates over the interface to which the dynamic profile is

attached.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Managing Excess Bandwidth Distribution for Dynamic CoS onMIC andMPC Interfaces

on page 92

• output-traffic-control-profile on page 677

Copyright © 2017, Juniper Networks, Inc.582

Broadband Subscriber Services Feature Guide



excess-rate-high (Dynamic Traffic Shaping)

Syntax excess-rate-high ((percent percentage | $junos-cos-excess-rate-high) | proportion value);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name]

Release Information Statement introduced in Junos OS Release 11.4.

Description ForanMPC/MIC interface, determine thepercentageofexcessbandwidth forhigh-priority

traffic to share.

Options percentage—Percentage of the excess bandwidth to share.

Range: 0 through 100 percent

value—Proportion of the excess bandwidth to share.

Range: 0 through 1000

NOTE: The proportion of excess bandwidth onMPC2-3DMPCs can be
configuredwith increments of 1 from0 through 1000. All other MPCs should
be configured with increments of 10 from 0 through 1000.

$junos-cos-excess-rate-high—Variable for theexcess rate that is specified for high-priority

traffic on the logical interface. The variable is replaced with a value obtained from

the RADIUS server when a subscriber authenticates over the interface to which the

dynamic profile is attached.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Managing Excess Bandwidth Distribution for Dynamic CoS onMIC andMPC Interfaces

on page 92

• output-traffic-control-profile on page 677
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excess-rate-low (Dynamic Traffic Shaping)

Syntax excess-rate-low ((percent percentage | $junos-cos-excess-rate-low) | proportion value);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name]

Release Information Statement introduced in Junos OS Release 11.4.

Description For anMPC/MIC interface, determine thepercentageof excessbandwidth for low-priority

traffic to share.

Options percentage—Percentage of the excess bandwidth to share.

Range: 0 through 100 percent

value—Proportion of the excess bandwidth to share.

Range: 0 through 1000

NOTE: The proportion of excess bandwidth onMPC2-3DMPCs can be
configuredwith increments of 1 from0 through 1000. All other MPCs should
be configured with increments of 10 from 0 through 1000.

$junos-cos-excess-rate-low—Variable for the excess rate that is specified for low-priority

traffic on the logical interface. The variable is replaced with a value obtained from

the RADIUS server when a subscriber authenticates over the interface to which the

dynamic profile is attached.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Managing Excess Bandwidth Distribution for Dynamic CoS onMIC andMPC Interfaces

on page 92

• output-traffic-control-profile on page 677
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exclude (DynamicMLD Interface)

Syntax exclude;

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name static group
multicast-group-address]

Release Information Statement introduced in Junos OS Release 10.1.

Description Configure the group to operate in excludemode on the dynamic interface. In exclude

mode all sources except the address configured are accepted for the group. By default,

the group operates in includemode.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Enabling MLD Static Group Membership

fail-filter (Dynamic Profiles)

Syntax fail-filter filter-name;

Hierarchy Level [edit dynamic-profilesprofile-name interfacesdemux0unit logical-unit-number family family
rpf-check],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family rpf-check]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify a filter that evaluates packets that fail a unicast RPF check. The filter determines

what action to take with the failed packets. If the fail filter is not configured, the failed

packets are silently discarded.

Options filter-name—Name of the filter that evaluates packets that fail the RPF check.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Unicast RPF

• Configuring a Fail Filter for Unicast RPF in Dynamic Profiles for Subscriber Interfaces

on page 257
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family (Dynamic Firewalls)

Syntax family family {
fast-update-filter filter-name {
interface-specific;
match-order [match-order];
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
only-at-create;

}
}
filter filter-name {
enhanced-mode-override;
fast-lookup-filter;
instance-shared;
interface-shared;
interface-specific;
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
}

}
}

Hierarchy Level [edit dynamic-profiles profile-name firewall]

Release Information Statement introduced in Junos OS Release 9.6.

any option added in Junos OS Release 16.1.

Description Configure fast update filters or parameterized filters for a protocol family.

Options family—Protocol family:

• any—Filter packets based on protocol-independent match conditions.

• inet—Filter Internet Protocol version 4 suite packets.

• inet6—filter Internet Protocol version 6 suite packets.

The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Fast Update Filters on page 240

• Parameterized Filters Overview on page 175

• Guidelines for Configuring Firewall Filters

• Configuring Unique Identifiers for Parameterized Filters on page 178
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family (Dynamic Standard Interface)

Syntax family family {
access-concentrator name;
address address;
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
filter {
adf {
counter;
input-precedence precedence;
not-mandatory;
output-precedence precedence;
rule rule-value;

}
input filter-name {
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
mac-validate (loose | strict);
max-sessions number;
max-sessions-vsa-ignore;
rpf-check {
fail-filter filter-name;
mode loose;

}
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}

}
service-name-table table-name;
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds> <filter [aci]>;

unnumbered-address interface-name <preferred-source-address address>;
}

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number]
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Release Information Statement introduced in Junos OS Release 9.2.

pppoe option added in Junos OS Release 11.2.

Description Configure protocol family information for the logical interface.

NOTE: Not all subordinate stanzas are available to every protocol family.

Options family—Protocol family:

• inet—IP version 4 suite

• inet6—IP version 6 suite

• pppoe—(MX Series routers with MPCs only) Point-to-Point Protocol over Ethernet

• vpls—Virtual private LAN service

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Static Routing on Logical Systems

• Configuring the Protocol Family

589Copyright © 2017, Juniper Networks, Inc.

Chapter 39: Configuration Statements

https://apps.juniper.net/cli-explorer/


fast-update-filter (Dynamic Firewalls)

Syntax fast-update-filter filter-name {
interface-specific;
match-order [match-order];
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
only-at-create;

}
}

Hierarchy Level [edit dynamic-profiles profile-name firewall family family]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure fast update firewall filters in a dynamic profile.

Options filter-name—Name that identifies the filter. The name can contain letters, numbers, and

hyphens (-) and can be up to 64 characters long. To include spaces in the name,

enclose it in quotation marks (“ ”).

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Fast Update Filters on page 240
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filter (Configuring)

Syntax filter filter-name {
accounting-profile name;
enhanced-mode;
fast-lookup-filter;
filter-list-template;
interface-shared;
interface-specific;
physical-interface-filter;
promote gre-key;
term term-name {
... term configuration ...

}
}

Hierarchy Level [edit dynamic-profiles profile-name firewall family family-name],
[edit firewall family family-name],
[edit logical-systems logical-system-name firewall family family-name]

Release Information Statement introduced before Junos OS Release 7.4.

Logical systems support introduced in Junos OS Release 9.3.

physical-interface-filter statement introduced in Junos OS Release 9.6.

Support for the interface-shared statement introduced in Junos OS Release 12.2.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure firewall filters.

Options filter-name—Name that identifies the filter. This must be a non-reserved string of not

more than 64 characters. To include spaces in the name, enclose it in quotation

marks (“ ”). Firewall filter namesare restricted fromhaving the form __.*__ (beginning

and ending with underscores) or __.* (beginning with an underscore.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Firewall Filters

• Guidelines for Applying Standard Firewall Filters

• Configuring Multifield Classifiers

• Using Multifield Classifiers to Set Packet Loss Priority

• simple-filter
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filter (Dynamic Profiles Filter Attachment)

Syntax filter {
adf {
counter;
input-precedence precedence;
not-mandatory;
output-precedence precedence;
rule rule-value;

}
input filter-name {
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family],

[edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number family
family],

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos–interface–unit” family
family]

Release Information Statement introduced in Junos OS Release 9.2.

Support at the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit” family family] hierarchy level introduced in Junos OS Release 10.1.

shared-name statement added in Junos OS Release 12.2.

Description Apply a dynamic filter to an interface. You can configure filters for family any ,family inet,

or family inet6. The filters can be classic filters, fast update filters, or (for the adf

statement) Ascend-Data-Filters.

Options input filter-name—Name of one filter to evaluate when packets are received on the

interface.

output filter-name—Name of one filter to evaluate when packets are transmitted on the

interface.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

For general information about configuring firewall filters, see the Junos OS Routing

Policies, Firewall Filters and Traffic Policers Feature Guide for Routing Devices.

•
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• Firewall Filters Overview

• Understanding Dynamic Firewall Filters on page 153

• Classic Filters Overview on page 157

• Basic Classic Filter Syntax on page 160

• Parameterized Filters Overview on page 175

filter (Dynamic Profiles Filter Creation)

Syntax filter filter-name {
enhanced-mode-override;
fast-lookup-filter;
instance-shared;
interface-shared;
interface-specific;
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
}

}

Hierarchy Level [edit dynamic-profiles profile-name firewall family family]

Release Information Statement introduced in Junos OS Release 9.6.

Description Create firewall filters to be applied by dynamic profile.

Options filter-name—Name that identifies the filter. The name can contain letters, numbers, and

hyphens (-) and can be up to 64 characters long. To include spaces in the name,

enclose it in quotation marks (“ ”). The name can also be a predefined variable.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

•
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filter (Dynamic Interface Unit)

Syntax filter {
input filter-name (
shared-name filter-shared-name;

}
output filter-name {
shared-name filter-shared-name;

}
}

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name unit logical-unit-number],
[edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number],

Release Information Statement introduced in Junos OS Release 9.2.

Description Apply a dynamic filter to an interface, regardless of its family type.

Options input filter-name—Name of one filter to evaluate when packets are received on the

interface.

output filter-name—Name of one filter to evaluate when packets are transmitted on the

interface.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Firewall Filters

• Understanding Dynamic Firewall Filters on page 153

• Classic Filters Overview on page 157

• Basic Classic Filter Syntax on page 160

• Dynamically Attaching Statically Created Filters for Any Interface Type on page 172
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filter-specific

Syntax filter-specific;

Hierarchy Level [edit dynamic-profiles profile-name firewall policer policer-name],
[edit firewall family inet prefix-action name],
[edit firewall policer policer-name],
[edit logical-systems logical-system-name firewall policer policer-name],
[edit logical-systems logical-system-name firewall family inet prefix-action name]

Release Information Statement introduced before Junos OS Release 7.4.

Logical systems support introduced in Junos OS Release 9.3.

Support at the [edit dynamic-profiles ... policer policer-name] hierarchy level introduced

in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Bydefault, a policer operates in term-specificmode,whichmeans that for a given firewall

filterthe JunosOS creates a separate policer instance for every filter term that references

the policer. You can, however, use a common policer instance for all terms within the

same firewall filter by setting the filter-specific option in the policer. In addition, for IPv4

firewall filters with multiple terms that reference the same policer, filter-specific mode

counts andmonitors the activity of the policer at the firewall filter level.

NOTE: Both filter-specific and term-specific apply to prefix-specific policer
sets.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Filter-Specific Policer Overview

• Prefix-Specific Counting and Policing Overview

• Filter-Specific Counter and Policer Set Overview
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fingerprint-hash

Syntax fingerprint-hash (md5 | sha2-256);

Hierarchy Level [edit system services ssh]

Release Information Statement introduced in Junos OS Release 16.1.

Description Configure the hash algorithm used by the SSH server when it displays key fingerprints.

Options md5—Enable the SSH server to use the MD5 algorithm.

sha2-256—Enable the SSH server to use the sha2-256 algorithm.

NOTE: The FIPS image does not permit the use of MD5 fingerprints. On
systems in FIPSmode, sha2-256 is the only available option.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSH Service for Remote Access to the Router or Switch
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firewall (Dynamic Firewalls)

Syntax firewall {
family family {
fast-update-filter filter-name {
interface-specific;
match-order [match-order];
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
only-at-create;

}
}
filter filter-name {
enhanced-mode-override;
fast-lookup-filter;
instance-shared;
interface-shared;
interface-specific;
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
}

}
hierarchical-policer uid {
aggregate {
if-exceeding {
bandwidth-limit-limit bps;
burst-size-limit bytes;

}
then {
policer-action;

}
}
premium {
if-exceeding {
bandwidth-limit bps;
burst-size-limit bytes;

}
then {
policer-action;

}
}

}
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policer uid {
filter-specific;
if-exceeding {
(bandwidth-limit bps | bandwidth-percent percentage);
burst-size-limit bytes;

}
logical-bandwidth-policer;
logical-interface-policer;
physical-interface-policer;
then {
policer-action;

}
}
three-color-policer uid {
action {
loss-priority high then discard;

}
logical-interface-policer;
single-rate {
(color-aware | color-blind);
committed-burst-size bytes;
committed-information-rate bps;
excess-burst-size bytes;

}
two-rate {
(color-aware | color-blind);
committed-burst-size bytes;
committed-information-rate bps;
peak-burst-size bytes;
peak-information-rate bps;
}

}
}

Hierarchy Level [edit dynamic-profiles profile-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure firewall filters and policers in a dynamic profile.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Methods for Regulating Traffic by Applying Hierarchical Policers on page 271

• Configuring Fast Update Filters on page 240
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flow-descriptions

Syntax flow-descriptions flow-identifier {
direction (uplink | downlink | both);
local-port-range {
low lower-boundary high upper-boundary;

}
local-ports number;
no-send-to-ue;
protocol protocol-number;
remote-address (ipv4-address ipv4-address | ipv6-address ipv6-address);
remote-port-range {
low lower-boundary high upper-boundary;

}
remote-ports number;

}

Hierarchy Level [edit unified-edge pcef],
[edit services pcef]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef] hierarchy level introduced for Junos OS Broadband

Subscriber Management in Junos OS Release 17.2 on MX Series.

Description Specify a service data flow (SDF) filter (flow identifier) that includes oneormore filtering

parameters (address, protocol, and port) to identify the subscriber traffic that you want

the SDF filter to detect. SDF filters are specified in a PCC rule to identify the Layer 3 or

Layer 4 IP packet flows that you want to receive a particular treatment.

NOTE: A PCC rule must include at least one SDF filter and can include a
maximum of 15 SDF filters.

If you are using JunosOSSubscriber Aware, specify the nameof theSDF filter at the [edit

unified-edge pcef] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the name of the

SDF filter at the [edit services pcef] hierarchy level.

Options flow-identifier—Name of the SDF filter.

Range: 1 through 63 characters.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.
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For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Service Data Flow Filters on page 309

• UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306

flow-tap-dtcp

Syntax flow-tap-dtcp {
ssh {
connection-limit limit;
rate-limit limit;

}
}

Hierarchy Level [edit system services]

Release Information Statement introduced in Junos OS Release 8.1.

Description Configure Dynamic Tasking Control Protocol (DTCP) sessions to run over SSH in support

of the flow-tap or FlowTapLite applications. Note that the flow-tap feature is not

supported on outbound, or egress, traffic. Only inbound, or ingress, traffic is supported.

Options connection-limit limit—(Optional) Maximum number of connections allowed.

Range: 1 through 250

Default: 75

rate-limit limit—(Optional)Maximumnumberofconnectionattemptsallowedperminute.

Range: 1 through 250

Default: 150

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Configuring a DTCP-over-SSH Connection to the Mediation Device on page 450

• Configuring Flow-Tap Security Properties

• Configuring FlowTapLite

• Configuring DTCP-over-SSH Service for the Flow-Tap Application
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flows (PCC Rules)

Syntax flows ([flow-identifier] | any);

Hierarchy Level [edit unified-edge pcef pcc-rules rule-name from],
[edit services pcef pcc-rules rule-name from]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef pcc-rules rule-name from] hierarchy level introduced

for Junos OS Broadband Subscriber Management in Junos OSRelease 17.2 onMXSeries.

Description Specify the service data flow (SDF) filters (flow identifiers) that define thematch criteria

for the policy and charging control (PCC) rule. You can configure a maximum of 15 SDF

filters. Youmust include the flows statement in a PCC rule. If you do not want to filter

subscriber traffic based on SDF filters, use the any option.

If you are using JunosOSSubscriber Aware, specify the nameof theSDF filter at the [edit

unified-edge pcef pcc-rules rule-name from] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the name of the

SDF filter at the [edit services pcef pcc-rules rule-name from] hierarchy level.

Options flow-identifier—Name of an SDF filter that is used to detect IP packet flows. You can
configureamaximumof 15SDF filters. The referencedSDF filtersmustbeconfigured.

Range: 1 through 63 characters.

any—All IP packet flows.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Policy and Charging Control Rules on page 314

• Configuring Service Data Flow Filters on page 309

601Copyright © 2017, Juniper Networks, Inc.

Chapter 39: Configuration Statements



format (LRF Profile)

Syntax format ipfix;

Hierarchy Level [edit services lrf profile profile-name template template-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Configure a format for the template. Only the IPFIX format is supported for this release.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342

forwarding-class (Dynamic Scheduler Maps)

Syntax forwarding-class class-name;

Hierarchy Level [edit dynamic-profiles profile-name class-of-service scheduler-mapsmap-name]

Release Information Statement introduced in Junos OS Release 9.3.

Description Associate a scheduler with a scheduler map.

Options class-name—Name of the forwarding class.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 13
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forwarding-class (PCC Action Profiles)

Syntax forwarding-class class-name;

Hierarchy Level [edit unified-edge pcef pcc-action-profiles profile-name],
[edit services pcef pcc-action-profiles profile-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef pcc-action-profiles profile-name] hierarchy level

introduced for Junos OS Broadband Subscriber Management in Junos OS Release 17.2

on MX Series.

Description Specify the forwarding class to which packets must be assigned.

If you are using Junos OS Subscriber Aware, specify the forwarding class at the [edit

unified-edge pcef pcc-action-profiles profile-name] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the forwarding

class at the [edit services pcef pcc-action-profiles profile-name] hierarchy level.

Options class-name—Name of the forwarding class.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Policy and Charging Control Action Profiles For Junos OS Subscriber Aware

• UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306

• Configuring Policy and Charging Control Action Profiles for Subscriber Management

on page 312
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forwarding-class (Subscriber Secure Policy)

Syntax forwarding-class class-name;

Hierarchy Level [edit services radius-flow-tap]

Release Information Statement introduced in Junos OS Release 9.4.

Description Specify forwarding class that is applied to mirrored packets sent to amediation device.

Options class-name—Name of the forwarding class.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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fpc (MX Series 3D Universal Edge Routers)

Syntax fpc slot-number {
inline-services {
flow-table-size {
ipv4-flow-table-size units;
ipv4-flow-table-size units;
ipv6-extended-attrib;

}
}

ir-mode (R | IR);
pic number {
inline-services {
bandwidth (1g | 10g);

}
port-mirror-instance port-mirroring-instance-name-pic-level;
tunnel-services {
bandwidth (1g | 10g)

}
}
port-mirror-instance port-mirroring-instance-name-fpc-level;

}

Hierarchy Level [edit chassis]

Release Information Statement introduced in Junos OS Release 8.2.

port-mirror-instance option added in Junos OS Release 9.3.

ipv6-extended-attrib option added in Junos OS Release 14.2 for MX Series routers.

Description Configure properties for the DPC or MPC and corresponding Packet Forwarding Engines

to create tunnel interfaces.

(MXSeriesVirtualChassis only)Whenyouconfigure chassisproperties forMPCs installed

in a Virtual Chassis member router, statements included at the [edit chassis member

member-id fpc slot slot-number] hierarchy level apply to the MPC in the specified slot

number only on the specifiedmember router in the Virtual Chassis. Statements included

at the [edit chassis fpcslot slot-number]hierarchy level apply to theMPCs in the specified

slot number on eachmember router in the Virtual Chassis.

BEST PRACTICE: To ensure that the statement you use to configure MPC
chassis properties in an MX Series Virtual Chassis applies to the intended
member routerandMPC,we recommendthatyoualways include themember

member-ID option before the fpc statement, wheremember-id is 0 or 1 for a

two-member MX Series Virtual Chassis.

Options fpc slot-number—Specify the slot number of the DPC.

Range: 0 through 11
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pic number—Specify the number of the Packet Forwarding Engine. Each DPC includes

four Packet Forwarding Engines.

Range: 0 through 4

port-mirror-instance port-mirroring-instance-name-fpc-level—Associate a port-mirroring

instance with the DPC and its corresponding PICs. The port-mirroring instance is

configured under the [edit forwarding-options port-mirroring] hierarchy level.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Port-Mirroring Instances on MX Series 3D Universal Edge Routers

• Enabling Inline Service Interfaces

• Virtual Chassis Components Overview
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frame-mode (Dynamic Traffic Shaping)

Syntax frame-mode (bytes | $junos-cos-byte-adjust | frame-mode-bytes frame-mode-bytes
|$junos-cos-byte-adjust-frame);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name
overhead-accounting],

[edit class-of-service traffic-control-profiles profile-name overhead-accounting],

Release Information Statement introduced in Junos OS Release 10.2.

Variable $junos-cos-byte-adjust-frame introduced in Junos OS Release 13.1.

Description Configure the mode to shape downstream ATM traffic based as frames.

Default The default is frame-mode.

Options bytes—Byte adjustment value for the cell-mode or frame-mode shaping options.

$junos-cos-byte-adjust—Predefined variable for byte adjustment that is replaced with a

value obtained from the RADIUS server when a subscriber authenticates over the

interface to which the dynamic profile is attached.

frame-mode-bytes frame-mode-bytes—Overhead bytes when in frame-mode. Traffic

shaping is based on the number of bytes in the frame, without regard to cell

encapsulation or padding overhead.

$junos-cos-byte-adjust-frame—Predefinedvariable for framemodeshaping.This variable

can not be used when the overhead-accounting bytes bytes option is configured.

BEST PRACTICE: We recommend using the frame-mode-bytes

frame-mode-bytes option rather than the bytes option.

Range: –120 through 124 bytes

NOTE: If you specify a value for the bytes bytes option, you cannot specify a

value for either the frame-mode-bytes option.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

CoS Adjustment Control Profiles Overview on page 119•

• Configuring CoS Adjustment Control Profiles on page 121
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• adjustment-control-profiles on page 499

• Configuring Dynamic Shaping Parameters to Account for Overhead in Downstream

Traffic Rates on page 61

• BandwidthManagement forDownstreamTraffic inEdgeNetworksOverviewonpage59

• egress-shaping-overhead

• bytes on page 527

• cell-mode on page 532
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from (PCC Rules)

Syntax from {
<application-groups [application-group-name]>;
<applications [application-name]>;
flows ([flow-identifier] | any);

}

Hierarchy Level [edit unified-edge pcef pcc-rules rule-name],
[edit services pcef pcc-rules rule-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit servicespcefpcc-rules rule-name]hierarchy level introduced for Junos

OS Broadband Subscriber Management in Junos OS Release 17.2 on MX Series.

Description Specify thematch criteria for the policy and charging control (PCC) rules. Any referenced

SDF filter, application, or application group in the from statement must be configured.

If you are using Junos OS Subscriber Aware, specify the match criteria at the [edit

unified-edge pcef pcc-rules rule-name] hierarchy level.

If you are using JunosOSBroadband SubscriberManagement, specify thematch criteria

at the [edit services pcef pcc-rules rule-name] hierarchy level.

NOTE: Youmust include the flows statement. If you do not want to filter

subscriber traffic based on service data flow (SDF) filters, use flows any.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Policy and Charging Control Rules on page 314

609Copyright © 2017, Juniper Networks, Inc.

Chapter 39: Configuration Statements

https://apps.juniper.net/cli-explorer/


from (Subscriber Secure Policy)

Syntax from {
apply-groups group-name;
apply-groups-except group-name;
destination-address address;
destination-port port-number;
dscp dscp-value;
protocol protocol;
source-address address;
source-port port-number;

}

Hierarchy Level [edit services radius-flow-tappolicy policy-name inet| inet6]

Release Information Statement introduced in Junos OS Release 12.3.

Description Define the match criteria for the drop-policy rule.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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gate-status

Syntax gate-status (uplink | downlink | uplink-downlink | disable-both);

Hierarchy Level [edit unified-edge pcef pcc-action-profiles profile-name],
[edit services pcef pcc-action-profiles profile-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef pcc-action-profiles profile-name] hierarchy level

introduced for Junos OS Broadband Subscriber Management in Junos OS Release 17.2

on MX Series.

Description Configure the gate status in a PCC action profile to enable or disable the forwarding of

service flow packets. The gate status determineswhether the uplink and downlink gates

are opened or closed.

If you are using Junos OS Subscriber Aware, configure the gate status at the [edit

unified-edge pcef pcc-action-profiles profile-name] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, configure the gate status

at the [edit services pcef pcc-action-profiles profile-name] hierarchy level.

Default By default, if this statement is not configured, forwarding of service data flow packets is

enabled in both the uplink and downlink directions.

Options disable-both—Disable forwardingof servicedata flowpackets in theuplinkanddownlink

directions.

downlink—Enable forwarding of service data flow packets in the downlink direction.

uplink-downlink—Enable forwarding of service data flow packets in the uplink and

downlink directions.

uplink—Enable forwarding of service data flow packets in the uplink direction.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

Configuring Policy and Charging Control Action Profiles For Junos OS Subscriber Aware•

• UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment
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• Configuring Policy and Charging Control Action Profiles for Subscriber Management

on page 312

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306

group (Dynamic IGMP Interface)

Syntax For group configuration with a source, use the following syntax:

group ip-address {
source ip-address;

}

For group configuration without a source, use the following syntax:

group group;

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp interface interface-name static],

Release Information Statement introduced in Junos OS Release 9.2.

Description When configuring with a source address, configure the IGMPmulticast group address

that receives data on an interface and a source address for certain packets. For

configurationwithout a source address, configure only the IGMPmulticast groupaddress

that receives data on an interface.

Options ip-address—Group IP address.

group—Name of group.

NOTE: Youmust specify a unique address for each group.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic IGMP Configuration Overview on page 293

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Enabling IGMP Static Group Membership
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group (DynamicMLD Interface)

Syntax groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name static]

Release Information Statement introduced in Junos OS Release 10.1.

Description The MLDmulticast group address and (optionally) the source address for the multicast

group being dynamically configured on an interface.

Options multicast-group-address—Address of the group.

NOTE: Youmust specify a unique address for each group.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Enabling MLD Static Group Membership
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group-count (DynamicMLD Interface)

Syntax group-count number;

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name static group
multicast-group-address]

Release Information Statement introduced in Junos OS Release 10.1.

Description Configure the number of static groups to be created over the dynamic interface.

Options number—Number of static groups.

Default: 1

Range: 1 through 512

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Enabling MLD Static Group Membership
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group-increment (DynamicMLD Interface)

Syntax group-increment increment;

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name static group
multicast-group-address source]

Release Information Statement introduced in Junos OS Release 10.1.

Description Configure the number of times the address should be incremented for each static group

created on a dynamic interface. The increment is specified in a format similar to an IPv6

address.

Options increment—Number of times the address should be incremented.

Default: ::1

Range: ::1 through ffff:ffff:ffff:ffff:ffff:ffff:ffff:ffff:

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Enabling MLD Static Group Membership
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group-limit (Dynamic IGMP Interface)

Syntax group-limit limit;

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp interface interface-name],

Release Information Statement introduced in Junos OS Release 10.4.

Description Configure a limit for the number of multicast groups (or [S,G] channels in IGMPv3)

allowed on a dynamic logical interface. After this limit is reached, new reports will be

ignored and all related flows are not flooded on the logical interface.

Default By default, there is no limit to the number of multicast groups that can join the interface.

Options limit—group limit value for the interface.

Range: 1 through 32767

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic IGMP Configuration Overview on page 293

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Limiting the Number of IGMPMulticast Group Joins on Logical Interfaces
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group-limit (DynamicMLD Interface)

Syntax group-limit limit;

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 10.4.

Description Configurea limit for thenumberofmulticast groups (or [S,G] channels inMLDv2)allowed

on a dynamic logical interface. After this limit is reached, new reports will be ignored and

all related flows are not flooded on the logical interface.

Default By default, there is no limit to the number of multicast groups that can join the interface.

Options limit—group limit value for the interface.

Range: 1 through 32767

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Configuring the Number of MLDMulticast Group Joins on Logical Interfaces
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group-policy (Dynamic IGMP Interface)

Syntax group-policy policy-name;

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Description Compare the IGMPv2 or IGMPv3 group against the specified group policy, after receiving

an IGMP report, and perform the action configured in that policy (for example, reject the

report).

Options policy-name—Name of the group policy.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic IGMP Configuration Overview on page 293

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Filtering Unwanted IGMP Reports at the IGMP Interface Level

group-policy (DynamicMLD Interface)

Syntax group-policy policy-name;

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description Compare the MLDv1 or MLDv2 group against the specified group policy, after receiving

an MLD report, and perform the action configured in that policy (for example, reject the

report).

Options policy-name—Name of the group policy.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Filtering Unwanted MLD Reports at the MLD Interface Level
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guaranteed-rate (Dynamic Traffic Shaping)

Syntax guaranteed-rate (rate | $junos-cos-guaranteed-rate) <burst-size [ bytes |
$junos-cos-guaranteed-rate-burst]>;

Hierarchy Level [edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name]

Release Information Statement introduced in Junos OS Release 9.2.

The $junos-cos-guaranteed-rate variable introduced in Junos OS Release 9.4.

Option burst-size introduced in Junos OS Release 11.4.

Description Configure a guaranteedminimum rate for a logical interface and optionally a burst size

for the guaranteed rate.

NOTE: The guaranteed-rate burst size must not exceed the shaping-rate
burst size.

Default If you do not include this statement and you do not include the delay-buffer-rate

statement, the logical interface receives a minimal delay-buffer rate andminimal

bandwidth equal to 2 MTU-sized packets.

Options rate—Guaranteed rate in bits per second (bps). You can specify a value in bits per second

either as a complete decimal number or as a decimal number followed by the

abbreviation k (1000),m (1,000,000), or g (1,000,000,000).

Range: 1000 through 6,400,000,000,000 bps

$junos-cos-guaranteed-rate—Junos predefined variable that is replaced with the

guaranteed rate obtained from the RADIUS server when a subscriber authenticates

over the interface to which the dynamic profile is attached.

burst-size bytes—(Optional) Maximum burst size, in bytes.

Range: 0 through 1,000,000,000

$junos-cos-guaranteed-rate-burst—(Optional)Variable for theburst-size that is specified

for the guaranteed rate. Use this variable at the [edit dynamic-profiles profile-name

class-of-service traffic-control-profile] hierarchy level.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Traffic Scheduling and Shaping for Subscriber Access on page 11

• output-traffic-control-profile on page 677
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hierarchical-policer

List of Syntax Syntax (M Series, MX Series, T Series - Bandwidth-Based) on page 620

Syntax (MX Series - Packets-Per-Second (pps)-Based) on page 620

Syntax (M Series, MX
Series, T Series -

Bandwidth-Based)

hierarchical-policer hierarchical-policer-name | uid {
aggregate {
if-exceeding {
bandwidth-limit bps;
burst-size-limit bytes;

}
then {
discard;

}
}
premium {
if-exceeding {
bandwidth-limit bps;
burst-size-limit bytes;

}
then {
discard;

}
}

}

Syntax (MX Series -
Packets-Per-Second

(pps)-Based)

hierarchical-policer hierarchical-policer-name | uid {
aggregate {
if-exceeding-pps {
pps-limit pps;
packet-burst packets;

}
then {
discard;

}
}
premium {
if-exceeding-pps (Hierarchical Policer) {
pps-limit (Hierarchical Policer) pps;
packet-burst (Hierarchical Policer) packets;

}
then {
discard;

}
}

}

Hierarchy Level [edit dynamic-profiles profile-name firewall],
[edit firewall]

Release Information Statement introduced in Junos OS Release 9.5.
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Support at the [edit dynamic-profiles profile-name firewall] hierarchy level introduced in

Junos OS Release 11.4.

Support for if-exceeding-pps statement on MX Series routers with MPCs introduced in

Junos OS Release 15.2.

Description Use a hierarchical policer to rate-limit ingress Layer 2 traffic at a physical or logical

interfaceandapplydifferentpolicingactionsbasedonwhether thepacketsare classified

as premium for expedited forwarding (EF) or aggregate for a lower priority. The two

policers defined within the hierarchical policer are aggregate and premium.

Hierarchical policers are supported on Enhanced Intelligent Queuing (IQE) PICs and

SONET interfaceshostedon theM120andM320with incomingFlexiblePICConcentrators

(FPCs) as SFPC and outgoing FPCs as FFPC; on MPCs hosted on MX Series routers; on

the T320, T640, and T1600with Enhanced Intelligent Queuing (IQE) PICs; and on the

T4000with Type 5 FPC and Enhanced Scaling Type 4 FPC.

NOTE:

• The if-exceeding-pps statement is only supported onMX Series routers

with MPCs.

• The if-exceeding and if-exceeding-pps statements aremutually exclusive

and, therefore, cannot be applied at the same time.

Options hierarchical-policer-name—Name that identifies thepolicer. Thenamecancontain letters,

numbers, and hyphens (-), and can be up to 255 characters long. To include spaces

in the name, enclose the name in quotation marks (“ ”).

uid—When you configure a hierarchical policer at the [edit dynamic-profiles profile name

firewall] hierarchy level, you must assign a variable UID as the policer name.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

621Copyright © 2017, Juniper Networks, Inc.

Chapter 39: Configuration Statements

https://apps.juniper.net/cli-explorer/


Related
Documentation

• Hierarchical Policer Configuration Overview

• Hierarchical Policers

• aggregate (Hierarchical Policer) on page 502

• bandwidth-limit (Hierarchical Policer)

• burst-size-limit (Hierarchical Policer) on page 524

• pps-limit (Hierarchical Policer)

• packet-burst (Hierarchical Policer)

• if-exceeding (Hierarchical Policer) on page 628

• if-exceeding-pps (Hierarchical Policer)

• premium (Hierarchical Policer) on page 711
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hierarchical-scheduler (Subscriber Interfaces onMX Series Routers)

Syntax hierarchical-scheduler {
implicit-hierarchy;
maximum-hierarchy-levels number;

}

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

implicit-hierarchy option added in Junos OS Release 13.1.

Support on GRE tunnel interfaces configured on physical interfaces on MICs or MPCs in

MX Series routers added in Junos OS Release 13.3.

Support for up to four hierarchy levels added in Junos OS Release 16.1.

Description Configure hierarchical scheduling options on the interface.

The statement is supported on the following interfaces:

• MIC and MPC interfaces in MX Series routers

• GRE tunnel interfaces configured on physical interfaces hosted on MIC or MPC line

cards in MX Series routers

To enable hierarchical scheduling on MX Series routers, configure the

hierarchical-scheduler statement at eachmember physical interface level of a particular

aggregated Ethernet interface as well as at that aggregated Ethernet interface level. On

other routing platforms, it is enough if you include this statement at the aggregated

Ethernet interface level.

Options implicit-hierarchy—Configure four-level hierarchical scheduling. When you include the

implicit-hierarchy option, a hierarchical relationship is formed between the CoS

scheduler nodes at level 1, level 2, level 3, and level 4. The implicit-hierarchy option

is supported only onMPC/MIC subscriber interfaces and interface sets onMXSeries

routers.

maximum-hierarchy-levels number—Specify the maximum number of hierarchical

scheduling levels allowed for node scaling, from 2 through 4 levels. The default

numberof levels is 3. Themaximum-hierarchy-levelsoption is supportedonMPC/MIC

or EQ DPC subscriber interfaces and interface sets on MX Series routers.

• If you setmaximum-hierarchy-levels to 2, interface sets are not allowed. In this case,

if you configure a level 2 interface set, you generate Packet Forwarding Engine errors.

• If youdonot include themaximum-hierarchy-levelsoption, keeping thedefault number

of hierarchy levels at 3, interface sets can be at either level 2 or level 3, depending on

whether the member logical interfaces within the interface set have a traffic control

profile. If any member logical interface has a traffic control profile, then the interface

set is a level 2 CoS scheduler node. If no member logical interface has a traffic control

profile, the interface set is at level 3.
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Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Understanding Hierarchical CoS for Subscriber Interfaces

• Configuring Hierarchical CoS for a Subscriber Interface of Aggregated Ethernet Links

• Configuring Hierarchical Schedulers for CoS

• Configuring Hierarchical CoS on a Static PPPoE Subscriber Interface

• Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview

http-log-multiple-transactions (LRF Profile)

Syntax http-log-multiple-transactions;

Hierarchy Level [edit services lrf profile profile-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Configure HTTP transaction logging to generate and send HTTPmetadata for each

transaction of a data session. This option is only relevant if the template specified in an

LRF rule includes http in the template-type.

By default, HTTP transaction logging is disabled, and the HTTP transaction records for

a TCP session are sent together as one group of records.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342
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icmp-mapping (Application Identification)

Syntax icmp-mapping {
code icmp-code;
order order;
order-priority (high | low);
type icmp-type;

}

Hierarchy Level [edit services application-identification application application-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Match Internet Control Message Protocol (ICMP)messages identified by unique code

and type. This classification is intended to identify anddifferentiate various typesof ICMP

messages.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325
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ieee-802.1 (Dynamic Classifiers)

Syntax ieee-802.1 (classifier-name | default) vlan-tag (inner | outer);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers]

Release Information Statement introduced in Junos OS Release 10.1.

Description Apply an IEEE-802.1 classifier to a subscriber interface in a dynamic profile.

Options classifier-name—Name of a classifiermapping configured at the [edit class-of-service

classifiers ieee-802.1] hierarchy level.

default—The default mapping.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Applying a Classifier to a Subscriber Interface in a Dynamic Profile on page 148

• classifiers (Definition)
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ieee-802.1 (Dynamic Rewrite Rules)

Syntax ieee-802.1 (rewrite-name | default) vlan-tag (outer | outer-and-inner);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number rewrite-rules]

Release Information Statement introduced in Junos OS Release 10.1.

Description Apply an IEEE-802.1 rewrite rule to a subscriber interface in a dynamic profile.

Options rewrite-name—Name of a rewrite-rulesmapping configured at the [edit class-of-service

rewrite-rules ieee-802.1] hierarchy level.

default—The default mapping.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Applying a Rewrite Rule Definition to a Subscriber Interface in a Dynamic Profile on

page 147

• rewrite-rules
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if-exceeding (Hierarchical Policer)

Syntax if-exceeding {
bandwidth-limit bps;
burst-size-limit bytes;

}

Hierarchy Level [edit dynamic-profiles profile-name firewall hierarchical-policer aggregate],
[edit dynamic-profiles profile-name firewall hierarchical-policer premium],
[edit firewall hierarchical-policer aggregate],
[edit firewall hierarchical-policer premium]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [editdynamic-profiles ... aggregate] and [editdynamic-profiles ... premium]

hierarchy level introduced in Junos OS Release 11.4.

Description For M40e, M120, and M320 (with FFPC and SFPC) edge routers and T320, T640, and

T1600 core routers with Enhanced Intelligent Queuing (IQE) PICs, T4000 routers with

Type 5 FPC and Enhanced Scaling Type 4 FPC, specify bandwidth and burst limits for a

premium or aggregate component of a hierarchical policer.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Hierarchical Policer Configuration Overview

• Hierarchical Policers

• aggregate (Hierarchical Policer) on page 502

• bandwidth-limit (Hierarchical Policer)

• burst-size-limit (Hierarchical Policer) on page 524

• hierarchical-policer on page 620

• premium (Hierarchical Policer) on page 711

Copyright © 2017, Juniper Networks, Inc.628

Broadband Subscriber Services Feature Guide

https://apps.juniper.net/cli-explorer/


if-exceeding (Policer)

Syntax if-exceeding {
(bandwidth-limit bps | bandwidth-percent number);
burst-size-limit bytes;

}

Hierarchy Level [edit dynamic-profiles profile-name firewall policer policer-name],
[edit firewall policer policer-name],
[edit logical-systems logical-system-name firewall policer policer-name]

Release Information Statement introduced before Junos OS Release 7.4.

Logical systems support introduced in Junos OS Release 9.3.

Support at the [edit dynamic-profiles ... policer policer-name] hierarchy level introduced

in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure rate limits for a single-rate two-color policer.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Two-Color Policer Configuration Overview

• Hierarchical Policer Configuration Overview

• Basic Single-Rate Two-Color Policers

• Bandwidth Policers

• Filter-Specific Counters and Policers

• Prefix-Specific Counting and Policing Actions

• Multifield Classification

• Policer Overhead to Account for Rate Shaping in the Traffic Manager

• Hierarchical Policers
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igmp (Dynamic Profiles)

Syntax igmp {
interface interface-name {
accounting;
disable;
group-limit policy-name;
group-policy;
group-threshold value;
immediate-leave;
log-interval seconds;
no-accounting;
oif-mapmap-name;
passive <allow-receive> <send-general-query> <send-group-query>;
promiscuous-mode;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name
static {
group group {
source source;

}
}
version version;

}
}

Hierarchy Level [edit dynamic-profiles profile-name protocols]

Release Information Statement introduced in Junos OS Release 9.2.

Description Enable IGMP on the router. IGMPmust be enabled for the router to receive multicast

packets.

Default IGMP is disabled on the router. IGMP is automatically enabled on all broadcast interfaces

when you configure Protocol Independent Multicast (PIM) or Distance Vector Multicast

Routing Protocol (DVMRP).

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic IGMP Configuration Overview on page 293

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Understanding IGMP

• Enabling IGMP
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immediate-leave (Dynamic IGMP Interface)

Syntax immediate-leave;

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp interface interface-name],

Release Information Statement introduced in Junos OS Release 9.2.

Description Enable the routing device to leave the multicast group immediately after the last host

leaves the multicast group.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic IGMP Configuration Overview on page 293

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Specifying Immediate-Leave Host Removal for IGMP
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immediate-leave (DynamicMLD Interface)

Syntax immediate-leave;

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description The immediate leave setting is useful for minimizing the leave latency of MLD

memberships.When this setting is enabled, the routingdevice leaves themulticast group

immediately after the last host leaves the multicast group.

The immediate-leave setting enables host tracking,meaning that the device keeps track

of the hosts that send join messages. This allows MLD to determine when the last host

sends a leavemessage for the multicast group.

When the immediate leave setting is enabled, the device removes an interface from the

forwarding-table entry without first sendingMLD group-specific queries to the interface.

The interface is pruned from themulticast tree for the multicast group specified in the

MLD leavemessage. The immediate leave setting ensures optimal bandwidth

management for hosts on a switched network, even whenmultiplemulticast groups are

being used simultaneously.

When immediate leave isdisabledandonehost sendsa leavegroupmessage, the routing

device first sends a group query to determine if another receiver responds. If no receiver

responds, the routing device removes all hosts on the interface from themulticast group.

Immediate leave is disabled by default for both MLD version 1 and MLD version 2.

NOTE: Although host tracking is enabled for IGMPv2 andMLDv1 when you
enable immediate leave, use immediate leavewith these versions onlywhen
there is one host on the interface. The reason is that IGMPv2 andMLDv1 use
a report suppressionmechanismwherebyonlyonehostonan interfacesends
a group join report in response to amembership query. The other interested
hosts suppress their reports. The purpose of this mechanism is to avoid a
flood of reports for the same group. But it also interferes with host tracking,
because the router only knows about the one interested host and does not
know about the others.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Specifying Immediate-Leave Host Removal for MLD
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inet (Subscriber Secure Policy)

Syntax inet {
drop-policy rule-name {
from {
apply-groups group-name;
apply-groups-except group-name;
destination-address address;
destination-port port-number;
dscp dscp-value;
protocol protocol;
source-address address;
source-port port-number;

}
}

}

Hierarchy Level [edit services radius-flow-tap policy policy-name]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify the inet family for thepolicy that is applied tomirroredpackets sent toamediation

device.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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inet-precedence (Dynamic Classifiers)

Syntax inet-precedence (classifier-name | default);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers]

Release Information Statement introduced in Junos OS Release 10.1.

Description Apply a IPv4 precedence classifier to a subscriber interface in a dynamic profile.

Options classifier-name—Name of a classifiermapping configured at the [edit class-of-service

classifiers inet-precedence] hierarchy level.

default—The default mapping.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Applying a Classifier to a Subscriber Interface in a Dynamic Profile on page 148

• classifiers (Definition)
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inet-precedence (Dynamic Rewrite Rules)

Syntax inet-precedence (rewrite-name | default);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number rewrite-rules]

Release Information Statement introduced in Junos OS Release 10.1.

Description Apply a IPv4 precedence rewrite rule.

Options rewrite-name—Name of a rewrite-rulesmapping configured at the [edit class-of-service

rewrite-rules inet-precedence] hierarchy level.

default—The defaultmapping. By default, IP precedence rewrite rules alter the first three

bits on the type of service (ToS) byte while leaving the last three bits unchanged.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Applying a Rewrite Rule Definition to a Subscriber Interface in a Dynamic Profile on

page 147

• rewrite-rules
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inet6 (Subscriber Secure Policy)

Syntax inet6 {
drop-policy rule-name {
from {
apply-groups group-name;
apply-groups-except group-name;
destination-address address;
destination-port port-number;
dscp dscp-value;
protocol protocol;
source-address address;
source-port port-number;

}
}

}

Hierarchy Level [edit services radius-flow-tap policy policy-name]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify the inet6 family for the policy that is applied to mirrored packets sent to a

mediation device.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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input (Dynamic Service Sets)

Syntax input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family service],

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos–interface–unit” family
family service]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit” family family service] hierarchy level introduced in Junos OS

Release 10.1.

Description Define the input service sets and filters to be applied to traffic by a dynamic profile.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Service Sets Overview on page 269

• Associating Service Sets with Interfaces in a Dynamic Profile on page 269
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interface (Dynamic IGMP)

Syntax interface interface-name {
accounting;
disable;
group-limit limit;
group-policy;
group-threshold value;
immediate-leave
log-interval seconds;
no-accounting;
oif-map;
passive;
promiscuous-mode;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name
static {
group group {
source source;

}
}
version version;

}

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp]

Release Information Statement introduced in Junos OS Release 9.2.

Description Enable IGMP on an interface and configure interface-specific properties.

Options interface-name—Variable for the interface. Specify the interface variable

($junos-interface-name) to indicate that the dynamic profile chooses an interface

for the accessing DHCP client.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic IGMP Configuration Overview on page 293

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Enabling IGMP
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interface (Dynamic Interface Sets)

Syntax interface interface-name {
unit logical unit number {
advisory-options {
downstream-rate rate;
upstream-rate rate;

}
}

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-set interface-set-name]

Release Information Statement introduced in Junos OS Release 12.2.

Description Add a subscriber interface to a dynamic interface set.

In a dynamic profile that defines an agent circuit identifier (ACI) interface set, observe

the following guidelines when you use the interface statement:

• Use the predefined dynamic interface variable $junos-interface-ifd-name to represent

the interfacename.Donotuseaspecific interfacename, suchasdemux0,whendefining

an ACI interface set.

• Do not include the unit logical-unit-number statement.

Options interface-name–Either the specific name of the interface to include in the interface set,

or thepredefineddynamic interfacevariable$junos-interface-ifd-name. The interface

variable isdynamically replacedwith the interface that theDHCPorPPPoEsubscriber

accesses when connecting to the router.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining ACI Interface Sets

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring an Interface Set of Subscribers in a Dynamic Profile on page 126

• Agent Circuit Identifier-Based Dynamic VLANs Overview
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interface (DynamicMLD)

Syntax interfaceinterface-name {
(accounting | no-accounting);
disable;
group-limit limit;
group-policy;
group-threshold value;
immediate-leave;
log-interval seconds;
oif-map;
passive;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name;
static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld]

Release Information Statement introduced in Junos OS Release 10.1.

Description Enable MLD on a dynamic interface and configure interface-specific properties.

Options interface-name—Variable for the interface. Specify the interface variable

($junos-interface-name) to indicate that the dynamic profile chooses an interface

for the accessing client.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Enabling MLD
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interface (Dynamic Routing Options)

Syntax interface interface-names {
no-qos-adjust;

}

Hierarchy Level [edit dynamic-profiles profile-name routing-optionsmulticast],
[editdynamic-profilesprofile-name routing-instances routing-instance-name routing-options
multicast]

Release Information Statement introduced in Junos OS Release 9.6.

Description Define the maximum bandwidth for a dynamic interface on which you want to apply

bandwidth management.

Options interface-name—Names of the physical or logical interface. For details about specifying

interfaces, see Types of Interfaces Overview.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Access Routes for Subscriber Management

• Configuring Dynamic Access-Internal Routes for DHCP Subscriber Management
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interface-service (Services Interfaces)

Syntax interface-service {
load-balancing-options {
hash-keys {
egress-key (destination-ip | source-ip);
ingress-key (destination-ip | source-ip);

}
}
service-interface name;

}

Hierarchy Level [edit services service-set service-set-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify the device name for the interface service Physical Interface Card (PIC).

Options service-interface name—Name of the service device associated with the interface-wide

service set.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Service Sets to be Applied to Services Interfaces
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interface-set (Dynamic Profiles)

Syntax interface-set interface-set-name {
interface interface-name {
unit logical-unit-number;

}
}

Hierarchy Level [edit dynamic-profiles profile-name interfaces]

Release Information Statement introduced in Junos OS Release 10.4.

$junos-phy-ifd-interface-set-name option added in Junos OS Release 16.1.

$junos-pon-id-interface-set-name option added in Junos OS Release 17.2R1.

Description For MX Series routers with enhanced queuing DPCs or MPC/MICmodules, configure an

interface set for dynamic CoS.

Options interface-set-name—Nameof thescheduler tobeconfiguredoroneof the following Junos

OS predefined variables:

• $junos-interface-set-name—Predefined variable that, when used, is replacedwith the

interface-set obtained from the RADIUS server when a subscriber authenticates over

the interface to which the dynamic profile is attached.

• $junos-phy-ifd-interface-set-name—Locally generated interface set nameassociated

with the underlying physical interface in a dynamic profile. This predefined variable

enables you to group all the subscribers on a specific physical interface so that you

can apply services to the entire group of subscribers.

Another use case for this predefined variable is to conserve CoS resources in a mixed

business and residential topology by collecting the residential subscribers into an

interface set associated with the physical interface, so that a level 2 node is used for

the interface set rather than for each residential interface. Otherwise, because the

businessand residential subscribers share the same interfaceandbusiness subscribers

require three levels of CoS, then three levels are configured for each residential

subscriber. That results in an unnecessary level 2 node being consumed for each

residential connection, wasting CoS resources.

• $junos-pon-id-interface-set-name—Locally generated interface set name extracted

from the DHCPv4 (Option 82, suboption 2) or DHCPv6 (Option 37) agent remote ID

string inserted by an optical line terminal (OLT) in a passive optical network (PON).

TheOLTmust format the agent remote ID stringwith a pipe symbol (|) as the delimiter

between substrings. The substring extracted for the interface set name consists of the

characters following the last delimiter in the agent remote ID string.

The extracted substring identifies individual customer circuits in the PON to be

aggregated into the interface set. You determine the format and contents of the

substring, and configure your OLT to insert the information. Typically, the substring

may include the name and port of the OLT accessed by the CPE optical network

terminal (ONT).
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• $junos-svlan-interface-set-name—Locally generated interface set name for use by

dual-tagged VLAN interfaces based on the outer tag of the dual-tagged VLAN. The

format of the generated variable is physical_interface_name - outer_VLAN_tag.

• $junos-tagged-vlan-interface-set-name—Locally generated interface set name used

for grouping logical interfaces stacked over logical stacked VLAN demux interfaces

for either a 1:1 (dual-tagged; individual client)VLANorN:1 (single tagged; service)VLAN.

The format of the generated variable differs with VLAN type. For dual-tagged (client)

VLANs, the formatof thegeneratedvariable isphysical_interface_name -outer_VLAN_tag

- inner_VLAN_tag. For single tagged (service)VLAN, the formatof thegeneratedvariable

is physical_interface_name - VLAN_tag.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• CoS for Interface Sets of Subscribers Overview on page 123

• Configuring an Interface Set of Subscribers in a Dynamic Profile on page 126

• Example:ConfiguringaDynamicServiceVLAN InterfaceSetofSubscribers inaDynamic

Profile on page 140

• Extracting an Option 82 or Option 37 Substring to Create an Interface Set
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interface-shared

Syntax interface-shared;

Hierarchy Level [edit dynamic-profiles profile-name firewall family family-name filter filter-name],
[edit firewall family family-name filter filter-name],

Release Information Statement introduced in Junos OS Release 12.2.

Description Set the interface-shared attribute for a firewall filter.

NOTE: Afirewall filter cannotbeboth interface-specificand interface-shared.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Interface-Shared Filters Overview on page 206

• Understanding Dynamic Firewall Filters on page 153

• Classic Filters Overview on page 157

• Basic Classic Filter Syntax on page 160

interface-specific (Dynamic Firewalls)

Syntax interface-specific;

Hierarchy Level [edit dynamic-profiles profile-name firewall family family fast-update-filter filter-name]
[edit dynamic-profiles profile-name firewall family family-name filter filter-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure interface-specific names for firewall counters that are based on fast update

filters.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Fast Update Filters on page 240

• Interface-Specific Firewall Filter Instances Overview
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interfaces (Dynamic CoS Definition)

Syntax interfaces {
interface-name {
unit logical-unit-number {
classifiers {
dscp (classifier-name | default);
dscp-ipv6 (classifier-name | default);
ieee-802.1 (classifier-name | default) vlan-tag (inner | outer)
inet-precedence (classifier-name | default);

}
output-traffic-control-profile (profile-name | $junos-cos-traffic-control-profile);
report-ingress-shaping-rate;
rewrite-rules {
dscp (rewrite-name | default);
dscp-ipv6 (rewrite-name | default);
ieee-802.1 (rewrite-name | default) vlan-tag (outer | outer-and-inner);
inet-precedence (rewrite-name | default);

}
}

}
}

Hierarchy Level [edit dynamic-profiles profile-name class-of-service]

Release Information Statement introduced in Junos OS Release 9.2.

Description Configure interface-specific CoS properties for incoming packets.

Options interface-name—Either the specific name of the interface you want to assign to the

dynamic profile or the interface variable ($junos-interface-ifd-name). The interface

variable is dynamically replaced with the interface the client accesses when

connecting to the router.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic Profile

on page 145
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interfaces (Static and Dynamic Subscribers)

Syntax interfaces {
interface-name {
unit logical-unit-number {
auto-configure {
agent-circuit-identifier {
dynamic-profile profile-name;

}
line-identity {
include {
accept-no-ids;
circuit-id;
remote-id;

}
dynamic-profile profile-name;

}
}
family family {
access-concentrator name;
address address;
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
filter {
adf {
counter;
input-precedence precedence;
not-mandatory;
output-precedence precedence;
rule rule-value;

}
input filter-name {
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
max-sessions number;
max-sessions-vsa-ignore;
rpf-check {
mode loose;

}
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
output {
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service-set service-set-name {
service-filter filter-name;

}
}

}
service-name-table table-name
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds>;

unnumbered-address interface-name <preferred-source-address address>;
}
filter {
input filter-name (
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
host-prefix-only;
ppp-options {
chap;
pap;

}
proxy-arp;
service {
pcef pcef-profile-name {
activate rule-name | activate-all;

}
}
vlan-id;
vlan-tags outer [tpid].vlan-id [inner [tpid].vlan-id];

}
vlan-tagging;

}
interface-set interface-set-name {
interface interface-name {
unit logical unit number {
advisory-options {
downstream-rate rate;
upstream-rate rate;

}
}

}
pppoe-underlying-options {
max-sessions number;

}
}
demux0 {
unit logical-unit-number {
demux-options {
underlying-interface interface-name

}
family family {
access-concentrator name;
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address address;
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
demux-source {
source-prefix;

}
filter {
input filter-name (
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
mac-validate (loose | strict):
max-sessions number;
max-sessions-vsa-ignore;
rpf-check {
fail-filter filter-name;
mode loose;

}
service-name-table table-name
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds>;

unnumbered-address interface-name <preferred-source-address address>;
}
filter {
input filter-name;
output filter-name;

}
vlan-id number;
vlan-tags outer [tpid].vlan-id [inner [tpid].vlan-id];

}
}
pp0 {
unit logical-unit-number {
keepalives interval seconds;
no-keepalives;
pppoe-options {
underlying-interface interface-name;
server;

}
ppp-options {
aaa-options aaa-options-name;
authentication [ authentication-protocols ];
chap {
challenge-lengthminimumminimum-lengthmaximummaximum-length;

}
initiate-ncp (ip | ipv6 | dual-stack-passive)
ipcp-suggest-dns-option;
mru size;
mtu (size | use-lower-layer);
on-demand-ip-address;
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pap;
peer-ip-address-optional;

}
family inet {
unnumbered-address interface-name;
address address;
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}

}
filter {
input filter-name {
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}

}
}

}
}

Hierarchy Level [edit dynamic-profiles profile-name]

Release Information Statement introduced in Junos OS Release 9.2.

Description Define interfaces for dynamic profiles.

Options interface-name—The interfacevariable ($junos-interface-ifd-name). The interfacevariable

isdynamically replacedwith the interface theDHCPclientaccesseswhenconnecting

to the router.

NOTE: Thoughwedonot recommend it, youcanalsoenter thespecificname
of the interface you want to assign to the dynamic profile.

The remaining statements are explained separately.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• ConfiguringDynamicSubscriber InterfacesUsing IPDemux Interfaces inDynamicProfiles

• Configuring Dynamic PPPoE Subscriber Interfaces

• Configuring Dynamic VLANs Based on Agent Circuit Identifier Information

• DHCP Subscriber Interface Overview

• Configuring Subscribers over Static Interfaces

• Demultiplexing Interface Overview

ip-protocol-mapping (Application Identification)

Syntax ip-protocol-mapping {
order order;
order-priority (high | low);
protocol (http | ssl | tcp | udp)

}

Hierarchy Level [edit services application-identification application application-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description For IP traffic, identify an application bymatching the IP protocol. This parameter is used

to identify an application based on IP and is intended only for IP traffic.

Options protocol-number—Industry-standard numeric protocol value.

Range: 0 through 254

You can find a complete list of industry standard protocol numbers at the IANAwebsite.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325
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local-port-range

Syntax local-port-range {
low low-value;
high high-value;

}

Hierarchy Level [edit unified-edge pcef flow-descriptions flow-identifier],
[edit services pcef flow-descriptions flow-identifier]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef flow-descriptions flow-identifier] hierarchy level

introduced for Junos OS Broadband Subscriber Management in Junos OS Release 17.2

on MX Series.

Description Specify the port range to identify the subscriber traffic that you want the service data

flow (SDF) filter to detect.

NOTE: Youcanspecifyeither local-port-rangeora listofportswith local-ports,

but not both.

If youareusing JunosOSSubscriberAware, specify theport rangeat the [editunified-edge

pcef flow-descriptions flow-identifier] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the port range at

the [edit services pcef flow-descriptions flow-identifier] hierarchy level.

Default If the local-port-range statement is not configured, the default is any range of local ports.

Options low-value— Lower boundary for the port range.

Range: 1 through 65,535

high-value—Upper boundary for the port range.

Range: 1 through 65,535

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

Configuring Service Data Flow Filters on page 309•
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• UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306
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local-ports

Syntax local-ports [number];

Hierarchy Level [edit unified-edge pcef flow-description flow-identifier],
[edit services pcef flow-description flow-identifier]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Supportat the [editservicespcef flow-description flow-identifier]hierarchy level introduced

for Junos OS Broadband Subscriber Management in Junos OSRelease 17.2 onMXSeries.

Description Specify a port number or list of port numbers to identify the subscriber traffic that you

want the service data flow (SDF) filter to detect.

NOTE: You can specify either a list of ports or a port range, but not both.

If you are using Junos OS Subscriber Aware, specify the port numbers at the [edit

unified-edge pcef flow-description flow-identifier] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the port numbers

at the [edit services pcef flow-description flow-identifier] hierarchy level.

Default If the local-ports statement is not configured, the default is any local ports.

Options number—Number of a port or list of port numbers. You can specify a maximum of three

port numbers (separated by a space) in a list.

Range: 1 through 65,535

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Service Data Flow Filters on page 309

• UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306
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logging-rule (PCC Action Profile)

Syntax logging-rule lrf-rule-name;

Hierarchy Level [edit unified-edge pcef pcc-action-profiles profile-name],
[edit services pcef pcc-action-profiles profile-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef pcc-action-profiles profile-name] hierarchy level

introduced for Junos OS Broadband Subscriber Management in Junos OS Release 17.2

on MX Series.

Description Assign the LRF rule to the PCC action profile of a static PCC rule. When thematching

conditions in the PCC rule are met, the LRF rule is activated.

If you are using Junos OS Subscriber Aware, specify the name of the LRF rule at the [edit

unified-edge pcef pcc-action-profiles profile-name] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the name of the

LRF rule at the [edit services pcef pcc-action-profiles profile-name] hierarchy level.

Options lrf-rule-name—LRF rule name. The referenced LRF rule must be configured in an LRF
profile.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring the Activation of an LRF Rule by a PCC Rule on page 348

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342

• Configuring an LRF Profile for Subscribers on page 343
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logical-bandwidth-policer

Syntax logical-bandwidth-policer;

Hierarchy Level [edit dynamic-profiles profile-name firewall policer policer-name],
[edit firewall policer policer-name],
[edit logical-systems logical-system-name firewall policer policer-name]

Release Information Statement introduced in Junos OS Release 8.2.

Logical systems support introduced in Junos OS Release 9.3.

Support at the [edit dynamic-profiles ... policer policer-name] hierarchy level introduced

in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description For a policer with a bandwidth limit configured as a percentage (using the

bandwidth-percent statement), specify that the percentage be based on the shaping

ratedefinedon the logical interface, rather thanon themedia rateof thephysical interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Bandwidth Policers

• Configuring Policers Based on Logical Interface Bandwidth

• bandwidth-percent on page 521 statement

• interface-specific statement
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logical-interface-fpc-redundancy (Aggregated Ethernet Subscriber Interfaces)

Syntax logical-interface-fpc-redundancy;

Hierarchy Level [edit interfaces aenumber aggregated-ether-options]

Release Information Statement introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 13.2R2 for EX Series switches.

Description Provide module redundancy for demux subscribers on aggregated Ethernet bundles

configured with targeted distribution. Backup links for a subscriber are chosen on a

different EQDPCorMPC from the primary link, based on the linkwith the fewest number

of subscribers among the links on different modules. If all links are on a single module

when this is configured, backup links are not provisioned.

By default, link redundancy is provided for the aggregated Ethernet bundle.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• ConfiguringLinkandModuleRedundancy forDemuxSubscribers inanAggregatedEthernet

Interface

• Configuring Module Redundancy for a Virtual Chassis
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logical-interface-policer

Syntax logical-interface-policer;

Hierarchy Level [edit dynamic-profiles profile-name firewall policer policer-name],
[edit dynamic-profiles profile-name firewall three-color-policer name],
[edit firewall atm-policeratm-policer-name],
[edit firewall policer policer-name],
[edit firewall policer policer-template-name],
[edit firewall three-color-policer policer-name],
[edit logical-systems logical-system-name firewall policer policer-name],
[edit logical-systems logical-system-name firewall three-color-policer name]

Release Information Statement introduced before Junos OS Release 7.4.

Support at the [edit firewall three-color-policer policer-name] hierarchy level introduced

in Junos OS Release 8.2.

Logical systems support introduced in Junos OS Release 9.3.

Support at the [edit dynamic-profiles ... policer policer-name] and [edit dynamic-profiles

... three-color-policer name]hierarchy levels introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure a logical interface policer.

NOTE: Starting in Junos OS Release 12.2R2, on T Series Core Routers only,
you can configure anMPLSLSPpolicer for a specific LSP to be shared across
different protocol family types. Youmust include the logical-interface-policer

statement to do so.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Two-Color and Three-Color Logical Interface Policers

• Traffic Policer Types

• Configuring and Applying Tricolor Marking Policers

• action on page 495

• Configuring Gigabit Ethernet Two-Color and Tricolor Policers

• action
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logical-system (Subscriber Secure Policy)

Syntax logical-system logical-system-name;

Hierarchy Level [edit services radius-flow-tap]

Release Information Statement introduced in JunosOSRelease 15.1R3 for enhanced subscribermanagement

on MX Series routers.

Description Specify the logical system that is used to sendmirrored packets to amediation device

for subscriber secure policy trafficmirroring.When you specify a logical system, youmust

also specify a routing instance.

Options logical-system-name—Name of the logical system.

Default: Logical system default

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427

• Configuring Support for Subscriber Secure Policy Mirroring on page 429
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login

Syntax login {
announcement text;
class class-name {
allow-commands "regular-expression";
allow-configuration-regexps "regular expression 1" "regular expression 2";
cli {
prompt name;

}
configuration-breadcrumbs;
deny-commands "regular-expression";
( deny-configuration | deny-configuration-regexps ) “regular expression 1” “regular
expression 2 ”;

idle-timeoutminutes;
login-script filename;
login-tip;
permissions [ permissions ];
satellite;

}
message text;
password {
change-type (set-transitions | character-set);
format (md5 | sha1 | des);
maximum-length length;
minimum-changes number;
minimum-length length;

}
retry-options {
backoff-threshold number;
backoff-factor seconds;
minimum-time seconds;
tries-before-disconnect number;

}
user username {
authentication {
cli {
prompt name;

}
class class-name;
(encrypted-password "password" | plain-text-password);
full-name complete-name;
load-key-fileURL filename;
ssh-dsa “public-key” <from hostname>;
ssh-rsa “public-key” <from hostname>;
uid uid-value;

}
}

Hierarchy Level [edit system]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.
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Description Configure user access to the router or switch.

NOTE: The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Defining Junos OS Login Classes

loss-priority (Dynamic Schedulers)

Syntax loss-priority (any | low | medium-low | medium-high | high);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service schedulers scheduler-name
drop-profile-map]

Release Information Statement introduced in Junos OS Release 9.3.

Description Specify a losspriority towhich toapply adropprofile in adynamicprofile. Thedropprofile

map sets the drop profile for a specific PLP and protocol type. The inputs for the map

are the PLP designation and the protocol type. The output is the drop profile.

Options any—The drop profile applies to packets with any PLP.

high—The drop profile applies to packets with high PLP.

medium-high—The drop profile applies to packets with medium-high PLP.

medium-low—The drop profile applies to packets with medium-low PLP.

low—The drop profile applies to packets with low PLP.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 13
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loss-priority high then discard (Three-Color Policer)

Syntax loss-priority high then discard;

Hierarchy Level [edit dynamic-profiles profile-name firewall three-color-policer name action],
[edit firewall three-color-policer policer-name action],
[edit logical-systems logical-system-name firewall three-color-policer policer-name action]

Release Information Statement introduced before Junos OS Release 8.2.

Logical systems support introduced in Junos OS Release 9.3.

Support at the [edit dynamic-profiles ... action] hierarchy level introduced in Junos OS

Release 11.4.

Description For packets with high loss priority, discard the packets. The loss priority setting is implicit

and is not configurable. Include this statement if you do not want the local router to

forward packets that have high packet loss priority.

For single-rate three-color policers, the Junos OS assigns high loss priority to packets

that exceed the committed information rate and the excess burst size.

For two-rate three-color policers, the Junos OS assigns high loss priority to packets that

exceed the peak information rate and the peak burst size.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Three-Color Policer Configuration Overview

• Basic Single-Rate Three-Color Policers

• Basic Two-Rate Three-Color Policers

• Two-Color and Three-Color Logical Interface Policers

• Two-Color and Three-Color Physical Interface Policers

• Two-Color and Three-Color Policers at Layer 2

• action on page 495
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lrf-profile (Service Set)

Syntax lrf-profile profile-name;

Hierarchy Level [edit services service-set service-set-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Assign the LRF profile to the service set that is that is configured for application-aware

policy control.

Options profile-name—LRF profile name. The referenced LRF profile must be configured.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Assigning an LRF Profile to Subscribers

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Applying Logging and Reporting Configuration to a Subscriber Management Service

Set on page 347

• Configuring Logging and Reporting for Subscriber Management on page 342
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match-direction (Captive Portal Content Delivery)

Syntax match-direction (input | output | input-output);

Hierarchy Level [edit services captive-portal-content-delivery rule rule-name]

Release Information Statement introduced in Junos OS Release 10.4.

output and input-output options no longer supported starting in JunosOSRelease 15.1R1.

Description Specify the direction in which the rule match is applied.

Options input—Apply the rule match on the input side of the interface.

output—Apply the rule match on the output side of the interface.

input-output—Apply the rule match bidirectionally.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• HTTP Redirect Service Overview on page 354

• Configuring MS-MPC-Based, Static HTTP Redirect Services on page 363

• Configuring MS-MPC-Based, Converged HTTP Redirect Services on page 370

• Configuring Routing Engine-Based, Static HTTP Redirect Services on page 379

• Configuring Routing Engine-Based, Converged HTTP Redirect Services on page 385
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max-queues-per-interface

Syntax max-queues-per-interface (8 | 4);

Hierarchy Level [edit chassis fpc slot-number pic pic-number],
[edit chassis lcc number fpc slot-number pic pic-number] (Routing Matrix)

Release Information Statement introduced before Junos OS Release 7.4.

Support for TX Matrix and TXMatrix Plus added in Junos OS Release 9.6.

On MIC or MPC interfaces on MX Series routers, configure eight egress queues.

Description On IQ, MPC, and DPC interfaces on M120, T320, T640, T1600, TX Matrix, and TXMatrix

Plus routers, or on MIC or MPC interfaces on MX Series routers, configure eight egress

queues.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring the JunosOS toSupport EightQueues on IQ Interfaces for TSeries andM320

Routers

• Configuring Up to 16 Custom Forwarding Classes

• Enabling Eight Queues on ATM Interfaces

• Configuring the MaximumNumber of Queues for Trio MPC/MIC Interfaces on page 55
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match-order (Dynamic Firewalls)

Syntax match-order [match-order];

Hierarchy Level [edit dynamic-profiles profile-name firewall family family fast-update-filter filter-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Specify thematchconditionsand theorder inwhich theconditionsareexamined. Enclose

a string of multiple conditions in brackets. The router examines only the conditions you

specify, and examines them in the specified order.

Options match-order—One or more of the following conditions. “Fast Update Filter Match

Conditions” on page 245 describes the match conditions.

• destination-address

• destination-port

• dscp (IPv4 only)

• protocol (IPv4 only)

• source-address

• source-port

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Fast Update Filters on page 240

• Configuring the Match Order for Fast Update Filters on page 244

• Fast Update Filter Match Conditions on page 245
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maximum-bit-rate (PCC Action Profiles)

Syntax maximum-bit-rate uplinkmbr-uplink-value downlinkmbr-downlink-value;

Hierarchy Level [edit unified-edge pcef pcc-action-profiles profile-name],
[edit services pcef pcc-action-profiles profile-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef pcc-action-profiles profile-name hierarchy level

introduced for Junos OS Broadband Subscriber Management in Junos OS Release 17.2

on MX Series.

Description Specify themaximumbit rate (MBR) that youwant a PCC action profile to use for uplink

and downlink traffic.

If you are using Junos OS Subscriber Aware, specify the MBR at the [edit unified-edge

pcef pcc-action-profiles profile-name hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the MBR at the

[edit services pcef pcc-action-profiles profile-name hierarchy level.

Default If youconfigure themaximum-bit-rate statementbutdonot specifyMBRvalues foruplink

and downlink, the default value is 0.

Options mbr-uplink-value—MBR value for the uplink direction.

Range: 1 through 6144000 Kbps.

mbr-downlink-value—MBR value for the downlink direction.

Range: 1 through 6144000 Kbps.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Policy and Charging Control Action Profiles For Junos OS Subscriber Aware

• UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

• Configuring Policy and Charging Control Action Profiles for Subscriber Management

on page 312

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306
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member (Application Identification)

Syntax [membermember-name];

Hierarchy Level [edit services application-identification application application-name over]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Define amember name for a custom application definition. Custom definitions can

contain multiple members that define attributes for an application. You can define a

maximum of four member names.

Options member-name—Name of amember for a custom application definition. You can define

amaximum of four member names.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325

• Application IdentificationOverviewonpage323Application IdentificationOverviewon

page 323
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mld (Dynamic Profiles)

Syntax mld {
interfaceinterface-name {
(accounting | no-accounting);
disable;
group-limit limit;
group-policy;
group-threshold value;
immediate-leave;
log-interval seconds;
oif-map;
passive;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name;
static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}
}

Hierarchy Level [edit dynamic-profiles profile-name protocols]

Release Information Statement introduced in Junos OS Release 10.1.

Description Configure interface-specific MLD values on dynamic interfaces.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Enabling MLD
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multicast (Dynamic Routing Options)

Syntax multicast {
interface interface-name {
no-qos-adjust;

}
}

Hierarchy Level [edit dynamic-profiles profile-name routing-options],
[editdynamic-profilesprofile-name routing-instances routing-instance-name routing-options]

NOTE: You cannot apply a scope policy to a specific routing instance. That
is, all scopingpolicies are applied toall routing instances.However, the scope

statement does apply individually to a specific routing instance.

Release Information Statement introduced in Junos OS Release 9.6.

Description Dynamically configure interface-specific multicast routing options properties.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the Multicast Forwarding Cache

• Example: Configuring a Multicast FlowMap

• Example: Configuring Source-Specific Multicast Groups with Any-Source Override
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multicast-interception (Subscriber Secure Policy)

Syntax multicast-interception;

Hierarchy Level [edit services radius-flow-tap]

Release Information Statement introduced in Junos OS Release 11.4.

Description Enables subscriber secure policy to mirror IPv4multicast traffic sent to subscribers. It

enables the mirroring of multicast traffic for all subscribers on the chassis.

Mirroringofmulticast traffic is supportedonly for subscribers in thedefault logical system.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• Subscriber Secure Policy Support for IPv4 Multicast Traffic on page 471

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427

• Configuring DTCP-Initiated Subscriber Secure Policy Mirroring Overview on page 445

no-accounting

Syntax no-accounting;

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Description Disable the collection of IGMP join and leave event statistics on a per-interface basis.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic IGMP Configuration Overview on page 293

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Recording IGMP Join and Leave Events
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no-qos-adjust (Dynamic Routing Options)

Syntax no-qos-adjust;

Hierarchy Level [edit dynamic-profiles profile-name routing-optionsmulticast interface interface-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Disable hierarchical bandwidth adjustment for all dynamically created subscriber

interfaces that are identified by their MLD or IGMP request from a specific multicast

interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast with Subscriber VLANs

oif-map (Dynamic IGMP Interface)

Syntax oif-mapmap-name;

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Associates an OIF map to the IGMP interface using a dynamic profile. The OIF map is a

routing policy statement that can contain multiple terms.

Options map-name—Name of the OIF map.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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oif-map (DynamicMLD Interface)

Syntax oif-mapmap-name;

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description Associate an outgoing interface (OIF) map to a dynamic MLD logical interface. The OIF

map is a routing policy statement that can contain multiple terms.

Options map-name—Name of the OIF map.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Example: Configuring Multicast with Subscriber VLANs
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order (Application Identification)

Syntax order order;

Hierarchy Level [edit services application-identification application name address-mapping name],
[edit services application-identification application application-name icmp-mapping],
[edit servicesapplication-identificationapplicationapplication-name ip-protocol-mapping],
[edit services application-identification application application-name over]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Defineapplicationmatchingpriority. Foraddressconfigurations, theordernumber resolves

the conflict whenmultiple address entries are matched for a specific session. The lower

number has a higher priority.

Options order—Order sequence number. This value is mandatory andmust be unique.

Default: 0

Range: 0 through 65,535

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325

• Application IdentificationOverviewonpage323Application IdentificationOverviewon

page 323
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order-priority (Application Identification)

Syntax order-priority (high | low)

Hierarchy Level [edit services application-identification application application-name address-mapping
name],

[edit services application-identification application application-name icmp-mapping],
[edit servicesapplication-identificationapplicationapplication-name ip-protocol-mapping],
[edit services application-identification application application-name over]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Defiine the priority of signatureswhen both a customsignature and predefined signature

apply to a protocol bundle.

Options high—Custom signatures have priority over predefined signatures.

low—Predefined signatures have priority over custom signatures.

Default: high

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325

• Application IdentificationOverviewonpage323Application IdentificationOverviewon

page 323
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output (Dynamic Service Sets)

Syntax output {
service-set service-set-name {
service-filter filter-name;
}

}

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family service],

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos–interface–unit” family
family service]

Release Information Statement introduced in Junos OS Release 9.5.

Support of the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit” family family service] hierarchy level introduced in Junos OS

Release 10.1.

Description Define the output service sets and filters to be applied to traffic by a dynamic profile.

The remaining statement is explained separately.

Options service-set-name—Name of the service set.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Service Sets Overview on page 269

• Associating Service Sets with Interfaces in a Dynamic Profile on page 269
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output-traffic-control-profile (Dynamic CoS Definition)

Syntax output-traffic-control-profile (profile-name | $junos-cos-traffic-control-profile);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number]

Release Information Statement introduced in Junos OS Release 9.2.

Variable $junos-cos-traffic-control-profile introduced in Junos OS Release 11.2.

Description Apply an output traffic scheduling and shaping profile to the logical interface.

Options profile-name—Name of the traffic-control profile to be applied to this interface

$junos-cos-traffic-control-profile—Variable for the traffic-control profile that is specified

for the logical interface. The variable is replacedwith the traffic-control profile when

the subscriber is authenticated at login.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic Profile

on page 145

• Using the CLI toModify Traffic-Control Profiles That Are Currently Applied to Subscribers

• traffic-control-profiles on page 812
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overhead-accounting (Dynamic Traffic Shaping)

Syntax overhead-accounting {
bytes bytes;
cell-mode cell-mode-bytes cell-mode-bytes;
frame-mode frame-mode-bytes frame-mode-bytes;

}

Hierarchy Level [edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name]

Release Information Statement introduced in Junos OS Release 10.2.

Description Configure the mode to shape downstream ATM traffic based on either frames or cells.

Default The default is frame-mode.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• CoS Adjustment Control Profiles Overview on page 119

• Configuring Dynamic Shaping Parameters to Account for Overhead in Downstream

Traffic Rates on page 61

• BandwidthManagement forDownstreamTraffic inEdgeNetworksOverviewonpage59

• egress-shaping-overhead
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passive (Dynamic IGMP Interface)

Syntax passive <allow-receive> <send-general-query> <send-group-query>;

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 9.6.

allow-receive, send-general-query, and send-group-query options were introduced in

Junos OS Release 10.0.

Description Dynamically specify that IGMP runon the interfaceandeither not sendand receivecontrol

traffic or selectively send and receive control traffic such as IGMP reports, queries, and

leaves.

NOTE: You can selectively activate up to two out of the three available
options for the passive statement while keeping the other functions passive

(inactive). Activating all three options would be equivalent to not using the
passive statement.

Options allow-receive—Enables IGMP to receive control traffic on the interface.

send-general-query—Enables IGMP to send general queries on the interface.

send-group-query—Enables IGMP to send group-specific and group-source-specific

queries on the interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast with Subscriber VLANs

• For general information about configuring IGMP, see theMulticast Protocols Feature

Guide.
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passive (DynamicMLD Interface)

Syntax passive <allow-receive> <send-general-query> <send-group-query>;

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description Specify that MLD run on the interface and either not send and receive control traffic or

selectively send and receive control traffic such as MLD reports, queries, and leaves.

NOTE: You can selectively activate up to two out of the three available
options for the passive statement while keeping the other functions passive

(inactive). Activating all three options would be equivalent to not using the
passive statement.

Options allow-receive—(Optional) Enables MLD to receive control traffic on the interface.

send-general-query—(Optional) Enables MLD to send general queries on the interface.

send-group-query—(Optional) Enables MLD to send group-specific and

group-source-specific queries on the interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Example: Configuring Multicast with Subscriber VLANs
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pattern (Application Identification)

Syntax pattern pattern;

Hierarchy Level [edit services application-identification application application-name over member]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Define an attack pattern to be detected.

Options pattern—User-defined pattern of attack to match, using a regular expression.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325

• Application IdentificationOverviewonpage323Application IdentificationOverviewon

page 323
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pcc-action-profile (PCC Rules)

Syntax pcc-action-profile profile-name;

Hierarchy Level [edit unified-edge pcef pcc-rules rules-name then],
[edit services pcef pcc-rules rules-name then]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef pcc-rules rules-name then] hierarchy level introduced

for Junos OS Broadband Subscriber Management in Junos OSRelease 17.2 onMXSeries.

Description Specify the name of the action profile to include in a policy and charging control (PCC)

rule configuration. The action profile defines the treatment to be applied to specific

service data flows or to packets associated with specific applications.

If you are using Junos OS Subscriber Aware, specify the name of the action profile at the

[edit unified-edge pcef pcc-rules rules-name then] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the name of the

action profile at the [edit services pcef pcc-rules rules-name then] hierarchy level.

Options profile-name—Name of the PCC action profile that the PCC rule references. The
referenced action profile must be configured.

Range: 1 through 63 characters.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Policy and Charging Control Rules on page 314

• Configuring Policy and Charging Control Action Profiles For Junos OS Subscriber Aware

• UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

• Configuring Policy and Charging Control Action Profiles for Subscriber Management

on page 312

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306
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pcc-action-profiles

Syntax pcc-action-profiles profile-name {
forwarding-class class-name;
gate-status (uplink | downlink | uplink-downlink | disable-both);
hcm-profile hcm-profile-name;
logging-rule lrf-rule-name;
maximum-bit-rate uplinkmbr-uplink-value downlinkmbr-downlink-value;
monitoring-key key_string;
redirect {
url url-name;

}
steering {
keep-existing-steering;
path {
ipv4-address ipv4-address;
ipv6-address ipv6-address;

}
routing-instance {
downlink downlink-vrf-name;
uplink uplink-vrf-name;

}
}

}

Hierarchy Level [edit unified-edge pcef],
[edit services pcef]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef] hierarchy level introduced for Junos OS Broadband

Subscriber Management in Junos OS Release 17.2 on MX Series.

Description Configure a PCC action profile. A PCC action profile defines the treatment to be applied

to specific service data flows or to packets associated with specific applications. A PCC

action profile is specified in the then clause of a PCC rule.

If you are using Junos OS Subscriber Aware, configure the PCC action profile at the [edit

unified-edge pcef] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, configure the PCC action

profile at the [edit services pcef] hierarchy level. The following options are not applicable

to subscriber management:

• hcm-profile

• steering path and its options

Options profile-name—Name of the PCC action profile.

Range: 1 through 63 characters.

The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Policy and Charging Control Action Profiles For Junos OS Subscriber Aware

• UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

• Configuring TDF Subscriber Usage Monitoring for Traffic That Matches Predefined PCC

Rules

• Configuring Policy and Charging Control Action Profiles for Subscriber Management

on page 312

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306
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pcc-rule

Syntax [pcc-rule rule-name precedence number];

Hierarchy Level [edit unified-edge pcef pcc-rule-bases rulebase-name],
[edit services pcef pcc-rule-bases rulebase-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Supportat the [editservicespcefpcc-rule-bases rulebase-name]hierarchy level introduced

for Junos OS Broadband Subscriber Management in Junos OSRelease 17.2 onMXSeries.

Description Specify one or more policy and charging control (PCC) rules and the rules precedence

in a PCC rulebase.

If you are using Junos OS Subscriber Aware, configure the PCC rules at the [edit

unified-edge pcef pcc-rule-bases rulebase-name] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, configure the PCC rules

at the [edit services pcef pcc-rule-bases rulebase-name] hierarchy level.

Options rule-name—Name of the PCC rule. The referenced PCC rule must be configured.

Range: 1 through 63 characters.

number—Precedence value assigned to the PCC rule. The precedence assignedmust be
unique among the configured PCC rules.

Range: 1 through 65,535

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring a Policy and Charging Control Rulebase on page 317

• Configuring Policy and Charging Control Rules on page 314
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pcc-rulebases (PCEF)

Syntax pcc-rulebases rulebase-name {
[pcc-rule rule-name precedence number];

}

Hierarchy Level [edit unified-edge pcef],
[edit services pcef]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef] hierarchy level introduced for Junos OS Broadband

Subscriber Management in Junos OS Release 17.2 on MX Series.

Description Configure a policy and charging control (PCC) rulebase. You can specify from 1 through

4000 rules in a rulebase.

If you are using Junos OS Subscriber Aware, configure the PCC rulebase at the [edit

unified-edge pcef] hierarchy level.

If youareusing JunosOSBroadbandSubscriberManagement, configure thePCC rulebase

at the [edit services pcef] hierarchy level.

Options rulebase-name—Name of the PCC rulebase.

Range: 1 through 63 characters.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring a Policy and Charging Control Rulebase on page 317
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pcc-rulebases (PCEF Profile)

Syntax [pcc-rulebases rulebase-name <time-of-day-profile profile-name>];

Hierarchy Level [edit unified-edge pcef profiles profile-name aaa-policy-control],
[edit unified-edge pcef profiles profile-name dynamic-policy-control],
[edit unified-edge pcef profiles profile-name static-policy-control],
[edit services pcef profiles profile-name static-policy-control]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef profiles profile-name static-policy-control] hierarchy

level introduced for Junos OS Broadband Subscriber Management in Junos OS Release

17.2 on MX Series.

Description Specify a policy and charging control (PCC) rulebase for a policy control profile.

If you are using Junos OS Subscriber Aware, specify the PCC rulebase at the [edit

unified-edge pcef profiles profile-name (aaa-policy-control | dynamic-policy-control |

static-policy-control) hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the PCC rulebase

at the [edit services pcef profiles profile-name static-policy-control] hierarchy level.

Options rulebase-name—Name of the PCC rulebase. The referenced PCC rulebasemust be
configured.

time-of-day-profile profile-name—(Optional; only applies to rulebases in static PCEF
profiles for Junos OS Subscriber Aware) Use the specified name of the time-of-day

profile to apply to the PCC rulebase. The referenced profile must already be defined

at the [edit unified-edge pcef] hierarchy level. The time-of-day profile specifies the

time of day, day of the week, or day of the month to activate or deactivate the PCC

rulebase for subscribers assigned to the PCEF profile.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

Configuring a Policy and Charging Enforcement Function Profile for Junos OS Subscriber

Aware Dynamic Policies

•

• Configuring a Policy and Charging Enforcement Function Profile for Junos OS Subscriber

Aware Static Policies

• Configuring a Policy and Charging Enforcement Function Profile for Junos OS Subscriber

Aware Policies That a RADIUS Server Controls
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• Configuring a Policy and Charging Control Rulebase on page 317

• Configuring Static Time-of-Day PCC Rule Activation and Deactivation in a Junos OS

Subscriber Aware PCEF Profile

• Configuring a Policy and Charging Enforcement Function Profile for Subscriber

Management on page 318
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pcc-rules (PCEF)

Syntax pcc-rules rule-name {
from {
<application-groups [application-group-name]>;
<applications [application-name]>;
flows ([flow-identifier | any)];

}
then {
pcc-action-profile profile-name;

}
}

Hierarchy Level [edit unified-edge pcef],
[edit services pcef]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef] hierarchy level introduced for Junos OS Broadband

Subscriber Management in Junos OS Release 17.2 on MX Series.

Description Configure thePCC rules.APCC rule identifies the subscriber IPpackets thatareassociated

with a service data flow (SDF) or application and defines the treatment to be applied to

the packets.

If youareusing JunosOSSubscriberAware, configure thePCC ruleat the [editunified-edge

pcef] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, configure the PCC rule at

the [edit services pcef] hierarchy level.

Options rule-name—Name of the PCC rule.

Range: 1 through 63 characters.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Policy and Charging Control Rules on page 314

• Configuring TDF Subscriber Usage Monitoring for Traffic That Matches Predefined PCC

Rules
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pcc-rules (PCEF Profile)

Syntax pcc-rules [rule-name precedence number <time-of-day-profile profile-name>];

Hierarchy Level [edit unified-edge pcef profiles profile-name aaa-policy-control],
[edit unified-edge pcef profiles profile-name dynamic-policy-control],
[edit unified-edge pcef profiles profile-name static-policy-control],
[edit services pcef profiles profile-name static-policy-control]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef profiles profile-name static-policy-control] hierarchy

level introduced for Junos OS Broadband Subscriber Management in Junos OS Release

17.2 on MX Series.

Description Specify thepolicy andcharging control (PCC) rules for apolicy andchargingenforcement

function (PCEF) profile and assign a precedence to each PCC rule. You can configure up

to 32 PCC rules in a PCEF profile.

If youareusing JunosOSSubscriberAware, specify thePCC rulesat the [editunified-edge

pcef profiles profile-name (aaa-policy-control | dynamic-policy-control |

static-policy-control) hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the PCC rules at

the [edit services pcef profiles profile-name static-policy-control] hierarchy level.

Options rule-name—Name of the PCC rule. The referenced PCC rule must be configured.

precedencenumber—Use thespecifiedprecedencevalueassigned toaPCC rule. A lower
precedence value indicates a higher precedence.

Range: 1 through 65,535

time-of-day-profileprofile-name—(Optional; onlyapplies to rules in staticPCEFprofiles
for Junos OS Subscriber Aware) Use the specified name of the time-of-day profile

to apply to the PCC rule. The referenced profile must already be defined at the [edit

unified-edge pcef] hierarchy level. The time-of-day profile specifies the time of day,

day of the week, or day of the month to activate or deactivate the PCC rule for

subscribers assigned to the PCEF profile.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

Configuring a Policy and Charging Enforcement Function Profile for Junos OS Subscriber

Aware Dynamic Policies

•
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• Configuring a Policy and Charging Enforcement Function Profile for Junos OS Subscriber

Aware Static Policies

• Configuring a Policy and Charging Enforcement Function Profile for Junos OS Subscriber

Aware Policies That a RADIUS Server Controls

• Configuring Policy and Charging Control Rules on page 314

• Configuring Static Time-of-Day PCC Rule Activation and Deactivation in a Junos OS

Subscriber Aware PCEF Profile

• Configuring a Policy and Charging Enforcement Function Profile for Subscriber

Management on page 318

pcef (Dynamic Profiles)

Syntax pcef pcef-profile-name {
activate rule-name | activate-all;

}

Hierarchy Level [editdynamic-profileprofile-name interfaces interface-nameunit logical-unit-numberservice]

Release Information Statement introduced in Junos OS Release 17.2 on MX Series.

Description Assign a policy and charging enforcement function (PCEF profile) to the dynamic profile.

The PCEF profile specifies a set of PCC rules and rulebases to assign to a subscriber for

application-aware policy control, and assigns a precedence value to each predefined

rule. Also specify which of the PCC rules to activate for the dynamic profile.

Options activate rule-name—Nameof thePCCrule toactivateor thepredefineddynamic interface
variable $junos-pcef-rule. To specify more than one rules, include this line multiple

times.

activate-all—Activates all of the PCC rules.

pcef-profile-name—Nameof thePCEFprofileor thepredefineddynamic interfacevariable
$junos-pcef-profile.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• ConfiguringApplication-AwarePolicyControl forSubscriberManagementonpage308
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pcef-profile (Service Set)

Syntax pcef-profile pcef-profile-name;

Hierarchy Level [edit services service-set service-set-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Specify the dummy PCEF profile that you configured at the [edit services pcef] hierarchy

level. This profile is a placeholder profile with no configuration options, but it must be

specified to enable PCEF functionality on the services plane.

Options pcef-profile-name—Name of the PCEF profile.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Applying Services to Subscriber-Aware Traffic with a Service Set

• Identifying the Service Interface That Handles Subscriber Management

Application-Aware Policy Control on page 319

• Configuring a Policy and Charging Enforcement Function Profile for Subscriber

Management on page 318
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peak-burst-size

Syntax peak-burst-size bytes;

Hierarchy Level [edit dynamic-profiles profile-name firewall three-color-policer name two-rate],
[edit firewall three-color-policer policer-name two-rate]

Release Information Statement introduced in Junos OS Release 7.4.

Support at the [edit dynamic-profiles ... two-rate] hierarchy level introduced in Junos OS

Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description For a two-rate three-color policer, configure the peak burst size (PBS) as a number of

bytes.ThePBSdefines themaximumnumberofbytesofunusedpeakbandwidthcapacity

that can be accumulated. The accumulated bandwidth allows for moderate periods of

bursting traffic that exceeds the peak information rate (PIR) and the committed burst

size (CBS).

NOTE: When you include the peak-burst-size statement in the configuration,

youmust also include the committed-burst-size and peak-information-rate

statements at the same hierarchy level.

Two-rate three-color policers use a dual-rate dual token bucket algorithm to measure

traffic against two rate limits.

• A traffic flow is categorized green if it conforms to both the committed information

rate (CIR) and the CBS-bounded accumulation of available committed bandwidth

capacity.

• A traffic flow is categorized yellow if exceeds the CIR and CBS but conforms to the

PIR. Packets in a yellow flow are marked withmedium-high packet loss priority (PLP)

and then passed through the interface.

• A traffic flow is categorized red if exceeds the PIR and thePBS-bounded accumulation

of available peak bandwidth capacity. Packets in a red traffic flow are marked with

high PLP and then either passed through the interface or optionally discarded.

Options bytes—Number of bytes. You can specify a value in bytes either as a complete decimal

number or as a decimal number followed by the abbreviation k (1000),

m (1,000,000), or g (1,000,000,000).

Range: 1500 through 100,000,000,000 bytes

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.
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Related
Documentation

• Three-Color Policer Configuration Overview

• Policer Bandwidth and Burst-Size Limits

• Policer Color-Marking and Actions

• Dual Token Bucket Algorithms

• Determining Proper Burst Size for Traffic Policers

• committed-burst-size on page 543

• committed-information-rate on page 545

• excess-burst-size on page 579

• peak-information-rate on page 695
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peak-information-rate

Syntax peak-information-rate bps;

Hierarchy Level [edit dynamic-profiles profile-name firewall three-color-policer name two-rate],
[edit firewall three-color-policer policer-name two-rate]

Release Information Statement introduced in Junos OS Release 7.4.

Support at the [edit dynamic-profiles ... two-rate] hierarchy level introduced in Junos OS

Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description For a two-rate three-color policer, configure the peak information rate (PIR) as a number

of bits per second. The PIR is the maximum rate for traffic arriving at or departing from

the interface under peak line conditions. Traffic that exceeds the committed information

rate (CIR) and the committed burst size (CBS) is metered to the PIR.

NOTE: When you include the peak-information-rate statement in the

configuration, youmust also include the committed-information-rate and

peak-burst-size statements at the same hierarchy level.

Two-rate three-color policers use a dual-rate dual token bucket algorithm to measure

traffic against two rate limits.

• A traffic flow is categorized green if it conforms to both the CIR and the CBS-bounded

accumulation of available committed bandwidth capacity.

• A traffic flow is categorized yellow if exceeds the CIR and CBS but conforms to the

PIR. Packets in a yellow flow are marked withmedium-high packet loss priority (PLP)

and then passed through the interface.

• A traffic flow is categorized red if exceeds the PIR and thePBS-bounded accumulation

of available peak bandwidth capacity. Packets in a red traffic flow are marked with

high PLP and then either passed through the interface or optionally discarded.

Options bps—Number of bits per second. You can specify a value in bits per second either as a

complete decimal number or as a decimal number followed by the abbreviation

k (1000),m (1,000,000), or g (1,000,000,000).

Range:

• 1500 through 100,000,000,000 bps on EX, M, and T Series routers

• 1500 through 18,446,744,073,709,551,615 bps on Mx Series routers

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.
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Related
Documentation

• Three-Color Policer Configuration Overview

• Policer Bandwidth and Burst-Size Limits

• Policer Color-Marking and Actions

• Dual Token Bucket Algorithms

• Determining Proper Burst Size for Traffic Policers

• committed-burst-size on page 543

• committed-information-rate on page 545

• excess-burst-size on page 579

• peak-burst-size on page 693

permissions

Syntax permissions [ permissions ];

Hierarchy Level [edit system login class]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure the login access privileges to be provided on the router or switch.

Options permissions—Privilege type. For a list of permission flag types, see Understanding Junos

OS Access Privilege Levels.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring User Permissions with Access Privilege Levels

• user on page 825
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physical-interface-policer

Syntax physical-interface-policer;

Hierarchy Level [edit dynamic-profiles profile-name firewall policer policer-name],
[edit firewall policer policer-name],
[edit firewall three-color-policer policer-name],
[edit logical-system logical-system-name firewall policer policer-name],
[edit logical-system logical-system-name three-color-policer policer-name],
[edit routing-instances routing-instance-name firewall policer policer-name],
[edit routing-instances routing-instance-name firewall three-color-policer policer-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name firewall
policer policer-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name firewall
three-color-policer policer-name]

Release Information Statement introduced in Junos OS Release 9.6.

Support at the [edit dynamic-profiles ... policer policer-name] hierarchy level introduced

in Junos Release OS 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure an aggregate policer for a physical interface.

A physical interface policer can be a two-color or three-color policer. When you apply

physical interface policer, to different protocol families on the same logical interface, the

protocol families share the same policer instance. This means that rate limiting is

performed aggregately for the protocol families for which the policer is applied. This

feature enables you to use a single policer instance to perform aggregate policing for

different protocol families on the same physical interface. If you want a policer instance

to be associated with a protocol family, the corresponding physical interface filter needs

to be applied to that protocol family. The policer is not automatically applied to all

protocol families configured on the physical interface.

In contrast, with logical interface policers there are multiple separate policer instances.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Two-Color and Three-Color Physical Interface Policers

• physical-interface-filter
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policer (Configuring)

Syntax policer policer-name {
filter-specific;
if-exceeding {
bandwidth-limit bps;
bandwidth-percent number;
burst-size-limit bytes;

}
logical-bandwidth-policer;
logical-interface-policer;
physical-interface-policer;
shared-bandwidth-policer;
then {
policer-action;

}
}

Hierarchy Level [edit dynamic-profiles profile-name firewall],
[edit firewall],
[edit logical-systems logical-system-name firewall]

Release Information Statement introduced before Junos OS Release 7.4.

The out-of-profile policer action added in Junos OS Release 8.1.

The logical-bandwidth-policer statement added in Junos OS Release 8.2.

Logical systems support introduced in Junos OS Release 9.3.

The physical-interface-policer statement introduced in Junos OS Release 9.6.

The shared-bandwidth-policer statement added in Junos OS Release 11.2.

Support at the [edit dynamic-profiles ... firewall] hierarchy level introduced in Junos OS

Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure policer rate limits and actions. When included at the [edit firewall] hierarchy

level, thepolicer statement creates a template, and youdonot have to configure apolicer

individually for every firewall filter or interface. To activate a policer, you must include

thepolicer-actionmodifier in the then statement in a firewall filter termor onan interface.

Options policer-action—One or more actions to take:

• discard—Discard traffic that exceeds the rate limits.

• forwarding-class class-name—Specify the particular forwarding class.

• loss-priority—Set the packet loss priority (PLP) to low,medium-low,medium-high,

or high.

policer-name—Name that identifies the policer. The name can contain letters, numbers,
and hyphens (-), and can be up to 255 characters long. To include spaces in the
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name, enclose it in quotation marks (“ ”). Policer names cannot begin with an

underscore in the form __.*.

then—Actions to take onmatching packets.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Bandwidth Policer Overview

• Configuring Firewall Filters and Policers for VPLS

• Configuring Multifield Classifiers

• Logical Interface (Aggregate) Policer Overview

• Physical Interface Policer Overview

• Single-Rate Two-Color Policer Overview

• Using Multifield Classifiers to Set Packet Loss Priority

• filter (Configuring) on page 591

• priority (Schedulers)
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policy (Subscriber Secure Policy)

Syntax policy policy-name {
inet {
drop-policy rule-name {
from {
apply-groups group-name;
apply-groups-except group-name;
destination-address address;
destination-port port-number;
dscp dscp-value;
protocol protocol;
source-address address;
source-port port-number;

}
}

}
inet6 {
drop-policy rule-name {
from {
apply-groups group-name;
apply-groups-except group-name;
destination-address address;
destination-port port-number;
dscp dscp-value;
protocol protocol;
source-address address;
source-port port-number;

}
}

}
}

Hierarchy Level [edit services radius-flow-tap]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify the policy that is applied to mirrored packets sent to amediation device.

Options policy-name—Name of the policy fromwhich to drop traffic.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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policy-based-logging (LRF Profile)

Syntax policy-based-logging;

Hierarchy Level [edit services lrf profile profile-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Configure policy-based logging, which causes the LRF rules to be activated by PCC rules.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342
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policy-options (Dynamic Profiles)

Syntax policy-options {
prefix-list uid {
ip-addresses;
dynamic-db;

}
}

Hierarchy Level [edit dynamic-profiles profile-name]

Release Information Statement introduced before Junos OS Release 11.4.

Description Define a list of IPv4 or IPv6 address prefixes for use in a dynamic firewall filter or in an

HTTP redirect configuration.

You can configure up to 85,325 prefixes in each prefix list. To configuremore than 85,325

prefixes, configure multiple prefix lists and apply them tomultiple firewall filter terms.

Options uid—Unique identifier of the prefix list. Youmust assign a UID as the prefix list name.

ip-addresses—List of IPv4 or IPv6 address prefixes, one IP address per line in the
configuration.

dynamic-db—Specify that the routing policy and policy objects reference policies
configured in the dynamic database at the [edit dynamic] hierarchy level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Using Routing Policy in an ISP Network
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policy-statement

Syntax policy-statement policy-name {
term term-name {
from {
as-path-unique-count count (equal | orhigher | orlower);
family family-name;
match-conditions;
policy subroutine-policy-name;
prefix-list prefix-list-name;
prefix-list-filter prefix-list-namematch-type <actions>;
protocol protocol-name;
route-filter destination-prefix match-type <actions>;
source-address-filter source-prefix match-type <actions>;
tag value;
traffic-engineering;

}
to {
match-conditions;
policy subroutine-policy-name;

}
then actions;

}
then {
dynamic-tunnel-attributes dynamic-tunnel-attributes
multipath-resolvemultipath-resolve;
no-entropy-label-capability;
prefix-segment {
index index;
node-segment;

}
priority (high | medium | low);

}
}

Hierarchy Level [edit dynamic-profiles profile-name policy-options],
[edit logical-systems logical-system-name policy-options],
[edit policy-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for configuration in the dynamic database introduced in Junos OS Release 9.5.

Support for configuration in the dynamic database introduced in Junos OS Release 9.5

for EX Series switches.

inet-mdt option introduced in Junos OS Release 10.0R2.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

route-target option introduced in Junos OS Release 12.2.

Statement introduced in Junos OS 14.1X53-D20 for the OCX Series.

protocol and traffic-engineering options introduced in Junos OS Release 14.2.

no-entropy-label-capability option introduced in Junos OS Release 15.1.

priority and tag value options introduced in Junos OS Release 17.1.
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as-path-unique-count option introduced in Junos OS Release 17.2R1.

prefix-segment option introduced in Junos OS Release 17.2R1 for MX Series routers, PTX

Series routers, QFX5100 switches, and QFX10000 switches.

multipath-resolve anddynamic-tunnel-attributesoptions introduced in JunosOSRelease

17.3R1.

Description Define a routing policy, including subroutine policies.

A term is a named structure in which match conditions and actions are defined. Routing

policies are made up of one or more terms. Each routing policy term is identified by a

term name. The name can contain letters, numbers, and hyphens (-) and can be up to

255 characters long. To include spaces in the name, enclose the entire name in double

quotation marks.

Each term contains a set of match conditions and a set of actions:

• Matchconditionsare criteria thata routemustmatchbefore theactions canbeapplied.

If a route matches all criteria, one or more actions are applied to the route.

• Actions specify whether to accept or reject the route, control how a series of policies

are evaluated, andmanipulate the characteristics associated with a route.

Generally, a router compares a route against the match conditions of each term in a

routing policy, starting with the first andmoving through the terms in the order in which

they are defined, until a match is made and an explicitly configured or default action of

accept or reject is taken. If none of the terms in the policy match the route, the router

compares the route against the next policy, and so on, until either an action is taken or

the default policy is evaluated.

If noneof thematchconditionsof each termevaluates to true, the final action is executed.

The final action is defined in an unnamed term. Additionally, you can define a default

action (either accept or reject) that overrides any action intrinsic to the protocol.

The order of match conditions in a term is not relevant, because a route must match all

match conditions in a term for an action to be taken.

To list the routing policies under the [edit policy-options] hierarchy level by

policy-statement policy-name in alphabetical order, enter the show policy-options

configuration command.

The statements are explained separately.
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Options actions—(Optional) One ormore actions to take if the conditionsmatch. The actions are

described in Configuring Flow Control Actions.

family family-name—(Optional) Specify an address family protocol. Specify inet for IPv4.

Specify inet6 for 128-bit IPv6, and to enable interpretation of IPv6 router filter

addresses. For IS-IS traffic, specify iso. For IPv4multicast VPN traffic, specify

inet-mvpn. For IPv6multicast VPN traffic, specify inet6-mvpn. For

multicast-distribution-tree (MDT) IPv4 traffic, specify inet-mdt. ForBGP route target

VPN traffic, specify route-target. For traffic engineering, specify traffic-engineering.

NOTE: When family is not specified, the routing device or routing instance

uses the address family or families carried by BGP. If multiprotocol BGP
(MP-BGP) is enabled, the policy defaults to the protocol family or families
carried in the network layer reachability information (NLRI) as configured in
the family statement for BGP. If MP-BGP is not enabled, the policy uses the
default BGP address family unicast IPv4.

from—(Optional) Match a route based on its source address.

as-path-unique-count count (equal | orhigher | orlower)—(Optional) Specify a number

from 0 through 1024 to filter routes based on the number of unique autonomous

systems (ASs) in the AS path. Specify the match condition for the unique AS path

count .

dynamic-tunnel-attributesdynamic-tunnel-attributes—(Optional)Chooseasetofdefined

dynamic tunnel attributes for forwarding traffic over V4oV6 tunnels.

match-conditions—(Optional in from statement; required in to statement) One or more

conditions to use to make amatch. The qualifiers are described in Routing Policy

Match Conditions.

multipath-resolvemultipath-resolve–(Optional) Enable the use of all paths for resolution

over the specified prefix.

no-entropy-label-capability—(Optional)Disable theentropy labelcapabilityadvertisement

at egress or transit routes specified in the policy.

priority (high |medium| low)—(Optional)Configure thepriority for an IS-IS route tochange

the default order in which the routes are installed in the routing table, in the event

of a network topology change.

policysubroutine-policy-name—Useanother policy asamatchconditionwithin this policy.

Thename identifying thesubroutinepolicy cancontain letters, numbers, andhyphens

(-) and can be up to 255 characters long. To include spaces in the name, enclose it

in quotation marks (“ ”). Policy names cannot take the form __.*-internal__, as this

form is reserved. For information about how to configure subroutines, see

Understanding Policy Subroutines in Routing Policy Match Conditions.
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policy-name—Name that identifies the policy. The name can contain letters, numbers,

and hyphens (-) and can be up to 255 characters long. To include spaces in the

name, enclose it in quotation marks (“ ”).

prefix-list prefix-list-name—Name of a list of IPv4 or IPv6 prefixes.

prefix-list-filter prefix-list-name—Name of a prefix list to evaluate using qualifiers;

match-type is the type ofmatch (seeConfiguring Prefix List Filters), and actions is the

action to take if the prefixes match.

protocolprotocol-name—Nameof theprotocolused tocontrol trafficengineeringdatabase

import at the originating point.

route-filter destination-prefix match-type <actions>—(Optional) List of routes on which

to perform an immediate match; destination-prefix is the IPv4 or IPv6 route prefix to

match,match-type is the type of match (see Configuring Route Lists), and actions is

the action to take if the destination-prefixmatches.

source-address-filter source-prefix match-type <actions>—(Optional) Unicast source

addresses in multiprotocol BGP (MBGP) and Multicast Source Discovery Protocol

(MSDP) environments on which to perform an immediate match. source-prefix is

the IPv4 or IPv6 route prefix to match,match-type is the type of match (see

ConfiguringRoute Lists), and actions is the action to take if the source-prefixmatches.

tag value—(Optional) A numeric value that identifies a route. You can tag certain routes

to prioritize themover other routes. In the event of a network topology change, Junos

OSupdates these routes in the routing table before updating other routeswith lower

priority. You can also tag some routes to identify and reject them based on your

requirement.

term term-name—Name that identifies the term. The term namemust be unique in the

policy. It cancontain letters, numbers, andhyphens (-)andcanbeup to64characters

long. To include spaces in the name, enclose the entire name in quotation marks

(“ ”). A policy statement can includemultiple terms.We recommend that you name

all terms. However, you do have the option to include an unnamed termwhichmust

be the final term in the policy. To configure an unnamed term, omit the term

statement when defining match conditions and actions.

to—(Optional)Matcha routebasedon itsdestinationaddressor theprotocols intowhich

the route is being advertised.

then—(Optional) Actions to take onmatching routes. The actions are described in

Configuring Flow Control Actions and Configuring Actions That Manipulate Route

Characteristics.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• dynamic-db

• Understanding Source Packet Routing in Networking (SPRING)
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port (LRF Profile)

Syntax port collector-port-number;

Hierarchy Level [edit services lrf profile profile-name collector collector-name destination]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Specify the destination port of the collector.

Options collector-port-number—Port number for the destination address of the collector.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342

port-range (Application Identification)

Syntax port-range {
tcp [port-range];
udp [port-range];

}

Hierarchy Level [edit services application-identification application application-name over]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Define TCP or UDP port number range.

Options port-range—Numeric port ranges. The format for numeric port ranges is in the format
minimum-value–maximum-value.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325

• Application IdentificationOverviewonpage323Application IdentificationOverviewon

page 323
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post-service-filter (Dynamic Service Sets)

Syntax post-service-filter filter-name;

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family service input],

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos–interface–unit” family
family service input]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit” family family service input] hierarchy level introduced in Junos OS

Release 10.1.

Description Define the filter to be applied to traffic after service processing. The filter is applied only

if a service set is configured and selected. You can configure a post-service filter on the

input side of the interface only.

Options filter-name—Identifier for the post-service filter.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Service Sets Overview on page 269

• Associating Service Sets with Interfaces in a Dynamic Profile on page 269
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pppoe-tags (Adjustment Control Profiles)

Syntax pppoe-tags {
priority priority;
algorithm algorithm;

}

Hierarchy Level [edit class-of-service adjustment-control-profiles profile-name application]

Release Information Statement introduced in Junos OS Release 13.1.

Description Configure the shaping rate adjustment controls for the Point-to-Point Protocol over

Ethernet (PPPoE) Tags application.

Options priority—Priority of the Point to Point Protocol over Ethernet IA Tags application in the
adjustment control profile.

Range: 1 through 10; 1 being the highest priority.

Default: 2

algorithm—Rate adjustment algorithm used by the Point to Point Protocol over Ethernet

(PPPoE) IA Tags application.

Values:

• adjust-never—Do not perform rate adjustments.

• adjust-always—Adjust the shaping rate unconditionally.

• adjust-less—Adjust the shaping rate if it is less than the configured value.

• adjust-less-or equal—Adjust the shaping rate if it is less than or equal to the

configured value.

• adjust-greater—Adjust the shaping rate if it is greater than the configured value.

• adjust-greater-or-equal—Adjust the shaping rate if it is greater than or equal to

the configured value.

Default: adjust-less

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• CoS Adjustment Control Profiles Overview on page 119

• Configuring CoS Adjustment Control Profiles on page 121

• Verifying the CoS Adjustment Control Profile Configuration on page 122

• adjustment-control-profiles on page 499

• application (Adjustment Control Profiles) on page 505
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precedence

Syntax precedence precedence;

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family filter input filter-name],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family filter output filter-name],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number filter
input filter-name],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number filter
output filter-name],

[editdynamic-profilesprofile-name interfacesdemux0unit logical-unit-number family family
filter input filter-name],

[editdynamic-profilesprofile-name interfacesdemux0unit logical-unit-number family family
filter output filter-name],

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos–interface–unit” family
family filter input filter-name],

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos–interface–unit” family
family filter output filter-name]

Release Information Statement introduced in Junos OS Release 9.3.

The [edit dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit” family

inet filter input filter-name] hierarchy level and [edit dynamic-profiles profile-name

interfaces pp0 unit “$junos-interface-unit” family inet filter output filter-name] hierarchy

level introduced in Junos OS Release 10.1.

Description Apply a precedence to a dynamic filter.

Options precedence—Precedence value for the filter. The lower the precedence value, the higher

the precedence.

Range: 0 through 250

Default: 0

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Firewall Filters Overview

• Understanding Dynamic Firewall Filters on page 153

• Classic Filters Overview on page 157

• Fast Update Filters Overview on page 236

• Basic Classic Filter Syntax on page 160

• Basic Fast Update Filter Syntax on page 239
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premium (Hierarchical Policer)

Syntax premium {
if-exceeding {
bandwidth-limit bandwidth;
burst-size-limit burst;

}
then {
discard;

}
}

Hierarchy Level [edit dynamic-profiles profile-name firewall hierarchical-policer],
[edit firewall hierarchical-policer]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles ... hierarchical-policer name] hierarchy level

introduced in Junos OS Release 11.4.

Description OnM40e,M120, andM320edge routerswithFPC inputasFFPCandFPCoutputasSFPC,

andonMXSeries,T320,T640,andT1600edge routerswithEnhanced IntelligentQueuing

(IQE) PICs, T4000 routers with Type 5 FPC and Enhanced Scaling Type 4 FPC, specify

a premium level for a hierarchical policer.

Options Options are described separately.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Applying Policers

• Guidelines for Applying Traffic Policers

• Hierarchical Policer Configuration Overview

• Hierarchical Policers

• aggregate (Hierarchical Policer) on page 502

• bandwidth-limit (Hierarchical Policer)

• burst-size-limit (Hierarchical Policer) on page 524

• hierarchical-policer on page 620

• if-exceeding (Hierarchical Policer) on page 628
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priority (Dynamic Schedulers)

Syntax priority (priority-level | $junos-cos-scheduler-priority);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 9.3.

The $junos-cos-scheduler-priority predefined variable introduced in Junos OS Release

9.4.

Description Specify packet-scheduling priority value in a dynamic profile.

Options priority-level—one of the following packet-scheduling priority values:

• low—Scheduler has low priority.

• medium-low—Scheduler has medium-low priority.

• medium-high—Scheduler has medium-high priority.

• high—Scheduler has high priority. Assigning high priority to a queue prevents the queue

from being underserved.

• strict-high—Scheduler has strictly high priority. Configure a high priority queue with

unlimited transmission bandwidth available to it. As long as it has traffic to send, the

strict-highpriority queue receives precedence over low,medium-low, andmedium-high

priority queues, but not high priority queues. You can configure strict-high priority on

only one queue per interface.

$junos-cos-scheduler-priority—Junos predefined variable that is replaced with the

packet-schedulingpriority valueobtained fromtheRADIUSserverwhenasubscriber

authenticates over the interface to which the dynamic profile is attached.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 13

• Dynamic Variables Overview

• scheduler (Dynamic Scheduler Maps) on page 764
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profile (Access)

Syntax profile profile-name {
accounting {
address-change-immediate-update
accounting-stop-on-access-deny;
accounting-stop-on-failure;
ancp-speed-change-immediate-update;
coa-immediate-update;
coa-no-override service-class-attribute;
duplication;
duplication-filter;
duplication-vrf {
access-profile-name profile-name;
vrf-name vrf-name;

}
immediate-update;
order [ accounting-method ];
send-acct-status-on-config-change;
statistics (time | volume-time);
update-intervalminutes;
wait-for-acct-on-ack;

}
accounting-order (radius | [accounting-order-data-list]);
authentication-order [ authentication-methods ];
client client-name {
chap-secret chap-secret;
group-profile profile-name;
ike {
allowed-proxy-pair {
remote remote-proxy-address local local-proxy-address;

}
pre-shared-key (ascii-text character-string | hexadecimal hexadecimal-digits);
ike-policy policy-name;
interface-id string-value;

}
l2tp {
aaa-access-profile profile-name;
interface-id interface-id;
lcp-renegotiation;
local-chap;
maximum-sessions number;
maximum-sessions-per-tunnel number;
multilink {
drop-timeoutmilliseconds;
fragment-threshold bytes;

}
override-result-code session-out-of-resource;
ppp-authentication (chap | pap);
ppp-profile profile-name;
sessions-limit-group limit-group-name;
shared-secret shared-secret;

}
pap-password pap-password;

713Copyright © 2017, Juniper Networks, Inc.

Chapter 39: Configuration Statements



ppp {
cell-overhead;
encapsulation-overhead bytes;
framed-ip-address ip-address;
framed-pool framed-pool;
idle-timeout seconds;
interface-id interface-id;
keepalive seconds;
primary-dns primary-dns;
primary-wins primary-wins;
secondary-dns secondary-dns;
secondary-wins secondary-wins;

}
user-group-profile profile-name;

}
domain-name-server;
domain-name-server-inet;
domain-name-server-inet6;
local {
flat-file-profile profile-name;

}
preauthentication-order preauthentication-method;
provisioning-order (gx-plus | jsrc | pcrf);
radius {
accounting-server [ ip-address ];
attributes {
exclude {
...

}
ignore {
framed-ip-netmask;
input-filter;
logical-system:routing-instance;
output-filter;

}
}
authentication-server [ ip-address ];
options {
accounting-session-id-format (decimal | description);
calling-station-id-delimiter delimiter-character;
calling-station-id-format {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
mac-address;
nas-identifier;
stacked-vlan;
vlan;

}
chap-challenge-in-request-authenticator;
client-accounting-algorithm (direct | round-robin);
client-authentication-algorithm (direct | round-robin);
coa-dynamic-variable-validation;
ethernet-port-type-virtual;
interface-description-format {
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exclude-adapter;
exclude-channel;
exclude-sub-interface;

}
juniper-dsl-attributes;
nas-identifier identifier-value;
nas-port-extended-format {
adapter-widthwidth;
ae-widthwidth;
port-widthwidth;
pw-widthwidth;
slot-widthwidth;
stacked-vlan-widthwidth;
vlan-widthwidth;
atm {
adapter-widthwidth;
port-widthwidth:
slot-widthwidth;
vci-widthwidth:
vpi-widthwidth;

}
}
nas-port-id-delimiter delimiter-character;
nas-port-id-format {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
nas-identifier;
order {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
nas-identifier;
postpend-vlan-tags;

}
postpend-vlan-tags;

}
nas-port-type {
ethernet {
port-type;

}
}
revert-interval interval;
service-activation {
dynamic-profile (optional-at-login | required-at-login);
extensible-service (optional-at-login | required-at-login);

}
vlan-nas-port-stacked-format;

}
preauthentication-server ip-address;

}
radius-server server-address {
accounting-port port-number;
accounting-retry number;
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accounting-timeout seconds;
dynamic-request-port
port port-number;
preauthentication-port port-number;
preauthentication-secret password;
retry attempts;
routing-instance routing-instance-name;
secret password;
max-outstanding-requests value;
source-address source-address;
timeout seconds;

}
service {
accounting {
statistics (time | volume-time);
update-intervalminutes;

}
accounting-order (activation-protocol | local | radius);

}
session-options {
client-idle-timeoutminutes;
client-idle-timeout-ingress-only;
client-session-timeoutminutes;
strip-user-name {
delimiter [ delimiter ];
parse-direction (left-to-right | right-to-left);

}
}

}

Hierarchy Level [edit access]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure PPP CHAP, or a profile and its subscriber access, L2TP, or PPP properties.

Options profile-name—Name of the profile.

For CHAP, the name serves as the mapping between peer identifiers and CHAP secret

keys. This entity is queried for the secret keywhenever aCHAPchallengeor response

is received.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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Related
Documentation

• Configuring the PPP Authentication Protocol

• Configuring Access Profiles for L2TP or PPP Parameters

• Configuring L2TP Properties for a Client-Specific Profile

• Configuring an L2TP LNS with Inline Service Interfaces

• Configuring PPP Properties for a Client-Specific Profile

• Configuring Service Accounting with JSRC

• Configuring Service Accounting in Local Flat Files

• AAA Service Framework Overview

• show network-access aaa statistics

• clear network-access aaa statistics
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profile (Captive Portal Content Delivery)

Syntax profile name
cpcd-rule-sets rule-set-name;
cpcd-rules rule-name;
dynamic;
http-redirect-options url;
ipda-rewrite-options {
destination-address destination-address;
destination-port destination-port;

}
}

Hierarchy Level [edit services captive-portal-content-delivery]

Release Information Statement introduced in Junos OS Release 11.4.

Description Configure the service profile for HTTP redirect services, also known as Captive Portal

and Content Delivery (CPCD) services. The profile contains rules or rule sets that specify

the details of the service. TheCPCD service profile is included in a service set that applies

the service to a service interface. This statement is supported only for static CPCD; it is

not supported for converged services CPCD.

Options cpcd-rule-sets rule-set-name—Specify a list of sets of service rules.

cpcd-rules rule-name—Specify a service rule.

dynamic—Indicate that the service is a dynamic, converged service.

http-redirect-options url—Redirect the packets to the specified URL. The URLmust
begin with http:// or https://.

ipda-rewrite-optionsdestination—Rewrite the destination for the packets to send them
to a remote HTTP redirect server.

• destination-address address—IP address of the remote HTTP redirect server.

• destination-port number—(Optional) Port number for the remote HTTP redirect

server. Requires the destination address to be specified as well.

Required Privilege
Level

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

HTTP Redirect Service Overview on page 354•

• Configuring MS-MPC-Based, Static HTTP Redirect Services on page 363

• Configuring MS-MPC-Based, Converged HTTP Redirect Services on page 370

• Configuring Routing Engine-Based, Static HTTP Redirect Services on page 379
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• Configuring Routing Engine-Based, Converged HTTP Redirect Services on page 385
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profile (LRF)

Syntax profile profile-name {
collector collector-name {
destination {
address collector-address;
port collector-port-number;

}
source-address source-address;

}
http-log-multiple-transactions;
policy-based-logging;
rule lrf-rule-name {
then {
report {
collector collector-name;
template template-name;
volume-limit volume;

}
}

}
template template-name {
format ipfix;
template-tx-interval tx-time;
template-type template-type;
trigger-type (session-close | time | volume);

}
vendor-support ibm;

}

Hierarchy Level [edit services lrf]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

vendor-support option introduced in Junos OS Release 17.2.

Description Configure an LRF profile to specify a set of logging and reporting parameters, which

includes data templates, collectors, and LRF rules.

For Junos OS Subscriber Aware, you can then assign an LRF profile to a subscriber by

assigning the profile to the TDF service set associatedwith the subscriber’s TDF domain.

For Junos OS Broadband Subscriber Management, you can then assign the LRF profile

to the service set that is configured for application-aware policy control.

Options profile-name—Name of the LRF profile.

Range: Up to 63 characters.

The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342

• Logging and Reporting Function for Subscribers on page 331

profile (Services PCEF)

Syntax profile pcef-profile-name;

Hierarchy Level [edit services pcef]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Configureapolicy andchargingenforcement function (PCEF)profile that is aplaceholder

profile with no configuration options. This profile must be created to enable PCEF

functionality on the services plane. You apply this placeholder profile to the

subscriber-aware service set.

Options pcef-profile-name—Name of the PCEF profile.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Applying Services to Subscriber-Aware Traffic with a Service Set

• Identifying the Service Interface That Handles Subscriber Management

Application-Aware Policy Control on page 319
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profiles (PCEF)

Syntax profiles profile-name {
aaa-policy-control {
aaa-profile aaa-profile-name;
pcc-rulebases [rulebase-name <time-of-day-profile profile-name>];
user-password password;

}
dynamic-policy-control {
pcc-rules {
[rule-name precedence number <time-of-day-profile profile-name>];

}
pcc-rulebases {
[rulebase-name <time-of-day-profile profile-name>];

}
diameter-profile gx-profile-name;

}
static-policy-control {
pcc-rules {
[rule-name precedence number <time-of-day-profile profile-name>];

}
pcc-rulebases {
[rulebase-name <time-of-day-profile profile-name>];

}
}

Hierarchy Level [edit unified-edge pcef],
[edit services pcef]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef] hierarchy level introduced for Junos OS Broadband

Subscriber Management in Junos OS Release 17.2 on MX Series.

Description Set up the overall policy and charging enforcement function (PCEF) configuration that

can be applied to subscribers.

NOTE: For Junos OS Subscriber Aware, you can configure only one of the
followingstatements inaPCEFprofile:aaa-policy-control,static-policy-control,

or dynamic-policy-control. For Junos OS Subscriber Management, you can

configure only static-policy-control.

You can configure a maximum of 32 policy and charging control (PCC) rules in a PCEF

profile. There is no limit to the number of PCC rulebases you can configure in a PCEF

profile.

If you are using Junos OS Subscriber Aware, configure the PCEF profile at the [edit

unified-edge pcef] hierarchy level. You then assign this profile to the subscriber’s TDF

domain or to the domain selection configuration.
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If youare using JunosOSBroadbandSubscriberManagement, configure thePCEFprofile

at the [edit services pcef] hierarchy level. You then assign this profile to the service set

that is configured for application-aware policy control. The following options are not

applicable to subscriber management:

• aaa-policy-control and its options

• dynamic-policy-control and its options

Options profile-name—Name of the PCEF profile.

Range: 1 through 63 characters.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring a Policy and Charging Enforcement Function Profile for Junos OS Subscriber

Aware Dynamic Policies

• Configuring a Policy and Charging Enforcement Function Profile for Junos OS Subscriber

Aware Static Policies

• Configuring a Policy and Charging Enforcement Function Profile for Junos OS Subscriber

Aware Policies That a RADIUS Server Controls

• Configuring a Policy and Charging Enforcement Function Profile for Subscriber

Management on page 318
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promiscuous-mode (Dynamic IGMP Interface)

Syntax promiscuous-mode;

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp interface interface-name],

Release Information Statement introduced in Junos OS Release 9.2.

Description Specify that the interface accepts IGMP reports from hosts on any subnetwork. When

you enable promiscuous mode, all routing devices on the Ethernet segment must be

configured for promiscuous mode. Otherwise, only the interface configured with lowest

IPv4 address acts as the querier for IGMP for this Ethernet segment.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic IGMP Configuration Overview on page 293

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Accepting IGMPMessages from Remote Subnetworks

protocol (Application Identification)

Syntax protocol (http | ssl | tcp | udp);

Hierarchy Level [edit services application-identification application application-name over]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Identify the protocol bundles to bemonitored to classify applications.

Options http—Use the HTTP protocol .

ssl—Use the SSL protocol.

tcp—Use the TCP protocol.

udp—Use the UDP protocol.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325
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protocol (Dynamic Schedulers)

Syntax protocol (any | non-tcp | tcp);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service schedulers scheduler-name
drop-profile-map]

Release Information Statement introduced in Junos OS Release 9.3.

Description Specify the protocol type for the specified scheduler in a dynamic profile.

Options any—Accept any protocol type.

non-tcp—Accept any protocol type other than TCP/IP.

tcp—Accept only TCP/IP protocol.

NOTE: Protocol typesnon-tcpand tcparenotsupportedonMXSeries routers.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 13
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protocol (Flow Descriptions)

Syntax protocol number;

Hierarchy Level [edit unified-edge pcef flow-description flow-identifier],
[edit services pcef flow-description flow-identifier]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Supportat the [editservicespcef flow-description flow-identifier]hierarchy level introduced

for Junos OS Broadband Subscriber Management in Junos OSRelease 17.2 onMXSeries.

Description Specify a protocol type to identify the subscriber traffic that you want the service data

flow (SDF) filter to detect. If you specify the protocol statement, youmust specify a

protocol number.

If you are using Junos OS Subscriber Aware, specify the protocol type at the [edit

unified-edge pcef flow-description flow-identifier] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the protocol type

at the [edit services pcef flow-description flow-identifier] hierarchy level.

Default If you do not specify the protocol statement, the default is any protocol.

Options number—Number that specifies the IP protocol type.

Range: 1 through 255

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Service Data Flow Filters on page 309

• UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306
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protocol (Subscriber Secure Policy)

Syntax protocol protocol;

Hierarchy Level [edit services radius-flow-tap policy policy-name inet drop-policy rule-name from],
[edit services radius-flow-tap policy policy-name inet6 drop-policy rule-name from]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify the match IP protocol type for the radius-flow-tap policy.

Options protocol—Protocol for the IPv4 or IPv6 address for the radius-flow-tap policy.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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protocols (DDoS)

Syntax protocols protocol-group (aggregate | packet-type) {
bandwidth packets-per-second;
burst size;
bypass-aggregate;
disable-fpc;
disable-logging;
disable-routing-engine;
flow-detection-mode (automatic | off | on);
flow-detect-time seconds;
flow-level-bandwidth {
logical-interface flow-bandwidth;
physical-interface flow-bandwidth;
subscriber flow-bandwidth;

}
flow-level-control {
logical-interface flow-control-mode;
physical-interface flow-control-mode;
subscriber flow-control-mode;

}
flow-level-detection {
logical-interface flow-operation-mode;
physical-interface flow-operation-mode;
subscriber flow-operation-mode;

}
flow-recover-time seconds;
flow-timeout-time seconds;
fpc slot-number {
bandwidth-scale percentage;
burst-scale percentage;
disable-fpc;

}
no-flow-logging
priority level;
recover-time seconds;
timeout-active-flows;

}

Hierarchy Level [edit system ddos-protection]

Release Information Statement introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 12.3R2 on EX9200 switches and T4000

routers.

Support for Enhanced Subscriber Management added in Junos OS Release 17.3R1.

Description (MX Series routers with only MPCs, T4000 Core Routers with only FPC5s, or EX9200

switches) Configure DDoS policers for all packet types within a protocol group or for a

particular packet type within a protocol group.
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Options aggregate—Configure thepolicer tomonitor all control packetswithin theprotocol group.

You can configure an aggregate policer for any protocol group.

packet-type—(Optional)Nameof thecontrol packet type tobepoliced. Youcanconfigure

a specific policer for only the following packet types and protocol groups:

• arp—The following ARP packet types are available:

• aggregate—Applies to the combination of all types of control packet traffic for

this protocol group.

• bgp—The following BGP packet types are available:

• aggregate—Applies to the combination of all types of control packet traffic for

this protocol group.

• bgpv6—The following BGPv6 packet types are available:

• aggregate—Applies to the combination of all types of control packet traffic for

this protocol group.

• dhcpv4—The following packet types are available for DHCPv4 traffic:

• ack—DHCPACK packets.

• bad-packets—DHCPv4 packets with bad formats.

• bootp—DHCPBOOTP packets.

• decline—DHCPDECLINE packets.

• discover—DHCPDISCOVER packets.

• force-renew—DHCPFORCERENEW packets.

• inform—DHCPINFORM packets.

• lease-active—DHCPLEASEACTIVE packets.

• lease-query—DHCPLEASEQUERYpackets.

• lease-unassigned—DHCPLEASEUNASSIGNED packets.

• lease-unknown—DHCPLEASEUNKNOWN packets.

• nak—DHCPNAK packets.

• no-message-type—DHCP packets that are missing the message type.

• offer—DHCPOFFER packets.

• release—DHCPRELEASE packets.

• renew—DHCPRENEW packets.

• request—DHCPREQUEST packets.

• unclassified—All unclassified packets in the protocol group.

• dhcpv6—The following packet types are available for DHCPv6 traffic:
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• advertise—ADVERTISE packets.

• confirm—CONFIRM packets.

• decline—DECLINE packets.

• information-request—INFORMATION-REQUEST packets.

• leasequery—LEASEQUERY packets.

• leasequery-data—LEASEQUERY-DATA packets.

• leasequery-done—LEASEQUERY-DONE packets.

• leasequery-reply—LEASEQUERY-REPLY packets.

• rebind—REBIND packets.

• reconfigure—RECONFIGURE packets.

• relay-forward—RELAY-FORWARD packets.

• relay-reply—RELAY-REPLY packets.

• release—RELEASE packets.

• renew—RENEW packets.

• reply—REPLY packets.

• request—REQUEST packets.

• solicit—SOLICIT packets.

• unclassified—All unclassified packets in the protocol group.

• filter-action—The following packet types are available for unclassified firewall

filter action packets, sent to the host because of reject terms in firewall filters:

• filter-v4—Unclassified IPv4 filter action packets.

• filter-v6—Unclassified IPv6 filter action packets.

• other—All other unclassified filter action packets that are not IPv4 or IPv6.

• frame-relay—The following packet types are available for Frame Relay traffic:

• frf15—Multilink frame relay FRF.15 packets.

• frf16—Multilink frame relay FRF.16 packets.

• ip-fragments—The following packet types are available for IP fragments:

• first-fragment—First IP fragment.

• trail-fragment—Last IP fragment.
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• ip-options—The following packet types are available for IP option traffic:

• non-v4v6—Options packets other than IPv4/v6.

• router-alert—Router alert options packets.

• unclassified—All unclassified packets in the protocol group.

• l2tp—The following packet types are available for L2TP traffic:

• cdn—Call-Disconnect-Notify message packets.

• hello—Hello message packets.

• iccn—Incoming-Call-Connectedmessage packets.

• icrq—Incoming-Call-Request message packets.

• scccn—Start-Control-Connection-Connectedmessage packets.

• sccrq—Start-Control-Connection-Request message packets.

• stopccn—Stop-Control-Connection-Notification message packets.

• unclassified—All unclassified packets in the protocol group.

• mcast-snoop—Control traffic for multicast snooping.

• igmp—Snooped IGMP traffic.

• mld—Snooped MLD traffic.

• pim—Snooped PIM control traffic.

• mlp—The following MLP packet types are available:

• aggregate—Applies to the combination of all types of control packet traffic for

this protocol group.

• add—Add requests; internal MAC address learning request packets sent to the

host.

• delete—Delete requests; internal MAC address learning request packets sent to

the host.

• lookup—Lookup requests; internal MAC address learning request packets sent

to the host.

• unclassified—All unclassified packets in the protocol group.

• macpin-exception—Exceptions to MAC address pinning (wherein dynamically

learned MAC addresses are pinned to prevent looping caused by MACmoves

from duplicate MAC detection).
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• ndpv6—The following NDPv6 packet types are available, except where noted,

starting in 14.1R8, 14.2R8, 15.1R5, 15.1F7, and 16.1R1:

• aggregate—Applies to the combination of all types of control packet traffic for

this protocol group.

• invalid-hop-limit—(Starting in 16.1R2) Invalid hop limit packets. Thesemessages

might represent crafted packets in a malicious network-based packet flood.

• neighbor-advertisement—Neighboradvertisementpackets. Thesearemessages

used for duplicate address detection and to test reachability of neighbors.

Neighboradvertisementsare sent in response toneighbor solicitationmessages.

• neighbor-solicitation—Neighbor solicitation packets. These are messages used

for duplicate address detection and to test reachability of neighbors.

• redirect—Redirect packets.

• router-advertisement—Routeradvertisementpackets.Thesearemessagessent

to announce the presence of the router, advertise prefixes, assist in address

configuration, and share other link information such as MTU size and hop limit.

The IPv6 nodes on the link can use this information to configure themselves

with an IPv6 address and routing information such as the default gateway.

• router-solicitation—Router solicitation packets. These are messages sent by

IPv6 nodes when they come online to solicit immediate router advertisements

from the router.

• ppp—The following PPP packet types are available:

• authentication—PPP authentication protocol packets.

• echo-rep—LCP echo reply packets.

• echo-req—LCP echo request packets.

• ipcp—IP Control Protocol packets.

• ipv6cp—IPv6 Control Protocol packets.

• isis—IS-IS packets.

• lcp—Link Control Protocol packets.

• mlppp-lcp—MLPPP LCP packets.

• mplscp—MPLS Control Protocol packets.

• unclassified—All unclassified packets in the protocol group.
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• pppoe—The following PPPoE packet types are available:

• padi—PADI packets.

• padm—PADM packets.

• padn—PADN packets.

• pado—PADO packets.

• padr—PADR packets.

• pads—PADS packets.

• padt—PADT packets.

• radius—The following RADIUS packet types are available:

• accounting—RADIUS accounting packets.

• authorization—RADIUS authorization packets.

• server—RADIUS server traffic.

• unclassified—All unclassified packets in the protocol group.

• re-services—The followingpacket type isavailable forRoutingEngine-basedHTTP

redirect IPv4 traffic:

• captive-portal—Routing Engine-based captive portal content delivery packets.

• re-services-v6—The following packet type is available for Routing Engine-based

HTTP redirect IPv6 traffic:

• captive-portal—Routing Engine-based captive portal content delivery packets.

• resolve—The following packet types are available for unclassified resolve packets,

which are sent to the host because of a traffic request resolve action:

• mcast-v4—Unclassified IPv4multicast resolve packets.

• mcast-v6—Unclassified IPv6multicast resolve packets.

• ucast-v4—Unclassified IPv4 unicast resolve packets.

• ucast-v6—Unclassified IPv6 unicast resolve packets.

• other—All other unclassified resolve packets.

• sample—The following sample packet types are available:

• host—Host packets.

• pfe—Packet Forwarding Engine packets.

• syslog—System logmessage packets.

• tap—TAP packets.
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• tcp-flags—The following TCP-flagged packet types are available:

• established—TCP packets with ACK or RST flags set.

• initial—TCP packets with SYN flag set and ACK flag not set.

• unclassified—TCP packets with flags set any other way than the established

and initial packets.

• unclassified—The following unclassified packet types are available:

• control-layer2—Unclassified layer 2 control packets.

• control-v4—Unclassified IPv4 control packets.

• control-v6—Unclassified IPv6 control packets.

• fw-host—Unclassified send-to-host firewall packets.

• host-route-v4—Unclassified IPv4 routing protocol and host packets in traffic

sent to the router local interface address.

• host-route-v6—Unclassified IPv6 routing protocol and host packets in traffic

sent to the router local interface address.

• other—All unclassified packets that do not belong to another type.

• virtual-chassis—The followingpacket typesareavailable for virtual chassispackets:

• control-low—Low-priority control packets.

• control-high—High-priority control packets.

• unclassified—All unclassified packets in the protocol group.

• vc-packets—All exception packets on the virtual chassis link.

• vc-ttl-errors—Virtual chassis TTL error packets.
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protocol-group—Nameof theprotocol group forwhich traffic is policed.Youcanconfigure

a policer for any of the following protocol groups:

• amtv4—IPv4 AMT traffic.

• amtv6—IPv6 AMT traffic.

• ancp—ANCP traffic.

• ancpv6—ANCPv6 traffic.

• arp—ARP traffic.

• atm—ATM traffic.

• bfd—BFD traffic.

• bfdv6—BFDv6 traffic.

• bgp—BGP traffic.

• bgpv6—BGPv6 traffic.

• control—Control traffic.

• demux-autosense—Demux autosensing traffic.

• dhcpv4—DHCPv4 traffic.

• dhcpv6—DHCPv6 traffic.

• diameter—Diameter and Gx-Plus traffic.

• dns—DNS traffic.

• dtcp—DTCP traffic.

• dynamic-vlan—Dynamic VLAN exception traffic.

• egpv6—EGPv6 traffic.

• eoam—EOAM traffic.

• esmc—ESMC traffic.

• fab-probe—Fab out probe packets.

• filter-action—IPv4 and IPv6 firewall filter action packets sent to the host because

of reject terms in firewall filters

• frame-relay—Frame relay traffic.

• ftp—FTP traffic.

• ftpv6—FTPv6 traffic.

• gre—GRE traffic.

• icmp—ICMP traffic.

• igmp—IGMP traffic

• igmpv4v6—IGMP v4/v6 traffic.
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• igmpv6—IGMPv6 traffic.

• inline-ka—Inline service interfaces keepalive traffic.

• inline-svcs—Inline services traffic.

• ip-fragments—IP fragments traffic.

• ip-options–IP traffic with IP packet header options.

• isis—IS-IS traffic.

• jfm—JFM traffic.

• l2pt—Layer 2 protocol tunneling traffic.

• lacp—LACP traffic.

• ldp—LDP traffic.

• ldpv6—LDPv6 traffic.

• lldp—LLDP traffic.

• lmp—LMP traffic.

• lmpv6—LMPv6 traffic.

• mac-host—Layer 2 MAC send-to-host traffic.

• mcast-snoop—Control traffic for multicast snooping.

• mlp—MLP traffic.

• msdp—MSDP traffic.

• msdpv6—MSDPv6 traffic.

• multicast-copy—Host copy traffic due to multicast routing.

• mvrp—MVRP traffic.

• ndpv6—NDPv6 traffic.

• ntp—NTP traffic.

• oam-lfm—OAM-LFM traffic.

• ospf—OSPF traffic.

• ospfv3v6—OSPFv3/IPv6 traffic.

• pfe-alive—Packet Forwarding Engine keepalive traffic.

• pim—PIM traffic.

• pimv6—PIMv6 traffic.

• pmvrp—PMVRP traffic.

• pos—POS traffic.

• ppp—PPP traffic.
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• pppoe—PPPoE traffic.

• ptp—PTP traffic.

• pvstp—PVSTP traffic.

• radius—RADIUS traffic.

• re-services—Captive portal content delivery IPv4 traffic for Routing Engine HTTP

redirect.

• re-services-v6—Captive portal content delivery IPv6 traffic for Routing Engine

HTTP redirect.

• redirect—Traffic that triggers ICMP redirects.

• reject—Packets rejected by a next-hop forwarding decision.

• rejectv6—V6 packets rejected by a next-hop forwarding decision.

• resolve—Unclassified IPv4 and IPv6 resolve packets sent to the host because of

a traffic request resolve action.

• rip—RIP traffic.

• ripv6—RIPv6 traffic.

• rsvp—RSVP traffic.

• rsvpv6—RSVPv6 traffic.

• services–Service traffic.

• snmp—SNMP traffic.

• snmpv6—SNMPv6 traffic.

• ssh—SSH traffic.

• sshv6—SSHv6 traffic.

• stp—STP traffic.

• syslog—System logmessages UDP traffic on port 6333 for the Routing Engine

syslog server.

• tacacs—TACACS traffic.

• tcp-flags—Traffic with TCP flags.

• telnet—TELNET traffic.

• telnetv6—TELNETv6 traffic.

• ttl—TTL traffic.

• tunnel-fragment—Tunnel fragments traffic.

• tunnel-ka—Tunnel keepalive traffic.

• unclassified—Unclassified traffic.

• virtual-chassis—Virtual chassis traffic.
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• vrrp—VRRP traffic.

• vrrpv6—VRRPv6 traffic.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring DDoS Protection Policers for Individual Packet Types

• Understanding Distributed Denial-of-Service Protection with IPv6 Neighbor Discovery

Protocol
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protocols (Dynamic Profiles)

Syntax protocols {
igmp {
interface interface-name {
accounting;
disable;
group-limit limit;
group-policy;
group-threshold value;
immediate-leave
log-interval seconds;
no-accounting;
oif-map;
passive;
promiscuous-mode;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name
static {
group group {
source source;

}
}
version version;

}
}
mld {
interfaceinterface-name {
(accounting | no-accounting);
disable;
group-limit limit;
group-policy;
group-threshold value;
immediate-leave;
log-interval seconds;
oif-map;
passive;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name;
static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}
}
router-advertisement {
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interfaceinterface-name {
current-hop-limitnumber;
default-lifetime seconds;
(managed-configuration | no-managed-configuration);
max-advertisement-interval seconds;
min-advertisement-interval seconds;
(other-stateful-configuration | no-other-stateful-configuration);
prefix prefix;
reachable-timemilliseconds;
retransmit-timermilliseconds;

}
}

}

Hierarchy Level [edit dynamic-profiles profile-name]

Release Information Statement introduced in Junos OS Release 9.2.

Support at the [edit dynamic-profiles profile-name protocolsmld] and [edit

dynamic-profilesprofile-nameprotocols router-advertisement]hierarchy levels introduced

in Junos OS Release 10.1.

Description Enable IGMP on the router. IGMPmust be enabled for the router to receive multicast

packets.

Default IGMP is disabled on the router. IGMP is automatically enabled on all broadcast interfaces

when you configure Protocol Independent Multicast (PIM) or Distance Vector Multicast

Routing Protocol (DVMRP).

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring IGMP

• Examples: Configuring MLD
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radius (Access Profile)

Syntax radius {
accounting-server [ ip-address ];
attributes {
exclude
...

}
ignore {
framed-ip-netmask;
input-filter;
logical-system-routing-instance;
output-filter;

}
}
authentication-server [ ip-address ];
options {
accounting-session-id-format (decimal | description);
calling-station-id-delimiter delimiter-character;
calling-station-id-format {
agent-circuit-id;
agent-remote-id;
interface-description;
nas-identifier;

}
chap-challenge-in-request-authenticator;
client-accounting-algorithm (direct | round-robin);
client-authentication-algorithm (direct | round-robin);
coa-dynamic-variable-validation;
ethernet-port-type-virtual;
interface-description-format {
exclude-adapter;
exclude-channel;
exclude-sub-interface;

}
ip-address-change-notifymessage;
juniper-dsl-attributes;
nas-identifier identifier-value;
nas-port-extended-format {
adapter-widthwidth;
ae-widthwidth;
port-widthwidth;
slot-widthwidth;
stacked-vlan-widthwidth;
vlan-widthwidth;
atm {
adapter-widthwidth;
port-widthwidth:
slot-widthwidth;
vci-widthwidth:
vpi-widthwidth;

}
}
nas-port-id-delimiter delimiter-character;
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nas-port-id-format {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
nas-identifier;
order {
agent-circuit-id;
agent-remote-id;
interface-description;
interface-text-description;
nas-identifier;
postpend-vlan-tags;

}
postpend-vlan-tags;

}
nas-port-type {
ethernet {
port-type;

}
}
revert-interval interval;
service-activation {
dynamic-profile (optional-at-login | required-at-login);
extensible-service (optional-at-login | required-at-login);

}
vlan-nas-port-stacked-format;

}
preauthentication-server ip-address;

}

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Configure the RADIUS parameters that the router uses for AAA authentication and

accounting for subscribers.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring RADIUS Server Parameters for Subscriber Access

• RADIUS Server Options for Subscriber Access
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radius-coa (Adjustment Control Profiles)

Syntax radius-coa {
priority priority;
algorithm algorithm;

}

Hierarchy Level [edit class-of-service adjustment-control-profiles profile-name application]

Release Information Statement introduced in Junos OS Release 13.1.

Description Configure the shaping rate adjustment controls for the RADIUS CoA application.

Options priority—Priority of the RADIUS CoA application in the adjustment control profile.

Range: 1 through 10; 1 being the highest priority.

Default: 1

algorithm—Rate adjustment algorithm used by the RADIUS CoA application.

Values:

• adjust-never—Do not perform rate adjustments.

• adjust-always—Adjust the shaping rate unconditionally.

• adjust-less—Adjust the shaping rate if it is less than the configured value.

• adjust-less-or equal—Adjust the shaping rate if it is less than or equal to the

configured value.

• adjust-greater—Adjust the shaping rate if it is greater than the configured value.

• adjust-greater-or-equal—Adjust the shaping rate if it is greater than or equal to

the configured value.

Default: adjust-always

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• CoS Adjustment Control Profiles Overview on page 119

• Configuring CoS Adjustment Control Profiles on page 121

• Verifying the CoS Adjustment Control Profile Configuration on page 122

• adjustment-control-profiles on page 499

• application (Adjustment Control Profiles) on page 505
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radius-flow-tap

Syntax radius-flow-tap {
forwarding-class class-name;
interfaces interface-name;
multicast-interception;
policy policy-name {
inet {
drop-policyrule-name {
from {
apply-groups group-name;
apply-groups-except group-name;
destination-address address;
destination-port port-number;
dscp dscp-value;
protocol protocol;
source-address address;
source-port port-number;

}
}

}
inet6 {
drop-policy rule-name {
from {
apply-groups group-name;
apply-groups-except group-name;
destination-address address;
destination-port port-number;
dscp dscp-value;
protocol protocol;
source-address address;
source-port port-number;

}
}

}
}
routing-instance routing-instance-name;
source-ipv4-address ipv4-address;

)

Hierarchy Level [edit services]

Release Information Statement introduced in Junos OS Release 9.4.

Description Assign parameters that are used with the RADIUS flow-tap service for RADIUS-initiated

or Dynamic TaskingControl Protocol (DTCP)-initiated subscriber secure policymirroring.

The RADIUS flow-tap service and the flow-tap service (FlowTapLite) [edit services

flow-tap] cannot run simultaneously on the same router. Consequently, you cannot run

both subscriber secure policy mirroring and FlowTapLite at the same time on the same

router in the earlier releases. However, starting in Junos OS Release 17.3R1, subscriber
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secure policy mirroring and FlowTapLite are supported to run concurrently on the same

router.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Release History Table DescriptionRelease

However, starting in Junos OS Release 17.3R1, subscriber secure policy
mirroring and FlowTapLite are supported to run concurrently on the same
router.

17.3R1

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• Configuring Support for Subscriber Secure Policy Mirroring on page 429

• Disabling RADIUS-Initiated Subscriber Secure Policy Mirroring on page 451
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radius-server

Syntax radius-server server-address {
accounting-port port-number;
accounting-retry number;
accounting-timeout seconds;
dynamic-request-port
max-outstanding-requests value;
port port-number;
preauthentication-port port-number;
preauthentication-secret password;
retry attempts;
routing-instance routing-instance-name;
secret password;
source-address source-address;
timeout seconds;

}

Hierarchy Level [edit access],
[edit access profile profile-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

dynamic-request-port option added in Junos OS Release 14.2 for MX Series routers.

preauthentication-port and preauthentication-secret options added in Junos OS Release

15.1 for MX Series routers.

Support for IPv6 server-address introduced in Junos OS Release 16.1.

Description Configure RADIUS for subscriber access management, L2TP, or PPP.

To configure multiple RADIUS servers, includemultiple radius-server statements. The

servers are tried in order and in a round-robin fashion until a valid response is received

from one of the servers or until all the configured retry limits are reached.

Options server-address—IPv4 or IPv6 address of the RADIUS server.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

Configuring RADIUS Authentication for L2TP•

• Configuring the PPP Authentication Protocol

• Configuring Router or Switch Interaction with RADIUS Servers

• Configuring Authentication and Accounting Parameters for Subscriber Access

• show network-access aaa statistics
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• clear network-access aaa statistics

rate-limit

Syntax rate-limit limit;

Hierarchy Level [edit system services finger],
[edit system services ftp],
[edit system services netconf ssh],
[edit system services ssh],
[edit system services telnet],
[edit system services tftp-server],
[edit system services xnm-clear-text],
[edit system services xnm-ssl]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure themaximumnumberof connectionsattemptsperminute, perprotocol (either

IPv6 or IPv4) on an access service. For example, a rate limit of 10 allows 10 IPv6 telnet

session connection attempts perminute and 10 IPv4 telnet session connection attempts

per minute.

Default 150 connections

Options rate-limit limit—(Optional)Maximumnumberofconnectionattemptsallowedperminute,

per IP protocol (either IPv4 or IPv6).

Range: 1 through 250

Default: 150

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring clear-text or SSL Service for Junos XML Protocol Client Applications
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rebalance-periodic (Aggregated Ethernet Subscriber Interfaces)

Syntax rebalance-periodic time hour:minute <interval hours>

Hierarchy Level [edit interfaces ae number aggregated-ether-options]

Release Information Statement introduced in Junos OS Release 11.2.

Description Configure periodic rebalancing of distribution of subscribers on an aggregated Ethernet

bundle.

Options hour:minute—Time at which the rebalancing occurs, in military time.

hours—Interval at which the rebalancing occurs, in hours. Default: 24 hours.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Periodic Rebalancing of Subscribers in an Aggregated Ethernet Interface
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redirect (PCC Action Profiles)

Syntax redirect {
url url-name;

}

Hierarchy Level [edit unified-edge pcef pcc-action-profiles profile-name],
[edit services pcef pcc-action-profiles profile-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef pcc-action-profiles profile-name] hierarchy level

introduced for Junos OS Broadband Subscriber Management in Junos OS Release 17.2

on MX Series.

Description Specify HTTP redirection to a URL. If you configure this, the PCC action profile can only

be used in PCC rules that match only HTTP-based applications and all flows.

If youareusing JunosOSSubscriberAware, specify the redirectionat the [editunified-edge

pcef pcc-action-profiles profile-name] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the redirection at

the [edit services pcef pcc-action-profiles profile-name] hierarchy level.

The remaining statements are explained separately.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Policy and Charging Control Action Profiles For Junos OS Subscriber Aware

• Configuring Policy and Charging Control Action Profiles for Subscriber Management

on page 312
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remote-address

Syntax remote-address (ipv4-address ipv4-address | ipv6-address ipv6-address);

Hierarchy Level [edit unified-edge pcef flow-descriptions flow-identifier],
[edit services pcef flow-descriptions flow-identifier]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef flow-descriptions flow-identifier] hierarchy level

introduced for Junos OS Broadband Subscriber Management in Junos OS Release 17.2

on MX Series.

Description Specify a remote IP address for the service data flow (SDF) filter.

If you are using Junos OS Subscriber Aware, specify the remote IP address at the [edit

unified-edge pcef flow-descriptions flow-identifier] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the remote IP

address at the [edit services pcef flow-descriptions flow-identifier] hierarchy level.

Options ipv4-address—IPv4 address.

ipv6-address—IPv6 address.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Service Data Flow Filters on page 309

• UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306
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remote-port-range

Syntax remote-port-range {
low low-value;
high high-value;

}

Hierarchy Level [edit unified-edge pcef flow-descriptions flow-identifier],
[edit services pcef flow-descriptions flow-identifier]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef flow-descriptions flow-identifier] hierarchy level

introduced for Junos OS Broadband Subscriber Management in Junos OS Release 17.2

on MX Series.

Description Specify the remote port range to identify the subscriber traffic that you want the service

data flow (SDF) filter to detect.

If you are using Junos OS Subscriber Aware, specify the remote port range at the [edit

unified-edge pcef flow-descriptions flow-identifier] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the remote port

range at the [edit services pcef flow-descriptions flow-identifier] hierarchy level.

NOTE: You can specify either a remote port range or a list of remote ports,
but not both.

Default If youconfigureneither the remote-port-rangenor the remote-ports statement, thedefault

is any remote port.

Options high-value—Upper boundary for the remote port range.

Range: 1 through 65,535

low-value—Lower boundary for the remote port range.

Range: 1 through 65,535

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.
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Related
Documentation

• Configuring Service Data Flow Filters on page 309

• UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306
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remote-ports

Syntax remote-ports [number];

Hierarchy Level [edit unified-edge pcef flow-description flow-identifier],
[edit services pcef flow-description flow-identifier]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef flow-descriptions flow-identifier] hierarchy level

introduced for Junos OS Broadband Subscriber Management in Junos OS Release 17.2

on MX Series.

Description Specify a remote port or list of remote ports to identify the subscriber traffic that you

want the service data flow (SDF) filter to detect.

If you are using Junos OS Subscriber Aware, specify the remote ports at the [edit

unified-edge pcef flow-descriptions flow-identifier] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the remote ports

at the [edit services pcef flow-descriptions flow-identifier] hierarchy level.

NOTE: You can specify either a list of remote ports or a remote port range,
but not both.

Default If youconfigureneither the remote-portsnor the remote-port-range statement, thedefault

is any remote port.

Options number—Port number or list of port numbers. You can specify a maximum of three port

numbers in a list.

Range: 1 through 65,535

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Service Data Flow Filters on page 309

• UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306
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report (LRF Rule)

Syntax report {
collector collector-name;
template template-name;
time-limit time-interval;
volume-limit volume;

}

Hierarchy Level [edit services lrf profile profile-name rule lrf-rule-name then]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Configure the actions to take if the LRF rule is matched.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342
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rewrite-rules (Dynamic CoS Interfaces)

Syntax rewrite-rules {
dscp (rewrite-name | default);
dscp-ipv6 (rewrite-name | default);
ieee-802.1 (rewrite-name | default) vlan-tag (outer | outer-and-inner);
inet-precedence (rewrite-name | default);
}

}

Hierarchy Level [edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number]

Release Information Statement introduced in Junos OS Release 10.1.

Description Associate a rewrite-rules configuration or default mapping with a specific interface in a

dynamic profile.

Options rewrite-name—Name of a rewrite-rulesmapping configured at the [edit class-of-service

rewrite-rules] hierarchy level.

default—The default mapping.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• rewrite-rules
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routing-engine-services

Syntax routing-engine-services;

Hierarchy Level [edit services service-set service-set service-set-options]

Release Information Statement introduced in Junos OS Release 15.1.

Description When configuring a Routing Engine-based captive portal service, specify the service set

options to apply to a service set. The services interfaces on the Routing Engine are

identified with an si- prefix (for example, si-1/1/0). The si- interface contains all redirect

and rewrite traffic and services for the Routing Engine.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• HTTP Redirect Service Overview on page 354

• Configuring MS-MPC-Based, Static HTTP Redirect Services on page 363

• Configuring MS-MPC-Based, Converged HTTP Redirect Services on page 370

• Configuring Routing Engine-Based, Static HTTP Redirect Services on page 379

• Configuring Routing Engine-Based, Converged HTTP Redirect Services on page 385
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routing-options (Dynamic Profiles)

Syntax routing-options {
access {
route prefix {
metric route-cost;
next-hop next-hop;
preference route-distance;
tag route-tag;

}
}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}

}
multicast {
interface interface-name {
no-qos-adjust;

}
}
rib routing-table-name {
access {
route prefix {
metric route-cost;
next-hop next-hop;
preference route-distance;
tag route-tag;

}
}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}

}
}

}

Hierarchy Level [edit dynamic-profiles profile-name],
[edit dynamic-profiles profile-name routing-instances $junos-routing-instance]

Release Information Statement introduced in Junos OS Release 9.6.

Support at the [edit dynamic-profiles profile-name routing-instances

$junos-routing-instance] hierarchy level introduced in Junos OS Release 10.1.

Description Configure protocol-independent routing properties in a dynamic profile.

The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Dynamic Access Routes for Subscriber Management

• Configuring Dynamic Access-Internal Routes for DHCP Subscriber Management

routing-instance (Subscriber Secure Policy)

Syntax routing-instance routing-instance-name;

Hierarchy Level [edit services radius-flow-tap]

Release Information Statement introduced in JunosOSRelease 15.1R3 for enhanced subscribermanagement

on MX Series routers.

Description Specify the routing instance that is used to sendmirrored packets to amediation device

for subscriber secure policy traffic mirroring.

Options routing-instance-name—Name of the routing instance.

Default: Routing instance default

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427

• Configuring Support for Subscriber Secure Policy Mirroring on page 429
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routing-instance (PCC Action Profiles)

Syntax routing-instance {
downlink downlink-vrf-name;
uplink uplink-vrf-name;

}

Hierarchy Level [edit unified-edge pcef pcc-action-profiles profile-name steering],
[edit services pcef pcc-action-profiles profile-name steering]

Release Information Statement introduced in Junos OS Release 16.1 on MX Series.

Support at the [edit services pcef pcc-action-profiles profile-name steering] hierarchy

level introduced for Junos OS Broadband Subscriber Management in Junos OS Release

17.2 on MX Series.

Description Specify the routing instance that a PCC action profile uses for steering traffic.

Options downlinkdownlink-vrf-name—Usethespecifiednameof the routing instance fordownlink
traffic (to the access side) or the predefined dynamic interface variable .

uplinkuplink-vrf-name—Use the specified nameof the routing instance for uplink traffic
(from the access side).

NOTE: The routing instancesmust have been previously configured.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Policy and Charging Control Action Profiles For Junos OS Subscriber Aware

• UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

• Configuring Policy and Charging Control Action Profiles for Subscriber Management

on page 312

• Understanding Application-Aware Policy Control for Subscriber Management on

page 306
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rpf-check (Dynamic Profiles)

Syntax rpf-check {
fail-filter filter-name;
mode loose;

}

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family]

Release Information Statement introduced in Junos OS Release 9.6.

Description Check whether traffic is arriving on an expected path. You can include this statement

with the inet protocol family only.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Unicast RPF

• Configuring Unicast RPF and Fail Filters in Dynamic Profiles for Subscriber Interfaces

on page 256

Copyright © 2017, Juniper Networks, Inc.760

Broadband Subscriber Services Feature Guide

https://apps.juniper.net/cli-explorer/


rule (Captive Portal Content Delivery)

Syntax rule rule-name {
match-direction (input | output | input-output);
term term-name {
then {
accept;
redirect url;
rewrite destination-address address <destination-port port-number>;
syslog;

}
}

}

Hierarchy Level [edit dynamic-profiles profile-name services captive-portal-content-delivery],
[edit services captive-portal-content-delivery]

Release Information Statement introduced in Junos OS Release 10.4.

Support at the [editdynamic-profilesprofile-nameservicescaptive-portal-content-delivery

rule rule-name term term-name] hierarchy level added in Junos OS Release 17.2R1.

Description Specify the rule the router useswhenapplying this service. Use the statement at the [edit

services...]hierarchy level for staticCPCD.Use the statement at the [editdynamic-profiles

profile-name services...] hierarchy level for converged services CPCD.

Options rule-name—Identifier for the collection of terms that constitute this rule.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• HTTP Redirect Service Overview on page 354

• Configuring MS-MPC-Based, Static HTTP Redirect Services on page 363

• Configuring MS-MPC-Based, Converged HTTP Redirect Services on page 370

• Configuring Routing Engine-Based, Static HTTP Redirect Services on page 379

• Configuring Routing Engine-Based, Converged HTTP Redirect Services on page 385
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rule (LRF)

Syntax rule lrf-rule-name {
then {
report {
collector collector-name;
template template-name;
time-limit time-interval;
volume-limit volume;

}
}

}

Hierarchy Level [edit services lrf profile profile-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Configure an LRF rule, which controls how data sessions are logged and reported. In this

release, the matching conditions for an LRF rule are identified in a static PCC rule, not in

the LRF rule.

Options lrf-rule-name—Name of the LRF rule.

Range: Up to 63 characters.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342
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rule-set (Captive Portal Content Delivery)

Syntax rule-set rule-set-name {
[rule rule-name];

}

Hierarchy Level [edit services captive-portal-content-delivery]

Release Information Statement introduced in Junos OS Release 10.4.

Description Define a set of captive portal content delivery rules that the router uses when applying

this service. This statement is supported only for static CPCD; it is not supported for

converged services CPCD.

Options rule-set-name—Identifier for the collection of rules that constitute this rule set.

rule rule-name–Nameofa ruledefinedat the [editservicescaptive-portal-content-delivery]

hierarchy level.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• HTTP Redirect Service Overview on page 354

• Configuring MS-MPC-Based, Static HTTP Redirect Services on page 363

• Configuring MS-MPC-Based, Converged HTTP Redirect Services on page 370

• Configuring Routing Engine-Based, Static HTTP Redirect Services on page 379

• Configuring Routing Engine-Based, Converged HTTP Redirect Services on page 385
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scheduler (Dynamic Scheduler Maps)

Syntax scheduler scheduler-name;

Hierarchy Level [edit dynamic-profiles profile-name class-of-service scheduler-mapsmap-name
forwarding-class class-name]

Release Information Statement introduced in Junos OS Release 9.2.

Description Associate a scheduler with a scheduler map in a dynamic profile.

Options scheduler-name—Either the specific name of the scheduler configuration block or the

scheduler variable ($junos-cos-scheduler).

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 13

• Dynamic Variables Overview
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scheduler-map (Dynamic Traffic Shaping)

Syntax scheduler-map (map-name);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name]

Release Information Statement introduced in Junos OS Release 9.3.

The $junos-cos-scheduler-map variable introduced in Junos OS Release 9.4.

Description Associate a scheduler map namewith a traffic-control profile in a dynamic profile.

Theschedulermapcanbedefineddynamically (at the [editdynamic-profilesprofile-name

class-of-servicescheduler-maps]hierarchy level) or statically (at the [edit class-of-service

scheduler-maps] hierarchy level).

Options map-name—Name of the scheduler map or the Junos predefined variable

($junos-cos-scheduler-map). When you specify the variable, the scheduler-map

name is obtained from the RADIUS server when a subscriber authenticates over the

interface to which the dynamic profile is attached.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Traffic Scheduling and Shaping for Subscriber Access on page 11

• output-traffic-control-profile on page 677
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scheduler-maps (Dynamic CoS Definition)

Syntax scheduler-maps {
map-name {
forwarding-class class-name scheduler scheduler-name;

}
}

Hierarchy Level [edit dynamic-profiles profile-name class-of-service]

Release Information Statement introduced in Junos OS Release 9.3.

Support at the [edit dynamic-profiles profile-name] hierarchy level introduced in Junos

OS Release 9.3.

Description Specify a scheduler map name in a dynamic profile and associate it with the scheduler

configuration and forwarding class.

Options map-name—Name of the scheduler map.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 13
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schedulers (Dynamic CoS Definition)

Syntax schedulers {
scheduler-name{
adjust-minimum rate;
adjust-percent percentage;
buffer-size (percent percentage | remainder | temporalmicroseconds |
$junos-cos-scheduler-bs);

drop-profile-map loss-priority (any | low | medium-low | medium-high | high) protocol
(any | non-tcp | tcp) drop-profile (profile-name | predefined-variable);

excess-priority (low | high | $junos-cos-scheduler-excess-priority | none);
excess-rate (percent percentage | percent $junos-cos-scheduler-excess-rate);
priority (priority-level | $junos-cos-scheduler-priority);
shaping-rate (rate | predefined-variable) <burst-size bytes>;
transmit-rate (rate | percent percentage | remainder | percent percentage
$junos-cos-scheduler-tx) <exact | rate-limit>;

}
}

Hierarchy Level [edit dynamic-profiles profile-name class-of-service]

Release Information Statement introduced in Junos OS Release 9.3.

The $junos-cos-scheduler predefined variable introduced in Junos OS Release 9.4.

Description Specify scheduler name and parameter values in a dynamic profile.

Options scheduler-name—Name of the scheduler to be configured or the Junos OS predefined

variable ($junos-cos-scheduler). The predefined variable is replaced with the

scheduler name obtained from the RADIUS server when a subscriber authenticates

over the interface to which the dynamic profile is attached.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 13

• scheduler on page 764
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service (Dynamic Profiles)

Syntax service {
pcef pcef-profile-name {
activate rule-name | activate-all;

}
}

Hierarchy Level [edit dynamic-profile profile-name interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 17.2 on MX Series.

Description Assign a policy and charging enforcement function (PCEF profile) to the dynamic profile.

The PCEF profile specifies a set of PCC rules and rulebases to assign to a subscriber for

application-aware policy control, and assigns a precedence value to each predefined

rule. Also specify which of the PCC rules to activate for the dynamic profile.

The remaining statements are described separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• ConfiguringApplication-AwarePolicyControl forSubscriberManagementonpage308
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service (Dynamic Service Sets)

Syntax service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}

}

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family],

[edit dynamic-profiles profile-name interfaces pp0 unit “$junos–interface–unit” family
family]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit” family family] hierarchy level introduced in Junos OS Release 10.1.

Description Define the service sets and filters to be applied to an interface. This statement is not

supported for family inet6.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Service Sets Overview on page 269

• Associating Service Sets with Interfaces in a Dynamic Profile on page 269

• Configuring MS-MPC-Based, Static HTTP Redirect Services on page 363

• Configuring MS-MPC-Based, Converged HTTP Redirect Services on page 370

• Configuring Routing Engine-Based, Static HTTP Redirect Services on page 379

• Configuring Routing Engine-Based, Converged HTTP Redirect Services on page 385
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service-filter (Dynamic Service Sets)

Syntax service-filter filter-name;

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family service input service-set service-set-name],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family service output service-set service-set-name],

[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit” family family
service input service-set service-set-name],

[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit” family family
service output service-set service-set-name]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit” family family service input service-set service-set-name] and [edit

dynamic-profiles profile-name interfaces pp0 unit “$junos-interface-unit” family family

service output service-set service-set-name] hierarchy levels introduced in Junos OS

Release 10.1.

Description Define the filter to be applied to traffic before it is accepted for service processing. You

can use the predefined dynamic interface variables $junos-input-service-filter,

$junos-output-service-filter, $junos-input-ipv6-service-filter, and

$junos-output-ipv6-service-filter. Configurationof a service filter is optional; if you include

the service-set statementwithout a service-filter definition, the router software assumes

that thematch condition is true and selects the service set for processing automatically.

Options filter-name—Identifies the filter to be applied in service processing.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Service Sets Overview on page 269

• Associating Service Sets with Interfaces in a Dynamic Profile on page 269

• Configuring MS-MPC-Based, Static HTTP Redirect Services on page 363

• Configuring MS-MPC-Based, Converged HTTP Redirect Services on page 370

• Configuring Routing Engine-Based, Static HTTP Redirect Services on page 379

• Configuring Routing Engine-Based, Converged HTTP Redirect Services on page 385
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service-interface (Services Interfaces)

Syntax service-interface interface-name;

Hierarchy Level [edit services service-set service-set-name interface-service]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify the name for the adaptive services interface associated with an interface-wide

service set.

Options interface-name—Identifier of the service interface.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Service Sets to be Applied to Services Interfaces

• Applying Services to Subscriber-Aware Traffic with a Service Set
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service-set (Dynamic Service Sets)

Syntax service-set service-set-name {
service-filter filter-name;

}

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family service input],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family service output],

[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit” family family
service input],

[editdynamic-profilesprofile-name interfacespp0unit “$junos-interface-unit” family family
service output]

Release Information Statement introduced in Junos OS Release 9.5.

Support at the [edit dynamic-profiles profile-name interfaces pp0 unit

“$junos-interface-unit” family familyservice input]and [editdynamic-profilesprofile-name

interfaces pp0 unit “$junos-interface-unit” family family service output] hierarchy levels

introduced in Junos OS Release 10.1.

From 17.2R1 onwards, you can configure converged services at the edit dynamic-profiles

http-redirect-converged hierarchy level.

Description Define one or more service sets in a dynamic profile. Service sets are applied to an

interface. If you define multiple service sets, the router software evaluates the filters in

the order in which they appear in the configuration. You can use the predefined dynamic

interface variables $junos-input-service-set, $junos-output-service-set,

$junos-input-ipv6-service-set, and $junos-output-ipv6-service-set.

NOTE: Starting in Junos OS Release 17.2R1, you can configure converged
services at the edit dynamic-profiles http-redirect-converged hierarchy level.

CPCD rules can also be configured under the dynamic profiles stanza to
achieve parameterization of the rules. This mechanism provides additional
flexibility to customize the different rules on a per subscriber basis through
service attachment.

Options service-set-name—Name of the service set.

The remaining statement is explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Dynamic Service Sets Overview on page 269•
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• Associating Service Sets with Interfaces in a Dynamic Profile on page 269
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services (Captive Portal Content Delivery)

Syntax services {
...
captive-portal-content-delivery {
profile name
cpcd-rule-sets rule-set-name;
cpcd-rules rule-name;
dynamic;
http-redirect-options url;
ipda-rewrite-options {
destination-address destination-address;
destination-port destination-port;

}
}
rule rule-name {
match-direction (input | output | input-output);
term term-name {
then {
accept;
redirect url;
rewrite destination-address address <destination-port port-number>;
syslog;

}
}

}
rule-set rule-set-name {
[rule rule-name];

}
traceoptions {
file <filename> <files files> <matchmatch> <size size> <(world-readable |
no-world-readable)>;

flag name;
no-remote-trace no-remote-trace;

}
}

}

Hierarchy Level [edit],
[edit dynamic-profiles profile-name]

Release Information Statement introduced in Junos OS Release 10.4.

Support at the [editdynamic-profilesprofile-nameservices]hierarchy level added in Junos

OS Release 17.2R1.

Description Define the captive portal content delivery set of the rules statements to be applied to

traffic. Use the statement at the [edit services...] hierarchy level for static CPCD. Use the

statement at the [edit dynamic-profiles profile-name services...] hierarchy level for

converged services CPCD.

The profile, rule-set, and traceoptions stanzas are not supported at the [edit

dynamic-profiles profile-name hierarchy level].
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The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• HTTP Redirect Service Overview on page 354

• Configuring MS-MPC-Based, Static HTTP Redirect Services on page 363

• Configuring MS-MPC-Based, Converged HTTP Redirect Services on page 370

• Configuring Routing Engine-Based, Static HTTP Redirect Services on page 379

• Configuring Routing Engine-Based, Converged HTTP Redirect Services on page 385
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shaping-rate (Dynamic Traffic Shaping and Scheduling)

Syntax shaping-rate (rate |predefined-variable)<burst-size bytes | $junos-cos-shaping-rate-burst>;

Hierarchy Level [edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name],
[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 9.2.

The $junos-cos-shaping-rate variable for traffic-control profiles introduced in Junos OS

Release 9.4.

The $junos-cos-scheduler-shaping-rate variable for schedulers introduced in Junos OS

Release 10.2.

Option burst-size introduced in Junos OS Release 11.4.

Description Configure a shaping rate for a logical interface or a scheduler. The sum of the shaping

rates for all logical interfaces on the physical interface can exceed the physical interface

bandwidth. This practice is knownasoversubscriptionof thepeak information rate (PIR).

Options rate—Peak rate in bits per second (bps). You can specify the value as a complete decimal

number or as a decimal number followed by the abbreviation k (1000),

m (1,000,000), or g (1,000,000,000).

Range: 1000 through 160,000,000,000 bps

predefined-variable—One of the following Junos predefined variables. The variable is

replaced with a value obtained from the RADIUS server when a subscriber

authenticates over the interface to which the dynamic profile is attached.

• $junos-cos-shaping-rate—Variable for the shaping rate that is specified for the logical

interface. Use this variable at the [edit dynamic-profiles profile-name class-of-service

traffic-control-profiles profile-name] hierarchy level.

• $junos-cos-scheduler-shaping-rate—Variable for the shaping rate that is specified for

a scheduler.Use this variableat the [editdynamic-profilesprofile-nameclass-of-service

schedulers scheduler-name] hierarchy level.

burst-size bytes—(Optional) Maximum burst size, in bytes.

Range: 0 through 1,000,000,000

$junos-cos-shaping-rate-burst—(Optional) Variable for the burst-size that is specified

for the shaping rate. Use this variable at the [edit dynamic-profiles profile-name

class-of-service traffic-control-profile] hierarchy level.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4•

• Configuring Traffic Scheduling and Shaping for Subscriber Access on page 11
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• output-traffic-control-profile on page 677

shared-name

Syntax shared-name filter-shared-name;

Hierarchy Level [editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family filter input filter-name],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number family
family filter output filter-name],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number filter
input filter-name],

[editdynamic-profilesprofile-name interfaces interface-nameunit logical-unit-number filter
output filter-name]

Release Information Statement introduced in Junos OS Release 12.2.

Description Apply a filter shared name to a dynamic filter.

Options filter-shared-name—Name of the specific shared filter or $junos-interface-set-name.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Firewall Filters

• Understanding Dynamic Firewall Filters on page 153

• Classic Filters Overview on page 157

• Basic Classic Filter Syntax on page 160
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single-rate

Syntax single-rate {
(color-aware | color-blind);
committed-information-rate bps;
committed-burst-size bytes;
excess-burst-size bytes;

}

Hierarchy Level [edit dynamic-profiles profile-name firewall three-color-policer name],
[edit firewall three-color-policer policer-name],
[edit logical-systems logical-system-name firewall three-color-policer policer-name]

Release Information Statement introduced before Junos OS Release 7.4.

Logical systems support introduced in Junos OS Release 9.3.

Support at the [edit dynamic-profiles ... three-color-policer name] hierarchy level

introduced in Junos OS Release 11.4.

Description Configure a single-rate three-color policer in which marking is based on the committed

information rate (CIR), committed burst size (CBS), and excess burst size (EBS).

Packets that conformto theCIRor theCBSareassigned low losspriority (green). Packets

that exceed the CIR and the CBS but are within the EBS are assignedmedium-high loss

priority (yellow). Packets that exceed the EBS are assigned high loss priority (red).

Green and yellow packets are always forwarded; this action is not configurable. You can

configure red packets to be discarded. By default, red packets are forwarded.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Three-Color Policer Configuration Overview

• color-aware on page 541

• color-blind on page 542

• two-rate on page 817
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source (Application Identification)

Syntax source ip ip-address-prefix;

Hierarchy Level [edit services application-identification application application-name address-mapping]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Specify the source IP address for address mapping-based application identification.

Options ip-address-prefix—IP address and prefix for matching.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325

• Application Identification Overview on page 323

source (Dynamic IGMP Interface)

Syntax source source;

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp interface interface-name static]

Release Information Statement introduced in Junos OS Release 9.2.

Description Specify the IP version 4 (IPv4) unicast address to send data on an interface.

Options source—IPv4 unicast address.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic IGMP Configuration Overview on page 293

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Enabling IGMP Static Group Membership
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source (DynamicMLD Interface)

Syntax source ip-address {
source-count number;
source-increment increment;

}

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name static group
multicast-group-address]

Release Information Statement introduced in Junos OS Release 10.1.

Description IP version 6 (IPv6) unicast source address for the multicast group being configured on

a dynamic interface.

Options ip-address—One or more IPv6 unicast addresses.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Enabling MLD Static Group Membership

source-address (Subscriber Secure Policy)

Syntax source-address address;

Hierarchy Level [edit services radius-flow-tap policy policy-name inet drop-policy rule-name from],
[edit services radius-flow-tap policy policy-name inet6 drop-policy rule-name from]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify source IP address or prefix value fromwhich to inherit configuration data for

radius-flow-tap policy rule mapping.

Options address— IPv4 or IPv6 address for the radius-flow-tap policy.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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source-address (LRF Profile)

Syntax source-address source-address;

Hierarchy Level [edit services lrf profile profile-name collector collector-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Configure the source address to be used when exporting data to the collector.

Options source-address—IP address to be used as the source address.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342

source-count (DynamicMLD Interface)

Syntax source-count number;

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name static group
multicast-group-address source]

Release Information Statement introduced in Junos OS Release 10.1.

Description Configure the number of multicast source addresses that should be accepted for each

static group created on dynamic interfaces.

Options number—Number of source addresses.

Default: 1

Range: 1 through 1024

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Enabling MLD Static Group Membership
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source-increment (DynamicMLD Interface)

Syntax source-increment increment;

Hierarchy Level [edit dynamic-profile profile-name protocolsmld interface interface-name static group
multicast-group-address source]

Release Information Statement introduced in Junos OS Release 10.1.

Description Configure the number of times the address should be incremented for each static group

created on the dynamic interface. The increment is specified in a format similar to an

IPv6 address.

Options increment—Number of times the source address should be incremented.

Default: ::1

Range: ::1 through ffff:ffff:ffff:ffff:ffff:ffff:ffff:ffff:

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Enabling MLD Static Group Membership

source-ipv4-address

Syntax source-ipv4-address ipv4-address;

Hierarchy Level [edit services radius-flow-tap]

Release Information Statement introduced in Junos OS Release 9.4.

Description Specify the source IP address used in the IP header that is prepended tomirroredpackets

sent to amediation device.

Options ipv4-address—IPv4 address.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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source-port (Subscriber Secure Policy)

Syntax source-port port-number;

Hierarchy Level [edit services radius-flow-tap policy policy-name inet drop-policy rule-name from],
[edit services radius-flow-tap policy policy-name inet6 drop-policy rule-name from]

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify the match source port for the radius-flow-tap policy.

Options port-number—Number of the IPv4 or IPv6 source port for the radius-flow-tap policy.

Required Privilege
Level

flow-tap—To view this statement in the configuration.

flow-tap-control—To add this statement to the configuration.

Related
Documentation

• Subscriber Secure Policy Overview on page 411

• ConfiguringRADIUS-InitiatedSubscriberSecurePolicyMirroringOverviewonpage427
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ssh

Syntax ssh {
authentication-order [method 1 method2...];
ciphers [ cipher-1 cipher-2 cipher-3 ...];
client-alive-count-max seconds;
client-alive-interval seconds;
connection-limit limit;
fingerprint-hash (md5 | sha2-256);
hostkey-algorithm (algorithm | no-algorithm);
key-exchange [algorithm1 algorithm2...];
macs [algorithm1 algorithm2...];
max-sessions-per-connection <number>;
no-passwords;
no-public-keys;
no-tcp-forwarding;
protocol-version [v1 v2];
rate-limit limit;
root-login (allow | deny | deny-password);
}

tcp-forwarding (JDM)

Hierarchy Level [edit system services]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.1 for the QFX Series.

client-alive-intervalandclient-alive-max-countstatements introduced in JunosOSRelease

12.2.

no-passwords statement introduced in Junos OS Release 13.3.

Statement introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

no-public-keys statement introduced in Junos OS release 15.1.

tcp-forwarding statement introduced in Junos OS Release 15.1X53-D50 for the NFX250

Network Services Platform.

fingerprint-hash statement introduced in Junos OS Release 16.1.

Description Allow SSH requests from remote systems to access the local router or switch.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSH Service for Remote Access to the Router or Switch
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ssm-map (Dynamic IGMP Interface)

Syntax ssm-map ssm-map-name;

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Statement became non-functional in Junos OS Release 15.1R4.

Statement deprecated in Junos OS Release 16.1R5, 16.2R3, 17.1R3, 17.2R2, and 17.3R1.

Statement removed from CLI in Junos OS Release 17.3R1.

Description Apply an SSMmap to a dynamic IGMP interface. SSMmapping translates IGMPv1 and

IGMPv2membership reports to an IGMpv3 report, which enables hosts running IGMPv1

or IGMPv2 to participate in SSM. The SSMmap associates an SSM policy that matches

group addresses to be translated with the source addresses where the group addresses

are found.

Starting in Junos OS Release 16.1R5, 16.2R3, 17.1R3, and 17.2R2, the ssm-map statement

is deprecatedandno longer supported. Starting in JunosOSRelease 17.3R1, the statement

is removed from the CLI. Use the ssm-map-policy instead to associate the policy with

the dynamic IGMP interface for all releases with enhanced subscriber management.

If you upgrade from an earlier release that does not support enhanced subscriber

management (any release earlier than Junos OS Release 15.1R4) with a configuration

that includes the ssm-map statement, the results vary depending on the release towhich

you are upgrading:

• Upgrade to Junos OS Release 16.1R5, 16.2R3, 17.1R3, 17.2R2, or later releases in those

branches—The ssm-map configuration is allowed and does not cause the upgrade to

fail. However, the configuration has no effect and subscribers cannot log in.

• Upgrade to Junos OS Release 17.3R1 or later releases—The upgrade fails because the

ssm-map configuration is not allowed. If you perform the upgrade without validation

(no-validate), the upgrade passes and the ssm-map configuration is accepted, but it

has no effect.

BEST PRACTICE: Delete the ssm-map configuration before you upgrade.

Options ssm-map-name—Name of SSMmap.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table Release Description
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Starting in Junos OS Release 16.1R5, 16.2R3, 17.1R3, and 17.2R2, the ssm-map
statement is deprecated and no longer supported. Starting in Junos OS
Release 17.3R1, the statement is removed from the CLI.

16.1R5

Related
Documentation

• Dynamic IGMP Configuration Overview on page 293

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Source-Specific Multicast Groups Overview
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ssm-map (DynamicMLD Interface)

Syntax ssm-map ssm-map-name;

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Statement became non-functional in Junos OS Release 15.1R4.

Statement deprecated in Junos OS Release 16.1R5, 16.2R3, 17.1R3, 17.2R2, and 17.3R1.

Statement removed from CLI in Junos OS Release 17.3R1.

Description Apply an SSMmap to a dynamic MLD interface. SSMmapping translates MLDv1

membership reports toanMLDv2 report,whichenableshosts runningMLDv1 toparticipate

in SSM. The SSMmap associates an SSM policy that matches group addresses to be

translated with the source addresses where the group addresses are found.

Starting in Junos OS Release 16.1R5, 16.2R3, 17.1R3, and 17.2R2, the ssm-map statement

is deprecatedandno longer supported. Starting in JunosOSRelease 17.3R1, the statement

is removed from the CLI. Use the ssm-map-policy instead to associate the policy with

the dynamic MLD interface for all releases with enhanced subscriber management.

If you upgrade from an earlier release that does not support enhanced subscriber

management (any release earlier than Junos OS Release 15.1R4) with a configuration

that includes the ssm-map statement, the results vary depending on the release towhich

you are upgrading:

• Upgrade to Junos OS Release 16.1R5, 16.2R3, 17.1R3, 17.2R2, or later releases in those

branches—The ssm-map configuration is allowed and does not cause the upgrade to

fail. However, the configuration has no effect and subscribers cannot log in.

• Upgrade to Junos OS Release 17.3R1 or later releases—The upgrade fails because the

ssm-map configuration is not allowed. If you perform the upgrade without validation

(no-validate), the upgrade passes and the ssm-map configuration is accepted, but it

has no effect.

BEST PRACTICE: Delete the ssm-map configuration before you upgrade.

Options ssm-map-name—Name of SSMmap.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table Release Description
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Starting in Junos OS Release 16.1R5, 16.2R3, 17.1R3, and 17.2R2, the ssm-map
statement is deprecated and no longer supported. Starting in Junos OS
Release 17.3R1, the statement is removed from the CLI.

16.1R5

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Example: Configuring SSMMapping

ssm-map-policy (Dynamic IGMP Interface)

Syntax ssm-map-policy ssm-map-policy-name;

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 16.1R5.

Description Apply an SSMmap policy to a dynamic IGMP interface. SSMmapping translates IGMPv1

and IGMPv2membership reports to an IGMpv3 report, which enables hosts running

IGMPv1 or IGMPv2 to participate in SSM. Themap policy associates the group addresses

to be translated with the source addresses where the group addresses are found. You

configure the SSMmap policy with the policy-statement statement at the [edit

policy-options] hierarchy level.

For statically-configured IGMP interfaces, use the ssm-map-policy (IGMP) statement.

Starting in Junos OS Release 16.1R5, 16.2R3, 17.1R3, 17.2R2, and 17.3R1, use this statement

insteadof thessm-mapstatement toassociate thepolicywith thedynamic IGMP interface

for all releases with enhanced subscriber management. Starting in Junos OS Release

16.1R5, 16.2R3, 17.1R3, and 17.2R2, the ssm-map statement is deprecated and no longer

supported. Starting in Junos OS Release 17.3R1, the statement is removed from the CLI.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 16.1R5, 16.2R3, 17.1R3, 17.2R2, and 17.3R1, use this
statement instead of the ssm-map statement to associate the policy with
the dynamic IGMP interface for all releases with enhanced subscriber
management.

16.1R5

Related
Documentation

• Configuring SSMMapping for Dynamic IGMP and MLD on page 298

• Dynamic IGMP Configuration Overview on page 293

• Example: Configuring SSMMaps for Different Groups to Different Sources
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ssm-map-policy (DynamicMLD Interface)

Syntax ssm-map-policy ssm-map-policy-name;

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 16.1R5.

Description Apply an SSMmap policy to a dynamic MLD interface. SSMmapping translates MLDv1

membership reports toanMLDv2 report,whichenableshosts runningMLDv1 toparticipate

in SSM. Themap policy associates the group addresses to be translated with the source

addresseswhere the group addresses are found. You configure the SSMmap policywith

the policy-statement statement at the [edit policy-options] hierarchy level.

For statically-configured MLD interfaces, use the ssm-map-policy (MLD) statement.

Starting in Junos OS Release 16.1R5, 16.2R3, 17.1R3, 17.2R2, and 17.3R1, use this statement

insteadof the ssm-map statement toassociate thepolicywith thedynamicMLD interface

for all releases with enhanced subscriber management. Starting in Junos OS Release

16.1R5, 16.2R3, 17.1R3, and 17.2R2, the ssm-map statement is deprecated and no longer

supported. Starting in Junos OSRelease 17.3R1, the ssm-map statement is removed from

the CLI.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Release History Table DescriptionRelease

Starting in Junos OS Release 16.1R5, 16.2R3, 17.1R3, 17.2R2, and 17.3R1, use this
statement instead of the ssm-map statement to associate the policy with
the dynamic MLD interface for all releases with enhanced subscriber
management.

16.1R5

Related
Documentation

• Configuring SSMMapping for Dynamic IGMP and MLD on page 298

• Dynamic MLD Configuration Overview on page 301

• Example: Configuring SSMMaps for Different Groups to Different Sources

789Copyright © 2017, Juniper Networks, Inc.

Chapter 39: Configuration Statements



static (Dynamic IGMP Interface)

Syntax static {
group group;
group group {
source source;

}
}

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Description Test multicast forwarding on an interface without a receiver host.

Options The remaining statements are explained separately.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Dynamic IGMP Configuration Overview on page 293

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Enabling IGMP Static Group Membership
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static (DynamicMLD Interface)

Syntax static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description Test multicast forwarding on an interface.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Enabling MLD Static Group Membership
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static-policy-control

Syntax static-policy-control {
pcc-rules {
[rule-name precedence number <time-of-day-profile profile-name>];

}
pcc-rulebases {
[rulebase-name <time-of-day-profile profile-name>];

}
}

Hierarchy Level [edit unified-edge pcef profiles profile-name],
[edit services pcef profiles profile-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef profiles profile-name] hierarchy level introduced for

Junos OS Broadband Subscriber Management in Junos OS Release 17.2 on MX Series.

Description Configure static policy control for the policy and charging control (PCC) rules or PCC

rulebase in a policy and charging enforcement function (PCEF) profile. You can configure

a maximum of 32 PCC rules in a PCEF profile. There is no limit to the number of PCC

rulebases you can configure in a PCEF profile.

NOTE: For Junos OS Subscriber Aware, you can configure only one of the
followingstatements inaPCEFprofile:aaa-policy-control,static-policy-control,

or dynamic-policy-control. For Junos OS Subscriber Management, you can

configure only static-policy-control.

If you are using Junos OS Subscriber Aware, configure static policy control at the [edit

unified-edge pcef profiles profile-name] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, configure static policy

control at the [edit services pcef profiles profile-name] hierarchy level.

The remaining statements are explained separately.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

Configuring a Policy and Charging Enforcement Function Profile for Junos OS Subscriber

Aware Static Policies

•
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• Configuring a Policy and Charging Enforcement Function Profile for Subscriber

Management on page 318
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steering

Syntax steering {
keep-existing-steering;
path {
ipv4-address ipv4-address;
ipv6-address ipv6-address;

}
routing-instance {
downlink downlink-vrf-name;
uplink uplink-vrf-name;

}
}

Hierarchy Level [edit unified-edge pcef pcc-action-profiles profile-name],
[edit services pcef pcc-action-profiles profile-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit services pcef pcc-action-profiles profile-name] hierarchy level

introduced for Junos OS Broadband Subscriber Management in Junos OS Release 17.2

on MX Series.

Description Specify the method that a PCC action profile uses for steering traffic

If you are using Junos OS Subscriber Aware, configure steering at the [edit unified-edge

pcef pcc-action-profiles profile-name] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, configure the PCC action

profile at the [edit services pcef pcc-action-profiles profile-name] hierarchy level. The

following options are not applicable to subscriber management:

• path

• keep-existing-steering and its options

The remaining statements are explained separately.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

Configuring Policy and Charging Control Action Profiles For Junos OS Subscriber Aware•

• UnderstandingPredefinedPolicy andChargingControl Rules for Subscriber-AwareTraffic

Treatment

• Configuring Policy and Charging Control Action Profiles for Subscriber Management

on page 312
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• Understanding Application-Aware Policy Control for Subscriber Management on

page 306

subscriber-leave-timer

Syntax subscriber-leave-timer seconds;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast interface interface-name],

[edit logical-systems logical-system-name routing-optionsmulticast
interface interface-name],

[edit routing-instances routing-instance-name routing-optionsmulticast
interface interface-name],

[edit routing-optionsmulticast interface interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Length of time before the multicast VLAN updates QoS data (for example, available

bandwidth) for subscriber interfaces after it receives an IGMP leavemessage.

Options seconds—Length of time before the multicast VLAN updates QoS data (for example,

available bandwidth) for subscriber interfaces after it receives an IGMP leave

message. Specifying a value of 0 results in an immediate update. This is the same

as if the statement were not configured.

Range: 0 through 30

Default: 0 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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tags (Application Identification)

Syntax tags tag-name tag-value;

Hierarchy Level [edit services application-identification application application-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Specify an application tag that provides general information about the application, such

as associated risk factors, technology, and the type of traffic. The tag consists of a

user-defined name and value.

Options tag-name—Name for the tag, which is a textual string.

tag-value—Value for the tag.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325

• Application IdentificationOverviewonpage323Application IdentificationOverviewon

page 323

targeted-distribution (Dynamic Demux Interfaces over Aggregated Ethernet)

Syntax targeted-distribution;

Hierarchy Level [edit dynamic-profiles profile-name interfaces demux0 unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 12.3.

Description Configure egress data for a dynamic logical interface to be sent across a single member

link in an aggregated Ethernet bundle. A backup link is provisioned and CoS scheduling

resources are switched to the backup link in the event that the primary assigned link goes

down. The aggregated Ethernet interface must be configured without link protection.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring theDistributionType forDemuxSubscribersonAggregatedEthernet Interfaces
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targeted-distribution (Static Interfaces over Aggregated Ethernet)

Syntax targeted-distribution;

Hierarchy Level [edit interfaces demux0 unit logical-unit-number],
[edit interfaces pp0 unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 11.2.

Statement introduced in Junos OS Release 13.2R2 for EX Series switches.

Description Configure egress data for a logical interface to be sent across a single member link in an

aggregated Ethernet bundle. A backup link is provisioned and CoS scheduling resources

are switched to the backup link in the event that the primary assigned link goes down.

The aggregated Ethernet interface must be configured without link protection.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• CoS for PPPoE Subscriber Interfaces Overview on page 9

• Configuring theDistributionType forPPPoESubscribersonAggregatedEthernet Interfaces

• Verifying the Distribution of PPPoE Subscribers in an Aggregated Ethernet Interface

• Targeted Traffic Distribution on Aggregated Ethernet Interfaces in a Virtual Chassis

• Configuring Module Redundancy for a Virtual Chassis

• Configuring Chassis Redundancy for a Virtual Chassis
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template (LRF Profile)

Syntax template template-name {
format ipfix;
template-tx-interval tx-time;
template-type template-type;
trigger-type (session-close | volume);

}

Hierarchy Level [edit services lrf profile profile-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Configure a template, which specifies a set of data to be transmitted. This template can

be specified in LRF rules.

Options template-name—Name for the template.

Range: Up to 32 characters.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342
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template (LRF Rule)

Syntax template template-name;

Hierarchy Level [edit services lrf profile profile-name rule lrf-rule-name then report]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Specify the template that identifies the type of data to report if the LRF rule is matched.

Options template-name—Name of the template that is used. The referenced template must be
configured.

Range: Up to 32 characters.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342

template-tx-interval (LRF Profile)

Syntax template-tx-interval tx-time;

Hierarchy Level [edit services lrf profile profile-name template template-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Configure the interval at which to retransmit the template to the collector.

Options tx-time—Time interval in seconds.

Default: 60

Range: 10 through 600

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342

799Copyright © 2017, Juniper Networks, Inc.

Chapter 39: Configuration Statements



template-type (LRF Profile)

Syntax template-type template-type;

Hierarchy Level [edit services lrf profile profile-name template template-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Configure the template types for the template, which specify the data fields to include.

Youmust configure at least one type, and you can configure multiple types.

Options template-type—Template type. Youmust configure at least one of the following types,
and you can configure multiple types:

• device-data—Use data fields specific to the device collecting the logging feed.

• dns—Use the DNS response time data field.

• flow-id—Use the Flow ID data field.

• http—Use data fields for the HTTPmetadata from header fields.

• ifl-subscriber—Use data fields specific to interface-based subscribers.

• ipflow—Use data fields for the uplink and downlink octets and bytes.

• ipflow-extended—Use data fields for the service set name, routing instance, and

payload timestamps.

• ipflow-tcp—Use data fields for TCP-related timestamps.

• ipflow-tcp-ts—Use IBM-specific data fields for TCP-related timestamps.When

configuring a ipflow-tcp-ts template, configure vendor-support ibm at the [edit

services lrf profile profile-name] hierarchy level to avoid a commit warning.

• ipflow-ts—Use data fields for the flow start and end timestamps.

• ipv4—Use data fields for the basic source and destination IPv4 information.

• ipv4-extended—Use data fields for the elements of IPv4 extended fields.

• ipv6—Use data fields for the basic source and destination IPv6 information.

• ipv6-extended—Use data fields for the elements of IPv6 extended fields.

• l7-app—Use data fields for the Layer 7 application.

• mobile-subscriber—Use data fields specific to mobile subscribers.

• pcc—Use the PCC rule name data field.

• status-code-dist—Use data fields for the HTTP or DNS status codes.

• subscriber-data—Use data fields for Generic Subscriber information that can be

included with wireless (mobile) subscribers or wireline subscribers.
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• transport-layer—Use data fields for the transport layer.

• video—Use data fields for video traffic.

• wireline-subscriber—Use the UserName data field for wireline subscribers.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342
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term (Captive Portal Content Delivery)

Syntax term term-name{
then {
accept;
redirect url;
rewrite destination-address address <destination-port port-number>;
syslog;

}
}

Hierarchy Level [editdynamic-profilesprofile-nameservicescaptive-portal-content-delivery rule rule-name],
[edit services captive-portal-content-delivery rule rule-name]

Release Information Statement introduced in Junos OS Release 10.4.

Support at the [editdynamic-profilesprofile-nameservicescaptive-portal-content-delivery

rule rule-name] hierarchy level added in Junos OS Release 17.2R1.

Description Define the termmatch and action properties for the captive portal content delivery rule.

Use the statement at the [edit services...] hierarchy level for static CPCD. Use the

statement at the [edit dynamic-profiles profile-name services...] hierarchy level for

converged services CPCD.

Options term-name—Identifier for the term.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• HTTP Redirect Service Overview on page 354

• Configuring MS-MPC-Based, Static HTTP Redirect Services on page 363

• Configuring MS-MPC-Based, Converged HTTP Redirect Services on page 370

• Configuring Routing Engine-Based, Static HTTP Redirect Services on page 379

• Configuring Routing Engine-Based, Converged HTTP Redirect Services on page 385
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term (Dynamic Profiles)

Syntax term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
only-at-create;

}

Hierarchy Level [edit dynamic-profiles profile-name firewall family family-name fast-update-filter
filter-name],

[edit dynamic-profiles profile-name firewall family family-name filter filter-name]

Release Information Statement introduced in Junos OS Release 9.6.

Support at the [edit dynamic-profiles ... filter filter-name] hierarchy level introduced in

Junos OS Release 11.4.

Description Define terms for fast update filters.

Options action—(Optional) An action to take if conditions match. If you do not specify an action,

the packets that match the conditions in the from statement are accepted.

action-modifiers—(Optional) One or more actions to perform on a packet.

from—(Optional)Matchpacket fields to values. If not included, all packetsare considered

to match and the actions and action modifiers in the then statement are taken.

match-conditions—One or more conditions to make amatch.

only-at-create—(Optional) Specify that the term is added only when the fast update

filter is first created. No subsequent changes can bemade to the term in the filter.

Use this option only for terms that do not include subscriber-specific data in their

match conditions, such as common or default terms (for example, counting the

default drop packets).

term-name—Name that identifies the term. The name can contain letters, numbers, and

hyphens (-), and can be up to 64 characters long. To include spaces in the name,

enclose it in quotation marks (“ ”).

then—(Optional) Actions to take onmatching packets. If not included and a packet

matches all the conditions in the from statement, the packet is accepted.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Configuring Fast Update Filters on page 240

• Configuring Terms for Fast Update Filters on page 246

• Fast Update Filter Match Conditions on page 245

• Fast Update Filter Actions and Action Modifiers on page 245

• Parameterized Filters Overview on page 175

• Firewall Filter Terminating and Nonterminating Actions for Protocol-Independent

Traffic in Dynamic Service Profiles on page 204

• ParameterizedFilterNonterminatingandTerminatingActionsandModifiersonpage 197

• Parameterized Filter Match Conditions for IPv4 Traffic on page 186

• Parameterized Filter Match Conditions for IPv6 Traffic on page 192
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then (Captive Portal Content Delivery)

Syntax then {
accept;
redirect url;
rewrite destination-address address <destination-port port-number>;
syslog;

}

Hierarchy Level [edit dynamic-profiles profile-name services captive-portal-content-delivery rule rule-name
term term-name],

[edit services captive-portal-content-delivery rule rule-name term term-name]

Release Information Statement introduced in Junos OS Release 10.4.

Support at the [editdynamic-profilesprofile-nameservicescaptive-portal-content-delivery

rule rule-name term term-name] hierarchy level added in Junos OS Release 17.2R1.

Description Define the term actions and any optional actionmodifiers for the captive portal content

delivery rule. Use the statement at the [edit services...] hierarchy level for static CPCD.

Use the statement at the [edit dynamic-profiles profile-name services...] hierarchy level

for converged services CPCD.

Options action—Actions to accept, redirect, or rewrite packets and all subsequent packets in
flows that match the rules.

• accept—Accept the packets and all subsequent packets in flows that match the

rules.

• redirect—Redirect the packet and all subsequent packets in flows that match the

rules. You can optionally configure the following action modifier:

• url—URL destination for the redirected packet. The URLmust beginwith http://

or https://.

• rewrite—Rewrite the packet and all subsequent packets in flows that match the

rules. You can optionally configure one or both of the following action modifiers:

• destination-address address—Destination address for the rewritten packet.

• destination-port port-number—(Optional) Destination port for the rewritten

packet.

• syslog— Log information about the packet to a system log file.

action-modifiers (Optional)—Additional actions to accept, redirect, or rewrite packets
and all subsequent packets in flows that match the rules.

• destination-address—(Optional) Destination address of the rewrite packet.

• destination-port—(Optional) Destination address and destination port of the

rewrite packet.
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• url—(Optional) URL of the redirect packet.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• HTTP Redirect Service Overview on page 354

• Firewall Filter Match Conditions Based on Address Fields

• Configuring MS-MPC-Based, Static HTTP Redirect Services on page 363

• Configuring MS-MPC-Based, Converged HTTP Redirect Services on page 370

• Configuring Routing Engine-Based, Static HTTP Redirect Services on page 379

• Configuring Routing Engine-Based, Converged HTTP Redirect Services on page 385

then (LRF rule)

Syntax then {
report {
collector collector-name;
template template-name;
time-limit time-interval;
volume-limit volume;

}
}

Hierarchy Level [edit services lrf profile profile-name rule lrf-rule-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Configure the actions to take if the LRF rule is matched.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342
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then (PCC Rules)

Syntax then {
pcc-action-profile profile-name;

}

Hierarchy Level [edit unified-edge pcef pcc-rules rule-name],
[edit services pcef pcc-rules rule-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit servicespcefpcc-rules rule-name]hierarchy level introduced for Junos

OS Broadband Subscriber Management in Junos OS Release 17.2 on MX Series.

Description Specify the policy and charging control (PCC) action profile for a PCC rule. The PCC

action profile specifies the actions to apply to subscriber traffic that matches any of the

from statements in thePCCrule.APCCruleconfigurationmust include the then statement

and a PCC action profile. The referenced PCC action profile must be configured.

If you are using Junos OS Subscriber Aware, specify the name of the PCC action profile

at the [edit unified-edge pcef pcc-rules rule-name] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the name of the

PCC action profile at the [edit services pcef pcc-rules rule-name] hierarchy level.

The remaining statement is explained separately.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Policy and Charging Control Rules on page 314

• Configuring Policy and Charging Control Action Profiles For Junos OS Subscriber Aware

• Configuring Policy and Charging Control Action Profiles for Subscriber Management

on page 312
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three-color-policer (Configuring)

Syntax three-color-policer policer-name | uid {
action {
loss-priority high then discard;

}
filter-specific;
logical-interface-policer;
physical-interface-policer;
shared-bandwidth-policer;
single-rate {
(color-aware | color-blind);
committed-burst-size bytes;
committed-information-rate bps;
excess-burst-size bytes;

}
two-rate {
(color-aware | color-blind);
committed-burst-size bytes;
committed-information-rate bps;
peak-burst-size bytes;
peak-information-rate bps;

}
}

Hierarchy Level [edit dynamic-profiles profile-name firewall],
[edit firewall],
[edit logical-systems logical-system-name firewall]

Release Information Statement introduced before Junos OS Release 7.4.

The action and single-rate statements added in Junos OS Release 8.2.

Logical systems support introduced in Junos OS Release 9.3.

Support at the [edit dynamic-profiles ... firewall] hierarchy level introduced in Junos OS

Release 11.4.

Description Configure a three-color policer.

Options policer-name—Name of the three-color policer. Reference this namewhen you apply the

policer to an interface.

uid—When you configure a policer at the [edit dynamic-profiles] hierarchy level, youmust

assign a variable UID as the policer name.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.
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Related
Documentation

• Configuring and Applying Tricolor Marking Policers

• Three-Color Policer Configuration Guidelines

• Basic Single-Rate Three-Color Policers

• Basic Two-Rate Three-Color Policers

• Two-Color and Three-Color Logical Interface Policers

• Two-Color and Three-Color Physical Interface Policers

• Two-Color and Three-Color Policers at Layer 2
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traceoptions (Captive Portal Content Delivery)

Syntax traceoptions {
file filename <files number> <match regular-expression> <size size> <world-readable |
no-world-readable>;

flag flag;
no-remote-trace;

}

Hierarchy Level [edit services captive-portal-content-delivery]

Release Information Statement introduced in Junos OS Release 10.4.

Description Define tracing operations for captive-portal-content-delivery processes.

Options file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log. Ensure

that filenames are unique for each logical systemor routing instance inwhichMobile

IP is configured.

NOTE: Global messages (common to all logical systems and routing
instances) are always saved in /var/log/mipd. Messages that are specific to

a logical system or routing instance are never saved in /var/log/mipd. If you

do not configure a trace filename for a logical system or routing instance,
then nothing is traced for that entity.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). If you specify a maximum file size, you also must specify a

maximum number of trace files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through 1 GB

Default: 128 KB

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until themaximum number of trace files is reached. Then the oldest trace file

is overwritten. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• all—Trace all operations.
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• clicommand—Trace CLI command operations.

• configuration—Trace home agent state machine operations.

• general—Trace general operations.

• gres—Trace graceful routing switchover operations.

• ipc—Trace Inter-Process Communication (IPC) messages between the PIC and the

Routing Engine.

• rtsock—Trace routing socket operations.

• rules—Trace rules operations.

• ssets—Trace service sets operations.

• statistics—Trace statistics operations.

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

Related
Documentation

• HTTP Redirect Service Overview on page 354

• Configuring MS-MPC-Based, Static HTTP Redirect Services on page 363

• Configuring MS-MPC-Based, Converged HTTP Redirect Services on page 370

• Configuring Routing Engine-Based, Static HTTP Redirect Services on page 379

• Configuring Routing Engine-Based, Converged HTTP Redirect Services on page 385
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traffic-control-profiles (Dynamic CoS Definition)

Syntax traffic-control-profiles profile-name {
adjust-minimum rate;
delay-buffer-rate (percent percentage | rate);
excess-rate (percent percentage | proportion value | percent $junos-cos-excess-rate);
excess-rate-high (percent percentage | proportion value);
excess-rate-low (percent percentage | proportion value);
guaranteed-rate (percent percentage | rate) <burst-size bytes>;
overhead-accounting (frame-mode | cell-mode) <bytes byte-value>;
scheduler-mapmap-name;
shaping-rate (percent percentage | rate | predefined-variable) <burst-size bytes>;

}

Hierarchy Level [edit dynamic-profiles profile-name class-of-service]

Release Information Statement introduced in Junos OS Release 9.2.

Description Configure traffic shaping and scheduling profiles.

Options profile-name—Name of the traffic-control profile.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Traffic Scheduling and Shaping for Subscriber Access on page 11

• Using the CLI toModify Traffic-Control Profiles That Are Currently Applied to Subscribers

• output-traffic-control-profile on page 677
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transmit-rate (Dynamic Schedulers)

Syntax transmit-rate (rate | percent percentage | remainder | percent percentage
$junos-cos-scheduler-tx) <exact | rate-limit>;

Hierarchy Level [edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 9.3.

The $junos-cos-scheduler-tx predefined variable introduced in Junos OS Release 9.4.

Description Specify the transmit rate or percentage for a scheduler in a dynamic profile.

Default If you do not include this statement, the default scheduler transmission rate and buffer

size percentages for queues 0 through 7 are 95, 0, 0, 5, 0, 0, 0, and 0 percent.

Options rate—Transmission rate, in bps. You can specify a value in bits per second either as a

complete decimal number or as a decimal number followed by the abbreviation

k (1000),m (1,000,000), or g (1,000,000,000).

Range: 3200 through 6,400,000,000,000 bps

percent percentage—Percentage of transmission capacity. A percentage of zero drops

all packets in the queue.

Range: 0 through 100 percent

remainder—Use remaining rate available.

$junos-cos-scheduler-tx—Junospredefinedvariable that is replacedwith the transmission

rate obtained from the RADIUS server when a subscriber authenticates over the

interface to which the dynamic profile is attached.

exact—(Optional) Enforce the exact transmission rate. Under sustained congestion, a

rate-controlled queue that goes into negative credit fills up and eventually drops

packets. Make sure this value never exceeds the rate-controlled amount.

rate-limit—(Optional) Limit the transmission rate to the rate-controlled amount during

congestion. In contrast to theexactoption,when there is nocongestion, the scheduler

with the rate-limitoptionsharesunusedbandwidthabovethe rate-controlledamount.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 13

• scheduler on page 764
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trigger-type (LRF Profile)

Syntax trigger-type (session-close | volume);

Hierarchy Level [edit services lrf profile profile-name template template-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Configure the type of trigger that causes the generation of data records and transmission

to the collector. You can only configure one type of trigger.

Default If you do not include the trigger-type statement, the default trigger is session-close.

Options session-close—Use the closing of the data session to cause the generation of data
records and transmission to the collector.

volume—Useadatavolume limit tocause thegenerationofdata recordsandtransmission
to the collector. The data volume limit value is configured in the LRF rule.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342
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tunnel-services (Chassis)

Syntax tunnel-services {
bandwidth bandwidth-value;
tunnel-only;

}

Hierarchy Level [edit chassis fpc slot-number pic number]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 12.3X54 for ACX Series routers.

Description For MX Series 3D Universal Edge Routers, configure the amount of bandwidth for tunnel

services.

For ACX Series routers, configure the amount of bandwidth for tunnel services. Only

bandwidths of 1 Gbps and 10 Gbps are supported for ACX routers.

For M7i, M10i, M120, M320, T Series and TXMatrix routers with IQ2 PICs and IQ2E PICs,

configure support for per unit scheduling for GRE tunnels. You can specify the IQ2 and

IQ2E PICs towork exclusively in tunnelmode or as a regular PIC. The default setting uses

IQ2 and IQ2E PICs as a regular PIC. If you do not configure the tunnel-only option, the IQ2

and IQ2 PICs operate as regular PICs. For M7i, M10i, M120, M320, T Series and TXMatrix

routers with IQ2 PICs and IQ2E PICs, you can use the tunnel-only option to specify that

an IQ2 or IQ2E PIC work in tunnel mode only.

NOTE: Bandwidth ratesof20gigabitspersecondand40gigabitspersecond
require use of an MX Series router with the 100-Gigabit Ethernet Modular
Port Concentrator (MPC) and the 100-Gigabit CFPMIC.

NOTE: OnMX80 routers andMX Series routers with Trio-based FPCs, when
ingress queuing is enabled for a PIC, tunnel services and inline services are
not supported on the same PIC.

Options tunnel–only (Optional)—For M7i, M10i, M120, M320, T Series and TXMatrix routers with

IQ2 PICs and IQ2E PICs, specify that an IQ2 or IQ2E PIC work in tunnel mode only.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring Tunnel Interfaces on a Gigabit Ethernet 40-Port DPC

• Example: Configuring Tunnel Interfaces on a 10-Gigabit Ethernet 4-Port DPC

• Example: Configuring Tunnel Interfaces on the MPC3E

• bandwidth (Tunnel Services) on page 517
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two-rate

Syntax two-rate {
(color-aware | color-blind);
committed-information-rate bps;
committed-burst-size bytes;
peak-information-rate bps;
peak-burst-size bytes;

}

Hierarchy Level [edit dynamic-profiles profile-name firewall three-color-policer name],
[edit firewall three-color-policer policer-name],
[edit logical-systems logical-system-name firewall three-color-policer policer-name]

Release Information Statement introduced before Junos OS Release 7.4.

Logical systems support introduced in Junos OS Release 9.3.

Supportat the [editdynamic-profiles ... three-color-policernamehierarchy levels introduced

in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure a two-rate three-color policer in which marking is based on the committed

information rate (CIR), committed burst size (CBS), peak information rate (PIR), and

peak burst size (PBS).

Packets that conformto theCIRor theCBSareassigned low losspriority (green). Packets

that exceed the CIR and the CBS but are within the PIR or the PBS are assigned

medium-high losspriority (yellow).Packets that exceed thePIRand thePBSareassigned

high loss priority (red).

Green and yellow packets are always forwarded; this action is not configurable. You can

configure red packets to be discarded. By default, red packets are forwarded.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Three-Color Policer Configuration Overview

• color-aware on page 541

• color-blind on page 542

• single-rate on page 778
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type (Application Identification)

Syntax type type;

Hierarchy Level [edit services application-identification application application-name]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Specify the type of application, such as FTP or HTTP.

Options type—Type of application such as FTP or HTTP.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325

type (ICMPMapping for Application Identification)

Syntax type icmp-type;

Hierarchy Level [edit services application-identification application application-name icmp-mapping]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Match an ICMP type value to create a custom application signature.

Options value—ICMP code value.

Range: 0 through 254

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Application Identification Overview on page 323

• Configuring Custom Application Signatures on page 325
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uid (Dynamic Profiles)

Syntax uid;

Hierarchy Level [edit dynamic-profiles profile-name variables variable-name]

Release Information Statement introduced in Junos OS Release 11.4.

Description Configure a unique ID for parameterized filters in a dynamic profile created for services.

The values that the system uses for these variables are applied when the subscriber

authenticates.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Dynamic Variables Overview

uid-reference

Syntax uid-reference;

Hierarchy Level [edit dynamic-profiles profile-name variables variable-name]

Release Information Statement introduced in Junos OS Release 11.4.

Description When you configure a unique ID (UID) variable, include this statement to specify that the

value for the UID is supplied by RADIUS when the subscriber authenticates.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Unique Identifiers for Firewall Variables on page 176

• Configuring Unique Identifiers for Parameterized Filters on page 178

• Dynamic Variables Overview
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unit (Dynamic Profiles Standard Interface)

Syntax unit logical-unit-number {
auto-configure {
agent-circuit-identifier {
dynamic-profile profile-name;

}
line-identity {
include {
accept-no-ids;
circuit-id;
remote-id;

}
dynamic-profile profile-name;

}
}
dial-options {
ipsec-interface-id name;
l2tp-interface-id name;
(shared | dedicated);

}
encapsulation (atm-ccc-cell-relay | atm-ccc-vc-mux | atm-cisco-nlpid | atm-tcc-vc-mux
| atm-mlppp-llc | atm-nlpid | atm-ppp-llc | atm-ppp-vc-mux | atm-snap | atm-tcc-snap
| atm-vc-mux | ether-over-atm-llc | ether-vpls-over-atm-llc | ether-vpls-over-fr |
ether-vpls-over-ppp | ethernet | frame-relay-ccc | frame-relay-ppp | frame-relay-tcc |
frame-relay-ether-type | frame-relay-ether-type-tcc |multilink-frame-relay-end-to-end
| multilink-ppp | ppp-over-ether | ppp-over-ether-over-atm-llc | vlan-bridge | vlan-ccc |
vlan-vci-ccc | vlan-tcc | vlan-vpls);

family family {
access-concentrator name;
address address;
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
filter {
adf {
counter;
input-precedence precedence;
not-mandatory;
output-precedence precedence;
rule rule-value;

}
input filter-name {
precedence precedence;
shared-name filter-shared-name;

}
output filter-name {
precedence precedence;
shared-name filter-shared-name;

}
}
max-sessions number;
max-sessions-vsa-ignore;
rpf-check {
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fail-filter filter-name;
mode loose;

}
service {
input {
service-set service-set-name {
service-filter filter-name;

}
post-service-filter filter-name;

}
input-vlan-map {
inner-tag-protocol-id tpid;
inner-vlan-id number;
(push | swap);
tag-protocol-id tpid;
vlan-id number;

}
output {
service-set service-set-name {
service-filter filter-name;

}
}
output-vlan-map {
inner-tag-protocol-id tpid;
inner-vlan-id number;
(pop | swap);
tag-protocol-id tpid;
vlan-id number;

}
}
service-name-table table-name
short-cycle-protection <lockout-time-minminimum-seconds lockout-time-max
maximum-seconds>;

unnumbered-address interface-name <preferred-source-address address>;
keepalives {
interval seconds;
}

ppp-options {
chap;
pap;

}
vlan-id number;
vlan-tags outer [tpid].vlan-id [inner [tpid].vlan-id];

}
filter {
input filter-name {
shared-name filter-shared-name;

}
output filter-name {
shared-name filter-shared-name;

}
}
host-prefix-only;
service {
pcef pcef-profile-name {
activate rule-name | activate-all;
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}
}

}

Hierarchy Level [edit dynamic-profiles profile-name interfaces interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Description Configure a logical interfaceon thephysical device. Youmust configure a logical interface

to be able to use the physical device.

Options logical-unit-number—The specific unit number of the interface you want to assign to the

dynamic profile, or one of the following predefined variables:

• $junos-underlying-interface-unit—For staticVLANs, theunit number variable. Thestatic

unit number variable is dynamically replaced with the client unit number when the

client sessionbegins. The client unit number is specifiedby theDHCPwhen it accesses

the subscriber network.

• $junos-interface-unit—TheunitnumbervariableonadynamicunderlyingVLAN interface

forwhich youwant toenable thecreationofdynamicVLANsubscriber interfacesbased

on the ACI.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• ConfiguringDynamicUnderlyingVLAN Interfaces toUseAgentCircuit Identifier Information

• Configuring Static Underlying VLAN Interfaces to Use Agent Circuit Identifier Information

• Agent Circuit Identifier-Based Dynamic VLANs Overview
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unit (Dynamic Traffic Shaping)

Syntax unit logical-unit-number {
classifiers {
type (classifier-name | default);

}
output-traffic-control-profile (profile-name | $junos-cos-traffic-control-profile);
report-ingress-shaping-rate bps;
rewrite-rules {
dscp (rewrite-name | default);
dscp-ipv6 (rewrite-name | default);
ieee-802.1 (rewrite-name | default) vlan-tag (outer | outer-and-inner);
inet-precedence (rewrite-name | default);
}

}
}

Hierarchy Level [edit dynamic-profiles profile-name class-of-service interfaces interface-name],
[edit dynamic-profiles profile-name interfaces interface-set interface-set-name interface
interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Support at the [editdynamic-profilesprofile-nameclass-of-service interfaces interface-set

interface-set-name] hierarchy level introduced in Junos OS Release 10.4.

Description Configure a logical interfaceon thephysical device. Youmust configure a logical interface

to be able to use the physical device.

Options logical-unit-number—One of the following options:

• $junos-underlying-interface-unit—For staticVLANs, theunit number variable. Thestatic

unit number variable is dynamically replaced with the client unit number when the

client sessionbegins. The client unit number is specifiedby theDHCPwhen it accesses

the subscriber network.

• $junos-interface-unit—For dynamic demux and dynamic PPPoE interfaces, the unit

number variable. The static unit number variable is dynamically replacedwith theclient

unit number when the client session begins. The client unit number is specified by the

DHCP or PPP when it accesses the subscriber network.

• value—Specific unit number of the interface youwant to assign to the dynamic-profile

Range: 0 through 16385. For demux and PPPoE interfaces, the unit numbers can range
from 0 through 1,073,741,823.

The remaining statements are explained separately. The classifiers,

output-traffic-control-profile, and rewrite-rules statements are not supported for

interface sets.
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Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic Profile

on page 145

• Configuring an Interface Set of Subscribers in a Dynamic Profile on page 126

url

Syntax url url-name;

Hierarchy Level [edit unified-edge pcef pcc-action-profiles profile-name redirect],
[edit services pcef pcc-action-profiles profile-name redirect]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Support at the [edit servicespcefpcc-action-profilesprofile-name redirect]hierarchy level

introduced for Junos OS Broadband Subscriber Management in Junos OS Release 17.2

on MX Series.

Description Specify the URL name that you want a PCC action profile to use for performing HTTP

redirection. If you configure this, the PCC action profile can only be used in PCC rules that

match only HTTP-based applications and all flows.

If youareusing JunosOSSubscriberAware, specify theURLnameat the [editunified-edge

pcef pcc-action-profiles profile-name redirect] hierarchy level.

If you are using Junos OS Broadband Subscriber Management, specify the URL name at

the [edit services pcef pcc-action-profiles profile-name redirect] hierarchy level.

Options url-name—URL for the HTTP redirect.

Required Privilege
Level

For Junos OS Subscriber Aware:

unified-edge—To view this statement in the configuration.

unified-edge-control—To add this statement to the configuration.

For Junos OS Broadband Subscriber Management:

services—To view this statement in the configuration.

services–control—To add this statement to the configuration.

Related
Documentation

• Configuring Policy and Charging Control Action Profiles For Junos OS Subscriber Aware

• Configuring Policy and Charging Control Action Profiles for Subscriber Management

on page 312
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user (Access)

Syntax user username {
authentication {
cli {
prompt name;

}
class class-name;
(encrypted-password "password" | plain-text-password);
full-name complete-name;
load-key-fileURL filename;
ssh-dsa “public-key” <from hostname>;
ssh-rsa “public-key” <from hostname>;
uid uid-value;
}

}

Hierarchy Level [edit system login]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure access permission for individual users.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Junos OS User Accounts by Using a Configuration Group

• class on page 534
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vendor-specific-tags (Dynamic Traffic Shaping)

Syntax vendor-specific-tags actual-data-rate-downstream;
vendor-specific-tags access-loop-encapsulation;

Hierarchy Level [edit dynamic-profiles profile-name class-of-service dynamic-class-of-service-options]

Release Information Statement introduced in Junos OS Release 12.1.

Description Set the shaping-rate and overhead-accounting class-of-service attributes based on

Vendor-Specific Point-to-Point Protocol over Ethernet (PPPoE) Tags [TR-101].

Options vendor-specific-tags can be set to one or both of the following:

• access-loop-encapsulation—Set the overhead-accounting class-of-service attribute

based on access line parameters in PPPoE discovery packets on dynamic subscriber

interfaces.

• actual-data-rate-downstream—Set the shaping-rate class-of-service attribute based

on the actual-data-rate-downstream attribute.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific

Tags on page 69

• Configuring the Shaping Rate and Overhead Accounting Based on PPPoE

Vendor-Specific Tags on Dynamic Subscriber Interfaces on page 71

• BandwidthManagement forDownstreamTraffic inEdgeNetworksOverviewonpage59
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vendor-support

Syntax vendor-support ibm;

Hierarchy Level [edit services lrf profile profile-name]

Release Information Statement introduced in Junos OS Release 17.2 on MX Series.

Description Configure support for any vendor-specific template types. Currently, the only

vendor-specific template type is ipflow-tcp-ts, for which you configure vendor-specific

ibm.

If you do not configure vendor-specific ibm, a warning appears when you commit the

configuration.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342

• Logging and Reporting Function for Subscribers on page 331
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version (Dynamic IGMP Interface)

Syntax version version;

Hierarchy Level [edit dynamic-profiles profile-name protocols igmpinterface interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Description Specify the version of IGMP.

Options version—IGMP version number.

Range: 1, 2, or 3

Default: IGMP version 2

NOTE: Routers running different versions of IGMP negotiate the lowest
common version of IGMP that is supported by hosts on their subnet and
operate in that version.

If you have already configured the router to use IGMP version 1 and then
configure it to use IGMP version 2, the router continues to use IGMP version
1 for up to 6minutes and then uses IGMP version 2.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Dynamic IGMP Configuration Overview on page 293

• Configuring Dynamic DHCP Client Access to a Multicast Network on page 295

• Changing the IGMP Version
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version (DynamicMLD Interface)

Syntax version version;

Hierarchy Level [edit dynamic-profiles profile-name protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Description Configure the MLD version explicitly on the dynamic interface. MLD version 2 (MLDv2) is

used only to support source-specific multicast (SSM).

Options version—MLD version to run on the interface.

Range: 1 or 2

Default: 1 (MLDv1)

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Dynamic MLD Configuration Overview on page 301

• Modifying the MLD Version
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vlan-tag (Dynamic Classifiers)

Syntax vlan-tag (inner | outer);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers ieee-802.1]

Release Information Statement introduced in Junos OS Release 10.1.

Description Apply this IEEE-802.1 classifier to the inner or outer VLAN tags in a dynamic profile.

Default If you do not include this statement, the classifier applies to the outer VLAN tag only.

Options inner—Apply the classifier to the inner VLAN tag only.

outer—Apply the classifier to the outer VLAN tag only.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Applying a Classifier to a Subscriber Interface in a Dynamic Profile on page 148

• classifiers (Definition)
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vlan-tag (Dynamic Rewrite Rules)

Syntax vlan-tag (outer | outer-and-inner);

Hierarchy Level [edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number rewrite-rules ieee-802.1]

Release Information Statement introduced in Junos OS Release 10.1.

Description Apply this IEEE-802.1 rewrite rule to the outer or outer and inner VLAN tags in a dynamic

profile.

Default If you do not include this statement, the rewrite rule applies to the outer VLAN tag only.

Options outer—Apply the rewrite rule to the outer VLAN tag only.

outer-and-inner—Apply the rewrite rule to both the outer and inner VLAN tags.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Dynamic CoS for Subscriber Access on page 4

• Applying a Rewrite Rule Definition to a Subscriber Interface in a Dynamic Profile on

page 147

• rewrite-rules
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volume-limit (LRF Rule)

Syntax volume-limit volume;

Hierarchy Level [edit services lrf profile profile-name rule lrf-rule-name then report]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Configure the data volume limit to be used for reporting. The template that the LRF rule

is using must have trigger-type volume configured.

Options volume—Data volume, in megabytes.

Range: 1 through 1024

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring an LRF Profile for Subscribers on page 343

• Configuring Logging and Reporting for Junos OS Subscriber Aware

• Configuring Logging and Reporting for Subscriber Management on page 342
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CHAPTER 40

Operational Commands

• clear firewall

• clear igmpmembership

• clear igmp statistics

• clear mldmembership

• clear mld statistics

• clear services application-identification application-system-cache

• clear services application-identification statistics

• clear services captive-portal-content-delivery statistics

• clear services lrf collector statistics

• clear services lrf statistics

• request interface rebalance (Aggregated Ethernet for Subscriber Management)

• request services application-identification application

• request services application-identification download

• request services application-identification download status

• request services application-identification group

• request services application-identification install

• request services application-identification install status

• request services application-identification proto-bundle-status

• request services application-identification uninstall

• request services application-identification uninstall status

• show class-of-service

• show class-of-service adjustment-control-profile

• show class-of-service interface

• show class-of-service interface-set

• show class-of-service scheduler-hierarchy interface

• show class-of-service scheduler-hierarchy interface-set

• show class-of-service scheduler-map

• show class-of-service traffic-control-profile
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• show dynamic-profile session

• show firewall

• show firewall log

• show firewall templates-in-use

• show igmp group

• show igmp interface

• show igmp statistics

• show interfaces targeting (Aggregated Ethernet for Subscriber Management)

• showmld group

• showmld interface

• showmld statistics

• show services application-identification application

• show services application-identification application-system-cache

• show services application-identification counter

• show services application-identification group

• show services application-identification statistics application-groups

• show services application-identification statistics applications

• show services application-identification status

• show services application-identification version

• show services captive-portal-content-delivery

• show services lrf collector statistics

• show services lrf rule statistics

• show services lrf statistics

• show services lrf template

• show services pcef pic

• show services pcef subscribers

• show services service-sets summary

• show subscribers

• show subscribers summary
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clear firewall

List of Syntax Syntax on page 835

Syntax (EX Series Switches) on page 835

Syntax clear firewall (all | counter counter-name | filter filter-name | log (all | logical-system-name
) | logical-system logical-system-name)

Syntax (EX Series
Switches)

clear firewall (all | counter counter-name | filter filter-name | log (all | logical-system-name)
| policer counter (all | counter-id counter-index))

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

logical-system option introduced in Junos OS Release 9.3.

log option introduced before Junos OS Release 11.4.

Description Clear statistics about configured firewall filters.

When you clear the counters of a filter, this impacts not only the counters shown by the

CLI, but also the ones tracked by SNMP2.

Subscriber management uses firewall filters to capture and report the volume-based

service accounting counters that are used for subscriber billing. The clear firewall

command also clears the service accounting counters that are reported to the RADIUS

accounting server. For this reason, youmust be cautious in specifying which firewall

statistics you want to clear.

NOTE: Theclear firewallcommandcannotbeusedtoclear theRoutingEngine

filter countersonabackupRoutingEngine that isenabled forgracefulRouting
Engine switchover (GRES).

If you clear statistics for firewall filters that are applied to Trio-based DPCs and that also

use theprefix-actionactiononmatchedpackets,wait at least 5 secondsbefore youenter

the show firewall prefix-action-stats command. A 5-second pause between issuing the

clear firewall and show firewall prefix-action-stats commands avoids a possible timeout

of the show firewall prefix-action-stats command.

Options all—Clear the packet and byte counts for all filters. On EX Series switches, this option
also clears the packet counts for all policer counters.

counter counter-name—Clear the packet and byte counts for a filter counter that has
been configured with the counter firewall filter action.

filter filter-name—Clear the packet and byte counts for the specified firewall filter.
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log (all | logical-system-name)—Clear log entries for IPv4 firewall filters that have then
log as an action. Use log all to clear all log entries or log logical-system-name to clear

log entries for the specified logical system.

logical-system logical-system-name—Clear thepacket andbyte counts for the specified
logical system.

policercounter (all | counter-idcounter-index)—(EX8200switchesonly)Clearall policer
counters using the policer counter all command, or clear a specific policer counter

using the policer counter counter-id counter-index command. The value of

counter-index can be 0, 1, or 2.

Required Privilege
Level

clear

Related
Documentation

show firewall on page 914•

List of Sample Output clear firewall all on page 836
clear firewall (counter counter-name) on page 836
clear firewall (filter filter-name) on page 836
clear firewall (policer counter all) (EX8200 Switch) on page 836
clear firewall (policercountercounter-idcounter-index)(EX8200Switch)onpage836

Sample Output

clear firewall all

user@host> clear firewall all

clear firewall (counter counter-name)

user@host> clear firewall counter port-filter-counter

clear firewall (filter filter-name)

user@host> clear firewall filter ingress-port-filter

clear firewall (policer counter all) (EX8200 Switch)

user@switch> clear firewall policer counter all

clear firewall (policer counter counter-id counter-index) (EX8200 Switch)

user@switch> clear firewall policer counter counter-id 0
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clear igmpmembership

List of Syntax Syntax on page 837

Syntax (EX Series Switch and the QFX Series) on page 837

Syntax clear igmpmembership
<all>
<group address-range>
<interface interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

clear igmpmembership
<group address-range>
<interface interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Clear Internet Group Management Protocol (IGMP) groupmembers.

Options all—Clear IGMPmembers for groups and interfaces in the master instance.

groupaddress-range—(Optional)Clear all IGMPmembers thatare inaparticular address
range. An example of a range is 233.252/16. If you omit the destination prefix length,

the default is /32.

interface interface-name—(Optional) Clear all IGMP groupmembers on an interface.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

Required Privilege
Level

clear

Related
Documentation

show igmp group on page 927•

• show igmp interface on page 931

List of Sample Output clear igmpmembership all on page 838
clear igmpmembership interface on page 838
clear igmpmembership group on page 839

Output Fields See show igmp group for an explanation of output fields.
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Sample Output

clear igmpmembership all

The following sample output displays IGMP group information before and after the clear

igmpmembership command is entered:

user@host> show igmp group
Interface        Group           Last Reported   Timeout
so-0/0/0         198.51.100.253   203.0.113.1          186
so-0/0/0         198.51.100.254   203.0.113.1          186
so-0/0/0         198.51.100.255   203.0.113.1          187
so-0/0/0         198.51.100.240   203.0.113.1          188
local            198.51.100.6     (null)                0
local            198.51.100.5     (null)                0
local            198.51.100.25    (null)                0
local            198.51.100.22    (null)                0
local            198.51.100.2     (null)                0
local            198.51.100.13    (null)                0

user@host> clear igmpmembership all
Clearing Group Membership Info for so-0/0/0
Clearing Group Membership Info for so-1/0/0
Clearing Group Membership Info for so-2/0/0

user@host> show igmp group
Interface        Group           Last Reported   Timeout
local            198.51.100.6             (null)                0
local            198.51.100.5             (null)                0
local            198.51.100.254           (null)                0
local            198.51.100.255           (null)                0
local            198.51.100.2             (null)                0
local            198.51.100.13            (null)                0

clear igmpmembership interface

The following sample output displays IGMP group information before and after the clear

igmpmembership interface command is issued:

user@host> show igmp group
Interface        Group           Last Reported   Timeout
so-0/0/0         198.51.100.253   203.0.113.1          210
so-0/0/0         198.51.100.200   203.0.113.1          210
so-0/0/0         198.51.100.255   203.0.113.1          215
so-0/0/0         198.51.100.254   203.0.113.1          216
local            198.51.100.6     (null)                0
local            198.51.100.5     (null)                0
local            198.51.100.254   (null)                0
local            198.51.100.255   (null)                0
local            198.51.100.2     (null)                0
local            198.51.100.13    (null)                0

user@host> clear igmpmembership interface so-0/0/0
Clearing Group Membership Info for so-0/0/0

user@host> show igmp group
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Interface        Group           Last Reported   Timeout
local            198.51.100.6       (null)                0
local            198.51.100.5       (null)                0
local            198.51.100.254     (null)                0
local            198.51.100.255     (null)                0
local            198.51.100.2       (null)                0
local            198.51.100.13      (null)                0

clear igmpmembership group

The following sample output displays IGMP group information before and after the clear

igmpmembership group command is entered:

user@host> show igmp group
Interface        Group           Last Reported   Timeout
so-0/0/0         198.51.100.253   203.0.113.1          210
so-0/0/0         198.51.100.25    203.0.113.1          210
so-0/0/0         198.51.100.255   203.0.113.1          215
so-0/0/0         198.51.100.254   203.0.113.1          216
local            198.51.100.6     (null)                0
local            198.51.100.5     (null)                0
local            198.51.100.254   (null)                0
local            198.51.100.25    (null)                0
local            198.51.100.2     (null)                0
local            198.51.100.13    (null)                0

user@host> clear igmpmembership group 233.252/16
Clearing Group Membership Range 198.51.100.0/16 on so-0/0/0
Clearing Group Membership Range 198.51.100.0/16 on so-1/0/0
Clearing Group Membership Range 198.51.100.0/16 on so-2/0/0

user@host> show igmp group
Interface        Group           Last Reported   Timeout
so-0/0/0         198.51.100.255   203.0.113.1          231
so-0/0/0         198.51.100.254   203.0.113.1          233
so-0/0/0         198.51.100.253   203.0.113.1          236
local            198.51.100.6     (null)                0
local            198.51.100.5     (null)                0
local            198.51.100.254   (null)                0
local            198.51.100.255   (null)                0
local            198.51.100.2     (null)                0
local            198.51.100.13    (null)                0
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clear igmp statistics

List of Syntax Syntax on page 840

Syntax (EX Series Switches) on page 840

Syntax clear igmp statistics
<interface interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

clear igmp statistics
<interface interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Clear Internet Group Management Protocol (IGMP) statistics.

Options none—Clear IGMP statistics on all interfaces.

interface interface-name—(Optional) Clear IGMP statistics for the specified interface
only.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

Required Privilege
Level

clear

Related
Documentation

show igmp statistics on page 935•

List of Sample Output clear igmp statistics on page 840

Output Fields See show igmp statistics for an explanation of output fields.

Sample Output

clear igmp statistics

The following sample output displays IGMP statistics information before and after the

clear igmp statistics command is entered:

user@host> show igmp statistics
IGMP packet statistics for all interfaces
IGMP Message type      Received       Sent  Rx errors
Membership Query           8883        459          0
V1 Membership Report          0          0          0
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DVMRP                     19784      35476          0
PIM V1                    18310          0          0
Cisco Trace                   0          0          0
V2 Membership Report          0          0          0
Group Leave                   0          0          0
Mtrace Response               0          0          0
Mtrace Request                0          0          0
Domain Wide Report            0          0          0
V3 Membership Report          0          0          0
Other Unknown types                                 0
IGMP v3 unsupported type                            0
IGMP v3 source required for SSM                     0
IGMP v3 mode not applicable for SSM                 0

IGMP Global Statistics
Bad Length                    0
Bad Checksum                  0
Bad Receive If                0
Rx non-local               1227

user@host> clear igmp statistics
user@host> show igmp statistics
IGMP packet statistics for all interfaces
IGMP Message type      Received       Sent  Rx errors
Membership Query              0          0          0
V1 Membership Report          0          0          0
DVMRP                         0          0          0
PIM V1                        0          0          0
Cisco Trace                   0          0          0
V2 Membership Report          0          0          0
Group Leave                   0          0          0
Mtrace Response               0          0          0
Mtrace Request                0          0          0
Domain Wide Report            0          0          0
V3 Membership Report          0          0          0
Other Unknown types                                 0
IGMP v3 unsupported type                            0
IGMP v3 source required for SSM                     0
IGMP v3 mode not applicable for SSM                 0
IGMP Global Statistics
Bad Length                    0
Bad Checksum                  0
Bad Receive If                0
Rx non-local                  0
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clear mldmembership

Syntax clear mldmembership
<all>
<group group-name>
<interface interface-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Description Clear Multicast Listener Discovery (MLD) groupmembership.

Options all—Clear MLDmemberships for groups and interfaces in the master instance.

group group-name—(Optional) Clear MLDmembership for the specified group.

interface interface-name—(Optional) Clear MLD groupmembership for the specified
interface.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

showmld group on page 940•

List of Sample Output clear mldmembership all on page 842

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear mldmembership all

user@host> clear mldmembership all
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clear mld statistics

Syntax clear mld statistics
<interface interface-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Description Clear Multicast Listener Discovery (MLD) statistics.

Options none—(Same as logical-system all) Clear MLD statistics for all interfaces.

interface interface-name—(Optional) Clear MLD statistics for the specified interface.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

Required Privilege
Level

clear

Related
Documentation

showmld statistics on page 948•

List of Sample Output clear mld statistics on page 843

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear mld statistics

user@host> clear mld statistics
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clear services application-identification application-system-cache

Syntax clear services application-identification application-system-cache

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Clear entries from the application system cache.

Options This command has no options.

Required Privilege
Level

clear

Related
Documentation

show services application-identification application-system-cache on page 957•

List of Sample Output clear services application-identification application-system-cache on page 844

Output Fields When you enter this command, you are provided no feedback on the status of your

request.

Sample Output

clear services application-identification application-system-cache

user@host> clear services application-identification application-system-cache
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clear services application-identification statistics

Syntax clear services application-identification statistics

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Clears all Junos OS application statistics such as cumulative, interval, applications, and

application groups.

Required Privilege
Level

clear

Related
Documentation

show services application-identification statistics applications on page 969•

• show services application-identification statistics application-groups on page 968

List of Sample Output clear services application-identification statistics on page 845

Output Fields When you enter this command, you are provided no feedback on the status of your

request.

Sample Output

clear services application-identification statistics

user@host> clear services application-identification statistics
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clear services captive-portal-content-delivery statistics

Syntax clear services captive-portal-content-delivery statistics
<interface pic-name>

Release Information Command introduced in Junos OS Release 10.4.

Description Clear captive portal content delivery statistics.

Options interface—Clear statistics by PIC name.

Required Privilege
Level

clear

Related
Documentation

show services captive-portal-content-delivery on page 975•

Output Fields When you enter this command, you receive feedback on the status of your request.

clear services captive-portal-content-delivery statistics

user@host> clear services captive-portal-content-delivery statistics interfacems-5/0/0

user@host> show services captive-portal-content-delivery statistics interfacems-5/0/0

service-set interface: ms-5/0/0

Packets received   Packets altered  
0                     0          

Note that the stats are cleared.    
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clear services lrf collector statistics

Syntax clear services lrf collector statistics
<collector-name>

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Clear all theLRFstatistics for the specifiedcollector. If a collector is not specified, statistics

are cleared for all collectors.

Options none—Clear LRF statistics for all collectors.

collector-name—(Optional) Clear LRF statistics for the specified collector.

Required Privilege
Level

clear

Related
Documentation

show services lrf collector statistics on page 977•

Output Fields Amessage is displayed on successful execution of this command; otherwise an error

message is displayed.

Sample Output

clear services lrf collector statistics

user@host> clear services lrf collector statistics coll1
Interface: ms-0/1/0, Status: LRF collector statistics successfully cleared
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clear services lrf statistics

Syntax clear services lrf statistics

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Clear all the LRF statistics.

Required Privilege
Level

clear

Related
Documentation

show services lrf statistics on page 981•

Output Fields Amessage is displayed on successful execution of this command; otherwise an error

message is displayed.

Sample Output

clear services lrf statistics

user@host> clear services lrf statistics
Interface: ms-0/1/0, Status: LRF statistics successfully cleared
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request interface rebalance (Aggregated Ethernet for Subscriber Management)

Syntax request interface rebalance interface interface-name

Release Information Command introduced in Junos OS Release 11.2.

Description Manually rebalance the subscribers on an aggregated Ethernet bundle with targeted

distribution enabled.

Options interface-name—Aggregated Ethernet logical interface number.

Required Privilege
Level

view

List of Sample Output request interface rebalance on page 849

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request interface rebalance

user@host >request interface rebalance interface ae0
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request services application-identification application

Syntax request services application-identification application <disable | enable>
predefined-application-name

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Disable or enable a predefined application signature.

Options predefined-application-name—Application name; a maximum of up to 31 characters.

Predefined applications have the prefix junos- to avoid conflict with user-defined ones.

Donotnameyour customapplication signaturewith the junosprefix; this prefix is reserved

for predefined application signatures.

disable— (Optional) Disable a predefined application signature, initiate signature

recompilation, and commit all pending uncompiled signatures to the configuration.

The following conditions apply:

• You cannot disable a predefined application signature that is referenced by an active

security policy or custom application signature. First modify or deactivate the policy

or custom application signature.

• If you disable an application signature, for example, junos:HTTP, that has nested

applications, the nested applications are not recognized.

enable—(Optional) Enable a predefined application signature, initiate signature

recompilation, and commit all pending uncompiled signatures to the configuration.

Include the no-commit keyword to defer signature recompilation.

Required Privilege
Level

maintenance

Related
Documentation

show services application-identification application on page 951•

List of Sample Output request services application-identification application disable on page 850

Output Fields When you enter this command, the system provides feedback on the status of your

request.

Sample Output

request services application-identification application disable

user@host> request services application-identification application disable junos:163
 Please wait while we are re-compiling signatures ..
 Please wait while we are re-compiling signatures ..
 Please wait while we are re-compiling signatures ..
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 Please wait while we are re-compiling signatures ..
 Disable application junos:163 succeed.
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request services application-identification download

Syntax request services application-identification download <version version-number>;

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Manually download the application package for Junos OS application identification. The

applicationpackage is extracted from the IDPsignaturedatabaseandcontains signature

definitions for known applications, such as DNS, Facebook, FTP, Skype, and SNMP.

Options version version-number—(Optional) Download the specified version of the application

package fromthe JuniperNetworkswebsite. If youdonot enter a version, themost recent

version is downloaded.

Required Privilege
Level

maintenance

Related
Documentation

request services application-identification install on page 856•

• request services application-identification download status on page 853

List of Sample Output request services application-identification download on page 852

Output Fields When you enter this command, you are shown the command to use to check the status

of your download.

Sample Output

request services application-identification download

user@host> request services application-identification download
Please use command "request services application-identification download status"
 to check status 
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request services application-identification download status

Syntax request services application-identification download status

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Check the download status of the application signature package. The downloaded

application package is saved under /var/db/appid/sec-download/.

Required Privilege
Level

maintenance

Related
Documentation

request services application-identification download on page 852•

List of Sample Output request services application-identification download status on page 853

Output Fields When you enter this command, the system provides feedback on the status of your

request.

Sample Output

request services application-identification download status

user@host> request services application-identifications download status
Application package 1608 is downloaded successfully.
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request services application-identification group

Syntax request services application-identification group (copy | disable | enable)
predefined-application-group-name

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Copy, disable, or enable a predefined application signature group.

Options predefined-application-group-name—Identifier for theapplicationgroup.Maximumlength

is 32 characters.

copy—Copy the specified predefined application signature group from the database to

the configuration and change the name (for example, my:FTP). The ID and order are

generated automatically. You can copy the same predefined application signature group

only once. You cannot copy duplicate custom signature groups.

NOTE: Inconfigurationmode, ifanuncommittedaction ispending, the request

services application-identification group copy command fails.

disable—Disable the specified predefined application signature group.

NOTE: You cannot disable a predefined application signature group that is
referencedbyanactivesecuritypolicyorcustomapplicationsignaturegroup.
First modify or deactivate the policy or custom application signature group.

enable—Enable the specified predefined application signature group.

Required Privilege
Level

maintenance

Related
Documentation

show services application-identification group on page 964•

List of Sample Output request services application-identification group copy on page 855

Output Fields When you enter this command, the system provides feedback on the status of your

request.
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Sample Output

request services application-identification group copy

user@host> request services application-identification group copy junos:SYBASE
group 1040 copied successfully.
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request services application-identification install

Syntax request services application-identification install

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Install the downloaded predefined application signature package.

The install operation fails if any custom application signatures or custom application

signature groups have beenmanually inserted before any predefined application

signatures or predefined application signature groups in the Junos OS configuration.

Remove any insert-before signatures, then retry the install operation. This command

does not display the installation status and only provides an informational message on

the typesof commands touse to verify the installation statusof theapplication signature

package and the protocol bundle.

Required Privilege
Level

maintenance

Related
Documentation

request services application-identification download on page 852•

• request services application-identification install status on page 857

List of Sample Output request services application-identification install on page 856

Output Fields When you enter this command, you are shown the command to use to check the status

of your installation request.

Sample Output

request services application-identification install

user@host> request services application-identification install
Please use command "request services application-identification install status" 
to check status and use command "request services application-identification 
proto-bundle-status" to check protocol bundle status
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request services application-identification install status

Syntax request services application-identification install status

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Display the status of the install operation.

Required Privilege
Level

maintenance

Related
Documentation

request services application-identification install on page 856•

List of Sample Output request services application-identification install status on page 857

Output Fields When you enter this command, the system provides feedback on whether your request

succeeded or failed.

Sample Output

request services application-identification install status

user@host> request services application-identification install status
Install application package version (1776) succeed.
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request services application-identification proto-bundle-status

Syntax request services application-identification proto-bundle-status

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Display the statusof the install operationof theprotocol bundle. This commandprovides

feedback on whether your request succeeded or failed.

Required Privilege
Level

maintenance

Related
Documentation

request services application-identification install on page 856•

List of Sample Output request services application-identification proto-bundle-status on page 858

Output Fields When you enter this command, the system provides feedback on whether your request

succeeded or failed.

Sample Output

request services application-identification proto-bundle-status

user@host> request services application-identification proto-bundle-status
Protocol Bundle Version (1.30.4-22.005 (build date Jan 17 2014)) and application
 secpack version (2345) is loaded and activated.
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request services application-identification uninstall

Syntax request services application-identification uninstall

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Uninstall the predefined application package.

The uninstall operation fails if any active security policies, customapplication signatures,

or custom application signature groups reference predefined application signatures or

predefined application signature groups in the Junos OS configuration. This command

does not display the uninstallation status and only provides an informational message

on the types of commands to use to verify the uninstallation status of the application

signature package and the protocol bundle.

Required Privilege
Level

maintenance

Related
Documentation

request services application-identification install on page 856•

List of Sample Output request services application-identification uninstall on page 859

Output Fields When you enter this command, you are shown the command to use to check the status

of your uninstall request.

Sample Output

request services application-identification uninstall

user@host> request services application-identification uninstall
Please use command "request services application-identification uninstall status"
 to check status and use command "request services application-identification 
proto-bundle-status" to check protocol bundle status
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request services application-identification uninstall status

Syntax request services application-identification uninstall status

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Display the status of the uninstall operation. This command provides information on

whether the uninstall operation succeeded or failed.

Required Privilege
Level

maintenance

Related
Documentation

request services application-identification uninstall on page 859•

List of Sample Output request services application-identification uninstall status on page 860

Output Fields When you enter this command, the system provides feedback on whether the request

succeeded or failed..

Sample Output

request services application-identification uninstall status

user@host> request services application-identification uninstall status
Uninstall application package version (1776) succeed.
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show class-of-service

Syntax show class-of-service

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display theentire class-of-service (CoS)configuration, including system-chosendefaults.

Executing this command is equivalent to executing all show class-of-service commands

in succession.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show class-of-service on page 861

Output Fields See the output field descriptions for the commands.

Sample Output

show class-of-service

user@host> show class-of-service
Forwarding class                    Queue
  best-effort                           0
  expedited-forwarding                  1
  assured-forwarding                    2
  network-control                       3
Code point type: dscp
  Alias              Bit pattern
  af11               001010         
  af12               001100         
  af13               001110         
...
Code point type: dscp-ipv6
  Alias              Bit pattern
  af11               001010         
  af12               001100         
  af13               001110         
...
Code point type: exp
  Alias              Bit pattern
  af11               100            
  af12               101            
  be                 000            
...
Code point type: ieee-802.1
  Alias              Bit pattern
  af11               100            
  af12               101            
  be                 000            
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...
Classifier: dscp-default, Code point type: dscp, Index: 6
  Code point         Forwarding class                    Loss priority
  000000             best-effort                         low         
  000001             best-effort                         low         
  000010             best-effort                         low         
....
Classifier: dscp-ipv6-default, Code point type: dscp-ipv6, Index: 7
  Code point         Forwarding class                    Loss priority
  000000             best-effort                         low         
  000001             best-effort                         low         
  000010             best-effort                         low         
...
Loss-priority-map: frame-relay-de-default, Code point type: frame-relay-de, Index:
 12
  Code point         Loss priority
  0                  low         
  1                  high        

Rewrite rule: dscp-default, Code point type: dscp, Index: 23
  Forwarding class                    Loss priority       Code point
  best-effort                         low                 000000         
  best-effort                         high                000000         
  expedited-forwarding                low                 101110         
...
Rewrite rule: dscp-ipv6-default, Code point type: dscp-ipv6, Index: 24
  Forwarding class                    Loss priority       Code point
  best-effort                         low                 000000         
  best-effort                         high                000000         
...
....
Drop profile: <default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

Scheduler map: <default>, Index: 2

  Scheduler: <default-be>, Forwarding class: best-effort, Index: 16
    Transmit rate: 95 percent, Rate Limit: none, Buffer size: 95 percent, Priority:
 low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    <default-drop-profile>      
      Medium low      any             1    <default-drop-profile>            
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>            
...
Physical interface: fe-0/0/0, Index: 137
Queues supported: 8, Queues in use: 4
  Scheduler map: <default>, Index: 2

  Logical interface: fe-0/0/0.0, Index: 69
    Object            Name                   Type                    Index
    Adaptive-shaper   fr-shaper                                      35320
    Classifier        ipprec-compatibility   ip                         11

Physical interface: fe-0/0/1, Index: 138
Queues supported: 8, Queues in use: 4
  Scheduler map: <default>, Index: 2
...
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show class-of-service adjustment-control-profile

Syntax show class-of-service adjustment-control-profile
<profile-name>

Release Information Command introduced in Junos OS Release 13.1 for MX Series Routers.

Description For MPC/MIC interfaces only, display the adjustment control profiles.

Options none—Display all profiles.

profile-name—(Optional) Display information about a single profile.

Required Privilege
Level

view

Related
Documentation

Verifying the CoS Adjustment Control Profile Configuration on page 122•

List of Sample Output show class-of-service adjustment-control-profile on page 865

Output Fields Table 45 on page 864 describes the output fields for the show class-of-service

adjustment-control-profile command. Output fields are listed in the approximate order

in which they appear.

Table 45: show class-of-service adjustment-control-profile Output Fields

Field DescriptionField Name

Name of the adjusting application. Possible values:

• RADIUS-CoA—RADIUS CoA aapplication.

• ANCP—ANCP application.

• PPPoE IA tags—PPPoE IA tag application.

Name

Priority of the adjusting application. Possible values are1 through 10; 1 being the highest priority.

The lower the priority value, the higher the priority

Priority

Algorithm the adjusting application uses to make adjustments.

• adjust-never—Never perform rate adjustments.

• adjust-always—Adjust the shaping rate unconditionally.

• adjust-less—Adjust the shaping rate if it is less than the configured value.

• adjust-less-or equal—Adjust the shaping rate if it is less than or equal to the configured value.

• adjust-greater—Adjust the shaping rate if it is greater than the configured value.

• adjust-greater-or-equal—Adjust the shaping rate if it is greater than or equal to the configured value.

Algorithm
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Sample Output

show class-of-service adjustment-control-profile

user@host> show class-of-service adjustment-control-profile

  name: ANCP, priority: 1, algorithm: less
  name: RADIUS CoA, priority: 1, algorithm: always
  name: PPPoE IA tags, priority: 2, algorithm: less
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show class-of-service interface

Syntax show class-of-service interface
<comprehensive | detail> <interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Forwarding class map information added in Junos OS Release 9.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 12.1 for the PTX Series Packet Transport

Routers.

Command introduced in Junos OS Release 12.2 for the ACX Series Universal Access

routers.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Options detail and comprehensive introduced in Junos OS Release 11.4.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Display the logical and physical interface associations for the classifier, rewrite rules, and

scheduler map objects.

NOTE: OnroutingplatformswithdualRoutingEngines, runningthiscommand
on the backup Routing Engine, with or without any of the available options,
is not supported and produces the following error message:

error: the class-of-service subsystem is not running

Options none—Display CoS associations for all physical and logical interfaces.

comprehensive—(M Series, MX Series, and T Series routers) (Optional) Display

comprehensive quality-of-service (QoS) information about all physical and logical

interfaces.

detail—(M Series, MX Series, and T Series routers) (Optional) Display QoS and CoS

information based on the interface.

If the interface interface-name is a physical interface, the output includes:

• Brief QoS information about the physical interface

• Brief QoS information about the logical interface

• CoS information about the physical interface

• Brief information about filters or policers of the logical interface

• Brief CoS information about the logical interface
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If the interface interface-name is a logical interface, the output includes:

• Brief QoS information about the logical interface

• Information about filters or policers for the logical interface

• CoS information about the logical interface

interface-name—(Optional)Display class-of-service (CoS)associations for the specified
interface.

none—Display CoS associations for all physical and logical interfaces.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Junos OS Enhanced Subscriber Management•

List of Sample Output show class-of-service interface (Physical) on page 878
show class-of-service interface (Logical) on page 879
show class-of-service interface (Gigabit Ethernet) on page 879
show class-of-service interface (ANCP) on page 879
show class-of-service interface (PPPoE Interface) on page 879
show class-of-service interface (DHCP Interface) on page 880
show class-of-service interface (T4000 Routers with Type 5 FPCs) on page 880
show class-of-service interface detail on page 880
show class-of-service interface comprehensive on page 881
show class-of-service interface (ACX Series Routers) on page 892
showclass-of-service interface(PPPoESubscriber Interface forEnhancedSubscriber
Management) on page 894

Output Fields Table 46 on page 867 describes the output fields for the show class-of-service interface

command. Output fields are listed in the approximate order in which they appear.

Table 46: show class-of-service interface Output Fields

Field DescriptionField Name

Name of a physical interface.Physical interface

Index of this interface or the internal index of this object.

(Enhancedsubscribermanagement forMXSeries routers) Indexvalues fordynamicCoS traffic control
profiles and dynamic scheduler maps are larger for enhanced subscriber management than they are
for legacy subscriber management.

Index

Status of dedicated queues configured on an interface. Supported only on Trio MPC/MIC interfaces
on MX Series routers.

(Enhanced subscriber management for MX-Series routers) This field is not displayed for enhanced
subscriber management.

Dedicated Queues
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Table 46: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Number of queues you can configure on the interface.Maximum usable
queues

Maximum number of queues you can use.Maximum usable
queues

Number of queues created in addition to the default queues. Supported only on Trio MPC/MIC
interfaces on MX Series routers.

(Enhanced subscriber management for MX Series routers) This field is not displayed for enhanced
subscriber management.

Total non-default
queues created

(QFX3500 switches only) IEEE 802.1p code point (priority) rewrite value. Incoming traffic from the
Fibre Channel (FC) SAN is classified into the forwarding class specified in the native FC interface
(NP_Port) fixed classifier and uses the priority specified as the IEEE 802.1p rewrite value.

Rewrite Input IEEE
Code-point

Maximum transmission rate on the physical interface. You can configure the shaping rate on the
physical interface, or on the logical interface, but not on both. Therefore, the Shaping rate field is
displayed for either the physical interface or the logical interface.

Shaping rate

Name of the output scheduler map associated with this interface.

(Enhanced subscriber management for MX Series routers) The name of the dynamic scheduler map
object is associatedwith ageneratedUID (for example,SMAP-1_UID1002) insteadofwith a subscriber
interface.

Scheduler map

(QFX Series only) Name of the output fabric scheduler map associated with a QFabric system
Interconnect device interface.

Scheduler map
forwarding class sets

For Gigabit Ethernet IQ2 PICs, maximum transmission rate on the input interface.Input shaping rate

For Gigabit Ethernet IQ2 PICs, name of the input scheduler map associated with this interface.Input scheduler map

Name of the scheduler map associated with the packet forwarding component queues.Chassis scheduler map

Name and type of the rewrite rules associated with this interface.Rewrite

Name of the associated traffic control profile.

(Enhanced subscriber management for MX Series routers) The name of the dynamic traffic control
profile object is associated with a generated UID (for example, TC_PROF_100_199_SERIES_UID1006)
instead of with a subscriber interface.

Traffic-control-profile

Name and type of classifiers associated with this interface.Classifier

Name of the forwarding map associated with this interface.Forwarding-class-map

(QFX Series and EX4600 switches only) Congestion notification state, enabled or disabled.Congestion-notification

Name of a logical interface.Logical interface
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Table 46: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Categoryof anobject:Classifier,Fragmentation-map (for LSQ interfacesonly),Scheduler-map,Rewrite,
Translation Table (for IQE PICs only), or traffic-class-map (for T4000 routers with Type 5 FPCs).

Object

Name of an object.Name

Type of an object: dscp, dscp-ipv6, exp, ieee-802.1, ip, inet-precedence, or ieee-802.1ad (for traffic class
map on T4000 routers with Type 5 FPCs)..

Type

Encapsulation on the physical interface.Link-level type

MTU size on the physical interface.MTU

Speed at which the interface is running.Speed

Whether loopback is enabled and the type of loopback.Loopback

Whether source filtering is enabled or disabled.Source filtering

Whether flow control is enabled or disabled.Flow control

(Gigabit Ethernet interfaces)Whether autonegotiation is enabled or disabled.Auto-negotiation

(Gigabit Ethernet interfaces) Remote fault status.

• Online—Autonegotiation is manually configured as online.

• Offline—Autonegotiation is manually configured as offline.

Remote-fault

The Device flags field provides information about the physical device and displays one or more of the
following values:

• Down—Device has been administratively disabled.

• Hear-Own-Xmit—Device receives its own transmissions.

• Link-Layer-Down—The link-layer protocol has failed to connect with the remote endpoint.

• Loopback—Device is in physical loopback.

• Loop-Detected—The link layerhas received frames that it sent, therebydetectingaphysical loopback.

• No-Carrier—Onmedia that support carrier recognition, no carrier is currently detected.

• No-Multicast—Device does not support multicast traffic.

• Present—Device is physically present and recognized.

• Promiscuous—Device is in promiscuous mode and recognizes frames addressed to all physical
addresses on themedia.

• Quench—Transmission on the device is quenched because the output buffer is overflowing.

• Recv-All-Multicasts—Device is inmulticast promiscuousmode and therefore provides nomulticast
filtering.

• Running—Device is active and enabled.

Device flags
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Table 46: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

The Interface flags field provides information about the physical interface and displays one or more
of the following values:

• Admin-Test—Interface is in testmodeandsomesanity checking, suchas loopdetection, is disabled.

• Disabled—Interface is administratively disabled.

• Down—A hardware failure has occurred.

• Hardware-Down—Interface is nonfunctional or incorrectly connected.

• Link-Layer-Down—Interface keepalives have indicated that the link is incomplete.

• No-Multicast—Interface does not support multicast traffic.

• No-receive No-transmit—Passive monitor mode is configured on the interface.

• Point-To-Point—Interface is point-to-point.

• Pop all MPLS labels from packets of depth—MPLS labels are removed as packets arrive on an
interface that has the pop-all-labels statement configured. The depth value can be one of the
following:

• 1—Takes effect for incoming packets with one label only.

• 2—Takes effect for incoming packets with two labels only.

• [ 1 2 ]—Takes effect for incoming packets with either one or two labels.

• Promiscuous—Interface is in promiscuous mode and recognizes frames addressed to all physical
addresses.

• Recv-All-Multicasts—Interface is inmulticast promiscuousmodeandprovidesnomulticast filtering.

• SNMP-Traps—SNMP trap notifications are enabled.

• Up—Interface is enabled and operational.

Interface flags

The Logical interface flags field provides information about the logical interface and displays one or
more of the following values:

• ACFC Encapsulation—Address control field Compression (ACFC) encapsulation is enabled
(negotiated successfully with a peer).

• Device-down—Device has been administratively disabled.

• Disabled—Interface is administratively disabled.

• Down—A hardware failure has occurred.

• Clear-DF-Bit—GRE tunnel or IPsec tunnel is configured to clear the Don't Fragment (DF) bit.

• Hardware-Down—Interface protocol initialization failed to complete successfully.

• PFC—Protocol field compression is enabled for the PPP session.

• Point-To-Point—Interface is point-to-point.

• SNMP-Traps—SNMP trap notifications are enabled.

• Up—Interface is enabled and operational.

Flags

Encapsulation on the logical interface.Encapsulation

Administrative state of the interface (Up or Down)Admin

Status of physical link (Up or Down).Link

Protocol configured on the interface.Proto
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Table 46: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Names of any firewall filters to be evaluated when packets are received on the interface, including
any filters attached through activation of dynamic service.

Input Filter

Names of any firewall filters to be evaluatedwhen packets are transmitted on the interface, including
any filters attached through activation of dynamic service.

Output Filter

Provides information about the physical link and displays one or more of the following values:

• ACFC—Address control field compression is configured. ThePoint-to-Point Protocol (PPP) session
negotiates the ACFC option.

• Give-Up—Link protocol does not continue connection attempts after repeated failures.

• Loose-LCP—PPPdoes not use the Link Control Protocol (LCP) to indicatewhether the link protocol
is operational.

• Loose-LMI—Frame Relay does not use the Local Management Interface (LMI) to indicate whether
the link protocol is operational.

• Loose-NCP—PPP does not use the Network Control Protocol (NCP) to indicatewhether the device
is operational.

• Keepalives—Link protocol keepalives are enabled.

• No-Keepalives—Link protocol keepalives are disabled.

• PFC—Protocol field compression is configured. The PPP session negotiates the PFC option.

Link flags

Current interface hold-time up and hold-time down, in milliseconds.Hold-times

Number of CoS queues configured.CoS queues

Date, time, and how long ago the interface went from down to up. The format is Last flapped:
year-month-day hour:minute:second:timezone (hour:minute:second ago). For example, Last flapped:
2002-04-26 10:52:40 PDT (04:33:20 ago).

Last flapped

Number and rate of bytes and packets received and transmitted on the physical interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Statistics last cleared

Number of IPv6 transit bytes and packets received and transmitted on the logical interface if IPv6
statistics tracking is enabled.

IPv6 transit statistics
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Table 46: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Input errors on the interface. The labels are explained in the following list:

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager ASIC. If the interface is
saturated, this number increments once for every packet that is dropped by the ASIC's RED
mechanism.

• Framing errors—Number of packets received with an invalid frame checksum (FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Giants—Number of frames received that are larger than the giant threshold.

• Bucket Drops—Drops resulting from the traffic load exceeding the interface transmit or receive
leaky bucket configuration.

• Policeddiscards—Number of frames that the incoming packetmatch code discarded because they
were not recognized or not of interest. Usually, this field reports protocols that Junos OS does not
handle.

• L3 incompletes—Number of incoming packets discarded because they failed Layer 3 (usually IPv4)
sanity checks of the header. For example, a frame with less than 20 bytes of available IP header is
discarded. Layer 3 incomplete errors can be ignored by configuring the ignore-l3-incompletes
statement.

• L2channelerrors—Numberof times the softwaredidnot findavalid logical interface for an incoming
frame.

• L2mismatch timeouts—Number of malformed or short packets that caused the incoming packet
handler to discard the frame as unreadable.

• HS link CRC errors—Number of errors on the high-speed links between the ASICs responsible for
handling the router interfaces.

• HS link FIFO overflows—Number of FIFO overflows on the high-speed links between the ASICs
responsible for handling the router interfaces.

Input errors

Output errors on the interface. The labels are explained in the following list:

• Carrier transitions—Number of times the interface has gone from down to up. This number does not
normally increment quickly, increasing only when the cable is unplugged, the far-end system is
powered down and up, or another problem occurs. If the number of carrier transitions increments
quickly (perhapsonceevery 10 seconds), the cable, the far-endsystem,or thePIC ismalfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/O Manager ASIC. If the interface
is saturated, this number increments once for every packet that is dropped by the ASIC's RED
mechanism.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), the Drops field does not always use the correct value for queue 6 or queue 7
for interfaces on 10-port 1-Gigabit Ethernet PICs.

• Aged packets—Number of packets that remained in shared packet SDRAM so long that the system
automatically purged them. The value in this field should never increment. If it does, it ismost likely
a software bug or possibly malfunctioning hardware.

• HS link FIFO underflows—Number of FIFO underflows on the high-speed links between the ASICs
responsible for handling the router interfaces.

• MTU errors—Number of packets whose size exceeds the MTU of the interface.

Output errors

Total number of egress Maximum usable queues on the specified interface.Egress queues
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Table 46: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

CoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Dropped packets—Number of packets dropped by the ASIC's REDmechanism.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), theDroppedpackets field does not always display the correct value for queue 6
or queue 7 for interfaces on 10-port 1-Gigabit Ethernet PICs.

Queue counters

(SONET)SONETmedia-specific alarmsanddefects that prevent the interface frompassing packets.
When a defect persists for a certain period, it is promoted to an alarm. Based on the router
configuration, an alarm can ring the red or yellow alarm bell on the router or light the red or yellow
alarm LED on the craft interface. See these fields for possible alarms and defects: SONET PHY,
SONET section, SONET line, and SONET path.

SONET alarms

SONET defects

Counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET PHY field has the following subfields:

• PLL Lock—Phase-locked loop

• PHY Light—Loss of optical signal

SONET PHY

Counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET section field has the following subfields:

• BIP-B1—Bit interleaved parity for SONET section overhead

• SEF—Severely errored framing

• LOS—Loss of signal

• LOF—Loss of frame

• ES-S—Errored seconds (section)

• SES-S—Severely errored seconds (section)

• SEFS-S—Severely errored framing seconds (section)

SONET section
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Table 46: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Active alarms and defects, plus counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET line field has the following subfields:

• BIP-B2—Bit interleaved parity for SONET line overhead

• REI-L—Remote error indication (near-end line)

• RDI-L—Remote defect indication (near-end line)

• AIS-L—Alarm indication signal (near-end line)

• BERR-SF—Bit error rate fault (signal failure)

• BERR-SD—Bit error rate defect (signal degradation)

• ES-L—Errored seconds (near-end line)

• SES-L—Severely errored seconds (near-end line)

• UAS-L—Unavailable seconds (near-end line)

• ES-LFE—Errored seconds (far-end line)

• SES-LFE—Severely errored seconds (far-end line)

• UAS-LFE—Unavailable seconds (far-end line)

SONET line

Active alarms and defects, plus counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET path field has the following subfields:

• BIP-B3—Bit interleaved parity for SONET section overhead

• REI-P—Remote error indication

• LOP-P—Loss of pointer (path)

• AIS-P—Path alarm indication signal

• RDI-P—Path remote defect indication

• UNEQ-P—Path unequipped

• PLM-P—Path payload (signal) label mismatch

• ES-P—Errored seconds (near-end STS path)

• SES-P—Severely errored seconds (near-end STS path)

• UAS-P—Unavailable seconds (near-end STS path)

• ES-PFE—Errored seconds (far-end STS path)

• SES-PFE—Severely errored seconds (far-end STS path)

• UAS-PFE—Unavailable seconds (far-end STS path)

SONET path
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Table 46: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Values of the received and transmitted SONET overhead:

• C2—Signal label. Allocated to identify the construction and content of the STS-level SPE and for
PDI-P.

• F1—Section user channel byte. This byte is set aside for the purposes of users.

• K1 and K2—These bytes are allocated for APS signaling for the protection of the multiplex section.

• J0—Section trace. This byte is defined for STS-1 number 1 of an STS-N signal. Used to transmit a
1-byte fixed-length string or a 16-byte message so that a receiving terminal in a section can verify
its continued connection to the intended transmitter.

• S1—Synchronization status. The S1 byte is located in the first STS-1 number of an STS-N signal.

• Z3 and Z4—Allocated for future use.

Received SONET
overhead

Transmitted SONET
overhead

SONET/SDH interfaces allow path trace bytes to be sent inband across the SONET/SDH link. Juniper
Networks and other router manufacturers use these bytes to help diagnosemisconfigurations and
networkerrorsby setting the transmittedpath tracemessageso that it contains the systemhostname
and name of the physical interface. The received path trace value is the message received from the
router at the other end of the fiber. The transmitted path trace value is the message that this router
transmits.

Received path trace

Transmitted path trace

Information about the HDLC configuration.

• Policing bucket—Configured state of the receiving policer.

• Shaping bucket—Configured state of the transmitting shaper.

• Giant threshold—Giant threshold programmed into the hardware.

• Runt threshold—Runt threshold programmed into the hardware.

HDLC configuration

Information about the configuration of the Packet Forwarding Engine:

• Destination slot—FPC slot number.

• PLP byte—Packet Level Protocol byte.

Packet Forwarding
Engine configuration

Information about the CoS queue for the physical interface.

• CoS transmit queue—Queue number and its associated user-configured forwarding class name.

• Bandwidth%—Percentage of bandwidth allocated to the queue.

• Bandwidth bps—Bandwidth allocated to the queue (in bps).

• Buffer%—Percentage of buffer space allocated to the queue.

• Buffer usec—Amount of buffer space allocated to the queue, inmicroseconds. This value is nonzero
only if the buffer size is configured in terms of time.

• Priority—Queue priority: low or high.

• Limit—Displayed if rate limiting is configured for the queue. Possible values are none and exact. If
exact is configured, the queue transmits only up to the configured bandwidth, even if excess
bandwidth is available. Ifnone is configured, thequeue transmits beyond the configuredbandwidth
if bandwidth is available.

CoS information

Total number of forwarding classes supported on the specified interface.Forwarding classes

Total number of egress Maximum usable queues on the specified interface.Egress queues
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Table 46: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Queue number.Queue

Forwarding class name.Forwarding classes

Number of packets queued to this queue.Queued Packets

Number of bytes queued to this queue. The byte counts vary by PIC type.Queued Bytes

Number of packets transmitted by this queue. When fragmentation occurs on the egress interface,
the first setofpacket counters shows thepostfragmentationvalues. Thesecondsetofpacket counters
(displayed under the Packet Forwarding Engine Chassis Queues field) shows the prefragmentation
values.

Transmitted Packets

Number of bytes transmitted by this queue. The byte counts vary by PIC type.Transmitted Bytes

Number of packets dropped because of tail drop.Tail-dropped packets

Number of packets dropped because of random early detection (RED).

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, the total
numberofdroppedpackets isdisplayed.Onall otherMSeries routers, theoutput classifiesdropped
packets into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP packets dropped because of RED.

• Low, TCP—Number of low-loss priority TCP packets dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP packets dropped because of RED.

• High, TCP—Number of high-loss priority TCP packets dropped because of RED.

• (MXSeries routerswith enhancedDPCs, andTSeries routerswith enhancedFPCsonly)Theoutput
classifies dropped packets into the following categories:

• Low—Number of low-loss priority packets dropped because of RED.

• Medium-low—Number of medium-low loss priority packets dropped because of RED.

• Medium-high—Number of medium-high loss priority packets dropped because of RED.

• High—Number of high-loss priority packets dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped packets
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Table 46: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Number of bytes dropped because of RED. The byte counts vary by PIC type.

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, only the
total number of dropped bytes is displayed. On all other M Series routers, the output classifies
dropped bytes into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP bytes dropped because of RED.

• Low, TCP—Number of low-loss priority TCP bytes dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP bytes dropped because of RED.

• High, TCP—Number of high-loss priority TCP bytes dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped bytes

Configured transmit rate of the scheduler. The rate is a percentage of the total interface bandwidth.Transmit rate

Rate limiting configuration of the queue. Possible values are :

• None—No rate limit.

• exact—Queue transmits at the configured rate.

Rate Limit

Delay buffer size in the queue.Buffer size

Scheduling priority configured as low or high.Priority

Priority of the excess bandwidth traffic on a scheduler: low,medium-low,medium-high, high, or none.Excess Priority

Display the assignment of drop profiles.

• Loss priority—Packet loss priority for drop profile assignment.

• Protocol—Transport protocol for drop profile assignment.

• Index—Index of the indicated object. Objects that have indexes in this output include schedulers
and drop profiles.

• Name—Name of the drop profile.

• Type—Type of the drop profile: discrete or interpolated.

• Fill Level—Percentage fullness of a queue.

• Drop probability—Drop probability at this fill level.

Drop profiles

Priority of the excess bandwidth traffic on a scheduler.Excess Priority
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Table 46: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Display the assignment of drop profiles.

• Loss priority—Packet loss priority for drop profile assignment.

• Protocol—Transport protocol for drop profile assignment.

• Index—Index of the indicated object. Objects that have indexes in this output include schedulers
and drop profiles.

• Name—Name of the drop profile.

• Type—Type of the drop profile: discrete or interpolated.

• Fill Level—Percentage fullness of a queue.

• Drop probability—Drop probability at this fill level.

Drop profiles

Display the assignment of shaping-rate adjustments on a scheduler node or queue.

• Adjusting application—Application that is performing the shaping-rate adjustment.

• The adjusting application can appear as ancp LS-0, which is the Junos OS Access Node Control
Profile process (ancpd) that performs shaping-rate adjustments on schedule nodes.

• The adjusting application can appear as DHCP, which adjusts the shaping-rate and
overhead-accountingclass-of-serviceattributesbasedonDHCPoption82, suboption9(Vendor
Specific Information). The shaping rate is based on the actual-data-rate-downstream attribute.
Theoverheadaccountingvalue isbasedon theaccess-loop-encapsulationattributeandspecifies
whether the access loop uses Ethernet (framemode) or ATM (cell mode).

• The adjusting application can also appear as pppoe, which adjusts the shaping-rate and
overhead-accountingclass-of-serviceattributesondynamic subscriber interfaces inabroadband
access network based on access line parameters in Point-to-Point Protocol over Ethernet
(PPPoE) Tags [TR-101]. This feature is supported on MPC/MIC interfaces on MX Series routers.
The shaping rate is based on the actual-data-rate-downstream attribute. The overhead
accounting value is based on the access-loop-encapsulation attribute and specifies whether
the access loop uses Ethernet (framemode) or ATM (cell mode).

• Adjustment type—Type of adjustment: absolute or delta.

• Configured shaping rate—Shaping rate configured for the scheduler node or queue.

• Adjustment value—Value of adjusted shaping rate.

• Adjustment target—Level of shaping-rate adjustment performed: node or queue.

• Adjustment overhead-accountingmode—Configured shaping mode: frame or cell.

• Adjustment overhead bytes—Number of bytes that the ANCP agent adds to or subtracts from the
actual downstream frame overhead before reporting the adjusted values to CoS.

• Adjustment target—Level of shaping-rate adjustment performed: node or queue.

• Adjustmentmulticast index—

Adjustment information

Sample Output

show class-of-service interface (Physical)

user@host> show class-of-service interface so-0/2/3
Physical interface: so-0/2/3, Index: 135
Maximum usable queues: 8, Queues in use: 4
Total non—default queues created: 4
  Scheduler map: <default>, Index: 2032638653

  Logical interface: fe-0/0/1.0, Index: 68, Dedicated Queues: no
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    Shaping rate: 32000
    Object                   Name                   Type           Index
    Scheduler-map            <default>                              27
    Rewrite                  exp-default            exp             21
    Classifier               exp-default            exp             5
    Classifier               ipprec-compatibility   ip              8
    Forwarding—class—map     exp-default            exp             5

show class-of-service interface (Logical)

user@host> show class-of-service interface so-0/2/3.0
Logical interface: so-0/2/3.0, Index: 68, Dedicated Queues: no
    Shaping rate: 32000
    Object                   Name                   Type             Index
    Scheduler-map            <default>                                27
    Rewrite                  exp-default            exp               21
    Classifier               exp-default            exp               5
    Classifier               ipprec-compatibility   ip                8
    Forwarding—class—map     exp-default            exp               5

show class-of-service interface (Gigabit Ethernet)

user@host> show class-of-service interface ge-6/2/0
Physical interface: ge-6/2/0, Index: 175
Maximum usable queues: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Input scheduler map: <default>, Index: 3
  Chassis scheduler map: <default-chassis>, Index: 4

show class-of-service interface (ANCP)

user@host> show class-of-service interface pp0.1073741842
  Logical interface: pp0.1073741842, Index: 341
Object                  Name                   Type                    Index
Traffic-control-profile TCP-CVLAN              Output                  12408
Classifier              dscp-ipv6-compatibility dscp-ipv6                  9
Classifier              ipprec-compatibility   ip                         13

    Adjusting application: ancp LS-0
      Adjustment type: absolute
      Configured shaping rate: 4000000
      Adjustment value: 11228000
      Adjustment overhead-accounting mode: Frame Mode
      Adjustment overhead bytes: 50
      Adjustment target: node 

show class-of-service interface (PPPoE Interface)

user@host> show class-of-service interface pp0.1
Logical interface: pp0.1, Index: 85
    Object                  Name                   Type           Index
    Traffic-control-profile tcp-pppoe.o.pp0.1      Output         2726446535
    Classifier              ipprec-compatibility   ip             13

    Adjusting application: PPPoE
      Adjustment type: absolute
      Adjustment value: 5000000
      Adjustment overhead-accounting mode: cell
      Adjustment target: node
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show class-of-service interface (DHCP Interface)

user@host> show class-of-service interface demux0.1
Logical interface: pp0.1, Index: 85
    Object                  Name                   Type           Index
    Traffic-control-profile tcp-dhcp.o.demux0.1    Output         2726446535
    Classifier              ipprec-compatibility   ip             13

    Adjusting application: DHCP
      Adjustment type: absolute
      Adjustment value: 5000000
      Adjustment overhead-accounting mode: cell
      Adjustment target: node

show class-of-service interface (T4000 Routers with Type 5 FPCs)

user@host> show class-of-service interface xe-4/0/0
Physical interface: xe-4/0/0, Index: 153
    Maximum usable queues: 8, Queues in use: 4
      Shaping rate: 5000000000 bps
      Scheduler map: <default>, Index: 2
      Congestion-notification: Disabled

      Logical interface: xe-4/0/0.0, Index: 77
        Object                  Name                   Type                    
Index
        Classifier              ipprec-compatibility   ip                       
  13

show class-of-service interface detail

user@host> show class-of-service interface ge-0/3/0 detail

Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Link-level type: Ethernet, MTU: 1518, Speed: 1000mbps, Loopback: Disabled, 
Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled, 
Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000          

  Physical interface: ge-0/3/0, Index: 138             
  Maximum usable queues: 4, Queues in use: 5
  Shaping rate: 50000 bps
  Scheduler map: interface-schedular-map, Index: 58414
  Input shaping rate: 10000 bps
  Input scheduler map: schedular-map, Index: 15103
  Chassis scheduler map: <default-chassis>, Index: 4
  Congestion-notification: Disabled

  Logical interface ge-0/3/0.0                                       
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    inet
    mpls
Interface       Admin Link Proto Input Filter         Output Filter  
ge-0/3/0.0      up    up   inet
                           mpls
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.0      up    up   inet
                           mpls
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  Logical interface: ge-0/3/0.0, Index: 68                             
    Object                  Name                   Type               Index 
    Rewrite                 exp-default            exp (mpls-any)       33
    Classifier              exp-default            exp                  10
    Classifier              ipprec-compatibility   ip                   13

  Logical interface ge-0/3/0.1
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    inet
Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.1      up    up   inet
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.1      up    up   inet

  Logical interface: ge-0/3/0.1, Index: 69
    Object                  Name                   Type            Index
    Classifier              ipprec-compatibility   ip               13

show class-of-service interface comprehensive

user@host> show class-of-service interface ge-0/3/0 comprehensive
Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Interface index: 138, SNMP ifIndex: 601, Generation: 141
  Link-level type: Ethernet, MTU: 1518, Speed: 1000mbps, BPDU Error: None, 
MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: Disabled, Flow 
control: Enabled,
  Auto-negotiation: Enabled, Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  CoS queues     : 4 supported, 4 maximum usable queues
  Schedulers     : 256
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:14:f6:f4:b4:5d, Hardware address: 00:14:f6:f4:b4:5d
  Last flapped   : 2010-09-07 06:35:22 PDT (15:14:42 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 total statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Ingress traffic statistics at Packet Forwarding Engine:
   Input  bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Drop   bytes  :                    0                    0 bps
   Drop   packets:                    0                    0 pps
  Label-switched interface (LSI) traffic statistics:
   Input  bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0, L3 
incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0, FIFO errors: 0, 
Resource errors: 0
  Output errors:
    Carrier transitions: 5, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,
 FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
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  Ingress queues: 4 supported, 5 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 af3                            0                    0                    0

    1 af2                            0                    0                    0

    2 ef2                            0                    0                    0

    3 ef1                            0                    0                    0

  Egress queues: 4 supported, 5 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 af3                            0                    0                    0

    1 af2                            0                    0                    0

    2 ef2                            0                    0                    0

    3 ef1                            0                    0                    0

  Active alarms  : None
  Active defects : None
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  Filter statistics:
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 0, CAM source filters: 0
  Autonegotiation information:
    Negotiation status: Complete
    Link partner:
        Link mode: Full-duplex, Flow control: Symmetric/Asymmetric, Remote fault:
 OK
    Local resolution:
      Flow control: Symmetric, Remote fault: Link OK
  Packet Forwarding Engine configuration:
    Destination slot: 0
  CoS information:
    Direction : Output
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
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                              %            bps     %           usec
    2 ef2                    39          19500     0            120     high    
none
    Direction : Input
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    0 af3                    30           3000    45              0      low    
none

Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Interface index: 138, SNMP ifIndex: 601
Forwarding classes: 16 supported, 5 in use
Ingress queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Forwarding classes: 16 supported, 5 in use
Egress queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
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    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:

Copyright © 2017, Juniper Networks, Inc.884

Broadband Subscriber Services Feature Guide



    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                108546                     0 pps
    Bytes                :              12754752                   376 bps
  Transmitted:
    Packets              :                108546                      0 pps
    Bytes                :              12754752                   376 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available

Physical interface: ge-0/3/0, Index: 138
Maximum usable queues: 4, Queues in use: 5
  Shaping rate: 50000 bps

Scheduler map: interface-schedular-map, Index: 58414

  Scheduler: ef2, Forwarding class: ef2, Index: 39155
    Transmit rate: 39 percent, Rate Limit: none, Buffer size: 120 us, Buffer 
Limit: none, Priority: high
    Excess Priority: unspecified
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile> 
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
  Input shaping rate: 10000 bps
  Input scheduler map: schedular-map

Scheduler map: schedular-map, Index: 15103

  Scheduler: af3, Forwarding class: af3, Index: 35058
    Transmit rate: 30 percent, Rate Limit: none, Buffer size: 45 percent, Buffer
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 Limit: none, Priority: low
    Excess Priority: unspecified
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         40582    green
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any         18928    yellow
Drop profile: green, Type: discrete, Index: 40582
  Fill level    Drop probability
          50                   0
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: yellow, Type: discrete, Index: 18928
  Fill level    Drop probability
          50                   0
         100                 100
  Chassis scheduler map: < default-drop-profile>
Scheduler map: < default-drop-profile>, Index: 4

  Scheduler: < default-drop-profile>, Forwarding class: af3, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: af2, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>     
      Medium low      any             1    < default-drop-profile>      
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
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Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: ef2, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: ef1, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>     
      High            any             1    < default-drop-profile>
Drop profile: , Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
  Congestion-notification: Disabled
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
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            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

  Logical interface ge-0/3/0.0 (Index 68) (SNMP ifIndex 152) (Generation 159)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 1500, Generation: 172, Route table: 0
      Flags: Sendbcast-pkt-to-re
      Input Filters: filter-in-ge-0/3/0.0-i,
      Policer: Input: p1-ge-0/3/0.0-inet-i
    Protocol mpls, MTU: 1488, Maximum labels: 3, Generation: 173, Route table: 0

      Flags: Is-Primary
      Output Filters: exp-filter,,,,,

Logical interface ge-1/2/0.0 (Index 347) (SNMP ifIndex 638) (Generation 156)    

Forwarding class ID  Queue  Restricted queue  Fabric priority  Policing priority
   SPU priority
best-effort      0   0      0                 low              normal           
    low

Aggregate Forwarding-class statistics per forwarding-class 
  Aggregate Forwarding-class statistics:
   Forwarding-class statistics:

Forwarding-class best-effort statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Forwarding-class expedited-forwarding statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0
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    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

IPv4 protocol forwarding-class statistics:
  Forwarding-class statistics:
  Forwarding-class best-effort statistics:

    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Forwarding-class expedited-forwarding statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

    IPv6  protocol forwarding-class statistics:
    Forwarding-class statistics:
     Forwarding-class best-effort statistics:

    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Forwarding-class expedited-forwarding statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Logical interface ge-0/3/0.0 (Index 68) (SNMP ifIndex 152)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    Input packets : 0
    Output packets: 0
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Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.0      up    up   inet  filter-in-ge-0/3/0.0-i
                           mpls                       exp-filter
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.0      up    up
                           inet  p1-ge-0/3/0.0-inet-i
                           mpls

Filter: filter-in-ge-0/3/0.0-i
Counters:
Name                                                Bytes              Packets
count-filter-in-ge-0/3/0.0-i                            0                    0

Filter: exp-filter
Counters:
Name                                                Bytes              Packets
count-exp-seven-match                                   0                    0
count-exp-zero-match                                    0                    0
Policers:
Name                                              Packets
p1-ge-0/3/0.0-inet-i                                    0

  Logical interface: ge-0/3/0.0, Index: 68
    Object                  Name                   Type                    Index

    Rewrite                 exp-default            exp (mpls-any)             33

Rewrite rule: exp-default, Code point type: exp, Index: 33
  Forwarding class                    Loss priority       Code point
  af3                                 low                 000
  af3                                 high                001
  af2                                 low                 010
  af2                                 high                011
  ef2                                 low                 100
  ef2                                 high                101
  ef1                                 low                 110
  ef1                                 high                111
    Object                  Name                   Type                    Index

    Classifier              exp-default            exp                        10

Classifier: exp-default, Code point type: exp, Index: 10
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af2                                 low
  011                af2                                 high
  100                ef2                                 low
  101                ef2                                 high
  110                ef1                                 low
  111                ef1                                 high
    Object                  Name                   Type                    Index

    Classifier              ipprec-compatibility   ip                         13

Classifier: ipprec-compatibility, Code point type: inet-precedence, Index: 13
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af3                                 low
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  011                af3                                 high
  100                af3                                 low
  101                af3                                 high
  110                ef1                                 low
  111                ef1                                 high
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

  Logical interface ge-0/3/0.1 (Index 69) (SNMP ifIndex 154) (Generation 160)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 1500, Generation: 174, Route table: 0
      Flags: Sendbcast-pkt-to-re

  Logical interface ge-0/3/0.1 (Index 69) (SNMP ifIndex 154)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    Input packets : 0
    Output packets: 0

Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.1      up    up   mpls  
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.1      up    up
                           mpls

  Logical interface: ge-0/3/0.1, Index: 69
    Object                  Name                   Type                    Index

    Classifier              ipprec-compatibility   ip                         13

Classifier: ipprec-compatibility, Code point type: inet-precedence, Index: 13
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af3                                 low
  011                af3                                 high
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  100                af3                                 low
  101                af3                                 high
  110                ef1                                 low
  111                ef1                                 high
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

show class-of-service interface (ACX Series Routers)

user@host-g11# show class-of-service interface
Physical interface: at-0/0/0, Index: 130
Maximum usable queues: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled

  Logical interface: at-0/0/0.0, Index: 69

  Logical interface: at-0/0/0.32767, Index: 70

Physical interface: at-0/0/1, Index: 133
Maximum usable queues: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled

  Logical interface: at-0/0/1.0, Index: 71

  Logical interface: at-0/0/1.32767, Index: 72

Physical interface: ge-0/1/0, Index: 146
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Rewrite                 dscp-default           dscp                       31
Classifier              d1                     dscp                    11331
Classifier              ci                     ieee8021p                 583

  Logical interface: ge-0/1/0.0, Index: 73
Object                  Name                   Type                    Index
Rewrite                 custom-exp             exp (mpls-any)          46413

  Logical interface: ge-0/1/0.1, Index: 74

  Logical interface: ge-0/1/0.32767, Index: 75

Physical interface: ge-0/1/1, Index: 147
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
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Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/1/1.0, Index: 76

Physical interface: ge-0/1/2, Index: 148
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Rewrite                 ri                     ieee8021p (outer)       35392
Classifier              ci                     ieee8021p                 583

Physical interface: ge-0/1/3, Index: 149
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/1/3.0, Index: 77
Object                  Name                   Type                    Index
Rewrite                 custom-exp2            exp (mpls-any)          53581

Physical interface: ge-0/1/4, Index: 150
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/5, Index: 151
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/6, Index: 152
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/7, Index: 153
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              d1                     dscp                    11331

Physical interface: ge-0/2/0, Index: 154
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/2/1, Index: 155
Maximum usable queues: 8, Queues in use: 5
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  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/2/1.0, Index: 78

  Logical interface: ge-0/2/1.32767, Index: 79

Physical interface: xe-0/3/0, Index: 156
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: xe-0/3/0.0, Index: 80

Physical interface: xe-0/3/1, Index: 157
Maximum usable queues: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: xe-0/3/1.0, Index: 81

[edit]
user@host-g11#

show class-of-service interface (PPPoE Subscriber Interface for Enhanced Subscriber Management)

user@host> show class-of-service interface pp0.3221225474
  Logical interface: pp0.3221225475, Index: 3221225475
Object                  Name                   Type                    Index
Traffic-control-profile TC_PROF_100_199_SERIES_UID1006 Output      4294967312
Scheduler-map           SMAP-1_UID1002         Output              4294967327
Rewrite-Output          ieee-rewrite           ieee8021p               60432
Rewrite-Output          rule1                  ip                      50463

    Adjusting application: PPPoE IA tags
      Adjustment type: absolute
      Configured shaping rate: 11000000
      Adjustment value: 5000000
      Adjustment target: node

    Adjusting application: ucac
      Adjustment type: delta
      Configured shaping rate: 5000000
      Adjustment value: 100000
      Adjustment target: node
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show class-of-service interface-set

Syntax show class-of-service interface-set
<interface-set-name>

Release Information Command introduced in Junos OS Release 9.4.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Display theconfiguredshaping rateand theadjustedshaping rate for each logical interface

set configured for hierarchical class of service (CoS).

Options none—Display CoS associations for all logical interface sets.

interface-set interface-set-name—(Optional)DisplayCoSassociations for thespecified
interface set.

Required Privilege
Level

view

List of Sample Output show class-of-service interface-set on page 896
showclass-of-service interface-set (EnhancedSubscriberManagement)onpage896

Output Fields Table47onpage895describes theoutput fields for the showclass-of-service interface-set

command. Output fields are listed in the approximate order in which they appear.

Table 47: show class-of-service interface-set Output Fields

Field DescriptionField Name

Name of a logical interface set composed of one or more logical interfaces for which hierarchical
scheduling is enabled.

Interface-set

Index number of this interface set or the internal index number of this object.Index

Name of a physical interface.Physical interface

Number of queues you can configure on the interface.Queues supported

Number of queues currently configured.Queues in use

Name of the output traffic control profile attached to the logical interface set.Output traffic control
profile

(Enhanced subscriber management for MX Series routers) For dynamic subscriber management,
name of the output traffic control profile for remaining traffic attached to the logical interface set.

Output traffic control
profile remaining
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Table 47: show class-of-service interface-set Output Fields (continued)

Field DescriptionField Name

Name of the application that communicates shaping-rate adjustment information to the Junos OS
class-of-serviceprocess (cosd)on thebroadbandservices router (BSR).TheBSRuses the information
from this application to perform shaping-rate adjustments on the scheduler node that manages the
interface set. The adjusting application appears as ancp LS-0which is the Junos OS Access Node
Control Profile process (ancpd) that performs shaping-rate adjustments on schedule nodes. The
nodes are logical interface sets configured to represent subscriber local loops. When the
synchronization speed of the DSL line changes, ancpd communicates the local loop speed to cosd
over the default logical system, LS-0, and then the BSR throttles the shaping rate on the scheduler
node to the loop speed.

The adjusting application can also appear as PPPoE, which adjusts the shaping-rate and
overhead-accounting class-of-service attributes on dynamic subscriber interfaces in a broadband
access network based on access line parameters in Point-to-Point Protocol over Ethernet (PPPoE)
Tags [TR-101]. This feature is supported on MPC/MIC interfaces on MX Series routers. The shaping
rate is based on the actual data rate downstream attribute. The overhead accounting value is based
on the access loop encapsulation attribute and specifies whether the access loop uses Ethernet
(framemode) or ATM (cell mode).

Adjusting application

Typeof shaping-rateadjustmentperformedby theBSRon thescheduler node.The typeofadjustment
appears as Adjustment type, meaning that the configured shaping rate is adjusted by an absolute
value as opposed to by a percentage of the configured rate.

Adjustment type

Themaximum transmission rate on the physical interface as configured by the output traffic-control
profile attached to the scheduler node.

Configuredshaping rate

Value of the shaping-rate adjustment information sent by the adjusting application to cosd.Adjustment value

Configured shaping mode: frame or cell.Adjustment
overhead-accounting
mode

Sample Output

show class-of-service interface-set

user@host> show class-of-service interface-set example-ifset-ge-4/0/0-7
Interface-set: example-ifset-ge-4/0/0–7, Index: 8
Physical interface: ge-4/0/0, Index: 270
Queues supported: 8, Queues in use: 8
  Output traffic control profile: example-tcp-basic-rate, Index: 11395
Adjusting application: ancp LS-0
  Adjustment type: absolute
  Configured shaping rate: 50000000
  Adjustment value: 888000
  Adjustment overhead-accounting mode: cell

show class-of-service interface-set (Enhanced Subscriber Management)

user@host> show class of service interface-set
Interface-set: ge-1/0/0-201-201, Index: 1
Physical interface: ge-1/0/0, Index: 142
Queues supported: 8, Queues in use: 4
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  Output traffic control profile: LEVEL_2_UID1001, Index: 4294967307
  Output traffic control profile remaining: TCP_REMAIN_UID1003, Index: 4294967308
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show class-of-service scheduler-hierarchy interface

Syntax show class-of-service scheduler-hierarchy interface interface-name <detail>

Release Information Command introduced in Junos OS Release 13.3 for MX Series Routers.

Support for up to four hierarchy levels added in Junos OS Release 16.1.

Description For MPC/MIC interfaces only, display the scheduler hierarchy as well as the shaping rate,

guaranteed rate, priorities, and queue weight information for each forwarding class at

each hierarchy level.

Options detail—(Optional) Display scheduler hierarchies based on the interface set.

interface-name—Display information about a specific interface.

Required Privilege
Level

view

Related
Documentation

hierarchical-scheduler (Subscriber Interfaces onMX Series Routers) on page 623•

List of Sample Output show class-of-service scheduler-hierarchy interface on page 899

Output Fields Table 48 on page 898 describes the output fields for the show class-of-service

scheduler-hierarchy interface command.Output fields are listed in the approximate order

in which they appear.

Table 48: show class-of-service scheduler-hierarchy interface Output Fields

Field DescriptionField Name

Interface nameinterface

Traffic resource associated with the logical interfaceresource

Actual shaping rate in bits per secondshaping-rate

Actual guaranteed rate in bits per secondguaranteed rate

Actual queue priority in the guaranteed region (high, low, or none)guaranteed priority

Actual queue priority in the excess region (high, low, or none)excess priority

Actual queue weight for excess CoS weighted round-robinqueueweight

Actual interface unit per priority weights for excess weighted round-robinexcess weight
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Sample Output

show class-of-service scheduler-hierarchy interface

user@host> show class-of-service scheduler-hierarchy interface xe-1/0/0
--------------------------------------------------------------------------------
Interface/                    shaping guaranteed  guaranteed/  queue   excess
resource name                    rate      rate       excess  weight   weight
                                kbits     kbits     priority          high/low 
--------------------------------------------------------------------------------
xe-1/0/0                        12000                                           
  <<< L1
  xe-1/0/0 RTP                  12000         0                          1    1 

    best-effort                 12000         0     Low  Low     950
    network-control             12000         0     Low  Low      50
  ifset1                        12000         0                        500  500 
  <<< L2
    ifset1 RTP                  12000         0                          1    1
      be1                         720         0     Low  Low     250
      nc1                       12000         0     Low  Low     250
    demux0.96                    3000         0                          1    1 
  <<< L3
      demux0.96 RTP              3000         0                        500  500
        be1                      1000         0     Low  Low     250
        nc1                      3000         0     Low  Low     250
      pp0.81                     2000         0                          1    1 
  <<< L4
         be1                     1000         0     Low  Low     250
         nc1                     2000         0     Low  Low     250
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show class-of-service scheduler-hierarchy interface-set

Syntax show class-of-service scheduler-hierarchy interface-set interface-set-name <detail>

Release Information Command introduced in Junos OS Release 13.3 for MX Series Routers.

Description For MPC/MIC interface sets only, display the scheduler hierarchy.

Options detail—(Optional) Display scheduler hierarchies based on the interface-set.

interface-set-name—Display information about a specific interface-set.

Required Privilege
Level

view

Related
Documentation

show interfaces queue•

List of Sample Output show class-of-service scheduler-hierarchy interface-set on page 901

Output Fields Table 49 on page 900 describes the output fields for the show class-of-service

scheduler-hierarchy interface-set command. Output fields are listed in the approximate

order in which they appear.

Table 49: show class-of-service scheduler-hierarchy interface-set Output Fields

Field DescriptionField Name

Type of interfaceinterface

Traffic resource associated with the logical interfaceresource

Actual shaping rate in bits per secondshaping-rate

Actual guaranteed rate in bits per secondguaranteed rate

Actual queue priority in the guaranteed region (high, low, or none)guaranteed priority

Actual queue priority in the excess region (high, low, or none)excess priority

Actual queue weight for excess CoS weighted round-robinqueueweight

Actual interface-set per priority weights for excess weighted round-robinexcess weight
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Sample Output

show class-of-service scheduler-hierarchy interface-set

user@host> show class-of-service scheduler-hierarchy interface-set ifset
--------------------------------------------------------------------------------
Interface/                    shaping guarnteed  guaranteed/   queue   excess
resource name                    rate      rate       excess  weight   weight
                                kbits     kbits     priority          high/low 
--------------------------------------------------------------------------------
ge-1/0/0                       100000
  ge-1/0/0 RTP                 100000         0                          1   1
    be                         100000      1000     Low  Low       1
    da                           9000      2000  Medium High       1
    vi                         100000      3000  Medium None     626
    vo                         100000      4000    High High     373
    gt                         100000         0    High High       1
  ge-1/0/0.20                   50000     40000                        750 750
    be                          50000      1000     Low  Low       1
    da                           9000      2000  Medium High       1
    vi                          50000      3000  Medium None     626
    vo                          50000      4000    High High     373
    gt                          50000  Disabled    High High       1
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show class-of-service scheduler-map

Syntax show class-of-service scheduler-map
<name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Display the mapping of schedulers to forwarding classes and a summary of scheduler

parameters for each entry.

Options none—Display all scheduler maps.

name—(Optional)Displaya summaryof scheduler parameters for each forwarding class
to which the named scheduler is assigned.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Junos OS Enhanced Subscriber Management•

List of Sample Output show class-of-service scheduler-map on page 903
show class-of-service scheduler-map (QFX Series) on page 904

Output Fields Table 50 on page 902 describes the output fields for the show class-of-service

scheduler-map command.Output fields are listed in the approximate order inwhich they

appear.

Table 50: show class-of-service scheduler-mapOutput Fields

Field DescriptionField Name

Name of the scheduler map.

(Enhanced subscriber management for MX Series routers) The name of the dynamic scheduler map
object is associatedwith ageneratedUID (for example,SMAP-1_UID1002) insteadofwith a subscriber
interface.

Scheduler map

Indexof the indicatedobject.Objectshaving indexes in this output includeschedulermaps, schedulers,
and drop profiles.

(Enhancedsubscribermanagement forMXSeries routers) Indexvalues fordynamicCoS traffic control
profiles are larger for enhanced subscriber management than they are for legacy subscriber
management.

Index

Name of the scheduler.Scheduler
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Table 50: show class-of-service scheduler-mapOutput Fields (continued)

Field DescriptionField Name

Classification of a packet affecting the forwarding, scheduling, andmarking policies applied as the
packet transits the router.

Forwarding class

Configured transmit rate of the scheduler (in bps). The rate is a percentage of the total interface
bandwidth, or the keyword remainder, which indicates that the scheduler receives the remaining
bandwidth of the interface.

Transmit rate

Rate limiting configuration of the queue. Possible values are none, meaning no rate limiting, and exact,
meaning the queue only transmits at the configured rate.

Rate Limit

Amount of transmit delay (in milliseconds) or the buffer size of the queue. The buffer size is shown
as a percentage of the total interface buffer allocation, or by the keyword remainder to indicate that
the buffer is sized according to what remains after other scheduler buffer allocations.

Maximumbuffer delay

Scheduling priority: low or high.Priority

Priority of excess bandwidth: low,medium-low,medium-high, high, or none.Excess priority

(QFX Series, OCX Series, and EX4600 switches only) Explicit congestion notification (ECN) state:

• Disable—ECN is disabled on the specified scheduler

• Enable—ECN is enabled on the specified scheduler

ECN is disabled by default.

Explicit Congestion
Notification

Minimum shaping rate for an adjusted queue, in bps.Adjustminimum

Bandwidth adjustment applied to a queue, in percent.Adjust percent

Tabledisplaying theassignmentofdropprofilesbynameand index toagiven losspriority andprotocol
pair.

Drop profiles

Packet loss priority for drop profile assignment.Loss priority

Transport protocol for drop profile assignment.Protocol

Name of the drop profile.Name

Sample Output

show class-of-service scheduler-map

user@host> show class-of-service scheduler-map
Scheduler map: dd-scheduler-map, Index: 84

  Scheduler: aa-scheduler, Index: 8721, Forwarding class: aa-forwarding-class
   Transmit rate: 30 percent, Rate Limit: none, Maximum buffer delay: 39 ms,
   Priority: high
   Drop profiles:
    Loss priority   Protocol    Index    Name
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     Low            non-TCP     8724     aa-drop-profile
     Low            TCP         9874     bb-drop-profile
     High           non-TCP     8833     cc-drop-profile
     High           TCP         8484     dd-drop-profile

  Scheduler: bb-scheduler, Forwarding class: aa-forwarding-class
   Transmit rate: 40 percent, Rate limit: none, Maximum buffer delay: 68 ms,
   Priority: high
   Drop profiles:
    Loss priority   Protocol    Index    Name
     Low            non-TCP     8724     aa-drop-profile
     Low            TCP         9874     bb-drop-profile
     High           non-TCP     8833     cc-drop-profile
     High           TCP         8484     dd-drop-profile

show class-of-service scheduler-map (QFX Series)

user@switch# show class-of-service scheduler-map
Scheduler map: be-map, Index: 12240

  Scheduler:be-sched, Forwarding class: best-effort, Index: 115
    Transmit rate: 30 percent, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified, Explicit Congestion Notification: disable

    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any          3312    lan-dp           
      Medium-high     any          2714    be-dp1
      High            any          3178    be-dp2
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show class-of-service traffic-control-profile

Syntax show class-of-service traffic-control-profile
<profile-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 12.2 for ACX Series Routers.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description For Gigabit Ethernet IQ PICs, Channelized IQ PICs, EQ DPCs, and MPC/MIC interfaces

only, display traffic shaping and scheduling profiles.

(ACX Series routers) For ATM IMA pseudowire interfaces, display traffic shaping and

scheduling profiles.

Options none—Display all profiles.

profile-name—(Optional) Display information about a single profile.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Junos OS Enhanced Subscriber Management•

List of Sample Output show class-of-service traffic-control-profile on page 907
show class-of-service traffic-control-profile (MX Series routers with Clear Channel
Multi-Rate CEMIC) on page 908
show class-of-service traffic-control-profile (ACX Series routers with ATM IMA
pseudowire interfaces) on page 908
show class-of-service traffic-control-profile (Enhanced Subscriber
Management) on page 908

Output Fields Table 51 on page 905 describes the output fields for the show class-of-service

traffic-control-profilecommand.Output fieldsare listed in theapproximateorder inwhich

they appear.

Table 51: show class-of-service traffic-control-profile Output Fields

Field DescriptionField Name

Name of the traffic control profile.

(Enhanced subscriber management for MX Series routers) The
nameof thedynamic traffic control profile object is associatedwith
ageneratedUID(for example,TC_PROF_100_199_SERIES_UID1000)
instead of with a subscriber interface.

Traffic control profile
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Table 51: show class-of-service traffic-control-profile Output
Fields (continued)

Field DescriptionField Name

Index number of the traffic control profile.

(Enhanced subscriber management for MX Series routers) Index
values for dynamic CoS traffic control profiles are larger for
enhanced subscriber management than they are for legacy
subscriber management.

Index

(MX Series routers with ATMMulti-Rate CE MIC) Configured
category of ATM service. Possible values:

• cbr—Constant bit rate.

• rtvbr—Real time variable bit rate.

• nrtvbr—Non real time variable bit rate.

• ubr—Unspecified bit rate.

ATMService

Configuredmaximum burst size, in cells.MaximumBurst Size

Configured peak rate, in cps.Peak rate

Configured sustained rate, in cps.Sustained rate

Configured shaping rate, in bps.

NOTE: (MXSeries routerswithATMMulti-RateCEMIC)Configured
peak rate, in cps.

Shaping rate

Configured burst size for the shaping rate, in bytes.

NOTE: (MXSeries routerswithATMMulti-RateCEMIC)Configured
maximum burst rate, in cells.

Shaping rate burst

Configured shaping rate for high-priority traffic, in bps.Shaping rate priority high

Configured shaping rate for medium-priority traffic, in bps.Shaping rate priority
medium

Configured shaping rate for low-priority traffic, in bps.Shaping rate priority low

Configured shaping rate for high-priority excess traffic, in bps.Shaping rate excess high

Configured shaping rate for low-priority excess traffic, in bps.Shaping rate excess low

Name of the associated scheduler map.

(Enhanced subscriber management for MX Series routers) The
name of the dynamic scheduler map object is associated with a
generated UID (for example, SMAP-1_UID1002) instead of with a
subscriber interface.

Scheduler map

Configured delay buffer rate, in bps.Delay Buffer rate
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Table 51: show class-of-service traffic-control-profile Output
Fields (continued)

Field DescriptionField Name

Configured excess rate, in percent or proportion.Excess rate

Configured excess rate for high priority traffic, in percent or
proportion.

Excess rate high

Configured excess rate for low priority traffic, in percent or
proportion.

Excess rate low

Configured guaranteed rate, in bps or cps.

NOTE: (MX Series routers with ATMMulti-Rate CEMIC) This value
depends on the ATM service category chosen. Possible values:

• cbr—Guaranteed rate is equal to the configured peak rate in cps.

• rtvbr—Guaranteed rate is equal to the configured sustained rate
in cps.

• nrtvbr—Guaranteed rate is equal to the configured sustained rate
in cps.

Guaranteed rate

Configured burst size for the guaranteed rate, in bytes.Guaranteed rate burst

Configuredminimum shaping rate for an adjusted queue, in bps.adjust-minimum

Configured shaping mode: FrameMode or Cell Mode.overhead accountingmode

Configured byte adjustment value.Overhead bytes

Configured shaping-rate adjustment for parent scheduler nodes. If
enabled, this field appears.

flow-aware indicates that the parent scheduler node is adjusted
only once per multicast channel.

Adjust parent

Sample Output

show class-of-service traffic-control-profile

user@host> show class-of-service traffic-control-profile
Traffic control profile: Profile1, Index: 57625
  Scheduler map: m1
  Delay Buffer rate: 500000
  Guaranteed rate: 1000000

Traffic control profile: Profile2, Index: 57624
  Scheduler map: m2
  Delay Buffer rate: 600000
  Guaranteed rate: 2000000

Traffic control profile: Profile3, Index: 57627
  Scheduler map: m3
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  Delay Buffer rate: 800000
  Guaranteed rate: 3000000
 .Excess rate high: proportion 4

Traffic control profile: Profile4, Index: 57626
  Scheduler map: m4
  Delay Buffer rate: 750000
  Guaranteed rate: 4000000
..adjust-minimum 20000000

 Traffic control profile: foo, Index: 57626
   Shaping rate: 100000000
   Scheduler map: <default>
   Overhead accounting mode: Frame Mode
   Frame mode overhead accounting bytes: -12
   Adjust parent: flow-aware

show class-of-service traffic-control-profile (MX Series routers with Clear Channel Multi-Rate CEMIC)

user@host> show class-of-service traffic-control-profile
Traffic control profile: at-vbr1, Index: 11395
  ATM Service: RTVBR
  Scheduler map: m3
  overhead accounting mode: Frame Mode
  Shaping rate: 1000 cps
  Shaping rate burst: 500 cells 
  Delay Buffer rate: 2000 cps
  Guaranteed rate: 1000 cps

Traffic control profile: foo, Index: 38286
  ATM Service: UBR
  Scheduler map: m3
  overhead accounting mode: Frame Mode

show class-of-service traffic-control-profile (ACX Series routers with ATM IMA pseudowire interfaces)

user@host> show class-of-service traffic-control-profile
Traffic control profile: foo, Index: 38286
  ATM Service: RTVBR
  Shaping rate: 2000 cps
  Shaping rate burst: 200 cells
  Scheduler map: <default>
  Delay Buffer rate: 1000 cps
  Guaranteed rate: 1700 cps

show class-of-service traffic-control-profile (Enhanced Subscriber Management)

user@host> show class-of-service traffic-control-profile
Traffic control profile: TC_PROF_100_199_SERIES_UID1000, Index: 4294967313
  Shaping rate: 11000000
  Shaping rate burst: 1 bytes
  Scheduler map: SMAP-1_UID1002
  Delay Buffer rate: 5000000
  Overhead accounting mode: Cell Mode
  Frame mode overhead accounting bytes: -4
  Cell mode overhead accounting bytes: 20
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show dynamic-profile session

Syntax show dynamic-profile session
<client-id client-id>
<profile-name profile-name>
<service-id service-id>

Release Information Command introduced in Junos OS Release 13.3.

Description Displaydynamicprofile (client or service) information for all subscribers or for subscribers

specified by client ID or service session ID. You can filter the output by also specifying a

dynamic profile.

NOTE:

• The output does not display the variable stanzas defined in the dynamic
profile configuration.

• The variables in the profile configuration are replaced with subscriber
specific values.

• If the conditional variable in the dynamic profile is evaluated as NULL, the
subscriber value for the variable is displayed as NONE in the command

output.

• Thevariable is alsodisplayedasNONEwhen the variable (any variable and

not necessarily conditional) in thedynamic profile has no value associated
with it.

• The format in which the configuration is displayed looks similar, but not
exactly the same as the format of the show configuration dynamic-profiles

command.

Options client-id client-id—Display dynamic profile information for subscribers associated with
the specified client.

profile-name profile-name—(Optional) Display dynamic profile information for the
specified subscriber or service profile.

service-id service-id—Display dynamic profile information for subscribers associated
with the specified service session.

Required Privilege
Level

view

List of Sample Output show dynamic-profile session client-id (Client ID) on page 910
show dynamic-profile session client-id profile-name (Client ID and Dynamic
Profile) on page 912
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show dynamic-profile session service-id (Service Session) on page 912

Output Fields This command displays the dynamic client or service profile configuration for each

subscriber.

Sample Output

show dynamic-profile session client-id (Client ID)

user@host>show dynamic-profile session client-id 20
pppoe {
    interfaces {
        pp0 {
            unit 1073741831 {
                ppp-options {
                    chap;
                    pap;
                }
                pppoe-options {
                    underlying-interface ge-2/0/0.0;
                    server;
                }
                family {
                    inet {
                        unnumbered-address lo0.0;
                    }
                }
            }
        }
    }
    class-of-service {
        traffic-control-profiles {
            tcp1 {
                scheduler-map smap1_UID1024;
                shaping-rate 100m;
            }
        }
        interfaces {
            pp0 {
                unit 1073741831 {
                    output-traffic-control-profile tcp1;
                }
            }
        }
        scheduler-maps {
            smap1_UID1024 {
                forwarding-class best-effort scheduler sch1_UID1023;
            }
        }
        schedulers {
            sch1_UID1023 {
                transmit-rate percent 40;
                buffer-size percent 40;
                priority low;
            }
        }
    }                                   
}
filter-service {
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    interfaces {
        pp0 {
            unit 1073741831 {
                family {
                    inet {
                        filter {
                            input input-filter_UID1026 precedence 50;
                            output output-filter_UID1027 precedence 50;
                        }
                    }
                }
            }
        }
    }
    firewall {
        family {
            inet {
                filter input-filter_UID1026 {
                    interface-specific;
                    term t1 {
                        then {
                            policer policer1_UID1025;
                            service-accounting;
                        }
                    }
                    term rest {
                        then accept;
                    }
                }
                filter output-filter_UID1027 {
                    interface-specific;
                    term rest {
                        then accept;
                    }
                }
            }
        }
        policer policer1_UID1025 {
            if-exceeding {
                bandwidth-limit 1m;
                burst-size-limit 15k;
            }
            then discard;
        }                               
    }
}
cos-service {
    class-of-service {
        scheduler-maps {
            smap2_UID1029 {
                forwarding-class assured-forwarding scheduler sch2_UID1028;
            }
        }
        schedulers {
            sch2_UID1028 {
                transmit-rate percent 60;
                buffer-size percent 60;
                priority high;
            }
        }
    }

911Copyright © 2017, Juniper Networks, Inc.

Chapter 40: Operational Commands



}
bsimmons
}

show dynamic-profile session client-id profile-name (Client ID and Dynamic Profile)

user@host>show dynamic-profile session client-id 20 profile-name cos-service
cos-service {
    class-of-service {
        scheduler-maps {
            smap2_UID1029 {
                forwarding-class assured-forwarding scheduler sch2_UID1028;
            }
        }
        schedulers {
            sch2_UID1028 {
                transmit-rate percent 60;
                buffer-size percent 60;
                priority high;
            }
        }
    }
}

show dynamic-profile session service-id (Service Session)

user@host>show dynamic-profile session service-id 21
filter-service {
    interfaces {
        pp0 {
            unit 1073741831 {
                family {
                    inet {
                        filter {
                            input input-filter_UID1026 precedence 50;
                            output output-filter_UID1027 precedence 50;
                        }
                    }
                }
            }
        }
    }
    firewall {
        family {
            inet {
                filter input-filter_UID1026 {
                    interface-specific;
                    term t1 {
                        then {
                            policer policer1_UID1025;
                            service-accounting;
                        }
                    }
                    term rest {
                        then accept;
                    }
                }
                filter output-filter_UID1027 {
                    interface-specific;
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                    term rest {
                        then accept;
                    }
                }
            }
        }
        policer policer1_UID1025 {
            if-exceeding {
                bandwidth-limit 1m;
                burst-size-limit 15k;
            }
            then discard;
        }
    }
}   
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show firewall

List of Syntax Syntax on page 914

Syntax (EX Series Switches) on page 914

Syntax show firewall
<application (CFM | eswd | RMPS)>>
<counter counter-name>
<detail>
<filter filter-name>
<filter regex regular-expression>
<logical-system (all | logical-system-name)>
<terse>

Syntax (EX Series
Switches)

show firewall
<application (CFM | eswd | RMPS)>>
<counter counter-name>
<detail>
<filter filter-name>
<filter regex regular-expression>
<log <(detail | interface interface-name)>>
<policer counters <(detail | counter-id counter-index <detail>)>>
<terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Option logical-system introduced in Junos OS Release 9.3.

Option terse introduced in Junos OS Release 9.4.

Option policer counters introduced in Junos OS Release 12.2 for EX Series switches.

Option detail introduced in Junos OS Release 12.3 for EX Series switches.

Option detail introduced in Junos OS Release 14.1 for MX Series routers.

Option regex regular-expression introduced in Junos OS Release 14.2.

Description Display enhanced statistics and counters for all configured firewall filters.

Options none—(Optional) Display statistics and counters for all configured firewall filters and
counters. For EX Series switches, this command also displays statistics about all

configured policers.

application (CFM | eswd | RMPS)—(Optional) Show firewall elements owned by the

selected software component:

• Connectivity Fault Management (CFM)

• Ethernet switching daemon (eswd)—Shows only on devices that support it.

• Resource Management and Packet Steering (RMPS)

counter counter-name—(Optional) Name of a filter counter.
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detail—(EX Series switches andMX Series routers only) (Optional) Display firewall filter
statistics and enhanced policer statistics and counters.

filter filter-name—(Optional) Name of a configured filter.

filter regex regular-expression—(Optional) Regular expression that matches the names
of a subset of filters.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

log—(Optional) Display log entries for firewall filters.

log<(detail | interface interface-name)>—(EXSeries switches only) (Optional) Display
detailed log entries of firewall activity or log information about a specific interface.

policer counters <(detail | counter-id counter-index <detail>)>—(EX8200 switches
only) (Optional) Display enhanced policer counter statistics in brief or in detail.

terse—(Optional) Display firewall filter names only.

Required Privilege
Level

view

Related
Documentation

clear firewall on page 835•

• show firewall log on page 922

• Verifying That Firewall Filters Are Operational

• Verifying That Policers Are Operational

• show policer

• Enhanced Policer Statistics Overview on page 289

• enhanced-policer on page 578

List of Sample Output show firewall filter (MX Series Router and EX Series Switch) on page 918
show firewall filter (nonMX Series Router and EX Series Switch) on page 918
show firewall filter (Dynamic Input Filter) on page 918
show firewall (Logical Systems) on page 918
show firewall (counter counter-name) on page 919
show firewall log on page 919
show firewall policer counters (EX8200 Switch) on page 919
show firewall policer counters (detail) (EX8200 Switch) on page 919
showfirewallpolicercounters(counter-idcounter-index)(EX8200Switch)onpage920
show firewall policer counters (counter-id counter-index detail) (EX8200
Switch) on page 920
show firewall detail on page 920

Output Fields Table 52 on page 916 lists the output fields for the show firewall command. Output fields

are listed in the approximate order in which they appear.
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Table 52: show firewall Output Fields

Field DescriptionField Name

Name of a filter that has been configured with the filter statement at the [edit firewall] hierarchy
level.

Except on EX Series switches:

• When an interface-specific filter is displayed, the name of the filter is followed by the full
interface name and by either -i for an input filter or -o for an output filter.

• When dynamic filters are displayed, the name of the filter is followed by the full interface name
and by either -in for an input filter or -out for an output filter. When a logical system–specific
filter is displayed, the name of the filter is prefixedwith two underscore (__) characters and the
name of the logical system (for example, __ls1/filter1).

• When a service filter is displayed that uses a service set, the separator between the service-set
name and the service-filter name is a semicolon (:).

NOTE: For bridge family filter, the ip-protocolmatch criteria is supported only for IPv4 and not
for IPv6. This is applicable for line cards that support the Junos Trio chipset, such as theMX 3D
MPC line cards.

Filter

Display filter counter information:

• Name—Name of a filter counter that has been configuredwith the counter firewall filter action.

• Bytes—Number of bytes that match the filter term under which the counter action is specified.

• Packets—Number of packets that matched the filter term under which the counter action is
specified.

NOTE: OnM and T Series routers, firewall filters cannot count ip-options packets on a per option
type and per interface basis. A limited work around is to use the show pfe statistics ip options
command to see ip-options statistics on a per Packet Forwarding Engine (PFE) basis. See show
pfe statistics ip for sample output.

Counters

Display policer information:

• Name—Name of policer.

• Bytes—(For two-color policers onMXSeries routers andEXSeries switches, and for hierarchical
policers on interfaces hosted on MICs and MPCs in MX Series routers) Number of bytes that
match the filter term under which the policer action is specified. This is only the number
out-of-specification (out-of-spec) byte counts, not all the bytes in all packets policed by the
policer.

For other combinations of policer type, device, and line card type, this field is blank.

• Packets—Number of packets that matched the filter term under which the policer action is
specified. This is only the number of out-of-specification (out-of-spec) packet counts, not all
packets policed by the policer.

Policers

(EX8200 switch only) Global management counter ID. The counter ID value (counter-index) can
be 0, 1, or 2.

Policer Counter Index

(EX8200switchonly)Number of packetswithin the limits. Thenumber of packets is smaller than
the committed information rate (CIR).

Green

(EX8200 switch only) Number of packets partially within the limits. The number of packets is
greater than the CIR, but the burst size is within the excess burst size (EBS) limit.

Yellow
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Table 52: show firewall Output Fields (continued)

Field DescriptionField Name

(EX8200 switch only) Number of discarded packets.Discard

(EX8200 switch only) Number of green, yellow, red, or discarded packets in bytes.Bytes

(EX8200 switch only) Number of green, yellow, red, or discarded packets.Packets

(EX8200 switch only) Name of the filter with a term associated to a policer.Filter name

(EX8200 switch only) Name of the term associated with a policer.Term name

(EX8200 switch only) Name of the policer that is associatedwith a globalmanagement counter.Policer name

• OOS packet statistics for packets that are marked out-of-specification (out-of-spec) by the
policer. Changes to all packets that have out-of-spec actions, such as discard, color marking,
or forwarding-class, are included in this counter.

• Offered packet statistics for traffic subjected to policing.

• Transmitted packet statistics for traffic that is not discarded by the policer. When the policer
action is discard, the statistics are the same as the in-spec statistics; when the policer action
is non-discard (loss-priority or forwarding-class), the statistics are included in this counter.

P1-t1
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Sample Output

show firewall filter (MX Series Router and EX Series Switch)

user@host> show firewall filter test
Filter: test                                                   
Counters:
Name                            Bytes             Packets
Counter-1                           0                   0
Counter-2                           0                   0
Policers:
Name                            Bytes             Packets
Policer-1                        2770                  70

show firewall filter (nonMX Series Router and EX Series Switch)

user@host> show firewall filter test
Filter: test                                                   
Counters:
Name                            Bytes             Packets
Counter-1                           0                   0
Counter-2                           0                   0
Policers:
Name                            Bytes             Packets
Policer-1                                              70

show firewall filter (Dynamic Input Filter)

user@host> show firewall filter dfwd-ge-5/0/0.1-in
Filter: dfwd-ge-5/0/0.1-in                                     
Counters:
Name                                                Bytes              Packets
c1-ge-5/0/0.1-in                                        0                    0

show firewall (Logical Systems)

user@host> show firewall

Filter: __lr1/test                                            
Counters:
Name                                                Bytes              Packets
icmp                                                  420                    5
Filter: __default_bpdu_filter__                                
Filter: __lr1/inet_filter1                                    
Counters:
Name                                                Bytes              Packets
inet_tcp_count                                          0                    0
inet_udp_count                                          0                    0
Filter: __lr1/inet_filter2                                    
Counters:
Name                                                Bytes              Packets
inet_icmp_count                                         0                    0
inet_pim_count                                          0                    0
Filter: __lr2/inet_filter1                                    
Counters:
Name                                                Bytes              Packets
inet_tcp_count                                          0                    0
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inet_udp_count                                          0                    0

show firewall (counter counter-name)

user@host> show firewall counter icmp-counter
Filter: ingress-port-voip-class-filter
Counters:
Name                                                Bytes              Packets
icmp-counter                                            0                    0

show firewall log

user@host> show firewall log
Log :

Time      Filter    Action Interface     Protocol        Src Addr               
          Dest Addr
08:00:53  pfe       R      ge-1/0/1.0    ICMP            192.168.3.5            
        192.168.3.4
08:00:52  pfe       R      ge-1/0/1.0    ICMP            192.168.3.5            
        192.168.3.4
08:00:51  pfe       R      ge-1/0/1.0    ICMP            192.168.3.5            
        192.168.3.4
08:00:50  pfe       R      ge-1/0/1.0    ICMP            192.168.3.5            
        192.168.3.4
08:00:49  pfe       R      ge-1/0/1.0    ICMP            192.168.3.5            
        192.168.3.4
08:00:48  pfe       R      ge-1/0/1.0    ICMP            192.168.3.5            
        192.168.3.4
08:00:47  pfe       R      ge-1/0/1.0    ICMP            192.168.3.5            
        192.168.3.4

show firewall policer counters (EX8200 Switch)

user@switch> show firewall policer counters
Policer Counter Index 0:
                          Bytes            Packets
Green:                       73              15914
Yellow:                       9               1962
Discard:                    119              25942

Policer Counter Index 1:
                           Bytes            Packets
Green:                         0                  0
Yellow:                        0                  0
Discard:                       0                  0

Policer Counter Index 2:
                           Bytes            Packets
Green:                         0                  0
Yellow:                        0                  0
Discard:                       0                  0

show firewall policer counters (detail) (EX8200 Switch)

user@switch> show firewall policer counters detail
Policer Counter Index 0:
                          Bytes            Packets
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Green:                       73              15914
Yellow:                       9               1962
Discard:                    119              25942

Filter name                Term name           Policer name
myfilter                   polcr-term-1        myfilter-polcr-1
inet-filter-ae             ae-snmp             policer-1
inet-filter-ae             ae-ssh              policer-2

Policer Counter Index 1:
                          Bytes            Packets
Green:                        0                  0
Yellow:                       0                  0
Discard:                      0                  0

Filter name                Term name           Policer name

Policer Counter Index 2:
                          Bytes            Packets
Green:                        0                  0
Yellow:                       0                  0
Discard:                      0                  0

Filter name                Term name           Policer name

show firewall policer counters (counter-id counter-index) (EX8200 Switch)

user@switch> show firewall policer counters counter-id 0
Policer Counter Index 0:
                          Bytes            Packets
Green:                       73              15914
Yellow:                       9               1962
Discard:                    119              25942

show firewall policer counters (counter-id counter-index detail) (EX8200 Switch)

user@switch> show firewall policer counters counter-id 0 detail
Policer Counter Index 0:
                          Bytes            Packets
Green:                       73              15914
Yellow:                       9               1962
Discard:                    119              25942

Filter name                Term name           Policer name
myfilter                   polcr-term-1        myfilter-polcr-1
inet-filter-ae             ae-snmp             policer-1
inet-filter-ae             ae-ssh              policer-2

show firewall detail

user@host> show firewall detail
Filter: __default_bpdu_filter__                                

Filter: foo                                                    
Counters:
Name                                                Bytes              Packets
c1                                               17652140               160474
Policers:
Name                                                Bytes              Packets
P1-t1
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    OOS                                                 0                18286
    Offered                                             0 18446744073709376546
    Transmitted                                         0 18446744073709358260
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show firewall log

List of Syntax Syntax on page 922

Syntax (EX Series Switches) on page 922

Syntax show firewall log
<detail>
<extensive>
<interface interface-name>
<logical-system (logical-system-name | all)>

Syntax (EX Series
Switches)

show firewall log
<detail>
<interface interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

extensive option introduced in Junos OS Release 16.1.

logical-system option introduced in Junos OS Release 9.3.

Description Display log information about firewall filters.

Options none—Display log information about firewall filters.

detail—(Optional) Display detailed information.

extensive—(Optional) Display hex dump of packet captured by log action.

interface interface-name—(Optional) Display log information about a specific interface.

logical-system (logical-system-name | all)—(Optional) Perform this operation on all

logical systems or on a particular system.

Required Privilege
Level

view

List of Sample Output show firewall log on page 923
show firewall log detail on page 923
show firewall log extensive on page 924

Output Fields Table 53 on page 922 lists the output fields for the show firewall log command. Output

fields are listed in the approximate order in which they appear.

Table 53: show firewall log Output Fields

Field DescriptionField Name

Time that the event occurred.Time of Log
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Table 53: show firewall log Output Fields (continued)

Field DescriptionField Name

• Displays the name of a configured firewall filter or service filter
only if the packet hit the filter’s log action in a kernel filter (in the
control plane). For any traffic that reaches the Routing Engine,
the packets hit the log action in the kernel.

• For all other logged packets (packet hit the filter’s log action in
the Packet Forwarding Engine), this field displays pfe instead of
a configured filter name.

Filter

Filter action:

• A—Accept

• D—Discard

• R—Reject

Filter Action

• Displays a physical interface name if the packet arrived at a port
on a line card.

• Displays local if thepacketwasgeneratedby thedevice's internal
Ethernet interface,em1or fxp1,whichconnects theRoutingEngine
with the router’s packet-forwarding components.

Name of Interface

Packet’s protocol name: egp, gre, icmp, ipip, ospf, pim, rsvp, tcp, or
udp.

Name of protocol

Length of the packet.Packet length

Packet’s source address.Source address

Packet’s destination address and port.Destination address

Sample Output

show firewall log

user@host>show firewall log
Time      Filter    Action Interface     Protocol  Src Addr      Dest Addr      

13:10:12  pfe       D      rlsq0.902     ICMP      192.0.2.2   192.0.2.1        

13:10:11  pfe       D      rlsq0.902     ICMP      192.0.2.2   192.0.2.1 

show firewall log detail

user@host> show firewall log detail
Time of Log: 2004-10-13 10:37:17 PDT, Filter: f, Filter action: accept, Name of 
interface: fxp0.0Name of protocol: TCP, Packet Length: 50824, Source address: 
203.0.113.108:829, 
Destination address: 192.168.70.66:513
Time of Log: 2004-10-13 10:37:17 PDT, Filter: f, Filter action: accept, Name of 
interface: fxp0.0
Name of protocol: TCP, Packet Length: 1020, Source address: 203.0.113.108:829, 
Destination address: 192.168.70.66:513
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Time of Log: 2004-10-13 10:37:17 PDT, Filter: f, Filter action: accept, Name of 
interface: fxp0.0
Name of protocol: TCP, Packet Length: 49245, Source address: 203.0.113.108:829, 
Destination address: 192.168.70.66:513
Time of Log: 2004-10-13 10:37:17 PDT, Filter: f, Filter action: accept, Name of 
interface: fxp0.0
Name of protocol: TCP, Packet Length: 49245, Source address: 203.0.113.108:829, 
Destination address: 192.168.70.66:513
Time of Log: 2004-10-13 10:37:17 PDT, Filter: f, Filter action: accept, Name of 
interface: fxp0.0
Name of protocol: TCP, Packet Length: 49245, Source address: 203.0.113.108:829, 
Destination address: 192.168.70.66:513
Time of Log: 2004-10-13 10:37:17 PDT, Filter: f, Filter action: accept, Name of 
interface: fxp0.0
Name of protocol: TCP, Packet Length: 49245, Source address: 203.0.113.108:829, 
Destination address: 192.168.70.66:513
....

show firewall log extensive

user@host> show firewall log extensive
Time of Log: 2016-01-17 22:16:21 PST, Filter: pfe, Filter action: accept, Name 
of interface: xe-0/0/1.0
Name of protocol: UDP, Packet Length: 98, Source address: 203.0.113.1, Destination
 address: 203.0.113.1
 :  00-0F: 00 01 03 ee ee ff 00 01 - 09 22 55 ee 81 00 02 58
 :  10-1F: 08 00 45 00 00 62 00 00 - 00 00 40 11 77 8a 01 00
 :  20-2F: 00 01 02 00 00 01 1c 00 - 1c 00 00 4e 19 83 00 01
 :  30-3F: 02 03 04 05 06 07 08 09 - 0a 0b 0c 0d 0e 0f 10 11
 :  40-4F: 12 13 14 15 16 17 18 19 - 1a 1b 1c 1d 1e 1f 20 21
 :  50-5F: 22 23 24 25 26 27 28 29 - 2a 2b 00 00 00 00 00 00
 :  60-6F: 00 00 00 00 00 00 00 00 - 00 00 00 00 00 00 00 00
 :  70-7F: 00 00 00 00 00 00 00 00 - 00 00 00 00 00 00 00 00 
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show firewall templates-in-use

Syntax show firewall templates-in-use

Release Information Command introduced in Junos OS Release 12.3.

Description Display the names of configured filter templates that are currently in use by dynamic

subscribers and the number of times each template is referenced.

Required Privilege
Level

view

Related
Documentation

clear firewall on page 835•

• show firewall log on page 922

List of Sample Output show firewall templates-in-use on page 926

Output Fields Table 54 on page 925 lists the output fields for the show firewall templates-in-use

command. Output fields are listed in the approximate order in which they appear.

Table 54: show firewall templates-in-use Output Fields

Field DescriptionField Name

Name of a filter that has been configured using the filter statement at either the [edit firewall] or [edit
dynamic-profilesprofile-name firewall]hierarchyand isbeingusedasa template fordynamic subscriber
filtering.

Filter Template

Number of times the filter has been referenced by subscribers accessing the network.Reference Count
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Sample Output

show firewall templates-in-use

user@host> show firewall templates-in-use
                                Dynamic Subscribers Reference Counts
Filter Template                                                                 
                   Reference Count
---------------                                                                 
                   ---------------
egressFilter                                                                    
                         10       
ingressFilter                                                                   
                         10       
dfilter                                                                         
                          5       
dfilter-pol                                                                     
                          5       
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show igmp group

List of Syntax Syntax on page 927

Syntax (EX Series Switch and the QFX Series) on page 927

Syntax show igmp group
<brief | detail>
<group-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

show igmp group
<brief | detail>
<group-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display Internet Group Management Protocol (IGMP) groupmembership information.

Options none—Display standard information about membership for all IGMP groups.

brief | detail—(Optional) Display the specified level of output.

group-name—(Optional) Display groupmembership for the specified IP address only.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear igmpmembership on page 837•

List of Sample Output show igmp group (IncludeMode) on page 928
show igmp group (ExcludeMode) on page 929
show igmp group brief on page 929
show igmp group detail on page 929

Output Fields Table 55 on page 928 describes the output fields for the show igmp group command.

Output fields are listed in the approximate order in which they appear.
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Table 55: show igmp group Output Fields

Level of OutputField DescriptionField Name

All levelsName of the interface that received the IGMPmembership report. A name of
local indicates that the local routing device joined the group itself.

Interface

All levelsGroup address.Group

All levelsMode the SSM group is operating in: Include or Exclude.GroupMode

All levelsSource address.Source

detailTime remaining until the group traffic is no longer forwarded. The timer is
refreshed when a listener in includemode sends a report. A group in exclude
mode or configured as a static group displays a zero timer.

Source timeout

All levelsAddress of the host that last reportedmembership in this group.Last reported by

brief noneTime remaining until the groupmembership is removed.Timeout

detailTime remaininguntil agroup inexcludemodemoves to includemode.The timer
is refreshed when a listener in excludemode sends a report. A group in include
mode or configured as a static group displays a zero timer.

Group timeout

All levelsType of groupmembership:

• Dynamic—Host reported themembership.

• Static—Membership is configured.

Type

Sample Output

show igmp group (IncludeMode)

user@host> show igmp group
Interface: t1-0/1/0.0
    Group: 198.51.100.1
        Group mode: Include
        Source: 203.0.113.2
        Last reported by: 203.0.113.52
        Timeout:      24 Type: Dynamic
    Group: 198.51.100.1
        Group mode: Include
        Source: 203.0.113.3
        Last reported by: 203.0.113.52
        Timeout:      24 Type: Dynamic
    Group: 198.51.100.1
        Group mode: Include
        Source: 203.0.113.4
        Last reported by: 203.0.113.52
        Timeout:      24 Type: Dynamic
    Group: 198.51.100.2
        Group mode: Include
        Source: 203.0.113.4
        Last reported by: 203.0.113.52
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        Timeout:      24 Type: Dynamic
Interface: t1-0/1/1.0
Interface: ge-0/2/2.0
Interface: ge-0/2/0.0
Interface: local
    Group: 198.51.100.12
        Source: 0.0.0.0
        Last reported by: Local
        Timeout:       0 Type: Dynamic
    Group: 198.51.100.22
        Source: 0.0.0.0
        Last reported by: Local
        Timeout:       0 Type: Dynamic

show igmp group (ExcludeMode)

user@host> show igmp group
Interface: t1-0/1/0.0
Interface: t1-0/1/1.0
Interface: ge-0/2/2.0
Interface: ge-0/2/0.0
Interface: local
    Group: 198.51.100.2
        Source: 0.0.0.0
        Last reported by: Local
        Timeout:       0 Type: Dynamic
    Group: 198.51.100.22
        Source: 0.0.0.0
        Last reported by: Local
        Timeout:       0 Type: Dynamic

show igmp group brief

The output for the show igmpgroup brief command is identical to that for the show igmp

group command.

show igmp group detail

user@host> show igmp group detail
Interface: t1-0/1/0.0
    Group: 198.51.100.1
        Group mode: Include
        Source: 203.0.113.2
        Source timeout: 12
        Last reported by: 203.0.113.52
        Group timeout:       0 Type: Dynamic
    Group: 198.51.100.1
        Group mode: Include
        Source: 203.0.113.3
        Source timeout: 12
        Last reported by: 203.0.113.52
        Group timeout:       0 Type: Dynamic
    Group: 198.51.100.1
        Group mode: Include
        Source: 203.0.113.4
        Source timeout: 12
        Last reported by: 203.0.113.52
        Group timeout:       0 Type: Dynamic
    Group: 198.51.100.2
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        Group mode: Include
        Source: 203.0.113.4
        Source timeout: 12
        Last reported by: 203.0.113.52
        Group timeout:       0 Type: Dynamic
Interface: t1-0/1/1.0
Interface: ge-0/2/2.0
Interface: ge-0/2/0.0
Interface: local
    Group: 198.51.100.12
        Group mode: Exclude
        Source: 0.0.0.0
        Source timeout: 0
        Last reported by: Local
        Group timeout:       0 Type: Dynamic
    Group: 198.51.100.22
        Group mode: Exclude
        Source: 0.0.0.0
        Source timeout: 0
        Last reported by: Local
        Group timeout:       0 Type: Dynamic
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show igmp interface

List of Syntax Syntax on page 931

Syntax (EX Series Switches and the QFX Series) on page 931

Syntax show igmp interface
<brief | detail>
<interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches and the QFX

Series)

show igmp interface
<brief | detail>
<interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display information about Internet Group Management Protocol (IGMP)-enabled

interfaces.

Options none—Display standard information about all IGMP-enabled interfaces.

brief | detail—(Optional) Display the specified level of output.

interface-name—(Optional) Display information about the specified IGMP-enabled
interface only.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear igmpmembership on page 837•

List of Sample Output show igmp interface on page 933
show igmp interface brief on page 934
show igmp interface detail on page 934
show igmp interface <interface-name> on page 934

Output Fields Table 56 on page 932 describes the output fields for the show igmp interface command.

Output fields are listed in the approximate order in which they appear.

931Copyright © 2017, Juniper Networks, Inc.

Chapter 40: Operational Commands



Table 56: show igmp interface Output Fields

Level of OutputField DescriptionField Name

All levelsName of the interface.Interface

All levelsAddress of the routing device that has been elected to sendmembership queries.Querier

All levelsState of the interface: Up or Down.State

All levelsName of the source-specific multicast (SSM)map policy that has been applied to the
IGMP interface.

SSMMap Policy

All levelsHow long until the IGMP querier is declared to be unreachable, in seconds.Timeout

All levelsIGMP version being used on the interface: 1 , 2 , or 3.Version

All levelsNumber of groups on the interface.Groups

All levelsMaximumnumber of groups allowed on the interface. Any joins requested after the limit
is reached are rejected.

Group limit

All levelsConfigured threshold at which a warning message is generated.

This threshold isbasedonapercentageof groups receivedon the interface. If thenumber
of groups received reaches the configured threshold, the device generates a warning
message.

Group threshold

All levelsTime (in seconds) between consecutive log messages.Group log-interval

All levelsState of the immediate leave option:

• On—Indicates that the router removes a host from themulticast group as soon as the
router receives a leave groupmessage from a host associated with the interface.

• Off—Indicates that after receiving a leave groupmessage, instead of removing a host
from themulticast group immediately, the router sends a group query to determine if
another receiver responds.

Immediate Leave

All levelsState of the promiscuous mode option:

• On—Indicates that the router can accept IGMP reports from subnetworks that are not
associated with its interfaces.

• Off—Indicates that the router can accept IGMP reports only from subnetworks that
are associated with its interfaces.

PromiscuousMode
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Table 56: show igmp interface Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsState of the passive mode option:

• On—Indicates that the router can run IGMP on the interface but not send or receive
control traffic such as IGMP reports, queries, and leaves.

• Off—Indicates that the router can run IGMPonthe interfaceandsendor receivecontrol
traffic such as IGMP reports, queries, and leaves.

The passive statement enables you to selectively activate up to two out of a possible
three available query or control traffic options. When enabled, the following options
appear after the on state declaration:

• send-general-query—The interface sends general queries.

• send-group-query—The interface sends group-specific and group-source-specific
queries.

• allow-receive—The interface receives control traffic.

Passive

All levelsName of the OIF map (if configured) associated with the interface.OIFmap

All levelsName of the source-specificmulticast (SSM)map (if configured) used on the interface.SSMmap

All levelsInformation configured by the user:

• IGMPQuery Interval—Interval (in seconds) at which this router sends membership
queries when it is the querier.

• IGMPQuery Response Interval—Time (in seconds) that the router waits for a report in
response to a general query.

• IGMPLastMemberQuery Interval—Time (in seconds) that the router waits for a report
in response to a group-specific query.

• IGMP Robustness Count—Number of times the router retries a query.

Configured
Parameters

All levelsDerived information:

• IGMPMembership Timeout—Timeout period (in seconds) for groupmembership. If no
report is received for these groups before the timeout expires, the groupmembership
is removed.

• IGMPOther Querier Present Timeout—Time (in seconds) that the router waits for the
IGMP querier to send a query.

DerivedParameters

Sample Output

show igmp interface

user@host> show igmp interface
Interface: at-0/3/1.0
    Querier: 203.0.3.113.31
    State:         Up Timeout:    None Version:  2 Groups:      4
    SSM Map Policy: ssm-policy-A
Interface: so-1/0/0.0
    Querier: 203.0.113.11
    State:         Up Timeout:    None Version:  2 Groups:      2
    SSM Map Policy: ssm-policy-B
Interface: so-1/0/1.0
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    Querier: 203.0.113.21
    State:         Up Timeout:    None Version:  2 Groups:      4
    SSM Map Policy: ssm-policy-C
Immediate Leave: On
Promiscuous Mode: Off

Configured Parameters:
IGMP Query Interval: 125.0
IGMP Query Response Interval: 10.0
IGMP Last Member Query Interval: 1.0
IGMP Robustness Count: 2

Derived Parameters:
IGMP Membership Timeout: 260.0
IGMP Other Querier Present Timeout: 255.0

show igmp interface brief

The output for the show igmp interface brief command is identical to that for the show

igmp interface command. For sample output, see show igmp interface on page 933.

show igmp interface detail

The output for the show igmp interface detail command is identical to that for the show

igmp interface command. For sample output, see show igmp interface on page 933.

show igmp interface <interface-name>

user@host# show igmp interface ge-3/2/0.0
Interface: ge-3/2/0.0
  Querier: 203.0.113.111 
  State: Up Timeout:    None Version:  3 Groups:      1 
  Group limit: 8   
  Group threshold: 60
  Group log-interval: 10   
  Immediate leave:  Off 
  Promiscuous mode:  Off  
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show igmp statistics

List of Syntax Syntax on page 935

Syntax (EX Series Switch and the QFX Series) on page 935

Syntax show igmp statistics
<brief | detail>
<interface interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

show igmp statistics
<brief | detail>
<interface interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display Internet Group Management Protocol (IGMP) statistics.

Options none—Display IGMP statistics for all interfaces.

brief | detail—(Optional) Display the specified level of output.

interface interface-name—(Optional)Display IGMPstatisticsabout thespecified interface
only.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear igmp statistics on page 840•

List of Sample Output show igmp statistics on page 936
show igmp statistics interface on page 937

Output Fields Table 57 on page 935 describes the output fields for the show igmp statistics command.

Output fields are listed in the approximate order in which they appear.

Table 57: show igmp statistics Output Fields

Field DescriptionField Name

Heading for IGMP packet statistics for all interfaces or for the specified interface name.IGMP packet statistics
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Table 57: show igmp statistics Output Fields (continued)

Field DescriptionField Name

Summary of IGMP statistics:

• Membership Query—Number of membership queries sent and received.

• V1Membership Report—Number of version 1 membership reports sent and received.

• DVMRP—Number of DVMRPmessages sent or received.

• PIM V1—Number of PIM version 1 messages sent or received.

• Cisco Trace—Number of Cisco trace messages sent or received.

• V2Membership Report—Number of version 2 membership reports sent or received.

• Group Leave—Number of group leavemessages sent or received.

• Mtrace Response—Number of Mtrace responsemessages sent or received.

• Mtrace Request—Number of Mtrace request messages sent or received.

• DomainWide Report—Number of domain-wide reports sent or received.

• V3Membership Report—Number of version 3membership reports sent or received.

• Other Unknown types—Number of unknownmessage types received.

• IGMP v3 unsupported type—Number of messages received with unknown and unsupported IGMP
version 3message types.

• IGMP v3 source required for SSM—Number of IGMP version 3messages received that contained no
source.

• IGMP v3mode not applicable for SSM—Number of IGMP version 3messages received that did not
contain a mode applicable for source-specific multicast (SSM). Beginning with certain releases,
this type includes records received for groups in theSSM range of addresses and inwhich themode
is MODE_IS_EXCLUDE or CHANGE_TO_EXCLUDE_MODE. This includes records with a non-empty
source list.

IGMPMessage type

Number of messages received.Received

Number of messages sent.Sent

Number of received packets that contained errors.Rx errors

Summary of IGMP statistics for all interfaces.

• Bad Length—Number of messages received with length errors so severe that further classification
could not occur.

• Bad Checksum—Number of messages received with a bad IP checksum. No further classification
was performed.

• Bad Receive If—Number of messages received on an interface not enabled for IGMP.

• Rx non-local—Number of messages received from senders that are not local.

• Timed out—Number of groups that timed out as a result of not receiving an explicit leavemessage.

• Rejected Report—Number of reports dropped because of the IGMP group policy.

• Total Interfaces—Number of interfaces configured to support IGMP.

IGMPGlobal Statistics

Sample Output

show igmp statistics

user@host> show igmp statistics
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IGMP packet statistics for all interfaces
IGMP Message type      Received       Sent  Rx errors
Membership Query           8883        459          0
V1 Membership Report          0          0          0
DVMRP                         0          0          0
PIM V1                        0          0          0
Cisco Trace                   0          0          0
V2 Membership Report          0          0          0
Group Leave                   0          0          0
Mtrace Response               0          0          0
Mtrace Request                0          0          0
Domain Wide Report            0          0          0
V3 Membership Report          0          0          0
Other Unknown types                                 0
IGMP v3 unsupported type                            0
IGMP v3 source required for SSM                     0
IGMP v3 mode not applicable for SSM                 0

IGMP Global Statistics
Bad Length                    0
Bad Checksum                  0
Bad Receive If                0
Rx non-local               1227
Timed out                     0
Rejected Report               0
Total Interfaces              2

show igmp statistics interface

user@host> show igmp statistics interface fe-1/0/1.0
IGMP interface packet statistics for fe-1/0/1.0
IGMP Message type      Received       Sent  Rx errors
Membership Query              0        230          0
V1 Membership Report          0          0          0
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show interfaces targeting (Aggregated Ethernet for Subscriber Management)

Syntax show interfaces targeting aex

Release Information Command introduced in Junos OS Release 11.2.

Description (MX Series routers only) Display status information about the distribution of subscribers

on different links in an aggregated Ethernet bundle.

Required Privilege
Level

view

Output Fields Table 58 on page 938 lists the output fields for the show interfaces targeting command.

Output fields are listed in the approximate order in which they appear.

Table 58: show interfaces targeting Output Fields

Level of OutputField DescriptionField Name

Aggregated Ethernet Interface

All levelsName of the aggregated Ethernet bundle.Aggregated
interface

All levelsRedundancy mechanism on the interface: Link Level Redundancy or FPC
Redundancy.

Redundancymode

All levelsNumber of distributed links in the bundle.Total number of
distributed
interfaces

Physical Interface

All levelsName of the physical interface and state of the interface.Physical interface

Status of the link on the physical interface: up or down.Link status

All levelsNumber of subscribers distributed on primary links.Number of primary
distributions

All levelsNumber of subscribers distributed on backup links.Number of backup
distributions

Sample Output

show interfaces targeting ae0

user@host> show interfaces targeting ae0
Aggregated interface: ae0
Redundancy mode: Link Level Redundancy
Total number of distributed interfaces: 3
Physical interface: ge-1/0/0, Link status: Up
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Number of primary distributions: 200
Number of backup distributions: 200
Physical interface: ge-1/1/0, Link status: Up
Number of primary distributions: 200
Number of backup distributions: 199
Physical interface: ge-2/0/7, Link status: Up
Number of primary distributions: 200
Number of backup distributions: 200
Physical interface: ge-2/0/8, Link status: Up
Number of primary distributions: 199
Number of backup distributions: 200
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showmld group

Syntax showmld group
<brief | detail>
<group-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Description Display information about Multicast Listener Discovery (MLD) groupmembership.

Options none—Display standard information about all MLD groups.

brief | detail—(Optional) Display the specified level of output.

group-name—(Optional) Display MLD information about the specified group.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear mldmembership on page 842•

List of Sample Output showmld group (IncludeMode) on page 941
showmld group (ExcludeMode) on page 942
showmld group brief on page 942
showmld group detail (IncludeMode) on page 942
showmld group detail (ExcludeMode) on page 943

Output Fields Table59onpage940describes theoutput fields for theshowmldgroupcommand.Output

fields are listed in the approximate order in which they appear.

Table 59: showmld group Output Fields

Level of OutputField DescriptionField Name

All levelsName of the interface that received the MLDmembership report; localmeans
that the local router joined the group itself.

Interface

All levelsGroup address.Group

All levelsSource address.Source

All levelsMode the SSM group is operating in: Include or Exclude.GroupMode

All levelsAddress of the host that last reportedmembership in this group.Last reported by

Copyright © 2017, Juniper Networks, Inc.940

Broadband Subscriber Services Feature Guide



Table 59: showmld group Output Fields (continued)

Level of OutputField DescriptionField Name

detailTime remaining until the group traffic is no longer forwarded. The timer is
refreshed when a listener in includemode sends a report. A group in exclude
mode or configured as a static group displays a zero timer.

Source timeout

brief noneTime remaining until the groupmembership is removed.Timeout

detailTime remaininguntil agroup inexcludemodemoves to includemode.The timer
is refreshed when a listener in excludemode sends a report. A group in include
mode or configured as a static group displays a zero timer.

Group timeout

All levelsType of groupmembership:

• Dynamic—Host reported themembership.

• Static—Membership is configured.

Type

Sample Output

showmld group
(IncludeMode)

user@host> showmld group
Interface: fe-0/1/2.0
    Group: ff02::1:ff05:1a67
        Group mode: Include
        Source: ::
        Last reported by: fe80::2e0:81ff:fe05:1a67
        Timeout:     245 Type: Dynamic
    Group: ff02::1:ffa8:c35e
        Group mode: Include
        Source: ::
        Last reported by: fe80::2e0:81ff:fe05:1a67
        Timeout:     241 Type: Dynamic
    Group: ff02::2:43e:d7f6
        Group mode: Include
        Source: ::
        Last reported by: fe80::2e0:81ff:fe05:1a67
        Timeout:     244 Type: Dynamic
    Group: ff05::2
        Group mode: Include
        Source: ::
        Last reported by: fe80::2e0:81ff:fe05:1a67
        Timeout:     244 Type: Dynamic
Interface: local
    Group: ff02::2
        Source: ::
        Last reported by: Local
        Timeout:       0 Type: Dynamic
    Group: ff02::16
        Source: ::
        Last reported by: Local
        Timeout:       0 Type: Dynamic
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showmld group (ExcludeMode)

user@host> showmld group
Interface: ge-0/2/2.0
Interface: ge-0/2/0.0
    Group: ff02::6
        Source: ::
        Last reported by: fe80::21f:12ff:feb6:4b3a
        Timeout:     245 Type: Dynamic
    Group: ff02::16
        Source: ::
        Last reported by: fe80::21f:12ff:feb6:4b3a
        Timeout:      28 Type: Dynamic
Interface: local
    Group: ff02::2
        Source: ::
        Last reported by: Local
        Timeout:       0 Type: Dynamic
    Group: ff02::16
        Source: ::
        Last reported by: Local
        Timeout:       0 Type: Dynamic

showmld group brief

The output for the showmld group brief command is identical to that for the showmld

group command. For sample output, see showmld group (IncludeMode) on page 941
showmld group (ExcludeMode) on page 942.

showmld group detail (IncludeMode)

user@host> showmld group detail
Interface: fe-0/1/2.0
    Group: ff02::1:ff05:1a67
        Group mode: Include
        Source: ::
        Last reported by: fe80::2e0:81ff:fe05:1a67
        Timeout:     224 Type: Dynamic
    Group: ff02::1:ffa8:c35e
        Group mode: Include
        Source: ::
        Last reported by: fe80::2e0:81ff:fe05:1a67
        Timeout:     220 Type: Dynamic
    Group: ff02::2:43e:d7f6
        Group mode: Include
        Source: ::
        Last reported by: fe80::2e0:81ff:fe05:1a67
        Timeout:     223 Type: Dynamic
    Group: ff05::2
        Group mode: Include
        Source: ::
        Last reported by: fe80::2e0:81ff:fe05:1a67
        Timeout:     223 Type: Dynamic
Interface: so-1/0/1.0
    Group: ff02::2
        Group mode: Include
        Source: ::
        Last reported by: fe80::280:42ff:fe15:f445
        Timeout:     258 Type: Dynamic
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Interface: local
    Group: ff02::2
        Group mode: Include
        Source: ::
        Last reported by: Local
        Timeout:       0 Type: Dynamic
    Group: ff02::16
        Source: ::
        Last reported by: Local
        Timeout:       0 Type: Dynamic

showmld group detail (ExcludeMode)

user@host> showmld group detail
Interface: ge-0/2/2.0
Interface: ge-0/2/0.0
    Group: ff02::6
        Group mode: Exclude
        Source: ::
        Source timeout: 0
        Last reported by: fe80::21f:12ff:feb6:4b3a
        Group timeout:     226 Type: Dynamic
    Group: ff02::16
        Group mode: Exclude
        Source: ::
        Source timeout: 0
        Last reported by: fe80::21f:12ff:feb6:4b3a
        Group timeout:     246 Type: Dynamic
Interface: local
    Group: ff02::2
        Group mode: Exclude
        Source: ::
        Source timeout: 0
        Last reported by: Local
        Group timeout:       0 Type: Dynamic
    Group: ff02::16
        Group mode: Exclude
        Source: ::
        Source timeout: 0
        Last reported by: Local
        Group timeout:       0 Type: Dynamic
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showmld interface

Syntax showmld interface
<brief | detail>
<interface-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Description Display information about Multicast Listener Discovery (MLD)-enabled interfaces.

Options none—Display standard information about all MLD-enabled interfaces.

brief | detail—(Optional) Display the specified level of output.

interface-name—(Optional) Display information about the specified interface.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear mldmembership on page 842•

List of Sample Output showmld interface on page 946
showmld interface brief on page 946
showmld interface detail on page 947
showmld interface <interface-name> on page 947

Output Fields Table 60 on page 944 describes the output fields for the showmld interface command.

Output fields are listed in the approximate order in which they appear.

Table 60: showmld interface Output Fields

Level of OutputField DescriptionField Name

All levelsName of the interface.Interface

All levelsAddress of the router that has been elected to sendmembership queries.Querier

All levelsState of the interface: Up or Down.State

All levelsNameof the source-specificmulticast (SSM)mappolicy that hasbeenapplied
to the interface.

SSMMap Policy

All levelsName of the source-specific multicast (SSM)map policy at the MLD interface.SSMMap Policy
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Table 60: showmld interface Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsHow long until the MLD querier is declared to be unreachable, in seconds.Timeout

All levelsMLD version being used on the interface: 1 or 2.Version

All levelsNumber of groups on the interface.Groups

All levelsState of the passive mode option:

• On—Indicates that the router can run IGMP or MLD on the interface but not
send or receive control traffic such as IGMP or MLD reports, queries, and
leaves.

• Off—Indicates that the router can run IGMPorMLDon the interface and send
or receive control traffic such as IGMP or MLD reports, queries, and leaves.

The passive statement enables you to selectively activate up to two out of a
possible three available query or control traffic options. When enabled, the
following options appear after the on state declaration:

• send-general-query—The interface sends general queries.

• send-group-query—The interface sends group-specific and
group-source-specific queries.

• allow-receive—The interface receives control traffic

Passive

All levelsName of the OIF map associated to the interface.OIFmap

All levelsName of the source-specific multicast (SSM)map used on the interface, if
configured.

SSMmap

All levelsMaximum number of groups allowed on the interface. Any memberships
requested after the limit is reached are rejected.

Group limit

All levelsConfigured threshold at which a warning message is generated.

This threshold is based on a percentage of groups received on the interface. If
the number of groups received reaches the configured threshold, the device
generates a warning message.

Group threshold

All levelsTime (in seconds) between consecutive log messages.Group log-interval

All levelsState of the immediate leave option:

• On—Indicates that the router removes a host from themulticast group as
soon as the router receives a multicast listener donemessage from a host
associated with the interface.

• Off—Indicates that after receiving amulticast listener donemessage, instead
of removing a host from themulticast group immediately, the router sends
a group query to determine if another receiver responds.

Immediate Leave

945Copyright © 2017, Juniper Networks, Inc.

Chapter 40: Operational Commands



Table 60: showmld interface Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsInformation configured by the user.

• MLDQuery Interval (.1 secs)—Interval at which this router sendsmembership
queries when it is the querier.

• MLDQuery Response Interval (.1 secs)—Time that the router waits for a report
in response to a general query.

• MLD Last Member Query Interval (.1 secs)—Time that the router waits for a
report in response to a group-specific query.

• MLDRobustness Count—Number of times the router retries a query.

Configured
Parameters

All levelsDerived information.

• MLDMembership Timeout (.1 secs)—Timeout period for groupmembership.
If no report is received for these groups before the timeout expires, the group
membership will be removed.

• MLDOther Querier Present Timeout (.1 secs)—Time that the router waits for
the IGMP querier to send a query.

DerivedParameters

Sample Output

showmld interface

user@host> showmld interface
Interface: fe-0/0/0
    Querier: None
    State: Up         Timeout:       0    Version:  1    Groups:      0
    SSM Map Policy: ssm-policy-A
Interface: at-0/3/1.0
    Querier:  8038::c0a8:c345
    State: Up         Timeout:    None    Version:  1    Groups:      0
    SSM Map Policy: ssm-policy-B
Interface: fe-1/0/1.0
    Querier:  ::192.168.195.73
    State: Up         Timeout:    None    Version:  1    Groups:      3
    SSM Map Policy: ssm-policy-C
    SSM map: ipv6map1
Immediate Leave: On

Configured Parameters:
MLD Query Interval (.1 secs): 1250
MLD Query Response Interval (.1 secs): 100
MLD Last Member Query Interval (.1 secs): 10
MLD Robustness Count: 2

Derived Parameters:
MLD Membership Timeout (.1secs): 2600
MLD Other Querier Present Timeout (.1 secs): 2550

showmld interface brief

The output for the showmld interface brief command is identical to that for the show

mld interface command. For sample output, see showmld interface on page 946.
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showmld interface detail

The output for the showmld interface detail command is identical to that for the show

mld interface command. For sample output, see showmld interface on page 946.

showmld interface <interface-name>

user@host# showmld interface ge-3/2/0.0
Interface: ge-3/2/0.0
  Querier: 203.0.113.111 
  State: Up Timeout:    None Version:  3 Groups:      1 
  Group limit: 8   
  Group threshold: 60
  Group log-interval: 10   
  Immediate leave:  Off 
  Promiscuous mode:  Off 
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showmld statistics

Syntax showmld statistics
<interface interface-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Description Display information about Multicast Listener Discovery (MLD) statistics.

Options none—Display MLD statistics for all interfaces.

interface interface-name—(Optional) Display statistics about the specified interface.

logical-system (all | logical-system-name)—(Optional) Perform this operation on all

logical systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear mld statistics on page 843•

List of Sample Output showmld statistics on page 949
showmld statistics interface on page 950

Output Fields Table 61 on page 948 describes the output fields for the showmld statistics command.

Output fields are listed in the approximate order in which they appear.

Table 61: showmld statistics Output Fields

Field DescriptionField Name

Number of received packets.Received

Number of transmitted packets.Sent

Number of received packets that contained errors.Rx errors
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Table 61: showmld statistics Output Fields (continued)

Field DescriptionField Name

Summary of MLD statistics.

• ListenerQuery(v1/v2)—Numberofmembershipqueries sentand received.

• Listener Report (v1)—Number of version 1 membership reports sent
and received.

• Listener Done (v1/v2)—Number of Listener Donemessages sent
and received.

• Listener Report (v2)—Number of version 2 membership reports sent
and received.

• Other Unknown types—Number of unknownmessage types received.

• MLD v2 source required for SSM—Number of MLD version 2messages
received that contained no source.

• MLDv2modenotapplicable forSSM—NumberofMLDversion2messages
received that did not contain a mode applicable for source-specific
multicast (SSM).

MLDMessage type

Summary of MLD statistics for all interfaces.

• Bad Length—Number of messages received with length errors so severe
that further classification could not occur.

• Bad Checksum—Number of messages received with an invalid IP
checksum. No further classification was performed.

• BadReceive If—Numberofmessages receivedonan interfacenotenabled
for MLD.

• Rx non-local—Number of messages received from nonlocal senders.

• Timed out—Number of groups that timed out as a result of not receiving
an explicit leave message.

• Rejected Report—Number of reports dropped because of the MLD group
policy.

• Total Interfaces—Number of interfaces configured to support IGMP.

MLDGlobal Statistics

Sample Output

showmld statistics

user@host> showmld statistics
MLD packet statistics for all interfaces
MLD Message type            Received       Sent  Rx errors
Listener Query (v1/v2)             0          2          0
Listener Report (v1)               0          0          0
Listener Done (v1/v2)              0          0          0
Listener Report (v2)               0          0          0
Other Unknown types                                      0
MLD v2 source required for SSM     2
MLD v2 mode not applicable for SSM 0

MLD Global Statistics
Bad Length                         0
Bad Checksum                       0
Bad Receive If                     0
Rx non-local                       0
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Timed out                          0
Rejected Report                    0
Total Interfaces                   2

showmld statistics interface

user@host> showmld statistics interface fe-1/0/1.0
MLD interface packet statistics for fe-1/0/1.0
MLD Message type            Received       Sent  Rx errors
Listener Query (v1/v2)             0          2          0
Listener Report (v1)               0          0          0
Listener Done (v1/v2)              0          0          0
Listener Report (v2)               0          0          0
Other Unknown types                                      0
MLD v2 source required for SSM     2
MLD v2 mode not applicable for SSM 0

MLD Global Statistics
Bad Length                         0
Bad Checksum                       0
Bad Receive If                     0
Rx non-local                       0
Timed out                          0
Rejected Report                    0
Total Interfaces                   2
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show services application-identification application

Syntax show services application-identification application
<detail <application-name> | summary >

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Display detailed information about a specified application signature, all application

signatures, or a summary of the existing application signatures and nested application

signatures. Both custom and predefined application signatures and nested application

signatures can be displayed.

Options none—(Sameassummary)Displayasummaryof theapplication identificationapplication
information.

detail <application-name> | summary—(Optional) Display the specified level of output.

application-name—(Optional) Display detailed information for the specified application

name; maximum 31 characters. Predefined applications have the prefix junos- to

avoid conflict with user-defined ones.

Required Privilege
Level

view

Related
Documentation

request services application-identification install on page 856•

• request services application-identification application on page 850

List of Sample Output show services application-identification application summary on page 953
show services application-identification application detail on page 953
show services application-identification application detail (Specific
Application) on page 955
show services application-identification application detail (Specific
Application) on page 956

Output Fields Table62onpage951 lists theoutput fields for the showservicesapplication-identification

application command. Output fields are listed in the approximate order in which they

appear.

Table 62: show services application-identification application Output Fields

Level of OutputField DescriptionField Name

none

summary

Number of applications present.Application(s)
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Table 62: show services application-identification application Output Fields (continued)

Level of OutputField DescriptionField Name

none

summary

Name of the predefined application.Application

none

summary

Status (Yes orNo) of the application andwhether
the mapping method is currently used to identify
this application.

Disabled

none

summary

Unique ID number of an application. ID numbers 1
through 32,767 are automatically generated for
predefined applications; these IDs do not change.

Application ID

none

summary

Unique number used to specify priority when
multiple applicationsmatch the traffic. The lowest
order number takes the highest priority. The order
attribute is applicable only for custom signatures.

Order

detailName of the predefined application.Application Name

detailBasic application type, such as HTTP.Application type

detailDescription of the predefined application.Description

detailNumber of parent groups associated with this
application.

Number of Parent
Group(s)

detailCategory specifying one or more following
attributes of the application:

characteristic: One or more characteristics of the
application.

risk: Level of risk of the application.

subcategory: Subcategory of the application.

category: Technology of the application.

Application Tags

detailLayer 7 protocols associated with the application.Layer-7 Protocol(s)

detailPorts associated with the application.Port Mapping
Default port

detailSignature mapping criteria for application
identification:Port range,Client-to-server, andOrder.

Signature
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Sample Output

show services application-identification application summary

user@host> show services application-identification application summary
Application(s): 2564
  Applications                                 Disabled         ID      Order
  junos:DOT-NET                                 No               10182   2564   

  junos:ICMP-PHOTURIS-NEED-AUTHOR               No               11377   2563   

  junos:MYSPACE-TAG-ME                          No               10683   2562   

  junos:SLACKER                                 No               1179    2561   

  junos:ICMP-TYPE-55                            No               11392   2560   

  junos:FLIPDRIVE-SSL                           No               10939   2559   

  junos:ICMP-MOBILE-HOST-REDIR                  No               11363   2558   

  junos:TWITPIC                                 No               864     2557   

  junos:ICMP-TYPE-245                           No               11582   2556

show services application-identification application detail

user@host> show services application-identification application detail
re0:
--------------------------------------------------------------------------
Application Name: junos:dot-net
Application type: DOT-NET
Description: .Net Remoting
Application ID: 10182
Disabled: No
Number of Parent Group(s): 1
Application Groups:
    junos:infrastructure:rpc
Port Mapping:
    Default ports: N/A
Signature:
    Port range: N/A
    Client-to-server
    Order: 1
Application Name: junos:icmp-photuris-need-author
Application type: ICMP-PHOTURIS-NEED-AUTHOR
Description: ICMP Type 40 Code 5 - Photuris (Need Authorization)
Application ID: 11377
Disabled: No
Number of Parent Group(s): 1
Application Groups:
    junos:infrastructure:networking
Port Mapping:
    Default ports: N/A
Signature:
    Port range: N/A
    Client-to-server
    Order: 5
Application Name: junos:myspace-tag-me
Application type: MYSPACE-TAG-ME
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Description: This signature detects Tag Me by BitRhymes on MySpace Apps.  Tag
             Me by BitRhymes on MySpace Apps is a Web-based entertainment
             application on the popular social network MySpace.
Application ID: 10683
Disabled: No
Number of Parent Group(s): 1
Application Groups:
    junos:web:social-networking
Port Mapping:
    Default ports: N/A
Signature:
    Port range: N/A
    Client-to-server
    Order: 4
Application Name: junos:slacker
Application type: SLACKER
Description: This protocol plug-in classifies the http traffic to the host
             .slacker.com.
Application ID: 1179
Disabled: No
Number of Parent Group(s): 2
Application Groups:
    junos:multimedia:divers
    junos:multimedia
Port Mapping:
    Default ports: N/A
Signature:
    Port range: N/A
    Client-to-server
    Order: 3
Application Name: junos:icmp-type-55
Application type: ICMP-TYPE-55
Description: ICMP Type 55 - Unassigned
Application ID: 11392
Disabled: No
Number of Parent Group(s): 1
Application Groups:
    junos:infrastructure:networking
Port Mapping:
    Default ports: N/A
Signature:
    Port range: N/A
    Client-to-server
    Order: 2
Application Name: junos:flipdrive-ssl
Application type: FLIPDRIVE-SSL
Description: This signature detects logins to FlipDrive, a cloud-based
             file-sharing and backup service.
Application ID: 10939
Disabled: No
Number of Parent Group(s): 1
Application Groups:
    junos:web:file-sharing
Port Mapping:
    Default ports: N/A
Signature:
    Port range: N/A
    Client-to-server
    Order: 1
Application Name: junos:icmp-mobile-host-redir
Application type: ICMP-MOBILE-HOST-REDIR
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Description: ICMP Type 32 - Mobile Host Redirect
Application ID: 11363
Disabled: No
Number of Parent Group(s): 1
Application Groups:
    junos:infrastructure:networking
Port Mapping:
    Default ports: N/A
Signature:
    Port range: N/A
    Client-to-server
    Order: 5
Application Name: junos:twitpic
Application type: TWITPIC
Description: This signature detects Twitpic, a Web site that allows users to
             easily post pictures to the Twitter microblogging and social media
             service.
Application ID: 864
Disabled: No
Number of Parent Group(s): 1
Application Groups:
    junos:web:social-networking
Port Mapping:
    Default ports: N/A
Signature:
    Port range: N/A
    Client-to-server
    Order: 4
Application Name: junos:icmp-type-245
Application type: ICMP-TYPE-245
Description: ICMP Type 245 - Unassigned
Application ID: 11582
Disabled: No
Number of Parent Group(s): 1
Application Groups:
    junos:infrastructure:networking
Port Mapping:
    Default ports: N/A
Signature:
    Port range: N/A
    Client-to-server
    Order: 3

--—(more)-––

show services application-identification application detail (Specific Application)

user@host> show services application-identification application detail junos:SKYPE
Application Name: junos:SKYPE                                                 
Application type: SKYPE                                                       
Description: This signature detects Skype, which is a proprietary P2P VOIP
             network. It is a "complete black box" for both users and
             analyzers. It uses security through obscurity to make itself
             troublesome to analyze or reverse-engineer without a significant
             amount of work, or use of emulation. It uses AES block cipher, the
             RSA public key cryptosystem, the ISO 9796-2 signature padding
             scheme, the SHA-1 hash function, and the RC4 stream cipher through
             the communications between the client to client, client to
             supernodes and supernode to supernode.
Application ID: 183     
Disabled: No                 
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Number of Parent Group(s): 1       
Application Groups:
    junos:web:infrastructure:voip                
Application Tags:
    characteristic        : Supports File Transfer                            
    characteristic        : Evasive                                           
    characteristic        : Bandwidth Consumer                                
    risk                  : 4                                                 
    subcategory           : VOIP                                              
    category              : Infrastructure                                    
Layer-7 Protocol(s): UDP         / 216        
                     TCP         / 205        
                     SSL         / 199        
                     HTTPS       / 68         
                     HTTP        / 67         
Port Mapping:                           
    Default ports: N/A
Signature:
    Port range: N/A                     
    Client-to-server
    Order: 20 

show services application-identification application detail (Specific Application)

user@host> show services application-identification detail junos:http
re0:
--------------------------------------------------------------------------
Application Name: junos:http
Application type: HTTP
Description: This signature detects HyperText Transfer Protocol (HTTP), which
             is a protocol used by the World Wide Web. It defines how messages
             are formatted and transmitted and what actions Web servers and
             browsers should take in response to various commands. HTTP usually
             runs on TCP port 80.
Application ID: 67
Disabled: No
Number of Parent Group(s): 1
Application Groups:
    junos:web
Port Mapping:
    Default ports: TCP/80,3128,8000,8080
Signature:
    Port range: N/A
    Client-to-server
    Order: 3
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show services application-identification application-system-cache

Syntax show services application-identification application-system-cache
<interface interface-name>

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Display the database of cached values stored by the application identification system.

NOTE: The show services application-identification application-system-cache

command gives the information only when the application identifier (AI) is
matched with the signature.

Options none—Display the database of cached values for the all services interfaces.

interface interface-name—(Optional) Display the database of cached values for the

specified services interface.

Required Privilege
Level

view

Related
Documentation

request services application-identification application on page 850•

List of Sample Output show services application-identification application-system-cache on page 959
showservicesapplication-identificationapplication-system-cacheinterfaceonpage959

Output Fields Table63onpage957 lists theoutput fields for the showservicesapplication-identification

application-system-cache command. Output fields are listed in the approximate order

in which they appear.

Table 63: show services application-identification application-system-cache Output Fields

Field DescriptionField Name

Status (on or off) of the application cache.application-cache

Number of seconds the mapping information is saved.cache-entry-timeout

PIC number of the accumulated statistics.pic

IP address of the traffic flow for which application-identification is enabled.IP address

Port number of the traffic flow for which application-identification is enabled.Port

Protocol name of the flow for which application-identification is enabled.Protocol
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Table 63: show services application-identification application-system-cache Output
Fields (continued)

Field DescriptionField Name

Application number, which is a unique identifier that denotes the application or service for which
identification of traffic flows is enabled.

Application

Protocols or nested applications that denote the paths traversed for classified packets.Classification Path

PIC number of the accumulated statistics. For the interface on which deep packet inspection (DPI)
application is not running, that detail is also displayed for the corresponding interface.

PIC

Number of unknown applications.Unknown
applications

Number of sessions that matched the application in the application identification cache.Cache hits

Number of sessions that did not find the application in the application identification cache.Cachemisses

Number of client-to-server packets processed.Client-to-server
packets processed

Number of server-to-client packets processed.Server-to-client
packets processed

Number of client-to-server payload bytes processed.Client-to-server
bytes processed

Number of server-to-client payload bytes processed.Server-to-client
layer bytes
processed

Number of client-to-server packets processed.Client-to-server
packets processed

Number of server-to-client packets processed.Server-to-client
packets processed

Number of client-to-server payload bytes processed.Client-to-server
bytes processed

Number of server-to-client payload bytes processed.Server-to-client
layer bytes
processed

Number of sessions bypassed due to resource allocation failure.Sessions bypassed
due to resource
allocation failure

Number of TCP segments contained before the previous segment.Segment case 1 -
New segment to
left
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Table 63: show services application-identification application-system-cache Output
Fields (continued)

Field DescriptionField Name

Number of TCP segments that start before the previous segment and are contained in it.Segment case 2 -
New segment
overlap right

Number of TCP segments that start before the previous segment and extend beyond it.Segment case 3 -
Old segment
overlapped

Number of TCP segments that start and end within the previous segment.Segment case 4 -
New segment
overlapped

Number of TCP segments that start within the previous segments and extend beyond it.Segment case 5 -
New segment
overlap left

Number of TCP segments that start after the previous segment. This is the normal case.Segment case 6 -
New segment to
right

Sample Output

show services application-identification application-system-cache

user@host> show services application-identification application-system-cache
Application System Cache Configurations:
  application-cache: on
  cache-entry-timeout: 3600 seconds
pic: ams0
pic: ms-0/3/0
ms-0/3/0 is not running DPI engine
pic: ams1
pic: ms-0/0/0
IP address: 192.0.2.2                               Port: 80     Protocol: TCP
Application: HTTP:YOUTUBE
Classification Path: IP:TCP:HTTP:YOUTUBE

show services application-identification application-system-cache interface

user@host> showservicesapplication-identificationapplication-system-cacheinterfacems-1/0/0
Application System Cache Configurations:
  application-cache: on
  cache-entry-timeout: 3600 seconds
pic: ms-0/0/0
IP address: 192.0.2.2                               Port: 80     Protocol: TCP
Application: HTTP:YOUTUBE
Classification Path: IP:TCP:HTTP:YOUTUBE
user@host> show services application-identification counter

pic: ams0
ms-0/3/0 is not running DPI engine
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pic: ams1
  Counter type                                                      Value
Unknown applications                                                    32682
Cache hits                                                              323504
Cache misses                                                            400
Client-to-server packets processed                                      2034
Server-to-client packets processed                                      1982
Client-to-server bytes processed                                        258786
Server-to-client bytes processed                                        1314722
Sessions bypassed due to resource allocation failure                    0
Segment case 1 - New segment to left                                    0
Segment case 2 - New segment overlap right                              0
Segment case 3 - Old segment overlapped                                 0
Segment case 4 - New segment overlapped                                 0
Segment case 5 - New segment overlap left                               0
Segment case 6 - New segment to right                                   0
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show services application-identification counter

Syntax show services application-identification counter
<interface interface-name>

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Display application identification counter statistics.

Options none—Display counter statistics for all services interfaces.

interface interface-name—(Optional) Display counter statistics for the specified services

interface.

Required Privilege
Level

view

Related
Documentation

Application Identification Overview on page 323•

• Configuring Custom Application Signatures on page 325

List of Sample Output show services application-identification counter on page 962

Output Fields Table64onpage961 lists theoutput fields for the showservicesapplication-identification

counter command. Output fields are listed in an approximate order inwhich they appear.

Table 64: show services application-identification counter Output Fields

Field DescriptionField Name

PIC number of the accumulated statistics.PIC

Number of unknown applications.Unknown applications

Number of sessions thatmatched the application in the application identification cache.Cache hits

Number of sessions that did not find the application in the application identification
cache.

Cachemisses

Number of client-to-server packets processed.Client-to-server packets processed

Number of server-to-client packets processed.Server-to-client packets processed

Number of client-to-server payload bytes processed.Client-to-server bytes processed

Number of server-to-client payload bytes processed.Server-to-client layer bytes
processed
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Table 64: show services application-identification counter Output Fields (continued)

Field DescriptionField Name

Number of sessions bypassed due to resource allocation failure.Sessions bypassed due to resource
allocation failure

Number of TCP segments contained before the previous segment.Segmentcase 1 -Newsegment to left

Number of TCP segments that start before the previous segment and are contained in
it.

Segment case 2 - New segment
overlap right

Number of TCP segments that start before the previous segment and extend beyond it.Segment case 3 - Old segment
overlapped

Number of TCP segments that start and end within the previous segment.Segment case 4 - New segment
overlapped

Number of TCP segments that start within the previous segments and extend beyond
it.

Segment case 5 - New segment
overlap left

Number of TCP segments that start after the previous segment. This is the normal case.Segment case 6 - New segment to
right

Sample Output

show services application-identification counter

user@host> show services application-identification counter

pic: 5/0
  Counter type                                                      Value
 Unknown applications                                                    0
 Cache hits                                                              0
 Cache misses                                                            36
 Client-to-server packets processed                                      16
 Server-to-client packets processed                                      101
 Client-to-server bytes processed                                        3494
 Server-to-client bytes processed                                        112493
 Sessions bypassed due to resource allocation failure                    0
 Segment case 1 - New segment to left                                    11
 Segment case 2 - New segment overlap right                              8
 Segment case 3 - Old segment overlapped                                 0
 Segment case 4 - New segment overlapped                                 0
 Segment case 5 - New segment overlap left                               0
 Segment case 6 - New segment to right                                   7

pic: 5/1
  Counter type                                                      Value
 Unknown applications                                                    0
 Cache hits                                                              0
 Cache misses                                                            0
 Client-to-server packets processed                                      0
 Server-to-client packets processed                                      0
 Client-to-server bytes processed                                        0
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 Server-to-client bytes processed                                        0
 Sessions bypassed due to resource allocation failure                    0
 Segment case 1 - New segment to left                                    0
 Segment case 2 - New segment overlap right                              0
 Segment case 3 - Old segment overlapped                                 0
 Segment case 4 - New segment overlapped                                 0
 Segment case 5 - New segment overlap left                               0
 Segment case 6 - New segment to right                                   0
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show services application-identification group

Syntax show services application-identification group [detail application-group name | summary]

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Display detailed or summary information about a specified application signature group

or all application signature groups. Both custom and predefined application signature

groups can be displayed.

Options none—Display summary information for all application signature groups.

detail | summary—Display the specified level of output.

application-name—Application name; maximum 31 characters. Predefined applications

have the prefix junos- to avoid conflict with user-defined ones.

Required Privilege
Level

view

Related
Documentation

Application Identification Overview on page 323•

• Configuring Custom Application Signatures on page 325

• request services application-identification group on page 854

List of Sample Output show services application-identification group summary on page 965
show services application-identification group detail on page 966

Output Fields Table65onpage964 lists theoutput fields for the showservicesapplication-identification

group command. Output fields are listed in the approximate order in which they appear.

Table 65: show services application-identification group Output Fields

Level of OutputField DescriptionField Name

none

detail

summary

Unique IDnumberofanapplicationsignaturegroup.
ID numbers 1 through 32,767 are automatically
generated for predefined application signatures
and application signature groups; these IDs do not
change. ID numbers for custom application
signatures and application signature groups use ID
numbers 32,768 through 65,534.

Group ID

none

summary

Status of the application signature group and
whether the signature method is currently used to
identify this application. The default is No.

Disabled
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Table 65: show services application-identification group Output Fields (continued)

Level of OutputField DescriptionField Name

none

summary

Number of application signature groups present.Application
Group(s)

none

detail

summary

Names of application signatures associated with
this application signature group.

Applications

detailName of an application signature or application
signature group.

Group Name

detailDescription of the specified application in the
detailed display. If a description is not previously
specified, N/A is displayed for this field.

Description

detailTotal number of applications contained in the
group.

Number of
Applications

detailTotal number of sub-groups associated with this
application signature group.

Number of
Sub-Groups

detailTotal number of parent groups in this application
signature group or cluster.

Number of
Parent-Groups

detailApplication signature sub-groups present.Sub-Group(s)

Sample Output

show services application-identification group summary

user@host> show services application-identification group summary
Application Group(s): 66
Application Groups                                Disabled  ID
  junos:web:social-networking:facebook             No        68
  junos:web:reference                              No        67
  junos:infrastructure:legacy                      No        66
  junos:web:cdn                                    No        65
  junos:infrastructure:scada                       No        64
  junos:web:real-estate                            No        63
  junos:web:finance                                No        62
  junos:multimedia:audio-streaming                 No        61
  junos:web:remote-access                          No        60
  junos:web:p2p                                    No        59
  junos:remote-access:backdoors                    No        58
  junos:infrastructure:authentication              No        57
  junos:web:forums                                 No        56
  junos:remote-access:command                      No        55
  junos:infrastructure:scm                         No        54
  junos:web:portal                                 No        53
  junos:web:shopping                               No        52
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  junos:infrastructure:rpc                         No        51
  junos:messaging:mail                             No        50
  junos:web:search                                 No        49
  junos:infrastructure:encryption                  No        48
  junos:gaming:divers                              No        47
  junos:p2p:file-sharing                           No        46
  junos:infrastructure:backup                      No        45
  junos:multimedia:transport                       No        44
  junos:gaming:protocols                           No        43
  junos:web:advertisements                         No        42
  junos:infrastructure:monitoring                  No        41
  junos:infrastructure:mobile                      No        40
  junos:infrastructure:file-servers                No        39
  junos:web:infrastructure                         No        38
  junos:web:wiki                                   No        37
  junos:web:image-sharing                          No        36
  junos:infrastructure:directory                   No        35
  junos:infrastructure:database                    No        34
  junos:remote-access:tunneling                    No        33
  junos:remote-access:interactive-desktop          No        32
  junos:web:gaming                                 No        31
  junos:web:anonymizer                             No        30
  junos:web:blogging                               No        29
  junos:remote-access:divers                       No        28
  junos:remote-access                              No        27
  junos:p2p:divers                                 No        26
  junos:p2p                                        No        25
  junos:web:news                                   No        24
  junos:gaming:web-based                           No        23
  junos:gaming                                     No        22
  junos:web:messaging                              No        21
  junos:multimedia:web-based                       No        20
  junos:web:file-sharing                           No        19
  junos:web:travel                                 No        18
  junos:multimedia:video-streaming                 No        17
  junos:messaging:instant-messaging                No        16
  junos:web:multimedia                             No        15
  junos:infrastructure:voip                        No        14
  junos:messaging:divers                           No        13
  junos:messaging                                  No        12
  junos:web:applications                           No        11
  junos:multimedia:divers                          No        10
  junos:multimedia                                 No        9
  junos:web:divers                                 No        8
  junos:web:social-networking                      No        7
  junos:web                                        No        6
  junos:infrastructure:networking                  No        5
  junos:infrastructure:divers                      No        4
  junos:infrastructure                             No        3

show services application-identification group detail

user@host> show services application-identification group detail junos:social-networking
Group Name: junos:web                                                   
Group ID: 15      
Description: N/A                                                              
Disabled: No   
Number of Applications: 1      
Number of Sub-Groups: 21    
Number of Parent-Groups: 1      
Applications:
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    junos:http                                  
Sub Groups:
    junos:web:forums                             
    junos:web:travel                             
    junos:web:reference                          
    junos:web:portal                             
    junos:web:blogging                           
    junos:web:shopping                           
    junos:web:search                             
    junos:web:anonymizer                         
    junos:web:image-sharing                      
    junos:web:file-sharing                       
    junos:web:remote-access                      
    junos:web:real-estate                        
    junos:web:news                               
    junos:web:gaming                             
    junos:web:p2p                                
    junos:web:applications                       
    junos:web:multimedia                         
    junos:web:divers                             
    junos:web:messaging                          
    junos:web:social-networking                  
    junos:web:infrastructure                     
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show services application-identification statistics application-groups

Syntax show services application-identification statistics application-groups

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Display cumulative session and byte statistics per application group. Statistics are

displayed in alphabetical order.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

clear services application-identification statistics on page 845•

List of Sample Output show services application-identification statistics application-groups on page 968

Output Fields Table66onpage968 lists theoutput fields for the showservicesapplication-identification

statistics application-groups command. Output fields are listed in the approximate order

in which they appear.

Table 66: show services application-identification statistics application-groups Output Fields

Field DescriptionField Name

Date, time, and how long ago the statistics for the sessions were cleared. The format
None specified is year-month-day hour:minute:second timezone. If you did not clear the
statistics previously at any point, Never is displayed.

Last Reset

Name of the application group.Application Group

Number of sessions for the application group.Sessions

Size of the application group in kilobytes.Kilo Bytes

Sample Output

show services application-identification statistics application-groups

user@host> show services application-identification statistics application-groups

Last Reset: 2014-02-19 00:38:01 PST
                Application Group           Sessions         Kilo Bytes    
             junos:infrastructure                  2                 18     
  junos:infrastructure:monitoring                  2                 18   
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show services application-identification statistics applications

Syntax show services application-identification statistics applications

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Display cumulative session and byte statistics per application. Statistics are displayed

in alphabetical order.

Options This command has no options.

Required Privilege
Level

view

Related
Documentation

clear services application-identification statistics on page 845•

List of Sample Output show services application-identification statistics applications on page 969

Output Fields Table67onpage969 lists theoutput fields for the showservicesapplication-identification

statistics applications command. Output fields are listed in the approximate order in

which they appear.

Table 67: show services application-identification statistics applications Output Fields

Field DescriptionField Name

Date, time, and how long ago the statistics for the sessions were cleared in the format
year-month-dayhour:minute:second timezone . If youdidnot clear the statisticspreviously
at any point, Never is displayed.

Last Reset

Name of the application.Application

Number of sessions for the application.Sessions

Size of the application in bytes.Bytes

Sample Output

show services application-identification statistics applications

user@host> show services application-identification statistics applications

Last Reset: 2014-01-26 18:32:36 PST
         Application           Sessions              Bytes    
          junos:http                  4              24009     
          junos:https                 1             101823   
          junos:hulu                  1              48329   
      junos:linkedin                  1               2650   
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       junos:netflix                  2              32747   
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show services application-identification status

Syntax show services application-identification status

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Display detailed information about application identification status.

Required Privilege
Level

view

Related
Documentation

Application Identification Overview on page 323•

• Configuring Custom Application Signatures on page 325

• request services application-identification application on page 850

List of Sample Output show services application-identification status on page 972

Output Fields Table68onpage971 lists theoutput fields for the showservicesapplication-identification

status command. Output fields are listed in the approximate order in which they appear.

Table 68: show services application-identification status Output Fields

Field DescriptionField Name

Details of the application-identification engine and the processing
details of sessions.

Application Identification

Status of application identification: Enabled or Disabled.Status

Numberof sessionsundergoingapplication identificationdetection.Sessions under app
detection

Application identification detector engine version.Engine Version

Maximum number of TCP sessions that application identification
maintains.

Max TCP session packet
memory

Force packet plugin status: Enabled or Disabled.Force packet plugin

Force stream plugin status: Enabled or Disabled.Force stream plugin

Frequency (in minutes) for collecting statistics.Statistics collection interval

Details of entries in the application system cache.Application SystemCache

Status of application system cache: Enabled or Disabled.Status
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Table 68: show services application-identification status Output Fields
(continued)

Field DescriptionField Name

Maximum number of cache entries.Max Number of entries in
cache

Number of seconds after which the cache entries expires.Cache timeout

Information regarding application package downloads.Protocol Bundle

URL of the server fromwhere protocol bundle was downloaded.Download Server CGI

Status of auto update to receive protocol bundle updates from the
server: Enabled or Disabled.

Auto Update

Number of the slot pertaining to the packets for which
application-identification is associated.

Slot

Status of protocol bundle: Active or Free.Status

Version of protocol bundle.Version

Number of active sessions.Session

Sample Output

show services application-identification status

user@host> show services application-identification status
pic: 5/0

Application Identification
 Status                            Enabled
 Sessions under app detection      0
 Engine Version                    4.18.1-20 (build date Feb 15 2014)
 Max TCP session packet memory     30000
 Force packet plugin               Disabled
 Force stream plugin               Disabled
 Statistics collection interval    1 (in minutes)

Application System Cache
 Status                            Enabled
 Max Number of entries in cache    131072
 Cache timeout                     3600 (in seconds)

Protocol Bundle
 Download Server                   https://services.netscreen.com/cgi-bin/index.cgi

 AutoUpdate                        Disabled
Slot 1:                                 
 Status                            Active
 Version                           1.30.4-22.005 (build date Jan 17 2014)
 Sessions                          0    
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Slot 2                                  
 Status                            Free 
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show services application-identification version

Syntax show services application-identification version

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Display the Junos OS application package version.

Required Privilege
Level

view

Related
Documentation

request services application-identification download on page 852•

List of Sample Output show services application-identification version on page 974

Sample Output

show services application-identification version

user@host> show services application-identification version
Application package version: 1608
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show services captive-portal-content-delivery

Syntax show services captive-portal-content-delivery
<pic pic-name>
<profile profile-name>
<rule rule-name> <term term-name>
<ruleset ruleset-name>
<sset sset-name> <brief> <detail> <summary>
<statistics <interface pic-name>>

Release Information Command introduced in Junos OS Release 10.4.

Description Display the current operational state of all captive portal interfaces.

Options brief—(Optional) Display brief service set database information.

detail—(Optional) Display detailed service set database information.

pic—Display the PIC database.

profile—Display the profile database.

rule—Display the rule database.

ruleset—Display the rule set database.

sset—Display the service set database.

statistics—Display captive portal content delivery statistics about a PIC.

summary—(Optional) Display a summary of service set database information.

term—(Optional) Display term information for the rule database.

Required Privilege
Level

view

Related
Documentation

clear services captive-portal-content-delivery statistics on page 846•

List of Sample Output show services captive-portal-content-delivery on page 975

Sample Output

show services captive-portal-content-delivery

user@host> show services captive-portal-content-delivery picms-5/0/0
Name         Index 
ms-5/0/0        20                 

user@host> show services captive-portal-content-delivery profile
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Profile         Rules or Rule Sets 
http-redirect   1                  
ipda-rewrite    1                  

user@host> show services captive-portal-content-delivery http-redirect
Profile         Rules or Rule Sets 
http-redirect   1                  

user@host> show services captive-portal-content-delivery rule
Rule Name          Term Name      
redirect           t2             
rewrite            t1                             

user@host> show services captive-portal-content-delivery profile ipda-rewrite
Profile         Rules or Rule Sets 
ipda-rewrite    1    

user@host> show services captive-portal-content-delivery rule redirect
Rule Name          Term Name      
redirect           t2                          

user@host> show services captive-portal-content-delivery rule rewrite
Rule Name          Term Name      
rewrite            t1                         

user@host> show services captive-portal-content-delivery rule rewrite term t1
Rule name: rewrite
Rule match direction: inputTerm name: t1
Term action: rewrite
Term action option: null            

user@host> show services captive-portal-content-delivery rule redirect term t2
Rule name: redirect
Rule match direction: input
Term name: t2
Term action: redirect
Term action option: http://www.example.net           

user@host> show services captive-portal-content-delivery sset sset1 detail
Service Set        Id       Profile         Compiled Rules 
sset1              1        ipda-rewrite    1                        

user@host> show services captive-portal-content-delivery statistics interfacems-5/0/0
service-set interface: ms-5/0/0

Packets received   Packets altered  
5                     3          
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show services lrf collector statistics

Syntax show services lrf collector statistics
<collector-name>

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Display LRF statistics for one or more collectors. If a collector is not specified, statistics

are displayed for all collectors.

Options none—Display LRF statistics for all collectors.

collector-name—(Optional) Display LRF statistics for the specified collector.

Required Privilege
Level

view

Related
Documentation

Logging and Reporting Function for Subscribers on page 331•

List of Sample Output show services lrf collector statistics on page 978

Output Fields Table 69 on page 977 lists the output fields for the show services lrf collector statistics

command. Output fields are listed in the approximate order in which they appear.

Table 69: show services lrf collector statistics Output Fields

Field DescriptionField Name

Name of the interface fromwhich data records are sent to the collector.Interface

Number of templates registered with the collector.Templates registered

Number of template registration failures.Template registration failures

Number of active templates.Templates active

Number of data sessions received for logging of data.Sessions received

Number of data sessions received for logging of data that were ignored.Sessions ignored

Number of logs sent to the collector.Records logged

Number of data records exported to the collector.Records exported

Number of data record export attempts that failed.Record export failures
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Sample Output

show services lrf collector statistics

user@host> show services lrf collector statistics
LRF Collector Statistics
    Interface: ms-2/1/0
    Templates registered: 0, Template registration failures: 0, Templates active:
 1
    Sessions received: 0, Sessions ignored: 0, Records logged: 0
    Records exported: 0, Record export failures: 0
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show services lrf rule statistics

Syntax show services lrf rule statistics
<rule-name>

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Display LRF statistics for one or more LRF rules. If an LRF rule is not specified, statistics

are displayed for all LRF rules.

Options none—Display LRF statistics for all LRF rules.

rule-name—(Optional) Display LRF statistics for the specified LRF rule.

Required Privilege
Level

view

Related
Documentation

Logging and Reporting Function for Subscribers on page 331•

List of Sample Output show services lrf rule statistics on page 980

Output Fields Table70onpage979 lists theoutput fields for theshowservices lrf rulestatisticscommand.

Output fields are listed in the approximate order in which they appear.

Table 70: show services lrf rule statistics Output Fields

Field DescriptionField Name

Name of the interface fromwhich data records are sent to the collector.Interface

Name of the LRF rule that caused data records to be exported to the collector.Rule

Name of the template that was used to export data records to the collector.Template

Number of templates registered with the collector.Templates registered

Number of template registration failures.Template registration failures

Name of the collector to which data records were sent.Collector

Number of data sessions received for logging of data.Sessions received

Number of data sessions received for logging of data that were ignored.Sessions ignored

Number of data sessions that had data records exported to the collector.Sessions logged

Number of data records exported to the collector.Records exported
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Table 70: show services lrf rule statistics Output Fields (continued)

Field DescriptionField Name

Number of data record export attempts that failed.Record export failures

Sample Output

show services lrf rule statistics

user@host> show services lrf rule statistics
  LRF Rule Statistics
    Interface: ms-3/1/0
    Rule: r1
    Template: temp1
    Templates registered: 2, Template registration failures: 0
    Collector: coll1
    Sessions received: 115, Sessions ignored: 0, Sessions logged: 134
    Records exported: 134, Record export failures: 0
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show services lrf statistics

Syntax show services lrf statistics

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Display number of bytes, packets, and flows for carrying data records to the collector.

Required Privilege
Level

view

Related
Documentation

Logging and Reporting Function for Subscribers on page 331•

List of Sample Output show services lrf statistics on page 981

Output Fields Table 71 on page 981 lists the output fields for the show services lrf statistics command.

Output fields are listed in the approximate order in which they appear.

Table 71: show services lrf statistics Output Fields

Field DescriptionField Name

Name of the interface fromwhich data records are sent to the collector.Interface

Number of packets carrying data records to the collector.Flow packets

Number of bytes carrying data records to the collector.Flow bytes

Number of active flows carrying data records to the collector.Active flows

Total number of flows for carrying data records to the collector.Total flows

Sample Output

show services lrf statistics

user@host> show services lrf statistics
LRF Statistics
    Interface: ms-3/1/0
    Flow packets: 31125, Flow bytes: 15335751
    Active flows: 0, Total flows: 1887

    Interface: ms-3/2/0
    Flow packets: 0, Flow bytes: 0
    Active flows: 0, Total flows: 0
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show services lrf template

Syntax show services lrf template option

Release Information Statement introduced in Junos OS Release 17.1 on MX Series.

Description Display the fields for a template type. Youmust specify a template type.

Options option—Specify one of the following template types:

• device-data—Display the fields for the Device Data template type.

• flow-id—Display the fields for the Flow ID template type.

• http—Display the fields for the HTTP template type.

• ifl-subscriber—Display the fields for the IFL Subscriber template type.

• ipflow—Display the fields for the IPFlow template type.

• ipflow-extended—Display the fields for the IPFlow Extended template type.

• ipflow-tcp—Displays the fields for the IPFlow TCP template type.

• ipflow-tcp-ts—Displays the fields for the IPFlow TCP Timestamp template type.

• ipflow-ts—Display the fields for the IPFlow Timestamp template type.

• ipv4—Display the fields for the IPv4 template type.

• ipv4-extended—Display the fields for the IPv4 Extended template type.

• ipv6—Display the fields for the IPv6 template type.

• ipv6-extended—Display the fields for the IPv6 Extended template type.

• l7-app—Display the fields for the L7 Application template type.

• mobile-subscriber—Display the fields for the Mobile Subscriber template type.

• pcc—Display the fields for the PCC template type.

• subscriber-data—Display the fields for the Subscriber Data template type.

• wireline-subscriber—Display the fields for theWireline Subscriber template type.

Required Privilege
Level

view

Related
Documentation

Logging and Reporting Function for Subscribers on page 331•

List of Sample Output show services lrf template ipv4 on page 983
show services lrf template ipflow-extended on page 983
show services lrf template ipflow-tcp-ts on page 983
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show services lrf template ipflow-tcp on page 983

Sample Output

show services lrf template ipv4

user@host> show services lrf template ipv4
LRF Template fields
    Ipv4 source address
    Ipv4 destination address
    TCP/UDP source port
    TCP/UDP destination port

show services lrf template ipflow-extended

user@host> show services lrf template ipflow-extended
Field                   Element Id       Length(bytes)      Vendor 
Service set name        520              16                 Juniper   
Routing-instance        521              16                 Juniper 

show services lrf template ipflow-tcp-ts

user@host> show services lrf template ipflow-tcp-ts
Field                            Element Id    Length(bytes)  Vendor 
Smooth RTT uplink                10000         4              Juniper   
Smooth RTT downlink              10001         4              Juniper   
Client setup Time                10002         4              Juniper   
Server Setup time                10003         4              Juniper   
Client first payload timestamp   10004         8              Juniper   
Upload time                      10005         4              Juniper   
Server first payload timestamp   10006         8              Juniper   
Download time                    10007         4              Juniper   
Acknowledged volumes uplink      10008         8              Juniper   
Acknowledged volumes downlink    10009         8              Juniper  

show services lrf template ipflow-tcp

user@host> show services lrf template ipflow-tcp
Field                              Element Id  Length(bytes)  Vendor 
Retransmitted TCP packets uplink   115         4              Juniper   
Retransmitted TCP packets downlink 116         4              Juniper   
TCP flow creation timestamp        121         8              Juniper 
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show services pcef pic

Syntax show services pcef pic
<fpc-slot slot-number>
<pic-slot pic-number>

Release Information Command introduced in Junos OS Release 17.2 on MX Series routers.

Description Displays the number of Junos OS Subscriber Management subscribers present on each

service PIC who are a using policy control and enforcement function (PCEF) profile to

define the treatment to apply to packets associated with specific applications (for

example, Facebook) or to specific service data flows.

Options fpc-slot slot-number—(Optional) Display the number of PCEF subscribers present on
the specified FPC.

pic-slotpic-number—(Optional) Display the number of PCEF subscribers present on the
specified PIC.

Required Privilege
Level

view

Related
Documentation

show services pcef subscribers on page 986•

List of Sample Output show services pcef pic on page 984

Output Fields Table72onpage984 lists theoutput fields for theshowservicespcefpiccommand.Output

fields are listed in the approximate order in which they appear.

Table 72: show services pcef pic Output Fields

Field DescriptionField Name

FPC slot on which the PCEF subscribers are present.FPC Slot

PIC slot on which the PCEF subscribers are present.PIC Slot

Number of active PCEF subscribers that are present on the PIC slot.Active Subscribers

Sample Output

show services pcef pic

user@host> show services pcef pic
FPC Slot    PIC Slot     Active Subscribers
    2           0                    1
    2           1                    1
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    2           2                    0
    2           3                    0
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show services pcef subscribers

Syntax show services pcef subscribers
<detail | extensive | summary | terse>
<aci-interface-set-name aci-interface-set-name>
<address address>
<agent-circuit-identifier agent-circuit-identifier-substring>
<client-type client-type>
<count>
<id>
<interface interface>
<logical-system logical-system>
<mac-addressmac-address>
<physical-interface physical-interface-name>
<profile-name profile-name>
<routing-instance routing-instance>
<stacked-vlan-id stacked-vlan-id>
<subscriber-state subscriber-state>
<user-name user-name>
<vci vci-identifier>
<vpi vpi-identifier>
<vlan-id vlan-id>

Release Information Command introduced in Junos OS Release 17.2 on MX Series routers.

Description Displays information for Junos OS Subscriber Management subscribers who are a using

policy control and enforcement function (PCEF) profile to define the treatment to apply

to packets associated with specific applications (for example, Facebook) or to specific

service data flows.

Options detail | extensive | summary | terse—(Optional) Display the specified level of output.

aci-interface-set-name—(Optional) Display all dynamic subscriber sessions that use
the specified agent circuit identifier (ACI) interface set. Use the ACI interface set

name generated by the router, such as aci-1003-ge-1/0/0.4001, and not the actual

ACI value found in the DHCP or PPPoE control packets.

address—(Optional)Displaysubscriberswhose IPaddressmatches thespecifiedaddress.
Youmust specify the IPv4 or IPv6 address prefix without a netmask (for example,

192.0.2.0). If you specify the IP address as a prefix with a netmask (for example,

192.0.2.0/32), the router displaysamessage that the IPaddress is invalid, and rejects

the command.

agent-circuit-identifier-substring—(Optional) Display all dynamic subscriber sessions
whose ACI value matches the specified substring.

client-type—(Optional) Display subscribers whose client typematches one of the
following client types:
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• dhcp—DHCP clients only.

• dotlx—Dotlx clients only.

• essm—ESSM clients only.

• fwauth—FwAuth (authenticated across a firewall) clients only.

• l2tp—L2TP clients only.

• mlppp—MLPPP clients only.

• ppp—PPP clients only.

• pppoe—PPPoE clients only.

• static—Static clients only.

• vlan—VLAN clients only.

• vpls-pw—VPLS pseudowire clients only.

• xauth—Xauth clients only.

count—(Optional) Display the count of total subscribers and active subscribers for any
specified option. You can use the count option alone orwith the address, client-type,

interface, logical-system,mac-address,profile-name, routing-instance,stacked-vlan-id,

subscriber-state, or vlan-id options.

id—(Optional) Display a specific subscriber session whose session id matches the
specified subscriber ID. You can display subscriber IDs by using the show subscribers

extensive or the show subscribers interface extensive commands.

interface—(Optional)Displaysubscriberswhose interfacematches thespecified interface.

logical-system—(Optional) Display subscribers whose logical systemmatches the

specified logical system.

mac-address—(Optional)Display subscriberswhoseMACaddressmatches thespecified
MAC address.

physical-interface-name—(M120, M320, andMX Series routers only) (Optional) Display
subscribers whose physical interface matches the specified physical interface.

profile-name—(Optional) Display subscribers whose dynamic profile matches the
specified profile name.

routing-instance—(Optional) Display subscribers whose routing instancematches the
specified routing instance.

stacked-vlan-id—(Optional) Display subscribers whose stacked VLAN IDmatches the
specified stacked VLAN ID.

subscriber-state—(Optional) Display subscribers whose subscriber state matches the
specified subscriber state (ACTIVE, CONFIGURED, INIT, TERMINATED, or

TERMINATING).
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user-name—(M120, M320, and MX Series routers only) (Optional) Display subscribers
whose usernamematches the specified subscriber name.

vci-identifier—(MX Series routers with MPCs and ATMMICs with SFP only) (Optional)

Display active ATM subscribers whose ATM virtual circuit identifier (VCI) matches

the specified VCI identifier. The range of values is 0 through 255.

vpi-identifier—(MX Series routers with MPCs and ATMMICs with SFP only) (Optional)

Display active ATM subscribers whose ATM virtual path identifier (VPI)matches the

specified VPI identifier. The range of values is 0 through 65,535.

vlan-id—(Optional) Display subscribers whose VLAN IDmatches the specified VLAN ID,
regardless of whether the subscriber uses a single-tagged or double-tagged VLAN.

For subscribers using a double-tagged VLAN, this option displays subscribers where

the innerVLANtagmatches the specifiedVLAN ID.Todisplayonly subscriberswhere

the specified value matches only double-tagged VLANs, use the stacked-vlan-id

stacked-vlan-id option to match the outer VLAN tag.

NOTE: Because of display limitations, logical system and routing instance
output values are truncated when necessary.

Required Privilege
Level

view

Related
Documentation

show services pcef pic on page 984•

List of Sample Output show services pcef subscribers terse on page 991
show services pcef subscribers extensive on page 991
show services pcef subscribers summary on page 991

Output Fields Table73onpage988lists theoutput fields for theshowservicespcefsubscriberscommand.

Output fields are listed in the approximate order in which they appear.

Table 73: show services pcef subscribers Output Fields

Level of OutputField DescriptionField Name

detail

extensive

terse

Interface associatedwith the subscriber.Interface

detail

extensive

terse

Subscriber IPv4 or IPv6 address.IP Address
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Table 73: show services pcef subscribers Output Fields (continued)

Level of OutputField DescriptionField Name

detail

extensive

terse

Name of subscriber.User Name

terseNumber of the subscriber’s packets that
are processed by a PCEF profile.

• Input—Input packets.

• Output—Output packets.

Packets

terseNumber of the subscriber’s packets that
were dropped as a result of being
processed by a PCEF profile.

• Input—Input packets.

• Output—Output packets.

Packet Drops

extensive

detail

ID number for a subscriber service
session.

Session ID

extensive

detail

Variable-based forwarding flow ID.PFE Flow ID

extensive

detail

PCEF profile that is assigned to the
subscriber.

PCEF profile

extensive

detail

Routing instance associated with the
subscriber.

Routing Instance

extensive

detail

Service VRF

extensive

detail

Service set that is performing policy
control.

Service set

extensive

detail

Numberof thesubscriber’s inputpackets
that are processed by a PCEF profile.

Input packets

extensive

detail

Number of the subscriber’s input octets
that are processed by a PCEF profile.

Input octet
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Table 73: show services pcef subscribers Output Fields (continued)

Level of OutputField DescriptionField Name

extensive

detail

Number of the subscriber’s output
packets that are processed by a PCEF
profile.

Output packets

extensive

detail

Numberof thesubscriber’soutputoctets
that are processed by a PCEF profile.

Output octet

extensive

detail

Numberof thesubscriber’s inputpackets
that were dropped as a result of being
processed by a PCEF profile.

Input drops

extensive

detail

Number of the subscriber’s input bytes
that were dropped as a result of being
processed by a PCEF profile.

Input drop bytes

extensive

detail

Number of the subscriber’s output
packets that were dropped as a result of
being processed by a PCEF profile.

Output drops

extensive

detail

Number of the subscriber’s output bytes
that were dropped as a result of being
processed by a PCEF profile.

Output drop bytes

extensive

detail

Number of PCC rules that were applied
to subscriber’s traffic.

Rule count

extensive

detail

For each PCC rule that is assigned to the
subscriber, the following information
appears:

• Rule name—Name of PCC rule.

• In sessions—Number of incoming
sessions for the subscriber that are
processed by the rule.

• Out sessions—Number of outgoing
sessions for the subscriber that are
processed by the rule.

• Input packets—Number of input
packets and bytes for the subscriber
that are processed by the rule.

• Output packets—Number of output
packets and bytes for the subscriber
that are processed by the rule.

• Input drop packets—Number of input
packets and bytes for the subscriber
that are dropped by the rule.

• Output drop packets—Number of
output packets and bytes for the
subscriber that are dropped by the
rule.

Rule information
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Table 73: show services pcef subscribers Output Fields (continued)

Level of OutputField DescriptionField Name

summaryTotal number of subscribers.Total subscribers

Sample Output

show services pcef subscribers terse

user@host> show services pcef subscribers terse
Interface Name     IP Address   User Name      Packets       Packet Drops
                                           Input   Output   Input  Output
demux0.3221225518  192.0.2.26   pcefuser   4215521 5155789      0  589900

show services pcef subscribers extensive

user@host> show services pcef subscribers extensive
Session ID: 60
PFE flow ID: 73
Interface: demux0.3221225518
IP address: 192.0.2.26
Username: pcefuser
PCEF profile: pcef-prof-1
Routing Instance: default
Service VRF: 1
Service set: 0
Input packets: 4229161
Input octet: 1632292118
Output packets: 5171863
Output octet: 2199274163
Input drops: 0
Input drop bytes: 0
Output drops: 591751
Output drop bytes: 882496606
Rule count: 2
  Rule information           :
    Rule name                :          limit-fb
    In sessions              :                13680
    Out sessions             :                    0
    Input packets            :              2629243            244119982 bytes
    Output packets           :              3702363           1117717893 bytes
    Input drop packets       :                    0                    0 bytes
    Output drop packets      :               591751            882496606 bytes
    Rule name                :          default
    In sessions              :                84545
    Out sessions             :                    0
    Input packets            :              1599918           1388172136 bytes
    Output packets           :              1469500           1081556270 bytes
    Input drop packets       :                    0                    0 bytes
    Output drop packets      :                    0                    0 bytes

Sample Output

show services pcef subscribers summary

user@host> show services pcef subscribers summary
Total subscribers: 1
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show services service-sets summary

Syntax show services service-sets summary
<interface interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Description Display service set summary information.

Options none—Display service set summary information for all adaptive services interfaces.

interface interface-name—(Optional) Display service set summary information for a
particular interface. On M Series and T Series routers, interface-name can be

ms-fpc/pic/port, sp-fpc/pic/port, or rspnumber.

Required Privilege
Level

view

List of Sample Output show services service-sets summary on page 994
show services service-sets summary interface on page 994

Output Fields Table 74 on page 993 lists the output fields for the show services service-sets summary

command. Output fields are listed in the approximate order in which they appear.

Table 74: show services service-sets summary Output Fields

Field DescriptionField Name

Name of an adaptive services interfaceInterface

Type of adaptive service, such as stateful firewall (SFW), Network
Address Translation (NAT), intrusion detection service (IDS), Layer
2 Tunneling Protocol (L2TP), Compressed Real-Time Transport
Protocol (CRTP), or IP Security (IPsec)

Service type

Total number of service sets configured on the PIC that use internal
service set IDs and do not consume external service sets, including
CRTP and L2TP

Service sets configured

Bytes used by a particular service or all servicesBytes used

Policy bytes used by a particular service or all servicesPolicy bytes used

Percentage of the CPU resources being usedCPU utilization
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Sample Output

show services service-sets summary

user@host> show services service-sets summary
     Service sets                                             CPU
Interface    configured             Bytes used    Policy bytes used  utilization
ms-4/0/0                1   14821556 ( 4.53 %)     855124 ( 0.40 %)        N/A
 ms-4/1/0               1   14691700 ( 4.49 %)     855068 ( 0.40 %)        N/A

show services service-sets summary interface

user@host> show services service-sets summary interface sp-1/3/0
Interface: sp-1/3/0
                  Service sets                          CPU
  Service type    configured               Bytes used   utilization
  SFW/NAT/IDS                1           54 ( 0.00 %)        N/A
  L2TP                       1           58 ( 0.00 %)        N/A
  CRTP                       1           58 ( 0.00 %)        N/A
  System                     0       920831 ( 0.44 %)        N/A
  Idle                       0            0 ( 0.00 %)        N/A
  Total                      3       921001 ( 0.44 %)        N/A
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show subscribers

Syntax show subscribers
<detail | extensive | terse>
<aci-interface-set-name aci-interface-set-name>
<address address>
<agent-circuit-identifier agent-circuit-identifier-substring>
<client-type client-type>
<count>
<id>
<interface interface>
<logical-system logical-system>
<mac-addressmac-address>
<physical-interface physical-interface-name>
<profile-name profile-name>
<routing-instance routing-instance>
<stacked-vlan-id stacked-vlan-id>
<subscriber-state subscriber-state>
<user-name user-name>
<vci vci-identifier>
<vpi vpi-identifier>
<vlan-id vlan-id>

Release Information Command introduced in Junos OS Release 9.3.

Command introduced in Junos OS Release 9.3 for EX Series switches.

client-type,mac-address, subscriber-state, and extensive options introduced in JunosOS

Release 10.2.

count option usage with other options introduced in Junos OS Release 10.2.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Optionsaci-interface-set-nameandagent-circuit-identifier introduced in JunosOSRelease

12.2.

The physical-interface and user-name options introduced in Junos OS Release 12.3.

Options vci and vpi introduced in Junos OS Release 12.3R3 and supported in later 12.3Rx

releases.

Options vciand vpi supported in JunosOSRelease 13.2 and later releases. (Not supported

in Junos OS Release 13.1.)

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Display information for active subscribers.

Options detail | extensive | terse—(Optional) Display the specified level of output.

aci-interface-set-name—(Optional) Display all dynamic subscriber sessions that use
the specified agent circuit identifier (ACI) interface set. Use the ACI interface set

name generated by the router, such as aci-1003-ge-1/0/0.4001, and not the actual

ACI value found in the DHCP or PPPoE control packets.
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address—(Optional)Displaysubscriberswhose IPaddressmatches thespecifiedaddress.
Youmust specify the IPv4 or IPv6 address prefix without a netmask (for example,

192.0.2.0). If you specify the IP address as a prefix with a netmask (for example,

192.0.2.0/32), the router displaysamessage that the IPaddress is invalid, and rejects

the command.

agent-circuit-identifier-substring—(Optional) Display all dynamic subscriber sessions
whose ACI value matches the specified substring.

client-type—(Optional) Display subscribers whose client typematches one of the
following client types:

• dhcp—DHCP clients only.

• dotlx—Dotlx clients only.

• essm—ESSM clients only.

• fwauth—FwAuth (authenticated across a firewall) clients only.

• l2tp—L2TP clients only.

• mlppp—MLPPP clients only.

• ppp—PPP clients only.

• pppoe—PPPoE clients only.

• static—Static clients only.

• vlan—VLAN clients only.

• vlan-oob—VLAN out-of-band (ANCP-triggered) clients only.

• vpls-pw—VPLS pseudowire clients only.

• xauth—Xauth clients only.

count—(Optional) Display the count of total subscribers and active subscribers for any
specified option. You can use the count option alone orwith the address, client-type,

interface, logical-system,mac-address,profile-name, routing-instance,stacked-vlan-id,

subscriber-state, or vlan-id options.

id—(Optional) Display a specific subscriber session whose session id matches the
specified subscriber ID. You can display subscriber IDs by using the show subscribers

extensive or the show subscribers interface extensive commands.

interface—(Optional)Displaysubscriberswhose interfacematches thespecified interface.

logical-system—(Optional) Display subscribers whose logical systemmatches the

specified logical system.

mac-address—(Optional)Display subscriberswhoseMACaddressmatches thespecified
MAC address.

physical-interface-name—(M120, M320, andMX Series routers only) (Optional) Display
subscribers whose physical interface matches the specified physical interface.
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profile-name—(Optional) Display subscribers whose dynamic profile matches the
specified profile name.

routing-instance—(Optional) Display subscribers whose routing instancematches the
specified routing instance.

stacked-vlan-id—(Optional) Display subscribers whose stacked VLAN IDmatches the
specified stacked VLAN ID.

subscriber-state—(Optional) Display subscribers whose subscriber state matches the
specified subscriber state (ACTIVE, CONFIGURED, INIT, TERMINATED, or

TERMINATING).

user-name—(M120, M320, and MX Series routers only) (Optional) Display subscribers
whose usernamematches the specified subscriber name.

vci-identifier—(MX Series routers with MPCs and ATMMICs with SFP only) (Optional)

Display active ATM subscribers whose ATM virtual circuit identifier (VCI) matches

the specified VCI identifier. The range of values is 0 through 255.

vpi-identifier—(MX Series routers with MPCs and ATMMICs with SFP only) (Optional)

Display active ATM subscribers whose ATM virtual path identifier (VPI)matches the

specified VPI identifier. The range of values is 0 through 65,535.

vlan-id—(Optional) Display subscribers whose VLAN IDmatches the specified VLAN ID,
regardless of whether the subscriber uses a single-tagged or double-tagged VLAN.

For subscribers using a double-tagged VLAN, this option displays subscribers where

the innerVLANtagmatches the specifiedVLAN ID.Todisplayonly subscriberswhere

the specified value matches only double-tagged VLANs, use the stacked-vlan-id

stacked-vlan-id option to match the outer VLAN tag.

NOTE: Because of display limitations, logical system and routing instance
output values are truncated when necessary.

Required Privilege
Level

view

Related
Documentation

show subscribers summary on page 1021•

• Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

• Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line

Identifiers

• Verifying and Managing Junos OS Enhanced Subscriber Management

List of Sample Output show subscribers (IPv4) on page 1004
show subscribers (IPv6) on page 1004
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show subscribers (IPv4 and IPv6 Dual Stack) on page 1004
show subscribers (Single Session DHCPDual Stack) on page 1004
show subscribers (Single Session DHCPDual Stack detail) on page 1005
show subscribers (LNS onMX Series Routers) on page 1005
show subscribers (L2TP Switched Tunnels) on page 1005
show subscribers client-type dhcp detail on page 1005
show subscribers client-type vlan-oob detail on page 1006
show subscribers count on page 1006
show subscribers address detail (IPv6) on page 1006
show subscribers detail (IPv4) on page 1007
show subscribers detail (IPv6) on page 1007
show subscribers detail (pseudowire Interface for GRE Tunnel) on page 1007
show subscribers detail (IPv6 Static Demux Interface) on page 1008
show subscribers detail (L2TP LNS Subscribers onMX Series Routers) on page 1008
show subscribers detail (L2TP Switched Tunnels) on page 1008
show subscribers detail (Tunneled Subscriber) on page 1009
show subscribers detail (IPv4 and IPv6 Dual Stack) on page 1009
show subscribers detail (ACI Interface Set Session) on page 1010
showsubscribersdetail (PPPoESubscriberSessionwithACI InterfaceSet)onpage1010
show subscribers extensive on page 1010
showsubscribersextensive(PassiveOpticalNetworkCircuit InterfaceSet)onpage1011
show subscribers extensive (DNS Addresses fromAccess Profile or Global
Configuration) on page 1011
show subscribers extensive (DNS Addresses fromRADIUS) on page 1012
show subscribers extensive (IPv4 DNS Addresses fromRADIUS, IPv6 fromAccess
Profile or Global Configuration) on page 1012
show subscribers extensive (RPF Check Fail Filter) on page 1013
showsubscribersextensive(L2TPLNSSubscribersonMXSeriesRouters)onpage1013
show subscribers extensive (IPv4 and IPv6 Dual Stack) on page 1013
show subscribers extensive (ADF Rules ) on page 1014
show subscribers extensive (Effective Shaping-Rate) on page 1015
show subscribers extensive (Subscriber Session Using PCEF Profile) on page 1015
showsubscribersaci-interface-set-namedetail (SubscriberSessionsUsingSpecified
ACI Interface Set) on page 1016
show subscribers agent-circuit-identifier detail (Subscriber Sessions Using Specified
ACI Substring) on page 1017
show subscribers interface extensive on page 1017
show subscribers logical-system terse on page 1018
show subscribers physical-interface count on page 1018
show subscribers routing-instance inst1 count on page 1018
show subscribers stacked-vlan-id detail on page 1018
show subscribers stacked-vlan-id vlan-id detail (Combined Output) on page 1018
show subscribers stacked-vlan-id vlan-id interface detail (Combined Output for a
Specific Interface) on page 1019
show subscribers user-name detail on page 1019
show subscribers vlan-id on page 1019
show subscribers vlan-id detail on page 1019
showsubscribersvpivciextensive(PPPoE-over-ATMSubscriberSession)onpage1020
show subscribers address detail (Enhanced Subscriber Management) on page 1020
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Output Fields Table 75 on page 999 lists the output fields for the show subscribers command. Output

fields are listed in the approximate order in which they appear.

Table 75: show subscribers Output Fields

Field DescriptionField Name

Interface associated with the subscriber. The router or switch displays subscribers whose interface
matches or begins with the specified interface.

The * character indicates a continuation of addresses for the same session.

Interface

Subscriber IP address or VLAN ID associated with the subscriber in the form tpid.vlan-id

No IPaddressorVLAN ID isassigned toanL2TPtunnel-switchedsession. For thesesubscriber sessions
the value is Tunnel-switched.

IP Address/VLAN ID

Name of subscriber.User Name

Logical system and routing instance associated with the subscriber.LS:RI

Subscriber client type (DHCP, GRE, L2TP, PPP, PPPoE, STATIC-INTERFACE, VLAN).Type

Subscriber IPv4 address.IP Address

Subscriber IP netmask.

(MXSeries)This fielddisplays255.255.255.255bydefault. For tunneledor terminatedPPPsubscribers
only, this field displays the actual value of Framed-IP-Netmask when the SDB_FRAMED_PROTOCOL
attribute in the session database is equal to AUTHD_FRAMED_PROTOCOL_PPP. This occurs in the
use case where the LNS generates access-internal routes when it receives Framed-IP-Netmask from
RADIUS during authorization. When it receives Framed-Pool from RADIUS, the pool mask is ignored
and the default /32 mask is used.

IP Netmask

IP address of primary DNS server.

This field is displayed with the extensive option only when the address is provided by RADIUS.

Primary DNS Address

IP address of secondary DNS server.

This field is displayed with the extensive option only when the address is provided by RADIUS.

SecondaryDNSAddress

IPv6 address of primary DNS server.

This field is displayed with the extensive option only when the address is provided by RADIUS.

IPv6 Primary DNS
Address

IPv6 address of secondary DNS server.

This field is displayed with the extensive option only when the address is provided by RADIUS.

IPv6 Secondary DNS
Address

IP addresses for the DNS server, displayed in order of configuration.

This field is displayed with the extensive option only when the addresses are derived from the access
profile or the global access configuration.

Domain name server
inet
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Table 75: show subscribers Output Fields (continued)

Field DescriptionField Name

IPv6 addresses for the DNS server, displayed in order of configuration.

This field is displayed with the extensive option only when the addresses are derived from the access
profile or the global access configuration.

Domain name server
inet6

IP address of primaryWINS server.PrimaryWINS Address

IP address of secondaryWINS server.SecondaryWINS
Address

Subscriber IPv6 address, or multiple addresses.IPv6 Address

Subscriber IPv6 prefix. If you are using DHCPv6 prefix delegation, this is the delegated prefix.IPv6 Prefix

IPv6 prefix obtained through ND/RA.IPv6 User Prefix

Subscriber IPv6 address pool. The IPv6 address pool is used to allocate IPv6 prefixes to the DHCPv6
clients.

IPv6 Address Pool

Length of the network portion of the IPv6 address.IPv6 Network Prefix
Length

Length of the subscriber IPv6 prefix.IPv6 Prefix Length

Logical system associated with the subscriber.Logical System

Routing instance associated with the subscriber.Routing Instance

(Enhanced subscriber management for MX Series routers) Name of the enhanced subscriber
management logical interface, in the form demux0.nnnn (for example, demux0.3221225472), towhich
access-internal and framed subscriber routes are mapped.

Interface

Whether the subscriber interface is Static or Dynamic.Interface Type
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Table 75: show subscribers Output Fields (continued)

Field DescriptionField Name

Internally generated name of the dynamic ACI or ALI interface set used by the subscriber session. The
prefix of the name indicates the string received in DHCP or PPPoE control packets on which the
interface set is based. For ALI interface sets, the prefix indicates that the value is configured as a
trusted option to identify the subscriber line.

The name of the interface set uses one of the following prefixes:

• aci—ACI; for example, aci-1033-demux0.3221225524.This is theonlyprefix allowed forACI interface
sets.

• ari—ARI; for example, ari-1033-demux0.3221225524.

• aci+ari—Both the ACI and ARI; for example, aci+ari-1033-demux0.3221225524.

• noids—Neither the ACI nor the ARI were received; for example, noids-1033-demux0.3221225524.

NOTE: ACI interface sets are configured with the agent-circuit-identifier autoconfiguration stanza.
ALI interface sets are configured with the line-identity autoconfiguration stanza.

Besides dynamic ACI and ALI interface sets, this field can be an interface set based on a substring of
the ARI string. This occurs when the dynamic profile includes the predefined variable
$junos-pon-id-interface-set-name, and the profile is applied for a passive optical network (PON).
The ARI string is inserted by the optical line terminal (OLT). The final substring in the string, unique
for the PON, identifies individual subscriber circuits, and is used as the name of the interface set.

Interface Set

Interface type of the ACI interface set: Dynamic. This is the only ACI interface set type currently
supported.

Interface Set Type

Identifier of the dynamic ACI interface set entry in the session database.Interface Set Session ID

Name of the underlying interface for the subscriber session.Underlying Interface

Dynamic profile used for the subscriber.Dynamic Profile Name

Version number of the dynamic profile used for the subscriber.DynamicProfile Version

MAC address associated with the subscriber.MACAddress

Current state of the subscriber session (Init, Configured, Active, Terminating, Tunneled).State

Current state of the L2TP session, Tunneled or Tunnel-switched. When the value is Tunnel-switched,
two entries are displayed for the subscriber; the first entry is at the LNS interface on the LTS and the
second entry is at the LAC interface on the LTS.

L2TP State

Name of the L2TP tunnel switch profile that initiates tunnel switching.Tunnel switch Profile
Name

IP address of the local gateway (LAC).Local IP Address

IP address of the remote peer (LNS).Remote IP Address

VLAN ID associated with the subscriber in the form tpid.vlan-id.VLAN Id
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Table 75: show subscribers Output Fields (continued)

Field DescriptionField Name

Stacked VLAN ID associated with the subscriber in the form tpid.vlan-id.Stacked VLAN Id

RADIUS accounting ID associated with the subscriber.RADIUS Accounting ID

For the dhcp client type, option 82 agent circuit ID associated with the subscriber. The ID is displayed
as an ASCII string unless the value has nonprintable characters, in which case it is displayed in
hexadecimal format.

For the vlan-oob client type, the agent circuit ID or access-loop circuit identifier that identifies the
subscriber line based on the subscriber-facing DSLAM interface on which the subscriber request
originates.

Agent Circuit ID

For the dhcp client type, option 82 agent remote ID associatedwith the subscriber. The ID is displayed
as an ASCII string unless the value has nonprintable characters, in which case it is displayed in
hexadecimal format.

For the vlan-oob client type, the agent remote ID or access-loop remote identifier that identifies the
subscriber line based on the NAS-facing DSLAM interface onwhich the subscriber request originates.

Agent Remote ID

IP address used by the DHCP relay agent.DHCP Relay IP Address

(MX Series routers with MPCs and ATMMICs with SFP only) ATM virtual path identifier (VPI) on the
subscriber’s physical interface.

ATMVPI

(MX Series routers with MPCs and ATMMICs with SFP only) ATM virtual circuit identifier (VCI) for
each VPI configured on the subscriber interface.

ATMVCI

Date and time at which the subscriber logged in.Login Time

Actual downstream traffic shaping rate for the subscriber, in kilobits per second.Effective shaping-rate

Input service set in access dynamic profile.IPv4 Input Service Set

Output service set in access dynamic profile.IPv4OutputServiceSet

PCEF profile in access dynamic profile.PCEF Profile

PCC rule or rulebase used in dynamic profile.PCEF Rule/Rulebase

Values for variables that are passed into the dynamic profile from RADIUS.Dynamic configuration

Time at which the first family in this service became active.Service activation time

Name of the filter applied by the dynamic profile to IPv4 packets that fail the RPF check.IPv4 rpf-checkFail Filter
Name

Name of the filter applied by the dynamic profile to IPv6 packets that fail the RPF check.IPv6 rpf-checkFail Filter
Name
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Table 75: show subscribers Output Fields (continued)

Field DescriptionField Name

len = number of hex values in the message. The hex values specify the type, length, value (TLV) for
DHCP options, as defined in RFC 2132.

DHCPOptions

ID number for a subscriber service session.Session ID

ForDHCPv6subscribersonaPPPoEnetwork, displays thesession IDof theunderlyingPPPoE interface.Underlying Session ID

Number of service sessions (that is, a service activated using RADIUS CoA) associated with the
subscribers.

Service Sessions

Service session profile name.Service Session Name

Numberof secondsofaccessprovided to thesubscriberbefore thesession isautomatically terminated.Session Timeout
(seconds)

Number of seconds subscriber can be idle before the session is automatically terminated.Idle Timeout (seconds)

Name of the pool used for DHCPv6 prefix delegation.IPv6DelegatedAddress
Pool

Length of the prefix configured for the IPv6 delegated address pool.IPv6DelegatedNetwork
Prefix Length

Address assigned by the Framed-Ipv6-Prefix AAA attribute. This field is displayed only when the
predefined variable $junos-ipv6-address is used in the dynamic profile.

IPv6 Interface Address

Interface ID assigned by the Framed-Interface-Id AAA attribute.IPv6 Framed Interface
Id

Name assigned to the Ascend-Data-Filter (ADF) interface IPv4 input filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv4 Input Filter
Name

Nameassigned to theAscend-Data-Filter (ADF) interface IPv4output filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv4 Output Filter
Name

Name assigned to the Ascend-Data-Filter (ADF) interface IPv6 input filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv6 Input Filter
Name

Nameassigned to theAscend-Data-Filter (ADF) interface IPv6output filter (client or service session).
The filter name is followed by the rules (in hexadecimal format) associated with the ADF filter and
the decoded rule in Junos OS filter style.

ADF IPv6 Output Filter
Name

Name assigned to the IPv4 input filter (client or service session).IPv4 Input Filter Name

Name assigned to the IPv4 output filter (client or service session).IPv4OutputFilterName
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Table 75: show subscribers Output Fields (continued)

Field DescriptionField Name

Name assigned to the IPv6 input filter (client or service session).IPv6 Input Filter Name

Name assigned to the IPv6 output filter (client or service session).IPv6OutputFilterName

Name assigned to the logical interface input filter (client or service session).IFL Input Filter Name

Name assigned to the logical interface output filter (client or service session).IFL Output Filter Name

Sample Output

show subscribers (IPv4)

user@host> show subscribers
Interface               IP Address/VLAN ID   User Name         LS:RI
ge-1/3/0.1073741824     10                                    default:default
demux0.1073741824       203.0.113.10        WHOLESALER-CLIENT default:default
demux0.1073741825       203.0.113.3         RETAILER1-CLIENT  test1:retailer1
demux0.1073741826       203.0.113.3         RETAILER2-CLIENT  test1:retailer2

show subscribers (IPv6)

user@host> show subscribers
Interface          IP Address/VLAN ID   User Name           LS:RI
ge-1/0/0.0         2001:db8:c0:0:0:0/74    WHOLESALER-CLIENT   default:default
     *             2001:db8:1/128          subscriber-25       default:default

show subscribers (IPv4 and IPv6 Dual Stack)

user@host> show subscribers
Interface           IP Address/VLAN ID         User Name                      
LS:RI
demux0.1073741834   0x8100.1002 0x8100.1                                 
default:default
demux0.1073741835   0x8100.1001 0x8100.1                                 
default:default
pp0.1073741836      203.0.113.13             dualstackuser1@example1.com     
default:ASP-1
*                   2001:db8:1::/48
*                   2001:db8:1:1::/64
pp0.1073741837      203.0.113.33             dualstackuser2@example1.com     
default:ASP-1
*                   2001:db8:1:2:5::/64

show subscribers (Single Session DHCPDual Stack)

user@host> show subscribers

Interface           IP Address/VLAN ID        User Name               LS:RI
demux0.1073741364   192.168.10.10             dual-stack-retail35     default:default
                    2001:db8::100:0:0:0/74                            default:default
                    2001:db8:3ffe:0:4::/64
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show subscribers (Single Session DHCPDual Stack detail)

user@host> show subscribers id 27 detail
Type: DHCP
User Name: dual-stack-retail33
IP Address: 10.10.0.53
IPv6 Address: 2001:db8:3000:0:0:8003::2
IPv6 Prefix: 2001:db8:3ffe:0:4::/64
Logical System: default
Routing Instance: default
Interface: ae0.3221225472
Interface type: Static
Underlying Interface: ae0.3221225472
Dynamic Profile Name: dhcp-retail-18
MAC Address: 00:00:5E:00:53:02
State: Active
DHCP Relay IP Address: 10.10.0.1
Radius Accounting ID: 27
Session ID: 27
PFE Flow ID: 2
Stacked VLAN Id: 2000
VLAN Id: 1
Login Time: 2014-05-15 10:12:10 PDT
DHCP Options: len 60
00 08 00 02 00 00 00 01 00 0a 00 03 00 01 00 00 64 01 01 02
00 06 00 04 00 03 00 19 00 03 00 0c 00 00 00 00 00 00 00 00
00 00 00 00 00 19 00 0c 00 00 00 00 00 00 00 00 00 00 00 00

show subscribers (LNS onMX Series Routers)

user@host> show subscribers
Interface          IP Address/VLAN ID   User Name         LS:RI
si-4/0/0.1         192.0.2.0          user@example.com   default:default

show subscribers (L2TP Switched Tunnels)

user@host> show subscribers
Interface           IP Address/VLAN ID    User Name              LS:RI
si-2/1/0.1073741842 Tunnel-switched       user@example.com        default:default

si-2/1/0.1073741843 Tunnel-switched       user@example.com        default:default

show subscribers client-type dhcp detail

user@host> show subscribers client-type dhcp detail
Type: DHCP
IP Address: 203.0.113.29
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: demux0.1073744127
Interface type: Dynamic
Dynamic Profile Name: dhcp-demux
MAC Address: 00:00:5e:00:53:98
State: Active
Radius Accounting ID: user :2304
Login Time: 2009-08-25 14:43:52 PDT
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Type: DHCP
IP Address: 203.0.113.27
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: demux0.1073744383
Interface type: Dynamic
Dynamic Profile Name: dhcp-demux-prof
MAC Address: 00:00:5e:00:53:f3
State: Active
Radius Accounting ID: 1234 :2560
Login Time: 2009-08-25 14:43:56 PDT

show subscribers client-type vlan-oob detail

user@host> show subscribers client-type vlan-oob detail
Type: VLAN-OOB
User Name: L2WS.line-aci-1.line-ari-1
Logical System: default
Routing Instance: ISP1
Interface: demux0.1073744127
Interface type: Dynamic
Underlying Interface: ge-1/0/0
Dynamic Profile Name: Prof_L2WS
Dynamic Profile Version: 1
State: Active
Radius Accounting ID: 1234
Session ID: 77
VLAN Id: 126
Core-Facing Interface: ge-2/1/1
VLAN Map Id: 6
Inner VLAN Map Id: 2001
Agent Circuit ID: line-aci-1
Agent Remote ID: line-ari-1
Login Time: 2013-10-29 14:43:52 EDT 

show subscribers count

user@host> show subscribers count
Total Subscribers: 188, Active Subscribers: 188

show subscribers address detail (IPv6)

user@host> show subscribers address 203.0.113.137 detail
Type: PPPoE
User Name: pppoeTerV6User1Svc
IP Address: 203.0.113.137
IP Netmask: 255.0.0.0
IPv6 User Prefix: 2001:db8:0:c88::/32
Logical System: default
Routing Instance: default
Interface: pp0.1073745151
Interface type: Dynamic
Underlying Interface: demux0.8201
Dynamic Profile Name: pppoe-client-profile
MAC Address: 00:00:5e:00:53:53
Session Timeout (seconds): 31622400
Idle Timeout (seconds): 86400
State: Active
Radius Accounting ID: example demux0.8201:6544
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Session ID: 6544
Agent Circuit ID: ifl3720
Agent Remote ID: ifl3720
Login Time: 2012-05-21 13:37:27 PDT
Service Sessions: 1

show subscribers detail (IPv4)

user@host> show subscribers detail
Type: DHCP
IP Address: 203.0.113.29
IP Netmask: 255.255.0.0
Primary DNS Address: 192.0.2.0
Secondary DNS Address: 192.0.2.1
Primary WINS Address: 192.0.2.3
Secondary WINS Address: 192.0.2.4
Logical System: default
Routing Instance: default
Interface: demux0.1073744127
Interface type: Dynamic
Dynamic Profile Name: dhcp-demux-prof
MAC Address: 00:00:5e:00:53:98
State: Active
Radius Accounting ID: example :2304
Idle Timeout (seconds): 600
Login Time: 2009-08-25 14:43:52 PDT
DHCP Options: len 52
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 08 33 04 00 00
00 3c 0c 15 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 36 2f
33 2d 37 2d 30 37 05 01 06 0f 21 2c
Service Sessions: 2

show subscribers detail (IPv6)

user@host> show subscribers detail
Type: DHCP
User Name: pd-user1
IPv6 Prefix: 2001:db8:ffff:1::/32
Logical System: default
Routing Instance: default
Interface: ge-3/1/3.2
Interface type: Static
MAC Address: 00:00:5e:00:53:03
State: Active
Radius Accounting ID: 1
Session ID: 1
Login Time: 2011-08-25 12:12:26 PDT
DHCP Options: len 42
00 08 00 02 00 00 00 01 00 0a 00 03 00 01 00 51 ff ff 00 03
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00

show subscribers detail (pseudowire Interface for GRE Tunnel)

user@host> show subscribers detail
Interface           IP Address/VLAN ID        User Name           LS:RI
ps0.3221225484      30.1.0.2
ps0.3221225485      30.1.0.3
demux0.3221225486    1                                            default:default
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demux0.3221225487    1                                            default:default

demux0.3221225488   100.16.0.1                                    default:default

demux0.3221225489   100.16.0.2                                    default:default

show subscribers detail (IPv6 Static Demux Interface)

user@host> show subscribers detail
Type: STATIC-INTERFACE
User Name: user@example.net
IPv6 Prefix: 2001:db8:3:4:5:6:7:aa/32
Logical System: default
Routing Instance: default
Interface: demux0.1
Interface type: Static
Dynamic Profile Name: junos-default-profile
State: Active
Radius Accounting ID: 185
Login Time: 2010-05-18 14:33:56 EDT

show subscribers detail (L2TP LNS Subscribers onMX Series Routers)

user@host> show subscribers detail
Type: L2TP
User Name: user@example.net
IP Address: 203.0.113.58
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: si-5/2/0.1073749824
Interface type: Dynamic
Dynamic Profile Name: dyn-lns-profile2
Dynamic Profile Version: 1
State: Active
Radius Accounting ID: 8001
Session ID: 8001
Login Time: 2011-04-25 20:27:50 IST

show subscribers detail (L2TP Switched Tunnels)

user@host> show subscribers detail
Type: L2TP
User Name: user@example.com
Logical System: default
Routing Instance: default
Interface: si-2/1/0.1073741842
Interface type: Dynamic
Dynamic Profile Name: dyn-lts-profile
State: Active
L2TP State: Tunnel-switched
Tunnel switch Profile Name: ce-lts-profile
Local IP Address: 203.0.113.51
Remote IP Address: 192.0.2.0
Radius Accounting ID: 21
Session ID: 21
Login Time: 2013-01-18 03:01:11 PST

Type: L2TP
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User Name: user@example.com
Logical System: default
Routing Instance: default
Interface: si-2/1/0.1073741843
Interface type: Dynamic
Dynamic Profile Name: dyn-lts-profile
State: Active
L2TP State: Tunnel-switched
Tunnel switch Profile Name: ce-lts-profile
Local IP Address: 203.0.113.31
Remote IP Address: 192.0.2.1
Session ID: 22
Login Time: 2013-01-18 03:01:14 PST

show subscribers detail (Tunneled Subscriber)

user@host> show subscribers detail
Type: PPPoE
User Name: user1@example.com
Logical System: default
Routing Instance: default
Interface: pp0.1
State: Active, Tunneled
Radius Accounting ID: 512

show subscribers detail (IPv4 and IPv6 Dual Stack)

user@host> show subscribers detail
Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlanProfile
State: Active
Session ID: 1
Stacked VLAN Id: 0x8100.1001
VLAN Id: 0x8100.1
Login Time: 2011-11-30 00:18:04 PST

Type: PPPoE
User Name: dualstackuser1@example1.com
IP Address: 203.0.113.13
IPv6 Prefix: 2001:db8:1::/32
IPv6 User Prefix: 2001:db8:1:1::/32
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Dynamic
Dynamic Profile Name: dualStack-Profile1
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: 2
Session ID: 2
Login Time: 2011-11-30 00:18:05 PST

Type: DHCP
IPv6 Prefix: 2001:db8:1::/32
Logical System: default
Routing Instance: ASP-1
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Interface: pp0.1073741825
Interface type: Static
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: test :3
Session ID: 3
Underlying Session ID: 2
Login Time: 2011-11-30 00:18:35 PST
DHCP Options: len 42
00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 00 64 03 01 02
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00

show subscribers detail (ACI Interface Set Session)

user@host> show subscribers detail
Type: VLAN
Logical System: default
Routing Instance: default
Interface: ge-1/0/0
Interface Set: aci-1001-ge-1/0/0.2800
Interface Set Session ID: 0
Underlying Interface: ge-1/0/0.2800
Dynamic Profile Name: aci-vlan-set-profile-2
Dynamic Profile Version: 1
State: Active
Session ID: 1
Agent Circuit ID: aci-ppp-dhcp-20
Login Time: 2012-05-26 01:54:08 PDT

show subscribers detail (PPPoE Subscriber Session with ACI Interface Set)

user@host> show subscribers detail
Type: PPPoE
User Name: ppphint2
IP Address: 203.0.113.15
Logical System: default
Routing Instance: default
Interface: pp0.1073741825
Interface type: Dynamic
Interface Set: aci-1001-demux0.1073741824
Interface Set Type: Dynamic
Interface Set Session ID: 2
Underlying Interface: demux0.1073741824
Dynamic Profile Name: aci-vlan-pppoe-profile
Dynamic Profile Version: 1
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: 3
Session ID: 3
Agent Circuit ID: aci-ppp-dhcp-dvlan-50
Login Time: 2012-03-07 13:46:53 PST

show subscribers extensive

user@host> show subscribers extensive
Type: DHCP
User Name: pd-user1
IPv6 Prefix: 2001:db8:ffff:1::/32
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Logical System: default
Routing Instance: default
Interface: ge-3/1/3.2
Interface type: Static
MAC Address: 00:00:5e:00:53:03
State: Active
Radius Accounting ID: 1
Session ID: 1
Login Time: 2011-08-25 12:12:26 PDT
DHCP Options: len 42
00 08 00 02 00 00 00 01 00 0a 00 03 00 01 00 51 ff ff 00 03
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00
IPv6 Address Pool: pd_pool
IPv6 Network Prefix Length: 48

show subscribers extensive (Passive Optical Network Circuit Interface Set)

user@host> show subscribers client-type dhcp extensive
Type: DHCP
IP Address: 192.0.2.136
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: demux0.1073741842
Interface type: Dynamic
Interface Set: otl01.xyz101-202
Underlying Interface: demux0.1073741841
Dynamic Profile Name: dhcp-profile
MAC Address: 00:10:94:00:00:02
State: Active
Radius Accounting ID: jnpr :19
Session ID: 19
VLAN Id: 1100
Agent Remote ID: ABCD01234|100M|AAAA01234|otl01.xyz101-202

Login Time: 2017-03-29 10:30:46 PDT
DHCP Options: len 97
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 02 33 04 00 00
17 70 0c 15 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 32 2f
32 2d 31 2d 31 37 05 01 06 0f 21 2c 52 2b 02 29 41 42 43 44
30 31 32 33 34 7c 31 30 30 4d 7c 41 41 41 41 30 31 32 33 34
7c 6f 74 6c 30 31 2e 78 79 7a 31 30 31 2d 32 30 32
IP Address Pool: POOL-V4

show subscribers extensive (DNS Addresses fromAccess Profile or Global Configuration)

user@host> show subscribers extensive
Type: DHCP
User Name: test-user@example-com
IP Address: 192.0.2.119
IP Netmask: 255.255.255.255
Domain name server inet: 198.51.100.1 198.51.100.2
IPv6 Address: 2001:db8::1:11
Domain name server inet6: 2001:db8:5001::12 2001:db8:3001::12
Logical System: default
Routing Instance: default
Interface: ge-2/0/3.0
Interface type: Static
Underlying Interface: ge-2/0/3.0
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MAC Address: 00:00:5E:00:53:00
State: Active
Radius Accounting ID: 5
Session ID: 5
Login Time: 2017-01-31 11:16:21 IST
DHCP Options: len 53
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 03 33 04 00 00
00 3c 0c 16 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 35 2f
31 32 2d 30 2d 30 37 05 01 06 0f 21 2c
IP Address Pool: v4-pool

show subscribers extensive (DNS Addresses fromRADIUS)

user@host> show subscribers extensive
Type: DHCP
User Name: test-user@example-com
IP Address: 192.0.2.119
IP Netmask: 255.255.255.255
Primary DNS Address: 198.51.100.1
Secondary DNS Address: 198.51.100.2
IPv6 Address: 2001:db8::1:11
IPv6 Primary DNS Address: 2001:db8:5001::12
IPv6 Secondary DNS Address: 2001:db8:3001::12
Logical System: default
Routing Instance: default
Interface: ge-2/0/3.0
Interface type: Static
Underlying Interface: ge-2/0/3.0
MAC Address: 00:00:5E:00:53:00
State: Active
Radius Accounting ID: 5
Session ID: 5
Login Time: 2017-01-31 11:16:21 IST
DHCP Options: len 53
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 03 33 04 00 00
00 3c 0c 16 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 35 2f
31 32 2d 30 2d 30 37 05 01 06 0f 21 2c
IP Address Pool: v4-pool

showsubscribersextensive(IPv4DNSAddressesfromRADIUS, IPv6fromAccessProfileorGlobalConfiguration)

user@host> show subscribers extensive
Type: DHCP
User Name: test-user@example-com
IP Address: 192.0.2.119
IP Netmask: 255.255.255.255
Primary DNS Address: 198.51.100.1
Secondary DNS Address: 198.51.100.2
IPv6 Address: 2001:db8::1:11
Domain name server inet6: 2001:db8:5001::12 2001:db8:3001::12
Logical System: default
Routing Instance: default
Interface: ge-2/0/3.0
Interface type: Static
Underlying Interface: ge-2/0/3.0
MAC Address: 00:00:5E:00:53:00
State: Active
Radius Accounting ID: 5
Session ID: 5
Login Time: 2017-01-31 11:16:21 IST

Copyright © 2017, Juniper Networks, Inc.1012

Broadband Subscriber Services Feature Guide



DHCP Options: len 53
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 03 33 04 00 00
00 3c 0c 16 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 35 2f
31 32 2d 30 2d 30 37 05 01 06 0f 21 2c
IP Address Pool: v4-pool

show subscribers extensive (RPF Check Fail Filter)

user@host> show subscribers extensive
...
Type: VLAN
  Logical System: default
  Routing Instance: default
  Interface: ae0.1073741824
  Interface type: Dynamic
  Dynamic Profile Name: vlan-prof
  State: Active
  Session ID: 9
  VLAN Id: 100
  Login Time: 2011-08-26 08:17:00 PDT
  IPv4 rpf-check Fail Filter Name: rpf-allow-dhcp
  IPv6 rpf-check Fail Filter Name: rpf-allow-dhcpv6
...

show subscribers extensive (L2TP LNS Subscribers onMX Series Routers)

user@host> show subscribers extensive
Type: L2TP
User Name: user@example.net
IP Address: 203.0.113.58
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: si-5/2/0.1073749824
Interface type: Dynamic
Dynamic Profile Name: dyn-lns-profile2
Dynamic Profile Version: 1
State: Active
Radius Accounting ID: 8001
Session ID: 8001
Login Time: 2011-04-25 20:27:50 IST
IPv4 Input Filter Name: classify-si-5/2/0.1073749824-in
IPv4 Output Filter Name: classify-si-5/2/0.1073749824-out

show subscribers extensive (IPv4 and IPv6 Dual Stack)

user@host> show subscribers extensive
Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlanProfile
State: Active
Session ID: 1
Stacked VLAN Id: 0x8100.1001
VLAN Id: 0x8100.1
Login Time: 2011-11-30 00:18:04 PST

Type: PPPoE
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User Name: dualstackuser1@example1.com
IP Address: 203.0.113.13
IPv6 Prefix: 2001:db8:1::/32
IPv6 User Prefix: 2001:db8:1:1::/32
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Dynamic
Dynamic Profile Name: dualStack-Profile1
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: 2
Session ID: 2
Login Time: 2011-11-30 00:18:05 PST
IPv6 Delegated Network Prefix Length: 48
IPv6 Interface Address: 2001:db8:2016:1:1::1/64
IPv6 Framed Interface Id: 1:1:2:2
IPv4 Input Filter Name: FILTER-IN-pp0.1073741825-in
IPv4 Output Filter Name: FILTER-OUT-pp0.1073741825-out
IPv6 Input Filter Name: FILTER-IN6-pp0.1073741825-in
IPv6 Output Filter Name: FILTER-OUT6-pp0.1073741825-out

Type: DHCP
IPv6 Prefix: 2001:db8:1::/32
Logical System: default
Routing Instance: ASP-1
Interface: pp0.1073741825
Interface type: Static
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: test :3
Session ID: 3
Underlying Session ID: 2
Login Time: 2011-11-30 00:18:35 PST
DHCP Options: len 42
00 08 00 02 0b b8 00 01 00 0a 00 03 00 01 00 00 64 03 01 02
00 06 00 02 00 19 00 19 00 0c 00 00 00 00 00 00 00 00 00 00
00 00
IPv6 Delegated Network Prefix Length: 48

show subscribers extensive (ADF Rules )

user@host> show subscribers extensive
...
   Service Session ID: 12
   Service Session Name: SERVICE-PROFILE
   State: Active
   Family: inet
     ADF IPv4 Input Filter Name: __junos_adf_12-demux0.3221225474-inet-in
                       Rule 0: 010101000b0101020b020200201811
                               from {
                                   source-address 203.0.113.232;
                                   destination-address 198.51.100.0/24;
                                   protocol 17;
                               }
                               then {
                                   accept;
                               }
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show subscribers extensive (Effective Shaping-Rate)

user@host> show subscribers extensive
Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.1073741837
Interface type: Dynamic
Interface Set: ifset-1
Underlying Interface: ae1
Dynamic Profile Name: svlan-dhcp-test
State: Active
Session ID: 1
Stacked VLAN Id: 0x8100.201
VLAN Id: 0x8100.201
Login Time: 2011-11-30 00:18:04 PST
Effective shaping-rate: 31000000k
...

show subscribers extensive (Subscriber Session Using PCEF Profile)

user@host> show subscribers extensive
Type: VLAN
Logical System: default
Routing Instance: default
Interface: demux0.3221225517
Interface type: Dynamic
Underlying Interface: ge-1/0/3
Dynamic Profile Name: svlan-dhcp
State: Active
Session ID: 59
PFE Flow ID: 71
Stacked VLAN Id: 0x8100.1
VLAN Id: 0x8100.2
Login Time: 2017-03-28 08:23:08 PDT

Type: DHCP
User Name: pcefuser
IP Address: 5.0.0.26
IP Netmask: 255.0.0.0
Logical System: default
Routing Instance: default
Interface: demux0.3221225518
Interface type: Dynamic
Underlying Interface: demux0.3221225517
Dynamic Profile Name: dhcp-client-prof
MAC Address: 00:11:01:00:00:01
State: Active
Radius Accounting ID: 60
Session ID: 60
PFE Flow ID: 73
Stacked VLAN Id: 1
VLAN Id: 2
Login Time: 2017-03-28 08:23:08 PDT
Service Sessions: 1
DHCP Options: len 9
35 01 01 37 04 01 03 3a 3b
IP Address Pool: pool-ipv4
IPv4 Input Service Set: tdf-service-set
IPv4 Output Service Set: tdf-service-set
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PCEF Profile: pcef-prof-1
PCEF Rule/Rulebase: default
Dynamic configuration:
  junos-input-service-filter: svc-filt-1
  junos-input-service-set: tdf-service-set
  junos-output-service-filter: svc-filt-1
  junos-output-service-set: tdf-service-set
  junos-pcef-profile: pcef-prof-1
  junos-pcef-rule: default

   Service Session ID: 61
   Service Session Name: pcef-serv-prof
   State: Active
   Family: inet
   IPv4 Input Service Set: tdf-service-set
   IPv4 Output Service Set: tdf-service-set
   PCEF Profile: pcef-prof-1
   PCEF Rule/Rulebase: limit-fb
   Service Activation time: 2017-03-28 08:31:19 PDT
   Dynamic configuration:
     pcef-prof: pcef-prof-1
     pcef-rule1: limit-fb
     svc-filt: svc-filt-1
     svc-set: tdf-service-set

show subscribers aci-interface-set-name detail (Subscriber Sessions Using Specified ACI Interface Set)

user@host> show subscribers aci-interface-set-name aci-1003-ge-1/0/0.4001 detail
Type: VLAN
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-set-profile
Dynamic Profile Version: 1
State: Active
Session ID: 13
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:56 PDT

Type: PPPoE
User Name: ppphint2
IP Address: 203.0.113.17
Logical System: default
Routing Instance: default
Interface: pp0.1073741834
Interface type: Dynamic
Interface Set: aci-1003-ge-1/0/0.4001
Interface Set Type: Dynamic
Interface Set Session ID: 13
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-pppoe-profile
Dynamic Profile Version: 1
MAC Address: 
State: Active
Radius Accounting ID: 14
Session ID: 14
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:57 PDT
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show subscribers agent-circuit-identifier detail (Subscriber Sessions Using Specified ACI Substring)

user@host> show subscribers agent-circuit-identifier aci-ppp-vlan detail
Type: VLAN 
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-set-profile
Dynamic Profile Version: 1
State: Active
Session ID: 13
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:56 PDT

Type: PPPoE
User Name: ppphint2
IP Address: 203.0.113.17
Logical System: default
Routing Instance: default
Interface: pp0.1073741834
Interface type: Dynamic
Interface Set: aci-1003-ge-1/0/0.4001
Interface Set Type: Dynamic
Interface Set Session ID: 13
Underlying Interface: ge-1/0/0.4001
Dynamic Profile Name: aci-vlan-pppoe-profile
Dynamic Profile Version: 1
MAC Address: 00:00:5e:00:53:52
State: Active
Radius Accounting ID: 14
Session ID: 14
Agent Circuit ID: aci-ppp-vlan-10
Login Time: 2012-03-12 10:41:57 PDT

show subscribers interface extensive

user@host> show subscribers interface demux0.1073741826 extensive
Type: VLAN
User Name: user@test.example.com
Logical System: default
Routing Instance: testnet
Interface: demux0.1073741826
Interface type: Dynamic
Dynamic Profile Name: profile-vdemux-relay-23qos
MAC Address: 00:00:5e:00:53:04
State: Active
Radius Accounting ID: 12
Session ID: 12
Stacked VLAN Id: 0x8100.1500
VLAN Id: 0x8100.2902
Login Time: 2011-10-20 16:21:59 EST

Type: DHCP
User Name: user@test.example.com
IP Address: 192.0.2.0
IP Netmask: 255.255.255.0
Logical System: default
Routing Instance: testnet
Interface: demux0.1073741826
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Interface type: Static
MAC Address: 00:00:5e:00:53:04
State: Active
Radius Accounting ID: 21
Session ID: 21
Login Time: 2011-10-20 16:24:33 EST
Service Sessions: 2

Service Session ID: 25
Service Session Name: SUB-QOS
State: Active

Service Session ID: 26
Service Session Name: service-cb-content
State: Active
IPv4 Input Filter Name: content-cb-in-demux0.1073741826-in
IPv4 Output Filter Name: content-cb-out-demux0.1073741826-out

show subscribers logical-system terse

user@host> show subscribers logical-system test1 terse
Interface           IP Address/VLAN ID   User Name         LS:RI
demux0.1073741825     203.0.113.3         RETAILER1-CLIENT  test1:retailer1
demux0.1073741826     203.0.113.4         RETAILER2-CLIENT  test1:retailer2

show subscribers physical-interface count

user@host> show subscribers physical-interface ge-1/0/0 count
Total subscribers: 3998, Active Subscribers: 3998

show subscribers routing-instance inst1 count

user@host> show subscribers routing-instance inst1 count
Total Subscribers: 188, Active Subscribers: 183

show subscribers stacked-vlan-id detail

user@host> show subscribers stacked-vlan-id 101 detail
Type: VLAN
Interface: ge-1/2/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlan-prof
State: Active
Stacked VLAN Id: 0x8100.101
VLAN Id: 0x8100.100
Login Time: 2009-03-27 11:57:19 PDT

show subscribers stacked-vlan-id vlan-id detail (Combined Output)

user@host> show subscribers stacked-vlan-id 101 vlan-id 100 detail
Type: VLAN
Interface: ge-1/2/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlan-prof
State: Active
Stacked VLAN Id: 0x8100.101
VLAN Id: 0x8100.100
Login Time: 2009-03-27 11:57:19 PDT
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show subscribers stacked-vlan-id vlan-id interface detail (Combined Output for a Specific Interface)

user@host> show subscribers stacked-vlan-id 101 vlan-id 100 interface ge-1/2/0.* detail
Type: VLAN
Interface: ge-1/2/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: svlan-prof
State: Active
Stacked VLAN Id: 0x8100.101
VLAN Id: 0x8100.100
Login Time: 2009-03-27 11:57:19 PDT

show subscribers user-name detail

user@host> show subscribers user-name larry1 detail
Type: DHCP
User Name: larry1
IP Address: 203.0.113.37
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: ge-1/0/0.1
Interface type: Static
Dynamic Profile Name: foo
MAC Address: 00:00:5e:00:53:01
State: Active
Radius Accounting ID: 1
Session ID: 1
Login Time: 2011-11-07 08:25:59 PST
DHCP Options: len 52
35 01 01 39 02 02 40 3d 07 01 00 10 94 00 00 01 33 04 00 00
00 3c 0c 15 63 6c 69 65 6e 74 5f 50 6f 72 74 20 2f 2f 32 2f
37 2d 30 2d 30 37 05 01 06 0f 21 2c

show subscribers vlan-id

user@host> show subscribers vlan-id 100
Interface           IP Address                              User Name
ge-1/0/0.1073741824
ge-1/2/0.1073741825

show subscribers vlan-id detail

user@host> show subscribers vlan-id 100 detail
Type: VLAN
Interface: ge-1/0/0.1073741824
Interface type: Dynamic
Dynamic Profile Name: vlan-prof-tpid
State: Active
VLAN Id: 100
Login Time: 2009-03-11 06:48:54 PDT

Type: VLAN
Interface: ge-1/2/0.1073741825
Interface type: Dynamic
Dynamic Profile Name: vlan-prof-tpid
State: Active
VLAN Id: 100
Login Time: 2009-03-11 06:48:54 PDT
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show subscribers vpi vci extensive (PPPoE-over-ATMSubscriber Session)

user@host> show subscribers vpi 40 vci 50 extensive
Type: PPPoE
User Name: testuser
IP Address: 203.0.113.2
IP Netmask: 255.255.0.0
Logical System: default
Routing Instance: default
Interface: pp0.0
Interface type: Static
MAC Address: 00:00:5e:00:53:02
State: Active
Radius Accounting ID: 2
Session ID: 2
ATM VPI: 40
ATM VCI: 50
Login Time: 2012-12-03 07:49:26 PST
IP Address Pool: pool_1
IPv6 Framed Interface Id: 200:65ff:fe23:102

show subscribers address detail (Enhanced Subscriber Management)

user@host> show subscribers address 203.0.113.111 detail
Type: DHCP
User Name: simple_filters_service
IP Address: 203.0.113.111
IP Netmask: 255.0.0.0
Logical System: default
Routing Instance: default
Interface: demux0.3221225482    
Interface type: Dynamic
Underlying Interface: demux0.3221225472
Dynamic Profile Name: dhcp-demux-prof
MAC Address: 00:00:5e:00:53:0f
State: Active
Radius Accounting ID: 11
Session ID: 11
PFE Flow ID: 15
Stacked VLAN Id: 210
VLAN Id: 209
Login Time: 2014-03-24 12:53:48 PDT
Service Sessions: 1
DHCP Options: len 3
35 01 01
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show subscribers summary

Syntax show subscribers summary
<all>
<detail | extensive | terse>
<count>
<physical-interface physical-interface-name>
<logical-system logical-system pic | port | routing-instance routing-instance | slot>

Release Information Command introduced in Junos OS Release 10.2.

Description Display summary information for subscribers.

Options none—Display summary information by state and client type for all subscribers.

all—(Optional) Display summary information by state, client type, and LS:RI.

detail | extensive | terse—(Not supported on MX Series routers) (Optional) Display the
specified level of output.

count—(Not supported on MX Series routers) (Optional) Display the count of total
subscribers and active subscribers for any specified option.

logical-system logical-system—(Optional) Display subscribers whose logical system
matches the specified logical system.

physical-interface physical-interface-name—(M120, M320, andMXSeries routers only)
(Optional) Display a count of subscribers whose physical interface matches the

specified physical interface, by subscriber state, client type, and LS:RI.

pic—(M120,M320, andMXSeries routers only) (Optional) Display a count of subscribers
by PIC number and the total number of subscribers.

port—(M120,M320, andMXSeries routersonly) (Optional)Displayacountof subscribers
by port number and the total number of subscribers.

routing-instance routing-instance—(Optional)Displaysubscriberswhose routing instance
matches the specified routing instance.

slot—(M120,M320,andMXSeries routersonly) (Optional)Displayacountof subscribers
by FPC slot number and the total number of subscribers.

NOTE: Due todisplay limitations, logical systemand routing instanceoutput
values are truncated when necessary.

Required Privilege
Level

view
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Related
Documentation

show subscribers on page 995•

List of Sample Output show subscribers summary on page 1023
show subscribers summary all on page 1023
show subscribers summary physical-interface on page 1024
show subscribers summary physical-interface pic on page 1024
show subscribers summary physical-interface port on page 1024
show subscribers summary physical-interface slot on page 1025
show subscribers summary pic on page 1025
show subscribers summary pic (Aggregated Ethernet Interfaces) on page 1025
show subscribers summary port on page 1025
show subscribers summary port extensive on page 1025
show subscribers summary slot on page 1026
show subscribers summary terse on page 1026

Output Fields Table 76onpage 1022 lists theoutput fields for the showsubscriberssummarycommand.

Output fields are listed in the approximate order in which they appear.

Table 76: show subscribers summary Output Fields

Level of OutputField DescriptionField Name

detail noneNumber of subscribers summarized by state. The summary information
includes the following:

• Init—Number of subscriber currently in the initialization state.

• Configured—Number of configured subscribers.

• Active—Number of active subscribers.

• Terminating—Number of subscribers currently terminating.

• Terminated—Number of terminated subscribers.

• Total—Total number of subscribers for all states.

Subscribers by State

detail extensive noneNumber of subscribers summarized by client type. Client types can include
DHCP, GRE, L2TP, PPP, PPPOE, STATIC-INTERFACE, VLAN, and
VLAN-OOB. Also displays the total number of subscribers for all client
types (Total).

Subscribers by Client
Type

detail noneNumber of subscribers summarized by logical system:routing instance
(LS:RI) combination. Also displays the total number of subscribers for all
LS:RI combinations (Total).

Subscribers by LS:RI

extensiveNumber of subscribers summarized by connection type, Cross-connected
or Terminated.

Subscribers by
Connection Type

All levelsInterface associated with the subscriber. The router or switch displays
subscriberswhose interfacematchesorbeginswith thespecified interface.

The*character indicatesacontinuationof addresses for the samesession.

For aggregated Ethernet interfaces, the output of the summary (pic | port |
slot) options prefixes the interface namewith ae0:.

Interface
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Table 76: show subscribers summary Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive noneCountof subscribersdisplayed for eachPIC, port, or slotwhen thoseoptions
are specified with the summary option. For an aggregated Ethernet
configuration, the total subscriber count does not equal the sum of the
individual PIC, port, or slot counts, because each subscriber can be inmore
than one aggregated Ethernet link.

Count

detail extensive noneTotal number of subscribers for all physical interfaces, all PICS, all ports,
or all LS:RI slots.

Total Subscribers

terseSubscriber IPaddressorVLAN IDassociatedwith thesubscriber in the form
tpid.vlan-id

IP Address/VLAN ID

terseName of subscriber.User Name

terseLogical system and routing instance associated with the subscriber.LS:RI

Sample Output

show subscribers summary

user@host> show subscribers summary

Subscribers by State
 Init      3
 Configured    2
 Active   183
 Terminating    2
 Terminated    1

 TOTAL        191

Subscribers by Client Type
 DHCP     107
 PPP       76
 VLAN         8
 VLAN-OOB       2
 TOTAL        193

show subscribers summary all

user@host> show subscribers summary all
Subscribers by State
 Init         3
 Configured       2
 Active      183
 Terminating       2
 Terminated       1

 TOTAL          191

Subscribers by Client Type
 DHCP      107
 PPP          76
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 VLAN          8

 TOTAL         191

Subscribers by LS:RI
 default:default   1
 default:ri1     28
 default:ri2     16
 ls1:default    22
 ls1:riA     38
 ls1:riB     44
 logsysX:routinstY  42

 TOTAL     191

show subscribers summary physical-interface

user@host> show subscribers summary physical-interface ge-1/0/0
Subscribers by State
   Active: 3998
   Total: 3998

Subscribers by Client Type
   DHCP: 3998
   Total: 3998

Subscribers by LS:RI
   default:default: 3998
   Total: 3998

show subscribers summary physical-interface pic

user@host> show subscribers summary physical-interface ge-0/2/0 pic
Subscribers by State
   Active: 4825
   Total: 4825

Subscribers by Client Type
   DHCP: 4825
   Total: 4825

Subscribers by LS:RI
   default:default: 4825
   Total: 4825

show subscribers summary physical-interface port

user@host> show subscribers summary physical-interface ge-0/3/0 port
Subscribers by State
   Active: 4825
   Total: 4825

Subscribers by Client Type
   DHCP: 4825
   Total: 4825

Subscribers by LS:RI
   default:default: 4825
   Total: 4825
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show subscribers summary physical-interface slot

user@host> show subscribers summary physical-interface ge-2/0/0 slot
Subscribers by State
   Active: 4825
   Total: 4825

Subscribers by Client Type
   DHCP: 4825
   Total: 4825

Subscribers by LS:RI
   default:default: 4825
   Total: 4825

show subscribers summary pic

user@host> show subscribers summary pic
Interface           Count
ge-1/0              1000
ge-1/3              1000

Total Subscribers: 2000

show subscribers summary pic (Aggregated Ethernet Interfaces)

user@host> show subscribers summary pic
Interface           Count
ae0: ge-1/0         801
ae0: ge-1/3         801

Total Subscribers: 801

show subscribers summary port

user@host> show subscribers summary port
Interface           Count
ge-5/0/1              201
ge-5/0/2              301

Total Subscribers: 502

show subscribers summary port extensive

user@host>show subscribers summary port extensive
Interface: ge-5/0/1
Count: 201
Detail:
Subscribers by Client Type
   DHCP: 100
   PPPoE: 100
   VLAN-OOB: 1
Subscribers by Connection Type
   Terminated: 200
   Cross-connected: 1

Interface: ge-5/0/2
Count: 301
Detail:
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Subscribers by Client Type
   DHCP: 200
   PPPoE: 100
   VLAN-OOB: 1
Subscribers by Connection Type
   Terminated: 300
   Cross-connected: 1

Total Subscribers: 502

show subscribers summary slot

user@host> show subscribers summary slot
Interface           Count
ge-1                2000

Total Subscribers: 2000

show subscribers summary terse

user@host> show subscribers summary terse
Interface           IP Address/VLAN ID   User Name         LS:RI
ge-1/3/0.1073741824   100                                    default:default
demux0.1073741824     203.0.113.10         WHOLESALER-CLIENT default:default
demux0.1073741825     203.0.113.13         RETAILER1-CLIENT  test1:retailer1
demux0.1073741826     203.0.113.213        RETAILER2-CLIENT  test1:retailer2

Copyright © 2017, Juniper Networks, Inc.1026

Broadband Subscriber Services Feature Guide


	Table of Contents
	List of Figures
	List of Tables
	About the Documentation
	Documentation and Release Notes
	Supported Platforms
	Using the Examples in This Manual
	Merging a Full Example
	Merging a Snippet

	Documentation Conventions
	Documentation Feedback
	Requesting Technical Support
	Self-Help Online Tools and Resources
	Opening a Case with JTAC


	Part 1: Configuring Dynamic Class of Service
	Chapter 1: CoS for Subscriber Access and Interfaces Overview
	CoS for Subscriber Access Overview
	Guidelines for Configuring Dynamic CoS for Subscriber Access
	Configuration Guidelines for Hierarchical CoS and Per-Unit Scheduling
	Configuration Guidelines for Dynamic Scheduling and Queuing
	Configuration Guidelines for Dynamic Classifiers and Rewrite Rules

	CoS for Aggregated Ethernet Subscriber Interfaces Overview
	CoS for PPPoE Subscriber Interfaces Overview

	Chapter 2: Configuring Scheduling and Shaping for Subscriber Access
	Configuring Traffic Scheduling and Shaping for Subscriber Access
	Configuring Static Traffic Shaping and Scheduling Parameters in a Dynamic Profile
	Configuring Dynamic Traffic Shaping and Scheduling Parameters in a Dynamic Profile

	Configuring Schedulers in a Dynamic Profile for Subscriber Access
	Configuring Static Schedulers in a Dynamic Profile
	Configuring Dynamic Schedulers with Variables in a Dynamic Profile
	Configuring a Combination of Static and Dynamic Scheduler Parameters in a Scheduler Definition

	Configuring Scheduler and Scheduler Map Sharing
	Example: Providing Unique Rate Configurations for Schedulers in a Dynamic Profile
	Example: Configuring Aggregate Scheduling of Queues for Residential Subscribers on Static IP Demux Interfaces
	Verifying the Scheduling and Shaping Configuration for Subscriber Access

	Chapter 3: Configuring Hierarchical CoS Scheduling on MPLS Ethernet Pseudowire Subscriber Interfaces
	Enhanced Subscriber Management Subscriber Logical Interfaces or Interface Sets Over Underlying Logical Interfaces for a CoS scheduler Hierarchy
	Enhanced Subscriber Management Subscriber Logical Interfaces or Interface Sets Over MPLS Pseudowires for a CoS scheduler Hierarchy
	Configuring Layer 2 Subscriber Logical Interfaces for CoS Hierarchical Schedulers Using Dynamic Profiles for Differentiating Home and Access Node Networks
	Example: Configuring Layer 2 Subscriber Logical Interfaces for CoS Hierarchical Schedulers Using Static CoS for Differentiating Home and Access Node Networks
	Requirements
	Overview
	Configuration
	Configuring an MPLS Pseudowire Transport Logical Interface Over a Logical Tunnel in a Static CoS Setup

	Verification
	Verifying the Scheduler Hierarchy Configured on the Interfaces



	Chapter 4: Allocating Dedicated Queues for Each Logical Interface Using Per-Unit Scheduling
	Hardware Requirements for Dynamic Per-Unit Scheduling
	Configuring Per-Unit Scheduling in a Dynamic Profile
	Example: Configuring Per-Unit Scheduling for Subscriber Access

	Chapter 5: Configuring Dedicated Queue Scaling with Hierarchical CoS or Per-Unit Scheduling
	Dedicated Queue Scaling for CoS Configurations on MIC and MPC Interfaces Overview
	Queue Scaling for MPCs
	Managing Remaining Queues

	Managing Dedicated and Remaining Queues for Dynamic CoS Configurations on MIC and MPC Interfaces
	Configuring the Maximum Number of Queues for MIC and MPC Interfaces
	Configuring Remaining Common Queues on MIC and MPC Interfaces

	Verifying the Number of Dedicated Queues Configured on MIC and MPC Interfaces

	Chapter 6: Shaping Downstream Traffic Based on Frames or Cells
	Bandwidth Management for Downstream Traffic in Edge Networks Overview
	Effective Shaping Rate
	Shaping Modes
	Byte Adjustments
	Relationship with Other CoS Features

	Configuring Dynamic Shaping Parameters to Account for Overhead in Downstream Traffic Rates
	Example: Configuring Dynamic Shaping Parameters to Account for Overhead in Downstream Traffic Rates
	Managing Traffic with Different Encapsulations
	Managing Downstream Cell-Based Traffic

	Configuring Static Shaping Parameters to Account for Overhead in Downstream Traffic Rates
	Example: Configuring Static Shaping Parameters to Account for Overhead in Downstream Traffic Rates
	Managing Traffic with Different Encapsulations
	Managing Downstream Cell-Based Traffic

	Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific Tags
	CLI Interaction with PPPoE Vendor-Specific Tags
	RADIUS Interaction with PPPoE Vendor-Specific Tags
	ANCP Interaction with PPPoE Vendor-Specific Tags
	Multicast QoS Adjustment Interaction with PPPoE Vendor-Specific Tags
	Shaping Rate Restrictions

	Configuring the Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific Tags on Dynamic Subscriber Interfaces
	Reporting the Effective Shaping Rate for Subscribers
	Verifying the Effective Shaping Rate Reporting Configuration

	Chapter 7: Applying CoS to Households or Individual Subscribers Using ACI-Based Dynamic VLANs
	Applying CoS Attributes to VLANs Using Agent-Circuit-Identifiers
	Agent Circuit Identifier-Based Dynamic VLANs Bandwidth Management Overview
	CoS Shaping Rate Adjustment
	CoS Overhead Accounting Adjustment
	Dynamic Profiles and Adjustment of CoS Shaping Rate and Overhead Accounting
	Guidelines for Configuring Adjustment of CoS Shaping Rate and Overhead Accounting

	Restrictions for Configuring Adjustment of CoS Shaping Rate and Overhead Accounting for Dynamic ACI Interface Sets
	Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Agent Circuit Identifier-Based Dynamic VLANs

	Chapter 8: Applying CoS to Households or Individual Subscribers Using Access Line Identifier Dynamic VLANs
	Applying CoS Attributes to VLANs Using Access-Line Identifiers
	Bandwidth Management Overview for Dynamic VLANs Based on Access-Line Identifiers
	CoS Shaping Rate Adjustment
	CoS Overhead Accounting Adjustment
	Dynamic Profiles and Adjustment of CoS Shaping Rate and Overhead Accounting
	Guidelines for Configuring Adjustment of CoS Shaping Rate and Overhead Accounting

	Restrictions for Configuring Adjustment of CoS Shaping Rate and Overhead Accounting for Dynamic ALI Interface Sets
	Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Dynamic VLANs Based on Access-Line Identifiers

	Chapter 9: Managing Excess Bandwidth Distribution and Traffic Bursts
	Excess Bandwidth Distribution on MIC and MPC Interfaces Overview
	Traffic Burst Management on MIC and MPC Interfaces Overview
	Guidelines for Configuring the Burst Size
	How the System Calculates the Burst Size

	Managing Excess Bandwidth Distribution for Dynamic CoS on MIC and MPC Interfaces

	Chapter 10: Applying CoS Using Parameters Received from RADIUS
	Subscriber Interfaces That Provide Initial CoS Parameters Dynamically Obtained from RADIUS
	Dynamic Configuration of Initial CoS in Access Profiles
	Predefined Variables for Dynamic Configuration of Initial Traffic Shaping
	Predefined Variables for Dynamic Configuration of Initial Scheduling and Queuing

	Changing CoS Services Overview
	Types of CoS Variables Used in a Service Profile
	Static and Dynamic CoS Configurations
	Scenarios for Static and Dynamic Configuration of CoS Parameters

	CoS Traffic Shaping Attributes for Dynamic Interface Sets and Member Subscriber Sessions Overview
	Supported Network Configurations
	Traffic-Control Profiles in Subscriber Interface Dynamic Profiles
	CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets and Member Subscriber Sessions

	Guidelines for Configuring CoS Traffic Shaping Attributes for Dynamic Interface Sets and Member Subscriber Sessions
	Configuring Initial CoS Parameters Dynamically Obtained from RADIUS
	Configuring Static Default Values for Traffic Scheduling and Shaping
	Applying CoS Traffic-Shaping Attributes to Dynamic Interface Sets and Member Subscriber Sessions
	CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets
	Example: Configuring Initial CoS Parameters Dynamically Obtained from RADIUS

	Chapter 11: Modifying a Subscriber’s Shaping Characteristics After a Subscriber is Instantiated
	CoS Adjustment Control Profiles Overview
	Applications and Associated Algorithms in Adjustment Control Profiles
	CoS Shaping Rate Fallback Behavior

	Configuring CoS Adjustment Control Profiles
	Verifying the CoS Adjustment Control Profile Configuration

	Chapter 12: Applying CoS to Groups of Subscriber Interfaces
	CoS for Interface Sets of Subscribers Overview
	Guidelines for Configuring Dynamic Interface Sets in a Subscriber Access Network

	Configuring an Interface Set of Subscribers in a Dynamic Profile
	Example: Configuring a Dynamic Interface Set of VLAN Subscribers
	Requirements
	Overview
	Configuring the Dynamic VLANs
	Configuring the Dynamic Profile for the Autoconfigured VLANs
	Configuring the VLAN Interfaces
	Configuring the Loopback Interface

	Configuring Dynamic Traffic Scheduling and Shaping
	Configuring the Schedulers in the Dynamic Profile
	Configuring the Scheduler Map in the Dynamic Profile
	Configuring the Traffic-Control Profile in the Dynamic Profile

	Configuring the Interface Set in the Dynamic Profile
	Configuring the Interfaces for the Interface Set
	Configuring the Interface Set
	Applying the Traffic-Control Profile to the Interface Set

	Configuring DHCP Access
	Configuring the DHCP Local Server
	Configuring Address Assignment Pools

	Configuring RADIUS Authentication
	Configuring RADIUS Access

	Verification
	Verifying the Interfaces that are Included in the Interface Set
	Verifying the Traffic Scheduling and Shaping Parameters for the Interface Set


	Example: Configuring a Dynamic Service VLAN Interface Set of Subscribers in a Dynamic Profile
	Requirements
	Overview
	Configuration
	Verification
	Verifying the Interfaces that are Included in the Interface Set
	Displaying Information for Active Subscribers



	Chapter 13: Applying CoS to Subscriber Interfaces
	Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic Profile
	Applying Minimal Shaping and Scheduling to Remaining Subscriber Traffic
	Applying a Rewrite Rule Definition to a Subscriber Interface in a Dynamic Profile
	Applying a Classifier to a Subscriber Interface in a Dynamic Profile


	Part 2: Configuring Dynamic Filters and Policers
	Chapter 14: Dynamic Firewall Filters Overview
	Understanding Dynamic Firewall Filters
	Defining Dynamic Filter Processing Order

	Chapter 15: Configuring Static Firewall Filters That Are Dynamically Applied
	Classic Filters Overview
	Classic Filter Types
	Classic Filter Components
	Classic Filter Processing
	Guidelines for Creating and Applying Classic Filters for Subscriber Interfaces

	Basic Classic Filter Syntax
	Examples: Configuring Static Filters

	Chapter 16: Streamlining Processing of Chains of Static Filters
	Configuring Firewall Filter Bypass
	Example: Bypassing Firewall Filters
	Before You Begin
	Filter Bypass Overview
	Configuring Filter Bypass
	Configuring the Voice Filter
	Configuring the Video Filter
	Configuring the Data Filter



	Chapter 17: Dynamically Attaching Static or Fast Update Filters to an Interface
	Dynamically Attaching Statically Created Filters for a Specific Interface Family Type
	Dynamically Attaching Statically Created Filters for Any Interface Type

	Chapter 18: Configuring Filters That Are Created Dynamically
	Parameterized Filters Overview
	Unique Identifiers for Firewall Variables
	Configuring Unique Identifiers for Parameterized Filters
	Sample Dynamic-Profile Configuration for Parameterized Filters
	Dynamic Profile After UID Substitutions for Parameterized Filters
	Multiple Parameterized Filters
	Parameterized Filter Processing Overview
	Parameterized Filters Configuration Considerations
	Subscriber IP Address
	Interaction with Static Configuration
	Interface-Specific Dynamic Service Filters
	Service Session Support
	Filter Naming Conventions

	Guidelines for Creating and Applying Parameterized Filters for Subscriber Interfaces
	Parameterized Filter Match Conditions for IPv4 Traffic
	Parameterized Filter Match Conditions for IPv6 Traffic
	Parameterized Filter Nonterminating and Terminating Actions and Modifiers
	Firewall Filter Match Conditions for Protocol-Independent Traffic in Dynamic Service Profiles
	Firewall Filter Terminating and Nonterminating Actions for Protocol-Independent Traffic in Dynamic Service Profiles
	Interface-Shared Filters Overview
	Dynamically Attaching Filters Using RADIUS Variables
	Example: Implementing a Filter for Households That Use ACI-Based VLANs
	Example: Dynamic-Profile Parsing
	Example: Firewall Dynamic Profile
	Example: Configuring a Filter to Exclude DHCPv6 and ICMPv6 Control Traffic for LAC Subscriber
	Requirements
	Overview
	Configuration
	Configure the Filter



	Chapter 19: Using Ascend Data Filters to Implement Firewalls Based on RADIUS Attributes
	Ascend-Data-Filter Policies for Subscriber Management Overview
	Filter Naming Conventions
	Use of Multiple Sessions with Ascend-Data-Filters on an Interface
	Optional ADF Filter Requirement for Some Subscribers

	Ascend-Data-Filter Attribute Fields
	Dynamically Applying Ascend-Data-Filter Policies to Subscriber Sessions
	Example: Configuring Dynamic Ascend-Data-Filter Support for Subscriber Access
	Requirements
	Overview
	Configuration
	Verification
	Verifying that Dynamic Ascend-Data-Filter Rules Are Applied to Subscriber Sessions
	Verifying Dynamic Ascend-Data-Filter Usage


	Example: Configuring Static Ascend-Data-Filter Support for Subscriber Access
	Requirements
	Overview
	Configuration
	Verification
	Verifying that Static Ascend-Data-Filter Rules are Applied to Subscriber Sessions
	Verifying Static Ascend-Data-Filter Usage


	Verifying and Managing Dynamic Ascend-Data-Filter Policy Configuration

	Chapter 20: Configuring Fast Update Filters to Provide More Efficient Processing Over Classic Static Filters
	Fast Update Filters Overview
	Fast Update Filter Components
	Fast Update Filter Processing
	Fast Update Filter Names
	Guidelines for Creating and Applying Fast Update Filters

	Basic Fast Update Filter Syntax
	Configuring Fast Update Filters
	Example: Configuring Fast Update Filters for Subscriber Access
	Match Conditions and Actions in Fast Update Filters
	Match Conditions
	Actions
	Adding Terms Only Once

	Configuring the Match Order for Fast Update Filters
	Fast Update Filter Match Conditions
	Fast Update Filter Actions and Action Modifiers
	Configuring Terms for Fast Update Filters
	Configuring Filters to Permit Expected Traffic
	Avoiding Conflicts When Terms Match
	How the Router Evaluates Terms in a Filter
	Using Implied Wildcards
	Conflict Caused by Overlapping Ranges

	Associating Fast Update Filters with Interfaces in a Dynamic Profile

	Chapter 21: Defending Against DoS and DDoS Attacks Using Unicast RPF and Fail Filters
	Unicast RPF in Dynamic Profiles for Subscriber Interfaces
	Configuring Unicast RPF in Dynamic Profiles for Subscriber Interfaces
	Configuring Unicast RPF and Fail Filters in Dynamic Profiles for Subscriber Interfaces
	Configuring a Fail Filter for Unicast RPF in Dynamic Profiles for Subscriber Interfaces
	Example: Configuring Unicast RPF in a Dynamic Profile on MX Series Routers
	Requirements
	Overview
	Configuration
	Configuring the Dynamic Profile to Apply RPF Checking to Dynamic VLAN Demux Interfaces
	Configuring the RPF-Check Fail Filter

	Verification
	Verifying That Unicast RPF Is Enabled on the Router



	Chapter 22: Improving Scaling and Performance of Filters on Static Subscriber Interfaces
	Firewall Filters and Enhanced Network Services Mode Overview
	Configuring a Filter for Use with Enhanced Network Services Mode

	Chapter 23: Configuring Dynamic Service Sets
	Dynamic Service Sets Overview
	Associating Service Sets with Interfaces in a Dynamic Profile
	Verifying and Managing Service Sets Information

	Chapter 24: Configuring Rate-Limiting Premium and Non-Premium Traffic on an Interface Using Hierarchical Policers
	Methods for Regulating Traffic by Applying Hierarchical Policers
	Hierarchical Policer Applied as Filter Action
	Example: Configuring Hierarchical Policers to Limit Rates of Services in a Static Environment
	Requirements
	Overview
	Configuration
	Configuring a Basic Dynamic Profile for Subscriber Management
	Configuring the Interfaces
	Configuring the Firewall Filter
	Configuring the Forwarding Classes
	Configuring the Hierarchical Policer
	Applying the Hierarchical Policer to Layer 2 Ingress Traffic at a Physical or Logical Interface

	Verification
	Displaying Traffic Statistics for the Interface
	Displaying Number of Packets Policed by the Specified Policer



	Chapter 25: Monitoring and Managing Firewalls for Subscriber Access
	Verifying and Managing Firewall Filter Configuration
	Enhanced Policer Statistics Overview


	Part 3: Configuring Dynamic Multicast
	Chapter 26: Configuring Dynamic IGMP to Support IP Multicasting for Subscribers
	Dynamic IGMP Configuration Overview
	Subscriber Management IGMP Model Overview
	Configuring Dynamic DHCP Client Access to a Multicast Network
	Example: IGMP Dynamic Profile
	Configuring SSM Mapping for Dynamic IGMP and MLD

	Chapter 27: Configuring Dynamic MLD to Enable Subscribers to Access Multicast Networks
	Dynamic MLD Configuration Overview


	Part 4: Configuring Application-Aware Policy Control and Reporting
	Chapter 28: Configuring Application-Aware Policy Control
	Understanding Application-Aware Policy Control for Subscriber Management
	Understanding Application Filters
	Understanding Service Data Flow Filters
	Understanding PCC Action Profiles

	Understanding PCEF Profiles for Subscriber Management
	Configuring Application-Aware Policy Control for Subscriber Management
	Installing Services Packages for Subscriber Management Application-Aware Policy Management
	Configuring Service Data Flow Filters
	Configuring Policy and Charging Control Action Profiles for Subscriber Management
	Configuring Policy and Charging Control Rules
	Configuring a Policy and Charging Control Rulebase
	Configuring a Policy and Charging Enforcement Function Profile for Subscriber Management
	Identifying the Service Interface That Handles Subscriber Management Application-Aware Policy Control
	Configuring Application-Aware Policy Control in a Subscriber Management Dynamic Profile

	Chapter 29: Configuring Application Identification
	Application Identification Overview
	Downloading and Installing Predefined Junos OS Application Signature Packages
	Configuring Custom Application Signatures
	Uninstalling a Predefined Junos OS Application Signature Package

	Chapter 30: Configuring Reporting for Application-Aware Data Sessions
	Logging and Reporting Function for Subscribers
	Log and Report Control
	Templates
	HTTP Transaction Logging

	Log Dictionary for Template Types
	Configuring Logging and Reporting for Subscriber Management
	Installing Services Packages for Subscriber Management Logging and Reporting
	Configuring an LRF Profile for Subscribers
	Configuring the LRF Profile Name
	Configuring Policy-Based Logging
	(Optional) Configuring HTTP Transaction Logging
	Configuring Collectors
	Configuring Templates
	Configuring Logging and Reporting Rules

	Applying Logging and Reporting Configuration to a Subscriber Management Service Set
	Configuring the Activation of an LRF Rule by a PCC Rule


	Part 5: Configuring HTTP Redirect Services
	Chapter 31: Configuring Captive Portal Content Delivery Services for Redirected Subscribers
	HTTP Redirect Service Overview
	MS-MPC–Based Captive Portal
	Walled Garden Configured as a Service Filter

	Routing Engine-Based Captive Portal
	Converged Service Provisioning for HTTP Redirect Services

	Remote HTTP Redirect Server Operation Flow
	Local HTTP Redirect Server Operation Flow
	Configuring MS-MPC-Based, Static HTTP Redirect Services
	Configuring a Walled Garden as a Firewall Service Filter
	Configuring HTTP Redirect for Local and Remote Redirect Servers
	Configuring the Service Profile and the Service Set to Associate the Service Profile with a Service Interface
	Attaching a CPCD Service Set and Service Filter to a Logical Interface
	Installing a Service Package for CPCD Service

	Configuring MS-MPC-Based, Converged HTTP Redirect Services
	Configuring a Walled Garden as a Firewall Service Filter
	Configuring HTTP Redirect for Local and Remote Redirect Servers
	Configuring Parameterization for the Redirect URL
	Configuring the Service Set to Associate the Service Profile with a Service Interface
	Attaching a CPCD Service Set and Service Filter to a Dynamic Logical Interface
	Installing a Service Package for CPCD Service

	Configuring Routing Engine-Based, Static HTTP Redirect Services
	Configuring a Walled Garden as a Firewall Service Filter
	Configuring HTTP Redirect for Local and Remote Redirect Servers
	Configuring the Service Profile and the Service Set to Associate the Service Profile with a Service Interface
	Attaching a CPCD Service Set and Service Filter to a Logical Interface

	Configuring Routing Engine-Based, Converged HTTP Redirect Services
	Configuring a Walled Garden as a Firewall Service Filter
	Configuring HTTP Redirect for Local and Remote Redirect Servers
	Configuring Parameterization for the Redirect URL
	Configuring the Service Set to Associate the Service Profile with a Service Interface
	Attaching a CPCD Service Set and Service Filter to a Dynamic Logical Interface

	Adding Subscriber Information to HTTP Redirect URLs
	Example: Configuring HTTP Redirect Services Using a Next-Hop Method and Attaching It to a Static Interface
	Requirements
	Overview
	Configuration
	Configuring the CPCD Services and Attaching Service Set to Static Interface
	Configuring the Package and Installation for CPCD
	Configuring the Static Interface, HTTP Redirect Filters, and Interface Service Options
	Configuring the Additional Routing Instance and Assigning Its Next-Hop Static Interfaces
	Configuring the Interface-Specific Filters to Direct HTTP Traffic
	Configuring the Policy Option and Statement to Use a Private Blocks Prefix List

	Verification
	Verifying the Configured Service Set for CPCD Services
	Verifying Details for a Configured HTTP Service Rule for a Walled Garden




	Part 6: Configuring Subscriber Secure Policy
	Chapter 32: Configuring Subscriber Secure Policy Traffic Mirroring Overview
	Subscriber Secure Policy Overview
	Support for Intercepting Both Layer 2 and Layer 3 Datagrams
	Traffic Filtering for DTCP-Initiated Subscriber Secure Policy Mirrored Traffic
	Mirroring-Related Event Reporting
	Support for L2TP Subscribers

	Subscriber Secure Policy Licensing Requirements

	Chapter 33: Configuring RADIUS-Initiated Subscriber Secure Policy Traffic Mirroring
	RADIUS-Initiated Subscriber Secure Policy Overview
	Subscriber Secure Policy Traffic Mirroring Architecture Using RADIUS
	RADIUS-Initiated Traffic Mirroring Interfaces
	RADIUS-Initiated Traffic Mirroring Process at Subscriber Login
	RADIUS-Initiated Traffic Mirroring Process for Logged-In Subscribers
	RADIUS Attributes Used for Subscriber Secure Policy
	Triggering Subscriber Secure Policy for Subscribers on Dynamic Authenticated VLANs

	Using the Packet Header to Track Subscribers on the Mediation Device
	Format of the Mirror Header Values Used to Track Subscribers and Subscriber Sessions
	4-Byte Format
	8-Byte Format

	Configuring RADIUS-Initiated Subscriber Secure Policy Mirroring Overview
	Guidelines for Configuring Subscriber Secure Policy Mirroring
	Configuring Support for Subscriber Secure Policy Mirroring
	Configuring RADIUS Server Support for Subscriber Secure Policy Mirroring
	Terminating RADIUS-Initiated Subscriber Traffic Mirroring

	Chapter 34: Configuring DTCP-Initiated Subscriber Secure Policy Traffic Mirroring
	DTCP-Initiated Subscriber Secure Policy Overview
	Subscriber Secure Policy Traffic Mirroring Architecture Using DTCP
	DTCP-Initiated Traffic Mirroring Interfaces
	DTCP-Initiated Traffic Mirroring Process
	DTCP Messages Used for Subscriber Secure Policy
	DTCP Traffic Mirroring Triggers
	Triggering Subscriber Secure Policy for Subscribers on Dynamic Authenticated VLANs
	Order in Which Trigger Attributes Are Processed

	Packet Header for Mirrored Traffic Sent to Mediation Device
	Format of the Mirror Header Values Used to Track Subscribers and Subscriber Sessions
	Manually Setting the Session-ID and Intercept ID in Packet Headers

	Configuring DTCP-Initiated Subscriber Secure Policy Mirroring Overview
	Guidelines for Configuring Subscriber Secure Policy Mirroring
	Configuring Support for Subscriber Secure Policy Mirroring
	Configuring the Mediation Device as a User on the Router
	Configuring a DTCP-over-SSH Connection to the Mediation Device
	Configuring the Mediation Device to Provision Traffic Mirroring
	Disabling RADIUS-Initiated Subscriber Secure Policy Mirroring
	Example: Configuring Traffic That Is Mirrored Using DTCP-Initiated Subscriber Secure Policy
	Requirements
	Overview
	Configuration

	Terminating DTCP-Initiated Subscriber Traffic Mirroring Sessions

	Chapter 35: Configuring DTCP Messages Used for DTCP-Initiated Subscriber Secure Policy Mirroring
	ADD DTCP
	DELETE DTCP
	DISABLE DTCP
	ENABLE DTCP
	LIST DTCP
	Example: Using DTCP Messages to Trigger, Verify, and Disable Traffic Mirroring for Subscribers
	Creating DTCP ADD Messages to Trigger Traffic Mirroring
	Creating DTCP ENABLE Messages to Trigger Traffic Mirroring
	Creating DTCP DISABLE Messages to Trigger Traffic Mirroring
	Using LIST Messages to Verify That Subscriber Traffic Is Being Mirrored
	Using DELETE Messages to Remove Traffic Mirroring Triggers
	Verifying That Traffic Mirroring Was Stopped on the Subscriber Interfaces


	Chapter 36: Configuring Subscriber Secure Policy Support for IPv4 Multicast Traffic
	Subscriber Secure Policy Support for IPv4 Multicast Traffic
	Triggering the Mirroring of IPv4 Multicast Traffic

	Enabling Subscriber Secure Policy Mirroring for IPv4 Multicast Traffic

	Chapter 37: Configuring Intercept-Related Information for Subscriber Secure Policy
	Intercept-Related Events Transmitted to the Mediation Device
	SNMP Traps for Subscriber Secure Policy LAES Compliance
	Configuring SNMPv3 Traps for Subscriber Secure Policy Mirroring
	Example: SNMPv3 Traps Configuration for Subscriber Secure Policy Mirroring


	Part 7: Troubleshooting
	Chapter 38: Contacting Juniper Networks Technical Support
	Collecting Subscriber Access Logs Before Contacting Juniper Networks Technical Support


	Part 8: Configuration Statements and Operational Commands
	Chapter 39: Configuration Statements
	accounting (Dynamic IGMP Interface)
	accounting (Dynamic MLD Interface)
	action
	address (LRF Profile)
	address-mapping (Application Identification)
	adf (Dynamic Firewalls)
	adjustment-control-profiles
	adjust-minimum (Dynamic Shaping and Scheduling)
	adjust-percent (Dynamic Schedulers)
	aggregate (Hierarchical Policer)
	alt-name (Application Identification)
	ancp (Adjustment Control Profiles)
	application (Adjustment Control Profiles)
	application (Application Identification)
	application-groups (PCC Rules)
	application-identification (Application Identification)
	application-identification-profile (Service Set)
	applications (PCC Rules)
	apply-groups (Subscriber Secure Policy)
	apply-groups-except (Subscriber Secure Policy)
	authentication (Login)
	authentication-order
	authentication-server
	bandwidth (Tunnel Services)
	bandwidth-limit (Policer)
	bandwidth-percent
	buffer-size (Dynamic Scheduling)
	burst-size-limit (Hierarchical Policer)
	burst-size-limit (Policer)
	bytes (Dynamic Traffic Shaping)
	cacheable (Application Identification)
	captive-portal-content-delivery (Captive Portal Content Delivery)
	captive-portal-content-delivery-profile (services)
	cell-mode (Dynamic Traffic Shaping)
	chain-order (Application Identification)
	check-bytes (Application Identification)
	class (Assigning a Class to an Individual User)
	class (Defining Login Classes)
	class-of-service (Dynamic Profiles)
	classifiers (Dynamic CoS Application)
	code (Application Identification)
	collector (LRF Profile)
	collector (LRF Rule)
	color-aware
	color-blind
	committed-burst-size
	committed-information-rate
	compatibility (Application Identification)
	connection-limit
	context (Application Identification)
	delay-buffer-rate (Dynamic Traffic Shaping)
	description (Application Identification)
	destination (Application Identification)
	destination (LRF Profile)
	destination-address (Subscriber Secure Policy)
	destination-port (Subscriber Secure Policy)
	ddos-protection (DDoS)
	direction (Application Identification)
	direction (Service Data Flow Filters)
	disable (Dynamic IGMP)
	disable (Dynamic MLD)
	drop-policy (Subscriber Secure Policy)
	drop-profile (Dynamic Schedulers)
	drop-profile-map (Dynamic Schedulers)
	dscp (Dynamic Classifiers)
	dscp (Dynamic Rewrite Rules)
	dscp (Subscriber Secure Policy)
	dscp-ipv6 (Dynamic Classifiers)
	dscp-ipv6 (Dynamic Rewrite Rules)
	dtcp-only (System Services)
	dynamic-class-of-service-options (Dynamic Traffic Shaping)
	dynamic-profiles
	effective-shaping-rate
	enhanced-mode
	enhanced-mode-override
	enhanced-policer
	excess-burst-size
	excess-priority (Dynamic Schedulers)
	excess-rate (Dynamic Schedulers)
	excess-rate (Dynamic Traffic Shaping)
	excess-rate-high (Dynamic Traffic Shaping)
	excess-rate-low (Dynamic Traffic Shaping)
	exclude (Dynamic MLD Interface)
	fail-filter (Dynamic Profiles)
	family (Dynamic Firewalls)
	family (Dynamic Standard Interface)
	fast-update-filter (Dynamic Firewalls)
	filter (Configuring)
	filter (Dynamic Profiles Filter Attachment)
	filter (Dynamic Profiles Filter Creation)
	filter (Dynamic Interface Unit)
	filter-specific
	fingerprint-hash
	firewall (Dynamic Firewalls)
	flow-descriptions
	flow-tap-dtcp
	flows (PCC Rules)
	format (LRF Profile)
	forwarding-class (Dynamic Scheduler Maps)
	forwarding-class (PCC Action Profiles)
	forwarding-class (Subscriber Secure Policy)
	fpc (MX Series 3D Universal Edge Routers)
	frame-mode (Dynamic Traffic Shaping)
	from (PCC Rules)
	from (Subscriber Secure Policy)
	gate-status
	group (Dynamic IGMP Interface)
	group (Dynamic MLD Interface)
	group-count (Dynamic MLD Interface)
	group-increment (Dynamic MLD Interface)
	group-limit (Dynamic IGMP Interface)
	group-limit (Dynamic MLD Interface)
	group-policy (Dynamic IGMP Interface)
	group-policy (Dynamic MLD Interface)
	guaranteed-rate (Dynamic Traffic Shaping)
	hierarchical-policer
	hierarchical-scheduler (Subscriber Interfaces on MX Series Routers)
	http-log-multiple-transactions (LRF Profile)
	icmp-mapping (Application Identification)
	ieee-802.1 (Dynamic Classifiers)
	ieee-802.1 (Dynamic Rewrite Rules)
	if-exceeding (Hierarchical Policer)
	if-exceeding (Policer)
	igmp (Dynamic Profiles)
	immediate-leave (Dynamic IGMP Interface)
	immediate-leave (Dynamic MLD Interface)
	inet (Subscriber Secure Policy)
	inet-precedence (Dynamic Classifiers)
	inet-precedence (Dynamic Rewrite Rules)
	inet6 (Subscriber Secure Policy)
	input (Dynamic Service Sets)
	interface (Dynamic IGMP)
	interface (Dynamic Interface Sets)
	interface (Dynamic MLD)
	interface (Dynamic Routing Options)
	interface-service (Services Interfaces)
	interface-set (Dynamic Profiles)
	interface-shared
	interface-specific (Dynamic Firewalls)
	interfaces (Dynamic CoS Definition)
	interfaces (Static and Dynamic Subscribers)
	ip-protocol-mapping (Application Identification)
	local-port-range
	local-ports
	logging-rule (PCC Action Profile)
	logical-bandwidth-policer
	logical-interface-fpc-redundancy (Aggregated Ethernet Subscriber Interfaces)
	logical-interface-policer
	logical-system (Subscriber Secure Policy)
	login
	loss-priority (Dynamic Schedulers)
	loss-priority high then discard (Three-Color Policer)
	lrf-profile (Service Set)
	match-direction (Captive Portal Content Delivery)
	max-queues-per-interface
	match-order (Dynamic Firewalls)
	maximum-bit-rate (PCC Action Profiles)
	member (Application Identification)
	mld (Dynamic Profiles)
	multicast (Dynamic Routing Options)
	multicast-interception (Subscriber Secure Policy)
	no-accounting
	no-qos-adjust (Dynamic Routing Options)
	oif-map (Dynamic IGMP Interface)
	oif-map (Dynamic MLD Interface)
	order (Application Identification)
	order-priority (Application Identification)
	output (Dynamic Service Sets)
	output-traffic-control-profile (Dynamic CoS Definition)
	overhead-accounting (Dynamic Traffic Shaping)
	passive (Dynamic IGMP Interface)
	passive (Dynamic MLD Interface)
	pattern (Application Identification)
	pcc-action-profile (PCC Rules)
	pcc-action-profiles
	pcc-rule
	pcc-rulebases (PCEF)
	pcc-rulebases (PCEF Profile)
	pcc-rules (PCEF)
	pcc-rules (PCEF Profile)
	pcef (Dynamic Profiles)
	pcef-profile (Service Set)
	peak-burst-size
	peak-information-rate
	permissions
	physical-interface-policer
	policer (Configuring)
	policy (Subscriber Secure Policy)
	policy-based-logging (LRF Profile)
	policy-options (Dynamic Profiles)
	policy-statement
	port (LRF Profile)
	port-range (Application Identification)
	post-service-filter (Dynamic Service Sets)
	pppoe-tags (Adjustment Control Profiles)
	precedence
	premium (Hierarchical Policer)
	priority (Dynamic Schedulers)
	profile (Access)
	profile (Captive Portal Content Delivery)
	profile (LRF)
	profile (Services PCEF)
	profiles (PCEF)
	promiscuous-mode (Dynamic IGMP Interface)
	protocol (Application Identification)
	protocol (Dynamic Schedulers)
	protocol (Flow Descriptions)
	protocol (Subscriber Secure Policy)
	protocols (DDoS)
	protocols (Dynamic Profiles)
	radius (Access Profile)
	radius-coa (Adjustment Control Profiles)
	radius-flow-tap
	radius-server
	rate-limit
	rebalance-periodic (Aggregated Ethernet Subscriber Interfaces)
	redirect (PCC Action Profiles)
	remote-address
	remote-port-range
	remote-ports
	report (LRF Rule)
	rewrite-rules (Dynamic CoS Interfaces)
	routing-engine-services
	routing-options (Dynamic Profiles)
	routing-instance (Subscriber Secure Policy)
	routing-instance (PCC Action Profiles)
	rpf-check (Dynamic Profiles)
	rule (Captive Portal Content Delivery)
	rule (LRF)
	rule-set (Captive Portal Content Delivery)
	scheduler (Dynamic Scheduler Maps)
	scheduler-map (Dynamic Traffic Shaping)
	scheduler-maps (Dynamic CoS Definition)
	schedulers (Dynamic CoS Definition)
	service (Dynamic Profiles)
	service (Dynamic Service Sets)
	service-filter (Dynamic Service Sets)
	service-interface (Services Interfaces)
	service-set (Dynamic Service Sets)
	services (Captive Portal Content Delivery)
	shaping-rate (Dynamic Traffic Shaping and Scheduling)
	shared-name
	single-rate
	source (Application Identification)
	source (Dynamic IGMP Interface)
	source (Dynamic MLD Interface)
	source-address (Subscriber Secure Policy)
	source-address (LRF Profile)
	source-count (Dynamic MLD Interface)
	source-increment (Dynamic MLD Interface)
	source-ipv4-address
	source-port (Subscriber Secure Policy)
	ssh
	ssm-map (Dynamic IGMP Interface)
	ssm-map (Dynamic MLD Interface)
	ssm-map-policy (Dynamic IGMP Interface)
	ssm-map-policy (Dynamic MLD Interface)
	static (Dynamic IGMP Interface)
	static (Dynamic MLD Interface)
	static-policy-control
	steering
	subscriber-leave-timer
	tags (Application Identification)
	targeted-distribution (Dynamic Demux Interfaces over Aggregated Ethernet)
	targeted-distribution (Static Interfaces over Aggregated Ethernet)
	template (LRF Profile)
	template (LRF Rule)
	template-tx-interval (LRF Profile)
	template-type (LRF Profile)
	term (Captive Portal Content Delivery)
	term (Dynamic Profiles)
	then (Captive Portal Content Delivery)
	then (LRF rule)
	then (PCC Rules)
	three-color-policer (Configuring)
	traceoptions (Captive Portal Content Delivery)
	traffic-control-profiles (Dynamic CoS Definition)
	transmit-rate (Dynamic Schedulers)
	trigger-type (LRF Profile)
	tunnel-services (Chassis)
	two-rate
	type (Application Identification)
	type (ICMP Mapping for Application Identification)
	uid (Dynamic Profiles)
	uid-reference
	unit (Dynamic Profiles Standard Interface)
	unit (Dynamic Traffic Shaping)
	url
	user (Access)
	vendor-specific-tags (Dynamic Traffic Shaping)
	vendor-support
	version (Dynamic IGMP Interface)
	version (Dynamic MLD Interface)
	vlan-tag (Dynamic Classifiers)
	vlan-tag (Dynamic Rewrite Rules)
	volume-limit (LRF Rule)

	Chapter 40: Operational Commands
	clear firewall
	clear igmp membership
	clear igmp statistics
	clear mld membership
	clear mld statistics
	clear services application-identification application-system-cache
	clear services application-identification statistics
	clear services captive-portal-content-delivery statistics
	clear services lrf collector statistics
	clear services lrf statistics
	request interface rebalance (Aggregated Ethernet for Subscriber Management)
	request services application-identification application
	request services application-identification download
	request services application-identification download status
	request services application-identification group
	request services application-identification install
	request services application-identification install status
	request services application-identification proto-bundle-status
	request services application-identification uninstall
	request services application-identification uninstall status
	show class-of-service
	show class-of-service adjustment-control-profile
	show class-of-service interface
	show class-of-service interface-set
	show class-of-service scheduler-hierarchy interface
	show class-of-service scheduler-hierarchy interface-set
	show class-of-service scheduler-map
	show class-of-service traffic-control-profile
	show dynamic-profile session
	show firewall
	show firewall log
	show firewall templates-in-use
	show igmp group
	show igmp interface
	show igmp statistics
	show interfaces targeting (Aggregated Ethernet for Subscriber Management)
	show mld group
	show mld interface
	show mld statistics
	show services application-identification application
	show services application-identification application-system-cache
	show services application-identification counter
	show services application-identification group
	show services application-identification statistics application-groups
	show services application-identification statistics applications
	show services application-identification status
	show services application-identification version
	show services captive-portal-content-delivery
	show services lrf collector statistics
	show services lrf rule statistics
	show services lrf statistics
	show services lrf template
	show services pcef pic
	show services pcef subscribers
	show services service-sets summary
	show subscribers
	show subscribers summary



