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About the Documentation

« Documentation and Release Notes on page ix
« Supported Platforms on page ix

« Using the Examples in This Manual on page ix
« Documentation Conventions on page xi

« Documentation Feedback on page xiii

« Requesting Technical Support on page xiii

Documentation and Release Notes

To obtain the most current version of all Juniper Networks® technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at http:/www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

« MX Series

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.
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If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are

described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
}
1

interfaces {
fxpO {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}
}
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet
To merge a snippet, follow these steps:

1. Fromthe HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }
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2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xi defines notice icons used in this guide.

Table 1: Notice Icons

[ofe]y} Meaning Description

e Informational note Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.
a Warning Alerts you to the risk of personal injury or death.
% Laser warning Alerts you to the risk of personal injury from a laser.

Q Tip Indicates helpful information.

Q Best practice Alerts you to a recommended use or implementation.

Table 2 on page xii defines the text and syntax conventions used in this guide.
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Table 2: Text and Syntax Conventions

Convention

Bold text like this

Description

Represents text that you type.

Examples

To enter configuration mode, type the
configure command:

user@host> configure

Fixed-width text like this

Represents output that appears on the
terminal screen.

user@host> show chassis alarms

No alarms currently active

[talic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
. Identifies guide names. actions.
« Identifies RFC and Internet draft titles. ¢ JUnos OS CLI User Guide
« RFC1997 BGP Communities Attribute
[talic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commands, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the [edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Encloses optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

# (pound sign)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

broadcast | multicast

(string1 | string2 | string3)

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Encloses a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ({})

Identifies a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
}

GUI Conventions

xii
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
Bold text like this Represents graphical userinterface (GUI) « Inthe Logical Interfaces box, select
items you click or select. All Interfaces.
« To cancel the configuration, click
Cancel.
> (bold right angle bracket) Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can provide feedback by using either of the following
methods:

« Online feedback rating system—On any page of the Juniper Networks TechLibrary site
at http://www.juniper.net/techpubs/index.ntml, simply click the stars to rate the content,
and use the pop-up form to provide us with information about your experience.
Alternately, you can use the online feedback form at
http://www.juniper.net/techpubs/feedback/.

« E-mail—Sendyour comments to techpubs-comments@juniper.net. Include the document
or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or Partner Support Service
support contract, or are covered under warranty, and need post-sales technical support,
you can access our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:
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« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http://www2.juniper.net/kb/

« Find product documentation: http:/www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
http://kb.juniper.net/InfoCenter/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC

You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

« Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.ntml.

Xiv
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CHAPTERI1

Configuring Multiple VLAN Registration
Protocol

« Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN
Registration on page 15

« Configuring Multiple VLAN Registration Protocol (MVRP) to Manage Dynamic VLAN
Registration on page 18

« Controlling the Management State of a VLAN in MVRP Configurations on page 20

« Example: Configuring Automatic VLAN Administration Using MVRP on MX Series
Routers on page 23

« Verifying That MVRP Is Working Correctly on page 37

Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN
Registration

You can configure Multiple VLAN Registration Protocol (MVRP) on Juniper Networks MX
Series routers and EX Series switches. The primary purpose of MVRP is to manage dynamic
VLAN registration in Layer 2 networks. In managing dynamic VLAN registration, MVRP
also prunes VLAN information.

MVRP is an Layer 2 application protocol of the Multiple Registration Protocol (MRP) and
isdefinedinthe IEEE 802.1ak standard. MRP and MVRP were designed by IEEE to perform
the same functions as Generic Attribute Registration Protocol (GARP) and GARP VLAN
Registration Protocol (GVRP) while overcoming some GARP and GVRP limitations, in
particular, limitations involving bandwidth usage and convergence time in large networks
with large numbers of VLANS.

MVRP was created by |IEEE as a replacement application for GVRP. MVRP and GVRP
cannot be run concurrently to share VLAN information in a Layer 2 network.

This topic describes:

« How MVRP Works on page 16

« Basics of MVRP on page 16

- MVRP Registration Modes on page 16
« MRP Timers on page 17

Copyright © 2017, Juniper Networks, Inc. 15
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How MVRP Works

Basics of MVRP

« MRP VLAN Messages on page 17
« MVRP Limitations on page 17

The VLAN registration information sent by MVRP protocol data units (PDUs) includes
the current VLANs membership—that is, which routers are members of which VLANs—and
which router interfaces are in which VLAN. MVRP shares all information in the PDU with
all routers participating in MVRP in the Layer 2 network.

MVRP stays synchronized using these PDUs. The routers in the network participating in
MVRP receive these PDUs during state changes and update their MVRP states accordingly.
MVRP timers dictate when PDUs can be sent and when routers receiving MVRP PDUs
can update their MVRP information.

VLAN information is distributed as part of the MVRP message exchange process and
can be used to dynamically create VLANSs, which are VLANSs created on one switch and
propagated to other routers as part of the MVRP message exchange process. Dynamic
VLAN creation using MVRP is enabled by default, but can be disabled.

As part of ensuring that VLAN membership information is current, MVRP removes routers
and interfaces from the VLAN information when they become unavailable. Pruning VLAN
information has these benefits:

. Limits the network VLAN configuration to active participants only, reducing network
overhead.

. Targets the scope of broadcast, unknown unicast, and multicast (BUM) traffic to
interested devices only.

MVRP is disabled by default. You can configure MVRP router interfaces to participate in
MVRP for the Layer 2 network. MVRP can only be enabled on trunk interfaces, and dynamic
VLAN configuration through MVRP is enabled by default when MVRP is enabled.

MVRP Registration Modes

The MVRP registration mode defines whether an interface does or does not participate
in MVRP.

The following MVRP registration modes are configurable:

. forbidden—The interface does not register or declare VLANS (except statically
configured VLANS).

« normal—The interface accepts MVRP messages and participates in MVRP. This is the
default registration mode setting.

« restricted—The interface ignores all MVRP JOIN messages received for VLANSs that are
not statically configured on the interface.

Copyright © 2017, Juniper Networks, Inc.
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MRP Timers

MRP VLAN Messages

MVRP Limitations

MVRP registration and updates are controlled by timers that are part of the MRP protocol.
These timers are set on a per-interface basis and define when MVRP PDUs can be sent
and when MVRP information can be updated on a switch.

The following timers are used to control the operation of MVRP:

« Join timer—Controls the interval for the next MVRP PDU transmit opportunity.

« Leave timer—Controls the period of time that an interface on the switch waits in the
Leave state before changing to the unregistered state.

. LeaveAll timer—Controls the frequency with which the interface generates LeaveAll
messages.

Q BEST PRACTICE: Maintain default timer settings unless thereisa compelling
reason to change the settings. Modifying timers to inappropriate values might
cause an imbalance in the operation of MVRP.

MVRP uses MRP messages to register and declare MVRP states for a switch and toinform
the Layer 2 network that a switch is leaving MVRP. These messages are communicated
as part of the PDU to communicate the state of a particular switch interface on the Layer
2 network to the other switches in the network.

The following messages are communicated for MVRP:

« Empty—VLAN information is not being declared and is not registered.

« In—VLAN information is not being declared but is registered.

« JoinEmpty—VLAN information is being declared but not registered.

« JoinIn—VLAN information is being declared and is registered.

« Leave—VLAN information that was previously registered is being withdrawn.

. LeaveAll—All registrations will be de-registered. Participants that want to participate
in MVRP will need to re-register.

« New—VLAN information is new and possibly not previously registered.

The following limitations apply when configuring MVRP:

« MVRP works with Rapid Spanning Tree Protocol (RSTP) and Multiple Spanning Tree
Protocol (MSTP), but not with VLAN Spanning Tree Protocol (VSTP).

« MVRP is allowed only on single tagged trunk ports.

Copyright © 2017, Juniper Networks, Inc. 17
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Related
Documentation

MVRP is not allowed if a physical interface has more than one logical interface.

MVRP is only allowed if a logical has one trunk interface (unit O).

Example: Configuring Automatic VLAN Administration Using MVRP on MX Series
Routers on page 23

Configuring Multiple VLAN Registration Protocol (MVRP) to Manage Dynamic VLAN
Registration on page 18

Controlling the Management State of a VLAN in MVRP Configurations on page 20
Verifying That MVRP |s Working Correctly on page 37

Deploying MVRP Learning Byte at https://www.youtube.com/watch?v=C-JkzYbGPBk

Configuring Multiple VLAN Registration Protocol (MVRP) to Manage Dynamic VLAN

Registration

Enabling MVRP

Disabling MVRP

Multiple VLAN Registration Protocol (MVRP) is used to manage dynamic VLAN registration
in a Layer 2 network. You can use MVRP on MX Series routers or on EX Series switches.

MVRP is disabled by default on MX Series routers and EX Series switches.

To enable MVRP or set MVRP options, follow these instructions:

Enabling MVRP on page 18

Disabling MVRP on page 18

Changing the Registration Mode to Disable Dynamic VLANs on page 19
Configuring Timer Values on page 19

Configuring the Multicast MAC Address for MVRP on page 20
Configuring an MVRP Interface as a Point-to-Point Interface on page 20

Configuring MVRP Tracing Options on page 20

MVRP can only be enabled on trunk interfaces.

To enable MVRP on a specific trunk interface (here, interface ge-3/0/5):

[edit protocols mvrp]
user@host# set interface ge-3/0/5

MVRP is disabled by default. You only need to perform this procedure if you have
previously enabled MVRP.

To disable MVRP on all trunk interfaces, use one of the following:

[edit]
user@host# deactivate protocols mvrp

Copyright © 2017, Juniper Networks, Inc.
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user@host# delete protocols mvrp

Changing the Registration Mode to Disable Dynamic VLANs

When the registration mode for aninterface is set to normal (the default), dynamic VLANs
are created on interfaces participating in MVRP. The dynamic VLANS created on one
router or switch are then propagated by means of MVRP to other routers or switches in
a topology.

However, dynamic VLAN creation through MVRP can be disabled for all trunk interfaces
or for individual trunk interfaces.

For information about disabling dynamic VLAN creation on an interface so that the
interface does not register and does not participate in MVRP, see “Controlling the
Management State of a VLAN in MVRP Configurations” on page 20.

Configuring Timer Values

The timers in MVRP define the amount of time an interface waits to join or leave MVRP
or to send or process the MVRP information for the router or switch after receiving an
MVRP PDU:

« The join timer controls the amount of time the router or switch waits to accept a
registration request.

« The leave timer controls the period of time that the router or switch waits in the Leave
state before changing to the unregistered state.

. The leaveall timer controls the frequency with which the LeaveAll messages are
communicated.

The default MVRP timer values are 200 ms for the join timer, 1000 ms for the leave timer,
and 10000 ms for the leaveall timer.

Q BEST PRACTICE: Maintain default timer settings unless thereisa compelling
reason to change the settings. Modifying timers to inappropriate values might
cause an imbalance in the operation of MVRP.

To set the join timer for a specific interface:

[edit protocols mvrp]
user@host# set interface ge-3/0/5 join-timer 300

To set the leave timer for a specific interface:

[edit protocols mvrp]
user@host# set interface ge-3/0/5 leave-timer 1200

To set the leaveall timer for a specific interface:

[edit protocols mvrp]
user@host# set interface ge-3/0/5 leaveall-timer 12000

Copyright © 2017, Juniper Networks, Inc. 19
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Configuring the Multicast MAC Address for MVRP

MVRP uses the customer MVRP multicast MAC address when MVRP is enabled. However,
you can configure MVRP to instead use the provider MVRP multicast MAC address.

To configure MVRP to use the provider MVRP multicast MAC address:

[edit protocols mvrp]
user@host# set bpdu-destination-mac-address provider-bridge-group;

Configuring an MVRP Interface as a Point-to-Point Interface

Specify that a configured interface is connected point-to-point. If specified, a
point-to-point subset of the MRP state machine provides a simpler and more efficient
method to accelerate convergence on the network.

To specify that an MVRP interface is point-to-point (here, interface ge-3/0/5):

[edit protocols mvrp]
user@host# set interface ge-3/0/5 point-to-point;

Configuring MVRP Tracing Options

Documentation

Set MVRP protocol-level tracing options.

To specify MVRP protocol tracing (here, the file is /var/log/mvrp-log, size is 2m, number
of files is 28, the option world-readable indicates the log can be read by user, and MVRP
is flagging events):

[edit protocols mvrp]
user@host# edit traceoptions file /var/log/mvrp-log size 2m files 28 world-readable flag
events

. Example: Configuring Automatic VLAN Administration Using MVRP on MX Series
Routers on page 23

Controlling the Management State of a VLAN in MVRP Configurations

MX Series routers use Multiple VLAN Registration Protocol (MVRP) to manage dynamic
virtual LAN (VLAN) registration in Layer 2 networks. Enabling MVRP on trunk interfaces
in Layer 2 networks reduces network overhead by limiting the scope of broadcast, unknown
unicast, and multicast (BUM) traffic to interested devices only.

Dynamic VLAN registration through MVRP is enabled by default when you enable MVRP
onatrunkinterface. The trunk interface automatically uses the normal registration mode,
accepts MVRP messages, and participates in MVRP. The management state in this case
is also known as normal. However, it can be useful to configure VLAN IDs to bypass the
dynamic VLAN registration process for security reasons or when MVRP is not supported
on a peer switch. You can change the management state of a VLAN independently to
either exclude it entirely from the MVRP registration process and remain in an unregistered

20
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state (forbidden state), or to force a VLAN to always stay in a registered state and to be
declared on all other forwarding ports (fixed state).

Three parameters are used to control the management state of a VLAN in an MVRP
configuration:

« The VLAN is a member in the interface VLAN ID list (configured at the [edit interfaces
interface-name family bridge vlan-id-list] hierarchy level).

« The VLAN is a member in the bridge domain VLAN ID list (configured at the [edit
bridge-domain bridge-domain-name vlan-id-list] hierarchy level).

. The MVRP registration mode is configured for MVRP (configured at the [edit protocols
mvrp interface interface-name registration (normal | restricted | forbidden)] hierarchy
level).

When these three parameters are combined, a VLAN operates with the following MVRP
management states:

. IfaVLANIDis present in both the interface and bridge domain VLAN ID list, the VLAN
is in a fixed management state, irrespective of the MVRP registration mode.

« IfaVLAN IDis present in the interface VLAN ID list but not in the bridge domain VLAN
ID list and the MVRP registration mode is forbidden, the VLAN ID is in a forbidden
management state. If the MVRP registration mode is not forbidden, the VLAN ID is in
a normal registration state.

. IfaVLANIDisnot presentintheinterface VLAN ID list and the MVRP registration mode
is forbidden or restricted, the VLAN ID is in a forbidden management state. Otherwise,
it is in a normal management state.

Table 3 on page 21 defines in more detail the MVRP management state for a VLAN when
the interface and bridge domain VLAN ID lists and the MVRP registration mode are
configured.

Table 3 on page 21 contains the service configured for BEB2, as well as the correlating
S-VLAN, I-SID, and B-VLAN.

Table 3: MVRP Management States

VLAN ID Present in VLAN ID Present in Interface Uses MVRP | Interface UsesMVRP | Interface Uses

Interface VLAN ID Bridge DomainVLAN | Normal Registration | Restricted Forbidden

List? ID List? Mode | Registration Mode Registration Mode
yes yes fixed state fixed state fixed state

yes no normal state normal state forbidden state

Copyright © 2017, Juniper Networks, Inc. 21



Multiple VLAN Registration Protocol Feature Guide

Table 3: MVRP Management States (continued)

VLAN ID Present in VLAN ID Present in Interface Uses MVRP | Interface UsesMVRP | Interface Uses

Interface VLAN ID Bridge DomainVLAN | Normal Registration | Restricted Forbidden
List? ID List? Mode Registration Mode Registration Mode

yes yes/no normal state forbidden state forbidden state

This topic describes how to configure the management state for VLANs in an MVRP
configuration:

« Configure All VLANs to Operate in Normal State on page 22
« Configure VLANS to Operate with Mixed States (Fixed and Normal) on page 22

« Configure VLANSs to Operate with Mixed States (Fixed, Normal, and
Forbidden) on page 23

Configure All VLANSs to Operate in Normal State

To configure an interface to operate in the normal state, configure the registration state
as normal:

[edit protocols]
user@host# set mvrp interface interface-name registration normal

For example, to configure all VLANSs on trunk interface ge-170/0 to operate in normal
state:

[edit]
user@host# setinterface ge-170/0 family bridge trunk
user@host# set protocols mvrp interface ge-170/0 registration normal

Configure VLANSs to Operate with Mixed States (Fixed and Normal)

To configure an interface to operate in a fixed state, add the VLANSs that should operate
in a fixed state to the interface VLAN ID list:

[edit]
user@host# set interface interface-name family bridge vlan-id-list vlan-ids
user@host# set bridge-domains bridge-domain-name vlan-id-list vlan-ids

For example, to configure the first 1024 VLANSs on trunk interface ge-170/0.0 to operate
in fixed state, and the other VLANSs to operate in normal state:

[edit]

user@host# set interface ge-1/0/0.0 family bridge trunk

user@host# setinterface ge-1/70/0.0 family bridge vlan-id-list 1-1024
user@host# set bridge-domains bd vlan-id-list 1-1024

user@host# set protocols mvrp interface ge-1/0/0 registration normal
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Configure VLANSs to Operate with Mixed States (Fixed, Normal, and Forbidden)

Related
Documentation

To configure an interface to operate in the forbidden state, configure the registration
state as restricted:

[edit protocols]
user@host# set protocols mvrp interface interface-name registration restricted

For example, to configure the first 1024 VLANSs on trunk interface ge-1/0/0.0 to operate
in fixed state, VLAN IDs 1024 to 2048 to operate in normal state, and the remaining VLANs
to operate in forbidden state:

[edit]
user@host# setinterface ge-170/0.0 family bridge trunk

user@host# set interface ge-1/0/0.0 family bridge vlan-id-list 1-2048
user@host# set bridge-domains bd vlan-id-list 1-1024

user@host# set protocols mvrp interface ge-1/0/0 registration restricted

« Example: Configuring Automatic VLAN Administration Using MVRP on MX Series
Routers on page 23

« Configuring Multiple VLAN Registration Protocol (MVRP) to Manage Dynamic VLAN
Registration on page 18

« Verifying That MVRP Is Working Correctly on page 37

« Understanding Multiple VLAN Registration Protocol (MVRP) for Dynamic VLAN
Registration on page 15

Example: Configuring Automatic VLAN Administration Using MVRP on MX Series

Routers

Multiple VLAN Registration Protocol (MVRP) is used in Layer 2 networks to dynamically
share virtual LAN (VLAN) information and to automatically configure necessary VLAN
information. Automatically configuring VLANSs on ports based on the current network
configuration ensures that a router does not send traffic to an interface on the network
with aninactive VLAN. In this way, MVRP reduces network overhead by limiting the scope
of broadcast, unknown unicast, and multicast (BUM) traffic to interested devices only.
MVRP also provides for rapid healing of network failures without interrupting services to
unaffected VLANSs and improves convergence times.

MVRP is a Layer 2 network protocol based on the IEEE standard 802.1ak amendment to
802.10-2005, Standard for Local and Metropolitan Area Networks Virtual Bridged Local
Area Networks - Amendment 07: Multiple Registration Protocol.

This example describes how to use MVRP to automate administration of VLAN
membership changes within your network and to dynamically create VLANS:

« Requirements on page 24

« Overview and Topology on page 24
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Requirements

« Configuration on page 26

« Verification on page 32

This example uses the following hardware and software components:
« Two MX Series routers acting as edge switches
« One MX Series router acting as an aggregation switch

« Junos OS Release 10.1 or later for MX Series routers

Overview and Topology

VLANSs are statically configured on access interfaces on MX Series routers acting as edge
switches. The VLAN membership information is propagated to the MX Series router
acting as an aggregation switch at the core by enabling MVRP on two trunk interfaces:one
connecting edge switch 1 (ES1) to aggregation switch 1 (AS1), and the other connecting
ES2to AS1. Enabling MVRP on the trunk interface of each MX Series router in your network
ensures that the active VLAN information for the routers in the network is propagated to
each router through the trunk interfaces (the default registration mode for MVRP).

MVRP ensures that the VLAN membership information on the trunk interface is updated
as the edge switch’s access interfaces become active or inactive.

You do not need to explicitly bind a VLAN to the trunk interface. When MVRP is enabled,
the trunk interface advertises all the VLANSs that are active (bound to access interfaces)
on that switch. An MVRP-enabled trunk interface does not advertise VLANs that have
been configured on the switch but are not currently bound to an access interface. For
example, ESTin the topology does not forward traffic to inactive VLAN 300 on ES2.

Rapid Spanning Tree Protocol (RSTP) is also configured on the trunk interfaces to
promote a loop-free topology.

This example shows a network with two customer sites, site—1 and site—2, using VLANSs
100, 200, and 300.

ES1 supports all three VLANS, and all three VLANS are active and bound to interfaces
that are connected to three customers at site—1:

. ge-11/2/6—Access port connecting customer3—sitel, VLAN ID 100.
« ge-11/2/7—Access port connecting customer2-sitel, VLAN ID 200.
« ge-11/2/8—Access port connecting customerl—sitel, VLAN ID 300.

« ge-11/73/0—Trunk port connecting EST1 to AST.

ES2 has been configured to support two VLANS, and both VLANS are active and bound
to interfaces that are connected to two customers at site—2:

« ge-0/1/1—Access port connecting customerl-site2, VLAN ID 100.

« ge-0/2/0—Access port connecting customer2—site2, VLAN ID 200.

24
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« ge-0/0/5—Trunk port connecting ES2 to AS1.

AS1 learns the VLANs dynamically using MVRP through the connection to the edge
switches. AS1 has two trunk interfaces:

. ge-3/3/0—Connects the router to edge switch ES1 on interface ge-11/3/0.

. ge-3/0/5—Connects the router to edge switch ES2 on interface ge-0/0/5.

The default MVRP interface registration mode is normal and is used in this example. An
interface in normal registration mode participates in MVRP when MVRP is enabled on
the router. For information about changing the MVRP registration mode, see “Controlling
the Management State of a VLAN in MVRP Configurations” on page 20.

Figure 1 shows MVRP configured on three MX Series routers: two routers operating as
edge switches and one router operating as an aggregation switch.

Figure 1: MVRP Configured on Three MX Series Routers for Automatic VLAN Administration

Aggregation Switch 1 (AS 1)

ge-3/3/0 ge-3/0/5

_t Lge-ﬂ!?.-f-:) ge-0/0/5 _' L

Edge §Ei|tch 1(ES 1) Edge Eiiltch 2 (ES 2)
-11/2/6 r \#—L—(
9@ ge-11/2/8 ge-0/ ge-0/2/0

ge-11/2/7

customert, customer2, customer3, customert, customer2, §
site-1 site-1 site-1 site-2 site-2 =
VLAN 100 VLAN 200 VLAN 300 VLAN 100 VLAN 200

Table 4 on page 26 explains the components of the example topology.
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Table 4: Components of the Network Topology

Property Settings

MX Series routers « ESI
« ES2
o« ASI
VLAN tag IDs associated with bridge domain bd 100, 200, and 300

EST interfaces

EST interfaces:

« ge-11/2/6—Access port connecting customer3—sitel, VLAN
ID100.

« ge-11/2/7—Access port connecting customer2—sitel, VLAN
ID 200.

« ge-11/2/8—Access port connecting customerl-sitel, VLAN
ID 300.

« ge-11/3/0—Trunk port connecting ES1to AS].

ES2 interfaces

ES2 interfaces:

« ge-0/1/1—Access port connecting customer3—site2, VLAN
ID100.

« ge-0/2/0—Access port connecting customer3—site2, VLAN
ID 200.

« ge-0/0/5—Trunk port connecting ES2 to AST.

AST interfaces

AST interfaces:

« ge-3/3/0—Trunk port connected to ES1.
« ge-3/0/5—Trunk port connected to ES2.

Configuration

CLI Quick
Configuration

To enable MVRP and RSTP on the trunk interface, as well as configure ES1 access
interfaces and the bridge domain, perform these tasks:

« Configuring MVRP on ES1 on page 26
« Configuring MVRP on ES2 on page 29
« Configuring MVRP on AST1 on page 31

Configuring MVRP on ES1

To quickly configure EST for MVRP, copy the following commands and paste them into
the switch terminal window of EST:

[edit]

set interfaces ge-11/2/6 description "connected to customer3-site-1"
set interfaces ge-11/2/6 unit O family bridge interface-mode access
set interfaces ge-11/2/6 unit O family bridge vlan-id 300

set interfaces ge-11/2/7 description "connected to customer2-site-1"
set interfaces ge-11/2/7 unit O family bridge interface-mode access
set interfaces ge-11/2/7 unit O family bridge vlan-id 200

26
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set interfaces ge-11/2/8 description "connected to customerl-site-1"

set interfaces ge-11/2/8 unit O family bridge interface-mode access

set interfaces ge-11/2/8 unit O family bridge vlan-id 100

set interfaces ge-11/3/0 description "connected to AS1 interface ge-3/3/0"
set interfaces ge-11/3/0 unit O family bridge interface-mode trunk

set bridge-domains bd vlan-id-list [100 200 300]

set protocols mvrp interface ge-11/3/0

set protocols rstp interface ge-11/3/0

o NOTE: As we recommend as a best practice, default MVRP timers are used
in this example. The default values associated with each MVRP timer are
200 ms for the join timer, 1000 ms for the leave timer, and 10000 ms for the
leaveall timer. Modifying timers to inappropriate values might cause an
imbalance in the operation of MVRP.

Step-by-Step  To configure MVRP on EST:

Procedure
1. Configure the access interfaces for customers at customer-site 1 and the trunk

interface connecting ES1to AST:

[edit interfaces]

user@esl# set ge-11/2/6 description "connected to customer3-site-1"
user@esl# set ge-11/2/6 unit O family bridge interface-mode access
user@esl# set ge-11/2/6 unit O family bridge vlan-id 300

user@esl# set ge-11/2/7 description "connected to customer2-site-1"
user@esl# set ge-11/2/7 unit O family bridge interface-mode access
user@esl# set ge-11/2/7 unit O family bridge vlan-id 200

user@esl# set ge-11/2/8 description "connected to customerl-site-1"
user@esl# set ge-11/2/8 unit O family bridge interface-mode access
user@esl# set ge-11/2/8 unit O family bridge vlan-id 100

user@esl# set ge-11/3/0 description "connected to AS1 interface ge-3/3/0"
user@esl# set ge-11/3/0 unit O family bridge interface-mode trunk

2. Configure the bridge domain bd and the VLAN IDs associated with the bridge domain:

[edit bridge-domains]
user@esl# setbd vlan-id-list [100 200 300]

3. Enable MVRP on the trunk interface:

[edit protocols]
user@esl# set mvrp interface ge-11/3/0

4, Enable RSTP on the trunk interface:

[edit protocols]
user@esl# setrstp interface ge-11/3/0

Results Check the results of the configuration:

user@esl1> show configuration
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interfaces {
ge-11/2/6 {
description "connected to customer3-site-1";
unit0 {
family bridge {
interface-mode access;
vlan-id 300;
1
}
1
ge-11/2/7 {
description "connected to customer2-site-1";
unit O {
family bridge {
interface-mode access;
vlan-id 200;
}
}
1
ge-11/2/8 {
description "connected to customerl-site-1";
unit0 {
family bridge {
interface-mode access;
vlan-id 100;
1
}
1
ge-11/3/0 {
description "connected to AST interface ge-3/3/0";
unit O {
family bridge {
interface-mode trunk;
}
}
1
1
bridge-domains {
bd {
vlan-id-list [ 100 200 300 ];
1
1
protocols {
mvrp {
interface ge-11/3/0;
1
rstp {
interface ge-11/3/0;
1
1

28 Copyright © 2017, Juniper Networks, Inc.



Chapter 1: Configuring Multiple VLAN Registration Protocol

Configuring MVRP on ES2

CLIQuick To quickly configure ES2 for MVRP, copy the following commands and paste them into
Configuration the switch terminal window of ES2:

[edit]

set interfaces ge-0/0/5 description "connected to AS1 interface ge-3/0/5"
set interfaces ge-0/0/5 unit O family bridge interface-mode trunk
set interfaces ge-0/1/1description "connected to customerl-site-2"
set interfaces ge-0/1/1 unit O family bridge interface-mode access
set interfaces ge-0/1/1unit O family bridge vlan-id 100

set interfaces ge-0/2/0 description "connected to customer2-site-2"
set interfaces ge-0/2/0 unit O family bridge interface-mode access
set interfaces ge-0/2/0 unit O family bridge vlan-id 200

set bridge-domains bd vlan-id-list [100 200]

set protocols mvrp interface ge-0/0/5

set protocols rstp interface ge-0/0/5

0 NOTE: As we recommend as a best practice, default MVRP timers are used
in this example. The default values associated with each MVRP timer are
200 ms for the join timer, 1000 ms for the leave timer, and 10000 ms for the
leaveall timer. Modifying timers to inappropriate values might cause an
imbalance in the operation of MVRP.

Step-by-Step To enable MVRP and RSTP on the trunk interface, as well as configure ES2 access
Procedure interfaces and the bridge domain:

1. Configure the access interfaces for customers at customer site site-2 and the trunk
interface connecting ES2 to AST:

[edit interfaces]

user@es2# set ge-0/0/5 description "connected to AS1interface ge-3/0/5"
user@es2# set ge-0/0/5 unit O family bridge interface-mode trunk
user@es2# set ge-0/1/1description "connected to customerl-site-2"
user@es2# set ge-0/1/1unit O family bridge interface-mode access
user@es2# set ge-0/1/1unit O family bridge vlan-id 100

user@es2# set ge-0/2/0 description "connected to customer2-site-2"
user@es2# set ge-0/2/0 unit O family bridge interface-mode access
user@es2# set ge-0/2/0 unit O family bridge vlan-id 200

2. Configure the bridge domain bd and the VLAN IDs associated with the bridge domain:

[edit bridge-domains]
user@es2# set bd vlan-id-list [100 200]

3. Enable MVRP on the trunk interface:

[edit protocols]
user@es2# set mvrp interface ge-0/0/5

4, Enable RSTP on the trunk interface:
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[edit protocols]
user@es2# setrstp interface ge-0/0/5

Results Check the results of the configuration:

user@es2> show configuration
interfaces {
ge-0/0/51
description "connected to AS1 interface ge-3/0/5";
unit O {
family bridge {
interface-mode trunk;
1
1
1
ge-0/1/14
description "connected to customerl-site-2";
unit 0 {
family bridge {
interface-mode access;
vlan-id 100;
}
}
1
ge-0/2/0 {
description "connected to customer2-site-2";
unit O {
family bridge {
interface-mode access;
vlan-id 200;
1
1
1
}
bridge-domains {
bd {
vlan-id-list [ 100 200 J;
1
1
protocols {
mvrp {
interface ge-0/0/5;
1
rstp {
interface ge-0/0/5;
1
}
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Configuring MVRP on AS1

CLIQuick To quickly configure AS1 for MVRP, copy the following commands and paste them into
Configuration the switch terminal window of AST:

[edit]
set interfaces ge-3/0/5 description "connected to ES2 interface ge-0/0/5”
set interfaces ge-3/0/5 unit O family bridge interface-mode trunk

set interfaces ge-3/3/0 description "connected to ES1 interface ge-11/3/0"
set interfaces ge-3/3/0 unit O family bridge interface-mode trunk

set protocols mvrp interface ge-3/0/5

set protocols mvrp interface ge-3/3/0

set protocols rstp bridge-priority O

set protocols rstp interface ge-3/0/5

set protocols rstp interface ge-3/3/0

o NOTE: As we recommend as a best practice, default MVRP timers are used
in this example. The default values associated with each MVRP timer are
200 ms for the join timer, 1000 ms for the leave timer, and 10000 ms for the
leaveall timer. Modifying timers to inappropriate values might cause an
imbalance in the operation of MVRP.

Step-by-Step  To enable MVRP and RSTP on the trunk interfaces on AST:

Procedure
1. Configure the trunk interfaces connecting AS1to ES1and ES2:

[edit interfaces]

user@asl# set ge-3/0/5 description "connected to ES2 interface ge-0/0/5”
user@asl# set ge-3/0/5 unit O family bridge interface-mode trunk

user@asl# set ge-ge-3/3/0 description "connected to ES1 interface ge-11/3/0"
user@asl# set ge-3/3/0 unit O family bridge interface-mode trunk

2. Enable MVRP on the trunk interfaces:

[edit protocols]
user@asl# set mvrp interface ge-3/0/5
user@asl# set mvrp interface ge-3/3/0

3. Enable RSTP on the trunk interfaces:

[edit protocols]

user@asl# setrstp bridge-priority O
user@asl# setrstpinterface ge-3/0/5
user@asl# setrstpinterface ge-3/3/0

Results Check the results of the configuration:

user@asl> show configuration
interfaces {
ge-3/0/51{
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description "connected to ES2 interface ge-0/0/5";
unit O {
family bridge {
interface-mode trunk;

}
}
1
ge-3/3/0 {
description "connected to ES1 interface ge-11/3/0";
unit0 {
family bridge {
interface-mode trunk;
1
}
1
}
protocols {
mvrp {
interface ge-3/0/5;
interface ge-3/3/0;
1
rstp {

bridge-priority O;
interface ge-3/0/5;
interface ge-3/3/0;
1
}

Verification

To confirm that the configuration is updating VLAN membership, perform these tasks:

« Verifying That MVRP Is Enabled on EST1 on page 32

« Verifying the MVRP Registration on ES1on page 33

« Verifying Dynamic VLAN Members on ES1 on page 33

« Verifying That MVRP Is Enabled on ES2 on page 34

« Verifying the MVRP Registration on ES2 on page 34

« Verifying Dynamic VLAN Members on ES2 on page 34

- Verifying That MVRP Is Enabled on AS1on page 35

« Verifying the MVRP Registration on AS1 on page 35

« Verifying That MVRP Is Updating VLAN Membership on AS1on page 36

Verifying That MVRP Is Enabled on ES1

Purpose Verify that MVRP is enabled on ES1.

Action Show the MVRP applicant state:

user@esl1> show mvrp applicant-state
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Meaning

Purpose

Action

Meaning

Purpose

Action

MVRP applicant state for routing instance "default-switch®
(VO) Very anxious observer, (VP) Very anxious passive, (VA) Very anxious new,
(AN) Anxious new, (AA) Anxious active, (QA) Quiet active, (LA) Leaving active,
(AO) Anxious observer, (Q0) Quiet observer, (LO) Leaving observer,
(AP) Anxious passive, (QP) Quiet passive

VLAN Id
100
200
300

Interface
ge-11/3/0
ge-11/3/0
ge-11/3/0

State

Declaring (QA)
Declaring (QA)
Declaring (QA)

The output displayed shows that trunk interface ge-11/3/0 on ES1 is declaring (sending
out) interest in VLAN IDs 100, 200, and 300.

Verifying the MVRP Registration on ES1

Verify the VLANS that are registering on EST.

List VLANs in the registered state:

user@esl1> show mvrp registration-state
MVRP registration state for routing instance "default-switch*

VLAN Id Interface

100 ge-11/3/0
200 ge-11/3/0
300 ge-11/3/0

Registrar
State
Registere
Registere
Empty

Forced Managed STP
State State State
d Registered Normal Forwarding
d Registered Normal Forwarding
Empty Normal Forwarding

The output displayed shows the registrar state for VLANSs 100 and 200 is Registered,
indicating that these VLANSs are receiving traffic from customer site site-2. VLAN 300 is
in an Empty state and is not receiving traffic from site-2.

Verifying Dynamic VLAN Members on ES]

Verify that flooding is not occurring on unregistered VLANS.

List dynamic VLAN membership:

user@esl> show mvrp dynamic-vlan-memberships
MVRP dynamic vlans for routing instance "default-switch”
(s) static vlan, (f) fixed registration

VLAN Id
100 (s)
200 (s)
300 (s)

Interfaces
ge-11/3/0
ge-11/3/0
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Meaning The output displayed shows that VLAN 300 is not associated with the trunk interface
ge-11/3/0 connected to AS1. No unnecessary traffic is flooding the interface for VLAN
300 towards ES2 site-2.

Verifying That MVRP Is Enabled on ES2

Purpose \Verify that MVRP is enabled on ES2.

Action Show the MVRP applicant state:

user@es2> show mvrp applicant-state

MVRP applicant state for routing instance “"default-switch*

(VO) Very anxious observer, (VP) Very anxious passive, (VA) Very anxious new,
(AN) Anxious new, (AA) Anxious active, (QA) Quiet active, (LA) Leaving active,
(A0) Anxious observer, (Q0) Quiet observer, (LO) Leaving observer,

(AP) Anxious passive, (QP) Quiet passive

VLAN Id Interface State
100 ge-0/0/5 Declaring (QA)
200 ge-0/0/5 Declaring (QA)
300 ge-0/0/5 Idle (Vo)

Meaning The output displayed shows that trunk interface ge-0/0/5 on ES2 is declaring (sending
out) interest in VLAN IDs 100 and 200 but is not declaring interest for VLAN 300. The
state displayed for VLAN 300 is Idle.

Verifying the MVRP Registration on ES2

Purpose \Verify the VLANs that are registering on ES2.

Action List VLANs in the registered state:

user@es2> show mvrp registration-state
MVRP registration state for routing instance "default-switch*

VLAN Id Interface Registrar Forced Managed STP
State State State State
100 ge-0/0/5 Registered Registered Normal Forwarding
200 ge-0/0/5 Registered Registered Normal Forwarding
300 ge-0/0/5 Registered Registered Normal Forwarding

Meaning The output displayed shows that the registrar state for VLANs 100, 200, and 300 is
Registered indicating that these VLANSs are receiving traffic from customer site site-1.

Verifying Dynamic VLAN Members on ES2

Purpose Verify dynamic VLAN membership.
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Action

Meaning

Purpose

Action

Meaning

Purpose

Action

List dynamic VLAN membership:

user@es2> show mvrp dynamic-vlan-memberships
MVRP dynamic vlans for routing instance "default-switch”
(s) static vlan, (F) fixed registration

VLAN Id Interfaces
100 (s) ge-0/0/5
200 (s) ge-0/0/5
300 ge-0/0/5

The output displayed shows that VLAN 300 is not a static VLAN. A static VLAN s indicated
by the s beside the VLAN ID. VLAN 300 added to ES2 shows the VLAN membership is
being updated.

Verifying That MVRP Is Enabled on AS1

Verify that MVRP is enabled on AS].

Show the MVRP applicant state:

user@es2> show mvrp applicant-state

MVRP applicant state for routing instance "default-switch®

(VO) Very anxious observe