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Documentation and Release Notes

To obtain the most current version of all Juniper Networks® technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at http:/www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

« MX Series

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.
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If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are
described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
}
1
interfaces {
fxpO {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;
}
1
1
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet
To merge a snippet, follow these steps:

1. Fromthe HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:
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[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xxiii defines notice icons used in this guide.

Table 1: Notice Icons

Icon Meaning Description

o Informational note Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.
a Warning Alerts you to the risk of personal injury or death.
g Laser warning Alerts you to the risk of personal injury from a laser.

Q Tip Indicates helpful information.

Q Best practice Alerts you to a recommended use or implementation.

Table 2 on page xxiii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention Description Examples

Bold text like this Represents text that you type. To enter configuration mode, type the
configure command:

user@host> configure
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Table 2: Text and Syntax Conventions (continued)

Convention

Fixed-width text like this

Description

Represents output that appears on the
terminal screen.

Examples

user@host> show chassis alarms

No alarms currently active

Italic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
« l|dentifies guide names. actions.
+ Identifies RFC and Internet draft titles. ¢ JUnos OS CLI User Guide
« RFC1997 BGP Communities Attribute
Italic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commandes, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the [edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Encloses optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast | multicast

(string]1 | string?2 | string3)

# (pound sign)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Encloses a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ({ })

Identifies a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
1

GUI Conventions

Bold text like this

Represents graphical user interface (GUI)
items you click or select.

« Inthe Logical Interfaces box, select
All Interfaces.

« To cancel the configuration, click
Cancel.

XXiV
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
> (bold right angle bracket) Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can provide feedback by using either of the following
methods:

« Online feedback rating system—On any page of the Juniper Networks TechLibrary site
at http://www.juniper.net/techpubs/index.ntml, simply click the stars to rate the content,
and use the pop-up form to provide us with information about your experience.
Alternately, you can use the online feedback form at
http://www.juniper.net/techpubs/feedback/.

« E-mail—Send your comments to techpubs-comments@juniper.net. Include the document
or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or Partner Support Service
support contract, or are covered under warranty, and need post-sales technical support,
you can access our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/
« Search for known bugs: http://www2.juniper.net/kb/
« Find product documentation: http:/www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/
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. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
http://kb.juniper.net/InfoCenter/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC

You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.html.
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PART 1

Configuring Dynamic VLANS for Subscriber
Access Networks

« Dynamic VLAN Overview on page 3
« Configuring Dynamic Profiles and Interfaces Used to Create Dynamic VLANs on page 15
« Configuring Subscriber Authentication for Dynamic VLANs on page 27

« Configuring VLANSs for Households or Individual Subscribers Using ACI-Based Dynamic
VLANSs on page 35

« Configuring VLANSs for Households or Individual Subscribers Using Access-Line-ldentifier
Dynamic VLANSs on page 49

« High Availability for Service VLANs on page 65
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CHAPTERI1

Dynamic VLAN Overview

« Subscriber Management VLAN Architecture Overview on page 3

« Dynamic 802.1Q VLAN Overview on page 6

« Static Subscriber Interfaces and VLAN Overview on page 7

» Pseudowire Termination: Explicit Notifications for Pseudowire Down Status on page 8

« Configuring an Access Pseudowire That Terminates into VRF on the Service
Node on page 10

« Configuring an Access Pseudowire That Terminates into a VPLS Routing
Instance on page 12

Subscriber Management VLAN Architecture Overview

The subscriber management logical network architecture is as important as the physical
network architecture. You configure the logical portion of the subscriber management
network using virtual local area networks (VLANS).

Customer VLANs

Customer VLANSs (C-VLANSs) provide one-to-one (1:1) subscriber-to-service connectivity:
One VLAN carries all traffic to each subscriber on the network. Having a single VLAN per
subscriber simplifies operations by providing a 1:1 mapping of technology (VLANS) to
subscribers. You can also understand what applications any subscriber is using at any
given time. Because you use only one VLAN to carry traffic to each subscriber, this
approachis not affected when adding new services. However, using a pure C-VLAN model
consumes more bandwidth because a single television channel being viewed by multiple
subscribers is carried across the network several times—once on each C-VLAN. This
approach requires a more scalable, robust edge router that can support several thousand
VLANS.

Configurations that use C-VLANs uniquely identify subscribers by using the VLAN ID and
stacked VLAN (S-VLAN) ID. Subscriber packets received from the access node that are
either single-tagged with a VLAN ID or double-tagged with both an S-VLAN ID and a
VLAN ID are examples of C-VLAN configurations because they provide a one-to-one
correspondence between an individual subscriber and the VLAN encapsulation.

In the C-VLAN architecture, each customer premises equipment (CPE) or subscriber
network has its own dedicated Layer 2 path to the router. Each subscriber network is
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Service VLANs

Hybrid VLANSs

separated by a customer VLAN (C-VLAN) that is dedicated to a particular customer. The
services for each customer are transmitted from the router to the access node by means
of that customer’s C-VLAN.

The ability to uniguely identify subscribers by means of VLAN encapsulation facilitates
delivery of services such as authentication, authorization, and accounting (AAA); class
of service (CoS); and filters (policers) to subscribers in a C-VLAN configuration.

We recommend using C-VLANSs for data and voice traffic to simplify configuration and
management when expanding services. However, some MSANs are limited to the number
of VLANSs they can support, limiting the ability to use C-VLANSs.

Service VLANS (S-VLANSs) provide many-to-one (N:1) subscriber-to-service connectivity:
The service VLAN carries a service (for example, data, video, or voice) to all subscribers
instead of having different services share a VLAN. Adding a new service requires adding
a new VLAN and allocating bandwidth to the new service. The service VLAN model
enables different groups that are using the broadband network (for example, external
application providers) to manage a service. One limitation of service VLANs is the absence
of any logical isolation between user sessions at the VLAN level. This lack of isolation
requires that the multiservice access node (MSAN) and broadband network gateway
(BNG) provide the necessary security filtering.

Service VLANSs enable service providers to route different services to different routers to
functionally separate network services and reduce network complexity.

Typically, you would use S-VLANSs for video and IPTV traffic.

Hybrid C-VLAN—The hybrid VLAN combines the best of both previous VLANSs by using
one VLAN per subscriber to carry unicast traffic and one shared multicast VLAN (M-VLAN)
for carrying broadcast (multicast) television traffic. You can use both the pure and hybrid
C-VLAN modelsindifferent portions of the network, depending upon available bandwidth
and MSAN capabilities.

0 NOTE: Theterm C-VLAN, when used casually, often refers to a hybrid C-VLAN
implementation.
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Broadband Subscriber Management VLANs Across an MSAN

You configure VLANSs to operate between the MSAN and the edge router (broadband
services router or video services router). However, the MSAN might modify VLAN identifiers
before forwarding information to the subscriber in the following ways:

0 NOTE: Not all MSANSs support these options.

. The VLAN identifiers can be carried within the ATM VCs or they can be removed. The
value of keeping the VLAN header is that it carries the IEEE 802.1p Ethernet priority
bits. These priority bits can be added to upstream traffic by the residential gateway,
allowing the DSLAM to easily identify and prioritize more important traffic (forexample,
control and VolP traffic). Typically, a VLAN identifier of zero (0) is used for this purpose.

« InaC-VLANmodel, the MSAN might modify the VLAN identifier so that the same VLAN
is sent to each subscriber. This enables the use of the same digital subscriber line (DSL)
modem and residential gateway configuration for all subscribers without the need to
define a different VLAN for each device.

0 NOTE: Most MSANSs can support the service VLAN model.

Customer VLANSs and Ethernet Aggregation

The 12-bit VLAN identifier (VLAN ID) can support up to 4095 subscribers. When using
an aggregation switch with a C-VLAN topology, and fewer than 4095 subscribers are
connected to a single edge router port, the aggregation switch can transparently pass
all VLANs. However, if the VLAN can exceed 4095 subscribers per broadband services
router port, you must use VLAN stacking (IEEE 802.1ad, also known as O-in-Q). VLAN
stacking includes two VLAN tags—an outer tag to identify the destination MSAN and an
inner tag to identify the subscriber. For downstream traffic (that is, from the broadband
services router or Ethernet switch to the MSAN), the outer tag determines which port to
forward traffic. The forwarding device then uses the VLAN pop function on this tag before
forwarding the traffic with a single tag. The reverse process occurs for upstream traffic.

VLAN stacking is not necessary for S-VLANs or M-VLANSs. However, for the hybrid (C-VLAN
and M-VLAN) model, the Ethernet switch or services router must be able to pop or push
tags onto C-VLAN traffic while not modifying M-VLAN packets.

Related . Static Subscriber Interfaces and VLAN Overview on page 7
Documentation
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Dynamic 802.1Q VLAN Overview

You can identify VLANSs statically or dynamically. You can also configure a mix of static
and dynamic VLANs on the same underlying interface.

For Ethernet, Fast Ethernet, Tri-Rate Ethernet copper, Gigabit Ethernet, 10-Gigabit
Ethernet, and aggregated Ethernet interfaces supporting VPLS, Junos OS supports a
subset of the IEEE 802.10Q standard for channelizing an Ethernet interface into multiple
logical interfaces. Many hosts can be connected to the same Gigabit Ethernet switch,
but they cannot be in the same routing or bridging domain.

To identify VLANSs statically, you can reference a static VLAN interface in a dynamic
profile. To identify subscribers dynamically, you use a variable to specify an 802.1Q0 VLAN
that is dynamically created when a subscriber accesses the network.

Dynamic VLAN Configuration

You can configure the router to dynamically create VLANs when a client accesses an
interface and requests a VLAN ID that does not yet exist. When a client accesses a
particular interface, the router instantiates a VLAN dynamic profile that you have
associated with the interface. Using the settings in the dynamic profile, the router extracts
information about the client from the incoming packet (for example, the interface and
unit values), saves this information in the routing table, and creates a VLAN or stacked
VLAN ID for the client from a range of VLAN IDs that you configure for the interface.

Dynamic VLAN configuration supports the creation of IPv4 (inet), DHCPv4, IPv6 (inet6),
and DHCPv6 VLANSs.

Dynamic Mixed VLAN Ranges

Dynamic VLAN and dynamic stacked VLAN configuration supports mixed (or flexible)
VLAN ranges. When you configure dynamic mixed VLAN ranges, you must create separate
dynamic profiles for VLANs and stacked VLANs. Table 3 on page 6 lists all valid
combinations for the maximum number of dynamic profilesand VLAN and stacked VLAN
ranges on a single underlying interface.

Table 3: Maximum Dynamic Profiles and Ranges for Dynamic Mixed VLAN Configurations

VLANSs Stacked VLANs

Maximum Number of Maximum Number of Maximum Number of | Maximum Number of Stacked
Dynamic Profiles VLAN Ranges Per Profile Dynamic Profiles VLAN Ranges Per Profile

1 128 1 128

16 32 16 32

1 128 16 32

16 32 1 128
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Table 3 on page 6 shows the valid maximums for the following dynamic mixed VLAN
range configuration scenarios, in this order:

« Configurations that require up to 128 VLAN ranges and up to 128 stacked VLAN ranges
on a single underlying interface. You must create one VLAN dynamic profile and one
stacked VLAN dynamic profile, each with a maximum of 128 ranges per profile.

« Configurations that require up to 32 VLAN ranges and up to 32 stacked VLAN ranges
on a single underlying interface. You can configure up to 16 VLAN dynamic profiles and
up to 16 stacked VLAN dynamic profiles, each with a maximum of 32 ranges per profile.

« Configurations that consist of one VLAN dynamic profile with a maximum of 128 ranges,
and up to 16 stacked VLAN dynamic profiles with 32 ranges each.

« Configurations that consist of up to 16 VLAN dynamic profiles with 32 ranges each,
and one stacked VLAN dynamic profile with a maximum of 128 ranges.

The following guidelines apply to the limits in Table 3 on page 6 when you configure
VLAN ranges and S-VLAN ranges for use with dynamic profiles:

« These limits apply to both single-tagged and double-tagged dynamic VLAN ranges.

« These limits apply only to MX Series routers with MPCs. For MX Series routers with
Enhanced Queuing IP Services DPCs (DPCE-R-Q model numbers) or Enhanced Queuing
Ethernet Services DPCs (DPCE-X-Q model numbers), the maximum number of VLAN
ranges for a dynamic profile on an underlying interface remains unchanged at 32 VLAN
ranges and 32 S-VLAN ranges.

« These limits have no effect on the maximum number of VLAN IDs on a given underlying
interface. The valid range of ID values for a dynamic VLAN range or dynamic S-VLAN
range remains unchanged at 1 through 4094.

Related . Configuring Interfaces to Support Both Single and Stacked VLANs on page 22
Documentation

Static Subscriber Interfaces and VLAN Overview

This topic describes the topology for configuring subscriber interfaces over static VLAN
interfaces.

In a dynamic profile, you can configure VLAN subscriber interfaces over the following
statically created logical interface types:

« GE—Gigabit Ethernet
« XE—10-Gigabit Ethernet
« AE—Aggregated Ethernet

We recommend that you configure each subscriber on a statically created VLAN.

Figure 1 on page 8 shows an example of subscriber interfaces on an individual VLAN.
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Figure 1: VLAN Subscriber Interfaces
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You can further separate VLANs on subscriber interfaces by configuring a VLAN interface
as the underlying interface for a set of IP demux interfaces.

Related . Subscriber Interfaces and Demultiplexing Overview on page 76
Documentation

Pseudowire Termination: Explicit Notifications for Pseudowire Down Status

As the demand for MPLS-based Layer 2 services grows, new challenges arise for service
providers to be able to interoperate Layer 2 with Layer 3 and give their customers
value-added services. MPLS in the access networks is already used by applications like
mobile or DSL backhaul to achieve a more cost-efficient solution, better service reliability,
and quality of service. Most of the traditional access network infrastructure is built over
TDM circuits such as DS3 for higher speeds, ATM, or Frame Relay as access trails in a
Layer 3 service. For higher bandwidth requirements and more flexibility, service providers
use Ethernet as access technology for a wide range of network services. Although Ethernet
provides a convenient link topology for access networks, it is not well suited for Layer 2
switching and for aggregating traffic from the access network to the core. MPLS is already
used in the core and now its presence in the access network enables use of a single
technology across the network. When MPLS is deployed in the access network, Ethernet
is used as a link-layer encapsulation technology only, and MPLS switches perform traffic
forwarding and provide other Layer 2 services. There is an increase in demand for using
pseudowires as access circuits in the service delivery points in the network. These
pseudowires terminate on a service node on which the service provider applies Layer 3
or Layer 2 services to the customer data.

The following is a generic topology for understanding termination for pseudowire into a
Layer 2 or Layer 3 instance and the notifications for both cases.

The following terminologies are used for the network elements:

« Access node (AN): An access node is typically a customer edge device that processes
the packets entering or exiting the network at Layer 2. This includes devices such as
DSLAMs and MSANSs.

« Transport node(TN): A transport node acts like a P router as it does not have any
customer or service state. It is either used for connecting the access node to the service
node or to two service nodes.
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« Service node (SN): A service node is a PE router that applies services to the customer
packets. It includes Layer 2 PE, Layer 3 PE, peering routers, video servers, base station
controllers, and media gateways.

The following example shows a linear L2-L3 interconnection set up with the absence of
pseudowire redundancy. Here, the access circuit pseudowire is configured between the
access PE (SN1) and service node (SN2), which defines the boundary of the L2 domain.
The Layer 3 VPN is configured between SN2 and SN3, which constitute the L3 domain.
Layer 2 circuit pseudowire terminates in the VRF of the device interconnecting the L2-L3
domains (SN2); that is, the service node performs stitching between the Layer 2 circuit
and the Layer 3 VPN.

Figure 2: Pseudowire Termination

Access Service Service Service Access
Node Node Node Node Node
5 & © O B
—_ —_
—_— —_—

CEl SN1 SN2 SN3 CE2
Layer 2 domain Layer 3 domain &
Layer 2 Circuit/Layer 2 VPN Layer 3 VPN/VPLS g
®

Related . Configuring an Access Pseudowire That Terminates into VRF on the Service Node on
Documentation page 10

« Configuring an Access Pseudowire That Terminates into a VPLS Routing Instance on
page 12
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Configuring an Access Pseudowire That Terminates into VRF on the Service Node

Each VPN has its own VPN-specific routing table per VPN site. When an ingress PE router
(SN2) receives routes advertised from a directly connected access node (CE2), it checks
the received route against the VRF export policy for that VPN. If it matches, the route is
converted to VPN-IPv4 format; that is, the route distinguisher is added to the route. This
VPN-IPv4 route is advertised to the remote PE routers. It also attaches a route target to
each route learned from the directly connected sites, which is based on the value of the
configured export target policy of the VRF tables. When an egress PE router receives this
route, it checks it against the import policy between the PE routers. If accepted, the route
is placed into its bgp.l3vpn.O table. At the same time, the router checks the route against
the VRF import policy for the VPN. If it matches, the route distinguisher is removed from
the route, and the route is placed into the VRF table in IPv4 format.

On SN2 and SN1, routes are installed in the VRF based on the import and export VRF
policies. OSPF and direct routes from CE2 are installed in the VRF of SN2, which is then
converted into IPv4-VPN routes. The routes to be learned over the CE-PE link is defined
under protocols in the routing instance. Now, from the other end, the access pseudowire
terminates in the VRF of the SN1 device, and the static routing is configured between the
access node (CE1) and the service node(SN1). Traffic at this point is handled at the IP
level, before it enters the Layer 3 domain. The translation from IP route to IPv4-VPN route
happens at SN2.

Figure 3: Pseudowire Termination

Access Service Service Service Access
Node Node Node Node Node
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1. To configure the logical tunnel interfaces or the lt-ifls.

[edit interfaces]
[t-0/0/10 {
unit O {
encapsulation vlan-ccc;
vlan-id number;
peer-unit 1;
1
unit1{
encapsulation vlan;
vlan-id number;
peer-unit O;
family inet {
address IPv4 address;
1
}
1

2. To configure appropriate import and export policies.
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Each VPN has its own VPN-specific routing table per VPN site. When an ingress PE
router (CE2) receives routes advertised from a directly connected access node, it
checks the received route against the VRF export policy for that VPN. If it matches,
the route is converted to VPN-IPv4 format; that is, the route distinguisher is added to

the route.

[edit policy-options]
policy-statement policy-name {
term1{
from protocol [ direct ospf ];
then {
community add [3vpn;
accept;
1
1
}

When an egress router receives this route, it checks it against the import policy between
the CE routers. If it is accepted, then the route is placed into its bgp.l3vpn.O table. At
the same time, the router checks the route against the VRF import policy for the VPN.

[edit policy-options]
policy-statement policy-name {
term1{
from community [3vpn;
then accept;
1
1

3. To access the pseudowire configuration on SNI.

[edit protocols]
2circuit {
neighbor address {
interface (t-0/0/10.0 {
virtual-circuit-id number;
1
}
1

4. To configure the Layer 3 VPN routing instance.

In Layer 2 domains where service node SN1interconnects the L2 to L3 domain, you
need to activate the vrf-table-label feature to be able to advertise the direct-subnet
prefix that corresponds to the [t-ifl toward the Layer 3 domain.

[edit routing-instances]
[3vpn routing instance {
instance-type vrf;
interface (t-0/0/10.1;
route-distinguisher 100:2;
vrf-import [3vpn-import;
vrf-export [3vpn-export;
vrf-table-label;
protocols {
ospf {
export ospf_export;
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area 0.0.0.0{
interface all {
priority O;

Use the following operational mode commands to verify termination of an access
pseudowire into VRF:

Related .
Documentation

show 2circuit connections

show route table I3vpn_l.inet.0

Pseudowire Termination: Explicit Notifications for Pseudowire Down Status on page 8

Configuring an Access Pseudowire That Terminates into a VPLS Routing Instance on
page 12

Configuring an Access Pseudowire That Terminates into a VPLS Routing Instance

Terminating the access pseudowire into a VPLS instance is supported for both LDP-VPLS
and BGP-VPLS.

To configure an access pseudowire that terminates into VPLS on the service node using
LT-IFLS and mesh-groups:

1.

Configure the logical tunnel interfaces or the [t-ifls.

Logical tunnel interface pairs are used for stitching Layer 2 network elements to VPLS
when an access pseudowire terminates into a VPLS routing instance.

[edit interfaces]
interface name {
unit O {
encapsulation vlan-ccc;
vlan-id number,;
peer-unit 1;
}
unit1{
encapsulation vlan-vpls;
vlan-id number,
peer-unit O;
family vpls;
}
1

2. Configure the VPLS routing instance.

To terminate the access pseudowire into a VPLS routing instance, use mesh groups
as follows:

[edit routing-instances]
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routing-instance name {
instance-type vpls;
interface interface name;
route-distinguisher 192.0.2.255:1;
vrf-target target:64577:1;
protocols {
site vpls {
site-identifier 4;
interface interface name;
}
mesh-group pe-mid {
vpls-id number;
local-switching;
neighbor 192.0.2.1;
1
}
1

InLDP-VPLS and BGP-VPLS, the Layer 2 circuit only needs to be configured on the access
PE (SNT1) with a virtual circuit ID, and the corresponding VPLS ID is configured on the
service node for terminating the pseudowire. Local switching can be used on the service
node to switch the traffic from multiple pseudowires into the desired VPLS routing
instance.

Use the show vpls connections operational mode command to verify termination of an
access pseudowire into a VPLS routing instance.

Related . Pseudowire Termination: Explicit Notifications for Pseudowire Down Status on page 8

D tati
ocumentation « Configuring an Access Pseudowire That Terminates into VRF on the Service Node on

page 10
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Configuring Dynamic Profiles and
Interfaces Used to Create Dynamic VLANS

Configuring a Dynamic Profile Used to Create Single-Tag VLANs on page 15

Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag

VLANs on page 17
Configuring a Dynamic Profile Used to Create Stacked VLANSs on page 18

Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked
VLANs on page 20

Configuring Interfaces to Support Both Single and Stacked VLANS on page 22
Overriding the Dynamic Profile Used for an Individual VLAN on page 23

Configuring a VLAN Dynamic Profile That Associates VLANs with Separate Routing
Instances on page 24

Automatically Removing VLANs with No Subscribers on page 25
Verifying and Managing Dynamic VLAN Configuration on page 26

Configuring a Dynamic Profile Used to Create Single-Tag VLANs

Starting in Junos OS Release 14.1, you can configure a dynamic profile for creating
single-tagged VLANSs.

Before you begin:

Configure the dynamic profile.

See Configuring a Basic Dynamic Profile.

To configure a dynamic VLAN profile:

1.

Ensure that the VLAN dynamic profile uses the $junos-interface-ifd-name variable for

the dynamic interface and the S$junos-interface-unit variable for the interface unit.
(Optional) To support dynamic demux interfaces, enable them for IPv4 or IPv6.

. For IPv4 demux interfaces:

[edit dynamic-profiles VLAN-PROF1 interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit"]
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user@host# set demux-source inet
. For IPv6 demux interfaces:

[edit dynamic-profiles VLAN-PROFI1 interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit"]
user@host# set demux-source ineté

3. (Optional) To configure the router to respond to any ARP request, specify the proxy-arp

(Dynamic Profiles) statement.

[edit dynamic-profiles VLAN-PROF1 interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit"]
user@host# set proxy-arp (Dynamic Profiles)

. Specify that you want to use dynamic VLAN IDs in the dynamic profile. You can

configure the dynamic profile to create a single-tag VLAN using only standard tag
protocol identifier (TPID) values (0x8100) or to create a VLAN using any TPID value.

- To configure the dynamic profile to create single-tag VLANSs that accept only
standard TPID values (a TPID value of 0x8100):

[edit dynamic-profiles VLAN-PROF] interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit"]
user@host# set vlan-id Sjunos-vlan-id

When the dynamic profile is instantiated, the variable is dynamically replaced with
a VLAN ID within the VLAN range specified at the [interfaces] hierarchy level.

- To configure the dynamic profile to create single-tag VLANSs that accept any TPID
value:

[edit dynamic-profiles VLAN-PROFI1 interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit"]
user@host# set vlan-tags outer Sjunos-vlan-id

The variable is dynamically replaced with both the TPID value and a VLAN ID within
the VLAN range specified at the [interfaces] hierarchy level.

. Define the unit family type.

a. ForIPv4 interfaces:

[edit dynamic-profiles VLAN-PROF] interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit"]
user@host# set family inet

b. For IPv6 interfaces:

[edit dynamic-profiles VLAN-PROF1 interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit"]
user@host# set family inet6

. (Optional) Enable IP and MAC address validation for dynamic demux interfaces in a

dynamic profile.

[edit dynamic-profiles VLAN-PROF1 interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit" family inet]
user@host# set mac-validate loose

7. Specify the unnumbered address and preferred source address.
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[edit dynamic-profiles VLAN-PROFI interfaces "$junos-interface-ifd-name" unit
"$junos-interface-unit" family inet]
user@host# set unnumbered-address lo.0 preferred-source-address 192.0.2.16

Release History Table Release Description

14. Starting in Junos OS Release 14.1, you can configure a dynamic profile for
creating single-tagged VLANSs.

Related . Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag
Documentation VLANs on page 17

« Dynamic 802.1Q VLAN Overview on page 6

« Dynamic Variables Overview

Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag
VLANSs

Starting in Junos OS Release 14.1, you configure an interface to use a dynamic profile
when the dynamic VLANSs are created. The dynamic profile uses the VLAN ranges
configured for the interface.

To configure the interface:

1. Access the interface over which you want to create dynamic VLANSs.
user@host# edit interfaces ge-0/0/0
2. Access the VLAN range configuration

[edit interfaces ge-0/0/0]
user@host# edit auto-configure vlan-ranges

3. Specify the dynamic profile used to create VLANS.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# edit dynamic-profile VLAN-PROF-1

4. Specify the VLAN Ethernet packet type the VLAN dynamic profile accepts.

inet and dhcp-v4 for IPv4 packets, inet6é and dhcp-v6 for IPv6 packets, and pppoe for
PPP packets are supported.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges dynamic-profile VLAN-PROF-1]
user@host# set accept inet

5. Specify the VLAN ranges that you want the dynamic profile to use. The following
example specifies a lower VLAN ID limit of 3000 and any upper VLAN ID limit (arange
from 1through 4094).

[edit interfaces ge-0/0/0 auto-configure vlan-ranges dynamic-profile VLAN-PROF1]
user@host# set ranges 3000-any
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0 NOTE: You can configure multiple VLAN range groups (up to 32 total) on
the same physical interface that use different VLAN dynamic profiles.

6. (Optional) Access another VLAN dynamic profile for which you want to configure
VLAN ranges. Specify the VLAN ranges that you want the dynamic profile to use. The
following example specifies a lower VLAN ID limit of 2000 and any upper VLAN ID
limit (a range from 1through 4094).

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# edit dynamic-profile VLAN-PROF2
user@host# set ranges 2000-any

Release History Table Release Description

14. Starting in Junos OS Release 14.1, you configure an interface to use a dynamic
profile when the dynamic VLANSs are created. The dynamic profile uses the
VLAN ranges configured for the interface.

Related . Configuring a Dynamic Profile Used to Create Single-Tag VLANs on page 15

D .
ocumentation « Dynamic 802.1Q VLAN Overview on page 6

Configuring a Dynamic Profile Used to Create Stacked VLANs

Starting in Junos OS Release 14.1, you can configure a dynamic profile for creating stacked
802.1Q VLANSs.

Before you begin:

« Configure the dynamic profile.
See Configuring a Basic Dynamic Profile.
To configure a dynamic VLAN profile:
1. Ensure that the VLAN dynamic profile uses the $Sjunos-interface-ifd-name variable for
the dynamic interface and the Sjunos-interface-unit variable for the interface unit.

2. (Optional) To support dynamic demux interfaces, enable them for IPv4 or IPv6.

. For IPv4 demux interfaces:

[edit dynamic-profiles STACKED-VLAN-PROF1interfaces "$junos-interface-ifd-name"
unit "$junos-interface-unit"]
user@host# set demux-source inet

. For IPv6 demux interfaces:

[edit dynamic-profiles STACKED-VLAN-PROF1interfaces "$junos-interface-ifd-name"
unit "$junos-interface-unit"]
user@host# set demux-source inet6
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3. (Optional) To configure the router to respond to any ARP request, specify the proxy-arp
(Dynamic Profiles) statement.

[editdynamic-profiles STACKED-VLAN-PROFIinterfaces "$junos-interface-ifd-name"
unit "$junos-interface-unit"]
user@host# set proxy-arp (Dynamic Profiles)

4. Specify the outer VLAN ID variable.

[editdynamic-profiles STACKED-VLAN-PROFI1interfaces "$junos-interface-ifd-name"
unit "$junos-interface-unit"]
user@host# set vlan-tags outer Sjunos-stacked-vlan-id

The variable is dynamically replaced with an outer VLAN ID within the VLAN range
specified at the [interfaces] hierarchy level.

5. Specify the inner VLAN ID variable.

[editdynamic-profiles STACKED-VLAN-PROFIinterfaces "$junos-interface-ifd-name"
unit "$junos-interface-unit"]
user@host# set vlan-tags inner $junos-vlan-id

The variable is dynamically replaced with an inner VLAN ID within the VLAN range
specified at the [interfaces] hierarchy level.

6. Define the unit family type.
a. ForIPv4 interfaces:

[edit dynamic-profiles STACKED-VLAN-PROF1 interfaces
"$junos-interface-ifd-name" unit "$junos-interface-unit"]
user@host# set family inet

b. For IPv6 interfaces:

[edit dynamic-profiles STACKED-VLAN-PROF1 interfaces
"$junos-interface-ifd-name" unit "$junos-interface-unit"]
user@host# set family inet6

7. (Optional) Enable IP and MAC address validation for dynamic demux interfaces in a
dynamic profile.

[editdynamic-profiles STACKED-VLAN-PROFI1interfaces "$junos-interface-ifd-name"
unit "$junos-interface-unit" family inet]
user@host# set mac-validate loose

8. Specify the unnumbered address and preferred source address.

[edit dynamic-profiles STACKED-VLAN-PROFI1 interfaces " $junos-interface-ifd-name"
unit "$junos-interface-unit" family inet]
user@host# set unnumbered-address lo.0 preferred-source-address 192.0.2.16
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Release History Table

Related
Documentation

Release Description

14.1 Starting in Junos OS Release 14.1, you can configure a dynamic profile for
creating stacked 802.1Q VLANSs.

Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked
VLANs on page 20

Configuring a Basic Dynamic Profile
Dynamic 802.1Q VLAN Overview on page 6
Dynamic Variables Overview

Junos OS Predefined Variables

Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked
VLANSs

Starting in Junos OS Release 14.1, you configure an interface to use a dynamic profile
when the dynamic VLANSs are created. The dynamic profile uses the VLAN ranges
configured for the interface.

To configure the interface:

1.

Access the interface over which you want to create dynamic VLANSs.
user@host# edit interfaces ge-0/0/0
Specify that this interface is for use with stacked VLAN ranges.

[edit interfaces ge-0/0/0]
user@host# set stacked-vlan-tagging

Access the VLAN range configuration

[edit interfaces ge-0/0/0]
user@host# edit auto-configure stacked-vlan-ranges

Specify the dynamic profile used to create VLANSs.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# edit dynamic-profile STACKED-VLAN-PROF1

Specify the VLAN Ethernet packet type the VLAN dynamic profile accepts.

inet and dhcp-v4 for IPv4 packets, ineté and dhcp-v6 for IPv6 packets, and pppoe for
PPP packets are supported.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges dynamic-profile
STACKED-VLAN-PROFT1]
user@host# set accept inet

Specify the outer and inner stacked VLAN ranges that you want the dynamic profile
to use. The following example specifies an outer stacked VLAN ID range from 2000
through 4000 and an inner stacked VLAN ID range of any (enabling a range from 1
through 4094 for the inner stacked VLAN ID).

20
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[edit interfaces ge-0/0/0 auto-configure vlan-ranges dynamic-profile VLAN-PROF1]
user@host# set ranges 2000-4000,any

0 NOTE: You can configure multiple dynamic profile associations (up to
32) with different VLAN range groups on each physical interface.

7. (Optional) Access another VLAN dynamic profile for which you want to configure
VLAN ranges.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# edit dynamic-profile VLAN-PROF2

8. (Optional) Specify the outer and inner stacked VLAN ranges that you want the dynamic
profile to use. The following example specifies an outer stacked VLAN ID range from
3001through 4000 and aninner stacked VLAN ID range of any (enabling a range from
1through 4094 for the inner stacked VLAN ID).

[edit interfaces ge-0/0/0 auto-configure vlan-ranges dynamic-profile VLAN-PROF2]
user@host# set ranges 3001-4000,any

Release History Table Release Description

14.1 Starting in Junos OS Release 14.1, you configure an interface to use a dynamic
profile when the dynamic VLANSs are created. The dynamic profile uses the
VLAN ranges configured for the interface.

Related . Configuring a Dynamic Profile Used to Create Stacked VLANs on page 18

Documentation
v : « Dynamic 802.1Q VLAN Overview on page 6
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Configuring Interfaces to Support Both Single and Stacked VLANs

Starting in Junos OS Release 14.1, you can configure VLANS to support simultaneous
transmission of 802.1Q VLAN single-tag and stacked frames on logical interfaces on the
same Ethernet port, and on pseudowire logical interfaces.

Junos VLAN IDs for single-tag VLANS are equivalent to the outer tags used for stacked
(dual-tag) VLANs. When configuring mixed (flexible) VLANS, any overlap on single-tag
VLAN IDs and stacked VLAN outer tag values is supported only for dynamic VLANs on
MPC line cards. When configuring mixed (flexible) VLANS on DPCE line cards, overlapping
single-tag VLAN IDs and stacked VLAN outer tag values is not supported. This means
that a dynamically created single-tagged VLAN interface prevents any overlapping
stacked VLAN interfaces from being created or a dynamically created stacked VLAN
interface prevents any overlapping single-tagged VLAN interfaces from being created.

O NOTE: For information about the maximum number of dynamic profiles,
VLAN ranges, and stacked VLAN ranges for dynamic mixed VLAN
configurations, see “Dynamic 802.1Q VLAN Overview” on page 6.

To configure both VLAN and stacked VLAN ranges:

1. Access the interface over which you want to create dynamic VLANS.
user@host# edit interfaces ge-0/0/0
2. Indicate that this interface is for use with both VLAN and stacked VLAN ranges.

[edit interfaces ge-0/0/0]
user@host# set flexible-vlan-tagging

3. Define interface automatic configuration values.

[edit interfaces ge-0/0/0]
user@host# edit auto-configure

4. Specify that you want to modify VLAN ranges.

[edit interfaces ge-0/0/0 auto-configure]
user@host# edit vlan-ranges

5. Access the VLAN dynamic profile for which you want to configure VLAN ranges.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# edit dynamic-profile VLAN-PROF1

6. Specify the VLAN ranges that you want the dynamic profile to use. The following
example specifies a lower VLAN ID limit of 2000 and an upper VLAN ID limit of 3000.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges dynamic-profile VLAN-PROF1]
user@host# set ranges 2000-3000

o NOTE: You can configure multiple dynamic profile associations (up to
32) with different VLAN range groups on each physical interface.
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7. Specify that you want to modify stacked VLAN ranges.

[edit interfaces ge-0/0/0 auto-configure]
user@host# edit stacked-vlan-ranges

8. Access the VLAN dynamic profile for which you want to configure VLAN ranges.

[edit interfaces ge-0/0/0 auto-configure stacked-vlan-ranges]
user@host# edit dynamic-profile VLAN-PROF2

9. Specify the outer and inner stacked VLAN ranges that you want the dynamic profile
to use. The following example specifies an outer stacked VLAN ID range from 3001
through 4000 (to avoid overlapping VLAN IDs with single-tag VLANs) and an inner
stacked VLAN ID range of any (enabling a range from 1 through 4094 for the inner
stacked VLAN ID).

[edit interfaces ge-0/0/0 auto-configure stacked-vlan-ranges dynamic-profile
VLAN-PROF2]
user@host# set ranges 3001-4000,any

0 NOTE: You can configure multiple dynamic profile associations (up to
32) with different VLAN range groups on each physical interface.

Release History Table Release Description

141 Starting in Junos OS Release 14.1, you can configure VLANS to support
simultaneous transmission of 802.10 VLAN single-tag and stacked frames on
logical interfaces on the same Ethernet port, and on pseudowire logical
interfaces.

Related . Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag
Documentation VLANs on page 17

« Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked
VLANSs on page 20

« Dynamic 802.1Q VLAN Overview on page 6

Overriding the Dynamic Profile Used for an Individual VLAN

You can override dynamic profile assignment to individual VLANSs that are already part
of a previously defined VLAN range. This functionality provides a type of exception to an
assigned VLAN range. It enables you to configure individual VLAN IDs to use a different
dynamic profile from the one assigned to the VLAN range that includes the individual
VLAN ID.

To configure dynamic profile override for a specific VLAN:

1. Access the interface on which you want to create a dynamic profile override.

user@host# edit interfaces ge-0/0/0
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2. Access the interface automatic configuration hierarchy.

[edit interfaces ge-0/0/0]
user@host# edit auto-configure

3. Access either the single-tagged or dual-tagged (stacked) VLAN ranges that you want
to modify.

[edit interfaces ge-0/0/0 auto-configure]
user@host# edit vlan-ranges

or

[edit interfaces ge-0/0/0 auto-configure]
user@host# edit stacked-vlan-ranges

4. Define the override statement along with the VLAN tag that you want to override and
the dynamic profile that you want to use when overriding the specified VLAN tag.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# set override tag 20 dynamic-profile NewProfile

or

[edit interfaces ge-0/0/0 auto-configure stacked-vlan-ranges]
user@host# set override tag 20 dynamic-profile NewProfile

Configuring a VLAN Dynamic Profile That Associates VLANs with Separate Routing
Instances

You can configure a VLAN dynamic profile that dynamically creates underlying VLAN
interfaces and associates these interfaces with statically created routing instances. The
VLAN interface is created for a specific routing instance as defined by VSA 26-1
(Virtual-Router) on the AAA server (for example, RADIUS server).

To configure a dynamic VLAN profile to use routing instances when creating VLANSs, add
the routing instance configuration to your dynamic profile:
1. Access the dynamic profile.

[edit]
user@host# edit dynamic-profiles VLAN_PROFILE_RI

2. Specify that you want to dynamically associate the profile with routing instances.

[edit dynamic-profiles VLAN_PROFILE_RI]
user@host# edit routing-instances $junos-routing-instance

3. Definetherouting instance interface statement with the internal $Sjunos-interface-name
variable used by the router to match the interface name of the receiving interface.

[edit dynamic-profiles VLAN_PROFILE_RI routing-instances “$junos-routing-instance”]
user@host# set interface Sjunos-interface-name

4. Define the dynamic profile interfaces statement with the internal
Sjunos-interface-ifd-name variable.

[edit dynamic-profiles VLAN_PROFILE_RI]
user@host# edit interfaces Sjunos-interface-ifd-name
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5. Define the unit statement with the internal $Sjunos-interface-unit variable used by the
router to generate a unit value for the interface.

[edit dynamic-profiles VLAN_PROFILE_RI interfaces "$junos-interface-ifd-name"]
user@host# edit unit $junos-interface-unit

Related . Configuring a Basic Dynamic Profile
Documentation 1\ amic 802.10 VLAN Overview on page 6
« Dynamic Variables Overview
« Junos OS Predefined Variables
. Configuring Frames with Particular TPIDs to Be Processed as Tagged Frames

« Configuring Dynamic Authentication for VLAN Interfaces on page 28

Automatically Removing VLANSs with No Subscribers

You can always clear or delete subscriber VLANs manually. However, you can also
configure the interface to automatically remove dynamic subscriber VLANs when no
client sessions (for example, DHCP or PPPoE) exist on the VLAN.

When configuring automatic removal of dynamic subscriber VLANSs, keep the following
in mind:

« You can configure automatic VLAN removal only on individual physical interfaces. You
cannot configure the feature globally.

« Automatic VLAN removal is not supported for use on Layer 2 Wholesale interfaces.
See Layer 2 and Layer 3 Wholesale Overview.

« PPPOE subscriber interfaces require the use of a dynamic profiles when configured
over dynamic VLANS. However, dynamic profiles are not required for use with DHCP
subscriber interfaces that use underlying dynamic VLANSs. Because the
remove-when-no-subscribers functionality triggers when no dynamic client sessions
exist on a dynamic VLAN, automatic removal of underlying dynamic VLANSs is not
supported when DHCP subscriber interfaces are not created using dynamic profiles.

« The maintain-subscriber statement and remove-when-no-subscribers statement are
mutually exclusive. When the router is configured to maintain subscribers, you cannot
also specify that dynamically configured VLAN interfaces are removed when no
subscribers exist.

« If PPPOE subscriber session lockout is also configured, the router does not remove the
unused subscriber VLAN until the lockout time has expired for each client undergoing
lockout on the underlying interface.

To configure automatic removal of subscriber VLANs when no client sessions exist on
the VLAN:

1. Access the interface for which you want to enable automatic removal of subscriber
VLANS.
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user@host# edit interfaces ge-1/1/1
2. Access the interface automatic configuration hierarchy.

[edit interfaces ge-1/1/1]
user@host# edit auto-configure

3. Enable subscriber VLAN removal with the remove-when-no-subscribers statement.

[edit interfaces gel/1/1 auto-configure]
user@host# set remove-when-no-subscribers

Related . Dynamic 802.1Q VLAN Overview on page 6
D tati
ocumentation . Layer 2 and Layer 3 Wholesale Overview
« Layer 2 Wholesale Network Topology Overview

« PPPOE Subscriber Session Lockout Overview on page 187

Verifying and Managing Dynamic VLAN Configuration

Purpose View or clear information about dynamic VLANs and stacked VLANSs.

Action . Todisplay subscriber dynamic VLAN information:
user@host>show subscribers detail
. Todisplay interface-specific output for dynamic VLANSs:
user@host>show interfaces interface-name
. Toclear the binding state of dynamic VLAN interfaces:

user@host> clear auto-configuration interfaces

Related . CLIExplorer
Documentation
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CHAPTER 3

Configuring Subscriber Authentication for
Dynamic VLANS

« Configuring an Authentication Password for VLAN or Stacked VLAN Ranges on page 27
» Configuring Dynamic Authentication for VLAN Interfaces on page 28

« Subscriber Packet Type Authentication Triggers for Dynamic VLANs on page 29

« Configuring Subscriber Packet Types to Trigger VLAN Authentication on page 32

« Configuring VLAN Interface Username Information for AAA Authentication on page 32

« Using DHCP Option 82 Suboptions in Authentication Usernames for Autosense
VLANS on page 33

« Using DHCP Option 18 and Option 37 in Authentication Usernames for DHCPv6
Autosense VLANs on page 34

Configuring an Authentication Password for VLAN or Stacked VLAN Ranges

You can specify an authentication password for dynamically created VLAN or stacked
VLAN interfaces at the [edit interfaces interface-name auto-configure vlan-ranges
authentication] or [edit interfaces interface-name auto-configure stacked-vlan-ranges
authentication] hierarchy level. This password is sent to the external AAA authentication
server for subscriber authentication.

0 NOTE: You must configure the username-include statement to enable the
use of authentication. The password (Interfaces) statement is not required
and does not cause the interface to use authentication if the username-include
statement is not included.

To configure an authentication password:

1. Access the interface over which you want to create dynamic VLANSs.
user@host# edit interfaces ge-0/0/0
2. Edit the VLAN auto-configure stanza.

[edit interfaces ge-0/0/0]
user@host# edit auto-configure
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3. Edit the vlan-ranges or stacked-vlan-ranges stanza.

[edit interfaces ge-0/0/0 auto-configure]
user@host# edit vlan-ranges

or

[edit interfaces ge-0/0/0 auto-configure]
user@host# edit stacked-vlan-ranges

4. Edit the VLAN authentication stanza.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# edit authentication

5. Specify a password that is sent to the external AAA authentication server for subscriber
authentication.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# set password (Interfaces) SABC123

Related . Configuring Dynamic Authentication for VLAN Interfaces on page 28
Documentation

Configuring Dynamic Authentication for VLAN Interfaces

You can use dynamic profiles, in conjunction with RADIUS, to dynamically create logical
VLAN interfacesin the default logical system and in a specified routing instance. As DHCP
clients in the same VLAN become active, corresponding interfaces are assigned to any
specified routing instances. You can also dynamically create an underlying VLAN interface
for incoming subscribers, associate interfaces created on this VLAN with the default
logical system and a specified routing instance, and define RADIUS authentication values
for the dynamically created interfaces.

Before you configure dynamic VLAN authentication, configure DHCP Local Server or
DHCP Relay over which you want the dynamic VLAN interfaces to function.

For information about DHCP Local Server or DHCP Relay, see:

« Extended DHCP Local Server Overview

« Extended DHCP Relay Agent Overview

0 NOTE: You can also configure dynamically created VLAN interfaces over
PPP or PPPoE interfaces. For information about how to configure PPP or
PPPoE, see Dynamic Profiles for PPP Subscriber Interfaces Overview or
“Subscriber Interfaces and PPPoE Overview” on page 145.
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To configure dynamic authentication for dynamically created VLAN interfaces:

1. Configure an access profile that contains the appropriate accounting order,
authentication order, and server access values.

Forinformation about how to configure an access profile, RADIUS accounting, RADIUS
statistics, and how to define RADIUS server access, see:

« Configuring an Access Profile for Subscriber Management

- Specifying the Authentication and Accounting Methods for Subscriber Access
- Configuring Per-Subscriber Session Accounting

- Configuring Router or Switch Interaction with RADIUS Servers

2. Configure a dynamic profile that uses the default logical system and creates specific
routing instances to contain dynamically created VLAN interfaces.

See “Configuring a VLAN Dynamic Profile That Associates VLANs with Separate
Routing Instances” on page 24.

3. Define the VLAN physical interface for automatic configuration.
See the following topics:

« Enabling VLAN Tagsging

- Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked
VLANSs on page 20

« Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag
VLANSs on page 17

« Configuring an Authentication Password for VLAN or Stacked VLAN Ranges on
page 27

« Configuring VLAN Interface Username Information for AAA Authentication on
page 32

4. Associate an access profile to the VLAN interface.
See Attaching Access Profiles.

5. Associate a dynamic profile to the VLAN interface.

Related . Dynamic 802.10Q VLAN Overview on page 6
Documentation

Subscriber Packet Type Authentication Triggers for Dynamic VLANs

By default, VLAN authentication is triggered by any of the packet types specified with
the accept statement in the dynamic profile that instantiates the VLAN and subscriber
interfaces. For certain business cases, you may want a more generic dynamic profile that
includes several packet types, but in some situations want the VLAN to be authenticated
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for only a subset of your customers. You can use the packet-types statement to specify
the desired subset.

Sample Uses for Packet Type Triggering

The following two use cases describe circumstances when you might want to authenticate
a VLAN for only certain subscribers and not others.

« Conservingresources in a mixed access model—A mixed access model might employ
dynamic VLANSs to provide services for PPPoE subscribers, IPoE subscribers, IPv6oE
subscribers, or other subscriber types. Typically, the PPPoE subscribers are residential
customers, and the IP subscribers are business customers. An understanding of dynamic
VLAN authentication and profile instantiation for these subscribers can help you
conserve system resources and avoid some impacts to scaling limits.

By default, authentication is configured for the interface based on the configured VLAN
range or stacked VLAN range. Consequently, every dynamic VLAN created in the range
must be authenticated, regardless of the packet type that triggers VLAN creation. This
works well for the IPoE and IPv60E subscribers, because dynamic VLAN authentication
enables RADIUS-sourced services, such as CoS and filters, to be provisioned. However,
the PPPOE subscribers are authenticated by PPP, making the dynamic VLAN
authentication unnecessary and a waste of system resources.

You can avoid this waste by restricting dynamic VLAN authentication to only the VLANs
that need it. The packet-types statement enables you to specify that only a subset of
the packet types accepted on the VLAN interface can trigger authentication. For
example, in this heterogeneous access model, the VLAN dynamic profiles accept
PPPoE, IPoE, and IPv60E packets. When you use the packet-types statement to specify
that only IPoE or IPv60E packets can initiate VLAN authentication, the PPPoE VLANSs
are not submitted to RADIUS for authentication.

- Overriding dynamic profiles in a mixed access model—Another use for packet-type
triggering is to override the configured dynamic profile for certain subscribers. To
accomplish this, create one dynamic profile to match the needs of the PPPoE
subscribers and create another dynamic profile for the IPoE subscribers. PPPoE
subscribers make up the majority of subscribers in this model, so the PPPoE-tuned
dynamic profile is applied to the VLAN interface. Include the IP profile in the Juniper
Networks Client-Profile-Name VSA [26-174]. Configure the packet-types statement
to specify that only IP packets trigger VLAN authentication.

When an IPoE packet is received, RADIUS authenticates the VLAN. RADIUS returns
the override profile contained in the Client-Profile-Name VSA and any other session
attributesin the Access-Accept message. The VLAN autoconfiguration process overrides
the PPPoE profile by instantiating the IP profile for the IPoE subscriber.

Packet Types for VLAN Creation and Authentication

Table 4 on page 31 lists the packet types that you can configure for VLAN authentication
depending on the packet types configured for VLAN creation.
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Table 4: Relationship Between Packet Types for VLAN Creation and Authentication

Packet Types for VLAN Creation

Packet Types for VLAN Authentication

any Any combination of any, dhcp-v4 or inet, dhcp-v6 or inet6, and pppoe.
dhcp-v4 Either dhcp-v4 or inet.

dhcp-v6 Either dhcp-v6 or inet6.

inet Either dhcp-v4 or inet.

inet6 Either dhcp-v6 or inet6.

pppoe pppoe

NOTE: Youcannot simultaneously configure both dhcp-v4 and inet or dhcp-v6
and inet6 as packet types for VLAN creation or authentication.

Authentication is performed for all VLANSs in either of the following cases:

- You do not specify a packet type to trigger authentication.

« You configure the any option for both VLAN creation and authentication.

In general, VLAN authentication is performed when any packet of the type configured to
trigger VLAN creation matches one of the packet types configured to trigger VLAN
authentication. However, for certain combinations of configured packets, a specific packet
is required to trigger authentication. Table 5 on page 31 lists these special cases.

Table 5: Packet Types Required to Trigger Authentication for Special Configuration Combinations

Packet Type for VLAN

Creation

Packet Type for VLAN
Authentication Packet Required to Trigger Authentication

any inet any IPv4 packet
any ineté any IPv6 packet
any dhcp-v4 DHCP discover
any dhcp-v6 DHCPv6 solicit
dhcp-v4 inet DHCP discover
dhcp-v6 inet6 DHCPv6 solicit
inet dhcp-v4 DHCP discover
inet6 dhcp-v6 DHCPv6 solicit
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Documentation

. Configuring Subscriber Packet Types to Trigger VLAN Authentication on page 32

Configuring Subscriber Packet Types to Trigger VLAN Authentication

Documentation

By default, VLAN authentication is triggered by any of the packet types specified with
the accept statement in the dynamic profile that instantiates the VLAN and subscriber
interfaces. For certain business cases, you may want a more generic dynamic profile that
includes several packet types, but in some situations want the VLAN to be authenticated
for only a subset of your customers. You can use the packet-types statement to specify
the desired subset.

To limit triggering of VLAN authentication to a subset of accepted packet types:

« Specify one or more packet types that you want to trigger VLAN authentication.

[edit interfaces interface-name auto-configure vlan-ranges authentication]
user@host# set packet-types [packet-type]

For example, the following partial configuration shows how to specify that IP, IPv6, and
PPPoE packet types trigger the creation of autoconfigured, single-tagged VLANS, but
only IP and IPv6 packets trigger authentication:

1. Access the VLAN dynamic profile for which you want to configure VLAN ranges.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# edit dynamic-profile VLAN-PROF-1

2. Specify the VLAN ranges for the VLAN dynamic profile.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges dynamic-profile VLAN-PROF-1]
user@host# set ranges any

3. Specify the VLAN packet types accepted by the VLAN dynamic profile.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges dynamic-profile VLAN-PROF-1]
user@host# set accept [inet inet6 pppoe]

4. Specify the subset of those packet types that you want to trigger VLAN authentication.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges authentication]
user@host# set packet-types [inet inet6]

. Configuring a Dynamic Profile Used to Create Single-Tag VLANs on page 15

. Configuring a Dynamic Profile Used to Create Stacked VLANs on page 18

Configuring VLAN Interface Username Information for AAA Authentication

You can define interface information that is included in the username that is subsequently
passed to the external AAA authentication service (for example, RADIUS) when creating
dynamic VLANSs or stacked VLANSs. The AAA authentication service uses this information
to authenticate the VLAN or stacked VLAN physical interface. After the interface is
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authenticated, the AAA service can send the required routing instance values to the
system for use in dynamically creating VLAN or stacked VLAN interfaces.

e NOTE: The following example configures username information on VLANSs.
However, you can also configure dynamic authentication on stacked VLANs
by configuring the same statements at the [edit interfaces interface-name
auto-configure stacked-vlan-ranges authentication] hierarchy level.

To configure VLAN interface username information:

1. Access the interface over which you want to configure username information.
user@host# edit interfaces ge-0/0/0
2. Edit the auto-configure stanza.

[edit interfaces ge-0/0/0]
user@host# edit auto-configure

3. Edit the vlan-ranges stanza.

[edit interfaces ge-0/0/0 auto-configure]
user@host# edit vlan-ranges

4. Edit the authentication stanza.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# edit authentication

5. Edit the username-include stanza.

[edit interfaces ge-0/0/0 auto-configure vlan-ranges]
user@host# edit username-include

6. Specify the username statements that you want the AAA authentication service to
use to authenticate the username.

[editinterfaces ge-0/0/0 auto-configure vlan-ranges authentication username-include]
user@host# set delimiter

Related . Configuring Dynamic Authentication for VLAN Interfaces on page 28

D tati
ocumentation « Using DHCP Option 82 Suboptionsin Authentication Usernames for Autosense VLANs

on page 33

Using DHCP Option 82 Suboptionsin Authentication Usernames for Autosense VLANs

You can specify the Option 82 suboptions that are concatenated with the username
during the authentication process for autosense VLANS. The option 82 value used in
creating the username is based on the option 82 value that is encoded in the incoming
DHCP discover packet.

You can specify either, both, or neither of the Agent Circuit ID (suboption 1) and the Agent
Remote ID (suboption 2). If you specify both, the Agent Circuit ID is supplied first, followed
by a delimiter, and then the Agent Remote ID. If you specify that neither suboption is
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Related
Documentation

supplied, the raw payload of Option 82 from the PDU is concatenated to the username.
The use of Option 82 suboptions is supported for DHCPv4 discover packets only.

« Configuring VLAN Interface Username Information for AAA Authentication on page 32

Using DHCP Option 18 and Option 37 in Authentication Usernames for DHCPv6

Autosense VLANs

Related
Documentation

For DHCPv4, Option 82 has suboptions containing the ACland ARl that are concatenated
with the username during the authentication process for autosense (dynamic) VLANS.
For DHCPV®6, the relay agent uses Options 18 and Option 37 to convey the ACI and AR,
respectively. You caninclude these optionsin the username to generate unique usernames
that identify subscribers for authentication in DHCPv6 dynamic VLANS.

A DHCPv6 Solicit message encapsulated with a Relay-Forward message header and
one without the Relay-Forward message header are eligible for dynamic VLAN creation
when you configure the DHCPv6 packet type for autosensing. Options 18 and Option 37
are provided in the Relay-Forward message header and are extracted only from this
header and not from the options within the DHCPv6 Solicit message. In addition, if the
DHCPv6 Solicit message is encapsulated in multiple Relay-Forward message headers,
only the option values from the innermost Relay-Forward message header are used for
username authentication. If these options are sent by the client or DHCPvV6 relay agent,
and if dynamic VLAN authentication is configured to use these options in the username,
then the options are included in the username for authentication. If either of these options
is not sent by the client or DHCPV6 relay agent, or if the dynamic VLAN authentication is
not configured to use the option in the username, the username is constructed without
the option.

To include Option 18 or Option 37 in the username for DHCPv6 dynamic VLANS, include
the option-37 and option-18 statements at the [edit interfaces interface-name
auto-configure vlan-ranges authentication username-include] hierarchy level. To include
Options 18 or Option 37 in the username for stacked VLANS, include option-18 and
option-37 statements at the [edit interfaces interface-name auto-configure
stacked-vlan-ranges authentication username-include] hierarchy level.

« Configuring VLAN Interface Username Information for AAA Authentication on page 32
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Configuring VLANSs for Households or
Individual Subscribers Using ACI-Based
Dynamic VLANS

« Agent Circuit Identifier-Based Dynamic VLANs Overview on page 35
« Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 38
» Defining ACI Interface Sets on page 40

« Configuring Dynamic Underlying VLAN Interfaces to Use Agent Circuit Identifier
Information on page 41

« Configuring Static Underlying VLAN Interfaces to Use Agent Circuit Identifier
Information on page 42

« Configuring Dynamic VLAN Subscriber Interfaces Based on Agent Circuit Identifier
Information on page 43

« Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN
Configuration on page 45

« Clearing Agent Circuit Identifier Interface Sets on page 46

Agent Circuit Identifier-Based Dynamic VLANs Overview

Dynamic VLAN subscriber interfaces that are created based on the agent circuit identifier
(ACI) value are useful in configurations with a mix of DHCP and PPPoE subscriber sessions
at the same household.

When you use service VLANs (S-VLANSs) to carry one service to many subscribers (1:N),
each subscriber or household can have different types of traffic on multiple VLANs. To
identify all subscriber sessions for an individual subscriber or a household, you can use
the value of the ACI string. The ability to uniguely identify subscribers simplifies the
application of services, such as CoS and filters, to individual subscribers or households.

Because an S-VLAN corresponds to a service rather than an individual subscriber, the
router uses ACI information in DHCP and PPPoE control packets instead of VLAN
encapsulation to uniquely identify subscribers and facilitate application of
subscriber-based services.
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ACI VLANs and ALI VLANSs

The legacy ACI method for configuring the creation of dynamic VLANSs is based on the
receipt of only the ACI. When the ACl is not received, no VLAN is created. An alternative
method provides greater flexibility than the legacy method. The access-line-identifier
(ALI) method enables dynamic VLANS to be created based on receipt of the ACI, the
agent remote identifier (ARI), both the ACI and the ARI, or the absence of both of ACI
and ARI.

Although the agent circuit identifier is also an access-line identifier, we use specific
terminology to distinguish between the two configuration methods:

The documentation continues to use the terms agent circuit identifier, ACI,and ACI-based
to refer only to VLANSs and interface sets configured with the legacy method, using the
agent-circuit-identifier stanza for autoconfiguration.

The documentation uses the terms access-line identifier, ALI, and AL/-based to refer
to VLANs and interface sets configured with the access-line-identifier method, using
the line-identity stanza for autoconfiguration.

You must configure only one of these methods. A CLI check prevents you from configuring
both of these methods. You can use the ALI method to achieve the same results as the
legacy ACI method. Apart from the fact that the ALI method uses the line-identity stanza
instead of the agent-circuit-identifier stanza for autoconfiguration, the configuration is
the same for both methods. The legacy ACI method might be deprecated in the future
in favor of the more generic ALI method. For information about ALI VLANS, see
“Access-Line-Identifier-Based Dynamic VLANs Overview” on page 49.

How ACI-Based Dynamic VLANs Work

The process for creating an ACIl-based dynamic VLAN is as follows:

1.

The residential gateway at a household sends a connection request to the access
node.

The access node identifies the household and inserts an ACI value into the header of
a DHCP or PPPoE control packet. The access node can insert the ACI value into one
of the following DHCP options or PPPoE control packets:

« Option 82 of DHCP packets
« Option 18 of DHPv6 packets

« The DSL Forum Agent-Circuit-ID VSA [26-1] (option Ox105) of PPPoE Active
Discovery Initiation (PADI) and PPPoE Active Discovery Request (PADR) control
packets

The access node inserts the same AClI value to all subsequent sessions that originate
from the same household.

The access node forwards the control packets to the BNG.

When the BNG receives the control packets, it extracts the ACl value in the header
and uses it to build a unique dynamic VLAN subscriber interface.
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Subsequent control traffic sent from the same household will contain the same ACI
value. The BNG groups subscriber interfaces that have the same ACl value into an ACI
interface set, also called an AClI set.

The BNG can then apply CoS and policies to the ACl set to dynamically provision traffic
for a household.

Interface Hierarchy When ACI Interface Sets Are Used

The following describes the components of an ACI-based dynamic VLAN configuration,
from bottom to top of the interface stack:

Static Physical Interface

ACl-based dynamic VLAN configurations support the following physical interface types:

. Gigabit Ethernet

. Aggregated Ethernet

You can configure ACI-based dynamic VLAN subscriber interfaces on Modular Port
Concentrators/Modular Interface Cards (MPCs/MICs) that face the access side of the
network in an MX Series router.

Underlying VLAN Interface

After you define the ACI interface set, you must configure the underlying VLAN interface
to enable creation of dynamic VLAN subscriber interfaces based on ACI information. You
can configure the underlying VLAN interface either dynamically (with a dynamic profile)
or statically.

ACI-based dynamic VLAN configurations support the following underlying VLAN interface
types:

. Gigabit Ethernet
« VLAN demux (demuxO0)

0 NOTE: When you configure an underlying VLAN interface to support creation
of ACl-based dynamic VLANSs, we recommend that you use this underlying
interface only for subscriber interfaces that contain agent-circuit-identifier
information in their DHCP or PPPoE control packets. If the router receives
DHCP or PPPoE control packets without agent-circuit-identifier information
on an underlying VLAN interface configured for ACI-based dynamic VLANSs,
the associated subscriber interfaces might not instantiate successfully.

Dynamic ACI Interface Set

The dynamic ACl interface set groups the DHCP and PPPoE subscriber sessions that
belong to a particular household and share a common unique ACI value. The router
creates one ACI interface set per household.
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You must create a dynamic profile to define the ACl interface set, which is represented
in the profile by the Junos OS predefined dynamic variable $junos-interface-set-name.
When a DHCP or PPPoE subscriber accesses the router on a particular interface, the
router obtains the agent-circuit-identifier information from the DHCP or PPPoE control
packets transmitted on that interface and dynamically creates the AClinterface set when
the first subscriber from that household logs in.

ACI-Based Dynamic Subscriber Interface

Related
Documentation

You must create a dynamic profile to define either a dynamic PPPoE subscriber interface
for PPPoE subscriber sessions, or a dynamic IP demultiplexer (IP demux) subscriber
interface for DHCP subscriber sessions. The router creates the subscriber interface when
a subscriber logs in on the associated underlying VLAN interface associated with the
dynamic profile that defines the ACl interface set.

« Subscriber Management VLAN Architecture Overview on page 3
« Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 38

« Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration
on page 45

« Clearing Agent Circuit Identifier Interface Sets on page 46

Configuring Dynamic VLANSs Based on Agent Circuit Identifier Information

You can configure dynamic VLAN subscriber interfaces based on agent circuit identifier
(ACI) information, also known as AC/-based dynamic VLANSs, for DHCP and PPPoE
subscribers. To do so, you create an AC/ interface set, which is a logical collection of
subscriber interfaces that originate at the same household or on the same access-loop
port, and then reference the ACl interface set in the dynamic profile for a PPPoE or IP
demultiplexing (IP demux) logical subscriber interface.

Before you begin:

1. Configure the underlying physical interface for single-tag VLANSs or stacked (dual-tag)
VLANS.

See the following topics:

« Configuring a Dynamic Profile Used to Create Stacked VLANs on page 18
« Configuring a Dynamic Profile Used to Create Single-Tag VLANs on page 15

« Configuring an Interface to Use the Dynamic Profile Configured to Create Single-Tag
VLANSs on page 17

. Configuring an Interface to Use the Dynamic Profile Configured to Create Stacked
VLANSs on page 20

2. Create a dynamic profile that defines the logical subscriber interface.
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See the following topics:
« Configuring a Basic Dynamic Profile
« Configuring Dynamic PPPoE Subscriber Interfaces on page 152

« Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic
Profiles on page 83

To configure a dynamic VLAN subscriber interface based on ACI information:

1.

Related .
Documentation

Configure a dynamic profile that defines the dynamic ACl interface set.
See “Defining ACl Interface Sets” on page 40.

(Optional) In the dynamic profile for the ACI interface set, configure the router to use
the Actual-Data-Rate-Downstream VSA [26-130] or Access-Loop-Encapsulation
VSA [26-144] value in PPPOE control packets to adjust CoS shaping-rate and
overhead-accounting attributes at a per-household level.

See Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Agent
Circuit Identifier-Based Dynamic VLANSs.

Dynamically or statically configure the underlying VLAN logical interface to enable
dynamic subscriber interface creation based on ACl information.

. Fordynamic underlying VLAN interfaces, see “Configuring Dynamic Underlying VLAN
Interfaces to Use Agent Circuit Identifier Information” on page 41.

« For static underlying VLAN interfaces, see “Configuring Static Underlying VLAN
Interfaces to Use Agent Circuit Identifier Information” on page 42.

Associate the dynamic AClinterface set with the dynamic PPPoE or dynamic IP demux
logical subscriber interface.

See “Configuring Dynamic VLAN Subscriber Interfaces Based on Agent Circuit Identifier
Information” on page 43.

(Optional) In the dynamic profile for the PPPoE (pp0) subscriber interface, configure
the router to use the Actual-Data-Rate-Downstream VSA [26-130] or
Access-Loop-Encapsulation VSA [26-144] value in PPPoE control packets to adjust
CoS shaping-rate and overhead-accounting attributes at a per-subscriber level.

See Adjusting the CoS Shaping Rate and Overhead Accounting Parameters for Agent
Circuit Identifier-Based Dynamic VLANS.

Agent Circuit Identifier-Based Dynamic VLANs Overview on page 35
Agent Circuit Identifier-Based Dynamic VLANs Bandwidth Management Overview

Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration
on page 45

Clearing Agent Circuit Identifier Interface Sets on page 46

Access-Line-ldentifier-Based Dynamic VLANs Overview on page 49
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Defining ACI Interface Sets

To configure the router to create dynamic VLAN subscriber interfaces for DHCP and
PPPoE subscribers based on ACI information, you must create a dynamic ACl interface
set.

To configure an ACl interface set in a dynamic profile:

1. Access the dynamic profile that defines the ACl interface set.

[edit]
user@host# edit dynamic-profiles profile-name

2. Configure the dynamic ACl interface set.

[edit dynamic-profiles profile-name]
user@host# edit interfaces interface-set Sjunos-interface-set-name

Use the Sjunos-interface-set-name predefined variable to represent the name of the
AClinterface set. It is replaced with the actual ACl interface set name generated by
the router when the first subscriber from that household logs in.

3. Include the underlying interfaces for the dynamic ACl interface set.

[edit dynamic-profiles profile-name interfaces interface-set
“$junos-interface-set-name”]
user@host# set interface Sjunos-interface-ifd-name

Use the Sjunos-interface-ifd-name predefined variable to represent the name of the
interface. The variable is replaced with the name of the interface on which the
subscriber accesses the BNG.

The unit statement is not required in the dynamic profile when you configure an ACI
interface set.

4. (Optional) For dynamic PPPoE subscriber interfaces, configure the maximum number
of dynamic PPPOE sessions that the router can activate for the ACl interface set; that
is, for the same household.

[edit dynamic-profiles profile-name interfaces interface-set
“$junos-interface-set-name”]

user@host# edit pppoe-underlying-options

[edit dynamic-profiles profile-name interfaces interface-set “$junos-interface-set-name”
pppoe-underlying-options]

user@host# set max-sessions number

5. (Optional) Apply attributes for CoS and interface filters to all subscriber interfaces
belonging to the ACl interface set.

The following example shows the minimum dynamic profile required to define an ACI
interface set named aci-vlan-set-profile. It uses predefined variables to represent the
interface set and the underlying physical interface.

[edit dynamic-profiles aci-vlan-set-profile]
interfaces {
interface-set "$junos-interface-set-name" {
interface "$junos-interface-ifd-name";
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}
}

Related . Agent Circuit Identifier-Based Dynamic VLANs Overview on page 35
D tati
ocumentation « Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 38

« Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration
on page 45

« Clearing Agent Circuit Identifier Interface Sets on page 46
« Applying CoS Attributes to VLANs Using Agent-Circuit-Identifiers
« Example: Implementing a Filter for Households That Use ACI-Based VLANs

Configuring Dynamic Underlying VLAN Interfaces to Use Agent Circuit Identifier
Information

After you define the agent circuit identifier (ACl) interface set, you must configure the
underlying VLAN interface to enable creation of dynamic VLAN subscriber interfaces
based on ACI information. You can configure the underlying VLAN interface statically or
dynamically.

This topic describes how to configure the underlying VLAN interface dynamically.
Before you begin:

« Create a dynamic profile that defines the underlying VLAN interface.

See the following topics:

- Configuring a Basic Dynamic Profile
. Configuring a Dynamic Profile Used to Create Single-Tag VLANs on page 15
- Configuring a Dynamic Profile Used to Create Stacked VLANs on page 18

To configure a dynamic underlying VLAN interface to use ACl information:

« Inthe dynamic profile for the underlying VLAN interface, associate the dynamic profile
that defines the ACI interface set with the underlying VLAN interface.

[edit dynamic-profiles profile-name]
user@host# set interfaces interface-name unit logical-unit-number auto-configure
agent-circuit-identifier dynamic-profile aci-interface-set-profile-name

For example, the following statement in a dynamic profile named
aci-vlan-underlying-profile-demux associates the dynamic underlying VLAN interface
with dynamic profile aci-vlan-set-profile2 that defines the ACI interface set. You must
use the predefined dynamic variable Sjunos-interface-ifd-name to represent the interface
name, and $junos-interface-unit to represent the logical unit number.

[edit dynamic-profiles aci-vlan-underlying-profile-demux]
user@host# set interfaces “$junos-interface-ifd-name” unit “Sjunos-interface-unit”
auto-configure agent-circuit-identifier dynamic-profile aci-vlan-set-profile2
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Related
Documentation

The following example shows the dynamic configuration that uses this statement. This
configuration enables the underlying dynamic IP demultiplexing (IP demux) VLAN
interface to create dynamic subscriber interfaces based on ACl information by applying
asingle default ACl interface set dynamic profile (aci-vlan-set-profile2) to all households
on the VLAN interface.

[edit dynamic-profiles aci-vlan-underlying-profile-demux]
interfaces {
“$junos-interface-ifd-name” {
unit "$junos-interface-unit" {
auto-configure {
agent-circuit-identifier {
dynamic-profile aci-vlan-set-profile2;
1
1
vlan-id "$junos-vlan-id";
demux-options {
underlying-interface “$junos-interface-ifd-name”;
1
family inet {
unnumbered-address 100.0 preferred-source-address 198.51.100.20;
}
}
1
1

« Agent Circuit Identifier-Based Dynamic VLANs Overview on page 35
« Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 38

« Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration
on page 45

Configuring Static Underlying VLAN Interfaces to Use Agent Circuit Identifier

Information

After you define the agent circuit identifier (ACl) interface set, you must configure the
underlying VLAN interface to enable creation of dynamic VLAN subscriber interfaces
based on ACI information. You can configure the underlying VLAN interface statically or
dynamically.

This topic describes how to configure the underlying VLAN interface statically.
To configure a static underlying VLAN interface to use ACI information:

« Associate the dynamic profile that defines the AClinterface set with the static underlying
VLAN interface.

[edit]
user@host# set interfaces interface-name unit logical-unit-number auto-configure
agent-circuit-identifier dynamic-profile aci-interface-set-profile-name

42

Copyright © 2017, Juniper Networks, Inc.



Chapter 4: Configuring VLANSs for Households or Individual Subscribers Using ACI-Based Dynamic VLANs

Forexample, the following statement associates static Gigabit Ethernet VLAN interface

ge-1/0/0.0 with the dynamic profile aci-vlan-set-profile that defines the ACl interface
set.

[edit]
user@host# set interfaces ge-1/0/0 unit O auto-configure agent-circuit-identifier
dynamic-profile aci-vlan-set-profile

The following example shows the static configuration that uses this statement. This
configuration enables the underlying VLAN interface ge-1/0/0.0 to create dynamic
subscriber interfaces based on ACl information by applying a single default ACl interface
set dynamic profile (aci-vlan-set-profile) to all households on the VLAN interface.

[edit]
interfaces {
ge-1/0/0 {
flexible-vlan-tagging;
unit O {
vlan-id 100;
auto-configure {
agent-circuit-identifier {
dynamic-profile aci-vlan-set-profile;

Related . Agent Circuit Identifier-Based Dynamic VLANs Overview on page 35

D tati
ocumentation « Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 38

. Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration
on page 45

Configuring Dynamic VLAN Subscriber Interfaces Based on Agent Circuit Identifier
Information

After you define the dynamic agent circuit identifier (ACl) interface set and enable creation
of ACl-based dynamic VLAN subscriber interfaces on the underlying VLAN interface, you
must complete the configuration by associating the ACI interface set with the PPPoE or
|P demultiplexing (IP demux) subscriber interface in the dynamic profile for the subscriber
interface.

Before you begin:

. Create a dynamic profile that defines the logical subscriber interface.
See the following topics:
- Configuring a Basic Dynamic Profile

. Configuring Dynamic PPPoE Subscriber Interfaces on page 152
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- Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic
Profiles on page 83

To configure a dynamic VLAN subscriber interface based on ACI information:

« In the dynamic profile for the PPPoE or IP demux subscriber interface, associate the
dynamic ACl interface set with the dynamic VLAN subscriber interface name (pp0O or
demux0) and logical unit number.

[edit dynamic-profiles profile-name]
user@host# set interfaces interface-set Sjunos-interface-set-name interface
interface-name unit Sjunos-interface-unit

Forexample, the following statement in a dynamic profile named aci-vlan-pppoe-profile
associates the dynamic ACI interface set with the dynamic pp0O (PPPoE) logical
subscriber interface. You must use the predefined dynamic variable
Sjunos-interface-set-name to represent the name of the dynamic ACl interface set,
and S$junos-interface-unit to represent the logical unit number of the subscriber interface.

[edit dynamic-profiles aci-vlan-pppoe-profile]
user@host# set interfaces interface-set Sjunos-interface-set-name interface ppO unit
Sjunos-interface-unit

Similarly, the following statement in a dynamic profile named aci-vlan-demux-profile
associates the dynamic ACl interface set (represented by $junos-interface-set-name)
with the demuxO (IP demux) logical subscriber interface.

[edit dynamic-profiles aci-vlan-demux-profile]
user@host# set interfaces interface-set Sjunos-interface-set-name interface demux0
unit Sjunos-interface-unit

The following examples show the dynamic configurations that use each of these
statements. The following sample configuration shows a dynamic profile named
aci-vlan-pppoe-profile for an ACI-based dynamic PPPoE (pp0) subscriber interface for
use by PPPoE subscribers.

[edit dynamic-profiles aci-vlan-pppoe-profile]
interfaces {
interface-set "$junos-interface-set-name" {
interface ppO {
unit "$junos-interface-unit";
}
1
ppO {
unit "$junos-interface-unit" {
ppp-options {
chap;
pap;
1
pppoe-options {
underlying-interface "$junos-underlying-interface";
server;
}
no-keepalives;
family inet {
unnumbered-address 100.0;
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}
}
}
}

The following sample configuration shows a dynamic profile named
aci-vlan-demux-profile for an ACI-based dynamic IP demux(demux0) subscriber interface
for use by DHCP subscribers.

[edit dynamic-profiles aci-vlan-demux-profile]
interfaces {
interface-set "$junos-interface-set-name" {
interface demuxO {
unit "$junos-interface-unit";
}
1
demuxO {
unit "$junos-interface-unit" {
demux-options {
underlying-interface "$junos-underlying-interface";
1
family inet {
demux-source {
$junos-subscriber-ip-address;
}
unnumbered-address l00.0 preferred-source-address 198.51.100.202;
1
}
1
}

Related . Agent Circuit Identifier-Based Dynamic VLANs Overview on page 35
Documentation . Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 38

. Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration
on page 45

. Clearing Agent Circuit Identifier Interface Sets on page 46

Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

Purpose Viewinformation about dynamic agent circuit identifier (ACI) interface sets and ACl-based
dynamic VLAN subscriber interfaces configured on the router.

Action . Todisplay the logical and physical interface associations for the classifier, rewrite rules,
scheduler map objects, and CoS adjustment settings:

user@host> show class-of-service interface interface-name

. Todisplay the CoS associations for the specified dynamic ACl interface set:

user@host> show class-of-service interface-set aci-interface-set-name

. Todisplay information about the specified CoS traffic shaping and scheduling profile:

user@host> show class-of-service traffic-control-profile profile-name
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Related
Documentation

. Todisplay address bindings and ACl interface set information in the client table on the
extended DHCP local server:

user@host> show dhcp server binding detail

. Todisplay status information about a specified Gigabit Ethernet interface:
user@host> show interfaces ge-fpc/pic/port.logical-unit-number

. Todisplay status information about a specified IP demultiplexing (IP demux) interface:
user@host> show interfaces demuxO.logical-interface-number

. Todisplay information about all dynamic ACl interface sets configured on the router:
user@host> show interfaces interface-set

. To display session-specific information about ACI-based dynamic PPPoE subscriber
interfaces:

user@host> show pppoe interfaces pp0.logical-unit-number

. Todisplay information about PPPoE underlying interfaces, including whether creation
of ACl-based dynamic VLAN subscriber interfaces is enabled on the underlying interface:

user@host> show pppoe underlying-interfaces logical-interface-name detail

. Todisplay information about active subscriber sessions associated with ACl interface
sets:

user@host> show subscribers detail

. Todisplay information about active subscriber sessions associated with a specified
ACl interface set:

user@host> show subscribers aci-interface-set-name aci-interface-set-name detail

. Todisplay information about active subscriber sessions that have an agent circuit
identifier value containing a matching substring:

user@host> show subscribers agent-circuit-identifier agent-circuit-identifier-substring detail

. Agent Circuit Identifier-Based Dynamic VLANs Overview on page 35
« Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 38
. Clearing Agent Circuit Identifier Interface Sets on page 46

« CLIExplorer

Clearing Agent Circuit Identifier Interface Sets

Purpose

Action

Clear a specified dynamic agent circuit identifier (ACl) interface set configured on the
router.

. Toclear a specified ACl interface set that has no active members:

user@host> clear auto-configuration interfaces interface-set interface-set-name
For example, the following commmand clears the ACl interface set named
aci-1003-ge-1/0/0.4001:

user@host> clear auto-configuration interfaces interface-set aci-1003-ge-1/0/0.4001
Interface-set aci-1003-ge-1/0/0.4001 deleted
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Meaning The router dynamically creates an ACl interface set, if configured, when the first DHCP
or PPPoE subscriber from a particular household logs in. However, the router does not
automatically delete the ACl interface set when the last subscriber from that household
logs out. As a result, you must use the clear auto-configuration interfaces interface-set
command to explicitly clear the ACl interface set when it no longer has any active
subscriber interface members. If you attempt to clear an ACl interface that still has active
member interfaces, the router displays an error message and rejects the command.

When you specify the name of the ACI interface set to be cleared, you must use the ACI
interface set name internally generated by the router, and not the actual AClI string carried
in DHCP and PPPoE control packets. The router uses the following format to name ACI

interface sets, as shown in the ACl interface set named aci-1003-ge-1/0/0.400T1:

aci-nnnn-interface-name.logical-unit-number
where:

. nnnnis arandomly generated 4-digit identifier (1003 in the example)

« interface-name is the name of the dynamic subscriber interface (ge-1/0/0 in the
example)

. logical-unit-number is the logical unit number of the dynamic subscriber interface (4001
in the example)

To view the names of the ACl interface sets configured on the router, use the show
subscribers command.

Related . Configuring Dynamic VLANs Based on Agent Circuit Identifier Information on page 38

Documentation « Verifying and Managing Agent Circuit Identifier-Based Dynamic VLAN Configuration

on page 45

« CLIExplorer
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CHAPTER S5

Configuring VLANSs for Households or
Individual Subscribers Using
Access-Line-ldentifier Dynamic VLANS

« Access-Line-ldentifier-Based Dynamic VLANs Overview on page 49
« Configuring Dynamic VLANs Based on Access-Line Identifiers on page 53
« Defining Access-Line-Identifier Interface Sets on page 54

« Configuring Dynamic Underlying VLAN Interfaces to Use Access-Line
|dentifiers on page 56

« Configuring Static Underlying VLAN Interfaces to Use Access-Line Identifiers on page 57

« Configuring Dynamic VLAN Subscriber Interfaces Based on Access-Line
Identifiers on page 59

« Verifying and Managing Configurations for Dynamic VLANs Based on Access-Line
Identifiers on page 61

« Clearing Access-Line-ldentifier Interface Sets on page 62

Access-Line-ldentifier-Based Dynamic VLANs Overview

Dynamic VLAN subscriber interfaces that are created based on the access-line identifier
(ALLI) are useful in configurations with a mix of DHCP and PPPoE subscriber sessions at
the same household.

When you use service VLANs (S-VLANSs) to carry one service to many subscribers (1:N),
each subscriber or household can have different types of traffic on multiple VLANs. The
access node embeds the ALIin DHCP and PPPoE control packets. To identify all subscriber
sessions for an individual subscriber or a household, you can use the ALI. The ability to
uniguely identify subscribers simplifies the application of services, such as CoS and filters,
to individual subscribers or households.

Because an S-VLAN corresponds to a service rather than an individual subscriber, the
router uses the ALl in DHCP and PPPoE control packets instead of VLAN encapsulation
to uniquely identify subscribers and facilitate application of subscriber-based services.
ALls include the agent circuit identifier (ACI) and the agent remote identifier (ARI).
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ALIVLANs and ACI VLANs

The ALI method for configuring the creation of dynamic VLANSs is based on the receipt
of a configured trusted option, which can be the ACI, the ARI, both the ACl and the AR,
or the absence of both of ACl and ARI. Another method, called the legacy ACI method,
enables dynamic VLANS to be created based only on the ACI. When the legacy method
is used and the ACl is not received, no VLAN is created. The ALI method provides greater
flexibility than the legacy method; for example, it can be used when the access node
embeds only the ARl instead of the ACI.

Although the agent circuit identifier is also an access-line identifier, we use specific
terminology to distinguish between the two configuration methods:

« The documentation continues to use the terms agent circuit identifier, ACI, and ACI-based
to refer only to VLANs and interface sets configured with the legacy method, using the
agent-circuit-identifier stanza for autoconfiguration.

. The documentation uses the terms access-line identifier, ALI, and ALI-based to refer
to VLANSs and interface sets configured with the access-line-identifier method, using
the line-identity stanza for autoconfiguration.

You must configure only one of these methods. A CLI check prevents you from configuring
both of these methods. You can use the ALI method to achieve the same results as the
legacy ACI method. Apart from the fact that the ALI method uses the line-identity stanza
instead of the agent-circuit-identifier stanza for autoconfiguration, the configuration is
the same for both methods. The legacy ACI method might be deprecated in the future
in favor of the more generic ALI method. For information about ACI VLANSs, see “Agent
Circuit Identifier-Based Dynamic VLANs Overview” on page 35.

How ALI-Based Dynamic VLANs Work

The process for creating an ALI-based dynamic VLAN is as follows:

1. Theresidential gateway at a household sends a connection request to the access
node.

2. The access node identifies the household and inserts an access-line-identifier value
into the header of a DHCP or PPPoE control packet. The access-line identifier can be
the ACl value, the ARl value, or both.Table 6 on page 50 lists where the access node
can insert the ALI value for DHCP, DHCPv6, and PPPoE control packets.

Table 6: Location of the Access-Line Identifierin DHCP, DHCPv6, and PPPoE Control Packets

PPPoE Active Discovery Initiation (PADI) and

DHCPvV6 Solicit PPPoE Active Discovery Request (PADR) Control
DHCP Discover Packets Packets Packets
ACI Option 82, suboption 1 Option 18 DSL Forum Agent-Circuit-ID VSA [26-1]
ARI Option 82, suboption 2 Option 37 DSL Forum Agent-Remote-ID VSA [26-2]
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The access nodeinserts the same ALl value into the control packets for all subseguent
sessions that originate from the same household.

When neither the ACI nor the ARl is received and accept-no-ids is configured as the
line identity trusted option, then the router creates the interface set using an internally
generated default string as the identifier value. It creates one such interface set for
each underlying logical interface.

3. The access node forwards the control packets to the broadband network gateway
(BNG).

4. When the BNG receives the control packets, it extracts the ALl value in the header
and uses this value to build a unique dynamic VLAN subscriber interface.

Subsequent control traffic sent from the same household contains the same ALl value.
The BNG groups subscriber interfaces that have the same ALl value into an ALl interface
set, also called an ALl set.

The BNG can then apply CoS and policies to the ALI set to dynamically provision traffic
for a household.

Interface Hierarchy When ALI Interface Sets Are Used

The following sections describe the components of an ALI-based dynamic VLAN
configuration, from bottom to top of the interface stack.

Static Physical Interface

ALI-based dynamic VLAN configurations support the following physical interface types:
. Gigabit Ethernet

. Aggregated Ethernet

You can configure ALI-based dynamic VLAN subscriber interfaces on Modular Port
Concentrators/Modular Interface Cards (MPCs/MICs) that face the access side of the
network in an MX Series router.

Underlying VLAN Interface

After you define the ALl interface set, you must configure the underlying VLAN interface
to enable creation of dynamic VLAN subscriber interfaces based on the ALI. You can
configure the underlying VLAN interface either dynamically (with a dynamic profile) or
statically.

ALI-based dynamic VLAN configurations support the following underlying VLAN interface
types:

. Gigabit Ethernet
« VLAN demux (demuxO)
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0 NOTE: If you configure an underlying VLAN interface to support creation of
ALl-based dynamic VLANs, we recommend that you use this underlying

interface only for subscriber interfaces that contain ALl information in their
DHCP or PPPoE control packets. If the router receives DHCP or PPPoE control
packets without this information on an underlying VLAN interface configured
for ALI-based dynamic VLANSs, the associated subscriber interfaces might
not instantiate successfully. The exception to this behavior is when you have
configured accept-no-ids as the trusted option.

Dynamic ALI Int