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CHAPTER 1

ConfiguringFibreChannel andFCoEVLAN
Interfaces in an FCoE-FC Gateway Fabric

• About This Network Configuration Example on page 5

• Understanding FCoE-FC Gateway Benefits on page 5

• Understanding Interfaces on an FCoE-FC Gateway on page 6

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 17

About This Network Configuration Example

This network configuration example describes the Fibre Channel over Ethernet to Fibre

Channel (FCoE-FC) gateway capability of the Juniper Networks
®
QFX3500 Switch and

the benefits of using it. It also includes a step-by-step procedure for configuring an

FCoE-FC gateway.

Understanding FCoE-FC Gateway Benefits

Configuring a QFX3500 switch or a Node device on a QFabric™ family of products as a

FibreChanneloverEthernet toFibreChannel (FCoE-FC)gatewayenables you toconverge

your Ethernet network and your FC storage area network (SAN) traffic. The FCoE-FC

gateway handles both FC traffic encapsulated in Ethernet (FCoE traffic) and native FC

traffic from the FC SAN. The FCoE-FC gateway encapsulates native FC traffic from the

FC SAN in Ethernet before forwarding it to the Ethernet network as FCoE traffic. The

FCoE-FC gateway also decapsulates FCoE traffic from the Ethernet network before

forwarding it to the FC SAN as native FC traffic.

The ability to converge Ethernet traffic (as FCoE traffic) and native FC traffic is

cost-effective because it eliminates the need to encapsulate native FC traffic and

decapsulate FCoE traffic on the FC SAN edge switch. Thus, the FC SAN switch does not

need extra adapters to handle FCoE traffic. Instead, the FC SAN edge switch only needs

to handle native FC traffic.

UsingaQFX3500SwitchasanFCoE-FCgateway involvesconfiguringnativeFC interfaces

on ports connected to the FCSAN, and configuring an FCoEVLAN interface that includes

Ethernet ports connected to the FCoE (Ethernet) network. You configure the native FC

interfaces and the FCoE VLAN interface as part of a local FC fabric on the FCoE-FC

5Copyright © 2017, Juniper Networks, Inc.



gateway. In addition to creating an FCoE-FC gateway fabric, youmust also configure

proper class-of-service treatment to ensure lossless transport of the storage traffic

across the Ethernet network.

Related
Documentation

Understanding Interfaces on an FCoE-FC Gateway on page 6•

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 17

Understanding Interfaces on an FCoE-FC Gateway

When the QFX Series functions as an FCoE-FC gateway to connect FCoE devices on an

Ethernet network to a Fibre Channel (FC) switch in a storage area network (SAN), it

handles FCoE traffic from hosts and native FC traffic from the FC switch. To support this

architecture, each local FC fabric configuredon thegateway(in the fc-fabricsconfiguration

hierarchy) must have:

• An Ethernet-network-facing F_Port interface for the FCoE VLAN to connect to FCoE

device VN_Ports in the form of an FCoE VLAN interface. Multiple VF_Ports are initiated

on the F_Port interface, one VF_Port for each ENode that logs in to the FC network.

• One or two blocks of six proxy N_Port (NP_Port) interfaces to connect to FC switch

fabric ports (F_Ports).

Each FC fabric is local to the gateway on which you configure it. This means that both

the FC switch and the FCoE devicesmust be connected to the same gateway (QFX3500

switch or QFabric system Node device), and that all of the interfaces configured for the

local fabric alsomustbeon that gateway. FC fabric traffic doesnot flowbetweendifferent

Node devices in a QFabric system.

This topic describes:

• Native FC Interfaces to the FC Switch on page 6

• FIP Login Session Limits on page 8

• Trusted and Untrusted Interfaces on page 12

• Buffer-to-Buffer Credit Recovery on page 12

• FCoE VLAN Interface to FCoE Devices on page 13

• Assigning Interfaces to a Fibre Channel Fabric on page 16

• Deleting a Fibre Channel Interface on page 16

Native FC Interfaces to the FC Switch

Youmust configure either 6 or 12 of the physical interfaces on the gateway as native FC

NP_Port interfaces toconnect toFCswitchF_Port interfaces. Bydefault, all of thegateway

interfaces are Ethernet interfaces, so youmust explicitly configure the interfaces that

you want to use as FC interfaces.

Youcanconfigure theFC-capableports xe-0/0/0 throughxe-0/0/5as fc-0/0/0 through

fc-0/0/5, and ports xe-0/0/42 through xe-0/0/47 as fc-0/0/42 through fc-0/0/47 to

Copyright © 2017, Juniper Networks, Inc.6
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create blocks of native FC interfaces. You cannot individually configure a single port as

anativeFC interface.Within theseport blocks, youcannotmix FC interfaceswithEthernet

interfaces. All of the ports in a block must be either native FC interfaces or Ethernet

interfaces.

You cannot configure ports xe-0/0/6 through xe-0/0/41 and ports xe-0/1/1 through

xe-0/1/15 as native FC ports; they can only be Ethernet ports. Native FC ports do not

handle Ethernet traffic (including FCoE traffic); they handle only native FC traffic and

must connect to native FC ports.

You can configure:

• Six native FC interfaces by configuring either ports xe-0/0/0 through xe-0/0/5 as

fc-0/0/0 through fc-0/0/5 or ports xe-0/0/42 through xe-0/0/47 as fc-0/0/42

through fc-0/0/47.

• Twelve native FC interfaces by configuring ports xe-0/0/0 through xe-0/0/5 as

fc-0/0/0 through fc-0/0/5 and ports xe-0/0/42 through xe-0/0/47 as fc-0/0/42

through fc-0/0/47.

• No native FC interfaces by leaving ports xe-0/0/0 through xe-0/0/5 and ports

xe-0/0/42 through xe-0/0/47 in their default state as Ethernet interfaces.

EachnativeFC interfacecanbelong toonlyone local FC fabric configuredon thegateway.

You can configure up to 12 FC fabrics on a gateway, but each FC fabricmust use different

native FC interfaces to connect to an FCF. (Although the native FC ports are configured

in blocks, each individual port can belong to a different FC fabric.) Native FC interfaces

can be configured as loopback interfaces.

• Port Mode on page 7

• NPIV on page 7

• Port Speed on page 8

Port Mode

The gateway presents a proxy N_Port (NP_Port) interface to the FC switch. An NP_Port

connects to a single FC switch F_Port using a point-to-point link (in other architectures

an N_Port can also connect in a point-to-point link to another N_Port, but that is not a

valid configuration on the gateway).

Youmust explicitly configure each native FC interface connected to an FC switch as an

NP_Port. The gateway NP_Ports act as a proxy for the FCoE device virtual N_Ports

(VN_Ports) when the VN_Ports attempt to connect to the FC switch.

When the FC switch is a trusted switch, configure the fabric as fcoe-trusted to reduce

overhead caused by the VN_Port to VF_Port (VN2VF_Port) FIP snooping filters that are

automatically installed on untrusted ports.

NPIV

FC requires a unique point-to-point link between the FC switch and each host N_Port.

Thegatewaycreatesan independent virtual link for eachFCoEdevice sessionbymapping

7Copyright © 2017, Juniper Networks, Inc.

Chapter 1: Configuring Fibre Channel and FCoE VLAN Interfaces in an FCoE-FC Gateway Fabric



each FCoE device to a virtualized N_Port through the gateway’s proxy function. This

process is called N_Port ID virtualization (NPIV).

NPIVmakes each virtual link look like a dedicated point-to-point link to the FC switch.

In this way, multiple FCoE devices, multiple applications, andmultiple virtual machines

on an FCoE device can connect to an FC switch using one physical port instead of using

a physical port for each host connection. The virtual link creates a secure boundary

between traffic from different sources that are on a single physical port.

FCoE-FC gatewaymode implements NPIV as follows:

1. An NP_Port on the gateway comes up and logs in to the attached F_Port on the FC

switch. The FC switch sees the gateway port as a physical FC device N_Port and

assigns it a unique FCID. This establishes the physical point-to-point link between the

gateway and the FC switch.

2. The gateway receives a FIP discovery message from an FCoE device that seeks to log

in to the FC network. To the FCoE device, the gateway presents a virtual F_Port

(VF_Port) interface and appears to be an FCF.

3. The gateway converts the FCoE device’smessage into an FC fabric discovery (FDISC)

message and sends it through the least-loaded physical NP_Port to the FC switch.

The FDISCmessage requests an FCID for the new virtual link.

4. The FC switch processes the request, accepts it, assigns a unique FCID for the

connection, and sends the response.

5. The gatewaymaps the FC switch response to the host FCoE device’s VN_Port and

sends a FIP acceptance advertisement to the FCoE device.

6. The FCoE device accepts the FCID.

If the FC switch rejects the FDISC, the gateway relays the rejection to the FCoE device

VN_Port.

Port Speed

The gateway supports configuring FC port speeds of 2 Gbps, 4 Gbps, or 8 Gbps. FC ports

can also autonegotiate the port speed to 2, 4, or 8 Gbps.

FIP Login Session Limits

A FIP login session is a fabric login (FLOGI) or fabric discovery (FDISC) login to the FC

SAN fabric. (A session here does not refer to an end-to-end server-to-storage session;

there is no limit to the number of end-to-end server-to-storage sessions.) You can limit

the maximum number of FIP login sessions on each gateway Node device (QFX3500

switch or QFabric system Node device configured in FCoE-FC gatewaymode), on each

local gateway FC fabric, and on each individual NP_Port interface in a local FC fabric:

• Gateway Node devices and Node groups—The total number of FIP login sessions on

the gateway Node or Node group (the sum of the sessions on all of the NP_Port

interfaces in all of the local FC fabrics on the gateway Node or Nodes) cannot exceed

the limit. When a gateway reaches the maximum session limit, the gateway sends

subsequent multicast discovery advertisements (MDAs) with the availability bit set
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to 0 (zero) to prevent additional ENode login attempts. If the maximum number of

sessions is running on the gateway, ENodes cannot use the gateway to log in new

sessions to the FC switch.When the number of sessions falls below themaximum, the

gateway sets the availability bit in MDAs to 1 so that ENodes can again log in new

sessions.When a session slot becomes available, the system accepts the first session

request to fill the slot.

• FC fabric—The total number of FIP login sessions on an FC fabric (the sum of the

sessions on all of the NP_Port interfaces that belong to the fabric) cannot exceed the

limit. When a fabric reaches the maximum session limit, the gateway sends MDAs

associatedwith that fabricwith the availability bit set to0 to prevent additional ENode

login attempts.

NOTE: OtherFC fabricson thesamegatewaycanstill acceptENode logins
as long as themaximum session limit for those fabrics and themaximum
session limit for the gateway (the Node device) have not beenmet.

• NP_Port interfaces—The total number of FIP login sessions cannot exceed the

interface’s limit. When an interface reaches the maximum session limit, the gateway

removes it from the load-balancing list for that FC fabric to prevent the gateway from

attempting to assign new sessions to the interface. Other interfaces in the FC fabric

can still accept logins until the FC fabric or gateway reaches itsmaximumsession limit.

However, the interface that reached themaximum session limit cannot be assigned

new sessions until the number of sessions on the interface falls below the limit.

BEST PRACTICE: Configure amaximum session limit for each NP_Port
interface that is less thanorequal to thenumberofFIPsessions thedirectly
connected FC switch port is configured to support. This prevents the
gateway fromattempting toassignnew login sessions toan interfacewhen
the connected FC switch port reaches its maximum number of sessions.

• FCoE Trusted and Untrusted Interface Session Limits on page 9

• Configuring Consistent Session Limits on page 10

• Decreasing Session Limits on page 10

• Increasing Session Limits on page 11

• Effect of Deactivating and Then Reactivating the Configuration on Session

Limits on page 11

FCoE Trusted and Untrusted Interface Session Limits

ThemaximumnumberofVN2VF_PortFCoE login sessions thateachgatewaycansupport

is 2500 sessions, regardless of whether interfaces are trusted or untrusted. (In software

releases earlier than Junos OSRelease 12.3, the session limit on untrusted interfaces and

untrusted fabrics was 376 sessions.)

9Copyright © 2017, Juniper Networks, Inc.
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Configuring Consistent Session Limits

The system does not perform commit checks to enforce consistent session limit

configuration. For example, the system does not prevent you from configuring a higher

limit for ENode sessions than the total session limit for the gatewayNode device, or from

configuringahigher limit onan interface thanon the fabric towhich the interfacebelongs.

To prevent unexpected FIP login rejections, you should configure consistent Node device,

fabric, and interface session limits. For example:

• The session limit of an interface should not exceed the session limit of the fabric to

which it belongs.

• For interfaces that belong to the same fabric, the sum of the interface session limits

should not exceed the fabric session limit.

• The fabric session limit shouldnotexceed thesession limitof thegatewayNodedevice.

• For fabrics that belong to the samegatewayNodedevice, the sumof the fabric session

limits should not exceed the Node device session limit.

Session limit configuration considerations include:

• The fabric session limit restricts howmany sessions can run on the NP_Port interfaces

that belong to that fabric. If the combined session limits of the interfaces exceed the

fabric session limit, the total number of sessions on the interfaces is the fabric limit.

For example, if a fabric has three NP_Port interfaces, and each NP_Port interface has

a limit of 500 sessions (total of 1500 sessions for the three interfaces), but the fabric

has a limit of 1000 sessions, the combined number of sessions on the three interfaces

is limited to 1000 sessions.

• The gateway Node device session limit restricts howmany sessions can run on the

fabrics that belong to that gateway. If the combined session limits of the fabrics exceed

the gateway Node device session limit, the total number of sessions on the fabrics is

the gateway Node device limit.

For example, if a gateway has two fabrics, and each fabric has a limit of 1000 sessions

(total of 2000 sessions for the two fabrics), but the gateway has a limit of 1500

sessions, the combined number of sessions on the two fabrics is limited to 1500

sessions.

Hierarchically, thegatewayNodedevice session limit is themaximum limit for all sessions

on the gateway, regardless of fabric and interface session limits. In the same way, the

fabric session limit supersedes the interface session limit.

Whensession limitsareexceeded,nonew loginsareaccepteduntil a sessionslotbecomes

free.

Decreasing Session Limits

If youdecrease thesession limit, thecurrently logged in sessionsare terminatedas follows:

Copyright © 2017, Juniper Networks, Inc.10
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• Gateway Node devices and Node groups—Decreasing the session limit terminates all

of the sessions on the Node device (all sessions on all interfaces on all fabrics). If the

gateway Node device is part of a Node group, all sessions on all members of the Node

group are terminated.

• Fabric—Decreasing thesession limit terminatesall of thesessionsonall of the interfaces

that belong to the fabric.

• NP_Port interfaces—Decreasing the session limit terminates all of the sessions on the

interface and also terminates all of the sessions on any other interfaces that belong

to the same fabric.

After you decrease a session limit, the sessions are terminated even if the new session

limit is greater than the number of currently active sessions. For example:

• An interface has 300 active sessions.

• The current session limit is 1000 sessions.

• You decrease the session limit to 500 sessions and commit the new configuration.

• All 300 sessions are logged out, even though the new session limit is greater than the

number of sessions running.

After the session limit change takes effect, the ENodes log in again and establish new

sessions, up to the new session limits.

Increasing Session Limits

Increasing the session limits does not disrupt logged in sessions.

Effect ofDeactivatingandThenReactivating theConfigurationonSessionLimits

If you decrease session limits, all ENodes are logged out. Deactivating and then

reactivating the configuration can have the same effect as decreasing the session limit,

which results in the ENodes being logged out.

The ENode logouts occur because when you deactivate the configuration, the system

reverts to the default session limit of 2500 sessions (themaximumnumber of sessions).

When you reactivate the configuration, the system uses the configured session limit.

Unless the configured session limit is equal to the maximum session limit, reactivating

the configuration decreases the session limit, which causes the ENodes to be logged out.

For example, if you:

1. Configure and commit a limit of 400 sessions.

2. Allow ENodes to log in and start sessions.

3. Deactivate the configuration.

4. Reactivate the configuration.

5. The ENode sessions are logged out because deactivating the session increased the

session limit from 400 to 2500.

11Copyright © 2017, Juniper Networks, Inc.
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Because an increase in the session limit does not affect existing sessions, the running

ENode sessions are not affected. However, reactivating the configuration decreased the

session limit from 2500 back to 400. The session limit decrease causes the ENode

sessions to be logged out.

Trusted and Untrusted Interfaces

By default, gateway fabric interfaces are untrusted interfaces. If you do not configure a

gateway fabric as an FCoE trusted fabric to set all of the gateway fabric interfaces as

trusted interfaces, the gateway installs VN2VF_Port FIP snooping filters on the fabric

ports.

If you configure a gateway fabric as an FCoE trusted fabric, the gateway does not install

VN2VF_Port FIP snooping filters on the fabric interfaces. This is usually done when the

gateway is connected to an FCoE transit switch that has VN2VF_Port FIP snooping

enabled.

Regardless of whether an interface is trusted or untrusted, themaximum session limit is

2500 sessions.

NOTE: The session limit for a Node group is the same as the session limit for
an individualNodedevice, 2500sessions. Even ifmore thanoneNodedevice
inaNodegroup isactingasanFCoE-FCgateway, the totalmaximumnumber
of sessions on all Node devices in the Node group is 2500 sessions.

The default maximum login session value for Node devices (on QFabric systems, the

maximumapplies to each Node device), trusted fabrics, and interfaces in trusted fabrics

is 2500 sessions.

Buffer-to-Buffer Credit Recovery

Buffer-to-buffer credits represent the number of receive buffers an interface can use to

store FC frames. Buffer-to-buffer credit determines buffer-to-buffer flow control. When

an interface transmits a frame, it decrements its buffer-to-buffer credit count by one.

When the destination interface forwards the frame and frees a buffer, it sends a receiver

ready (R_RDY) primitive to the transmitting interface. Each R_RDY primitive the

transmitting interface receives increments its buffer-to-buffer credit count by one.

Both interfaces on an FC link track buffer-to-buffer credits. As long as buffer-to-buffer

credits are available, the transmitter continues to send frames. If the number of

buffer-to-buffer credits reaches zero (0), transmission stopsuntil buffer-to-buffer credits

areavailable, as indicatedby the receptionofanR_RDYprimitive. Buffer-to-buffer credits

cancompensate for longcabledistances to limit throughputandpreventbuffer overflow.

However, if frame corruption or errors transmitting R_RDY primitives occur, the

buffer-to-buffer credit counters on the sending and receiving interfaces do not have the

same values. This causes the permanent loss of buffer-to-buffer credits. When credits

are lost, the buffer credit count can decrement to zero and indicate that there is no

available buffer space even if buffer space is actually available. This can result in

unnecessary link idle time.
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To recover lost buffer-to-buffer credits, you can configure a buffer-to-buffer credit state

changenumber (BB_SC_N).BB_SC_Nmustbeconfiguredonbothendsof theconnection.

If only one end of the connection is configured for BB_SC_N, the feature is disabled. The

twodirectly connectedFC interfaces communicate theBB_SC_Nvalueduring fabric login

(FLOGI).

When you enable BB_SC_N on the interfaces on both ends of an FC link, the interfaces

exchangebuffer-to-buffer statechangesend(BB_SCs)andbuffer-to-buffer statechange

receive (BB_SCr) primitives to track thenumber of frames sent and thenumber ofR_RDY

primitives received. The state change number determines the number of frames and

R_RDY primitives the interfaces exchange between consecutive BB_SCn primitives and

betweenconsecutiveBB_SCrprimitives.Thestatechangeprimitives informeach interface

of the other interface’s frame count and R_RDY count states.

The state counters shouldmatch so that each interface knows and agreeswith the other

interface’s state. If the interface at either end of the link detects a discrepancy, it knows

that a frame or an R_RDY primitive was corrupted or dropped.

For example, if a receiving interface has sent two R_RDY primitives but the BB_SCr that

the interface receives fromthesending interfaceonly countsoneR_RDYprimitive received,

it reveals that one R_RDY primitive was not delivered successfully and that one

buffer-to-buffer credit was lost. When one of the interfaces on the link detects a

discrepancy, the interfacescan takecorrectiveactionand recover the lostbuffer-to-buffer

credits.

Enabling the buffer-to-buffer credit recovery feature does not impact buffer resources

and has an insignificant impact on processing resources.

If buffer-to-buffer credit recovery is not used, then when there is no buffer credit on a

port, a timeout and recovery mechanism prevents buffer overflow.

FCoE VLAN Interface to FCoE Devices

Each FC fabric configured on the gateway includes at least one FCoE VLAN interface to

connect the FCoE devices on the FCoEVLAN to the FC switch. (Including the FCoEVLAN

interface and the native FC interfaces in the FC fabric configuration connects them.)

FCoE VLANs can include any Ethernet interface on the switch that is in tagged-access

or trunk mode. The best practice is to configure Ethernet interfaces that belong to FCoE

VLANs in tagged-access port mode.

NOTE: The Ethernet interfaces that connect to FCoE devicesmust include
a native VLAN to transport FIP traffic, because FIP VLAN discovery and
notification frames are exchanged as untagged packets.

FCoEVLANs should carry only FCoE traffic. You should notmix FCoE traffic and standard

Ethernet traffic on the same VLAN.
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NOTE: FCoE VLANs (any VLAN that carries FCoE traffic) support only
Spanning Tree Protocol (STP) and link aggregation group (LAG) Layer 2
features.

Each FCoE VLAN interface can belong to only one FC fabric configured on the gateway.

A gateway FC fabric can havemore than one FCoE VLAN, but each FCoE VLAN in the FC

fabric must belong only to that FC fabric. You can configure more than one FC fabric on

a gateway; each FC fabric must use different FCoE VLAN interfaces to connect to FCoE

devices.

NOTE: Stormcontrolmustbedisabledonall Ethernet interfaces thatbelong
to the FCoE VLAN to prevent FCoE traffic from being dropped.

• Port Mode on page 14

• Disabling Storm Control on FCoE Interfaces on page 15

• NPIV Support on page 16

• VN2VF_Port FIP Snooping on page 16

Port Mode

Youmust explicitly configure the FCoE VLAN interface in F_Port mode. All members of

the FCoE VLAN use the FCoE VLAN interface as the connection to the gateway NP_Port

interfaces and ultimately to the FC switch.

All of the 10-Gigabit Ethernet interfaces that are members of an FCoE VLAN should be

configured as tagged-access port mode interfaces. However, the system also supports

configuring these interfaces in trunk port mode.

BEST PRACTICE: Use tagged-access port mode for Ethernet interfaces that

areconnectedtoconvergednetworkadapters (CNAs) inFCoEaccessdevices.

Use trunk port mode when an Ethernet interface is an interswitch link

(ISL)—that is, when the port is connected to another switch. For example, if
a port is connected to a transit switch that is performing VN2VF_Port FIP
snooping, configure the port in trunkmode and as an FCoE trusted port.

The tagged-access portmodewas not available in JunosOSRelease 11.3 and

earlier releases. In Release 11.3 and earlier, only trunk portmodewas used for

Ethernet interfaces that belong to an FCoE VLAN. Because tagged-access

mode is now available, using trunkmode for interfaces connected to FCoE

CNAs is not recommended.

If an existing configuration uses trunkmode for ports connected to FCoE

CNAs, you can change the port mode to tagged-accesswithout disrupting

traffic. Althoughwe recommendchanging theportmodeof theseports from
trunkmode to tagged-accessmode as a best practice, it is not mandatory.
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New configurations should use tagged-accessmode for interfaces that

connect to FCoE devices.

There are several advantages of configuring Ethernet ports connected to FCoE devices

in tagged-accessmode instead of in trunkmode:

• It is standard practice to configure ISL ports as trunk ports.

• It is standard practice not to configure ports that connect to servers as trunk ports.

• Whenan interface goes down, if that interface is in trunkmode, then the FCoE sessions

on that interface are terminated only after the gateway stops receiving FIP keepalive

messages from the ENode and exceeds 2.5 times the FIP keepalive timeout

advertisement value. If the interface is in tagged-accessmode and the interface goes

down, the gateway sends a FIP message to terminate the sessions on the interface.

• Similarly, if an ENode session moves from one interface to another interface, if the

original interface is in trunkmode, the session is not removed from the interface until

the gateway stops receiving FIP keepalive messages and exceeds 2.5 times the FIP

keepalive advertisement timeout value. But if the interface is in tagged-accessmode,

the gateway detects that the session is no longer on the interface, does not refresh

the FIP keepalive timer, and thus ages out the session.

NOTE: FIP is enabled on the FCoEVLAN,which is a Layer 3 interface. Aswith
other Layer 3 interfaces under Junos OS, when the last member (10-Gigabit
Ethernet interface) of the FCoE VLAN is deleted, the FCoE VLAN interface is
internallymarkedas “down.”WhentheLayer3FCoEVLAN interface ismarked
as “down”, FIP stops runningon it.When the lastmember interface is deleted
from an FCoE VLAN and FIP stops running, the result could be an immediate
timeout for the VN_Ports that were connected on that interface, regardless
of whether the port mode is tagged-access or trunk.

Disabling Storm Control on FCoE Interfaces

Storm control is enabled by default on all interfaces. When a QFX3500 switch or a

QFX3500 Node device is acting as an FCoE-FC gateway, disable storm control on the

QFX3500 switch or QFX3500 Node device, and if desired, enabled it on ports that are

not part of an FCoE-FC gateway VLAN. Storm control is not supported on the FCoE

interfaces of an FCoE-FC gateway VLAN. Configuring storm control on an Ethernet

interface and including that interface in an FCoE-FC gatewaymay have undesirable

effects, including FCoE packet loss.

You can disable storm control in either of two ways:

• Disable storm control on all interfaces, then enable storm control on the interfaces

you want to use storm control. (From the default configuration, you cannot disable

stormcontrol on individual interfacesbecause thedefault configuration enables storm

control on all interfaces, not on individual interfaces.)
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For example, if youwant interfaces xe-0/0/20, xe-0/0/21, and xe-0/0/22 to use storm

control, disable storm control on all interfaces, then enable storm control on those

three interfaces:

1. Disable storm control on all interfaces:

user@switch# delete ethernet-switching-options storm-control interface all

2. Enable storm control on interfaces xe-0/0/20, xe-0/0/21, and xe-0/0/22:

user@switch# set ethernet-switching-options storm-control interface xe-0/0/20
user@switch# set ethernet-switching-options storm-control interface xe-0/0/21
user@switch# set ethernet-switching-options storm-control interface xe-0/0/22

• Disable storm control for all unknown unicast traffic on all interfaces by including the

following statement in your configuration:

user@switch# setethernet-switching-optionsstorm-control interfaceallno-unknown-unicast

NPIV Support

The gateway supports FCoE device NPIV. For example, a single physical FCoE device can

havemultiple virtual machines running on it. Each virtual machine can instantiate a

separate virtual connection to the gateway, which results in its own virtual link to the FC

switch. In this way, an FCoE device can havemultiple separate connections to the FC

SAN on a single physical port.

This is similar to the NPIV function the gateway performs with the FC switch to support

multiple virtual FCoE device connections on one physical NP_Port.

The gateway presents multiple VF_Port interfaces on each FCoE VLAN interface to

support the requirement for unique, secure virtual links.

VN2VF_Port FIP Snooping

The FCoE-facing ports that belong to an FCoE VLAN on a gateway are enabled for

VN2VF_Port FIP snooping automatically. You can disable VN2VF_Port FIP snooping on

any individual interface by configuring it as a trusted interface.

Assigning Interfaces to a Fibre Channel Fabric

You assign at least one FCoE VLAN interface and at least one native FC interface to each

FC fabric you configure on the gateway. All of the interfaces that belong to an FC fabric

must resideon the samegatewaydevice. Interfacesondifferent gateways cannot belong

to the same FC fabric, because an FC fabric is local to a single gateway device.

Deleting a Fibre Channel Interface

To delete an FC interface or an FCoE VLAN interface, youmust delete the interface from

the fabric first and then delete the interface from the switch.

Related
Documentation

Understanding FCoE-FC Gateway Benefits on page 5•

• Example: Setting Up Fibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway

Fabric on page 17
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Example: SettingUpFibre Channel and FCoEVLAN Interfaces in an FCoE-FCGateway
Fabric

To transmit Fibre Channel (FC) traffic between FCoE devices and a storage area network

(SAN) FC switch, you configure a local FC fabric on the gateway. The gateway FC fabric

includes FCoE and native FC interfaces, and a VLAN to carry FCoE traffic from

FCoE-capabledevices.ThegatewayFCfabriccreates thepathbetweentheFCoEdevices

and the SAN.

This example describes how to configure the interfaces, VLAN, and FC fabric to connect

FCoE devices to the FC switch and route traffic between the VLAN and FC interfaces:

• Requirements on page 17

• Overview on page 17

• Configuration on page 21

Requirements

This example uses the following hardware and software components:

• Aconfigured and provisioned Juniper NetworksQFX3500Switch to act as an FCoE-FC

gateway

• FCoE-capable devices in an Ethernet network equipped with converged network

adapters (CNAs)

• An FC switch to transmit and receive native FC traffic

• FC storage devices in the SAN

• Junos OS Release 11.1 or later for the QFX Series

NOTE: Thisconfigurationexamplehasbeentestedusing thesoftware release
listed and is assumed to work on all later releases.

Overview

No interfacesareconfigured for FCnetworkconnectivitybydefault. Youneed toconfigure

the FC fabric and its interfaces explicitly. Each FC fabric consists of a combination of at

least one FCoE VLAN interface between the FCoE-FC gateway and the FCoE devices,

and one or more native FC interfaces between the FCoE-FC gateway and the FC switch.

An FCoE VLAN interface connects the FCoE-FC gateway to FCoE devices. FCoE traffic

between the devices and the FCoE-FC gateway requires a dedicated VLAN used only for

FCoE traffic. Youcannotmix standardEthernet trafficandFCoE trafficon theFCoEVLAN.
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NOTE: IGMP snooping is not supported on FCoE VLANs. Disable IGMP
snooping on FCoE VLANs.

Disable stormcontrol onall Ethernet interfaces thatbelong to theFCoEVLAN
to prevent FCoE traffic from being dropped. Configuring storm control on an
Ethernet interface and including that interface in an FCoE-FC gatewaymay
have undesirable effects, including FCoE packet loss. After disabling storm
control on all interfaces, enable storm control on any interfaces that are not
part of an FCoE-FC gateway on which you want to use storm control.

When FCoE frames enter the FCoE-FC gateway, the gateway:

1. Strips the Ethernet encapsulation from the FCoE frames.

2. Sends the resulting native FC frames to the FC switch through the gateway’s native

FC interfaces.

Each FC interface and FCoE VLAN interface can belong to only one FC fabric. Different

FC fabrics must use different native FC interfaces and different FCoE VLAN interfaces.

Multiple FC fabrics on the FCoE-FC gateway can connect to the same FC switch, but

they must use different FC interfaces and different FCoE VLAN interfaces.

The Ethernet interfaces that belong to the FCoE VLAN should be configured in

tagged-accessportmodeandmust include thenativeVLANbecauseFIPVLANdiscovery

and notification frames are exchanged as untagged packets. These Ethernet interfaces

require amaximum transmission unit (MTU) size of at least 2180bytes to accommodate

the FC payload and FCoE encapsulation. (Sometimes the MTU is rounded up to 2500

bytes. If larger frames are expected on the interface, set the MTU size accordingly.)

This example shows a simple configuration to illustrate the basic steps for creating:

• The FCoE-device-facing VLAN and its 10-Gigabit Ethernet interfaces

• The VLAN interface

• The FC-switch-facing native FC interfaces

• One FC fabric on the FCoE-FC gateway

Configuring these elements results in traffic being routed between the VLAN and FC

interfaces, thus connecting the FCoE devices to the FC switch through the FCoE-FC

gateway.

A VLAN called blue transports FCoE traffic between FCoE devices and the FCoE-FC

gateway using an FCoE VLAN interface called vlan.100. The FCoE-FC gateway’s vlan.100

interface presents an F_Port interface to the FCoE devices on the VLAN. For each FCoE

device ENode that logs in to the FCoE-FC gateway, the gateway instantiates a virtual

F_Port (VF_Port) interface. This creates a virtual link between the ENode VN_Port and

the FCoE-FC gateway. The FCoE-FC gateway’s native FC interfaces transport FC traffic

between the gateway and the FC switch.
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Configuring both the FCoE VLAN interface and the native FC interfaces as part of a

gateway fabric associates them in the switch andmakes the connection between the

FCoE servers and the FC switch.

Topology

The topology for this example consists of one QFX3500 switch with FC-capable ports

to connect to the FC switch and with Ethernet ports in tagged-access mode to connect

to the FCoE devices. Table 1 on page 19 and Figure 1 on page 20 show the configuration

components of this example.

Table 1: Components of the Fibre Channel Interface Configuration Topology

SettingsProperty

QFX3500 switch in gatewaymodeSwitch hardware

blue, tag 100

IGMP snooping disabled on the FCoE VLAN.

FCoE VLAN name and tag ID

Interfaces: xe-0/0/6, xe-0/0/7, xe-0/0/8, xe-0/0/9, xe-0/0/10,
xe-0/0/11
Port mode: tagged-access
MTU: 2180
Native VLAN: 1

NOTE: You can bundle two or more of the VLAN interfaces in a link
aggregation group (LAG) if you wish.

NOTE: FCoEVLANs (any VLAN that carries FCoE traffic) support only
Spanning TreeProtocol (STP) and link aggregation group (LAG) Layer
2 features.

NOTE: This example disables storm control on all interfaces. In your
configuration, explicitly enable storm control on interfaces on which
youwant tousestormcontrol.ConfiguringstormcontrolonanEthernet
interface and including that interface in an FCoE-FC gatewaymay
have undesirable effects, including FCoE packet loss.

Interfaces in VLAN blue

vlan.100
Port mode: f-port

FCoE VLAN interface

Interfaces: fc-0/0/0, fc-0/0/1, fc-0/0/2, fc-0/0/3, fc-0/0/4, fc-0/0/5
Port mode: np-port
Speed: 4 Gbps

Native Fibre Channel interfaces

Fabric type: proxy
Fabric ID: 1
FC interfaces: fc-0/0/0, fc-0/0/1, fc-0/0/2, fc-0/0/3, fc-0/0/4,
fc-0/0/5

Fibre Channel fabric fcproxy1
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Figure 1: Fibre Channel Interface Configuration Topology
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This configuration example creates a VLAN for FCoE traffic and routes its traffic to an

FCoEVLAN interface that is part of the FC fabric. It also creates the FC interfaces needed

to connect to the FC switch.

To set up FC interfaces and FCoE VLAN interfaces:

• Configure a VLAN to use as a dedicated FCoE VLAN:

• Configure the interfaces the FCoE VLAN uses as Ethernet switching interfaces in

tagged-access port mode.

• Disable storm control on the interfaces.

• Configure the interfaces the FCoE VLAN uses with the native VLAN.

• Configure the FCoE VLAN to use the desired Ethernet interfaces.

• Disable IGMP snooping on the FCoE VLAN. (IGMP snooping is enabled by default on

all VLANs, but is not supported on FCoE VLANs).

• Configure the FCoE VLAN interface.

• Define the interface for the FCoE VLAN (associate the VLANwith the FCoE VLAN

interface).

• Configure the physical FC interfaces (either one or two 6-port blocks) that connect to

the FC switch.

• Configure the logical FC interfaces that connect to the FC switch.

• Configure the FCoE-FC gateway fabric:

• Configure the fabric ID.

• Configure the fabric as a proxy fabric.

• Add the FCoE VLAN interface and the native FC interfaces to the fabric.
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To keep the example simple, the configuration steps show six Ethernet interfaces in the

FCoE VLAN and six native FC interfaces in the FC fabric. Use the same configuration

procedure to addmore interfaces to the FCoE VLAN or to the FC fabric.

Configuration

CLI Quick
Configuration

To quickly configure FCoE and native FC interfaces on an FCoE-FC gateway and route

traffic between the FCoE VLAN and FC interfaces, copy the following commands and

paste them into the switch terminal window:

[edit]
set vlans blue vlan-id 100
set vlans native vlan-id 1
set interfaces xe-0/0/6 unit 0 family ethernet-switching port-mode tagged-access vlan
members blue

set interfaces xe-0/0/7 unit 0 family ethernet-switching port-mode tagged-access vlan
members blue

set interfaces xe-0/0/8 unit 0 family ethernet-switching port-mode tagged-access vlan
members blue

set interfaces xe-0/0/9 unit 0 family ethernet-switching port-mode tagged-access vlan
members blue

set interfaces xe-0/0/10unit0 family ethernet-switchingport-mode tagged-access vlan
members blue

set interfaces xe-0/0/11 unit 0 family ethernet-switching port-mode tagged-access vlan
members blue

set interfaces xe-0/0/6 unit 0 family ethernet-switching native-vlan-id 1
set interfaces xe-0/0/7 unit 0 family ethernet-switching native-vlan-id 1
set interfaces xe-0/0/8 unit 0 family ethernet-switching native-vlan-id 1
set interfaces xe-0/0/9 unit 0 family ethernet-switching native-vlan-id 1
set interfaces xe-0/0/10 unit 0 family ethernet-switching native-vlan-id 1
set interfaces xe-0/0/11 unit 0 family ethernet-switching native-vlan-id 1
set interfaces xe-0/0/6mtu 2180
set interfaces xe-0/0/7mtu 2180
set interfaces xe-0/0/8mtu 2180
set interfaces xe-0/0/9mtu 2180
set interfaces xe-0/0/10mtu 2180
set interfaces xe-0/0/11 mtu 2180 delete ethernet-switching-options storm-control
interface all

set vlans blue interface xe-0/0/6.0
set vlans blue interface xe-0/0/7.0
set vlans blue interface xe-0/0/8.0
set vlans blue interface xe-0/0/9.0
set vlans blue interface xe-0/0/10.0
set vlans blue interface xe-0/0/11.0
set protocols igmp-snooping vlan blue disable
set interfaces vlan unit 100 family fibre-channel port-mode f-port
set vlans blue l3-interface vlan.100
set chassis fpc 0 pic 0 fibre-channel port-range 0 5
set interfaces fc-0/0/0 unit 0 family fibre-channel port-mode np-port
set interfaces fc-0/0/1 unit 0 family fibre-channel port-mode np-port
set interfaces fc-0/0/2 unit 0 family fibre-channel port-mode np-port
set interfaces fc-0/0/3 unit 0 family fibre-channel port-mode np-port
set interfaces fc-0/0/4 unit 0 family fibre-channel port-mode np-port
set interfaces fc-0/0/5 unit 0 family fibre-channel port-mode np-port
set interfaces fc-0/0/0 fibrechannel-options speed 4g
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set interfaces fc-0/0/1 fibrechannel-options speed 4g
set interfaces fc-0/0/2 fibrechannel-options speed 4g
set interfaces fc-0/0/3 fibrechannel-options speed 4g
set interfaces fc-0/0/4 fibrechannel-options speed 4g
set interfaces fc-0/0/5 fibrechannel-options speed 4g
set fc-fabrics fcproxy1 fabric-id 1
set fc-fabrics fcproxy1 fabric-type proxy
set fc-fabrics fcproxy1 interface vlan.100
set fc-fabrics fcproxy1 interface fc-0/0/0.0
set fc-fabrics fcproxy1 interface fc-0/0/1.0
set fc-fabrics fcproxy1 interface fc-0/0/2.0
set fc-fabrics fcproxy1 interface fc-0/0/3.0
set fc-fabrics fcproxy1 interface fc-0/0/4.0
set fc-fabrics fcproxy1 interface fc-0/0/5.0

Step-by-Step
Procedure

Configure FCoE and FC interfaces in an FCoE-FC gateway FC fabric and set up traffic

routing between the FCoE VLAN and FC interfaces:

1. Configure the VLAN for FCoE traffic:

[edit vlans]
user@switch# set blue vlan-id 100

2. Configure the native VLAN:

[edit vlans]
user@switch# set native vlan-id 1

3. Configure the Ethernet interfaces for the FCoE VLAN in tagged-access mode and

asmembers of the FCoE VLAN (VLAN blue):

[edit interfaces]
user@switch# set xe-0/0/6 unit 0 family ethernet-switching port-mode
tagged-access vlanmembers blue

user@switch# set xe-0/0/7 unit 0 family ethernet-switching port-mode
tagged-access vlanmembers blue

user@switch# set xe-0/0/8 unit 0 family ethernet-switching port-mode
tagged-access vlanmembers blue

user@switch# set xe-0/0/9 unit 0 family ethernet-switching port-mode
tagged-access vlanmembers blue

user@switch# set xe-0/0/10 unit 0 family ethernet-switching port-mode
tagged-access vlanmembers blue

user@switch# set xe-0/0/11 unit 0 family ethernet-switching port-mode
tagged-access vlanmembers blue

4. Configure the native VLAN on the Ethernet interfaces in the FCoE VLAN:

[edit interfaces]
user@switch# set xe-0/0/6 unit 0 family ethernet-switching native-vlan-id 1
user@switch# set xe-0/0/7 unit 0 family ethernet-switching native-vlan-id 1
user@switch# set xe-0/0/8 unit 0 family ethernet-switching native-vlan-id 1
user@switch# set xe-0/0/9 unit 0 family ethernet-switching native-vlan-id 1
user@switch# set xe-0/0/10 unit 0 family ethernet-switching native-vlan-id 1
user@switch# set xe-0/0/11 unit 0 family ethernet-switching native-vlan-id 1

5. Set the MTU to 2180 for each Ethernet interface:

[edit interfaces]
user@switch# set xe-0/0/6mtu 2180
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user@switch# set xe-0/0/7mtu 2180
user@switch# set xe-0/0/8mtu 2180
user@switch# set xe-0/0/9mtu 2180
user@switch# set xe-0/0/10mtu 2180
user@switch# set xe-0/0/11 mtu 2180

6. Disable storm control on all interfaces (afterward, be sure to enable storm control

on any interfaces on which you want to use storm control):

user@switch# delete ethernet-switching-options storm-control interface all

7. Assign the Ethernet interfaces to the FCoE VLAN:

[edit vlans blue interface]
user@switch# set xe-0/0/6.0
user@switch# set xe-0/0/7.0
user@switch# set xe-0/0/8.0
user@switch# set xe-0/0/9.0
user@switch# set xe-0/0/10.0
user@switch# set xe-0/0/11.0

8. Disable IGMP snooping on the FCoE VLAN:

[edit protocols]
user@switch# set igmp-snooping vlan blue disable

9. Configure the FCoE VLAN interface and port mode for the FCoE traffic:

[edit interfaces]
user@switch# set vlan unit 100 family fibre-channel port-mode f-port

10. Define the FCoE VLAN interface as the interface for the FCoE VLAN:

[edit vlans]
user@switch# set blue l3-interface vlan.100

11. Configure the physical FC interfaces the fabric uses to connect to the FC switch:

[edit chassis fpc 0 pic 0]
user@switch# set fibre-channel port-range 0 5

NOTE: When you configure ports as FC ports, the port designation
changes from xe-n/n/n.n format to fc-n/n/n.n format to indicate that

the interface is an FC interface. FC interfaces do not support 10-Gbps
interface speed but instead conform to FC interface speeds of 2 Gbps,
4 Gbps, or 8 Gbps.

12. Configure the native FC interfaces and port mode:

[edit interfaces]
user@switch# set fc-0/0/0 unit 0 family fibre-channel port-mode np-port
user@switch# set fc-0/0/1 unit 0 family fibre-channel port-mode np-port
user@switch# set fc-0/0/2 unit 0 family fibre-channel port-mode np-port
user@switch# set fc-0/0/3 unit 0 family fibre-channel port-mode np-port
user@switch# set fc-0/0/4 unit 0 family fibre-channel port-mode np-port
user@switch# set fc-0/0/5 unit 0 family fibre-channel port-mode np-port

13. Configure the native FC interface port speed:

[edit interfaces]
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user@switch# set fc-0/0/0 fibrechannel-options speed 4g
user@switch# set fc-0/0/1 fibrechannel-options speed 4g
user@switch# set fc-0/0/2 fibrechannel-options speed 4g
user@switch# set fc-0/0/3 fibrechannel-options speed 4g
user@switch# set fc-0/0/4 fibrechannel-options speed 4g
user@switch# set fc-0/0/5 fibrechannel-options speed 4g

14. Configure the FC fabric name and unique ID:

[edit fc-fabrics]
user@switch# set fcproxy1 fabric-id 1

15. Define the FC fabric as an FCoE-FC gateway:

[edit fc-fabrics]
user@switch# set fcproxy1 fabric-type proxy

16. Assign the FCoE VLAN interface to the fabric:

[edit fc-fabrics]
user@switch# set fcproxy1 interface vlan.100

17. Assign the native FC interfaces to the fabric:

[edit fc-fabrics]
user@switch# set fcproxy1 interface fc-0/0/0.0
user@switch# set fcproxy1 interface fc-0/0/1.0
user@switch# set fcproxy1 interface fc-0/0/2.0
user@switch# set fcproxy1 interface fc-0/0/3.0
user@switch# set fcproxy1 interface fc-0/0/4.0
user@switch# set fcproxy1 interface fc-0/0/5.0

Verification

Toverify that thenative FC interfacesandFCoEVLAN interfacehavebeencreated, added

to the FC fabric, and are operating properly, perform these tasks:

• Verifying That the Native FC Interfaces and the FCoE VLAN Interface Have Been

Created on page 24

• Verifying That the FCoE VLAN Includes the Correct Ethernet Interfaces on page 25

• Verifying That the FC Fabric Includes the Correct Interfaces on page 26

• Verifying Native FC Interface Operation on page 26

• Verifying That IGMP Snooping Has Been Disabled on the FCoE VLAN on page 27

Verifying That theNative FC Interfaces and the FCoEVLAN InterfaceHaveBeenCreated

Purpose Verify that the six native FC interfaces and the FCoE VLAN interface have been created

on the switch and are configured in the correct mode.

Action Listall of theFC interfacesconfiguredon theswitchusing the showfibre-channel interfaces

command:

user@switch> show fibre-channel interfaces
                         Native             Config  Oper
Interface    Idx   Type  Fabric-id    NPIV  Mode    Mode    State 
fc-0/0/0.0   70    FC    1            YES   NP      NP      up
fc-0/0/1.0   71    FC    1            YES   NP      NP      up
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fc-0/0/2.0   72    FC    1            YES   NP      NP      up
fc-0/0/3.0   73    FC    1            YES   NP      NP      up
fc-0/0/4.0   74    FC    1            YES   NP      NP      up
fc-0/0/5.0   75    FC    1            YES   NP      NP      up
vlan.100     67    FCOE  1            YES   F       F       up

Meaning The showfibre-channel interfaces command lists all native FC interfaces and FCoEVLAN

interfaces configured on the switch. The command output shows that the FC interfaces

fc-0/0/0.0, fc-0/0/1.0, fc-0/0/2.0, fc-0/0/3.0, fc-0/0/4.0, and fc-0/0/5.0 have been

created and that those six interfaces:

• Are native Fibre Channel interfaces (type FC).

• Belong to the FC fabric with a configured fabric ID of 1.

• Are capable of N_Port ID virtualization (NPIV).

• Have a configuredmode and an operationalmode of proxy N_Port (NP), whichmeans

that they should be connected to an FCF or an FC switch, not to an FCoE device, and

that they carry native FC traffic.

• Show an operational state of up.

Thecommandoutputalsoshows that theFCoEVLAN interfacevlan.100hasbeencreated

and that interface:

• Is an FCoE VLAN interface (type FCOE).

• Belongs to the FC fabric with a configured fabric ID of 1.

• Is capable of N_Port ID virtualization (NPIV).

• Has a configuredmode and an operational mode of F_Port (F), which means that its

interfaces connect to FCoE devices and carry FCoE traffic.

• Shows an operational state of up.

Verifying That the FCoE VLAN Includes the Correct Ethernet Interfaces

Purpose Verify that the FCoE VLAN blue has been created with the correct VLAN tag (100) and

with the correct Ethernet interfaces.

Action List all of the interfaces configured on the switch in VLAN blue using the show vlans

command:

user@switch> show vlans blue
Name           Tag     Interfaces
blue           100
                       xe-0/0/6.0, xe-0/0/7.0, xe-0/0/8.0, xe-0/0/9.0, xe-0/0/10.0

                       xe-0/0/11.0

Meaning The show vlans blue command lists the interfaces that are members of the FCoE VLAN

blue. The command output shows that the blue VLAN has a tag ID of 100 and includes

the interfaces xe-0/0/6.0, xe-0/0/7.0, xe-0/0/8.0, xe-0/0/9.0, xe-0/0/10.0, and

xe-0/0/11.0.
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Verifying That the FC Fabric Includes the Correct Interfaces

Purpose Verify that the FC fabric configuration is configured on the switch with the correct native

FC and FCoE VLAN interfaces.

Action Listall of the interfacesconfiguredonFC fabricson theswitchusing the showfibre-channel

fabric command:

user@switch> show fibre-channel fabric
Name           Fabric-id     Type     Interfaces
fcproxy1       1             PROXY  
                                      fc-0/0/0.0
                                      fc-0/0/1.0
                                      fc-0/0/2.0
                                      fc-0/0/3.0
                                      fc-0/0/4.0
                                      fc-0/0/5.0
                                      vlan.100

Meaning The show fibre-channel fabric command lists the interfaces that are members of each

FC fabric. The command output shows that the only fabric configured on the switch is

named fcproxy1, has a fabric-id of 1, and is a proxy fabric in an FCoE-FC gateway. The

command output also shows that the native FC interfaces fc-0/0/0.0, fc-0/0/1.0,

fc-0/0/2.0, fc-0/0/3.0, fc-0/0/4.0, and fc-0/0/5.0, and theFCoEVLAN interface vlan.100

belong to fcproxy1.

Verifying Native FC Interface Operation

Purpose Verify that the native FC interfaces are online and display the number of FC sessions on

each interface.

Action List all of the native FCNP_Port interface states and sessions by FC fabric using the show

fibre-channel proxy np-port command:

user@switch> show fibre-channel proxy np-port
Fabric: fcproxy1, Fabric-id: 1
NP-Port     State              Sessions       LB state   LB weight
fc-0/0/0.0  online             3              ON         4         
fc-0/0/1.0  online             3              ON         4         
fc-0/0/2.0  online             2              ON         4
fc-0/0/3.0  online             2              ON         4
fc-0/0/4.0  online             2              ON         4
fc-0/0/5.0  online             2              ON         4

Meaning The show fibre-channel proxy np-port command lists the interfaces that are configured

as native FC proxy N_Port interfaces. The command output shows:

• The fabric name is fcproxy1 and its fabric ID is 1.

• The interfaces are online.

• The number of FC sessions (virtual links) running on each interface.

• The load-balancing (LB) state isON for all of the interfaces.

• The LB weight reflects the port speed of each interface, which is 4 Gbps.
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Verifying That IGMP Snooping Has Been Disabled on the FCoE VLAN

Purpose Verify that IGMP snooping is disabled on the FCoE VLAN.

Action List the IGMP snooping protocol information for the FCoE VLAN using the show

configuration protocols igmp-snooping vlan blue command:

user@switch> show configuration protocols igmp-snooping vlan blue
    disable;

Meaning The show configuration protocols igmp-snooping vlan blue command lists the IGMP

snooping configuration for the FCoE VLAN. The command output shows that IGMP

snooping is disabled on the FCoE VLAN.

Results

Display the results of the configuration:

user@switch> show configuration
fc-0/0/0 {
fibrechannel-options {
speed 4g;

}
unit 0 {
family fibre-channel {
port-mode np-port;

}
}

}
fc-0/0/1 {
fibrechannel-options {
speed 4g;

}
unit 0 {
family fibre-channel {
port-mode np-port;

}
}

}
fc-0/0/2 {
fibrechannel-options {
speed 4g;

}
unit 0 {
family fibre-channel {
port-mode np-port;

}
}

}
fc-0/0/3 {
fibrechannel-options {
speed 4g;

}
unit 0 {
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family fibre-channel {
port-mode np-port;

}
}

}
fc-0/0/4 {
fibrechannel-options {
speed 4g;

}
unit 0 {
family fibre-channel {
port-mode np-port;

}
}

}
fc-0/0/5 {
fibrechannel-options {
speed 4g;

}
unit 0 {
family fibre-channel {
port-mode np-port;

}
}

}
xe-0/0/6 {
mtu 2180;
unit 0 {
family ethernet-switching {
port-mode tagged-access;
vlan {
members blue;

}
native-vlan-id 1;

}
}

}
xe-0/0/7 {
mtu 2180;
unit 0 {
family ethernet-switching {
port-mode tagged-access;
vlan {
members blue;

}
native-vlan-id 1;

}
}

}
xe-0/0/8 {
mtu 2180;
unit 0 {
family ethernet-switching {
port-mode tagged-access;
vlan {
members blue;
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}
native-vlan-id 1;

}
}

}
xe-0/0/9 {
mtu 2180;
unit 0 {
family ethernet-switching {
port-mode tagged-access;
vlan {
members blue;

}
native-vlan-id 1;

}
}

}
xe-0/0/10 {
mtu 2180;
unit 0 {
family ethernet-switching {
port-mode tagged-access;
vlan {
members blue;

}
native-vlan-id 1;

}
}

}
xe-0/0/11 {
mtu 2180;
unit 0 {
family ethernet-switching {
port-mode tagged-access;
vlan {
members blue;

}
native-vlan-id 1;

}
}

}
vlan {
unit 100 {
family fibre-channel {
port-mode f-port;

}
}

}
fc-fabrics {
fcproxy1 {
fabric-id 1
fabric-type proxy
interface {
vlan.100
fc-0/0/0.0;
fc-0/0/1.0;
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fc-0/0/2.0;
fc-0/0/3.0;
fc-0/0/4.0;
fc-0/0/5.0;

}
}

}
protocols {
igmp-snooping {
vlan blue {
disable;

}
}

}
vlans {
blue {
vlan-id 100
interface {
xe-0/0/6.0;
xe-0/0/7.0;
xe-0/0/8.0;
xe-0/0/9.0;
xe-0/0/10.0;
xe-0/0/11.0;

}
l3-interface vlan.100

}
native {
vlan-id 1;

}
}

TIP: To quickly configure the interfaces, issue the loadmerge terminal

command and then copy the hierarchy and paste it into the switch terminal
window.

Related
Documentation

• Understanding FCoE-FC Gateway Benefits on page 5

• Understanding Interfaces on an FCoE-FC Gateway on page 6
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