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Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at http://www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

• SRX5800

• SRX5600

• SRX5400

• SRX1500

• SRX550M

• SRX345

• SRX340

• SRX320
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• SRX300

• SRX Series

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.

If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.

Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete
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Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xxiv defines notice icons used in this guide.
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Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xxiv defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can provide feedback by using either of the following

methods:

• Online feedback rating system—On any page of the Juniper Networks TechLibrary site

athttp://www.juniper.net/techpubs/index.html, simply click the stars to rate thecontent,

and use the pop-up form to provide us with information about your experience.

Alternately, you can use the online feedback form at

http://www.juniper.net/techpubs/feedback/.
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• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need post-sales technical support,

you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

http://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).
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For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html.
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PART 1

Overview

• Introduction to User Authentication on page 3
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CHAPTER 1

Introduction to User Authentication

• Understanding User Authentication for Security Devices on page 3

• Understanding the Three-Tiered User Firewall Features on page 3

Understanding User Authentication for Security Devices

Firewall user authentication lets you define firewall users and create policies that require

the users to authenticate themselves through one of two authentication schemes:

pass-through authentication or web authentication.

User role firewall policies can be integrated with firewall authentication both to

authenticate users and to retrieve username and role information. The information is

mapped to the IP address of the traffic, stored in the firewall authentication table, and

used for user role firewall policy enforcement.

Infranet authentication occurs when an SRX Series device acts as an Infranet Enforcer

for an IC Series device. You deploy the Infranet Enforcer in front of the servers and

resources that you want to protect. Authentication occurs on the IC Series device and

providespolicies to theEnforcer todeterminewhether or not toallowanendpoint access

to protected resources.

Understanding the Three-Tiered User Firewall Features

Juniper Networks offers three tiers of user firewall. The three features have different

characteristics that are appropriate in different environments. Figure 1 on page 4

illustrates the relative security level of the three tiers. Table 3 on page 4 compares them

to help you decide which best suits your implementation.
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Figure 1: Three-Tiered User Firewall Features

Table 3 on page 4 describes the basic differences among the three features.

Table 3: Comparison of User Firewall Features

Unified Access Control
(UAC) Network Access
Control (NAC)

User Role FirewallIntegrated User Firewall

End-to-end–Authenticates
the user down to the access
level where user connects,
whether wired or wireless.

Active
authentication–Queries the
client.

Passiveauthentication–Does
not interact with client
directly; polls the Active
Directory for login
information.

Authentication

Deterministic–User is
identified.

Deterministic–User is
identified.

Best effort.Extent of Authentication

Enforced at access (switch or
WiFi) and firewall.

Enforced at firewall.Enforced at firewall.Where Enforced

SRX Series and MAG SeriesSRX Series and MAG SeriesSRX SeriesDevices Needed

• Large-scale deployment

• Interface for Metadata
Access Points (IF-MAP)
federation

• Security-conscious
environments

• Scales up to 50,000 users

• Needs visibility into who is
accessing the SRX Series

• Small-to-mediumbusiness

• Low-scale deployment

Ideal Environments

• You can upgrade to a higher tier if you choose. From integrated user firewall, simply

add the MAG Series to get user role firewall. From there, add licenses to get full UAC

NAC.

• The three offerings provide maximum flexibility; they are supported on all SRX Series

hardware platforms.
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Related
Documentation

• Overview of Integrated User Firewall on page 141

• Understanding User Role Firewalls
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PART 2

Configuring Firewall User Authentication

• Understanding Firewall Authentication on page 9

• Configuring Encrypted Files Using SSL Proxy on page 13

• Configuring Pass-Through Authentication on page 35

• ConfiguringWeb Authentication on page 51

• Configuring External Authentication Servers on page 65

• Configuring Client Groups on page 79

• Customizing the Firewall Authentication Banner on page 83
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CHAPTER 2

Understanding Firewall Authentication

• Firewall User Authentication Overview on page 9

• Obtaining Username and Role Information Through Firewall Authentication on page 11

Firewall User Authentication Overview

A firewall user is a network user whomust provide a username and password for

authentication when initiating a connection across the firewall. Junos OS enables

administrators to restrict andpermit firewall users toaccessprotected resources (different

zones) behind a firewall based on their source IP address and other credentials.

JunosOS also supports the administrator and Point-to-Point Protocol (PPP) user types.

NOTE: Starting in Junos OS Release 12.1X44-D10, HTTPS-based
authentication is introduced on high-end SRX Series Services Gateways.
Starting in Junos OS Release 15.1X49-D40, HTTPS-based authentication is
introduced on vSRX, SRX300, SRX320, SRX340, SRX345, SRX550M, and
SRX1500 Services Gateways.

After you define firewall users, you can create a policy that requires the users to

authenticate themselves through one of three authentication schemes:

• Pass-throughauthentication—Ahostorauser fromonezone tries toaccess resources

on another zone. Youmust use an FTP client, a Telnet client, an HTTP client, or an

HTTPS client to access the IP address of the protected resource and to get

authenticated by the firewall. The device uses FTP, Telnet, HTTP, or HTTPS to collect

username and password information, and subsequent traffic from the user or host is

allowed or denied based on the result of this authentication. When the device is using

anHTTPS server, and after the authentication is done, the subsequent traffic from the

user is always terminated whether the authentication is successful or not.

• Pass-throughwith web-redirect authentication—This authentication scheme is for
HTTP and HTTPS. when firewall authentication is performed using the pass-through

authenticationschemeforHTTPandHTTPsclients, theweb-redirect featureoptionally,

redirects HTTP or HTTPS requests to the device's internal webserver by sending a

redirect HTTP or HTTPS response to the client system to reconnect to the webserver
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for userauthentication.The interfaceonwhich theclient’s requestarrived is the interface

to which the request is redirected.

Using this feature allows for a richer user login experience. For example. instead of a

popup prompt asking for username and password, users can get the login page in a

browser. Enablingweb-redirect has the same effect as users typing theWeb

authentication IP address in a client browser. Usingweb-redirect provides amore

seamless authentication experience because users do not need to know theWeb

authentication IP address but only the IP address of the resource they are trying to

access. After the user has been authenticated this way, traffic from user's IP address

is authenticated to go through theweb-redirectmethod.

When you web-redirect, you http or https the destination url, the authentication page

prompts you after successful authentication.

A message is displayed to inform you about the successful authentication. After

successful authentication, the browser launches your original destinationURLwithout

your needing to retype the URL.

The following message is displayed:

Redirecting to the original url, please wait

• Web authentication—Users try to connect, using HTTP or HTTPS, to an IP address on

thedevice that is enabled forWebauthentication; in this scenario, youdonotuseHTTP

or HTTPS to get to the IP address of the protected resource. You are prompted for the

username and password that are verified by the device. Subsequent traffic from the

user or host to the protected resource is allowed or denied based on the result of this

authentication.

Release History Table DescriptionRelease

Starting in Junos OS Release 15.1X49-D40, HTTPS-based authentication is
introduced on vSRX, SRX300, SRX320, SRX340, SRX345, SRX550M, and
SRX1500 Services Gateways.

15.1X49-D40

Starting in Junos OS Release 12.1X44-D10, HTTPS-based authentication is
introduced on high-end SRX Series Services Gateways.

12.1X44-D10

Related
Documentation

Understanding Pass-Through Authentication on page 35•

• UnderstandingWeb Authentication on page 51

• Understanding External Authentication Servers on page 65

• Configuring SSL Proxy on page 23
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Obtaining Username and Role Information Through Firewall Authentication

User role firewall policies can be integrated with firewall authentication both to

authenticate users and to retrieve username and role information. The information is

mapped to the IP address of the traffic, stored in the firewall authentication table, and

used for user role firewall policy enforcement.

The following CLI statements configure firewall authentication for user role firewall

enforcement.

1. If not already established, define the access profile to be used for firewall

authentication. You can skip this step if an existing access profile provides the client

data needed for your implementation.

The access profile is configured in the [edit access profile] hierarchy as with other

firewall authentication types. It defines clients as firewall users and the passwords

that provide them access. Use the following command to define a profile and add

client names and passwords for firewall authentication.

set access profile profile-name client client-name firewall-user password pwd

2. If HTTPS traffic is expected, define the access profile to be used for SSL termination

services. You can skip this step if an existing SSL termination profile provides the

services needed for your implementation.

The SSL termination profile is configured in the [edit services ssl] hierarchy.

set services ssl termination profile ssl-profile-name server-certificate certificate-type

3. Enable the firewall authentication table as an authentication source.

set security user-identification authentication-source firewall-authentication priority
priority

The priority value determines the sequence in which authentication sources are

checked. The default value is 150 for the firewall authentication table. (It is 100 for

the local authentication table and 200 for the Unified Access Control (UAC)

authentication table.) By default, the local authentication table is checked first, the

firewall authentication table is next, and the UAC authentication table is third if it is

enabled. You can change this sequence by changing the priority value of one or more

of the tables.

4. Configure policies that permit traffic for user firewall authentication.

edit security policies from-zone zone to-zone zone policy policy-name
set match source-identity unauthenticated-user
set then permit firewall-authentication user-firewall access-profile profile-name
ssl-termination-profile profile-name

When unauthenticated traffic is permitted for firewall authentication, the user is

authenticated based on the access profile configured in this statement. The

ssl-termination-profile option is needed only for HTTPS traffic.

By specifying the authentication type user-firewall, the firewall authentication table

is propagated with the IP address, the username, and any group names associated

with theauthenticateduser. (Groupnames fromfirewall authenticationare interpreted
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as roles by the user role firewall.) Any further traffic from this IP address will match

the IP address in the firewall authentication table, and not require authentication. The

associated usernameand roles are retrieved from the table for use as potentialmatch

criteria in subsequent security policies.

Related
Documentation

• Understanding the User Identification Table
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CHAPTER 3

Configuring Encrypted Files Using SSL
Proxy

• SSL Proxy Overview on page 13

• Configuring SSL Proxy on page 23

• Enabling Debugging and Tracing for SSL Proxy on page 33

SSL Proxy Overview

Secure Sockets Layer (SSL) is an application-level protocol that provides encryption

technology for the Internet. SSL, also called Transport Layer Security (TLS), ensures the

secure transmission of data between a client and a server through a combination of

privacy, authentication, confidentiality, and data integrity. SSL relies on certificates and

private-public key exchange pairs for this level of security.

Serverauthenticationguardsagainst fraudulent transmissionsbyenablingaWebbrowser

to validate the identity of a webserver. Confidentiality mechanisms ensure that

communications are private. SSL enforces confidentiality by encrypting data to prevent

unauthorized users fromeavesdropping on electronic communications. Finally,message

integrity ensures that the contents of a communication have not been tampered with.

SSL proxy is transparent; that is, it performs SSL encryption and decryption between the

client and the server, but neither the server nor the client can detect its presence. Existing

features like SSL offload andSSL inspection require the servers to share their secret keys

to be able to decrypt the SSL traffic. However, sharing server keys is sometimes not

feasible or might not be available in certain circumstances, in which case the SSL traffic

cannot be decrypted.

SSL proxy addresses this problemby ensuring that it has the keys to encrypt and decrypt

the payload:

• For the server, SSL proxy acts as a client—Because SSL proxy generates the shared

pre-master key, it determines the keys to encrypt and decrypt.

• For the client, SSL proxy acts as a server—SSL proxy first authenticates the original

server and replaces the public key in the original server certificate with a key that is

known to it. It then generates a new certificate by replacing the original issuer of the

certificate with its own identity and signs this new certificate with its own public key

(provided as a part of the proxy profile configuration). When the client accepts such
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a certificate, it sends a shared pre-master key encrypted with the public key on the

certificate. Because SSL proxy replaced the original key with its own key, it is able to

receive the shared pre-master key. Decryption and encryption take place in each

direction (client and server), and the keys are different for both encryption and

decryption.

Figure 2 on page 14 depicts how SSL inspection (on an existing SRX Series IDPmodule)

is typically used to protect servers. SSL inspection requires access to the private keys

used by the servers so that the SRX Series device can decrypt the encrypted traffic.

Figure 2: SSL Inspection on an Existing SRX Series IDPModule

Figure 3 on page 15 shows how SSL proxy works on an encrypted payload. When

application firewall (AppFW), Intrusion Detection and Prevention (IDP), or application

tracking (AppTrack) is configured, the SSL proxy acts as an SSL server by terminating

the SSL session from the client and establishing a new SSL session to the server, the

SRX Series device decrypts and then reencrypts all SSL proxy traffic. SSL proxy uses the

following:

• SSL-T-SSL terminator on the client side.

• SSL-I-SSL initiator on the server side.

• Configured AppFW, IDP, or AppTrack services use the decrypted SSL sessions.

NOTE: If none of the services (AppFW, IDP, or AppTrack) are configured,
then SSL proxy services are bypassed even if an SSL proxy profile is
attached to a firewall policy.
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NOTE: The IDPmodule will not perform its SSL inspection on a session if
SSL proxy is enabled for that session. That is, if both SSL inspection and
SSLproxyareenabledonasession,SSLproxywill always takeprecedence.

Figure 3: SSL Proxy on an Encrypted Payload

Supported Ciphers in ProxyMode

An SSL cipher comprises encryption ciphers, authentication method, and compression.

Table 4 on page 16 displays a list of supported ciphers. NULL ciphers are excluded.

The following SSL protocols are supported on SRX Series devices:

• TLS version 1.0—Provides secure communication over networks by providing privacy

and data integrity between communicating applications

• TLS version 1.1—This enhanced version of TLSprovides protection against cipher-block

chaining (CBC) attacks.

• TLS version 1.2 — This enhanced version of TLS provides improved flexibility for

negotiation of cryptographic algorithms.

Startingwith JunosOSRelease 15.1X49-D30 ,TLSversion 1.1 andTLSversion 1.2protocols

are supported on SRX Series devices along with TLS version 1.0.

Starting with Junos OS Release 15.1X49-D20, the SSL protocol 3.0 (SSLv3) support is

deprecated.
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Table 4: Supported SSL Cipher List

Message IntegrityData EncryptionKey Exchange AlgorithmSSL Cipher

Message Digest 5 (MD5)
hash

128-bit RC4RSA key exchangeRSA_WITH_RC4_128_MD5

Secure Hash Algorithm
(SHA) hash

128-bit RC4RSA key exchangeRSA_WITH_RC4_128_SHA

SHA hashDES CBCRSA key exchangeRSA_WITH_DES_CBC_SHA

SHA hash3DES EDE/CBCRSA key exchangeRSA_WITH_3DES_EDE_CBC_SHA

SHA hash128-bit AES/CBCRSA key exchangeRSA_WITH_AES_128_CBC_SHA

SHA hash256-bit AES/CBCRSA key exchangeRSA_WITH_AES_256_CBC_SHA

MD5 hash40-bit RC4RSA-exportRSA_EXPORT_WITH_RC4_40_MD5

SHA hash40-bit DES/CBCRSA-exportRSA_EXPORT_WITH_DES40_CBC_SHA

SHA hashDES/CBCRSA 1024 bit exportRSA_EXPORT1024_WITH_DES_CBC_SHA

MD5 hash56-bit RC4RSA 1024 bit exportRSA_EXPORT1024_WITH_RC4_56_MD5

SHA hash56-bit RC4RSA 1024 bit exportRSA_EXPORT1024_WITH_RC4_56_SHA

NOTE: Cipher suites thathave “export” in the titleare intended foruseoutside
of the United States andmight have encryption algorithmswith limited key
sizes.

Export ciphers are not enabled by default. You need to either configure the
export ciphers to enable or install a domestic package.

NOTE: Supported SSL ciphers for HTTPS firewall authentication are
RSA_WITH_3DES_EDE_CBC_SHA , RSA_WITH_AES_128_CBC_SHA, and
RSA_WITH_AES_256_CBC_SHA.

Server Authentication

Implicit trust between theclient and thedevice (because theclient accepts thecertificate

generated by the device) is an important aspect of SSL proxy. It is extremely important

that serverauthentication isnot compromised; however, in reality, self-signedcertificates

and certificates with anomalies are in abundance. Anomalies can include expired

certificates, instances of common name not matching a domain name, and so forth.

Server authentication is governed by setting the ignore-server-auth-failure option in the
SSL proxy.
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• By default, the ignore-server-auth-failure option is not defined as an action in theSSL
proxy profile, and the following occurs:

• If authentication succeeds, a new certificate is generated by replacing the keys and

changing the issuer name to the issuer name that is configured in the root CA

certificate in the proxy profile.

• If authentication fails, the connection is dropped.

• If the ignore-server-auth-failureoption is defined as an action in theSSLproxy profile,
the following occurs:

• If the certificate is self-signed, a new certificate is generated by replacing the keys

only. The issuer name is not changed. This ensures that the client browser displays

a warning that the certificate is not valid.

• If the certificate has expired or if the common name does not match the domain

name, a new certificate is generated by replacing the keys and changing the issuer

name to SSL-PROXY: DUMMY_CERT:GENERATED DUE TO SRVR AUTH FAILURE.

This ensures that the client browser displays a warning that the certificate is not

valid.

Trusted CA List

SSL proxy ensures secure transmission of data between a client and a server. Before

establishing a secure connection, SSL proxy checks CA certificates to verify signatures

on server certificates. For this reason, a reasonable list of trustedCAcertificates is required

to effectively authenticate servers.

Junos OS provides the following options for trusted CA certificates:

• Loading the default trusted CA list—JunosOSprovides a default list of certificates that

contains well-known trusted CA certificates similar to the default certificates used by

most common browsers. Without these default certificates, browsers would not be

able to validate the identity ofmostwebsites andwouldmark themas untrusted sites.

The Junos OS package contains the default CA certificates as a PEM file (for example,

trusted_CA.pem). After you download the package and reboot your device, you can

easily load the default certificates on your system using a CLI command.

We recommend you load the default trusted CA list if you want to trust the same CA

certificates as common browsers and avoid importing CA certificates manually.

• Importing the trustedCA listmanually—Youcan import yourown trustedCAcertificates

using the Public Key Infrastructure (PKI). The PKI helps verify and authenticate the

validity of the trusted CA certificates. You create CA profile groups that include trusted

CA certificates, then import the group on your device for server authentication.

• Ignoring server authentication—You can use the ignore-server-auth-failure option to

ignore server authentication completely. In this case, SSL proxy ignores errors

encountered during the server certificate verification process (such as CA signature

verification failure, self-signed certificates, and certificate expiry).
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We do not recommend this option for authentication, because configuring it results in

websites not being authenticated at all. However, you can use this option to effectively

identify the root cause for droppedSSLsessions. See “EnablingDebuggingandTracing

for SSL Proxy” on page 33.

Root CA

In a public key infrastructure (PKI) hierarchy, the root CA is at the top of the trust path.

The root CA identifies the server certificate as a trusted certificate.

Client Authentication

Currently, client authentication is not supported in SSL proxy. If a server requests client

authentication, a warning is issued that a certificate is not available. The warning lets

the server determine whether to continue or to exit.

Whitelists

Because SSL encryption and decryption are complicated and expensive procedures,

network administrators can selectively bypass SSL proxy processing for some sessions.

Such sessions mostly include connections and transactions with trusted servers or

domains with which network administrators are very familiar. There are also legal

requirements to exempt financial and banking sites. Such exemptions are achieved by

configuring the IP addresses or domain names of the servers under whitelists.

Dynamic Resolution of Domain Names

The IP addresses associated with domain names are dynamic and can change at any

time. Whenever a domain IP address changes, it is propagated to the SSL proxy

configuration (similar to what is done in the firewall policy configuration).

Session Resumption

AnSSLsession refers to the set of parameters andencryption keys createdbyperforming

a full handshake. A connection is the conversation or active data transfer that occurs

within the session. The computational overhead of a complete SSL handshake and

generation of master keys is considerable. In short-lived sessions, the time taken for the

SSL handshake can bemore than the time for data transfer.

To improve throughput and still maintain an appropriate level of security, SSL session

resumption provides a session caching mechanism so that session information, such as

the pre-master secret key and agreed-upon ciphers, can be cached for both the client

andserver. Thecached information is identifiedbyasession ID. In subsequentconnections

both parties agree to use the session ID to retrieve the information rather than create a

new pre-master secret key. Session resumption shortens the handshake process and

accelerates SSL transactions.

Session Renegotiation

After a session is created and SSL tunnel transport has been established, a change in

SSL parameters requires renegotiation. SSL proxy supports both secure (RFC 5746) and
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nonsecure (TLS v1.0, TLS v1.1, and TLS v1.2) renegotiation. When session resumption is

enabled, session renegotiation is useful in the following situations:

• Cipher keys need to be refreshed after a prolonged SSL session.

• Stronger ciphers need to be applied for a more secure connection.

A change in an SSL proxy profile that modifies a certificate, cipher strength, or trusted

CA list flushes cache entries when themodified policy is committed. When a session is

resumed, theSSLparameters associatedwith its session ID are retrieved from the cache.

If the SSL proxy profile is not altered, cache entries corresponding to that profile are not

flushed and the session continues. If the cache has been flushed, however, a full

handshakemust beperformed toestablish thenewSSLparameters. (There is no impact

to non-SSL sessions.)

NOTE: The National Cybersecurity FFRDC, operated by the MITRE
Corporation,maintainsasystemthatprovidesa referencemodule forpublicly
known information-security vulnerabilitiesandexposures inpublicly released
software packages. TheMITRECorporation’s documentationdefines unique
CVE IDs to identify specific vulnerabilities.

Among these known vulnerabilities is CVE-2015-3644, which addresses
possible exploitation of authentication bypass through use of the redirect
option. Among the affected areas, this vulnerability can be exploited in
stunnels, versions 5.00 to 5.13.

The vulnerability addressed by CVE-2015-3644 does not apply to the Junos
OS because the Junos OS default configuration does not use the redirect
option with stunnel. Junos OS does not expose a CLI command for enabling
the redirect. option. Moreover, you should not manually modify the stunnel
configuration to use the redirect option.

SSL Proxy Logs

When logging is enabled in an SSL proxy profile, SSL proxy can generate the messages

shown in Table 5 on page 19.

Table 5: SSL Proxy Logs

DescriptionSyslog Type

Logs generated when a session is dropped by SSL proxy.SSL_PROXY_SSL_SESSION_DROP

Logs generated when a session is processed by SSL proxy even after
encountering someminor errors.

SSL_PROXY_SSL_SESSION_ALLOW

Logsgenerated if non-SSLsessionsare initiallymistakenasSSLsessions.SSL_PROXY_SESSION_IGNORE

Logs generated when a session is whitelisted.SSL_PROXY_SESSION_WHITELIST

Logs used for reporting errors.SSL_PROXY_ERROR
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Table 5: SSL Proxy Logs (continued)

DescriptionSyslog Type

Logs used for reporting warnings.SSL_PROXY_WARNING

Logs used for reporting general information.SSL_PROXY_INFO

All logs contain similar information as shown in the following example (actual order of

appearance):

logical-system-name, session-id, source-ip-address, source-port, 
destination-ip-address,destination-port, 
nat-source-ip-address, nat-source-port, nat-destination-ip-address, 
nat-destination-port, proxy profile name, source-zone-name, 
source-interface-name, destination-zone-name,destination-interface-name, message

Themessage field contains the reason for the loggeneration.Oneof threeprefixes shown

in Table 6 on page 20 identifies the source of themessage. Other fields are descriptively

labeled.

Table 6: SSL Proxy Log Prefixes

DescriptionPrefix

Logs generated due to errors related to the device or an action taken as part of the SSL
proxy profile. Most logs fall into this category.

system

Logs generated during the handshaking process if an error is detected by the openssl
library.

openssl error

Logs generated during the handshaking process if an error is detected in the certificate
(x509 related errors).

certificate error

Sample logs:

Jun  1 05:11:13 4.0.0.254 junos-ssl-proxy: SSL_PROXY_SSL_SESSION_DROP: lsys:root
  23 < 203.0.113.1/35090->192.0.2.1/443>  NAT:< 203.0.113.1/35090->192.0.2.1/443>
 ssl-inspect-profile  <untrust:ge-0/0/0.0->trust:ge-0/0/1.0> message:certificate
 error: self signed certificate

NOTE: These logs capture sessions that are dropped by SSL proxy, not
sessions that aremarked by othermodules that also use SSL proxy services.

For SSL_PROXY_SESSION_WHITELISTmessages, an additional host field is included

after the session-id and contains the IP address of the server or domain that has been

whitelisted.

Jun  1 05:25:36 4.0.0.254 junos-ssl-proxy: SSL_PROXY_SESSION_WHITELIST: lsys:root
 24 host:192.0.2.1/443<203.0.113.1/35090->192.0.2.1/443>  NAT:< 
203.0.113.1/35090->192.0.2.1/443 > ssl-inspect-profile  
<untrust:ge-0/0/0.0->trust:ge-0/0/1.0> message:system: session whitelisted 
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Leveraging Dynamic Application Identification

SSL proxy uses application identification services to dynamically detect if a particular

session is SSL encrypted. SSL proxies are allowed only if a session is SSL encrypted. The

following rules apply for a session:

• Session is marked Encrypted=Yes in the application system cache. If the session is

markedEncrypted=Yes, it indicates that the finalmatch fromapplication identification

for that session is SSL encrypted, and SSL proxy transitions to a state where proxy

functionality can be initiated.

• Session is marked Encrypted=No in the application system cache. If a non-SSL entry

is found in the application system cache, it indicates that the final match from

application identification for that session is non-SSLandSSLproxy ignores the session.

• An entry is not found in the application system cache. This can happen on the first

session, or when the application system cache has been cleaned or has expired. In

such a scenario, SSL proxy cannot wait for the final match (requires traffic in both

directions). In SSL proxy, traffic in reverse direction happens only if SSL proxy has

initiated an SSL handshake. Initially, for such a scenario SSL proxy tries to leverage

prematchor aggressivematch results fromapplication identification , and if the results

indicate SSL, SSL proxy will go ahead with the handshake.

• Application identification fails due to resource constraints and other errors. Whenever

the result from application identification is not available, SSL proxy will assume static

port binding andwill try to initiate SSL handshake on the session. This will succeed for

actual SSL sessions, but it will result in dropped sessions for non SSL sessions.

Logical Systems Support

It is possible to enable SSL proxy on firewall policies that are configured using logical

systems; however, note the following limitations:

• The “services” category is currently not supported in logical systems configuration.

Because SSL proxy is under “services,” you cannot configure SSL proxy profiles on a

per-logical-system basis.

• Because proxy profiles configured at a global level (within “services ssl proxy”) are

visible across logical system configurations, it is possible to configure proxy profiles at

a global level and then attach them to the firewall policies of one or more logical

systems.
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Limitations

NOTE:

• Starting from Junos OS Release 15.1X49-D30, certificate revocation list
(CRL) checks are supported.

• Starting from Junos OS Release 15.1X49-D30, server certificates that have
key size greater than 4096 are supported. Prior to Junos OS Release
115.1X49-D30, server certificates with key size greater than 2048 bits were
not supported because of cryptography hardware limitations.

NOTE: On all high-end SRX Series devices, for a particular session, the SSL
proxy isonlyenabled if a relevant feature related toSSL traffic is alsoenabled.
Features that are related to SSL traffic are IDP, application identification,
application firewall, and application tracking. If none of the above listed
features are active ona session, theSSLproxy bypasses the session and logs
are not generated in this scenario.

NOTE: On all SRXSeries devices, the current SSL proxy implementation has
the following connectivity limitations:

• The SSLv3.0 protocol support is depricated.

• TheSSLv2protocol isnotsupported.SSLsessionsusingSSLv2aredropped.

• Only X.509v3 certificate is supported.

• Client authentication of SSL handshake is not supported.

• SSL sessions where client certificate authentication is mandatory are
dropped.

• SSL sessions where renegotiation is requested are dropped.
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Release History Table DescriptionRelease

Starting with Junos OS Release 15.1X49-D30 , TLS version 1.1 and TLS version
1.2 protocols are supported on SRX Series devices along with TLS version 1.0.

15.1X49-D30

Starting from JunosOSRelease 15.1X49-D30, certificate revocation list (CRL)
checks are supported.

15.1X49-D30

Starting from Junos OS Release 15.1X49-D30, server certificates that have
key size greater than 4096 are supported.

15.1X49-D30

Starting with Junos OS Release 15.1X49-D20, the SSL protocol 3.0 (SSLv3)
support is deprecated.

15.1X49-D20

Related
Documentation

Understanding Address Books•

• Understanding Global Address Books

• Understanding Self-Signed Certificates

• Configuring SSL Proxy on page 23

Configuring SSL Proxy

SSL proxy works transparently between the client and the server. All requests from a

client first go to theproxy server; theproxy server evaluates the request, and if the request

is valid, forwards the request to the outbound side. Similarly, inbound requests are also

evaluatedby theproxy server. Bothclientandserver interpret that theyarecommunicating

with each other; however, it is the SSL proxy that functions between the two.

SSL proxies provide encryption and decryption by residing between the server and the

client. Because SSL proxies are hidden from both the server and the client, secret keys

are shared between the two to decrypt the SSL traffic. Proxies are known as forward

proxies because proxy servers are used to hide any detailed information from the servers.

Integrity, confidentiality, and authenticity of traffic are validated through PKI, which

includes digital certificates issued by the CA, certificate validity and expiration dates,

details about the certificate owner and issuer, and security policies.

• SSL Proxy Configuration Overview on page 24

• Configuring a Root CA Certificate on page 24

• Configuring a CA Profile Group on page 26

• Configuring a Trusted CA Profile on page 27

• Importing a Root CA Certificate into a Browser on page 28

• Applying an SSL Proxy Profile to a Security Policy on page 29

• Creating aWhitelist of Exempted Destinations on page 30

• Configuring SSL Proxy Logging on page 31

• Configuring Ciphers on page 32
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• Exporting Certificates to a Specified Location on page 32

• Ignoring Server Authentication on page 32

SSL Proxy Configuration Overview

Figure4onpage 24displays anoverviewof howSSLproxy is configured. It includes some

required steps, such as configuring the root CA certificate, loading a CA profile group,

and applying an SSL proxy profile to a security policy, and some optional steps, such as

creating whitelists and SSL proxy logging.

Figure 4: SSL Proxy Configuration Overview

Configuring a Root CA Certificate

A CA can issuemultiple certificates in the form of a tree structure. A root certificate is

the topmost certificateof the tree, theprivate keyofwhich is used to signother certificates.

All certificates immediately below the root certificate inherit the signature or

trustworthiness of the root certificate. This is somewhat like the notarizing of an identity.

You can configure a root CA certificate by first obtaining a root CA certificate (by either

generating a self-signed one or importing one) and then applying it to an SSL proxy
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profile. There are two ways you can obtain a root CA certificate—by using the Junos OS

CLI on an SRX Series device or by using OpenSSL on a UNIX device.

To generate a root CA certificate using the Junos OS CLI, follow these steps on an SRX

Series device:

1. From operational mode, generate a PKI public/private key pair for a local digital

certificate.

user@host>request security pki generate-key-pair certificate-id certificate-id size size
type type

2. From operational mode, define a self-signed certificate. Specify certificate details

such as the certificate identifier (generated in the previous step), a fully qualified

domain name (FQDN) for the certificate, and an e-mail address of the entity owning

the certificate. You can also specify other information such as the commonnameand

the organization involved. By configuring the add-ca-constraint option, youmake sure

that the certificate can be used for signing other certificates.

user@host>request security pki local-certificate generate-self-signed certificate-id
certificate-id domain-name domain-name subject subject email email-id
add-ca-constraint

3. From configuration mode, apply the loaded certificate as root-ca in the SSL proxy

profile.

[edit]
user@host# set services ssl proxy profile profile-name root-ca certificate-id

4. Import the root CA as a trusted CA into client browsers. This is required for the client

browsers to trust the certificates signed by the SRX Series device. See “Importing a

Root CA Certificate into a Browser” on page 28.

To generate a root CA certificate using OpenSSL, follow these steps on a UNIX device:

1. Create folders keys and certs.

mkdir /etc/pki/tls/keys
mkdir /etc/pki/tls/certs

2. Change to the openssl directory.

cd /etc/pki/tls

3. Create a CA certificate key. The following command creates an RSA key using the

3DES encryption named ca.key that is 2048 in length. You also need to enter a

password that is used to encrypt the private key. This is critical to security if the key

is lost because it will still be encrypted.

%openssl genrsa -des3 -out keys/ssl-proxy-ca.key 2048

4. Create a CA certificate based on the CA private key (created in the previous step).

The expiration date for this certificate is 3 years or 1095 days. However, you can set

it to a different value. When creating the certificate, you need to enter the password

and the certificate information that includes distinguished name (DN), country name,

and so forth.
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%openssl req -new -x509 -days 1095 –key keys/ssl-proxy-ca.key -out
certs/ssl-inspect-ca.cer

5. Import the CA private and public keys into the SRX Series device. Copy the ca.key and

ca.cer keys to the /var/tmp directory on the SRX Series device. You can copy using

SCP, or open the files and copy them into “vi” on the SRX Series device to create new

files.

user@host> request security pki local-certificate load certificate-id ssl-inspect-ca key
/var/tmp/ssl-inspect-ca.key filename /var/tmp/ssl-inspect-ca.cer passphrase
password

6. From configuration mode, apply the loaded certificate as root-ca in the SSL proxy

profile.

[edit]
user@host# set services ssl proxy profile ssl-inspect-profile root-ca ssl-inspect-ca

7. Import the root CA as a trusted CA into client browsers. This is required for the client

browsers to trust the certificates signed by the SRX Series device. See “Importing a

Root CA Certificate into a Browser” on page 28.

Configuring a CA Profile Group

TheCAprofiledefines thecertificate information tobeused forauthentication. It includes

the public key that SSL proxy uses when generating a new certificate. Junos OS allows

you to create a group of CA profiles and loadmultiple certificates in one action, view

information about all certificates in a group, and delete unwanted CA groups.

You can load a group of CA profiles by obtaining a list of trusted CA certificates, defining

a CA group, and attaching the CA group to the SSL proxy profile.

1. Obtain a list of trusted CA certificates by following one of these methods:

• Junos OS provides a default list of trusted CA certificates that you can load on your

system using the default command option. The Junos OS package contains the

default CA certificates as a PEM file (for example, trusted_CA.pem). After you

download the Junos OS package and reboot your device, the default certificates

are available on your system.

From operational mode, load the default trusted CA certificates (the group name

identifies the CA profile group):

user@host> requestsecuritypki ca-certificateca-profile-group loadca-group-name
group-name filename default

• Alternatively, you can define your own list of trusted CA certificates and import

themon your system.Youget the list of trustedCAs in a singlePEM file (for example

IE-all.pem) and save the PEM file in a specific location (for example, /var/tmp). See

Knowledge Base Article KB23144.

Fromoperationalmode, load the trusted list to thedevice (thegroupname identifies

the CA profile group):

user@host> requestsecuritypki ca-certificateca-profile-group loadca-group-name
group-name filename /var/tmp/IE-all.pem
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2. From configuration mode, attach the CA profile group to the SSL proxy profile. You

can attach one or all CA profile groups at a time:

• To attach one CA profile group (the group name identifies the CA profile group):

[edit]
user@host# set services ssl proxy profile profile-name trusted-ca group-name

• To attach all CA profile groups:

[edit]
user@host# set services ssl proxy profile profile-name trusted-ca all

You can easily display information about all certificates in a CA profile group:

user@host> show security pki ca-certificates ca-profile-group group-name

You can delete a CA profile group. Remember that deleting a CA profile group deletes

all certificates that belong to that group:

user@host> clear security pki ca-certificates ca-profile-group group-name

Configuring a Trusted CA Profile

Typically, you import a list of trusted CA certificates by creating a group of CA profiles.

However, you can also configure a single CA profile (containing one or multiple

certificates) and import it using PKI commands. This section shows you how to import

a trusted CA certificate from your browser’s certificate store into your SRX Series device.

The certificate that is configured under the trustedCA is loaded using thePKI commands

and is used for validating the server certificate chain.

1. From configuration mode, configure the CA profile used for loading the certificate.

[edit]
user@host# set security pki ca-profile profile-name ca-identity ca-identity

2. From operational mode, load the certificate using PKI commands.

user@host> request security pki ca-certificate load ca-profile profile-name filename
filename

3. From configuration mode, disable the revocation check.

NOTE: CRL checks are not supported; we recommend that you disable
revocation checks.

[edit]
user@host# set security pki ca-profile profile-name ca-identity ca-identity
revocation-check disable

4. From configuration mode, configure the loaded certificate as a trusted CA in the SSL

proxy profile.

[edit]
user@host# set services ssl proxy profile ssl-proxy-profile-name trusted-ca
ca-profile-name
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NOTE: More than one trusted CA can be configured for a profile.

5. (Optional) If you havemultiple trusted CA certificates, you do not have to specify

each trusted CA separately. You can load all the trusted CA certificates using the

following command from configuration mode.

[edit]
user@host# set services ssl proxy profile ssl-proxy-profile-name trusted-ca all

NOTE: Alternatively, youcan importasetof trustedCAs fromyourbrowser
into the SRX Series device. See Knowledge Base article KB23144.

Importing a Root CA Certificate into a Browser

In order to have your browser or system automatically trust all certificates signed by the

root CA configured in the SSL proxy profile, youmust instruct your platform or browser

to trust the CA root certificate.

To import a root CA certificate:

1. Generate a PEM format file for the configured root CA.

request security pki local-certificate export certificate-id root-ca type pem filename
path/file-name.pem

2. Import a root CA certificate into a browser.

From Internet Explorer (version 8.0):

a. From the Tools menu, choose Internet Options.

b. On the Content tab, click Certificates.

c. Select the Trusted Root Certification Authorities tab and click Import.

d. In the Certificate Import Wizard, navigate to the required root CA certificate and

select it.

From Firefox (version 39.0):

a. From the Tools menu, chooseOptions.

b. From the Advancedmenu, select the Certificates tab and click View Certificate.
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c. In the Certificate Manager window, select the Authorities tab and click Import.

d. Navigate to the required root CA certificate and select it.

From Google Chrome (45.0):

a. From the Settings menu, choose ShowAdvanced Settings.

b. From the Advancedmenu, select the Certificates tab and click View Certificate.

c. Under HTTPS/SSL, clickManage Certificates.

d. In the Certificate window, select Trusted Root Certification Authorities and click

Import.

e. In the Certificate Import Wizard, navigate to the required root CA certificate and

select it.

Applying an SSL Proxy Profile to a Security Policy

SSLproxy is enabled as an application servicewithin a security policy. In a security policy,

you specify the traffic that youwant the SSL proxy enabled on asmatch criteria and then

specify the SSL proxy CA profile to be applied to the traffic. Figure 5 on page 29 displays

a graphical view of SSL proxy profile and security policy configuration.

Figure 5: Applying an SSL Proxy Profile to a Security Policy
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To enable SSL proxy in a security policy:

1. Create a security policy and specify thematch criteria for the policy. Asmatch criteria,

specify the traffic for which you want to enable SSL proxy.

[edit]
user@host# set security policies from-zone trust to-zone untrust policy policy-name
match source-address source-address

user@host# set security policies from-zone trust to-zone untrust policy policy-name
match destination-address destination-address

user@host# set security policies from-zone trust to-zone untrust policy policy-name
match application application

2. Apply the SSL proxy profile to the security policy.

[edit]
user@host# set security policies from-zone trust to-zone untrust policy policy-name
then permit application-services ssl-proxy profile-name profile-name

Creating aWhitelist of Exempted Destinations

SSL encryption and decryption are complicated and expensive procedures. You can

selectively bypass SSL proxy processing for some sessions by configuring a whitelist.

Typically, you would configure the whitelist to include trusted servers or domains with

which you are very familiar. Youmight also include financial and banking sites that you

are legally required to include.

Whitelists include addresses that you want to exempt from undergoing SSL proxy

processing. For example, if you want to exempt all sessions towww.mycompany.com,

then you would include it in the whitelist. To configure the whiltelist, you specify the

domain that you want to exempt in an address book and then configure the address in

the SSL proxy profile.

1. Configure the domain in the address book.

[edit]
user@host# set security address-book global address address dns-name
www.mycompany.com

2. Specify the global address book address in the SSL proxy profile.

[edit]
user@host# set services ssl proxy profile profile-namewhitelist address

Whitelist addresses and address sets are created under the global address book. The

following type of addresses (from the global address book) are supported:

• IPv4 addresses (plain text). For example:

[edit]
user@host# set security address-book global address address-name ipv4-prefix

• IPv4 address range. For example:

[edit]
user@host# set security address-book global address address-name range-address
range-low to range-high
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• IPv4 wildcard. For example:

[edit]
user@host#setsecurityaddress-bookglobaladdressaddress-namewildcard-address
addr/netmask

Noncontiguous netmasks are not supported. For example:

• 203.0.113.9/255.255.0.0 is supported.

• 203.0.113.9/255.255.0.255 is NOT supported.

• IPv6 address (plain text). For example:

[edit]
user@host# set security address-book global address address-name ipv6-prefix

• DNS name. For example:

[edit]
user@host# set security address-book global address address-name dns-name
domain-name

• Translated IP addresses. Sessions are whitelisted based on the actual IP address and

not on the translated IP address. Because of this, in the whitelist configuration of the

SSL proxy profile, the actual IP address should be provided and not the translated IP

addresses.

For example, consider a destination NAT rule that translates destination IP address

192.0.2.10/24 to 198.51.100.8/24 using the following commands:

[edit]
user@host# set security nat destination pool d1 address 198.51.100.8/24
user@host# set security nat destination rule-set dst-nat rule r1 match
destination-address 192.0.2.10/24

user@host# set security nat destination rule-set dst-nat rule r1 then destination-nat
pool d1

In this scenario, to exempt a session from SSL proxy inspection, the following IP address

should be added to the whitelist:

[edit]
user@host# set security address-book global address ssl-proxy-exempted-addr
192.0.2.10/24

user@host# set services ssl proxy profile ssl-inspect-profile whitelist
ssl-proxy-exempted-addr

Configuring SSL Proxy Logging

When configuring SSL proxy, you can choose to set the option to receive some or all of

the logs. SSL proxy logs contain the logical system name, SSL proxy whitelists, policy

information, SSL proxy information, and other information that helps you troubleshoot

when there is an error.

You can configure logging of allor specific events, such as error, warning, and information

events. You can also configure logging of sessions that arewhitelisted, dropped, ignored,

or allowed after an error occurs.
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[edit]
user@host# set services ssl proxy profile profile-name actions log all
user@host# set services ssl proxy profile profile-name actions log sessions-whitelisted
user@host# set services ssl proxy profile profile-name actions log sessions-allowed
user@host# set services ssl proxy profile profile-name actions log errors

You can use enable-flow-tracing option to enable debug tracing.

Configuring Ciphers

You can configure the following ciphers for an SSL proxy profile:

• preferred-ciphers–Preferred ciphers allow you to define an SSL cipher that can be

used with acceptable key strength. Ciphers are divided in three categories depending

on their key strength: strong, medium, or weak.

• custom-ciphers–Customciphers allow you to define your own cipher list. If you do not

want to use one of the three categories, you can select ciphers from each of the

categories to form a custom cipher set. To configure custom ciphers, youmust set

preferred-ciphers to custom.

The following example shows how to create a custom cipher. In this example, you set

prefered-cipher to custom and add the cipher list (rsa-with-3des-ede-cbc-sha and

rsa-with-aes-256-cbc-sha):

set services ssl proxy profile profile-name preferred-ciphers custom
set services ssl proxy profile profile-name custom-ciphers rsa-with-3des-ede-cbc-sha
set services ssl proxy profile profile-name custom-ciphers rsa-with-aes-256-cbc-sha

Exporting Certificates to a Specified Location

When a self-signed certificate is generated using a PKI command, the newly generated

certificate is stored in a predefined location (var/db/certs/common/local).

Use the following command to export the certificate to a specific location (within the

device). You can specify the certificate ID, the filename, and the type of file format

(DER/PEM):

user@host> request security pki local-certificate export certificate-id certificate-id
user@host> request security pki local-certificate export filename filename
user@host> request security pki local-certificate export type der

Ignoring Server Authentication

Junos OS allows you to configure an option to ignore server authentication completely.

If you configure your system to ignore authentication, then any errors encountered during

server certificate verification at the time of the SSL handshake are ignored. Commonly

ignored errors include the inability to verify CA signature, incorrect certificate expiration

dates, and so forth. If this option is not set, all the sessions where the server sends

self-signed certificates are dropped when errors are encountered.

Wedo not recommend using this option for authentication because configuring it results

inwebsites not being authenticated at all. However, you can use this option to effectively

identify the root cause of dropped SSL sessions.
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From configuration mode, specify to ignore server authentication:

[edit]
user@host# set services ssl proxy profileprofile-name actions ignore-server-auth-failure

Related
Documentation

SSL Proxy Overview on page 13•

• Enabling Debugging and Tracing for SSL Proxy on page 33

• Understanding Self-Signed Certificates

• show services ssl proxy statistics

• clear services ssl proxy statistics

Enabling Debugging and Tracing for SSL Proxy

Debug tracing on bothRouting Engine and thePacket Forwarding Engine can be enabled

for SSL proxy by setting the following configuration:

user@host# set services ssl traceoptions

Table 7 on page 33 shows the supported levels for trace options.

Table 7: Trace Levels

DescriptionCause Type

Only error traces on both the Routing Engine and the Packet
Forwarding Engine.

Brief

PacketForwardingEngine–Onlyeventdetails up to thehandshake
should be traced.

Routing Engine–Traces related to commit. No periodic traces on
the Routing Engine will be available

Detail

Packet Forwarding Engine–Data transfer summary available.

Routing Engine–Traces related to commit (more extensive). No
periodic traces on the Routing Engine will be available.

Extensive

All traces are available.Verbose

Table 8 on page 33 shows the flags that are supported.

Table 8: Supported Flags in Trace

DescriptionCause Type

Configuration-related traces only.cli-configuration

Enable tracing on the SSL-I plug-in.initiation

Enable tracing on the SSL-Proxy-Policy plug-in.proxy
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Table 8: Supported Flags in Trace (continued)

DescriptionCause Type

Enable tracing on the SSL-T plug-in.termination

Enable tracing only for profiles that have enable-flow-tracing set.selected-profile

You can enable logs in the SSL proxy profile to get to the root cause for the drop. The

following errors are some of the most common:

• Server certification validation error. Check the trusted CA configuration to verify your

configuration.

• System failures such as memory allocation failures.

• Ciphers do not match.

• SSL versions do not match.

• SSL options are not supported.

• Root CA has expired. You need to load a new root CA.

You can enable the ignore-server-auth-failure option in the SSL proxy profile to ensure
that certificate validation, root CA expiration dates, and other such issues are ignored. If

sessionsare inspectedafter the ignore-server-auth-failureoption is enabled, theproblem
is localized.

Related
Documentation

• SSL Proxy Overview on page 13

• Configuring SSL Proxy on page 23
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CHAPTER 4

ConfiguringPass-ThroughAuthentication

• Understanding Pass-Through Authentication on page 35

• Example: Configuring Pass-Through Authentication on page 37

• Example:ConfiguringHTTPSTraffic toTriggerPass-ThroughAuthenticationonpage43

Understanding Pass-Through Authentication

Pass-throughuser authentication is a formof active authentication; the user is prompted

to enter a username and password when pass-through authentication is invoked. If the

user’s identity is validated, theuser is allowed topass through the firewall andgain access

to the requested resources.

When a user attempts to initiate an HTTP, an HTTPS, an FTP, or a Telnet connection

request that has a policy requiring authentication, the device intercepts the request and

prompts the user to enter a username and password. Depending on the configuration,

the device validates the username and password by checking themagainst those stored

in the local database or on an external authentication server.

If an external authentication server is used, after the user’s credentials are collected, they

areprocessed through firewall user authentication. The followingexternal authentication

servers are supported:

• RADIUSauthenticationandauthorization (compatiblewith JuniperSteel-BeltedRadius

servers)

You can use an external RADIUS server if, in addition to authentication, you want to

obtain authorization information about the user’s access right (what the user can do

on the network).

• LDAP authentication only (supports LDAP version 3, compatible withWindows AD)

• SecurID authentication only (uses an RSA SecurID external authentication server)

A firewall user is a network user whomust provide a username and password for

authentication when initiating a connection across the firewall. You can put several user

accounts together to form a user group, which you can store on the local database or on

aRADIUS, anLDAP, or aSecurID server.Whenyou referenceanauthenticationuser group

and an external authentication server in a policy, the traffic matching the policy triggers

an authentication check.
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NOTE: You use family inet to assign an IPv4 address. You use family inet6
to assign an IPv6 address. An interface can be configured with both an IPv4
and an IPv6 address. For the sake of brevity, these examples use IPv4
addresses only.

Figure 6: Policy Lookup for a User

The steps in Figure 6 on page 36 are as follows:

1. A client user sends an FTP, an HTTP, an HTTPS, or a Telnet packet to 198.51.100.9.

2. The device intercepts the packet, notes that its policy requires authentication from

either the local database or an external authentication server, and buffers the packet.

3. The device prompts the user for login information through FTP, HTTP, HTTPS, or

Telnet.

4. The user replies with a username and password.

5. The device either checks for an authentication user account on its local database or

sends the login information to the external authentication server as specified in the

policy.

6. Finding a valid match (or receiving notice of such amatch from the external

authentication server), the device informs the user that the login has been successful.

7. For HTTP, HTTPS, or Telnet traffic, the device forwards the packet from its buffer to

its destination IP address, 198.51.100.9/24. However, for FTP traffic, after successful

authentication, the device closes the session and the usermust reconnect to the FTP

server at IP address 198.51.100.9/24.

After the device authenticates a user at a particular source IP address, it subsequently

permits traffic—as specified in the policy requiring authentication through pass

through—from any other user at that same address. This might be the case if the user

Copyright © 2017, Juniper Networks, Inc.36

Authentication and Integrated User Firewalls Feature Guide for Security Devices



originates traffic from behind a NAT device that changes all original source addresses

to a single translated address.

NOTE: The pass-through user authenticationmethod is recommended in
situations when security has a higher priority than convenience. This
authenticationmethodappliesonly tothesessionandchildsessionsmatching
the policy that triggered it. You can apply this method on Internet-facing
links, if used with caution.

Related
Documentation

Firewall User Authentication Overview on page 9•

• UnderstandingWeb Authentication on page 51

• Example: Configuring Pass-Through Authentication on page 37

Example: Configuring Pass-Through Authentication

This example shows how to configure pass-through authentication to authenticate

firewall users. A firewall user is a network user whomust provide a username and

password when initiating a connection across the firewall.

Pass-through authentication allows SRX Series administrators to restrict users who

attempt to access a resource in another zone using FTP, Telnet, HTTP, or HTTPS. If the

traffic matches a security policy whose action is pass-through authentication, the user

is required to provide login information.

For HTTPS, to ensure security the HTTPS default certificate key size is 2048 bits. If you

do not specify a certificate size, the default size is assumed.

• Requirements on page 37

• Overview on page 37

• Configuration on page 38

• Verification on page 42

Requirements

Before you begin, define firewall users. See Firewall User Authentication Overview.

This example uses the following hardware and software components:

• SRX Series device

• Firewall user’s system

• Packet destination system

Overview

The pass-through authentication process is triggered when a client, referred to as a

firewall user, attempts to initiateanFTP, aTelnet, or anHTTPsession toaccessa resource
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in another zone. The SRX Series firewall acts as a proxy for an FTP, a Telnet, an HTTP,

or an HTTPS server so that it can authenticate the firewall user before allowing the user

access to the actual FTP, Telnet, or HTTP server behind the firewall.

If traffic generated from a connection request sent by a firewall user matches a security

policy rule bidirectionally and that rule specifies pass-through firewall authentication as

the action of its then clause, the SRX Series device requires the firewall user to
authenticate to a Junos OS proxy server.

If the authentication is successful, subsequent traffic from the same source IP address

is automatically allowed to pass through the SRX Series device if the trafficmatches the

security policy tuples.

Figure 7 on page 38 shows the topology used in this example.

Figure 7: Configuring Pass-Through Firewall Authentication

NOTE: Althoughthe topologyshowsuseofanexternal server, it isnotcovered
in the configuration. It is outside the scope of this example.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands to a text file, remove

any line breaks, change any details necessary tomatch your network configuration, copy

andpaste thecommands into theCLI at the [edit] hierarchy level, and thenentercommit
from configuration mode.

set interfaces ge-0/0/1 unit 0 family inet address 203.0.113.35/24
set interfaces ge-5/0/0 unit 0 family inet address 192.0.2.1/24
set access profile FWAUTH client FWClient1 firewall-user password password
set access firewall-authentication pass-through default-profile FWAUTH
set access firewall-authentication pass-through telnet banner success "WELCOME TO JUNIPER
TELNET SESSION"
set security zones security-zone UT-ZONE host-inbound-traffic system-services all
set security zones security-zone UT-ZONE interfaces ge-0/0/1.0 host-inbound-traffic protocols
all
set security zones security-zone T-ZONE host-inbound-traffic system-services all
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set security zones security-zone T-ZONE interfaces ge-5/0/0.0 host-inbound-traffic protocols
all
set security policies from-zone UT-ZONE to-zone T-ZONE policy P1match source-address any
set security policies from-zone UT-ZONE to-zone T-ZONE policy P1match destination-address
any
setsecuritypolicies from-zoneUT-ZONEto-zoneT-ZONEpolicyP1matchapplication junos-telnet
set security policies from-zone UT-ZONE to-zone T-ZONE policy P1 then permit
firewall-authentication pass-through client-match FWClient1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

To configure pass-through authentication:

1. Configure two interfaces and assign IP addresses to them.

NOTE: For this example, it is optional to assign two addresses to the
interfaces.

[edit]
user@host# set interfaces ge-0/0/1 unit 0 family inet address 203.0.113.35/24
user@host# set interfaces ge-5/0/0 unit 0 family inet address 192.0.2.1/24

2. Create the FWAUTH access profile for the FWClient1 user, specify the user’s

password, and define a success banner for Telnet sessions.

[edit access]
user@host# set access profile FWAUTH client FWClient1 firewall-user password
pwd

user@host# set firewall-authentication pass-through default-profile FWAUTH
user@host# set firewall-authentication pass-through telnet banner success
"WELCOME TO JUNIPER TELNET SESSION"

3. Configure security zones.

NOTE: For this example, it is optional to configure a second interface
for a security zone.

[edit security zones]
user@host# set security-zone UT-ZONE host-inbound-traffic system-services all
user@host#setsecurity-zoneUT-ZONEinterfacesge-0/0/1.0host-inbound-traffic
protocols all

user@host# set security-zone T-ZONE host-inbound-traffic system-services all
user@host# set security-zone T-ZONE interfaces ge-5/0/0.0 host-inbound-traffic
protocols all

4. Assign security policy P1 to the security zones.

[edit security policies]
user@host# set from-zone UT-ZONE to-zone T-ZONE policy P1match
source-address any
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user@host# set from-zone UT-ZONE to-zone T-ZONE policy P1match
destination-address any

user@host# set from-zone UT-ZONE to-zone T-ZONE policy P1match application
junos-telnet

user@host# set from-zone UT-ZONE to-zone T-ZONE policy P1 then permit
firewall-authentication pass-through client-match FWClient1

5. Use Telnet to authenticate the FWClient1 firewall user to host2.

user@FWClient1# run telnet 192.0.2.1/24
Trying 192.0.2.1/24...
Connected to 192.0.2.1/24
Escape character is '^]'.
Firewall User Authentication
Username: FWClient1
Password:$ABC123
WELCOME TO JUNIPER TELNET SESSION
Host1 (ttyp0)
login: user
Password: $ABC123
--- JUNOS 10.1R1.1 built 2009-10-12 13:30:18 UTC
%

Results From configuration mode, confirm your configuration by entering these commands.

• show interfaces

• show access

• show security zones

• show security policies

If the output does not display the intended configuration, repeat the configuration

instructions in this example to correct it.

For brevity, the output includes only the configuration that is relevant to this example.

Any other configuration on the system has been replaced with ellipses (...).

user@host# show interfaces
ge-0/0/1 {
unit 0 {
family inet {
address 203.0.113.35;

}
}

}
ge-5/0/0 {
unit 0 {
family inet {
address 192.0.2.1/24;

}
}

}
...

user@host# show access
profile FWAUTH {
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authentication-order password;
client FWClient1 {
firewall-user {
password "$ABC123"; ## SECRET-DATA

}
}

}
firewall-authentication {
pass-through {
default-profile FWAUTH;
telnet {
banner {
success "WELCOME TO JUNIPER TELNET SESSION";

}
}

}
}

user@host# show security zones
security-zone UT-ZONE {
host-inbound-traffic {
system-services {
all;

}
}
interfaces {
ge-0/0/1.0 {
host-inbound-traffic {
protocols {
all;

}
}

}
}
security-zone T-ZONE {
host-inbound-traffic {
system-services {
all;

}
}
interfaces {
ge-5/0/0.0 {
host-inbound-traffic {
protocols {
all;

}
}

}
}

}

user@host# show security policies
...
from-zone UT-ZONE to-zone T-ZONE {
policy P1 {
match {
source-address any;
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destination-address any;
application junos-telnet;

}
then {
permit {
firewall-authentication {
pass-through {
client-match FWClient1;

}
}

}
}

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform this task:

• Verifying Firewall User Authentication and Monitoring Users and IP Addresses in the

Authentication Table on page 42

Verifying Firewall User Authentication andMonitoring Users and IP Addresses in
the Authentication Table

Purpose Display firewall authentication user history and verify the number of firewall users who

successfully authenticated and the number of firewall users who failed to log in.

Action From operational mode, enter these show commands:

user@host> show security firewall-authentication history
History of firewall authentication data:
Authentications: 2
Id Source Ip Date Time Duration Status User
1 203.0.113.12 2010-10-12 21:24:02 0:00:24 Failed FWClient1
2 203.0.113.12 2010-10-12 21:24:48 0:00:22 Success FWClient1

user@host> show security firewall-authentication history identifier 1
Username: FWClient1
Source IP: 203.0.113.12
Authentication state: Success
Authentication method: Pass-through using Telnet
Access start date: 2010-10-12
Access start time: 21:24:02
Duration of user access: 0:00:24
Source zone: UT-ZONE
Destination zone: T-ZONE
Access profile: FWAUTH
Bytes sent by this user: 0
Bytes received by this user: 2660

user@host> show security firewall-authentication users
Firewall authentication data:
Total users in table: 1
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Id Source Ip Src zone Dst zone Profile Age Status User
4 203.0.113.12     UT-ZONE  T-ZONE   FWAUTH     1 Success   FWClient1

user@host> show security firewall-authentication users identifier 3
Username: FWClient1
Source IP: 203.0.113.12
Authentication state: Success
Authentication method: Pass-through using Telnet
Age: 3
Access time remaining: 9
Source zone: UT-ZONE
Destination zone: T-ZONE
Access profile: FWAUTH
Interface Name: ge-0/0/1.0
Bytes sent by this user: 0
Bytes received by this user: 1521

Related
Documentation

Firewall User Authentication Overview on page 9•

• Understanding Pass-Through Authentication on page 35

Example: Configuring HTTPS Traffic to Trigger Pass-Through Authentication

This example shows how to configure HTTPS traffic to trigger pass-through

authentication. HTTPS is more secure than HTTP, so it has becomemore popular and

is more widely used.

• Requirements on page 43

• Overview on page 44

• Configuration on page 45

• Verification on page 49

Requirements

This example uses the following hardware and software components:

• SRX Series device

• TwoPCs runningLinuxandOpenSSL.OnePCactsasaclientandanother asanHTTPS

server. The two PCs are used to create key files and to send traffic.

• JunosOSRelease 12.1X44-D10 or later for high-end SRXSeries Services Gateways and

JunosOSRelease 15.1X49-D40or later for vSRX, SRX300, SRX320, SRX340, SRX345,

SRX550M, and SRX1500 Services Gateways.

NOTE: Starting in Junos OS Release 12.1X44-D10, HTTPS-based
authentication is introduced on high-end SRX Series Services Gateways.

Starting in Junos OS Release 15.1X49-D40, HTTPS-based authentication is
introduced on vSRX, SRX300, SRX320, SRX340, SRX345, SRX550M, and
SRX1500 Services Gateways.
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Before you begin:

AnSRXSeriesdevicehas todecodeHTTPS traffic to trigger pass-throughauthentication.

Then, SSL termination proxy creates and installs a private key file and a certification file.

The following list describes the steps to create and install a private key file and a

certification key file.

NOTE: If youhaveanofficial .crt file and .key file, then youcandirectly upload

and install the files on the SRXSeries device. If you do not have a .crt file and

.key file, follow the procedure to create and install the files. Instructions

specified in Step 1 and Step 2must be run on a PCwith Linux and OpenSSL
installed. Instructionsspecified inStep3andStep4mustbe run inoperational
mode.

To create and install a private key file and a certification file:

1. On a PC create the .key file.

openssl genrsa -out /tmp/device.key 1024

2. On a PC, create the .crt file.

openssl req -new -x509 -days 365 -key /tmp/server.key -out /tmp/device.crt -subj
"/C=CN/ST=BJ/L=BJ/O=JNPR/OU=CNRD/CN=203.0.113.11/emailAddress=device@mycompany.com"

3. Upload the .key and .crt files to anSRXSeries device, and install the files on the device

using the following command from operational mode:

user@host> request security pki local-certificate load filename /var/tmp/device.crt
key /var/tmp/device.key certificate-id device

Overview

Firewall authentication initiatesa secureconnection tobeestablishedacross twodevices.

Anetworkusermustprovideausernameandpassword forauthenticationwhen initiating

a connection across the firewall. Firewall authentication supports HTTPS traffic for

pass-through authentication. HTTPS can secure HTTP firewall authentication traffic

between users and the SRX Series device.

HTTPS is the secure version of HTTP, the protocol over which data is sent between the

user and the device that the user is connected to. All communications between the user

and the connected devices are encrypted. HTTPS is often used to protect highly

confidential online transactions like online banking and online shopping order forms.

In this example, HTTPS traffic is used to trigger pass-through authentication because

HTTPS ismoresecure thanHTTP.ForHTTPStraffic to triggerpass-throughauthentication

youmust first configure the SSL termination profile.

Figure 8 on page 45 shows an example of pass-through authentication using HTTPS

traffic. In this example, a host or a user from an untrust zone tries to access resources on

the trust zone. TheSRXSeries device usesHTTPS to collect the usernameandpassword
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information. Subsequent traffic from the host or user is allowed or denied based on the

result of this authentication.

Figure 8: Pass-Through Authentication Using HTTPS Traffic

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands to a text file, remove

any line breaks, change any details necessary tomatch your network configuration, copy

andpaste thecommands into theCLI at the [edit] hierarchy level, and thenentercommit
from configuration mode.

set interfaces ge-0/0/0 unit 0 family inet address 192.0.2.12/24
set interfaces ge-1/0/0 unit 0 family inet address 203.0.113.1/24
set security policies from-zone trust to-zone untrust policy p1 match source-address any
set security policies from-zone trust to-zone untrust policy p1 match destination-address
any

set security policies from-zone trust to-zone untrust policy p1 match application any
set security policies from-zone trust to-zone untrust policy p1 then permit
firewall-authentication pass-through access-profile local_pf

set security policies from-zone trust to-zone untrust policy p1 then permit
firewall-authentication pass-through ssl-termination-profile ssl_pf

set security policies from-zone trust to-zone untrust policy p1 then log session-init
set security policies from-zone trust to-zone untrust policy p1 then log session-close
set security zones security-zone trust interfaces ge-0/0/0.0 host-inbound-traffic
system-services all

set security zonessecurity-zone trust interfacesge-0/0/0.0host-inbound-trafficprotocols
all
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set security zones security-zone untrust interfaces ge-1/0/0.0 host-inbound-traffic
system-services all

setsecurityzonessecurity-zoneuntrust interfacesge-1/0/0.0host-inbound-trafficprotocols
all

set access profile local_pf client user1 firewall-user password <password>
set access firewall-authentication pass-through default-profile local_pf
set services ssl termination profile ssl_pf server-certificate device

Step-by-Step
Procedure

To configure HTTPS traffic to trigger pass-through authentication:

Configure interfaces and assign IP addresses.1.

[edit interfaces]
user@host# set ge-0/0/0 unit 0 family inet address 192.0.2.12/24
user@host# set ge-1/0/0 unit 0 family inet address 203.0.113.1/24

2. Configure security policies to permit firewall authenticated traffic from zone trust

to zone untrust.

[edit security policies]
user@host# set from-zone trust to-zone untrust policy p1 then permit
firewall-authentication pass-through access-profile local_pf

user@host# set from-zone trust to-zone untrust policy p1 then permit
firewall-authentication pass-through ssl-termination-profile ssl_pf

3. Specify a policy action to take when a packet matches the criteria.

[edit security policies]
user@host# set from-zone trust to-zone untrust policy p1match source-address
any

user@host#set from-zonetrust to-zoneuntrustpolicyp1matchdestination-address
any

user@host# set from-zone trust to-zone untrust policy p1match application any
user@host# set from-zone trust to-zone untrust policy p1 then log session-init
user@host# set from-zone trust to-zone untrust policy p1 then log session-close

4. Configure security zones and assign interfaces.

[edit security zones]
user@host# set security-zone trust interfaces ge-0/0/0.0 host-inbound-traffic
protocols all

user@host# set security-zone trust interfaces ge-0/0/0.0 host-inbound-traffic
system-services all

5. Configure application services for zones.

[edit security zones]
user@host# set security-zone trust host-inbound-traffic system-services all
protocols all

user@host# set security-zone untrust host-inbound-traffic system-services all
protocols all

6. Create an access profile and configure the client as a firewall user and set the

password.

[edit access]
user@host# set profile local_pf client user1 firewall-user password <password>

7. Configure the typeof firewall and thedefault profile namewhere theauthentication

settings are defined.
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[edit access]
user@host# set firewall-authentication pass-through default-profile local_pf

8. Configure the SSL termination profile and enter a local certificate identifier name.

[edit services]
user@host# set ssl termination profile ssl_pf server-certificate device

Results From configuration mode, confirm your configuration by entering the show interfaces,

showsecuritypolicies, showsecurity zones, showaccess, and showservicesssl termination

commands. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

user@host# show interfaces
...
interfaces
ge-0/0/0 {
unit 0 {
family inet {
address 192.0.2.12;

}
}

}
ge-1/0/0 {
unit 0 {
family inet {
address 203.0.113.1/24;

}
}

}

user@host# show security policies
...
policies
from-zone trust to-zone untrust {
policy p1 {
match {
source-address any;
destination-address any;
application any;

}
then {
permit {
firewall-authentication {
pass-through {
access-profile local_pf;
ssl-termination-profile ssl_pf;

}
}

}
log {
session-init;
session-close;

}
}

}
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}
}

user@host# show security zones
...
zones {
security-zone trust {
interfaces {
ge-0/0/0.0 {
host-inbound-traffic {
system-services {
all;

}
protocols {
all;

}
}

}
}

}
security-zone untrust {
interfaces {
ge-1/0/0.0 {
host-inbound-traffic {
system-services {
all;

}
protocols {
all;

}
}

}
}

}

user@host# show access
...
access {
profile local_pf {
client user1 {
firewall-user {
password password;

}
}

}
firewall-authentication {
pass-through {
default-profile local_pf;

}
}

user@host# show services ssl termination
...
services {
ssl {
termination {
profile ssl_pf {
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server-certificate device;
}

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Verifying the Configuration

Purpose Verify that the configuration is correct.

Action From operational mode, enter the show security firewall-authentication users command

for identifier 1.

user@host> show security firewall-authentication users identifier 1
Username: user1
Source IP: 203.0.113.1/24
Authentication state: Success
Authenticationmethod: Pass-through using HTTPS
Age: 0
Access time remaining: 10
Lsys: root-logical-system
Source zone: trust
Destination zone: untrust
Access profile: local_pf
Interface Name: ge-0/0/0.0
Bytes sent by this user: 946
Bytes received by this user: 0

Meaning The show security firewall-authentication users command displays the firewall

authentication user information for the specified identifier. If the output displays

Pass-through using HTTPS in the Authentication method field and Success in the

Authentication state field, then your configuration is correct.

Related
Documentation

• Firewall User Authentication Overview on page 9

• Understanding Pass-Through Authentication on page 35

• Example: Configuring Pass-Through Authentication on page 37
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CHAPTER 5

ConfiguringWeb Authentication

• UnderstandingWeb Authentication on page 51

• Example: ConfiguringWeb Authentication on page 53

• Example: Configuring HTTPS Traffic to Trigger Web Authentication on page 60

UnderstandingWeb Authentication

Web authentication is an alternative to pass-through user authentication. Instead of

pointing to the resource that you want to connect to from your client browser, you point

the browser to an IP address on the device that is enabled for Web authentication. This

initiates an HTTP session to the IP address hosting theWeb authentication feature on

the device. The device then prompts you for your username and password and caches

the result in the device. Later, when traffic encounters aWeb authentication policy, you

are allowed or denied access based on the prior Web authentication results, as shown

in Figure 9 on page 52.

NOTE: You use family inet to assign an IPv4 address. You use family inet6
to assign an IPv6 address. An interface can be configured with both an IPv4
and an IPv6 address. For the sake of brevity, these examples use IPv4
addresses only.
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Figure 9:Web Authentication Example

Follow theseWeb authentication guidelines:

• You can leave the default Web authentication server as the local database or you can

choose an external authentication server for the role. The default Web authentication

profile determines if the user authenticates using the local database or the external

authentication server. An access profile stores usernames and passwords of users or

points to external authentication servers where such information is stored.

• TheWeb authentication addressmust be in the same subnet as the interface that you

want to use to host it. For example, if you want authentication users to connect using

Web authentication through ethernet3, which has IP address 203.0.113.1/24, then you

can assignWeb authentication an IP address in the 203.0.113.0/24 subnet.

• You can put aWeb authentication address in the same subnet as the IP address of

anyphysical interfaceor virtual security interface (VSI). (For informationaboutdifferent

types of interfaces, see Security Zones and Interfaces Overview.)

• You can putWeb authentication addresses onmultiple interfaces.

• After a device authenticates a user at a particular source IP address, it subsequently

permits traffic—as specified in the policy requiring authentication throughWeb

authentication—from any other user at that same address. This might be the case if

the user originates traffic from behind a NAT device that changes all original source

addresses to a single translated address.

• WithWeb authentication enabled, any HTTP traffic to the IP address will get theWeb

authentication login page instead of the administrator login page. Disabling this option
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will show the administrator login page (assuming that [system services

web-management HTTP] is enabled.

• We recommend that you have a separate primary or preferred IP address, if an address

is used for Web authentication.

NOTE: TheWeb authenticationmethod is recommended in situationswhen
theclientdevicesare immediatelyadjacent to thesecuritygatewayandthere
is high assurance that the client devices are not multiuser hosts. This
authenticationmethod is best applied to wireless links and DMZ, or
conference room links.

Related
Documentation

Firewall User Authentication Overview on page 9•

• Understanding Pass-Through Authentication on page 35

• Example: ConfiguringWeb Authentication on page 53

Example: ConfiguringWeb Authentication

This example shows how to enableWeb authentication and set up a policy that allows

access to a user when traffic encounters a policy that hasWeb authentication enabled.

• Requirements on page 53

• Overview on page 53

• Configuration on page 54

• Verification on page 58

Requirements

Before you begin:

• Define firewall users. See “Firewall User Authentication Overview” on page 9.

• Add theWeb authentication HTTP flag under the interface’s address hierarchy to

enableWeb authentication.

Overview

To enableWeb authentication, youmust specify the IP address of the device hosting the

HTTP session. These settings are used if the firewall user accessing a protected resource

wants to be authenticated by directly accessing thewebserver or byWebauthentication.

The following instructions showhowtosetupapolicy thatallowsaccess to theFWClient1

user when traffic encounters a policy that hasWeb authentication enabled (Policy-W).

(SeeFigure 10onpage54.) In this example, FWClient1 hasalreadyauthenticated through

theWeb authentication login page.

The FWClient1 firewall user does the following to get authenticated:
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a. Points the browser to theWeb authentication IP (198.51.100.63/24) to get

authenticated first

b. Starts traffic to access resources specified by the policy-W policy

Figure 10:Web Authentication Example

Whenyouconfigure thedeviceasdescribed in these instructionsand theuser successfully

authenticates, the screen illustrated in Figure 11 on page 54 appears.

Figure 11: Web Authentication Success Banner

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands to a text file, remove

any line breaks, change any details necessary tomatch your network configuration, copy

andpaste thecommands into theCLI at the [edit] hierarchy level, and thenentercommit
from configuration mode.

set interfaces ge-0/0/1 unit 0 family inet address 198.51.100.23/24
set interfaces ge-0/0/1 unit 0 family inet address 198.51.100.23/24web-authentication http
set interfaces fe-5/0/0 unit 0 family inet address 203.0.113.15/24
set access profileWEBAUTH client FWClient1 firewall-user password pwd
set access firewall-authentication web-authentication default-profileWEBAUTH
set access firewall-authentication web-authentication banner success "WEB AUTH LOGIN
SUCCESS"
set security zones security-zone UT-ZONE host-inbound-traffic system-services all
set security zones security-zone UT-ZONE interfaces ge-0/0/1.0 host-inbound-traffic protocols
all
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set security zones security-zone T-ZONE host-inbound-traffic system-services all
set security zones security-zone T-ZONE interfaces ge-5/0/0.0 host-inbound-traffic protocols
all
set security policies from-zone UT-ZONE to-zone T-ZONE policy P1match source-address any
set security policies from-zone UT-ZONE to-zone T-ZONE policy P1match destination-address
any
set security policies from-zone UT-ZONE to-zone T-ZONE policy P1match application any
set security policies from-zone UT-ZONE to-zone T-ZONE policy P1 then permit
firewall-authentication web-authentication client-match FWClient1
set system services web-management http interface ge-0/0/1.0

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

To configureWeb authentication:

1. Configure two interfaces and assign IP addresses to them.

NOTE: For this example, it is optional to assign two addresses to the
interfaces.

[edit]

user@host# set interfaces ge-0/0/1 unit 0 family inet address 198.51.100.23/24

user@host# set interfaces ge-0/0/1 unit 0 family inet address 198.51.100.63/24
web-authentication http

user@host# set interfaces fe-5/0/0 unit 0 family inet address 203.0.113.15/24

2. Create theWEBAUTH access profile for the FWClient1 user, specify the user’s

password, and define a success banner.

[edit access]

user@host# set profileWEBAUTH client FWClient1 firewall-user password pwd

user@host# set firewall-authentication web-authentication default-profile
WEBAUTH

user@host# set firewall-authenticationweb-authentication banner success "WEB
AUTH LOGIN SUCCESS"

3. Configure security zones.

NOTE: For this example, it is optional to configure a second interface
for a security zone.

[edit security zones]
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user@host# set security-zone UT-ZONE host-inbound-traffic system-services all

user@host#setsecurity-zoneUT-ZONEinterfacesge-0/0/1.0host-inbound-traffic
protocols all

user@host# set security-zone T-ZONE host-inbound-traffic system-services all

user@host# set security-zone T-ZONE interfaces ge-5/0/0.0 host-inbound-traffic
protocols all

4. Assign security policy P1 to the security zones.

[edit security policies]

user@host# set from-zone UT-ZONE to-zone T-ZONE policy P1match
source-address any

user@host# set from-zone UT-ZONE to-zone T-ZONE policy P1match
destination-address any

user@host# set from-zone UT-ZONE to-zone T-ZONE policy P1match application
any

user@host# set from-zone UT-ZONE to-zone T-ZONE policy P1 then permit
firewall-authentication web-authentication client-match FWClient1

5. Activate the HTTP process (daemon) on your device.

[edit]

user@host# set system services web-management http interface ge-0/0/1.0

Results From configuration mode, confirm your configuration by entering these commands:

• show interfaces

• show access

• show security zones

• show security policies

• show system services

If the output does not display the intended configuration, repeat the configuration

instructions in this example to correct it.

For brevity, this show output includes only the configuration that is relevant to this

example. Any other configuration on the system has been replaced with ellipses (...).

user@host# show interfaces
...
}
ge-0/0/1{
    unit 0 {
        family inet {
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            address 198.51.100.23/24 {
            address 198.51.100.63/24 {
                web-authentication http;
            }
        }
    }
}
fe-5/0/0 {
    unit 0 {
        family inet {
            address 198.51.100.14/24;
        }
    }
}
...

user@host# show access
profile WEBAUTH { 
    client FWClient1 {
        firewall-user {
            password "$ABC123"; ## SECRET-DATA
        }
    }
}
firewall-authentication { 
    web-authentication {
        default-profile WEBAUTH;
        banner {
            success "WEB AUTH LOGIN SUCCESS";
        }
    }
}

user@host# show security zones
...
}
security-zone UT-ZONE { 
    host-inbound-traffic {
       system-services {
            all;
        }
    }
    interfaces {
        ge-0/0/1.0 {
            host-inbound-traffic {
                protocols {
                    all;
                }
            }
        }
    }
}
security-zone T-ZONE { 
    host-inbound-traffic {
       system-services {
            all;
        }
    }
    interfaces {
        ge-5/0/0.0 {
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            host-inbound-traffic {
                protocols {
                    all;
                }
            }
        }
    }
}

user@host# show security policies
...
from-zone UT-ZONE to-zone T-ZONE {
    policy P1 {
       match {
            source-address any;
            destination-address any;
            application any;
       }
       then {
            permit {
                firewall-authentication {
                    web-authentication {
                        client-match FWClient1;
                    }
                }
            }
       }
    }
}

user@host# show system services
...
ftp;
ssh;
telnet;
web-management {
    http {
        interface g-0/0/1.0;
    }
}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform this task:

• Verifying Firewall User Authentication and Monitoring Users and IP Addresses in the

Authentication Table on page 58

Verifying Firewall User Authentication andMonitoring Users and IP Addresses in
the Authentication Table

Purpose Display firewall authentication user history and verify the number of firewall users who

successfully authenticated and firewall users who failed to log in.

Copyright © 2017, Juniper Networks, Inc.58

Authentication and Integrated User Firewalls Feature Guide for Security Devices



Action From operational mode, enter these show commands:

user@host> show security firewall-authentication history
user@host> show security firewall-authentication history identifier 1
user@host> show security firewall-authentication users
user@host> show security firewall-authentication users identifier 3

user@host> show security firewall-authentication history
History of firewall authentication data:
Authentications: 1
Id Source Ip Date Time Duration Status User
5 198.51.100.75      2010-04-24 01:08:57 0:10:30    Success  FWClient1 

user@host> show security firewall-authentication history identifier 1
Username: FWClient1
Source IP: 198.51.100.752
Authentication state: Success
Authentication method: Web-authentication 
Access start date: 2010-10-12
Access start time: 21:24:02
Duration of user access: 0:00:24
Source zone: N/A
Destination zone: N/A
Access profile: WEBAUTH
Bytes sent by this user: 0
Bytes received by this user: 2660

user@host> show security firewall-authentication users
Firewall authentication data:
Total users in table: 1
Id Source Ip Src zone Dst zone Profile Age Status User
4 198.51.100.75     N/A  N/A   WEBAUTH     1 Success   FWClient1

user@host> show security firewall-authentication users identifier 3
Username: FWClient1
Source IP: 198.51.100.75
Authentication state: Success
Authentication method: Web-authentication 
Age: 3
Access time remaining: 9
Source zone: N/A
Destination zone: N/A
Access profile: WEBAUTH
Interface Name: ge-0/0/1.0
Bytes sent by this user: 0
Bytes received by this user: 1521

Related
Documentation

UnderstandingWeb Authentication on page 51•

• Understanding Firewall Authentication Banner Customization on page 83

• Security Zones and Interfaces Overview
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Example: Configuring HTTPS Traffic to TriggerWeb Authentication

ThisexampleshowshowtoconfigureHTTPStraffic to triggerWebauthentication.HTTPS

is widely used for Web authentication because it is more secure than HTTP.

• Requirements on page 60

• Overview on page 61

• Configuration on page 62

• Verification on page 64

Requirements

Before you begin:

This example uses the following hardware and software components:

• SRX Series device

• Two PCs with Linux and Open SSL installed. One PC acts as a client and another as

an HTTPS server. The two PCs are used to create key files and to send traffic.

• JunosOSRelease 12.1X44-D10 or later for high-end SRXSeries Services Gateways and

JunosOSRelease 15.1X49-D40or later for vSRX, SRX300, SRX320, SRX340, SRX345,

SRX550M, and SRX1500 Services Gateways.

An SRX Series device has to decode the HTTPS traffic to trigger Web authentication.

The following list describes the steps to create and install a private key file and a

certification key file.

NOTE: If youhaveanofficial .crt file and .key file, then youcandirectly upload

and install the files on the SRXSeries device. If you do not have a .crt file and

.key file, then follow the procedure to create and install the files. Instructions

specified in Step 1 and Step 2must be run on a PCwhich has Linux and
OpenSSL installed. Instructions specified in Step 3 and Step 4must be run
in operational mode.

1. From the PC, create the .key file.

openssl genrsa -out /tmp/device.key 1024

2. From the PC, create the .crt file.

openssl req -new -x509 -days 365 -key /tmp/server.key -out /tmp/device.crt -subj
"/C=CN/ST=BJ/L=BJ/O=JNPR/OU=CNRD/CN=203.0.113.22/emailAddress=device@mycomany.com"

3. From the SRX Series device, upload the .key and .crt files and install the files on the

device using the following command:

user@host> request security pki local-certificate load filename /var/tmp/device.crt
key /var/tmp/device.key certificate-id device
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Overview

Firewall authentication initiatesa secureconnection tobeestablishedacross twodevices.

Anetworkusermustprovideausernameandpassword forauthenticationwhen initiating

a connection across the firewall. Firewall authentication supports HTTPS traffic for

pass-through authentication. HTTPS can secure HTTP firewall authentication traffic

between users and the SRX Series device.

HTTPS is the secure version of HTTP, the protocol over which data is sent between the

user and the device that the user is connected to. All communications between the user

and the connected devices are encrypted. HTTPS is often used to protect highly

confidential online transactions like online banking and online shopping order forms.

In this example, HTTPS traffic is used to trigger Web authentication because HTTPS is

more secure than HTTP.

The user uses HTTPS to access an IP address on the device that is enabled for Web

authentication. In this scenario, the user does not use HTTPS to access the IP address

of the protected resource. The user is prompted for a username and password, which

are verified by the device. Subsequent traffic from the user or host to the protected

resource is allowed or denied based on the results of this Web authentication.

Figure 12 on page 61 shows an example ofWeb authentication using HTTPS traffic.

Figure 12: Web Authentication Using HTTPS Traffic
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands to a text file, remove

any line breaks, change any details necessary tomatch your network configuration, copy

andpaste thecommands into theCLI at the [edit] hierarchy level, and thenentercommit
from configuration mode.

set system services web-management https pki-local-certificate device
set interfaces ge-0/0/0 unit 0 family inet address 203.0.113.18/24
set interfaces ge-0/0/0 unit 0 family inet address 203.0.113.115/24 web-authentication
https

set interfaces ge-0/0/1 unit 0 family inet address 192.0.2.5/24
set security policies from-zone trust to-zone untrust policy p1 match source-address any
set security policies from-zone trust to-zone untrust policy p1 match destination-address
any

set security policies from-zone trust to-zone untrust policy p1 match application any
set security policies from-zone trust to-zone untrust policy p1 then permit
set access profile local_pf client user1 firewall-user password user1
set access firewall-authentication web-authentication default-profile local_pf
set security policies from-zone trust to-zone untrust policy p1 then permit
firewall-authentication web-authentication

Step-by-Step
Procedure

To configure HTTPS traffic to trigger Web authentication:

EnableWeb-management support to HTTPS traffic.1.

[edit system services]
user@host# set web-management https pki-local-certificate device

2. Configure interfaces and assign IP addresses. EnableWeb authentication at

ge-0/0/0 interface.

[edit interfaces]
user@host# set ge-0/0/0 unit 0 family inet address 203.0.113.18/24
set ge-0/0/0 unit 0 family inet address 203.0.113.115/24web-authentication https
user@host# set ge-0/0/1 unit 0 family inet address 192.0.2.5/24

3. Configure security policies to permit firewall authenticated traffic from zone trust

to zone untrust.

[edit security policies]
user@host# set from-zone trust to-zone untrust policy p1match source-address
any destination-address any application any

user@host# set security policies from-zone trust to-zone untrust policy p1 then
permit

4. Createanaccessprofile, configure theclientasa firewall user, andset thepassword.

[edit access]
user@host# set profile local_pf client user1 firewall-user password user1

5. Configure the type of firewall authentication settings.

[edit access]
user@host#set firewall-authenticationweb-authenticationdefault-profile local_pf

6. Specify a policy action to take when a packet matches the criteria.

[edit security policies]
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user@host# set from-zone trust to-zone untrust policy p1 then permit
firewall-authentication web-authentication

Results Fromconfigurationmode, confirmyourconfigurationbyentering the showsystemservices,

show interfaces, show security policies, and show access commands. If the output does

not display the intended configuration, repeat the configuration instructions in this

example to correct it.

user@host# show system services
web-management {
https {
pki-local-certificate device;
}

}

user@host# show interfaces
ge-0/0/0 {
unit 0 {
family inet {
address 203.0.113.115/24 {
web-authentication https;

}
}

}
ge-0/0/1 {
unit 0 {
family inet {
address 192.0.2.5/24;

}
}

}

user@host# show security policies
from-zone trust to-zone untrust {
policy p1 {
match {
source-address any;
destination-address any;
application any;

}
then {
permit {
firewall-authentication {
web-authentication;

}
}

}
}

}

user@host# show access
profile local_pf {
client user1 {
firewall-user {
password "user1";

}
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}
}
firewall-authentication {
web-authentication {
default-profile local_pf;

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Verifying the Configuration

Purpose Verify that the configuration is correct.

Action From operational mode, enter the show security firewall-authentication users identifier

identifier command.

Sample Output

user@host> show security firewall-authentication users identifier 1
Username: user1
Source IP: 203.1.113.102
Authentication state: Success
Authenticationmethod:Web-authentication
Age: 0
Access time remaining: 10
Lsys: root-logical-system
Source zone: N/A
Destination zone: N/A
Access profile: local_pf
Bytes sent by this user: 0
Bytes received by this user: 0

Meaning The showsecurity firewall-authenticationusers identifier identifier commanddisplays the

firewall authentication user information using the identifier ID of the user. If the

authentication method parameter displaysWeb authentication and the authentication

state parameter displays success in your output then your configuration is correct.

Related
Documentation

• Firewall User Authentication Overview on page 9

• UnderstandingWeb Authentication on page 51

• Example: ConfiguringWeb Authentication on page 53
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CHAPTER 6

Configuring External Authentication
Servers

• Understanding External Authentication Servers on page 65

• Example: Configuring RADIUS and LDAP User Authentication on page 66

• Example: Configuring SecurID User Authentication on page 71

• Example: Deleting the SecurID Node Secret File on page 74

• Enabling LDAP Authentication with TLS/SSL for Secure Connections on page 75

Understanding External Authentication Servers

Authentication, authorization, and accounting (AAA) servers provide an extra level of

protection and control for user access in the following ways:

• Authentication determines the firewall user.

• Authorization determines what the firewall user can do.

• Accounting determines what the firewall user did on the network.

You can use authentication alone or with authorization and accounting. Authorization

always requires a user to be authenticated first. You can use accounting alone, or with

authentication and authorization.

Once the user's credentials are collected, they are processed using firewall user

authentication, which supports the following types of servers:

• Local authentication and authorization

• RADIUSauthenticationandauthorization (compatiblewith JuniperSteel-BeltedRadius

server)

• LDAP authentication only (supports LDAP version 3 and is compatible withWindows

AD)

• SecurID authentication only (using an RSA SecurID external authentication server)

NOTE: Junos OS also supports administrative authentication using local,
RADIUS, and TACACS+ servers.
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This topic includes the following sections:

• Understanding SecurID User Authentication on page 66

Understanding SecurID User Authentication

SecurID is an authentication method that allows users to enter either static or dynamic

passwords as their credentials. A dynamic password is a combination of a user's PIN and

a randomly generated token that is valid for a short period of time, approximately one

minute. A static password is set for the user on the SecurID server. For example, the

SecurID server administrator might set a temporary static password for a user who lost

his or her SecurID token.

Whenauserattempts toaccessa resourceprotectedbyapolicyandSecurID is configured

in the profile authentication-order parameter as either the only authentication mode or

the first one to be used, the device forwards the user's credentials to the SecurID server

for authentication. If the user enters valid values, the user is allowed access to the

requested resource.

NOTE: The SecurID server includes a feature that presents a user with a
challenge if the user provides wrong credentials repeatedly. However, Junos
OS does not support the challenge feature. Instead, the SecurID server
administrator must resynchronize the RSA token for the user.

For SecurID, you configure information about the Juniper Networks device on theSecurID

server, and this information is exported to a file called sdconf.rec.

To install the sdconf.rec file on the device, youmust use an out-of-bandmethod such

as FTP. Install the file in a directory whose files are not deleted regularly. Do not put it in

a temporary directory. For example, youmight install it in

/var/db/secureid/server1/sdconf.rec.

The sdconf.rec file contains information that provides the Juniper Networks device with

the address of the SecurID server. You do not need to configure this information explicitly

when you configure the SecurID server to be used as the external authentication server.

Related
Documentation

Firewall User Authentication Overview on page 9•

• Example: Configuring RADIUS and LDAP User Authentication on page 66

• Example: Configuring SecurID User Authentication on page 71

• Example: Deleting the SecurID Node Secret File on page 74

Example: Configuring RADIUS and LDAPUser Authentication

This example shows how to configure a device for external authentication.

• Requirements on page 67

• Overview on page 67
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• Configuration on page 67

• Verification on page 70

Requirements

Before you begin, create an authentication user group.

Overview

You can put several user accounts together to form a user group, which you can store

on the local database or on a RADIUS, an LDAP, or a SecurID server. When you reference

an authentication user group and an external authentication server in a policy, the traffic

matching the policy provokes an authentication check.

This example showshowaccessprofileProfile-1 is configured for external authentication.

Two RADIUS servers and one LDAP server are configured in the access profile. However,

the order of authentication specifies RADIUS server only, so if the RADIUS server

authentication fails, then the firewall user fails to authenticate. The local database is not

accessed.

NOTE: If the firewall clients are authenticated by the RADIUS server, then
the group-membership VSA returned by the RADIUS server should contain
alpha, beta, or gamma client groups in the RADIUS server configuration or in
the access profile, Profile-1. Access profiles store usernames and passwords
of users or point to external authentication servers where such information
is stored.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands to a text file, remove

any line breaks, change any details necessary tomatch your network configuration, copy

andpaste thecommands into theCLI at the [edit] hierarchy level, and thenentercommit
from configuration mode.

set access profile Profile-1 authentication-order radius
set access profile Profile-1 client Client-1 client-group alpha
set access profile Profile-1 client Client-1 client-group beta
set access profile Profile-1 client Client-1 client-group gamma
set access profile Profile-1 client Client-1 firewall-user password pwd
set access profile Profile-1 client Client-2 client-group alpha
set access profile Profile-1 client Client-2 client-group beta
set access profile Profile-1 client Client-2 firewall-user password pwd
set access profile Profile-1 client Client-3 firewall-user password pwd
set access profile Profile-1 client Client-4 firewall-user password pwd
set access profile Profile-1 session-options client-group alpha
set access profile Profile-1 session-options client-group beta
set access profile Profile-1 session-options client-group gamma
set access profile Profile-1 session-options client-idle-timeout 255
set access profile Profile-1 session-options client-session-timeout 4
set access profile Profile-1 ldap-options base-distinguished-name
CN=users,DC=junos,DC=juniper,DC=net
set access profile Profile-1 ldap-options search search-filter sAMAccountName=
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set access profile Profile-1 ldap-options search admin-search distinguished-name
cn=administrator,cn=users,dc=junos,dc=juniper,dc=net
set access profile Profile-1 ldap-options search admin-search password pwd
set access profile Profile-1 ldap-server 203.0.113.39/24
set access profile Profile-1 radius-server 203.0.113.62/24 secret example-secret
set access profile Profile-1 radius-server 203.0.113.62/24 retry 10
set access profile Profile-1 radius-server 203.0.113.27/24 secret juniper

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

To configure a device for external authentication:

1. Specify the RADIUS server for external authentication order.

[edit]

user@host# set access profile Profile-1 authentication-order radius

2. Configure Client1-4 firewall users and assign the Client-1 firewall user and Client-2

firewall user to client groups.

[edit access profile Profile-1]

user@host# set client Client-1 client-group alpha

user@host# set client Client-1 client-group beta

user@host# set client Client-1 client-group gamma

user@host# set client Client-1 firewall-user password pwd

user@host# set client Client-2 client-group alpha

user@host# set client Client-2 client-group beta

user@host# set client Client-2 firewall-user password pwd

user@host# set client Client-3 firewall-user password pwd

user@host# set client Client-4 firewall-user password pwd

3. Configure client groups in the session options.

[edit access profile Profile-1]

user@host# set session-options client-group alpha

user@host# set session-options client-group beta

user@host# set session-options client-group gamma
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user@host# set session-options client-idle-timeout 255

user@host# set session-options client-session-timeout 4

4. Configure the IP address for the LDAP server and server options.

[edit access profile Profile-1]

user@host# set ldap-options base-distinguished-name
CN=users,DC=junos,DC=mycompany,DC=net

user@host# set ldap-options search search-filter sAMAccountName=

user@host# set ldap-options search admin-search password pwd

user@host# set ldap-options search admin-search distinguished-name
cn=administrator,cn=users,dc=junos,dc=mycompany,dc=net

user@host# set ldap-server 203.0.113.39/24

5. Configure the IP addresses for the two RADIUS servers.

[edit access profile Profile-1]

user@host# set radius-server 203.0.113.62/24 secret pwd

user@host# set radius-server 203.0.113.62/24 retry 10

user@host# set radius-server 203.0.113.27/24 secret pwd

Results From configurationmode, confirm your configuration by entering the showaccess profile

Profile-1 command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

user@host# show access profile Profile-1
authentication-order radius;
client Client-1 {
    client-group [ alpha beta gamma ];
    firewall-user {
        password "$ABC123"; ## SECRET-DATA
    }
}
client Client-2 {
    client-group [ alpha beta ];
    firewall-user {
        password "$ABC123"; ## SECRET-DATA
    }
}
client Client-3 {
    firewall-user {
        password "$ABC123"; ## SECRET-DATA
    }
}
client Client-4 {
    firewall-user {
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        password "$ABC123"; ## SECRET-DATA
    }
}
session-options {
    client-group [ alpha beta gamma ];
    client-idle-timeout 255;
    client-session-timeout 4;
}
ldap-options {
    base-distinguished-name CN=users,DC=junos,DC=juniper,DC=net;
    search {
        search-filter sAMAccountName=;
        admin-search {
            distinguished-name cn=administrator,cn=users,dc=junos,
       dc=mycompany,dc=net; password "$ABC123"; ## SECRET-DATA
        }
    }
}
ldap-server {
    203.0.113.39/24 ;
}
radius-server {
    203.0.113.62/24  {
        secret "$ABC123"; ## SECRET-DATA
        retry 10;
    }
    203.0.113.27/24  {
        secret "$ABC123"; ## SECRET-DATA
    }
}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform this task:

• Troubleshooting with Logs on page 70

Troubleshooting with Logs

Purpose Use these logs to identify any issues.

Action From operational mode, enter the show logmessages command and the show log dcd

command.

Related
Documentation

Understanding External Authentication Servers on page 65•

• Example: Configuring SecurID User Authentication on page 71

• Example: Deleting the SecurID Node Secret File on page 74
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Example: Configuring SecurID User Authentication

This example shows how to configure SecurID as the external authentication server.

• Requirements on page 71

• Overview on page 71

• Configuration on page 71

• Verification on page 73

• Troubleshooting on page 74

Requirements

Before you begin, create an authentication user group.

Overview

SecurID is an authentication method that allows users to enter either static or dynamic

passwords as their credentials. A dynamic password is a combination of a user's PIN and

a randomly generated token that is valid for a short period of time, approximately one

minute. A static password is set for the user on the SecurID server. For example, the

SecurID server administrator might set a temporary static password for a user who lost

his or her SecurID token.

Whenauserattempts toaccessa resourceprotectedbyapolicyandSecurID is configured

in the profile authentication-order parameter as either the only authentication mode or

the first one to be used, the device forwards the user's credentials to the SecurID server

for authentication. If the user enters valid values, the user is allowed access to the

requested resource.

Specify that Server-1 is to be used as the SecurID server and that its configuration file

resides on the device in the /var/db/securid/Server-1/sdconf.rec file. From configuration

mode, enter this command:

user@host# set access securid-server Server-1 configuration-file
“/var/db/securid/Server-1/sdconf.rec”

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands to a text file, remove

any line breaks, change any details necessary tomatch your network configuration, copy

andpaste thecommands into theCLI at the [edit] hierarchy level, and thenentercommit
from configuration mode.

set access profile Profile-2 authentication-order securid
set access profile Profile-2 client Client-1 client-group alpha
set access profile Profile-2 client Client-1 client-group beta
set access profile Profile-2 client Client-1 client-group gamma
set access profile Profile-2 client Client-1 firewall-user password pwd
set access profile Profile-2 client Client-2 client-group alpha
set access profile Profile-2 client Client-2 client-group beta
set access profile Profile-2 client Client-2 firewall-user password pwd
set access profile Profile-2 client Client-3 firewall-user password pwd
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set access profile Profile-2 client Client-4 firewall-user password pwd
set access profile Profile-2 session-options client-group alpha
set access profile Profile-2 session-options client-group beta
set access profile Profile-2 session-options client-group gamma
set access profile Profile-2 session-options client-idle-timeout 255
set access profile Profile-2 session-options client-session-timeout 4

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

To configure SecurID as the external authentication server:

1. For the Profile-2 profile, configure SecurID as the server to be used for external

authentication.

[edit]

user@host# set access profile Profile-2 authentication-order securid

To share a single SecurID server across multiple profiles, for each profile set the

authentication-order parameter to include securid as the authentication mode.

2. Configure clients 1 through 4 as firewall users, and assign Client-1 and Client-2 to

client groups.

[edit access profile Profile-2]

user@host# set client Client-1 client-group alpha

user@host# set client Client-1 client-group beta

user@host# set client Client-1 client-group gamma

user@host# set client Client-1 firewall-user password pwd

user@host# set client Client-2 client-group alpha

user@host# set client Client-2 client-group beta

user@host# set client Client-2 firewall-user password pwd

user@host# set client Client-3 firewall-user password pwd

user@host# set client Client-4 firewall-user password pwd

3. Configure client groups in the session options.

[edit access profile Profile-2]

user@host# set session-options client-group alpha

user@host# set session-options client-group beta
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user@host# set session-options client-group gamma

user@host# set session-options client-idle-timeout 255

user@host# set session-options client-session-timeout 4

Results From configurationmode, confirm your configuration by entering the showaccess profile

Profile-2 command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
user@host# show access profile Profile-2
authentication-order securid;
client Client-1 {
    client-group [ alpha beta gamma ];
    firewall-user {
        password "$ABC123"; ## SECRET-DATA
    }
}
client Client-2 {
    client-group [ alpha beta ];
    firewall-user {
        password "$ABC123"; ## SECRET-DATA
    }
}
client Client-3 {
    firewall-user {
        password "$ABC123"; ## SECRET-DATA
    }
}
client Client-4 {
    firewall-user {
        password "$ABC123"; ## SECRET-DATA
    }
}
session-options {
    client-group [alpha beta gamma];
    client-idle-timeout 255;
    client-session-timeout 4;
}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform this task:

• Troubleshooting with Logs on page 73

Troubleshooting with Logs

Purpose Use these logs to identify any issues.

Action From operational mode, enter the show logmessages command and the show log dcd

command.
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Troubleshooting

• Troubleshooting Unsuccessful Authentication In a Dynamic VPN

Configuration on page 74

Troubleshooting Unsuccessful Authentication In a Dynamic VPN Configuration

Problem Device fails to locate client address in a dynamic VPN configuration.

Solution Verify that the device host name, the domain-search, and the name server are

configured properly.

1.

[edit system]

user@host# set host-name srxhost.example.net

user@host# set domain-search domain.example.net

user@host# set name-server 203.0.113.11

2. Verify that the device host name is getting resolved on the RSA server.

Related
Documentation

Understanding External Authentication Servers on page 65•

• Example: Deleting the SecurID Node Secret File on page 74

Example: Deleting the SecurID Node Secret File

This example shows how to delete the node secret file.

• Requirements on page 74

• Overview on page 74

• Configuration on page 75

• Verification on page 75

Requirements

Before you begin, confirm that it is necessary to delete the SecurID node secret file.

Overview

When the Juniper Networks device initially communicates successfully with the SecurID

server, a node secret file is created for it automatically. The file is created as a result of

the handshake between the Juniper Networks device and the SecurID server after the

softwareauthenticates the firstuser successfully.All subsequentcommunicationbetween

the JuniperNetworksdeviceand theSecurIDserver relieson this secretasa representation

of trust between the two nodes instead of repeating the handshake with each

authentication request.
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Under normal circumstances you should not delete the node secret file. In the rare case

that youmust do so, for example, to debug a serious problem, you can use the clear

command to remove the file.

WARNING: If you delete the file, youmust deselect a box on the SecurID
server to indicate that the node secret file for the Juniper Networks device
and the SecurID server no longer exists. Otherwise, authentication attempts
will fail.

Configuration

Step-by-Step
Procedure

To delete the node secret file:

Use the clear command to remove the node secret file. During subsequent user

authentication, the device reestablishes a shared secret with the SecurID server

1.

and re-creates the node secret file. From operational mode, enter the clear

network-access command to clear the securid-node-secret-file for the Juniper

Networks device.

user@host> clear network-access securid-node-secret-file

2. Fromoperationalmode, confirm your deletion by entering the shownetwork-access

securid-node-secret-file command. If the output does not display, repeat the

instructions in this example to correct it.

user@host> show network-access securid-node-secret-file

Verification

Verify thedeletionbyentering theshownetwork-accesssecurid-node-secret-filecommand.

Related
Documentation

Understanding External Authentication Servers on page 65•

• Example: Configuring SecurID User Authentication on page 71

Enabling LDAP Authentication with TLS/SSL for Secure Connections

Beginningwith JunosOSRelease 15.1X49-D70, SRXSeries devices support theTransport

Layer Security (TLS) StartTLS extension for LDAP for firewall user authentication and

the integrated user firewall authentication for obtaining username and role information

through firewall authentication. StartTTLS allows protocol data transfers between the

LDAPserver andclient over theTLS layer after successful negotiationbetween thepeers.

StartTLSupgradesanexisting insecureLDAPconnection toasecureTLS/SSLconnection.

NOTE: SRX Series devices support TLSv1.1 and TLS v1.2 to use LDAP
authentication with TLS/SSL.
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With StartTLS for LDAP, a secure communication can be provided with the following

sets of ciphers that provide increasingly strong security:

• High encryption cipher: AES256-SHA,DES-CBC3-SHA

• Mediumencryptionciphers:Highencryptioncipher+RC4-SHA:RC4-MD5:AES128-SHA

• Medium encryption ciphers: Medium encryption ciphers +

DES-CBC-SHA:EXP1024-DES-CBC-SHA:EXP1024-RC4-SHA:

EXP1024-RC4-MD5:EXP-DES-CBC-SHA:EXP-RC4-MD5

Implementation of StartTLS on LDAP is interoperable with the following standard LDAP

servers:

• Windows Active Directory

• Novell e-Directory

• Sun LDAP

• OpenLDAP

By default, LDAP traffic is not transmitted securely. You can set LDAP traffic to be

confidential and secure by using Secure Sockets Layer/Transport Layer Security

(SSL/TLS) technology.

To configure TLS parameters as a part of LDAP server configuration:

1. Define TLS type as start-tls to configure LDAP over StartTLS.

[edit]

user@host# set access profile profile-name ldap-server ip-address tls-type start-tls

2. Configure the peer host name to be authenticated.

[edit]

user@host# set access profile profile-name ldap-server ip-address tls-peer-name
peer-name

3. Specify the timeout valueon theTLShandshake. Youcanenter 3 through90seconds.

[edit]

user@host# set access profile profile-name ldap-server ip-address tls-timeout

4. Specify TLS version (v1.1 and v1.2 are supported) as the minimum protocol version

enabled in connections. By default, SRX Series device uses TLS v1.2 to negotiate the

TLS connection with the LDAP server:

[edit]

user@host# set access profile profile-name ldap-server ip-address tls-min-version
supported-tls-version
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NOTE: SRXSeries devices support an additional check on the LDAP server’s
certificate during the TLS handshake for LDAP authentication by default. If
thevalidationof theserver certificate isnot required, youcanuse the following
configuration to ignore the validation of server’s certificate and accept the
certificate without checking:

[edit]
user@host# set access profile profile-name ldap-server ip-address
no-tls-certificate-check

By default, the no-tls-certificate-check remains disabled.

Related
Documentation

• Firewall User Authentication Overview on page 9

• Obtaining Username and Role Information Through Firewall Authentication on page 11

• LDAP Functionality in Integrated User Firewall on page 150
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CHAPTER 7

Configuring Client Groups

• Understanding Client Groups for Firewall Authentication on page 79

• Example: Configuring Local Users for Client Groups on page 79

Understanding Client Groups for Firewall Authentication

Tomanage a number of firewall users, you can create user or client groups and store the

informationeitheron the local JuniperNetworksdeviceoronanexternalRADIUSorLDAP

server.

A client group is a list of groups to which the client belongs. As with client-idle timeout,

a client group is used only if the external authentication server does not return a value in

its response. (For example, LDAP servers do not return such information.)

The RADIUS server sends the client's group information to the Juniper Networks device

using Juniper VSA (46). The client-match portion of the policy accepts a string that can

be either the username or the groupname to which the client belongs.

The reason to have a single database for different types of clients (except admins) is

based on the assumption that a single client can be of multiple types. For example, a

firewall user client can also be an L2TP client.

Related
Documentation

Firewall User Authentication Overview on page 9•

• Example: Configuring Local Users for Client Groups on page 79

Example: Configuring Local Users for Client Groups

This example shows how to configure a local user for client groups in a profile.

• Requirements on page 79

• Overview on page 80

• Configuration on page 80

• Verification on page 81

Requirements

Before you begin, create an access profile.
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Overview

A client group is a list of groups to which the client belongs. As with client-idle timeout,

a client group is used only if the external authentication server does not return a value in

its response (for example, LDAP servers do not return such information).

This example shows how to configure a local user called Client-1 for client groups G1, G2,

and G3 in a profile called Managers. Within this example, client groups are configured

for a client. If a client group is not defined for the client, then the client group under the

access profile session-options hierarchy is used.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands to a text file, remove

any line breaks, change any details necessary tomatch your network configuration, copy

andpaste thecommands into theCLI at the [edit] hierarchy level, and thenentercommit
from configuration mode.

set access profile Managers client Client-1 client-group G1
set access profile Managers client Client-1 client-group G2
set access profile Managers client Client-1 client-group G3
set access profile Managers client Client-1 firewall-user password pwd
set access profile Managers session-options client-group G1
set access profile Managers session-options client-group G2
set access profile Managers session-options client-group G3

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

To configure a local user for client groups in a profile:

1. Configure the firewall user profile Managers, and assign client groups to it.

user@host# edit access profile Managers
[edit access profile Managers]
user@host# set client Client-1 client-group G1
user@host# set client Client-1 client-group G2
user@host# set client Client-1 client-group G3
user@host# set client Client-1 firewall-user password pwd

2. Configure client groups in the session options.

[edit access profile Managers]
user@host# set session-options client-group G1
user@host# set session-options client-group G2
user@host# set session-options client-group G3

Results Confirm your configuration by entering the showaccess profileManagers command from

configurationmode. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

user@host# show access profile Managers

client Client-1 {
    client-group [ G1 G2 G3 ];
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    firewall-user {
        password "$ABC123"; ## SECRET-DATA
    }
}
session-options {
    client-group [ G1 G2 G3 ];
}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform this task:

• Troubleshooting with Logs on page 81

Troubleshooting with Logs

Purpose Use these logs to identify any issues.

Action From operational mode, enter the show logmessages command and the show log dcd

command.

Related
Documentation

• Understanding Client Groups for Firewall Authentication on page 79
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CHAPTER 8

Customizing the Firewall Authentication
Banner

• Understanding Firewall Authentication Banner Customization on page 83

• Example: Customizing a Firewall Authentication Banner on page 83

Understanding Firewall Authentication Banner Customization

A banner is a message that appears on amonitor in different places depending on the

type of login.

Figure 13: Banner Customization

• At the top of a browser screen after a user has successfully logged into aWeb

authentication address as shown Figure 13 on page 83.

• Beforeorafter aTelnet, anFTP, anHTTP,or andHTTPS loginprompt, successmessage,

and fail message for users

All banners, except for a console loginbanner, havedefaultmessages. Youcancustomize

themessages thatappearon thebanners tobetter suit thenetworkenvironment inwhich

you use the device.

Related
Documentation

Firewall User Authentication Overview on page 9•

• Example: Customizing a Firewall Authentication Banner on page 83

Example: Customizing a Firewall Authentication Banner

This example shows how to customize the banner text that appears in the browser.

• Requirements on page 84

• Overview on page 84

• Configuration on page 84
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Requirements

Before you begin, create an access profile.

Overview

A banner is a message that appears on amonitor in different places depending on the

type of login. This example shows how to change the banner that appears in the browser

to indicate that auser has successfully authenticatedafter successfully logging in through

Web authentication. The newmessage is “Web authentication is successful.” If the

authentication fails, then the newmessage reads “Authentication failed.”

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands to a text file, remove

any line breaks, change any details necessary tomatch your network configuration, copy

andpaste thecommands into theCLI at the [edit] hierarchy level, and thenentercommit
from configuration mode.

set access firewall-authentication pass-through default-profile Profile-1
set access firewall-authentication pass-through ftp banner fail “ Authentication failed”
set access firewall-authentication web-authentication default-profile Profile-1
set access firewall-authentication web-authentication banner success “Web authentication is
successful”

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

To customize the banner text that appears in the browser:

1. Specify the banner text for failed pass-through authentication through FTP.

[edit]

user@host#setaccessfirewall-authenticationpass-throughdefault-profileProfile-1

user@host# set access firewall-authentication pass-through ftp banner fail “
Authentication failed”

2. Specify the banner text for successful Web authentication.

[edit]

user@host# set access web-authentication default-profile Profile-1

user@host# set access web-authentication banner success “Web authentication
is successful”

Results From configuration mode, confirm your configuration by entering the show access

firewall-authentication command. If the output does not display the intended

configuration, repeat the configuration instructions in this example to correct it.

user@host# show access firewall-authentication
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pass-through {
    default-profile Profile-1;
    ftp {
        banner {
            fail "Authentication failed";
        }
    }
}
web-authentication {
    default-profile Profile-1;
    banner {
        success "Web authentication is successful";
    }
}

If you are done configuring the device, enter commit from configuration mode.

Related
Documentation

• Understanding Firewall Authentication Banner Customization on page 83
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PART 3

Configuring Infranet Authentication

• Configuring UAC in a Junos OS Environment on page 89

• Establishing Communications Between Devices on page 93

• Configuring Policy Enforcement on page 97

• Classifying Traffic with User Roles on page 101

• Configuring Endpoint Security on page 119

• Configuring IPsec on page 121

• Configuring Captive Portal on page 131
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CHAPTER 9

Configuring UAC in a Junos OS
Environment

• Understanding UAC in a Junos OS Environment on page 89

• Enabling UAC in a Junos OS Environment (CLI Procedure) on page 91

Understanding UAC in a Junos OS Environment

A Unified Access Control (UAC) deployment uses the following components to secure

a network and ensure that only qualified end users can access protected resources:

• IC Series UAC Appliances—An IC Series appliance is a policy decision point in the

network. It uses authentication information and policy rules to determine whether or

not to provide access to individual resources on the network. You can deploy one or

more IC Series appliances in your network.

• Infranet Enforcers—An Infranet Enforcer is a policy enforcement point in the network.

It receives policies from the IC Series appliance and uses the rules defined in those

policies to determine whether or not to allow an endpoint access to a resource. You

deploy the Infranet Enforcers in front of the servers and resources that you want to

protect.

• Infranet agents—An Infranet agent is a client-side component that runs directly on

network endpoints (such as users’ computers). The agent checks that the endpoint

complies to the security criteria specified in Host Checker policies and relays that

compliance information to the Infranet Enforcer. The Infranet Enforcer then allows or

denies the endpoint access based on the compliance results.

An SRX Series device can act as an Infranet Enforcer in a UAC network. Specifically, it

actsasaLayer 3enforcementpoint, controllingaccessbyusing IP-basedpoliciespushed

down from the IC Series appliance. When deployed in a UAC network, an SRX Series

device is called a Junos OS Enforcer. See Figure 14 on page 90.
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Figure 14: Integrating a Junos OS Security Device into a Unified Access
Control Network

NOTE: You can use the Junos OS Enforcer with the IC Series appliance and
Secure Access devices in an IF-MAP Federation network. In a federated
network, multiple IC Series appliances and Secure Access devices that are
not directly connected to the Junos OS Enforcer can access resources
protected by the security device. There are no configuration tasks for IF-MAP
Federation on the Junos OS Enforcer. You configure policies on IC Series
appliances that can dynamically create authentication table entries on the
Junos OS Enforcer.
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Related
Documentation

Enabling UAC in a Junos OS Environment (CLI Procedure) on page 91•

Enabling UAC in a Junos OS Environment (CLI Procedure)

Junos OS security policies enforce rules for transit traffic, defining what traffic can pass

through the Juniper Networks device. The policies control traffic that enters from one

zone (from-zone)andexits another (to-zone). ToenableanSRXSeriesdeviceasa Junos

OS Enforcer in a UAC deployment, youmust:

• Identify the source and destination zones through which UAC traffic will travel. It also

needs the list of interfaces, including which zones they are in. The IC Series UAC

Appliance uses the destination zone tomatch its own IPsec routing policies configured

on IC Series appliance.

• Identify Junos OS security policies that encompass those zones, and enable UAC for

those policies.

Before you begin:

1. Set up the interfaces through which UAC traffic should enter the SRX Series device.

2. Group interfaceswith identical security requirements into zones.SeeExample:Creating

Security Zones.

3. Create security policies to control the traffic that passes through the security zones.

See Example: Configuring a Security Policy to Permit or Deny All Traffic.

To configure UAC through a Junos OS security policy, enter the following configuration

statement:

user@host# set security policies from-zone zone-name to-zone zone-name policymatch
then permit application-services uac-policy
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CHAPTER 10

Establishing Communications Between
Devices

• Understanding Communications Between the Junos OS Enforcer and the IC Series

UAC Appliance on page 93

• UnderstandingCommunicationsBetween JunosOSEnforcer andaCluster of ICSeries

UAC Appliances on page 94

• Configuring Communications Between the Junos OS Enforcer and the IC Series UAC

Appliance (CLI Procedure) on page 94

Understanding Communications Between the Junos OS Enforcer and the IC Series
UAC Appliance

When you configure an SRX Series device to connect to an IC Series UAC Appliance, the

SRX Series device and the IC Series appliance establish secure communications as

follows:

1. If more than one IC Series device are configured as Infranet Controllers on the SRX

Series device, a round-robin algorithm determines which of the configured IC Series

devices is the active Infranet Controller. The others are failover devices. If the active

Infranet Controller becomes inoperative, the algorithm is reapplied to the remaining

IC Series devices that are configured to establish the new active Infranet Controller.

2. The active IC Series appliance presents its server certificate to the SRX Series device.

If configured to do so, the SRX Series device verifies the certificate. (Server certificate

verification is not required; however, as an extra security measure you can verify the

certificate to implement an additional layer of trust.)

3. The SRX Series device and the IC Series appliance performmutual authentication

using the proprietary challenge-response authentication. For security reasons, the

password is not included in the message sent to the IC Series appliance.

4. After successfully authenticating with the SRX Series device, the IC Series appliance

sends its user authentication and resource access policy information. The SRX Series

device uses this information to act as the Junos OS Enforcer in the UAC network.

5. Thereafter, the ICSeries applianceand the JunosOSEnforcer cancommunicate freely

with one another over the SSL connection. The communications are controlled by a

proprietary protocol called Junos UAC Enforcer Protocol (JUEP).
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Related
Documentation

Understanding UAC in a Junos OS Environment on page 89•

• Configuring Communications Between the Junos OS Enforcer and the IC Series UAC

Appliance (CLI Procedure) on page 94

UnderstandingCommunicationsBetween JunosOSEnforcer andaCluster of ICSeries
UAC Appliances

You can configure a Junos OS Enforcer to work with more than one IC Series UAC

Appliance in a high availability configuration known as an IC Series appliance cluster.

The Junos OS Enforcer communicates with only one IC Series appliance at a time; the

other IC Series appliances are used for failover. If the Junos OS Enforcer cannot connect

to the first IC Series appliance you added to a cluster, it tries to connect to the failed IC

Series appliance again. Then it fails over to the other IC Series appliances in the cluster.

It continues trying to connect to IC Series appliances in the cluster until a connection

occurs.

When the Junos OS Enforcer cannot establish a connection to an Infranet Enforcer, it

preserves all its existing authentication table entries and Unified Access Control (UAC)

policies and takes the timeout action that you specify. Timeout actions include:

• close—Close existing sessions and block any further traffic. This is the default option.

• no-change—Preserve existing sessions and require authentication for new sessions.

• open—Preserve existing sessions and allow new sessions access.

Once the Junos OS Enforcer can reestablish a connection to an IC Series appliance, the

IC Series appliance compares the authentication table entries and UAC policies stored

on the JunosOSEnforcerwith the authentication table entries and policies stored on the

IC Series appliance and reconciles the two as required.

NOTE: The IC Series appliances configured on a Junos OS Enforcer should
all bemembers of the same IC Series appliance cluster.

Configuring Communications Between the Junos OS Enforcer and the IC Series UAC
Appliance (CLI Procedure)

To configure an SRX Series device to act as a Junos OS Enforcer in a UAC deployment,

and therefore to enforce IC Series UAC Appliance policies, youmust specify an IC Series

appliance to which the SRX Series device should connect.
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Before you begin:

1. Enable UAC through the relevant Junos OS security policies. See “Enabling UAC in a

Junos OS Environment (CLI Procedure)” on page 91.

2. (Optional) Create a profile for the certificate authority (CA) that signed the IC Series

appliance’s server certificate, and import theCAcertificateonto theSRXSeriesdevice.

See Example: Loading CA and Local Certificates Manually.

3. Configureuserauthenticationandauthorizationbysettingupuser roles, authentication

and authorization servers, and authentication realms on the IC Series appliance.

4. Configure resource access policies on the IC Series appliance to specify which

endpoints are allowed or denied access to protected resources.

To configure an SRX Series device to act as a Junos OS Enforcer:

1. Specify the IC Series appliance(s) to which the SRX Series device should connect.

• To specify the IC Series appliance hostname:

user@host# set services unified-access-control infranet-controller hostname

• To specify the IC Series appliance IP address:

user@host#setservicesunified-access-control infranet-controllerhostnameaddress
ip-address

NOTE: When configuring access tomultiple IC Series appliances, you
must define each separately. For example:

user@host# set services unified-access-control infranet-controller IC1
user@host# set services unified-access-control infranet-controller IC2
user@host# set services unified-access-control infranet-controller IC3

user@host# set services unified-access-control infranet-controller IC1
address 10.10.10.1

user@host# set services unified-access-control infranet-controller IC2
address 10.10.10.2

user@host# set services unified-access-control infranet-controller IC3
address 10.10.10.3

Make sure that all of the IC Series appliances aremembers of the same
cluster.

NOTE: By default, the IC Series appliance should select port 11123.

2. Specify the Junos OS interface to which the IC Series appliance should connect:

user@host#setservicesunified-access-control infranet-controllerhostname interface
interface-name
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3. Specify the password that the SRX Series device should use to initiate secure
communications with the IC Series appliance:

NOTE: Any change in the Unified Access Control’s (UAC) contact interval
and timeout values in the SRX Series device will be effective only after
thenext reconnectionof theSRXSeriesdevicewith the ICSeriesappliance.

user@host#setservicesunified-access-control infranet-controllerhostnamepassword
password

4. (Optional) Specify information about the IC Series appliance’s server certificate that

the SRX Series device needs to verify the certificate.

• To specify the server certificate subject that the SRX Series device checks:

user@host# set services unified-access-control infranet-controller hostname
server-certificate-subject certificate-name

• To specify the CA profile associated with the certificate:

user@host# set services unified-access-control infranet-controller hostname
ca-profile ca-profile

NOTE: An IC Series appliance server certificate can be issued by an
intermediate CA. There are two types of CAs—root CAs and intermediate
CAs. An intermediate CA is secondary to a root CA and issues certificates to
other CAs in the public key infrastructure (PKI) hierarchy. Therefore, if a
certificate is issued by an intermediate CA, you need to specify the complete
list of CA profiles in the certification chain.
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CHAPTER 11

Configuring Policy Enforcement

• Understanding Junos OS Enforcer Policy Enforcement on page 97

• Configuring Junos OS Enforcer Failover Options (CLI Procedure) on page 98

• Testing Junos OS Enforcer Policy Access Decisions Using Test-Only Mode (CLI

Procedure) on page 99

• Verifying Junos OS Enforcer Policy Enforcement on page 100

Understanding Junos OS Enforcer Policy Enforcement

Once the SRX Series device has successfully established itself as the Junos OS Enforcer,

it secures traffic as follows:

1. First, the Junos OS Enforcer uses the appropriate Junos OS security policy to process

the traffic. A security policy uses criteria such as the traffic’s source IP address or the

timeof day that the trafficwas received todeterminewhether or not the traffic should

be allowed to pass.

2. Once it determines that the traffic may pass based on the Junos OS security policy,

the Junos OS Enforcer maps the traffic flow to an authentication table entry. The

Junos OS Enforcer uses the source IP address of the first packet in the flow to create

the mapping.

An authentication table entry contains the source IP address and user role(s) of a user

who has already successfully established aUAC session. A user role identifies a group

of users based on criteria such as type (for instance, “Engineering” or “Marketing”) or

status (for instance, “Antivirus Running”). The JunosOSEnforcer determineswhether

to allow or deny the traffic to pass based on the authentication results stored in the

appropriate authentication table entry.

The IC Series UAC Appliance pushes authentication table entries to the Junos OS

Enforcer when the devices first connect to one another and, as necessary, throughout

the session. For example, the IC Series appliancemight push updated authentication

table entries to the Junos OS Enforcer when the user’s computer becomes

noncompliant with endpoint security policies, when you change the configuration of

a user’s role, or when you disable all user accounts on the IC Series appliance in

response to a security problem such as a virus on the network.

If the Junos OS Enforcer drops a packet because of a missing authentication table

entry, the device sends amessage to the IC Series appliance, which in turn may
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provision a new authentication table entry and send it to the Junos OS Enforcer. This

process is called dynamic authentication table provisioning.

3. Once itdetermines that the trafficmaypassbasedon theauthentication tableentries,

the Junos OS Enforcer maps the flow to a resource. The Junos OS Enforcer uses the

destination IP address specified in the flow to create the mapping. Then the device

uses that resource as well as the user role specified in the authentication table entry

to map the flow to a resource access policy.

A resource access policy specifies a particular resource to which you want to control

access based on user role. For instance, youmight create a resource access policy

that allows only users who are members of the Engineering and Antivirus Running

user rolesaccess to theEngineering-Only server.Or youmight createa resourceaccess

policy that allowsmembers of the No Antivirus Running user role access to the

Remediation server on which antivirus software is available for download.

The IC Series appliance pushes resource access policies to the Junos OS Enforcer

when the devices first connect to one another and when youmodify your resource

access policy configurations on the IC Series appliance.

If the Junos OS Enforcer drops the packet because of a “deny” policy, the Junos OS

Enforcer sends amessage to the IC Series appliance, which in turn sends amessage

to the endpoint’s Odyssey Access Client (if available). (The IC Series appliance does

not send “deny” messages to the agentless client.)

4. Once it determines that the traffic may pass based on the resource access policies,

the Junos OS Enforcer processes the traffic using the remaining application services

defined in the Junos OS policy. The Junos OS Enforcer runs the remaining services in

the following order: Intrusion Detection and Prevention (IDP), URL filtering, and

Application Layer Gateways (ALGs).

Configuring Junos OS Enforcer Failover Options (CLI Procedure)

To configure IC Series UAC Appliance failover processing, youmust configure the Junos

OS Enforcer to connect to a cluster of IC Series appliances. The Junos OS Enforcer

communicates with one of these IC Series appliances at a time and uses the others for

failover processing.

Before you begin:

1. Enable UAC through the relevant Junos OS security policies.

2. Configure the SRX Series device as a Junos OS Enforcer. During the configuration,

defineacluster of ICSeriesappliances towhich the JunosOSEnforcer should connect.

See “Enabling UAC in a Junos OS Environment (CLI Procedure)” on page 91.

To configure failover processing:

1. Specify how often (in seconds) the Junos OS Enforcer should expect a heartbeat
signal from the IC Series appliance indicating an active connection:

user@host# set services unified-access-control interval seconds
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2. Specify the interval (in seconds) at which the Junos OS Enforcer should consider the

current connection timed out:

NOTE: Any change in the Unified Access Control’s (UAC) contact interval
and timeout values in the SRX Series device will be effective only after
thenext reconnectionof theSRXSeriesdevicewith the ICSeriesappliance.

user@host# set services unified-access-control timeout seconds

3. Specify how the Junos OS Enforcer should handle all current and subsequent traffic

sessions when its connection to an IC Series appliance cluster times out:

user@host# set services unified-access-control timeout-action (close | no-change |
open)

Related
Documentation

Understanding Junos OS Enforcer Policy Enforcement on page 97•

• Testing Junos OS Enforcer Policy Access Decisions Using Test-Only Mode (CLI

Procedure) on page 99

• Verifying Junos OS Enforcer Policy Enforcement on page 100

Testing Junos OS Enforcer Policy Access Decisions Using Test-Only Mode (CLI
Procedure)

When configured in test-only mode, the SRX Series device enables all UAC traffic to go

through regardless of the UAC policy settings. The device logs the UAC policy’s access

decisions without enforcing them so you can test the implementation without impeding

traffic.

Before you begin:

1. Enable UAC through the relevant Junos OS security policies. See “Enabling UAC in a

Junos OS Environment (CLI Procedure)” on page 91

2. Configure the SRX Series devices as a Junos OS Enforcer. See “Configuring

Communications Between the Junos OS Enforcer and the IC Series UAC Appliance

(CLI Procedure)” on page 94.

3. If you are connecting to a cluster of IC Series UACAppliances, enable failover options.

See “Configuring Junos OS Enforcer Failover Options (CLI Procedure)” on page 98.

To activate or deactivate test-only mode, enter the following configuration statement:

user@host# set services unified-access-control test-only-mode (true | false)
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Verifying Junos OS Enforcer Policy Enforcement

• Displaying IC Series UAC Appliance Authentication Table Entries from the Junos OS

Enforcer on page 100

• Displaying IC Series UAC Appliance Resource Access Policies from the Junos OS

Enforcer on page 100

Displaying IC Series UAC Appliance Authentication Table Entries from the Junos OS Enforcer

Purpose Display a summary of the authentication table entries configured from the IC Series UAC

Appliance.

Action Enter the show services unified-access-control authentication-table CLI command.

Displaying IC Series UAC Appliance Resource Access Policies from the Junos OS Enforcer

Purpose Display a summary of UAC resource access policies configured from the IC Series UAC

Appliance.

Action Enter the show services unified-access-control policies CLI command.
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CHAPTER 12

Classifying Traffic with User Roles

• Understanding Unified Access Control on page 101

• Acquiring User Role Information from an Active Directory Authentication

Server on page 101

Understanding Unified Access Control

In JunosOSRelease 12.1 and later, user role firewall security policies let you classify traffic

based on the roles to which a user is assigned. Based onmatch criteria, which includes

theuser’s role, youcreatepolicies toapply services thatalloworblockaccess to resources.

The user role firewall is similar to the identity-based network access control (NAC)

solution available with UAC on the SRX Series device. A user role firewall, however, does

not require the Junos Pulse/Odyssey installation, and it supports agentless transparent

authentication.

User role information can be collected in several ways: locally on the SRX Series device,

from a Junos Pulse Access Control Service device, or by relaying authentication data

from a third-party authentication server through a Junos Pulse Access Control Service

device to the SRX Series device.

Related
Documentation

Acquiring User Role Information from an Active Directory Authentication Server on

page 101

•

Acquiring User Role Information from an Active Directory Authentication Server

Networks haveused the IP address as awayof identifying users and servers. The strategy

is based on the assumption that users or groups of users connect to the network from

fixed locations and use one device at a time.

Wireless networking andmobile devices require a different strategy. Individuals can

connect to the network usingmultiple devices simultaneously. Theway in which devices

connect to the network changes rapidly. It is no longer possible to identify a user with a

group of statically allocated IP addresses.

In JunosOSRelease 12.1 and later, user role firewall security policies let you classify traffic

based on the roles to which a user is assigned. Based onmatch criteria, which includes

theuser’s role, youcreatepolicies toapply services thatalloworblockaccess to resources.

The user role firewall is similar to the identity-based network access control (NAC)
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solution available with UAC on the SRX Series device. A user role firewall, however, does

not require the Junos Pulse/Odyssey installation, and it supports agentless transparent

authentication.

User role information can be collected in several ways: locally on the SRX Series device,

from a Junos Pulse Access Control Service device, or by relaying authentication data

from a third-party authentication server through a Junos Pulse Access Control Service

device to the SRX Series device.

Incorporating a third-party authentication server into a user role firewall configuration

can also provide single sign-on (SSO) support. This allows a browser-based user to

authenticate once and have that authentication communicated to other trusted servers

in the domain as needed.

• Requirements on page 102

• Overview on page 103

• Configuration on page 104

Requirements

This solution uses the following hardware and software components:

• OneMAG Series Junos Pulse Gateway device with software release 4.2 or later

• The MAGx600-UAC-SRX license installed on the MAG Series device

• One SRX Series device with Junos OS Release 12.1 or later

• OneMicrosoft Active Directory server using version 2008

NOTE: MicrosoftWindows2003 is also compatiblewith this functionality,
but terminology,pathways,andsettingsmightdiffer fromwhat ispresented
in this document.

Before you begin:

• Ensure that the MAG Series device is configured as an Access Control Service and is

accessible to the network. See theMAG Series Junos Pulse Gateway Hardware Guide

for configuration details.

• Ensure that the MAGx600-UAC-SRX license is installed on the MAG Series device.

• Ensure that the SRX Series device is configured and initialized with Junos OS version

12.1 or later.

• Ensure that the Active Directory authentication server is configured for standard Junos

Pulse Access Control Service authentication. See your third-party documentation.

• Ensure that the administrator has the appropriate capabilities for configuring the roles,

users, and device interactions.
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Overview

In this solution an SRX Series device obtains user role information dynamically from a

Microsoft ActiveDirectory authentication server. Authentication verification anduser role

information from the Active Directory server is relayed by the Access Control Service on

the MAG Series device to the SRX Series device.

Users within the same domain are connected to a LAN segment. They are associated

with user role groups, such as developer or manager, depending on their work in the

organization.When a user authenticates to the ADauthentication server, the user should

be able to access protected resources without having to authenticate a second time.

The SRX Series device is configured as an enforcer for the MAG Series device. It receives

user role information from the MAG Series device and applies user role firewall policies

accordingly to incoming and outgoing traffic.

When the SRX Series device has no user role information for a user, the user’s browser

is redirected to the MAG Series device. Transparently to the user, the MAG Series device

requests verification from the browser. The browser retrieves a token from the Active

Directory server confirming authentication and passes it to the MAG Series device. With

the information provided by the token, the MAG Series device retrieves user role

information for the user from the Active Directory server and creates an authentication

table entry consisting of the current IP address and the user role data. The MAG Series

device pushes the updated table to theSRXSeries device and redirects thebrowser back

to theSRX to request accessagain. This time, the tabledoes contain user role information

which is then retrievedandusedaspart of thematchcriteria for applyinguser role firewall

services.

Theuser is notawareof theprocessunless theActiveDirectory (AD)server hasnocurrent

authentication for the user. When that is the case, the server prompts the user for name

and password. Once authentication occurs, the server returns a token to the browser.

The procedure documented here initially configures the MAG Series device as the

authenticator. The configuration is later modified to retrieve authentication information

from the AD server. This solution uses SPNEGOnegotiation and Kerberos authentication

to secure communications among the SRX Series device, the MAG Series device, the

browser, and the authentication server.

Topology

Figure 15 on page 104 shows the topology for this deployment in which the MAG Series

device is used initially as the authenticationn source. Later, the AD server is used

transparently unless the user is not authenticated, in which case he is prompted for a

user name and password.
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Figure 15: Single Sign-On Support Topology

A user’s request to access another resource is controlled by roles and groups associated

with the user. For example, a user belonging to a group of developers named Devmight

have access to a particular test server. The same user might also be themanager and

belong to the Mgr group that can access certain HR resources. A contractor working for

this manager might require access to the test server as well but not to the HR resources.

In this case, the user would be added to the Dev group and perhaps a Contractor group,

but not the Mgr group.

User role firewall policies defined on the SRX Series device control the groups and user

roles that can access various resources. In this configuration, if user role data does not

exist for a user requesting access, a policy redirects the user’s browser to theMAGSeries

device to authenticate the user and retrieve any associated user role data.

A tokenexchangeamong theAccessControlService, thebrowser, and theActiveDirectory

server remains transparent to the user while it verifies the user’s authentication. The

exchange uses SPNEGO negotiation and Kerberos authentication for encrypting and

decrypting messages among the devices.

With information obtained from the response token, the MAG Series device retrieves the

user’s roles and groups directly from the Active Directory server. It then creates an

authentication table entry and passes it to the SRX Series device.

Configuration

Configure the devices for this solution by performing the following tasks.
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• Connect theSRXSeries device and theMAGSeries device in an enforcer configuration.

• Configure the Access Control Service on the MAG Series device for local user

authentication and verify that authentication information is transferred between the

devices.

• Configure a captive portal policy on the SRX Series device to redirect any

unauthenticated user to the Access Control Service and verify that redirection is

functioning properly.

• Configure the Microsoft Active Directory authentication server to interact with the

Access Control Service and the endpoints.

• Reconfigure theAccessControlService for remoteauthenticationby theActiveDirectory

server and redefine Active Directory groups for the SRX Series device.

• Configure endpoint browsers for the SPNEGO protocol

NOTE: Configuring the Access Control Service using local authentication is
not necessary for this solution. However, by configuring local authentication
first you can verify the captive portal interaction between the MAG Series
device and the SRX Series device.

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

Connecting the SRX Series Device to the Access Control Service

Step-by-Step
Procedure

In an enforcer configuration, the Access Control Service on the MAG Series device and

the SRX Series device communicate over a secure channel. When the SRX Series device

first connects with the Access Control Service, the devices exchange information to

ensure secure communication. Optionally, you can use digital security certificates as an

enhancedmechanism for establishing trust.

See theUnifiedAccessControlAdministrationGuide fordetailsaboutconfiguringcertificate

trust between the SRX Series device and the Access Control Service.

To connect the SRX Series device and the Access Control Service on the MAG Series

device:

1. Configure the SRX Series device.

a. Configure the zones and interfaces of the devices.

user@host# set security zones security-zone user interfaces ge-0/0/0
user@host# set security zones security-zone infrastructure interfaces ge-0/0/1
user@host# set security zones security-zone untrust interfaces ge-0/0/2

b. Configure the IP addresses of the interfaces.

user@host# set interfaces ge-0/0/0 unit 0 family inet address 10.12.12.1/8
user@host# set interfaces ge-0/0/1 unit 0 family inet address 10.0.0.22/24
user@host# set interfaces ge-0/0/2 unit 0 family inet address 203.0.113.19/24
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c. Identify the Access Control Service as a new Infranet Controller, and configure

the interface for the connection to it.

[edit]
user@host# set services unified-access-control infranet-controller mag123
address 10.0.0.22

user@host# set services unified-access-control infranet-controller mag123
interface fxp0.0

d. Specify the password for securing interactions between the Access Control

Service and the SRX Series device.

[edit]
user@host# set services unified-access-control infranet-controller mag123
password pwd

NOTE: The same passwordmust be configured on both devices.

e. (Optional) Specify the full name of the Access Control Service certificate that

the SRX Series device must match during connection.

user@host# set services unified-access-control infranet-controller mag123
ca-profile ca-mag123-enforcer

f. If youaredoneconfiguring theSRXSeriesdevice, enter commit fromconfiguration

mode.

2. Configure the Access Control Service from the administrator console on the MAG

Series device.

a. Navigate to the Infranet Enforcer page, and click New Enforcer.

b. Select Junos, enter the password set previously on the SRX Series device

(InSub321), and enter the serial number of the SRX Series device.

c. Click Save Changes.

Results When both devices are configured, the SRX Series device connects automatically to the

Access Control Service.

• From the Access Control Service, select System>Status>Overview to view the status

of the connection to the SRX Series device. The diode in the display is green if the

connection is functioning. To display additional information, click the device name.

• Fromoperationalmode on the SRXSeries device, confirm your connection by entering

the showservicesunified-access-controlstatuscommand. If theoutputdoesnotdisplay

the intended configuration, repeat the instructions in this section to correct the

configuration.

user@host> show services unified-access-control status

Host           Address         Port   Interface     State
       mag123        10.0.0.22        11123  fxp0.0        connected
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Configuring the Access Control Service for Local User Authentication

Step-by-Step
Procedure

When a user is authenticated, the Access Control Service on the MAG Series device

updates its authentication table with the IP address and associated roles of the user,

and pushes the updated table to the SRX Series device. If this user data is deleted or

modified, the Access Control Service updates the authentication table with the new

information and again pushes it to the SRX Series device.

To test thesuccessful transfer andcontentof theauthentication table, this taskconfigures

the Access Control Service on theMAGSeries device for local authentication.Within this

configuration you can test the user role firewall from the SRX Series device without

affecting other network operations. A later task modifies this configuration to provide

user role retrieval from the remote Active Directory server.

NOTE: It is not a requirement to configure the Access Control Service for
local user authentication. It is provided so that you can test each task in the
configuration.

To configure the Access Control Service for local authentication:

1. Define roles on the Access Control Service.

a. From the administrator console of theAccessControl Service, selectUsers>User

Roles>NewUser Role.

b. Enter dev as the role name.

In this solution, use the default values for other role settings.

c. Click Save Changes.

NOTE: This solution assumes that the MAGx600-UAC-SRX license is
installed on the Access Control Service. If the full-feature license is
installed, you will need to disable OAC Install and enable Agentless
Access.

2. Configure the default authentication server.

a. Select Authentication>Auth. Servers.

b. Select System Local. This establishes the MAG Series device as the default

authentication server.

3. Create users.

a. Select the Users tab, and click New.

b. Create user-a by entering the following details.
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• Username

• User’s full name

• Password

• Password confirmation

c. Repeat the previous step to create user-b.

d. Click Save Changes.

4. Create a realm.

a. Select Users>User Realms>NewUser Realm.

b. Enter REALM6 as the realm name.

c. Select System Local in the Authentication box.

d. Click Save Changes.

5. From the same page, create role mapping rules.

a. Select the RoleMapping tab, and click NewRule.

b. Define two rules with the following details.

• Enter username user-a, and assign it to role dev.

• Enter username user-b, and assign it to role dev.

c. Click Save Changes.

6. Set up the default sign-in page.

a. Select Authentication>Signing In>Sign-in Policies.

b. Click the default Sign-in policy (*/).

c. In the Sign-in URL box, enter the IP address of this device.

d. In Authentication realm, Available realms, select REALM6.

e. Click Save Changes.

Results Verify the results of the configuration. If the output does not display the intended

configuration, repeat the instructions in this section to correct the configuration.

1. Verify that local authentication on the Access Control Service is functioning properly.

• Open a browser window from an endpoint in the network.

• Enter the fully qualified domain name for the Access Control Service.

The default sign-in page should display.

• Sign in as user-a, and provide the defined password.
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2. From operational mode on the SRX Series device:

a. Confirm that the authentication table on the SRX Series device was updated with

user-a.

user@host> show services unified-access-control authentication-table

Id    Source IP       Username     Age      Role identifier 
1     203.0.113.102    user-a       0        0000000001.000005.0 
Total: 1

b. Confirm that the correct role has been associated with the role identifier.

user@host> show services unified-access-control roles

Name                Identifier

dev                 0000000001.000005.0      

c. List all roles associated with user-a.

user@host> show services unified-access-control authentication-table detail

Identifier: 1
  Source IP: 203.0.113.102
  Username: user-a
  Age: 0
  Role identifier       Role name
    0000000001.000005.0 dev

ConfiguringRedirection fromtheSRXSeriesDevice to theAccessControlService

Step-by-Step
Procedure

Local authentication, as configured in the previous task, requires users to log on to the

Access Control Service directly to gain access to network resources. The SRX Series

device can be configured to automatically redirect the browser of an unauthenticated

user to the Access Control Service if a user requests access to a protected resource

directly. You can define a user role firewall policy to redirect an unauthenticated user to

a captive portal on the Access Control Service for sign-in.

NOTE: Other services, such as IDP, UTM, AppFW, and AppQoS, can be
configured as well as the UAC captive portal implementation. The solution
focuses on captive portal for authentication for user role implementation
only.

To configure redirection from the SRX Series device to the Access Control Service:

1. From configuration mode on the SRX Series device, configure the profile for the

captive portal acs-device.

[edit]
user@host# set services unified-access-control captive-portal acs-device
redirect-traffic unauthenticated
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2. Add either the redirection URL for the Access Control Service or a default URL.

[edit]
user@host# set services unified-access-control captive-portal acs-device
redirect-url “https://%ic-url%/?target=%dest-url%&enforcer=%enforcer-id%”

This commandspecifies thedefault targetandenforcer variables so that thebrowser

is returned to the SRX Series device after authentication.

3. Allow traffic to the Acitve Directory (AD) server, the Access Control Service, and

the other infrastructure servers.

[edit]
user@host# set security policies from-zone user to-zone infrastructure policy
Allow-AD-UACmatch source-address any

user@host# set security policies from-zone user to-zone infrastructure policy
Allow-AD-UACmatch destination-address any

user@host# set security policies from-zone user to-zone infrastructure policy
Allow-AD-UAC application any

user@host# set security policies from-zone user to-zone infrastructure policy
Allow-AD-UAC then permit

4. Configurea securitypolicy that redirectsHTTPtraffic fromzoneuser to zoneuntrust

if the source-identity is unauthenticated-user.

[edit]
user@host#setsecuritypolicies from-zoneuser to-zoneuntrustpolicyuser-role-fw1
match source-address any

user@host#setsecuritypolicies from-zoneuser to-zoneuntrustpolicyuser-role-fw1
match destination-address any

user@host#setsecuritypolicies from-zoneuser to-zoneuntrustpolicyuser-role-fw1
match application http

user@host#setsecuritypolicies from-zoneuser to-zoneuntrustpolicyuser-role-fw1
match source-identity unauthenticated-user

5. Configure the action to be takenwhen trafficmatches the criteria for user-role-fw1.

In this case, trafficmeeting the specified criteria is allowedaccess to theUACcaptive

portal defined by the acs-device profile.

user@host#setsecuritypolicies from-zoneuser to-zoneuntrustpolicyuser-role-fw1
then permit application-services uac-policy captive-portal acs-device

6. Configure a security policy allowing access to any HTTP traffic from zone user to

zone untrust.

[edit]
user@host#setsecuritypolicies from-zoneuser to-zoneuntrustpolicyuser-role-fw2
match source-address any

user@host#setsecuritypolicies from-zoneuser to-zoneuntrustpolicyuser-role-fw2
match destination-address any

user@host#setsecuritypolicies from-zoneuser to-zoneuntrustpolicyuser-role-fw2
match application http

user@host#setsecuritypolicies from-zoneuser to-zoneuntrustpolicyuser-role-fw2
match source-identity any

user@host#setsecuritypolicies from-zoneuser to-zoneuntrustpolicyuser-role-fw2
then permit
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NOTE: It is important to position the redirection policy for
unauthenticated users before a policy for “any” user so that UAC
authentication is not shadowed by a policy intended for authenticated
users.

7. If you are done configuring the policies, commit the changes.

[edit]
user@host# commit

Results Confirm your configuration with the following procedures. If the output does not display

the intended configuration, repeat the instructions in this section to correct the

configuration.

1. Fromconfigurationmode, confirmyour captiveportal profile configurationbyentering

the show services command.

[edit]
user@host# show services

...
unified-access-control {
 captive-portal acs-device {
  redirect-traffic unauthenticated;
  redirect-url “https://%ic-url%/?target=%dest-url%&enforcer=%enforcer-id%”
...

2. From configuration mode, confirm your policy configuration by entering the show

security policies command.

user@host# show security policies

...
from-zone user to-zone infrastructure {
 policy Allow-AD-UAC  {
  match {
   source-address any;
   destination-address any;
   application any;
  }
  then {
   permit 
  }
 }
}
from-zone user to-zone untrust {
 policy user-role-fw1 {
  match {
   source-address any;
   destination-address any;
   application http;
   source-identity unauthenticated-user
  }
  then {
   permit {
    application-services {
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     uac-policy {
      captive-portal acs-device;
     }
    }
   }
  }
 }
}
from-zone user to-zone untrust {
 policy user-role-fw2 {
  match {
   source-address any;
   destination-address any;
   application http;
   source-identity any
  }
  then {
   permit 
  }
 }
}
...

3. Verify that the redirection policy is functioning correctly.

a. Open a browser window from a second endpoint in the network.

b. Enter a third-party URL, such as www.google.com.

The default sign-in page from the Access Control Service prompts for a user and

password.

c. Enter the username user-b and its password.

The browser should display the requested URL.

NOTE: If a pop-upblocker is set on the endpoint, it could interferewith
this functionality.

d. From operational mode on the SRX Series device, verify that the authentication

data and roles from the Access Control Service were pushed to the SRX Series

device successfully.

user@host> show services unified-access-control authentication-table

Id    Source IP       Username     Age      Role identifier 
1     203.0.113.112    user-a       0        0000000001.000005.0 
2     203.0.113.15    user-b       0        0000000001.000005.0 
Total: 2
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Configuring Active Directory Settings

Step-by-Step
Procedure

SPNEGOnegotiationandKerberosauthenticationare transparent to theuserandnetwork

administrator, but certain configuration options enable the use of these protocols. This

section identifies configuration requirements when using Active Directory as the

authentication server. To interact in SPNEGO negotiation, the Access Control Service

requires a keytab file createdbyActiveDirectory. Refer to your third-party documentation

for more information about enabling SPNEGO and Kerberos usage.

This section is not intended tobea tutorial forActiveDirectory. However, there are specific

configuration details required for this solution. See your third-party documentation to

set up Active Directory as a domain controller.

To configure the Active Directory authentication server:

1. Add a DNS entry as the UAC service account in the Forward Lookup Zones. In this

way clients can refer to the MAG Series device by name or by IP address.

This UAC service account namewill be used in the next section when reconfiguring

the UAC service on the MAG Series device.

2. Single sign-onauthentication requires that theUACserviceaccountpasswordnever

expires. Tomodify user settings:

a. From the Active Directory Users and Computers application in DNS, select

Users>New>User and select the UAC service account created in step 1.

b. Select the Account tab.

c. In user settings, click Password Never Expires.

3. On the Domain Controller, open a command line, and enter the ktpass command

to create the SPNEGO keytab file.

The keytab file created on the Active Directory server contains the full service

principal name (SPN)andother encryption information from the server. The keytab

file is then uploaded to the Access Control Service on the MAG Series device. This

shared information identifiesonedevice to theotherwhenever encryptedmessages

and responses are sent.

Use the following syntax.

ktpass -out output-file-name -mapuser uac-service-acccount-name -prin
service://fqdn@REALM

ktpass—Third-party Kerberos utility that maps an SPN to a user, in this case, to the

UAC service account. The executable is available for download. Refer to your

third-party documentation for the source for this utility.

-out output-file-name—The name for the SPNEGO keytab file you are creating.

-mapuseruac-service-acccount-name—Thenameof theUACserviceaccountcreated

in step 1.
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-prin service://fqdn@REALM—The service principal name. The Kerberos

authenticationuses theSPN in its communication. It doesnotusean IPaddress.

service—The HTTP service.

fqdn—The hostname of the Junos Pulse Access Control Service. The

service://FQDN portion of the name is provided by the Access Control

Service when registering with the Active Directory server.

REALM—The realm of the Active Directory authentication server. It is the same

as the domain name. The Kerberos realm name is always in uppercase

letters following the recommendation in RFC 1510. This affects

interoperability with other Kerberos-based environments.

The following command creates an SPNEGO keytab file named ic.ktpass.

ktpass -out ic.ktpass -mapuser icuser@UCDC.COM -princ
HTTP/mag123.ucdc.com@UCDC.COM -pass Doj73096

This file is copied to the Access Control Service on the MAG Series device in the

next section when SPNEGO is configured for remote authentication.

Reconfiguring Remote Authentication on the Access Control Service

Step-by-Step
Procedure

This section reconfigures the Access Control Service on the MAG Series device to query

the remote Active Directory server instead of the local authentication table when

authenticating a user. The following steps add services and authentication options to

theAccessControl Service on theMAGSeries device. The configurationof theSRXSeries

device remains unchanged.

When you reconfigure the realm’s authentication server, the Access Control Service

displaysall rolesor groups fromtheconfigureddomaincontroller and its trusteddomains.

Establishing role mapping rules equates the authentication server’s roles or groups to

those defined on the Access Control Service.

To reconfigure remote authentication on the Access Control Service:

1. From the administrator console of the Access Control Service on the MAG Series

device, select Authentication>Auth. Servers.

2. Choose the Active Directory/Windows NT server type, and click Add NewServer.

3. Enter the profile of the new authentication server.

a. Name the Active Directory server.

b. Enter its NetBIOS domain name in the domain box.

NOTE: Youmight receive the followingmessage: “Either the server
is not a domain controller of the domain, or the NetBIOS name of
thedomain is different from theActiveDirectory (LDAP)name.” This
message is informational and does not affect the processing of the
authentication.
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c. Enter the Kerberos Realm name.

The Kerberos realm name is the FQDN of the Active Directory domain. For

example, if “mycompany” is the domain or NetBIOS name, mycompany.com is

the Kerberos realm name.

d. In the Domain Join Configuration section, enter the username and password of

the UAC services account which has permission to join computers to the Active

Directory domain.

Select the Save credentials box.

e. Enter the Container name.

This is the name of the container in Active Directory where you created the UAC

services account for the Access Control Service.

f. Enter the Computer Name.

Specify themachine ID that the Access Control Service uses to join the specified

Active Directory domain as a computer. This name is derived from the licence

hardware ID of the Access Control Service in the following format:

0161MT2L00K2C0.

g. Verify that the join operation has succeeded.

The Join Status indicator provides a color-coded status for the domain join

operation as follows:

• Gray: Not started

• Yellow: In progress

• Red: Failed to join

• Green: Joined the domain

h. Select Kerberos and NTLM v2 as the authentication protocols.

i. In the Trusts section, select the Allow trusted domains box.

j. Select Enable SPNEGO.

k. Use the Browse button to upload the keytab file that you created in the previous

section.

l. Click Save Changes and Test Configuration.

4. Ensure that SSO is enabled.

a. Select Users>User Realms and the realm name.

b. Select the Active Directory server name from the Auth Server list.

c. Select the Authentication Policy tab.
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d. Verify that the SSO option is selected.

e. Click Save Changes.

5. Create role-mapping policies for groups acquired from the authentication server.

Groups from the Active Directory authentication server need to bemapped to roles

on the Access Control Service. You first need to create roles, and thenmap one or

more groups to the appropriate role.

a. Select the Role Mapping tab.

b. Click NewRule, enter a role name, and click Save Changes.

You do not need to add users to the role. Create asmany roles as needed tomap

the groups from the Active Directory authentication server.

c. ClickGroups, and selectSearch to list thegroupsdefined in thedomain controller.

d. Select the group names that you want to map to the new role.

e. Repeat steps b through d to create andmap other groups.

f. Click Save Changes.
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Configuring Endpoint Browsers for the SPNEGO

Step-by-Step
Procedure

Ensure that endpoint browsers have SPNEGO enabled. For further information, see your

third-party documentation.

• Internet Explorer

From Security>Local Intranet>Sites>Advanced add the trusted URL.

IE performs SPNEGOwithout any further endpoint configuration but the user is

prompted for a username and password. The username and password can be cached.

To provide single sign-on support, an Internet Explorer configuration can be pushed

by configuring a group policy on the Active Directory server. See your third-party

documentation for further information.

IntegratedWindows Authentication must be enabled. Use the Tools>Internet

Options>Advanced>Security>Enable IntegratedWindowsAuthentication path to verify

that IWA is enabled.

• Firefox (Windows and MacOS)

The configuration is in a hidden location. For the URL, type about:config and search for

the word trusted. The required key is the comma separated parameter named

network.negotiate-auth.trusted-uris.

NOTE: You need to specify the URL of the resource (in this solution, the
FQDN or domain controller value UCDC.com).

• Chrome

Use the Internet Explorer setting. From Security>Local Intranet>Sites>Advanced add

the trusted URL.

An internet Explorer configuration can also be pushed by configuring a group policy on

the Active Directory server. This configuration is honored by Chrome.

After successful authentication, the standard agentless page is shown along with a

second windowwith the protected resource (unless a pop-up blocker prevents this).

Related
Documentation

• Authentication and Integrated User Firewalls Feature Guide for Security Devices

117Copyright © 2017, Juniper Networks, Inc.

Chapter 12: Classifying Traffic with User Roles



Copyright © 2017, Juniper Networks, Inc.118

Authentication and Integrated User Firewalls Feature Guide for Security Devices



CHAPTER 13

Configuring Endpoint Security

• Understanding Endpoint Security Using the Infranet Agent with the Junos OS

Enforcer on page 119

• Configuring Endpoint Security Using the Infranet Agent with the Junos OS

Enforcer on page 120

Understanding Endpoint SecurityUsing the InfranetAgentwith the JunosOSEnforcer

An Infranet agent helps you secure traffic on your network starting with the endpoints

that initiate communications as follows:

1. The Infranet agent, which runs directly on the endpoint, checks that the endpoint is

compliantwith your Unified Access Control (UAC)Host Checker policies. You can use

a wide variety of criteria within a UAC Host Checker policy to determine compliance.

For example, you can configure the Host Checker policy to confirm that the endpoint

is running antivirus software or a firewall or that the endpoint is not running specific

types of malware or processes.

2. The Infranet agent transmits the compliance information to the Junos OS Enforcer.

3. The Junos OS Enforcer allows or denies the endpoint access to the resources on your

network based on the Host Checker compliance results.

Because the Infranet agent runs directly on the endpoint, you can use the Infranet agent

to check the endpoint for security compliance at any time. For instance,when a user tries

to sign into the IC Series UAC Appliance, you can require the Infranet agent to send

compliance results immediately—the user will not even see the sign-in page until the

Infranet agent returns positive compliance results to the IC Series appliance. You can

also configure the Infranet agent to check for compliance after the user signs in or

periodically during the user session.

If theendpoints running the Infranetagenthaveappropriateaccess, theywill automatically

send their compliance results to the IC Series appliance, and the IC Series appliance will

update the authentication table entries accordingly and push them to the Junos OS

Enforcer. The Junos OS Enforcer supports connections with the Odyssey Access Client

and “agentless” Infranet agents.
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Configuring Endpoint Security Using the Infranet Agent with the Junos OS Enforcer

To integrate the Infranet agent intoa JunosOS-UACdeployment, no special configuration

is required on the JunosOS Enforcer. You simply need to create security policies enabling

access to the appropriate endpoints as you would for any other Junos OS-UAC

deployment.

Related
Documentation

• Understanding Endpoint Security Using the Infranet Agent with the Junos OS Enforcer

on page 119

• Building Blocks Feature Guide for Security Devices

• Understanding User Authentication for Security Devices on page 3
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CHAPTER 14

Configuring IPsec

• Understanding Junos OS Enforcer Implementations Using IPsec on page 121

• Example: Configuring the Device as a Junos OS Enforcer Using IPsec (CLI) on page 122

Understanding Junos OS Enforcer Implementations Using IPsec

To configure an SRX Series device to act as a Junos OS Enforcer using IPsec, youmust:

• Include the identity configured under the security IKE gateway. The identity is a string

such as “gateway1.mycompany.com”, where gateway1.mycompany.com distinguishes

between IKE gateways. (The identities specify which tunnel traffic is intended.)

• Include the preshared seed. This generates the preshared key from the full identity of

the remote user for Phase 1 credentials.

• Include the RADIUS shared secret. This allows the IC Series UAC Appliance to accept

RADIUS packets for extended authentication (XAuth) from the Junos OS Infranet

Enforcer.

When configuring IPsec between the IC Series appliance, theOdyssey Access Client, and

the SRX Series device, you should note that the following are IKE (or Phase 1) proposal

methods or protocol configurations that are supported from the IC Series appliance to

the Odyssey Access Client:

• IKE proposal: authentication-method pre-shared-keys (youmust specify

pre-shared-keys)

• IKE policy:

• mode aggressive (youmust use aggressive mode)

• pre-shared-key ascii-text key (only ASCII text preshared-keys are supported)

• IKE gateway: dynamic

• hostname identity (youmust specify a unique identity among gateways)

• ike-user-type group-ike-id (youmust specify group-ike-id)

• xauth access-profile profile (youmust specify xauth)
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The following are IPsec (or Phase 2) proposal methods or protocol configurations that

are supported from the IC Series appliance to the Odyssey Access Client.

• IPsec proposal: protocol esp (youmust specify esp)

• IPsec VPN: establish-tunnels immediately (youmust specify establish-tunnels

immediately)

NOTE:

• Only one IPsec VPN tunnel is supported per from-zone to to-zone security
policy. This is a limitation on the IC Series appliance.

• Junos OS security policies enable you to definemultiple policies
differentiated by different source addresses, destination addresses, or
both. The IC Series appliance, however, cannot differentiate such
configurations. If you enablemultiple policies in this manner, the IC Series
appliance could potentially identify the incorrect IKE gateway.

Example: Configuring the Device as a Junos OS Enforcer Using IPsec (CLI)

To configure an SRX Series device to act as a Junos OS Enforcer using IPsec:

1. Set system and syslog information using the following configuration statements:

system {
host-name test_host;
domain-name test.mycompany.com;
host-name test_host;
root-authentication {
encrypted-password "$ABC123";
}
services {
ftp;
ssh;
telnet;
web-management {
http {
interface ge-0/0/0.0;

}
}

}
syslog {
user * {
any emergency;
}
file messages {
any critical;
authorization info;
}
file interactive-commands {
interactive-commands error;

}
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}
max-configurations-on-flash 5;
max-configuration-rollbacks 5;
license {
autoupdate {
url https://ae1.mycompany.com/junos/key_retrieval;

}
}
ntp {
boot-server 1.2.3.4;
server 1.2.3.4;

}
}

NOTE: OnSRXSeriesdevices, thefactorydefault for themaximumnumber
of backup configurations allowed is five. Therefore, you can have one
active configuration and amaximum of five rollback configurations.
Increasing this backup configuration number will result in increased
memory usage on disk and increased commit time.

Tomodify the factory defaults, use the following commands:

root@host# set systemmax-configurations-on-flash number
root@host# set systemmax-configuration-rollbacks number

wheremax-configurations-on-flash indicates backup configurations to be

stored in the configuration partition andmax-configuration-rollbacks

indicates themaximum number of backup configurations.

2. Configure the interfaces using the following configuration statements:

interfaces {
ge-0/0/0 {
unit 0 {
family inet {
address 10.64.75.135/16;

}
}

}
ge-0/0/1 {
unit 0 {
family inet {
address 10.100.54.1/16;

}
}

}
ge-0/0/2 {
unit 0 {
family inet {
10.101.54.1/16;

}
}

}

3. Configure routing options using the following configuration statements:
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routing-options {
static {
route 0.0.0.0/0 next-hop 10.64.0.1;
route 10.11.0.0/16 next-hop 10.64.0.1;
route 172.0.0.0/8 next-hop 10.64.0.1;

route 10.64.0.0/16 next-hop 10.64.0.1;
}
}

4. Configure security options using the following configuration statements:

security {
ike {
traceoptions {
file ike;
flag all;

}
proposal prop1 {
authentication-method pre-shared-keys;
dh-group group2;
authentication-algorithm sha1;

encryption-algorithm 3des-cbc;
}
policy pol1 {
mode aggressive;
proposals prop1;

pre-shared-key ascii-text "$ABC123";
}
gateway gateway1 {
ike-policy pol1;
dynamic {
hostname gateway1.mycompany.com;
connections-limit 1000;

ike-user-type group-ike-id;
}
external-interface ge-0/0/0;

xauth access-profile infranet;
}
gateway gateway2 {
ike-policy pol1;
dynamic {
hostname gateway2.mycompany.com;
connections-limit 1000;

ike-user-type group-ike-id;
}
external-interface ge-0/0/0;

xauth access-profile infranet;
}
}

5. Configure IPsec parameters using the following configuration statements:

ipsec {
proposal prop1 {
protocol esp;
authentication-algorithm hmac-sha1-96;
encryption-algorithm 3des-cbc;
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lifetime-seconds 86400;
}
policy pol1 {
proposals prop1;
}
vpn vpn1 {
ike {
gateway gateway1;
ipsec-policy pol1;

}
}
vpn vpn2 {
ike {
gateway gateway2;
ipsec-policy pol1;

}
}
}

6. Configure screen options using the following configuration statements:

screen {
ids-option untrust-screen {
icmp {
ping-death;
}
ip {
source-route-option;
tear-drop;
}
tcp {
syn-flood {
alarm-threshold 1024;
attack-threshold 200;
source-threshold 1024;
destination-threshold 2048;
queue-size 2000;

timeout 20;
}

land;
}

}
}

7. Configure zones using the following configuration statements:

zones {
security-zone trust {
tcp-rst;
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}
}
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interfaces {
ge-0/0/0.0;

}
}
security-zone untrust {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}
}
interfaces {
ge-0/0/1.0;

}
}
security-zone zone101 {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;

}
}
interfaces {
ge-0/0/2.0;

}
}
}

8. Configure policies for UAC using the following configuration statements:

policies {
from-zone trust to-zone trust {
policy default-permit {
match {
source-address any;
destination-address any;

application any;
}
then {
permit;

}
}
}
from-zone trust to-zone untrust {
policy default-permit {
match {
source-address any;
destination-address any;

application any;
}
then {
permit;
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}
}
policy default-deny {
match {
source-address any;
destination-address any;

application any;
}
then {
permit;

}
}
policy pol1 {
match {
source-address any;
destination-address any;

application any;
}
then {
permit {
tunnel {
ipsec-vpn vpn1;
}
application-services {
uac-policy;

}
}
log {
session-init;
session-close;

}
}

}
}
from-zone untrust to-zone trust {
policy pol1 {
match {
source-address any;
destination-address any;

application any;
}
then {
permit;
log {
session-init;
session-close;

}
}

}
}
from-zone trust to-zone zone101 {
policy pol1 {
match {
source-address any;
destination-address any;

application any;
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}
then {
permit {
tunnel {
ipsec-vpn vpn2;
}
application-services {
uac-policy;

}
}
log {
session-init;
session-close;

}
}
}
policy test {
match {
source-address any;
destination-address any;

application any;
}
then {
permit;

}
}
}
default-policy {
deny-all;

}
}
}

9. Configure RADIUS server authentication access using the following configuration

statements:

access {
profile infranet {
authentication-order radius;
radius-server {
10.64.160.120 secret "$ABC123";

}
}
}

10. Configure services for UAC using the following configuration statements:

services {
unified-access-control {
infranet-controller IC27 {
address 3.23.1.2;
interface ge-0/0/0.0;

password "$ABC123";
}
infranet-controller prabaIC {
address 10.64.160.120;
interface ge-0/0/0.0;
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password "$ABC123";
}
certificate-verification optional;
traceoptions {
flag all;

}
}
}
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CHAPTER 15

Configuring Captive Portal

• Understanding the Captive Portal on the Junos OS Enforcer on page 131

• Understanding Captive Portal Configuration on the Junos OS Enforcer on page 133

• Understanding the Captive Portal Redirect URL Options on page 133

• Example: Creating a Captive Portal Policy on the Junos OS Enforcer on page 134

• Example: Configuring a Redirect URL for Captive Portal on page 137

Understanding the Captive Portal on the Junos OS Enforcer

In a Unified Access Control (UAC) deployment, usersmight not be aware that theymust

first sign in to the IC Series UAC Appliance for authentication and endpoint security

checking before they are allowed to access a protected resource behind the Junos OS

Enforcers. To help users sign in to the IC Series appliance, you can configure the captive

portal feature. The captive portal feature allows you to configure a policy in the Junos

OS Enforcer that automatically redirects HTTP traffic destined for protected resources

to the IC Series appliance or to a URL configured in the Junos OS Enforcer.

Youcanconfigureacaptiveportal for deployments that useeither source IPenforcement

or IPsec enforcement, or a combination of both enforcement methods.

Figure 16 on page 132 shows the captive portal feature enabled on a Junos OS Enforcer.

Users accessing protected resources are automatically redirected to the IC Series

appliance:

1. Users point to a protected resource using the browser.

2. The Junos OS Enforcer determines that the user is not authenticated and redirects

the request to the IC Series appliance or another server.

3. Users enter their Infranet username and password to log in.

4. The IC Series appliance passes the user credentials to an authentication server.

5. After authentication, the IC Series appliance redirects the users to the protected

resource they wanted to access.
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Figure 16: Enabling the Captive Portal Feature on a Junos OS Enforcer
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By default, the Junos OS Enforcer encodes and forwards to the IC Series appliance the

protected resourceURL that the user entered. The ICSeries appliance uses theprotected

resource URL to help users navigate to the protected resource. Themanner in which the

IC Series appliance uses the protected resource URL depends on whether or not the

user’s endpoint is running theOdysseyAccessClient or JunosPulse. If theuser’s endpoint

is not running the Odyssey Access Client or Junos Pulse (that is, it is in an agentless or

Java agent configuration), the IC Series appliance automatically opens a new browser

window and uses HTTP to access the protected resource after the user signs in. If the

endpoint is using the Odyssey Access Client, the IC Series appliance inserts a hypertext

link in the webpage that automatically opens after the user signs in. The user must then

click that hypertext link to access the protected resource bymeans of HTTP in the same

browser window.

The Junos OS Enforcer supports the captive portal feature only for HTTP traffic. If you

attempt to access a protected resource by using HTTPS or a non-browser application

(suchasane-mail application), the JunosOSEnforcer doesnot redirect the traffic.When

using HTTPS or a non-browser application, youmust manually sign in to the IC Series

appliance first before attempting to access protected resources.
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Understanding Captive Portal Configuration on the Junos OS Enforcer

To configure the captive portal feature, you create a security policy on the Junos OS

Enforcer and then specify a redirection option for the captive portal security policy. You

can choose to redirect traffic to an external server or to the IC Series UAC Appliance. You

can also choose to redirect all traffic or unauthenticated traffic only.

• Redirecting traffic to an external webserver—You can configure the Junos OS Enforcer

to redirect HTTP traffic to an external webserver instead of the IC Series appliance.

For example, you can redirect HTTP traffic to a webpage that explains to users the

requirement to sign in to the IC Series appliance before they can access the protected

resource. You could also include a link to the IC Series appliance on that webpage to

help users sign in.

• Redirecting unauthenticated traffic—Select this option if your deployment uses source

IP only or a combination of source IP and IPsec. The Junos OS Enforcer redirects

clear-text traffic from unauthenticated users to the currently connected IC Series

appliance or to an IP address or domain name that you specify in a redirect URL. After

a user signs in to the IC Series appliance and the user’s endpoint systemmeets the

requirements of the IC Series appliance security policies, the JunosOS Enforcer allows

the user’s clear-text traffic to pass through in source IP deployments. For IPsec

deployments, the Odyssey Access Client creates a VPN tunnel between the user and

the Junos OS Enforcer. The Junos OS Enforcer then applies the VPN policy, allowing

the encrypted traffic to pass through.

• Redirecting all traffic—Specify this option if you want to redirect all traffic to the URL

that you specify in a redirect URL.

• Redirecting traffic with multiple IC Series appliances—You can configure multiple IC

Series appliances on your Junos OS Enforcer, but it is connected to only one IC Series

appliance at any given time. If the connection to the IC Series appliance fails, the Junos

OS Enforcer tries to connect to next configured IC Series appliance. As a result, you

cannot be surewhich IC Series appliance is connected to the JunosOS Enforcer at any

given time. To ensure that the Junos OS Enforcer redirects traffic to the connected IC

Series appliance, configure the default redirect URL or the%ic-ip% option in the URL.

Related
Documentation

Example: Creating a Captive Portal Policy on the Junos OS Enforcer on page 134•

Understanding the Captive Portal Redirect URL Options

By default, after you configure a captive portal policy, the Junos OS Enforcer redirects

HTTP traffic to the currently connected IC Series UAC Appliance by using HTTPS. To

perform the redirection, the Junos OS Enforcer uses the IP address or domain name that

you specified when you configured the IC Series appliance instance on the Junos OS

Enforcer. The format of the URL that the Junos OS Enforcer uses for default redirection

is:

https://%ic-ip%/?target = %dest-url%  &enforcer = %enforcer-id%  &policy = 
%policy-id%  &dest-ip = %dest-ip%
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If you configured your Junos OS Enforcer to work with multiple IC Series appliances in a

cluster, and thecurrent ICSeriesappliancebecomesdisconnected, the JunosOSEnforcer

automatically redirects HTTP traffic to the next active IC Series appliance in its

configuration list. The Junos OS Enforcer redirects traffic to only one IC Series appliance

at a time.

Otherwise, the browser displays a certificate warning to users when they sign in. You do

not need to override the default redirection destination except in these situations:

• You are using a VIP for a cluster of IC Series appliances, and the Junos OS Enforcer is

configured to connect to the IC Series appliance physical IP addresses.

• You want to redirect traffic to a webserver instead of the IC Series appliance.

• If, because of split DNS or IP routing restrictions at your site, the Junos OS Enforcer

uses a different address for the IC Series appliance than endpoints, youmust specify

the domain name or IP address that endpoints must use to access the IC Series

appliance.

NOTE: If a captive portal policy is configured with the IC Series UAC
Appliance URL as the target, then use only HTTPS to redirect traffic.

Table 9 on page 134 lists different options that you can configure in the redirect URL

string.

Table 9: Redirect URL String Options

DescriptionURL String

Specifies the protected resource which the user is trying to access.%dest-url%

Specifies the ID assigned to the Junos OS Enforcer by the IC Series
appliance.

%enforcer-id%

Specifies the encrypted policy ID for the captive portal security policy that
redirected the traffic.

%policy-id%

Specifies the IP address or hostname of the protected resourcewhich the
user is trying to access.

%dest-ip%

Specifies the IP address or hostname of the IC Series appliance to which
the Junos OS Enforcer is currently connected.

%ic-ip%

Example: Creating a Captive Portal Policy on the Junos OS Enforcer

This example shows how to create a captive portal policy on the Junos OS Enforcer. In

this example, you deploy a Junos OS Enforcer in front of the data center resources you

want to protect and configure the captive portal feature on the Junos OS Enforcer. The
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Junos OS Enforcer then automatically redirects HTTP traffic destined for the protected

resource to the IC Series UAC Appliance for authentication.

• Requirements on page 135

• Overview on page 135

• Configuration on page 135

• Verification on page 137

Requirements

Before you begin:

• Deploy the IC Series appliance in the network so that users can access the device. Use

the internal port on the IC Series appliance to connect users, the Junos OS Enforcer,

and authentication servers. See “Configuring Communications Between the Junos OS

Enforcer and the IC Series UAC Appliance (CLI Procedure)” on page 94.

• Set up security zones and interfaces on the Junos OS Enforcer. Make sure that end

users are in a different security zone than protected resources. For example, protected

resources in thedatacenterareconfigured in the trustedzoneandusers inanuntrusted

zone. See Example: Creating Security Zones.

• Add individual users to either an external authentication server or the local

authentication server. Set up roles and realms for individual users. You can provision

access to protected resources based on your network security needs.

Overview

In this example, you want to protect the trusted zone from users on the LAN bymaking

sure that only compliant and authenticated users are granted access. New users join

your network every month. You want to configure the captive portal feature on your

system so that unauthenticated users are redirected to the IC Series appliance

automaticallywithout requiringnewusers to remember to log in to the ICSeriesappliance.

The configuration instructions in this topic describe how to create a security policy called

my-policy, specify a match condition for this policy, specify the captive portal policy as

a part of the UAC policy, and set criteria for redirecting traffic to the IC Series appliance.

In this example, the policymy-policy:

• Specifies the match condition to include any traffic from a previously configured zone

called trust to another previously configured zone called untrust.

• Specifies the captive portal policy calledmy-captive-portal-policy as part of the UAC

policy.

• Specifies the redirect-traffic criteria as unauthenticated.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands to a text file, remove

any line breaks, change any details necessary tomatch your network configuration, copy
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andpaste thecommands into theCLI at the [edit] hierarchy level, and thenentercommit
from configuration mode.

set security policies from-zone untrust to-zone trust policymy-policymatch
destination-address any source-address any application any

set security policies from-zone untrust to-zone trust policymy-policy then permit
application-services uac-policy captive-portal my-captive-portal-policy

setservicesunified-access-controlcaptive-portalmy-captive-portal-policy redirect-traffic
unauthenticated

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For informationaboutnavigating theCLI, seeUsing theCLI Editor inConfiguration

Mode.

To create a captive portal policy on the Junos OS Enforcer:

1. Specify the match condition for the policy.

[edit security policies from-zone untrust to-zone trust policy my-policy]
user@host# setmatch destination-address any source-address any application
any

2. Specify thecaptiveportal policyaspart of theUACpolicy tobeappliedon the traffic

that matches the conditions specified in the security policy.

[edit security policies from-zone untrust to-zone trust policy my-policy]
user@host# set then permit application-services uac-policy captive-portal
my-captive-portal-policy

3. Redirect all unauthenticated traffic to the IC Series appliance.

[edit services unified-access-control]
user@host# set captive-portal my-captive-portal-policy redirect-traffic
unauthenticated

Results Confirm your configuration by entering the show services and show security policies

command from configuration mode. If the output does not display the intended

configuration, repeat the configuration instructions in this example to correct it.

For brevity, this show command output includes only the configuration that is relevant

to this example. Any other configuration on the system has been replaced with ellipses

(...).

[edit]
user@host# show services
unified-access-control {
captive-portal my-captive-portal-policy {
redirect-traffic unauthenticated;

}
}

[edit]
user@host# show security policies
...
from-zone untrust to-zone trust {
policy my-policy {
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match {
source-address any;
destination-address any;
application any;

}
then {
permit {
application-services {
uac-policy {
captive-portal my-captive-portal-policy;

}
}

}
}

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform this task:

• Verifying the Captive Portal Policy on page 137

Verifying the Captive Portal Policy

Purpose Verify that the captive portal policy was created.

Action From operational mode, enter the show security policies detail command.

Related
Documentation

Understanding Captive Portal Configuration on the Junos OS Enforcer on page 133•

Example: Configuring a Redirect URL for Captive Portal

This example shows how to redirect traffic to the currently connected IC Series UAC

Appliance or to an IP address or domain name that you specify in a redirect URL. We

recommend the default configuration that redirects traffic to the IC Series appliance for

authentication.

• Requirements on page 137

• Overview on page 138

• Configuration on page 138

• Verification on page 138

Requirements

Before you specify the redirect URL, make sure you configure the captive portal policy.

For informationaboutcreating thecaptiveportalpolicy, see “Example:CreatingaCaptive

Portal Policy on the Junos OS Enforcer” on page 134.
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Overview

In this example, you configure the URL to redirect traffic to the IC Series appliance and

after authentication to forward the traffic automatically to the protected resource. The

configuration instructions in this topic describe how to set the URL to

https://my-website.com.

You can redirect traffic to the currently connected IC Series appliance or to an IP address

or domain name that you specify in a redirect URL. We recommend the default

configuration that redirects traffic to the IC Series appliance for authentication.

If youneed tooverride thedefault redirectiondestination, youcanspecifyanycombination

of redirect options:

• https://IP or domain name/URL path/target=%dest-url%—Forwards users to the

protected resource automatically after authentication with the IC Series appliance or

webserver. The Junos OS Enforcer replaces the%dest-url% parameter with the

protected resource URL and then forwards the protected resource URL in encrypted

form to the IC Series appliance.

• https://IP or domain name/target=URL path—Forwards users to the specified URL
automatically after authentication with the IC Series appliance or webserver.

• https://IP or domain name/URL path—Redirects users to the IC Series appliance
authentication page but not be forwarded to the protected resource after

authentication. Users must manually open a new browser window and enter the

protected resource URL again after signing in.

• redirect-all—Redirects all traffic to the URL that you specify in a redirect URL.

Configuration

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

To configure the redirect URL for the captive portal feature on the Junos OS Enforcer:

1. Specify the redirect URL for the preconfigured captive portal policy.

[edit services unified-access-control]
user@host# set captive-portal my-captive-portal-policy redirect-url
https://192.168.0.100/target=my-website.com

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the show services

unified-access-control captive-portal my-captive-portal-policy command.
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PART 4

Configuring Integrated User Firewall

• Understanding Integrated User Firewall on page 141

• Managing Event Logs on page 163

• Logging User Identity Information Based on Zones on page 171

• Configuring Integrated User Firewall Device Identity Authentication for Access

Control on page 179
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CHAPTER 16

Understanding Integrated User Firewall

• Overview of Integrated User Firewall on page 141

• Understanding Active Directory Authentication Tables on page 144

• LDAP Functionality in Integrated User Firewall on page 150

• Example: Configuring Integrated User Firewall on page 152

Overview of Integrated User Firewall

This topic includes the following sections:

• Integrated User Firewall and Authentication Sources on page 141

• Benefits of Integrated User Firewall on page 142

• How the Integrated User Firewall Works on page 142

• Deployment Scenario for User Firewall Integration withWindows Active

Directory on page 143

• Limitations on page 143

Integrated User Firewall and Authentication Sources

The SRX Series device already supports Unified Access Control (UAC) integration with

Network Access Control (NAC) and a user firewall that can derive its authentication

source fromWindows Active Directory via the UACMAG Series Junos Pulse Gateway.

However, many customers want simple user firewall functionality without full NAC, and

do not want the additional cost or complexity of user role firewall (which has Active

Directory dependencies such as Kerberos, SPNEGO on Browsers, Active Directory

DNS/Certs, and UAC configuration).

The integrated user firewall feature fulfills the requirement for simplicity. It retrieves

user-to-IPaddressmappings fromtheWindowsActiveDirectory touse in firewall policies

as match criteria. This feature consists of the SRX Series polling the event log of the

Active Directory controller to determine, by username and source IP address, who has

logged in to theSRXSeriesdevice. Then theusernameandgroup informationarequeried

from the LDAP service in the Active Directory controller. Once the SRX Series has the IP

address, username, and group relationship information, it generates authentication

entries. With the authentication entries, the SRX Series UserFWmodule enforces

user-based and group-based policy control over traffic.
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For a comparison of integrated user firewall, user role firewall, and UAC NAC, see

“Understanding the Three-Tiered User Firewall Features” on page 3.

Benefits of Integrated User Firewall

The integrated user firewall feature introduces an authentication source via integration

with Microsoft Active Directory technology.

• It provides visibility into who is accessing the SRX Series and best-effort security for

access to the SRX Series.

• It is a single-box solution, requiring only an SRX Series.

• It requires fewer configuration steps than the UAC integration with NAC, which uses

the UACMAG Series.

• It doesnot require the configurationof a captiveportal, although thatoption is available

to enforce on users who do not authenticate.

• It is ideal for small-to-medium businesses and low-scale deployments.

• It supports High Availability (HA).

How the Integrated User Firewall Works

At a high level, this feature involves the UserID process in the SRX Series Routing Engine,

which reads theWindows event log from the Active Directory controller and abstracts

IP address-to-user mapping information. The process correlates users to the groups to

which they belong, via the LDAP protocol with LDAP service in the Active Directory

controller. Thus, theprocesshasgatheredenough information togenerateauthentication

entries. The network administrator then references the authentication entries in user

firewall security policies to control traffic.

A more detailed explanation of how this feature works is as follows:

1. The SRX Series reads the Active Directory event log to get source IP

address-to-usernamemapping information. To do so, a process in the SRX Series

Routing Engine implements aWindows Management Instrumentation (WMI) client

with Microsoft Distributed COM/Microsoft RPC stacks and an authentication

mechanism to communicate with aWindows Active Directory controller in an Active

Directory domain. Using event log information retrieved from the Active Directory

controller, the process knows the IP addresses of active Active Directory users and

abstracts IP-to-ActiveDirectoryusernamemapping information.Theprocessmonitors

Active Directory event log changes via the sameWMI DCOM interface to adjust local

mapping information to reflect any change in the Active Directory server.

2. The process uses LDAP to query the LDAP service interface of the Active Directory to

identify the groups to which users belong. Having the IP address, the Active Directory

user, and the groups, the process can generate authentication entries accordingly.

3. The process pushes the authentication entries to the Packet Forwarding Engine

authentication table. The Packet Forwarding Engine uses the entries and user policy

to apply user firewall access control to traffic.
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This feature supports two domains and up to 10 Active Directory controllers in a domain.

Deployment Scenario for User Firewall Integration withWindows Active Directory

Figure 17onpage 143 illustratesa typical scenariowhere the integrateduser firewall feature

is deployed. Users in the Active Directory domain and users outside the Active Directory

domainwant access to the Internet through anSRXSeries device. The domain controller

might also act as the LDAP server.

Figure 17: Scenario for Integrated User Firewall
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The SRX Series device reads and analyzes the event log of the domain controller and

generates an authentication table as an Active Directory authentication source for this

feature. The user firewall is aware of any domain user on an Active Directory domain

device via theActiveDirectoryauthentication source. TheSRXSeriesdeviceadministrator

configures a user firewall policy that enforces the desired user-based or group-based

access control.

For any non-domain user or domain user on a non-domain machine, the administrator

specifies a captive portal to force the user to do firewall authentication (if the SRXSeries

supports captive portal for the traffic type). After the user enters a name and password

andpasses firewall authentication, theSRXSeriesgets firewall authenticationuser/group

information and can enforce user firewall policy to control the user accordingly.

In addition to captive portal, if the IP address or user information is not available from

the event log, the user can again log in to theWindows PC to generate an event log entry.

Then the system generates the user’s authentication entry accordingly.

Limitations

• Windows Active Directory controllers older thanWindows 2003 are not supported.

• Tracking the status of non-Windows Active Directory users is not supported.

• IPv6 addresses are not supported.
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• Logical systems are not supported.

• TheWMIC does not support multiple users logged onto the same PC.

• Domain controllers and domain PCsmust be runningWindows OS. Theminimum

support for aWindows client is Windows XP. Theminimum support for a server is

Windows Server 2003.

• You cannot use the Primary Group, whether by its default name of Domain Users, or

any other name (if you happened to have changed it), in integrated user firewall

configurations.

When a new user is created in Active Directory, the user is added to the global security

group Primary Group which is by default called Domain Users. The Primary Group is

less specific than other groups created in Active Directory because all users belong to

it. Consequently, it can become very large.

Related
Documentation

Understanding the Three-Tiered User Firewall Features on page 3•

• Understanding How theWMIC Reads the Event Log on the Domain Controller on

page 163

• Understanding Active Directory Authentication Tables on page 144

• Understanding Integrated User Firewall Domain PC Probing on page 166

• Example: Configuring Integrated User Firewall on page 152

• user-identification (Services) on page 470

Understanding Active Directory Authentication Tables

This topic includes the following sections:

• Active Directory Authentication as an Authentication Source on page 144

• Active Directory Authentication Tables on page 145

• State Information for Active Directory Authentication Table Entries on page 146

• Active Directory Authentication Table Management on page 147

• Timeout Interval for Table Entries on page 149

Active Directory Authentication as an Authentication Source

On an SRX Series device, user information tables serve as the authentication source for

information required by firewall security policies. The SRXSeries device supports various

user information tables including local, user firewall, and Unified Access Control (UAC)

types. The integrated user firewall feature introduces another type of authentication

source—Active Directory authentication.

The integrateduser firewall featuregathersuserandgroup information forActiveDirectory

authenticationby readingdomaincontroller event logs, probingdomainPCs, andquerying

Lightweight Directory Access Protocol (LDAP) services within the configuredWindows

domain. Up to twoWindows domains are supported.
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From the user and group information, the integrated user firewall feature generates an

Active Directory authentication table on the Routing Engine of the SRX Series device,

which then pushes the authentication table to the Packet Forwarding Engine. Security

policies use the information in the table to authenticate users and to provide access

control for traffic through the firewall.

Active Directory Authentication Tables

The Active Directory authentication table contains the IP address, username, and group

mapping information that serves as the authentication source for the SRX Series

integrated user firewall feature. Information in the table is obtained by readingWindow

Active Directory domain controller event logs, probing domain PCs, and querying LDAP

services within a specifiedWindows domain.

Reading domain controller event logs generates a list of IP address-to-user mapping

information that is used to create entries in the Active Directory authentication table.

Once entries have been added in the table, a query is sent to the LDAP server for

user-to-groupmapping information.

The LDAP server returns all group information; this includes not only information about

the groups you directly belong to, but also all the parent (and parent of the parent and

so on) groups that you belong to. Group information returned from the LDAP server is

comparedwith the source identity in security policies. If there is amatch, Active Directory

authentication table entries are updated to include only the group information provided

in the security policy. In this way, only relevant group information is listed in the

authentication table. Whenever source identity is updated, the authentication table is

also updated to reflect the up-to-date relevant group information for all listed users.

When user traffic arrives at the firewall, the Active Directory authentication table is

searched for an entry corresponding to the source IP address of the traffic. If an entry

exists, policies matching that entry are applied to the traffic and access is allowed or

denied.

Table 10 on page 145 lists Active Directory authentication table support by SRX Series

devices. Platform support depends on the Junos OS release in your installation.

Table 10: Active Directory Authentication Table Support by SRX Series Devices

ActiveDirectoryControllersDomains

Active Directory
Authentication Table
EntriesSRX Series Devices

51500SRX100, SRX110, SRX210,
SRX220

511000SRX240

51500SRX300

51500SRX320

511000SRX340, 345
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Table 10: Active Directory Authentication Table Support by SRX Series Devices (continued)

ActiveDirectoryControllersDomains

Active Directory
Authentication Table
EntriesSRX Series Devices

1025000SRX550M

1025000SRX550, SRX650

10220,000SRX1400

10220,000SRX1500

10250,000SRX3000 line

102100,000SRX5000 line

1025000vSRX

Once themaximum number of authentication table entries is reached, no additional

entries are created.

To be compliant with the Active Directory authentication table, entries must adhere to

the following parameters:

• Usernames are limited to 64 characters.

• Group names are limited to 64 characters.

• Each entry can be associatedwith up to 200 relevant groups (configured in the source

identity field). For example, if you belong to 1000 groups in LDAP and out of these, no

more than 200 groups are configured in the source identity field, you are compliant

with the Active Directory authentication table.

The Active Directory Authentication tablemust be enabled as the authentication source

for integrated user firewall information retrieval.

user@host# set security user-identification authentication source
active-directory-authentication-table priority priority

NOTE: The priority option specifies the sequence in which user information

tables are checked. Using the lowest setting for the Active Directory
authentication source specifies the highest priority, meaning that the Active
Directory authentication source is searched first.

State Information for Active Directory Authentication Table Entries

Active Directory authentication table entries can be in one of four states:
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Initial—Specifies that IP address-to-user mapping information was obtained by reading

domain controller event logs and an entry was added to the authentication table.

Entries in this state are changed to valid when the table is pushed from the Routing

Engine to the Packet Forwarding Engine.

Valid—Specifies that a valid entry was obtained by reading domain controller event logs

or that a valid responsewas received froma domain PC probe and the user is a valid

domain user.

Invalid—Specifies that an invalid response was received from a domain PC probe and

the user is an invalid domain user.

Pending—Specifies that a probe event generated an entry in the authentication table,

but no probe response has been received from the domain PC. If a probe response

is not received within 90 seconds, the entry is deleted from the table.

For a list of probe responses, see “Understanding Integrated User Firewall Domain

PC Probing” on page 166.

To display Active Directory authentication entries, alongwith their state information, use

the following command:

user@host>show services user-identification active-directory-access
active-directory-authentication-table all

Domain: www.example1.net
Total count: 2
Source IP       Username      Groups          State   
 192.168.10.2     u2           r1, r3, r4      initial
 192.168.10.3     u3           r5, r6, r4      pending 

Domain: www.example2.net
Total count: 2
Source IP       Username      Groups          State   
 10.1.1.2         u4           r1, r3, r4      valid
 10.1.1.3         u5           r5, r6, r4      invalid 

Command options allow you to display information by user or group, and to define

additional output levels—brief, domain, extensive, node.

Active Directory Authentication Table Management

Windows domain environments are constantly changing as users log in and out of the

network and as network administrators modify user group information. The integrated

user firewall feature manages changes in theWindows domain by periodically reading

domain controller event logs and querying the LDAP server for user-to-groupmapping

information. That information is used in updating the Active Directory authentication

table as appropriate.

Additionally, a probe function is provided toaddress changes that occur between reading

event logs, or to address the case where event log information is lost. An on-demand

probe is triggered when client traffic arrives at the firewall but a source IP address for
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that client cannot be found in the table. And at any point, manual probing is available to

probe a specific IP address.

Changes to the active Directory Authentication table also occur due to source identity

changes in the security policy configuration.

Table 11 onpage 148describesevents that trigger anActiveDirectoryauthentication table

update.

Table 11: Events Triggering Active Directory Authentication Table Updates

Active Directory Authentication Table UpdateEvent

New IPaddress-to-user entriesareadded in theauthentication
table in initial state. Group information is retrieved from the
LDAP server.

When theauthenticationentry ispushed toPacketForwarding
Engine, the state is changed to valid.

A domain controller event log is read at configured intervals.

An entry is added in the authentication table in pending state.
If aprobe response isnot returnedwithin90seconds, thestate
of the entry is deleted.

An on-demand or manual probe is sent to a domain PC.

Based on the response, entries in pending state are changed
to valid or invalid. For valid responses, the group information
is retrieved from the LDAP server. For invalid responses, the
entry is marked as invalid.

An on-demand or manual probe response is received from a
domain PC.

Entries are updated with the group information.An LDAP server query identifies new user-to-groupmapping
information.

Entries associated with that user are deleted from the table.An LDAP server query identifies deleted user information.

The affected group information is updated.

For example, user2 belongs to group2, and group2 belongs to
group1. And, group1 is listed as a source-identity for group2.
For any authentication entry of user2, group1 is listed in its
relevant groups. However, if group2 is removed from the LDAP
server, user2 loses the connection with group1, and as a result,
group1 is removed from the user2 authentication table.

An LDAP server query identifies deleted group information.

If thegroup is referenced ina security policy, entries associated
with this group are updated to add the group information.

An LDAP server query identifies added group information.

Entries associated with the source identity are deleted from
Active Directory authentication table.

The source identity information is removed from a security
policy configuration.

NOTE: If an entry is deleted from the table, any sessions attached to that
entry are also deleted. If an entry in the table is updated to add or remove
group information, there is no impact to existing sessions for that entry.
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NOTE: When you use the CLI to delete an active directory authentication
entry, the system closes the related session and writes a session-close
message to the log file.However, thesession-closemessagedoesnotcontain
the source identity information for the user, that is, the user and user group
information."

Tomanually delete an entry from the table, use the request services user-identification

active-directory-access active-directory-authentication-table command. Options exist

for deleting a specific IP address, domain, group, or user.

To clear the contents of the Active Directory authentication table, use the clear services

user-identificationactive-directoryaccessactive-directory-authentication-tablecommand.

Timeout Interval for Table Entries

Whenauser is no longeractive, a timer is started for thatuser’s entry in theActiveDirectory

authentication table.When time is up, the user’s entry is removed from the table. Entries

in the table remain active as long as there are sessions associated with the entry.

To set the timeout value, use the following statement:

user@host# set services user-identification active-directory-access
authentication-entry-timeoutminutes

The default authentication-entry-timeout interval is 30minutes. To disable timeouts, set

the interval to 0.

NOTE: Werecommendthatyoudisable timeoutswhendisablingon-demand
probing in order to prevent someone from accessing the Internet without
logging in again.

To view timeout information for Active Directory authentication table entries, use the

following command:

user@host>show services user-identification active-directory-access
active-directory-authentication-table all extensive

Domain: www.example1.net
Total entries: 2
Source IP: 192.168.1.2
Username: u2
Groups: r1, r3, r4
State: initial
Access start date: 2014-03-22
Access start time: 10:56:58
Age time: 20 min

Source IP: 192.168.1.3
Username: u3
Groups: r5, r6, r4
State: pending
Access start date: 2014-03-22
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Access start time: 10:46:58
Age time: 10 min

This example shows that the timer has started for two entries—the entry for user u2 will

time out in 20minutes, while the entry for user u3 will time out in 10minutes. When

session traffic is associated with an entry, the age time value changes to “infinite.”

Related
Documentation

Overview of Integrated User Firewall on page 141•

• Understanding Integrated User Firewall Domain PC Probing on page 166

• LDAP Functionality in Integrated User Firewall on page 150

• active-directory-authentication-table on page 337

• user-identification (Services) on page 470

LDAP Functionality in Integrated User Firewall

This topic includes the following sections:

• Role of LDAP in Integrated User Firewall on page 150

• LDAP Server Configuration and Base Distinguished Name on page 150

• LDAP’s Authentication Method on page 151

• LDAP Server’s Username, Password, and Server Address on page 151

• Caching and Calculation of User-to-Group Mappings on page 151

• Updating Group Information in the Authentication Entry Table on page 152

• LDAP Server Status and Statistics on page 152

• Active Directory Autodiscovery on page 152

Role of LDAP in Integrated User Firewall

In order to get the user and group information necessary to implement the Integrated

User Firewall feature, the SRX Series device uses the Lightweight Directory Access

Protocol (LDAP). The SRX Series acts as an LDAP client communicating with an LDAP

server. In a common implementation scenario of the integrated user firewall feature, the

domaincontroller actsas theLDAPserver. TheLDAPmodule in theSRXSeries, bydefault,

queries the Active Directory in the domain controller.

The SRX Series downloads user and group lists from the LDAP server. The device also

queries the LDAP server for user and group updates. The SRX Series downloads a

first-level, user-to-groupmapping relationship and then calculates a full user-to-group

mapping.

The use of “LDAP” in this section applies specifically to LDAP functionality within the

integrated user firewall feature.

LDAP Server Configuration and Base Distinguished Name

Mostof theLDAPserver configuration isoptional, leveraging thecommon implementation

scenariowhere thedomaincontroller actsas theLDAPserver. TheSRXSeriesperiodically
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(every twominutes) queries the LDAP server to get the user and group information

changed since the last query.

LDAP’s AuthenticationMethod

By default, the LDAP authentication method uses simple authentication. The client’s

username and password are sent to the LDAP server in plaintext. Keep in mind that the

password is clear and can be read from the network.

To avoid exposing the password, you can use simple authentication within an encrypted

channel [namelySecureSockets layer (SSL)], as long as the LDAPserver supports LDAP

over SSL (LDAPS). After enabling SSL, the data sent from the LDAP server to the SRX

Series is encrypted. To enable SSL, see the user-group-mapping statement.

LDAP Server’s Username, Password, and Server Address

The LDAP server’s username, password, IP address, and port are all optional, but they

can be configured.

• If the username and password are not configured, the system uses the configured

domain controller’s username and password.

• If the LDAP server’s IP address is not configured, the system uses the address of one

of the configured Active Directory domain controllers.

• If the port is not configured, the system uses port 389 for plaintext or port 636 for

encrypted text.

Caching and Calculation of User-to-GroupMappings

The SRX Series device caches user-to-groupmappings in its local database when the

show services user-identification active-directory-access user-group-mapping operation

is performed. This command displays the users who belong to a group or the groups to

which a user belongs.

Three events cause a user-to-groupmapping to be removed from the cache:

• A source-identity is removed from a referenced firewall policy (because only

source-identities referenced in a policy are stored in the authentication table).

• The LDAP configuration is deleted from the customer’s configuration, so all cached

Active Directory user-to-groupmappings for the domain are removed.

• The user-to-groupmapping is deleted from the LDAP server.

The SRX periodically queries to get user and group information from the LDAP server in

real time. The user list and the group list show only cached users or groups, not all users

or groups in the LDAP server. From this information, the SRX Series calculates one-level

mapping relationships. The user list, group list, andmapping are cached in the local

database.
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Updating Group Information in the Authentication Entry Table

The SRX Series device queries to get the changed users and groups based on the prior

query results from the LDAP server. The SRX Series updates the local database and

triggers an authentication entry update. Only user/groupmappings that are already

cached are updated. Other users and groups that are not in the database do not have

their mapping relationships cached.

LDAP Server Status and Statistics

Youcanverify theLDAPconnection statusby issuing the showservicesuser-identification

active-directory-access user-group-mapping status command.

You can see counts of queries made to the LDAP server by issuing the show services

user-identification active-directory-access statistics user-group-mapping command.

Active Directory Autodiscovery

The integrated user firewall feature provides the IP address and Active Directory name

of the domain. The auto-discovery feature can use the Active Directory’s global catalog

feature and then query DNS for a list of global catalogs. The global catalogs in the list

are typically provided in a weighted order based on criteria such as network location,

system-set weights based on global catalog server size, and so on. Once the customer

has the list of Active Directories, the customer can configure it for both event log reading

and LDAP search.

Related
Documentation

Overview of Integrated User Firewall on page 141•

• Understanding How theWMIC Reads the Event Log on the Domain Controller on

page 163

• show services user-identification active-directory-access statistics on page 569

• show services user-identification active-directory-access user-group-mapping on
page 550

• user-group-mapping on page 468

Example: Configuring Integrated User Firewall

This example showshow to implement the integrateduser firewall feature by configuring

aWindowsActiveDirectory domain, an LDAPbase, unauthenticated users to be directed

to captive portal, and a security policy based on a source identity.

• Requirements on page 153

• Overview on page 153

• Configuration on page 153

• Verification on page 159
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Requirements

This example uses the following hardware and software components:

• One SRX Series device

• Junos OS Release 12.1X47-D10 or later for SRX Series devices

No special configuration beyond device initialization is required before configuring this

feature.

Overview

In a typical scenario for the integrated user firewall feature, domain and non-domain

users want to access the Internet through an SRX Series device. The SRX Series device

reads and analyzes the event log of the domain controllers configured in the domain.

Thus, the SRX Series device detects domain users on an Active Directory domain

controller. Active Directory domain generates an authentication table as the Active

Directory authentication source for the integrated user firewall. The SRX Series device

uses this information to enforce the policy to achieve user-based or group-based access

control.

For any non-domain user or domain user on a non-domain device, the network

administrator can specify a captive portal to force the user to submit to firewall

authentication (if the SRX Series device supports captive portal for the traffic type. For

example, HTTP). After the user enters a name and password and passes firewall

authentication, theSRXSeriesdevicegets firewall authenticationuser-to-groupmapping

information from the LDAP server and can enforce user firewall policy control over the

user accordingly.

NOTE: You cannot use the Primary Group, whether by its default name of
DomainUsers or any other name, if you changed it, in integrated user firewall
configurations.

When a new user is created in Active Directory (AD), the user is added to the
global security group Primary Group which is by default Domain Users. The
Primary Group is less specific than other groups created in AD because all
users belong to it. Also, it can become very large.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands to a text file, remove

any line breaks, change any details necessary tomatch your network configuration, copy

andpaste thecommands into theCLI at the [edit] hierarchy level, and thenentercommit
from configuration mode.

set services user-identification active-directory-access domain example.net
user-group-mapping ldap base DC=example,DC=net

set services user-identification active-directory-access domain example.net user
administrator password pwd
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set services user-identification active-directory-access domain example.net
domain-controller ad1 address 192.0.2.15

set access profile profile1 authentication-order ldap
set access profile profile1 authentication-order password
set access profile profile1 ldap-options base-distinguished-name
CN=Users,DC=example,DC=com

set access profile profile1 ldap-options search search-filter sAMAccountName=
set access profile profile1 ldap-options search admin-search distinguished-name
CN=Administrator,CN=Users,DC=example,DC=com

set access profile profile1 ldap-options search admin-search password password
set access profile profile1 ldap-server 192.0.2.3
set security policies from-zone trust to-zone untrust policy p1match source-address any
set security policies from-zone trust to-zoneuntrust policy p1matchdestination-address
any

set security policies from-zone trust to-zone untrust policy p1match application any
set security policies from-zone trust to-zone untrust policy p1match source-identity
unauthenticated-user

set security policies from-zone trust to-zone untrust policy p1match source-identity
unknown-user

set security policies from-zone trust to-zone untrust policy p1 then permit
firewall-authentication user-firewall access-profile profile1

set security policies from-zone trust to-zone untrust policy p2match source-address any
setsecuritypolicies from-zonetrust to-zoneuntrustpolicyp2matchdestination-address
any

set security policies from-zone trust to-zone untrust policy p2match application any
set security policies from-zone trust to-zone untrust policy p2match source-identity
“example.com\user1”

set security policies from-zone trust to-zone untrust policy p2 then permit
setsecurityuser-identificationauthenticationsourceactive-directory-authentication-table
priority 125

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To establish aWindows Active Directory domain, to configure captive portal, and to

configure another security policy, perform the steps in this section.

Once configured, when traffic arrives, the SRX Series device consults the user firewall

process, which in turn consults the Active Directory authentication source to determine

whether the source is in its authentication table. If the user firewall hits an authentication

entry, the SRX Series device checks the policy configured in Step 4 for further action. If

the user firewall does not hit any authentication entry, the SRX Series device checks the

policy configured in Step 3 to enforce the user to do captive portal.

1. Configure the LDAP base distinguished name.

[edit services user-identification]
user@host#setactive-directory-accessdomainexample.comuser-group-mapping
ldap base DC=example,DC=com

2. Configure a domain name, the username and password of the domain, and the

name and IP address of the domain controller in the domain.

[edit services user-identification]
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user@host# set active-directory-access domain example.com user administrator
password xxxxx

user@host# set active-directory-access domain example.net domain-controller
ad1 address 192.0.2.15

3. Configure an access profile and set the authentication order and LDAP options.

[edit access profile profile1]
user@host# set authentication-order ldap
user@host# set authentication-order password
user@host# set ldap-options base-distinguished-name
CN=Users,DC=example,DC=com

user@host# set ldap-options search search-filter sAMAccountName=
user@host# set ldap-options search admin-search distinguished-name
CN=Administrator,CN=Users,DC=example,DC=com

user@host# set ldap-options search admin-search password pwd
user@host# set ldap-server 192.0.2.3

4. Configure a policy for the source-identity “unauthenticated-user” and

“unknown-user” and enable the firewall authentication captive portal. Configuring

the source identity is required in case there is no authentication sources configured,

it is disconnected.

[edit security policies from-zone trust to-zone untrust policy p1]
user@host# setmatch source-address any
user@host# setmatch destination-address any
user@host# setmatch application any
user@host# setmatch source-identity unauthenticated-user
user@host# setmatch source-identity unknown-user
user@host# set then permit firewall-authentication user-firewall access-profile
profile1

user@host#set then permit firewall-authentication user-firewall domain
example.userfw.com

5. Configure a second policy to enable a specific user.

[edit security policies from-zone trust to-zone untrust policy p2]
user@host# setmatch source-address any
user@host# setmatch destination-address any
user@host# setmatch application any
user@host# setmatch source-identity ““example.com\user1””
user@host# set then permit

NOTE: When you specify a source identity in a policies statement,
prepend the domain name and a backslash to the group name or
username. Enclose the combination in quotationmarks.

6. Set the Active Directory authentication table as the authentication source for

integrateduser firewall information retrieval and specify the sequence inwhich user

information tables are checked.

[edit security ]
user@host# set user-identification authentication source
active-directory-authentication-table priority 125
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NOTE: Youmust set the Active Directory authentication table as the
authentication source for integrated user firewall information retrieval
and specify the sequence in which user information tables are checked
using the command set security user-identificationauthentication source

active-directory-authentication-table priority value.

The default value of this option is 125. The default priority for all the
authentication sources is as follows:

• Local authentication: 100

• Integrated user firewall: 125

• User role firewall: 150

• Unified Access Control (UAC): 200

The field priority specifies the sources for the Active Directory

authentication table. The value set determines the sequence for
searching among various supported authentication tables to retrieve a
user role. Note that these are the only currently supported values. You
can enter any value from 0 through 65,535. The default priority of the
Active Directory authentication table is 125. Thismeans that even if you
do not specify a priority value, the Active Directory authentication table
will be searched starting at sequence of value 125 (integrated user
firewall).

For more details, see “Understanding Active Directory Authentication
Tables” on page 144 and active-directory-authentication-table.
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(Optional) Configuration of PKI and SSL Forward Proxy to Authenticate Users

Step-by-Step
Procedure

Optionally, for non-domain users, you can configure public key infrastructure (PKI) to

validate integrity, confidentiality, andauthenticity of traffic. PKI includesdigital certificates

issued by the Certificate Authority (CA), certificate validity and expiration dates, details

about the certificate owner and issuer, and security policies.

NOTE: For any non-domain user or domain user on a non-domainmachine,
the administrator specifies a captive portal to force the user to do firewall
authentication (if theSRXSeriesdevice supports captiveportal for the traffic
type). After the user enters a name and password and passes firewall
authentication, theSRXSeriesdevicegets firewall authenticationuser/group
information and can enforce the user firewall policy to control the user
accordingly. In addition to captive portal, if the IP address or user information
is not available from the event log, the user can again log in to theWindows
PC to generate an event log entry. Then the system generates the user’s
authentication entry accordingly.

To enable the SRX Series device to authenticate the users through HTTPs, the SSL

forward proxy must be configured and enabled. You need to generate a local certificate,

add an SSL termination profile, add an SSL proxy profile, and reference the SSL proxy

profile in the security policy. If theSSL forwardproxy is not enabled, theSRXSeriesdevice

cannot authenticate users who are using HTTPS, but for users who are using HTTP, FPT,

and Telnet, the authentication can be performed as expected.

To generate PKI and enable SSL forward proxy, perform the following steps:

1. Generate a PKI public/private key pair for a local digital certificate.

user@host# request security pki generate-key-pair certificate-id ssl-inspect-ca size
2048 type rsa

2. Manually generate a self-signed certificate for the given distinguished name.

user@host# request securitypki local-certificategenerate-self-signedcertificate-id
ssl-inspect-ca domain-namewww.mycompany.net subject
"CN=www.mycompany.com,OU=IT,O=MYCOMPANY,L=Sunnyvale,ST=CA,C=US"
email security-admin@mycompany.net

3. Define the access profile to be used for SSL termination services. This option is

available only on high-end SRX Series devices.

user@host# set services ssl termination profile for_userfw server-certificate
ssl-inspect-ca

4. Configure the loaded certificate as root-ca in the SSL proxy profile. This option is

available only on high-end SRX Series devices.

user@host# set services ssl proxy profile ssl-inspect-profile root-ca ssl-inspect-ca
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5. Specify the ignore-server-auth-failure option if you do not want to import the entire

CA list and you do not want dropped sessions. This option is available only on

high-end SRX Series devices.

user@host# set services ssl proxy profile ssl-inspect-profile actions
ignore-server-auth-failure

6. Add an SSL termination profile into security policies. This option is available only

on high-end SRX Series devices.

user@host# set security policies from-zone untrust to-zone trust policy p1 then
permit firewall-authentication user-firewall ssl-termination-profile for_userfw

Results

From configurationmode, confirm your integrated user firewall configuration by entering

the showservicesuser-identificationactive-directory-accesscommand. If theoutputdoes

not display the intended configuration, repeat the configuration instructions in this

example to correct it.

user@host# show services user-identification active-directory-access
domain example.com {
user {
administrator;
password "$ABC123"; ## SECRET-DATA

}
domain-controller ad1 {
address 192.0.2.15;

}
user-group-mapping {
ldap {
base DC=example,DC=com;

}
}

}

Fromconfigurationmode, confirmyour policy configurationby entering the showsecurity

policies command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

user@host# show security policies
from-zone trust to-zone untrust {
policy p1 {
match {
source-address any;
destination-address any;
application any;
source-identity unauthenticated-user;
source-identity unknown-user;

}
then {
permit {
firewall-authentication {
user-firewall {
access-profile profile1;

}
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}
}

}
}
policy p2 {
match {
source-address any;
destination-address any;
application any;
source-identity “example.com\user1”;

}
then {
permit;

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying Connectivity to a Domain Controller on page 159

• Verifying the LDAP Server on page 159

• Verifying Authentication Table Entries on page 160

• Verifying IP-to-User Mapping on page 160

• Verifying IP Probe Counts on page 160

• Verifying User-to-Group Mapping Queries on page 160

Verifying Connectivity to a Domain Controller

Purpose Verify that at least one domain controller is configured and connected.

Action Fromoperationalmode, enter the showservicesuser-identificationactive-directory-access

domain-controller status command.

Meaning The domain controller is shown to be connected or disconnected.

Verifying the LDAP Server

Purpose Verify that the LDAP server is providing user-to-groupmapping information.

Action Fromoperationalmode, enter the showservicesuser-identificationactive-directory-access

user-group-mapping status command.

Meaning The LDAP server address, port number, and status are displayed.
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Verifying Authentication Table Entries

Purpose See which groups users belong to and the users, groups, and IP addresses in a domain.

Action Fromoperationalmode, enter the showservicesuser-identificationactive-directory-access

active-directory-authentication-table all command.

Meaning The IP addresses, usernames, and groups are displayed for each domain.

Verifying IP-to-User Mapping

Purpose Verify that the event log is being scanned.

Action Fromoperationalmode, enter the showservicesuser-identificationactive-directory-access

statistics ip-user-mapping command.

Meaning The counts of the queries and failed queries are displayed.

Verifying IP Probe Counts

Purpose Verify that IP probes are occurring.

Action Fromoperationalmode, enter the showservicesuser-identificationactive-directory-access

statistics ip-user-probe command.

Meaning The counts of the IP probes and failed IP probes are displayed.

Verifying User-to-GroupMapping Queries

Purpose Verify that user-to-groupmappings are being queried.

Action Fromoperationalmode, enter the showservicesuser-identificationactive-directory-access

statistics user-group-mapping command.

Meaning The counts of the queries and failed queries are displayed.

Related
Documentation

• Overview of Integrated User Firewall on page 141

• Understanding the Three-Tiered User Firewall Features on page 3

• policies on page 406

• show services user-identification active-directory-access
active-directory-authentication-table on page 562

• show services user-identification active-directory-access domain-controller status
on page 566

• show services user-identification active-directory-access statistics on page 569
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• show services user-identification active-directory-access user-group-mapping on
page 550
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CHAPTER 17

Managing Event Logs

• UnderstandingHowtheWMICReadstheEventLogontheDomainControlleronpage163

• Using Firewall Authentication as an Alternative toWMIC on page 165

• Understanding Integrated User Firewall Domain PC Probing on page 166

Understanding How theWMIC Reads the Event Log on the Domain Controller

This topic includes the following sections:

• Windows Management Instrumentation Client on page 163

• WMIC Reads the Event Log on the Domain Controller on page 164

• Specifying IP Filters to Limit IP-to-User Mapping on page 164

• Event Log Verification and Statistics on page 164

WindowsManagement Instrumentation Client

When you configure the integrated user firewall feature on anSRXSeries device, the SRX

Series establishes aWindows Management Instrumentation (WMI)/Distributed

ComponentObjectModule (DCOM)connection to thedomaincontroller. TheSRXSeries

acts as aWMI client (WMIC). It reads andmonitors the security event log on the domain

controller. The SRX Series analyzes the event messages to generate IP address-to-user

mapping information.

All configuration regarding theWMIC is optional; it will functionwith default values. After

the domain is configured (by the set services user-identification active-directory-access

domain statement), theWMIC starts to work. TheWMIC connection to the domain

controller uses the same user credentials as those configured for the domain.

CAUTION: Integrated user firewall uses NTLMv2 as the default WMIC
authentication protocol for security reasons. NTLMv1 exposes the system to
attacks in which authentication hashes could be extracted fromNTLMv1
authentication responses.

For compatibility with integrated user firewall, youmust apply the latest
version of the Microsoft SP2 patch if you are running an older version of
Windows OS, includingWindows 2000,Windows XP, andWindows 2003.
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WMIC Reads the Event Log on the Domain Controller

The following SRX Series behaviors apply to reading the event log:

• The SRX Series monitors the event log at a configurable interval, which defaults to 10

seconds.

• The SRX Series reads the event log for a certain timespan, which you can configure.

The default timespan is one hour. Each time atWMIC startup, the SRX Series checks

the last timestamp and the timespan. If the last timestamp is older than the current

timespan, then the timespan takes effect. After theWMICand theUserIDprocess start

working, the timespan does not apply; the SRX Series simply reads the latest event

log.

• DuringWMIC startup, the SRX Series has amaximum count of events it will read from

the event log, and that maximum is not configurable.

• On SRX Series branch devices, the maximum count is 100,000.

• On SRX high-end devices, the maximum count is 200,000.

DuringWMIC startup, thismaximum is usedwith the timespan setting, so that if either

limit is reached, theWMIC stops reading the event log.

• After a failover, theSRXSeries reads the event log from the latest event log timestamp.

• In a chassis cluster environment, theWMIC works on the primary node only.

Specifying IP Filters to Limit IP-to-User Mapping

You can specify IP filters to limit the IP address-to-user mapping information that the

SRX Series generates from the event log.

To understand when a filter is useful for suchmapping, consider the following scenario.

A customer deploys 10 SRX Series devices in one domain, and each SRX Series controls

a branch. All 10 SRX Series devices read all 10 branch user login event logs in the domain

controller. However, the SRX Series is configured to detect only whether the user is

authenticated on the branch it controls. By configuring an IP filter on the SRX Series, the

SRX Series reads only the IP event log under its control.

You can configure a filter to include or exclude IP addresses or prefixes. You can specify

a maximum of 20 addresses for each filter.

Event Log Verification and Statistics

You can verify that the authentication table is getting IP address and user information

by issuing the show services user-identification active-directory-access

active-directory-authentication-tableallcommand.A listof IPaddress-to-usermappings

is displayed for each domain. The table contains no group information until LDAP is

running.

You can see statistics about reading the event log by issuing the show services

user-identification active-directory-access ip-user-mapping statistics domain command.
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Related
Documentation

show services user-identification active-directory-access
active-directory-authentication-table on page 562

•

• Overview of Integrated User Firewall on page 141

• LDAP Functionality in Integrated User Firewall on page 150

• Using Firewall Authentication as an Alternative toWMIC on page 165

Using Firewall Authentication as an Alternative toWMIC

This topic includes the following sections:

• WMIC Limitations on page 165

• Firewall Authentication as a Backup Method for IP Address-to-User

Mappings on page 165

WMIC Limitations

The primary method for the integrated user firewall feature to get IP address-to-user

mapping information is for theSRXSeriesdevice toactasaWMIclient (WMIC).However,

theWMIC has limitations, such as the following:

• OnWindowsXPorServer2003, theWindows firewall doesnotallowtheWMIC request

to pass through because of the dynamic port allocation of the Distributed Component

ObjectModel (DCOM). Therefore, for these operating systemswhenWindows firewall

is enabled, the PC does not respond to theWMIC probe.

• Because the event-log-reading and PC probe functions both useWMI, using a global

policy to disable theWMI-to-PC probe also affects event log reading.

Because these cases might result in the failure of the PC probe, a backupmethod for

getting IP address-to-user mappings is needed. That method is to use firewall

authentication to identify users.

Firewall Authentication as a BackupMethod for IP Address-to-User Mappings

If you want to use firewall authentication to identify users for the integrated user firewall

feature, specify a domain name in the set security policies from-zone trust to-zone
untrustpolicy<policy-name>thenpermit firewall-authenticationuser-firewalldomain
<domain-name> statement.

If a domain is configured in that statement, fwauth recognizes that the domain is for a

domainauthenticationentry, andwill send thedomainname to the fwauthprocessalong

with the authentication request. After it receives the authentication response, fwauth

deletes thatdomainauthenticationentry.The fwauthprocesssends thesource IPaddress,

username, domain, and other information to the USERID process, which verifies that it

is a valid domain user entry. The subsequent traffic will hit this user firewall entry.

NOTE: TheActiveDirectoryauthenticationentry thatcomesfromthefwauth
process is not subject to the IP filters.
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Related
Documentation

user-firewall•

• Overview of Integrated User Firewall on page 141

• Understanding How theWMIC Reads the Event Log on the Domain Controller on

page 163

Understanding Integrated User Firewall Domain PC Probing

This topic includes the following sections:

• Overview of Domain PC Probing on page 166

• Probing Domain PCs for User Information on page 166

• Probe Response on page 167

• Probe Configuration on page 168

• Probe Rate and Statistics on page 168

Overview of Domain PC Probing

At a high level, the integrated user firewall feature gathers IP address, user, and group

information fromWindows Active Directory domain controller event logs and LDAP

services. This information is used togenerateActiveDirectory authentication table entries

on an SRX Series device. Authentication entries serve as the authentication source for

security policies that enforce user-based or group-based access control.

PC probing acts as a supplement of event log reading.When a user logs in to the domain,

the event log contains that information. The PC probe is triggered only when there is no

IP-to-address mapping from the event log.

Domain information constantly changes as users log in and out of domain PCs. The

integrateduser firewall probe functionalityprovidesamechanismfor trackingandverifying

information in the authentication tables by directly probing domain PCs for IP

address-to-user mapping information. New and changed information identified by the

probe serves to update Active Directory authentication table entries, which is critical to

maintaining firewall integrity.

The IP address filter also impacts the PC probe. Once you configure the IP address filter,

only the IP address specified in the filter is probed.

Probing Domain PCs for User Information

The integrated user firewall feature tracks the online status of users by probing domain

PCs. If a user is not online or is not an expected user, the Active Directory authentication

table is updated as appropriate. The following probe behaviors apply:

On-demand probing—On-demand probing occurs when a packet is dropped due to a

missing entry in the Active Directory authentication table. In this case, an entry is

added in pending state to the authentication table, and the domain PC identified by

thesource IP fieldof thedroppedpacket isprobed for IPaddressanduser information.

The entry remains in pending state until a response is received from the probe.
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Manual probing—Manual probing is used to verify and troubleshoot the online status of

a user or a range of users, and is at the discretion of the system administrator. To

initiate a manual probe, use the request services user-identification

active-directory-access ip-user-probeaddress ip-addressaddressdomaindomain-name

command. If a domain name is not specified, the probe looks at the first configured

domain for the IP address. To specify a range, use the appropriate network address.

NOTE: Manual probing can cause entries to be removed from the Active
Directory authentication table. For example, if there is no response from
your PC due to a network issue, such as when the PC is too busy, the IP
address entry of the PC is marked as invalid and your access is blocked.

If the SRX Series device cannot access a domain PC for some reason, such as a network

configuration or Windows firewall issue, the probe fails.

Probe Response

Based on the domain PC probe response, updates are made to the Active Directory

authentication table, andassociated firewall policies takeeffect. If no response is received

from the probe after 90 seconds, the authentication entry times out. The timed-out

authentication entry is the pending state authentication entry, which is generated when

you start the PC probe.

If the probe is successful, the state of the authentication entry is updated from pending

to valid. If the probe is unsuccessful, the state of the authentication entry is marked as

invalid. The invalid entry has the same lifetime as a valid entry and is overwritten by

upcoming fwauth (firewall authenticationprocess)authentication resultsorby theevent

log. Table 12 on page 167 lists probe responses and corresponding authentication table

actions.

Table 12: Probe Responses and Associated Active Directory Authentication Table Actions

Active Directory Authentication Table ActionProbe Response from Domain PC

Add IP-related entry.Valid IP address and username

Update IP-related entry.Logged on user changed

Update IP-related entry as invalid.Connection timeout

Update IP-related entry as invalid.Access denied

Update IP-related entry as invalid.Connection refused

Update IP-related entry as invalid.Authentication failed

(The configured username and password have no privilege to
probe the domain PC.)
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Probe Configuration

On-demand probing is enabled by default. To disable on-demand probing, use the set

services user-identification active-directory-access no-on-demand-probe statement.

Delete this statement to reenableprobing.Whenon-demandprobing isdisabled,manual

probing is available.

The probe timeout value is configurable. The default timeout is 10 seconds. To configure

the timeout value, use the following statement:

user@host#setservicesuser-identificationactive-directory-accesswmi-timeoutseconds

If no response is received from the domain PCwithin thewmi-timeout interval, the probe

fails and the systemeither creates an invalid authentication entry or updates the existing

authentication entry as invalid. If an authentication table entry already exists for the

probed IP address, and no response is received from the domain PC within the

wmi-timeout interval, the probe fails and that entry is deleted from the table.

NOTE: Toprobe domainPCs, youmust configure the integrated user firewall
featurewith the usernameand password credentials. You do not necessarily
need a username and password account for each PC; instead you could set
uponeadministratoraccountwithprivileges toaccess informationonmultiple
PCs.

Probe Rate and Statistics

Themaximum probe rate for the integrated user firewall feature is set by default and

cannot be changed. For high-end SRX Series devices, the probe rate is 600 times per

minute. For branch SRX Series devices, the probe rate is 100 times per minute. Probe

functionality supports 5000 users, or up to 10 percent of the total supported

authentication entries, whichever is smaller. Supporting 10 percent means that at any

time, the number of IP addresses waiting to be probed cannot exceed 10 percent. For

more information about the number of supported Active Directory authentication table

entries, see “Understanding Active Directory Authentication Tables” on page 144.

High-level statistics covering probe activity are available for the total number of probes

and the number of failed probes. Table 12 on page 167 describes the reasons for probe

failures. To display probe statistics, use the show services user-identification

active-directory-access statistics ip-user-probe command.

user@host> show services user-identification active-directory-access statistics ip-user-probe
Domain: www.example1.net
    Total user probe number                        : 176116
    Failed user probe number                       : 916

Domain: www.example2.net
    Total user probe number                        : 17632
    Failed user probe number                       : 342
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Related
Documentation

• Overview of Integrated User Firewall on page 141

• Understanding How theWMIC Reads the Event Log on the Domain Controller on

page 163

• Understanding Active Directory Authentication Tables on page 144
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CHAPTER 18

Logging User Identity Information Based
on Zones

• Understanding How to Include User Identity Information in the Session Log File Based

on the Source Zone on page 171

• Example: Configuring Integrated User Firewall toWrite User Identity to the Session

Log Based On the Source Zone on page 173

UnderstandingHow to IncludeUser Identity Information in the Session Log File Based
on the Source Zone

This topic covers the integrated user firewall feature that allows you to configure the

system towrite to the session log the user’s identity by user nameor group namewithout

having to use the source identity (source-identity) tuple in the security policy. Knowing

the user’s identity by name, as written to the log, not just by the IP address of the user’s

device, gives you clearer visibility into their activity and allows you to resolve security

problems faster andmore easily. Relying on the source zone (from-zone) to trigger user

identity logging rather thanon the source identitywidens the scopeofuserswhose source

identity is logged.

Typically, for eachsecurity policy, youmust specify in thepolicy the sourceanddestination

IP addresses and the zones against which traffic is matched. Youmust also specify an

application that the traffic ismatched to. If trafficmatches these criteria, then the security

policy’s action is applied to the traffic issued from the user’s device. However, no user

identity information is written to the session log.

Optionally, instead of relying exclusively on the IP address of the user’s device to identify

the source of the traffic, you can specify the user identity—that is, the user name or the

group name—in the source-identity tuple of a security policy. This approach gives you

greater control over resourceaccessbynarrowingdownapplicationof the securitypolicy’s

actions to a single, identified user or a group of users, if other security policy matching

conditions are met. However, use of the source-identity tuple constrains application of

the policy to traffic from a single user or user group.

It may happen that you want the system to write to the session log the user identity for

all users fromwhom traffic originated based on the zone to which they belong

(from-zone). In this case, you do notwant to narrow the trafficmatch and security policy
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application to a single user or a user group, which configuring the source-identity tuple

would do.

The zone-based user identity feature allows you to direct the system to write to the log

user identity information for any user who belongs to a zone that is configured with the

source-identity-log statement when that zone is used as the source zone in a matching

security policy.

NOTE: For the source-identity-log feature to take effect, youmust also
configure logging of the session initialize (session-init) and session end
(session-close) events as part of the security policy’s actions.

Table 13 on page 172 identifies the platforms that support this feature.

Table 13: Supported Platforms

Supported SRX Series Device Platforms

SRX300, SRX320, SRX340, SRX345

SRX550 High Memory (HM)

SRX1500

SRX4100 and SRX4200

SRX5400, SRX5600, SRX5800

• SRX5000 series devices.

• SRX320 device.

• SRX1500 series devices.

• SRX4000 series devices.

• SRX5000 series devices.

• vSRX

Related
Documentation

Example: Configuring Integrated User Firewall toWrite User Identity to the Session

Log Based On the Source Zone on page 173

•

• source-identity-log (Security) on page 437

• Overview of Integrated User Firewall on page 141

• Example: Configuring Integrated User Firewall on page 152

Copyright © 2017, Juniper Networks, Inc.172

Authentication and Integrated User Firewalls Feature Guide for Security Devices



Example: Configuring Integrated User Firewall toWrite User Identity to the Session
Log Based On the Source Zone

Thisexampleshowshowtoconfigure the integrateduser firewall zone-baseduser identity

feature that directs the system to log user identity information based on the source zone

(from-zone)configured in thesecuritypolicy. Thezone-baseduser identity featurewidens

the scope of users whose identity information is written to the log to include all users

who belong to the zone whose traffic matches the security policy.

• Requirements on page 173

• Overview on page 173

• Configuration on page 175

• Verification on page 176

Requirements

This feature is supported startingwith JunosOS 15.1X49-D60. You can configure and run

this feature on any of the currently supported SRX Series devices beginning with Junos

OS 15.1X49-D60.

Overview

This example shows how to configure integrated user firewall to log user identity

information in the session log based on the source zone in the security policy. For this to

occur, the zonespecifiedas thesource zonemustbeconfigured for source identity logging.

For zone-based user identity logging, the security policy’s actions must include session

create (session-init) and session close (session-init) events.

When all conditions aremet, the user’s name is written to the log at the beginning of the

session (or session initialization) and at the beginning of the close of the session (or

session tear-down). Note that if a security policy denies the user access to the resource,

an entry identifying the user by name is written to the log, that is, if session close is

configured.

When you use the zone-based user identity feature, it is the source zone (from-zone) in

the security policy that initiates the user identity logging event.

Prior to introduction of this feature, it was necessary to include the source identity tuple

(source-identity) in a security policy todirect the systemtowrite user identity information

to the log—that is, the user name or the group name. The user identity waswritten to the

log if the source-identity tuple was configured in any of the policies in a zone pair that

matched the user’s traffic and the session close log was configured.

However, the source identity feature is specific to an individual user or a group of users,

and it constrains application of the security policy in that regard.

It is the user name that is stored in the local Active Directory table which the system

writes to the log when the policy’s source zone is configured for user-identity logging.

The SRX Series device previously obtained the user identity information by reading the
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domain controller event log. The SRX Series device stored that information in its Active

Directory table.

You can use the source-identity tuple in a security policy that also specifies as its source

zoneazone thatwasconfigured for user identity logging. Because integrateduser firewall

collects thenamesof thegroups thatauserbelongs to fromMicrosoftDomainControllers

only when integrated user firewall relies on the source identity tuple, if you use the

zone-based user identity logging feature without also configuring source-identity, the

log will contain only the name of the user requesting access and not the groups that the

user belongs to.

After you configure a zone to support source identity logging, the zone is reusable as the

from-zonespecification inany security policy forwhich youwantuser identity information

logged.

To summarize, the user’s name is written to the log if:

• The user belongs to the zone configured for source identity logging.

• The user Issues a resource access request whose generated traffic matches a security

policy whose source zone (from-zone) tuple specifies a qualifying zone.

• The security policy includes as part of its actions the session initialize (session-init)

and session end (session-close) events.

The source identity log function benefits include the ability to:

• Cover a wide range of users in a single specification—that is, all users who belong to a

zone that is configured for source identity logging.

• Continue to use an address range for the source address in a security policy without

forfeiting user identity logging.

• Reuse a zone that is configured for source identity logging in more than one security

policy.

Because it is configured independent of the security policy, you can specify the zone

as the source zone in one or more policies.

NOTE: The user identity is not logged if you specify a zone configured for
zone-based user identity logging as the destination zone rather than as the
source zone.

For this function to work, youmust configure the following information:

• The source identity log statement configured for a zone that is used as the source zone

(from-zone) in the intended security policy.

• A security policy that specifies:

• A qualifying zone as its source zone.

• The session-init and the session-close events as part of its actions.
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Configuration

To configure the source identity logging feature, perform these tasks:

• Configuring a Zone to Support Source Identity Logging and Using It in a Security

Policy on page 175

• Results on page 176

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

set security zones security-zone trust source-identity-log
set security policies from-zone trust to-zone untrust policy appfw-policy1 match
source-address any destination-address any application junos-ftp

set security policies from-zone trust to-zone untrust policy appfw-policy1 then permit
set security policies from-zone trust to-zone untrust policy appfw-policy1 then log
session-init

set security policies from-zone trust to-zone untrust policy appfw-policy1 then log
session-close

Configuring a Zone to Support Source Identity Logging and Using It in a Security
Policy

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

1. Configure source identity logging for the trust zone. When this zone is used as the

source zone in a security policy, the systemwrites the user identity information to

the session log for all users to whom the security policy applies.

[edit security]
user@host# set zones security-zone trust source-identity-log

2. Configure a security policy called appfw-policy1 that specifies the zone trust as the

term for its source zone. Source identity logging is applied to any user whose traffic

matches the security policy’s tuples.

This security policy allows theuser toaccess the junos-ftp service.When the session

is established for the user, the user’s identity is logged. It is also logged at the close

of the session.

[edit security]
user@host#setpolicies from-zonetrust to-zoneuntrustpolicyappfw-policy1match
source-address any destination-address any application junos-ftp

user@host# set policies from-zone trust to-zone untrust policy appfw-policy1 then
permit

3. Configure theappfw-policy1 securitypolicy’s actions to include loggingof thesession

initiation and session close events.
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NOTE: Youmust configure the security policy to log session initiation
and session close events for the source identity log function to take
effect. The user identity information is written to the log in conjunction
with these events.

[edit security]
user@host# set policies from-zone trust to-zone untrust policy appfw-policy1 then
log session-init

user@host# set policies from-zone trust to-zone untrust policy appfw-policy1 then
log session-close

Results

Fromconfigurationmode, confirm your configuration by entering the showsecurity zones

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

Verification

This section shows the session log generated for the user session. The log output:

• Shows the user name, user1, which appears at the outset of session open and then

again at the outset of session close.

The security policy configuration that caused the user name to be written to the log

specifies the zone trust as its source zone. The zone trust was configured for source

identity logging.

• Includes information obtained from the user’s request traffic, the policy matching

criteria, and the NAT setup.

• Contains identity informationabout theuser,which isobtained fromtheActiveDirectory

database. That information includes the role parameter for

“MyCompany/Administrator”, which shows the groups that the user belongs to.

In this scenario, the user requested access to the Juniper Networks junos-ftp service,

which the log also records. Table 14 on page 176 calls out the parts of the log that are

specific to the source identity log function configuration:

Table 14: Session Log Components Specific to the Source Identity Log Function

user1 RT_FLOW_SESSION_CREATEsession create

This is the session initiation which begins the first section of the log that
records the session setup information.

The user’s name, user1, is displayed at the beginning of the session create
log recording.

Session create is followed by standard information that defines the session based on the user’s traffic that matches security
policy tuples.
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Table 14: Session Log Components Specific to the Source Identity Log Function (continued)

source-address="198.51.100.13/24"
source-port="635"
destination-address="198.51.100.10/24"
destination-port="51"

source address, the source port, the destination address, the destination
port.

service-name="junos-ftp"application service

This is the application service that the user requested access to and which
the security policy permitted.

source-zone-name="trust"
destination-zone-name="untrust"

source zone, destination zone

Further down the log are the zone specifications which show trust as the
source zone and untrust as the destination zone as defined.

user1 RT_FLOW - RT_FLOW_SESSION_CLOSEsession close

This is the session close initiation, which begins the second part of the log
record that covers session tear-down and close.

The user’s name, user1, is displayed at the beginning of the session close
record.

• Verify that the User Identity InformationWas Logged on page 177

Verify that the User Identity InformationWas Logged

Purpose Note that integrated user firewall collects groups configured as the source-identity only

fromMicrosoft Domain Controllers. If you use the zone-based user-identity feature

without configuring source-identity, the log will contain only the user’s name, that is, no

group informations is recorded. In that case, the “roles=” section of the log wll show

“N/A”. In the following example, it is assumed that the source-identity tuple was used

and the “roles=” section shows a long list of the groups that the user “Administrator”

belongs to.

Action Display the log information.

Sample Output

<14>1 2015-01-19T15:03:40.482+08:00 user1 RT_FLOW - RT_FLOW_SESSION_CREATE 
[user@host2636 192.0.2.123 source-address=”198.51.100.13“ source-port=”635” 
destination-address=”198.51.100.10” destination-port=”51” service-name=”junos-ftp”
 nat-source-address=”203.0.113.10” nat-source-port=”12349” nat-destination-address
 ="198.51.100.13" nat-destination-port="3522" nat-rule-name="None" 
dst-nat-rule-name="None" protocol-id="6" policy-name="appfw-policy1" 
source-zone-name="trust" destination-zone-name="untrust" session-id-22="12245" 
username="MyCompany/Administrator " roles="administrators, Users, Enterprise 
Admins, Schema Admins, ad, Domain Users, Group Policy Creator Owners, example-team,
 Domain Admins" packet-incoming-interface="ge-0/0/0.1" application="UNKNOWN" 
nested-application="UNKNOWN" encrypted="UNKNOWN"] session created 192.0.2.1/21 
junos-ftp 10.1.1.12/32898->10.3.1.10/21 junos-ftp 10.1.1.1/547798->10.1.2.10/21 
None None 6 appfw-policy1 trust untrust 20000025 MyCompany/Administrator 
(administrators, Users, Enterprise Admins, Schema Admins, ad, Domain Users, Group
 Policy Creator Ownersexample-team, Domain Admins) ge-0/0/0.0 UNKNOWN UNKNOWN 
UNKNOWN
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<14>1 2015-01-19T15:03:59.427+08:00 user1 RT_FLOW - RT_FLOW_SESSION_CLOSE 
[user@host2636 192.0.2.123 reason="idle Timeout” source-address=”198.51.100.13“ 
source-port=”635”" destination-address=”198.51.100.10” destination-port=”51" 
service-name="junos-ftp" nat-source-address="203.0.113.10" nat-source-port="12349"
  nat-destination-address ="198.51.100.13" "nat-destination-port="3522" 
src-nat-rule-name="None" dst-nat-rule-name="None" protocol-id="6" 
policy-name="appfw-policy1" source-zone-name="trust" 
destination-zone-name="untrust"session-id-32="20000025" packets-from-client="3" 
bytes-from-client="180" 
packets-from-server="0" bytes-from-server="0" elapsed-time="19" 
application="INCONCLUSIVE" nested-application="INCONCLUSIVE" username=" J 
“MyCompany /Administrator” roles="administrators, Users, Enterprise Admins, 
Schema Admins, ad, Domain Users, Group Policy Creator Owners, example-team, 
Domain Admins" packet-incoming-interface="ge-0/0/0.1" encrypted="UNKNOWN"] 
session closed idle Timeout: 111.1.1.10/1234>10.1.1.11/21 junos-ftp 
10.1.1.12/32898->10.3.1.10/21 1 None None 6 appfw-policy1 trust untrust 20000025
 3(180) 0(0) 19 
INCONCLUSIVE INCONCLUSIVE MyCompany/Administrator (administrators, Users, 
Enterprise Admins, Schema Admins, ad, Domain Users, Group Policy Creator Owners,
 example-team, Domain Admins) ge-0/0/0.1 UNKNOWN

Related
Documentation

• Understanding How to Include User Identity Information in the Session Log File Based

on the Source Zone on page 171

• source-identity-log (Security) on page 437

• Overview of Integrated User Firewall on page 141

• Example: Configuring Integrated User Firewall on page 152
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CHAPTER 19

Configuring Integrated User Firewall
Device Identity Authentication for Access
Control

• Understanding Access Control to Network Resources Based on Device Identity

Information on page 179

• Understanding theDevice IdentityAttributesandProfiles for the IntegratedUserFirewall

Device Identity Authentication Feature on page 182

• Understanding the Device Identity Authentication Table and Its Entries on page 186

• Understanding Security Policy Matching with Device Identity Profiles on page 190

• Understanding How the SRX Series Obtains the Authenticated Device Identity

Information FromWindows Active Directory for Network Access Control on page 191

• Understanding the Device Identity XML Solution for Third-Party NAC Authentication

Systems on page 192

• Example: Configuring a Device Identity Profile to Control Network Access on page 194

• Example: Configuring the SRX Series Device Identity Feature in an Active Directory

Environment on page 199

Understanding Access Control to Network Resources Based on Device Identity
Information

You can use the integrated user firewall device identity authentication feature to control

access to network resources based on the attributes, or characteristics, of the device

used.After youconfiguredevice identity authentication feature, youcanconfigure security

polices that allow or deny traffic from the identified device based on the policy action.

• Why Use Device Identity Information to Control Access to Your Network on page 179

• Background on page 180

WhyUse Device Identity Information to Control Access to Your Network

For various reasons, youmight want to control access to your network resources based

on the identity of the user’s device rather than on the identity of the user. For example,

youmight not know the identity of the user. Youmight allow your users to use their own

devices (BYOD) to access network resources and you do not want to use captive portal
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authenticate. Some companies might have older switches that do not support 802.1, or

theymight not have anetwork accessControl (NAC) system. The integrated user firewall

device identity authentication featurewasdesigned to offer a solution to these andother

similar situations by enabling you to control network access based on attributes of the

user’s device.

Background

Fundamentally, the Juniper Networks SRX Series Services Gateway device receives or

obtains thedevice identity information fromtheauthenticationsource in thesamemanner

that it obtains the user identity information, depending on the authentication source. If

Microsoft Windows Active Directory is the authentication source, the SRX Series device

retrieves the device information from the Active Directory domain controller. In the case

of third-party Network Access Control (NAC) systems, the SRX Series device receives

the information from the authentication source through the RESTful Web services API

that the SRX Series device exposes to it for this purpose. After the SRX Series device

obtains the device identity information, it creates an entry for it in the device identity

authentication table.

The purpose of obtaining the device information and entering it into the device identity

authentication table is to control user access to network resources based on the device’s

identity. For this tooccur, youmust also configure security policies that identify thedevice,

basedon the specified device identity profile, and specify the action to be takenon traffic

that issues from that device. That process is covered elsewhere.

Inbroad terms, theprocess inwhich thedevice identity information is obtainedandstored

in the device identity information table entails the following actions on the part of the

SRX Series device:

• Getting the device identity information.

Dependingon theauthenticationsource, theSRXSeriesdeviceusesoneof the following

twomethods to obtain the device identity information:

• Active Directory—For Active Directory, the SRX Series device can extract the device

information from the domain controller’s event log and then connect to the Active

Directory LDAP server to obtain the names of the groups that the device belongs to.

The SRX Series device uses the information that it obtained from the event log to

locate the device’s information in the LDAP directory.

• Third-party NAC systems—These authentication systems use the POST service of

the RESTful Web services API, calledWeb API. The SRX Series device implements

the API and exposes to the authentication systems to allow them to send the device

identity information to the SRX Series device.

The API has a formal XML structure and restrictions that the authentication source

must adhere to in sending this information to the SRX Series device.

• Creating an entry for the device in the device identity authentication table.

After the SRX Series device obtains the device identity information, it creates an entry

for it in the device identity authentication table. The device identify authentication

table is separate from the Active Directory authentication table or any of the other
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local authentication tables used for third party authentication sources. Too, unlike

local user authentication tables which are particular to an authentication source or

feature, the device identity authentication table holds device identity information for

all authentication sources. However, only one authentication source, such as Active

Directory, can be active at a time. The SRX Series device allows only authentication

source to be used at a time to constrain the demand on the system to process

information.

NOTE: The device identity authentication feature supports various types of
authentication systems, such as Active Directory or a third-party
authentication source. That is, the device identity authentication feature
providesageneric solution that storesdevice identity information in thesame
table regardless of the authentication source.

Figure 18onpage 181 shows thecommunicationbetween theSRXSeriesanda third-party

NACauthentication source that is used for device identity authentication. TheSRXSeries

device receives the device identity information from the NAC system and stores it in its

local device identity authentication table. A security policy that specifies adevice identity

profile is applicable to one ormore devices. If a devicematches the device identity profile

and other parts of the security policy, the security policy is applied to traffic issuing from

that device.

Figure 18: Using a Third-Party Network Access Control (NAC) System for
Device Identity Authentication
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Related
Documentation

Understanding theDevice IdentityAttributesandProfiles for the IntegratedUserFirewall

Device Identity Authentication Feature on page 182

•

• Understanding the Device Identity Authentication Table and Its Entries on page 186

• Understanding How the SRX Series Obtains the Authenticated Device Identity

Information FromWindows Active Directory for Network Access Control on page 191

• Understanding the Device Identity XML Solution for Third-Party NAC Authentication

Systems on page 192

181Copyright © 2017, Juniper Networks, Inc.

Chapter 19: Configuring Integrated User Firewall Device Identity Authentication for Access Control



• Example: Configuring the SRX Series Device Identity Feature in an Active Directory

Environment on page 199

Understanding the Device Identity Attributes and Profiles for the Integrated User
Firewall Device Identity Authentication Feature

Thedevice identity profile, referred to in theCLI as the end-user-profile, is a key component

of the integrated user firewall device identity authentication feature. It identifies the

device and specifies its attributes. The device identity authentication feature allows you

to control access to your network resources based on the identity of the device used and

not the identityof theuserof thatdevice.This feature supportsMicrosoftWindowsActive

Directory and third-party network access control (NAC) systems as authentication

sources.

This topic focuses on device identity and the device identity profile.

• Device Identity on page 182

• Device Identity Profile Contents on page 182

• Predefined Device Identity Attributes on page 184

• CharacteristicsofDevice IdentityProfiles, andAttributesandTargetScalingonpage 184

Device Identity

The device identity essentially consists of the IP address of the device, its name, its

domain, and the groups that the device belongs to.

For example, the following output shows information about the device, which is referred

to from the device identity profile.

This example shows that the device identity authentication table contains entries for

two devices. For each entry, it shows the IP address of the device, the name assigned to

the device, and the groups that the device belongs to. Note that both devices belong to

the group grp4.

Source IP       Device ID      Device-Groups 
192.0.2.1       lab-computer1   grp1, grp3, grp4 
198.51.100.1    dev-computer2   grp5, grp6, grp4      

Device Identity Profile Contents

Thedevice identity profile is a collection of attributes that are characteristics of a specific

group of devices, or of a specific device, depending on the attributes configured in the

profile. The Packet Forwarding Engine of the SRX Series device maps the IP address of

a device to the device identity profile.

A device identity profile specifies the name of the device and information that includes

the IP address of the device, groups to which the device belongs, and attributes of the

device which are collectively referred to as the host attributes.
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When traffic fromadevicearrivesat theSRXSeries, theSRXSeriesobtains the IPaddress

of the device from the first packet of the traffic and uses it to search the device identity

authentication table for a matching device identity entry. Then it matches that device

identity profile with a security policy whose source-end-user-profile field specifies the

device identity profile name. If a match is found, the security policy is applied to traffic

issuing from the device.

The same device identity profile can also apply to other devices sharing the same

attributes. However, for the same security policy to apply, the device and its traffic must

match all other fields in the security policy.

A device identity profile must contain the domain name. It might contain more than one

set of attributes, but it must contain at least one. Consider the following two sets of

attributes that belong to the profile called marketing-main-alice.

The profile contains the following set of attributes:

• alice-T430, as the name of the device.

• MARKETING andWEST-COAST, as the groups that the device belongs to.

• example.net as the name of the domain that it belongs to.

The profile also the following attributes that characterize the device:

• laptop, as the category of the device (device-category)

• Lenovo, as the device vendor (device-vendor)

• ThinkPad T430, as the type of device (device-type)

In cases such as the marketing-main-alice profile that includes the name given to the

device, the profile applies exclusively to that device.

However, now suppose that another profile called marketing-west-coast-T430 was

configured and that it contains the same attributes as the marketing-main-alice profile

with one exception: the namegiven to the device in themarketing-main-alice profilewas

not included as an attribute in the marketing-west-coast-T430 profile. In this case, the

attributes contained in the profile nowmake up a group profile. Application of the profile

is widened to include all Lenovo ThinkPad T430 devices (which are laptops) that fit the

rest of the characteristics, or attributes, defined in the profile.

Devices are covered by the profile if all other attributes match: devices that belong to

either theMARKETINGorWEST-COASTgroups,which themarketing-west-coast-T430

profile specifies as its groups, or to both groups, match the profile.

As mentioned previously, a device identity profile can contain more than one group. A

device can also belong to more than one group.

To illustrate further, note that the group device identity profile called

marketing-west-coast-T430 also applies to the device called alice-T430 because that

device belongs to both the MARKETING and theWEST-COAST groups and it matches

all other attributes defined in the profile. Of course, the marketing-main-alice device

identity profile still applies to the device called alice-T430. Therefore, the device called
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alice-T430belongs to at least twogroups, and it is coveredbyat least twodevice identity

profiles.

Suppose that another profile called marketing-human-resources was defined with all

of theattributesof themarketing-west-coast-T430device identity profile butwith these

differences: the newdevice identity profile includes a group calledHUMAN-RESOURCES

and it does not include the group calledWEST-COAST. However, it does contain the

MARKETING group.

Because the device called alice-T430 belongs to theMARKETING group, which remains

as a group in marketing-human-resources profile, the alice-T430 device also matches

the marketing-human-resources device identity profile. Now the alice-T430 device

matches three profiles. If the names of any of these profiles is specified in a security

policy’s source-end-user-profile and thealice-T430devicematchesall of theother fields

in the security profile, then that profile’s action is applied to traffic from that device.

The previous examples of device identity profiles illustrate the following points:

• Aprofile canbedefined to identify only onedevice or it canbedefined toapply tomany

devices.

• A device identity profile can contain more than one group to which a given device

belongs.

• A device canmatchmore than one device identity profile by matching the

characteristics, or attributes, including at least one of the groups, configured for the

profile.

The flexibleuseofdevice identityprofileswill becomeevidentwhenyouconfigure security

policies that are designed to include the source-end-user-profile field, in particular when

you want the policy’s action to be applied to a number of devices.

Predefined Device Identity Attributes

The SRXSeries device provides the following predefined device identity policy attributes

that you can configure to characterize a device:

• device-identity

• device-category

• device-vendor

• device-type

• device-os

• device-os-version

You specify values for these attributes in a device identity profile.

Characteristics of Device Identity Profiles, and Attributes and Target Scaling

This section describes how the SRX Series treats device identity attributes and profiles.

It also gives SRX Series device-independent and device-dependent scaling numbers for

these entities.
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The following attribute andprofile characteristics apply to their use onall supportedSRX

Series devices.

• Themaximum length of the following entities is 64bytes: device identity profile names

(referred to in the CLI as end-user-profile) attribute names, attribute-values.

• You can not overlap values in a range if you configuremore than one digital value range

for the same attribute.

• When the SRX Series device matches a device identity profile to a security policy, all

of the attributes in the profile are taken into account. Here is how they are treated:

• If the device identity profile contains multiple values for an attribute, the values of

that attribute are treated individually. It is said that they are ORed.

For the security policy to be applied to the device, the following conditions must be

met. The device must match:

• One of the values for each attribute that has multiple values.

• The rest of the attribute values specified in the device identity profile.

• The security policy field values.

• All individual attributes thathaveasingle valueare treatedseparately andconsidered

together as a collection of values—that is, the ANDoperation is applied to them. The

SRX Series device uses its standard policy-matching criteria in handling these

attributes.

Table 15 on page 185 shows the platform-independent scaling values used in the device

identity authentication feature.

Table 15: Platform-Independent Scaling

MaximumItem

20Values per attribute

100Attributes per profile

1Device identity profile
specification per security policy
(source-end-user-profile)

Table 16 on page 185 shows the platform-dependent scaling values used in the device

identity authentication feature..

Table 16: Platform-Dependent Scaling

Maximum Total Number of
Attribute Values

MaximumNumber of
ProfilesPlatform

320004000SRX5000 Series

80001000SRX Series 1500
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Table 16: Platform-Dependent Scaling (continued)

Maximum Total Number of
Attribute Values

MaximumNumber of
ProfilesPlatform

4000500SRX Series 550M

1000100SRX Series 300 and SRX
Series 320

1000100SRXSeries340andSRXSeries
345

80001000SRX Series 4100-4XE

160002000SRX Series 4200-8XE

4000500vSRX

The following changes to device identity profiles and their use in security policies do not

cause the SRX Series device to perform a session scan:

• Updates to a profile which is referenced in a security policy.

• Updates to the profile configuration.

• Updates to attributes that are made through the RESTful web services API, which is

is used by NAC systems, or Active Directory LDAP.

Understanding the Device Identity Authentication Table and Its Entries

The SRX Series device contains a number of local authentication tables used for user

authentication for various purposes. For example, the SRXSeries device contains a local

Active Directory authentication table for user authentication when Microsoft Windows

Active Directory is used as the authentication source.

When you configure the SRX Series device to use the integrated user firewall device

identity authentication feature for authentication based on the device identity and its

attributes, the SRX Series device creates a new table called the device identity

authentication table.

To gain a complete view of the device identity authentication feature, it helps to

understand this table, its contents, and its relationship to other entities.

This topic covers the device identity authentication table and its device entries, and how

the table contents change based on several factors.

• The Device Identity Authentication Table on page 187

• Why the Device Identity Authentication Table Content Changes on page 187

• Security Policy Matching and Device Identity Profiles on page 190
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The Device Identity Authentication Table

Unlike other local authentication tables, the device identity authentication table does

not contain information about a user but rather about the user’s device. Moreover, unlike

user authentication tables, it does not contain information about devices authenticated

by one authentication source. Rather, it serves as a repository for device identity

information for all devices regardlessof their authentication source. For example, itmight

contain entries for devices authenticated by Active Directory or third-party NAC

authentication sources.

A device identity authentication table entry contains the following parts:

• The IP address of the device.

• The name of the domain that the device belongs to.

• The groups with which the device is associated.

• The device identity.

The device identity is actually that of a device identity profile (referred to in the CLI as

end-user-profile). This type of profile contains a group of attributes that characterize

a specific individual device or a specific group of devices, for example, a specific type

of laptop.

Why the Device Identity Authentication Table Content Changes

The device identity entries in the device identity authentication table are changed when

certain events occur: when the user authentication entry with which the device identity

entry is associated expires, when security policy changes occur in regard to referencing

a group that the device belongs to, when the device is added to or removed from groups,

or when groups that it belongs to are deleted and that change is made to theWindows

Active Directory LDAP server.

• When the User Identity Entry withWhich a Device Identity Entry Is Associated Expires

When the SRX Series device generates an entry for a device in the device identity

authentication table, it associates that entry with a user identity entry in a local

authentication table for the specific authentication source that authenticated the user

of the device, such as Active Directory. That is, it ties the device identity entry in the

device identity authentication table to the entry for the user of the device in the user

authentication table.

When the user authentication entry with which the device identity entry is associated

expires and is deleted from the user authentication table, the device identity entry is

deleted silently from the device identity authentication table. That is, no message is

issued to inform you of this event.

• When Security Policy Changes Occur in Regard to Referencing a Group toWhich the

Device Belongs

To control access to network resources based on device identity, you create a device

identity profile that you can refer to in a security policy. In addition to other attributes,

a device identity profile contains the names of groups. When a device identity profile
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is referencedbya security policy, the groups that it contains are referred toas interested

groups.

A group qualifies as an interested group if it is referenced by a security policy—that is,

if it is included inadevice identityprofilewhich is specified in the source-end-user-device

field of a security policy. If a group is included in a device identity profile that is not

currently used in a security policy, it is not included in the list of interested groups. A

group canmove in and out of the list of groups referenced by security policies.

• When a Device Is Added to Or Removed From a Group or a Group Is Deleted

To keep the device identity entries in the local device identity authentication table

current, the SRXSeriesmonitors the Active Directory event log for changes. In addition

to determining whether a device had logged out or in to the network, it can determine

changes to any groups that the device might belong to. When changes occur to the

groups that a device belongs to—that is, when a device is added to or removed from

a group or the group is deleted—the SRX Series device modifies the contents of the

affected device entries in its own device identity authentication table to reflect the

changes made in the Microsoft Windows Active Directory LDAP server.

The SRX Series device identity authentication table is updated according to changes to

groups with which the device is associated in the LDAP server, as illustrated in

Table 17 on page 188.

Table 17: GroupChanges for Devices in theActiveDirectory LDAPand theSRXSeries Response

SRX Series LDAPMessage and UserID Daemon ActionChanges Made to LDAP

The Active Directory LDAPmodule sends notification of the change to the SRX
Series UserID daemon, directing it to revise information in its local device identity
authentication table.

The SRX Series device processes these messages every 2 minutes.

Group information for a device has
changed. The device has been added to
or removed from a group, or a group that
the device belongs to has been deleted.

The Active Directory LDAPmodule sends notification of the change to the UserID
daemon, directing it to revise information in its local device identity authentication
table.

The SRX Series device processes these messages every 2 minutes.

The device entry in LDAP is deleted.

The SRX Series UserID daemon is informed of the changes. Whether or not a group that

a device belongs to is specified in a security policy has bearing on what information is

stored in device identity authentication table entries for the affected device.

Table 18 on page 189 shows the activity that occurs when a group is added to or deleted

from the Active Directory LDAP.
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Table 18: Changes to Device Identity Entries Based on Security Policy Specifications

SRXSeriesUserIDDaemonResponseDevice-GroupMapping BehaviorDevice Identity Profile Changes

TheUserIDdaemondetermineswhether
the device identity authentication table
includes entries for the set of affected
devices. If so, it updates the group
information for these entries.

For example, here is the entry for device1
before itwasupdated to include thenew
group and after the group was added:

• device1, g1

• device1, g1, g2

The SRX Series gets the list of devices
that belong to the new group and its
subgroups from the Active Directory
LDAP server. It adds the list to its local
LDAP directory.

A new group that was added to the
Active Directory LDAP is added to the
SRX Series device identity profile.

The UserID daemon checks the device
identity authentication table for entries
that belong to the group. It removes the
group from affected entries.

For example, here is the entry for device1
before the group was deleted and after
the group was deleted:

• device1, g1, g2

• device1, g1

The SRX Series gets the list of devices
that belong to thedeleted group from its
local LDAP database.

It deletes the device-groupmapping
from the local LDAP directory.

A group is deleted from the Active
Directory LDAP. The SRX Series deletes
thegroup fromthedevice identityprofile.

Table 19 on page 189 elaborates on the contents of device authentication entries for

several devices which are affected by deletion of a group.

Table 19: Changes to Device Identity Authentication Table Resulting From LDAP and Security
Policy Changes

Changes to Device identity Authentication Table Entries

GroupDevice InformationIP Address

Original Entries

group1, group2device1192.0.2.10

group3, group4device2192.0.2.11

group2device3192.0.2.12

Same Entries After group2 Is Deleted

group1device1192.0.2.10

group3, group4device2192.0.2.11

This entry no longer contains groups.device3192.0.2.12
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Security Policy Matching and Device Identity Profiles

The SRX Series device follows the standard rules for matching traffic against security

policies. The followingbehavior pertains to theuseof adevice identity profile in a security

policy for determining amatch:

• Use of a device identity profile in a security policy is optional.

• If nodevice identityprofile is specified in the source-end-user-profile field,anyprofile

is assumed.

• You cannot use the keyword any in the source-end-user-profile field of a security

policy.

If you use the source-end-user-profile field in a security policy, youmust reference

a specific profile. The device fromwhich the access attempt is issuedmust match

the profile’s attributes.

• Only one device identity profile can be specified in a single security policy.

• A security policy rematch is triggered when the source-end-user-profile field value of

the security policy is changed. No rematch is triggered when an attribute value of a

profile is changed.

Related
Documentation

Understanding theDevice IdentityAttributesandProfiles for the IntegratedUserFirewall

Device Identity Authentication Feature on page 182

•

• Understanding Access Control to Network Resources Based on Device Identity

Information on page 179

• Example: Configuring the SRX Series Device Identity Feature in an Active Directory

Environment on page 199

Understanding Security Policy Matching with Device Identity Profiles

pre-defined attributes:

• device-category

• device-vendor

• device-type

• device-os

• device-os-version

Policy Match Criteria

• Use of a device identity profile in a security policy is optional.

If no device identity profile is specified, “any” profile is assumed.

You can not use the keyword “any” in the source-end-user-profile field of a security

policy. It is a reserved keyword.
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• Only one device identity policy can be specified in a single security policy.

• A security policy rematch is triggered when the source-end-user-profile field value of

a security policy is changed.No rematch is triggeredwhenanattribute valueof aprofile

is changed.

Related
Documentation

•

Understanding How the SRX Series Obtains the Authenticated Device Identity
Information FromWindows Active Directory for Network Access Control

You can use the integrated user firewall device identity authentication feature to control

access to your network resources based on the identity and attributes of the device used

rather than the user identity. Information about a device is stored in the device identity

authentication table. You can specify the name of a device identity profile that contains

the device attributes in the source-end-user-profile field of a security policy. If all

conditions are met, the security policy’s actions are applied to traffic issuing from that

device.

For you to be able to use device identity profiles in security policies, theSRXSeries device

must obtain the device identity information for authenticated devices. The SRX Series

device creates the device identity authentication table to use to store device identity

entries. It searches the table for a device match when traffic arrives from a device. This

topic considers the process followedwhen Active Directory is used as the authentication

source.

AnActiveDirectorydomaincontroller authenticatesuserswhen they log in to thedomain,

and it writes a record of that event to theWindows event log. It also writes a record to

theevent logwhenauser logsoutof thedomain.Thedomaincontroller event logprovides

the SRX Series device with information about authenticated devices that are currently

active in the domain and when those devices are logged out from it.

The SRX Series UserID daemon takes the following actions:

1. It reads the Active Directory domain controller event logs to obtain the IP addresses

of devices logged into the domain and authenticated byWindows.

The UserID daemon in the SRX Series Routing Engine implements aWindows

Management Instrumentation (WMI)clientwithMicrosoftDistributedCOM/Microsoft

RPCstacksandanauthenticationmechanismtocommunicatewithaWindowsActive

Directory domain controller in anActiveDirectory domain. Using event log information

retrieved from the Active Directory controller, the process obtains the IP addresses

of active Active Directory devices. The process monitors Active Directory event log

changes using the sameWMIDCOM interface to adjust its device identity information

in its local authentication table to reflect any changes made to the Active Directory

server.

2. It uses thedevice IPaddresses that it obtained fromtheevent log toobtain information

about the groups that a device belongs to. To obtain this group information, the SRX
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Series device connects to the LDAP service in the Active Directory controller using the

LDAP protocol for this purpose.

As a result of this process, the SRX Series is able to generate entries for the devices in

the device identity authentication table. After it generates an entry for a device in the

device identity authentication table, the SRXSeries device associates that entrywith the

appropriate user entry in its local Active Directory authentication table. You can then

reference the device identity profile entries in security policies to control access to

resources.

Behavior and Constraints

• The SRX Series process of reading the event log consumes domain controller CPU

resources which may lead to high CPU usage in the domain controller. For this reason,

the Active Directory domain controller should have a high-performance configuration

of at least 4 cores and 8 gigabytes of memory.

• The domain controller event log records amaximum length of 16 bytes of the device

ID, including a null terminator. Therefore, the maximum length of the device ID that

the SRX Series device obtains from the domain controller is 15 bytes.

• If the domain controller clears the event log or if the data written to the event log is

missing or delayed, the device identitymapping informationmight be inaccurate. If the

SRX Series device is unable to read the event log or if it contains null data, the SRX

Series reports an error condition in its own log.

• If the device identity information table reaches capacity, it cannot add new device

identity entries. In that case, traffic from the device is dropped.

Related
Documentation

Example: Configuring the SRX Series Device Identity Feature in an Active Directory

Environment on page 199

•

• Understanding Access Control to Network Resources Based on Device Identity

Information on page 179

• Understanding theDevice IdentityAttributesandProfiles for the IntegratedUserFirewall

Device Identity Authentication Feature on page 182

• Understanding the Device Identity Authentication Table and Its Entries on page 186

Understanding the Device Identity XML Solution for Third-Party NAC Authentication
Systems

The SRX Series integrated user firewall device identity authentication feature enables

you to control access to network resources based on the identity of a device. You can

use one of the following device identity solutions:

• Microsoft Active Directory as the authentication source.

If your environment is set up to use Microsoft Active Directory, the SRX Series device

obtains the device IP address and groups from the Active Directory domain controller

and LDAP service.
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• Network access control (NAC) authentication system.

If your network environment is configured for a NAC solution and you decide to take

this approach, theNAC systemsends the device identity information to the SRXSeries

device. The RESTful Web services API enables you to send the device information to

the SRX Series device in a formal XML structure.

WARNING: If you take thisapproach, youmustverify thatyourNACsolution
works with the SRX Series device.

• The SRX Series XMLWeb API Implementation on page 193

• Ensuring the Integrity of DataSent from theNACService to theSRXSeries on page 193

• Data Size Restrictions and Other Constraints on page 193

The SRX Series XMLWeb API Implementation

The RESTfulWeb services API enables you to send the device identity information to the

SRXSeries device in a formal XML structure. It allows your NAC solution to integratewith

the SRX Series and efficiently send the device information to it. Youmust adhere to the

formal structure and restrictions in sending information to the SRX Series using the API.

Ensuring the Integrity of Data Sent from the NAC Service to the SRX Series

The following requirements ensure that the data sent from the NAC service is not

compromised:

• The API implementation is restricted to processing only HTTP/HTTPSPOST requests.

Any other type of request that it receives generates an error message.

• TheAPIdaemonanalyzesandprocessesHTTP/HTTPSrequests fromonly the following

dedicated URL:

/api/userfw/v1/post-entry

• TheHTTP/HTTPScontent that yourNAC solution posts to theSRXSeries devicemust

be consistently formatted correctly. The correct XML format indicates a lack of

compromise, and it ensures that user identity information is not lost.

Data Size Restrictions and Other Constraints

The following data size restrictions and limitations apply to the data posted to the SRX

Series device:

• The NAC authentication systemmust control the size of the data that it posts.

Otherwise, theWeb API daemon is unable to process it. TheWeb API daemon can

process amaximum of 2 megabytes of data.

• The following limitations apply to XML data for role and device posture information.

TheWeb API daemon discards XML data sent to it that exceeds these amounts (that

is, the overflow data):

• The SRX Series device can process amaximum of 209 roles.
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• The SRX Series device supports only one type of posture with six possible posture

tokens, or values. Identity information for an individual user canhaveonlyoneposture

token.

Example: Configuring a Device Identity Profile to Control Network Access

This example shows how to configure the integrated user firewall device identity feature

to control access to network resources based on the identity of the device and not its

user. It covers how to configure a security policy that references it, including the zones

and their interfaces that are used in the policy.

• Requirements on page 194

• Overview on page 195

• Configuration on page 195

• Verification on page 198

• Troubleshooting on page 199

Requirements

This example uses the following hardware and software components:

• An SRX Series XXX???? device running Junos SRX 15.1X49-D70.

• Windows Active Directory with a Domain Controller and LDAP Server

The Active Directory domain controller has a high performance configuration of four

multiple cores and 8 gigabytes of memory.

NOTE: The SRX Series obtains the IP address of a device by reading the
domaincontroller event log.Theprocess that reads theevent logconsumes
domain controller CPU resources whichmay lead to high CPU usage. For
this reason, the Active Directory domain controller should have a high
performance configuration of at least four multiple cores and 8 gigabytes
of memory.

• A server on the internal corporate network

Before you begin to configure this feature:

• Verify the version of JunosOS software that is installed on your SRXSeries device. The

integrated user firewall device identity feature is supported initially in Junos SRX

15.1X49-D70.

• Ensure that theSRXSeriesdevice is configured for access toanActiveDirectorydomain

controller. Ensure that it is configured for access to the Active Directory LDAP server

that contains the groups that the devices belong to. For details, see TOPICS ON THIS.
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Overview

Starting with Junos 15.1X49-D70, the SRX Series provides support for controlling access

tonetwork resourcesbasedon the identity of adevice. Youcanconfigureadevice identity

profile that specifies attributes, or characteristics, of a device and refer to the profile from

a security policy. The security policy’s action is applied to traffic issuing from any device

that matches the profile attributes, in addition to the security policy parameters.

NOTE: The device identity profile is also referred to as the end-user-profile.
The security policy parameter that allows you to specify its name is called
source-end-user-profile.

This example supports Active Directory as the authentication source. The SRX Series

device obtains the device identity information—its IP address—by reading the Active

Directory domain controller’s event log. TheSRXSeries device uses thedevice IP address

to obtain from the Active Directory LDAP server the groups that the device belongs to.

This example shows how to configure a device identity profile, also referred to as an

end-user-profile, and the security policy that refers to the profile. It also shows how to

configure the zones to be used in the security policy and their interfaces.

Topology

Configuration

To configure the device identity feature, perform these tasks:

• Configuring Zones and Their Interfaces on page 196

• Results on page 197

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

set interfaces ge-0/0/3.1 family inet address 192.0.2.18/24
set interfaces ge-0/0/3.2 family inet address 192.0.2.14/24
setsecurityzonessecurity-zonemarketing-zone interfacesge-0/0/3.1host-inbound-traffic
system-services all

setsecurityzonessecurity-zonemarketing-zone interfacesge-0/0/3.1host-inbound-traffic
protocols all

set security zones security-zoneservers-zone interfacesge-0/0/3.2host-inbound-traffic
system-services all

set security zones security-zoneservers-zone interfacesge-0/0/3.2host-inbound-traffic
protocols all

set services user-identification device-information end-user-profile profile-name
marketing-west-coast domain-name ad-domain1

set services user-identification device-information end-user-profile profile-name
marketing-west-coast attribute location stringmountain-view
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set services user-identification device-information end-user-profile profile-name
marketing-west-coast attribute device-category string laptop

set services user-identification device-information end-user-profile profile-name
marketing-west-coast attribute device-vendor string Lenovo

set services user-identification device-information end-user-profile profile-name
marketing-west-coast attribute device-type string ThinkPad

set services user-identification device-information end-user-profile profile-name
marketing-west-coast attribute device-os stringWindows

set services user-identification device-information end-user-profile profile-name
marketing-west-coast attribute device-os-version string 10.1

set security policies from-zonemarketing-zone to-zone servers-zone policy
mark-server-accessmatch source-address any destination-address any

set security policies from-zonemarketing-zone to-zone servers-zone policy
mark-server-accessmatch set application any

set security policies from-zonemarketing-zone to-zone servers-zone policy
mark-server-accessmatch source-end-user-profile marketing-west-coast

set security policies from-zonemarketing-zone to-zone servers-zone policy
mark-server-access application any

set security policies from-zonemarketing-zone to-zone servers-zone policy
mark-server-access then permit

Configuring Zones and Their Interfaces

Step-by-Step
Procedure

Configure interfaces, and their IP addresses, to be used for themarketing-zone and

the servers-zone.

1.

[edit interfaces]
user@host# set ge-0/0/3.1 family inet address 192.0.2.18/24
user@host# set ge-0/0/3.2 family inet address 192.0.2.14/24

2. Configure the marketing-zone and the servers-zone and assign interfaces to them.

[edit security zones]
user@host#set security-zonemarketing-zone interfaces ge-0/0/3.1
host-inbound-traffic system-services all

user@host#set security-zonemarketing-zone interfaces ge-0/0/3.1
host-inbound-traffic protocols all

user@host#set security-zone servers-zone interfaces ge-0/0/3.2
host-inbound-traffic system-services all

user@host#set security-zone servers-zone interfaces ge-0/0/3.2
host-inbound-traffic protocols all

3. Configure attributes for the device identity profile.

[edit services user-identification]
user@host# set device-information end-user-profile profile-name
marketing-west-coast domain-name ad-domain1

user@host# set device-information end-user-profile profile-name
marketing-west-coast attribute location stringmountain-view

user@host# set device-information end-user-profile profile-name
marketing-west-coast attribute device-category string laptop

user@host# set device-information end-user-profile profile-name
marketing-west-coast attribute device-vendor string Lenovo

user@host# set device-information end-user-profile profile-name
marketing-west-coast attribute device-type string ThinkPad

user@host# set device-information end-user-profile profile-name
marketing-west-coast attribute device-os stringWindows
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user@host# set device-information end-user-profile profile-name
marketing-west-coast attribute device-os-version string 10.1

4. Configure a security policy that references the device identity profile.

[edit security policies]
user@host# set from-zonemarketing-zone to-zone servers-zone policy
mark-server-accessmatch source-address any destination-address any

user@host# set from-zonemarketing-zone to-zone servers-zone policy
mark-server-accessmatch set application any

user@host#set security policies from-zonemarketing-zone to-zone servers-zone
policymark-server-accessmatch source-end-user-profilemarketing-west-coast

user@host# set security policies from-zonemarketing-zone to-zone servers-zone
policymark-server-access application any

user@host# set security policies from-zonemarketing-zone to-zone servers-zone
policymark-server-access then permit

Results

show interfaces

ge-0/0/3 {
unit 1 {
family inet {
address 192.0.2.18/24;

}
}
unit 2 {
family inet {
address 192.0.2.14/24;

}
}

}

show security zones

security-zonemarketing-zone {
interfaces {
ge-0/0/3.1 {
host-inbound-traffic {
system-services {
all;

}
protocols {
all;

}
}

}
}

}
security-zone servers-zone {
interfaces {
ge-0/0/3.2 {
host-inbound-traffic {
system-services {
all;

}
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protocols {
all;

}
}

}
}

}

show services user-identification device-information end-user-profile

domain-name ad-domain1
attribute location {
stringmountain-view;

}
attribute device-identity {
stringmarketing-clas;

}
attribute device-category {
string laptop;

}
attribute device-vendor {
string Lenovo;

}
attribute device-type {
string ThinkPad;

}
attribute device-os {
stringWindows;

}
attribute device-os-version {
string 10.1;

}

show security policies

from-zonemarketing-zone to-zone servers-zone {
policy mark-server-access {
match {
source-address any;
destination-address any;
application any;
source-end-user-profile {
marketing-west-coast;

}
}
then {
permit;

}
}

}

Verification

• Verifying [item] on page 199
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Verifying [item]

Purpose

Action show services user-identification device-information end-user-profile profile-name

marketing-west-coast

domain-name ad-domain1;
attribute location {
    string mountain-view;
}
attribute device-category {
    string laptop;
}
attribute device-vendor {
    string [ Lenovo 10.0 ];
}
attribute device-type {
    string ThinkPad;
}
attribute device-os {
    string Windows;
}

Meaning

Troubleshooting

To troubleshoot [item], perform these tasks:

• Troubleshooting [item] on page 199

Troubleshooting [item]

Problem

Solution

Related
Documentation

•

Example: Configuring the SRX Series Device Identity Feature in an Active Directory
Environment

This example shows how to configure the integrated user firewall device identity

authentication feature to control access to network resources based on the identity of

an authenticated device, not its user. This example uses Microsoft Active Directory as

the authentication source. It covers how to configure a device identity profile that

characterizes a device, or set of devices, and how to reference that profile in a security

policy. If a device matches the device identity profile and the security policy parameters,

the security policy’s action is applied to traffic issuing from that device.

For various reasons, youmight want to use the identity, or attributes, of a device for

resource access control. For example, youmight not know the identity of the user. You

might allow your users to use their own devices (BYOD) to access network resources
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and you do notwant to use a captive portal to authenticate them. Also some companies

might have older switches that do not support 802.1, or they might not have a network

access control (NAC) system. The device identity authentication feature was designed

tooffer a solution to theseandother similar situationsbyenabling you to control network

access based on attributes of the user’s device. You can control access for a group of

devices that fit the specification or an individual device.

• Requirements on page 200

• Overview on page 200

• Configuration on page 203

• Verification on page 208

Requirements

This example uses the following hardware and software components:

• An SRX Series Services Gateway device running Junos OS Release 15.1X49-D70.

• Microsoft Active Directory with a domain controller and the Lightweight Directory

Access Protocol (LDAP) server

TheActiveDirectorydomain controller hasahigh-performanceconfigurationof4cores

and 8 gigabytes of memory.

NOTE: The SRX Series obtains the IP address of a device by reading the
domaincontroller event log.Theprocess that reads theevent logconsumes
domain controller CPU resources,whichmight lead to highCPUusage. For
this reason, the Active Directory domain controller should have a
high-performance configuration of at least 4 cores and 8 gigabytes of
memory.

• A server on the internal corporate network.

Overview

Starting with Junos OS Release 15.1X49-D70, the SRX Series provides support for

controlling access to network resources based on the identity of a device authenticated

by Active Directory or a third-party network access control (NAC) system. This example

uses Active Directory as the authentication source.

NOTE: Youmust configure theauthentication source for this feature towork.

This example covers the following configuration parts:
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• Zones and their interfaces

Youmust configure the zones to which the source and destination entities specified

in the security policy belong. If you do not configure them, the security policy that

references the device identity profile will be invalid.

• A device identity profile

You configure the device identity profile apart from the security policy; you refer to it

from a security policy. A device identity profile specifies device attributes, or

characteristics, that can bematched by one or more devices.

NOTE: The device identity profile is referred to as end-user-profile in the

CLI.

• A security policy

Youconfigurea security policywhoseaction is applied to traffic issuing fromanydevice

that matches the device identity profile attributes and the rest of the security policy’s

parameters.

NOTE: You specify the name of the device identity profile in the security
policy’s source-end-user-profile field.

• Authentication source

You configure the authentication source to be used to authenticate the device. This

example uses Active Directory as the device identity authentication source.

If Active Directory is the authentication source, the SRX Series obtains identity

information for an authenticateddevice by reading theActiveDirectory domain’s event

log. The SRX Series then queries the LDAP interface of Active Directory to identify the

groups that the device belongs to, using the device’s IP address for the query.

For thispurpose, theSRXSeries implementsaWindowsManagement Instrumentation

(WMI) client with Microsoft Distributed COM/Microsoft RPC stacks and an

authentication mechanism to communicate with theWindows Active Directory

controller in theActiveDirectorydomain. It is theSRXSerieswmicdaemon thatextracts

device information from the event log of the Active Directory domain.

The wmic daemon also monitors the Active Directory event log for changes by using

the sameWMI DCOM interface. When changes occur, the SRX Series adjusts its local

device identity authentication table to reflect those changes.
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Topology

In this example, users who belong to themarketing-zone zone want to access resources

on the internal corporate servers. Access control is based on the identity of the device.

Therefore, it is the device that is either granted or denied access to the server resources.

Access is not controlled based on user identification.

Two SRX Series zones are established: one that includes the network devices

(marketing-zone) and one that includes the internal servers (servers-zone). The SRX

Series device interface ge-0/0/3.1, whose IP address is 192.0.2.18/24, is assigned to the

marketing-zone zone. The SRX Series device interface ge-0/0/3.2, whose IP address is

192.0.2.14/24, is assigned to the servers-zone zone.

This examples covers the following activity:

1. The SRX Series device connects to the Active Directory domain controller using the

WMI DCOM interface to obtain information about devices authenticated by Active

Directory.

When a user logs in to the network and is authenticated, information about the user’s

device is written to the event log.

2. The SRX Series extracts the device information from the event log of the Active

Directory domain controller.

3. The SRX Series uses the extracted information to obtain a list of the groups that the

device belongs to from the Active Directory LDAP server.

4. The SRX Series creates a local device identity authentication table and stores the

device identity information that it obtained from the domain controller and LDAP

server in the table.

5. When traffic from a device arrives at the SRX Series device, the SRX Series checks

the device identity authentication table for amatching entry for the device that issued

the traffic.

6. If the SRX Series finds amatching entry for the device that is requesting access, it

checks the security policy table for a security policy whose source-end-user-profile

field specifies a device identity profile with attributes that match those of the device

that is requesting access.

7. Thematching security policy is applied to traffic issuing from the device.

This example is configured for the laptopdevicewhose security policy allows it access

to the internal corporate server.

Figure 19 on page 203 show the topology for this example.
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Figure 19: Topology for the Device Identity Feature with Active Directory
as the Authentication Source
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Configuration

Toconfigure thedevice identity feature in anActiveDirectory environment, perform these

tasks:

• Configuring the Integrated User Firewall Device Identity Authentication Feature in an

Active Directory Environment on page 204

• Results on page 206

CLI Quick
Configuration

To quickly configure this example, copy the following commands to a text file, remove

any line breaks, change any details necessary tomatch your network configuration, copy

andpaste thecommands into theCLI at the [edit] hierarchy level, and thenentercommit
from configuration mode.

set interfaces ge-0/0/3.1 family inet address 192.0.2.18/24
set interfaces ge-0/0/3.2 family inet address 192.0.2.14/24
setsecurityzonessecurity-zonemarketing-zone interfacesge-0/0/3.1host-inbound-traffic
system-services all

setsecurityzonessecurity-zonemarketing-zone interfacesge-0/0/3.1host-inbound-traffic
protocols all

set security zones security-zoneservers-zone interfacesge-0/0/3.2host-inbound-traffic
system-services all

set security zones security-zoneservers-zone interfacesge-0/0/3.2host-inbound-traffic
protocols all

setservicesuser-identificationdevice-informationauthentication-sourceactive-directory
set services user-identification device-information end-user-profile profile-name
marketing-west-coast domain-name example.net

set services user-identification device-information end-user-profile profile-name
marketing-west-coast attribute device-category string laptop

set services user-identification device-information end-user-profile profile-name
marketing-west-coast attribute device-vendor string Lenovo

set services user-identification device-information end-user-profile profile-name
marketing-west-coast attribute device-type string ThinkPad

set services device-information end-user-profile profile-namemarketing-west-coast
attribute device-os stringWindows
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set services device-information end-user-profile profile-namemarketing-west-coast
attribute device-os-version string 10.1

set security policies from-zonemarketing-zone to-zone servers-zone policy
mark-server-accessmatch source-address any destination-address any

set security policies from-zonemarketing-zone to-zone servers-zone policy
mark-server-accessmatch application any

set security policies from-zonemarketing-zone to-zone servers-zone policy
mark-server-accessmatch source-end-user-profile marketing-west-coast

set security policies from-zonemarketing-zone to-zone servers-zone policy
mark-server-access then permit

set services user-identification active-directory-access domain example.net user1
password pswd

set services user-identification active-directory-access domain example.net
domain-controller dc-example address 203.0.113.0

set services user-identification active-directory-access domain example.net
ip-user-mapping discovery-methodwmi event-log-scanning-interval 30

set services user-identification active-directory-access domain example.net
ip-user-mapping discovery-methodwmi initial-event-log-timespan 1

set services user-identification active-directory-access domain example.net
user-group-mapping ldap authentication-algorithm simple

set services user-identification active-directory-access domain example.net
user-group-mapping ldap address 198.51.100.9 port 389

set services user-identification active-directory-access domain example.net
user-group-mapping ldap base dc=example, dc=net

set services user-identification active-directory-access authentication-entry-timeout
100

set services user-identification active-directory-access wmi-timeout 60

Configuring the Integrated User Firewall Device Identity Authentication Feature
in an Active Directory Environment

Step-by-Step
Procedure

This procedure includes the configuration statements required to configure the SRX

Series device to support the device identity authentication feature in an Active Directory

environment.

1. Configure the interfaces to be used for the marketing-zone and the servers-zone.

[edit interfaces]
user@host# set ge-0/0/3.1 family inet address 192.0.2.18/24
user@host# set ge-0/0/3.2 family inet address 192.0.2.14/24

2. Configure the marketing-zone and the servers-zone and assign interfaces to them.

[edit security zones]
user@host# set security-zonemarketing-zone interfaces ge-0/0/3.1
host-inbound-traffic system-services all

user@host# set security-zonemarketing-zone interfaces ge-0/0/3.1
host-inbound-traffic protocols all

user@host# set security-zone servers-zone interfaces ge-0/0/3.2
host-inbound-traffic system-services all

user@host# set security-zone servers-zone interfaces ge-0/0/3.2
host-inbound-traffic protocols all

3. Configure the authentication source to specifyMicrosoft Active Directory. Youmust

specify the authentication source for the device identity feature to work. This is a

required value.
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[edit services user-identification]
user@host# set device-information authentication-source active-directory

4. Configure attributes for the device identity profile, which is also referred to as

end-user-profile.

[edit services user-identification]
user@host# set device-information end-user-profile profile-name
marketing-west-coast domain-name example.net

user@host# set device-information end-user-profile profile-name
marketing-west-coast attribute device-category string laptop

user@host# set device-information end-user-profile profile-name
marketing-west-coast attribute device-vendor string Lenovo

user@host# set device-information end-user-profile profile-name
marketing-west-coast attribute device-type string ThinkPad

user@host# set device-information end-user-profile profile-name
marketing-west-coast attribute device-os stringWindows

user@host# set device-information end-user-profile profile-name
marketing-west-coast attribute device-os-version string 10.1

5. Configure a security policy, called mark-server-access, that references the device

identity profile called marketing-west-coast. The security policy allows any device

that belongs to the marketing-zone zone (and that matches the device identity

profile’s attributes) access to the target server’s resources.

[edit security policies]
user@host# set from-zonemarketing-zone to-zone servers-zone policy
mark-server-accessmatch source-address any destination-address any

user@host# set security policies from-zonemarketing-zone to-zone servers-zone
policymark-server-accessmatch source-end-user-profilemarketing-west-coast

user@host# set security policies from-zonemarketing-zone to-zone servers-zone
policymark-server-accessmatch application any

user@host# set security policies from-zonemarketing-zone to-zone servers-zone
policymark-server-access then permit

6. Configure the SRX Series device to communicate with Active Directory and to use

the LDAP service.

To get the group information necessary to implement the device identity

authentication feature, theSRXSeriesdeviceuses theLightweightDirectoryAccess

Protocol (LDAP). The SRX Series acts as an LDAP client communicating with an

LDAP server. Typically, the Active Directory domain controller acts as the LDAP

server. The LDAPmodule in the SRX Series, by default, queries the Active Directory

in the domain controller.

[edit services user-identification]
user@host# set active-directory-access domain example.net user user1 password
pswd

user@host# set active-directory-access domain example.net domain-controller
dc-example address 203.0.113.0

user@host# set active-directory-access domain example.net ip-user-mapping
discovery-methodwmi event-log-scanning-interval 30

user@host# set active-directory-access domain example.net ip-user-mapping
discovery-methodwmi initial-event-log-timespan 1

user@host set active-directory-access domain example.net user-group-mapping
ldap address 198.51.100.9 port 389
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user@host# set active-directory-access domain example.net user-group-mapping
ldap base dc=example,dc=net

user@host# set active-directory-access domain example.net user-group-mapping
ldap authentication-algorithm simple

user@host# set active-directory-access authentication-entry-timeout 100
user@host# set active-directory-access wmi-timeout 60

Results

show interfaces

ge-0/0/3 {
unit 1 {
family inet {
address 192.0.2.18/24;

}
}
unit 2 {
family inet {
address 192.0.2.14/24;

}
}

}

show security zones

security-zonemarketing-zone {
interfaces {
ge-0/0/3.1 {
host-inbound-traffic {
system-services {
all;

}
protocols {
all;

}
}

}
}

}
security-zone servers-zone {
interfaces {
ge-0/0/3.2 {
host-inbound-traffic {
system-services {
all;

}
protocols {
all;

}
}

}
}

}

show services user-identification device-information end-user-profile
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domain-name example.net
attribute device-category {
string laptop;

}
attribute device-vendor {
string Lenovo;

}
attribute device-type {
string ThinkPad;

}
attribute device-os {
stringWindows;

}
attribute device-os-version {
string 10.1;

}

show services user-identification device-information authentication-source

active-directory;

show security policies

from-zonemarketing-zone to-zone servers-zone {
policy mark-server-access {
match {
source-address any;
destination-address any;
application any;
source-end-user-profile {
marketing-west-coast;

}
}
then {
permit;

}
}

}

show services user-identification active-directory-access

domain example-net {
user {
user1;
password $ABC123; ## SECRET-DATA

}
ip-user-mapping {
discovery-method {
wmi {
event-log-scanning-interval 30;
initial-event-log-timespan 1;

}
}

}
user-group-mapping {
ldap {
base dc=example,DC=net;
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address 198.51.100.9 {
port 389;

}
}

}
}

show services user-identification active-directory-access domain example-net

user {
user1;
password $ABC123 ## SECRET-DATA

}
domain-controller dc-example {
address 203.0.113.0;

}

Verification

• Verifying the Device Identity Authentication Table Contents on page 208

• Verify the Domain Configuration on the SRX Series Device on page 209

Verifying the Device Identity Authentication Table Contents

Purpose Verifying that the device identity authentication table contains the expected entries and

their groups.

Action In this case, the device identity authentication table contains three entries. The following

command displays extensive information for all three entries.

Entershowservicesuser-identificationdevice-informationtableall extensive todisplay
the table’s contents.

Sample Output

Domain: example.net
Total entries: 3
  Source IP: 192.0.2.19
    Device ID: example-dev1
    Device-Groups: device_group1, device_group2, device_group3, device_group4, 
device_group5
    device-category: laptop
    device-vendor: Lenovo
    device-type: ThinkPad
    device-os: Windows
    device-os-version: 10.1
    Location1: us1
    Referred by: mark-server-access
  Source IP: 192.0.2.22    
    Device ID: example-dev2
    Device-Groups: device_group06, device_group7, device_group8, device_group9, 
device_group10
    device-category: laptop
    device-vendor: Lenovo
    device-type: ThinkPad
    device-os: Windows
    device-os-version: 10.1
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    Location1: us1
    Referred by: mark-server-access  
Source IP: 192.0.2.19    
  Device ID: example-dev3
    Device-Groups: device_group1, device_group2, device_group3, device_group4, 
device_group5
    device-category: Laptop
    device-vendor: Lenovo
    device-type: Thinkpad-t430
    device-os: Windows
    device-os-version: 7.1
    Location1: us1
    Referred by: mark-server-access

Meaning The table should contain entries with information for all authenticated devices and the

groups that they belong to.

Verify the Domain Configuration on the SRX Series Device

Purpose Ensure that the SRX Series device is configured with the correct domain information.

Action Enter show services user-identification active-directory-access domain example-net.

user {
user1;
password $ABC123 ; ## SECRET-DATA

}
domain-controller dc-example {
address 203.0.113.0;

}

Meaning The output should reflect the correct information configured for the domain.

Related
Documentation

• Understanding theDevice IdentityAttributesandProfiles for the IntegratedUserFirewall

Device Identity Authentication Feature on page 182

• Understanding the Device Identity Authentication Table and Its Entries on page 186

• Understanding Access Control to Network Resources Based on Device Identity

Information on page 179
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PART 5

Configuring Integrated ClearPass
Authentication and Enforcement

• Understanding Integrated ClearPass Authentication and Enforcement on page 213

• Configuring Communication with ClearPass Using theWebAPI Feature on page 217

• Configuring Integrated ClearPass Authentication and Enforcement on page 231

• Configuring the Integrated ClearPass Authentication and Enforcement User Query

Function on page 259

• Configuring the Integrated ClearPass Authentication Threat and Attack

Function on page 271
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CHAPTER 20

Understanding Integrated ClearPass
Authentication and Enforcement

• Understanding the SRX Series Integrated ClearPass Authentication and Enforcement

Feature on page 213

Understanding the SRXSeries Integrated ClearPass Authentication and Enforcement
Feature

This topic introduces theSRXSeries integratedClearPassauthenticationandenforcement

feature in which the SRX Series device and Aruba ClearPass collaborate to protect your

network resources by enforcing security at the user identity level and controlling user

access to the Internet. The ClearPass Policy Manager (CPPM) can authenticate users

across wired, wireless, and VPN infrastructures. The integrated ClearPass feature allows

the CPPM and the SRX Series device to collaborate in multiple environments in which

they are deployed together.

• Why You Need to Protect Your EnvironmentWith the SRX Series Integrated ClearPass

Authentication and Enforcement Feature on page 213

• How the SRX Series Integrated ClearPass Authentication and Enforcement Feature

Can Protect Your Network Environment on page 214

Why You Need to Protect Your EnvironmentWith the SRX Series Integrated ClearPass
Authentication and Enforcement Feature

The proliferation of mobile devices and cloud services and securing them has become a

fundamental strategic part of enterprise cybersecurity. Use of company smartphones

poses one of the biggest IT security risks to businesses. The integrated ClearPass feature

protects against malicious intrusions introduced through use of mobile devices and

multiple concurrently connected devices.

In a work environment that supports mobile devices, knowing the identity of the user

whose device is associated with an attack or threat provides IT administrators with

improvedadvantage in identifying the sourceof theattackandstemming futurepotential

attacks that follow the same strategy.

Attackers cangainaccess tonearbycompany-ownedmobiledevicesand installmalware

on them that they can then use to capture data at any time. Whether reconnaissance or

malicious, attacks against network resources are commonplace in today’s computing
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environment.Attackers can launch information-gatheringventures, stopbusinessactivity,

and steal sensitive corporate data.

Today’s network environments are more open to attacks of various kinds because they

support anywhere, anytime, any device access, to a greater or lesser degree, and they

allow a user to use multiple concurrently network-connected devices.

TheSRXSeries integratedClearPassauthenticationandenforcement feature canprotect

you against attacks and intrusions by allowing you to configure security policies that

identify users by their usernames or by the groups that they belong to. It also identifies

threats and attacks perpetrated against your network environment and provides this

information to theCPPM.Asadministratorof theCPPM, youcanbetteralignyour security

enforcement toprotect against possible futureattacksof the samekind. If a user is logged

in to the network with more than one device, you can keep track of their activity based

on their identity, not only by their devices, and you canmore easily control their network

access and any egregious activity on their behalf, whether intended or not.

HowtheSRXSeries IntegratedClearPassAuthenticationandEnforcementFeatureCanProtect
Your Network Environment

The SRX Series integrated ClearPass authentication and enforcement feature gives you

granular control at theuser level, not thedevice’s IPaddress, over user access toprotected

resourcesand the Internet. Asadministrator of theSRXSeriesdevice, youcannowspecify

in the source-identity parameter of identity-aware security policies a username or a role

(group) name that the CPPMposts to the SRXSeries device. You are no longer restricted

to relying solely on the IP address of the device as ameans of identifying the user. Honing

in on the user of the device, rather than only the device, enhances your control over

security enforcement.

In addition to providing the SRX Series device with authenticated user information, the

CPPM canmap a device type to a role and assign users to that role. It can then send that

role mapping to the SRX Series device. This capability allows you to control through

security policies a user’s access to resourceswhen they are using a specific type of device.

For example, suppose that the administrator of the CPPM configured a role called

marketing-company-deviceandmappedtothat rolebothcompanydevicesandmembers

of theMarketingdepartment. Asadministrator of theSRXSeriesdevice, youcould specify

that role in a security policy as if it were a group. The security policy would then apply to

all users mapped to the role, inherently controlling their network activity when they use

that type of device type.

The SRX Series integrated ClearPass feature delivers the protection of the SCREENS,

IDP and UTM features to defend your network against a wide range of attack strategies.

In addition to protecting the company’s network resources, the SRX Series device can

make available to the CPPM log records generated by these protective security features

in response to attack or attack threats. Knowing about threats and specific attacks that

have already occurred can help IT departments to identify noncompliant systems and

exposed areas of the network. With this information, they can harden their security by

enforcing device compliance and strengthening protection of their resources.
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SRXSeries security policies protect the company’s resources and enforce access control

at a fine-grain level, taking advantage of the user authentication and identity information

sent to the device from the CPPM. The CPPM acts as the authentication source. It uses

its own internal RADIUS server to authenticate users. It can also rely on an external

authentication source to perform the authentication for it, such as an external RADIUS

server or Active Directory.

The CPPM authentication is triggered by requests from NAS devices such as switches

and access controllers. The CPPM uses the XML portion of the RESTful Web services

that the SRX Series device exposes to it to send in POST request messages to the SRX

Series device authenticated user identity and device posture information.

The SRX Series device and Aruba ClearPass simplify the complex and complicated

security tasks required to safeguard company resources and enforce Internet access

policy formobiledevices. This security is essential in anetworkenvironment that supports

the mobile experience and that gives the user latitude to use a wide range of devices,

including their own systems, smartphones, and tablets.

Related
Documentation

• Understanding How ClearPass Initiates a Session and Communicates User

Authentication Information to the SRX Series Device Using theWeb API on page 217

• Example: Configuring the SRXSeries Integrated ClearPass Feature to Allow theDevice

to Receive User Authentication Data from ClearPass on page 220

• Example: Configuring the SRXSeries Integrated ClearPass Feature to Allow theDevice

to Receive User Authentication Data from ClearPass on page 220

• Example: Enforcing SRX Series Security Policies Using Aruba ClearPass as the

Authentication Source on page 240
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CHAPTER 21

Configuring Communication with
ClearPass Using theWebAPI Feature

• Understanding How ClearPass Initiates a Session and Communicates User

Authentication Information to the SRX Series Device Using theWeb API on page 217

• Example: Configuring the SRXSeries Integrated ClearPass Feature to Allow theDevice

to Receive User Authentication Data from ClearPass on page 220

Understanding HowClearPass Initiates a Session and Communicates User
Authentication Information to the SRX Series Device Using theWeb API

The integrated ClearPass authentication and enforcement feature enables the SRX

Series device andArubaClearPass to collaborate in protecting your company’s resources

by enforcing security at the user identity level in environments inwhich they are deployed

together. The ClearPass Policy Manager (CPPM) can authenticate users across wired,

wireless, and VPN infrastructures and post that information to the SRX Series device,

which, in turn, uses it to authenticate users requesting access to your protected resources

and to the internet. The SRX Series device can provide the CPPMwith threat and attack

logsassociatedusers’ devices so that youcanbetter hardenyour security at theClearPass

end.

• Web API on page 217

• ClearPass Authentication Table on page 218

• Using HTTPS or HTTP for the Connection Protocol Between ClearPass and the SRX

Series Device on page 218

• Ensuring the Integrity ofDataSent fromClearPass to theSRXSeriesDeviceonpage219

• Data Size Restrictions and Other Constraints on page 219

• Posture States and the Posture Group on page 219

WebAPI

The SRX Series device exposes to the CPPM itsWeb API daemon (webapi) interface

that enables theCPPMto integratewith it andefficiently sendauthenticateduser identity

information to the SRX Series device. The SRX SeriesWeb API daemon acts as an HTTP

server in that it implements part of the RESTful Web services that supports concurrent

HTTP and HTTPS requests. In this relationship, the CPPM is the client. TheWeb API
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daemon is restricted toprocessingonlyHTTP/HTTPS requests. Anyother typeof request

it receives generates an error message.

WARNING: If you are deploying the integrated ClearPassWeb API function
andWebmanagement at the same time, youmust ensure that they use
different HTTP or HTTPS service ports.

However, for security considerations, we recommend that you use HTTPS instead of

HTTP. HTTP is supported primarily for debugging purposes.

TheWebAPIdaemon runson themasterRoutingEngine inachassis cluster environment.

After an Chassis Cluster switchover, the daemon will start automatically on the new

master Routing Engine. It has no effect on the Packet Forwarding Engine.

ClearPass Authentication Table

After the SRX Series device receives information posted to it from the CPPM, the SRX

Series device extracts the user authentication and identity information, analyzes it, and

distributes it to the appropriate processes for handling. The SRX Series device creates a

ClearPass authentication table on the Packet Forwarding Engine side to hold this user

information. When the SRX Series device receives the information sent to it from

ClearPass, the SRXSeries device generates entries in the ClearPass authentication table

for the authenticated users.When theSRXSeries device receives anaccess request from

a user, it can check its ClearPass authentication table to verify that the user is

authenticated, and then apply the security policy that matches the traffic from the user.

Using HTTPS or HTTP for the Connection Protocol Between ClearPass and the SRX Series
Device

When you configure the SRXSeriesWebAPI, you specify a certificate key if you are using

HTTPS as the connection protocol. To ensure security, the HTTPS default certificate key

size is 2048 bytes. If you do not specify a certificate size, the default size is assumed.

There are three methods that you can use to specify a certificate:

• Default certificate

• Certificate generated by PKI

• Custom certificate and certificate key

The SRX SeriesWeb API supports only the Privacy-Enhanced Mail (PEM) format for

the certificate and certificate key configuration.

If you enable theWeb API on the default ports—HTTP (8080) or HTTPS (8443)—you

must enable host inbound traffic on the ports. If you enable it on any other TCP port, you

must enable host inbound traffic specifying the parameter any-service. For example:

user@host# set security zones security-zone trust host-inbound-traffic system-services
any-service
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Ensuring the Integrity of Data Sent fromClearPass to the SRX Series Device

The following requirementsensure that thedatasent fromtheCPPM isnot compromised:

• TheWeb API implementation is restricted to processing only HTTP/HTTPS POST

requests. Any other type of request that it receives generates an error message.

• TheWeb API daemon analyzes and processes HTTP/HTTPS requests from only the

following dedicated URL:

/api/userfw/v1/post-entry

• The HTTP/HTTPS content that the CPPM posts to the SRX Series device must be

consistently formatted correctly. The correct XML format indicates a lack of

compromise, and it ensures that user identity information is not lost.

Data Size Restrictions and Other Constraints

The following data size restrictions and limitations apply to the CPPM:

• The CPPMmust control the size of the data that it posts. Otherwise theWeb API

daemon is unable to process it. Presently theWeb API can process amaximum of 2

megabytes of data.

• The following limitations apply to XML data for role and device posture information.

TheWeb API daemon discards XML data sent to it that exceeds these amounts (that

is, the overflow data):

• The SRX Series device can process amaximum of 209 roles.

• The SRX Series device supports only one type of posture with six possible posture

tokens, or values. Identity information for an individual user canhaveonlyoneposture

token.

NOTE: The CPPM checks the health and posture of a device and it can
send that information to the SRX Series device as part of the user
information that it posts. You cannot define posture on the SRX Series
device. Also, the SRX Series device does not check posture information
that it receives.

Posture States and the Posture Group

User, role, and posture token fields are distinct in the context of the CPPM. Each set of

user identity information contains user and role (group) identity and a posture token.

Because the SRX Series device supports only user and role (group) fields, the posture

token value is mapped to a role by adding the prefix posture–. You can then use that role

in a security policy as a group and that policy will be applied to all traffic that matches

the policy.
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The predefined posture identity states are:

• posture-healthy (HEALTHY)

• posture-checkup (CHECKUP)

• posture-transition (TRANSITION)

• posture-quarantine (QUARANTINE)

• posture-infected (INFECTED)

• posture-unknown (UNKNOWN)

Related
Documentation

Understanding the SRX Series Integrated ClearPass Authentication and Enforcement

Feature on page 213

•

• Example: Enforcing SRX Series Security Policies Using Aruba ClearPass as the

Authentication Source on page 240

• Understanding the Integrated ClearPass Authentication and Enforcement User Query

Function on page 259

Example:Configuring theSRXSeries IntegratedClearPassFeature toAllowtheDevice
to Receive User Authentication Data fromClearPass

The SRX Series device and the ClearPass Policy Manager (CPPM) collaborate to control

access to your protected resources and to the Internet. To carry this out, the SRX Series

devicemust authenticate users in conjunctionwith applying security policies thatmatch

their requests. For the integrated ClearPass authentication and enforcement feature,

the SRX Series device relies on ClearPass as its authentication source.

TheWeb API function, which this example covers, exposes to the CPPM an API that

enables it to initiate a secure connectionwith the SRXSeries device. The CPPMuses this

connection to post user authentication information to the SRX Series device. In their

relationship, the SRX Series device acts as an HTTPS server for the CPPM client.

• Requirements on page 221

• Overview on page 221

• Configuration on page 225
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Requirements

This section defines the software and hardware requirements for the topology for this

example. See Figure 21 on page 225 for the topology design.

The hardware and software components are:

• Aruba ClearPass Policy Manager (CPPM). The CPPM is configured to use its local

authentication source to authenticate users.

NOTE: It is assumed that theCPPM is configured toprovide theSRXSeries
device with user authentication and identity information, including the
username, a list of the names of any groups that the user belongs to, the
IP addresses of the devices used, and the device posture token.

• SRX Series device running Junos OS that includes the integrated ClearPass feature.

• A server farm composed of six servers, all in the servers-zone:

• marketing-server-protected (203.0.113.23 )

• human-resources-server (203.0.113.25 )

• accounting-server (203.0.113.72)

• public-server (192.0.2.96)

• corporate-server (203.0.113.71)

• sales-server (203.0.113.81)

• AC 7010 Aruba Cloud Services Controller running ArubaOS.

• Aruba AP wireless access controller running ArubaOS.

The Aruba AP is connected to the AC7010.

Wireless users connect to the CPPM through the Aruba AP.

• Juniper Networks EX4300 switch used as the wired 802.1 access device.

Wired users connect to the CPPM using the EX4300 switch.

• Six end-user systems:

• Three wired network-connected PCs running Microsoft OS

• Two BYOD devices that access the network through the Aruba AP access device

• One wireless laptop running Microsoft OS

Overview

You can configure identity-aware security policies on the SRX Series device to control a

user’s access to resources based on username or group name, not the IP address of the

device. For this feature, the SRXSeries device relies on theCPPM for user authentication.
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The SRX Series device exposes to ClearPass its Web API (webapi) to allow the CPPM

to integrate with it. The CCPM posts user authentication information efficiently to the

SRX Series device across the connection. Youmust configure theWeb API function to

allow theCPPMto initiateandestablisha secureconnection. There is noseparateRouting

Engine process required on the SRXSeries device to establish a connection between the

SRX Series device and the CPPM.

Figure20onpage222 illustrates thecommunicationcyclebetween theSRXSeriesdevice

and the CPPM, including user authentication.

Figure 20: ClearPass and SRX Series Device Communication and User
Authentication Process
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As depicted, the following activity takes place:

1. The CPPM initiates a secure connection with the SRX Series device usingWeb API.

2. Three users join the network and are authenticated by the CPPM.

• A tablet user joins the network across the corporateWAN.

• A smartphone user joins the network across the corporateWAN.

• Awireless laptop user joins the network from a wired laptop connected to a Layer

2 switch that is connected to the corporate LAN.

3. The CPPM sends the user authentication and identity information for the users who

are logged in to the network to theSRXSeries device inPOST requestmessages using

theWeb API.

When traffic from a user arrives at the SRX Series device, the SRX Series device:

• Identifies a security policy that the traffic matches.

• Locates an authentication entry for the user in the ClearPass authentication table.

Copyright © 2017, Juniper Networks, Inc.222

Authentication and Integrated User Firewalls Feature Guide for Security Devices



• Applies the security policy to the traffic after authenticating the user.

4. Traffic from the smartphone user who is requesting access to an internal, protected

resource arrives at the SRX Series device. Because all of the conditions identified in

Step 3 are met and the security policy permits it, the SRX Series device allows the

user connection to the protected resource.

5. Traffic from the wired laptop user who is requesting access to a protected resource

arrives at the SRX Series device. Because all of the conditions identified in Step 3 are

metand thesecuritypolicypermits it, theSRXSeriesdeviceallows theuser connection

to the resource.

6. Traffic from the tablet user who is requesting access to the Internet arrives at the SRX

Seriesdevice. Becauseall of theconditions identified inStep3aremetand the security

policy permits it, the SRX Series device allows the user connection to the Internet.

TheWeb API daemon is not enabled by default for security reasons. When you start up

theWeb API daemon, by default it opens either the HTTP (8080) or the HTTPS (8443)

service port. Youmust ensure that one of these ports is configured, depending on which

version of the HTTP protocol you want to use. We recommend that you use HTTPS for

security reasons. Opening these ports makes the systemmore vulnerable to service

attacks. To protect against service attacks that might use these ports, theWeb API

daemon will start up only after you enable it.

TheWebAPI is aRESTfulWebservices implementation.However, it doesnot fully support

the RESTful Web services. Rather, it acts as an HTTP or HTTPS server that responds to

requests from the ClearPass client.

NOTE: TheWeb API connection is initialized by the CPPM using the HTTP
service port (8080) or HTTPS service port (8443). For ClearPass to be able
to post messages, youmust enable and configure theWeb API daemon.

Tomitigate abuse and protect against data tampering, theWeb API daemon:

• Requires ClearPass client authentication by HTTP or HTTPS basic user account

authentication.

• Allows data to be posted to it only from the IP address configured as the client source.

That is, it allows HTTP or HTTPS POST requests only from the ClearPass client IP

address, which in this example is 192.0.2.199.

• Requires that posted content conforms to the established XML data format. When it

processes the data, theWeb API daemon ensures that the correct data format was

used.

NOTE: Note that if you deployWebmanagement and the SRX Series device
together, theymust run on different HTTP or HTTPS service ports.
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See “Understanding How ClearPass Initiates a Session and Communicates User

Authentication Information to the SRX Series Device Using theWeb API” on page 217 for

further information on how this feature protects against data tampering.

TheSRXSeriesUserIDdaemonprocesses theuserauthenticationand identity information

and synchronizes it to the ClearPass authentication table on the Packet Forwarding

Engine. The SRX Series device creates the ClearPass authentication table to be used for

information received only from the CPPM. The ClearPass authentication table does not

contain user authentication information from other authentication sources. The SRX

Seriesdevice checks theClearPassauthentication table toauthenticateusersattempting

to access protected network resources on the Internet using wired or wireless devices

and local network resources.

For the CPPM to connect to the SRX Series device and post authentication information,

it must be certified using HTTPS authentication. TheWeb API daemon supports three

methods that can be used to refer to an HTTPS certificate: a default certificate, a PKI

local certificate, and a customized certificate implemented through the certificate and

certificate-keyconfigurationstatements.Thesecertificatemethodsaremutuallyexclusive.

This example uses HTTPS for the connection between the CPPM and the SRX Series

device. To ensure security, the integrated ClearPass feature default certificate key size

is 2084 bits.

Whether you use any method—the default certificate, a PKI-generated certificate, or a

customcertificate—for security reasons, youmust ensure that the certificate size is 2084

bits or greater.

The following example shows how to generate a certificate and key using PKI:

user@host>request security pki generate-key-pair certificate-id aruba size 2048
user@host>requestsecuritypki local-certificategenerate-self-signedcertificate-idaruba
domain-namemycompany.netemail jxchan@mycompany.net ip-address 192.51.100.21
subject “CN=John Doe,OU=Sales ,O=mycompany.net ,L=MyCity ,ST=CA,C=US"

Topology

Figure 21 on page 225 shows the topology used for the integrated ClearPass deployment

examples.
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Figure 21: Integrated ClearPass Authentication and Enforcement
Deployment Topology

Configuration

This section covers how to enable and configure the SRX SeriesWeb API.

NOTE: Youmust enable theWeb API. It is not enabled by default.

• Configuring the SRX SeriesWeb API Daemon on page 226

• Configuring theClearPassAuthenticationTableEntryTimeoutandPriorityonpage228

CLI Quick
Configuration

To quickly configure this example, copy the following statements, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the statements into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set system services webapi user sunny password i4%rgd
set system services webapi client 192.0.2.199
set system services webapi https port 8443
set system services webapi https default-certificate
set system services webapi debug-level alert
set interfaces ge-0/0/3.4 vlan-id 340 family inet address 192.51.100.21
set security zones security-zone trust interfaces ge-0/0/3.4 host-inbound-traffic
system-services webapi-ssl

set security user-identification authentication-source aruba-clearpass priority 110
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set security user-identification authentication-source local-authentication-table priority
120

setsecurityuser-identificationauthentication-sourceactive-directory-authentication-table
priority 125

setsecurityuser-identificationauthentication-sourcefirewall-authenticationpriority 150
set securityuser-identificationauthentication-sourceunified-access-controlpriority200

Configuring the SRX SeriesWeb API Daemon

Step-by-Step
Procedure

Configuring theWeb API allows the CPPM to initialize a connection to the SRX Series

device. No separate connection configuration is required.

It is assumed that the CPPM is configured to provide the SRX Series device with

authenticateduser identity information, including theusername, thenamesofanygroups

that the user belongs to, the IP addresses of the devices used, and a posture token.

Note that the CPPMmight have configured rolemappings thatmap users or user groups

to device types. If the CPPM forwards the role mapping information to the SRX Series

device, the SRX Series device treats the rolemappings as groups. The SRX Series device

does not distinguish them from other groups.

Step-by-Step
Procedure

To configure theWeb API daemon:

Configure theWebAPI daemon (webapi) username and password for the account.1.

This information is used for the HTTPS certification request.

[edit system services]
user@host# set webapi user sunny password i4%rgd

2. Configure theWeb API client address–that is, the IP address of the ClearPass

webserver’s data port.

The SRX Series device accepts information from this address only.

NOTE: TheClearPasswebserver dataportwhoseaddress is configured
here is the same one that is used for the user query function, if you
configure that function.

[edit system services]
user@host# set webapi client 192.0.2.199

3. Configure theWeb API daemon HTTPS service port.

If you enable theWeb API service on the default TCP port 8080 or 8443, youmust

enable host inbound traffic on that port.

In this example, the secure version of theWeb API service is used (webapi-ssl), so

youmust configure the HTTPS service port, 8443.

[edit system services]
user@host# set webapi https port 8443

4. Configure theWeb API daemon to use the HTTPS default certificate.
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[edit system services]
user@host# set webapi https default-certificate

5. Configure the trace level for theWeb API daemon.

The supported trace levels are notice, warn, error, crit, alert, and emerg. The default

value is error.

[edit system services]
user@host#webapi debug-level alert

6. Configure the interface to use for host inbound traffic from the CPPM.

user@host# set interfaces ge-0/0/3.4 vlan-id 340 family inet address 192.51.100.21

7. Enable theWeb API service over HTTPS host inbound traffic on TCP port 8443.

[edit security zones]
user@host# set security-zone trust interfaces ge-0/0/3.4 host-inbound-traffic
system-services webapi-ssl

Results From configuration mode, confirm yourWeb API configuration by entering the show
system services webapi command. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user {
sunny;
password "$ABC123"; ## SECRET-DATA

}
client {
192.0.2.199;

}
https {
port 8443;
default-certificate;

}
debug-level {
alert;

}

Fromconfigurationmode, confirmtheconfiguration for the interfaceused forhost inbound

traffic from the CPPM by entering the show interfaces ge-0/0/3.4 command. If the
output does not display the intended configuration, repeat the verification process in this

example to correct it.

vlan-id 340;
family inet {
    address 192.51.100.21/32;
}

From configuration mode, confirm your security zone configuration that allows

host-inbound traffic from the CPPM using the secureWeb API service (web-api-ssl) by

entering the show security zones security-zone trust command. If the output does not
display the intended configuration, repeat the verification process in this example to

correct it.
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interfaces {
ge-0/0/3.4 {
host-inbound-traffic {
system-services {
webapi-ssl;

}
}

}
}

If you are done configuring the device, enter commit from configuration mode.

Configuring the ClearPass Authentication Table Entry Timeout and Priority

Step-by-Step
Procedure

This procedure configures the following information:

• The timeout parameter that determines when to age out idle authentication entries

in the ClearPass authentication table.

• TheClearPass authentication table as the first authentication table in the lookuporder

for the SRX Series device to search for user authentication entries. If no entry is found

in the ClearPass authentication table and there are other authentication tables

configured, the SRX Series device will search them, based on the order that you set.

1. Set the timeout value that is used to expire idle authentication entries in the

ClearPass authentication table to 20minutes.

[edit services user-identification]
user@host#setauthentication-sourcearuba-clearpassauthentication-entry-timeout
20

The first time that you configure the SRX Series device to integrate with an

authentication source, youmust specify a timeout value to identify when to expire

idle entries in the ClearPass authentication table. If you do not specify a timeout

value, the default value is assumed.

• default = 30minutes

• range = If set, the timeout value should be within the range [10,1440minutes]. A

value of 0means that the entry will never expire.

2. Set the authentication table priority order to direct the SRX Series device to search

for user authentication entries in the ClearPass authentication table first. Specify

the order in which other authentication tables are searched if an entry for the user

is not found in the ClearPass authentication table.

NOTE: You need to set this value if the ClearPass authentication table
is not the only authentication table on the Packet Forwarding Engine.

[edit security user-identification]
user@host# set authentication-source aruba-clearpass priority 110
user@host# set authentication-source local-authentication-table priority 120
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user@host#setauthentication-sourceactive-directory-authentication-tablepriority
125

user@host# set authentication-source firewall-authentication priority 150
user@host# set authentication-source unified-access-control priority 200

The default priority value for the ClearPass authentication table is 110. Youmust

change the local authentication table entry from 100 to 120 to direct the SRXSeries

device to check the ClearPass authentication table first if there are other

authentication tableson thePacketForwardingEngine. Table20onpage229shows

the new authentication table search priority.

Table 20: SRX Series Device Authentication Tables Search Priority Assignment

Set ValueSRX Series Authentication Tables

110ClearPass authentication table

120Local authentication table

125Active Directory authentication table

150Firewall authentication table

200UAC authentication table

Results From configuration mode, confirm that the timeout value set for aging out ClearPass

authentication table entries is correct. Enter the show services user-identification
command. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

authentication-source aruba-clearpass {
authentication-entry-timeout 20;

}

Related
Documentation

• Understanding the SRX Series Integrated ClearPass Authentication and Enforcement

Feature on page 213

• Understanding Enforcement of ClearPass User and Group Authentication on the SRX

Series Devices on page 231

• Understanding the Integrated ClearPass Authentication and Enforcement User Query

Function on page 259
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CHAPTER 22

Configuring Integrated ClearPass
Authentication and Enforcement

• Understanding Enforcement of ClearPass User and Group Authentication on the SRX

Series Devices on page 231

• Example: Enforcing SRX Series Security Policies Using Aruba ClearPass as the

Authentication Source on page 240

Understanding Enforcement of ClearPass User and Group Authentication on the SRX
Series Devices

This topic describes how the SRX Series device enforces user and group authentication

when a user attempts to access a resource. It also explains how the SRX Series device

handles information in the ClearPass authentication table user entries when a security

policy that references a group in a user entry is removed. Understanding that processwill

help you troubleshoot issues related to group identity and give you insight into changes

in the ClearPass authentication table user entries.

• Understanding How the SRX Series Device Manages the ClearPass Authentication

Table on page 231

• User Authentication Entries in the ClearPass Authentication Table on page 232

• Communication Between ClearPass and the SRX Series Device on page 234

• Understanding Domains and Interested Groups on page 236

• When a User Has Already Been Authenticated By Another Source on page 239

Understanding How the SRX Series DeviceManages the ClearPass Authentication Table

The integrated ClearPass authentication and enforcement feature enables the SRX

Seriesdeviceand theArubaClearPassPolicyManager (CPPM)tocollaborate inprotecting

your company’s resources. It enables the SRX Series device to apply firewall security

policies to user traffic and to control user access to protected resources based on user

or group identity. To ensure the identity of the user, the SRX Series device relies on

authenticated user information that it receives from the CPPM.

It is useful to understand how the SRX Series device gets authenticated user identity

information from the CPPM, generates entries in its ClearPass authentication table, and
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manages those entries in relation to security policies and user events. Understanding

these processes will help you to quickly identify and resolve related problems.

This topic focuses on:

• How the SRX Series device obtains user identity information from the CPPM and

manages it, and how you can use this information in security policies.

• How security policies that reference a group as the source (source-identity) have

bearingon thegroups listed inuser entries in theClearPassauthentication table.Groups

that are referenced by security policies are referred to as interested groups.

User Authentication Entries in the ClearPass Authentication Table

In their collaboration, ClearPass acts as the authentication source for the SRX Series

device. The CPPM sends to the SRX Series device identity information about users that

it has authenticated. The UserID daemon process in the SRX Series device receives this

information, processes it, and synchronizes it to the Packet Forwarding Engine side in the

independent ClearPass authentication table that is generated for this purpose.

As administrator of the SRX Series device, you can use the authenticated user identity

information in security policies to control access to your protected resources and the

Internet.

The collection of user identity information that the SRX Series device obtains from the

CPPM and uses to create entries in its global Routing Engine authentication table that

is synchronized to its individualClearPassauthentication table is referred toasamapping,

or, more commonly, an IP-user mapping because the username and the related group

list are mapped to the IP address of the user’s device.

NOTE: For each user authentication entry in the ClearPass authentication
table, a group list identifies the groups that a user belongs to in addition to
other information such as the posture token, which indicates state of the
device, such as whether it is healthy.

You can use a username or a group name in security policies to identity a user and not

rely directly on the IP address of the device used, because the IP address of the device

is tied to the username and its groups in the ClearPass authentication table entry.

NOTE: For eachuser entry, thenumberof groups, or roles, in theentry cannot
exceed 200. After the capacity is reached, additional roles are discarded and
the following syslogmessage is sent:

userid_get_and_check_adauth_num: src_ip ip-address user domain:user
dropped.record numrecord-number has arrivedmax num of db

The CPPM posts user information to the SRX Series device in the following format. The

SRX Series device does not use all of this information.
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<userfw-entries>
<userfw-entry>
<source>Aruba ClearPass</source>
<timestamp>2016-01-29T0310Z</timestamp>
<operation>logon</operation>
<IP>192.0.2.123</IP>
<domain>my-company-domain</domain>
<user>user1</user>
<role-list>
<role>human-resources-grp</role>
<role>[User Authenticated],/role>

</role-list>
<posture>HEALTHY</posture>
<device_category>Computer</device_category>

</userfw-entry>
</userfw-entries>

Here is the format for a ClearPass authentication table entry for a user, followed by an

example entry and a description of its components.

IP-address, domain, user, user-group-list

In the followingexample, theuserbelongs to twogroups, thehuman-resources-grpgroup
and the posture-healthy group. The SRX Series device converts the posture information
from the CPPM to a group name. Youmight configure a security policy that allows all
users access to themarketing server if their devices belong to the posture-healthy group
(role).

192.0.2.11 , my-company-domain, lin, human-resources-grp, posture-healthy

• IP address

This is the IP address of the device used.

• The name of the domain that the user belongs to.

In this example, thedomainname is “my-company-domain.”Thedefault domainname

GLOBAL is used if a domain name is not provided.

• The username

The username is the user’s login name used to connect to the network, which, in this

example, is lin.

This name is constant regardless of the device used.

When you configure a security policy whose source-identity tuple identifies the source

of the traffic by username or group name, not by the IP address of the device used, it

is as if the security policy were device independent; it applies to the user’s activity

regardless of the device used.

• One or more groups that a user belongs to

It is herewhere theconceptof interestedgroupsand their relationship to securitypolicies

comes into play. An interested group is a group that is referenced in a security policy.

The concept of interested groups is covered later in this topic.

Note that if a user is connected to the network using multiple devices, there might be

more than one IP-user mapping for that user. Eachmapping would have its own set of
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values—that is, domain name and group-list—in conjunction with the username and IP

address.

For example, the following three IP address-to-usernamemappings might exist for the

user abe who is connected to the network using three separate devices:

203.0.113.5 abe, marketing-grp, posture-healthy
192.0.2.34 abe, marketing-grp, posture-transition
203.0.133.19 abe, marketing-grp, posture-unknown

Assume that the SRX Series device receives a logout message for 110.208.132.23, abe.

The following partial user authentication entry shows that the user abe is now logged in

to the network using only two devices:

192.0.2.34 abe, marketing-grp, posture-transition
203.0.133.19 abe, marketing-grp, posture-unknown

Communication Between ClearPass and the SRX Series Device

Here is a summary of how the SRX Series device and ClearPass communicate:

• A user joins the company network via a wired or wireless LAN.

• The CPPM authenticates the user.

• TheCPPM initiatesasecureconnectionwith theSRXSeriesdeviceusing the integrated

Web API.

• TheSRXSeriesUserID daemongets the full IP-usermapping from theCPPM. For each

authenticated user, the UserID daemon generates an entry in the Routing Engine

authentication table.

The Routing Engine authentication table is common in that it holds authentication

entriesbasedon information fromotherauthenticationsources inaddition toClearPass.

For example, it might also hold entries for users authenticated by Microsoft Active

Directory.

• TheUserIDdaemonsynchronizes theuser authentication information fromtheRouting

Engine authentication table to the ClearPass authentication table on the Packet

Forwarding Engine. The ClearPass authentication table is dedicated to holding only

ClearPass authentication information. See Figure 22 on page 234.

Figure 22: User Information from the CPPM to the SRX Series Device
Routing Engine Synchronized to the ClearPass Authentication Table
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The SRX Series device uses the authenticated user identity information in the following

process. When a user attempts to access an internal, protected resource or the Internet,

the SRX Series device:
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• Checks the traffic generated by the user for a matching security policy. The source

trafficmustmatch all of the tuples specified in the security policy. Thematch includes

the source-identity field, which specifies a username or a group name.

To identify amatch, the SRXSeries device compares the username or the group name

with the source-identity specification that is configured in a security policy, along with

all other security policy values.

• Checks the ClearPass authentication table for an authentication entry for the user, if

a security policy match was found.

If it does not find an entry in the ClearPass authentication table, the SRX Series device

checks other local authentication tables, in the order that you specified, until a match

is found. However, it does not check other local authentication tables if the user query

function is configured. See “Understanding the Integrated ClearPass Authentication

and Enforcement User Query Function” on page 259.

NOTE: The SRX Series device can query the CPPM for individual user
information, under certain circumstances,when it hasnot already received
that information from the CPPM. This feature is referred to as user query.

Figure 23 on page 235 illustrates the connection and communication between the SRX

Series device and the CPPM. It also shows the paths entailed in authenticating users and

allowing them access to the Internet and internal, protected resources.

Figure 23: ClearPass and SRX Series Device Communication and User
Authentication Process
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As Figure 23 on page 235 depicts, the following activity takes place:

1. The CPPM initiates a secure connection with the SRX Series device using theWeb

API.

2. Three users join the network and are authenticated by the CPPM.

• A tablet user joins the network across the corporateWAN.

• A smartphone user joins the network across the corporateWAN.

• Awireless laptop user joins the network from a wired laptop connected to a Layer

2 switch that is connected to the corporate LAN.

3. The CPPM sends the user authentication and identity information for the users who

are logged in to the network to theSRXSeries device inPOST requestmessages using

theWeb API.

When traffic from a user arrives at the SRX Series device, the SRX Series device:

• Identifies a security policy that the traffic matches.

• Locates an authentication entry for the user in the ClearPass authentication table.

• Applies the security policy to the traffic after authenticating the user.

4. Traffic from the smartphone user who is requesting access to an internal, protected

resource arrives at the SRX Series device. Because all of the conditions identified in

Step 3 are met and the security policy permits it, the SRX Series device allows the

user connection to the protected resource.

5. Traffic from the wired laptop user who is requesting access to a protected resource

arrives at the SRX Series device. Because all of the conditions identified in Step 3 are

metand thesecuritypolicypermits it, theSRXSeriesdeviceallows theuser connection

to the resource.

6. Traffic from the tablet user who is requesting access to the Internet arrives at the SRX

Seriesdevice. Becauseall of theconditions identified inStep3aremetand the security

policy permits it, the SRX Series device allows the user connection to the Internet.

Understanding Domains and Interested Groups

Howtheuser identitygroup information ismanagedontheSRXSeriesdevice isdominated

by two concepts:

• Domain group

The SRX Series device follows the usual course in regard to how it handles usernames

in domain namespaces. It makes use of the namespace to distinguish names that are

the same–such as admin—but that are from different sources and are in different

domains. Because they belong to different domains, the names are not in conflict.

Any group that is part of an IP-user mapping will always belong to a domain, whether

that domain is a specific domain or the GLOBAL domain. If a domain name is not

specified in the IP-user mapping, then the GLOBAL domain is assumed.
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Table 21 on page 237 illustrates how the domain for a group is determined, based on

the IP-user mapping information obtained from the CPPM.

Table 21: Assigning a Domain to a Group

What Domain Is Applied to the Group?
Does the IP-User Mapping Contain a
Domain Name?

Groups included in group-list belong to the
GLOBAL domain.

No

For example:

IP, , user1, group-list

The second comma serves as a placeholder
for the domain name and the GLOBAL
domain is applied.

The domain name, domain1, is included in the
IP-user mapping from the CPPM, and it is used. It
is retained in the entry for the authenticated user
in theClearPassauthentication tableon thePacket
Forwarding Engine.

Yes

For example:

IP, domain1, user1, group-list

NOTE: In this example, the IP-usermapping
specifies the domain name as domain1.

• Interested group

A group qualifies as an interested group if it is referenced by a security policy–that is,

if it is specified in a policy’s source-identity field. On the Routing Engine authentication

table, each user entry contains a group referenced by a policy list that identifies the

namesof the groups forwhicha security policy exists. If a group included in auser entry

is not currently used in a security policy, it is not included in this list. A group canmove

in and out of the groups referenced by a policy list.

• Interested group lists

An interestedgroup list, or a list of groups referencedbypolicies, is a subset of overall

groups. It is the intersection of the group list in a user authentication entry and the

source-identity list for security policies. That is, any group included in a ClearPass

authentication table user entry qualifies as an interested group. The Routing Engine

synchronizes to the user entry in the ClearPass authentication table on the Packet

Forwarding Engine only those groups that are referenced by security policies.

Here is how it works:

• The UserID daemon gets the full IP-user role (group) mapping from the CPPM.

• For each group, the UserID daemon identifies whether it is an interested group by

determining if there is a security policy that references it. Any qualifying groups

are included in the groups referenced by a policy list on the Routing Engine. The

UserID daemon synchronizes to the user entry in the ClearPass authentication

table on the Packet Forwarding Engine interested groups along with the rest of

the user authentication and identity information.
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The interested groups list for a user entry on the Routing Engine can change, based

on the following events:

• A new security policy is configured that references a group included in the user

entry on theRouting Engine but that is not already in the entry’s referenced groups

list.

• A currently configured security policy that references a group in its source-identity

is deleted.

Consider the following example:

• Assume that the CPPMposted the following information for two users to the SRX

Series device:

192.51.100.1, abe, group1, group2, group3, group4, healthy
192.0.2.21, john, group1, group5, healthy

• After the SRX Series device maps the posture, defining it as a group, the two user

entries in the SRX Series device Routing Engine authentication table appear as

follows:

192.51.100.1, abe, group1, group2, group3, group4, posture-healthy
192.0.2.21, john, group1, group5, posture-healthy

• Assume that several security policies include source-identity fields that reference

one of the following: group1, group3, posture-healthy.

The intersectionof thepreceding sets—theoriginal group list and the list of security

policies that refer to the groups—results in the following interested groups list:

• For the user john, the groups referenced by policy list includes group1 and

posture-healthy.

• For the user abe, the groups referenced by policy list includes group1, group3,

and posture-healthy.

Now suppose that the security policy whose source-identity field specified group1

was deleted. The groups referenced by policy lists for the user authentication entries

for the twousers—johnandabe—wouldbechanged, producing the following results:

• For the user john, the list would include only posture-healthy.

• For the user abe, the list would include group3 and posture-healthy.

Table 22 on page 239 shows how a security policy that references a group affects the

ClearPassauthentication table. It also shows theeffecton theClearPassauthentication

table when a group is not referenced by a security policy, and therefore is not an

interested group.
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Table22: InterestedGroups:EffectontheClearPassAuthenticationTable

Resulting Effect on ClearPass
Authentication Table Packet Forwarding
Engine Entries

Security Policies Configuration and
Modification

Case 1:

The SRX Series device gets the IP-user mapping for a user from the CPPM.

None of the groups in the user mapping are referenced by security policies.

The user authentication entry written to the
ClearPass authentication table in the Packet
Forwarding Engine for this user does not
contain any groups.

203.0.113.9 , ,user1

IP-user mapping from the CPPM:

203.0.113.9, ,user1, g1, g2, g3, g4

Case 2:

The SRX Series device gets the IP-user mapping for a user from the CPPM. It checks the groups
list against the security policies list and finds that two of the groups are referenced by security
policies.

The user authentication entry written to the
ClearPass authentication table on the Packet
Forwarding Engine for this user includes the
following groups that are included in the
groups referenced by the policy list on the
Routing Engine:

192.0.2.1, domain1, user2, g2, g4

IP-user mapping on the Routing Engine:

192.0.2.1, domain1, user2, g1, g2, g3, g4

When a User Has Already Been Authenticated By Another Source

It can happen that the SRX Series device Routing Engine authentication table and the

individual Microsoft Active Directory authentication table on the Packet Forwarding

Engine, for example, containanentry for auserwhowasauthenticatedbyActiveDirectory.

As usual, the CPPMsends the IP-usermapping for the user to the SRXSeries device. The

SRX Series device must resolve the problem because its Routing Engine authentication

table is common to both Active Directory and ClearPass.

Here is how the SRX Series device handles the situation:

• On the Routing Engine authentication table:

• The SRX Series device overwrites the Active Directory authentication entry for the

user in its common Routing Engine authentication table with the newly generated

one from the IP-user mapping for the user from the CPPM.

There is now no IP address or username conflict.

• On the Packet Forwarding Engine:
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• The SRX Series device deletes the existing Active Directory authentication entry for

the user from the Active Directory authentication table.

This will delete active sessions associated with the IP address.

• The SRX Series device generates a new entry for the CPPM-authenticated user in

the Packet Forwarding Engine ClearPass authentication table.

Traffic associated with the IP-user mapping entry will initiate new sessions based

on user authentication in the ClearPass authentication table.

Related
Documentation

Understanding the SRX Series Integrated ClearPass Authentication and Enforcement

Feature on page 213

•

• Example: Enforcing SRX Series Security Policies Using Aruba ClearPass as the

Authentication Source on page 240

• Example: Configuring the Integrated ClearPass Authentication and Enforcement User

Query Function on page 262

Example: Enforcing SRX Series Security Policies Using Aruba ClearPass as the
Authentication Source

This example covers how to configure security to protect your resources and control

access to the internet using the SRX Series device integrated ClearPass authentication

and enforcement feature, which relies on the Aruba ClearPass Policy Manager as its

authentication source. The SRX Series integrated ClearPass feature allows you to

configure security policies that control access to company resources and the Internet by

identifying users by username, group name, or the name of a role that ties together a

group of users and a device type.

Today’s network environments are more open to attacks of various kinds because they

support anywhere, anytime, any device access, to a greater or lesser degree, and they

allow a user to use multiple concurrently network-connected devices. Because it allows

you identify the user by username, the integrated ClearPass authentication and

enforcement feature narrows the security gap that these capabilities introduce.

For details on how user authentication and identity information is conveyed from the

CPPM to the SRX Series device, see the following topics:

• Understanding How ClearPass Initiates a Session and Communicates User

Authentication Information to the SRX Series Device Using theWeb API on page 217

• Understanding the Integrated ClearPass Authentication and Enforcement User Query

Function on page 259

The example covers the following processes:

• How to control access at the user level based on username or group name, not device

IP address.

You can use the source-identity parameter in a security policy to specify the name of

a user or the name of a group of users whose authentication is provided by the CPPM.
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The policy is applied to traffic generated by the users when they attempt to access a

protected resource or the Internet regardless of the device used. The access control

is tied to the user’s name, and not directly to the IP address of the user’s device.

NOTE: You can configure different security policies for a single user that
specify different actions, differentiated by the zones and the destination
addresses specified or a group that the user belongs to.

• How to display and interpret the contents of the ClearPass authentication table.

The SRX Series device creates the ClearPass authentication table to contain user

authentication and identity information that it receives from the CPPM. The device

refers to the table to authenticate a user who requests access to a resource.

TheClearPass authentication table contents are dynamic. They aremodified to reflect

user activity in response to various events and also in regard to security policies that

reference groups.

For example, when a user logs out of the network or in to the network, the ClearPass

authentication table is modified, as is the case when a user is removed from a group

or a referenced security policy that specifies a group that the user belongs to is deleted.

In the latter case, the user entry no longer shows the user as belonging to that group.

In this example, the ClearPass authentication table contents are displayed to depict

changes made because of two events. The content for the users is displayed:

• Before and after a specific user logs out of the network

• Before and after a referenced security policy is deleted

The entry for the user who belonged to the group referenced by the security policy

is displayed before and after the policy is deleted.

• Requirements on page 242

• Overview on page 242

• Configuration on page 245

• Verification on page 255
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Requirements

This section defines the software and hardware requirements for the topology for this

example. See Figure 24 on page 245 for the topology design.

The hardware and software components are:

• Aruba ClearPass. The ClearPass Policy Manager (CPPM) is configured to use its local

authentication source to authenticate users.

NOTE: It is assumed that theCPPM is configured toprovide theSRXSeries
device with user authentication and identity information, including the
username, a list of the names of any groups that the user belongs to, the
IP addresses of the devices used, and the device posture token.

• SRX Series device running Junos OS that includes the integrated ClearPass feature.

• A server farm composed of six servers, all in the servers-zone:

• marketing-server-protected (203.0.113.23 )

• human-resources-server (203.0.113.25 )

• accounting-server (203.0.113.72)

• public-server (203.0.113.62)

• corporate-server (203.0.113.71)

• sales-server (203.0.113.81)

• AC 7010 Aruba Cloud Services Controller running ArubaOS.

• Aruba AP wireless access controller running ArubaOS.

The Aruba AP is connected to the AC7010.

Wireless users connect to the CPPM through the Aruba AP.

• Juniper Networks EX4300 switch used as the wired 802.1 access device.

Wired users connect to the CPPM using the EX4300 switch.

• Six end-user systems:

• Three wired network-connected PCs running Microsoft OS

• Two BYOD devices that access the network through the Aruba AP access device

• One wireless laptop running Microsoft OS

Overview

In its capacity as the authentication source for the integrated ClearPass feature, the

CPPMposts to theSRXSeries device user authenticationand identity information.When

it receives this information, the SRX Series UserID daemon processes it and generates
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entries for the authenticated users in the Routing Engine authentication table and then

synchronizes that information to the ClearPass authentication table on the Packet

Forwarding Engine side.

The SRX Series device requires the user authentication and identity information to verify

that a user is authenticated when the user makes an access request and the traffic

generated from the user’s device arrives at the SRX Series device. If a security policy

exists that specifies in the source-identity parameter the username or the name of a

group that the user belongs to, the SRX Series device searches the contents of its

ClearPass authentication table for an entry for that user.

If it doesnot findanentry for theuser in itsClearPassauthentication table, theSRXSeries

device can search its other authentication tables, if you have configured a search order

that includes them. See “Example: Configuring the SRX Series Integrated ClearPass

Feature to Allow the Device to Receive User Authentication Data from ClearPass” on

page 220 for information about the authentication table search order.

The integrated ClearPass feature allows you to create identity-aware security policies

configured to match traffic issued by users based on their username or the name of a

group that they belong to.

NOTE: You configure role mappings on the CPPM, not on the SRX Series
device.

For example, a device type role mapping might tie user identities to company-owned

computers. You could specify this role as a group in a security policy configured to apply

to all users who are mapped to the rule. In this case, the conditions set by CPPM for the

rule—use of company-owned computer—would apply to all users mapped to the rule.

The SRXSeries device does not consider the conditions, but rather accepts the rule from

the CPPM.

The following configurations included in this example cover security policies that are

applicable based on the type of device used as defined by the CPPM through rule

mappings. It is assumed that the CPPM posted to the SRX Series device the following

mapped rules that are used as groups in security policies:

• marketing-access-for-pcs-limited-group

Maps jxchan to the device type PC.

Thepolicy that specifiesmarketing-access-for-pcs-limited-group in its source-identity

field allows jxchan, and other users who are mapped to it, access to the

marketing-server-protected server using their PC,whether it is company ownedor not.

• accounting-grp-and-company-device

Mapsuserswhobelong toaccountinggroupsusingcompanydevices.TheCPPMsends

the role accounting-grp-and-company-device to the SRX Series device. Themapping

is done on the CPPM by role mapping rules.

The policy that specifies accounting-grp-and-company-device in its source identity

field allows users who are mapped to the rule to access protected resources on the
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accounting-server. The group accounting-grp is mapped to the rule. Therefore the

mapped rule applies to the members of accounting-grp.

The user viki2 belongs to accounting-grp. If all conditions apply—that is, if viki2 is using

a company-owned device and the policy permits access—she is allowed access to the

resourcesonaccounting-server. But, recall that theSRXSeriesdevicedoesnot analyze

the rule. Rather it applies it to all users who are mapped to it by the CPPM.

• guest-device-byod

Maps the guest group to the device type byod—that is, any user-owneddevice brought

to the network.

Thepolicy that specifies guest-device-byod in its source identity fielddenies userswho

are mapped to the rule access to all servers in the server zone if they are using

smartphones or other user-owned devices. The username guest2 is mapped to this

rule by the CPPM.

For all cases, if the users are allowed or denied access according to the security policy

conditions, you can assume that the following conditions exist:

• The CPPM posted the correct authentication information for the users and groups to

the SRX Series device.

• The SRX Series device processed the authenticated user information correctly and

generated entries for the users and groups in its ClearPass authentication table.

Table 23 on page 244 summarizes the users, their groups, and the zones to which they

belong. All users belong to the default GLOBAL domain.

Table 23: Authenticated User Information for Security Policy Example

ZoneGroupUser

marketing-zone• marketing-access-limited-grpAbe (abew1)

marketing-zone• posture-healthy

• marketing-access-for-pcs-limited-group

• marketing-general

• sales-limited

• corporate-limited

John (jxchan)

human-resources-zone• posture-healthy

• human-resources-grp

• accounting-limited

• corporate-limited

Lin (lchen1)

accounting-zone• posture-healthy

• accounting-grp

• accounting-grp-and-company-device

• corporate-limited

Viki (viki2)
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Table 23: Authenticated User Information for Security Policy Example (continued)

ZoneGroupUser

public-zone• posture-healthy

• guest

guest1

public-zone• posture-healthy

• guest-device-byod

guest2

Topology

Figure 24 on page 245 shows the topology for this example.

Figure 24: Topology for the Integrated ClearPass Authentication
Enforcement Through Security Policies Example

Configuration

This section covers how to configure the SRX Series device to include security policies

that match traffic issued by users authenticated by the CPPM.

• Configuring Interfaces, Zones, and an Address Book on page 248

• Configuring Identity-Aware Security Policies to Control User Access to Company

Resources on page 251

• Results on page 253
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CLI Quick
Configuration

To quickly configure this example, copy the following statements, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the statements into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set interfaces ge-0/0/3 vlan-tagging
set interfaces ge-0/0/3.0 vlan-id 300 family inet address 203.0.113.45/24
set interfaces ge-0/0/3.1 vlan-id 310 family inet address 192.0.2.18/24
set interfaces ge-0/0/3.2 vlan-id 320 family inet address 192.0.2.14/24
set interfaces ge-0/0/4 vlan-tagging
set interfaces ge-0/0/4.0 vlan-id 400 family inet address 192.0.2.16/24
set interfaces ge-0/0/4.1 vlan-id 410 family inet address 192.0.2.19/24
set security zones security-zonemarketing-zone interfaces ge-0/0/3.0
host-inbound-traffic system-services all

set security zones security-zonemarketing-zone interfaces ge-0/0/3.0
host-inbound-traffic protocols all

set security zones security-zone accounting-zone interfaces ge-0/0/3.1
host-inbound-traffic system-services all

set security zones security-zone accounting-zone interfaces ge-0/0/3.1
host-inbound-traffic protocols all

set security zones security-zone human-resources-zone interfaces ge-0/0/3.2
host-inbound-traffic system-services all

set security zones security-zone human-resources-zone interfaces ge-0/0/3.2
host-inbound-traffic protocols all

set security zones security-zone public-zone interfaces ge-0/0/4.0 host-inbound-traffic
system-services all

set security zones security-zone public-zone interfaces ge-0/0/4.0 host-inbound-traffic
protocols all

set security zones security-zone servers-zone interfaces ge-0/0/4.1 host-inbound-traffic
system-services all

set security zones security-zone servers-zone interfaces ge-0/0/4.1 host-inbound-traffic
protocols all

set security address-book servers-zone-addresses addressmarketing-server-protected
203.0.113.23

set security address-book servers-zone-addresses address human-resources-server
203.0.113.25

setsecurityaddress-bookservers-zone-addressesaddressaccounting-server203.0.113.72
set security address-book servers-zone-addresses address corporate-server 203.0.113.71
set security address-book servers-zone-addresses address public-server 203.0.113.91
set security address-book servers-zone-addresses attach zone servers-zone
set securitypolicies from-zonemarketing-zone to-zoneservers-zonepolicymarketing-p1
match source-address any destination address any

set securitypolicies from-zonemarketing-zone to-zoneservers-zonepolicymarketing-p1
match application any

set securitypolicies from-zonemarketing-zone to-zoneservers-zonepolicymarketing-p1
match source-identity “global\marketing-access-for-pcs-limited-group”

set securitypolicies from-zonemarketing-zone to-zoneservers-zonepolicymarketing-p1
then permit

set securitypolicies from-zonemarketing-zone to-zoneservers-zonepolicymarketing-p2
match source-address any destination addressmarketing-zone-protected

setsecuritypolicies from-zonemarketing-zone to-zoneservers-zonepolicymarketing-p2
match application any

setsecuritypolicies from-zonemarketing-zone to-zoneservers-zonepolicymarketing-p2
match source-identity “global\abew1”
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setsecuritypolicies from-zonemarketing-zone to-zoneservers-zonepolicymarketing-p2
then permit

setsecuritypoliciesfrom-zoneaccounting-zoneto-zoneservers-zonepolicyacct-cp-device
match source-address any destination-address accounting-server

setsecuritypoliciesfrom-zoneaccounting-zoneto-zoneservers-zonepolicyacct-cp-device
match application any

setsecuritypoliciesfrom-zoneaccounting-zoneto-zoneservers-zonepolicyacct-cp-device
match source-identity “global\accounting-grp-and-company-device”

setsecuritypoliciesfrom-zoneaccounting-zoneto-zoneservers-zonepolicyacct-cp-device
then permit

set security policies from-zone human-resources-zone to-zone servers-zone policy
human-resources-p1 match source-address any destination-address corporate-server

set security policies from-zone human-resources-zone to-zone servers-zone policy
human-resources-p1 match application any

set security policies from-zone human-resources-zone to-zone servers-zone policy
human-resources-p1 match source-identity “global\corporate-limited”

set security policies from-zone human-resources-zone to servers-zone policy
human-resources-p1 then permit

setsecuritypolicies from-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p0
match source-address any destination-address corporate-server

setsecuritypolicies from-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p0
match application any

setsecuritypolicies from-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p0
match source-identity “global\marketing-access-limited-grp”

setsecuritypolicies from-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p0
then permit

set securitypolicies from-zonemarketing-zone to-zoneservers-zonepolicymarketing-p3
match source-address any destination-address human-resources-server

set securitypolicies from-zonemarketing-zone to-zoneservers-zonepolicymarketing-p3
match application any

setsecuritypolicies from-zonemarketing-zone to-zoneservers-zonepolicymarketing-p3
match source-identity “global\sales-limited-group”

setsecuritypolicies from-zonemarketing-zone to-zoneservers-zonepolicymarketing-p3
then permit

setsecuritypoliciesfrom-zonepublic-zoneto-zoneservers-zonepolicyguest-allow-access
match source-address any destination address public-server

setsecuritypoliciesfrom-zonepublic-zoneto-zoneservers-zonepolicyguest-allow-access
match application any

setsecuritypoliciesfrom-zonepublic-zoneto-zoneservers-zonepolicyguest-allow-access
match source-identity “global\guest”

setsecuritypoliciesfrom-zonepublic-zoneto-zoneservers-zonepolicyguest-allow-access
then permit

setsecuritypolicies from-zonepublic-zoneto-zoneservers-zonepolicyguest-deny-access
match source-address any destination-address any

setsecuritypolicies from-zonepublic-zoneto-zoneservers-zonepolicyguest-deny-access
match application any

setsecuritypolicies from-zonepublic-zoneto-zoneservers-zonepolicyguest-deny-access
match source-identity “global\guest-device-byod”

setsecuritypolicies from-zonepublic-zoneto-zoneservers-zonepolicyguest-deny-access
then deny
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Configuring Interfaces, Zones, and an Address Book

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode.

Configure the following interfaces and assign them to zones:

• ge-0/0/3.0 >marketing-zone

• ge-0/0/3.1 > human-resources-zone

• ge-0/0/3.2> accounting-zone

• ge-0/0/4.0 > public-zone

• ge-0/0/4.1 > servers-zone

Because this example uses logical interfaces, youmust configure VLAN tagging.

1. Configure interfaces for the SRX Series device:

[edit interfaces]
set ge-0/0/3 vlan-tagging
set ge-0/0/3.0 vlan-id 300 family inet address 203.0.113.45/24
set ge-0/0/3.1 vlan-id 310 family inet address 192.0.2.18/24
set ge-0/0/3.2 vlan-id 320 family inet address 192.0.2.14/24
set ge-0/0/4 vlan-tagging
set ge-0/0/4.0 vlan-id 400 family inet address 192.0.2.16/24
set ge-0/0/4.1 vlan-id 410 family inet address 192.0.2.19/24

2. Configure zones.

[edit security zones]
user@host#set security-zonemarketing-zone interfaces ge-0/0/3.0
host-inbound-traffic system-services all

user@host#set security-zonemarketing-zone interfaces ge-0/0/3.0
host-inbound-traffic protocols all

user@host#set security-zone accounting-zone interfaces ge-0/0/3.1
host-inbound-traffic system-services all

user@host#set security-zone accounting-zone interfaces ge-0/0/3.1
host-inbound-traffic protocols all

user@host#set security-zone human-resources-zone interfaces ge-0/0/3.2
host-inbound-traffic system-services all

user@host#set security-zone human-resources-zone interfaces ge-0/0/3.2
host-inbound-traffic protocols all

user@host#setsecurity-zonepublic-zone interfacesge-0/0/4.0host-inbound-traffic
system-services all

user@host#setsecurity-zonepublic-zone interfacesge-0/0/4.0host-inbound-traffic
protocols all

user@host#setsecurity-zoneservers-zone interfacesge-0/0/4.1host-inbound-traffic
system-services all

user@host#setsecurity-zoneservers-zone interfacesge-0/0/4.1host-inbound-traffic
protocols all

3. Configure an address book containing the IP addresses of the servers to use as

destination addresses in security policies.
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[edit security address-book servers-zone-addresses]
user@host# set addressmarketing-server-protected 203.0.113.23
user@host# set address human-resources-server 203.0.113.25
user@host# set address accounting-server 203.0.113.72
user@host# set address corporate-server 203.0.113.71
user@host# set address public-server 203.0.113.91

4. Attach the servers-zone-addresses address book to servers-zone.

[edit security address-book]
user@host# set servers-zone-addresses attach zone servers-zone

Results From configurationmode, confirm your configuration for interfaces by entering the show
interfaces command. If the output does not display the intended configuration, repeat
the instructions in this example to correct the configuration.

ge-0/0/3 {
unit 0 {
vlan-id 300;
family inet {
address 203.0.113.45/24;

}
}
unit 1 {
vlan-id 310;
family inet {
address 192.0.2.18/24;

}
}
unit 2 {
vlan-id 320;
family inet {
address 192.0.2.14/24;

}
}

}
ge-0/0/4 {
vlan-tagging;
unit 0 {
vlan-id 400;
family inet {
address 192.0.2.16/24;

}
}
unit 1 {
vlan-id 410;
family inet {
address 192.0.2.19/24;

}
}

}

From configuration mode, confirm your configuration for zones by entering the show
security zones command. If the output does not display the intended configuration,
repeat the instructions in this example to correct the configuration.
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security-zone human-resources-zone {
interfaces {
ge-0/0/3.2 {
host-inbound-traffic {
system-services {
all;

}
protocols {
all;

}
}

}
}

}
security-zone accounting-zone {
interfaces {
ge-0/0/3.1 {
host-inbound-traffic {
system-services {
all;

}
protocols {
all;

}
}

}
}

}
security-zonemarketing-zone {
interfaces {
ge-0/0/3.0 {
host-inbound-traffic {
system-services {
all;

}
protocols {
all;

}
}

}
}

}
security-zone servers-zone {
interfaces {
ge-0/0/4.1 {
host-inbound-traffic {
system-services {
all;

}
protocols {
all;

}
}

}
}

}
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security-zone public-zone {
interfaces {
ge-0/0/4.0 {
host-inbound-traffic {
system-services {
all;

}
protocols {
all;

}
}

}
}

}

From configuration mode, confirm your configuration for the address book by entering

the show security address-book command. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

servers-zone-addresses {
addressmarketing-zone-protected 203.0.113.23 /32;
address human-resources-server 203.0.113.25 /32;
address accounting-server 203.0.113.72/32;
address corporate-server 203.0.113.71/32;
address public-server 203.0.113.91/32;
attach {
zone servers-zone;

}
}

Configuring Identity-Aware Security Policies to Control User Access to Company
Resources

Step-by-Step
Procedure

This task entails configuring security policies that apply to a user’s access to resources

based on username or group name, and not the IP address of the device used.

Note that all users belong to the default GLOBAL domain.

1. Configure a security policy that specifies marketing-access-for-pcs-limited-group

as the source-identity. It allows the user jxchan, who belongs to this group, access

to any of the servers in the servers-zones when he is using a PC, whether it is a

personal device or a company-owned device. The username jxchan is mapped by

the CPPM to the rule marketing-access-for-pcs-limited-group.

[edit security policies]
user@host#set from-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p1
match source-address any destination address any

user@host#set from-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p1
match application any

user@host#set from-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p1
match source-identity “global\marketing-access-for-pcs-limited-group”

user@hoset from-zonemarketing-zone to-zone servers-zone policymarketing-p1
then permit
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2. Configure a security policy that allows the user abew1 access to the

marketing-zone-protected server (IP address 203.0.113.23 ) in the servers-zone

regardless of the device that he uses.

[edit security policies]
user@host#setfrom-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p2
match source-address any destination addressmarketing-zone-protected

user@host#setfrom-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p2
match application any

user@host#setfrom-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p2
match source-identity “global\abew1”

user@host#setfrom-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p2
then permit

3. Configureasecuritypolicy thatallows theuser viki2access to theaccounting-server

(IP address 203.0.113.72) in the servers-zone when she is using a company-owned

device. The user viki2 belongs to accounting-grp which is mapped to the

company-owned-device rule (accounting-grp-and-company-device)by theCPPM.

[edit security policies]
user@host# set from-zone accounting-zone to-zone servers-zone policy
acct-cp-devicematchsource-addressanydestination-addressaccounting-server

user@host# set from-zone accounting-zone to-zone servers-zone policy
acct-cp-devicematch application any

user@host# set from-zone accounting-zone to-zone servers-zone policy
acct-cp-devicematch source-identity
“global\accounting-grp-and-company-device”

user@host# set from-zone accounting-zone to-zone servers-zone policy
acct-cp-device then permit

4. Configure a security policy that allows users who belong to the corporate-limited

group limited access to the corporate-server server (IP address 203.0.113.71) in the

servers-zone when they are initiating a request from the human-resources zone.

If the source-address were specified as “any”, the policy would apply to other users

who also belong to the corporate-limited group.

[edit security policies]
user@host# set from-zone human-resources-zone to-zone servers-zone policy
human-resources-p1 match source-address any destination-address
corporate-server

user@host# set from-zone human-resources-zone to-zone servers-zone policy
human-resources-p1 match application any

user@host# set from-zone human-resources-zone to-zone servers-zone policy
human-resources-p1 match source-identity “global\corporate-limited”

user@host# set from-zone human-resources-zone to servers-zone policy
human-resources-p1 then permit

5. Configurea security policy thatallows theuser abew1access to thecorporate-server

(IP address 203.0.113.71) server in the servers-zone. The user abew1 belongs to

marketing-access-limited-grp to which the security policy applies.

[edit security policies]
user@host#setfrom-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p0
match source-address any destination-address corporate-server

user@host#setfrom-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p0
match application any
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user@host#setfrom-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p0
match source-identity “global\marketing-access-limited-grp”

user@host#setfrom-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p0
then permit

6. Configure a security policy that allows users who belong to the sales-limited-group

access to the human-resources-server (IP address 203.0.113.81) server when they

initiate a request from themarketing-zone. The user jxchan belongs to

sales-limited-group.

[edit security policies]
user@host#setfrom-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p3
match source-address any destination-address human-resources-server

user@host#setfrom-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p3
match application any

user@host#setfrom-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p3
match source-identity “global\sales-limited-group”

user@host#setfrom-zonemarketing-zoneto-zoneservers-zonepolicymarketing-p3
then permit

7. Configure a security policy that allows users who belong to the guest group access

to the public-server (IP address 203.0.113.91) in the servers-zone.

[edit security policies]
user@host# set from-zone public-zone to-zone servers-zone policy
guest-allow-accessmatch source-address any destination address public-server

user@host# set from-zone public-zone to-zone servers-zone policy
guest-allow-accessmatch application any

user@host# set from-zone public-zone to-zone servers-zone policy
guest-allow-accessmatch source-identity “global\guest”

user@host# set from-zone public-zone to-zone servers-zone policy
guest-allow-access then permit

8. Configure a security policy that denies users who belong to the guest-device-byod

group access to any servers in the servers-zone when they use their own devices.

[edit security policies]
user@host# set from-zone public-zone to-zone servers-zone policy
guest-deny-accessmatch source-address any destination-address any

user@host# set from-zone public-zone to-zone servers-zone policy
guest-deny-accessmatch application any

user@host# user@host# set from-zone public-zone to-zone servers-zone policy
guest-deny-accessmatch source-identity “global\guest-device-byod”

user@host# set from-zone public-zone to-zone servers-zone policy
guest-deny-access then deny

Results

From configuration mode, confirm your security policies configuration for integrated

ClearPass by entering the show security policies command.

If the output does not display the intended configuration, repeat the configuration

instructions in this example to correct it.

from-zonemarketing-zone to-zone servers-zone {
policy marketing-p1 {
match {
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source-address any;
destination-address any;
application any;
source-identity "global\marketing-access-for-pcs-limited-group";

}
then {
permit;

}
}
policy marketing-p2 {
match {
source-address any;
destination-addressmarketing-zone-protected;
application any;
source-identity "global\abew1";

}
then {
permit;

}
}
policy marketing-p0 {
match {
source-address any;
destination-address corporate-server;
application any;
source-identity "global\marketing-access-limited-grp";

}
then {
permit;

}
}
policy marketing-p3 {
match {
source-address any;
destination-address human-resources-server;
application any;
source-identity "global\sales-limited-group";

}
then {
permit;

}
}

}
from-zone accounting-zone to-zone servers-zone {
policy acct-cp-device {
match {
source-address any;
destination-address accounting-server;
application any;
source-identity "global\accounting-grp-and-company-device";

}
then {
permit;

}
}

}
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from-zone human-resources-zone to-zone servers-zone {
policy human-resources-p1 {
match {
source-address any;
destination-address corporate-server;
application any;
source-identity "global\corporate-limited";

}
then {
permit;

}
}

}
from-zone public-zone to-zone servers-zone {
policy guest-allow-access {
match {
source-address any;
destination-address public-server;
application any;
source-identity “global\guest”;

}
then {
permit;

}
}
policy guest-deny-access {
match {
source-address any;
destination-address any;
application any;
source-identity “global\guest-device-byod”;

}
then {
deny;

}
}

}

Verification

This section verifies the ClearPass authentication table contents after certain events

occur that cause some of its user authentication entries to bemodified. It also shows

how to ensure that the ClearPass authentication table has been deleted successfully

after you issue the delete command. It includes the following parts:

• Displaying the ClearPass Authentication Table Contents Before and After an

Authenticated User Logs Out of the Network on page 256

• Displaying the Authentication Table Contents Before and After a Referenced Security

Policy Is Deleted on page 256
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Displaying the ClearPass Authentication Table Contents Before and After an
Authenticated User Logs Out of the Network

Purpose Display the ClearPass authentication table contents when a specific, authenticated user

is logged in to the network and after the user logs out.

Action Enter theshowservicesuser-identificationauthentication-tableauthentication-source
authentication-sourcecommand for theClearPassauthentication table,which is referred
to as aruba-clearpass. Notice that the ClearPass authentication table includes an entry

for the user viki2.

show services user-identification authentication-table authentication-source
aruba-clearpass
Domain: GLOBAL
Total entries: 6
Source IP       Username       groups(Ref by policy)          state
203.0.113.21        viki2          accounting-grp-and-company-dev Valid
203.0.113.89        abew1          marketing-access-limited-grp   Valid
203.0.113.52        jxchan         marketing-access-for-pcs-limit Valid
203.0.113.53        lchen1         corporate-limited              Valid
203.0.113.54        guest1                                        Valid
203.0.113.55        guest2                                        Valid

Enter the same command again after viki2 logs out of the network. Notice that the

ClearPass authentication table no longer contains an entry for viki2.

Domain: GLOBAL
Total entries: 6
Source IP       Username       groups(Ref by policy)          state
203.0.113.89        abew1          marketing-access-limited-grp   Valid
203.0.113.52        jxchan         marketing-access-for-pcs-limit Valid
203.0.113.53        lchen1         corporate-limited              Valid
203.0.113.54        guest1                                        Valid
203.0.113.55        guest2                                        Valid

Displaying the Authentication Table Contents Before and After a Referenced
Security Policy Is Deleted

Purpose Display the ClearPass authentication table contents for a specific user—lchen1—who

belongs to a group that is referenced by a security policy. Delete that security policy, then

display the entry for that user again.
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Action Enter the showserviceuser-identificationauthentication-tableauthentication-source
user user-name command to display the ClearPass authentication table entry for a
specific user, lchen1. Notice that it includes the group corporate-limited.

show service user-identification authentication-table authentication-source user lchen1
Domain: GLOBAL
Source IP       Username       groups(Ref by policy)          state
203.0.113.53        lchen1         corporate-limited              Valid

The human-resources-p1 security policy source-identity field refers to the group

corporate-limited. As shownabove in theClearPassauthentication entry for him, the user

lchen1 belongs to that group. Here is the configuration for the human-resources-p1

referenced security policy:

from-zone human-resources-zone to-zone servers-zone {
    policy human-resources-p1 {
        match {
            source-address any;
            destination-address corporate-server;
            application any;
            source-identity "global\corporate-limited";
        }
        then {
            permit;
        }
    }
}

After youdelete thehuman-resources-p1 securitypolicy,whosesource-identityparameter

refers to the group called corporate-limited, enter the same command again. Notice that

the authentication entry for lchen1 does not contain the corporate-limited group.

show service user-identification authentication-table authentication-source aruba-clearpass
user lchen1
Domain: GLOBAL
Source IP       Username       groups(Ref by policy)          state
203.0.113.53        lchen1                                        Valid

Take a different approach in verifying the ClearPass authentication table state after the

modification. Display the entire table to verify that the group—corporate-limited—is not

included in any of the user entries. Note that if more than one user belonged to the

corporate-limited group, authentication entries for all of the affected users would not

show that group name.

Fromoperationalmode,enter theshowservicesuser-identificationauthentication-table
authentication-source aruba-clearpass command.

show services user-identification authentication-table authentication-source
aruba-clearpass
Domain: GLOBAL
Total entries: 6
Source IP       Username       groups(Ref by policy)          state
203.0.113.21        viki2          accounting-grp-and-company-dev Valid
203.0.113.89        abew1          marketing-access-limited-grp   Valid
203.0.113.52        jxchan         marketing-access-for-pcs-limit Valid
203.0.113.53        lchen1                                        Valid
203.0.113.54        guest1                                        Valid
203.0.113.55        guest2                                        Valid
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Related
Documentation

• Understanding the SRX Series Integrated ClearPass Authentication and Enforcement

Feature on page 213

• Understanding Enforcement of ClearPass User and Group Authentication on the SRX

Series Devices on page 231

• Understanding How ClearPass Initiates a Session and Communicates User

Authentication Information to the SRX Series Device Using theWeb API on page 217
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CHAPTER 23

Configuring the Integrated ClearPass
Authentication and Enforcement User
Query Function

• Understanding the Integrated ClearPass Authentication and Enforcement User Query

Function on page 259

• Example: Configuring the Integrated ClearPass Authentication and Enforcement User

Query Function on page 262

Understanding the Integrated ClearPass Authentication and Enforcement User Query
Function

This topic focuses on how you can obtain user authentication and identity information

for an individual userwhen that information is notposteddirectly to theSRXSeriesdevice

by the ClearPass Policy Manager (CPPM).

The SRX Series integrated ClearPass authentication and enforcement feature allows

the SRXSeries device and Aruba ClearPass to control access to protected resources and

the Internet fromwireless and wired devices. For this to occur, ClearPass sends user

authentication and identity information to the SRX Series device. The SRX Series device

stores the information in its ClearPass authentication table. To send this information,

usually the CPPM uses theWeb API (webapi) services implementation, which allows it

to make HTTP or HTTPS POST requests to the SRX Series device.

It can happen that the CPPM does not send user authentication information for a user,

for various reasons. When traffic from that user arrives at the SRX Series device, the

device cannot authenticate the user. If you configure the SRXSeries device to enable the

user query function, it can query the ClearPass webserver for authentication information

for an individual user. The SRX Series device bases the query on the IP address of the

user’s device, which it obtains from the user’s access request traffic.

If the user query function is configured, thequery process is triggeredautomaticallywhen

the SRX Series device does not find an entry for the user in its ClearPass authentication

tablewhen it receives traffic fromthat user requestingaccess toa resourceor the Internet.

The SRX Series device does not search its other authentication tables. Rather, it sends

a query to the CPPM requesting authentication information for the user.

Figure 25 on page 260 depicts the user query process. In this example:
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1. A user attempts to access a resource. The SRX Series device receives the traffic

requesting access. The SRX Series device searches for an entry for the user in its

ClearPass authentication table, but none is found.

2. The SRX Series device requests authentication for the user from the CPPM.

3. The CPPM authenticates the user and returns the user authentication and identity

information to the SRX Series device.

4. The SRX Series device creates an entry for the user in its ClearPass authentication

table, and grants the user access to the Internet.

Figure 25: The SRX Series ClearPass Integration User Query Function

You can control when the SRX Series device sends its requests automatically by

configuring the following twomechanisms:

• The delay-query-time parameter

Todetermine thevalue to set for thedelay-query-timeparameter, it helps tounderstand

the events and duration involved in how user identity information is transferred to the

SRXSeriesdevice fromClearPass, andhowthedelay-query-timeparameter influences

the query process.

A delay is incurred fromwhen the CPPM initially posts user identity information to the

SRX Series device using theWeb API to when the SRX Series device can update its

localClearPassauthentication tablewith that information.Theuser identity information

must first pass through the ClearPass device’s control plane and the control plane of

the SRX Series device. In other words, this process can delay when the SRX Series

device can enter the user identity information in its ClearPass authentication table.

While this process is taking place, traffic might arrive at the SRX Series device that is

generated by an access request from a user whose authentication and identity

information is in transit from ClearPass to the SRX Series device.

Rather than allow the SRX Series device to respond automatically by sending a user

query immediately, you can set a delay-query-time parameter, specified in seconds,

that allows the SRXSeries device towait for a period of time before sending the query.
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After the delay timeout expires, the SRX Series device sends the query to the CPPM

and creates a pending entry in the Routing Engine authentication table. During this

period, the traffic matches the default policy and is dropped or allowed, depending on

the policy configuration.

NOTE: If therearemanyquery requests in thequeue, theSRXSeriesdevice
canmaintain multiple concurrent connections to ClearPass to increase
throughput. However, to ensure that ClearPass is not stressed by these
connections, the number of concurrent connections is constrained to no
more than 20 (<=20). You cannot change this value.

• A default policy, which is applied to a packet if the SRX Series device does not find an

entry for the user associated with the traffic in its ClearPass authentication table.

The system default policy is configured to drop packets. You can override this action

by configuring a policy that specifies a different action to apply to this traffic.

Table 24 on page 261 shows the effect on the user query function in regard to whether or

not Active Directory is enabled.

Table 24: Relationship Between User Query Function and Active Directory Authentication as
Processed by the CLI

CLI Check ResultClearPass User Query Function Is EnabledActive Directory Is Configured

PassNoNo

PassYesNo

PassNoYes

FailYesYes

To avoid the failure condition reflected in the bottom row of the table, youmust disable

either Active Directory or the user query function. If both are configured, the system

displays the following error message:

The priority of CP auth source is higher than AD auth source, and the CP user-query
 will shadow all AD features. Therefore, please choose either disabling CP 
user-query or not configuring AD.

In its response to the user query request, the ClearPass web server returns information

for theuser’s devicewhose IPaddresswasspecified in the request. This response includes

a time stamp, which is expressed in UTC (Coordinated Universal Time) as defined by

ISO 8601.

Here are some examples:

• 2016-12-30T09:30:10.678123Z

• 2016-12-30T09:30:10Z
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• 2016-06-06T00:31:52-07:00

Table 25 on page 262 shows the components that comprise a timestamp format.

Table 25: Time Stamp Components as Defined by ISO 8601

MeaningFormat Component

two-digit monthYYYY

two-digit day of monthDD

two-digits of hour (00 through 23)hh

two-digits of minutemm

two-digits of secondss

one or more digits representing a decimal fraction of a seconds

time zone designator: Z or +hh:mm or -hh:mmTZD

Related
Documentation

Example: Configuring the Integrated ClearPass Authentication and Enforcement User

Query Function on page 262

•

• Understanding the SRX Series Integrated ClearPass Authentication and Enforcement

Feature on page 213

• Understanding How ClearPass Initiates a Session and Communicates User

Authentication Information to the SRX Series Device Using theWeb API on page 217

• Example: Configuring the SRXSeries Integrated ClearPass Feature to Allow theDevice

to Receive User Authentication Data from ClearPass on page 220

Example: Configuring the Integrated ClearPass Authentication and Enforcement User
Query Function

This example covers how to configure the SRX Series device to enable it to query Aruba

ClearPassautomatically for user authenticationand identity information for an individual

user when that information is not available.

NOTE: The user query function is supplementary to theWeb API method of
obtaining user authentication and identity information, and it is optional.

• Requirements on page 263

• Overview on page 263

• Configuration on page 266

• Verification on page 269
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Requirements

This section defines the software and hardware requirements for the overall topology

that includes user query requirements. See Figure 27 on page 266 for the topology. For

details on the user query process, see Figure 26 on page 264.

The hardware and software components are:

• ArubaClearPass (CPPM).TheCPPM is configured touse its local authentication source

to authenticate users.

NOTE: It is assumed that theCPPM is configured toprovide theSRXSeries
device with user authentication and identity information, including the
username, a list of the names of any groups that the user belongs to, the
IP addresses of the devices used, and the device posture token.

• SRX Series device running Junos OS that includes the integrated ClearPass feature.

• A server farm composed of six servers, all in the servers-zone:

• marketing-server-protected (203.0.113.23 )

• human-resources-server (203.0.113.25 )

• accounting-server (203.0.113.72)

• public-server (203.0.113.91)

• corporate-server (203.0.113.71)

• sales-server (203.0.113.81)

• AC 7010 Aruba Cloud Services Controller running ArubaOS.

• Aruba AP wireless access controller running ArubaOS.

The Aruba AP is connected to the AC7010.

Wireless users connect to the CPPM through the Aruba AP.

• Juniper Networks EX4300 switch used as the wired 802.1 access device.

Wired users connect to the CPPM using the EX4300 switch.

• Six end-user systems:

• Three wired network-connected PCs running Microsoft OS

• Two BYOD devices that access the network through the Aruba AP access device

• One wireless laptop running Microsoft OS

Overview

You can configure the user query function to enable the SRX Series device to obtain

authenticated user identity information from the CPPM for an individual user when the
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SRX Series device’s ClearPass authentication table does not contain an entry for that

user. The SRX Series device bases the query on the IP address of the user’s device that

generated the traffic issuing from the access request.

There are a number of reasons why the SRX Series device might not already have

authentication information from the CPPM for a particular user. For example, it can

happen that a user has not already been authenticated by the CPPM. This condition

could occur if a user joined the network through an access layer that is not on amanaged

switch or WLAN.

The user query function provides ameans for the SRX Series device to obtain user

authentication and identity information from the CPPM for a user for whom the CPPM

did not post that information to the SRXSeries device using theWebAPI.When the SRX

Series device receives an access request from a user for which there is not an entry in its

ClearPass authentication table, it will automatically query the CPPM for it if this function

is configured.

Figure26onpage264showstheuserquery flowprocess,whichencompassesthefollowing

steps:

1. A user attempts to access a resource. The SRX Series device receives the traffic

requesting access. The SRX Series device searches for an entry for the user in its

ClearPass authentication table, but none is found.

2. The SRX Series device requests authentication for the user from the CPPM.

3. The CPPM authenticates the user and returns the user authentication and identity

information to the SRX Series device.

4. The SRX Series device creates an entry for the user in its ClearPass authentication

table, and grants the user access to the Internet.

Figure 26: User Query Function Process

For details on the parameters that you can use to control when the SRX Series device

issues the query, see “Understanding the Integrated ClearPass Authentication and

Enforcement User Query Function” on page 259.
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NOTE: Youcanalsomanuallyquery theCPPMforauthentication information
for an individual user when this feature is configured.

The ClearPass endpoint API requires use of OAuth (RFC 6749) to authenticate and

authorizeaccess to it. For theSRXSeriesdevice tobeable toquery theCPPMfor individual

user authentication and authorization information, it must acquire an access token. For

this purpose, the SRX Series device uses the Client Credentials access token grant type,

which is one of the two types that ClearPass supports.

As administrator of the ClearPass PolicyManager (CPPM), youmust create an API client

on the CPPMwith the grant_type set to “client_credentials”. You can then configure the

SRX Series device to use that information to obtain an access token. Here is an example

of the message format for doing this:

curl https://{$Server}/api/oauth – – insecure – – data
“grant_type=client_credentials&client_id=Client2&client_secret=
m2Tvcklsi9je0kH9UTwuXQwIutKLC2obaDL54/fC2DzC"

A successful request from the SRX Series device to obtain an access token results in a

response that is similar to the following example:

{
“access_token”:”ae79d980adf83ecb8e0eaca6516a50a784e81a4e”,
“expires_in”:2880,
“token_type”:”Bearer”,
“scope”=nu;
}

Before the access token expires, the SRX Series device can obtain a new token using the

samemessage.

Topology

Figure27onpage266showstheoverall topology for thisdeployment,whichencompasses

the user query environment.
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Figure 27: Topology for theOverall Deployment that Includes User Query

Configuration

To enable and configure the user query function, perform these tasks:

• Configure the User Query Function (Optional) on page 267

• Manually Issuing a Query to the CPPM for Individual User Authentication Information

(Optional) on page 269

CLI Quick
Configuration

To quickly configure this example, copy the following statements, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the statements into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set services user-identification authentication-source aruba-clearpass user-query
web-server cp-webserver address 192.0.2.199

set services user-identification authentication-source aruba_clearpass user-query
ca-certificate RADUISServerCertificate.crt

set servicesuser-identificationauthentication-sourcearuba-clearpassuser-queryclient-id
client-1

set services user-identification authentication-source aruba-clearpass user-query
client-secret 7cTr13#

setservicesuser-identificationauthentication-sourcearuba-clearpassuser-query token-api
“api/aouth”

set services user-identification authentication-source aruba-clearpass user-query IP
addres“api/vi/insight/endpoint/ip/$IP$”
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Configure the User Query Function (Optional)

Step-by-Step
Procedure

Configure theuserquery function toallow theSRXSeriesdevice toconnectautomatically

to the ClearPass client to make requests for authentication information for individual

users.

The user query function supplements input from the CPPM sent using theWeb API. The

Web API daemon does not need to be enabled for the user query function to work. For

the user query function, the SRX Series device is the HTTP client. By it sends HTTPS

requests to the CPPM on port 443.

To enable the SRX Series device to make individual user queries automatically:

1. Configure Aruba ClearPass as the authentication source for user query requests,

and configure the ClearPass webserver name and its IP address. The SRX Series

device requires this information to contact the ClearPass webserver.

NOTE: Youmust specify aruba-clearpass as the authentication source.

[edit services user-identification]
user@host# set authentication-source aruba-clearpass user-query web-server
cp-webserver address 192.0.2.199

NOTE: You can configure only one ClearPass webserver.

Optionally, configure the port number and connection method, or accept the

following values for these parameters. This example assumes the default values.

• connect-method (default is HTTPS)

• port (by default, the SRX Series device sends HTTPS requests to the CPPM on

port 443

However, if you were to explicitly configure the connection method and port, you

would use these statements:

set services user-identification authentication-source aruba-clearpass user-query
web-server cp-webserver connect method <https/http>

set services user-identification authentication-source aruba-clearpass user-query
web-server cp-webserver port port-number

2. (Optional) Configure the ClearPass CA certificate file for the SRX Series device to

use to verify the ClearPass webserver. (The default certificate is assumed if none

is configured.)

[edit services user-identification]
user@host# set authentication-source aruba_clearpass user-query ca-certificate
RADUISServerCertificate.crt
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The ca-certificate enables the SRX Series device to verify the authenticity of the

ClearPass webserver and that it is trusted.

Before you configure the certificate, as administrator of the ClearPass device you

must take the following actions:

• Export theClearPasswebserver’s certificate fromCPPMand import thecertificate

to the SRX Series device.

• Configure the ca-certificate as the path, including its CA filename, as located on

the SRX Series device. In this example, the following path is used:

/var/tmp/RADUISServerCertificate.crt

3. Configure the client ID and the secret that the SRX Series device requires to obtain

an access token required for user queries.

[edit services user-identification]
user@host#setauthentication-sourcearuba-clearpassuser-queryclient-idclient-1
user@host# set authentication-source aruba-clearpass user-query client-secret
7cTr13#

The client ID and the client secret are required values. Theymust be consistentwith

the client configuration on the CPPM.

TIP: When you configure the client on the CPPM, copy the client ID and
secret to use in the SRX Series device configuration.

4. Configure the token API that is used in generating the URL for acquiring an access

token.

NOTE: Youmust specify the tokenAPI. It does not have a default value.

[edit services user-identification]
user@host# set authentication-source aruba-clearpass user-query
token-api “api/aouth”

In this example, the token API is api/oauth. It is combined with the

following information to generate the complete URL for acquiring an
access token https://192.0.2.199/api/oauth

• The connectionmethod is HTTPS.

• In this example, the IP address of the ClearPass webserver is
192.0.2.199.

5. Configure thequeryAPI touse forquerying individualuserauthenticationand identity

information.

[edit services user-identification]
user@host# set authentication-source aruba-clearpass user-query query-api
’api/vi/insight/endpoint/ip/$IP$’
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In this example, thequery-api isapi/vi/insight/endpoint/ip/$IP$. It is combinedwith

the URL https://192.0.2.199/api/oauth resulting in

https://192.0.2.199/api/oauth/api/vi/insight/endpoint/ip/$IP$.

The $IP variable is replacedwith the IP address of the end-user’s device for the user

whose authentication information the SRX Series is requesting.

6. Configure the amount of time in seconds to delay before the SRX Series device

sends the individual user query.

[edit services user-identification]
user@host#setauthentication-sourcearuba-clearpassuser-querydelay-query-time
10

Manually Issuing a Query to the CPPM for Individual User Authentication
Information (Optional)

Step-by-Step
Procedure

Configure the following statement tomanually request authentication information

for the user whose device’s IP address is 203.0.113.46.

•

root@device>request service user-identification authentication-source
aruba-clearpass user-query address 203.0.113.46

Verification

Use the followingprocedures toverify that theuserquery function isbehavingasexpected:

• Verifying That the ClearPassWebserver Is Online on page 269

• Enabling Trace and Checking the Output on page 269

• Determining If the User Query Function Is Executing Normally on page 270

• Determining If a Problem Exists by Relying on User Query Counters on page 270

Verifying That the ClearPassWebserver Is Online

Purpose Ensure that the ClearPass webserver is online, which is the first mean of verifying that

the user query request can complete successfully.

Action Enter theshowserviceuser-identificationauthentication-sourceauthentication-source
user-query status command to verify that ClearPass is online.

show service user-identification authentication-source aruba-clearpass user-query
status

Authentication source: aruba-clearpass
Web server Address: 192.0.2.199
Status: Online
Current connections: 0

Enabling Trace and Checking the Output

Purpose Display in the trace log any error messages generated by the user query function.
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Action Set the trace log file name and enable trace using the following commands:

set system services webapi debug-log trace-log-1
setservicesuser-identificationauthentication-sourcearuba-clearpasstraceoptionsflaguser-query

Determining If the User Query Function Is Executing Normally

Purpose Determine if there is a problemwith user query function behavior.

Action Check syslog messages to determine if the user query request failed.

If it failed, the following error message is reported:

LOG1: sending user query for IP <ip-address> to ClearPass web server failed. 
:reason

The reasonmight be “server unconnected” or “socket error”.

Determining If a Problem Exists by Relying on User Query Counters

Purpose Display the user query counters to home in on the problem, if one exists, by entering the

show service user-identification authentication-source authentication-source
user-query counters command.

NOTE: The timestamp returned by ClearPass in response to the user query
request canbe specified in any of the ISO8601 formats, including the format
that includes a time zone.

Action show service user-identification authentication-source aruba-clearpass user-query
counters

Authentication source: aruba-clearpass

    Web server Address: Address: ip-address
    Access token: token-string
    RE quest sent number: counter
    Routing received number: counter
    Time of last response: timestamp

Related
Documentation

• Understanding the Integrated ClearPass Authentication and Enforcement User Query

Function on page 259

• Understanding the SRX Series Integrated ClearPass Authentication and Enforcement

Feature on page 213

• Understanding How ClearPass Initiates a Session and Communicates User

Authentication Information to the SRX Series Device Using theWeb API on page 217
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CHAPTER 24

Configuring the Integrated ClearPass
Authentication Threat and Attack
Function

• Understanding How the Integrated ClearPass Feature Detects Threats and Attacks

and Notifies the CPPM on page 271

• SRX Series Threat and Attack Logs Sent to Aruba ClearPass on page 273

• Example: Configuring Integrated ClearPass to Filter and Rate-limit Threat and Attack

Logs on page 274

Understanding How the Integrated ClearPass Feature Detects Threats and Attacks
and Notifies the CPPM

The integratedClearPassauthenticationandenforcement featureallowsyou to integrate

yourSRXSeriesdevicewith theClearPassPolicyManager (CPPM)toobtainauthenticated

user identity information. It also allows the SRX Series device to send attack and threat

logs to the CPPM. This topic focuses on sending attack and threat logs to the CPPM.

When the SRX Series device features detect threat and attack events, the event is

recorded in theSRXSeries device event log. TheSRXSeries device uses syslog to forward

the logs to theCPPM.TheCPPMcanevaluate the logsand takeactionbasedonmatching

conditions. As administrator of ClearPass, you can use the information from the SRX

Series device and define appropriate actions on the CPPM to harden your security.

JunosOSon theSRXSeriesdevicegeneratesover 100different typesof logentries issued

bymore than 10 of its modules. Among the SRX Series device features that generate

threat and attack logs are SCREENS, IDP, and UTM. To avoid overburdening the SRX

Series device and the log server, the integrated ClearPass feature allows you to configure

the SRX Series device to send to the CPPM only attack and threat log entries that were

written to the event log in response to activity detected by the SCREENS, IDP, and UTM

security features.

You can set the following conditions to control the log transmission:

• A log stream filter to ensure that only threat and attack logs are sent.

• Arate limiter tocontrol the transmissionvolume.TheSRXSeriesdevice log transmission

will not exceed the rate-limiting conditions that you set.
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For the CPPM to analyze the log information that the SRX Series sends to it, the content

must be formatted in a standard, structuredmanner. The SRX Series log transmission

follows the syslog protocol, which has amessage format that allows vendor-specific

extensions to be provided in a structured way.

Here is an example of an attack log generated by IDP:

<14>1 2014-07-24T1358.362+08:00 bjsolar RT_IDP - IDP_ATTACK_LOG_EVENT 
[junos@2636.1.1.1.2.86 epoch-time="1421996988" message-type="SIG" 
source-address="192.0.2.66" source-port="32796" destination-address="192.0.2.76"
 destination-port="21" protocol-name="TCP" service-name="SERVICE_IDP" 
application-name="NONE" rule-name="1" rulebase-name="IPS" policy-name="idpengine"
 export-id="4641"repeat-count="0" action="NONE" threat-severity="MEDIUM" 
attack-name="FTPROOT" nat-source-address="0.0.0.0" nat-source-port="0" 
nat-destination-address="0.0.0.0" nat-destination-port="0" elapsed-time="0" 
inbound-bytes="0" outbound-bytes="0" inbound-packets="0" outbound-packets="0" 
source-zone-name="untrust" source-interface-name="ge-0/0/1.0" 
destination-zone-name="trust" destination-interface-name="ge-0/0/7.0" 
packet-log-id="0" alert="no" username="N/A" roles="N/A" message="-"]

Table 26onpage 272 uses the content of this example IDPattack log to identify the parts

of an attack log entry. See “SRX Series Threat and Attack Logs Sent to Aruba ClearPass”

on page 273 for further details on types of attack and threat logs.

Table 26: Attack Log Fields Using Example Log

ExampleFormatMeaningLog Entry Component

<14>1pri versionpri = LOG_USER + severity.
Version is always 1

Priority

2014-07-24T1358.362+08:00y-m-dThs.ms+time zone

• y = year

• m=month

• d = day

• T+hours

When the log was recorded
and in what time zone.

Time and Time Zone

bjsolarstring, hostnameName of the device from
which the event logwas sent.
This value is configuredby the
user.

Device/Host Name

SERVICE_IDPstring serviceSRXSeries feature that issued
the event log.

Service Name

NONEstring application-nameApplication that generated
the log entry.

Application Name

-pidProcess ID.

The process ID is not
meaningful in this context, so
pid is replaced by “-”.

The value “-” is a placeholder
for process ID.

PID
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Table 26: Attack Log Fields Using Example Log (continued)

ExampleFormatMeaningLog Entry Component

IDP_ATTACK_LOG_EVENTstring, log-name and tagLog ID name, error message
tag.

Errmsg Tag

-[ ]Log content enclosed in
square brackets.

Errmsg Tag Square Bracket

junos@2636.1.1.1.2.86junos@oidProduct ID provided by the
chassis daemon (chassisd).

OID

1421996988numberThe time when the log was
generated after the epoch.

Epoch Time

Related
Documentation

SRX Series Threat and Attack Logs Sent to Aruba ClearPass on page 273•

• Understanding How ClearPass Initiates a Session and Communicates User

Authentication Information to the SRX Series Device Using theWeb API on page 217

• Example: Configuring the Integrated ClearPass Authentication and Enforcement User

Query Function on page 262

SRX Series Threat and Attack Logs Sent to Aruba ClearPass

TheSRXSeries integratedClearPassauthenticationandenforcement featurecollaborates

with Aruba ClearPass in protecting a company’s resources against potential and actual

attacks through use of attack and threat event logs. These logs that are generated by

theSRXSeries SCREENS, IDP, andUTMcomponents clearly identify the types of attacks

and threats that threaten a company’s network security.

The SRX Series device filters from the overall log entries the logs that report on threat

and attack events, and it forwards these log entries to the ClearPass Policy Manager

(CPPM) to be used in assessing and enforcing the company’s security policy. The SRX

Series device transmits the logs in volumes determined by the rate-limiting conditions

that you set.

Table 27 on page 273 identifies the types of threat and attack log entries and the events

that they represent.

Table 27: Threat and Attack Log Entries Generated by SRX Series Components

DescriptionLog Type

ICMP attackRT_SCREEN_ICMP

RT_SCREEN_ICMP_LS

IP attackRT_SCREEN_IP

RT_SCREEN_IP_LS
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Table 27: Threat and Attack Log Entries Generated by SRX Series Components (continued)

DescriptionLog Type

TCP attackRT_SCREEN_TCP

RT_SCREEN_TCP_LS

TCP destination IP attackRT_SCREEN_TCP_DST_IP

RT_SCREEN_TCP_DST_IP_LS

TCP source IP attackRT_SCREEN_TCP_SRC_IP

RT_SCREEN_TCP_SRC_IP_LS

UDP attackRT_SCREEN_UDP

RT_SCREEN_UDP_LS

Virus infection

A virus was detected by the antivirus scanner.

AV_VIRUS_DETECTED_MT

AV_VIRUS_DETECTED_MT_LS

spam

The identified e-mail was detected to be spam.

ANTISPAM_SPAM_DETECTED_MT

ANTISPAM_SPAM_DETECTED_MT_LS

Application-level distributed denial of service (AppDDoS)
attack

The AppDDoS attack occurred when the number of client
transactionsexceededtheuser-configuredconnection, context,
and time binding thresholds.

IDP_APPDDOS_APP_ATTACK_EVENT

IDP_APPDDOS_APP_ATTACK_EVENT_LS

AppDDoS attack

The AppDDoS state transition occurred when the number of
application transactions exceeded the user-configured
connection or context thresholds.

IDP_APPDDOS_APP_STATE_EVENT

IDP_APPDDOS_APP_STATE_EVENT_LS

Attack discovered by IDP

IDP generated a log entry for an attack.

IDP_ATTACK_LOG_EVENT

IDP_ATTACK_LOG_EVENT_LS

Example: Configuring Integrated ClearPass to Filter and Rate-limit Threat and Attack
Logs

The SRX Series device can dynamically send to the ClearPass Policy Manager (CPPM)

information about threats and attacks identified by its security modules that protect

network resources. It detects attack and attack threats that pertain to the activity of

specific devices and their users, and it generates corresponding logs. To control this
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transmission, youmust configure the type of logs to be sent and the rate at which they

are sent. You can then use this information in setting policy rules on the CPPM to harden

your network security.

This example showshowtoconfigure theSRXSeries integratedClearPassauthentication

and enforcement feature to filter and transmit only threat and attack logs to the CPPM

and to control the volume and rate at which the SRX Series device transmits them.

• Requirements on page 275

• Overview on page 275

• Configuration on page 277

Requirements

The topology for this example uses the following hardware and software components:

• ArubaCPPMimplemented inavirtualmachine(VM)onaserver.TheCPPMisconfigured

to use its local authentication source to authenticate users.

• SRX Series device running Junos OS that includes the integrated ClearPass feature.

The SRX Series device is connected to the Juniper Networks EX4300 switch and to

the Internet. The SRX Series device communicates with ClearPass over a secure

connection.

• Juniper Networks EX4300 switch used as the wired 802.1 access device. The EX4300

Layer 2 switch connects the endpoint users to the network. The SRX Series device is

connected to the switch.

• Wired, network-connected PC running Microsoft OS. The system is directly connected

to the EX4300 switch.

Threat and attack logs are written for activity from these devices triggered by events

that the security features catch and protect against.

Overview

TheSRXSeries integratedClearPassauthenticationandenforcement featureparticipates

withArubaClearPass inprotecting your company’s resourcesagainst actual andpotential

attacks. TheSRXSeriesdevice informs theCPPMabout threats to yournetwork resources

and attacks against them through logs that it sends. You can then use this information

to assess configuration of your security policy on the CPPM. Based on this information,

you can harden your security in regard to individual users or devices.

To control the behavior of this feature, youmust configure the SRX Series device to filter

for attack and threat log entries and set rate-limiting conditions.

You can tune the behavior of this function in the following ways:

• Set a filter to direct the SRX Series device to send only threat and attack logs to the

CPPM. This filter allows you to ensure that the SRX Series device and the log server

do not need to handle irrelevant logs.

• Establish rate limit conditions to control the volume of logs that are sent.
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You set the rate-limit parameter to control the volume and rate that logs are sent. For

example, you can set the rate-limit parameter to 1000 to specify that a maximum of

1000 logs are sent to ClearPass in 1 second. In this case, if there is an attempt to send

1015 logs, the number of logs over the limit—15 logs, in this case—would be dropped.

The logs are not queued or buffered.

You can configure a maximum of three log streams with each individual log defined by

its destination, log format, filter, and rate limit. Log messages are sent to all configured

log streams. Each stream is individually rate-limited.

NOTE: To support rate-limiting on high-end platforms, logmessages are
sent out from the device’s local SPU at a divided rate. In the configuration
process, the Routing Engine assigns a divided rate to each SPU. The divided
rate is equal to the configured rate divided by the number of SPUs on the
device:

divided-rate = configured-rate/number-of-SPUs

Topology

Figure 28 on page 276shows the topology for this example.

Figure 28: Integrated ClearPass Authentication and Enforcement
Deployment Topology
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Configuration

This example covers how to configure a filter to select threat and attack logs to be sent

to ClearPass. It also covers how to set a rate limiter to control the volume of logs sent

during a given period. It includes these parts:

• Configuring Integrated ClearPass Authentication and Enforcement to Filter for Threat

and Attack Logs Sent to the CPPM on page 277

• Results on page 278

CLI Quick
Configuration

To quickly configure this example, copy the following statements, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the statements into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set security log stream threat-attack-logs host 203.0.113.47
set security logmode stream
set security log source-interface ge-0/0/1.0
set security log stream to_clearpass format sd-syslog
set security log stream to_clearpass filter threat-attack
set security log stream to_clearpass rate-limit 1000

Configuring Integrated ClearPass Authentication and Enforcement to Filter for
Threat and Attack Logs Sent to the CPPM

Step-by-Step
Procedure

Specify a name for the log stream and the IP address of its destination.

[edit security]

1.

user@host# set security log stream threat-attack-logs host 203.0.113.47

2. Set the log mode to stream.

[edit security]
user@host# set logmode stream

3. Set the host source interface number.

[edit security]
user@host#set log source-interface ge-0/0/1.0

4. Set the log stream to use the structured syslog format for sending logs to ClearPass

through syslog.

[ edit security]
user@host# set log stream to_clearpass format sd-syslog

5. Specify the type of events to be logged.

[edit security]
user@host# set log stream to_clearpass filter threat-attack

NOTE: This configuration ismutually exclusive in relation to the current
category set for the filter.
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6. Set rate limiting for this stream. The range is from 1 through 65,535.

This example specifies that up to 1000 logs per second can be sent to ClearPass.

When themaximum is reached, any additional logs are dropped.

[ edit security]
user@host# set log stream to_clearpass rate-limit 1000

Results

From configurationmode, confirm your configuration for interfaces by entering the show
interfaces command. If the output does not display the intended configuration, repeat
the instructions in this example to correct the configuration.

mode stream;
source-interface ge-0/0/1.0;
stream threat-attack-logs {
host {
203.0.113.47;

}
}
stream to_clearpass {
format sd-syslog;
filter threat-attack;
rate-limit {
1000;

}
}

Related
Documentation

• Understanding How the Integrated ClearPass Feature Detects Threats and Attacks

and Notifies the CPPM on page 271

• SRX Series Threat and Attack Logs Sent to Aruba ClearPass on page 273

• Understanding the SRX Series Integrated ClearPass Authentication and Enforcement

Feature on page 213

• Understanding How ClearPass Initiates a Session and Communicates User

Authentication Information to the SRX Series Device Using theWeb API on page 217
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PART 6

Configuration Statements and
Operational Commands

• Configuration Statements on page 281

• Operational Commands on page 483
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CHAPTER 25

Configuration Statements

• Access Configuration Statement Hierarchy on page 286

• Security Configuration Statement Hierarchy on page 290

• Services Configuration Statement Hierarchy on page 290

• System Configuration Statement Hierarchy on page 297

• [edit security firewall-authentication] Hierarchy Level on page 328

• [edit security policies] Hierarchy Level on page 328

• actions (Services SSL Proxy) on page 333

• active-directory-access on page 335

• active-directory-authentication-table on page 337

• address (Services) on page 338

• address (Services User Identification) on page 338

• admin-search on page 339

• application (Security Policies) on page 340

• application-services (Security Policies) on page 341

• assemble on page 342

• authentication-entry-timeout (Services User Identification) on page 342

• authentication-source (Services User Identification) on page 343

• authentication-source (Services User Identification Device Identity) on page 344

• banner (Access FTP HTTP Telnet Authentication) on page 345

• banner (AccessWeb Authentication) on page 345

• base-distinguished-name on page 346

• ca-certificate (Services User Identification) on page 347

• ca-profile (Services) on page 347

• captive-portal (Services UAC) on page 348

• captive-portal (Services UAC Policy) on page 348

• certficate (System Services) on page 349

• certificate-key (System Services) on page 350

• certificate-verification on page 351
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• client (System Services) on page 352

• client-id (Services User Identification) on page 352

• client-group on page 353

• client-idle-timeout (Access Profile) on page 353

• client-name-filter on page 354

• client-secret (Services User Identification) on page 354

• client-session-timeout (Access Profile) on page 355

• configuration-file on page 355

• connect-method (Services User Identification) on page 356

• count on page 356

• custom-ciphers on page 357

• debug-level (System Services) on page 358

• debug-log (System Services) on page 359

• default-certificate (System Services) on page 359

• default-profile on page 360

• delay-query-time (Services User Identification) on page 361

• distinguished-name (Access) on page 362

• domain-name (Access Profile) on page 362

• enable-flow-tracing (Services) on page 363

• enable-session-cache on page 363

• end-user-profile on page 364

• fail on page 365

• file (Services) on page 366

• files (Services) on page 366

• file (Services User Identification) on page 367

• file (System Logging) on page 368

• filter (Security) on page 370

• firewall-authentication on page 371

• firewall-authentication (Security) on page 372

• firewall-authentication (Security Policies) on page 373

• firewall-authentication (User Identification) on page 374

• firewall-authentication-service on page 374

• firewall-user on page 375

• flag (Services) on page 375

• from-zone (Security Policies) on page 376

• ftp (Access) on page 378

• group-profile (Access) on page 379
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• http (Access) on page 380

• http (Services) on page 381

• http (Services User Identification) on page 382

• http (System Services) on page 383

• https (Services) on page 384

• https (Services User Identification) on page 385

• https (System Services) on page 387

• infranet-controller on page 388

• interface (Services) on page 389

• interval (Services) on page 389

• ip-address (Access Profile) on page 390

• ip-user-mapping on page 391

• ldap-options on page 392

• ldap-server on page 393

• level (Services) on page 394

• level (Services User Identification) on page 394

• lifetime-seconds (Security IKE) on page 395

• link (Access) on page 395

• local-authentication-table on page 396

• log (Services) on page 397

• login (Access) on page 398

• match (Services) on page 398

• network (Access) on page 399

• no-remote-trace (Services) on page 399

• no-remote-trace (Services User Identification) on page 399

• no-user-query (Services User Identification) on page 400

• no-tls-certificate-check on page 400

• pass-through on page 401

• password (Access) on page 402

• password (Services) on page 402

• password (System Services) on page 403

• permit (Security Policies) on page 404

• pki-local-certificate (Services) on page 405

• policies on page 406

• pool (Access) on page 411

• port (Access LDAP) on page 412

• port (Services) on page 413
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• port (System Services) on page 414

• preferred-ciphers on page 415

• prefix (Access IPv6) on page 415

• priority (Security User Identification) on page 416

• protocol-version on page 417

• query-api (Services User Identification) on page 418

• radius-options (Access) on page 419

• radius-server (Access) on page 420

• range (Access) on page 421

• rate-limit (Security Log) on page 422

• redirect-traffic on page 423

• redirect-url on page 424

• retry (Access LDAP) on page 425

• retry (Access RADIUS) on page 425

• revert-interval (Access LDAP) on page 426

• revert-interval (Access RADIUS) on page 426

• root-ca (Services) on page 427

• routing-instance (Access LDAP) on page 427

• routing-instance (Access RADIUS) on page 428

• search on page 428

• search-filter on page 429

• secret (Access Profile) on page 429

• securid-server on page 430

• separator on page 431

• server-certificate (Services) on page 431

• server-certificate-subject on page 432

• session-options (Access Profile) on page 432

• size (Services) on page 433

• source-address (Access LDAP) on page 433

• source-address (Access RADIUS) on page 434

• source-end-user-profile on page 435

• source-address (Access RADIUS) on page 436

• source-identity-log (Security) on page 437

• ssl (Services) on page 438

• ssl-termination-profile on page 440

• success on page 440

• telnet (Access) on page 441
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• termination (Services) on page 442

• test-only-mode on page 442

• then (Security Policies) on page 443

• timeout (Access LDAP) on page 445

• timeout (Access RADIUS) on page 445

• timeout (Services) on page 446

• timeout-action on page 447

• tls-min-version on page 448

• tls-peer-name on page 448

• tls-timeout on page 449

• tls-type on page 450

• token-api (Services User Identification) on page 451

• to-zone (Security Policies) on page 452

• traceoptions (Access) on page 455

• traceoptions (Active Directory Access) on page 457

• traceoptions (Security Firewall Authentication) on page 459

• traceoptions (Services SSL) on page 460

• traceoptions (Services UAC) on page 462

• traceoptions (Services User Identification) on page 463

• trusted-ca (Services) on page 463

• uac-policy (Application Services) on page 464

• uac-service on page 465

• unified-access-control (Security) on page 466

• unified-access-control (Services) on page 467

• user-group-mapping on page 468

• user-identification (Services) on page 470

• webapi (System Services) on page 472

• webapi-clear-text (Security) on page 473

• webapi-ssl (Security) on page 473

• web-authentication on page 474

• web-authentication (Access) on page 475

• web-authentication (Interfaces) on page 476

• web-management (System Services) on page 477

• web-redirect on page 480

• web-redirect-to-https on page 481

• web-server (Services) on page 481
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• whitelist (Services) on page 482

• wins-server (Access) on page 482

Access Configuration Statement Hierarchy

Use the statements in theaccessconfigurationhierarchy to configureaccess to thedevice

and authentication methods, including address assignment and address pool, user and

firewall authentication, a group profile, LDAP options and LDAP server configuration, an

access profile, RADIUS options and RADIUS server configuration, and SecurID server

configuration.

access {
address-assignment {
neighbor-discovery-router-advertisement ndra-pool-name;
pool pool-name {
family {
inet {
dhcp-attributes {
boot-file boot file name;
boot-server boot server name;
domain-name domain name;
grace-period seconds;
maximum-lease-time seconds;
name-server address;
netbios-node-type type;
option dhcp option-identifier-code;
option-match {
option-82 {
circuit-idmatch-value;
remote-idmatch-value;

}
}
router IPv4 address;
server-identifier IP address;
tftp-server server name;
wins-server IPv4 address;

}
host hostname;
network network address;
range range-name {
high upper-limit;
low lower-limit;

}
xauth-attributes {
primary-dns IP address;
primary-wins IP address;
secondary-dns IP address;
secondary-wins IP address;

}
}
inet6 {
dhcp-attributes {
dns-server IPv6-address;
grace-period seconds;
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maximum-lease-time seconds;
option dhcp-option-identifier-code;
sip-server-address IPv6-address;
sip-server-domain-name domain-name;

}
prefix IPv6-network-prefix;
range range-name {
high upper-limit;
low lower-limit;
prefix-length delegated-prefix-length;

}
link pool-name;

}
}
address-pool pool-name {
address address or address prefix;
address-range {
high upper-limit;
low lower-limit;
mask network-mask;

}
primary-dns IP address;
primary-wins IP address;
secondary-dns IP address;
secondary-wins IP address;

}
domain {
delimiter delimiter;
map domain-map-name;
parse-direction (left-to-right | right-to-left)

}
firewall-authentication {
pass-through {
default-profile profile-name;
<ftp | http | telnet> {
banner {
fail string;
login string;
success string;

}
}

}
traceoptions {
file filename <files number> <match regular-expression>
<sizemaximum-file-size> <world-readable | no-world-readable>
flag flag;

}
web-authentication {
banner {
success string;

}
default-profile profile-name;

}
}
group-profile profile-name {
ppp {
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cell-overhead;
encapsulated-overhead;
framed-pool address-pool-name;
idle-timeout seconds;
interface-id interface-identifier;
keepalive seconds;
primary-dns IP address;
primary-wins IP address;
secondary-dns IP address;
secondary-dns IP address;

}
}
ldap-options {
assemble {
common-name common-name;

}
base-distinguished-name base-distinguished-name;
revert-interval seconds;
search {
admin-search {
distinguished-name distinguished-name;
password password;

}
search-filter filter-name;

}
}
ldap-server server-address {
port port-number;
retry attempts;
routing-instance routing-instance-name;
source-address source-address;
timeout seconds;

}
ppp-options {
compliance 2486;

}
profile profile-name {
accounting {
accounting-stop-on-access-deny;
accounting-stop-on-failure;
order [ radius ...]
statistics;

}
address-assignment pool pool-name;
authentication-order [ athentication-method1 authentication-method2 ... ]
client client-name {
chap-secret chap-secret;
client-group [ group-names ];
firewall-user {
password password;

}
no-rfc2486;
pap-password pap-password;
x-auth client-ip-address;
client-name-filter client-name {
count number;
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domain-name domain-name;
separator special-character;

}
ldap-options {
assemble {
common-name common-name;

}
base-distinguished-name base-distinguished-name;
revert-interval seconds;
search {
admin-search {
distinguished-name distinguished-name;
password password;

}
search-filter filter-name;

}
}
ldap-server server-address {
port port-number;
retry attempts;
routing-instance routing-instance-name;
source-address source-address;
timeout seconds;

}
radius-options {
revert-interval seconds;

}
radius-server server-address {
port port-number;
retry attempts;
routing-instance routing-instance-name;
secret password;
source-address source-address;
timeout seconds;

}
session-options {
client-group [group-names];
client-idle-timeoutminutes;
client-session-timeoutminutes;

}
}

}
radius-options {
revert-interval seconds;

}
radius-server server-address {
port port-number;
retry attempts;
routing-instance routing-instance-name;
secret password;
source-address source-address;
timeout seconds;

}
securid-server {
server-name configuration-file filepath;

}
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}

Related
Documentation

Junos OS Feature Support Reference for SRX Series and J Series Devices•

• Junos OS Security Configuration Guide

Security Configuration Statement Hierarchy

Use thestatements in the securityconfigurationhierarchy toconfigureactions, certificates,

dynamicvirtualprivatenetworks (VPNs), firewall authentication, flow, forwardingoptions,

group VPNs, Intrusion Detection Prevention (IDP), Internet Key Exchange (IKE), Internet

Protocol Security (IPsec), logging, Network Address Translation (NAT), public key

infrastructure (PKI), policies, resourcemanager, rules, screens, secure shell knownhosts,

trace options, user identification, unified threat management (UTM), and zones.

Statements that are exclusive to the SRX Series devices running Junos OS are described

in this section.

Related
Documentation

CLI User Guide•

• CLI Explorer

Services Configuration Statement Hierarchy

Use the statements in the services configuration hierarchy to configure application

identification, probes, and Unified Access Control.

services {
application-identification {
application application-name {
address-mapping address-name {
filter {
ip ip-address-and-prefix-length;
port-range {
tcp [port];
udp [port];

}
}

}
cacheable;
description;
icmp-mapping {
code number;
type number;

}
ip-protocol-mapping {
protocol number;

}
order number;
over protocol-type ;
priority [high | low];

}
application-group group-name {
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application-groups application-group-name;
applications application-name;

}
application-system-cache-timeout value;
download {
automatic {
interval hours;
start-time MM-DD.hh:mm;

}
url url;

}
enable-performance-modemax-packet-threshold number;
no-application-identification;
no-application-system-cache;
statistics {
intervalminutes;

}
traceoptions {
file {
filename ;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
level [all | error | info | notice | verbose | warning]
no-remote-trace;

}
}
captive-portal {
authentication-profile-name authentication-profile-name;
custom-options {
banner-message string;
footer-bgcolor hex-color-value;
footer-message string;
footer-text-color hex-color-value;
form-header-bgcolor hex-color-value;
form-header-message string;
form-header-text-color hex-color-value;
form-reset-label label name;
form-submit-label label name;
header-bgcolor hex-color-value;
header-logo filename;
header-message string;
header-text-color hex-color-value;
post-authentication-url url-string;

}
interface (all | interface-name) {
quiet-period seconds;
retries number-of-retries;
server-timeout seconds;
session-expiry seconds;
supplicant (multiple | single | single-secure);

}
secure-authentication (http | https);
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traceoptions {
file {
filename ;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;

}
}
flow-monitoring {
version9 {
template template-name {
flow-active-timeout seconds;
flow-inactive-timeout seconds;
ipv4-template;
ipv6-template;
option-refresh-rate {
packets packets;
seconds seconds;

}
template-refresh-rate {
packets packets;
seconds seconds;

}
}

}
}
ip-monitoring {
policy policy-name {
match {
rpm-probe [probe-name];

}
no-preempt ;
then {
interface interface-name (disable | enable);
preferred-route {
route destination-address {
next hop next-hop;
preferred-metricmetric;
}

routing-instances name;
}

}
}
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;
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}
}
rpm {
bgp {
data-fill data;
data-size size;
destination-port port;
history-size size;
logical-system logical-system-name <routing-instances routing-instance-name>;
moving-average-size number-of-samples;
probe-count count;
probe-interval seconds;
probe-type type;
routing-instances {
routing-instance-name;

}
test-interval seconds;

}
probe owner {
test test-name {
data-fill data;
data-size size;
destination-interface interface-name;
destination-port port;
dscp-code-point dscp-bits;
hardware-timestamp;
history-size size;
inet6-options {
source-address address;

}
moving-average-size number;
next-hop next-hop;
one-way-hardware-timestamp;
probe-count count;
probe-interval seconds;
probe-type type;
routing-instance instance-name;
source-address address;
target {
address ipv4-address;
url url;
inet6-address ipv6-address;
inet6-url url;

}
test-interval interval;
thresholds {
egress-timemicroseconds;
ingress-timemicroseconds;
jitter-egressmicroseconds;
jitter-ingressmicroseconds;
jitter-rttmicroseconds;
rttmicroseconds;
std-dev-egressmicroseconds;
std-dev-ingressmicroseconds;
std-dev-rttmicroseconds;
successive-loss count;
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total-loss count;
}
traps [ trap-names];

}
}

probe-limit number;
probe-server {
icmp {
destination-interface interface-name;

}
tcp {
destination-interface interface-name;
port port-number;

}
udp {
destination-interface interface-name;
port port-number;

}
}

service-device-pools {
pool pool-name {
interface service-device-name;

}
}
service-interface-pools {
pool pool-name {
interface service-interface-name;

}
}
ssl {
initiation {
profile profile-name {
actions {
ignore-server-auth-failure;

}
client-certificate;
custom-ciphers [cipher];
enable-flow-tracing;
enable-session-cache;
preferred-ciphers (custom |medium | strong | weak);
protocol-version (all | tls1 | tls11 | tls12);
trusted-ca (all | [ca-profile] );

}
}
proxy {
global-config {
session-cache-timeout seconds;

}
profile profile-name {
actions {
crl {
disable;
if-not-present (allow | drop);
ignore-hold-instruction-code;

}
disable-session-resumption;

Copyright © 2017, Juniper Networks, Inc.294

Authentication and Integrated User Firewalls Feature Guide for Security Devices



ignore-server-auth-failure;
logs {
all;
errors;
info;
sessions-allowed;
sessions-dropped;
sessions-ignored;
sessions-whitelisted;
warning;

}
renegotiation {
(allow | allow-secure | drop);

}
}
custom-ciphers [cipher];
enable-flow-tracing;
preferred-ciphers (custom |medium | strong | weak);
root-ca root-certificate;
trusted-ca (all | [ca-profile] );
whitelist [global-address-book-addresses];

}
}
termination {
profile profile-name {
custom-ciphers [cipher];
enable-flow-tracing;
enable-session-cache;
preferred-ciphers (custom |medium | strong | weak);
protocol-version (all | tls1 | tls11 | tls12);
server-certificate certificate-identifier;

}
}
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
level [brief | detail | extensive | verbose];
no-remote-trace;

}
}
unified-access-control {
captive-portal redirect-policy-name {
redirect-traffic (all | unauthenticated);
redirect-url redirect-url;

}
certificate-verification [ optional | required | warning ];
infranet-contoller host-name {
address ip-address;
ca-profile [ca-profile];
interface interface-name;
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password password;
port port-number;
server-certificate-subject subject;

}
interval seconds;
test-only-mode;
timeout seconds;
timeout-action (close | no-change | open);
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}
user-identification {
active-directory-access {
domain domain-name {
user username;
password password;

domain-controller domain-controller-name {
address domain-controller-address;

}
ip-user-mapping {
discovery-method {
wmi {
event-log-scanning-interval seconds;
initial-event-log-timespan hours;

}
}

}
user-group-mapping {
ldap {
address ip-address {
port port;

}
authentication-algorithm {
simple;

}
base base;
ssl;
user username {
password password;

}
}

}
}
authentication-entry-timeoutminutes;
filter {
include address;
exclude address;
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}
no-on-demand-probe;
wmi-timeout seconds;
traceoptions {
file file;
flag {
active-directory-authentication;
all;
configuration;
db;
ip-user-mapping;
ip-user-probe;
ipc;
user-group-mapping;
wmic;

}
level {
all;
error;
info;
notice;
verbose;
warning;

}
no-remote-trace;

}
}

wireless-wan {
adapter adapter-name {
adapter-type cx-bridge;
ip-address ip-address;
modem {
usb1 description description;
usb2 description description;
usb3 description description;

}
}

}
}

SystemConfiguration Statement Hierarchy

Use the statements in the system configuration hierarchy to configure system

management functions includingaddressesof theDomainNameSystem(DNS) servers;

device’s hostname, address, and domain name; health monitoring; interface filtering;

properties of thedevice’s auxiliary andconsoleports; security profiles for logical systems;

time zones and Network Time Protocol (NTP) properties; trace options; and user login

accounts, including user authentication and the root-level user account. Statement

descriptions that are exclusive to the SRXSeries devices running JunosOS are described

in this section.

system {
accounting {
destination {
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radius {
server server-address {
accounting-port port-number;
max-outstanding-requests number;
port number;
retry number;
secret password;
source-address address;
timeout seconds;

}
}
tacplus {
server server-address {
port port-number;
secret password;
single-connection;
source-address source-address;
timeout seconds;

}
}

}
events [change-log interactive-commands login];
traceoptions {
file {
filename;
files number;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}
allow-v4mapped-packets;
archival {
configuration {
archive-sites url {
password password;

}
transfer-interval interval;
transfer-on-commit;

}
}
arp {
aging-timerminutes;
gratuitous-arp-delay seconds;
gratuitous-arp-on-ifup;
interfaces {
interface name {
aging-timerminutes;

}
}
passive-learning;
purging;

}
authentication-order [password radius tacplus];
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auto-configuration {
traceoptions {
file {
filename;
files number;
match reqular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}
}
auto-snapshot;
autoinstallation {
configuration-servers {
url {
password password;

}
}
interfaces {
interface-name {
bootp;
rarp;

}
}
usb {
disable;

}
}
auto-snapshot;
backup-router {
address;
destination [network];

}
commit {
server {
commit-interval seconds;
days-to-keep-error-logs days;
maximum-aggregate-pool number;
maximum entries number;
traceoptions {
file {
filename;
files number;
microsecond-stamp;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}
synchronize;

}
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compress-configuration-files;
default-address-selection;
diag-port-authentication {
encrypted-password password;
plain-text-password;

}
domain-name domain-name;
domain-search [domain-list];
donot-disable-ip6op-ondad;
dump-device (boot-device | compact-flash | usb);
dynamic-profile-options {
versioning;

}
encrypt-configuration-files;
extensions {
providers {
provider-id {
license-type license deployment-scope [deployments];

}
}
resource-limits {
package package-name {
resources {
cpu {
priority number;
time seconds;

}
file {
core-size bytes;
open number;
size bytes;

}
memory {
data-sizembytes;
locked-inmbytes;
resident-set-sizembytes;
socket-buffersmbytes;
stack-sizembytes;

}
}

}
process process-ui-name {
resources {
cpu {
priority number;
time seconds;

}
file {
core-size bytes;
open number;
size bytes;

}
memory {
data-sizembytes;
locked-inmbytes;
resident-set-sizembytes;

Copyright © 2017, Juniper Networks, Inc.300

Authentication and Integrated User Firewalls Feature Guide for Security Devices



socket-buffersmbytes;
stack-sizembytes;

}
}

}
}

}
fips {
level (0 | 1 | 2 | 3 | 4);

}
host-name hostname;
inet6-backup-router {
address;
destination destination;

}
internet-options {
icmpv4-rate-limit {
bucket-size seconds;
packet-rate packets-per-second;

}
icmpv6-rate-limit {
bucket-size seconds;
packet-rate packets-per-second;

}
(ipip-path-mtu-discovery | no-ipip-path-mtu-discovery);
ipv6-duplicate-addr-detection-transmits number;
(ipv6-path-mtu-discovery | no-ipv6-path-mtu-discovery);
ipv6-path-mtu-discovery-timeoutminutes;
no-tcp-reset (drop-all-tcp | drop-tcp-with-syn-only);
no-tcp-rfc1323;
no-tcp-rfc1323-paws;
(path-mtu-discovery | no-path-mtu-discovery);
source-port upper-limit upper-limit;
(source-quench | no-source-quench);
tcp-drop-synfin-set;
tcp-mss bytes;

}
kernel-replication;
license {
autoupdate {
url url;
password password;
}
renew {
before-expiration number;
interval interval-hours;

}
traceoptions {
file {
filename ;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
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no-remote-trace;
}

}
location {
altitude feet;
building name;
country-code code;
floor number;
hcoord horizontal-coordinate;
lata service-area;
latitude degrees;
longitude degrees;
npa-nxx number;
postal-code postal-code;
rack number;
vcoord vertical-coordinate;

}
login {
announcement text;
class class-name {
access-end hh:mm;
access-start hh:mm;
allow-commands regular-expression;
allow-configuration regular-expression;
allow-configuration-regexps [regular-expression];
allowed-days [day];
deny-commands regular-expression;
deny-configuration regular-expression;
deny-configuration-regexps [regular-expression];
idle-timeoutminutes;
logical-system logical-system;
login-alarms;
login-script script;
login-tip;
permissions [permissions ];
security-role (audit-administrator | crypto-administrator | ids-administrator |
security-administrator);

}
deny-sources {
address [address-or-hostname];

}
message text;
}
password {
change-type (character-set | set-transitions);
format (des | md5 | sha1);
maximum-length length;
minimum-changes number;
minimum-length length;

}
retry-options {
backoff-factor seconds;
backoff-threshold number;
lockout-period time;
maximum-time seconds;
minimum-time seconds;
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tries-before-disconnect number;
}
user username {
authentication {
encrypted-password password;
load-key-file url;
plain-text-password;
ssh-dsa public-key;
ssh-rsa public-key;

}
class class-name;
full-name complete-name;
uid uid-value;

}
}
log-vital {
intervalminutes;
files days;
storage-limit percentage;
file-sizeMbytes;
add oid{
comment comment;

}
group {
operating;
idp;
storage;
cluster-counter;
screen zone-name;
spu spu-name;
}

}
max-configuration-rollbacks number;
max-configurations-on-flash number;
mirror-flash-on-disk;
name-server ip-address;
nd-maxmcast-solicit value;
nd-retrasmit-timer value;
no-compress-configuration-files;
no-debugger-on-alt-break;
no-multicast-echo;
no-neighbor-learn;
no-ping-record-route;
no-ping-time-stamp;
no-redirects;
no-saved-core-context;
ntp {
authentication-key key-number {
typemd5;
value password;

}
boot-server address;
broadcast broadcast-address {
key key;
ttl value;
version version;
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}
broadcast-client;
multicast-client {
address;

}
peer peer-address {
key key;
prefer;
version version;

}
server server-address {
key key;
prefer;
version version;

}
source-address source-address;
trusted-key [key-number];

}
pic-console-authentication {
encrypted-password password;
plain-text-password;

}
ports {
auxiliary {
disable;
insecure;
type (ansi | small-xterm | vt100 | xterm);

}
console {
disable;
insecure;
log-out-on-disconnect;
type (ansi | small-xterm | vt100 | xterm);

}
}
processes {
802.1x-protocol-daemon {
command binary-file-path;
disable;

}
adaptive-services {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
alarm-control {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
application-identification {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
application-security {
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command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
audit-process {
command binary-file-path;
disable;

}
auto-configuration {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
bootp {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
chassis-control {
disable;
failover alternate-media;

}
class-of-service {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
craft-control {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
database-replication {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
datapath-trace-service {
disable;
traceoptions {
file {
filename ;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}
}
dhcp {
command binary-file-path;
disable;

}
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dhcp-service {
disable;
failover (alternate-media | other-routing-engine);
interface-traceoptions {
file {
filename ;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}
traceoptions {
file {
filename ;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}
}
dialer-services {
disable;
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}
diameter-service {
disable;
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}
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}
disk-monitoring {
command binary-file-path;
disable;

}
dynamic-flow-capture {
command binary-file-path;
disable;

}
ecc-error-logging {
command binary-file-path;
disable;

}
ethernet-connectivity-fault-management {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
ethernet-link-fault-management {
command binary-file-path;
disable;

}
ethernet-switching {
command binary-file-path;
disable;

}
event-processing {
command binary-file-path;
disable;

}
fipsd {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
firewall {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
firewall-authentication-service {
disable;

}
forwarding {
command binary-file-path;
disable;

}
general-authentication-service {
disable;
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);
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}
flag flag;
no-remote-trace;

}
}
gprs-process {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
group-key-member {
disable;

}
group-key-server {
disable;

}
idp-policy {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
ilmi {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
inet-process {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
init {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
interface-control {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
ipmi {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
ipsec-key-management {
(disable | enable);

}
jsrp-service {
disable;

}
jtasktest {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);
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}
kernel-replication {
command binary-file-path;
disable;

}
l2-learning {
command binary-file-path;
disable;

}
l2cpd-service {
command binary-file-path;
disable;

}
lacp {
command binary-file-path;
disable;

}
lldpd-service {
command binary-file-path;
disable;

}
logical-system-mux {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
logical-system-service {
disable;
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}
mib-process {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
mobile-ip {
command binary-file-path;
disable;

}
mountd-service {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
mspd {
command binary-file-path;
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disable;
failover (alternate-media | other-routing-engine);

}
multicast-snooping {
command binary-file-path;
disable;

}
named-service {
disable;
failover (alternate-media | other-routing-engine);

}
neighbor-liveness {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
network-security {
disable;

}
network-security-trace {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
nfsd-service {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
ntp {
disable;
failover (alternate-media | other-routing-engine);

}
ntpd-service {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
peer-selection-service {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
periodic-packet-services {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
pgcp-service {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
pgm {
command binary-file-path;
disable;
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failover (alternate-media | other-routing-engine);
}
pic-services-logging {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
ppp {
command binary-file-path;
disable;

}
pppoe {
command binary-file-path;
disable;

}
process-monitor {
disable;
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
level (all | error |info |notice | verbose | warning);
no-remote-trace;

}
}
profilerd {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
r2cp {
command binary-file-path;
disable;

}
redundancy-interface-process {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
remote-operations {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
resource-cleanup {
disable;
traceoptions {
file {
filename;
files number;
match regular-expression;
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sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
level (all | error |info |notice | verbose | warning);
no-remote-trace;

}
}
routing {
disable;
failover (alternate-media | other-routing-engine);

}
sampling {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
sbc-configuration-process {
disable;
failover (alternate-media | other-routing-engine);
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}
sdk-service {
disable;
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
level (all | error |info |notice | verbose | warning);
no-remote-trace;

}
}
secure-neighbor-discovery {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
security-log {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

Copyright © 2017, Juniper Networks, Inc.312

Authentication and Integrated User Firewalls Feature Guide for Security Devices



}
send {
disable;

}
service-deployment {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
shm-rtsdbd {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
simple-mail-client-service {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
smtpd-service {
disable;

}
snmp {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
static-subscribers {
disable;

}
statistics-service {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
subscriber-management {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
subscriber-management-helper {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
system-health-management {
disable;

}
system-log-vital {
disable;

}
tunnel-oamd {
command binary-file-path;
disable;

}
uac-service {
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command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
usb-control {
command binary-file-path;
disable;

}
virtualization-service {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
vrrp {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}
wan-acceleration {
disable;
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}
watchdog {
enable;
disable;
timeout value;

}
web-management {
disable;
failover (alternatemedia | other-routing-engine);

}
wireless-lan-service {
disable;
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}
wireless-wan-service {
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disable;
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}

proxy {
password password;
port port-number;
server url;
username user-name;

}
radius-options {
attributes {
nas-ip-address nas-ip-address;
}

password-protocol mschap-v2;
}
radius-server server-address {
accounting-port number;
max-outstanding-requests number;
port number;
retry number;
secret password;
source-address source-address;
timeout seconds;

}
root-authentication {
encrypted-password password;
load-key-file url;
plain-text-password;
ssh-dsa public-key {
<from pattern-list>;

}
ssh-rsa public-key {
<from pattern-list>;

}
}
saved-core-context;
saved-core-files number;
scripts {
commit {
allow-transients;
direct-access;
file filename {
checksum (md5 | sha-256 | sha1);
optional;
refresh;
refresh-from url;
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source url;
}
refresh;
refresh-from url;
traceoptions {
file {
filename;
files number;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}
load-scripts-from-flash;
op {
file filename {
arguments name {
description text;

}
checksum (md5 | sha-256 | sha1);
command filename-alias;
description cli-help-text;
refresh;
refresh-from url;
source url;

}
no-allow-url;
refresh;
refresh-from url;
traceoptions {
file {
filename;
files number;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}
security-profile security-profile-name {

address-book {
maximum amount;
reserved amount;

}
appfw-profile {
maximum amount;
reserved amount;

}
appfw-rule {
maximum amount;
reserved amount;

}
appfw-rule-set {
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maximum amount;
reserved amount;

}
auth-entry {
maximum amount;
reserved amount;

}
cpu {
reserved percent;

}
dslite-softwire-initiator {
maximum amount;
reserved amount;

}
flow-gate {
maximum amount;
reserved amount;

}
flow-session {
maximum amount;
reserved amount;

}
idp-policy idp-policy-name;
logical-system logical-system-name;
nat-cone-binding {
maximum amount;
reserved amount;

}
nat-destination-pool {
maximum amount;
reserved amount;

}
nat-destination-rule {
maximum amount;
reserved amount;

}
nat-interface-port-ol {
maximum amount;
reserved amount;

}
nat-nopat-address {
maximum amount;
reserved amount;

}
nat-pat-address {
maximum amount;
reserved amount;

}
nat-pat-portnum {
maximum amount
reserved amount

}
nat-port-ol-ipnumber {
maximum amount;
reserved amount;

}
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nat-rule-referenced-prefix {
maximum amount;
reserved amount;

}
nat-source-pool {
maximum amount;
reserved amount;

}
nat-source-rule {
maximum amount;
reserved amount;

}
nat-static-rule {
maximum amount;
reserved amount;

}
policy {
maximum amount;
reserved amount;

}
policy-with-count {
maximum amount;
reserved amount;

}
root-logical-system;
scheduler {
maximum amount;
reserved amount;

}
zone {
maximum amount;
reserved amount;

}
}
security-profile-resources {
cpu-control;
cpu-control-target percent;

}
services {
database-replication {
traceoptions {
file {
filename ;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}
dhcp {
boot-file filename;
boot-server (address | hostname);
default-lease-time (infinite | seconds);
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domain-name domain-name;
domain-search dns-search-suffix;
maximum-lease-time (infinite | seconds);
name-server ip-address;
next-server ip-address;
optionoption-identifier-codearray type-name[ type-values ] | byte8-bit-value | flag
(false | off | on | true) | integer signed-32-bit-value | ip-address address | short
signed-16-bit-value | string text-string | unsigned-integer 32-bit-value |
unsigned-short 16-bit-value);

pool subnet-ip-address/mask {
address-range {
high address;
low address;

}
boot-file filename;
boot-server (address | hostname);
default-lease-time (infinite | seconds);
domain-name domain-name;
domain-search dns-search-suffix;
exclude-address ip-address;
maximum-lease-time (infinite | seconds);
name-server ip-address;
next-server ip-address;
option option-identifier-code array type-name [ type-values ] | byte 8-bit-value |
flag (false | off | on | true) | integer signed-32-bit-value | ip-address address |
short signed-16-bit-value | string text-string | unsigned-integer 32-bit-value |
unsigned-short 16-bit-value);

propagate-ppp-settings interface-name;
propagate-settings interface-name;
router ip-address;
server-identifier dhcp-server;
sip-server {
address ip-address;
name sip-server-name;

}
wins-server ip-address;

}
propagate-ppp-settings interface-name;
propagate-settings interface-name;
router ip-address;
server-identifier dhcp-server;
sip-server {
address ip-address;
name sip-server-name;

}
static-bindingmac-address;
traceoptions {
file {
filename ;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
level (all | error | info | notice | verbose | warning);
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no-remote-trace;
}
wins-server ip-address;

}
dhcp-local-server {
dhcpv6 {
authentication {
password password;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name;
interface-name;
logical-system-name;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix;

}
}
dynamic-profile {
profile-name;
aggregate-clients {
merge;
replace;

}
junos-default-profile;
use-primary dynamic-profile-name;

}
group group-name {
authentication {
password password;
username-include {
circuit-type;
client-id;
delimiter delimiter-character;
domain-name domain-name;
interface-name;
logical-system-name;
relay-agent-interface-id;
relay-agent-remote-id;
relay-agent-subscriber-id;
routing-instance-name;
user-prefix user-prefix;

}
}
dynamic-profile {
profile-name;
aggregate-clients {
merge;
replace;

}
junos-default-profile;
use-primary dynamic-profile;
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}
interface interface-name {
dynamic-profile {
profile-name;
aggregate-clients {
merge;
replace;

}
junos-default-profile;
use-primary dynamic-profile-name;

}
exclude;
overrides {
delegated-pool pool-name;
interface-client-limit number;
process-inform {
pool pool-name;

}
rapid-commit ;

}
service-profile service-profile-name
trace ;
upto interface-name;

}
liveness-detection {
failure-action {
clear-binding;
clear-binding-if-interface-up;
log-only;

}
method {
bfd {
detection-time {
thresholdmilliseconds;

}
holddown-interval interval;
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
session-mode (automatic | multihop | single-hop);
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (0 | 1 | automatic);

}
}
overrides {
delegated-pool pool-name;
interface-client-limit number;
process-inform {
pool pool-name;

}
rapid-commit ;

}

321Copyright © 2017, Juniper Networks, Inc.

Chapter 25: Configuration Statements



reconfigure {
attempts number;
clear-on-abort;
strict;
timeout number;
token token-name;
trigger {
radius-disconnect;

}
}
service-profile service-profile-name;

}
liveness-detection {
failure-action {
clear-binding;
clear-binding-if-interface-up;
log-only;

}
method {
bfd {
detection-time {
thresholdmilliseconds;

}
holddown-interval interval;
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
session-mode (automatic | multihop | single-hop);
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (0 | 1 | automatic);

}
}
overrides {
delegated-pool pool-name;
interface-client-limit number;
process-inform {
pool pool-name;

}
rapid-commit ;

}
reconfigure {
attempts number;
clear-on-abort;
strict;
timeout number;
token token-name;
trigger {
radius-disconnect;

}
}
service-profile service-profile-name;

}
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group group-name {
interface interface-name {
exclude;
upto upto-interface-name;

}
}

}
dns {

dns-proxy {
cache hostname inet ip-address;
default-domain domain-name {
forwarders ip-address;

}
interface interface-name;
propogate-setting (enable | disable);
view view-name {
domain domain-name {
forward-only;
forwarders ip-address;

}
match-clients subnet-address;

}
}

}
dnssec {
disable;
dlv {
domain-name domain-name trusted-anchor trusted-anchor;
}

secure-domains domain-name;
trusted-keys (key dns-key | load-key-file url);

forwarders {
ip-address;

}
max-cache-ttl seconds;
max-ncache-ttl seconds;
traceoptions {
category {
category-type;

}
debug-level level;
file {
filename;
files number;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
level (all | error | info | notice | verbose | warning);
no-remote-trace;

}
}
dynamic-dns {
client hostname {
agent agent-name;
interface interface-name;
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password server-password;
server server-name;
username user-name;

}
}
finger {
connection-limit number;
rate-limit number;

}
ftp {
connection-limit number;
rate-limit number;

}
netconf {
ssh {
connection-limit number;
port port-number;
rate-limit number;

}
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;
on-demand;

}
}
outbound-ssh {
client client-id {
address {
port port-number;
retry number;
timeout value;

}
device-id device-id;
keep-alive {
retry number;
time-out value;

}
reconnect-strategy (in-order |sticky);
secret secret;
services {
netconf;

}
}
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
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(world-readable | no-world-readable);
}
flag flag;
no-remote-trace;

}
}
service-deployment {
local-certificate certificate-name;
servers server-address {
port port-number;
security-options {
ssl3;
tls;

}
user user-name;

}
source-address source-address;
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}
ssh {
ciphers [cipher];
client-alive-count-max number;
client-alive-interval seconds;
connection-limit number;
hostkey-algorithm {
(ssh-dss | no-ssh-dss);
(ssh-ecdsa |no-ssh-ecdsa);
(ssh-rsa | no-ssh-rsa);

}
key-exchange [algorithm];
macs [algorithm];
max-sessions-per-connection number;
protocol-version {
v1;
v2;

}
rate-limit number;
root-login (allow | deny | deny-password);
(tcp-forwarding | no-tcp-forwarding);

}
subscriber-management {
enforce-strict-scale-limit-license;
gres-route-flush-delay;
maintain-subscriber interface-delete;
traceoptions {
file {
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filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}
subscriber-management-helper {
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}
telnet {
connection-limit number;
rate-limit number;

}
web-management {
control {
max-threads number;

}
http {
interface [interface-name];
port port-number;

}
https {
interface [interface-name];
local-certificate name;
pki-local-certificate name;
port port-number;
system-generated-certificate;

}
management-url url;
session {
idle-timeoutminutes;
session-limit number;

}
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
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level (all | error | info | notice | verbose | warning);
no-remote-trace;

}
}
xnm-clear-text {
connection-limit number;
rate-limit number;

}
xnm-ssl {
connection-limit number;
local-certificate name;
rate-limit number;

}
}
static-host-mapping hostname {
alias [host-name-alias];
inet [ip- address];
inet6 [ipv6- address];
sysid system-identifier;

}
syslog {
allow-duplicates;
archive {
binary-data;
files number;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
console {
(any | facility) severity;

}
file filename {
allow-duplicates;
archive {
archive-sites url {
password password;

}
(binary-data| no-binary-data);
files number;
sizemaximum-file-size;
start-time "YYYY-MM-DD.hh:mm";
transfer-intervalminutes;
(world-readable | no-world-readable);

}
structure-data {
brief;

}
(any | facility) severity;

}
host (hostname | other-routing-engine) {
(any | facility) severity;

}
log-rotate-frequencyminutes;
source-address source-address;
time-format {
millisecond;
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year;
}
user (username | *) {
(any | facility) severity;

}
}
tacplus-options {
(exclude-cmd-attribute | no-cmd-attribute-value);
service-name service-name;

}
tacplus-server server-address {
port port-number;
secret password;
single-connection;
source-address source-address;
timeout seconds;

}
time-zone (GMThour-offset | time-zone);
tracing {
destination-override {
syslog {
host address;
}

}
}
use-imported-time-zones;

}

[edit security firewall-authentication] Hierarchy Level

security {
firewall-authentication {
traceoptions {
flag flag;

}
}

}

Related
Documentation

Security Configuration Statement Hierarchy on page 290•

[edit security policies] Hierarchy Level

security {
policies {
default-policy (deny-all | permit-all);
from-zone zone-name to-zone zone-name {
policy policy-name {
description description;
match {
application {
[application];
any;

}
destination-address {
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[address];
any;
any-ipv4;
any-ipv6;
}

destination-address-excluded;
source-address {
[address];
any;
any-ipv4;
any-ipv6;
}

source-address-excluded;
source-identity {
[role-name];
any;
authenticated-user;
unauthenticated-user;
unknown-user;

}
}
scheduler-name scheduler-name;
then {
count {
alarm {
per-minute-threshold number;
per-second-threshold number;

}
}
deny;
log {
session-close;
session-init;

}
permit {
application-services {
application-firewall {
rule-set rule-set-name;

}
application-traffic-control {
rule-set rule-set-name;

}
gprs-gtp-profile profile-name;
gprs-sctp-profile profile-name;
idp;
redirect-wx | reverse-redirect-wx;
ssl-proxy {
profile-name profile-name;

}
uac-policy {
captive-portal captive-portal;

}
utm-policy policy-name;

}
destination-address {
drop-translated;

329Copyright © 2017, Juniper Networks, Inc.

Chapter 25: Configuration Statements



drop-untranslated;
}
firewall-authentication {
pass-through {
access-profile profile-name;
client-match user-or-group-name;
ssl-termination-profile profile-name;
web-redirect;
web-redirect-to-https;

}
user-firewall {
access-profile profile-name;
domain domain-name
ssl-termination-profile profile-name;

}
web-authentication {
client-match user-or-group-name;

}
}
services-offload;
tcp-options {
sequence-check-required;
syn-check-required;

}
tunnel {
ipsec-group-vpn group-vpn;
ipsec-vpn vpn-name;
pair-policy pair-policy;

}
}
reject;

}
}

}
global {
policy policy-name {
description description;
match {
application {
[application];
any;

}
destination-address {
[address];
any;
any-ipv4;
any-ipv6;

}
from-zone {
[zone-name];
any;

}
source-address {
[address];
any;
any-ipv4;
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any-ipv6;
}
source-identity {
[role-name];
any;
authenticated-user;
unauthenticated-user;
unknown-user;

}
to-zone {
[zone-name];
any;

}
}
scheduler-name scheduler-name;
then {
count {
alarm {
per-minute-threshold number;
per-second-threshold number;

}
}
deny;
log {
session-close;
session-init;

}
permit {
application-services {
application-firewall {
rule-set rule-set-name;

}
application-traffic-control {
rule-set rule-set-name;

}
gprs-gtp-profile profile-name;
gprs-sctp-profile profile-name;
idp;
redirect-wx | reverse-redirect-wx;
ssl-proxy {
profile-name profile-name;

}
uac-policy {
captive-portal captive-portal;

}
utm-policy policy-name;

}
destination-address {
drop-translated;
drop-untranslated;

}
firewall-authentication {
pass-through {
access-profile profile-name;
client-match user-or-group-name;
ssl-termination-profile profile-name;
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web-redirect;
web-redirect-to-https;

}
user-firewall {
access-profile profile-name;
domain domain-name
ssl-termination-profile profile-name;

}
web-authentication {
client-match user-or-group-name;

}
}
services-offload;
tcp-options {
initial-tcp-mssmss-value;
reverse-tcp-mssmss-value;
sequence-check-required;
syn-check-required;

}
}
reject;

}
}

}
policy-rematch;
policy-stats {
system-wide (disable | enable);

}
traceoptions {
file {
filename;
files number;
match regular-expression;
(no-world-readable | world-readable);
sizemaximum-file-size;

}
flag flag;
no-remote-trace;

}
}

}

Related
Documentation

Security Configuration Statement Hierarchy on page 290•

• Understanding Security Building Blocks for Security Devices

• Unified Threat Management Overview
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actions (Services SSL Proxy)

Syntax actions {
crl {
disable;
if-not-present (allow | drop);
ignore-hold-instruction-code;

}
disable-session-resumption;
ignore-server-auth-failure;
logs {
all;
errors;
info;
sessions-allowed;
sessions-dropped;
sessions-ignored;
sessions-whitelisted;
warning;

}
renegotiation {
(allow | allow-secure | drop);

}
}

Hierarchy Level [edit services ssl proxy profile profile-name]

Release Information Statement introduced in Junos OS Release 12.1X44-D10. The crl statement is supported

from 15.1X49-D30.

Description Specify the logging and traffic related actions.

Options crl—Specify the certificate revocation actions.•

• disable—Disable CRL verification.

• if-not-present—Specify actions for sessions.

• allow—Allow sessions when CRL information is not available.

• drop—Drop sessions when CRL information is not available.

• ignore-hold-instruction-code—Ignore the unconfirmed (on hold) revocation status,

and accept a certificate.

• disable-session-resumption—Disable session resumption.

• ignore-server-auth-failure—Ignore server authentication failure.

• log—Specify the logging actions.

• all—Log all events.

• errors—Log all error events.

• info—Log all information events.
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• sessions-allowed—Log SSL session allowed events after an error.

• sessions-dropped—Log only SSL session dropped events.

• sessions-ignored—Log session ignored events.

• sessions-whitelisted—Log SSL session whitelisted events.

• warning—Log all warning events.

• renegotiation—Specify the renegotiation options.

• allow—Allow secure and nonsecure renegotiation.

• allow-secure—Allow secure negotiation only.

• drop—Drop session on renegotiation request.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• SSL Proxy Overview on page 13

• Configuring SSL Proxy on page 23

• Enabling Debugging and Tracing for SSL Proxy on page 33
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active-directory-access

Syntax active-directory-access {
domain domain-name {
user username;
password password;

domain-controller domain-controller-name {
address domain-controller-address;

}
ip-user-mapping {
discovery-method {
wmi {
event-log-scanning-interval seconds;
initial-event-log-timespan hours;

}
}

}
user-group-mapping {
ldap {
authentication-algorithm {
simple;

}
ssl;
base base;
user name {
password password;

}
address ip-address {
port port;

}
}

}
}

}

Hierarchy Level [edit services user-identification]

Release Information Statement introduced in Junos OS Release 12.1X47-D10.

Description Identify the domain and domain controllers where the integrated user firewall feature is

implemented; configure the IP address-to-user mapping information and the

user-to-groupmapping information for accessing the LDAP server.

Options domain domain-name—Required. Name of the domain; the length of the name ranges

from 1 through 64 characters. The SRX Series device can have the integrated user

firewall feature configured in a maximum of two domains.

user username—Required. Active Directory account name.

Range: 1 through 64 characters.

password password—Required. Password of the Active Directory account.

Range: 1 through 128 characters.
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domain-controllerdomain-controller-name—Required.Nameof thedomaincontroller;

the length of the name can range from 1 through 64 characters. A maximum of

10 domain controllers can be configured.

addressdomain-controller-address—Required. IPaddressof thedomaincontroller.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• user-identification (Services) on page 470

• LDAP Functionality in Integrated User Firewall on page 150
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active-directory-authentication-table

Syntax active-directory-authentication-table {
priority priority;

}

Hierarchy Level [edit security user-identification authentication-source]

Release Information Statement introduced in Junos OS Release 12.1X47-D10.

Description An authentication table is generated by polling Active Directory domain controllers for

source identity information about active users. Each entry in the table correlates an

authenticated user with an IP address and associated user groups. That information is

used for matching in IP-based firewall policies. The user information must be retrieved

from the table before policy lookup can proceed and traffic is allowed to pass through

the firewall.

Options priority priority—Specify the priority of the Active Directory authentication table. The

priority determines the sequence for searching among various other authentication

tables to retrieve a user role. The priorities of the following tables are considered:

local authentication table, firewall authentication table, Active Directory

authentication table, and UAC authentication table.

Each authentication table is given a unique priority value. The lower the value, the

higher the priority. A table with priority 120 is searched before a table with priority

200. Setting the priority value of a table to 0 is equivalent to disabling the table and

eliminating it from the search sequence.

Range: A unique value from 0 through 65535.

Default: The default priority of the Active Directory authentication table is 125.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• authentication-source (Security)

• Overview of Integrated User Firewall on page 141

• Understanding User Role Firewalls

• Understanding the User Identification Table
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address (Services)

Syntax address ip-address;

Hierarchy Level [edit services unified-access-control infranet-controller hostname]

Release Information Statement introduced in Junos OS Release 9.4.

Description Specify the IP address of the IC Series device with which the SRX Series devices should

communicate.

This statement is required when you are configuring the SRX Series device to act as a

Junos OS Enforcer in a Unified Access Control (UAC) deployment. When deployed as a

Junos OS Enforcer, the SRX Series device enforces the policies that are defined on the

UAC’s IC Series device.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Understanding Unified Access Control on page 101

• Acquiring User Role Information from an Active Directory Authentication Server on

page 101

address (Services User Identification)

Syntax address (ip-address | hostname);

Hierarchy Level [edit services user-identification authentication-source aruba-clearpass user-query
web-server]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Configure for the integrated ClearPass authentication and enforcement feature the

address of the ClearPasswebserver that the SRX Series device communicateswith. The

SRXSeries device requests user authentication and identity information for an individual

user from theClearPasswebserverwhose address is configured. If you configure the user

query function, theSRXSeries device canobtain this information for a specific userwhen

it does not receive it from theClearPassPolicyManager throughWebAPIPOST requests.

Required Privilege
Level

services—To view this statement in the configuration

services-control—To add this statement to the configuration.
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admin-search

Syntax admin-search {
distinguished-name distinguished-name;
password password;

}

Hierarchy Level [edit access ldap-options search],
[edit access profile profile-name ldap-options search]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify that a Lightweight Directory Access Protocol (LDAP) administrator search is

performed. To perform an administrator search, youmust specify administrator

credentials, which are used in the bind as part of performing the search.

Options The remaining statements are explained separately.

Default: Anonymous search. To perform an administrator search, youmust specify

administrator credentials,whichareused in thebindaspart of performing the search.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.
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application (Security Policies)

Syntax application {
[application];
any;

}

Hierarchy Level [edit security policies from-zone zone-name to-zone zone-name policy policy-namematch]

[edit security policies global policy policy-namematch]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the IP or remote procedure call (RPC) application or set of applications to be

used as match criteria.

Options application-name-or-set—Name of the predefined or custom application or application

set used as match criteria.

any—Any predefined or custom applications or application sets.

NOTE: Acustomapplication thatdoesnotuseawell-knowndestination
port for the application will not be included in the any option, andmust

be named explicitly.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Policies Overview
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application-services (Security Policies)

Syntax application-services {
application-firewall {
rule-set rule-set-name;

}
application-traffic-control {
rule-set rule-set-name;

}
gprs-gtp-profile profile-name;
gprs-sctp-profile profile-name;
idp;
redirect-wx | reverse-redirect-wx;
ssl-proxy {
profile-name profile-name;

}
uac-policy {
captive-portal captive-portal;

}
utm-policy policy-name;

}

Hierarchy Level [edit security policies from-zone zone-name to-zone zone-name policy policy-name then
permit]

Release Information Statement modified in Junos OS Release 11.1.

Description Enable application services within a security policy.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Application Firewall Overview
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assemble

Syntax assemble {
common-name common-name;

}

Hierarchy Level [edit access ldap-options],
[edit access profile profile-name ldap-options]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify that a user’s LDAP distinguished name (DN) is assembled through the use of a

common name identifier, the username, and base distinguished name.

Options common-namecommon-name—Commonnameidentifierusedasaprefix for theusername

during the assembly of the user's distinguished name. For example, uid specifies “

user id,” and cn specifies “common name.”

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

authentication-entry-timeout (Services User Identification)

Syntax authentication-entry-timeoutminutes;

Hierarchy Level [edit services user-identification authentication-source aruba-clearpass]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Configure for the integrated ClearPass authentication and enforcement feature the

timeout interval after which idle entries in the ClearPass authentication table expire.

Options minutes––Timeout interval. The timout interval begins fromwhen theuser authentication

entry is added to the ClearPass authentication table. If a value of 0 is specified, the

entries will never expire.

Range: 10 through 1440minutes

Default: 30minutes

Required Privilege
Level

services—To view this statement in the configuration

services-control—To add this statement to the configuration.
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authentication-source (Services User Identification)

Syntax authentication-source name {
authentication-entry-timeoutminutes;
no-user-query;
traceoptions {

file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable |no-world-readable);

}
flag flag;
level level ;
no-remote-trace;

}
}

}

Hierarchy Level [edit services user-identification]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Configure ClearPass as the authentication source for the integrated ClearPass

authentication and enforcement feature. Youmust specify aruba-clearpass as the value

ofauthentication sourcename, followedby itsdefiningcharacteristics. Youcannot specify

the authentication source alone—that is, apart from its configuration parameters that

qualify it.

The ClearPass Policy Manager (CPPM), as the authentication source and client of the

SRX Series device HTTP server, initiates a connection to the SRX Series device using the

Web API that the SRX Series device exposes to it. The CPPM sends user authentication

and identity information to the SRX Series device across this connection using HTTP or

HTTPS POST request messages.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.
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authentication-source (Services User Identification Device Identity)

Syntax authentication-source authentication-source (active-directory | network-access-controller)

Hierarchy Level [edit services user-identification device-information]

Release Information Statement introduced in Junos OS Release 15.1X49-D70.

Description Specify the device identity authentication source. The integrated user firewall device

identity authentication feature enables you to control access to resources based on the

identity of the device and not that of the user of the device. Supported authentication

sources include Active Directory and third-party network access systems.

The SRX Series device obtains the device identity information for authenticated devices

fromtheauthenticationsource.After theSRXSeriesdeviceobtains thedevice information,

it creates a device identity authentication table to use to store device identity entries.

The SRX Series device searches the device identity authentication table for a device

matchwhen traffic issuing froma user’s device arrives at the SRXSeries device. If it finds

amatch, the SRX Series device searches for a matching security policy. If it finds a

matching security policy, the security policy’s action is applied to the traffic.

Options active-directory—Specifies Microsoft Active Directory as the authentication source.

The SRX Series device obtains the device identity information for authenticated

devices from Active Directory. It reads the Active Directory domain controller event

logs to obtain the IP addresses of devices logged into the domain and authenticated

byWindows.Then, for eachauthenticateddevice, it obtains fromtheActiveDirectory

LDAP server the names of the groups to which the device belongs, based on the IP

addresses of the devices.

network-access-controller—Specifies the authentication source as that of a third-party

network access controller (NAC) system. If your network environment is configured

for a NAC solution and you decide to take this approach, the NAC system sends the

device identity information to the SRXSeries device. The SRXSeries device exposes

a RESTful Web services API implementation that enables you to send the device

identity information to the SRX Series device in a formal XML structure. If you take

this approach, youmust verify that your NAC solution works with the SRX Series

device.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Understanding Access Control to Network Resources Based on Device Identity

Information on page 179

• Understanding theDevice IdentityAttributesandProfiles for the IntegratedUserFirewall

Device Identity Authentication Feature on page 182

• Understanding the Device Identity Authentication Table and Its Entries on page 186
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banner (Access FTP HTTP Telnet Authentication)

Syntax banner {
fail string;
login string;
success string;

}

Hierarchy Level [edit access firewall-authentication pass-through (ftp | http | telnet)]

Release Information Statement introduced in Junos OS Release 8.5.

HTTPS for Web authentication is supported on high-end SRX Series Services Gateways

from Junos OS Release 12.1X44-D10 and on SRX300, SRX320, SRX340, SRX345,

SRX550M, and SRX1500 Services Gateways from Junos OS Release 15.1X49-D40.

Description Configure the banners that appear to users during the FTP, HTTP, HTTPS, and Telnet

firewall authentication process. The banners appear during login, after successful

authentication, and after failed authentication.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Understanding Firewall Authentication Banner Customization on page 83

banner (AccessWeb Authentication)

Syntax banner {
success string;

}

Hierarchy Level [edit access firewall-authentication web-authentication]

Release Information Statement introduced in Junos OS Release 8.5.

Description Configure the banner that appears to users during theWeb authentication process. The

banner appears during login, after successful authentication, and after failed

authentication.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.
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base-distinguished-name

Syntax base-distinguished-name base-distinguished-name;

Hierarchy Level [edit access ldap-options],
[edit access profileprofile-name ldap-options]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify the base distinguished name (DN), which can be used in one of the following

ways:

• If you are using the assemble statement so that the user's distinguished name is being

assembled, the base distinguished name is appended to a username to generate the

user's distinguished name. The resulting distinguished name is used in the LDAP bind

call.

• If you are using the search statement so that the user's distinguished name is found

by a search, the search is restricted to the subtree of the base distinguished name.

Options base-distinguished-name—Series of basic properties that define the user. For example

in the base distinguished name o=juniper, c=us, where c stands for country, and o for

organization.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.
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ca-certificate (Services User Identification)

Syntax ca-certificate certificate-file;

Hierarchy Level [edit services user-identification authentication-source aruba-clearpass user-query https]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Specifies thecertificate file that theSRXSeriesdeviceuses to verify theClearpass server’s

certificate for theSSLconnection that is used for theuserquery function.As theClearPass

administrator, you must export the server’s certificate from the CPPM and import it to

the SRX Series device. Afterward, youmust configure the ca-certificate path and the

certificate filename on the SRX Series device. Here is an example:

’/var/tmp/RADIUSServerCertificate.crt’

This configuration is part of the Integrated ClearPass Authentication and Enforcement

feature user query function configuration. User query enables the SRX Series device to

query the ClearPass Policy Manager (CPPM) for authentication and identity information

for an individual user under certain circumstancewhen it doesnot receive that information

from the CPPM though theWeb API POST requests.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

ca-profile (Services)

Syntax ca-profile ca-profile;

Hierarchy Level [edit services unified-access-control infranet-controller hostname]

Release Information Statement introduced in Junos OS Release 9.4.

Description Specify the certificate authority (CA) of the certificate that the SRX Series device should

use in communications with an Infranet Enforcer. The SRX Series device uses the CA to

validate the IC Series UAC Appliance server certificate.

Use this statement if you have loaded certificates frommultiple certificate authorities

(CAs) onto your SRXSeries device and you need to configure the device to act as a Junos

OS Enforcer in a Unified Access Control (UAC) deployment. When deployed as a Junos

OS Enforcer, the SRX Series device enforces the policies that are defined on the UAC’s

IC Series appliance .

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.
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captive-portal (Services UAC)

Syntax captive-portal redirect-policy-name{
redirect-traffic (all | unauthenticated);
redirect-url redirect-url;

}

Hierarchy Level [edit services unified-access-control]

Release Information Statement introduced in Junos OS Release 10.2.

Description Specify the preconfigured security policy for captive portal on the Junos OS Enforcer to

enable the captive portal feature. The captive portal policy is configured as part of the

UAC policy.

By configuring the captive portal feature, you can redirect traffic destined for protected

resources to the IC Series device or to the URL you configure on the Junos OS Enforcer.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

captive-portal (Services UAC Policy)

Syntax captive-portal captive-portal-policy-name;

Hierarchy Level [edit security policies from-zone zone-name to-zone zone-name policy policy-name then
permit application-services uac-policy]

Release Information Statement introduced in Junos OS Release 10.2.

Description Create the captive portal policy in the UAC security policy. You use the captive portal

policy to configure the captive portal feature on the Junos OS Enforcer. By configuring

the captive portal feature, you can redirect traffic destined for protected resources to

the IC Series device or to the URL you configure on the Junos OS Enforcer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Policies Overview
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certficate (SystemServices)

Syntax certificate certificate-filename;

Hierarchy Level [edit system services webapi https]

Release Information Statement introduced in Junos OS release 12.3X48-D30.

Description Configures a custom certificate to be used for the Integrated ClearPass Authentication

and Enforcement featureWeb API (webapi) configuration when the HTTPS protocol is

configured.

When you configure theWeb API (webapi) function to use HTTPS, you can use the

default certificate, a custom one, or a certificate generated by the PKI local store.

If you configure a custom certificate, youmust configure a certificate key with it. Here is

an example of how to configure a certificate and certificate key:

set system services webapi https certificate /var/tmp/certificate.crt
set system services webapi https certificate-key /var/tmp/certificate.key

NOTE: TheWebAPI supports only thePEM format for the customcertificate
and certificate key.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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certificate-key (SystemServices)

Syntax certificate-key filename;

Hierarchy Level [edit system services webapi https]

Release Information Statement introduced in Junos OS release 12.3X48-D30.

Description Configures the filenameof the certificate key to usewith the specified customcertificate

for theWeb API (webapi) HTTPS configuration. A certificate key is required if a custom

certificate file is used.

NOTE: The Integrated ClearPass Authentication and Enforcement feature
Web API supports only the PEM format for the custom certificate and
certificate key.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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certificate-verification

Syntax certificate-verification [ optional | required | warning ]

Hierarchy Level [edit services unified-access-control]

Release Information Statement introduced in Junos OS Release 12.1.

Description This option determines whether server certificate verification is required when initiating

a connection between an SRX Series device and a Junos Pulse Access Control Service

in a UAC configuration. If no CA profile contains the certificate authority (CA) that signed

the configured server certificate for the Access Control Service, this option determines

whether the commit check should fail, a warning should be displayed, or the connection

should bemade without any warning.

NOTE: For strict security, this option should be reset to required, and the

proper CA certificate should be specified in the CA profile.

Options • optional—Certificate verification is not required. If the CA certificate is not specified in

the ca-profile option, the commit check passes and no warning is issued.

• required—Certificate verification is required. If the CA certificate is not specified in the

ca-profile option, an error message is displayed, and the commit check fails. Use this

option to ensure strict security.

Default: warning—Certificate verification is not required. Awarningmessage is displayed
during commit check if the CA certificate is not specified in the ca-profile option.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Understanding Communications Between the Junos OS Enforcer and the IC Series

UAC Appliance on page 93

• Understanding User Role Firewalls
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client (SystemServices)

Syntax client ip-address;

Hierarchy Level [edit system services webapi]

Release Information Statement introduced in Junos OS release 12.3X48-D30.

Description Configures the IP address of the client. For the Integrated ClearPass Authentication and

Enforcement featureWeb API daemon configuration, the client is the ClearPass Policy

Manager (CPPM).

The SRX SeriesWeb API daemon acts as an HTTP(S) server. The CPPM client sends

POST request messages containing user authentication and identity information to the

Web API daemon. The SRX Series device accepts information only from the configured

address of the client.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

client-id (Services User Identification)

Syntax client-id client-id;

Hierarchy Level [edit services user-identification authentication-source aruba-clearpass user-query]

Release Information Statement introduced in Junos OS release 12.3X48-D30.

Description Configures the client ID that the SRX Series device requires to obtain an access token

for the Integrated ClearPass Authentication and Enforcement user query function. The

client ID must be consistent with the API client configured on the CPPM.

The ClearPass endpoint API requires use of OAuth (RFC 6749) to authenticate and

authorize theSRXSeriesdeviceaccess. TheSRXSeriesdeviceuses theClientCredentials

grant type access token, which is one of the two types that ClearPass supports.

If it is configured, the user query function allows theSRXSeries device to query theCPPM

forauthenticationand identity informationabout individual userswhen it doesnot receive

this information from the CPPM through the SRX SeriesWeb API daemon (webapi).

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.
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client-group

Syntax client-group [ group-names ];

Hierarchy Level [edit access profile profile-name client client-name]
[edit access profile profile-name session-options]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify a list of client groups that the client belongs to. If the group list is not defined as

part of the client profile, the client group configured at the [edit access profile

session-options] hierarchy level is used.

Options group-names—Names of one or more groups the client belongs to, separated by

spaces—for example g1, g2, g3. The total length of the group name string cannot

exceed 256 characters.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

client-idle-timeout (Access Profile)

Syntax client-idle-timeoutminutes;

Hierarchy Level [edit access profile profile-name session-options]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify the grace period that begins after an authenticated user terminates all sessions

and connections. Authentication is not required if a new connection is initiated during

the grace period by the same user.

Options minutes—Number of minutes of idle time that elapse before the session is terminated.

Range: 10 through 255minutes

Default: 10 minutes

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.
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client-name-filter

Syntax client-name-filter client-name {
count number;
domain-name domain-name;
separator special-character;

}

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Define client-name-related restrictions. Clients whose names follow these restrictions

are authenticated on the server.

Options client-name—Name of the client.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide

client-secret (Services User Identification)

Syntax client-secret client-secret;

Hierarchy Level [edit ervices user-identification authentication-source aruba-clearpass user-query]

Release Information Statement introduced in Junos OS release 12.3X48-D30.

Description Configures the client secret used with the client ID that the SRX Series device requires

to obtain an access token for the Integrated ClearPass Authentication and Enforcement

userquery function.Theclient secretmustbeconsistentwith theclient secret configured

on the CPPM.

The ClearPass endpoint API requires use of OAuth (RFC 6749) to authenticate and

authorize SRX Series device access. The SRX Series device uses the Client Credentials

grant type access token, which is one of the two types that ClearPass supports.

If it is configured, the user query function allows theSRXSeries device to query theCPPM

forauthenticationand identity informationabout individual userswhen it doesnot receive

this information from the CPPM through the SRX SeriesWeb API daemon (webapi).

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.
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client-session-timeout (Access Profile)

Syntax client-session-timeoutminutes;

Hierarchy Level [edit access profile profile-name session-options]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify the amount of time after which user sessions are terminated, regardless of user

activity (also known as a forced or hard authentication timeout).

Options minutes—Number of minutes after which user sessions are terminated.

Range: 1 through 10,000minutes

Default: Off

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide

configuration-file

Syntax server-name configuration-file filepath;

Hierarchy Level [edit access securid-server]

Release Information Statement introduced in Release 9.1 of Junos OS.

Description Specify the path of the SecurID server configuration file. The file is copied on the devices

in some directory location—for example, /var/db/securid/sdconf.rec.

Options • server-name—Name of the SecurID authentication server.

• filepath—Path of the SecurID server configuration file.

Required Privilege
Level

secret—To view this statement in the configuration.

secret-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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connect-method (Services User Identification)

Syntax connect-method (http | https);

Hierarchy Level [edit services user-identification authentication-source aruba-clearpass user-query
web-server]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Configure the application protocol used for the SRX Series device connection to the

ClearPass Policy Manager (CPPM) for user query requests. You identify the connection

protocol as part of the configuration that identifies the CPPM server. The user query

function allows theSRXSeries device to request from theCPPMuser authentication and

identity information for an individual user.

Options HTTP—Protocol that the CPPM uses to connect to the SRX Series device.

HTTPS—Secure version of the protocol that the CPPMuses to connect to the SRXSeries

device.

Default: HTTPS—Theconnect-methodconfiguration isoptional. If it isnotconfigured,
HTTPS is assumed.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

count

Syntax count number;

Hierarchy Level [edit access profile profile-name client-name-filter client-name]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify the number of characters to be stripped from a client name, from right to left,

until the specified number of characters are deleted. The resulting name is sent to the

authentication server.

Options number—Number of characters to be stripped in a client name.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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custom-ciphers

Syntax custom-ciphers [ rsa-with-rc4-128-md5 RSA | 128bit rc4 | md5 hash rsa-with-rc4-128-sha
RSA | 128bit rc4 |sha hash rsa-with-des-cbc-sha RSA | des cbc | sha hash
rsa-with-3des-ede-cbc-shaRSA | 3des ede/cbc | shahash rsa-with-aes-128-cbc-shaRSA
| 128 bit aes/cbc | sha hash rsa-with-aes-256-cbc-sha RSA | 256 bit aes/cbc |sha hash
rsa-export-with-rc4-40-md5 RSA-export | 40 bit rc4 | md5 hash
rsa-export-with-des40-cbc-shaRSA-export |40bitdes/cbc | shahash rsa-with-null-md5
RSA | no symmetric cipher | md5 hash rsa-with-null-sha RSA | no symmetric cipher | sha
hash];

Hierarchy Level [edit services ssl proxy profile profile-name]
[edit services ssl termination profile profile-name]
[edit services ssl initiation profile profile-name]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Display the custom cipher list.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• SSL Proxy Overview on page 13

• Configuring SSL Proxy on page 23

• Enabling Debugging and Tracing for SSL Proxy on page 33
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debug-level (SystemServices)

Syntax debug-level level;

Hierarchy Level [edit system services webapi]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Specify the trace level for the integratedClearPass authentication andenforcementWeb

API daemon (webapi).

Options level—A flag that specifies the type of logs to be written to the log file for theWeb API

daemon (webapi).

alert—Matches alert messages.

crit—Matches critical messages.

emerg—Matches emergency messages.

error—Matches error messages.

notice—Matches notification messages.

warn—Matches warning messages.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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debug-log (SystemServices)

Syntax debug-log filename;

Hierarchy Level [edit system services webapi]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Specify the name of the log file to which trace messages for the integrated ClearPass

authentication and enforcementWeb API daemon (webapi) are written.

The debug level flag determines the kind of logs that are written to this file. Possible

values are:

alert—Matches alert messages.

crit—Matches critical messages.

emerg—Matches emergency messages.

error—Matches error messages.

notice—Matches notification messages.

warn—Matches warning messages.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

default-certificate (SystemServices)

Syntax default-certificate;

Hierarchy Level [edit system services webapi https]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Specify that the default certificate is to be used for the integrated ClearPass

authentication and enforcementWeb API daemon (webapi) HTTPS configuration. To

ensure security, the Junos OS default certificate key size is 2084 bits.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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default-profile

Syntax default-profile profile-name;

Hierarchy Level [edit access firewall-authentication pass-through]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify the authentication profile to use if no profile is specified in a policy.

Options profile-name—Name of the profile.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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delay-query-time (Services User Identification)

Syntax delay-query-time delay-time-in-seconds;

Hierarchy Level [edit services user-identification authentication-source aruba-clearpass user-query]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description If the CPPM does not send to the SRX Series device authentication and identity

information for a particular user, the SRX Series device can request that information for

the user if you configure the user query function.

Delays can occur fromwhen the CPPM initially posts user authentication information to

theSRXSeriesdevice towhen theSRXSeriesdeviceupdates itsClearPassauthentication

table with that information. In its transit, the user identity information must first pass

through the CPPMdevice’s control plane and the control plane of the SRX Series device.

During that period, traffic might arrive at the SRX Series device that is generated by an

access request from a user whose authentication and identity information is in transit

from the CPPM to the SRX Series device. Rather than allow the SRX Series device to

respond automatically by sending a user query request immediately, you can set the

delay time parameter specifying in seconds how long the SRX Series device should wait

before sending the request.

After the delay timeout expires, the SRX Series device sends the query to the CPPM and

creates a pending entry for the user in the Routing Engine authentication table. During

this period, any arriving trafficmatches the default policy whose action on the traffic you

can configure.

Options delay-time-in-seconds—Amountof time for theSRXSeriesdevice todelaybefore sending

queries to the Aruba ClearPass Policy Manager (CPPM) for authentication and

identity information for individual users

Range: 0 through 60 seconds

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.
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distinguished-name (Access)

Syntax distinguished-name distinguished-name;

Hierarchy Level [edit access ldap-options search admin-search],
[edit access profile profile-name ldap-options search admin-search]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify thedistinguishednameofanadministrativeuser. Thedistinguishedname isused

in the bind for performing the LDAP search.

Options distinguished-name—Set of properties that define the user. For example, cn=admin,

ou=eng, o=juniper, dc=net.

Required Privilege
Level

secret—To view this statement in the configuration.

secret-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide

domain-name (Access Profile)

Syntax domain-name domain-name;

Hierarchy Level [edit access profile profile-name client-name-filter client-name]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify adomainnamethatmustbe inaclient's nameduring theauthenticationprocess.

Options domain-name—Domain name thatmust be in a client name. The namemust not exceed

128 characters.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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enable-flow-tracing (Services)

Syntax enable-flow-tracing;

Hierarchy Level [edit services ssl proxy profile profile-name]
[edit services ssl termination profile profile-name]
[edit services ssl initiation profile profile-name]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Enable flow tracing for the profile.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• SSL Proxy Overview on page 13

• Configuring SSL Proxy on page 23

• Enabling Debugging and Tracing for SSL Proxy on page 33

enable-session-cache

Syntax enable-session-cache;

Hierarchy Level [edit services ssl termination profile profile-name]
[edit services ssl initiation profile profile-name]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Enable SSL session cache.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• SSL Proxy Overview on page 13

• Configuring SSL Proxy on page 23

• Enabling Debugging and Tracing for SSL Proxy on page 33
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end-user-profile

Syntax end-user-profile profile-name profile-name
domain-name domain-name;
{
attribute device-category {
string string-value;

}
attribute device-identity {
string string-value;

}
attribute device-vendor {
string string-value;

}
attribute device-type {
string string-value;

}
attribute device-os {
string string-value;

}
attribute device-os-version {
string string-value;
}

}

Hierarchy Level [edit services user-identification device-information]

Release Information Statement introduced in Junos OS 15.1X49-D70.

Description Specify the name of the device identity profile, also referred to as the end-user-profile,

and either one or more of its attributes or the name of the Active Directory domain to

which the device belongs.

The device identity profile is a key component of the SRX Series device identity feature,

which enables you to control access to network resources based on the identity of the

user’s device, not the identity of theuser of thedevice. Thedevice identity profile includes

the domain name and a collection of attributes that characterize the device.

NOTE: You cannot configure the device identity profile without specifying
either the domain that the device belongs to at least one of its attributes.

Options profile-name profile-name—Name of the device identity profile; for example,

marketing-west-coast. The profile is specified in the source-end-user-profile field of a

security policy.

•

• domaindomain-name—Nameof thedomain towhich thedevicebelongs; for example,

domain1.

• attribute device-identity string––Name given to the device, for example, my-device1.
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• attribute device-category string––Category of the device, for example, laptop.

• attribute device-vendor string—Name of the manufacturer of the device, for example,

Lenovo.

• attribute device-type string––Type of device; for example, ThinkPad.

• attribute device-os string-—Operating system running on the device; for example,

Windows.

• attribute device-os-version string-—Version of the operating system that is running on

the device; for example, 10.1.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Understanding Access Control to Network Resources Based on Device Identity

Information on page 179

• Understanding theDevice IdentityAttributesandProfiles for the IntegratedUserFirewall

Device Identity Authentication Feature on page 182

• Understanding the Device Identity Authentication Table and Its Entries on page 186

fail

Syntax fail string;

Hierarchy Level [edit access firewall-authentication pass-through default-profile profile-name (ftp | http |
telnet) banner]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify the banner that a client sees if the authentication process fails.

Options string—Banner text. Maximum length of themessage text is 250 characters. Enclose the

banner text within spaces or special characters—for example, quotation marks (”

“).

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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file (Services)

Syntax file file-name; {
files;
match;
no-world-readable size;
world-readable;

}

Hierarchy Level [edit services ssl traceoptions]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Specify the trace file information.

Options • files—Specify the maximum number of trace files. Range: 2 through 1000.

• match—Specify the regular expression for lines to be logged.

• no-world-readable size—Do not allow any user to read the log file.

• size—Specify the maximum trace file size. Range: 10,240 to 1,073,741,824.

• world-readable—Allow any user to read the log file.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSL Proxy on page 23

files (Services)

Syntax files files;

Hierarchy Level [edit services ssl traceoptions file file-name]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Specify the maximum number of trace files.

Options files—Specify the maximum number of trace files.

Range: 2 through 1000

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSL Proxy on page 23
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file (Services User Identification)

Syntax file {
filename
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}

Hierarchy Level [edit services user-identification authentication-source aruba-clearpass traceoptions]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Configure the name of the trace log file and its characteristics towhichmessages for the

behavior of the authentication source are logged. For the SRX Series device integrated

ClearPass authentication and enforcement feature, the authentication source is the

Aruba ClearPass Policy Manager (CPPM).

Options filename—Name of the log file.

filesmax-number-of-files—Specifies the maximum number of trace files.

Range: 2 through 1000

match regular-expression—Specifiesa regular expression thatdetermineswhich lines

are logged.

no-world-readable—Denies users the ability to read the log file.

size max-file-size—Specifies the trace file maximum file size.

Range: 10,240 through 1,073,741,824.

world-readable—Allows users to read the log file.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.
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file (System Logging)

Syntax file filename {
allow-duplicates;
any (alert | any | critical | emergency | error | info | none | notice | warning);
archive {
archive-sites {
url password;

}
(binary-data | no-binary-data);
files number;
size size;
start-time start-time;
transfer-interval transfer-interval;
(world-readable | no-world-readable);

}
authorization (alert | any | critical | emergency | error | info | none | notice | warning);
change-log (alert | any | critical | emergency | error | info | none | notice | warning);
conflict-log (alert | any | critical | emergency | error | info | none | notice | warning);
daemon (alert | any | critical | emergency | error | info | none | notice | warning);
dfc (alert | any | critical | emergency | error | info | none | notice | warning);
explicit-priority;
external (alert | any | critical | emergency | error | info | none | notice | warning);
firewall (alert | any | critical | emergency | error | info | none | notice | warning);
ftp (alert | any | critical | emergency | error | info | none | notice | warning);
interactive-commands(alert | any | critical | emergency |error | info |none |notice |warning);
kernel (alert | any | critical | emergency | error | info | none | notice | warning);
match "regular-expression";
ntp (alert | any | critical | emergency | error | info | none | notice | warning);
pfe (alert | any | critical | emergency | error | info | none | notice | warning);
security (alert | any | critical | emergency | error | info | none | notice | warning);
structured-data {
brief;

}
user (alert | any | critical | emergency | error | info | none | notice | warning);

}

Hierarchy Level [edit system syslog]

Release Information Statement introduced before Junos OS Release 12.1X47 for SRX Series.

Description Specify the file in which to log data.

Options filename—Specify the name of the file in which to log data.•

• allow-duplicates—Do not suppress the repeatedmessages.

• any—Specify all facilities information.

• alert—Specify the conditions that should be corrected immediately.

• critical—Specify the critical conditions.

• emergency—Specify the conditions that cause security functions to stop.

• error—Specify the general error conditions.
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• info—Specify the information about normal security operations.

• none—Do not specify any messages.

• notice—Specify the conditions that should be handled specifically.

• warning—Specify the general warning conditions.

• archive—Specify the archive file information.

• archive-sites—Specify a list of destination URLs for the archived log files.

• url—Specify the primary and failover URLs to receive archive files.

• binary-data—Mark file such that it contains binary data.

• no-binary-data—Do not mark the file such that it contains binary data.

• files—Specify the number of files to be archived. Range: 1 through 1000 files.

• size—Specify the size of files to be archived. Range: 65,536 through 1,073,741,824

bytes.

• world-readable—Allow any user to read the log file.

• no-world-readable—Do not allow any user to read the log file.

• start-time—Specify the start time for file transmission. Enter the start time in the

yyyy-mm-dd.hh:mm format.

• transfer-interval—Specify the frequency atwhich to transfer the files to archive sites.

• authorization—Specify the authorization system.

• change-log—Specify the configuration change log.

• conflict-log—Specify the configuration conflict log.

• daemon—Specify the various system processes.

• dfc—Specify the dynamic flow capture.

• explicit-priority—Include the priority and facility in messages.

• external—Specify the local external applications.

• firewall—Specify the firewall filtering system.

• ftp—Specify the FTP process.

• interactive-commands—Specify the commands executed by the UI.

• kernel—Specify the kernel information.

• match—Specify the regular expression for lines to be logged.

• ntp—Specify the NTP process.

• pfe—Specify the Packet Forwarding Engine.

• security—Specify the security-related information.
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• structured-data—Log themessages in structured log format.

• brief—Omit English language text from the end of the loggedmessage.

• user—Specify the user processes.

• info—Specify the informational messages.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

filter (Security)

Syntax filter threat-attack

Hierarchy Level [edit security log stream stream-name]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Configure the log stream filter to transmit only threat and attack logs to the ClearPass

Policy Manager (CPPM). The integrated ClearPass authentication and enforcement

feature sends to the CPPM threat and attack logs detected by the SRX Series device

security modules. You can use these reports to inform your approach to hardening the

CPPM security policy. Setting the log stream filter to threat-attack ensures that the SRX

Series device and the log server are not overburdened by irrelevant logs.

NOTE: Unlike forother features thatusea filter for logstreams, threat-attack
is the only log stream filter supported for integrated ClearPass. Therefore, it
is not shown here as an option.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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firewall-authentication

Syntax firewall-authentication {
pass-through {
default-profile profile-name;
ftp {
banner {
fail string;
login string;
success string;

}
}
http {
banner {
fail string;
login string;
success string;

}
telnet {
banner {
fail string;
login string;
success string;

}
}
traceoptions {
file {
filename;
files number;
flag flag;
match regular-expression;
no-remote-trace;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
}
web-authentication {
banner {
success string;

}
default-profile profile-name;

}
}

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Release 8.5.

Description Configuredefault firewall authentication settingsusedby firewall authenticationpolicies

that restrict and permit access of firewall users to protected resources behind a firewall.

Options The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Dynamic VPN Overview

• Firewall User Authentication Overview on page 9

firewall-authentication (Security)

Syntax firewall-authentication {
traceoptions {
flag flag;

}
}

Hierarchy Level [edit security]

Release Information Statement introduced in Junos OS Release 8.5.

Description Define data-plane firewall authentication tracing options.

Options • flag—Trace operation to perform. To specify more than one trace operation, include

multiple flag statements.

• all—Enable all tracing operations.

• authentication—Trace data-plane firewall authentication events.

• proxy—Trace data-plane firewall authentication proxy events.

• detail—Display moderate amount of data.

• extensive—Display extensive amount of data.

• terse—Display minimum amount of data.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9

• Understanding Logical System Firewall Authentication
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firewall-authentication (Security Policies)

Syntax firewall-authentication {
pass-through {
access-profile profile-name;
client-match user-or-group-name;
ssl-termination-profile profile-name;
web-redirect;
web-redirect-to-https;

}
user-firewall {
access-profile profile-name;
domain domain-name
ssl-termination-profile profile-name;

}
web-authentication {
client-match user-or-group-name;

}
}

Hierarchy Level [edit security policies from-zone zone-name to-zone zone-name policy policy-name then
permit]

Release Information Statement introduced in Junos OS Release 8.5.

Support added for the user-firewall option in Junos OS Release 12.1X45-D10.

Support for the ssl-termination-profile andweb-redirect-to-https options added on

high-end SRX Series Services Gateways starting from Junos OS Release 12.1X44-D10

and on vSRX, SRX300, SRX320, SRX340, SRX345, SRX550M, and SRX1500 Services

Gateways starting from Junos OS Release 15.1X49-D40.

Description Configure firewall authentication methods.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Understanding User Role Firewalls
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firewall-authentication (User Identification)

Syntax firewall-authentication priority priority;

Hierarchy Level [edit security user-identification authentication-source]

Release Information Statement introduced in Junos OS Release 12.1X45-D10. Support for disable option

dropped in Junos OS Release 12.1X47-D10.

Description Enables the firewall authentication table as an authentication source. The priority of this

tableamongotherauthentication tablesestablishes thesearchsequenceused to identify

user and role values.

Options priority—Auniquevaluebetween0and65535 thatdetermines thesequence for searching

multiple tables to retrieve a user role. Each table is given a unique priority value. The

lower the value, the higher the priority. A table with priority 120 is searched before a

table with priority 200.

Default: 150

Setting thepriority valueof the firewall authentication table to0 is equivalent todisabling

the table and eliminating it from the search sequence.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• authentication-source (Security)

• Understanding User Role Firewalls

firewall-authentication-service

Syntax firewall-authentication-service (enable | disable);

Hierarchy Level [edit system processes]

Release Information Statement introduced in Junos OS Release 8.5.

Description Enable or disable the firewall authentication service process.

Options • enable—Start the firewall authentication service process.

• disable—Stop the firewall authentication service process.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9
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firewall-user

Syntax firewall-user {
password password;

}

Hierarchy Level [edit access profile profile-name client client-name]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify a client as a firewall user and the associated password (encrypted).

Options password password—Password used by the firewall user during local authentication.

Range: 1 through 128 characters

Required Privilege
Level

secret—To view this statement in the configuration.

secret-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide

flag (Services)

Syntax flag (all | cli-configuration | initiation | proxy | selected-profile | termination);

Hierarchy Level [edit services ssl traceoptions]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Specify the tracing flag parameters.

Options • all—Trace all the parameters.

• cli-configuration—Trace CLI configuration events.

• initiation—Trace initiation service events.

• proxy—Trace proxy service events.

• selected-profile—Trace events for profiles with enable-flow-tracing set.

• termination—Trace termination service events.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSL Proxy on page 23
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from-zone (Security Policies)

Syntax from-zone zone-name to-zone zone-name {
policy policy-name {
description description;
match {
application {
[application];
any;

}
destination-address {
[address];
any;
any-ipv4;
any-ipv6;

}
source-address {
[address];
any;
any-ipv4;
any-ipv6;

}
source-identity {
[role-name];
any;
authenticated-user;
unauthenticated-user;
unknown-user;

}
source-end-user-profile {
profile-name;

}
}
scheduler-name scheduler-name;
then {
count {
alarm {
per-minute-threshold number;
per-second-threshold number;

}
}
deny;
log {
session-close;
session-init;

}
permit {
application-services {
application-firewall {
rule-set rule-set-name;

}
application-traffic-control {
rule-set rule-set-name;

}
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gprs-gtp-profile profile-name;
gprs-sctp-profile profile-name;
idp;
redirect-wx | reverse-redirect-wx;
ssl-proxy {
profile-name profile-name;

}
uac-policy {
captive-portal captive-portal;

}
utm-policy policy-name;

}
destination-address {
drop-translated;
drop-untranslated;

}
firewall-authentication {
pass-through {
access-profile profile-name;
client-match user-or-group-name;
ssl-termination-profile profile-name;
web-redirect;
web-redirect-to-https;

}
user-firewall {
access-profile profile-name;
domain domain-name
ssl-termination-profile profile-name;

}
web-authentication {
client-match user-or-group-name;

}
}
services-offload;
tcp-options {
initial-tcp-mssmss-value;
reverse-tcp-mssmss-value;
sequence-check-required;
sequence-check-required;
syn-check-required;

}
tunnel {
ipsec-group-vpn group-vpn;
ipsec-vpn vpn-name;
pair-policy pair-policy;

}
}
reject;

}
}

}

Hierarchy Level [edit security policies]
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Release Information Statement introduced in Junos OS Release 8.5. Support for the services-offload option

added in Junos OS Release 11.4. Support for the source-identity option added in Junos

OSRelease 12.1. Support for thedescriptionoptionadded in JunosOSRelease 12.1. Support

for the ssl-termination-profile andweb-redirect-to-https options added in Junos OS

Release 12.1X44-D10. Support for the user-firewall option added in Junos OS Release

12.1X45-D10. Support for the initial-tcp-mss and reverse-tcp-mss options added in Junos

OS Release 12.3X48-D20.

Description Specify a source zone and destination zone to be associated with the security policy.

Options • from-zone zone-name—Name of the source zone.

• to-zone zone-name—Name of the destination zone.

The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Policies Overview

• Understanding Security Policy Rules

• Understanding Security Policy Elements

ftp (Access)

Syntax ftp {
banner {
fail string;
login string;
success string;

}
}

Hierarchy Level [edit access firewall-authentication pass-through]

Release Information Statement introduced in Junos OS Release 8.5.

Description Configure banners for the FTP login prompt, successful authentication, and failed

authentication.

Options The remaining statements are explained separately.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.
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group-profile (Access)

Syntax group-profile profile-name {
ppp {
cell-overhead;
encapsulated-overhead;
framed-pool address-pool-name;
idle-timeout seconds;
interface-id interface-identifier;
keepalive seconds;
primary-dns IP address;
primary-wins IP address;
secondary-dns IP address;
secondary-dns IP address;

}
}

Hierarchy Level [edit access]

Release Information Statement introduced in Release 10.4 of Junos OS.

Description Configure a group profile to define Point-to-Point Protocol (PPP) attributes. Any client

referencing the configured group profile inherits all the group profile attributes.

Options • ppp—Configure Point-to-Point Protocol (PPP) attributes.

• cell-overhead—Configure thesession touseAsynchronousTransferMode(ATM)-aware

egress shaping.

• framed-pool pool-name—Configure a framed-pool.

• idle-timeout—Configure the idle timeout for a user.

• interface-id—Configure the interface identifier.

• keep-alive—Configure the keepalive interval for an L2TP tunnel.

• primary-dns—Specify the primary-dns IP address.

• secondary-dns—Specify the secondary-dns IP address.

• primary-wins—Specify the primary-wins IP address.

• secondary-wins—Specify the secondary-wins IP address.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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http (Access)

Syntax http {
banner {
fail string;
login string;
success string;

}
}

Hierarchy Level [edit access firewall-authentication pass-through]

Release Information Statement introduced in Junos OS Release 8.5.

Description Configure banners for the HTTP login prompt, successful authentication, and failed

authentication.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9

• Obtaining Username and Role Information Through Firewall Authentication on page 11
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http (Services)

Syntax http {
interfaces [ interface-names ];
port port;

}

Hierarchy Level [edit system services web-management]

Release Information Statement introduced in Junos OS Release 8.5.

Description Unencrypted HTTP connection setting.

Options interfaces [ interface-names]—Name of one or more interfaces on which to allow the

HTTP service.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringHTTPSTraffic toTriggerPass-ThroughAuthenticationonpage43

• Example: Configuring HTTPS Traffic to Trigger Web Authentication on page 60

• Firewall User Authentication Overview on page 9
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http (Services User Identification)

Syntax http port port-number;

Hierarchy Level [edit services user-identification authentication-source name user-query web-server name
connect-method]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description ConfigureHTTPas theconnectionprotocol touse for theSRXSeries integratedClearPass

authentication and enforcement feature’s connection to the ClearPass Policy Manager

(CPPM)webserver for individual user authenticationqueries. You identify the connection

protocol as part of the configuration that identifies the CPPMwebserver (mutually

exclusive with HTTPS).

If the SRX Series devices does not find an authentication entry for a user in its local

ClearPass authentication table, it can query the Aruba ClearPass webserver for this

information.

NOTE: This configuration assumes that aruba-clearpass is specified as the
authentication source.

Options port-number—Port numbr to use for the HTTP connection protocol.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.
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http (SystemServices)

Syntax http port port-number;

Hierarchy Level [edit system services webapi]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Specify HTTPas the communication protocol for theWebAPI function of theSRXSeries

integrated ClearPass authentication and enforcement feature.

The SRX Series device exposes to the ClearPass Policy Manager (CPPM) theWeb API

for it to use to initiate a connection and then use that connection to send to the SRX

Series device user authentication and identity information.

This statement also specifies the port number to use for the HTTP connection. The port

number is optional.

NOTE: If you deploy HTTP along with aWebmanagement application, you
must ensure that they run on different service ports.

Options port-number—Port for HTTP to use for theWeb API function.

Default: 8080

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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https (Services)

Syntax https {
interfaces [ interface-names ];
local-certificate local-certificate-name;
pki-local-certificate pki-local-certificate-name;
port port;
system-generated-local-certificate name;

}

Hierarchy Level [edit system services web-management]

Release Information Statement introducedonhigh-endSRXSeriesServicesGateways, fromJunosOSRelease

12.1X44-D10andonvSRX,SRX300,SRX320,SRX340,SRX345,SRX550M,andSRX1500

Services Gateways starting from Junos OS Release 15.1X49-D40.

Description Encrypted HTTPS connections.

Options interface-names—Name of one or more interfaces on which to allow the HTTPS service.

local-certificate-name—Name of the X.509 certificate for a Secure Sockets Layer (SSL)

connection. An SSL connection is configured at the [edit security certificates local]

hierarchy.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example:ConfiguringHTTPSTraffic toTriggerPass-ThroughAuthenticationonpage43

• Example: Configuring HTTPS Traffic to Trigger Web Authentication on page 60

• Firewall User Authentication Overview on page 9
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https (Services User Identification)

Syntax https (
certificate local-certificate;
certificate-key local-certificate-key;
default-certificate;
pki-local-certificate certificate-name;
port port-number;

)

Hierarchy Level [edit services user-identification authentication-source name user-query web-server name
connect-method]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Configure HTTPS as the connection protocol used for the SRX Series connection to the

ClearPass Policy Manager (CPPM) for user query requests. You identify the connection

protocol as part of the configuration that identifies the CPPMwebserver.

The integrated ClearPass authentication and enforcement user query function allows

the SRX Series device to request from the CPPM user authentication and identity

information for an individual when the SRX Series ClearPass authentication table does

not contain that information.

NOTE: This configuration assumes that aruba-clearpass is specified as the
authentication source.

Options https—Use the encrypted HTTPS protocol. (Mutually exclusive with HTTP.)

Default: HTTPS

default-certificate—Use the default HTTPS certificate.

For security reasons, the HTTPS default-certificate key size 2048.

filename—Custom certificate file.

TheWebAPI supports only thePrivacy-EnhancedMail (PEM) format for the custom

certificate and certificate key configuration.

local-certificate-key—Web API daemon service certificate key. This parameter is required

if a custom service certificate file is configured.

pki-certificate—Use the local X.509 PKI certificate.

port-number—HTTPS service port.

Range: 1 through 65535.

Default: 8443

Required Privilege
Level

services—To view this statement in the configuration.
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services-control—To add this statement to the configuration.
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https (SystemServices)

Syntax https (
certificate local-certificate;
certificate-key local-certificate-key;
default-certificate;
pki-local-certificate certificate-name;
port port-number;

)

Hierarchy Level [edit system services webapi connect-method]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Specify HTTPS as the communication protocol for theWeb API function of the SRX

Series integratedClearPassauthenticationandenforcement feature.Whenyouconfigure

HTTPS, you specify the service certificate and certificate key. You can also specify the

port to be used.

TheWeb API daemon, acting as an HTTPS server, allows the ClearPass Policy Manager

(CPPM), acting as the client, to send POST request messages to it. The CPPM, which is

the authentication source for this feature, sends to the SRX Series device user

authentication and identity information.

NOTE: If you deploy HTTPSwith aWebmanagement application, ensure
that they run on different service ports.

Options https—Specifies use of the encrypted HTTPS protocol. (Mutually exclusive with HTTP.)

default-certificate—Configures theWeb API daemon (webapi) to use the default

HTTPS certificate.

Default: key size, 2048

filename—Configures theWeb API daemon to use the specified, custom certificate

file.

For certificate and certificate key configuration, theWeb API function supports

only the Privacy-Enhanced Mail (PEM) format.

local-certificate-key—Configures theWeb API daemon service certificate key. This

parameter is required if a custom service certificate file is configured.

certificate-name—Configures theWeb API daemon to use the local X.509 PKI

certificate.

port-number—Configures the HTTPS service port.

Range: For port number, 1 through 65,535.

Default: For port, 8443.
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Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

infranet-controller

Syntax infranet-contoller host-name {
address ip-address;
ca-profile [ca-profile];
interface interface-name;
password password;
port port-number;
server-certificate-subject subject;

}

Hierarchy Level [edit services unified-access-control ]

Release Information Statement introduced in Junos OS Release 9.4.

Description To configure an Infranet Controller, specify the hostname of the IC Series device with

which the SRX Series device should communicate. Possible values for this statement

range from 1 to 31 characters.

This statement is required when you are configuring the SRX Series device to act as a

Junos OS Enforcer in a Unified Access Control (UAC) deployment. When deployed as a

Junos OS Enforcer, the SRX Series device enforces the policies that are defined on the

UAC’s IC Series device.

Oneormore ICSeries devices canbeconfiguredas InfranetControllers on theSRXSeries

device.There isnomaximumnumberof ICSeriesdevices that canbeconfigured.However,

only one IC Series device can be active at any time. The others are failover devices. A

round-robin algorithm determines which of the configured IC Series devices is the active

Infranet Controller. If the active Infranet Controller becomes inoperative, the algorithm

is reapplied to the remaining IC Series devices that are configured to establish the new

active Infranet Controller.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9

Copyright © 2017, Juniper Networks, Inc.388

Authentication and Integrated User Firewalls Feature Guide for Security Devices

http://www.juniper.net/techpubs/content-applications/cli-explorer/junos/


interface (Services)

Syntax interface interface-name;

Hierarchy Level [edit services unified-access-control infranet-controller hostname]

Release Information Statement introduced in Junos OS Release 9.4.

Description Specify the SRX Series interface through which the IC Series device should connect.

This statement is required when you are configuring the SRX Series device to act as a

Junos OS Enforcer in a Unified Access Control (UAC) deployment. When deployed as a

Junos OS Enforcer, the SRX Series device enforces the policies that are defined on the

UAC’s IC Series device.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• port (Services) on page 413

• password (Services) on page 402

interval (Services)

Syntax interval seconds;

Hierarchy Level [edit services unified-access-control ]

Release Information Statement introduced in Junos OS Release 9.4.

Description Specify the value in seconds that the SRX Series device should expect to receive a

heartbeat signal from the IC Series device (default 30). This configuration statement is

used in conjunction with the timeout statement to test active communications with the

IC Series device. The value of the interval statement must be smaller than the value of

timeout statement.

Use this statement when you are configuring the SRX Series device to act as a Junos OS

Enforcer in a Unified Access Control (UAC) deployment. When deployed as a Junos OS

Enforcer, the SRX Series device enforces the policies that are defined on the UAC’s IC

Series device.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• timeout (Services) on page 446

• timeout-action on page 447
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ip-address (Access Profile)

Syntax ip-address address

Hierarchy Level [edit access profile name client name xauth]

Release Information Statement introduced in Release 10.4 of Junos OS.

Description Specify the IP address for the client.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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ip-user-mapping

Syntax ip-user-mapping {
discovery-method {
wmi {
event-log-scanning-interval seconds;
initial-event-log-timespan hours;

}
}

}

Hierarchy Level [edit services user-identification active-directory domain]

Release Information Statement introduced in Junos OS Release 12.1X47-D10.

Description Control how the SRX Series device accesses a domain controller in order tomonitor and

scansecurity event logson thedomaincontroller. Byparsing theevent log, theSRXSeries

gets IP address-to-user mappings. This process is part of the integrated user firewall

feature. The ip-user-mapping statement is optional becauseWMI is thedefault discovery

method and its properties have default values.

The other available method the SRX Series uses to retrieve address-to-user mapping

information is manual (on-demand) probing of a domain PC.

Options discovery-method—Method of discover IP address-to-user mappings.

wmi—Windows Management Instrumentation (WMI) is the discovery method used

to access the domain controller.

event-log-scanning-interval seconds—Optional. Interval atwhich theSRXSeries

scans the event log on the domain controller.

Range: 5 through 60 seconds

Default: 10 seconds

initial-event-log-timespanhours—Optional. Time of the earliest event log on the

domain controller that the SRX Series will initially scan. This argument

applies to the initial deploymentonly. AfterWMICand theuser identification

start working, the SRX Series scans only the latest event log.

Range: 1 through 168 hours

Default: 1 hour

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

active-directory-access on page 335•

• clear services user-identification active-directory-access on page 496

• requestservicesuser-identificationactive-directory-access ip-user-probeonpage500

• user-identification (Services) on page 470

• show services user-identification active-directory-access statistics on page 569
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• traceoptions (Active Directory Access) on page 457

ldap-options

Syntax ldap-options {
assemble {
common-name common-name;

}
base-distinguished-name base-distinguished-name;
revert-interval seconds;
search {
admin-search {
distinguished-name distinguished-name;
password password;

}
search-filter filter-name;

}
}

Hierarchy Level [edit access],
[edit access profile profile-name]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Configure LDAP authentication options.

Options The remaining options are explained separately.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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ldap-server

Syntax ldap-server server-address {
port port-number;
retry attempts;
routing-instance routing-instance-name;
source-address source-address;
timeout seconds;
no-tls-certificate-check;
tls-min-version (v1.1 | v1.2);
tls-peer-name;
tls-timeout;
tls-type {
start-tls;

}
}

Hierarchy Level [edit access]
[edit access profile profile-name]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify that the device uses a Lightweight Directory Access Protocol (LDAP) server for

authentication.

Options server-address—Address of the LDAP authentication server.

The remaining statements are explained separately.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9

• Obtaining Username and Role Information Through Firewall Authentication on page 11

• LDAP Functionality in Integrated User Firewall on page 150
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level (Services)

Syntax level [brief | detail | extensive | verbose]];

Hierarchy Level [edit services ssl traceoptions]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Specify the level of debugging the output.

Options • brief—Specify brief debugging output.

• detail—Specify detailed debugging output.

• extensive—Specify extensive debugging output.

• verbose—Specify verbose debugging output.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSL Proxy on page 23

level (Services User Identification)

Syntax level (brief | detail | extensive | verbose);

Hierarchy Level [edit services user-identification authentication-source aruba-clearpass traceoptions]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Configure the level of messages o be written to the trace log file about authentication

source behavior.

For the integrated ClearPass authentication enforcement feature, the authentication

source is Aruba ClearPass.

Options all—Matches all levels.

error—Matches error conditions.

info—Matches informational messages.

notice—Matches conditions that require special handling.

verbose—Matches verbosemessages.

warning—Matches warning messages.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.
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lifetime-seconds (Security IKE)

Syntax lifetime-seconds seconds;

Hierarchy Level [edit security ike proposal proposal-name]

Release Information Statement introduced in Junos OS Release 8.5. Default value modified in Junos OS

Release 10.2.

Description Specify the lifetime (in seconds)of an IKEsecurity association (SA).When theSAexpires,

it is replaced by a new SA and security parameter index (SPI) or terminated.

Options seconds—Lifetime of the IKE SA.

Range: 180 through 86,400 seconds

Default: 28,800 seconds

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• IPsec VPN Overview

• Understanding User Authentication Methods

link (Access)

Syntax link pool-name;

Hierarchy Level [edit access address-assignment pool]

Release Information Statement introduced in Release 10.4 of Junos OS.

Description Configure thenameof the secondaryaddress-assignmentpool that is linked toaprimary

address-assignment pool. The secondary pool provides a backup pool for local address

assignment.

Options pool-name—Name of the address assignment pool.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9

• Obtaining Username and Role Information Through Firewall Authentication on page 11
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local-authentication-table

Syntax local-authentication-table priority priority;

Hierarchy Level [edit security user-identification authentication-source]

Release Information Statement introduced in Junos OS Release 12.1. Support for disable option dropped in

Junos OS Release 12.1X47-D10.

Description An authentication table created on the SRX Series device using the request security

user-identification local-authentication-table add command.

Options priority priority—A unique value between 0 and 65535 that determines the sequence for

searching multiple tables to retrieve a user role. Each table is given a unique priority

value. The lower the value, the higher the priority. A tablewith priority 120 is searched

before a tablewith priority 200. The default priority value of the local authentication

table is 100.

Setting the priority value of the local authentication table to 0 is equivalent to disabling

the table and eliminating it from the search sequence.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Understanding User Role Firewalls

• Understanding the User Identification Table
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log (Services)

Syntax log {
all;
errors;
info;
sessions-allowed;
sessions-dropped;
sessions-ignored;
sessions-whitelisted;
warning;

}

Hierarchy Level [edit services ssl proxy profile profile-name actions]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Specify the logging actions.

Options • all—Log all events.

• errors—Log all error events.

• info—Log all information events.

• sessions-allowed—Log SSL session allowed events after an error.

• sessions-dropped—Log only SSL session dropped events.

• sessions-ignored—Log session ignored events.

• sessions-whitelisted—Log SSL session whitelisted events.

• warning—Log all warning events.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSL Proxy on page 23
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login (Access)

Syntax login string;

Hierarchy Level [edit access firewall-authentication pass-through default-profile profile-name (ftp | http |
telnet) banner]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify the login banner for users using FTP, HTTP, and Telnet during the authentication

process.

Options string—Banner text. Maximum length of themessage text is 250 characters. Enclose the

banner text within spaces or special characters—for example quotationmarks (” “).

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9

• Obtaining Username and Role Information Through Firewall Authentication on page 11

match (Services)

Syntax matchmatch;

Hierarchy Level [edit services ssl traceoptions file file-name]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Specify the regular expression for lines to be logged.

Options match—Specify the regular expression for lines to be logged.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSL Proxy on page 23
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network (Access)

Syntax network

Hierarchy Level [edit access address-assignment pool <name> family (inet | inet6)]

Release Information Statement introduced in Release 10.4 of Junos OS.

Description Specify the IPv4 network address for the pool. This attribute is mandatory. For an IPv6

pool, you will set the IPv6 network prefix.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide

no-remote-trace (Services)

Syntax no-remote-trace;

Hierarchy Level [edit services ssl traceoptions]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Disable remote tracing.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSL Proxy on page 23

no-remote-trace (Services User Identification)

Syntax no-remote-trace;

Hierarchy Level [edit services user-identification authentication-source aruba-clearpass traceoptions]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Disable remote tracing.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.
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no-user-query (Services User Identification)

Syntax no-user-query;

Hierarchy Level [edit services user-identification authentication-source aruba-clearpass]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Disable the integrated ClearPass authentication and enforcement user query function,

if it is configured. You can use the no-user-query statement to turn off the user query

function without having to delete the configuration.

The user query function allows the SRX Series device to query the ClearPass webserver

for authentication and identity information for an individual user whose informationwas

not posted to the SRX Series device by ClearPass.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

no-tls-certificate-check

Syntax no-tls-certificate-check;

Hierarchy Level [edit access profile profile-name ldap-server ip-address]

Release Information Statement introduced in Junos OS Release 15.1X49-D70.

Description Specify validation of the server certificate not required. SRX Series devices support an

additional checkon theLightweightDirectoryAccessProtocol (LDAP) server’s certificate

during the Transport Layer Security (TLS) handshake for LDAP authentication. If the

validation of the server certificate is not required, you can use this option to ignore the

validation and accept the certificatewithout checking. By default, this option is disabled.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9

• Example: Configuring Integrated User Firewall on page 152
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pass-through

Syntax pass-through {
default-profile profile-name;
ftp {
banner {
fail string;
login string;
success string;

}
}
http {
banner {
fail string;
login string;
success string;

}
telnet {
banner {
fail string;
login string;
success string;

}
}

Hierarchy Level [edit access firewall-authentication]

Release Information Statement introduced in Junos OS Release 8.5.

HTTPS for pass-through authentication is supported on high-end SRX Series Services

Gateways starting from Junos OS Release 12.1X44-D10 and on vSRX, SRX300, SRX320,

SRX340, SRX345, SRX550M, and SRX1500 Services Gateways starting from Junos OS

Release 15.1X49-D40.

Description Configure pass-through firewall user authentication, when a host or user from one zone

needs to access a protected resource in another zone. A user must use an FTP, Telnet,

or HTTP client to access the IP address of the protected resource and get authenticated

by the firewall. Thedevice uses FTP, Telnet, andHTTP to collect usernameandpassword

information. Subsequent traffic from the user or host is allowed or denied based on the

result of this authentication. After the user is authenticated, the firewall proxies the

connection.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9

• Obtaining Username and Role Information Through Firewall Authentication on page 11
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password (Access)

Syntax password password;

Hierarchy Level [edit access ldap-options search admin-search],
[edit access profile profile-name ldap-options search admin-search]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Configure the plain-text password for the administrative user. This password is used in

the bind for performing the LDAP search.

Options password—Administrative user password.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide

password (Services)

Syntax password password;

Hierarchy Level [edit services unified-access-control infranet-controller hostname]

Release Information Statement introduced in Junos OS Release 9.4.

Description Specify the password that the SRX Series device should send to the IC Series device to

establish communications. TheSRXSeriesdevice sends thepassword in its firstmessage

to the IC Series device.

This statement is required when you are configuring the SRX Series device to act as a

Junos OS Enforcer in a Unified Access Control (UAC) deployment. When deployed as a

Junos OS Enforcer, the SRX Series device enforces the policies that are defined on the

UAC’s IC Series device.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• ca-profile (Services) on page 347

• server-certificate-subject on page 432
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password (SystemServices)

Syntax password password;

Hierarchy Level [edit system services webapi user]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Specify the password for the integrated ClearPass authentication and enforcement

featureWeb API daemon (webapi) user.

Range: 1 through 128 characters.

TheWeb API daemon, acting as an HTTP server, exposes to the Aruba ClearPass Policy

Manager (CPPM) an API that allows the CPPM, acting as a client, to send POST request

messages to it. TheCPPM,which servesas theauthentication source, initiates the session

to the SRX Series device and sends it user authentication and identity information.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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permit (Security Policies)

Syntax permit {
application-services {
application-firewall {
rule-set rule-set-name;

}
application-traffic-control {
rule-set rule-set-name;

}
gprs-gtp-profile profile-name;
gprs-sctp-profile profile-name;
idp;
redirect-wx | reverse-redirect-wx;
ssl-proxy {
profile-name profile-name;

}
uac-policy {
captive-portal captive-portal;

}
utm-policy policy-name;

}
destination-address {
drop-translated;
drop-untranslated;

}
firewall-authentication {
pass-through {
access-profile profile-name;
client-match user-or-group-name;
ssl-termination-profile profile-name;
web-redirect;
web-redirect-to-https;

}
user-firewall {
access-profile profile-name;
domain domain-name
ssl-termination-profile profile-name;

}
web-authentication {
client-match user-or-group-name;

}
}
services-offload;
tcp-options {
sequence-check-required;
syn-check-required;

}
tunnel {
ipsec-group-vpn group-vpn;
ipsec-vpn vpn-name;
pair-policy pair-policy;

}
}
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Hierarchy Level [edit security policies from-zone zone-name to-zone zone-name policy policy-name then]

Release Information Statement introduced in Junos OS Release 8.5. Support for the tcp-options added in

JunosOSRelease 10.4.Support for the services-offloadoptionadded in JunosOSRelease

11.4. Support for the ssl-termination-profile andweb-redirect-to-https options added in

Junos OS Release 12.1X44-D10. Support for the user-firewall option added in Junos OS

Release 12.1X45-D10.

Description Specify the policy action to performwhen packets match the defined criteria.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

pki-local-certificate (Services)

Syntax pki-local-certicate pki-certificate;

Hierarchy Level [edit services webapi https]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Configure theWeb API daemon to use the local X.509 PKI certificate for HTTPSwhen

HTTPS is specified as the communication protocol. TheSRXSeries integratedClearPass

authentication and enforcement feature exposes theWeb API to the ClearPass Policy

Mananger (CPPM) to allow the CPPM to initiate a connection to the SRX Series device.

For this feature, ClearPass acts as the authentication source. The CPPMuses the HTTPS

connection tosenduserauthenticationand identity information to theSRXSeriesdevice.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.
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policies

Syntax policies {
default-policy (deny-all | permit-all);
from-zone zone-name to-zone zone-name {
policy policy-name {
description description;
match {
application {
[application];
any;

}
destination-address {
[address];
any;
any-ipv4;
any-ipv6;

}
source-address {
[address];
any;
any-ipv4;
any-ipv6;

}
source-identity {
[role-name];
any;
authenticated-user;
unauthenticated-user;
unknown-user;

}
}
scheduler-name scheduler-name;
then {
count {
alarm {
per-minute-threshold number;
per-second-threshold number;

}
}
deny;
log {
session-close;
session-init;

}
permit {
application-services {
application-firewall {
rule-set rule-set-name;

}
application-traffic-control {
rule-set rule-set-name;

}
gprs-gtp-profile profile-name;
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gprs-sctp-profile profile-name;
idp;
redirect-wx | reverse-redirect-wx;
ssl-proxy {
profile-name profile-name;

}
uac-policy {
captive-portal captive-portal;

}
utm-policy policy-name;

}
destination-address {
drop-translated;
drop-untranslated;

}
firewall-authentication {
pass-through {
access-profile profile-name;
client-match user-or-group-name;
ssl-termination-profile profile-name;
web-redirect;
web-redirect-to-https;

}
user-firewall {
access-profile profile-name;
domain domain-name
ssl-termination-profile profile-name;

}
web-authentication {
client-match user-or-group-name;

}
}
services-offload;
tcp-options {
sequence-check-required;
syn-check-required;

}
tunnel {
ipsec-group-vpn group-vpn;
ipsec-vpn vpn-name;
pair-policy pair-policy;

}
}
reject;

}
}

}
global {
policy policy-name {
description description;
match {
application {
[application];
any;

}
destination-address {
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[address];
any;
any-ipv4;
any-ipv6;

}
from-zone {
[zone-name];
any;

}
source-address {
[address];
any;
any-ipv4;
any-ipv6;

}
source-identity {
[role-name];
any;
authenticated-user;
unauthenticated-user;
unknown-user;

}
to-zone {
[zone-name];
any;

}
}
scheduler-name scheduler-name;
then {
count {
alarm {
per-minute-threshold number;
per-second-threshold number;

}
}
deny;
log {
session-close;
session-init;

}
permit {
application-services {
application-firewall {
rule-set rule-set-name;

}
application-traffic-control {
rule-set rule-set-name;

}
gprs-gtp-profile profile-name;
gprs-sctp-profile profile-name;
idp;
redirect-wx | reverse-redirect-wx;
ssl-proxy {
profile-name profile-name;

}
uac-policy {
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captive-portal captive-portal;
}
utm-policy policy-name;

}
destination-address {
drop-translated;
drop-untranslated;

}
firewall-authentication {
pass-through {
access-profile profile-name;
client-match user-or-group-name;
ssl-termination-profile profile-name;
web-redirect;
web-redirect-to-https;

}
web-authentication {
client-match user-or-group-name;

}
}
services-offload;
tcp-options {
initial-tcp-mssmss-value;
reverse-tcp-mssmss-value;
sequence-check-required;
syn-check-required;

}
}
reject;

}
}

}
policy-rematch;
policy-stats {
system-wide (disable | enable) ;

}
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}
}

Hierarchy Level [edit security]
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Release Information Statement introduced in Junos OS Release 8.5.

Support for the services-offload option added in Junos OS Release 11.4.

Support for the source-identitiy option added in Junos OS Release 12.1.

Support for the description option added in Junos OS Release 12.1.

Support for the ssl-termination-profile andweb-redirect-to-https options added on

high-end SRX Series Services Gateways starting from Junos OS Release 12.1X44-D10

and on vSRX, SRX300, SRX320, SRX340, SRX345, SRX550M, and SRX1500 Services

Gateways starting from Junos OS Release 15.1X49-D40.

Support for the user-firewall option added in Junos OS Release 12.1X45-D10.

Support for the domain option, and for the from-zone and to-zone global policy match

options, added in Junos OS Release 12.1X47-D10.

Support for the initial-tcp-mss and reverse-tcp-mss options added in Junos OS Release

12.3X48-D20. Support for the extensive option for policy-rematch added in Junos OS

Release 15.1X49-D20.

Description Configure network security policies.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Policies Overview
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pool (Access)

Syntax pool pool-name {
family {
inet {
dhcp-attributes {
boot-file boot file name;
boot-server boot server name;
domain-name domain name;
grace-period seconds;
maximum-lease-time (seconds | infinite);
name-server ipv4-address;
name-server address;
netbios-node-type (b-node | h-node | m-node | p-node);
option dhcp option-identifier-code;
option-match {
option-82 {
circuit-idmatch-value;
remote-idmatch-value;

}
}
router IPv4 address;
server-identifier IP address;
tftp-server server name;
wins-server IPv4 address;

}
host hostname;
network network address;
range range-name {
high upper-limit;
low lower-limit;

}
xauth-attributes {
primary-dns IP address;
primary-wins IP address;
secondary-dns IP address;
secondary-wins IP address;

}
}
inet6 {
dhcp-attributes {
dns-server IPv6-address;
grace-period seconds;
maximum-lease-time seconds;
option dhcp-option-identifier-code;
sip-server-address IPv6-address;
sip-server-domain-name domain-name;

}
prefix IPv6-network-prefix;
range range-name {
high upper-limit;
low lower-limit;
prefix-length delegated-prefix-length;

}
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link pool-name;
}

Hierarchy Level [edit access address-assignment]

Release Information Statement introduced in Release 10.4 of Junos OS.

Description Configure the name of an address assignment pool. The remaining statements are

explained separately.

Options pool-name—Name assigned to the address-assignment pool.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9

• Obtaining Username and Role Information Through Firewall Authentication on page 11

port (Access LDAP)

Syntax port port-number;

Hierarchy Level [edit access ldap-server server-address],
[edit access profile profile-name ldap-server server-address]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Configure the port number on which to contact the LDAP server.

Options port-number—Port number on which to contact the LDAP server.

Default: 389

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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port (Services)

Syntax port port-number;

Hierarchy Level [edit services unified-access-control infranet-controller hostname]

Release Information Statement introduced in Junos OS Release 9.4.

Description Specify the port on the IC Series device through which the SRX Series device should

establish connections (default 11123). Possible values for this statement range from 1

through 65,535.

Use this statement when you are configuring the SRX Series device to act as a Junos OS

Enforcer in a Unified Access Control (UAC) deployment. When deployed as a Junos OS

Enforcer, the SRX Series device enforces the policies that are defined on the UAC’s IC

Series device.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• interface (Services) on page 389

• password (Services) on page 402
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port (SystemServices)

Syntax port port-number;

Hierarchy Level [edit system services webapi http]
[edit system services webapi https]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Specify the SRX Series device TCP port to use for incoming HTTP or HTTPS connection

requests initiated by the ClearPass Policy Manager (CPPM). The SRX Series device

integrated ClearPass authentication and enforcement feature exposes its Web API

(webapi) to the CPPM. The CPPM uses theWeb API to establish a connection to the

SRX Series device and send user authentication and identity information to it.

Options port-number—For HTTP connection protocol.

Range: 1 through 65535.

Default: 8080

port port-number—For HTTPS connection protocol.

Range: 1 through 65535.

Default: 8443

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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preferred-ciphers

Syntax preferred-ciphers (custom |medium | strong | weak);

Hierarchy Level [edit services ssl proxy profile profile-name ]
[edit services ssl termination profile profile-name ]
[edit services ssl initiation profile profile-name]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Select the preferred ciphers.

Options • custom—Configure custom cipher suite and order of preference.

• medium—Use ciphers with key strength of 128 bits or greater.

• strong—Use ciphers with key strength of 168 bits or greater.

• weak—Use ciphers with key strength of 40 bits or greater.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9

• SSL Proxy Overview on page 13

prefix (Access IPv6)

Syntax prefix IPv6-network prefix;

Hierarchy Level [edit access address-assignment pool pool-name family inet6]

Release Information Statement introduced in Release 10.4 of Junos OS.

Description Specify the IPv6prefix for the IPv6address-assignmentpool.This statement ismandatory

for IPv6 address-assignment pools.

Options IPv6-network-prefix—IPv6 prefix.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9
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priority (Security User Identification)

Syntax authentication-source {
active-directory priority priority;
aruba-clearpass priority priority;
firewall-authentication priority priority;
local-authentication-table priority priority;
unified-access-control priority priority;

}

Hierarchy Level [edit security user-identification]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Set the lookup priority to identify the order in which the SRX Series device checks its

configured authentication tables for user authentication information. Authentication

tables are searched in order based on their priority setting in which lowest value takes

precedence.

For the integrated ClearPass authentication and enforcement feature, the SRX Series

device must be configured to search the ClearPass authentication table first.

NOTE: Note that both the authentication source, Aruba ClearPass, and the
SRX Series ClearPass authentication table are both referred to as
aruba-clearpass in the CLI and its output.

You need to set this value only if the local authentication table, whose default value is

100, also resides on the Packet Forwarding Engine. In that case, youmust configure a

higher priority value, such as 120, for the local authentication table.

Options priority—Aruba-clearpass authentication table search priority.

Range: 1 through 65535.

Default: 110.

Default values for other authentication tables:

• Local authentication table: 100

• Active Directory (AD) table: 125

• UAC authentication table: 150

• Firewall authentication table: 200

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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protocol-version

Syntax protocol-version (all | tls1 | tls11 | tls12);

Hierarchy Level [edit services ssl termination profile profile-name]
[edit services ssl initiation profile profile-name]

Release Information Statement introduced in Junos OS Release 12.1X44-D10. The tls11 and tls12 options are

introduced in 15.1X49-D30.

Description Specify the accepted SSL protocol version.

Options • all—Accept all versions of TLS.

• TLSversion1.0—AcceptTLSversion 1.0. It providessecurecommunicationovernetworks

by providing privacy and data integrity between communicating applications

• TLSversion 1.1—AcceptTLSversion 1.1. This enhancedversionofTLSprovidesprotection

against cipher-block chaining (CBC) attacks.

• TLSversion1.2—AcceptTLSversion 1.2. This enhancedversionofTLSprovides improved

flexibility for negotiation of cryptographic algorithms.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9

• SSL Proxy Overview on page 13
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query-api (Services User Identification)

Syntax query-api query-api

Hierarchy Level [edit services user-identification authentication-source aruba-clearpass user-query]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Configure query-api to specify the path of the URL that the SRX Series device uses to

query the ClearPass Policy Manager (CPPM) webserver for authentication and identity

information for an individual user. For theSRXSeries device to be able tomake a request,

youmust have configured it to obtain an access token. See token-api (Services User
Identification).

The integrated ClearPass authentication and enforcement user query function

supplements theWebAPI function (webapi) by allowing theSRXSeries device to obtain

fromtheCPPMauthentication information for an individual userwhose informationdoes

not already exist in the SRX Series ClearPass authentication table.

Consider the following query-api example:

api/v1/insight/endpoint/ip/$IP$

The SRX Series device generates the complete URL for the user query request by

combining the query-api string with the connection method (HTTPS) and the CPPM

webserver IP address ({$server}).

https://{$server}/api/v1/insight/endpoint/ip/$IP$

In this example, the SRX Series device replaces the variables with the following values

resulting in a specific URL request for the individual user:

https://203.0.113.76/api/v1/insight/endpoint/ip/192.0.2.98

Under normal circumstances, the ClearPass webserver sends user authentication

information to the SRX Series device in POST request messages and the SRX Series

devicewrites that information to itsClearPassauthentication table.When theSRXSeries

device receives an access request from a user, it searches its ClearPass authentication

table for an entry for that user.

It can happen that the SRX Series device might not have received authentication for a

user from the CPPM because the user has not yet been authenticated by the CPPM. For

example, the user might have joined the network through an access layer not on a

managed switch orWLAN.When the CPPM receives the user query from the SRX Series

device, it authenticates theuser and returns theauthentication information to thedevice.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.
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radius-options (Access)

Syntax radius-options {
revert-interval seconds;

}

Hierarchy Level [edit access];
[edit access profile profile-name]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Configure RADIUS options.

Options The remaining statement is explained separately.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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radius-server (Access)

Syntax radius-server server-address {
port port-number;
retry attempts;
routing-instance routing-instance-name;
secret password;
source-address source-address;
timeout seconds;

}

Hierarchy Level [edit access],
[edit access profile profile-name]

Release Information Statement modified in Junos OS Release 8.5.

Description Configure RADIUS for Layer 2 Tunneling Protocol (L2TP) or Point-to-Point Protocol

(PPP) authentication.

To configure multiple RADIUS servers, includemultiple radius-server statements. The

servers are tried in order and in a round-robin fashion until a valid response is received

from one of the servers or until all the configured retry limits are reached.

Options server-address—Address of the RADIUS authentication server.

The remaining statements are explained separately.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9
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range (Access)

Syntax range range-name {
high upper-limit;
low lower-limit;
prefix-length delegated-prefix-length;

}

Hierarchy Level [edit access address-assignment pool pool-name family inet6]
[edit access address-assignment pool pool-name family inet]

Release Information Statement introduced in Release 10.4 of Junos OS.

Description Configure an IP name range used within an address-assignment pool. For IPv4, you do

not create a prefix-length.

Options • range-name—Name of the range.

• high upper-limit—Upper limit of IPv6 address range.

• low lower-limit—Lower limit of IPv6 address range.

• prefix-length delegated-prefix-length—IPv6 delegated prefix length.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9
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rate-limit (Security Log)

Syntax rate-limit rate-limit;

Hierarchy Level [edit security log stream stream-name]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description The Integrated Authentication and Enforcement feature sends threat and attack logs

generated by the SRX Series device security modules to the ClearPass Policy Manager

(CPPM) to use in its security policy assessment.

The logs are sent in streammode. To avoid overburdening the SRX Series device and the

log server, you can control the rate at which these logs are sent. By setting a rate-limit

value, you can constrain the number of logs that are sent in 1 second. After the limit is

reached, nomore logs are sent.

Range: 1 through 65,535.

NOTE: For high-endmulticore systems that use SPUs, the number of log
messages sent per SPU is a divided rate:

rate = configured-rate/number-of-SPUs

Rate limiting on high-end platforms is generally not as accurate as it is on
low-end platforms, because the generation of logs is not entirely balanced
between SPUs.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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redirect-traffic

Syntax redirect-traffic (all | unauthenticated);

Hierarchy Level [edit services unified-access-control captive-portal policy]

Release Information Statement introduced in Junos OS Release 10.2.

Description Specify to redirect traffic destined for protected sources to the IC Series device. You can

choose to redirect all traffic or only unauthenticated traffic.

Options • all—Redirect all traffic destined for theprotectedsources to the ICSeriesdevice. Specify

this option if you want to redirect all traffic (IPsec or source IP) to the currently

connected IC Series device or to an IP address or domain name that you specify in a

redirect URL.

• unauthenticated—Redirect unauthenticated traffic destined for the protected sources

to the IC Series device. Select this option if your deployment uses source IP only or a

combination of source IP and IPsec. The Junos OS Enforcer redirects clear-text traffic

from unauthenticated users to the currently connected IC Series device or to an IP

address or domain name that you specify in a redirect URL.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9
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redirect-url

Syntax redirect-url url;

Hierarchy Level [edit services unified-access-control captive-portal policy]

Release Information Statement introduced in Junos OS Release 10.2.

Description Specify to redirect traffic destined for protected sources to a specified URL.

You can configure the following options in the redirect URL string:

• %dest-url%—Specifies the protected resource which the user is trying to access.

• %enforcer-id%—Specifies the ID assigned to the Junos OS Enforcer by the IC Series

device.

• %policy-id%—Specifies the encrypted policy ID for the security policy that redirected

the traffic.

• %dest-ip%—Specifies the IP address or hostname of the protected resource that the

user is trying to access.

• %ic-ip%—Specifies the IP address or hostname of the IC Series device to which the

Junos OS Enforcer is currently connected.

If you do not specify the redirect URL, the Junos OS Enforcer uses the following default

configuration:

https://%ic-ip%/?target = %dest-url%  &enforcer = %enforcer-id%  &policy = 
%policy-id%  &dest-ip = %dest-ip%

NOTE: Themaximum size of a redirect payload is 1450 bytes. The size of the
redirect URL is restricted to 1407 bytes (excluding a few HTTP headers). If a
user accesses a destination URL that is larger than 1407 bytes, the Infranet
Controller authenticates the payload, calculates the exact length of the
redirect URL, and trims the destination URL so that it can fit into the redirect
URL. The destination URL can be fewer than 1407 bytes based on what else
is present in the redirect URL (for example, policy ID). The destination URL
in the default redirect URL is trimmed so that the redirect packet payload
size is limited to 1450 bytes. If the length of the payload is larger than 1450
bytes, theexcess length is trimmedand theuser is directed to thedestination
URL that has been resized to 1450 bytes.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9
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retry (Access LDAP)

Syntax retry attempts;

Hierarchy Level [edit access ldap-server server-address],
[edit access profile profile-name ldap-server server-address]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify the number of retries that a device can attempt to contact an LDAP server.

Options attempts—Number of retries that the device is allowed to attempt to contact an LDAP

server.

Range: 1 through 10

Default: 3

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide

retry (Access RADIUS)

Syntax retry attempts;

Hierarchy Level [edit access radius-server server-address],
[edit access profile profile-name radius-server server-address]

Release Information Statement modified in Release 8.5 of Junos OS.

Description Specify the number of retries that a device can attempt to contact a RADIUS

authentication server.

Options attempts—Number of retries that the device is allowed to attempt to contact a RADIUS

server.

Range: 1 through 10

Default: 3

Required Privilege
Level

secret—To view this statement in the configuration.

secret-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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revert-interval (Access LDAP)

Syntax revert-interval seconds;

Hierarchy Level [edit access ldap-options],
[edit access profile profile-name ldap-options]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify theamountof time that elapsesbefore theprimary server is contacted if abackup

server is being used.

Options seconds—Number of seconds that elapse before the primary server is contacted.

Range: 60 through 4,294,967,295 seconds

Default: 600 seconds

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide

revert-interval (Access RADIUS)

Syntax revert-interval seconds;

Hierarchy Level [edit access radius-options]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify theamountof time that elapsesbefore theprimary server is contacted if abackup

server is being used.

Options seconds—Number of seconds that elapse before the primary server is contacted.

Range: 60 through 4,294,967,295 seconds

Default: 600 seconds

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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root-ca (Services)

Syntax root-ca root-certificate;

Hierarchy Level [edit services ssl proxy profile profile-name]
[edit services ssl termination profile profile-name]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Root certificate for interdicting server certificates in proxy mode.

Options root-ca-name—Specify root certificate for interdicting server certificates in proxy mode.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSL Proxy on page 23

• Firewall User Authentication Overview on page 9

routing-instance (Access LDAP)

Syntax routing-instance routing-instance-name;

Hierarchy Level [edit access ldap-server server-address],
[edit access profile profile-name ldap-server server-address]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Configure the routing instance used to send LDAP packets to the LDAP server. A routing

instance is a collection of routing tables, the interfaces contained in the routing tables,

and the routing protocol parameters that control the information in the routing tables.

Options routing-instance-name—Name of the routing instance.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide

427Copyright © 2017, Juniper Networks, Inc.

Chapter 25: Configuration Statements



routing-instance (Access RADIUS)

Syntax routing-instance routing-instance-name;

Hierarchy Level [edit access radius-server server-address],
[edit access profile profile-name radius-server server-address]

Release Information Statement modified in Release 8.5 of Junos OS.

Description Configure the routing instance used to send RADIUS packets to the RADIUS server. A

routing instance is a collection of routing tables, the interfaces contained in the routing

tables, and the routing protocol parameters that control the information in the routing

tables.

Options routing-instance-name—Name of the routing instance.

Required Privilege
Level

secret—To view this statement in the configuration.

secret-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide

search

Syntax search {
admin-search {
distinguished-name distinguished-name;
password password;

}
search-filter filter-name;

}

Hierarchy Level [edit access ldap-options],
[edit access profile profile-name ldap-options]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify that a search is used to get a user's LDAP distinguished name (DN). The search

is performed based on the search filter and the part typed in by the user during

authentication.

Options The remaining statements are explained separately.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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search-filter

Syntax search-filter filter-name;

Hierarchy Level [edit access ldap-options search],
[edit access profile profile-name ldap-options search]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify that a search filter is used to find the user's LDAP distinguished name (DN). For

example, a filter of cn specifies that the search matches a user whose common name is

the username.

Options filter-name—Name of the filter used to find the user's distinguished name.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide

secret (Access Profile)

Syntax secret password;

Hierarchy Level [edit access profile profile-name radius-server server-address]

Release Information Statement modified in Release 8.5 of Junos OS.

Description Specify theRADIUSsecretpassword,which is sharedbetweenthe routerandtheRADIUS

server. The device uses this secret to encrypt the user's password that is sent to the

RADIUS server.

Options password—RADIUS secret. Maximum length is 256 characters.

Required Privilege
Level

secret—To view this statement in the configuration.

secret-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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securid-server

Syntax securid-server {
server-name configuration-file filepath;

}

Hierarchy Level [edit access]

Release Information Statement introduced in Release 9.1 of Junos OS.

Description Configure SecurID server for SecurID authentication type.

Options The remaining statement is explained separately.

NOTE: You can configure only one SecurID server. SecurID challenges are
not yet supported.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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separator

Syntax separator special-character;

Hierarchy Level [edit access profile profile-name client-name-filter client-name]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify a character to identify where stripping of characters occurs in a client name.

Stripping removes characters to the right of each instance of the specified character,

plus the character itself. The stripping begins with the rightmost separator character.

Use the separator statement with the count statement to determine which characters

in a client name are stripped. If the specified number of separator characters (count)

exceeds the actual number of separator characters in the client name, stripping stops

at the last available separator character.

Options special-character—Character used to identify where to start the stripping of characters

in a client name.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide

server-certificate (Services)

Syntax server-certificate server-certificate;

Hierarchy Level [edit services ssl termination profile profile-name]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Specify the local certificate identifier.

Options server-certificate—Specify the name of the local certificate identifier.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSL Proxy on page 23

• Firewall User Authentication Overview on page 9
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server-certificate-subject

Syntax server-certificate-subject subject;

Hierarchy Level [edit services unified-access-control infranet-controller hostname]

Release Information Statement introduced in Junos OS Release 9.4.

Description Optionally specify the full subject name of the certificate that the SRX Series device

should use to validate the IC Series device’s server certificate.

Use this statement when you are configuring the SRX Series device to act as a Junos OS

Enforcer in a Unified Access Control (UAC) deployment. When deployed as a Junos OS

Enforcer, the SRX Series device enforces the policies that are defined on the UAC’s IC

Series device.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• ca-profile (Services) on page 347

• password (Services) on page 402

session-options (Access Profile)

Syntax session-options {
client-group [group-names];
client-idle-timeoutminutes;
client-session-timeoutminutes;

}

Hierarchy Level [edit access profile profile-name]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Define options that control a user's session after successful authentication.

Options The remaining statements are explained separately.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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size (Services)

Syntax size size;

Hierarchy Level [edit services ssl traceoptions file file-name]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Specify the maximum trace file size.

Options size—Specify the maximum trace file size.

Range: 10,240 to 1,073,741,824.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSL Proxy on page 23

• Firewall User Authentication Overview on page 9

source-address (Access LDAP)

Syntax source-address source-address;

Hierarchy Level [edit access ldap-server server-address],
[edit access profile profile-name ldap-server server-address]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Configure a source address for each configured LDAP server. Each LDAP request sent to

a LDAP server uses the specified source address.

Options source-address—Valid IP address configured on one of the device interfaces.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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source-address (Access RADIUS)

Syntax source-address source-address;

Hierarchy Level [edit access radius-server server-address],
[edit access profile profile-name radius-server server-address]

Release Information Statement modified in Junos OS Release 8.5.

Description Configure a source address for each configured RADIUS server. Each RADIUS request

sent to a RADIUS server uses the specified source address.

Options source-address—Valid IP address configured on one of the device interfaces.

Required Privilege
Level

secret—To view this statement in the configuration.

secret-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9
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source-end-user-profile

Syntax source-end-user-profile device-identity-profile-name;

Hierarchy Level [edit security policies from-zone from-zone to-zone to-zone policy policy-namematch]

Release Information Statement introduced in Junos OS Release 15.1X49-D70.

Description The source-end-user-profile field in a security policy enables you to specify a device

identity profile that identifies the traffic sourcebasedon thedevice fromwhich the traffic

issued. The security policy action is applied to traffic issuing from a device if the device

matches the attributes specified in the profile and it matches the rest of the security

policy parameters.

The device identity profile feature provides a solution for cases in which you cannot or

do not want to use the user identity to control access to network resources. The device

identity feature allows you to use the identity of a device and its attributes to control

access to network resources instead of the identity of the user of that device.

Youmightwant tocontrol networkaccessbasedon thedevice identity for various reasons.

For example, youmight allow your users to use their own devices (BYOD) to access

network resources and you do not want to use captive portal authentication. Also, some

companies might have older switches that do not support 802.1, or they might not have

a Network Access Control (NAC) system.

Options device-identity-profile-name—Device identity profile that specifies characteristics that

can apply to one or more devices.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Understanding Access Control to Network Resources Based on Device Identity

Information on page 179

• Understanding theDevice IdentityAttributesandProfiles for the IntegratedUserFirewall

Device Identity Authentication Feature on page 182

• Understanding the Device Identity Authentication Table and Its Entries on page 186
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source-address (Access RADIUS)

Syntax source-address source-address;

Hierarchy Level [edit access radius-server server-address],
[edit access profile profile-name radius-server server-address]

Release Information Statement modified in Junos OS Release 8.5.

Description Configure a source address for each configured RADIUS server. Each RADIUS request

sent to a RADIUS server uses the specified source address.

Options source-address—Valid IP address configured on one of the device interfaces.

Required Privilege
Level

secret—To view this statement in the configuration.

secret-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9
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source-identity-log (Security)

Syntax source-identity-log

Hierarchy Level [edit security zones security-zone zone-name]

Release Information Statement introduced in Junos OS Release 15.1X49-D60.

Description Specify the source-identity-logparameter aspart of theconfiguration for a zone toenable

it to trigger user identity logging when that zone is used as the source zone (from-zone)

in a security policy. If a zone is configured for zone-based user identity logging and it is

used as the source zone in a security policy, the system logs the user identity of any user

who belongs to that zone and whose traffic matches the security policy’s terms.

A zone configured for zone-based user identity logging is reusable. That is, you can use

it as the source zone in any security policy.

For zone-based user identity logging to occur, youmust have configured the session

initialization (session-init) and the session termination (session-close) events asactions

for the security policy.

Zone-based user identity logging allows you to broaden the scope of users whose

identities are recorded in the session log. The source-identity security policy tuple writes

the user or group name to log, but it restricts application of the security policy to the

specified user or user group.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Understanding How to Include User Identity Information in the Session Log File Based

on the Source Zone on page 171

• Example: Configuring Integrated User Firewall toWrite User Identity to the Session

Log Based On the Source Zone on page 173

• Overview of Integrated User Firewall on page 141

• Example: Configuring Integrated User Firewall on page 152
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ssl (Services)

Syntax ssl {
initiation {
profile profile-name {
actions {
ignore-server-auth-failure;

}
client-certificate;
custom-ciphers [cipher];
enable-flow-tracing;
enable-session-cache;
preferred-ciphers (custom |medium | strong | weak);
protocol-version (all | tls1 | tls11 | tls12);
trusted-ca (all | [ca-profile] );

}
}
proxy {
global-config {
session-cache-timeout seconds;

}
profile profile-name {
actions {
crl {
disable;
if-not-present (allow | drop);
ignore-hold-instruction-code;

}
disable-session-resumption;
ignore-server-auth-failure;
log {
all;
errors;
info;
sessions-allowed;
sessions-dropped;
sessions-ignored;
sessions-whitelisted;
warning;

}
renegotiation {
(allow | allow-secure | drop);

}
}
custom-ciphers [cipher];
enable-flow-tracing;
preferred-ciphers (custom |medium | strong | weak);
root-ca root-certificate;
trusted-ca (all | [ca-profile] );
whitelist [global-address-book-addresses];

}
}
termination {
profile profile-name {
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custom-ciphers [cipher];
enable-flow-tracing;
enable-session-cache;
preferred-ciphers (custom |medium | strong | weak);
protocol-version (all | tls1 | tls11 | tls12);
server-certificate certificate-identifier;

}
}
traceoptions {
file {
filename;
files number;
match regular-expression;
(no-world-readable | world-readable);
sizemaximum-file-size;

}
flag flag;
level [brief | detail | extensive | verbose];
no-remote-trace;

}
}

Hierarchy Level [edit services]

Release Information Statement introduced in Junos OS Release 12.1X44-D10. The crl statement is supported

from 15.1X49-D30. The protocol-version statement is updated to include tls11 and tls12

from Junos OS Release 15.1X49-D30.

Description Specify the configuration for Secure Socket Layer (SSL) support service.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSL Proxy on page 23

• Firewall User Authentication Overview on page 9
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ssl-termination-profile

Syntax ssl-termination-profile profile-name;

Hierarchy Level [edit security policies from-zone zone-name to-zone zone-name policy policy-name then
permit firewall-authentication pass-through]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Specify the SSL termination profile used for SSL offloading.

Options profile-name—Specify the name of the SSL termination profile used to the SSL offload.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Policies Overview

success

Syntax success string;

Hierarchy Level [edit access firewall-authentication pass-through default-profile name (ftp | http | telnet)
banner],

[edit access firewall-authentication web-authentication]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Specify the banner (message) that users see when trying to connect using FTP, HTTP,

or Telnet after successful authentication.

Options string—Banner text. Maximum length of themessage text is 250 characters. Enclose the

banner text within spaces or special characters—for example, quotation marks (”

“).

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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telnet (Access)

Syntax telnet {
banner {
fail string;
login string;
success string;

}
}

Hierarchy Level [edit access firewall-authentication pass-through]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Configure banners for Telnet login prompt, successful authentication, and failed

authentication.

Options The remaining statements are explained separately.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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termination (Services)

Syntax termination {
profile profile-name {
custom-ciphers [cipher];
enable-flow-tracing;
enable-session-cache;
preferred-ciphers (custom |medium | strong | weak);
protocol-version (all | tls1 | tls11 | tls12);
server-certificate certificate-identifier;

}
}

Hierarchy Level [edit services ssl]

Release Information Statement introduced in Junos OSRelease 12.1X44-D10. The protocol-version statement

is updated to include tls11 and tls12 from Junos OS Release 15.1X49-D30.

Description Specify the configuration for Secure Socket Layer (SSL) termination support service.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSL Proxy on page 23

• Firewall User Authentication Overview on page 9

test-only-mode

Syntax test-only-mode (true | false):

Hierarchy Level [edit services unified-access-control ]

Release Information Statement introduced in Junos OS Release 9.4.

Description Configure the device in test-only mode to log access decisions from the IC Series device

without actually enforcing the decisions. When configured in test-only mode, the SRX

Series device enables all UAC traffic to go through so you can test the implementation

without impeding traffic.

Use this statement when you are configuring the SRX Series device to act as a Junos OS

Enforcer in a Unified Access Control (UAC) deployment. When deployed as a Junos OS

Enforcer, the SRX Series device enforces the policies that are defined on the UAC’s IC

Series device.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Copyright © 2017, Juniper Networks, Inc.442

Authentication and Integrated User Firewalls Feature Guide for Security Devices

http://www.juniper.net/techpubs/content-applications/cli-explorer/junos/


then (Security Policies)

Syntax then {
count {
alarm {
per-minute-threshold number;
per-second-threshold number;

}
}
deny;
log {
session-close;
session-init;

}
permit {
application-services {
application-firewall {
rule-set rule-set-name;

}
application-traffic-control {
rule-set rule-set-name;

}
gprs-gtp-profile profile-name;
gprs-sctp-profile profile-name;
idp;
redirect-wx | reverse-redirect-wx;
ssl-proxy {
profile-name profile-name;

}
uac-policy {
captive-portal captive-portal;

}
utm-policy policy-name;

}
destination-address {
drop-translated;
drop-untranslated;

}
firewall-authentication {
pass-through {
access-profile profile-name;
client-match user-or-group-name;
ssl-termination-profile profile-name;
web-redirect;
web-redirect-to-https;

}
user-firewall {
access-profile profile-name;
domain domain-name
ssl-termination-profile profile-name;

}
web-authentication {
client-match user-or-group-name;

}
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}
services-offload;
tcp-options {
initial-tcp-mssmss-value;
reverse-tcp-mssmss-value;
sequence-check-required;
syn-check-required;

}
tunnel {
ipsec-group-vpn group-vpn;
ipsec-vpn vpn-name;
pair-policy pair-policy;

}
}
reject;

}

Hierarchy Level [edit security policies from-zone zone-name to-zone zone-name policy policy-name]

Release Information Statement introduced in Junos OS Release 8.5. Support for the services-offload option

added in Junos OS Release 11.4. Support for the ssl-termination-profile and

web-redirect-to-https options added in Junos OS Release 12.1X44-D10. Support for the

user-firewalloptionadded in JunosOSRelease 12.1X45-D10.Support for the initial-tcp-mss

and reverse-tcp-mss options added in Junos OS Release 12.3X48-D20.

Description Specify the policy action to be performed when packets match the defined criteria.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Policies Overview

• Understanding Security Policy Rules

• Understanding Security Policy Elements
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timeout (Access LDAP)

Syntax timeout seconds;

Hierarchy Level [edit access ldap-server server-address]
[edit access profile profile-name ldap-server server-address]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Configure the amount of time that the local device waits to receive a response from an

LDAP server.

Options seconds—Amount of time to wait.

Range: 1 through 90 seconds

Default: 3 seconds

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide

timeout (Access RADIUS)

Syntax timeout seconds;

Hierarchy Level [edit access radius-server server-address]
[edit access profile profile-name radius-server server-address]

Release Information Statement modified in Release 8.5 of Junos OS.

Description Configure the amount of time that the local device waits to receive a response from a

RADIUS server.

Options seconds—Amount of time to wait.

Range: 1 through 90 seconds

Default: 3 seconds

Required Privilege
Level

secret—To view this statement in the configuration.

secret-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9
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timeout (Services)

Syntax timeout seconds;

Hierarchy Level [edit services unified-access-control ]

Release Information Statement introduced in Junos OS Release 9.4.

Description Specify the value, in seconds, that the SRX Series device should wait to get a heartbeat

response froman ICSeriesUACAppliance (default is 300). If the SRXSeries device does

not receive it in the specified time, it takes the action specified by the timeout-action

configurationstatement. It also triesagain tomakeaconnection to the ICSeriesappliance.

After the second failed attempt, the SRX Series device fails over to the next IC Series

appliance in the cluster. The SRX Series device continues trying to reach IC Series

appliances in the cluster until a connection is established.

Use this statement when you are configuring the SRX Series device to act as a Junos OS

Enforcer in a Unified Access Control (UAC) deployment. When deployed as a Junos OS

Enforcer, the SRX Series device enforces the policies that are defined on the UAC’s IC

Series appliance. When working with a cluster of IC Series appliances, the Junos OS

Enforcer connects to one at a time, failing over to other IC Series appliances in the cluster

as required.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• interval (Services) on page 389

• timeout-action on page 447
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timeout-action

Syntax timeout-action (close | no-change | open):

Hierarchy Level [edit services unified-access-control ]

Release Information Statement introduced in Junos OS Release 9.4.

Description Specify what the SRX Series device should do when a timeout occurs and the device

cannot connect to an Infranet Enforcer.

Use this statement when you are configuring the SRX Series device to act as a Junos OS

Enforcer in a Unified Access Control (UAC) deployment. When deployed as a Junos OS

Enforcer, the SRX Series device enforces the policies that are defined on the UAC’s IC

Series UAC Appliance.

Options • close—Close existing sessions and block any further traffic. This is the default option.

• no-change—Preserve existing sessions and require authentication for new sessions.

• open—Preserve existing sessions and allow new sessions access.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• interval (Services) on page 389

• timeout (Services) on page 446

447Copyright © 2017, Juniper Networks, Inc.

Chapter 25: Configuration Statements



tls-min-version

Syntax tls-min-version (v1.1 | v1.2);

Hierarchy Level [edit access profile profile-name ldap-server ip-address]

Release Information Statement introduced in Junos OS Release 15.1X49-D70.

Description Configure Transport Layer Security (TLS) version to limit the lowest supported versions

of TLS that are enabled for SSL connections.

Options v1.1—Accept TLS version 1.1. This enhanced version of TLS provides protection against

cipher-block chaining (CBC) attacks.

v1.2—Accept TLS version 1.2. This enhanced version of TLS provides improved flexibility

for negotiation of cryptographic algorithms.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9

• Example: Configuring Integrated User Firewall on page 152

tls-peer-name

Syntax tls-peer-namepeer-host-name;

Hierarchy Level [edit access profile profile-name ldap-server ip-address]

Release Information Statement introduced in Junos OS Release 15.1X49-D70.

Description Configure the peer hostname to be authenticated.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9

• Obtaining Username and Role Information Through Firewall Authentication on page 11

• LDAP Functionality in Integrated User Firewall on page 150
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tls-timeout

Syntax tls-timeout seconds;

Hierarchy Level [edit access profile profile-name ldap-server ip-address]

Release Information Statement introduced in Junos OS Release 15.1X49-D70.

Description Specify timeout value on the Transport Layer Security (TLS) handshake. The TLS

handshake is responsible for the encryption keys exchange necessary to establish secure

sessions between client and server.

Range: 3 through 90 seconds.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9

• Obtaining Username and Role Information Through Firewall Authentication on page 11

• LDAP Functionality in Integrated User Firewall on page 150
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tls-type

Syntax tls-type {
start-tls;

}

Hierarchy Level [edit access profile profile-name ldap-server ip-address]

Release Information Statement introduced in Junos OS Release 15.1X49-D70.

Description Configure Lightweight Directory Access Protocol (LDAP) over Secure Sockets

Layer/Transport Layer Security (SSL/TLS) for secure communication. Transport Layer

Security StartTLS extension for LDAP is used for the firewall user authentication and the

integrated user firewall authentication for obtaining username and role information

through firewall authentication. StartTTLS allows protocol data transfers between the

LDAPserver andclient over theTLS layer after successful negotiationbetween thepeers.

StartTLS upgrades an existing insecure LDAP connection to a secure Secure Sockets

Layer/Transport Layer Security (SSL/TLS) connection.

Options • start-tls—Configure LDAP over StartTLS. The StartTLS communications occurs over
TCP port 389.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9

• Obtaining Username and Role Information Through Firewall Authentication on page 11

• LDAP Functionality in Integrated User Firewall on page 150
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token-api (Services User Identification)

Syntax token-api token-api

Hierarchy Level [edit services user-identification authentication-source aruba-clearpass user-query]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Configure the token API that is used in generating the URL for acquiring an access token.

The token API is combined with the connection method and the IP address of the

ClearPass webserver to produce the complete URL used for acquiring an access token.

For example, if the token API is oauth, the connection method is HTTPS, and the IP

address of the ClearPass webserver is 192.0.2.199, the complete URL for acquiring an

access tokenwould be https://192.0.2.199/api/oauth. This is a required parameter. There

is no default value.

The SRX Series device user query function requires an access token to be able to query

the ClearPass webserver. If the user query function is configured, the SRX Series device

can request from the ClearPass webserver user authentication and identity information

for an individual user.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

451Copyright © 2017, Juniper Networks, Inc.

Chapter 25: Configuration Statements



to-zone (Security Policies)

Syntax to-zone zone-name {
policy policy-name {
description description;
match {
application {
[application];
any;

}
destination-address {
[address];
any;
any-ipv4;
any-ipv6;

}
source-address {
[address];
any;
any-ipv4;
any-ipv6;

}
source-identity {
[role-name];
any;
authenticated-user;
unauthenticated-user;
unknown-user;

}
}
scheduler-name scheduler-name;
then {
count {
alarm {
per-minute-threshold number;
per-second-threshold number;

}
}
deny;
log {
session-close;
session-init;

}
permit {
application-services {
application-firewall {
rule-set rule-set-name;

}
application-traffic-control {
rule-set rule-set-name;

}
gprs-gtp-profile profile-name;
gprs-sctp-profile profile-name;
idp;
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redirect-wx | reverse-redirect-wx;
ssl-proxy {
profile-name profile-name;

}
uac-policy {
captive-portal captive-portal;

}
utm-policy policy-name;

}
destination-address {
drop-translated;
drop-untranslated;

}
firewall-authentication {
pass-through {
access-profile profile-name;
client-match user-or-group-name;
ssl-termination-profile profile-name;
web-redirect;
web-redirect-to-https;

}
web-authentication {
client-match user-or-group-name;

}
}
services-offload;
tcp-options {
sequence-check-required;
syn-check-required;

}
tunnel {
ipsec-group-vpn group-vpn;
ipsec-vpn vpn-name;
pair-policy pair-policy;

}
}
reject;

}
}

}

Hierarchy Level [edit security policies from-zone zone-name]

Release Information Statement introduced in Junos OS Release 8.5. Support for the services-offload and

junos-hostoptions added in JunosOSRelease 11.4. Support for the source-identityoption

added in Junos OS Release 12.1. Support for the ssl-termination-profile and

web-redirect-to-https options added in Junos OS Release 12.1X44-D10.

Description Specify a destination zone to be associated with the security policy.

Options • zone-name—Name of the destination zone object.

• junos-host—Default security zone for self-traffic of the device.

The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Security Policies Overview

• Understanding Security Policy Rules

• Understanding Security Policy Elements
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traceoptions (Access)

Syntax traceoptions {
file filename {
files number;
match regular-expression;
sizemaximum-file-size;
<world-readable | no-world-readable>;

}
flag flag;

}

Hierarchy Level [edit access firewall-authentication]

Release Information Statement introduced in Release 8.5 of Junos OS.

Description Define Routing Engine firewall authentication tracing options.

Options file filename—Name of the file to receive the output of the tracing operation. Enclose

the namewithin quotation marks. All files are placed in the directory /var/log.

•

• files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed to trace-file.0, then trace-file.1, and

so on, until the maximum number of trace files is reached. The oldest archived file is

overwritten.

• If you specify a maximum number of files, you also must specify a maximum file size

with the size option and a filename.

Range: 2 through 1000 files

Default: 10 files

• match regular-expression—(Optional) Refine the output to include lines that contain

the regular expression.

• sizemaximum-file-size—(Optional) Maximum size of each trace file, in kilobytes (KB),

megabytes (MB), or gigabytes (GB). When a trace file named trace-file reaches this

size, it is renamed trace-file.0. When the trace-file again reaches its maximum size,

trace-file.0 is renamed trace-file.1 and trace-file is renamed trace-file.0. This renaming

schemecontinues until themaximumnumber of trace files is reached. Then the oldest

trace file is overwritten.

• If you specify a maximum file size, you also must specify a maximum number of trace

files with the files option and filename.

Syntax: x k to specify KB, x m to specify MB, or x g to specify GB

Range: 10 KB through 1 GB

Default: 128 KB

• world-readable | no-world-readable—(Optional) By default, log files can be accessed

only by the user who configures the tracing operation. Theworld-readable option
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enables any user to read the file. To explicitly set the default behavior, use the

no-world-readable option.

• flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags.

• all—All tracing operations

• authentication—Trace authentication events

• configuration—Trace configuration events

• setup—Trace setup of firewall authentication service

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9
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traceoptions (Active Directory Access)

Syntax traceoptions {
file filename ;
flag {
active-directory-authentication;
all;
configuration;
db;
ip-user-mapping;
ip-user-probe;
ipc;
user-group-mapping;
wmic;

}
level {
all
error
info
notice
verbose
warning

}
no-remote-trace;

}

Hierarchy Level [edit services user-identification active-directory-access]

Release Information Statement introduced in Junos OS Release 12.1X47-D10.

Description Define Active Directory trace options for the integrated user firewall feature.

Options file filename—Name of the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log.

flag—Trace the operation or operations to perform on the integrated user firewall. To

specify more than one trace operation, includemultiple flag statements.

active-directory-authentication—Trace thebuildingof andmodifications to theActive

Directory authentication table.

all—Trace everything.

configuration—Trace configuration events.

db—Trace the database.

ip-user-mapping—Trace the ip-user-mapping module.

ip-user-probe—Trace PC client probing.

ipc—Trace communication events with the Packet Forwarding Engine.

user-group-mapping—Trace the process of getting user-to-group-mapping.
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wmic—Trace theWindows Management Instrumentation Client process.

level—Level of trace operation to perform.

all—Match all levels.

error—Match error conditions.

info—Match informational messages.

notice—Match conditions that should be handled specially.

verbose—Match verbosemessages.

warning—Match warning messages.

no-remote-trace—Disallow tracing from a remote device.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• active-directory-access on page 335

• user-identification (Services) on page 470

• Overview of Integrated User Firewall on page 141
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traceoptions (Security Firewall Authentication)

Syntax traceoptions {
flag {
all <detail | extensive | terse>;
authentication <detail | extensive | terse>;
proxy <detail | extensive | terse>;

}
}

Hierarchy Level [edit security firewall-authentication]

Release Information Statement introduced in Junos OS Release 8.5.

Description Define data-plane firewall authentication tracing options.

Options • flag—Trace operation to perform. To specify more than one trace operation, include

multiple flag statements.

• all—Enable all tracing operations

• authentication—Trace data-plane firewall authentication events

• proxy—Trace data-plane firewall authentication proxy events

• detail—Display moderate amount of data in trace.

• extensive—Display extensive amount of data in trace.

• terse—Display minimum amount of data in trace.

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9
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traceoptions (Services SSL)

Syntax traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
level [brief | detail | extensive | verbose];
no-remote-trace;

}

Hierarchy Level [edit services ssl]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Specify the trace file information.

Options file-name—Specify the name of file in which to write trace information.•

• files—Specify the maximum number of trace files. Range: 2 to 1000.

• match—Specify the regular expression for lines to be logged.

• no-world-readable size—Do not allow any user to read the log file.

• size—Specify the maximum trace file size. Range: 10,240 to 1,073,741,824.

• world-readable—Allow any user to read the log file.

• flag—Trace operation to perform. To specify more than one trace operation, include

multiple flag statements.

• all—Trace with all flags enabled

• compilation—Trace rule set compilation events

• configuration—Trace configuration events

• ipc—Trace process inter communication events

• lookup—Trace rule set lookup events

• level—Set the level of debugging the output option.

• brief—Match brief messages.

• detail—Match detail messages.

• extensive—Match extensive messages.

• verbose—Match verbosemessages.

• no-remote-trace—Set remote tracing as disabled.
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Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSL Proxy on page 23

• Firewall User Authentication Overview on page 9

461Copyright © 2017, Juniper Networks, Inc.

Chapter 25: Configuration Statements



traceoptions (Services UAC)

Syntax traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
no-remote-trace;

}

Hierarchy Level [edit services unified-access-control ]

Release Information Statement introduced in Junos OS Release 9.4.

Description Define Unified Access Control (UAC) tracing options.

Use this statement when you are configuring the SRX Series device to act as a Junos OS

Enforcer in a Unified Access Control (UAC) deployment. When deployed as a Junos OS

Enforcer, the SRX Series device enforces the policies that are defined on the UAC’s IC

Series UAC Appliance.

Options flag—Trace operation to perform. To specifymore than one trace option, includemultiple

flag statements.

• all—Trace with all flags enabled

• config—Traceconfiguration information forallUAC-relatedconfigurations.This includes

all configuration controlled through the unified-access-control statements at the edit

serviceshierarchy level. It also includesother standard JunosOSconfigurations required

for UAC enforcement such as zones, policies, and interfaces.

• connect—Trace communications between the Junos OS Enforcer and the IC Series

appliance, including SSL handshakes and timeouts.

• ipc—Trace interprocess communications. Use this option to trace communications

between the Routing Engine (RE) and the UACD enforcement plugin inside the Packet

Forwarding Engine (PFE).

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Understanding Unified Access Control on page 101

• Acquiring User Role Information from an Active Directory Authentication Server on

page 101
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traceoptions (Services User Identification)

Syntax traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(world-readable | no-world-readable);

}
flag flag;
level level ;
no-remote-trace;

}

Hierarchy Level [edit services user-identification authentication-source aruba-clearpass]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Specify thenameof the trace log file and its characteristics.Messagesabout thebehavior

of the authentication source are written to this log file. Aruba ClearPass Policy Manager

(CPPM) is the authentication source for the SRX Series device integrated ClearPass

authentication and enforcement feature.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

trusted-ca (Services)

Syntax trusted-ca (all | [ca-profile] );

Hierarchy Level [edit services ssl proxy profile profile-name]
[edit services ssl termination profile profile-name]
[edit services ssl initiation profile profile-name]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Specify the list of trusted certificate authority profiles.

Options • trusted-ca-name—Specify the certificate authority profile name.

• all—Select all certificate authority profiles.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSL Proxy on page 23

• Firewall User Authentication Overview on page 9
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uac-policy (Application Services)

Syntax uac-policy {
captive-portal captive-portal;

}

Hierarchy Level [edit security policies from-zone zone-name to-zone zone-name policy policy-name then
permit application-services]

Release Information Statement modified in Junos OS Release 9.4.

Description Enable Unified Access Control (UAC) for the security policy. This statement is required

when you are configuring the SRX Series device to act as a Junos OS Enforcer in a UAC

deployment.When deployed as a Junos OS Enforcer, the SRX Series device enforces the

policies that are defined on the UAC’s IC Series UAC Appliance .

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Understanding User Role Firewalls

• Example: Configuring a User Role Firewall on an SRX Series Device
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uac-service

Syntax uac-service {
command binary-file-path;
disable;
failover (alternate-media | other-routing-engine);

}

Hierarchy Level [edit system processes]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the unified access control daemon process.

Options • command binary-file-path—Path to the binary process.

• disable—Disable the unified access control daemon process.

• failover—Configure the device to reboot if the software process fails four times within

30 seconds, and specify the software to use during the reboot.

• alternate-media—Configure the device to switch to backupmedia that contains a

version of the system if a software process fails repeatedly.

• other-routing-engine—Instruct the secondary Routing Engine to take mastership if

a softwareprocess fails. If this statement is configured for aprocess, and thatprocess

fails four times within 30 seconds, then the device reboots from the secondary

Routing Engine.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9
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unified-access-control (Security)

Syntax unified-access-control priority priority;

Hierarchy Level [edit security user-identification authentication-source]

Release Information Statement introduced in Junos OS Release 12.1. Support for disable option dropped in

Junos OS Release 12.1X47-D10.

Description An authentication table pushed from a configured authentication device, such as the

Junos Pulse Access Control Service.

Options priority priority—A unique value between 0 and 65535 that determines the sequence for

searching multiple tables to retrieve a user role. Each authentication table is given

auniquepriority value. The lower the value, thehigher thepriority. A tablewithpriority

120 is searched before a table with priority 200. The default priority value of the

unified-access-control authentication table is 200.

Setting the priority value of the unified-access-control authentication table to 0 is

equivalent to disabling the table and eliminating it from the search sequence.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• authentication-source (Security)

• Understanding User Role Firewalls

• Understanding the User Identification Table
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unified-access-control (Services)

Syntax unified-access-control {
captive-portal redirect-policy-name{
redirect-traffic (all | unauthenticated);
redirect-url redirect-url;

}
certificate-verification [ optional | required | warning ];
infranet-contoller host-name {
address ip-address;
ca-profile [ca-profile];
interface interface-name;
password password;
port port-number;
server-certificate-subject subject;

}
interval seconds;
test-only-mode;
timeout seconds;
timeout-action (close | no-change | open);
traceoptions {
file {
filename;
files number;
match regular-expression;
(no-world-readable | world-readable);
sizemaximum-file-size;

}
flag flag;
no-remote-trace;

}
}

Hierarchy Level [edit services]

Release Information Statement introduced in Junos OS Release 9.4.

Description Use this statement to configure the SRX Series device to act as a Junos OS Enforcer in

a Unified Access Control (UAC) deployment. When deployed as a Junos OS Enforcer,

theSRXSeriesdevice enforces thepolicies that aredefinedon theUAC’s ICSeriesdevice.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.
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user-group-mapping

Syntax user-group-mapping {
ldap {
address ip-address {
port port;

}
authentication-algorithm {
simple;

}
base base;
ssl;
user username {
password password;

}
}

}

Hierarchy Level [edit services user-identification active-directory-access domain]

Release Information Statement introduced in Junos OS Release 12.1X47-D10.

Description Configure the SRX Series device to connect to an LDAP server, so that the server can

provide the SRX Series with user-to-groupmappings. These mappings are used to

implement the integrated user firewall feature. The domain controller acts as the LDAP

server in typical customer scenarios.

Most of this statement is optional, because the default communicationmethod is LDAP

andmost arguments have default values. Only the LDAP keyword and the base are

required.

Options ldap—Required. LDAP is theprotocol used toaccess theLDAPserver togetuser-to-group

mappings.

address ip-address—Optional. Specify the IPaddressof theLDAPserver. If noaddress

is specified, the system uses one of the configured Active Directory domain

controllers.

portport—Optional.Specify theportnumberof theLDAPserver. If noportnumber

is specified, the systemusesport 389 for plaintext or port 636 for encrypted

text.

authentication-algorithm—Optional. Specify thealgorithmusedwhile theSRXSeries

communicates with the LDAP server. The default method is Kerberos.

simple—Configure simple (plaintext) authentication method.

base base—Required. LDAP base distinguished name (DN).

ssl—Optional. Enable Secure Sockets Layer (SSL) to ensure secure transmission

with the LDAP server. Disabled by default, which means that the password is

sent in plaintext.
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userusername—Optional.Usernameof theLDAPaccount. If nousername is specified,

the systemwill use the configured domain controller’s username.

password password—Optional. Specify the password for the account. If no

password is specified, the system uses the configured domain controller’s

password.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• active-directory-access on page 335

• clear services user-identification active-directory-access on page 496

• show services user-identification active-directory-access statistics on page 569

• show services user-identification active-directory-access user-group-mapping on
page 550

• traceoptions (Active Directory Access) on page 457

• user-identification (Services) on page 470

• LDAP Functionality in Integrated User Firewall on page 150
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user-identification (Services)

Syntax user-identification {
active-directory-access {
domain domain-name {
user username;
password password;

domain-controller domain-controller-name {
address domain-controller-address;

}
ip-user-mapping {
discovery-method {
wmi {
event-log-scanning-interval seconds;
initial-event-log-timespan hours;

}
}

}
user-group-mapping {
ldap {
address ip-address {
port port;

}
authentication-algorithm {
simple;

}
base base;
ssl;
user username {
password password;

}
}

}
}
authentication-entry-timeoutminutes;
filter {
include address;
exclude address;

}
no-on-demand-probe;
wmi-timeout seconds;
traceoptions {
file file;
flag {
active-directory-authentication;
all;
configuration;
db;
ip-user-mapping;
ip-user-probe;
ipc;
user-group-mapping;
wmic;

}
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level {
all;
error;
info;
notice;
verbose;
warning;

}
no-remote-trace;

}
}

Hierarchy Level [edit services]

Release Information Statement introduced in Junos OS Release 12.1X47-D10.

Description Configure the integrated user firewall feature, including access to the Active Directory

domainanddomaincontroller, IPaddress-to-usermapping, anduser-to-groupmapping.

One or two Active Directories are allowed under one domain. The IP address-to-user

mapping and user-to-groupmapping are configured per domain.

Options authentication-entry-timeoutminutes—Timeout interval starting from the Active

Directory/domain controller login time, the last active session, or the last successful

probe. A setting of 0means the authentication does not need a timeout. We

recommend that you configure a setting of 0 when you disable on-demand-probe

to prevent someone from accessing the Internet without logging in again.

Range: 10 through 1440minutes

Default: 30minutes

filter—Optional. Range of IP addresses that needs to bemonitored or not monitored.

include address—Include IP address or range. Maximum of 20 addresses.

exclude address—Exclude IP address or range. Maximum of 20 addresses.

no-on-demand-probe—Do not use traffic to discover user. Default is disabled.

wmi-timeout seconds—Optional. Configures the number of seconds that the domain PC

has to respond to the SRX Series device’s query throughWMI/DCOM.

• If the PC responds within that timeframe to theWMI query, the SRX creates an

authentication entry for this PC.

• If thePCdoes not respondwithin that timeframe, theWMIquery failed. In the case

of a failed query, if the SRX had an authentication entry about the queried PC

before theWMI query, that authentication entry is deleted. If the SRX had no

authentication entry before theWMI query, the SRX does not create an

authentication entry.

Range: 3 through 120 seconds

Default: 10 seconds

The remaining statements are explained separately. See CLI Explorer.
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Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• active-directory-access on page 335

• traceoptions (Active Directory Access) on page 457

webapi (SystemServices)

Syntax webapi {
client ip-address;
(
http {
port port-number;

}
https {
certificate certificate-filename;
certificate-key local-certificate-key;
default-certificate
pki-local-certificate;
port port-number;

}
user {
name;
password password;

}
debug-log filename;
debug-level level;

}

Hierarchy Level [edit system services]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Configure theWebAPI functiondaemon(webapi) componentof the integratedClearPass

authenticationandenforcement feature. TheWebAPIdaemonactsasaHTTPorHTTPS

server. The SRX Series device exposes to the Aruba ClearPass Policy Manager (CPPM)

theWebAPI that allows the CPPM, as a client, to send POST requestmessages to it that

provide the SRX Series device with user authentication and identity information. The

CPPM serves as the user authentication source for the SRX Series device.

TheWeb API function (webapi) facilitates efficient transmission of user authentication

and identity information from the CPPM to the SRX Series device. The CPPM, which is

the client in this relationship, initiates a session with the SRX Series deviceWeb API

daemon, which is the server in this relationship. However, the CPPM can do this only if

you have configured theWebAPI function on theSRXSeries device. For security reasons,

theWeb API daemon is not enabled by default.

The configuring statements are explained separately. See CLI Explorer.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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webapi-clear-text (Security)

Syntax web-api-cleartext

Hierarchy Level [edit security zones security-zone zone host-inbound-traffic system-services]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Enable theWeb API (webapi) service over HTTP host inbound traffic on TCP port 8080

for unencrypted data.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

webapi-ssl (Security)

Syntax webapi-ssl

Hierarchy Level [edit security zones security-zone zone host-inbound-traffic system-services]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Enable theWeb API service over HTTPS host inbound traffic on TCP port 8443.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.
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web-authentication

Syntax web-authentication {
client-match user-or-group-name;

}

Hierarchy Level [edit security policies from-zone zone-name to-zone zone-name policy policy-name then
permit firewall-authentication]

Release Information Statement introduced in Junos OS Release 8.5.

HTTPS for Web authentication is supported on high-end SRX Series Services Gateways

starting from Junos OS Release 12.1X44-D10 and on vSRX, SRX300, SRX320, SRX340,

SRX345, SRX550M, and SRX1500 Services Gateways starting from Junos OS Release

15.1X49-D40.

Description Specify that the policy allows access to users who have previously been authenticated

byWeb authentication. Web authentication must be enabled on one of the addresses

on the interface to which the HTTP or HTTPS request is redirected.

Options client-match user-or-group—(Optional) Username or user group name.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Understanding User Role Firewalls
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web-authentication (Access)

Syntax web-authentication {
banner {
success string;

}
default-profile profile-name;

}

Hierarchy Level [edit access firewall-authentication]

Release Information Statement introduced in Junos OS Release 8.5.

HTTPS for Web authentication is supported on high-end SRX Series Services Gateways

starting from Junos OS Release 12.1X44-D10 and on vSRX, SRX300, SRX320, SRX340,

SRX345, SRX550M, and SRX1500 Services Gateways starting from Junos OS Release

15.1X49-D40.

Description Specify that users go through theWeb authentication process. The user uses HTTP or

HTTPS to access an IP address on the device that is enabled for Web authentication. In

this scenario, the user does not use HTTP or HTTPS to access the IP address of the

protected resource. Theuser is prompted for ausernameandpassword,whichare verified

by the device. Subsequent traffic from the user or host to the protected resource is

allowed or denied based on the results of this authentication. This method of

authentication differs frompass-through authentication in that users need to access the

protected resource directly after accessing theWeb authentication IP address and being

authenticated.

Options The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9
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web-authentication (Interfaces)

Syntax web-authentication {
http;
https;
redirect-to-https;

}

Hierarchy Level [edit interfaces interface-name unit logical-unit-number family family-name address
address ]

Release Information Statement introduced in Junos OS Release 9.2.

Support for https and redirect-to-https introduced for high-end SRX Series Services

Gateways starting from Junos OS Release 12.1X44-D10 and on vSRX, SRX300, SRX320,

SRX340, SRX345, SRX550, and SRX1500 Services Gateways starting from Junos OS

Release 15.1X49-D40.

Description Enable theWeb authentication process for firewall user authentication.

Options http—Enable HTTP service.

https—Enable authentication through HTTPS.

redirect-to-https—Redirect Web authentication to HTTPS.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding Interfaces
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web-management (SystemServices)

Syntax web-management {
http {
interfaces interface-names ;
port port;

}
https {
interfaces interface-names;
local-certificate name;
pki-local-certificate name;
system-generated-certificate name;
port port;

}
management urlmanagement url;
session {
idle-timoutminutes;
session-limit number;

}
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(no-world-readable | world-readable);

}
flag flag;
level level;
no-remote-trace;

}
}

Hierarchy Level [edit system services]

Release Information Statement introduced in Junos OS Release 9.0.

Support for https introduced for high-end SRX Series Services Gateways starting from

Junos OS Release 12.1X44-D10 and on vSRX, SRX300, SRX320, SRX340, SRX345,

SRX550M,andSRX1500ServicesGatewaysstarting fromJunosOSRelease 15.1X49-D40.

Description Configure settings for HTTP or HTTPS access. HTTP access allowsmanagement of the

deviceusing the J-Web interface.HTTPSaccessallowssecuremanagementof thedevice

using the J-Web interface. With HTTPS access, communication is encrypted between

your browser and the webserver for your device.

Options control—Disable the SBC process.

• max-threads—Maximum simultaneous threads to handle requests.

Range: 0 through 16

http—Configure HTTP.

• interface [value]—Interface value that accepts HTTP access.
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• port number—TCP port for incoming HTTP connections.

Range: 1 through 65,535

https—Configure HTTPS.

• interface [value]—Interface value that accept HTTP access.

• port number—TCP port for incoming HTTP connections.

Range: 1 through 65,535

• local-certificate—X.509 certificate to use from the configuration.

• pki-local-certificate—X.509 certificate to use from the PKI local store.

• system-generated-certificate—X.509 certificate generated automatically by the

system.

management urlmanagement url—URL path for Webmanagement access.

session—Configure theWeb-management session.

• idle-timoutminutes—Default timeout of Web-management sessions in minutes.

• session-limit number—Maximumnumber ofWeb-management sessions to allow.
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traceoptions—Set the trace options.

• file—Configure the trace file information.

• filename—Nameof the file to receive theoutputof the tracingoperation. Enclose

the name in quotation marks. All files are placed in the directory /var/log. By

default, the name of the file is the name of the process being traced.

• filesnumber—Maximumnumberof trace files.Whena trace filenamed trace-file

reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and so on,

until the maximum number of trace files is reached. Then the oldest trace file

is overwritten.

If you specify a maximum number of files, you also must specify a maximum

file size with the size maximum file-size option.

Range: 2 through 1000 files

Default: 10 files

• match regular-expression—Refine theoutput to include lines that contain the regular

expression.

• sizemaximum-file-size—Maximum size of each trace file, in kilobytes (KB),

megabytes (MB), or gigabytes (GB).

Range: 10 KB through 1 GB

Default: 128 KB

If you specify a maximum file size, you also must specify a maximum number of

trace files with the files number option.

• (world-readable | no-world-readable)—By default, log files can be accessed only

by theuserwhoconfigures the tracingoperation.Theworld-readableoptionenables

any user to read the file. To explicitly set the default behavior, use the

no-world-readable option.

• flag flag—Specify which tracing operation to perform. To specify more than one

tracing operation, includemultiple flag statements. You can include the following

flags.

• all—Trace all areas.

• configuration—Trace configuration.

• dynamic-vpn—Trace dynamic VPN events.

• init—Trace the daemon init process.

• mgd—Trace MGD requests.

• webauth—TraceWeb authentication requests.

• level level—Specify the level of debugging output.

• all—Match all levels.

• error—Match error conditions.

479Copyright © 2017, Juniper Networks, Inc.

Chapter 25: Configuration Statements



• info—Match informational messages.

• notice—Match conditions that should be handled specially.

• verbose—Match verbosemessages.

• warning—Match warning messages.

• no-remote-trace—Disable remote tracing.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Firewall User Authentication Overview on page 9

• Dynamic VPN Overview

web-redirect

Syntax web-redirect;

Hierarchy Level [edit security policies from-zone zone-name to-zone zone-name policy policy-name then
permit firewall-authentication pass-through]

Release Information Statement introduced in Junos OS Release 8.5.

Description Optionally, redirectHTTP requests to thedevice’s internalwebserver by sendinga redirect

HTTP response to theclient systemto reconnect to thewebserver for user authentication.

The interface on which the client’s request arrived is the interface to which the request

is redirected.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• Understanding User Role Firewalls
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web-redirect-to-https

Syntax web-redirect-to-https;

Hierarchy Level [edit security policies from-zone zone-name to-zone zone-name policy policy-name then
permit firewall-authentication pass-through]

Release Information Statement introduced on high-end SRX Series Services Gateways starting from Junos

OS Release 12.1X44-D10 and on vSRX, SRX300, SRX320, SRX340, SRX345, SRX550M,

and SRX1500 Services Gateways starting from Junos OS Release 15.1X49-D40.

Description Redirect unauthenticatedHTTP requests to the internal HTTPSwebserver of the device.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• UTM Feature Guide for Security Devices

• Firewall User Authentication Overview on page 9

web-server (Services)

Syntax web-server server-name;

Hierarchy Level [edit services user-identification authentication-source aruba-clearpass user-query]

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Specify the name of the webserver configuration on the SRX Series device used for the

userquery integratedClearPassauthenticationandenforcement function. Thewebserver

is theClearPassserver towhich theSRXSeriesdeviceconnects to requestauthentication

and identity information for an individual user.

When information for the individual user is not posted to the SRX Series device by

ClearPass throughWeb API POST requestmessages, the SRX Series device can request

this information fromtheClearPassPolicyManager (CPPM)under certain circumstances.

Youmust enable the user query function by configuring it.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

481Copyright © 2017, Juniper Networks, Inc.

Chapter 25: Configuration Statements



whitelist (Services)

Syntax whitelist [global-address-book-addresses];

Hierarchy Level [edit services ssl proxy profile profile-name]
[edit services ssl termination profile profile-name]

Release Information Statement introduced in Junos OS Release 12.1X44-D10.

Description Specify the addresses exempted from the SSL proxy.

Options • whitelist-address—Specify address from the global address book.

Required Privilege
Level

services—To view this statement in the configuration.

services-control—To add this statement to the configuration.

Related
Documentation

• Configuring SSL Proxy on page 23

• Firewall User Authentication Overview on page 9

wins-server (Access)

Syntax wins-server address

Hierarchy Level [edit access address-assignment pool <name> family (inet | inet6) xauth-attributes]

Release Information Statement introduced in Release 10.4 of Junos OS.

Description Specify the wins-server IP address.

Required Privilege
Level

access—To view this statement in the configuration.

access-control—To add this statement to the configuration.

Related
Documentation

• Junos OS Security Configuration Guide
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CHAPTER 26

Operational Commands

• clear network-access requests pending

• clear network-access requests statistics

• clear network-access securid-node-secret-file

• clear security firewall-authentication history

• clear security firewall-authentication history address

• clear security firewall-authentication history identifier

• clear security firewall-authentication users

• clear security firewall-authentication users address

• clear security firewall-authentication users identifier

• clear security user-identification local-authentication-table

• clear services user-identification active-directory-access

• clear services user-identification authentication-table

• request services user-identification active-directory-access

active-directory-authentication-table delete

• request services user-identification active-directory-access domain-controller

• request services user-identification active-directory-access ip-user-probe

• request servicesuser-identificationauthentication-sourcearuba-clearpassuser-query

• request services user-identification authentication-table delete

• show network-access requests pending

• show network-access requests statistics

• show network-access securid-node-secret-file

• show security firewall-authentication history

• show security firewall-authentication history address

• show security firewall-authentication history identifier

• show security firewall-authentication users

• show security firewall-authentication users address

• show security firewall-authentication users identifier

• show security policies
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• show service user-identification authentication-source aruba-clearpass user-query

counters

• show service user-identification authentication-source aruba-clearpass user-query

status

• show services unified-access-control authentication-table

• show services user-identification authentication-table

• show services user-identification active-directory-access user-group-mapping

• show services user-identification device-information table

• show services unified-access-control counters

• show services unified-access-control policies

• show services unified-access-control roles

• show services unified-access-control status

• show services user-identification active-directory-access

active-directory-authentication-table

• show services user-identification active-directory-access domain-controller status

• show services user-identification active-directory-access statistics

• show services user-identification active-directory-access user-group-mapping
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clear network-access requests pending

Syntax clear network-access requests pending
<index index-number >

Release Information Command introduced in Release 8.5 of Junos OS.

Description Clear or cancel all pending authentication requests.

Options none—Clear all network access requests pending.•

• index index-number—Clear the specified authentication request. To display index

numbers, use the show network-access requests pending command.

Required Privilege
Level

clear

Related
Documentation

show network-access requests pending on page 509•

List of Sample Output clear network-access requests pending on page 485

Sample Output

The following example displays the network access requests that are pending, clears

the requests, and displays the results of the clear operation:

clear network-access requests pending

user@host> show network-access requests pending
Information about pending authentication entries
  Total pending authentication requests: 2
Index User                  Status
1     Sun                   Processing
2     Sam                   Processed

user@host> clear network-access requests pending
user@host> show network-access requests pending
Information about pending authentication entries
  Total pending authentication requests: 2
Index User                  Status
1     Sun                   Cancelled by Admin
2     Sam                   Cancelled by Admin
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clear network-access requests statistics

Syntax clear network-access requests statistics

Release Information Command introduced in Release 8.5 of Junos OS.

Description Clear general authentication statistics for the configured authentication type.

Required Privilege
Level

clear

Related
Documentation

authentication-order (Access Profile)•

• show network-access requests statistics on page 511

Output Fields This command produces no output.
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clear network-access securid-node-secret-file

Syntax clear network-access securid-node-secret-file

Release Information Command introduced in Junos OS Release 9.1.

Description Delete the node secret file for the SecurID authentication type.

Required Privilege
Level

clear

Related
Documentation

Firewall User Authentication Overview on page 9•

• configuration-file on page 355

• securid-server on page 430

• show network-access securid-node-secret-file on page 512

List of Sample Output clear network-access securid-node-secret-file on page 487

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear network-access securid-node-secret-file

user@host> clear network-access securid-node-secret-file
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clear security firewall-authentication history

Syntax clear security firewall-authentication history
<node ( node-id | all | local | primary)>

Release Information Command introduced in Junos OSRelease 8.5. The node options added in Junos OS

Release 9.0.

Description Clear all firewall authentication history information.

Options node—(Optional) For chassis cluster configurations, clear all firewall authentication

history on a specific node (device) in the cluster.

•

• node-id—Identification number of the node. It can be 0 or 1.

• all—Clear all nodes.

• local—Clear the local node.

• primary—Clear the primary node.

Required Privilege
Level

clear

Related
Documentation

Firewall User Authentication Overview on page 9•

List of Sample Output clear security firewall-authentication history on page 488
clear security firewall-authentication history node 1 on page 488

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear security firewall-authentication history

user@host> clear security firewall-authentication history
node0:
--------------------------------------------------------------------------
node1:
--------------------------------------------------------------------------

Sample Output

clear security firewall-authentication history node 1

user@host> clear security firewall-authentication history node 1
node1:
--------------------------------------------------------------------------
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clear security firewall-authentication history address

Syntax clear security firewall-authentication history address address
<node ( node-id | all | local | primary)>

Release Information Command introduced in Junos OS Release 8.5. The node options added in Junos OS

Release 9.0.

Description Clear firewall authentication history for this source IP address.

Options address address—Source IP address for which to clear firewall authentication history.•

• none—Clear all firewall authentication history for this address.

• node—(Optional) For chassis cluster configurations, clear firewall authenticationhistory

for this address on a specific node.

• node-id—Identification number of the node. It can be 0 or 1.

• all—Clear all nodes.

• local—Clear the local node.

• primary—Clear the primary node.

Required Privilege
Level

clear

Related
Documentation

Firewall User Authentication Overview on page 9•

List of Sample Output clear security firewall-authentication history address 10.0.0.1 on page 489
clear security firewall-authentication history address 192.0.2.2 node 1 on page 489

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear security firewall-authentication history address 10.0.0.1

user@host> clear security firewall-authentication history address 10.0.0.1
node0:
--------------------------------------------------------------------------
node1:
--------------------------------------------------------------------------

Sample Output

clear security firewall-authentication history address 192.0.2.2 node 1

user@host> clear security firewall-authentication history address 192.0.2.2 node 1
node1:
--------------------------------------------------------------------------
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clear security firewall-authentication history identifier

Syntax clear security firewall-authentication history identifier identifier
<node ( node-id | all | local | primary)>

Release Information Command introduced in Junos OS Release 8.5. The node options added in Junos OS

Release 9.0.

Description Clear firewall authenticationhistory information for theauthenticationwith this identifier.

Options identifier identifier—Identification number of the authentication for which to clear

authentication history.

•

• none—Clear all firewall authentication history information for the authentication with

this identifier.

• node—(Optional) For chassis cluster configurations, clear firewall authenticationhistory

on a specific node for the authentication with this identifier.

• node-id—Identification number of the node. It can be 0 or 1.

• all—Clear all nodes.

• local—Clear the local node.

• primary—Clear the primary node.

Required Privilege
Level

clear

Related
Documentation

Firewall User Authentication Overview on page 9•

List of Sample Output clear security firewall-authentication history identifier 2 on page 490
clear security firewall-authentication history identifier 2 node 1 on page 490

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear security firewall-authentication history identifier 2

user@host> clear security firewall-authentication history identifier 2
node0:
--------------------------------------------------------------------------
node1:
--------------------------------------------------------------------------

Sample Output

clear security firewall-authentication history identifier 2 node 1

user@host> clear security firewall-authentication history identifier 2 node 1
node1:
--------------------------------------------------------------------------
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clear security firewall-authentication users

Syntax clear security firewall-authentication users
<node ( node-id | all | local | primary)>

Release Information Command introduced in Junos OS Release 8.5. The node options added in Junos OS

Release 9.0.

Description Clear firewall authentication tables for all users.

Options node—(Optional)For chassis cluster configurations, clear firewall authenticationdetails

for all users on a specific node.

•

• node-id—Identification number of the node. It can be 0 or 1.

• all—Clear all nodes.

• local—Clear the local node.

• primary—Clear the primary node.

Required Privilege
Level

clear

Related
Documentation

Firewall User Authentication Overview on page 9•

• show security firewall-authentication users on page 521

List of Sample Output clear security firewall-authentication users on page 492
clear security firewall-authentication users node 1 on page 492

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear security firewall-authentication users

user@host> clear security firewall-authentication users node 1
node0:
--------------------------------------------------------------------------
node1:
--------------------------------------------------------------------------

Sample Output

clear security firewall-authentication users node 1

user@host> clear security firewall-authentication users node 1
node1:
--------------------------------------------------------------------------
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clear security firewall-authentication users address

Syntax clear security firewall-authentication users address address
<node ( node-id | all | local | primary)>

Release Information Command introduced in Junos OS Release 8.5. The node options added in Junos OS

Release 9.0.

Description Clear information about the users at the specified IP address that are currently

authenticated.

Options address address—IPaddress forwhich toclear user firewall authentication information.•

• none—Clear all the firewall authentication information for users at this IP address.

• node—(Optional) For chassis cluster configurations, clear user firewall authentication

entries on a specific node.

• node-id—Identification number of the node. It can be 0 or 1.

• all—Clear all nodes.

• local—Clear the local node.

• primary—Clear the primary node.

Required Privilege
Level

clear

Related
Documentation

Firewall User Authentication Overview on page 9•

List of Sample Output clear security firewall-authentication users address 198.51.100.11 on page 493
clear security firewall-authentication users address 198.51.100.11 node 1 on page 493

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear security firewall-authentication users address 198.51.100.11

user@host> clear security firewall-authentication users address 198.51.100.11
node0:
--------------------------------------------------------------------------
node1:
--------------------------------------------------------------------------

Sample Output

clear security firewall-authentication users address 198.51.100.11 node 1

user@host> clear security firewall-authentication users address 198.51.100.11 node 1
node1:
--------------------------------------------------------------------------
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clear security firewall-authentication users identifier

Syntax clear security firewall-authentication users identifier identifier
<node ( node-id | all | local | primary)>

Release Information Command introduced in Junos OS Release 8.5. The node options added in Junos OS

Release 9.0.

Description Clear firewall authentication details about the user with this identification number.

Options none—Identification number of the user for which to clear authentication details.•

• node—(Optional) For chassis cluster configurations, clear the firewall authentication

details on a specific node (device) in the cluster for the user with this identification

number.

• node-id—Identification number of the node. It can be 0 or 1.

• all—Clear all nodes.

• local—Clear the local node.

• primary—Clear the primary node.

Required Privilege
Level

clear

Related
Documentation

Firewall User Authentication Overview on page 9•

List of Sample Output clear security firewall-authentication users identifier 2 on page 494
clear security firewall-authentication users identifier 2 node 1 on page 494

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear security firewall-authentication users identifier 2

user@host> clear security firewall-authentication users identifier 2
node0:
--------------------------------------------------------------------------
node1:
--------------------------------------------------------------------------

Sample Output

clear security firewall-authentication users identifier 2 node 1

user@host> clear security firewall-authentication users identifier 2 node 1
node1:
--------------------------------------------------------------------------
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clear security user-identification local-authentication-table

Syntax clear security user-identification local-authentication-table

Release Information Command introduced in Junos OS Release 12.1.

Description This command removes all entries from the local authentication table.

Required Privilege
Level

clear

Related
Documentation

Understanding AppSecure Services•

• Firewall User Authentication Overview on page 9

List of Sample Output clear security user-identification local-authentication-table on page 495

Output Fields Whenyouenter this command, all entries are cleared fromthe local authentication table.

Sample Output

clear security user-identification local-authentication-table

user@host> clear security user-identification local-authentication-table
user@host> show security user-identification local-authentication-table all
Total entries: 0
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clear services user-identification active-directory-access

Syntax clear services user-identification active-directory-access
(active-directory-authentication-table |

statistics (ip-user-mapping | ip-user-probe | user-group-mapping))

Release Information Command introduced in Junos OS Release 12.1X47-D10.

Description Delete entries from the Active Directory authentication table or statistics related to

integrated user firewall mappings.

Options active-directory-authentication-table—Remove all entries from the Active Directory

authentication table.

•

• statistics—Remove the specified type of statistics:

• ip-user-mapping—IP address-to-user mappings

• ip-user-probe—PC probe statistics

• user-group-mapping—User-to-groupmappings

Required Privilege
Level

clear

Related
Documentation

ip-user-mapping on page 391•

• requestservicesuser-identificationactive-directory-access ip-user-probeonpage500

• show services user-identification active-directory-access statistics on page 569

• show services user-identification active-directory-access user-group-mapping on
page 550

• user-group-mapping on page 468

• user-identification (Services) on page 470

Output Fields This command produces no output.
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clear services user-identification authentication-table

Syntax clear services user-identification authentication-table authentication-source
authentication-source (all | active-directory | aruba-clearpass)

Release Information Statement introduced in Junos OS Release 12.3X48-D30.

Description Clear the contents of the ClearPass authentication table. The ClearPass authentication

table, which is created by the SRX Series device on the Packet Forwarding Engine, is

populated with user authentication and identity information received from Aruba

ClearPass. Aruba ClearPass is the authentication source for the integrated ClearPass

feature. Youmust aruba-clearpass as the authentication source.

Options authentication-source—For theSRXSeries integratedClearPass feature, youmust specify

aruba-clearpass to indicate that ClearPass is the authentication source and that the

authentication table relies on user information from the ClearPass Policy Manager.

Additional Information The remaining statements are explained separately. See CLI Explorer.

Required Privilege
Level

clear

List of Sample Output clearservicesuser-identificationauthentication-tableauthentication-sourceonpage497

Output Fields If therearenoentries in theClearPassauthentication table, the followingwarningmessage

is displayed after you enter the clear command.

There is no authentication-table entry.

If there are entries in theClearPass authentication table, nomessages are displayedafter

you enter the clear command.

Sample Output

clear services user-identification authentication-table authentication-source

user@host> clear services user-identification authentication-table authentication-source
aruba-clearpass
warning: "There is no authentication-table entry."
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request services user-identification active-directory-access
active-directory-authentication-table delete

Syntax request services user-identification active-directory-access
active-directory-authentication-table delete

(domain name | ip-address ip-address | group group-name <domain name> | user name
<domain name>

Release Information Command introduced in Junos OS Release 12.1X47-D10.

Description Delete entries from the active directory authentication table by domain, address, group,

or user. This command provides the network administrator with flexibility and control

over the table entries beyond what is automatically added to or deleted from the table.

For example, if aperson leaves thecompany, thecorrespondingusernamecanbedeleted;

after a department reorganization, a group can be deleted.

Options • domainname—Delete theentries fromtheauthentication table for thespecifieddomain.

• ip-address ip-address—Delete the entry from the authentication table for the specified

IP address.

• group group-name—Delete the entries from the authentication table for the specified

group.

• domain name—Delete the group only from the specified domain.

• username—Delete theentries fromtheauthentication table for the specifiedusername.

• domain name—Delete the user only from the specified domain.

Required Privilege
Level

maintenance

Related
Documentation

show services user-identification active-directory-access
active-directory-authentication-table on page 562

•

• user-identification (Services) on page 470

• Understanding Active Directory Authentication Tables on page 144

Output Fields This command produces no output.
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request services user-identification active-directory-access domain-controller

Syntax request services user-identification active-directory-access domain-controller discovery
domain name

Release Information Command introduced in Junos OS Release 12.1X47-D10.

Description Discover and display the name and address of all domain controllers in the specified

domain.

Options • domain name—Name of the domain for which to get and display domain controller

names and addresses.

Required Privilege
Level

maintenance

Related
Documentation

active-directory-access on page 335•

• show services user-identification active-directory-access domain-controller status
on page 566

• user-identification (Services) on page 470

List of Sample Output requestservicesuser-identificationactive-directory-accessdomain-controllerdiscovery
domain <domain-name> on page 499

Output Fields This command displays the discovered domain controllers.

Sample Output

requestservicesuser-identificationactive-directory-accessdomain-controllerdiscoverydomain<domain-name>

user@host> request services user-identification active-directory-access domain-controller
discovery domain example.net
Domain: example.net
 Domain controller: example-dc.example.net
   Address: 192.0.2.2
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request services user-identification active-directory-access ip-user-probe

Syntax request services user-identification active-directory-access ip-user-probe
address ip-address <domain name>

Release Information Command introduced in Junos OS Release 12.1X47-D10.

Description Probe the PC at the specified IP address to get an authentication entry, which is used for

the integrated user firewall feature. You can display the authentication table to see the

results. If the probe succeeded, there will be a valid authentication entry. If the probe

failed, there will be an invalid authentication entry.

Options • address ip-address—Probe the PC at this IP address.

domain name—Probe the IP address in the specified domain.

Required Privilege
Level

maintenance

Related
Documentation

clear services user-identification active-directory-access on page 496•

• show services user-identification active-directory-access
active-directory-authentication-table on page 562

• show services user-identification active-directory-access statistics on page 569

• user-identification (Services) on page 470

List of Sample Output show services user-identification active-directory-access
active-directory-authentication-table address <ip-address> on page 500

Output Fields The following command displays the results of the IP address probe:

Sample Output

show services user-identification active-directory-access active-directory-authentication-table address
<ip-address>

user@host> show services user-identification active-directory-access
active-directory-authentication-table address 192.0.2.3
Domain: example.net
 Source-ip: 192.0.2.3
  Username: user1
  Groups:group1
  State: Valid
  Source: wmic
  Access start date: 2014-03-10
  Access start time: 13:59:56
  Age time: 1437
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requestservicesuser-identificationauthentication-sourcearuba-clearpassuser-query

Syntax request services user-identification authentication-source authentication-source user-query
address ip-address

Release Information Command introduced in Junos OS Release 12.3X48-D30.

Description Manually send to the ClearPass website a request for user authentication and identity

information for an individual user. The command specifies the IP address of the user’s

device to identify the user whose information you want to obtain. If the user query

command executes successfully, an entry for the user (IP address) has been created in

the ClearPass authentication table, and no output is displayed.

The user query function is part of the SRX Series integrated ClearPass authentication

and enforcement feature. The user query function, if configured, allows the SRX Series

device to send requests for individual user information. This command also allows you

to manually send requests. Normally administrators send query requests manually to

troubleshoot issues.

Theuser query function supplements useof theWebAPI function. TheSRXSeriesdevice

exposes to ClearPass aWeb API that ClearPass uses to send POST request messages

to the SRX Series device. These messages contain user authentication and identity

information.

Options ip-address—The IP address of the user’s device for whom you are manually requesting

authentication information.

Required Privilege
Level

maintenance

List of Sample Output request services user-identification authentication-source authentication-source
user-query address ip-address on page 501

Sample Output

requestservicesuser-identificationauthentication-sourceauthentication-sourceuser-queryaddress ip-address

user@host> requestservicesuser-identificationauthentication-sourcearuba-clearpassuser-query
address 40.0.0.1
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request services user-identification authentication-table delete

Syntax request services user-identification authentication-table delete (ip-address ip-address |
authentication-source (all | active-directory |authentication-source (domaindomain-name
| group group-name |user user-name) )

Release Information Command introduced in Junos OS Release 12.3X48-D30.

Description Delete entries from the ClearPass authentication table based on the IP address of the

user’s device, or on the authentication source and the name of a domain, a group, or a

user.Whenonly theauthentication source is specified, theentireClearPassauthentication

table is deleted. For the integrated ClearPass authentication and enforcement feature,

the authentication source is always aruba-clearpass.

Options ip-address—Deletes a user authentication entry from theClearPass authentication table,

and the Active Directory (AD) table, based on the IP address of the user’s device.

authentication-source—Deletes user entries from the ClearPass authentication table. In

the CLI, ClearPass as the authentication source is referred to by the value

aruba-clearpass as is the ClearPass authentication table. To identify the user entries

to be deleted, you specify a domain, a group, or a username.

domain-name—Deletes fromtheClearPassauthentication tableuser entries for users

who belong to the specified domain.

group group-name—Deletes the entry entry from the ClearPass authentication table

for users who belong to the group, regardless of whether they belong to other

groups.

user user-name—Deletes the entry for the specified user from the ClearPass

authentication table.

Required Privilege
Level

maintenance

List of Sample Output requestservicesuser-identificationauthentication-tabledelete ip-addressonpage503
requestservicesuser-identificationauthentication-tabledeleteauthentication-source
aruba-clearpass domain on page 503
requestservicesuser-identificationauthentication-tabledeleteauthentication-source
aruba-clearpass group on page 504
requestservicesuser-identificationauthentication-tabledeleteauthentication-source
aruba-clearpass on page 506

Output Fields The following examples cover how to delete various user entries from the ClearPass

authentication table based on the specified parameter. It also shows how to check to

ensure that the user entries were deleted successfully.
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Sample Output

request services user-identification authentication-table delete ip-address

The following command deletes the entry for the user whose device IP address is
specified.
user@host> request services user-identification authentication-table delete ip-address 50.0.0.1

Before you delete the entry:

To ensure that the entry exists in the ClearPass authentication table, use the following

command to display the entry for the user. Note that the ClearPass authentication table

includes the user entry with the IP address 50.0.0.1.

user@host> show services user-identification authentication-table ip-address 50.0.0.1
Domain: GLOBAL
  Source-ip: 50.0.0.1
    Username: guest1
    Groups:posture-healthy, guest, [user authenticated]
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2015-12-14
    Access start time: 17:07:23
    Last updated timestamp: 2015-12-22 05:50:47
    Age time: 0

After you delete the user entry associatedwith the IP address, enter the command again

to verify that the entry has been deleted.

user@host> show services user-identification authentication-table ip-address 50.0.0.1
warning: “This IP address isn’t in authentication table.”

requestservicesuser-identificationauthentication-tabledeleteauthentication-sourcearuba-clearpassdomain

The following command deletes the specified domain.
user@host> requestservicesuser-identificationauthentication-tabledeleteauthentication-source
domain global

Before you delete the domain contents from the ClearPass authentication table, use the

following command to display the domain information to ensure that it exists. Note that

the ClearPass authentication table includes the global domain.

user@host> show services user-identification authentication-table authentication-source
aruba-clearpass domain global extensive
Domain: GLOBAL
Total entries: 6
  Source-ip: 10.0.0.1
    Username: viki2
    Groups:posture-healthy, accounting-grp, accounting-grp-and-company-device,
    corporate-limited, [user authenticated]
    Groups referenced by policy:accounting-grp-and-company-device
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:20:30
    Last updated timestamp: 2015-12-22 04:02:48
    Age time: 0
  Source-ip: 20.0.0.1
    Username: abew1
    Groups:posture-unknown, marketing-access-limited-grp, [user authenticated]
    Groups referenced by policy:marketing-access-limited-grp
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    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:31:40
    Last updated timestamp: 2015-12-22 04:18:48
    Age time: 0
  Source-ip: 30.0.0.1
    Username: jxchan
    Groups:posture-healthy, marketing-access-for-pcs-limited-group,
    marketing-general, sales-limited, corporate-limited, [user authenticated]
    Groups referenced by policy:marketing-access-for-pcs-limited-group
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:22:48
    Last updated timestamp: 2015-12-22 05:46:21
    Age time: 0
  Source-ip: 40.0.0.1
    Username: lchen1
    Groups:posture-healthy, human-resources-grp, accounting-limited,
    corporate-limited, [user authenticated]
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:21:37
    Last updated timestamp: 2015-12-22 05:41:18
    Age time: 0
  Source-ip: 50.0.0.1
    Username: guest1
    Groups:posture-healthy, guest, [user authenticated]
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:23:10
    Last updated timestamp: 2015-12-22 05:50:47
    Age time: 0
  Source-ip: 50.0.0.2
    Username: guest2
    Groups:posture-healthy, guest-device-byod, [user authenticated]
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:23:21
    Last updated timestamp: 2015-12-22 05:52:44
    Age time: 0

After you delete the domain, use the command again to verify that the domain and its

user members was deleted.

user@host> show services user-identification authentication-table authentication-source
aruba-clearpass domain global
warning: "There is no related auth entry in authentication-table."

request services user-identification authentication-table delete authentication-source aruba-clearpass group

The following command deletes the entries for any users who belong to the group

posture-healthy.

user@host> requestservicesuser-identificationauthentication-tabledeleteauthentication-source
aruba-clearpass group posture-healthy
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Before you delete the group contents from the ClearPass authentication table, use the

following command to display it to ensure that the group is used in some user entries.

Notice that the appropriate user entries contain the posture-healthy group.

Domain: GLOBAL
Total entries: 6
  Source-ip: 10.0.0.1
    Username: viki2
    Groups:posture-healthy, accounting-grp, accounting-grp-and-company-device,
    corporate-limited, [user authenticated]
    Groups referenced by policy:accounting-grp-and-company-device
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:20:30
    Last updated timestamp: 2015-12-22 04:02:48
    Age time: 0
  Source-ip: 20.0.0.1
    Username: abew1
    Groups:posture-unknown, marketing-access-limited-grp, [user authenticated]
    Groups referenced by policy:marketing-access-limited-grp
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:31:40
    Last updated timestamp: 2015-12-22 04:18:48
    Age time: 0
  Source-ip: 30.0.0.1
    Username: jxchan
    Groups:posture-healthy, marketing-access-for-pcs-limited-group,
    marketing-general, sales-limited, corporate-limited, [user authenticated]
    Groups referenced by policy:marketing-access-for-pcs-limited-group
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:22:48
    Last updated timestamp: 2015-12-22 05:46:21
    Age time: 0
  Source-ip: 40.0.0.1
    Username: lchen1
    Groups:posture-healthy, human-resources-grp, accounting-limited,
    corporate-limited, [user authenticated]
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:21:37
    Last updated timestamp: 2015-12-22 05:41:18
    Age time: 0
  Source-ip: 50.0.0.1
    Username: guest1
    Groups:posture-healthy, guest, [user authenticated]
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:23:10
    Last updated timestamp: 2015-12-22 05:50:47
    Age time: 0
  Source-ip: 50.0.0.2
    Username: guest2
    Groups:posture-healthy, guest-device-byod, [user authenticated]
    State: Valid
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    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:23:21
    Last updated timestamp: 2015-12-22 05:52:44
    Age time: 0

Enter theshowservicesuser-identificationauthentication-tableauthentication-source
aruba-clearpass group posture-healthy to display the entries for the users who belong
to the group posture-healthy.

Notice that the group name does not show up in the column for groups referenced by

policy because it is not one. Notice, too, that the output contains information for only

those userswho belong to the group. It does not include an entry for the user abew1, who

does not belong to the group.

Domain: GLOBAL
Source IP       Username       groups(Ref by policy)          state
10.0.0.1        viki2          accounting-grp-and-company-dev Valid
30.0.0.1        jxchan         marketing-access-for-pcs-limit Valid
40.0.0.1        lchen1         corporate-limited              Valid
50.0.0.1        guest1                                        Valid
50.0.0.2        guest2                                        Valid

After you delete the group, use the command again to verify that it has been deleted.

user@host> show services user-identification authentication-table authentication-source
aruba-clearpass group posture-healthy
warning: "There is no related auth entry in authentication-table."

For further verification, you can use the following command to check the entry for one

of the users who belonged to the group:

user@host> show services user-identification authentication-table authentication-source
aruba-clearpass user viki2
warning: "There is no related auth entry in authentication-table."

request services user-identification authentication-table delete authentication-source aruba-clearpass

The following command deletes the ClearPass authentication table (aruba-clearpass).

user@host> requestservicesuser-identificationauthentication-tabledeleteauthentication-source
aruba-clearpass

Before you delete the ClearPass authentication table, use the following command to

display it to ensure that the table exists.

user@host> show services user-identification authentication-table authentication-source
aruba-clearpass
Domain: GLOBAL
Total entries: 6
  Source-ip: 10.0.0.1
    Username: viki2
    Groups:posture-healthy, accounting-grp, accounting-grp-and-company-device,
    corporate-limited, [user authenticated]
    Groups referenced by policy:accounting-grp-and-company-device
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
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    Access start time: 17:20:30
    Last updated timestamp: 2015-12-22 04:02:48
    Age time: 0
  Source-ip: 20.0.0.1
    Username: abew1
    Groups:posture-unknown, marketing-access-limited-grp, [user authenticated]
    Groups referenced by policy:marketing-access-limited-grp
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:31:40
    Last updated timestamp: 2015-12-22 04:18:48
    Age time: 0
  Source-ip: 30.0.0.1
    Username: jxchan
    Groups:posture-healthy, marketing-access-for-pcs-limited-group,
    marketing-general, sales-limited, corporate-limited, [user authenticated]
    Groups referenced by policy:marketing-access-for-pcs-limited-group
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:22:48
    Last updated timestamp: 2015-12-22 05:46:21
    Age time: 0
  Source-ip: 40.0.0.1
    Username: lchen1
    Groups:posture-healthy, human-resources-grp, accounting-limited,
    corporate-limited, [user authenticated]
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:21:37
    Last updated timestamp: 2015-12-22 05:41:18
    Age time: 0
  Source-ip: 50.0.0.1
    Username: guest1
    Groups:posture-healthy, guest, [user authenticated]
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:23:10
    Last updated timestamp: 2015-12-22 05:50:47
    Age time: 0
  Source-ip: 50.0.0.2
    Username: guest2
    Groups:posture-healthy, guest-device-byod, [user authenticated]
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:23:21
    Last updated timestamp: 2015-12-22 05:52:44
    Age time: 0

To verify that you deleted the authentication table successfully, enter the command

again:

user@host> show services user-identification authentication-table authentication-source
aruba-clearpass

warning: "There is no authentication-table entry."
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show network-access requests pending

Syntax show network-access requests pending
<detail>
<index number >

Release Information Command introduced in Release 8.5 of Junos OS.

Description Display the status of pending authentication requests.

Options none—Show pending authentication requests.•

• show network-access requests pendingshow network-access requests
pendingdetail—Display detailed information about all pending requests.

• index number—(Optional) Display detailed information about the request specified by

this index number. Use the command without options to obtain a list of requests and

index numbers.

Required Privilege
Level

view

Related
Documentation

clear network-access requests pending on page 485•

List of Sample Output show network-access requests pending on page 510
show network-access requests pending detail on page 510
show network-access requests pending index 1 on page 510

Output Fields Table28onpage509 lists theoutput fields for theshownetwork-access requestspending

command. Output fields are listed in the approximate order in which they appear.

Table 28: show network-access requests pending Output Fields

Field DescriptionField Name

Internal number identifying the pending request. Use this number to obtain more
information on the record.

Index

Originator of authentication request.User

The pending requests are requests and responses that are not yet sent back to the
respective clients. The pending requests can be in one of the following states:

• Processing: This request is being processed by the device. The authentication process
has started but is not complete.

• Waiting on Auth Server: The request is sent to an external authentication server, and
the device is waiting for the response.

• Processed:This request has completedauthentication (successor failure). The results
are not yet forwarded back to the client.

• Request cancelled by Admin: This request was cancelled by the Admin. The reply with
cancel code is not yet sent back to the client.

Status
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Table 28: show network-access requests pending Output Fields (continued)

Field DescriptionField Name

The profile determines how the user is authenticated.

Local clients defined with the statement access profile client are authenticated with the
passwordauthentication.Clients configuredexternal to thedevice, onaRADIUSor LDAP
server are authenticated with RADIUS or LDAP authentication.

Profile

Sample Output

show network-access requests pending

user@host> show network-access requests pending
Information about pending authentication entries
  Total pending authentication requests: 2
Index User                  Status
1     Sun                   Processing
2     Sam                   Processed

Sample Output

show network-access requests pending detail

user@host> show network-access requests pending detail
Information about pending authentication entries
  Total pending authentication requests: 2
Index: 1  User: Sun
  Status: Processing
  Profile: Sunnyvale-firewall-users
Index: 2  User: Sam
  Status: Processed
  Profile: Westford-profile

Sample Output

show network-access requests pending index 1

user@host> show network-access requests pending index 1
Index: 1  User: Sun
  Status: Processing
  Profile: Sunnyvale-firewall-users
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show network-access requests statistics

Syntax show network-access requests statistics

Release Information Commandmodified in Release 9.1 of Junos OS.

Description Display authentication statistics for the configured authentication type.

Required Privilege
Level

view

Related
Documentation

clear network-access requests statistics on page 486•

Output Fields Table 29 on page 511 lists the output fields for the network-access requests statistics

command. Output fields are listed in the approximate order in which they appear.

Table 29: show network-access requests statistics Output Fields

Field DescriptionField Name

Total number of authentication requests that the device received from clients.Total requests received

Total number of authentication responses that the device sent to the clients.Total responses sent

Total number of clients that authenticated successfully.Success responses

Total number of clients that failed to authenticate.Failure responses

show network-access requests statistics

user@host> show network-access requests statistics
General authentication statistics
  Total requests received: 100
  Total responses sent: 70
Radius authentication statistics
  Total requests received: 40
  Success responses: 20
  Failure responses: 20
LDAP authentication statistics
  Total requests received: 30
  Success responses: 15
  Failure responses: 15
Local authentication statistics
  Total requests received: 5
  Success responses: 2
  Failure responses: 3
Securid authentication statistics
  Total requests received: 15
  Success responses: 3
  Failure responses: 12
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show network-access securid-node-secret-file

Syntax show network-access securid-node-secret-file

Release Information Command introduced in Release 9.1 of Junos OS.

Description Display the path to the node secret file for the SecurID authentication type.

Required Privilege
Level

view

Related
Documentation

configuration-file on page 355•

• securid-server on page 430

• clear network-access securid-node-secret-file on page 487

List of Sample Output show network-access securid-node-secret-file on page 512

Output Fields Table30onpage512 lists theoutput fields for thenetwork-accesssecurid-node-secret-file

command. Output fields are listed in the approximate order in which they appear.

Table 30: show network-access securid-node-secret-file Output Fields

Field DescriptionField Name

Name of the SecurID authentication server.SecurID Server

Path to the node secret file.Node Secret File

Sample Output

show network-access securid-node-secret-file

user@host> show network-access securid-node-secret-file
SecurID server node secret file:
SecurID Server       Node Secret File
ace-server1          /var/db/securid/ace-server1/node-secret
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show security firewall-authentication history

Syntax show security firewall-authentication history
<node ( node-id | all | local | primary)>

Release Information Command introduced in Junos OS Release 8.5. The node options added in Junos OS

Release 9.0.

Description Display security firewall authentication history information.

Options none—Display history of firewall authentication information.•

• node—(Optional) For chassis cluster configurations, display all firewall authentication

history on a specific node (device) in the cluster.

• node-id—Identification number of the node. It can be 0 or 1.

• all—Display information about all nodes.

• local—Display information about the local node.

• primary—Display information about the primary node.

Required Privilege
Level

view

Related
Documentation

Understanding Logical System Firewall Authentication•

• Firewall User Authentication Overview on page 9

List of Sample Output show security firewall-authentication history on page 514
show security firewall-authentication history node all on page 514

Output Fields Table 31 on page 513 lists the output fields for the show security firewall-authentication

history command. Output fields are listed in the approximate order in which they appear.

Table 31: show security firewall-authentication history Output Fields

Field DescriptionField Name

Number of authentications.Authentications

Identification number.Id

IP address of the authentication source.Source IP

Authentication date.Date

Authentication time.Time

Authentication duration.Duration

Authentication status success or failure.Status
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Table 31: show security firewall-authentication history Output Fields (continued)

Field DescriptionField Name

Name of the user.User

Sample Output

show security firewall-authentication history

user@host> show security firewall-authentication history
History of firewall authentication data:
  Authentications: 1
          Id Source Ip       Date       Time     Duration   Status   User
           1 203.0.113.1     2007-04-03 11:43:06 00:00:45   Success  hello

Sample Output

show security firewall-authentication history node all

user@host> show security firewall-authentication history node all
node0:
--------------------------------------------------------------------------
History of firewall authentication data:
Authentications: 2
Id Source Ip       Date       Time     Duration   Status   User
1 203.0.113.1      2008-01-04 12:00:10 0:05:49    Success  local1 
2 203.0.113.1      2008-01-04 14:36:52 0:01:03    Success  local1 
node1:
--------------------------------------------------------------------------
History of firewall authentication data:
  Authentications: 1
          Id Source Ip       Date       Time     Duration   Status   User
           203.0.113.1       2008-01-04 14:59:43 1193046:06: Success local1 

Copyright © 2017, Juniper Networks, Inc.514

Authentication and Integrated User Firewalls Feature Guide for Security Devices



show security firewall-authentication history address

Syntax show security firewall-authentication history address ip-address
<node ( node-id | all | local | primary)>

Release Information Command introduced in Junos OS Release 8.5. The node options added in Junos OS

Release 9.0.

Description Display security firewall authentication history for this source IP address.

Options address ip-address—IP address of the authentication source.•

• none—Display all firewall authentication history for this address.

• node—(Optional) For chassis cluster configurations, display firewall authentication

history for this address on a specific node.

• node-id—Identification number of the node. It can be 0 or 1.

• all—Display information about all nodes.

• local—Display information about the local node.

• primary—Display information about the primary node.

Required Privilege
Level

view

Related
Documentation

Firewall User Authentication Overview on page 9•

List of Sample Output show security firewall-authentication history address 198.51.100.17 on page 516
show security firewall-authentication history address 198.51.100.17 node
local on page 516

Output Fields Table 32 on page 515 lists the output fields for the show security firewall-authentication

history address command. Output fields are listed in the approximate order inwhich they

appear.

Table 32: show security firewall-authentication history address Output Fields

Field DescriptionField Name

User ID.Username

IP address of the authentication source.Source IP

Status of authentication (success or failure).Authentication state

Path chosen for authentication.Authenticationmethod

Date when user authenticated.Access start date
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Table 32: show security firewall-authentication history address Output Fields (continued)

Field DescriptionField Name

Time when user authenticated.Access start time

Time duration of the accessing firewall.Duration of user access

Name of the policy.Policy name

User traffic received from the zone.Source zone

User traffic destined to the zone.Destination zone

Name of profile used for authentication.Access profile

Number of bytes sent by the user.Bytes sent by this user

Number of bytes received by the user.Bytes received by this user

Sample Output

show security firewall-authentication history address 198.51.100.17

user@host> show security firewall-authentication history address 198.51.100.17
Username: u1
Source IP: 198.51.100.17
Authentication state: Success 
Authentication method: Pass-through using HTTP
Access start date: 2007-09-12
Access start time: 15:33:29
Duration of user access: 0:00:48
Policy name: Z1-Z2
Source zone: Z1
Destination zone: Z2
Access profile: profile-local
Bytes sent by this user: 0
Bytes received by this user: 449

Sample Output

show security firewall-authentication history address 198.51.100.17 node local

user@host> show security firewall-authentication history address 198.51.100.17 node local
node0:
--------------------------------------------------------------------------
Username: local1
Source IP: 198.51.100.17
Authentication state: Success 
Authentication method: Pass-through using Telnet
Access start date: 2008-01-04
Access start time: 12:00:10
Duration of user access: 0:05:49
Policy name: POL1
Source zone: z1
Destination zone: z2
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Access profile: p1
Bytes sent by this user: 0
Bytes received by this user: 0
Username: local1
Source IP: 198.51.100.17
Authentication state: Success 
Authentication method: Pass-through using Telnet
Access start date: 2008-01-04
Access start time: 14:36:52
Duration of user access: 0:01:03
Policy name: POL1
Source zone: z1
Destination zone: z2
Access profile: p1
Bytes sent by this user: 2178
Bytes received by this user: 4172
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show security firewall-authentication history identifier

Syntax show security firewall-authentication history identifier identifier
<node ( node-id | all | local | primary)>

Release Information Command introduced in Junos OS Release 8.5. The node options added in Junos OS

Release 9.0.

Description Display security firewall authentication history information for the authentication with

this identifier.

Options identifier identifier—Identifying number of the authentication process.•

• none—Display all firewall authentication history information for the authentication

with this identifier.

• node—(Optional) For chassis cluster configurations, display firewall authentication

history on a specific node for the authentication with this identifier.

• node-id—Identification number of the node. It can be 0 or 1.

• all—Display information about all nodes.

• local—Display information about the local node.

• primary—Display information about the primary node.

Required Privilege
Level

view

Related
Documentation

Firewall User Authentication Overview on page 9•

List of Sample Output show security firewall-authentication history identifier 1 on page 519
show security firewall-authentication identifier 1 node primary on page 519

Output Fields Table 33 on page 518 lists the output fields for the show security firewall-authentication

history identifier command. Output fields are listed in the approximate order in which

they appear.

Table 33: show security firewall-authentication history identifier Output Fields

Field DescriptionField Name

User ID.Username

IP address of the authentication source.Source IP

Status of authentication (success or failure).Authentication state

Path chosen for authentication.Authenticationmethod

Date when user authenticated.Access start date
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Table 33: show security firewall-authentication history identifier Output Fields (continued)

Field DescriptionField Name

Time when user authenticated.Access start time

Time duration of the accessing firewall.Duration of user access

Identification number of the policy.Policy index

Name of the policy.Policy name

User traffic received from the zone.Source zone

User traffic destined to the zone.Destination zone

Name of profile used for authentication.Access profile

Number of bytes sent by the user.Bytes sent by this user

Number of bytes received by the user.Bytes received by this user

Name of the client group.Client-groups

Sample Output

show security firewall-authentication history identifier 1

user@host> show security firewall-authentication history identifier 1
Username: hello
Source IP: 192.0.2.5
Authentication state: Success
Authentication method: Pass-through using Telnet
Access start date: 2007-04-03
Access start time: 11:43:06
Duration of user access: 00:00:45
Policy index: 4
Source zone: z2
Destination zone: z1
Access profile: profile1
Bytes sent by this user: 0
Bytes received by this user: 1050
Client-groups: Sunnyvale Bangalore

Sample Output

show security firewall-authentication identifier 1 node primary

user@host> show security firewall-authentication history identifier 1 node primary
node0:
--------------------------------------------------------------------------
Username: local1
Source IP: 192.0.2.5
Authentication state: Success 
Authentication method: Pass-through using Telnet
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Access start date: 2008-01-04
Access start time: 12:00:10
Duration of user access: 0:05:49
Policy name: POL1
Source zone: z1
Destination zone: z2
Access profile: p1
Bytes sent by this user: 0
Bytes received by this user: 0
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show security firewall-authentication users

Syntax show security firewall-authentication users
<node (node-id | all | local | primary)>

Release Information Command introduced in Junos OS Release 8.5. The node options added in Junos OS

Release 9.0.

Description Display firewall authentication details about all users.

Options none—Display details about all firewall authentication users.•

• node—(Optional) For chassis cluster configurations, display firewall authentication

details for all users on a specific node.

• node-id—Identification number of the node. It can be 0 or 1.

• all—Display information about all nodes.

• local—Display information about the local node.

• primary—Display information about the primary node.

Required Privilege
Level

view

Related
Documentation

Firewall User Authentication Overview on page 9•

List of Sample Output show security firewall-authentication users on page 522
show security firewall-authentication users node 0 on page 522
show security firewall-authentication users node all on page 522

Output Fields Table 34 on page 521 lists the output fields for the show security firewall-authentication

users command. Output fields are listed in the approximate order in which they appear.

Table 34: show security firewall-authentication users Output Fields

Field DescriptionField Name

Gives count of howmany entries/users the command will display.Total users in table

Identification number.Id

IP address of the authentication source.Source IP

User traffic received from the zone.Src zone

User traffic destined to the zone.Dst zone

Name of profile used for authentication.Profile

Idle timeout for the user.Age
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Table 34: show security firewall-authentication users Output Fields (continued)

Field DescriptionField Name

Authentication status success or failure.Status

Name of the user.User

Sample Output

show security firewall-authentication users

user@host> show security firewall-authentication users
Firewall authentication data:
  Total users in table: 1
          Id Source Ip       Src zone Dst zone Profile    Age Status   User 
           1 192.0.2.5/24         z1       z2       p1       0 Success  local1

Sample Output

show security firewall-authentication users node 0

user@host> show security firewall-authentication users node 0
node0:
--------------------------------------------------------------------------
Firewall authentication data:
  Total users in table: 1
          Id Source Ip       Src zone Dst zone Profile    Age Status   User     

           3 192.0.2.5/24        z1       z2       p1           1 Success  local1

Sample Output

show security firewall-authentication users node all

user@host> show security firewall-authentication users node all
node0:
--------------------------------------------------------------------------
Firewall authentication data:
  Total users in table: 1
          Id Source Ip       Src zone Dst zone Profile    Age Status   User 
           3 192.0.2.5        z1       z2       p1           1 Success  local1  

node1:
--------------------------------------------------------------------------
Firewall authentication data:
  Total users in table: 1
          Id Source Ip       Src zone Dst zone Profile    Age Status   User 
           2 192.0.2.5       z1       z2       p1           1 Success  local1 
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show security firewall-authentication users address

Syntax show security firewall-authentication users address ip-address
<node ( node-id | all | local | primary)>

Release Information Command introduced in Junos OS Release 8.5. The node options added in Junos OS

Release 9.0.

Description Display information about the users at the specified IP address that are currently

authenticated.

Options address ip-address—IP address of the authentication source.•

• none—Display all the firewall authentication information for users at this IP address.

• node—(Optional) For chassis cluster configurations, displayuser firewall authentication

entries on a specific node.

• node-id—Identification number of the node. It can be 0 or 1.

• all—Display information about all nodes.

• local—Display information about the local node.

• primary—Display information about the primary node.

Required Privilege
Level

view

Related
Documentation

Understanding User Role Firewalls•

List of Sample Output show security firewall-authentication users address 192.0.2.9 on page 524
show security firewall-authentication users address 192.0.2.9 node local on page 524
show security firewall-authentication users address 198.51.100.29 on page 525

Output Fields Table 35 on page 523 lists the output fields for the show security firewall-authentication

users address command. Output fields are listed in the approximate order in which they

appear.

Table 35: show security firewall-authentication users address Output Fields

Field DescriptionField Name

User ID.Username

IP address of the authentication source.Source IP

Status of authentication (success or failure).Authentication state

Path chosen for authentication.Authenticationmethod

Duration for which the connection exists.Access time remaining
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Table 35: show security firewall-authentication users address Output Fields (continued)

Field DescriptionField Name

The logical systemwhere the traffic was received.Lsys

User traffic received from the zone.Source zone

User traffic destined to the zone.Destination zone

Identification number of the policy.Policy index

Name of the policy.Policy name

Name of profile used for authentication.Access profile

Name of the interface.Interface Name

Number of bytes sent by the user.Bytes sent by this user

Number of bytes received by the user.Bytes received by this user

Name of the client group.Client-groups

Sample Output

show security firewall-authentication users address 192.0.2.9

user@host>show security firewall-authentication users address 192.0.2.9
Username: hello
Source IP: 192.0.2.9
Authentication state: Success
Authentication method: Pass-through using Telnet
Access time remaining: 0
Source zone: z2
Destination zone: z1
Policy index: 5
Access profile: profile1
Interface Name: ge-0/0/2.0
Bytes sent by this user: 0
Bytes received by this user: 0
Client-groups: my-group1-example, my-group2-example 

Sample Output

show security firewall-authentication users address 192.0.2.9 node local

user@host> show security firewall-authentication users address 192.0.2.9 node local
node0:
--------------------------------------------------------------------------
Username: local1
Source IP: 192.0.2.9
Authentication state: Success 
Authentication method: Pass-through using Telnet
Age: 2
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Access time remaining: 4
Source zone: z1
Destination zone: z2
Policy name: POL1
Access profile: p1
Interface Name: reth1.0
Bytes sent by this user: 614
Bytes received by this user: 1880

show security firewall-authentication users address 198.51.100.29

user@host> show security firewall-authentication users address 198.51.100.29
Username: hello
Source IP: 198.51.100.29/24 
Authentication state: Success 
Authentication method: User-firewall   
Age: 0
Access time remaining: 10
Lsys: root-logical-system
Source zone: N/A
Destination zone: N/A
Access profile: test
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show security firewall-authentication users identifier

Syntax show security firewall-authentication users identifier identifier
<node ( node-id | all | local | primary)>

Release Information Command introduced in Junos OS Release 8.5. The node options added in Junos OS

Release 9.0.

Description Display firewall authentication details about the user with this identification number.

Options identifier identifier—Identificationnumberof theuser forwhich todisplayauthentication

details.

•

• node—(Optional) For chassis cluster configurations, display the firewall authentication

details security firewall authentication entry on a specific node (device) in the cluster

for the user with this identification number.

• node-id—Identification number of the node. It can be 0 or 1.

• all—Display information about all nodes.

• local—Display information about the local node.

• primary—Display information about the primary node.

Required Privilege
Level

view

Related
Documentation

Firewall User Authentication Overview on page 9•

List of Sample Output show security firewall-authentication users identifier 3 on page 527
show security firewall-authentication users identifier 3 node primary on page 527

Output Fields Table 36 on page 526 lists the output fields for the show security firewall-authentication

users identifier command. Output fields are listed in the approximate order in which they

appear.

Table 36: show security firewall-authentication users identifier Output Fields

Field DescriptionField Name

User ID.Username

IP address of the authentication source.Source IP

Status of authentication (success or failure).Authentication state

Path chosen for authentication.Authenticationmethod

Idle timeout for the user.Age

Duration for which the connection exists.Access time remaining
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Table 36: show security firewall-authentication users identifier Output Fields (continued)

Field DescriptionField Name

User traffic received from the zone.Source zone

User traffic destined to the zone.Destination Zone

Name of the policy.Policy Name

Name of profile used for authentication.Access profile

Name of the interfaceInterface Name

Number of bytes sent by the user.Bytes sent by this user

Number of bytes received by the user.Bytes received by this user

Sample Output

show security firewall-authentication users identifier 3

user@host> show security firewall-authentication users identifier 3
Username: u1
Source IP: 198.51.100.39 
Authentication state: Success 
Authentication method: Pass-through using HTTP
Age: 1
Access time remaining: 254
Source zone: Z1
Destination zone: Z2
Policy name: Z1-Z2
Access profile: profile-local
Interface Name: ge-0/0/1.0
Bytes sent by this user: 0
Bytes received by this user: 449

Sample Output

show security firewall-authentication users identifier 3 node primary

user@host> show security firewall-authentication users identifier 3 node primary
node0:
--------------------------------------------------------------------------
Username: local1
Source IP: 198.51.100.39 
Authentication state: Success 
Authentication method: Pass-through using Telnet
Age: 1
Access time remaining: 5
Source zone: z1
Destination zone: z2
Policy name: POL1
Access profile: p1
Interface Name: reth1.0
Bytes sent by this user: 614
Bytes received by this user: 1880
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show security policies

Syntax show security policies
none
<detail>
policy-name policy-name
<global>

Release Information Commandmodified in Junos OS Release 9.2. Support for IPv6 addresses added in Junos

OSRelease 10.2. Support for wildcard addresses added in JunosOSRelease 11.1. Support

for global policy added in Junos OS Release 11.4. Support for services offloading added

in Junos OS Release 11.4. Support for source-identities added in Junos OS Release 12.1.

TheDescriptionoutput field added in JunosOSRelease 12.1. Support for negated address

added in JunosOSRelease 12.1X45-D10. The output fields for Policy Statistics expanded,

and the output fields for the global and policy-name options expanded to include

from-zone and to-zone global match criteria in Junos OS Release 12.1X47-D10. Support

for the initial-tcp-mss and reverse-tcp-mss options added in Junos OS Release

12.3X48-D20. Output field and description for source-end-user-profile option added in

Junos OS Release 15.1x49-D70.

Description Display a summary of all security policies configured on the device. If a particular policy

is specified, display information specific to that policy.

Options • none—Display basic information about all configured policies.

• detail—(Optional)Displayadetailed viewofall of thepolicies configuredon thedevice.

• policy-name policy-name—(Optional) Display information about a specified policy.

• global—(Optional) Display information about global policies.

Required Privilege
Level

view

Related
Documentation

Security Policies Overview•

• Understanding Security Policy Rules

• Understanding Security Policy Elements

List of Sample Output show security policies on page 532
show security policies policy-name detail on page 533
show security policies (Services-Offload) on page 534
show security policies (Device Identity) on page 534
show security policies detail on page 534
show security policies detail (TCPOptions) on page 535
show security policies policy-name (Negated Address) on page 536
show security policies policy-name detail (Negated Address) on page 536
show security policies global on page 536

Output Fields Table37onpage530 lists theoutput fields for the showsecuritypoliciescommand.Output

fields are listed in the approximate order in which they appear.
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Table 37: show security policies Output Fields

Field DescriptionField Name

Name of the source zone.From zone

Name of the destination zone.To zone

Name of the applicable policy.Policy

Description of the applicable policy.Description

Status of the policy:

• enabled: Thepolicy canbeused in thepolicy lookupprocess,whichdeterminesaccess
rights for a packet and the action taken in regard to it.

• disabled: The policy cannot be used in the policy lookup process, and therefore it is
not available for access control.

State

Internal number associated with the policy.Index

Numberof thepolicywithinagivencontext. Forexample, threepolicies thatareapplicable
in a from-zoneA-to-zoneB contextmight be orderedwith sequence numbers 1, 2, 3. Also,
in a from-zoneC-to-zoneD context, four policies might have sequence numbers 1, 2, 3,
4.

Sequence number

For standard displaymode, the names of the source addresses for a policy. Address sets
are resolved to their individual names.

For detail display mode, the names and corresponding IP addresses of the source
addresses for a policy. Address sets are resolved to their individual address name-IP
address pairs.

Source addresses

Name of the destination address (or address set) as it was entered in the destination
zone’s address book. A packet’s destination addressmustmatch this value for the policy
to apply to it.

Destination addresses

Nameof thedevice identityprofile (referred toasend-user-profile in theCLI) that contains
attributes, or characteristics of a device. Specification of the device identity profile in the
source-end-user-profile field is part of the device identity feature. If a devicematches the
attributes specified in the profile and other security policy parameters, then the security
policy’s action is applied to traffic issuing from the device.

source-end-user-profile

Name of the source address excluded from the policy.Source addresses (excluded)

Name of the destination address excluded from the policy.Destination addresses (excluded)

One or more user roles specified for a policy.Source identities
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Table 37: show security policies Output Fields (continued)

Field DescriptionField Name

Name of a preconfigured or custom application whose type the packet matches, as
specified at configuration time.

• IP protocol: The Internet protocol used by the application—for example, TCP, UDP,
ICMP.

• ALG: If anALG is explicitly associatedwith the policy, the nameof theALG is displayed.
Ifapplication-protocol ignore is configured, ignore is displayed.Otherwise,0 is displayed.

However, even if this command shows ALG: 0, ALGsmight be triggered for packets
destined to well-known ports on which ALGs are listening, unless ALGs are explicitly
disabledorwhenapplication-protocol ignore is not configured for customapplications.

• Inactivity timeout: Elapsed time without activity after which the application is
terminated.

• Source port range: The low-high source port range for the session application.

Applications

Status of the destination address translation traffic:

• drop translated—Drop the packets with translated destination addresses.

• drop untranslated—Drop the packets without translated destination addresses.

Destination Address Translation

An application firewall includes the following:

• Rule-set—Name of the rule set.

• Rule—Name of the rule.

• Dynamic applications—Name of the applications.

• Dynamic application groups—Name of the application groups.

• Action—The action taken with respect to a packet that matches the application
firewall rule set. Actions include the following:
• permit

• deny

• Default rule—The default rule applied when the identified application is not specified
in any rules of the rule set.

Application Firewall

• Theaction taken in regard toapacket thatmatches thepolicy’s tuples. Actions include
the following:

• permit

• firewall-authentication

• tunnel ipsec-vpn vpn-name

• pair-policy pair-policy-name

• source-nat pool pool-name

• pool-set pool-set-name

• interface

• destination-nat name

• deny

• reject

• services-offload

Action or Action-type

Session log entry that indicates whether the at-create and at-close flags were set at
configuration time to log session information.

Session log
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Table 37: show security policies Output Fields (continued)

Field DescriptionField Name

Nameofapreconfiguredschedulerwhosescheduledetermineswhen thepolicy is active
and can be used as a possible match for traffic.

Scheduler name

• Input bytes—The total number of bytes presented for processing by the device.

• Initial direction—The number of bytes presented for processing by the device from
the initial direction.

• Reply direction—The number of bytes presented for processing by the device from
the reply direction.

• Output bytes—The total number of bytes actually processed by the device.

• Initial direction—The number of bytes from the initial direction actually processed
by the device.

• Reply direction—The number of bytes from the reply direction actually processed
by the device.

• Input packets—The total number of packets presented for processing by the device.

• Initialdirection—Thenumberofpacketspresented forprocessingby thedevice from
the initial direction.

• Replydirection—Thenumberofpacketspresented for processingby thedevice from
the reply direction.

• Output packets—The total number of packets actually processed by the device.

• Initial direction—The number of packets actually processed by the device from the
initial direction.

• Reply direction—The number of packets actually processed by the device from the
reply direction.

• Session rate—The total number of active and deleted sessions.

• Active sessions—The number of sessions currently present because of access control
lookups that used this policy.

• Session deletions—The number of sessions deleted since system startup.

• Policy lookups—The number of times the policy was accessed to check for a match.

Policy statistics

Configured syn and sequence checks, and the configured TCPMSS value for the initial
direction and /or the reverse direction.

Per policy TCPOptions

Sample Output

show security policies

user@host> show security policies
From zone: trust, To zone: untrust
  Policy: p1, State: enabled, Index: 4, Sequence number: 1
    Source addresses:
    sa-1-ipv4: 198.51.100.11/24    
    sa-2-ipv6: 2001:db8:a0b:12f0::1/32
    sa-3-ipv6: 2001:db8:a0b:12f0::22/32
    sa-4-wc:   203.0.113.1/255.255.0.255
    Destination addresses:
    da-1-ipv4: 2.2.2.2/24
    da-2-ipv6: 2001:db8:a0b:12f0::8/32
    da-3-ipv6: 2001:db8:a0b:12f0::9/32  
    da-4-wc:   192.168.22.11/255.255.0.255
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    Source identities: role1, role2, role4
    Applications: any
    Action: permit, application services, log, scheduled
    Application firewall : my_ruleset1 
  Policy: p2, State: enabled, Index: 5, Sequence number: 2
    Source addresses:
    sa-1-ipv4:  198.51.100.11/24
    sa-2-ipv6:  2001:db8:a0b:12f0::1/32
    sa-3-ipv6:  2001:db8:a0b:12f0::22/32
    Destination addresses:
    da-1-ipv4:  2.2.2.2/24
    da-2-ipv6:  2001:db8:a0b:12f0::1/32
    da-3-ipv6:  2001:db8:a0b:12f0::9/32
    Source identities: role1, role4
    Applications: any
    Action: deny, scheduled

show security policies policy-name detail

user@host> show security policies policy-name p1 detail
Policy: p1, action-type: permit, State: enabled, Index: 4
  Description: The policy p1 is for the sales team
  Sequence number: 1
  From zone: trust, To zone: untrust
  Source addresses:
    sa-1-ipv4:  198.51.100.11/24
    sa-2-ipv6:  2001:db8:a0b:12f0::1/32
    sa-3-ipv6:  2001:db8:a0b:12f0::9/32
    sa-4-wc:    203.0.113.1/255.255.0.255
  Destination addresses:
    da-1-ipv4: 192.0.2.0/24
    da-2-ipv6: 2001:db8:a0b:12f0::1/32
    da-3-ipv6: 2001:db8:a0b:12f0::9/32
    da-4-wc:   192.168.22.11/255.255.0.255
 Source identities:
  role1
  role2
  role4
  Application: any
    IP protocol: 0, ALG: 0, Inactivity timeout: 0
      Source port range: [0-0]
      Destination port range: [0-0]
  Destination Address Translation: drop translated
  Application firewall :
  Rule-set: my_ruleset1
    Rule: rule1
      Dynamic Applications: junos:FACEBOOK, junos:YSMG
      Dynamic Application groups: junos:web, junos:chat
      Action: deny
    Default rule: permit      
  Session log: at-create, at-close
  Scheduler name: sch20
  Per policy TCP Options: SYN check: No, SEQ check: No
  Policy statistics:
    Input  bytes       :                18144                  545 bps
      Initial direction:                 9072                 272 bps  
      Reply direction  :                 9072                  272 bps 
    Output bytes       :                18144                  545 bps
      Initial direction:                 9072                  272 bps 
      Reply direction  :                 9072                  272 bps 
    Input  packets     :                  216                    6 pps
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      Initial direction:                  108                    3 bps   
      Reply direction  :                  108                    3 bps   
    Output packets     :                  216                    6 pps
      Initial direction:                  108                    3 bps   
      Reply direction  :                  108                    3 bps   
    Session rate       :                  108                    3 sps
    Active sessions    :                   93
    Session deletions  :                   15
    Policy lookups     :                  108

show security policies (Services-Offload)

user@host> show security policies
Default policy: deny-all
From zone: trust, To zone: untrust
  Policy: p1, State: enabled, Index: 4, Scope Policy: 0, Sequence number: 1
    Source addresses: any
    Destination addresses: any
    Source identities: role1, role2, role4
    Applications: any
    Action: permit, services-offload, count
From zone: untrust, To zone: trust
  Policy: p2, State: enabled, Index: 5, Scope Policy: 0, Sequence number: 1
    Source addresses: any
    Destination addresses: any
    Source identities: role1, role2, role4
    Applications: any
    Action: permit, services-offload

show security policies (Device Identity)

user@host> show security policies
From zone: trust, To zone: untrust
       Policy: dev-id-marketing, State: enabled, Index: 5, Scope Policy: 0, 
Sequence number: 1
         Source addresses: any
         Destination addresses: any
         source-end-user-profile: marketing-profile
         Applications: any
         Action: permit

show security policies detail

user@host> show security policies detail
Default policy: deny-all
Policy: p1, action-type: permit, services-offload:enabled , State: enabled, Index:
 4, Scope Policy: 0
  Policy Type: Configured
  Description: The policy p1 is for the sales team
  Sequence number: 1
  From zone: trust, To zone: untrust
  Source addresses:
    any-ipv4(global):  0.0.0.0/0  
    any-ipv6(global): ::/0
  Destination addresses:
    any-ipv4(global):  0.0.0.0/0   
    any-ipv6(global): ::/0
 Source identities:
  role1
  role2
  role4
  Application: any
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    IP protocol: 0, ALG: 0, Inactivity timeout: 0
      Source port range: [0-0] 
      Destination port range: [0-0]
  Per policy TCP Options: SYN check: No, SEQ check: No
  Policy statistics:
    Input  bytes       :                18144                  545 bps
      Initial direction:                 9072                 272 bps  
      Reply direction  :                 9072                  272 bps 
    Output bytes       :                18144                  545 bps
      Initial direction:                 9072                  272 bps 
      Reply direction  :                 9072                  272 bps 
    Input  packets     :                  216                    6 pps
      Initial direction:                  108                    3 bps   
      Reply direction  :                  108                    3 bps   
    Output packets     :                  216                    6 pps
      Initial direction:                  108                    3 bps   
      Reply direction  :                  108                    3 bps   
    Session rate       :                  108                    3 sps
    Active sessions    :                   93
    Session deletions  :                   15
    Policy lookups     :                  108    
Policy: p2, action-type: permit, services-offload:enabled , State: enabled, Index:
 5, Scope Policy: 0
  Policy Type: Configured
  Description: The policy p2 is for the sales team
  Sequence number: 1
  From zone: untrust, To zone: trust
  Source addresses:
    any-ipv4(global):  0.0.0.0/0   
    any-ipv6(global): ::/0
  Destination addresses:
    any-ipv4(global):  0.0.0.0/0   
    any-ipv6(global): ::/0
 Source identities:
  role1
  role2
  role4
  Application: any
    IP protocol: 0, ALG: 0, Inactivity timeout: 0
      Source port range: [0-0] 
      Destination port range: [0-0]
  Per policy TCP Options: SYN check: No, SEQ check: No

show security policies detail (TCPOptions)

user@host> show security policies policy-name policy1 detail
node0:
--------------------------------------------------------------------------
Policy: policy1, action-type: permit, State: enabled, Index: 7, Scope Policy: 0
  Policy Type: Configured
  Sequence number: 2
  From zone: trust, To zone: untrust
  Source addresses:
    any-ipv4(global):  0.0.0.0/0 
    any-ipv6(global): ::/0
  Destination addresses:
    any-ipv4(global):  0.0.0.0/0  
    any-ipv6(global): ::/0
  Application: any
    IP protocol: 0, ALG: 0, Inactivity timeout: 0
      Source port range: [0-0]
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      Destination port range: [0-0]
  Per policy TCP Options: SYN check: No, SEQ check: No
  Per policy TCP MSS: initial: 800, reverse: 900

show security policies policy-name (Negated Address)

user@host> show security policies policy-name p1
node0:
--------------------------------------------------------------------------
From zone: trust, To zone: untrust
  Policy: p1, State: enabled, Index: 4, Scope Policy: 0, Sequence number: 1
    Source addresses(excluded): as1
    Destination addresses(excluded): as2
    Applications: any
    Action: permit

show security policies policy-name detail (Negated Address)

user@host> show security policies policy-name p1 detail
node0:
--------------------------------------------------------------------------
Policy: p1, action-type: permit, State: enabled, Index: 4, Scope Policy: 0
  Policy Type: Configured
  Sequence number: 1
  From zone: trust, To zone: untrust
  Source addresses(excluded):
    ad1(ad): 255.255.255.255/32  
    ad2(ad):  198.51.100.1/24 
    ad3(ad):  198.51.100.6  ~ 198.51.100.56  
    ad4(ad):  192.0.2.8/24
    ad5(ad):  198.51.100.99 ~ 198.51.100.199 
    ad6(ad):  203.0.113.9/24 
    ad7(ad):  203.0.113.23/24
  Destination addresses(excluded): 
    ad13(ad2): 198.51.100.76/24  
    ad12(ad2): 198.51.100.88/24  
    ad11(ad2): 192.0.2.23 ~ 192.0.2.66  
    ad10(ad2): 192.0.2.93  
    ad9(ad2):  203.0.113.76 ~ 203.0.113.106 
    ad8(ad2):  203.0.113.199
  Application: any
    IP protocol: 0, ALG: 0, Inactivity timeout: 0
      Source port range: [0-0] 
      Destination port range: [0-0]
  Per policy TCP Options: SYN check: No, SEQ check: No

show security policies global

user@host> show security policies global policy-name Pa
node0:
--------------------------------------------------------------------------
  Global policies:
  Policy: Pa, State: enabled, Index: 5, Scope Policy: 0, Sequence number: 1
    From zones: zone1, zone2
    To zones: zone3, zone4    Source addresses: any
    Destination addresses: any
    Applications: any
    Action: permit
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show service user-identification authentication-source aruba-clearpass user-query
counters

Syntax showserviceuser-identificationauthentication-sourcearuba-clearpassuser-query counters

Release Information Command introduced in Junos OS Release 12.3X48-D30.

Description Display statistics on the counters maintained by the user query function. The output

identifies theClearPasswebserver as thedestinationof theuserquery requests. It displays

the number of requests sent from the SRXSeries device to the ClearPasswebserver and

the number of responses that the SRX Series device received from it. You can use this

command to identify that a problem exists–the number of responses received is less

than the number of requests sent.—and then analyze and correct it.

If there are no problemswith the communication between theClearPass PolicyManager

(CPPM) and the SRX Series device, the number of requests sent is equal to the number

of responses received and the number of error responses.

number-of-requests = number-of-responses + error-message-responses

The user query function is part of the SRX Series integrated ClearPass authentication

and enforcement feature. The SRX Series device can automatically send requests for

individual user authentication and identity information to ClearPass in the event that

ClearPassdoesnotpost that information to it. For this tooccur, youmust haveconfigured

the user query function.

The SRX Series device exposes to ClearPass aWeb API (webapi) that ClearPass uses

to send POST request messages to it automatically. These messages contain user

authentication and identity information.

The user query function supplements use of the SRX SeriesWeb API function.

Options authentication-source—Specify aruba-clearpass to identifies Aruba ClearPass as the

authentication source.

Required Privilege
Level

view

Output Fields • Webserver Address—The IP address of the ClearPass webserver.

• Access token—The token string that the SRX Series device obtains from ClearPass

which allows the SRX Series device to query the ClearPass webserver for an individual

user’s authentication and identity information.

• Requests sent number—A counter that shows the number of individual user

authentication information queries that the SRX Series device sent to the ClearPass

webserver.

• Total response received number—A counter that shows the number of returns from

the ClearPass webserver in response to the individual user authentication information

queries that the SRX Series device sent to it. The number of responses should match

the number of requests unless an error occurred.
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• Error response received number—The number errors that occurred in relation to

requests.

• Time of last response—A timestamp showing when the last response from the

ClearPass webserver was received.

Sample Output

show service user-identification authentication-source aruba-clearpass user-query counters

user@host> showservice user-identification authentication-source aruba-clearpass user-query
counters

    Web server Address: 4.0.0.20
    Access token: 433feffae5c3eb3ff8ffdc49f968b03437ca1ce5
    Request sent number: 7
    Total response received number: 7
    Error response received number: 0
    Time of last response: 2000-01-01 11:57:17
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show service user-identification authentication-source aruba-clearpass user-query
status

Syntax show service user-identification authentication-source authentication-source user-query
status

Release Information Command introduced in Junos OS Release 12.3X48-D30.

Description Checks to determine if the ClearPass webserver is online. The SRX Series device sends

user query requests to the ClearPass webserver. The user query function is part of the

SRX Series ClearPass Authentication and Enforcement feature.

Options authentication-source—Identifies the authentication source. For the integrated ClearPass

feature, youmust specify the predefined term aruba-clearpass to determine if the

ClearPass webserver is online.

Required Privilege
Level

view

List of Sample Output command-name (optional-text) on page 539
command-name (optional-text) on page 539
command-name (optional-text) on page 539

Output Fields

Sample Output

command-name (optional-text)

user@host> command-name option1 option2
Paste router command output here

command-name (optional-text)

user@host> command-name option1 option2
Paste
router command output here

command-name (optional-text)

user@host> command-name option1 option2
Paste router command
output here
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show services unified-access-control authentication-table

Syntax show services unified-access-control authentication-table

Release Information Command introduced in Junos OS Release 9.4. Options updated in Junos OS Release

12.1.

Description Display a summary of the authentication table entries configured from the IC Series UAC

Appliance. Authentication tables store mappings between traffic sessions and Unified

Access Control (UAC) roles. The IC Series appliance uses the roles specified in the

mappings to help determine which UAC policies to apply to a session.

Use this command when you have configured the SRX Series device to act as a Junos

OSEnforcer in aUACdeployment.Whendeployedasa JunosOSEnforcer, theSRXSeries

device enforces the policies that are defined on the UAC’s IC Series appliance.

You can also use this command to display the content of the authentication table in a

user role firewall implementation. The table, pushed from a supporting UAC device,

provides the user roles associated with incoming traffic.

Options • detail—Display a detailed view of all authentication table entries.

• extended—Display a view of all authentication table entries with the user roles listed.

• identifier id—Displayall authentication tableentrieswith thespecified identifier number.

• ipsource-ip-address—Displayanyauthentication tableentry for the specified IPaddress.

• role role-name—Display all authentication table entries for the specified role name.

• user username—Display all authentication table entries for the specified user.

Required Privilege
Level

view

Related
Documentation

Firewall User Authentication Overview on page 9•

List of Sample Output show services unified-access-control authentication-table on page 540
show services unified-access-control authentication-table detail on page 541
show services unified-access-control authentication-table extended on page 541
show services unified-access-control authentication-table identifier id on page 541
show services unified-access-control authentication-table ip on page 541
show services unified-access-control authentication-table role on page 541
showservicesunified-access-controlauthentication-tableuserusernameonpage541

Sample Output

show services unified-access-control authentication-table

user@host>show services unified-access-control authentication-table
Id    Source IP       Username     Age      Role identifier
1     198.51.100.22          user1        0        0000000001.000005.0
Total: 1
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show services unified-access-control authentication-table detail

user@host>show services unified-access-control authentication-table detail
Identifier: 1
  Source IP: 198.51.100.22
  Username: john
  Age: 0
  Role identifier       Role name
    0000000001.000005.0 Users
    1113249951.100616.0 PersonalFirewall
    1183670148.427197.0 UAC
Total: 1

show services unified-access-control authentication-table extended

user@host>show services unified-access-control authentication-table extended
Id    Source IP       Username     Age   Role name
3     10.214.161.195          johna      60    Users, PersonalFirewall
6     10.214.161.183          mayb      60    role-1
Total: 2

show services unified-access-control authentication-table identifier id

user@host>show services unified-access-control authentication-table identifier 1
Identifier: 1
  Source IP: 10.214.161.195
  Username: johna
  Age: 0
  Role identifier       Role name
    0000000001.000005.0 Users
    1113249951.100616.0 PersonalFirewall
    1183670148.427197.0 UAC
Total: 1

show services unified-access-control authentication-table ip

user@host>show services unified-access-control authentication-table ip 10.214.161.183
Id    Source IP       Username     Age      Role identifier
8     10.214.161.183         mayb          0        1420298444.225667.0
Total: 1

show services unified-access-control authentication-table role

user@host>show services unified-access-control authentication-table role role-1
Id    Source IP       Username     Age      Role identifier
6     10.214.161.183          maybe         60       1420298444.225667.0
Total: 1

show services unified-access-control authentication-table user username

user@host>show services unified-access-control authentication-table user prasanta
Id    Source IP       Username     Age      Role identifier
7     10.214.161.195         paul1     0        0000000001.000005.0
Total: 1
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show services user-identification authentication-table

Syntax show services user-identification authentication-table ip-address ip-address |
authentication-sourceauthentication-source (brief | domaindomain-name (<enter> |brief
| extensive) | group group-name (<enter> | brief | extensive) | user user-name (<enter> |
brief | extensive) ) all | active directory

Release Information Command introduced in Junos OS release 12.3X48-D30.

Description Display the ClearPass authentication table contents for an individual user based on the

IP address of the user’s device, the entire ClearPass authentication table contents, users

who belong to a domain, users who belong to a group, or a user’s entry based on the

user’s name.

The ClearPass authentication table user entries include authentication and identity

information that the SRX Series device obtains from the ClearPass Policy Manager

(CPPM). ClearPass, which is the authentication source for the Integrated ClearPass

Authentication and Enforcement feature, posts the user authentication information to

theSRXSeriesdevice. TheSRXSeriesdeviceUserIDdaemonsynchronizes theClearPass

user authentication information from the Routing Engine authentication table, which

includesentries fromother authentication sources, to theClearPassauthentication table

on the Packet Forwarding Engine.

To supplement posting from the ClearPass authentication table, the SRX Series device

supports a user query function that allows you to obtain authentication information for

an individual user.

Options ip-address—Displays information for a user identified by the IP address of their device.

authentication-source—The authentication source for the Integrated ClearPass

Authentication andEnforcement feature. For this feature, youmust specify the value

aruba-clearpass.

Specify the following identifiers to control the degree and kind of information to

display:

brief—The show command displays brief information for ClearPass authentication table

user entries. For each domain, it displays the domain name and the number of users

who belong to it. For each user, it shows the user’s device IP address, username,

groups that the user belongs to that are referenced by a security policy, and the state

of the user entry.

domain—Specifies the name of domain whose user member information your want to

view. You can specify extensive with domain to show extensive information for user

entries for all of its members.

extensive—Shows extensive information for the ClearPass authentication table user

entries. For each domain, extensive displays the domain name and the number of

userswhobelong to it. For eachuser, it shows theuser’sdevice IPaddress, username,

the groups that the user belongs to, the groups that the user belongs to that are

referenced by a security policy, the state of the user entry, the authentication source
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(Aruba ClearPass), the access start date and time, a timestamp showing the last

time the entry was updated, and the age after which time the entry expires.

You can specify extensive without a qualifying identifier to display extensive

information for all of the table’s user entries. You can specify it in conjunction with

domain, group,oruser todisplayextensive information for thatcategoryofusers—that

is, all members of the domain, all users who belong to the group, or an individual

user identified by their username.

group—Specifies the name of the group whosemember information you want to view.

You can specify extensive with group to show extensive information for users who

belong to the group.

user—Specifies thenameof theuserwhose information youwant to view.Youcanspecify

extensive to show extensive information for that user.

Default: brief

Required Privilege
Level

view

List of Sample Output show services user-identification authentication-table authentication-source
aruba-clearpass on page 544
show services user-identification authentication-table authentication-source
aruba-clearpass domain on page 546
show services user-identification authentication-table authentication-source
aruba-clearpass group on page 547
show services user-identification authentication-table authentication-source
aruba-clearpass user on page 549
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Output Fields

Field DescriptionField Name

Name of the domain that the users belong to. If the CPPM does not send domain
information to the SRX Series device for a user, the user belongs to the GLOBAL
domain.

Domain

Number of user entries in the ClearPass authentication table by domain.Total entries

For each entry:

The IP address of the user’s device. If a user is logged in to the network with more
than one device, a separate entry is created for the user for each device. It showing
the devices IP address.

Source IP

The name by which the user is logged in to the network.username

A list of thegroups that theuserbelongs to. The list can includeagroup that identifies
the device posture.

Groups

The state of the entry. There are four states for an authentication entry: initial, valid,
invalid, and pending.

• An initial state is a temporary state, and it can be created from either a valid or
an invalid entry.

• Avalid state indicates that theauthenticationentry hasavalid IPaddress, domain,
and username.

• An invalid state indicates that the entry does not have a valid IP address, domain,
and username. This can happen when the SRX Series device does not receive a
query response from the CPPM. If the entry is invalid, it is put in the null domain.

• A pending state indicates that the entry was created after the user query was
sent and before the response was received.

State

Thenameof theauthentication source. For the IntegratedClearPassAuthentication
and Enforcement feature, this value is always aruba-clearpass.

Source

The date when the authentication entry was created by the SRX Series device.Access start date

The time when the authentication entry was created by the SRX Series device.Access start time

The time when ClearPass creates the user information. This value is taken from the
timestampfield in theuser informationpostedbyClearPass to theSRXSeriesdevice.

Last updated timestamp

The time after which the entry expires, as configured by the
authentication-entry-timeout statement. If a value of 0 was specified, the entry
never expires. When an expiration time is reached, the SRX Series device deletes
the user entry from the ClearPass authentication table.

Age time:

Sample Output

show services user-identification authentication-table authentication-source aruba-clearpass

Note that in the following example, the output would show the same results whether or

not you specified brief. (The default behavior is to display brief output.)
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user@host> show services user-identification authentication-table authentication-source
aruba-clearpass brief

In this case, if there wasmore than one domain configured, the output would show the

following kind of information for each domain.

Domain: GLOBAL
Total entries: 6
Source IP       Username       groups(Ref by policy)          state
203.0.113.21        viki2          accounting-grp-and-company-dev Valid
203.0.113.89        abew1          marketing-access-limited-grp   Valid
203.0.113.52        jxchan         marketing-access-for-pcs-limit Valid
203.0.113.53        lchen1         corporate-limited              Valid
203.0.113.54        guest1                                        Valid
203.0.113.55        guest2                                        Valid

user@host> show services user-identification authentication-table authentication-source
aruba-clearpass extensive

Domain: GLOBAL
Total entries: 6
  Source-ip: 203.0.113.21
    Username: viki2
    Groups:posture-healthy, accounting-grp, accounting-grp-and-company-device,
    corporate-limited, [user authenticated]
    Groups referenced by policy:accounting-grp-and-company-device,
    corporate-limited
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:20:30
    Last updated timestamp: 2015-12-22 04:02:48
    Age time: 0
  Source-ip: 203.0.113.89
    Username: abew1
    Groups:posture-unknown, marketing-access-limited-grp, [user authenticated]
    Groups referenced by policy:marketing-access-limited-grp
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:31:40
    Last updated timestamp: 2015-12-22 04:18:48
    Age time: 0
  Source-ip: 203.0.113.52
    Username: jxchan
    Groups:posture-healthy, marketing-access-for-pcs-limited-group,
    marketing-general, sales-limited, corporate-limited, [user authenticated]
    Groups referenced by policy:marketing-access-for-pcs-limited-group,
    corporate-limited
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:22:48
    Last updated timestamp: 2015-12-22 05:46:21
    Age time: 0
  Source-ip: 203.0.113.53
    Username: lchen1
    Groups:posture-healthy, human-resources-grp, accounting-limited,
    corporate-limited, [user authenticated]
    Groups referenced by policy:corporate-limited
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    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:21:37
    Last updated timestamp: 2015-12-22 05:41:18
    Age time: 0
  Source-ip: 203.0.113.54
    Username: guest1
    Groups:posture-healthy, guest, [user authenticated]
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:23:10
    Last updated timestamp: 2015-12-22 05:50:47
    Age time: 0
  Source-ip: 203.0.113.55
    Username: guest2
    Groups:posture-healthy, guest-device-byod, [user authenticated]
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:23:21
    Last updated timestamp: 2015-12-22 05:52:44
    Age time: 0

show services user-identification authentication-table authentication-source aruba-clearpass domain

Note that in the following example the output would show the same results whether or

not you specified brief. The default behavior is to display brief output.

user@host> show services user-identification authentication-table authentication-source
aruba-clearpass domain GLOBAL brief

Domain: GLOBAL
Total entries: 6
Source IP       Username       groups(Ref by policy)          state
203.0.113.21        viki2          accounting-grp-and-company-dev Valid
203.0.113.89        abew1          marketing-access-limited-grp   Valid
203.0.113.52        jxchan         marketing-access-for-pcs-limit Valid
203.0.113.53        lchen1         corporate-limited              Valid
203.0.113.54        guest1                                        Valid
203.0.113.55            guest2                                        Valid

user@host> show services user-identification authentication-table authentication-source
aruba-clearpass domain GLOBAL extensive
Domain: GLOBAL
Total entries: 6
  Source-ip: 203.0.113.21
    Username: viki2
    Groups:posture-healthy, accounting-grp, accounting-grp-and-company-device,
    corporate-limited, [user authenticated]
    Groups referenced by policy:accounting-grp-and-company-device,
    corporate-limited
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:20:30
    Last updated timestamp: 2015-12-22 04:02:48
    Age time: 0
  Source-ip: 203.0.113.89
    Username: abew1
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    Groups:posture-unknown, marketing-access-limited-grp, [user authenticated]
    Groups referenced by policy:marketing-access-limited-grp
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:31:40
    Last updated timestamp: 2015-12-22 04:18:48
    Age time: 0
  Source-ip: 203.0.113.52
    Username: jxchan
    Groups:posture-healthy, marketing-access-for-pcs-limited-group,
    marketing-general, sales-limited, corporate-limited, [user authenticated]
    Groups referenced by policy:marketing-access-for-pcs-limited-group,
    corporate-limited
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:22:48
    Last updated timestamp: 2015-12-22 05:46:21
    Age time: 0
  Source-ip: 203.0.113.53
    Username: lchen1
    Groups:posture-healthy, human-resources-grp, accounting-limited,
    corporate-limited, [user authenticated]
    Groups referenced by policy:corporate-limited
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:21:37
    Last updated timestamp: 2015-12-22 05:41:18
    Age time: 0
  Source-ip: 203.0.113.54
    Username: guest1
    Groups:posture-healthy, guest, [user authenticated]
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:23:10
    Last updated timestamp: 2015-12-22 05:50:47
    Age time: 0
  Source-ip: 203.0.113.55
    Username: guest2
    Groups:posture-healthy, guest-device-byod, [user authenticated]
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:23:21
    Last updated timestamp: 2015-12-22 05:52:44
    Age time: 0

show services user-identification authentication-table authentication-source aruba-clearpass group

Note that in the following example, the output would show the same results whether or

not you specified brief. (The default behavior is to display brief output.)

user@host> show services user-identification authentication-table authentication-source
aruba-clearpass group posture-healthy brief

Domain: GLOBAL
Source IP       Username       groups(Ref by policy)          state
203.0.113.21        viki2          accounting-grp-and-company-dev Valid
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203.0.113.52        jxchan         marketing-access-for-pcs-limit Valid
203.0.113.53        lchen1         corporate-limited              Valid
203.0.113.54        guest1                                        Valid
203.0.113.55        guest2                                        Valid

user@host> show services user-identification authentication-table authentication-source
aruba-clearpass group posture-healthy extensive
Domain: GLOBAL
  Source-ip: 203.0.113.21
    Username: viki2
    Groups:posture-healthy, accounting-grp, accounting-grp-and-company-device,
    corporate-limited, [user authenticated]
    Groups referenced by policy:accounting-grp-and-company-device,
    corporate-limited
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:20:30
    Last updated timestamp: 2015-12-22 04:02:48
    Age time: 0
  Source-ip: 203.0.113.52
    Username: jxchan
    Groups:posture-healthy, marketing-access-for-pcs-limited-group,
    marketing-general, sales-limited, corporate-limited, [user authenticated]
    Groups referenced by policy:marketing-access-for-pcs-limited-group,
    corporate-limited
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:22:48
    Last updated timestamp: 2015-12-22 05:46:21
    Age time: 0
  Source-ip: 203.0.113.53
    Username: lchen1
    Groups:posture-healthy, human-resources-grp, accounting-limited,
    corporate-limited, [user authenticated]
    Groups referenced by policy:corporate-limited
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:21:37
    Last updated timestamp: 2015-12-22 05:41:18
    Age time: 0
Source-ip: 203.0.113.54
    Username: guest1
    Groups:posture-healthy, guest, [user authenticated]
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:23:10
    Last updated timestamp: 2015-12-22 05:50:47
    Age time: 0
  Source-ip: 203.0.113.55
    Username: guest2
    Groups:posture-healthy, guest-device-byod, [user authenticated]
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:23:21
    Last updated timestamp: 2015-12-22 05:52:44
    Age time: 0
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Sample Output

show services user-identification authentication-table authentication-source aruba-clearpass user

user@host> show services user-identification authentication-source aruba-clearpass user brief
abew1

Domain: GLOBAL
Source IP           Username       groups(Ref by policy)          state
203.0.113.89        abew1          marketing-access-limited-grp   Valid  

user@host> show services user-identification authentication-source aruba-clearpass user
extensive abew1

Domain: GLOBAL
 Source-ip: 203.0.113.89
    Username: abew1
    Groups:posture-unknown, marketing-access-limited-grp, [user authenticated]
    Groups referenced by policy:marketing-access-limited-grp
    State: Valid
    Source: Aruba ClearPass
    Access start date: 2016-03-08
    Access start time: 17:31:40
    Last updated timestamp: 2015-12-22 04:18:48
    Age time: 0
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show services user-identification active-directory-access user-group-mapping

Syntax show services user-identification active-directory-access user-group-mapping
(group name | status | user name) domain name

Release Information Command introduced in Junos OS Release 12.1X47-D10.

Description Display user-to-groupmapping information used in the integrated user firewall feature.

Note that the LDAP server is often part of the domain controller.

Options • group group-name—Display the users mapped to the specified group.

• status—Display the status of the last query to the LDAPserver for user-groupmapping.

• user name—Display the groups for the specified username.

• domainname—(Optional)Display thegroup, status, or user information for thespecified

domain.

Required Privilege
Level

view

Related
Documentation

LDAP Functionality in Integrated User Firewall on page 150•

• user-group-mapping on page 468

List of Sample Output show services user-identification active-directory-access user-group-mapping group
domain on page 551
show services user-identification active-directory-access user-group-mapping
status on page 551
show services user-identification active-directory-access user-group-mapping
user on page 552

Output Fields Table 38 on page 550 lists the output fields for the show services user-identification

active-directory-access user-group-mapping group command.

Table38:showservicesuser-identificationactive-directory-accessuser-group-mappinggroup
Output Fields

Field DescriptionField Name

Domain of the specified group.Domain

Usernamesmapped to the specified group.Users

Table 39 on page 551 lists the output fields for the show services user-identification

active-directory-access user-group-mapping status command.
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Table39: showservicesuser-identificationactive-directory-accessuser-group-mappingstatus
Output Fields

Field DescriptionField Name

Domain for which the status is displayed.Domain

IP address of the LDAP server.LDAP server

Port number on the LDAP server.Port

Status of the last query from the SRX Series device.Last-query-status

Year-month-date:hour:minutes:seconds when the SRX device last queried the LDAP
server.

Last-query-time

Table 40 on page 551 lists the output fields for the show services user-identification

active-directory-access user-group-mapping user command.

Table 40: show services user-identification active-directory-access user-group-mapping user
Output Fields

Field DescriptionField Name

Domain controller about which the user information is displayed.Domain controller

Groups to which the user belongs.Groups

Groups to which the user belongs and that are referenced by a firewall policy.Referenced by policy

Sample Output

show services user-identification active-directory-access user-group-mapping group domain

user@host> showservicesuser-identificationactive-directory-accessuser-group-mappinggroup
finance domain www.apac-acme.net
show services user-identification active-directory-access user-group-mapping group
 finance-group
Domain: example-domain.net
Users: user1, user2
Domain: example2.domain.net
Users: user3

Sample Output

show services user-identification active-directory-access user-group-mapping status

user@host> showservicesuser-identificationactive-directory-accessuser-group-mappingstatus
Domain: example-domain.net
LDAP server   Port      Last-query-status    Last-query-time
192.0.2.87     389       Query success        2014-02-07:15:50:52

Domain: example2.domain.net
LDAP server   Port      Last-query-status    Last-query-time
192.0.2.144    389       Idle                0
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Sample Output

show services user-identification active-directory-access user-group-mapping user

user@host> showservicesuser-identificationactive-directory-accessuser-group-mappinguser
user1
Domain example-domain.net
Groups: Dev, NAT, SBU
Referenced by policy: SBU
Domain: example2.domain.net
Groups: HR, USA
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show services user-identification device-information table

Syntax show services user-identification device-information table all (brief | domain | extensive) |
device-id device-id ( brief |domain |extensive) | ip-address ip-address

Release Information Statement introduced in Junos OS Release 5.1X49-D70.

Description Display the contents of the device identity authentication table. The device identity

authentication table includes entries for authenticated devices whose information is

obtained from external authentication sources. A device identity entry contains the

device’s IP address, the device ID, and a list of groups that the device belongs to. It also

contains attributes that are configured in the device identity profile—for example, the

type of device, the vendor, and the operating system that is running on the device and

its version.

The device identity authentication table is separate from the Active Directory

authentication table or any other local authentication table that is used for Junos OS

features, or for specific third-party authentication sources. Also, unlike local user

authentication tables, which are specific to an authentication source, the device identity

authentication table holds device identity information for devices authenticated by

different sources.

Only one authentication source, such as Active Directory, can be active at a time. A result

of this requirement is that there is less demand on the system to process information.

Options all—Display information for all authenticated devices with entries in the table.

device-id—Display information for the authenticated device whose device ID is specified.

ip-address—Display information for theauthenticateddevicewhose IPaddress is specified.

brief—Display terse information for the entries in the device identity authentication table

entries. You can specify brief as a keyword to the parameters all and device-id.

domain—Display the nameof domain and information for all authenticated devices that

belong to the domain. You can specify domain as a keyword to the parameters all
and device-id.

extensive—Displayextensive information for all of the authenticated devices for which
there are table entries. It displays the domain name, the IP address of the device,

the device’s ID, the device category and vendor, the device type, and the operating

system running on the device and its version.

Required Privilege
Level

view

Related
Documentation

Understanding theDevice IdentityAttributesandProfiles for the IntegratedUserFirewall

Device Identity Authentication Feature on page 182

•

• Understanding the Device Identity Authentication Table and Its Entries on page 186
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• Understanding Access Control to Network Resources Based on Device Identity

Information on page 179

• authentication-source (Services User Identification Device Identity) on page 344

• source-end-user-profile on page 435

Output FieldsTable 41: show services user-identification device-information table Output Fields

Field DescriptionField Name

The name of the domain to which the devices belong.Domain name

NOTE: For each authenticated device, the following information is displayed when the parameter all is specified after table
and it is modified by the keyword extensive.

The IP address of the device.Source IP address

The ID assigned to the device.Device ID

The groups to which the device belongs.Device-Groups

The kind of device. For example, the devicemight be a laptop. You configured this value as
part of the device identity profile.

device-category

Themaker of the device. For example, the device vendor might be Lenovo.device-vendor

Thedevice type. If this device is a laptopmadebyLenovo, itmightbeof type thinkpad-t430.device-type

Theoperatingsystemthat is runningon thedevice.TheoperatingsystemmightbeWindows.device-os

The version of the operating system running on the device. For example, for Windows, this
might be 7.1.

device-os-version

The location where the device is being used. The location might be specified as United
States.

Location1

The security policy that refers to the device in its source-end-user-profile field. The
source-end-user-profile that you configure might pertain to a group of devices or a single
device.

Referred by

Sample Output

show services user-identification device-information table

user@host> show services user-identification device-information table all extensive
Domain: example.net
Total entries: 3
  Source IP:192.0.2.11
    Device ID: dev01
    Device-Groups: device_group01, device_group02, device_group03, device_group04,
 device_group05
    device-category: laptop
    device-vendor: lenovo
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    device-type: thinkpad-t430
    device-os: windows
    device-os-version: 7.1
    Location1: us1
    Referred by: My-pf_0
  Source IP: 192.0.2.12
    Device ID: dev02
    Device-Groups: device_group06, device_group07, device_group08, device_group09,
 device_group10
    device-category: laptop
    device-vendor: lenovo
    device-type: thinkpad-t430
    device-os: windows
    device-os-version: 7.1
    Location1: us1
    Referred by: My-pf_0
  Source IP: 192.0.2.14
    Device ID: dev03
    Device-Groups: device_group01, device_group02, device_group03, device_group04,
 device_group05
    device-category: laptop
    device-vendor: lenovo
    device-type: thinkpad-t430
    device-os: windows
    device-os-version: 7.1
    Location1: us1
    Referred by: My-pf_0
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show services unified-access-control counters

Syntax show services unified-access-control counters

Release Information Command introduced in Junos OS Release 12.1X44-D10.

Description Display the number of sessions allowed, denied, and terminated by the Unified Access

Control (UAC)servicewhen invokedbya firewall policywith theuac-policyaction.Counts

are reported for each action taken by UAC. Sessions that were allowed, denied, or

terminated by other firewall policy actions are not included in these statistics.

On high-end SRX Series devices, UAC counts are grouped and displayed for each PIC on

the device. On branch SRX Series devices, UAC counts are accumulated by device only.

There is no PIC specification on these devices.

Required Privilege
Level

view

Related
Documentation

Firewall User Authentication Overview on page 9•

List of Sample Output show services unified-access-control counters on page 557

Output Fields Table 42 on page 556 lists the output fields for the show services unified-access-control

counterscommand.Output fieldsare listed in theapproximateorder inwhich theyappear.

Table 42: show services unified-access-control counters Output Fields

Field DescriptionField Name

If applicable, the number of each PIC implementing UAC. UAC statistics are grouped by
PIC.

PIC

The sessions permitted by UACwhen invoked by a user role firewall policy.Sessions allowed

Number of sessions permitted by UAC based on the UAC policy action.Policy action

Number of sessions permitted by the timeout action while the SRXwas disconnected
from the UAC device.

Timeout action

The sessions denied by UACwhen invoked by a user role firewall policy.Sessions denied

Number of sessions denied by UAC because the user was not authenticated.Unauthenticated

Number of sessions denied by UAC based on the UAC policy action.Policy action

Number of sessions denied because no UAC policy match was found.Policy notmatched

Number of sessions denied by the timeout actionwhile the SRXwas disconnected from
the access control device.

Timeout action

The sessions originally permitted that were later terminated.Sessions terminated
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Table 42: show services unified-access-control counters Output Fields (continued)

Field DescriptionField Name

Number of sessions terminated due to a change in the UAC user roles associated with
the session.

Reevaluation

Number of sessions terminated due to the user signing out.Signout

Sample Output

show services unified-access-control counters

user@host> show services unified-access-control counters
PIC: fpc2.pic0
  Sessions allowed
    Policy action: 0
    Timeout action: 0
  Sessions denied
    Unauthenticated: 0
    Policy action: 0
    Policy not matched: 0
    Timeout action: 0
  Sessions terminated
    Reevaluation: 0
    Signout: 0

Statistics onbranchdevices are accumulatedbydeviceonly. There is noPIC specification

on these devices.

user@host> show services unified-access-control counters
Sessions allowed
    Policy action: 0
    Timeout action: 0
  Sessions denied
    Unauthenticated: 0
    Policy action: 0
    Policy not matched: 0
    Timeout action: 0
  Sessions terminated
    Reevaluation: 0
    Signout: 0

557Copyright © 2017, Juniper Networks, Inc.

Chapter 26: Operational Commands



show services unified-access-control policies

Syntax show services unified-access-control policies

Release Information Command introduced in Junos OS Release 9.4.

Description Display a summary of resource access policies configured from the IC Series UAC

Appliance.

Use this command when you have configured the SRX Series device to act as a Junos

OS Enforcer in a Unified Access Control (UAC) deployment. When deployed as a Junos

OS Enforcer, the SRX Series device enforces the policies that are defined on the UAC’s

IC Series appliance.

Options detail—Display a detailed view of all policies.•

• identifier id—Display information about a specific policy by identification number.

Required Privilege
Level

view

Related
Documentation

Firewall User Authentication Overview on page 9•

List of Sample Output show services unified-access-control policies on page 558
show services unified-access-control policies detail on page 558
show services unified-access-control policies identifier 1 on page 559

Sample Output

show services unified-access-control policies

user@host> services unified-access-control policies
Id    Resource                Action Apply        Role identifier
1     10.100.15.0/24:*        allow  selected     1113249951.100616.0 
2     10.100.17.0/24:*        deny   all         

Sample Output

show services unified-access-control policies detail

user@host> services unified-access-control policies detail
Identifier: 1
  Resource: 10.100.15.0/24:*
  Resource: 10.100.16.23-10.100.16.60:*
  Action: allow
  Apply: selected
  Role identifier       Role name
    1113249951.100616.0 Personal Firewall
    1112927873.881659.0 Antivirus
    1183670148.427197.0 UAC
Identifier: 2
  Resource: 10.100.17.0/24:*
  Resource: 10.100.16.23-10.100.16.60:*
  Resource: 10.100.18.0/24:*
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  Action: deny
  Apply: all

Sample Output

show services unified-access-control policies identifier 1

user@host> show services unified-access-control policies identifier 1
Identifier: 1
  Resource: 10.100.15.0/24:*
  Resource: 10.100.16.23-10.100.16.60:*
  Action: allow
  Apply: selected
  Role identifier       Role name
    1113249951.100616.0 Personal Firewall
    1112927873.881659.0 Antivirus
    1183670148.427197.0 UAC
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show services unified-access-control roles

Syntax show services unified-access-control roles

Release Information Command introduced in Junos OS Release 12.1.

Description When implementing user role firewall, display a summary of the roles that have been

pushed to the SRX Series device from the access control service.

Required Privilege
Level

view

Related
Documentation

Building Blocks Feature Guide for Security Devices•

• Firewall User Authentication Overview on page 9

List of Sample Output show services unified-access-control roles on page 560

Output Fields Table 43 on page 560 lists the output fields for the show services unified-access-control

roles command. Output fields are listed in the approximate order in which they appear.

Table 43: show services unified-access-control roles Output Fields

Field DescriptionField Name

Name of the user role.Name

Unique identifier associated with the specified user role.Identifier

Total number of user roles specified in the table.Total

Sample Output

show services unified-access-control roles

user@host> show services unified-access-control roles
Name                                     Identifier
Users                                    0000000001.000005.0
admin-1                                  1420298444.225667.0
Total: 2
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show services unified-access-control status

Syntax show services unified-access-control status

Release Information Command introduced in Junos OS Release 9.4.

Description Display the status of the connection between the SRX Series device and the IC Series

UACAppliance aswell as statistics to help debug connections to the IC Series appliance.

Use this command when you have configured the SRX Series device to act as a Junos

OS Enforcer in a Unified Access Control (UAC) deployment. When deployed as a Junos

OS Enforcer, the SRX Series device enforces the policies that are defined on the UAC’s

IC Series appliance.

Required Privilege
Level

view

Related
Documentation

Firewall User Authentication Overview on page 9•

List of Sample Output show services unified-access-control status on page 561

Sample Output

show services unified-access-control status

user@host> show services unified-access-control status
Host           Address         Port   Interface     State
dev106vm26     10.64.11.106    11123  ge-0/0/0.0    connected
dev107vm26     10.64.11.106    11123  ge-0/0/0.0    closed
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show services user-identification active-directory-access
active-directory-authentication-table

Syntax show services user-identification active-directory-access
active-directory-authentication-table

(all | group name | ip-address ip-address | user name
<domain name> <node (node-id | all | local | primary)> <brief | extensive>

Release Information Command introduced in Junos OS Release 12.1X47-D10.

Description Display information about all entries in the Active Directory authentication table used in

the integrated user firewall feature, or for a specific group, IP address or user.

Options • all—Summary of the authentication entry information.

• group group-name—Display the entries from the authentication table for the specified

group.

• ip-address ip-address—Display theentries fromtheauthentication table for thespecified

IP address.

• username—Display theentries fromtheauthentication table for thespecifiedusername.

• domainname—(Optional) Display the summary, group, or user entries for the specified

domain.

• node—(Optional) For chassis cluster configurations, display the summary, IP address,

or user entries for a specific node.

• node-id—Identification number of the node. It can be 0 or 1.

• all—Display information about all nodes.

• local—Display information about the local node.

• primary—Display information about the primary node.

• brief | extensive—Display the specified level of output (the default is brief).

Required Privilege
Level

view

Related
Documentation

clear services user-identification active-directory-access on page 496•

• show services user-identification active-directory-access domain-controller status
on page 566

List of Sample Output show services user-identification active-directory-access
active-directory-authentication-table ip-address <ip-address> on page 563
show services user-identification active-directory-access
active-directory-authentication-table all on page 564
show services user-identification active-directory-access
active-directory-authentication-table all domain on page 564
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show services user-identification active-directory-access
active-directory-authentication-table all extensive on page 564

Output Fields Table 44 on page 563 lists the output fields for the show services user-identification

active-directory-access active-directory-authentication-table all extensive command.

Table 44: show services user-identification active-directory-access
active-directory-authentication-table all extensive Output Fields

Field DescriptionField Name

IP address for user who is logged in through the domain controller.Source IP

ID of the user who is logged in through the domain controller.Username

Groups to which the user is associated in the domain controller.Groups

States include the following:

Pending—This IP address is being probed.

Initial—The authentication entry is only received from theWMIC daemon, not pushed to the
Packet Forwarding Engine.

Valid—The authentication entry is pushed to the Packet Forwarding Engine.

Invalid—The PC probe failed.

State

Date that the authentication entry was created.Access start date

Time that the authentication entry was created.Access start time

Number of minutes after which the authentication entry will time out.Age time

Sample Output

show services user-identification active-directory-access active-directory-authentication-table ip-address
<ip-address>

user@host> show services user-identification active-directory-access
active-directory-authentication-table ip-address 192.0.2.3
Domain: ad02.net
 Source-ip: 192.0.2.3
  Username: user1
  Groups:group1
  State: Valid
  Source: wmic
  Access start date: 2014-03-10
  Access start time: 13:59:56
  Age time: 1437
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Sample Output

show services user-identification active-directory-access active-directory-authentication-table all

user@host> show services user-identification active-directory-access
active-directory-authentication-table all
Domain: www.engineering-example.net
Total count: 2
Source IP       Username      Groups          State   
 10.1.1.2         u2           r1, r3, r4      initial
 10.1.1.3         u3           r5, r6, r4      pending 

Domain: www.hr-example.net
Total count: 2
Source IP       Username      Groups          State   
 10.1.1.5         u4           r1, r3, r4      initial
 10.1.1.6         u5           r5, r6, r4      pending 

Sample Output

show services user-identification active-directory-access active-directory-authentication-table all domain

user@host> show services user-identification active-directory-access
active-directory-authentication-table all domain www.mycompany-example.com
Domain: www.mycompany-example.com
Total count: 2
Source IP       Username      Groups          State   
 10.1.1.2         u2          r1, r3, r4      initial
 10.1.1.3         u3          r5, r6, r4      pending 

Sample Output

show services user-identification active-directory-access active-directory-authentication-table all extensive

user@host> show services user-identification active-directory-access
active-directory-authentication-table all extensive
Domain: www.mycompany-example.com
Total entries: 2

Source IP: 10.1.1.2
Username: u2
Groups: r1, r3, r4
State: inital
Access start date: 2013-05-22
Access start time: 10:56:58
Age time: 20 min

Source IP: 10.1.1.3
Username: u3
Groups: r5, r6, r4
State: pending
Access start date: 2013-05-22
Access start time: 10:56:58
Age time: 20 min

Domain: www.hr-example.net
Total entries: 2

Source IP: 10.1.1.2
Username: u2

Copyright © 2017, Juniper Networks, Inc.564

Authentication and Integrated User Firewalls Feature Guide for Security Devices



Groups: r1, r3, r4
State: inital
Access start date: 2013-05-22
Access start time: 10:56:58
Age time: 20 min

Source IP: 10.1.1.3
Username: u3
Groups: r5, r6, r4
State: pending
Access start date: 2013-05-22
Access start time: 10:56:58
Age time: 20
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show services user-identification active-directory-access domain-controller status

Syntax show services user-identification active-directory-access domain-controller status
<domain name> <node (node-id | all | local | primary)> <brief | extensive>

Release Information Command introduced in Junos OS Release 12.1X47-D10.

Description Display status information for the Active Directory domain controllers configured for the

integrated user firewall feature.

Options domain name—(Optional) Display the status of the domain controllers for a specific

domain.

•

• node—(Optional) For chassis cluster configurations, display the status of the domain

controllers for a specific node.

• node-id—Identification number of the node. It can be 0 or 1.

• all—Display information about all nodes.

• local—Display information about the local node.

• primary—Display information about the primary node.

• brief | extensive—Display the specified level of output (the default is brief).

Required Privilege
Level

view

Related
Documentation

active-directory-access on page 335•

• show services user-identification active-directory-access
active-directory-authentication-table on page 562

List of Sample Output show services user-identification active-directory-access domain-controller
status on page 567
show services user-identification active-directory-access domain-controller status
brief domain on page 567
show services user-identification active-directory-access domain-controller status
extensive domain on page 567

Output Fields Table 45 on page 566 lists the output fields for the show services user-identification

active-directory-access domain-controller status command.

Table 45: show services user-identification active-directory-access domain-controller Output
Fields

Field DescriptionField Name

Domain controller name.Domain controller

IP address of the domain controller.Address
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Table 45: show services user-identification active-directory-access domain-controller Output
Fields (continued)

Field DescriptionField Name

Connection status of the domain controller: connected or disconnected.Status

Reason for a disconnected status: network issue, authentication failed, or host
unreachable.

Reason

Sample Output

show services user-identification active-directory-access domain-controller status

Displays brief information for domain controllers in all configured domains.

user@host> show services user-identification active-directory-access domain-controller status
Domain: example-domain-controller.com
    Domain controller       Address         Status
    DC1                    203.0.113.51     Connected       
    DC2                    203.0.113.12     Connected       
    DC3                    203.0.113.6      Connected    
    DC4                    203.0.113.11     Disconnected    
    DC5                    203.0.113.7      Disconnected 

Domain: example-domain
    Domain controller       Address          Status
    example-domain10          10.1.1.1       Disconnected
    example-domain20          10.2.2.2       Disconnected
    example-domain30          10.3.3.3       Disconnected

Sample Output

show services user-identification active-directory-access domain-controller status brief domain

user@host> show services user-identification active-directory-access domain-controller status
brief domain example-domain-controller.com
Domain: example-domain-controller.com
    Domain controller       Address           Status
    DC1                    203.0.113.51       Connected       
    DC2                    203.0.113.12       Connected       
    DC3                    203.0.113.6        Connected    
    DC4                    203.0.113.11       Disconnected    
    DC5                    203.0.113.7        Disconnected    

Sample Output

show services user-identification active-directory-access domain-controller status extensive domain

user@host> show services user-identification active-directory-access domain-controller status
extensive domain example-domain
Domain: example-domain
  Domain controller: example-domain10
    Address: 10.1.1.1
    Status: Disconnected
    Reason: Network issue
  Domain controller: example-domain20
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    Address: 10.2.2.2
    Status: Disconnected
    Reason: Authentication failed
  Domain controller: example-domain30
    Address: 10.3.3.3
    Status: Disconnected
    Reason: Host unreachable
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show services user-identification active-directory-access statistics

Syntax show services user-identification active-directory-access statistics
(ip-user-mapping | ip-user-probe | user-group-mapping) <domain name>

Release Information Command introduced in Junos OS Release 12.1X47-D10.

Description Display statisticsabout IPaddress-to-usermapping, user-to-groupmapping, and IPuser

probesused for the integrateduser firewall feature. If twodomainsare configured, output

is provided per domain.

Options • ip-user-mapping—Number of total queries and failed queries to the event log on the

domaincontroller foraddress-to-usermappings. Includesadditional information, such

as the log scan interval and the timestamp of the last event read.

• ip-user-probe—Number of total PC probes and failed probes.

• user-group-mapping—Number of total queries and failed queries to the LDAP server

for user-to-groupmappings

• domain name—(Optional) Display the statistics for the specified domain.

Required Privilege
Level

view

Related
Documentation

clear services user-identification active-directory-access on page 496•

• ip-user-mapping on page 391

• requestservicesuser-identificationactive-directory-access ip-user-probeonpage500

• user-group-mapping on page 468

List of Sample Output show services user-identification active-directory-access statistics
ip-user-mapping on page 570
show services user-identification active-directory-access statistics
ip-user-probe on page 571
show services user-identification active-directory-access statistics
user-group-mapping on page 571

Output Fields Table 46 on page 569 lists the output fields for the show services user-identification

active-directory-access statistics ip-user-mapping command.

Table 46: showservices user-identification active-directory-access statistics ip-user-mapping
Output Fields

Field DescriptionField Name

IP address of the domain controller.Host

When the feature is first deployed, the number of previous hours for which the event log
on the domain controller is read. A onemeans the last hour of the event log is read.

Initial event log timespan

569Copyright © 2017, Juniper Networks, Inc.

Chapter 26: Operational Commands



Table 46: showservices user-identification active-directory-access statistics ip-user-mapping
Output Fields (continued)

Field DescriptionField Name

Number of seconds between event log scans.Eventlog scan interval

Count of the queries on the event log.Total log query number

Count of the failed queries on the event log.Failed log query number

Count of the times the event log was read.Log read number

Year:month:date:hours:minutes:seconds is the timestamp taken from the event log.Latest timestamp

Table 47 on page 570 lists the output fields for the show services user-identification

active-directory-access statistics ip-user-probe command.

Table 47: show services user-identification active-directory-access statistics ip-user-probe
Output Fields

Field DescriptionField Name

Count of the probes of IP addresses to get IP address-to-user mappings.Total user probe number

Count of failed probe attempts.Failed user probe number

Table 48 on page 570 lists the output fields for the show services user-identification

active-directory-access statistics user-group-mapping command.

Table 48: show services user-identification active-directory-access statistics
user-group-mapping Output Fields

Field DescriptionField Name

IP address and port being queried.Host

Count of queries.Total query number

Count of failed query attempts.Failed query number

Sample Output

show services user-identification active-directory-access statistics ip-user-mapping

user@host> showservicesuser-identificationactive-directory-accessstatistics ip-user-mapping
Domain: example-domain1.com
     Host: 192.0.2.192
     Initial event log timespan : 1
     Eventlog scan interval : 60
     Total log query number : 240
     Failed log query number : 0
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     Log read number : 838
     Latest timestamp :2013-10-11:15:11:54
     Host: 192.0.2.50
     Initial event log timespan : 1
     Eventlog scan interval : 60
     Total log query number : 273
     Failed log query number : 0
     Log read number : 2012
     Latest timestamp :2013-10-11:15:11:23
Domain: example-domain2.com
     Host: 192.0.2.39
     Initial event log timespan : 1
     Eventlog scan interval : 10
     Total log query number : 1596
     Failed log query number : 0
     Log read number : 6691
     Latest timestamp :2013-10-11:15:25:03
     Host: 192.0.2.1
     Initial event log timespan : 1
     Eventlog scan interval : 10
     Total log query number : 2628
     Failed log query number : 0
     Log read number : 114953
     Latest timestamp :2013-10-11:15:24:01

Sample Output

show services user-identification active-directory-access statistics ip-user-probe

user@host> show services user-identification active-directory-access statistics ip-user-probe
Domain: example-domain3.com
Total user probe number : 176116
Failed user probe number : 916
Domain: example-domain3.com
Total user probe number : 17632
Failed user probe number : 342

Sample Output

show services user-identification active-directory-access statistics user-group-mapping

user@host> show services user-identification active-directory-access statistics
user-group-mapping
Domain: example-domain3.com
Host: 192.0.2.1 Port  389
Total query number : 176116
Failed query number : 916
Domain: example-domain3.com
Host: 192.0.2.5 Port  389
Total query number : 8965
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show services user-identification active-directory-access user-group-mapping

Syntax show services user-identification active-directory-access user-group-mapping
(group name | status | user name) domain name

Release Information Command introduced in Junos OS Release 12.1X47-D10.

Description Display user-to-groupmapping information used in the integrated user firewall feature.

Note that the LDAP server is often part of the domain controller.

Options • group group-name—Display the users mapped to the specified group.

• status—Display the status of the last query to the LDAPserver for user-groupmapping.

• user name—Display the groups for the specified username.

• domainname—(Optional)Display thegroup, status, or user information for thespecified

domain.

Required Privilege
Level

view

Related
Documentation

LDAP Functionality in Integrated User Firewall on page 150•

• user-group-mapping on page 468

List of Sample Output show services user-identification active-directory-access user-group-mapping group
domain on page 573
show services user-identification active-directory-access user-group-mapping
status on page 573
show services user-identification active-directory-access user-group-mapping
user on page 574

Output Fields Table 38 on page 550 lists the output fields for the show services user-identification

active-directory-access user-group-mapping group command.

Table49:showservicesuser-identificationactive-directory-accessuser-group-mappinggroup
Output Fields

Field DescriptionField Name

Domain of the specified group.Domain

Usernamesmapped to the specified group.Users

Table 39 on page 551 lists the output fields for the show services user-identification

active-directory-access user-group-mapping status command.
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Table50:showservicesuser-identificationactive-directory-accessuser-group-mappingstatus
Output Fields

Field DescriptionField Name

Domain for which the status is displayed.Domain

IP address of the LDAP server.LDAP server

Port number on the LDAP server.Port

Status of the last query from the SRX Series device.Last-query-status

Year-month-date:hour:minutes:seconds when the SRX device last queried the LDAP
server.

Last-query-time

Table 40 on page 551 lists the output fields for the show services user-identification

active-directory-access user-group-mapping user command.

Table 51: show services user-identification active-directory-access user-group-mapping user
Output Fields

Field DescriptionField Name

Domain controller about which the user information is displayed.Domain controller

Groups to which the user belongs.Groups

Groups to which the user belongs and that are referenced by a firewall policy.Referenced by policy

Sample Output

show services user-identification active-directory-access user-group-mapping group domain

user@host> showservicesuser-identificationactive-directory-accessuser-group-mappinggroup
finance domain www.apac-acme.net
show services user-identification active-directory-access user-group-mapping group
 finance-group
Domain: example-domain.net
Users: user1, user2
Domain: example2.domain.net
Users: user3

Sample Output

show services user-identification active-directory-access user-group-mapping status

user@host> showservicesuser-identificationactive-directory-accessuser-group-mappingstatus
Domain: example-domain.net
LDAP server   Port      Last-query-status    Last-query-time
192.0.2.87     389       Query success        2014-02-07:15:50:52

Domain: example2.domain.net
LDAP server   Port      Last-query-status    Last-query-time
192.0.2.144    389       Idle                0
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Sample Output

show services user-identification active-directory-access user-group-mapping user

user@host> showservicesuser-identificationactive-directory-accessuser-group-mappinguser
user1
Domain example-domain.net
Groups: Dev, NAT, SBU
Referenced by policy: SBU
Domain: example2.domain.net
Groups: HR, USA
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