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About This Guide

This preface provides the following guidelines for using the Junos® OS System Log
Messages Reference:

« Junos OS Documentation and Release Notes on page Ixi

« Objectives on page Ixii

« Audience on page Ixii

« Supported Platforms on page Ixii

« Using the Examples in This Manual on page xiii

« Documentation Conventions on page Ixiv

« Documentation Feedback on page Ixvi

« Requesting Technical Support on page Ixvi

Junos OS Documentation and Release Notes

For a list of related Junos OS documentation, see
http://www.juniper.net/techpubs/software/junos/.

If the information in the latest release notes differs from the information in the
documentation, follow the Junos OS Release Notes.

To obtain the most current version of all Juniper Networks” technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

Juniper Networks supports a technical book program to publish books by Juniper Networks
engineers and subject matter experts with book publishers around the world. These
books go beyond the technical documentation to explore the nuances of network
architecture, deployment, and administration using the Junos operating system (Junos
0S) and Juniper Networks devices. In addition, the Juniper Networks Technical Library,
published in conjunction with O'Reilly Media, explores improving network security,
reliability, and availability using Junos OS configuration techniques. All the books are for
sale at technical bookstores and book outlets around the world. The current list can be
viewed at http://www.juniper.net/books.
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Junos OS 13.2 System Log Messages Reference

Objectives

Audience

This reference describes system log messages generated by the Junos OS. Use the
information to interpret system log messages and determine the appropriate corrective
action for error conditions

0 NOTE: Foradditional information about the Junos OS—either corrections to
orinformation that might have been omitted from this guide—see the software
release notes at http://www.juniper.net/ .

This guide is designed for network administrators who are configuring and monitoring a
Juniper Networks M Series, MX Series, T Series, EX Series, or J Series router or switch.

To use thisreference, you need a broad understanding of networks in general, the Internet
in particular, networking principles, and network configuration. You must also be familiar
with one or more of the following Internet routing protocols:

. Border Gateway Protocol (BGP)

« Distance Vector Multicast Routing Protocol (DVMRP)

« Intermediate System-to-Intermediate System (IS-1S)

« Internet Control Message Protocol (ICMP) router discovery
« Internet Group Management Protocol (IGMP)

« Multiprotocol Label Switching (MPLS)

« Open Shortest Path First (OSPF)

« Protocol-Independent Multicast (PIM)

« Resource Reservation Protocol (RSVP)

- Routing Information Protocol (RIP)

- Simple Network Management Protocol (SNMP)

Personnel operating the equipment must be trained and competent; must not conduct

themselves in a careless, willfully negligent, or hostile manner; and must abide by the
instructions provided by the documentation.

Supported Platforms

For the features described in this manual, the Junos OS currently supports the following
platforms:

. JSeries

« M Series

Ixii
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« MX Series
« SRX Series
« T Series

. EX Series

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. If the example configuration
contains the top level of the hierarchy (or multiple hierarchies), the example is a full
example. In this case, use the load merge command

If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are
described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
}
}
}
interfaces {
fxpO {
disable;
unit O {
family inet {
address 10.0.0.1/24;
1
1
1
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete
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Merging a Snippet
To merge a snippet, follow these steps:

1. Fromthe HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl;

}

2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the Junos OS CLI User Guide

Documentation Conventions

Table 1 on page xiv defines notice icons used in this guide.

Table 1: Notice Icons

Icon Meaning Description

o Informational note Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.
a Warning Alerts you to the risk of personal injury or death.
% Laser warning Alerts you to the risk of personal injury from a laser.

Table 2 on page Ixv defines the text and syntax conventions used in this guide.
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Table 2: Text and Syntax Conventions

Convention

Bold text like this

Description

Represents text that you type.

Examples

To enter configuration mode, type
theconfigure command:

user@host> configure

Fixed-width text like this

Represents output that appears on the
terminal screen.

user@host> show chassis alarms

No alarms currently active

Italic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
« |dentifies guide names. actions.
« Identifies RFC and Internet draft titles. ¢ JUnos OS CLI User Guide
« RFC1997 BGP Communities Attribute
[talic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commandes, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the[edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Enclose optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast | multicast

(string1 | string2 | string3)

# (pound sign)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLS only

[ 1(square brackets)

Enclose a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ({ })

Identify a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
1

GUI Conventions
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
Bold text like this Represents graphical userinterface (GUI) « Inthe Logical Interfaces box, select
items you click or select. All Interfaces.
« To cancel the configuration, click
Cancel.
> (bold right angle bracket) Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
https://www.juniper.net/cgi-bin/docbugreport/ . If you are using e-mail, be sure to include
the following information with your comments:

« Document or topic name
« URL or page number

. Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,
or are covered under warranty, and need postsales technical support, you can access
our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC Hours of Operation —The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Find product documentation: http://www.juniper.net/techpubs/
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About This Guide

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

« Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, visit us at
http://www.juniper.net/support/requesting-support.html
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PART 1

Overview

« Configuring System Log Messages on page 3
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CHAPTERI1

Configuring System Log Messages

The Junos OS generates system log messages (also called syslog messages) to record
events that occur on the router, including the following:

« Routine operations, such as creation of an Open Shortest Path First (OSPF) protocol
adjacency or a user login into the configuration database

« Failure and error conditions, such as failure to access a configuration file or unexpected
closure of a connection to a peer process

« Emergency or critical conditions, such as router power-down due to excessive
temperature

Each system log message identifies the Junos OS process that generated the message
and briefly describes the operation or error that occurred. For detailed information about
specific system log messages, see the Junos OS System Log Messages Reference.

o NOTE: This topic describes system log messages for Junos OS processes
and libraries and not the system logging services on a Physical Interface Card
(PIC) such as the Adaptive Services PIC. For information about configuring
system logging for PIC services, see the Junos OS Services Interfaces Library
for Routing Devices.

This chapter discusses the following topics:

« Junos OS System Log Configuration Hierarchy on page 3

« Minimum and Default System Logging Configuration on page 4

« Configuring System Logging for a Single-Chassis System on page 7
« Configuring System Logging for a TX Matrix Router on page 32

« Displaying and Interpreting System Log Messages on page 50

« Getting Help About System Log Messages on page 61

Junos OS System Log Configuration Hierarchy

To configure the router to log system messages, include the syslog statement at the
[edit system] hierarchy level:
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[edit system]
syslog {
archive <files number> <size size <world-readable | no-world-readable>;
console {
facility severity;
1
file filename {
facility severity;
archive <archive-sites {ftp-url <password password>1}> <files number> <size size>
<start-time"YYYY-MM-DD.hh:mm" > <transfer-interval minutes > <world-readable |
no-world-readable>;
explicit-priority;
match "regular-expression";
structured-data {
brief;
}
1
host (hostname | other-routing-engine | scc-master) {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string
match "regular-expression";
source-address source-address;
structured-data {
brief;
}
1
source-address source-address;
time-format (year | millisecond | year millisecond);
user (username | *) {
facility severity;
match "regular-expression";
1
}

Related . Junos OS System Log Configuration Overview
Documentation

Minimum and Default System Logging Configuration

For information about the minimum and default system log settings on routing platforms
that run the Junos OS, see the following sections:

« Junos OS Minimum System Logging Configuration on page 4

« Junos OS Default System Log Settings on page 5

« Junos OS Platform-Specific Default System Log Messages on page 6

Junos OS Minimum System Logging Configuration

To record or view system log messages, you must include the syslog statement at the
[edit system] hierarchy level. Specify at least one destination for the messages, as
describedin Table 3 on page 5. For more information about the configuration statements,
see Single-Chassis System Logging Configuration Overview.
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Table 3: Minimum Configuration Statements for System Logging

Destination Minimum Configuration Statements

File [edit system syslog]
file filename {
facility severity;

1
Terminal session of one, several, or all [edit system syslog]
users user (username | *) {
facility severity;
1
Router or switch console [edit system syslog]
console {
facility severity;
1
Remote machine or the other Routing [edit system syslog]
Engine on the router or switch host (hostname | other-routing-engine) {
facility severity;
1

Related . Junos OS System Log Configuration Overview

Documentation « Overview of Junos OS System Log Messages

« Overview of Single-Chassis System Logging Configuration

Junos OS Default System Log Settings

Table 4 on page 5 summarizes the default system log settings that apply to all routers
that run the Junos OS, and specifies which statement to include in the configuration to
override the default value.

Table 4: Default System Logging Settings

Setting Default Overriding Statement Instructions

Alternative facility For change-log: local6 [edit system syslog] “Changing the Alternative Facility
for message host hostname { Name for Remote System Log
forwarded to a For conflict-log: local5 facility-override facility; Messages” on page 15

remote machine 1

For dfc: locall
For firewall: local3
For interactive-commands: local7

For pfe: local4

Format of Standard Junos format, based [edit system syslog] “Logging Messages in
messages logged on UNIX format file filename { Structured-Data Format” on page 12
to afile structured-data;

1
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Table 4: Default System Logging Settings (continued)

Setting Default Overriding Statement Instructions
Maximum number 10 [edit system syslog] “Specifying Log File Size, Number,
of files in the archive { and Archiving Properties” on page 20
archived set files number;
1
file filename {
archive {
files number;
1
1
Maximum size of J Series: 128 kilobytes (KB) [edit system syslog] “Specifying Log File Size, Number,
the log file archive { and Archiving Properties” on page 20
M Series, MX Series,and T size size;
Series: 1 megabyte (MB) 1
file filename {
TX Matrix: 10 MB archive {
size size;
1
1
Timestampformat Month, date, hour, minute, [edit system syslog] “Including the Year or Millisecond in
second time-format format; Timestamps” on page 25

For example: Aug 2112:36:30

Userswhocanread root user and users with the [edit system syslog] “Specifying Log File Size, Number,
log files Junos maintenance permission archive { and Archiving Properties” on page 20
world-readable;
1
file filename {
archive {
world-readable;
1
1

« Junos OS System Log Configuration Overview

« Junos OS Platform-Specific Default System Log Messages on page 6

Junos OS Platform-Specific Default System Log Messages

The following messages are generated by default on specific routers. To view any of
these types of messages, you must configure at least one destination for messages as
described in “Junos OS Minimum System Logging Configuration” on page 4.

« OnJSeriesrouters,amessage is logged when a process running in the kernel consumes
500 or more consecutive milliseconds of CPU time.

To log the kernel process message on an M Series, MX Series, or T Series router, include
the kernel info statement at the appropriate hierarchy level:

[edit system syslog]
(console | file filename | host destination | user username) {
kernel info;
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}

« Onarouting matrix composed of a TX Matrix router and T640 routers, the master
Routing Engine on each T640 router forwards all messages with a severity of info and
higher to the master Routing Engine on the TX Matrix router. This is equivalent to the
following configuration statement included on the TX Matrix router:

[edit system syslog]
host scc-master {
any info;

}

. Likewise, on a routing matrix composed of a TX Matrix Plus router with connected
T1600 or T4000 routers, the master Routing Engine on each T1600 or T4000 LCC
forwards to the master Routing Engine on the TX Matrix Plus router all messages with
a severity of info and higher. This is equivalent to the following configuration statement
included on the TX Matrix Plus router:

e NOTE: From the perspective of the user interface, the routing matrix
appears as a single router. The TX Matrix Plus router controls all the T1600
or T4000 routers connected to it in the routing matrix.

[edit system syslog]
host sfcO-master {
any info;

}

Related . Junos OS System Log Configuration Overview
D tati
ocumentation « Junos OS Default System Log Settings on page 5

« Routing Matrix with a TX Matrix Plus Router Solutions Page

Configuring System Logging for a Single-Chassis System

The Junos system logging utility is similar to the UNIX syslogd utility. This section describes
how to configure system logging for a single-chassis system that runs the Junos OS.

System logging configuration for the Junos-FIPS software and for Juniper Networks
routing platforms in a Common Criteria environment is the same as for the Junos OS. For
more information, see the Secure Configuration Guide for Common Criteria and Junos-FIPS.

Each system log message belongs to a facility, which groups together related messages.
Each message is also preassigned a severity level, which indicates how seriously the
triggering event affects routing platform functions. You always specify the facility and
severity of the messages to include in the log. For more information, see “Specifying the
Facility and Severity of Messages to Include in the Log” on page 9.
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You direct messages to one or more destinations by including the appropriate statement
at the [edit system syslog] hierarchy level:

. Toanamed file in a local file system, by including the file statement. See “Logging
Messages in Structured-Data Format” on page 12.

. Totheterminal session of one or more specific users (or all users) when they are logged
in to the routing platform, by including the user statement. See “Directing System Log
Messages to a User Terminal” on page 13.

. To the routing platform console, by including the console statement. See “Directing
System Log Messages to the Console” on page 13.

. To aremote machine that is running the syslogd utility or to the other Routing Engine
on the routing platform, by including the host statement. See “Directing Messages to
a Remote Destination from the Routing Matrix Based on the TX Matrix Router” on
page 38.

By default, messages are logged in a standard format, which is based on a UNIX system
log format; for detailed information, see “Interpreting Messages Generated in Standard
Format by a Junos Process or Library” on page 56, “Interpreting Messages Generated in
Standard Format by Services ona PIC” on page 57, and “Interpreting Messages Generated
in Structured-Data Format” on page 52. You can alter the content and format of logged
messages in the following ways:

« InJunos 8.3 and later, you can log messages to a file in structured-data format instead
of the standard Junos format. Structured-data format provides more information
without adding significant length, and makes it easier for automated applications to
extract information from the message. For more information, see “Logging Messages
in Structured-Data Format” on page 12.

« Amessage’s facility and severity level are together referred to as its priority. By default,
the standard Junos format for messages does not include priority information.
(Structured-data format includes a priority code by default.) To include priority
information in standard-format messages directed to a file or a remote destination,
include the explicit-priority statement. For more information, see “Including Priority
Information in System Log Messages” on page 22.

. By default, the standard Junos format for messages specifies the month, date, hour,
minute, and second when the message was logged. You can modify the timestamp
on standard-format messages to include the year, the millisecond, or both.
(Structured-data format specifies the year and millisecond by default.) For more
information, see “Including the Year or Millisecond in Timestamps” on page 25.

« When directing messages to a remote machine, you can specify the IP address that is
reported in messages as their source. You can also configure features that make it
easier to separate Junos-specific messages or messages generated on particular
routing platforms. For more information, see “Directing Messages to a Remote
Destination from the Routing Matrix Based on the TX Matrix Router” on page 38.

« The predefined facilities group together related messages, but you can also use regular
expressions to specify more exactly which messages from a facility are logged to a
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file, a user terminal, or a remote destination. For more information, see “Using Regular
Expressions to Refine the Set of Logged Messages” on page 26.

For a statement summary for the statements discussed in this chapter, see the Junos
System Basics Configuration Guide.

For detailed information about configuring system logging, see the following sections:

« Specifying the Facility and Severity of Messages to Include in the Log on page 9

« Directing System Log Messages to a Log File on page 11

« Logging Messages in Structured-Data Format on page 12

« Directing System Log Messages to a User Terminal on page 13

« Directing System Log Messages to the Console on page 13

« Directing Messages to a Remote Machine or the Other Routing Engine on page 14
» Specifying Log File Size, Number, and Archiving Properties on page 20

« Including Priority Information in System Log Messages on page 22

« System Log Facility Codes and Numerical Codes Reported in Priority
Information on page 23

« Including the Year or Millisecond in Timestamps on page 25

» Using Regular Expressions to Refine the Set of Logged Messages on page 26

« Junos System Log Regular Expression Operators for the match Statement on page 28
« Disabling the System Logging of a Facility on page 28

« Examples: Configuring System Logging on page 29

Specifying the Facility and Severity of Messages to Include in the Log

Each system log message belongs to a facility, which groups together messages that
either are generated by the same source (such as a software process) or concern a similar
condition or activity (such as authentication attempts). Each message is also preassigned
a severity level, which indicates how seriously the triggering event affects routing platform
functions.

When you configure logging for a facility and destination, you specify a severity level for
each facility. Messages from the facility that are rated at that level or higher are logged
to the following destination:

[edit system syslog]
(console | file filename | host destination | user username) {
facility severity ;

}

For more information about the destinations, see “Directing System Log Messages to a
User Terminal” on page 13, and, “Directing System Log Messages to the Console” on
page 13.

To log messages belonging to more than one facility to a particular destination, specify
each facility and associated severity as a separate statement within the set of statements
for the destination.
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Table 5 on page 10 lists the Junos system logging facilities that you can specify in
configuration statements at the [edit system syslog] hierarchy level.

Table 5: Junos OS System Logging Facilities

Facility Type of Event or Error

any All (messages from all facilities)

authorization Authentication and authorization attempts

change-log Changes to the Junos OS configuration

conflict-log Specified configuration is invalid on the router type

daemon Actions performed or errors encountered by system processes
dfc Events related to dynamic flow capture

firewall Packet filtering actions performed by a firewall filter

ftp Actions performed or errors encountered by the FTP process

interactive-commands Commands issued at the Junos OS command-line interface (CLI) prompt
or by a client application such as a Junos XML protocol or NETCONF XML

client
kernel Actions performed or errors encountered by the Junos OS kernel
pfe Actions performed or errors encountered by the Packet Forwarding Engine
user Actions performed or errors encountered by user-space processes

Table 6 on page 10 lists the severity levels that you can specify in configuration statements
at the [edit system syslog] hierarchy level. The levels from emergency through info are in
order from highest severity (greatest effect on functioning) to lowest.

Unlike the other severity levels, the none level disables logging of a facility instead of
indicating how seriously a triggering event affects routing functions. For more information,
see “Disabling the System Logging of a Facility” on page 28.

Table 6: System Log Message Severity Levels

Severity Level | Description

any Includes all severity levels
none Disables logging of the associated facility to a destination
emergency System panic or other condition that causes the router to stop functioning
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Table 6: System Log Message Severity Levels (continued)

Severity Level | Description

alert Conditions that require immediate correction, such as a corrupted system
database

critical Critical conditions, such as hard errors

error Error conditions that generally have less serious consequences than errors at

the emergency, alert, and critical levels

warning Conditions that warrant monitoring
notice Conditions that are not errors but might warrant special handling
info Events or nonerror conditions of interest

Related . Single-Chassis System Logging Configuration Overview
D tati
ocumentation Overview of Single-Chassis System Logging Configuration

« Examples: Configuring System Logging on page 29

Directing System Log Messages to a Log File

To direct system log messages to a file in the /var/log directory of the local Routing
Engine, include the file statement at the [edit system syslog] hierarchy level:

[edit system syslog]
file filename {
facility severity;
archive <archive-sites (ftp-url <password password>)> <files number> <size size>
<start-time "YYYY-MM-DD.hh:mm" > <transfer-interval minutes> <world-readable |
no-world-readable>;
explicit-priority;
match "regular-expression";
structured-data {
brief;
1
}

For the list of facilities and severity levels, see “Specifying the Facility and Severity of
Messages to Include in the Log” on page 9.

To prevent log files from growing too large, the Junos OS system logging utility by default
writes messages to a sequence of files of a defined size. By including the archive
statement, you can configure the number of files, their maximum size, and who can read
them, either for all log files or for a certain log file. For more information, see “Specifying
Log File Size, Number, and Archiving Properties” on page 20.
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Related
Documentation

For information about the following statements, see the indicated sections:

« explicit-priority—See “Including Priority Information in System Log Messages” on page 22

. match—See “Using Regular Expressions to Refine the Set of Logged Messages” on
page 26

« structured-data—See “Logging Messages in Structured-Data Format” on page 12

. Single-Chassis System Logging Configuration Overview
« Overview of Junos OS System Log Messages

. Logging Messages in Structured-Data Format

« Examples: Configuring System Logging on page 29

« Examples: Configuring System Logging

Logging Messages in Structured-Data Format

You can log messages to a file in structured-data format instead of the standard Junos
format. Structured-data format provides more information without adding significant
length, and makes it easier for automated applications to extract information from a
message.

The structured-data format complies with Internet draft draft-ietf-syslog-protocol-23,
The syslog Protocol, which is at http://tools.ietf.org/html/draft-ietf-syslog-protocol-23.
The draft establishes a standard message format regardless of the source or transport
protocol for logged messages.

To output messages to a file in structured-data format, include the structured-data
statement at the [edit system syslog file filename] hierarchy level:

[edit system syslog file filename]
facility severity;
structured-data {
brief;
1

The optional brief statement suppresses the English-language text that appears by
default at the end of a message to describe the error or event. For information about the
fields in a structured-data format message, see the Junos OS System Log Messages
Reference.

The structured format is used for all messages logged to the file that are generated by
a Junos process or software library.

0 NOTE: If you include either or both of the explicit-priority and time-format
statements along with the structured-data statement, they are ignored. These
statements apply to the standard Junos system log format, not to
structured-data format.
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Related . Single-Chassis System Logging Configuration Overview

D mentation
ocumentatio . Examples: Configuring System Logging on page 29

Directing System Log Messages to a User Terminal

To direct system log messages to the terminal session of one or more specific users (or
all users) when they are logged in to the local Routing Engine, include the user statement
at the [edit system syslog] hierarchy level:

[edit system syslog]
user (username | *) {
facility severity;
match "regular-expression";

1
Specify one or more Junos OS usernames, separating multiple values with spaces, or use

the asterisk (*) to indicate all users who are logged in to the local Routing Engine.

For the list of logging facilities and severity levels, see “Specifying the Facility and Severity
of Messages to Includeinthe Log” on page 9. Forinformation about the match statement,
see “Using Regular Expressions to Refine the Set of Logged Messages” on page 26.

Related . Single-Chassis System Logging Configuration Overview
D mentation
ocumentatio « Overview of Single-Chassis System Logging Configuration
« Examples: Configuring System Logging on page 29

« Examples: Configuring System Logging

Directing System Log Messages to the Console

To direct system log messages to the console of the local Routing Engine, include the
console statement at the [edit system syslog] hierarchy level:

[edit system syslog]
console {
facility severity;

}

For the list of logging facilities and severity levels, see “Specifying the Facility and Severity
of Messages to Include in the Log” on page 9.

Related . Single-Chassis System Logging Configuration Overview
Documentation « Overview of Single-Chassis System Logging Configuration
« Examples: Configuring System Logging on page 29

« Examples: Configuring System Logging
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Directing Messages to a Remote Machine or the Other Routing Engine

To direct system log messages to a remote machine or to the other Routing Engine on
the routing platform, include the host statement at the [edit system syslog] hierarchy
level:

[edit system syslog]

host (hostname | other-routing-engine) {
facility severity;

explicit-priority;

facility-override facility;

log-prefix string;

match "regular-expression";

}

source-address source-address;

Todirect system log messages to a remote machine, include the host hostname statement
to specify the remote machine’s IP version 4 (IPv4) address, IP version 6 (IPv6) address,
or fully qualified hostname. The remote machine must be running the standard syslogd
utility. We do not recommend directing messages to another Juniper Networks routing
platform. In each system log message directed to the remote machine, the hostname of
the local Routing Engine appears after the timestamp to indicate that it is the source for
the message.

To direct system log messages to the other Routing Engine on a routing platform with
two Routing Engines installed and operational, include the host other-routing-engine
statement. The statement is not automatically reciprocal, so you must include it in each
Routing Engine’s configuration if you want them to direct messages to each other. In
each message directed to the other Routing Engine, the string re0 or rel appears after
the timestamp to indicate the source for the message.

For the list of facilities and severity levels to configure under the host statement, see
“Specifying the Facility and Severity of Messages to Include in the Log” on page 9.

To record facility and severity level information in each message, include the
explicit-priority statement. For more information, see “Including Priority Information in
System Log Messages” on page 22.

For information about the match statement, see “Using Regular Expressions to Refine
the Set of Logged Messages” on page 26.

When directing messages to remote machines, you can include the source-address
statement to specify the IP address of the routing platform that is reported in the
messages as their source. In each host statement, you can also include the facility-override
statement to assign an alternative facility and the log-prefix statement to add a string
to each message. For more information, see the following sections:

« Specifying an Alternative Source Address for System Log Messages on page 15

. Changing the Alternative Facility Name for Remote System Log Messages on page 15

« System Log Default Facilities for Messages Directed to a Remote Destination on page 17

« Junos OS System Log Alternate Facilities for Remote Logging on page 17
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« Examples: Assigning an Alternative Facility on page 18
» Adding a Text String to System Log Messages on page 19
« Adding a String on page 20

Specifying an Alternative Source Address for System Log Messages

To specify the source router to be reported in system log messages when the messages
are directed to a remote machine, include the source-address statement at the
[edit system syslog] hierarchy level:

[edit system syslog]
source-address source-address;

source-address is a valid IPv4 or IPv6 address configured on one of the router interfaces.
The address is reported in the messages directed to all remote machines specified in
host hostname statements at the [edit system syslog] hierarchy level, but not in messages
directed to the other Routing Engine.

Related . Single-Chassis System Logging Configuration Overview

D tati
ocumentation . Examples: Assigning an Alternative Facility on page 18

Changing the Alternative Facility Name for Remote System Log Messages

Some facilities assigned to messages logged on the local router or switch have Junos
0OS-specific names (see Junos OS System Logging Facilities and Message Severity Levels).
In the recommended configuration, a remote machine designated at the [edit system
syslog host hostname] hierarchy level is not a Juniper Networks router or switch, so its
syslogd utility cannot interpret the Junos OS-specific names. To enable the standard
syslogd utility to handle messages from these facilities when messages are directed to
aremote machine, a standard localX facility nameis used instead of the Junos OS-specific
facility name.

Table 7on page 17 lists the default alternative facility name next to the Junos OS-specific
facility name it is used for.

The syslogd utility on a remote machine handles all messages that belong to a facility
in the same way, regardless of the source of the message (the Juniper Networks router
or switch or the remote machine itself). For example, the following statements in the
configuration of the router called local-router direct messages from the authorization
facility to the remote machine monitor.mycompany.com:

[edit system syslog]
host monitor.mycompany.com {
authorization info;

}

The default alternative facility for the local authorization facility is also authorization. If
the syslogd utility on monitor is configured to write messages belonging to the
authorization facility to the file /var/log/auth-attempts, then the file contains the messages
generated when users log in to local-router and the messages generated when users log
in to monitor. Although the name of the source machine appears in each system log
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message, the mixing of messages from multiple machines can make it more difficult to
analyze the contents of the auth-attempts file.

To make it easier to separate the messages from each source, you can assign an
alternative facility to all messages generated on local-router when they are directed to
monitor. You can then configure the syslogd utility on monitor to write messages with
the alternative facility to a different file from messages generated on monitor itself.

To change the facility used for all messages directed to a remote machine, include the
facility-override statement at the [edit system syslog host hostname] hierarchy level:

[edit system syslog host hostname]
facility severity;
facility-override facility;

In general, it makes sense to specify an alternative facility that is not already in use on
the remote machine, such as one of the localX facilities. On the remote machine, you
must also configure the syslogd utility to handle the messages in the desired manner.

Table 8 on page 17 lists the facilities that you can specify in the facility-override statement.

We do not recommend including the facility-override statement at the [edit system syslog
host other-routing-engine] hierarchy level. It is not necessary to use alternative facility
names when directing messages to the other Routing Engine, because its Junos OS
system logging utility can interpret the Junos OS-specific names.

The following example shows how to log all messages generated on the local router at
the error level or higher to the localO facility on the remote machine called
monitor.mycompany.com:

[edit system syslog]

host monitor.mycompany.com {
any error;
facility-override localO;

}

The following example shows how to configure routers located in California and routers
located in New York to send messages to a single remote machine called

central-logger.mycompany.com. The messages from California are assigned to alternative
facility localO and the messages from New York are assigned to alternative facility local2.

« Configure California routers to aggregate messages in the localO facility:

[edit system syslog]

host central-logger.mycompany.com {
change-log info;
facility-override localO;

}

« Configure New York routers to aggregate messages in the local2 facility:

[edit system syslog]

host central-logger.mycompany.com {
change-log info;
facility-override local2;

}
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On central-logger, you can then configure the system logging utility to write messages
from the localO facility to the file change-log and the messages from the local2 facility
to the file new-york-config.

Related . Table7on page17
Documentation « Junos OS System Log Alternate Facilities for Remote Logging on page 17
. Examples: Assigning an Alternative Facility on page 18

« Examples: Assigning an Alternative Facility

System Log Default Facilities for Messages Directed to a Remote Destination

Table 7on page 17 lists the default alternative facility name next to the Junos OS-specific
facility name for which it is used. For facilities that are not listed, the default alternative
name is the same as the local facility name.

Table 7: Default Facilities for Messages Directed to a Remote Destination

Junos OS—specific Local

Facility Default Facility When Directed to Remote Destination
change-log local6
conflict-log local5
dfc locall
firewall local3
interactive-commands local7
pfe local4

Related . Single-Chassis System Logging Configuration Overview

Documentation « Overview of Single-Chassis System Logging Configuration

Junos OS System Log Alternate Facilities for Remote Logging

Table 8 onpage 17 lists the facilities that you can specify in the facility-override statement.

Table 8: Facilities for the facility-override Statement

Facility Description

authorization  Authentication and authorization attempts

daemon Actions performed or errors encountered by system processes

ftp Actions performed or errors encountered by the FTP process
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Related
Documentation

Table 8: Facilities for the facility-override Statement (continued)

Facility Description

kernel Actions performed or errors encountered by the Junos OS kernel
localO Local facility number O

locall Local facility number 1

local2 Local facility number 2

local3 Local facility number 3

local4 Local facility number 4

local5 Local facility number 5

local6 Local facility number 6

local7 Local facility number 7

user Actions performed or errors encountered by user-space processes

We do not recommend including the facility-override statement at the [edit system syslog
host other-routing-engine] hierarchy level. It is not necessary to use alternative facility
names when directing messages to the other Routing Engine, because its Junos OS
system logging utility can interpret the Junos OS-specific names.

. Examples: Assigning an Alternative Facility on page 18
« Single-Chassis System Logging Configuration Overview

« Overview of Single-Chassis System Logging Configuration

Examples: Assigning an Alternative Facility

Log all messages generated on the local routing platform at the error level or higher to
the localO facility on the remote machine called monitor.mycompany.com:

[edit system syslog]

host monitor.mycompany.com {
any error;

facility-override localO;

}

Configure routing platforms located in California and routing platforms located in New
York to send messages to a single remote machine called central-logger.mycompany.com.
The messages from California are assigned alternative facility localO and the messages
from New York are assigned to alternative facility local2.

. Configure California routing platforms to aggregate messages in the localO facility:
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[edit system syslog]

host central-logger.mycompany.com {
change-log info;

facility-override localO;

}
. Configure New York routing platforms to aggregate messages in the local2 facility:

[edit system syslog]

host central-logger.mycompany.com {
change-log info;

facility-override local2;

}

On central-logger, you can then configure the system logging utility to write messages
from the localO facility to the file california-config and the messages from the local2
facility to the file new-york-config.

Related . Junos OS System Log Alternate Facilities for Remote Logging on page 17
Documentation

Adding a Text String to System Log Messages

To add a text string to every system log message directed to a remote machine or to the
other Routing Engine, include the log-prefix statement at the [edit system syslog host]
hierarchy level:

[edit system syslog host (hostname | other-routing-engine)]
facility severity;
log-prefix string;

The string can contain any alphanumeric or special character except the equal sign ( =)
and the colon ( : ). It also cannot include the space character; do not enclose the string
in quotation marks (“”) in an attempt to include spaces init.

The Junos OS system logging utility automatically appends a colon and a space to the
specified string when the system log messages are written to the log. The string is inserted
after the identifier for the Routing Engine that generated the message.

The following example shows how to add the string M120 to all messages to indicate
that the router is an M120 router, and direct the messages to the remote machine
hardware-logger.mycompany.com:

[edit system syslog]

host hardware-logger.mycompany.com {
any info;
log-prefix M120;

1

When these configuration statements are included on an M120 router called originl, a
message in the system log on hardware-logger.mycompany.com looks like the following;:

Mar 917:33:23 origin1 M120: mgd[477]: UI_CMDLINE_READ_LINE: user ‘root’, command ‘run
show version’
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Related
Documentation

« Single-Chassis System Logging Configuration Overview
. Specifying Log File Size, Number, and Archiving Properties on page 20

« Overview of Single-Chassis System Logging Configuration

Adding a String

Add the string M120 to all messages to indicate that the router is an M120 router, and
direct the messages to the remote machine hardware-logger.mycompany.com:

[edit system syslog]

host hardware-logger.mycompany.com {
any info;

log-prefix M120;

1

When these configuration statements are included on an M120 router called originl, a
message in the system log on hardware-logger.mycompany.com looks like the following:

Mar 917:33:23 origin1 M120: mgd[477]: UI_CMDLINE_READ_LINE: user ‘root’, command ‘run
show version’

Specifying Log File Size, Number, and Archiving Properties

To prevent log files from growing too large, by default the Junos system logging utility
writes messages to a sequence of files of a defined size. The files in the sequence are
referred to as archive files to distinguish them from the active file to which messages are
currently being written. The default maximum size depends on the platform type:

« 128 kilobytes (KB) for EX Series switches and J Series routers
« 1megabyte (MB) for M Series, MX Series, and T Series routers
« 10 MB for TX Matrix or TX Matrix Plus routers

« 1MB for the QFX Series

When an active log file called logfile reaches the maximum size, the logging utility closes
the file, compresses it, and names the compressed archive file logfile.0.gz. The logging
utility then opens and writes to a new active file called logfile. This process is also known
as file rotation. When the new logfile reaches the configured maximum size, logfile.0.gz
isrenamed logfile.1.gz, and the new logfile is closed, compressed, and renamed logfile.0.gz.
By default, the logging utility creates up to 10 archive files in this manner. When the
maximum number of archive files is reached and when the size of the active file reaches
the configured maximum size, the contents of the last archived file are overwritten by
the current active file. The logging utility by default also limits the users who can read
log files to the root user and users who have the Junos OS maintenance permission.

Junos OS provides a configuration statement log-rotate-frequency that configures the
system log file rotation frequency by configuring the time interval for checking the log
file size. The frequency can be set to a value of 1 minute through 59 minutes. The default
frequency is 15 minutes.

20
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To configure the log rotation frequency, include the log-rotate-frequency statement at
the [edit system syslog] hierarchy level.

You can include the archive statement to change the maximum size of each file, how
many archive files are created, and who can read log files.

To configure values that apply to all log files, include the archive statement at the
[edit system syslog] hierarchy level:

archive <files number> <size size> <world-readable | no-world-readable>;

To configure values that apply to a specific log file, include the archive statement at the
[edit system syslog file filename] hierarchy level:

archive <archive-sites (ftp-url <password password>) > <files number> <size size>
<start-time "YYYY-MM-DD.hh:mm" > <transfer-interval minutes> <world-readable |
no-world-readable> ;

archive-sites site-name specifies a list of archive sites that you want to use for storing
files. The site-name value is any valid FTP URL to a destination. If more than one site
name is configured, a list of archive sites for the system log files is created. When a file
is archived, the router or switch attempts to transfer the file to the first URL in the list,
moving to the next site only if the transfer does not succeed. The log file is stored at the
archive site with the specified log filename. For information about how to specify valid
FTP URLs, see Format for Specifying Filenames and URLs in Junos OS CLI Commands.

binary-data Mark file as containing binary data. This allows proper archiving of binary
files, such as WTMP files (login records for UNIX based systems). To restore the default
setting, include the no-binary-data statement.

files number specifies the number of files to create before the oldest file is overwritten.
The value can be from 1through 1000.

size size specifies the maximum size of each file. The value can be from 64 KB (64k)
through 1 gigabyte (1g); to represent megabytes, use the letter m after the integer. There
is no space between the digits and the k, m, or g units letter.

start-time "YYYY-MM-DD.hh:mm" defines the date and time in the local time zone for a
one-time transfer of the active log file to the first reachable site in the list of sites specified
by the archive-sites statement.

transfer-interval interval defines the amount of time the current log file remains open
(evenifit has not reached the maximum possible size) and receives new statistics before
it is closed and transferred to an archive site. This interval value can be from 5 through
2880 minutes.

world-readable enables all users to read log files. To restore the default permissions,
include the no-world-readable statement.

Related . Single-Chassis System Logging Configuration Overview

D tati
ocumentation . Examples: Configuring System Logging on page 29

« Overview of Single-Chassis System Logging Configuration
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« Routing Matrix with a TX Matrix Plus Router Solutions Page

Including Priority Information in System Log Messages

The facility and severity level of a message are together referred to as its priority. By
default, messages logged in the standard Junos OS format do not include information
about priority. To include priority information in standard-format messages directed to
a file, include the explicit-priority statement at the [edit system syslog file filename]
hierarchy level:

[edit system syslog file filename]
facility severity;
explicit-priority;

o NOTE: Messages logged in structured-data format include priority information
by default. If you include the structured-data statement at the [edit system
syslog file filename] hierarchy level along with the explicit-priority statement,
the explicit-priority statement is ignored and messages are logged in
structured-data format.

Forinformation about the structured-data statement, see “Logging Messages
in Structured-Data Format” on page 12. For information about the contents
of a structured-data message, see the Junos OS System Log Messages
Reference.

To include priority information in messages directed to a remote machine or the other
Routing Engine, include the explicit-priority statement at the
[edit system syslog host (hostname | other-routing-engine)] hierarchy level:

[edit system syslog host (hostname | other-routing-engine)]
facility severity;
explicit-priority;

0 NOTE: The other-routing-engine option does not apply to the QFX Series.

The priority recorded in a message always indicates the original, local facility name. If
the facility-override statement is included for messages directed to a remote destination,
the Junos OS system logging utility still uses the alternative facility name for the messages
themselves when directing them to the remote destination. For more information, see
“Changing the Alternative Facility Name for Remote System Log Messages” on page 15.

When the explicit-priority statement is included, the Junos OS logging utility prepends
codes for the facility name and severity level to the message tag name, if the message
has one:

FACILITY-severity[-TAG]

(The tagis a unique identifier assigned to some Junos OS system log messages; for more
information, see the Junos OS System Log Messages Reference.)

22

Copyright © 2013, Juniper Networks, Inc.


http://www.juniper.net/techpubs/en_US/junos/information-products/pathway-pages/solutions/routing-matrix-tx-matrix-plus/index.html#operational-commands

Chapter 1: Configuring System Log Messages

In the following example, the CHASSISD_PARSE_COMPLETE message belongs to the
daemon facility and is assigned severity info (6):

Aug 2112:36:30 router1 chassisd[522]: %0DAEMON-6-CHASSISD_PARSE_COMPLETE:
Using new configuration

When the explicit-priority statement is not included, the priority does not appear in the
message:

Aug 2112:36:30 routerl chassisd[522]: CHASSISD_PARSE_COMPLETE: Using new
configuration

For more information about message formatting, see the Junos OS System Log Messages
Reference.

Related . Single-Chassis System Logging Configuration Overview
Documentation . Overview of Single-Chassis System Logging Configuration

« Examples: Configuring System Logging on page 29

System Log Facility Codes and Numerical Codes Reported in Priority Information

Table 9 on page 23 lists the facility codes that can appear in system log messages and
maps them to facility names.

o NOTE: Ifthe second columnin Table 9 on page 23 does not include the Junos
facility name for a code, the facility cannot be included in a statement at the
[edit system syslog] hierarchy level. The Junos OS might use the facilities in
Table 9 on page 23—and others that are not listed—when reporting on internal
operations.

Table 9: Facility Codes Reported in Priority Information

Junos Facility

Name Type of Event or Error
AUTH authorization Authentication and authorization attempts
AUTHPRIV Authentication and authorization attempts that can be viewed

by superusers only

CHANGE change-log Changes to the Junos configuration

CONFLICT conflict-log Specified configuration is invalid on the router type

CONSOLE Messages written to /dev/console by the kernel console
outputr

CRON Actions performed or errors encountered by the cron process

DAEMON daemon Actions performed or errors encountered by system processes
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Table 9: Facility Codes Reported in Priority Information (continued)

Junos Facility

Name

Type of Event or Error

DFC dfc Actions performed or errors encountered by the dynamic flow
capture process

FIREWALL firewall Packet filtering actions performed by a firewall filter

FTP ftp Actions performed or errors encountered by the FTP process

INTERACT interactive-commands Commands issued at the Junos OS CLI prompt or invoked by
aclient application such as a Junos XML protocol or NETCONF
client

KERN kernel Actions performed or errors encountered by the Junos kernel

NTP Actions performed or errors encountered by the Network Time
Protocol (NTP)

PFE pfe Actions performed or errors encountered by the Packet
Forwarding Engine

SYSLOG Actions performed or errors encountered by the Junos system
logging utility

USER user Actions performed or errors encountered by user-space

processes

Table 10 on page 24 lists the numerical severity codes that can appear in system log
messages and maps them to severity levels.

Table 10: Numerical Codes for Severity Levels Reported in Priority
Information

Numerical
Code

Severity
Level

Description

0 emergency System panic or other condition that causes the router to stop
functioning

1 alert Conditions that require immediate correction, such as a corrupted
system database

2 critical Critical conditions, such as hard errors

3 error Error conditions that generally have less serious consequences than
errors in the emergency, alert, and critical levels

4 warning Conditions that warrant monitoring

5 notice Conditions that are not errors but might warrant special handling

24
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Table 10: Numerical Codes for Severity Levels Reported in Priority
Information (continued)

Numerical | Severity

Code Level Description
6 info Events or nonerror conditions of interest
7 debug Software debugging messages (these appear only if a technical support

representative has instructed you to configure this severity level)

Related . Single-Chassis System Logging Configuration Overview

Documentation . Examples: Configuring System Logging on page 29

Including the Year or Millisecond in Timestamps

By default, the timestamp recorded in a standard-format system log message specifies
the month, date, hour, minute, and second when the message was logged, as in the
following example:

Aug 2112:36:30

To include the year, the millisecond, or both in the timestamp, include the time-format
statement at the [edit system syslog] hierarchy level:

[edit system syslog]
time-format (year | millisecond | year millisecond);

However, the timestamp for traceoption messages is specified in milliseconds by default,
and is independent of the [edit system syslog time-format] statement.

The modified timestamp is used in messages directed to each destination configured by
a file, console, or user statement at the [edit system syslog] hierarchy level, but not to
destinations configured by a host statement.

The following example illustrates the format for a timestamp that includes both the
millisecond (401) and the year (2006):

Aug 2112:36:30.4012006

e NOTE: Messages logged in structured-data format include the year and
millisecond by default. If you include the structured-data statement at the
[edit system syslog file filename] hierarchy level along with the time-format
statement, the time-format statement is ignored and messages are logged
in structured-data format.

Forinformation about the structured-data statement, see “Logging Messages
in Structured-Data Format” on page 12. For information about the contents
of a structured-data message, see the Junos OS System Log Messages
Reference.
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Related . Single-Chassis System Logging Configuration Overview

Documentation . Examples: Configuring System Logging on page 29

Using Regular Expressions to Refine the Set of Logged Messages

The predefined facilities group together related messages, but you can also use regular
expression matching to specify more exactly which messages from a facility are logged
to afile, a user terminal, or a remote destination.

To specify the text string that must (or must not) appear in a message for the message
to be logged to a destination, include the match statement and specify the regular
expression which the text string must match:

match "regular-expression";

You can include this statement at the following hierarchy levels:

. [edit system syslog file filename] (for a file)

- [edit system syslog user (username | *)] (for a specific user session or for all user sessions
on a terminal)

. [edit system syslog host (hostname | other-routing-engine)] (for a remote destination)

In specifying the regular expression, use the notation defined in POSIX Standard 1003.2
for extended (modern) UNIX regular expressions. Explaining regular expression syntax
is beyond the scope of this document, but POSIX standards are available from the Institute
of Electrical and Electronics Engineers (IEEE, http://www.ieee.org).

Table 11 on page 26 specifies which character or characters are matched by some of the
regular expression operators that you can use in the match statement. In the descriptions,
the term term refers to either a single alphanumeric character or a set of characters
enclosed in square brackets, parentheses, or braces.

o NOTE: The match statement is not case-sensitive.

Table 11: Regular Expression Operators for the match Statement

Operator Matches

. (period) One instance of any character except the space.

* (asterisk) Zero or more instances of the immediately preceding term.

+ (plus sign) One or more instances of the immediately preceding term.

? (question mark) Zero or one instance of the immediately preceding term.

| (pipe) One of the terms that appears on either side of the pipe operator.
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Table 11: Regular Expression Operators for the match
Statement (continued)

| (exclamation point) Any string except the one specified by the expression, when the
exclamation point appears at the start of the expression. Use of the
exclamation point is Junos OS-specific.

~ (caret) Start of a line, when the caret appears outside square brackets.

One instance of any character that does not follow it within square
brackets, when the caret is the first character inside square brackets.

$ (dollar sign) End of a line.
[ ] (paired square One instance of one of the enclosed alphanumeric characters. To
brackets) indicate a range of characters, use a hyphen ( - ) to separate the

beginning and ending characters of the range. For example, [a-z0-9]
matches any letter or number.

() (paired parentheses) One instance of the evaluated value of the enclosed term.
Parentheses are used to indicate the order of evaluationin the regular
expression.

Using Regular Filter messages that belong to the interactive-commands facility, directing those that
Expressions include the string configure to the terminal of the root user:

[edit system syslog]

user root {
interactive-commands any;
match “.*configure.*”;

}

Messages like the following appear on the root user’s terminal when a user issues a
configure command to enter configuration mode:

timestamp router-name mgd[PID]: U_CMDLINE_READ_LINE: User 'user', command
'configure private'

Filter messages that belong to the daemon facility and have a severity of error or higher,
directing them to the file /var/log/process-errors. Omit messages generated by the SNMP
process (snmpd), instead directing them to the file /var/log/snmpd-errors:

[edit system syslog]
file process-errors {
daemon error;

match “I(.*snmpd.*)”;
1

file snmpd-errors {
daemon error;

match “.*snmpd.*”;

}

Related . Single-Chassis System Logging Configuration Overview

Documentation « Overview of Single-Chassis System Logging Configuration
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« Examples: Configuring System Logging on page 29

« Examples: Configuring System Logging

Junos System Log Regular Expression Operators for the match Statement

Related

Documentation

Table 12: Regular Expression Operators for the match Statement

Operator Matches

. (period) One instance of any character except the space.

* (asterisk) Zero or more instances of the immediately preceding term.

+ (plus sign) One or more instances of the immediately preceding term.

? (question Zero or one instance of the immediately preceding term.

mark)

| (pipe) One of the terms that appear on either side of the pipe operator.

! (exclamation Any string except the one specified by the expression, when the exclamation
point) point appears at the start of the expression. Use of the exclamation point is

Junos OS—specific.

~ (caret) The start of a line, when the caret appears outside square brackets.

One instance of any character that does not follow it within square brackets,
when the caret is the first character inside square brackets.

S (dollar sign) The end of a line.

[1(pairedsquare One instance of one of the enclosed alphanumeric characters. To indicate a
brackets) range of characters, use a hyphen ( - ) to separate the beginning and ending
characters of the range. For example, [a-z0-9] matches any letter or number.

() (paired One instance of the evaluated value of the enclosed term. Parentheses are
parentheses) used to indicate the order of evaluation in the regular expression.

« Single-Chassis System Logging Configuration Overview

. Examples: Configuring System Logging on page 29

Disabling the System Logging of a Facility

To disable the logging of messages that belong to a particular facility, include the
facility none statement in the configuration. This statement is useful when, for example,
you want to log messages that have the same severity level and belong to all but a few
facilities. Instead of including a statement for each facility you want to log, you caninclude
the any severity statement and then a facility none statement for each facility that you
do not want to log. For example, the following logs all messages at the error level or
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higher to the console, except for messages from the daemon and kernel facilities.
Messages from those facilities are logged to the file >/var/log/internals instead:

[edit system syslog]

console {
any error;
daemon none;
kernel none;

1

file internals {
daemon info;
kernel info;

}

Related . Single-Chassis System Logging Configuration Overview

Documentation « Overview of Single-Chassis System Logging Configuration

Examples: Configuring System Logging

The following example shows how to configure the logging of messages about all
commands entered by users at the CLI prompt or invoked by client applications such as
Junos XML protocol or NETCONF client applications, and all authentication or
authorization attempts, both to the file cli-commands and to the terminal of any user
who is logged in:

[edit system]
syslog {
file cli-commands {
interactive-commands info;
authorization info;
1
user * {
interactive-commands info;
authorization info;
1
1

The following example shows how to configure the logging of all changes in the state of
alarms to the file /var/log/alarms:

[edit system]
syslog {
file alarms {
kernel warning;
1
1

The following example shows how to configure the handling of messages of various
types, as described in the comments. Information is logged to two files, to the terminal
of user alex, to a remote machine, and to the console:

[edit system]
syslog {
/* write all security-related messages to file /var/log/security */
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file security {
authorization info;
interactive-commands info;
}
/* write messages about potential problems to file /var/log/messages: */
/* messages from "authorization" facility at level "notice" and above, */
/* messages from all other facilities at level "warning" and above */
file messages {
authorization notice;
any warning;
}
/* write all messages at level "critical" and above to terminal of user "alex" if */
/* that user is logged in */
user alex {
any critical;
}
/* write all messages from the "daemon" facility at level "info" and above, and */
/* messages from all other facilities at level "warning" and above, to the */
/* machine monitor.mycompany.com */
host monitor.mycompany.com {
daemon info;
any warning;
}
/* write all messages at level "error" and above to the system console */
console {
any error,
1
1

The following example shows how to configure the handling of messages generated
when users issue Junos OS CLI commands, by specifying the interactive-commands
facility at the following severity levels:

. info—Logs a message when users issue any command at the CLI operational or
configuration mode prompt. The example writes the messages to the file
/var/log/user-actions.

« notice—Logs a message when users issue the configuration mode commands rollback
and commit. The example writes the messages to the terminal of user philip.

« warning—Logs a message when users issue a command that restarts a software
process. The example writes the messages to the console.

[edit system]
syslog {
file user-actions {
interactive-commands info;
}
user philip {
interactive-commands notice;
}
console {
interactive-commands warning;
}
1
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Related . Single-Chassis System Logging Configuration Overview
Documentation
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Configuring System Logging for a TX Matrix Router

To configure system logging for all routers in a routing matrix composed of a TX Matrix
router and T640 routers, include the syslog statement at the [edit system] hierarchy level
onthe TX Matrix router. The syslog statement applies to every router in the routing matrix.

[edit system]
syslog {
archive <files number> <size size <world-readable | no-world-readable>;
console {
facility severity;
1
file filename {
facility severity;
archive <archive-sites {ftp-url <password password>}> <files number> <size size>
<start-time"YYYY-MM-DD.hh:mm" > <transfer-interval minutes > <world-readable |
no-world-readable>;
explicit-priority;
match "regular-expression";
structured-data {
brief;
}
1
host (hostname | other-routing-engine | scc-master) {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";
source-address source-address;
port port number;
1
source-address source-address;
time-format (year | millisecond | year millisecond);
(username | *) {
facility severity;
match "regular-expression";
1
1

When included in the configuration on the TX Matrix router, the following configuration
statements have the same effect as on a single-chassis system, except that they apply
to every router in the routing matrix:

. archive—Sets the size and number of log files on each platform in the routing matrix.
See “Specifying Log File Size, Number, and Archiving Properties” on page 20.

« console—Directs the specified messages to the console of each platform in the routing
matrix. See “Directing System Log Messages to the Console” on page 13.

. file—Directs the specified messages to a file of the same name on each platformin
the routing matrix. See “Directing System Log Messages to a Log File” on page 11.
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- match—Limits the set of messages logged to a destination to those that contain (or
do not contain) a text string matching a regular expression. See “Using Regular
Expressions to Refine the Set of Logged Messages” on page 26.

The separate match statement at the [edit system syslog host scc-master] hierarchy
level applies to messages forwarded from the T640 routers to the TX Matrix router.
See Configuring Optional Features for Forwarded Messages on a TX Matrix Router.

. port—Specifies the port number of the remote syslog server.

. source-address—Sets the IP address of the router to report in system log messages as
the message source, when the messages are directed to the remote machines specified
in all host hostname statements at the [edit system syslog] hierarchy level, for each
platform in the routing matrix. On a routing matrix composed of a TX Matrix router and
T640 routers, the address is not reported by the T640 routers in messages directed
to the other Routing Engine on each router or to the TX Matrix router. See “Specifying
an Alternative Source Address for System Log Messages” on page 15.

. structured-data—Writes messages to a file in structured-data format. See “Logging
Messages in Structured-Data Format” on page 12.

. time-format—Adds the millisecond, year, or both to the timestamp in each
standard-format message. See “Including the Year or Millisecond in Timestamps” on
page 25.

. user—Directs the specified messages to the terminal session of one or more specified
users on each platform in the routing matrix that they are logged in to. See “Directing
System Log Messages to a User Terminal” on page 13.

The effect of the other statements differs somewhat for a routing matrix than for a
single-chassis system. For more information, see the following sections:

« Configuring Message Forwarding in the Routing Matrix on page 34

« Configuring Optional Features for Forwarded Messages on page 37

« Directing Messages to a Remote Destination from the Routing Matrix Based on the TX
Matrix Router on page 38

« Configuring System Logging Differently on Each T640 Router in a Routing
Matrix on page 39

« Configuring System Logging for a TX Matrix Plus Router on page 41
« Configuring Message Forwarding to the TX Matrix Plus Router on page 43

« Impact of Different Local and Forwarded Severity Levels on System Log Messages on
a TX Matrix Plus Router on page 44

« Configuring Optional Features for Forwarded Messages on a TX Matrix Plus
Router on page 46

« Directing Messages to a Remote Destination from the Routing Matrix Based on a TX
Matrix Plus Router on page 47

« Configuring System Logging Differently on Each T1600 or T4000 Router in a Routing
Matrix on page 49
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Configuring Message Forwarding in the Routing Matrix

By default, the master Routing Engine on each T640 routing node forwards to the master
Routing Engine on the TX Matrix platform all messages from all facilities with severity
info and higher. To change the facility, the severity level, or both, include the host
scc-master statement at the [edit system syslog] hierarchy level on the TX Matrix platform:

[edit system syslog]
host scc-master {
facility severity;

}

To disable message forwarding, set the facility to any and the severity level to none:

[edit system syslog]
host scc-master {
any none;

}

In either case, the setting applies to all T640 routing nodes in the routing matrix.

To capture the messages forwarded by the T640 routing nodes (as well as messages
generated on the TX Matrix platform itself), you must also configure system logging on
the TX Matrix platform. Direct the messages to one or more destinations by including
the appropriate statements at the [edit system syslog] hierarchy level on the TX Matrix
platform:

« To afile, as described in Directing Messages to a Log File.

« To the terminal session of one or more specific users (or all users), as described in
“Directing System Log Messages to a User Terminal” on page 13.

. Tothe console, as described in “Directing System Log Messages to the Console” on
page 13.

. To aremote machine that is running the syslogd utility or to the other Routing Engine.
For more information, see “Directing Messages to a Remote Destination from the
Routing Matrix Based on the TX Matrix Router” on page 38.

As previously noted, the configuration statements included on the TX Matrix platform
also configure the same destinations on each T640 routing node.

When specifying the severity level for local messages (at the [edit system syslog (file |
host | console | user)] hierarchy level) and forwarded messages (at the [edit system
syslog host scc-master] hierarchy level), you can set the same severity level for both, set
a lower severity level for local messages, or set a higher severity level for local messages.
The following examples describe the consequence of each configuration. (For simplicity,
the examples use the any facility in every case. You can also specify different severities
for different facilities, with more complex consequences.)

« Impact of Different Local and Forwarded Severity Levels on System Log Messages on
a TX Matrix Router on page 35

34
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Impact of Different Local and Forwarded Severity Levels on System Log Messages
on a TX Matrix Router

This topic describes the impact of different local and forwarded severity levels configured
for system log messages on a TX Matrix router:

« Messages Logged When the Local and Forwarded Severity Levels Are the
Same on page 35
. Messages Logged When the Local Severity Level Is Lower on page 35

« Messages Logged When the Local Severity Level Is Higher on page 36

Messages Logged When the Local and Forwarded Severity Levels Are the Same

When the severity level is the same for local and forwarded messages, the log on the TX
Matrix router contains all messages from the logs on the T640 routers. For example, you
can specify severity info for the /var/log/messages file, which is the default severity level
for messages forwarded by T640 routers:

[edit system syslog]
file messages {
any info;

}

Table 13 on page 35 specifies which messages are included in the logs on the T640
routers and the TX Matrix router.

Table 13: Example: Local and Forwarded Severity Level Are Both info

Log Location Source of Messages Lowest Severity Included
T640 router Local info
TX Matrix router Local info

Forwarded from T640 routers info

Messages Logged When the Local Severity Level Is Lower

When the severity level is lower for local messages than for forwarded messages, the
log on the TX Matrix router includes fewer forwarded messages than when the severities
are the same. Locally generated messages are still logged at the lower severity level, so
their number in each log is the same as when the severities are the same.

For example, on a TX Matrix router, you can specify severity notice for the
/var/log/messages file and severity critical for forwarded messages:

[edit system syslog]
file messages {
any notice;
1
host scc-master {
any critical;

}
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Table 14 on page 36 specifies which messages in a routing matrix are included in the logs
on the T640 routers and the TX Matrix router. The T640 routers forward only those
messages with severity critical and higher, so the log on the TX Matrix router does not
include the messages with severity error, warning, or notice that the T640 routers log
locally.

Table 14: Example: Local Severity Is notice, Forwarded Severity Is critical

Log Location Source of Messages Lowest Severity Included
T640 router Local notice
TX Matrix router Local notice

Forwarded from T640 routers critical

Messages Logged When the Local Severity Level Is Higher

When the severity level is higher for local messages than for forwarded messages, the
log on the TX Matrix router includes fewer forwarded messages than when the severities
are the same, and all local logs contain fewer messages overall.

For example, you can specify severity critical for the /var/log/messages file and severity
notice for forwarded messages:

[edit system syslog]
file messages {
any critical;
1
host scc-master {
any notice;

}

Table 15 on page 36 specifies which messages are included in the logs on the T640
routers and the TX Matrix router. Although the T640 routers forward messages with
severity notice and higher, the TX Matrix router discards any of those messages with
severity lower than critical (does not log forwarded messages with severity error, warning,
or notice). None of the logs include messages with severity error or lower.

Table 15: Example: Local Severity Is critical, Forwarded Severity Is notice

Log Location Source of Messages Lowest Severity Included
T640 router Local critical
TX Matrix router Local critical

Forwarded from T640 routers critical

« Configuring System Logging for a TX Matrix Router

36
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Configuring Optional Features for Forwarded Messages

To configure additional optional features when specifying how the T640 routing nodes
forward messages to the TX Matrix platform, include statements at the [edit system
syslog host scc-master] hierarchy level. To include priority information (facility and severity
level) in each forwarded message, include the explicit-priority statement. To insert a text
string in each forwarded message, include the log-prefix statement. To use regular
expression matching to specify more exactly which messages from a facility are forwarded,
include the match statement.

[edit system syslog host scc-master]
facility severity;

explicit-priority;

log-prefix string;

match "regular-expression";

}

0 NOTE: Youcanalsoinclude the facility-override statement at the [edit system
syslog host scc-master] hierarchy level, but we do not recommend doing so.
It is not necessary to use alternative facilities for messages forwarded to the
TX Matrix platform, because it runs the Junos system logging utility and can
interpret the Junos-specific facilities. For more information about alternative
facilities, see “Changing the Alternative Facility Name for Remote System
Log Messages” on page 15.

1. Including Priority Information in Forwarded Messages on page 37
2. Adding a Text String to Forwarded Messages on page 38

3. Using Regular Expressions to Refine the Set of Forwarded Messages on page 38

Including Priority Information in Forwarded Messages

When you include the explicit-priority statement at the [edit system syslog host
scc-master] hierarchy level, messages forwarded to the TX Matrix platform include priority
information. For the information to appear in a log file on the TX Matrix platform, you
must also include the explicit-priority statement at the [edit system syslog file filename]
hierarchy level for the file on the TX Matrix platform. As a consequence, the log file with
the same name on each platform in the routing matrix also includes priority information
for locally generated messages.

To include priority information in messages directed to a remote machine from all
platforms in the routing matrix, also include the explicit-priority statement at the [edit
system syslog host hostname] hierarchy level for the remote machine. For more
information, see “Directing Messages to a Remote Destination from the Routing Matrix
Based on the TX Matrix Router” on page 38.

In the following example, the /var/log/messages file on all platforms includes priority

information for messages with severity notice and higher from all facilities. The log on
the TX Matrix platform also includes messages with those characteristics forwarded

from the T640 routing nodes.
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[edit system syslog]
host scc-master {
any notice;
explicit-priority;

1

file messages {

any notice;
explicit-priority;

1

Adding a Text String to Forwarded Messages

When you include the log-prefix statement at the [edit system syslog host scc-master]
hierarchy level, the string that you define appears in every message forwarded to the TX
Matrix platform. For more information, see “Adding a Text String to System Log Messages”
on page 19.

Using Regular Expressions to Refine the Set of Forwarded Messages

When you include the match statement at the [edit system syslog host scc-master]
hierarchy level, the regular expression that you specify controls which messages from
the T640 routing nodes are forwarded to the TX Matrix platform. The regular expression
is not applied to messages from the T640 routing notes that are directed to destinations
other than the TX Matrix platform. For more information about regular expression
matching, see “Using Regular Expressions to Refine the Set of Logged Messages” on
page 26.

Directing Messages to a Remote Destination from the Routing Matrix Based on the TX Matrix

Router

You can configure a routing matrix composed of a TX Matrix router and T640 routers to
direct system logging messages to a remote machine or the other Routing Engine on
each router, just as on a single-chassis system. Include the host statement at the [edit
system syslog] hierarchy level on the TX Matrix router:

[edit system syslog]
host (hostname | other-routing-engine) {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression",

}

source-address source-address;

The TX Matrix router directs messages to a remote machine or the other Routing Engine
in the same way as a single-chassis system, and the optional statements (explicit-priority,
facility-override, log-prefix, match, and source-address) also have the same effect as on
a single-chassis system. For more information, see Directing System Log Messages to a
Remote Machine or the Other Routing Engine.

For the TX Matrix router to include priority information when it directs messages that
originated on a T640 router to the remote destination, you must also include the
explicit-priority statement at the [edit system syslog host scc-master] hierarchy level.

38
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The other-routing-engine statement does not interact with message forwarding from the
T640 routers to the TX Matrix router. For example, if you include the statement in the
configuration for the Routing Engine in slot O (re0), the re0 Routing Engine on each T640
router sends messages to the rel Routing Engine on its platform only. It does not also
send messages directly to the rel Routing Engine on the TX Matrix router.

Because the configuration on the TX Matrix router applies to the T640 routers, any T640
router that has interfaces for direct access to the Internet also directs messages to the
remote machine. The consequences include the following:

. If the T640 routers are configured to forward messages to the TX Matrix router (as in
the default configuration), the remote machine receives two copies of some messages:
one directly from the T640 router and the other from the TX Matrix router. Which
messages are duplicated depends on whether the severities are the same for local
logging and for forwarded messages. For more information, see Configuring Message
Forwarding to the TX Matrix Router.

« If the source-address statement is configured at the [edit system syslog] hierarchy
level, all routers in the routing matrix report the same source address in messages
directed to the remote machine. This is appropriate, because the routing matrix
functions as a single router.

« If the log-prefix statement is included, the messages from all routers in the routing
matrix include the same text string. You cannot use the string to distinguish between
the routers in the routing matrix.

Related . Configuring System Logging for a TX Matrix Router
Documentation

Configuring System Logging Differently on Each T640 Router in a Routing Matrix

We recommend that all routers in a routing matrix composed of a TX Matrix router and
T640 routers use the same configuration, which implies that you include system logging
configuration statements on the TX Matrix router only. In rare circumstances, however,
you might choose to log different messages on different routers. For example, if one
router in the routing matrix is experiencing problems with authentication, a Juniper
Networks support representative might instruct you to log messages from the authorization
facility with severity debug on that router.

To configure routers separately, include configuration statements in the appropriate
groups at the [edit groups] hierarchy level on the TX Matrix router:

. To configure settings that apply to the TX Matrix router but not the T640 routers,
include them in the re0 and rel configuration groups.

« Toconfigure settings that apply to particular T640 routers, include them in the lccn-re0
and lccn-rel configuration groups, where n is the line-card chassis (LCC) index number
of the router.

When you use configuration groups, do not issue CLI configuration-mode commands to
change statements at the [edit system syslog] hierarchy level on the TX Matrix router. If
you do, the resulting statements overwrite the statements defined in configuration groups
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and apply to the T640 routers also. (We further recommend that you do not issue CLI
configuration-mode commands on the T640 routers at any time.)

For more information about the configuration groups for a routing matrix, see the chapter
about configuration groups in the CL/ User Guide.

The following example shows how to configure the /var/log/messages files on three
routers to include different sets of messages:

« Onthe TX Matrix router, local messages with severity info and higher from all facilities.
The file does not include messages from the T640 routers, because the host scc-master
statement disables message forwarding.

« Onthe T640 router designated LCCO, messages from the authorization facility with
severity info and higher.

« Onthe T640 router designated LCC1, messages with severity notice from all facilities.

[edit groups]
re0 {
system {
syslog {
file messages {
any info;
1
host scc-master {
any none;
1
1
}
1
rel {
... sSame statements as for reO ...
1
lccO-re0 {
system {
syslog {
file messages {
authorization info;
1
1
}
1
lccO-rel {
... sSame statements as for lccO-reO ...
1
lccl-re0 {
system {
syslog {
file messages {
any notice;
1
1
}

}
lccO-rel {

40
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... sSame statements as for lccl-re0 ...

}

Related . Configuring System Logging for a TX Matrix Router
Documentation

Configuring System Logging for a TX Matrix Plus Router

From the perspective of the user interface, the routing matrix appears as a single router.
The TX Matrix Plus router (also called the switch-fabric chassis SFC) controls all the
T1600 or T4000 routers (also called the line-card chassis LCC) in the routing matrix.

To configure system logging for all routers in a routing matrix composed of a TX Matrix
Plus router with connected T1600 or T4000 LCCs, include the syslog statement at the
[edit system] hierarchy level on the SFC. The syslog statement applies to every router in
the routing matrix.

[edit system]
syslog {
archive <files number> <size size <world-readable | no-world-readable>;
console {
facility severity;
1
file filename {
facility severity;
archive <archive-sites {ftp-url <password password>}> <files number> <size size>
<start-time"YYYY-MM-DD.hh:mm" > <transfer-interval minutes> <world-readable |
no-world-readable>;
explicit-priority;
match "regular-expression";
structured-data {
brief;
}
1
host (hostname | other-routing-engine | sfcO-master) {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";
1
source-address source-address;
time-format (year | millisecond | year millisecond);
(username | *) {
facility severity;
match "regular-expression";
1
}
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When included in the configuration on the TX Matrix Plus router, the following
configuration statements have the same effect as on a single-chassis system, except
that they apply to every router in the routing matrix.

« archive—Sets the size and number of log files on each router in the routing matrix. See
“Specifying Log File Size, Number, and Archiving Properties” on page 20.

« console—Directs the specified messages to the console of each router in the routing
matrix. See “Directing System Log Messages to the Console” on page 13.

. file—Directs the specified messages to a file of the same name on each router in the
routing matrix. See “Directing System Log Messages to a Log File” on page 11.

. match—Limits the set of messages logged to a destination to those that contain (or
do not contain) a text string matching a regular expression. See “Using Regular
Expressions to Refine the Set of Logged Messages” on page 26.

The separate match statement at the [edit system syslog host sfcO-master] hierarchy
level applies to messages forwarded from the T1600 or T4000 LCCs to the SFC. See
“Configuring Optional Features for Forwarded Messages on a TX Matrix Plus Router”

on page 46.

. source-address—Sets the IP address of the router as the message source in system
log messages when the messages are directed to the remote machines specified in
all host hostname statements at the [edit system syslog] hierarchy level, for each router
in the routing matrix. On a routing matrix composed of a TX Matrix Plus router with
connected T1600 or T4000 LCCs, the address is not reported by the T1600 or T4000
routers in messages directed to the other Routing Engine on each router or to the TX
Matrix Plus router. See “Specifying an Alternative Source Address for System Log
Messages” on page 15.

« structured-data—Writes messages to a file in structured-data format. See “Logging
Messages in Structured-Data Format” on page 12.

. time-format—Adds the millisecond, year, or both to the timestamp in each
standard-format message. See “Including the Year or Millisecond in Timestamps” on
page 25.

« user—Directs the specified messages to the terminal session of one or more specified
users on each router in the routing matrix that they are logged in to. See “Directing
System Log Messages to a User Terminal” on page 13.

The effect of the other statements differs somewhat for a routing matrix than for a
single-chassis system.

. Configuring Message Forwarding to the TX Matrix Plus Router on page 43

. Impact of Different Local and Forwarded Severity Levels on System Log Messages on
a TX Matrix Plus Router on page 44

« Configuring Optional Features for Forwarded Messages on a TX Matrix Plus Router on
page 46

« Directing Messages to a Remote Destination from the Routing Matrix Based on a TX
Matrix Plus Router on page 47

42
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« Configuring System Logging Differently on Each T1600 or T4000 Router in a Routing
Matrix on page 49

« Routing Matrix with a TX Matrix Plus Router Solutions Page

Configuring Message Forwarding to the TX Matrix Plus Router

From the perspective of the user interface, the routing matrix appears as a single router.
The TX Matrix Plus router (also called the switch-fabric chassis SFC) controls all the
T1600 or T4000 routers (also called the line-card chassis LCC) in the routing matrix.

By default, the master Routing Engine on each connected T1600 or T4000 LCC forwards
to the master Routing Engine on the SFC all messages from all facilities with severity
level of info and higher. To change the facility, the severity level, or both, include the host
sfcO-master statement at the [edit system syslog] hierarchy level on the SFC:

[edit system syslog]
host sfcO-master {
facility severity;

}

To disable message forwarding, set the facility to any and the severity level to none:

[edit system syslog]
host sfcO-master {
any none;

}

In either case, the setting applies to all connected LCCs in the routing matrix.

To capture the messages forwarded by the T1600 or T4000 LCCs (as well as messages
generated on the SFC itself), you must also configure system logging on the SFC. Direct
the messages to one or more destinations by including the appropriate statements at
the [edit system syslog] hierarchy level on the SFC:

. Toafile, as described in “Directing System Log Messages to a Log File” on page 11.

« To the terminal session of one or more specific users (or all users), as described in
“Directing System Log Messages to a User Terminal” on page 13.

. Tothe console, as described in “Directing System Log Messages to the Console” on
page 13.

. To aremote machine that is running the syslogd utility or to the other Routing Engine.
For more information, see “Directing Messages to a Remote Destination from the
Routing Matrix Based on a TX Matrix Plus Router” on page 47.

As previously noted, the configuration statements included on the SFC also configure
the same destinations on each connected LCC.

When specifying the severity level for local messages (at the [edit system syslog

(file | host | console | user)] hierarchy level) and forwarded messages (at the [edit system
syslog host sfcO-master] hierarchy level), you can set the same severity level for both,
set a lower severity level for local messages, or set a higher severity level for local
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messages. The following examples describe the consequence of each configuration.
(For simplicity, the examples use the any facility in every case. You can also specify
different severities for different facilities, with more complex consequences.)

. Configuring System Logging for a TX Matrix Plus Router on page 41

« Routing Matrix with a TX Matrix Plus Router Solutions Page

Impact of Different Local and Forwarded Severity Levels on System Log Messages ona TX
Matrix Plus Router

This topic describes the impact of different local and forwarded severity levels configured
for the system log messages on a TX Matrix Plus router:

« Messages Logged When the Local and Forwarded Severity Levels Are the
Same on page 44
« Messages Logged When the Local Severity Level Is Lower on page 44

« Messages Logged When the Local Severity Level Is Higher on page 45

Messages Logged When the Local and Forwarded Severity Levels Are the Same

When the severity level is the same for local and forwarded messages, the log on the TX
Matrix Plus router contains all messages from the logs on the T1600 routers in the routing
matrix. For example, you can specify severity info for the /var/log/messages file, which
is the default severity level for messages forwarded by T1600 routers:

[edit system syslog]
file messages {
any info;

}

Table 16 on page 44 specifies which messages in a routing matrix based on a TX Matrix
Plus router are included in the logs on the T1600 routers and the TX Matrix Plus router:

Table 16: Example: Local and Forwarded Severity Level Are Both info

Log Location Source of Messages Lowest Severity Included
T1600 router Local info
TX Matrix Plus router  Local info

Forwarded from T1600 routers info

Messages Logged When the Local Severity Level Is Lower

When the severity level is lower for local messages than for forwarded messages, the
log on the TX Matrix Plus router includes fewer forwarded messages than when the
severities are the same. Locally generated messages are still logged at the lower severity
level, so their number in each log is the same as when the severities are the same.

44
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For example, on a TX Matrix Plus router, you can specify severity notice for the
/var/log/messages file and severity critical for forwarded messages:

[edit system syslog]
file messages {
any notice;
1
host sfcO-master {
any critical;
1
Table 17 on page 45 specifies which messages in a routing matrix are included in the logs
onthe T1600 routers and the TX Matrix Plus router. The T1600 routers forward only those
messages with severity critical and higher, so the log on the TX Matrix Plus router does
not include the messages with severity error, warning, or notice that the T1600 routers
log locally.

Table 17: Example: Local Severity Is notice, Forwarded Severity Is critical

Log Location Source of Messages Lowest Severity Included
T1600 router Local notice
TX Matrix Plus router  Local notice

Forwarded from T1600 routers critical

Messages Logged When the Local Severity Level Is Higher

When the severity level is higher for local messages than for forwarded messages, the
log on the TX Matrix Plus router includes fewer forwarded messages than when the
severities are the same, and all local logs contain fewer messages overall.

For example, you can specify severity critical for the /var/log/messages file and severity
notice for forwarded messages:

[edit system syslog]
file messages {
any critical;

}

host sfcO-master {
any notice;

}

Table 18 on page 46 specifies which messages are included in the logs on the T1600
routers and the TX Matrix Plus router. Although the T1600 routers forward messages
with severity notice and higher, the TX Matrix Plus router discards any of those messages
with severity lower than critical (does not log forwarded messages with severity error,
warning, or notice). None of the logs include messages with severity error or lower.
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Table 18: Example: Local Severity Is critical, Forwarded Severity Is notice

Log Location Source of Messages Lowest Severity Included
T1600 router Local critical
TX Matrix Plus router  Local critical

Forwarded from T1600 routers critical

. Configuring System Logging for a TX Matrix Plus Router on page 41

Configuring Optional Features for Forwarded Messages on a TX Matrix Plus Router

From the perspective of the user interface, the routing matrix appears as a single router.
The TX Matrix Plus router (also called the switch-fabric chassis SFC) controls all the
T1600 or T4000 routers (also called the line-card chassis LCC) in the routing matrix.

To configure additional optional features when specifying how the connected T1600 or
T4000 LCCs forward messages to the SFC, include statements at the [edit system syslog
host sfcO-master] hierarchy level. To include priority information (facility and severity
level) in each forwarded message, include the explicit-priority statement. To insert a text
string in each forwarded message, include the log-prefix statement. To use regular
expression matching to specify more exactly which messages from a facility are forwarded,
include the match statement.

[edit system syslog]
host sfcO-master {
facility severity;
explicit-priority;
log-prefix string;
match "regular-expression;

}

You can also include the facility-override statement at the [edit system syslog host
sfcO-master] hierarchy level, but we do not recommend doing so. It is not necessary to
use alternative facilities for messages forwarded to the SFC, because it runs the Junos
system logging utility and can interpret the Junos OS-specific facilities. For more
information about alternative facilities, see “Changing the Alternative Facility Name for
Remote System Log Messages” on page 15.

1. Including Priority Information in Forwarded Messages on page 46
2. Adding a Text String to Forwarded Messages on page 47

3. Using Regular Expressions to Refine the Set of Forwarded Messages on page 47

Including Priority Information in Forwarded Messages

When you include the explicit-priority statement at the [edit system syslog host
sfcO-master] hierarchy level, messages forwarded to the TX Matrix Plus router (or the
SFC) include priority information. For the information to appear in a log file on the SFC,
you must also include the explicit-priority statement at the [edit system syslog file
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filename] hierarchy level for the file on the SFC. As a consequence, the log file with the
same name on each platform in the routing matrix also includes priority information for
locally generated messages.

To include priority information in messages directed to a remote machine from all routers
in the routing matrix, also include the explicit-priority statement at the [edit system syslog
host hostname] hierarchy level for the remote machine. For more information, see
“Directing Messages to a Remote Destination from the Routing Matrix Based on a TX
Matrix Plus Router” on page 47.

In the following example, the /var/log/messages file on all routers includes priority
information for messages with severity notice and higher from all facilities. The log on
the TX Matrix Plus router SFC also includes messages with those characteristics forwarded
from the connected T1600 or T4000 LCCs.

[edit system syslog]

host sfcO-master {
any notice;
explicit-priority;

1

file messages {
any notice;
explicit-priority;

}

Adding a Text String to Forwarded Messages

When you include the log-prefix statement at the [edit system syslog host sfcO-master]
hierarchy level, the string that you define appears in every message forwarded to the TX
Matrix Plus router. For more information, see “Adding a Text String to System Log
Messages” on page 19.

Using Regular Expressions to Refine the Set of Forwarded Messages

When you include the match statement at the [edit system syslog host sfcO-master]
hierarchy level, the regular expression that you specify controls which messages from
the connected T1600 or T4000 LCCs are forwarded to the TX Matrix Plus SFC. The
regular expression is not applied to messages from the connected LCCs that are directed
to destinations other than the SFC. For more information about regular expression
matching, see “Using Regular Expressions to Refine the Set of Logged Messages” on
page 26.

Directing Messages to a Remote Destination from the Routing Matrix Based on a TX Matrix
Plus Router

From the perspective of the user interface, the routing matrix appears as a single router.
The TX Matrix Plus router (also called the switch-fabric chassis SFC) controls all the
T1600 or T4000 routers also called the ine-card chassis LCC) in the routing matrix.

You can configure a routing matrix composed of a TX Matrix Plus router with connected
T1600 or T4000 LCCs to direct system logging messages to a remote machine or the
other Routing Engine on each routing router, just as on a single-chassis system. Include
the host statement at the [edit system syslog] hierarchy level on the SFC:
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[edit system syslog]
host (hostname | other-routing-engine) {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";

}

source-address source-address;

The TX Matrix Plus router directs messages to a remote machine or the other Routing
Engine in the same way as a single-chassis system, and the optional statements
(explicit-priority, facility-override, log-prefix, match, and source-address) also have the
same effect as on a single-chassis system. For more information, see Directing System
Log Messages to a Remote Machine or the Other Routing Engine.

For the TX Matrix Plus router to include priority information when it directs messages
that originated on a connected T1600 or T4000 LCC to the remote destination, you must
also include the explicit-priority statement at the [edit system syslog host sfcO-master]
hierarchy level.

The other-routing-engine statement does not interact with message forwarding from the
connected T1600 or T4000 LCCs to the SFC. For example, if you include the statement
in the configuration for the Routing Engine in slot O (re0), the re0 Routing Engine on each
connected T1600 or T4000 LCC sends messages to the rel Routing Engine on its router
only. It does not also send messages directly to the rel Routing Engine on the SFC.

Because the configuration on the SFC applies to the connected T1600 or T4000 LCCs,
any LCC that has interfaces for direct access to the Internet also directs messages to the
remote machine. The consequences include the following:

« If the LCCs are configured to forward messages to the SFC (as in the default
configuration), the remote machine receives two copies of some messages: one directly
from the T1600 or T4000 LCC and the other from the SFC. Which messages are
duplicated depends on whether the severities are the same for local logging and for
forwarded messages. For more information, see “Configuring Message Forwarding to
the TX Matrix Plus Router” on page 43.

« If the source-address statement is configured at the [edit system syslog] hierarchy
level, all routers in the routing matrix report the same source address in messages
directed to the remote machine. This is appropriate, because the routing matrix
functions as a single routing router.

« If the log-prefix statement is included, the messages from all routers in the routing
matrix include the same text string. You cannot use the string to distinguish between
the routers in the routing matrix.

« Configuring System Logging for a TX Matrix Plus Router on page 41

« Routing Matrix with a TX Matrix Plus Router Solutions Page

48

Copyright © 2013, Juniper Networks, Inc.


http://www.juniper.net/techpubs/en_US/junos/information-products/pathway-pages/solutions/routing-matrix-tx-matrix-plus/index.html#operational-commands

Chapter 1: Configuring System Log Messages

Configuring System Logging Differently on Each T1600 or T4000 Router in a Routing Matrix

We recommend that all routers in a routing matrix composed of a TX Matrix Plus router
with T1600 or T4000 routers use the same configuration, which implies that you include
system logging configuration statements on the TX Matrix Plus router only. In rare
circumstances, however, you might choose to log different messages on different routers.
For example, if one router in the routing matrix is experiencing problems with
authentication, a Juniper Networks support representative might instruct you to log
messages from the authorization facility with severity debug on that router.

To configure routers separately, include configuration statements in the appropriate
groups at the [edit groups] hierarchy level on the TX Matrix Plus router:

« To configure settings that apply to the TX Matrix Plus router but not the T1600 or
T4000 routers, include them in the re0 and rel configuration groups.

« To configure settings that apply to particular T1600 or T4000 routers, include them
in the lccn-re0 and lccn-rel configuration groups, where nis the line-card chassis (LCC)
index number of the router.

When you use configuration groups, do not issue CLI configuration-mode commands to
change statements at the [edit system syslog] hierarchy level on the TX Matrix Plus
router. If you do, the resulting statements overwrite the statements defined in
configuration groups and apply to the T1600 or T4000 routers also. (We further
recommend that you do not issue CLI configuration-mode commands on the T1600 or
T4000 routers at any time.)

For more information about the configuration groups for a routing matrix, see the chapter
about configuration groups in the CL/ User Guide.

The following example shows how to configure the /var/log/messages files on three
routers to include different sets of messages:

« Onthe TX Matrix Plus router, local messages with severity info and higher from all
facilities. The file does not include messages from the T1600 or T4000 routers, because
the host sfcO-master statement disables message forwarding.

« Onthe T1600 or T4000 router designated LCCO, messages from the authorization
facility with severity info and higher.

« Onthe T1600 or T4000 router designated LCC1, messages with severity notice from
all facilities.

[edit groups]
reO {
system {
syslog {
file messages {
any info;
1
host sfcO-master {
any none;

}
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1
}
1
rel {
... same statements as for reO ...
1
lccO-re0 {
system {
syslog {
file messages {
authorization info;
1
1
}
1
lccO-rel {
... same statements as for lccO-reO ...
1
lcc1-re0 {
system {
syslog {
file messages {
any notice;
1
1
}
1
lccO-rel {
... same statements as for lccl-re0 ...

}

Related . Configuring System Logging for a TX Matrix Plus Router on page 41

Documentation
« Routing Matrix with a TX Matrix Plus Router Solutions Page

Displaying and Interpreting System Log Messages

This section explains how to display a log file and interpret the contents of system log
messages:

For more information about the commands discussed in this section, see the Junos System
Basics and Services Command Reference.

« Displaying a Log File from a Single-Chassis System on page 51

« Displaying a Log File from a Routing Matrix on page 51

« Interpreting System Log Messages on page 52

« Format of the message-source Field on page 58

» Examples: Displaying a Log File on page 61
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Displaying a Log File from a Single-Chassis System

To display a log file stored on a single-chassis system, enter Junos OS CLI operational
mode and issue either of the following commands:

user@host> show loglog-filename
user@host> file show log-file-pathname

By default, the commands display the file stored on the local Routing Engine. To display
the file stored on a particular Routing Engine, prefix the file or pathname with the string
re0 or rel and a colon. The following examples both display the /var/log/messages file
stored on the Routing Engine in slot 1:

user@host> show log rel:messages
user@host> file show rel:/var/log/messages

For information about the fields in a log message, see “Interpreting Messages Generated
in Standard Format by a Junos Process or Library” on page 56, “Interpreting Messages
Generated in Standard Format by Services on a PIC” on page 57, and “Interpreting
Messages Generated in Structured-Data Format” on page 52. For examples, see
“Examples: Displaying a Log File” on page 61.

Displaying a Log File from a Routing Matrix

One way to display a log file stored on the local Routing Engine of any of the individual
platforms in a routing matrix (T640 routing nodes or TX Matrix platform) is to log in to
a Routing Engine on the platform, enter Junos OS CLI operational mode, and issue the
show log or file show command described in “Displaying a Log File from a Single-Chassis
System” on page 51.

To display a log file stored on a T640 routing node during a terminal session on the TX
Matrix platform, issue the show log or file show command and add a prefix that specifies
the T640 routing node’s LCC index number as lccn, followed by a colon. The index can
be from O (zero) through 3:

user@host> show log lccn:log-filename
user@host> file show lccn:log-file-pathname

By default, the show log and file show commands display the specified log file stored on
the master Routing Engine on the T640 routing node. To display the log from a particular
Routing Engine, prefix the file- or pathname with the string lccn-master, lccn-re0, or
lcen-rel, followed by a colon. The following examples all display the /var/log/messages
file stored on the master Routing Engine (in slot O) on routing node LCC2:

user@host> show log lcc2:messages
user@host> show log lcc2-master:messages
user@host> show log lcc2-reO:messages
user@host> file show lcc2:/var/log/messages

If the T640 routing nodes are forwarding messages to the TX Matrix platform (as in the
default configuration), another way to view messages generated on a T640 routing node
during a terminal session on the TX Matrix platform is simply to display a local log file.
However, the messages are intermixed with messages from other T640 routing nodes
and the TX Matrix platform itself. For more information about message forwarding, see
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“Impact of Different Local and Forwarded Severity Levels on System Log Messages on
a TX Matrix Router” on page 35.

For information about the fields in a log message, see “Interpreting Messages Generated
in Structured-Data Format” on page 52, “Interpreting Messages Generated in Standard
Format by Services on a PIC” on page 57, and “Interpreting Messages Generated in
Standard Format by a Junos Process or Library” on page 56. For examples, see “Examples:
Displaying a Log File” on page 61.

Interpreting System Log Messages

The fields in a message written to the system log depend on whether the message was
generated by a Junos process or subroutine library, or by services on a PIC, and whether
itisin standard format or structured-data format. For more information, see the following
sections:

« Interpreting Messages Generated in Structured-Data Format on page 52

« Interpreting Messages Generated in Standard Format by a Junos Process or
Library on page 56

- Interpreting Messages Generated in Standard Format by Services on a PIC on page 57

Interpreting Messages Generated in Structured-Data Format

Beginning in Junos OS Release 8.3, when the structured-data statement is included in
the configuration for a log file, Junos processes and software libraries write messages to
the file in structured-data format instead of the standard Junos format. For information
about the structured-data statement, see “Logging Messages in Structured-Data Format”
on page 12.

Structured-format makes it easier for automated applications to extract information
from the message. In particular, the standardized format for reporting the value of
variables (elements in the English-language message that vary depending on the
circumstances that triggered the message) makes it easy for an application to extract
those values. In standard format, the variables are interspersed in the message text and
not identified as variables.

The structured-data format for a message includes the following fields (which appear
here on two lines only for legibility):

<priority code>version timestamp hostname process processID TAG [junos@2636.platform
variable-value-pairs] message-text

Table 19 on page 53 describes the fields. If the system logging utility cannot determine
the value in a particular field, a hyphen ( - ) appears instead.
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Table 19: Fields in Structured-Data Messages

Field Description

Number that indicates the message’s
facility and severity. It is calculated by
multiplying the facility number by 8 and
then adding the numerical value of the
severity. For a mapping of the numerical
codes to facility and severity, see
“Specifying the Facility and Severity of
Messages to Include in the Log” on

<priority code>

Examples

<165> for a message from
the pfe facility
(facility=20) with
severity notice
(severity=5).

page 9.
version Version of the Internet Engineering Task 1 for the initial version
Force (IETF) system logging protocol
specification.
timestamp Time when the message was generated, 2007-02-15T09:17:15.719Z
in one of two representations: is9:17 AMUTCon 15
February 2007.

e YYYY-MM-DDTHH:MM:SS.MSZ is the 2007-02-15T01:17:15.719
year, month, day, hour, minute, -08:00 is the same
second and millisecond in Universal timestamp expressed as
Coordinated Time (UTC) Pacific Standard Time in

«  YYYY-MM-DDTHH:MM:SS.MS+/-HH:MM the United States.
is the year, month, day, hour, minute,
second and millisecond in local time;
the hour and minute that follows the
plus sign (+) or minus sign (-) is the
offset of the local time zone from UTC

hostname Name of the host that originally routerl
generated the message.

process Name of the Junos process that mgd
generated the message.

processID UNIX process ID (PID) of the Junos 3046

process that generated the message.

TAG Junos system log message tag, which UI_DBASE_LOGOUT_EVENT

uniquely identifies the message.

junos@2636.platform  Anidentifier for the type of hardware
platform that generated the message.
The junos@2636 prefix indicates that
the platform runs the Junos OS. It is
followed by a dot-separated numerical
identifier for the platform type. For a list
of the identifiers, see
Table 21 on page 55.

junos@2636.1.1.1.2.18 for
the M120 router

A variable-value pair for each element
in the message-text string that varies
depending on the circumstances that
triggered the message. Each pair
appears in the format variable = "value".

variable-value-pairs

username="regress"
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Table 19: Fields in Structured-Data Messages (continued)

Field 7 Description Examples

message-text English-language description of the User 'regress' exiting
event or error (omitted if the brief configuration mode
statement isincluded at the [edit system
syslog file filename structured-data]
hierarchy level). For the text for each
message, see the chapters following
System Log Messages.

By default, the structured-data version of a message includes English text at the end, as
in the following example (which appears on multiple lines only for legibility):

<165>12007-02-15T09:17:15.719Z router]l mgd 3046 UI_DBASE_LOGOUT_EVENT
[junos@2636.1.1.1.2.18 username="regress"] User 'regress' exiting configuration mode

When the brief statement is included at the [edit system syslog file filename
structured-data ] hierarchy level, the English text is omitted, as in this example:

<165>12007-02-15T09:17:15.719Z routerl mgd 3046 UI_DBASE_LOGOUT_EVENT
[junos@2636.1.1.1.2.18 username="regress" ]

Table 20 on page 54 maps the codes that appear in the priority-code field to facility and
severity level.

o NOTE: Not all of the facilities and severities listed in Table 20 on page 54
can be included in statements at the [edit system syslog] hierarchy level
(some are used by internal processes). For a list of the facilities and severity
levels that can be included in the configuration, see “Specifying the Facility
and Severity of Messages to Include in the Log” on page 9.

Table 20: Facility and Severity Codes in the priority-code Field

Severity

Facility (number) emergency critical warning | notice

kernel (0) 1 1 2 3 4 5 6 7
user (1) 8 9 10 n 12 13 14 15
mail (2) 16 17 18 19 20 21 2 23
daemon (3) 24 25 26 27 28 29 30 31
authorization (4) 32 33 34 35 36 37 38 39
syslog (5) 40 41 42 43 44 45 46 47
printer (6) 48 49 50 51 52 53 54 55
news (7) 56 57 58 59 60 61 62 63
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Table 20: Facility and Severity Codes in the priority-code Field (continued)

Severity

Facility (number) emergency | critical | warning | notice | |
uucp (8) 64 65 66 67 68 69 70 71
clock (9) 72 73 74 75 76 77 78 79
authorization-private 80 81 82 83 84 85 86 87
(10)

ftp (11) 88 89 90 o1 92 93 94 95
ntp (12) 96 97 98 99 100 101 102 103
security (13) 104 105 106 107 108 109 110 m
console (14) 12 13 N4 15 16 n7 18 119
localO (16) 128 129 130 131 132 133 134 135
dfc (17) 136 137 138 139 140 141 142 143
local2 (18) 144 145 146 147 148 149 150 151
firewall (19) 152 153 154 155 156 157 158 159
pfe (20) 160 161 162 163 164 165 166 167
conflict-log (21) 168 169 170 171 172 173 174 175
change-log (22) 176 177 178 179 180 181 182 183
interactive-commands 184 185 186 187 188 189 190 191
(23)

Table 21 on page 55 lists the numerical identifiers for routing platforms that appear in
the platform field. The identifier is derived from the platform’s SNMP object identifier
(OID) as defined in the Juniper Networks routing platform MIB. For more information

about OIDs, see the Junos Network Management Configuration Guide.

Table 21: Platform Identifiers in the platform Field

Identifir 7 7 Platfor Name 7 7 7

11.1.2.] M40 router
11.1.2.2 M20 router
11.1.2.3 M160 router
11.1.2.4 M10 router
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Table 21: Platform Identifiers in the platform Field (continued)

Identifier Platform Name

11.1.2.5 M5 router

11.1.2.6 T640 routing node
111.27 T320 router

11.1.2.8 M40e router

11.1.29 M320 router

11.1.210 M7i router

11.1.21 M10i router

11.1.213 J2300 Services Router
11.1.214 J4300 Services Router
11.1.215 J6300 Services Router
11.1.217 TX Matrix platform
111.2.18 M120 router

11.1.219 J4350 Services Router
111.2.20 J6350 Services Router
11.1.2.23 J2320 Services Router
111.2.24 J2350 Services Router
11.1.2.27 T1600 router

11.1.2.37 TX Matrix Plus platform
11.1.2.83 T4000 router

Interpreting Messages Generated in Standard Format by a Junos Process or Library

The syntax of a standard-format message generated by a Junos OS process or subroutine
library depends on whether it includes priority information:

« When the explicit-priority statement is included at the [edit system syslog file filename]
or [edit system syslog host (hostname | other-routing-engine)] hierarchy level, a system
log message has the following syntax:

timestamp message-source: %facility—-severity—-TAG: message-text
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« When directed to the console or to users, or when the explicit-priority statement is not
included for files or remote hosts, a system log message has the following syntax:

timestamp message-source: TAG: message-text
Table 22 on page 57 describes the message fields.

Table 22: Fields in Standard-Format Messages Generated by a Junos
Process or Library

Field Description

timestamp Time at which the message was logged.

message-source |dentifier of the process or component that generated the message and the
routing platform on which the message was logged. This field includes two or
more subfields, depending on how system logging is configured. See “The
message-source Field on a TX Matrix Platform” on page 59, The message-source
Field on a T640 Routing Node in a Routing Matrix, and “The message-source
Field on a Single-Chassis System” on page 59.

facility Code that specifies the facility to which the system log message belongs. For
a mapping of codes to facility names, see Table: Numerical Codes for Severity
Levels Reported in Priority Information in “Including Priority Information in System
Log Messages” on page 22.

severity Numerical code that represents the severity level assigned to the system log
message. For a mapping of codes to severity names, see Table: Numerical
Codes for Severity Levels Reported in Priority Information in “Including Priority
Information in System Log Messages” on page 22.

TAG Text string that uniquely identifies the message, in all uppercase letters and
using the underscore (_) to separate words. The tag name begins with a prefix
that indicates the generating software process or library. The entries in this
reference are ordered alphabetically by this prefix.

Not all processes on a routing platform use tags, so this field does not always
appear.

message-text Text of the message. For the text for each message, see the chapters following
System Log Messages.

Interpreting Messages Generated in Standard Format by Services on a PIC

Standard-format system log messages generated by services on a PIC, such as the
Adaptive Services (AS) PIC, have the following syntax:

timestamp (FPC Slot fpc-slot, PIC Slot pic-slot) {service-set} [SERVICE]:
optional-string TAG: message-text
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o NOTE: System logging for services on PICs is not configured at the [edit
system syslog] hierarchy level as discussed in this chapter. For configuration
information, see the Junos Services Interfaces Configuration Guide.

The (FPC Slot fpc-slot, PIC Slot pic-slot) field appears only when the standard
system logging utility that runs on the Routing Engine writes the messages
to the system log. When the PIC writes the message directly, the field does
not appear.

Table 23 on page 58 describes the message fields.

Table 23: Fields in Messages Generated by a PIC

Field Description

timestamp Time at which the message was logged.

foc-slot Slot number of the Flexible PIC Concentrator (FPC) that houses the PIC that
generated the message.

pic-slot Number of the PIC slot on the FPC in which the PIC that generated the
message resides.

service-set Name of the service set that generated the message.

SERVICE Code representing the service that generated the message. The codes include
the following:

« FWNAT—Network Address Translation (NAT) service
« |IDS—Intrusion detection service

optional-string A text string that appears if the configuration for the PIC includes the
log-prefix statement at the [edit interfaces interface-name services-options
syslog] hierarchy level. For more information, see the Junos Services Interfaces
Configuration Guide.

TAG Text string that uniquely identifies the message, in all uppercase letters and
using the underscore (_) to separate words. The tag name begins with a
prefix that indicates the generating PIC. The entries in this reference are
ordered alphabetically by this prefix.

message-text Text of the message. For the text of each message, see System Log
Messages.

Format of the message-source Field

The message-source field discussed in “Interpreting Messages Generated in Standard
Format by a Junos Process or Library” on page 56 has two or more subfields, depending
on whether the message is logged on a single-chassis system or on a platformin a routing
matrix, and whether message forwarding is configured in the routing matrix.

58 Copyright © 2013, Juniper Networks, Inc.



Chapter 1: Configuring System Log Messages

For more information, see the following sections:

« The message-source Field on a Single-Chassis System on page 59

. The message-source Field on a TX Matrix Platform on page 59

The message-source Field on a Single-Chassis System

The format of the message-source field in a message on a single-chassis system depends

on whether the message was generated on the local Routing Engine or the other Routing

Engine (on a system with two Routing Engines installed and operational). Messages from

the other Routing Engine appear only if its configuration includes the other-routing-engine

statement at the [edit system syslog host] hierarchy level.

- When the local Routing Engine generated the message, there are two subfields:
hostname process[process-I1D]

« When the other Routing Engine generated the message, there are three subfields:

hostname reX process[process-1D]
hostname is the hostname of the local Routing Engine.

process[process-ID] is the name and PID of the process that generated the message. If
the reX field also appears, the process is running on the other Routing Engine. If a process
does not report its PID, the [process-ID] part does not appear.

reX indicates that the other Routing Engine generated the message (Xis O or 1).

The message-source Field on a TX Matrix Platform

The format of the message-source field in a message on a TX Matrix platform depends
on several factors:

« Whether the message was generated on the TX Matrix platform or a T640 routing
node in the routing matrix. By default, the master Routing Engine on each T640 routing
node forwards messages from all facilities with severity info and higher to the master
Routing Engine on the TX Matrix platform. When you configure system logging on the
TX Matrix platform, its logs include the forwarded messages. For more information,
see “Impact of Different Local and Forwarded Severity Levels on System Log Messages
on a TX Matrix Router” on page 35.

« Whether the message was generated on the local Routing Engine or the other Routing
Engine on the originating machine (TX Matrix platform or T640 routing node). Messages
from the other Routing Engine appear only if its configuration includes the
other-routing-engine statement at the [edit system syslog host] hierarchy level.

« Whether the message was generated by a kernel or user-space process, or by the
microkernel on a hardware component.

Table 24 on page 60 specifies the format of the message-source field in the various cases.
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Table 24: Format of message-source Field in Messages Logged on TX
Matrix Platform

Generating Process or
Generating Machine | Routing Engine , Component Format

TX Matrix platform Local Process hostname process[processiD]
Component hostname scc-reX
process[processiID]
Other Process hostname scc-reX

scc-componentZ process

Component hostname scc-reX
scc-componentZ process

T640 routing node Local Process hostname
lccY-masterprocess[processiD]

Component hostname lccY-master
scc-componentZ process

Other Process hostname lccY-master lccY-reX
process[processiD]
Component hostname lccY-master lccY-reX

lccY-componentZ process

hostname is the hostname of the local Routing Engine on the TX Matrix platform.

lccY-master is the master Routing Engine on the T640 routing node with the indicated
LCC index number (Y is from O through 3).

lccY-reX indicates that the backup Routing Engine on the T640 routing node generated
the message (X is O or 1). The routing node has the indicated LCC index number (Y
matches the value in the lccY-master field.

lccY-componentZ process identifies the hardware component and process on the T640
routing node that generated the message (Y matches the value in the lccY-master field
and the range of values for Z depends on the component type). For example, lcc2-fpcl
PFEMAN refers to a process on the FPC in slot 1 on the T640 routing node with index
LCC2.

process[process-ID] is the name and PID of the kernel or user-space process that generated
the message. If the scc-reX or lecY-reX field also appears, the process is running on the
other Routing Engine. If a process does not report its PID, the [process-ID] part does not
appear.

scc-componentZ process identifies the hardware component and process on the TX
Matrix platform that generated the message (the range of values for Z depends on the
component type). For example, spmb1 GSIB refers to a process on one of the processor
boards in the Switch Interface Board (SIB) with index 1.
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scc-reX indicates that the other Routing Engine on the TX Matrix platform generated the
message (Xis0or1).

Examples: Displaying a Log File

Display the contents of the /var/log/messages file stored on the local Routing Engine.
(The /var/log directory is the default location for log files, so you do not need to include
it in the filename. The messages file is a commonly configured destination for system log
messages.)

user@host> show log messages Apr 1110:27:25 routerl mgd[3606]:
UI_DBASE_LOGIN_EVENT: User 'barbara’' entering configuration mode

Apr1110:32:22 routerl mgd[3606]: UI_DBASE_LOGOUT_EVENT: User 'barbara' exiting
configuration mode

Apr1111:36:15routerl mgd[3606]: UI_COMMIT: User 'root' performed commit: nocomment

Apr1111:46:37 routerl mib2d[2905]: SNMP_TRAP_LINK_DOWN: ifindex 82, ifAdminStatus
up(1), ifOperStatus down(2), ifName at-1/0/0

Display the contents of the file /var/log/processes, which has been previously configured
to include messages from the daemon facility. When issuing the file show command, you
must specify the full pathname of the file:

user@host> file show /var/log/processes Feb 22 08:58:24 routerl snmpd[359]:
SNMPD_TRAP_WARM_START: trap_generate_warm: SNMP trap: warm start

Feb 22 20:35:07 routerl snmpd[359]: SNMPD_THROTTLE_QUEUE_DRAINED:
trap_throttle_timer_handler: cleared all throttled traps

Feb 23 07:34:56 routerl snmpd[359]: SNMPD_TRAP_WARM_START: trap_generate_warm:
SNMP trap: warm start

Feb 23 07:38:19 router] snmpd[359]: SNMPD_TRAP_COLD_START: trap_generate_cold:
SNMP trap: cold start

Display the contents of the file /var/log/processes when the explicit-priority statement
is included at the [edit system syslog file processes] hierarchy level:

user@host> file show /var/log/processes Feb 22 08:58:24 routerl snmpd[359]:

%DAEMON-3-SNMPD_TRAP_WARM_START: trap_generate_warm: SNMP trap: warm
start

Feb 22 20:35:07 routerl snmpd[359]:

%DAEMON-6-SNMPD_THROTTLE_QUEUE_DRAINED: trap_throttle_timer_handler: cleared
all throttled traps

Feb 23 07:34:56 routerl snmpd[359]:

%DAEMON-3-SNMPD_TRAP_WARM_START: trap_generate_warm: SNMP trap: warm
start

Feb 23 07:38:19 router] snmpd[359]:

%DAEMON-2-SNMPD_TRAP_COLD_START: trap_generate_cold: SNMP trap: cold start

Getting Help About System Log Messages

System log message tag names begin with a prefix that indicates which Junos OS process,
subroutine library, or service on a PIC generated the message. This section explains how
to learn more about the messages with each prefix, both in this reference and while you
are using the CLI.
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For a list of the prefixes for messages described in this reference, see System Log
Messages. For information about displaying and interpreting messages, see the following
sections:

« Displaying and Interpreting System Log Message Descriptions on page 62

- Examples: Displaying System Log Message Descriptions on page 64

Displaying and Interpreting System Log Message Descriptions

This reference lists the messages available at the time of its publication. To display the
list of messages that applies to the version of the Junos OS that is running on a routing
platform, enter Junos OS CLI operational mode and issue the following command:

user@host> help syslog ?

To display the list of available descriptions for tags whose names begin with a specific
character string, substitute the string (in all capital letters) for the variable TAG-PREFIX
(there is no space between the prefix and the question mark):

user@host> help syslog TAG-PREFIX?

To display the complete descriptions for tags whose name includes a regular expression,
substitute a Perl-based expression for the variable regex. The matchis not case-sensitive.
For information about Perl-based regular expressions, consult a Perl reference manual
or website such as http:/perldoc.perl.org.

user@host> help syslog regex

To display the complete description of a particular message, substitute its name for the
variable TAG (in all capital letters):

user@host> help syslog TAG

Table 25 on page 62 describes the fields in a system log message description in this
reference or in the CLI.

Table 25: Fields in System Log Message Descriptions

Field Name in Reference Field Name in CLI Description
- Name The message tag in all capital
letters.
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Table 25: Fields in System Log Message Descriptions (continued)

Field Name in Reference

System Log Message

Field Name in CLI

Message

Description

Text of the message written to
the system log. In the log, a
specific value is substituted for
each variable that appears in
italics in this reference orin
angle brackets (<>) in the CLI.

In this reference, the message
text appears on the second
line of the System Log Message
field. The first line is the
message tag (the same text
as in the CLI Name field). The
prefix on each tag identifies
the message source and the
rest of the tag indicates the
specific event or error.

Help

Short description of the
message, which also appears
in the right-hand column of CLI
output for the help syslog
command when the output
lists multiple messages.

Description

Description

More detailed explanation of
the message.

Type

Type

Category to which the
message belongs:

« Error: The message reports
an error or failure condition
that might require corrective
action.

« Event: The message reports
a condition or occurrence
that does not generally
require corrective action.

Severity

Severity

Message severity level as
describedin Table: System Log
Message Severity Levels in
“Specifying the Facility and
Severity of Messages to
Include in the Log” on page 9.

Cause

Cause

(Optional) Possible cause for
message generation. There
can be more than one cause.
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Table 25: Fields in System Log Message Descriptions (continued)

Field Name in Reference Field Name in CLI

Action Action (Optional) Action you can
perform to resolve the error or
failure condition described in
the message. If this field does
not appear in an entry, either
no action is required or the
action is self-explanatory.

Examples: Displaying System Log Message Descriptions

Display the list of all currently available system log message descriptions:

user@host> help syslog ?

Possible completions:

<syslog-tag> Syslog tag

BOOTPD_ARG_ERR Command-line option was invalid

BOOTPD_BAD_ID  Request failed because assembly 1D was unknown

BOOTPD_BOOTSTRING tnp.bootpd provided boot string

BOOTPD_CONFIG_ERR tnp.bootpd could not parse configuration file;
used default settings

BOOTPD_CONF_OPEN tnp.bootpd could not open configuration file

BOOTPD_DUP_REV Extra boot string definitions for revision were
ignored

---(more 4%)---

Display the list of all currently available system log message descriptions for tags that
begin with the letters ACCT (there is no space between ACCT and the question mark,
and some descriptions are shortened for legibility):

user@host> help syslog ACCT?

Possible completions:

<syslog-tag> System log tag or regular expression
ACCT_ACCOUNTING_FERROR Error occurred during file processing
ACCT_ACCOUNT ING_FOPEN_ERROR Open operation failed on file
ACCT_ACCOUNTING_SMALL_FILE_SIZE Maximum file size is smaller than ...
ACCT_BAD_RECORD_FORMAT Record format does not match accounting profile
ACCT_CU_RTSLIB_ERROR Error occurred obtaining current class usage ...
ACCT_FORK_ERR Could not create child process
ACCT_FORK_LIMIT_EXCEEDED Could not create child process because of limit
ACCT_GETHOSTNAME_ERROR gethostname function failed

ACCT_MALLOC_FAILURE Memory allocation failed
ACCT_UNDEFINED_COUNTER_NAME Filter profile used undefined counter name
ACCT_XFER_FAILED Attempt to transfer file failed

ACCT_XFER_POPEN_FAIL File transfer failed
Display the description of the UI_CMDLINE_READ_LINE message:

user@host> help syslog UI_CMDLINE_READ_LINE

Name: UI_CMDLINE_READ_LINE
Message: User "<users>", command "<input>"
Help: User entered command at CLI prompt

Description: The indicated user typed the indicated command at the CLI
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prompt and pressed the Enter key, sending the command string
to the management process (mgd).
Type: Event: This message reports an event, not an error
Severity: info
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« AAA System Log Messages on page 71

« ACCT System Log Messages on page 73

« ALARMD System Log Messages on page 75

« AMD System Log Messages on page 81

. ANALYZER System Log Messages on page 83
« ANTISPAM System Log Messages on page 85
« APPID System Log Messages on page 87

« APPIDD System Log Messages on page 89

« APPPXY System Log Messages on page 91

« APPTRACK System Log Messages on page 93
« ASP System Log Messages on page 97

« AUDITD System Log Messages on page 129

« AUTHD System Log Messages on page 133

« AUTOCONFD System Log Messages on page 135
« AUTOD System Log Messages on page 137

« AV System Log Messages on page 139

- BFDD System Log Messages on page 143

« BGP System Log Messages on page 147

« BOOTPD System Log Messages on page 149

« CFMD System Log Messages on page 155

« CHASSISD System Log Messages on page 159
« CHASSISM System Log Messages on page 255
« COSD System Log Messages on page 257

« DCBX System Log Messages on page 273

« DCD System Log Messages on page 275

« DDOS System Log Messages on page 281

« DFCD System Log Messages on page 285

« DFWD System Log Messages on page 289

« DHCPD System Log Messages on page 291
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DIAM System Log Messages on page 297
DOTIXD System Log Messages on page 299
DYNAMIC System Log Messages on page 303
ESWD System Log Messages on page 309
EVENTD System Log Messages on page 319
FABOAMD System Log Messages on page 329
FC System Log Messages on page 331

FCOE System Log Messages on page 337

FIP System Log Messages on page 339

FIPS System Log Messages on page 343
FLOW System Log Messages on page 345
FPCLOGIN System Log Messages on page 349
FSAD System Log Messages on page 351

FUD System Log Messages on page 361
FWAUTH System Log Messages on page 367
GPRSD System Log Messages on page 373
HNCACHED System Log Messages on page 375
ICCPD System Log Messages on page 377

IDP System Log Messages on page 379

JADE System Log Messages on page 387

JCS System Log Messages on page 391
JDIAMETERD System Log Messages on page 397
JIVED System Log Messages on page 399
JPTSPD System Log Messages on page 403
JSERVICES System Log Messages on page 407
JSRPD System Log Messages on page 411
JTASK System Log Messages on page 421
JTRACE System Log Messages on page 435
KMD System Log Messages on page 437
L2ALD System Log Messages on page 453
L2CPD System Log Messages on page 465
L2TPD System Log Messages on page 475
LACP System Log Messages on page 505
LACPD System Log Messages on page 507
LFMD System Log Messages on page 509
LIBJNX System Log Messages on page 511
LIBJSNMP System Log Messages on page 521
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« LIBMSPRPC System Log Messages on page 527
« LICENSE System Log Messages on page 531

« LLDP System Log Messages on page 539

« LOGIN System Log Messages on page 541

« LPDFD System Log Messages on page 547

« LRMUX System Log Messages on page 549

o LSYSD System Log Messages on page 551

« MBG System Log Messages on page 553

« MCSNOOPD System Log Messages on page 569
« MIB2D System Log Messages on page 571

« MPLS_OAM System Log Messages on page 577
« MSVCS System Log Messages on page 581

« NEXTHOP System Log Messages on page 583
« NSD System Log Messages on page 585

« NSTRACED System Log Messages on page 587
« NTPDATE System Log Messages on page 589

« NTPD System Log Messages on page 591

« PARSE System Log Messages on page 593

« PFE System Log Messages on page 595

« PFED System Log Messages on page 603

« PGCPD System Log Messages on page 605

« PING System Log Messages on page 607

« PKID System Log Messages on page 611

« PPMD System Log Messages on page 615

« PPPD System Log Messages on page 617

« PROFILER System Log Messages on page 625
« RDD System Log Messages on page 627

« RMOPD System Log Messages on page 631

« RPD System Log Messages on page 635

« RT System Log Messages on page 719

« RTLOG System Log Messages on page 733

« RTLOGD System Log Messages on page 735

« RTPERF System Log Messages on page 737

« SAVAL System Log Messages on page 739

« SDXD System Log Messages on page 741

« SM System Log Messages on page 745

« SMTPD System Log Messages on page 747
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SNMP System Log Messages on page 749
SNMPD System Log Messages on page 753
SPD System Log Messages on page 765

SSH System Log Messages on page 773

SSHD System Log Messages on page 775

SSL System Log Messages on page 777
SYSTEM System Log Messages on page 781
TFTPD System Log Messages on page 783
TRANSPORTD System Log Messages on page 787
UFDD System Log Messages on page 791

Ul System Log Messages on page 793

UTMD System Log Messages on page 821
VCCPD System Log Messages on page 823

VM System Log Messages on page 827

VRRPD System Log Messages on page 829
WEB System Log Messages on page 833
WEBFILTER System Log Messages on page 839
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AAA System Log Messages

This chapter describes messages with the AAA prefix.

AAA_RADIUS_SERVER_STATE_CHANGE

System Log Message

Description

Type
Severity

Facility

Radius server radius-server-name state changed to new-radius-server-state on
interface-name

This notification signifies that the specified radius server has changed state from active

to dead or vice-versa

Event: This message reports an event, not an error
info

LOG_DAEMON
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ACCT System Log Messages

This chapter describes messages with the ACCT prefix. They are generated by the
accounting statistics process, which collects and records interface, filter, and class usage
statistics.

ACCT_XFER_FAILED

System Log Message

Description

Type
Severity

Facility

Error transferring filename

An attempt to transfer the indicated file failed.

Error: An error occurred
error

LOG_PFE

ACCT_XFER_POPEN_FAIL

System Log Message

Description

Type
Severity
Facility

Action

Error error-code in invoking command command to transfer file filename

A call to the popen() function failed when the accounting statistics process invoked the
indicated command to transfer the indicated file.

Error: An error occurred
error
LOG_PFE

For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18750.

ACCT_XFER_TIMEDOUT

System Log Message

Description

Type
Severity

Aborted file transfer for: filename, time-period min. interval exceeded

The time required to transfer a file exceeded the time configured for accounting-options
interval.

Error: An error occurred

error
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Facility LOG_PFE
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ALARMD System Log Messages

This chapter describes messages with the ALARMD prefix. They are generated by the
alarm process (alarmd).

ALARMD_CONFIG_ACCESS_ERROR
System Log Message function-name: error-message

Description The alarm process (alarmd) experienced the indicated problem while attempting to
parse the configuration database.

Type Error: An error occurred
Severity error
Facility LOG_DAEMON

Action Contact your technical support representative.

ALARMD_CONFIG_CLOSE_ERROR
System Log Message Unable to close configuration database

Description The alarm process (alarmd) could not close the configuration database.

Type Error: An error occurred
Severity error
Facility LOG_DAEMON

Action Contact your technical support representative.

ALARMD_CONFIG_PARSE_ERROR
System Log Message Unable to parse configuration; using defaults
Description The alarm process (alarmd) could not parse the configuration and used default values
while initializing.
Type Error: An error occurred

Severity error
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Facility LOG_DAEMON

Action

Contact your technical support representative.

ALARMD_CONFIG_RECONFIG_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Re-configuration failed, using previous values

The alarm process (alarmd) could not parse new configuration and used previous values.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.

ALARMD_CONNECTION_FAILURE

System Log Message

Description

Type
Severity

Facility

after count attempts process-name connect returned error: error-message

The alarm process (alarmd) was unable to connect to the indicated process

Event: This message reports an event, not an error
warning

LOG_DAEMON

ALARMD_DECODE_ALARM_OBJECT_ERROR

System Log Message

Description

Type
Severity
Facility

Action

ALARMD_EXISTS
System Log Message

Description

Type
Severity

Facility

Cannot decode error test from object alarm-object, reason alarm-reason for if_name
interface-type

The alarm process (alarmd) encountered invalide alarm object.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.

alarmd already running; exiting

The alarm process (alarmd) exited because it discovered that another alarmd process
is already running.

Event: This message reports an event, not an error
error

LOG_DAEMON
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ALARMD_EXISTS_TERM_OTHER

System Log Message

Description

Type
Severity
Facility

Killing existing alarmd and exiting

The alarm process (alarmd) discovered that another alarmd process is already running.
It terminated the other process and exited.

Event: This message reports an event, not an error
error

LOG_DAEMON

ALARMD_IFDALARM_TYPE_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Unknown interface alarm type: alarm-type

The alarm process (alarmd) could not recognize an interface type alarm due to it's
unknown alarm type.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.

ALARMD_IFDEV_RTSLIB_FAILURE

System Log Message

Description

Type
Severity
Facility

Action

function-name: library-function-name failed on error-message socket (socket-option)

The alarm process (alarmd) failed to access an interface device because an error occurred
during the indicated call to the routing socket library.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

ALARMD_IPC_MSG_ERROR

System Log Message

Description

Type
Severity

Facility

function-name: error code error-code, type message-type, subtype message-subtype,
opcode message-opcode

The alarm process (alarmd) detected an error in an interprocess communication (IPC)
message with the indicated characteristics.

Error: An error occurred
error

LOG_DAEMON
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Action

Contact your technical support representative.

ALARMD_IPC_MSG_WRITE_ERROR

System Log Message

Description

Type
Severity
Facility

alarmd_send_msg: ipc_msg_write failed: error-message.

The alarm process (alarmd) is not able to write a new ipc message to the given ipc pipe.

Error: An error occurred
warning

LOG_DAEMON

ALARMD_IPC_UNEXPECTED_CONN

System Log Message

Description

Type
Severity
Facility

Action

Invalid connection id: connection-who

The alarm process (alarmd) received an ipc message from an unexpected connection.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.

ALARMD_IPC_UNEXPECTED_MSG

System Log Message

Description

Type
Severity
Facility

Action

function-name: invalid message received: message (message type message-type, subtype
message-subtype)

The alarm process (alarmd) received an unexpected message with the indicated
characteristics.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.

ALARMD_MEM_ALLOC_FAILURE

System Log Message

Description

Type
Severity
Facility

Action

function-name: alarmd memory allocation failed

The alarm process (alarmd) could not allocate memory.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.
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ALARMD_MGR_CONNECT

System Log Message

Description

Type
Severity
Facility

Action

function-name evSelectFD: initial pipe create aborted (errno error-code)

Thealarm process (alarmd) could not open a pipe for interprocess communication (IPC).

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.

ALARMD_MULTIPLE_ALARM_BIT_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Multiple alarm bits: Oxalarm-bit

The alarm process (alarmd) expected one alarm bit set for an interface alarm when it
received multiple.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

ALARMD_PIDFILE_OPEN

System Log Message

Description

Type
Severity
Facility

Cause

Unable to open PID file 'filename': errno error-code

The alarm process (alarmd) could not open the file where it stores its process ID (PID).

Error: An error occurred
error
LOG_DAEMON

The alarm process (alarmd)might have detected that another alarmd process was
running and tried to read the file so that it could use the PID recorded there when
terminating the other process.

ALARMD_PIPE_WRITE_ERROR

System Log Message

Description

Type
Severity
Facility

Pipe write error: error-message

The alarm process (alarmd) experienced a fatal error while writing to a pipe.

Error: An error occurred
error

LOG_DAEMON
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Cause

There was no reader for the pipe.

ALARMD_SOCKET_CREATE

System Log Message

Description

Type
Severity

Facility

Unable to create socket for process-name connection: errno error-code

The alarm process (alarmd) could not create socket.

Error: An error occurred
error

LOG_DAEMON

ALARMD_UNEXPECTED_EXIT

System Log Message

Description

Type
Severity

Facility

evMainLoop returned return-value (errno error-code)

The alarm process (alarmd) exited unexpectedly and reported the indicated error.

Error: An error occurred
error

LOG_DAEMON
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AMD System Log Messages

This chapter describes messages with the AMD prefix.

AMD_CONFIG_CHECK_FAILED

System Log Message

Description

Type
Severity
Facility

Cause

Action

function-name: configuration database has errors

The portion of the candidate configuration related to the ALARMMGMTD process

(alarm-mgmtd) was checked for validity during a 'commit' operation. The check failed.

Error: An error occurred
error
LOG_DAEMON

The configuration was invalid.

Correct the invalid portion of the configuration as described in the error message on the

console.

AMD_FILE_OPEN_FAILURE

System Log Message

Description

Type
Severity
Facility

Cause

Action

Unable to open file 'filename': error-message

The ALARMMGMTD process (alarm-mgmtd) could not open the indicated file.

Error: An error occurred
error
LOG_DAEMON

An internal software failure occurred.

Contact your technical support representative.
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CHAPTER 6

ANALYZER System Log Messages

This chapter describes messages with the ANALYZER prefix on the Juniper Networks EX
Series switches. They are generated by the sample process (sampled), which gathers
information on mirrored traffic analysis for EX Series switches.

ANALYZER_INPUT_INTERFACES_LIMIT

System Log Message

Description

Type
Severity

Facility

Number of analyzer input interface is exceeding error-message

In an analyzer session, the number of input interfaces exceeded the platform limit.

Error: An error occurred
alert

LOG_DAEMON
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CHAPTER?7

ANTISPAM System Log Messages

This chapter describes messages with the ANTISPAM prefix. They are generated by the
antispam process, which decides what action should be performed when the device
detects a message that it deems to be spam.

ANTISPAM_SPAM_DETECTED_MT

System Log Message

Description

Type
Severity
Facility

Cause

Action

AntiSpam: SPAM detected: source-name (source-address) action reason: reason username
username roles roles

The email is detected as a spam; the IP address of the source and its name will be logged
together with the reason for it being categorized as spam

Event: This message reports an event, not an error

info

LOG_PFE

The email is detected as a spam

Verify the spam to make sure it is not a false positive
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CHAPTER 8

APPID System Log Messages

This chapter describes messages with the APPID prefix. They are generated by the
application identification process (appid), which is a passive application protocol
identification library that implements a state machine for efficient pattern matching of
regex-like application content signatures.

APPID_SIGNATURE_LICENSE_EXPIRED
System Log Message APPID signature update license(ID=feature-id) has expired
Description APPID signature update license key has expired. Signature update may not work any

more.

Type Event: This message reports an event, not an error
Severity warning

Facility LOG_DAEMON
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CHAPTER9

APPIDD System Log Messages

This chapter describes messages with the APPIDD prefix. They are generated by the
application identification process (appid), which is a passive application protocol
identification library that implements a state machine for efficient pattern matching of
regex-like application content signatures.

APPIDD_APPPACK_DOWNLOAD_RESULT
System Log Message Application package download result(status)

Description Application package download result

Type Event: This message reports an event, not an error
Severity notice

Facility LOG_DAEMON
APPIDD_APPPACK_INSTALL_RESULT

System Log Message Application package install result(status)

Description Application package install result

Type Event: This message reports an event, not an error
Severity notice

Facility LOG_DAEMON

APPIDD_APPPACK_UNINSTALL_RESULT
System Log Message Application package uninstall result(status)

Description Application package uninstall result

Type Event: This message reports an event, not an error
Severity notice
Facility LOG_DAEMON
APPIDD_DAEMON_INIT_FAILED

System Log Message Aborted. A failure was encountered error-message
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Description

Type
Severity

Facility

An attempt to start Al policy daemon failed because an error was encountered during
initialization.

Error: An error occurred

error

LOG_DAEMON

APPIDD_INTERNAL_ERROR

System Log Message

Description

Type
Severity

Facility

Internal Error(error-message)

Application-ldentification daemon encountered an internal error

Error: An error occurred
error

LOG_DAEMON

APPIDD_SCHEDULED_UPDATE_FAILED

System Log Message

Description

Type
Severity

Facility

Failed to update application packge error-message

The scheduled application-identification application package update failed to start.
Device will try it again at the next scheduled time

Error: An error occurred
error

LOG_DAEMON
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APPPXY System Log Messages

This chapter describes messages with the APPPXY prefix. They are generated by the
Application Proxy process (apppxyd) which performs all of the services of a proxy, but
only for specific applications. The application proxy will only process packets that related
to the applications it supports.

APPPXY_SESSION_ABORT_MT

System Log Message

Description

Type
Severity

Facility

ApplicationProxy: session from source-address:source-port to
destination-address:destination-port aborted due to error-message (code error-code)

Report application protocol (ftp/http/pop3/smtp/imap) session is aborted

Event: This message reports an event, not an error
warning

LOG_PFE
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CHAPTERT

APPTRACK System Log Messages

This chapter describes messages with the APPTRACK prefix. They are generated by the
application tracking process (apptrack).

APPTRACK_SESSION_APP_UPDATE

System Log Message

Description

Type
Severity

Facility

AppTrack app update: source-address/source-port->destination-address/destination-port
service-name application nested-application
nat-source-address/nat-source-port->nat-destination-address/nat-destination-port
src-nat-rule-name dst-nat-rule-name protocol-id policy-name source-zone-name
destination-zone-name session-id-32 packets-from-client(bytes-from-client)
packets-from-server(bytes-from-server) elapsed-time username roles

A log message was sent by AppTrack, an application tracking tool, when an application
identification service identified an application in the session.

Event: This message reports an event, not an error
info

ANY

APPTRACK_SESSION_APP_UPDATE_LS

System Log Message

Description

Type
Severity
Facility

Lsys logical-system-name: AppTrack app update:
source-address/source-port->destination-address/destination-port service-name
application nested-application
nat-source-address/nat-source-port->nat-destination-address/nat-destination-port
src-nat-rule-name dst-nat-rule-name protocol-id policy-name source-zone-name
destination-zone-name session-id-32 packets-from-client(bytes-from-client)
packets-from-server(bytes-from-server) elapsed-time username roles

A log message was sent by AppTrack, an application tracking tool, when an application
identification service identified an application in the session.

Event: This message reports an event, not an error
info

ANY
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APPTRACK_SESSION_CLOSE

System Log Message

Description

Type
Severity

Facility

AppTrack session closed reason:
source-address/source-port->destination-address/destination-port service-name
application nested-application
nat-source-address/nat-source-port->nat-destination-address/nat-destination-port
src-nat-rule-name dst-nat-rule-name protocol-id policy-name source-zone-name
destination-zone-name session-id-32 packets-from-client (bytes-from-client)
packets-from-server(bytes-from-server) elapsed-time username roles

A security session being tracked by AppTrack, an application tracking tool, was closed.

Event: This message reports an event, not an error
info

ANY

APPTRACK_SESSION_CLOSE_LS

System Log Message

Description

Type
Severity

Facility

Lsys logical-system-name: AppTrack session closed reason:
source-address/source-port->destination-address/destination-port service-name
application nested-application
nat-source-address/nat-source-port->nat-destination-address/nat-destination-port
src-nat-rule-name dst-nat-rule-name protocol-id policy-name source-zone-name
destination-zone-name session-id-32 packets-from-client (bytes-from-client)
packets-from-server(bytes-from-server) elapsed-time username roles

A security session being tracked by AppTrack, an application tracking tool, was closed.

Event: This message reports an event, not an error
info

ANY

APPTRACK_SESSION_CREATE

System Log Message

Description

Type
Severity
Facility

AppTrack session created
source-address/source-port->destination-address/destination-port service-name
application nested-application
nat-source-address/nat-source-port->nat-destination-address/nat-destination-port
src-nat-rule-name dst-nat-rule-name protocol-id policy-name source-zone-name
destination-zone-name session-id-32 username roles

A security session that will be monitored by AppTrack, an application tracking tool, was
created.

Event: This message reports an event, not an error
info

ANY
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APPTRACK_SESSION_CREATE_LS

System Log Message

Description

Type
Severity
Facility

Lsys logical-system-name: AppTrack session created
source-address/source-port->destination-address/destination-port service-name
application nested-application
nat-source-address/nat-source-port->nat-destination-address/nat-destination-port
src-nat-rule-name dst-nat-rule-name protocol-id policy-name source-zone-name
destination-zone-name session-id-32 username roles

A security session that will be monitored by AppTrack, an application tracking tool, was
created.

Event: This message reports an event, not an error
info

ANY

APPTRACK_SESSION_VOL_UPDATE

System Log Message

Description

Type
Severity
Facility

AppTrack volume update:
source-address/source-port->destination-address/destination-port service-name
application nested-application
nat-source-address/nat-source-port->nat-destination-address/nat-destination-port
src-nat-rule-name dst-nat-rule-name protocol-id policy-name source-zone-name
destination-zone-name session-id-32 packets-from-client (bytes-from-client)
packets-from-server(bytes-from-server) elapsed-time username roles

Apptrack, an application tracking tool, sent periodic updates on the volume (byte and
packet count) for the session that it is monitoring. The update interval is determined by
the configuration.

Event: This message reports an event, not an error
info

ANY

APPTRACK_SESSION_VOL_UPDATE_LS

System Log Message

Description

Type

Lsys logical-system-name: AppTrack volume update:
source-address/source-port->destination-address/destination-port service-name
application nested-application
nat-source-address/nat-source-port->nat-destination-address/nat-destination-port
src-nat-rule-name dst-nat-rule-name protocol-id policy-name source-zone-name
destination-zone-name session-id-32 packets-from-client(bytes-from-client)
packets-from-server(bytes-from-server) elapsed-time username roles

Apptrack, an application tracking tool, sent periodic updates on the volume (byte and
packet count) for the session that it is monitoring. The update interval is determined by
the configuration.

Event: This message reports an event, not an error
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Severity info

Facility ANY
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CHAPTER 12

ASP System Log Messages

This chapter describes messages with the ASP prefix. They are generated by services on
the Adaptive Services PIC (AS PIC), such as stateful firewall, Network Address Translation
(NAT), and intrusion detection service (IDS). For information about configuring system

logging for services on the AS PIC, see the Junos Services Interfaces Configuration Guide.

For information about the fields in messages with the ASP prefix, see “Interpreting
Messages Generated in Standard Format by Services on a PIC” on page 43.

ASP_COS_RULE_MATCH

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name) application: application,
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type rule-set: rule-set-name, rule: rule-name,
term: term-name

A packet matched the indicated term in the indicated class-of-service (CoS) rule. If the
rule belongs to a rule set, the name of the rule set is also displayed. The matching packet
contained the indicated information about its protocol (numerical identifier and name),
application, source (logical interface name, IP address, and port number), and destination
(IP address and port number).

Event: This message reports an event, not an error
info

LOG_PFE

ASP_IDS_HOST_RATE

System Log Message

Description

Type

Severity

Host destination-address, event-type ... rate=rate events/sec

The indicated event occurred at the indicated rate (events per second) for the indicated
destination IP address. The rate exceeds the intrusion detection services (IDS) threshold
configured with the 'threshold' statement at the [edit services rule <rule-name> term
<term-name> then logging] hierarchy level. This message is logged every 60 seconds
until the rate no longer exceeds the threshold.

Event: This message reports an event, not an error

error
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Facility LOG_PFE

ASP_IDS_HOST_RATE_APP

System Log Message

Description

Type
Severity

Facility

Host destination-address (application), event-type ... rate=rate events/sec

The indicated event occurred at the indicated rate (events per second) for the indicated
application at the indicated destination IP address. The rate exceeds the intrusion
detection services (IDS) threshold set by the 'threshold' statement at the [edit services
ids rule <rule-name> term <term-name> then logging] hierarchy level. The application
is specified by the 'applications' or 'application-sets' statement at the [edit services ids
rule <rule-name> term <term-name> from] hierarchy level. This message is logged every
60 seconds until the rate no longer exceeds the threshold.

Event: This message reports an event, not an error
error

LOG_PFE

ASP_IDS_INV_CLEAR_QUERY

System Log Message

Description

Type
Severity
Facility

Action

CLEAR: Invalid query type received-value expecting expected-value

Intrusion detection services (IDS) received a request to clear information from IDS tables.
The request included the indicated type of query, which IDS cannot interpret.

Error: An error occurred
critical
LOG_PFE

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18751.

ASP_IDS_INV_CLEAR_QUERY_VER

System Log Message

Description

Type
Severity
Facility

Action

CLEAR: Invalid query version received-value expecting expected-value

Intrusion detection services (IDS) received a request to clear information from IDS tables.
Therequest's version number did not match the version number of requests that IDS can
service.

Error: An error occurred
critical
LOG_PFE

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18752.

ASP_IDS_INV_SHOW_QUERY

System Log Message

SHOW: Invalid query type received-value expecting expected-value
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Description

Type
Severity
Facility

Action

Intrusion detection services (IDS) received a request to show information from IDS tables.
The request included the indicated type of query, which IDS cannot interpret.

Error: An error occurred
critical
LOG_PFE

Contact your technical support representative.

ASP_IDS_INV_SHOW_QUERY_VER

System Log Message

Description

Type
Severity
Facility

Action

SHOW: Invalid query version received-value expecting expected-value

Intrusion detection services (IDS) received a request to show information from IDS tables.
The request's version number did not match the version number of requests that IDS can
service.

Error: An error occurred
critical
LOG_PFE

Contact your technical support representative.

ASP_IDS_LIMIT_FLOW_RATE_BY_DEST

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the packet with the indicated characteristics and did not
create a new flow, because the flow rate at the firewall exceeded the intrusion detection
services (IDS) limit configured by the 'rate' statement at the [edit services ids rule
<rule-name> term <term-name> then session-limit by-destination] hierarchy level. The
discarded packet contained the indicated information about its protocol (numerical
identifier and name), source (logical interface name, IP address, and port number), and
destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_IDS_LIMIT_FLOW_RATE_BY_PAIR

System Log Message

Description

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the packet with the indicated characteristics and did not
create a new flow, because the flow rate at the firewall exceeded the intrusion detection
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Type
Severity
Facility

services (IDS) limit configured by the 'rate' statement at the [edit services ids rule
<rule-name> term <term-name> then session-limit by-pair] hierarchy level. The discarded
packet contained the indicated information about its protocol (numerical identifier and
name), source (logical interface name, IP address, and port number), and destination
(IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_IDS_LIMIT_FLOW_RATE_BY_SRC

System Log Message

Description

Type
Severity
Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the packet with the indicated characteristics and did not
create a new flow, because the flow rate at the firewall exceeded the intrusion detection
services (IDS) limit configured by the 'rate' statement at the [edit services ids rule
<rule-name> term <term-name> then session-limit by-source] hierarchy level. The
discarded packet contained the indicated information about its protocol (numerical
identifier and name), source (logical interface name, IP address, and port number), and
destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_IDS_LIMIT_OPEN_FLOWS_BY_DEST

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the packet with the indicated characteristics and did not
create a new flow, because the number of open flows exceeded the intrusion detection
services (IDS) limit configured by the 'maximum’' statement at the [edit services ids rule
<rule-name> term <term-name> then session-limit by-destination] hierarchy level. The
discarded packet contained the indicated information about its protocol (numerical
identifier and name), source (logical interface name, IP address, and port number), and
destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE
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ASP_IDS_LIMIT_OPEN_FLOWS_BY_PAIR

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

Description The stateful firewall discarded the packet with the indicated characteristics and did not
create a new flow, because the number of open flows exceeded the intrusion detection
services (IDS) limit configured by the 'maximum' statement at the [edit services ids rule
<rule-name> term <term-name> then session-limit by-pair] hierarchy level. The discarded
packet contained the indicated information about its protocol (numerical identifier and
name), source (logical interface name, IP address, and port number), and destination
(IP address and port number).

Type Event: This message reports an event, not an error
Severity notice

Facility LOG_PFE

ASP_IDS_LIMIT_OPEN_FLOWS_BY_SRC

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

Description The stateful firewall discarded the packet with the indicated characteristics and did not
create a new flow, because the number of open flows exceeded the intrusion detection
services (IDS) limit configured by the 'maximum' statement at the [edit services ids rule
<rule-name> term <term-name> then session-limit by-source] hierarchy level. The
discarded packet contained the indicated information about its protocol (numerical
identifier and name), source (logical interface name, IP address, and port number), and
destination (IP address and port number).

Type Event: This message reports an event, not an error
Severity notice

Facility LOG_PFE

ASP_IDS_LIMIT_PKT_RATE_BY_DEST

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:.source-port ->
destination-addressdestination-port, event-type

Description The stateful firewall discarded the packet with the indicated characteristics, because
the number of packets per second (aggregated over all monitored flows) exceeded the
intrusion detection services (IDS) limit configured by the 'packets' statement at the [edit
services ids rule <rule-name> term <term-name> then session-limit by-destination]
hierarchy level. The discarded packet contained the indicated information about its
protocol (numerical identifier and name), source (logical interface name, IP address,
and port number), and destination (IP address and port number).
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Type Event: This message reports an event, not an error
Severity notice

Facility LOG_PFE

ASP_IDS_LIMIT_PKT_RATE_BY_PAIR

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

Description The stateful firewall discarded the packet with the indicated characteristics, because
the number of packets per second (aggregated over all monitored flows) exceeded the
intrusion detection services (IDS) limit configured by the 'packets' statement at the [edit
services ids rule <rule-name> term <term-name> then session-limit by-pair] hierarchy
level. The discarded packet contained the indicated information about its protocol
(numerical identifier and name), source (logical interface name, IP address, and port
number), and destination (IP address and port number).

Type Event: This message reports an event, not an error
Severity notice

Facility LOG_PFE

ASP_IDS_LIMIT_PKT_RATE_BY_SRC

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:.source-port ->
destination-addressdestination-port, event-type

Description The stateful firewall discarded the packet with the indicated characteristics, because
the number of packets per second (aggregated over all monitored flows) exceeded the
intrusion detection services (IDS) limit configured by the 'packets' statement at the [edit
servicesidsrule <rule-name> term <term-name> then session-limit by-source] hierarchy
level. The discarded packet contained the indicated information about its protocol
(numerical identifier and name), source (logical interface name, IP address, and port
number), and destination (IP address and port number).

Type Event: This message reports an event, not an error
Severity notice
Facility LOG_PFE
ASP_IDS_NO_MEM_SHOW_CMD
System Log Message Not enough memory for show command
Description Intrusion detection services (IDS) could not service a request to show information from

IDS tables, because not enough memory was available.

Type Error: An error occurred

Severity critical
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Facility LOG_PFE

ASP_IDS_NULL_CLEAR_QUERY

System Log Message

Description

Type
Severity
Facility

Action

Failure: NULL query for CLEAR command.

Intrusion detection services (IDS) invoked a query handler to service a request to clear
information from IDS tables. The handler did not receive the request.

Event: This message reports an event, not an error

critical

LOG_PFE

Contact your technical support representative.

ASP_IDS_NULL_SHOW_QUERY

System Log Message

Description

Type
Severity
Facility

Action

Failure: NULL guery for SHOW command.

Intrusion detection services (IDS) invoked a query handler to service a request to show
information from IDS tables. The handler did not receive the request.

Event: This message reports an event, not an error
critical
LOG_PFE

Contact your technical support representative.

ASP_IDS_RULE_MATCH

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name) application: application,
source-interface-nameseparatorsource-address:.source-port ->
destination-addressdestination-port, event-type rule-set: rule-set-name, rule: rule-name,
term: term-name

A packet matched the indicated term in the indicated intrusion detection services (IDS)
rule. If the rule belongs to a rule set, the rule set name is also displayed. The matching
packet contained the indicated information about its protocol (numerical identifier and
name), application, source (logical interface name, IP address, and port number), and
destination (IP address and port number).

Event: This message reports an event, not an error
info

LOG_PFE

ASP_IDS_SYN_COOKIE_OFF

System Log Message

Host destination-address, SYN-COOKIE protection deactivated

Copyright © 2013, Juniper Networks, Inc.

103



Junos OS 13.2 System Log Messages Reference

Description

Type
Severity

Facility

Intrusion detection services (IDS) deactivated SYN cookie protection for the indicated
destination address. IDS deactivates this protection when it learns from the stateful
firewall that the rate of certain events has returned to a level below the threshold set by
the 'threshold' statement at the [edit services ids rule <rule-name> term <term-name>
then syn-cookie] hierarchy level. The relevant events include the ones reported by the
ASP_IDS_TCP_SYN_ATTACK, ASP_SFW_SYN_DEFENSE, and ASP_SFW_TCP_SCAN
system log messages.

Event: This message reports an event, not an error
error

LOG_PFE

ASP_IDS_SYN_COOKIE_ON

System Log Message

Description

Type
Severity
Facility

Host destination-address, SYN-COOKIE protection activated

Intrusion detection services (IDS) activated SYN cookie protection for the indicated
destination address, because it learned from the stateful firewall that the rate of certain
events exceeded the threshold set by the 'threshold' statement at the [edit services ids
rule <rule-name> term <term-name> then syn-cookie] hierarchy level. The eventsinclude
the ones reported by the ASP_IDS_TCP_SYN_ATTACK, ASP_SFW_SYN_DEFENSE, and
ASP_SFW_TCP_SCAN system log messages. When SYN cookie protection is activated
for a flow to a destination and the TCP handshake has not completed, the stateful firewall
generates a SYN/ACK packet for each SYN packet directed to the destination.

Event: This message reports an event, not an error
error

LOG_PFE

ASP_IDS_TCP_SYN_ATTACK

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:.source-port ->
destination-addressdestination-port, event-type

The stateful firewall received the packet with the indicated characteristics and determined
that it was a duplicate Transmission Control Protocol (TCP) SYN packet (the SYN flag
was set and a SYN packet was already received for the flow to the destination). The
event was reported to intrusion detection services (IDS) and can cause IDS to activate
SYN cookie protection. The packet contained the indicated information about its protocol
(numerical identifier and name), source (logical interface name, IP address, and port
number), and destination (IP address and port number).

Event: This message reports an event, not an error
error

LOG_PFE
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ASP_L2TP_MESSAGE_INCOMPLETE

System Log Message

Description

Type
Severity

Facility

IPC message lacked variable portion

The Layer 2 Tunneling Protocol (L2TP) did not process an interprocess communication
(IPC) message because the variable portion of the message was missing.

Error: An error occurred
error

LOG_PFE

ASP_L2TP_NO_MEM

System Log Message

Description

Type
Severity
Facility

Action

Unable to allocate memory for L2TP flow for tunnel tunnel-id, session session-id

The Layer 2 Tunneling Protocol (L2TP) could not allocate the memory it needed to create
a flow for the indicated tunnel and session.

Error: An error occurred
error

LOG_PFE

For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18753.

ASP_L2TP_OBJ_CAC_FAIL

System Log Message

Description

Type
Severity
Facility

Action

Unable to allocate object-cache memory for flow (unit unit-id, tunnel tunnel-id, session
session-id)

The Layer 2 Tunneling Protocol (L2TP) could not allocate memory from an object cache
for the flow defined by the indicated unit, tunnel, and session.

Error: An error occurred
error
LOG_PFE

For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18754.

ASP_L2TP_STATS_BULK_QUERY_FAILED

System Log Message

Description

Type

Number of queries (num-queries) in statistics request exceeded limit (max-queries)

The Layer 2 Tunneling Protocol (L2TP) did not process an interprocess communication
(IPC) request for statistics because it included the indicated the number of queries, which
exceeds the limit as indicated.

Error: An error occurred
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Severity error

Facility LOG_PFE

ASP_L2TP_STATS_VERSION_INVALID
System Log Message Invalid version received-value on statistics request (expected expected-value)

Description The Layer 2 Tunneling Protocol process (12tpd) received a request for statistics with the
indicated version, which is not the indicated, supported version.

Type Error: An error occurred
Severity error

Facility LOG_PFE

ASP_L2TP_TUN_GRP_ADD_FAIL_ALLOC
System Log Message Unable to add tunnel group for service set service-set: could not allocate ID

Description The Layer 2 Tunneling Protocol (L2TP) could not add a tunnel group for the indicated
service set because it could not allocate an internal ID.

Type Error: An error occurred
Severity error

Facility LOG_PFE

ASP_L2TP_TUN_GRP_ADD_FAIL_EXISTS
System Log Message Unable to add tunnel group group-id: it already exists

Description The Layer 2 Tunneling Protocol (L2TP) could not add a tunnel group with the indicated
ID because it already existed.

Type Error: An error occurred
Severity error
Facility LOG_PFE
ASP_L2TP_TUN_GRP_CHG_FAIL_ALLOC
System Log Message Unable to change tunnel group for service set service-set: could not allocate ID
Description The Layer 2 Tunneling Protocol (L2TP) could not change a tunnel group for the indicated
service set because it could not allocate an internal ID.
Type Error: An error occurred
Severity error
Facility LOG_PFE
ASP_L2TP_TUN_GRP_CHG_FAIL_INVLD

System Log Message Unable to change tunnel group group-id: ID is invalid
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Description

Type
Severity

Facility

The Layer 2 Tunneling Protocol (L2TP) could not change the tunnel group with the
indicated internal ID, because the ID is invalid.

Error: An error occurred
error

LOG_PFE

ASP_L2TP_TUN_GRP_DEL_FAIL_INVLD

System Log Message

Description

Type
Severity
Facility

Unable to delete tunnel group group-id: ID is invalid

The Layer 2 Tunneling Protocol (L2TP) could not delete the tunnel group with the
indicated internal ID, because the ID is invalid.

Error: An error occurred
error

LOG_PFE

ASP_NAT_OUTOF_ADDRESSES

System Log Message

Description

Type
Severity

Facility

natpool nat-pool-name is out of addresses

Network Address Translation (NAT) services could not allocate an address from the
indicated NAT pool, because no addresses were available.

Event: This message reports an event, not an error
warning

LOG_PFE

ASP_NAT_OUTOF_PORTS

System Log Message

Description

Type
Severity

Facility

natpool nat-pool-name is out of ports

Network Address Translation (NAT) services could not allocate a port from the indicated
NAT pool, because no ports were available.

Event: This message reports an event, not an error
warning

LOG_PFE

ASP_NAT_POOL_RELEASE

System Log Message

Description

Type

Severity

natpool release address:port[count]

Network Address Translation (NAT) services made the indicated number of ports available
in the pool for the indicated address, starting at the indicated port number.

Event: This message reports an event, not an error

info
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Facility LOG_PFE

ASP_NAT_PORT_BLOCK_ACTIVE

System Log Message

Description

Type
Severity

Facility

source-address ->
nat-source-address:nat-source-port-range-start-nat-source-port-range-end Oxvaluel

When interim port block logging is configured, an interim port block log is generated at
the configured interval which carries all the information logged in
ASP_NAT_PORT_BLOCK_ALLOC including the time stamp.

Event: This message reports an event, not an error
info

LOG_PFE

ASP_NAT_PORT_BLOCK_ALLOC

System Log Message

Description

Type
Severity

Facility

source-address ->
nat-source-address:nat-source-port-range-start-nat-source-port-range-end

When Port block allocation is configured, a port block will be allocated and assigned to
a private IP if it is a first connection from that private IP or if there are no ports available

in previously allocated port block for that private IP. This has the range of NAT ports and
NAT IP allocated for that private IP.

Event: This message reports an event, not an error
info

LOG_PFE

ASP_NAT_PORT_BLOCK_RELEASE

System Log Message

Description

Type
Severity
Facility

source-address ->
nat-source-address:nat-source-port-range-start-nat-source-port-range-end Oxvaluel

Allocated port block is released.

Event: This message reports an event, not an error
info

LOG_PFE

ASP_NAT_RULE_MATCH

System Log Message

Description

syslog-prefix error-code: proto protocol-id (protocol-name) application: application,
source-interface-nameseparatorsource-address:.source-port ->
destination-addressdestination-port, event-type rule-set: rule-set-name, rule: rule-name,
term: term-name

A packet matched the indicated termin the indicated Network Address Translation (NAT)
rule. If the rule belongs to a rule set, the rule set name is also displayed. The matching
packet contained the indicated information about its protocol (numerical identifier and
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Type
Severity

Facility

name), application, source (logical interface name, IP address, and port number), and
destination (IP address and port number).

Event: This message reports an event, not an error
info

LOG_PFE

ASP_PCP_NAT_MAP_CREATE

System Log Message

Description

Type
Severity

Facility

source-address subscriber-address:source-port -> nat-source-address:nat-source-port

Create the request mapping

Event: This message reports an event, not an error
info

LOG_PFE

ASP_PCP_NAT_MAP_DELETE

System Log Message

Description

Type
Severity

Facility

source-address subscriber-address:source-port -> nat-source-address:nat-source-port

Delete the request mapping

Event: This message reports an event, not an error
info

LOG_PFE

ASP_PCP_TPC_ALLOC_ERR

System Log Message

Description

Type
Severity

Facility

Memory allocation failed for Third party client: source-address

Allocation error for third party context

Event: This message reports an event, not an error
info

LOG_PFE

ASP_PCP_TPC_NOT_FOUND

System Log Message

Description

Type
Severity

Facility

Third party context not found source-address

PCP third party context is not found

Event: This message reports an event, not an error
info

LOG_PFE
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ASP_PGCP_IPC_MSG_WRITE_FAILED

System Log Message

Description

Type
Severity
Facility

Action

Unable to write IPC message (type message-type, subtype message-subtype): status
code status

The Packet Gateway Control Protocol (PGCP) client on the MultiServices PIC could not
write an interprocess communication (IPC) message to the end of its pipe.

Error: An error occurred
error
LOG_PFE

For more inofrmation, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18755.

ASP_PGCP_IPC_PIPE_WRITE_FAILED

System Log Message

Description

Type
Severity
Facility

Action

Unable to write IPC message (type message-type, subtype message-subtype) to pipe:
status code status

The Packet Gateway Control Protocol (PGCP) client on the MultiServices PIC could not
write the contents of its interprocess communication (IPC) pipe to the socket layer.

Error: An error occurred
error
LOG_PFE

For more inofrmation, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18756.

ASP_SFW_ALG_LEVEL_ADJUSTED

System Log Message

Description

Type
Severity

Facility

ALG sfw-application-name specified by stateful firewall or CoS rule was reduced to
nat-application-name, because twice NAT does not support ALG application

A twice Network Address Translation (NAT) rule is applied to the same source or
destination addresses as a stateful firewall or class-of-service (CoS) rule that applies
an application-level gateway (ALG) other than Internet Control Message Protocol (ICMP)
or traceroute. The configuration is invalid, because only those ALGs are supported in
combination with twice NAT. The ALG configured in the stateful firewall or CoS rule was
ignored, and only the application configured in the twice-NAT rule was applied. The
adaptive services software accomplished this internally by adjusting the indicated ALG
value (which is not supported with twice NAT) to the indicated supported value.

Event: This message reports an event, not an error
warning

LOG_PFE

1o
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Action

Change the configuration so that twice-NAT rules (defined at the [edit services nat]
hierarchy level) are not applied to the same source or destination addresses as rules
defined at the [edit services stateful-firewall] or [edit services cos] hierarchy level that
include ALGs other than the supported ones.

ASP_SFW_ALG_PROMOTION_FAILED

System Log Message

Description

Type
Severity
Facility

Action

ALG promotion failed. Stateful firewall application sfw-application-name conflicts with
NAT application nat-application-name or conflicts with QoS application; request creation
of discard flow

A matching application-level gateway protocol (ALG) was found from both the indicated
stateful firewall rule and either the indicated Network Address Translation (NAT) rule
or a quality-of-service (QoS) rule, but the two ALGs were not at the same level.

Event: This message reports an event, not an error
critical
LOG_PFE

Resolve the conflicting application-protocol matching conditions in the rules at the [edit
services stateful-firewall] hierarchy level and either the [edit services cos] (for QoS rules)
or [edit services nat] (for NAT rules) hierarchy level.

ASP_SFW_APP_MSG_TOO_LONG

System Log Message

Description

Type
Severity
Facility

Action

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:.source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the Transmission Control Protocol (TCP) packet with the
indicated characteristics, because the packet was so large that it exhausted memory
resources. The packet contained the indicated information about its protocol (numerical
identifier and name), source (logical interface name, IP address, and port number), and
destination (IP address and port number).

Event: This message reports an event, not an error
notice
LOG_PFE

Delete active flows to forcibly free memory, or wait for the system to reclaim memory.
Consider creating more service sets among which resources can be divided. Otherwise,
contact your technical support representative.

ASP_SFW_CHANGE_INACTIVITY_TIMER

System Log Message

Description

change global inactivity timer to valuel open timeout to value2

The global inactivity timer and the open timeout were set to the indicated values.
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Type Event: This message reports an event, not an error
Severity critical

Facility LOG_PFE

ASP_SFW_CREATE_ACCEPT_FLOW

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name) application: application,
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type nat-information softwire-information

Description The packet with the indicated characteristics matched a stateful firewall rule that has
the 'accept' action, and the stateful firewall created a flow. If the flow requires Network
Address Translation (NAT) services, NAT information appears at the end of the message.
The matching packet contained the indicated information about its protocol (numerical
identifier and name), application, source (logical interface name, IP address, and port
number), and destination (IP address and port number), and if relevant, Softwire source
and destination IP addresses

Type Event: This message reports an event, not an error
Severity info

Facility LOG_PFE

ASP_SFW_CREATE_DISCARD_FLOW

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name) application: application,
source-interface-nameseparatorsource-address:.source-port ->
destination-addressdestination-port, event-type

Description The packet with the indicated characteristics matched a stateful firewall rule that has
the 'discard' action, and the stateful firewall created a discard flow. The matching packet
contained the indicated information about its protocol (numerical identifier and name),
application, source (logical interface name, IP address, and port number), and destination
(IP address and port number).

Type Event: This message reports an event, not an error
Severity notice

Facility LOG_PFE

ASP_SFW_CREATE_REJECT_FLOW

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name) application: application,
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

Description The packet with the indicated characteristics matched a stateful firewall rule that has
the 'reject' action, and the stateful firewall created a reject flow. The matching packet
contained the indicated information about its protocol (numerical identifier and name),
application, source (logical interface name, IP address, and port number), and destination
(IP address and port number).
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Type Event: This message reports an event, not an error
Severity notice

Facility LOG_PFE

ASP_SFW_DELETE_FLOW

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name) application: application,
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type nat-information softwire-information

Description The flow with the indicated characteristics was removed from the system. If the flow
required Network Address Translation (NAT) services, NAT information appears at the
end of the message. The flow indicated information about its protocol (numerical identifier
and name), application, source (logical interface name, IP address, and port number),
destination (IP address and port number), and if relevant, Softwire source and destination
IP addresses.

Type Event: This message reports an event, not an error
Severity info

Facility LOG_PFE

ASP_SFW_FTP_ACTIVE_ACCEPT

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name) application: application,
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type nat-information

Description When the stateful firewall receives PORT/EPRT commands in the control channel, it
creates a flow in anticipation of an FTP data connection from client to server. The packet
with the indicated characteristics matched such a flow. If the flow requires Network
Address Translation (NAT) services, NAT information appears at the end of the message.
The matching packet contained the indicated information about its protocol (numerical
identifier and name), application, source (logical interface name, IP address, and port
number), and destination (IP address and port number).

Type Event: This message reports an event, not an error
Severity notice

Facility LOG_PFE

ASP_SFW_FTP_PASSIVE_ACCEPT

System Log Message  syslog-prefix error-code: proto protocol-id (protocol-name) application: application,
source-interface-nameseparatorsource-address:.source-port ->
destination-addressdestination-port, event-type nat-information

Description When the stateful firewall receives PASV/EPSV commands in the control channel, it
creates a flow in anticipation of an FTP data connection from server to client. The packet
with the indicated characteristics matched such a flow. If the flow requires Network
Address Translation (NAT) services, NAT information appears at the end of the message.
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Type
Severity

Facility

The matching packet contained the indicated information about its protocol (numerical
identifier and name), application, source (logical interface name, IP address, and port
number), and destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_ICMP_ERROR_DROP

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the Internet Control Message Protocol (ICMP) error packet
with the indicated characteristics, because the packet did not belong to an existing flow.
The discarded packet contained the indicated information about its protocol (numerical
identifier and name), source (logical interface name, IP address, and port number), and
destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_ICMP_HEADER_LEN_ERROR

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the Internet Control Message Protocol (ICMP) packet
with the indicated characteristics, because the length field in the packet header was
shorter than the minimum 8 bytes required for an ICMP packet. The discarded packet
contained the indicated information about its protocol (numerical identifier and name),
source (logical interface name, IP address, and port number), and destination (IP address
and port number).

Event: This message reports an event, not an error

notice

LOG_PFE

ASP_SFW_ICMP_PACKET_ERROR_LENGTH

System Log Message

Description

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the Internet Control Message Protocol (ICMP) error packet
with the indicated characteristics, because the packet contained fewer than 48 bytes of

N4
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Type
Severity

Facility

data, or more than 576. The discarded packet contained the indicated information about
its protocol (numerical identifier and name), source (logical interface name, IP address,
and port number), and destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_IP_FRAG_ASSEMBLY_TIMEOUT

System Log Message

Description

Type
Severity
Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the packet with the indicated characteristics and all
related IP fragments it had previously received, because all fragments did not arrive within
the four-second reassembly timeout period. The discarded packet contained the indicated
information about its protocol (numerical identifier and name), source (logical interface
name, IP address, and port number), and destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_IP_FRAG_OVERLAP

System Log Message

Description

Type
Severity
Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the packet with the indicated characteristics and all
related IP fragments it had previously received, because the contents of two fragments
overlapped. The discarded packet contained the indicated information about its protocol
(numerical identifier and name), source (logical interface name, IP address, and port
number), and destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_IP_OPTION_DROP_PACKET

System Log Message

Description

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the packet with the indicated characteristics, because
the packet contained nonconfigured IP option types. The discarded packet contained
the indicated information about its protocol (numerical identifier and name), source
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Type
Severity

Facility

(logical interface name, IP address, and port number), and destination (IP address and
port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_IP_PACKET_CHECKSUM_ERROR

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the packet with the indicated characteristics, because
the packet checksum was incorrect. The discarded packet contained the indicated
information about its protocol (numerical identifier and name), source (logical interface
name, IP address, and port number), and destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_IP_PACKET_DST_BAD

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the packet with the indicated characteristics, because
the packet destination address was either a multicast address or was in the range reserved
for experimental use (248.0.0.0 through 255.255.255.254). The discarded packet
contained the indicated information about its protocol (numerical identifier and name),
source (logical interface name, IP address, and port number), and destination (IP address
and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_IP_PACKET_FRAG_LEN_INV

System Log Message

Description

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the packet with the indicated characteristics and all
related IP fragments it had previously received, because the length of a fragment was
invalid. The discarded packet contained the indicated information about its protocol

16
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Type
Severity

Facility

(numerical identifier and name), source (logical interface name, IP address, and port
number), and destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_IP_PACKET_INCORRECT_LEN

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the IP packet with the indicated characteristics, because
the packet length was invalid. The discarded packet contained the indicated information
about its protocol (numerical identifier and name), source (logical interface name, IP
address, and port number), and destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_IP_PACKET_LAND_ATTACK

System Log Message

Description

Type
Severity
Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the IP packet with the indicated characteristics, because
the source and destination address for the packet were the same (referred to as a land
attack). The discarded packet contained the indicated information about its protocol
(numerical identifier and name), source (logical interface name, IP address, and port
number), and destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_IP_PACKET_NOT_VERSION_4

System Log Message

Description

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the IP packet with the indicated characteristics, because
the packet version was not IP version 4 (IPv4). The discarded packet contained the
indicated information about its protocol (numerical identifier and name), source (logical
interface name, IP address, and port number), and destination (IP address and port
number).
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Type Event: This message reports an event, not an error
Severity notice

Facility LOG_PFE

ASP_SFW_IP_PACKET_PROTOCOL_ERROR

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

Description The stateful firewall discarded the IP packet with the indicated characteristics, because
the packet used an invalid protocol. The discarded packet contained the indicated
information about its protocol (numerical identifier and name), source (logical interface
name, IP address, and port number), and destination (IP address and port number).

Type Event: This message reports an event, not an error
Severity notice

Facility LOG_PFE

ASP_SFW_IP_PACKET_SRC_BAD

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

Description The stateful firewall discarded the packet with the indicated characteristics, because
the packet source address was one of the following: (1) a multicast address (2) a
broadcast address (3) in the range 127.0.0.0 through 127.255.255.255 (4) in the range
248.0.0.0 through 255.255.255.254, which is reserved for experimental use. The discarded
packet contained the indicated information about its protocol (numerical identifier and
name), source (logical interface name, IP address, and port number), and destination
(IP address and port number).

Type Event: This message reports an event, not an error
Severity notice

Facility LOG_PFE

ASP_SFW_IP_PACKET_TOO_LONG

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:.source-port ->
destination-addressdestination-port, event-type

Description The stateful firewall discarded the IP packet with the indicated characteristics, because
the packet contained more than 64 kilobytes (KB) of data (referred to as a ping-of-death
attack). The discarded packet contained the indicated information about its protocol
(numerical identifier and name), source (logical interface name, IP address, and port
number), and destination (IP address and port number).
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Type
Severity
Facility

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_IP_PACKET_TOO_SHORT

System Log Message

Description

Type
Severity
Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the IP packet with the indicated characteristics, because
the packet did not contain the minimum amount of data required. The discarded packet
contained the indicated information about its protocol (numerical identifier and name),
source (logical interface name, IP address, and port number), and destination (IP address
and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_IP_PACKET_TTL_ERROR

System Log Message

Description

Type
Severity
Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the IP packet with the indicated characteristics, because
the packet had a time-to-live (TTL) value of O (zero). The discarded packet contained
the indicated information about its protocol (numerical identifier and name), source
(logical interface name, IP address, and port number), and destination (IP address and
port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_NEW_POLICY

System Log Message

Description

Type
Severity
Facility

install new configuration

A new stateful firewall policy was installed.

Event: This message reports an event, not an error
critical

LOG_PFE
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ASP_SFW_NO_IP_PACKET

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall received the packet with the indicated characteristics, which was
not an IP packet. The packet contained the indicated information about its protocol
(numerical identifier and name), source (logical interface name, IP address, and port
number), and destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_NO_POLICY

System Log Message

Description

Type
Severity

Facility

source-address -> destination-addressNo policy

The stateful firewall received packets with the indicated source and destination addresses.
There was no matching policy for the traffic.

Event: This message reports an event, not an error
critical

LOG_PFE

ASP_SFW_NO_RULE_DROP

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the packet with the indicated characteristics, because
the packet did not match and stateful firewall rules. In this case, the default action is to
discard the packet. The discarded packet contained the indicated information about its
protocol (numerical identifier and name), source (logical interface name, IP address,
and port number), and destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_PING_DUPLICATED_SEQNO

System Log Message

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type
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Description

Type
Severity

Facility

The stateful firewall discarded the Internet Control Message Protocol (ICMP) echo
request packet with the indicated characteristics, because packet's sequence number
was the same as in a previous packet. The discarded packet contained the indicated
information about its protocol (numerical identifier and name), source (logical interface
name, IP address, and port number), and destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_PING_MISMATCHED_SEQNO

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the Internet Control Message Protocol (ICMP) echo reply
packet with the indicated characteristics, because the firewall had not previously received
an echo request packet with the same sequence number. The discarded packet contained
the indicated information about its protocol (numerical identifier and name), source
(logical interface name, IP address, and port number), and destination (IP address and
port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_PING_OUTOF_SEQNO_CACHE

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the Internet Control Message Protocol (ICMP) echo
request packet with the indicated characteristics, because it had not received echo replies
for an excessive number of previously received echo requests. The discarded packet
contained the indicated information about its protocol (numerical identifier and name),
source (logical interface name, IP address, and port number), and destination (IP address
and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_POLICY_REJECT

System Log Message

Description

reject configuration because reason

A newly installed stateful firewall policy was rejected for the indicated reason.
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Type Event: This message reports an event, not an error
Severity critical

Facility LOG_PFE

ASP_SFW_RULE_ACCEPT

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name) application: application,
source-interface-nameseparatorsource-address:source-port ->

destination-addressdestination-port, event-type rule-set: rule-set-name, rule: rule-name,
term: term-name

Description The packet with the indicated characteristics matched the indicated termin the indicated
stateful firewall rule, which has an 'accept' action. If the rule belongs to a rule set, the
rule set name is also displayed. The stateful firewall accepted the flow to which the
packet belongs. The matching packet contained the indicated information about its
protocol (numerical identifier and name), application, source (logical interface name, IP
address, and port number), and destination (IP address and port number).

Type Event: This message reports an event, not an error
Severity info

Facility LOG_PFE

ASP_SFW_RULE_DISCARD

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name) application: application,
source-interface-nameseparatorsource-address:.source-port ->
destination-addressdestination-port, event-type rule-set: rule-set-name, rule: rule-name,
term: term-name

Description The packet with the indicated characteristics matched the indicated termin the indicated
stateful firewall rule, which has a 'discard' action. If the rule belongs to a rule set, the rule
set name is also displayed. The stateful firewall discarded the packet. The matching
packet contained the indicated information about its protocol (numerical identifier and
name), application, source (logical interface name, IP address, and port number), and
destination (IP address and port number).

Type Event: This message reports an event, not an error
Severity notice

Facility LOG_PFE

ASP_SFW_RULE_REJECT

System Log Message  syslog-prefix error-code: proto protocol-id (protocol-name) application: application,
source-interface-nameseparatorsource-address:.source-port ->
destination-addressdestination-port, event-type rule-set: rule-set-name, rule: rule-name,
term: term-name

Description The packet with the indicated characteristics matched the indicated termin the indicated
stateful firewall rule, which has a 'reject' action. If the rule belongs to a rule set, the rule
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set name is also displayed. If the packet used the User Datagram Protocol (UDP), the
stateful firewall generated an Internet Control Message Protocol (ICMP) error message.
If the packet used the Transmission Control Protocol (TCP), the stateful firewall generated
an RST packet. The matching packet contained the indicated information about its
protocol (numerical identifier and name), application, source (logical interface name, IP
address, and port number), and destination (IP address and port number).

Type Event: This message reports an event, not an error
Severity notice

Facility LOG_PFE

ASP_SFW_SYN_DEFENSE

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

Description The stateful firewall discarded the packet with the indicated characteristics, because
the Transmission Control Protocol (TCP) handshake that is used to establish a session
did not complete quickly enough. The time limit is set by the 'open-timeout' statement
at the [edit interfaces <services-interface> services-options] hierarchy level or is four
seconds by default. The event was reported to intrusion detection services (IDS) and
can cause IDS to activate SYN cookie protection. The discarded packet contained the
indicated information about its protocol (numerical identifier and name), source (logical
interface name, IP address, and port number), and destination (IP address and port
number).

Type Event: This message reports an event, not an error
Severity notice
Facility LOG_PFE

Cause Possible causes for the handshake failure include the following: (1) sequence numbers
did not match in a SYN packet and a previous SYN packet (the second packet was not
a retransmission) (2) sequence numbers did not match in a SYN/ACK packet and a
previous SYN packet (3) either or both a SYN/ACK packet and an ACK packet did not
arrive at the firewall within the time limit.

ASP_SFW_TCP_BAD_SYN_COOKIE_RESP

System Log Message syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:.source-port ->
destination-addressdestination-port, event-type

Description The stateful firewall discarded the Transmission Control Protocol (TCP) ACK packet
with the indicated characteristics, either because it is the first packet in a session, or
because its sequence number did not match the sequence number in the SYN/ACK
packet that the firewall previously generated for the session. The firewall generates
SYN/ACK packets when SYN cookie protection is activated. The discarded packet
contained the indicated information about its protocol (numerical identifier and name),
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Type
Severity

Facility

source (logical interface name, IP address, and port number), and destination (IP address
and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_TCP_FLAGS_ERROR

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the Transmission Control Protocol (TCP) packet with the
indicated characteristics, because the flags in the packet were set in one of the following
combinations: (1) FIN and RST (2) SYN and one or more of FIN, RST, and URG. The
discarded packet contained the indicated information about its protocol (numerical
identifier and name), source (logical interface name, IP address, and port number), and
destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_TCP_HEADER_LEN_ERROR

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the Transmission Control Protocol (TCP) packet with the
indicated characteristics, because the length field in the packet header was shorter than
the minimum 20 bytes required for a TCP packet. The discarded packet contained the
indicated information about its protocol (numerical identifier and name), source (logical
interface name, IP address, and port number), and destination (IP address and port
number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_TCP_NON_SYN_FIRST_PACKET

System Log Message

Description

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the Transmission Control Protocol (TCP) packet with the
indicated characteristics, because it was the first packet in the TCP session but the SYN
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Type
Severity

Facility

flag was not set. The discarded packet contained the indicated information about its
protocol (numerical identifier and name), source (logical interface name, IP address,
and port number), and destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_TCP_PORT_ZERO

System Log Message

Description

Type
Severity
Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the Transmission Control Protocol (TCP) packet with the
indicated characteristics, because the source or destination port specified in the packet
was zero (0). The discarded packet contained the indicated information about its protocol
(numerical identifier and name), source (logical interface name, IP address, and port
number), and destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_TCP_RECONSTRUCT_DROP

System Log Message

Description

Type
Severity
Facility

Cause

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the Transmission Control Protocol (TCP) packet with the
indicated characteristics, because the session to which the packet belongs violated TCP
standards. The discarded packet contained the indicated information about its protocol
(numerical identifier and name), source (logical interface name, IP address, and port
number), and destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

Possible causes include the following: (1) the amount of previously received but
unacknowledged data exceeded the TCP window (2) there were sequence number errors
(gaps in the sequence or packets with overlapping numbers).
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ASP_SFW_TCP_SCAN

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall received a Transmission Control Protocol (TCP) RST packet from
aserver, indicating that the server rejected a connection attempt directed to the indicated
destination address and port. The event was reported to intrusion detection services
(IDS) and can cause IDS to activate SYN cookie protection. The RST packet contained
the indicated information about its protocol (numerical identifier and name), source
(logical interface name, IP address, and port number), and destination (IP address and
port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_TCP_SEQNO_AND_FLAGS_ZERO

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the Transmission Control Protocol (TCP) packet with the
indicated characteristics, because the packet's sequence number was O (zero) and no
flags were set. The discarded packet contained the indicated information about its
protocol (numerical identifier and name), source (logical interface name, IP address,
and port number), and destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_TCP_SEQNO_ZERO_FLAGS_SET

System Log Message

Description

Type
Severity

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the Transmission Control Protocol (TCP) packet with the
indicated characteristics, because the packet's sequence number was O (zero) and one
or more of the FIN, PSH, and RST flags were set. The discarded packet contained the
indicated information about its protocol (numerical identifier and name), source (logical
interface name, IP address, and port number), and destination (IP address and port
number).

Event: This message reports an event, not an error

notice
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Facility LOG_PFE

ASP_SFW_UDP_HEADER_LEN_ERROR

System Log Message

Description

Type
Severity
Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the User Datagram Protocol (UDP) packet with the
indicated characteristics, because the length field in the packet header was shorter than
the minimum 8 bytes required for an UDP packet. The discarded packet contained the
indicated information about its protocol (numerical identifier and name), source (logical

interface name, IP address, and port number), and destination (IP address and port
number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_UDP_PORT_ZERO

System Log Message

Description

Type
Severity
Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the User Datagram Protocol (UDP) packet with the
indicated characteristics, because the source or destination port specified in the packet
was zero (0). The discarded packet contained the indicated information about its protocol
(numerical identifier and name), source (logical interface name, IP address, and port
number), and destination (IP address and port number).

Event: This message reports an event, not an error
notice

LOG_PFE

ASP_SFW_UDP_SCAN

System Log Message

Description

Type
Severity

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall received an Internet Control Message Protocol (ICMP) error message
from a server running at the indicated destination address and User Datagram Protocol
(UDP) port. The error packet contained the indicated information about its protocol
(numerical identifier and name), source (logical interface name, IP address, and port
number), and destination (IP address and port number).

Event: This message reports an event, not an error

notice
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Facility LOG_PFE

ASP_SFW_VERY_BAD_PACKET

System Log Message

Description

Type
Severity

Facility

syslog-prefix error-code: proto protocol-id (protocol-name),
source-interface-nameseparatorsource-address:source-port ->
destination-addressdestination-port, event-type

The stateful firewall discarded the packet with the indicated characteristics, because
the packet was malformed. The discarded packet contained the indicated information
about its protocol (numerical identifier and name), source (logical interface name, IP
address, and port number), and destination (IP address and port number).

Event: This message reports an event, not an error
critical

LOG_PFE

ASP_SVC_SET_MAX_FLOWS_EXCEEDED

System Log Message

Description

Type
Severity

Facility

Number of flows (currently current-flows) exceeded configured limit (maximum-value)
count times in previous 60 seconds

A flow was not created for a service and service set, because the current number of flows
for all supported services exceeded the limit configured with the 'max-flows' statement
at the [edit services service-set <service-set-name>] hierarchy level. The message
appears once per minute and reports the number of times in the previous 60 seconds
that the system noted the excessive number of flows.

Event: This message reports an event, not an error
notice

LOG_PFE
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This chapter describes messages with the AUDITD prefix. They are generated by the audit
process (auditd), which notifies the RADIUS accounting server of user activity on the
routing platform, such as login, logout, and execution of command-line interface (CLI)
commands.

AUDITD_RADIUS_AV_ERROR

System Log Message

Description

Type
Severity

Facility

Unable to create type record: error-message

The audit process (auditd) experienced the indicated error when building RADIUS
attribute-value (AV) pairs for the indicated type of accounting request, which can be a
login or logout event, or a command issued in the CLI.

Error: An error occurred
error

LOG_DAEMON

AUDITD_RADIUS_OPEN_FAILED

System Log Message

Description

Type
Severity
Facility

Action

function-name: unable to create RADIUS object handle (error-message)

The audit process (auditd) could not create a RADIUS object handle, which it uses for
various RADIUS operations.

Error: An error occurred
emergency

LOG_DAEMON

For more information, see KB18757.

AUDITD_RADIUS_REQ_CREATE_FAILED

System Log Message

Description

Type

Unable to create RADIUS request: error-message

The audit process (auditd) could not create a RADIUS accounting request for the indicated
reason.

Error: An error occurred

Copyright © 2013, Juniper Networks, Inc. 129


http://kb.juniper.net/InfoCenter/index?page=content&id=KB18757

Junos OS 13.2 System Log Messages Reference

Severity
Facility

Action

error
LOG_DAEMON

For more information, see KB18758.

AUDITD_RADIUS_REQ_DROPPED

System Log Message

Description

Type
Severity
Facility

Cause

Discarded Accounting-Request message; no RADIUS server responded

The audit process (auditd) gathers information about system accounting events from
other system processes and sends the information to RADIUS servers in an
Accounting-Request message. The process repeatedly sent a message to all configured
RADIUS servers without receiving a response, so it discarded the message.

Error: An error occurred
error
LOG_DAEMON

The RADIUS accounting servers are not correctly configured or are unreachabile, or the
server applications are not responding.

AUDITD_RADIUS_REQ_SEND_ERROR

System Log Message

Description

Type
Severity
Facility

Cause

Action

function-name: error-message

The audit process (auditd) experienced the indicated error when it requested accounting
information from a RADIUS server.

Error: An error occurred

error

LOG_DAEMON

An internal software failure occurred.

Contact your technical support representative.

AUDITD_RADIUS_REQ_TIMED_OUT

System Log Message

Description

Type
Severity
Facility

Retransmitted request to RADIUS server radius-server

The audit process (auditd) gathers information about system accounting events from
other system processes and sends the information to RADIUS servers in an
Accounting-Request message. After failing to receive a response from the indicated
server, auditd waited for a timeout period and resent the message.

Error: An error occurred
error

LOG_DAEMON
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Cause

The RADIUS server is not responding. Possible reasons include (a) the server machine
is down, too busy, or unreachable (b) the server application is down or too busy (c) the
shared RADIUS secret sent by auditd does not match the secret on the server.

AUDITD_RADIUS_SERVER_ADD_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Unable to add RADIUS server radius-server: error-message

The audit process (auditd) read the RADIUS accounting server configuration, but could
not add the indicated server to the internal structure used to track servers.

Error: An error occurred
error

LOG_DAEMON

For more information, see KB18757.

AUDITD_SOCKET_FAILURE

System Log Message

Description

Type
Severity
Facility

Cause

Action

function-name: unable to operation socket (error-message)

The audit process (auditd) listens on a Transmission Control Protocol (TCP) socket for
system accounting events reported by other processes on the routing platform. The
indicated socket operation failed with the indicated error.

Error: An error occurred
emergency
LOG_DAEMON

An internal software failure occurred.

Contact your technical support representative. For more information, see KB18759.
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CHAPTER 14

AUTHD System Log Messages

This chapter describes messages with the AUTHD prefix. They are generated by the
generic authentication service process (authd) which is a security service that verifies
an identity that is claimed by or for a system entity.

AUTHD_ACCT_ON_ACK_NOT_RECEIVED

System Log Message

Description

Type
Severity

Facility

Acct-On-Response is not yet received for profile: profile-name, logical system:
logical-system-name, routing instance: routing-instance)

The generic authentication service process (authd) did not send any
authentication/accounting packet to the RADIUS server because it has not received
Acct-On-Ack from the RADIUS server.

Error: An error occurred
error

LOG_AUTH

AUTHD_AUTH_CREATE_FAILED

System Log Message

Description

Type
Severity
Facility

Action

Unable to allocate authentication handle: error-message

The generic authentication service process (authd) could not allocate an authentication
object for the indicated reason.

Error: An error occurred
error
LOG_AUTH

For more inofrmation see,
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18760.

AUTHD_AUTH_SERVER_STATUS_CHANGE

System Log Message

Description

Status of authentication server destination-address:destination-port set to new-state
(profile profile-name)

Authentication server status is changed to DOWN if it is unavailable, and it is again set
to UP after revert interval timer expires
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Type

Event: This message reports an event, not an error

Severity warning

Facility

LOG_AUTH

AUTHD_RADIUS_GETHOSTNAME_FAILED

System Log Message

Description

Type
Severity
Facility

Action

Unable to obtain hostname for outgoing RADIUS message: error-message

The generic authentication service process (authd) could not obtain a hostname for an
outgoing RADIUS message.

Error: An error occurred
error

LOG_AUTH

For more inofrmation see, KB18760.

AUTHD_SERVER_INIT_BIND_FAIL

System Log Message

Description

Type
Severity
Facility

Action

Unable to bind to socket file-descriptor: error-message (errno error-code)

The generic authentication service process (authd) could not bind the server to the
address specified.

Error: An error occurred
error
LOG_AUTH

For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18761.

AUTHD_SERVER_INIT_LISTEN_FAIL

System Log Message

Description

Type
Severity
Facility

Action

Unable to listen on socket file-descriptor: error-message (errno error-code)

The generic authentication service process (authd) could not initialize listening on the
server for the indicated socket.

Error: An error occurred
error
LOG_AUTH

For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18762.
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AUTOCONFD System Log Messages

This chapter describes messages with the AUTOCONFD prefix. They are generated by
the auto-configuration process (autoconfd).

AUTOCONFD_AUTHENTICATE_LICENSE
System Log Message Authentication failed due to license error. Total license failures count

Description The auto-configuration process (autoconfd) failed to authenticate the clients because
there were no licenses or an insufficient number of licenses. The indicated number of
license failures occurred and the clients were denied access and configuration.

Type Error: An error occurred
Severity alert

Facility LOG_DAEMON

Action Add or update the license for authentication
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CHAPTER 16

AUTOD System Log Messages

This chapter describes messages with the AUTOD prefix. They are generated by the
autoinstallation process (autod), which controls the initialization of J Series Services
Routers.

AUTOD_BIND_FAILURE

System Log Message

Description

Type
Severity
Facility

Action

Unable to bind address to socket: error-message

The autoinstallation process (autod) received the indicated error when it tried to bind a
socket to an address.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

AUTOD_HOSTNAME_EXPANSION_FAILURE

System Log Message

Description

Type
Severity
Facility

Action

Unable to expand compressed DNS domain name: error-message

The autoinstallation process (autod) received the indicated error when it tried to expand
a compressed Domain Name System (DNS) domain name.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

AUTOD_RECV_FAILURE

System Log Message

Description

Type

Unable to receive on socket: error-message

The autoinstallation process (autod) received the indicated error when it tried to receive
data on a socket.

Error: An error occurred
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Severity
Facility

Action

error
LOG_DAEMON

Contact your technical support representative. For more information, see KB18766.

AUTOD_RES_MKQUERY_FAILURE

System Log Message

Description

Type
Severity
Facility

Action

DNS query failed: error-message

The autoinstallation process (autod) received the indicated error when it made a Domain
Name System (DNS) query.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative. For more information, see KB18766.

AUTOD_SEND_FAILURE

System Log Message

Description

Type
Severity
Facility

Action

Unable to send on socket: error-message

The autoinstallation process (autod) received the indicated error when it tried to send
data on a socket.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative. For more information, see KB18767.

AUTOD_SOCKET_CREATE_FAILURE

System Log Message

Description

Type
Severity
Facility

Action

Unable to create socket: error-message

The autoinstallation process (autod) received the indicated error when it tried to create
a socket.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative. For more information, see KB18768.
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CHAPTER 17

AV System Log Messages

This chapter describes messages with the AV prefix. They are generated by the antivirus
scanning process (avd).

AV_PATTERN_GET_FAILED

System Log Message

Description

Type
Severity
Facility

Cause

Action

AntiVirus: cannot retrieve pattern error-message file due to error-code (status-code).

The device was unable to access or retrieve an antivirus pattern file from a server, identified
by IP address and port number, through HTTP. The error code provides information you
need to get help from Juniper Networks technical support

Event: This message reports an event, not an error
notice
LOG_FIREWALL

Unable to retrieve an antivirus pattern file from the server

Contact Juniper Networks technical support

AV_PATTERN_KEY_EXPIRED

System Log Message

Description

Type
Severity
Facility

Cause

Action

AntiVirus: Attempt to time failed due to date, please renew to receive updates.
Theinternal antivirus scanner was unsuccessful in downloading the antivirus pattern file,
because the AV license key has been expired

Event: This message reports an event, not an error

notice

LOG_FIREWALL

Download the antivirus pattern file while antivirus license key has been expired

Renew the antivirus license key

AV_PATTERN_KL_CHECK_FAILED

System Log Message

AntiVirus: db file signature mismatch: error-message.
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Description

Type
Severity
Facility

Cause

Action

The device is unable to use Kaspersky's pattern file. The error message provides
information you need to give Juniper Networks technical support

Event: This message reports an event, not an error

critical

LOG_FIREWALL

The device is unable to use Kaspersky's pattern file

Contact Juniper Networks technical suppor. For more information, see KB18769.

AV_PATTERN_TOO_BIG

System Log Message

Description

Type
Severity
Facility

Cause

Action

AntiVirus: The pattern file specified in server is too large(file-size bytes)

The pattern file size specified in the server initialization file (server.ini) exceeds the
maximum prescribed limit

Event: This message reports an event, not an error
alert
LOG_FIREWALL

The pattern file size specified in the server initialization file exceeds the limit

Contact Juniper Networks technical suppor. For more information, see KB18770.

AV_PATTERN_UPDATED

System Log Message

Description

Type
Severity
Facility

Cause

Action

AntiVirus: Pattern file updated. Version: version; size: file-size bytes

Theinternal antivirus scanner successfully updated the pattern file and may have changed
the size of the file in the process

Event: This message reports an event, not an error

notice

LOG_FIREWALL

The internal antivirus scanner successfully updated the antivirus pattern file

No recommended action

AV_PATTERN_WRITE_FS_FAILED

System Log Message

Description

Type

AntiVirus: db file save failed: error-code

The device is unable to save contents of an antivirus pattern file to the file system

Event: This message reports an event, not an error
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Severity
Facility

Cause

Action

critical
LOG_FIREWALL

The device is unable to save contents of an antivirus pattern file to the file syste

Contact Juniper Networks technical support

AV_SCANNER_READY

System Log Message

Description

Type
Severity
Facility

Cause

Action

AntiVirus:The scan engine is ready.

The antivirus scan engine is ready to scan the traffic

Event: This message reports an event, not an error
notice
LOG_FIREWALL

The antivirus scan engine is ready

No recommended action

AV_VIRUS_DETECTED_MT

System Log Message

Description

Type
Severity

Facility

AntiVirus: Virus detected: from source-address:source-port to
destination-address:destination-port source-zone source-zone-name filename file
temporary-filename virus name URL:http://www.viruslist.com/en/search?VN=url
username username roles roles

The antivirus scanner has detected a virus; the log will show source and destination port
and IP, source zone, contaminated file, virus name and URL link with virus description

Event: This message reports an event, not an error
warning

LOG_PFE
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CHAPTER 18

BFDD System Log Messages

This chapter describes messages with the BFDD prefix. They are generated by the
Bidirectional Forwarding Detection protocol process (bfdd), which detects failures in the
bidirectional path between two routing platforms.

BFDD_MIRROR_ERROR

System Log Message

Description

Type
Severity
Facility

Cause

Action

Unable to establish BFD mirror connection between Routing Engines: error-message

The Bidirectional Forwarding Detection process (bfdd) could not establish the mirror
connection (which supports nonstop routing) between the master and backup Routing
Engines.

Error: An error occurred

warning

LOG_DAEMON

The master and backup Routing Engines are running incompatible versions of the Junos

Os.

Update the Junos OS to compatible versions on the master and backup Routing Engines.

BFDD_MIRROR_VERSION_MISMATCH

System Log Message

Description

Type
Severity
Facility

Action

Versions of BFD mirror software on Routing Engines are incompatible: error-message

While trying to establish the mirror connection (which supports nonstop routing) between
the master and backup Routing Engines, the Bidirectional Forwarding Detection process
(bfdd) determined that the versions of Junos OS on the Routing Engines were
incompatible.

Error: An error occurred
warning

LOG_DAEMON

Update the Junos OS to compatible versions on the master and backup Routing Engines.

Copyright © 2013, Juniper Networks, Inc. 143



Junos OS 13.2 System Log Messages Reference

BFDD_READ_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Read error on pipe-type pipe: reason (error-message)

The Bidirectional Forwarding Detection process (bfdd) could not read the message
available on the indicated type of pipe.

Error: An error occurred
info
LOG_DAEMON

Contact your technical support representative. For more information, see KB18772.

BFDD_TRAP_MHOP_STATE_DOWN

System Log Message

Description

Type
Severity
Facility

local discriminator: session-id, new state: state, peer addr: pip-interface

The state changed to 'down' or 'admin down' for the indicated Bidirectional Forwarding
Detection process (bfdd) session.

Event: This message reports an event, not an error
warning

LOG_DAEMON

BFDD_TRAP_MHOP_STATE_UP

System Log Message

Description

Type
Severity

Facility

local discriminator: session-id, new state: state, peer addr: pip-interface

The state changed to 'up' for the indicated Bidirectional Forwarding Detection process
(bfdd) session.

Event: This message reports an event, not an error
info

LOG_DAEMON

BFDD_TRAP_SHOP_STATE_DOWN

System Log Message

Description

Type
Severity

Facility

local discriminator: session-id, new state: state, interface: pip-interface, peer addr:
remote-peer

The state changed to 'down' or 'admin down' for the indicated Bidirectional Forwarding
Detection process (bfdd) session.

Event: This message reports an event, not an error
warning

LOG_DAEMON
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BFDD_TRAP_SHOP_STATE_UP

System Log Message

Description

Type
Severity

Facility

local discriminator: session-id, new state: state, interface: pip-interface, peer addr:
remote-peer

The state changed to 'up' for the indicated Bidirectional Forwarding Detection process
(bfdd) session.

Event: This message reports an event, not an error
info

LOG_DAEMON

BFDD_TRAP_STATE_DOWN

System Log Message

Description

Type
Severity
Facility

local discriminator: session-id, new state: state

The state changed to 'down' or 'admin down' for the indicated Bidirectional Forwarding
Detection process (bfdd) session.

Event: This message reports an event, not an error
warning

LOG_DAEMON

BFDD_TRAP_STATE_UP

System Log Message

Description

Type
Severity
Facility

local discriminator: session-id, new state: state

The state changed to 'up' for the indicated Bidirectional Forwarding Detection process
(bfdd) session.

Event: This message reports an event, not an error
info

LOG_DAEMON

BFDD_WRITE_ERROR

System Log Message

Description

Type
Severity
Facility

Action

function-name: write error on pipe-type pipe (error-message)

The Bidirectional Forwarding Detection process (bfdd) could not write a message to the
indicated type of pipe.

Error: An error occurred

error

LOG_DAEMON

Contact your technical support representative. For more information, see KB18773.
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CHAPTER19

BGP System Log Messages

This chapter describes messages with the BGP prefix. They are generated by the Border
Gateway Routing Protocol.

BGP_PREFIX_THRESH_EXCEEDED

System Log Message

Description

Type
Severity
Facility

Action

peer-name: Configured maximum prefix-limit threshold(percentage-value) exceeded for
nlri-type nlri: prefix-count (instance instance)

The number of prefixes received on the BGP session exceeds the specified percentage
of the configured maximum limit.

Event: This message reports an event, not an error
warning

LOG_DAEMON

Contact your technical support representative.

BGP_PREFIX_ACPT_THRESH_EXCEEDED

System Log Message

Description

Type
Severity
Facility

Action

peer-name: Configured maximum accepted prefix-limit threshold(percentage-value)
exceeded for nlri-type nlri: prefix-count (instance instance)

The number of prefixes accepted on the the BGP session exceeds the specified percentage
of the configured maximum limit.

Event: This message reports an event, not an error
warning
LOG_DAEMON

Contact your technical support representative.
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CHAPTER 20

BOOTPD System Log Messages

This chapter describes messages with the BOOTPD prefix. They are generated by the
boot parameter process (tnp.bootpd), which provides the appropriate boot string to
hardware components as they initialize.

BOOTPD_ARG_ERR

System Log Message

Description

Type
Severity
Facility

Action

BOOTPD_BAD_ID
System Log Message

Description

Type
Severity
Facility

Ignoring unknown option -option

The indicated option was provided on the 'tnp.bootpd' command line and is invalid. The
boot parameter process (tnp.bootpd) initialized but ignored the invalid option.

Error: An error occurred
warning
ANY

Remove the invalid option from the 'tnp.bootpd' command line.

Unexpected ID Oxassembly-id

As each hardware component on the routing platform initializes, it requests a boot string
from the boot parameter process (tnp.bootpd). The boot strings are defined in the
configuration file tnp.bootpd. A request failed because it included the indicated assembly
ID, for which there is no definition in the file.

Event: This message reports an event, not an error
notice

ANY

BOOTPD_BOOTSTRING

System Log Message

Description

Boot string: boot-string

As each hardware component on the routing platform initializes, it requests a boot string
from the boot parameter process (tnp.bootpd). tnp.bootpd responded with the indicated
boot string.
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Type
Severity

Facility

Event: This message reports an event, not an error
info

ANY

BOOTPD_CONFIG_ERR

System Log Message

Description

Type
Severity
Facility

Action

Problems with configuration file 'filename', using defaults

The boot parameter process (tnp.bootpd) could not read the indicated configuration
file, so it initialized using default settings defined at compile time.

Error: An error occurred
error

ANY

Correct the configuration file.

BOOTPD_CONF_OPEN

System Log Message

Description

Type
Severity
Facility

Action

Unable to open configuration file 'filename'

The boot parameter process (tnp.bootpd) could not open the indicated configuration
file, so it initialized using default settings defined at compile time.

Event: This message reports an event, not an error
notice

ANY

Contact your technical support representative.

BOOTPD_DUP_PIC_SLOT

System Log Message

Description

Type
Severity
Facility

Action

Duplicate default value defined for PIC pic-slot in FPC fpc-slot

As each hardware component on the routing platform initializes, it requests a boot string
from the boot parameter process (tnp.bootpd). The boot strings are defined in the
configuration file for tnp.bootpd. There was more than one definition in the file for the
indicated PIC slot in the indicated Flexible PIC Concentrator (FPC), so tnp.bootpd used
the first definition it found.

Event: This message reports an event, not an error
notice

ANY

Remove the extra definitions from the configuration file.
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BOOTPD_DUP_REV

System Log Message

Description

Type
Severity
Facility

Action

Duplicate revision: major-version.minor-version

As each hardware component on the routing platform initializes, it requests a boot string
from the boot parameter process (tnp.bootpd). The boot strings are defined in the
configuration file for tnp.bootpd. There was more than one definition in the file for the
indicated revision of a component, so tnp.bootpd used the first definition it found.

Event: This message reports an event, not an error
notice
ANY

Remove the extra definitions from the configuration file.

BOOTPD_DUP_SLOT

System Log Message

Description

Type
Severity
Facility

Action

Duplicate slot default: slot

As each hardware component on the routing platform initializes, it requests a boot string
from the boot parameter process (tnp.bootpd). The boot strings are defined in the
configuration file for tnp.bootpd. There was more than one definition in the file for the
indicated slot (combination of component assembly ID and revision), so tnp.bootpd
used the first definition it found.

Event: This message reports an event, not an error
notice
ANY

Remove the extra definitions from the configuration file.

BOOTPD_HWDB_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Operation in chassis hardware database failed: error-message

The boot parameter process (tnp.bootpd) could not complete an operation in the
hardware database maintained by the chassis process (chassisd), for the indicated
reason.

Error: An error occurred
error
ANY

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18774.
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BOOTPD_MODEL_CHK

System Log Message

Description

Type
Severity
Facility

Action

Unexpected ID Oxidentifier for model model

As each hardware component on the routing platform initializes, it requests a boot string
from the boot parameter process (tnp.bootpd). A request failed because it included the
indicated assembly ID, which is inconsistent with the routing platform's model number.

Error: An error occurred
warning

ANY

Contact your technical support representative.

BOOTPD_NEW_CONF

System Log Message

Description

Type
Severity

Facility

New configuration installed

The boot parameter process (tnp.bootpd) loaded a new configuration file.

Event: This message reports an event, not an error
info

ANY

BOOTPD_NO_BOOTSTRING

System Log Message

Description

Type
Severity
Facility

Action

No boot string found for type board-type major-version.minor-version command-type

As each hardware component on the routing platform initializes, it requests a boot string
from the boot parameter process (tnp.bootpd). The boot strings are defined in the
configuration file for tnp.bootpd. The file did not include a boot string for the hardware
component with the indicated characteristics.

Error: An error occurred
warning

ANY

Contact your technical support representative.

BOOTPD_NO_CONFIG

System Log Message

Description

Type

Severity

No configuration file 'filename', using defaults

The boot parameter process (tnp.bootpd) could not open the indicated configuration
file, so it initialized using default settings defined at compile time.

Event: This message reports an event, not an error

notice
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Facility ANY

BOOTPD_PARSE_ERR

System Log Message

Description

Type
Severity
Facility

Action

filename: return-value parse errors on SIGHUP

There was an error in the configuration file for the boot parameter process (tnp.bootpd),
so it initialized using default settings defined at compile time.

Error: An error occurred
error
ANY

Correct the configuration file.

BOOTPD_REPARSE

System Log Message

Description

Type
Severity

Facility

Reparsing configuration file 'filename'

The boot parameter process (tnp.bootpd) reparsed the indicated configuration file.

Event: This message reports an event, not an error
info

ANY

BOOTPD_SELECT_ERR

System Log Message

Description

Type
Severity
Facility

Action

select: error-message

The boot parameter process (tnp.bootpd) issued the select() system call, which returned
the indicated error message.

Error: An error occurred
warning
ANY

Contact your technical support representative.

BOOTPD_TIMEOUT

System Log Message

Description

Type
Severity

Facility

Timeout duration unreasonable

The indicated timeout value was specified for the -t argument on the 'tnp.bootpd'
command line, or no value was provided. The value was not acceptable, so the boot
parameter process (tnp.bootpd) initialized using the default value of 30 seconds.

Error: An error occurred
warning

ANY
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Action Provide an acceptable value for the -t argument; acceptable values are '1' (second) and
larger.
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CHAPTER 21

CFMD System Log Messages

This chapter describes messages with the CFMD prefix. They are generated by the
connectivity-fault management (CFM) process (cfmd), which supports Operation,
Administration, and Maintenance (OAM) functions that are defined in the Institute of
Electrical and Electronics Engineers (IEEE) 802.1ag standard for Ethernet interfaces.

CFMD_CCM_DEFECT_CROSS_CONNECT

System Log Message

Description

Type
Severity
Facility

Cause

Action

CFM defect: error-message

A connectivity-fault management (CFM) maintenance endpoint (MEP) received a
continuity check message (CCM) that had an incorrect maintenance association (MA)
ID or a maintenance domain (MD) level lower than that of the MEP, each of which
indicates a cross-connect error.

Event: This message reports an event, not an error
error
LOG_DAEMON

The configuration is invalid.

Check whether the configured MD name, format, and level, or the MA name or format,
is different from the remote endpoint.

CFMD_CCM_DEFECT_ERROR

System Log Message

Description

Type
Severity
Facility

Cause

CFM defect: error-message

A connectivity-fault management (CFM) maintenance endpoint (MEP) received a
continuity check message (CCM) with anincorrect transmission interval or MEP ID, which
indicates a configuration error.

Event: This message reports an event, not an error
error
LOG_DAEMON

The configuration is invalid.
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Action

Verify that the configured continuity-check transmission interval does not differ from the
remote endpoint, and that the configured MEP ID is valid.

CFMD_CCM_DEFECT_MAC_STATUS

System Log Message

Description

Type
Severity
Facility

CFM defect: error-message

A connectivity-fault management (CFM) maintenance endpoint (MEP) received a
continuity check message (CCM) that contained a 'Port Status' or 'Interface Status' type,
length, value (TLV), which indicate a failed bridge port or aggregated port.

Event: This message reports an event, not an error
error

LOG_DAEMON

CFMD_CCM_DEFECT_NONE

System Log Message

Description

Type
Severity

Facility

CFM defect: error-message

No defect was detected.

Event: This message reports an event, not an error
error

LOG_DAEMON

CFMD_CCM_DEFECT_RDI

System Log Message

Description

Type
Severity

Facility

CFM defect: error-message

A connectivity-fault management (CFM) maintenance endpoint (MEP) received a
continuity check message (CCM) that had the 'Remote Defect Indication' (RDI) bit set,
which indicates that not all configured MEPs are returning CCMs to the transmitting MEP.

Event: This message reports an event, not an error
error

LOG_DAEMON

CFMD_CCM_DEFECT_RMEP

System Log Message

Description

Type
Severity
Facility

CFM defect: error-message

A connectivity-fault management (CFM) maintenance endpoint (MEP) did not receive
three consecutive continuity check message (CCM)s from one of the other MEPs in its
maintenance association (MA), which indicates a MEP failure or network failure.

Event: This message reports an event, not an error
error

LOG_DAEMON
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CFMD_CCM_DEFECT_UNKNOWN

System Log Message

Description

Type
Severity
Facility

CFM defect: error-message

An unknown defect was detected.

Event: This message reports an event, not an error
error

LOG_DAEMON

CFMD_PPM_READ_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Read error on pipe from ppmd: reason (error-message)

The connectivity fault management process (cfmd) could not read a message available
on the read pipe from the periodic packet management process (ppmd).

Error: An error occurred
error

ANY

Contact your technical support representative.

CFMD_PPM_WRITE_ERROR

System Log Message

Description

Type
Severity
Facility

Action

function-name: write error on pipe to ppmd (error-message)

The connectivity fault management process (cfmd) could not write a message on the
pipe to the periodic packet management process (ppmd).

Error: An error occurred
error

ANY

Contact your technical support representative.

Copyright © 2013, Juniper Networks, Inc. 157



Junos OS 13.2 System Log Messages Reference

158 Copyright © 2013, Juniper Networks, Inc.



CHAPTER 22

CHASSISD System Log Messages

This chapter describes messages with the CHASSISD prefix. They are generated by the
chassis process (chassisd), which controls hardware components on the routing platform.

CHASSISD_ACQUIRE_MASTERSHIP

System Log Message

Description

Type
Severity
Facility

Cause

Acquire mastership notification

The chassis process (chassisd) running on the master Routing Engine received a request
to acquire mastership.

Event: This message reports an event, not an error
info
LOG_DAEMON

The Routing Engine was probably rebooting and graceful Routing Engine switchover is
configured.

CHASSISD_ANTICF_PIM_CHECK_FAILED

System Log Message

Description

Type
Severity

Facility

PIM pim-slot failed anti-counterfeit check

Theindicated Physical Interface Module (PIM) failed the anti-counterfeit check performed
by the chassis process (chassisd).

Error: An error occurred
error

LOG_DAEMON

CHASSISD_ANTICF_RE_CHECK_FAILED

System Log Message

Description

Type

Severity

Routing Engine failed anti-counterfeit check

The Routing Engine failed the anti-counterfeit check performed by the chassis process
(chassisd).

Error: An error occurred

error
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Facility

LOG_DAEMON

CHASSISD_ANTICF_RE_ROM_READ_FAIL

System Log Message

Description

Type
Severity
Facility

Action

Unable to read serial number from anti-counterfeit device for Routing Engine

The chassis process (chassisd) could not read the serial number recorded in the ROM
of the anti-counterfeit device for the Routing Engine.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.

CHASSISD_ANTICF_RE_SHA_READ_FAIL

System Log Message

Description

Type
Severity
Facility

Action

Unable to read SHA output from anti-counterfeit device for Routing Engine

The chassis process (chassisd) could not read Secure Hash Algorithm (SHA) information
from the anti-counterfeit device for the Routing Engine.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_ANTICF_ROM_READ_FAILED

System Log Message

Description

Type
Severity
Facility

Action

Unable to read serial number from anti-counterfeit device for PIM pim-slot

The chassis process (chassisd) could not read the serial number recorded in the ROM
of the anti-counterfeit device for the indicated Physical Interface Module.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_ANTICF_SHA_READ_FAILED

System Log Message

Description

Type

Unable to read SHA output from anti-counterfeit device for PIM pim-slot

The chassis process (chassisd) could not read Secure Hash Algorithm (SHA) information
from the anti-counterfeit device for the indicated Physical Interface Module (PIM).

Error: An error occurred
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Severity
Facility

Action

error
LOG_DAEMON

Contact your technical support representative.

CHASSISD_ARGUMENT_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Unknown option option

The indicated option, provided on the 'chassisd' command line, is invalid. The chassis
process (chassisd) initialized but ignored the invalid option.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_BLOWERS_SPEED

System Log Message

Description

Type
Severity
Facility

Fans and impellers are now running at normal speed

The fans (and impellers, if applicable) were running at the normal speed.

Event: This message reports an event, not an error
info

LOG_DAEMON

CHASSISD_BLOWERS_SPEED_FULL

System Log Message

Description

Type
Severity
Facility

Fans and impellers being set to full speed [reason]

For the indicated reason, the chassis process (chassisd) increased the speed of fans
(and impellers, if applicable) to the maximum.

Event: This message reports an event, not an error
info

LOG_DAEMON

CHASSISD_BLOWERS_SPEED_MEDIUM

System Log Message

Description

Type

Severity

Fans and impellers being set to intermediate speed

The chassis process (chassisd) increased the speed of fans (and impellers, if applicable)
to the intermediate level because of a temperature increase in the chassis.

Event: This message reports an event, not an error

info
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Facility

LOG_DAEMON

CHASSISD_BUS_DEVICE_OPEN_FAILURE

System Log Message

Description

Type
Severity
Facility

Action

Unable to open 'bus-type' bus device, error error-message (error-code)

The chassis process (chassisd) could not open the indicated bus device for the indicated
reason.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18776.

CHASSISD_CB_CLOCK_CHECKSUM

System Log Message

Description

Type
Severity

Facility

Clock module on M120 CB had configuration data checksum error

The chassis process (chassisd) detected a checksum error for the clock module on an
M120 Control Board (CB).

Error: An error occurred
error

LOG_DAEMON

CHASSISD_CB_MASTER_BP_IGNORED

System Log Message

Description

Type
Severity
Facility

Cause

Action

Press of online/offline button ignored for master fru-name fru-slot

The online/offline button for the indicated control board was pressed, but the chassis
process (chassisd) ignored the request. The control board for M40e and M160 routers
is the Miscellaneous Control Subsystem (MCS). The control board for M320, T320, T640,
MX240, MX480 and MX960 routers is the Control Board (CB).

Event: This message reports an event, not an error
error
LOG_DAEMON

The control board was acting as master.

Switch mastership to the other control board before taking the control board offline.

CHASSISD_CB_READ

System Log Message

Description

Error reading midplane ID EEPROM, errno error-code

The chassis process (chassisd) could not read the EEPROM on the midplane.
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Type
Severity
Facility

Action

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.

CHASSISD_CB_RE_ONLINE_BP_IGNORED

System Log Message

Description

Type
Severity
Facility

Cause

Action

Unable to take fru-name fru-slot offline because paired Routing Engine is online

The online/offline button for the indicated control board was pressed, but the chassis
process (chassisd) ignored the request. The control board for M40e and M160 routers
is the Miscellaneous Control Subsystem (MCS). The control board for M320, T320, T640,
MX240, MX480 and MX960 routers is the Control Board (CB).

Event: This message reports an event, not an error
error
LOG_DAEMON

The Routing Engine paired with the indicated control board is still online.

Take the Routing Engine offline before taking the control board offline.

CHASSISD_CFEB_POWER_FAILURE

System Log Message

Description

Type
Severity
Facility

Action

function-name: unable to turn state power for CFEB cfeb-slot

The chassis process (chassisd) could not turn on or turn off the power to the indicated
Compact Forwarding Engine Board (CFEB).

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18777.

CHASSISD_CLEAR_CONFIG_ERROR

System Log Message

Description

Type

Severity

function-name: status

The chassis process (chassisd) encountered an error while trying to clear the state
information associated with a copy of the management process (mgd) that it spawned
to commit the rescue configuration. The commit operation succeeded or failed as
indicated.

Error: An error occurred

error
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Facility LOG_DAEMON

Cause

Action

An internal software failure occurred.

Contact your technical support representative.

CHASSISD_CLOCK_FAILURE

System Log Message

Description

Type
Severity
Facility

Action

function-name: fru-name error-message

The chassis process (chassisd) determined that the indicated clock source failed in the
indicated way.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18778.

CHASSISD_CLOCK_NOTICE

System Log Message

Description

Type
Severity

Facility

fru-name: message

The clock-synchronization status of the indicated component (field-replaceable unit, or
FRU) changed as indicated.

Event: This message reports an event, not an error
notice

LOG_DAEMON

CHASSISD_CLOCK_RESET_FAIL

System Log Message

Description

Type
Severity

Facility

Zarlink module on Taz Base Board is not coming up after reset

The chassis process (chassisd) detected an error in the state of clock module.

Error: An error occurred
error

LOG_DAEMON

CHASSISD_CMB_READBACK_ERROR

System Log Message

Description

Type

Readback error from chassis management bus for fru-name fru-slot ([Oxaddress, Oxoffset]
-> Oxerror-code)

The chassis process (chassisd) could not read back information from the Chassis
Management Bus (CMB) about the indicated component (field-replaceable unit, or FRU).

Error: An error occurred

164

Copyright © 2013, Juniper Networks, Inc.



Chapter 22: CHASSISD System Log Messages

Severity
Facility

Cause

Action

error
LOG_DAEMON
The probable cause is hardware error.

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18779.

CHASSISD_COMMAND_ACK_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Error occurred when fru-name fru-slot reported its online status: error-message (error
code error-code)

The chassis process requested that the indicated component (field-replaceable unit, or
FRU) confirm that it was online. The indicated error occurred when the FRU sent its
response. In the normal case, the chassis process performed any additional action
necessary to guarantee that the FRU came online.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18780.

CHASSISD_COMMAND_ACK_SFM_ERROR

System Log Message

Description

Type
Severity
Facility

Action

function-name: SFM sfm-slot did not acknowledge FPC fpc-slot: error error-message
(code error-code)

The chassis process (chassisd) requires an acknowledgment from each Switching and
Forwarding Module (SFM) before it registers a Flexible PIC Controller (FPC) as online.
The acknowledgment message from the indicated SFM failed for the indicated FPC.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB1878]1.

CHASSISD_CONCAT_MODE_ERROR

System Log Message

Description

Cannot set no-concatenated mode for FPC fpc-slot PIC pic-slot

The chassis process (chassisd) could not set channelized mode for the indicated
SONET/SDH Physical Interface Card (PIC). Channelized mode is configured by including
the no-concatenate statement at the [edit chassis fpc 'slot' pic 'slot'] hierarchy level.
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Type
Severity

Facility

Event: This message reports an event, not an error
warning

LOG_DAEMON

CHASSISD_CONFIG_ACCESS_ERROR

System Log Message

Description

Type
Severity
Facility

Cause

Action

function-name: error-message

The chassis process (chassisd) experienced the indicated problem while attempting to
parse the configuration database.

Error: An error occurred

error

LOG_DAEMON

An internal software failure occurred.

Contact your technical support representative.

CHASSISD_CONFIG_CHANGE_IFDEV_DEL

System Log Message

Description

Type
Severity

Facility

Deleting argument] interface-typesdev-numberargument2 due to configuration change

The chassis process (chassisd) deleted the indicated interface devices due to a change
in the configuration.

Event: This message reports an event, not an error
warning

LOG_DAEMON

CHASSISD_CONFIG_INIT_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Unable to parse configuration; using defaults

The chassis process (chassisd) could not parse the configuration and used default values
while initializing.

Error: An error occurred

error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_CONFIG_WARNING

System Log Message

Description

function-name: warning-message, FPC fpc-slot PIC pic-slot

The configuration that was specified for the indicated Physical Interface Card (PIC) is
invalid for that type of PIC.
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Type
Severity

Facility

Event: This message reports an event, not an error
warning

LOG_DAEMON

CHASSISD_DEVICE_OPEN_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Unable to open device-name device file (errno error-code)

The chassis process (chassisd) could not open the device file for the indicated device.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.

CHASSISD_EXEC_ERROR

System Log Message

Description

Type
Severity
Facility

Cause

Action

CHASSISD_EXISTS

System Log Message

Description

Type
Severity

Facility

function-name: error-message

While trying to commit the rescue configuration, the chassis process (chassisd)
encountered an error.

Error: An error occurred
error
LOG_DAEMON

An internal software failure occurred.

Contact your technical support representative.

chassisd already running; exiting

The chassis process (chassisd) exited because it discovered that another chassisd
process is already running.

Event: This message reports an event, not an error
warning

LOG_DAEMON

CHASSISD_EXISTS_TERM_OTHER

System Log Message

Description

Killing existing chassisd and exiting

The chassis process (chassisd) discovered that another chassisd process is already
running. It terminated the other process and exited.
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Type

Event: This message reports an event, not an error

Severity warning

Facility

LOG_DAEMON

CHASSISD_FAN_FAILURE

System Log Message

Description

Type
Severity
Facility

Action

fru-name in slot fru-slot failed

The indicated fan or impeller failed. The chassis process (chassisd) raised an alarm and
increased the speed of the remaining fans (and impellers, if applicable) to full speed.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18782.

CHASSISD_FASIC_CONFIG_COMPLETE

System Log Message

Description

Type
Severity

Facility

Fchip: configuration already completed

The chassis process (chassisd) detected an attempt to configure an F chip on a Control
Board (CB) when configuration was already complete.

Error: An error occurred

error

LOG_DAEMON

CHASSISD_FASIC_FTOKEN_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Fchip (CB control-board-slot, D fchip-id): ftoken overflow/underflow set (data) at address

The chassis process (chassisd) detected an underflow or overflow error on the indicated
F chip on the indicated Control Board (CB).

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18783.

CHASSISD_FASIC_FTOKEN_INIT_ERROR

System Log Message

Fchip (CB control-board-slot, D fchip-id): f8chip_ftoken_init() stuck in ftoken loop,
addr=address, data=data
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Description

Type
Severity
Facility

Action

The chassis process (chassisd) encountered an error while initializing memory at the
indicated address for the indicated F chip on the indicated Control Board (CB).

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18784.

CHASSISD_FASIC_HSL_CONFIG_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Fchip (CB control-board-slot, ID fchip-id): HSL configuration failed (error error-message)

The chassis process (chassisd) could not configure high speed links (HSL) for the
indicated F chip on the indicated Control Board (CB).

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18785.

CHASSISD_FASIC_HSL_LINK_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Fchip (CB control-board-slot, ID fchip-id): link link-id failed because of error-message

The chassis process (chassisd) detected an error for the indicated high speed link (HSL)
for the indicated F chip on the indicated Control Board (CB).

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18786.

CHASSISD_FASIC_INIT_ERROR

System Log Message

Description

Type

Severity

Fchips were not configured yet

The chassis process (chassisd) detected that F chips were not yet initialized on the
Control Board (CB).

Error: An error occurred

error
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Facility

Action

LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18787.

CHASSISD_FASIC_INPUT_DROP

System Log Message

Description

Type
Severity
Facility

Action

Fchip (CB control-board-slot, D fchip-id): dropped drop-rate cells per second coming
from Packet Forwarding Engine pfe on FPC fpc-slot

The Packet Forwarding Engine divides packets into smaller units called cells for more
efficient processing. As the indicated F chip on the indicated Control Board (CB) processed
data that was received from the indicated Packet Forwarding Engine on the indicated
Flexible PIC Concentrator (FPC), it dropped the indicated number of cells per second.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18788.

CHASSISD_FASIC_OUTPUT_DROP

System Log Message

Description

Type
Severity
Facility

Action

Fchip (CB control-board-slot, ID fchip-id): dropped drop-rate cells per second destined
for Packet Forwarding Engine pfe on FPC fpc-slot

The Packet Forwarding Engine divides packets into smaller units called cells for more
efficient processing. As the indicated F chip on the indicated Control Board (CB) processed
data before sendingit to the indicated Packet Forwarding Engine on the indicated Flexible
Port Concentrator (FPC) for outgoing transmission, it dropped the indicated number of
cells per second.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB187809.

CHASSISD_FASIC_PIO_READ_ERROR

System Log Message

Description

Type

Fchip (CB control-board-slot, ID fchip-id): read error in function-name() for link#link-id
at address address in register register

The indicated routine failed with a read error at the indicated address and register for
the indicated F chip and link on the indicated Control Board (CB).

Error: An error occurred
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Severity
Facility

Action

error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18790.

CHASSISD_FASIC_PIO_WRITE_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Fchip (CB control-board-slot, D fchip-id): write error in function-name() for link#link-id
at address address in register register

The indicated routine failed with a write error at the indicated address and register for
the indicated F chip and link on the indicated Control Board (CB).

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18791.

CHASSISD_FASIC_PLL_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Fchip (CB control-board-slot, ID fchip-id): unable to lock PLL

The chassis process (chassisd) could not lock a phased-lock loop (PLL) for the indicated
F chip on the indicated Control Board (CB).

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18792.

CHASSISD_FASIC_RESET_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Fchip (CB control-board-slot, ID fchip-id): reset failed

The chassis process (chassisd) could not reset the indicated F chip on the indicated
Control Board (CB).

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18793.
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CHASSISD_FASIC_SRAM_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Fchip (CB control-board-slot, ID fchip-id): SRAM fuse did not initialize

The chassis process (chassisd) detected that static RAM (SRAM) did not initialize properly
for the indicated F chip on the indicated Control Board (CB).

Error: An error occurred
error
LOG_DAEMON

For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18794.

CHASSISD_FASIC_VERSION_ERROR

System Log Message

Description

Type
Severity

Facility

Fchip (CB control-board-slot, ID fchip-id): part number part-number and version version
were invalid

The indicated part number and version detected for the indicated F chip on the indicated
Control Board (CB) were not valid values.

Error: An error occurred
error

LOG_DAEMON

CHASSISD_FCHIP_CONFIG_COMPLETE

System Log Message

Description

Type
Severity

Facility

Fchip: configuration already completed

The chassis process (chassisd) detected an attempt to configure an F chip when
configuration was already complete.

Error: An error occurred
error

LOG_DAEMON

CHASSISD_FCHIP_CONFIG_MD_ERROR

System Log Message

Description

Type
Severity
Facility

Fchip fchip-id: invalid number of Md chips (count) for Packet Forwarding Engine pfe on
FPC fpc-slot

The chassis process (chassisd) detected an invalid number of Md chips for the indicated
F chip, Packet Forwarding Engine and Flexible PIC Concentrator (FPC).

Error: An error occurred
error

LOG_DAEMON
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Action  For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18795.

CHASSISD_FCHIP_CONFIG_RATE_ERROR
System Log Message Fchip fchip-id: unable to set rate limit on port port

Description The chassis process (chassisd) could not set the rate limit for the indicated F chip and
port.

Type Error: An error occurred
Severity error

Facility LOG_DAEMON

CHASSISD_FCHIP_CONFIG_READ_ERROR
System Log Message Fchip fchip-id: unable to read configuration register

Description The chassis process (chassisd) could not read a configuration register on the indicated
F chip.

Type Error: An error occurred
Severity error

Facility LOG_DAEMON

CHASSISD_FCHIP_FTOKEN_ERROR
System Log Message Fchip fchip-id: Ftoken overflow/underflow set (data) at address

Description The chassis process (chassisd) detected an underflow or overflow error on the indicated
F chip.

Type Error: An error occurred
Severity error
Facility LOG_DAEMON

Action Contact your technical support representative.

CHASSISD_FCHIP_FTOKEN_INIT_ERROR
System Log Message Fchip fchip-id: fchip_ftoken_init() stuck in ftoken loop, addr=address, data=data

Description The chassis process (chassisd) encountered an error while initializing memory at the
indicated address for the indicated F chip.

Type Error: An error occurred
Severity error

Facility LOG_DAEMON
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Action

Contact your technical support representative.

CHASSISD_FCHIP_HSR_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Fchip high-speed receiver (HSR) error: error-message

The chassis process (chassisd) detected an error in the high-speed receiver (HSR)
subsystem for the F chip with the indicated characteristics.

Error: An error occurred
error
LOG_DAEMON

For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18796.

CHASSISD_FCHIP_HSR_INIT_ERROR

System Log Message

Description

Type
Severity
Facility

HSR: No vectors supplied

The chassis process (chassisd) could not initialize the high-speed receiver (HSR)
subsystem for an F chip.

Error: An error occurred
error

LOG_DAEMON

CHASSISD_FCHIP_HSR_INIT_LINK_ERR

System Log Message

Description

Type
Severity
Facility

Fchip fchip-id: unable to initialize HSR link link-id

The chassis process (chassisd) could not initialize the indicated high-speed receiver
(HSR) link for the indicated F chip.

Error: An error occurred
error

LOG_DAEMON

CHASSISD_FCHIP_HSR_RESET_ERROR

System Log Message

Description

Type
Severity
Facility

Fchip fchip-id: hsr_reset error in fchip_init() on link link-id

A high-speed receiver (HSR) reset error occurred during initialization of the indicated F
chip and link.

Error: An error occurred
error

LOG_DAEMON
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CHASSISD_FCHIP_HST_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Fchip high-speed transmitter (HST) error: error-message

The chassis process (chassisd) detected an error in the high-speed transmitter (HST)
subsystem for the F chip with the indicated characteristics.

Error: An error occurred
error
LOG_DAEMON

For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18797.

CHASSISD_FCHIP_HST_INIT_ERROR

System Log Message

Description

Type
Severity

Facility

HST: No vectors supplied

The chassis process (chassisd) could not initialize the high-speed transmitter (HST)
subsystem for an F chip.

Error: An error occurred
error

LOG_DAEMON

CHASSISD_FCHIP_HST_INIT_LINK_ERR

System Log Message

Description

Type
Severity

Facility

Fchip fchip-id: unable to initialize HST link link-id

The chassis process (chassisd) could not initialize the indicated high-speed transmitter
(HST) link for the indicated F chip.

Error: An error occurred
error

LOG_DAEMON

CHASSISD_FCHIP_HST_RESET_ERROR

System Log Message

Description

Type
Severity
Facility

Fchip fchip-id: hst_reset error in fchip_init() on link link-id

A high-speed transmitter (HST) reset error occurred during initialization of the indicated
F chip and link.

Error: An error occurred
error

LOG_DAEMON
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CHASSISD_FCHIP_INIT_ERROR

System Log Message

Description

Type
Severity
Facility

Fchips were not configured yet

The chassis process (chassisd) detected that F chips were not yet initialized.

Error: An error occurred
error

LOG_DAEMON

CHASSISD_FCHIP_LINK_ERROR

System Log Message

Description

Type
Severity
Facility

Action

SIBsib-slot_FO: link-type link link-id was bad

The chassis process (chassisd) detected an error for the indicated high-speed receiver
(HSR) or high-speed transmitter (HST) link for an F chip on the indicated Switch Interface
Board (SIB).

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18798.

CHASSISD_FCHIP_MONITOR_ERROR

System Log Message

Description

Type
Severity
Facility

Action

F chip module was invalid

The chassis process (chassisd) detected an invalid F-chip module while enabling or
disabling the monitoring of F-chip functional blocks.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18799.

CHASSISD_FCHIP_PIO_READ_ERROR

System Log Message

Description

Type

Fchip fchip-id: read error in function-name() for link#link-id, at address address in register
register

The indicated routine failed with a read error at the indicated address and register for
the indicated F chip and link.

Error: An error occurred
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Severity
Facility

Action

error
LOG_DAEMON

For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18800.

CHASSISD_FCHIP_PIO_WRITE_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Fchip fchip-id: write errorin function-name() for link#link-id, at address address in register
register

The indicated routine failed with a write error at the indicated address and register for
the indicated F chip and link.

Error: An error occurred
error
LOG_DAEMON

For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18801.

CHASSISD_FCHIP_POLL_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Fchip fchip-id: link-type link-id poll returned error error-code

An error with the indicated error number occurred during polling of the indicated
high-speed receiver (HSR) or high-speed transmitter (HST) link for the indicated F chip.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FCHIP_RATE_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Fchip fchip-id: per-port rate limit was not enabled

The chassis process (chassisd) detected that per-port rate limiting was not enabled
when it attempted to set the rate limit on an individual port for the indicated F chip.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.
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CHASSISD_FCHIP_SIB_NOT_STARTED

System Log Message

Description

Type
Severity
Facility

Action

Unable to start fru-name fru-slot because F chips were not initialized

The indicated Switch Interface Board (SIB) did not start because the F chips on it were
not initialized.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FCHIP_VERSION_ERROR

System Log Message

Description

Type
Severity

Facility

F chip fchip-id: part number (part-number) and version (version) were invalid

The indicated part number and version detected for the indicated F chip were not valid
values.

Error: An error occurred
error

LOG_DAEMON

CHASSISD_FEB_REVERSION

System Log Message

Description

Type
Severity
Facility

Reversion from FEB fru-slot to FEB slot

The chassis daemon (chassisd) reverted to the indicated FEB from the specified FEB.

Event: This message reports an event, not an error
error

LOG_DAEMON

CHASSISD_FEB_SWITCHOVER

System Log Message

Description

Type
Severity

Facility

Switchover from FEB fru-slot to FEB slot

The chassis daemon (chassisd) switched to the indicated FEB from the specified FEB.

Event: This message reports an event, not an error
error

LOG_DAEMON

CHASSISD_FHSR_READ_REG_ERROR

System Log Message

Fchip: fhsr_read() failed at address address
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Description

Type
Severity
Facility

Action

The high-speed receiver (HSR) read routine failed at the indicated address on an F-chip
register.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18802.

CHASSISD_FHSR_WRITE_REG_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Fchip: fhsr_write() of value value failed at address address

The high-speed receiver (HSR) write routine could not record the indicated value at the
indicated address on an F-chip register.

Error: An error occurred
error
LOG_DAEMON

For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18803.

CHASSISD_FHST_READ_REG_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Fchip: fhst_read() failed at address address

The high-speed transmitter (HST) read routine failed at the indicated address on an
F-chip register.

Error: An error occurred

error

LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18804.

CHASSISD_FHST_WRITE_REG_ERROR

System Log Message

Description

Type

Severity

Fchip: fhst_write() of value value failed at address address

The high-speed transmitter (HST) write routine could not record the indicated value at
the indicated address on an F-chip register.

Error: An error occurred

error
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Facility

Action

LOG_DAEMON

For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18805.

CHASSISD_FILE_OPEN

System Log Message

Description

Type
Severity
Facility

Action

File open: filename, error: error-code -- error-message

The chassis process (chassisd) could not open the indicated file for the indicated reason.

Error: An error occurred
critical
LOG_DAEMON

For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18806.

CHASSISD_FILE_STAT

System Log Message

Description

Type
Severity

Facility

File stat: filename, error: error-code -- error-message

The chassis process (chassisd) could not open the indicated file because it could not
obtain its status.

Error: An error occurred
error

LOG_DAEMON

CHASSISD_FM_ACTION_FPC_OFFLINE

System Log Message

Description

Type
Severity
Facility

Action

FPC fpc-slot offline initiated to attempt healing of the fabric down condition.

The chassis process took the indicated FPC offline in an attempt to heal a fabric down
condition, which caused the router to be incapable of carrying traffic.

Event: This message reports an event, not an error
notice

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ACTION_FPC_ONLINE

System Log Message

Description

Type

FPC fpc-slot online initiated to attempt healing of the fabric down condition.

The chassis process put the indicated FPC online in an attempt to heal a fabric down
condition, which caused the router to be incapable of carrying traffic.

Event: This message reports an event, not an error
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Severity
Facility

Action

notice
LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ACTION_FPC_POWER_OFF

System Log Message

Description

Type
Severity
Facility

Action

FPC fpc-slot power off initiated to take down interfaces since the FPC is incapable of
forwarding traffic due to the fabric down condition.

The chassis process powered off the indicated FPC to take down the FPC's interfaces
and signal neighboring routers that the router is incapable of carrying traffic on the
indicated FPC.

Event: This message reports an event, not an error
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ACTION_FPC_RESTART

System Log Message

Description

Type
Severity
Facility

Action

FPC fpc-slot restart initiated to attempt healing of the fabric down condition.

The chassis process restarted the indicated FPC in an attempt to heal a fabric down
condition, which caused the router to be incapable of carrying traffic.

Event: This message reports an event, not an error
notice

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ACTION_PLANE_OFFLINE

System Log Message

Description

Type
Severity
Facility

Action

Fabric plane sib-plane offline initiated to attempt healing of the fabric down condition.

The chassis process took the indicated fabric plane offline in an attempt to heal a fabric
down condition, which caused the router to be incapable of carrying traffic.

Event: This message reports an event, not an error
notice

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ACTION_PLANE_ONLINE

System Log Message

Fabric plane sib-plane online initiated to attempt healing of the fabric down condition.
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Description

Type
Severity
Facility

Action

The chassis process put the indicated fabric plane online in an attempt to heal a fabric
down condition, which caused the router to be incapable of carrying traffic.

Event: This message reports an event, not an error
notice

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_BAD_STATE

System Log Message

Description

Type
Severity
Facility

Action

function-name: unexpected state statetype for SIB#sib-slot

The indicated function failed because it encountered the indicated type of unexpected
internal state with respect to the indicated Switch Interface Board (SIB).

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_DETECT_PLANES_DOWN

System Log Message

Description

Type
Severity
Facility

Action

All fabric planes in the system have gone down after interfaces have been created. If no
fabric planes come online in elapsed-time seconds, actions will be taken to address the
fabric down condition.

The chassis process detected all the fabric planes went down after interfaces were
created and the router is not capable of carrying traffic coming in through the interfaces.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_DETECT_UNREACHABLE

System Log Message

Description

Type

Some fabric destinations PFEs in the system have become unreachable after interfaces
have been created. If the unreachable PFE destinations are not fixed in elapsed-time
seconds, actions will be taken to address the fabric down condition.

The chassis process detected that some Packet Forwarding Engine (PFE) destinations
had become unreachable after interfaces were created, and the router is not capable of
carrying traffic to the unreachable PFE destinations on the interfaces.

Error: An error occurred
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Severity
Facility

Action

error
LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR

System Log Message

Description

Type
Severity
Facility

Action

function-name: error-message (SIB#sib-slot, Packet Forwarding Engine pfe on FPC
foc-slot)

During execution of the indicated fabric management routine, the indicated error occurred
between the indicated Switch Interface Board (SIB) and the indicated Packet Forwarding
Engine on the indicated Flexible PIC Concentrator (FPC).

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18807.

CHASSISD_FM_ERROR_CLOS_FI3_HSR

System Log Message

Description

Type
Severity
Facility

Action

FM: error-message errors occurred on link from F2-f2-sib_SFfrom-fchip_s-port to
F13SIBto-sfc-sib_SF3_to-fchip_d-port on plane sib-plane

In a Tx-Plus routing matrix, packets traverse both electrical and optical media as they
travel between the Switch Interface Boards (SIBs) in the T1600 routing nodes (called
ST-SIB-Ls) and the SIBs in the TX Matrix Plus platform (called F13SIBs and F25-SIBs).
The chassis process (chassisd) on the SFC routing node detected an errorin the electrical
path between the indicated port on the indicated F2SIB and F13SIB on the indicated
plane.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_CLOS_FI3_HST

System Log Message

Description

FM: error-message errors occurred on link from F13SIBfrom-sfc-sib_SF1_from-fchip_s-port
to F2-f2-sib_SFto-fchip_d-port on plane sib-plane

In a Tx-Plus routing matrix, packets traverse both electrical and optical media as they
travel between the Switch Interface Boards (SIBs) in the T1600 routing nodes (called
ST-SIB-Ls) and the SIBs in the TX Matrix Plus platform (called F13SIBs and F25-SIBs).
The chassis process (chassisd) on the SFC routing node detected an error in the transmit
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Type
Severity
Facility

Action

electrical path between the indicated port on the indicated F13SIB and F2SIB on the
indicated plane.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_CLOS_F2_HSR

System Log Message

Description

Type
Severity
Facility

Action

FM: error-message errors occurred on link from F13SIBfrom-sfc-sib_SF1_from-fchip_s-port
to f2-sib_SFto-fchip_d-port on plane sib-plane

In a Tx-Plus routing matrix, packets traverse both electrical and optical media as they
travel between the Switch Interface Boards (SIBs) in the T1600 routing nodes (called
ST-SIB-Ls) and the SIBs in the TX Matrix Plus platform (called F13SIBs and F25-SIBs).
The chassis process (chassisd) on the SFC routing node detected an error in the electrical
path between the indicated port on the indicated F25IB and F13SIB on the indicated
plane.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_CLOS_F2_HST

System Log Message

Description

Type
Severity
Facility

Action

FM: error-message errors occurred on link from f2-sib_SFfrom-fchip_s-port to
F13SIBto-sfc-sib_SF1_to-fchip_d-port on plane sib-plane

In a Tx-Plus routing matrix, packets traverse both electrical and optical media as they
travel between the Switch Interface Boards (SIBs) in the T1600 routing nodes (called
ST-SIB-Ls) and the SIBs in the TX Matrix Plus platform (called F13SIBs and F25-SIBs).
The chassis process (chassisd) on the SFC routing node detected an error in the transmit
electrical path between the indicated port on the indicated F2SIB and F13SIB on the
indicated plane.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.
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CHASSISD_FM_ERROR_F13_FB_HSR_TXP

System Log Message

Description

Type
Severity
Facility

Action

error-message errors on LCClcc_FPCfpc-slot_pfe link via
ST_SIB_Lfrom-lcc-sib_FBfiber-bundle to F13SIBto-sfc-sib

In a Tx-Plus routing matrix, packets traverse both electrical and optical media as they
travel between the Switch Interface Boards (SIBs) in the T1600 routing nodes (called
ST-SIB-Ls) and the SIBs in the TX Matrix Plus platform (called F13SIBs and F25-SIBs).
The chassis process (chassisd) on the routing node that houses the indicated F13SIB
detected an error in the electrical path between the indicated ports on the F13SIB and
the indicated ST-SIB-L on the indicated LCC.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_F13_FB_RX_VC

System Log Message

Description

Type
Severity
Facility

Action

error-message on F13SIBfrom-sfc-sib_FBfiber-bundle VCSEL vcsel Channel vesel-channel
connected from LCC lcc SIB_L to-lcc-sib

In a Tx-Plus routing matrix, packets traverse both electrical and optical media as they
travel between the Switch Interface Boards (SIBs) in the T1600 routing nodes (called
ST-SIB-Ls) and the SIBs in the TX Matrix Plus platform (called F13SIBs and F2S-SIBs).
The chassis process (chassisd) on the routing node that houses the indicated F13SIB
detected the indicated error as packets that were traveling in the in the optical media
from the indicated ST-SIB-L on the indicated LCC.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_F13_FB_TXP

System Log Message

Description

Type
Severity

Facility

F13SIBsib-slot_FB_fiber-bundle LCC lcc ST_SIB_L to-lcc-sib is error-message

In a Tx-Plus routing matrix, the fiber-optic cable between each Switch Interface Board
ina T1600 routing node (called a ST-SIB-L) must connect to a specific SIB port on the
TX-Plus Matrix platform (called a F13SIB). The cable connected at the indicated F13SIB
had the indicated error.

Error: An error occurred
error

LOG_DAEMON
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Action

Contact your technical support representative.

CHASSISD_FM_ERROR_FI3_FB_TX_VC

System Log Message

Description

Type
Severity
Facility

Action

error-message on F13SIBfrom-sfc-sib_FBfiber-bundle VCSEL vcsel Channel vesel-channel
connected to LCC lcc SIB_L to-lcc-sib

In a Tx-Plus routing matrix, packets traverse both electrical and optical media as they
travel between the Switch Interface Boards (SIBs) in the T1600 routing nodes (called
ST-SIB-Ls) and the SIBs in the TX Matrix Plus platform (called F13SIBs and F2S-SIBs).
The chassis process (chassisd) on the routing node that houses the indicated F13SIB
detected the indicated error as packets that were traveling in the indicated direction were
translated between electrical and optical media.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_FI3_VC_PWR

System Log Message

Description

Type
Severity
Facility

Action

FM: High power difference at F13SIBfrom-sfc-sib_FBfiber-bundle VCSEL vcsel Channel
vcsel-channel connected to LCC lcc SIB_Lsib-slot

In a Tx-Plus routing matrix, packets traverse both electrical and optical media as they
travel between the Switch Interface Boards (SIBs) in the T1600 routing nodes (called
ST-SIB-Ls) and the SIBs in the TX Matrix Plus platform (called F13SIBs and F25-SIBs).
The chassis process (chassisd) on the SFC routing node that houses the indicated F13SIB
detected higher than configured receive power difference levels on the indicated
fiber-bundles connected to the indicated LCC ST-SIB-L.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_LCC_SIB_CBL

System Log Message

Description

Type

Severity

Cable running from SFC sc sc_sib_name, cbl_name, to LCC lcc lcc_sib_name is
error-message on plane sib_plane

In a Multi-chassis routing matrix, the fiber-optic cable between each SIBin a LCC routing
node (called a LCC SIB) must connect to a specific SIB port on the switch chassis platform.
The cable connected at the indicated line card chassis SIB had the indicated error.

Error: An error occurred

error
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Facility LOG_DAEMON

Action

Contact your technical support representative.

CHASSISD_FM_ERROR_LCC_SIB_HSR_PFE

System Log Message

Description

Type
Severity
Facility

Action

error-message errors on link from FPC lc_name PFE pfe to lcc-sib-name
asic-name_asic-port, asic-chan on LCC [cc and plane sib-plane

In a Multi-chassis routing matrix, packets traverse both through electrical and optical
media as they travel between the Switch Interface Boards (SIBs) in the LCC routing nodes
(called LCC SIBs) and the SIBs in the Switch Chassis Platform (called F13SIBs and
F2S-SIBs). The chassis process (chassisd) on the routing node that houses the indicated
LCC SIB detected an error in the electrical path between the indicated ports on the LCC
SIB and the corresponding SIB on switch chassis.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_LCC_SIB_HSR_XC

System Log Message

Description

Type
Severity
Facility

Action

error-message errors on link from SFC sc sc-sib-name to LCC [cc lcc-sib-name
asic-name_asic-port, asic-chan on plane sib-plane

In a Multi-chassis routing matrix, packets traverse both through electrical and optical
media as they travel between the Switch Interface Boards (SIBs) in the LCC routing nodes
(called LCC SIBs) and the SIBs in the Switch Chassis Platform (called F13SIBs and
F25-SIBs). The chassis process (chassisd) on the routing node that houses the indicated
LCC SIB detected an error in the electrical path between the indicated ports on the LCC
SIB and the corresponding SIB on switch chassis.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_LCC_SIB_OPTICS_FAULT

System Log Message

Description

Optics module on LCCerror-message Icc, lcc-sib-name, connected to SFCcable-name sc
is sc-sib-name on plane sib-plane.

In a Multi-chassis routing matrix, fiber-optic modules are used to inter-connect each SIB
in a LCC routing node (called a LCC SIB) to a specific SIB port on the Switch chassis
platform. The optics module connected at the indicated line card chassis SIB had the
indicated error.
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Type
Severity
Facility

Action

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_LCC_SIB_RX_OPTICS

System Log Message

Description

Type
Severity
Facility

Action

error-message on optics channel LCC lcc [cc-sib-name opt-dev-name_optics optics-channel

In a Multi-chassis routing matrix, packets traverse both through electrical and optical
media as they travel between the Switch Interface Boards (SIBs) in the LCC routing nodes
(called LCC SIBs) and the SIBs in the Switch Chassis Platform (called F13SIBs and
F2S-SIBs). The chassis process (chassisd) on the routing node that houses the indicated
LCC SIB detected the indicated error in the optical media.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_LCC_SIB_TX_OPTICS

System Log Message

Description

Type
Severity
Facility

Action

error-message on optics channel LCC lcc lcc-sib-name opt-dev-name_optics optics-channel

In a Multi-chassis routing matrix, packets traverse both through electrical and optical
media as they travel between the Switch Interface Boards (SIBs) in the LCC routing nodes
(called LCC SIBs) and the SIBs in the Switch Chassis Platform (called F13SIBs and
F2S5-SIBs). The chassis process (chassisd) on the routing node that houses the indicated
LCC SIB detected the indicated error as packets that were traveling in the indicated
direction were translated between electrical and optical media.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_SC_CLOS_F13_HSR

System Log Message

Description

error-message errors occurred on the link from SFC sc,
sc-f2ssib-name_asic-name_asic-port, asic-chan to sc-f13sib-
name_dst-asic-name_dst-asic-port, dst-asic-chan on plane sib-plane

In a Multi-chassis routing matrix, packets traverse both through electrical and optical
media as they travel between the Switch Interface Boards (SIBs) in the LCC routing nodes
(called LCC SIBs) and the SIBs in the Switch Chassis platform (called F13SIBs and
F25-SIBs). The chassis process (chassisd) on the SFC routing node detected an error in
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Type
Severity
Facility

Action

the electrical path between the indicated port on the indicated F2SIB and F13SIB on the
indicated plane.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_SC_CLOS_FI3_HST

System Log Message

Description

Type
Severity
Facility

Action

error-message errors occurred on the link from SFC sc,
sc-fl3ssib-name_asic-name_asic-port, asic-chan to sc-f13sib-
name_dst-asic-name_dst-asic-port, dst-asic-chan on plane sib-plane

In a Multi-chassis routing matrix, packets traverse both through electrical and optical
media as they travel between the Switch Interface Boards (SIBs) in the LCC routing nodes
(called LCC SIBs) and the SIBs in the Switch Chassis Platform (called F13SIBs and
F2S5-SIBs). The chassis process (chassisd) on the SFC routing node detected an error in
the transmit electrical path between the indicated port on the indicated F13SIB and F2SIB
on the indicated plane.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_SC_CLOS_F2_HSR

System Log Message

Description

Type
Severity
Facility

Action

error-message errors occurred on the link from SFC sc,
sc-fi3ssib-name_asic-name_asic-port, asic-chan to sc-f2sib-
name_dst-asic-name_dst-asic-port, dst-asic-chan on plane sib-plane

In a Multi-chassis routing matrix, packets traverse both electrical and optical media as
they travel between the Switch Interface Boards (SIBs) in the LCC routing nodes (called
LCC SIBs) and the SIBs in the Switch Chassis platform (called F13SIBs and F25-SIBs).
The chassis process (chassisd) on the SFC routing node detected an errorin the electrical
path between the indicated port on the indicated F2SIB and F13SIB on the indicated
plane.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.
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CHASSISD_FM_ERROR_SC_CLOS_F2_HST

System Log Message

Description

Type
Severity
Facility

Action

error-message errors occurred on the link from SFC sc sc-f2ssib-name_asic-name_asic-port,
asic-chan to sc-fi3sib- name_dst-asic-name_dst-asic-port, dst-asic-chan on plane sib-plane

In a Multi-chassis routing matrix, packets traverse both through electrical and optical
media as they travel between the Switch Interface Boards (SIBs) in the LCC routing nodes
(called LCC SIBs) and the SIBs in the Switch Chassis Platform (called F13SIBs and
F25-SIBs). The chassis process (chassisd) on the SFC routing node detected an error in
the transmit electrical path between the indicated port on the indicated F2SIB and F13SIB
on the indicated plane.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_SC_SIB_CBL

System Log Message

Description

Type
Severity
Facility

Action

Cable running from LCClcc lcc_sib_name, cbl_name, to SFCsc scc-sib-name is
error-message on plane sib-plane

In a Multi-chassis routing matrix, the fiber-optic cable between each SIBin a LCC routing
node (called a LCC SIB) must connect to a specific SIB port on the Switch chassis
platform. The cable connected at the indicated switch chassis SIB had the indicated
error.

Error: An error occurred

error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_SC_SIB_HSR_XC

System Log Message

Description

Type
Severity

error-message errors occurred on the link from LCC lcc lcc-sib-name to SFC sc sc-sib-name
asic-name_asic-port, asic-chan on plane sib-plane

In a Multi-chassis routing matrix, packets traverse both through electrical and optical
media as they travel between the Switch Interface Boards (SIBs) in the LCC routing nodes
(called LCC SIBs) and the SIBs in the Switch Chassis platform (called F13SIBs and
F25-SIBs). The chassis process (chassisd) on the routing node that houses the indicated
Switch chassis SIB detected an error in the electrical path between indicated ports on
the Switch chassis SIB and the indicated LCC SIB on the indicated LCC.

Error: An error occurred

error
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Facility LOG_DAEMON

Action

Contact your technical support representative.

CHASSISD_FM_ERROR_SC_SIB_OPTICS_FAULT

System Log Message

Description

Type
Severity
Facility

Action

Optics module on SFCerror-message sc, sc-sib-name, connected to LCCcable-name Icc
is lcc-sib-name on plane sib-plane.

In a Multi-chassis routing matrix, fiber-optic modules are used to inter-connect each SIB
in a LCC routing node (called a LCC SIB) to a specific SIB port on the Switch chassis
platform. The optics module connected at the indicated switch chassis SIB had the
indicated error.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_SC_SIB_RX_OPTICS

System Log Message

Description

Type
Severity
Facility

Action

error-message on optics channel SFCsc sc-sib-name opt-dev-name_optics optics-channel

In a Multi-chassis routing matrix, packets traverse both electrical and optical media as
they travel between the Switch Interface Boards (SIBs) in the LCC routing nodes (called
LCC SIBs) and the SIBs in the Switch Chassis platform (called F13SIBs and F25-SIBs).
The chassis process (chassisd) on the routing node that houses the indicated Switch
chassis SIB detected the indicated error as packets were traveling in the optical media
from the indicated LCC SIB on the indicated LCC.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_SC_SIB_TX_OPTICS

System Log Message

Description

Type

error-message on optics channel SFC sc sc-sib-name opt-dev-name_optics optics-channel

In a Multi-chassis routing matrix, packets traverse both electrical and optical media as
they travel between the Switch Interface Boards (SIBs) in the LCC routing nodes (called
LCC SIBs) and the SIBs in the Switch Chassis platform (called F13SIBs and F25-SIBs).
The chassis process (chassisd) on the routing node that houses the indicated Switch
chassis SIB detected the indicated error as packets were traveling in the optical media
from the indicated LCC SIB on the indicated LCC.

Error: An error occurred
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Severity
Facility

Action

error
LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_SIB_L_FB_HSR

System Log Message

Description

Type
Severity
Facility

Action

FM: HSR error occurred on link from SIB-S port F(s-row,s-port) to SIB-L#sib-slot port
F(l-row,l-port)

In a routing matrix, packets traverse both electrical and optical media as they travel
between the Switch Interface Boards (SIBs) in the T640 routing nodes (called SIB-Ls)
and the SIBs in the TX Matrix platform (called SIB-Ss). The chassis process (chassisd)
on the routing node that houses the indicated SIB-L detected an error in the electrical
path between the indicated ports on the SIB-L and the corresponding SIB-S.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18808.

CHASSISD_FM_ERROR_SIB_L_FB_RX_VC

System Log Message

Description

Type
Severity
Facility

Action

error-message on LCC [cc SIB_Lfrom-lcc-sib_FBfiber-bundle VCSEL vcsel Channel
vcsel-channel connected to F13SIBto-sfc-sib

In a Tx-Plus routing matrix, packets traverse both electrical and optical media as they
travel between the Switch Interface Boards (SIBs) in the T1600 routing nodes (called
ST-SIB-Ls) and the SIBs in the TX Matrix Plus platform (called F13SIBs and F25-SIBs).
The chassis process (chassisd) on the routing node that houses the indicated ST-SIB-L
detected the indicated error as packets that were traveling in the optical media.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_SIB_L_FB_SMF

System Log Message

Description

FM: error-message error occurred on link to-from-sib SIB-L#sib-slot to-from-scc SCC

In a routing matrix, packets traverse both electrical and optical media as they travel
between the Switch Interface Boards (SIBs) in the TX Matrix platform (the switch-card
chassis, or SCC) and the SIBs in the T640 routing nodes (called SIB-Ls). The chassis
process (chassisd) on the routing node that houses the indicated SIB-L detected the
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Type
Severity
Facility

Action

indicated error as packets that were traveling in the indicated direction were translated
between electrical and optical media.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB188009.

CHASSISD_FM_ERROR_SIB_L_FB_TXP

System Log Message

Description

Type
Severity
Facility

Action

LCC lcc ST-SIB-L:sib-slot Fiber-bundle:fiber-bundle is error-message

In a Tx-Plus routing matrix, the fiber-optic cable between each Switch Interface Board
ina T1600 routing node (called a ST-SIB-L) must connect to a specific SIB port on the
TX-Plus Matrix platform (called a F13SIB). The cable connected at the indicated ST-SIB-L
had the indicated error.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_SIB_L_FB_TX_VC

System Log Message

Description

Type
Severity
Facility

Action

error-message on LCC [cc SIB_Lfrom-lcc-sib_FBfiber-bundle VCSEL vcsel Channel
vesel-channel connected to F13SIBto-sfc-sib

In a Tx-Plus routing matrix, packets traverse both electrical and optical media as they
travel between the Switch Interface Boards (SIBs) in the T1600 routing nodes (called
ST-SIB-Ls) and the SIBs in the TX Matrix Plus platform (called F13SIBs and F25-SIBs).
The chassis process (chassisd) on the routing node that houses the indicated ST-SIB-L
detected the indicated error as packets that were traveling in the indicated direction were
translated between electrical and optical media.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_SIB_L_HSR_PFE

System Log Message

Description

FM: error-message on LCC:lcc FPCfpc-slot_pfe link to ST-SIB-Lto-lcc-sib_fchip-id

In a Tx-Plus routing matrix, packets traverse both electrical and optical media as they
travel between the Switch Interface Boards (SIBs) in the T1600 routing nodes (called
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Type
Severity
Facility

Action

ST-SIB-Ls) and the SIBs in the TX Matrix Plus platform (called F13SIBs and F25-SIBs).
The chassis process (chassisd) on the routing node that houses the indicated ST-SIB-L
detected anerrorin the electrical path between the indicated ST-SIB-L and the indicated
PFE on the FPC.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_SIB_L_HSR_TXP

System Log Message

Description

Type
Severity
Facility

Action

FM: error-message on LCC:lcc FPCfpc-slot_pfe link connected by
ST-SIB-Lfrom-lcc-sib_fchip-id_s-port_FBfiber-bundle to F13SIBto-sfc-sib

In a Tx-Plus routing matrix, packets traverse both electrical and optical media as they
travel between the Switch Interface Boards (SIBs) in the T1600 routing nodes (called
ST-SIB-Ls) and the SIBs in the TX Matrix Plus platform (called F13SIBs and F2S-SIBs).
The chassis process (chassisd) on the routing node that houses the indicated ST-SIB-L
detected an error in the electrical path between the indicated ports on the SIB-L and the
corresponding F13SIB.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_SIB_L_MISMATCH

System Log Message

Description

Type
Severity
Facility

Action

FM: fiber cable from SIB-L#sib-slot possibly connected to wrong SIB-S

In a routing matrix, the fiber-optic cable between each Switch Interface Board ina T640
routing node (called a SIB-L) must connect to a specific SIB port on the TX Matrix platform
(called a SIB-S). The cable originating at the indicated SIB-L was possibly plugged into
the wrong SIB-S port or wrong SIB-S.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_SIB_L_VC_PWR

System Log Message

FM: High power difference at LCC lcc SIB_Lsib-slot_FBfiber-bundle VCSEL vcsel Channel
vcsel-channel connected to F13SIBfrom-sfc-sib
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Description

Type
Severity
Facility

Action

In a Tx-Plus routing matrix, packets traverse both electrical and optical media as they
travel between the Switch Interface Boards (SIBs) in the T1600 routing nodes (called
ST-SIB-Ls) and the SIBs in the TX Matrix Plus platform (called F13SIBs and F25-SIBs).
The chassis process (chassisd) on the routing node that houses the indicated ST-SIB-L
detected higher than configured receive power levels on the indicated fiber-bundles
connected to the indicated LCC ST-SIB-L.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_ERROR_SIB_S_FB_HSR

System Log Message

Description

Type
Severity
Facility

Action

FM: HSR error occurred on link from LCClcc SIB-L port F(I-row,[-port) to SIB-S#sib-slot
port F(s-row,s-port)

In a routing matrix, packets traverse both electrical and optical media as they travel
between the Switch Interface Boards (SIBs) in the TX Matrix platform (called SIB-Ss)
and the SIBs in the T640 routing nodes (called SIB-Ls). The chassis process (chassisd)
on the TX Matrix platform detected an error in the electrical path between the indicated
port on the indicated SIB-S and the indicated port on a SIB-L installed in the indicated
routing node (line-card chassis, or LCC).

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18810.

CHASSISD_FM_ERROR_SIB_S_FB_SMF

System Log Message

Description

Type
Severity
Facility

FM: error-message error occurred on link to-from-sib-s SIB-S#sib-slot to-from-lcc LCClcc

In a routing matrix, packets traverse both electrical and optical media as they travel
between the Switch Interface Boards (SIBs) in the TX Matrix platform (called SIB-Ss)
and the SIBs in the T640 routing nodes (line-card chassis, or LCCs). The chassis process
(chassisd) on the TX Matrix platform detected the indicated error as packets that were
traveling to or from the indicated LCC were translated between electrical and optical
media.

Error: An error occurred
error

LOG_DAEMON
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Action

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18811.

CHASSISD_FM_FABRIC_DEGRADED

System Log Message

Description

Type
Severity
Facility

Action

DPCs are seeing grant timeouts; System is blackholing Need to attempt fabric healing.
Action will be taken after elapsed-time seconds, to address the fabric down condition.

The chassis process detected that the fabric planes are functioning at a degraded capacity
and the router is not capable of carrying traffic coming in through the interfaces.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_MEMORY_ERROR

System Log Message

Description

Type
Severity
Facility

Action

function-name: unable to allocate memory; error-message

The chassis process (chassisd) could not allocate memory for a fabric operation.

Error: An error occurred
warning
LOG_DAEMON

Contact your technical support representative.

CHASSISD_FM_SIB_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Fabric management error for SIB sib-slot: error-message

The chassis process (chassisd) detected the indicated type of error on the indicated
Switch Interface Board (SIB) and performed the indicated action.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18812.

CHASSISD_FM_SIB_FPC_TYPE_ERROR

System Log Message

Description

SIB sib-slot does not support features required for FPC Type 4

The indicated Switch Interface Board (SIB) does not support features required by the
Flexible PIC Concentrator (FPC) Type 4.
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Type
Severity
Facility

Action

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.

CHASSISD_FPC_NOT_FOUND

System Log Message

Description

Type
Severity
Facility

Action

function-name: unabile to find FPC for PIC attachment operation

The chassis process (chassisd) attempted to bring a Physical Interface Card (PIC) online,
but could not find the Flexible PIC Concentrator (FPC) that houses it.

Error: An error occurred
warning

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FPC_OPTICS_HOT_NOTICE

System Log Message

Description

Type
Severity
Facility

Action

fru-name temperature over temperature degrees C; non-high-temperature tolerant optics
will be disabled in duration seconds if condition persists

The temperature of FPC exceeded the trigger point to disable non-high-temperature
tolerant optics. If the temperature did not decrease below the threshold within 10 minutes
after message was logged, the chassisd process disable those affected optics.

Error: An error occurred
error
LOG_DAEMON

Increase cooling on FRU or replace optics with high-temperature tolerant optics

CHASSISD_FPC_PIC_DETECT_TIMEOUT

System Log Message

Description

Type
Severity
Facility

Action

function-name: PIC detection on FPC fpc-slot timed out

The chassis process (chassisd) expects to receive notification within a timeout period
that each Flexible PIC Concentrator (FPC) has attached the Physical Interface Cards
(PICs) that it houses. It did not receive notification from the indicated FPC.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18813.
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CHASSISD_FPC_TYPE_SIB_TYPE_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Installed SIB type (SIB-18-F16) does not support features required by FPC fpc-slot

Theindicated Flexible PIC Concentrator (FPC) is Type 4, whichis not supported by Switch
Interface Board (SIB) type SIB-18-F16.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FRU_ALREADY_OFFLINE

System Log Message

Description

Type
Severity

Facility

fru-name fru-slot already offline

The chassis process (chassisd) received a request to take the indicated component
(field-replaceable unit, or FRU) offline, but the FRU was already offline.

Event: This message reports an event, not an error
error

LOG_DAEMON

CHASSISD_FRU_ALREADY_ONLINE

System Log Message

Description

Type
Severity
Facility

Received request to bring fru-name fru-slot online; it was already online

The chassis process (chassisd) received a request to bring the indicated component
(field-replaceable unit, or FRU) online, but the FRU was already online.

Event: This message reports an event, not an error
warning

LOG_DAEMON

CHASSISD_FRU_EVENT

System Log Message

Description

Type
Severity
Facility

function-name: state fru-name fru-slot

The state of the indicated component (field-replaceable unit, or FRU) changed as
indicated.

Event: This message reports an event, not an error
notice

LOG_DAEMON
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CHASSISD_FRU_FIRE_TEMP_CONDITION

System Log Message

Description

Type
Severity
Facility

Action

fru-name fru-slot sensor temperature temperature over threshold degrees C (message);
routing platform will shut down in duration seconds if condition persists

The temperature of the specified component (field-replaceable unit, or FRU) exceeded
the indicated temperature, which is the upper of two thresholds. The fans (and impellers,
if applicable) that were cooling this FRU were in the indicated state. If the temperature
does not go below the threshold within four seconds after the chassis process (chassisd)
detects this condition, the chassisd process shuts down the routing platform. When this
message was logged, the indicated number of seconds remained before shutdown.

Error: An error occurred
error

LOG_DAEMON

Increase cooling in the area around the chassis.

CHASSISD_FRU_HIGH_TEMP_CONDITION

System Log Message

Description

Type
Severity
Facility

Action

fru-name fru-slot sensor temperature temperature over threshold degrees C (message)

The temperature of the specified component (field-replaceable unit, or FRU) exceeded
the indicated temperature, which is the lower of two thresholds. The fans (and impellers,
if applicable) that were cooling this FRU were in the indicated state. The chassis process
(chassisd) increased the speed of all functioning fans (and impellers) that were cooling
this component to full speed.

Event: This message reports an event, not an error
error
LOG_DAEMON

Increase cooling in the area around the chassis.

CHASSISD_FRU_INVALID_SLOT

System Log Message

Description

Type
Severity
Facility

Action

FRU fru-name is not supported in current slot

The chassis process (chassisd) detected that the indicated hardware component
(field-replaceable unit, or FRU) was inserted in a slot that is not valid for that component
type.

Error: An error occurred
critical
LOG_DAEMON

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18814.
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CHASSISD_FRU_IO_ERROR

System Log Message

Description

Type
Severity
Facility

Action

function-name: fru-name operation error: reason (error-message)

The chassis process (chassisd) could not perform the indicated I/0 operation on the
indicated component (field-replaceable unit, or FRU).

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FRU_IO_OFFSET_ERROR

System Log Message

Description

Type
Severity
Facility

Action

function-name: fru-name operation error: reason Oxoffset (error-message)

The chassis process (chassisd) could not perform the indicated I/O operation at the
indicated byte offset.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_FRU_IPC_WRITE_ERROR

System Log Message

Description

Type
Severity

Facility

function-name: FRU fru-name, errno error-code, error-message

The chassis process (chassisd) could not send an interprocess commmunication (IPC)
message to the indicated component (field-replaceable unit, or FRU) because of the
indicated error.

Error: An error occurred
warning

LOG_DAEMON

CHASSISD_FRU_OFFLINE_FAILED

System Log Message

Description

Type
Severity

Facility

Unable to take fru-name fru-slot offline because FRU sequencer is active: reason

The chassis process (chassisd) could not take the indicated component (field-replaceable

unit, or FRU) offline for the indicated reason.

Event: This message reports an event, not an error
notice

LOG_DAEMON
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CHASSISD_FRU_OFFLINE_NOTICE

System Log Message

Description

Type
Severity
Facility

Taking fru-name fru-slot offline: reason

The chassis process (chassisd) took the indicated component (field-replaceable unit,
or FRU) offline for the indicated reason.

Event: This message reports an event, not an error
notice

LOG_DAEMON

CHASSISD_FRU_OFFLINE_TIMEOUT

System Log Message

Description

Type
Severity

Facility

Offline request timed out; fru-name fru-slot restarted

The indicated component (field-replaceable unit, or FRU) did not go offline within the
time period that is normally sufficient for synchronized shutdown. After generating this
message, the chassis process (chassisd) tried several times to take the FRU offline and
powered it down if all attempts failed.

Event: This message reports an event, not an error
warning

LOG_DAEMON

CHASSISD_FRU_ONLINE_TIMEOUT

System Log Message

Description

Type
Severity
Facility

function-name: attempt to bring fru-name fru-slot online timed out

The indicated component (field-replaceable unit, or FRU) did not come online within the
time that is normally sufficient. After generating this message, the chassis process
(chassisd) tried to bring the FRU online several more times. If all attempts failed, the
chassisd process raised an alarm and left the FRU offline.

Event: This message reports an event, not an error
error

LOG_DAEMON

CHASSISD_FRU_OVER_TEMP_CONDITION

System Log Message

Description

fru-name fru-slot sensor temperature temperature over threshold degrees C (message);
FRU will shut down in duration seconds if condition persists

The temperature of the specified component (field-replaceable unit, or FRU) exceeded
the indicated temperature, which is the upper of two thresholds. The fans (and impellers,
if applicable) that were cooling this FRU were in the indicated state. If the temperature
does not go below the threshold within four minutes after the chassis process (chassisd)
detects this condition, the chassisd process shuts down the FRU or all FRUs in the same
cooling zone. When this message was logged, the indicated number of seconds remained
before shutdown.
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Type
Severity
Facility

Action

Error: An error occurred
error
LOG_DAEMON

Increase cooling in the area around the chassis.

CHASSISD_FRU_STEP_ERROR

System Log Message

Description

Type
Severity
Facility

fru-name fru-slot at step step-number

The power-on sequence for the indicated component (field-replaceable unit, or FRU)
failed at the indicated point.

Error: An error occurred
error

LOG_DAEMON

CHASSISD_FRU_UNRESPONSIVE

System Log Message

Description

Type
Severity

Facility

Error for fru-name fru-slot: error-message; action

The chassis process (chassisd) tried to bring the indicated component (field-replaceable
unit, or FRU) online, but the attempt failed in the indicated way. As a result, the chassisd
process performed the indicated action.

Event: This message reports an event, not an error
error

LOG_DAEMON

CHASSISD_FRU_UNRESPONSIVE_RETRY

System Log Message

Description

Type
Severity

Facility

Attempt count to power on fru-name fru-slot timed out; restarted it

The chassis process (chassisd) tried the indicated number of times to bring the indicated
component (field-replaceable unit, or FRU) online, but the attempts failed. In another
attempt to bring the FRU online, the chassisd process issued the restart command for
the FRU.

Event: This message reports an event, not an error
error

LOG_DAEMON

CHASSISD_FRU_UNSUPPORTED

System Log Message

Description

chassisd invalidated support for fru-name fru-slot

The chassis process (chassisd) invalidated support for the indicated component
(field-replaceable unit, or FRU) during initialization.
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Type
Severity

Facility

Error: An error occurred
warning

LOG_DAEMON

CHASSISD_FRU_VERSION_MISMATCH

System Log Message

Description

Type
Severity
Facility

Action

component version mismatch for fru-name -- expected expected-value, got received-value

The chassis process (chassisd) verifies that it supports the revision level or version of a
component (field-replaceable unit, or FRU). The revision level for the indicated FRU was
unsupported or otherwise invalid.

Event: This message reports an event, not an error
critical

LOG_DAEMON

Upgrade the FRU.

CHASSISD_GASIC_ID_ERROR

System Log Message

Description

Type
Severity
Facility

Action

Fchip: invalid SIB slot

A routine tried to determine the identifier for an application-specific integrated circuit
(ASIC) on a Switch Interface Board (SIB). The attempt failed, because the supplied SIB
slot number was invalid.

Error: An error occurred
error
LOG_DAEMON

Contact your technical support representative.

CHASSISD_GBUS_NOT_READY

System Log Message

Description

Type
Severity
Facility

Cause

Action

function-name: fru-name not ready for power up (RTIME_PWR_COND = Oxvalue)

The GBUS was not ready when the chassis process (chassisd) first tried to power it on,
and the power-up operation timed out.

Error: An error occurred

error

LOG_DAEMON

The probable cause is hardware error.

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18815.
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CHASSISD_GBUS_READBACK_ERROR

System Log Message

Description

Type
Severity
Facility

Cause

Action

Readback error from GBUS for fru-name fru-slot ([Oxgbus-address, Oxgbus-registers] ->
Oxreturn-value)

There was an error when the chassis process (chassisd) tried to read back information
from the GBUS on the indicated component (field-replaceable unit, or FRU).

Error: An error occurred

error

LOG_DAEMON

The probable cause is hardware error.

Contact your technical support representative. For more information, see
http://kb.juniper.net/InfoCenter/index?page=content&id=KB18816.

CHASSISD_GBUS_RESET_EVENT

System Log Message

Description

Type
Severity

Facility

fru-name#fru-slot - command

The chassis process (chassisd) reset the GBUS for the indicated component
(field-replaceable unit, or FRU). This is a normal part of startup.

Event: This message reports an event, not an error
warning

LOG_DAEMON

CHASSISD_GBUS_SANITY_ERROR

System Log Message

Description

Type
Severity
Facility

Action

function-name: fru-name fru-slot -- management bus failed sanity test

The chassis process (chassisd) checks its management GBUS with a set of test operations
when it is started. The tests failed.

Error: An error occurred
error

LOG_DAEMON

Contact your technical support representative.

CHASSISD_GENERIC_ERROR

System Log Message

Description

Type

function-name: error-message

The chassis process (chassisd) detected the indicated error.

Error: An error occurred
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Severity
Facility

Action

error
LOG_DAEMON

Perform any corrective actions mentioned in the error message.

CHASSISD_GENERIC_WARNING

System Log Message

Description

Type
Severity
Facility

function-name: error-message

The chassis process (chassisd) generated the indicated warning message.

Error: An error occurred
notice

LOG_DAEMON

CHASSISD_GETTIMEOFDAY

System Log Message

Description

Type
Severity

Facility

Unexpected error from gettimeofday: error-code -- error-message

The chassis process (chassisd) could not obtain the time of day because of the indicated
error.

Error: An error occurred
warning

LOG_DAEMON

CHASSISD_GRES_UNSUPP_PIC

System Log Message

Description

Type
Severity

Facility

Unable to enable graceful Routing Engine switchover; PIC does not support it

The chassis process (chassisd) could not enable graceful Routing Engi