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About the Documentation

• Documentation and Release Notes on page ix

• Supported Platforms on page ix

• Using the Examples in This Manual on page ix

• Documentation Conventions on page xi

• Documentation Feedback on page xiii

• Requesting Technical Support on page xiii

Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at http://www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

• MXSeries

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.
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If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.

Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:

Copyright © 2013, Juniper Networks, Inc.x
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[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the CLI User Guide.

Documentation Conventions

Table 1 on page xi defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Table 2 on page xi defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type
theconfigure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

xiCopyright © 2013, Juniper Networks, Inc.
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• A policy term is a named structure
that defines match conditions and
actions.

• JunosOSSystemBasicsConfiguration
Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies book names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the[edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Enclose optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Enclose a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identify a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)
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Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can send your comments to

techpubs-comments@juniper.net, or fill out the documentation feedback form at

https://www.juniper.net/cgi-bin/docbugreport/ . If you are using e-mail, be sure to include

the following information with your comments:

• Document or topic name

• URL or page number

• Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,

or are covered under warranty, and need post-sales technical support, you can access

our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://www.juniper.net/alerts/
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• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html.
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PART 1

Overview

• IEEE 802.1ag OAM Connectivity-Fault Management on page 3

• ITU-T Y.1731 Ethernet Frame Delay Measurements on page 7

• IEEE 802.1ah OAM Link-Fault Management on page 11

• Ethernet Ring Protection on page 13
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CHAPTER 1

IEEE 802.1ag OAM Connectivity-Fault
Management

• Ethernet Operations, Administration, and Maintenance on page 3

• Ethernet OAM Connectivity Fault Management on page 4

Ethernet Operations, Administration, andMaintenance

This topic provides an overview to help you effectively configure Ethernet Operations,

Administration, and Maintenance (OAM) on a network of Juniper Networks MX Series

3D Universal Edge Routers. For more information about configuring OAM parameters on

Ethernet interfaces, see the Junos OS Network Interfaces Library for Routing Devices.

Ethernet OAM provides the tools that network management software and network

managers can use to determine how a network of Ethernet links is functioning. Ethernet

OAM should:

• Rely only on themedia access control (MAC) address or virtual local area network

(VLAN) identifier for troubleshooting

• Work independentlyof theactualEthernet transportand functionoverphysicalEthernet

ports, or a virtual service such as pseudowire, and so on.

• Isolate faults over a flat (or single operator) network architecture or a nested or

hierarchical (or multi-provider) networks.

OAM can provide simple link-level information, provide performance statistics, or track

end-to-end connectivity across the network. Simple link fault management (LFM) for

Ethernet links is defined in IEEE 802.3ah.

Ethernet OAM functions are implemented as:

• Fault detection and notification (provided by continuity check messages)

• Path discovery (provided by the linktrace protocol)

• Fault isolation, verification, and recovery (isolation and verification are provided by a

combination of protocols, while recovery is the function of protocols such as spanning

tree)

3Copyright © 2013, Juniper Networks, Inc.



The loopback protocol used in Ethernet OAM is modeled on the standard IP ping. After

a fault is detected, the loopback protocol performs fault verification and isolation under

thedirectionofanetworkoperator. The loopback isperformedusing requestand response

message pairs. A unicast loopbackmessage is generated by aMEP and a loopback reply

is generated by the destination MIP or MEP. The target MAC address is learned by the

continuity checkprotocol or linktraceprotocol. The loopbackmessage's packet is always

forwarded to a unique port by the originatingMEP, as determined by aMAC table lookup

or the MEP interface MAC address. The target MIP or MEP generates a unicast loopback

reply in response to the received loopback message. The loopback message follows the

same path as a data packet, and intermediate bridges simply forward the packet to the

destination MIP or MEP.

Related
Documentation

Ethernet OAM Feature Guide for MX Series Routers•

• Ethernet OAM Connectivity Fault Management on page 4

• Example: Configuring Ethernet CFM over VPLS on page 27

• Example: Configuring Ethernet CFM on Bridge Connections on page 34

• Example: Configuring Ethernet CFM on Physical Interfaces on page 38

Ethernet OAMConnectivity Fault Management

Themost complete connectivity fault management (CFM) is defined in IEEE 802.1ag.

This topic emphasizes the use of CFM in a Metro Ethernet environment.

Themajor features of CFM are:

• Fault monitoring using the continuity check protocol. This is a neighbor discovery and

health check protocol which discovers andmaintains adjacencies at the VLAN or link

level.

• Pathdiscoveryand fault verificationusing the linktraceprotocol. Similar to IP traceroute,

this protocol maps the path taken to a destination MAC address through one or more

bridged networks between the source and destination.

• Fault isolation using the loopback protocol. Similar to IP ping, this protocol works with

the continuity check protocol during troubleshooting.

CFM partitions the service network into various administrative domains. For example,

operators, providers, and customers may be part of different administrative domains.

Each administrative domain is mapped into onemaintenance domain providing enough

information toperform itsownmanagement, thusavoiding securitybreachesandmaking

end-to-endmonitoring possible. Eachmaintenance domain is associated with a

maintenance domain level from 0 through 7. Level allocation is based on the network

hierarchy, where outermost domains are assigned a higher level than the innermost

domains. Customer end points have to highest maintenance domain level. In a CFM

maintenance domain, each service instance is called amaintenance association. A

maintenanceassociationcanbe thoughtasa fullmeshofmaintenanceendpoints (MEPs)

having similar characteristics. MEPs are active CFM entities generating and responding
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to CFMprotocolmessages. There is also amaintenance intermediate point (MIP), which

isaCFMentity similar to theMEP,butmorepassive (MIPsonly respond toCFMmessages).

MEPs can be up MEPs or down MEPs. A link can connect a MEP at level 5 to a MEP at

level 7. The interface at level 5 is an up MEP (because the other end of the link is at MEP

level 7) and the interface at level 7 is a downMEP (because the other end of the link is

at MEP level 5).

In a Metro Ethernet network, CFM is commonly used at two levels:

• By the service provider to check the connectivity among its provider edge (PE) routers

• By the customer to check the connectivity among its customer edge (CE) routers

NOTE: The configured customer CFM level must be greater than service
provider CFM level.

In many Metro Ethernet networks, CFM is used to monitor connectivity over a VPLS and

bridge network.

Related
Documentation

• Ethernet OAM Feature Guide for MX Series Routers

• Ethernet Operations, Administration, and Maintenance on page 3

• Example: Configuring Ethernet CFM over VPLS on page 27

• Example: Configuring Ethernet CFM on Bridge Connections on page 34

• Example: Configuring Ethernet CFM on Physical Interfaces on page 38
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CHAPTER 2

ITU-T Y.1731 Ethernet Frame Delay
Measurements

• Ethernet Frame Delay Measurements on page 7

Ethernet Frame DelayMeasurements

Performancemanagementdependson theaccuratemeasurementof serviceagreement

objective parameters, which can include bandwidth and reliability. In many cases, a

service provider could be subject to penalties imposed by regulation, statute, or contract

if network performance is not within the bounds established for the service. One key

performance objective is delay, along with its close relative, delay variation (often called

jitter). Some applications will function just as well with high delays across the network

and high delay variations (such as bulk file transfer), while other applications (such as

voice) can only function with low and stable delays. Many networks invoke protocols or

features available at Layer 3 (the packet layer) or higher tomeasure network delays and

jitter link-by-link. However, when the network consists of many Ethernet links, there is

little available at Layer 2 (the frame layer) that allows routers to measure frame delay

and jitter. This iswhere theability to configureandmonitor Ethernet framedelay is helpful.

On a Juniper NetworksMXSeries Ethernet ServicesRouter equippedwith theDistributed

Port Concentrator (MX-DPC)only, you canperformEthernet framedelaymeasurements

(referred to as ETH-DM in Ethernet specifications). This feature allows you to configure

on-demand Operation, Administration, and Maintenance (OAM) statements for the

measurementof framedelayand framedelayvariation (jitter). YoucanconfigureEthernet

frame delay measurement in either one-way or two-way (round-trip) mode to gather

framedelaystatisticsandsimultaneousstatistics frommultiple sessions. Ethernet frame

delay measurement provides fine control to operators for triggering delay measurement

on a given service and can be used to monitor Service Level Agreements (SLAs).

Ethernet framedelaymeasurement also collects other useful information, such asworst

and best case delays, average delay, and average delay variation. Ethernet frame delay

measurement supports hardware-based timestamping in the receive direction for delay

measurements. It also provides runtime display of delay statistics when two-way delay

measurement is triggered. Ethernet frame delay measurement records the last 100

samples collected per remote maintenance end point (MEP) or per connectivity fault

management (CFM) session. You can retrieve the history at any time using simple

commands. You can clear all Ethernet frame delay measurement statistics and PDU
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counters. Ethernet frame delay measurement is fully compliant with the ITU-T Y.1731

(OAM Functions and Mechanisms for Ethernet-based Networks) specification.

Ethernet frame delay measurement uses the IEEE 802.1ag CFM infrastructure.

An overview of the architecture established for Ethernet OAM is shown in

Figure 1 on page 8. Generally, Ethernet frame delay measurements are made in a peer

fashion fromoneMEP or CFM session to another. However, thesemeasurements are not

made to Maintenance Intermediate Points (MIPs).

Figure 1: Ethernet OAMOverview

There are two types of Ethernet frame delay measurements:

• One-way

• Two-way (round-trip)

For one-wayEthernet framedelaymeasurement, eitherMEPcan senda request to begin

a one-way delaymeasurement to its peerMEP. However, the statistics are collected only

at the receiver MEP. This feature requires the clocks at the transmitting and receiving

MEPs to be synchronized. If these clocks fall out of synchronization, only one-way delay

variationandaveragedelay variation valuesare computedcorrectly (and therefore valid).

Use the show commands at the receiver MEP to display one-way delay statistics.

For two-way (round-trip) Ethernet frame delay measurement, either MEP can send a

request to begin a two-way delay measurement to its peer MEP, which responds with

timestamp information. Run-time statistics are collected and displayed at the initiator

MEP. The clocks do not need to be synchronized at the transmitting and receiving MEPs.

The Junos OS supports the optional timestamps in delay measurement reply (DMR)

frames to increase the accuracy of delay calculations. The Junos OS also supports

hardware-assisted timestamping for Ethernet frame delay protocol data units (PDUs)

in the reception path.

Use the show commands at the initiator MEP to display two-way delay statistics, and at

the receiver MEP to display one-way delay statistics.
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The following are some limitations with regard to using Ethernet frame delay

measurement:

• This feature is available only on MX Series routers.

• Ethernet frame delay measurements are available only when the distributed periodic

packet management daemon (ppmd) is enabled.

• The statistics collected are lost after graceful Routing Engine switchover (GRES).

• You canmonitor only one session to the same remote MEP or MAC address.

• Accuracy is compromised when the system changes (such as from reconfiguration).

We recommend performing Ethernet frame delay measurements on a stable system.

• TheuseofEthernet framedelaymeasurementsonaggregatedEthernetandpseudowire

interfaces is not supported.

• The use of hardware-assisted timestamping is not supported on all MX DPCs (Rev-B

or higher is required).

• If you attempt to perform Ethernet frame delay measurements to a non-MX partner,

the incoming Ethernet frame delay PDUs are discarded silently. Ethernet delay

measurement commands and capabilities are not available on non-MXSeries routers.

Related
Documentation

• Ethernet OAM Feature Guide for MX Series Routers

• Configuring MEP Interfaces to Support ETH-DM on page 19

• Triggering an ETH-DM Session on page 20

• Viewing ETH-DM Statistics on page 21

• Configuring One-Way ETH-DMwith Single-Tagged Interfaces on page 41

• Configuring Two-Way ETH-DMwith Single-Tagged Interfaces on page 46

• Configuring ETH-DMwith Untagged Interfaces on page 50
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CHAPTER 3

IEEE 802.1ah OAM Link-Fault
Management

• Ethernet OAM Link Fault Management on page 11

Ethernet OAM Link Fault Management

Link Fault Management (LFM) can be used for physical link-level fault detection and

management. The IEEE 802.3ah LFMworks across a point-to-point Ethernet link either

directly connected or through repeaters.

LFM provides the following functions:

• Failure detection on physical links in both directions, as well as unidirectional failures.

• Ability to put a port in link-loopback mode remotely for diagnostics.

• Report and receive link error events such as framing or symbol errors.

LFM runsat thephysical or aggregated interface level.Whenconfiguredonanaggregated

interface, LFM is run individually on eachmember link. LFM is a link-layer protocol and

does not needaLayer 3 (IPv4or IPv6) address to operate. This allows for LFM to function

on circuit cross-connect/transport cross-connect (CCC/TCC) encapsulated interfaces.

Related
Documentation

• Ethernet OAM Feature Guide for MX Series Routers

• Example: Configuring Ethernet LFM Between Provider Edge and Customer Edge on

page 53

• Example: Configuring Ethernet LFM for CCC on page 54

• Example: Configuring Ethernet LFM for Aggregated Ethernet on page 56

• Example: Configuring Ethernet LFMwith Loopback Support on page 58
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CHAPTER 4

Ethernet Ring Protection

• Ethernet Ring Protection on page 13

• Ethernet Ring Protection Using Ring Instances for Load Balancing on page 15

Ethernet Ring Protection

Link failure is often an unavoidable part of networking. However, there are methods of

improving the reliability of a router or bridge network even when link failures occur. For

example, SONET/SDHseal-healing rings are frequently used to adda level of robustness

to router networks. This ring protection switching is now extended to Ethernet links. You

can configure Ethernet ring protection for a series of two or more systems so that if one

link fails, traffic is rerouted around the failure on the ring.

The basic idea of Ethernet ring protection is to use one specific link to protect the whole

ring. This special link is the ring protection link (RPL). When all links are up and running,

the RPL blocks traffic and remains idle. The RPL itself is controlled by the designated

RPL owner node. There is only one RPL owner node on the ring and the RPL owner node

is responsible forblocking theRPL interfaceundernormaloperatingconditions.However,

if a link failure occurs on the ring, the RPL owner node is responsible for unblocking the

RPL interface and protection–switching the traffic on the alternate path around the ring.

AnEthernet ringautomaticprotectionswitching (R-APS)messagingprotocol coordinates

the protection activities of all nodes on the ring. The APS blocks traffic over the failed

link and unblocks traffic over the RPL.

When the failed link is repaired, the traffic reverts to its normal pattern. That is, the RPL

owner blocks the RPL link and unblocks traffic over the cleared link.

Two ormore nodes forma ring. Links between the nodes forma chain, with the last node

also connecting the first. Every ring node therefore has two ports related to the ring, one

in each direction. In this chapter, these directions are referred to as east and west.

Every node on the ring is one of two types:

• RPLownernode—Thisnodeowns theRPLandblocksorunblocks theRPLasconditions

require. This node initiates the R-APSmessage.

• Normal node—All other nodes on the ring (that is, those that are not the RPL owner

node) operate as normal nodes and have no special role on the ring.
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In addition to roles, each node on the Ethernet ring can be in one of several states:

• Init—The node is not yet participating in the ring.

• Idle—The node is performing normally (there is no link failure on the ring). In this state,

traffic is unblocked on both ring ports, except for the RPL owner node, which blocks

the RPL port (the other RPL owner port is unblocked).

• Protection—When a failure occurs on the ring, a normal node will have traffic blocked

on the ring port that connects to the failed link. The RPL owner, if it is not at one end

of the failed link, will then unblock the RPL port so both ports are active.

NOTE: TheR-APSprotocol does not detect the number of RPL owner nodes
configured on the ring. Youmust configure only one RPL and RPL owner per
ring or protection switching will not work properly.

Ethernet ring protection only works when one link on the ring fails. Multiple link failures

will break the ring and cause protection switching to fail.

Several restrictions apply to Ethernet ring protection:

• The Ethernet ring protection configured as a single instance only works at the physical

level (adjacent nodes must be directly connected). The ring protection operates at

the interface (port) level and not at the VLAN level.

• Manual (command-based) switching to protection mode is not supported.

• Nonrevertive switching is not supported.When the link failure is cleared, traffic always

returns to normal operation.

• The interconnection of multiple rings for protection purposes is not supported.

You can configure Ethernet ring protection to optimize traffic load-balancing by using

multiple ring instances. Formore informationaboutmultiple ring instances, see “Ethernet

Ring Protection Using Ring Instances for Load Balancing” on page 15

Related
Documentation

Ethernet OAM Feature Guide for MX Series Routers•

• Example: Configuring Ethernet Ring Protection for MX Series Routers on page 61

• Example:ViewingEthernetRingProtectionStatus—NormalRingOperationonpage85

• Example: Viewing Ethernet Ring Protection Status—Ring Failure Condition on page 87

• Ethernet Ring Protection Using Ring Instances for Load Balancing on page 15

• Example: Configuring Load BalancingWithin Ethernet Ring Protection for MX Series

Routers on page 68
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Ethernet Ring Protection Using Ring Instances for Load Balancing

Juniper Network MX Series 3D Universal Edge Routers support Ethernet ring protection

(ERP) to help achieve high reliability and network stability. ERP is used in router or bridge

networks to protect against link failure. A single-ring topology is configured that uses one

specific link called a ring protection link (RPL) to protect the whole ring. When all links

are up and running, the RPL blocks traffic and remains idle. However, if a link fails, the

RPL routes traffic to bypass the failure on the ring.

NOTE: To learn how ERPworks in a single-ring topology, see “Ethernet Ring
Protection” on page 13.

MXSeries routersnowsupportERP ring instances.Whereas traffic inasingle-ring topology

follows the same path, traffic within ring instances allows some traffic to pass through

onepathwhile other traffic can followadifferentpath.Dividing traffic in thisway supports

traffic load balancing in the physical ring.

Ring instancesare like traffic channels that containdifferent setsof virtual LANS(VLANs).

A ring instance is responsible for theprotectionof a subset ofVLANs that transport traffic

over the physical ring. When ring instances are configured for the ring, each ring instance

should have its own RPL owner, an east and a west interface, and a ring protection link

end.

Each ring instance has a control channel and a specific data channel. A data channel is

a group of bridge domain VLAN IDs. All VLAN IDs within the same ring interface share

the samedata-forwarding properties controlled by the ERP. If no data channel is defined

in the ring configuration, ERP will only operate on the physical link instead of as a ring

instance using logical links.

When operating ERP in a topology with other protocols, the following considerations

should be observed:

• If a physical interface is part of an Ethernet ring, it cannot be configured for Spanning

Tree Protocol (STP) or Multiple Spanning Tree Protocol (MSTP).

• ERP and Per-VLAN Spanning Tree (PVST) can be configured on the same topology

as long as PVST doesn't share the same VLANwith any Ethernet ring instance

configured on the physical port.

• If ERP is configured only as a physical ring instance (a ring without a data channel) in

a topology also configured for PVST, ERP checks the PVST configuration on two ring

interfaces and automatically creates a data channel excluding VLANs used by PVST.

Related
Documentation

• Ethernet Ring Protection on page 13

• Example: Configuring Ethernet Ring Protection for MX Series Routers on page 61
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PART 2

Configuration

• ITU-T Y.1731 Ethernet Frame Delay Measurements Tasks on page 19

• IEEE 802.1ag OAM Connectivity-Fault Management Examples on page 25

• ITU-T Y.1731 Ethernet Frame Delay Measurements Examples on page 41

• IEEE 802.1ah OAM Link-Fault Management Examples on page 53

• Ethernet Ring Protection Examples on page 61
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CHAPTER 5

ITU-T Y.1731 Ethernet Frame Delay
Measurements Tasks

• ConfiguringMEP Interfaces toSupportEthernetFrameDelayMeasurementsonpage 19

• Triggering an Ethernet Frame Delay Measurements Session on page 20

• Viewing Ethernet Frame Delay Measurements Statistics on page 21

ConfiguringMEP Interfaces to Support Ethernet Frame DelayMeasurements

Ethernet frame delay measurement is a useful tool for providing performance statistics

or supportingor challengingServiceLevelAgreements (SLAs). Bydefault, Ethernet frame

delay measurement uses software for timestamping and delay calculations. You can

optionally use hardware timing to assist in this process and increase the accuracy of the

delay measurement results. This assistance is available on the reception path.

Before you can perform Ethernet frame delay measurements on MX Series routers, you

must have done the following:

• Configured Ethernet OAM and CFM correctly

• Prepared themeasurement between two compatibly configured MX Series routers

• Enabled the distributed periodic packet management daemon (ppmd)

• Avoided trying to performEthernet frame delaymeasurement on aggregated Ethernet

or pseudowire interfaces, which are not supported

• Madesure thehardware-assisted timestamping is supported if that feature is configured

At the end of this configuration, you create two MX Series routers that can perform and

display Ethernet frame delay measurements on Ethernet interfaces using optional

hardware timestamping. By default, Ethernet frame delay measurement uses software

for timestamping and delay calculations. You can optionally use hardware timing to

assist in this process and increase the accuracy of the delay measurement results. This

assistance is available on the reception path.
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To configure hardware-assisted timestamping:

1. To enable Ethernet frame delay measurement hardware assistance on the reception
path, include the hardware-assisted-timestamping statement at the [edit protocols
oamethernetconnectivity-fault-managementperformance-monitoring]hierarchy level:

[edit]
protocols {
oam {
ethernet {
connectivity-fault-management {
performance-monitoring {
hardware-assisted-timestamping; # Enable timestamping in hardware.

}
}

}
}

2. Ethernet framedelaymeasurement requires that distributedPPMD is enabled. Before

you can gather statistics for Ethernet frame delaymeasurement, youmustmake sure

that PPMD is configured properly. Without distributed PPMD, delay measurement

results are not valid.

To perform Ethernet frame delay measurement, make sure that the following
configuration statement is NOT present:

[edit routing-options]
ppm {
no-delegate-processing; # This turns distributed PPMDOFF.

}

Related
Documentation

Ethernet OAM Feature Guide for MX Series Routers•

• Ethernet Frame Delay Measurements on page 7

• Triggering an ETH-DM Session on page 20

• Viewing ETH-DM Statistics on page 21

• Configuring One-Way ETH-DMwith Single-Tagged Interfaces on page 41

• Configuring Two-Way ETH-DMwith Single-Tagged Interfaces on page 46

• Configuring ETH-DMwith Untagged Interfaces on page 50

Triggering an Ethernet Frame DelayMeasurements Session

Before Ethernet frame delay measurement statistics can be displayed, they must be

collected. To trigger Ethernet frame delay measurement, use themonitor ethernet

delay-measurement (one-way | two-way) (remote-mac-address | mep identifier)

maintenance-domain namemaintenance-associationma-id [count count] [wait time]

operational command.

The fields for this command are described in Table 3 on page 21.
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Table 3: Monitor Ethernet Delay Command Parameters

DescriptionParameter RangeParameter

Perform a one-way or two-way (round-trip) delay measurement.NAone-way or two-way

Send delaymeasurement frames to the destination unicastMACaddress
(use the format xx:xx:xx:xx:xx:xx). Multicast MAC addresses are not
supported.

Unicast MAC addressremote-mac-address

The MEP identifier to use for the measurement. The discovered MAC
address for this MEP identifier is used.

1–8191mep identifier

Specifies an existing maintenance domain (MD) to use for the
measurement.

Existing MD namemaintenance-domain
name

Specifies an existing maintenance association (MA) identifier to use for
the measurement.

Existing MA identifiermaintenance-association
ma-id

(Optional) Specifies the number of Ethernet frame delay frames to send.
The default is 10.

1–65535 (default: 10)count count

(Optional) Specifies the number of seconds towait between frames. The
default is 1 second.

1–255 seconds
(default: 1)

wait time

If you attempt to monitor delays to a nonexistent MAC address, youmust exit the

application manually using ^C:

user@host> monitor ethernet delay-measurement two-way 00:11:22:33:44:55
Two-way ETH-DM request to 00:11:22:33:44:55, Interface ge-5/2/9.0
^C
--- Delay measurement statistics ---
Packets transmitted: 10, Valid packets received: 0
Average delay: 0 usec, Average delay variation: 0 usec
Best case delay: 0 usec, Worst case delay: 0 usec

Related
Documentation

Ethernet OAM Feature Guide for MX Series Routers•

• Ethernet Frame Delay Measurements on page 7

• Configuring MEP Interfaces to Support ETH-DM on page 19

• Viewing ETH-DM Statistics on page 21

• Configuring One-Way ETH-DMwith Single-Tagged Interfaces on page 41

• Configuring Two-Way ETH-DMwith Single-Tagged Interfaces on page 46

• Configuring ETH-DMwith Untagged Interfaces on page 50

Viewing Ethernet Frame DelayMeasurements Statistics

Once Ethernet frame delay measurement statistics have been collected, they can be

displayed.
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To retrieve the last 100 Ethernet frame delay measurement statistics per remote MEP

or per CFM session, two types of show commands are provided:

• For all OAM frame counters and Ethernet frame delay measurement statistics

• For Ethernet frame delay measurement statistics only

To retrieve all Ethernet frame delay measurement statistics for a given session, use the

show oam ethernet connectivity-fault-managementmep-statisticsmaintenance-domain

namemaintenance-associationname [local-mep identifier] [remote-mep identifier] [count

count] command.

To retrieve only Ethernet frame delay measurement statistics for a given session, use

the show oam ethernet connectivity-fault-management delay-statistics

maintenance-domain namemaintenance-association name [local-mep identifier]

[remote-mep identifier] [count count] command.

NOTE: The only difference in the two commands is the use of the
mep-statistics and delay-statistics keyword.

The fields for these commands are described in Table 4 on page 22.

Table 4: Show Ethernet Delay Command Parameters

DescriptionParameter RangeParameter

Specifies an existing maintenance domain (MD) to use.Existing MD namemaintenance-domain name

Specifies anexistingmaintenanceassociation (MA) identifier
to use.

Existing MA identifiermaintenance-associationma-id

WhenaMEPhas been specified, display statistics only for the
local MEP.

1–8191local-mep identifier

WhenaMEPhas been specified, display statistics only for the
discovered MEP.

1–8191remote-mep identifier

Thenumberof entries todisplay in the results table.Bydefault,
all 100 entries are displayed if they exist.

1–100 (default:100)count count

NOTE: For eachMEP, you will see frame counters for sent and received
Ethernet frame delaymeasurement frames whenever MEP statistics are
displayed.

Related
Documentation

• Ethernet OAM Feature Guide for MX Series Routers

• Ethernet Frame Delay Measurements on page 7

• Configuring MEP Interfaces to Support ETH-DM on page 19
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• Triggering an ETH-DM Session on page 20

• Configuring One-Way ETH-DMwith Single-Tagged Interfaces on page 41

• Configuring Two-Way ETH-DMwith Single-Tagged Interfaces on page 46

• Configuring ETH-DMwith Untagged Interfaces on page 50
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CHAPTER 6

IEEE 802.1ag OAM Connectivity-Fault
Management Examples

• Ethernet Operations, Administration, and Maintenance on page 25

• Ethernet OAM Connectivity Fault Management on page 26

• Example: Configuring Ethernet CFM over VPLS on page 27

• Example: Configuring Ethernet CFM on Bridge Connections on page 34

• Example: Configuring Ethernet CFM on Physical Interfaces on page 38

Ethernet Operations, Administration, andMaintenance

This topic provides an overview to help you effectively configure Ethernet Operations,

Administration, and Maintenance (OAM) on a network of Juniper Networks MX Series

3D Universal Edge Routers. For more information about configuring OAM parameters on

Ethernet interfaces, see the Junos OS Network Interfaces Library for Routing Devices.

Ethernet OAM provides the tools that network management software and network

managers can use to determine how a network of Ethernet links is functioning. Ethernet

OAM should:

• Rely only on themedia access control (MAC) address or virtual local area network

(VLAN) identifier for troubleshooting

• Work independentlyof theactualEthernet transportand functionoverphysicalEthernet

ports, or a virtual service such as pseudowire, and so on.

• Isolate faults over a flat (or single operator) network architecture or a nested or

hierarchical (or multi-provider) networks.

OAM can provide simple link-level information, provide performance statistics, or track

end-to-end connectivity across the network. Simple link fault management (LFM) for

Ethernet links is defined in IEEE 802.3ah.

Ethernet OAM functions are implemented as:

• Fault detection and notification (provided by continuity check messages)

• Path discovery (provided by the linktrace protocol)
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• Fault isolation, verification, and recovery (isolation and verification are provided by a

combination of protocols, while recovery is the function of protocols such as spanning

tree)

The loopback protocol used in Ethernet OAM is modeled on the standard IP ping. After

a fault is detected, the loopback protocol performs fault verification and isolation under

thedirectionofanetworkoperator. The loopback isperformedusing requestand response

message pairs. A unicast loopbackmessage is generated by aMEP and a loopback reply

is generated by the destination MIP or MEP. The target MAC address is learned by the

continuity checkprotocol or linktraceprotocol. The loopbackmessage's packet is always

forwarded to a unique port by the originatingMEP, as determined by aMAC table lookup

or the MEP interface MAC address. The target MIP or MEP generates a unicast loopback

reply in response to the received loopback message. The loopback message follows the

same path as a data packet, and intermediate bridges simply forward the packet to the

destination MIP or MEP.

Related
Documentation

Ethernet OAM Feature Guide for MX Series Routers•

• Ethernet OAM Connectivity Fault Management on page 4

• Example: Configuring Ethernet CFM over VPLS on page 27

• Example: Configuring Ethernet CFM on Bridge Connections on page 34

• Example: Configuring Ethernet CFM on Physical Interfaces on page 38

Ethernet OAMConnectivity Fault Management

Themost complete connectivity fault management (CFM) is defined in IEEE 802.1ag.

This topic emphasizes the use of CFM in a Metro Ethernet environment.

Themajor features of CFM are:

• Fault monitoring using the continuity check protocol. This is a neighbor discovery and

health check protocol which discovers andmaintains adjacencies at the VLAN or link

level.

• Pathdiscoveryand fault verificationusing the linktraceprotocol. Similar to IP traceroute,

this protocol maps the path taken to a destination MAC address through one or more

bridged networks between the source and destination.

• Fault isolation using the loopback protocol. Similar to IP ping, this protocol works with

the continuity check protocol during troubleshooting.

CFM partitions the service network into various administrative domains. For example,

operators, providers, and customers may be part of different administrative domains.

Each administrative domain is mapped into onemaintenance domain providing enough

information toperform itsownmanagement, thusavoiding securitybreachesandmaking

end-to-endmonitoring possible. Eachmaintenance domain is associated with a

maintenance domain level from 0 through 7. Level allocation is based on the network

hierarchy, where outermost domains are assigned a higher level than the innermost

domains. Customer end points have to highest maintenance domain level. In a CFM
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maintenance domain, each service instance is called amaintenance association. A

maintenanceassociationcanbe thoughtasa fullmeshofmaintenanceendpoints (MEPs)

having similar characteristics. MEPs are active CFM entities generating and responding

to CFMprotocolmessages. There is also amaintenance intermediate point (MIP), which

isaCFMentity similar to theMEP,butmorepassive (MIPsonly respond toCFMmessages).

MEPs can be up MEPs or down MEPs. A link can connect a MEP at level 5 to a MEP at

level 7. The interface at level 5 is an up MEP (because the other end of the link is at MEP

level 7) and the interface at level 7 is a downMEP (because the other end of the link is

at MEP level 5).

In a Metro Ethernet network, CFM is commonly used at two levels:

• By the service provider to check the connectivity among its provider edge (PE) routers

• By the customer to check the connectivity among its customer edge (CE) routers

NOTE: The configured customer CFM level must be greater than service
provider CFM level.

In many Metro Ethernet networks, CFM is used to monitor connectivity over a VPLS and

bridge network.

Related
Documentation

Ethernet OAM Feature Guide for MX Series Routers•

• Ethernet Operations, Administration, and Maintenance on page 3

• Example: Configuring Ethernet CFM over VPLS on page 27

• Example: Configuring Ethernet CFM on Bridge Connections on page 34

• Example: Configuring Ethernet CFM on Physical Interfaces on page 38

Example: Configuring Ethernet CFM over VPLS

In this example, both the customer and service provider are running Ethernet CFM over

a VPLS and amultiprotocol label switching (MPLS) network. The network is shown in

Figure 2 on page 28. The customer has configured Ethernet CFM onMX Series routers

L2-CE1 and L2-CE2. The service provider has configured Ethernet CFM onMX Series

routers PE1, P, and PE2.

NOTE: The configurations in this example are only partial examples of
complete and functional router configurations. Do not copy these
configurations and use them directly on an actual system.

The service provider is using CFM level 5 and the customer is using CFM level 7. The

boundaries are marked with “upmep” and “downmep” CFM terminology in the figure.
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Figure 2: Ethernet OAMwith VPLS

The followingare the configurations of theVPLSandCFMon the service provider routers.

Configuration of PE1 [edit chassis]
fpc 5 {
pic 0 {
tunnel-services {
bandwidth 1g;

}
}

}

[edit interfaces]
ge-1/0/7 {
encapsulation flexible-ethernet-services;
vlan-tagging;
unit 1 {
encapsulation vlan-vpls;
vlan-id 2000;

}
}
ge-0/0/0 {
unit 0 {
family inet {
address 10.200.1.1/24;

}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 10.255.168.231/32 {
primary;

}
address 127.0.0.1/32;

}
}

}

[edit routing-instances]
vpls-vlan2000 {
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instance-type vpls;
vlan-id 2000;
interface ge-1/0/7.1;
route-distinguisher 10.255.168.231:2000;
vrf-target target:1000:1;
protocols {
vpls {
site-range 10;
site vlan2000-PE1 {
site-identifier 2;

}
}

}
}

[edit protocols]
rsvp {
interface ge-0/0/0.0;

}
mpls {
label-switched-path PE1-to-PE2 {
to 10.100.1.1;

}
interface ge-0/0/0.0;

}
bgp {
group PE1-to-PE2 {
type internal;
local-address 10.200.1.1;
family l2vpn {
signaling;

}
local-as 65000;
neighbor 10.100.1.1;

}
}
ospf {
traffic-engineering;
reference-bandwidth 4g;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
interface ge-0/0/0.0;

}
}
oam {
ethernet {
connectivity-fault-management {
maintenance-domain customer-site1 {
level 5;
maintenance-association customer-site1 {
continuity-check {
interval 1s;
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}
mep 100 {
interface ge-1/0/7.1;
direction up;
auto-discovery;

}
}

}
}

}
}

Configuration of PE2 [edit chassis]
fpc 5 {
pic 0 {
tunnel-services {
bandwidth 1g;

}
}

}

[edit interfaces]
ge-5/0/9 {
vlan-tagging;
encapsulation flexible-ethernet-services;
unit 1 {
encapsulation vlan-vpls;
vlan-id 2000;

}
}
ge-5/2/7 {
unit 0 {
family inet {
address 10.100.1.1/24;

}
family mpls;

}
}
lo0 {
unit 0 {
family inet {
address 10.255.168.230/32 {
primary;

}
address 127.0.0.1/32;

}
}

}

[edit routing-instances]
vpls-vlan2000 {
instance-type vpls;
vlan-id 2000;
interface ge-5/0/9.1;
route-distinguisher 10.255.168.230:2000;
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vrf-target target:1000:1;
protocols {
vpls {
site-range 10;
site vlan2000-PE2 {
site-identifier 1;

}
}

}
}

[edit protocols]
rsvp {
interface ge-5/2/7.0;

}
mpls {
label-switched-path PE2-to-PE1 {
to 10.200.1.1;

}
interface ge-5/2/7.0;

}
bgp {
group PE2-to-PE1 {
type internal;
local-address 10.100.1.1;
family l2vpn {
signaling;

}
local-as 65000;
neighbor 10.200.1.1;

}
}
ospf {
traffic-engineering;
reference-bandwidth 4g;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
interface ge-5/2/7.0;

}
}
oam {
ethernet {
connectivity-fault-management {
maintenance-domain customer-site1 {
level 5;
maintenance-association customer-site1 {
continuity-check {
interval 1s;

}
mep 200 {
interface ge-5/0/9.1;
direction up;

31Copyright © 2013, Juniper Networks, Inc.

Chapter 6: IEEE 802.1ag OAM Connectivity-Fault Management Examples



auto-discovery;
}

}
}

}
}

}

Configuration of P
router

MPLS only, no CFM needed:

[edit]
interfaces {
ge-5/2/7 {
# Connected to PE1
unit 0 {
family inet {
address 10.200.1.10/24;

}
family mpls;

}
}
ge-0/1/0 {
# Connected to PE2
unit 0 {
family inet {
address 10.100.1.10/24;

}
family mpls;

}
}
lo0 {
unit 0{
family inet {
address 10.255.168.240/32;

}
}

}
}

[edit]
protocols {
rsvp {
interface ge-0/1/0.0;
interface ge-5/2/7.0;

}
mpls {
interface ge-0/1/0.0;
interface ge-5/2/7.0;

}
ospf {
traffic-engineering;
reference-bandwidth 4g;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
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disable;
}
interface ge-0/1/0.0;
interface ge-5/2/7.0;

}
}

}

CFM on L2-CE1 Here is the configuration of CFM on L2-E1:

[edit interfaces]
ge-5/2/3 {
vlan-tagging;
unit 0 {
vlan-id 2000;

}
}

[edit protocols oam]
ethernet {
connectivity-fault-management {
maintenance-domain customer {
level 7;
maintenance-association customer-site1 {
continuity-check {
interval 1s;

}
mep 800 {
interface ge-5/2/3.0;
direction down;
auto-discovery;

}
}

}
}

}

CFM on L2-CE2 Here is the configuration of CFM L2-CE2:

[edit interfaces]
ge-0/2/9 {
vlan-tagging;
unit 0 {
vlan-id 2000;

}
}

[edit protocols oam]
ethernet {
connectivity-fault-management {
maintenance-domain customer {
level 7;
maintenance-association customer-site1 {
continuity-check {
interval 1s;
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}
mep 700 {
interface ge-0/2/9.0;
direction down;
auto-discovery;

}
}

}
}

}

Related
Documentation

Ethernet OAM Feature Guide for MX Series Routers•

• Ethernet Operations, Administration, and Maintenance on page 3

• Ethernet OAM Connectivity Fault Management on page 4

• Example: Configuring Ethernet CFM on Bridge Connections on page 34

• Example: Configuring Ethernet CFM on Physical Interfaces on page 38

Example: Configuring Ethernet CFM on Bridge Connections

In this example, both the customer and service provider are running Ethernet CFM over

a simple bridge network. The network is shown in Figure 3 on page 34. The customer has

configured Ethernet CFM onMX Series routers L2-CE1 and L2-CE2. The service provider

has configured Ethernet CFM onMX Series routers PE1 and PE2.

NOTE: The configurations in this example are only partial examples of
complete and functional router configurations. Do not copy these
configurations and use them directly on an actual system.

The service provider is using CFM level 3 for the link between PE1 and PE2 and level 5

from one CE facing port to the other. The customer is using CFM level 7. The boundaries

are marked with “upmep” and “downmep” CFM terminology in the figure.

Figure 3: Ethernet CFM over a Bridge Network

Here are the configurations of CFM on the customer routers.
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CFM on L2-CE1 [edit interfaces]
ge-0/2/9 {
vlan-tagging;
unit 0 {
vlan-id 2000;

}
}

[edit protocols oam ethernet]
connectivity-fault-management {
maintenance-domain customer {
level 7;
maintenance-association customer-site1 {
continuity-check {
interval 1s;

}
mep 700 {
interface ge-0/2/9.0;
direction down;
auto-discovery;

}
}

}
}

CFM on L2-CE2 [edit interfaces]
ge-1/0/7 {
vlan-tagging;
unit 0 {
vlan-id 2000;

}
}

[edit protocols oam ethernet]
connectivity-fault-management {
maintenance-domain customer {
level 7;
maintenance-association customer-site2 {
continuity-check {
interval 1s;

}
mep 800 {
interface ge-1/0/7.0;
direction down;
auto-discovery;

}
}

}
}

Here are the configurations of CFM on the provider routers.

CFM on PE1 [edit interfaces]
ge-5/0/9 {
vlan-tagging;
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encapsulation flexible-ethernet-services;
unit 0 {
encapsulation vlan-bridge;
vlan-id 2000;

}
}
ge-5/1/7 {
vlan-tagging;
encapsulation flexible-ethernet-services;
unit 0 {
encapsulation vlan-bridge;
vlan-id 2000;

}
}

[edit bridge-domains]
bridge-vlan2000 {
domain-type bridge;
vlan-id 2000;
interface ge-5/0/9.0;
interface ge-5/1/7.0;

}

[edit protocols oam ethernet connectivity-fault-management]
maintenance-domain provider-outer {
level 5;
maintenance-association provider-outer-site1 {
continuity-check {
interval 1s;

}
mep 200 {
interface ge-5/0/9.0;
direction up;
auto-discovery;

}
}

}
maintenance-domain provider-inner {
level 3;
maintenance-association provider-inner-site1 {
continuity-check {
interval 1s;

}
mep 200 {
interface ge-5/1/7.0;
direction down;
auto-discovery;

}
}

}

CFM on PE2 [edit interfaces]
ge-5/1/7 {
vlan-tagging;
encapsulation flexible-ethernet-services;
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unit 0 {
encapsulation vlan-bridge;
vlan-id 2000;

}
}
ge-5/2/3 {
vlan-tagging;
encapsulation flexible-ethernet-services;
unit 0 {
encapsulation vlan-bridge;
vlan-id 2000;

}
}

[edit bridge-domains]
bridge-vlan2000 {
domain-type bridge;
interface ge-5/2/3.0;
interface ge-5/1/7.0;

}

[edit protocols oam ethernet connectivity-fault-management]
maintenance-domain provider-outer {
level 5;
maintenance-association provider-outer-site1 {
continuity-check {
interval 1s;

}
mep 100 {
interface ge-5/2/3.0;
direction up;
auto-discovery;

}
}

}
maintenance-domain provider-inner {
level 3;
maintenance-association provider-inner-site1 {
continuity-check {
interval 1s;

}
mep 100 {
interface ge-5/1/7.0;
direction down;
auto-discovery;

}
}

}

Related
Documentation

Ethernet OAM Feature Guide for MX Series Routers•

• Ethernet Operations, Administration, and Maintenance on page 3

• Ethernet OAM Connectivity Fault Management on page 4
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• Example: Configuring Ethernet CFM over VPLS on page 27

• Example: Configuring Ethernet CFM on Physical Interfaces on page 38

Example: Configuring Ethernet CFM on Physical Interfaces

CFM can be used to monitor the physical link between two routers. This functionality is

similar to that supported by the IEEE 802.3ah LFM protocol.

In Junos OS Release 9.3 and later, CFM also supports aggregated Ethernet interfaces.

On interfaces configured on Modular Port Concentrators (MPCs) and Modular Interface

Cards(MICs)onMXSeries routers,CFM isnotsupportedonuntaggedaggregatedEthernet

member links. MPCs and MICs do support CFM on untagged and tagged aggregated

Ethernet logical interfaces.

NOTE: The configurations in this example are only partial examples of
complete and functional router configurations. Do not copy these
configurations and use them directly on an actual system.

In the following example, two routers (Router 1 and Router 2) are connected by a

point-to-point Gigabit Ethernet link. The link between these two routers is monitored

using CFM. This is shown in Figure 4 on page 38. The single boundary is a “downmep” in

CFM terminology.

Figure 4: Ethernet CFM on Physical Interfaces

Router 1 Configure the interface and CFM:

[edit]
interfaces ge-1/0/1 {
unit 0 {
family inet;

}
}

protocols {
oam {
ethernet {
connectivity-fault-management {
maintenance-domain private {
level 0;
maintenance-association private-ma {
continuity-check {
interval 1s;

}
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mep 100 {
interface ge-1/0/1;
direction down;
auto-discovery;

}
}

}
}

}
}

}

The configuration on Router 2 mirrors that on Router 1, with the exception of themep-id.

Router 2 Configure the interface and CFM:

[edit]
interfaces ge-0/2/5 {
unit 0 {
family inet;

}
}

protocols {
oam {
ethernet {
connectivity-fault-management {
maintenance-domain private {
level 0;
maintenance-association private-ma {
continuity-check {
interval 1s;

}
mep 200 {
interface ge-0/2/5;
direction down;
auto-discovery;

}
}

}
}

}
}

}

Related
Documentation

• Ethernet OAM Feature Guide for MX Series Routers

• Ethernet Operations, Administration, and Maintenance on page 3

• Ethernet OAM Connectivity Fault Management on page 4

• Example: Configuring Ethernet CFM over VPLS on page 27

• Example: Configuring Ethernet CFM on Bridge Connections on page 34
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CHAPTER 7

ITU-T Y.1731 Ethernet Frame Delay
Measurements Examples

• Example: Configuring One-Way Ethernet Frame Delay Measurements with

Single-Tagged Interfaces on page 41

• Example: Configuring Two-Way Ethernet Frame Delay Measurements with

Single-Tagged Interfaces on page 46

• Example: Configuring Ethernet Frame Delay Measurements with Untagged

Interfaces on page 50

Example: Configuring One-Way Ethernet Frame DelayMeasurements with
Single-Tagged Interfaces

This example uses twoMX Series routers:MX-1 andMX-2. The configuration creates a

CFMdownMEPsessiononaVLAN-tagged logical interfaceconnecting the two(ge-5/2/9

on RouterMX-1 and ge-0/2/5 on RouterMX-2).

NOTE: These are not complete router configurations.

Configuration on RouterMX-1:

[edit]
interfaces {
ge-5/2/9 {
vlan-tagging;
unit 0 {
vlan-id 512;

}
}

}
protocols {
oam {
ethernet {
connectivity-fault-management {
traceoptions {
file eoam_cfm.log size 1g files 2 world-readable;
flag all;

}
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linktrace {
path-database-size 255;
age 10s;

}
maintenance-domainmd6 {
level 6;
maintenance-associationma6 {
continuity-check {
interval 100ms;
hold-interval 1;

}
mep 201 {
interface ge-5/2/9.0;
direction down;
auto-discovery;

}
}

}
}

}
}

}

Configuration on RouterMX-2:

[edit]
interfaces {
ge-0/2/5 {
vlan-tagging;
unit 0 {
vlan-id 512;

}
}

}
protocols {
oam {
ethernet {
connectivity-fault-management {
traceoptions {
file eoam_cfm.log size 1g files 2 world-readable;
flag all;

}
linktrace {
path-database-size 255;
age 10s;

}
maintenance-domainmd6 {
level 6;
maintenance-associationma6 {
continuity-check {
interval 100ms;
hold-interval 1;

}
mep 101 {
interface ge-0/2/5.0;
direction down;
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auto-discovery;
}

}
}

}
}

}
}

From RouterMX-2, start a one-way delay measurement to RouterMX-1.

user@MX-2> monitorethernetdelay-measurementone-waymep201maintenance-domainmd6
maintenance-associationma6 count 10
One-way ETH-DM request to 00:90:69:0a:43:94, Interface ge-0/2/5.0
1DM Frames sent : 10
--- Delay measurement statistics ---
Packets transmitted: 10
Average delay: NA, Average delay variation: NA
Best case delay: NA, Worst case delay: NA

The counters are displayed as part of the local MEP database on RouterMX-2.

user@MX-2> show oam ethernet connectivity-fault-managementmep-database
maintenance-domainmd6maintenance-domainma6
Maintenance domain name: md6, Format: string, Level: 6
  Maintenance association name: ma6, Format: string
  Continuity-check status: enabled, Interval: 100ms, Loss-threshold: 3 frames
  MEP identifier: 101, Direction: down, MAC address: 00:90:69:0a:48:57
  Auto-discovery: enabled, Priority: 0
  Interface name: ge-0/2/5.0, Interface status: Active, Link status: Up
  Defects:
    Remote MEP not receiving CCM                  : no
    Erroneous CCM received                        : no
    Cross-connect CCM received                    : no
    RDI sent by some MEP                          : no
  Statistics:
    CCMs sent                                     : 1590
    CCMs received out of sequence                 : 0
    LBMs sent                                     : 0
    Valid in-order LBRs received                  : 0
    Valid out-of-order LBRs received              : 0
    LBRs received with corrupted data             : 0
    LBRs sent                                     : 0
    LTMs sent                                     : 0
    LTMs received                                 : 0
    LTRs sent                                     : 0
    LTRs received                                 : 0
    Sequence number of next LTM request           : 0
    1DMs sent                                     : 10
    Valid 1DMs received                           : 0
    Invalid 1DMs received                         : 0
    DMMs sent                                     : 0
    DMRs sent                                     : 0
    Valid DMRs received                           : 0
    Invalid DMRs received                         : 0
  Remote MEP count: 1
    Identifier    MAC address        State    Interface
      201     00:90:69:0a:43:94       ok    ge-0/2/5.0

The remote MEP database statistics are available on RouterMX-1.

43Copyright © 2013, Juniper Networks, Inc.

Chapter 7: ITU-T Y.1731 Ethernet Frame Delay Measurements Examples



user@MX-1> show oam ethernet connectivity-fault-managementmep-database
maintenance-domainmd6
Maintenance domain name: md6, Format: string, Level: 6
  Maintenance association name: ma6, Format: string
  Continuity-check status: enabled, Interval: 100ms, Loss-threshold: 3 frames
  MEP identifier: 201, Direction: down, MAC address: 00:90:69:0a:43:94
  Auto-discovery: enabled, Priority: 0
  Interface name: ge-5/2/9.0, Interface status: Active, Link status: Up
  Defects:
    Remote MEP not receiving CCM                  : no
    Erroneous CCM received                        : no
    Cross-connect CCM received                    : no
    RDI sent by some MEP                          : no
  Statistics:
    CCMs sent                                     : 1572
    CCMs received out of sequence                 : 0
    LBMs sent                                     : 0
    Valid in-order LBRs received                  : 0
    Valid out-of-order LBRs received              : 0
    LBRs received with corrupted data             : 0
    LBRs sent                                     : 0
    LTMs sent                                     : 0
    LTMs received                                 : 0
    LTRs sent                                     : 0
    LTRs received                                 : 0
    Sequence number of next LTM request           : 0
    1DMs sent                                     : 0
    Valid 1DMs received                           : 10
    Invalid 1DMs received                         : 0
    DMMs sent                                     : 0
    DMRs sent                                     : 0
    Valid DMRs received                           : 0
    Invalid DMRs received                         : 0
  Remote MEP count: 1
    Identifier    MAC address        State    Interface
      101     00:90:69:0a:48:57       ok    ge-5/2/9.0

The remote RouterMX-1 should also collect the delay statistics (up to 100 per session)

for display withmep-statistics or delay-statistics.

user@MX-1> show oam ethernet connectivity-fault-managementmep-statistics
maintenance-domainmd6
MEP identifier: 201, MAC address: 00:90:69:0a:43:94
Remote MEP count: 1
  CCMs sent                                     : 3240
  CCMs received out of sequence                 : 0
  LBMs sent                                     : 0
  Valid in-order LBRs received                  : 0
  Valid out-of-order LBRs received              : 0
  LBRs received with corrupted data             : 0
  LBRs sent                                     : 0
  LTMs sent                                     : 0
  LTMs received                                 : 0
  LTRs sent                                     : 0
  LTRs received                                 : 0
  Sequence number of next LTM request           : 0
  1DMs sent                                     : 0
  Valid 1DMs received                           : 10
  Invalid 1DMs received                         : 0
  DMMs sent                                     : 0
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  DMRs sent                                     : 0
  Valid DMRs received                           : 0
  Invalid DMRs received                         : 0

  Remote MEP identifier: 101
  Remote MAC address: 00:90:69:0a:48:57
    Delay measurement statistics:
    Index  One-way delay  Two-way delay
              (usec)         (usec)    
      1        370          
      2        357          
      3        344          
      4        332          
      5        319          
      6        306          
      7        294          
      8        281          
      9        269          
      10       255          
    Average one-way delay          : 312 usec
    Average one-way delay variation: 11 usec
    Best case one-way delay        : 255 usec
    Worst case one-way delay       : 370 usec

user@MX-1> show oam ethernet connectivity-fault-management delay-statistics
maintenance-domainmd6
MEP identifier: 201, MAC address: 00:90:69:0a:43:94
Remote MEP count: 1

  Remote MAC address: 00:90:69:0a:48:57
    Delay measurement statistics:
    Index  One-way delay  Two-way delay
              (usec)         (usec)    
      1        370          
      2        357          
      3        344          
      4        332          
      5        319          
      6        306          
      7        294          
      8        281          
      9        269          
      10       255          
    Average one-way delay          : 312 usec
    Average one-way delay variation: 11 usec
    Best case one-way delay        : 255 usec

NOTE: Whentwosystemsareclose toeachother, theirone-waydelayvalues
are very high compared to their two-way delay values. This is because
one-way delaymeasurement requires the timing for the two systems to be
synchronized at a very granular level andMX Series routers do not support
this granular synchronization. However, two-way delaymeasurement does
not require synchronized timing,making two-waydelaymeasurementsmore
accurate.
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Related
Documentation

Ethernet OAM Feature Guide for MX Series Routers•

• Ethernet Frame Delay Measurements on page 7

• Configuring MEP Interfaces to Support ETH-DM on page 19

• Triggering an ETH-DM Session on page 20

• Viewing ETH-DM Statistics on page 21

• Configuring Two-Way ETH-DMwith Single-Tagged Interfaces on page 46

• Configuring ETH-DMwith Untagged Interfaces on page 50

Example: Configuring Two-Way Ethernet Frame DelayMeasurements with
Single-Tagged Interfaces

This example uses twoMX Series routers:MX-1 andMX-2. The configuration creates a

CFMdownMEPsessiononaVLAN-tagged logical interfaceconnecting the two(ge-5/2/9

on RouterMX-1 and ge-0/2/5 on RouterMX-2).

NOTE: These are not complete router configurations.

Configuration on RouterMX-1:

[edit]
interfaces {
ge-5/2/9 {
vlan-tagging;
unit 0 {
vlan-id 512;

}
}

}
protocols {
oam {
ethernet {
connectivity-fault-management {
traceoptions {
file eoam_cfm.log size 1g files 2 world-readable;
flag all;

}
linktrace {
path-database-size 255;
age 10s;

}
maintenance-domainmd6 {
level 6;
maintenance-associationma6 {
continuity-check {
interval 100ms;
hold-interval 1;

}
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mep 201 {
interface ge-5/2/9.0;
direction down;
auto-discovery;

}
}

}
}

}
}

}

Configuration on RouterMX-2:

[edit]
interfaces {
ge-0/2/5 {
vlan-tagging;
unit 0 {
vlan-id 512;

}
}

}
protocols {
oam {
ethernet {
connectivity-fault-management {
traceoptions {
file eoam_cfm.log size 1g files 2 world-readable;
flag all;

}
linktrace {
path-database-size 255;
age 10s;

}
maintenance-domainmd6 {
level 6;
maintenance-associationma6 {
continuity-check {
interval 100ms;
hold-interval 1;

}
mep 101 {
interface ge-0/2/5.0;
direction down;
auto-discovery;

}
}

}
}

}
}

}

From RouterMX-1, start a two-way delay measurement to RouterMX-2.
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user@MX-1> monitor ethernet delay-measurement two-waymep 101maintenance-domainmd6
maintenance-associationma6 count 10
Two-way ETH-DM request to 00:90:69:0a:48:57, Interface ge-5/2/9.0
DMR received from 00:90:69:0a:48:57 Delay: 100 usec Delay variation: 0 usec
DMR received from 00:90:69:0a:48:57 Delay: 92 usec Delay variation: 8 usec
DMR received from 00:90:69:0a:48:57 Delay: 92 usec Delay variation: 0 usec
DMR received from 00:90:69:0a:48:57 Delay: 111 usec Delay variation: 19 usec
DMR received from 00:90:69:0a:48:57 Delay: 110 usec Delay variation: 1 usec
DMR received from 00:90:69:0a:48:57 Delay: 119 usec Delay variation: 9 usec
DMR received from 00:90:69:0a:48:57 Delay: 122 usec Delay variation: 3 usec
DMR received from 00:90:69:0a:48:57 Delay: 92 usec Delay variation: 30 usec
DMR received from 00:90:69:0a:48:57 Delay: 92 usec Delay variation: 0 usec
DMR received from 00:90:69:0a:48:57 Delay: 108 usec Delay variation: 16 usec

--- Delay measurement statistics ---
Packets transmitted: 10, Valid packets received: 10
Average delay: 103 usec, Average delay variation: 8 usec
Best case delay: 92 usec, Worst case delay: 122 usec

The counters are displayed as part of the MEP database on RouterMX-1maintenance

domainMD6.

user@MX-1> show oam ethernet connectivity-fault-managementmep-database
maintenance-domainmd6
Maintenance domain name: md6, Format: string, Level: 6
  Maintenance association name: ma6, Format: string
  Continuity-check status: enabled, Interval: 100ms, Loss-threshold: 3 frames
  MEP identifier: 201, Direction: down, MAC address: 00:90:69:0a:43:94
  Auto-discovery: enabled, Priority: 0
  Interface name: ge-5/2/9.0, Interface status: Active, Link status: Up
  Defects:
    Remote MEP not receiving CCM                  : no
    Erroneous CCM received                        : no
    Cross-connect CCM received                    : no
    RDI sent by some MEP                          : no
  Statistics:
    CCMs sent                                     : 894
    CCMs received out of sequence                 : 0
    LBMs sent                                     : 0
    Valid in-order LBRs received                  : 0
    Valid out-of-order LBRs received              : 0
    LBRs received with corrupted data             : 0
    LBRs sent                                     : 0
    LTMs sent                                     : 0
    LTMs received                                 : 0
    LTRs sent                                     : 0
    LTRs received                                 : 0
    Sequence number of next LTM request           : 0
    1DMs sent                                     : 0
    Valid 1DMs received                           : 0
    Invalid 1DMs received                         : 0
    DMMs sent                                     : 10
    DMRs sent                                     : 0
    Valid DMRs received                           : 10
    Invalid DMRs received                         : 0
  Remote MEP count: 1
    Identifier    MAC address        State    Interface
      101     00:90:69:0a:48:57       ok    ge-5/2/9.0
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The collected MEP statistics are saved (up to 100 per remote MEP or per CFM session)

and displayed as part of the MEP statistics on RouterMX-1.

user@MX-1> show oam ethernet connectivity-fault-managementmep-statistics
maintenance-domainmd6
MEP identifier: 201, MAC address: 00:90:69:0a:43:94
Remote MEP count: 1
  CCMs sent                                     : 3154
  CCMs received out of sequence                 : 0
  LBMs sent                                     : 0
  Valid in-order LBRs received                  : 0
  Valid out-of-order LBRs received              : 0
  LBRs received with corrupted data             : 0
  LBRs sent                                     : 0
  LTMs sent                                     : 0
  LTMs received                                 : 0
  LTRs sent                                     : 0
  LTRs received                                 : 0
  Sequence number of next LTM request           : 0
  1DMs sent                                     : 0
  Valid 1DMs received                           : 0
  Invalid 1DMs received                         : 0
  DMMs sent                                     : 10
  DMRs sent                                     : 0
  Valid DMRs received                           : 10
  Invalid DMRs received                         : 0

  Remote MEP identifier: 101
  Remote MAC address: 00:90:69:0a:48:57
    Delay measurement statistics:
    Index  One-way delay  Two-way delay
              (usec)         (usec)    
      1                       100           
      2                       92            
      3                       92            
      4                       111           
      5                       110           
      6                       119           
      7                       122           
      8                       92            
      9                       92            
      10                      108           
    Average two-way delay          : 103 usec
    Average two-way delay variation: 8 usec
    Best case two-way delay        : 92 usec
    Worst case two-way delay       : 122 usec

The collected delay statistics are also saved (up to 100 per session) and displayed as

part of the MEP delay statistics on RouterMX-1.

user@MX-1> show oam ethernet connectivity-fault-management delay-statistics
maintenance-domainmd6
MEP identifier: 201, MAC address: 00:90:69:0a:43:94
Remote MEP count: 1

  Remote MAC address: 00:90:69:0a:48:57
    Delay measurement statistics:
    Index  One-way delay  Two-way delay
                           (usec)         (usec)    
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      1                       100           
      2                       92            
      3                       92            
      4                       111           
      5                       110           
      6                       119           
      7                       122           
      8                       92            
      9                       92            
      10                      108           
    Average two-way delay          : 103 usec
    Average two-way delay variation: 8 usec
    Best case two-way delay        : 92 usec
    Worst case two-way delay       : 122 usec

Related
Documentation

Ethernet OAM Feature Guide for MX Series Routers•

• Ethernet Frame Delay Measurements on page 7

• Configuring MEP Interfaces to Support ETH-DM on page 19

• Triggering an ETH-DM Session on page 20

• Viewing ETH-DM Statistics on page 21

• Configuring One-Way ETH-DMwith Single-Tagged Interfaces on page 41

• Configuring ETH-DMwith Untagged Interfaces on page 50

Example: Configuring Ethernet FrameDelayMeasurementswith Untagged Interfaces

Ethernet framedelaymeasurementsaresupportedonuntagged interfaces.All commands

are the same as for tagged interfaces. Only the configurations are different. This section

shows the untagged interface configurations for RoutersMX-1 andMX-2.

NOTE: These are not complete router configurations.

Untagged interface configuration for RouterMX-1.

[edit]
interfaces {
ge-5/0/0 {
unit 0;

}
ge-5/2/9 {
unit 0;

}
}
protocols {
oam {
ethernet {
connectivity-fault-management {
traceoptions {
file eoam_cfm.log size 1g files 2 world-readable;
flag all;
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}
linktrace {
path-database-size 255;
age 10s;

}
maintenance-domainmd6 {
level 6;
maintenance-associationma6 {
continuity-check {
interval 100ms;
hold-interval 1;

}
mep 201 {
interface ge-5/0/0;
direction down;
auto-discovery;

}
}

}
}

}
}

}

Untagged interface configuration for RouterMX-2.

[edit]
interfaces {
ge-0/2/2 {
unit 0;

}
ge-0/2/5 {
unit 0;

}
}
protocols {
oam {
ethernet {
connectivity-fault-management {
traceoptions {
file eoam_cfm.log size 1g files 2 world-readable;
flag all;

}
linktrace {
path-database-size 255;
age 10s;

}
maintenance-domainmd6 {
level 6;
maintenance-associationma6 {
continuity-check {
interval 100ms;
hold-interval 1;

}
mep 101 {
interface ge-0/2/2;
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direction down;
auto-discovery;

}
}

}
}

}
}

}

Related
Documentation

• Ethernet OAM Feature Guide for MX Series Routers

• Ethernet Frame Delay Measurements on page 7

• Configuring MEP Interfaces to Support ETH-DM on page 19

• Triggering an ETH-DM Session on page 20

• Viewing ETH-DM Statistics on page 21

• Configuring One-Way ETH-DMwith Single-Tagged Interfaces on page 41

• Configuring Two-Way ETH-DMwith Single-Tagged Interfaces on page 46
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CHAPTER 8

IEEE 802.1ah OAM Link-Fault
Management Examples

• Example: Configuring Ethernet LFM Between Provider Edge and Customer

Edge on page 53

• Example: Configuring Ethernet LFM for CCC on page 54

• Example: Configuring Ethernet LFM for Aggregated Ethernet on page 56

• Example: Configuring Ethernet LFMwith Loopback Support on page 58

Example: Configuring Ethernet LFM Between Provider Edge and Customer Edge

In this example, LFM isenabledonan IP linkbetween theprovider edge(PE)andcustomer

edge (CE) interfaces. If the link goes down, the fault will be detected by LFM and the

interfaces on both sides will be marked Link-Layer-Down. This results in notifications to

various subsystems (for example, routing) which will take appropriate action.

The link running LFM is shown in Figure 5 on page 53.

Figure 5: Ethernet LFM Between Provider Edge and Customer Edge

To configure Ethernet LFM on an IP link between PE and CE interfaces:

1. Configure LFM on the PE router:

[edit]
interfaces ge-1/1/0 {
unit 0 {
family inet {
address 11.11.11.1/24;

}
}

}
protocols {
oam {
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ethernet {
link-fault-management {
interface ge-1/1/0 {
pdu-interval 1000;
pdu-threshold 5;

}
}

}
}

}

2. Configure LFM on the CE router:

[edit]
interfaces ge-1/1/0 {
unit 0 {
family inet {
address 11.11.11.2/24;

}
}

}
protocols {
oam {
ethernet {
link-fault-management {
interface ge-1/1/0 {
pdu-interval 1000;
pdu-threshold 5;

}
}

}
}

}

Related
Documentation

Ethernet OAM Feature Guide for MX Series Routers•

• Ethernet OAM Link Fault Management on page 11

• Example: Configuring Ethernet LFM for CCC on page 54

• Example: Configuring Ethernet LFM for Aggregated Ethernet on page 56

• Example: Configuring Ethernet LFMwith Loopback Support on page 58

Example: Configuring Ethernet LFM for CCC

In this example, LFM is configuredbetween twoPEs (PE1 andPE2) connectedusingCCC.

With LFM in place, a link fault will be detected immediately, instead of depending on

routing protocols to find the fault on end-to-end CCC connection. This also helps in

detecting theexact failed link insteadofonly finding that theend-to-endCCCconnectivity

has failed. Also, because LFM runs at the link-layer level, it does not need a IP address

to operate and so can be used where bidirectional fault detection (BFD) cannot.

The links running LFM are shown in Figure 6 on page 55
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Figure 6: Ethernet LFM for CCC

To configure Ethernet LFM between two PEs connected using CCC:

1. Configure LFM on the PE1 router with CCC:

[edit]
interfaces ge-1/1/0 {
encapsulation ethernet-ccc;
unit 0;

}
protocols {
oam {
ethernet {
link-fault-management {
interface ge-1/1/0 {
pdu-interval 1000;
pdu-threshold 5;

}
}

}
}

}

2. Configure LFM on the PE2 router with CCC:

[edit]
interfaces ge-1/0/0 {
encapsulation ethernet-ccc;
unit 0;

}
protocols {
oam {
ethernet {
link-fault-management {
interface ge-1/0/0 {
pdu-interval 1000;
pdu-threshold 5;

}
}

}
}

}

Related
Documentation

Ethernet OAM Feature Guide for MX Series Routers•

• Ethernet OAM Link Fault Management on page 11

• Example: Configuring Ethernet LFM Between Provider Edge and Customer Edge on

page 53

55Copyright © 2013, Juniper Networks, Inc.

Chapter 8: IEEE 802.1ah OAM Link-Fault Management Examples



• Example: Configuring Ethernet LFM for Aggregated Ethernet on page 56

• Example: Configuring Ethernet LFMwith Loopback Support on page 58

Example: Configuring Ethernet LFM for Aggregated Ethernet

In this example, LFM is configured on an aggregated Ethernet interface (AE0) between

Router 1 and Router 2. When configured on aggregated Ethernet, LFM runs on all the

individual member links. LFM is enabled or disabled on themember links as they are

added or deleted from the aggregation group. The status of individual links is used to

determine the status of the aggregated interface.

The use of LFMwith aggregated Ethernet is shown in Figure 7 on page 56.

Figure 7: Ethernet LFM for Aggregated Ethernet

To configure LFM on an aggregated Ethernet interface between two routers:

1. Configure LFM on Router 1 for AE0:

[edit]
chassis {
aggregated-devices {
ethernet {
device-count 1;

}
}

}
interfaces ge-1/0/1 {
gigether-options {
802.3ad ae0;

}
}
interfaces ge-2/0/0 {
gigether-options {
802.3ad ae0;

}
}
interfaces ae0 {
unit 0 {
family inet {
address 11.11.11.2/24;

}
}

}
protocols {
oam {
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ethernet {
link-fault-management {
interface ae0;

}
}

}
}

2. Configure LFM on Router 2 for AE0:

[edit]
chassis {
aggregated-devices {
ethernet {
device-count 1;

}
}

}
interfaces ge-1/0/0 {
gigether-options {
802.3ad ae0;

}
}
interfaces ge-5/0/0 {
gigether-options {
802.3ad ae0;

}
}
interfaces ae0 {
unit 0 {
family inet {
address 11.11.11.1/24;

}
}

}
protocols {
oam {
ethernet {
link-fault-management {
interface ae0;

}
}

}
}

Related
Documentation

Ethernet OAM Feature Guide for MX Series Routers•

• Ethernet OAM Link Fault Management on page 11

• Example: Configuring Ethernet LFM Between Provider Edge and Customer Edge on

page 53

• Example: Configuring Ethernet LFM for CCC on page 54

• Example: Configuring Ethernet LFMwith Loopback Support on page 58
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Example: Configuring Ethernet LFMwith Loopback Support

In this example, LFM is configured between provider edge (PE) router and the customer

edge (CE) router. The PE router can put the CE router in remote loopback mode. This

allows the PE to have all the traffic sent to the CE router looped back for diagnostics

purposes, as shown in Figure 8 on page 58.

Figure 8: Ethernet LFMwith Loopback Support

To configure LFM between a PE router and a CE router:

1. Configure LFM loopback on the PE router:

[edit]
interfaces ge-1/0/0 {
unit 0 {
family inet {
address 11.11.11.1/24;

}
}

}
protocols {
oam {
ethernet {
link-fault-management {
interface ge-1/0/0 {
pdu-interval 1000;
pdu-threshold 5;
remote-loopback;

}
}

}
}

}

2. Configure LFM loopback on the CE router:

[edit]
interfaces ge-1/1/0 {
unit 0 {
family inet {
address 11.11.11.2/24;

}
}

}
protocols {
oam {
ethernet {
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link-fault-management {
interface ge-1/1/0 {
pdu-interval 1000;
pdu-threshold 5;
negotiation-options {
allow-remote-loopback;

}
}

}
}

}
}

NOTE: If the negotiation options allow-remote-loopback statement on the

CE router is deleted before removing the CE router from remote loopback
mode, traffic flowbetween thePE router andCE router is affected. Hence,
delete the remote-loopback statement on the PE router before deleting

thenegotiation-optionsallow-remote-loopbackstatementon theCE router.

Related
Documentation

• Ethernet OAM Feature Guide for MX Series Routers

• Ethernet OAM Link Fault Management on page 11

• Example: Configuring Ethernet LFM Between Provider Edge and Customer Edge on

page 53

• Example: Configuring Ethernet LFM for CCC on page 54

• Example: Configuring Ethernet LFM for Aggregated Ethernet on page 56
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CHAPTER 9

Ethernet Ring Protection Examples

• Example: Configuring Ethernet Ring Protection for MX Series Routers on page 61

• Example: Configuring Load BalancingWithin Ethernet Ring Protection for MX Series

Routers on page 68

• Example:ViewingEthernetRingProtectionStatus—NormalRingOperationonpage85

• Example: Viewing Ethernet Ring Protection Status—Ring Failure Condition on page 87

Example: Configuring Ethernet Ring Protection for MX Series Routers

This example configures Ethernet ring protection for three MX Series router nodes:

• Example Topology on page 61

• Router 1 (RPL Owner) Configuration on page 63

• Router 2 Configuration on page 64

• Router 3 Configuration on page 66

Example Topology

The links connecting the three MX Series routers are shown in Figure 9 on page 62.
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Figure 9: Ethernet Ring Protection Example Nodes
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This example uses the following topology details for Ethernet ring protection:

• Router 1 is the RPL owner. The node identification for Router 1 is MAC address

00:01:01:00:00:01.

• The RPL link is ge-1/0/1.1 (this is also the R-APSmessaging control channel).

• Traffic flows among the nodes in the configured bridge domains. (That is, only the

control channels are configured.)

• Router 1’s east control channel interface is ge-1/0/1.1 (the RPL) and the west control

channel interface is ge-1/2/4.1. The protection group is pg101.

• Router 2’s east control channel interface is ge-1/0/2.1 (the RPL) and the west control

channel interface is ge-1/2/1.1. The protection group is pg102.

• Router 3’s east control channel interface is ge-1/0/3.1 (the RPL) and the west control

channel interface is ge-1/0/4.1. The protection group is pg103.

NOTE: Althoughnotstrictly required forphysical ringprotection, thisexample
configures Ethernet OAMwith MEPs.
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Router 1 (RPL Owner) Configuration

To configure Router 1 (the RPL owner):

1. Configure the interfaces:

[edit]
interfaces {
ge-1/0/1 {
vlan-tagging;
encapsulation flexible-ethernet-services;
unit 1 {
encapsulation vlan-bridge;
vlan-id 100;

}
}
ge-1/2/4 {
vlan-tagging;
encapsulation flexible-ethernet-services;
unit 1 {
encapsulation vlan-bridge;
vlan-id 100;

}
}
irb {
unit 0 {
family inet {
address address 192.1.1.11/24;

}
}

}
}

2. Configure the bridge domain:

[edit]
bridge-domains {
bd1 {
domain-type bridge;
vlan-id 100;
interface ge-1/2/4.1;
interface ge-1/0/1.1;
routing-interface irb.0;

}
}

3. Configure the Ethernet ring protection group:

[edit]
protocols {
protection-group {
ethernet-ring pg101 {
node-id 00:01:01:00:00:01;
ring-protection-link-owner;
east-interface {
control-channel ge-1/0/1.1;
}
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ring-protection-link-end;
west-interface {
control-channel ge-1/2/4.1;

}
}

}
}

4. Configure Ethernet OAM:

[edit]
protocols {
oam {
ethernet {
connectivity-fault-management {
action-profile rmep-defaults {
default-action {
interface-down;

}
}
maintenance-domain d1 {
level 0;
maintenance-association 100 {
mep 1 {
interface ge-1/0/1;
remote-mep 2 {
action-profile rmep-defaults;

}
}

}
}
maintenance-domain d2 {
level 0;
maintenance-association 100 {
mep 1 {
interface ge-1/2/4;
remote-mep 2 {
action-profile rmep-defaults;

}
}

}
}

}
}

}
}

Router 2 Configuration

To configure Router 2:

1. Configure the interfaces:

[edit]
interfaces {
ge-1/0/2 {
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vlan-tagging;
encapsulation flexible-ethernet-services;
unit 1 {
encapsulation vlan-bridge;
vlan-id 100;

}
}
ge-1/2/1 {
vlan-tagging;
encapsulation flexible-ethernet-services;
unit 1 {
encapsulation vlan-bridge;
vlan-id 100;

}
}
irb {
unit 0 {
family inet {
address address 192.1.1.22/24;

}
}

}
}

2. Configure the bridge domain:

[edit]
bridge-domains {
bd1 {
domain-type bridge;
vlan-id 100;
interface ge-1/2/1.1;
interface ge-1/0/2.1;
routing-interface irb.0;

}
}

3. Configure the Ethernet protection group:

[edit]
protocols {
protection-group {
ethernet-ring pg102 {
node-id 00:22:22:22:22:22;
east-interface {
control-channel ge-1/0/2.1;

}
west-interface {
control-channel ge-1/2/1.1;

}
}

}
}

4. Configure Ethernet OAM:

[edit]
protocols {
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oam {
ethernet {
connectivity-fault-management {
action-profile rmep-defaults {
default-action {
interface-down;

}
}
maintenance-domain d1 {
level 0;
maintenance-association 100 {
mep 2 {
interface ge-1/2/1;
remote-mep 1 {
action-profile rmep-defaults;

}
}

}
}
maintenance-domain d3 {
level 0;
maintenance-association 100 {
mep 1 {
interface ge-1/0/2;
remote-mep 2 {
action-profile rmep-defaults;

}
}

}
}

}
}

}
}

Router 3 Configuration

To configure Router 3:

1. Configure the interfaces:

[edit]
interfaces {
ge-1/0/4 {
vlan-tagging;
encapsulation flexible-ethernet-services;
unit 1 {
encapsulation vlan-bridge;
vlan-id 100;

}
}
ge-1/0/3 {
vlan-tagging;
encapsulation flexible-ethernet-services;
unit 1 {
encapsulation vlan-bridge;
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vlan-id 100;
}

}
irb {
unit 0 {
family inet {
address 192.1.1.33/24;

}
}

}
}

2. Configure the bridge domain:

[edit]
bridge-domains {
bd1 {
domain-type bridge;
vlan-id 100;
interface ge-1/0/4.1;
interface ge-1/0/3.1;
routing-interface irb.0;

}
}

3. Configure the Ethernet protection group:

[edit]
protocols {
protection-group {
ethernet-ring pg103 {
node-id 00:33:33:33:33:33;
east-interface {
control-channel ge-1/0/3.1;

}
west-interface {
control-channel ge-1/0/4.1;

}
}

}
}

4. Configure Ethernet OAM:

[edit]
protocols {
oam {
ethernet {
connectivity-fault-management {
action-profile rmep-defaults {
default-action {
interface-down;

}
}
maintenance-domain d2 {
level 0;
maintenance-association 100 {
mep 2 {
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interface ge-1/0/4;
remote-mep 1 {
action-profile rmep-defaults;

}
}

}
}
maintenance-domain d3 {
level 0;
maintenance-association 100 {
mep 2 {
interface ge-1/0/3;
remote-mep 1 {
action-profile rmep-defaults;

}
}

}
}

}
}

}
}

Related
Documentation

Ethernet OAM Feature Guide for MX Series Routers•

• Ethernet Ring Protection on page 13

• Example:ViewingEthernetRingProtectionStatus—NormalRingOperationonpage85

• Example: Viewing Ethernet Ring Protection Status—Ring Failure Condition on page 87

Example: Configuring Load BalancingWithin Ethernet Ring Protection for MX Series
Routers

MX Series routers support Ethernet ring protection (ERP) to help achieve high reliability

and network stability. ERP is used in router or bridge networks to protect against link

failure. A single-ring topology is configured that uses one specific link called a ring

protection link (RPL) to protect the whole ring. When all links are up and running, the

RPLblocks traffic and remains idle. However, if a link fails, theRPL routes traffic tobypass

the failure on the ring.

MX Series routers now support ERP ring instances. Whereas traffic in a ring topology

follows the same path, traffic within a ring instance uses data channels to allow some

traffic to pass through one path while other traffic can follow a different one. Dividing

traffic in this way supports traffic load-balancing in the ring.

This example describes how to use ERPwith ring instances to load-balance traffic while

still providing network protection from link failure:

• Requirements on page 69

• Overview and Topology on page 69
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• Configuration on page 72

• Verification on page 80

Requirements

This example uses the following hardware and software components:

• TwoMX Series routers acting as core switches

• OneMX Series router acting as an aggregation switch

• Junos OS Release 10.2 or later for MX Series routers

Overview and Topology

Figure 10 on page 70 displays the topology for this example. The topology contains three

MX Series routers. CS1 and CS2 act as core routers in the topology, and AS1 acts as an

aggregation switch. Each router has two ring instances, ring-1 and ring-2. All nodes on

the ring coordinate protection activities by exchanging messages through the Ethernet

ring automatic protection switching (R-APS)messaging protocol. Each ring instance has

an RPL owner. The ring-1 RPL owner is CS1; the ring-2 RPL owner is CS2. The RPL owners

block or unblock the RPL as conditions require and initiate R-APSmessages.

Each ring instance has two interface ports (an east interface and a west interface) that

participate in the instance. Interface ge-2/0/8.0, the west interface on CS2, is the ring

protection link endwhere ring-2’sRPL terminates. Interfacege-3/2/4.0, theeast interface

on CS1, is the ring protection link end where ring-1’s RPL terminates.

Each ring instance has a data channel. A data channel is a group of bridge domain virtual

LAN (VLAN) IDs. All VLAN IDs within the same ring interface share the same

data-forwarding properties controlled by the ERP. The data channel on ring-1 is [200,

300]. The data channel on ring-2 is [500, 600].

Two customer site switches are connected to AS1. Customer site 1 uses VLANs 200 and

300. Customer site 2 uses VLANs 500 and 600.
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Figure 10: ERPwithMultiple Protection Instances Configured on Three
MX Series Routers
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Table 5 on page 70 describes the components of the example topology.

Table 5: Components of the Network Topology

SettingsProperty

• ring-1—Data channel [200,300]

• ring-2—Data channel [500,600]

Ring instances

Two customer sites are connected to AS 1:

• Customer site 1, VLAN 200 and VLAN 300

• Customer site 2, VLAN 500 and VLAN 600

Customer sites
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Table 5: Components of the Network Topology (continued)

SettingsProperty

CS1 has the following protection group properties:

• RPL owner—ring-1.

• East interface—ge-3/2/4.0.

• West interface—ge-5/2/3.0.

• Data channel for ring-1—VLAN 200, VLAN 300.

• Data channel for ring-2—VLAN 500, VLAN 600.

• Ring protection link end for ring-1—ge-3/2/4.0.

CS1 has the following routing and bridging properties:

• Routing instance—vs.

• Bridge domains:

• bd100 is associated with vlan-id 100.

• bd101 is associated with vlan-id 101.

• bd200 is associated with vlan-id 200.

• bd300 is associated with vlan-id 300.

• bd500 is associated with vlan-id 500.

• bd600 is associated with vlan-id 600.

CS1 router

CS2 has the following protection group properties:

• RPL owner—ring-2.

• East interface—ge-2/0/4.0.

• West interface—ge-2/0/8.0.

• Ring protection link end for ring-2—ge-2/0/8.0.

• Data channel for ring-1—VLAN 200, VLAN 300.

• Data channel for ring-2—VLAN 500, VLAN 600.

CS2 has the following bridging properties:

• bd100 is associated with vlan-id 100.

• bd101 is associated with vlan-id 101.

• bd200 is associated with vlan-id 200.

• bd300 is associated with vlan-id 300.

• bd500 is associated with vlan-id 500.

• bd600 is associated with vlan-id 600.

CS2 router
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Table 5: Components of the Network Topology (continued)

SettingsProperty

AS1 has the following protection group properties:

• East interface—ge-2/0/5.0.

• West interface—ge-2/1/1.0.

• Data channel for ring-1—VLAN 200, VLAN 300.

• Data channel for ring-2—VLAN 500, VLAN 600.

AS1 has the following bridging properties:

• bd100 is associated with vlan-id 100.

• bd101 is associated with vlan-id 101.

• bd200 is associated with vlan-id 200.

• bd300 is associated with vlan-id 300.

• bd500 is associated with vlan-id 500.

• bd600 is associated with vlan-id 600.

AS1 router

Configuration

To enable ERP with ring instances on CS1, CS2, and AS1, perform these tasks:

• Configuring ERP on CS1 on page 72

• Configuring ERP on CS2 on page 75

• Configuring ERP on AS1 on page 78

Configuring ERP on CS1

CLI Quick
Configuration

To quickly configure CS1 for ERP, copy the following commands and paste them into the

switch terminal window of CS1:

[edit]
set interfaces ge-3/2/4 vlan-tagging
set interfaces ge-3/2/4 unit 0 family bridge interface-mode trunk
set interfaces ge-3/2/4 unit 0 family bridge vlan-id-list 100-1000
set interfaces ge-5/2/3 vlan-tagging
set interfaces ge-5/2/3 unit 0 family bridge interface-mode trunk
set interfaces ge-5/2/3 unit 0 family bridge vlan-id-list 100-1000
set protocols protection-group ethernet-ring ring-1 ring-protection-link-owner
set protocols protection-group ethernet-ring ring-1 east-interface control-channel ge-3/2/4.0
set protocols protection-group ethernet-ring ring-1 east-interface control-channel vlan 100
set protocols protection-group ethernet-ring ring-1 east-interface ring-protection-link-end
set protocols protection-group ethernet-ring ring-1 west-interface control-channel ge-5/2/3.0
set protocols protection-group ethernet-ring ring-1 west-interface control-channel vlan 100
set protocols protection-group ethernet-ring ring-1 data-channel vlan [200, 300]
set protocols protection-group ethernet-ring ring-2 east-interface control-channel ge-3/2/4.0
set protocols protection-group ethernet-ring ring-2 east-interface control-channel vlan 101
set protocols protection-group ethernet-ring ring-2 west-interface control-channel ge-5/2/3.0
set protocols protection-group ethernet-ring ring-2 west-interface control-channel vlan 101
set protocols protection-group ethernet-ring ring-2 data-channel vlan [500, 600]
set routing-instances vs instance-type virtual-switch
set routing-instances vs interface ge-3/2/4.0
set routing-instances vs interface ge-5/2/3.0
set routing-instances vs bridge-domains bd101 vlan-id 101
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set routing-instances vs bridge-domains bd200 vlan-id 200
set routing-instances vs bridge-domains bd300 vlan-id 300
set routing-instances vs bridge-domains bd500 vlan-id 500
set routing-instances vs bridge-domains bd600 vlan-id 600

Step-by-Step
Procedure

To configure ERP on CS1:

Configure the trunk interfacege-3/2/4 to connectCS1 toCS2and the trunk interface

ge-5/2/3 to connect CS1 to AS, and configure the family statement as bridgewith

a VLAN ID list of 100 through 1000:

1.

[edit interfaces]
user@cs1# set ge-3/2/4 vlan-tagging
user@cs1# set ge-3/2/4 unit 0 family bridge interface-mode trunk
user@cs1# set ge-3/2/4 unit 0 family bridge vlan-id-list 100-1000
user@cs1# set ge-5/2/3 vlan-tagging
user@cs1# set ge-5/2/3 unit 0 family bridge interface-mode trunk
user@cs1# set ge-5/2/3 unit 0 family bridge vlan-id-list 100-1000

2. Enable ERP, specifying the control channels and data channels for ring-1 and ring-2,

and configure ring-1 as the ring protection link owner:

NOTE: Always configure the east-interface statement first, before

configuring thewest-interface statement.

[edit protection-group]
user@cs1# set ethernet-ring ring-1 ring-protection-link-owner
user@cs1# set ethernet-ring ring-1 east-interface control-channel ge-3/2/4.0
user@cs1# set ethernet-ring ring-1 east-interface control-channel vlan 100
user@cs1# set ethernet-ring ring-1 east-interface ring-protection-link-end
user@cs1# set ethernet-ring ring-1 west-interface control-channel ge-5/2/3.0
user@cs1# set ethernet-ring ring-1 west-interface control-channel vlan 100
user@cs1# set ethernet-ring ring-1 data-channel vlan [200, 300]
user@cs1# set ethernet-ring ring-2 east-interface control-channel ge-3/2/4.0
user@cs1# set ethernet-ring ring-2 east-interface control-channel vlan 101
user@cs1# set ethernet-ring ring-2 west-interface control-channel ge-5/2/3.0
user@cs1# set ethernet-ring ring-2 west-interface control-channel vlan 101
user@cs1# set ethernet-ring ring-2 data-channel vlan [500, 600]

3. Configure the routing instance, the bridge domains, and the VLAN IDs associated

with each bridge domain:

[edit routing-instances]
user@cs1# set vs instance-type virtual-switch
user@cs1# set vs interface ge-3/2/4.0
user@cs1# set vs interface ge-5/2/3.0
user@cs1# set vs bridge-domains bd100 vlan-id 100
user@cs1# set vs bridge-domains bd101 vlan-id 101
user@cs1# set vs bridge-domains bd200 vlan-id 200
user@cs1# set vs bridge-domains bd300 vlan-id 300
user@cs1# set vs bridge-domains bd500 vlan-id 500
user@cs1# set vs bridge-domains bd600 vlan-id 600

Results Check the results of the configuration:

user@cs1> show configuration
interfaces {
ge-3/2/4 {
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vlan-tagging;
unit 0 {
family bridge {
interface-mode trunk;
vlan-id-list 100-1000;

}
}

}
ge-5/2/3 {
vlan-tagging;
unit 0 {
family bridge {
interface-mode trunk;
vlan-id-list 100-1000;

}
}

}
protocols {
protection-group {
ethernet-ring ring-1 {
east-interface {
control-channel {
ge-3/2/4.0;
vlan 100;

}
ring-protection-link-end;

}
west-interface {
control-channel {
ge-5/2/3.0;
vlan 100;

}
}
data-channel {
vlan [ 200 300 ];

}
}

}
protection-group {
ethernet-ring ring-2{
east-interface {
control-channel {
ge-3/2/4.0;
vlan 101;

}
}
west-interface {
control-channel {
ge-5/2/3.0;
vlan 101;

}
}
data-channel {
vlan [ 500 600 ];

}
}
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}
}
routing-instances {
vs {
instance-type virtual-switch;
interface ge-3/2/4.0;
interface ge-5/2/3.0;
bridge-domains {
bd100 {
vlan-id 100;

}
bd101 {
vlan-id 101;

}
bd200 {
vlan-id 200;

}
bd300 {
vlan-id 300;

}
bd500 {
vlan-id 500;

}
bd600 {
vlan-id 600;

}
}

}
}

}

Configuring ERP on CS2

CLI Quick
Configuration

To quickly configure CS2 for ERP, copy the following commands and paste them into

the switch terminal window of CS2:

[edit]
set interfaces ge-2/0/4 unit 0 family bridge interface-mode trunk
set interfaces ge-2/0/4 unit 0 family bridge vlan-id-list 100-1000
set interfaces ge-2/0/8 unit 0 family bridge interface-mode trunk
set interfaces ge-2/0/8 unit 0 family bridge vlan-id-list 100-1000
set protocols protection-group ethernet-ring ring-1 east-interface control-channel ge-2/0/4.0
set protocols protection-group ethernet-ring ring-1 east-interface control-channel vlan 100
set protocols protection-group ethernet-ring ring-1 west-interface control-channel ge-2/0/8.0
set protocols protection-group ethernet-ring ring-1 west-interface control-channel vlan 100
set protocols protection-group ethernet-ring ring-1 data-channel vlan [200, 300]
set protocols protection-group ethernet-ring ring-2 ring-protection-link-owner
set protocols protection-group ethernet-ring ring-2 east-interface control-channel ge-2/0/4.0
set protocols protection-group ethernet-ring ring-2 east-interface control-channel vlan 101
set protocols protection-group ethernet-ring ring-2 west-interface control-channel ge-2/0/8.0
set protocols protection-group ethernet-ring ring-2 west-interface ring-protection-link-end
set protocols protection-group ethernet-ring ring-2 west-interface control-channel vlan 101
set protocols protection-group ethernet-ring ring-2 data-channel vlan [500, 600]
set bridge-domains bd100 vlan-id 100
set bridge-domains bd101 vlan-id 101
set bridge-domains bd200 vlan-id 200
set bridge-domains bd300 vlan-id 300
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set bridge-domains bd500 vlan-id 500
set bridge-domains bd600 vlan-id 600

Step-by-Step
Procedure

To configure ERP on CS2:

Configure the trunk interface ge-2/0/4 to connect CS2 to CS1 and trunk interface

ge-2/0/8 to connect CS2 to CS1, and configure the family statement as bridgewith

a VLAN ID list of 100 through 1000:

1.

[edit interfaces]
user@cs2# set ge-2/0/4 unit 0 family bridge interface-mode trunk
user@cs2# set ge-2/0/4 unit 0 family bridge vlan-id-list 100-1000
user@cs2# set ge-2/0/8 unit 0 family bridge interface-mode trunk
user@cs2# set ge-2/0/8 unit 0 family bridge vlan-id-list 100–1000

2. Enable ERP, specifying the control channels and data channels for ring-1 and ring-2,

and configure ring-2 as the ring protection link owner:

NOTE: Always configure the east-interface statement first, before

configuring thewest-interface statement.

[edit protection-group]
user@cs2# set ethernet-ring ring-1 east-interface control-channel ge-2/0/4.0
user@cs2# set ethernet-ring ring-1 east-interface control-channel vlan 100
user@cs2# set ethernet-ring ring-1 west-interface control-channel ge-2/0/8.0
user@cs2# set ethernet-ring ring-1 west-interface control-channel vlan 100
user@cs2# set ethernet-ring ring-2 data-channel vlan [200, 300]
user@cs2# set ethernet-ring ring-2 east-interface control-channel ge-2/0/4.0
user@cs2# set ethernet-ring ring-2 east-interface control-channel vlan 101
user@cs2# set ethernet-ring ring-2 ring-protection-link-owner
user@cs2# set ethernet-ring ring-2 west-interface control-channel ge-2/0/8.0
user@cs2# set ethernet-ring ring-2 west-interface control-channel vlan 101
user@cs2# set ethernet-ring ring-2 west-interface ring-protection-link-end
user@cs2# set ethernet-ring ring-2 data-channel vlan [500, 600]

3. Configure the routing instance, the bridge domains, and the VLAN IDs associated

with each bridge domain:

[edit bridge-domains]
user@cs2# set bd100 vlan-id 100
user@cs2# set bd101 vlan-id 101
user@cs2# set bd200 vlan-id 200
user@cs2# set bd300 vlan-id 300
user@cs2# set bd500 vlan-id 500
user@cs2# set bd600 vlan-id 600

Results Check the results of the configuration:

user@cs2> show configuration
interfaces {
ge-2/0/4 {
unit 0 {
family bridge {
interface-mode trunk;
vlan-id-list 100-1000;

}
}

Copyright © 2013, Juniper Networks, Inc.76

Ethernet OAM Feature Guide for MX Series Routers



}
ge-2/0/8 {
unit 0 {
family bridge {
interface-mode trunk;
vlan-id-list 100-1000;

}
}

}
protocols {
protection-group {
ethernet-ring ring-1 {
east-interface {
control-channel {
ge-2/0/4.0;
vlan 100;

}
}
west-interface {
control-channel {
ge-2/0/8.0;
vlan 100;

}
}
data-channel {
vlan [200, 300];

}
}

}
ethernet-ring ring-2 {
east-interface {
control-channel {
ge-2/0/4.0;
vlan 101;

}
}
west-interface {
control-channel {
ge-2/0/8.0;
vlan 101;

}
ring-protection-link-end;

}
data-channel {
vlan [500, 500];

}
}

}
bridge-domains {
bd100 {
vlan-id 100;

}
bd101 {
vlan-id 101;

}
bd200 {
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vlan-id 200;
}
bd300 {
vlan-id 300;

}
bd500 {
vlan-id 500;

}
bd600 {
vlan-id 600;

}
}

}

Configuring ERP on AS1

CLI Quick
Configuration

To quickly configure AS1 for ERP, copy the following commands and paste them into the

switch terminal window of AS1:

[edit]
set interfaces ge-2/0/5 unit 0 family bridge interface-mode trunk
set interfaces ge-2/0/5 unit 0 family bridge vlan-id-list 100-1000
set interfaces ge-2/1/1 unit 0 family bridge interface-mode trunk
set interfaces ge-2/1/1 unit 0 family bridge vlan-id-list 100-1000
set protocols protection-group ethernet-ring ring-1 east-interface control-channel ge-2/0/5.0
set protocols protection-group ethernet-ring ring-1 east-interface control-channel vlan 100
set protocols protection-group ethernet-ring ring-1 west-interface control-channel ge-2/1/1.0
set protocols protection-group ethernet-ring ring-1 west-interface control-channel vlan 100
set protocols protection-group ethernet-ring ring-1 data-channel vlan [200, 300]
set protocols protection-group ethernet-ring ring-2 east-interface control-channel ge-2/0/5.0
set protocols protection-group ethernet-ring ring-2 east-interface control-channel vlan 101
set protocols protection-group ethernet-ring ring-2 west-interface control-channel ge-2/1/1.0
set protocols protection-group ethernet-ring ring-2 west-interface control-channel vlan 101
set protocols protection-group ethernet-ring ring-2 data-channel vlan [500, 600]
set bridge-domains bd100 vlan-id 100
set bridge-domains bd101 vlan-id 101
set bridge-domains bd200 vlan-id 200
set bridge-domains bd300 vlan-id 300
set bridge-domains bd500 vlan-id 500
set bridge-domains bd600 vlan-id 600

Step-by-Step
Procedure

To configure ERP on AS1:

Configure the trunk interface ge-2/0/5 to connect CS2 to CS1 and trunk interface

ge-2/1/1 to connect CS2 to CS1, and configure the family statement as bridgewith

a VLAN ID list of 100 through 1000:

1.

[edit interfaces]
user@as1# set ge-2/0/5 unit 0 family bridge interface-mode trunk
user@as1# set ge-2/0/5 unit 0 family bridge vlan-id-list 100-1000
user@as1# set ge-2/1/1 unit 0 family bridge interface-mode trunk
user@as1# set ge-2/1/1 unit 0 family bridge vlan-id-list 100

2. Enable ERP, specifying the control channels and data channels for ring-1 and ring-2:

NOTE: Always configure the east-interface statement first, before

configuring thewest-interface statement.
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[edit protection-group]
user@as1# set ethernet-ring ring-1 east-interface control-channel ge-2/0/5.0
user@as1# set ethernet-ring ring-1 east-interface control-channel vlan 100
user@as1# set ethernet-ring ring-1 west-interface control-channel ge-2/1/1.0
user@as1# set ethernet-ring ring-1 west-interface control-channel vlan 100
user@as1# set ethernet-ring ring-2 east-interface control-channel ge-2/0/5.
user@as1# set ethernet-ring ring-2 east-interface control-channel vlan 101
user@as1# set ethernet-ring ring-2 west-interface control-channel ge-2/1/1.0
user@as1# set ethernet-ring ring-2 west-interface control-channel vlan 101
user@as1# set ethernet-ring ring-2 data-channel vlan [500, 600]

3. Configure the routing instance, the bridge domains, and the VLAN IDs associated

with each bridge domain:

[edit bridge-domains]
user@as1# set bd100 vlan-id 100
user@as1# set bd101 vlan-id 101
user@as1# set bd200 vlan-id 200
user@as1# set bd300 vlan-id 300
user@as1# set bd500 vlan-id 500
user@as1# set bd600 vlan-id 600

Results Check the results of the configuration:

user@as1> show configuration
interfaces {
ge-2/0/5 {
unit 0 {
family bridge {
interface-mode trunk;
vlan-id-list 100-1000

}
}

}
ge-2/1/1 {
unit 0 {
family bridge {
interface-mode trunk;
vlan-id-list 100-1000

}
}

}
protocols {
protection-group {
ethernet-ring ring-1 {
east-interface {
control-channel {
ge-2/0/5.0;
vlan 100;

}
}
west-interface {
control-channel {
ge-2/1/1.0;
vlan 100;

}
}
data-channel {
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vlan [200, 300];
}

}
}

}
protection-group {
ethernet-ring ring-2 {
east-interface {
control-channel {
ge-2/0/5.0;
vlan 101;

}
}
west-interface {
control-channel {
ge-2/1/1.0;
vlan 101;

}
}
data-channel {
vlan [500, 600];

}
}

}
bridge-domains {
bd100 {
vlan-id 100;

}
bd101 {
vlan-id 101;

}
bd200 {
vlan-id 200;

}
bd300 {
vlan-id 300;

}
bd500 {
vlan-id 500;

}
bd600 {
vlan-id 600;

}
}

}

Verification

To confirm that the ERP configuration for multiple ring instances is operating, perform

these tasks:

• Verifying the Ethernet Protection Ring on CS1 on page 81

• Verifying the Data Channel CS1 on page 81

• Verifying the VLANs on CS1 on page 82
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• Verifying the Ethernet Protection Ring on CS2 on page 82

• Verifying the Data Channel CS2 on page 83

• Verifying the VLANs on CS2 on page 83

• Verifying the Ethernet Protection Ring on AS1 on page 84

• Verifying the Data Channels on AS1 on page 84

• Verifying the VLANs on AS1 on page 85

Verifying the Ethernet Protection Ring on CS1

Purpose Verify that ERP is enabled on CS1.

Action Show the status of the ring automatic protection switching (R-APS)messages to

determine if there is a ring failure:

user@cs1>show protection-group ethernet-ring aps

Ethernet Ring Name   Request/state  No Flush  Ring Protection  Originator  Remote
 Node ID
                                              Link Blocked
ring-1               NR             No        Yes              Yes         
ring-2               NR             No        Yes              No          
13:22:af:31:fc:00

Meaning Theoutputdisplayedshows thatprotectiongroups ring-1and ring-2haveaRequest/state

ofNR,meaning there is no request forAPSon the ring. If aRequest/stateofSF is displayed,

it indicates there is a signal failure on the ring. The output also shows that the ring

protection link is not blocked. The No Flush field displays No, indicating that MAC

addresses will be flushedwhen the ring nodes receive this message first time. A value of

Yeswould indicate MAC address flushing is not needed. TheOriginator field for ring-1

displays yes, indicating that this node is an R-APS originator.

Verifying the Data Channel CS1

Purpose Verify the forwarding state of the data channel.

Action List the interfaces acting as the control channels and their respective data channels

(represented by the Spanning Tree Protocol (STP) index number):

user@cs1>show protection-group ethernet-ring data-channel
Ethernet ring data channel parameters for protection group ring-1

Interface    STP index  Forward State
ge-3/2/4     122        forwarding        
ge-5/2/3     123        forwarding  

Ethernet ring data channel parameters for protection group ring-2

Interface    STP index  Forward State
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ge-3/2/4     124        discarding        
ge-5/2/3     125        forwarding 

Meaning Theoutputdisplayedshows theSTP indexnumberusedbyeach interface in ring instances

ring-1 and ring-2. The STP index controls the forwarding behavior for a set of VLANs on

thedatachannel of a ring instanceona ring interface. For ring instances, therearemultiple

STP index numbers (here representing VLANs 200, 300, 500, and 600). The Forward

State shows whether the data channel is forwarding or discarding traffic.

Verifying the VLANs on CS1

Purpose Verify the data channel logical interfaces and the VLAN IDs controlled by a ring instance

data channel.

Action List dynamic VLANmembership:

user@cs1>show protection-group ethernet-ring vlan
Ethernet ring IFBD parameters for protection group ring-1

Interface    Vlan    STP Index   Bridge Domain
ge-3/2/4     200     122         vs/bd200                    
ge-5/2/3     200     123         vs/bd200                    
ge-3/2/4     300     122         vs/bd300                    
ge-5/2/3     300     123         vs/bd300

Ethernet ring IFBD parameters for protection group ring-2

Interface    Vlan    STP Index   Bridge Domain
ge-3/2/4     500     124         vs/bd500                    
ge-5/2/3     500     125         vs/bd500                    
ge-3/2/4     600     124         vs/bd600                    
ge-5/2/3     600     125         vs/bd600

Meaning The output displayed shows the ring interfaces ge-3/2/4 and ge-5/2/3 in protection

groups ring-1and ring-2. For ring-1, VLAN200andVLAN300arebeing supportedonboth

STP Index 122 and 123 on bridge domains bd200 and bd300. For ring-2, VLAN 500 and

VLAN600 are being supported on both STP Index 124 and 125 on bridge domains bd500

and bd600. The data channel controls the traffic on the VLAN IDs to facilitate load

balancing.

Verifying the Ethernet Protection Ring on CS2

Purpose Verify that ERP is enabled on CS2.

Action Show the status of the ring APS (R-APS)messages to determine if there is a ring failure:

user@cs2>show protection-group ethernet-ring aps

Ethernet Ring Name    Request/state  No Flush  Ring Protection  Originator  Remote
 Node ID
                                               Link Blocked
Ring-1                NR             No        No               No          
00:21:59:03:ff:d0
Ring-2                NR             No        Yes              Yes
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Meaning Theoutputdisplayedshows thatprotectiongroups ring-1and ring-2haveaRequest/state

ofNR,meaning there is no request forAPSon the ring. If aRequest/stateofSF is displayed,

it indicates there is a signal failure on the ring. The output also shows that the ring

protection link is not blocked. The No Flush field displays No, indicating that MAC

addresses will be flushedwhen the ring nodes receive this message first time. A value of

Yeswould indicate MAC address flushing is not needed. TheOriginator field for ring-1

displays yes, indicating that this node is anR-APSoriginator. TheOriginator field for ring-2

displays No, indicating that this node is not an R-APS originator.

Verifying the Data Channel CS2

Purpose Verify the forwarding state of the data channel.

Action List the interfaces acting as the control channels and their respective data channels

(represented by the STP index number):

user@cs2> show protection-group ethernet-ring data-channel
Ethernet ring data channel parameters for protection group ring-1

Interface    STP index  Forward State
ge-2/0/4     44         forwarding        
ge-2/0/8     45         forwarding    

Ethernet ring data channel parameters for protection group ring-2

Interface    STP index  Forward State
ge-2/0/4     46         forwarding        
ge-2/0/8     47         discarding

Meaning Theoutputdisplayedshows theSTP indexnumberusedbyeach interface in ring instances

ring-1 and ring-2. The STP index controls the forwarding behavior for a set of VLANs on

thedatachannel of a ring instanceona ring interface. For ring instances, therearemultiple

STP index numbers (here representing VLANs 200, 300, 500, and 600). The Forward

State shows whether the data channel is forwarding or discarding traffic.

Verifying the VLANs on CS2

Purpose Verify the data channel logical interfaces and the VLAN IDs controlled by a ring instance

data channel.

Action List dynamic VLANmembership:

user@cs2> show protection-group ethernet-ring vlan
Ethernet ring IFBD parameters for protection group ring-1

Interface    Vlan    STP Index   Bridge Domain
ge-2/0/4     200     44          default—switch/bd200        
ge-2/0/8     200     45          default-switch/bd200 
ge-2/0/4     300     44          default—switch/bd300        
ge-2/0/8     300     45          default-switch/bd300 

Ethernet ring IFBD parameters for protection group ring-2
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Interface    Vlan    STP Index   Bridge Domain
ge-2/0/4     500     46          default—switch/bd500        
ge-2/0/8     500     47          default-switch/bd500 
ge-2/0/4     600     46          default—switch/bd600        
ge-2/0/8     600     47          default-switch/bd600 

Meaning The output displayed shows the ring interfaces ge-2/0/4 and ge-2/0/8 in protection

groups ring-1and ring-2. For ring-1, VLAN200andVLAN300arebeing supportedonboth

STP Index 44 and 45 on bridge domains bd200 and bd300. For ring-2, VLAN 500 and

VLAN 600 are being supported on both STP Index 46 and 47 on bridge domains bd500

and bd600. The data channel controls the traffic on the VLAN IDs to facilitate load

balancing.

Verifying the Ethernet Protection Ring on AS1

Purpose Verify that ERP is enabled on AS1.

Action Show the status of the ring APS (R-APS)messages to determine if there is a ring failure:

user@as1> show protection-group ethernet-ring aps

Ethernet Ring Name    Request/state  No Flush  Ring Protection  Originator  Remote
 Node ID
                                               Link Blocked
Ring-1                NR             No        Yes              No          
00:21:59:03:ff:d0
Ring-2                NR             No        Yes              No        
13:22:af:31:fc:00

Meaning Theoutputdisplayedshows thatprotectiongroups ring-1and ring-2haveaRequest/state

ofNR,meaning there is no request forAPSon the ring. If aRequest/stateofSF is displayed,

it indicates there is a signal failure on the ring. The output also shows that the ring

protection link is not blocked. The No Flush field displays No, indicating that MAC

addresses will be flushedwhen the ring nodes receive this message first time. A value of

Yeswould indicateMAC address flushing is not needed. TheOriginator field for ring-1 and

ring-2 displays No, indicating that this node is not the R-APS originator.

Verifying the Data Channels on AS1

Purpose Verify the forwarding state of the data channel.

Action List the interfaces acting as the control channels and their respective data channels

(represented by the STP index number):

user@as1>show protection-group ethernet-ring data-channel
Ethernet ring data channel parameters for protection group ring-1

Interface    STP index  Forward State
ge-2/0/5     22         forwarding        
ge-2/1/1     23         forwarding   

Ethernet ring data channel parameters for protection group ring-2
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Interface    STP index  Forward State
ge-2/0/5     24         forwarding        
ge-2/1/1     25         forwarding 

Meaning Theoutputdisplayedshows theSTP indexnumberusedbyeach interface in ring instances

ring-1 and ring-2. The STP index controls the forwarding behavior for a set of VLANs on

thedatachannel of a ring instanceona ring interface. For ring instances, therearemultiple

STP index numbers (here representing VLANs 200, 300, 500, and 600). The Forward

State showswhether thedatachannel is forwardingordiscarding traffic. All datachannels

are forwarding traffic.

Verifying the VLANs on AS1

Purpose Verify the data channel logical interfaces and the VLAN IDs controlled by a ring instance

data channel.

Action List dynamic VLANmembership:

user@as1>show protection-group ethernet-ring vlan

Ethernet ring IFBD parameters for protection group ring-1

Interface    Vlan    STP Index   Bridge Domain
ge-2/0/5     200     22          default-switch/bd200        
ge-2/1/1     200     23          default-switch/bd200
ge-2/0/5     300     22          default-switch/bd300        
ge-2/1/1     300     23          default-switch/bd300   

Ethernet ring IFBD parameters for protection group ring-2

Interface    Vlan    STP Index   Bridge Domain
ge-2/0/5     500     24          default-switch/bd500        
ge-2/1/1     500     25          default-switch/bd500
ge-2/0/5     600     24          default-switch/bd600        
ge-2/1/1     600     25          default-switch/bd600 

Meaning Theoutputdisplayedshows the ring interfacesge-2/0/5andge-2/1/1 in protectiongroups

ring-1 and ring-2. For ring-1, VLAN 200 and VLAN 300 are being supported on both STP

Index 22 and 23 on bridge domains bd200 and bd300. For ring-2, VLAN 500 and VLAN

600 are being supported on both STP Index 24 and 25 on bridge domains bd500 and

bd600. Thedatachannel controls the trafficon theVLAN IDs to facilitate load-balancing.

Related
Documentation

Ethernet Ring Protection Using Ring Instances for Load Balancing on page 15•

• Ethernet Ring Protection on page 13

Example: Viewing Ethernet Ring Protection Status—Normal Ring Operation

Under normal operating conditions,whenEthernet ringprotection is configuredcorrectly,

the ring protection link (RPL) owner (Router 1 in the configuration example) will see the

following:

85Copyright © 2013, Juniper Networks, Inc.

Chapter 9: Ethernet Ring Protection Examples



Router 1 Operational Commands (Normal Ring Operation)

user@router1> show protection-group ethernet-ring aps
Ethernet Ring Name  Request/state  No Flush  Ring Protection Link Blocked  
pg101               NR             No        Yes                        

Originator  Remote Node ID
Yes  

Note that the ring protection link is blocked and the node is marked as the originator of

the protection.

user@router1> show protection-group ethernet-ring interface
Ethernet ring port parameters for protection group pg101

Interface    Control Channel  Forward State  Ring Protection Link End  
ge-1/0/1     ge-1/0/1.1       discarding     Yes                      
ge-1/2/4     ge-1/2/4.1       forwarding     No                      

Signal Failure  Admin State
Clear          IFF ready
Clear          IFF ready

Note that the protection interface is discarding while the other interface is forwarding.

user@router1> show protection-group ethernet-ring node-state
Ethernet ring    APS State    Event         Ring Protection Link Owner 
pg101            idle         NR-RB         Yes                         

Restore Timer  Quard Timer  Operation state
disabled       disabled    operational  

Note that Router 1 is the owner and timers are disabled.

user@router1> show protection-group ethernet-ring statistics group-name pg101
Ethernet Ring statistics for PG pg101
RAPS sent                        : 1
RAPS received                    : 0
Local SF happened:               : 0
Remote SF happened:              : 0
NR event happened:               : 0
NR-RB event happened:            : 1

Note that only minimal RAPSmessages have been sent to establish the ring.

Under normal operating conditions, the other routers on the ring (Router 2 and Router

3) will see the following similar output:

Router 2 and Router 3 Operational Commands (Normal Ring Operation)

user@router2> show protection-group ethernet-ring aps
Ethernet Ring Name  Request/state  No Flush  Ring Protection Link Blocked
pg102               NR             No        Yes                        

Originator  Remote Node ID
No          00:01:01:00:00:01 
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Router 3 will see almost identical information.

user@router2> show protection-group ethernet-ring interface
Ethernet ring port parameters for protection group pg102

Interface    Control Channel  Forward State  Ring Protection Link End 
ge-1/2/1     ge-1/2/1.1       forwarding     No                       
ge-1/0/2     ge-1/0/2.1       forwarding     No                       

Signal Failure  Admin State
Clear          IFF ready
Clear          IFF ready

Note that both interfaces are forwarding. Router 3 will see almost identical information.

user@router2> show protection-group ethernet-ring node-state
Ethernet ring    APS State    Event         Ring Protection Link Owner 
pg102            idle         NR-RB         No                        

Restore Timer  Quard Timer  Operation state
disabled       disabled    operational  

Note that Router 2 is not the owner. Router 3 will see almost identical information.

user@router2> show protection-group ethernet-ring statistics group-name pg102
Ethernet Ring statistics for PG pg102
RAPS sent                        : 0
RAPS received                    : 1
Local SF happened:               : 0
Remote SF happened:              : 0
NR event happened:               : 0
NR-RB event happened:            : 1

Router 3 will see almost identical information.

Related
Documentation

Ethernet OAM Feature Guide for MX Series Routers•

• Ethernet Ring Protection on page 13

• Example: Configuring Ethernet Ring Protection for MX Series Routers on page 61

• Example: Viewing Ethernet Ring Protection Status—Ring Failure Condition on page 87

Example: Viewing Ethernet Ring Protection Status—Ring Failure Condition

This section assumes that Ethernet ring protection is configuring correctly, that Router

1 is the ring protection link (RPL) owner, and that there is a link failure between Router 2

and Router 3 in the configuration example.

Router 1 Operational Commands (Ring Failure Condition)

user@router1> show protection-group ethernet-ring aps
Ethernet Ring Name  Request/state  No Flush  Ring Protection Link Blocked  
pg101               SF             NO        No                           
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Originator  Remote Node ID
No          00:01:02:00:00:01 

Note that the ring protection link is no longer blocked and the node is no longer marked

as originator.

user@router1> show protection-group ethernet-ring interface
Ethernet ring port parameters for protection group pg101

Interface    Control Channel  Forward State  Ring Protection Link End  
ge-1/0/1     ge-1/0/1.1       forwarding     Yes                      
ge-1/2/4     ge-1/2/4.1       forwarding     No

Signal Failure  Admin State
Clear           IFF ready
Clear           IFF ready

Note that the protection interface is now forwarding (so is the other interface).

user@router1> show protection-group ethernet-ring node-state
how protection-group ethernet-ring node-state   
Ethernet ring    APS State    Event         Ring Protection Link Owner
pg101            protected    SF            Yes                        

Restore Timer  Quard Timer  Operation state
disabled       disabled     operational  

Note that Router 1 has recorded the span failure (SF).

user@router1> show protection-group ethernet-ring statistics group-name pg101
Ethernet Ring statistics for PG pg101
RAPS sent                        : 1
RAPS received                    : 1
Local SF happened:               : 0
Remote SF happened:              : 1
NR event happened:               : 0
NR-RB event happened:            : 1

Note that the R-APSmessages have recorded the remote failure.

Under a failure condition, the other routers on the ring (Router 2 and Router 3) will see

the following similar output:

Router 2 and Router 3 Operational Commands (Failure Condition)

user@router2> show protection-group ethernet-ring aps
Ethernet Ring Name  Request/state  No Flush  Ring Protection Link Blocked  
pg102               SF             No        No                           

Originator  Remote Node ID
Yes         00:00:00:00:00:00 

Note the failure event (SF). Router 3 will see almost identical information.

user@router2> show protection-group ethernet-ring interface
Ethernet ring port parameters for protection group pg102

Interface    Control Channel  Forward State  Ring Protection Link End 
ge-1/2/1     ge-1/2/1.1       forwarding     No                        
ge-1/0/2     ge-1/0/2.1       discarding     No 
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Signal Failure  Admin State
Clear           IFF ready
set             IFF ready

Note that the failed interface (ge-1/0/2.1) is not forwarding. Router 3 will see almost

identical information.

user@router2> show protection-group ethernet-ring node-state
Ethernet ring    APS State    Event         Ring Protection Link Owner  
pg102            idle         NR-RB         No                          

Restore Timer  Quard Timer  Operation state
disabled       disabled     operational

Note that Router 2 is not the owner. Router 3 will see almost identical information.

user@router2> show protection-group ethernet-ring statistics group-name pg102
Ethernet Ring statistics for PG pg102
RAPS sent                        : 1
RAPS received                    : 1
Local SF happened:               : 1
Remote SF happened:              : 0
NR event happened:               : 0
NR-RB event happened:            : 1

Note that theR-APSmessageshave recorded the remote failure. Router 3will seealmost

identical information.

Related
Documentation

• Ethernet OAM Feature Guide for MX Series Routers

• Ethernet Ring Protection on page 13

• Example: Configuring Ethernet Ring Protection for MX Series Routers on page 61

• Example:ViewingEthernetRingProtectionStatus—NormalRingOperationonpage85
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PART 3

Administration

• Managing Ethernet Frame Delay Measurements on page 93
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CHAPTER 10

Managing Ethernet Frame Delay
Measurements

• ConfiguringMEP Interfaces toSupportEthernetFrameDelayMeasurementsonpage93

• Triggering an Ethernet Frame Delay Measurements Session on page 94

ConfiguringMEP Interfaces to Support Ethernet Frame DelayMeasurements

Ethernet frame delay measurement is a useful tool for providing performance statistics

or supportingor challengingServiceLevelAgreements (SLAs). Bydefault, Ethernet frame

delay measurement uses software for timestamping and delay calculations. You can

optionally use hardware timing to assist in this process and increase the accuracy of the

delay measurement results. This assistance is available on the reception path.

Before you can perform Ethernet frame delay measurements on MX Series routers, you

must have done the following:

• Configured Ethernet OAM and CFM correctly

• Prepared themeasurement between two compatibly configured MX Series routers

• Enabled the distributed periodic packet management daemon (ppmd)

• Avoided trying to performEthernet frame delaymeasurement on aggregated Ethernet

or pseudowire interfaces, which are not supported

• Madesure thehardware-assisted timestamping is supported if that feature is configured

At the end of this configuration, you create two MX Series routers that can perform and

display Ethernet frame delay measurements on Ethernet interfaces using optional

hardware timestamping. By default, Ethernet frame delay measurement uses software

for timestamping and delay calculations. You can optionally use hardware timing to

assist in this process and increase the accuracy of the delay measurement results. This

assistance is available on the reception path.
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To configure hardware-assisted timestamping:

1. To enable Ethernet frame delay measurement hardware assistance on the reception
path, include the hardware-assisted-timestamping statement at the [edit protocols
oamethernetconnectivity-fault-managementperformance-monitoring]hierarchy level:

[edit]
protocols {
oam {
ethernet {
connectivity-fault-management {
performance-monitoring {
hardware-assisted-timestamping; # Enable timestamping in hardware.

}
}

}
}

2. Ethernet framedelaymeasurement requires that distributedPPMD is enabled. Before

you can gather statistics for Ethernet frame delaymeasurement, youmustmake sure

that PPMD is configured properly. Without distributed PPMD, delay measurement

results are not valid.

To perform Ethernet frame delay measurement, make sure that the following
configuration statement is NOT present:

[edit routing-options]
ppm {
no-delegate-processing; # This turns distributed PPMDOFF.

}

Related
Documentation

Ethernet OAM Feature Guide for MX Series Routers•

• Ethernet Frame Delay Measurements on page 7

• Triggering an ETH-DM Session on page 20

• Viewing ETH-DM Statistics on page 21

• Configuring One-Way ETH-DMwith Single-Tagged Interfaces on page 41

• Configuring Two-Way ETH-DMwith Single-Tagged Interfaces on page 46

• Configuring ETH-DMwith Untagged Interfaces on page 50

Triggering an Ethernet Frame DelayMeasurements Session

Before Ethernet frame delay measurement statistics can be displayed, they must be

collected. To trigger Ethernet frame delay measurement, use themonitor ethernet

delay-measurement (one-way | two-way) (remote-mac-address | mep identifier)

maintenance-domain namemaintenance-associationma-id [count count] [wait time]

operational command.

The fields for this command are described in Table 3 on page 21.
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Table 6: Monitor Ethernet Delay Command Parameters

DescriptionParameter RangeParameter

Perform a one-way or two-way (round-trip) delay measurement.NAone-way or two-way

Send delaymeasurement frames to the destination unicastMACaddress
(use the format xx:xx:xx:xx:xx:xx). Multicast MAC addresses are not
supported.

Unicast MAC addressremote-mac-address

The MEP identifier to use for the measurement. The discovered MAC
address for this MEP identifier is used.

1–8191mep identifier

Specifies an existing maintenance domain (MD) to use for the
measurement.

Existing MD namemaintenance-domain
name

Specifies an existing maintenance association (MA) identifier to use for
the measurement.

Existing MA identifiermaintenance-association
ma-id

(Optional) Specifies the number of Ethernet frame delay frames to send.
The default is 10.

1–65535 (default: 10)count count

(Optional) Specifies the number of seconds towait between frames. The
default is 1 second.

1–255 seconds
(default: 1)

wait time

If you attempt to monitor delays to a nonexistent MAC address, youmust exit the

application manually using ^C:

user@host> monitor ethernet delay-measurement two-way 00:11:22:33:44:55
Two-way ETH-DM request to 00:11:22:33:44:55, Interface ge-5/2/9.0
^C
--- Delay measurement statistics ---
Packets transmitted: 10, Valid packets received: 0
Average delay: 0 usec, Average delay variation: 0 usec
Best case delay: 0 usec, Worst case delay: 0 usec

Related
Documentation

• Ethernet OAM Feature Guide for MX Series Routers

• Ethernet Frame Delay Measurements on page 7

• Configuring MEP Interfaces to Support ETH-DM on page 19

• Viewing ETH-DM Statistics on page 21

• Configuring One-Way ETH-DMwith Single-Tagged Interfaces on page 41

• Configuring Two-Way ETH-DMwith Single-Tagged Interfaces on page 46

• Configuring ETH-DMwith Untagged Interfaces on page 50
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