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About the Documentation

• Documentation and Release Notes on page ix

• Supported Platforms on page ix

• Using the Examples in This Manual on page ix

• Documentation Conventions on page xi

• Documentation Feedback on page xiii

• Requesting Technical Support on page xiii

Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at http://www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

• MSeries

• MXSeries

• T Series

• PTX Series

• J Series

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

ixCopyright © 2013, Juniper Networks, Inc.
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configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.

If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.

Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

Copyright © 2013, Juniper Networks, Inc.x
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commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the CLI User Guide.

Documentation Conventions

Table 1 on page xi defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Table 2 on page xi defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type
theconfigure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

xiCopyright © 2013, Juniper Networks, Inc.
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• A policy term is a named structure
that defines match conditions and
actions.

• JunosOSSystemBasicsConfiguration
Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies book names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the[edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Enclose optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Enclose a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identify a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

J-Web GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Represents J-Web graphical user
interface (GUI) items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of J-Web
selections.

> (bold right angle bracket)
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Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can send your comments to

techpubs-comments@juniper.net, or fill out the documentation feedback form at

https://www.juniper.net/cgi-bin/docbugreport/ . If you are using e-mail, be sure to include

the following information with your comments:

• Document or topic name

• URL or page number

• Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,

or are covered under warranty, and need post-sales technical support, you can access

our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://www.juniper.net/alerts/

xiiiCopyright © 2013, Juniper Networks, Inc.
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• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html.
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PART 1

Overview

• CoS Overview on page 3

• CoS Input and Output Configuration on page 13

• Packet FlowWithin Routers on page 15

• Packet Flow Through the CoS Process on page 23
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CHAPTER 1

CoS Overview

• CoS Overview on page 3

• CoS Standards on page 4

• Understanding Packet Flow Across a Network on page 4

• Junos CoS Components on page 5

• Default CoS Settings on page 7

• CoS Applications Overview on page 9

• Interface Types That Do Not Support CoS on page 10

• VPLS and Default CoS Classification on page 11

CoSOverview

When a network experiences congestion and delay, somepacketsmust be dropped. The

Juniper Networks
®
Junos

®
operating system (Junos OS) class of service (CoS) enables

you to divide traffic into classes and offer various levels of throughput and packet loss

when congestion occurs. This allows packet loss to happen according to rules that you

configure.

For interfaces that carry IPv4, IPv6, and MPLS traffic, you can configure the Junos OS

CoS features to provide multiple classes of service for different applications. On the

router, you can configure multiple forwarding classes for transmitting packets, define

which packets are placed into each output queue, schedule the transmission service

level for each queue, andmanage congestion using a random early detection (RED)

algorithm.

The Junos OS CoS features provide a set of mechanisms that you can use to provide

differentiated services when best-effort traffic delivery is insufficient. In designing CoS

applications, youmust give careful consideration to your service needs, and youmust

thoroughly plan and design your CoS configuration to ensure consistency across all

routers in a CoS domain. Youmust also consider all the routers and other networking

equipment in the CoS domain to ensure interoperability among all equipment.

Because Juniper Networks routers implement CoS in hardware rather than in software,

you can experiment with and deploy CoS features without adversely affecting packet

forwarding and routing performance.

3Copyright © 2013, Juniper Networks, Inc.



Related
Documentation

Hardware Capabilities and Limitations•

CoS Standards

Thestandards for JuniperNetworks
®
Junos

®
operatingsystem(JunosOS)classof service

(CoS) capabilities are defined in the following RFCs:

• RFC 2474, Definition of the Differentiated Services Field in the IPv4 and IPv6 Headers

• RFC 2597, Assured Forwarding PHB Group

• RFC 2598, An Expedited Forwarding PHB

• RFC 2698, A Two Rate Three Color Marker

Understanding Packet Flow Across a Network

CoS works by examining traffic entering at the edge of your network. The edge routers

classify traffic into defined service groups, to provide the special treatment of traffic

across the network. For example, voice traffic can be sent across certain links, and data

traffic can use other links. In addition, the data traffic streams can be serviced differently

along the network path to ensure that higher-paying customers receive better service.

As the traffic leaves the network at the far edge, you can reclassify the traffic.

To support CoS, youmust configure each router in the network. Generally, each router

examines the packets that enter it to determine their CoS settings. These settings then

dictate which packets are first transmitted to the next downstream router. In addition,

the routers at the edges of the networkmight be required to alter the CoS settings of the

packets that enter the network from the customer or peer networks.

In Figure 1 on page 5, Router A is receiving traffic from a customer network. As each

packet enters, Router A examines the packet’s current CoS settings and classifies the

traffic into one of the groupings defined by the Internet service provider (ISP). This

definition allows Router A to prioritize its resources for servicing the traffic streams it is

receiving. In addition, Router Amight alter the CoS settings (forwarding class and loss

priority) of the packets to better match the ISP’s traffic groups. When Router B receives

the packets, it examines the CoS settings, determines the appropriate traffic group, and

processes thepacketaccording to thosesettings. It then transmits thepackets toRouterC,

which performs the same actions. Router D also examines the packets and determines

the appropriate group. Because Router D sits at the far end of the network, the ISPmight

decide once again to alter the CoS settings of the packets before Router D transmits

them to the neighboring network.
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Figure 1: Packet Flow Across the Network

Junos CoS Components

The Juniper Networks
®
Junos

®
operating system (Junos OS) CoS consists of many

components that you can combine and tune to provide the level of services required by

customers.

The Junos OS CoS components include:

• Code-point aliases—A code-point alias assigns a name to a pattern of code-point bits.

You can use this name instead of the bit pattern when you configure other CoS

components, such as classifiers, drop-profile maps, and rewrite rules.

• Classifiers—Packet classification refers to the examination of an incoming packet. This

function associates the packet with a particular CoS servicing level. In the Junos OS,

classifiers associate incoming packets with a forwarding class and loss priority and,

based on the associated forwarding class, assign packets to output queues. Two

general types of classifiers are supported:

• Behavior aggregate or CoS value traffic classifiers—A behavior aggregate (BA) is a

method of classification that operates on a packet as it enters the router. The CoS

value in the packet header is examined, and this single field determines the CoS

settings applied to the packet. BA classifiers allow you to set the forwarding class

and loss priority of a packet based on the Differentiated Services code point (DSCP)

value, DSCP IPv6 value, IP precedence value, MPLS EXP bits, and IEEE 802.1p value.

The default classifier is based on the IP precedence value.

• Multifield traffic classifiers—Amultifield classifier is a secondmethod for classifying

traffic flows.Unlike abehavior aggregate, amultifield classifier canexaminemultiple

fields in the packet. Examples of some fields that amultifield classifier can examine

include the source and destination address of the packet as well as the source and

destination port numbers of the packet. With multifield classifiers, you set the

forwarding class and loss priority of a packet based on firewall filter rules.

• Forwarding classes—The forwarding classes affect the forwarding, scheduling, and

marking policies applied to packets as they transit a router. The forwarding class plus

the loss priority define the per-hop behavior. Four categories of forwarding classes are

supported: best effort, assured forwarding, expedited forwarding, andnetwork control.

For Juniper Networks M Series Multiservice Edge Routers, four forwarding classes are

supported. You can configure up to one each of the four types of forwarding classes.

ForM120andM320MultiserviceEdgeRouters, JuniperNetworksMXSeries3DUniversal

Edge Routers, and Juniper Networks T Series Core Routers, 16 forwarding classes are
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supported, so you can classify packetsmore granularly. For example, you can configure

multiple classes of expedited forwarding (EF) traffic: EF, EF1, and EF2.

• Loss priorities—Loss priorities allow you to set the priority of dropping a packet. Loss

priority affects the scheduling of a packet without affecting the packet’s relative

ordering. You can use the packet loss priority (PLP) bit as part of a congestion control

strategy. You can use the loss priority setting to identify packets that have experienced

congestion. Typically youmark packets exceeding some service level with a high loss

priority. You set loss priority by configuring a classifier or a policer. The loss priority is

used later in the workflow to select one of the drop profiles used by RED.

• Forwarding policy options—These options allow you to associate forwarding classes

with next hops. Forwarding policy also allows you to create classification overrides,

which assign forwarding classes to sets of prefixes.

• Transmission schedulingand rate control—Theseparametersprovide youwithavariety

of tools to manage traffic flows:

• Queuing—After a packet is sent to the outgoing interface on a router, it is queued for

transmission on the physical media. The amount of time a packet is queued on the

router is determined by the availability of the outgoing physical media as well as the

amount of traffic using the interface.

• Schedulers—An individual router interface has multiple queues assigned to store

packets. The router determineswhichqueue to servicebasedonaparticularmethod

of scheduling. This process often involves a determination of which type of packet

should be transmitted before another. The Junos OS schedulers allow you to define

the priority, bandwidth, delay buffer size, rate control status, and RED drop profiles

to be applied to a particular queue for packet transmission.

• Fabric schedulers—For M320 and T Series routers only, fabric schedulers allow you

to identify a packet as high or low priority based on its forwarding class, and to

associate schedulers with the fabric priorities.

• Policers for traffic classes—Policers allow you to limit traffic of a certain class to a

specified bandwidth and burst size. Packets exceeding the policer limits can be

discarded, or can be assigned to a different forwarding class, a different loss priority,

or both. You define policers with filters that can be associated with input or output

interfaces.

• Rewrite rules—A rewrite rule sets the appropriate CoS bits in the outgoing packet. This

allows the next downstream router to classify the packet into the appropriate service

group.Rewriting, ormarking, outboundpackets is usefulwhen the router is at theborder

of a network andmust alter the CoS values to meet the policies of the targeted peer.
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Default CoS Settings

If you do not configure any CoS settings on your router, the software performs someCoS

functions to ensure that user traffic and protocol packets are forwarded with minimum

delay when the network is experiencing congestion. Some default mappings are

automaticallyapplied toeach logical interface that youconfigure.Otherdefaultmappings,

such as explicit default classifiers and rewrite rules, are in operation only if you explicitly

associate themwith an interface.

You can display default CoS settings by issuing the show class-of-service operational

modecommand.This section includes sampleoutputdisplaying thedefaultCoSsettings.

The sample output is truncated for brevity.
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show class-of-service user@host> show class-of-service

Default Forwarding
Classes

Forwarding class           Queue
  best-effort                           0
  expedited-forwarding                  1
  assured-forwarding                    2
  network-control                       3

Default Code-Point
Aliases

Code point type: dscp
  Alias              Bit pattern
  af11               001010
  af12               001100
...
Code point type: dscp-ipv6
...
Code point type: exp
...
Code point type: ieee-802.1
...
Code point type: inet-precedence
...

Default Classifiers Classifier: dscp-default, Code point type: dscp, Index: 7
...

Classifier: dscp-ipv6-default, Code point type: dscp-ipv6, Index: 8
...

Classifier: exp-default, Code point type: exp, Index: 9
...

Classifier: ieee8021p-default, Code point type: ieee-802.1, Index: 10
...

Classifier: ipprec-default, Code point type: inet-precedence, Index: 11
...

Classifier: ipprec-compatibility, Code point type: inet-precedence, Index: 12
...

Default Frame Relay
Loss Priority Map

Loss-priority-map: frame-relay-de-default, Code point type: frame-relay-de, Index:
 13
  Code point         Loss priority
  0                  low
  1                  high

Default Rewrite Rules Rewrite rule: dscp-default, Code point type: dscp, Index: 24
  Forwarding class                    Loss priority       Code point
  best-effort                         low                 000000
  best-effort                         high                000000
...

Rewrite rule: dscp-ipv6-default, Code point type: dscp-ipv6, Index: 25
...

Rewrite rule: exp-default, Code point type: exp, Index: 26
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...

Rewrite rule: ieee8021p-default, Code point type: ieee-802.1, Index: 27
...

Rewrite rule: ipprec-default, Code point type: inet-precedence, Index: 28
...

Default Drop Profile Drop profile: <default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

Default Schedulers Scheduler map: <default>, Index: 2

  Scheduler: <default-be>, Forwarding class: best-effort, Index: 17
    Transmit rate: 95 percent, Rate Limit: none, Buffer size: 95 percent, Priority:
 low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             Any             1    <default-drop-profile>
      High            Any             1    <default-drop-profile>
...

Related
Documentation

Default Forwarding Classes•

• Default Behavior Aggregate Classification Overview

• Default Drop Profile

• Default Schedulers Overview

• Forwarding Classes and Fabric Priority Queues

CoS Applications Overview

YoucanconfigureCoS features tomeet your applicationneeds.Because thecomponents

are generic, you can use a single CoS configuration syntax across multiple routers. CoS

mechanisms are useful for two broad classes of applications. These applications can be

referred to as in the box and across the network.

In-the-box applications use CoSmechanisms to provide special treatment for packets

passing through a single node on the network. You canmonitor the incoming traffic on

each interface, usingCoS toprovidepreferred service to some interfaces (that is, to some

customers) while limiting the service provided to other interfaces. You can also filter

outgoing traffic by the packet’s destination, thus providing preferred service to some

destinations.

Across-the-networkapplicationsuseCoSmechanismstoprovidedifferentiatedtreatment

to different classes of packets across a set of nodes in a network. In these types of

applications, you typically control the ingress and egress routers to a routing domain and

all the routers within the domain. You can use the Junos OS CoS features to modify

packets traveling through the domain to indicate the packet’s priority across the domain.
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Specifically, you modify the CoS code points in packet headers, remapping these bits to

values that correspond to levels of service.When all routers in the domain are configured

to associate the precedence bits with specific service levels, packets traveling across the

domain receive the same level of service from the ingress point to the egress point. For

CoS to work in this case, the mapping between the precedence bits and service levels

must be identical across all routers in the domain.

The Junos OS CoS applications support the following range of mechanisms:

• Differentiated Services (DiffServ)—The CoS application supports DiffServ, which uses

6-bit IPv4 and IPv6header type-of-service (ToS) byte settings. The configuration uses

CoS values in the IP and IPv6 ToS fields to determine the forwarding class associated

with each packet.

• Layer 2 to Layer 3 CoSmapping—The CoS application supports mapping of Layer 2

(IEEE 802.1p) packet headers to router forwarding class and loss-priority values.

Layer 2 to Layer 3 CoSmapping involves setting the forwarding class and loss priority

based on information in the Layer 2 header. Output involves mapping the forwarding

class and loss priority to a Layer 2-specific marking. You canmark the Layer 2 and

Layer 3 headers simultaneously.

• MPLS EXP—Supports configuration of mapping of MPLS experimental (EXP) bit

settings to router forwarding classes and vice versa.

• VPNouter-labelmarking—Supports settingof outer-label EXPbits, also knownasCoS

bits, based on MPLS EXPmapping.

Interface Types That Do Not Support CoS

For original Channelized OC12 PICs, limited CoS functionality is supported. For more

information, contact Juniper Networks customer support.

The standard Junos CoS hierarchy is not supported on ATM interfaces. ATM has

traffic-shaping capabilities that would override CoS, because ATM traffic shaping is

performed at the ATM layer and CoS is performed at the IP layer. For more information

about ATM traffic shaping and ATM CoS components, see the Junos® OS Network

Interfaces.

NOTE: Transmission scheduling is not supported on 8-port, 12-port, and
48-port Fast Ethernet PICs.

You can configure CoS on all interfaces, except the following:

• cau4—Channelized STM1 IQ interface (configured on the Channelized STM1 IQ PIC).

• coc1—Channelized OC1 IQ interface (configured on the Channelized OC12 IQ PIC).

• coc12—Channelized OC12 IQ interface (configured on the Channelized OC12 IQ PIC).

• cstm-1—Channelized STM1 IQ interface (configured on the Channelized STM1 IQ PIC).
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• ct1—Channelized T1 IQ interface (configured on the Channelized DS3 IQ PIC or

Channelized OC12 IQ PIC).

• ct3—Channelized T3 IQ interface (configured on the Channelized DS3 IQ PIC or

Channelized OC12 IQ PIC).

• ce1—ChannelizedE1 IQ interface(configuredontheChannelizedE1 IQPICorChannelized

STM1 IQ PIC).

• dsc—Discard interface.

• fxp—Management and internal Ethernet interfaces.

• lo—Loopback interface. This interface is internally generated.

• pe—Encapsulates packets destined for the rendezvous point router. This interface is

present on the first-hop router.

• pd—De-encapsulates packets at the rendezvous point. This interface is present on the

rendezvous point.

• vt—Virtual loopback tunnel interface.

NOTE: For channelized interfaces, you can configure CoSon channels, but
not at the controller level. For a complex configuration example, see the
Junos OS Feature Guides.

Related
Documentation

CoS on ATM Interfaces Overview•

VPLS and Default CoS Classification

A VPLS routing instance with the no-tunnel-services option configured has a default

classifier applied to the label-switched interface for all VPLS packets coming from the

remote VPLS PE. This default classifier is modifiable only on MX Series routers. On T

Series, when no-tunnel-services option is configured, the custom classifier for VPLS

instances is not supported.

NOTE: Withno-tunnel-servicesconfigured, customclassifier forVPLS routing

instances onTSeries andLMNRbasedFPC forM320 is not supported.When
a wild card configuration or an explicit routing instances are configured for
VPLS on CoS CLI, the custom classifier binding results in default classifier
binding on Packet Forwarding Engine (PFE).

For example, on routerswitheightqueues (JuniperNetworksM120andM320Multiservice

Edge Routers, MX Series 3D Universal Edge Routers, and T Series Core Routers), the

default classification applied to no-tunnel-services VPLS packets are shown in Table 3

on page 12.
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Table 3: Default VPLS Classifiers

Forwarding Class/QueueMPLS Label EXP Bits

0000

1001

2010

3011

4100

5101

6110

7111

NOTE: Forwardingclass toqueuenumbermapping isnotalwaysone-to-one.
Forwarding classes and queues are only the samewhen default
forwarding-class-to-queuemapping is in effect. Formore information about
configuring forwardingclassandqueues, seeConfiguringForwardingClasses.

OnMX Series routers, VPLS filters and policers act on a Layer 2 frame that includes the

media access control (MAC) header (after any VLAN rewrite or other rules are applied),

but does not include the cyclical redundancy check (CRC) field.

NOTE: OnMX Series routers, if you apply a counter in a firewall for egress
MPLS or VPLS packets with the EXP bits set to 0, the counter will not tally
these packets.
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CHAPTER 2

CoS Input and Output Configuration

• CoS Inputs and Outputs Overview on page 13

CoS Inputs and Outputs Overview

Some CoS components map one set of values to another set of values. Eachmapping

contains one or more inputs and one or more outputs.

Some CoS components map one set of values to another set of values. Eachmapping

contains one or more inputs and one or more outputs. When you configure a mapping,

you set the outputs for a given set of inputs, as shown in Table 4 on page 13.

Table 4: CoSMappings—Inputs and Outputs

CommentsOutputsInputsCoSMappings

Themapsets the forwardingclassandPLP foraspecific setof code
points.

forwarding-class
loss-priority

code-pointsclassifiers

Themap sets the drop profile for a specific PLP and protocol type.drop-profileloss-priority protocoldrop-profile-map

Themap sets the code points for a specific forwarding class and
PLP.

code-pointsloss-priorityrewrite-rules

Related
Documentation

• Default Behavior Aggregate Classification Overview

• Configuring Drop Profile Maps for Schedulers

• Applying Default Rewrite Rules

• CoS Inputs and Outputs Examples on page 29
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CHAPTER 3

Packet FlowWithin Routers

• Packet FlowWithin Routers Overview on page 15

• Packet Flow on Juniper Networks J Series Services Routers on page 16

• Packet Flow on Juniper Networks M Series Multiservice Edge Routers on page 16

• Packet Flow on MX Series 3D Universal Edge Routers on page 18

• Packet Flow on Juniper Networks T Series Core Routers on page 20

Packet FlowWithin Routers Overview

Although the architecture of Juniper Networks routers different in detail, the overall flow

of a packet within the router remains consistent.

When a packet enters a Juniper Networks router, the PIC or other interface type receiving

the packet retrieves it from the network and verifies that the link-layer information is

valid. The packet is then passed to the concentrator device such as a Flexible PIC

Concentrator (FPC), where the data link and network layer information is verified. In

addition, the FPC is responsible for segmenting the packet into 64-byte units called

J-cells. These cells are then written into packet storagememory while a notification cell

is sent to the route lookup engine. The destination address listed in the notification cell

is located in the forwarding table, and the next hop of the packet is written into the result

cell. This result cell is queuedon theappropriateoutboundFPCuntil theoutgoing interface

is ready to transmit the packet. The FPC then reads the J-cells out of memory, re-forms

the original packet, and sends the packet to the outgoing PIC, where it is transmitted

back into the network.

Related
Documentation

Packet Flow on Juniper Networks J Series Services Routers on page 16•

• Packet Flow on Juniper Networks M Series Multiservice Edge Routers on page 16

• Packet Flow on MX Series 3D Universal Edge Routers on page 18

• Packet Flow on Juniper Networks T Series Core Routers on page 20
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Packet Flow on Juniper Networks J Series Services Routers

On J Series Services Routers, some of the hardware components associated with larger

routers are virtualized.

These virtualized components include Packet Forwarding Engines, Routing Engines, and

their associatedASICs. For this reason, packet flowon JSeries routers cannotbedescribed

in terms of discrete hardware components.

Related
Documentation

Packet FlowWithin Routers Overview on page 15•

• Packet Flow on Juniper Networks M Series Multiservice Edge Routers on page 16

• Packet Flow on MX Series 3D Universal Edge Routers on page 18

• Packet Flow on Juniper Networks T Series Core Routers on page 20

Packet Flow on Juniper Networks M Series Multiservice Edge Routers

OnM Series Multiservice Edge Routers, CoS actions are performed in several locations

in a Juniper Networks router: the incoming I/O Manager ASIC, the Internet Processor II

ASIC, and the outgoing I/O Manager ASIC. These locations are shown in Figure 2 on

page 16.

Figure 2: M Series Routers Packet Forwarding Engine Components and Data Flow

This topic describes the packet flow through the following components in more detail:

• Incoming I/O Manager ASIC on page 17

• Internet Processor ASIC on page 17
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• Outgoing I/O Manager ASIC on page 17

• Enhanced CFEB and CoS on M7i and M10i Multiservice Edge Routers on page 17

Incoming I/OManager ASIC

When a data packet is passed from the receiving interface to its connected FPC, it is

received by the I/O Manager ASIC on that specific FPC. During the processing of the

packet by this ASIC, the information in the packet’s header is examined by a behavior

aggregate (BA) classifier. This classificationactionassociates thepacketwithaparticular

forwarding class. In addition, the value of the packet’s loss priority bit is set by this

classifier. Both the forwarding class and loss priority information are placed into the

notification cell, which is then transmitted to the Internet Processor II ASIC.

Internet Processor ASIC

The Internet Processor II ASIC receives notification cells representing inbound data

packets and performs route lookups in the forwarding table. This lookup determines the

outgoing interface on the router and the next-hop IP address for the data packet. While

the packet is being processedby the Internet Processor II ASIC, itmight also be evaluated

by a firewall filter, which is configured on either the incoming or outgoing interface. This

filter canperform the functionsof amultifield classifier bymatchingonmultiple elements

within the packet and overwriting the forwarding class, loss priority settings, or both

within the notification cell. Once the route lookup and filter evaluations are complete,

the notification cell, now called the result cell, is passed to the I/O Manager ASIC on the

FPC associated with the outgoing interface.

Outgoing I/OManager ASIC

When the result cell is receivedby the I/OManager ASIC, it is placed into aqueue to await

transmission on the physical media. The specific queue used by the ASIC is determined

by the forwarding class associated with the data packet. The configuration of the queue

itself helps determine the service the packet receives while in this queued state. This

functionality guarantees that certain packets are serviced and transmitted before other

packets. In addition, the queue settings and the packet’s loss priority setting determine

which packets might be dropped from the network during periods of congestion.

In addition to queuing the packet, the outgoing I/O Manager ASIC is responsible for

ensuring that CoS bits in the packet’s header are correctly set before it is transmitted.

This rewrite function helps the next downstream router perform its CoS function in the

network.

Enhanced CFEB and CoS onM7i andM10i Multiservice Edge Routers

The Enhanced Compact Forwarding Engine Board (CFEB-E) for the M7i and M10i

Multiservice Edge Routers provides additional hardware performance, scaling, and

functions, as well as enhanced CoS software capabilities.

The enhanced CoS functions available with the CFEB-E onM7i andM10i routers include:

• Support for 16 forwarding classes and 8 queues
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• Support for four loss priorities (medium-high andmedium-low in addition to high and

low)

• Support for hierarchical policingwith tricolormarking, both single-rate tricolormarking

(TCM) and two-rate TCM (trTCM)

Related
Documentation

Packet FlowWithin Routers Overview on page 15•

• Packet Flow on Juniper Networks J Series Services Routers on page 16

• Packet Flow on MX Series 3D Universal Edge Routers on page 18

• Packet Flow on Juniper Networks T Series Core Routers on page 20

Packet Flow onMX Series 3D Universal Edge Routers

TheCoSarchitecture forMXSeries 3DUniversal EdgeRouters, suchas theMX960 router,

is in concept similar to, but in particulars different from, other routers. The general

architecture for MX Series routers is shown in Figure 3 on page 18.Figure 3 on page 18

illustrates packet flow through a Dense Port Concentrator (DPC).

Figure 3: MX Series Router Packet Forwarding and Data Flow

NOTE: All Layer 3 Junos OS CoS functions are supported on the MX Series
routers. In addition, Layer 3 CoS capabilities, with the exception of traffic
shaping, are supported on virtual LANs (VLANs) that spanmultiple ports.

MXSeries routers canbeequippedwithFlexiblePICConcentrators (FPCs)andassociated

Physical Interface Cards (PICs), Dense Port Concentrators (DPCs), Modular Interface

Cards (MICs), Modular Port Concentrators (MPCs), or MPCs with associated MICs. In all

cases, the command-line interface (CLI) configuration syntax refers to FPCs, PICs, and

ports (type-fpc/pic/port).
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NOTE: TheMX80router isasingle-board routerwithabuilt-inRoutingEngine
and onePacket Forwarding Engine, which can have up to fourMICs attached
to it. The Packet Forwarding Engine has two “pseudo” Flexible PIC
Concentrators (FPC 0 and FPC1). Because there is no switching fabric, the
singlePacketForwardingEngine takescareofboth ingressandegresspacket
forwarding.

.Fixedclassificationplacesall packets in the same forwarding class, or theusualmultifield

or behavior aggregate (BA) classifications can be used to treat packets differently. BA

classification with firewall filters can be used for classification based on IP precedence,

DSCP, IEEE, or other bits in the frame or packet header.

However, the MX Series routers can also employ multiple BA classifiers on the same

logical interface. The logical interfaces do not have to employ the same type of BA

classifier. For example, a single logical interfacecanuseclassifiersbasedon IPprecedence

aswell as IEEE802.1p. If theCoSbitsof interest areon the innerVLANtagofadual-tagged

VLAN interface, the classifier can examine either the inner or outer bits. (By default, the

classification is done based on the outer VLAN tag.)

Internal fabric scheduling is based on only two queues: high and low priority. Strict-high

priority queuing is also supported in the high-priority category.

Egress port scheduling supports up to eight queues per port using a form of round-robin

queue servicing. The supported priority levels are strict-high, high, medium-high,

medium-low, and low. TheMXSeries router architecture supports both early discard and

tail drop on the queues.

All CoS features are supported at line rate.

The fundamental flow of a packet subjected to CoS is different in the MX Series router

with integrated chips than it is in theMSeriesMultiservice Edge Router and TSeries Core

Router, which have a different packet-handling architecture.

Theway thatapacketmakes itsway throughanMSeriesorTSeries routerwith Intelligent

Queuing 2 (IQ2)PICs is shown in Figure 4onpage 20.Note that theper-VLANscheduling

and shaping are done on the PIC whereas all other CoS functions at the port level are

performed on the Packet Forwarding Engine.
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Figure 4: Packet Handling on theM Series and T Series Routers

The way that a packet makes its way through an MX Series router is shown in Figure 5

onpage20.Note that theschedulingandshapingaredonewithan integratedarchitecture

along with all other CoS functions. In particular, scheduling and shaping are done on the

Ethernet services engine network processing unit (ESE NPU). Hierarchical scheduling is

supported on the output side as well as the input side.

Figure 5: Packet Handling on theMX Series Routers

Related
Documentation

Packet FlowWithin Routers Overview on page 15•

• Packet Flow on Juniper Networks J Series Services Routers on page 16

• Packet Flow on Juniper Networks M Series Multiservice Edge Routers on page 16

• Example of Packet Flow on MX Series 3D Universal Edge Routers on page 30

• Packet Flow on Juniper Networks T Series Core Routers on page 20

Packet Flow on Juniper Networks T Series Core Routers

On T Series Core Routers, CoS actions are performed in several locations: the incoming

and outgoing Switch Interface ASICs, the T Series router Internet Processor ASIC, and

the Queuing and Memory Interface ASICs. These locations are shown in Figure 6 on

page 21.
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Figure 6: T Series Router Packet Forwarding Engine Components and Data Flow

This topic describes the packet flow through the following components in more detail:

• Incoming Switch Interface ASICs on page 21

• T Series Routers Internet Processor ASIC on page 21

• Queuing and Memory Interface ASICs on page 22

• Outgoing Switch Interface ASICs on page 22

Incoming Switch Interface ASICs

When a data packet is passed from the receiving interface to its connected FPC, it is

receivedby the incomingSwitch InterfaceASICon that specific FPC.During theprocessing

of the packet by this ASIC, the information in the packet’s header is examined by a BA

classifier. This classification action associates the packet with a particular forwarding

class. In addition, the value of the packet’s loss priority bit is set by this classifier. Both

the forwarding class and loss priority information are placed into the notification cell,

which is then transmitted to the T Series router Internet Processor ASIC.

T Series Routers Internet Processor ASIC

TheTSeries router InternetProcessorASIC receivesnotificationcells representing inbound

datapackets andperforms route lookups in the forwarding table. This lookupdetermines

the outgoing interface on the router and the next-hop IP address for the data packet.
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While the packet is being processed by the T Series router Internet Processor ASIC, it

might also be evaluated by a firewall filter, which is configured on either the incoming or

outgoing interface. This filter can perform the functions of a multifield classifier by

matching onmultiple elements within the packet and overwriting the forwarding class

settings, loss priority settings, or both within the notification cell. Once the route lookup

and filter evaluations are complete, the notification cell, now called the result cell, is

passed to the Queuing and Memory Interface ASICs.

Queuing andMemory Interface ASICs

The Queuing and Memory Interface ASICs pass the data cells to memory for buffering.

The data cells are placed into a queue to await transmission on the physical media. The

specific queue used by the ASICs is determined by the forwarding class associated with

the data packet. The configuration of the queue itself helps determine the service the

packet receives while in this queued state. This functionality guarantees that certain

packetsare servicedand transmittedbeforeother packets. In addition, thequeuesettings

and the packet’s loss priority setting determine which packets might be dropped from

the network during periods of congestion.

In addition to queuing the packet, the outgoing I/O Manager ASIC is responsible for

ensuring that CoS bits in the packet’s header are correctly set before it is transmitted.

This rewrite function helps the next downstream router perform its CoS function in the

network.

The Queuing and Memory Interface ASIC sends the notification to the Switch Interface

ASIC facing the switch fabric, unless the destination is on the same Packet Forwarding

Engine. In this case, the notification is sent back to the Switch Interface ASIC facing the

outgoing ports, and the packets are sent to the outgoing port without passing through

the switch fabric. The default behavior is for fabric priority queuing on egress interfaces

to match the scheduling priority you assign. High-priority egress traffic is automatically

assigned to high-priority fabric queues.

The Queuing and Memory Interface ASIC forwards the notification, including next-hop

information, to the outgoing Switch Interface ASIC.

Outgoing Switch Interface ASICs

The destination Switch Interface ASIC sends bandwidth grants through the switch fabric

to theoriginatingSwitch InterfaceASIC.TheQueuingandMemory InterfaceASIC forwards

the notification, including next-hop information, to theSwitch InterfaceASIC. TheSwitch

Interface ASIC sends read requests to the Queuing and Memory Interface ASIC to read

the data cells out of memory, and passes the cells to the Layer 2 or Layer 3 Packet

Processing ASIC. The Layer 2 or Layer 3 Packet Processing ASIC reassembles the data

cells into packets, adds Layer 2 encapsulation, and sends the packets to the outgoing

PIC interface. The outgoing PIC sends the packets out into the network.

Related
Documentation

• Packet FlowWithin Routers Overview on page 15

• Packet Flow on Juniper Networks J Series Services Routers on page 16

• Packet Flow on Juniper Networks M Series Multiservice Edge Routers on page 16

• Packet Flow on MX Series 3D Universal Edge Routers on page 18
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CHAPTER 4

Packet Flow Through the CoS Process

• Packet Flow Through the CoS Process Overview on page 23

Packet Flow Through the CoS Process Overview

Perhaps the best way to understand Junos CoS is to examine how a packet is treated on

itsway through theCoSprocess.This topic includesadescriptionofeachstepand figures

illustrating the process.

The following steps describe the CoS process:

1. A logical interface has one or more classifiers of different types applied to it (at the

[edit class-of-service interfaces] hierarchy level). The types of classifiers are based

on which part of the incoming packet the classifier examines (for example, EXP bits,

IEEE 802.1p bits, or DSCP bits). You can use a translation table to rewrite the values

of these bits on ingress.

NOTE: You can only rewrite the values of these bits on ingress on the
Juniper Networks M40e, M120, M320Multiservice Edge Routers, and T
Series Core Routers with IQE PICs. For more information about rewriting
thevaluesof thesebitson ingress, seeConfiguringToSTranslationTables.

2. The classifier assigns the packet to a forwarding class and a loss priority (at the [edit

class-of-service classifiers] hierarchy level).

3. Each forwarding class is assigned to a queue (at the [edit class-of-service

forwarding-classes] hierarchy level).

4. Input (and output) policers meter traffic andmight change the forwarding class and

loss priority if a traffic flow exceeds its service level.

5. The physical or logical interface has a scheduler map applied to it (at the [edit

class-of-service interfaces] hierarchy level).

At the [edit class-of-service interfaces] hierarchy level, the scheduler-map and

rewrite-rules statements affect the outgoing packets, and the classifiers statement

affects the incoming packets.
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6. The scheduler defines how traffic is treated in the output queue—for example, the

transmit rate, buffer size, priority, and drop profile (at the [edit class-of-service

schedulers] hierarchy level).

7. The scheduler map assigns a scheduler to each forwarding class (at the [edit

class-of-service scheduler-maps] hierarchy level).

8. The drop-profile defines how aggressively to drop packets that are using a particular

scheduler (at the [edit class-of-service drop-profiles] hierarchy level).

9. The rewrite rule takes effect as the packet leaves a logical interface that has a rewrite

rule configured (at the [edit class-of-service rewrite-rules]hierarchy level). The rewrite

rule writes information to the packet (for example, EXP or DSCP bits) according to

the forwarding class and loss priority of the packet.

Figure 7 on page 24 and Figure 8 on page 24 show the components of the Junos CoS

features, illustrating the sequence in which they interact.

Figure 7: CoS Classifier, Queues, and Scheduler

Figure 8: Packet Flow Through CoS Configurable Components
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Eachouter box in Figure8onpage 24 represents aprocess component. The components

in the upper row apply to inbound packets, and the components in the lower row apply

to outbound packets. The arrowswith the solid lines point in the direction of packet flow.

Themiddle box (forwarding class and loss priority) represents two data values that can

either be inputs to or outputs of the process components. The arrows with the dotted

lines indicate inputsandoutputs (or settingsandactionsbasedonsettings). For example,

the multifield classifier sets the forwarding class and loss priority of incoming packets.

This means that the forwarding class and loss priority are outputs of the classifier; thus,

the arrow points away from the classifier. The scheduler receives the forwarding class

and loss priority settings, and queues the outgoing packet based on those settings. This

means that the forwarding class and loss priority are inputs to the scheduler; thus, the

arrow points to the scheduler.

Typically, only a combination of some components (not all) is used to define a CoS

service offering.

Related
Documentation

• Packet Flow Through the CoS Process Configuration Example on page 31
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PART 2

Configuration

• Examples on page 29

• Configuration Statement Hierarchies on page 39
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CHAPTER 5

Examples

• CoS Inputs and Outputs Examples on page 29

• Example of Packet Flow on MX Series 3D Universal Edge Routers on page 30

• Packet Flow Through the CoS Process Configuration Example on page 31

• Example: Configuring Classifiers, Rewrite Markers, and Schedulers on page 33

• Example: Configuring a CoS Policy for IPv6 Packets on page 38

CoS Inputs and Outputs Examples

Here are examples of configurations for classifiers, drop-profile maps, and rewrite rules.

In the following classifier example, packets with EXP bits 000 are assigned to the

data-queue forwarding class with a low loss priority, and packets with EXP bits 001 are

assigned to the data-queue forwarding class with a high loss priority.

[edit class-of-service]
classifiers {
exp exp_classifier {
forwarding-class data-queue {
loss-priority low code-points 000;
loss-priority high code-points 001;

}
}

}

In the followingdrop-profilemapexample, the scheduler includes twodrop-profilemaps,

which specify that packets are evaluated by the low-drop drop profile if they have a low

loss priority and are from any protocol. Packets are evaluated by the high-drop drop

profile if they have a high loss priority and are from any protocol.

[edit class-of-service]
schedulers {
best-effort {
drop-profile-map loss-priority low protocol any drop-profile low-drop;
drop-profile-map loss-priority high protocol any drop-profile high-drop;

}
}
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In the following rewrite rule example, packets in the be forwarding class with low loss

priority are assigned the EXP bits 000, and packets in the be forwarding class with high

loss priority are assigned the EXP bits 001.

[edit class-of-service]
rewrite-rules {
exp exp-rw {
forwarding-class be {
loss-priority low code-point 000;
loss-priority high code-point 001;

}
}

}

Related
Documentation

CoS Inputs and Outputs Overview on page 13•

Example of Packet Flow onMX Series 3D Universal Edge Routers

MXSeries routers, especially theMX9603DUniversal EdgeRouter, have several features

that differ from the usual CoS features in the Junos OS.

The MX960 router allows fixed classification of traffic. All packets on a logical interface

can be put into the same forwarding class:

[edit class-of-service interfaces ge-1/0/0 unit 0]
forwarding-class af;

As on other routers, the MX Series routers allow BA classification, the classifying of

packets into different forwarding classes (up to eight) based on a value in the packet

header. However, MX Series routers allow amixture of BA classifiers (IEEE 802.1p and

others) for logical interfaces on the same port, as shown in the following example:

[edit class-of-service interfaces ge-0/0/0 unit 0]
classifiers {
inet-precedence IPPRCE-BA-1;
ieee-802.1 DOT1P-BA-1;

}

In this case, the IEEE classifier is applied to Layer 2 traffic and the Internet precedence

classifier is applied to Layer 3 (IP) traffic. The IEEE classifier can also perform BA

classification based on the bits of either the inner or outer VLAN tag on a dual-tagged

logical interface, as shown in the following example:

[edit class-of-service interfaces ge-0/0/0]
unit 0 {
classifiers {
ieee-802.1 DOT1-BA-1 {
vlan-tag inner;

}
}

}
unit 1 {
classifiers {
ieee-802.1 DOT1-BA-1 {
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vlan-tag outer;
}

}
}

NOTE: The example above does not apply to single-tagged packets. The
following example shows how to configure the classifier on single-tagged
interfaces:

[edit class-of-service interfaces ge-0/0/0]
unit 0 {
classifiers {
ieee-802.1 DOT1-BA-1;
}

}

The default action is based on the outer VLAN tag’s IEEE precedence bits.

As on other routers, the BA classification can be overridden with amultifield classifier in

the action part of a firewall filter. Rewrites are handled as on other routers, butMXSeries

routers support classifications and rewrites for aggregated Ethernet (ae-) logical

interfaces.

On MX Series routers, the 64 classifier limit is a theoretical upper limit. In practice, you

canconfigure63classifiers. Threevaluesareused internally by thedefault IPprecedence,

IPv6, and EXP classifiers. Two other classifiers are used for forwarding class and queue

operations. This leaves 58 classifiers for configuration purposes. If you configure

Differentiated Services code point (DSCP) rewrites for MPLS, the maximum number of

classifiers you can configure is less than 58.

OnMXSeries routers, IEEE802.1 classifier bit rewrites aredeterminedby forwarding class

and packet priority, not by queue number and packet priority as on other routers.

Related
Documentation

Packet Flow on Juniper Networks M Series Multiservice Edge Routers on page 16•

• Packet Flow on MX Series 3D Universal Edge Routers on page 18

Packet Flow Through the CoS Process Configuration Example

The following configuration demonstrates the packet flow through the CoS process:

[edit class-of-service]
interfaces { # Step 1: Define CoS interfaces.
so-* {
scheduler-map sched1;
unit 0 {
classifiers {
exp exp_classifier;

}
}

}
t3-* {
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scheduler-map sched1;
unit 0 {
classifiers {
exp exp_classifier;

}
}

}
}
classifiers { # Step 2: Define classifiers.
exp exp_classifier {
forwarding-class data-queue {
loss-priority low code-points 000;
loss-priority high code-points 001;

}
forwarding-class video-queue {
loss-priority low code-points 010;
loss-priority high code-points 011;

}
forwarding-class voice-queue {
loss-priority low code-points 100;
loss-priority high code-points 101;

}
forwarding-class nc-queue {
loss-priority high code-points 111;
loss-priority low code-points 110;

}
}
drop-profiles { # Step 3: Define drop profiles.
be-red {
fill-level 50 drop-probability 100;

}
}
forwarding-classes { # Step 4: Define queues.
queue 0 data-queue;
queue 1 video-queue;
queue 2 voice-queue;
queue 3 nc-queue;

}
schedulers { # Step 5: Define schedulers.
data-scheduler {
transmit-rate percent 50;
buffer-size percent 50;
priority low;
drop-profile-map loss-priority high protocol any drop-profile be-red;

}
video-scheduler {
transmit-rate percent 25;
buffer-size percent 25;
priority strict-high;

}
voice-scheduler {
transmit-rate percent 20;
buffer-size percent 20;
priority high;

}
nc-scheduler {
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transmit-rate percent 5;
buffer-size percent 5;
priority high;

}
}
scheduler-maps { # Step 6: Define scheduler maps.
sched1 {
forwarding-class data-queue scheduler data-scheduler;
forwarding-class video-queue scheduler video-scheduler;
forwarding-class voice-queue scheduler voice-scheduler;
forwarding-class nc-queue scheduler nc-scheduler;

}
}

Related
Documentation

Packet Flow Through the CoS Process Overview on page 23•

Example: Configuring Classifiers, Rewrite Markers, and Schedulers

1. Define a classifier that matches IP traffic arriving on the interface. The affected IP

traffic has IP precedence bits with patterns matching those defined by aliases A or B.

The loss priority of the matching packets is set to low, and the forwarding class is

mapped to best effort (queue 0):

[edit]
class-of-service {
classifiers {
inet-precedence normal-traffic {
forwarding-class best-effort {
loss-priority low code-points [my1 my2];

}
}

}
}

Following are the code-point alias and forwarding-class mappings referenced in the

normal-traffic classifier:

[edit]
class-of-service {
code-point-aliases {
inet-precedence {
my1 000;
my2 001;
...

}
}

}

[edit]
class-of-service {
forwarding-classes {
queue 0 best-effort;
queue 1 expedited-forwarding;

}
}
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2. Use rewrite markers to redefine the bit pattern of outgoing packets. Assign the new

bit pattern based on specified forwarding classes, regardless of the loss priority of the

packets:

[edit]
class-of-service {
rewrite-rules {
inet-precedence clear-prec {
forwarding-class best-effort {
loss-priority low code-point 000;
loss-priority high code-point 000;

}
forwarding-class expedited-forwarding {
loss-priority low code-point 100;
loss-priority high code-point 100;

}
}

}
}

3. Configure a scheduler map associating forwarding classes with schedulers and

drop-profiles:

[edit]
class-of-service {
scheduler-maps {
one {
forwarding-class expedited-forwarding scheduler special;
forwarding-class best-effort scheduler normal;

}
}

}

Schedulersestablishhowtohandle the trafficwithin theoutputqueue for transmission

onto the wire. Following is the scheduler referenced in scheduler map one:

[edit]
class-of-service {
schedulers {
special {
transmit-rate percent 30;
priority high;

}
normal {
transmit-rate percent 70;
priority low;

}
}

}

4. Apply thenormal-trafficclassifier toallSONET/SDH interfacesandall logical interfaces

of SONET/SDH interfaces; apply the clear-prec rewrite marker to all Gigabit Ethernet

interfaces and all logical interfaces of Gigabit Ethernet interfaces; and apply the one

scheduler map to all interfaces:

[edit]
class-of-service {
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interfaces {
so-0/0/0 {
scheduler-map one;
unit 0 {
classifiers {
inet-precedence normal-traffic;

}
}

}
so-0/0/1 {
scheduler-map one;
unit 1 {
classifiers {
inet-precedence normal-traffic;

}
}

}
ge-1/0/0 {
scheduler-map one;
unit 0 {
rewrite-rules {
inet-precedence clear-prec;

}
}
unit 1 {
rewrite-rules {
inet-precedence clear-prec;

}
}

}
ge-1/0/1 {
scheduler-map one;
unit 0 {
rewrite-rules {
inet-precedence clear-prec;

}
}
unit 1 {
rewrite-rules {
inet-precedence clear-prec;

}
}

}
}

}

Following is the complete configuration:

[edit class-of-service]
classifiers {
inet-precedence normal-traffic {
forwarding-class best-effort {
loss-priority low code-points [my1 my2];

}
}

}
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code-point-aliases {
inet-precedence {
my1 000;
my2 001;
cs1 010;
cs2 011;
cs3 100;
cs4 101;
cs5 110;
cs6 111;

}
}
drop-profiles {
high-priority {
fill-level 20 drop-probability 100;

}
low-priority {
fill-level 90 drop-probability 95;

}
big-queue {
fill-level 100 drop-probability 100;

}
}
forwarding-classes {
queue 0 best-effort;
queue 1 expedited-forwarding;

}
interfaces {
so-0/0/0 {
scheduler-map one;
unit 0 {
classifiers {
inet-precedence normal-traffic;

}
}

}
so-0/0/1 {
scheduler-map one;
unit 1 {
classifiers {
inet-precedence normal-traffic;

}
}

}
ge-1/0/0 {
scheduler-map one;
unit 0 {
rewrite-rules {
inet-precedence clear-prec;

}
}
unit 1 {
rewrite-rules {
inet-precedence clear-prec;

}
}
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}
ge-1/0/1 {
scheduler-map one;
unit 0 {
rewrite-rules {
inet-precedence clear-prec;

}
}
unit 1 {
rewrite-rules {
inet-precedence clear-prec;

}
}

}
}
rewrite-rules {
inet-precedence clear-prec {
forwarding-class best-effort {
loss-priority low code-point 000;
loss-priority high code-point 000;

}
forwarding-class expedited-forwarding {
loss-priority low code-point 100;
loss-priority high code-point 100;

}
}

}
scheduler-maps {
one {
forwarding-class expedited-forwarding scheduler special;
forwarding-class best-effort scheduler normal;

}
}
schedulers {
special {
transmit-rate percent 30;
priority high;

}
normal {
transmit-rate percent 70;
priority low;

}
}
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Example: Configuring a CoS Policy for IPv6 Packets

1. Define a new classifier of type DSCP IPv6.

[edit class-of-service]
classifiers {
dscp-ipv6 core-dscp-map {
forwarding-class best-effort {
loss-priority low code-points 000000;

}
forwarding-class assured-forwarding {
loss-priority low code-points 001010;

}
forwarding-class network-control {
loss-priority low code-points 110000;

}
}

}

2. Define a new rewrite rule of type DSCP IPv6.

[edit class-of-service]
rewrite-rules {
dscp-ipv6 core-dscp-rewrite {
forwarding-class best-effort {
loss-priority low code-point 000000;

}
forwarding-class assured-forwarding {
loss-priority low code-point 001010;

}
forwarding-class network-control {
loss-priority low code-point 110000;

}
}

}

3. Assign the classifier and rewrite rule to a logical interface.

[edit class-of-service]
interfaces {
so-2/0/0 {
unit 0 {
classifiers { # Both dscp and dscp-ipv6 classifiers on this interface.
dscp default;
dscp-ipv6 core-dscp-map;

}
rewrite-rules { # Both dscp and dscp-ipv6 rewrite rules on this interface.
dscp default;
dscp-ipv6 core-dscp-rewrite;

}
}

}
}
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CHAPTER 6

Configuration Statement Hierarchies

• [edit chassis] Hierarchy Level on page 39

• [edit class-of-service] Hierarchy Level on page 40

• [edit firewall] Hierarchy Level on page 44

• [edit interfaces] Hierarchy Level on page 45

• [edit services cos] Hierarchy Level on page 47

[edit chassis] Hierarchy Level

This topic shows the complete configuration for class of service (CoS) statements for

the [editchassis]hierarchy level, listingall possible configuration statementsandshowing

their level in the configuration hierarchy. When you are configuring the Junos OS, your

current hierarchy level is shown in the banner on the line preceding the user@host#

prompt.

NOTE: This is not a comprehensive list of statements available at the [edit

chassis] hierarchy level. Only the statements that are also documented in

thismanualare listedhere. Formore informationaboutchassis configuration,
see the Junos OS System Basics Configuration Guide.

[edit chassis]
fpc slot-number {
pic pic-number {
max-queues-per-interface (4 | 8);
q-pic-large-buffer {
[ large-scale | small-scale ];

}
red-buffer-occupancy {
weighted-averaged [ instant-usage-weight-exponentweight-value ];

}
traffic-manager {
egress-shaping-overhead number;
ingress-shaping-overhead number;
mode session-shaping;

}
}

}
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[edit class-of-service] Hierarchy Level

This topic shows the complete configuration for class of service (CoS) statements for

the [edit class-of-service] hierarchy level, listing all possible configuration statements

and showing their level in the configuration hierarchy. When you are configuring Junos

OS, your current hierarchy level is shown in the banner on the line preceding the

user@host# prompt.

For a complete list of the JunosOS configuration statements, see the Junos OSHierarchy

and RFC Reference.

[edit class-of-service]
adjustment-control-profiles {
profile-name {
application {
ancp;
radius-coa;
pppoe-tags;
}

}
}

classifiers {
(dscp | dscp-ipv6 | exp | ieee-802.1 | inet-precedence) classifier-name {
import (classifier-name | default);
forwarding-class class-name {
loss-priority level code-points [ aliases ] [ bit-patterns ];

}
}

}
code-point-aliases {
(dscp | dscp-ipv6 | exp | ieee-802.1 | inet-precedence) {
alias-name bits;

}
}
copy-plp-all;
drop-profiles {
profile-name {
fill-level percentage drop-probability percentage;
interpolate {
drop-probability [ values ];
fill-level [ values ];

}
}

}
fabric {
scheduler-map {
priority (high | low) scheduler scheduler-name;

}
}
forwarding-classes {
class class-name queue-num queue-number priority (high | low);
queue queue-number class-name priority (high | low) [ policing-priority (premium |
normal) ];

}
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forwarding-class-map forwarding-class-map-name {
class class-name queue-num queue-number [ restricted-queue queue-number ];

}
forwarding-policy {
next-hop-mapmap-name {
forwarding-class class-name {
next-hop [ next-hop-name ];
lsp-next-hop [ lsp-regular-expression ];
non-lsp-next-hop;
discard;

}
}
class class-name {
classification-override {
forwarding-class class-name;

}
}

}
fragmentation-maps {
map-name {
forwarding-class class-name {
drop-timeoutmilliseconds;
fragment-threshold bytes;
multilink-class number;
no-fragmentation;

}
}

}
host-outbound-traffic {
dscp-code-point value;
forwarding-class class-name;
ieee-802.1 {
default value;
rewrite-rules;

}
}
interfaces {
interface-name {
classifiers {
dscp (classifier-name | default);
ieee-802.1 (classifier-name | default) vlan-tag (inner | outer | classifier-name);
inet-precedence (classifier-name | default);

}
input-scheduler-mapmap-name;
input-shaping-rate rate;
irb {
unit logical-unit-number {
classifiers {
dscp (classifier-name | default) {
family [ inet mpls ];

}
dscp-ipv6 (classifier-name | default) {
family [ inet mpls ];

exp (classifier-name | default);
ieee-802.1 (classifier-name | default) vlan-tag (inner | outer | transparent);

}
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rewrite-rules {
dscp (rewrite-name | default);
dscp-ipv6 (rewrite-name | default);
exp (rewrite-name | default)protocol protocol-types;
ieee-802.1 (rewrite-name | default) vlan-tag (outer | outer-and-inner);
inet-precedence (rewrite-name | default);

}
}

}
output-forwarding-class-map forwarding-class-map-name;
member-link-scheduler (replicate | scale);
rewrite-rules {
dscp (rewrite-name | default);
ieee-802.1 (rewrite-name | default) vlan-tag (outer);
inet-precedence (rewrite-name | default);
}

}
scheduler-mapmap-name;
scheduler-map-chassismap-name;
shaping-rate rate;
unit logical-unit-number {
classifiers {
(dscp | dscp-ipv6 | exp | ieee-802.1 | inet-precedence) (classifier-name | default)
family (mpls | inet);

}
forwarding-class class-name;
fragmentation-mapmap-name;
input-scheduler-mapmap-name;
input-shaping-rate (percent percentage | rate);
input-traffic-control-profile profile-name shared-instance instance-name;
loss-priority-maps {
frame-relay-de (name | default);

}
loss-priority-rewrites {
frame-relay-de (name | default);

}
output-traffic-control-profile profile-name shared-instance instance-name;
per-session-scheduler;
rewrite-rules {
dscp (rewrite-name | default)protocol protocol-types;
dscp-ipv6 (rewrite-name | default);
exp (rewrite-name | default)protocol protocol-types;
exp-push-push-push default;
exp-swap-push-push default;
ieee-802.1 (rewrite-name | default) vlan-tag (outer | outer-and-inner);
inet-precedence (rewrite-name | default)protocol protocol-types;

}
scheduler-mapmap-name;
shaping-rate rate;
translation-table (to-dscp-from-dscp | to-dscp-ipv6-from-dscp-ipv6 |
to-exp-from-exp | to-inet-precedence-from-inet-precedence) table-name;

}
}

}
loss-priority-maps {
frame-relay-de (Defining Loss Priority Maps)name {
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loss-priority levelcode-points [alias | bits ];
}

}
loss-priority-rewrites {
frame-relay-de (Defining Loss Priority Maps)name {
loss-priority levelcode-point (alias | bits );
}

}
restricted-queues {
forwarding-class class-name queue queue-number;

}
rewrite-rules {
(dscp | dscp-ipv6 | exp | ieee-802.1 | ieee-802.1ad | inet-precedence) rewrite-name {
import (rewrite-name | default);
forwarding-class class-name {
loss-priority level code-point (alias | bits);

}
}

}
routing-instances routing-instance-name {
classifiers {
exp (classifier-name | default);
dscp (classifier-name | default);
dscp-ipv6 (classifier-name | default);

}
}
scheduler-maps {
map-name {
forwarding-class class-name scheduler scheduler-name;

}
}
schedulers {
scheduler-name {
buffer-size (percent percentage | remainder | temporalmicroseconds);
drop-profile-map loss-priority (any | low |medium-low |medium-high | high)protocol
(any | non-tcp | tcp) drop-profile profile-name;

excess-priority (low | high);
excess-rate percent percentage;
excess-rate (percent percentage | proportion value);
priority priority-level;
transmit-rate (rate | percent percentage | remainder) <exact | rate-limit>;

}
}
system-defaults {
classifiers (classifier-name | exp)

traffic-control-profiles profile-name {
delay-buffer-rate (percent percentage | rate);
excess-rate (percent percentage | proportion value);
guaranteed-rate (percent percentage | rate);
overhead-accounting (frame-mode | cell-mode) <bytes byte-value>;
scheduler-mapmap-name;
shaping-rate (percent percentage | rate);

}
translation-table {
(to-dscp-from-dscp | to-dscp-ipv6-from-dscp-ipv6 | to-exp-from-exp |
to-inet-precedence-from-inet-precedence) table-name {
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to-code-point value from-code-points (* | [ values ]);
}

}
tri-color;

OnJuniperNetworksMXSeries3DUniversal EdgeRouterswithEnhancedQueuingDPCs,
you can configure the following CoS statements at the [edit class-of-service interfaces]
hierarchy level:

interface-set interface-set-name {
excess-bandwidth-share (proportional value | equal);
internal-node;
traffic-control-profiles profile-name;
output-traffic-control-profile-remaining profile-name;

}

[edit firewall] Hierarchy Level

The following CoS statements can be configured at the [edit firewall] hierarchy level.

This is not a comprehensive list of statements available at the [edit firewall] hierarchy

level.

[edit firewall]
atm-policer policer-name {
cdvt rate;
logical-interface-policer;
max-burst-sizemax-burst-size;
peak-rate rate;
policing-action (discard | discard-tag | count);
sustained-rate rate;

}
family family-name {
filter filter-name {
term term-name {
from {
match-conditions;

}
then {
dscp 0;
forwarding-class class-name;
loss-priority (high | low);
three-color-policer {
(single-rate | two-rate) policer-name;

}
}

}
}
simple-filter filter-name {
term term-name {
from {
match-conditions;

}
then {
forwarding-class class-name;
loss-priority (high | low | medium);

}
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}
}

}
policer policer-name {
logical-bandwidth-policer;
shared-bandwidth-policer ;
if-exceeding {
bandwidth-limit rate;
bandwidth-percent number;
burst-size-limit bytes;

}
then {
policer-action;
}

}
three-color-policer policer-name {
action {
loss-priority high then discard;

}
logical-interface-policer;
shared-bandwidth-policer ;
single-rate {
(color-aware | color-blind);
committed-information-rate bps;
committed-burst-size bytes;
excess-burst-size bytes;

}
two-rate {
(color-aware | color-blind);
committed-information-rate bps;
committed-burst-size bytes;
peak-information-rate bps;
peak-burst-size bytes;

}
}

[edit interfaces] Hierarchy Level

The following CoS statements can be configured at the [edit interfaces] hierarchy level.

This is not a comprehensive list of statements available at the [edit interfaces] hierarchy

level. Only the statements that are also documented in this manual are listed here. For

more information about interface configuration, see the Junos® OS Network Interfaces.

[edit interfaces]
interface-name {
atm-options {
linear-red-profiles profile-name {
high-plp-max-threshold percent;
low-plp-max-threshold percent;
queue-depth cells high-plp-threshold percentlow-plp-threshold percent;

}
plp-to-clp;
scheduler-mapsmap-name {
forwarding-class class-name {
epd-threshold cells plp1 cells;
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linear-red-profile profile-name;
priority (high | low);
transmit-weight (cells number | percent number);

}
vc-cos-mode (alternate | strict);

}
}
per-unit-scheduler;
shared-scheduler;
schedulers number;
unit logical-unit-number {
atm-scheduler-map (map-name | default);
copy-tos-to-outer-ip-header;
family family {
address address {
destination address;

}
filter {
input filter-name;
output filter-name;

}
policer {
input policer-name;
output policer-name;

}
simple-filter {
input filter-name;

}
}
layer2-policer {
input-policer policer-name;
input-three-color policer-name;
output-policer policer-name;
output-three-color policer-name;

}
plp-to-clp;
shaping {
(cbr rate | rtvbr peak rate sustained rate burst length |vbr peak rate sustained rate
burst length);

}
vci vpi-identifier.vci-identifier;

}
}

On the Juniper Networks MX Series 3D Universal Edge Routers with Enhanced Queuing
DPCs and onMSeries andTSeries routerswith IQ2EPIC, you can configure the following
CoS statements at the [edit interfaces] hierarchy level:

hierarchical-scheduler;
interface-set interface-set-name {
ethernet-interface-name {
[interface-parameters];

}
}
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[edit services cos] Hierarchy Level

The followingCoS statements canbe configured at the [edit services cos]hierarchy level.

This is not a comprehensive list of statementsavailableat the [edit servicescos]hierarchy

level. Only the statements documented in this manual are listed here. For more

informationabout services configuration, see the JunosServices InterfacesConfiguration

Release 12.3.

[edit services cos]
application-profile profile-name {
ftp {
data {
dscp (alias | bits);
forwarding-class class-name;

}
}
sip {
video {
dscp (alias | bits);
forwarding-class class-name;

}
voice {
dscp (alias | bits);
forwarding-class class-name;

}
}

}
rule rule-name {
match-direction (input | output | input-output);
term term-name {
from {
applications [ application-names ];
application-sets [ set-names ];
destination-address (CoS) address;
source-address address;

}
then {
application-profileprofile-name;
dscp (alias | bits);
forwarding-class class-name;
syslog;
(reflexive | reverse) {
application-profile profile-name;
dscp (alias | bits);
forwarding-class class-name;
syslog;

}
}

}
}
rule-set rule-set-name {
[ rule rule-names ];

}
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