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Introduction

This document describesmultichassis link aggregation groups (MC-LAGs) betweenQFX

Series switches, identifies the advantages of enabling MC-LAGs, and provides a

step-by-step procedure for configuring MC-LAGs.

Advantages of UsingMultichassis Link Aggregation Groups

AMultichassis Link Aggregation Group (MC-LAG) reduces operational expenses by

providing active-active links with a Link Aggregation Group (LAG), eliminates the need

for the Spanning Tree Protocol (STP), and provides faster layer 2 convergence upon link

and device failures.

AnMC-LAG adds node-level redundancy to the normal link-level redundancy that a LAG

provides. An MC-LAG improves network resiliency, which reduces network down time as

well as expenses.

In data centers, it is desirable for servers to have redundant connections to the network.

You probably want active-active connections along with links from any server to at least

two separate switches.

AnMC-LAG allows you to bond two ormore physical links into a logical link between two

switchesorbetweenaserverandaswitch,which improvesnetworkefficiency.AnMC-LAG

enables you to load balance traffic onmultiple physical links. If a link fails, the traffic can

be forwarded through the other available link and the logical aggregated link remains in

the UP state.

Related
Documentation

Understanding Multichassis Link Aggregation on page 1•

• Example: Configuring Multichassis Link Aggregation on page 6

• Configuring Multichassis Link Aggregation on page 21

UnderstandingMultichassis Link Aggregation

Layer 2 networks are increasing in scale mainly because of technologies such as

virtualization. Protocol and control mechanisms that limit the disastrous effects of a

topology loop in the network are necessary. Spanning Tree Protocol (STP) is the primary

solution to this problem because it provides a loop-free Layer 2 environment. STP has

gone through a number of enhancements and extensions, and although it scales to very

large network environments, it still only provides one active path from one device to

another, regardless of howmanyactual connectionsmight exist in thenetwork. Although

STP is a robust and scalable solution to redundancy in a Layer 2 network, the single

logical link creates two problems: At least half of the available system bandwidth is

off-limits to data traffic, and network topologies changes. The Rapid Spanning Tree

Protocol (RSTP) reduces the overhead of the rediscovery process and allows a Layer 2

network to reconverge faster, but the delay is still high.

Link aggregation (IEEE 802.3ad) solves some of these problems by enabling users to

use more than one link connection between switches. All physical connections are

1Copyright © 2012, Juniper Networks, Inc.



considered one logical connection. The problemwith standard link aggregation is that

the connections are point to point.

Multichassis link aggregation groups (MC-LAGs) enable a client device to form a logical

LAG interface between twoMC-LAG peers (QFX3500 devices). An MC-LAG provides

redundancy and load balancing between the twoMC-LAG peers, multihoming support,

and a loop-free Layer 2 network without running the Spanning Tree Protocol (STP). In

Junos OS Release 12.2, MC-LAGs support only Layer 2 features. Junos OS Release 12.2

does not support Layer 3 features.

On one end of an MC-LAG, there is an MC-LAG client device, such as a server, that has

one or more physical links in a link aggregation group (LAG). This client device does not

needMC-LAGconfigured. On the other side of theMC-LAG, there are twoMC-LAGpeers.

Each of the MC-LAG peers has one or more physical links connected to a single client

device.

The MC-LAG peers use the Interchassis Control Protocol (ICCP) to exchange control

information and coordinate with each other to ensure that data traffic is forwarded

properly.

The Link Aggregation Contol Protocol (LACP) is a subcomponent of the IEEE 802.3ad

standard. LACP is used to discover multiple links from a client device connected to an

MC-LAGpeer. LACPmustbeconfiguredonallmember links forMC-LAGtowork correctly.

See Table 1 on page 3 for information about ICCP failure scenarios.

The following sections provide an overview of the terms and features associated with

MC-LAG:

• Active-Active Mode on page 2

• ICCP and ICL-PL on page 2

• Failure Handling on page 3

• Multichassis Link Protection on page 4

• Layer 2 Features Supported on page 4

• Spanning Tree Protocol (STP) Guidelines on page 4

• MC-LAG Packet Forwarding on page 5

• MC-LAG Upgrade Guidelines on page 5

Active-Active Mode

In active-active mode, all member links are active on the MC-LAG. In this mode, MAC

addresses learned on one MC-LAG peer are propagated to the other MC-LAG peer.

Active-active mode is the only mode supported at this time.

ICCP and ICL-PL

ICCP replicates control traffic and forwarding states across the MC-LAG peers and

communicates theoperational stateof theMC-LAGmembers.Because ICCPusesTCP/IP

to communicate between the peers, the two peers must be connected to each other.

Copyright © 2012, Juniper Networks, Inc.2
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ICCPmessages exchangeMC-LAG configuration parameters and ensure that both peers

use the correct LACP parameters.

The interchassis link-protection link (ICL-PL) provides redundancy when a link failure

(for example, an MC-LAG trunk failure) occurs on one of the active links. The ICL-PL can

be either a 10-Gigabit Ethernet interface or an aggregated Ethernet interface. You can

configure only one ICL-PL between the two peers, although you can configure multiple

MC-LAGs between them.

Failure Handling

Configuring ICCPadjacencyover aggregated linksmitigates thepossibility of a split-brain

state between MC-LAG peers. Additionally, enabling backup liveness detection allows

the peers to detect each other through the keepalive link in the event of a split-brain

state.

During a split-brain state, the standby peer brings down local members in the MC-LAG

links by changing the LACP system ID. When the ICCP connection is active, both of the

MC-LAG peers use the configured LACP system ID. If the LACP system ID is changed

during failures, the server that is connected over the MC-LAG removes these links from

the aggregated Ethernet bundle.

When the ICL-PL is operationally downand the ICCPconnection is active, the LACPstate

of the links with status control configured as standby is set to standby state. When the

LACP state of the links is changed to standby, the server that is connected over the

MC-LAGmakes these links inactive and does not use them for sending data.

Table 1 on page 3 describes the different ICCP failure scenarios.

NOTE: The en dashmeans that this item is not applicable.

Table 1: ICCP Failure Scenarios

Action onMultichassis Aggregated Ethernet
(MC-AE) Interface with Status Set to Standby

Backup Liveness Peer
StatusICL-PL Status

ICCP
Connection
Status

LACP system ID is changed to default value.Not configuredDown or UpDown

LACP system ID is changed to default value.ActiveDown or UpDown

No change in LACP system ID.InactiveDown or UpDown

THe LACP state is set to standby. MUX state moves
to waiting state.

-DownUp

Split-brain states bring down the MC-LAG link completely if the primary peer members

are also down for other reasons. The split-brain state is automatically recovered when

the ICCP adjacency comes up between the MC-LAG peers.
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Multichassis Link Protection

Mutlichassis link protection provides link protection between the twoMC-LAG peers

hosting an MC-LAG. If the ICCP connection is up and the ICL-PL comes up, the peer

configuredasstandbybringsup themultichassisaggregatedEthernet (MC-AE) interfaces

shared with the peer. Multichassis protection must be configured on each MC-LAG peer

that is hosting an MC-LAG.

Layer 2 Features Supported

The following Layer 2 features are supported:

NOTE: Layer 3 features are not supported at this time.

• L2 unicast: learning and aging

• Learned MAC addresses are propagated across MC-LAG peers for all of the VLANs

that are spawned across the peers.

• Aging of MAC addresses happens when the MAC address is not seen on both of the

peers.

• MAC learning is disabled on the ICL-PL automatically.

• MAC addresses learned on single-homed links are propagated across all of the

VLANs that have MC-LAG links as members.

• L2multicast: unknown unicast and IGMP snooping

• Floodinghappensonall linksacrosspeers if bothpeershavevirtual LANmembership.

Only one of the peers forwards traffic on a given MC-LAG link.

• Known and unknownmulticast packets are forwarded across the peers by adding

the ICL-PL port as amulticast router port.

• IGMPmembership learned on MC-LAG links is propagated across peers.

• During an MC-LAG peer reboot, knownmulticast traffic is flooded until the IGMP

snooping state is synced with the peer.

Spanning Tree Protocol (STP) Guidelines

• Enable STP globally.

STPmight detect local mis-wiring loops within the peer or across MC-LAG peers.

STPmight not detect network loops introduced by MC-LAG peers.

• Disable STP on ICL-PL links; otherwise, it might block ICL-PL ports and disable

protection.

Copyright © 2012, Juniper Networks, Inc.4
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• Disable STP on interfaces that are connected to aggregation switches.

• Do not enable the bridge protocol data unit (BPDU) block on interfaces connected to

aggregation switches.

For more information about BPDU block, see Understanding BPDU Protection for STP,

RSTP, and MSTP .

MC-LAG Packet Forwarding

To prevent the server from receiving multiple copies from both of the MC-LAG peers, a

block-mask is used to prevent forwarding of traffic received on the ICL-PL toward the

MC-AE interface. Preventing forwarding of traffic received on the ICL-PL toward the

MC-AE interface ensures that a split-horizon for traffic received on MC-LAG links is not

forwarded back to the same link on the other peer. The forwarding blockmask for a given

MC-LAG link is cleared if all of the local members of the MC-LAG link go down on the

peer. To achieve faster convergence, if all local members of the MC-LAG link are down,

outbound traffic on the MC-LAG is redirected to the ICL-PL interface on the data plane.

MC-LAGUpgrade Guidelines

Upgrade theMC-LAGpeersaccording to the followingguidelines.SeeUpgradingSoftware

on a QFX3500 Switch for exact details on how to perform a software upgrade on a

QFX3500 switch.

• Make sure that bothnodesof theMC-LAG(node1 andnode2) are in active-active state

using the following command on any one of the MC-LAG nodes:

user@switch> show interfacesmc-ae id 1
user@switch> show interfaces mc-ae id 1
 Member Link                  : ae0
 Current State Machine's State: mcae active state
 Local Status                 : active<<<<<<<
 Local State                  : up
 Peer Status                  : active<<<<<<<
 Peer State                   : up
     Logical Interface        : ae0.0
     Topology Type            : bridge
     Local State              : up
     Peer State               : up
     Peer Ip/MCP/State        : 20.1.1.2 ae2.0 up

• Upgrade node1 of the MC-LAG.

Node 1 being upgraded gets rebooted and all traffic is sent across the available LAG

interfaces of node 2, which is still UP. Any traffic loss is attributed to how quickly the

neighbor devices detect the link loss and rehash the flows of the LAG.

• Verify that node1 is running the software you just installed. Issue the show version

command.

• Make sure that both nodes of the MC-LAG (node 1 and node 2) are in active-active

state after the reboot of node 1.

• Upgrade node 2 of the MC-LAG.

5Copyright © 2012, Juniper Networks, Inc.



Node2 being upgraded gets rebooted and all traffic is sent across the available LAG

interfaces of node 1, which is still UP. Any traffic loss is attributed to how quickly the

neighbor devices detect the link loss and rehash the flows of the LAG.

• Verify that node 2 is running the software you just installed. Issue the show version

command.

• Make sure that both nodes of the MC-LAG (node 1 and node 2) are in active-active

state after the node 2 reboot.

Related
Documentation

Configuring Link Aggregation•

• Example: Configuring Link Aggregation Between a QFX Series Product and an

Aggregation Switch

• Example: Configuring Multichassis Link Aggregation on page 6

• Verifying the Status of a LAG Interface

• Junos® OS Network Interfaces

Example: ConfiguringMultichassis Link Aggregation

Multichassis link aggregation groups (MC-LAGs) enable a client device to form a logical

LAG interface between two QFX3500 switches. An MC-LAG provides redundancy and

loadbalancingbetweenthe twoQFX3500switches,multihomingsupport, anda loop-free

Layer 2 network without running Spanning Tree Protocol (STP). MC-LAGs support only

Layer 2 forwarding on Junos OS Release 12.2.

The peers in an MC-LAG use an interchassis control link-protection link (ICL-PL) to

replicate forwarding information across the peers. The Interchassis Control Protocol

(ICCP) exchanges the control information between twoMC-LAG QFX3500 switches.

Additionally, ICCP propagates the operational state of MC-LAGmembers through the

ICL-PL.

On one end of an MC-LAG is an MC-LAG client device, such as a server, that has one or

more physical links in a link aggregation group (LAG). This client device does not need

to detect the MC-LAG. On the other side of an MC-LAG are twoMC-LAG QFX3500

switches. Each of the QFX3500 switches has one or more physical links connected to a

single client device. The QFX3500 switches coordinate with each other to ensure that

data traffic is forwarded properly.

• Requirements on page 7

• Overview on page 7

• Configuration on page 8

• Verification on page 18

• Troubleshooting on page 20
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Requirements

This example uses the following hardware and software components:

• Junos OS Release 12.2 or later for the QFX Series

• Two QFX3500 switches

Before you configure an MC-LAG, be sure that you understand how to:

• Configure aggregated Ethernet interfaces on a QFX3500 switch. See Example:

ConfiguringLinkAggregationBetweenaQFXSeriesProductandanAggregationSwitch.

• Configure the Link Aggregation Control Protocol (LACP) on aggregated Ethernet

interfacesonaQFX3500switch. SeeExample:ConfiguringLinkAggregationwithLACP

Between a QFX Series Product and an Aggregation Switch.

Overview

In this example, you configure an MC-LAG across two QFX3500 switches, consisting of

two aggregated Ethernet interfaces, an interchassis control link-protection link (ICL-PL),

multichassis protection link for the ICL-PL, ICCP for the peers hosting the MC-LAG, and

Layer 3 connectivity between MC-LAG peers. Layer 3 connectivity is required for ICCP.

Topology

The topologyused in this exampleconsistsof twoQFX3500switcheshostinganMC-LAG.

The two QFX3500 switches are connected to a server. Figure 1 on page 7 shows the

topology of this example.

Figure 1: Configuring aMultichassis LAG Between Switch A and Switch B

Server 1

Switch A Switch B

xe-0/0/44 xe-0/0/46

xe-0/0/13

xe-0/0/12

ae1

ae0

g0
41

29
4

Table 2 on page 8 details the topology used in this configuration example.
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Table2:Componentsof theTopologyforConfiguringaMultichassisLAGBetweenTwoQFX3500
Switches

Multichassis Link Aggregation GroupBase HardwareHostname

ae0 is configured as an aggregated
Ethernet interface, and is used as an
ICL-PL. The following interfaces are part
of ae0: xe-0/0/12 and xe-0/0/13Switch
A and
xe-0/0/12 and xe-0/0/13 on Switch B.

ae1 is configured as an MC-LAG, and the
following two interfaces are part of ae1:
xe-0/0/44 on Switch A and
xe-0/0/46 on Switch B.
.

QFX3500 switch

QFX3500 switch

Switch A

Switch B

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network

configuration, andpaste thecommands into theCLI at the [edit]hierarchy level ofSwitch

A.

set chassis aggregated-devices ethernet device-count 2
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/44 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching port-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 0
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control active
set ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching port-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces vlan unit 500 family inet address 3.3.3.2/24
set vlans v100 vlan-id 100
set vlans v500 vlan-id 500
set vlans v500 l3-interface vlan.500
set protocols iccp local-ip-addr 3.3.3.2
set protocols iccp peer 3.3.3.1 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.1 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.1 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.1 liveness-detection transmit-interval minimum-interval 60
set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.1 interface ae0

To quickly configure this example, copy the following commands, paste them in a text

file, remove any line breaks, change any details necessary to match your network
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configuration, andpaste thecommands into theCLI at the [edit]hierarchy level ofSwitch

B.

set chassis aggregated-devices ethernet device-count 2
set interfaces xe-0/0/12 ether-options 802.3ad ae0
set interfaces xe-0/0/13 ether-options 802.3ad ae0
set interfaces xe-0/0/46 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching port-mode trunk
set interfaces ae0 unit 0 family ethernet-switching vlanmembers v500
set interfaces ae1 aggregated-ether-options lacp active
set interfaces ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05
set interfaces ae1 aggregated-ether-options lacp admin-key 3
set interfaces ae1 aggregated-ether-optionsmc-aemc-ae-id 3
set interfaces ae1 aggregated-ether-optionsmc-ae chassis-id 1
set interfaces ae1 aggregated-ether-optionsmc-aemode active-active
set interfaces ae1 aggregated-ether-optionsmc-ae status-control standby
set ae1 aggregated-ether-optionsmc-ae init-delay-time 240
set interfaces ae1 unit 0 family ethernet-switching port-mode trunk
set interfaces ae1 unit 0 family ethernet-switching vlanmembers v100
set interfaces vlan unit 500 family inet address 3.3.3.1/24
set vlans v100 vlan-id 100
set vlans v500 vlan-id 500
set vlans v500 l3-interface vlan.500
set protocols iccp local-ip-addr 3.3.3.1
set protocols iccp peer 3.3.3.2 session-establishment-hold-time 50
set protocols iccp peer 3.3.3.2 backup-liveness-detection backup-peer-ip 10.207.64.233
set protocols iccp peer 3.3.3.2 liveness-detectionminimum-receive-interval 60
set protocols iccp peer 3.3.3.2 liveness-detection transmit-interval minimum-interval 60
set protocols rstp interface ae0.0 disable
set protocols rstp interface ae1.0 edge
set protocols rstp interface all mode point-to-point
set protocols rstp bpdu-block-on-edge
setmulti-chassis multi-chassis-protection 3.3.3.2 interface ae0

ConfiguringMC-LAG on TwoQFX3500 Switches

Step-by-Step
Procedure

To enable multichassis protection link between MC-LAG peers:

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

1. Configure the number of LAGs on both Switch A and Switch B.

[edit chassis]
user@switch# set aggregated-devices ethernet device-count 2

2. Addmember interfaces to the aggregated Ethernet interfaces on both Switch A

and Switch B.

[edit interfaces]
user@switch# set xe-0/0/12 ether-options 802.3ad ae0
[edit interfaces]
user@switch# set xe-0/0/13 ether-options 802.3ad ae0
[edit interfaces]
user@switch# set xe-0/0/44 ether-options 802.3ad ae1
[edit interfaces]
user@switch# set xe-0/0/46 ether-options 802.3ad ae1

3. Configure a trunk interface between Switch A and Switch B.

[edit interfaces]

9Copyright © 2012, Juniper Networks, Inc.



user@switch# set ae0 unit 0 family ethernet-switching port-mode trunk

4. Configure a multichassis protection link between Switch A and Switch B.

Switch A:

[edit]
user@switch# setmulti-chassis multi-chassis-protection 3.3.3.2 interface ae0

Switch B:

[edit]
user@switch# setmulti-chassis multi-chassis-protection 3.3.3.1 interface ae0

Step-by-Step
Procedure

To enable ICCP:

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

1. Configure the local IP address to be in the ICCP connection on Switch A and Switch

B.

Switch A:

[edit protocols]
user@switch# set iccp local-ip-addr 3.3.3.2

Switch B:

[edit protocols]
user@switch# set iccp local-ip-addr 3.3.3.1

2. Configure the peer IP address andminimum receive interval for a (BFD) session for

ICCP on Switch A and Switch B.

Switch A:

[edit protocols]
user@switch# set iccp peer 3.3.3.1 liveness-detectionminimum-receive-interval 60

Switch B:

[edit protocols]
user@switch# set iccp peer 3.3.3.2 liveness-detectionminimum-receive-interval 60

3. Configure the peer IP address andminimum transmit interval for Bidirectional

Forwarding Detection (BFD) session for ICCP on Switch A and Switch B.

Switch A:

[edit protocols]
user@switch# set iccp peer 3.3.3.1 liveness-detection transmit-interval minimum-interval
60

Switch B:

[edit protocols]
user@switch# set iccppeer 3.3.3.2 liveness-detection transmit-intervalminimum-interval
60

4. (Optional) Configure the time during which an ICCP connection must succeed

between MC-LAG peers on Switch A and Switch B.
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NOTE: Configuringsessionestablishmenthold timehelps in faster ICCP
connection establishment. The recommended value is 50 seconds.

Switch A:

[edit protocols]
user@switch# set iccp peer 3.3.3.1 session-establishment-hold-time 50

Switch B:

[edit protocols]
user@switch# set iccp peer 3.3.3.2 session-establishment-hold-time 50

5. (Optional)Configure thebackup IPaddress tobeused forbackup livenessdetection

on both Switch A and Switch B.

NOTE: Bydefault, backup livenessdetection isnotenabled.Configuring
a backup IP address helps achieve sub-second traffic loss during a
MC-LAG peer reboot.

Switch A:

[edit protocols]
user@switch# set iccppeer3.3.3.1backup-liveness-detectionbackup-peer-ip 10.207.64.233

Switch B:

[edit protocols]
user@switch# set iccppeer3.3.3.2backup-liveness-detectionbackup-peer-ip 10.207.64.232

6. Configure Layer 3 connectivity between the MC-LAG peers on both Switch A and

Switch B.

[edit vlans]
user@switch# set v500 vlan-id 500
[edit vlans]
user@switch# set v500 l3-interface vlan.500
[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switching port-mode trunk vlanmembers
v500
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Step-by-Step
Procedure

To enable the MC-LAG interface:

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

1. Enable LACP on the MC-LAG interface on Switch A and Switch B.

NOTE: At least one end needs to be active. The other end can be either
active or passive.

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp active

2. Specify the samemultichassis aggregated Ethernet identification number on both

MC-LAG peers on Switch A and Switch B.

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-aemc-ae-id 3

3. Specify a unique chassis ID for the MC-LAG on the MC-LAG peers on Switch A and

Switch B.

Switch A:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae chassis-id 0

Switch B:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae chassis-id 1

4. Specify the operating mode of the MC-LAG on both Switch A and Switch B.

NOTE: Only active-activemode is supported at this time.

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-aemode active-active

5. Specify the status control for MC-LAG on Switch A and Switch B.

NOTE: Youmust configure status control on both Switch A and Switch
B hosting the MC-LAG. If one peer is in activemode, the other must be
in standbymode.

Switch A:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae status-control active

Switch B:

[edit interfaces]
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user@switch# set ae1 aggregated-ether-optionsmc-ae status-control standby

6. Specify thenumberof secondsbywhich thebring-upof theMC-AE interfaceshould

be deferred after you reboot Switch A and Switch B.

NOTE: The recommended value formaximumVLAN configuration (for
example, 4,000 VLANS) is 240 seconds. If IGMP snooping is enabled
on all of the VLANs, the recommended value is 420 seconds.

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae init-delay-time 240

7. Specify the same LACP system ID for the MC-LAG on Switch A and Switch B.

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp system-ID 00:01:02:03:04:05

8. Specify the same LACP administration key on both Switch A and Switch B.

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp admin-key 3

9. Enable a VLAN on the MC-LAG on Switch A and Switch B.

[edit interfaces]
user@switch# set ae1 unit 0 family ethernet-switching port-mode trunk
[edit]
user@switch# set vlans v100 vlan-id 100
[edit interfaces]
user@switch# set ae1 unit 0 family ethernet-switching vlanmembers v100

Step-by-Step
Procedure

To enabled RSTP:

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

1. Enable RSTP globally on all interfaces on Switch A and Switch B.

[edit]
user@switch# set protocols rstp interface all mode point-to-point

2. Disable RSTP on the ICL-PL interfaces on Switch A and Switch B:

[edit]
user@switch# set protocols rstp interface ae0.0 disable

3. Configure the MC-LAG interfaces as edge ports on Switch A and Switch B.

[edit]
user@switch# set protocols rstp interface ae1.0 edge

4. Enable BPDU blocking on all interfaces except for the ICL-PL interfaces on Switch

A and Switch B.

[edit]
user@switch# set protocols rstp bpdu-block-on-edge

Display the results of the configuration on Switch A.

chassis {
aggregated-devices {
ethernet {
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device-count 2;
}

}
}
interfaces {
xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/44 {
ether-options {
802.3ad ae1;

}
}
ae0 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v500;

}
}

}
}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 0;
mode active-active;
status-control active;
init-delay-time 240

}
}
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v100;

}
}

}
}
vlan {
unit 500 {
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family inet {
address 3.3.3.2/24;

}
}

}
}
protocols {
iccp {
local-ip-addr 3.3.3.2;
peer 3.3.3.1 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
edge;

}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.1 {
interface ae0;

}
}
vlans {
v100 {
vlan-id 100;

}
v500 {
vlan-id 500;
l3-interface vlan.500;

}
}

Display the results of the configuration on Switch B.

chassis {
aggregated-devices {
ethernet {
device-count 2;
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}
}

}
interfaces {
xe-0/0/12 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/13 {
ether-options {
802.3ad ae0;

}
}
xe-0/0/46 {
ether-options {
802.3ad ae1;

}
}
ae0 {
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v500;

}
}

}
}
ae1 {
aggregated-ether-options {
lacp {
active;
system-id 00:01:02:03:04:05;
admin-key 3;

}
mc-ae {
mc-ae-id 3;
chassis-id 1;
mode active-active;
status-control standby;
init-delay-time 240

}
}
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members v100;

}
}

}
}
vlan {
unit 500 {
family inet {
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address 3.3.3.1/24;
}

}
}

}
protocols {
iccp {
local-ip-addr 3.3.3.1;
peer 3.3.3.2 {
session-establishment-hold-time 50;
backup-liveness-detection {
backup-peer-ip 10.207.64.233;

}
liveness-detection {
minimum-receive-interval 60;
transmit-interval {
minimum-interval 60;

}
}

}
}
rstp {
interface ae0.0 {
disable;

}
interface ae1.0 {
edge;

}
interface all {
mode point-to-point;

}
bpdu-block-on-edge;

}
}
multi-chassis {
multi-chassis-protection 3.3.3.2 {
interface ae0;

}
}
vlans {
v100 {
vlan-id 100;

}
v500 {
vlan-id 500;
l3-interface vlan.500;

}
}
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Verification

To verify that theMC-LAGgroup has been created and isworking properly, perform these

tasks:

• Verifying That ICCP IsWorking on Switch A on page 18

• Verifying That ICCP IsWorking on Switch B on page 18

• Verifying That LACP Is Active on Switch A on page 19

• Verifying That LACP Is Active on Switch B on page 19

• Verifying That the MC-AE and ICL-PL Interfaces Are Up on Switch A on page 19

• Verifying That the MC-AE and ICL-PL Interfaces Are Up on Switch B on page 19

• Verifying that MAC Learning Is Occurring on Switch A and Switch B on page 20

Verifying That ICCP IsWorking on Switch A

Purpose Verify that ICCP is running on Switch A.

Action [edit]
user@switch# show iccp
Redundancy Group Information for peer 3.3.3.1
  TCP Connection       : Established
  Liveliness Detection : Up

 Client Application: MCSNOOPD

 Client Application: eswd

Meaning This output shows that the TCP connection between the peers hosting the MC-LAG is

up, liveness detection is up, and MCSNOOPD and ESWD client applications are running.

Verifying That ICCP IsWorking on Switch B

Purpose Verify that ICCP is running on Switch B.

Action show iccp

[edit]
user@switch# show iccp
Redundancy Group Information for peer 3.3.3.2
  TCP Connection       : Established
  Liveliness Detection : Up

 Client Application: MCSNOOPD

 Client Application: eswd

Meaning This output shows that the TCP connection between the peers hosting the MC-LAG is

up, liveness detection is up, and MCSNOOPD and ESWD client applications are running.
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Verifying That LACP Is Active on Switch A

Purpose Verify that LACP is active on Switch A.

Action [edit]
user@switch# show lacp interfaces
Aggregated interface: ae1
    LACP state:       Role   Exp   Def  Dist  Col  Syn  Aggr  Timeout  Activity
      xe-0/0/46      Actor    No    No   Yes  Yes  Yes   Yes     Fast    Active
      xe-0/0/46    Partner    No    No   Yes  Yes  Yes   Yes     Fast    Active
    LACP protocol:        Receive State  Transmit State          Mux State
      xe-0/0/46                 Current   Fast periodic Collecting distributing

Meaning This output shows that Switch A is participating in LACP negotiation.

Verifying That LACP Is Active on Switch B

Purpose Verify that LACP is active on Switch B

Action [edit]
user@switch# show lacp interfaces

Aggregated interface: ae1
    LACP state:       Role   Exp   Def  Dist  Col  Syn  Aggr  Timeout  Activity
      xe-0/0/44      Actor    No    No   Yes  Yes  Yes   Yes     Fast    Active
      xe-0/0/44    Partner    No    No   Yes  Yes  Yes   Yes     Fast    Active
    LACP protocol:        Receive State  Transmit State          Mux State
      xe-0/0/44                 Current   Fast periodic Collecting distributing

Meaning This output shows that Switch B is participating in LACP negotiation.

Verifying That theMC-AE and ICL-PL Interfaces Are Up on Switch A

Purpose Verify that the MC-AE and ICL-PL interfaces are up on Switch A.

Action [edit]
user@switch# show interfacesmc-ae
Member Link                  : ae1
 Current State Machine's State: mcae active state
 Local Status                 : active
 Local State                  : up
 Peer Status                  : active
 Peer State                   : up
     Logical Interface        : ae1.0
     Topology Type            : bridge
     Local State              : up
     Peer State               : up
     Peer Ip/MCP/State        : 3.3.3.1 ae0.0 up

Meaning This output shows that the MC-AE interface on Switch A is up and active.

Verifying That theMC-AE and ICL-PL Interfaces Are Up on Switch B

Purpose Verify that the MC-AE and ICL-PL interfaces are up on Switch B.
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Action [edit]
user@switch# show interfacesmc-ae
Member Link                  : ae1
 Current State Machine's State: mcae active state
 Local Status                 : active
 Local State                  : up
 Peer Status                  : active
 Peer State                   : up
     Logical Interface        : ae1.0
     Topology Type            : bridge
     Local State              : up
     Peer State               : up
     Peer Ip/MCP/State        : 3.3.3.2 ae0.0 up

Meaning This output shows that the MC-AE interface on Switch B is up and active.

Verifying that MAC Learning Is Occurring on Switch A and Switch B

Purpose Verify that MAC learning is working on Switch A and B.

Action [edit]
user@switch# show ethernet-switching table
Ethernet-switching table: 10 entries, 4 learned, 0 persistent entries
  VLAN              MAC address       Type         Age Interfaces
  v222              *                 Flood          - All-members
  v222              00:00:5e:00:01:01 Static         - Router
  v222              00:10:94:00:00:05 Learn(L)       33 ae0.0 (MCAE)
  v222              84:18:88:df:ac:ae Learn(R)        0 ae2.0

Meaning The output shows four learned MAC addresses entries.

Troubleshooting

Troubleshooting a LAG That Is Down

Problem The show interfaces terse command shows that the MC-LAG is down

Solution Check the following:

• Verify that there is no configuration mismatch.

• Verify that all member ports are up.

• Verify that the MC-LAG is part of family Ethernet switching (Layer 2 LAG).

• Verify that the MC-LAGmember is connected to the correct MC-LAGmember at the

other end.

Related
Documentation

Understanding Multichassis Link Aggregation on page 1•

• Configuring Multichassis Link Aggregation on page 21
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ConfiguringMultichassis Link Aggregation

Multichassis link aggregation groups (MC-LAGs) enable a client device to form a logical

LAG interface between two QFX3500 switches. An MC-LAG provides redundancy and

loadbalancingbetweenthe twoQFX3500switches,multihomingsupport, anda loop-free

Layer 2networkwithout running theSpanningTreeProtocol (STP).At this time,MC-LAGs

support only Layer 2 features.

The MC-LAG switches use the Interchassis Control Protocol (ICCP) to exchange the

control information between twoMC-LAG QFX3500 switches.

On one end of an MC-LAG is an MC-LAG client device, such as a server, that has one or

more physical links in a link aggregation group (LAG). This client device does not need

todetect theMC-LAG.On theother sideofMC-LAGare twoMC-LAGQFX3500switches.

Eachof theQFX3500switcheshasoneormorephysical links connected toasingle client

device. The QFX3500 switches coordinate with each other to ensure that data traffic is

forwarded properly.

NOTE: An interface with an already configured IP address cannot form part
of the aggregated Ethernet interface or multichassis aggregated Ethernet
interface group.

Perform the following steps on each QFX3500 switch that is hosting an MC-LAG:

1. Specify the samemultichassis aggregated Ethernet identification number for the

MC-LAG that the aggregated Ethernet interface belongs to on eachQFX3500 switch.

[edit interfaces]
user@switch# set aeX aggregated-ether-optionsmc-aemc-ae-id number

For example:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-aemc-ae-id 3

2. Specify a unique chassis ID for the MC-LAG that the aggregated Ethernet interface

belongs to on each QFX3500 switch.

[edit interfaces]
user@switch# set aeX aggregated-ether-optionsmc-ae chassis-id number

For example:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae chassis-id 0

3. Specify the mode of the MC-LAG the aggregated Ethernet interface belongs to.

NOTE: Only active-activemode is supported at this time.

[edit interfaces]
user@switch# set aeX aggregated-ether-optionsmc-aemodemode

For example:

[edit interfaces]
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user@switch# set ae1 aggregated-ether-optionsmc-aemode active-active

4. Specify whether the aggregated Ethernet interface participating in the MC-LAG is

primary or secondary. Primary is active, and secondary is standby.

NOTE: Youmust configure status control on both QFX3500 switches
hosting the MC-LAG. If one switch is in activemode, the other must be in
standbymode.

[edit interfaces]
user@switch# set aeX aggregated-ether-optionsmc-ae status-control (active | standby)

For example:

[edit interfaces]
user@switch# set ae1 aggregated-ether-optionsmc-ae status-control active

5. Specify the same LACP system ID on each QFX3500 switch.

[edit interfaces]
user@switch# set aeX aggregated-ether-options lacp system-idmac-address

For example:

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp system-id 00:01:02:03:04:05

6. Specify the same LACP administration key on each QFX3500 switch.

[edit interfaces]
user@switch# set aeX aggregated-ether-options lacp admin-key number

For example:

[edit interfaces]
user@switch# set ae1 aggregated-ether-options lacp admin-key 3

7. Configure ICCP by doing the following on eachQFX3500 switch hosting theMC-LAG:

a. Configure the local IP address to be used by all QFX3500 switches hosting the

MC-LAG.

[edit protocols]
user@switch# set iccp local-ip-addr local-ip-address

For example:

[edit protocols]
user@switch# set iccp local-ip-addr 3.3.3.1

b. (Optional) Configure the IP address of the QFX3500 switch and the time during

which an ICCP connectionmust succeed between the QFX3500 switches hosting

the MC-LAG.

Configured session establishment hold time results in faster ICCP connection

establishment. The recommended value is 50 seconds.

[edit protocols]
user@switch# set iccp peer peer-ip-address session-establishment-hold-time seconds

For example:

[edit protocols]
user@switch# set iccp peer 3.3.3.2 session-establishment-hold-time 50

c. (Optional)Configure theQFX3500switch IPaddress tobeused forbackup liveness

detection:

Copyright © 2012, Juniper Networks, Inc.22

Configuring Multichassis Link Aggregation on a QFX Series Switch



NOTE: By default, backup liveness detection is not enabled. Configure
backup liveness detection if you require minimal traffic loss during a
reboot. Backup liveness detection helps achieve sub-second traffic
loss during anMC-LAG reboot.

[edit protocols]
user@switch# set iccp peer peer-ip-address backup-liveness-detection backup-peer-ip
ip-address

For example:

[edit protocols]
user@switch# set iccp peer 3.3.3.2 backup-liveness-detection backup-peer-ip
10.207.64.232

d. Configure theminimum interval atwhich theQFX3500 switchmust receive a reply

from the other QFX3500 switch with which it has established a Bidirectional

Forwarding Detection (BFD) session.

NOTE: Configuring theminimum receive interval is required to enable
BFD.

[edit protocols]
user@switch# set iccppeerpeer-ip-address liveness-detectionminimum-receive-interval
seconds

For example:

[edit protocols]
user@switch# set iccppeer 3.3.3.2 liveness-detectionminimum-receive-interval 60

e. Configure the minimum transmit interval during which a QFX3500 switch must

receivea reply fromaQFX3500switchwithwhich it hasestablishedaBFDsession.

[edit protocols]
user@switch# set iccp peer peer-ip-address liveness-detection transmit-interval
minimum-interval seconds

For example:

[edit protocols]
user@switch# set iccppeer3.3.3.2 liveness-detection transmit-intervalminimum-interval
60

8. Configure a multichassis protection link between the QFX3500 switches.

[edit]
user@switch# setmulti-chassis multi-chassis-protection peer-ip-address interface
interface-name

For example:

[edit protocols]
user@switch# setmulti-chassis multi-chassis-protection 3.3.3.1 interface ae0

9. Enable RSTP globally on all interfaces.

[edit]
user@switch# set protocols rstp interface all mode point-to-point

10. Disable RSTP on the ICL-PL interfaces on both QFX3500 switches.
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[edit]
user@switch# set protocols rstp interface interface-name disable

For example:

[edit]
user@switch# set protocols rstp interface ae0.0 disable

11. Configure the MC-LAG interfaces as edge ports on both QFX3500 switches.

set protocols rstp interface interface-name

For example:

[edit]
user@switch# set protocols rstp interface ae1.0

12. EnableBPDUblockonall interfacesexcept for the ICL-PL interfacesonbothQFX3500

switchs.

[edit]
user@switch# set protocols rstp bpdu-block-on-edge

For example:

[edit]
user@switch# set protocols rstp bpdu-block-on-edge

Related
Documentation

• Understanding Multichassis Link Aggregation on page 1

• Example: Configuring Multichassis Link Aggregation on page 6
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