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Documentation and Release Notes

To obtain the most current version of all Juniper Networks® technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at http:/www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

« MX Series
« T Series
« M Series

« PTX Series

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.
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If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.

If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are
described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
1
}

interfaces {
fxpO {
disable;
unit O {
family inet {
address 10.0.0.1/24;
}
1
}
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet
To merge a snippet, follow these steps:

1. Fromthe HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }
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2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the CLI User Guide.

Documentation Conventions

Table 1 on page xvii defines notice icons used in this guide.

Table 1: Notice Icons

[ofe]y} Meaning Description

o Informational note Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.
a Warning Alerts you to the risk of personal injury or death.
% Laser warning Alerts you to the risk of personal injury from a laser.

Table 2 on page xvii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention Description Examples

Bold text like this Represents text that you type. To enter configuration mode, type
theconfigure command:

user@host> configure

Fixed-width text like this Represents output that appears on the user@host> show chassis alarms

terminal screen. R
No alarms currently active
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
Italic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
« ldentifies book names. actions.
« Identifies RFC and Internet draft titles.  * JUn0S Os System Basics Configuration
Guide
« RFC1997 BGP Communities Attribute
[talic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commandes, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the[edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Enclose optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast | multicast

(string1 | string2 | string3)

# (pound sign)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLS only

[ 1(square brackets)

Enclose a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ({ })

Identify a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
1

J-Web GUI Conventions

Bold text like this

Represents J-Web graphical user
interface (GUI) items you click or select.

« Inthe Logical Interfaces box, select
All Interfaces.

« To cancel the configuration, click
Cancel.

> (bold right angle bracket)

Separates levels in a hierarchy of J-Web
selections.

In the configuration editor hierarchy,
select Protocols>Ospf.

Xviii
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Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
https://www.juniper.net/cgi-bin/docbugreport/ . If you are using e-mail, be sure to include
the following information with your comments:

« Document or topic name
- URL or page number

. Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,
or are covered under warranty, and need post-sales technical support, you can access
our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http://www2.juniper.net/kb/

« Find product documentation: http://www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/
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« Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.ntml.
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PART 1

Overview

« Introduction to Layer 3 VPNs on page 3
« Introduction to Configuring Layer 3 VPNs on page 23
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Introduction to Layer 3 VPNSs

« Layer 3 VPN Introduction on page 3

« Layer 3 VPN Platform Support on page 4

« Layer 3 VPN Attributes on page 4

« VPN-IPv4 Addresses and Route Distinguishers on page 5

« |IPv6 Layer 3 VPNs on page 8

« VPN Routing and Forwarding Tables on page 8

« Route Distribution Within a Layer 3 VPN on page 12

« Forwarding Across the Provider’s Core Network on page 16
« Routing Instances for VPNs on page 17

« Multicast over Layer 3 VPNs on page 18

Layer 3 VPN Introduction

InJunos OS, Layer 3 VPNSs are based on RFC 4364. RFC 4364 defines a mechanism by
which service providers can use their IP backbones to provide VPN services to their
customers. A Layer 3 VPN is a set of sites that share common routing information and
whose connectivity is controlled by a collection of policies. The sites that make up a
Layer 3 VPN are connected over a provider’s existing public Internet backbone.

RFC 4364 VPNs are also known as BGP/MPLS VPNs because BGP is used to distribute
VPN routing information across the provider’s backbone, and MPLS is used to forward
VPN traffic across the backbone to remote VPN sites.

Customer networks, because they are private, can use either public addresses or private
addresses, as defined in RFC 1918, Address Allocation for Private Internets. When customer
networks that use private addresses connect to the public Internet infrastructure, the
private addresses might overlap with the same private addresses used by other network
users. MPLS/BGP VPNSs solve this problem by adding a VPN identifier prefix to each
address from a particular VPN site, thereby creating an address that is unique both within
the VPN and within the public Internet. In addition, each VPN has its own VPN-specific
routing table that contains the routing information for that VPN only.
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Layer 3 VPN Platform Support

Layer 3 VPNs are supported on most combinations of Juniper Networks routing platforms
and PICs capable of running the JUNOS Software.

MX Series routers configured to be in Ethernet services mode can support some of the
Junos OS Layer 3 VPN features. For Layer 3 VPNSs, Ethernet services mode supports
configuring a loopback interface for a VPN routing and forwarding (VRF) instance. You
can configure up to two VRF instances in Ethernet services mode. Each VRF instance can
handle up to 10,000 routes. The ping mpls l3vpn operational mode command is also
supported.

Layer 3 VPN Attributes

Route distribution withina VPN is controlled through BGP extended community attributes.
RFC 4364 defines the following three attributes used by VPNs:

« Target VPN—Identifies a set of sites within a VPN to which a provider edge (PE) router
distributes routes. This attribute is also called the route target. The route target is used
by the egress PE router to determine whether a received route is destined for a VPN
that the router services.

Figure 1 on page 5 illustrates the function of the route target. PE Router PE1 adds the
route target “VPN B” to routes received from the customer edge (CE) router at Site 1
in VPN B. When it receives the route, the egress router PE2 examines the route target,
determines that the route is for a VPN that it services, and accepts the route. When
the egress router PE3 receives the same route, it does not accept the route because it
does not service any CE routers in VPN B.

« VPN of origin—Identifies a set of sites and the corresponding route as having come
from one of the sites in that set.

- Site of origin—Uniquely identifies the set of routes that a PE router learned from a
particular site. This attribute ensures that a route learned from a particular site through
a particular PE-CE connection is not distributed back to the site through a different
PE-CE connection. It is particularly useful if you are using BGP as the routing protocol
between the PE and CE routers and if different sites in the VPN have been assigned
the same autonomous system (AS) numbers.
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Figure 1: VPN Attributes and Route Distribution
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VPN A site 1

VPN B site 2
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VPN Bssite 1 VPN A site 3
o Route Target community “VPN B” added

e Route Target used for filtering on egress PE - No connected sites match “VPN B” community

VPN-IPv4 Addresses and Route Distinguishers

Because Layer 3 VPNs connect private networks—which can use either public addresses
or private addresses, as defined in RFC 1918 (Address Allocation for Private Internets)—over
the public Internet infrastructure, when the private networks use private addresses, the
addresses might overlap with the addresses of another private network.

Figure 2 on page 6 illustrates how private addresses of different private networks can
overlap. Here, sites within VPN A and VPN B use the address spaces 10.1.0.0/16,
10.2.0.0/16, and 10.3.0.0/16 for their private networks.
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Figure 2: Overlapping Addresses Among Different VPNs
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To avoid overlapping private addresses, you can configure the network devices to use
public addresses instead of private addresses. However, this is a large and complex
undertaking. The solution provided in RFC 4364 uses the existing private network numbers
to create a new address that is unambiguous. The new address is part of the VPN-IPv4
address family, which is a BGP address family added as an extension to the BGP protocol.
In VPN-IPv4 addresses, a value that identifies the VPN, called a route distinguisher, is
prefixed to the private IPv4 address, providing an address that uniguely identifies a private
IPv4 address.

Only the PE routers need to support the VPN-IPv4 address extension to BGP. When an
ingress PE router receives an IPv4 route from a device within a VPN, it converts it into a
VPN-IPv4 route by adding the route distinguisher prefix to the route. The VPN-IPv4
addresses are used only for routes exchanged between PE routers. When an egress PE
router receives a VPN-IPv4 route, it converts the VPN-IPv4 route back to an IPv4 route
by removing the route distinguisher before announcing the route to its connected CE
routers.

VPN-IPv4 addresses have the following format:

« Routedistinguisheris a 6-byte value that you can specify in one of the following formats:

- as-number:number, where as-number is an AS number (a 2-byte value) and number
is any 4-byte value. The AS number can be in the range 1 through 65,535. We
recommend that you use an Internet Assigned Numbers Authority (IANA)-assigned,
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nonprivate AS number, preferably the Internet service provider’s (ISP’s) own or the
customer’s own AS number.

- ip-address:number, where ip-address is an |P address (a 4-byte value) and number is
any 2-byte value. The IP address can be any globally unique unicast address. We
recommend that you use the address that you configure in the router-id statement,
which is a nonprivate address in your assigned prefix range.

« |Pv4 address—4-byte address of a device within the VPN.

Figure 2 on page 6 illustrates how the AS number can be used in the route distinguisher.
Suppose that VPN Aisin AS 65535 and that VPN Bisin AS 666 (both these AS numbers
belong tothe ISP), and suppose that the route distinguisher for Site 2 in VPN A is 65535:02
and that the route distinguisher for Site 2 in VPN B is 666:02. When Router PE2 receives
a route from the CE router in VPN A, it converts it from its IP address 0of 10.2.0.0 to a
VPN-IPv4 address of 65535:02:10.2.0.0. When the PE router receives a route from VPN
B, which uses the same address space as VPN A, it converts it to a VPN-IPv4 address of
666:02:10.2.0.0.

If the IP address is used in the route distinguisher, suppose Router PE2’s IP address is
172.168.0.1. When the PE router receives a route from VPN A, it converts it to a
VPN-IPv4 address of 172.168.0.1:0:10.2.0.0/16, and it converts a route from VPN B to
172.168.0.0:1:10.2.0.0/16.

Route distinguishers are used only among PE routers to IPv4 addresses from different
VPNSs. The ingress PE router creates a route distinguisher and converts IPv4 routes received
from CE routersinto VPN-IPv4 addresses. The egress PE routers convert VPN-IPv4 routes
into IPv4 routes before announcing them to the CE router.

Because VPN-IPv4 addresses are a type of BGP address, you must configure IBGP sessions
between pairs of PE routers so that the PE routers can distribute VPN-IPv4 routes within
the provider’s core network. (All PE routers are assumed to be within the same AS.)

You define BGP communities to constrain the distribution of routes among the PE routers.
Defining BGP communities does not, by itself, distinguish IPv4 addresses.

Figure 3 on page 8illustrates how Router PE1adds the route distinguisher 10458:22:10.1/16
to routes received from the CE router at Site 1in VPN A and forwards these routes to the
other two PE routers. Similarly, Router PE1 adds the route distinguisher 10458:23:10.2/16
to routes received by the CE router at Site 1in VPN B and forwards these routes to the
other PE routers.
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IPv6 Layer 3 VPNs

Figure 3: Route Distinguishers
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The interfaces between the PE and CE routers of a Layer 3 VPN can be configured to
carry IP version 6 (IPv6) traffic. IP allows numerous nodes on different networks to
interoperate seamlessly. IPv4 is currently used in intranets and private networks, as well
as the Internet. IPv6 is the successor to IPv4, and is based for the most part on IPv4.

In the Juniper Networks implementation of IPv6, the service provider implements an
MPLS-enabled IPv4 backbone to provide VPN service for IPv6 customers. The PE routers
have both IPv4 and IPv6 capabilities. They maintain IPv6 VPN routing and forwarding
(VRF) tables for their IPv6 sites and encapsulate IPv6 traffic in MPLS frames that are
then sent into the MPLS core network.

IPv6 for Layer 3 VPNSs is supported for BGP and for static routes.

IPv6 over Layer 3 VPNs is described in RFC 4659, BGP-MPLS IP Virtual Private Network
(VPN) Extension for IPv6 VPN.

For more information about IPv6, see the Junos OS Routing Protocols Configuration
Guide.

VPN Routing and Forwarding Tables

To separate a VPN'’s routes from routes in the public Internet or those in other VPNs, the
PE router creates a separate routing table for each VPN, called a VPN routing and
forwarding (VRF) table. The PE router creates one VRF table for each VPN that has a
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connection to a CE router. Any customer or site that belongs to the VPN can access only
the routes in the VRF tables for that VPN.

Figure 4 on page 9 illustrates the VRF tables that are created on the PE routers. The
three PE routers have connections to CE routers that are in two different VPNs, so each
PE router creates two VRF tables, one for each VPN.

Figure 4: VRF Tables
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VPN A site 1

VPN B site 2

VPN B site 1

A VRF table is created for each

VPN connected to the PE router ‘

VPN B site 3 VPN A site 3

017165

Each VRF table is populated from routes received from directly connected CE sites
associated with that VRF routing instance and from routes received from other PE routers
that passed BGP community filtering and are in the same VPN.

Each PE router also maintains one global routing table (inet.0) to reach other routers in
and outside the provider’s core network.

Each customer connection (that is, each logical interface) is associated with one VRF
table. Only the VRF table associated with a customer site is consulted for packets from
that site.

You can configure the router so that if a next hop to a destination is not found in the
VRF table, the router performs a lookup in the global routing table, which is used for
Internet access.
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The Junos OS uses the following routing tables for VPNs:

« bgp.l3vpn.0—Stores all VPN-IPv4 unicast routes received from other PE routers. (This
table does not store routes received from directly connected CE routers.) This table is
present only on PE routers.

When a PE router receives a route from another PE router, it places the route into its
bgp.l3vpn.0 routing table. Theroute is resolved using the information in the inet.3 routing
table. The resultant route is converted into IPv4 format and redistributed to all
routing-instance-name.inet.O routing tables on the PE router if it matches the VRFimport
policy.

The bgp.l3vpn.O tableis also used to resolve routes over the MPLS tunnels that connect
the PE routers. These routes are stored in the inet.3 routing table. PE-to-PE router
connectivity must exist ininet.3 (not just ininet.0) for VPN routes to be resolved properly.

When a router is advertising non-local VPN-IPv4 unicast routes and the routeris a
route reflector or is performing external peering, the VPN-IPv4 unicast routes are

automatically exported into the VPN routing table (bgp.l3vpn.0). This enables the
router to perform path selection and advertise from the bgp.l3vpn.0 routing table.

To determine whether to add a route to the bgp.l3vpn.0 routing table, the Junos OS
checks it against the VRF instance import policies for all the VPNs configured on the
PE router. If the VPN-IPv4 route matches one of the policies, it is added to the
bgp.l3vpn.O routing table. To display the routes in the bgp.l3vpn.0 routing table, use
the show route table bgp.l3vpn.0 command.

« routing-instance-name.inet.0—Stores all unicast IPv4 routes received from directly
connected CE routers in a routing instance (that is, in a single VPN) and all explicitly
configured static routes in the routing instance. This is the VRF table and is present
only on PE routers. For example, for a routing instance named VPN-A, the routing table
for that instance is named VPN-A.inet.O.

When a CE router advertises to a PE router, the PE router places the route into the
corresponding routing-instance-name.inet.O routing table and advertises the route to
other PE routers if it passes a VRF export policy. Among other things, this policy tags
the route with the route distinguisher (route target) that corresponds to the VPN site
to which the CE belongs. A label is also allocated and distributed with the route. The
bgp.l3vpn.O routing table is not involved in this process.

The routing-instance-name.inet.0 table also stores routes announced by a remote
PE router that match the VRF import policy for that VPN. The remote PE router
redistributed these routes from its bgp.l3vpn.O table.

Routes are not redistributed from the routing-instance-name.inet.O table to the
bgp.l3vpn.O table; they are directly advertised to other PE routers.

For each routing-instance-name.inet.O routing table, one forwarding table is maintained
in the router’s Packet Forwarding Engine. This table is maintained in addition to the
forwarding tables that correspond to the router’s inet.0 and mpls.O routing tables. As
with the inet.0 and mpls.O routing tables, the best routes from the
routing-instance-name.inet.0 routing table are placed into the forwarding table.
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To display the routes in the routing-instance-name.inet.O table, use the show route table
routing-instance-name.inet.0 command.

« inet.3—Stores all MPLS routes learned from LDP and RSVP signaling done for VPN
traffic. The routing table stores the MPLS routes only if the traffic-engineering bgp-igp
option is not enabled.

For VPN routes to be resolved properly, the inet.3 table must contain routes to all the
PE routers in the VPN.

To display the routes in the inet.3 table, use the show route table inet.3 command.

. inet.0—Stores routes learned by the IBGP sessions between the PE routers. To provide
Internet access to the VPN sites, configure the routing-instance-name.inet.O routing
table to contain a default route to the inet.0 routing table.

To display the routes in the inet.0 table, use the show route table inet.0 command.

The following routing policies, which are defined in VRF import and export statements,
are specific to VRF tables.

« Import policy—Applied to VPN-IPv4 routes learned from another PE router to determine
whether the route should be added to the PE router’s bgp.l3vpn.0 routing table. Each
routing instance on a PE router has a VRF import policy.

« Export policy—Applied to VPN-IPv4 routes that are announced to other PE routers.
The VPN-IPv4 routes are IPv4 routes that have been announced by locally connected
CE routers.

VPN route processing differs from normal BGP route processing in one way. In BGP, routes
are accepted if they are not explicitly rejected by import policy. However, because many
more VPN routes are expected, the Junos OS does not accept (and hence store) VPN
routes unless the route matches at least one VRF import policy. If no VRF import policy
explicitly accepts the route, it is discarded and not even stored in the bgp.l3vpn.0 table.
As aresult, if a VPN change occurs on a PE router—such as adding a new VRF table or
changing a VRF import policy—the PE router sends a BGP route refresh message to the
other PE routers (or to the route reflector if this is part of the VPN topology) to retrieve
all VPN routes so they can be reevaluated to determine whether they should be kept or
discarded.

Related . IGP Shortcuts and VPNs
Documentation
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Route Distribution Within a Layer 3 VPN

Within a VPN, the distribution of VPN-IPv4 routes occurs between the PE and CE routers
and between the PE routers (see Figure 5 on page 12).

Figure 5: Route Distribution Within a VPN
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This section discusses the following topics:

« Distribution of Routes from CE to PE Routers on page 12
- Distribution of Routes Between PE Routers on page 13

« Distribution of Routes from PE to CE Routers on page 15

Distribution of Routes from CE to PE Routers

A CE router announces its routes to the directly connected PE router. The announced
routes are in IPv4 format. The PE router places the routes into the VRF table for the VPN.
In the Junos OS, this is the routing-instance-name.inet.O routing table, where
routing-instance-name is the configured name of the VPN.

The connection between the CE and PE routers can be a remote connection (a WAN
connection) or a direct connection (such as a Frame Relay or Ethernet connection).

CE routers can communicate with PE routers using one of the following:

« OSPF
« RIP
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« BGP

« Static route

Figure 6 on page 13 illustrates how routes are distributed from CE routers to PE routers.
Router PE1is connected to two CE routers that are in different VPNs. Therefore, it creates
two VRF tables, one for each VPN. The CE routers announce IPv4 routes. The PE router
installs these routes into two different VRF tables, one for each VPN. Similarly, Router
PE2 creates two VRF tables into which routes are installed from the two directly connected
CE routers. Router PE3 creates one VRF table because it is directly connected to only
one VPN.

Figure 6: Distribution of Routes from CE Routers to PE Routers
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Distribution of Routes Between PE Routers

When one PE router receives routes advertised from a directly connected CE router, it
checks the received route against the VRF export policy for that VPN. If it matches, the
route is converted to VPN-IPv4 format—that is, the 8-byte route distinguisher is prepended
to the 4-byte VPN prefix to form a 12-byte VPN-IPv4 address. The route is then tagged
with a route target community. The PE router announces the route in VPN-IPv4 format
to the remote PE routers for use by VRF import policies. The routes are distributed using
IBGP sessions, which are configured in the provider’s core network. If the route does not
match, it is not exported to other PE routers, but can still be used locally for routing,

for example, if two CE routers in the same VPN are directly connected to the same PE
router.

The remote PE router places the route into its bgp.l3vpn.0 table if the route passes the
import policy on the IBGP session between the PE routers. At the same time, it checks
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the route against the VRF import policy for the VPN. If it matches, the route distinguisher
is removed from the route, and it is placed into the VRF table (the
routing-instance-name.inet.O table) in IPv4 format.

Figure 7 on page 14 illustrates how Router PE1 distributes routes to the other PE routers
in the provider’s core network. Router PE2 and Router PE3 each have VRF import policies
that they use to determine whether to accept routes received over the IBGP sessions
and install them in their VRF tables.

Figure 7: Distribution of Routes Between PE Routers
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When a PE router receives routes advertised from a directly connected CE router (Router
PElin Figure 7 on page 14), it uses the following procedure to examine the route, convert
it to a VPN route, and distribute it to the remote PE routers:

1. The PE router checks the received route using the VRF export policy for that VPN.
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2. If the received route matches the export policy, the route is processed as follows:

a. Therouteis converted to VPN-IPv4 format—that is, the 8-byte route distinguisher
is prepended to the 4-byte VPN prefix to form the 12-byte VPN-IPv4 address.

b. Aroute target community is added to the route.

c. The PE router advertises the route in VPN-IPv4 format to the remote PE routers.
Theroutes are distributed using IBGP sessions, which are configured in the provider’s
core network.

3. If the route does not match the export policy, it is not exported to the remote PE
routers, but can still be used locally for routing—for example,if two CE routers in the
same VPN are directly connected to the same PE router.

When the remote PE router receives routes advertised from another PE router (Routers
PE2 and PE3 in Figure 7 on page 14), it uses the following procedure to process the route:

1. If the route is accepted by the import policy on the IBGP session between the PE
routers, the remote PE router places the route into its bgp.l3vpn.O table.

2. The remote PE router checks the route’s route target community against the VRF
import policy for the VPN.

3. Ifit matches, the route distinguisher is removed from the route, and it is placed into
the VRF table (the routing-instance-name.inet.O table) in IPv4 format.
Distribution of Routes from PE to CE Routers

The remote PE router announces the routes in its VRF tables, which are in IPv4 format,
to its directly connected CE routers.

PE routers can communicate with CE routers using one of the following routing protocols:
. OSPF

- RIP

. BGP

. Static route

Figure 8 on page 16 illustrates how the three PE routers announce their routes to their
connected CE routers.
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Figure 8: Distribution of Routes from PE Routers to CE Routers
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Forwarding Across the Provider’s Core Network

The PE routers in the provider’s core network are the only routers that are configured to
support VPNs and hence are the only routers to have information about the VPNs. From
the point of view of VPN functionality, the provider (P) routers in the core—those P routers
that are not directly connected to CE routers—are merely routers along the tunnel between
the ingress and egress PE routers.

The tunnels can be either LDP or MPLS. Any P routers along the tunnel must support the
protocol used for the tunnel, either LDP or MPLS.

When PE-router-to-PE router forwarding is tunneled over MPLS label-switched paths
(LSPs), the MPLS packets have a two-level label stack (see Figure 9 on page 17):

« QOuter label—Label assigned to the address of the BGP next hop by the IGP next hop

« Innerlabel—Label that the BGP next hop assigned for the packet’s destination address
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Figure 9: Using MPLS LSPs to Tunnel Between PE Routers
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Figure 10 on page 17 illustrates how the labels are assigned and removed:
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1. When CE Router X forwards a packet to Router PE1 with a destination of CE Router,
the PE route identifies the BGP next hop to Router Y and assigns a label that
corresponds to the BGP next hop and identifies the destination CE router. This label
is the inner label.

2. Router PE1 then identifies the IGP route to the BGP next hop and assigns a second
label that corresponds to the LSP of the BGP next hop. This label is the outer label.

3. Theinner label remains the same as the packet traverses the LSP tunnel. The outer
label is swapped at each hop along the LSP and is then popped by the penultimate
hop router (the third P router).

4. Router PE2 pops the inner label from the route and forwards the packet to Router Y.

Figure 10: Label Stack
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Routing Instances for VPNs

To implement Layer 3 VPNs in the JUNOS Software, you configure one routing instance
for each VPN. You configure the routing instances on PE routers only. Each VPN routing
instance consists of the following components:

« VRF table—On each PE router, you configure one VRF table for each VPN.

. Set of interfaces that use the VRF table—The logical interface to each directly
connected CE router must be associated with a VRF table. You can associate more
than one interface with the same VRF table if more than one CE routerina VPN is
directly connected to the PE router.

Copyright © 2012, Juniper Networks, Inc. 17



Layer 3 VPNs Configuration Guide

« Policy rules—These control the import of routes into and the export of routes from the
VRF table.

« One or more routing protocols that install routes from CE routers into the VRF
table—You can use the BGP, OSPF, and RIP routing protocols, and you can use static
routes.

Multicast over Layer 3 VPNs

You can configure multicast routing over a network running a Layer 3 VPN that complies
with RFC 4364. This section describes this type of network application and includes these
topics:

« Multicast over Layer 3 VPNs Overview on page 18

« Sending PIM Hello Messages to the PE Routers on page 19

« Sending PIM Join Messages to the PE Routers on page 20

« Receiving the Multicast Transmission on page 20

Multicast over Layer 3 VPNs Overview

Inthe unicast environment for Layer 3 VPNSs, all VPN state informationis contained within
the PE routers. However, with multicast for Layer 3 VPNSs, Protocol Independent Multicast
(PIM) adjacencies are established in one of the following ways:

« You can set PIM adjacencies between the CE router and the PE router through a VRF
instance at the [edit routing-instances instance-name protocols pim] hierarchy level.
You must include the group-address statement for the provider tunnel, specifying a
multicast group. The rendezvous point (RP) listed within the VRF-instance is the VPN
customer RP (C-RP).

« You can also set the master PIM instance and the PE’s IGP neighbors by configuring
statements at the [edit protocols pim] hierarchy level. You must add the multicast
group specified in the VRF instance to the master PIM instance. The set of master PIM
adjacencies throughout the service provider network makes up the forwarding path
that becomes an RP tree rooted at the service provider RP (SP-RP). Therefore, P routers
within the provider core must maintain multicast state information for the VPNs.

For this to work properly, you need two types of RP routers for each VPN:

« A C-RP—AnN RP router located somewhere within the VPN (can be either a service
provider router or a customer router).

« An SP-RP—AnN RP router located within the service provider network.

0 NOTE: A PE router can act as the SP-RP and the C-RP. Moving these
multicast configuration tasks to service provider routers helps to simplify
the multicast Layer 3 VPN configuration process for customers. However,
configuration of both SP-RP and VPN C-RP on the same PE router is not
supported.
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To configure multicast over a Layer 3 VPN, you must install a Tunnel Services Physical
Interface Card (PIC) on the following devices:

« Prouters acting as RPs
« PE routers configured to run multicast routing

« CE routers acting as designated routers or as VPN-RPs

For more information about running multicast over Layer 3 VPNSs, see the following
documents:

« Internet draft draft-rosen-vpn-mcast-02.txt, Multicast in MPLS/BGP VPNs

« Multicast Protocols Configuration Guide

The sections that follow describe the operation of a multicast VPN. Figure 11 on page 19
illustrates the network topology used.

Figure 11: Multicast Topology Overview
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The first step in initializing multicast over a Layer 3 VPN is the distribution of a PIM Hello

message from a PE router (called PE3 in this section) to all the other PE routers on which
PIM is configured.

Service Provider

017210

Sending PIM Hello Messages to the PE Routers

You configure PIM on the Layer 3 VPN routing instance on the PE3 router. If a Tunnel
Services PIC is installed in the routing platform, a multicast interface is created. This
interface is used to communicate between the PIM instance within the VRF routing
instance and the master PIM instance.

The following occurs when a PIM Hello message is sent to the PE routers:

Copyright © 2012, Juniper Networks, Inc. 19



Layer 3 VPNs Configuration Guide

A PIMHello message is sent from the VRF routing instance over the multicast interface.
A generic routing encapsulation (GRE) header is prepended to the PIM Hello message.
The header message includes the VPN group address and the loopback address of
the PE3 router.

A PIM register header is prepended to the Hello message as the packet is looped
through the PIM encapsulationinterface. This header contains the destination address
of the SP-RP and the loopback address of the PE3 router.

The packet is sent to the SP-RP.

The SP-RP removes the top header from the packet and sends the remaining
GRE-encapsulated Hello message to all the PE routers.

The master PIM instance on each PE router handles the GRE encapsulated packet.
Because the VPN group address is contained in the packet, the master instance
removes the GRE header from the packet and sends the Hello message, which contains
the proper VPN group address within the VRF routing instance, over the multicast
interface.

Sending PIM Join Messages to the PE Routers

To receive a multicast broadcast from a multicast network, a CE router must send a PIM
Join message to the C-RP. The process described in this section refers to Figure 11 on
page 19.

The CES5 router needs to receive a multicast broadcast from multicast source 224.1.1.1.
To receive the broadcast, it sends a PIM Join message to the C-RP (the PE3 router):

1.

The PIM Join message is sent through the multicast interface, and a GRE header is
prepended to the message. The GRE header contains the VPN group ID and the
loopback address of the PE3 router.

The PIM Join message is then sent through the PIM encapsulation interface and a
register header is prepended to the packet. The register header contains the IP address
of the SP-RP and the loopback address of the PE3 router.

The PIM Join message is sent to the SP-RP by means of unicast routing.

On the SP-RP, the register header is stripped off (the GRE header remains) and the
packet is sent to all the PE routers.

The PE2 router receives the packet, and because the link to the C-RP is through the
PE2 router, it sends the packet through the multicast interface to remove the GRE
header.

Finally, the PIM Join message is sent to the C-RP.

Receiving the Multicast Transmission

The steps that follow outline how a multicast transmission is propagated across the
network:

20
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1. The multicast source connected to the CE1 router sends the packet to group 224.1.1.1
(the VPN group address). The packet is encapsulated into a PIM register.

2. Because this packet already includes the PIM header, it is forwarded by means of
unicast routing to the C-RP over the Layer 3 VPN.

3. The C-RP removes the packet and sends it out the downstream interfaces (which
include the interface back to the CE3 router). The CE3 router also forwards this to the
PE3 router.

4. The packet is sent through the multicast interface on the PE2 router; in the process,
the GRE header is prepended to the packet.

5. Next, the packet is sent through the PIM encapsulation interface, where the register
header is prepended to the data packet.

6. The packet is then forwarded to the SP-RP, which removes the register header, leaves
the GRE header intact, and sends the packet to the PE routers.

7. PE routers remove the GRE header and forward the packet to the CE routers that
requested the multicast broadcast by sending the PIM Join message.

e NOTE: PEroutersthat have not received requests for multicast broadcasts
from their connected CE routers still receive packets for the broadcast.
These PE routers drop the packets as they are received.
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Introduction to Configuring Layer 3 VPNs

« Configuring a VPN Tunnel for VRF Table Lookup on page 23

Configuring a VPN Tunnel for VRF Table Lookup

You can configure a VPN tunnel to facilitate VRF table lookup based on MPLS labels.
You might want to enable this functionality to forward traffic on a PE-router-to-CE-device
interface in a shared medium, where the CE device is a Layer 2 switch without IP
capabilities (for example, a metro Ethernet switch), or to perform egress filtering at the
egress PE router.

For more information about VPN tunnels and VT interfaces, see the Junos Services
Interfaces Configuration Release 11.2.
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Configuration

« Configuring Layer 3 VPNs on page 27

« Layer 3 VPN Configuration Examples on page 97

« Layer 3 VPN Internet Access Examples on page 283
« Layer 3 VPN Additional Examples on page 319
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CHAPTER 3

Configuring Layer 3 VPNSs

« Introduction to Configuring Layer 3 VPNs on page 28
« Configuring Routing Between PE and CE Routers in Layer 3 VPNs on page 30
« Example: Configuring OSPFv2 Sham Links on page 35

« Limiting the Number of Paths and Prefixes Accepted from CE Routers in Layer 3
VPNs on page 44

« Configuring Layer 3 VPNSs to Carry IPv6 Traffic on page 46

« Configuring EBGP Multihop Sessions Between PE and CE Routers in Layer 3
VPNs on page 49

« Configuring Layer 3 VPNs to Carry IBGP Traffic on page 49

« Filtering Packets in Layer 3 VPNs Based on |IP Headers on page 51

« Applying Custom MPLS EXP Classifiers to Routing Instances in Layer 3 VPNs on page 58
« Load Balancing and IP Header Filtering for Layer 3 VPNs on page 59

« Example: Configuring Provider Edge Link Protection in Layer 3 VPNs on page 59

« Configuring a Label Allocation and Substitution Policy for VPNs on page 75

« Configuring Logical Units on the Loopback Interface for Routing Instances in Layer 3
VPNs on page 76

« Configuring Multicast Layer 3 VPNs on page 78

« Configuring Packet Forwarding for Layer 3 VPNs on page 79

« Configuring GRE Tunnels for Layer 3 VPNs on page 80

« Configuring an ES Tunnel Interface for Layer 3 VPNs on page 84

« Configuring IPsec Tunnels Instead of MPLS LSPs Between PE Routers in Layer 3
VPNs on page 86

« Configuring Protocol-Independent Load Balancing in Layer 3 VPNs on page 89

« Configuring the Algorithm That Determines the Active Route to Evaluate AS Numbers
in AS Paths for VPN Routes on page 91

« Configuring Traffic Policing in Layer 3 VPNs on page 92
« Accepting Route Updates with Unigue Inner VPN Labels in Layer 3 VPNs on page 92
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Introduction to Configuring Layer 3 VPNs

To configure Layer 3 virtual private network (VPN) functionality, you must enable VPN
support on the provider edge (PE) router. You must also configure any provider (P) routers
that service the VPN, and you must configure the customer edge (CE) routers so that
their routes are distributed into the VPN.

To configure Layer 3 VPNs, you include the following statements:

description text;
instance-type vrf;
interface interface-name;
protocols {
bgp {
group group-name {
peer-as as-number;
neighbor ip-address;
}
multihop ttl-value;
1
(ospf | ospf3) {
area area {
interface interface-name;
}
domain-id domain-id,
domain-vpn-tag number;
sham-link {
local address;
}
sham-link-remote address <metric number>;
1
rip {
rip-configuration;
1
}
route-distinguisher (as-number:id | ip-address:id);
router-id address;
routing-options {
autonomous-system autonomous-system {
independent-domain;
loops number,
1
forwarding-table {
export [ policy-names 1;
1
interface-routes {
rib-group group-name,;
1
martians {
destination-prefix match-type <allow>;
1
maximum-paths {
path-limit;
log-interval interval;
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log-only;
threshold percentage;
1
maximum-prefixes {
prefix-limit;
log-interval interval;
log-only;
threshold percentage;
1
multipath {
vpn-unequal-cost;
1
options {
syslog (level level | upto level);
1
rib routing-table-name {
martians {
destination-prefix match-type <allow>;
}
multipath {
vpn-unequal-cost;
}
static {
defaults {
static-options;
1
route destination-prefix {
next-hop [next-hops];
static-options;
1
}
1
}
static {
defaults {
static-options;
1
route destination-prefix {
policy [ policy-names ];
static-options;
1
1
vrf-advertise-selective {
family {
inet-mvpn;
inet6-mvpn;
1
1
vrf-export [ policy-names 1;
vrf-import [ policy-names 1;

vrf-target (community | export community-name | import community-name);

vrf-table-label;

You can include these statements at the following hierarchy levels:

« [edit routing-instances routing-instance-name]
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« [edit logical-systems logical-system-name routing-instances routing-instance-name]

For Layer 3 VPNs, only some of the statements in the [edit routing-instances] hierarchy
are valid. For the full hierarchy, see the Junos OS Routing Protocols Configuration Guide.

In addition to these statements, you must enable a signaling protocol, IBGP sessions
between the PE routers, and an interior gateway protocol (IGP) on the PE and P routers.

By default, Layer 3 VPNs are disabled.
Many of the configuration procedures for Layer 3 VPNs are common to all types of VPNs.

Related . Centralized Internet Access on page 308

Documentation . Configuring Hub-and-Spoke VPN Topologies: One Interface on page 112
« Configuring Hub-and-Spoke VPN Topologies: Two Interfaces on page 124
« Configuring Overlapping VPNs Using Automatic Route Export on page 174
« Configuring Overlapping VPNs Using Routing Table Groups on page 163
« Configuring a Full-Mesh VPN Topology with Route Reflectors on page 112
« Configuring a GRE Tunnel Interface Between PE Routers on page 178
« Configuring a GRE Tunnel Interface Between a PE and CE Router on page 184
« Configuring a Simple Full-Mesh VPN Topology on page 97
« Configuring an Application-Based Layer 3 VPN Topology on page 153
. Configuring an ES Tunnel Interface Between a PE and CE Router on page 187
. Configuring an LDP-over-RSVP VPN Topology on page 139
« Configuring an OSPF Domain ID for a Layer 3 VPN on page 158
. Distributed Internet Access on page 284
. Routing Internet Traffic Through a Separate NAT Device on page 300
. Routing VPN and Internet Traffic Through Different Interfaces on page 285

« Routing VPN and Internet Traffic Through the Same Interface Bidirectionally (VPN Has
Private Addresses) on page 296

« Routing VPN and Internet Traffic Through the Same Interface Bidirectionally (VPN Has
Public Addresses) on page 292

« Routing VPN and Outgoing Internet Traffic Through the Same Interface and Routing
Return Internet Traffic Through a Different Interface on page 291

. Setting the Forwarding Class of the Ping Packets

Configuring Routing Between PE and CE Routers in Layer 3 VPNs

For the PE router to distribute VPN-related routes to and from connected CE routers, you
must configure routing within the VPN routing instance. You can configure a routing
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protocol—BGP, OSPF, or RIP—or you can configure static routing. For the connection to
each CE router, you can configure only one type of routing.

The following sections explain how to configure VPN routing between the PE and CE
routers:

« Configuring BGP Between the PE and CE Routers on page 31

« Configuring OSPF Between the PE and CE Routers on page 32

« Configuring RIP Between the PE and CE Routers on page 33

» Configuring Static Routes Between the PE and CE Routers on page 34

Configuring BGP Between the PE and CE Routers

To configure BGP as the routing protocol between the PE and the CE routers, include the
bgp statement:

bgp {
group group-name {
peer-as as-number,
neighbor jp-address;
1
1

You can include this statement at the following hierarchy levels:

- [edit routing-instances routing-instance-name protocols]

« [edit logical-systems logical-system-name routing-instances routing-instance-name
protocols]

Please be aware of the following limitations regarding configuring BGP for routing
instances:

- InaVRFrouting instance, do not configure the local autonomous system (AS) number
using an AS number that is already in use by a remote BGP peer in a separate VRF
routing instance. Doing so creates an autonomous system loop where all the routes
received from this remote BGP peer are hidden.

You configure the local AS number using either the autonomous-system statement
at the [edit routing-instances routing-instance-name routing-options] hierarchy level
or the local-as statement at any of the following hierarchy levels:

- [edit routing-instances routing-instance-name protocols bgp]

- [edit routing-instances routing-instance-name protocols bgp group group-name]

- [edit routing-instances routing-instance-name protocols bgp group group-name
neighbor address]
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You configure the AS number for a BGP peer using the peer-as statement at the [edit
routing-instances routing-instance-name protocols bgp group group-name] hierarchy
level.

Configuring OSPF Between the PE and CE Routers

You can configure OSPF (version 2 or version 3) to distribute VPN-related routes between
PE and CE routers.

The following sections describe how to configure OSPF as a routing protocol between
the PE and the CE routers:

» Configuring OSPF Version 2 Between the PE and CE Routers on page 32
« Configuring OSPF Version 3 Between the PE and CE Routers on page 32

Configuring OSPF Version 2 Between the PE and CE Routers

To configure OSPF version 2 as the routing protocol between a PE and CE router, include
the ospf statement:

ospf {
areaarea {
interface interface-name;
1
1

You can include this statement at the following hierarchy levels:

« [edit routing-instances routing-instance-name protocols]

« [edit logical-systems logical-system-name routing-instances routing-instance-name
protocols]

Configuring OSPF Version 3 Between the PE and CE Routers

To configure OSPF version 3 as the routing protocol between a PE and CE router, include
the ospf3 statement:

ospf3 {
areaarea {
interface interface-name;
1
1

You can include this statement at the following hierarchy levels:

« [edit routing-instances routing-instance-name protocols]

« [edit logical-systems logical-system-name routing-instances routing-instance-name
protocols]
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Configuring RIP Between the PE and CE Routers

For a Layer 3 VPN, you can configure RIP on the PE router to learn the routes of the CE
router or to propagate the routes of the PE router to the CE router. RIP routes learned
from neighbors configured at any [edit routing-instances] hierarchy level are added to
the routing instance’s inet table (instance_name.inet.0).

To configure RIP as the routing protocol between the PE and the CE router, include the
rip statement:

rip {
group group-name {
export policy-names;
neighbor interface-name;
1
}

You can include this statement at the following hierarchy levels:

« [edit routing-instances routing-instance-name protocols]
« [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols]

By default, RIP does not advertise the routes it receives. To advertise routes from a PE
router to a CE router, you need to configure an export policy on the PE router for RIP. For
information about how to define an export policy, see the Routing Policy Configuration
Guide.

To specify an export policy for RIP, include the export statement:

export [ policy-names J;

You can include this statement for RIP at the following hierarchy levels:

« [edit routing-instances routing-instance-name protocols rip group group-name]

« [edit logical-systems logical-system-name routing-instances routing-instance-name
protocols rip group group-name]

To install routes learned from a RIP routing instance into multiple routing tables, include
the rib-group and group statements:

rib-group inet group-name,;
group group-name {
neighbor interface-name;

}

You can include these statements at the following hierarchy levels:

« [edit protocols]

« [edit routing-instances routing-instance-name protocols]
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« [edit logical-systems logical-system-name protocols]
« [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols]

To configure a routing table group, include the rib-groups statement:

rib-groups group-name;

You can include this statement at the following hierarchy levels:

« [edit routing-options]

« [edit logical-systems logical-system-name routing-options]

To add a routing table to a routing table group, include the import-rib statement. The
first routing table name specified under the import-rib statement must be the name of
the routing table you are configuring. For more information about how to configure routing
tables and routing table groups, see the Junos OS Routing Protocols Configuration Guide.

import-rib [ group-names 1;

You can include this statement at the following hierarchy levels:

« [edit routing-options rib-groups group-name]

« [edit logical-systems logical-system-name routing-options rib-groups group-name]

RIP instances are supported only for VRF instance types. You can configure multiple
instances of RIP for VPN support only. You can use RIP in the customer edge-provider
edge (CE-PE) environment to learn routes from the CE router and to propagate the PE
router’s instance routes in the CE router.

RIP routes learned from neighbors configured under any instance hierarchy are added to
the instance’s routing table, instance-name.inet.O.

RIP does not support routing table groups; therefore, it cannot import routes into multiple
tables as the OSPF or OSPFv3 protocol does.

Configuring Static Routes Between the PE and CE Routers

You can configure static (nonchanging) routes between the PE and CE routers of a VPN
routing instance. To configure a static route for a VPN, you need to configure it within the
VPN routing instance configuration at the [edit routing-instances routing-instance-name
routing-options] hierarchy level.

To configure a static route between the PE and the CE routers, include the static
statement:

static {
route destination-prefix {
next-hop [ next-hops 1;
static-options;
1
1
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You can include this statement at the following hierarchy levels:

- [edit routing-instances routing-instance-name routing-options]

« [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options]

For more information about configuring routing protocols and static routes, see the Junos
OS Routing Protocols Configuration Guide.

Example: Configuring OSPFv2 Sham Links

« OSPFv2 Sham Links Overview on page 35
« Example: Configuring OSPFv2 Sham Links on page 36

OSPFv2 Sham Links Overview

You can create an intra-area link or sham link between two provider edge (PE) routing
devices so that the VPN backbone is preferred over the back-door link. A back-door link
is a backup link that connects customer edge (CE) devices in case the VPN backbone is
unavailable. When such a backup link is available and the CE devices are in the same
OSPF area, the default behavior is to prefer this backup link over the VPN backbone. This
is because the backup link is considered an intra-area link, while the VPN backbone is
always considered an interarea link. Intra-area links are always preferred over interarea
links.

The sham link is an unnumbered point-to-point intra-area link between PE devices. When
the VPN backbone has a sham intra-area link, this sham link can be preferred over the
backup link if the sham link has a lower OSPF metric than the backup link.

The sham link is advertised using Type 1 link-state advertisements (LSAs). Sham links
are valid only for routing instances and OSPFv2.

Each sham link is identified by the combination of a local endpoint address and a remote
endpoint address. Figure 12 on page 35 shows an OSPFv2 sham link. Router CE1 and
Router CE2 are located in the same OSPFv2 area. These customer edge (CE) routing
devices are linked together by a Layer 3 VPN over Router PE1and Router PE2. In addition,
Router CE1 and Router CE2 are connected by an intra-area link used as a backup.

Figure 12: OSPFv2 Sham Link
OSPF Sham Link

Intra-Area Link

Q017173

OSPFV2 treats the link through the Layer 3 VPN as an interarea link. By default, OSPFv2
prefers intra-area links to interarea links, so OSPFv2 selects the backup intra-area link
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as the active path. This is not acceptable in a configuration where the intra-area link is
not the expected primary path for traffic between the CE routing devices. You can
configure the metric for the sham link to ensure that the path over the Layer 3 VPN is
preferred to a backup path over an intra-area link connecting the CE routing devices.

For the remote endpoint, you can configure the OSPFv2 interface as a demand circuit,
configure IPsec authentication (you configure the actual IPsec authentication separately),
and define the metric value.

You should configure an OSPFv2 sham link under the following circumstances:

« Two CE routing devices are linked together by a Layer 3 VPN.
« These CE routing devices are in the same OSPFv2 area.

« Anintra-area link is configured between the two CE routing devices.

If there is no intra-area link between the CE routing devices, you do not need to configure
an OSPFv2 sham link.

0 NOTE: InJunos OS Release 9.6 and later, an OSPFv2 sham link is installed
inthe routing table as a hidden route. Additionally, a BGP route is not exported
to OSPFV2 if a corresponding OSPF sham link is available.

Example: Configuring OSPFv2 Sham Links

This example shows how to enable OSPFv2 sham links on a PE routing device.

« Requirements on page 36
« Overview on page 36
« Configuration on page 37

« Verification on page 43

Requirements

No special configuration beyond device initialization is required before configuring this
example.

Overview

The sham link is an unnumbered point-to-point intra-area link and is advertised by means
of a type 1link-state advertisement (LSA). Sham links are valid only for routing instances
and OSPFv2.

Each sham link is identified by a combination of the local endpoint address and a remote
endpoint address and the OSPFv2 area to which it belongs. You manually configure the
sham link between two PE devices, both of which are within the same VPN routing and
forwarding (VRF) routing instance, and you specify the address for the local end point
of the sham link. This address is used as the source for the sham link packets and is also
used by the remote PE routing device as the sham link remote end point. You can also
include the optional metric option to set a metric value for the remote end point. The

36
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metric value specifies the cost of using the link. Routes with lower total path metrics are
preferred over those with higher path metrics.

To enable OSPFv2 sham links on a PE routing device:

. Configure an extra loopback interface on the PE routing device.

« Configure the VRFrouting instance that supports Layer 3 VPNs on the PE routing device,
and associate the sham link with an existing OSPF area. The OSPFv2 sham link
configuration is also included in the routing instance. You configure the sham link’s
local endpoint address, whichis the loopback address of the local VPN, and the remote
endpoint address, which is the loopback address of the remote VPN. In this example,
the VRF routing instance is named red.

Figure 13 on page 37 shows an OSPFv2 sham link.

Figure 13: OSPFv2 Sham Link Example

100:

CE11.1.11
CE21.1.15
PE11.1.1.2,2.2.2.2
PE21.1.1.4,4.4.4.4

OSPF Sham Link

Intra-Area Link

9041303

10.0.0.16/30

The devices in the figure represent the following functions:

« CEland CE2 are the customer edge devices.
« PE1and PE2 are the provider edge devices.

« Pisthe provider device.

“CLI Quick Configuration” on page 37 shows the configuration for all of the devices in
Figure 13 on page 37. The section “Step-by-Step Procedure” on page 39describes the
steps on Device PE1.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

CEl set interfaces fe-1/2/0 unit O family inet address 10.1.1.1/30
set interfaces fe-1/2/0 unit O family mpls
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PE1

PE2

set interfaces fe-1/2/1 unit O family inet address 10.0.0.17/30

set interfaces loO unit O family inet address 1.1.1.1/32

set protocols ospf area 0.0.0.0 interface fe-1/2/0.0

set protocols ospf area 0.0.0.0 interface l00.0 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/1.0 metric 100

set policy-options policy-statement send-direct from protocol direct
set policy-options policy-statement send-direct then accept

set routing-options router-id 1.1.1.1

set routing-options autonomous-system 1

set interfaces fe-1/2/0 unit O family inet address 10.1.1.2/30

set interfaces fe-1/2/0 unit O family mpls

set interfaces fe-1/2/1 unit O family inet address 10.1.1.5/30

set interfaces fe-1/2/1 unit O family mpls

set interfaces loO unit O family inet address 1.1.1.2/32

set interfaces loO unit 1 family inet address 2.2.2.2/32

set protocols mpls interface fe-1/2/1.0

set protocols bgp group toR4 type internal

set protocols bgp group toR4 local-address 1.1.1.2

set protocols bgp group toR4 family inet-vpn unicast

set protocols bgp group toR4 neighbor 1.1.1.4

set protocols ospf area 0.0.0.0 interface fe-1/2/1.0

set protocols ospf area 0.0.0.0 interface l00.0 passive

set protocols ldp interface fe-1/2/1.0

set protocols ldp interface l00.0

set policy-options policy-statement bgp-to-ospf term 1 from protocol bgp

set policy-options policy-statement bgp-to-ospf term 1then accept

set policy-options policy-statement bgp-to-ospf term 2 then reject

set routing-instances red instance-type vrf

set routing-instances red interface fe-1/2/0.0

set routing-instances red interface l00.1

set routing-instances red route-distinguisher 2:1

set routing-instances red vrf-target target:2:1

set routing-instances red protocols ospf export bgp-to-ospf

set routing-instances red protocols ospf sham-link local 2.2.2.2

set routing-instances red protocols ospf area 0.0.0.0 sham-link-remote 4.4.4.4 metric
10

set routing-instances red protocols ospf area 0.0.0.0 interface fe-1/2/0.0

set routing-instances red protocols ospf area 0.0.0.0 interface l00.1

set routing-options router-id 1.1.1.2

set routing-options autonomous-system 2

set interfaces fe-1/2/0 unit O family inet address 10.1.1.6/30
set interfaces fe-1/2/0 unit O family mpls

set interfaces fe-1/2/1 unit O family inet address 10.1.1.9/30
set interfaces fe-1/2/1 unit O family mpls

set interfaces loO unit 3 family inet address 1.1.1.3/32

set protocols mpls interface all

set protocols ospf area 0.0.0.0 interface lo0.3 passive

set protocols ospf area 0.0.0.0 interface all

set protocols ldp interface all

set routing-options router-id 1.1.1.3

set interfaces fe-1/2/0 unit O family inet address 10.1.1.10/30
set interfaces fe-1/2/0 unit O family mpls
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set interfaces fe-1/2/1 unit O family inet address 10.1.1.13/30

set interfaces fe-1/2/1 unit O family mpls

set interfaces loO unit O family inet address 1.1.1.4/32

set interfaces loO unit 1 family inet address 4.4.4.4/32

set protocols mpls interface fe-1/2/0.0

set protocols bgp group toR2 type internal

set protocols bgp group toR2 local-address 1.1.1.4

set protocols bgp group toR2 family inet-vpn unicast

set protocols bgp group toR2 neighbor 1.1.1.2

set protocols ospf area 0.0.0.0 interface l0o0.0 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/0.0

set protocols ldp interface fe-1/2/0.0

set protocols ldp interface l00.0

set policy-options policy-statement bgp-to-ospf term 1 from protocol bgp
set policy-options policy-statement bgp-to-ospf term 1 then accept

set policy-options policy-statement bgp-to-ospf term 2 then reject

set routing-instances red instance-type vrf

set routing-instances red interface fe-1/2/1.0

set routing-instances red interface l00.1

set routing-instances red route-distinguisher 2:1

set routing-instances red vrf-target target:2:1

set routing-instances red protocols ospf export bgp-to-ospf

set routing-instances red protocols ospf sham-link local 4.4.4.4

set routing-instances red protocols ospf area 0.0.0.0 sham-link-remote 2.2.2.2 metric 10
set routing-instances red protocols ospf area 0.0.0.0 interface fe-1/2/1.0
set routing-instances red protocols ospf area 0.0.0.0 interface l00.1

set routing-options router-id 1.1.1.4

set routing-options autonomous-system 2

CE2 set interfaces fe-1/2/0 unit 14 family inet address 10.1.1.14/30
set interfaces fe-1/2/0 unit 14 family mpls
set interfaces fe-1/2/0 unit 18 family inet address 10.0.0.18/30
set interfaces loO unit 5 family inet address 1.1.1.5/32
set protocols ospf area 0.0.0.0 interface fe-1/2/0.14
set protocols ospf area 0.0.0.0 interface l00.5 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.18
set policy-options policy-statement send-direct from protocol direct
set policy-options policy-statement send-direct then accept
set routing-options router-id 1.1.1.5
set routing-options autonomous-system 3

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For information about navigating the CLI, see Modifying the Junos OS
Configuration in CLI User Guide.

To configure OSPFv2 sham links on each PE device:

1. Configure the interfaces, including two loopback interfaces.

[edit interfaces]

user@PET# set fe-1/2/0 unit O family inet address 10.1.1.2/30
user@PET# set fe-1/2/0 unit O family mpls

user@PE# set fe-1/2/1 unit O family inet address 10.1.1.5/30
user@PET# set fe-1/2/1 unit O family mpls

user@PET# set loO unit O family inet address 1.1.1.2/32
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user@PET# set loO unit 1 family inet address 2.2.2.2/32
Configure MPLS on the core-facing interface.

[edit protocols mpls]
user@PET# set interface fe-1/2/1.0

Configure internal BGP (IBGP).

[edit ]

user@PET# set protocols bgp group toR4 type internal
user@PET# set protocols bgp group toR4 local-address 1.1.1.2
user@PET# set protocols bgp group toR4 family inet-vpn unicast
user@PET# set protocols bgp group toR4 neighbor 1.1.1.4

Configure OSPF on the core-facing interface and on the loopback interface that is
being used in the main instance.

[edit protocols ospf area 0.0.0.0]
user@PET# set interface fe-1/2/1.0
user@PET# set interface l00.0 passive

Configure LDP or RSVP on the core-facing interface and on the loopback interface
that is being used in the main instance.

[edit protocols ldp]
user@PET# set interface fe-1/2/1.0
user@PET# set interface 100.0

Configure a routing policy for use in the routing instance.

[edit policy-options policy-statement bgp-to-ospf]
user@PET# set term 1 from protocol bgp
user@PE1# set term 1 then accept

user@PE1# set term 2 then reject

Configure the routing instance.

[edit routing-instances red]

user@PET# set instance-type vrf

user@PET# set interface fe-1/2/0.0

user@PE# set route-distinguisher 2:1

user@PET# set vrf-target target:2:1

user@PE1# set protocols ospf export bgp-to-ospf

user@PET# set protocols ospf area 0.0.0.0 interface fe-1/2/0.0

Configure the OSPFv2 sham link.

Include the extra loopback interface in the routing instance and also in the OSPF
configuration.

Notice that the metric on the sham-link interface is set to 10. On Device CE1's backup
OSPF link, the metric is set to 100. This causes the sham link to be the preferred
link.

[edit routing-instances red]

user@PET# set interface l00.1

user@PET# set protocols ospf sham-link local 2.2.2.2

user@PET# set protocols ospf area 0.0.0.0 sham-link-remote 4.4.4.4 metric 10
user@PET# set protocols ospf area 0.0.0.0 interface lo0.1
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Results

9.  Configure the autonomous system (AS) number and the router ID.

[edit routing-options]
user@PE1# set router-id 1.1.1.2
user@PE1# set autonomous-system 2

10. If you are done configuring the device, commit the configuration.

[edit]
user@R1# commit

Confirmyour configuration by entering the show interfaces and the show routing-instances
commands. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

Output for PET:

user@PE1# show interfaces
fe-1/2/0 {
unit Of
family inet {
address 10.1.1.2/30;
1
family mpls;
1
1
fe-1/2/1{
unit0 {
family inet {
address 10.1.1.5/30;
}
family mpls;
1
}
loO {
unit0 {
family inet {
address 1.1.1.2/32;
}
1
unit1{
family inet {
address 2.2.2.2/32;
}
1
}

user@PET# show protocols
mpls {
interface fe-1/2/1.0;
1
bgp {
group toR4 {
type internal;
local-address 1.1.1.2;
family inet-vpn {
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unicast;
}
neighbor 1.1.1.4;
1
}
ospf {
area 0.0.0.0 {
interface fe-1/2/1.0;
interface l00.0 {
passive;
}
1
1
ldp {
interface fe-1/2/1.0;
interface l00.0;

}

user@PET# show policy-options
policy-statement bgp-to-ospf {
term1{
from protocol bgp;
then accept;
1
term 2 {
then reject;
1
}

user@PET# show routing-instances
red {
instance-type vrf;
interface fe-1/2/0.0;
interface l00.1;
route-distinguisher 2:1;
vrf-target target:2:1;
protocols {
ospf {
export bgp-to-ospf;
sham-link local 2.2.2.2;
area 0.0.0.0{
sham-link-remote 4.4.4.4 metric 10;
interface fe-1/2/0.0;
interface l00.1;
1
}
1
}

user@PET# show routing-options
router-id 1.1.1.2;
autonomous-system 2;
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Verification

Confirm that the configuration is working properly.

« Verifying the Sham Link Interfaces on page 43

« Verifying the Local and Remote End Points of the Sham Link on page 43
« Verifying the Sham Link Adjacencies on page 43

- Verifying the Link-State Advertisement on page 44

« Verifying the Path Selection on page 44

Verifying the Sham Link Interfaces

Purpose Verify the sham link interface. The sham link is treated as an interface in OSPFv2, with
the named displayed as shamlink.<unique identifier>, where the unique identifier is a
number. For example, shamlink.0. The sham link appears as a point-to-point interface.

Action From operational mode, enter the show ospf interface instance instance-name command.

user@PE1> show ospf interface instance red

Interface State Area DR ID BDR ID Nbrs
100.1 DR 0.0.0.0 2.2.2.2 0.0.0.0 0
fe-1/2/0.0 PtToPt 0.0.0.0 0.0.0.0 0.0.0.0 1
shamlink.0 PtToPt 0.0.0.0 0.0.0.0 0.0.0.0 1

Verifying the Local and Remote End Points of the Sham Link

Purpose Verify the local and remote end points of the sham link. The MTU for the sham link
interface is always zero.

Action From operational mode, enter the show ospf interface instance instance-name detail
command.

user@PE1> show ospf interface shamlink.O instance red
Interface State Area DR ID BDR ID Nbrs
shamlink.0 PtToPt 0.0.0.0 0.0.0.0 0.0.0.0 1

Type: P2P, Address: 0.0.0.0, Mask: 0.0.0.0, MTU: 0, Cost: 10
Local: 2.2.2.2, Remote: 4.4.4.4

Adj count: 1

Hello: 10, Dead: 40, ReXmit: 5, Not Stub

Auth type: None

Protection type: None, No eligible backup

Topology default (ID 0) -> Cost: 10

Verifying the Sham Link Adjacencies

Purpose Verify the adjacencies between the configured sham links.

Action From operational mode, enter the show ospf neighbor instance instance-name commmand.

user@PE1> show ospf neighbor instance red

Address Interface State 1D Pri Dead
10.1.1.1 fe-1/2/0.0 Full 1.1.1.1 128 35
4.4.4.4 shamlink.0 Full 4.4.4.4 0 31
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Purpose

Action

Purpose

Action

Meaning

Related
Documentation

Verifying the Link-State Advertisement

Verify that the router LSA originated by the instance carries the sham link adjacency as
an unnumbered point-to-point link. The link data for sham links is a number ranging from
0x80010000 through Ox8001ffff.

From operational mode, enter the show ospf database instanceinstance-name command.

user@PE1> show ospf database instance red

OSPF database, Area 0.0.0.0
Type 1D Adv Rtr Seq Age Opt Cksum Len

Router 1.1.1.1 1.1.1.1 0x80000009 1803 0x22 Ox6ec7 72
Router 1.1.1.5 1.1.1.5 0x80000007 70 0x22 0x2746 72
Router *2.2.2.2 2.2.2.2 0x80000006 55 0x22 Oxda6b 60
Router 4.4.4.4 4.4.4.4 0x80000005 63 0x22 0xbl9 60
Network 10.0.0.18 1.1.1.5 0x80000002 70 0x22 0Ox9a7l1 32

OSPF AS SCOPE link state database
Type 1D Adv Rtr Seq Age Opt Cksum Len
Extern 2.2.2.2 4.4.4.4 0x80000002 72 0Oxa2 0x343 36
Extern *4.4.4.4 2.2.2.2 0x80000002 71 Oxa2 O0xe263 36

Verifying the Path Selection
Verify that the Layer 3 VPN path is used instead of the backup path.

From operational mode, enter the traceroute command from Device CE1 to Device CE2.

user@CE1> traceroute 1.1.1.5

traceroute to 1.1.1.5 (1.1.1.5), 30 hops max, 40 byte packets
1 10.1.1.2 (10.1.1.2) 1.930 ms 1.664 ms 1.643 ms

2 x x x

3 10.1.1.10 (10.1.1.10) 2.485 ms 1.435 ms 1.422 ms
MPLS Label=299808 CoS=0 TTL=1 S=1
4 1.1.1.5 (1.1.1.5) 1.347 ms 1.362 ms 1.329 ms

The traceroute operation shows that the Layer 3 VPN is the preferred path. If you were
to remove the sham link or if you were to modify the OSPF metric to prefer that backup
path, the traceroute would show that the backup path is preferred.

« OSPF Configuration Overview

. Junos OS VPNs Configuration Guide

Limiting the Number of Paths and Prefixes Accepted from CE Routers in Layer 3 VPNs

You can configure a maximum limit on the number of prefixes and paths that can be
installed into the routing tables. Using prefix and path limits, you can curtail the number
of prefixes and paths received from a CE router in a VPN. Prefix and path limits apply
only to dynamic routing protocols, and are not applicable to static or interface routes.

To limit the number of paths accepted by a PE router from a CE router, include the
maximum-paths statement:

44
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maximum-paths path-limit <log-interval interval | log-only | threshold percentage>;

For a list of hierarchy levels at which you can configure this statement, see the statement
summary section for this statement.

Specify the log-only option to generate warning messages only (an advisory limit). Specify
the threshold option to generate warnings before the limit is reached. Specify the
log-interval option to configure the minimum time interval between log messages.

There are two modes for route limits: advisory and mandatory. An advisory limit triggers
warnings. A mandatory limit rejects additional routes after the limit is reached.

0 NOTE: Application of aroute limit may result in unpredictable dynamic routing
protocol behavior. For example, when the limit is reached and routes are
rejected, BGP may not reinstall the rejected routes after the number of routes
drops back below the limit. BGP sessions may need to be cleared.

To limit the number of prefixes accepted by a PE router from a CE router, include the
maximum-prefixes statement:

maximum-prefixes prefix-limit <log-interval interval | log-only | threshold percentage >;

For a list of hierarchy levels at which you can configure this statement, see the statement
summary section for this statement.

There are two modes for route limits: advisory and mandatory. An advisory limit triggers
warnings. A mandatory limit rejects additional routes after the limit is reached.

o NOTE: Application of aroute limit may result in unpredictable dynamic routing
protocol behavior. For example, when the limit is reached and routes are
rejected, BGP may not reinstall the rejected routes after the number of routes
drops back below the limit. BGP sessions may need to be cleared.

A mandatory path or prefix limit, in addition to triggering a warning message, rejects any
additional paths or prefixes once the limit is reached.

0 NOTE: Setting a path or prefix limit might result in unpredictable dynamic
routing protocol behavior.

You can also configure the following options for both the maximum-paths and
maximum-prefixes statements:

- log-interval—Specify the interval at which log messages are sent. This option generates
warning messages only (an advisory limit).

Specify the log-interval option to configure the minimum time interval between log
messages.
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« log-only—Generate warning messages only. No limit is placed on the number of paths
or prefixes stored in the routing tables.

- threshold—Generate warning messages after the specified percentage of the maximum
paths or prefixes has been reached.

Configuring Layer 3 VPNs to Carry IPv6 Traffic

You can configure IP version 6 (IPv6) between the PE and CE routers of a Layer 3 VPN.
The PE router must have the PE router to PE router BGP session configured with the
family inet6-vpn statement. The CE router must be capable of receiving IPv6 traffic. You
can configure BGP or static routes between the PE and CE routers.

The following sections explains how to configure IPv6 VPNs between the PE routers:

» Configuring IPv6 on the PE Router on page 46
« Configuring the Connection Between the PE and CE Routers on page 46

« Configuring IPv6 on the Interfaces on page 48

Configuring IPv6 on the PE Router

To configure IPv6 between the PE and CE routers, include the family inet6-vpn statement
in the configuration on the PE router:

family inet6-vpn {
(any | multicast | unicast) {
aggregate-label community community-name;
prefix-limit maximum prefix-limit;
rib-group rib-group-name;
1
1

For a list of hierarchy levels at which you can configure this statement, see the statement
summary section for this statement.

You also must include the ipv6-tunneling statement:
ipv6-tunneling;
You can include this statement at the following hierarchy levels:

« [edit protocols mpls]

« [edit logical-systems logical-system-name protocols mpls]

Configuring the Connection Between the PE and CE Routers

To support IPv6 routes, you must configure BGP, OSPF version 3, or static routes for the
connection between the PE and CE routers in the Layer 3 VPN. You can configure BGP
to handle just IPv6 routes or both IP version 4 (IPv4) and IPv6 routes.

For more information about IPv6, see the Junos OS Routing Protocols Configuration
Guide.
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The following sections explain how to configure BGP and static routes:

» Configuring BGP on the PE Router to Handle IPv6 Routes on page 47

« Configuring BGP on the PE Router for IPv4 and IPv6 Routes on page 47
« Configuring OSPF Version 3 on the PE Router on page 48

« Configuring Static Routes on the PE Router on page 48

Configuring BGP on the PE Router to Handle IPv6 Routes

To configure BGP in the Layer 3 VPN routing instance to handle IPv6 routes, include the
bgp statement:

bgp {
group group-name {
local-address IPv6-address;
family inet6 {
unicast;
1
peer-as as-number,
neighbor /IPv6-address;
1
}

You can include this statement at the following hierarchy levels:

« [edit routing-instances routing-instance-name protocols]

« [edit logical-systems logical-system-name routing-instances routing-instance-name
protocols]

Configuring BGP on the PE Router for IPv4 and IPv6 Routes

To configure BGP in the Layer 3 VPN routing instance to handle both IPv4 and IPv6 routes,
include the bgp statement:

bgp {
group group-name {
local-address IPv4-address;
family inet {
unicast;
}
family inet6 {
unicast;
}
peer-as as-number;
neighbor address;
1
1

You can include this statement at the following hierarchy levels:
« [edit routing-instances routing-instance-name protocols]

« [edit logical-systems logical-system-name routing-instances routing-instance-name
protocols]
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Configuring OSPF Version 3 on the PE Router

To configure OSPF version 3 in the Layer 3 VPN routing instance to handle IPv6 routes,
include the ospf3 statement:

ospf3 {
area area-id {
interface interface-name;
1
}

You can include this statement at the following hierarchy levels:

« [edit routing-instances routing-instance-name protocols]

« [edit logical-systems logical-system-name routing-instances routing-instance-name
protocols]

For complete configuration guidelines for this statement, see the Junos OS Routing
Protocols Configuration Guide.

Configuring Static Routes on the PE Router

To configure a static route to the CE router in the Layer 3 VPN routing instance, include
the routing-options statement:

routing-options {
rib routing-table.inet6.0 {
static {
defaults {
static-options;
1
}
1
}

You can include this statement at the following hierarchy levels:

« [edit routing-instances routing-instance-name]

- [edit logical-systems logical-system-name routing-instances routing-instance-name]

Configuring IPv6 on the Interfaces

You need to configure IPv6 on the PE router interfaces to the CE routers and on the CE
router interfaces to the PE routers.

To configure the interface to handle IPv6 routes, include the family inet6 statement:
family inet6 {

address ipv6-address;

}

You can include this statement at the following hierarchy levels:

« [edit interfaces interface-name unit unit-number]
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- [edit logical-systems logical-system-name interfaces interface-name unit unit-number]

If you have configured the Layer 3 VPN to handle both IPv4 and IPv6 routes, configure
the interface to handle both IPv4 and IPv6 routes by including the unit statement:

unit unit-number {
family inet {
address ipv4-address;
1
family inet6 {
address ipv6-address;
1
}

You can include this statement at the following hierarchy levels:

« [edit interfaces interface-name]

« [edit logical-systems logical-system-name interfaces interface-name]

Configuring EBGP Multihop Sessions Between PE and CE Routers in Layer 3 VPNs

You can configure an EBGP or IBGP multihop session between the PE and CE routers of
a Layer 3 VPN. This allows you to have one or more routers between the PE and CE
routers. Using IBGP between PE and CE routers does not require the configuration of any
additional statements. However, using EBGP between the PE and CE routers requires
the configuration of the multihop statement.

To configure an external BGP multihop session for the connection between the PE and
CE routers, include the multihop statement on the PE router. To help prevent routing
loops, you have to configure a time-to-live (TTL) value for the multihop session:

multihop ttl-value;

For the list of hierarchy levels at which you can configure this statement, see the summary
section for this statement.

Configuring Layer 3 VPNs to Carry IBGP Traffic

Anindependent AS domain is separate from the primary routing instance domain. An AS
is a set of routers that are under a single technical administration and that generally use
a single IGP and metrics to propagate routing information within the set of routers. An
AS appears to other ASs to have a single, coherent interior routing plan and presents a
consistent picture of what destinations are reachable through it.

Configuring an independent domain allows you to keep the AS paths of the independent
domain from being shared with the AS path and AS path attributes of other domains,
including the master routing instance domain.

If you are using BGP on the router, you must configure an AS number.
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When you configure BGP as the routing protocol between a PE router and a CE router in
aLayer 3 VPN, you typically configure external peering sessions between the Layer 3 VPN
service provider and the customer network ASs.

If the customer network has several sites advertising routes through an external BGP
session to the service provider network and if the same AS is used by all the customer
sites, the CE routers reject routes from the other CE routers. They detect a loop in the
BGP AS path attribute.

To prevent the CE routers from rejecting each other’s routes, you could configure the
following:

« PErouters advertising routes received from remote PE routers can remap the customer
network AS number to its own AS number.

« AS path loops can be configured.

« The customer network can be configured with different AS numbers at each site.

These types of configurations can work when there are no BGP routing exchanges between
the customer network and other networks. However, they do have limitations for customer
networks that use BGP internally for purposes other than carrying traffic between the
CE routers and the PE routers. When those routes are advertised outside the customer
network, the service provider ASs are present in the AS path.

To improve the transparency of Layer 3 VPN services for customer networks, you can
configure the routing instance for the Layer 3 VPN to isolate the customer’s network
attributes from the service provider’s network attributes.

When you include the independent-domain statement in the Layer 3 VPN routing instance
configuration, BGP attributes received from the customer network (from the CE router)
are stored in a BGP attribute (ATTRSET) that functions like a stack. When that route is
advertised from the remote PE router to the remote CE router, the original BGP attributes
are restored. This is the default behavior for BGP routes that are advertised to Layer 3
VPNs located in different domains.

This functionality is described in the Internet draft draft-marques-ppvpn-ibgp-version.txt,
RFC 2547bis Networks Using Internal BGP as PE-CE Protocol.

To allow a Layer 3 VPN to transport IBGP traffic, include the independent-domain
statement:

independent-domain;

You can include this statement at the following hierarchy levels:

« [edit routing-instances routing-instance-name routing-options autonomous-system
number]

« [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options autonomous-system number]
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0 NOTE: All PE routers participating in a Layer 3 VPN with the
independent-domain statement in its configuration must be running Junos
OS Release 6.3 or later.

The independent domain uses the transitive path attribute 128 (attribute set) to tunnel
the independent domain’s BGP attributes through the Internal BGP (IBGP) core. In Junos
OS Release 10.3 and later, if BGP receives attribute 128 and you have not configured an
independent domain in any routing instance, BGP treats the received attribute 128 as an
unknown attribute.

There is a limit of 16 ASs for each domain.

Related . Disabling Attribute Set Messages on Independent AS Domains for BGP Loop Detection
Documentation

Filtering Packets in Layer 3 VPNs Based on IP Headers

Including the vrf-table-label statement in the configuration for a routing instance makes
it possible to map the inner label to a specific VRF routing table; such mapping allows
the examination of the encapsulated IP header at an egress VPN router. You might want
to enable this functionality so that you can do either of the following:

. Forward traffic on a PE-router-to-CE-device interface, in a shared medium, where the
CE device is a Layer 2 switch without IP capabilities (for example, a metro Ethernet
switch).

The first lookup is done on the VPN label to determine which VRF table to refer to, and
the second lookup is done on the IP header to determine how to forward packets to
the correct end hosts on the shared medium.

. Perform egress filtering at the egress PE router.

The first lookup on the VPN label is done to determine which VRF routing table to refer
to, and the second lookup is done on the IP header to determine how to filter and
forward packets. You can enable this functionality by configuring output filters on the
VRF interfaces.

When you include the vrf-table-label statement in the configuration of a VRF routing
table, a label-switched interface (LSI) logical interface label is created and mapped
to the VRF routing table. Any routes in such a VRF routing table are advertised with the
LSI logical interface label allocated for the VRF routing table. When packets for this
VPN arrive on a core-facing interface, they are treated as if the enclosed IP packet
arrived on the LSl interface and are then forwarded and filtered based on the correct
table.

To filter traffic based on the IP header, include the vrf-table-label statement:

vrf-table-label;
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You can include the statement at the following hierarchy levels:

« [edit routing-instances routing-instance-name]

« [edit logical-systems logical-system-name routing-instances routing-instance-name]

You can include the vrf-table-label statement for both IPv4 and IPv6 Layer 3 VPNs. If
you include the statement for a dual-stack VRF routing table (where both IPv4 and IPv6
routes are supported), the statement applies to both the IPv4 and IPv6 routes and the
same label is advertised for both sets of routes.

The following sections provide more information about traffic filtering based on the IP
header:

« Egress Filtering Options on page 52

« Support on Aggregated and VLAN Interfaces for IP-Based Filtering on page 52

« Support on ATM and Frame Relay Interfaces for IP-Based Filtering on page 53

« Support on Ethernet, SONET/SDH, and T1/T3/E3 Interfaces for IP-Based
Filtering on page 54

« Support on SONET/SDH and DS3/E3 Channelized Enhanced Intelligent Queuing
Interfaces for IP-Based Filtering on page 54

« Support on Multilink PPP and Multilink Frame Relay Interfaces for IP-Based
Filtering on page 56

« Support for IP-Based Filtering of Packets with Null Top Labels on page 56

« General Limitations on IP-Based Filtering on page 57

Egress Filtering Options

You can enable egress filtering (which allows egress Layer 3 VPN PE routers to perform
lookups onthe VPN label and IP header at the same time) by including the vrf-table-label
statement at the [edit routing-instances instance-name] hierarchy level. There is no
restriction on including this statement for CE-router-to-PE-router interfaces, but there
are several limitations on other interface types, as described in subsequent sections in
this topic.

You can also enable egress filtering by configuring a VPN tunnel (VT) interface on routing
platforms equipped with a Tunnel Services Physical Interface Card (PIC). When you
enable egress filtering this way, there is no restriction on the type of core-facing interface
used. There is also no restriction on the type of CE-router-to-PE-router interface used.

Support on Aggregated and VLAN Interfaces for IP-Based Filtering

Support for the vrf-table-label statement over aggregated and VLAN interfaces is available
on the routers summarized in Table 3 on page 53.
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Table 3: Support for Aggregated and VLAN Interfaces

J Series

Router

g} M Series Router M Series Router

Switching | Without an with an M320 T Series
Interfaces Mode Enhanced FPC Enhanced FPC Router Router
Aggregated N/A No Yes Yes Yes
VLAN Yes No Yes Yes Yes

0 NOTE: The vrf-table-label statement is not supported for Aggregated Gigabit
Ethernet, 10-Gigabit Ethernet, and VLAN physical interfaces on M120 routers.

Support on ATM and Frame Relay Interfaces for IP-Based Filtering

Support for the vrf-table-label statement over Asynchronous Transfer Mode (ATM) and
Frame Relay interfaces is available on the routers summarized in Table 4 on page 53.

Table 4: Support for ATM and Frame Relay Interfaces

M Series Router M Series Router
J Series Without an with an M320 | T Series

Interfaces Router Enhanced FPC Enhanced FPC Router | Router
ATM1 N/A No No No No
ATMZ intelligent  N/A No Yes Yes Yes
queuing (1Q)

Frame Relay Yes No Yes Yes Yes
Channelized N/A No No No No

When you include the vrf-table-label statement, be aware of the following limitations
with ATM or Frame Relay interfaces:

. The vrf-table-label statement is supported on ATM interfaces, but with the following
limitations:

- ATM interfaces can be configured on the M320 router and the T Series routers, and
on M Series routers with an enhanced FPC.

- Theinterface can only be a PE router interface receiving traffic from a P router.

- The router must have an ATM2 IQ PIC.
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« Thevrf-table-label statementis also supported on Frame Relay encapsulated interfaces,
but with the following limitations:

- Frame Relay interfaces can be configured on the M320 router and the T Series routers,
and on M Series routers with an enhanced FPC.

- Theinterface can only be a PE router interface receiving traffic from a P router.

Support on Ethernet, SONET/SDH, and T1/T3/E3 Interfaces for IP-Based Filtering

Support for the vrf-table-label statement over Ethernet, SONET/SDH, and T1/T3/E3
interfaces is available on the routers summarized in Table 5 on page 54.

Table 5: Support for Ethernet, SONET/SDH, and T1/T3/E3 Interfaces

M Series Router M Series Router
J Series Without an with an T Series
Interfaces Router Enhanced FPC Enhanced FPC Router
Ethernet Yes Yes Yes Yes Yes
SONET/SDH N/A Yes Yes Yes Yes
TI/T3/E3 Yes Yes Yes Yes Yes

Only the following Ethernet PICs support the vrf-table-label statement on M Series routers
without an Enhanced FPC:

« 1-port Gigabit Ethernet
. 2-port Gigabit Ethernet
« 4-port Fast Ethernet

Support on SONET/SDH and DS3/E3 Channelized Enhanced Intelligent Queuing Interfaces for
IP-Based Filtering

Support for the vrf-table-label statement for the specified channelized IQE interfaces is
only available on M120 and M320 routers with Enhanced Il FPCs as summarized in Table
6 on page 54.

Table 6: Support for Channelized IQE Interfaces on M320 Routers with Enhanced lll FPCs

M120 Routers M320 Routers
Interfaces with Enhanced Il FPCs with Enhanced Il FPCs
0C12 Yes Yes
STM4 Yes Yes
OC3 Yes Yes
STMI Yes Yes
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Table 6: Support for Channelized IQE Interfaces on M320 Routers with Enhanced lli
FPCs (continued)

M120 Routers M320 Routers
Interfaces with Enhanced Ill FPCs with Enhanced Ill FPCs
DS3 Yes Yes
E3 Yes Yes

The following IQE Type-1PICs are supported:

« T-port OC12/STM4 IQE with SFP

o 4-port OC3/STM1 IQE with SFP

« 4-port DS3/E3 IQE with BNC

« 2-port Channelized OC3/S5TM1 IQE with SFP, with no SONET partitions
« 1-port Channelized OC12/STM4 IQE with SFP, with no SONET partitions

The following constraints are applicable with respect to a router configuration utilizing
logical systems:

« Multiport IQE PIC interfaces constraints—On multiport IQE PICs, such as the 2-port
Channelized OC3/STM1IQE with SFP, if the port 1interface is configured as one logical
system with its own routing-instance and the port 2 interface is configured as a different
logical system with its own routing instances such that there are core-facing logical
interfaces on both port 1and port 2, then you cannot configure the vrf-table-label
statement on routing-instance in both logical systems. Only one set of LSl labels are
supported; the last routing instance with the vrf-table-label statement configured is
committed.

« Frame Relay encapsulation and logical interfaces across logical systems
constraints—Similar to the multiport PIC with logical systems, if you try to configure
one logical interface of an IQE PIC with Frame Relay encapsulationin one logical system
and configure another logical interface on the same IQE PIC in the second logical
system, the configuration will not work for all the vrf-table-label statement configured
instances. It will only work for the instances configured in one of the logical systems.

Both the above constraints occur because the router configuration maintains one LSI
tree in the Packet Forwarding Engine per logical system, which is common across all
streams. The stream channel table lookup is then adjusted to point to the LSl tree. In the
case of multiport type-11QE PICs, all physical interfaces share the same stream. Therefore,
the logical interfaces (multiport or not) obviously share the same stream. Consequently,
the LSI binding is at the stream level. Hence, provisioning logical interfaces under the
same stream provisioned to be core-facing and supporting a different set of routing
instances with the vrf-table-label statement is not supported.
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Support on Multilink PPP and Multilink Frame Relay Interfaces for IP-Based Filtering

Support for the vrf-table-label statement over Multilink Point-to-Point Protocol (MLPPP)
and Multilink Frame Relay (MLFR) interfaces is available on the routers summarized in
Table 7 on page 56.

Table 7: Support for Multilink PPP and Multilink Frame Relay Interfaces

M Series Router M Series Router MX

J Series Without an with an T Series | Series

Interfaces Router Enhanced FPC Enhanced FPC Router Router
MLPPP Yes No Yes No No No
End-to-End Yes No Yes No No No

MLFR (FRF.15)

UNI/NNI MLFR Yes No No No No No
(FRF.16)

M Series routers must have an AS PIC to support the vrf-table-label statement over
MLPPP and MLFR interfaces. The vrf-table-label statement over MLPPP interfaces is not
supported on M120 routers.

Support for IP-Based Filtering of Packets with Null Top Labels

You can include the vrf-table-label statement in the configuration for core-facing
interfaces receiving MPLS packets with a null top label, which might be transmitted by
some vendors’ equipment. These packets can be received only on the M320 router, the
M10i router, and T Series Core routers using one of the following PICs:

- 1-port Gigabit Ethernet with SFP

. 2-port Gigabit Ethernet with SFP
« 4-port Gigabit Ethernet with SFP
« 10-port Gigabit Ethernet with SFP
« 1-port SONET STM4

o 4-port SONET STM4

« T-port SONET STM16

« T-port SONET STM16 (non-SFP)

o 4-port SONET STM16

« 1-port SONET STM64

The following PICs can receive packets with null top labels, but only when installed in
an M120 router or an M320 router with an Enhanced Il FPC:

« 1-port 10-Gigabit Ethernet
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« 1-port 10-Gigabit Ethernet 1Q2

General Limitations on IP-Based Filtering

The following limitations apply when you include the vrf-table-label statement:

« The time-to-live (TTL) value in the MPLS header is not copied back to the IP header
of packets sent from the PE router to the CE router.

« You cannotinclude the statementin arouting instance configuration that also includes
a virtual loopback tunnel interface; the commit operation fails in this case.

« You cannot include the statement in source class usage (SCU) or destination class
usage (DCU) configurations. For information about SCU and DCU configuration, see
the Junos® OS Network Interfaces.

« You can include the statement in the configuration for Multilink Frame Relay (MLFR
FRF.16) encapsulated PE-router-to-P-router interfaces only on J Series routers.

« When you include the statement, MPLS packets with label-switched interface (LSI)
labels that arrive on core-facing interfaces are not counted at the logical interface level
if the core-facing interface is any of the following:

- ATM

- Frame Relay
- Ethernet configured with VLANs
- Aggregated Ethernet configured with VLANs

« You cannot include the statement in the configuration of a VRF routing instance if the
PE-router-to-P-router interface is any of the following interfaces:

- Aggregated SONET/SDH interface

- Channelized interface

- Tunnel interface (for example, generic routing encapsulation [GRE] or IP Security
[IPsec])

- Circuit cross-connect (CCC) or translational cross-connect (TCC) encapsulated
interface

- Logical tunnel interface

- Virtual private LAN service (VPLS) encapsulated interface

0 NOTE: All CE-router-to-PE-router and PE-router-to-CE-router interfaces
are supported.

« You cannot include the vrf-table-label statement in the configuration of a VRF routing
instance if the PE-router-to-P-router PIC is one of the following PICs:
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- 10-port El
- 8-port Fast Ethernet

- 12-port Fast Ethernet
- 48-port Fast Ethernet

- ATM PIC other than the ATM2 IQ

Applying Custom MPLS EXP Classifiers to Routing Instances in Layer 3 VPNs

Whenyou include the vrf-table-label statement in the configuration for a routing instance
(as described in “Filtering Packets in Layer 3 VPNs Based on IP Headers” on page 51) but
do not explicitly apply a classifier to the routing instance, the default MPLS EXP classifier
is applied.

For PICs that areinstalled on Enhanced FPCs, you can apply a custom classifier to override
the default MPLS EXP classifier for the routing instance. For detailed instructions, see
the Junos OS Class of Service Configuration Guide. The following instructions serve as a
summary:

1. Filter traffic based on the IP header by including the vrf-table-label statement at the
[edit routing-instances routing-instance-name] hierarchy level:

[edit routing-instances routing-instance-name]
vrf-table-label;

2. Configure a custom MPLS EXP classifier by including the appropriate statements at
the [edit class-of-service] hierarchy level. For instructions, see the Junos OS Class of
Service Configuration Guide.

3. Configure the routing instance for CoS by including the routing-instances statement
at the [edit class-of-service] hierarchy level:

[edit class-of-service]
routing-instances routing-instance-name {
classifiers {
exp (classifier-name | default);
}
1

4. Configure the routing instance to use the custom MPLS EXP classifier by including
the classifiers statement at the [edit class-of-service routing-instances
routing-instance-name] hierarchy level:

[edit class-of-service routing-instances routing-instance-name]
classifiers {
exp classifier-name;

}

To display the MPLS EXP classifiers associated with all routing instances, issue the show
class-of-service routing-instances command.

58
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0 NOTE: The following caveats apply to custom MPLS EXP classifiers for
routing instances:

« An Enhanced FPC is required.

. Logical systems are not supported.

Load Balancing and IP Header Filtering for Layer 3 VPNs

You can now simultaneously enable both load balancing of traffic across both internal
and external BGP paths and filtering of traffic based on the IP header. This enables you
to configure filters and policers at the egress PE router for traffic that is simultaneously
being load-balanced across both internal and external BGP paths. This feature is available
only on the M120 router, M320 router, MX Series routers, and T Series routers.

To enable these features on a Layer 3 VPN routing instance, include the vpn-unequal-cost
equal-external-internal statement at the [edit routing-instances routing-instance-name
routing-options multipath] hierarchy level and the vrf-table-label statement at the [edit
routing-instances routing-instance-name] hierarchy level.

If you issue the show route detail commmand, you can discover whether or not a route is
being load-balanced (equal-external-internal) and what its interface index is.

If you have also configured fast reroute, please be aware of the following behavior:

. If an IBGP path goes down, it could be replaced by either an active EBGP path or an
active IBGP path.

. If an EBGP path goes down, it can only be replaced by another active EBGP path. This
prevents the forwarding of core-facing interface traffic to an IBGP destination.

0 NOTE: Youcaninclude the vpn-unequal-cost equal-external-internal statement
and the 13vpn statement at the [edit routing-options forwarding-options
chained-composite-next-hopingress] hierarchy level simultaneously. However,
if you do this, EBGP does not work. This means that when there are both
paths with chained nexthops and paths with nonchained nexthops as
candidates for EBGP equal-cost multipath (ECMP), the paths using chained
nexthops are excluded. In a typical case, the excluded paths are the internal
paths.

Example: Configuring Provider Edge Link Protection in Layer 3 VPNs

« Understanding Provider Edge Link Protection in Layer 3 VPNs on page 60
« Example: Configuring Provider Edge Link Protection in Layer 3 VPNs on page 61
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Understanding Provider Edge Link Protection in Layer 3 VPNs

In an MPLS service provider network, a customer can have dual-homed CE routers that
are connected to the service provider through different PE routers. This setup enables
load balancing of traffic in the service provider network. However, this can lead to
disruption in traffic if the link between a CE router and a PE router goes down. Hence, a
precomputed protection path should be configured such that if a link between a CE router
and a PE router goes down, the protection path (also known as the backup path) between
the CE router and an alternate PE router can be used.

To configure a path to be a protection path, use the protection statement at the [edit
routing-instances instance-name protocols bgp family inet unicast] hierarchy level:

routing-instances {
customer {
instance-type vrf;

protocols {

bgp {
type external;

family inet {
unicast {
protection;

}
1
family inet6 {
unicast {
protection;

The protection statement indicates that protection is required on prefixes received from
the particular neighbor or family. After protection is enabled for a given family, group, or
neighbor, protection entries are added for prefixes or next hops received from the given
peer.

0 NOTE: A protection path can be selected only if the best path has already
been installed by BGP in the forwarding table. This is because a protection
path cannot be used as the best path.

The protection path selection takes place based on the value of two state flags:

« The ProtectionPath flag indicates paths requesting protection.

« The ProtectionCand flag indicates the route entry that can be used as a protection
path.

60
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0 NOTE:

« Provider edge link protection is configured only for external peers.

« If provider edge link protection is configured with the equal-external-internal
multipath statement, multipath takes precedence over protection.

Example: Configuring Provider Edge Link Protection in Layer 3 VPNs

This example shows how to configure a provider edge protection path that can be used
in case of a link failure in an MPLS network.

« Requirements on page 61

« QOverview on page 61

« Configuration on page 62

« Verification on page 71

Requirements

This example uses the following hardware and software components:

« M Series Multiservice Edge Routers, MX Series 3D Universal Edge Routers, or T Series
Core Routers

« Junos OS Release 12.3 or later

Overview

The following example shows how to configure provider edge link protection in a Layer
3 VPN.

Topology

In this example, a Layer 3 VPN is set up by configuring three customer edge devices and
three service provider edge devices in four autonomous systems. The CE devices are
configured in AS 64496, AS 64498, and AS 64499. The PE devices are configured in AS
64497.

Figure 14 on page 62 shows the topology used in this example.
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Figure 14: Provider Edge Link Protection in a Layer 3 VPN
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The aim of this example is to protect the provider edge link between Routers PE2 and
CE2. Protection is configured on the backup link between Routers PE3 and CE2, such
that the traffic can be routed through this link when the PE2-CE2 link goes down.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

Router CE1 set interfaces ge-2/0/0 unit O description toPE1
set interfaces ge-2/0/0 unit O family inet address 10.1.1.1/30
set interfaces ge-2/0/0 unit O family inet6 address 2001:db8:0:1::/64 eui-64
set interfaces ge-2/0/0 unit O family mpls
set interfaces loO unit O family inet address 1.1.1.1/32
set interfaces loO unit O family inet6 address 2001:db8::1/128
set routing-options router-id 1.1.1.1
set routing-options autonomous-system 64496
set protocols bgp group toPE1 type external
set protocols bgp group toPE1 export send-direct
set protocols bgp group toPE1 peer-as 64497
set protocols bgp group toPE1 neighbor 10.1.1.2
set policy-options policy-statement send-direct from protocol direct
set policy-options policy-statement send-direct then accept

Router PE1 set interfaces ge-2/0/0 unit O description toCE1
set interfaces ge-2/0/0 unit O family inet address 10.1.1.2/30
set interfaces ge-2/0/0 unit O family inet6 address 2001:db8:0:1::/64 eui-64
set interfaces ge-2/0/0 unit O family mpls
set interfaces ge-2/0/1 unit O description toPE2
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set interfaces ge-2/0/1unit O family inet address 10.1.1.5/30

set interfaces ge-2/0/1 unit O family inet6 address 2001:db8:0:5::/64 eui-64
set interfaces ge-2/0/1 unit O family mpls

set interfaces ge-2/0/2 unit O description toPE3

set interfaces ge-2/0/2 unit O family inet address 10.1.1.9/30

set interfaces ge-2/0/2 unit O family inet6 address 2001:db8:0:9::/64 eui-64
set interfaces ge-2/0/2 unit 0 family mpls

set interfaces loO unit O family inet address 1.1.1.2/32

set interfaces loO unit O family inet6 address 2001:db8::2/128

set protocols mpls interface all

set protocols ldp interface all

set protocols ospf area 0.0.0.0 interface l00.0 passive

set protocols ospf area 0.0.0.0 interface ge-2/0/1.0 metric 10

set protocols ospf area 0.0.0.0 interface ge-2/0/2.0 metric 10

set protocols ospf3 area 0.0.0.0 interface l00.0 passive

set protocols ospf3 area 0.0.0.0 interface ge-2/0/1.0 metric 10

set protocols ospf3 area 0.0.0.0 interface ge-2/0/2.0 metric 10

set protocols bgp group tolnternal type internal

set protocols bgp group tolnternal family inet-vpn unicast

set protocols bgp group tolnternal family inet6-vpn unicast

set protocols bgp group tolnternal multipath

set protocols bgp group tolnternal local-address 1.1.1.2

set protocols bgp group tolnternal neighbor 1.1.1.3

set protocols bgp group tolnternal neighbor 1.1.1.4

set routing-options router-id 1.1.1.2

set routing-options autonomous-system 64497

set routing-options forwarding-table export b

set routing-instances radium instance-type vrf

set routing-instances radium interface ge-2/0/0.0

set routing-instances radium route-distinguisher 64497:1

set routing-instances radium vrf-target target:64497:1

set routing-instances radium protocols bgp group toCE1 type external
set routing-instances radium protocols bgp group toCE1 peer-as 64496
set routing-instances radium protocols bgp group toCE1 neighbor 10.1.1.1
set policy-options policy-statement lb then load-balance per-packet

Router PE2 set interfaces ge-2/0/0 unit O description toPE1
set interfaces ge-2/0/0 unit O family inet address 10.1.1.6/30
set interfaces ge-2/0/0 unit O family inet6 address 2001:db8:0:5::/64 eui-64
set interfaces ge-2/0/0 unit O family mpls
set interfaces ge-2/0/1 unit O description toP
set interfaces ge-2/0/1 unit O family inet address 10.1.1.13/30
set interfaces ge-2/0/1 unit O family inet6 address 2001:db8:0:13::/64 eui-64
set interfaces ge-2/0/1 unit O family mpls
set interfaces ge-2/0/2 unit O description toCE2
set interfaces ge-2/0/2 unit O family inet address 10.1.1.29/30
set interfaces ge-2/0/2 unit O family inet6 address 2001:db8:0:29::/64 eui-64
set interfaces ge-2/0/2 unit O family mpls
set interfaces loO unit O family inet address 1.1.1.3/32
set interfaces loO unit O family inet6 address 2001:db8::3/128
set protocols mpls interface all
set protocols ldp interface all
set protocols ospf area 0.0.0.0 interface l00.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/0/0.0 metric 10
set protocols ospf area 0.0.0.0 interface ge-2/0/1.0 metric 5
set protocols ospf3 area 0.0.0.0 interface l00.0 passive
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set protocols ospf3 area 0.0.0.0 interface ge-2/0/0.0 metric 10

set protocols ospf3 area 0.0.0.0 interface ge-2/0/1.0 metric 5

set protocols bgp group tolnternal type internal

set protocols bgp group tolnternal family inet-vpn unicast

set protocols bgp group tolnternal family inet6-vpn unicast

set protocols bgp group tolnternal multipath

set protocols bgp group tolnternal local-address 1.1.1.3

set protocols bgp group tointernal neighbor 1.1.1.2

set protocols bgp group tolnternal neighbor 1.1.1.4

set routing-options router-id 1.1.1.3

set routing-options autonomous-system 64497

set routing-options forwarding-table export b

set routing-instances radium instance-type vrf

set routing-instances radium interface ge-2/0/2.0

set routing-instances radium route-distinguisher 64497:1

set routing-instances radium vrf-target target:64497:1

set routing-instances radium protocols bgp group toCE2 type external
set routing-instances radium protocols bgp group toCE2 peer-as 64498
set routing-instances radium protocols bgp group toCE2 neighbor 10.1.1.30
set policy-options policy-statement lb then load-balance per-packet

Router PE3 set interfaces ge-2/0/0 unit O description toPE1
set interfaces ge-2/0/0 unit O family inet address 10.1.1.10/30
set interfaces ge-2/0/0 unit O family inet6 address 2001:db8:0:9::/64 eui-64
set interfaces ge-2/0/0 unit O family mpls
set interfaces ge-2/0/1unit O description toP
set interfaces ge-2/0/1 unit O family inet address 10.1.1.18/30
set interfaces ge-2/0/1 unit O family inet6 address 2001:db8:0:17::/64 eui-64
set interfaces ge-2/0/1 unit O family mpls
set interfaces ge-2/0/2 unit O description toCE2
set interfaces ge-2/0/2 unit O family inet address 10.1.1.25/30
set interfaces ge-2/0/2 unit O family inet6 address 2001:db8:0:25::/64 eui-64
set interfaces ge-2/0/2 unit O family mpls
set interfaces ge-2/0/3 unit O description toCE3
set interfaces ge-2/0/3 unit O family inet address 10.1.1.21/30
set interfaces ge-2/0/3 unit O family inet6 address 2001:db8:0:21::/64 eui-64
set interfaces ge-2/0/3 unit O family mpls
set interfaces loO unit O family inet address 1.1.1.4/32
set interfaces loO unit O family inet6 address 2001:db8::4/128
set protocols mpls interface all
set protocols ldp interface all
set protocols ospf area 0.0.0.0 interface l0o0.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/0/1.0 metric 5
set protocols ospf area 0.0.0.0 interface ge-2/0/0.0 metric 10
set protocols ospf3 area 0.0.0.0 interface l00.0 passive
set protocols ospf3 area 0.0.0.0 interface ge-2/0/1.0 metric 5
set protocols ospf3 area 0.0.0.0 interface ge-2/0/0.0 metric 10
set protocols bgp group tolnternal type internal
set protocols bgp group tolnternal family inet-vpn unicast
set protocols bgp group tolnternal family inet6-vpn unicast
set protocols bgp group tolnternal multipath
set protocols bgp group tolnternal local-address 1.1.1.4
set protocols bgp group tointernal neighbor 1.1.1.2
set protocols bgp group tolnternal neighbor 1.1.1.3
set routing-options router-id 1.1.1.4
set routing-options autonomous-system 64497
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set routing-options forwarding-table export lb

set routing-instances radium instance-type vrf

set routing-instances radium interface ge-2/0/2.0

set routing-instances radium interface ge-2/0/3.0

set routing-instances radium route-distinguisher 64497:1

set routing-instances radium vrf-target target:64497:1

set routing-instances radium protocols bgp group toCE2 type external

set routing-instances radium protocols bgp group toCE2 peer-as 64498

set routing-instances radium protocols bgp group toCE2 neighbor 10.1.1.26

set routing-instances radium protocols bgp group toCE2 family inet unicast protection
set routing-instances radium protocols bgp group toCE2 family inet6 unicast protection
set routing-instances radium protocols bgp group toCE3 type external

set routing-instances radium protocols bgp group toCE3 peer-as 64499

set routing-instances radium protocols bgp group toCE3 neighbor 10.1.1.22

set policy-options policy-statement b then load-balance per-packet

Router P set interfaces ge-2/0/0 unit O description toPE2
set interfaces ge-2/0/0 unit O family inet address 10.1.1.14/30
set interfaces ge-2/0/0 unit O family inet6 address 2001:db8:0:13::/64 eui-64
set interfaces ge-2/0/0 unit O family mpls
set interfaces ge-2/0/1 unit O description toPE3
set interfaces ge-2/0/1 unit O family inet address 10.1.1.17/30
set interfaces ge-2/0/1 unit O family inet6 address 2001:db8:0:17::/64 eui-64
set interfaces ge-2/0/1unit O family mpls
set interfaces loO unit O family inet address 1.1.1.5/32
set interfaces loO unit O family inet6 address 2001:db8::5/128
set routing-options router-id 1.1.1.5
set routing-options autonomous-system 64497
set protocols mpls interface all
set protocols ldp interface all
set protocols ospf area 0.0.0.0 interface l00.0 passive
set protocols ospf area 0.0.0.0 interface ge-2/0/0.0 metric 5
set protocols ospf area 0.0.0.0 interface ge-2/0/1.0 metric 5
set protocols ospf3 area 0.0.0.0 interface l00.0 passive
set protocols ospf3 area 0.0.0.0 interface ge-2/0/0.0 metric 5
set protocols ospf3 area 0.0.0.0 interface ge-2/0/1.0 metric 5

Router CE2 set interfaces ge-2/0/0 unit O description toPE2
set interfaces ge-2/0/0 unit O family inet address 10.1.1.30/30
set interfaces ge-2/0/0 unit O family inet6 address 2001:db8:0:29::/64 eui-64
set interfaces ge-2/0/0 unit O family mpls
set interfaces ge-2/0/1unit O description toPE3
set interfaces ge-2/0/1 unit O family inet address 10.1.1.26/30
set interfaces ge-2/0/1 unit O family inet6 address 2001:db8:0:25::/64 eui-64
set interfaces ge-2/0/1 unit O family mpls
set interfaces loO unit O family inet address 1.1.1.6/32
set interfaces loO unit O family inet6 address 2001:db8::6/128
set routing-options router-id 1.1.1.6
set routing-options autonomous-system 64498
set protocols bgp group toAS2 type external
set protocols bgp group toAS2 export send-direct
set protocols bgp group toAS2 peer-as 64497
set protocols bgp group toAS2 neighbor 10.1.1.25
set protocols bgp group toAS2 neighbor 10.1.1.29
set policy-options policy-statement send-direct from protocol direct
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Router CE3

Step-by-Step
Procedure

set policy-options policy-statement send-direct then accept

set interfaces ge-2/0/0 unit O description toPE3

set interfaces ge-2/0/0 unit O family inet address 10.1.1.22/30

set interfaces ge-2/0/0 unit O family inet6 address 2001:db8:0:21::/64 eui-64
set interfaces ge-2/0/0 unit O family mpls

set interfaces loO unit O family inet address 1.1.1.7/32

set interfaces loO unit O family inet6 address 2001:db8::7/128

set routing-options router-id 1.1.1.7

set routing-options autonomous-system 64499

set protocols bgp group toPE3 type external

set protocols bgp group toPE3 export send-direct

set protocols bgp group toPE3 peer-as 64497

set protocols bgp group toPE3 neighbor 10.1.1.21

set policy-options policy-statement send-direct from protocol direct
set policy-options policy-statement send-direct then accept

Configuring Provider Edge Link Protection in Layer 3 VPNs

The following example requires that you navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure provider edge link protection:

1. Configure the router interfaces.

[edit interfaces]

user@PE3# set interfaces ge-2/0/0 unit O description toPE]1

user@PE3# set interfaces ge-2/0/0 unit O family inet address 10.1.1.10/30

user@PE3# set interfaces ge-2/0/0 unit O family inet6 address 2001:db8:0:9::/64
evi-64

user@PE3# set interfaces ge-2/0/0 unit O family mpls

user@PE3# set interfaces ge-2/0/1 unit O description toP

user@PE3# set interfaces ge-2/0/1 unit O family inet address 10.1.1.18/30

user@PE3# set interfaces ge-2/0/1 unit O family inet6 address 2001:db8:0:17::/64
eui-64

user@PE3# set interfaces ge-2/0/1 unit O family mpls

user@PE3# set interfaces ge-2/0/2 unit O description toCE2

user@PE3# set interfaces ge-2/0/2 unit O family inet address 10.1.1.25/30

user@PE3# set interfaces ge-2/0/2 unit O family inet6 address 12001:db8:0:25::/64
eui-64

user@PE3# set interfaces ge-2/0/2 unit O family mpls

user@PE3# set interfaces ge-2/0/3 unit O description toCE3

user@PE3# set interfaces ge-2/0/3 unit O family inet address 10.1.1.21/30

user@PE3# set interfaces ge-2/0/3 unit O family inet6 address 2001:db8:0:21::/64
eui-64

user@PE3# set interfaces ge-2/0/3 unit O family mpls

user@PE3# set interfaces loO unit O family inet address 1.1.1.4/32
user@PE3# set interfaces loO unit O family inet6 address 2001:db8::4/128

Similarly, configure the interfaces on all other routers.

2. Configure the router ID and autonomous system (AS) number.
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[edit routing-options]
user@PE3# set router-id 1.1.1.4
user@PE3# set autonomous-system 64497

Similarly, configure the router ID and AS number for all other routers. In this example,
the router ID is chosen to be identical to the loopback address configured on the
router.

3. Configure MPLS and LDP on all interfaces of Router PE3.

[edit protocols]
user@PE3# set mpls interface all
user@PE3# set ldp interface all

Similarly, configure other PE routers.
4. Configure an IGP on the core-facing interfaces of Router PE3.

[edit protocols ospf area 0.0.0.0]

user@PE3# set interface l00.0 passive
user@PE3# set interface ge-2/0/1.0 metric 5
user@PE3# set interface ge-2/0/0.0 metric 10

[edit protocols ospf3 area 0.0.0.0]
user@PE3# set interface l00.0 passive
user@PE3# set interface ge-2/0/1.0 metric 5
user@PE3# set interface ge-2/0/0.0 metric 10

Similarly, configure other PE routers.

5.  Configure a policy that exports the routes from the routing table into the forwarding
table on Router PE3.

[edit policy-options]
user@PE3# set policy-statement lb then load-balance per-packet

[edit routing-options]
user@PE3# set forwarding-table export b

Similarly, configure other PE routers.

6. Configure BGP on Router CE2, and include a policy for exporting routes to and from
the service provider network.

[edit policy-options]
user@CE2# set policy-statement send-direct from protocol direct
user@CE2# set policy-statement send-direct then accept

[edit protocols bgp group toAS2]
user@CE2# set type external
user@CE2# set export send-direct
user@CE2# set peer-as 64497
user@CE2# set neighbor 10.1.1.25
user@CE2# set neighbor 10.1.1.29

Similarly, configure other CE routers.
7. Configure BGP on Router PE3 for routing within the provider core.

[edit protocols bgp group tolnternal]
user@PE3# set type internal
user@PE3# set family inet-vpn unicast
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user@PE3# set family inet6-vpn unicast
user@PE3# set multipath

user@PE3# set local-address 1.1.1.4
user@PE3# set neighbor 1.1.1.2
user@PE3# set neighbor 1.1.1.3

Similarly, configure other PE routers.
8. Configure the Layer 3 VPN routing instance on Router PE3.

[set routing-instances radium]

user@PE3# set instance-type vrf
user@PE3# set interface ge-2/0/2.0
user@PE3# set interface ge-2/0/3.0
user@PE3# set route-distinguisher 64497:1
user@PE3# set vrf-target target:64497:1

[edit routing-instances radium protocols bgp group toCE2]
user@PE3# set type external

user@PE3# set peer-as 64498

user@PE3# set neighbor 10.1.1.26

[edit routing-instances radium protocols bgp group toCE3]
user@PE3# set type external

user@PE3# set peer-as 64499

user@PE3# set neighbor 10.1.1.22

Similarly, configure other PE routers.
9.  Configure provider edge link protection on the link between Routers PE3 and CE2.

[edit routing-instances radium protocols bgp group toCE2]
user@PE3# set family inet unicast protection
user@PE3# set family inet6 unicast protection

From configuration mode, confirm your configuration by entering the show interfaces,
show routing-options, show policy-options, show protocols , and show routing-instances
commands.

If the output does not display the intended configuration, repeat the instructions in this
example to correct the configuration.

user@PE3# show interfaces
ge-2/0/0 {
unit 0 {
description toPE1;
family inet {
address 10.1.1.10/30;
¥
family inet6 {
address 2001:db8:0:9::/64 {

eui-64;
}
}
family mpls;
T
¥
ge-2/0/1 {
unit 0 {
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description toP;
family inet {
address 10.1.1.18/30;
}
family inet6 {
address 2001:db8:0:17::/64 {

eui-64;
¥
¥
family mpls;
3
b
ge-2/0/2 {
unit 0 {
description toCE2;
family inet {
address 10.1.1.25/30;
}
family inet6 {
address 2001:db8:0:25::/64 {
eui-64;
¥
¥
family mpls;
3
b
ge-2/0/3 {
unit 0 {
description toCE3;
family inet {
address 10.1.1.21/30;
}
family inet6 {
address 2001:db8:0:21::/64 {
eui-64;
¥
¥
family mpls;
¥
b
100 {
unit 0 {
family inet {
address 1.1.1.4/32;
¥
family inet6 {
address 2001:db8::4/128;
¥
¥
b

user@PE3# show routing-options
router-id 1.1.1.4;
autonomous-system 64497;
forwarding-table {

export Ib;
T
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user@PE3# show policy-options
policy-statement Ib {
then {
load-balance per-packet;
¥
¥

user@PE3# show protocols
mpls {
interface all;
b
bgp {
group tolnternal {
type internal;
local-address 1.1.1.4;
family inet-vpn {
unicast;
}
family inet6-vpn {
unicast;
}
multipath;
neighbor 1.1.1.
neighbor 1.1.1.

2;
3:

3
}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;

-

nterface ge-2/0/71.0 {
metric 5;

-

nterface ge-2/0/0.0 {
metric 10;
}
¥
3
ospf3 {
area 0.0.0.0 {
interface 100.0 {
passive;

-

nterface ge-2/0/1.0 {
metric 5;

-

nterface ge-2/0/0.0 {
metric 10;
}
3
3
Idp {
interface all;

}

user@PE3# show routing-instances
radium {
instance-type vrf;
interface ge-2/0/2.0;
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interface ge-2/0/3.0;
route-distinguisher 64497:1;
vrf-target target:64497:1;
protocols {
bgp {
group toCE2 {
type external;
family inet {

unicast {
protection;
T
}
Ffamily inet6 {
unicast {
protection;
}
b

peer-as 64498;
neighbor 10.1.1.26;

¥

group toCE3 {
type external;
peer-as 64499;
neighbor 10.1.1.22;

}

Run these commands on all other routers to confirm the configurations. If you are done
configuring the routers, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

« Verifying BGP on page 71
« Verifying Provider Edge Link Protection on page 73
Verifying BGP

Purpose Verify that BGP is functional in the Layer 3 VPN.

Action From operational mode on Router PE3, run the show route protocol bgp command.

user@PE3> show route protocol bgp
inet.0: 11 destinations, 11 routes (11 active, O holddown, O hidden)

inet.3: 3 destinations, 3 routes (3 active, 0 holddown, O hidden)

radium_inet._0: 9 destinations, 14 routes (9 active, 0 holddown, O hidden)
@ = Routing Use Only, # = Forwarding Use Only
+ = Active Route, - = Last Active, * = Both

1.1.1.1/32 *[BGP/170] 00:09:15, localpref 100, from 1.1.1.2
AS path: 64496 1, validation-state: unverified
> to 10.1.1.9 via ge-2/0/0.0, Push 299792
1.1.1.6/32 @[BGP/170] 00:09:40, localpref 100
AS path: 64498 1, validation-state: unverified
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Meaning

> to 10.1.1.26 via ge-2/0/2.0
[BGP/170] 00:09:07, localpref 100, from 1.1.1.3
AS path: 64498 1, validation-state: unverified
> to 10.1.1.17 via ge-2/0/1.0, Push 299792, Push 299776(top)
1.1.1.7/32 *[BGP/170] 00:09:26, localpref 100
AS path: 64499 1, validation-state: unverified
> to 10.1.1.22 via ge-2/0/3.0
10.1.1.0/30 *[BGP/170] 00:09:15, localpref 100, from 1.1.1.2
AS path: I, validation-state: unverified
> to 10.1.1.9 via ge-2/0/0.0, Push 299792
10.1.1.20/30 [BGP/170] 00:09:26, localpref 100
AS path: 64499 1, validation-state: unverified
> to 10.1.1.22 via ge-2/0/3.0
10.1.1.24/30 [BGP/170] 00:09:40, localpref 100
AS path: 64498 I, validation-state: unverified
> to 10.1.1.26 via ge-2/0/2.0
10.1.1.28/30 *[BGP/170] 00:09:07, localpref 100, from 1.1.1.3
AS path: I, validation-state: unverified
> to 10.1.1.17 via ge-2/0/1.0, Push 299792, Push 299776(top)

[BGP/170] 00:09:40, localpref 100
AS path: 64498 1, validation-state: unverified
> to 10.1.1.26 via ge-2/0/2.0

mpls.0: 11 destinations, 11 routes (11 active, 0 holddown, O hidden)

bgp.13vpn.0: 4 destinations, 4 routes (4 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

64497:1:1.1.1.1/32
*[BGP/170] 00:09:15, localpref 100, from 1.1.1.2
AS path: 64496 1, validation-state: unverified
> to 10.1.1.9 via ge-2/0/0.0, Push 299792
64497:1:1.1.1.6/32
*[BGP/170] 00:09:07, localpref 100, from 1.1.1.3
AS path: 64498 1, validation-state: unverified
> to 10.1.1.17 via ge-2/0/1.0, Push 299792, Push 299776(top)
64497:1:10.1.1.0/30
*[BGP/170] 00:09:15, localpref 100, from 1.1.1.2
AS path: 1, validation-state: unverified
> to 10.1.1.9 via ge-2/0/0.0, Push 299792
64497:1:10.1.1.28/30
*[BGP/170] 00:09:07, localpref 100, from 1.1.1.3
AS path: 1, validation-state: unverified
> to 10.1.1.17 via ge-2/0/1.0, Push 299792, Push 299776(top)

inet6.0: 12 destinations, 13 routes (12 active, 0 holddown, O hidden)
radium.inet6.0: 7 destinations, 8 routes (7 active, 0 holddown, O hidden)

The output shows all the BGP routes in the routing table of Router PE3. This indicates
that BGP is functioning as required.

Similarly, run this command on other routers to check if BGP is operational.

BGP is functional in the Layer 3 VPN.
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Verifying Provider Edge Link Protection
Purpose \Verify that the provider edge link between Routers PE2 and CE2 is protected.

Action To verify that provider edge link protection is configured correctly:

1. Confirm that a route on Router CE2 is advertised to Router PE3, directly and through
Router PE2.

If the route is advertised correctly, you will see multiple paths for the route.

From operational mode on Router PE3, run the show route destination-prefix command.

user@PE3> show route 1.1.1.6

radium.inet.0: 9 destinations, 14 routes (9 active, 0 holddown, O hidden)
@ = Routing Use Only, # = Forwarding Use Only

+ = Active Route, - = Last Active, * = Both

1.1.1.6/32 @[BGP/170] 02:55:36, localpref 100
AS path: 64498 1, validation-state: unverified
> to 10.1.1.26 via ge-2/0/2.0
[BGP/170] 00:10:13, localpref 100, from 1.1.1.3
AS path: 64498 1, validation-state: unverified
> to 10.1.1.17 via ge-2/0/1.0, Push 299840, Push 299776 (top)

#[Multipath/255] 00:10:13
>t010.1.1.26 via ge-2/0/2.0
to10.1.1.17 via ge-2/0/1.0, Push 299840, Push 299776(top)

The output verifies the presence of multiple paths from Router PE3 to the destination
route, 1.1.1.6, on Router CE2. The first path is directly through the PE3-CE2 link
(10.1.1.26). The second path is through the provider core and PE2 (10.1.1.17).

2. Verify that the protection path is correctly configured by confirming that the weight
for the active path being protected is Ox1, and the weight for the protection candidate
path is 0x4000.

From operational mode on Router PE3, run the show route destination-prefix extensive
command.

user@PE3> show route 1.1.1.6 extensive
radium.inet.0: 9 destinations, 14 routes (9 active, 0 holddown, O hidden)
1.1.1.6/32 (3 entries, 2 announced)
State: <CalcForwarding>
TSI:
KRT in-kernel 1.1.1.6/32 -> {list:10.1.1.26, indirect(1048584)}
Page O idx 1 Type 1 val 9229c38
Nexthop: Self
AS path: [64497] 64498 1
Communities:
Page 0 idx 2 Type 1 val 9229cc4
Flags: Nexthop Change
Nexthop: Self
Localpref: 100
AS path: [64497] 64498 1
Communities: target:64497:1
Path 1.1.1.6 from 10.1.1.26 Vector len 4. Val: 1 2
@BGP Preference: 170/-101
Next hop type: Router, Next hop index: 994
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Address: 0x9240a74
Next-hop reference count: 5
Source: 10.1.1.26
Next hop:10.1.1.26 via ge-2/0/2.0, selected
Session Id: 0x200001
State: <Active Ext ProtectionPath ProtectionCand>
Peer AS: 64498
Age: 2:55:54
Validation State: unverified
Task: BGP_64498.10.1.1.26+52214
Announcement bits (1): 2-BGP_RT_Background
AS path: 64498 1
Accepted
Localpref: 100
Router ID: 1.1.1.6
BGP Preference: 170/-101
Route Distinguisher: 64497:1
Next hop type: Indirect
Address: 0x92413a8
Next-hop reference count: 6
Source: 1.1.1.3
Next hop type: Router, Next hop index: 1322
Next hop:10.1.1.17 via ge-2/0/1.0, selected
Label operation: Push 299840, Push 299776(top)
Label TTL action: prop-ttl, prop-ttl(top)
Session Id: 0x200005
Protocol next hop: 1.1.1.3
Push 299840
Indirect next hop: 94100ec 1048584 INH Session ID: 0x20000b
State: <Secondary NotBest Int Ext ProtectionCand>
Inactive reason: Not Best in its group - Interior > Exterior > Exterior via
Interior
Local AS: 64497 Peer AS: 64497
Age: 10:31 Metric2: 1
Validation State: unverified
Task: BGP_64497.1.1.1.3+179
Local AS: 64497 Peer AS: 64497
Age: 10:31 Metric2: 1
Validation State: unverified
Task: BGP_64497.1.1.1.3+179
AS path: 64498 1
Communities: target:64497:1
Import Accepted
VPN Label: 299840
Localpref: 100
Router ID: 1.1.1.3
Primary Routing Table bgp.13vpn.0
Indirect next hops: 1
Protocol next hop: 1.1.1.3 Metric: 1
Push 299840
Indirect next hop: 94100ec 1048584 INH Session ID:
0x20000b
Indirect path forwarding next hops: 1
Next hop type: Router
Next hop: 10.1.1.17 via ge-2/0/1.0
Session Id: 0x200005
1.1.1.3/32 Originating RIB: inet.3
Metric: 1 Node path count: 1
Forwarding nexthops: 1
Nexthop:10.1.1.17 via ge-2/0/1.0
#Multipath Preference: 255
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Next hop type: List, Next hop index: 1048585
Address: 0x944c154
Next-hop reference count: 2
Next hop: ELNH Address 0x9240a74 weight Ox1, selected
equal-external-internal-type external

Next hop type: Router, Next hop index: 994

Address: 0x9240a74

Next-hop reference count: 5

Next hop:10.1.1.26 via ge-2/0/2.0
Next hop: ELNH Address 0x92413a8 weight 0x4000
equal-external-internal-type internal

Next hop type: Indirect

Address: 0x92413a8

Next-hop reference count: 6

Protocol next hop: 1.1.1.3

Push 299840

Indirect next hop: 94100ec 1048584 INH Session ID: 0x20000b

Next hop type: Router, Next hop index: 1322
Address: 0x9241310
Next-hop reference count: 4
Next hop: 10.1.1.17 via ge-2/0/1.0
Label operation: Push 299840, Push 299776(top)
Label TTL action: prop-ttl, prop-ttl(top)
State: <ForwardingOnly Int Ext>
Inactive reason: Forwarding use only
Age: 10:31
Validation State: unverified
Task: RT
Announcement bits (1): O0-KRT
AS path: 64498 1

The output shows that the weight (0x4000) assigned to the PE3-CE2 pathis greater
than the weight (0x1) assigned to the PE2-CE2 path. This confirms that the PE2-CE2
path is protected by the PE3-CE2 path.

Meaning The provider edge link between Routers PE2 and CE2 is protected.

Configuring a Label Allocation and Substitution Policy for VPNs

You can control label-advertisements on MPLS ingress and AS border routers (ASBRs).
Labels can be assigned on a per—next-hop (by default) or on a per-table basis (by
configuring the vrf-table-label statement). This choice affects all routes of a given routing
instance. You can also configure a policy to generate labels on a per-route basis by
specifying a label allocation policy.

To specify a label allocation policy for the routing instance, configure the label statement
and specify a label allocation policy using the allocation option:

label {
allocation label-allocation-policy;

}

You can configure this statement at the following hierarchy levels:

« [edit routing-instances routing-instance-name routing-options]
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« [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options]

To configure the label allocation policy, include the label-allocation statement at the
[edit policy-options policy-statement policy-statement-name term term-name then]
hierarchy level. You can configure the label allocation mode as either per-nexthop or
per-table.

Fora VPN option B ASBR, labels for transit routes are substituted for a local virtual tunnel
label or vrf-table-label label. When a VRF table is configured on the ASBR (this type of
configuration is uncommon for the option B model), the ASBR does not generate MPLS
swap or swap and push state for transit routes. Instead, the ASBR re-advertises a local
virtual-tunnel or vrf-table-label label and forwards that transit traffic based on IP
forwarding tables. The label substitution helps to conserve labels on Juniper Networks
routers.

However, this type of label substitution effectively breaks the MPLS forwarding path,
which becomes visible when using an MPLS OAM command such as LSP ping. You can
configure the way in which labels are substituted on a per-route basis by specifying a
label substitution policy.

To specify a label substitution policy for the routing instance, configure the label statement
and specify a label substitution policy using the substitution option:

label {
substitution label-substitution-policy;

}

You can configure this statement at the following hierarchy levels:

« [edit routing-instances routing-instance-name routing-options]

« [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options]

The label substitution policy is used to determine whether or not a label should be
substituted on an ASBR router. The results of the policy operation are either accept (label
substitution is performed) or reject (label substitution is not performed). The default
behavior is accept. The following set command example illustrates how you can configure
areject label substitution policy: set policy-options policy-statement no-label-substitution
term default then reject.

Configuring Logical Units on the Loopback Interface for Routing Instances in Layer 3

VPNs
For Layer 3 VPNs (VRF routing instances), you can configure a logical unit on the loopback
interface into each VRF routing instance that you have configured on the router.
Associating a VRF routing instance with a logical unit on the loopback interface allows
you to easily identify the VRF routing instance.
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Doing this is useful for troubleshooting:

« It allows you to ping a remote CE router from a local PE router in a Layer 3 VPN. For
more information, see “Example: Troubleshooting Layer 3 VPNs” on page 476.

« It ensures that a path maximum transmission unit (MTU) check on traffic originating
on a VRF or virtual-router routing instance functions properly. For more information,
see Configuring Path MTU Checks for VPNs.

You can also configure a firewall filter for the logical unit on the loopback interface; this
configuration allows you to filter traffic for the VRF routing instance associated with it.

The following describes how firewall filters affect the VRF routing instance depending
on whether they are configured on the default loopback interface, the VRF routing
instance, or some combination of the two. The “default loopback interface” refers to
l00.0 (associated with the default routing table), and the “VRF loopback interface” refers
to lo0.n, which is configured in the VRF routing instance.

« If you configure Filter A on the default loopback interface and Filter B on the VRF
loopback interface, the VRF routing instance uses Filter B.

« If you configure Filter A on the default loopback interface but do not configure a filter
on the VRF loopback interface, the VRF routing instance does not use a filter.

« If you configure Filter A on the default loopback interface but do not even configure a
VRF loopback interface, the VRF routing instance uses Filter A.

To configure a logical unit on the loopback interface, include the unit statement:

unit number {
family inet {
address address;
1
1

You can include this statement at the following hierarchy levels:

« [edit interfaces lo0]

« [edit logical-systems logical-system-name interfaces lo0]

To associate a firewall filter with the logical unit on the loopback interface, include the
filter statement:

filter {
input filter-name;

}

You can include this statement at the following hierarchy levels:

« [edit interfaces lo0 unit unit-number family inet]

« [edit logical-systems logical-system-name interfaces loO unit unit-number family inet]

To include the lo0.n interface (where n specifies the logical unit) in the configuration for
the VRF routing instance, include the following statement:
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interface loO.n;

You can include this statement at the following hierarchy levels:

« [edit routing-instances routing-instance-name]

« [edit logical-systems logical-system-name routing-instances routing-instance-name]

For more information about how to configure firewall filters, see the Routing Policy
Configuration Guide.

Configuring Multicast Layer 3 VPNs

You can configure two types of multicast Layer 3 VPNs using the Junos OS:

. Draft Rosen multicast VPNs—Draft Rosen multicast VPNs are described in RFC 4364,
BGP/MPLS IP Virtual Private Networks (VPNs) and based on Section Two of the IETF
Internet draft draft-rosen-vpn-mcast-06.txt, Multicast in MPLS/BGP VPNs (expired
April 2004).

« Next generation multicast VPNs—Next generation multicast VPNs are described in
Internet drafts draft-ietf-I3vpn-2547bis-mcast-bgp-03.txt, BGP Encodings for Multicast
in MPLS/BGP IP VPNs and draft-ietf-13vpn-2547bis-mcast-02.txt, Multicast in
MPLS/BGP IP VPNs.

This section describes how to configure draft Rosen multicast VPNs. This information is
provided to you in case you already have dual PIM multicast VPNs configured on your
network. For information about BGP MPLS multicast VPNs (also known as next generation
multicast VPNs), see MBGP Multicast VPN Sites.

e NOTE: Draft-rosen multicast VPNs are not supported in a logical system
environment even though the configuration statements can be configured
under the logical-systems hierarchy.

You can configure a Layer 3 VPN to support multicast traffic using the Protocol
Independent Multicast (PIM) routing protocol. To support multicast, you need to configure
PIM on routers within the VPN and within the service provider’s network.

Each PE router configured to run multicast over Layer 3 VPNs must have a Tunnel Services
PIC. A Tunnel Services PIC is also required on the P routers that act as rendezvous points
(RPs). Tunnel Services PICs are also needed on all the CE routers acting as designated
routers (first-hop/last-hop routers) or as RPs, just as they are in non-VPN PIM
environments.

Configure the master PIM instance at the [edit protocols pim] hierarchy level on the CE
and PE routers. This master PIM instance configuration on the PE router should match
the configuration on the service providers core routers.

You also need to configure a PIM instance for the Layer 3 VPN at the [edit routing-instances
routing-instance-name protocols pim] hierarchy level on the PE router. This creates a PIM
instance for the indicated routing instance. The configuration of the PIM instance on the
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PE router should match the PIM instance configured on the CE router the PE router is
connected to.

For information about how to configure PIM, see the Multicast Protocols Configuration
Guide.

Include the vpn-apply-export statement to configure the group address designated for
the VPN in the service provider’s network. This address must be unique for each VPN and
configured on the VRF routing instance of all PE routers connecting to the same VPN. It
ensures that multicast traffic is transmitted only to the specified VPN.

Include the vpn-apply-export statement:

vpn-apply-export address;
For a list of hierarchy levels at which you can configure this statement, see the statement
summary section for this statement.

You can include this statement at the following hierarchy levels:

« [edit routing-instances routing-instance-name protocols pim]

« [edit logical-systems logical-system-name routing-instances routing-instance-name
protocols pim]

The rest of the Layer 3 VPN configuration for multicast is conventional and is described
in other sections of this manual. Most of the specific configuration tasks needed to
activate multicast in a VPN environment involve PIM. For more information about how
to configure PIM and multicast in Junos, including an example of how to configure
multicast over Layer 3 VPNSs, see the Multicast Protocols Configuration Guide.

Configuring Packet Forwarding for Layer 3 VPNs

You can configure the router to support packet forwarding for IPv4 traffic in Layer 2 and
Layer 3 VPNs. Packet forwarding is handled in one of the following ways, depending on
the type of helper service configured:

« BOOTP service—Clients send Bootstrap Protocol (BOOTP) requests through the router
configured with BOOTP service to a server in the specified routing instance. The server
recognizes the client address and sends a response back to the router configured with
BOOTP service. This router forwards the reply to the correct client address in the
specified routing instance.

« Other services—Clients send requests through the router configured with the service
to a server in the specified routing instance. The server recognizes the client address
and sends a response to the correct client address in the specified routing instance.

To enable packet forwarding for VPNSs, include the helpers statement:

helpers {
service {
description description-of-service;
server {
address address {
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routing-instance routing-instance-names;
1
1

interface interface-name {
description description-of-interface;
no-listen;
server {
address address {
routing-instance routing-instance-names;

You can include this statement at the following hierarchy levels:
« [edit forwarding-options]
« [edit logical-systems logical-system-name forwarding-options]

« [edit routing-instances routing-instance-name forwarding-options]

e NOTE: You can enable packet forwarding for multiple VPNs. However, the
client and server must be within the same VPN. Any Juniper Networks
routing platforms with packet forwarding enabled along the path between
the client and server must also reside within the same VPN.

The address and routing instance together constitute a unique server. This has implications
for routers configured with BOOTP service, which can accept multiple servers.

For example, a BOOTP service can be configured as follows:

[edit forwarding-options helpers bootp]
server address 10.2.3.4 routing-instance [instance-A instance-B];

Even though the addresses are identical, the routing instances are different. A packet
coming in for BOOTP service on instance-A is forwarded to 10.2.3.4 in the instance-A
routing instance, while a packet coming in on instance-B is forwarded in the instance-B
routing instance. Other services can only accept a single server, so this configuration does
not apply in those cases.

For more information about the statements configured at the [edit forwarding-options]
hierarchy level, see the Routing Policy Configuration Guide.

Configuring GRE Tunnels for Layer 3 VPNs

Junos OS allows you to configure a generic routing encapsulation (GRE) tunnel between
the PE and CE routers for a Layer 3 VPN. The GRE tunnel can have one or more hops. You
can configure the tunnel from the PE router to a local CE router (as shown in Figure 15
on page 81) or to a remote CE router (as shown in Figure 16 on page 81).
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Figure 15: GRE Tunnel Configured Between the Local CE Router and the
PE Router
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Figure 16: GRE Tunnel Configured Between the Remote CE Router and
the PE Router
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For more information about how to configure tunnel interfaces, see the Junos Services
Interfaces Configuration Release 11.2.

You can configure the GRE tunnels manually or configure the Junos OS to instantiate
GRE tunnels dynamically.

Thefollowing sections describe how to configure GRE tunnels manually and dynamically:

« Configuring GRE Tunnels Manually Between PE and CE Routers on page 81
« Configuring GRE Tunnels Dynamically on page 83

Configuring GRE Tunnels Manually Between PE and CE Routers

You can manually configure a GRE tunnel between a PE router and either a local CE
router or a remote CE router for a Layer 3 VPN as explained in the following sections:

« Configuring the GRE Tunnel Interface on the PE Router on page 81
« Configuring the GRE Tunnel Interface on the CE Router on page 82

Configuring the GRE Tunnel Interface on the PE Router

You configure the GRE tunnel as a logical interface on the PE router. To configure the
GRE tunnel interface, include the unit statement:

unit logical-unit-number {
tunnel {
source source-address;
destination destination-address;
routing-instance {
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destination routing-instance-name;
1
1
family inet {
address address;
}
1

You can include this statement at the following hierarchy levels:

« [edit interfaces interface-name]

. [edit logical-systems logical-system-name interfaces interface-name]

As part of the GRE tunnel interface configuration, you need to include the following
statements:

« source source-address—Specify the source or origin of the GRE tunnel, typically the PE
router.

- destination destination-address—Specify the destination or end point of the GRE tunnel.
The destination can be a Provider router, the local CE router, or the remote CE router.

By default, the tunnel destination address is assumed to be in the default Internet routing
table, inet.O. If the tunnel destination address is not in inet.0, you need to specify which
routing table to search for the tunnel destination address by configuring the
routing-instance statement. This is the case if the tunnel encapsulating interface is also
configured under the routing instance.

« destination routing-instance-name—Specify the name of the routing instance when
configuring the GRE tunnel interface on the PE router.

To complete the GRE tunnel interface configuration, include the interface statement for
the GRE interface under the appropriate routing instance:

interface interface-name;

You can include this statement at the following hierarchy levels:

« [edit routing-instances routing-instance-name]

« [edit logical-systems logical-system-name routing-instances routing-instance-name]

Configuring the GRE Tunnel Interface on the CE Router

You can configure either the local or the remote CE router to act as the endpoint for the
GRE tunnel.

To configure the GRE tunnel interface on the CE router, include the unit statement:

unit logical-unit-number {
tunnel {
source address;
destination address;

}

family inet {
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address address;
1
}

You can include this statement at the following hierarchy levels:

« [edit interfaces interface-name]

« [edit logical-systems logical-system-name interfaces interface-name]

Configuring GRE Tunnels Dynamically

When the router receives a VPN route to a BGP next hop address, but no MPLS path is
available, a GRE tunnel can be dynamically generated to carry the VPN traffic across the
BGP network. The GRE tunnel is generated and then its routing information is copied into
the inet.3 routing table. IPv4 routes are the only type of routes supported for dynamic
GRE tunnels. Also, the routing platform must have a tunnel PIC.

e NOTE: When configuring a dynamic GRE tunnel to a remote CE router, do
not configure OSPF over the tunnel interface. It creates a routing loop forcing
the router to take the GRE tunnel down. The router attempts to reestablish
the GRE tunnel, but will be forced to take it down again when OSPF becomes
active on the tunnel interface and discovers a route to the tunnel endpoint.
Thisis not anissue when configuring static GRE tunnels to a remote CE router.

To generate GRE tunnels dynamically, include the dynamic-tunnels statement:

dynamic-tunnels tunnel-name {
destination-networks prefix;
source-address address;

}

You can include this statement at the following hierarchy levels:

« [edit routing-options]

« [edit logical-systems logical-system-name routing-options]

Specify the IPv4 prefix range (for example, 10/8 or 11.1/16) for the destination network
by including the destination-networks statement. Only tunnels within the specified IPv4
prefix range are allowed to be initiated.

destination-networks prefix;

You can include this statement at the following hierarchy levels:

« [edit routing-options dynamic-tunnels tunnel-name]

« [editlogical-systems logical-system-name routing-options dynamic-tunnels tunnel-name]
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Documentation

Specify the source address for the GRE tunnels by including the source-address statement.
The source address specifies the address used as the source for the local tunnel endpoint.
This could be any local address on the router (typically the router ID or the loopback
address).

source-address address;

You can include this statement at the following hierarchy levels:

« [edit routing-options dynamic-tunnels tunnel-name]

« [editlogical-systemslogical-system-name routing-options dynamic-tunnels tunnel-name]

. Example: Configuring a Two-Tiered Virtualized Data Center for Large Enterprise
Networks

Configuring an ES Tunnel Interface for Layer 3 VPNs

An ES tunnel interface allows you to configure an IP Security (IPsec) tunnel between the
PE and CE routers of a Layer 3 VPN. The IPsec tunnel can include one or more hops.

The following sections explain how to configure an ES tunnel interface between the PE
and CE routers of a Layer 3 VPN:

« Configuring the ES Tunnel Interface on the PE Router on page 84
« Configuring the ES Tunnel Interface on the CE Router on page 85

Configuring the ES Tunnel Interface on the PE Router

To configure the ES tunnel interface on the PE router, include the unit statement:

unit logical-unit-number {
tunnel {
source source-address;
destination destination-address;
1
family inet {
address address;
ipsec-sa security-association-name;
1
1

You can include this s