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Documentation and Release Notes

To obtain the most current version of all Juniper Networks” technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at http://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.

If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are
described in the following sections.
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Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
}
}

interfaces {
fxpO {
disable;
unit O {
family inet {
address 10.0.0.1/24;
1
}
1
}
2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:
[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet
To merge a snippet, follow these steps:

1. Fromthe HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:
[edit]
user@host# edit system scripts
[edit system scripts]
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3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]

user@host# load merge relative /var/tmp/ex-script-snippet.conf

load complete

For more information about the load command, see the CLI User Guide.

Documentation Conventions

Table 1on page xxxi defines notice icons used in this guide.

Table 1: Notice Icons

Icon Meaning Description

0 Informational note Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.
a Warning Alerts you to the risk of personal injury or death.
% Laser warning Alerts you to the risk of personal injury from a laser.

Table 2 on page xxxi defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention Description Examples
Bold text like this Represents text that you type. To enter configuration mode, type
theconfigure command:
user@host> configure
Fixed-width text like this Represents output that appears on the user@host> show chassis alarms

terminal screen.

No alarms currently active

[talic text like this « Introduces or emphasizes important
new terms.

« |dentifies book names.

« |dentifies RFC and Internet draft titles.

« Apolicy term is a named structure
that defines match conditions and
actions.

« Junos OS System Basics Configuration
Guide

« RFC1997 BGP Communities Attribute
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
Italic text like this Represents variables (options for which  Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

< > (angle brackets)

statements, commandes, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

Enclose optional keywords or variables.

stub statement at the[edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

stub <default-metric metric>;

| (pipe symbol)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast | multicast

(string1 | string2 | string3)

# (pound sign)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Indention and braces ({})

Enclose a variable for which you can
substitute one or more values.

Identify a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

community name members [
community-ids ]

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
}

J-Web GUI Conventions

Bold text like this

> (bold right angle bracket)

Represents J-Web graphical user
interface (GUI) items you click or select.

Separates levels in a hierarchy of J-Web
selections.

« Inthe Logical Interfaces box, select
All Interfaces.

« To cancel the configuration, click
Cancel.

In the configuration editor hierarchy,
select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at

XXXii
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https://www.juniper.net/cgi-bin/docbugreport/ . If you are using e-mail, be sure to include
the following information with your comments:

« Document or topic name
« URL or page number

. Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,
or are covered under warranty, and need post-sales technical support, you can access
our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http://www2.juniper.net/kb/

« Find product documentation: http://www.juniper.net/techpubs/

. Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/
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Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.ntml.
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CHAPTERI1

Multicast

Multicast Overview

Overview

« Multicast Overview on page 3
« PIM Overview on page 15
« Multicast Configuration Overview on page 17

« |Pv6 Multicast Flow on page 18

Comparing Multicast

IP has three fundamental types of addresses: unicast, broadcast, and multicast. A unicast
address is used to send a packet to a single destination. A broadcast address is used to
send a datagram to an entire subnetwork. A multicast address is used to send a datagram
to aset of hosts that can be on different subnetworks and that are configured as members
of a multicast group.

A multicast datagram is delivered to destination group members with the same best-effort
reliability as a standard unicast IP datagram. This means that multicast datagrams are
not guaranteed to reach all members of a group or to arrive in the same order in which
they were transmitted. The only difference between a multicast |IP packet and a unicast
|P packet is the presence of a group address in the IP header destination address field.
Multicast addresses use the Class D address format.

Individual hosts can join or leave a multicast group at any time. There are no restrictions
on the physical location or the number of members in a multicast group. A host can be
a member of more than one multicast group at any time. A host does not have to belong
to a group to send packets to members of a group.

Routers use a group membership protocol to learn about the presence of group members
on directly attached subnetworks. When a host joins a multicast group, it transmits a

group membership protocol message for the group or groups that it wants to receive and
setsits IP process and network interface card to receive frames addressed to the multicast

group.
to Unicast

The Junos” operating system (Junos OS) routing protocol process supports a wide variety
of routing protocols. These routing protocols carry network information among routers
not only for unicast traffic streams sent between one pair of clients and servers, but also
for multicast traffic streams containing video, audio, or both, between a single server
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source and many client receivers. The routing protocols used for multicast differ in many
key ways from unicast routing protocols.

Information is delivered over a network by three basic methods: unicast, broadcast, and
multicast.

The differences among unicast, broadcast, and multicast can be summarized as follows:
« Unicast: One-to-one, from one source to one destination.

« Broadcast: One-to-all, from one source to all possible destinations.

« Multicast: One-to-many, from one source to multiple destinations expressing an interest
in receiving the traffic.

e NOTE: This list does not include a special category for many-to-many
applications, such as online gaming or videoconferencing, where there are
many sources for the same receiver and where receivers often double as
sources. Many-to-many is a service model that repeatedly employs
one-to-many multicast and therefore requires no unique protocol. The
original multicast specification, RFC 1112, supports both the any-source
multicast (ASM) many-to-many model and the source-specific multicast
(SSM) one-to-many model.

With unicast traffic, many streams of IP packets that travel across networks flow from
a single source, such as a website server, to a single destination such as a client PC.
Unicast traffic is still the most common form of information transfer on networks.

Broadcast traffic flows from a single source to all possible destinations reachable on the
network, which is usually a LAN. Broadcasting is the easiest way to make sure traffic
reaches its destinations.

Television networks use broadcasting to distribute video and audio. Even if the television
network is a cable television (CATV) system, the source signal reaches all possible
destinations, which is the main reason that some channels’ content is scrambled.
Broadcasting is not feasible on the Internet because of the enormous amount of
unnecessary information that would constantly arrive at each end user's device, the
complexities and impact of scrambling, and related privacy issues.

Multicast traffic lies between the extremes of unicast (one source, one destination) and
broadcast (one source, all destinations). Multicast is a “one source, many destinations”
method of traffic distribution, meaning only the destinations that explicitly indicate their
need to receive the information from a particular source receive the traffic stream.

On an IP network, because destinations (clients) do not often communicate directly with
sources (servers), the routers between source and destination must be able to determine
the topology of the network from the unicast or multicast perspective to avoid routing
traffic haphazardly. Multicast routers replicate packets received on one input interface
and send the copies out on multiple output interfaces.
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In IP multicast, the source and destination are almost always hosts and not routers.
Multicast routers distribute the multicast traffic across the network from source to
destinations. The multicast router must find multicast sources on the network, send out
copies of packets on several interfaces, prevent routing loops, connect interested
destinations with the proper source, and keep the flow of unwanted packets to a minimum.
Standard multicast routing protocols provide most of these capabilities, but some router
architectures cannot send multiple copies of packets and so do not support multicasting
directly.

IP Multicast Uses

Multicast allows an IP network to support more than just the unicast model of data
delivery that prevailed in the early stages of the Internet. Multicast, originally defined as
a host extension in RFC 1112 in 1989, provides an efficient method for delivering traffic
flows that can be characterized as one-to-many or many-to-many.

Unicast traffic is not strictly limited to data applications. Telephone conversations,
wireless or not, contain digital audio samples and might contain digital photographs or
even video and still flow from a single source to a single destination. In the same way,
multicast traffic is not strictly limited to multimedia applications. In some data
applications, the flow of traffic is from a single source to many destinations that require
the packets, as in a news or stock ticker service delivered to many PCs. For this reason,
the term receiver is preferred to listener for multicast destinations, although both terms
are common.

Network applications that can function with unicast but are better suited for multicast
include collaborative groupware, teleconferencing, periodic or “push” data delivery (stock
quotes, sports scores, magazines, newspapers, and advertisements), server or website
replication, and distributed interactive simulation (DIS) such as war simulations or virtual
reality. Any IP network concerned with reducing network resource overhead for
one-to-many or many-to-many data or multimedia applications with multiple receivers
benefits from multicast.

If unicast were employed by radio or news ticker services, each radio or PC would have
to have a separate traffic session for each listener or viewer at a PC (this is actually the
method for some Web-based services). The processing load and bandwidth consumed
by the server would increase linearly as more people “tune in” to the server. This is
extremely inefficient when dealing with the global scale of the Internet. Unicast places
the burden of packet duplication on the server and consumes more and more backbone
bandwidth as the number of users grows.

If broadcast were employed instead, the source could generate a single IP packet stream
using a broadcast destination address. Although broadcast eliminates the server packet
duplication issue, this is not a good solution for IP because IP broadcasts can be sent
only to a single subnetwork, and IP routers normally isolate IP subnetworks on separate
interfaces. Even if an IP packet stream could be addressed to literally go everywhere,
and there were no need to “tune” to any source at all, broadcast would be extremely
inefficient because of the bandwidth strain and need for uninterested hosts to discard
large numbers of packets. Broadcast places the burden of packet rejection on each host
and consumes the maximum amount of backbone bandwidth.
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For radio station or news ticker traffic, multicast provides the most efficient and effective
outcome, with none of the drawbacks and all of the advantages of the other methods.
A single source of multicast packets finds its way to every interested receiver. As with
broadcast, the transmitting host generates only a single stream of IP packets, so the load
remains constant whether there is one receiver or one million. The network routers
replicate the packets and deliver the packets to the proper receivers, but only the
replication role is a new one for routers. The links leading to subnets consisting of entirely
uninterested receivers carry no multicast traffic. Multicast minimizes the burden placed
on sender, network, and receiver.

IP Multicast Terminology

Multicast has its own particular set of terms and acronyms that apply to IP multicast
routers and networks. Figure 1 on page 7 depicts some of the terms commonly used in
an IP multicast network.

In a multicast network, the key component is the router, which is able to replicate packets
and is therefore multicast-capable. The routers in the IP multicast network, which has
exactly the same topology as the unicast network it is based on, use a multicast routing
protocol to build a distribution tree that connects receivers (preferred to the multimedia
implications of listeners, but listeners is also used) to sources. In multicast terminology,
the distribution tree is rooted at the source (the root of the distribution tree is the source).
The interface on the router leading toward the source is the upstream interface, although
the less precise terms incoming or inbound interface are used as well. To keep bandwidth
use to a minimum, it is best for only one upstream interface on the router to receive
multicast packets. The interface on the router leading toward the receivers is the
downstream interface, although the less precise terms outgoing or outbound interface
are used as well. There can be 0 to N-1downstream interfaces on a router, where N is
the number of logical interfaces on the router. To prevent looping, the upstream interface
must never receive copies of downstream multicast packets.

6 Copyright © 2013, Juniper Networks, Inc.
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Figure 1: Multicast Terminology in an IP Network
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Routing loops are disastrous in multicast networks because of the risk of repeatedly
replicated packets. One of the complexities of modern multicast routing protocols is the
need to avoid routing loops, packet by packet, much more rigorously than in unicast
routing protocols. Three multicast strategies—reverse-path forwarding (RPF),
shortest-path tree (SPT), and administrative scoping—help prevent routing loops by
defining routing paths in different ways.

Reverse-Path Forwarding for Loop Prevention

The router's multicast forwarding state runs more logically based on the reverse path,
from the receiver back to the root of the distribution tree. In RPF, every multicast packet
received must pass an RPF check before it can be replicated or forwarded on any interface.
When it receives a multicast packet on an interface, the router verifies that the source
address in the multicast IP packet is the destination address for a unicast IP packet back
to the source.

If the outgoing interface found in the unicast routing table is the same interface that the
multicast packet was received on, the packet passes the RPF check. Multicast packets

that fail the RPF check are dropped, because the incoming interface is not on the shortest
path back to the source. Routers can build and maintain separate tables for RPF purposes.

Shortest-Path Tree for Loop Prevention

The distribution tree used for multicast is rooted at the source and is the shortest-path
tree (SPT), but this path can be long if the source is at the periphery of the network.
Providing a shared tree on the backbone as the distribution tree locates the multicast
source more centrally in the network. Shared distribution trees with roots in the core
network are created and maintained by a multicast router operating as a rendezvous
point (RP), a feature of sparse mode multicast protocols.
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Administrative Scoping for Loop Prevention

Scoping limits the routers and interfaces that can forward a multicast packet. Multicast
scoping is administrative in the sense that a range of multicast addresses is reserved for
scoping purposes, as described in RFC 2365, Administratively Scoped IP Multicast. Routers
at the boundary must filter multicast packets and ensure that packets do not stray beyond
the established limit.

Multicast Leaf and Branch Terminology

Each subnetwork with hosts on the router that has at least one interested receiver is a
leaf on the distribution tree. Routers can have multiple leaves on different interfaces and
must send a copy of the IP multicast packet out on each interface with a leaf. When a
new leaf subnetwork is added to the tree (that is, the interface to the host subnetwork
previously received no copies of the multicast packets), a new branch is built, the leaf is
joined to the tree, and replicated packets are sent out on the interface. The number of
leaves on a particular interface does not affect the router. The action is the same for one
leaf or a hundred.

0 NOTE: On Juniper Networks security devices, if the maximum number of
leaves on a multicast distribution tree is exceeded, multicast sessions are
created up to the maximum number of leaves, and any multicast sessions
that exceed the maximum number of leaves are ignored. The maximum
number of leaves on a multicast distribution tree is device specific.

When a branch contains no leaves because there are no interested hosts on the router
interface leading to that IP subnetwork, the branch is pruned from the distribution tree,
and no multicast packets are sent out that interface. Packets are replicated and sent out
multiple interfaces only where the distribution tree branches at a router, and no link ever
carries a duplicate flow of packets.

Collections of hosts all receiving the same stream of IP packets, usually from the same
multicast source, are called groups. In IP multicast networks, traffic is delivered to
multicast groups based on an IP multicast address, or group address. The groups determine
the location of the leaves, and the leaves determine the branches on the multicast
network.

IP Multicast Addressing

Multicast uses the Class D IP address range (224.0.0.0 through 239.255.255.255). Class
D addresses are commonly referred to as multicast addresses because the entire classful
address concept is obsolete. Multicast addresses can never appear as the source address
in an IP packet and can only be the destination of a packet.

Multicast addresses usually have a prefix length of /32, although other prefix lengths are
allowed. Multicast addresses represent logical groupings of receivers and not physical
collections of devices. Blocks of multicast addresses can still be described in terms of
prefix length in traditional notation, but only for convenience. For example, the multicast
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address range from 232.0.0.0 through 232.255.255.255 can be written as 232.0.0.0/8 or
232/8.

Internet service providers (ISPs) do not typically allocate multicast addresses to their
customers because multicast addresses relate to content, not to physical devices.
Receivers are not assigned their own multicast addresses, but need to know the multicast
address of the content. Sources need to be assigned multicast addresses only to produce
the content, not to identify their place in the network. Every source and receiver still needs
an ordinary, unicast IP address.

Multicast addressing most often references the receivers, and the source of multicast
contentis usually not even a member of the multicast group for which it produces content.
If the source needs to monitor the packets it produces, monitoring can be done locally,
and there is no need to make the packets traverse the network.

Many applications have been assigned a range of multicast addresses for their own use.
These applications assign multicast addresses to sessions created by that application.
You do not usually need to statically assign a multicast address, but you can do so.

Multicast Addresses

Multicast host group addresses are defined to be the IP addresses whose high-order four
bits are 1110, giving an address range from 224.0.0.0 through 239.255.255.255, or simply
224.0.0.0/4. (These addresses also are referred to as Class D addresses.)

The Internet Assigned Numbers Authority (IANA) maintains a list of registered IP multicast
groups. The base address 224.0.0.0 is reserved and cannot be assigned to any group.
The block of multicast addresses from 224.0.0.1 through 224.0.0.255 is reserved for local
wire use. Groups in this range are assigned for various uses, including routing protocols
and local discovery mechanisms.

Therange from 239.0.0.0 through 239.255.255.255 is reserved for administratively scoped
addresses. Because packets addressed to administratively scoped multicast addresses
do not cross configured administrative boundaries, and because administratively scoped
multicast addresses are locally assigned, these addresses do not need to be unique
across administrative boundaries.

Layer 2 Frames and IPv4 Multicast Addresses

Multicasting on a LAN is a good place to start an investigation of multicasting at Layer 2.
At Layer 2, multicast deals with media access control (MAC) frames and addresses
instead of IPv4 or IPv6 packets and addresses. Consider a single LAN, without routers,
with a multicast source sending to a certain group. The rest of the hosts are receivers
interested in the multicast group’s content. So the multicast source host generates
packets with its unicast IP address as the source, and the multicast group address as the
destination.

Which MAC addresses are used on the frame containing this packet? The packet source
address—the unicast IP address of the host originating the multicast content—translates
easily and directly to the MAC address of the source. But what about the packet’s
destination address? This is the IP multicast group address. Which destination MAC
address for the frame corresponds to the packet’s multicast group address?
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One optionis for LANs simply to use the LAN broadcast MAC address, which guarantees
that the frame is processed by every station on the LAN. However, this procedure defeats
the whole purpose of multicast, which is to limit the circulation of packets and frames
to interested hosts. Also, hosts might have access to many multicast groups, which
multiplies the amount of traffic to noninterested destinations. Broadcasting frames at
the LAN level to support multicast groups makes no sense.

However, there is an easy way to effectively use Layer 2 frames for multicast purposes.
The MAC address has a bit that is set to O for unicast (the LAN term is individual address)
and set to 1to indicate that this is a multicast address. Some of these addresses are
reserved for multicast groups of specific vendors or MAC-level protocols. Internet multicast
applications use the range 0x01-00-5E-00-00-00 to 0x01-00-5E-FF-FF-FF. Multicast
receivers (hosts running TCP/IP) listen for frames with one of these addresses when the
application joins a multicast group. The host stops listening when the application
terminates or the host leaves the group at the packet layer (Layer 3).

This means that 3 bytes, or 24 bits, are available to map IPv4 multicast addresses at
Layer 3 to MAC multicast addresses at Layer 2. However, all IPv4 addresses, including
multicast addresses, are 32 bits long, leaving 8 IP address bits left over. Which method
of mapping IPv4 multicast addresses to MAC multicast addresses minimizes the chance
of “collisions” (that is, two different IP multicast groups at the packet layer mapping to
the same MAC multicast address at the frame layer)?

First, it is important to realize that all IPv4 multicast addresses begin with the same 4
bits (1110), so there are really only 4 bits of concern, not 8. A LAN must not drop the last
bits of the IPv4 address because these are almost guaranteed to be host bits, depending
on the subnet mask. But the high-order bits, the leftmost address bits, are almost always
network bits, and there is only one LAN (for now).

One other bit of the remaining 24 MAC address bits is reserved (an initial O indicates an
Internet multicast address), so the 5 bits following the initial 1110 in the IPv4 address are
dropped. The 23 remaining bits are mapped, one for one, into the last 23 bits of the MAC
address. An example of this process is shown in Figure 2 on page 10.

Figure 2: Converting MAC Addresses to Multicast Addresses

@® 'Pv4 header multicast destination address 232. 224, 202. 181
Written in hexadecimal E8 EO CA B5
Written in binary 1110 1000 1 111 1000 1100 1010 1011 0101

@ Ignore the first 9 bits and copy the remaining 23 bits X 111 1000 1100 1010 1011 0101

@ First bit x = 0 for Internet; x = 1 for other 0 111 1000 11001010§ 1011 0101

© Written in hexadecimal 60 CA B5

6 MAC address in hexadecimal 01:00:B3:27:FA:BC

@ Drop last 24 bits 01:00:B3: .

23

0 Copy the multicast bits 01:00:B3:60:CA:B5 g;

© WMAC frame destination address 01:00:B3:60:CA:B5 corresponds to multicast IPv4 address 232.224.202.181
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Note that this process means that there are 32 (25) IPv4 multicast addresses that could
map to the same MAC multicast addresses. For example, multicast IPv4 addresses
224.8.7.6 and 229.136.7.6 translate to the same MAC address (0x01-00-5E-08-07-06).
This is a real concern, and because the host could be interested in frames sent to both
of the those multicast groups, the IP software must reject one or the other.

e NOTE: This “collision” problem does not exist in IPv6 because of the way
IPv6 handles multicast groups, but it is always a concernin IPv4. The
procedure for placing IPv6 multicast packets inside multicast framesis nearly
identical to that for IPv4, except for the MAC destination address 0x3333
prefix (and the lack of “collisions”).

Once the MAC address for the multicast group is determined, the host's operating system
essentially orders the LAN interface card to join or leave the multicast group. Once joined
to a multicast group, the host accepts frames sent to the multicast address as well as
the host’s unicast address and ignores other multicast group’s frames. It is possible for
a host to join and receive multicast content from more than one group at the same time,
of course.

Multicast Interface Lists

To avoid multicast routing loops, every multicast router must always be aware of the
interface that leads to the source of that multicast group content by the shortest path.
This is the upstream (incoming) interface, and packets are never to be forwarded back
toward a multicast source. All other interfaces are potential downstream (outgoing)
interfaces, depending on the number of branches on the distribution tree.

Routers closely monitor the status of the incoming and outgoing interfaces, a process
that determines the multicast forwarding state. A router with a multicast forwarding state
for a particular multicast group is essentially “turned on” for that group's content.
Interfaces on the router's outgoing interface list send copies of the group's packets
received on the incoming interface list for that group. The incoming and outgoing interface
lists might be different for different multicast groups.

The multicast forwarding state in a router is usually writtenin either (S,G) or (*G) notation.
These are pronounced “ess comma gee” and “star comma gee,” respectively. In (5,G),
the S refers to the unicast IP address of the source for the multicast traffic,and the G
refers to the particular multicast group IP address for which S is the source. All multicast
packets sent from this source have S as the source address and G as the destination
address.

The asterisk (*) in the (*G) notation is a wildcard indicating that the state applies to any
multicast application source sending to group G. So, if two sources are originating exactly
the same content for multicast group 224.1.1.2, a router could use (*224.1.1.2) to represent
the state of a router forwarding traffic from both sources to the group.

Multicast Routing Protocols

Multicast routing protocols enable a collection of multicast routers to build (join)
distribution trees when a host on a directly attached subnet, typically a LAN, wants to
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receive traffic from a certain multicast group, prune branches, locate sources and groups,
and prevent routing loops.

There are several multicast routing protocols:

« Distance Vector Multicast Routing Protocol (DVMRP)—The first of the multicast routing
protocols and hampered by a number of limitations that make this method unattractive
for large-scale Internet use. DVMRP is a dense-mode-only protocol, and uses the
flood-and-prune orimplicit join method to deliver traffic everywhere and then determine
where the uninterested receivers are. DVMRP uses source-based distribution trees in
the form (S,G), and builds its own multicast routing tables for RPF checks.

« Multicast OSPF (MOSPF)—Extends OSPF for multicast use, but only for dense mode.
However, MOSPF has an explicit join message, so routers do not have to flood their
entire domain with multicast traffic from every source. MOSPF uses source-based
distribution trees in the form (S,G).

« Bidirectional PIM mode—A variation of PIM. Bidirectional PIM builds bidirectional shared
trees that are rooted at a rendezvous point (RP) address. Bidirectional traffic does not
switch to shortest path trees as in PIM-SM and is therefore optimized for routing state
size instead of path length. This means that the end-to-end latency might be longer
compared to PIM sparse mode. Bidirectional PIM routes are always wildcard-source
(*G) routes. The protocol eliminates the need for (S,G) routes and data-triggered
events. The bidirectional (*G) group trees carry traffic both upstream from senders
toward the RP, and downstream from the RP to receivers. As a consequence, the strict
reverse path forwarding (RPF)-based rules found in other PIM modes do not apply to
bidirectional PIM. Instead, bidirectional PIM (*G) routes forward traffic from all sources
and the RP. Bidirectional PIM routers must have the ability to accept traffic on many
potential incoming interfaces. Bidirectional PIM scales well because it needs no
source-specific (S,G) state. Bidirectional PIM is recommended in deployments with
many dispersed sources and many dispersed receivers.

« PIM dense mode—In this mode of PIM, the assumption is that almost all possible
subnets have at least one receiver wanting to receive the multicast traffic from a source,
so the network is flooded with traffic on all possible branches, then pruned back when
branches do not express an interest in receiving the packets, explicitly (by message)
or implicitly (time-out silence). This is the dense mode of multicast operation. LANs
are appropriate networks for dense-mode operation. Some multicast routing protocols,
especially older ones, support only dense-mode operation, which makes them
inappropriate for use on the Internet. In contrast to DVMRP and MOSPF, PIM dense
mode allows a router to use any unicast routing protocol and performs RPF checks
using the unicast routing table. PIM dense mode has an implicit join message, so routers
use the flood-and-prune method to deliver traffic everywhere and then determine
where the uninterested receivers are. PIM dense mode uses source-based distribution
treesinthe form (5,G), as do all dense-mode protocols. PIM also supports sparse-dense
mode, with mixed sparse and dense groups, but there is no special notation for that
operational mode. If sparse-dense mode is supported, the multicast routing protocol
allows some multicast groups to be sparse and other groups to be dense.

« PIM sparse mode—In this mode of PIM, the assumption is that very few of the possible
receivers want packets from each source, so the network establishes and sends packets
only on branches that have at least one leaf indicating (by message) an interest in the
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traffic. This multicast protocol allows a router to use any unicast routing protocol and
performs reverse-path forwarding (RPF) checks using the unicast routing table. PIM
sparse mode has an explicit join message, so routers determine where the interested
receivers are and send join messages upstream to their neighbors, building trees from
receivers to the rendezvous point (RP). PIM sparse mode uses an RP router as the
initial source of multicast group traffic and therefore builds distribution trees in the
form (*G), as do all sparse-mode protocols. PIM sparse mode migrates to an (S,G)
source-based tree if that path is shorter than through the RP for a particular multicast
group's traffic. WANSs are appropriate networks for sparse-mode operation, and indeed
a common multicast guideline is not to run dense mode on a WAN under any
circumstances.

« Core Based Trees (CBT)—Shares all of the characteristics of PIM sparse mode (sparse
mode, explicit join, and shared (*G) trees), but is said to be more efficient at finding
sources than PIM sparse mode. CBT is rarely encountered outside academic discussions.
There are no large-scale deployments of CBT, commercial or otherwise.

« PIM source-specific multicast (SSM)—Enhancement to PIM sparse mode that allows
a client to receive multicast traffic directly from the source, without the help of an RP.
Used with IGMPV3 to create a shortest-path tree between receiver and source.

« IGMPv1—The original protocol defined in RFC 1112, Host Extensions for IP Multicasting.
IGMPv1 sends an explicit join message to the router, but uses a timeout to determine
when hosts leave a group. Three versions of the Internet Group Management Protocol
(IGMP) run between receiver hosts and routers.

« IGMPv2—Defined in RFC 2236, Internet Group Management Protocol, Version 2. Among
other features, IGMPv2 adds an explicit leave message to the join message.

« IGMPv3—Defined in RFC 3376, Internet Group Management Protocol, Version 3. Among
other features, IGMPVv3 optimizes support for a single source of content for a multicast
group, or source-specific multicast (SSM). Used with PIM SSM to create a shortest-path
tree between receiver and source.

« Bootstrap Router (BSR) and Auto-Rendezvous Point (RP)—Allow sparse-mode routing
protocols to find RPs within the routing domain (autonomous system, or AS). RP
addresses can also be statically configured.

« Multicast Source Discovery Protocol (MSDP)—Allows groups located in one multicast
routing domain to find RPs in other routing domains. MSDP is not used on an RP if all
receivers and sources are located in the same routing domain. Typically runs on the
same router as PIM sparse mode RP. Not appropriate if all receivers and sources are
located in the same routing domain.

« Session Announcement Protocol (SAP) and Session Description Protocol
(SDP)—Display multicast session names and correlate the names with multicast
traffic. SDP is a session directory protocol that advertises multimedia conference
sessions and communicates setup information to participants who want to join the
session. A client commonly uses SDP to announce a conference session by periodically
multicasting an announcement packet to a well-known multicast address and port
using SAP.

« Pragmatic General Multicast (PGM)—Special protocol layer for multicast traffic that
can be used between the IP layer and the multicast application to add reliability to
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multicast traffic. PGM allows a receiver to detect missing information in all cases and
request replacement information if the receiver application requires it.

The differences among the multicast routing protocols are summarized in Table 3 on
page 14.

Table 3: Multicast Routing Protocols Compared

Multicast Routing

Protocol Dense Mode Sparse Mode Implicit Join Explicit Join (S,G) SBT (*G) Shared Tree
DVMRP Yes No Yes No Yes No

MOSPF Yes No No Yes Yes No

PIM dense mode Yes No Yes No Yes No

PIM sparse mode No Yes No Yes Yes, maybe Yes, initially
Bidirectional PIM No No No Yes No Yes

CBT No Yes No Yes No Yes

SSM No Yes No Yes Yes, maybe Yes, initially
IGMPV1 No Yes No Yes Yes, maybe Yes, initially
IGMPvV2 No Yes No Yes Yes, maybe Yes, initially
IGMPV3 No Yes No Yes Yes, maybe Yes, initially
BSR and Auto-RP No Yes No Yes Yes, maybe Yes, initially
MSDP No Yes No Yes Yes, maybe Yes, initially

It is important to realize that retransmissions due to a high bit-error rate on a link or
overloaded router can make multicast as inefficient as repeated unicast. Therefore, there
is a trade-off in many multicast applications regarding the session support provided by
the Transmission Control Protocol (TCP) (but TCP always resends missing segments),
or the simple drop-and-continue strategy of the User Datagram Protocol (UDP) datagram
service (but reordering can become an issue). Modern multicast uses UDP almost
exclusively.

T Series Router Multicast Performance

The Juniper Networks T Series Core Routers handle extreme multicast packet replication
requirements with a minimum of router load. Each memory component replicates a
multicast packet twice at most. Even in the worst-case scenario involving maximum
fan-out, when 1input port and 63 output ports need a copy of the packet, the T Series
routing platform copies a multicast packet only six times. Most multicast distribution
trees are much sparser, so in many cases only two or three replications are necessary. In
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no case does the T Series architecture have an impact on multicast performance, even
with the largest multicast fan-out requirements.

PIM Overview

The predominant multicast routing protocol in use on the Internet today is Protocol
Independent Multicast, or PIM. The type of PIM used on the Internet is PIM sparse mode.
PIM sparse mode is so accepted that when the simple term “PIM” is used in an Internet
context, some form of sparse mode operation is assumed.

PIM emerged as an algorithm to overcome the limitations of dense-mode protocols such
as the Distance Vector Multicast Routing Protocol (DVMRP), which was efficient for
dense clusters of multicast receivers, but did not scale well for the larger, sparser, groups
encountered on the Internet. The Core Based Trees (CBT) Protocol was intended to
support sparse mode as well, but CBT, with its all-powerful core approach, made
placement of the core critical, and large conference-type applications (many-to-many)
resulted in bottlenecks in the core. PIM was designed to avoid the dense-mode scaling
issues of DVMRP and the potential performance issues of CBT at the same time.

PIM is one of the most rapidly evolving specifications on the Internet today. Since its
introduction in 1995, PIM has already seen two major revisions to its packet structure
(PIM version 1[PIMv1] and PIM version 2 [PIMv2]), two major RFCs (RFC 2362 obsoleted
RFC 2117), and numerous drafts describing major components of PIM, such as
many-to-many trees and source-specific multicast (SSM). Long-lasting RFCs are not a
feature of PIM, and virtually all of PIM must be researched, understood, and implemented
directly from Internet drafts. In fact, no current RFC describes PIMv1 at all. The drafts
have all expired, and PIMv1 was never issued as an official RFC.

PIM itself is not nonstandard or unstable, however. PIM has been a promising multicast
routing protocol since its inception, especially PIM sparse mode, the first real sparse-mode
multicast routing protocol. Work continues on PIM in a number of areas, from bidirectional
trees to network management, and the rapid pace of development makes drafts essential
for PIM.

PIMv1 and PIMv2 can coexist on the same router and even on the same interface. The
main difference between PIMv1 and PIMv2 is the packet format. PIMvl messages use
Internet Group Management Protocol (IGMP) packets, whereas PIMv2 has its own IP
protocol number (103) and packet structure. All routers connecting to an IP subnet such
as a LAN must use the same PIM version. Some PIM implementations can recognize
PIMv1 packets and automatically switch the router interface to PIMv1. Because the
difference between PIMv1 and PIMv2 involves the message format, but not the meaning
of the message or how the router processes the PIM message, a router can easily mix
PIMv1 and PIMv2 interfaces.

PIM is used for efficient routing to multicast groups that might span wide-area and
interdomaininternetworks. It is called “protocol independent” because it does not depend
on a particular unicast routing protocol. Junos OS supports bidirectional mode, sparse
mode, dense mode, and sparse-dense mode.

PIM operates in several modes: bidirectional mode, sparse mode, dense mode, and
sparse-dense mode. In sparse-dense mode, some multicast groups are configured as
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dense mode (flood-and-prune, [S,G] state) and others are configured as sparse mode
(explicit join to rendezvous point [RP], [*G] state).

PIM drafts also establish a mode known as PIM source-specific mode, or PIM SSM. In
PIM SSM there is only one specific source for the content of a multicast group within a
given domain.

Because the PIM mode you choose determines the PIM configuration properties, you first
must decide whether PIM operates in bidirectional, sparse, dense, or sparse-dense mode
in your network. Each mode has distinct operating advantages in different network
environments.

« In sparse mode, routers must join and leave multicast groups explicitly. Upstream
routers do not forward multicast traffic to a downstream router unless the downstream
router has sent an explicit request (by means of a join message) to the rendezvous
point (RP) router to receive this traffic. The RP serves as the root of the shared multicast
delivery tree and is responsible for forwarding multicast data from different sources
to the receivers.

Sparse mode is well suited to the Internet, where frequent interdomain join messages
and prune messages are common.

. Bidirectional PIM is similar to sparse mode, and is especially suited to applications that
must scale to support a large number of dispersed sources and receivers. In bidirectional
PIM, routers build shared bidirectional trees and do not switch to a source-based tree.
Bidirectional PIM scales well because it needs no source-specific (S,G) state. Instead,
it builds only group-specific (*¥G) state.

« Unlike sparse mode and bidirectional mode, in which data is forwarded only to routers
sending an explicit PIM join request, dense mode implements a flood-and-prune
mechanism, similar to the Distance Vector Multicast Routing Protocol (DVMRP). In
dense mode, a router receives the multicast data on the incoming interface, then
forwards the traffic to the outgoing interface list. Flooding occurs periodically and is
used to refresh state information, such as the source IP address and multicast group
pair. If the router has no interested receivers for the data, and the outgoing interface
list becomes empty, the router sends a PIM prune message upstream.

Dense mode works best in networks where few or no prunes occur. In such instances,
dense mode is actually more efficient than sparse mode.

« Sparse-dense mode, as the nameimplies, allows the interface to operate on a per-group
basis in either sparse or dense mode. A group specified as “dense” is not mapped to
an RP. Instead, data packets destined for that group are forwarded by means of PIM
dense mode rules. A group specified as “sparse” is mapped to an RP, and data packets
are forwarded by means of PIM sparse-mode rules. Sparse-dense mode is useful in
networks implementing auto-RP for PIM sparse mode.

Basic PIM Network Components

PIM dense mode requires only a multicast source and series of multicast-enabled routers
running PIM dense mode to allow receivers to obtain multicast content. Dense mode
makes sure that all multicast traffic gets everywhere by periodically flooding the network
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with multicast traffic, and relies on prune messages to make sure that subnets where all
receivers are uninterested in that particular multicast group stop receiving packets.

PIM sparse mode is more complicated and requires the establishment of special routers
called rendezvous points (RPs) in the network core. These routers are where upstream
join messages from interested receivers meet downstream traffic from the source of the
multicast group content. A network can have many RPs, but PIM sparse mode allows
only one RP to be active for any multicast group.

If there is only one RP in a routing domain, the RP and adjacent links might become
congested and form a single point of failure for all multicast traffic. Thus, multiple RPs
are the rule, but the issue then becomes how other multicast routers find the RP that is
the source of the multicast group the receiver is trying to join. This RP-to-group mapping
is controlled by a special bootstrap router (BSR) running the PIM BSR mechanism. There
can be more than one bootstrap router as well, also for single-point-of-failure reasons.

The bootstrap router does not have to be an RP itself, although this is a common
implementation. The bootstrap router's main function is to manage the collection of RPs
and allow interested receivers to find the source of their group's multicast traffic. PIM
bootstrap messages are sourced from the loopback address, which is always up. The
loopback address must be routable. If it is not routable, then the bootstrap router is
unable to send bootstrap messages to update the RP domain members. The show pim
bootstrap command displays only those bootstrap routers that have routable loopback
addresses.

PIM SSM can be seen as a subset of a special case of PIM sparse mode and requires no
specialized equipment other than that used for PIM sparse mode (and IGMP version 3).

Bidirectional PIM RPs, unlike RPs for PIM sparse mode, do not need to perform PIM
Register tunneling or other specific protocol action. Bidirectional PIM RPs implement no
specific functionality. RP addresses are simply a location in the network to rendezvous
toward. In fact, for bidirectional PIM, RP addresses need not be loopback interface
addresses or even be addresses configured on any router, as long as they are covered by
a subnet that is connected to a bidirectional PIM-capable router and advertised to the
network.

Related . Supported |P Multicast Protocol Standards on page 31in the Multicast Protocols
Documentation Configuration Guide

Multicast Configuration Overview

You configure a router network to support multicast applications with a related family
of protocols. To use multicast, you must understand the basic components of a multicast
network and their relationships, and then configure the device to act as a node in the
network.
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To configure the device as a node in a multicast network:

1.

Related .
Documentation

IPv6 Multicast Flow

Determine whether the router is directly attached to any multicast sources. Receivers
must be able to locate these sources.

Determine whether the router is directly attached to any multicast group receivers. If
receivers are present, IGMP is needed.

Determine whether to use the sparse, dense, or sparse-dense mode of multicast
operation. Each mode has different configuration considerations.

Determine the address of the rendezvous point (RP) if sparse or sparse-dense mode
is used.

Determine whether to locate the RP with the static configuration, bootstrap router
(BSR), or auto-RP method.

Determine whether to configure multicast to use its own reverse-path forwarding
(RPF) routing table when configuring PIM in sparse, dense, or sparse-dense modes.

(Optional) Configure the SAP and SDP protocols to listen for multicast session
announcements. See “Configuring the Session Announcement Protocol” on page 563.

Configure IGMP. See “Configuring IGMP” on page 305.
(Optional) Configure the PIM static RP. See “Configuring Static RP” on page 90.

. (Optional) Filter PIM register messages from unauthorized groups and sources. See
“Example: Rejecting Incoming PIM Register Messages on RP Routers” on page 125 and
“Example: Stopping Outgoing PIM Register Messages on a Designated Router” on
page 121.

. (Optional) Configure a PIM RPF routing table. See “Example: Configuring a PIM RPF

Routing Table” on page 244.

Junos OS Feature Support Reference for SRX Series and J Series Devices
Multicast Overview on page 3

Verifying a Multicast Configuration on page 45

IPv6 Multicast Flow Overview on page 18

Multicast Listener Discovery (MLD) Overview on page 20

IPv6 Multicast Flow Overview

The IPv6 multicast flow adds or enhances the following features:

IPv6 transit multicast which includes the following packet functions:
- Normal packet handling

- Fragment handling
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- Packet reordering

« Protocol-Independent Multicast version 6 (PIMv6) flow handling

« Other multicast routing protocols, such as Multicast Listener Discovery (MLD)

The structure and processing of IPv6 multicast data session are the same as those of
IPv4. Each data session has the following:

« One template session

. Several leaf sessions.

The reverse path forwarding (RPF) check behavior for IPv6 is the same as that for IPv4.
Incoming multicast data is accepted only if the RPF check succeeds. In an IPv6 multicast
flow, incoming Multicast Listener Discovery (MLD) protocol packets are accepted only
if MLD or PIM is enabled in the security zone for the incoming interface. Sessions for
multicast protocol packets have a default timeout value of 300 seconds. This value
cannot be configured. The null register packet is sent to rendezvous point (RP).

In IPv6 multicast flow, a multicast router has the following three roles:

. Designated router

This router receives the multicast packets, encapsulates them with unicast IP headers,
and sends them for multicast flow.

« Intermediate router

There are two sessions for the packets, the control session, for the outer unicast packets,
and the data session. The security policies are applied to the data session and the
control session, is used for forwarding.

« Rendezvous point

The RP receives the unicast PIM register packet, separates the unicast header, and
then forwards the inner multicast packet. The packets received by RP are sent to the
pd interface for decapsulation and are later handled like normal multicast packets.

On a Services Processing Unit (SPU), the multicast session is created as a template
session for matching the incoming packet's tuple. Leaf sessions are connected to the
template session. On the Customer Premise Equipment (CPE), only the template session
is created. Each CPE session carries the fan-out lists that are used for load-balanced
distribution of multicast SPU sessions.

e NOTE: IPv6 multicast uses the IPv4 multicast behavior for session
distribution.

The network service access point identifier (nsapi) of the leaf session is set up on the
multicast text traffic going into the tunnels, to point to the outgoing tunnel. The zone ID
of the tunnel is used for policy lookup for the leaf session in the second stage. Multicast
packets are unidirectional. Thus for multicast text session sent into the tunnels, forwarding
sessions are not created.
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When the multicast route ages out, the corresponding chain of multicast sessions is
deleted. When the multicast route changes, then the corresponding chain of multicast
sessions is deleted. This forces the next packet hitting the multicast route to take the
first path and re-create the chain of sessions; the multicast route counter is not affected.

0 NOTE: The IPv6 multicast packet reorder approach is same as that for IPv4.

For the encapsulating router, the incoming packet is multicast, and the outgoing packet
is unicast. For the intermediate router, the incoming packet is unicast, and the outgoing
packet is unicast.

Multicast Listener Discovery (MLD) Overview

The Multicast Listener Discovery (MLD) protocol manages the membership of hosts and
routers in multicast groups. IP version 6 (IPv6) multicast routers use MLD to learn, for
each of their attached physical networks, which groups have interested listeners. Each
router maintains a list of host multicast addresses that have listeners for each subnetwork,
as well as a timer for each address. However, the router does not need to know the
address of the listeners—just the address of the hosts. The router provides addresses to
the multicast routing protocol it uses; this ensures that multicast packets are delivered
to all subnetworks where there are interested listeners. In this way, MLD is used as the
transport for the Protocol Independent Multicast (PIM) protocol.

MLD is an integral part of IPv6 and must be enabled on all IPv6 routers and hosts that
need to receive IP multicast traffic. Junos OS supports MLD versions 1and 2. Version 2 is
supported for the source-specific multicast (SSM) include and exclude modes.

Ininclude mode, the receiver specifies the source or sources from which it is interested
inreceiving the multicast group traffic. Exclude mode works the opposite of include mode.
It allows the receiver to specify the sources or sources from which it is not interested in
receiving the multicast group traffic

For each attached network, a multicast router can be either a querier or a nonqguerier. A
querier router, usually one per subnet, solicits group membership information by
transmitting MLD queries. When a host reports to the querier router that it has interested
listeners, the querier router forwards the membership information to the rendezvous
point (RP) router by means of the receiver's (host's) designated router (DR). This builds
the rendezvous-point tree (RPT) connecting the host with interested listeners to the RP
router. The RPT is the initial path used by the sender to transmit information to the
interested listeners. Non-querier routers do not transmit MLD queries on a subnet but
can trasmit them if the querier router goes down.
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All MLD-configured routers start up as querier routers on each attached subnet. The
non-querier router on the right is the receiver's DR.

Host Host

| IN

Querier

ar

| IR

Non-querier

017099

Receiver's DR

To elect the querier router, the routers exchange query messages containing their IPv6
source addresses. If a router hears a query message whose IPv6 source address is
numerically lower than its own selected address, it becomes a non-querier. The router
onthe left has a source address numerically lower than the one on the right and therefore
becomes the querier router.

In the practical application of MLD, several routers on a subnet are nonqueriers. If the
elected querier router goes down, query messages are exchanged among the remaining
routers. The router with the lowest IPv6 source address then becomes the new querier
router. Note that the IPv6 Neighbor Discovery Protocol (NDP) implementation drops
incoming Neighbor Announcement (NA) messages that have a broadcast or multicast
address in the target link-layer address option. This behavior is recommended by RFC
2461.

Configuration option for IPv6 Neighbor Discovery Protocol (NDP) is available. The
configuration option is set protocol neighbor-discovery onlink-subnet-only command.
This option will prevent the device from responding to a Neighbor Solicitation (NS) from
a prefix which was not included as one of the device interface prefixes.

0 NOTE: The Routing Engine needs to be rebooted after setting this option to
remove any possibility of a previous IPv6 entry from remaining in the
forwarding-table.

Host Host
Querier Non-querier
Receive’'sDR 3
fe00::234.255.0.0/128 fe00::239.255.0.0/128

The querier router sends general MLD queries on the link-scope all-nodes multicast
address FF02::1 at short intervals to all attached subnets to solicit group membership

Copyright © 2013, Juniper Networks, Inc. 21



Multicast Protocols Configuration Guide

information. Within the query message is the maximum response delay value, specifying
the maximum allowed delay for the host to respond with a report message.

Host Host

_t L> Query—I —_— Query—}

Querier

ar

| IR

Non-querier

017101

Receiver's DR

Related . Multicast Overview on page 3
Documentation
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Multicast VPNs Overview

« Draft-Rosen Multicast VPNs Overview on page 23
« Multiprotocol BGP MVPNs Overview on page 24

Draft-Rosen Multicast VPNs Overview

The Junos OS provides two types of draft-rosen multicast VPNs:

« Draft-rosen multicast VPNs with service provider tunnels operating in any-source
multicast (ASM) mode (also referred to as rosen 6 Layer 3 VPN multicast)—Described
in RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNs) and based on Section 2 of
the IETF Internet draft draft-rosen-vpn-mcast-06.txt, Multicast in MPLS/BGP VPNs
(expired April 2004).

- Draft-rosen multicast VPNs with service provider tunnels operating in source-specific
multicast (SSM) mode (also referred to as rosen 7 Layer 3 VPN multicast)—Described
in RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNs) and based on the IETF
Internet draft draft-rosen-vpn-mcast-07.txt, Multicast in MPLS/BGP IP VVPNs. Draft-rosen
multicast VPNs with service provider tunnels operating in SSM mode do not require
that the provider (P) routers maintain any VPN-specific Protocol-Independent Multicast
(PIM) information.

0 NOTE: Draft-rosen multicast VPNs are not supported in a logical system
environment even though the configuration statements can be configured
under the logical-systems hierarchy.

In a draft-rosen Layer 3 multicast virtual private network (MVPN) configured with service
provider tunnels, the VPN is multicast-enabled and configured to use the Protocol
Independent Multicast (PIM) protocol within the VPN and within the service provider
(SP) network. A multicast-enabled VPN routing and forwarding (VRF) instance
corresponds to a multicast domain (MD), and a PE router attached to a particular VRF
instance is said to belong to the corresponding MD. For each MD there is a default multicast
distribution tree (MDT) through the SP backbone, which connects all of the PE routers
belonging to that MD. Any PE router configured with a default MDT group address can
be the multicast source of one default MDT.
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Related
Documentation

Draft-rosen MVPNSs with service provider tunnels start by sending all multicast traffic
over a default MDT, as described in section 2 of the IETF Internet draft
draft-rosen-vpn-mcast-06.txt and section 7 of the IETF Internet draft
draft-rosen-vpn-mcast-07.txt. This default mapping results in the delivery of packets to
each provider edge (PE) router attached to the provider router even if the PE router has
no receivers for the multicast group in that VPN. Each PE router processes the
encapsulated VPN traffic even if the multicast packets are then discarded.

. Multicast over Layer 3 VPNs
. Junos OS VPNs Configuration Guide

Multiprotocol BGP MVPNs Overview

« Comparison of Draft Rosen Multicast VPNs and Next-Generation Multiprotocol BGP
Multicast VPNs on page 24

« MBGP Multicast VPN Sites on page 25

« Multicast VPN Standards on page 26

« PIM Sparse Mode, PIM Dense Mode, Auto-RP, and BSR for MBGP MVPNSs on page 26
- MBGP-Based Multicast VPN Trees on page 26

Comparison of Draft Rosen Multicast VPNs and Next-Generation Multiprotocol BGP Multicast

VPNs

There are several multicast applications driving the deployment of next-generation
Layer 3 multicast VPNs (MVPNs). Some of the key emerging applications include the
following:

- Layer 3 VPN multicast service offered by service providers to enterprise customers

- Video transport applications for wholesale IPTV and multiple content providers
attached to the same network

. Distribution of media-rich financial services or enterprise multicast services

« Multicast backhaul over a metro network

There are two ways to implement Layer 3 MVPNs. They are often referred to as dual PIM
MVPNs (also known as “draft-rosen”) and multiprotocol BGP (MBGP)-based MVPNs
(the “next generation” method of MVPN configuration). Both methods are supported
and equally effective. The main difference is that the MBGP-based MVPN method does
not require multicast configuration on the service provider backbone. Multiprotocol BGP
multicast VPNs employ the intra-autonomous system (AS) next-generation BGP control
plane and PIM sparse mode as the data plane. The PIM state information is maintained
between the PE routers using the same architecture that is used for unicast VPNs. The
main advantage of deploying MVPNs with MBGP is simplicity of configuration and
operation because multicast is not needed on the service provider VPN backbone
connecting the PE routers.

Using the draft-rosen approach, service providers might experience control and data
plane scaling issues associated with the maintenance of two routing and forwarding

24
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mechanisms: one for VPN unicast and one for VPN multicast. For more information on
the limitations of Draft Rosen, see draft-rekhter-mboned-mvpn-deploy.

MBGP Multicast VPN Sites

The main characteristics of MBGP MVPNSs are:

« They extend Layer 3 VPN service (RFC 4364) to support IP multicast for Layer 3 VPN
service providers.

« They follow the same architecture as specified by RFC 4364 for unicast VPNs.
Specifically, BGP is used as the provider edge (PE) router-to-PE router control plane
for multicast VPN.

« Theyeliminate the requirement for the virtual router (VR) model (as specified in Internet
draft draft-rosen-vpn-mcast, Multicast in MPLS/BGP VPNs) for multicast VPNs and
the RFC 4364 model for unicast VPNs.

« They rely on RFC 4364-based unicast with extensions for intra-AS and inter-AS
communication.

An MBGP MVPN defines two types of site sets, a sender site set and a receiver site set.
These sites have the following properties:

« Hosts within the sender site set can originate multicast traffic for receiversin the receiver
site set.

« Receivers outside the receiver site set should not be able to receive this traffic.

« Hosts within the receiver site set can receive multicast traffic originated by any host in
the sender site set.

« Hosts within the receiver site set should not be able to receive multicast traffic originated
by any host that is not in the sender site set.

A site can be in both the sender site set and the receiver site set, so hosts within such a
site can both originate and receive multicast traffic. For example, the sender site set
could be the same as the receiver site set, in which case all sites could both originate and
receive multicast traffic from one another.

Sites within a given MBGP MVPN might be within the same organization or in different
organizations, which means that an MBGP MVPN can be either anintranet or an extranet.
A given site can be in more than one MBGP MVPN, so MBGP MVPNs might overlap. Not
all sites of a given MBGP MVPN have to be connected to the same service provider,
meaning that an MBGP MVPN can span multiple service providers. Feature parity for the
MVPN extranet functionality or overlapping MVPNs on the Junos Trio chipset is supported
in Junos OS Releases 11.1R2, 11.2R2, and 11.4.

Another way to look at an MBGP MVPN is to say that an MBGP MVPN is defined by a set
of administrative policies. These policies determine both the sender site set and the
receiver site set. These policies are established by MBGP MVPN customers, but
implemented by service providers using the existing BGP and MPLS VPN infrastructure.
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Multicast VPN Standards
MBGP MVPNSs are defined in the following IETF Internet drafts:

« Internet draft draft-ietf-13vpn-2547bis-mcast-bgp-03.txt, BGP Encodings for Multicast
in MPLS/BGP IP VPNs

. Internet draft draft-ietf-13vpn-2547bis-mcast-02.txt, Multicast in MPLS/BGP IP VPNs

PIM Sparse Mode, PIM Dense Mode, Auto-RP, and BSR for MBGP MVPNs

You can configure PIM sparse mode, PIM dense mode, auto-RP, and bootstrap router
(BSR) for MBGP MVPN networks:

« PIM sparse mode—Allows a router to use any unicast routing protocol and performs
reverse-path forwarding (RPF) checks using the unicast routing table. PIM sparse mode
includes an explicit join message, so routers determine where the interested receivers
are and send join messages upstream to their neighbors, building trees from the
receivers to the rendezvous point (RP).

. PIM dense mode—Allows a router to use any unicast routing protocol and performs
reverse-path forwarding (RPF) checks using the unicast routing table. Packets are
forwarded to all interfaces except the incoming interface. Unlike PIM sparse mode,
where explicit joins are required for packets to be transmitted downstream, packets
are flooded to all routers in the routing instance in PIM dense mode.

« Auto-RP—Uses PIM dense mode to propagate control messages and establish RP
mapping. You can configure an auto-RP node in one of three different modes: discovery
mode, announce mode, and mapping mode.

« BSR—Establishes RPs. A selected router in a network acts as a BSR, which selects a
unigue RP for different group ranges. BSR messages are flooded using a data tunnel
between PE routers.

MBGP-Based Multicast VPN Trees

MBGP-based MVPNs (next-generation MVPNSs) are based on Internet drafts and extend
unicast VPNs based on RFC 2547 to include support for IP multicast traffic. These MVPNs
follow the same architectural model as the unicast VPNs and use BGP as the provider
edge (PE)-to-PE control plane to exchange information. The next generation MVPN
approach is based on Internet drafts draft-ietf-13vpn-2547bis-mcast.txt,
draft-ietf-13vpn-2547bis-mcast-bgp.txt, and draft-morin-13vpn-mvpn-considerations.txt.

MBGP-based MVPNs introduce two new types of tree:

Inclusive tree—A single multicast distribution tree in the backbone carrying all the multicast
traffic from a specified set of one or more MVPNs. Aninclusive tree carrying the traffic
of more than one MVPN is an aggregate inclusive tree. All the PEs that attach to
MVPN receiver sites using the tree belong to that inclusive tree.
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Selective tree—A single multicast distribution tree in the backbone carrying traffic for a
specified set of one or more multicast groups. When multicast groups belonging to
more than one MVPN are on the tree, it is called an aggregate selective tree.

By default, traffic from most multicast groups can be carried by an inclusive tree, while
traffic from some groups (for example, high bandwidth groups) can be carried by one of
the selective trees. Selective trees, if they contain only those PEs that need to receive
multicast data from one or more groups assigned to the tree, can provide more optimal
routing than inclusive trees alone, although this requires more state information in the P
routers.

An MPLS-based VPN running BGP with autodiscovery is used as the basis for a
next-generation MVPN. The autodiscovered route informationis carried in MBGP network
layer reachability information (NLRI) updates for multicast VPNs (MCAST-VPNs). These
MCAST-VPN NLRIs are handled in the same way as IPv4 routes: route distinguishers are
used to distinguish between different VPNs in the network. These NLRIs are imported
and exported based on the route target extended communities, just as IPv4 unicast
routes. In other words, existing BGP mechanisms are used to distribute multicast
information on the provider backbone without requiring multicast directly.

For example, consider a customer running Protocol-Independent Multicast (PIM) sparse
mode in source-specific multicast (SSM) mode. Only source tree join customer multicast
(c-multicast) routes are required. (PIM sparse mode in anysource multicast (ASM) mode
can be supported with a few enhancements to SSM mode.)

The customer multicast route carrying a particular multicast source S needs to be
imported only into the VPN routing and forwarding (VRF) table on the PE router connected
to the site that contains the source S and not into any other VRF, even for the same
MVPN. To do this, each VRF on a particular PE has a distinct VRF route import extended
community associated with it. This community consists of the PE router's IP address and
local PE number. Different MVPNs on a particular PE have different route imports, and
for a particular MVPN, the VRF instances on different PE routers have different route
imports. This VRF route import is auto-configured and not controlled by the user.

Also, all the VRFs within a particular MVPN will have information about VRF route imports
for each VRF. This is accomplished by “piggybacking” the VRF route import extended
community onto the unicast VPN IPv4 routes. To make sure a customer multicast route
carrying multicast source S is imported only into the VRF on the PE router connected to
the site contained the source S, it is necessary to find the unicast VPN IPv4 route to S
and set the route target of the customer multicast route to the VRF import route carried
by the VPN IPv4 route just found.

The process of originating customer multicast routes in an MBGP-based MVPN is shown
in Figure 3 on page 28.

In the figure, an MVPN has three receiver sites (R1, R2, and R3) and one source site (S).
The site routers are connected to four PE routers, and PIM is running between the PE
routers and the site routers. However, only BGP runs between the PE routers on the
provider's network.
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When router PE-1receives a PIM join message for (S,G) from site router R1, this means
that site R1 has one or more receivers for a given source and multicast group (S,G)
combination. In that case, router PE-1 constructs and originates a customer multicast
route after doing three things:

1. Finding the unicast VPN IPv4 router to source S

2. Extracting the route distinguisher and VRF route import form this route

3. Putting the (S,G) information from the PIM join, the router distinguisher from the VPN
IPv4 route, and the route target from the VRF route import of the VPN IPv4 route into
a MBGP update

The update is distributed around the VPN through normal BGP mechanisms such as
router reflectors.

Figure 3: Source and Receiver Sites in an MVPN

Receiver R1 lle Receiver R2 lle

BGP Route
Reflector

PIM

016797

Receiver R3 TPIM Source S

What happens when the source site S receives the MBGP information is shown in Figure
4 on page 29. In the figure, the customer multicast route information is distributed by the
BGP route reflector as an MBGP update.

The provider router PE-4 will then:

1. Receive the customer multicast route originated by the PE routers and aggregated
by the route reflector.

28
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2. Accept the customer multicast route into the VRF for the correct MVPN (because the
VRF route import matches the route target carried in the customer multicast route
information).

3. Createthe proper (S,G) statein the VRF and propagate the information to the customer
routers of source site S using PIM.

Figure 4: Adding a Receiver to an MVPN Source Site Using MBGP

Receiver R1 lle Receiver R2 lle

BGP Route
Reflector
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=
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Receiver R3 TPIM Source S PIM

Related . Example: Configuring MBGP MVPN Extranets on page 442

D tati
ocumentation « Examples: Configuring Multiprotocol BGP Multicast VPNs on page 383
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Multicast Supported Standards

« Supported IP Multicast Protocol Standards on page 31

Supported IP Multicast Protocol Standards

Junos OS substantially supports the following RFCs and Internet drafts, which define
standards for IP multicast protocols, including the Distance Vector Multicast Routing
Protocol (DVMRP), Internet Group Management Protocol (IGMP), Multicast Listener
Discovery (MLD), Multicast Source Discovery Protocol (MSDP), Pragmatic General
Multicast (PGM), Protocol Independent Multicast (PIM), Session Announcement Protocol
(SAP), and Session Description Protocol (SDP).

« RFC M2, Host Extensions for IP Multicasting (defines IGMP Version 1)

« RFC 2236, Internet Group Management Protocol, Version 2

« RFC 2327, SDP: Session Description Protocol

« RFC 2710, Multicast Listener Discovery (MLD) for IPv6

« RFC 2858, Multiprotocol Extensions for BGP-4

« RFC 3031, Multiprotocol Label Switching Architecture

« RFC 3376, Internet Group Management Protocol, Version 3

« RFC 3590, Source Address Selection for the Multicast Listener Discovery (MLD) Protocol

« RFC 4601, Protocol Independent Multicast — Sparse Mode (PIM-SM): Protocol
Specification (Revised)

- RFC 4607, Source-Specific Multicast for IP

- RFC 5015, Bidirectional Protocol Independent Multicast (BIDIR-PIM)

« Using IGMPv3 and MLDv?Z for Source-Specific Multicast

« Internet draft draft-ietf-[3vpn-2547bis-mcast-10.txt, Multicast in MPLS/BGP IP VPNs

« Internet draft draft-ietf-[3vpn-2547bis-mcast-bgp-08.txt, BGP Encodings and
Procedures for Multicast in MPLS/BGP IP VPNs

« Internet draft draft-ietf-pim-sm-bsr-05.txt, Bootstrap Router (BSR) Mechanism for
PIM
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The scoping mechanism is not supported.

« Internet draft draft-raggarwa-13vpn-2547-mvpn-00.txt, Base Specification for Multicast
in BGR/MPLS VPNs (expires December 2004)

The following RFCs and Internet drafts do not define standards, but provide information
about multicast protocols and related technologies. The IETF classifies them variously
as “Best Current Practice,” “Experimental,” or “Informational.”

« RFC 1075, Distance Vector Multicast Routing Protocol

« RFC 2362, Protocol Independent Multicast-Sparse Mode (PIM-SM): Protocol Specification
« RFC 2365, Administratively Scoped IP Multicast

« RFC 2547, BGP/MPLS VPNs

« RFC 2974, Session Announcement Protocol

« RFC 3208, PGM Reliable Transport Protocol Specification

« RFC 3446, Anycast Rendevous Point (RP) mechanism using Protocol Independent
Multicast (PIM) and Multicast Source Discovery Protocol (MSDP)

« RFC 3569, An Overview of Source-Specific Multicast (SSM)
. RFC 3618, Multicast Source Discovery Protocol (MSDP)
« RFC 3810, Multicast Listener Discovery Version 2 (MLDvZ2) for IPv6

. RFC 3973, Protocol Independent Multicast — Dense Mode (PIM-DM): Protocol
Specification (Revised)

« RFC 4364, BGE/MPLS IP Virtual Private Networks (VPNs)
« Internet draft draft-ietf-idmr-dvmrp-v3-11.txt, Distance Veector Multicast Routing Protocol

« Internet draft draft-ietf-mboned-ssm232-08.txt, Source-Specific Protocol Independent
Multicast in 232/8

« Internet draft draft-ietf-mmusic-sap-00.txt, SAP: Session Announcement Protocol
« Internet draft draft-rosen-vpn-mcast-07.txt, Multicast in MPLS/BGP VPNs

Only section 7, “Data MDT: Optimizing flooding,” is supported.

« Accessing Standards Documents on the Internet
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« Protocol-Independent Multicast on page 35

« Multicast Routing Options on page 231

« Internet Group Management Protocol on page 305

« Multicast Listener Discovery on page 331

« Internet Group Management Protocol Snooping on page 355
« Multicast Snooping on page 371

« Multiprotocol BGP Multicast VPN on page 383

« Draft-Rosen Multicast VPN on page 493

« Automatic Multicast Tunneling on page 549

« Session Announcement Protocol on page 563

« Multicast Source Discovery Protocol on page 565

« Pragmatic General Multicast on page 587

« Distance Vector Multicast Routing Protocol on page 593

« PIM Configuration Statements on page 603

« IGMP Configuration Statements on page 705

« MLD Configuration Statements on page 731

« IGMP Snooping Configuration Statements on page 753

« Multicast Snooping Configuration Statements on page 771

« Multicast Routing Options Configuration Statements on page 781
« MBGP MVPN Configuration Statements on page 813

« Draft Rosen MVPN Configuration Statements on page 851

« AMT Configuration Statements on page 867

« Session Announcement Protocol Configuration Statements on page 887
« MSDP Configuration Statements on page 891

« PGM Configuration Statements on page 917

« DVMRP Configuration Statements on page 921
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Protocol-Independent Multicast

« Configuring Basic PIM Settings on page 35

« Configuring Multiple Instances of PIM on page 48

« Configuring a Designated Router for PIM on page 49

« Examples: Configuring PIM Sparse Mode on page 51

« Example: Configuring Bidirectional PIM on page 72

« Configuring Static RP on page 90

« Example: Configuring Anycast RP on page 97

« Configuring PIM Bootstrap Router on page 105

« Configuring PIM Auto-RP on page 109

« Configuring Embedded RP on page 114

« Configuring PIM Filtering on page 117

« Examples: Configuring PIM RPT and SPT Cutover on page 130

. Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol on page 145
« Example: Configuring Nonstop Active Routing for PIM on page 157

« Configuring PIM Dense Mode on page 170

« Configuring PIM Sparse-Dense Mode on page 173

« PIM Join Load Balancing on Multipath MVPN Routes Overview on page 174

« Example: Configuring PIM Join Load Balancing on Draft-Rosen Multicast VPN on page 178

« Example: Configuring PIM Join Load Balancing On Next-Generation Multicast
VPN on page 186

« Example: Configuring PIM Make-Before-Break Join Load Balancing on page 195
« Example: Configuring PIM State Limits on page 205
« PIM Snooping for VPLS on page 218

Configuring Basic PIM Settings

« PIM Configuration Statements on page 36
« Changing the PIM Version on page 38
« Modifying the PIM Hello Interval on page 39
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« Preserving Multicast Performance by Disabling Response to the ping Utility on page 40
+ PIMon Aggregated Interfaces on page 40

« Configuring PIM Trace Options on page 40

« Disabling PIM on page 42

« Verifying a Multicast Configuration on page 45

PIM Configuration Statements

To configure Protocol Independent Multicast (PIM), include the pim statement:

pim {
disable;
default-vpn-source {
interface-name interface-name;
1
assert-timeout seconds;
dense-groups {
addresses;
1
dr-election-on-p2p;
export;
graceful-restart {
disable;
no-bidirectional-mode;
restart-duration seconds;
1
idle-standby-path-switchover-delay seconds;
import [ policy-names 1;
interface interface-name {
bidirectional {
df-election {
backoff-period milliseconds;
offer-period milliseconds;
robustness-count number;
}
1
import;
hello-interval seconds;
mode bidirectional-sparse | bidirectional-sparse-dense | (dense | sparse |
sparse-dense);
neighbor-policy [ policy-names 1;
override-interval milliseconds;
priority number;
propagation-delay milliseconds;
reset-tracking-bit;
version version;
1
join-load-balance {
automatic;
1
join-prune-timeout;
nonstop-routing {
disable;

}
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override-interval milliseconds;
propagation-delay milliseconds;
reset-tracking-bit;

rib-group {

inet group-name;
inet6 group-name;

}
rp {
auto-rp {
(announce | discovery | mapping);
(mapping-agent-election | no-mapping-agent-election);
}

bidirectional {
address address {
group-ranges {
destination-ip-prefix</prefix-length>;
1
hold-time seconds;
priority number;
1
}
bootstrap {
family (inet | inet6) {
export [ policy-names 1;
import [ policy-names 1;
priority number;
}
}
bootstrap-export [ policy-names ];
bootstrap-import [ policy-names ];
bootstrap-priority number;
dr-register-policy [ policy-names J;
embedded-rp {
group-ranges {
destination-ip-prefix</prefix-length>;
1
maximum-rps limit;
}
local {
family (inet | inet6) {
address address;
anycast-pim {
rp-set {
address address <forward-msdp-sa>;
}
local-address address;
1
disable;
group-ranges {
destination-ip-prefix</prefix-length >;
1
hold-time seconds;
override;
priority number;
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rp-register-policy [ policy-names 1;
standby-path-creation-delay seconds;
static {
address address {
override;
version version;
group-ranges {
destination-ip-prefix</prefix-length >;
1
spt-threshold {
infinity [ policy-names 1;
1
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

You can include this statement at the following hierarchy levels:

« [edit protocols]
« [edit routing-instances routing-instance-name protocols]
« [edit logical-systems logical-system-name protocols]

« [edit logical-systems logical-system-name routing-instances routing-instance-name
protocols]

By default, PIM is disabled.

0 NOTE: You cannot configure PIM within a nonforwarding instance. If you try
todo so, the router displays a commit check error and does not complete the
configuration commit process.

Changing the PIM Version
All systems on a subnet must run the same version of PIM.

The default PIM version can be version 1 or version 2, depending on the mode you are
configuring. PIMv1 is the default for rendezvous point (RP) mode (at the [edit protocols
pim rp static address address] hierarchy level). However, PIMv2 is the default for interface
mode (at the [edit protocols pim interface interface-name] hierarchy level). Explicitly
configured versions override the defaults.

To configure the PIM version, include the version statement:

version (1] 2);
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Modifying the PIM Hello Interval

Routing devices send hello messages at a fixed interval on all PIM-enabled interfaces.
By using hello messages, routing devices advertise their existence as PIM routing devices
onthe subnet. With all PIM-enabled routing devices advertised, a single designated router
for the subnet is established.

When a routing device is configured for PIM, it sends a hello message at a 30-second
default interval. The interval range is from O through 255. When the interval counts down
to O, the routing device sends another hello message, and the timer is reset. A routing
device that receives no response from a neighbor in 3.5 times the interval value drops
the neighbor. In the case of a 30-second interval, the amount of time a routing device
waits for a response is 105 seconds.

If a PIM hello message contains the hold-time option, the neighbor timeout is set to the
hold-time sent in the message. If a PIM hello message does not contain the hold-time
option, the neighbor timeout is set to the default hello hold time.

To modify how often the routing device sends hello messages out of an interface:

1. Thisexample shows the configuration for the routing instance. Configure the interface
globally or in the routing instance.

[edit routing-instances PIM.master protocols pim interface fe-3/0/2.0]
user@host# set hello-interval 255

2. Verify the configuration by checking the Hello Option Holdtime field in the output of
the show pim neighbors detail command.

user@host> show pim neighbors detail

Instance: PIM.master

Interface: fe-3/0/2.0

Address: 192.168.195.37, IPv4, PIM v2, Mode: Sparse
Hello Option Holdtime: 255 seconds

Hello Option DR Priority: 1

Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported

Rx Join: Group Source Timeout

225.1.1.1 192.168.195.78 O

225.1.1.1 0

Interface: 100.0

Address: 10.255.245.91, 1Pv4, PIM v2, Mode: Sparse

Hello Option Holdtime: 255 seconds

Hello Option DR Priority: 1

Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported

Interface: pd-6/0/0.32768

Address: 0.0.0.0, IPv4, PIM v2, Mode: Sparse

Hello Option Holdtime: 255 seconds

Hello Option DR Priority: O

Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported
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Preserving Multicast Performance by Disabling Response to the ping Utility

The ping utility uses ICMP Echo messages to verify connectivity to any device with an IP
address. However, in the case of multicast applications, a single ping sent to a multicast
address can degrade the performance of routers because the stream of packets is
replicated multiple times.

You can disable the router's response to ping (ICMP Echo) packets sent to multicast
addresses. The system responds normally to unicast ping packets.

To disable the router's response to ping packets sent to multicast addresses:

1. Include the no-multicast-echo statement:

[edit system]
user@host# set no-multicast-echo

2. Verify the configuration by checking the echo drops with broadcast or multicast
destination address field in the output of the show system statistics icmp command.

user@host> show system statistics icmp

icmp:

0 drops due to rate limit

0 calls to icmp_error

0 errors not generated because old message was icmp

Output histogram:

echo reply: 21

messages with bad code fields

messages less than the minimum length

messages with bad checksum

messages with bad source address

0 messages with bad length

100 echo drops with broadcast or multicast destination address
0 timestamp drops with broadcast or multicast destination address
Input histogram:

echo: 21

21 message responses generated

O O oo

PIM on Aggregated Interfaces

You can configure several Protocol Independent Multicast (PIM) features on an interface
regardless of its PIM mode (bidirectional, sparse, dense, or sparse-dense mode).

If you configure PIM on an aggregated (ae- or as-) interface, each of the interfaces in the
aggregate is included in the multicast output interface list and carries the single stream
of replicated packets in a load-sharing fashion. The multicast aggregate interface is
“expanded” into its constituent interfaces in the next-hop database.

Configuring PIM Trace Options

Tracing operations record detailed messages about the operation of routing protocols,
such as the various types of routing protocol packets sent and received, and routing policy
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actions. You can specify which trace operations are logged by including specific tracing
flags. The following table describes the flags that you can include.

Flag Description

all Trace all operations.

assert Trace assert messages, which are used to resolve which
of the parallel routers connected to a multiaccess LAN is
responsible for forwarding packets to the LAN.

autorp Trace bootstrap, RP, and auto-RP messages.

bidirectional-df-election Trace bidirectional PIM designated-forwarder (DF)
election events.

bootstrap Trace bootstrap messages, which are sent periodically
by the PIM domain's bootstrap router and are forwarded,
hop by hop, to all routers in that domain.

general Trace general events.
graft Trace graft and graft acknowledgment messages.
hello Trace hello packets, which are sent so that neighboring

routers can discover one another.

join Trace join messages, which are sent to join a branch onto
the multicast distribution tree.

mdt Trace messages related to multicast data tunnels.
normal Trace normal events.

nsr-synchronization Trace nonstop routing synchronization events

packets Trace all PIM packets.

policy Trace poison-route-reverse packets.

prune Trace prune messages, which are sent to prune a branch

off the multicast distribution tree.

register Trace register and register-stop messages. Register
messages are sent to the RP when a multicast source first
starts sending to a group.

route Trace routing information.
rp Trace candidate RP advertisements.
state Trace state transitions.
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Disabling PIM

task Trace task processing.

timer Trace timer processing.

In the following example, tracing is enabled for all routing protocol packets. Then tracing
is narrowed to focus only on PIM packets of a particular type.

To configure tracing operations for PIM:
1. (Optional) Configure tracing at the [routing-options hierarchy level to trace all protocol
packets.

[edit routing-options traceoptions]
user@host# set file all-packets-trace
user@host# set flag all

2. Configure the filename for the PIM trace file.

[edit protocols pim traceoptions]
user@host# set file pim-trace

3. (Optional) Configure the maximum number of trace files.

[edit protocols pim traceoptions]
user@host# set file files 5

4. (Optional) Configure the maximum size of each trace file.

[edit protocols pim traceoptions]
user@host# set file size Im

5. (Optional) Enable unrestricted file access.

[edit protocols pim traceoptions]
user@host# set file world-readable

6. Configure tracing flags.
Suppose you are troubleshooting issues with PIM version 1 control packets that are
received on an interface configured for PIM version 2. The following example shows
how to trace messages associated with this problem.

[edit protocols pim traceoptions]
user@host# set flag packets | match “Rx V1 Require V2”

7. View the trace file.

user@host> file list /var/log
user@host> file show /var/log/pim-trace

By default, when configured, the PIM protocol is enabled on all interfaces for all families.
If desired, you can disable PIM at the protocol, interface, or family hierarchy levels.
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The hierarchy in which you configure PIM is critical. In general, the most specific
configuration takes precedence. However, if PIM is disabled at the protocol level, then
any disable statements with respect to an interface or family are ignored.

For example, the order of precedence for disabling PIM on a particular interface family
is:

1. If PIMis disabled at the [edit protocols pim interface interface-name family] hierarchy
level, then PIM is disabled for that interface family.

2. If PIMis not configured at the [edit protocols pim interface interface-name family]
hierarchy level, but is disabled at the [edit protocols pim interface interface-name]
hierarchy level, then PIM is disabled for all families on the specified interface.

3. IfPIMis not configured at either the [edit protocols pim interface interface-name family]
hierarchy level or the [edit protocols pim interface interface-name] hierarchy level, but
is disabled at the [edit protocols pim] hierarchy level, then the PIM protocol is disabled
globally for all interfaces and all families.

The following sections describe how to disable PIM at the various hierarchy levels.

« Disabling the PIM Protocol on page 43

« Disabling PIM On an Interface on page 44

« Disabling PIM for a Family on page 44

« Disabling PIM for a Rendezvous Point on page 45

Disabling the PIM Protocol

You can explicitly disable the PIM protocol. Disabling the PIM protocol disables the
protocol for all interfaces and all families. This is accomplished at the [edit protocols
pim] hierarchy level:

[edit protocols]
pim {

disable;
1

To disable the PIM protocol:

1. Include the disable statement.

user@host# set protocols pim disable
2. (Optional) Verify your configuration settings before committing them by using the
show protocols pim command.

user@host# run show protocols pim
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Disabling PIM On an Interface

You can disable the PIM protocol on a per-interface basis. This is accomplished at the
[edit protocols pim interface interface-name] hierarchy level:

[edit protocols]
pim {
interface interface-name {
disable;
1
1

To disable PIM on an interface:

1. Include the disable statement.

user@host# set protocols pim interface fe-0/1/0 disable
2. (Optional) Verify your configuration settings before committing them by using the
show protocols pim command.

user@host# run show protocols pim

Disabling PIM for a Family

You can disable the PIM protocol on a per-family basis. This is accomplished at the [edit
protocols pim family] hierarchy level:

[edit protocols]
pim {
family inet {
disable;
1
family inet6 {
disable;
1
1

To disable PIM for a family:

1. Include the disable statement.

user@host# set protocols pim family inet disable
user@host# set protocols pim family inet6 disable
2. (Optional) Verify your configuration settings before committing them by using the

show protocols pim command.

user@host# run show protocols pim
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Disabling PIM for a Rendezvous Point

You can disable the PIM protocol for a rendezvous point (RP) on a per-family basis. This
is accomplished at the [edit protocols pim rp local family] hierarchy level:

[edit protocols]
pim {
o {
local {
family inet {
disable;
1
family inet6 {
disable;
}
}
1
1

To disable PIM for an RP family:

1. Use the disable statement.

user@host# set protocols pim rp local family inet disable
user@host# set protocols pim rp local family inet6 disable
2. (Optional) Verify your configuration settings before committing them by using the

show protocols pim command.

user@host# run show protocols pim

Verifying a Multicast Configuration

Purpose

Action

To verify a multicast configuration, perform these tasks:

« Verifying SAP and SDP Addresses and Ports on page 45

« Verifying the IGMP Version on page 46

- Verifying the PIM Mode and Interface Configuration on page 46
- Verifying the PIM RP Configuration on page 47

« Verifying the RPF Routing Table Configuration on page 47

Verifying SAP and SDP Addresses and Ports

Verify that SAP and SDP are configured to listen on the correct group addresses and
ports.

From the CLI, enter the show sap listen command.
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Sample Output
user@host> show sap listen
Group Address Port
224.2.127.254 9875
Meaning The output shows a list of the group addresses and ports that SAP and SDP listen on.
Verify the following information:
. Each group address configured, especially the default 224.2.127.254, is listed.
. Each port configured, especially the default 9875, is listed.
Verifying the IGMP Version
Purpose \Verify that IGMP version 2 is configured on all applicable interfaces.
Action From the CLI, enter the show igmp interface command.
Sample Output
user@host> show igmp interface
Interface: ge-0/0/0.0
Querier: 192.168.4.36
State: Up Timeout: 197 Version: 2 Groups: 0
Configured Parameters:
IGMP Query Interval: 125.0
IGMP Query Response Interval: 10.0
IGMP Last Member Query Interval: 1.0
IGMP Robustness Count: 2
Derived Parameters:
IGMP Membership Timeout: 260.0
IGMP Other Querier Present Timeout: 255.0
Meaning Theoutput shows a list of the interfaces that are configured for IGMP. Verify the following
information:
. Each interface on which IGMP is enabled is listed.
. Next to Version, the number 2 appears.
Verifying the PIM Mode and Interface Configuration
Purpose Verify that PIM sparse mode is configured on all applicable interfaces.
Action From the CLI, enter the show pim interfaces command.
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Sample Output

Meaning

Purpose

Action

Sample Output

Meaning

Purpose

Action

Sample Output

Meaning

user@host> show pim interfaces
Instance: PIM.master

Name Stat Mode IP V State Count DR address
100.0 Up Sparse 4 2 DR 0 127.0.0.1
pime.32769 Up Sparse 4 2 P2P 0

The output shows a list of the interfaces that are configured for PIM. Verify the following
information:

. Each interface on which PIM is enabled is listed.
. The network management interface, either ge—0/0/0 or fe—0/0/0, is not listed.

. Under Mode, the word Sparse appears.

Verifying the PIM RP Configuration

Verify that the PIM RP is statically configured with the correct IP address.

From the CLI, enter the show pim rps command.

user@host> show pimrps

Instance: PIM.master

Address family INET

RP address Type Holdtime Timeout Active groups Group prefixes
192.168.14.27 static 0 None 2 224.0.0.0/4

The output shows a list of the RP addresses that are configured for PIM. At least one RP
must be configured. Verify the following information:

« The configured RP is listed with the proper IP address.

. Under Type, the word static appears.

Verifying the RPF Routing Table Configuration

Verify that the PIM RPF routing table is configured correctly.

From the CLI, enter the show multicast rpf command.

user@host> show multicast rpf
Multicast RPF table: inet.0 , 2 entries...

The output shows the multicast RPF table that is configured for PIM. If no multicast RPF
routing table is configured, RPF checks use inet.0. Verify the following information:

. The configured multicast RPF routing table is inet.O.

. Theinet.0 table contains entries.
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Related
Documentation

« Configuring PIM Auto-RP on page 109

. Configuring PIM Bootstrap Router on page 105

. Configuring PIM Dense Mode on page 170

. Configuring a Designated Router for PIM on page 49

. Configuring PIM Filtering on page 117

« Configuring PIM Sparse-Dense Mode on page 173

« Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol on page 145
« Example: Configuring Nonstop Active Routing for PIM on page 157

« Examples: Configuring PIM RPT and SPT Cutover on page 130

« Examples: Configuring PIM Sparse Mode on page 51

« Configuring PIM Sparse-Dense Mode on page 173

« Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol on page 145

Configuring Multiple Instances of PIM

Related
Documentation

PIM instances are supported only for VRF instance types. You can configure multiple
instances of PIM to support multicast over VPNs.

To configure multiple instances of PIM, include the following statements:

routing-instances {
routing-instance-name {
interface interface-name,
instance-type vrf;
protocols {
pim {
... pim-configuration ...
}
}
1
1

You can include the statements at the following hierarchy levels:

[edit routing-instances routing-instance-name protocols]

« [edit logical-systems logical-system-name routing-instances routing-instance-name
protocols]

« Multicast Protocols Configuration Guide

« Junos OS VPNs Configuration Guide
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Configuring a Designated Router for PIM

« Configuring Interface Priority for PIM Designated Router Selection on page 49
« Configuring PIM Designated Router Election on Point-to-Point Links on page 50

Configuring Interface Priority for PIM Designated Router Selection

A designated router (DR) sends periodic join messages and prune messages toward a
group-specific rendezvous point (RP) for each group for which it has active members.
When a Protocol Independent Multicast (PIM) router learns about a source, it originates

a Multicast Source Discovery Protocol (MSDP) source-address message if it is the DR

on the upstream interface.

By default, every PIM interface has the lowest probability (priority O) of being selected
as the DR. Configuring the interface DR priority helps ensure that changing an IP address
does not alter your forwarding model.

To configure the interface designated router priority:

1.

This example shows the configuration for the routing instance. Configure the interface

globally or in the routing instance.

[edit routing-instances PIM.master protocols pim interface ge-0/0/0.0 family inet]

user@host# set priority 5

Verify the configuration by checking the Hello Option DR Priority field in the output of

the show pim neighbors detail command.
user@host> show pim neighbors detail

Instance: PIM.master

Interface: ge-0/0/0.0

Address: 192.168.195.37, IPv4, PIM v2, Mode: Sparse

Hello Option Holdtime: 65535 seconds

Hello Option DR Priority: 5

Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported

Rx Join: Group Source Timeout

225.1.1.1 192.168.195.78 0

225.1.1.1 0

Interface: 100.0

Address: 10.255.245.91, 1Pv4, PIM v2, Mode: Sparse

Hello Option Holdtime: 65535 seconds

Hello Option DR Priority: 1

Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported

Interface: pd-6/0/0.32768

Address: 0.0.0.0, IPv4, PIM v2, Mode: Sparse

Hello Option Holdtime: 65535 seconds

Hello Option DR Priority: O

Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported
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Configuring PIM Designated Router Election on Point-to-Point Links

Related
Documentation

To comply with the latest PIM drafts, enable designated router (DR) election on all PIM
interfaces, including point-to-point (P2P) interfaces. (DR election is enabled by default
on all other interfaces.) One of the two routers might join a multicast group on its P2P

link interface. The DR on that link is responsible for initiating the relevant join messages.

To enable DR election on point-to-point interfaces:

1. On both point-to-point link routers, configure the router globally or in the routing
instance. This example shows the configuration for the routing instance.

[edit routing-instances PIM.master protocols pim]
user@host# set dr-election-on-p2p

2. Verify the configuration by checking the State field in the output of the show pim
interfaces command. The possible values for the State field are DR, NotDR, and P2P.
When a point-to-point link interface is elected to be the DR, the interface state
becomes DR instead of P2P.

3. Ifthe show piminterfaces command continues to report the P2P state, consider running
the restart routing command on both routers on the point-to-point link. Then recheck
the state.

A CAUTION: Do not restart a software process unless specifically asked to
do so by your Juniper Networks customer support representative.
Restarting a software process during normal operation of a routing
platform could cause interruption of packet forwarding and loss of data.

[edit]
user@host# run restart routing
« Configuring PIM Auto-RP on page 109
« Configuring PIM Bootstrap Router on page 105
« Configuring PIM Dense Mode on page 170
. Configuring PIM Filtering on page 117
. Example: Configuring Nonstop Active Routing for PIM on page 157
. Examples: Configuring PIM RPT and SPT Cutover on page 130
. Examples: Configuring PIM Sparse Mode on page 51
« Configuring PIM Sparse-Dense Mode on page 173
« Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol on page 145

. Configuring Basic PIM Settings on page 35
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Examples: Configuring PIM Sparse Mode

« Understanding PIM Sparse Mode on page 51

« Designated Router on page 53

» Tunnel Services PICs and Multicast on page 54

« Enabling PIM Sparse Mode on page 55

« Configuring PIM Join Load Balancing on page 56

« Modifying the Join State Timeout on page 59

» Example: Enabling Join Suppression on page 59

« Example: Configuring PIM Sparse Mode over an IPsec VPN on page 64

« Example: Configuring Multicast for Virtual Routers with IPv6 Interfaces on page 68

Understanding PIM Sparse Mode

A Protocol Independent Multicast (PIM) sparse-mode domain uses reverse-path
forwarding (RPF) to create a path from a data source to the receiver requesting the data.
When a receiver issues an explicit join request, an RPF check is triggered. A (*G) PIM join
message is sent toward the RP from the receiver's designated router (DR). (By definition,
this message is actually called a join/prune message, but for clarity in this description, it
is called either join or prune, depending on its context.) The join message is multicast
hop by hop upstream to the ALL-PIM-ROUTERS group (224.0.0.13) by means of each
router’s RPF interface until it reaches the RP. The RP router receives the (*G) PIM join
message and adds the interface on which it was received to the outgoing interface list
(OIL) of the rendezvous-point tree (RPT) forwarding state entry. This builds the RPT
connecting the receiver with the RP. The RPT remains in effect, even if no active sources
generate traffic.

e NOTE: State—the (*G) or (5,G) entries—is the information used for
forwarding unicast or multicast packets. S is the source IP address, G is the
multicast group address, and * represents any source sending to group G.
Routers keep track of the multicast forwarding state for the incoming and
outgoing interfaces for each group.

When a source becomes active, the source DR encapsulates multicast data packets into
a PIM register message and sends them by means of unicast to the RP router.

If the RP router has interested receivers in the PIM sparse-mode domain, it sends a PIM
join message toward the source to build a shortest-path tree (SPT) back to the source.
The source sends multicast packets out on the LAN, and the source DR encapsulates
the packets in a PIM register message and forwards the message toward the RP router
by means of unicast. The RP router receives PIM register messages back from the source,
and thus adds a new source to the distribution tree, keeping track of sources in a PIM
table. Once an RP router receives packets natively (with S,G), it sends a register stop
message to stop receiving the register messages by means of unicast.
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In actual application, many receivers with multiple SPTs are involved in a multicast traffic
flow. To illustrate the process, we track the multicast traffic from the RP router to one
receiver. In such a case, the RP router begins sending multicast packets down the RPT
toward the receiver’s DR for delivery to the interested receivers. When the receiver’s DR
receives the first packet from the RPT, the DR sends a PIM join message toward the
source DR to start building an SPT back to the source. When the source DR receives the
PIM join message from the receiver’s DR, it starts sending traffic down all SPTs. When
the first multicast packet is received by the receiver’s DR, the receiver’s DR sends a PIM
prune message to the RP router to stop duplicate packets from being sent through the
RPT. In turn, the RP router stops sending multicast packets to the receiver’s DR, and
sends a PIM prune message for this source over the RPT toward the source DR to halt
multicast packet delivery to the RP router from that particular source.

If the RP router receives a PIM register message from an active source but has no
interested receivers in the PIM sparse-mode domain, it still adds the active source into
the PIM table. However, after adding the active source into the PIM table, the RP router
sends a register stop message. The RP router discovers the active source’s existence and
no longer needs to receive advertisement of the source (which utilizes resources).

e NOTE: If the number of PIM join messages exceeds the configured MTU, the
messages are fragmented in IPv6 PIM sparse mode. To avoid the
fragmentation of PIM join messages, the multicast traffic receives the
interface MTU instead of the path MTU.

The major characteristics of PIM sparse mode are as follows:

« Routers with downstream receivers join a PIM sparse-mode tree through an explicit
join message.

. PIM sparse-mode RPs are the routers where receivers meet sources.

« Senders announce their existence to one or more RPs, and receivers query RPs to find
multicast sessions.

« Oncereceivers get content from sources through the RP, the last-hop router (the router
closest to the receiver) can optionally remove the RP from the shared distribution tree
(*G) if the new source-based tree (S,G) is shorter. Receivers can then get content
directly from the source.

The transitional aspect of PIM sparse mode from shared to source-based tree is one
of the major features of PIM, because it prevents overloading the RP or surrounding
core links.

There are related issues regarding source, RPs, and receivers when sparse mode multicast
is used:

« Sources must be able to send to all RPs.
« RPs must all know one another.

« Receivers must send explicit join messages to a known RP.
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Designated Router

. Receivers initially need to know only one RP (they later learn about others).
« Receivers can explicitly prune themselves from a tree.

« Receivers that never transition to a source-based tree are effectively running Core
Based Trees (CBT) .

PIM sparse mode has standard features for all of these issues.

Rendezvous Point

The RP router serves as the information exchange point for the other routers. All routers
in a PIM domain must provide mapping to an RP router. It is the only router that needs
to know the active sources for a domain—the other routers just need to know how to
reach the RP. In this way, the RP matches receivers with sources.

The RP router is downstream from the source and forms one end of the shortest-path
tree. As shown in Figure 5 on page 53, the RP router is upstream from the receiver and
thus forms one end of the rendezvous-point tree.

Figure 5: Rendezvous Point as Part of the RPT and SPT
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The benefit of using the RP as the information exchange point is that it reduces the
amount of state in non-RP routers. No network flooding is required to provide non-RP
routers information about active sources.

RP Mapping Options

RPs can be learned by one of the following mechanisms:

. Static configuration
« Anycast RP
« Auto-RP

« Bootstrap router

We recommend a static RP mapping with anycast RP and a bootstrap router (BSR) with
auto-RP configuration, because static mapping provides all the benefits of a bootstrap
router and auto-RP without the complexity of the full BSR and auto-RP mechanisms.

In a PIM sparse mode (PIM-SM) domain, there are two types of designated routers to
consider:

« The receiver DR sends PIM join and PIM prune messages from the receiver network
toward the RP.
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« The source DR sends PIM register messages from the source network to the RP.

Neighboring PIM routers multicast periodic PIM hello messages to each other every

30 seconds (the default). The PIM hello message usually includes a holdtime value for
the neighbor to use, but this is not a requirement. If the PIM hello message does not
include a holdtime value, a default timeout value (in Junos OS, 105 seconds) is used. On
receipt of a PIM hello message, a router stores the IP address and priority for that neighbor.
If the DR priorities match, the router with the highest IP address is selected as the DR.

If a DR fails, a new one is selected using the same process of comparing IP addresses.

NOTE: In PIM dense mode (PIM-DM), a DR is elected by the same process
that PIM-SM uses. However, the only time that a DR has any effect in PIM-DM
is when IGMPV1 is used on the interface. (IGMPv2 is the default.) In this case,
the DR also functions as the IGMP Query Router because IGMPv1 does not
have a Query Router election mechanism.

Tunnel Services PICs and Multicast

On Juniper Networks routers, data packets are encapsulated and de-encapsulated into
tunnels by means of hardware and not the software running on the router processor. The
hardware used to create tunnel interfaces on M Series and T Series routers is a Tunnel
Services PIC. If Juniper Networks M Series Multiservice Edge Routers and Juniper Networks
T Series Core Routers are configured as rendezvous points or IP version 4 (IPv4) PIM
sparse-mode DRs connected to a source, a Tunnel Services PIC is required. Juniper
Networks MX Series Ethernet Services Routers do not require Tunnel Services PICs.
However, on MX Series routers, you must enable tunnel services with the tunnel-services
statement on one or more online FPC and PIC combinations at the [edit chassis fpc
number pic number] hierarchy level.

A

CAUTION: Forredundancy, we strongly recommend that eachrouting device
has multiple Tunnel Services PICs. In the case of MX Series routers, the
recommendation is to configure multiple tunnel-services statements.

We also recommend that the Tunnel PICs be installed (or configured) on
different FPCs. If you have only one Tunnel PIC or if you have multiple Tunnel
PICs installed on a single FPC and then that FPC is removed, the multicast
session will not come up. Having redundant Tunnel PICs on separate FPCs
can help ensure that at least one Tunnel PIC is availble and that multicast
will continue working.

On MX Series routers, the redundant configuration looks like the following
example:

[edit chassis]
user@mx-host# set fpc 1 pic O tunnel-services bandwidth 1g
user@mx-host# set fpc 2 pic 0 tunnel-services bandwidth 1g
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In PIM sparse mode, the source DR takes the initial multicast packets and encapsulates
them in PIM register messages. The source DR then unicasts the packets to the PIM
sparse-mode RP router, where the PIM register message is de-encapsulated.

When a router is configured as a PIM sparse-mode RP router (by specifying an address
using the address statement at the [edit protocols pim rp local] hierarchy level) and a
Tunnel PIC is present on the router, a PIM register de-encapsulation interface, or pd
interface, is automatically created. The pd interface receives PIM register messages and
de-encapsulates them by means of the hardware.

If PIM sparse mode is enabled and a Tunnel Services PIC is present on the router, a PIM
register encapsulation interface (pe interface) is automatically created for each RP
address. The pe interface is used to encapsulate source data packets and send the
packets to RP addresses on the PIM DR and the PIM RP. The pe interface receives PIM
register messages and encapsulates the packets by means of the hardware.

Do not confuse the configurable pe and pd hardware interfaces with the nonconfigurable
pime and pimd software interfaces. Both pairs encapsulate and de-encapsulate multicast
packets, and are created automatically. However, the pe and pd interfaces appear only
if a Tunnel Services PIC is present. The pime and pimd interfaces are not useful in situations
requiring the pe and pd interfaces.

If the source DR is the RP, then there is no need for PIM register messages and
consequently no need for a Tunnel Services PIC.

When PIM sparse mode is used with IP version 6 (IPv6), a Tunnel PIC is required on the
RP, but not on the IPv6 PIM DR. The lack of a Tunnel PIC requirement on the IPv6 DR
applies only to IPv6 PIM sparse mode and is not to be confused with IPv4 PIM
sparse-mode requirements.

Table 4 on page 55 shows the complete matrix of IPv4 and IPv6 PIM Tunnel PIC
requirements.

Table 4: Tunnel PIC Requirements for IPv4 and IPv6 Multicast

IP Version Tunnel PIC on RP Tunnel PIC on DR
IPv4 Yes Yes
IPv6 Yes No

Enabling PIM Sparse Mode

In PIM sparse mode (PIM-SM), the assumption is that very few of the possible receivers
want packets from a source, so the network establishes and sends packets only on
branches that have at least one leaf indicating (by message) a desire for the traffic.
WANSs are appropriate networks for sparse-mode operation.

By default, PIM is disabled. When you enable PIM, it operates in sparse mode by default.
You do not need to configure Internet Group Management Protocol (IGMP) version 2 for
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a sparse mode configuration. After you enable PIM, by default, IGMP version 2 is also
enabled.

All systems on a subnet must run the same version of PIM.

The default PIM version can be version 1 or version 2, depending on the mode you are
configuring. PIMv1 is the default for rendezvous point (RP) mode (at the [edit protocols
pim rp static address address] hierarchy level). However, PIMv2 is the default for interface
mode (at the [edit protocols pim interface interface-name] hierarchy level). Explicitly
configured versions override the defaults. The following example explicitly configures
PIMv2 on the interfaces.

You can configure PIM sparse mode globally or for a routing instance. This example
shows how to configure PIM sparse mode globally on all interfaces. It also shows how
to configure a static RP router and how to configure the non-RP routers.

To configure the router properties for PIM sparse mode:

1. Configure the static RP router.

[edit protocols pim]
user@host# set rp local family inet address 192.168.3.253

2. Configure the RP router interfaces. When configuring all interfaces, exclude the fxp0.0
management interface by including the disable statement for that interface.

[edit protocols pim]

user@host# set interface all mode sparse
user@host# set interface all version 2
user@host# set interface fxp0.0 disable

3. Configure the non-RP routers. Include the following configuration on all of the non-RP
routers.

[edit protocols pim]

user@host# set rp static address 198.58.3.253 version 2
user@host# set interface all mode sparse

user@host# set interface all version 2

user@host# set interface fxp0.0 disable

4. Monitor the operation of PIM sparse mode.
« show pim interfaces
« show pimjoin
« show pim neighbors

« show pimrps

Configuring PIM Join Load Balancing

By default, PIM join messages are sent toward a source based on the RPF routing table
check. If there is more than one equal-cost path toward the source, then one upstream
interfaceis chosen to send the join message. This interface is also used for all downstream
traffic, so even though there are alternative interfaces available, the multicast load is
concentrated on one upstream interface and routing device.
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For PIM sparse mode, you can configure PIM join load balancing to spread join messages
and traffic across equal-cost upstream paths (interfaces and routing devices) provided
by unicast routing toward a source. PIM join load balancing is only supported for PIM
sparse mode configurations.

PIM join load balancing is supported on draft-rosen multicast VPNs (also referred to as
dual PIM multicast VPNs). PIM join load balancing is not supported on multiprotocol
BGP-based multicast VPNSs (also referred to as next-generation Layer 3 VPN multicast).
When PIM join load balancing is enabled in a draft-rosen Layer 3 VPN scenario, the load
balancing is achieved based on the join counts for the far-end PE routing devices, not for
any intermediate P routing devices.

If an internal BGP (IBGP) multipath forwarding VPN route is available, the Junos OS uses
the multipath forwarding VPN route to send join messages to the remote PE routers to
achieve load balancing over the VPN.

By default, when multiple PIM joins are received for different groups, all joins are sent to
the same upstream gateway chosen by the unicast routing protocol. Even if there are
multiple equal-cost paths available, these alternative paths are not utilized to distribute
multicast traffic from the source to the various groups.

When PIM join load balancing is configured, the PIM joins are distributed equally among
all equal-cost upstream interfaces and neighbors. Every new join triggers the selection
of the least-loaded upstream interface and neighbor. If there are multiple neighbors on
the same interface (for example, on a LAN), join load balancing maintains a value for
each of the neighbors and distributes multicast joins (and downstream traffic) among
these as well.

Join counts for interfaces and neighbors are maintained globally, not on a per-source
basis. Therefore, there is no guarantee that joins for a particular source are load-balanced.
However, the joins for all sources and all groups known to the routing device are
load-balanced. There is also no way to administratively give preference to one neighbor
over another: all equal-cost paths are treated the same way.

You can configure message filtering globally or for a routing instance. This example shows
the global configuration.

You configure PIM join load balancing on the non-RP routers in the PIM domain.

1. Determine if there are multiple paths available for a source (for example, an RP) with
the output of the show pim join extensive or show pim source commands.

user@host> show pim join extensive
Instance: PIM.master Family: INET

Group: 224.1.1.1
Source: *
RP: 10.255.245.6
Flags: sparse,rptree,wildcard
Upstream interface: t1-0/2/3.0
Upstream neighbor: 192.168.38.57
Upstream state: Join to RP
Downstream neighbors:

Interface: t1-0/2/1.0
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192.168.38.16 State: JOIN Flags; SRW Timeout: 164
Group: 224.2.127.254
Source: *
RP: 10.255.245.6
Flags: sparse,rptree,wildcard
Upstream interface: so-0/3/0.0
Upstream neighbor: 192.168.38.47
Upstream state: Join to RP
Downstream neighbors:
Interface: t1-0/2/3.0
192.168.38.16 State: JOIN Flags; SRW Timeout: 164

Note that for this router, the RP at IP address 10.255.245.6 is the source for two
multicast groups: 224.1.1.1 and 224.2.127.254. This router has two equal-cost paths
through two different upstream interfaces (t1-0/2/3.0 and so-0/3/0.0) with two

different neighbors (192.168.38.57 and 192.168.38.47). This router is a good candidate
for PIM join load balancing.

2. Onthe non-RP router, configure PIM join load balancing.

[edit protocols pim rp]

user@host# set static address 10.10.10.1
user@host# set interface all mode sparse version 2
user@host# set join-load-balance

The static address is the address of the RP.
3. Monitor the operation.

If load balancing is enabled for this router, the number of PIM joins sent on each
interface is shown in the output for the show pim interfaces command.

user@host> show pim interfaces
Instance: PIM.master

Name Stat Mode IP V State NbrCnt JoinCnt DR address
100.0 Up Sparse 4 2 DR 0 0 10.255.168.58
pe-1/2/0.32769 Up  Sparse 4 2 P2P 0 0

so0-0/3/0.0 Up Sparse 4 2 P2P 1 1

t1-0/2/1.0 Up Sparse 4 2 P2P 1 0

t1-0/2/3.0 Up  Sparse 4 2 P2P 1 1

100.0 Up Sparse 6 2 DR 0 0 fe80::2a0:a5ff:4b7

Note that the two equal-cost paths shown by the show pim interfaces command now
have nonzero join counts. If the counts differ by more than one and were zero (0)
when load balancing commenced, an error occurs (joins before load balancing are
not redistributed). The join count also appears in the show pim neighbors detail output:

user@host> show pim neighbors detail
Interface: so-0/3/0.0

Address: 192.168.38.46, IPv4, PIM v2, Mode: Sparse, Join Count: O
Hello Option Holdtime: 65535 seconds
Hello Option DR Priority: 1
Hello Option Generation ID: 1689116164
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms

Address: 192.168.38.47, 1Pv4, PIM v2, Join Count: 1
BFD: Disabled
Hello Option Holdtime: 105 seconds 102 remaining
Hello Option DR Priority: 1
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Hello Option
Hello Option

Interface: t1-0/2/3.0

Address: 192.168.

Hello Option
Hello Option
Hello Option
Hello Option

Address: 192.168.
BFD: Disabled

Hello Option
Hello Option
Hello Option
Hello Option

Generation ID: 792890329
LAN Prune Delay: delay 500 ms override 2000 ms

38.56, IPv4, PIM v2, Mode: Sparse, Join Count: O
Holdtime: 65535 seconds

DR Priority: 1

Generation ID: 678582286

LAN Prune Delay: delay 500 ms override 2000 ms

38.57, IPv4, PIM v2, Join Count: 1

Holdtime: 105 seconds 97 remaining

DR Priority: 1

Generation ID: 1854475503

LAN Prune Delay: delay 500 ms override 2000 ms

Note that the join count is nonzero on the two load-balanced interfaces toward the

upstream neighbors.

PIM join load balancing only takes effect when the feature is configured. Prior joins
are not redistributed to achieve perfect load balancing. In addition, if an interface or
neighbor fails, the new joins are redistributed among remaining active interfaces and
neighbors. However, when the interface or neighbor is restored, prior joins are not
redistributed. The clear pim join-distribution command redistributes the existing flows
to new orrestored upstream neighbors. Redistributing the existing flows causes traffic
to be disrupted, so we recommend that you perform PIM join redistribution during a

maintenance window.

Modifying the Join State Timeout

This section describes how to configure the join state timeout.

A downstream router periodically sends join messages to refresh the join state on the
upstream router. If the join state is not refreshed before the timeout expires, the join state

is removed.

By default, the join state timeout is 210 seconds. You can change this timeout to allow
additional time to receive the join messages. Because the messages are called join-prune
messages, the name used is the join-prune-timeout statement.

To modify the timeout, include the join-prune-timeout statement:

user@host# set protocols pim join-prune-timeout 230

The join timeout value can be from 210 through 240 seconds.

Example: Enabling Join Suppression

This example describes how to enable PIM join suppression.

« Requirements on page 60

« Overview on page 60
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« Configuration on page 62

« Verification on page 63

Requirements

Before you begin:

« Configure the router interfaces. See the Junos® OS Network Interfaces.

. Configure an interior gateway protocol or static routing. See the Junos OS Routing
Protocols Configuration Guide.

. Configure PIM Sparse Mode on the interfaces. See “Enabling PIM Sparse Mode” on
page 55.

Overview

PIM join suppression enables a router on a multiaccess network to defer sending join
messages to an upstream router when it sees identical join messages on the same
network. Eventually, only one router sends these join messages, and the other routers
suppress identical messages. Limiting the number of join messages improves scalability
and efficiency by reducing the number of messages sent to the same router.

This example includes the following statements:

. override-interval—Sets the maximum time in milliseconds to delay sending override
joinmessages. When arouter sees a prune message for ajoinitis currently suppressing,
it waits before it sends an override join message. Waiting helps avoid multiple
downstream routers sending override join messages at the same time. The override
interval is a random timer with a value of O through the maximum override value.

. propagation-delay—Sets a value in milliseconds for a prune pending timer, which
specifies how long to wait before executing a prune on an upstream router. During this
period, the router waits for any prune override join messages that might be currently
suppressed. The period for the prune pending timer is the sum of the override-interval
value and the value specified for propagation-delay.

« reset-tracking-bit—Enables PIM join suppression on each multiaccess downstream
interface. This statement resets a tracking bit field (T-bit) on the LAN prune delay hello
option from the default of 1 (join suppression disabled) to O (join suppression enabled).

When multiple identical join messages are received, a random join suppression timer
is activated, with a range of 66 through 84 milliseconds. The timer is reset each time
join suppression is triggered.

Figure 6 on page 61 shows the topology used in this example.
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Figure 6: Join Suppression
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The items in the figure represent the following functions:

« Host O is the multicast source.
« Host 1, Host 2, Host 3, and Host 4 are receivers.
« Router RO is the first-hop router and the RP.

« Router R1is an upstream router.

Routers R2, R3, R4, and R5 are downstream routers in the multicast LAN.

This example shows the configuration of the downstream devices: Routers R2, R3, R4,
and R5.
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CLI Quick
Configuration

Step-by-Step
Procedure

Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

[edit]

set protocols pim traceoptions file pim.log

set protocols pim traceoptions file size 5m

set protocols pim traceoptions file world-readable
set protocols pim traceoptions flag join detail

set protocols pim traceoptions flag prune detail
set protocols pim traceoptions flag normal detail
set protocols pim traceoptions flag register detail
set protocols pim rp static address 10.255.112.160
set protocols pim interface all mode sparse

set protocols pim interface all version 2

set protocols pim interface fxp0.0 disable

set protocols pim reset-tracking-bit

set protocols pim propagation-delay 500

set protocols pim override-interval 4000

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure PIM join suppression on a non-RP downstream router in the multicast LAN:

1. Configure PIM sparse mode on the interfaces.

[edit]

user@host# edit protocols pim

[edit protocols pim]

user@host# set rp static address 10.255.112.160
[edit protocols pim]

user@host# set interface all mode sparse version 2
[edit protocols pim]

user@host# set interface all version 2

[edit protocols pim]

user@host# set interface fxp0.0 disable

2. Enable the join suppression timer.

[edit protocols pim]
user@host# set reset-tracking-bit

3.  Configure the prune override interval value.

[edit protocols pim]
user@host# set override-interval 4000

4. Configure the propagation delay of the link.

[edit protocols pim]
user@host# set propagation-delay 500
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5. (Optional) Configure PIM tracing operations.

[edit protocols pim]

user@host# set traceoptions file pim.log size 5m world-readable
[edit protocols pim]

user@host# set traceoptions flag join detail

[edit protocols pim]

user@host# set traceoptions flag normal detail

[edit protocols pim]

user@host# set traceoptions flag register detail

6. If you are done configuring the device, commit the configuration.

[edit protocols pim]
user@host# commit

Results

From configuration mode, confirm your configuration by entering the show protocols
command. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@host# show protocols
pim {
traceoptions {
file pim.log size 5m world-readable;
flag join detail;
flag prune detail;
flag normal detail;
flag register detail;
1
rp{
static {
address 10.255.112.160;
}
1

interface all {
mode sparse;
version 2;
1
interface fxp0.0 {
disable;
1
reset-tracking-bit;
propagation-delay 500;
override-interval 4000;

Verification

To verify the configuration, run the following commands on the upstream and downstream

routers:

« show pim join extensive

« show multicast route extensive
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Example: Configuring PIM Sparse Mode over an IPsec VPN

IPsec VPNSs create secure point-to-point connections between sites over the Internet.
The Junos OS implementation of IPsec VPNs supports multicast and unicast traffic. The
following example shows how to configure PIM sparse mode for the multicast solution
and how to configure IPsec to secure your traffic.

The configuration shown in this example works on the following platforms:

« M Series and T Series routers with one of the following PICs:
- Adaptive Services (AS) PIC
- Multiservices (MS) PIC

« JCS1200 platform with a Multiservices PIC (MS-500)

The tunnel endpoints do not need to be the same platform type. For example, the device
on one end of the tunnel can be a JCS1200 router, while the device on the other end can
be a standalone T Series router. The two routers that are the tunnel endpoints can be in
the same autonomous system or in different autonomous systems.

In the configuration shown in this example, OSPF is configured between the tunnel

endpoints. In Figure 7 on page 64, the tunnel endpoints are RO and R1. The network that
contains the multicast source is connected to RO. The network that contains the multicast
receivers is connected to R1. R1 serves as the statically configured rendezvous point (RP).

Figure 7: PIM Sparse Mode over an IPsec VPN
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To configure PIM sparse mode with IPsec:

1. On RO, configure the incoming Gigabit Ethernet interface.

[edit interfaces]
user@host# set ge-0/1/1 description "incoming interface"
user@host# set ge-0/1/1 unit O family inet address 10.20.0.1/30

2. On RO, configure the outgoing Gigabit Ethernet interface.

[edit interfaces]
user@host# set ge-0/0/7 description "outgoing interface"
user@host# set ge-0/0/7 unit O family inet address 10.10.1.1/30

3. On RO, configure unit O on the sp- interface. The Junos OS uses unit O for service
logging and other communication from the services PIC.

[edit interfaces]
user@host# set sp-0/2/0 unit O family inet
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4. On RO, configure the logical interfaces that participate in the IPsec services. In this
example, unit 1is the inward-facing interface. Unit 1001 is the interface that faces the
remote IPsec site.

[edit interfaces]

user@host# set sp-0/2/0 unit 1 family inet

user@host# set sp-0/2/0 unit 1 service-domain inside
user@host# set sp-0/2/0 unit 1001 family inet

user@host# set sp-0/2/0 unit 1001 service-domain outside

5. On RO, direct OSPF traffic into the IPsec tunnel.

[edit protocols ospf]

user@host# set area 0.0.0.0 interface sp-0/2/0.1
user@host# set parea 0.0.0.0 interface ge-0/1/1.0 passive
user@host# set area 0.0.0.0 interface l00.0

6. OnRO, configure PIM sparse mode. This example uses static RP configuration. Because
RO is a non-RP router, configure the address of the RP router, which is the routable
address assigned to the loopback interface on R1.

[edit protocols pim]

user@host# set rp static address 10.255.0.156
user@host# set interface sp-0/2/0.1
user@host# set interface ge-0/1/1.0
user@host# set interface 100.0

7. On RO, create a rule for a bidirectional dynamic IKE security association (SA) that
references the IKE policy and the IPsec policy.

[edit services ipsec-vpn rule ipsec_rule]

user@host# set term ipsec_dynamic then remote-gateway 10.10.1.2
user@host# set term ipsec_dynamic then dynamic ike-policy ike_policy
user@host# set term ipsec_dynamic then dynamic ipsec-policy ipsec_policy
user@host# set match-direction input

8. On RO, configure the IPsec proposal. This example uses the Authentication Header
(AH) Protocol.

[edit services ipsec-vpn ipsec proposal ipsec_prop]
user@host# set protocol ah
user@host# set authentication-algorithm hmac-md5-96

9. On RO, define the IPsec policy.

[edit services ipsec-vpn ipsec policy ipsec_policy]
user@host# set perfect-forward-secrecy keys groupl
user@host# set proposals ipsec_prop

10. On RO, configure IKE authentication and encryption details.

[edit services ipsec-vpn ike proposal ike_prop]
user@host# set authentication-method pre-shared-keys
user@host# set dh-group groupl

user@host# set authentication-algorithm md5
user@host# set encryption-algorithm 3des-cbc

1. On RO, define the IKE policy.

[edit services ipsec-vpn ike policy ike_policy]
user@host# set proposals ike_prop
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12.

user@host# set pre-shared-key ascii-text
"S9SnuDo6CUREYVWXO1LNbsZGFn/AORSLNws4"

On RO, create a service set that defines IPsec-specific information. The first command
associates the IKE SA rule with IPsec. The second command defines the address of
the local end of the IPsec security tunnel. The last two commands configure the logical
interfaces that participate in the IPsec services. Unit 1is for the IPsec inward-facing
traffic. Unit 1001 is for the IPsec outward-facing traffic.

[edit services service-set ipsec_svc]

user@host# set ipsec-vpn-rules ipsec_rule

user@host# set ipsec-vpn-options local-gateway 10.10.1.1

user@host# set next-hop-service inside-service-interface sp-0/2/0.1
user@host# set next-hop-service outside-service-interface sp-0/2/0.1001

. On R, configure the incoming Gigabit Ethernet interface.

[edit interfaces]
user@host# set ge-2/0/1description "incoming interface"
user@host# set ge-2/0/1 unit O family inet address 10.10.1.2/30

. On R1, configure the outgoing Gigabit Ethernet interface.

[edit interfaces]
user@host# set ge-2/0/0 description "outgoing interface"
user@host# set ge-2/0/0 unit O family inet address 10.20.0.5/30

. On R1, configure the loopback interface.

[edit interfaces]
user@host# set l00.0 family inet address 10.255.0.156

. OnR1, configure unit O on the sp- interface. The Junos OS uses unit O for service logging

and other communication from the services PIC.

[edit interfaces]
user@host# set sp-2/1/0 unit O family inet

. On R1, configure the logical interfaces that participate in the IPsec services. In this

example, unit 1is the inward-facing interface. Unit 1001 is the interface that faces the
remote IPsec site.

[edit interfaces]

user@host# set sp-2/1/0 unit 1 family inet

user@host# set sp-2/1/0 unit 1 service-domain inside
user@host# set sp-2/1/0 unit 1001 family inet

user@host# set sp-2/1/0 unit 1001 service-domain outside

. On R1, direct OSPF traffic into the IPsec tunnel.

[edit protocols ospf]

user@host# set area 0.0.0.0 interface sp-2/1/0.1
user@host# set area 0.0.0.0 interface ge-2/0/0.0 passive
user@host# set area 0.0.0.0 interface l00.0

. On R1, configure PIM sparse mode. R1is an RP router. When you configure the local

RP address, use the shared address, which is the address of R1’s loopback interface.

[edit protocols pim]
user@host# set rp local address 10.255.0.156
user@host# set interface sp-2/1/0.1
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user@host# set interface ge-2/0/0.0
user@host# set interface l00.0 family inet

20.0n R, create a rule for a bidirectional dynamic Internet Key Exchange (IKE) security
association (SA) that references the IKE policy and the IPsec policy.

[edit services ipsec-vpn rule ipsec_rule]

user@host# set term ipsec_dynamic from source-address 192.168.195.34/32
user@host# set term ipsec_dynamic then remote-gateway 10.10.1.1
user@host# set term ipsec_dynamic then dynamic ike-policy ike_policy
user@host# set term ipsec_dynamic then dynamic ipsec-policy ipsec_policy
user@host# set match-direction input

21. On R1, define the IPsec proposal for the dynamic SA.

[edit services ipsec-vpn ipsec proposal ipsec_prop]
user@host# set protocol ah
user@host# set authentication-algorithm hmac-md5-96

22.0n R1, define the IPsec policy.

[edit services ipsec-vpn ipsec policy ipsec_policy]
user@host# set perfect-forward-secrecy keys groupl
user@host# set proposals ipsec_prop

23.0n R, configure IKE authentication and encryption details.

[edit services ipsec-vpn ike proposal ike_prop]
user@host# set authentication-method pre-shared-keys
user@host# set dh-group groupl

user@host# set authentication-algorithm md5
user@host# set encryption-algorithm 3des-cbc

24.0n RO, define the IKE policy.

[edit services ipsec-vpn ike policy ike_policy]

user@host# set proposals ike_prop

user@host# set pre-shared-key ascii-text
"S9S$twR6pORrIMxNbhSds4aHkCtuBhr-dsoaU"

25.0n R1, create a service set that defines IPsec-specific information. The first command
associates the IKE SA rule with IPsec. The second command defines the address of
the local end of the IPsec security tunnel. The last two commands configure the logical
interfaces that participate in the IPsec services. Unit 1is for the IPsec inward-facing
traffic. Unit 1001 is for the IPsec outward-facing traffic.

[edit services service-set ipsec_svc]

user@host# set ipsec-vpn-rules ipsec_rule

user@host# set ipsec-vpn-options local-gateway 10.10.1.2

user@host# set next-hop-service inside-service-interface sp-2/1/0.1

user@host# set next-hop-service outside-service-interface sp-2/1/0.1001
To verify the configuration, run the following commands:

Check which RPs the various routers have learned about.

user@host> show pim rps extensive inet

Check that the IPsec SA negotiation is successful.
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user@host> show services ipsec-vpn ipsec security-associations

Check that the IKE SA negotiation is successful.

user@host> show services ipsec-vpn ike security-associations

Check that traffic is traveling over the IPsec tunnel.

user@host> show services ipsec-vpn ipsec statistics

Example: Configuring Multicast for Virtual Routers with IPv6 Interfaces

A virtual router is a type of simplified routing instance that has a single routing table. This
example shows how to configure PIM in a virtual router.

« Requirements on page 68

« Overview on page 68

» Configuration on page 69

« Verification on page 71

Requirements

Before you begin, configure an interior gateway protocol or static routing. See the Junos
OS Routing Protocols Configuration Guide.

Overview

You can configure PIM for the virtual-router instance type as well as for the vrf instance
type. The virtual-router instance type is similar to the vrf instance type used with Layer 3
VPNs, except that it is used for non-VPN-related applications.

The virtual-router instance type has no VPN routing and forwarding (VRF) import, VRF
export, VRF target, or route distinguisher requirements. The virtual-router instance type
is used for non-Layer 3 VPN situations.

When PIM is configured under the virtual-router instance type, the VPN configuration is
not based on RFC 2547, BGP/MPLS VPNs, so PIM operation does not comply with the
Internet draft draft-rosen-vpn-mcast-07.txt, Multicast in MPLS/BGP VPNSs. In the
virtual-router instance type, PIM operates in a routing instance by itself, forming
adjacencies with PIM neighbors over the routing instance interfaces as the other routing
protocols do with neighbors in the routing instance.

This example includes the following general steps:

1. OnRI1, configure a virtual router instance with three interfaces (ge-0/0/0.0, ge-0/1/0.0,
and ge-0/1/1.0).

2. Configure PIM and the RP.
3. Configure an MLD static group containing interfaces ge-0/1/0.0 and ge-0/1/1.0.
After you configure this example, you should be able to send multicast traffic from R2

through ge-0/0/0 on R1 to the static group and verify that the traffic egresses from
ge-0/1/0.0 and ge-0/1/1.0.
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o NOTE: Do not include the group-address statement for the virtual-router
instance type.

Figure 8 on page 69 shows the topology for this example.

Figure 8: Virtual Router Instance with Three Interfaces
ge-0/0/0

ge-0/1/0

9040605
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Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

[edit]

set interfaces ge-0/0/0 unit O family inet6 address 2001:4:4:4::1/64
set interfaces ge-0/1/0 unit O family inet6 address 2001:24:24:24::1/64
set interfaces ge-0/1/1 unit O family inet6 address 2001:7:7:7::1/64

set protocols mld interface ge-0/1/0.0 static group ffOe::10

set protocols mld interface ge-0/1/1.0 static group ffOe::10

set routing-instances mvrfl instance-type virtual-router

set routing-instances mvrfl interface ge-0/0/0.0

set routing-instances mvrfl interface ge-0/1/0.0

set routing-instances mvrfl interface ge-0/1/1.0

set routing-instances mvrfl protocols pim rp local family inet6 address 2001:1:1:1::1
set routing-instances mvrfl protocols pim interface ge-0/0/0.0

set routing-instances mvrf1 protocols pim interface ge-0/1/0.0

set routing-instances mvrf1 protocols pim interface ge-0/1/1.0

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure multicast for virtual routers:

1. Configure the interfaces.

[edit]

user@host# edit interfaces

[edit interfaces]

user@host# set ge-0/0/0 unit O family inet6 address 2001:4:4:4::1/64
[edit interfaces]

user@host# set ge-0/1/0 unit O family inet6 address 2001:24:24:24::1/64
[edit interfaces]

user@host# set ge-0/1/1 unit O family inet6 address 2001:7:7:7::1/64
[edit interfaces]

user@host# exit
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2. Configure the routing instance type.

[edit]

user@host# edit routing-instances

[edit routing-instances]

user@host# set mvrfl instance-type virtual-router

3.  Configure the interfaces in the routing instance.

[edit routing-instances]

user@host# set mvrfl interface ge-0/0/0
[edit routing-instances]

user@host# set mvrfl interface ge-0/1/0
[edit routing-instances]

user@host# set mvrfl interface ge-0/1/1

4. Configure PIM and the RP in the routing instance.

[edit routing-instances]
user@host# set mvrfl protocols pim rp local family inet6 address 2001:1:1:1::1

5.  Configure PIM on the interfaces.

[edit routing-instances]

user@host# set mvrfl protocols pim interface ge-0/0/0
[edit routing-instances]

user@host# set mvrfl protocols pim interface ge-0/1/0
[edit routing-instances]

user@host# set mvrfl protocols pim interface ge-0/1/1
[edit routing-instances]

user@host# exit

6. Configure the MLD group.

[edit]

user@host# edit protocols mld

[edit protocols mld]

user@host# set interface ge-0/1/0.0 static group ffOe::10
[edit protocols mld]

user@host# set interface ge-0/1/1.0 static group ffOe::10

7 If you are done configuring the device, commit the configuration.

[edit routing-instances]
user@host# commit

Results

Confirm your configuration by entering the show interfaces, show routing-instances, and
show protocols commands.

user@host# show interfaces
ge-0/0/0 {
unit 0 {
family inet6 {
address 2001:4:4:4::1/64;
}
1
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1
ge-0/1/0 {
unit O {
family inet6 {
address 2001:24:24:24::1/64;
1
}
1
ge-0/1/14
unit0 {
family inet6 {
address 2001:7:7:7::1/64;
1
}
1

user@host# show routing-instances
mvrfl {
instance-type virtual-router;
interface ge-0/0/0.0;
interface ge-0/1/0.0;
interface ge-0/1/1.0;
protocols {
pim {
rp{
local {
family inet6 {
address 2001:1:1:1::7;
1
}
1
interface ge-0/0/0.0;
interface ge-0/1/0.0;
interface ge-0/1/1.0;
1
}
1

user@host# show protocols
mild {
interface ge-0/1/0.0 {
static {
group ffOe::10;
}
1
interface ge-0/1/1.0 {
static {
group ffOe::10;
}
1
1

Verification

To verify the configuration, run the following commands:
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Related
Documentation

« show mld group

+ show mld interface

« show mld statistics

« show multicast interface
« show multicast route

« show multicast rpf

« show pim interfaces

« show pim join

« show pim neighbors

« show route forwarding-table
« show route instance

« show route table

« Configuring PIM Auto-RP on page 109

« Configuring PIM Bootstrap Router on page 105

« Configuring PIM Dense Mode on page 170

« Configuring a Designated Router for PIM on page 49

« Configuring PIM Filtering on page 117

« Example: Configuring Nonstop Active Routing for PIM on page 157

. Examples: Configuring PIM RPT and SPT Cutover on page 130

« Configuring PIM Sparse-Dense Mode on page 173

. Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol on page 145

« Configuring Basic PIM Settings on page 35

Example: Configuring Bidirectional PIM

« Understanding Bidirectional PIM on page 72
« Example: Configuring Bidirectional PIM on page 78

Understanding Bidirectional PIM

Bidirectional PIM (PIM-Bidir) is specified by the IETF in RFC 5015, Bidirectional Protocol
Independent Multicast (BIDIR-PIM). It provides an alternative to other PIM modes, such
as PIM sparse mode (PIM-SM), PIM dense mode (PIM-DM), and PIM source-specific
multicast (SSM). In bidirectional PIM, multicast groups are carried across the network
over bidirectional shared trees. This type of tree minimizes the amount of PIM routing
state information that must be maintained, which is especially important in networks
with numerous and dispersed senders and receivers. For example, one important
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application for bidirectional PIM is distributed inventory polling. In many-to-many
applications, a multicast query from one station generates multicast responses from
many stations. For each multicast group, such an application generates a large number
of (5,G) routes for each station in PIM-SM, PIM-DM, or SSM. The problem is even worse
in applications that use bursty sources, resulting in frequently changing multicast tables
and, therefore, performance problems in routers.

Figure 9 on page 73 shows the traffic flows generated to deliver traffic for one group to
and from three stations in a PIM-SM network.

Figure 9: Example PIM Sparse-Mode Tree
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Bidirectional PIM solves this problem by building only group-specific (*G) state. Thus,
only a single (*G) route is needed for each group to deliver traffic to and from all the
sources.

Figure 10 on page 74 shows the traffic flows generated to deliver traffic for one group to
and from three stations in a bidirectional PIM network.
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Figure 10: Example Bidirectional PIM Tree
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Bidirectional PIM builds bidirectional shared trees that are rooted at a rendezvous point
(RP) address. Bidirectional traffic does not switch to shortest path trees (SPTs) asin
PIM-SM and is therefore optimized for routing state size instead of path length.
Bidirectional PIM routes are always wildcard-source (*G) routes. The protocol eliminates
the need for (S,G) routes and data-triggered events. The bidirectional (*G) group trees
carry traffic both upstream from senders toward the RP, and downstream from the RP
to receivers. As a consequence, the strict reverse path forwarding (RPF)-based rules
found in other PIM modes do not apply to bidirectional PIM. Instead, bidirectional PIM
routes forward traffic from all sources and the RP. Thus, bidirectional PIM routers must
have the ability to accept traffic on many potential incoming interfaces.

Designated Forwarder Election

To prevent forwarding loops, only one router on each link or subnet (including
point-to-point links) is a designated forwarder (DF). The responsibilities of the DF are to
forward downstream traffic onto the link toward the receivers and to forward upstream
traffic from the link toward the RP address. Bidirectional PIM relies on a process called
DF election to choose the DF router for each interface and for each RP address. Each
bidirectional PIM router in a subnet advertises its interior gateway protocol (IGP) unicast
route to the RP address. The router with the best IGP unicast route to the RP address
wins the DF election. Each router advertises its IGP route metrics in DF Offer, Winner,
Backoff, and Pass messages.
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Junos OS implements the DF election procedures as stated in RFC 5015, except that
Junos OS checks RP unicast reachability before accepting incoming DF messages. DF
messages for unreachable rendezvous points are ignored.

Bidirectional PIM Modes

In the Junos OS implementation, there are two modes for bidirectional PIM:
bidirectional-sparse and bidirectional-sparse-dense. The differences between
bidirectional-sparse and bidirectional-sparse-dense modes are the same as the
differences between sparse mode and sparse-dense mode. Sparse-dense mode allows
the interface to operate on a per-group basis in either sparse or dense mode. A group
specified as “dense” is not mapped to an RP. Use bidirectional-sparse-dense mode when
you have a mix of bidirectional groups, sparse groups, and dense groups in your network.
One typical scenario for this is the use of auto-RP, which uses dense-mode flooding to
bootstrapitself for sparse mode or bidirectional mode. In general, the dense groups could
be for any flows that the network design requires to be flooded.

Each group-to-RP mapping is controlled by the RP group-ranges statement and the
ssm-groups statement.

The choice of PIM mode is closely tied to controlling how groups are mapped to PIM
modes, as follows:

« bidirectional-sparse—Use if all multicast groups are operating in bidirectional, sparse,
or SSM mode.

- bidirectional-sparse-dense—Use if multicast groups, except those that are specified in
the dense-groups statement, are operating in bidirectional, sparse, or SSM mode.

Bidirectional Rendezvous Points

You can configure group-range-to-RP mappings network-wide statically, or only on
routers connected to the RP addresses and advertise them dynamically. Unlike rendezvous
points for PIM-SM, which must de-encapsulate PIM Register messages and perform
other specific protocol actions, bidirectional PIM rendezvous points implement no specific
functionality. RP addresses are simply locations in the network to rendezvous toward.

In fact, RP addresses need not be loopback interface addresses or even be addresses
configured on any router, as long as they are covered by a subnet that is connected to a
bidirectional PIM-capable router and advertised to the network.

Thus, for bidirectional PIM, there is no meaningful distinction between static and local
RP addresses. Therefore, bidirectional PIM rendezvous points are configured at the [edit
protocols pim rp bidirectional] hierarchy level, not under static or local.

The settings at the [edit protocol pim rp bidirectional] hierarchy level function like the
settings at the [edit protocols pim rp local] hierarchy level, except that they create
bidirectional PIM RP state instead of PIM-SM RP state.

Where only a single local RP can be configured, multiple bidirectional rendezvous points
can be configured having group ranges that are the same, different, or overlapping. It is
also permissible for a group range or RP address to be configured as bidirectional and
either static or local for sparse-mode.
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If a bidirectional PIM RP is configured without a group range, the default group range is
224/4 for IPv4. For IPv6, the default is ffO0::/8. You can configure a bidirectional PIM RP
group range to cover an SSM group range, but in that case the SSM or DM group range
takes precedence over the bidirectional PIM RP configuration for those groups. In other
words, because SSM always takes precedence, it is not permitted to have a bidirectional
group range equal to or more specific than an SSM or DM group range.

PIM Bootstrap and Auto-RP Support

Group ranges for the specified RP address are flagged by PIM as bidirectional PIM
group-to-RP mappings and, if configured, are advertised using PIM bootstrap or auto-RP.
Dynamic advertisement of bidirectional PIM-flagged group-to-RP mappings using PIM
bootstrap, and auto-RP is controlled as normal using the bootstrap and auto-rp
statements.

Bidirectional PIM RP addresses configured at the [edit protocols pim rp bidirectional
address] hierarchy level are advertised by auto-RP or PIM bootstrap if the following
prerequisites are met:

« The routing instance must be configured to advertise candidate rendezvous points by
way of auto-RP or PIM bootstrap, and an auto-RP mapping agent or bootstrap router,
respectively, must be elected.

« The RP address must either be configured locally on aninterface in the routing instance,
or the RP address must belong to a subnet connected to an interface in the routing
instance.

IGMP and MLD Support

Internet Group Management Protocol (IGMP) version 1, version 2, and version 3 are
supported with bidirectional PIM. Multicast Listener Discovery (MLD) version 1and version
2 are supported with bidirectional PIM. However, in all cases, only anysource multicast
(ASM) state is supported for bidirectional PIM membership.

The following rules apply to bidirectional PIM:

. IGMP and MLD (*G) membership reports trigger the PIM DF to originate bidirectional
PIM (*G) join messages.

« IGMP and MLD (S,G) membership reports do not trigger the PIM DF to originate
bidirectional PIM (*G) join messages.

Bidirectional PIM and Graceful Restart

Bidirectional PIM accepts packets for a bidirectional route on multiple interfaces. This
means that some topologies might develop multicast routing loops if all PIM neighbors
are not synchronized with regard to the identity of the designated forwarder (DF) on each
link. If one router is forwarding without actively participating in DF elections, particularly
after unicast routing changes, multicast routing loops might occur.

If graceful restart for PIM is enabled and bidirectional PIM is enabled, the default graceful
restart behavior is to continue forwarding packets on bidirectional routes. If the gracefully
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restarting router was serving as a DF for some interfaces to rendezvous points, the
restarting router sends a DF Winner message with a metric of O on each of these RP
interfaces. This ensures that a neighbor router does not become the DF due to unicast
topology changes that might occur during the graceful restart period. Sending a DF Winner
message with a metric of O prevents another PIM neighbor from assuming the DF role
until after graceful restart completes. When graceful restart completes, the gracefully
restarted router sends another DF Winner message with the actual converged unicast
metric.

The no-bidirectional-mode statement at the [edit protocols pim graceful-restart] hierarchy
level overrides the default behavior and disables forwarding for bidirectional PIM routes
during graceful restart recovery, both in cases of simple routing protocol process (rpd)
restart and graceful Routing Engine switchover. This configuration statement provides

a very conservative alternative to the default graceful restart behavior for bidirectional
PIM routes. The reason to discontinue forwarding of packets on bidirectional routes is
that the continuation of forwarding might lead to short-duration multicast loops in rare
double-failure circumstances.

Junos OS Enhancements to Bidirectional PIM

In addition to the functionality specified in RFC 5015, the following functions are included
in the Junos OS implementation of bidirectional PIM:

« Source-only branches without PIM join state

« Support for both IPv4 and IPv6 domain and multicast addresses
« Nonstop routing (NSR) for bidirectional PIM routes

« Support for bidirectional PIM in logical systems

« Support for non-forwarding and virtual router instances

Limitations of Bidirectional PIM

The Junos OS implementation of bidirectional PIM does not support the following
functionality:

« SNMP for bidirectional PIM.

. Graceful Routing Engine switchover is configurable with bidirectional PIM enabled, but
bidirectional routes do not forward packets during the switchover.

« Multicast VPNs (Draft Rosen and NextGen).
The bidirectional PIM protocol does not support the following functionality:

. Embedded RP
« Anycast RP
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Example: Configuring Bidirectional PIM

This example shows how to configure bidirectional PIM, as specified in RFC 5015,
Bidlirectional Protocol Independent Multicast (BIDIR-PIM).

« Requirements on page 78

« Overview on page 78

« Configuration on page 80

« Verification on page 84

Requirements

This example uses the following hardware and software components:

« Eight Juniper Networks routers that can be M120, M320, MX Series, or T Series platforms.
To support bidirectional PIM, M Series platforms must have I-chip FPCs. M7i, M10i,
M40e, and other older M Series routers do not support bidirectional PIM.

« Junos OS Release 12.1 or later running on all eight routers.

Overview

Compared to PIM sparse mode, bidirectional PIM requires less PIM router state
information. Because less state information is required, bidirectional PIM scales well and
is useful in deployments with many dispersed sources and receivers.

In this example, two rendezvous points are configured statically. One RP is configured
as a phantom RP. A phantom RP is an RP address that is a valid address on a subnet,
but is not assigned to a PIM router interface. The subnet must be reachable by the
bidirectional PIM routers in the network. For the other (non-phantom) RP in this example,
the RP address is assigned to a PIM router interface. It can be assigned to either the
loopback interface or any physical interface on the router. In this example, it is assigned
to a physical interface.

OSPF is used as the interior gateway protocol (IGP) in this example. The OSPF metric
determines the designated forwarder (DF) election process. In bidirectional PIM, the DF
establishes a loop-free shortest-path tree that is rooted at the RP. On every network
segment and point-to-point link, all PIM routers participate in DF election. The procedure
selects one router as the DF for every RP of bidirectional groups. This router forwards
multicast packets received on that network upstream to the RP. The DF election uses
the same tie-break rules used by PIM assert processes.

This example uses the default DF election parameters. Optionally, at the [edit protocols
pim interface (interface-name | all) bidirectional] hierarchy level, you can configure the
following parameters related to the DF election:

« The robustness-count is the minimum number of DF election messages that must be
lost for election to fail.

« The offer periodis the interval to wait between repeated DF Offer and Winner messages.
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. The backoff period is the period that the acting DF waits between receiving a better
DF Offer and sending the Pass message to transfer DF responsibility.

This example uses bidirectional-sparse-dense mode on the interfaces. The choice of
PIM mode is closely tied to controlling how groups are mapped to PIM modes, as follows:

« bidirectional-sparse—Use if all multicast groups are operating in bidirectional, sparse,
or SSM mode.

« bidirectional-sparse-dense—Use if multicast groups, except those that are specified in
the dense-groups statement, are operating in bidirectional, sparse, or SSM mode.

Topology Diagram

Figure 11 on page 79 shows the topology used in this example.

Figure 11: Bidirectional PIM with Statically Configured Rendezvous Points
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Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

Router R1 set interfaces ge-0/0/1 unit O family inet address 10.10.1.1/24
set interfaces xe-2/1/0 unit O family inet address 10.10.2.1/24
set interfaces loO unit O family inet address 10.255.11.11/32
set protocols ospf area 0.0.0.0 interface ge-0/0/1.0
set protocols ospf area 0.0.0.0 interface xe-2/1/0.0
set protocols ospf area 0.0.0.0 interface l00.0
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols pim traceoptions file df
set protocols pim traceoptions flag bidirectional-df-election detail
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 224.1.3.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 225.1.3.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 224.1.1.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 225.1.1.0/24
set protocols pim interface ge-0/0/1.0 mode bidirectional-sparse-dense
set protocols pim interface xe-2/1/0.0 mode bidirectional-sparse-dense

Router R2 set interfaces ge-2/0/0 unit O family inet address 10.10.4.1/24
set interfaces ge-2/2/2 unit O family inet address 10.10.1.2/24
set interfaces loO unit O family inet address 10.255.22.22/32
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface ge-2/2/2.0
set protocols ospf area 0.0.0.0 interface l00.0
set protocols ospf area 0.0.0.0 interface ge-2/0/0.0
set protocols pim traceoptions file df
set protocols pim traceoptions flag bidirectional-df-election detail
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 224.1.1.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 225.1.1.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 225.1.3.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 224.1.3.0/24
set protocols pim interface fxp0.0 disable
set protocols pim interface ge-2/0/0.0 mode bidirectional-sparse-dense
set protocols pim interface ge-2/2/2.0 mode bidirectional-sparse-dense

Router R3 set interfaces xe-1/0/0 unit O family inet address 10.10.9.1/24
set interfaces xe-1/0/1 unit O family inet address 10.10.2.2/24
set interfaces loO unit O family inet address 10.255.33.33/32
set protocols ospf area 0.0.0.0 interface xe-1/0/1.0
set protocols ospf area 0.0.0.0 interface l00.0
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface xe-1/0/0.0
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 224.1.3.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 225.1.3.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 224.1.1.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 225.1.1.0/24
set protocols pim interface xe-1/0/1.0 mode bidirectional-sparse-dense
set protocols pim interface xe-1/0/0.0 mode bidirectional-sparse-dense
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Router R4 set interfaces ge-1/2/7 unit O family inet address 10.10.4.2/24
set interfaces ge-1/2/8 unit O family inet address 10.10.5.2/24
set interfaces xe-2/0/0 unit O family inet address 10.10.10.2/24
set interfaces loO unit O family inet address 10.255.44.44/32
set protocols ospf area 0.0.0.0 interface l00.0
set protocols ospf area 0.0.0.0 interface ge-1/2/7.0
set protocols ospf area 0.0.0.0 interface ge-1/2/8.0
set protocols ospf area 0.0.0.0 interface xe-2/0/0.0
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols pim traceoptions file df
set protocols pim traceoptions flag bidirectional-df-election detail
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 224.1.1.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 225.1.1.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 224.1.3.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 225.1.3.0/24
set protocols pim interface xe-2/0/0.0 mode bidirectional-sparse-dense
set protocols pim interface ge-1/2/7.0 mode bidirectional-sparse-dense
set protocols pim interface ge-1/2/8.0 mode bidirectional-sparse-dense

Router R5 set interfaces ge-0/0/3 unit O family inet address 10.10.12.3/24
set interfaces ge-0/0/4 unit O family inet address 10.10.4.3/24
set interfaces ge-0/0/7 unit O family inet address 10.10.5.3/24
set interfaces so-1/0/0 unit O family inet address 10.10.7.1/30
set interfaces loO unit O family inet address 10.255.55.55/32
set protocols ospf area 0.0.0.0 interface l00.0
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface ge-0/0/7.0
set protocols ospf area 0.0.0.0 interface ge-0/0/4.0
set protocols ospf area 0.0.0.0 interface so-1/0/0.0
set protocols ospf area 0.0.0.0 interface ge-0/0/3.0
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 224.1.1.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 225.1.1.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 224.1.3.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 225.1.3.0/24
set protocols pim interface ge-0/0/7.0 mode bidirectional-sparse-dense
set protocols pim interface ge-0/0/4.0 mode bidirectional-sparse-dense
set protocols pim interface so-1/0/0.0 mode bidirectional-sparse-dense
set protocols pim interface ge-0/0/3.0 mode bidirectional-sparse-dense

Router R6 set interfaces xe-0/0/0 unit O family inet address 10.10.10.3/24
set interfaces ge-2/0/0 unit O family inet address 10.10.13.2/24
set interfaces loO unit O family inet address 10.255.66.66/32
set protocols ospf area 0.0.0.0 interface l00.0
set protocols ospf area 0.0.0.0 interface ge-2/0/0.0
set protocols ospf area 0.0.0.0 interface xe-0/0/0.0
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 224.1.1.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 225.1.1.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 224.1.3.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 225.1.3.0/24
set protocols pim interface fxp0.0 disable
set protocols pim interface xe-0/0/0.0 mode bidirectional-sparse-dense
set protocols pim interface ge-2/0/0.0 mode bidirectional-sparse-dense

Router R7 set interfaces ge-0/1/5 unit O family inet address 10.10.13.3/24
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set interfaces ge-0/1/7 unit O family inet address 10.10.12.2/24

set interfaces loO unit O family inet address 10.255.77.77/32

set protocols ospf area 0.0.0.0 interface fxp0.0 disable

set protocols ospf area 0.0.0.0 interface ge-0/1/5.0

set protocols ospf area 0.0.0.0 interface ge-0/1/7.0

set protocols ospf area 0.0.0.0 interface l00.0

set protocols pim rp bidirectional address 10.10.13.2 group-ranges 224.1.1.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 225.1.1.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 224.1.3.0/24

set protocols pim rp bidirectional address 10.10.1.3 group-ranges 225.1.3.0/24

set protocols pim interface ge-0/1/5.0 mode bidirectional-sparse-dense

set protocols pim interface ge-0/1/7.0 mode bidirectional-sparse-dense

Router R8 set interfaces so-0/0/0 unit O family inet address 10.10.7.2/30
set interfaces xe-2/0/0 unit O family inet address 10.10.9.2/24
set interfaces loO unit O family inet address 10.255.88.88/32
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface xe-2/0/0.0
set protocols ospf area 0.0.0.0 interface so-0/0/0.0
set protocols pim traceoptions file df
set protocols pim traceoptions flag bidirectional-df-election detail
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 224.1.1.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 225.1.1.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 224.1.3.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 225.1.3.0/24
set protocols pim interface xe-2/0/0.0 mode bidirectional-sparse-dense
set protocols pim interface so-0/0/0.0 mode bidirectional-sparse-dense

Router R1

Step-by-Step  To configure Router RI:

Procedure
1. Configure the router interfaces.

[edit interfaces]

user@R1# set ge-0/0/1unit O family inet address 10.10.1.1/24
user@R1# set xe-2/1/0 unit O family inet address 10.10.2.1/24
user@R1# set loO unit O family inet address 10.255.11.11/32

2. Configure OSPF on the interfaces.

[edit protocols ospf area 0.0.0.0]
user@RI1# set interface ge-0/0/1.0
user@R1# set interface xe-2/1/0.0
user@R1# set interface l00.0
user@R1# set interface fxp0.0 disable

3. Configure the group-to-RP mappings.

[edit protocols pim rp bidirectional]

user@R1# set address 10.10.1.3 group-ranges 224.1.3.0/24
user@R1# set address 10.10.1.3 group-ranges 225.1.3.0/24
user@R1# set address 10.10.13.2 group-ranges 224.1.1.0/24
user@R1# set address 10.10.13.2 group-ranges 225.1.1.0/24
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The RP represented by IP address 10.10.1.3 is a phantom RP. The 10.10.1.3 address
is not assigned to any interface on any of the routers in the topology. It is, however,
areachable address. It is in the subnet between Routers R1and R2.

The RP represented by address 10.10.13.2 is assigned to the ge-2/0/0 interface on
Router R6.

4, Enable bidirectional PIM on the interfaces.

[edit protocols pim]
user@R1# set interface ge-0/0/1.0 mode bidirectional-sparse-dense
user@RI1# set interface xe-2/1/0.0 mode bidirectional-sparse-dense

5. (Optional) Configure tracing operations for the DF election process.

[edit protocols pim]
user@R1# set traceoptions file df
user@R1# set traceoptions flag bidirectional-df-election detail

Results

From configuration mode, confirm your configuration by entering the show interfaces and
show protocols commands. If the output does not display the intended configuration,
repeat the instructions in this example to correct the configuration.

user@R1# show interfaces
ge-0/0/11{
unit 0 {
family inet {
address 10.10.1.1/24;
}
1
}
xe-2/1/0 {
unit 0 {
family inet {
address 10.10.2.1/24;
}
1
}
lo0 {
unit 0 {
family inet {
address 10.255.11.11/32;
}
1
1

user@R1# show protocols
ospf {
area 0.0.0.0{
interface ge-0/0/1.0;
interface xe-2/1/0.0;
interface 100.0;
interface fxp0.0 {
disable;

}
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1
1
pim {
rp{
bidirectional {
address 10.10.1.3 { # phantom RP
group-ranges {
224.1.3.0/24;
225.1.3.0/24;
1
}
address 10.10.13.2 {
group-ranges {
224.1.1.0/24;
225.1.1.0/24;
1
}
}
1
interface ge-0/0/1.0 {
mode bidirectional-sparse-dense;
1
interface xe-2/1/0.0 {
mode bidirectional-sparse-dense;
1
traceoptions {
file df;
flag bidirectional-df-election detail;
1
1

If you are done configuring the router, enter commit from configuration mode.

Repeat the procedure for every Juniper Networks router in the bidirectional PIM network,
using the appropriate interface names and addresses for each router.

Verification

Confirm that the configuration is working properly.

« Verifying Rendezvous Points on page 85

« Verifying Messages on page 85

« Checking the PIM Join State on page 85

« Displaying the Designated Forwarder on page 87

« Displaying the PIM Interfaces on page 87

« Checking the PIM Neighbors on page 87

« Checking the Route to the Rendezvous Points on page 87
« Verifying Multicast Routes on page 88

« Viewing Multicast Next Hops on page 90
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Verifying Rendezvous Points

Holdtime Timeout Groups Group prefixes

None 2 224.1.3.0/24
225.1.3.0/24
None 2 224.1.1.0/24

225.1.1.0/24

Check the number of DF election messages sent and received, and check bidirectional

Rx errors
0
0
0
0

Purpose \Verify the group-to-RP mapping information.
Action user@r1> show pimrps
Instance: PIM.master
Address family INET
RP address Type Mode
10.10.1.3 static bidir 150
10.10.13.2 static bidir 150
Verifying Messages
Purpose
join and prune error statistics.
Action user@R1> show pim statistics
PIM Message type Received Sent
V2 Hello 16 34
V2 DF Election 18 38
Global Statistics
Rx Bidir Join/Prune on non-Bidir if
Rx Bidir Join/Prune on non-DF if
Checking the PIM Join State
Purpose Confirm the upstream interface, neighbor, and state information.
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Action

user@R1> show pim join extensive
Instance: PIM.master Family: INET

R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 224.1.1.0

Bidirectional group prefix length: 24

Source: *

RP: 10.10.13.2

Flags: bidirectional,rptree,wildcard

Upstream interface: ge-0/0/1.0

Upstream neighbor: 10.10.1.2

Upstream state: None

Bidirectional accepting interfaces:
Interface: ge-0/0/1.0 (RPF)
Interface: 100.0 (DF Winner)

Group: 224.1.3.0

Bidirectional group prefix length: 24

Source: *

RP: 10.10.1.3

Flags: bidirectional,rptree,wildcard

Upstream interface: ge-0/0/1.0 (RP Link)

Upstream neighbor: Direct

Upstream state: Local RP

Bidirectional accepting interfaces:
Interface: ge-0/0/1.0 (RPF)
Interface: 100.0 (DF Winner)
Interface: xe-2/1/0.0 (DF Winner)

Group: 225.1.1.0

Bidirectional group prefix length: 24

Source: *

RP: 10.10.13.2

Flags: bidirectional,rptree,wildcard

Upstream interface: ge-0/0/1.0

Upstream neighbor: 10.10.1.2

Upstream state: None

Bidirectional accepting interfaces:
Interface: ge-0/0/1.0 (RPF)
Interface: 100.0 (DF Winner)

Group: 225.1.3.0

Bidirectional group prefix length: 24

Source: *

RP: 10.10.1.3

Flags: bidirectional,rptree,wildcard

Upstream interface: ge-0/0/1.0 (RP Link)

Upstream neighbor: Direct

Upstream state: Local RP

Bidirectional accepting interfaces:
Interface: ge-0/0/1.0 (RPF)
Interface: 100.0 (DF Winner)
Interface: xe-2/1/0.0 (DF Winner)

Meaning The output shows a (¥G-range) entry for each active bidirectional RP group range. These

entries provide a hierarchy from which the individual (*G) routes inherit RP-derived state
(upstream information and accepting interfaces). These entries also provide the control
plane basis for the (* G-range) forwarding routes that implement the sender-only
branches of the tree.
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Displaying the Designated Forwarder
Purpose Display RP address information and confirm the DF elected.

Action user@R1> show pim bidirectional df-election
Instance: PIM.master Family: INET

RPA: 10.10.1.3
Group ranges: 224.1.3.0/24, 225.1.3.0/24

Interfaces:
ge-0/0/1.0 (RPL) DF: none
100.0 (Win) DF: 10.255.179.246
xe-2/1/0.0 Win) DF: 10.10.2.1

RPA: 10.10.13.2
Group ranges: 224.1.1.0/24, 225.1.1.0/24

Interfaces:
ge-0/0/1.0 (Lose) DF: 10.10.1.2
100.0 Win) DF: 10.255.179.246
xe-2/1/0.0 (Lose) DF: 10.10.2.2

Displaying the PIM Interfaces

Purpose Verify that the PIM interfaces have bidirectional-sparse-dense (SDB) mode assigned.

Action user@r1> show pim interfaces
Instance: PIM.master

Stat = Status, V = Version, NbrCnt = Neighbor Count,

S = Sparse, D = Dense, B = Bidirectional,

DR = Designated Router, P2P = Point-to-point link,

Active = Bidirectional is active, NotCap = Not Bidirectional Capable

Name Stat Mode IP V State NbrCnt JoinCnt(sg/*g) DR address
ge-0/0/1.0 Up SDB 4 2 NotDR,Active 1 0/0 10.10.1.2
100.0 Up SDB 4 2 DR,Active 0 9901/100 10.255.179.246
xe-2/1/0.0 Up SDB 4 2 NotDR,Active 1 0/0 10.10.2.2

Checking the PIM Neighbors

Purpose Check that the router detects that its neighbors are enabled for bidirectional PIM by
verifying that the B option is displayed.

Action user@R1> show pim neighbors
Instance: PIM.master
B = Bidirectional Capable, G = Generation ldentifier,
H = Hello Option Holdtime, L = Hello Option LAN Prune Delay,
P = Hello Option DR Priority, T = Tracking Bit

Interface IP V Mode Option Uptime Neighbor addr
ge-0/0/1.0 4 2 HPLGBT 00:06:46 10.10.1.2
xe-2/1/0.0 4 2 HPLGBT 00:06:46 10.10.2.2

Checking the Route to the Rendezvous Points

Purpose Check the interface route to the rendezvous points.
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Action

Purpose

user@R1> show route 10.10.13.2
inet.0: 56 destinations, 56 routes (565 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

10.10.13.0/24 *[OSPF/10] 00:04:35, metric 4
> to 10.10.1.2 via ge-0/0/1.0

user@R1> show route 10.10.1.3
inet.0: 56 destinations, 56 routes (565 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

10.10.1.0/24 *[Direct/0] 00:06:25
> via ge-0/0/1.0

Verifying Multicast Routes
Verify the multicast traffic route for each group.

For bidirectional PIM, the show multicast route extensive command shows the (* G/prefix)
forwarding routes and the list of interfaces that accept bidirectional PIM traffic.
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Action user@R1> show multicast route extensive
Family: INET

Group: 224.0.0.0/4
Source: *
Incoming interface list:
100.0 ge-0/0/1.0 xe-4/1/0.0
Downstream interface list:
ge-0/0/1.0
Session description: zeroconfaddr
Statistics: 0 kBps, O pps, 0 packets
Next-hop ID: 2097157
Incoming interface list ID: 559
Upstream protocol: PIM
Route state: Active
Forwarding state: Forwarding
Cache lifetime/timeout: forever
Wrong incoming interface notifications: 0

Group: 224.1.1.0/24
Source: *
Incoming interface list:
100.0 ge-0/0/1.0
Downstream interface list:
ge-0/0/1.0
Session description: NOB Cross media facilities
Statistics: 0 kBps, O pps, 0 packets
Next-hop I1D: 2097157
Incoming interface list ID: 579
Upstream protocol: PIM
Route state: Active
Forwarding state: Forwarding
Cache lifetime/timeout: forever
Wrong incoming interface notifications: 0

Group: 224.1.3.0/24
Source: *
Incoming interface list:
100.0 ge-0/0/1.0 xe-4/1/0.0
Downstream interface list:
ge-0/0/1.0
Session description: NOB Cross media facilities
Statistics: 0 kBps, 0 pps, 0 packets
Next-hop ID: 2097157
Incoming interface list ID: 556
Upstream protocol: PIM
Route state: Active
Forwarding state: Forwarding
Cache lifetime/timeout: forever
Wrong incoming interface notifications: 0

Group: 225.1.1.0/24

Source: *

Incoming interface list:
100.0 ge-0/0/1.0

Downstream interface list:
ge-0/0/1.0

Session description: Unknown

Statistics: 0 kBps, 0 pps, 0 packets

Next-hop ID: 2097157

Incoming interface list ID: 579
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Meaning

Purpose

Action

Meaning

Upstream protocol: PIM

Route state: Active

Forwarding state: Forwarding

Cache lifetime/timeout: forever

Wrong incoming interface notifications: 0

Group: 225.1.3.0/24
Source: *
Incoming interface list:
100.0 ge-0/0/1.0 xe-4/1/0.0
Downstream interface list:
ge-0/0/1.0
Session description: Unknown
Statistics: 0 kBps, 0 pps, 0 packets
Next-hop I1D: 2097157
Incoming interface list ID: 556
Upstream protocol: PIM
Route state: Active
Forwarding state: Forwarding
Cache lifetime/timeout: forever
Wrong incoming interface notifications: 0

For information about how the incoming and outgoing interface lists are derived, see the
forwarding rules in RFC 5015.

Viewing Multicast Next Hops

Verify that the correct accepting interfaces are shown in the incoming interface list.

user@R1> show multicast next-hops

Family: INET

1D Refcount KRefcount Downstream interface
2097157 10 5 ge-0/0/1.0

Family: Incoming interface list
1D Refcount KRefcount Downstream interface
579 5 2 100.0
ge-0/0/1.0
556 5 2 100.0
ge-0/0/1.0
xe-4/1/0.0
559 3 1 100.0
ge-0/0/1.0
xe-4/1/0.0

The nexthop IDs for the outgoing and incoming next hops are referenced directly in the
show multicast route extensive command.

Configuring Static RP

« Understanding Static RP on page 91

« Configuring Local PIM RPs on page 91

« Example: Configuring PIM Sparse Mode and RP Static IP Addresses on page 93

. Configuring the Static PIM RP Address on the Non-RP Routing Device on page 95
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Understanding Static RP

Protocol Independent Multicast (PIM) sparse mode is the most common multicast
protocol used on the Internet. PIM sparse mode is the default mode whenever PIM is
configured on any interface of the device. However, because PIM must not be configured
on the network management interface, you must disable it on that interface.

Each any-source multicast (ASM) group has a shared tree through which receivers learn
about new multicast sources and new receivers learn about all multicast sources. The
rendezvous point (RP) router is the root of this shared tree and receives the multicast
traffic from the source. To receive multicast traffic from the groups served by the RP, the
device must determine the IP address of the RP for the source.

You can configure a static rendezvous point (RP) configuration that is similar to static
routes. A static configuration has the benefit of operating in PIM version 1 or version 2.
When you configure the static RP, the RP address that you select for a particular group
must be consistent across all routers in a multicast domain.

One common way for the device to locate RPs is by static configuration of the IP address
of the RP. A static configuration is simple and convenient. However, if the statically
defined RP router becomes unreachable, there is no automatic failover to another RP
router. To remedy this problem, you can use anycast RP.

Configuring Local PIM RPs

Local RP configuration makes the routing device a statically defined RP. Consider statically
defining an RP if the network does not have many different RPs defined or if the RP
assignment does not change very often. The Junos IPv6 PIM implementation supports
only static RP configuration. Automatic RP announcement and bootstrap routers are not
available with IPv6.

You can configure a local RP globally or for a routing instance. This example shows how
to configure a local RP in a routing instance for IPv4 or IPv6.

To configure the routing device’s RP properties:

1. Configure the routing instance as the local RP.

[routing-instances VPN-A protocols pim]
user@host# set rp local

2. Configure the IP protocol family and IP address.

IPv6 PIM hello messages are sent to every interface on which you configure family
inet6, whether at the PIM level of the hierarchy or not. As a result, if you configure an
interface with both family inet at the [edit interface interface-name] hierarchy level
and family inet6 at the [edit protocols pim interface interface-name] hierarchy level,
PIM sends both IPv4 and IPv6 hellos to that interface.

By default, PIM operates in sparse mode on an interface. If you explicitly configure
sparse mode, PIM uses this setting for all IPv6 multicast groups. However, if you
configure sparse-dense mode, PIM does not accept IPv6 multicast groups as dense
groups and operates in sparse mode over them.
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[edit routing-instances VPN-A protocols pim rp local]
user@host# set family inet6 address 2001:db8:85a3::8a2e:370:7334
user@host# set family inet address 10.1.2.254

3. (IPv4 only) Configure the routing device’s RP priority.

0 NOTE: The priority statement is not supported for IPv6, but is included
here for informational purposes. The routing device’s priority value for
becoming the RP is included in the bootstrap messages that the routing
device sends. Use a smaller number to increase the likelihood that the
routing device becomes the RP for local multicast groups. Each PIM routing
device uses the priority value and other factors to determine the candidate
RPs for a particular group range. After the set of candidate RPs is
distributed, each routing device determines algorithmically the RP from
the candidate RP set using a hash function. By default, the priority value
is set to 1. If this value is set to O, the bootstrap router can override the
group range being advertised by the candidate RP.

[edit routing-instances VPN-A protocols pim rp local]
user@host# set priority 5

4. Configure the groups for which the routing device is the RP.

By default, a routing device running PIM is eligible to be the RP for all IPv4 or IPv6
groups (224.0.0.0/4 or FF70::/12 to FFFO::/12). The following example limits the groups
for which this routing device can be the RP.

[edit routing-instances VPN-A protocols pim rp local]
user@host# set group-ranges fec0::/10
user@host# set group-ranges 10.1.2.0/24

. (IPv4 only) Modify the local RP hold time.

If the local routing device is configured as an RP, it is considered a candidate RP for
its local multicast groups. For candidate RPs, the hold time is used by the bootstrap
router to time out RPs, and applies to the bootstrap RP-set mechanism. The RP hold
time is part of the candidate RP advertisement message sent by the local routing
device to the bootstrap router. If the bootstrap router does not receive a candidate
RP advertisement from an RP within the hold time, it removes that routing device
from its list of candidate RPs. The default hold time is 150 seconds.

[edit routing-instances VPN-A protocols pim rp local]
user@host# set hold-time 200

. (Optional) Override dynamic RP for the specified group address range.

If you configure both static RP mapping and dynamic RP mapping (such as auto-RP)
in a single routing instance, allow the static mapping to take precedence for the given
static RP group range, and allow dynamic RP mapping for all other groups.

If you exclude this statement from the configuration and you use both static and
dynamic RP mechanisms for different group ranges within the same routing instance,
the dynamic RP mapping takes precedence over the static RP mapping, even if static
RP is defined for a specific group range.
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7.

[edit routing-instances VPN-A protocols pim rp local]
user@host# set override

Monitor the operation of PIM by running the show pim commands. Run show pim ? to
display the supported commands.

Example: Configuring PIM Sparse Mode and RP Static IP Addresses

This example shows how to configure PIM sparse mode and RP static IP addresses.

Requirements on page 93
Overview on page 93
Configuration on page 93

Verification on page 95

Requirements

Before you begin:

1.

Determine whether the router is directly attached to any multicast sources. Receivers
must be able to locate these sources.

2. Determine whether the router is directly attached to any multicast group receivers. If
receivers are present, IGMP is needed.

3. Determine whether to configure multicast to use sparse, dense, or sparse-dense mode.
Each mode has different configuration considerations.

4. Determine the address of the RP if sparse or sparse-dense mode is used.

5. Determine whether to locate the RP with the static configuration, BSR, or auto-RP
method.

6. Determine whether to configure multicast to use its own RPF routing table when
configuring PIM in sparse, dense, or sparse-dense mode.

7. Configure the SAP and SDP protocols to listen for multicast session announcements.

8. Configure IGMP.

Overview

In this example, you set the interface value to all and disable the ge-0/0/0 interface.
Then you configure the IP address of the RP as 192.168.14.27.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set protocols pim interface all
set protocols pim interface ge-0/0/0 disable
set protocols pim rp static address 192.168.14.27
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Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure PIM sparse mode and the RP static IP address:

1. Configure PIM.

[edit]
user@host# edit protocols pim

2. Set the interface value.

[edit protocols pim]
user@host# set pim interface all

3. Disable PIM on the network management interface.

[edit protocols pim interface]
user@host# set pim interface ge-0/0/0 unit O disable

4. Configure RP.

[edit]
user@host# edit protocols pimrp

5.  Configure the IP address of the RP.

[edit]
user@host# set static address 192.168.14.27

Results From configuration mode, confirm your configuration by entering the show protocols
command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show protocols
pim {
rp{
static {
address 192.168.14.27;
1

1

interface all;
interface ge-0/0/0.0 {
disable;
1

1

If you are done configuring the device, enter commit from configuration mode.
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Verification

To confirm that the configuration is working properly, perform these tasks:

« Verifying SAP and SDP Addresses and Ports on page 95

« Verifying the IGMP Version on page 95

« Verifying the PIM Mode and Interface Configuration on page 95
Verifying SAP and SDP Addresses and Ports

Purpose \Verify that SAP and SDP are configured to listen on the correct group addresses and
ports.

Action From operational mode, enter the show sap listen command.

Verifying the IGMP Version

Purpose \Verify that IGMP version 2 is configured on all applicable interfaces.

Action From operational mode, enter the show igmp interface command.

Verifying the PIM Mode and Interface Configuration

Purpose Verify that PIM sparse mode is configured on all applicable interfaces.

Action From operational mode, enter the show pim interfaces command.

Configuring the Static PIM RP Address on the Non-RP Routing Device

Consider statically defining an RP if the network does not have many different RPs defined
or if the RP assignment does not change very often. The Junos IPv6 PIM implementation
supports only static RP configuration. Automatic RP announcement and bootstrap routers
are not available with IPv6.

You configure a static RP address on the non-RP routing device. This enables the non-RP
routing device to recognize the local statically defined RP. For example, if RO is a non-RP
router and R1is the local RP router, you configure RO with the static RP address of R1.
The static IP address is the routable address assigned to the loopback interface on R1.
In the following example, the loopback address of the RP is
2001:db8:85a3::8a2e:370:7334.

You can configure a static RP address globally or for a routing instance. This example
shows how to configure a static RP address in a routing instance for IPv6.

To configure the static RP address:

1. Onanon-RP routing device, configure the routing instance to point to the routable
address assigned to the loopback interface of the RP.

[routing-instances VPN-A protocols pim rp]
user@host# set static address 2001:db8:85a3::8a2e:370:7334
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2.

5.

Related .
Documentation

0 NOTE: Logical systems are also supported. You can configure a static RP
address in a logical system only if the logical system is not directly
connected to a source.

(Optional) Set the PIM sparse mode version.

For each static RP address, you can optionally specify the PIM version. The default
PIM version is version 1.

[edit routing-instances VPN-A protocols pim rp]
user@host# set static address 2001:db8:85a3::8a2e:370:7334 version 2

e NOTE: The default PIM version can be version 1 or version 2, depending
on the mode you are configuring. PIM version 1is the default for RP mode
([edit pim rp static address address]). PIM version 2 is the default for
interface mode ([edit pim interface interface-name]). Explicitly configured
versions override the defaults.

(Optional) Set the group address range.

By default, a routing device running PIM is eligible to be the RP for all IPv4 or IPv6
groups (224.0.0.0/4 or FF70::/12to FFFQ::/12). The following example limits the groups
for which the 2001:db8:85a3::8a2e:370:7334 address can be the RP.

[edit routing-instances VPN-A protocols pim rp]
user@host# set staticaddress 2001:db8:85a3::8a2e:370:7334 group-ranges fec0::/10

The RP that you select for a particular group must be consistent across all routers in
a multicast domain.

(Optional) Override dynamic RP for the specified group address range.

If you configure both static RP mapping and dynamic RP mapping (such as auto-RP)
in a single routing instance, allow the static mapping to take precedence for the given
static RP group range, and allow dynamic RP mapping for all other groups.

If you exclude this statement from the configuration and you use both static and
dynamic RP mechanisms for different group ranges within the same routing instance,
the dynamic RP mapping takes precedence over the static RP mapping, even if static
RP is defined for a specific group range.

[edit routing-instances VPN-A protocols pim rp static address
2001:db8:85a3::8a2e:370:7334]
user@host# set override

Monitor the operation of PIM by running the show pim commands. Run show pim ? to
display the supported commands.

Configuring PIM Auto-RP on page 109
Configuring PIM Bootstrap Router on page 105
Configuring a Designated Router for PIM on page 49
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. Examples: Configuring PIM Sparse Mode on page 51

. Configuring Basic PIM Settings on page 35

Example: Configuring Anycast RP

« Understanding RP Mapping with Anycast RP on page 97

« Example: Configuring Multiple RPs in a Domain with Anycast RP on page 97
« Example: Configuring PIM Anycast With or Without MSDP on page 100

« Configuring a PIM Anycast RP Router Using Only PIM on page 103

Understanding RP Mapping with Anycast RP

Having a single active rendezvous point (RP) per multicast group is much the same as
having a single server providing any service. All traffic converges on this single point,
although other servers are sitting idle, and convergence is slow when the resource fails.
In multicast specifically, there might be closer RPs on the shared tree, so the use of a
single RP is suboptimal.

For the purposes of load balancing and redundancy, you can configure anycast RP. You
can use anycast RP within a domain to provide redundancy and RP load sharing. When
an RP fails, sources and receivers are taken to a new RP by means of unicast routing.
When you configure anycast RP, you bypass the restriction of having one active RP per
multicast group, and instead deploy multiple RPs for the same group range. The RP
routers share one unicast IP address. Sources from one RP are known to other RPs that
use the Multicast Source Discovery Protocol (MSDP). Sources and receivers use the
closest RP, as determined by the interior gateway protocol (IGP).

Anycast means that multiple RP routers share the same unicast IP address. Anycast
addresses are advertised by the routing protocols. Packets sent to the anycast address
are sent to the nearest RP with this address. Anycast addressing is a generic concept
and is used in PIM sparse mode to add load balancing and service reliability to RPs.

Anycast RP is defined in Internet draft draft-ietf-mboned-anycast-rp-08.txt, Anycast RP
Mechanism Using PIM and MSDP. To access Internet RFCs and drafts, go to the IETF
website at http://www.ietf.org .

Example: Configuring Multiple RPs in a Domain with Anycast RP

This example shows how to configure anycast RP on each RP router in the PIM-SM
domain. With this configuration you can deploy more than one RP for a single group
range. This enables load balancing and redundancy.

« Requirements on page 98

« Overview on page 98

« Configuration on page 98

« Verification on page 100
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CLI Quick
Configuration

RP Routers

Non-RP Routers

Step-by-Step
Procedure

Requirements

Before you begin:

Configure the router interfaces. See the Junos® OS Network Interfaces.

Configure an interior gateway protocol or static routing. See the Junos OS Routing
Protocols Configuration Guide.

Configure PIM Sparse Mode on the interfaces. See “Enabling PIM Sparse Mode” on
page 55.

Overview

When you configure anycast RP, the RP routers in the PIM-SM domain use a shared

address. In this example, the shared address is 10.1.1.2/32. Anycast RP uses Multicast
Source Discovery Protocol (MSDP) to discover and maintain a consistent view of the
active sources. Anycast RP also requires an RP selection method, such as static, auto-RP,
or bootstrap RP. This example uses static RP and shows only one RP router configuration.

Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set interfaces loO unit O family inet address 192.168.132.1/32 primary
set interfaces loO unit O family inet address 10.1.1.2/32

set protocols msdp local-address 192.168.132.1

set protocols msdp peer 192.168.12.1

set protocols pim rp local address 10.1.1.2

set routing-options router-id 192.168.132.1

set protocols pim rp static address 10.1.1.2

The following example requires that you navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure anycast RP:

1.

On each RP router in the domain, configure the shared anycast address on the
router’s loopback address.

[edit interfaces]
user@host# set loO unit O family inet address 10.1.1.2/32

On each RP router in the domain, make sure that the router’s regular loopback
address is the primary address for the interface, and set the router ID.

[edit interfaces]
user@host# set loO unit O family inet address 192.168.132.1/32 primary

[edit routing-options]
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user@host# set router-id 192.168.132.1

3. Oneach RP router in the domain, configure the local RP address, using the shared
address.

[edit protocols pim]
user@host# set rp local address 10.1.1.2

4. Oneach RP router in the domain, create MSDP sessions to the other RPs in the
domain.

[edit protocols msdp]
user@host# set local-address 192.168.132.1
user@host# set peer 192.168.12.1

5.  Oneachnon-RP routerin the domain, configure a static RP address using the shared
address.

[edit protocols pim]
user@host# set rp static address 10.1.1.2

6. If you are done configuring the devices, commit the configuration.

user@host# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces,
show protocols, and show routing-options commands. If the output does not display the
intended configuration, repeat the instructions in this example to correct the configuration.

user@host# show interfaces
lo0 {
unit 0 {
family inet {
address 192.168.132.1/32 {
primary;
1
address 10.1.1.2/32;
}
1
1

On the RP routers:

user@host# show protocols
msdp {
local-address 192.168.132.1;
peer192.168.12.1;
}
pim {
rp {
local {
address 10.1.1.2;
}
1
}
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On the non-RP routers:

user@host# show protocols
pim {
rp{
static {
address 10.1.1.2;
}
1
}

user@host# show routing-options
router-id 192.168.132.1;

Verification

To verify the configuration, run the show pim rps extensive inet command.

Example: Configuring PIM Anycast With or Without MSDP

When you configure anycast RP, you bypass the restriction of having one active rendezvous
point (RP) per multicast group, and instead deploy multiple RPs for the same group
range. The RP routers share one unicast IP address. Sources from one RP are known to
other RPs that use the Multicast Source Discovery Protocol (MSDP). Sources and receivers
use the closest RP, as determined by the interior gateway protocol (IGP).

You can use anycast RP within a domain to provide redundancy and RP load sharing.
When an RP stops operating, sources and receivers are taken to a new RP by means of
unicast routing.

You can configure anycast RP to use PIM and MSDP for IPv4, or PIM alone for both IPv4
and IPv6 scenarios. Both are discussed in this section.

We recommend a static RP mapping with anycast RP over a bootstrap router and auto-RP
configuration because it provides all the benefits of a bootstrap router and auto-RP
without the complexity of the BSR and auto-RP mechanisms.

All systems on a subnet must run the same version of PIM.

The default PIM version can be version 1 or version 2, depending on the mode you are
configuring. PIMv1 is the default RP mode (at the [edit protocols pim rp static address
address] hierarchy level). However, PIMv2 is the default for interface mode (at the [edit
protocols pim interface interface-name] hierarchy level). Explicitly configured versions
override the defaults. This example explicitly configures PIMv2 on the interfaces.

The following example shows an anycast RP configuration for the RP routers, first with
MSDP and then using PIM alone, and for non-RP routers.

1. For a network using an RP with MSDP, configure the RP using the loO loopback
interface, which is always up. Include the address statement and specify the unique
and routable router ID and the RP address at the [edit interfaces loO unit O family inet]
hierarchy level. In this example, the router ID is 198.58.3.254 and the shared RP address
i5198.58.3.253. Include the primary statement for the first address. Including the
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primary statement selects the router’s primary address from all the preferred addresses
on all interfaces.

interfaces {
lo0 {
description "PIM RP";
unit 0 {
family inet {
address 198.58.3.254/32;
primary;
address 198.58.3.253/32;
1
}
1
}

2. Specify the RP address. Include the address statement at the [edit protocols pim rp
local] hierarchy level (the same address as the secondary lo0 interface).

For all interfaces, include the mode statement to set the mode to sparse and the
version statement to specify PIM version 2 at the [edit protocols pim rp local interface
all] hierarchy level. When configuring all interfaces, exclude the fxp0.0 management
interface by including the disable statement for that interface.

protocols {
pim {
rp{
local {
family inet;
address 198.58.3.253;
1
interface all {
mode sparse;
version 2;
1
interface fxp0.0 {
disable;
1
1
}
1

3. Configure MSDP peering. Include the peer statement to configure the address of the
MSDP peer at the [edit protocols msdp] hierarchy level. For MSDP peering, use the
unigue, primary addresses instead of the anycast address. To specify the local address
for MSDP peering, include the local-address statement at the [edit protocols msdp
peer] hierarchy level.

protocols {
msdp {
peer 198.58.3.250 {
local-address address 198.58.3.254;
}
}
1
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e NOTE: If you need to configure a PIM RP for both IPv4 and IPv6 scenarios,
perform Step 4 and Step 5. Otherwise, go to Step 6.

4. Configure an RP using the loO loopback interface, which is always up. Include the
address statement to specify the unique and routable router address and the RP
address at the [edit interfaces loO unit O family inet] hierarchy level. In this example,
the router ID is 198.58.3.254 and the shared RP address is 198.58.3.253. Include the
primary statement on the first address. Including the primary statement selects the
router’s primary address from all the preferred addresses on all interfaces.

interfaces {
lo0 {
description "PIM RP";
unit O {
family inet {
address 198.58.3.254/32 {
primary;
1
address 198.58.3.253/32;
1
1
}
1

5. Include the address statement at the [edit protocols pim rp local] hierarchy level to
specify the RP address (the same address as the secondary lo0 interface).

For all interfaces, include the mode statement to set the mode to sparse, and the
version statement to specify PIM version 2 at the [edit protocols pim rp local interface
all] hierarchy level. When configuring all interfaces, exclude the fxp0.0 management
interface by Including the disable statement for that interface.

Include the anycast-pim statement to configure anycast RP without MSDP (for
example, if IPv6 is used for multicasting). The other RP routers that share the same
IP address are configured using the rp-set statement. There is one entry for each RP,
and the maximum that can be configured is 15. For each RP, specify the routable IP
address of the router and whether MSDP source active (SA) messages are forwarded
to the RP.

MSDP configuration is not necessary for this type of IPv4 anycast RP configuration.

protocols {
pim {
rp{
local {
family inet {
address 198.58.3.253;
anycast-pim {
rp-set {
address 198.58.3.240;
address 198.58.3.241 forward-msdp-sa;
1
local-address 198.58.3.254; #If not configured, use loO primary
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}
}
}
}

interface all {
mode sparse;
version 2;

1

interface fxp0.0 {
disable;

1

}
}

6. Configure the non-RP routers. The anycast RP configuration for a non-RP router is
the same whether MSDP is used or not. Specify a static RP by adding the address at
the [edit protocols pim rp static] hierarchy level. Include the version statement at the
[edit protocols pim rp static address] hierarchy level to specify PIM version 2.

protocols {
pim {
rp {
static {
address 198.58.3.253 {
version 2;

7. Include the mode statement at the [edit protocols pim interface all] hierarchy level to
specify sparse mode on all interfaces. Then include the version statement at the [edit
protocols pim rp interface all mode] to configure all interfaces for PIM version 2. When
configuring all interfaces, exclude the fxp0.0 management interface by including the
disable statement for that interface.

protocols {
pim {
interface all {
mode sparse;
version 2;
}
interface fxp0.0 {
disable;
1
}
1

Configuring a PIM Anycast RP Router Using Only PIM

In this example, configure an RP using the lo0O loopback interface, which is always up.
Use the address statement to specify the unique and routable router address and the
RP address at the [edit interfaces loO unit O family inet] hierarchy level. In this case, the
router ID is 198.58.3.254/32 and the shared RP address is 198.58.3.253/32. Add the flag
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statement primary to the first address. Using this flag selects the router's primary address
from all the preferred addresses on all interfaces.

interfaces {
loO {
description "PIM RP";
unit O {
family inet {
address 198.58.3.254/32 {
primary;
1
address 198.58.3.253/32;
1
}
1
}

Add the address statement at the [edit protocols pim rp local] hierarchy level to specify
the RP address (the same address as the secondary lo0 interface).

For all interfaces, use the mode statement to set the mode to sparse, and include the
version statement to specify PIM version 2 at the [edit protocols pim rp local interface all]
hierarchy level. When configuring all interfaces, exclude the fxp0.0 management interface
by adding the disable statement for that interface.

Use the anycast-pim statement to configure anycast RP without MSDP (for example, if
IPv6 is used for multicasting). The other RP routers that share the same IP address are
configured using the rp-set statement. There is one entry for each RP, and the maximum
that can be configured is 15. For each RP, specify the routable IP address of the router
and whether MSDP source active (SA) messages are forwarded to the RP.

protocols {
pim {
p{
local {
family inet {
address 198.58.3.253;
anycast-pim {
rp-set {
address 198.58.3.240;
address 198.58.3.241 forward-msdp-sa;
1
local-address 198.58.3.254; #If not configured, use o0 primary
}
1
1
1
interface all {
mode sparse;
version 2;
}
interface fxp0.0 {
disable;
}
1
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}

MSDP configuration is not necessary for this type of IPv4 anycast RP configuration.

Related . Configuring PIM Auto-RP on page 109
Documentation . Configuring PIM Bootstrap Router on page 105
. Configuring a Designated Router for PIM on page 49
. Examples: Configuring PIM Sparse Mode on page 51

. Configuring Basic PIM Settings on page 35

Configuring PIM Bootstrap Router

« Understanding the PIM Bootstrap Router on page 105
« Configuring PIM Bootstrap Properties for IPv4 on page 105
« Configuring PIM Bootstrap Properties for IPv4 or IPv6 on page 107

« Example: Rejecting PIM Bootstrap Messages at the Boundary
of a PIM Domain on page 108

« Example: Configuring PIM BSR Filters on page 109

Understanding the PIM Bootstrap Router

To determine which router is the rendezvous point (RP), all routers within a PIM
sparse-mode domain collect bootstrap messages. A PIM sparse-mode domainis agroup
of routers that all share the same RP router. The domain bootstrap router initiates
bootstrap messages, which are sent hop by hop within the domain. The routers use
bootstrap messages to distribute RP information dynamically and to elect a bootstrap
router when necessary.

Configuring PIM Bootstrap Properties for IPv4

For correct operation, every multicast router within a PIM domain must be able to map
a particular multicast group address to the same Rendezvous Point (RP). The bootstrap
router mechanism is one way that a multicast router can learn the set of group-to-RP
mappings. Bootstrap routers are supported in IPv4 and IPv6.

e NOTE: Forlegacy configuration purposes, there are two sections that describe
the configuration of bootstrap routers: one section for both IPv4 and IPv6,
and this section, which s for IPv4 only. The method described in “Configuring
PIM Bootstrap Properties for IPv4 or IPv6” on page 107 is recommended. A
commit error occurs if the same IPv4 bootstrap statements are included in
both the IPv4-only and the IPv4-and-IPv6 sections of the hierarchy. The error
message is “duplicate IPv4 bootstrap configuration.”

To determine which routing device is the RP, all routing devices within a PIM domain
collect bootstrap messages. A PIM domain is a contiguous set of routing devices that
implement PIM. All are configured to operate within a common boundary. The domain's
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bootstrap router initiates bootstrap messages, which are sent hop by hop within the
domain. The routing devices use bootstrap messages to distribute RP information
dynamically and to elect a bootstrap router when necessary.

PIM bootstrap messages are sourced from the loopback address, which is always up.
The loopback address must be routable; if it is not routable, then the bootstrap router is
unable to send bootstrap messages to update the RP domain members. See Configuring
the Loopback Interface for information about configuring a loopback interface.

You can configure bootstrap properties globally or for a routing instance. This example
shows the global configuration.

To configure the bootstrap router properties:

1.

Configure the bootstrap priority.

By default, each routing device has a bootstrap priority of O, which means the routing
device can never be the bootstrap router. A priority of O disables the function for IPv4
and does not cause the routing device to send bootstrap router packets with a O in
the priority field. The routing device with the highest priority value is elected to be the
bootstrap router. In the case of a tie, the routing device with the highest IP address is
elected to be the bootstrap router. A simple bootstrap configuration assigns a
bootstrap priority value to a routing device.

[edit protocols pim rp]
user@host# set bootstrap-priority 3

(Optional) Create import and export policies to control the flow of IPv4 bootstrap
messages to and from the RP, and apply the policies to PIM. Import and export policies
are useful when some of the routers in your PIM domain have interfaces that connect
to other PIM domains. Configuring a policy prevents bootstrap messages from crossing
domain boundaries. The bootstrap-import statement prevents messages from being
imported into the RP. The bootstrap-export statement prevents messages from being
exported from the RP.

[edit protocols pim rp]
user@host# set bootstrap-import pim-bootstrap-import
user@host# set bootstrap-export pim-bootstrap-export

Configure the policies.

[edit policy-options policy-statement pim-bootstrap-import]
user@host# set from interface se-0/0/0
user@host# set then reject

[edit policy-options policy-statement pim-bootstrap-export]
user@host# set from interface se-0/0/0
user@host# set then reject

4. Monitor the operation of PIM bootstrap routers by running the show pim bootstrap

command.
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Configuring PIM Bootstrap Properties for IPv4 or IPv6

For correct operation, every multicast router within a PIM domain must be able to map
a particular multicast group address to the same Rendezvous Point (RP). The bootstrap
router mechanism is one way that a multicast router can learn the set of group-to-RP
mappings. Bootstrap routers are supported in IPv4 and IPv6.

0 NOTE: Forlegacy configuration purposes, there are two sections that describe
the configuration of bootstrap routers: one section for IPv4 only, and this
section, whichis for both IPv4 and IPv6. The method described in this section
is recommended. A commit error occurs if the same IPv4 bootstrap
statements areincludedin both the IPv4-only and the IPv4-and-IPv6 sections
of the hierarchy. The error message is “duplicate IPv4 bootstrap
configuration.”

To determine which routing device is the RP, all routing devices within a PIM domain
collect bootstrap messages. A PIM domain is a contiguous set of routing devices that
implement PIM. All devices are configured to operate within a common boundary. The
domain's bootstrap router initiates bootstrap messages, which are sent hop by hop within
the domain. The routing devices use bootstrap messages to distribute RP information
dynamically and to elect a bootstrap router when necessary.

PIM bootstrap messages are sourced from the loopback address, which is always up.
The loopback address must be routable; if it is not routable, then the bootstrap router is
unable to send bootstrap messages to update the RP domain members. See Configuring
the Loopback Interface for information about configuring a loopback interface.

You can configure bootstrap properties globally or for a routing instance. This example
shows the global configuration.

To configure the bootstrap router properties:

1. Configure the bootstrap priority.

By default, each routing device has a bootstrap priority of O, which means the routing
device can never be the bootstrap router. The routing device with the highest priority
value is elected to be the bootstrap router. In the case of a tie, the routing device with
the highest IP address is elected to be the bootstrap router. A simple bootstrap
configuration assigns a bootstrap priority value to a routing device.

0 NOTE: Inthe IPv4-only configuration, specifying a bootstrap priority of O
disables the bootstrap function and does not cause the routing device to
send BSR packets with a 0 in the priority field. In the configuration shown
here, specifying a bootstrap priority of O does not disable the function,
but causes the routing device to send BSR packets with a 0 in the priority
field. To disable the bootstrap functionin the IPv4 and IPv6 configuration,
delete the bootstrap statement.

Copyright © 2013, Juniper Networks, Inc. 107



Multicast Protocols Configuration Guide

user@host# edit protocols pim rp
user@host# set bootstrap family inet priority 3

2. (Optional) Create import and export policies to control the flow of bootstrap messages
toand from the RP, and apply the policies to PIM. Import and export policies are useful
when some of the routers in your PIM domain have interfaces that connect to other
PIM domains. Configuring a policy prevents bootstrap messages from crossing domain
boundaries. The import statement prevents messages from being imported into the
RP. The export statement prevents messages from being exported from the RP.

[edit protocols pim rp]
user@host# set bootstrap family inet import pim-bootstrap-import
user@host# set bootstrap family inet export pim-bootstrap-export

3. Configure the policies.

[edit policy-options policy-statement pim-bootstrap-import]
user@host# set from interface se-0/0/0

user@host# set then reject

user@host# exit

user@host# edit policy-options policy-statement pim-bootstrap-export
user@host# set from interface se-0/0/0

user@host# set then reject

4. Monitor the operation of PIM bootstrap routers by running the show pim bootstrap
command.

Example: Rejecting PIM Bootstrap Messages at the Boundary of a PIM Domain

In this example, the frominterface so-0-1/0 thenreject policy statement rejects bootstrap
messages from the specified interface (the example is configured for both IPv4 and IPv6
operation):

protocols {
pim {
rp{
bootstrap {
family inet {
priority 1;
import pim-import;
export pim-export;
1
family inet6 {
priority 1;
import pim-import;
export pim-export;
1
}
}
1
1
policy-options {
policy-statement pim-import {
from interface so-0/1/0;
then reject;

}
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policy-statement pim-export {
to interface so-0/1/0;
then reject;
1
}

Example: Configuring PIM BSR Filters

Configure a filter to prevent BSR messages from entering or leaving your network. Add
this configuration to all routers:

protocols {
pim {
p{
bootstrap-import no-bsr;
bootstrap-export no-bsr;
}
1
}
policy-options {
policy-statement no-bsr {
then reject;
1
1

Related . Configuring PIM Auto-RP on page 109
D tati
ocumentation « Configuring a Designated Router for PIM on page 49
« Examples: Configuring PIM Sparse Mode on page 51

« Configuring Basic PIM Settings on page 35

Configuring PIM Auto-RP

« Understanding PIM Auto-RP on page 109
« Configuring PIM Auto-RP on page 110

Understanding PIM Auto-RP

You can configure a more dynamic way of assigning rendezvous points (RPs) in a multicast
network by means of auto-RP. When you configure auto-RP for a router, the router learns
the address of the RP in the network automatically and has the added advantage of
operating in PIM version 1 and version 2.

Although auto-RP is a nonstandard (non-RFC-based) function that typically uses dense
mode PIM to advertise control traffic, it provides an important failover advantage that
simple static RP assignment does not. You can configure multiple routers as RP
candidates. If the elected RP fails, one of the other preconfigured routers takes over the
RP functions. This capability is controlled by the auto-RP mapping agent.
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Configuring PIM Auto-RP

For correct operation, every multicast router within a PIM domain must be able to map
a particular multicast group address to the same rendezvous point (RP). The auto-RP
mechanismis one way that a multicast router can learn the set of group-to-RP mappings.
Auto-RP automatically distributes mapping information to routing devices. It simplifies
use of multiple RPs for different multicast group ranges, thus allowing multiple RPs to
act as backups for each other. Auto-RP relies on a router to act as the RP mapping agent.
Potential RPs announce themselves to the mapping agent, and the mapping agent
resolves any conflicts.

The mapping agent sends the multicast group-RP mapping information to the other
routers using PIM dense mode. The specific groups used are 224.0.1.39 and .40. The first
(.39) is used to advertise, the second (.40) is used for discovery. Because PIM dense
mode is necessary to enable auto-RP to work, which in turns enables PIM sparse mode
to work, you must configure PIM sparse-dense mode in the PIM domains that use auto-RP.

Although auto-RP is a nonstandard (non-RFC-based) function requiring dense mode
PIM to advertise control traffic, it provides an important failover advantage that static
RP assignment does not. That is, you can configure multiple routing devices as RP
candidates. If the elected RP fails, one of the other preconfigured routing devices takes
over the RP functions. This capability is controlled by the auto-RP mapping agent.

Auto-RP operates in PIM version 1and version 2.

In most cases, how the routing device handles auto-RP discovery, announce, or mapping
messages depends on whether the routing device is an RP (configured as local RP) or
not. Table 5 on page 110 shows how the routing device behaves depending on the local
RP configuration.

Table 5: Local RP and Auto-RP Message Types

Auto-RP Message Type Local RP? | Routing Device Behavior

discovery No Listen for auto-RP mapping messages.
discovery Yes Listen for auto-RP mapping messages.
announce No Listen for auto-RP mapping messages.
announce Yes Listen for auto-RP mapping messages. Send

auto-RP announce messages.

mapping No Listen for auto-RP mapping messages. Listen
for auto-RP announce messages. If elected
mapping agent, send auto-RP mapping
messages.
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Table 5: Local RP and Auto-RP Message Types (continued)

Auto-RP Message Type Local RP? | Routing Device Behavior

mapping Yes Listen for auto-RP mapping messages. Send
auto-RP announce messages. Listen for
auto-RP announce messages. If elected
mapping agent, send auto-RP mapping
messages.

e NOTE: If the routing device receives auto-RP announcements split across
multiple messages, the routing device loses the information in the previous
part of the message as soon as the next part of the message is received.

You can configure auto-RP properties globally or for a routing instance. This example
shows the global configuration.

To configure auto-RP properties:

1. Configure PIM in sparse-dense mode on all routing devices in the PIM domain.

[edit protocols pim]
user@host# edit
user@host# set interface all mode sparse-dense

This configuration allows the routing device to operate in sparse mode for most groups
and dense mode for others. The default is to operate in sparse mode unless the routing
device is specifically informed of a dense mode group.

2. Configure a routable loopback interface address on all routing devices in the PIM
domain.

The routing device joins the auto-RP groups on the configured interfaces and on the
loopback interface l00.0. For auto-RP to work correctly, configure a routable IP address
on the loopback interface. The router ID is used as the address for auto-RP updates.
You cannot use the loopback address 127.0.0.1. Also, you must enable PIM
sparse-dense mode on the lo0.0 interface if you do not specify interface all.

[edit interfaces l00.0 unit O family inet]
user@host# set address 192.168.0.3 preferred

3. Configure the two multicast dense groups on all the routing devices.

Auto-RP requires multicast flooding to announce potential RP candidates and to
discover the elected RPs in the network. Multicast flooding occurs through a PIM dense
mode model, where group 224.0.1.39 is used for announce messages and group
224.0.1.40 is used for discovery messages.

[edit protocols pim]
user@host# set dense-groups 224.0.1.39/32
user@host# set dense-groups 224.0.1.40/32
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g TIP: Step 3 is required. When auto-RP is enabled, the auto-RP announce
group (224.0.1.39) and auto-RP-discovery group (224.0.1.40) must be
configured explicitly as dense groups. When the auto-RP discovery group
is not configured as a dense group, auto-RP is not enabled. When the
auto-RP announce group is not configured as a dense group, auto-RP is
enabled in the discovery mode only, and mapping and announce modes
are disabled.

4. Configure the auto-RP announce option.

At least one routing device in the PIM domain must announce auto-RP messages and
at least one must map them, or you can configure a routing device to perform both
functions.

When a routing device sends announce messages in the network, it is advertising itself
as a candidate RP. A routing device configured with this option must also be configured
as an RP, or announce messages are not sent.

[edit protocols pim rp]
user@host# set local address 192.168.0.1
user@host# set auto-rp announce

0 NOTE: You cannot include the auto-rp announce option at the [edit
logical-systems logical-system-name routing-instances routing-instance-name
protocols pim] hierarchy level.

. Configure the auto-RP mapping agent.

The mapping agent sends discovery messages to the network, informing all routing
devices in a multicast group of which RP to use. If the mapping agent is also an RP,
the mapping option also allows the routing device to send auto-RP announcements
(mapping on an RP allows the routing device to perform both the announcement and
mapping functions).

[edit protocols pim rp]
user@host# set auto-rp mapping
If the mapping agent is also an RP, configure the mapping agent as a local RP.

[edit protocols pim rp]
user@host# set local address 192.168.0.2

. Configure mapping agent election.

If you configure the mapping option on more than one routing device in the PIM domain,
configure mapping agent election on each potential mapping agent.

Auto-RP specifications state that mapping agents do not send mapping messages
if they receive messages from a mapping agent with a higher IP address. However,
some vendors' mapping agents continue to announce mappings, even in the presence
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of higher-addressed mapping agents. In other words, some mapping agents will always
send mapping messages.

The default auto-RP operation is to perform mapping agent election. To explicitly
configure mapping agent election, you can include the mapping-agent-election
statement. When this option is configured, the mapping agent will stop sending
mapping messages if it receives messages from a mapping agent with a higher IP
address.

[edit protocols pim rp]
user@host# set auto-rp mapping mapping-agent-election

Mapping message suppression is disabled with the no-mapping-agent-election
statement. When this option is configured, the mapping agent will always send
mapping messages even in the presence of higher-addressed mapping agents.

To disable mapping agent election for compatibility with other vendors' equipment,
include the no-mapping-agent-election statement.

[edit protocols pim rp]
user@host# set auto-rp mapping no-mapping-agent-election

7. Configure the remaining routing devices in the PIM domain to discover the RP.

Discovery enables the routing devices to receive and process discovery messages
from the mapping agent. This is the most basic auto-RP option.

[edit protocols pim rp]
user@host# set auto-rp discovery

8. Monitor the operation of PIM auto-RP routers by running the following commmands:
« show pim interfaces
o show pimrps
+ show pimrps

9. Issue the show pim rps extensive command to see information about how an RP is
learned, what groups it handles, and the number of groups actively using the RP.

user@host> show pim rps extensive
RP: 192.168.5.1
Learned from 192.168.5.1 via: auto-rp
Time Active: 00:34:29
Holdtime: 150 with 108 remaining
Device Index: 6
Subunit: 32769
Interface: pd-0/0/0.32769
Group Ranges:
224.0.0.0/4
Active groups using RP:
224.2.2.100
total 1 groups active
Register State for RP:
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Related
Documentation

Group Source FirstHop RP Address StateRP address Type Holdtime
Timeout

In the example, the RP at 192.168.5.1 was learned through auto-RP. The RP is able to
support all groups in the 224.0.0.0/4 range (all possible groups). The local router has
sent PIM control traffic for the 224.2.2.100 group to the RP.

Additionally, the presence of a Tunnel Physical Interface Card (PIC) in an RP router
creates a de-encapsulation interface, which allows the RP to receive multicast traffic
from the source. This interface is indicated by pd-0/0/0.32769.

. Configuring PIM Bootstrap Router on page 105
. Configuring a Designated Router for PIM on page 49
« Examples: Configuring PIM Sparse Mode on page 51

« Configuring Basic PIM Settings on page 35

Configuring Embedded RP

« Understanding Embedded RP for IPv6 Multicast on page 114
« Configuring PIM Embedded RP for IPv6 on page 116

Understanding Embedded RP for IPv6 Multicast

Global IPv6 multicast between routing domains has been possible only with
source-specific multicast (SSM) because there is no way to convey information about
IPv6 multicast RPs between PIM sparse mode RPs. In IPv4 multicast networks, this
information is conveyed between PIM RPs using MSDP, but there is no IPv6 support in
current MSDP standards. IPv6 uses the concept of an embedded RP to resolve this issue
without requiring SSM. This feature embeds the RP address in an IPv6 multicast address.

All IPv6 multicast addresses begin with 8 1-bits (1111 1111) followed by a 4-bit flag field
normally set to O011. The flag field is set to 0111 when embedded RP is used. Then the
low-order bits of the normally reserved field in the IPv6 multicast address carry the 4-bit
RP interface identifier (RIID).

When the IPv6 address of the RP is embedded in a unicast-prefix-based any-source
multicast (ASM) address, all of the following conditions must be true:

« The address must be an IPv6 multicast address and have 0111 in the flags field (that
is, the address is part of the prefix FF70::/12).

« The 8-bit prefix length (plen) field must not be all 0. An all O plen field implies that
SSMis in use.

« The 8-bit prefix length field value must not be greater than 64, which is the length of
the network prefix field in unicast-prefix-based ASM addresses.

The routing platform derives the value of the interdomain RP by copying the prefix length
field number of bits from the 64-bit network prefix field in the received IPv6 multicast
address to an empty 128-bit IPv6 address structure and copying the last bits from the

N4
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4-bit RIID. For example, if the prefix length field bits have the value 32, then the routing
platform copies the first 32 bits of the IPv6 multicast address network prefix field to an
all-0 IPv6 address and appends the last four bits determined by the RIID. See Figure 12
on page 115 for an illustration of this process.

Figure 12: Extracting the Embedded RP IPv6 Address

Start with empty 128 bit IPv6 address structure

0000 0000 0000 0000 0000 ... 0000 0000

8 bits

4 4 8 64 32

1111 1111

Flags

Scope | Resd | RIID | Prefix Len (plen) Network Prefix Group ID

\
Copy first “plen” number of bits
from Network Prefix field

Network Prefix 0000 0000 ... 0000 0000

L Copy RIID bits to last four bits
of IPv6 address

Network Prefix 0000 0000 0000 RIID

9015022

For example, the administrator of IPv6 network 2001:DB8::/32 sets up an RP for the
2001:DB8:BEEF:FEED::/96 subnet. In that case, the received embedded RP IPv6 ASM
address has the form:

FF70:y40:2001:DB8:BEEF.FEED::/96
and the derived RP IPv6 address has the form:

2001:DB8:BEEF:FEED::y

where vy is the RIID (y cannot be 0).

When configured, the routing platform checks for embedded RP information in every
PIM join request received for IPv6. The use of embedded RP does not change the
processing of IPv6 multicast and RPs in any way, except that the embedded RP address
is used if available and selected for use. There is no need to specify the IPv6 address
family for embedded RP configuration because the information can be used only if IPv6
multicast is properly configured on the routing platform.

The following receive events trigger extraction of an IPv6 embedded RP address on the
routing platform:

« Multicast Listener Discovery (MLD) report foran embedded RP multicast group address
« PIM join message with an embedded RP multicast group address
. Static embedded RP multicast group address associated with an interface

. Packets sent to an embedded RP multicast group address received on the DR

The embedded RP node discovered through these events is added if it does not already
exist on the routing platform. The routing platform chooses the embedded RP as the RP
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for a multicast group before choosing an RP learned through BSRs or a statically
configured RP. The embedded RP is removed whenever all PIM join states using this RP
are removed or the configuration changes to remove the embedded RP feature.

Configuring PIM Embedded RP for IPv6

You configure embedded RP to allow multidomain IPv6 multicast networks to find RPs
in other routing domains. Embedded RP embeds an RP address inside PIM join messages
and other types of messages sent between routing domains. Global IPv6 multicast
between routing domains has been possible only with source-specific multicast (SSM)
because there is no way to convey information about IPv6 multicast RPs between PIM
sparse mode RPs. In IPv4 multicast networks, this information is conveyed between PIM
RPs using MSDP, but there is no IPv6 support in current MSDP standards. IPv6 uses the
concept of anembedded RP toresolve thisissue without requiring SSM. Thus, embedded
RP enables you can deploy IPv6 with any-source multicast (ASM).

Embedded RP is disabled by default.

When you configure embedded RP for IPv6, embedded RPs are preferred to RPs
discovered by IPv6 any other way. You configure embedded RP independent of any other
IPv6 multicast properties. This feature is applied only when IPv6 multicast is properly
configured.

You can configure embedded RP globally or for a routing instance. This example shows
the routing instance configuration.

To configure embedded RP for IPv6 PIM sparse mode:

1. Define which multicast addresses or prefixes can embed RP address information. If
messages within a group range contain embedded RP information and the group
range is not configured, the embedded RP in that group range is ignored. Any valid
unicast-prefix-based ASM address can be used as a group range. The default group
range is FF70::/12 to FFFO::/12. Messages with embedded RP information that do not
match any configured group ranges are treated as normal multicast addresses.

[edit routing-instances vpn-A protocols pim rp embedded-rp]
user@host# set group-ranges fec0::/10

If the derived RP address is not a valid IPv6 unicast address, it is treated as any other
multicast group address and is not used for RP information. Verification fails if the
extracted RP address is a local interface, unless the routing device is configured as
an RP and the extracted RP address matches the configured RP address. Then the
local RP determines whether it is configured to act as an RP for the embedded RP
multicast address.

2. Limit the number of embedded RPs created in a specific routing instance. The range
is from 1through 500. The default is 100.

[edit routing-instances vpn-A protocols pim rp]
user@host# set maximum-rps 50

3. Monitor the operation by running the show pim rps and show pim statistics commands.
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Related . Configuring PIM Auto-RP on page 109
Documentation . Configuring PIM Bootstrap Router on page 105
. Configuring a Designated Router for PIM on page 49
. Examples: Configuring PIM Sparse Mode on page 51

« Configuring Basic PIM Settings on page 35

Configuring PIM Filtering

« Understanding Multicast Message Filters on page 117

« Filtering MAC Addresses on page 118

« Filtering RP and DR Register Messages on page 118

« Filtering MSDP SA Messages on page 119

« Configuring Interface-Level PIM Neighbor Policies on page 119

« Filtering Outgoing PIM Join Messages on page 120

« Example: Stopping Outgoing PIM Register Messages on a Designated Router on page 121
« Filtering Incoming PIM Join Messages on page 124

« Example: Rejecting Incoming PIM Register Messages on RP Routers on page 125

« Configuring Register Message Filters on a PIM RP and DR on page 128

Understanding Multicast Message Filters

Multicast sources and routers generate a considerable number of control messages,
especially when using PIM sparse mode. These messages form distribution trees, locate
rendezvous points (RPs) and designated routers (DRs), and transition from one type of
tree to another. In most cases, this multicast messaging system operates transparently
and efficiently. However, in some configurations, more control over the sending and
receiving of multicast control messages is necessary.

You can configure multicast filtering to control the sending and receiving of multicast
control messages.

To prevent unauthorized groups and sources from registering with an RP router, you can
define a routing policy to reject PIM register messages from specific groups and sources
and configure the policy on the designated router or the RP router.

« If you configure the reject policy on an RP router, it rejects incoming PIM register
messages from the specified groups and sources. The RP router also sends a register
stop message by means of unicast to the designated router. On receiving the register
stop message, the designated router sends periodic null register messages for the
specified groups and sources to the RP router.

« If you configure the reject policy on a designated router, it stops sending PIM register
messages for the specified groups and sources to the RP router.
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NOTE: If you have configured thereject policy on an RP router, we recommend
that you configure the same policy on all the RP routers in your multicast
network.

e NOTE: If you delete a group and source address from the reject policy
configured on an RP router and commit the configuration, the RP router will
register the group and source only when the designated router sends a null
register message.

Filtering MAC Addresses

When arouteris exclusively configured with multicast protocols on an interface, multicast
sets the interface media access control (MAC) filter to multicast promiscuous mode,
and the number of multicast groups is unlimited. However, when the router is not
exclusively used for multicasting and other protocols such as OSPF, Routing Information
Protocol version 2 (RIPv2), or Network Time Protocol (NTP) are configured on aninterface,
each of these protocols individually requests that the interface program the MAC filter
to pick up its respective multicast group only. In this case, without multicast configured
on the interface, the maximum number of multicast MAC filters is limited to 20. For
example, the maximum number of interface MAC filters for protocols such as OSPF
(multicast group 224.0.0.5) is 20, unless a multicast protocol is also configured on the
interface.

No configuration is necessary for MAC filters.

Filtering RP and DR Register Messages

You can filter Protocol Independent Multicast (PIM) register messages sent from the
designated router (DR) or to the rendezvous point (RP). The PIM RP keeps track of all
active sources in a single PIM sparse mode domain. In some cases, more control over
which sources an RP discovers, or which sources a DR notifies other RPs about, is desired.
A high degree of control over PIM register messages is provided by RP and DR register
message filtering. Message filtering also prevents unauthorized groups and sources from
registering with an RP router.

Register messages that are filtered at a DR are not sent to the RP, but the sources are
available to local users. Register messages that are filtered at an RP arrive from source
DRs, but are ignored by the router. Sources on multicast group traffic can be limited or
directed by using RP or DR register message filtering alone or together.

If the action of the register filter policy is to discard the register message, the router needs
to send a register-stop message to the DR. Register-stop messages are throttled to
prevent malicious users from triggering them on purpose to disrupt the routing process.

Multicast group and source information is encapsulated inside unicast IP packets. This
feature allows the router to inspect the multicast group and source information before
sending or accepting the PIM register message.
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Incoming register messages to an RP are passed through the configured register message
filtering policy before any further processing. If the register message is rejected, the RP
router sends a register-stop message to the DR. When the DR receives the register-stop
message, the DR stops sending register messages for the filtered groups and sources to
the RP. Two fields are used for register message filtering:

« Group multicast address

« Source address

The syntax of the existing policy statements is used to configure the filtering on these
two fields. The route-filter statement is useful for multicast group address filtering, and
the source-address-filter statement is useful for source address filtering. In most cases,
the action is to reject the register messages, but more complex filtering policies are
possible.

Filtering cannot be performed on other header fields, such as DR address, protocol, or
port. In some configurations, an RP might not send register-stop messages when the
policy action is to discard the register messages. This has no effect on the operation of
the feature, but the router will continue to receive register messages.

When anycast RP is configured, register messages can be sent or received by the RP. All
the RPs in the anycast RP set need to be configured with the same RP register message
filtering policies. Otherwise, it might be possible to circumvent the filtering policy.

Filtering MSDP SA Messages

Along with applying MSDP source active (SA) filters on all external MSDP sessions (in
and out) to prevent SAs for groups and sources from leaking in and out of the network,
you need to apply bootstrap router (BSR) filters. Applying a BSR filter to the boundary
of a network prevents foreign BSR messages (which announce RP addresses) from
leaking into your network. Since the routers in a PIM sparse-mode domain need to know
the address of only one RP router, having more than one in the network can create issues.

If you did not use multicast scoping to create boundary filters for all customer-facing
interfaces, you might want to use PIM join filters. Multicast scopes prevent the actual
multicast data packets from flowing in or out of an interface. PIM join filters prevent PIM
sparse-mode state from being created in the first place. Since PIM join filters apply only
to the PIM sparse-mode state, it might be more beneficial to use multicast scoping to
filter the actual data.

e NOTE: When you apply firewall filters, firewall action modifiers, such as log,
sample, and count, work only when you apply the filter on aninbound interface.
The modifiers do not work on an outbound interface.

Configuring Interface-Level PIM Neighbor Policies

You can configure a policy to filter unwanted PIM neighbors. In the following example,
the PIM interface compares neighbor IP addresses with the IP address in the policy
statement before any hello processing takes place. If any of the neighbor IP addresses
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(primary or secondary) match the IP address specified in the prefix list, PIM drops the
hello packet and rejects the neighbor.

If you configure a PIM neighbor policy after PIM has already established a neighbor
adjacency to an unwanted PIM neighbor, the adjacency remains intact until the neighbor
hold time expires. When the unwanted neighbor sends another hello message to update
its adjacency, the router recognizes the unwanted address and rejects the neighbor.

To configure a policy to filter unwanted PIM neighbors:

1. Configure the policy. The neighbor policy must be a properly structured policy
statement that uses a prefix list (or a route filter) containing the neighbor primary
address (or any secondary IP addresses) in a prefix list, and the reject option to reject
the unwanted address.

[edit policy-options]

user@host# set prefix-list nbrGroup 120.20.20.1/32

user@host# set policy-statement nbr-policy from prefix-list nbrGroup1
user@host# set policy-statement nbr-policy then reject

2. Configure the interface globally or in the routing instance. This example shows the
configuration for the routing instance.

[edit routing-instances PIM.master protocols pim]
user@host# set neighbor-policy nbr-policy

3. Verify the configuration by checking the Hello dropped on neighbor policy field in the
output of the show pim statistics commmand.

Filtering Outgoing PIM Join Messages

When the core of your network is using MPLS, PIM join and prune messages stop at the
customer edge (CE) routers and are not forwarded toward the core, because these
routers do not have PIM neighbors on the core-facing interfaces. When the core of your
network is using IP, PIM join and prune messages are forwarded to the upstream PIM
neighbors in the core of the network.

When the core of your network is using a mix of IP and MPLS, you might want to filter
certain PIM join and prune messages at the upstream egress interface of the CE routers.

You can filter PIM sparse mode (PIM-SM) join and prune messages at the egress interfaces
for IPv4 and IPv6 in the upstream direction. The messages can be filtered based on the
group address, source address, outgoing interface, PIM neighbor, or a combination of
these values. If the filter is removed, the joinis sent after the PIM periodic join timer expires.

To filter PIM sparse mode join and prune messages at the egress interfaces, create a
policy rejecting the group address, source address, outgoing interface, or PIM neighbor,
and then apply the policy.

The following example filters PIM join and prune messages for group addresses 224.0.1.2
and 225.1.1.1.

1. In configuration mode, create the policy.
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user@host# set policy-options policy-statement block-groups term t1from route-filter
224.0.1.2/32 exact

user@host# set policy-options policy-statement block-groups term t1 from route-filter
225.1.1.1/32 exact

user@host# set policy-options policy-statement block-groups term t1 then reject

user@host# set policy-options policy-statement block-groups term last then accept

2. Verify the policy configuration by running the show policy-options command.

user@host# show policy-options
policy-statement block-groups {
termt1 {
from {
route-filter 224.0.1.2/32 exact;
route-filter 225.1.1.1/32 exact;
then reject;
1
term last {
then accept;
1
}

3. Apply the PIM join and prune message filter.
user@host> set protocols pim export block-groups

4. After the configuration is committed, use the show pim statistics command to verify
that outgoing PIM join and prune messages are being filtered.

user@host> show pim statistics | grep filtered

RP Filtered Source 0
Rx Joins/Prunes filtered 0
Tx Joins/Prunes filtered 254

The egress filter count is shown on the Tx Joins/Prunes filtered line.

Example: Stopping Outgoing PIM Register Messages on a Designated Router
This example shows how to stop outgoing PIM register messages on a designated router.
« Requirements on page 121
« Overview on page 122

« Configuration on page 122

« Verification on page 123

Requirements

Before you begin:

1. Determine whether the router is directly attached to any multicast sources. Receivers
must be able to locate these sources.

2. Determine whether the router is directly attached to any multicast group receivers. If
receivers are present, IGMP is needed.
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3. Determine whether to configure multicast to use sparse, dense, or sparse-dense mode.
Each mode has different configuration considerations.

4. Determine the address of the RP if sparse or sparse-dense mode is used.

5. Determine whether to locate the RP with the static configuration, BSR, or auto-RP
method.

6. Determine whether to configure multicast to use its own RPF routing table when
configuring PIM in sparse, dense, or sparse-dense mode.

7. Configure the SAP and SDP protocols to listen for multicast session announcements.
8. Configure IGMP.
9. Configure the PIM static RP.

10. Filter PIM register messages from unauthorized groups and sources. See “Example:
Rejecting Incoming PIM Register Messages on RP Routers” on page 125.

Overview

In this example, you configure the group address as 224.2.2.2/32 and the source address
inthe group as 20.20.20.1/32. You set the match action to not send PIM register messages
for the group and source address. Then you configure the policy on the designated router
to stop-pim-register-msg-dr.

Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set policy-options policy-statement stop-pim-register-msg-dr from route-filter
224.2.2.2/32 exact

set policy-options policy-statement stop-pim-register-msg-dr from source-address-filter
20.20.20.1/32 exact

set policy-options policy-statement stop-pim-register-msg-dr then reject

set protocols pim rp dr-register-policy stop-pim-register-msg-dr

The following example requires you to navigate various levels in the configuration
hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To stop outgoing PIM register messages on a designated router:

1. Configure the policy options.

[edit]
user@host# edit policy-options

2. Setthe group address.

[edit policy-options]
user@host# set policy statement stop-pim-register-msg-dr from route-filter
224.2.2.2/32 exact
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3. Set the source address.

[edit policy-options]
user@host# set policy statement stop-pim-register-msg-dr from
source-address-filter 20.20.20.1/32 exact

4, Set the match action.

[edit policy-options]
user@host# set policy statement stop-pim-register-msg-dr then reject

5. Assign the policy.

[edit]
user@host# set dr-register-policy stop-pim-register-msg-dr

Results From configuration mode, confirm your configuration by entering the show policy-options
and show protocols commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

[edit]
user@host# show policy-options
policy-statement stop-pim-register-msg-dr {
from {
route-filter 224.2.2.2/32 exact;
source-address-filter 20.20.20.1/32 exact;
1
then reject;

}

[edit]
user@host# show protocols
pim {
rp{
dr-register-policy stop-pim-register-msg-dr;
1

1

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform these tasks:

« Verifying SAP and SDP Addresses and Ports on page 123

« Verifying the IGMP Version on page 124

« Verifying the PIM Mode and Interface Configuration on page 124
« Verifying the PIM RP Configuration on page 124

Verifying SAP and SDP Addresses and Ports

Purpose \Verify that SAP and SDP are configured to listen on the correct group addresses and
ports.

Action From operational mode, enter the show sap listen command.
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Purpose

Action

Purpose

Action

Purpose

Action

Verifying the IGMP Version

Verify that IGMP version 2 is configured on all applicable interfaces.

From operational mode, enter the show igmp interface command.

Verifying the PIM Mode and Interface Configuration

Verify that PIM sparse mode is configured on all applicable interfaces.

From operational mode, enter the show pim interfaces command.

Verifying the PIM RP Configuration
Verify that the PIM RP is statically configured with the correct IP address.

From operational mode, enter the show pim rps command.

Filtering Incoming PIM Join Messages

Multicast scoping controls the propagation of multicast messages. Whereas multicast
scoping prevents the actual multicast data packets from flowing in or out of an interface,
PIM join filters prevent a state from being created in a router. A state—the (*G) or (S,G)
entries—is the information used for forwarding unicast or multicast packets. Using PIM
join filters prevents the transport of multicast traffic across a network and the dropping
of packets at a scope at the edge of the network. Also, PIM join filters reduce the potential
for denial-of-service (DoS) attacks and PIM state explosion—large numbers of PIM join
messages forwarded to each router on the rendezvous-point tree (RPT), resulting in
memory consumption.

To use PIMjoin filters to efficiently restrict multicast traffic from certain source addresses,
create and apply the routing policy across all routers in the network.

See Table 6 on page 124 for a list of match conditions.
Table 6: PIM Join Filter Match Conditions

Match Condition Matches On

interface Router interface or interfaces specified by name or IP address

neighbor Neighbor address (the source address in the IP header of the join and
prune message)

route-filter Multicast group address embedded in the join and prune message

source-address-filter  Multicast source address embedded in the join and prune message

The following example shows how to create a PIM join filter. The filter is composed of a
route filter and a source address filter—bad-groups and bad-sources, respectively. the
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bad-groups filter prevents (*G) or (S,G) join messages from being received for all groups
listed. The bad-sources filter prevents (S,G) join messages from being received for all
sources listed. The bad-groups filter and bad-sources filter are in two different terms. If
route filters and source address filters are in the same term, they are logically ANDed.

To filter incoming PIM join messages:

1. Configure the policy.

[edit policy-statement pim-join-filter term bad-groups]
user@host# set from route-filter 224.0.1.2/32 exact
user@host# set from route-filter 239.0.0.0/8 orlonger
user@host# set then reject

[edit policy-statement pim-join-filter term bad-sources]
user@host# set from source-address-filter 10.0.0.0/8 orlonger
user@host# set from source-address-filter 127.0.0.0/8 orlonger
user@host# set then reject

[edit policy-statement pim-join-filter term last]
user@host# set then accept

2. Apply one or more policies to routes being imported into the routing table from PIM.

[edit protocols pim]
user@host# set import pim-join-filter

3. Verify the configuration by checking the output of the show pim join and show policy
commands.
Example: Rejecting Incoming PIM Register Messages on RP Routers
This example shows how to reject incoming PIM register messages on RP routers.
« Requirements on page 125
« Overview on page 126

« Configuration on page 126

« Verification on page 127

Requirements

Before you begin:

1. Determine whether the router is directly attached to any multicast sources. Receivers
must be able to locate these sources.

2. Determine whether the router is directly attached to any multicast group receivers. If
receivers are present, IGMP is needed.

3. Determine whether to configure multicast to use sparse, dense, or sparse-dense mode.
Each mode has different configuration considerations.

4. Determine the address of the RP if sparse or sparse-dense mode is used.

5. Determine whether to locate the RP with the static configuration, BSR, or auto-RP
method.
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6. Determine whether to configure multicast to use its own RPF routing table when
configuring PIM in sparse, dense, or sparse-dense mode.

7. Configure the SAP and SDP protocols to listen for multicast session announcements.
See “Configuring the Session Announcement Protocol” on page 563.

8. Configure IGMP. See “Configuring IGMP” on page 305.

9. Configure the PIM static RP. See “Configuring Static RP” on page 90.

Overview

In this example, you configure the group address as 224.1.1.1/32 and the source address
in the group as 10.10.10.1/32. You set the match action to reject PIM register messages
and assign reject-pim-register-msg-rp as the policy on the RP.

Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set policy-options policy-statement reject-pim-register-msg-rp from route-filter
224.1.1.1/32 exact

set policy-options policy-statement reject-pim-register-msg-rp from source-address-filter
10.10.10.1/32 exact

set policy-options policy-statement reject-pim-register-msg-rp then reject

set protocols pim rp rp-register-policy reject-pim-register-msg-rp

The following example requires you to navigate various levels in the configuration
hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To reject the incoming PIM register messages on an RP router:

1. Configure the policy options.

[edit]
user@host# edit policy-options

2. Setthe group address.

[edit policy-options]
user@host# set policy statement reject-pim-register-msg-rp from route-filter
224.1.1.1/32 exact

3. Set the source address.

[edit policy-options]
user@host# set policy statement reject-pim-register-msg-rp from
source-address-filter 10.10.10.1/32 exact

4, Set the match action.

[edit policy-options]
user@host# set policy statement reject-pim-register-msg-rp then reject
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5.  Configure the protocol.

[edit]
user@host# edit protocols pim rp

6.  Assign the policy.

[edit]
user@host# set rp-register-policy reject-pim-register-msg-rp

Results From configuration mode, confirm your configuration by entering the show policy-options
and show protocols pim command. If the output does not display the intended
configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show policy-options
policy-statement reject-pim-register-msg-rp {
from {
route-filter 224.1.1.1/32 exact;
source-address-filter 10.10.10.1/32 exact;
1
then reject;
1
[edit]
user@host# show protocols pim
rp{
rp-register-policy reject-pim-register-msg-rp;

}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform these tasks:

« Verifying SAP and SDP Addresses and Ports on page 127

« Verifying the IGMP Version on page 127

« Verifying the PIM Mode and Interface Configuration on page 128
« Verifying the PIM Register Messages on page 128

Verifying SAP and SDP Addresses and Ports

Purpose \Verify that SAP and SDP are configured to listen on the correct group addresses and
ports.

Action From operational mode, enter the show sap listen command.

Verifying the IGMP Version

Purpose Verify that IGMP version 2 is configured on all applicable interfaces.

Action From operational mode, enter the show igmp interface command.
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Purpose

Action

Purpose

Action

Verifying the PIM Mode and Interface Configuration

Verify that PIM sparse mode is configured on all applicable interfaces.

From operational mode, enter the show pim interfaces command.

Verifying the PIM Register Messages

Verify whether the rejected policy on the RP router is enabled.

From operational mode, enter the show policy-options and show protocols pim command.

Configuring Register Message Filters on a PIM RP and DR

PIM register messages are sent to the rendezvous point (RP) by a designated router (DR).
When a source for a group starts transmitting, the DR sends unicast PIM register packets
to the RP.

Register messages have the following purposes:

« Notify the RP that a source is sending to a group.

« Deliver the initial multicast packets sent by the source to the RP for delivery down the
shortest-path tree (SPT).

The PIM RP keeps track of all active sources in a single PIM sparse mode domain. In some
cases, you want more control over which sources an RP discovers, or which sources a
DR notifies other RPs about. A high degree of control over PIM register messages is
provided by RP or DR register message filtering. Message filtering prevents unauthorized
groups and sources from registering with an RP router.

You configure RP or DR register message filtering to control the number and location of
multicast sources that an RP discovers. You can apply register message filters on a DR
to control outgoing register messages, or apply them on an RP to control incoming register
messages.

When anycast RP is configured, all RPs in the anycast RP set need to be configured with
the same register message filtering policy.

You can configure message filtering globally or for a routing instance. These examples
show the global configuration.

To configure an RP filter to drop the register packets for multicast group range 224.1.1.0/24
from source address 10.10.94.2:

1. Onthe RP, configure the policy.

[edit policy-options policy-statement incoming-policy-for-rp from]
user@host# set route-filter 224.1.1.0/24 orlonger

user@host# set source-address-filter 10.10.94.2/32 exact
user@host# set then reject

user@host# exit
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2. Apply the policy to the RP.

[edit protocols pim rp]

user@host# set rp-register-policy incoming-policy-for-rp
user@host# set local address 10.10.10.5

user@host# exit

To configure a DR filter to prevent sending register packets for group range 224.1.1.0/24
and source address 10.10.10.1/32:

1. Onthe DR, configure the policy.

[edit policy-options policy-statement outgoing-policy-for-rp]
user@host# set from route-filter 224.1.1.0/24 orlonger
user@host# set from source-address-filter 10.10.10.1/32 exact
user@host# set then reject

user@host# exit

2. Apply the policy to the DR.

The static address is the address of the RP to which you do not want the DR to send
the filtered register messages.

[edit protocols pim rp]

user@host# set dr-register-policy outgoing-policy-for-dr
user@host# set static 10.10.10.3

user@host# exit

To configure a policy expression to accept register messages for multicast group 224.1.1.5
but reject those for 224.1.1.1:

1. Onthe RP, configure the policies.

[edit policy-options policy-statement reject_224_1_1_1]
user@host# set from route-filter 224.1.1.0/24 orlonger
user@host# set from source-address-filter 10.10.94.2/32 exact
user@host# set then reject

user@host# exit

[edit policy-options policy-statement accept_224_1_1_5]

user@host# set term one from route-filter 224.1.1.5/32 exact
user@host# set term one from source-address-filter 10.10.94.2/32 exact
user@host# set term one then accept

user@host# set term two then reject

user@host# exit

2. Apply the policies to the RP.

[edit protocols pim rp]
user@host# set rp-register-policy [ reject_224_1_1_1]| accept_224_1_1.5]
user@host# set local address 10.10.10.5
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To monitor the operation of the filters, run the show pim statistics command. The
command output contains the following fields related to filtering:

« RP Filtered Source

« RxJoins/Prunes filtered

« TxJoins/Prunes filtered

« Rx Register msgs filtering drop

« Tx Register msgs filtering drop

« Configuring PIM Auto-RP on page 109

« Configuring PIM Bootstrap Router on page 105

« Configuring PIM Dense Mode on page 170

. Configuring a Designated Router for PIM on page 49

. Example: Configuring Nonstop Active Routing for PIM on page 157

. Examples: Configuring PIM RPT and SPT Cutover on page 130

« Configuring PIM Sparse-Dense Mode on page 173

« Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol on page 145
. Configuring Basic PIM Settings on page 35

Examples: Configuring PIM RPT and SPT Cutover

« Understanding Multicast Rendezvous Points, Shared Trees, and Rendezvous-Point
Trees on page 130

« Building an RPT Between the RP and Receivers on page 132

« PIM Sparse Mode Source Registration on page 132

« Multicast Shortest-Path Tree on page 135

« SPT Cutover on page 136

« SPT Cutover Control on page 139

« Example: Configuring the PIM Assert Timeout on page 139

. Example: Configuring the PIM SPT Threshold Policy on page 141

Understanding Multicast Rendezvous Points, Shared Trees, and Rendezvous-Point Trees

In a shared tree, the root of the distribution tree is a router, not a host, and is located
somewhere in the core of the network. In the primary sparse mode multicast routing
protocol, Protocol Independent Multicast sparse mode (PIM SM), the core router at the
root of the shared tree is the rendezvous point (RP). Packets from the upstream source
and join messages from the downstream routers “rendezvous” at this core router.
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Inthe RP model, other routers do not need to know the addresses of the sources for every
multicast group. All they need to know is the IP address of the RP router. The RP router
discovers the sources for all multicast groups.

The RP model shifts the burden of finding sources of multicast content from each router
(the (S,G) notation) to the network (the (*G) notation knows only the RP). Exactly how
the RP finds the unicast IP address of the source varies, but there must be some method
to determine the proper source for multicast content for a particular group.

Consider a set of multicast routers without any active multicast traffic for a certain group.
When a router learns that an interested receiver for that group is on one of its directly
connected subnets, the router attempts to join the distribution tree for that group back
to the RP, not to the actual source of the content.

To join the shared tree, or rendezvous-point tree (RPT) as it is called in PIM sparse mode,
the router must do the following:

« Determine the IP address of the RP for that group. Determining the address can be as
simple as static configuration in the router, or as complex as a set of nested protocols.

« Build the shared tree for that group. The router executes an RPF check on the RP
address in its routing table, which produces the interface closest to the RP. The router
now detects that multicast packets from this RP for this group need to flow into the
router on this RPF interface.

« Sendajoin message out onthisinterface using the proper multicast protocol (probably
PIM sparse mode) to inform the upstream router that it wants to join the shared tree
for that group. This message is a (X¥G) join message because S is not known. Only the
RP is known, and the RP is not actually the source of the multicast packets. The router
receiving the (*G) join message adds the interface on which the message was received
to its outgoing interface list (OIL) for the group and also performs an RPF check on the
RP address. The upstream router then sends a (*G) join message out from the RPF
interface toward the source, informing the upstream router that it also wants to join
the group.

Each upstream router repeats this process, propagating join messages from the RPF
interface, building the shared tree as it goes. The process stops when the join message
reaches one of the following:

« The RP for the group that is being joined

« Arouter along the RPT that already has a multicast forwarding state for the group that
is being joined

In either case, the branch is created, and packets can flow from the source to the RP and
from the RP to the receiver. Note that there is no guarantee that the shared tree (RPT)
is the shortest path tree to the source. Most likely it is not. However, there are ways to
“migrate” a shared tree to an SPT once the flow of packets begins. In other words, the
forwarding state can transition from (*G) to (S,G). The formation of both types of tree
depends heavily on the operation of the RPF check and the RPF table.
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Building an RPT Between the RP and Receivers

The RPT is the path between the RP and receivers (hosts) in a multicast group (see
Figure 13 on page 132). The RPT is built by means of a PIM join message from a receiver's

DR:

1. Areceiversends arequest tojoin group (G) inan Internet Group Management Protocol
(IGMP) host membership report. A PIM sparse-mode router, the receiver’s DR, receives
the report on a directly attached subnet and creates an RPT branch for the multicast

group of interest.

2. Thereceiver's DR sends a PIM join message to its RPF neighbor, the next-hop address

in the RPF table, or the unicast routing table.

3. The PIM join message travels up the tree and is multicast to the ALL-PIM-ROUTERS
group (224.0.0.13). Each router in the tree finds its RPF neighbor by using either the
RPF table or the unicast routing table. This is done until the message reaches the RP
and forms the RPT. Routers along the path set up the multicast forwarding state to
forward requested multicast traffic back down the RPT to the receiver.

Figure 13: Building an RPT Between the RP and the Receiver
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The RPT is a unidirectional tree, permitting traffic to flow down from the RP to the receiver
in one direction. For multicast traffic to reach the receiver from the source, another branch
of the distribution tree, called the shortest-path tree, needs to be built from the source's

DR to the RP.
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The shortest-path tree is created in the following way:

1. The source becomes active, sending out multicast packets on the LAN to whichit is
attached. The source’s DR receives the packets and encapsulates themin a PIM
register message, which it sends to the RP router (see Figure 14 on page 133).

2. When the RP router receives the PIM register message from the source, it sends a PIM
join message back to the source.

Figure 14: PIM Register Message and PIM Join Message Exchanged
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3. The source’s DR receives the PIM join message and begins sending traffic down the
SPT toward the RP router (see Figure 15 on page 134).

4. Once traffic is received by the RP router, it sends a register stop message to the source’s
DR to stop the register process.
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Figure 15: Traffic Sent from the Source to the RP Router
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5. The RP router sends the multicast traffic down the RPT toward the receiver (see
Figure 16 on page 134).

Figure 16: Traffic Sent from the RP Router Toward the Receiver
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Multicast Shortest-Path Tree

The distribution tree used for multicast is rooted at the source and is the shortest-path
tree (SPT) as well. Consider a set of multicast routers without any active multicast traffic
for a certain group (that is, they have no multicast forwarding state for that group). When
arouter learns that an interested receiver for that group is on one of its directly connected
subnets, the router attempts to join the tree for that group.

To join the distribution tree, the router determines the unicast IP address of the source
for that group. This address can be a simple static configuration on the router, or as
complex as a set of protocols.

To build the SPT for that group, the router executes an a reverse path forwarding (RPF)
check on the source address in its routing table. The RPF check produces the interface
closest to the source, which is where multicast packets from this source for this group
need to flow into the router.

The router next sends a join message out on this interface using the proper multicast
protocol to inform the upstream router that it wants to join the distribution tree for that
group. This message is an (S,G) join message because both S and G are known. The
router receiving the (S,G) join message adds the interface on which the message was
received to its output interface list (OIL) for the group and also performs an RPF check
on the source address. The upstream router then sends an (S,G) join message out on
the RPF interface toward the source, informing the upstream router that it also wants to
join the group.

Each upstream router repeats this process, propagating joins out on the RPF interface,
building the SPT as it goes. The process stops when the join message does one of two
things:

« Reaches the router directly connected to the host that is the source.

« Reaches a router that already has multicast forwarding state for this source-group
pair.

In either case, the branch is created, each of the routers has multicast forwarding state
for the source-group pair, and packets can flow down the distribution tree from source
to receiver. The RPF check at each router makes sure that the tree is an SPT.

SPTs are always the shortest path, but they are not necessarily short. That is, sources
and receivers tend to be on the periphery of a router network, not on the backbone, and
multicast distribution trees have a tendency to sprawl across almost every router in the
network. Because multicast traffic can overwhelm a slow interface, and one packet can
easily become a hundred or a thousand on the opposite side of the backbone, it makes
sense to provide a shared tree as a distribution tree so that the multicast source can be
located more centrally in the network, on the backbone. This sharing of distribution trees
with roots in the core network is accomplished by a multicast rendezvous point.

Copyright © 2013, Juniper Networks, Inc. 135



Multicast Protocols Configuration Guide

SPT Cutover

Instead of continuing to use the SPT to the RP and the RPT toward the receiver, a direct
SPT is created between the source and the receiver in the following way:

1. Once the receiver’s DR receives the first multicast packet from the source, the DR
sends a PIM join message to its RPF neighbor (see Figure 17 on page 136).

2. Thesource’s DR receives the PIM join message, and an additional (S,G) stateis created
to form the SPT.

3. Multicast packets from that particular source begin coming from the source's DR and
flowing down the new SPT to the receiver’s DR. The receiver’s DR is now receiving
two copies of each multicast packet sent by the source—one from the RPT and one
from the new SPT.

Figure 17: Receiver DR Sends a PIM Join Message to the Source
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4. To stop duplicate multicast packets, the receiver’s DR sends a PIM prune message
toward the RP router, letting it know that the multicast packets from this particular
source coming in from the RPT are no longer needed (see Figure 18 on page 137).
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Figure 18: PIM Prune Message Is Sent from the Receiver’s DR Toward the
RP Router
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5. The PIM prune message is received by the RP router, and it stops sending multicast
packets down to the receiver’s DR. The receiver’s DR is getting multicast packets only
for this particular source over the new SPT. However, multicast packets from the
source are still arriving from the source’s DR toward the RP router (see Figure 19 on
page 137).

Figure 19: RP Router Receives PIM Prune Message
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6. To stop the unneeded multicast packets from this particular source, the RP router
sends a PIM prune message to the source’s DR (see Figure 20 on page 138).

Figure 20: RP Router Sends a PIM Prune Message to the Source DR

Source ————
Traffic flow — — — — P
Distribution tree — — — —— > v Y \ §
(S, G)prung seeeeeeeees > Receiver g

7. The receiver’'s DR now receives multicast packets only for the particular source from
the SPT (see Figure 21 on page 138).

Figure 21: Source’s DR Stops Sending Duplicate Multicast Packets Toward
the RP Router
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SPT Cutover Control

In some cases, the last-hop router needs to stay on the shared tree to the RP and not
transition to a direct SPT to the source. You might not want the last-hop router to
transition when, for example, a low-bandwidth multicast stream is forwarded from the
RP to a last-hop router. All routers between last hop and source must maintain and
refresh the SPT state. This can become a resource-intensive activity that does not add
much to the network efficiency for a particular pair of source and multicast group
addresses.

In these cases, you configure an SPT threshold policy on the last-hop router to control
the transition to a direct SPT. An SPT cutover threshold of infinity applied to a
source-group address pair means the last-hop router will never transition to a direct SPT.
For all other source-group address pairs, the last-hop router transitions immediately to
a direct SPT rooted at the source DR.

Example: Configuring the PIM Assert Timeout
This example shows how to configure the timeout period for a PIM assert forwarder.

« Requirements on page 139
« Overview on page 139

« Configuration on page 141

Requirements

Before you begin:

« Configure the router interfaces. See the Junos® OS Network Interfaces.

« Configure an interior gateway protocol or static routing. See the Junos OS Routing
Protocols Configuration Guide.

. Configure PIM Sparse Mode on the interfaces. See “Enabling PIM Sparse Mode” on
page 55.

Overview

Therole of PIM assert messages is to determine the forwarder on a network with multiple
routers. The forwarder is the router that forwards multicast packets to a network with
multicast group members. The forwarder is generally the same as the PIM DR.

A router sends an assert message when it receives a multicast packet on an interface
that is listed in the outgoing interface list of the matching routing entry. Receiving a
message on an outgoing interface is an indication that more than one router forwards
the same multicast packets to a network.

In Figure 22 on page 140, both routing devices R1and R2 forward multicast packets for the
same (S,G) entry on a network. Both devices detect this situation and both devices send
assert messages on the Ethernet network. An assert message contains, in addition to a
source address and group address, a unicast cost metric for sending packets to the
source, and a preference metric for the unicast cost. The preference metric expresses a
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preference between unicast routing protocols. The routing device with the smallest
preference metric becomes the forwarder (also called the assert winner). If the preference
metrics are equal, the device that sent the lowest unicast cost metric becomes the
forwarder. If the unicast metrics are also equal, the routing device with the highest IP
address becomes the forwarder. After the transmission of assert messages, only the
forwarder continues to forward messages on the network.

When an assert message is received and the RPF neighbor is changed to the assert winner,
the assert timer is set to an assert timeout period. The assert timeout period is restarted
every time a subsequent assert message for the route entry is received on the incoming
interface. When the assert timer expires, the routing device resets its RPF neighbor
according to its unicast routing table. Then, if multiple forwarders still exist, the forwarders
reenter the assert message cycle. In effect, the assert timeout period determines how
often multicast routing devices enter a PIM assert message cycle.

The range is from 5 through 210 seconds. The default is 180 seconds.
Assert messages are useful for LANs that connect multiple routing devices and no hosts.
Figure 22 on page 140 shows the topology for this example.

Figure 22: PIM Assert Topology
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Configuration

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure an assert timeout:

1. Configure the timeout period, in seconds.

[edit protocols pim]
user@host# set assert-timeout 60

2. (Optional) Trace assert messages.

[edit protocols pim]
user@host# set traceoptions file PIM.log
user@host# set traceoptions flag assert detail

3. If you are done configuring the device, commit the configuration.
user@host# commit
4. To verify the configuration, run the following commands:
« show pim join

« show pim statistics

Example: Configuring the PIM SPT Threshold Policy

This example shows how to apply a policy that suppresses the transition from the
rendezvous-point tree (RPT) rooted at the RP to the shortest-path tree (SPT) rooted at
the source.

« Requirements on page 141

« Overview on page 142

« Configuration on page 143

- Verification on page 145

Requirements

Before you begin:

« Configure the router interfaces. See the Junos® OS Network Interfaces.

« Configure an interior gateway protocol or static routing. See the Junos OS Routing
Protocols Configuration Guide.

« Configure PIM Sparse Mode on the interfaces. See “Enabling PIM Sparse Mode” on
page 55.
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Overview

Multicast routing devices running PIM sparse mode can forward the same stream of
multicast packets onto the same LAN through an RPT rooted at the RP or through an
SPT rooted at the source. In some cases, the last-hop routing device needs to stay on
the shared RPT to the RP and not transition to a direct SPT to the source. Receiving the
multicast data traffic on SPT is optimal but introduces more state in the network, which
might not be desirable in some multicast deployments. Ideally, low-bandwidth multicast
streams can be forwarded on the SPT, and high-bandwidth streams can use the SPT.
This example shows how to configure such a policy.

This example includes the following settings:

« spt-threshold—Enables you to configure an SPT threshold policy on the last-hop routing
device to control the transition to a direct SPT. When you include this statement in the
main PIM instance, the PE router stays on the RPT for control traffic.

« infinity—Applies an SPT cutover threshold of infinity to a source-group address pair,
so that the last-hop routing device never transitions to a direct SPT. For all other
source-group address pairs, the last-hop routing device transitions immediately to a
direct SPT rooted at the source DR. This statement must reference a properly configured
policy to set the SPT cutover threshold for a particular source-group pair to infinity.
The use of values other than infinity for the SPT threshold is not supported. You can
configure more than one policy.

« policy-statement—Configures the policy. The simplest type of SPT threshold policy
uses a route filter and source address filter to specify the multicast group and source
addresses and to set the SPT threshold for that pair of addresses to infinity. The policy
is applied to the main PIM instance.

This example sets the SPT transition value for the source-group pair 10.10.10.1 and
224.1.1.1 to infinity. When the policy is applied to the last-hop router, multicast traffic
from this source-group pair never transitions to a direct SPT to the source. Traffic will
continue to arrive through the RP. However, traffic for any other source-group address
combination at this router transitions to a direct SPT to the source.

142
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Note these points when configuring the SPT threshold policy:

« Configuration changes to the SPT threshold policy affect how the routing device handles
the SPT transition.

Note these points when configuring the SPT threshold policy:

« Configuration changesto the SPT threshold policy affect how the routing device handles
the SPT transition.

Note these points when configuring the SPT threshold policy:

« Configuration changes to the SPT threshold policy affect how the routing device handles
the SPT transition.

« Whenthe policy is configured for the first time, the routing device continues to transition
to the direct SPT for the source-group address pair until the PIM-join state is cleared
with the clear pim join command.

« If you do not clear the PIM-join state when you apply the infinity policy configuration
for the first time, you must apply it before the PE router is brought up.

« Whenthe policy is deleted for a source-group address pair for the first time, the routing
device does not transition to the direct SPT for that source-group address pair until
the PIM-join state is cleared with the clear pim join command.

« Whenthe policy is changed for a source-group address pair for the first time, the routing
device does not use the new policy until the PIM-join state is cleared with the clear pim
join command.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

[edit]

set policy-options policy-statement spt-infinity-policy term one from route-filter
224.1.1.1/32 exact

set policy-options policy-statement spt-infinity-policy term one from source-address-filter
10.10.10.1/32 exact

set policy-options policy-statement spt-infinity-policy term one then accept

set policy-options policy-statement spt-infinity-policy term two then reject

set protocols pim spt-threshold infinity spt-infinity-policy

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For information about navigating the CLI, see the CLI User Guide.

To configure an SPT threshold policy:
1. Apply the policy.

[edit]
user@host# edit protocols pim
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[edit protocols pim]
user@host# set spt-threshold infinity spt-infinity-policy
[edit protocols pim]

user@host# exit

2. Configure the policy.
[edit]
user@host# edit policy-options policy-statement spt-infinity-policy
[edit policy-options policy-statement spt-infinity-policy]
user@host# set term one from route-filter 224.1.1.1/32 exact
[edit policy-options policy-statement spt-infinity-policy]
user@host# set term one from source-address-filter 10.10.10.1/32 exact
[edit policy-options policy-statement spt-infinity-policy]
user@host# set term one then accept
[edit policy-options policy-statement spt-infinity-policy]
user@host# set term two then reject
[edit policy-options policy-statement spt-infinity-policy]
user@host# exit
policy-statement {

3. If you are done configuring the device, commit the configuration.
[edit]
user@host# commit

4. Clear the PIM join cache to force the configuration to take effect.
[edit]
user@host# run clear pim join

Results

Confirm your configuration by entering the show policy-options command and the show
protocols command from configuration mode. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@host# show policy-options
policy-statement spt-infinity-policy {
termone {

}

}

from {
route-filter 224.1.1.1/32 exact;
source-address-filter 10.10.10.1/32 exact;
}

then accept;

termtwo {

}

then reject;

user@host# show protocols
pim {
spt-threshold {

}

}

infinity spt-infinity-policy;
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Verification

To verify the configuration, run the show pim join command.

Related .
Documentation

Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol

Configuring PIM Auto-RP on page 109

Configuring PIM Bootstrap Router on page 105
Configuring PIM Dense Mode on page 170
Configuring a Designated Router for PIM on page 49
Configuring PIM Filtering on page 117

Example: Configuring Nonstop Active Routing for PIM on page 157

Configuring PIM Sparse-Dense Mode on page 173

Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol on page 145

Configuring Basic PIM Settings on page 35

Understanding Bidirectional Forwarding Detection Authentication for PIM

Bidirectional Forwarding Detection (BFD) enables rapid detection of communication

Understanding Bidirectional Forwarding Detection Authentication for PIM on page 145

Configuring BFD for PIM on page 147
Configuring BFD Authentication for PIM on page 149

Example: Configuring BFD Liveness Detection for PIM IPv6 on page 151

failures between adjacent systems. By default, authentication for BFD sessions is disabled.
However, when you run BFD over Network Layer protocols, the risk of service attacks can
be significant. We strongly recommend using authentication if you are running BFD over
multiple hops or through insecure tunnels.

NOTE: Beginning with Junos OS Release 9.6, Junos OS supports
authentication for BFD sessions running over PIM. BFD authenticationis only

supported in the Canada and United States version of the Junos OS image

and is not available in the export version.

You authenticate BFD sessions by specifying an authentication algorithm and keychain,

and then associating that configuration information with a security authentication

keychain using the keychain name.
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The following sections describe the supported authentication algorithms, security
keychains, and level of authentication that can be configured:

« BFD Authentication Algorithms on page 146
« Security Authentication Keychains on page 147

« Strict Versus Loose Authentication on page 147

BFD Authentication Algorithms

Junos OS supports the following algorithms for BFD authentication:

. simple-password—Plain-text password. One to 16 bytes of plain text are used to
authenticate the BFD session. One or more passwords can be configured. This method
is the least secure and should be used only when BFD sessions are not subject to packet
interception.

. keyed-md5—Keyed Message Digest 5 hash algorithm for sessions with transmit and
receive intervals greater than 100 ms. To authenticate the BFD session, keyed MD5
uses one or more secret keys (generated by the algorithm) and a sequence number
that is updated periodically. With this method, packets are accepted at the receiving
end of the session if one of the keys matches and the sequence number is greater than
or equal to the last sequence number received. Although more secure than a simple
password, this method is vulnerable to replay attacks. Increasing the rate at which the
sequence number is updated can reduce this risk.

- meticulous-keyed-md5—Meticulous keyed Message Digest 5 hash algorithm. This
method works in the same manner as keyed MD5, but the sequence number is updated
with every packet. Although more secure than keyed MD5 and simple passwords, this
method might take additional time to authenticate the session.

. keyed-sha-1—Keyed Secure Hash Algorithm | for sessions with transmit and receive
intervals greater than 100 ms. To authenticate the BFD session, keyed SHA uses one
or more secret keys (generated by the algorithm) and a sequence number that is
updated periodically. The key is not carried within the packets. With this method,
packets are accepted at the receiving end of the session if one of the keys matches
and the sequence number is greater than the last sequence number received.

- meticulous-keyed-sha-1—Meticulous keyed Secure Hash Algorithm I. This method
works in the same manner as keyed SHA, but the sequence number is updated with
every packet. Although more secure than keyed SHA and simple passwords, this method
might take additional time to authenticate the session.

0 NOTE: Nonstop active routing (NSR) is not supported with
meticulous-keyed-md5 and meticulous-keyed-sha-1 authentication
algorithms. BFD sessions using these algorithms might go down after a
switchover.
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Security Authentication Keychains

The security authentication keychain defines the authentication attributes used for
authentication key updates. When the security authentication keychain is configured and
associated with a protocol through the keychain name, authentication key updates can
occur without interrupting routing and signaling protocols.

The authentication keychain contains one or more keychains. Each keychain contains
one or more keys. Each key holds the secret data and the time at which the key becomes
valid. The algorithm and keychain must be configured on both ends of the BFD session,
and they must match. Any mismatch in configuration prevents the BFD session from
being created.

BFD allows multiple clients per session, and each client can have its own keychain and
algorithm defined. To avoid confusion, we recommend specifying only one security
authentication keychain.

Strict Versus Loose Authentication

By default, strict authentication is enabled, and authentication is checked at both ends
of each BFD session. Optionally, to smooth migration from nonauthenticated sessions
to authenticated sessions, you can configure loose checking. When loose checking is
configured, packets are accepted without authentication being checked at each end of
the session. This feature is intended for transitional periods only.

Configuring BFD for PIM

The Bidirectional Forwarding Detection (BFD) Protocol is a simple hello mechanism that
detects failures in a network. BFD works with a wide variety of network environments
and topologies. A pair of routing devices exchanges BFD packets. Hello packets are sent
at a specified, regular interval. A neighbor failure is detected when the routing device
stops receiving a reply after a specified interval. The BFD failure detection timers have
shorter time limits than the Protocol Independent Multicast (PIM) hello hold time, so
they provide faster detection.

The BFD failure detection timers are adaptive and can be adjusted to be faster or slower.
The lower the BFD failure detection timer value, the faster the failure detection and vice
versa. For example, the timers can adapt to a higher value if the adjacency fails (that is,
the timer detects failures more slowly). Or a neighbor can negotiate a higher value for a
timer than the configured value. The timers adapt to a higher value when a BFD session
flap occurs more than three times in a span of 15 seconds. A back-off algorithm increases
the receive (Rx) interval by two if the local BFD instance is the reason for the session
flap. The transmission (Tx) interval is increased by two if the remote BFD instance is the
reason for the session flap. You can use the clear bfd adaptation command to return BFD
interval timers to their configured values. The clear bfd adaptation command is hitless,
meaning that the command does not affect traffic flow on the routing device.

You must specify the minimum transmit and minimum receive intervals to enable BFD
on PIM.
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To enable failure detection:

1.

Configure the interface globally or in a routing instance.
This example shows the global configuration.

[edit protocols pim]
user@host# edit interface fe-1/0/0.0 bfd-liveness-detection

Configure the minimum transmit interval.

This is the minimum interval after which the routing device transmits hello packets
to a neighbor with which it has established a BFD session. Specifying an interval smaller
than 300 ms can cause undesired BFD flapping.

[edit protocols pim interface fe-1/0/0.0 bfd-liveness-detection]
user@host# set transmit-interval 350

Configure the minimum interval after which the routing device expects to receive a
reply from a neighbor with which it has established a BFD session.

Specifying an interval smaller than 300 ms can cause undesired BFD flapping.

[edit protocols pim interface fe-1/0/0.0 family inet bfd-liveness-detection]
user@host# set minimum-receive-interval 350

(Optional) Configure other BFD settings.

As an alternative to setting the receive and transmit intervals separately, configure
one interval for both.

[edit protocols pim interface fe-1/0/0.0 bfd-liveness-detection]
user@host# set minimum-interval 350

Configure the threshold for the adaptation of the BFD session detection time.

When the detection time adapts to a value equal to or greater than the threshold, a
single trap and a single system log message are sent.

[edit protocols pim interface fe-1/0/0.0 bfd-liveness-detection]
user@host# set detection-time threshold 800

Configure the number of hello packets not received by a neighbor that causes the
originating interface to be declared down.

[edit protocols pim interface fe-1/0/0.0 bfd-liveness-detection]
user@host# set multiplier 50

Configure the BFD version.

[edit protocols pim interface fe-1/0/0.0 bfd-liveness-detection]
user@host# set version 1

Specify that BFD sessions should not adapt to changing network conditions.

We recommend that you not disable BFD adaptation unless it is preferable not to
have BFD adaptation enabled in your network.

[edit protocols pim interface fe-1/0/0.0 bfd-liveness-detection]
user@host# set no-adaptation

Verify the configuration by checking the output of the show bfd session command.
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Configuring BFD Authentication for PIM

Beginning with Junos OS Release 9.6, you can configure authentication for Bidirectional
Forwarding Detection (BFD) sessions running over Protocol Independent Multicast (PIM).
Routing instances are also supported. The following steps are needed to configure
authentication on a BFD session:

1. Specify the BFD authentication algorithm for the PIM protocol.
2. Associate the authentication keychain with the PIM protocol.

3. Configure the related security authentication keychain.

The following sections provide instructions for configuring and viewing BFD authentication
on PIM:

« Configuring BFD Authentication Parameters on page 149

« Viewing Authentication Information for BFD Sessions on page 150

Configuring BFD Authentication Parameters

BFD authentication is only supported in the Canada and United States version of the
Junos OS image and is not available in the export version.

To configure BFD authentication:

1. Specify the algorithm (keyed-md5, keyed-sha-1, meticulous-keyed-md5,
meticulous-keyed-sha-1, or simple-password) to use for BFD authentication on a PIM
route or routing instance.

[edit protocols pim]
user@host# set interface if3-pim bfd-liveness-detection authentication algorithm
keyed-sha-1

e NOTE: Nonstop active routing (NSR) is not supported with the
meticulous-keyed-md5 and meticulous-keyed-sha-1 authentication
algorithms. BFD sessions using these algorithms might go down after a
switchover.

2. Specify the keychain to be used to associate BFD sessions on the specified PIM route
or routing instance with the unique security authentication keychain attributes.

The keychain you specify must match the keychain name configured at the [edit
security authentication key-chains] hierarchy level.

[edit protocols pim]
user@host# set interface if3-pim bfd-liveness-detection authentication keychain
bfd-pim
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0 NOTE: The algorithm and keychain must be configured on both ends of
the BFD session, and they must match. Any mismatch in configuration
prevents the BFD session from being created.

3. Specify the unique security authentication information for BFD sessions:
- The matching keychain name as specified in Step 2.

- At least one key, a unique integer between 0 and 63. Creating multiple keys allows
multiple clients to use the BFD session.

- The secret data used to allow access to the session.
- The time at which the authentication key becomes active, in the format

yyyy-mm-dd.hh:mm:ss.

[edit security]
user@host# set authentication-key-chains key-chain bfd-pim key 53 secret
$9SggalDMPQ6/tJgF/AtREVsyPsnCtUHm start-time 2009-06-14.10:00:00

4. (Optional) Specify loose authentication checking if you are transitioning from
nonauthenticated sessions to authenticated sessions.

[edit protocols pim]
user@host# set interface if3-pim bfd-liveness-detection authentication loose-check

5. (Optional) View your configuration by using the show bfd session detail or show bfd
session extensive command.

6. Repeat these steps to configure the other end of the BFD session.

Viewing Authentication Information for BFD Sessions

You can view the existing BFD authentication configuration by using the show bfd session
detail and show bfd session extensive commands.

The following example shows BFD authentication configured for the if3-pim BGP group.
It specifies the keyed SHA-1 authentication algorithm and a keychain name of bfd-pim.
The authentication keychain is configured with two keys. Key 1 contains the secret data
“$9$ggalDMPQ6/tJgF/AtREVsyPsnCtUHmM” and a start time of June 1, 2009, at 9:46:02
AM PST. Key 2 contains the secret data “$9%a5jiKW9l.reP38ny.TszF2/9” and a start time
of June 1, 2009, at 3:29:20 PM PST.

[edit protocols pim]
interface if3—pim {
bfd-liveness-detection {
authentication {
algorithm keyed-sha-1;
key-chain bfd-pim;
1
}

1
[edit security]
authentication key-chains {
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show bfd session
detail

show bfd session
extensive

key-chain bfd-pim {
key 1{
secret “$9%ggalDmMPQ6/tJgF/AtREVsyPsnCtUHmM”;
start-time “2009-6-1.09:46:02 -0700";
}
key 2 {
secret “$9%a5jiKWOl.reP38ny.TszF2/9”;
start-time “2009-6-1.15:29:20 -0700”;
1
}
1

If you commit these updates to your configuration, you see output similar to the following
example. In the output for the show bfd session detail command, Authenticate is displayed
to indicate that BFD authentication is configured. For more information about the
configuration, use the show bfd session extensive command. The output for thiscommand
provides the keychain name, the authentication algorithm and mode for each client in
the session, and the overall BFD authentication configuration status, keychain name,
and authentication algorithm and mode.

user@host# show bfd session detail

Detect Transmit

Address State Interface Time Interval Multiplier
50.0.0.2 Up ge-0/1/5.0 0.900 0.300 3
Client PIM, TX interval 0.300, RX interval 0.300, Authenticate

Session up time 3d 00:34

Local diagnostic None, remote diagnostic NbrSignal

Remote state Up, version 1

Replicated

user@host# show bfd session extensive
Detect Transmit
Address State Interface Time Interval Multiplier
50.0.0.2 Up ge-0/1/5.0 0.900 0.300 3
Client PIM, TX interval 0.300, RX interval 0.300, Authenticate
keychain bfd-pim, algo keyed-sha-1, mode strict

Session up time 00:04:42

Local diagnostic None, remote diagnostic NbrSignal

Remote state Up, version 1

Replicated

Min async interval 0.300, min slow interval 1.000

Adaptive async TX interval 0.300, RX interval 0.300

Local min TX interval 0.300, minimum RX interval 0.300, multiplier 3
Remote min TX interval 0.300, min RX interval 0.300, multiplier 3

Local discriminator 2, remote discriminator 2

Echo mode disabled/inactive

Authentication enabled/active, keychain bfd-pim, algo keyed-sha-1, mode strict

Example: Configuring BFD Liveness Detection for PIM IPv6

This example shows how to configure Bidirectional Forwarding Detection (BFD) liveness
detection for IPv6 interfaces configured for the Protocol Independent Multicast (PIM)
topology. BFD is a simple hello mechanism that detects failures in a network.

The following steps are needed to configure BFD liveness detection:
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1. Configure the interface.

2. Configure the related security authentication keychain.

3. Specify the BFD authentication algorithm for the PIM protocol.

4. Configure PIM, associating the authentication keychain with the desired protocol.

5. Configure BFD authentication for the routing instance.

e NOTE: You must perform these steps on both ends of the BFD session.

« Requirements on page 152
« Overview on page 152
« Configuration on page 153

« Verification on page 156

Requirements

This example uses the following hardware and software components:

« Two peer routers.

« Junos OS 12.2 or later.

Overview

In this example. Device R1 and Device R2 are peers. Each router runs PIM, connected over
a common medium.

Figure 23 on page 152 shows the topology used in this example.

Figure 23: BFD Liveness Detection for PIM IPv6 Topology
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Assume that the routers initialize. No BFD session is yet established. For each router, PIM
informs the BFD process to monitor the IPv6 address of the neighbor that is configured
in the routing protocol. Addresses are not learned dynamically and must be configured.

Configure the IPv6 address and BFD liveness detection at the [edit protocols pim] hierarchy
level for each router.

[edit protocols pim]
user@host# set interface interface-name family inet6 bfd-liveness-detection

Configure BFD liveness detection for the routing instance at the [edit
routing-instancesinstance-name protocols pim interface all family inet6] hierarchy level
(here, the instance-name is instancel:
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[edit routing-instances instancel protocols pim]
user@host# set bfd-liveness-detection

You will also configure the authentication algorithm and authentication keychain values
for BFD.

In a BFD-configured network, when a client launches a BFD session with a peer, BFD
begins sending slow, periodic BFD control packets that contain the interval values that
you specified when you configured the BFD peers. This is known as the initialization state.
BFD does not generate any up or down notifications in this state. When another BFD
interface acknowledges the BFD control packets, the session moves into an up state and
begins to more rapidly send periodic control packets. If a data path failure occurs and
BFD does not receive a control packet within the configured amount of time, the data
path is declared down and BFD notifies the BFD client. The BFD client can then perform
the necessary actions to reroute traffic. This process can be different for different BFD
clients.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

Device R1 set interfaces ge-1/1/1 unit O description toRouter2

set interfaces ge-1/1/1 unit O family inet6

set interfaces ge-1/1/1 unit O family inet6 address e80::21b:cOff:fed5:e4dd

set protocols pim interface ge-1/1/1 family inet6 bfd-liveness-detection authentication
algorithm keyed-sha-1

set protocols pim interface ge-1/1/1 family inet6 bfd-liveness-detection authentication
key-chain bfd-pim

set routing-instances instancel protocols pim interface all family inet6
bfd-liveness-detection authentication algorithm keyed-sha-1

set routing-instances instancel protocols pim interface all family inet6
bfd-liveness-detection authentication key-chain bfd-pim

set security authentication key-chain bfd-pim key 1 secret
"$95ggalDMPQ6/tJgF/AtREVsyPsnCtUHmM"

set security authentication key-chain bfd-pim key 1 start-time "2012-01-01.09:46:02
-0700"

set security authentication key-chain bfd-pim key 2 secret
"$95a5jiKw9ol.reP38ny.TszF2/9"

set security authentication key-chain bfd-pim key 2 start-time "2012-01-01.15:29:20
-0700"

Device R2 set interfaces ge-1/1/0 unit O description toRouter1

set interfaces ge-1/1/0 unit O family inet6 address e80::21b:cOff:fed5:e5dd

set protocols pim interface ge-1/1/0 family inet6 bfd-liveness-detection authentication
algorithm keyed-sha-1

set protocols pim interface ge-1/1/0 family inet6 bfd-liveness-detection authentication
key-chain bfd-pim

set routing-instances instancel protocols pim interface all family inet6
bfd-liveness-detection authentication algorithm keyed-sha-1

set routing-instances instancel protocols pim interface all family inet6
bfd-liveness-detection authentication key-chain bfd-pim

Copyright © 2013, Juniper Networks, Inc. 153



Multicast Protocols Configuration Guide

Step-by-Step
Procedure

set security authentication key-chain bfd-pim key 1secret
"$95ggalDMPQ6/tJgF/AtREVsyPsnCtUHmM"

set security authentication key-chain bfd-pim key 1 start-time "2012-01-01.09:46:02
-0700"

set security authentication key-chain bfd-pim key 2 secret
"$9%a5jiKw9ol.reP38ny.TszF2/9"

set security authentication key-chain bfd-pim key 2 start-time "2012-01-01.15:29:20
-0700"

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure BFD liveness detection for PIM IPv6 interfaces on Device R1:

o NOTE: This procedure is for Device R1. Repeat this procedure for Device R2,
after modifying the appropriate interface names, addresses, and any other
parameters.

1. Configure the interface, using the inet6 statement to specify that thisis an IPv6
address.

[edit interfaces]
user@R1# set ge-1/1/1 unit O description toRouter2
user@R1# set ge-1/1/1 unit O family inet6 address e80::21b:cOff:fed5:e4dd

2. Specify the BFD authentication algorithm and keychain for the PIM protocol.

The keychainis used to associate BFD sessions on the specified PIM route or routing
instance with the unique security authentication keychain attributes. This keychain
name should match the keychain name configured at the [edit security
authentication] hierarchy level.

[edit protocols]

user@R1# set pim interface ge-1/1/1.0 family inet6 bfd-liveness-detection
authentication algorithm keyed-sha-1

user@R1# set pim interface ge-1/1/1 family inet6 bfd-liveness-detection
authentication key-chain bfd-pim

o NOTE: The algorithm and keychain must be configured on both ends
of the BFD session, and they must match. Any mismatch in configuration
prevents the BFD session from being created.

3.  Configure a routing instance (here, instancel), specifying BFD authentication and
associating the security authentication algorithm and keychain.

[edit routing-instances]
user@R1# set instancel protocols pim interface all family inet6
bfd-liveness-detection authentication algorithm keyed-sha-1
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user@R1# set instancel protocols pim interface all family inet6
bfd-liveness-detection authentication key-chain bfd-pim

4. Specify the unique security authentication information for BFD sessions:
. The matching keychain name as specified in Step 2.

. Atleast onekey, a unigue integer between 0 and 63. Creating multiple keys allows
multiple clients to use the BFD session.

. The secret data used to allow access to the session.

. The time at which the authentication key becomes active, in the format
YYYY-MM-DD.hh:mm:ss.

[edit security authentication]

user@R1# set key-chain bfd-pim key 1secret
"$95ggalDMPQ6/tJgF/AtREVsyPsnCtUHmM"

user@R1# set key-chain bfd-pim key 1 start-time "2012-01-01.09:46:02 -0700"

user@R1# set key-chain bfd-pim key 2 secret "$95$a5jiKW9l.reP38ny.TszF2/9"

user@R1# set key-chain bfd-pim key 2 start-time "2012-01-01.15:29:20 -0700"

Results

Confirm your configuration by issuing the show interfaces, show protocols, show
routing-instances, and show security commands. If the output does not display the
intended configuration, repeat the instructions in this example to correct the configuration.

user@R1# show interfaces
ge-1/1/14
unit O {
description toRouter2;
family inet6 {
address e80::21b:cOff:fed5:e4dd {
1
1
1
1

user@R1# show protocols
pim {
interface ge-1/1/1.0 {
family inet6;
bfd-liveness-detection {
authentication {
algorithm keyed-sha-T;
key-chain bfd-pim;
1
1
1
1

user@R1# show routing-instances
instancel {
protocols {
pim {
interface all {
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family inet 6 {
bfd-liveness-detection {
authentication {
algorithm keyed-sha-1;
key-chain bfd-pim;

user@R1# show security
authentication {
key-chain bfd-pim {
key1{
secret “$9%ggalDMPQ6/tJgF/AtREVsyPsnCtUHmM”;
start-time “2012-01-01.09:46:02 -0700";
}
key 2 {
secret “$9%a5jiKWOl.reP38ny.TszF2/97;
start-time “2012-01-01.15:29:20 -0700”;
}
1
1

Verification

Confirm that the configuration is working properly.

Verifying the BFD Session

Purpose \Verify that BFD liveness detection is enabled.
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Action user@R1# runshow pim neighbors detail

Instance: PIM.master
Interface: ge-1/1/1.0

Address: fe80::21b:cOff:fed5:e4dd, I1Pv6, PIM v2, Mode: Sparse, sg Join
Count: 0, tsg Join Count: 0O
Hello Option Holdtime: 65535 seconds
Hello Option DR Priority: 1
Hello Option Generation ID: 1417610277
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported

Address: fe80::21b:cOff:fedc:28dd, IPv6, PIM v2, sg Join Count: O, tsg
Join Count: O
Secondary address: beef::2
BFD: Enabled, Operational state: Up
Hello Option Holdtime: 105 seconds 80 remaining
Hello Option DR Priority: 1
Hello Option Generation ID: 1648636754
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported

Meaning Thedisplay from the show pim neighbors detail command shows BFD: Enabled, Operational
state: Up, indicating that BFD is operating between the two PIM neighbors. For additional
information about the BFD session (including the session ID number), use the show bfd
session extensive command.

Related . Configuring Basic PIM Settings on page 35
D .
ocumentation ¢, o mple: Configuring BFD for BGP

. Example: Configuring BFD Authentication for BGP

Example: Configuring Nonstop Active Routing for PIM

« Understanding Nonstop Active Routing for PIM on page 157
« Example: Configuring Nonstop Active Routing with PIM on page 158
« Configuring PIM Sparse Mode Graceful Restart on page 169

Understanding Nonstop Active Routing for PIM

Nonstop active routing configurations include two Routing Engines that share information
so that routing is not interrupted during Routing Engine failover. When nonstop active
routing is configured on a dual Routing Engine platform, the PIM control state is replicated
on both Routing Engines.

This PIM state information includes:

« Neighbor relationships

« Join and prune information
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« RP-set information

« Synchronization between routes and next hops and the forwarding state between the
two Routing Engines

The PIM control state is maintained on the backup Routing Engine by the replication of

state information from the master to the backup Routing Engine and having the backup
Routing Engine react to route installation and modification in the [instance].inet.1 routing
table on the master Routing Engine. The backup Routing Engine does not send or receive
PIM protocol packets directly. In addition, the backup Routing Engine uses the dynamic

interfaces created by the master Routing Engine. These dynamic interfaces include PIM

encapsulation, de-encapsulation, and multicast tunnel interfaces.

e NOTE: The clear pimjoin, clear pimregister, and clear pim statistics operational
mode commands are not supported on the backup Routing Engine when
nonstop active routing is enabled.

To enable nonstop active routing for PIM (in addition to the PIM configuration on the
master Routing Engine), you must include the following statements at the [edit] hierarchy
level:

« chassis redundancy graceful-switchover
« routing-options nonstop-routing

« system commit synchronize

Example: Configuring Nonstop Active Routing with PIM

This example shows how to configure nonstop active routing for PIM-based multicast
IPv4 and IPv6 traffic.

« Requirements on page 158

« Overview on page 159

» Configuration on page 160

« Verification on page 169

Requirements

Before you begin:

« Configure the router interfaces. See the Network Interfaces Configuration Guide.

. Configure an interior gateway protocol or static routing. See the Routing Protocols
Configuration Guide.

« Configure a multicast group membership protocol (IGMP or MLD). See “Understanding
IGMP” on page 306 and “Understanding MLD” on page 331.

« Forthis feature to work with IPv6, the routing device must be running Junos OS Release
10.4 or above.
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Overview

Junos OS supports nonstop active routing in the following PIM scenarios:

« Dense mode

« Sparse mode

« SSM

. Static RP

« Auto-RP (for IPv4 only)

- Bootstrap router

« Embedded RP on the non-RP router (for IPv6 only)

« BFD support

o NOTE: Multicast VPNs are not supported with nonstop active routing.
Policy-based features (such as neighbor policy, join policy, BSR policy, scope
policy, flow maps, and RPF check policy) are not supported with nonstop
active routing.

This example uses static RP. The interfaces are configured to receive both IPv4 and IPv6
traffic. R2 provides RP services as the local RP. Note that nonstop active routing is not
supported on the RP router. The configuration shown in this example is on R1.

Figure 24 on page 160 shows the topology used in this example.
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Figure 24: Nonstop Active Routing in PIM Domain
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Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

R1 set system syslog archive size 10m
set system syslog file messages any info
set system commit synchronize
set chassis redundancy graceful-switchover
set interfaces traceoptions file dcd-trace
set interfaces traceoptions file size 10m
set interfaces traceoptions file files 10
set interfaces traceoptions flag all
set interfaces so-0/0/1 unit O description "to RO so-0/0/1.0"
set interfaces so-0/0/1 unit O family inet address 10.210.1.2/30
set interfaces so-0/0/1 unit O family inet6 address FDCA:9E34:50CE:0001::2/126
set interfaces fe-0/1/3 unit O description "to R2 fe-0/1/3.0"
set interfaces fe-0/1/3 unit O family inet address 10.210.12.1/30
set interfaces fe-0/1/3 unit O family inet6 address FDCA:9E34:50CE:0012::1/126
set interfaces fe-1/1/0 unit O description "to H1"
set interfaces fe-1/1/0 unit O family inet address 10.240.0.250/30
set interfaces fe-1/1/0 unit O family inet6 address ::10.240.0.250/126
set interfaces loO unit O description "R1 Loopback"
set interfaces loO unit O family inet address 10.210.255.201/32 primary
set interfaces loO unit O family iso address
47.0005.80ff.f800.0000.0108.0001.0102.1025.5201.00
set interfaces loO unit O family inet6 address abcd::10:210:255:201/128
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set protocols ospf traceoptions file r1-nsr-ospf2

set protocols ospf traceoptions file size 10m

set protocols ospf traceoptions file files 10

set protocols ospf traceoptions file world-readable

set protocols ospf traceoptions flag error

set protocols ospf traceoptions flag lsa-update detail

set protocols ospf traceoptions flag flooding detail

set protocols ospf traceoptions flag lsa-request detail

set protocols ospf traceoptions flag state detail

set protocols ospf traceoptions flag event detail

set protocols ospf traceoptions flag hello detail

set protocols ospf traceoptions flag nsr-synchronization detail
set protocols ospf traffic-engineering

set protocols ospf area 0.0.0.0 interface so-0/0/1.0 metric 100
set protocols ospf area 0.0.0.0 interface fe-0/1/3.0 metric 100
set protocols ospf area 0.0.0.0 interface l00.0 passive

set protocols ospf area 0.0.0.0 interface fxp0.0 disable

set protocols ospf area 0.0.0.0 interface fe-1/1/0.0 passive
set protocols ospf3 traceoptions file r1-nsr-ospf3

set protocols ospf3 traceoptions file size 1I0m

set protocols ospf3 traceoptions file world-readable

set protocols ospf3 traceoptions flag lsa-update detail

set protocols ospf3 traceoptions flag flooding detail

set protocols ospf3 traceoptions flag lsa-request detail

set protocols ospf3 traceoptions flag state detail

set protocols ospf3 traceoptions flag event detail

set protocols ospf3 traceoptions flag hello detail

set protocols ospf3 traceoptions flag nsr-synchronization detail
set protocols ospf3 area 0.0.0.0 interface fe-1/1/0.0 passive
set protocols ospf3 area 0.0.0.0 interface fe-1/1/0.0 metric 1
set protocols ospf3 area 0.0.0.0 interface l00.0 passive

set protocols ospf3 area 0.0.0.0 interface so-0/0/1.0 metric 1
set protocols ospf3 area 0.0.0.0 interface fe-0/1/3.0 metric 1
set protocols pim traceoptions file r1-nsr-pim

set protocols pim traceoptions file size 10m

set protocols pim traceoptions file files 10

set protocols pim traceoptions file world-readable

set protocols pim traceoptions flag mdt detail

set protocols pim traceoptions flag rp detail

set protocols pim traceoptions flag register detail

set protocols pim traceoptions flag packets detail

set protocols pim traceoptions flag autorp detail

set protocols pim traceoptions flag join detail

set protocols pim traceoptions flag hello detail

set protocols pim traceoptions flag assert detail

set protocols pim traceoptions flag normal detail

set protocols pim traceoptions flag state detail

set protocols pim traceoptions flag nsr-synchronization

set protocols pim rp static address 10.210.255.202

set protocols pim rp static address abcd::10:210:255:202

set protocols pim interface l00.0

set protocols pim interface fe-0/1/3.0 mode sparse

set protocols pim interface fe-0/1/3.0 version 2

set protocols pim interface so-0/0/1.0 mode sparse

set protocols pim interface so-0/0/1.0 version 2

set protocols pim interface fe-1/1/0.0 mode sparse
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set protocols pim interface fe-1/1/0.0 version 2

set policy-options policy-statement load-balance then load-balance per-packet
set routing-options nonstop-routing

set routing-options router-id 10.210.255.201

set routing-options forwarding-table export load-balance

set routing-options forwarding-table traceoptions file r1-nsr-krt

set routing-options forwarding-table traceoptions file size 10m

set routing-options forwarding-table traceoptions file world-readable

set routing-options forwarding-table traceoptions flag queue

set routing-options forwarding-table traceoptions flag route

set routing-options forwarding-table traceoptions flag routes

set routing-options forwarding-table traceoptions flag synchronous

set routing-options forwarding-table traceoptions flag state

set routing-options forwarding-table traceoptions flag asynchronous

set routing-options forwarding-table traceoptions flag consistency-checking
set routing-options traceoptions file r1-nsr-sync

set routing-options traceoptions file size 10m

set routing-options traceoptions flag nsr-synchronization

set routing-options traceoptions flag commit-synchronize

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure nonstop active routing on R1:

1. Synchronize the Routing Engines.

[edit]

user@host# edit system

[edit system]

user@host# set commit synchronize
user@host# exit

2. Enable graceful Routing Engine switchover.

[edit]
user@host# set chassis redundancy graceful-switchover

3.  Configure R1’s interfaces.

[edit]

user@host# edit interfaces

[edit interfaces]

user@host# set so-0/0/1 unit O description "to RO so-0/0/1.0"

user@host# set so-0/0/1 unit O family inet address 10.210.1.2/30

user@host# set so-0/0/1unit O family inet6 address FDCA:9E34:50CE:0001::2/126

user@host# set fe-0/1/3 unit O description "to R2 fe-0/1/3.0"

user@host# set fe-0/1/3 unit O family inet address 10.210.12.1/30

user@host# set fe-0/1/3 unit O family inet6 address FDCA:9E34:50CE:0012::1/126

user@host# set fe-1/1/0 unit O description "to H1"

user@host# set fe-1/1/0 unit O family inet address 10.240.0.250/30

user@host# set fe-1/1/0 unit O family inet6 address ::10.240.0.250/126

user@host# set loO unit O description "R1 Loopback"

user@host# set loO unit O family inet address 10.210.255.201/32 primary

user@host# set loO unit O family iso address
47.0005.80ff.f800.0000.0108.0001.0102.1025.5201.00
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user@host# set loO unit O family inet6 address abcd::10:210:255:201/128
user@host# exit

4, Configure OSPF for IPv4 on R1.

[edit]

user@host# edit protocols ospf

[edit protocols ospf]

user@host# set traffic-engineering

user@host# set area 0.0.0.0 interface so-0/0/1.0 metric 100
user@host# set area 0.0.0.0 interface fe-0/1/3.0 metric 100
user@host# set area 0.0.0.0 interface l00.0 passive
user@host# set area 0.0.0.0 interface fxp0.0 disable
user@host# set area 0.0.0.0 interface fe-1/1/0.0 passive

5.  Configure OSPF for IPv6 on R1.

[edit]

user@host# edit protocols ospf3

[edit protocols ospf3]

user@host# set area 0.0.0.0 interface fe-1/1/0.0 passive
user@host# set area 0.0.0.0 interface fe-1/1/0.0 metric 1
user@host# set area 0.0.0.0 interface l0o0.0 passive
user@host# set area 0.0.0.0 interface so-0/0/1.0 metric 1
user@host# set area 0.0.0.0 interface fe-0/1/3.0 metric 1

6. Configure PIM on R1. The PIM static address points to the RP router (R2).

[edit]

user@host# edit

[edit protocols pim]

user@host# set protocols pim rpstatic address 10.210.255.202
user@host# set protocols pim rp static address abcd::10:210:255:202
user@host# set protocols pim interface l00.0

user@host# set protocols pim interface fe-0/1/3.0 mode sparse
user@host# set protocols pim interface fe-0/1/3.0 version 2
user@host# set protocols pim interface so-0/0/1.0 mode sparse
user@host# set protocols pim interface so-0/0/1.0 version 2
user@host# set protocols pim interface fe-1/1/0.0 mode sparse
user@host# set protocols pim interface fe-1/1/0.0 version 2

7. Configure per-packet load balancing on R1.

[edit]

user@host# edit policy-options policy-statement load-balance
[edit policy-options policy-statement load-balance]
user@host# set then load-balance per-packet

8.  Apply the load-balance policy on R1.

[edit]
user@host# set routing-options forwarding-table export load-balance

Q. Configure nonstop routing on R1.

[edit]
user@host# set routing-options nonstop-routing
user@host# set routing-options router-id 10.210.255.201
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Step-by-Step For troubleshooting, configure system log and tracing operations.

Procedure
1. Enable system log messages.

[edit]
user@host# set system syslog archive size 10m
user@host# set system syslog file messages any info

2. Trace interface operations.

[edit]

user@host# set interfaces traceoptions file dcd-trace
user@host# set interfaces traceoptions file size 10m
user@host# set interfaces traceoptions file files 10
user@host# set interfaces traceoptions flag all

3. Trace IGP operations for IPv4.

[edit]

user@host# set protocols ospf traceoptions file r1-nsr-ospf2
user@host# set protocols ospf traceoptions file size 10m
user@host# set protocols ospf traceoptions file files 10
user@host# set protocols ospf traceoptions file world-readable
user@host# set protocols ospf traceoptions flag error

user@host# set protocols ospf traceoptions flag lsa-update detail
user@host# set protocols ospf traceoptions flag flooding detail
user@host# set protocols ospf traceoptions flag lsa-request detail
user@host# set protocols ospf traceoptions flag state detail
user@host# set protocols ospf traceoptions flag event detail
user@host# set protocols ospf traceoptions flag hello detail
user@host# set protocols ospf traceoptions flag nsr-synchronization detail

4, Trace IGP operations for IPv6.

[edit]

user@host# set protocols ospf3 traceoptions file rl-nsr-ospf3
user@host# set protocols ospf3 traceoptions file size 10m
user@host# set protocols ospf3 traceoptions file world-readable
user@host# set protocols ospf3 traceoptions flag lsa-update detail
user@host# set protocols ospf3 traceoptions flag flooding detail
user@host# set protocols ospf3 traceoptions flag lsa-request detail
user@host# set protocols ospf3 traceoptions flag state detail
user@host# set protocols ospf3 traceoptions flag event detail
user@host# set protocols ospf3 traceoptions flag hello detail
user@host# set protocols ospf3 traceoptions flag nsr-synchronization detail

5. Trace PIM operations.

[edit]

user@host# set protocols pim traceoptions file rl-nsr-pim
user@host# set protocols pim traceoptions file size 10m
user@host# set protocols pim traceoptions file files 10
user@host# set protocols pim traceoptions file world-readable
user@host# set protocols pim traceoptions flag mdt detail
user@host# set protocols pim traceoptions flag rp detail
user@host# set protocols pim traceoptions flag register detail
user@host# set protocols pim traceoptions flag packets detail
user@host# set protocols pim traceoptions flag autorp detail
user@host# set protocols pim traceoptions flag join detail
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user@host# set protocols pim traceoptions flag hello detail
user@host# set protocols pim traceoptions flag assert detail
user@host# set protocols pim traceoptions flag normal detail
user@host# set protocols pim traceoptions flag state detail
user@host# set protocols pim traceoptions flag nsr-synchronization

6.  Trace all routing protocol functionality.

[edit]

user@host# set routing-options traceoptions file r1-nsr-sync
user@host# set routing-options traceoptions file size 10m

user@host# set routing-options traceoptions flag nsr-synchronization
user@host# set routing-options traceoptions flag commit-synchronize

7. Trace forwarding table operations.

[edit]
user@host# set routing-options forwarding-table traceoptions file r1-nsr-krt
user@host# set routing-options forwarding-table traceoptions file size 10m
user@host# set routing-options forwarding-table traceoptions file world-readable
user@host# set routing-options forwarding-table traceoptions flag queue
user@host# set routing-options forwarding-table traceoptions flag route
user@host# set routing-options forwarding-table traceoptions flag routes
user@host# set routing-options forwarding-table traceoptions flag synchronous
user@host# set routing-options forwarding-table traceoptions flag state
user@host# set routing-options forwarding-table traceoptions flag asynchronous
user@host# set routing-options forwarding-table traceoptions flag
consistency-checking

8. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results

From configuration mode, confirm your configuration by entering the show chassis, show
interfaces, show policy-options, show protocols, show routing-options, and show system
commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

user@host# show chassis
redundancy {
graceful-switchover;

}

user@host# show interfaces
traceoptions {
file dcd-trace size 10m files 10;
flag all;
1
so-0/0/14
unit O {
description "to RO so-0/0/1.0";
family inet {
address 10.210.1.2/30;
1
family inet6 {
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address FDCA:9E34:50CE:0001::2/126;
}
1
}
fe-0/1/3 {
unit0 {
description "to R2 fe-0/1/3.0";
family inet {
address 10.210.12.1/30;
}
family inet6 {
address FDCA:9E34:50CE:0012::1/126;
}
1
}
fe-1/1/0 {
unit 0 {
description "to H1";
family inet {
address 10.240.0.250/30;
}
family inet6 {
address ::10.240.0.250/126;
}
1
1
lo0 {
unit0 {
description "R1 Loopback";
family inet {
address 10.210.255.201/32 {
primary;
}
}
family iso {
address 47.0005.80ff.f800.0000.0108.0001.0102.1025.5201.00;
}
family inet6 {
address abcd::10:210:255:201/128;
}
1
1

user@host# show policy-options
policy-statement load-balance {
then {
load-balance per-packet;
1
1

user@host# show protocols
ospf {
traceoptions {
file ri-nsr-ospf2 size 10m files 10 world-readable;
flag error;
flag lsa-update detail;
flag flooding detail;
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flag lsa-request detail;
flag state detail;
flag event detail;
flag hello detail;
flag nsr-synchronization detail;
1
traffic-engineering;
area 0.0.0.0 {
interface so-0/0/1.0 {
metric 100;
}
interface fe-0/1/3.0 {
metric 100;
}
interface l00.0 {
passive;
}
interface fxp0.0 {
disable;
}
interface fe-1/1/0.0 {
passive;
}
1
1
ospf3 {
traceoptions {
file r-nsr-ospf3 size 10m world-readable;
flag lsa-update detail;
flag flooding detail;
flag lsa-request detail;
flag state detail;
flag event detail;
flag hello detail;
flag nsr-synchronization detail;
1
area 0.0.0.0 {
interface fe-1/1/0.0 {
passive;
metric 1;
}
interface 100.0 {
passive;
}
interface so-0/0/1.0 {
metric 1;
}
interface fe-0/1/3.0 {
metric 1;
}
1
}
pim {
traceoptions {
file r1-nsr-pim size 10m files 10 world-readable;
flag mdt detail;
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flag rp detail;
flag register detail;
flag packets detail;
flag autorp detail;
flag join detail;
flag hello detail;
flag assert detail;
flag normal detail;
flag state detail;
flag nsr-synchronization;

1

rp{
static {

address 10.210.255.202;
address abcd::10:210:255:202;

}

1

interface 100.0;

interface fe-0/1/3.0 {
mode sparse;
version 2;

1

interface so-0/0/1.0 {
mode sparse;
version 2;

1

interface fe-1/1/0.0 {
mode sparse;
version 2;

1

1

user@host# show routing-options
traceoptions {

file rl-nsr-sync size 10m;

flag nsr-synchronization;

flag commit-synchronize;
1
nonstop-routing;
router-id 10.210.255.207;
forwarding-table {

traceoptions {

file r1-nsr-krt size 10m world-readable;

flag queue;

flag route;

flag routes;

flag synchronous;

flag state;

flag asynchronous;

flag consistency-checking;
1
export load-balance;

}

user@host# show system

syslog {
archive size 10m;
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file messages {
any info;
1
}

commit synchronize;

Verification

To verify the configuration, run the following commands:

« show pim join extensive

« show pim neighbors inet detail

« show pim neighbors inet6 detail

« show pim rps inet detail

« show pim rps inet6 detail

« show multicast route inet extensive

« show multicast route inet6 extensive
« show route table inet.1 detail

« show route table inet6.1 detail

Configuring PIM Sparse Mode Graceful Restart

You can configure PIM sparse mode to continue to forward existing multicast packet
streams during a routing process failure and restart. Only PIM sparse mode can be
configured this way. The routing platform does not forward multicast packets for protocols
other than PIM during graceful restart, because all other multicast protocols must restart
after a routing process failure. If you configure PIM sparse-dense mode, only sparse
multicast groups benefit from a graceful restart.

The routing platform does not forward new streams until after the restart is complete.
After restart, the routing platform refreshes the forwarding state with any updates that
were received from neighbors during the restart period. For example, the routing platform
relearns the join and prune states of neighbors during the restart, but it does not apply
the changes to the forwarding table until after the restart.

When PIM sparse mode is enabled, the routing platform generates a unique 32-bit random
number called a generation identifier. Generation identifiers are included by default in
PIM hello messages, as specified in the Internet draft draft-ietf-pim-sm-v2-new-10.txt.
When a routing platform receives PIM hello messages containing generation identifiers
on a point-to-point interface, the Junos OS activates an algorithm that optimizes graceful
restart.

Before PIM sparse mode graceful restart occurs, each routing platform creates a
generation identifier and sends it to its multicast neighbors. If a routing platform with
PIM sparse mode restarts, it creates a new generation identifier and sends it to neighbors.
When a neighbor receives the new identifier, it resends multicast updates to the restarting
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Documentation

router to allow it to exit graceful restart efficiently. The restart phase is complete when
the restart duration timer expires.

Multicast forwarding can be interrupted in two ways. First, if the underlying routing protocol
is unstable, multicast RPF checks can fail and cause an interruption. Second, because
the forwarding table is not updated during the graceful restart period, new multicast
streams are not forwarded until graceful restart is complete.

You can configure graceful restart globally or for a routing instance. This example shows
how to configure graceful restart globally.

To configure graceful restart for PIM sparse mode:

1. Enable graceful restart.

[edit protocols pim]
user@host# set graceful-restart

2. (Optional) Configure the amount of time the routing device waits (in seconds) to
complete PIM sparse mode graceful restart. By default, the router allows 60 seconds.
Therange is from 30 through 300 seconds. After this restart time, the Routing Engine
resumes normal multicast operation.

[edit protocols pim graceful-restart]
user@host# set restart-duration 120

3. Monitor the operation of PIM graceful restart by running the show pim neighbors
command. In the command output, look for the G flag in the Option field. The G flag
stands for generation identifier. Also run the show task replication command to verify
the status of GRES and NSR.

« Configuring Basic PIM Settings on page 35

Configuring PIM Dense Mode

» Understanding PIM Dense Mode on page 170
« Configuring PIM Dense Mode Properties on page 172

Understanding PIM Dense Mode

PIM dense mode is less sophisticated than PIM sparse mode. PIM dense mode is useful
for multicast LAN applications, the main environment for all dense mode protocols.

PIM dense mode implements the same flood-and-prune mechanism that DVMRP and
other dense mode routing protocols employ. The main difference between DVMRP and
PIM dense mode is that PIM dense mode introduces the concept of protocol
independence. PIM dense mode can use the routing table populated by any underlying
unicast routing protocol to perform reverse-path-forwarding (RPF) checks.

Internet service providers (ISPs) typically appreciate the ability to use any underlying
unicast routing protocol with PIM dense mode because they do not need to introduce
and manage a separate routing protocol just for RPF checks. While unicast routing

170
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protocols extended as multiprotocol BGP (MBGP) and Multitopology Routing in IS-IS
(M-1S-IS) were later employed to build special tables to perform RPF checks, PIM dense
mode does not require them.

PIM dense mode can use the unicast routing table populated by OSPF, IS-1S, BGP, and
so on, or PIM dense mode can be configured to use a special multicast RPF table
populated by MBGP or M-IS-IS when performing RPF checks.

Unlike sparse mode, in which data is forwarded only to routers sending an explicit request,
dense mode implements a flood-and-prune mechanism, similar to DVMRP. In PIM dense
mode, there is no RP. A router receives the multicast data on the interface closest to the
source, then forwards the traffic to all other interfaces (see Figure 25 on page 171).

Figure 25: Multicast Traffic Flooded from the Source Using PIM Dense
Mode
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Flooding occurs periodically. It is used to refresh state information, such as the source IP
address and multicast group pair. If the router has no interested receivers for the data,
and the OlL becomes empty, the router sends a prune message upstream to stop delivery
of multicast traffic (see Figure 26 on page 172).
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Figure 26: Prune Messages Sent Back to the Source to Stop Unwanted
Multicast Traffic
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Configuring PIM Dense Mode Properties

In PIM dense mode (PIM-DM), the assumption is that almost all possible subnets have
at least one receiver wanting to receive the multicast traffic from a source, so the network
is flooded with traffic on all possible branches, then pruned back when branches do not
express aninterest in receiving the packets, explicitly (by message) orimplicitly (time-out
silence). LANs are appropriate networks for dense-mode operation.

By default, PIM is disabled. When you enable PIM, it operates in sparse mode by default.

You can configure PIM dense mode globally or for a routing instance. This example shows
how to configure the routing instance and how to specify that PIM dense mode use inet.2
as its RPF routing table instead of inet.O.

To configure the router properties for PIM dense mode:

1. (Optional) Create an IPv4 routing table group so that interface routes are installed
into two routing tables, inet.0 and inet.2.

[edit routing-options rib-groups]
user@host# set pim-rg export-rib inet.0
user@host# set pim-rg import-rib [ inet.0 inet.2 ]

2. (Optional) Associate the routing table group with a PIM routing instance.

[edit routing-instances PIM.dense protocols pim]
user@host# set rib-group inet pim-rg
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3. Configure the PIM interface. If you do not specify any interfaces, PIM is enabled on all
router interfaces. Generally, you specify interface names only if you are disabling PIM
on certain interfaces.

[edit routing-instances PIM.dense protocols pim]
user@host# set interface fe-0/0/1.0 mode dense

0 NOTE: You cannot configure both PIM and Distance Vector Multicast
Routing Protocol (DVMRP) in forwarding mode on the same interface.
You can configure PIM on the same interface only if you configured DVMRP
in unicast-routing mode.

4. Monitor the operation of PIM dense mode by running the show pim interfaces, show
pim join, show pim neighbors, and show pim statistics commands.

Related . Configuring PIM Sparse-Dense Mode on page 173

Documentation
v ! . Configuring Basic PIM Settings on page 35

Configuring PIM Sparse-Dense Mode

» Understanding PIM Sparse-Dense Mode on page 173
« Mixing PIM Sparse and Dense Modes on page 173
« Configuring PIM Sparse-Dense Mode Properties on page 174

Understanding PIM Sparse-Dense Mode

Sparse-dense mode, as the name implies, allows the interface to operate on a per-group
basis in either sparse or dense mode. A group specified as dense is not mapped to an RP.
Instead, data packets destined for that group are forwarded by means of PIM dense-mode
rules. A group specified as sparse is mapped to an RP, and data packets are forwarded
by means of PIM sparse-mode rules.

Forinformation about PIM sparse-mode and PIM dense-mode rules, see “Understanding
PIM Sparse Mode” on page 51 and “Understanding PIM Dense Mode” on page 170.

Mixing PIM Sparse and Dense Modes

Itis possible to mix PIM dense mode, PIM sparse mode, and PIM source-specific multicast
(SSM) on the same network, the same router, and even the same interface. This is because
modes are effectively tied to multicast groups, an IP multicast group address must be
unique for a particular group's traffic, and scoping limits enforce the division between
potential or actual overlaps.

e NOTE: PIM sparse mode was capable of forming shortest-path trees (SPTs)
already. Changes to PIM sparse mode to support PIM SSM mainly involved
defining behavior in the SSM address range, because shared-tree behavior
is prohibited for groups in the SSM address range.
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A multicast router employing sparse-dense mode is a good example of mixing PIM modes
on the same network or router or interface. Dense modes are easy to support because
of the flooding, but scaling issues make dense modes inappropriate for Internet use
beyond very restricted uses.

Configuring PIM Sparse-Dense Mode Properties

Related
Documentation

Sparse-dense mode allows the interface to operate on a per-group basis in either sparse
or dense mode. A group specified as “dense” is not mapped to an RP. Instead, data
packets destined for that group are forwarded by means of PIM dense mode rules. A
group specified as “sparse” is mapped to an RP, and data packets are forwarded by
means of PIM sparse-mode rules. Sparse-dense mode is useful in networks implementing
auto-RP for PIM sparse mode.

By default, PIM is disabled. When you enable PIM, it operates in sparse mode by default.

You can configure PIM sparse-dense mode globally or for a routing instance. This example
shows how to configure PIM sparse-dense mode globally on all interfaces, specifying
that the groups 224.0.1.39 and 224.0.1.40 are using dense mode.

To configure the router properties for PIM sparse-dense mode:

1. Configure the dense-mode groups.

[protocols pim]
user@host# set dense-groups 224.0.1.39
user@host# set dense-groups 224.0.1.40

2. Configure all interfaces on the routing device to use sparse-dense mode. When
configuring all interfaces, exclude the fxp0.0 management interface by adding the
disable statement for that interface.

[edit protocols pim]
user@host# set interface all mode sparse-dense
user@host# set interface fxp0.0 disable

3. Monitor the operation of PIM sparse-dense mode by running the show pim interfaces,
show pim join, show pim neighbors, and show pim statistics commands.

« Configuring PIM Dense Mode on page 170

Configuring Basic PIM Settings on page 35

PIM Join Load Balancing on Multipath MVPN Routes Overview

A multicast virtual private network (MVPN) is a technology to deploy the multicast service
in an existing MPLS/BGP VPN.

The two main MVPN services are:

. Dual PIM MVPNs (also referred to as Draft-Rosen)

« Multiprotocol BGP-based MVPNs (also referred to as next-generation)
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Next-generation MVPNs constitute the next evolution after the Draft-Rosen MVPN and

provide a simpler solution for administrators who want to configure multicast over Layer
3 VPNSs. A Draft-Rosen MVPN uses Protocol Independent Multicast (PIM) for customer

multicast (C-multicast) signaling, and a next-generation MVPN uses BGP for C-multicast
signaling.

Multipath routing in an MVPN is applied to make data forwarding more robust against
network failures and to minimize shared backup capacities when resilience against
network failures is required.

By default, PIM join messages are sent toward a source based on the reverse path
forwarding (RPF) routing table check. If there is more than one equal-cost path toward
the source [S, G] or rendezvous point (RP) [* G], then one upstream interface is used
to send the join messages. The upstream path can be:

. Asingle active external BGP (EBGP) path when both EBGP and internal BGP (IBGP)
paths are present.

« Asingle active IBGP path when there is no EBGP path present.

With the introduction of the multipath PIM join load-balancing feature, customer PIM
(C-PIM) join messages are load-balanced in the following ways:

« Inthe case of a Draft-Rosen MVPN, unequal EBGP and IBGP paths are utilized.
« Inthe case of next-generation MVPN:
- Available IBGP paths are utilized when no EBGP path is present.
- Available EBGP paths are utilized when both EBGP and IBGP paths are present.

This feature is applicable to IPv4 C-PIM join messages over the Layer 3 MVPN service.

By default, a customer source (C-S) or a customer RP (C-RP) is considered remote if
the active rt_entry is a secondary route and the primary route is present in a different
routing instance. Such determination is being done without taking into consideration the
(C-%G) or (C-S,G) state for which the check is being performed. The multipath PIM join
load-balancing feature determines if a source (or RP) is remote by taking into account
the associated (C-*G) or (C-S,G) state.

When the provider network does not have provider edge (PE) routers with the multipath
PIMjoin load-balancing feature enabled, hash-based join load balancing is used. Although
the decision to configure this feature does not impact PIM or overall system performance,
network performance can be affected temporarily, if the feature is not enabled.

With hash-based join load balancing, adding new PE routers to the candidate upstream
toward the C-S or C-RP results in C-PIM join messages being redistributed to new
upstream paths. If the number of join messages is large, network performance isimpacted
because of join messages being sent to the new RPF neighbor and prune messages being
sent to the old RPF neighbor. In next-generation MVPN, this results in BGP C-multicast
data messages being withdrawn from old upstream paths and advertised on new
upstream paths, impacting network performance.
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InFigure 27 on page 176, PETand PE2 are the upstream PE routers. Router PE1learns route
Source from EBGP and IBGP peers—the customer edge CE1 router and the PE2 router,
respectively.

Figure 27: PIM Join Load Balancing
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« If the PE routers run the Draft-Rosen MVPN, the PE1 router distributes C-PIM join
messages between the EBGP path to the CE1 router and the IBGP path to the PE2
router. The join messages on the IBGP path are sent over a multicast tunnel interface
through which the PE routers establish C-PIM adjacency with each other.

If a PE router loses one or all EBGP paths toward the source (or RP), the C-PIM join
messages that were previously using the EBGP path are moved to a multicast tunnel
interface, and the RPF neighbor on the multicast tunnel interface is selected based on
a hash mechanism.

On discovering the first EBGP path toward the source (or RP), only new join messages
get load-balanced across EBGP and IBGP paths, whereas the existing join messages
on the multicast tunnel interface remain unaffected.

« If the PE routers run the next-generation MVPN, the PE1 router sends C-PIM join
messages directly to the CE1 router over the EBGP path. There is no C-PIM adjacency
between the PE1 and PE2 routers. Router PE3 distributes the C-PIM join messages
between the two IBGP paths to PET1 and PE2. The Bytewise-XOR hash algorithmis
used to send the C-multicast data according to Internet draft
draft-ietf-13vpn-2547bis-mcast-bgp, BGP Encodings and Procedures for Multicast in
MPLS/BGP IP VPNs.
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Because the multipath PIM join load-balancing feature in a Draft-Rosen MVPN utilizes
unequal EBGP and IBGP paths to the destination, loops can be created when forwarding
unicast packets to the destination. To avoid or break such loops:

« Traffic arriving from a core or master instance should not be forwarded back to the
core facing interfaces.

« Asingle multicast tunnel interface should either be selected as the upstream interface
or the downstream interface.

« Anupstream or downstream multicast tunnel interface should point to a non-multicast
tunnel interface.

As a result of the loop avoidance mechanism, join messages arriving from an EBGP path
get load-balanced across EIBGP paths as expected, whereas join messages from an
IBGP path are constrained to choose the EBGP path only.

InFigure 27 on page 176, if the CE2 host sends unicast data traffic to the CE1 host, the PEI1
router could send the multicast flow to the PE2 router over the MPLS core due to traffic
load balancing. A data forwarding loop is prevented by ensuring that PE2 does not forward
traffic back on the MPLS core because of the load-balancing algorithm.

In the case of C-PIM join messages, assuming that both the CE2 host and the CE3 host
are interested in receiving traffic from the source (S, G), and if both PE1 and PE2 choose
each other as the RPF neighbor toward the source, then a multicast tree cannot be formed
completely. This feature implements mechanisms to prevent such join loops in the
multicast control plane in a Draft-Rosen MVPN scenario.

NOTE:

e Disruption of multicast traffic or creation of join loops can occur, resulting in
a multicast distribution tree (MDT) not being formed properly due to one of
the following reasons:

« During a graceful Routing Engine switchover (GRES), the EIBGP path
selection for C-PIM join messages can vary, because the upstream interface
selection is performed again for the new Routing Engine based on the join
messages it receives from the CE and PE neighbors. This can lead to
disruption of multicast traffic depending on the number of join messages
received and the load on the network at the time of the graceful restart.
However, nonstop active routing (NSR) is not supported and has noimpact
on the multicast traffic in a Draft-Rosen MVPN scenario.

« Any PE router in the provider network is running another vendor’s
implementation that does not apply the same hashing algorithm
implemented in this feature.

« The multipath PIM join load-balancing feature has not been configured
properly.

Related . Use Case for PIM Join Load Balancing
Documentation
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« Example: Configuring PIM Join Load Balancing on Draft-Rosen Multicast VPN on page 178

. Example: Configuring PIM Join Load Balancing On Next-Generation Multicast VPN on
page 186

Example: Configuring PIM Join Load Balancing on Draft-Rosen Multicast VPN

Requirements

This example shows how to configure multipath routing for external and internal virtual
private network (VPN) routes with uneqgual interior gateway protocol (IGP) metrics, and
Protocol Independent Multicast (PIM) join load balancing on provider edge (PE) routers
running Draft-Rosen multicast VPN (MVPN). This feature allows customer PIM (C-PIM)
join messages to be load-balanced across external and internal BGP (EIBGP) upstream
paths when the PE router has both external BGP (EBGP) and internal BGP (IBGP) paths
toward the source or rendezvous point (RP).

« Requirements on page 178
« Overview and Topology on page 178
« Configuration on page 182

« Verification on page 185

This example requires the following hardware and software components:

« Three routers that can be a combination of M Series Multiservice Edge Routers, MX
Series 3D Universal Edge Routers, or T Series Core Routers.

« Junos OS Release 12.1 or later running on all the devices.
Before you begin:

1. Configure the device interfaces.
2. Configure the following routing protocols on all PE routers:
« OSPF
« MPLS
. LDP
- PIM
. BGP

3. Configure a multicast VPN.

Overview and Topology

Junos OS Release 12.1 and later support multipath configuration along with PIM join load
balancing. This allows C-PIM join messages to be load-balanced across unequal EIBGP
routes, if a PE router has EBGP and IBGP paths toward the source (or RP). In previous
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Copyright © 2013, Juniper Networks, Inc.



Chapter 4: Protocol-Independent Multicast

releases, only the active EBGP path was used to send the join messages. This feature is
applicable to IPv4 C-PIM join messages.

During load balancing, if a PE router loses one or more EBGP paths toward the source
(or RP), the C-PIM join messages that were previously using the EBGP path are moved
to a multicast tunnel interface, and the reverse path forwarding (RPF) neighbor on the
multicast tunnel interface is selected based on a hash mechanism.

Ondiscovering the first EBGP path toward the source (or RP), only the new join messages
get load-balanced across EIBGP paths, whereas the existing join messages on the
multicast tunnel interface remain unaffected.

Though the primary goal for multipath PIM join load balancing is to utilize unequal EIBGP
paths for multicast traffic, potential join loops can be avoided if a PE router chooses only
the EBGP path when there are one or more join messages for different groups from a
remote PE router. If the remote PE router’s join message arrives after the PE router has
already chosen IBGP as the upstream path, then the potential loops can be broken by
changing the selected upstream path to EBGP.

0 NOTE: During a graceful Routing Engine switchover (GRES), the EIBGP path
selection for C-PIM join messages can vary, because the upstream interface
selection is performed again for the new Routing Engine based on the join
messages it receives from the CE and PE neighbors. This can lead to disruption
of multicast traffic depending on the number of join messages received and
the load on the network at the time of the graceful restart. However, the
nonstop active routing feature is not supported and has no impact on the
multicast traffic in a Draft-Rosen MVPN scenario.

In this example, PE1 and PE2 are the upstream PE routers for which the multipath PIM
join load-balancing feature is configured. Routers PET and PE2 have one EBGP path and
one IBGP path each toward the source. The Source and Receiver attached to customer
edge (CE) routers are Free BSD hosts.

On PE routers that have EIBGP paths toward the source (or RP), such as PET1 and PE2,
PIM join load balancing is performed as follows:

1. The existing join-count-based load balancing is performed such that the algorithm
first selects the least loaded C-PIM interface. If there is equal or no load on all the
C-PIM interfaces, the join messages get distributed equally across the available
upstream interfaces.

In Figure 28 on page 182, if the PE1 router receives PIM join messages from the CE2
router, and if there is equal or no load on both the EBGP and IBGP paths toward the
source, the join messages get load-balanced on the EIBGP paths.

2. If the selected least loaded interface is a multicast tunnel interface, then there can
be a potential join loop if the downstream list of the customer join (C-join) message
already contains the multicast tunnel interface. In such a case, the least loaded
interface among EBGP paths is selected as the upstream interface for the C-join
message.
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Assuming that the IBGP pathis the least loaded, the PE1 router sends the join messages
to PE2 using the IBGP path. If PIM join messages from the PE3 router arrive on PET,
then the downstream list of the C-join messages for PE3 already contains a multicast
tunnel interface, which can lead to a potential join loop, because both the upstream
and downstream interfaces are multicast tunnel interfaces. In this case, PE1 uses only
the EBGP path to send the join messages.

3. Ifthe selected least loaded interface is a multicast tunnel interface and the multicast
tunnelinterface is not present in the downstream list of the C-join messages, the loop
prevention mechanism is not necessary. If any PE router has already advertised data
multicast distribution tree (MDT) type, length, and values (TLVs), that PE router is
selected as the upstream neighbor.

When the PE1router sends the join messages to PE2 using the least loaded IBGP path,
and if PE3 sends its join messages to PE2, no join loop is created.

4. If nodata MDT TLV corresponds to the C-join message, the least loaded neighbor on
a multicast tunnel interface is selected as the upstream interface.

On PE routers that have only IBGP paths toward the source (or RP), such as PE3, PIM
join load balancing is performed as follows:

1. The PE router only finds a multicast tunnel interface as the RPF interface, and load
balancing is done across the C-PIM neighbors on a multicast tunnel interface.

Router PE3 load-balances PIM join messages received from the CE4 router across
the IBGP paths to the PE1 and PE2 routers.

2. If any PE router has already advertised data MDT TLVs corresponding to the C-join
messages, that PE router is selected as the RPF neighbor.

For a particular C-multicast flow, at least one of the PE routers having EIBGP paths
toward the source (or RP) must use only the EBGP path to avoid or break join loops. As
a result of the loop avoidance mechanism, a PE router is constrained to choose among
EIBGP paths when a multicast tunnel interface is already present in the downstream list.

In Figure 28 on page 182, assuming that the CE2 host is interested in receiving traffic from
the Source and CE2 initiates multiple PIM join messages for different groups (Group 1
with group address 225.1.1.1, and Group 2 with group address 225.1.1.2), the join messages
for both groups arrive on the PE1 router.

Router PET then equally distributes the join messages between the EIBGP paths toward
the Source. Assuming that Group 1join messages are sent to the CE1 router directly using
the EBGP path, and Group 2 join messages are sent to the PE2 router using the IBGP
path, PE1 and PE2 become the RPF neighbors for Group 1and Group 2 join messasges,
respectively.

When the CE3 router initiates Group 1and Group 2 PIM join messages, the join messages
for both groups arrive on the PE2 router. Router PE2 then equally distributes the join
messages between the EIBGP paths toward the Source. Since PE2 is the RPF neighbor
for Group 2 join messages, it sends the Group 2 join messages directly to the CE1 router
using the EBGP path. Group 1 join messages are sent to the PET router using the IBGP
path.
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However, if the CE4 router initiates multiple Group 1and Group 2 PIM join messages, there
is no control over how these join messages received on the PE3 router get distributed to
reach the Source. The selection of the RPF neighbor by PE3 can affect PIM join load
balancing on EIBGP paths.

. If PE3 sends Group 1join messages to PE1 and Group 2 join messages to PE2, there is
no change in RPF neighbor. As a result, no join loops are created.

« If PE3 sends Group 1join messages to PE2 and Group 2 join messages to PE]1, there is
a change in the RPF neighbor for the different groups resulting in the creation of join
loops. To avoid potential join loops, PE1 and PE2 do not consider IBGP paths to send
the join messages received from the PE3 router. Instead, the join messages are sent
directly to the CET router using only the EBGP path.

The loop avoidance mechanism in a Draft-Rosen MVPN has the following limitations:

. Because the timing of arrival of join messages on remote PE routers determines the
distribution of join messages, the distribution could be sub-optimal in terms of join
count.

« Because join loops cannot be avoided and can occur due to the timing of join messages,
the subsequent RPF interface change leads to loss of multicast traffic. This can be
avoided by implementing the PIM make-before-break feature.

The PIM make-before-break feature is an approach to detect and break C-PIM join
loops in a Draft-Rosen MVPN. The C-PIM join messages are sent to the new RPF
neighbor after establishing the PIM neighbor relationship, but before updating the
related multicast forwarding entry. Though the upstream RPF neighbor would have
updated its multicast forwarding entry and started sending the multicast traffic
downstream, the downstream router does not forward the multicast traffic (because
of RPF check failure) until the multicast forwarding entry is updated with the new RPF
neighbor. This helps to ensure that the multicast traffic is available on the new path
before switching the RPF interface of the multicast forwarding entry.
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Figure 28: PIM Join Load Balancing on Draft-Rosen MVPN
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Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

PE1 set routing-instances vpnl instance-type vrf
set routing-instances vpnl interface ge-5/0/4.0
set routing-instances vpnl interface ge-5/2/0.0
set routing-instances vpnl interface lo0.1
set routing-instances vpnl route-distinguisher 1:1
set routing-instances vpnl vrf-target target:1:1
set routing-instances vpn1 routing-options multipath vpn-unequal-cost
equal-external-internal
set routing-instances vpn1 protocols bgp export direct
set routing-instances vpnl protocols bgp group bgp type external
set routing-instances vpnl protocols bgp group bgp local-address 44.44.44.1
set routing-instances vpn1 protocols bgp group bgp family inet unicast
set routing-instances vpnl protocols bgp group bgp neighbor 44.44.44.2 peer-as 3
set routing-instances vpn1 protocols bgp group bgp1 type external
set routing-instances vpn1 protocols bgp group bgp1 local-address 11.11.11.1
set routing-instances vpnl protocols bgp group bgp1 family inet unicast
set routing-instances vpnl protocols bgp group bgp1 neighbor 11.11.11.2 peer-as 4
set routing-instances vpnl protocols pim vpn-group-address 224.1.1.1
set routing-instances vpn1 protocols pim rp static address 10.255.8.168
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set routing-instances vpnl protocols pim interface all
set routing-instances vpnl protocols pim join-load-balance

PE2 set routing-instances vpnl instance-type vrf
set routing-instances vpnl interface ge-2/0/3.0
set routing-instances vpnl interface ge-4/0/5.0
set routing-instances vpnl interface lo0.1
set routing-instances vpnl route-distinguisher 2:2
set routing-instances vpnl vrf-target target:1:1
set routing-instances vpnl routing-options multipath vpn-unequal-cost
equal-external-internal
set routing-instances vpnl protocols bgp export direct
set routing-instances vpnl protocols bgp group bgpl type external
set routing-instances vpnl protocols bgp group bgpl local-address 10.90.10.1
set routing-instances vpn1 protocols bgp group bgp1 family inet unicast
set routing-instances vpnl protocols bgp group bgp1 neighbor 10.90.10.2 peer-as 45
set routing-instances vpn1 protocols bgp group bgp type external
set routing-instances vpnl protocols bgp group bgp local-address 10.50.10.2
set routing-instances vpn1 protocols bgp group bgp family inet unicast
set routing-instances vpnl protocols bgp group bgp neighbor 10.50.10.1 peer-as 4
set routing-instances vpnl protocols pim vpn-group-address 224.1.1.1
set routing-instances vpn1 protocols pim rp static address 10.255.8.168
set routing-instances vpn1 protocols pim interface all
set routing-instances vpnl protocols pim join-load-balance

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode. To configure the PE1 router:

domain, after modifying the appropriate interface names, addresses, and
any other parameters for each router.

1. Configure a VPN routing and forwarding (VRF) instance.

[edit routing-instances vpn1]
user@PET# set instance-type vrf
user@PET# set interface ge-5/0/4.0
user@PET# set interface ge-5/2/0.0
user@PE1# set interface l00.1
user@PET# set route-distinguisher 1:1
user@PET# set vrf-target target:1:1

2. Enable protocol-independent load balancing for the VRF instance.

[edit routing-instances vpnl]
user@PE1# set routing-options multipath vpn-unequal-cost equal-external-internal

3.  Configure BGP groups and neighbors to enable PE to CE routing.

[edit routing-instances vpnl protocols]

user@PET# set bgp export direct

user@PET# set bgp group bgp type external
user@PET# set bgp group bgp local-address 44.44.44.1
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user@PET# set bgp group bgp family inet unicast
user@PET# set bgp group bgp neighbor 44.44.44.2 peer-as 3
user@PET# set bgp group bgp1 type external

user@PET# set bgp group bgp1 local-address 11.11.11.1
user@PET# set bgp group bgp1 family inet unicast
user@PET# set bgp group bgp1 neighbor 11.11.11.2 peer-as 4

4,  Configure PIM to enable PE to CE multicast routing.

[edit routing-instances vpn1 protocols]
user@PET# set pim vpn-group-address 224.1.1.1
user@PE1# set pim rp static address 10.255.8.168

5. Enable PIM on all network interfaces.

[edit routing-instances vpn1 protocols]
user@PET# set pim interface all

6. Enable PIM join load balancing for the VRF instance.

[edit routing-instances vpnl protocols]
user@PET# set pim join-load-balance

Results From configuration mode, confirm your configuration by entering the show
routing-instances command. If the output does not display the intended configuration,
repeat the instructions in this example to correct the configuration.

routing-instances {
vpnl {
instance-type vrf;
interface ge-5/0/4.0;
interface ge-5/2/0.0;
interface lo0Q.1;
route-distinguisher 1:1;
vrf-target target:1:7;
routing-options {
multipath {
vpn-unequal-cost equal-external-internal;
1
}
protocols {
bgp {
export direct;
group bgp {
type external;
local-address 44.44.44.7;
family inet {
unicast;
}
neighbor 44.44.44.2 {
peer-as 3;
}
1
group bgp1 {
type external;
local-address 11.11.11.7;
family inet {
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Verification

Purpose

Action

unicast;
}
neighbor 11.11.11.2 {
peer-as 4;
}
1
1
pim {
vpn-group-address 224.1.1.7;
rp{
static {
address 10.255.8.168;
}
1
interface all;
join-load-balance;
}
}
1
1

If you are done configuring the device, enter commit from configuration mode.

Confirm that the configuration is working properly.

« Verifying PIM Join Load Balancing for Different Groups of Join Messages on page 185

Verifying PIM Join Load Balancing for Different Groups of Join Messages

Verify PIM join load balancing for the different groups of join messages received on the

PE1 router.

From operational mode, run the show pim join instance extensive command.

user@PE1> show pim join instance extensive

Instance: PIM.vpnl Family: INET

R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 225.1.1.1
Source: *
RP: 10.255.8.168
Flags: sparse,rptree,wildcard

Upstream interface: ge-5/2/0.1

Upstream neighbor: 10.10.10.2

Upstream state: Join to RP

Downstream neighbors:
Interface: ge-5/0/4.0

10.40.10.2 State: Join Flags: SRW Timeout: 207

Group: 225.1.1.2
Source: *
RP: 10.255.8.168
Flags: sparse,rptree,wildcard

Upstream interface: mt-5/0/10.32768

Upstream neighbor: 19.19.19.19
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Upstream state: Join to RP
Downstream neighbors:
Interface: ge-5/0/4.0
10.40.10.2 State: Join Flags: SRW Timeout: 207

Group: 225.1.1.3
Source: *
RP: 10.255.8.168
Flags: sparse,rptree,wildcard
Upstream interface: ge-5/2/0.1
Upstream neighbor: 10.10.10.2
Upstream state: Join to RP
Downstream neighbors:
Interface: ge-5/0/4.0
10.40.10.2 State: Join Flags: SRW Timeout: 207

Group: 225.1.1.4
Source: *
RP: 10.255.8.168
Flags: sparse,rptree,wildcard
Upstream interface: mt-5/0/10.32768
Upstream neighbor: 19.19.19.19
Upstream state: Join to RP
Downstream neighbors:
Interface: ge-5/0/4.0
10.40.10.2 State: Join Flags: SRW Timeout: 207

Meaning The output shows how the PET1 router has load-balanced the C-PIM join messages for
four different groups.

« For Group 1 (group address: 225.1.1.1) and Group 3 (group address: 225.1.1.3) join
messages, the PET router has selected the EBGP path toward the CE1 router to send
the join messages.

« For Group 2 (group address: 225.1.1.2) and Group 4 (group address: 225.1.1.4) join
messages, the PET router has selected the IBGP path toward the PE2 router to send
the join messages.

Related . PIM Join Load Balancing on Multipath MVPN Routes Overview on page 174

Documentation . Example: Configuring PIM Join Load Balancing On Next-Generation Multicast VPN on

page 186

Example: Configuring PIM Join Load Balancing On Next-Generation Multicast VPN

This example shows how to configure multipath routing for external and internal virtual
private network (VPN) routes with unequal interior gateway protocol (IGP) metrics and
Protocol Independent Multicast (PIM) join load balancing on provider edge (PE) routers
running next-generation multicast VPN (MVPN). This feature allows customer PIM
(C-PIM) join messages to be load-balanced across available internal BGP (IBGP)
upstream paths when there is no external BGP (EBGP) path present, and across available

186 Copyright © 2013, Juniper Networks, Inc.



Chapter 4: Protocol-Independent Multicast

EBGP upstream paths when external and internal BGP (EIBGP) paths are present toward
the source or rendezvous point (RP).

« Requirements on page 187
« Overview and Topology on page 187
« Configuration on page 190

« Verification on page 194

Requirements

This example uses the following hardware and software components:

. Three routers that can be a combination of M Series, MX Series, or T Series routers.

« Junos OS Release 12.1 running on all the devices.
Before you begin:

1. Configure the device interfaces.
2. Configure the following routing protocols on all PE routers:
. OSPF
« MPLS
. LDP
- PIM
. BGP

3. Configure a multicast VPN.

Overview and Topology

Junos OS Release 12.1 and later support multipath configuration along with PIM join load
balancing. This allows C-PIM join messages to be load-balanced across all available
IBGP paths when there are only IBGP paths present, and across all available upstream
EBGP paths when EIBGP paths are present toward the source (or RP). Unlike Draft-Rosen
MVPN, next-generation MVPN does not utilize unequal EIBGP paths to send C-PIM join
messages. This feature is applicable to IPv4 C-PIM join messages.

By default, only one active IBGP path is used to send the C-PIM join messages for a PE
router having only IBGP paths toward the source (or RP). When there are EIBGP upstream
paths present, only one active EBGP path is used to send the join messages.
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In a next-generation MVPN, C-PIM join messages are translated into (or encoded as)
BGP customer multicast (C-multicast) MVPN routes and advertised with the BGP
MCAST-VPN address family toward the sender PE routers. A PE router originates a
C-multicast MVPN route in response to receiving a C-PIM join message through its PE
router to customer edge (CE) router interface. The two types of C-multicast MVPN routes
are:

« Shared tree join route (C-* C-G)
- Originated by receiver PE routers.

- Originated when a PE router receives a shared tree C-PIM join message through its
PE-CE router interface.

« Source tree join route (C-S, C-G)
- Originated by receiver PE routers.

- Originated when a PE router receives a source tree C-PIM join message (C-S, C-G),
or originated by the PE router that already has a shared tree join route and receives
a source active autodiscovery route.

The upstream path in a next-generation MVPN is selected using the Bytewise-XOR
hash algorithm as specified in Internet draft draft-ietf-l3vpn-2547bis-mcast, Multicast
in MPLS/BGP IP VPNs. The hash algorithm is performed as follows:

1. The PE routers in the candidate set are numbered from lower to higher IP address,
starting from O.

2. A bytewise exclusive-or of all the bytes is performed on the C-root (source) and
the C-G (group) address.

3. Theresult is taken modulo n, where n is the number of PE routers in the candidate
set. Theresult is N.

4. Nrepresents the IP address of the upstream PE router as numbered in Step 1.

During load balancing, if a PE router with one or more upstream IBGP paths toward the
source (or RP) discovers a new IBGP path toward the same source (or RP), the C-PIM
join messages distributed among previously existing IBGP paths get redistributed due to
the change in the candidate PE router set.

In this example, PE1, PE2, and PE3 are the PE routers that have the multipath PIM join
load-balancing feature configured. Router PE1 has two EBGP paths and one IBGP
upstream path, PE2 has one EBGP path and one IBGP upstream path, and PE3 has two
IBGP upstream paths toward the Source. Router CE4 is the customer edge (CE) router
attached to PE3. Source and Receiver are the Free BSD hosts.

On PE routers that have EIBGP paths toward the source (or RP), such as PE1 and PE2,
PIM join load balancing is performed as follows:

1. The C-PIM join messages are sent using EBGP paths only. IBGP paths are not used to
propagate the join messages.
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InFigure 29 on page 190, the PE1 router distributes the join messages between the two
EBGP paths to the CE1 router, and PE2 uses the EBGP path to CE1to send the join
messages.

2. If a PE router loses one or more EBGP paths toward the source (or RP), the RPF
neighbor on the multicast tunnel interface is selected based on a hash mechanism.

On discovering the first EBGP path, only new join messages get load-balanced across
available EBGP paths, whereas the existing join messages on the multicast tunnel
interface are not redistributed.

If the EBGP path from the PE2 router to the CE1 router goes down, PE2 sends the join
messages to PE1 using the IBGP path. When the EBGP path to CE1 is restored, only
new join messages that arrive on PE2 use the restored EBGP path, whereas join
messages already sent on the IBGP path are not redistributed.

On PE routers that have only IBGP paths toward the source (or RP), such as the PE3
router, PIM join load balancing is performed as follows:

1. The C-PIM join messages from CE routers get load-balanced only as BGP C-multicast
data messages among IBGP paths.

In Figure 29 on page 190, assuming that the CE4 host is interested in receiving traffic
from the Source, and CE4 initiates source join messages for different groups (Group
1[C-S,C-G1] and Group 2 [C-5,C-G2]), the source join messages arrive on the PE3
router.

Router PE3 then uses the Bytewise-XOR hash algorithm to select the upstream PE
router to send the C-multicast data for each group. The algorithm first numbers the
upstream PE routers from lower to higher IP address starting from 0.

Assuming that Router PE1 router is numbered 0 and Router PE2 is 1, and the hash
result for Group 1and Group 2 join messages is 0 and 1, respectively, the PE3 router
selects PE1 as the upstream PE router to send Group 1join messages, and PE2 as the
upstream PE router to send the Group 2 join messages to the Source.

2. The shared join messages for different groups [C-*C-G] are also treated in a similar
way to reach the destination.
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Figure 29: PIM Join Load Balancing on Next-Generation MVPN
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Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

PE1 set routing-instances vpnl instance-type vrf

set routing-instances vpnlinterface ge-3/0/1.0

set routing-instances vpnl interface ge-3/3/2.0

set routing-instances vpnl interface lo0.1

set routing-instances vpnl route-distinguisher 1:1

set routing-instances vpnl provider-tunnel rsvp-te label-switched-path-template
default-template

set routing-instances vpn1 vrf-target target:1:1

set routing-instances vpn1 vrf-table-label

set routing-instances vpnl routing-options multipath vpn-unequal-cost
equal-external-internal

set routing-instances vpnl protocols bgp export direct

set routing-instances vpn1 protocols bgp group bgp type external

set routing-instances vpnl protocols bgp group bgp local-address 10.40.10.1

set routing-instances vpn1 protocols bgp group bgp family inet unicast

set routing-instances vpnl protocols bgp group bgp neighbor 10.40.10.2 peer-as 3

set routing-instances vpnl protocols bgp group bgp1 type external

set routing-instances vpnl protocols bgp group bgpl local-address 10.10.10.1

set routing-instances vpnl protocols bgp group bgp1 family inet unicast
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set routing-instances vpnl protocols bgp group bgpl neighbor 10.10.10.2 peer-as 3

set routing-instances vpnl protocols pim rp static address 10.255.10.119

set routing-instances vpn1 protocols pim interface all

set routing-instances vpnl protocols pim join-load-balance

set routing-instances vpnl protocols mvpn mvpn-mode rpt-spt

set routing-instances vpn1 protocols mvpn mvpn-join-load-balance bytewise-xor-hash

PE2 set routing-instances vpnlinstance-type vrf

set routing-instances vpnl interface ge-1/0/9.0

set routing-instances vpnl interface lo0.1

set routing-instances vpn1 route-distinguisher 2:2

set routing-instances vpnl provider-tunnel rsvp-te label-switched-path-template
default-template

set routing-instances vpn1 vrf-target target:1:1

set routing-instances vpn1 vrf-table-label

set routing-instances vpnl routing-options multipath vpn-unequal-cost
equal-external-internal

set routing-instances vpnl protocols bgp export direct

set routing-instances vpnl protocols bgp group bgp local-address 10.50.10.2

set routing-instances vpn1 protocols bgp group bgp family inet unicast

set routing-instances vpnl protocols bgp group bgp neighbor 10.50.10.1 peer-as 3

set routing-instances vpnl protocols pim rp static address 10.255.10.119

set routing-instances vpn1 protocols pim interface all

set routing-instances vpnl protocols mvpn mvpn-mode rpt-spt

set routing-instances vpnl protocols mvpn mvpn-join-load-balance bytewise-xor-hash

PE3 set routing-instances vpnl instance-type vrf

set routing-instances vpnl interface ge-0/0/8.0

set routing-instances vpnl interface l00.1

set routing-instances vpnl route-distinguisher 3:3

set routing-instances vpnl provider-tunnel rsvp-te label-switched-path-template
default-template

set routing-instances vpnl vrf-target target:1:1

set routing-instances vpnl vrf-table-label

set routing-instances vpnl routing-options multipath vpn-unequal-cost
equal-external-internal

set routing-instances vpn1 routing-options autonomous-system 1

set routing-instances vpnl protocols bgp export direct

set routing-instances vpnl protocols bgp group bgp type external

set routing-instances vpnl protocols bgp group bgp local-address 10.80.10.1

set routing-instances vpn1 protocols bgp group bgp family inet unicast

set routing-instances vpnl protocols bgp group bgp neighbor 10.80.10.2 peer-as 2

set routing-instances vpnl protocols pim rp static address 10.255.10.119

set routing-instances vpn1 protocols pim interface all

set routing-instances vpn1 protocols mvpn mvpn-mode rpt-spt

set routing-instances vpn1 protocols mvpn mvpn-join-load-balance bytewise-xor-hash
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Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode. To configure the PE1 router:

domain, after modifying the appropriate interface names, addresses, and
any other parameters for each router.

1. Configure a VPN routing forwarding (VRF) routing instance.

[edit routing-instances vpn1]

user@PET# set instance-type vrf

user@PET# set interface ge-3/0/1.0

user@PET# set interface ge-3/3/2.0

user@PET# set interface l00.1

user@PET# set route-distinguisher 1:1

user@PE1# set provider-tunnel rsvp-te label-switched-path-template
default-template

user@PET# set vrf-target target:1:1

user@PET# set vrf-table-label

2. Enable protocol-independent load balancing for the VRF instance.

[edit routing-instances vpnl]
user@PE1# set routing-options multipath vpn-unequal-cost equal-external-internal

3.  Configure BGP groups and neighbors to enable PE to CE routing.

[edit routing-instances vpn1 protocols]

user@PET# set bgp export direct

user@PE1# set bgp group bgp type external

user@PET# set bgp group bgp local-address 10.40.10.1
user@PET# set bgp group bgp family inet unicast
user@PET# set bgp group bgp neighbor 10.40.10.2 peer-as 3
user@PET# set bgp group bgp1 type external

user@PET# set bgp group bgp1 local-address 10.10.10.1
user@PET# set bgp group bgp1 family inet unicast
user@PET# set bgp group bgp1 neighbor 10.10.10.2 peer-as 3

4,  Configure PIM to enable PE to CE multicast routing.

[edit routing-instances vpn1 protocols]
user@PET# set pim rp static address 10.255.10.119

5. Enable PIM on all network interfaces.

[edit routing-instances vpn1 protocols]
user@PET# set pim interface all

6. Enable PIM join load balancing for the VRF instance.

[edit routing-instances vpn1 protocols]
user@PE1# set pim join-load-balance

7. Configure the mode for C-PIM join messages to use rendezvous-point trees, and
switch to the shortest-path tree after the source is known.
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[edit routing-instances vpn1 protocols]
user@PE1# set mvpn mvpn-mode rpt-spt

8. Configure the VRF instance to use the Bytewise-XOR hash algorithm.

[edit routing-instances vpn1 protocols]

user@PE1# set mvpn mvpn-join-load-balance bytewise-xor-hash

Results

From configuration mode, confirm your configuration by entering the show
routing-instances command. If the output does not display the intended configuration,
repeat the instructions in this example to correct the configuration.

user@PET# show routing-instances

routing-
vpnl {

instances {

instance-type vrf;

interface ge-3/0/1.0;

interface ge-3/3/2.0;

interface l00.1;

route-distinguisher 1:1;

provider-tunnel {
rsvp-te {

}
}

label-switched-path-template {

default-template;

}

vrf-target target:1:1;

vrf-table-label;

routing-options {
multipath {

}
}

vpn-unequal-cost equal-external-internal;

protocols {
bgp {

export direct;
group bgp {
type external;
local-address 10.40.10.1;
family inet {
unicast;
}
neighbor 10.40.10.2 {
peer-as 3;
}
1
group bgpl {
type external,;
local-address 10.10.10.7;
family inet {
unicast;
}
neighbor 10.10.10.2 {
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peer-as 3;
}
1
1
pim {
o {
static {
address 10.255.10.119;
}
}
interface all;
join-load-balance;
1
mvpn {
mvpn-mode {
rpt-spt;
}
mvpn-join-load-balance {
bytewise-xor-hash;
1
}
1
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

« Verifying MVPN C-Multicast Route Information for Different Groups of Join
Messages on page 194

Verifying MVPN C-Multicast Route Information for Different Groups of Join

Messages

Purpose Verify MVPN C-multicast route information for different groups of join messages received
on the PE3 router.
Action From operational mode, run the show mvpn c-multicast command.

user@PE3> show mvpn c-multicast

MVPN instance:

Legend for provider tunnel

I1-P-tnl —- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)

DS -- derived from (*, c-g) RM -- remote VPN route

Family : INET

Instance : vpnl
MVPN Mode : RPT-SPT
C-mcast IPv4 (S:G) Ptnl St
0.0.0.0/0:225.1.1.1/32 RSVP-TE P2MP:10.255.10.2, 5834,10.255.10.2
4.4.4.2/32:225.1.1.1/32 RSVP-TE P2MP:10.255.10.2, 5834,10.255.10.2
0.0.0.0/0:225.1.1.2/32 RSVP-TE P2MP:10.255.10.14, 47575,10.255.10.14
4.4.4.2/32:225.1.1.2/32 RSVP-TE P2MP:10.255.10.14, 47575,10.255.10.14
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Meaning The output shows how the PE3 router has load-balanced the C-multicast data for the
different groups.

. For source join messages (S,G):

o 4.4.4.2/32:225.1.1.1/32 (S,G1) toward the PET router (10.255.10.2 is the loopback
address of Router PET).

o 4.4.4.2/32:225.1.1.2/32 (5,G2) toward the PE2 router (10.255.10.14 is the loopback
address of Router PE2).

« For shared join messages (*G):

. 0.0.0.0/0:225.1.1.1/32 (*G1) toward the PE1 router (10.255.10.2 is the loopback
address of Router PET).

. 0.0.0.0/0:225.1.1.2/32 (*G2) toward the PE2 router (10.255.10.14 is the loopback
address of Router PE2).

Related . PIM Join Load Balancing on Multipath MVPN Routes Overview on page 174

D tati
ocumentation « Example: Configuring PIM Join Load Balancing on Draft-Rosen Multicast VPN on page 178

Example: Configuring PIM Make-Before-Break Join Load Balancing

« Understanding the PIM Automatic Make-Before-Break Join Load-Balancing
Feature on page 195

« Example: Configuring PIM Make-Before-Break Join Load Balancing on page 196

Understanding the PIM Automatic Make-Before-Break Join Load-Balancing Feature

The PIM automatic make-before-break (MBB) join load-balancing feature introduces
redistribution of PIM joins on equal-cost multipath (ECMP) links, with minimal disruption
of traffic, when an interface is added to an ECMP path.

The existing PIM join load-balancing feature enables distribution of joins across ECMP
links. In case of a link failure, the joins are redistributed among the remaining ECMP links,
and traffic is lost. The addition of an interface causes no change to this distribution of
joins unless the clear pim join-distribution command is used to load-balance the existing
joins to the new interface. If the PIM automatic MBB join load-balancing feature is
configured, this process takes place automatically.

The feature can be enabled by using the automatic statement at the [edit protocols pim
join-load-balance] hierarchy level. When a new neighbor is available, the time taken to
create a path to the neighbor (standby path) can be configured by using the
standby-path-creation-delay seconds statement at the [edit protocols pim] hierarchy
level. In the absence of this statement, the standby path is created immediately, and the
joins are redistributed as soon as the new neighbor is added to the network. For a join to
be moved to the standby path in the absence of traffic, the
idle-standby-path-switchover-delay seconds statement is configured at the [edit protocols
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pim] hierarchy level. In the absence of this statement, the join is not moved until traffic
is received on the standby path.

protocols {
pim {
join-load-balance {
automatic;
}
standby-path-creation-delay seconds;
idle-standby-path-switchover-delay seconds;
}
1

Example: Configuring PIM Make-Before-Break Join Load Balancing

This example shows how to configure the PIM make-before-break (MBB) join
load-balancing feature.

« Requirements on page 196

« Overview on page 196

« Configuration on page 197

» Verification on page 201

Requirements

This example uses the following hardware and software components:

« Three routers that can be a combination of M Series Multiservice Edge Routers (M120
and M320 only), MX Series 3D Universal Edge Routers, or T Series Core Routers (TX
Matrix and TX Matrix Plus only).

. Junos OS Release 12.2 or later.
Before you configure the MBB feature, be sure you have:

. Configured the device interfaces.

« Configured an interior gateway protocol (IGP) for both IPv4 and IPv6 routes on the
devices (for example, OSPF and OSPFv3).

« Configured multiple ECMP interfaces (logical tunnels) using VLANSs on any two routers
(for example, Routers R1and R2).

Overview

Junos OS provides a PIM automatic MBB join load-balancing feature to ensure that PIM
joins are evenly redistributed to all upstream PIM neighbors on an equal-cost multipath
(ECMP) path. When an interface is added to an ECMP path, MBB provides a switchover
to an alternate path with minimal traffic disruption.

Topology

In this example, three routers are connected in a linear manner between source and
receiver. An IGP protocol and PIM sparse mode are configured on all three routers. The
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source is connected to Router RO, and five interfaces are configured between Routers
R1and R2. The receiver is connected to Router R2, and PIM automatic MBB join load
balancing is configured on Router R2.

Figure 30 on page 197 shows the topology used in this example.

Figure 30: Configuring PIM Automatic MBB Join Load Balancing

RP
i
¥
F F =
SRC RCVR 1
ES

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

Router RO (Source) set protocols pim interface all mode sparse
set protocols pim interface all version 2
set protocols pim rp static address 10.255.12.34
set protocols pim rp static address abcd::10:255:12:34

Router R1 (RP) set protocols pim interface all mode sparse
set protocols pim interface all version 2
set protocols pim rp local family inet address 10.255.12.34
set protocols pim rp local family inet6 address abcd::10:255:12:34

Router R2 (Receiver) set protocols pim interface all mode sparse
set protocols pim interface all version 2
set protocols pim rp static address 10.255.12.34
set protocols pim rp static address abcd::10:255:12:34
set protocols mld interface ge-0/0/3 version 1
set protocols mld interface ge-0/0/3 static group ff05::e100:1 group-count 100
set protocols pim join load-balance automatic
set protocols pim standby-path-creation-delay 5
set protocols pim idle-standby-path-switchover-delay 10
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Step-by-Step
Procedure

Configuring PIM MBB Join Load Balancing

The following example requires that you navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure PIM MBB join load balancing across the setup:

1. Configure PIM sparse mode on all three routers.

[edit protocols pim interface all]
user@host# set mode sparse
user@host# set version 2

2. Configure Router R1 as the RP.

[edit protocols pim rp local]
user@R1# set family inet address 10.255.12.34
user@R1# set family inet6 address abcd::10:255:12:34

3.  Configure the RP static address on non-RP routers (RO and R2).

[edit protocols pimrp ]
user@host# set static address 10.255.12.34
user@host# set static address abcd::10:255:12:34

4. Configure the Multicast Listener Discovery (MLD) group for ECMP interfaces on
Router R2.

[edit protocols mld interface ge-0/0/3]
user@R2# set version 1
user@R2# set static group ff05::e100:1 group-count 100

5.  Configure the PIM MBB join load-balancing feature on the receiver router (Router
R2).

[edit protocols pim]

user@R2# set join load-balance automatic
user@R2# set standby-path-creation-delay 5
user@R2# set idle-standby-path-switchover-delay 10

Results

From configuration mode, confirm your configuration by entering the show protocols
command. If the output does not display the intended configuration, repeat the
instructions in this example to correct the configuration.

user@RO# show protocols
ospf {
area 0.0.0.0 {

interface l00.0;
interface ge-0/0/3.1;
interface ge-0/0/3.2;
interface ge-0/0/3.3;
interface ge-0/0/3.4;
interface ge-0/0/3.5;
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ospf3 {
area 0.0.0.0{
interface l00.0;
interface ge-0/0/3.1;
interface ge-0/0/3.2;
interface ge-0/0/3.3;
interface ge-0/0/3.4;
interface ge-0/0/3.5;
}
1
pim {
p{
static {
address 10.255.12.34;
address abcd::10:255:12:34;
}
}
interface all {
mode sparse;
version 2;
}
interface fxp0.0 {
disable;
}
interface ge-0/0/3.1;
interface ge-0/0/3.2;
interface ge-0/0/3.3;
interface ge-0/0/3.4;
interface ge-0/0/3.5;
1

user@R1# show protocols
ospf {
area 0.0.0.0 {
interface 100.0;
interface ge-0/0/3.1;
interface ge-0/0/3.2;
interface ge-0/0/3.3;
interface ge-0/0/3.4;
interface ge-0/0/3.5;
}
1
ospf3 {
area 0.0.0.0{
interface l00.0;
interface ge-0/0/3.1;
interface ge-0/0/3.2;
interface ge-0/0/3.3;
interface ge-0/0/3.4;
interface ge-0/0/3.5;
}
1
pim {
p{
local {
family inet {
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address 10.255.12.34;
1
family inet6 {
address abcd::10:255:12:34;
1
1
}
interface all {
mode sparse;
version 2;
}
interface fxp0.0 {
disable;
}
interface ge-0/0/3.1;
interface ge-0/0/3.2;
interface ge-0/0/3.3;
interface ge-0/0/3.4;
interface ge-0/0/3.5;
1

user@R2# show protocols
mld {
interface ge-0/0/3.1 {
version 1;
static {
group ff05::e100:1 {
group-count 100;
1
}
}
ospf {
area 0.0.0.0{
interface l00.0;
interface ge-1/0/71;
interface ge-1/0/7.2;
interface ge-1/0/7.3;
interface ge-1/0/7.4;
interface ge-1/0/7.5;
interface ge-0/0/3.1;
1
}
ospf3 {
area 0.0.0.0{
interface l00.0;
interface ge-1/0/7.1;
interface ge-1/0/7.2;
interface ge-1/0/7.3;
interface ge-1/0/7.4;
interface ge-1/0/7.5;
interface ge-0/0/3.1;
}
}
pim {
rp {
static {
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address 10.255.12.34;
address abcd::10:255:12:34;
}
1
interface all {
mode sparse;
version 2;
}
interface fxp0.0 {
disable;
}
interface ge-1/0/7.1;
interface ge-1/0/7.2;
interface ge-1/0/7.3;
interface ge-1/0/7.4;
interface ge-1/0/7.5;
interface ge-0/0/3.1;
join-load-balance {
automatic;
}
standby-path-creation-delay 5;
idle-standby-path-switchover-delay 10;

Verification

« Verifying Interface Configuration on page 201

« Verifying PIM on page 202

« Verifying the PIM Automatic MBB Join Load-Balancing Feature on page 204
Verifying Interface Configuration

Purpose Verify that the configured interfaces are functional.
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Action

Meaning

Purpose

Send100 (S,G) joins from the receiver to Router R2 . From the operational mode of Router
R2, run the show pim interfaces command.

user@R2> show pim interfaces

Stat = Status, V = Version, NbrCnt = Neighbor Count,

S = Sparse, D = Dense, B = Bidirectional,

DR = Designated Router, P2P = Point-to-point link,

Active = Bidirectional is active, NotCap = Not Bidirectional Capable

Name Stat Mode IP V State NbrCnt JoinCnt(sg/*g) DR address
ge-0/0/3.1 Up S 4 2 DR,NotCap O 0/0 70.0.0.1
ge-1/0/7.1 Up S 4 2 DR,NotCap 1 20/0 14.0.0.2
ge-1/0/7.2 Up S 4 2 DR,NotCap 1 20/0 14.0.0.6
ge-1/0/7.3 Up S 4 2 DR,NotCap 1 20/0 14.0.0.10
ge-1/0/7.4 Up S 4 2 DR,NotCap 1 20/0 14.0.0.14
ge-1/0/7.5 Up S 4 2 DR,NotCap 1 20/0 14.0.0.18

The output lists all the interfaces configured for use with the PIM protocol. The Stat field
indicates the current status of the interface. The DR address field lists the configured IP
addresses. All the interfaces are operational. If the output does not indicate that the
interfaces are operational, reconfigure the interfaces before proceeding.

All the configured interfaces are functional in the network.

Verifying PIM

Verify that PIM is operational in the configured network.
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Action From operational mode, enter the show pim statistics command.
user@R2> show pim statistics

PIM Message type Received Sent Rx errors
V2 Hello 5269
V2 Register 0
V2 Register Stop

V2 Join Prune

V2 Bootstrap

V2 Assert

V2 Graft

V2 Graft Ack

V2 Candidate RP

V2 State Refresh

V2 DF Election

V1 Query

V1 Register

V1 Register Stop

V1 Join Prune

V1 RP Reachability

V1 Assert

V1 Graft

V1 Graft Ack

AutoRP Announce
AutoRP Mapping

AutoRP Unknown type
Anycast Register
Anycast Register Stop

IN
)
al
w

[uy
~
4]
o o

[eNeNeNeNeNelNeolNeNelNeNoNolNolNolNolNeolNeoNolNoNoNol

el eNeoNeNeNeNolNeoNeNeolNolNoNoNolNolNolNe]

[eNeNeoNeNeNeNeNeNeoNeoNolNoNoNelNeoNeoNeolNoNoNolNolNolNe]
o
o

o
o

Global Statistics

Hello dropped on neighbor policy
Unknown type

V1 Unknown type

Unknown Version

Neighbor unknown

Bad Length

Bad Checksum

Bad Receive If

Rx Bad Data

Rx Intf disabled

Rx V1 Require V2

Rx V2 Require V1

Rx Register not RP

Rx Register no route

Rx Register no decap if

Null Register Timeout

RP Filtered Source

Rx Unknown Reg Stop

Rx Join/Prune no state

Rx Join/Prune on upstream if

Rx Join/Prune for invalid group
Rx Join/Prune messages dropped
Rx sparse join for dense group
Rx Graft/Graft Ack no state

Rx Graft on upstream if

Rx CRP not BSR

Rx BSR when BSR

Anycast Register Stop 0 0 0

[elelNelNeolNeNeolNeoNeNoNolNeoNeoNolNeoNolNolNeoNoNolNeNolNoleolNolNolNeoNol
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Meaning

Purpose

Action

The V2 Hello field lists the number of PIM hello messages sent and received. The V2 Join
Prune field lists the number of join messages sent before the join-prune-timeout value is
reached. If both values are nonzero, PIM is functional.

PIM is operational in the network.

Verifying the PIM Automatic MBB Join Load-Balancing Feature

Verify that the PIM automatic MBB join load-balancing feature works as configured.

To see the effect of the MBB feature on Router R2:

1.

Run the show pim interfaces operational mode command before disabling an
interface.

user@R2> show pim interfaces

Stat = Status, V = Version, NbrCnt = Neighbor Count,

S = Sparse, D = Dense, B = Bidirectional,

DR = Designated Router, P2P = Point-to-point link,

Active = Bidirectional is active, NotCap = Not Bidirectional Capable

Name Stat Mode IP V State NbrCnt JoinCnt(sg/*g) DR address
ge-0/0/3.1 Up S 4 2 DR,NotCap O 0/0 70.0.0.1
ge-1/0/7.1 Up S 4 2 DR,NotCap 1 20/0 14.0.0.2
ge-1/0/7.2 Up S 4 2 DR,NotCap 1 20/0 14.0.0.6
ge-1/0/7.3 Up S 4 2 DR,NotCap 1 20/0 14.0.0.10
ge-1/0/7.4 Up S 4 2 DR,NotCap 1 20/0 14.0.0.14
ge-1/0/7.5 Up S 4 2 DR,NotCap 1 20/0 14.0.0.18

The JoinCnt(sg/*g) field shows that the 100 joins are equally distributed among the
five interfaces.

Disable the ge-170/7.5 interface.

[edit]
user@R2# set interfaces ge-1/0/7.5 disable
user@R2# commit

Run the show pim interfaces command to check if load balancing of joins is taking
place.

user@R2> show pim interfaces

Stat = Status, V = Version, NbrCnt = Neighbor Count,

S = Sparse, D = Dense, B = Bidirectional,

DR = Designated Router, P2P = Point-to-point link,

Active = Bidirectional is active, NotCap = Not Bidirectional Capable

Name Stat Mode IP V State NbrCnt JoinCnt(sg/*g) DR address
ge-0/0/3.1 Up S 4 2 DR,NotCap O 0/0 70.0.0.1
ge-1/0/7.1 Up S 4 2 DR,NotCap 1 25/0 14.0.0.2
ge-1/0/7.2 Up S 4 2 DR,NotCap 1 25/0 14.0.0.6
ge-1/0/7.3 Up S 4 2 DR,NotCap 1 25/0 14.0.0.10
ge-1/0/7.4 Up S 4 2 DR,NotCap 1 25/0 14.0.0.14

The JoinCnt(sg/*g) field shows that the 100 joins are equally redistributed among the
four active interfaces.

4. Add the removed interface on Router R2.

[edit]
user@R2# delete interfaces ge-1/0/7.5 disable
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user@R2# commit

5. Run the show pim interfaces command to check if load balancing of joins is taking

place after enabling the inactive interface.

user@R2> show pim interfaces

Stat = Status, V = Version, NbrCnt = Neighbor Count,
S = Sparse, D = Dense, B = Bidirectional,

DR = Designated Router, P2P = Point-to-point link,

Active =
Name

ge-0/0/3.
ge-1/0/7.
ge-1/0/7.
ge-1/0/7.
ge-1/0/7.
ge-1/0/7.

Bidirectional is
Stat Mode

1
1
2
3
4
5

Up
Up
Up
Up
Up
Up

S

wununnon

N

1P V

4

NN

2

2
2
2
2
2

active, NotCap = Not Bidirectional
NbrCnt JoinCnt(sg/*g) DR

State

DR,NotCap
DR,NotCap
DR,NotCap
DR,NotCap
DR,NotCap
DR,NotCap

0

PR R R R

0/0

20/0
20/0
20/0
20/0
20/0

70.
14.
14.
14.
14.
14.

Capable
address

[eNeNeNeNeNe]

The JoinCnt(sg/*g) field shows that the 100 joins are equally distributed among the

five interfaces.

0 NOTE: This output should resemble the output in Step 1.

Meaning The PIM automatic MBB join load-balancing feature works as configured.

Example: Configuring PIM State Limits

« Controlling PIM Resources for Multicast VPNs Overview on page 205

« Example: Configuring PIM State Limits on page 208

Controlling PIM Resources for Multicast VPNs Overview

A service provider network must protect itself from potential attacks from misconfigured
or misbehaving customer edge (CE) devices and their associated VPN routing and
forwarding (VRF) routing instances. Misbehaving CE devices can potentially advertise a
large number of multicast routes toward a provider edge (PE) device, thereby consuming
memory on the PE device and using other system resources in the network that are

reserved for routes belonging to other VPNs.

To protect against potential misbehaving CE devices and VRF routing instances for
specific multicast VPNs (MVPNSs), you can control the following Protocol Independent
Multicast (PIM) resources:

« Limit the number of accepted PIM join messages for any-source groups (*G) and

source-specific groups (S,G).

Note how the device counts the PIM join messages:

- Each (*G) counts as one group toward the limit.

- Each (5,G) counts as one group toward the limit.
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« Limit the number of PIM register messages received for a specific VRF routing instance.
Use this configuration if the device is configured as a rendezvous point (RP) or has the
potential to become an RP. When a source in a multicast network becomes active, the
source’s designated router (DR) encapsulates multicast data packets into a PIM register
message and sends them by means of unicast to the RP router.

Note how the device counts PIM register messages:

- Eachunique (S,G) join received by the RP counts as one group toward the configured
register messages limit.

- Periodic register messages sent by the DR for existing or already known (S,G) entries
do not count toward the configured register messages limit.

- Register messages are accepted until either the PIM register limit or the PIM join limit
(if configured) is exceeded. Once either limit isreached, any new requests are dropped.

« Limit the number of group-to-RP mappings allowed in a specific VRF routing instance.
Use this configurationif the device is configured as an RP or has the potential to become
an RP. This configuration can apply to devices configured for automatic RP announce
and discovery (Auto-RP) or as a PIM bootstrap router. Every multicast device within a
PIM domain must be able to map a particular multicast group address to the same
RP. Both Auto-RP and the bootstrap router functionality are the mechanisms used to
learn the set of group-to-RP mappings. Auto-RP is typically used in a PIM dense-mode
deployment, and the bootstrap router is typically used in a PIM sparse-mode
deployment.

0 NOTE: The group-to-RP mappings limit does not apply to static RP or
embedded RP configurations.

Some important things to note about how the device counts group-to-RP mappings:
- One group prefix mapped to five RPs counts as five group-to-RP mappings.
- Five distinct group prefixes mapped to one RP count as five group-to-RP mappings.

Once the configured limits are reached, no new PIM join messages, PIM register messages,
or group-to-RP mappings are accepted unless one of the following occurs:

« You clear the current PIM join states by using the clear pim join command. If you use
this command on an RP configured for PIM register message limits, the register limit
count is also restarted because the PIM join messages are unknown by the RP.

e NOTE: Onthe RP, you can also use the clear pim register command to clear
all of the PIM registers. This command is useful if the current PIM register
countis greater than the newly configured PIM register limit. After you clear
the PIM registers, new PIM register messages are received up to the
configured limit.

206

Copyright © 2013, Juniper Networks, Inc.



Chapter 4: Protocol-Independent Multicast

« The traffic responsible for the excess PIM join messages and PIM register messages
stops and is no longer present.

A CAUTION: Never restart any of the software processes unless instructed
to do so by a customer support engineer.

You restart the PIM routing process on the device. This restart clears all of the configured
limits but disrupts routing and therefore requires a maintenance window for the change.

System Log Messages for PIM Resources

You can optionally configure a system log warning threshold for each of the PIM resources.
With this configuration, you can generate and review system log messages to detect if
an excessive number of PIM join messages, PIM register messages, or group-to-RP
mappings have been received on the device. The system log warning thresholds are
configured per PIM resource and are a percentage of the configured maximum limits of
the PIM join messages, PIM register messages, and group-to-RP mappings. You can
further specify a log interval for each configured PIM resource, which is the amount of
time (in seconds) between the log messages.

The log messages convey when the configured limits have been exceeded, when the
configured warning thresholds have been exceeded, and when the configured limits drop
below the configured warning threshold. Table 7 on page 207 describes the different types
of PIM system messages that you might see depending on your system log warning and
log interval configurations.

Table 7: PIM System Log Messages

System Log Message Definition

RPD_PIM_SG_THRESHOLD_EXCEED Records when the (S,G)/(*G) routes exceed the configured warning threshold.

RPD_PIM_REG_THRESH_EXCEED Records when the PIM registers exceed the configured warning threshold.

RPD_PIM_GRP_RP_MAP_THRES_EXCEED Records when the group-to-RP mappings exceed the configured warning
threshold.

RPD_PIM_SG_LIMIT_EXCEED Records when the (S,G)/(*G) routes exceed the configured limit, or when the
configured log interval has been met and the routes exceed the configured limit.

RPD_PIM_REGISTER_LIMIT_EXCEED Records when the PIM registers exceed the configured limit, or when the
configured log interval has been met and the registers exceed the configured
limit.

RPD_PIM_GRP_RP_MAP_LIMIT_EXCEED Records when the group-to-RP mappings exceed the configured limit, or when
the configured log interval has been met and the mapping exceeds the configured
limit.

RPD_PIM_SG_LIMIT_BELOW Records when the (S,G)/(*G) routes drop below the configured limit and the
configured log interval.
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Table 7: PIM System Log Messages (continued)

System Log Message Definition

RPD_PIM_REGISTER_LIMIT_BELOW Records when the PIM registers drop below the configured limit and the

configured log interval.

RPD_PIM_GRP_RP_MAP_LIMIT_BELOW Records when the group-to-RP mappings drop below the configured limit and

the configured log interval.

Example: Configuring PIM State Limits

This example shows how to set limits on the Protocol Independent Multicast (PIM) state
information so that a service provider network can protect itself from potential attacks
from misconfigured or misbehaving customer edge (CE) devices and their associated
VPN routing and forwarding (VRF) routing instances.

« Requirements on page 208

« Overview on page 208

« Configuration on page 209

« Verification on page 216

Requirements

No special configuration beyond device initialization is required before configuring this
example.

Overview

In this example, a multiprotocol BGP-based multicast VPN (next-generation MBGP
MVPN) is configured with limits on the PIM state resources.

The sglimit maximum statement sets a limit for the number of accepted (*G) and (S,G)
PIM join states received for the vpn-1routing instance.

The rpregister-limit maximum statement configures a limit for the number of PIM register
messages received for the vpn-1routing instance. You configure this statement on the
rendezvuos point (RP) or on all the devices that might become the RP.

The group-rp-mapping maximum statement configures a limit for the number of
group-to-RP mappings allowed in the vpn-1routing instance.

For each configured PIM resource, the threshold statement sets a percentage of the
maximum limit at which to start generating warning messages in the PIM log file.

For each configured PIM resource, the log-interval statement is an amount of time (in
seconds) between system log message generation.

Figure 31 on page 209 shows the topology used in this example.
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Figure 31: PIM State Limits Topology

9041251

“CLI Quick Configuration” on page 209 shows the configuration for all of the devices in
Figure 31 on page 209. The section “Step-by-Step Procedure” on page 212 describes the
steps on Device PE].

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

Device CE1 set interfaces ge-1/2/0 unit 1 family inet address 10.1.1.1/30
set interfaces ge-1/2/0 unit 1 family mpls
set interfaces loO unit 1 family inet address 1.1.1.1/32
set protocols ospf area 0.0.0.0 interface l00.1 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.1
set protocols pim rp static address 100.1.1.2
set protocols pim interface all
set routing-options router-id 1.1.1.1

Device PE] set interfaces ge-1/2/0 unit 2 family inet address 10.1.1.2/30
set interfaces ge-1/2/0 unit 2 family mpls
set interfaces ge-1/2/1 unit 5 family inet address 10.1.1.5/30
set interfaces ge-1/2/1 unit 5 family mpls
set interfaces vt-1/2/0 unit 2 family inet
set interfaces loO unit 2 family inet address 1.1.1.2/32
set interfaces loO unit 102 family inet address 100.1.1.2/32
set protocols mpls interface ge-1/2/1.5
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 1.1.1.2
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp family inet-mvpn signaling
set protocols bgp group ibgp neighbor 1.1.1.4
set protocols bgp group ibgp neighbor 1.1.1.5
set protocols ospf area 0.0.0.0 interface l00.2 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/1.5
set protocols ldp interface ge-1/2/1.5
set protocols ldp p2mp
set policy-options policy-statement parent_vpn_routes from protocol bgp
set policy-options policy-statement parent_vpn_routes then accept
set routing-instances vpn-1instance-type vrf
set routing-instances vpn-1interface ge-1/2/0.2
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Device P

Device PE2

set routing-instances vpn-1interface vt-1/2/0.2

set routing-instances vpn-1interface l00.102

set routing-instances vpn-1route-distinguisher 100:100

set routing-instances vpn-1 provider-tunnel ldp-p2mp

set routing-instances vpn-1 vrf-target target:1:1

set routing-instances vpn-1 protocols ospf export parent_vpn_routes

set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface lo0.102 passive

set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface ge-1/2/0.2

set routing-instances vpn-1 protocols pim sglimit family inet maximum 100

set routing-instances vpn-1 protocols pim sglimit family inet threshold 70

set routing-instances vpn-1 protocols pim sglimit family inet log-interval 10

set routing-instances vpn-1 protocols pim rp register-limit family inet maximum 100

set routing-instances vpn-1 protocols pim rp register-limit family inet threshold 80

set routing-instances vpn-1 protocols pim rp register-limit family inet log-interval 10

set routing-instances vpn-1protocols pim rp group-rp-mapping family inet maximum 100

set routing-instances vpn-1 protocols pim rp group-rp-mapping family inet threshold 80

set routing-instances vpn-1 protocols pim rp group-rp-mapping family inet log-interval
10

set routing-instances vpn-1 protocols pim rp static address 100.1.1.2

set routing-instances vpn-1 protocols pim interface ge-1/2/0.2 mode sparse

set routing-instances vpn-1 protocols mvpn

set routing-options router-id 1.1.1.2

set routing-options autonomous-system 1001

set interfaces ge-1/2/0 unit 6 family inet address 10.1.1.6/30
set interfaces ge-1/2/0 unit 6 family mpls

set interfaces ge-1/2/1 unit 9 family inet address 10.1.1.9/30
set interfaces ge-1/2/1 unit 9 family mpls

set interfaces ge-1/2/2 unit 13 family inet address 10.1.1.13/30
set interfaces ge-1/2/2 unit 13 family mpls

set interfaces loO unit 3 family inet address 1.1.1.3/32

set protocols mpls interface ge-1/2/0.6

set protocols mpls interface ge-1/2/1.9

set protocols mpls interface ge-1/2/2.13

set protocols ospf area 0.0.0.0 interface l00.3 passive

set protocols ospf area 0.0.0.0 interface ge-1/2/0.6

set protocols ospf area 0.0.0.0 interface ge-1/2/1.9

set protocols ospf area 0.0.0.0 interface ge-1/2/2.13

set protocols ldp interface ge-1/2/0.6

set protocols ldp interface ge-1/2/1.9

set protocols ldp interface ge-1/2/2.13

set protocols ldp p2mp

set routing-options router-id 1.1.1.3

set interfaces ge-1/2/0 unit 10 family inet address 10.1.1.10/30
set interfaces ge-1/2/0 unit 10 family mpls

set interfaces ge-1/2/1 unit 17 family inet address 10.1.1.17/30
set interfaces ge-1/2/1 unit 17 family mpls

set interfaces vt-1/2/0 unit 4 family inet

set interfaces loO unit 4 family inet address 1.1.1.4/32

set interfaces loO unit 104 family inet address 100.1.1.4/32
set protocols mpls interface ge-1/2/0.10

set protocols bgp group ibgp type internal

set protocols bgp group ibgp local-address 1.1.1.4

set protocols bgp group ibgp family inet-vpn any
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set protocols bgp group ibgp family inet-mvpn signaling

set protocols bgp group ibgp neighbor 1.1.1.2

set protocols bgp group ibgp neighbor 1.1.1.5

set protocols ospf area 0.0.0.0 interface l00.4 passive

set protocols ospf area 0.0.0.0 interface ge-1/2/0.10

set protocols ldp interface ge-1/2/0.10

set protocols ldp p2mp

set policy-options policy-statement parent_vpn_routes from protocol bgp

set policy-options policy-statement parent_vpn_routes then accept

set routing-instances vpn-1instance-type vrf

set routing-instances vpn-1interface vt-1/2/0.4

set routing-instances vpn-1interface ge-1/2/1.17

set routing-instances vpn-1interface l00.104

set routing-instances vpn-1route-distinguisher 100:100

set routing-instances vpn-1 vrf-target target:1:1

set routing-instances vpn-1 protocols ospf export parent_vpn_routes

set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface l00.104 passive

set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface ge-1/2/1.17

set routing-instances vpn-1protocols pim rp group-rp-mapping family inet maximum 100

set routing-instances vpn-1 protocols pim rp group-rp-mapping family inet threshold 80

set routing-instances vpn-1 protocols pim rp group-rp-mapping family inet log-interval
10

set routing-instances vpn-1 protocols pim rp static address 100.1.1.2

set routing-instances vpn-1 protocols pim interface ge-1/2/1.17 mode sparse

set routing-instances vpn-1 protocols mvpn

set routing-options router-id 1.1.1.4

set routing-options autonomous-system 1001

Device PE3 set interfaces ge-1/2/0 unit 14 family inet address 10.1.1.14/30
set interfaces ge-1/2/0 unit 14 family mpls
set interfaces ge-1/2/1 unit 21 family inet address 10.1.1.21/30
set interfaces ge-1/2/1 unit 21 family mpls
set interfaces vt-1/2/0 unit 5 family inet
set interfaces loO unit 5 family inet address 1.1.1.5/32
set interfaces loO unit 105 family inet address 100.1.1.5/32
set protocols mpls interface ge-1/2/0.14
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 1.1.1.5
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp family inet-mvpn signaling
set protocols bgp group ibgp neighbor 1.1.1.2
set protocols bgp group ibgp neighbor 1.1.1.4
set protocols ospf area 0.0.0.0 interface l00.5 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.14
set protocols ldp interface ge-1/2/0.14
set protocols ldp p2mp
set policy-options policy-statement parent_vpn_routes from protocol bgp
set policy-options policy-statement parent_vpn_routes then accept
set routing-instances vpn-1instance-type vrf
set routing-instances vpn-1interface vt-1/2/0.5
set routing-instances vpn-1interface ge-1/2/1.21
set routing-instances vpn-1interface l00.105
set routing-instances vpn-1route-distinguisher 100:100
set routing-instances vpn-1 vrf-target target:1:1
set routing-instances vpn-1 protocols ospf export parent_vpn_routes
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface l0o0.105 passive
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Device CE2

Device CE3

Step-by-Step
Procedure

set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface ge-1/2/1.21
set routing-instances vpn-1 protocols pim rp static address 100.1.1.2

set routing-instances vpn-1 protocols pim interface ge-1/2/1.21 mode sparse
set routing-instances vpn-1 protocols mvpn

set routing-options router-id 1.1.1.5

set routing-options autonomous-system 1001

set interfaces ge-1/2/0 unit 18 family inet address 10.1.1.18/30
set interfaces ge-1/2/0 unit 18 family mpls

set interfaces loO unit 6 family inet address 1.1.1.6/32

set protocols sap listen 224.1.1.1

set protocols ospf area 0.0.0.0 interface l00.6 passive

set protocols ospf area 0.0.0.0 interface ge-1/2/0.18

set protocols pim rp static address 100.1.1.2

set protocols pim interface all

set routing-options router-id 1.1.1.6

set interfaces ge-1/2/0 unit 22 family inet address 10.1.1.22/30
set interfaces ge-1/2/0 unit 22 family mpls

set interfaces loO unit 7 family inet address 1.1.1.7/32

set protocols ospf area 0.0.0.0 interface l00.7 passive

set protocols ospf area 0.0.0.0 interface ge-1/2/0.22

set protocols pim rp static address 100.1.1.2

set protocols pim interface all

set routing-options router-id 1.1.1.7

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure PIM state limits:

1. Configure the network interfaces.

[edit interfaces]
user@PE1# set ge-1/2/0 unit 2 family inet address 10.1.1.2/30
user@PET# set ge-1/2/0 unit 2 family mpls

user@PET# set ge-1/2/1 unit 5 family inet address 10.1.1.5/30
user@PET# set ge-1/2/1 unit 5 family mpls

user@PET# set vt-1/2/0 unit 2 family inet
user@PET# set loO unit 2 family inet address 1.1.1.2/32
user@PET# set loO unit 102 family inet address 100.1.1.2/32

2. Configure MPLS on the core-facing interface.

[edit protocols mpls]
user@PE# set interface ge-1/2/1.5

3.  Configure internal BGP (IBGP) on the main router.
The IBGP neighbors are the other PE devices.
[edit protocols bgp group ibgp]
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user@PET# set type internal

user@PE1# set local-address 1.1.1.2
user@PET# set family inet-vpn any
user@PET# set family inet-mvpn signaling
user@PET# set neighbor 1.1.1.4

user@PET# set neighbor 1.1.1.5

4. Configure OSPF on the main router.

[edit protocols ospf area 0.0.0.0]
user@PET# set interface l00.2 passive
user@PE1# set interface ge-1/2/1.5

5. Configure a signaling protocol (RSVP or LDP) on the main router.

[edit protocols ldp]
user@PET# set interface ge-1/2/1.5
user@PET# set p2mp

6. Configure the BGP export policy.

[edit policy-options policy-statement parent_vpn_routes]
user@PET# set from protocol bgp
user@PE1# set then accept

7. Configure the routing instance.

The customer-facing interfaces and the BGP export policy are referenced in the
routing instance.

[edit routing-instances vpn-1]
user@PET# set instance-type vrf

user@PE# set interface ge-1/2/0.2
user@PE1# set interface vt-1/2/0.2
user@PET# set interface l00.102

user@PET# set route-distinguisher 100:100
user@PE1# set provider-tunnel ldp-p2mp
user@PET# set vrf-target target:1:1

user@PET# set protocols ospf export parent_vpn_routes
user@PE1# set protocols ospf area 0.0.0.0 interface l00.102 passive
user@PE1# set protocols ospf area 0.0.0.0 interface ge-1/2/0.2

user@PET# set protocols pim rp static address 100.1.1.2
user@PET# set protocols pim interface ge-1/2/0.2 mode sparse

user@PET# set protocols mvpn
8. Configure the PIM state limits.

[edit routing-instances vpn-1 protocols pim]
user@PET# set sglimit family inet maximum 100
user@PET# set sglimit family inet threshold 70
user@PET# set sglimit family inet log-interval 10
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user@PET# set rp register-limit family inet maximum 100
user@PET# set rp register-limit family inet threshold 80
user@PET# set rp register-limit family inet log-interval 10

user@PET# set rp group-rp-mapping family inet maximum 100
user@PET# set rp group-rp-mapping family inet threshold 80
user@PET# set rp group-rp-mapping family inet log-interval 10

9.  Configure the router ID and AS number.

[edit routing-options]
user@PET# set router-id 1.1.1.2
user@PE1# set autonomous-system 1001

Results From configuration mode, confirm your configuration by entering the show interfaces,
show protocols, show policy-options, show routing-instances, and show routing-options
commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

user@PET# show interfaces
ge-1/2/0 {
unit 2 {
family inet {
address 10.1.1.2/30;
}
family mpls;
1
}
ge-1/2/14
unit5{
family inet {
address 10.1.1.5/30;
}
family mpls;
1
1
vt-1/2/0 {
unit 2 {
family inet;
1
}
loO {
unit 2 {
family inet {
address 1.1.1.2/32;
}
1
unit102 {
family inet {
address 100.1.1.2/32;
}
1
}

user@PET# show protocols
mpls {

214 Copyright © 2013, Juniper Networks, Inc.



Chapter 4: Protocol-Independent Multicast

interface ge-1/2/1.5;
1
bgp {
group ibgp {
type internal;
local-address 1.1.1.2;
family inet-vpn {
any;
}
family inet-mvpn {
signaling;
}
neighbor 1.1.1.4;
neighbor 1.1.1.5;
1
}
ospf {
area 0.0.0.0 {
interface l00.2 {
passive;
}
interface ge-1/2/1.5;
1
1
ldp {
interface ge-1/2/1.5;
p2mp;
}

user@PET# show policy-options
policy-statement parent_vpn_routes {
from protocol bgp;
then accept;

}

user@PET# show routing-instances
vpn-1{
instance-type vrf;
interface ge-1/2/0.2;
interface vt-1/2/0.2;
interface l00.102;
route-distinguisher 100:100;
provider-tunnel {
ldp-p2mp;
1
vrf-target target:1:1;
protocols {
ospf {
export parent_vpn_routes;
area 0.0.0.0 {
interface 00.102 {
passive;
1
interface ge-1/2/0.2;
}
}
pim {
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sglimit {
family inet {
maximum 100;
threshold 70;
log-interval 10;
1
1
rp{
register-limit {
family inet {
maximum 100;
threshold 80;
log-interval 10;
}
1
group-rp-mapping {
family inet {
maximum 100;
threshold 80;
log-interval 10;
}
1
static {
address 100.1.1.2;
1
1
interface ge-1/2/0.2 {
mode sparse;
}
}
mvpn;
1
}

user@PET# show routing-options
router-id 1.1.1.2;
autonomous-system 1007;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

Monitoring the PIM State Information

Purpose \Verify that the counters are set as expected and are not exceeding the configured limits.

Action From operational mode, enter the show pim statistics commmand.

user@PE1> show pim statistics instance vpn-1

PIM Message type Received Sent RXx errors
V2 Hello 393 390 0
V4 (S,G) Maximum 100
V4 (S,G) Accepted 0
V4 (S,G) Threshold 70
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V4 (S,G) Log Interval 10
V4 (grp-prefix, RP) Maximum 100
V4 (grp-prefix, RP) Accepted 0
V4 (grp-prefix, RP) Threshold 80
V4 (grp-prefix, RP) Log Interval 10
V4 Register Maximum 100
V4 Register Accepted 0
V4 Register Threshold 80
V4 Register Log Interval 10

Meaning The V4 (5,G) Maximum field shows the maximum number of (S,G) IPv4 multicast routes
accepted for the VPN routing instance. If this number is met, additional (S,G) entries are
not accepted.

The V4 (S,G) Accepted field shows the number of accepted (S,G) IPv4 multicast routes.

The V4 (5,G) Threshold field shows the threshold at which a warning message is logged
(percentage of the maximum number of (S,G) IPv4 multicast routes accepted by the
device).

The V4 (S5,G) Log Interval field shows the time (in seconds) between consecutive log
messages.

The V4 (grp-prefix, RP) Maximum field shows the maximum number of
group-to-rendezvous point (RP) IPv4 multicast mappings accepted for the VRF routing
instance. If this number is met, additional mappings are not accepted.

The V4 (grp-prefix, RP) Accepted field shows the number of accepted group-to-RP IPv4
multicast mappings.

The V4 (grp-prefix, RP) Threshold field shows the threshold at which a warning message
is logged (percentage of the maximum number of group-to-RP IPv4 multicast mappings
accepted by the device).

The V4 (grp-prefix, RP) Log Interval field shows the time (in seconds) between
consecutive log messages.

The V4 Register Maximum field shows the maximum number of IPv4 PIM registers
accepted for the VRF routing instance. If this number is met, additional PIM registers are
not accepted. You configure the register limits on the RP.

The V4 Register Accepted field shows the number of accepted IPv4 PIM registers.

The V4 Register Threshold field shows the threshold at which a warning message is
logged (percentage of the maximum number of IPv4 PIM registers accepted by the
device).

The V4 Register Log Interval field shows the time (in seconds) between consecutive log
messages.

Related . Limiting the Number of IGMP Multicast Group Joins on Logical Interfaces on page 323

Documentation
v ! . Examples: Configuring the Multicast Forwarding Cache on page 286
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« Example: Configuring MSDP with Active Source Limits and Mesh Groups on page 575

PIM Snooping for VPLS

« Understanding PIM Snooping for VPLS on page 218
« Example: Configuring PIM Snooping for VPLS on page 219

Understanding PIM Snooping for VPLS

There are two ways to direct PIM control packets:

« By the use of PIM snooping
« By the use of PIM proxying

PIM snooping configures a device to examine and operate only on PIM hello and join/prune
packets. A PIM snooping device snoops PIM hello and join/prune packets on eachinterface
to find interested multicast receivers and populates the multicast forwarding tree with
this information. PIM snooping differs from PIM proxying in that both PIM hello and
join/prune packets are transparently flooded in the VPLS as opposed to the flooding of
only hello packets in the case of PIM proxying. PIM snooping is configured on PE routers
connected through pseudowires. PIM snooping ensures that no new PIM packets are
generated in the VPLS, with the exception of PIM messages sent through LDP on
pseudowires.

A device that supports PIM snooping snoops hello packets received on attachment
circuits. It does not introduce latency in the VPLS core when it forwards PIM join/prune
packets.

To configure PIM snooping on a PE router, use the pim-snooping statement at the [edit
routing-instances instance-name protocols] hierarchy level:

routing-instances {
customer {
instance-type vpls;

protocols {
pim-snooping{
traceoptions {
file pim.log size 10m;
flag all;
flag timer disable;

“Example: Configuring PIM Snooping for VPLS” on page 219 explains the PIM snooping
method. The use of the PIM proxying method is not discussed here and is outside the
scope of this document. For more information about PIM proxying, see PIM Snooping over
VPLS.
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Example: Configuring PIM Snooping for VPLS

This example shows how to configure PIM snooping in a virtual private LAN service (VPLS)
to restrict multicast traffic to interested devices.

« Requirements on page 219

« Overview on page 219

« Configuration on page 220

« Verification on page 226

Requirements

This example uses the following hardware and software components:

- MX Series 3D Universal Edge Routers (except MX80)

« Junos OS Release 12.3 or later

Overview

The following example shows how to configure PIM snooping to restrict multicast traffic
to interested devices in a VPLS.

0 NOTE: This example demonstrates PIM snooping by the use of a PIM snooping
device to restrict multicast traffic. The use of the PIM proxying method to
achieve PIM snooping is out of the scope of this document and is yet to be
implemented in Junos OS.

Topology

In this example, two PE routers are connected to each other through a pseudowire
connection. Router PE1 is connected to Routers CE1and CE2. A multicast receiver is
attached to Router CE2. Router PE2 is connected to Routers CE3 and CE4. A multicast
source is connected to Router CE3, and a second multicast receiver is attached to Router
CE4.

PIM snooping is configured on Routers PET and PE2. Hence, data sent from the multicast
source is received only by members of the multicast group.

Figure 32 on page 220 shows the topology used in this example.
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Router PE1

Figure 32: PIM Snooping for VPLS
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Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set multicast-snooping-options traceoptions file snoop.log size 10m
set interfaces ge-2/0/0 encapsulation ethernet-vpls

set interfaces ge-2/0/0 unit O description toCE1

set interfaces ge-2/0/1encapsulation ethernet-vpls

set interfaces ge-2/0/1 unit O description toCE2

set interfaces ge-2/0/2 unit O description toPE2

set interfaces ge-2/0/2 unit O family inet address 10.0.0.1/30
set interfaces ge-2/0/2 unit O family mpls

set interfaces loO unit O family inet address 10.255.1.1/32
set routing-options router-id 10.255.1.1

set protocols mpls interface ge-2/0/1.0

set protocols bgp group toPE2 type internal

set protocols bgp group toPE2 local-address 10.255.1.1
set protocols bgp group toPE2 family [2vpn signaling

set protocols bgp group toPE2 neighbor 10.255.7.7

set protocols ospf area 0.0.0.0 interface ge-2/0/2.0

set protocols ospf area 0.0.0.0 interface l00.0 passive
set protocols ldp interface ge-2/0/2.0

set protocols ldp interface l00.0

set routing-instances titanium instance-type vpls

set routing-instances titanium vlan-id none

set routing-instances titanium interface ge-2/0/0.0

set routing-instances titanium interface ge-2/0/1.0

set routing-instances titanium route-distinguisher 101:101
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set routing-instances titanium vrf-target target:201:201
set routing-instances titanium protocols vpls vpls-id 15
set routing-instances titanium protocols vpls site pel site-identifier 1
set routing-instances titanium protocols pim-snooping

Router CE1 set interfaces ge-2/0/0 unit O description toPE1
set interfaces ge-2/0/0 unit O family inet address 10.0.0.10/30
set interfaces loO unit O family inet address 10.255.2.2./32
set routing-options router-id 10.255.2.2
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface l00.0 passive
set protocols pim rp static address 10.255.3.3
set protocols pim interface all

Router CE2 set interfaces ge-2/0/0 unit O description toPE1
set interfaces ge-2/0/0 unit O family inet address 10.0.0.6/30
set interfaces ge-2/0/1 unit O description toReceiverl
set interfaces ge-2/0/1 unit O family inet address 10.0.0.13/30
set interfaces loO unit O family inet address 10.255.2.2
set routing-options router-id 10.255.2.2
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface l00.0 passive
set protocols pim rp static address 10.255.3.3
set protocols pim interface all

Router PE2 set multicast-snooping-options traceoptions file snoop.log size 10m
set interfaces ge-2/0/0 encapsulation ethernet-vpls
set interfaces ge-2/0/0 unit O description toCE3
set interfaces ge-2/0/1encapsulation ethernet-vpls
set interfaces ge-2/0/1 unit O description toCE4
set interfaces ge-2/0/2 unit O description toPE1
set interfaces ge-2/0/2 unit O family inet address 10.0.0.2/30
set interfaces ge-2/0/2 unit O family mpls
set interfaces loO unit O family inet address 10.255.7.7/32
set routing-options router-id 10.255.7.7
set protocols mpls interface ge-2/0/2.0
set protocols bgp group toPE1 type internal
set protocols bgp group toPE1 local-address 10.255.7.7
set protocols bgp group toPE1 family [2vpn signaling
set protocols bgp group toPE1 neighbor 10.255.1.1
set protocols ospf area 0.0.0.0 interface ge-2/0/2.0
set protocols ospf area 0.0.0.0 interface l00.0
set protocols ldp interface ge-2/0/2.0
set protocols ldp interface l00.0
set routing-instances titanium instance-type vpls
set routing-instances titanium vlan-id none
set routing-instances titanium interface ge-2/0/0.0
set routing-instances titanium interface ge-2/0/1.0
set routing-instances titanium route-distinguisher 101:101
set routing-instances titanium vrf-target target:201:201
set routing-instances titanium protocols vpls vpls-id 15
set routing-instances titanium protocols vpls site pe2 site-identifier 2
set routing-instances titanium protocols pim-snooping

Router CE3 (RP) set interfaces ge-2/0/0 unit O description toPE2
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Step-by-Step
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set interfaces ge-2/0/0 unit O family inet address 10.0.0.18/30
set interfaces ge-2/0/1 unit O description toSource

set interfaces ge-2/0/1 unit O family inet address 10.0.0.29/30
set interfaces loO unit O family inet address 10.255.3.3/32

set routing-options router-id 10.255.3.3

set protocols ospf area 0.0.0.0 interface all

set protocols ospf area 0.0.0.0 interface l00.0 passive

set protocols pim rp local address 10.255.3.3

set protocols pim interface all

set interfaces ge-2/0/0 unit O description toPE2

set interfaces ge-2/0/0 unit O family inet address 10.0.0.22/30
set interfaces ge-2/0/1 unit O description toReceiver2

set interfaces ge-2/0/1 unit O family inet address 10.0.0.25/30
set interfaces loO unit O family inet address 10.255.4.4/32

set routing-options router-id 10.255.4.4

set protocols ospf area 0.0.0.0 interface all

set protocols ospf area 0.0.0.0 interface l00.0 passive

set protocols pim rp static address 10.255.3.3

set protocols pim interface all

Configuring PIM Snooping for VPLS

The following example requires that you navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CL/ User Guide.

e NOTE: This section includes a step-by-step configuration procedure for one
or more routers in the topology. For comprehensive configurations for all
routers, see “CLI Quick Configuration” on page 220.

To configure PIM snooping for VPLS:

1. Configure the router interfaces forming the links between the routers.

Router PE2

[edit interfaces]

user@PE2# set ge-2/0/0 encapsulation ethernet-vpls
user@PE2# set ge-2/0/0 unit O description toCE3

user@PE2# set ge-2/0/1 encapsulation ethernet-vpls
user@PE2# set ge-2/0/1 unit O description toCE4

user@PE2# set ge-2/0/2 unit O description toPE1

user@PE2# set ge-2/0/2 unit O family mpls

user@PE2# set ge-2/0/2 unit O family inet address 10.0.0.2/30
user@PE2# set loO unit O family inet address 10.255.7.7/32

e NOTE: ge-2/0/0.0 and ge-2/0/1.0 are configured as VPLS interfaces
and connect to Routers CE3 and CE4. See Configuring VPLS
Encapsulation on CE-Facing Interfaces for more details.
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Router CE3

[edit interfaces]

user@CE3# set ge-2/0/0 unit O description toPE2

user@CE3# set ge-2/0/0 unit O family inet address 10.0.0.18/30
user@CE3# set ge-2/0/1 unit O description toSource
user@CE3# set ge-2/0/1 unit O family inet address 10.0.0.29/30
user@CE3# set loO unit O family inet address 10.255.3.3/32

0 NOTE: Thege-2/0/1.0 interface on Router CE3 connects to the multicast
source.

Router CE4

[edit interfaces]

user@CE4# set ge-2/0/0 unit O description toPE2

user@CE4# set ge-2/0/0 unit O family inet address 10.0.0.22/30
user@CE4# set ge-2/0/1 unit O description toReceiver2
user@CE4+# set ge-2/0/1 unit O family inet address 10.0.0.25/30
user@CE4+# set loO unit O family inet address 10.255.4.4/32

o NOTE: The ge-2/0/1.0 interface on Router CE4 connects to a multicast
receiver.

Similarly, configure Routers PE1, CE1, and CE2.
2. Configure the router IDs of all routers.

Router PE2
[edit routing-options]
user@PE2# set router-id 10.255.7.7

Similarly, configure other routers.
3. Configure an IGP on interfaces of all routers.

Router PE2

[edit protocols ospf area 0.0.0.0]
user@PE2# set interface ge-2/0/2.0
user@PE2# set interface 100.0

Similarly, configure other routers.
4. Configure the LDP, MPLS, and BGP protocols on the PE routers.

Router PE2

[edit protocols]

user@PE2# set ldp interface l00.0

user@PE2# set mpls interface ge-2/0/2.0

user@PE2# set bgp group toPE1 type internal
user@PE2# set bgp group toPET1 local-address 10.255.7.7
user@PE2# set bgp group toPE1 family [2vpn signaling
user@PE2# set bgp group toPE1 neighbor 10.255.1.1
user@PE2# set ldp interface ge-2/0/2.0
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The BGP group is required for interfacing with the other PE router. Similarly, configure
Router PET.

5.  Configure PIM on all CE routers.

Ensure that Router CE3 is configured as the rendezvous point (RP) and that the RP
address is configured on other CE routers.

Router CE3

[edit protocols pim]

user@CE3# set rp local address 10.255.3.3
user@CE3# set interface all

Router CE4

[edit protocols pim]

user@CE4+# set rp static address 10.255.3.3
user@CE4+# set interface all

Similarly, configure Routers CE1and CE2.
6. Configure multicast snooping options on the PE routers.

Router PE2
[edit multicast-snooping-options traceoptions]
user@PE2# set file snoop.log size 10m

Similarly, configure Router PE]1.
7. Create a routing instance (titanium), and configure the VPLS on the PE routers.

Router PE2

[edit routing-instances titanium]

user@PE2# set instance-type vpls

user@PE2# set vlan-id none

user@PE2# set interface ge-2/0/0.0

user@PE2# set interface ge-2/0/1.0

user@PE2# set route-distinguisher 101:101
user@PE2# set vrf-target target:201:201

user@PE2# set protocols vpls vpls-id 15

user@PE2# set protocols vpls site pe2 site-identifier 2

Similarly, configure Router PET1.
8. Configure PIM snooping on the PE routers.

Router PE2
[edit routing-instances titanium]
user@PE2# set protocols pim-snooping

Similarly, configure Router PE]1.

Results

From configuration mode, confirm your configuration by entering the show interfaces,
show routing-options, show protocols, show multicast-snooping-options, and show
routing-instances commands.
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If the output does not display the intended configuration, repeat the instructions in this

example to correct the configuration.

user@PE2# show interfaces
ge-2/0/2 {
unit 0 {
description toPE1l
family inet {
address 10.0.0.2/30;

}
family mpls;
3
b
ge-2/0/0 {
encapsulation ethernet-vpls;
unit 0 {
description toCE3;
by
b
ge-2/0/1 {
encapsulation ethernet-vpls;
unit 0 {
description toCE4;
b
b
100 {
unit 0 {
family inet {
address 10.255.7.7/32;
}
T
¥

user@PE2# show routing-options
router-id 10.255.7.7;

user@PE2# show protocols
mpls {
interface ge-2/0/2.0;
T
ospf {
area 0.0.0.0 {
interface ge-2/0/2.0;
interface 100.0;
3
T
Idp {
interface ge-2/0/2.0;
interface 100.0;
¥

bgp {
group toPEl1l {

type internal;
local-address 10.255.7.7;
family 12vpn {

signaling;

3
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Purpose

Action

neighbor 10.255.1.1;
T

user@PE2# show multicast-snooping-options
traceoptions {
file snoop.log size 10m;

}

user@PE2# show routing-instances
titanium {
instance-type vpls;
vlan-id none;
interface ge-2/0/0.0;
interface ge-2/0/1.0;
route-distinguisher 101:101;
vrf-target target:201:201;
protocols {
vpls {
site pe2 {
site-identifier 2;
}
vpls-id 15;
}
pim-snooping;
}
3

Similarly, confirm the configuration on all other routers. If you are done configuring the

routers, enter commit from configuration mode.

0 NOTE: Use the show protocols command on the CE routers to verify the

configuration for the PIMRP .

Verification

Confirm that the configuration is working properly.

« Verifying PIM Snooping for VPLS on page 226

Verifying PIM Snooping for VPLS

Verify that PIM Snooping is operational in the network.

To verify that PIM snooping is working as desired, use the following commands:

. show pim snooping interfaces
. show pim snooping neighbors detail
. show pim snooping statistics

. show pim snooping join
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« show pim snooping join extensive

. show multicast snooping route extensive instance <instance-name> group
<group-name>

1. From operational mode on Router PE2, run the show pim snooping interfaces
command.

user@PE2> show pim snooping interfaces
Instance: titanium

Learning-Domain: default

Name State IP NbrCnt
ge-2/0/0.0 Up 4 1
ge-2/0/1.0 Up 4 1

DR address: 10.0.0.22
DR flooding is ON

The output verifies that PIM snooping is configured on the two interfaces connecting
Router PE2 to Routers CE3 and CE4.

Similarly, check the PIM snooping interfaces on Router PE].

2. From operational mode on Router PE2, run the show pim snooping neighbors detail
command.

user@PE2> show pim snooping neighbors detail
Instance: titanium
Learning-Domain: default

Interface: ge-2/0/0.0

Address: 10.0.0.18
Uptime: 00:17:06
Hello Option Holdtime: 105 seconds 99 remaining
Hello Option DR Priority: 1
Hello Option Generation ID: 552495559
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Tracking is supported

Interface: ge-2/0/1.0

Address: 10.0.0.22
Uptime: 00:15:16
Hello Option Holdtime: 105 seconds 103 remaining
Hello Option DR Priority: 1
Hello Option Generation ID: 1131703485
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Tracking is supported

The output verifies that Router PE2 can detect the IP addresses of its PIM snooping
neighbors (10.0.0.18 on CE3 and 10.0.0.22 on CE4).
Similarly, check the PIM snooping neighbors on Router PE].

3. From operational mode on Router PE2, run the show pim snooping statistics
command.

user@PE2> show pim snooping statistics

Copyright © 2013, Juniper Networks, Inc. 227



Multicast Protocols Configuration Guide

Instance: titanium
Learning-Domain: default

Tx J/P messages 0
RX J/P messages 246
Rx J/P messages -- seen 0
Rx J/P messages -- received 246
Rx Hello messages 1036
Rx Version Unknown

Rx Neighbor Unknown

Rx Upstream Neighbor Unknown
Rx J/P Busy Drop

Rx J/P Group Aggregate

Rx Malformed Packet

[eleolNeNolNoNe]

Rx No PIM Interface

Rx Bad Length

Rx Unknown Hello Option

Rx Unknown Packet Type

Rx Bad TTL

Rx Bad Destination Address
Rx Bad Checksum

Rx Unknown Version

[eleNeNolNeoNolNoNo]

The output shows the number of hello and join/prune messages received by Router
PEZ2. This verifies that PIM sparse mode is operational in the network.

4. Send multicast traffic from the source terminal attached to Router CE3, for the
multicast group 224.1.1.1.

5. From operational mode on Router PE2, run the show pim snooping join, show pim
snooping join extensive, and show multicast snooping route extensive instance
<instance-name> group <group-name> commands to verify PIM snooping.

user@PE2> show pim snooping join
Instance: titanium
Learning-Domain: default

Group: 224.1.1.1
Source: *
Flags: sparse,rptree,wildcard
Upstream neighbor: 10.0.0.18, Port: ge-2/0/0.0

Group: 224.1.1.1
Source: 10.0.0.30
Flags: sparse
Upstream neighbor: 10.0.0.18, Port: ge-2/0/0.0

user@PE2> show pim snooping join extensive
Instance: titanium
Learning-Domain: default

Group: 224.1.1.1
Source: *
Flags: sparse,rptree,wildcard
Upstream neighbor: 10.0.0.18, Port: ge-2/0/0.0
Downstream port: ge-2/0/1.0
Downstream neighbors:
10.0.0.22 State: Join Flags: SRW Timeout: 180
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Group: 224.1.1.1
Source: 10.0.0.30
Flags: sparse
Upstream neighbor: 10.0.0.18, Port: ge-2/0/0.0
Downstream port: ge-2/0/1.0
Downstream neighbors:
10.0.0.22 State: Join Flags: S Timeout: 180

The outputs show that multicast traffic sent for the group 224.1.1.1is sent to Receiver
2 through Router CE4 and also display the upstream and downstream neighbor details.

user@PE2> show multicast snooping route extensive instance titanium group 224.1.1.1
Nexthop Bulking: OFF

Family: INET

Group: 224.1.1.1/32
Bridge-domain: titanium
Mesh-group: _ all_ces__
Downstream interface list:
ge-2/0/1.0 -(1072)
Statistics: 0 kBps, 0 pps, O packets
Next-hop 1D: 1048577
Route state: Active
Forwarding state: Forwarding

Group: 224.1.1.1/32
Source: 10.0.0.8
Bridge-domain: titanium
Mesh-group: _ all_ces__
Downstream interface list:
ge-2/0/1.0 -(1072)
Statistics: 0 kBps, O pps, 0 packets
Next-hop 1D: 1048577
Route state: Active
Forwarding state: Forwarding

Meaning PIM snooping is operational in the network.
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Multicast Routing Options

- Examples: Configuring Administrative Scoping on page 231

« Examples: Configuring Reverse Path Forwarding on page 238

« Example: Configuring Source-Specific Multicast on page 254

« Examples: Configuring Bandwidth Management on page 265

« Examples: Configuring the Multicast Forwarding Cache on page 286

« Example: Configuring Ingress PE Redundancy on page 294

« Configuring PIM-to-IGMP and PIM-to-MLD Message Translation on page 299

Examples: Configuring Administrative Scoping

« Understanding Multicast Administrative Scoping on page 231

« Example: Creating a Named Scope for Multicast Scoping on page 233

« Example: Using a Scope Policy for Multicast Scoping on page 235

« Example: Configuring Externally Facing PIM Border Routers on page 238

Understanding Multicast Administrative Scoping

You use multicast scoping to limit multicast traffic by configuring it to an administratively
defined topological region. Multicast scoping controls the propagation of multicast
messages—both multicast group join messages that are sent upstream toward a source
and data forwarding downstream. Scoping can relieve stress on scarce resources, such
as bandwidth, and improve privacy or scaling properties.

IP multicast implementations can achieve some level of scoping by using the time-to-live
(TTL) field in the IP header. However, TTL scoping has proven difficult to implement
reliably, and the resulting schemes often are complex and difficult to understand.

Administratively scoped IP multicast provides clearer and simpler semantics for multicast
scoping. Packets addressed to administratively scoped multicast addresses do not cross
configured administrative boundaries. Administratively scoped multicast addresses are
locally assigned, and hence are not required to be unique across administrative boundaries.

The administratively scoped IP version 4 (IPv4) multicast address space is the range
from 239.0.0.0 through 239.255.255.255.

Copyright © 2013, Juniper Networks, Inc. 231



Multicast Protocols Configuration Guide

The structure of the IPv4 administratively scoped multicast space is based loosely on
the IP version 6 (IPv6) addressing architecture described in RFC 1884, IP Version 6
Addressing Architecture.

There are two well-known scopes:

« |Pv4 local scope—This scope comprises addresses in the range 239.255.0.0/16. The
local scope is the minimal enclosing scope and is not further divisible. Although the
exact extent of a local scope is site-dependent, locally scoped regions must not span
any other scope boundary and must be contained completely within or be equal to
any larger scope. If scope regions overlap in an area, the area of overlap must be within
the local scope.

« |IPv4 organization local scope—This scope comprises 239.192.0.0/14. It is the space
from which an organization allocates subranges when defining scopes for private use.

Theranges 239.0.0.0/10,239.64.0.0/10,and 239.128.0.0/10 are unassigned and available
for expansion of this space.

Two other scope classes already exist in IPv4 multicast space: the statically assigned
link-local scope, which is 224.0.0.0/24, and the static global scope allocations, which
contain various addresses.

All scopingisinherently bidirectional in the sense that join messages and data forwarding
are controlled in both directions on the scoped interface.

You can configure multicast scoping either by creating a named scope associated with
a set of routing device interfaces and an address range, or by referencing a scope policy
that specifies the interfaces and configures the address range as a series of filters. You
cannot combine the two methods (the commit operation fails for a configuration that
includes both). The methods differ somewhat in their requirements and result in different
output from the show multicast scope command. For details and configuration instructions,
see and.

Routing loops must be avoided in IP multicast networks. Because multicast routers must
replicate packets for each downstream branch, not only do looping packets not arrive
at adestination, but each pass around the loop multiplies the number of looping packets,
eventually overwhelming the network.

Scoping limits the routers and interfaces that can be used to forward a multicast packet.
Scoping can use the TTL field in the IP packet header, but TTL scoping depends on the
administrator having a thorough knowledge of the network topology. This topology can
change as links fail and are restored, making TTL scoping a poor solution for multicast.

Multicast scoping is administrative in the sense that a range of multicast addresses is
reserved for scoping purposes, as described in RFC 2365. Routers at the boundary must
be able to filter multicast packets and make sure that the packets do not stray beyond
the established limit.

Administrative scoping is much better than TTL scoping, but in many cases the dropping
of administratively scoped packets is still determined by the network administrator. For
example, the multicast address range 239/8 is defined in RFC 2365 as administratively
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scoped, and packets using this range are not to be forwarded beyond a network
“boundary,” usually a routing domain. But only the network administrator knows where
the border routers are and can implement the scoping correctly.

Multicast groups used by unicast routing protocols, such as 224.0.0.5 for all OSPF routers,
are administratively scoped for that LAN only. This scoping allows the same multicast
address to be used without conflict on every LAN running OSPF.

Example: Creating a Named Scope for Multicast Scoping

This example shows how to configure multicast scoping with four scopes: local,
organization, engineering, and marketing.

« Requirements on page 233

« Overview on page 233

« Configuration on page 234

« Verification on page 235

Requirements

Before you begin:

« Configure a tunnel interface. See the Junos® OS Network Interfaces.

« Configure an interior gateway protocol or static routing. See the Junos OS Routing
Protocols Configuration Guide.

Overview

The local scope is configured on a GRE tunnel interface. The organization scope is
configured on a GRE tunnel interface and a SONET/SDH interface. The engineering scope
is configured on an IP-IP tunnel interface and two SONET/SDH interfaces. The marketing
scope is configured on a GRE tunnel interface and two SONET/SDH interfaces. The Junos
OS can scope any user-configurable IPv6 or IPv4 group.

To configure multicast scoping by defining a named scope, you must specify a name for
the scope, the set of routing device interfaces on which you are configuring scoping, and
the scope's address range.

0 NOTE: The prefix specified with the prefix statement must be unique foreach
scope statement. If multiple scopes contain the same prefix, only the last
scope applies to the interfaces. If you need to scope the same prefix on
multiple interfaces, list all of them in the interface statement for a single
scope statement.

When you configure multicast scoping with a named scope, all scope boundaries must
include the local scope. If this scope is not configured, it is added automatically at all
scoped interfaces. The local scope limits the use of the multicast group 239.255.0.0/16
to an attached LAN.
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Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set routing-options multicast scope local prefix fe00::239.255.0.0/128
set routing-options multicast scope local interface gr-2/1/0.0

set routing-options multicast scope organization prefix 239.192.0.0/14
set routing-options multicast scope organization interface gr-2/1/0.0
set routing-options multicast scope organization interface so-0/0/0.0
set routing-options multicast scope engineering prefix 239.255.255.0/24
set routing-options multicast scope engineering interface ip-2/1/0.0
set routing-options multicast scope engineering interface so-0/0/1.0
set routing-options multicast scope engineering interface so-0/0/2.0
set routing-options multicast scope marketing prefix 239.255.254.0/24
set routing-options multicast scope marketing interface gr-2/1/0.0

set routing-options multicast scope marketing interface so-0/0/2.0
set routing-options multicast scope marketing interface so-1/0/0.0

Step-by-Step 1. The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

Configure the local scope.

[edit routing-options multicast]
user@host# set scope local interface gr-2/1/0
user@host# set scope localprefix fe00::239.255.0.0/128

2. Configure the organization scope.

[edit routing-options multicast]
user@host# set scope organization interface [ gr-2/1/0 so-0/0/0 ]
user@host# set scope organization prefix 239.192.0.0/14

3.  Configure the engineering scope.

[edit routing-options multicast]
user@host# set scope engineering interface [ ip-2/1/0 so-0/0/1s0-0/0/2 ]
user@host# set scope engineering prefix 239.255.255.0/24

4, Configure the marketing scope.

[edit routing-options multicast]
user@host# set scope marketing interface [ gr-2/1/0 so-0/0/2 so-1/0/0 ]
user@host# set scope marketing prefix 239.255.254.0/24

5.  If you are done configuring the device, commit the configuration.

user@host# commit

Results

Confirm your configuration by entering the show routing-options command.
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user@host# show routing-options
multicast {
scope local {
interface gr-2/1/0;
prefix fe00::239.255.0.0/128;
1
scope organization {
interface [ gr-2/1/0 so-0/0/0 J;
prefix 239.192.0.0/14;
1
scope engineering {
interface [ ip-2/1/0 so-0/0/1s0-0/0/2 ];
prefix 239.255.255.0/24;
1
scope marketing {
interface [ gr-2/1/0 so-0/0/2 so-1/0/0 ];
prefix 239.255.254.0/24;

}

Verification

To verify that group scoping is in effect, issue the show multicast scope command:

user@host> show multicast scope

Resolve

Scope name Group prefix Interface Rejects

local fe00::239.255.0.0/128 gr-2/1/00

organization 239.192.0.0/14 gr-2/1/0 so0-0/0/00
engineering 239.255.255.0/24 ip-2/1/0 s0-0/0/1 so-0/0/20
marketing 239.255.254.0/24 gr-2/1/0 s0-0/0/2 so-1/0/00

When you configure scoping with a named scope, the show multicast scope operational
mode command displays the names of the defined scopes, prefixes, and interfaces.

Example: Using a Scope Policy for Multicast Scoping

This example shows how to configure a multicast scope policy named
allow-auto-rp-on-backbone, allowing packets for auto-RP groups 224.0.1.39/32 and
224.0.1.40/32 on backbone-facing interfaces, and rejecting all other addresses in the
224.0.1.0/24 and 239.0.0.0/8 address ranges.

« Requirements on page 235

« Overview on page 236

« Configuration on page 236

« Verification on page 238

Requirements

Before you begin:
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CLI Quick
Configuration

« Configure an interior gateway protocol or static routing. See the Junos OS Routing
Protocols Configuration Guide.

Overview

Each referenced policy must be correctly configured at the [edit policy-options] hierarchy
level, specifying the set of routing device interfaces on which to configure scoping, and
defining the scope's address range as a series of route filters. Only the interface, route-filter,
and prefix-list match conditions are supported for multicast scope policies. All other
configured match conditions are ignored. The only actions supported are accept, reject,
and the policy flow actions next-term and next-policy. The reject action means that joins
and multicast forwarding are suppressed in both directions on the configured interfaces.
The accept action allows joins and multicast forwarding in both directions on the interface.
By default, scope policies apply to all interfaces. The default action is accept.

e NOTE: Multicast scoping configured with a scope policy differsin some ways
from scoping configured with a named scope (which uses the scope
statement):

« You cannot apply a scope policy to a specific routing instance, because all
scope policies apply to all routing instances. In contrast, a named scope
does apply individually to a specific routing instance.

« In contrast to scoping with a named scope, scoping with a scope policy
does not automatically add the local scope at scope boundaries. You must
explicitly configure the local scope boundaries. The local scope limits the
use of the multicast group 239.255.0.0/16 to an attached LAN.

Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set policy-options policy-statement allow-auto-rp-on-backbone term allow-auto-rp from
interface so-0/0/0.0

set policy-options policy-statement allow-auto-rp-on-backbone term allow-auto-rp from
interface so-0/0/1.0

set policy-options policy-statement allow-auto-rp-on-backbone term allow-auto-rp from
route-filter 224.0.1.39/32 exact

set policy-options policy-statement allow-auto-rp-on-backbone term allow-auto-rp from
route-filter 224.0.1.40/32 exact

set policy-options policy-statement allow-auto-rp-on-backbone term allow-auto-rp then
accept

set policy-options policy-statement allow-auto-rp-on-backbone term reject-these from
route-filter 224.0.1.0/24 orlonger

set policy-options policy-statement allow-auto-rp-on-backbone term reject-these from
route-filter 239.0.0.0/8 orlonger

set policy-options policy-statement allow-auto-rp-on-backbone term reject-these then
reject
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set routing-options multicast scope-policy allow-auto-rp-on-backbone

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

1. Define which packets are allowed.

[edit policy-options policy-statement allow-auto-rp-on-backbone]
user@host# set term allow-auto-rp from interface so-0/0/0.0
user@host# set term allow-auto-rp from interface so-0/0/1.0
user@host# set term allow-auto-rp from route-filter 224.0.1.39/32 exact
user@host# set term allow-auto-rp from route-filter 224.0.1.40/32 exact
user@host# set term allow-auto-rp then accept

2. Define which packets are not allowed.

[edit policy-options policy-statement allow-auto-rp-on-backbone]
user@host# set term reject-these from route-filter 224.0.1.0/24 orlonger
user@host# set term reject-these from route-filter 239.0.0.0/8 orlonger
user@host# set term reject-these then reject

3. Apply the policy.

[edit routing-options multicast]
user@host# set scope-policy allow-auto-rp-on-backbone

4. If you are done configuring the device, commit the configuration.

user@host# commit

Results

Confirm your configuration by entering the show policy-options and show routing-options
commands.

user@host# show policy-options
policy-statement allow-auto-rp-on-backbone {
term allow-auto-rp {
from {
/* backbone-facing interfaces */
interface [ so-0/0/0.0 so-0/0/1.0 ];
route-filter 224.0.1.39/32 exact;
route-filter 224.0.1.40/32 exact;
1
then {
accept;
1
}
term reject-these {
from {
route-filter 224.0.1.0/24 orlonger;
route-filter 239.0.0.0/8 orlonger;
1
then reject;
}
1
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user@host# show routing-options
multicast {
scope-policy allow-auto-rp-on-backbone;

}

Verification

To verify that the scope policy is in effect, issue the show multicast scope configuration
mode command:

user@host> show multicast scope
Scope policy: [ allow-auto-rp-on-backbone ]

When you configure multicast scoping with a scope policy, the show multicast scope
operational mode command displays only the name of the scope policy.

Example: Configuring Externally Facing PIM Border Routers

In this example, you add the scope statement at the [edit routing-options multicast]
hierarchy level to prevent auto-RP traffic from “leaking” into or out of your PIM domain.
Two scopes defined below, auto-rp-39 and auto-rp-40, are for specific addresses. The
scoped-range statement defines a group range, thus preventing group traffic from leaking.

routing-options {
multicast {
scope auto-rp-39 {
prefix 224.0.1.39/32;
interface t1-0/0/0.0;
}
scope auto-rp-40 {
prefix 224.0.1.40/32;
interface t1-0/0/0.0;
}
scope scoped-range {
prefix 239.0.0.0/8;
interface t1-0/0/0.0;
}
1
}

Related . Examples: Configuring Bandwidth Management on page 265

Documentation « Examples: Configuring the Multicast Forwarding Cache on page 286

Examples: Configuring Reverse Path Forwarding

« Understanding Multicast Reverse Path Forwarding on page 239

« Multicast RPF Configuration Guidelines on page 241

» Example: Configuring a Dedicated PIM RPF Routing Table on page 241
« Example: Configuring a PIM RPF Routing Table on page 244

« Example: Configuring RPF Policies on page 248

« Example: Configuring PIM RPF Selection on page 250
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Understanding Multicast Reverse Path Forwarding

Unicast forwarding decisions are typically based on the destination address of the packet
arriving at a router. The unicast routing table is organized by destination subnet and
mainly set up to forward the packet toward the destination.

In multicast, the router forwards the packet away from the source to make progress along
the distribution tree and prevent routing loops. The router's multicast forwarding state

runs more logically by organizing tables based on the reverse path, from the receiver back
to the root of the distribution tree. This process is known as reverse-path forwarding (RPF).

The router adds a branch to a distribution tree depending on whether the request for
traffic from a multicast group passes the reverse-path-forwarding check (RPF check).
Every multicast packet received must pass an RPF check before it is eligible to be
replicated or forwarded on any interface.

The RPF checkis essential for every router's multicast implementation. When a multicast
packet is received on aninterface, the router interprets the source address in the multicast
|IP packet as the destination address for a unicast IP packet. The source multicast address
is found in the unicast routing table, and the outgoing interface is determined. If the
outgoing interface found in the unicast routing table is the same as the interface that the
multicast packet was received on, the packet passes the RPF check. Multicast packets
that fail the RPF check are dropped because the incoming interface is not on the shortest
path back to the source.

Figure 33 on page 239 shows how multicast routers can use the unicast routing table to
perform an RPF check and how the results obtained at each router determine where join
messages are sent.

Figure 33: Multicast Routers and the RPF Check
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Routers can build and maintain separate tables for RPF purposes. The router must have
some way to determineits RPF interface for the group, whichis the interface topologically
closest to the root. For greatest efficiency, the distribution tree follows the shortest-path
tree topology. The RPF check helps to construct this tree.
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RPF Table

The RPF table plays the key role in the multicast router. The RPF table is consulted for
every RPF check, which is performed at intervals on multicast packets entering the
multicast router. Distribution trees of all types rely on the RPF table to form properly, and
the multicast forwarding state also depends on the RPF table.

RPF checks are performed only on unicast addresses to find the upstream interface for
the multicast source or RP.

The routing table used for RPF checks can be the same routing table used to forward
unicast IP packets, or it can be a separate routing table used only for multicast RPF
checks. In either case, the RPF table contains only unicast routes, because the RPF check
is performed on the source address of the multicast packet, not the multicast group
destination address, and a multicast address is forbidden from appearing in the source
address field of an IP packet header. The unicast address can be used for RPF checks
because there is only one source host for a particular stream of IP multicast content for
a multicast group address, although the same content could be available from multiple
sources.

If the same routing table used to forward unicast packetsis also used for the RPF checks,
the routing table is populated and maintained by the traditional unicast routing protocols
such as BGP, I1S-IS, OSPF, and the Routing Information Protocol (RIP). If a dedicated
multicast RPF table is used, this table must be populated by some other method. Some
multicast routing protocols (such as the Distance Vector Multicast Routing Protocol
[DVMRP]) essentially duplicate the operation of a unicast routing protocol and populate
a dedicated RPF table. Others, such as PIM, do not duplicate routing protocol functions
and must rely on some other routing protocol to set up this table, which is why PIM is
protocol independent.

Some traditional routing protocols such as BGP and IS-IS now have extensions to
differentiate between different sets of routing information sent between routers for
unicast and multicast. For example, there is multiprotocol BGP (MBGP) and multitopology
routing in I1S-IS (M-1S-IS). IS-IS routes can be added to the RPF table even when special
features such as traffic engineering and “shortcuts” are turned on. Multicast Open Shortest
Path First (MOSPF) also extends OSPF for multicast use, but goes further than MBGP
or M-1S-1S and makes MOSPF into a complete multicast routing protocol on its own.
When these routing protocols are used, routes can be tagged as multicast RPF routers
and used by the receiving router differently than the unicast routing information.

Using the main unicast routing table for RPF checks provides simplicity. A dedicated
routing table for RPF checks allows a network administrator to set up separate paths
and routing policies for unicast and multicast traffic, allowing the multicast network to
function more independently of the unicast network.

By default, PIM uses inet.0 as its reverse-path forwarding (RPF) routing table group. PIM
uses an RPF routing table group to resolve its RPF neighbor for a particular multicast
source address and for the RP address. PIM can optionally use inet.2 as its RPF routing
table group. The inet.2 routing table is organized more efficiently for RPF checks.

Once configured, the RPF routing table must be applied to a PIM as a routing table group.
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Multicast RPF Configuration Guidelines

You use multicast RPF checks to prevent multicast routing loops. Routing loops are
particularly debilitating in multicast applications because packets are replicated with
each pass around the routing loop.

Ingeneral, arouteris to forward a multicast packet only if it arrives on the interface closest
(as defined by a unicast routing protocol) to the origin of the packet, whether source
host or rendezvous point (RP). In other words, if a unicast packet would be sent to the
“destination” (the reverse path) on the interface that the multicast packet arrived on,
the packet passes the RPF check and is processed. Multicast (or unicast) packets that
fail the RPF check are not forwarded (this is the default behavior). For an overview of
how a Juniper Networks router implements RPF checks with tables, see “Understanding
Multicast Reverse Path Forwarding” on page 239.

However, there are network router configurations where multicast packets that fail the
RPF check need to be forwarded. For example, when point-to-multipoint label-switched
paths (LSPs) are used for distributing multicast traffic to PIM “islands” downstream from
the egress router, the interface on which the multicast traffic arrives is not always the
RPF interface. This is because LSPs do not follow the normal next-hop rules of
independent packet routing.

In cases such as these, you can configure policies on the PE router to decide which
multicast groups and sources are exempt from the default RPF check.

Example: Configuring a Dedicated PIM RPF Routing Table

This example explains how to configure a dedicated Protocol Independent Multicast
(PIM) reverse path forwarding (RPF) routing table.

« Requirements on page 241
« Overview on page 241

« Configuration on page 242

Requirements

Before you begin:

« Configure the router interfaces. See the Junos® OS Network Interfaces.

. Enable PIM. See “PIM Overview” on page 15.

This example uses the following software components:

« Junos OS Release 7.4 or later

Overview

By default, PIM uses the inet.O routing table as its RPF routing table. PIM uses an RPF
routing table to resolve its RPF neighbor for a particular multicast source address and to
resolve the RPF neighbor for the rendezvous point (RP) address. PIM can optionally use
inet.2 as its RPF routing table. The inet.2 routing table is dedicated to this purpose.
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CLI Quick
Configuration

PIM uses a single routing table for its RPF check, this ensures that the route with the
longest matching prefix is chosen as the RPF route.

If multicast routes are exchanged by Multiprotocol Border Gateway Protocol MP-BGP
or multitopology IS-IS, they are placed in inet.2 by default.

Using inet.2 as the RPF routing table enables you to have a control plane for multicast,
which is independent of the normal unicast routing table. You might want to use inet.2
as the RPF routing table for any of the following reasons:

« If you use traffic engineering or have an interior gateway protocol (IGP) configured for
shortcuts, the router has label-switched paths (LSPs) installed as the next hops in
inet.2. By applying policy, you can have the router install the routes with non-MPLS
next-hops in the inet.2 routing table.

. |f you have an MPLS network that does not support multicast traffic over LSP tunnels,
you need to configure the router to use a routing table other than inet.0. You can have
the inet.2 routing table populated with native IGP, BGP, and interface routes that can
be used for RPF.

To populate the PIM RPF table, you userib groups. A rib group is defined with the rib-groups
statement at the [edit routing-options] hierarchy level. The rib group is applied to the
PIM protocol by including the rib-group statement at the [edit pim] hierarchy level. A rib
group is most frequently used to place routes in multiple routing tables.

When you configure rib groups for PIM, keep the following in mind:

« The import-rib statement copies routes from the protocol to the routing table.
. The export-rib statement has no effect on PIM.

« Only the first rib routing table specified in the import-rib statement is used by PIM for
RPF checks.

You can also configure IS-1S or OSPF to populate inet.2 with routes that have regular IP
next hops. This allows RPF to work properly even when MPLS is configured for traffic
engineering, or when IS-1S or OSPF are configured to use “shortcuts” for local traffic.

You can also configure the PIM protocol to use a rib group for RPF checks under a virtual
private network (VPN) routing instance. In this case the rib group is still defined at the
[edit routing-options] hierarchy level.

Configuration

Configuring a PIM RPF Routing Table Group Using Interface Routes

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set routing-options rib-groups mcast-rpf-rib import-rib inet.2
set protocols pim rib-group mcast-rpf-rib
set rib-group inet if-rib
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set routing-options interface-routes if-rib import-rib [ inet.0 inet.2 ]

Step-by-Step In this example, the network administrator has decided to use the inet.2 routing table for
Procedure RPF checks. In this process, local routes are copied into this table by using an interface
rib group.

To define an interface routing table group and use it to populate inet.2 for RPF checks:

1.

Use the show multicast rpf command to verify that the multicast RPF table is not
populated with routes.

user@host> show multicast rpf
instance is not running

Create a multicast routing table group named mcast-rpf-rib.

Each routing table group must contain one or more routing tables that Junos OS
uses when importing routes (specified in the import-rib statement).

Include the import-rib statement and specify the inet.2 routing table at the [edit
routing-options rib-groups] hierarchy level.

[edit routing-options rib-groups]
user@host# set mcast-rpf-rib import-rib inet.2

Configure PIM to use the mcast-rpf-rib rib group.

Therib group for PIM can be applied globally orin a routing instance. In this example,
the global configuration is shown.

Include the rib-group statement and specify the mcast-rpf-rib rib group at the [edit
protocols pim] hierarchy level.

[edit protocols pim]
user@host# set rib-group mcast-rpf-rib

Create an interface rib group named if-rib.

Include the rib-group statement and specify the inet address family at the [edit
routing-options interface-routes] hierarchy level.

[edit routing-options interface-routes]
user@host# set rib-group inet if-rib

Configure the if-rib rib group to import routes from the inet.0 and inet.2 routing
tables.

Include the import-rib statement and specify the inet.0 and inet.2 routing tables at
the [edit routing-options rib-groups] hierarchy level.

[edit routing-options rib-groups]
user@host# set if-rib import-rib [ inet.0 inet.2 ]

Commit the configuration.

user@host# commit

Verifying The Multicast RPF Table

Purpose Verify that the multicast RPF table is now populated with routes.
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Example: Configuring a PIM RPF Routing Table

Action

Meaning

Use the show multicast rpf command.

user@host> show multicast rpf

Multicast RPF table: inet.2

10.0.24.12/30
Protocol:
Interface:

10.0.24.13/32
Protocol:

10.0.27.12/30
Protocol:
Interface:

10.0.27.13/32
Protocol:

10.0.224.8/30
Protocol:
Interface:

10.0.224.9/32
Protocol:

127.0.0.1/32
Inactive

192.168.2.1/32
Protocol:
Interface:

Direct
fe-0/1/2.0

Local

Direct
fe-0/1/3.0

Local

Direct
ge-1/3/3.0

Local

Direct
100.0

192.168.187.0/25

Protocol:
Interface:

192.168.187.12
Protocol:

Direct
xp0.0

/32
Local

10 entries

The first line of the sample output shows that the inet.2 table is being used and that there
are 10 routes in the table. The remainder of the sample output lists the routes that
populate the inet.2 routing table.

This example shows how to configure and apply a PIM RPF routing table.

« Requirements on page 245

« Overview on

» Configuration on page 245

page 245

« Verification on page 247
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Requirements

Before you begin:

1. Determine whether the router is directly attached to any multicast sources. Receivers
must be able to locate these sources.

2. Determine whether the router is directly attached to any multicast group receivers. If
receivers are present, IGMP is needed.

3. Determine whether to configure multicast to use sparse, dense, or sparse-dense mode.
Each mode has different configuration considerations.

4. Determine the address of the RP if sparse or sparse-dense mode is used.

5. Determine whether to locate the RP with the static configuration, BSR, or auto-RP
method.

6. Determine whether to configure multicast to use its RPF routing table when configuring
PIM in sparse, dense, or sparse-dense mode.

7. Configure the SAP and SDP protocols to listen for multicast session announcements.
See “Configuring the Session Announcement Protocol” on page 563.

8. Configure IGMP. See “Configuring IGMP” on page 305.
9. Configure the PIM static RP. See “Configuring Static RP” on page 90.

10. Filter PIM register messages from unauthorized groups and sources. See “Example:
Rejecting Incoming PIM Register Messages on RP Routers” on page 125 and “Example:
Stopping Outgoing PIM Register Messages on a Designated Router” on page 121.

Overview

In this example, you name the new RPF routing table group multicast-rfp-rib and use
inet.2 for its export as well as its import routing table. Then you create a routing table
group for the interface routes and name the RPF if-rib. Finally, you use inet.2 and inet.0
foritsimport routing tables, and add the new interface routing table group to the interface
routes.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set routing-options rib-groups multicast-rpf-rib export-rib inet.2
set routing-options rib-groups multicast-rpf-rib import-rib inet.2
set protocols pim rib-group multicast-rpf-rib

set routing-options rib-groups if-rib import-rib inet.2

set routing-options rib-groups if-rib import-rib inet.0

set routing-options interface-routes rib-group inet if-rib
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Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To configure the PIM RPF routing table:

1. Configure a routing option and a group.

[edit]
user@host# edit routing-options rib-groups

2. Configure a name.

[edit routing-options rib-groups]
user@host# set multicast-rpf-rib export-rib inet.2

3. Create a new group for the RPF routing table.

[edit routing-options rib-groups]
user@host# set multicast-rpf-rib import-rib inet.2

4. Apply the new RPF routing table.

[edit protocols pim]
user@host# set rib-group multicast-rpf-rib

5. Create arouting table group for the interface routes.

[edit]
user@host# edit routing-options rib-groups

6. Configure a name for import routing table.

[edit routing-options rib-groups]
user@host# set if-rib import-rib inet.2
user@host# set if-rib import-rib inet.0

7. Set group to interface routes.

[edit routing-options interface-routes]
user@host# set rib-group inet if-rib

Results From configuration mode, confirm your configuration by entering the show protocols and
show routing-options commmands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

[edit]
user@host# show protocols
pim {
rib-group inet multicast-rpf-rib;
}
[edit]
user@host# show routing-options
interface-routes {
rib-group inet if-rib;
1
static {
route 0.0.0.0/0 next-hop 10.100.37.1;
1
rib-groups {
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multicast-rpf-rib {
export-rib inet.2;
import-rib inet.2;
1
if-rib {
import-rib [ inet.2 inet.0 ];
1

1

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform these tasks:

« Verifying SAP and SDP Addresses and Ports on page 247

« Verifying the IGMP Version on page 247

- Verifying the PIM Mode and Interface Configuration on page 247
« Verifying the PIM RP Configuration on page 248

« Verifying the RPF Routing Table Configuration on page 248

Verifying SAP and SDP Addresses and Ports

Purpose \Verify that SAP and SDP are configured to listen on the correct group addresses and
ports.

Action From operational mode, enter the show sap listen command.

Verifying the IGMP Version

Purpose \Verify that IGMP version 2 is configured on all applicable interfaces.

Action From operational mode, enter the show igmp interface command.

user@host> show igmp interface
Interface: ge-0/0/0.0
Querier: 192.168.4.36
State: Up Timeout: 197 Version: 2 Groups: 0

Configured Parameters:

IGMP Query Interval: 125.0

IGMP Query Response Interval: 10.0
IGMP Last Member Query Interval: 1.0
IGMP Robustness Count: 2

Derived Parameters:

IGMP Membership Timeout: 260.0
IGMP Other Querier Present Timeout: 255.0

Verifying the PIM Mode and Interface Configuration

Purpose \Verify that PIM sparse mode is configured on all applicable interfaces.

Action From operational mode, enter the show pim interfaces command.

Copyright © 2013, Juniper Networks, Inc. 247



Multicast Protocols Configuration Guide

Purpose

Action

Purpose

Action

Verifying the PIM RP Configuration
Verify that the PIM RP is statically configured with the correct IP address.

From operational mode, enter the show pim rps command.

Verifying the RPF Routing Table Configuration
Verify that the PIM RPF routing table is configured correctly.

From operational mode, enter the show multicast rpf command.

Example: Configuring RPF Policies

A multicast RPF policy disables RPF checks for a particular multicast (S,G) pair. You
usually disable RPF checks on egress routing devices of a point-to-multipoint
label-switched path (LSP), because the interface receiving the multicast traffic on a
point-to-multipoint LSP egress router might not always be the RPF interface.

This example shows how to configure an RPF check policy named disable-RPF-on-PE.
The disable-RPF-on-PE policy disables RPF checks on packets arriving for group
228.0.0.0/8 or from source address 196.168.25.6.

« Requirements on page 248

« Overview on page 248

« Configuration on page 249

« Verification on page 250

Requirements

Before you begin:

. Configure the router interfaces. See the Junos® OS Network Interfaces.

. Configure an interior gateway protocol or static routing. See the Junos OS Routing
Protocols Configuration Guide.

Overview

An RPF policy behaves like an import policy. If no policy term matches the input packet,
the default action is to accept (that is, to perform the RPF check). The route-filter
statement filters group addresses, and the source-address-filter statement filters source
addresses.

This example shows how to configure each condition as a separate policy and references
both policies in the rpf-check-policy statement. This allows you to associate groups in
one policy and sources in the other.
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o NOTE: Be careful when disabling RPF checks on multicast traffic. If you
disable RPF checks in some configurations, multicast loops can result.

Changes to an RPF check policy take effect immediately:

. If no policy was previously configured, the policy takes effect immediately.

« Ifthe policy nameis changed, the new policy takes effect immediately and any packets
no longer filtered are subjected to the RPF check.

« If the policy is deleted, all packets formerly filtered are subjected to the RPF check.

« Ifthe underlying policy is changed, but retains the same name, the new conditions take
effect immediately and any packets no longer filtered are subjected to the RPF check.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set policy-options policy-statement disable-RPF-from-group term first from route-filter
228.0.0.0/8 orlonger

set policy-options policy-statement disable-RPF-from-group term first then reject

set policy-options policy-statement disable-RPF-from-source term first from
source-address-filter 192.168.25.6/32 exact

set policy-options policy-statement disable-RPF-from-source term first then reject

set routing-options multicast rpf-check-policy [ disable-RPF-from-group
disable-RPF-from-source ]

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure an RPF policy:

1. Configure a policy for group addresses.

[edit policy-options]

user@host# set policy-statement disable-RPF-for-group term first from route-filter
228.0.0.0/8 orlonger

user@host# set policy-statement disable-RPF-for-group term first then reject

2. Configure a policy for a source address.

[edit policy-options]

user@host# set policy-statement disable-RPF-for-source term first from
source-address-filter 192.168.25.6/32 exact

user@host# set policy-statement disable-RPF-for-source term first then reject

3. Apply the policies.

[edit routing-options]
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user@host# set multicast rpf-check-policy [ disable-RPF-for-group
disable-RPF-for-source ]

4. If you are done configuring the device, commit the configuration.

user@host# commit

Results

Confirm your configuration by entering the show policy-options and show routing-options
commands.

user@host# show policy-options
policy-statement disable-RPF-from-group {
term first {
from {
route-filter 228.0.0.0/8 orlonger;
}
then reject;
1
}
policy-statement disable-RPF-from-source {
term first {
from {
source-address-filter 192.168.25.6/32 exact;
}
then reject;
1
}

user@host# show routing-options
multicast {

rpf-check-policy [ disable-RPF-from-group disable-RPF-from-source J;
}

Verification

To verify the configuration, run the show multicast rpf command.

Example: Configuring PIM RPF Selection

This example shows how to configure and verify the multicast PIM RPF next-hop neighbor
selection for a group or (S,G) pair.

« Requirements on page 250

« QOverview on page 251

« Configuration on page 252

« Verification on page 254

Requirements

Before you begin:

. Configure the router interfaces. See the Junos® OS Network Interfaces.
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« Configure an interior gateway protocol or static routing. See the Junos OS Routing
Protocols Configuration Guide.

- Make sure that the RPF next-hop neighbor you want to specify is operating.

Overview

Multicast PIM RPF neighbor selection allows you to specify the RPF neighbor (next hop)
and source address for a single group or multiple groups using a prefix list. RPF neighbor
selection can only be configured for VPN routing and forwarding (VRF) instances.

If you have multiple service VRFs through which a receiver VRF can learn the same source
or rendezvous point (RP) address, PIM RPF checks typically choose the best path
determined by the unicast protocol for all multicast flows. However, if RPF neighbor
selectionis configured, RPF checks are based on your configuration instead of the unicast
routing protocols.

You can use this static RPF selection as a building block for particular applications. For
example, an extranet. Suppose you want to split the multicast flows among parallel PIM
links or assign one multicast flow to a specific PIM link. With static RPF selection
configured, the router sends join and prune messages based on the configuration.

You can use wildcards to designate the source address. Whether or not you use wildcards
affects how the PIM joins work:

« If you configure only a source prefix for a group, all (X¥G) joins are sent to the next-hop
neighbor selected by the unicast protocol, while (S,G) joins are sent to the next-hop
neighbor specified for the source.

« If you configure only a wildcard source for a group, all (*G) and (S,G) joins are sent to
the upstream interface pointing to the wildcard source next-hop neighbor.

« If you configure both a source prefix and a wildcard source for a group, all (S,G) joins
are sent to the next-hop neighbor defined for the source prefix, while (*G) joins are
sent to the next-hop neighbor specified for the wildcard source.

Figure 34 on page 252 shows the topology used in this example.
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Figure 34: PIM RPF Selection
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In this example, the RPF selection is configured on the receiver provider edge router (PE2).

Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set routing-instance vpn-a protocols pim rpf-selection group 225.5.0.0/16 wildcard-source
next-hop 10.12.5.2

set routing-instance vpn-a protocols pim rpf-selection prefix-list group12 wildcard-source
next-hop 10.12.31.2

set routing-instance vpn-a protocols pim rpf-selection prefix-list group34 source
22.1.12.0/24 next-hop 10.12.32.2

set policy-options prefix-list group12 225.1.1.0/24

set policy-options prefix-list group12 225.2.0.0/16

set policy-options prefix-list group34 225.3.3.3/32

set policy-options prefix-list group34 225.4.4.0/24

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure PIM RPF selection:

1. On PE2, configure RFP selection in a routing instance.

[edit routing-instance vpn-a protocols pim]
user@host# set rpf-selection group 225.5.0.0/16 wildcard-source next-hop 10.12.5.2
user@host# set rpf-selection prefix-list group12 wildcard-source next-hop 10.12.31.2
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user@host# set rpf-selection prefix-list group34 source 22.1.12.0/24 next-hop
10.12.32.2
user@host# exit

2. On PE2, configure the policy.

[edit policy-options]

set prefix-list group12 225.1.1.0/24
set prefix-list group12 225.2.0.0/16
set prefix-list group34 225.3.3.3/32
set prefix-list group34 225.4.4.0/24

3. If you are done configuring the device, commit the configuration.

user@host# commit

Results From configuration mode, confirm your configuration by entering the show policy-options
and show routing-instances commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@host# show policy-options
prefix-list groupl2 {
225.1.1.0/24;
225.2.0.0/16;
1
prefix-list group34 {
225.3.3.3/32;
225.4.4.0/24;
1

user@host# show routing-instances
vpn-af
protocols {
pim {
rpf-selection {
group 225.5.0.0/16 {
wildcard-source {
next-hop 10.12.5.2;
}
1
prefix-list groupl2 {
wildcard-source {
next-hop 10.12.31.2;
}
1
prefix-list group34 {
source 22.1.12.0/24 {
next-hop 10.12.32.2;

Copyright © 2013, Juniper Networks, Inc. 253



Multicast Protocols Configuration Guide

Documentation

Verification

To verify the configuration, run the following commands, checking the upstream interface
and the upstream neighbor:

« show pim join extensive

« show multicast route

« Example: Configuring Ingress PE Redundancy on page 294

Example: Configuring Source-Specific Multicast

« Understanding PIM Source-Specific Mode on page 254
« PIM SSM on page 255
« Source-Specific Multicast Groups Overview on page 257

« Example: Configuring Source-Specific Multicast Groups with Any-Source
Override on page 258

« Example: Configuring an SSM-Only Domain on page 261
« Example: Configuring PIM SSM on a Network on page 262
« Example: Configuring SSM Mapping on page 263

Understanding PIM Source-Specific Mode

RFC 1112, the original multicast RFC, supported both many-to-many and one-to-many
models. These came to be known collectively as any-source multicast (ASM) because
ASM allowed one or many sources for a multicast group's traffic. However, an ASM
network must be able to determine the locations of all sources for a particular multicast
group whenever there are interested listeners, no matter where the sources might be
located in the network. In ASM, the key function of source discovery is a required function
of the network itself.

Multicast source discovery appears to be an easy process, but in sparse mode it is not.
In dense mode, it is simple enough to flood traffic to every router in the whole network
so that every router learns the source address of the content for that multicast group.
However, the flooding presents scalability and network resource use issues and is not a
viable option in sparse mode.

PIM sparse mode (like any sparse mode protocol) achieves the required source discovery
functionality without flooding at the cost of a considerable amount of complexity. The
RP routers must be added and must know all multicast sources, and complicated shared
distribution trees must be built to the RPs.

In an environment where many sources come and go, such as for a videoconferencing
service, ASM is appropriate. However, by ignoring the many-to-many model and focusing
attention on the one-to-many source-specific multicast (SSM) model, several
commercially promising multicast applications, such as television channel distribution
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over the Internet, might be brought to the Internet much more quickly and efficiently than
if full ASM functionality were required of the network.

PIM SSM is simpler than PIM sparse mode because only the one-to-many model is
supported. Initial commercial multicast Internet applications are likely to be available to
subscribers (that s, receivers that issue join messages) from only a single source (a special
case of SSM covers the need for a backup source). PIM SSM therefore forms a subset
of PIM sparse mode. PIM SSM builds shortest-path trees (SPTs) rooted at the source
immediately because in SSM, the router closest to the interested receiver host is informed
of the unicast IP address of the source for the multicast traffic. That is, PIM SSM bypasses
the RP connection stage through shared distribution trees, as in PIM sparse mode, and
goes directly to the source-based distribution tree.

PIM SSM introduces new terms for many of the concepts in PIM sparse mode. PIM SSM
can technically be used in the entire 224/4 multicast address range, although PIM SSM

operation is guaranteed only in the 232/8 range (232.0.0/24 is reserved). The new SSM
terms are appropriate for Internet video applications and are summarized in Table 8 on

page 255.

Table 8: ASM and SSM Terminology

Any-Source Multicast Source-Specific Multicast
Address identifier G S.G
Address designation group channel
Receiver operations join, leave subscribe, unsubscribe
Group address range 224/4 excluding 232/8 224/4 (guaranteed only for
232/8)

Although PIM SSM describes receiver operations as subscribe and unsubscribe, the same
PIM sparse mode join and leave messages are used by both forms of the protocol. The
terminology change distinguishes ASM from SSM even though the receiver messages
are identical.

PIM SSM

PIM source-specific multicast (SSM) uses a subset of PIM sparse mode and IGMP version 3
(IGMPv3) to allow a client to receive multicast traffic directly from the source. PIM SSM
uses the PIM sparse-mode functionality to create an SPT between the receiver and the
source, but builds the SPT without the help of an RP.

By default, the SSM group multicast address is limited to the IP address range from
232.0.0.0 through 232.255.255.255. However, you can extend SSM operations into another
Class Drange by including the ssm-groups statement at the [edit routing-options multicast]
hierarchy level. The default SSM address range from 232.0.0.0 through 232.255.255.255
cannot be usedin the ssm-groups statement. This statement is for adding other multicast
addresses to the default SSM group addresses. This statement does not override the
default SSM group address range.
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You can also configure the Junos OS to accept any-source multicast (ASM) join messages
(*G) for group addresses that are within the default or configured range of source-specific
multicast (SSM) groups. This allows you to support a mix of any-source and
source-specific multicast groups simultaneously.

An SSM-configured network has distinct advantages over a traditionally configured PIM
sparse-mode network. There is no need for shared trees or RP mapping (no RP is required),
or for RP-to-RP source discovery through MSDP.

Deploying SSM is easy. You need to configure PIM sparse mode on all router interfaces
and issue the necessary SSM commands, including specifying IGMPv3 on the receiver's
LAN. If PIM sparse mode is not explicitly configured on both the source and group member
interfaces, multicast packets are not forwarded. Source lists, supported in IGMPV3, are
used in PIM SSM. As sources become active and start sending multicast packets,
interested receivers in the SSM group receive the multicast packets.

In a PIM SSM-configured network, a host subscribes to an SSM channel (by means of
IGMPvV3), announcing a desire to join group G and source S (see Figure 35 on page 256).
The directly connected PIM sparse-mode router, the receiver's DR, sends an (S,G) join
message to its RPF neighbor for the source. Notice in Figure 35 on page 256 that the RP
is not contacted in this process by the receiver, as would be the case in normal PIM
sparse-mode operations.

Figure 35: Receiver Announces Desire to Join Group G and Source S
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The (5,G) join message initiates the source tree and then builds it out hop by hop until it
reaches the source. In Figure 36 on page 256, the source tree is built across the network
to Router 3, the last-hop router connected to the source.

Figure 36: Router 3 (Last-Hop Router) Joins the Source Tree

| IR

RP router 4

017106

source tree source tree source tree
—— == —— == —— = =

Source Router 3 Router 1 Receiver

IGMPv3 IGMPv3

traffic flow

Using the source tree, multicast traffic is delivered to the subscribing host (see Figure 37
on page 257).
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Figure 37: (S,G) State Is Built Between the Source and the Receiver
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To configure additional SSM groups, include the ssm-groups statement at the [edit
routing-options multicast] hierarchy level.

Source-Specific Multicast Groups Overview

Source-specific multicast (SSM) is a service model that identifies session traffic by both
source and group address. SSM implemented in Junos OS has the efficient explicit join
procedures of Protocol Independent Multicast (PIM) sparse mode but eliminates the
immediate shared tree and rendezvous point (RP) procedures using (*G) pairs. The (*)
is a wildcard referring to any source sending to group G, and “G” refers to the IP multicast
group. SSM builds shortest-path trees (SPTs) directly represented by (S,G) pairs. The
“S” refers to the source's unicast IP address, and the “G” refers to the specific multicast
group address. The SSM (S,G) pairs are called channels to differentiate them from
any-source multicast (ASM) groups. Although ASM supports both one-to-many and
many-to-many communications, ASM's complexity is in its method of source discovery.
For example, if you click a link in a browser, the receiver is notified about the group
information, but not the source information. With SSM, the client receives both source
and group information.

SSMisideal for one-to-many multicast services such as network entertainment channels.
However, many-to-many multicast services might require ASM.

To deploy SSM successfully, you need an end-to-end multicast-enabled network and
applications that use an Internet Group Management Protocol version 3 (IGMPv3) or
Multicast Listener Discovery version 2 (MLDv2) stack, or you need to configure SSM
mapping from IGMPV1 or IGMPv2 to IGMPv3. An IGMPV3 stack provides the capability of
a host operating system to use the IGMPv3 protocol. IGMPvV3 is available for Windows
XP, Windows Vista, and most UNIX operating systems.

SSM mapping allows operators to support an SSM network without requiring all hosts
to support IGMPV3. This support exists in static (S,G) configurations, but SSM mapping
also supports dynamic per-source group state information, which changes as hosts join
and leave the group using IGMP.

SSMis typically supported with a subset of IGMPv3 and PIM sparse mode known as PIM
SSM. Using SSM, a client can receive multicast traffic directly from the source. PIM SSM
uses the PIM sparse-mode functionality to create an SPT between the client and the
source, but builds the SPT without the help of an RP.

An SSM-configured network has distinct advantages over a traditionally configured PIM
sparse-mode network. There is no need for shared trees or RP mapping (no RPis required),
or for RP-to-RP source discovery through the Multicast Source Discovery Protocol (MSDP).
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Example: Configuring Source-Specific Multicast Groups with Any-Source Override

This example shows how to extend source-specific multicast (SSM) group operations
beyond the default IP address range of 232.0.0.0 through 232.255.255.255. This example
also shows how to accept any-source multicast (ASM) join messages (*G) for group
addresses that are within the default or configured range of SSM groups. This allows you
to support a mix of any-source and source-specific multicast groups simultaneously.

« Requirements on page 258

« Overview on page 258

« Configuration on page 259

« Verification on page 261

Requirements

Before you begin, configure the router interfaces. See the Junos® OS Network Interfaces.

Overview

To deploy SSM, configure PIM sparse mode on all routing device interfaces and issue the
necessary SSM commands, including specifying IGMPv3 or MLDv2 on the receiver's LAN.
If PIM sparse mode is not explicitly configured on both the source and group members
interfaces, multicast packets are not forwarded. Source lists, supported in IGMPv3 and
MLDvZ2, are used in PIM SSM. Only sources that are specified send traffic to the SSM
group.

In a PIM SSM-configured network, a host subscribes to an SSM channel (by means of
IGMPV3 or MLDv2) to join group G and source S (see Figure 38 on page 258). The directly
connected PIM sparse-mode router, the receiver's designated router (DR), sends an (S,G)
join message to its reverse-path forwarding (RPF) neighbor for the source. Notice in
Figure 38 on page 258 that the RP is not contacted in this process by the receiver, as would
be the case in normal PIM sparse-mode operations.

Figure 38: Receiver Sends Messages to Join Group G and Source S
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The (S,G) join message initiates the source tree and then builds it out hop by hop until it
reaches the source. In Figure 39 on page 259, the source tree is built across the network
to Router 3, the last-hop router connected to the source.
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Figure 39: Router 3 (Last-Hop Router) Joins the Source Tree
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Using the source tree, multicast traffic is delivered to the subscribing host (see Figure 40
on page 259).

Figure 40: (S,G) State Is Built Between the Source and the Receiver
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SSM can operate in include mode or in exclude mode. In exclude mode the receiver
specifies a list of sources that it does not want to receive the multicast group traffic from.
The routing device forwards traffic to the receiver from any source except the sources
specified in the exclusion list. The receiver accepts traffic from any sources except the
sources specified in the exclusion list.

This example works with the simple RPF topology shown in Figure 41 on page 259.

Figure 41: Simple RPF Topology
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Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface all

set protocols pim rp local address 10.255.72.46

set protocols pim rp local group-ranges 239.0.0.0/24
set protocols pim interface fe-1/0/0.0 mode sparse
set protocols pim interface l0o0.0 mode sparse

set routing-options multicast ssm-groups 232.0.0.0/8
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Step-by-Step
Procedure

set routing-options multicast ssm-groups 239.0.0.0/8
set routing-options multicast asm-override-ssm

The following example requires that you navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure an RPF policy:

1. Configure OSPF.

[edit protocols ospf]
user@host# set area 0.0.0.0 interface fxp0.0 disable
user@host# set area 0.0.0.0 interface all

2. Configure PIM sparse mode.

[edit protocols pim]

user@host# set rp local address 10.255.72.46
user@host# set rp local group-ranges 239.0.0.0/24
user@host# set interface fe-1/0/0.0 mode sparse
user@host# set interface lo0.0 mode sparse

3.  Configure additional SSM groups.

[edit routing-options]
user@host# set ssm-groups [ 232.0.0.0/8 239.0.0.0/8 ]

4.  Configure the RP to accept ASM join messages for groups within the SSM address
range.

[edit routing-options]
user@host# set multicast asm-override-ssm

5.  If you are done configuring the device, commit the configuration.

user@host# commit

Results

Confirm your configuration by entering the show protocols and show routing-options
commands.

user@host# show protocols
ospf {
area 0.0.0.0 {
interface fxp0.0 {
disable;
}
interface all;
1
}
pim {
rp {
local {
address 10.255.72.46;
group-ranges {
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239.0.0.0/24;
1

}

1

interface fe-1/0/0.0 {
mode sparse;

1

interface l00.0 {
mode sparse;

1

}

user@host# show routing-options
multicast {
ssm-groups [ 232.0.0.0/8 239.0.0.0/8 ];
asm-override-ssm;

}

Verification

To verify the configuration, run the following commands:

« show igmp group
« show igmp statistics

« show pim join

Example: Configuring an SSM-Only Domain

Deploying an SSM-only domain is much simpler than deploying an ASM domain because
it only requires a few configuration steps. Enable PIM sparse mode on all interfaces by
adding the mode statement at the [edit protocols pim interface all] hierarchy level. When
configuring all interfaces, exclude the fxp0.0 management interface by adding the disable
statement for that interface. Then configure IGMPv3 on all host-facing interfaces by
adding the version statement at the [edit protocols igmp interface interface-name]
hierarchy level.

In the following example, the host-facing interface is fe-0/1/2:

[edit]
protocols {
pim {
interface all {
mode sparse;
version 2;
}
interface fxp0.0 {
disable;
}
1
igmp {
interface fe-0/1/2 {
version 3;

}
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}
}

Example: Configuring PIM SSM on a Network

The following example shows how PIM SSM is configured between a receiver and a
source in the network illustrated in Figure 42 on page 262.

Figure 42: Network on Which to Configure PIM SSM
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This example shows how to configure the IGMP version to IGMPv3 on all receiving host
interfaces.

1. Enable IGMPv3 on all host-facing interfaces, and disable IGMP on the fxp0.0 interface
on Router 1.

user@routerl# set protocols igmp interface all version 3
user@routerl# set protocols igmp interface fxp0.0 disable

e NOTE: When you configure IGMPv3 on a router, hosts on interfaces
configured with IGMPv2 cannot join the source tree.

2. After the configuration is committed, use the show configuration protocol igmp
command to verify the IGMP protocol configuration.

user@router1> show configuration protocol igmp

[edit protocols igmp]
interface all {
version 3;

1

interface fxp0.0 {
disable;

1

3. Use the show igmp interface command to verify that IGMP interfaces are configured.

user@routerl> show igmp interface

Interface State Querier Timeout Version Groups
fe-0/0/0.0 Up 198.58.3.245 213 3 0
fe-0/0/1.0 Up 198.58.3.241 220 3 0
fe-0/0/2.0 Up 198.58.3.237 218 3 0

Configured Parameters:

IGMP Query Interval (1/10 secs): 1250

IGMP Query Response Interval (1/10 secs): 100
IGMP Last Member Query Interval (1/10 secs): 10
IGMP Robustness Count: 2

Derived Parameters:

262 Copyright © 2013, Juniper Networks, Inc.



Chapter 5: Multicast Routing Options

IGMP Membership Timeout (1/10 secs): 2600
IGMP Other Querier Present Timeout (1/10 secs): 2550

4. Use the show pim join extensive command to verify the PIM join state on Router 2 and
Router 3 (the upstream routers).

user@router2> show pim join extensive
232.1.1.1 10.4.1.2 sparse

Upstream interface: fe-1/1/3.0

Upstream State: Local Source

Keepalive timeout: 209

Downstream Neighbors:

Interface: so0-1/0/2.0
10.10.71.1 State: Join Flags: S Timeout: 209

5. Use the show pim join extensive command to verify the PIM join state on Router 1 (the
router connected to the receiver).

user@routerl> show pim join extensive
232.1.1.1 10.4.1.2 sparse

Upstream interface: so-1/0/2.0

Upstream State: Jointo Source

Keepalive timeout: 209

Downstream Neighbors:

Interface: fe-0/2/3.0
10.3.1.1 State: Join Flags: S Timeout: Infinity

Example: Configuring SSM Mapping

SSM mapping does not require that all hosts support IGMPv3. SSM mapping translates
IGMPV1 or IGMPV2 membership reports to an IGMPV3 report. This enables hosts running
IGMPV1 or IGMPV2 to participate in SSM until the hosts transition to IGMPV3.

SSM mapping applies to all group addresses that match the policy, not just those that
conform to SSM addressing conventions (232/8 for IPv4, ff30::/32 through ff3F::/32 for
IPv6).

We recommend separate SSM maps for IPv4 and IPv6 if both address families require
SSM support. If you apply an SSM map containing both IPv4 and IPv6 addresses to an
interface in an IPv4 context (using IGMP), only the IPv4 addresses in the list are used. If
there are no such addresses, no action is taken. Similarly, if you apply an SSM map
containing both IPv4 and IPv6 addresses to an interface in an IPv6 context (using MLD),
only the IPv6 addresses in the list are used. If there are no such addresses, no action is
taken.

In this example, you create a policy to match the group addresses that you want to
translate to IGMPv3. Then you define the SSM map that associates the policy with the
source addresses where these group addresses are found. Finally, you apply the SSM
map to one or more IGMP (for IPv4) or MLD (for IPv6) interfaces.

1. Create an SSM policy named ssm-policy-example. The policy terms match the IPv4
SSM group address 232.1.1.1/32 and the IPv6 SSM group address ff35::1/128. All other
addresses are rejected.

user@routerl# set policy-options policy-statement ssm-policy-example term A from
route-filter 232.1.1.1/32 exact
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user@routerl# set policy-options policy-statement ssm-policy-example term A then
accept

user@router1# set policy-options policy-statement ssm-policy-example term B from
route-filter ff35::1/128 exact

user@routerl# set policy-options policy-statement ssm-policy-example term B then
accept

2. After the configuration is committed, use the show configuration policy-options
command to verify the policy configuration.

user@host> show configuration policy-options

[edit policy-options]
policy-statement ssm-policy-example {
term A {
from {
route-filter 232.1.1.1/32 exact;
1
then accept;
}
termB {
from {
route-filter ff35::1/128 exact;
1
then accept;
}
then reject;

}

The group addresses must match the configured policy for SSM mapping to occur.

3. Define two SSM maps, one called ssm-map-ipv6-example and one called
ssm-map-ipv4-example, by applying the policy and configuring the source addresses
as a multicast routing option.

user@host# set routing-options multicast ssm-map ssm-map-ipv6-example policy
ssm-policy-example

user@host# set routing-options multicast ssm-map ssm-map-ipv6-example source
fecO::1 fec0::12

user@host# set routing-options multicast ssm-map ssm-map-ipv4-example policy
ssm-policy-example

user@host# set routing-options multicast ssm-map ssm-map-ipv4-example source
10.10.10.4

user@host# set routing-options multicast ssm-map ssm-map-ipv4-example source
192.168.43.66

4. After the configuration is committed, use the show configuration routing-options
command to verify the policy configuration.

user@host> show configuration routing-options

[edit routing-options]
multicast {
ssm-map ssm-map-ipv6-example {
policy ssm-policy-example;
source [ fec0::1fec0::12 ];
}
ssm-map ssm-map-ipv4-example {
policy ssm-policy-example;
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source [ 10.10.10.4 192.168.43.66 J;
}
1

We recommend separate SSM maps for IPv4 and IPv6.

5. Apply SSM maps for IPv4-to-IGMP interfaces and SSM maps for IPv6-to-MLD
interfaces:

user@host# set protocolsigmp interface fe-0/1/0.0 ssm-map ssm-map-ipv4-example
user@host# set protocols mld interface fe-0/1/1.0 ssm-map ssm-map-ipv6-example

6. After the configuration is committed, use the show configuration protocol command
to verify the IGMP and MLD protocol configuration.

user@routerl> show configuration protocol

[edit protocols]
igmp {
interface fe-0/1/0.0 {
ssm-map ssm-map-ipv4-example;
}
1
mld {
interface fe-/0/1/1.0 {
ssm-map ssm-map-ipv6-example;
}
1

7. Use the show igmp interface and the show mld interface commands to verify that the
SSM maps are applied to the interfaces.

user@host> show igmp interface fe-0/1/0.0

Interface: fe-0/1/0.0
Querier: 192.168.224.28
State: Up Timeout: None Version: 2 Groups: 2
SSM Map: ssm-map-ipv4-example

user@host> show mld interface fe-0/1/1.0

Interface: fe-0/1/1.0
Querier: fec0:0:0:0:1::12
State: Up Timeout: None Version: 2 Groups: 2
SSM Map: ssm-map-ipv6-example

Related . Configuring Basic PIM Settings on page 35
Documentation

Examples: Configuring Bandwidth Management

« Understanding Bandwidth Management for Multicast on page 266
« Bandwidth Management and PIM Graceful Restart on page 266

« Bandwidth Management and Source Redundancy on page 266

« Logical Systems and Bandwidth Oversubscription on page 267

« Example: Defining Interface Bandwidth Maximums on page 268

« Example: Configuring Multicast with Subscriber VLANs on page 270
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« Configuring Multicast Routing Over IP Demux Interfaces on page 283

« Classifying Packets by Egress Interface on page 284

Understanding Bandwidth Management for Multicast

Bandwidth management enables you to control the multicast flows that leave a multicast
interface. This control enables you to better manage your multicast traffic and reduce
or eliminate the chances of interface oversubscription or congestion.

Bandwidth management ensures that multicast traffic oversubscription does not occur
on aninterface. When managing multicast bandwidth, you define the maximum amount
of multicast bandwidth that an individual interface can use as well as the bandwidth
individual multicast flows use.

For example, the routing software cannot add a flow to an interface if doing so exceeds
the allowed bandwidth for that interface. Under these circumstances, the interface is
rejected. This rejection, however, does not prevent a multicast protocol (for example,
PIM) from sending a join message upstream. Traffic continues to arrive on the router,
even though the router is not sending the flow from the expected outgoing interfaces.

You can configure the flow bandwidth statically by specifying a bandwidth value for the
flow in bits per second, or you can enable the flow bandwidth to be measured and
adaptively changed. When using the adaptive bandwidth option, the routing software
queries the statistics for the flows to be measured at 5-second intervals and calculates
the bandwidth based on the queries. The routing software uses the maximum value
measured within the last minute (that is, the last 12 measuring points) as the flow
bandwidth.

For more information, see the following sections:

« Bandwidth Management and PIM Graceful Restart on page 266
« Bandwidth Management and Source Redundancy on page 266

« Logical Systems and Bandwidth Oversubscription on page 267

Bandwidth Management and PIM Graceful Restart

When using PIM graceful restart, after the routing process restarts on the Routing Engine,
previously admitted interfaces are always readmitted and the available bandwidth is
adjusted on the interfaces. When using the adaptive bandwidth option, the bandwidth
measurement is initially based on the configured or default starting bandwidth, which
might be inaccurate during the first minute. This means that new flows might be incorrectly
rejected or admitted temporarily. You can correct this problem by issuing the clear
multicast bandwidth-admission operational command.

If PIM graceful restart is not configured, after the routing process restarts, previously
admitted or rejected interfaces might be rejected or admitted in an unpredictable manner.

Bandwidth Management and Source Redundancy

When using source redundancy, multiple sources (for example, s and s2) might exist
for the same destination group (g). However, only one of the sources can actively transmit
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at any time. In this case, multiple forwarding entries—(sl,g) and (s2,g)—are created after
each goes through the admission process.

With redundant sources, unlike unrelated entries, an OIF that is already admitted for one
entry—for example, (s1,8)—is automatically admitted for other redundancy entries—for
example, (s2,8). The remaining bandwidth on the interface is deducted each time an
outbound interface is added, even though only one sender actively transmits. By measuring
bandwidth, the bandwidth deducted for the inactive entries is credited back when the
router detects no traffic is being transmitted.

For more information about defining redundant sources, see “Example: Configuring a
Multicast Flow Map” on page 290.

Logical Systems and Bandwidth Oversubscription

You can manage bandwidth at both the physical and logical interface level. However, if
more than one logical system shares the same physical interface, the interface might
become oversubscribed. Oversubscription occurs if the total bandwidth of all separately
configured maximum bandwidth values for the interfaces on each logical system exceeds
the bandwidth of the physical interface.

When displaying interface bandwidth information, a negative available bandwidth value
indicates oversubscription on the interface.

Interface bandwidth can become oversubscribed when the configured maximum
bandwidth decreases or when some flow bandwidths increase because of a configuration
change or an actual increase in the traffic rate.

Interface bandwidth can become available again if one of the following occurs:

« The configured maximum bandwidth increases.

« Some flows are no longer transmitted from interfaces, and bandwidth reserves for
them are now available to other flows.

. Some flow bandwidths decrease because of a configuration change or an actual
decrease in the traffic rate.

Interfaces that are rejected for a flow because of insufficient bandwidth are not
automatically readmitted, even when bandwidth becomes available again. Rejected
interfaces have an opportunity to be readmitted when one of the following occurs:

« The multicast routing protocol updates the forwarding entry for the flow after receiving
ajoin, leave, or prune message or after a topology change occurs.

« The multicast routing protocol updates the forwarding entry for the flow due to
configuration changes.

« You manually reapply bandwidth management to a specific flow or to all flows using
the clear multicast bandwidth-admission operational command.
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In addition, evenif previously available bandwidth is no longer available, already admitted
interfaces are not removed until one of the following occurs:

« The multicast routing protocol explicitly removes the interfaces after receiving a leave
or prune message or after a topology change occurs.

« You manually reapply bandwidth management to a specific flow or to all flows using
the clear multicast bandwidth-admission operational commmand.

Example: Defining Interface Bandwidth Maximums

This example shows you how to configure the maximum bandwidth for a physical or
logical interface.

« Requirements on page 268

« Overview on page 268

« Configuration on page 269

« Verification on page 270

Requirements

Before you begin:

« Configure the router interfaces. See the Junos® OS Network Interfaces.

« Configure an interior gateway protocol. See the Junos OS Routing Protocols
Configuration Guide.

« Configure a multicast protocol. This feature works with the following multicast
protocols:

- DVMRP
- PIM-DM
- PIM-SM
- PIM-SSM

Overview

The maximum bandwidth setting applies admission control either against the configured
interface bandwidth or against the native speed of the underlying interface (when there
is no configured bandwidth for the interface).

If you configure several logical interfaces (for example, to support VLANs or PVCs) on
the same underlying physical interface, and no bandwidth is configured for the logical
interfaces, it is assumed that the logical interfaces all have the same bandwidth as the
underlying interface. This can cause oversubscription. To prevent oversubscription,
configure bandwidth for the logical interfaces, or configure admission control at the
physical interface level.

You only need to define the maximum bandwidth for an interface on which you want to
apply bandwidth management. An interface that does not have a defined maximum

268
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bandwidth transmits all multicast flows as determined by the multicast protocol that is
running on the interface (for example, PIM).

If you specify maximum-bandwidth without including a bits-per-second value, admission
control is enabled based on the bandwidth configured for the interface. In the following
example, admission control is enabled for logical interface unit 200, and the maximum

bandwidthis 20 Mbps. If the bandwidth is not configured on the interface, the maximum
bandwidth is the link speed.

routing-options {
multicast {
interface fe-0/2/0.200 {
maximum-bandwidth;
}
interfaces {
fe-0/2/0 {
unit 200 {
bandwidth 20m;
}
1
1

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set interfaces fe-0/2/0 unit 200 bandwidth 20m

set routing-options multicast interface fe-0/2/0.200 maximum-bandwidth

set routing-options multicast interface fe-0/2/1 maximum-bandwidth 60m

set routing-options multicast interface fe-0/2/1.200 maximum-bandwidth 10m

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure a bandwidth maximum:

1. Configure the a logical interface bandwidth.

[edit interfaces]
user@host# set fe-0/2/0 unit 200 bandwidth 20m

2. Enable admission control on the logical interface.

[edit routing-options]
user@host# set multicast interface fe-0/2/0.200 maximum-bandwidth

3.  Onaphysicalinterface, enable admission control and set the maximum bandwidth
to 60 Mbps.

[edit routing-options]
user@host# set multicast interface fe-0/2/1 maximum-bandwidth 60m
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4. Foralogical interface on the same physical interface shown in Step 3, set a smaller
maximum bandwidth.

[edit routing-options]
user@host# set multicast interface fe-0/2/1.200 maximum-bandwidth 10m

Results

Confirm your configuration by entering the show interfaces and show routing-options
commands.

user@host# show interfaces
fe-0/2/0 {
unit 200 {
bandwidth 20m;
1
1

user@host# show routing-options
multicast {
interface fe-0/2/0.200 {
maximum-bandwidth;
1
interface fe-0/2/1{
maximum-bandwidth 60m;
1
interface fe-0/2/1.200 {
maximum-bandwidth 10m;
1
1

Verification

To verify the configuration, run the show multicast interface command.

Example: Configuring Multicast with Subscriber VLANs

This example shows how to configure an MX Series router to function as a broadband
service router (BSR).

« Requirements on page 270

« Overview and Topology on page 271

« Configuration on page 274

« Verification on page 282

Requirements

This example uses the following hardware components:

« One MX Series router or EX Series switch with a PIC that supports traffic control profile
queuing

« One DSLAM
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Before you begin:

« Configure an interior gateway protocol. See the Junos OS Routing Protocols
Configuration Guide.

« Configure PIM and IGMP or MLD on the interfaces.

Overview and Topology

When multiple BSR interfaces receive IGMP and MLD join and leave requests for the
same multicast stream, the BSR sends a copy of the multicast stream on each interface.
Both the multicast control packets (IGMP and MLD) and the multicast data packets flow
on the same BSR interface, along with the unicast data. Because all per-customer traffic
hasits owninterface on the BSR, per-customer accounting, call admission control (CAC),
and quality-of-service (Qo0S) adjustment are supported. The QoS bandwidth used by
multicast reduces the unicast bandwidth.

Multiple interfaces on the BSR might connect to a shared device (for example,a DSLAM).
The BSR sends the same multicast stream multiple times to the shared device, thus
wasting bandwidth. It is more efficient to send the multicast stream one time to the
DSLAM and replicate the multicast streams in the DSLAM. There are two approaches
that you can use.

The first approach is to continue to send unicast data on the per-customer interfaces,
but have the DSLAM route all the per-customer IGMP and MLD join and leave requests
to the BSR on a single dedicated interface (a multicast VLAN). The DSLAM receives the
multicast streams from the BSR on the dedicated interface with no unnecessary
replication and performs the necessary replication to the customers. Because all multicast
control and data packets use only one interface, only one copy of a stream is sent even
if there are multiple requests. This approach is called reverse outgoing interface (OIF)
mapping. Reverse OIF mapping enables the BSR to propagate the multicast state of the
shared interface to the customer interfaces, which enables per-customer accounting
and QoS adjustment to work. When a customer changes the TV channel, the router
gateway (RG) sends an IGMP or MLD join and leave messages to the DSLAM. The DSLAM
transparently passes the request to the BSR through the multicast VLAN. The BSR maps
the IGMP or MLD request to one of the subscriber VLANs based on the IP source address
or the source MAC address. When the subscriber VLAN is found, QoS adjustment and
accounting are perfomed on that VLAN or interface.

The second approach is for the DSLAM to continue to send unicast data and all the
per-customer IGMP and MLD join and leave requests to the BSR on the individual customer
interfaces, but to have the multicast streams arrive on a single dedicated interface. If
multiple customers request the same multicast stream, the BSR sends one copy of the
data on the dedicated interface. The DSLAM receives the multicast streams from the
BSR on the dedicated interface and performs the necessary replication to the customers.
Because the multicast control packets use many customer interfaces, configuration on
the BSR must specify how to map each customer’s multicast data packets to the single
dedicated output interface. QoS adjustment is supported on the customer interfaces.
CAC is supported on the shared interface. This second approach is called multicast OIF
mapping.
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OIF mapping and reverse OIF mapping are not supported on the same customer interface
or shared interface. This example shows how to configure the two different approaches.
Both approaches support QoS adjustment, and both approaches support MLD/IPv6.
The reverse OIF mapping example focuses on IGMP/IPv4 and enables QoS adjustment.
The OIF mapping example focuses on MLD/IPv6 and disables QoS adjustment.

The first approach (reverse OIF mapping) includes the following statements:

« flow-map—Defines a flow map that controls the bandwidth for each flow.
- maximum-bandwidth—Enables CAC.

- reverse-oif-mapping—Enables the routing device to identify a subscriber VLAN or
interface based on an IGMP or MLD join or leave request that it receives over the
multicast VLAN.

After the subscriber VLAN is identified, the routing device immediately adjusts the QoS
(in this case, the bandwidth) on that VLAN based on the addition or removal of a
subscriber.

The routing device uses IGMP and MLD join or leave reports to obtain the subscriber
VLAN information. This means that the connecting equipment (for example, the
DSLAM) must forward all IGMP and MLD reports to the routing device for this feature
to function properly. Using report suppression or an IGMP proxy can result in reverse
OIF mapping not working properly.

« subscriber-leave-timer—Introduces a delay to the QoS update. After receiving an IGMP
or MLD leave request, this statement defines a time delay (between 1and 30 seconds)
that the routing device waits before updating the QoS for the remaining subscriber
interfaces. You might use this delay to decrease how often the routing device adjusts
the overall QoS bandwidth on the VLAN when a subscriber sends rapid leave and join
messages (for example, when changing channels in an IPTV network).

« traffic-control-profile—Configures a shaping rate on the logical interface. The configured
shaping rate must be configured as an absolute value, not as a percentage.

The second approach (OIF mapping) includes the following statements:

« map-to-interface—In a policy statement, enables you to build the OIF map.

The OIF map is a routing policy statement that can contain multiple terms. When
creating OIF maps, keep the following in mind:

- If you specify a physical interface (for example, ge-0/0/0),a ".0" is appended to the
interface to create a logical interface (for example, ge-0/0/0.0).

- Configure a routing policy for each logical system. You cannot configure routing
policies dynamically.

- The interface must also have IGMP, MLD, or PIM configured.

- You cannot map to a mapped interface.
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- We recommend that you configure policy statements for IGMP and MLD separately.

- Specify either a logical interface or the keyword self. The self keyword specifies that
multicast data packets be sent on the same interface as the control packets and
that no mapping occur. If no term matches, then no multicast data packets are sent.

no-qos-adjust—Disables QoS adjustment.

QoS adjustment decreases the available bandwidth on the client interface by the
amount of bandwidth consumed by the multicast streams that are mapped from the
client interface to the shared interface. This action always occurs unless it is explicitly
disabled.

If you disable QoS adjustment, available bandwidth is not reduced on the customer
interface when multicast streams are added to the shared interface.

0 NOTE: You can dynamically disable QoS adjustment for IGMP and MLD
interfaces using dynamic profiles.

oif-map—Associate a map with an IGMP or MLD interface. The OIF map is then applied
to all IGMP or MLD requests received on the configured interface. In this example,
subscriber VLANs 1and 2 have MLD configured, and each VLAN points to an OIF map
that directs some traffic to ge-2/3/9.4000, some traffic to ge-2/3/9.4001, and some
traffic to self.

0 NOTE: You can dynamically associate OIF maps with IGMP interfaces
using dynamic profiles.

passive—Defines either IGMP or MLD to use passive mode.

The OIF map interface should not typically pass IGMP or MLD control traffic and should
be configured as passive. However, the OIF map implementation does support running
IGMP or MLD on an interface (control and data) in addition to mapping data streams
to the same interface. In this case, you should configure IGMP or MLD normally (that
is, not in passive mode) on the mapped interface. In this example, the OIF map
interfaces (ge-2/3/9.4000 and ge-2/3/9.4001) are configured as MLD passive.

By default, specifying the passive statement means that no general queries,
group-specific queries, or group-source-specific queries are sent over the interface
and that all received control traffic is ignored by the interface. However, you can
selectively activate up to two out of the three available options for the passive
statement while keeping the other functions passive (inactive).

These options include the following:

- send-general-query—When specified, the interface sends general queries.

- send-group-query—When specified, the interface sends group-specific and
group-source-specific queries.

- allow-receive—When specified, the interface receives control traffic.
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Figure 43 on page 274 shows the scenario.

In both approaches, if multiple customers request the same multicast stream, the BSR
sends one copy of the stream on the shared multicast VLAN interface. The DSLAM
receives the multicast stream from the BSR on the shared interface and performs the
necessary replication to the customers.

In the first approach (reverse OIF mapping), the DSLAM uses the per-customer subscriber
VLANSs for unicast data only. IGMP and MLD join and leave requests are sent on the
multicast VLAN.

In the second approach (OIF mapping), the DSLAM uses the per-customer subscriber
VLANS for unicast data and for IGMP and MLD join and leave requests. The multicast
VLAN is used only for multicast streams, not for join and leave requests.

Figure 43: Multicast with Subscriber VLANs
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Configuration

Configuring a Reverse OIF Map

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set class-of-service traffic-control-profiles tcp-ifl shaping-rate 20m

set class-of-service interfaces ge-2/2/0 shaping-rate 240m

set class-of-service interfaces ge-2/2/0 unit 50 output-traffic-control-profile tcp-ifl
set class-of-service interfaces ge-2/2/0 unit 51 output-traffic-control-profile tcp-ifl
set interfaces ge-2/0/0 unit O family inet address 30.0.0.2/24

set interfaces ge-2/2/0 hierarchical-scheduler

set interfaces ge-2/2/0 vlan-tagging

set interfaces ge-2/2/0 unit 10 vlan-id 10

set interfaces ge-2/2/0 unit 10 family inet address 40.0.0.2/24

set interfaces ge-2/2/0 unit 50 vlan-id 50
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set interfaces ge-2/2/0 unit 50 family inet address 50.0.0.2/24

set interfaces ge-2/2/0 unit 51 vlan-id 51

set interfaces ge-2/2/0 unit 51 family inet address 50.0.1.2/24

set policy-options policy-statement all-mcast-groups from source-address-filter
30.0.0.0/8 orlonger

set policy-options policy-statement all-mcast-groups then accept

set protocols igmp interface all

set protocols igmp interface fxp0.0 disable

set protocols pim rp local address 20.0.0.2

set protocols pim interface all

set protocols pim interface fxp0.0 disable

set protocols pim interface ge-2/2/0.10 disable

set routing-options multicast flow-map mapl policy all-mcast-groups

set routing-options multicast flow-map map1 bandwidth 10m

set routing-options multicast flow-map map1 bandwidth adaptive

set routing-options multicast interface ge-2/2/0.10 maximum-bandwidth 500m

set routing-options multicast interface ge-2/2/0.10 reverse-oif-mapping

set routing-options multicast interface ge-2/2/0.10 subscriber-leave-timer 20

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure reverse OIF mapping:

1. Configure a logical interface for unicast data traffic.

[edit interfaces ge-2/0/0]
user@host# set unit O family inet address 30.0.0.2/24

2. Configure a logical interface for subscriber control traffic.

[edit interfaces ge-2/2/0]

user@host# set hierarchical-scheduler

user@host# set vlan-tagging

user@host# set unit 10 vlan-id 10

user@host# set unit 10 family inet address 40.0.0.2/24

3.  Configure two logical interfaces on which QoS adjustments are made.

[edit interfaces ge-2/2/0]

user@host# set unit 50 vlan-id 50

user@host# set unit 50 family inet address 50.0.0.2/24
user@host# set unit 51 vlan-id 51

user@host# set unit 51 family inet address 50.0.1.2/24

4, Configure a policy.

[edit policy-options policy-statement all-mcast-groups]
user@host# set from source-address-filter 30.0.0.0/8 orlonger
user@host# set then accept

5. Enable a flow map that references the policy.

[edit routing-options multicast]
user@host# set flow-map map1 policy all-mcast-groups
user@host# set flow-map map1 bandwidth 10m adaptive

6. Enable OIF mapping on the logical interface that receives subscriber control traffic.
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[edit routing-options multicast]

user@host# set interface ge-2/2/0.10 maximum-bandwidth 500m
user@host# set interface ge-2/2/0.10 reverse-oif-mapping
user@host# set interface ge-2/2/0.10 subscriber-leave-timer 20

Configure PIM and IGMP.

[edit protocols]

user@host# set igmp interface all

user@host# set igmp interface fxp0.0 disable
user@host# set pim rp local address 20.0.0.2
user@host# set pim interface all

user@host# set pim interface fxp0.0 disable
user@host# set pim interface ge-2/2/0.10 disable

Configure the hierarchical scheduler by configuring a shaping rate for the physical
interface and a slower shaping rate for the logical interfaces on which QoS
adjustments are made.

[edit class-of-service interfaces ge-2/2/0]

user@host# set shaping-rate 240m

user@host# set unit 50 output-traffic-control-profile tcp-ifl
user@host# set unit 51 output-traffic-control-profile tcp-ifl

[edit class-of-service traffic-control-profiles tcp-30m-no-smap]

user@host# set shaping-rate 20m

Results From configuration mode, confirm your configuration by entering the show class-of-service,
show interfaces, show policy-options, show protocols, and show routing-options commands.
If the output does not display the intended configuration, repeat the instructions in this

example to correct the configuration.

user@host# show class-of-service
traffic-control-profiles {
tcp-ifl {
shaping-rate 20m;
1
1

interfaces {
ge-2/2/0 {
shaping-rate 240m;
unit 50 {
output-traffic-control-profile tcp-ifl;
}
unit 51§
output-traffic-control-profile tcp-ifl;
}
1
1

user@host# show interfaces
ge-2/0/0 {
unit O {
family inet {
address 30.0.0.2/24;
1
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1
1
ge-2/2/0{
hierarchical-scheduler;
vlan-tagging;
unit10 {
vlan-id 10;
family inet {
address 40.0.0.2/24;
}
1
unit 50 {
vlan-id 50;
family inet {
address 50.0.0.2/24;
}
1
unit 51§
vlan-id 57;
family inet {
address 50.0.1.2/24;
}
1
1

user@host# show policy-options
policy-statement all-mcast-groups {
from {
source-address-filter 30.0.0.0/8 orlonger;
1
then accept;

}

user@host# show protocols
igmp {
interface all;
interface fxp0.0 {
disable;
1
1
pim {
rp {
local {
address 20.0.0.2;
}
1
interface all;
interface fxp0.0 {
disable;
1
interface ge-2/2/0.10 {
disable;
1
}

user@host# show routing-options
multicast {
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flow-map mapl {
policy all-mcast-groups;
bandwidth 10m adaptive;

1

interface ge-2/2/0.10 {
maximum-bandwidth 500m;
reverse-oif-mapping;
subscriber-leave-timer 20;

1

}

If you are done configuring the device, enter commit from configuration mode.

Configuring an OIF Map

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set interfaces ge-2/3/8 unit O family inet6 address C300:0101::/24

set interfaces ge-2/3/9 vlan-tagging

set interfaces ge-2/3/9 unit 1vlan-id 1

set interfaces ge-2/3/9 unit 1 family inet6 address C400:0101::/24

set interfaces ge-2/3/9 unit 2 vlan-id 2

set interfaces ge-2/3/9 unit 2 family inet6 address C400:0201::/24

set interfaces ge-2/3/9 unit 4000 vlan-id 4000

set interfaces ge-2/3/9 unit 4000 family inet6 address C40F:A001::/24

set interfaces ge-2/3/9 unit 4001 vlan-id 4001

set interfaces ge-2/3/9 unit 4001 family inet6 address C40F:A101::/24

set policy-options policy-statement g539-v6 term g539-4000 from route-filter
FF05:0101:0000::/39 orlonger

set policy-options policy-statement g539-v6 term g539-4000 then map-to-interface
ge-2/3/9.4000

set policy-options policy-statement g539-v6 term g539-4000 then accept

set policy-options policy-statement g539-v6 term g539-4001 from route-filter
FF05:0101:0200::/39 orlonger

set policy-options policy-statement g539-v6 term g539-4001 then map-to-interface
ge-2/3/9.4001

set policy-options policy-statement g539-v6 term g539-4001 then accept

set policy-options policy-statement g539-v6 term self from route-filter
FF05:0101:0700::/40 orlonger

set policy-options policy-statement g539-v6 term self then map-to-interface self

set policy-options policy-statement g539-v6 term self then accept

set policy-options policy-statement g539-v6-all term g539 from route-filter 0::/0 orlonger

set policy-options policy-statement g539-v6-all term g539 then map-to-interface
ge-2/3/9.4000

set policy-options policy-statement g539-v6-all term g539 then accept

set protocols mld interface fxp0.0 disable

set protocols mld interface ge-2/3/9.4000 passive

set protocols mld interface ge-2/3/9.4001 passive

set protocols mld interface ge-2/3/9.1 version 1

set protocols mld interface ge-2/3/9.1 oif-map g539-v6

set protocols mld interface ge-2/3/9.2 version 2

set protocols mld interface ge-2/3/9.2 oif-map g539-v6
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set protocols pim rp local address 20.0.0.4

set protocols pim rp local family inet6 address CO0O0::1

set protocols pim interface ge-2/3/8.0 mode sparse

set protocols pim interface ge-2/3/8.0 version 2

set routing-options multicast interface ge-2/3/9.1 no-qos-adjust
set routing-options multicast interface ge-2/3/9.2 no-gos-adjust

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For information about navigating the CLI, see the CLI User Guide.

To configure reverse OIF mapping:

1. Configure a logical interface for unicast data traffic.

[edit interfaces ge-2/3/8 ]
user@host# set unit O family inet6 address C300:0101::/24

2. Configure logical interfaces for subscriber VLANS.

[edit interfaces ge-2/3/9]

user@host# set vlan-tagging

user@host# set unit 1vlan-id 1

user@host# set unit 1 family inet6 address C400:0101::/24

user@host# set unit 2 vlan-id 2

user@host# set unit 2 family inet6 address C400:0201::/24 lo0O unit O family inet6
address C000::1/128

user@host# set unit 2 family inet6 address C400:0201::/24

3.  Configure two map-to logical interfaces.

[edit interfaces ge-2/2/0]

user@host# set unit 4000 vlan-id 4000

user@host# set unit 4000 family inet6 address C40F:A001::/24
user@host# set unit 4001 vlan-id 4001

user@host# set unit 4001 family inet6 address C40F:A101::/24

4. Configure the OIF map.

[edit policy-options policy-statement g539-v6]

user@host# set term g539-4000 from route-filter FF05:0101:0000::/39 orlonger
user@host# set then map-to-interface ge-2/3/9.4000

user@host# set then accept

user@host# set term g539-4001 from route-filter FF05:0101:0200::/39 orlonger
user@host# set then map-to-interface ge-2/3/9.4001

user@host# set then accept

user@host# set term self from route-filter FF05:0101:0700::/40 orlonger
user@host# set then map-to-interface self

user@host# set then accept

[edit policy-options policy-statement g539-v6-all]
user@host# set term g539 from route-filter 0::/0 orlonger
user@host# set then map-to-interface ge-2/3/9.4000
user@host# set then accept

5.  Disable QoS adjustment on the subscriber VLANS.

[edit routing-options multicast]
user@host# set interface ge-2/3/9.1 no-qos-adjust
user@host# set interface ge-2/3/9.2 no-qos-adjust
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Results

Configure PIM and MLD. Point the MLD subscriber VLANSs to the OIF map.

[edit protocols]
user@host# set pim rp local address 20.0.0.4
user@host# set pim rp local family inet6 address CO0O0::1 #C000::1is the address
of loO0
user@host# set pim interface ge-2/3/8.0 mode sparse
user@host# set pim interface ge-2/3/8.0 version 2
user@host# set mld interface fxp0.0 disable
user@host# set interface ge-2/3/9.4000 passive
user@host# set interface ge-2/3/9.4001 passive
user@host# set interface ge-2/3/9.1 version 1
user@host# set interface ge-2/3/9.1 oif-map g539-v6
user@host# set interface ge-2/3/9.2 version 2
user@host# set interface ge-2/3/9.2 oif-map g539-v6

From configuration mode, confirm your configuration by entering the show interfaces,
show policy-options, show protocols, and show routing-options commands. If the output
does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show interfaces
ge-2/3/8 {
unit 0 {
family inet6 {
address C300:0101::/24;
}
1
}
ge-2/3/9 {
vlan-tagging;
unit1{
vlan-id 1;
family inet6 {
address C400:0101::/24;
}
1
unit 2 {
vlan-id 2;
family inet6 {

address C400:0201::/24;

}

1

unit 4000 {
vlan-id 4000;
family inet6 {

address C40F:AQ001::/24;

}
1
unit 4001 {
vlan-id 4007;
family inet6 {
address C40F:A101::./24;
}
1
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}

user@host# show policy-options
policy-statement g539-v6 {
term g539-4000 {

from {
route-filter FFO5:0101:0000::/39 orlonger;
}
then {
map-to-interface ge-2/3/9.4000;
accept;
}
1
term g539-4001{
from {
route-filter FFO5:0101:0200::/39 orlonger;
}
then {
map-to-interface ge-2/3/9.4007;
accept;
}
1
term self {
from {
route-filter FFO05:0101:0700::/40 orlonger;
}
then {
map-to-interface self;
accept;
}
1
1
policy-statement g539-v6-all {
term g539 {
from {
route-filter 0::/0 orlonger;
}
then {
map-to-interface ge-2/3/9.4000;
accept;
}
1
1
user@host# show protocols
mld {
interface fxp0.0 {
disable;
1
interface ge-2/3/9.4000 {
passive;
1
interface ge-2/3/9.4001 {
passive;
1
interface ge-2/3/9.1{
version 1;
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oif-map g539-v6;
1
interface ge-2/3/9.2 {
version 2;
oif-map g539-v6;
1
1
pim {
rp{
local {
address 20.0.0.4;
family inet6 {
address CO00::1;
1
}
1
interface ge-2/3/8.0 {
mode sparse;
version 2;
1
}

user@host# show routing-options

multicast {

interface ge-2/3/9.1 no-qos-adjust;
interface ge-2/3/9.2 no-qos-adjust;

}

If you are done configuring the device, enter commit from configuration mode.

Verification

To verify the configuration, run the following commands:

« show igmp statistics

« show class-of-service interface

« show interfaces statistics

« show mld statistics

« show multicast interface

« show policy
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Configuring Multicast Routing Over IP Demux Interfaces

In a subscriber management network, fields in packets sent from IP demux interfaces
are intended to correspond to a specific client that resides on the other side of an
aggregation device (for example, a Multiservice Access Node [MSAN]). However, packets
sent from a Broadband Services Router (BSR) to an MSAN do not identify the demux
interface. Once it obtains a packet, it is up to the MSAN device to determine which client
receives the packet.

Depending on the intelligence of the MSAN device, determining which client receives the
packet can occur in an inefficient manner. For example, when it receives IGMP control
traffic,an MSAN might forward the control traffic to all clients instead of the one intended
client. In addition, once a data stream destination is established, though an MSAN can
use IGMP snooping to determine which hosts reside in a particular group and limit data
streams to only that group, the MSAN still must send multiple copies of the data stream
to each group member, even if that data stream is intended for only one client in the

group.

Various multicast features, when combined, enable you to avoid the inefficiencies
mentioned above. These features include the following:

« The ability to configure the IP demux interface family statement to use inet for either
the numbered or unnumbered primary interface. See Configuring Dynamic Subscriber
Interfaces Using IP Demux Interfaces in Dynamic Profiles for details.

« The ability to configure IGMP on the primary interface to send general queries for all
clients. The demux configuration prevents the primary IGMP interface from receiving
any client IGMP control packets. Instead, all IGMP control packets go to the demux
interfaces. However, to guarantee that no joins occur on the primary interface:

- For static IGMP interfaces—Include the passive send-general-query statement in the
IGMP configuration at the [edit protocols igmp interface interface-name] hierarchy
level.

- For dynamic IGMP demux interfaces—Include the passive send-general-query
statement at the [edit dynamic-profiles profile-name protocols igmp interface
interface-name] hierarchy level.

« The ability to map all multicast groups to the primary interface as follows:

- For static IGMP interfaces—Include the oif-map statement at the [edit protocols
igmp interface interface-name] hierarchy level.

- For dynamic IGMP demux interfaces—Include the oif-map statement at the [edit
dynamic-profiles profile-name protocols igmp interface interface-name] hierarchy
level.
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Using the oif-map statement, you can map the same IGMP group to the same output
interface and send only one copy of the multicast stream from the interface.

« The ability to configure IGMP on each demux interface. To prevent duplicate general
queries:

- For static IGMP interfaces—Include the passive allow-receive send-group-query
statement at the [edit protocols igmp interface interface-name] hierarchy level.

- For dynamic demux interfaces—Include the passive allow-receive send-group-query
statement at the [edit dynamic-profiles profile-name protocols igmp interface
interface-name] hierarchy level.

0 NOTE: To send only one copy of each group, regardless of how many
customers join, use the oif-map statement as previously mentioned.

Classifying Packets by Egress Interface

For Juniper Networks M320 Multiservice Edge Routers and T Series Core Routers with
the Intelligent Queuing (1Q), 102, Enhanced IQ (IQE), Multiservices link services intelligent
queuing (LSQ) interfaces, or ATM2 PICs, you can classify unicast and multicast packets
based on the egress interface. For unicast traffic, you can also use a multifield filter, but
only egress interface classification applies to multicast traffic as well as unicast traffic.
If you configure egress classification of an interface, you cannot perform Differentiated
Services code point (DSCP) rewrites on the interface. By default, the system will not
perform any classification based on the egress interface.

To enable packet classification by the egress interface, you first configure a forwarding
class map and one or more queue numbers for the egress interface at the [edit
class-of-service forwarding-classes-interface-specific forwarding-class-map-name]
hierarchy level:

[edit class-of-service]
forwarding-classes-interface-specific forwarding-class-map-name {
class class-name queue-num queue-number [ restricted-queue queuve-number 1,

}

For T Series routers that are restricted to only four queues, you can control the queue
assignment with the restricted-queue option, or you can allow the system to automatically
determine the queue in a modular fashion. For example, a map assigning packets to
gueue 6 would map to queue 2 on a four-queue system.

0 NOTE: If you configure an output forwarding class map associating a
forwarding class with a queue number, this map is not supported on
multiservices link services intelligent queuing (lsg-) interfaces.

284 Copyright © 2013, Juniper Networks, Inc.



Chapter 5: Multicast Routing Options

Once the forwarding class map has been configured, you apply the map to the logical
interface by using the output-forwarding-class-map statement at the [edit class-of-service
interfaces interface-name unit logical-unit-number ] hierarchy level:

[edit class-of-service interfaces interface-name unit logical-unit-number]
output-forwarding-class-map forwarding-class-map-name;

All parameters relating to the queues and forwarding class must be configured as well.
For more information about configuring forwarding classes and queues, see Configuring
Forwarding Classes.

This example shows how to configure aninterface-specific forwarding-class map named
FCMAPI1 that restricts queues 5 and 6 to different queues on four-queue systems and
then applies FCMAPT to unit O of interface ge-6/0/0:

[edit class-of-service]
forwarding-classes-interface-specific FCMAP1 {
class FC1 queue-num 6 restricted-queue 3;
class FC2 queue-num 5 restricted-queue 2;
class FC3 queue-num 3;
class FC4 queue-num O;
class FC3 queue-num O;
class FC4 queue-num T;

[edit class-of-service]
interfaces {
ge-6/0/0 unit O {
output-forwarding-class-map FCMAPT,
1
1

Note that without the restricted-queue option in FCMAPI, the example would assign FC1
and FC2 to queues 2 and 1, respectively, on a system restricted to four queues.

Use the show class-of-service forwarding-class forwarding-class-map-name command
to display the forwarding-class map queue configuration:

user@host> show class-of-service forwarding-class FCMAP2

Forwarding class ID Queue Restricted queue
FC1 0 6 3
FC2 1 5 2
FC3 2 3 3
FC4 3 0 0
FC5 4 0 0
FC6 5 1 1
FC7 6 6 2
FC8 7 7 3

Use the show class-of-service interface interface-name command to display the
forwarding-class maps (and other information) assigned to a logical interface:

user@host> show class-of-service interface ge-6/0/0

Physical interface: ge-6/0/0, Index: 128
Queues supported: 8, Queues in use: 8
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Scheduler map: <default>, Index: 2
Input scheduler map: <default>, Index: 3
Chassis scheduler map: <default-chassis>, Index: 4

Logical interface: ge-6/0/0.0, Index: 67

Object Name Type Index
Scheduler-map sch-map1l Output 6998
Scheduler-map sch-mapl Input 6998
Classifier dotlp ieee8021p 4906
forwarding-class-map FCMAP1 Output 1221

Logical interface: ge-6/0/0.1, Index 68

Object Name Type Index
Scheduler-map <default> Output 2
Scheduler-map <default> Input 3

Logical interface: ge-6/0/0.32767, Index 69

Object Name Type Index
Scheduler-map <default> Output 2
Scheduler-map <default> Input 3

Related . Examples: Configuring Administrative Scoping on page 231

Documentation « Examples: Configuring the Multicast Forwarding Cache on page 286

Examples: Configuring the Multicast Forwarding Cache

« Understanding the Multicast Forwarding Cache on page 286
« Example: Configuring the Multicast Forwarding Cache on page 286
. Example: Configuring a Multicast Flow Map on page 290

Understanding the Multicast Forwarding Cache

|P multicast protocols can create numerous entries in the multicast forwarding cache. If
the forwarding cache fills up with entries that prevent the addition of higher-priority
entries, applications and protocols might not function properly. You can manage the
multicast forwarding cache properties by limiting the size of the cache and by controlling
the length of time that entries remain in the cache. By managing timeout values, you can
give preference to more important forwarding cache entries while removing other less
important entries.

Example: Configuring the Multicast Forwarding Cache

When a routing device receives multicast traffic, it places the (S,G) route information in
the multicast forwarding cache, inet.l. This example shows how to configure multicast
forwarding cache limits to prevent the cache from filling up with entries.

« Requirements on page 287

« Overview on page 287

« Configuration on page 288

« Verification on page 289
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Requirements

Before you begin:

« Configure the router interfaces. See the Junos® OS Network Interfaces.

« Configure an interior gateway protocol. See the Junos OS Routing Protocols
Configuration Guide.

« Configure a multicast protocol. This feature works with the following multicast
protocols:

- DVMRP
- PIM-DM
- PIM-SM
- PIM-S5M

Overview

This example includes the following statements:

. forwarding-cache—Specifies how forwarding entries are aged out and how the number
of entries is controlled.

. timeout—Specifies an idle period after which entries are aged out and removed from
inet.l. You can specify a timeout in the range from 1 through 720 minutes.

« threshold—Enables you to specify threshold values on the forwarding cache to suppress
(suspend) entries from being added when the cache entries reach a certain maximum
and begin adding entries to the cache when the number falls to another threshold
value. By default, no threshold values are enabled on the routing device.

The suppress threshold suspends the addition of new multicast forwarding cache
entries. If you do not specify a suppress value, multicast forwarding cache entries are
created as necessary. If you specify a suppress threshold, you can optionally specify a
reuse threshold, which sets the point at which the device resumes adding new multicast
forwarding cache entries. During suspension, forwarding cache entries time out. After
a certain number of entries time out, the reuse threshold is reached, and new entries
are added. The range for both thresholds is from 1 through 200,000. If configured, the
reuse value must be less than the suppression value. If you do not specify a reuse value,
the number of multicast forwarding cache entries is limited to the suppression value.
A new entry is created as soon as the number of multicast forwarding cache entries
falls below the suppression value.

Beginning with Junos OS 12.2, you can optionally configure a warning threshold so the
device can log warning messages in the system log when a certain number of entries
have been added to the cache. It is helpful to review the system log messages for
troubleshooting purposes and to detect if an excessive amount of entries are filling up
the cache. When the number of entries exceeds the configured warning threshold, but
remains below the suppress threshold, traffic continues to be accepted, and the device
logs warning messages in the system log.
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The warning threshold is a percentage of the suppress threshold, so you must configure
the suppress threshold to configure the warning threshold. The range for the warning

threshold is 1 through 100 percent. In this example, you set a warning threshold of 40

percent. With a configured suppress value of 150,000, and a warning threshold of 40

percent, the device logs a warning message in the system log after it receives 60,000
entries.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set routing-options multicast forwarding-cache threshold suppress 150000
set routing-options multicast forwarding-cache threshold reuse 70000

set routing-options multicast forwarding-cache threshold log-warning 40
set routing-options multicast forwarding-cache timeout 60

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure the multicast forwarding cache:

1. Configure the maximum size of the forwarding cache.

[edit routing-options multicast forwarding-cache]
user@host# set threshold suppress 150000

2. Configure the amount of time (in minutes) entries can remain idle before being
removed.

[edit routing-options multicast forwarding-cache]
user@host# set timeout 60

3. Configure the size of the forwarding cache when suppression stops and new entries
can be added.

[edit routing-options multicast forwarding-cache]
user@host# set threshold reuse 70000

4, (Optional) Configure when warning messages are logged in the system log.

[edit routing-options multicast forwarding-cache]
user@host# set threshold log-warning 40

5. If you are done configuring the device, commit the configuration.

[edit routing-options multicast forwarding-cache]
user@host# commit

Results

Confirm your configuration by entering the show routing-options command.

user@host# show routing-options
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multicast {
forwarding-cache {
threshold {
suppress 150000;
reuse 70000;
log-warning 40;
}
timeout 60;
1
}

Verification

Confirm that the configuration is working properly.

» Displaying Entries in the IP Multicast Forwarding Table on page 289
- Verifying the IP Multicast Forwarding Cache Configuration on page 289

Displaying Entries in the IP Multicast Forwarding Table

Purpose Verify that entries are in the IP multicast forwarding table and that the configured timeout
value is displayed.

Action From operational mode, enter the show multicast route extensive command.

user@host> show multicast route extensive
Family: INET
Group: 232.0.0.1
Source: 11.11.11.11/32
Upstream interface: fe-0/2/0.200
Downstream interface list:
fe-0/2/1.210
Downstream interface list rejected by CAC:
fe-0/2/1.220
Session description: Source specific multicast
Statistics: 0 kBps, O pps, 0 packets
Next-hop 1D: 337
Upstream protocol: PIM
Route state: Active
Forwarding state: Forwarding
Cache lifetime/timeout: 60 minutes
Wrong incoming interface notifications: 0

Verifying the IP Multicast Forwarding Cache Configuration

Purpose Verify that the suppress threshold, reuse value, and warning threshold have been
configured correctly.

Action From operation mode, enter the show multicast forwarding-cache statistics command.

user@host> show multicast forwarding-cache statistics
Instance: master Family: INET

Suppress Threshold 150000
Reuse Value 70000
Warning Threshold 40
Currently Used Entries 17
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Example: Configuring a Multicast Flow Map

This example shows how to configure a flow map to prevent certain forwarding cache
entries from aging out, thus allowing for faster failover from one source to another. Flow
maps enable you to configure bandwidth variables and multicast forwarding cache
timeout values for entries defined by the flow map policy.

« Requirements on page 290

« Overview on page 290

« Configuration on page 292

« Verification on page 293

Requirements

Before you begin:

« Configure the router interfaces. See the Junos® OS Network Interfaces.

« Configure an interior gateway protocol. See the Junos OS Routing Protocols
Configuration Guide.

« Configure a multicast protocol. This feature works with the following multicast
protocols:

- DVMRP
- PIM-DM
- PIM-SM
- PIM-SSM

Overview

Flow maps are typically used for fast multicast source failover when there are multiple
sources for the same group. For example, when one video source is actively sending the
traffic, the forwarding states for other video sources are timed out after a few minutes.
Later, when a new source starts sending the traffic again, it takes time to install a new
forwarding state for the new source if the forwarding state is not already there. This
switchover delay is worsened when there are many video streams. Using flow maps with
longer timeout values or permanent cache entries helps reduce this switchover delay.

0 NOTE: The permanent forwarding state must exist on all routing devices in
the path for fast source switchover to function properly.
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This example includes the following statements:

« bandwidth—Specifies the bandwidth for each flow that is defined by a flow map to
ensure that an interface is not oversubscribed for multicast traffic. If adding one more
flow would cause overall bandwidth to exceed the allowed bandwidth for the interface,
the request is rejected. A rejected request means that traffic might not be delivered
out of some or all of the expected outgoing interfaces. You can define the bandwidth
associated with multicast flows that match a flow map by specifying a bandwidth in
bits per second or by specifying that the bandwidth is measured and adaptively
modified.

When you use the adaptive option, the bandwidth adjusts based on measurements
made at 5-second intervals. The flow uses the maximum bandwidth value from the
last 12 measured values (1 minute).

When you configure a bandwidth value with the adaptive option, the bandwidth value
acts as the starting bandwidth for the flow. The bandwidth then changes based on

subsequent measured bandwidth values. If you do not specify a bandwidth value with
the adaptive option, the starting bandwidth defaults to 2 megabits per second (Mbps).

For example, the bandwidth 2m adaptive statement is equivalent to the bandwidth
adaptive statement because they both use the same starting bandwidth (2 Mbps, the
default). If the actual flow bandwidth is 4 Mbps, the measured flow bandwidth changes
to 4 Mbps after reaching the first measuring point (5 seconds). However, if the actual
flow bandwidth rate is 1 Mbps, the measured flow bandwidth remains at 2 Mbps for
the first 12 measurement cycles (1 minute) and then changes to the measured 1 Mbps
value.

. flow-map—Defines a flow map that controls the forwarding cache timeout of specified
source and group addresses, controls the bandwidth for each flow, and specifies
redundant sources. If a flow can match multiple flow maps, the first flow map applies.

. forwarding-cache—Enables you to configure the forwarding cache properties of entries
defined by a flow map. You can specify a timeout of never to make the forwarding
entries permanent, or you can specify a timeout in the range from 1through 720 minutes.
If you set the value to never, you can specify the non-discard-entry-only option to make
an exception for entries that are in the pruned state. In other words, the never
non-discard-entry-only statement allows entries in the pruned state to time out, while
entries in the forwarding state never time out.

« policy—Specifies source and group addresses to which the flow map applies. This
example creates a flow map policy called policyForFlow1. The policy matches the
source address using the source-address-filter statement and matches the group
address using the prefix-list-filter statement.

e NOTE: The addresses must match the configured policy for flow mapping
to occur.

« redundant-sources—Specify redundant (backup) sources for flows identified by a flow
map.
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CLI Quick
Configuration

Step-by-Step
Procedure

Outbound interfaces that are admitted for one of the forwarding entries are
automatically admitted for any other entries identified by the redundant source
configuration.

In this example, forwarding entries (10.11.11.11, g1) and (10.11.11.12, g1) match the flow
map flowMapl. In this case, if a particular outbound interface is admitted for entry
(10.11.11.1, g1), it is automatically admitted for entry (10.11.11.12, g1), even if there is no
longer enough remaining bandwidth available after creating entry (10.11.11.11, g1). The
interface is added because only one of the two sources can send traffic at any time.

Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set policy-options prefix-list permanentEntries1 232.1.1.0/24

set policy-options policy-statement policyForFlow1 from source-address-filter 11.11.11.11/32
exact

set policy-options policy-statement policyForFlow1 from prefix-list-filter
permanentEntriesl orlonger

set policy-options policy-statement policyForFlow1 then accept

set routing-options multicast flow-map flowMap1 policy policyForFlow1

set routing-options multicast flow-map flowMap1 bandwidth 2m

set routing-options multicast flow-map flowMap1 bandwidth adaptive

set routing-options multicast flow-map flowMap1 redundant-sources 10.11.11.11

set routing-options multicast flow-map flowMap1 redundant-sources 10.11.11.12

set routing-options multicast flow-map flowMap1 forwarding-cache timeout never
non-discard-entry-only

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure a flow map:

1. Configure the flow map policy.

[edit policy-options]

user@host# set prefix-list permanentEntries1 232.1.1.0/24

user@host# set policy policyForFlow1 from source-address-filter 11.11.11.11/32 exact

user@host# set policy policyForFlow1 from prefix-list-filter permanentEntries]
orlonger

user@host# set policy policyForFlow1 then accept

2. Apply the flow map policy.

[edit routing-options]
user@host# set multicast flow-map flowMap1 policy policyForFlow1

3.  Configure permanent forwarding entries (that is, entries that never time out), and
enable entries in the pruned state to time out.

[edit routing-options]
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user@host# set multicast flow-map flowMapl forwarding-cache timeout never
non-discard-entry-only

4. Configure the flow map bandwidth to be adaptive with a default starting bandwidth
of 2 Mbps.

[edit routing-options]
user@host# set multicast flow-map flowMap1 bandwidth 2m adaptive

5. Specify backup sources.

[edit routing-options]
user@host# set multicast flow-map flowMap1redundant-sources [ 10.11.11.1110.11.11.12
1

6. If you are done configuring the device, commit the configuration.

user@host# commit

Results

Confirm your configuration by entering the show policy-options and show routing-options
commands.

user@host# show policy-options
prefix-list permanentEntriesi {

232.1.1.0/24;
}
policy-statement policyForFlow1 {
from {
source-address-filter 11.11.11.11/32 exact;
prefix-list-filter permanentEntries1 orlonger;
1
then accept;
1
user@host# show routing-options
multicast {

flow-map flowMap1 {
policy policyForFlowT;
bandwidth 2m adaptive;
redundant-sources [ 10.11.11.1110.11.11.12 ];
forwarding-cache {

timeout never non-discard-entry-only;

}

1

}

Verification

To verify the configuration, run the following commands:

« show multicast flow-map

« show multicast route extensive
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Related . Examples: Configuring Administrative Scoping on page 231

Documentation . Examples: Configuring Bandwidth Management on page 265

Example: Configuring Ingress PE Redundancy

« Understanding Ingress PE Redundancy on page 294
« Example: Configuring Ingress PE Redundancy on page 294

Understanding Ingress PE Redundancy

In many network topologies, point-to-multipoint label-switched paths (LSPs) are used
to distribute multicast traffic over a virtual private network (VPN). When traffic engineering
is added to the provider edge (PE) routers, a popular deployment option has been to use
traffic-engineered point-to-multipoint LSPs at the origin PE. In these network
deployments, the PE is a single point of failure. Network operators have previously
provided redundancy by broadcasting duplicate streams of multicast traffic from multiple
PEs, a practice which at least doubles the bandwidth required for each stream.

Ingress PE redundancy eliminates the bandwidth duplication requirement by configuring
one or more ingress PEs as a group. Within a group, one PE is designated as the primary
PE and one or more others become backup PEs for the configured traffic stream. The
solution depends on a full mesh of point-to-point (P2P) LSPs among the primary and
backup PEs. Also, you must configure a full set of point-to-multipoint LSPs at the backup
PEs, even though these point-to-multipoint LSPs at the backup PEs are not sending any
traffic or using any bandwidth. The P2P LSPs are configured with bidirectional forwarding
detection (BFD). When BFD detects a failure on the primary PE, a new designated
forwarder is elected for the stream.

Example: Configuring Ingress PE Redundancy

This example shows how to configure one PE as part of a backup PE group to enable
ingress PE redundancy for multicast traffic streams.

« Requirements on page 294

« Overview on page 295

« Configuration on page 296

« Verification on page 299

Requirements

Before you begin:

« Configure the router interfaces. See the Junos® OS Network Interfaces.

« Configure a full mesh of P2P LSPs between the PEs in the backup group. See the Junos
OS MPLS Applications Configuration Guide.
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Overview

Ingress PE redundancy provides a backup resource when point-to-multipoint LSPs are
configured for multicast distribution. When point-to-multipoint LSPs are used for multicast
traffic, the PE device can become a single point of failure. One way to provide redundancy
is by broadcasting duplicate streams from multiple PEs, thus doubling the bandwidth
requirements for each stream. This feature implements redundancy between two or
more PEs by designating a primary and one or more backup PEs for each configured
stream. The solution depends on the configuration of a full mesh of P2P LSPs between
the primary and backup PEs. These LSPs are configured with Bidirectional Forwarding
Detection (BFD) running on top of them. BFD is used on the backup PEs to detect failure
on the primary PE routing device and to elect a new designated forwarder for the stream.

A full mesh is required so that each member of the group can make an independent
decision about the health of the other PEs and determine the designated forwarder for
the group. The key concept in a backup PE group is that of a designated PE. A designated
PE is a PE that forwards data on the static route. All other PEs in the backup PE group
do not forward any data on the static route. This allows you to have one designated
forwarder. If the designated forwarder fails, another PE takes over as the designated
forwarder, thus allowing the traffic flow to continue uninterrupted.

Each PE in the backup PE group makes its own local decision regarding the designated
forwarder. Thus, there is no inter-PE communication regarding designated forwarder. A
PE computes the designated forwarder based on the IP address of all PEs and the
connectivity status of other PEs. Connectivity status is determined based on the state
of the BFD session on the P2P LSP to a PE.

A PE chosen is as the designated forwarder if it satisfies the following conditions:

- The PEisin the UP state. Either it is the local PE, or the BFD session on the P2P LSP to
that PE is in the UP state.

- The PE has the lowest IP address among all PEs that are in the UP state.

Because all PEs have P2P LSPs to each other, each PE can determine the UP state of
each other PE, and all PEs converge to the same designated forwarder.

If the designated forwarder PE fails, then all other PEs lose connectivity with the
designated forwarder, and their BFD session ends. Consequently, other PEs then choose
another designated forwarder. The new forwarder starts forwarding traffic. Thus, the
traffic loss is limited to the failure detection time, which is the BFD session detection
time.

When a PE that was the designated forwarder fails and then resumes operating, all other
PEs recognize this fact, rerun the designated forwarder algorithm, and choose the PE as
the designated forwarder. Consequently, the backup designated forwarder stops

forwarding traffic. Thus, traffic switches back to the most eligible designated forwarder.

This example includes the following statements:
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CLI Quick
Configuration

. associate-backup-pe-groups—Monitors the health of the routing device at the other

end of the LSP. You can configure multiple backup PE groups that contain the same
routing device’s address. Failure of this LSP indicates to all of these groups that the
destination PE routing device is down. So, the associate-backup-pe-groups statement
is not tied to any specific group but applies to all groups that are monitoring the health
of the LSP to the remote address.

If there are multiple LSPs with the associate-backup-pe-groups statement to the same
destination PE, then the local routing device picks the first LSP to that PE for detection
purposes.

We do not recommend configuring multiple LSPs to the same destination. If you do,
make sure that the LSP parameters (for example, liveliness detection) are similar to
avoid false failure notification even when the remote PE is up.

« backup-pe-group—Configures ingress PE redundancy for multicast traffic streams.
« bfd-liveness-detection—Enables BFD for each LSP.

« label-switched-path—Configures an LSP. You must configure a full mesh of P2P LSPs
between the primary and backup PEs.

0 NOTE: We recommend that you configure the P2P LSPs with fast reroute
and node link protection so that link failures do not result in the LSP failure.
For the purpose of PE redundancy, a failure in the P2P LSP is treated as a
PE failure. Redundancy in the inter-PE path is also encouraged.

. p2mp-lsp-next-hop—Enables you to associate a backup PE group with a static route.

. static—Applies the backup group to a static route on the PE. This ensures that the
static route is active (installed in the forwarding table) when the local PE is the
designated forwarder for the configured backup PE group.

Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set policy-options policy-statement no-rpf from route-filter 225.1.1.1/32 exact

set policy-options policy-statement no-rpf then reject

set protocols mpls label-switched-path backup_PE1 to 10.255.16.61

set protocols mpls label-switched-path backup_PE1 oam bfd-liveness-detection
minimume-interval 500

set protocols mpls label-switched-path backup_PE1oam bfd-liveness-detection multiplier
3

set protocols mpls label-switched-path backup_PE1 associate-backup-pe-groups

set protocols mpls label-switched-path dest1to 10.255.16.57

set protocols mpls label-switched-path dest1 p2mp p2mp-lsp

set protocols mpls label-switched-path dest2 to 10.255.16.55

set protocols mpls label-switched-path dest2 p2mp p2mp-lsp

set protocols mpls interface all
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set protocols mpls interface fxp0.0 disable

set routing-options static route 1.1.1.1/32 p2mp-lsp-next-hop p2mp-Ilsp

set routing-options static route 1.1.1.1/32 backup-pe-group gl

set routing-options static route 225.1.1.1/32 p2mp-lsp-next-hop p2mp-Ilsp
set routing-options static route 225.1.1.1/32 backup-pe-group gl

set routing-options multicast rpf-check-policy no-rpf

set routing-options multicast interface fe-1/3/3.0 enable

set routing-options multicast backup-pe-group g1 backups 10.255.16.61

set routing-options multicast backup-pe-group gl local-address 10.255.16.59

Step-by-Step The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

To configure ingress PE redundancy:

1. Configure the multicast settings.

[edit routing-options multicast]
user@host# set rpf-check-policy no-rpf
user@host# set interface fe-1/3/3.0 enable

2. Configure the RPF policy.

[edit policy-options policy-statement no-rpf]
user@host# set from route-filter 225.1.1.1/32 exact
user@host# set then reject

3.  Configure the backup PE group.

[edit routing-options multicast]
user@host# set backup-pe-group gl backups 10.255.16.61
user@host# set backup-pe-group gl local-address 10.255.16.59

4, Configure the static routes for the point-to-multipoint LSPs backup PE group.

[edit routing-options static]

user@host# set route 1.1.1.1/32p2mp-lsp-next-hop p2mp-Isp
user@host# set route 1.1.1.1/32backup-pe-group gl

user@host# set route 225.1.1.1/32 p2mp-lsp-next-hop p2mp-lsp
user@host# set route 225.1.1.1/32 backup-pe-group gl

5.  Configure the MPLS interfaces.

[edit protocols mpls]
user@host# set interface all
user@host# set interface fxp0.0 disable

6. Configure the LSP to the redundant router.

[edit protocols mpls]

user@host# set label-switched-path backup_PE1 to 10.255.16.61

user@host# set label-switched-path backup_PE1 oam bfd-liveness-detection
minimume-interval 500

user@host# set label-switched-path backup_PE1 oam bfd-liveness-detection
multiplier 3

user@host# set label-switched-path backup_PE1 associate-backup-pe-groups
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7. Configure LSPs to two traffic destinations.

[edit protocols mpls]

user@host# set label-switched-path dest1 to 10.255.16.57
user@host# set label-switched-path dest1 p2mp p2mp-lsp
user@host# set label-switched-path dest2 to 10.255.16.55
user@host# set label-switched-path dest2 p2mp p2mp-lsp

8. If you are done configuring the device, commit the configuration.

user@host# commit

Results

Confirm your configuration by entering the show policy, show protocols, and show
routing-options commands.

user@host# show policy
policy-statement no-rpf {
from {
route-filter 225.1.1.1/32 exact;
1
then reject;

}

user@host# show protocols
mpls {
label-switched-path backup_PE1 {
t010.255.16.61;
oam{
bfd-liveness-detection {
minimum-interval 500;
multiplier 3;
1
}
associate-backup-pe-groups;
1
label-switched-path dest1 {
t010.255.16.57;
p2mp p2mp-lsp;
1
label-switched-path dest2 {
t010.255.16.55;
p2mp p2mp-Isp;
1
interface all;
interface fxp0.0 {
disable;
1
}

user@host# show routing-options
static {
route 1.1.1.1/32 {
p2mp-lsp-next-hop p2mp-lsp;
backup-pe-group gT;
1
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route 225.1.1.1/32 {
p2mp-Ilsp-next-hop p2mp-lsp;
backup-pe-group g1;
1
}
multicast {
rpf-check-policy no-rpf;
interface fe-1/3/3.0 enable;
backup-pe-group gl {
backups 10.255.16.61;
local-address 10.255.16.59;
1
1

Verification

To verify the configuration, run the following commands:

« show mplslsp
« show multicast backup-pe-groups

« show multicast rpf

Related . Examples: Configuring Administrative Scoping on page 231
Documentation . Examples: Configuring Bandwidth Management on page 265

« Examples: Configuring the Multicast Forwarding Cache on page 286

Configuring PIM-to-IGMP and PIM-to-MLD Message Translation

« Understanding PIM-to-IGMP and PIM-to-MLD Message Translation on page 299
« Configuring PIM-to-IGMP Message Translation on page 301
« Configuring PIM-to-MLD Message Translation on page 302

Understanding PIM-to-IGMP and PIM-to-MLD Message Translation

Routing devices can translate Protocol Independent Multicast (PIM) join and prune
messages into corresponding Internet Group Management Protocol (IGMP) or Multicast
Listener Discovery (MLD) report or leave messages. You can use this feature to forward
multicast traffic across PIM domains in certain network topologies.

In some network configurations, customers are unable to run PIM between the customer
edge-facing PIM domain and the core-facing PIM domain, even though PIM is running in
sparse mode within each of these domains. Because PIM is not running between the
domains, customers with this configuration cannot use PIM to forward multicast traffic
across the domains. Instead, they might want to use IGMP to forward IPv4 multicast
traffic, or MLD to forward IPv6 multicast traffic across the domains.

To enable the use of IGMP or MLD to forward multicast traffic across the PIM domains
in such topologies, you can configure the rendezvous point (RP) router that resides
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between the edge domain and core domain to translate PIM join or prune messages
received from PIM neighbors on downstream interfaces into corresponding IGMP or MLD
report or leave messages. The router then transmits the report or leave messages by
proxying them to one or two upstream interfaces that you configure on the RP router. As
aresult, this feature is sometimes referred to as PIM-to-IGMP proxy or PIM-to-MLD proxy.

To configure the RP router to translate PIM join or prune messages into IGMP report or
leave messages, include the pim-to-igmp-proxy statement at the [edit routing-options
multicast] hierarchy level. Similarly, to configure the RP router to translate PIM join or
prune messages into MLD report or leave messages, include the pim-to-mld-proxy
statement at the [edit routing-options multicast] hierarchy level. As part of the
configuration, you must specify the full name of at least one, but not more than two,
upstream interfaces on which to enable the PIM-to-IGMP proxy or PIM-to-MLD proxy
feature.

The following guidelines apply when you configure PIM-to-IGMP or PIM-to-MLD message
translation:

. Make sure that the router connecting the PIM edge domain and the PIM core domain
is the static or elected RP router.

. Make sure that the RP router is using the PIM sparse mode (PIM-SM) multicast routing
protocol.

« When you configure an upstream interface, use the full logical interface specification
(for example, ge-0/0/1.0) and not just the physical interface specification (ge-0/0/1).

« When you configure two upstream interfaces, the RP router transmits the same IGMP
or MLD report messages and multicast traffic on both upstream interfaces. As a result,
make sure that reverse-path forwarding (RPF) is running in the PIM-SM core domain
to verify that multicast packets are received on the correct incoming interface and to
avoid sending duplicate packets.

« Therouter transmits IGMP or MLD report messages on one or both upstream interfaces
only for the first PIM join message that it receives among all of the downstream
interfaces. Similarly, the router transmits IGMP or MLD leave messages on one or both
upstream interfaces only if it receives a PIM prune message for the last downstream
interface.

. Upstream interfaces support both local sources and remote sources.

. Multicast traffic received from an upstream interface is accepted as if it came from a
host.
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Configuring PIM-to-IGMP Message Translation

You can configure the rendezvous point (RP) routing device to translate PIM join or prune
messages into corresponding IGMP report or leave messages. To do so, include the
pim-to-igmp-proxy statement at the [edit routing-options multicast] hierarchy level:

[edit routing-options multicast]
pim-to-igmp-proxy {
upstream-interface [ interface-names J;

}

Enabling the routing device to perform PIM-to-IGMP message translation, also referred
to as PIM-to-IGMP proxy, is useful when you want to use IGMP to forward IPv4 multicast
traffic between a PIM sparse mode edge domain and a PIM sparse mode core domain
in certain network topologies.

Before you begin configuring PIM-to-IGMP message translation:

« Make sure that the routing device connecting the PIM edge domain and that the PIM
core domain is the static or elected RP routing device.

« Make sure that the PIM sparse mode (PIM-SM) routing protocol is running on the RP
routing device.

« If you plan to configure two upstream interfaces, make sure that reverse-path
forwarding (RPF) is running in the PIM-SM core domain. Because the RP router transmits
the same IGMP messages and multicast traffic on both upstream interfaces, you need
to run RPF to verify that multicast packets are received on the correct incoming interface
and to avoid sending duplicate packets.

To configure the RP routing device to translate PIM join or prune messages into
corresponding IGMP report or leave messages:

1. Include the pim-to-igmp-proxy statement, specifying the names of one or two logical
interfaces to function as the upstream interfaces on which the routing device transmits
IGMP report or leave messages.

The following example configures PIM-to-IGMP message translation on a single
upstream interface, ge-0/1/0.1.

[edit routing-options multicast]
user@host# set pim-to-igmp-proxy upstream-interface ge-0/1/0.1

The following example configures PIM-to-IGMP message translation on two upstream
interfaces, ge-0/1/0.1 and ge-0/1/0.2. You must include the logical interface names
within square brackets ( [ ] ) when you configure a set of two upstream interfaces.

[edit routing-options multicast]
user@host# set pim-to-igmp-proxy upstream-interface [ge-0/1/0.1 ge-0/1/0.2]

2. Use the show multicast pim-to-igmp-proxy command to display the PIM-to-IGMP
proxy state (enabled or disabled) and the name or names of the configured upstream
interfaces.

user@host# run show multicast pim-to-igmp-proxy
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Proxy state: enabled
ge-0/1/0.1
ge-0/1/0.2

Configuring PIM-to-MLD Message Translation

You can configure the rendezvous point (RP) routing device to translate PIM join or prune
messages into corresponding MLD report or leave messages. To do so, include the
pim-to-mld-proxy statement at the [edit routing-options multicast] hierarchy level:

[edit routing-options multicast]
pim-to-mld-proxy {
upstream-interface [ interface-names J;

}

Enabling the routing device to perform PIM-to-MLD message translation, also referred
to as PIM-to-MLD proxy, is useful when you want to use MLD to forward IPv6 multicast
traffic between a PIM sparse mode edge domain and a PIM sparse mode core domain
in certain network topologies.

Before you begin configuring PIM-to-MLD message translation:

« Make sure that the routing device connecting the PIM edge domain and that the PIM
core domain is the static or elected RP routing device.

« Make sure that the PIM sparse mode (PIM-SM) routing protocol is running on the RP
routing device.

« If you plan to configure two upstream interfaces, make sure that reverse-path
forwarding (RPF) is running in the PIM-SM core domain. Because the RP routing device
transmits the same MLD messages and multicast traffic on both upstream interfaces,
you need to run RPF to verify that multicast packets are received on the correct incoming
interface and to avoid sending duplicate packets.

To configure the RP routing device to translate PIM join or prune messages into
corresponding MLD report or leave messages:

1. Include the pim-to-mld-proxy statement, specifying the names of one or two logical
interfaces to function as the upstream interfaces on which the router transmits MLD
report or leave messages.

The following example configures PIM-to-MLD message translation on a single
upstream interface, ge-0/5/0.1.

[edit routing-options multicast]
user@host# set pim-to-mld-proxy upstream-interface ge-0/5/0.1

The following example configures PIM-to-MLD message translation on two upstream
interfaces, ge-0/5/0.1 and ge-0/5/0.2. You must include the logical interface names
within square brackets ( [ ] ) when you configure a set of two upstream interfaces.

[edit routing-options multicast]
user@host# set pim-to-mld-proxy upstream-interface [ge-0/5/0.1 ge-0/5/0.2]
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2. Use the show multicast pim-to-mld-proxy command to display the PIM-to-MLD proxy
state (enabled or disabled) and the name or names of the configured upstream
interfaces.
user@host# run show multicast pim-to-mld-proxy
Proxy state: enabled

ge-0/5/0.1
ge-0/5/0.2

Related . Configuring IGMP on page 305

D tati
ocumentation « Examples: Configuring MLD on page 331
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Understanding Group Membership Protocols

There is a big difference between the multicast protocols used between host and router
and between the multicast routers themselves. Hosts on a given subnetwork need to
inform their router only whether or not they are interested in receiving packets from a
certain multicast group. The source host needs to inform its routers only that it is the
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Understanding IGMP

source of traffic for a particular multicast group. In other words, no detailed knowledge
of the distribution tree is needed by any hosts; only a group membership protocol is
needed to inform routers of their participation in a multicast group. Between adjacent
routers, on the other hand, the multicast routing protocols must avoid loops as they build
a detailed sense of the network topology and distribution tree from source to leaf. So,
different multicast protocols are used for the host-router portion and the router-router
portion of the multicast network.

Multicast group membership protocols enable a router to detect when a host on a directly
attached subnet, typically a LAN, wants to receive traffic from a certain multicast group.
Even if more than one host on the LAN wants to receive traffic for that multicast group,
the router sends only one copy of each packet for that multicast group out on that
interface, because of the inherent broadcast nature of LANs. When the multicast group
membership protocol informs the router that there are no interested hosts on the subnet,
the packets are withheld and that leaf is pruned from the distribution tree.

The Internet Group Management Protocol (IGMP) and the Multicast Listener Discovery
(MLD) Protocol are the standard IP multicast group membership protocols: IGMP and
MLD have several versions that are supported by hosts and routers:

« IGMPv1—The original protocol defined in RFC 1112. An explicit join message is sent to
the router, but a timeout is used to determine when hosts leave a group. This process
wastes processing cycles on the router, especially on older or smaller routers.

« IGMPv2—Defined in RFC 2236. Among other features, IGMPv2 adds an explicit leave
message to the join message so that routers can more easily determine when a group
has no interested listeners on a LAN.

. IGMPv3—Defined in RFC 3376. Among other features, IGMPv3 optimizes support for
a single source of content for a multicast group, or source-specific multicast (SSM).

« MLDv1—Defined in RFC 2710. MLDv1 is similar to IGMPv2.

« MLDv2—Defined in RFC 3810. MLDv2 similar to IGMPV3.

The various versions of IGMP and MLD are backward compatible. It is common for a
router to run multiple versions of IGMP and MLD on LAN interfaces. Backward compatibility
is achieved by dropping back to the most basic of all versions run on a LAN. For example,
if one host is running IGMPV1, any router attached to the LAN running IGMPv2 can drop
back to IGMPv1 operation, effectively eliminating the IGMPv2 advantages. Running
multiple IGMP versions ensures that both IGMPv1 and IGMPVv2 hosts find peers for their
versions on the router.

The Internet Group Management Protocol (IGMP) manages the membership of hosts
and routers in multicast groups. IP hosts use IGMP to report their multicast group
memberships to any immediately neighboring multicast routers. Multicast routers use
IGMP to learn, for each of their attached physical networks, which groups have members.

IGMP is also used as the transport for several related multicast protocols (for example,
Distance Vector Multicast Routing Protocol [DVMRP] and Protocol Independent Multicast
version 1 [PIMv1]).
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Configuring IGMP

IGMP is an integral part of IP and must be enabled on all routers and hosts that need to
receive IP multicast traffic.

For each attached network, a multicast router can be either a querier or a nonqguerier.
The querier router periodically sends general query messages to solicit group membership
information. Hosts on the network that are members of a multicast group send report
messages. When a host leaves a group, it sends a leave group message.

IGMP version 3 (IGMPv3) supports inclusion and exclusion lists. Inclusion lists enable
you to specify which sources can send to a multicast group. This type of multicast group
is called a source-specific multicast (SSM) group, and its multicast address is 232/8.

IGMPV3 provides support for source filtering. For example, a router can specify particular
routers from which it accepts or rejects traffic. With IGMPv3, a multicast router can learn
which sources are of interest to neighboring routers.

Exclusion mode works the opposite of an inclusion list. It allows any source but the ones
listed to send to the SSM group.

IGMPv3 interoperates with versions 1and 2 of the protocol. However, to remain compatible
with older IGMP hosts and routers, IGMPv3 routers must also implement versions 1 and
2 of the protocol. IGMPv3 supports the following membership-report record types: mode
is allowed, allow new sources, and block old sources.

Before you begin:

1. Determine whether the router is directly attached to any multicast sources. Receivers
must be able to locate these sources.

2. Determine whether the router is directly attached to any multicast group receivers. If
receivers are present, IGMP is needed.

3. Determine whether to configure multicast to use sparse, dense, or sparse-dense mode.
Each mode has different configuration considerations.

4. Determine the address of the RP if sparse or sparse-dense mode is used.

5. Determine whether to locate the RP with the static configuration, BSR, or auto-RP
method.

6. Determine whether to configure multicast to use its own RPF routing table when
configuring PIM in sparse, dense, or sparse-dense mode.

7. Configure the SAP and SDP protocols to listen for multicast session announcements.
See “Configuring the Session Announcement Protocol” on page 563.

To configure the Internet Group Management Protocol (IGMP), include the igmp
statement:

igmp {
accounting;
interface interface-name {
disable;
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(accounting | no-accounting);
group-policy [ policy-names 1;
immediate-leave;
oif-map map-name;
promiscuous-mode;
ssm-map SSm-map-name,
static {
group multicast-group-address {
exclude;
group-count number;
group-increment increment;
source jp-address {
source-count number;
source-increment increment;
1
}
}
version version;
1
guery-interval seconds;
guery-last-member-interval seconds;
query-response-interval seconds;
robust-count number,
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;
1
}

You can include this statement at the following hierarchy levels:

« [edit protocols]
« [edit logical-systems logical-system-name protocols]
By default, IGMP is enabled on all interfaces on which you configure Protocol Independent

Multicast (PIM), and on all broadcast interfaces on which you configure the Distance
Vector Multicast Routing Protocol (DVMRP).

0 NOTE: You can configure IGMP on an interface without configuring PIM. PIM
is generally not needed on IGMP downstream interfaces. Therefore, only one
“pseudo PIM interface” is created to represent all IGMP downstream
(IGMP-only) interfaces on the router. This reduces the amount of router
resources, such as memory, that are consumed. You must configure PIM on
upstream IGMP interfaces to enable multicast routing, perform reverse-path
forwarding for multicast data packets, populate the multicast forwarding
table for upstream interfaces, and in the case of bidirectional PIM and PIM
sparse mode, to distribute IGMP group memberships into the multicast routing
domain.
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Enabling IGMP

The Internet Group Management Protocol (IGMP) manages multicast groups by
establishing, maintaining, and removing groups on a subnet. Multicast routing devices
use IGMP to learn which groups have members on each of their attached physical
networks. IGMP must be enabled for the router to receive IPv4 multicast packets. IGMP
is only needed for IPv4 networks, because multicast is handled differently in IPv6 networks.
IGMP is automatically enabled on all IPv4 interfaces on which you configure PIM and on
all IPv4 broadcast interfaces when you configure DVMRP.

If IGMP is not running on an interface—either because PIM and DVMRP are not configured
ontheinterface or because IGMP is explicitly disabled on the interface—you can explicitly
enable IGMP.

To explicitly enable IGMP:

1. IfPIMand DVMRP are not running on the interface, explicitly enable IGMP by including
the interface name.

[edit protocols igmp]
user@host# set interface fe-0/0/0.0

2. Seeif IGMP is disabled on any interfaces. In the following example, IGMP is disabled
on a Gigabit Ethernet interface.

[edit protocols igmp]

user@host# show

interface fe-0/0/0.0;

interface ge-1/0/0.0 {
disable;

1

3. Enable IGMP on the interface by deleting the disable statement.

[edit protocols igmp]
delete interface ge-1/0/0.0 disable

4, Verify the configuration.

[edit protocols igmp]
user@host# show

interface fe-0/0/0.0;
interface ge-1/0/0.0;

5. Verify the operation of IGMP on the interfaces by checking the output of the show
igmp interface command.

Modifying the IGMP Host-Query Message Interval

The objective of IGMP is to keep routers up to date with group membership of the entire
subnet. Routers need not know who all the members are, only that members exist. Each
host keeps track of which multicast groups are subscribed to. On each link, one router is
elected the querier. The IGMP querier router periodically sends general host-query
messages on each attached network to solicit membership information. The messages
are sent to the all-systems multicast group address, 224.0.0.1.
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The query interval, the response interval, and the robustness variable are related in that
they are all variables that are used to calculate the group membership timeout. The
group membership timeout is the number of seconds that must pass before a multicast
router determines that no more members of a host group exist on a subnet. The group
membership timeout is calculated as the (robustness variable x query-interval) +
(query-response-interval). If no reports are received for a particular group before the
group membership timeout has expired, the routing device stops forwarding
remotely-originated multicast packets for that group onto the attached network.

By default, host-query messages are sent every 125 seconds. You can change this interval
to change the number of IGMP messages sent on the subnet.

To modify the query interval:

1. Configure the interval.

[edit protocols igmp]
user@host# set query-interval 200

The value can be from 1 through 1024 seconds.

2. Verify the configuration by checking the IGMP Query Interval field in the output of the
show igmp interface command.

3. Verify the operation of the query interval by checking the Membership Query field in
the output of the show igmp statistics command.

Modifying the IGMP Query Response Interval

The query response interval is the maximum amount of time that can elapse between
when the querier router sends a host-query message and when it receives a response
from a host. Configuring this interval allows you to adjust the burst peaks of IGMP
messages on the subnet. Set a larger interval to make the traffic less bursty. Bursty traffic
refers to an uneven pattern of data transmission: sometimes a very high data transmission
rate, whereas at other times a very low data transmission rate.

The query response interval, the host-query interval, and the robustness variable are
related in that they are all variables that are used to calculate the group membership
timeout. The group membership timeout is the number of seconds that must pass before
a multicast router determines that no more members of a host group exist on a subnet.
The group membership timeout is calculated as the (robustness variable x query-interval)
+ (query-response-interval). If no reports are received for a particular group before the
group membership timeout has expired, the routing device stops forwarding remotely
originated multicast packets for that group onto the attached network.

The default query response interval is 10 seconds. You can configure a subsecond interval
up to one digit to the right of the decimal point. The configurable range is 0.1 through 0.9,
then in 1-second intervals 1 through 999,999,

To modify the query response interval:

1. Configure the interval.

[edit protocols igmp]
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user@host# set query-response-interval 0.4

2. Verify the configuration by checking the IGMP Query Response Interval field in the
output of the show igmp interface command.

3. Verify the operation of the query interval by checking the Membership Query field in
the output of the show igmp statistics command.

Specifying Immediate-Leave Host Removal for IGMP

The immediate leave setting is useful for minimizing the leave latency of IGMP
memberships. When this setting is enabled, the routing device leaves the multicast group
immediately after the last host leaves the multicast group.

The immediate-leave setting enables host tracking, meaning that the device keeps track
of the hosts that send join messages. This allows IGMP to determine when the last host
sends a leave message for the multicast group.

When the immediate leave setting is enabled, the device removes an interface from the
forwarding-table entry without first sending IGMP group-specific queries to the interface.
The interface is pruned from the multicast tree for the multicast group specified in the
IGMP leave message. The immediate leave setting ensures optimal bandwidth
management for hosts on a switched network, even when multiple multicast groups are
being used simultaneously.

Whenimmediate leave is disabled and one host sends a leave group message, the routing
device first sends a group query to determine if another receiver responds. If no receiver
responds, the routing device removes all hosts on the interface from the multicast group.
Immediate leave is disabled by default for both IGMP version 2 and IGMP version 3.

0 NOTE: Although host tracking is enabled for IGMPv2 and MLDv1 when you
enable immediate leave, use immediate leave with these versions only when
there is one host on the interface. The reason is that IGMPv2 and MLDv1 use
areport suppression mechanism whereby only one host on aninterface sends
a group join report in response to a membership query. The other interested
hosts suppress their reports. The purpose of this mechanism is to avoid a
flood of reports for the same group. But it also interferes with host tracking,
because the router only knows about the one interested host and does not
know about the others.

To enable immediate leave on an interface:

1. Configure immediate leave on the IGMP interface.

[edit protocols IGMP]
user@host# set interface ge-0/0/0.1 immediate-leave

2. Verify the configuration by checking the Immediate Leave field in the output of the
show igmp interface command.
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Filtering Unwanted IGMP Reports at the IGMP Interface Level

Suppose you need to limit the subnets that can join a certain multicast group. The
group-policy statement enables you to filter unwanted IGMP reports at the interface
level. When this statement is enabled on a router running IGMP version 2 (IGMPv2) or
version 3 (IGMPv3), after the router receives an IGMP report, the router compares the
group against the specified group policy and performs the action configured in that policy
(for example, rejects the report if the policy matches the defined address or network).

You define the policy to match only IGMP group addresses (for IGMPv2) by using the
policy's route-filter statement to match the group address. You define the policy to match
IGMP (source, group) addresses (for IGMPv3) by using the policy's route-filter statement
to match the group address and the policy's source-address-filter statement to match
the source address.

To filter unwanted IGMP reports:

1. Configure an IGMPvV2 policy.

[edit policy-statement reject_policy_v2]

user@host# set from route-filter 224.1.1.1/32 exact
user@host# set from route-filter 239.0.0.0/8 orlonger
user@host# set then reject

2. Configure an IGMPV3 policy.

[edit policy-statement reject_policy_v3]

user@host# set from route-filter 224.1.1.1/32 exact

user@host# set from route-filter 239.0.0.0/8 orlonger
user@host# set from source-address-filter 10.0.0.0/8 orlonger
user@host# set from source-address-filter 127.0.0.0/8 orlonger
user@host# set then reject

3. Apply the policies to the IGMP interfaces on which you prefer not to receive specific
group or (source, group) reports. In this example, ge-0/0/0.1 is running IGMPv2, and
ge-0/1/1.0 is running IGMPV3.

[edit protocols igmp]
user@host# set interface ge-0/0/0.1 group-policy reject_policy_v2
user@host# set interface ge-0/1/1.0 group-policy reject_policy_v3

4. Verify the operation of the filter by checking the Rejected Report field in the output
of the show igmp statistics command.

Accepting IGMP Messages from Remote Subnetworks

By default, IGMP interfaces accept IGMP messages only from the same subnet. Including
the promiscuous-mode statement enables the routing device to accept IGMP messages
from indirectly connected subnets.

e NOTE: When you enable IGMP on an unnumbered Ethernet interface that
uses a /32 loopback address as a donor address, you must configure IGMP
promiscuous mode to accept the IGMP packets received on this interface.
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o NOTE: When enabling promiscuous-mode, all routers on the ethernet
segment must be configured with the promiscuous mode statement.
Otherwise, only the interface configured with lowest IPv4 address acts as
the querier for IGMP for this Ethernet segment.

To enable IGMP promiscuous mode on an interface:

1. Configure the IGMP interface.

[edit protocols igmp]
user@host# set interface ge-0/1/1.0 promiscuous-mode

2. Verify the configuration by checking the Promiscuous Mode field in the output of the
show igmp interface command.

3. Verify the operation of the filter by checking the Rx non-local field in the output of the
show igmp statistics command.

Modifying the IGMP Last-Member Query Interval

The last-member query interval is the maximum amount of time between group-specific
query messages, including those sent in response to leave-group messages. You can
configure this interval to change the amount of time it takes a routing device to detect
the loss of the last member of a group.

When the routing device that is serving as the querier receives a leave-group message
from a host, the routing device sends multiple group-specific queries to the group being
left. The querier sends a specific number of these queries at a specific interval. The number
of queries sent is called the last-member query count. The interval at which the queries
are sentis called the last-member query interval. Because both settings are configurable,
you can adjust the leave latency. The IGMP leave latency is the time between a request
to leave a multicast group and the receipt of the last byte of data for the multicast group.

The last-member query count x (times) the last-member query interval = (equals) the
amount of time it takes a routing device to determine that the last member of a group
has left the group and to stop forwarding group traffic.

The default last-member query interval is 1 second. You can configure a subsecond
interval up to one digit to the right of the decimal point. The configurable range is 0.1
through 0.9, then in 1-second intervals 1 through 999,9909.

To modify this interval:
1. Configure the time (in seconds) that the routing device waits for a report in response
to a group-specific query.

[edit protocols igmp]
user@host# set query-last-member-interval 0.1

2. Verify the configuration by checking the IGMP Last Member Query Interval field in the
output of the show igmp interfaces commmand.
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o NOTE: You can configure the last-member query count by configuring the
robustness variable. The two are always equal.

Modifying the IGMP Robustness Variable

Fine-tune the IGMP robustness variable to allow for expected packet loss on a subnet.
The robust count automatically changes certain IGMP message intervals for IGMPv2 and
IGMPV3. Increasing the robust count allows for more packet loss but increases the leave
latency of the subnetwork.

When the query router receives an IGMP leave message on a shared network running
IGMPV2, the query router must send an IGMP group query message a specified number
of times. The number of IGMP group query messages sent is determined by the robust
count.

The value of the robustness variable is also used in calculating the following IGMP
message intervals:

« Group member interval—Amount of time that must pass before a multicast router
determines that there are no more members of a group on a network. This interval is
calculated as follows: (robustness variable x query-interval) + (1 x
query-response-interval).

« Other querier present interval—The robust count is used to calculate the amount of
time that must pass before a multicast router determines that there is no longer another
multicast router that is the querier. This interval is calculated as follows: (robustness
variable x query-interval) + (0.5 x query-response-interval).

« Last-member query count—Number of group-specific queries sent before the router
assumes there are no local members of a group. The number of queries is equal to the
value of the robustness variable.

In IGMPV3, a change of interface state causes the system to immediately transmit a
state-change report from that interface. In case the state-change report is missed by
one or more multicast routers, it is retransmitted. The number of times it is retransmitted
is the robust count minus one. In IGMPV3, the robust count is also a factor in determining
the group membership interval, the older version querier interval, and the other querier
present interval.

By default, the robustness variable is set to 2. You might want to increase this value if
you expect a subnet to lose packets.

The number can be from 2 through 10.
To change the value of the robustness variable:

1. Configure the robust count.

When you set the robust count, you are in effect configuring the number of times the
querier retries queries on the connected subnets.

[edit protocols igmp]
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user@host# set robust-count 5

2. Verify the configuration by checking the IGMP Robustness Count field in the output
of the show igmp interfaces command.

Limiting the Maximum IGMP Message Rate

This section describes how to change the limit for the maximum number of IGMP packets
transmitted in 1 second by the router.

Increasing the maximum number of IGMP packets transmitted per second might be
useful on a router with a large number of interfaces participating in IGMP.

To change the limit for the maximum number of IGMP packets the router can transmit
in 1second, include the maximum-transmit-rate statement and specify the maximum
number of packets per second to be transmitted.

Changing the IGMP Version

By default, the routing device runs IGMPv2. Routing devices running different versions of
IGMP determine the lowest common version of IGMP that is supported by hosts on their
subnet and operate in that version.

To enable source-specific multicast (SSM) functionality, you must configure version 3
onthe host and the host’s directly connected routing device. If a source address is specified
in a multicast group that is statically configured, the version must be set to IGMPV3.

If a static multicast group is configured with the source address defined, and the IGMP
version is configured to be version 2, the source is ignored and only the group is added.
In this case, the join is treated as an IGMPv2 group join.

If you configure the IGMP version setting at the individual interface hierarchy level, it
overrides the interface all statement.

If you have already configured the routing device to use IGMP version 1 (IGMPv1) and then
configure it to use IGMPV2, the routing device continues to use IGMPV1 for up to 6 minutes
and then uses IGMPV2.

To change to IGMPv3 for SSM functionality:

1. Configure the IGMP interface.

[edit protocols igmp]
user@host# set interface ge-0/0/0 version 3

2. Verify the configuration by checking the version field in the output of the show igmp
interfaces command. The show igmp statistics command has version-specific output
fields, such as V1 Membership Report, V2 Membership Report, and V3 Membership
Report.

Enabling IGMP Static Group Membership

You can create IGMP static group membership to test multicast forwarding without a
receiver host. When you enable IGMP static group membership, data is forwarded to an
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interface without that interface receiving membership reports from downstream hosts.
The router on which you enable static IGMP group membership must be the designated
router (DR) for the subnet. Otherwise, traffic does not flow downstream.

When enabling IGMP static group membership, you cannot configure multiple groups
using the group-count, group-increment, source-count, and source-increment statements
if the all option is specified as the IGMP interface.

Class-of-service (CoS) adjustment is not supported with IGMP static group membership.
In this example, you create static group 225.1.1.1.

1. Onthe DR, configure the static groups to be created by including the static statement
and group statement and specifying which IP multicast address of the group to be
created. When creating groups individually, you must specify a unique address for
each group.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1

2. Afteryou commit the configuration, use the show configuration protocoligmp command
to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
static {
group 225.1.1.1;
}
1

3. After you have committed the configuration and the source is sending traffic, use the
show igmp group command to verify that static group 225.1.1.1 has been created.

user@host> show igmp group
Interface: fe-0/1/2
Group: 225.1.1.1
Source: 10.0.0.2
Last reported by: Local
Timeout: 0 Type: Static

0 NOTE: When you configure static IGMP group entries on point-to-point links
that connect routing devices to a rendezvous point (RP), the static IGMP
group entries do not generate join messages toward the RP.

When you create IGMP static group membership to test multicast forwarding on an
interface on which you want to receive multicast traffic, you can specify that a number
of static groups be automatically created. This is useful when you want to test forwarding
to multiple receivers without having to configure each receiver separately.

In this example, you create three groups.

1. Onthe DR, configure the number of static groups to be created by including the
group-count statement and specifying the number of groups to be created.
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[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1 group-count 3

2. Afteryou commit the configuration, use the show configuration protocoligmp command
to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
static {
group 225.1.1.1{
group-count 3;
1
}
1

3. After you have committed the configuration and after the source is sending traffic,
use the show igmp group command to verify that static groups 225.1.1.1, 225.1.1.2, and
225.1.1.3 have been created.

user@host> show igmp group
Interface: fe-0/1/2
Group: 225.1.1.1
Source: 10.0.0.2
Last reported by: Local
Timeout: O Type: Static
Group: 225.1.1.2
Source: 10.0.0.2
Last reported by: Local
Timeout: 0 Type: Static
Group: 225.1.1.3
Source: 10.0.0.2
Last reported by: Local
Timeout: O Type: Static

When you create IGMP static group membership to test multicast forwarding on an
interface on which you want to receive multicast traffic, you can also configure the group
address to be automatically incremented for each group created. This is useful when
you want to test forwarding to multiple receivers without having to configure each receiver
separately and when you do not want the group addresses to be sequential.

In this example, you create three groups and increase the group address by an increment
of two for each group.

1. Onthe DR, configure the group address increment by including the group-increment
statement and specifying the number by which the address should be incremented
for each group. The increment is specified in dotted decimal notation similar to an
IPv4 address.

[edit protocols igmp]
user@host# setinterface fe-0/1/2 static group 225.1.1.1 group-count 3 group-increment
0.0.0.2

2. Afteryou commit the configuration, use the show configuration protocoligmp command
to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
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version 3;
static {
group 225.1.1.1 {
group-increment 0.0.0.2;
group-count 3;
1
}
1

3. After you have committed the configuration and after the source is sending traffic,
use the show igmp group command to verify that static groups 225.1.1.1, 225.1.1.3, and
225.1.1.5 have been created.

user@host> show igmp group
Interface: fe-0/1/2
Group: 225.1.1.1
Source: 10.0.0.2
Last reported by: Local
Timeout: 0 Type: Static
Group: 225.1.1.3
Source: 10.0.0.2
Last reported by: Local
Timeout: O Type: Static
Group: 225.1.1.5
Source: 10.0.0.2
Last reported by: Local
Timeout: 0 Type: Static

When you create IGMP static group membership to test multicast forwarding on an
interface on which you want to receive multicast traffic, and your network is operating
in source-specific multicast (SSM) mode, you can also specify that the multicast source
address be accepted. This is useful when you want to test forwarding to multicast
receivers from a specific multicast source.

If you specify a group address in the SSM range, you must also specify a source.

If a source address is specified in a multicast group that is statically configured, the IGMP
version on the interface must be set to IGMPV3. IGMPV2 is the default value.

In this example, you create group 225.1.1.1 and accept IP address 10.0.0.2 as the only
source.

1. Onthe DR, configure the source address by including the source statement and
specifying the IPv4 address of the source host.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1 source 10.0.0.2

2. Afteryou commit the configuration, use the show configuration protocoligmp command
to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 225.1.1.1{
source 10.0.0.2;

318 Copyright © 2013, Juniper Networks, Inc.



Chapter 6: Internet Group Management Protocol

}
}
}

3. After you have committed the configuration and the source is sending traffic, use the
show igmp group command to verify that static group 225.1.1.1 has been created and
that source 10.0.0.2 has been accepted.

user@host> show igmp group
Interface: fe-0/1/2
Group: 225.1.1.1
Source: 10.0.0.2
Last reported by: Local
Timeout: O Type: Static

When you create IGMP static group membership to test multicast forwarding on an
interface on which you want to receive multicast traffic, you can specify that a number
of multicast sources be automatically accepted. This is useful when you want to test
forwarding to multicast receivers from more than one specified multicast source.

In this example, you create group 255.1.1.1 and accept addresses 10.0.0.2,10.0.0.3, and
10.0.0.4 as the sources.

1. Onthe DR, configure the number of multicast source addresses to be accepted by
including the source-count statement and specifying the number of sources to be
accepted.

[edit protocols ismp]
user@host# set interface fe-0/1/2 static group 225.1.1.1 source 10.0.0.2 source-count
3

2. Afteryou commit the configuration, use the show configuration protocoligmp command
to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/72.0 {
version 3;
static {
group 225.1.1.1 {
source 10.0.0.2 {
source-count 3;
1
}
}
1

3. After you have committed the configuration and the source is sending traffic, use the
show igmp group command to verify that static group 225.1.1.1 has been created and
that sources 10.0.0.2,10.0.0.3, and 10.0.0.4 have been accepted.

user@host> show igmp group
Interface: fe-0/1/2
Group: 225.1.1.1
Source: 10.0.0.2
Last reported by: Local
Timeout: 0 Type: Static
Group: 225.1.1.1
Source: 10.0.0.3
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Last reported by: Local

Timeout: O Type: Static
Group: 225.1.1.1

Source: 10.0.0.4

Last reported by: Local

Timeout: 0 Type: Static

When you configure static groups on an interface on which you want to receive multicast
traffic, and specify that a number of multicast sources be automatically accepted, you
can also specify the number by which the address should be incremented for each source
accepted. This is useful when you want to test forwarding to multiple receivers without
having to configure each receiver separately and you do not want the source addresses
to be sequential.

In this example, you create group 225.1.1.1 and accept addresses 10.0.0.2, 10.0.0.4, and
10.0.0.6 as the sources.

1. Configure the multicast source address increment by including the source-increment
statement and specifying the number by which the address should be incremented
for each source. The increment is specified in dotted decimal notation similar to an
IPv4 address.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1 source 10.0.0.2 source-count
3 source-increment 0.0.0.2

2. Afteryou commit the configuration, use the show configuration protocoligmp command
to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 225.1.1.1{
source 10.0.0.2 {
source-count 3;
source-increment 0.0.0.2;
1
1
}
1

3. After you have committed the configuration and after the source is sending traffic,
use the show igmp group command to verify that static group 225.1.1.1 has been created
and that sources 10.0.0.2,10.0.0.4, and 10.0.0.6 have been accepted.

user@host> show igmp group
Interface: fe-0/1/2
Group: 225.1.1.1
Source: 10.0.0.2
Last reported by: Local
Timeout: 0 Type: Static
Group: 225.1.1.1
Source: 10.0.0.4
Last reported by: Local
Timeout: O Type: Static
Group: 225.1.1.1
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Source: 10.0.0.6
Last reported by: Local
Timeout: 0 Type: Static

When you configure static groups on an interface on which you want to receive multicast
traffic and your network is operating in source-specific multicast (SSM) mode, you can
specify that certain multicast source addresses be excluded.

By default the multicast source address configured in a static group operates in include
mode. In include mode the multicast traffic for the group is accepted from the source
address configured. You can also configure the static group to operate in exclude mode.
In exclude mode the multicast traffic for the group is accepted from any address other
than the source address configured.

If a source address is specified in a multicast group that is statically configured, the IGMP
version on the interface must be set to IGMPV3. IGMPV2 is the default value.

In this example, you exclude address 10.0.0.2 as a source for group 225.1.1.1.

1. Onthe DR, configure a multicast static group to operate in exclude mode by including
the exclude statement and specifying which IPv4 source address to exclude.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1 exclude source 10.0.0.2

2. Afteryou commit the configuration, use the show configuration protocoligmp command
to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 225.1.1.1 {
exclude;
source 10.0.0.2;
1
}
1

3. After you have committed the configuration and the source is sending traffic, use the
show igmp group detail command to verify that static group 225.1.1.1 has been created
and that the static group is operating in exclude mode.

user@host> show igmp group detail
Interface: fe-0/1/2
Group: 225.1.1.1
Group mode: Exclude
Source: 10.0.0.2
Last reported by: Local
Timeout: O Type: Static
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Recording IGMP Join and Leave Events

To determine whether IGMP tuning is needed in a network, you can configure the routing
device torecord IGMP join and leave events. You can record events globally for the routing
device or for individual interfaces.

Table 9 on page 322 describes the recordable IGMP events.

Table 9: IGMP Event Messages

ERRMSG Tag Definition

RPD_IGMP_JOIN Records IGMP join events.

RPD_IGMP_LEAVE Records IGMP leave events.

RPD_IGMP_ACCOUNTING_ON Records when IGMP accounting is enabled on an IGMP interface.
RPD_IGMP_ACCOUNTING_OFF Records when IGMP accounting is disabled on an IGMP interface.
RPD_IGMP_MEMBERSHIP_TIMEQUT Records IGMP membership timeout events.

To enable IGMP accounting:

1. Enable accounting globally oronanIGMP interface. This example shows both options.

[edit protocols igmp]
user@host# set accounting
user@host# set interface fe-0/1/0.2 accounting

2. Configure the events to be recorded and filter the events to a system log file with a
descriptive filename, such as igmp-events.

[edit system syslog file igmp-events]

user@host# set any info

user@host# set match “.*RPD_IGMP_JOIN.* | .*RPD_IGMP_LEAVE.* |
*RPD_IGMP_ACCOUNTING.* | .*RPD_IGMP_MEMBERSHIP_TIMEOUT.*”

3. Periodically archive the log file.
This example rotates the file size when it reaches 100 KB and keeps three files.

[edit system syslog file igmp-events]

user@host# set archive size 100000

user@host# set archive files 3

user@host# set archive archive-sites “ftp://user@host1//var/tmp” password
“anonymous”

user@host# set archive archive-sites “ftp://user@host2//var/tmp” password “test”

user@host# set archive transfer-interval 24

user@host# set archive start-time 2011-01-07:12:30

4. You can monitor the system log file as entries are added to the file by running the
monitor start and monitor stop commands.

user@host> monitor start igmp-events
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*** jgmp-events ***

Apr 16 13:08:23 host mgd[16416]: UI_CMDLINE_READ_LINE: User T“user®, command
"run monitor start igmp-events -

monitor

Limiting the Number of IGMP Multicast Group Joins on Logical Interfaces

The group-limit statement enables you to limit the number of IGMP multicast group joins
for logical interfaces. When this statement is enabled on a router running IGMP version 2
(IGMPvV2) or version 3 (IGMPv3), the limit is applied upon receipt of the group report.
Once the group limit is reached, subsequent join requests are rejected.

When configuring limits for IGMP multicast groups, keep the following in mind:

« Each any-source group (*G) counts as one group toward the limit.
« Each source-specific group (S5,G) counts as one group toward the limit.
« Groups in IGMPv3 exclude mode are counted toward the limit.

« Multiple source-specific groups count individually toward the group limit, even if they
are for the same group. For example, (S1, G1) and (S2, G1) would count as two groups
toward the configured limit.

. Combinations of any-source groups and source-specific groups count individually
toward the group limit, even if they are for the same group. For example, (* G1) and
(S, G1) would count as two groups toward the configured limit.

« Configuring and committing a group limit on a network that is lower than what already
exists on the network results in the removal of all groups from the configuration. The
groups must then request to rejoin the network (up to the newly configured group
limit).

« You can dynamically limit multicast groups on IGMP logical interfaces using dynamic
profiles.

Beginning with Junos OS 12.2, you can optionally configure a system log warning threshold
for IGMP multicast group joins received on the logical interface. It is helpful to review the
system log messages for troubleshooting purposes and to detect if an excessive amount
of IGMP multicast group joins have been received on the interface. These log messages

convey when the configured group limit has been exceeded, when the configured threshold
has been exceeded, and when the number of groups drop below the configured threshold.

The group-threshold statement enables you to configure the threshold at which a warning
message is logged. The range is 1 through 100 percent. The warning threshold is a
percentage of the group limit, so you must configure the group-limit statement to configure
a warning threshold. For instance, when the number of groups exceed the configured
warning threshold, but remain below the configured group limit, multicast groups continue
to be accepted, and the device logs the warning message. In addition, the device logs a
warning message after the number of groups drop below the configured warning threshold.
You can further specify the amount of time (in seconds) between the log messages by
configuring the log-interval statement. The range is 6 through 32,767 seconds.
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You might consider throttling log messages because every entry added after the
configured threshold and every entry rejected after the configured limit causes a warning
message to be logged. By configuring a log interval, you can throttle the amount of system
log warning messages generated for IGMP multicast group joins.

To limit multicast group joins on an IGMP logical interface:

1. Access the logical interface at the IGMP protocol hierarchy level.

[edit]
user@host# edit protocols igmp interface interface-name

2. Specify the group limit for the interface.

[edit protocols igmp interface interface-name]
user@host# set group-limit limit

3. (Optional) Configure the threshold at which a warning message is logged.

[edit protocols igmp interface interface-name]
user@host# set group-threshold value

4. (Optional) Configure the amount of time between log messages.

[edit protocols igmp interface interface-name]
user@host# set log-interval seconds

To confirm your configuration, use the show protocols igmp command. To verify the
operation of IGMP on the interface, including the configured group limit and the optional
warning threshold and interval between log messages, use the show igmp interface
command.

Tracing IGMP Protocol Traffic

Tracing operations record detailed messages about the operation of routing protocols,
such as the various types of routing protocol packets sent and received, and routing policy
actions. You can specify which trace operations are logged by including specific tracing
flags. The following table describes the flags that you can include.

Flag Description

all Trace all operations.

client-notification Trace notifications.

general Trace general flow.

group Trace group operations.

host-notification Trace host notifications.

leave Trace leave group messages (IGMPv2 only).

mtrace Trace mtrace packets. Use the mtrace command to

troubleshoot the software.
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normal Trace normal events.

packets Trace all IGMP packets.

policy Trace policy processing.

query Trace IGMP membership query messages, including

general and group-specific queries.

report Trace membership report messages.
route Trace routing information.

state Trace state transitions.

task Trace task processing.

timer Trace timer processing.

In the following example, tracing is enabled for all routing protocol packets. Then tracing
is narrowed to focus only on IGMP packets of a particular type. To configure tracing
operations for IGMP:

1. (Optional) Configure tracing at the routing options level to trace all protocol packets.

[edit routing-options traceoptions]
user@host# set file all-packets-trace
user@host# set flag all

2. Configure the filename for the IGMP trace file.

[edit protocols igmp traceoptions]
user@host# set file igmp-trace

3. (Optional) Configure the maximum number of trace files.

[edit protocols igmp traceoptions]
user@host# set file files 5

4. (Optional) Configure the maximum size of each trace file.

[edit protocols igmp traceoptions]
user@host# set file size Im

5. (Optional) Enable unrestricted file access.

[edit protocols igmp traceoptions]
user@host# set file world-readable

6. Configure tracing flags. Suppose you are troubleshooting issues with a particular
multicast group. The following example shows how to flag all events for packets
associated with the group IP address.

[edit protocols igmp traceoptions]
user@host# set flag group | match 232.1.1.2
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7. View the trace file.

user@host> file list /var/log
user@host > file show /var/log/igmp-trace

Disabling IGMP

To disable IGMP on an interface, include the disable statement:

disable;

You can include this statement at the following hierarchy levels:

« [edit protocols igmp interface interface-name]

« [edit logical-systems logical-system-name protocols igmp interface interface-name]

IGMP and Nonstop Active Routing

Nonstop active routing (NSR) configurations include two Routing Engines that share
information so that routing is not interrupted during Routing Engine failover. These NSR
configurations include passive support with IGMP in connection with PIM. The master
Routing Engine uses IGMP to determine its PIM multicast state, and this IGMP-derived
informationis replicated on the backup Routing Engine. IGMP on the new master Routing
Engine (after failover) relearns the state information quickly through IGMP operation. In
theinterim, the new master Routing Engine retains the IGMP-derived PIM state as received
by the replication process from the old master Routing Engine. This state information
times out unless refreshed by IGMP on the new master Routing Engine. No additional
IGMP configuration is required.

Related . Examples: Configuring MLD on page 331
Documentation

Example: Configuring SSM Maps for Different Groups to Different Sources

« Multiple SSM Maps and Groups for Interfaces on page 326
« Example: Configuring Multiple SSM Maps Per Interface on page 326

Multiple SSM Maps and Groups for Interfaces

You can configure multiple source-specific multicast (SSM) maps so that different groups
map to different sources, which enables a single multicast group to map to different
sources for different interfaces.

Example: Configuring Multiple SSM Maps Per Interface

This example shows how to assign more than one SSM map to an IGMP interface.

« Requirements on page 327
« Overview on page 327

« Configuration on page 327
« Verification on page 329
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Requirements

This example requires Junos OS Release 11.4 or later.

Overview

In this example, you configure a routing policy, POLICY-ipv4-examplel, that maps
multicast group join messages over an IGMP logical interface to IPv4 multicast source
addresses based on destination IP address as follows:

Multicast Group Join
Messages for a Route

Filter at This Destination Multicast Source

Routing Policy Name Address Addresses

POLICY-ipv4-examplel term 1 232111 10.10.10.4,
192.168.43.66

POLICY-ipv4-examplel term 2 232.1.1.2 10.10.10.5,
192.168.43.67

You apply routing policy POLICY-ipv4-examplel to IGMP logical interface fe-0/1/0.0.

Configuration

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see the CLI User Guide.

To configure this example, perform the following task:

CLIQuick To quickly configure this example, copy the following configuration commands into a
Configuration text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level.

set policy-options policy-statement POLICY-ipv4-examplel term 1 from route-filter
232.1.1.1/32 exact

set policy-options policy-statement POLICY-ipv4-examplel term 1then ssm-source
10.10.10.4

set policy-options policy-statement POLICY-ipv4-examplel term 1then ssm-source
192.168.43.66

set policy-options policy-statement POLICY-ipv4-examplel term 1 then accept

set policy-options policy-statement POLICY-ipv4-examplel term 2 from route-filter
232.1.1.2/32 exact

set policy-options policy-statement POLICY-ipv4-examplel term 2 then ssm-source
10.10.10.5

set policy-options policy-statement POLICY-ipv4-examplel term 2 then ssm-source
192.168.43.67

set policy-options policy-statement POLICY-ipv4-examplel term 2 then accept

set protocols igmp interface fe-0/1/0.0 ssm-map-policy POLICY-ipv4-examplel
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Step-by-Step  To configure multiple SSM maps per interface:
Procedure

1. Configure protocol-independent routing options for route filter 232.1.1.1, and specify
the multicast source addresses to which matching multicast groups are to be

mapped.

[edit policy-options policy-statement POLICY-ipv4-examplel term 1]
user@host# set from route-filter 232.1.1.1/32 exact

user@host# set then ssm-source 10.10.10.4
user@host# set then ssm-source 192.168.43.66

user@host# set then accept

2. Configure protocol-independent routing options for route filter 232.1.1.2, and specify
the multicast source addresses to which matching multicast groups are to be

mapped.

[edit policy-options policy-statement POLICY-ipv4-examplel term 2]
user@host# set from route-filter 232.1.1.2/32 exact

user@host# set then ssm-source 10.10.10.5
user@host# set then ssm-source 192.168.43.67

user@host# set then accept

3. Apply the policy map POLICY-ipv4-examplel to IGMP logical interface fe-0/1/1/0.

[edit protocols igmp interface fe-0/1/0.0]

user@host# set ssm-map-policy POLICY-ipv4-examplel

Results After the configuration is committed, confirm the configuration by entering the
show policy-options and show protocols configuration mode commands. If the command
output does not display the intended configuration, repeat the instructions in this

procedure to correct the configuration.

user@host#> show policy-options
policy-statement POLICY-ipv4-examplel {
term1{
from {
route-filter 232.1.1.1/32 exact;
}
then {
ssm-source [ 10.10.10.4 192.168.43.66 1;
accept;
1
1
term 2{
from {
route-filter 232.1.1.2/32 exact;
}
then {
ssm-source [ 10.10.10.5192.168.43.67 1;
accept;
}
1
1

user@host# show protocols
igmp {
interface fe-0/1/0.0 {
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ssm-map-policy POLICY-ipv4-examplel;
1
}

Verification

Confirm that the configuration is working properly.

« Displaying Information About IGMP-Enabled Interfaces on page 329
« Displaying the PIM Groups on page 329
« Displaying the Entries in the IP Multicast Forwarding Table on page 329

Displaying Information About IGMP-Enabled Interfaces

Purpose Verify that the SSM map policy POLICY-ipv4-examplel is applied to logical interface
fe-0/1/0.0.

Action Use the show igmp interface operational mode command for the IGMP logical interface
to which you applied the SSM map policy.

user@host> show igmp interface

Interface: fe-0/1/0.0
Querier: 10.111.30.1
State: Up Timeout: None Version: 2 Groups: 2
SSM Map Policy: POLICY-ipv4-examplel;

Configured Parameters:

IGMP Query Interval: 125.0

IGMP Query Response Interval: 10.0
IGMP Last Member Query Interval: 1.0
IGMP Robustness Count: 2

Derived Parameters:
IGMP Membership Timeout: 260.0
IGMP Other Querier Present Timeout: 255.0

The command output displays the name of IGMP logical interface (fe-0/1/0.0), the
address of the routing device that has been elected to send membership queries and
group information.

Displaying the PIM Groups
Purpose Verify the Protocol Independent Multicast (PIM) source and group pair (S,G) entries.

Action Use the show pim join extensive 232.1.1.1 operational mode command to display the PIM
source and group pair (S,G) entries for the 232.1.1.1 group.

Displaying the Entries in the IP Multicast Forwarding Table

Purpose Verify that the IP multicast forwarding table displays the mroute state.

Action Usetheshow multicast route extensive operational mode commmand to display the entries
in the IP multicast forwarding table to verify that the Route state is active and that the
Forwarding state is forwarding.
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Related . Example: Configuring Source-Specific Multicast on page 254

Documentation
v ! . Example: Configuring Source-Specific Draft-Rosen 7 Multicast VPNs on page 506
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Multicast Listener Discovery

« Examples: Configuring MLD on page 331

Examples: Configuring MLD

« Understanding MLD on page 331

« Configuring MLD on page 334

« Enabling MLD on page 335

« Modifying the MLD Version on page 336

« Modifying the MLD Host-Query Message Interval on page 336

« Modifying the MLD Query Response Interval on page 337

« Modifying the MLD Last-Member Query Interval on page 338

« Specifying Immediate-Leave Host Removal for MLD on page 338

« Filtering Unwanted MLD Reports at the MLD Interface Level on page 339
« Example: Modifying the MLD Robustness Variable on page 340

« Limiting the Maximum MLD Message Rate on page 341

« Enabling MLD Static Group Membership on page 342

« Example: Recording MLD Join and Leave Events on page 349

« Configuring the Number of MLD Multicast Group Joins on Logical Interfaces on page 351
« Tracing MLD Protocol Traffic on page 352

« Disabling MLD on page 354

Understanding MLD

The Multicast Listener Discovery (MLD) Protocol manages the membership of hosts and
routers in multicast groups. IP version 6 (IPv6) multicast routers use MLD to learn, for
each of their attached physical networks, which groups have interested listeners. Each
router maintains a list of host multicast addresses that have listeners for each subnetwork,
as well as a timer for each address. However, the router does not need to know the
address of each listener—just the address of each host. The router provides addresses
to the multicast routing protocol it uses, which ensures that multicast packets are
delivered to all subnetworks where there are interested listeners. In this way, MLD is used
as the transport for the Protocol Independent Multicast (PIM) Protocol.
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MLD is an integral part of IPv6 and must be enabled on all IPv6 routers and hosts that
need to receive IP multicast traffic. The Junos OS supports MLD versions 1and 2. Version
2 is supported for source-specific multicast (SSM) include and exclude modes.

In include mode, the receiver specifies the source or sources it is interested in receiving
the multicast group traffic from. Exclude mode works the opposite of include mode. It
allows the receiver to specify the source or sources it is not interested in receiving the
multicast group traffic from.

For each attached network, a multicast router can be either a querier or a nonqguerier. A
querier router, usually one per subnet, solicits group membership information by
transmitting MLD queries. When a host reports to the querier router that it has interested
listeners, the querier router forwards the membership information to the rendezvous
point (RP) router by means of the receiver's (host's) designated router (DR). This builds
the rendezvous-point tree (RPT) connecting the host with interested listeners to the RP
router. The RPT is the initial path used by the sender to transmit information to the
interested listeners. Nonquerier routers do not transmit MLD queries on a subnet but can
do so if the querier router fails.

All MLD-configured routers start as querier routers on each attached subnet (see Figure
44 0on page 332). The querier router on the right is the receiver's DR.

Figure 44: Routers Start Up on a Subnet
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To elect the querier router, the routers exchange query messages containing their IPv6
source addresses. If a router hears a query message whose IPv6 source address is
numerically lower than its own selected address, it becomes a nonguerier. In Figure 45
on page 333, the router on the left has a source address numerically lower than the one
on the right and therefore becomes the querier router.

0 NOTE: In the practical application of MLD, several routers on a subnet are
nonqueriers. If the elected querier router fails, query messages are exchanged
among the remaining routers. The router with the lowest IPv6 source address
becomes the new querier router. The IPv6 Neighbor Discovery Protocol (NDP)
implementation drops incoming Neighbor Announcement (NA) messages
that have a broadcast or multicast address in the target link-layer address
option. This behavior is recommended by RFC 2461.

332
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Figure 45: Querier Router Is Determined
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The querier router sends general MLD queries on the link-scope all-nodes multicast
address FF02::1 at short intervals to all attached subnets to solicit group membership
information (see Figure 46 on page 333). Within the query message is the maximum
response delay value, specifying the maximum allowed delay for the host to respond
with a report message.

Figure 46: General Query Message Is Issued
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Ifinterested listeners are attached to the host receiving the query, the host sends a report
containing the host's IPv6 address to the router (see Figure 47 on page 333). If the reported
address is not yet in the router's list of multicast addresses with interested listeners, the
address is added to the list and a timer is set for the address. If the address is already on
the list, the timer is reset. The host's address is transmitted to the RP in the PIM domain.

Figure 47: Reports Are Received by the Querier Router
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If the host has no interested multicast listeners, it sends a done message to the querier
router. On receipt, the querier router issues a multicast address-specific query containing
the last listener query interval value to the multicast address of the host. If the router
does not receive a report from the multicast address, it removes the multicast address
from the list and notifies the RP in the PIM domain of its removal (see Figure 48 on
page 334).
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Configuring MLD

Figure 48: Host Has No Interested Receivers and Sends a Done Message
to Router
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If a done message is not received by the querier router, the querier router continues to
send multicast address-specific queries. If the timer set for the address on receipt of the
last report expires, the querier router assumes there are no longer interested listeners on
that subnet, removes the multicast address from the list, and notifies the RP in the PIM
domain of its removal (see Figure 49 on page 334).

Figure 49: Host Address Timer Expires and Address Is Removed from
Multicast Address List
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To configure the Multicast Listener Discovery (MLD) Protocol, include the mld statement:

mld {
accounting;
interface interface-name {

disable;

(accounting | no-accounting);

group-policy [ policy-names J;

immediate-leave;

oif-map [ map-names 1;

passive;

SsmM-map Ssm-map-name;

static {

group multicast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;
1
1
}
version version;

}

maximum-transmit-rate packets-per-second;

334
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guery-interval seconds;

guery-last-member-interval seconds;

guery-response-interval seconds;

robust-count number,

traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

1

}

You can include this statement at the following hierarchy levels:

« [edit protocols]

« [edit logical-systems logical-system-name protocols]

By default, MLD is enabled on all broadcast interfaces when you configure Protocol
Independent Multicast (PIM) or the Distance Vector Multicast Routing Protocol (DVMRP).

Enabling MLD

The Multicast Listener Discovery (MLD) Protocol manages multicast groups by
establishing, maintaining, and removing groups on a subnet. Multicast routing devices
use MLD to learn which groups have members on each of their attached physical networks.
MLD must be enabled for the router to receive IPv6 multicast packets. MLD is only needed
for IPv6 networks, because multicast is handled differently in IPv4 networks. MLD is
enabled on all IPv6 interfaces on which you configure PIM and on all IPv6 broadcast
interfaces when you configure DVMRP.

MLD specifies different behaviors for multicast listeners and for routers. When a router
is also a listener, the router responds to its own messages. If a router has more than one
interface to the same link, it needs to perform the router behavior over only one of those
interfaces. Listeners, on the other hand, must perform the listener behavior on all interfaces
connected to potential receivers of multicast traffic.

If MLD is not running on an interface—either because PIM and DVMRP are not configured
on the interface or because MLD is explicitly disabled on the interface—you can explicitly
enable MLD.

To explicitly enable MLD:

1. If PIM and DVMRP are not running on the interface, explicitly enable MLD by including
the interface name.

[edit protocols mld]
user@host# set interface fe-0/0/0.0

2. Check to see if MLD is disabled on any interfaces. In the following example, MLD is
disabled on a Gigabit Ethernet interface.

[edit protocols mld]
user@host# show

interface fe-0/0/0.0;
interface ge-0/0/0.0 {
disable;

}
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3. Enable MLD on the interface by deleting the disable statement.

[edit protocols mld]
delete interface ge-0/0/0.0 disable

4. Verify the configuration.

[edit protocols mld]
user@host# show

interface fe-0/0/0.0;
interface ge-0/0/0.0;

5. Verify the operation of MLD by checking the output of the show mldinterface command.

Modifying the MLD Version

By default, the router supports MLD version 1 (MLDv1). To enable the router to use MLD
version 2 (MLDv2) for source-specific multicast (SSM) only, include the version 2
statement.

If you configure the MLD version setting at the individual interface hierarchy level, it
overrides configuring the IGMP version using the interface all statement.

If a source address is specified in a multicast group that is statically configured, the version
must be set to MLDv2.

To change an MLD interface to version 2:

1. Configure the MLD interface.

[edit protocols mlid]
user@host# set interface fe-0/0/0.0 version 2

2. Verify the configuration by checking the version field in the output of the show mld
interface command. The show mld statistics command has version-specific output
fields, such as the counters in the MLD Message type field.

Modifying the MLD Host-Query Message Interval

The objective of MLD is to keep routers up to date with IPv6 group membership of the
entire subnet. Routers need not know who all the members are, only that members exist.
Each host keeps track of which multicast groups are subscribed to. On each link, one
router is elected the querier. The MLD querier router periodically sends general host-query
messages on each attached network to solicit membership information. These messages
solicit group membership information and are sent to the link-scope all-nodes address
FFO02:1. A general host-query message has a maximum response time that you can set
by configuring the query response interval.

The query response timeout, the query interval, and the robustness variable are related
in that they are all variables that are used to calculate the multicast listener interval. The
multicast listener interval is the number of seconds that must pass before a multicast
router determines that no more members of a host group exist on a subnet. The multicast
listener interval is calculated as the (robustness variable x query-interval) + (1 x
query-response-interval). If no reports are received for a particular group before the
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multicast listener interval has expired, the routing device stops forwarding
remotely-originated multicast packets for that group onto the attached network.

By default, host-query messages are sent every 125 seconds. You can change this interval
to change the number of MLD messages sent on the subnet.

To modify the query interval:

1. Configure the interval.

[edit protocols mld]
user@host# set query-interval 200

The value can be from 1 through 1024 seconds.

2. Verify the configuration by checking the MLD Query Interval field in the output of the
show mld interface command.

3. Verify the operation of the query interval by checking the Listener Query field in the
output of the show mld statistics command.

Modifying the MLD Query Response Interval

The query response interval is the maximum amount of time that can elapse between
when the querier router sends a host-query message and when it receives a response
from a host. You can change this interval to adjust the burst peaks of MLD messages on
the subnet. Set a larger interval to make the traffic less bursty.

The query response timeout, the query interval, and the robustness variable are related
in that they are all variables that are used to calculate the multicast listener interval. The
multicast listener interval is the number of seconds that must pass before a multicast
router determines that no more members of a host group exist on a subnet. The multicast
listener interval is calculated as the (robustness variable x query-interval) + (1 x
query-response-interval). If no reports are received for a particular group before the
multicast listener interval has expired, the routing device stops forwarding
remotely-originated multicast packets for that group onto the attached network.

The default query response interval is 10 seconds. You can configure a subsecond interval
up to one digit to the right of the decimal point. The configurable range is 0.1 through 0.9,
thenin 1-second intervals 1 through 999,999.

To modify the query response interval:

1. Configure the interval.

[edit protocols mld]
user@host# set query-response-interval 0.5

2. Verify the configuration by checking the MLD Query Response Interval field in the output
of the show mld interface command.

3. Verify the operation of the query interval by checking the Listener Query field in the
output of the show mld statistics command.
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Modifying the MLD Last-Member Query Interval

The last-member query interval (also called the last-listener query interval) is the
maximum amount of time between group-specific query messages, including those sent
in response to done messages sent on the link-scope-all-routers address FF02::2. You
can lower this interval to reduce the amount of time it takes a router to detect the loss
of the last member of a group.

When the routing device that is serving as the querier receives a leave-group (done)
message from a host, the routing device sends multiple group-specific queries to the
group. The querier sends a specific number of these queries, and it sends them at a
specific interval. The number of queries sent is called the last-listener query count. The
interval at which the queries are sent is called the last-listener query interval. Both settings
are configurable, thus allowing you to adjust the leave latency. The IGMP leave latency
is the time between a request to leave a multicast group and the receipt of the last byte
of data for the multicast group.

The last-listener query count x (times) the last-listener query interval = (equals) the
amount of time it takes a routing device to determine that the last member of a group
has left the group and to stop forwarding group traffic.

The default last-listener query intervalis 1second. You can configure a subsecond interval
up to one digit to the right of the decimal point. The configurable range is 0.1 through 0.9,
thenin 1-second intervals 1 through 999,999.

To modify this interval:

1. Configure the time (in seconds) that the routing device waits for a report in response
to a group-specific query.

[edit protocols mld]
user@host# set query-last-member-interval 0.1

2. Verify the configuration by checking the MLD Last Member Query Interval field in the
output of the show igmp interfaces command.

0 NOTE: You can configure the last-member query count by configuring the
robustness variable. The two are always equal.

Specifying Immediate-Leave Host Removal for MLD

The immediate leave setting is useful for minimizing the leave latency of MLD
memberships. When this setting is enabled, the routing device leaves the multicast group
immediately after the last host leaves the multicast group.

The immediate-leave setting enables host tracking, meaning that the device keeps track
of the hosts that send join messages. This allows MLD to determine when the last host
sends a leave message for the multicast group.
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When the immediate leave setting is enabled, the device removes an inte