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Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®

technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at http://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.

If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.
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Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration to a file and name the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

To merge a snippet, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]
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3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the CLI User Guide.

Documentation Conventions

Table 1 on page xxxi defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Table 2 on page xxxi defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type
theconfigure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• JunosOSSystemBasicsConfiguration
Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies book names.

• Identifies RFC and Internet draft titles.

Italic text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

Configure the machine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the[edit protocols
ospf area area-id] hierarchy level.

• The console port is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Enclose optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same line as the configuration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Enclose a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identify a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

J-Web GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Represents J-Web graphical user
interface (GUI) items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of J-Web
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can send your comments to

techpubs-comments@juniper.net, or fill out the documentation feedback form at
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https://www.juniper.net/cgi-bin/docbugreport/ . If you are using e-mail, be sure to include

the following information with your comments:

• Document or topic name

• URL or page number

• Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance

Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,

or are covered under warranty, and need post-sales technical support, you can access

our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides you with the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://www.juniper.net/alerts/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement

(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/
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Opening a Casewith JTAC

You can open a case with JTAC on the Web or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html.
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PART 1

Overview

• Multicast Overview on page 3

• Multicast VPNs Overview on page 23

• Multicast Supported Standards on page 31
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CHAPTER 1

Multicast Overview

• Multicast Overview on page 3

• PIM Overview on page 15

• Multicast Configuration Overview on page 17

• IPv6 Multicast Flow on page 18

Multicast Overview

IP has three fundamental types of addresses: unicast, broadcast, and multicast. Aunicast

address is used to send a packet to a single destination. A broadcast address is used to

send a datagram to an entire subnetwork. Amulticast address is used to send a datagram

to a set of hosts that can be on different subnetworks and that are configured as members

of a multicast group.

A multicast datagram is delivered to destination group members with the same best-effort

reliability as a standard unicast IP datagram. This means that multicast datagrams are

not guaranteed to reach all members of a group or to arrive in the same order in which

they were transmitted. The only difference between a multicast IP packet and a unicast

IP packet is the presence of a group address in the IP header destination address field.

Multicast addresses use the Class D address format.

Individual hosts can join or leave a multicast group at any time. There are no restrictions

on the physical location or the number of members in a multicast group. A host can be

a member of more than one multicast group at any time. A host does not have to belong

to a group to send packets to members of a group.

Routers use a group membership protocol to learn about the presence of group members

on directly attached subnetworks. When a host joins a multicast group, it transmits a

group membership protocol message for the group or groups that it wants to receive and

sets its IP process and network interface card to receive frames addressed to the multicast

group.

ComparingMulticast to Unicast

The Junos
®

operating system (Junos OS) routing protocol process supports a wide variety

of routing protocols. These routing protocols carry network information among routers

not only for unicast traffic streams sent between one pair of clients and servers, but also

for multicast traffic streams containing video, audio, or both, between a single server
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source and many client receivers. The routing protocols used for multicast differ in many

key ways from unicast routing protocols.

Information is delivered over a network by three basic methods: unicast, broadcast, and

multicast.

The differences among unicast, broadcast, and multicast can be summarized as follows:

• Unicast: One-to-one, from one source to one destination.

• Broadcast: One-to-all, from one source to all possible destinations.

• Multicast: One-to-many, from one source to multiple destinations expressing an interest

in receiving the traffic.

NOTE: This list does not include a special category for many-to-many
applications, such as online gaming or videoconferencing, where there are
many sources for the same receiver and where receivers often double as
sources. Many-to-many is a servicemodel that repeatedly employs
one-to-manymulticast and therefore requires no unique protocol. The
original multicast specification, RFC 1112, supports both the any-source
multicast (ASM)many-to-manymodel and the source-specific multicast
(SSM) one-to-manymodel.

With unicast traffic, many streams of IP packets that travel across networks flow from

a single source, such as a website server, to a single destination such as a client PC.

Unicast traffic is still the most common form of information transfer on networks.

Broadcast traffic flows from a single source to all possible destinations reachable on the

network, which is usually a LAN. Broadcasting is the easiest way to make sure traffic

reaches its destinations.

Television networks use broadcasting to distribute video and audio. Even if the television

network is a cable television (CATV) system, the source signal reaches all possible

destinations, which is the main reason that some channels’ content is scrambled.

Broadcasting is not feasible on the Internet because of the enormous amount of

unnecessary information that would constantly arrive at each end user's device, the

complexities and impact of scrambling, and related privacy issues.

Multicast traffic lies between the extremes of unicast (one source, one destination) and

broadcast (one source, all destinations). Multicast is a “one source, many destinations”

method of traffic distribution, meaning only the destinations that explicitly indicate their

need to receive the information from a particular source receive the traffic stream.

On an IP network, because destinations (clients) do not often communicate directly with

sources (servers), the routers between source and destination must be able to determine

the topology of the network from the unicast or multicast perspective to avoid routing

traffic haphazardly. Multicast routers replicate packets received on one input interface

and send the copies out on multiple output interfaces.
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In IP multicast, the source and destination are almost always hosts and not routers.

Multicast routers distribute the multicast traffic across the network from source to

destinations. The multicast router must find multicast sources on the network, send out

copies of packets on several interfaces, prevent routing loops, connect interested

destinations with the proper source, and keep the flow of unwanted packets to a minimum.

Standard multicast routing protocols provide most of these capabilities, but some router

architectures cannot send multiple copies of packets and so do not support multicasting

directly.

IP Multicast Uses

Multicast allows an IP network to support more than just the unicast model of data

delivery that prevailed in the early stages of the Internet. Multicast, originally defined as

a host extension in RFC 1112 in 1989, provides an efficient method for delivering traffic

flows that can be characterized as one-to-many or many-to-many.

Unicast traffic is not strictly limited to data applications. Telephone conversations,

wireless or not, contain digital audio samples and might contain digital photographs or

even video and still flow from a single source to a single destination. In the same way,

multicast traffic is not strictly limited to multimedia applications. In some data

applications, the flow of traffic is from a single source to many destinations that require

the packets, as in a news or stock ticker service delivered to many PCs. For this reason,

the term receiver is preferred to listener for multicast destinations, although both terms

are common.

Network applications that can function with unicast but are better suited for multicast

include collaborative groupware, teleconferencing, periodic or “push” data delivery (stock

quotes, sports scores, magazines, newspapers, and advertisements), server or website

replication, and distributed interactive simulation (DIS) such as war simulations or virtual

reality. Any IP network concerned with reducing network resource overhead for

one-to-many or many-to-many data or multimedia applications with multiple receivers

benefits from multicast.

If unicast were employed by radio or news ticker services, each radio or PC would have

to have a separate traffic session for each listener or viewer at a PC (this is actually the

method for some Web-based services). The processing load and bandwidth consumed

by the server would increase linearly as more people “tune in” to the server. This is

extremely inefficient when dealing with the global scale of the Internet. Unicast places

the burden of packet duplication on the server and consumes more and more backbone

bandwidth as the number of users grows.

If broadcast were employed instead, the source could generate a single IP packet stream

using a broadcast destination address. Although broadcast eliminates the server packet

duplication issue, this is not a good solution for IP because IP broadcasts can be sent

only to a single subnetwork, and IP routers normally isolate IP subnetworks on separate

interfaces. Even if an IP packet stream could be addressed to literally go everywhere,

and there were no need to “tune” to any source at all, broadcast would be extremely

inefficient because of the bandwidth strain and need for uninterested hosts to discard

large numbers of packets. Broadcast places the burden of packet rejection on each host

and consumes the maximum amount of backbone bandwidth.
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For radio station or news ticker traffic, multicast provides the most efficient and effective

outcome, with none of the drawbacks and all of the advantages of the other methods.

A single source of multicast packets finds its way to every interested receiver. As with

broadcast, the transmitting host generates only a single stream of IP packets, so the load

remains constant whether there is one receiver or one million. The network routers

replicate the packets and deliver the packets to the proper receivers, but only the

replication role is a new one for routers. The links leading to subnets consisting of entirely

uninterested receivers carry no multicast traffic. Multicast minimizes the burden placed

on sender, network, and receiver.

IP Multicast Terminology

Multicast has its own particular set of terms and acronyms that apply to IP multicast

routers and networks. Figure 1 on page 7 depicts some of the terms commonly used in

an IP multicast network.

In a multicast network, the key component is the router, which is able to replicate packets

and is therefore multicast-capable. The routers in the IP multicast network, which has

exactly the same topology as the unicast network it is based on, use a multicast routing

protocol to build a distribution tree that connects receivers (preferred to the multimedia

implications of listeners, but listeners is also used) to sources. In multicast terminology,

the distribution tree is rooted at the source (the root of the distribution tree is the source).

The interface on the router leading toward the source is the upstream interface, although

the less precise terms incoming or inbound interface are used as well. To keep bandwidth

use to a minimum, it is best for only one upstream interface on the router to receive

multicast packets. The interface on the router leading toward the receivers is the

downstream interface, although the less precise terms outgoing or outbound interface

are used as well. There can be 0 to N–1 downstream interfaces on a router, where N is

the number of logical interfaces on the router. To prevent looping, the upstream interface

must never receive copies of downstream multicast packets.
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Figure 1: Multicast Terminology in an IP Network

Routing loops are disastrous in multicast networks because of the risk of repeatedly

replicated packets. One of the complexities of modern multicast routing protocols is the

need to avoid routing loops, packet by packet, much more rigorously than in unicast

routing protocols. Three multicast strategies—reverse-path forwarding (RPF),

shortest-path tree (SPT), and administrative scoping—help prevent routing loops by

defining routing paths in different ways.

Reverse-Path Forwarding for Loop Prevention

The router's multicast forwarding state runs more logically based on the reverse path,

from the receiver back to the root of the distribution tree. In RPF, every multicast packet

received must pass an RPF check before it can be replicated or forwarded on any interface.

When it receives a multicast packet on an interface, the router verifies that the source

address in the multicast IP packet is the destination address for a unicast IP packet back

to the source.

If the outgoing interface found in the unicast routing table is the same interface that the

multicast packet was received on, the packet passes the RPF check. Multicast packets

that fail the RPF check are dropped, because the incoming interface is not on the shortest

path back to the source. Routers can build and maintain separate tables for RPF purposes.

Shortest-Path Tree for Loop Prevention

The distribution tree used for multicast is rooted at the source and is the shortest-path

tree (SPT), but this path can be long if the source is at the periphery of the network.

Providing a shared tree on the backbone as the distribution tree locates the multicast

source more centrally in the network. Shared distribution trees with roots in the core

network are created and maintained by a multicast router operating as a rendezvous

point (RP), a feature of sparse mode multicast protocols.
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Administrative Scoping for Loop Prevention

Scoping limits the routers and interfaces that can forward a multicast packet. Multicast

scoping is administrative in the sense that a range of multicast addresses is reserved for

scoping purposes, as described in RFC 2365,AdministrativelyScoped IPMulticast. Routers

at the boundary must filter multicast packets and ensure that packets do not stray beyond

the established limit.

Multicast Leaf and Branch Terminology

Each subnetwork with hosts on the router that has at least one interested receiver is a

leaf on the distribution tree. Routers can have multiple leaves on different interfaces and

must send a copy of the IP multicast packet out on each interface with a leaf. When a

new leaf subnetwork is added to the tree (that is, the interface to the host subnetwork

previously received no copies of the multicast packets), a new branch is built, the leaf is

joined to the tree, and replicated packets are sent out on the interface. The number of

leaves on a particular interface does not affect the router. The action is the same for one

leaf or a hundred.

NOTE: On Juniper Networks security devices, if themaximum number of
leaves on amulticast distribution tree is exceeded, multicast sessions are
created up to themaximum number of leaves, and anymulticast sessions
that exceed themaximum number of leaves are ignored. Themaximum
number of leaves on amulticast distribution tree is device specific.

When a branch contains no leaves because there are no interested hosts on the router

interface leading to that IP subnetwork, the branch is pruned from the distribution tree,

and no multicast packets are sent out that interface. Packets are replicated and sent out

multiple interfaces only where the distribution tree branches at a router, and no link ever

carries a duplicate flow of packets.

Collections of hosts all receiving the same stream of IP packets, usually from the same

multicast source, are called groups. In IP multicast networks, traffic is delivered to

multicast groups based on an IP multicast address, orgroupaddress. The groups determine

the location of the leaves, and the leaves determine the branches on the multicast

network.

IP Multicast Addressing

Multicast uses the Class D IP address range (224.0.0.0 through 239.255.255.255). Class

D addresses are commonly referred to asmulticast addresses because the entire classful

address concept is obsolete. Multicast addresses can never appear as the source address

in an IP packet and can only be the destination of a packet.

Multicast addresses usually have a prefix length of /32, although other prefix lengths are

allowed. Multicast addresses represent logical groupings of receivers and not physical

collections of devices. Blocks of multicast addresses can still be described in terms of

prefix length in traditional notation, but only for convenience. For example, the multicast
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address range from 232.0.0.0 through 232.255.255.255 can be written as 232.0.0.0/8 or

232/8.

Internet service providers (ISPs) do not typically allocate multicast addresses to their

customers because multicast addresses relate to content, not to physical devices.

Receivers are not assigned their own multicast addresses, but need to know the multicast

address of the content. Sources need to be assigned multicast addresses only to produce

the content, not to identify their place in the network. Every source and receiver still needs

an ordinary, unicast IP address.

Multicast addressing most often references the receivers, and the source of multicast

content is usually not even a member of the multicast group for which it produces content.

If the source needs to monitor the packets it produces, monitoring can be done locally,

and there is no need to make the packets traverse the network.

Many applications have been assigned a range of multicast addresses for their own use.

These applications assign multicast addresses to sessions created by that application.

You do not usually need to statically assign a multicast address, but you can do so.

Multicast Addresses

Multicast host group addresses are defined to be the IP addresses whose high-order four

bits are 1110, giving an address range from 224.0.0.0 through 239.255.255.255, or simply

224.0.0.0/4. (These addresses also are referred to as Class D addresses.)

The Internet Assigned Numbers Authority (IANA) maintains a list of registered IP multicast

groups. The base address 224.0.0.0 is reserved and cannot be assigned to any group.

The block of multicast addresses from 224.0.0.1 through 224.0.0.255 is reserved for local

wire use. Groups in this range are assigned for various uses, including routing protocols

and local discovery mechanisms.

The range from 239.0.0.0 through 239.255.255.255 is reserved for administratively scoped

addresses. Because packets addressed to administratively scoped multicast addresses

do not cross configured administrative boundaries, and because administratively scoped

multicast addresses are locally assigned, these addresses do not need to be unique

across administrative boundaries.

Layer 2 Frames and IPv4Multicast Addresses

Multicasting on a LAN is a good place to start an investigation of multicasting at Layer 2.

At Layer 2, multicast deals with media access control (MAC) frames and addresses

instead of IPv4 or IPv6 packets and addresses. Consider a single LAN, without routers,

with a multicast source sending to a certain group. The rest of the hosts are receivers

interested in the multicast group’s content. So the multicast source host generates

packets with its unicast IP address as the source, and the multicast group address as the

destination.

Which MAC addresses are used on the frame containing this packet? The packet source

address—the unicast IP address of the host originating the multicast content—translates

easily and directly to the MAC address of the source. But what about the packet’s

destination address? This is the IP multicast group address. Which destination MAC

address for the frame corresponds to the packet’s multicast group address?
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One option is for LANs simply to use the LAN broadcast MAC address, which guarantees

that the frame is processed by every station on the LAN. However, this procedure defeats

the whole purpose of multicast, which is to limit the circulation of packets and frames

to interested hosts. Also, hosts might have access to many multicast groups, which

multiplies the amount of traffic to noninterested destinations. Broadcasting frames at

the LAN level to support multicast groups makes no sense.

However, there is an easy way to effectively use Layer 2 frames for multicast purposes.

The MAC address has a bit that is set to 0 for unicast (the LAN term is individual address)

and set to 1 to indicate that this is a multicast address. Some of these addresses are

reserved for multicast groups of specific vendors or MAC-level protocols. Internet multicast

applications use the range 0x01-00-5E-00-00-00 to 0x01-00-5E-FF-FF-FF. Multicast

receivers (hosts running TCP/IP) listen for frames with one of these addresses when the

application joins a multicast group. The host stops listening when the application

terminates or the host leaves the group at the packet layer (Layer 3).

This means that 3 bytes, or 24 bits, are available to map IPv4 multicast addresses at

Layer 3 to MAC multicast addresses at Layer 2. However, all IPv4 addresses, including

multicast addresses, are 32 bits long, leaving 8 IP address bits left over. Which method

of mapping IPv4 multicast addresses to MAC multicast addresses minimizes the chance

of “collisions” (that is, two different IP multicast groups at the packet layer mapping to

the same MAC multicast address at the frame layer)?

First, it is important to realize that all IPv4 multicast addresses begin with the same 4

bits (1110), so there are really only 4 bits of concern, not 8. A LAN must not drop the last

bits of the IPv4 address because these are almost guaranteed to be host bits, depending

on the subnet mask. But the high-order bits, the leftmost address bits, are almost always

network bits, and there is only one LAN (for now).

One other bit of the remaining 24 MAC address bits is reserved (an initial 0 indicates an

Internet multicast address), so the 5 bits following the initial 1110 in the IPv4 address are

dropped. The 23 remaining bits are mapped, one for one, into the last 23 bits of the MAC

address. An example of this process is shown in Figure 2 on page 10.

Figure 2: ConvertingMACAddresses toMulticast Addresses
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Note that this process means that there are 32 (2
5
) IPv4 multicast addresses that could

map to the same MAC multicast addresses. For example, multicast IPv4 addresses

224.8.7.6 and 229.136.7.6 translate to the same MAC address (0x01-00-5E-08-07-06).

This is a real concern, and because the host could be interested in frames sent to both

of the those multicast groups, the IP software must reject one or the other.

NOTE: This “collision” problem does not exist in IPv6 because of the way
IPv6 handlesmulticast groups, but it is always a concern in IPv4. The
procedure forplacing IPv6multicastpackets insidemulticast frames isnearly
identical to that for IPv4, except for the MAC destination address 0x3333
prefix (and the lack of “collisions”).

Once the MAC address for the multicast group is determined, the host's operating system

essentially orders the LAN interface card to join or leave the multicast group. Once joined

to a multicast group, the host accepts frames sent to the multicast address as well as

the host’s unicast address and ignores other multicast group’s frames. It is possible for

a host to join and receive multicast content from more than one group at the same time,

of course.

Multicast Interface Lists

To avoid multicast routing loops, every multicast router must always be aware of the

interface that leads to the source of that multicast group content by the shortest path.

This is the upstream (incoming) interface, and packets are never to be forwarded back

toward a multicast source. All other interfaces are potential downstream (outgoing)

interfaces, depending on the number of branches on the distribution tree.

Routers closely monitor the status of the incoming and outgoing interfaces, a process

that determines themulticast forwarding state. A router with a multicast forwarding state

for a particular multicast group is essentially “turned on” for that group's content.

Interfaces on the router's outgoing interface list send copies of the group's packets

received on the incoming interface list for that group. The incoming and outgoing interface

lists might be different for different multicast groups.

The multicast forwarding state in a router is usually written in either (S,G) or (*,G) notation.

These are pronounced “ess comma gee” and “star comma gee,” respectively. In (S,G),

the S refers to the unicast IP address of the source for the multicast traffic, and the G

refers to the particular multicast group IP address for which S is the source. All multicast

packets sent from this source have S as the source address and G as the destination

address.

The asterisk (*) in the (*,G) notation is a wildcard indicating that the state applies to any

multicast application source sending to group G. So, if two sources are originating exactly

the same content for multicast group 224.1.1.2, a router could use (*,224.1.1.2) to represent

the state of a router forwarding traffic from both sources to the group.

Multicast Routing Protocols

Multicast routing protocols enable a collection of multicast routers to build (join)

distribution trees when a host on a directly attached subnet, typically a LAN, wants to
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receive traffic from a certain multicast group, prune branches, locate sources and groups,

and prevent routing loops.

There are several multicast routing protocols:

• Distance Vector Multicast Routing Protocol (DVMRP)—The first of the multicast routing

protocols and hampered by a number of limitations that make this method unattractive

for large-scale Internet use. DVMRP is a dense-mode-only protocol, and uses the

flood-and-prune or implicit join method to deliver traffic everywhere and then determine

where the uninterested receivers are. DVMRP uses source-based distribution trees in

the form (S,G), and builds its own multicast routing tables for RPF checks.

• Multicast OSPF (MOSPF)—Extends OSPF for multicast use, but only for dense mode.

However, MOSPF has an explicit join message, so routers do not have to flood their

entire domain with multicast traffic from every source. MOSPF uses source-based

distribution trees in the form (S,G).

• Bidirectional PIMmode—A variation of PIM. Bidirectional PIM builds bidirectional shared

trees that are rooted at a rendezvous point (RP) address. Bidirectional traffic does not

switch to shortest path trees as in PIM-SM and is therefore optimized for routing state

size instead of path length. This means that the end-to-end latency might be longer

compared to PIM sparse mode. Bidirectional PIM routes are always wildcard-source

(*,G) routes. The protocol eliminates the need for (S,G) routes and data-triggered

events. The bidirectional (*,G) group trees carry traffic both upstream from senders

toward the RP, and downstream from the RP to receivers. As a consequence, the strict

reverse path forwarding (RPF)-based rules found in other PIM modes do not apply to

bidirectional PIM. Instead, bidirectional PIM (*,G) routes forward traffic from all sources

and the RP. Bidirectional PIM routers must have the ability to accept traffic on many

potential incoming interfaces. Bidirectional PIM scales well because it needs no

source-specific (S,G) state. Bidirectional PIM is recommended in deployments with

many dispersed sources and many dispersed receivers.

• PIM dense mode—In this mode of PIM, the assumption is that almost all possible

subnets have at least one receiver wanting to receive the multicast traffic from a source,

so the network is flooded with traffic on all possible branches, then pruned back when

branches do not express an interest in receiving the packets, explicitly (by message)

or implicitly (time-out silence). This is the dense mode of multicast operation. LANs

are appropriate networks for dense-mode operation. Some multicast routing protocols,

especially older ones, support only dense-mode operation, which makes them

inappropriate for use on the Internet. In contrast to DVMRP and MOSPF, PIM dense

mode allows a router to use any unicast routing protocol and performs RPF checks

using the unicast routing table. PIM dense mode has an implicit join message, so routers

use the flood-and-prune method to deliver traffic everywhere and then determine

where the uninterested receivers are. PIM dense mode uses source-based distribution

trees in the form (S,G), as do all dense-mode protocols. PIM also supports sparse-dense

mode, with mixed sparse and dense groups, but there is no special notation for that

operational mode. If sparse-dense mode is supported, the multicast routing protocol

allows some multicast groups to be sparse and other groups to be dense.

• PIM sparsemode—In this mode of PIM, the assumption is that very few of the possible

receivers want packets from each source, so the network establishes and sends packets

only on branches that have at least one leaf indicating (by message) an interest in the
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traffic. This multicast protocol allows a router to use any unicast routing protocol and

performs reverse-path forwarding (RPF) checks using the unicast routing table. PIM

sparse mode has an explicit join message, so routers determine where the interested

receivers are and send join messages upstream to their neighbors, building trees from

receivers to the rendezvous point (RP). PIM sparse mode uses an RP router as the

initial source of multicast group traffic and therefore builds distribution trees in the

form (*,G), as do all sparse-mode protocols. PIM sparse mode migrates to an (S,G)

source-based tree if that path is shorter than through the RP for a particular multicast

group's traffic. WANs are appropriate networks for sparse-mode operation, and indeed

a common multicast guideline is not to run dense mode on a WAN under any

circumstances.

• Core Based Trees (CBT)—Shares all of the characteristics of PIM sparse mode (sparse

mode, explicit join, and shared (*,G) trees), but is said to be more efficient at finding

sources than PIM sparse mode. CBT is rarely encountered outside academic discussions.

There are no large-scale deployments of CBT, commercial or otherwise.

• PIM source-specific multicast (SSM)—Enhancement to PIM sparse mode that allows

a client to receive multicast traffic directly from the source, without the help of an RP.

Used with IGMPv3 to create a shortest-path tree between receiver and source.

• IGMPv1—The original protocol defined in RFC 1112, Host Extensions for IP Multicasting.

IGMPv1 sends an explicit join message to the router, but uses a timeout to determine

when hosts leave a group. Three versions of the Internet Group Management Protocol

(IGMP) run between receiver hosts and routers.

• IGMPv2—Defined in RFC 2236, Internet GroupManagement Protocol, Version 2. Among

other features, IGMPv2 adds an explicit leave message to the join message.

• IGMPv3—Defined in RFC 3376, Internet GroupManagement Protocol, Version 3. Among

other features, IGMPv3 optimizes support for a single source of content for a multicast

group, or source-specific multicast (SSM). Used with PIM SSM to create a shortest-path

tree between receiver and source.

• Bootstrap Router (BSR) and Auto-Rendezvous Point (RP)—Allow sparse-mode routing

protocols to find RPs within the routing domain (autonomous system, or AS). RP

addresses can also be statically configured.

• Multicast Source Discovery Protocol (MSDP)—Allows groups located in one multicast

routing domain to find RPs in other routing domains. MSDP is not used on an RP if all

receivers and sources are located in the same routing domain. Typically runs on the

same router as PIM sparse mode RP. Not appropriate if all receivers and sources are

located in the same routing domain.

• Session Announcement Protocol (SAP) and Session Description Protocol

(SDP)—Display multicast session names and correlate the names with multicast

traffic. SDP is a session directory protocol that advertises multimedia conference

sessions and communicates setup information to participants who want to join the

session. A client commonly uses SDP to announce a conference session by periodically

multicasting an announcement packet to a well-known multicast address and port

using SAP.

• Pragmatic General Multicast (PGM)—Special protocol layer for multicast traffic that

can be used between the IP layer and the multicast application to add reliability to

13Copyright © 2013, Juniper Networks, Inc.

Chapter 1: Multicast Overview



multicast traffic. PGM allows a receiver to detect missing information in all cases and

request replacement information if the receiver application requires it.

The differences among the multicast routing protocols are summarized in Table 3 on

page 14.

Table 3: Multicast Routing Protocols Compared

(*,G) Shared Tree(S,G) SBTExplicit JoinImplicit JoinSparse ModeDense Mode
MulticastRouting
Protocol

NoYesNoYesNoYesDVMRP

NoYesYesNoNoYesMOSPF

NoYesNoYesNoYesPIM dense mode

Yes, initiallyYes, maybeYesNoYesNoPIM sparse mode

YesNoYesNoNoNoBidirectional PIM

YesNoYesNoYesNoCBT

Yes, initiallyYes, maybeYesNoYesNoSSM

Yes, initiallyYes, maybeYesNoYesNoIGMPv1

Yes, initiallyYes, maybeYesNoYesNoIGMPv2

Yes, initiallyYes, maybeYesNoYesNoIGMPv3

Yes, initiallyYes, maybeYesNoYesNoBSR and Auto-RP

Yes, initiallyYes, maybeYesNoYesNoMSDP

It is important to realize that retransmissions due to a high bit-error rate on a link or

overloaded router can make multicast as inefficient as repeated unicast. Therefore, there

is a trade-off in many multicast applications regarding the session support provided by

the Transmission Control Protocol (TCP) (but TCP always resends missing segments),

or the simple drop-and-continue strategy of the User Datagram Protocol (UDP) datagram

service (but reordering can become an issue). Modern multicast uses UDP almost

exclusively.

T Series Router Multicast Performance

The Juniper Networks T Series Core Routers handle extreme multicast packet replication

requirements with a minimum of router load. Each memory component replicates a

multicast packet twice at most. Even in the worst-case scenario involving maximum

fan-out, when 1 input port and 63 output ports need a copy of the packet, the T Series

routing platform copies a multicast packet only six times. Most multicast distribution

trees are much sparser, so in many cases only two or three replications are necessary. In
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no case does the T Series architecture have an impact on multicast performance, even

with the largest multicast fan-out requirements.

PIMOverview

The predominant multicast routing protocol in use on the Internet today is Protocol

Independent Multicast, or PIM. The type of PIM used on the Internet is PIM sparse mode.

PIM sparse mode is so accepted that when the simple term “PIM” is used in an Internet

context, some form of sparse mode operation is assumed.

PIM emerged as an algorithm to overcome the limitations of dense-mode protocols such

as the Distance Vector Multicast Routing Protocol (DVMRP), which was efficient for

dense clusters of multicast receivers, but did not scale well for the larger, sparser, groups

encountered on the Internet. The Core Based Trees (CBT) Protocol was intended to

support sparse mode as well, but CBT, with its all-powerful core approach, made

placement of the core critical, and large conference-type applications (many-to-many)

resulted in bottlenecks in the core. PIM was designed to avoid the dense-mode scaling

issues of DVMRP and the potential performance issues of CBT at the same time.

PIM is one of the most rapidly evolving specifications on the Internet today. Since its

introduction in 1995, PIM has already seen two major revisions to its packet structure

(PIM version 1 [PIMv1] and PIM version 2 [PIMv2]), two major RFCs (RFC 2362 obsoleted

RFC 2117), and numerous drafts describing major components of PIM, such as

many-to-many trees and source-specific multicast (SSM). Long-lasting RFCs are not a

feature of PIM, and virtually all of PIM must be researched, understood, and implemented

directly from Internet drafts. In fact, no current RFC describes PIMv1 at all. The drafts

have all expired, and PIMv1 was never issued as an official RFC.

PIM itself is not nonstandard or unstable, however. PIM has been a promising multicast

routing protocol since its inception, especially PIM sparse mode, the first real sparse-mode

multicast routing protocol. Work continues on PIM in a number of areas, from bidirectional

trees to network management, and the rapid pace of development makes drafts essential

for PIM.

PIMv1 and PIMv2 can coexist on the same router and even on the same interface. The

main difference between PIMv1 and PIMv2 is the packet format. PIMv1 messages use

Internet Group Management Protocol (IGMP) packets, whereas PIMv2 has its own IP

protocol number (103) and packet structure. All routers connecting to an IP subnet such

as a LAN must use the same PIM version. Some PIM implementations can recognize

PIMv1 packets and automatically switch the router interface to PIMv1. Because the

difference between PIMv1 and PIMv2 involves the message format, but not the meaning

of the message or how the router processes the PIM message, a router can easily mix

PIMv1 and PIMv2 interfaces.

PIM is used for efficient routing to multicast groups that might span wide-area and

interdomain internetworks. It is called “protocol independent” because it does not depend

on a particular unicast routing protocol. Junos OS supports bidirectional mode, sparse

mode, dense mode, and sparse-dense mode.

PIM operates in several modes: bidirectional mode, sparse mode, dense mode, and

sparse-dense mode. In sparse-dense mode, some multicast groups are configured as
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dense mode (flood-and-prune, [S,G] state) and others are configured as sparse mode

(explicit join to rendezvous point [RP], [*,G] state).

PIM drafts also establish a mode known as PIM source-specific mode, or PIM SSM. In

PIM SSM there is only one specific source for the content of a multicast group within a

given domain.

Because the PIM mode you choose determines the PIM configuration properties, you first

must decide whether PIM operates in bidirectional, sparse, dense, or sparse-dense mode

in your network. Each mode has distinct operating advantages in different network

environments.

• In sparse mode, routers must join and leave multicast groups explicitly. Upstream

routers do not forward multicast traffic to a downstream router unless the downstream

router has sent an explicit request (by means of a join message) to the rendezvous

point (RP) router to receive this traffic. The RP serves as the root of the shared multicast

delivery tree and is responsible for forwarding multicast data from different sources

to the receivers.

Sparse mode is well suited to the Internet, where frequent interdomain join messages

and prune messages are common.

• Bidirectional PIM is similar to sparse mode, and is especially suited to applications that

must scale to support a large number of dispersed sources and receivers. In bidirectional

PIM, routers build shared bidirectional trees and do not switch to a source-based tree.

Bidirectional PIM scales well because it needs no source-specific (S,G) state. Instead,

it builds only group-specific (*,G) state.

• Unlike sparse mode and bidirectional mode, in which data is forwarded only to routers

sending an explicit PIM join request, dense mode implements a flood-and-prune

mechanism, similar to the Distance Vector Multicast Routing Protocol (DVMRP). In

dense mode, a router receives the multicast data on the incoming interface, then

forwards the traffic to the outgoing interface list. Flooding occurs periodically and is

used to refresh state information, such as the source IP address and multicast group

pair. If the router has no interested receivers for the data, and the outgoing interface

list becomes empty, the router sends a PIM prune message upstream.

Dense mode works best in networks where few or no prunes occur. In such instances,

dense mode is actually more efficient than sparse mode.

• Sparse-dense mode, as the name implies, allows the interface to operate on a per-group

basis in either sparse or dense mode. A group specified as “dense” is not mapped to

an RP. Instead, data packets destined for that group are forwarded by means of PIM

dense mode rules. A group specified as “sparse” is mapped to an RP, and data packets

are forwarded by means of PIM sparse-mode rules. Sparse-dense mode is useful in

networks implementing auto-RP for PIM sparse mode.

Basic PIMNetwork Components

PIM dense mode requires only a multicast source and series of multicast-enabled routers

running PIM dense mode to allow receivers to obtain multicast content. Dense mode

makes sure that all multicast traffic gets everywhere by periodically flooding the network
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with multicast traffic, and relies on prune messages to make sure that subnets where all

receivers are uninterested in that particular multicast group stop receiving packets.

PIM sparse mode is more complicated and requires the establishment of special routers

called rendezvous points (RPs) in the network core. These routers are where upstream

join messages from interested receivers meet downstream traffic from the source of the

multicast group content. A network can have many RPs, but PIM sparse mode allows

only one RP to be active for any multicast group.

If there is only one RP in a routing domain, the RP and adjacent links might become

congested and form a single point of failure for all multicast traffic. Thus, multiple RPs

are the rule, but the issue then becomes how other multicast routers find the RP that is

the source of the multicast group the receiver is trying to join. This RP-to-group mapping

is controlled by a special bootstrap router (BSR) running the PIM BSR mechanism. There

can be more than one bootstrap router as well, also for single-point-of-failure reasons.

The bootstrap router does not have to be an RP itself, although this is a common

implementation. The bootstrap router's main function is to manage the collection of RPs

and allow interested receivers to find the source of their group's multicast traffic. PIM

bootstrap messages are sourced from the loopback address, which is always up. The

loopback address must be routable. If it is not routable, then the bootstrap router is

unable to send bootstrap messages to update the RP domain members. The show pim

bootstrap command displays only those bootstrap routers that have routable loopback

addresses.

PIM SSM can be seen as a subset of a special case of PIM sparse mode and requires no

specialized equipment other than that used for PIM sparse mode (and IGMP version 3).

Bidirectional PIM RPs, unlike RPs for PIM sparse mode, do not need to perform PIM

Register tunneling or other specific protocol action. Bidirectional PIM RPs implement no

specific functionality. RP addresses are simply a location in the network to rendezvous

toward. In fact, for bidirectional PIM, RP addresses need not be loopback interface

addresses or even be addresses configured on any router, as long as they are covered by

a subnet that is connected to a bidirectional PIM-capable router and advertised to the

network.

Related
Documentation

Supported IP Multicast Protocol Standards on page 31 in the Multicast Protocols

Configuration Guide

•

Multicast Configuration Overview

You configure a router network to support multicast applications with a related family

of protocols. To use multicast, you must understand the basic components of a multicast

network and their relationships, and then configure the device to act as a node in the

network.
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To configure the device as a node in a multicast network:

1. Determine whether the router is directly attached to any multicast sources. Receivers

must be able to locate these sources.

2. Determine whether the router is directly attached to any multicast group receivers. If

receivers are present, IGMP is needed.

3. Determine whether to use the sparse, dense, or sparse-dense mode of multicast

operation. Each mode has different configuration considerations.

4. Determine the address of the rendezvous point (RP) if sparse or sparse-dense mode

is used.

5. Determine whether to locate the RP with the static configuration, bootstrap router

(BSR), or auto-RP method.

6. Determine whether to configure multicast to use its own reverse-path forwarding

(RPF) routing table when configuring PIM in sparse, dense, or sparse-dense modes.

7. (Optional) Configure the SAP and SDP protocols to listen for multicast session

announcements. See “Configuring the Session Announcement Protocol” on page 563.

8. Configure IGMP. See “Configuring IGMP” on page 305.

9. (Optional) Configure the PIM static RP. See “Configuring Static RP” on page 90.

10. (Optional) Filter PIM register messages from unauthorized groups and sources. See

“Example: Rejecting Incoming PIM Register Messages on RP Routers” on page 125 and

“Example: Stopping Outgoing PIM Register Messages on a Designated Router” on

page 121.

11. (Optional) Configure a PIM RPF routing table. See “Example: Configuring a PIM RPF

Routing Table” on page 244.

Related
Documentation

Junos OS Feature Support Reference for SRX Series and J Series Devices•

• Multicast Overview on page 3

• Verifying a Multicast Configuration on page 45

IPv6Multicast Flow

• IPv6 Multicast Flow Overview on page 18

• Multicast Listener Discovery (MLD) Overview on page 20

IPv6Multicast FlowOverview

The IPv6 multicast flow adds or enhances the following features:

• IPv6 transit multicast which includes the following packet functions:

• Normal packet handling

• Fragment handling
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• Packet reordering

• Protocol-Independent Multicast version 6 (PIMv6) flow handling

• Other multicast routing protocols, such as Multicast Listener Discovery (MLD)

The structure and processing of IPv6 multicast data session are the same as those of

IPv4. Each data session has the following:

• One template session

• Several leaf sessions.

The reverse path forwarding (RPF) check behavior for IPv6 is the same as that for IPv4.

Incoming multicast data is accepted only if the RPF check succeeds. In an IPv6 multicast

flow, incoming Multicast Listener Discovery (MLD) protocol packets are accepted only

if MLD or PIM is enabled in the security zone for the incoming interface. Sessions for

multicast protocol packets have a default timeout value of 300 seconds. This value

cannot be configured. The null register packet is sent to rendezvous point (RP).

In IPv6 multicast flow, a multicast router has the following three roles:

• Designated router

This router receives the multicast packets, encapsulates them with unicast IP headers,

and sends them for multicast flow.

• Intermediate router

There are two sessions for the packets, the control session, for the outer unicast packets,

and the data session. The security policies are applied to the data session and the

control session, is used for forwarding.

• Rendezvous point

The RP receives the unicast PIM register packet, separates the unicast header, and

then forwards the inner multicast packet. The packets received by RP are sent to the

pd interface for decapsulation and are later handled like normal multicast packets.

On a Services Processing Unit (SPU), the multicast session is created as a template

session for matching the incoming packet's tuple. Leaf sessions are connected to the

template session. On the Customer Premise Equipment (CPE), only the template session

is created. Each CPE session carries the fan-out lists that are used for load-balanced

distribution of multicast SPU sessions.

NOTE: IPv6multicast uses the IPv4multicast behavior for session
distribution.

The network service access point identifier (nsapi) of the leaf session is set up on the

multicast text traffic going into the tunnels, to point to the outgoing tunnel. The zone ID

of the tunnel is used for policy lookup for the leaf session in the second stage. Multicast

packets are unidirectional. Thus for multicast text session sent into the tunnels, forwarding

sessions are not created.
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When the multicast route ages out, the corresponding chain of multicast sessions is

deleted. When the multicast route changes, then the corresponding chain of multicast

sessions is deleted. This forces the next packet hitting the multicast route to take the

first path and re-create the chain of sessions; the multicast route counter is not affected.

NOTE: The IPv6multicast packet reorder approach is same as that for IPv4.

For the encapsulating router, the incoming packet is multicast, and the outgoing packet

is unicast. For the intermediate router, the incoming packet is unicast, and the outgoing

packet is unicast.

Multicast Listener Discovery (MLD) Overview

The Multicast Listener Discovery (MLD) protocol manages the membership of hosts and

routers in multicast groups. IP version 6 (IPv6) multicast routers use MLD to learn, for

each of their attached physical networks, which groups have interested listeners. Each

router maintains a list of host multicast addresses that have listeners for each subnetwork,

as well as a timer for each address. However, the router does not need to know the

address of the listeners—just the address of the hosts. The router provides addresses to

the multicast routing protocol it uses; this ensures that multicast packets are delivered

to all subnetworks where there are interested listeners. In this way, MLD is used as the

transport for the Protocol Independent Multicast (PIM) protocol.

MLD is an integral part of IPv6 and must be enabled on all IPv6 routers and hosts that

need to receive IP multicast traffic. Junos OS supports MLD versions 1 and 2. Version 2 is

supported for the source-specific multicast (SSM) include and exclude modes.

In include mode, the receiver specifies the source or sources from which it is interested

in receiving the multicast group traffic. Exclude mode works the opposite of include mode.

It allows the receiver to specify the sources or sources from which it is not interested in

receiving the multicast group traffic

For each attached network, a multicast router can be either a querier or a nonquerier. A

querier router, usually one per subnet, solicits group membership information by

transmitting MLD queries. When a host reports to the querier router that it has interested

listeners, the querier router forwards the membership information to the rendezvous

point (RP) router by means of the receiver's (host's) designated router (DR). This builds

the rendezvous-point tree (RPT) connecting the host with interested listeners to the RP

router. The RPT is the initial path used by the sender to transmit information to the

interested listeners. Non-querier routers do not transmit MLD queries on a subnet but

can trasmit them if the querier router goes down.
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All MLD-configured routers start up as querier routers on each attached subnet. The

non-querier router on the right is the receiver's DR.

To elect the querier router, the routers exchange query messages containing their IPv6

source addresses. If a router hears a query message whose IPv6 source address is

numerically lower than its own selected address, it becomes a non-querier. The router

on the left has a source address numerically lower than the one on the right and therefore

becomes the querier router.

In the practical application of MLD, several routers on a subnet are nonqueriers. If the

elected querier router goes down, query messages are exchanged among the remaining

routers. The router with the lowest IPv6 source address then becomes the new querier

router. Note that the IPv6 Neighbor Discovery Protocol (NDP) implementation drops

incoming Neighbor Announcement (NA) messages that have a broadcast or multicast

address in the target link-layer address option. This behavior is recommended by RFC

2461.

Configuration option for IPv6 Neighbor Discovery Protocol (NDP) is available. The

configuration option is set protocol neighbor-discovery onlink-subnet-only command.

This option will prevent the device from responding to a Neighbor Solicitation (NS) from

a prefix which was not included as one of the device interface prefixes.

NOTE: The Routing Engine needs to be rebooted after setting this option to
remove any possibility of a previous IPv6 entry from remaining in the
forwarding-table.

The querier router sends general MLD queries on the link-scope all-nodes multicast

address FF02::1 at short intervals to all attached subnets to solicit group membership
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information. Within the query message is the maximum response delay value, specifying

the maximum allowed delay for the host to respond with a report message.

Related
Documentation

• Multicast Overview on page 3
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CHAPTER 2

Multicast VPNs Overview

• Draft-Rosen Multicast VPNs Overview on page 23

• Multiprotocol BGP MVPNs Overview on page 24

Draft-RosenMulticast VPNs Overview

The Junos OS provides two types of draft-rosen multicast VPNs:

• Draft-rosen multicast VPNs with service provider tunnels operating in any-source

multicast (ASM) mode (also referred to as rosen 6 Layer 3 VPN multicast)—Described

in RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNs) and based on Section 2 of

the IETF Internet draft draft-rosen-vpn-mcast-06.txt, Multicast in MPLS/BGP VPNs

(expired April 2004).

• Draft-rosen multicast VPNs with service provider tunnels operating in source-specific

multicast (SSM) mode (also referred to as rosen 7 Layer 3 VPN multicast)—Described

in RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNs) and based on the IETF

Internet draftdraft-rosen-vpn-mcast-07.txt,Multicast inMPLS/BGP IPVPNs. Draft-rosen

multicast VPNs with service provider tunnels operating in SSM mode do not require

that the provider (P) routers maintain any VPN-specific Protocol-Independent Multicast

(PIM) information.

NOTE: Draft-rosenmulticast VPNs are not supported in a logical system
environment even though the configuration statements can be configured
under the logical-systems hierarchy.

In a draft-rosen Layer 3 multicast virtual private network (MVPN) configured with service

provider tunnels, the VPN is multicast-enabled and configured to use the Protocol

Independent Multicast (PIM) protocol within the VPN and within the service provider

(SP) network. A multicast-enabled VPN routing and forwarding (VRF) instance

corresponds to a multicast domain (MD), and a PE router attached to a particular VRF

instance is said to belong to the corresponding MD. For each MD there is adefaultmulticast

distribution tree (MDT) through the SP backbone, which connects all of the PE routers

belonging to that MD. Any PE router configured with a default MDT group address can

be the multicast source of one default MDT.
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Draft-rosen MVPNs with service provider tunnels start by sending all multicast traffic

over a default MDT, as described in section 2 of the IETF Internet draft

draft-rosen-vpn-mcast-06.txt and section 7 of the IETF Internet draft

draft-rosen-vpn-mcast-07.txt. This default mapping results in the delivery of packets to

each provider edge (PE) router attached to the provider router even if the PE router has

no receivers for the multicast group in that VPN. Each PE router processes the

encapsulated VPN traffic even if the multicast packets are then discarded.

Related
Documentation

Multicast over Layer 3 VPNs•

• Junos OS VPNs Configuration Guide

Multiprotocol BGPMVPNsOverview

• Comparison of Draft Rosen Multicast VPNs and Next-Generation Multiprotocol BGP

Multicast VPNs on page 24

• MBGP Multicast VPN Sites on page 25

• Multicast VPN Standards on page 26

• PIM Sparse Mode, PIM Dense Mode, Auto-RP, and BSR for MBGP MVPNs on page 26

• MBGP-Based Multicast VPN Trees on page 26

Comparison of Draft RosenMulticast VPNs andNext-GenerationMultiprotocol BGPMulticast
VPNs

There are several multicast applications driving the deployment of next-generation

Layer 3 multicast VPNs (MVPNs). Some of the key emerging applications include the

following:

• Layer 3 VPN multicast service offered by service providers to enterprise customers

• Video transport applications for wholesale IPTV and multiple content providers

attached to the same network

• Distribution of media-rich financial services or enterprise multicast services

• Multicast backhaul over a metro network

There are two ways to implement Layer 3 MVPNs. They are often referred to as dual PIM

MVPNs (also known as “draft-rosen”) and multiprotocol BGP (MBGP)-based MVPNs

(the “next generation” method of MVPN configuration). Both methods are supported

and equally effective. The main difference is that the MBGP-based MVPN method does

not require multicast configuration on the service provider backbone. Multiprotocol BGP

multicast VPNs employ the intra-autonomous system (AS) next-generation BGP control

plane and PIM sparse mode as the data plane. The PIM state information is maintained

between the PE routers using the same architecture that is used for unicast VPNs. The

main advantage of deploying MVPNs with MBGP is simplicity of configuration and

operation because multicast is not needed on the service provider VPN backbone

connecting the PE routers.

Using the draft-rosen approach, service providers might experience control and data

plane scaling issues associated with the maintenance of two routing and forwarding
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mechanisms: one for VPN unicast and one for VPN multicast. For more information on

the limitations of Draft Rosen, see draft-rekhter-mboned-mvpn-deploy.

MBGPMulticast VPN Sites

The main characteristics of MBGP MVPNs are:

• They extend Layer 3 VPN service (RFC 4364) to support IP multicast for Layer 3 VPN

service providers.

• They follow the same architecture as specified by RFC 4364 for unicast VPNs.

Specifically, BGP is used as the provider edge (PE) router-to-PE router control plane

for multicast VPN.

• They eliminate the requirement for the virtual router (VR) model (as specified in Internet

draft draft-rosen-vpn-mcast, Multicast in MPLS/BGP VPNs) for multicast VPNs and

the RFC 4364 model for unicast VPNs.

• They rely on RFC 4364-based unicast with extensions for intra-AS and inter-AS

communication.

An MBGP MVPN defines two types of site sets, a sender site set and a receiver site set.

These sites have the following properties:

• Hosts within the sender site set can originate multicast traffic for receivers in the receiver

site set.

• Receivers outside the receiver site set should not be able to receive this traffic.

• Hosts within the receiver site set can receive multicast traffic originated by any host in

the sender site set.

• Hosts within the receiver site set should not be able to receive multicast traffic originated

by any host that is not in the sender site set.

A site can be in both the sender site set and the receiver site set, so hosts within such a

site can both originate and receive multicast traffic. For example, the sender site set

could be the same as the receiver site set, in which case all sites could both originate and

receive multicast traffic from one another.

Sites within a given MBGP MVPN might be within the same organization or in different

organizations, which means that an MBGP MVPN can be either an intranet or an extranet.

A given site can be in more than one MBGP MVPN, so MBGP MVPNs might overlap. Not

all sites of a given MBGP MVPN have to be connected to the same service provider,

meaning that an MBGP MVPN can span multiple service providers. Feature parity for the

MVPN extranet functionality or overlapping MVPNs on the Junos Trio chipset is supported

in Junos OS Releases 11.1R2, 11.2R2, and 11.4.

Another way to look at an MBGP MVPN is to say that an MBGP MVPN is defined by a set

of administrative policies. These policies determine both the sender site set and the

receiver site set. These policies are established by MBGP MVPN customers, but

implemented by service providers using the existing BGP and MPLS VPN infrastructure.
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Multicast VPN Standards

MBGP MVPNs are defined in the following IETF Internet drafts:

• Internet draft draft-ietf-l3vpn-2547bis-mcast-bgp-03.txt,BGPEncodings forMulticast

in MPLS/BGP IP VPNs

• Internet draft draft-ietf-l3vpn-2547bis-mcast-02.txt, Multicast in MPLS/BGP IP VPNs

PIM SparseMode, PIM DenseMode, Auto-RP, and BSR for MBGPMVPNs

You can configure PIM sparse mode, PIM dense mode, auto-RP, and bootstrap router

(BSR) for MBGP MVPN networks:

• PIM sparse mode—Allows a router to use any unicast routing protocol and performs

reverse-path forwarding (RPF) checks using the unicast routing table. PIM sparse mode

includes an explicit join message, so routers determine where the interested receivers

are and send join messages upstream to their neighbors, building trees from the

receivers to the rendezvous point (RP).

• PIM dense mode—Allows a router to use any unicast routing protocol and performs

reverse-path forwarding (RPF) checks using the unicast routing table. Packets are

forwarded to all interfaces except the incoming interface. Unlike PIM sparse mode,

where explicit joins are required for packets to be transmitted downstream, packets

are flooded to all routers in the routing instance in PIM dense mode.

• Auto-RP—Uses PIM dense mode to propagate control messages and establish RP

mapping. You can configure an auto-RP node in one of three different modes: discovery

mode, announce mode, and mapping mode.

• BSR—Establishes RPs. A selected router in a network acts as a BSR, which selects a

unique RP for different group ranges. BSR messages are flooded using a data tunnel

between PE routers.

MBGP-BasedMulticast VPN Trees

MBGP-based MVPNs (next-generation MVPNs) are based on Internet drafts and extend

unicast VPNs based on RFC 2547 to include support for IP multicast traffic. These MVPNs

follow the same architectural model as the unicast VPNs and use BGP as the provider

edge (PE)-to-PE control plane to exchange information. The next generation MVPN

approach is based on Internet drafts draft-ietf-l3vpn-2547bis-mcast.txt,

draft-ietf-l3vpn-2547bis-mcast-bgp.txt, and draft-morin-l3vpn-mvpn-considerations.txt.

MBGP-based MVPNs introduce two new types of tree:

Inclusive tree—A single multicast distribution tree in the backbone carrying all the multicast

traffic from a specified set of one or more MVPNs. An inclusive tree carrying the traffic

of more than one MVPN is an aggregate inclusive tree. All the PEs that attach to

MVPN receiver sites using the tree belong to that inclusive tree.
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Selective tree—A single multicast distribution tree in the backbone carrying traffic for a

specified set of one or more multicast groups. When multicast groups belonging to

more than one MVPN are on the tree, it is called an aggregate selective tree.

By default, traffic from most multicast groups can be carried by an inclusive tree, while

traffic from some groups (for example, high bandwidth groups) can be carried by one of

the selective trees. Selective trees, if they contain only those PEs that need to receive

multicast data from one or more groups assigned to the tree, can provide more optimal

routing than inclusive trees alone, although this requires more state information in the P

routers.

An MPLS-based VPN running BGP with autodiscovery is used as the basis for a

next-generation MVPN. The autodiscovered route information is carried in MBGP network

layer reachability information (NLRI) updates for multicast VPNs (MCAST-VPNs). These

MCAST-VPN NLRIs are handled in the same way as IPv4 routes: route distinguishers are

used to distinguish between different VPNs in the network. These NLRIs are imported

and exported based on the route target extended communities, just as IPv4 unicast

routes. In other words, existing BGP mechanisms are used to distribute multicast

information on the provider backbone without requiring multicast directly.

For example, consider a customer running Protocol-Independent Multicast (PIM) sparse

mode in source-specific multicast (SSM) mode. Only source tree join customer multicast

(c-multicast) routes are required. (PIM sparse mode in anysource multicast (ASM) mode

can be supported with a few enhancements to SSM mode.)

The customer multicast route carrying a particular multicast source S needs to be

imported only into the VPN routing and forwarding (VRF) table on the PE router connected

to the site that contains the source S and not into any other VRF, even for the same

MVPN. To do this, each VRF on a particular PE has a distinct VRF route import extended

community associated with it. This community consists of the PE router's IP address and

local PE number. Different MVPNs on a particular PE have different route imports, and

for a particular MVPN, the VRF instances on different PE routers have different route

imports. This VRF route import is auto-configured and not controlled by the user.

Also, all the VRFs within a particular MVPN will have information about VRF route imports

for each VRF. This is accomplished by “piggybacking” the VRF route import extended

community onto the unicast VPN IPv4 routes. To make sure a customer multicast route

carrying multicast source S is imported only into the VRF on the PE router connected to

the site contained the source S, it is necessary to find the unicast VPN IPv4 route to S

and set the route target of the customer multicast route to the VRF import route carried

by the VPN IPv4 route just found.

The process of originating customer multicast routes in an MBGP-based MVPN is shown

in Figure 3 on page 28.

In the figure, an MVPN has three receiver sites (R1, R2, and R3) and one source site (S).

The site routers are connected to four PE routers, and PIM is running between the PE

routers and the site routers. However, only BGP runs between the PE routers on the

provider's network.
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When router PE-1 receives a PIM join message for (S,G) from site router R1, this means

that site R1 has one or more receivers for a given source and multicast group (S,G)

combination. In that case, router PE-1 constructs and originates a customer multicast

route after doing three things:

1. Finding the unicast VPN IPv4 router to source S

2. Extracting the route distinguisher and VRF route import form this route

3. Putting the (S,G) information from the PIM join, the router distinguisher from the VPN

IPv4 route, and the route target from the VRF route import of the VPN IPv4 route into

a MBGP update

The update is distributed around the VPN through normal BGP mechanisms such as

router reflectors.

Figure 3: Source and Receiver Sites in anMVPN

What happens when the source site S receives the MBGP information is shown in Figure

4 on page 29. In the figure, the customer multicast route information is distributed by the

BGP route reflector as an MBGP update.

The provider router PE-4 will then:

1. Receive the customer multicast route originated by the PE routers and aggregated

by the route reflector.

Copyright © 2013, Juniper Networks, Inc.28

Multicast Protocols Configuration Guide



2. Accept the customer multicast route into the VRF for the correct MVPN (because the

VRF route import matches the route target carried in the customer multicast route

information).

3. Create the proper (S,G) state in the VRF and propagate the information to the customer

routers of source site S using PIM.

Figure 4: Adding a Receiver to anMVPN Source Site UsingMBGP

Related
Documentation

• Example: Configuring MBGP MVPN Extranets on page 442

• Examples: Configuring Multiprotocol BGP Multicast VPNs on page 383
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CHAPTER 3

Multicast Supported Standards

• Supported IP Multicast Protocol Standards on page 31

Supported IPMulticast Protocol Standards

Junos OS substantially supports the following RFCs and Internet drafts, which define

standards for IP multicast protocols, including the Distance Vector Multicast Routing

Protocol (DVMRP), Internet Group Management Protocol (IGMP), Multicast Listener

Discovery (MLD), Multicast Source Discovery Protocol (MSDP), Pragmatic General

Multicast (PGM), Protocol Independent Multicast (PIM), Session Announcement Protocol

(SAP), and Session Description Protocol (SDP).

• RFC 1112, Host Extensions for IP Multicasting (defines IGMP Version 1)

• RFC 2236, Internet Group Management Protocol, Version 2

• RFC 2327, SDP: Session Description Protocol

• RFC 2710, Multicast Listener Discovery (MLD) for IPv6

• RFC 2858, Multiprotocol Extensions for BGP-4

• RFC 3031, Multiprotocol Label Switching Architecture

• RFC 3376, Internet Group Management Protocol, Version 3

• RFC 3590,Source Address Selection for theMulticast Listener Discovery (MLD) Protocol

• RFC 4601, Protocol Independent Multicast – Sparse Mode (PIM-SM): Protocol

Specification (Revised)

• RFC 4607, Source-Specific Multicast for IP

• RFC 5015, Bidirectional Protocol Independent Multicast (BIDIR-PIM)

• Using IGMPv3 and MLDv2 for Source-Specific Multicast

• Internet draft draft-ietf-l3vpn-2547bis-mcast-10.txt, Multicast in MPLS/BGP IP VPNs

• Internet draft draft-ietf-l3vpn-2547bis-mcast-bgp-08.txt, BGP Encodings and

Procedures for Multicast in MPLS/BGP IP VPNs

• Internet draft draft-ietf-pim-sm-bsr-05.txt, Bootstrap Router (BSR) Mechanism for

PIM
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The scoping mechanism is not supported.

• Internet draft draft-raggarwa-l3vpn-2547-mvpn-00.txt,BaseSpecification forMulticast

in BGP/MPLS VPNs (expires December 2004)

The following RFCs and Internet drafts do not define standards, but provide information

about multicast protocols and related technologies. The IETF classifies them variously

as “Best Current Practice,” “Experimental,” or “Informational.”

• RFC 1075, Distance Vector Multicast Routing Protocol

• RFC 2362,Protocol IndependentMulticast-SparseMode(PIM-SM):ProtocolSpecification

• RFC 2365, Administratively Scoped IP Multicast

• RFC 2547, BGP/MPLS VPNs

• RFC 2974, Session Announcement Protocol

• RFC 3208, PGM Reliable Transport Protocol Specification

• RFC 3446, Anycast Rendevous Point (RP) mechanism using Protocol Independent

Multicast (PIM) and Multicast Source Discovery Protocol (MSDP)

• RFC 3569, An Overview of Source-Specific Multicast (SSM)

• RFC 3618, Multicast Source Discovery Protocol (MSDP)

• RFC 3810, Multicast Listener Discovery Version 2 (MLDv2) for IPv6

• RFC 3973, Protocol Independent Multicast – Dense Mode (PIM-DM): Protocol

Specification (Revised)

• RFC 4364, BGP/MPLS IP Virtual Private Networks (VPNs)

• Internet draft draft-ietf-idmr-dvmrp-v3-11.txt,DistanceVectorMulticastRoutingProtocol

• Internet draft draft-ietf-mboned-ssm232-08.txt,Source-SpecificProtocol Independent

Multicast in 232/8

• Internet draft draft-ietf-mmusic-sap-00.txt, SAP: Session Announcement Protocol

• Internet draft draft-rosen-vpn-mcast-07.txt, Multicast in MPLS/BGP VPNs

Only section 7, “Data MDT: Optimizing flooding,” is supported.

Related
Documentation

• Accessing Standards Documents on the Internet
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PART 2

Configuration

• Protocol-Independent Multicast on page 35

• Multicast Routing Options on page 231

• Internet Group Management Protocol on page 305

• Multicast Listener Discovery on page 331

• Internet Group Management Protocol Snooping on page 355

• Multicast Snooping on page 371

• Multiprotocol BGP Multicast VPN on page 383

• Draft-Rosen Multicast VPN on page 493

• Automatic Multicast Tunneling on page 549

• Session Announcement Protocol on page 563

• Multicast Source Discovery Protocol on page 565

• Pragmatic General Multicast on page 587

• Distance Vector Multicast Routing Protocol on page 593

• PIM Configuration Statements on page 603

• IGMP Configuration Statements on page 705

• MLD Configuration Statements on page 731

• IGMP Snooping Configuration Statements on page 753

• Multicast Snooping Configuration Statements on page 771

• Multicast Routing Options Configuration Statements on page 781

• MBGP MVPN Configuration Statements on page 813

• Draft Rosen MVPN Configuration Statements on page 851

• AMT Configuration Statements on page 867

• Session Announcement Protocol Configuration Statements on page 887

• MSDP Configuration Statements on page 891

• PGM Configuration Statements on page 917

• DVMRP Configuration Statements on page 921
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CHAPTER 4

Protocol-Independent Multicast

• Configuring Basic PIM Settings on page 35

• Configuring Multiple Instances of PIM on page 48

• Configuring a Designated Router for PIM on page 49

• Examples: Configuring PIM Sparse Mode on page 51

• Example: Configuring Bidirectional PIM on page 72

• Configuring Static RP on page 90

• Example: Configuring Anycast RP on page 97

• Configuring PIM Bootstrap Router on page 105

• Configuring PIM Auto-RP on page 109

• Configuring Embedded RP on page 114

• Configuring PIM Filtering on page 117

• Examples: Configuring PIM RPT and SPT Cutover on page 130

• Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol on page 145

• Example: Configuring Nonstop Active Routing for PIM on page 157

• Configuring PIM Dense Mode on page 170

• Configuring PIM Sparse-Dense Mode on page 173

• PIM Join Load Balancing on Multipath MVPN Routes Overview on page 174

• Example: Configuring PIM Join Load Balancing on Draft-Rosen Multicast VPN on page 178

• Example: Configuring PIM Join Load Balancing On Next-Generation Multicast

VPN on page 186

• Example: Configuring PIM Make-Before-Break Join Load Balancing on page 195

• Example: Configuring PIM State Limits on page 205

• PIM Snooping for VPLS on page 218

Configuring Basic PIM Settings

• PIM Configuration Statements on page 36

• Changing the PIM Version on page 38

• Modifying the PIM Hello Interval on page 39
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• Preserving Multicast Performance by Disabling Response to the ping Utility on page 40

• PIM on Aggregated Interfaces on page 40

• Configuring PIM Trace Options on page 40

• Disabling PIM on page 42

• Verifying a Multicast Configuration on page 45

PIM Configuration Statements

To configure Protocol Independent Multicast (PIM), include the pim statement:

pim {
disable;
default-vpn-source {
interface-name interface-name;

}
assert-timeout seconds;
dense-groups {
addresses;

}
dr-election-on-p2p;
export;
graceful-restart {
disable;
no-bidirectional-mode;
restart-duration seconds;

}
idle-standby-path-switchover-delay seconds;
import [ policy-names ];
interface interface-name {
bidirectional {
df-election {
backoff-periodmilliseconds;
offer-periodmilliseconds;
robustness-count number;

}
}
import;
hello-interval seconds;
mode bidirectional-sparse | bidirectional-sparse-dense | (dense | sparse |
sparse-dense);

neighbor-policy [ policy-names ];
override-intervalmilliseconds;
priority number;
propagation-delaymilliseconds;
reset-tracking-bit;
version version;

}
join-load-balance {
automatic;

}
join-prune-timeout;
nonstop-routing {
disable;

}
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override-intervalmilliseconds;
propagation-delaymilliseconds;
reset-tracking-bit;
rib-group {
inet group-name;
inet6 group-name;

}
rp {
auto-rp {
(announce | discovery | mapping);
(mapping-agent-election | no-mapping-agent-election);

}
bidirectional {
address address {
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
priority number;
}

}
bootstrap {
family (inet | inet6) {
export [ policy-names ];
import [ policy-names ];
priority number;

}
}
bootstrap-export [ policy-names ];
bootstrap-import [ policy-names ];
bootstrap-priority number;
dr-register-policy [ policy-names ];
embedded-rp {
group-ranges {
destination-ip-prefix</prefix-length>;

}
maximum-rps limit;

}
local {
family (inet | inet6) {
address address;
anycast-pim {
rp-set {
address address <forward-msdp-sa>;

}
local-address address;

}
disable;
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
override;
priority number;

}
}
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rp-register-policy [ policy-names ];
standby-path-creation-delay seconds;
static {
address address {
override;
version version;
group-ranges {
destination-ip-prefix</prefix-length>;

}
spt-threshold {
infinity [ policy-names ];

}
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

}
}

}

You can include this statement at the following hierarchy levels:

• [edit protocols]

• [edit routing-instances routing-instance-name protocols]

• [edit logical-systems logical-system-name protocols]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols]

By default, PIM is disabled.

NOTE: You cannot configure PIMwithin a nonforwarding instance. If you try
to do so, the router displays a commit check error and does not complete the
configuration commit process.

Changing the PIM Version

All systems on a subnet must run the same version of PIM.

The default PIM version can be version 1 or version 2, depending on the mode you are

configuring. PIMv1 is the default for rendezvous point (RP) mode (at the [edit protocols

pim rp static address address] hierarchy level). However, PIMv2 is the default for interface

mode (at the [edit protocols pim interface interface-name] hierarchy level). Explicitly

configured versions override the defaults.

To configure the PIM version, include the version statement:

version (1 | 2);
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Modifying the PIMHello Interval

Routing devices send hello messages at a fixed interval on all PIM-enabled interfaces.

By using hello messages, routing devices advertise their existence as PIM routing devices

on the subnet. With all PIM-enabled routing devices advertised, a single designated router

for the subnet is established.

When a routing device is configured for PIM, it sends a hello message at a 30-second

default interval. The interval range is from 0 through 255. When the interval counts down

to 0, the routing device sends another hello message, and the timer is reset. A routing

device that receives no response from a neighbor in 3.5 times the interval value drops

the neighbor. In the case of a 30-second interval, the amount of time a routing device

waits for a response is 105 seconds.

If a PIM hello message contains the hold-time option, the neighbor timeout is set to the

hold-time sent in the message. If a PIM hello message does not contain the hold-time

option, the neighbor timeout is set to the default hello hold time.

To modify how often the routing device sends hello messages out of an interface:

1. This example shows the configuration for the routing instance. Configure the interface

globally or in the routing instance.

[edit routing-instances PIM.master protocols pim interface fe-3/0/2.0]
user@host# set hello-interval 255

2. Verify the configuration by checking the Hello Option Holdtime field in the output of

the show pim neighbors detail command.

user@host> show pim neighbors detail
Instance: PIM.master
Interface: fe-3/0/2.0
Address: 192.168.195.37, IPv4, PIM v2, Mode: Sparse
Hello Option Holdtime: 255 seconds
Hello Option DR Priority: 1
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported
Rx Join: Group Source Timeout
225.1.1.1 192.168.195.78 0
225.1.1.1 0

Interface: lo0.0
Address: 10.255.245.91, IPv4, PIM v2, Mode: Sparse
Hello Option Holdtime: 255 seconds
Hello Option DR Priority: 1
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported

Interface: pd-6/0/0.32768
Address: 0.0.0.0, IPv4, PIM v2, Mode: Sparse
Hello Option Holdtime: 255 seconds
Hello Option DR Priority: 0
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported
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PreservingMulticast Performance by Disabling Response to the ping Utility

The ping utility uses ICMP Echo messages to verify connectivity to any device with an IP

address. However, in the case of multicast applications, a single ping sent to a multicast

address can degrade the performance of routers because the stream of packets is

replicated multiple times.

You can disable the router's response to ping (ICMP Echo) packets sent to multicast

addresses. The system responds normally to unicast ping packets.

To disable the router's response to ping packets sent to multicast addresses:

1. Include the no-multicast-echo statement:

[edit system]
user@host# set no-multicast-echo

2. Verify the configuration by checking the echo drops with broadcast or multicast

destination address field in the output of the show system statistics icmp command.

user@host> show system statistics icmp

icmp:
0 drops due to rate limit
0 calls to icmp_error
0 errors not generated because old message was icmp
Output histogram:
echo reply: 21
0 messages with bad code fields
0 messages less than the minimum length
0 messages with bad checksum
0 messages with bad source address
0 messages with bad length
100 echo drops with broadcast or multicast destination address
0 timestamp drops with broadcast or multicast destination address
Input histogram:
echo: 21
21 message responses generated

PIM on Aggregated Interfaces

You can configure several Protocol Independent Multicast (PIM) features on an interface

regardless of its PIM mode (bidirectional, sparse, dense, or sparse-dense mode).

If you configure PIM on an aggregated (ae- or as-) interface, each of the interfaces in the

aggregate is included in the multicast output interface list and carries the single stream

of replicated packets in a load-sharing fashion. The multicast aggregate interface is

“expanded” into its constituent interfaces in the next-hop database.

Configuring PIM Trace Options

Tracing operations record detailed messages about the operation of routing protocols,

such as the various types of routing protocol packets sent and received, and routing policy
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actions. You can specify which trace operations are logged by including specific tracing

flags. The following table describes the flags that you can include.

DescriptionFlag

Trace all operations.all

Trace assert messages, which are used to resolve which
of the parallel routers connected to a multiaccess LAN is
responsible for forwarding packets to the LAN.

assert

Trace bootstrap, RP, and auto-RP messages.autorp

Trace bidirectional PIM designated-forwarder (DF)
election events.

bidirectional-df-election

Trace bootstrap messages, which are sent periodically
by the PIM domain's bootstrap router and are forwarded,
hop by hop, to all routers in that domain.

bootstrap

Trace general events.general

Trace graft and graft acknowledgment messages.graft

Trace hello packets, which are sent so that neighboring
routers can discover one another.

hello

Trace join messages, which are sent to join a branch onto
the multicast distribution tree.

join

Trace messages related to multicast data tunnels.mdt

Trace normal events.normal

Trace nonstop routing synchronization eventsnsr-synchronization

Trace all PIM packets.packets

Trace poison-route-reverse packets.policy

Trace prune messages, which are sent to prune a branch
off the multicast distribution tree.

prune

Trace register and register-stop messages. Register
messages are sent to the RP when a multicast source first
starts sending to a group.

register

Trace routing information.route

Trace candidate RP advertisements.rp

Trace state transitions.state
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DescriptionFlag

Trace task processing.task

Trace timer processing.timer

In the following example, tracing is enabled for all routing protocol packets. Then tracing

is narrowed to focus only on PIM packets of a particular type.

To configure tracing operations for PIM:

1. (Optional) Configure tracing at the [routing-optionshierarchy level to trace all protocol

packets.

[edit routing-options traceoptions]
user@host# set file all-packets-trace
user@host# set flag all

2. Configure the filename for the PIM trace file.

[edit protocols pim traceoptions]
user@host# set file pim-trace

3. (Optional) Configure the maximum number of trace files.

[edit protocols pim traceoptions]
user@host# set file files 5

4. (Optional) Configure the maximum size of each trace file.

[edit protocols pim traceoptions]
user@host# set file size 1m

5. (Optional) Enable unrestricted file access.

[edit protocols pim traceoptions]
user@host# set file world-readable

6. Configure tracing flags.

Suppose you are troubleshooting issues with PIM version 1 control packets that are

received on an interface configured for PIM version 2. The following example shows

how to trace messages associated with this problem.

[edit protocols pim traceoptions]
user@host# set flag packets | match “Rx V1 Require V2”

7. View the trace file.

user@host> file list /var/log
user@host> file show /var/log/pim-trace

Disabling PIM

By default, when configured, the PIM protocol is enabled on all interfaces for all families.

If desired, you can disable PIM at the protocol, interface, or family hierarchy levels.
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The hierarchy in which you configure PIM is critical. In general, the most specific

configuration takes precedence. However, if PIM is disabled at the protocol level, then

any disable statements with respect to an interface or family are ignored.

For example, the order of precedence for disabling PIM on a particular interface family

is:

1. If PIM is disabled at the [edit protocols pim interface interface-name family] hierarchy

level, then PIM is disabled for that interface family.

2. If PIM is not configured at the [edit protocols pim interface interface-name family]

hierarchy level, but is disabled at the [edit protocols pim interface interface-name]

hierarchy level, then PIM is disabled for all families on the specified interface.

3. If PIM is not configured at either the [editprotocolspim interface interface-name family]

hierarchy level or the [edit protocols pim interface interface-name] hierarchy level, but

is disabled at the [edit protocolspim]hierarchy level, then the PIM protocol is disabled

globally for all interfaces and all families.

The following sections describe how to disable PIM at the various hierarchy levels.

• Disabling the PIM Protocol on page 43

• Disabling PIM On an Interface on page 44

• Disabling PIM for a Family on page 44

• Disabling PIM for a Rendezvous Point on page 45

Disabling the PIM Protocol

You can explicitly disable the PIM protocol. Disabling the PIM protocol disables the

protocol for all interfaces and all families. This is accomplished at the [edit protocols

pim] hierarchy level:

[edit protocols]
pim {
disable;

}

To disable the PIM protocol:

1. Include the disable statement.

user@host# set protocols pim disable

2. (Optional) Verify your configuration settings before committing them by using the

show protocols pim command.

user@host# run show protocols pim
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Disabling PIMOn an Interface

You can disable the PIM protocol on a per-interface basis. This is accomplished at the

[edit protocols pim interface interface-name] hierarchy level:

[edit protocols]
pim {
interface interface-name {
disable;

}
}

To disable PIM on an interface:

1. Include the disable statement.

user@host# set protocols pim interface fe-0/1/0 disable

2. (Optional) Verify your configuration settings before committing them by using the

show protocols pim command.

user@host# run show protocols pim

Disabling PIM for a Family

You can disable the PIM protocol on a per-family basis. This is accomplished at the [edit

protocols pim family] hierarchy level:

[edit protocols]
pim {
family inet {
disable;

}
family inet6 {
disable;

}
}

To disable PIM for a family:

1. Include the disable statement.

user@host# set protocols pim family inet disable
user@host# set protocols pim family inet6 disable

2. (Optional) Verify your configuration settings before committing them by using the

show protocols pim command.

user@host# run show protocols pim
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Disabling PIM for a Rendezvous Point

You can disable the PIM protocol for a rendezvous point (RP) on a per-family basis. This

is accomplished at the [edit protocols pim rp local family] hierarchy level:

[edit protocols]
pim {
rp {
local {
family inet {
disable;

}
family inet6 {
disable;

}
}

}
}

To disable PIM for an RP family:

1. Use the disable statement.

user@host# set protocols pim rp local family inet disable
user@host# set protocols pim rp local family inet6 disable

2. (Optional) Verify your configuration settings before committing them by using the

show protocols pim command.

user@host# run show protocols pim

Verifying aMulticast Configuration

To verify a multicast configuration, perform these tasks:

• Verifying SAP and SDP Addresses and Ports on page 45

• Verifying the IGMP Version on page 46

• Verifying the PIM Mode and Interface Configuration on page 46

• Verifying the PIM RP Configuration on page 47

• Verifying the RPF Routing Table Configuration on page 47

Verifying SAP and SDP Addresses and Ports

Purpose Verify that SAP and SDP are configured to listen on the correct group addresses and

ports.

Action From the CLI, enter the show sap listen command.
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Sample Output

user@host> show sap listen
Group Address   Port
224.2.127.254   9875

Meaning The output shows a list of the group addresses and ports that SAP and SDP listen on.

Verify the following information:

• Each group address configured, especially the default 224.2.127.254, is listed.

• Each port configured, especially the default 9875, is listed.

Verifying the IGMPVersion

Purpose Verify that IGMP version 2 is configured on all applicable interfaces.

Action From the CLI, enter the show igmp interface command.

Sample Output

user@host> show igmp interface
Interface: ge–0/0/0.0
    Querier: 192.168.4.36
    State:         Up Timeout:     197 Version:  2 Groups:      0

Configured Parameters:
IGMP Query Interval: 125.0
IGMP Query Response Interval: 10.0
IGMP Last Member Query Interval: 1.0
IGMP Robustness Count: 2

Derived Parameters:
IGMP Membership Timeout: 260.0
IGMP Other Querier Present Timeout: 255.0

Meaning The output shows a list of the interfaces that are configured for IGMP. Verify the following

information:

• Each interface on which IGMP is enabled is listed.

• Next to Version, the number 2 appears.

Verifying the PIMMode and Interface Configuration

Purpose Verify that PIM sparse mode is configured on all applicable interfaces.

Action From the CLI, enter the show pim interfaces command.
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Sample Output

user@host> show pim interfaces
Instance: PIM.master
Name                   Stat Mode       IP V State Count DR address
lo0.0                  Up   Sparse      4 2 DR        0 127.0.0.1
pime.32769             Up   Sparse      4 2 P2P       0

Meaning The output shows a list of the interfaces that are configured for PIM. Verify the following

information:

• Each interface on which PIM is enabled is listed.

• The network management interface, either ge–0/0/0 or fe–0/0/0, is not listed.

• Under Mode, the word Sparse appears.

Verifying the PIM RP Configuration

Purpose Verify that the PIM RP is statically configured with the correct IP address.

Action From the CLI, enter the show pim rps command.

Sample Output

user@host> show pim rps
Instance: PIM.master
Address family INET
RP address      Type      Holdtime Timeout Active groups Group prefixes
192.168.14.27   static           0    None             2 224.0.0.0/4

Meaning The output shows a list of the RP addresses that are configured for PIM. At least one RP

must be configured. Verify the following information:

• The configured RP is listed with the proper IP address.

• Under Type, the word static appears.

Verifying the RPF Routing Table Configuration

Purpose Verify that the PIM RPF routing table is configured correctly.

Action From the CLI, enter the showmulticast rpf command.

Sample Output

user@host> showmulticast rpf
Multicast RPF table: inet.0 , 2 entries...

Meaning The output shows the multicast RPF table that is configured for PIM. If no multicast RPF

routing table is configured, RPF checks use inet.0. Verify the following information:

• The configured multicast RPF routing table is inet.0.

• The inet.0 table contains entries.
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Related
Documentation

Configuring PIM Auto-RP on page 109•

• Configuring PIM Bootstrap Router on page 105

• Configuring PIM Dense Mode on page 170

• Configuring a Designated Router for PIM on page 49

• Configuring PIM Filtering on page 117

• Configuring PIM Sparse-Dense Mode on page 173

• Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol on page 145

• Example: Configuring Nonstop Active Routing for PIM on page 157

• Examples: Configuring PIM RPT and SPT Cutover on page 130

• Examples: Configuring PIM Sparse Mode on page 51

• Configuring PIM Sparse-Dense Mode on page 173

• Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol on page 145

ConfiguringMultiple Instances of PIM

PIM instances are supported only for VRF instance types. You can configure multiple

instances of PIM to support multicast over VPNs.

To configure multiple instances of PIM, include the following statements:

routing-instances {
routing-instance-name {
interface interface-name;
instance-type vrf;
protocols {
pim {
... pim-configuration ...

}
}

}
}

You can include the statements at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols]

Related
Documentation

Multicast Protocols Configuration Guide•

• Junos OS VPNs Configuration Guide
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Configuring a Designated Router for PIM

• Configuring Interface Priority for PIM Designated Router Selection on page 49

• Configuring PIM Designated Router Election on Point-to-Point Links on page 50

Configuring Interface Priority for PIM Designated Router Selection

A designated router (DR) sends periodic join messages and prune messages toward a

group-specific rendezvous point (RP) for each group for which it has active members.

When a Protocol Independent Multicast (PIM) router learns about a source, it originates

a Multicast Source Discovery Protocol (MSDP) source-address message if it is the DR

on the upstream interface.

By default, every PIM interface has the lowest probability (priority 0) of being selected

as the DR. Configuring the interface DR priority helps ensure that changing an IP address

does not alter your forwarding model.

To configure the interface designated router priority:

1. This example shows the configuration for the routing instance. Configure the interface

globally or in the routing instance.

[edit routing-instances PIM.master protocols pim interface ge-0/0/0.0 family inet]
user@host# set priority 5

2. Verify the configuration by checking the Hello Option DR Priority field in the output of

the show pim neighbors detail command.

user@host> show pim neighbors detail

Instance: PIM.master
Interface: ge-0/0/0.0
Address: 192.168.195.37, IPv4, PIM v2, Mode: Sparse
Hello Option Holdtime: 65535 seconds
Hello Option DR Priority: 5
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported
Rx Join: Group Source Timeout
225.1.1.1 192.168.195.78 0
225.1.1.1 0

Interface: lo0.0
Address: 10.255.245.91, IPv4, PIM v2, Mode: Sparse
Hello Option Holdtime: 65535 seconds
Hello Option DR Priority: 1
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported

Interface: pd-6/0/0.32768
Address: 0.0.0.0, IPv4, PIM v2, Mode: Sparse
Hello Option Holdtime: 65535 seconds
Hello Option DR Priority: 0
Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
Join Suppression supported
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Configuring PIM Designated Router Election on Point-to-Point Links

To comply with the latest PIM drafts, enable designated router (DR) election on all PIM

interfaces, including point-to-point (P2P) interfaces. (DR election is enabled by default

on all other interfaces.) One of the two routers might join a multicast group on its P2P

link interface. The DR on that link is responsible for initiating the relevant join messages.

To enable DR election on point-to-point interfaces:

1. On both point-to-point link routers, configure the router globally or in the routing

instance. This example shows the configuration for the routing instance.

[edit routing-instances PIM.master protocols pim]
user@host# set dr-election-on-p2p

2. Verify the configuration by checking the State field in the output of the show pim

interfaces command. The possible values for the State field are DR, NotDR, and P2P.

When a point-to-point link interface is elected to be the DR, the interface state

becomes DR instead of P2P.

3. If the showpiminterfacescommand continues to report the P2P state, consider running

the restart routing command on both routers on the point-to-point link. Then recheck

the state.

CAUTION: Do not restart a software process unless specifically asked to
do so by your Juniper Networks customer support representative.
Restarting a software process during normal operation of a routing
platform could cause interruption of packet forwarding and loss of data.

[edit]
user@host# run restart routing

Related
Documentation

Configuring PIM Auto-RP on page 109•

• Configuring PIM Bootstrap Router on page 105

• Configuring PIM Dense Mode on page 170

• Configuring PIM Filtering on page 117

• Example: Configuring Nonstop Active Routing for PIM on page 157

• Examples: Configuring PIM RPT and SPT Cutover on page 130

• Examples: Configuring PIM Sparse Mode on page 51

• Configuring PIM Sparse-Dense Mode on page 173

• Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol on page 145

• Configuring Basic PIM Settings on page 35
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Examples: Configuring PIM SparseMode

• Understanding PIM Sparse Mode on page 51

• Designated Router on page 53

• Tunnel Services PICs and Multicast on page 54

• Enabling PIM Sparse Mode on page 55

• Configuring PIM Join Load Balancing on page 56

• Modifying the Join State Timeout on page 59

• Example: Enabling Join Suppression on page 59

• Example: Configuring PIM Sparse Mode over an IPsec VPN on page 64

• Example: Configuring Multicast for Virtual Routers with IPv6 Interfaces on page 68

Understanding PIM SparseMode

A Protocol Independent Multicast (PIM) sparse-mode domain uses reverse-path

forwarding (RPF) to create a path from a data source to the receiver requesting the data.

When a receiver issues an explicit join request, an RPF check is triggered. A (*,G) PIM join

message is sent toward the RP from the receiver's designated router (DR). (By definition,

this message is actually called a join/prune message, but for clarity in this description, it

is called either join or prune, depending on its context.) The join message is multicast

hop by hop upstream to the ALL-PIM-ROUTERS group (224.0.0.13) by means of each

router’s RPF interface until it reaches the RP. The RP router receives the (*,G) PIM join

message and adds the interface on which it was received to the outgoing interface list

(OIL) of the rendezvous-point tree (RPT) forwarding state entry. This builds the RPT

connecting the receiver with the RP. The RPT remains in effect, even if no active sources

generate traffic.

NOTE: State—the (*,G) or (S,G) entries—is the information used for
forwarding unicast or multicast packets. S is the source IP address, G is the
multicast group address, and * represents any source sending to group G.
Routers keep track of themulticast forwarding state for the incoming and
outgoing interfaces for each group.

When a source becomes active, the source DR encapsulates multicast data packets into

a PIM register message and sends them by means of unicast to the RP router.

If the RP router has interested receivers in the PIM sparse-mode domain, it sends a PIM

join message toward the source to build a shortest-path tree (SPT) back to the source.

The source sends multicast packets out on the LAN, and the source DR encapsulates

the packets in a PIM register message and forwards the message toward the RP router

by means of unicast. The RP router receives PIM register messages back from the source,

and thus adds a new source to the distribution tree, keeping track of sources in a PIM

table. Once an RP router receives packets natively (with S,G), it sends a register stop

message to stop receiving the register messages by means of unicast.
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In actual application, many receivers with multiple SPTs are involved in a multicast traffic

flow. To illustrate the process, we track the multicast traffic from the RP router to one

receiver. In such a case, the RP router begins sending multicast packets down the RPT

toward the receiver’s DR for delivery to the interested receivers. When the receiver’s DR

receives the first packet from the RPT, the DR sends a PIM join message toward the

source DR to start building an SPT back to the source. When the source DR receives the

PIM join message from the receiver’s DR, it starts sending traffic down all SPTs. When

the first multicast packet is received by the receiver’s DR, the receiver’s DR sends a PIM

prune message to the RP router to stop duplicate packets from being sent through the

RPT. In turn, the RP router stops sending multicast packets to the receiver’s DR, and

sends a PIM prune message for this source over the RPT toward the source DR to halt

multicast packet delivery to the RP router from that particular source.

If the RP router receives a PIM register message from an active source but has no

interested receivers in the PIM sparse-mode domain, it still adds the active source into

the PIM table. However, after adding the active source into the PIM table, the RP router

sends a register stop message. The RP router discovers the active source’s existence and

no longer needs to receive advertisement of the source (which utilizes resources).

NOTE: If the number of PIM joinmessages exceeds the configuredMTU, the
messages are fragmented in IPv6 PIM sparsemode. To avoid the
fragmentation of PIM join messages, themulticast traffic receives the
interface MTU instead of the path MTU.

The major characteristics of PIM sparse mode are as follows:

• Routers with downstream receivers join a PIM sparse-mode tree through an explicit

join message.

• PIM sparse-mode RPs are the routers where receivers meet sources.

• Senders announce their existence to one or more RPs, and receivers query RPs to find

multicast sessions.

• Once receivers get content from sources through the RP, the last-hop router (the router

closest to the receiver) can optionally remove the RP from the shared distribution tree

(*,G) if the new source-based tree (S,G) is shorter. Receivers can then get content

directly from the source.

The transitional aspect of PIM sparse mode from shared to source-based tree is one

of the major features of PIM, because it prevents overloading the RP or surrounding

core links.

There are related issues regarding source, RPs, and receivers when sparse mode multicast

is used:

• Sources must be able to send to all RPs.

• RPs must all know one another.

• Receivers must send explicit join messages to a known RP.
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• Receivers initially need to know only one RP (they later learn about others).

• Receivers can explicitly prune themselves from a tree.

• Receivers that never transition to a source-based tree are effectively running Core

Based Trees (CBT)`.

PIM sparse mode has standard features for all of these issues.

Rendezvous Point

The RP router serves as the information exchange point for the other routers. All routers

in a PIM domain must provide mapping to an RP router. It is the only router that needs

to know the active sources for a domain—the other routers just need to know how to

reach the RP. In this way, the RP matches receivers with sources.

The RP router is downstream from the source and forms one end of the shortest-path

tree. As shown in Figure 5 on page 53, the RP router is upstream from the receiver and

thus forms one end of the rendezvous-point tree.

Figure 5: Rendezvous Point as Part of the RPT and SPT

The benefit of using the RP as the information exchange point is that it reduces the

amount of state in non-RP routers. No network flooding is required to provide non-RP

routers information about active sources.

RPMapping Options

RPs can be learned by one of the following mechanisms:

• Static configuration

• Anycast RP

• Auto-RP

• Bootstrap router

We recommend a static RP mapping with anycast RP and a bootstrap router (BSR) with

auto-RP configuration, because static mapping provides all the benefits of a bootstrap

router and auto-RP without the complexity of the full BSR and auto-RP mechanisms.

Designated Router

In a PIM sparse mode (PIM-SM) domain, there are two types of designated routers to

consider:

• The receiver DR sends PIM join and PIM prune messages from the receiver network

toward the RP.
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• The source DR sends PIM register messages from the source network to the RP.

Neighboring PIM routers multicast periodic PIM hello messages to each other every

30 seconds (the default). The PIM hello message usually includes a holdtime value for

the neighbor to use, but this is not a requirement. If the PIM hello message does not

include a holdtime value, a default timeout value (in Junos OS, 105 seconds) is used. On

receipt of a PIM hello message, a router stores the IP address and priority for that neighbor.

If the DR priorities match, the router with the highest IP address is selected as the DR.

If a DR fails, a new one is selected using the same process of comparing IP addresses.

NOTE: In PIM densemode (PIM-DM), a DR is elected by the same process
thatPIM-SMuses.However, theonly time that aDRhasanyeffect inPIM-DM
iswhen IGMPv1 is used on the interface. (IGMPv2 is the default.) In this case,
the DR also functions as the IGMPQuery Router because IGMPv1 does not
have a Query Router electionmechanism.

Tunnel Services PICs andMulticast

On Juniper Networks routers, data packets are encapsulated and de-encapsulated into

tunnels by means of hardware and not the software running on the router processor. The

hardware used to create tunnel interfaces on M Series and T Series routers is a Tunnel

Services PIC. If Juniper Networks M Series Multiservice Edge Routers and Juniper Networks

T Series Core Routers are configured as rendezvous points or IP version 4 (IPv4) PIM

sparse-mode DRs connected to a source, a Tunnel Services PIC is required. Juniper

Networks MX Series Ethernet Services Routers do not require Tunnel Services PICs.

However, on MX Series routers, you must enable tunnel services with the tunnel-services

statement on one or more online FPC and PIC combinations at the [edit chassis fpc

number pic number] hierarchy level.

CAUTION: For redundancy,westrongly recommend that each routingdevice
hasmultiple Tunnel Services PICs. In the case of MX Series routers, the
recommendation is to configuremultiple tunnel-services statements.

We also recommend that the Tunnel PICs be installed (or configured) on
different FPCs. If you have only one Tunnel PIC or if you havemultiple Tunnel
PICs installed on a single FPC and then that FPC is removed, themulticast
session will not come up. Having redundant Tunnel PICs on separate FPCs
can help ensure that at least one Tunnel PIC is availble and that multicast
will continue working.

OnMX Series routers, the redundant configuration looks like the following
example:

[edit chassis]
user@mx-host# set fpc 1 pic 0 tunnel-services bandwidth 1g
user@mx-host# set fpc 2 pic 0 tunnel-services bandwidth 1g
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In PIM sparse mode, the source DR takes the initial multicast packets and encapsulates

them in PIM register messages. The source DR then unicasts the packets to the PIM

sparse-mode RP router, where the PIM register message is de-encapsulated.

When a router is configured as a PIM sparse-mode RP router (by specifying an address

using the address statement at the [edit protocols pim rp local] hierarchy level) and a

Tunnel PIC is present on the router, a PIM register de-encapsulation interface, or pd

interface, is automatically created. The pd interface receives PIM register messages and

de-encapsulates them by means of the hardware.

If PIM sparse mode is enabled and a Tunnel Services PIC is present on the router, a PIM

register encapsulation interface (pe interface) is automatically created for each RP

address. The pe interface is used to encapsulate source data packets and send the

packets to RP addresses on the PIM DR and the PIM RP. The pe interface receives PIM

register messages and encapsulates the packets by means of the hardware.

Do not confuse the configurablepeandpdhardware interfaces with the nonconfigurable

pimeandpimd software interfaces. Both pairs encapsulate and de-encapsulate multicast

packets, and are created automatically. However, the pe and pd interfaces appear only

if a Tunnel Services PIC is present. Thepimeandpimd interfaces are not useful in situations

requiring the pe and pd interfaces.

If the source DR is the RP, then there is no need for PIM register messages and

consequently no need for a Tunnel Services PIC.

When PIM sparse mode is used with IP version 6 (IPv6), a Tunnel PIC is required on the

RP, but not on the IPv6 PIM DR. The lack of a Tunnel PIC requirement on the IPv6 DR

applies only to IPv6 PIM sparse mode and is not to be confused with IPv4 PIM

sparse-mode requirements.

Table 4 on page 55 shows the complete matrix of IPv4 and IPv6 PIM Tunnel PIC

requirements.

Table 4: Tunnel PIC Requirements for IPv4 and IPv6Multicast

Tunnel PIC on DRTunnel PIC on RPIP Version

YesYesIPv4

NoYesIPv6

Enabling PIM SparseMode

In PIM sparse mode (PIM-SM), the assumption is that very few of the possible receivers

want packets from a source, so the network establishes and sends packets only on

branches that have at least one leaf indicating (by message) a desire for the traffic.

WANs are appropriate networks for sparse-mode operation.

By default, PIM is disabled. When you enable PIM, it operates in sparse mode by default.

You do not need to configure Internet Group Management Protocol (IGMP) version 2 for
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a sparse mode configuration. After you enable PIM, by default, IGMP version 2 is also

enabled.

All systems on a subnet must run the same version of PIM.

The default PIM version can be version 1 or version 2, depending on the mode you are

configuring. PIMv1 is the default for rendezvous point (RP) mode (at the [edit protocols

pim rp static address address] hierarchy level). However, PIMv2 is the default for interface

mode (at the [edit protocols pim interface interface-name] hierarchy level). Explicitly

configured versions override the defaults. The following example explicitly configures

PIMv2 on the interfaces.

You can configure PIM sparse mode globally or for a routing instance. This example

shows how to configure PIM sparse mode globally on all interfaces. It also shows how

to configure a static RP router and how to configure the non-RP routers.

To configure the router properties for PIM sparse mode:

1. Configure the static RP router.

[edit protocols pim]
user@host# set rp local family inet address 192.168.3.253

2. Configure the RP router interfaces. When configuring all interfaces, exclude the fxp0.0

management interface by including the disable statement for that interface.

[edit protocols pim]
user@host# set interface all mode sparse
user@host# set interface all version 2
user@host# set interface fxp0.0 disable

3. Configure the non-RP routers. Include the following configuration on all of the non-RP

routers.

[edit protocols pim]
user@host# set rp static address 198.58.3.253 version 2
user@host# set interface all mode sparse
user@host# set interface all version 2
user@host# set interface fxp0.0 disable

4. Monitor the operation of PIM sparse mode.

• show pim interfaces

• show pim join

• show pim neighbors

• show pim rps

Configuring PIM Join Load Balancing

By default, PIM join messages are sent toward a source based on the RPF routing table

check. If there is more than one equal-cost path toward the source, then one upstream

interface is chosen to send the join message. This interface is also used for all downstream

traffic, so even though there are alternative interfaces available, the multicast load is

concentrated on one upstream interface and routing device.
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For PIM sparse mode, you can configure PIM join load balancing to spread join messages

and traffic across equal-cost upstream paths (interfaces and routing devices) provided

by unicast routing toward a source. PIM join load balancing is only supported for PIM

sparse mode configurations.

PIM join load balancing is supported on draft-rosen multicast VPNs (also referred to as

dual PIM multicast VPNs). PIM join load balancing is not supported on multiprotocol

BGP-based multicast VPNs (also referred to as next-generation Layer 3 VPN multicast).

When PIM join load balancing is enabled in a draft-rosen Layer 3 VPN scenario, the load

balancing is achieved based on the join counts for the far-end PE routing devices, not for

any intermediate P routing devices.

If an internal BGP (IBGP) multipath forwarding VPN route is available, the Junos OS uses

the multipath forwarding VPN route to send join messages to the remote PE routers to

achieve load balancing over the VPN.

By default, when multiple PIM joins are received for different groups, all joins are sent to

the same upstream gateway chosen by the unicast routing protocol. Even if there are

multiple equal-cost paths available, these alternative paths are not utilized to distribute

multicast traffic from the source to the various groups.

When PIM join load balancing is configured, the PIM joins are distributed equally among

all equal-cost upstream interfaces and neighbors. Every new join triggers the selection

of the least-loaded upstream interface and neighbor. If there are multiple neighbors on

the same interface (for example, on a LAN), join load balancing maintains a value for

each of the neighbors and distributes multicast joins (and downstream traffic) among

these as well.

Join counts for interfaces and neighbors are maintained globally, not on a per-source

basis. Therefore, there is no guarantee that joins for a particular source are load-balanced.

However, the joins for all sources and all groups known to the routing device are

load-balanced. There is also no way to administratively give preference to one neighbor

over another: all equal-cost paths are treated the same way.

You can configure message filtering globally or for a routing instance. This example shows

the global configuration.

You configure PIM join load balancing on the non-RP routers in the PIM domain.

1. Determine if there are multiple paths available for a source (for example, an RP) with

the output of the show pim join extensive or show pim source commands.

user@host> show pim join extensive
Instance: PIM.master Family: INET

Group: 224.1.1.1
    Source: *
    RP: 10.255.245.6
    Flags: sparse,rptree,wildcard
    Upstream interface: t1-0/2/3.0
    Upstream neighbor: 192.168.38.57
    Upstream state: Join to RP
    Downstream neighbors:
        Interface: t1–0/2/1.0
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            192.168.38.16 State: JOIN Flags; SRW Timeout: 164
Group: 224.2.127.254
    Source: *
    RP: 10.255.245.6
    Flags: sparse,rptree,wildcard
    Upstream interface: so–0/3/0.0
    Upstream neighbor: 192.168.38.47
    Upstream state: Join to RP
    Downstream neighbors:
        Interface: t1–0/2/3.0
            192.168.38.16 State: JOIN Flags; SRW Timeout: 164

Note that for this router, the RP at IP address 10.255.245.6 is the source for two

multicast groups: 224.1.1.1 and 224.2.127.254. This router has two equal-cost paths

through two different upstream interfaces (t1-0/2/3.0 and so-0/3/0.0) with two

different neighbors (192.168.38.57 and 192.168.38.47). This router is a good candidate

for PIM join load balancing.

2. On the non-RP router, configure PIM join load balancing.

[edit protocols pim rp]
user@host# set static address 10.10.10.1
user@host# set interface all mode sparse version 2
user@host# set join-load-balance

The static address is the address of the RP.

3. Monitor the operation.

If load balancing is enabled for this router, the number of PIM joins sent on each

interface is shown in the output for the show pim interfaces command.

user@host> show pim interfaces
Instance: PIM.master

Name             Stat Mode        IP V State NbrCnt JoinCnt   DR address
lo0.0            Up   Sparse       4 2 DR         0       0   10.255.168.58
pe-1/2/0.32769   Up   Sparse       4 2 P2P        0       0 
so-0/3/0.0       Up   Sparse       4 2 P2P        1       1 
t1-0/2/1.0       Up   Sparse       4 2 P2P        1       0 
t1-0/2/3.0       Up   Sparse       4 2 P2P        1       1 
lo0.0            Up   Sparse       6 2 DR         0       0   fe80::2a0:a5ff:4b7

Note that the two equal-cost paths shown by the showpim interfaces command now

have nonzero join counts. If the counts differ by more than one and were zero (0)

when load balancing commenced, an error occurs (joins before load balancing are

not redistributed). The join count also appears in the showpimneighborsdetailoutput:

user@host> show pim neighbors detail
Interface: so-0/3/0.0

    Address: 192.168.38.46, IPv4, PIM v2, Mode: Sparse, Join Count: 0
        Hello Option Holdtime: 65535 seconds
        Hello Option DR Priority: 1
        Hello Option Generation ID: 1689116164
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms

    Address: 192.168.38.47, IPv4, PIM v2, Join Count: 1
        BFD: Disabled
        Hello Option Holdtime: 105 seconds 102 remaining
        Hello Option DR Priority: 1
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        Hello Option Generation ID: 792890329
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms

Interface: t1-0/2/3.0

    Address: 192.168.38.56, IPv4, PIM v2, Mode: Sparse, Join Count: 0
        Hello Option Holdtime: 65535 seconds
        Hello Option DR Priority: 1
        Hello Option Generation ID: 678582286
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms

    Address: 192.168.38.57, IPv4, PIM v2, Join Count: 1
        BFD: Disabled
        Hello Option Holdtime: 105 seconds 97 remaining
        Hello Option DR Priority: 1
        Hello Option Generation ID: 1854475503
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms

Note that the join count is nonzero on the two load-balanced interfaces toward the

upstream neighbors.

PIM join load balancing only takes effect when the feature is configured. Prior joins

are not redistributed to achieve perfect load balancing. In addition, if an interface or

neighbor fails, the new joins are redistributed among remaining active interfaces and

neighbors. However, when the interface or neighbor is restored, prior joins are not

redistributed. The clear pim join-distribution command redistributes the existing flows

to new or restored upstream neighbors. Redistributing the existing flows causes traffic

to be disrupted, so we recommend that you perform PIM join redistribution during a

maintenance window.

Modifying the Join State Timeout

This section describes how to configure the join state timeout.

A downstream router periodically sends join messages to refresh the join state on the

upstream router. If the join state is not refreshed before the timeout expires, the join state

is removed.

By default, the join state timeout is 210 seconds. You can change this timeout to allow

additional time to receive the join messages. Because the messages are called join-prune

messages, the name used is the join-prune-timeout statement.

To modify the timeout, include the join-prune-timeout statement:

user@host# set protocols pim join-prune-timeout 230

The join timeout value can be from 210 through 240 seconds.

Example: Enabling Join Suppression

This example describes how to enable PIM join suppression.

• Requirements on page 60

• Overview on page 60

59Copyright © 2013, Juniper Networks, Inc.

Chapter 4: Protocol-Independent Multicast



• Configuration on page 62

• Verification on page 63

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

• Configure PIM Sparse Mode on the interfaces. See “Enabling PIM Sparse Mode” on

page 55.

Overview

PIM join suppression enables a router on a multiaccess network to defer sending join

messages to an upstream router when it sees identical join messages on the same

network. Eventually, only one router sends these join messages, and the other routers

suppress identical messages. Limiting the number of join messages improves scalability

and efficiency by reducing the number of messages sent to the same router.

This example includes the following statements:

• override-interval—Sets the maximum time in milliseconds to delay sending override

join messages. When a router sees a prune message for a join it is currently suppressing,

it waits before it sends an override join message. Waiting helps avoid multiple

downstream routers sending override join messages at the same time. The override

interval is a random timer with a value of 0 through the maximum override value.

• propagation-delay—Sets a value in milliseconds for a prune pending timer, which

specifies how long to wait before executing a prune on an upstream router. During this

period, the router waits for any prune override join messages that might be currently

suppressed. The period for the prune pending timer is the sum of the override-interval

value and the value specified for propagation-delay.

• reset-tracking-bit—Enables PIM join suppression on each multiaccess downstream

interface. This statement resets a tracking bit field (T-bit) on the LAN prune delay hello

option from the default of 1 (join suppression disabled) to 0 (join suppression enabled).

When multiple identical join messages are received, a random join suppression timer

is activated, with a range of 66 through 84 milliseconds. The timer is reset each time

join suppression is triggered.

Figure 6 on page 61 shows the topology used in this example.
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Figure 6: Join Suppression
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The items in the figure represent the following functions:

• Host 0 is the multicast source.

• Host 1, Host 2, Host 3, and Host 4 are receivers.

• Router R0 is the first-hop router and the RP.

• Router R1 is an upstream router.

• Routers R2, R3, R4, and R5 are downstream routers in the multicast LAN.

This example shows the configuration of the downstream devices: Routers R2, R3, R4,

and R5.
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

[edit]
set protocols pim traceoptions file pim.log
set protocols pim traceoptions file size 5m
set protocols pim traceoptions file world-readable
set protocols pim traceoptions flag join detail
set protocols pim traceoptions flag prune detail
set protocols pim traceoptions flag normal detail
set protocols pim traceoptions flag register detail
set protocols pim rp static address 10.255.112.160
set protocols pim interface all mode sparse
set protocols pim interface all version 2
set protocols pim interface fxp0.0 disable
set protocols pim reset-tracking-bit
set protocols pim propagation-delay 500
set protocols pim override-interval 4000

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure PIM join suppression on a non-RP downstream router in the multicast LAN:

1. Configure PIM sparse mode on the interfaces.

[edit]
user@host# edit protocols pim
[edit protocols pim]
user@host# set rp static address 10.255.112.160
[edit protocols pim]
user@host# set interface all mode sparse version 2
[edit protocols pim]
user@host# set interface all version 2
[edit protocols pim]
user@host# set interface fxp0.0 disable

2. Enable the join suppression timer.

[edit protocols pim]
user@host# set reset-tracking-bit

3. Configure the prune override interval value.

[edit protocols pim]
user@host# set override-interval 4000

4. Configure the propagation delay of the link.

[edit protocols pim]
user@host# set propagation-delay 500
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5. (Optional) Configure PIM tracing operations.

[edit protocols pim]
user@host# set traceoptions file pim.log size 5mworld-readable
[edit protocols pim]
user@host# set traceoptions flag join detail
[edit protocols pim]
user@host# set traceoptions flag normal detail
[edit protocols pim]
user@host# set traceoptions flag register detail

6. If you are done configuring the device, commit the configuration.

[edit protocols pim]
user@host# commit

Results

From configuration mode, confirm your configuration by entering the show protocols

command. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@host# show protocols
pim {
traceoptions {
file pim.log size 5mworld-readable;
flag join detail;
flag prune detail;
flag normal detail;
flag register detail;

}
rp {
static {
address 10.255.112.160;

}
}
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
reset-tracking-bit;
propagation-delay 500;
override-interval 4000;

}

Verification

To verify the configuration, run the following commands on the upstream and downstream

routers:

• show pim join extensive

• showmulticast route extensive
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Example: Configuring PIM SparseMode over an IPsec VPN

IPsec VPNs create secure point-to-point connections between sites over the Internet.

The Junos OS implementation of IPsec VPNs supports multicast and unicast traffic. The

following example shows how to configure PIM sparse mode for the multicast solution

and how to configure IPsec to secure your traffic.

The configuration shown in this example works on the following platforms:

• M Series and T Series routers with one of the following PICs:

• Adaptive Services (AS) PIC

• Multiservices (MS) PIC

• JCS1200 platform with a Multiservices PIC (MS-500)

The tunnel endpoints do not need to be the same platform type. For example, the device

on one end of the tunnel can be a JCS1200 router, while the device on the other end can

be a standalone T Series router. The two routers that are the tunnel endpoints can be in

the same autonomous system or in different autonomous systems.

In the configuration shown in this example, OSPF is configured between the tunnel

endpoints. In Figure 7 on page 64, the tunnel endpoints are R0 and R1. The network that

contains the multicast source is connected to R0. The network that contains the multicast

receivers is connected to R1. R1 serves as the statically configured rendezvous point (RP).

Figure 7: PIM SparseMode over an IPsec VPN
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To configure PIM sparse mode with IPsec:

1. On R0, configure the incoming Gigabit Ethernet interface.

[edit interfaces]
user@host# set ge-0/1/1 description "incoming interface"
user@host# set ge-0/1/1 unit 0 family inet address 10.20.0.1/30

2. On R0, configure the outgoing Gigabit Ethernet interface.

[edit interfaces]
user@host# set ge-0/0/7 description "outgoing interface"
user@host# set ge-0/0/7 unit 0 family inet address 10.10.1.1/30

3. On R0, configure unit 0 on the sp- interface. The Junos OS uses unit 0 for service

logging and other communication from the services PIC.

[edit interfaces]
user@host# set sp-0/2/0 unit 0 family inet
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4. On R0, configure the logical interfaces that participate in the IPsec services. In this

example, unit 1 is the inward-facing interface. Unit 1001 is the interface that faces the

remote IPsec site.

[edit interfaces]
user@host# set sp-0/2/0 unit 1 family inet
user@host# set sp-0/2/0 unit 1 service-domain inside
user@host# set sp-0/2/0 unit 1001 family inet
user@host# set sp-0/2/0 unit 1001 service-domain outside

5. On R0, direct OSPF traffic into the IPsec tunnel.

[edit protocols ospf]
user@host# set area 0.0.0.0 interface sp-0/2/0.1
user@host# set parea 0.0.0.0 interface ge-0/1/1.0 passive
user@host# set area 0.0.0.0 interface lo0.0

6. On R0, configure PIM sparse mode. This example uses static RP configuration. Because

R0 is a non-RP router, configure the address of the RP router, which is the routable

address assigned to the loopback interface on R1.

[edit protocols pim]
user@host# set rp static address 10.255.0.156
user@host# set interface sp-0/2/0.1
user@host# set interface ge-0/1/1.0
user@host# set interface lo0.0

7. On R0, create a rule for a bidirectional dynamic IKE security association (SA) that

references the IKE policy and the IPsec policy.

[edit services ipsec-vpn rule ipsec_rule]
user@host# set term ipsec_dynamic then remote-gateway 10.10.1.2
user@host# set term ipsec_dynamic then dynamic ike-policy ike_policy
user@host# set term ipsec_dynamic then dynamic ipsec-policy ipsec_policy
user@host# setmatch-direction input

8. On R0, configure the IPsec proposal. This example uses the Authentication Header

(AH) Protocol.

[edit services ipsec-vpn ipsec proposal ipsec_prop]
user@host# set protocol ah
user@host# set authentication-algorithm hmac-md5-96

9. On R0, define the IPsec policy.

[edit services ipsec-vpn ipsec policy ipsec_policy]
user@host# set perfect-forward-secrecy keys group1
user@host# set proposals ipsec_prop

10. On R0, configure IKE authentication and encryption details.

[edit services ipsec-vpn ike proposal ike_prop]
user@host# set authentication-method pre-shared-keys
user@host# set dh-group group1
user@host# set authentication-algorithmmd5
user@host# set encryption-algorithm 3des-cbc

11. On R0, define the IKE policy.

[edit services ipsec-vpn ike policy ike_policy]
user@host# set proposals ike_prop
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user@host# set pre-shared-key ascii-text
"$9$nuDo6CuREyvWxO1LNbsZGFn/AOR8LNws4"

12. On R0, create a service set that defines IPsec-specific information. The first command

associates the IKE SA rule with IPsec. The second command defines the address of

the local end of the IPsec security tunnel. The last two commands configure the logical

interfaces that participate in the IPsec services. Unit 1 is for the IPsec inward-facing

traffic. Unit 1001 is for the IPsec outward-facing traffic.

[edit services service-set ipsec_svc]
user@host# set ipsec-vpn-rules ipsec_rule
user@host# set ipsec-vpn-options local-gateway 10.10.1.1
user@host# set next-hop-service inside-service-interface sp-0/2/0.1
user@host# set next-hop-service outside-service-interface sp-0/2/0.1001

13. On R1, configure the incoming Gigabit Ethernet interface.

[edit interfaces]
user@host# set ge-2/0/1 description "incoming interface"
user@host# set ge-2/0/1 unit 0 family inet address 10.10.1.2/30

14. On R1, configure the outgoing Gigabit Ethernet interface.

[edit interfaces]
user@host# set ge-2/0/0 description "outgoing interface"
user@host# set ge-2/0/0 unit 0 family inet address 10.20.0.5/30

15. On R1, configure the loopback interface.

[edit interfaces]
user@host# set lo0.0 family inet address 10.255.0.156

16. On R1, configure unit 0 on the sp- interface. The Junos OS uses unit 0 for service logging

and other communication from the services PIC.

[edit interfaces]
user@host# set sp-2/1/0 unit 0 family inet

17. On R1, configure the logical interfaces that participate in the IPsec services. In this

example, unit 1 is the inward-facing interface. Unit 1001 is the interface that faces the

remote IPsec site.

[edit interfaces]
user@host# set sp-2/1/0 unit 1 family inet
user@host# set sp-2/1/0 unit 1 service-domain inside
user@host# set sp-2/1/0 unit 1001 family inet
user@host# set sp-2/1/0 unit 1001 service-domain outside

18. On R1, direct OSPF traffic into the IPsec tunnel.

[edit protocols ospf]
user@host# set area 0.0.0.0 interface sp-2/1/0.1
user@host# set area 0.0.0.0 interface ge-2/0/0.0 passive
user@host# set area 0.0.0.0 interface lo0.0

19. On R1, configure PIM sparse mode. R1 is an RP router. When you configure the local

RP address, use the shared address, which is the address of R1’s loopback interface.

[edit protocols pim]
user@host# set rp local address 10.255.0.156
user@host# set interface sp-2/1/0.1
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user@host# set interface ge-2/0/0.0
user@host# set interface lo0.0 family inet

20. On R1, create a rule for a bidirectional dynamic Internet Key Exchange (IKE) security

association (SA) that references the IKE policy and the IPsec policy.

[edit services ipsec-vpn rule ipsec_rule]
user@host# set term ipsec_dynamic from source-address 192.168.195.34/32
user@host# set term ipsec_dynamic then remote-gateway 10.10.1.1
user@host# set term ipsec_dynamic then dynamic ike-policy ike_policy
user@host# set term ipsec_dynamic then dynamic ipsec-policy ipsec_policy
user@host# setmatch-direction input

21. On R1, define the IPsec proposal for the dynamic SA.

[edit services ipsec-vpn ipsec proposal ipsec_prop]
user@host# set protocol ah
user@host# set authentication-algorithm hmac-md5-96

22. On R1, define the IPsec policy.

[edit services ipsec-vpn ipsec policy ipsec_policy]
user@host# set perfect-forward-secrecy keys group1
user@host# set proposals ipsec_prop

23. On R1, configure IKE authentication and encryption details.

[edit services ipsec-vpn ike proposal ike_prop]
user@host# set authentication-method pre-shared-keys
user@host# set dh-group group1
user@host# set authentication-algorithmmd5
user@host# set encryption-algorithm 3des-cbc

24. On R0, define the IKE policy.

[edit services ipsec-vpn ike policy ike_policy]
user@host# set proposals ike_prop
user@host# set pre-shared-key ascii-text
"$9$twR6pORrlMxNbhSds4aHkCtuBhr-dsoaU"

25. On R1, create a service set that defines IPsec-specific information. The first command

associates the IKE SA rule with IPsec. The second command defines the address of

the local end of the IPsec security tunnel. The last two commands configure the logical

interfaces that participate in the IPsec services. Unit 1 is for the IPsec inward-facing

traffic. Unit 1001 is for the IPsec outward-facing traffic.

[edit services service-set ipsec_svc]
user@host# set ipsec-vpn-rules ipsec_rule
user@host# set ipsec-vpn-options local-gateway 10.10.1.2
user@host# set next-hop-service inside-service-interface sp-2/1/0.1
user@host# set next-hop-service outside-service-interface sp-2/1/0.1001

To verify the configuration, run the following commands:

Check which RPs the various routers have learned about.

user@host> show pim rps extensive inet

Check that the IPsec SA negotiation is successful.
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user@host> show services ipsec-vpn ipsec security-associations

Check that the IKE SA negotiation is successful.

user@host> show services ipsec-vpn ike security-associations

Check that traffic is traveling over the IPsec tunnel.

user@host> show services ipsec-vpn ipsec statistics

Example: ConfiguringMulticast for Virtual Routers with IPv6 Interfaces

A virtual router is a type of simplified routing instance that has a single routing table. This

example shows how to configure PIM in a virtual router.

• Requirements on page 68

• Overview on page 68

• Configuration on page 69

• Verification on page 71

Requirements

Before you begin, configure an interior gateway protocol or static routing. See the Junos

OS Routing Protocols Configuration Guide.

Overview

You can configure PIM for the virtual-router instance type as well as for the vrf instance

type. The virtual-router instance type is similar to the vrf instance type used with Layer 3

VPNs, except that it is used for non-VPN-related applications.

The virtual-router instance type has no VPN routing and forwarding (VRF) import, VRF

export, VRF target, or route distinguisher requirements. The virtual-router instance type

is used for non-Layer 3 VPN situations.

When PIM is configured under the virtual-router instance type, the VPN configuration is

not based on RFC 2547, BGP/MPLS VPNs, so PIM operation does not comply with the

Internet draft draft-rosen-vpn-mcast-07.txt, Multicast in MPLS/BGP VPNs. In the

virtual-router instance type, PIM operates in a routing instance by itself, forming

adjacencies with PIM neighbors over the routing instance interfaces as the other routing

protocols do with neighbors in the routing instance.

This example includes the following general steps:

1. On R1, configure a virtual router instance with three interfaces (ge-0/0/0.0,ge-0/1/0.0,

and ge-0/1/1.0).

2. Configure PIM and the RP.

3. Configure an MLD static group containing interfaces ge-0/1/0.0 and ge-0/1/1.0.

After you configure this example, you should be able to send multicast traffic from R2

through ge-0/0/0 on R1 to the static group and verify that the traffic egresses from

ge-0/1/0.0 and ge-0/1/1.0.
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NOTE: Do not include the group-address statement for the virtual-router

instance type.

Figure 8 on page 69 shows the topology for this example.

Figure 8: Virtual Router Instance with Three Interfaces

g0
40

60
5

R2 R1
ge-0/1/0

ge-0/0/0

ge-0/1/1

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

[edit]
set interfaces ge-0/0/0 unit 0 family inet6 address 2001:4:4:4::1/64
set interfaces ge-0/1/0 unit 0 family inet6 address 2001:24:24:24::1/64
set interfaces ge-0/1/1 unit 0 family inet6 address 2001:7:7:7::1/64
set protocolsmld interface ge-0/1/0.0 static group ff0e::10
set protocolsmld interface ge-0/1/1.0 static group ff0e::10
set routing-instancesmvrf1 instance-type virtual-router
set routing-instancesmvrf1 interface ge-0/0/0.0
set routing-instancesmvrf1 interface ge-0/1/0.0
set routing-instancesmvrf1 interface ge-0/1/1.0
set routing-instancesmvrf1 protocols pim rp local family inet6 address 2001:1:1:1::1
set routing-instancesmvrf1 protocols pim interface ge-0/0/0.0
set routing-instancesmvrf1 protocols pim interface ge-0/1/0.0
set routing-instancesmvrf1 protocols pim interface ge-0/1/1.0

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure multicast for virtual routers:

1. Configure the interfaces.

[edit]
user@host# edit interfaces
[edit interfaces]
user@host# set ge-0/0/0 unit 0 family inet6 address 2001:4:4:4::1/64
[edit interfaces]
user@host# set ge-0/1/0 unit 0 family inet6 address 2001:24:24:24::1/64
[edit interfaces]
user@host# set ge-0/1/1 unit 0 family inet6 address 2001:7:7:7::1/64
[edit interfaces]
user@host# exit
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2. Configure the routing instance type.

[edit]
user@host# edit routing-instances
[edit routing-instances]
user@host# setmvrf1 instance-type virtual-router

3. Configure the interfaces in the routing instance.

[edit routing-instances]
user@host# setmvrf1 interface ge-0/0/0
[edit routing-instances]
user@host# setmvrf1 interface ge-0/1/0
[edit routing-instances]
user@host# setmvrf1 interface ge-0/1/1

4. Configure PIM and the RP in the routing instance.

[edit routing-instances]
user@host# setmvrf1 protocols pim rp local family inet6 address 2001:1:1:1::1

5. Configure PIM on the interfaces.

[edit routing-instances]
user@host# setmvrf1 protocols pim interface ge-0/0/0
[edit routing-instances]
user@host# setmvrf1 protocols pim interface ge-0/1/0
[edit routing-instances]
user@host# setmvrf1 protocols pim interface ge-0/1/1
[edit routing-instances]
user@host# exit

6. Configure the MLD group.

[edit]
user@host# edit protocolsmld
[edit protocols mld]
user@host# set interface ge-0/1/0.0 static group ff0e::10
[edit protocols mld]
user@host# set interface ge-0/1/1.0 static group ff0e::10

7. If you are done configuring the device, commit the configuration.

[edit routing-instances]
user@host# commit

Results

Confirm your configuration by entering the show interfaces, show routing-instances, and

show protocols commands.

user@host# show interfaces
ge-0/0/0 {
unit 0 {
family inet6 {
address 2001:4:4:4::1/64;

}
}
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}
ge-0/1/0 {
unit 0 {
family inet6 {
address 2001:24:24:24::1/64;

}
}

}
ge-0/1/1 {
unit 0 {
family inet6 {
address 2001:7:7:7::1/64;

}
}

}

user@host# show routing-instances
mvrf1 {
instance-type virtual-router;
interface ge-0/0/0.0;
interface ge-0/1/0.0;
interface ge-0/1/1.0;
protocols {
pim {
rp {
local {
family inet6 {
address 2001:1:1:1::1;

}
}

}
interface ge-0/0/0.0;
interface ge-0/1/0.0;
interface ge-0/1/1.0;

}
}

}

user@host# show protocols
mld {
interface ge-0/1/0.0 {
static {
group ff0e::10;

}
}
interface ge-0/1/1.0 {
static {
group ff0e::10;

}
}

}

Verification

To verify the configuration, run the following commands:
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• showmld group

• showmld interface

• showmld statistics

• showmulticast interface

• showmulticast route

• showmulticast rpf

• show pim interfaces

• show pim join

• show pim neighbors

• show route forwarding-table

• show route instance

• show route table

Related
Documentation

Configuring PIM Auto-RP on page 109•

• Configuring PIM Bootstrap Router on page 105

• Configuring PIM Dense Mode on page 170

• Configuring a Designated Router for PIM on page 49

• Configuring PIM Filtering on page 117

• Example: Configuring Nonstop Active Routing for PIM on page 157

• Examples: Configuring PIM RPT and SPT Cutover on page 130

• Configuring PIM Sparse-Dense Mode on page 173

• Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol on page 145

• Configuring Basic PIM Settings on page 35

Example: Configuring Bidirectional PIM

• Understanding Bidirectional PIM on page 72

• Example: Configuring Bidirectional PIM on page 78

Understanding Bidirectional PIM

Bidirectional PIM (PIM-Bidir) is specified by the IETF in RFC 5015, Bidirectional Protocol

Independent Multicast (BIDIR-PIM). It provides an alternative to other PIM modes, such

as PIM sparse mode (PIM-SM), PIM dense mode (PIM-DM), and PIM source-specific

multicast (SSM). In bidirectional PIM, multicast groups are carried across the network

over bidirectional shared trees. This type of tree minimizes the amount of PIM routing

state information that must be maintained, which is especially important in networks

with numerous and dispersed senders and receivers. For example, one important
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application for bidirectional PIM is distributed inventory polling. In many-to-many

applications, a multicast query from one station generates multicast responses from

many stations. For each multicast group, such an application generates a large number

of (S,G) routes for each station in PIM-SM, PIM-DM, or SSM. The problem is even worse

in applications that use bursty sources, resulting in frequently changing multicast tables

and, therefore, performance problems in routers.

Figure 9 on page 73 shows the traffic flows generated to deliver traffic for one group to

and from three stations in a PIM-SM network.

Figure 9: Example PIM Sparse-Mode Tree
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Bidirectional PIM solves this problem by building only group-specific (*,G) state. Thus,

only a single (*,G) route is needed for each group to deliver traffic to and from all the

sources.

Figure 10 on page 74 shows the traffic flows generated to deliver traffic for one group to

and from three stations in a bidirectional PIM network.
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Figure 10: Example Bidirectional PIM Tree

RP

R2

R5

R1

R4R3

R7R6

Source ReceiverSource Receiver

Source Receiver

g0
41

09
7

(*,G) Tree

Bidirectional PIM builds bidirectional shared trees that are rooted at a rendezvous point

(RP) address. Bidirectional traffic does not switch to shortest path trees (SPTs) as in

PIM-SM and is therefore optimized for routing state size instead of path length.

Bidirectional PIM routes are always wildcard-source (*,G) routes. The protocol eliminates

the need for (S,G) routes and data-triggered events. The bidirectional (*,G) group trees

carry traffic both upstream from senders toward the RP, and downstream from the RP

to receivers. As a consequence, the strict reverse path forwarding (RPF)-based rules

found in other PIM modes do not apply to bidirectional PIM. Instead, bidirectional PIM

routes forward traffic from all sources and the RP. Thus, bidirectional PIM routers must

have the ability to accept traffic on many potential incoming interfaces.

Designated Forwarder Election

To prevent forwarding loops, only one router on each link or subnet (including

point-to-point links) is a designated forwarder (DF). The responsibilities of the DF are to

forward downstream traffic onto the link toward the receivers and to forward upstream

traffic from the link toward the RP address. Bidirectional PIM relies on a process called

DF election to choose the DF router for each interface and for each RP address. Each

bidirectional PIM router in a subnet advertises its interior gateway protocol (IGP) unicast

route to the RP address. The router with the best IGP unicast route to the RP address

wins the DF election. Each router advertises its IGP route metrics in DF Offer, Winner,

Backoff, and Pass messages.
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Junos OS implements the DF election procedures as stated in RFC 5015, except that

Junos OS checks RP unicast reachability before accepting incoming DF messages. DF

messages for unreachable rendezvous points are ignored.

Bidirectional PIMModes

In the Junos OS implementation, there are two modes for bidirectional PIM:

bidirectional-sparse and bidirectional-sparse-dense. The differences between

bidirectional-sparse and bidirectional-sparse-dense modes are the same as the

differences between sparse mode and sparse-dense mode. Sparse-dense mode allows

the interface to operate on a per-group basis in either sparse or dense mode. A group

specified as “dense” is not mapped to an RP. Use bidirectional-sparse-dense mode when

you have a mix of bidirectional groups, sparse groups, and dense groups in your network.

One typical scenario for this is the use of auto-RP, which uses dense-mode flooding to

bootstrap itself for sparse mode or bidirectional mode. In general, the dense groups could

be for any flows that the network design requires to be flooded.

Each group-to-RP mapping is controlled by the RP group-ranges statement and the

ssm-groups statement.

The choice of PIM mode is closely tied to controlling how groups are mapped to PIM

modes, as follows:

• bidirectional-sparse—Use if all multicast groups are operating in bidirectional, sparse,

or SSM mode.

• bidirectional-sparse-dense—Use if multicast groups, except those that are specified in

the dense-groups statement, are operating in bidirectional, sparse, or SSM mode.

Bidirectional Rendezvous Points

You can configure group-range-to-RP mappings network-wide statically, or only on

routers connected to the RP addresses and advertise them dynamically. Unlike rendezvous

points for PIM-SM, which must de-encapsulate PIM Register messages and perform

other specific protocol actions, bidirectional PIM rendezvous points implement no specific

functionality. RP addresses are simply locations in the network to rendezvous toward.

In fact, RP addresses need not be loopback interface addresses or even be addresses

configured on any router, as long as they are covered by a subnet that is connected to a

bidirectional PIM-capable router and advertised to the network.

Thus, for bidirectional PIM, there is no meaningful distinction between static and local

RP addresses. Therefore, bidirectional PIM rendezvous points are configured at the [edit

protocols pim rp bidirectional] hierarchy level, not under static or local.

The settings at the [edit protocol pim rp bidirectional] hierarchy level function like the

settings at the [edit protocols pim rp local] hierarchy level, except that they create

bidirectional PIM RP state instead of PIM-SM RP state.

Where only a single local RP can be configured, multiple bidirectional rendezvous points

can be configured having group ranges that are the same, different, or overlapping. It is

also permissible for a group range or RP address to be configured as bidirectional and

either static or local for sparse-mode.
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If a bidirectional PIM RP is configured without a group range, the default group range is

224/4 for IPv4. For IPv6, the default is ff00::/8. You can configure a bidirectional PIM RP

group range to cover an SSM group range, but in that case the SSM or DM group range

takes precedence over the bidirectional PIM RP configuration for those groups. In other

words, because SSM always takes precedence, it is not permitted to have a bidirectional

group range equal to or more specific than an SSM or DM group range.

PIM Bootstrap and Auto-RP Support

Group ranges for the specified RP address are flagged by PIM as bidirectional PIM

group-to-RP mappings and, if configured, are advertised using PIM bootstrap or auto-RP.

Dynamic advertisement of bidirectional PIM-flagged group-to-RP mappings using PIM

bootstrap, and auto-RP is controlled as normal using the bootstrap and auto-rp

statements.

Bidirectional PIM RP addresses configured at the [edit protocols pim rp bidirectional

address] hierarchy level are advertised by auto-RP or PIM bootstrap if the following

prerequisites are met:

• The routing instance must be configured to advertise candidate rendezvous points by

way of auto-RP or PIM bootstrap, and an auto-RP mapping agent or bootstrap router,

respectively, must be elected.

• The RP address must either be configured locally on an interface in the routing instance,

or the RP address must belong to a subnet connected to an interface in the routing

instance.

IGMP andMLD Support

Internet Group Management Protocol (IGMP) version 1, version 2, and version 3 are

supported with bidirectional PIM. Multicast Listener Discovery (MLD) version 1 and version

2 are supported with bidirectional PIM. However, in all cases, only anysource multicast

(ASM) state is supported for bidirectional PIM membership.

The following rules apply to bidirectional PIM:

• IGMP and MLD (*,G) membership reports trigger the PIM DF to originate bidirectional

PIM (*,G) join messages.

• IGMP and MLD (S,G) membership reports do not trigger the PIM DF to originate

bidirectional PIM (*,G) join messages.

Bidirectional PIM and Graceful Restart

Bidirectional PIM accepts packets for a bidirectional route on multiple interfaces. This

means that some topologies might develop multicast routing loops if all PIM neighbors

are not synchronized with regard to the identity of the designated forwarder (DF) on each

link. If one router is forwarding without actively participating in DF elections, particularly

after unicast routing changes, multicast routing loops might occur.

If graceful restart for PIM is enabled and bidirectional PIM is enabled, the default graceful

restart behavior is to continue forwarding packets on bidirectional routes. If the gracefully
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restarting router was serving as a DF for some interfaces to rendezvous points, the

restarting router sends a DF Winner message with a metric of 0 on each of these RP

interfaces. This ensures that a neighbor router does not become the DF due to unicast

topology changes that might occur during the graceful restart period. Sending a DF Winner

message with a metric of 0 prevents another PIM neighbor from assuming the DF role

until after graceful restart completes. When graceful restart completes, the gracefully

restarted router sends another DF Winner message with the actual converged unicast

metric.

Theno-bidirectional-mode statement at the [editprotocolspimgraceful-restart]hierarchy

level overrides the default behavior and disables forwarding for bidirectional PIM routes

during graceful restart recovery, both in cases of simple routing protocol process (rpd)

restart and graceful Routing Engine switchover. This configuration statement provides

a very conservative alternative to the default graceful restart behavior for bidirectional

PIM routes. The reason to discontinue forwarding of packets on bidirectional routes is

that the continuation of forwarding might lead to short-duration multicast loops in rare

double-failure circumstances.

Junos OS Enhancements to Bidirectional PIM

In addition to the functionality specified in RFC 5015, the following functions are included

in the Junos OS implementation of bidirectional PIM:

• Source-only branches without PIM join state

• Support for both IPv4 and IPv6 domain and multicast addresses

• Nonstop routing (NSR) for bidirectional PIM routes

• Support for bidirectional PIM in logical systems

• Support for non-forwarding and virtual router instances

Limitations of Bidirectional PIM

The Junos OS implementation of bidirectional PIM does not support the following

functionality:

• SNMP for bidirectional PIM.

• Graceful Routing Engine switchover is configurable with bidirectional PIM enabled, but

bidirectional routes do not forward packets during the switchover.

• Multicast VPNs (Draft Rosen and NextGen).

The bidirectional PIM protocol does not support the following functionality:

• Embedded RP

• Anycast RP
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Example: Configuring Bidirectional PIM

This example shows how to configure bidirectional PIM, as specified in RFC 5015,

Bidirectional Protocol Independent Multicast (BIDIR-PIM).

• Requirements on page 78

• Overview on page 78

• Configuration on page 80

• Verification on page 84

Requirements

This example uses the following hardware and software components:

• Eight Juniper Networks routers that can be M120, M320, MX Series, or T Series platforms.

To support bidirectional PIM, M Series platforms must have I-chip FPCs. M7i, M10i,

M40e, and other older M Series routers do not support bidirectional PIM.

• Junos OS Release 12.1 or later running on all eight routers.

Overview

Compared to PIM sparse mode, bidirectional PIM requires less PIM router state

information. Because less state information is required, bidirectional PIM scales well and

is useful in deployments with many dispersed sources and receivers.

In this example, two rendezvous points are configured statically. One RP is configured

as a phantom RP. A phantom RP is an RP address that is a valid address on a subnet,

but is not assigned to a PIM router interface. The subnet must be reachable by the

bidirectional PIM routers in the network. For the other (non-phantom) RP in this example,

the RP address is assigned to a PIM router interface. It can be assigned to either the

loopback interface or any physical interface on the router. In this example, it is assigned

to a physical interface.

OSPF is used as the interior gateway protocol (IGP) in this example. The OSPF metric

determines the designated forwarder (DF) election process. In bidirectional PIM, the DF

establishes a loop-free shortest-path tree that is rooted at the RP. On every network

segment and point-to-point link, all PIM routers participate in DF election. The procedure

selects one router as the DF for every RP of bidirectional groups. This router forwards

multicast packets received on that network upstream to the RP. The DF election uses

the same tie-break rules used by PIM assert processes.

This example uses the default DF election parameters. Optionally, at the [edit protocols

pim interface (interface-name | all) bidirectional] hierarchy level, you can configure the

following parameters related to the DF election:

• The robustness-count is the minimum number of DF election messages that must be

lost for election to fail.

• The offer period is the interval to wait between repeated DF Offer and Winner messages.
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• The backoff period is the period that the acting DF waits between receiving a better

DF Offer and sending the Pass message to transfer DF responsibility.

This example uses bidirectional-sparse-dense mode on the interfaces. The choice of

PIM mode is closely tied to controlling how groups are mapped to PIM modes, as follows:

• bidirectional-sparse—Use if all multicast groups are operating in bidirectional, sparse,

or SSM mode.

• bidirectional-sparse-dense—Use if multicast groups, except those that are specified in

the dense-groups statement, are operating in bidirectional, sparse, or SSM mode.

Topology Diagram

Figure 11 on page 79 shows the topology used in this example.

Figure 11: Bidirectional PIMwithStatically ConfiguredRendezvousPoints
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

Router R1 set interfaces ge-0/0/1 unit 0 family inet address 10.10.1.1/24
set interfaces xe-2/1/0 unit 0 family inet address 10.10.2.1/24
set interfaces lo0 unit 0 family inet address 10.255.11.11/32
set protocols ospf area 0.0.0.0 interface ge-0/0/1.0
set protocols ospf area 0.0.0.0 interface xe-2/1/0.0
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols pim traceoptions file df
set protocols pim traceoptions flag bidirectional-df-election detail
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 224.1.3.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 225.1.3.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 224.1.1.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 225.1.1.0/24
set protocols pim interface ge-0/0/1.0mode bidirectional-sparse-dense
set protocols pim interface xe-2/1/0.0mode bidirectional-sparse-dense

Router R2 set interfaces ge-2/0/0 unit 0 family inet address 10.10.4.1/24
set interfaces ge-2/2/2 unit 0 family inet address 10.10.1.2/24
set interfaces lo0 unit 0 family inet address 10.255.22.22/32
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface ge-2/2/2.0
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ospf area 0.0.0.0 interface ge-2/0/0.0
set protocols pim traceoptions file df
set protocols pim traceoptions flag bidirectional-df-election detail
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 224.1.1.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 225.1.1.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 225.1.3.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 224.1.3.0/24
set protocols pim interface fxp0.0 disable
set protocols pim interface ge-2/0/0.0mode bidirectional-sparse-dense
set protocols pim interface ge-2/2/2.0mode bidirectional-sparse-dense

Router R3 set interfaces xe-1/0/0 unit 0 family inet address 10.10.9.1/24
set interfaces xe-1/0/1 unit 0 family inet address 10.10.2.2/24
set interfaces lo0 unit 0 family inet address 10.255.33.33/32
set protocols ospf area 0.0.0.0 interface xe-1/0/1.0
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface xe-1/0/0.0
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 224.1.3.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 225.1.3.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 224.1.1.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 225.1.1.0/24
set protocols pim interface xe-1/0/1.0mode bidirectional-sparse-dense
set protocols pim interface xe-1/0/0.0mode bidirectional-sparse-dense
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Router R4 set interfaces ge-1/2/7 unit 0 family inet address 10.10.4.2/24
set interfaces ge-1/2/8 unit 0 family inet address 10.10.5.2/24
set interfaces xe-2/0/0 unit 0 family inet address 10.10.10.2/24
set interfaces lo0 unit 0 family inet address 10.255.44.44/32
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ospf area 0.0.0.0 interface ge-1/2/7.0
set protocols ospf area 0.0.0.0 interface ge-1/2/8.0
set protocols ospf area 0.0.0.0 interface xe-2/0/0.0
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols pim traceoptions file df
set protocols pim traceoptions flag bidirectional-df-election detail
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 224.1.1.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 225.1.1.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 224.1.3.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 225.1.3.0/24
set protocols pim interface xe-2/0/0.0mode bidirectional-sparse-dense
set protocols pim interface ge-1/2/7.0mode bidirectional-sparse-dense
set protocols pim interface ge-1/2/8.0mode bidirectional-sparse-dense

Router R5 set interfaces ge-0/0/3 unit 0 family inet address 10.10.12.3/24
set interfaces ge-0/0/4 unit 0 family inet address 10.10.4.3/24
set interfaces ge-0/0/7 unit 0 family inet address 10.10.5.3/24
set interfaces so-1/0/0 unit 0 family inet address 10.10.7.1/30
set interfaces lo0 unit 0 family inet address 10.255.55.55/32
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface ge-0/0/7.0
set protocols ospf area 0.0.0.0 interface ge-0/0/4.0
set protocols ospf area 0.0.0.0 interface so-1/0/0.0
set protocols ospf area 0.0.0.0 interface ge-0/0/3.0
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 224.1.1.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 225.1.1.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 224.1.3.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 225.1.3.0/24
set protocols pim interface ge-0/0/7.0mode bidirectional-sparse-dense
set protocols pim interface ge-0/0/4.0mode bidirectional-sparse-dense
set protocols pim interface so-1/0/0.0mode bidirectional-sparse-dense
set protocols pim interface ge-0/0/3.0mode bidirectional-sparse-dense

Router R6 set interfaces xe-0/0/0 unit 0 family inet address 10.10.10.3/24
set interfaces ge-2/0/0 unit 0 family inet address 10.10.13.2/24
set interfaces lo0 unit 0 family inet address 10.255.66.66/32
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ospf area 0.0.0.0 interface ge-2/0/0.0
set protocols ospf area 0.0.0.0 interface xe-0/0/0.0
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 224.1.1.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 225.1.1.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 224.1.3.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 225.1.3.0/24
set protocols pim interface fxp0.0 disable
set protocols pim interface xe-0/0/0.0mode bidirectional-sparse-dense
set protocols pim interface ge-2/0/0.0mode bidirectional-sparse-dense

Router R7 set interfaces ge-0/1/5 unit 0 family inet address 10.10.13.3/24
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set interfaces ge-0/1/7 unit 0 family inet address 10.10.12.2/24
set interfaces lo0 unit 0 family inet address 10.255.77.77/32
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface ge-0/1/5.0
set protocols ospf area 0.0.0.0 interface ge-0/1/7.0
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 224.1.1.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 225.1.1.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 224.1.3.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 225.1.3.0/24
set protocols pim interface ge-0/1/5.0mode bidirectional-sparse-dense
set protocols pim interface ge-0/1/7.0mode bidirectional-sparse-dense

Router R8 set interfaces so-0/0/0 unit 0 family inet address 10.10.7.2/30
set interfaces xe-2/0/0 unit 0 family inet address 10.10.9.2/24
set interfaces lo0 unit 0 family inet address 10.255.88.88/32
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface xe-2/0/0.0
set protocols ospf area 0.0.0.0 interface so-0/0/0.0
set protocols pim traceoptions file df
set protocols pim traceoptions flag bidirectional-df-election detail
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 224.1.1.0/24
set protocols pim rp bidirectional address 10.10.13.2 group-ranges 225.1.1.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 224.1.3.0/24
set protocols pim rp bidirectional address 10.10.1.3 group-ranges 225.1.3.0/24
set protocols pim interface xe-2/0/0.0mode bidirectional-sparse-dense
set protocols pim interface so-0/0/0.0mode bidirectional-sparse-dense

Router R1

Step-by-Step
Procedure

To configure Router R1:

Configure the router interfaces.

[edit interfaces]

1.

user@R1# set ge-0/0/1 unit 0 family inet address 10.10.1.1/24
user@R1# set xe-2/1/0 unit 0 family inet address 10.10.2.1/24
user@R1# set lo0 unit 0 family inet address 10.255.11.11/32

2. Configure OSPF on the interfaces.

[edit protocols ospf area 0.0.0.0]
user@R1# set interface ge-0/0/1.0
user@R1# set interface xe-2/1/0.0
user@R1# set interface lo0.0
user@R1# set interface fxp0.0 disable

3. Configure the group-to-RP mappings.

[edit protocols pim rp bidirectional]
user@R1# set address 10.10.1.3 group-ranges 224.1.3.0/24
user@R1# set address 10.10.1.3 group-ranges 225.1.3.0/24
user@R1# set address 10.10.13.2 group-ranges 224.1.1.0/24
user@R1# set address 10.10.13.2 group-ranges 225.1.1.0/24
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The RP represented by IP address 10.10.1.3 is a phantom RP. The 10.10.1.3 address

is not assigned to any interface on any of the routers in the topology. It is, however,

a reachable address. It is in the subnet between Routers R1 and R2.

The RP represented by address 10.10.13.2 is assigned to the ge-2/0/0 interface on

Router R6.

4. Enable bidirectional PIM on the interfaces.

[edit protocols pim]
user@R1# set interface ge-0/0/1.0mode bidirectional-sparse-dense
user@R1# set interface xe-2/1/0.0mode bidirectional-sparse-dense

5. (Optional) Configure tracing operations for the DF election process.

[edit protocols pim]
user@R1# set traceoptions file df
user@R1# set traceoptions flag bidirectional-df-election detail

Results

From configuration mode, confirm your configuration by entering the show interfacesand

show protocols commands. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

user@R1# show interfaces
ge-0/0/1 {
unit 0 {
family inet {
address 10.10.1.1/24;

}
}

}
xe-2/1/0 {
unit 0 {
family inet {
address 10.10.2.1/24;

}
}

}
lo0 {
unit 0 {
family inet {
address 10.255.11.11/32;

}
}

}

user@R1# show protocols
ospf {
area 0.0.0.0 {
interface ge-0/0/1.0;
interface xe-2/1/0.0;
interface lo0.0;
interface fxp0.0 {
disable;

}
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}
}
pim {
rp {
bidirectional {
address 10.10.1.3 { # phantom RP
group-ranges {
224.1.3.0/24;
225.1.3.0/24;

}
}
address 10.10.13.2 {
group-ranges {
224.1.1.0/24;
225.1.1.0/24;

}
}

}
}
interface ge-0/0/1.0 {
mode bidirectional-sparse-dense;

}
interface xe-2/1/0.0 {
mode bidirectional-sparse-dense;

}
traceoptions {
file df;
flag bidirectional-df-election detail;

}
}

If you are done configuring the router, enter commit from configuration mode.

Repeat the procedure for every Juniper Networks router in the bidirectional PIM network,

using the appropriate interface names and addresses for each router.

Verification

Confirm that the configuration is working properly.

• Verifying Rendezvous Points on page 85

• Verifying Messages on page 85

• Checking the PIM Join State on page 85

• Displaying the Designated Forwarder on page 87

• Displaying the PIM Interfaces on page 87

• Checking the PIM Neighbors on page 87

• Checking the Route to the Rendezvous Points on page 87

• Verifying Multicast Routes on page 88

• Viewing Multicast Next Hops on page 90

Copyright © 2013, Juniper Networks, Inc.84

Multicast Protocols Configuration Guide



Verifying Rendezvous Points

Purpose Verify the group-to-RP mapping information.

Action user@R1> show pim rps
Instance: PIM.master
Address family INET
RP address      Type        Mode   Holdtime Timeout Groups Group prefixes
10.10.1.3       static      bidir       150    None      2 224.1.3.0/24
                                                           225.1.3.0/24
10.10.13.2      static      bidir       150    None      2 224.1.1.0/24
                                                           225.1.1.0/24

Verifying Messages

Purpose Check the number of DF election messages sent and received, and check bidirectional

join and prune error statistics.

Action user@R1> show pim statistics
PIM Message type        Received       Sent  Rx errors
V2 Hello                      16         34          0
...
V2 DF Election                18         38          0
...

Global Statistics

...
Rx Bidir Join/Prune on non-Bidir if           0
Rx Bidir Join/Prune on non-DF if              0

Checking the PIM Join State

Purpose Confirm the upstream interface, neighbor, and state information.
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Action user@R1> show pim join extensive
Instance: PIM.master Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 224.1.1.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.13.2
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0            
    Upstream neighbor: 10.10.1.2
    Upstream state: None
    Bidirectional accepting interfaces:
        Interface: ge-0/0/1.0    (RPF)
        Interface: lo0.0         (DF Winner)

Group: 224.1.3.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.1.3
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0 (RP Link)
    Upstream neighbor: Direct
    Upstream state: Local RP
    Bidirectional accepting interfaces:
        Interface: ge-0/0/1.0    (RPF)
        Interface: lo0.0         (DF Winner)
        Interface: xe-2/1/0.0    (DF Winner)

Group: 225.1.1.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.13.2
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0            
    Upstream neighbor: 10.10.1.2
    Upstream state: None
    Bidirectional accepting interfaces:
        Interface: ge-0/0/1.0    (RPF)
        Interface: lo0.0         (DF Winner)

Group: 225.1.3.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.1.3
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0 (RP Link)
    Upstream neighbor: Direct
    Upstream state: Local RP
    Bidirectional accepting interfaces:
        Interface: ge-0/0/1.0    (RPF)
        Interface: lo0.0         (DF Winner)
        Interface: xe-2/1/0.0    (DF Winner)

Meaning The output shows a (*,G-range) entry for each active bidirectional RP group range. These

entries provide a hierarchy from which the individual (*,G) routes inherit RP-derived state

(upstream information and accepting interfaces). These entries also provide the control

plane basis for the (*, G-range) forwarding routes that implement the sender-only

branches of the tree.
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Displaying the Designated Forwarder

Purpose Display RP address information and confirm the DF elected.

Action user@R1> show pim bidirectional df-election
Instance: PIM.master Family: INET

RPA: 10.10.1.3
Group ranges: 224.1.3.0/24, 225.1.3.0/24
Interfaces:
    ge-0/0/1.0    (RPL)      DF: none
    lo0.0         (Win)      DF: 10.255.179.246
    xe-2/1/0.0    (Win)      DF: 10.10.2.1

RPA: 10.10.13.2
Group ranges: 224.1.1.0/24, 225.1.1.0/24
Interfaces:
    ge-0/0/1.0    (Lose)     DF: 10.10.1.2
    lo0.0         (Win)      DF: 10.255.179.246
    xe-2/1/0.0    (Lose)     DF: 10.10.2.2

Displaying the PIM Interfaces

Purpose Verify that the PIM interfaces have bidirectional-sparse-dense (SDB) mode assigned.

Action user@R1> show pim interfaces
Instance: PIM.master

Stat = Status, V = Version, NbrCnt = Neighbor Count,
S = Sparse, D = Dense, B = Bidirectional,
DR = Designated Router, P2P = Point-to-point link,
Active = Bidirectional is active, NotCap = Not Bidirectional Capable

Name               Stat Mode IP V State        NbrCnt JoinCnt(sg/*g) DR address
ge-0/0/1.0         Up   SDB   4 2 NotDR,Active      1 0/0            10.10.1.2
lo0.0              Up   SDB   4 2 DR,Active         0 9901/100       10.255.179.246
xe-2/1/0.0         Up   SDB   4 2 NotDR,Active      1 0/0            10.10.2.2

Checking the PIM Neighbors

Purpose Check that the router detects that its neighbors are enabled for bidirectional PIM by

verifying that the B option is displayed.

Action user@R1> show pim neighbors
Instance: PIM.master
B = Bidirectional Capable, G = Generation Identifier,
H = Hello Option Holdtime, L = Hello Option LAN Prune Delay,
P = Hello Option DR Priority, T = Tracking Bit

Interface           IP V Mode        Option       Uptime Neighbor addr
ge-0/0/1.0           4 2             HPLGBT     00:06:46 10.10.1.2      
xe-2/1/0.0           4 2             HPLGBT     00:06:46 10.10.2.2      

Checking the Route to the Rendezvous Points

Purpose Check the interface route to the rendezvous points.
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Action user@R1> show route 10.10.13.2
inet.0: 56 destinations, 56 routes (55 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

10.10.13.0/24      *[OSPF/10] 00:04:35, metric 4
                    > to 10.10.1.2 via ge-0/0/1.0

user@R1> show route 10.10.1.3
inet.0: 56 destinations, 56 routes (55 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

10.10.1.0/24       *[Direct/0] 00:06:25
                    > via ge-0/0/1.0

Verifying Multicast Routes

Purpose Verify the multicast traffic route for each group.

For bidirectional PIM, the showmulticast routeextensivecommand shows the (*, G/prefix)

forwarding routes and the list of interfaces that accept bidirectional PIM traffic.
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Action user@R1> showmulticast route extensive
Family: INET

Group: 224.0.0.0/4 
    Source: *
    Incoming interface list: 
        lo0.0 ge-0/0/1.0 xe-4/1/0.0
    Downstream interface list: 
        ge-0/0/1.0
    Session description: zeroconfaddr
    Statistics: 0 kBps, 0 pps, 0 packets
    Next-hop ID: 2097157
    Incoming interface list ID: 559
    Upstream protocol: PIM
    Route state: Active
    Forwarding state: Forwarding
    Cache lifetime/timeout: forever
    Wrong incoming interface notifications: 0

Group: 224.1.1.0/24
    Source: *
    Incoming interface list: 
        lo0.0 ge-0/0/1.0
    Downstream interface list: 
        ge-0/0/1.0
    Session description: NOB Cross media facilities
    Statistics: 0 kBps, 0 pps, 0 packets
    Next-hop ID: 2097157
    Incoming interface list ID: 579
    Upstream protocol: PIM
    Route state: Active
    Forwarding state: Forwarding
    Cache lifetime/timeout: forever
    Wrong incoming interface notifications: 0

Group: 224.1.3.0/24
    Source: *
    Incoming interface list: 
        lo0.0 ge-0/0/1.0 xe-4/1/0.0
    Downstream interface list: 
        ge-0/0/1.0
    Session description: NOB Cross media facilities
    Statistics: 0 kBps, 0 pps, 0 packets
    Next-hop ID: 2097157
    Incoming interface list ID: 556
    Upstream protocol: PIM
    Route state: Active
    Forwarding state: Forwarding
    Cache lifetime/timeout: forever
    Wrong incoming interface notifications: 0

Group: 225.1.1.0/24
    Source: *                           
    Incoming interface list: 
        lo0.0 ge-0/0/1.0
    Downstream interface list: 
        ge-0/0/1.0
    Session description: Unknown
    Statistics: 0 kBps, 0 pps, 0 packets
    Next-hop ID: 2097157
    Incoming interface list ID: 579
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    Upstream protocol: PIM
    Route state: Active
    Forwarding state: Forwarding
    Cache lifetime/timeout: forever
    Wrong incoming interface notifications: 0

Group: 225.1.3.0/24
    Source: *
    Incoming interface list: 
        lo0.0 ge-0/0/1.0 xe-4/1/0.0
    Downstream interface list: 
        ge-0/0/1.0
    Session description: Unknown
    Statistics: 0 kBps, 0 pps, 0 packets
    Next-hop ID: 2097157
    Incoming interface list ID: 556
    Upstream protocol: PIM
    Route state: Active
    Forwarding state: Forwarding
    Cache lifetime/timeout: forever
    Wrong incoming interface notifications: 0

Meaning For information about how the incoming and outgoing interface lists are derived, see the

forwarding rules in RFC 5015.

ViewingMulticast Next Hops

Purpose Verify that the correct accepting interfaces are shown in the incoming interface list.

Action user@R1> showmulticast next-hops
Family: INET
ID          Refcount KRefcount Downstream interface
2097157           10         5 ge-0/0/1.0

Family: Incoming interface list
ID          Refcount KRefcount Downstream interface
579                5         2 lo0.0
                               ge-0/0/1.0
556                5         2 lo0.0
                               ge-0/0/1.0
                               xe-4/1/0.0
559                3         1 lo0.0
                               ge-0/0/1.0
                               xe-4/1/0.0

Meaning The nexthop IDs for the outgoing and incoming next hops are referenced directly in the

showmulticast route extensive command.

Configuring Static RP

• Understanding Static RP on page 91

• Configuring Local PIM RPs on page 91

• Example: Configuring PIM Sparse Mode and RP Static IP Addresses on page 93

• Configuring the Static PIM RP Address on the Non-RP Routing Device on page 95
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Understanding Static RP

Protocol Independent Multicast (PIM) sparse mode is the most common multicast

protocol used on the Internet. PIM sparse mode is the default mode whenever PIM is

configured on any interface of the device. However, because PIM must not be configured

on the network management interface, you must disable it on that interface.

Each any-source multicast (ASM) group has a shared tree through which receivers learn

about new multicast sources and new receivers learn about all multicast sources. The

rendezvous point (RP) router is the root of this shared tree and receives the multicast

traffic from the source. To receive multicast traffic from the groups served by the RP, the

device must determine the IP address of the RP for the source.

You can configure a static rendezvous point (RP) configuration that is similar to static

routes. A static configuration has the benefit of operating in PIM version 1 or version 2.

When you configure the static RP, the RP address that you select for a particular group

must be consistent across all routers in a multicast domain.

One common way for the device to locate RPs is by static configuration of the IP address

of the RP. A static configuration is simple and convenient. However, if the statically

defined RP router becomes unreachable, there is no automatic failover to another RP

router. To remedy this problem, you can use anycast RP.

Configuring Local PIM RPs

Local RP configuration makes the routing device a statically defined RP. Consider statically

defining an RP if the network does not have many different RPs defined or if the RP

assignment does not change very often. The Junos IPv6 PIM implementation supports

only static RP configuration. Automatic RP announcement and bootstrap routers are not

available with IPv6.

You can configure a local RP globally or for a routing instance. This example shows how

to configure a local RP in a routing instance for IPv4 or IPv6.

To configure the routing device’s RP properties:

1. Configure the routing instance as the local RP.

[routing-instances VPN-A protocols pim]
user@host# set rp local

2. Configure the IP protocol family and IP address.

IPv6 PIM hello messages are sent to every interface on which you configure family

inet6, whether at the PIM level of the hierarchy or not. As a result, if you configure an

interface with both family inet at the [edit interface interface-name] hierarchy level

and family inet6 at the [edit protocols pim interface interface-name] hierarchy level,

PIM sends both IPv4 and IPv6 hellos to that interface.

By default, PIM operates in sparse mode on an interface. If you explicitly configure

sparse mode, PIM uses this setting for all IPv6 multicast groups. However, if you

configure sparse-dense mode, PIM does not accept IPv6 multicast groups as dense

groups and operates in sparse mode over them.
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[edit routing-instances VPN-A protocols pim rp local]
user@host# set family inet6 address 2001:db8:85a3::8a2e:370:7334
user@host# set family inet address 10.1.2.254

3. (IPv4 only) Configure the routing device’s RP priority.

NOTE: The priority statement is not supported for IPv6, but is included

here for informational purposes. The routing device’s priority value for
becoming the RP is included in the bootstrapmessages that the routing
device sends. Use a smaller number to increase the likelihood that the
routingdevicebecomestheRPfor localmulticastgroups.EachPIMrouting
deviceuses thepriority valueandother factors todetermine thecandidate
RPs for a particular group range. After the set of candidate RPs is
distributed, each routing device determines algorithmically the RP from
the candidate RP set using a hash function. By default, the priority value
is set to 1. If this value is set to 0, the bootstrap router can override the
group range being advertised by the candidate RP.

[edit routing-instances VPN-A protocols pim rp local]
user@host# set priority 5

4. Configure the groups for which the routing device is the RP.

By default, a routing device running PIM is eligible to be the RP for all IPv4 or IPv6

groups (224.0.0.0/4 or FF70::/12 to FFF0::/12). The following example limits the groups

for which this routing device can be the RP.

[edit routing-instances VPN-A protocols pim rp local]
user@host# set group-ranges fec0::/10
user@host# set group-ranges 10.1.2.0/24

5. (IPv4 only) Modify the local RP hold time.

If the local routing device is configured as an RP, it is considered a candidate RP for

its local multicast groups. For candidate RPs, the hold time is used by the bootstrap

router to time out RPs, and applies to the bootstrap RP-set mechanism. The RP hold

time is part of the candidate RP advertisement message sent by the local routing

device to the bootstrap router. If the bootstrap router does not receive a candidate

RP advertisement from an RP within the hold time, it removes that routing device

from its list of candidate RPs. The default hold time is 150 seconds.

[edit routing-instances VPN-A protocols pim rp local]
user@host# set hold-time 200

6. (Optional) Override dynamic RP for the specified group address range.

If you configure both static RP mapping and dynamic RP mapping (such as auto-RP)

in a single routing instance, allow the static mapping to take precedence for the given

static RP group range, and allow dynamic RP mapping for all other groups.

If you exclude this statement from the configuration and you use both static and

dynamic RP mechanisms for different group ranges within the same routing instance,

the dynamic RP mapping takes precedence over the static RP mapping, even if static

RP is defined for a specific group range.
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[edit routing-instances VPN-A protocols pim rp local]
user@host# set override

7. Monitor the operation of PIM by running the showpim commands. Run showpim? to

display the supported commands.

Example: Configuring PIM SparseMode and RP Static IP Addresses

This example shows how to configure PIM sparse mode and RP static IP addresses.

• Requirements on page 93

• Overview on page 93

• Configuration on page 93

• Verification on page 95

Requirements

Before you begin:

1. Determine whether the router is directly attached to any multicast sources. Receivers

must be able to locate these sources.

2. Determine whether the router is directly attached to any multicast group receivers. If

receivers are present, IGMP is needed.

3. Determine whether to configure multicast to use sparse, dense, or sparse-dense mode.

Each mode has different configuration considerations.

4. Determine the address of the RP if sparse or sparse-dense mode is used.

5. Determine whether to locate the RP with the static configuration, BSR, or auto-RP

method.

6. Determine whether to configure multicast to use its own RPF routing table when

configuring PIM in sparse, dense, or sparse-dense mode.

7. Configure the SAP and SDP protocols to listen for multicast session announcements.

8. Configure IGMP.

Overview

In this example, you set the interface value to all and disable the ge-0/0/0 interface.

Then you configure the IP address of the RP as 192.168.14.27.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set protocols pim interface all
set protocols pim interface ge-0/0/0 disable
set protocols pim rp static address 192.168.14.27
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure PIM sparse mode and the RP static IP address:

1. Configure PIM.

[edit]
user@host# edit protocols pim

2. Set the interface value.

[edit protocols pim]
user@host# set pim interface all

3. Disable PIM on the network management interface.

[edit protocols pim interface]
user@host# set pim interface ge-0/0/0 unit 0 disable

4. Configure RP.

[edit]
user@host# edit protocols pim rp

5. Configure the IP address of the RP.

[edit]
user@host# set static address 192.168.14.27

Results From configuration mode, confirm your configuration by entering the show protocols

command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

[edit]
user@host# show protocols
pim {
rp {
static {
address 192.168.14.27;
}

}
interface all;
interface ge-0/0/0.0 {
disable;
}

}

If you are done configuring the device, enter commit from configuration mode.
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Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying SAP and SDP Addresses and Ports on page 95

• Verifying the IGMP Version on page 95

• Verifying the PIM Mode and Interface Configuration on page 95

Verifying SAP and SDP Addresses and Ports

Purpose Verify that SAP and SDP are configured to listen on the correct group addresses and

ports.

Action From operational mode, enter the show sap listen command.

Verifying the IGMP Version

Purpose Verify that IGMP version 2 is configured on all applicable interfaces.

Action From operational mode, enter the show igmp interface command.

Verifying the PIMMode and Interface Configuration

Purpose Verify that PIM sparse mode is configured on all applicable interfaces.

Action From operational mode, enter the show pim interfaces command.

Configuring the Static PIM RP Address on the Non-RP Routing Device

Consider statically defining an RP if the network does not have many different RPs defined

or if the RP assignment does not change very often. The Junos IPv6 PIM implementation

supports only static RP configuration. Automatic RP announcement and bootstrap routers

are not available with IPv6.

You configure a static RP address on the non-RP routing device. This enables the non-RP

routing device to recognize the local statically defined RP. For example, if R0 is a non-RP

router and R1 is the local RP router, you configure R0 with the static RP address of R1.

The static IP address is the routable address assigned to the loopback interface on R1.

In the following example, the loopback address of the RP is

2001:db8:85a3::8a2e:370:7334.

You can configure a static RP address globally or for a routing instance. This example

shows how to configure a static RP address in a routing instance for IPv6.

To configure the static RP address:

1. On a non-RP routing device, configure the routing instance to point to the routable

address assigned to the loopback interface of the RP.

[routing-instances VPN-A protocols pim rp]
user@host# set static address 2001:db8:85a3::8a2e:370:7334
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NOTE: Logical systems are also supported. You can configure a static RP
address in a logical system only if the logical system is not directly
connected to a source.

2. (Optional) Set the PIM sparse mode version.

For each static RP address, you can optionally specify the PIM version. The default

PIM version is version 1.

[edit routing-instances VPN-A protocols pim rp]
user@host# set static address 2001:db8:85a3::8a2e:370:7334 version 2

NOTE: The default PIM version can be version 1 or version 2, depending
on themode you are configuring. PIM version 1 is the default for RPmode
([edit pim rp static address address]). PIM version 2 is the default for

interfacemode ([edit pim interface interface-name]). Explicitly configured

versions override the defaults.

3. (Optional) Set the group address range.

By default, a routing device running PIM is eligible to be the RP for all IPv4 or IPv6

groups (224.0.0.0/4 or FF70::/12 to FFF0::/12). The following example limits the groups

for which the 2001:db8:85a3::8a2e:370:7334 address can be the RP.

[edit routing-instances VPN-A protocols pim rp]
user@host#setstaticaddress2001:db8:85a3::8a2e:370:7334group-rangesfec0::/10

The RP that you select for a particular group must be consistent across all routers in

a multicast domain.

4. (Optional) Override dynamic RP for the specified group address range.

If you configure both static RP mapping and dynamic RP mapping (such as auto-RP)

in a single routing instance, allow the static mapping to take precedence for the given

static RP group range, and allow dynamic RP mapping for all other groups.

If you exclude this statement from the configuration and you use both static and

dynamic RP mechanisms for different group ranges within the same routing instance,

the dynamic RP mapping takes precedence over the static RP mapping, even if static

RP is defined for a specific group range.

[edit routing-instances VPN-A protocols pim rp static address
2001:db8:85a3::8a2e:370:7334]

user@host# set override

5. Monitor the operation of PIM by running the showpim commands. Run showpim? to

display the supported commands.

Related
Documentation

Configuring PIM Auto-RP on page 109•

• Configuring PIM Bootstrap Router on page 105

• Configuring a Designated Router for PIM on page 49
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• Examples: Configuring PIM Sparse Mode on page 51

• Configuring Basic PIM Settings on page 35

Example: Configuring Anycast RP

• Understanding RP Mapping with Anycast RP on page 97

• Example: Configuring Multiple RPs in a Domain with Anycast RP on page 97

• Example: Configuring PIM Anycast With or Without MSDP on page 100

• Configuring a PIM Anycast RP Router Using Only PIM on page 103

Understanding RPMapping with Anycast RP

Having a single active rendezvous point (RP) per multicast group is much the same as

having a single server providing any service. All traffic converges on this single point,

although other servers are sitting idle, and convergence is slow when the resource fails.

In multicast specifically, there might be closer RPs on the shared tree, so the use of a

single RP is suboptimal.

For the purposes of load balancing and redundancy, you can configure anycast RP. You

can use anycast RP within a domain to provide redundancy and RP load sharing. When

an RP fails, sources and receivers are taken to a new RP by means of unicast routing.

When you configure anycast RP, you bypass the restriction of having one active RP per

multicast group, and instead deploy multiple RPs for the same group range. The RP

routers share one unicast IP address. Sources from one RP are known to other RPs that

use the Multicast Source Discovery Protocol (MSDP). Sources and receivers use the

closest RP, as determined by the interior gateway protocol (IGP).

Anycast means that multiple RP routers share the same unicast IP address. Anycast

addresses are advertised by the routing protocols. Packets sent to the anycast address

are sent to the nearest RP with this address. Anycast addressing is a generic concept

and is used in PIM sparse mode to add load balancing and service reliability to RPs.

Anycast RP is defined in Internet draft draft-ietf-mboned-anycast-rp-08.txt, Anycast RP

Mechanism Using PIM and MSDP. To access Internet RFCs and drafts, go to the IETF

website at http://www.ietf.org .

Example: ConfiguringMultiple RPs in a Domain with Anycast RP

This example shows how to configure anycast RP on each RP router in the PIM-SM

domain. With this configuration you can deploy more than one RP for a single group

range. This enables load balancing and redundancy.

• Requirements on page 98

• Overview on page 98

• Configuration on page 98

• Verification on page 100
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Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

• Configure PIM Sparse Mode on the interfaces. See “Enabling PIM Sparse Mode” on

page 55.

Overview

When you configure anycast RP, the RP routers in the PIM-SM domain use a shared

address. In this example, the shared address is 10.1.1.2/32. Anycast RP uses Multicast

Source Discovery Protocol (MSDP) to discover and maintain a consistent view of the

active sources. Anycast RP also requires an RP selection method, such as static, auto-RP,

or bootstrap RP. This example uses static RP and shows only one RP router configuration.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

RP Routers set interfaces lo0 unit 0 family inet address 192.168.132.1/32 primary
set interfaces lo0 unit 0 family inet address 10.1.1.2/32
set protocolsmsdp local-address 192.168.132.1
set protocolsmsdp peer 192.168.12.1
set protocols pim rp local address 10.1.1.2
set routing-options router-id 192.168.132.1

Non-RP Routers set protocols pim rp static address 10.1.1.2

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure anycast RP:

1. On each RP router in the domain, configure the shared anycast address on the
router’s loopback address.

[edit interfaces]
user@host# set lo0 unit 0 family inet address 10.1.1.2/32

2. On each RP router in the domain, make sure that the router’s regular loopback
address is the primary address for the interface, and set the router ID.

[edit interfaces]
user@host# set lo0 unit 0 family inet address 192.168.132.1/32 primary

[edit routing-options]
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user@host# set router-id 192.168.132.1

3. On each RP router in the domain, configure the local RP address, using the shared
address.

[edit protocols pim]
user@host# set rp local address 10.1.1.2

4. On each RP router in the domain, create MSDP sessions to the other RPs in the
domain.

[edit protocols msdp]
user@host# set local-address 192.168.132.1
user@host# set peer 192.168.12.1

5. On each non-RP router in the domain, configure a static RP address using the shared
address.

[edit protocols pim]
user@host# set rp static address 10.1.1.2

6. If you are done configuring the devices, commit the configuration.

user@host# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, and show routing-options commands. If the output does not display the

intended configuration, repeat the instructions in this example to correct the configuration.

user@host# show interfaces
lo0 {
unit 0 {
family inet {
address 192.168.132.1/32 {
primary;

}
address 10.1.1.2/32;

}
}

}

On the RP routers:

user@host# show protocols
msdp {
local-address 192.168.132.1;
peer 192.168.12.1;

}
pim {
rp {
local {
address 10.1.1.2;

}
}

}
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On the non-RP routers:

user@host# show protocols
pim {
rp {
static {
address 10.1.1.2;

}
}

}

user@host# show routing-options
router-id 192.168.132.1;

Verification

To verify the configuration, run the show pim rps extensive inet command.

Example: Configuring PIM AnycastWith orWithout MSDP

When you configure anycast RP, you bypass the restriction of having one active rendezvous

point (RP) per multicast group, and instead deploy multiple RPs for the same group

range. The RP routers share one unicast IP address. Sources from one RP are known to

other RPs that use the Multicast Source Discovery Protocol (MSDP). Sources and receivers

use the closest RP, as determined by the interior gateway protocol (IGP).

You can use anycast RP within a domain to provide redundancy and RP load sharing.

When an RP stops operating, sources and receivers are taken to a new RP by means of

unicast routing.

You can configure anycast RP to use PIM and MSDP for IPv4, or PIM alone for both IPv4

and IPv6 scenarios. Both are discussed in this section.

We recommend a static RP mapping with anycast RP over a bootstrap router and auto-RP

configuration because it provides all the benefits of a bootstrap router and auto-RP

without the complexity of the BSR and auto-RP mechanisms.

All systems on a subnet must run the same version of PIM.

The default PIM version can be version 1 or version 2, depending on the mode you are

configuring. PIMv1 is the default RP mode (at the [edit protocols pim rp static address

address] hierarchy level). However, PIMv2 is the default for interface mode (at the [edit

protocols pim interface interface-name] hierarchy level). Explicitly configured versions

override the defaults. This example explicitly configures PIMv2 on the interfaces.

The following example shows an anycast RP configuration for the RP routers, first with

MSDP and then using PIM alone, and for non-RP routers.

1. For a network using an RP with MSDP, configure the RP using the lo0 loopback

interface, which is always up. Include the address statement and specify the unique

and routable router ID and the RP address at the [edit interfaces lo0unit 0 family inet]

hierarchy level. In this example, the router ID is 198.58.3.254and the shared RP address

is 198.58.3.253. Include the primary statement for the first address. Including the
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primary statement selects the router’s primary address from all the preferred addresses

on all interfaces.

interfaces {
lo0 {
description "PIM RP";
unit 0 {
family inet {
address 198.58.3.254/32;
primary;
address 198.58.3.253/32;

}
}

}
}

2. Specify the RP address. Include the address statement at the [edit protocols pim rp

local] hierarchy level (the same address as the secondary lo0 interface).

For all interfaces, include the mode statement to set the mode to sparse and the

version statement to specify PIM version 2 at the [edit protocols pim rp local interface

all] hierarchy level. When configuring all interfaces, exclude the fxp0.0 management

interface by including the disable statement for that interface.

protocols {
pim {
rp {
local {
family inet;
address 198.58.3.253;

}
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}

}
}

3. Configure MSDP peering. Include the peer statement to configure the address of the

MSDP peer at the [edit protocolsmsdp] hierarchy level. For MSDP peering, use the

unique, primary addresses instead of the anycast address. To specify the local address

for MSDP peering, include the local-address statement at the [edit protocolsmsdp

peer] hierarchy level.

protocols {
msdp {
peer 198.58.3.250 {
local-address address 198.58.3.254;

}
}

}
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NOTE: If youneed to configure aPIMRP for both IPv4and IPv6 scenarios,
perform Step 4 and Step 5. Otherwise, go to Step 6.

4. Configure an RP using the lo0 loopback interface, which is always up. Include the

address statement to specify the unique and routable router address and the RP

address at the [edit interfaces lo0 unit 0 family inet] hierarchy level. In this example,

the router ID is 198.58.3.254 and the shared RP address is 198.58.3.253. Include the

primary statement on the first address. Including the primary statement selects the

router’s primary address from all the preferred addresses on all interfaces.

interfaces {
lo0 {
description "PIM RP";
unit 0 {
family inet {
address 198.58.3.254/32 {
primary;

}
address 198.58.3.253/32;

}
}

}
}

5. Include the address statement at the [edit protocols pim rp local] hierarchy level to

specify the RP address (the same address as the secondary lo0 interface).

For all interfaces, include the mode statement to set the mode to sparse, and the

version statement to specify PIM version 2 at the [edit protocols pim rp local interface

all] hierarchy level. When configuring all interfaces, exclude the fxp0.0 management

interface by Including the disable statement for that interface.

Include the anycast-pim statement to configure anycast RP without MSDP (for

example, if IPv6 is used for multicasting). The other RP routers that share the same

IP address are configured using the rp-set statement. There is one entry for each RP,

and the maximum that can be configured is 15. For each RP, specify the routable IP

address of the router and whether MSDP source active (SA) messages are forwarded

to the RP.

MSDP configuration is not necessary for this type of IPv4 anycast RP configuration.

protocols {
pim {
rp {
local {
family inet {
address 198.58.3.253;
anycast-pim {
rp-set {
address 198.58.3.240;
address 198.58.3.241 forward-msdp-sa;

}
local-address 198.58.3.254; #If not configured, use lo0 primary
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}
}

}
}
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}

}

6. Configure the non-RP routers. The anycast RP configuration for a non-RP router is

the same whether MSDP is used or not. Specify a static RP by adding the address at

the [edit protocols pim rp static] hierarchy level. Include the version statement at the

[edit protocols pim rp static address] hierarchy level to specify PIM version 2.

protocols {
pim {
rp {
static {
address 198.58.3.253 {
version 2;

}
}

}
}

}

7. Include the mode statement at the [edit protocols pim interface all] hierarchy level to

specify sparse mode on all interfaces. Then include the version statement at the [edit

protocols pim rp interface allmode] to configure all interfaces for PIM version 2. When

configuring all interfaces, exclude the fxp0.0 management interface by including the

disable statement for that interface.

protocols {
pim {
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}

}

Configuring a PIM Anycast RP Router Using Only PIM

In this example, configure an RP using the lo0 loopback interface, which is always up.

Use the address statement to specify the unique and routable router address and the

RP address at the [edit interfaces lo0 unit 0 family inet] hierarchy level. In this case, the

router ID is 198.58.3.254/32 and the shared RP address is 198.58.3.253/32. Add the flag
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statementprimary to the first address. Using this flag selects the router's primary address

from all the preferred addresses on all interfaces.

interfaces {
lo0 {
description "PIM RP";
unit 0 {
family inet {
address 198.58.3.254/32 {
primary;

}
address 198.58.3.253/32;

}
}

}
}

Add the address statement at the [edit protocols pim rp local] hierarchy level to specify

the RP address (the same address as the secondary lo0 interface).

For all interfaces, use the mode statement to set the mode to sparse, and include the

version statement to specify PIM version 2 at the [edit protocols pim rp local interface all]

hierarchy level. When configuring all interfaces, exclude the fxp0.0management interface

by adding the disable statement for that interface.

Use the anycast-pim statement to configure anycast RP without MSDP (for example, if

IPv6 is used for multicasting). The other RP routers that share the same IP address are

configured using the rp-set statement. There is one entry for each RP, and the maximum

that can be configured is 15. For each RP, specify the routable IP address of the router

and whether MSDP source active (SA) messages are forwarded to the RP.

protocols {
pim {
rp {
local {
family inet {
address 198.58.3.253;
anycast-pim {
rp-set {
address 198.58.3.240;
address 198.58.3.241 forward-msdp-sa;

}
local-address 198.58.3.254; #If not configured, use lo0 primary

}
}

}
}
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}
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}

MSDP configuration is not necessary for this type of IPv4 anycast RP configuration.

Related
Documentation

Configuring PIM Auto-RP on page 109•

• Configuring PIM Bootstrap Router on page 105

• Configuring a Designated Router for PIM on page 49

• Examples: Configuring PIM Sparse Mode on page 51

• Configuring Basic PIM Settings on page 35

Configuring PIM Bootstrap Router

• Understanding the PIM Bootstrap Router on page 105

• Configuring PIM Bootstrap Properties for IPv4 on page 105

• Configuring PIM Bootstrap Properties for IPv4 or IPv6 on page 107

• Example: Rejecting PIM Bootstrap Messages at the Boundary

of a PIM Domain on page 108

• Example: Configuring PIM BSR Filters on page 109

Understanding the PIM Bootstrap Router

To determine which router is the rendezvous point (RP), all routers within a PIM

sparse-mode domain collect bootstrap messages. A PIM sparse-mode domain is a group

of routers that all share the same RP router. The domain bootstrap router initiates

bootstrap messages, which are sent hop by hop within the domain. The routers use

bootstrap messages to distribute RP information dynamically and to elect a bootstrap

router when necessary.

Configuring PIM Bootstrap Properties for IPv4

For correct operation, every multicast router within a PIM domain must be able to map

a particular multicast group address to the same Rendezvous Point (RP). The bootstrap

router mechanism is one way that a multicast router can learn the set of group-to-RP

mappings. Bootstrap routers are supported in IPv4 and IPv6.

NOTE: For legacyconfigurationpurposes, thereare twosections thatdescribe
the configuration of bootstrap routers: one section for both IPv4 and IPv6,
and this section,which is for IPv4only. Themethoddescribed in “Configuring
PIM Bootstrap Properties for IPv4 or IPv6” on page 107 is recommended. A
commit error occurs if the same IPv4 bootstrap statements are included in
both the IPv4-onlyand the IPv4-and-IPv6sectionsof thehierarchy.Theerror
message is “duplicate IPv4 bootstrap configuration.”

To determine which routing device is the RP, all routing devices within a PIM domain

collect bootstrap messages. A PIM domain is a contiguous set of routing devices that

implement PIM. All are configured to operate within a common boundary. The domain's
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bootstrap router initiates bootstrap messages, which are sent hop by hop within the

domain. The routing devices use bootstrap messages to distribute RP information

dynamically and to elect a bootstrap router when necessary.

PIM bootstrap messages are sourced from the loopback address, which is always up.

The loopback address must be routable; if it is not routable, then the bootstrap router is

unable to send bootstrap messages to update the RP domain members. See Configuring

the Loopback Interface for information about configuring a loopback interface.

You can configure bootstrap properties globally or for a routing instance. This example

shows the global configuration.

To configure the bootstrap router properties:

1. Configure the bootstrap priority.

By default, each routing device has a bootstrap priority of 0, which means the routing

device can never be the bootstrap router. A priority of 0 disables the function for IPv4

and does not cause the routing device to send bootstrap router packets with a 0 in

the priority field. The routing device with the highest priority value is elected to be the

bootstrap router. In the case of a tie, the routing device with the highest IP address is

elected to be the bootstrap router. A simple bootstrap configuration assigns a

bootstrap priority value to a routing device.

[edit protocols pim rp]
user@host# set bootstrap-priority 3

2. (Optional) Create import and export policies to control the flow of IPv4 bootstrap

messages to and from the RP, and apply the policies to PIM. Import and export policies

are useful when some of the routers in your PIM domain have interfaces that connect

to other PIM domains. Configuring a policy prevents bootstrap messages from crossing

domain boundaries. The bootstrap-import statement prevents messages from being

imported into the RP. The bootstrap-export statement prevents messages from being

exported from the RP.

[edit protocols pim rp]
user@host# set bootstrap-import pim-bootstrap-import
user@host# set bootstrap-export pim-bootstrap-export

3. Configure the policies.

[edit policy-options policy-statement pim-bootstrap-import]
user@host# set from interface se-0/0/0
user@host# set then reject

[edit policy-options policy-statement pim-bootstrap-export]
user@host# set from interface se-0/0/0
user@host# set then reject

4. Monitor the operation of PIM bootstrap routers by running the show pim bootstrap

command.
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Configuring PIM Bootstrap Properties for IPv4 or IPv6

For correct operation, every multicast router within a PIM domain must be able to map

a particular multicast group address to the same Rendezvous Point (RP). The bootstrap

router mechanism is one way that a multicast router can learn the set of group-to-RP

mappings. Bootstrap routers are supported in IPv4 and IPv6.

NOTE: For legacyconfigurationpurposes, thereare twosections thatdescribe
the configuration of bootstrap routers: one section for IPv4 only, and this
section,which is forboth IPv4and IPv6.Themethoddescribed in this section
is recommended. A commit error occurs if the same IPv4 bootstrap
statementsare included inboth the IPv4-onlyandthe IPv4-and-IPv6sections
of the hierarchy. The error message is “duplicate IPv4 bootstrap
configuration.”

To determine which routing device is the RP, all routing devices within a PIM domain

collect bootstrap messages. A PIM domain is a contiguous set of routing devices that

implement PIM. All devices are configured to operate within a common boundary. The

domain's bootstrap router initiates bootstrap messages, which are sent hop by hop within

the domain. The routing devices use bootstrap messages to distribute RP information

dynamically and to elect a bootstrap router when necessary.

PIM bootstrap messages are sourced from the loopback address, which is always up.

The loopback address must be routable; if it is not routable, then the bootstrap router is

unable to send bootstrap messages to update the RP domain members. See Configuring

the Loopback Interface for information about configuring a loopback interface.

You can configure bootstrap properties globally or for a routing instance. This example

shows the global configuration.

To configure the bootstrap router properties:

1. Configure the bootstrap priority.

By default, each routing device has a bootstrap priority of 0, which means the routing

device can never be the bootstrap router. The routing device with the highest priority

value is elected to be the bootstrap router. In the case of a tie, the routing device with

the highest IP address is elected to be the bootstrap router. A simple bootstrap

configuration assigns a bootstrap priority value to a routing device.

NOTE: In the IPv4-only configuration, specifying a bootstrap priority of 0
disables the bootstrap function and does not cause the routing device to
send BSR packets with a 0 in the priority field. In the configuration shown
here, specifying a bootstrap priority of 0 does not disable the function,
but causes the routing device to send BSR packets with a 0 in the priority
field. Todisable thebootstrap function in the IPv4and IPv6 configuration,
delete the bootstrap statement.
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user@host# edit protocols pim rp
user@host# set bootstrap family inet priority 3

2. (Optional) Create import and export policies to control the flow of bootstrap messages

to and from the RP, and apply the policies to PIM. Import and export policies are useful

when some of the routers in your PIM domain have interfaces that connect to other

PIM domains. Configuring a policy prevents bootstrap messages from crossing domain

boundaries. The import statement prevents messages from being imported into the

RP. The export statement prevents messages from being exported from the RP.

[edit protocols pim rp]
user@host# set bootstrap family inet import pim-bootstrap-import
user@host# set bootstrap family inet export pim-bootstrap-export

3. Configure the policies.

[edit policy-options policy-statement pim-bootstrap-import]
user@host# set from interface se-0/0/0
user@host# set then reject
user@host# exit
user@host# edit policy-options policy-statement pim-bootstrap-export
user@host# set from interface se-0/0/0
user@host# set then reject

4. Monitor the operation of PIM bootstrap routers by running the show pim bootstrap

command.

Example: Rejecting PIM BootstrapMessages at the Boundary of a PIM Domain

In this example, the from interfaceso-0-1/0then rejectpolicy statement rejects bootstrap

messages from the specified interface (the example is configured for both IPv4 and IPv6

operation):

protocols {
pim {
rp {
bootstrap {
family inet {
priority 1;
import pim-import;
export pim-export;

}
family inet6 {
priority 1;
import pim-import;
export pim-export;

}
}

}
}

}
policy-options {
policy-statement pim-import {
from interface so-0/1/0;
then reject;

}
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policy-statement pim-export {
to interface so-0/1/0;
then reject;

}
}

Example: Configuring PIM BSR Filters

Configure a filter to prevent BSR messages from entering or leaving your network. Add

this configuration to all routers:

protocols {
pim {
rp {
bootstrap-import no-bsr;
bootstrap-export no-bsr;

}
}

}
policy-options {
policy-statement no-bsr {
then reject;

}
}

Related
Documentation

Configuring PIM Auto-RP on page 109•

• Configuring a Designated Router for PIM on page 49

• Examples: Configuring PIM Sparse Mode on page 51

• Configuring Basic PIM Settings on page 35

Configuring PIM Auto-RP

• Understanding PIM Auto-RP on page 109

• Configuring PIM Auto-RP on page 110

Understanding PIM Auto-RP

You can configure a more dynamic way of assigning rendezvous points (RPs) in a multicast

network by means of auto-RP. When you configure auto-RP for a router, the router learns

the address of the RP in the network automatically and has the added advantage of

operating in PIM version 1 and version 2.

Although auto-RP is a nonstandard (non-RFC-based) function that typically uses dense

mode PIM to advertise control traffic, it provides an important failover advantage that

simple static RP assignment does not. You can configure multiple routers as RP

candidates. If the elected RP fails, one of the other preconfigured routers takes over the

RP functions. This capability is controlled by the auto-RP mapping agent.
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Configuring PIM Auto-RP

For correct operation, every multicast router within a PIM domain must be able to map

a particular multicast group address to the same rendezvous point (RP). The auto-RP

mechanism is one way that a multicast router can learn the set of group-to-RP mappings.

Auto-RP automatically distributes mapping information to routing devices. It simplifies

use of multiple RPs for different multicast group ranges, thus allowing multiple RPs to

act as backups for each other. Auto-RP relies on a router to act as the RP mapping agent.

Potential RPs announce themselves to the mapping agent, and the mapping agent

resolves any conflicts.

The mapping agent sends the multicast group-RP mapping information to the other

routers using PIM dense mode. The specific groups used are 224.0.1.39 and .40. The first

(.39) is used to advertise, the second (.40) is used for discovery. Because PIM dense

mode is necessary to enable auto-RP to work, which in turns enables PIM sparse mode

to work, you must configure PIM sparse-dense mode in the PIM domains that use auto-RP.

Although auto-RP is a nonstandard (non-RFC-based) function requiring dense mode

PIM to advertise control traffic, it provides an important failover advantage that static

RP assignment does not. That is, you can configure multiple routing devices as RP

candidates. If the elected RP fails, one of the other preconfigured routing devices takes

over the RP functions. This capability is controlled by the auto-RP mapping agent.

Auto-RP operates in PIM version 1 and version 2.

In most cases, how the routing device handles auto-RP discovery, announce, or mapping

messages depends on whether the routing device is an RP (configured as local RP) or

not. Table 5 on page 110 shows how the routing device behaves depending on the local

RP configuration.

Table 5: Local RP and Auto-RPMessage Types

Routing Device BehaviorLocal RP?Auto-RPMessage Type

Listen for auto-RP mapping messages.Nodiscovery

Listen for auto-RP mapping messages.Yesdiscovery

Listen for auto-RP mapping messages.Noannounce

Listen for auto-RP mapping messages. Send
auto-RP announce messages.

Yesannounce

Listen for auto-RP mapping messages. Listen
for auto-RP announce messages. If elected
mapping agent, send auto-RP mapping
messages.

Nomapping

Copyright © 2013, Juniper Networks, Inc.110

Multicast Protocols Configuration Guide



Table 5: Local RP and Auto-RPMessage Types (continued)

Routing Device BehaviorLocal RP?Auto-RPMessage Type

Listen for auto-RP mapping messages. Send
auto-RP announce messages. Listen for
auto-RP announce messages. If elected
mapping agent, send auto-RP mapping
messages.

Yesmapping

NOTE: If the routing device receives auto-RP announcements split across
multiple messages, the routing device loses the information in the previous
part of themessage as soon as the next part of themessage is received.

You can configure auto-RP properties globally or for a routing instance. This example

shows the global configuration.

To configure auto-RP properties:

1. Configure PIM in sparse-dense mode on all routing devices in the PIM domain.

[edit protocols pim]
user@host# edit
user@host# set interface all mode sparse-dense

This configuration allows the routing device to operate in sparse mode for most groups

and dense mode for others. The default is to operate in sparse mode unless the routing

device is specifically informed of a dense mode group.

2. Configure a routable loopback interface address on all routing devices in the PIM

domain.

The routing device joins the auto-RP groups on the configured interfaces and on the

loopback interface lo0.0. For auto-RP to work correctly, configure a routable IP address

on the loopback interface. The router ID is used as the address for auto-RP updates.

You cannot use the loopback address 127.0.0.1. Also, you must enable PIM

sparse-dense mode on the lo0.0 interface if you do not specify interface all.

[edit interfaces lo0.0 unit 0 family inet]
user@host# set address 192.168.0.3 preferred

3. Configure the two multicast dense groups on all the routing devices.

Auto-RP requires multicast flooding to announce potential RP candidates and to

discover the elected RPs in the network. Multicast flooding occurs through a PIM dense

mode model, where group 224.0.1.39 is used for announce messages and group

224.0.1.40 is used for discovery messages.

[edit protocols pim]
user@host# set dense-groups 224.0.1.39/32
user@host# set dense-groups 224.0.1.40/32
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TIP: Step 3 is required. When auto-RP is enabled, the auto-RP announce
group (224.0.1.39) and auto-RP-discovery group (224.0.1.40)must be
configured explicitly as dense groups.When the auto-RP discovery group
is not configured as a dense group, auto-RP is not enabled. When the
auto-RP announce group is not configured as a dense group, auto-RP is
enabled in the discovery mode only, andmapping and announcemodes
are disabled.

4. Configure the auto-RP announce option.

At least one routing device in the PIM domain must announce auto-RP messages and

at least one must map them, or you can configure a routing device to perform both

functions.

When a routing device sends announce messages in the network, it is advertising itself

as a candidate RP. A routing device configured with this option must also be configured

as an RP, or announce messages are not sent.

[edit protocols pim rp]
user@host# set local address 192.168.0.1
user@host# set auto-rp announce

NOTE: You cannot include the auto-rp announce option at the [edit

logical-systems logical-system-name routing-instances routing-instance-name

protocols pim] hierarchy level.

5. Configure the auto-RP mapping agent.

The mapping agent sends discovery messages to the network, informing all routing

devices in a multicast group of which RP to use. If the mapping agent is also an RP,

the mapping option also allows the routing device to send auto-RP announcements

(mapping on an RP allows the routing device to perform both the announcement and

mapping functions).

[edit protocols pim rp]
user@host# set auto-rpmapping

If the mapping agent is also an RP, configure the mapping agent as a local RP.

[edit protocols pim rp]
user@host# set local address 192.168.0.2

6. Configure mapping agent election.

If you configure themappingoption on more than one routing device in the PIM domain,

configure mapping agent election on each potential mapping agent.

Auto-RP specifications state that mapping agents do not send mapping messages

if they receive messages from a mapping agent with a higher IP address. However,

some vendors' mapping agents continue to announce mappings, even in the presence
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of higher-addressed mapping agents. In other words, some mapping agents will always

send mapping messages.

The default auto-RP operation is to perform mapping agent election. To explicitly

configure mapping agent election, you can include the mapping-agent-election

statement. When this option is configured, the mapping agent will stop sending

mapping messages if it receives messages from a mapping agent with a higher IP

address.

[edit protocols pim rp]
user@host# set auto-rpmappingmapping-agent-election

Mapping message suppression is disabled with the no-mapping-agent-election

statement. When this option is configured, the mapping agent will always send

mapping messages even in the presence of higher-addressed mapping agents.

To disable mapping agent election for compatibility with other vendors' equipment,

include the no-mapping-agent-election statement.

[edit protocols pim rp]
user@host# set auto-rpmapping no-mapping-agent-election

7. Configure the remaining routing devices in the PIM domain to discover the RP.

Discovery enables the routing devices to receive and process discovery messages

from the mapping agent. This is the most basic auto-RP option.

[edit protocols pim rp]
user@host# set auto-rp discovery

8. Monitor the operation of PIM auto-RP routers by running the following commands:

• show pim interfaces

• show pim rps

• show pim rps

9. Issue the show pim rps extensive command to see information about how an RP is

learned, what groups it handles, and the number of groups actively using the RP.

user@host> show pim rps extensive
RP: 192.168.5.1
Learned from 192.168.5.1 via: auto-rp
Time Active: 00:34:29
Holdtime: 150 with 108 remaining
Device Index: 6
Subunit: 32769
Interface: pd-0/0/0.32769
Group Ranges:
        224.0.0.0/4
Active groups using RP:
        224.2.2.100
        total 1 groups active
Register State for RP:
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Group      Source FirstHop        RP Address       StateRP address Type Holdtime
 Timeout 

In the example, the RP at 192.168.5.1 was learned through auto-RP. The RP is able to

support all groups in the 224.0.0.0/4 range (all possible groups). The local router has

sent PIM control traffic for the 224.2.2.100 group to the RP.

Additionally, the presence of a Tunnel Physical Interface Card (PIC) in an RP router

creates a de-encapsulation interface, which allows the RP to receive multicast traffic

from the source. This interface is indicated by pd-0/0/0.32769.

Related
Documentation

Configuring PIM Bootstrap Router on page 105•

• Configuring a Designated Router for PIM on page 49

• Examples: Configuring PIM Sparse Mode on page 51

• Configuring Basic PIM Settings on page 35

Configuring Embedded RP

• Understanding Embedded RP for IPv6 Multicast on page 114

• Configuring PIM Embedded RP for IPv6 on page 116

Understanding Embedded RP for IPv6Multicast

Global IPv6 multicast between routing domains has been possible only with

source-specific multicast (SSM) because there is no way to convey information about

IPv6 multicast RPs between PIM sparse mode RPs. In IPv4 multicast networks, this

information is conveyed between PIM RPs using MSDP, but there is no IPv6 support in

current MSDP standards. IPv6 uses the concept of an embedded RP to resolve this issue

without requiring SSM. This feature embeds the RP address in an IPv6 multicast address.

All IPv6 multicast addresses begin with 8 1-bits (1111 1111) followed by a 4-bit flag field

normally set to 0011. The flag field is set to 0111 when embedded RP is used. Then the

low-order bits of the normally reserved field in the IPv6 multicast address carry the 4-bit

RP interface identifier (RIID).

When the IPv6 address of the RP is embedded in a unicast-prefix-based any-source

multicast (ASM) address, all of the following conditions must be true:

• The address must be an IPv6 multicast address and have 0111 in the flags field (that

is, the address is part of the prefix FF70::/12).

• The 8-bit prefix length (plen) field must not be all 0. An all 0 plen field implies that

SSM is in use.

• The 8-bit prefix length field value must not be greater than 64, which is the length of

the network prefix field in unicast-prefix-based ASM addresses.

The routing platform derives the value of the interdomain RP by copying the prefix length

field number of bits from the 64-bit network prefix field in the received IPv6 multicast

address to an empty 128-bit IPv6 address structure and copying the last bits from the
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4-bit RIID. For example, if the prefix length field bits have the value 32, then the routing

platform copies the first 32 bits of the IPv6 multicast address network prefix field to an

all-0 IPv6 address and appends the last four bits determined by the RIID. See Figure 12

on page 115 for an illustration of this process.

Figure 12: Extracting the Embedded RP IPv6 Address

For example, the administrator of IPv6 network 2001:DB8::/32 sets up an RP for the

2001:DB8:BEEF:FEED::/96 subnet. In that case, the received embedded RP IPv6 ASM

address has the form:

FF70:y40:2001:DB8:BEEF:FEED::/96

and the derived RP IPv6 address has the form:

2001:DB8:BEEF:FEED::y

where y is the RIID (y cannot be 0).

When configured, the routing platform checks for embedded RP information in every

PIM join request received for IPv6. The use of embedded RP does not change the

processing of IPv6 multicast and RPs in any way, except that the embedded RP address

is used if available and selected for use. There is no need to specify the IPv6 address

family for embedded RP configuration because the information can be used only if IPv6

multicast is properly configured on the routing platform.

The following receive events trigger extraction of an IPv6 embedded RP address on the

routing platform:

• Multicast Listener Discovery (MLD) report for an embedded RP multicast group address

• PIM join message with an embedded RP multicast group address

• Static embedded RP multicast group address associated with an interface

• Packets sent to an embedded RP multicast group address received on the DR

The embedded RP node discovered through these events is added if it does not already

exist on the routing platform. The routing platform chooses the embedded RP as the RP

115Copyright © 2013, Juniper Networks, Inc.

Chapter 4: Protocol-Independent Multicast



for a multicast group before choosing an RP learned through BSRs or a statically

configured RP. The embedded RP is removed whenever all PIM join states using this RP

are removed or the configuration changes to remove the embedded RP feature.

Configuring PIM Embedded RP for IPv6

You configure embedded RP to allow multidomain IPv6 multicast networks to find RPs

in other routing domains. Embedded RP embeds an RP address inside PIM join messages

and other types of messages sent between routing domains. Global IPv6 multicast

between routing domains has been possible only with source-specific multicast (SSM)

because there is no way to convey information about IPv6 multicast RPs between PIM

sparse mode RPs. In IPv4 multicast networks, this information is conveyed between PIM

RPs using MSDP, but there is no IPv6 support in current MSDP standards. IPv6 uses the

concept of an embedded RP to resolve this issue without requiring SSM. Thus, embedded

RP enables you can deploy IPv6 with any-source multicast (ASM).

Embedded RP is disabled by default.

When you configure embedded RP for IPv6, embedded RPs are preferred to RPs

discovered by IPv6 any other way. You configure embedded RP independent of any other

IPv6 multicast properties. This feature is applied only when IPv6 multicast is properly

configured.

You can configure embedded RP globally or for a routing instance. This example shows

the routing instance configuration.

To configure embedded RP for IPv6 PIM sparse mode:

1. Define which multicast addresses or prefixes can embed RP address information. If

messages within a group range contain embedded RP information and the group

range is not configured, the embedded RP in that group range is ignored. Any valid

unicast-prefix-based ASM address can be used as a group range. The default group

range is FF70::/12 to FFF0::/12. Messages with embedded RP information that do not

match any configured group ranges are treated as normal multicast addresses.

[edit routing-instances vpn-A protocols pim rp embedded-rp]
user@host# set group-ranges fec0::/10

If the derived RP address is not a valid IPv6 unicast address, it is treated as any other

multicast group address and is not used for RP information. Verification fails if the

extracted RP address is a local interface, unless the routing device is configured as

an RP and the extracted RP address matches the configured RP address. Then the

local RP determines whether it is configured to act as an RP for the embedded RP

multicast address.

2. Limit the number of embedded RPs created in a specific routing instance. The range

is from 1 through 500. The default is 100.

[edit routing-instances vpn-A protocols pim rp]
user@host# setmaximum-rps 50

3. Monitor the operation by running the showpimrpsand showpimstatisticscommands.
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Documentation

Configuring PIM Auto-RP on page 109•

• Configuring PIM Bootstrap Router on page 105

• Configuring a Designated Router for PIM on page 49

• Examples: Configuring PIM Sparse Mode on page 51

• Configuring Basic PIM Settings on page 35

Configuring PIM Filtering

• Understanding Multicast Message Filters on page 117

• Filtering MAC Addresses on page 118

• Filtering RP and DR Register Messages on page 118

• Filtering MSDP SA Messages on page 119

• Configuring Interface-Level PIM Neighbor Policies on page 119

• Filtering Outgoing PIM Join Messages on page 120

• Example: Stopping Outgoing PIM Register Messages on a Designated Router on page 121

• Filtering Incoming PIM Join Messages on page 124

• Example: Rejecting Incoming PIM Register Messages on RP Routers on page 125

• Configuring Register Message Filters on a PIM RP and DR on page 128

UnderstandingMulticast Message Filters

Multicast sources and routers generate a considerable number of control messages,

especially when using PIM sparse mode. These messages form distribution trees, locate

rendezvous points (RPs) and designated routers (DRs), and transition from one type of

tree to another. In most cases, this multicast messaging system operates transparently

and efficiently. However, in some configurations, more control over the sending and

receiving of multicast control messages is necessary.

You can configure multicast filtering to control the sending and receiving of multicast

control messages.

To prevent unauthorized groups and sources from registering with an RP router, you can

define a routing policy to reject PIM register messages from specific groups and sources

and configure the policy on the designated router or the RP router.

• If you configure the reject policy on an RP router, it rejects incoming PIM register

messages from the specified groups and sources. The RP router also sends a register

stop message by means of unicast to the designated router. On receiving the register

stop message, the designated router sends periodic null register messages for the

specified groups and sources to the RP router.

• If you configure the reject policy on a designated router, it stops sending PIM register

messages for the specified groups and sources to the RP router.
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NOTE: If youhaveconfigured the rejectpolicyonanRProuter,we recommend
that you configure the same policy on all the RP routers in your multicast
network.

NOTE: If you delete a group and source address from the reject policy
configured on an RP router and commit the configuration, the RP router will
register the group and source only when the designated router sends a null
register message.

FilteringMACAddresses

When a router is exclusively configured with multicast protocols on an interface, multicast

sets the interface media access control (MAC) filter to multicast promiscuous mode,

and the number of multicast groups is unlimited. However, when the router is not

exclusively used for multicasting and other protocols such as OSPF, Routing Information

Protocol version 2 (RIPv2), or Network Time Protocol (NTP) are configured on an interface,

each of these protocols individually requests that the interface program the MAC filter

to pick up its respective multicast group only. In this case, without multicast configured

on the interface, the maximum number of multicast MAC filters is limited to 20. For

example, the maximum number of interface MAC filters for protocols such as OSPF

(multicast group 224.0.0.5) is 20, unless a multicast protocol is also configured on the

interface.

No configuration is necessary for MAC filters.

Filtering RP and DR Register Messages

You can filter Protocol Independent Multicast (PIM) register messages sent from the

designated router (DR) or to the rendezvous point (RP). The PIM RP keeps track of all

active sources in a single PIM sparse mode domain. In some cases, more control over

which sources an RP discovers, or which sources a DR notifies other RPs about, is desired.

A high degree of control over PIM register messages is provided by RP and DR register

message filtering. Message filtering also prevents unauthorized groups and sources from

registering with an RP router.

Register messages that are filtered at a DR are not sent to the RP, but the sources are

available to local users. Register messages that are filtered at an RP arrive from source

DRs, but are ignored by the router. Sources on multicast group traffic can be limited or

directed by using RP or DR register message filtering alone or together.

If the action of the register filter policy is to discard the register message, the router needs

to send a register-stop message to the DR. Register-stop messages are throttled to

prevent malicious users from triggering them on purpose to disrupt the routing process.

Multicast group and source information is encapsulated inside unicast IP packets. This

feature allows the router to inspect the multicast group and source information before

sending or accepting the PIM register message.
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Incoming register messages to an RP are passed through the configured register message

filtering policy before any further processing. If the register message is rejected, the RP

router sends a register-stop message to the DR. When the DR receives the register-stop

message, the DR stops sending register messages for the filtered groups and sources to

the RP. Two fields are used for register message filtering:

• Group multicast address

• Source address

The syntax of the existing policy statements is used to configure the filtering on these

two fields. The route-filter statement is useful for multicast group address filtering, and

the source-address-filter statement is useful for source address filtering. In most cases,

the action is to reject the register messages, but more complex filtering policies are

possible.

Filtering cannot be performed on other header fields, such as DR address, protocol, or

port. In some configurations, an RP might not send register-stop messages when the

policy action is to discard the register messages. This has no effect on the operation of

the feature, but the router will continue to receive register messages.

When anycast RP is configured, register messages can be sent or received by the RP. All

the RPs in the anycast RP set need to be configured with the same RP register message

filtering policies. Otherwise, it might be possible to circumvent the filtering policy.

FilteringMSDP SAMessages

Along with applying MSDP source active (SA) filters on all external MSDP sessions (in

and out) to prevent SAs for groups and sources from leaking in and out of the network,

you need to apply bootstrap router (BSR) filters. Applying a BSR filter to the boundary

of a network prevents foreign BSR messages (which announce RP addresses) from

leaking into your network. Since the routers in a PIM sparse-mode domain need to know

the address of only one RP router, having more than one in the network can create issues.

If you did not use multicast scoping to create boundary filters for all customer-facing

interfaces, you might want to use PIM join filters. Multicast scopes prevent the actual

multicast data packets from flowing in or out of an interface. PIM join filters prevent PIM

sparse-mode state from being created in the first place. Since PIM join filters apply only

to the PIM sparse-mode state, it might be more beneficial to use multicast scoping to

filter the actual data.

NOTE: When you apply firewall filters, firewall actionmodifiers, such as log,

sample, andcount,workonlywhenyouapply the filteronan inbound interface.

Themodifiers do not work on an outbound interface.

Configuring Interface-Level PIM Neighbor Policies

You can configure a policy to filter unwanted PIM neighbors. In the following example,

the PIM interface compares neighbor IP addresses with the IP address in the policy

statement before any hello processing takes place. If any of the neighbor IP addresses
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(primary or secondary) match the IP address specified in the prefix list, PIM drops the

hello packet and rejects the neighbor.

If you configure a PIM neighbor policy after PIM has already established a neighbor

adjacency to an unwanted PIM neighbor, the adjacency remains intact until the neighbor

hold time expires. When the unwanted neighbor sends another hello message to update

its adjacency, the router recognizes the unwanted address and rejects the neighbor.

To configure a policy to filter unwanted PIM neighbors:

1. Configure the policy. The neighbor policy must be a properly structured policy

statement that uses a prefix list (or a route filter) containing the neighbor primary

address (or any secondary IP addresses) in a prefix list, and the reject option to reject

the unwanted address.

[edit policy-options]
user@host# set prefix-list nbrGroup 1 20.20.20.1/32
user@host# set policy-statement nbr-policy from prefix-list nbrGroup1
user@host# set policy-statement nbr-policy then reject

2. Configure the interface globally or in the routing instance. This example shows the

configuration for the routing instance.

[edit routing-instances PIM.master protocols pim]
user@host# set neighbor-policy nbr-policy

3. Verify the configuration by checking the Hello dropped on neighbor policy field in the

output of the show pim statistics command.

Filtering Outgoing PIM Join Messages

When the core of your network is using MPLS, PIM join and prune messages stop at the

customer edge (CE) routers and are not forwarded toward the core, because these

routers do not have PIM neighbors on the core-facing interfaces. When the core of your

network is using IP, PIM join and prune messages are forwarded to the upstream PIM

neighbors in the core of the network.

When the core of your network is using a mix of IP and MPLS, you might want to filter

certain PIM join and prune messages at the upstream egress interface of the CE routers.

You can filter PIM sparse mode (PIM-SM) join and prune messages at the egress interfaces

for IPv4 and IPv6 in the upstream direction. The messages can be filtered based on the

group address, source address, outgoing interface, PIM neighbor, or a combination of

these values. If the filter is removed, the join is sent after the PIM periodic join timer expires.

To filter PIM sparse mode join and prune messages at the egress interfaces, create a

policy rejecting the group address, source address, outgoing interface, or PIM neighbor,

and then apply the policy.

The following example filters PIM join and prune messages for group addresses 224.0.1.2

and 225.1.1.1.

1. In configuration mode, create the policy.
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user@host#setpolicy-optionspolicy-statementblock-groupstermt1 fromroute-filter
224.0.1.2/32 exact

user@host#setpolicy-optionspolicy-statementblock-groupstermt1 fromroute-filter
225.1.1.1/32 exact

user@host# set policy-options policy-statement block-groups term t1 then reject
user@host# set policy-options policy-statement block-groups term last then accept

2. Verify the policy configuration by running the show policy-options command.

user@host# show policy-options
policy-statement block-groups {
term t1 {
from {
route-filter 224.0.1.2/32 exact;
route-filter 225.1.1.1/32 exact;
then reject;

}
term last {
then accept;

}
}

3. Apply the PIM join and prune message filter.

user@host> set protocols pim export block-groups

4. After the configuration is committed, use the show pim statistics command to verify

that outgoing PIM join and prune messages are being filtered.

user@host> show pim statistics | grep filtered
RP Filtered Source                     0

Rx Joins/Prunes filtered               0

Tx Joins/Prunes filtered               254

The egress filter count is shown on the Tx Joins/Prunes filtered line.

Example: Stopping Outgoing PIM Register Messages on a Designated Router

This example shows how to stop outgoing PIM register messages on a designated router.

• Requirements on page 121

• Overview on page 122

• Configuration on page 122

• Verification on page 123

Requirements

Before you begin:

1. Determine whether the router is directly attached to any multicast sources. Receivers

must be able to locate these sources.

2. Determine whether the router is directly attached to any multicast group receivers. If

receivers are present, IGMP is needed.
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3. Determine whether to configure multicast to use sparse, dense, or sparse-dense mode.

Each mode has different configuration considerations.

4. Determine the address of the RP if sparse or sparse-dense mode is used.

5. Determine whether to locate the RP with the static configuration, BSR, or auto-RP

method.

6. Determine whether to configure multicast to use its own RPF routing table when

configuring PIM in sparse, dense, or sparse-dense mode.

7. Configure the SAP and SDP protocols to listen for multicast session announcements.

8. Configure IGMP.

9. Configure the PIM static RP.

10. Filter PIM register messages from unauthorized groups and sources. See “Example:

Rejecting Incoming PIM Register Messages on RP Routers” on page 125.

Overview

In this example, you configure the group address as 224.2.2.2/32 and the source address

in the group as20.20.20.1/32. You set the match action to not send PIM register messages

for the group and source address. Then you configure the policy on the designated router

to stop-pim-register-msg-dr.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set policy-options policy-statement stop-pim-register-msg-dr from route-filter
224.2.2.2/32 exact

setpolicy-optionspolicy-statementstop-pim-register-msg-dr fromsource-address-filter
20.20.20.1/32 exact

set policy-options policy-statement stop-pim-register-msg-dr then reject
set protocols pim rp dr-register-policy stop-pim-register-msg-dr

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To stop outgoing PIM register messages on a designated router:

1. Configure the policy options.

[edit]
user@host# edit policy-options

2. Set the group address.

[edit policy-options]
user@host# set policy statement stop-pim-register-msg-dr from route-filter
224.2.2.2/32 exact
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3. Set the source address.

[edit policy-options]
user@host# set policy statement stop-pim-register-msg-dr from
source-address-filter 20.20.20.1/32 exact

4. Set the match action.

[edit policy-options]
user@host# set policy statement stop-pim-register-msg-dr then reject

5. Assign the policy.

[edit]
user@host# set dr-register-policy stop-pim-register-msg-dr

Results From configuration mode, confirm your configuration by entering the showpolicy-options

and showprotocolscommands. If the output does not display the intended configuration,

repeat the configuration instructions in this example to correct it.

[edit]
user@host# show policy-options
policy-statement stop-pim-register-msg-dr {
from {
route-filter 224.2.2.2/32 exact;
source-address-filter 20.20.20.1/32 exact;
}
then reject;

}
[edit]
user@host# show protocols
pim {
rp {
dr-register-policy stop-pim-register-msg-dr;
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying SAP and SDP Addresses and Ports on page 123

• Verifying the IGMP Version on page 124

• Verifying the PIM Mode and Interface Configuration on page 124

• Verifying the PIM RP Configuration on page 124

Verifying SAP and SDP Addresses and Ports

Purpose Verify that SAP and SDP are configured to listen on the correct group addresses and

ports.

Action From operational mode, enter the show sap listen command.
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Verifying the IGMP Version

Purpose Verify that IGMP version 2 is configured on all applicable interfaces.

Action From operational mode, enter the show igmp interface command.

Verifying the PIMMode and Interface Configuration

Purpose Verify that PIM sparse mode is configured on all applicable interfaces.

Action From operational mode, enter the show pim interfaces command.

Verifying the PIM RP Configuration

Purpose Verify that the PIM RP is statically configured with the correct IP address.

Action From operational mode, enter the show pim rps command.

Filtering Incoming PIM Join Messages

Multicast scoping controls the propagation of multicast messages. Whereas multicast

scoping prevents the actual multicast data packets from flowing in or out of an interface,

PIM join filters prevent a state from being created in a router. A state—the (*,G) or (S,G)

entries—is the information used for forwarding unicast or multicast packets. Using PIM

join filters prevents the transport of multicast traffic across a network and the dropping

of packets at a scope at the edge of the network. Also, PIM join filters reduce the potential

for denial-of-service (DoS) attacks and PIM state explosion—large numbers of PIM join

messages forwarded to each router on the rendezvous-point tree (RPT), resulting in

memory consumption.

To use PIM join filters to efficiently restrict multicast traffic from certain source addresses,

create and apply the routing policy across all routers in the network.

See Table 6 on page 124 for a list of match conditions.

Table 6: PIM Join Filter Match Conditions

Matches OnMatch Condition

Router interface or interfaces specified by name or IP addressinterface

Neighbor address (the source address in the IP header of the join and
prune message)

neighbor

Multicast group address embedded in the join and prune messageroute-filter

Multicast source address embedded in the join and prune messagesource-address-filter

The following example shows how to create a PIM join filter. The filter is composed of a

route filter and a source address filter—bad-groups and bad-sources, respectively. the
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bad-groups filter prevents (*,G) or (S,G) join messages from being received for all groups

listed. The bad-sources filter prevents (S,G) join messages from being received for all

sources listed. The bad-groups filter and bad-sources filter are in two different terms. If

route filters and source address filters are in the same term, they are logically ANDed.

To filter incoming PIM join messages:

1. Configure the policy.

[edit policy-statement pim-join-filter term bad-groups]
user@host# set from route-filter 224.0.1.2/32 exact
user@host# set from route-filter 239.0.0.0/8 orlonger
user@host# set then reject

[edit policy-statement pim-join-filter term bad-sources]
user@host# set from source-address-filter 10.0.0.0/8 orlonger
user@host# set from source-address-filter 127.0.0.0/8 orlonger
user@host# set then reject

[edit policy-statement pim-join-filter term last]
user@host# set then accept

2. Apply one or more policies to routes being imported into the routing table from PIM.

[edit protocols pim]
user@host# set import pim-join-filter

3. Verify the configuration by checking the output of the show pim join and show policy

commands.

Example: Rejecting Incoming PIM Register Messages on RP Routers

This example shows how to reject incoming PIM register messages on RP routers.

• Requirements on page 125

• Overview on page 126

• Configuration on page 126

• Verification on page 127

Requirements

Before you begin:

1. Determine whether the router is directly attached to any multicast sources. Receivers

must be able to locate these sources.

2. Determine whether the router is directly attached to any multicast group receivers. If

receivers are present, IGMP is needed.

3. Determine whether to configure multicast to use sparse, dense, or sparse-dense mode.

Each mode has different configuration considerations.

4. Determine the address of the RP if sparse or sparse-dense mode is used.

5. Determine whether to locate the RP with the static configuration, BSR, or auto-RP

method.
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6. Determine whether to configure multicast to use its own RPF routing table when

configuring PIM in sparse, dense, or sparse-dense mode.

7. Configure the SAP and SDP protocols to listen for multicast session announcements.

See “Configuring the Session Announcement Protocol” on page 563.

8. Configure IGMP. See “Configuring IGMP” on page 305.

9. Configure the PIM static RP. See “Configuring Static RP” on page 90.

Overview

In this example, you configure the group address as 224.1.1.1/32 and the source address

in the group as 10.10.10.1/32. You set the match action to reject PIM register messages

and assign reject-pim-register-msg-rp as the policy on the RP.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set policy-options policy-statement reject-pim-register-msg-rp from route-filter
224.1.1.1/32 exact

setpolicy-optionspolicy-statement reject-pim-register-msg-rpfromsource-address-filter
10.10.10.1/32 exact

set policy-options policy-statement reject-pim-register-msg-rp then reject
set protocols pim rp rp-register-policy reject-pim-register-msg-rp

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To reject the incoming PIM register messages on an RP router:

1. Configure the policy options.

[edit]
user@host# edit policy-options

2. Set the group address.

[edit policy-options]
user@host# set policy statement reject-pim-register-msg-rp from route-filter
224.1.1.1/32 exact

3. Set the source address.

[edit policy-options]
user@host# set policy statement reject-pim-register-msg-rp from
source-address-filter 10.10.10.1/32 exact

4. Set the match action.

[edit policy-options]
user@host# set policy statement reject-pim-register-msg-rp then reject
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5. Configure the protocol.

[edit]
user@host# edit protocols pim rp

6. Assign the policy.

[edit]
user@host# set rp-register-policy reject-pim-register-msg-rp

Results From configuration mode, confirm your configuration by entering the showpolicy-options

and show protocols pim command. If the output does not display the intended

configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show policy-options
policy-statement reject-pim-register-msg-rp {
from {
route-filter 224.1.1.1/32 exact;
source-address-filter 10.10.10.1/32 exact;
}
then reject;

}
[edit]
user@host# show protocols pim
rp {
rp-register-policy reject-pim-register-msg-rp;

}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying SAP and SDP Addresses and Ports on page 127

• Verifying the IGMP Version on page 127

• Verifying the PIM Mode and Interface Configuration on page 128

• Verifying the PIM Register Messages on page 128

Verifying SAP and SDP Addresses and Ports

Purpose Verify that SAP and SDP are configured to listen on the correct group addresses and

ports.

Action From operational mode, enter the show sap listen command.

Verifying the IGMP Version

Purpose Verify that IGMP version 2 is configured on all applicable interfaces.

Action From operational mode, enter the show igmp interface command.
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Verifying the PIMMode and Interface Configuration

Purpose Verify that PIM sparse mode is configured on all applicable interfaces.

Action From operational mode, enter the show pim interfaces command.

Verifying the PIM Register Messages

Purpose Verify whether the rejected policy on the RP router is enabled.

Action From operational mode, enter the showpolicy-optionsand showprotocolspimcommand.

Configuring Register Message Filters on a PIM RP and DR

PIM register messages are sent to the rendezvous point (RP) by a designated router (DR).

When a source for a group starts transmitting, the DR sends unicast PIM register packets

to the RP.

Register messages have the following purposes:

• Notify the RP that a source is sending to a group.

• Deliver the initial multicast packets sent by the source to the RP for delivery down the

shortest-path tree (SPT).

The PIM RP keeps track of all active sources in a single PIM sparse mode domain. In some

cases, you want more control over which sources an RP discovers, or which sources a

DR notifies other RPs about. A high degree of control over PIM register messages is

provided by RP or DR register message filtering. Message filtering prevents unauthorized

groups and sources from registering with an RP router.

You configure RP or DR register message filtering to control the number and location of

multicast sources that an RP discovers. You can apply register message filters on a DR

to control outgoing register messages, or apply them on an RP to control incoming register

messages.

When anycast RP is configured, all RPs in the anycast RP set need to be configured with

the same register message filtering policy.

You can configure message filtering globally or for a routing instance. These examples

show the global configuration.

To configure an RP filter to drop the register packets for multicast group range 224.1.1.0/24

from source address 10.10.94.2:

1. On the RP, configure the policy.

[edit policy-options policy-statement incoming-policy-for-rp from]
user@host# set route-filter 224.1.1.0/24 orlonger
user@host# set source-address-filter 10.10.94.2/32 exact
user@host# set then reject
user@host# exit
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2. Apply the policy to the RP.

[edit protocols pim rp]
user@host# set rp-register-policy incoming-policy-for-rp
user@host# set local address 10.10.10.5
user@host# exit

To configure a DR filter to prevent sending register packets for group range 224.1.1.0/24

and source address 10.10.10.1/32:

1. On the DR, configure the policy.

[edit policy-options policy-statement outgoing-policy-for-rp]
user@host# set from route-filter 224.1.1.0/24 orlonger
user@host# set from source-address-filter 10.10.10.1/32 exact
user@host# set then reject
user@host# exit

2. Apply the policy to the DR.

The static address is the address of the RP to which you do not want the DR to send

the filtered register messages.

[edit protocols pim rp]
user@host# set dr-register-policy outgoing-policy-for-dr
user@host# set static 10.10.10.3
user@host# exit

To configure a policy expression to accept register messages for multicast group 224.1.1.5

but reject those for 224.1.1.1:

1. On the RP, configure the policies.

[edit policy-options policy-statement reject_224_1_1_1]
user@host# set from route-filter 224.1.1.0/24 orlonger
user@host# set from source-address-filter 10.10.94.2/32 exact
user@host# set then reject
user@host# exit

[edit policy-options policy-statement accept_224_1_1_5]
user@host# set term one from route-filter 224.1.1.5/32 exact
user@host# set term one from source-address-filter 10.10.94.2/32 exact
user@host# set term one then accept
user@host# set term two then reject
user@host# exit

2. Apply the policies to the RP.

[edit protocols pim rp]
user@host# set rp-register-policy [ reject_224_1_1_1 | accept_224_1_1_5 ]
user@host# set local address 10.10.10.5
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To monitor the operation of the filters, run the show pim statistics command. The

command output contains the following fields related to filtering:

• RP Filtered Source

• Rx Joins/Prunes filtered

• Tx Joins/Prunes filtered

• Rx Register msgs filtering drop

• Tx Register msgs filtering drop

Related
Documentation

Configuring PIM Auto-RP on page 109•

• Configuring PIM Bootstrap Router on page 105

• Configuring PIM Dense Mode on page 170

• Configuring a Designated Router for PIM on page 49

• Example: Configuring Nonstop Active Routing for PIM on page 157

• Examples: Configuring PIM RPT and SPT Cutover on page 130

• Configuring PIM Sparse-Dense Mode on page 173

• Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol on page 145

• Configuring Basic PIM Settings on page 35

Examples: Configuring PIM RPT and SPT Cutover

• Understanding Multicast Rendezvous Points, Shared Trees, and Rendezvous-Point

Trees on page 130

• Building an RPT Between the RP and Receivers on page 132

• PIM Sparse Mode Source Registration on page 132

• Multicast Shortest-Path Tree on page 135

• SPT Cutover on page 136

• SPT Cutover Control on page 139

• Example: Configuring the PIM Assert Timeout on page 139

• Example: Configuring the PIM SPT Threshold Policy on page 141

UnderstandingMulticast Rendezvous Points, Shared Trees, and Rendezvous-Point Trees

In a shared tree, the root of the distribution tree is a router, not a host, and is located

somewhere in the core of the network. In the primary sparse mode multicast routing

protocol, Protocol Independent Multicast sparse mode (PIM SM), the core router at the

root of the shared tree is the rendezvous point (RP). Packets from the upstream source

and join messages from the downstream routers “rendezvous” at this core router.
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In the RP model, other routers do not need to know the addresses of the sources for every

multicast group. All they need to know is the IP address of the RP router. The RP router

discovers the sources for all multicast groups.

The RP model shifts the burden of finding sources of multicast content from each router

(the (S,G) notation) to the network (the (*,G) notation knows only the RP). Exactly how

the RP finds the unicast IP address of the source varies, but there must be some method

to determine the proper source for multicast content for a particular group.

Consider a set of multicast routers without any active multicast traffic for a certain group.

When a router learns that an interested receiver for that group is on one of its directly

connected subnets, the router attempts to join the distribution tree for that group back

to the RP, not to the actual source of the content.

To join the shared tree, or rendezvous-point tree (RPT) as it is called in PIM sparse mode,

the router must do the following:

• Determine the IP address of the RP for that group. Determining the address can be as

simple as static configuration in the router, or as complex as a set of nested protocols.

• Build the shared tree for that group. The router executes an RPF check on the RP

address in its routing table, which produces the interface closest to the RP. The router

now detects that multicast packets from this RP for this group need to flow into the

router on this RPF interface.

• Send a join message out on this interface using the proper multicast protocol (probably

PIM sparse mode) to inform the upstream router that it wants to join the shared tree

for that group. This message is a (*,G) join message because S is not known. Only the

RP is known, and the RP is not actually the source of the multicast packets. The router

receiving the (*,G) join message adds the interface on which the message was received

to its outgoing interface list (OIL) for the group and also performs an RPF check on the

RP address. The upstream router then sends a (*,G) join message out from the RPF

interface toward the source, informing the upstream router that it also wants to join

the group.

Each upstream router repeats this process, propagating join messages from the RPF

interface, building the shared tree as it goes. The process stops when the join message

reaches one of the following:

• The RP for the group that is being joined

• A router along the RPT that already has a multicast forwarding state for the group that

is being joined

In either case, the branch is created, and packets can flow from the source to the RP and

from the RP to the receiver. Note that there is no guarantee that the shared tree (RPT)

is the shortest path tree to the source. Most likely it is not. However, there are ways to

“migrate” a shared tree to an SPT once the flow of packets begins. In other words, the

forwarding state can transition from (*,G) to (S,G). The formation of both types of tree

depends heavily on the operation of the RPF check and the RPF table.
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Building an RPT Between the RP and Receivers

The RPT is the path between the RP and receivers (hosts) in a multicast group (see

Figure 13 on page 132). The RPT is built by means of a PIM join message from a receiver's

DR:

1. A receiver sends a request to join group (G) in an Internet Group Management Protocol

(IGMP) host membership report. A PIM sparse-mode router, the receiver’s DR, receives

the report on a directly attached subnet and creates an RPT branch for the multicast

group of interest.

2. The receiver’s DR sends a PIM join message to its RPF neighbor, the next-hop address

in the RPF table, or the unicast routing table.

3. The PIM join message travels up the tree and is multicast to the ALL-PIM-ROUTERS

group (224.0.0.13). Each router in the tree finds its RPF neighbor by using either the

RPF table or the unicast routing table. This is done until the message reaches the RP

and forms the RPT. Routers along the path set up the multicast forwarding state to

forward requested multicast traffic back down the RPT to the receiver.

Figure 13: Building an RPT Between the RP and the Receiver

PIM SparseMode Source Registration

The RPT is a unidirectional tree, permitting traffic to flow down from the RP to the receiver

in one direction. For multicast traffic to reach the receiver from the source, another branch

of the distribution tree, called the shortest-path tree, needs to be built from the source's

DR to the RP.
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The shortest-path tree is created in the following way:

1. The source becomes active, sending out multicast packets on the LAN to which it is

attached. The source’s DR receives the packets and encapsulates them in a PIM

register message, which it sends to the RP router (see Figure 14 on page 133).

2. When the RP router receives the PIM register message from the source, it sends a PIM

join message back to the source.

Figure 14: PIM Register Message and PIM Join Message Exchanged

3. The source’s DR receives the PIM join message and begins sending traffic down the

SPT toward the RP router (see Figure 15 on page 134).

4. Once traffic is received by the RP router, it sends a register stop message to the source’s

DR to stop the register process.
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Figure 15: Traffic Sent from the Source to the RP Router

5. The RP router sends the multicast traffic down the RPT toward the receiver (see

Figure 16 on page 134).

Figure 16: Traffic Sent from the RP Router Toward the Receiver

Copyright © 2013, Juniper Networks, Inc.134

Multicast Protocols Configuration Guide



Multicast Shortest-Path Tree

The distribution tree used for multicast is rooted at the source and is the shortest-path

tree (SPT) as well. Consider a set of multicast routers without any active multicast traffic

for a certain group (that is, they have no multicast forwarding state for that group). When

a router learns that an interested receiver for that group is on one of its directly connected

subnets, the router attempts to join the tree for that group.

To join the distribution tree, the router determines the unicast IP address of the source

for that group. This address can be a simple static configuration on the router, or as

complex as a set of protocols.

To build the SPT for that group, the router executes an a reverse path forwarding (RPF)

check on the source address in its routing table. The RPF check produces the interface

closest to the source, which is where multicast packets from this source for this group

need to flow into the router.

The router next sends a join message out on this interface using the proper multicast

protocol to inform the upstream router that it wants to join the distribution tree for that

group. This message is an (S,G) join message because both S and G are known. The

router receiving the (S,G) join message adds the interface on which the message was

received to its output interface list (OIL) for the group and also performs an RPF check

on the source address. The upstream router then sends an (S,G) join message out on

the RPF interface toward the source, informing the upstream router that it also wants to

join the group.

Each upstream router repeats this process, propagating joins out on the RPF interface,

building the SPT as it goes. The process stops when the join message does one of two

things:

• Reaches the router directly connected to the host that is the source.

• Reaches a router that already has multicast forwarding state for this source-group

pair.

In either case, the branch is created, each of the routers has multicast forwarding state

for the source-group pair, and packets can flow down the distribution tree from source

to receiver. The RPF check at each router makes sure that the tree is an SPT.

SPTs are always the shortest path, but they are not necessarily short. That is, sources

and receivers tend to be on the periphery of a router network, not on the backbone, and

multicast distribution trees have a tendency to sprawl across almost every router in the

network. Because multicast traffic can overwhelm a slow interface, and one packet can

easily become a hundred or a thousand on the opposite side of the backbone, it makes

sense to provide a shared tree as a distribution tree so that the multicast source can be

located more centrally in the network, on the backbone. This sharing of distribution trees

with roots in the core network is accomplished by a multicast rendezvous point.
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SPT Cutover

Instead of continuing to use the SPT to the RP and the RPT toward the receiver, a direct

SPT is created between the source and the receiver in the following way:

1. Once the receiver’s DR receives the first multicast packet from the source, the DR

sends a PIM join message to its RPF neighbor (see Figure 17 on page 136).

2. The source’s DR receives the PIM join message, and an additional (S,G) state is created

to form the SPT.

3. Multicast packets from that particular source begin coming from the source's DR and

flowing down the new SPT to the receiver’s DR. The receiver’s DR is now receiving

two copies of each multicast packet sent by the source—one from the RPT and one

from the new SPT.

Figure 17: Receiver DR Sends a PIM Join Message to the Source

4. To stop duplicate multicast packets, the receiver’s DR sends a PIM prune message

toward the RP router, letting it know that the multicast packets from this particular

source coming in from the RPT are no longer needed (see Figure 18 on page 137).
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Figure 18: PIM PruneMessage Is Sent from the Receiver’s DR Toward the
RP Router

5. The PIM prune message is received by the RP router, and it stops sending multicast

packets down to the receiver’s DR. The receiver’s DR is getting multicast packets only

for this particular source over the new SPT. However, multicast packets from the

source are still arriving from the source’s DR toward the RP router (see Figure 19 on

page 137).

Figure 19: RP Router Receives PIM PruneMessage
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6. To stop the unneeded multicast packets from this particular source, the RP router

sends a PIM prune message to the source’s DR (see Figure 20 on page 138).

Figure 20: RP Router Sends a PIM PruneMessage to the Source DR

7. The receiver’s DR now receives multicast packets only for the particular source from

the SPT (see Figure 21 on page 138).

Figure21:Source’sDRStopsSendingDuplicateMulticastPacketsToward
the RP Router
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SPT Cutover Control

In some cases, the last-hop router needs to stay on the shared tree to the RP and not

transition to a direct SPT to the source. You might not want the last-hop router to

transition when, for example, a low-bandwidth multicast stream is forwarded from the

RP to a last-hop router. All routers between last hop and source must maintain and

refresh the SPT state. This can become a resource-intensive activity that does not add

much to the network efficiency for a particular pair of source and multicast group

addresses.

In these cases, you configure an SPT threshold policy on the last-hop router to control

the transition to a direct SPT. An SPT cutover threshold of infinity applied to a

source-group address pair means the last-hop router will never transition to a direct SPT.

For all other source-group address pairs, the last-hop router transitions immediately to

a direct SPT rooted at the source DR.

Example: Configuring the PIM Assert Timeout

This example shows how to configure the timeout period for a PIM assert forwarder.

• Requirements on page 139

• Overview on page 139

• Configuration on page 141

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

• Configure PIM Sparse Mode on the interfaces. See “Enabling PIM Sparse Mode” on

page 55.

Overview

The role of PIM assert messages is to determine the forwarder on a network with multiple

routers. The forwarder is the router that forwards multicast packets to a network with

multicast group members. The forwarder is generally the same as the PIM DR.

A router sends an assert message when it receives a multicast packet on an interface

that is listed in the outgoing interface list of the matching routing entry. Receiving a

message on an outgoing interface is an indication that more than one router forwards

the same multicast packets to a network.

In Figure 22 on page 140, both routing devices R1 and R2 forward multicast packets for the

same (S,G) entry on a network. Both devices detect this situation and both devices send

assert messages on the Ethernet network. An assert message contains, in addition to a

source address and group address, a unicast cost metric for sending packets to the

source, and a preference metric for the unicast cost. The preference metric expresses a
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preference between unicast routing protocols. The routing device with the smallest

preference metric becomes the forwarder (also called the assert winner). If the preference

metrics are equal, the device that sent the lowest unicast cost metric becomes the

forwarder. If the unicast metrics are also equal, the routing device with the highest IP

address becomes the forwarder. After the transmission of assert messages, only the

forwarder continues to forward messages on the network.

When an assert message is received and the RPF neighbor is changed to the assert winner,

the assert timer is set to an assert timeout period. The assert timeout period is restarted

every time a subsequent assert message for the route entry is received on the incoming

interface. When the assert timer expires, the routing device resets its RPF neighbor

according to its unicast routing table. Then, if multiple forwarders still exist, the forwarders

reenter the assert message cycle. In effect, the assert timeout period determines how

often multicast routing devices enter a PIM assert message cycle.

The range is from 5 through 210 seconds. The default is 180 seconds.

Assert messages are useful for LANs that connect multiple routing devices and no hosts.

Figure 22 on page 140 shows the topology for this example.

Figure 22: PIM Assert Topology
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Configuration

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure an assert timeout:

1. Configure the timeout period, in seconds.

[edit protocols pim]
user@host# set assert-timeout 60

2. (Optional) Trace assert messages.

[edit protocols pim]
user@host# set traceoptions file PIM.log
user@host# set traceoptions flag assert detail

3. If you are done configuring the device, commit the configuration.

user@host# commit

4. To verify the configuration, run the following commands:

• show pim join

• show pim statistics

Example: Configuring the PIM SPT Threshold Policy

This example shows how to apply a policy that suppresses the transition from the

rendezvous-point tree (RPT) rooted at the RP to the shortest-path tree (SPT) rooted at

the source.

• Requirements on page 141

• Overview on page 142

• Configuration on page 143

• Verification on page 145

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

• Configure PIM Sparse Mode on the interfaces. See “Enabling PIM Sparse Mode” on

page 55.
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Overview

Multicast routing devices running PIM sparse mode can forward the same stream of

multicast packets onto the same LAN through an RPT rooted at the RP or through an

SPT rooted at the source. In some cases, the last-hop routing device needs to stay on

the shared RPT to the RP and not transition to a direct SPT to the source. Receiving the

multicast data traffic on SPT is optimal but introduces more state in the network, which

might not be desirable in some multicast deployments. Ideally, low-bandwidth multicast

streams can be forwarded on the SPT, and high-bandwidth streams can use the SPT.

This example shows how to configure such a policy.

This example includes the following settings:

• spt-threshold—Enables you to configure an SPT threshold policy on the last-hop routing

device to control the transition to a direct SPT. When you include this statement in the

main PIM instance, the PE router stays on the RPT for control traffic.

• infinity—Applies an SPT cutover threshold of infinity to a source-group address pair,

so that the last-hop routing device never transitions to a direct SPT. For all other

source-group address pairs, the last-hop routing device transitions immediately to a

direct SPT rooted at the source DR. This statement must reference a properly configured

policy to set the SPT cutover threshold for a particular source-group pair to infinity.

The use of values other than infinity for the SPT threshold is not supported. You can

configure more than one policy.

• policy-statement—Configures the policy. The simplest type of SPT threshold policy

uses a route filter and source address filter to specify the multicast group and source

addresses and to set the SPT threshold for that pair of addresses to infinity. The policy

is applied to the main PIM instance.

This example sets the SPT transition value for the source-group pair 10.10.10.1 and

224.1.1.1 to infinity. When the policy is applied to the last-hop router, multicast traffic

from this source-group pair never transitions to a direct SPT to the source. Traffic will

continue to arrive through the RP. However, traffic for any other source-group address

combination at this router transitions to a direct SPT to the source.
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Note these points when configuring the SPT threshold policy:

• Configuration changes to the SPT threshold policy affect how the routing device handles

the SPT transition.

Note these points when configuring the SPT threshold policy:

• Configuration changes to the SPT threshold policy affect how the routing device handles

the SPT transition.

Note these points when configuring the SPT threshold policy:

• Configuration changes to the SPT threshold policy affect how the routing device handles

the SPT transition.

• When the policy is configured for the first time, the routing device continues to transition

to the direct SPT for the source-group address pair until the PIM-join state is cleared

with the clear pim join command.

• If you do not clear the PIM-join state when you apply the infinity policy configuration

for the first time, you must apply it before the PE router is brought up.

• When the policy is deleted for a source-group address pair for the first time, the routing

device does not transition to the direct SPT for that source-group address pair until

the PIM-join state is cleared with the clear pim join command.

• When the policy is changed for a source-group address pair for the first time, the routing

device does not use the new policy until the PIM-join state is cleared with the clear pim

join command.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

[edit]
set policy-options policy-statement spt-infinity-policy term one from route-filter
224.1.1.1/32 exact

setpolicy-optionspolicy-statementspt-infinity-policytermonefromsource-address-filter
10.10.10.1/32 exact

set policy-options policy-statement spt-infinity-policy term one then accept
set policy-options policy-statement spt-infinity-policy term two then reject
set protocols pim spt-threshold infinity spt-infinity-policy

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see the CLI User Guide.

To configure an SPT threshold policy:

1. Apply the policy.

[edit]
user@host# edit protocols pim
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[edit protocols pim]
user@host# set spt-threshold infinity spt-infinity-policy
[edit protocols pim]
user@host# exit

2. Configure the policy.

[edit]
user@host# edit policy-options policy-statement spt-infinity-policy
[edit policy-options policy-statement spt-infinity-policy]
user@host# set term one from route-filter 224.1.1.1/32 exact
[edit policy-options policy-statement spt-infinity-policy]
user@host# set term one from source-address-filter 10.10.10.1/32 exact
[edit policy-options policy-statement spt-infinity-policy]
user@host# set term one then accept
[edit policy-options policy-statement spt-infinity-policy]
user@host# set term two then reject
[edit policy-options policy-statement spt-infinity-policy]
user@host# exit
policy-statement {

3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

4. Clear the PIM join cache to force the configuration to take effect.

[edit]
user@host# run clear pim join

Results

Confirm your configuration by entering the show policy-options command and the show

protocolscommand from configuration mode. If the output does not display the intended

configuration, repeat the instructions in this example to correct the configuration.

user@host# show policy-options
policy-statement spt-infinity-policy {
term one {
from {
route-filter 224.1.1.1/32 exact;
source-address-filter 10.10.10.1/32 exact;

}
then accept;

}
term two {
then reject;

}
}

user@host# show protocols
pim {
spt-threshold {
infinity spt-infinity-policy;

}
}
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Verification

To verify the configuration, run the show pim join command.

Related
Documentation

Configuring PIM Auto-RP on page 109•

• Configuring PIM Bootstrap Router on page 105

• Configuring PIM Dense Mode on page 170

• Configuring a Designated Router for PIM on page 49

• Configuring PIM Filtering on page 117

• Example: Configuring Nonstop Active Routing for PIM on page 157

• Configuring PIM Sparse-Dense Mode on page 173

• Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol on page 145

• Configuring Basic PIM Settings on page 35

Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol

• Understanding Bidirectional Forwarding Detection Authentication for PIM on page 145

• Configuring BFD for PIM on page 147

• Configuring BFD Authentication for PIM on page 149

• Example: Configuring BFD Liveness Detection for PIM IPv6 on page 151

Understanding Bidirectional Forwarding Detection Authentication for PIM

Bidirectional Forwarding Detection (BFD) enables rapid detection of communication

failures between adjacent systems. By default, authentication for BFD sessions is disabled.

However, when you run BFD over Network Layer protocols, the risk of service attacks can

be significant. We strongly recommend using authentication if you are running BFD over

multiple hops or through insecure tunnels.

NOTE: Beginning with Junos OS Release 9.6, Junos OS supports
authentication for BFD sessions running over PIM. BFDauthentication is only
supported in the Canada and United States version of the Junos OS image
and is not available in the export version.

You authenticate BFD sessions by specifying an authentication algorithm and keychain,

and then associating that configuration information with a security authentication

keychain using the keychain name.
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The following sections describe the supported authentication algorithms, security

keychains, and level of authentication that can be configured:

• BFD Authentication Algorithms on page 146

• Security Authentication Keychains on page 147

• Strict Versus Loose Authentication on page 147

BFD Authentication Algorithms

Junos OS supports the following algorithms for BFD authentication:

• simple-password—Plain-text password. One to 16 bytes of plain text are used to

authenticate the BFD session. One or more passwords can be configured. This method

is the least secure and should be used only when BFD sessions are not subject to packet

interception.

• keyed-md5—Keyed Message Digest 5 hash algorithm for sessions with transmit and

receive intervals greater than 100 ms. To authenticate the BFD session, keyed MD5

uses one or more secret keys (generated by the algorithm) and a sequence number

that is updated periodically. With this method, packets are accepted at the receiving

end of the session if one of the keys matches and the sequence number is greater than

or equal to the last sequence number received. Although more secure than a simple

password, this method is vulnerable to replay attacks. Increasing the rate at which the

sequence number is updated can reduce this risk.

• meticulous-keyed-md5—Meticulous keyed Message Digest 5 hash algorithm. This

method works in the same manner as keyed MD5, but the sequence number is updated

with every packet. Although more secure than keyed MD5 and simple passwords, this

method might take additional time to authenticate the session.

• keyed-sha-1—Keyed Secure Hash Algorithm I for sessions with transmit and receive

intervals greater than 100 ms. To authenticate the BFD session, keyed SHA uses one

or more secret keys (generated by the algorithm) and a sequence number that is

updated periodically. The key is not carried within the packets. With this method,

packets are accepted at the receiving end of the session if one of the keys matches

and the sequence number is greater than the last sequence number received.

• meticulous-keyed-sha-1—Meticulous keyed Secure Hash Algorithm I. This method

works in the same manner as keyed SHA, but the sequence number is updated with

every packet. Although more secure than keyed SHA and simple passwords, this method

might take additional time to authenticate the session.

NOTE: Nonstop active routing (NSR) is not supported with
meticulous-keyed-md5 andmeticulous-keyed-sha-1 authentication
algorithms. BFD sessions using these algorithmsmight go down after a
switchover.
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Security Authentication Keychains

The security authentication keychain defines the authentication attributes used for

authentication key updates. When the security authentication keychain is configured and

associated with a protocol through the keychain name, authentication key updates can

occur without interrupting routing and signaling protocols.

The authentication keychain contains one or more keychains. Each keychain contains

one or more keys. Each key holds the secret data and the time at which the key becomes

valid. The algorithm and keychain must be configured on both ends of the BFD session,

and they must match. Any mismatch in configuration prevents the BFD session from

being created.

BFD allows multiple clients per session, and each client can have its own keychain and

algorithm defined. To avoid confusion, we recommend specifying only one security

authentication keychain.

Strict Versus Loose Authentication

By default, strict authentication is enabled, and authentication is checked at both ends

of each BFD session. Optionally, to smooth migration from nonauthenticated sessions

to authenticated sessions, you can configure loose checking. When loose checking is

configured, packets are accepted without authentication being checked at each end of

the session. This feature is intended for transitional periods only.

Configuring BFD for PIM

The Bidirectional Forwarding Detection (BFD) Protocol is a simple hello mechanism that

detects failures in a network. BFD works with a wide variety of network environments

and topologies. A pair of routing devices exchanges BFD packets. Hello packets are sent

at a specified, regular interval. A neighbor failure is detected when the routing device

stops receiving a reply after a specified interval. The BFD failure detection timers have

shorter time limits than the Protocol Independent Multicast (PIM) hello hold time, so

they provide faster detection.

The BFD failure detection timers are adaptive and can be adjusted to be faster or slower.

The lower the BFD failure detection timer value, the faster the failure detection and vice

versa. For example, the timers can adapt to a higher value if the adjacency fails (that is,

the timer detects failures more slowly). Or a neighbor can negotiate a higher value for a

timer than the configured value. The timers adapt to a higher value when a BFD session

flap occurs more than three times in a span of 15 seconds. A back-off algorithm increases

the receive (Rx) interval by two if the local BFD instance is the reason for the session

flap. The transmission (Tx) interval is increased by two if the remote BFD instance is the

reason for the session flap. You can use the clear bfd adaptation command to return BFD

interval timers to their configured values. The clear bfd adaptation command is hitless,

meaning that the command does not affect traffic flow on the routing device.

You must specify the minimum transmit and minimum receive intervals to enable BFD

on PIM.
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To enable failure detection:

1. Configure the interface globally or in a routing instance.

This example shows the global configuration.

[edit protocols pim]
user@host# edit interface fe-1/0/0.0 bfd-liveness-detection

2. Configure the minimum transmit interval.

This is the minimum interval after which the routing device transmits hello packets

to a neighbor with which it has established a BFD session. Specifying an interval smaller

than 300 ms can cause undesired BFD flapping.

[edit protocols pim interface fe-1/0/0.0 bfd-liveness-detection]
user@host# set transmit-interval 350

3. Configure the minimum interval after which the routing device expects to receive a

reply from a neighbor with which it has established a BFD session.

Specifying an interval smaller than 300 ms can cause undesired BFD flapping.

[edit protocols pim interface fe-1/0/0.0 family inet bfd-liveness-detection]
user@host# setminimum-receive-interval 350

4. (Optional) Configure other BFD settings.

As an alternative to setting the receive and transmit intervals separately, configure
one interval for both.

[edit protocols pim interface fe-1/0/0.0 bfd-liveness-detection]
user@host# setminimum-interval 350

5. Configure the threshold for the adaptation of the BFD session detection time.

When the detection time adapts to a value equal to or greater than the threshold, a
single trap and a single system log message are sent.

[edit protocols pim interface fe-1/0/0.0 bfd-liveness-detection]
user@host# set detection-time threshold 800

6. Configure the number of hello packets not received by a neighbor that causes the
originating interface to be declared down.

[edit protocols pim interface fe-1/0/0.0 bfd-liveness-detection]
user@host# setmultiplier 50

7. Configure the BFD version.

[edit protocols pim interface fe-1/0/0.0 bfd-liveness-detection]
user@host# set version 1

8. Specify that BFD sessions should not adapt to changing network conditions.

We recommend that you not disable BFD adaptation unless it is preferable not to
have BFD adaptation enabled in your network.

[edit protocols pim interface fe-1/0/0.0 bfd-liveness-detection]
user@host# set no-adaptation

9. Verify the configuration by checking the output of the show bfd session command.
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Configuring BFD Authentication for PIM

Beginning with Junos OS Release 9.6, you can configure authentication for Bidirectional

Forwarding Detection (BFD) sessions running over Protocol Independent Multicast (PIM).

Routing instances are also supported. The following steps are needed to configure

authentication on a BFD session:

1. Specify the BFD authentication algorithm for the PIM protocol.

2. Associate the authentication keychain with the PIM protocol.

3. Configure the related security authentication keychain.

The following sections provide instructions for configuring and viewing BFD authentication

on PIM:

• Configuring BFD Authentication Parameters on page 149

• Viewing Authentication Information for BFD Sessions on page 150

Configuring BFD Authentication Parameters

BFD authentication is only supported in the Canada and United States version of the

Junos OS image and is not available in the export version.

To configure BFD authentication:

1. Specify the algorithm (keyed-md5, keyed-sha-1, meticulous-keyed-md5,

meticulous-keyed-sha-1, or simple-password) to use for BFD authentication on a PIM

route or routing instance.

[edit protocols pim]
user@host# set interface if3-pim bfd-liveness-detection authentication algorithm
keyed-sha-1

NOTE: Nonstop active routing (NSR) is not supported with the
meticulous-keyed-md5 andmeticulous-keyed-sha-1 authentication
algorithms. BFD sessions using these algorithmsmight go down after a
switchover.

2. Specify the keychain to be used to associate BFD sessions on the specified PIM route

or routing instance with the unique security authentication keychain attributes.

The keychain you specify must match the keychain name configured at the [edit

security authentication key-chains] hierarchy level.

[edit protocols pim]
user@host# set interface if3-pim bfd-liveness-detection authentication keychain
bfd-pim
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NOTE: The algorithm and keychainmust be configured on both ends of
the BFD session, and theymust match. Anymismatch in configuration
prevents the BFD session from being created.

3. Specify the unique security authentication information for BFD sessions:

• The matching keychain name as specified in Step 2.

• At least one key, a unique integer between 0 and 63. Creating multiple keys allows

multiple clients to use the BFD session.

• The secret data used to allow access to the session.

• The time at which the authentication key becomes active, in the format

yyyy-mm-dd.hh:mm:ss.

[edit security]
user@host# set authentication-key-chains key-chain bfd-pim key 53 secret
$9$ggaJDmPQ6/tJgF/AtREVsyPsnCtUHm start-time 2009-06-14.10:00:00

4. (Optional) Specify loose authentication checking if you are transitioning from

nonauthenticated sessions to authenticated sessions.

[edit protocols pim]
user@host# set interface if3-pim bfd-liveness-detection authentication loose-check

5. (Optional) View your configuration by using the show bfd session detail or show bfd

session extensive command.

6. Repeat these steps to configure the other end of the BFD session.

Viewing Authentication Information for BFD Sessions

You can view the existing BFD authentication configuration by using the showbfdsession

detail and show bfd session extensive commands.

The following example shows BFD authentication configured for the if3-pim BGP group.

It specifies the keyed SHA-1 authentication algorithm and a keychain name of bfd-pim.

The authentication keychain is configured with two keys. Key 1 contains the secret data

“$9$ggaJDmPQ6/tJgF/AtREVsyPsnCtUHm” and a start time of June 1, 2009, at 9:46:02

AM PST. Key 2 contains the secret data “$9$a5jiKW9l.reP38ny.TszF2/9” and a start time

of June 1, 2009, at 3:29:20 PM PST.

[edit protocols pim]
interface if3–pim {
bfd-liveness-detection {
authentication {
algorithm keyed-sha-1;
key-chain bfd-pim;

}
}

}
[edit security]
authentication key-chains {
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key-chain bfd-pim {
key 1 {
secret “$9$ggaJDmPQ6/tJgF/AtREVsyPsnCtUHm”;
start-time “2009-6-1.09:46:02 -0700”;

}
key 2 {
secret “$9$a5jiKW9l.reP38ny.TszF2/9”;
start-time “2009-6-1.15:29:20 -0700”;

}
}

}

If you commit these updates to your configuration, you see output similar to the following

example. In the output for the showbfdsessiondetailcommand,Authenticate is displayed

to indicate that BFD authentication is configured. For more information about the

configuration, use the showbfdsessionextensivecommand. The output for this command

provides the keychain name, the authentication algorithm and mode for each client in

the session, and the overall BFD authentication configuration status, keychain name,

and authentication algorithm and mode.

show bfd session
detail

user@host# show bfd session detail

                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
50.0.0.2                 Up        ge-0/1/5.0     0.900     0.300        3   
 Client PIM, TX interval 0.300, RX interval 0.300, Authenticate
 Session up time 3d 00:34
 Local diagnostic None, remote diagnostic NbrSignal
 Remote state Up, version 1
 Replicated 

show bfd session
extensive

user@host# show bfd session extensive
                                                  Detect   Transmit
Address                  State     Interface      Time     Interval  Multiplier
50.0.0.2                 Up        ge-0/1/5.0     0.900     0.300        3   
 Client PIM, TX interval 0.300, RX interval 0.300, Authenticate

keychain bfd-pim, algo keyed-sha-1, mode strict
 Session up time 00:04:42
 Local diagnostic None, remote diagnostic NbrSignal
 Remote state Up, version 1
 Replicated 
 Min async interval 0.300, min slow interval 1.000
 Adaptive async TX interval 0.300, RX interval 0.300
 Local min TX interval 0.300, minimum RX interval 0.300, multiplier 3
 Remote min TX interval 0.300, min RX interval 0.300, multiplier 3
 Local discriminator 2, remote discriminator 2
 Echo mode disabled/inactive
Authentication enabled/active, keychain bfd-pim, algo keyed-sha-1, mode strict

Example: Configuring BFD Liveness Detection for PIM IPv6

This example shows how to configure Bidirectional Forwarding Detection (BFD) liveness

detection for IPv6 interfaces configured for the Protocol Independent Multicast (PIM)

topology. BFD is a simple hello mechanism that detects failures in a network.

The following steps are needed to configure BFD liveness detection:
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1. Configure the interface.

2. Configure the related security authentication keychain.

3. Specify the BFD authentication algorithm for the PIM protocol.

4. Configure PIM, associating the authentication keychain with the desired protocol.

5. Configure BFD authentication for the routing instance.

NOTE: Youmust perform these steps on both ends of the BFD session.

• Requirements on page 152

• Overview on page 152

• Configuration on page 153

• Verification on page 156

Requirements

This example uses the following hardware and software components:

• Two peer routers.

• Junos OS 12.2 or later.

Overview

In this example. Device R1 and Device R2 are peers. Each router runs PIM, connected over

a common medium.

Figure 23 on page 152 shows the topology used in this example.

Figure 23: BFD Liveness Detection for PIM IPv6 Topology
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Assume that the routers initialize. No BFD session is yet established. For each router, PIM

informs the BFD process to monitor the IPv6 address of the neighbor that is configured

in the routing protocol. Addresses are not learned dynamically and must be configured.

Configure the IPv6 address and BFD liveness detection at the [editprotocolspim] hierarchy

level for each router.

[edit protocols pim]
user@host# set interface interface-name family inet6 bfd-liveness-detection

Configure BFD liveness detection for the routing instance at the [edit

routing-instancesinstance-name protocols pim interface all family inet6] hierarchy level

(here, the instance-name is instance1:
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[edit routing-instances instance1 protocols pim]
user@host# set bfd-liveness-detection

You will also configure the authentication algorithm and authentication keychain values

for BFD.

In a BFD-configured network, when a client launches a BFD session with a peer, BFD

begins sending slow, periodic BFD control packets that contain the interval values that

you specified when you configured the BFD peers. This is known as the initialization state.

BFD does not generate any up or down notifications in this state. When another BFD

interface acknowledges the BFD control packets, the session moves into an up state and

begins to more rapidly send periodic control packets. If a data path failure occurs and

BFD does not receive a control packet within the configured amount of time, the data

path is declared down and BFD notifies the BFD client. The BFD client can then perform

the necessary actions to reroute traffic. This process can be different for different BFD

clients.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

Device R1 set interfaces ge-1/1/1 unit 0 description toRouter2
set interfaces ge-1/1/1 unit 0 family inet6
set interfaces ge-1/1/1 unit 0 family inet6 address e80::21b:c0ff:fed5:e4dd
set protocols pim interface ge-1/1/1 family inet6 bfd-liveness-detection authentication
algorithm keyed-sha-1

set protocols pim interface ge-1/1/1 family inet6 bfd-liveness-detection authentication
key-chain bfd-pim

set routing-instances instance1 protocols pim interface all family inet6
bfd-liveness-detection authentication algorithm keyed-sha-1

set routing-instances instance1 protocols pim interface all family inet6
bfd-liveness-detection authentication key-chain bfd-pim

set security authentication key-chain bfd-pim key 1 secret
"$9$ggaJDmPQ6/tJgF/AtREVsyPsnCtUHm"

set security authentication key-chain bfd-pim key 1 start-time "2012-01-01.09:46:02
-0700"

set security authentication key-chain bfd-pim key 2 secret
"$9$a5jiKW9l.reP38ny.TszF2/9"

set security authentication key-chain bfd-pim key 2 start-time "2012-01-01.15:29:20
-0700"

Device R2 set interfaces ge-1/1/0 unit 0 description toRouter1
set interfaces ge-1/1/0 unit 0 family inet6 address e80::21b:c0ff:fed5:e5dd
set protocols pim interface ge-1/1/0 family inet6 bfd-liveness-detection authentication
algorithm keyed-sha-1

set protocols pim interface ge-1/1/0 family inet6 bfd-liveness-detection authentication
key-chain bfd-pim

set routing-instances instance1 protocols pim interface all family inet6
bfd-liveness-detection authentication algorithm keyed-sha-1

set routing-instances instance1 protocols pim interface all family inet6
bfd-liveness-detection authentication key-chain bfd-pim

153Copyright © 2013, Juniper Networks, Inc.

Chapter 4: Protocol-Independent Multicast



set security authentication key-chain bfd-pim key 1 secret
"$9$ggaJDmPQ6/tJgF/AtREVsyPsnCtUHm"

set security authentication key-chain bfd-pim key 1 start-time "2012-01-01.09:46:02
-0700"

set security authentication key-chain bfd-pim key 2 secret
"$9$a5jiKW9l.reP38ny.TszF2/9"

set security authentication key-chain bfd-pim key 2 start-time "2012-01-01.15:29:20
-0700"

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure BFD liveness detection for PIM IPv6 interfaces on Device R1:

NOTE: This procedure is for Device R1. Repeat this procedure for Device R2,
after modifying the appropriate interface names, addresses, and any other
parameters.

1. Configure the interface, using the inet6 statement to specify that this is an IPv6

address.

[edit interfaces]
user@R1# set ge-1/1/1 unit 0 description toRouter2
user@R1# set ge-1/1/1 unit 0 family inet6 address e80::21b:c0ff:fed5:e4dd

2. Specify the BFD authentication algorithm and keychain for the PIM protocol.

The keychain is used to associate BFD sessions on the specified PIM route or routing

instance with the unique security authentication keychain attributes. This keychain

name should match the keychain name configured at the [edit security

authentication] hierarchy level.

[edit protocols]
user@R1# set pim interface ge-1/1/1.0 family inet6 bfd-liveness-detection
authentication algorithm keyed-sha-1

user@R1# set pim interface ge-1/1/1 family inet6 bfd-liveness-detection
authentication key-chain bfd-pim

NOTE: The algorithm and keychainmust be configured on both ends
of theBFDsession, and theymustmatch.Anymismatch inconfiguration
prevents the BFD session from being created.

3. Configure a routing instance (here, instance1), specifying BFD authentication and

associating the security authentication algorithm and keychain.

[edit routing-instances]
user@R1# set instance1 protocols pim interface all family inet6
bfd-liveness-detection authentication algorithm keyed-sha-1
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user@R1# set instance1 protocols pim interface all family inet6
bfd-liveness-detection authentication key-chain bfd-pim

4. Specify the unique security authentication information for BFD sessions:

• The matching keychain name as specified in Step 2.

• At least one key, a unique integer between0and63. Creating multiple keys allows

multiple clients to use the BFD session.

• The secret data used to allow access to the session.

• The time at which the authentication key becomes active, in the format

YYYY-MM-DD.hh:mm:ss.

[edit security authentication]
user@R1# set key-chain bfd-pim key 1 secret
"$9$ggaJDmPQ6/tJgF/AtREVsyPsnCtUHm"

user@R1# set key-chain bfd-pim key 1 start-time "2012-01-01.09:46:02 -0700"
user@R1# set key-chain bfd-pim key 2 secret "$9$a5jiKW9l.reP38ny.TszF2/9"
user@R1# set key-chain bfd-pim key 2 start-time "2012-01-01.15:29:20 -0700"

Results

Confirm your configuration by issuing the show interfaces, show protocols, show

routing-instances, and show security commands. If the output does not display the

intended configuration, repeat the instructions in this example to correct the configuration.

user@R1# show interfaces
ge-1/1/1 {
unit 0 {
description toRouter2;
family inet6 {
address e80::21b:c0ff:fed5:e4dd {
}

}
}

}

user@R1# show protocols
pim {
interface ge-1/1/1.0 {
family inet6;
bfd-liveness-detection {
authentication {
algorithm keyed-sha-1;
key-chain bfd-pim;

}
}

}
}

user@R1# show routing-instances
instance1 {
protocols {
pim {
interface all {
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family inet 6 {
bfd-liveness-detection {
authentication {
algorithm keyed-sha-1;
key-chain bfd-pim;

}
}

}
}

}
}

}

user@R1# show security
authentication {
key-chain bfd-pim {
key 1 {
secret “$9$ggaJDmPQ6/tJgF/AtREVsyPsnCtUHm”;
start-time “2012-01-01.09:46:02 -0700”;

}
key 2 {
secret “$9$a5jiKW9l.reP38ny.TszF2/9”;
start-time “2012-01-01.15:29:20 -0700”;

}
}

}

Verification

Confirm that the configuration is working properly.

Verifying the BFD Session

Purpose Verify that BFD liveness detection is enabled.
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Action user@R1# run show pim neighbors detail

Instance: PIM.master
    Interface: ge-1/1/1.0

        Address: fe80::21b:c0ff:fed5:e4dd,  IPv6, PIM v2, Mode: Sparse, sg Join 
Count: 0, tsg Join Count: 0
            Hello Option Holdtime: 65535 seconds
            Hello Option DR Priority: 1
            Hello Option Generation ID: 1417610277
            Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
                                          Join Suppression supported

        Address: fe80::21b:c0ff:fedc:28dd,  IPv6, PIM v2, sg Join Count: 0, tsg 
Join Count: 0
            Secondary address: beef::2
            BFD: Enabled, Operational state: Up
            Hello Option Holdtime: 105 seconds 80 remaining
            Hello Option DR Priority: 1
            Hello Option Generation ID: 1648636754
            Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
                                          Join Suppression supported

Meaning The display from theshowpimneighborsdetailcommand showsBFD:Enabled,Operational

state: Up, indicating that BFD is operating between the two PIM neighbors. For additional

information about the BFD session (including the session ID number), use the show bfd

session extensive command.

Related
Documentation

Configuring Basic PIM Settings on page 35•

• Example: Configuring BFD for BGP

• Example: Configuring BFD Authentication for BGP

Example: Configuring Nonstop Active Routing for PIM

• Understanding Nonstop Active Routing for PIM on page 157

• Example: Configuring Nonstop Active Routing with PIM on page 158

• Configuring PIM Sparse Mode Graceful Restart on page 169

Understanding Nonstop Active Routing for PIM

Nonstop active routing configurations include two Routing Engines that share information

so that routing is not interrupted during Routing Engine failover. When nonstop active

routing is configured on a dual Routing Engine platform, the PIM control state is replicated

on both Routing Engines.

This PIM state information includes:

• Neighbor relationships

• Join and prune information
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• RP-set information

• Synchronization between routes and next hops and the forwarding state between the

two Routing Engines

The PIM control state is maintained on the backup Routing Engine by the replication of

state information from the master to the backup Routing Engine and having the backup

Routing Engine react to route installation and modification in the [instance].inet.1 routing

table on the master Routing Engine. The backup Routing Engine does not send or receive

PIM protocol packets directly. In addition, the backup Routing Engine uses the dynamic

interfaces created by the master Routing Engine. These dynamic interfaces include PIM

encapsulation, de-encapsulation, and multicast tunnel interfaces.

NOTE: The clearpim join, clearpimregister, and clearpimstatisticsoperational

mode commands are not supported on the backup Routing Engine when
nonstop active routing is enabled.

To enable nonstop active routing for PIM (in addition to the PIM configuration on the

master Routing Engine), you must include the following statements at the [edit]hierarchy

level:

• chassis redundancy graceful-switchover

• routing-options nonstop-routing

• system commit synchronize

Example: Configuring Nonstop Active Routing with PIM

This example shows how to configure nonstop active routing for PIM-based multicast

IPv4 and IPv6 traffic.

• Requirements on page 158

• Overview on page 159

• Configuration on page 160

• Verification on page 169

Requirements

Before you begin:

• Configure the router interfaces. See the Network Interfaces Configuration Guide.

• Configure an interior gateway protocol or static routing. See the Routing Protocols

Configuration Guide.

• Configure a multicast group membership protocol (IGMP or MLD). See “Understanding

IGMP” on page 306 and “Understanding MLD” on page 331.

• For this feature to work with IPv6, the routing device must be running Junos OS Release

10.4 or above.
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Overview

Junos OS supports nonstop active routing in the following PIM scenarios:

• Dense mode

• Sparse mode

• SSM

• Static RP

• Auto-RP (for IPv4 only)

• Bootstrap router

• Embedded RP on the non-RP router (for IPv6 only)

• BFD support

NOTE: Multicast VPNs are not supported with nonstop active routing.
Policy-based features (such as neighbor policy, join policy, BSRpolicy, scope
policy, flowmaps, and RPF check policy) are not supported with nonstop
active routing.

This example uses static RP. The interfaces are configured to receive both IPv4 and IPv6

traffic. R2 provides RP services as the local RP. Note that nonstop active routing is not

supported on the RP router. The configuration shown in this example is on R1.

Figure 24 on page 160 shows the topology used in this example.
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Figure 24: Nonstop Active Routing in PIM Domain
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

R1 set system syslog archive size 10m
set system syslog file messages any info
set system commit synchronize
set chassis redundancy graceful-switchover
set interfaces traceoptions file dcd-trace
set interfaces traceoptions file size 10m
set interfaces traceoptions file files 10
set interfaces traceoptions flag all
set interfaces so-0/0/1 unit 0 description "to R0 so-0/0/1.0"
set interfaces so-0/0/1 unit 0 family inet address 10.210.1.2/30
set interfaces so-0/0/1 unit 0 family inet6 address FDCA:9E34:50CE:0001::2/126
set interfaces fe-0/1/3 unit 0 description "to R2 fe-0/1/3.0"
set interfaces fe-0/1/3 unit 0 family inet address 10.210.12.1/30
set interfaces fe-0/1/3 unit 0 family inet6 address FDCA:9E34:50CE:0012::1/126
set interfaces fe-1/1/0 unit 0 description "to H1"
set interfaces fe-1/1/0 unit 0 family inet address 10.240.0.250/30
set interfaces fe-1/1/0 unit 0 family inet6 address ::10.240.0.250/126
set interfaces lo0 unit 0 description "R1 Loopback"
set interfaces lo0 unit 0 family inet address 10.210.255.201/32 primary
set interfaces lo0 unit 0 family iso address
47.0005.80ff.f800.0000.0108.0001.0102.1025.5201.00

set interfaces lo0 unit 0 family inet6 address abcd::10:210:255:201/128
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set protocols ospf traceoptions file r1-nsr-ospf2
set protocols ospf traceoptions file size 10m
set protocols ospf traceoptions file files 10
set protocols ospf traceoptions file world-readable
set protocols ospf traceoptions flag error
set protocols ospf traceoptions flag lsa-update detail
set protocols ospf traceoptions flag flooding detail
set protocols ospf traceoptions flag lsa-request detail
set protocols ospf traceoptions flag state detail
set protocols ospf traceoptions flag event detail
set protocols ospf traceoptions flag hello detail
set protocols ospf traceoptions flag nsr-synchronization detail
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface so-0/0/1.0metric 100
set protocols ospf area 0.0.0.0 interface fe-0/1/3.0metric 100
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface fe-1/1/0.0 passive
set protocols ospf3 traceoptions file r1-nsr-ospf3
set protocols ospf3 traceoptions file size 10m
set protocols ospf3 traceoptions file world-readable
set protocols ospf3 traceoptions flag lsa-update detail
set protocols ospf3 traceoptions flag flooding detail
set protocols ospf3 traceoptions flag lsa-request detail
set protocols ospf3 traceoptions flag state detail
set protocols ospf3 traceoptions flag event detail
set protocols ospf3 traceoptions flag hello detail
set protocols ospf3 traceoptions flag nsr-synchronization detail
set protocols ospf3 area 0.0.0.0 interface fe-1/1/0.0 passive
set protocols ospf3 area 0.0.0.0 interface fe-1/1/0.0metric 1
set protocols ospf3 area 0.0.0.0 interface lo0.0 passive
set protocols ospf3 area 0.0.0.0 interface so-0/0/1.0metric 1
set protocols ospf3 area 0.0.0.0 interface fe-0/1/3.0metric 1
set protocols pim traceoptions file r1-nsr-pim
set protocols pim traceoptions file size 10m
set protocols pim traceoptions file files 10
set protocols pim traceoptions file world-readable
set protocols pim traceoptions flagmdt detail
set protocols pim traceoptions flag rp detail
set protocols pim traceoptions flag register detail
set protocols pim traceoptions flag packets detail
set protocols pim traceoptions flag autorp detail
set protocols pim traceoptions flag join detail
set protocols pim traceoptions flag hello detail
set protocols pim traceoptions flag assert detail
set protocols pim traceoptions flag normal detail
set protocols pim traceoptions flag state detail
set protocols pim traceoptions flag nsr-synchronization
set protocols pim rp static address 10.210.255.202
set protocols pim rp static address abcd::10:210:255:202
set protocols pim interface lo0.0
set protocols pim interface fe-0/1/3.0mode sparse
set protocols pim interface fe-0/1/3.0 version 2
set protocols pim interface so-0/0/1.0mode sparse
set protocols pim interface so-0/0/1.0 version 2
set protocols pim interface fe-1/1/0.0mode sparse
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set protocols pim interface fe-1/1/0.0 version 2
set policy-options policy-statement load-balance then load-balance per-packet
set routing-options nonstop-routing
set routing-options router-id 10.210.255.201
set routing-options forwarding-table export load-balance
set routing-options forwarding-table traceoptions file r1-nsr-krt
set routing-options forwarding-table traceoptions file size 10m
set routing-options forwarding-table traceoptions file world-readable
set routing-options forwarding-table traceoptions flag queue
set routing-options forwarding-table traceoptions flag route
set routing-options forwarding-table traceoptions flag routes
set routing-options forwarding-table traceoptions flag synchronous
set routing-options forwarding-table traceoptions flag state
set routing-options forwarding-table traceoptions flag asynchronous
set routing-options forwarding-table traceoptions flag consistency-checking
set routing-options traceoptions file r1-nsr-sync
set routing-options traceoptions file size 10m
set routing-options traceoptions flag nsr-synchronization
set routing-options traceoptions flag commit-synchronize

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure nonstop active routing on R1:

1. Synchronize the Routing Engines.

[edit]
user@host# edit system
[edit system]
user@host# set commit synchronize
user@host# exit

2. Enable graceful Routing Engine switchover.

[edit]
user@host# set chassis redundancy graceful-switchover

3. Configure R1’s interfaces.

[edit]
user@host# edit interfaces
[edit interfaces]
user@host# set so-0/0/1 unit 0 description "to R0 so-0/0/1.0"
user@host# set so-0/0/1 unit 0 family inet address 10.210.1.2/30
user@host#setso-0/0/1unit0 family inet6addressFDCA:9E34:50CE:0001::2/126
user@host# set fe-0/1/3 unit 0 description "to R2 fe-0/1/3.0"
user@host# set fe-0/1/3 unit 0 family inet address 10.210.12.1/30
user@host# set fe-0/1/3 unit 0 family inet6 address FDCA:9E34:50CE:0012::1/126
user@host# set fe-1/1/0 unit 0 description "to H1"
user@host# set fe-1/1/0 unit 0 family inet address 10.240.0.250/30
user@host# set fe-1/1/0 unit 0 family inet6 address ::10.240.0.250/126
user@host# set lo0 unit 0 description "R1 Loopback"
user@host# set lo0 unit 0 family inet address 10.210.255.201/32 primary
user@host# set lo0 unit 0 family iso address
47.0005.80ff.f800.0000.0108.0001.0102.1025.5201.00
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user@host# set lo0 unit 0 family inet6 address abcd::10:210:255:201/128
user@host# exit

4. Configure OSPF for IPv4 on R1.

[edit]
user@host# edit protocols ospf
[edit protocols ospf]
user@host# set traffic-engineering
user@host# set area 0.0.0.0 interface so-0/0/1.0metric 100
user@host# set area 0.0.0.0 interface fe-0/1/3.0metric 100
user@host# set area 0.0.0.0 interface lo0.0 passive
user@host# set area 0.0.0.0 interface fxp0.0 disable
user@host# set area 0.0.0.0 interface fe-1/1/0.0 passive

5. Configure OSPF for IPv6 on R1.

[edit]
user@host# edit protocols ospf3
[edit protocols ospf3]
user@host# set area 0.0.0.0 interface fe-1/1/0.0 passive
user@host# set area 0.0.0.0 interface fe-1/1/0.0metric 1
user@host# set area 0.0.0.0 interface lo0.0 passive
user@host# set area 0.0.0.0 interface so-0/0/1.0metric 1
user@host# set area 0.0.0.0 interface fe-0/1/3.0metric 1

6. Configure PIM on R1. The PIM static address points to the RP router (R2).

[edit]
user@host# edit
[edit protocols pim]
user@host# set protocols pim rpstatic address 10.210.255.202
user@host# set protocols pim rp static address abcd::10:210:255:202
user@host# set protocols pim interface lo0.0
user@host# set protocols pim interface fe-0/1/3.0mode sparse
user@host# set protocols pim interface fe-0/1/3.0 version 2
user@host# set protocols pim interface so-0/0/1.0mode sparse
user@host# set protocols pim interface so-0/0/1.0 version 2
user@host# set protocols pim interface fe-1/1/0.0mode sparse
user@host# set protocols pim interface fe-1/1/0.0 version 2

7. Configure per-packet load balancing on R1.

[edit]
user@host# edit policy-options policy-statement load-balance
[edit policy-options policy-statement load-balance]
user@host# set then load-balance per-packet

8. Apply the load-balance policy on R1.

[edit]
user@host# set routing-options forwarding-table export load-balance

9. Configure nonstop routing on R1.

[edit]
user@host# set routing-options nonstop-routing
user@host# set routing-options router-id 10.210.255.201
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Step-by-Step
Procedure

For troubleshooting, configure system log and tracing operations.

Enable system log messages.1.

[edit]
user@host# set system syslog archive size 10m
user@host# set system syslog file messages any info

2. Trace interface operations.

[edit]
user@host# set interfaces traceoptions file dcd-trace
user@host# set interfaces traceoptions file size 10m
user@host# set interfaces traceoptions file files 10
user@host# set interfaces traceoptions flag all

3. Trace IGP operations for IPv4.

[edit]
user@host# set protocols ospf traceoptions file r1-nsr-ospf2
user@host# set protocols ospf traceoptions file size 10m
user@host# set protocols ospf traceoptions file files 10
user@host# set protocols ospf traceoptions file world-readable
user@host# set protocols ospf traceoptions flag error
user@host# set protocols ospf traceoptions flag lsa-update detail
user@host# set protocols ospf traceoptions flag flooding detail
user@host# set protocols ospf traceoptions flag lsa-request detail
user@host# set protocols ospf traceoptions flag state detail
user@host# set protocols ospf traceoptions flag event detail
user@host# set protocols ospf traceoptions flag hello detail
user@host# set protocols ospf traceoptions flag nsr-synchronization detail

4. Trace IGP operations for IPv6.

[edit]
user@host# set protocols ospf3 traceoptions file r1-nsr-ospf3
user@host# set protocols ospf3 traceoptions file size 10m
user@host# set protocols ospf3 traceoptions file world-readable
user@host# set protocols ospf3 traceoptions flag lsa-update detail
user@host# set protocols ospf3 traceoptions flag flooding detail
user@host# set protocols ospf3 traceoptions flag lsa-request detail
user@host# set protocols ospf3 traceoptions flag state detail
user@host# set protocols ospf3 traceoptions flag event detail
user@host# set protocols ospf3 traceoptions flag hello detail
user@host# set protocols ospf3 traceoptions flag nsr-synchronization detail

5. Trace PIM operations.

[edit]
user@host# set protocols pim traceoptions file r1-nsr-pim
user@host# set protocols pim traceoptions file size 10m
user@host# set protocols pim traceoptions file files 10
user@host# set protocols pim traceoptions file world-readable
user@host# set protocols pim traceoptions flagmdt detail
user@host# set protocols pim traceoptions flag rp detail
user@host# set protocols pim traceoptions flag register detail
user@host# set protocols pim traceoptions flag packets detail
user@host# set protocols pim traceoptions flag autorp detail
user@host# set protocols pim traceoptions flag join detail
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user@host# set protocols pim traceoptions flag hello detail
user@host# set protocols pim traceoptions flag assert detail
user@host# set protocols pim traceoptions flag normal detail
user@host# set protocols pim traceoptions flag state detail
user@host# set protocols pim traceoptions flag nsr-synchronization

6. Trace all routing protocol functionality.

[edit]
user@host# set routing-options traceoptions file r1-nsr-sync
user@host# set routing-options traceoptions file size 10m
user@host# set routing-options traceoptions flag nsr-synchronization
user@host# set routing-options traceoptions flag commit-synchronize

7. Trace forwarding table operations.

[edit]
user@host# set routing-options forwarding-table traceoptions file r1-nsr-krt
user@host# set routing-options forwarding-table traceoptions file size 10m
user@host# set routing-options forwarding-table traceoptions file world-readable
user@host# set routing-options forwarding-table traceoptions flag queue
user@host# set routing-options forwarding-table traceoptions flag route
user@host# set routing-options forwarding-table traceoptions flag routes
user@host# set routing-options forwarding-table traceoptions flag synchronous
user@host# set routing-options forwarding-table traceoptions flag state
user@host# set routing-options forwarding-table traceoptions flag asynchronous
user@host# set routing-options forwarding-table traceoptions flag
consistency-checking

8. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results

From configuration mode, confirm your configuration by entering the showchassis, show

interfaces, show policy-options, show protocols, show routing-options, and show system

commands. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

user@host# show chassis
redundancy {
graceful-switchover;

}

user@host# show interfaces
traceoptions {
file dcd-trace size 10m files 10;
flag all;

}
so-0/0/1 {
unit 0 {
description "to R0 so-0/0/1.0";
family inet {
address 10.210.1.2/30;

}
family inet6 {
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address FDCA:9E34:50CE:0001::2/126;
}

}
}
fe-0/1/3 {
unit 0 {
description "to R2 fe-0/1/3.0";
family inet {
address 10.210.12.1/30;

}
family inet6 {
address FDCA:9E34:50CE:0012::1/126;

}
}

}
fe-1/1/0 {
unit 0 {
description "to H1";
family inet {
address 10.240.0.250/30;

}
family inet6 {
address ::10.240.0.250/126;

}
}

}
lo0 {
unit 0 {
description "R1 Loopback";
family inet {
address 10.210.255.201/32 {
primary;

}
}
family iso {
address 47.0005.80ff.f800.0000.0108.0001.0102.1025.5201.00;

}
family inet6 {
address abcd::10:210:255:201/128;

}
}

}

user@host# show policy-options
policy-statement load-balance {
then {
load-balance per-packet;

}
}

user@host# show protocols
ospf {
traceoptions {
file r1-nsr-ospf2 size 10m files 10 world-readable;
flag error;
flag lsa-update detail;
flag flooding detail;
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flag lsa-request detail;
flag state detail;
flag event detail;
flag hello detail;
flag nsr-synchronization detail;

}
traffic-engineering;
area 0.0.0.0 {
interface so-0/0/1.0 {
metric 100;

}
interface fe-0/1/3.0 {
metric 100;

}
interface lo0.0 {
passive;

}
interface fxp0.0 {
disable;

}
interface fe-1/1/0.0 {
passive;

}
}

}
ospf3 {
traceoptions {
file r1-nsr-ospf3 size 10mworld-readable;
flag lsa-update detail;
flag flooding detail;
flag lsa-request detail;
flag state detail;
flag event detail;
flag hello detail;
flag nsr-synchronization detail;

}
area 0.0.0.0 {
interface fe-1/1/0.0 {
passive;
metric 1;

}
interface lo0.0 {
passive;

}
interface so-0/0/1.0 {
metric 1;

}
interface fe-0/1/3.0 {
metric 1;

}
}

}
pim {
traceoptions {
file r1-nsr-pim size 10m files 10 world-readable;
flagmdt detail;
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flag rp detail;
flag register detail;
flag packets detail;
flag autorp detail;
flag join detail;
flag hello detail;
flag assert detail;
flag normal detail;
flag state detail;
flag nsr-synchronization;

}
rp {
static {
address 10.210.255.202;
address abcd::10:210:255:202;

}
}
interface lo0.0;
interface fe-0/1/3.0 {
mode sparse;
version 2;

}
interface so-0/0/1.0 {
mode sparse;
version 2;

}
interface fe-1/1/0.0 {
mode sparse;
version 2;

}
}

user@host# show routing-options
traceoptions {
file r1-nsr-sync size 10m;
flag nsr-synchronization;
flag commit-synchronize;

}
nonstop-routing;
router-id 10.210.255.201;
forwarding-table {
traceoptions {
file r1-nsr-krt size 10mworld-readable;
flag queue;
flag route;
flag routes;
flag synchronous;
flag state;
flag asynchronous;
flag consistency-checking;

}
export load-balance;

}

user@host# show system
syslog {
archive size 10m;
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file messages {
any info;

}
}
commit synchronize;

Verification

To verify the configuration, run the following commands:

• show pim join extensive

• show pim neighbors inet detail

• show pim neighbors inet6 detail

• show pim rps inet detail

• show pim rps inet6 detail

• showmulticast route inet extensive

• showmulticast route inet6 extensive

• show route table inet.1 detail

• show route table inet6.1 detail

Configuring PIM SparseMode Graceful Restart

You can configure PIM sparse mode to continue to forward existing multicast packet

streams during a routing process failure and restart. Only PIM sparse mode can be

configured this way. The routing platform does not forward multicast packets for protocols

other than PIM during graceful restart, because all other multicast protocols must restart

after a routing process failure. If you configure PIM sparse-dense mode, only sparse

multicast groups benefit from a graceful restart.

The routing platform does not forward new streams until after the restart is complete.

After restart, the routing platform refreshes the forwarding state with any updates that

were received from neighbors during the restart period. For example, the routing platform

relearns the join and prune states of neighbors during the restart, but it does not apply

the changes to the forwarding table until after the restart.

When PIM sparse mode is enabled, the routing platform generates a unique 32-bit random

number called a generation identifier. Generation identifiers are included by default in

PIM hello messages, as specified in the Internet draft draft-ietf-pim-sm-v2-new-10.txt.

When a routing platform receives PIM hello messages containing generation identifiers

on a point-to-point interface, the Junos OS activates an algorithm that optimizes graceful

restart.

Before PIM sparse mode graceful restart occurs, each routing platform creates a

generation identifier and sends it to its multicast neighbors. If a routing platform with

PIM sparse mode restarts, it creates a new generation identifier and sends it to neighbors.

When a neighbor receives the new identifier, it resends multicast updates to the restarting
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router to allow it to exit graceful restart efficiently. The restart phase is complete when

the restart duration timer expires.

Multicast forwarding can be interrupted in two ways. First, if the underlying routing protocol

is unstable, multicast RPF checks can fail and cause an interruption. Second, because

the forwarding table is not updated during the graceful restart period, new multicast

streams are not forwarded until graceful restart is complete.

You can configure graceful restart globally or for a routing instance. This example shows

how to configure graceful restart globally.

To configure graceful restart for PIM sparse mode:

1. Enable graceful restart.

[edit protocols pim]
user@host# set graceful-restart

2. (Optional) Configure the amount of time the routing device waits (in seconds) to

complete PIM sparse mode graceful restart. By default, the router allows 60 seconds.

The range is from 30 through 300 seconds. After this restart time, the Routing Engine

resumes normal multicast operation.

[edit protocols pim graceful-restart]
user@host# set restart-duration 120

3. Monitor the operation of PIM graceful restart by running the show pim neighbors

command. In the command output, look for the G flag in the Option field. The G flag

stands for generation identifier. Also run the show task replication command to verify

the status of GRES and NSR.

Related
Documentation

Configuring Basic PIM Settings on page 35•

Configuring PIM DenseMode

• Understanding PIM Dense Mode on page 170

• Configuring PIM Dense Mode Properties on page 172

Understanding PIM DenseMode

PIM dense mode is less sophisticated than PIM sparse mode. PIM dense mode is useful

for multicast LAN applications, the main environment for all dense mode protocols.

PIM dense mode implements the same flood-and-prune mechanism that DVMRP and

other dense mode routing protocols employ. The main difference between DVMRP and

PIM dense mode is that PIM dense mode introduces the concept of protocol

independence. PIM dense mode can use the routing table populated by any underlying

unicast routing protocol to perform reverse-path-forwarding (RPF) checks.

Internet service providers (ISPs) typically appreciate the ability to use any underlying

unicast routing protocol with PIM dense mode because they do not need to introduce

and manage a separate routing protocol just for RPF checks. While unicast routing
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protocols extended as multiprotocol BGP (MBGP) and Multitopology Routing in IS-IS

(M-IS-IS) were later employed to build special tables to perform RPF checks, PIM dense

mode does not require them.

PIM dense mode can use the unicast routing table populated by OSPF, IS-IS, BGP, and

so on, or PIM dense mode can be configured to use a special multicast RPF table

populated by MBGP or M-IS-IS when performing RPF checks.

Unlike sparse mode, in which data is forwarded only to routers sending an explicit request,

dense mode implements a flood-and-prunemechanism, similar to DVMRP. In PIM dense

mode, there is no RP. A router receives the multicast data on the interface closest to the

source, then forwards the traffic to all other interfaces (see Figure 25 on page 171).

Figure 25: Multicast Traffic Flooded from the Source Using PIM Dense
Mode

Flooding occurs periodically. It is used to refresh state information, such as the source IP

address and multicast group pair. If the router has no interested receivers for the data,

and the OIL becomes empty, the router sends a prune message upstream to stop delivery

of multicast traffic (see Figure 26 on page 172).
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Figure 26: PruneMessages Sent Back to the Source to Stop Unwanted
Multicast Traffic

Configuring PIM DenseMode Properties

In PIM dense mode (PIM-DM), the assumption is that almost all possible subnets have

at least one receiver wanting to receive the multicast traffic from a source, so the network

is flooded with traffic on all possible branches, then pruned back when branches do not

express an interest in receiving the packets, explicitly (by message) or implicitly (time-out

silence). LANs are appropriate networks for dense-mode operation.

By default, PIM is disabled. When you enable PIM, it operates in sparse mode by default.

You can configure PIM dense mode globally or for a routing instance. This example shows

how to configure the routing instance and how to specify that PIM dense mode use inet.2

as its RPF routing table instead of inet.0.

To configure the router properties for PIM dense mode:

1. (Optional) Create an IPv4 routing table group so that interface routes are installed

into two routing tables, inet.0 and inet.2.

[edit routing-options rib-groups]
user@host# set pim-rg export-rib inet.0
user@host# set pim-rg import-rib [ inet.0 inet.2 ]

2. (Optional) Associate the routing table group with a PIM routing instance.

[edit routing-instances PIM.dense protocols pim]
user@host# set rib-group inet pim-rg
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3. Configure the PIM interface. If you do not specify any interfaces, PIM is enabled on all

router interfaces. Generally, you specify interface names only if you are disabling PIM

on certain interfaces.

[edit routing-instances PIM.dense protocols pim]
user@host# set interface fe-0/0/1.0mode dense

NOTE: You cannot configure both PIM and Distance Vector Multicast
Routing Protocol (DVMRP) in forwardingmode on the same interface.
YoucanconfigurePIMonthesame interfaceonly if youconfiguredDVMRP
in unicast-routingmode.

4. Monitor the operation of PIM dense mode by running the show pim interfaces, show

pim join, show pim neighbors, and show pim statistics commands.

Related
Documentation

Configuring PIM Sparse-Dense Mode on page 173•

• Configuring Basic PIM Settings on page 35

Configuring PIM Sparse-DenseMode

• Understanding PIM Sparse-Dense Mode on page 173

• Mixing PIM Sparse and Dense Modes on page 173

• Configuring PIM Sparse-Dense Mode Properties on page 174

Understanding PIM Sparse-DenseMode

Sparse-dense mode, as the name implies, allows the interface to operate on a per-group

basis in either sparse or dense mode. A group specified as dense is not mapped to an RP.

Instead, data packets destined for that group are forwarded by means of PIM dense-mode

rules. A group specified as sparse is mapped to an RP, and data packets are forwarded

by means of PIM sparse-mode rules.

For information about PIM sparse-mode and PIM dense-mode rules, see “Understanding

PIM Sparse Mode” on page 51 and “Understanding PIM Dense Mode” on page 170.

Mixing PIM Sparse and DenseModes

It is possible to mix PIM dense mode, PIM sparse mode, and PIM source-specific multicast

(SSM) on the same network, the same router, and even the same interface. This is because

modes are effectively tied to multicast groups, an IP multicast group address must be

unique for a particular group's traffic, and scoping limits enforce the division between

potential or actual overlaps.

NOTE: PIMsparsemodewas capable of forming shortest-path trees (SPTs)
already. Changes to PIM sparsemode to support PIM SSMmainly involved
defining behavior in the SSM address range, because shared-tree behavior
is prohibited for groups in the SSM address range.
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A multicast router employing sparse-dense mode is a good example of mixing PIM modes

on the same network or router or interface. Dense modes are easy to support because

of the flooding, but scaling issues make dense modes inappropriate for Internet use

beyond very restricted uses.

Configuring PIM Sparse-DenseMode Properties

Sparse-dense mode allows the interface to operate on a per-group basis in either sparse

or dense mode. A group specified as “dense” is not mapped to an RP. Instead, data

packets destined for that group are forwarded by means of PIM dense mode rules. A

group specified as “sparse” is mapped to an RP, and data packets are forwarded by

means of PIM sparse-mode rules. Sparse-dense mode is useful in networks implementing

auto-RP for PIM sparse mode.

By default, PIM is disabled. When you enable PIM, it operates in sparse mode by default.

You can configure PIM sparse-dense mode globally or for a routing instance. This example

shows how to configure PIM sparse-dense mode globally on all interfaces, specifying

that the groups 224.0.1.39 and 224.0.1.40 are using dense mode.

To configure the router properties for PIM sparse-dense mode:

1. Configure the dense-mode groups.

[protocols pim]
user@host# set dense-groups 224.0.1.39
user@host# set dense-groups 224.0.1.40

2. Configure all interfaces on the routing device to use sparse-dense mode. When

configuring all interfaces, exclude the fxp0.0 management interface by adding the

disable statement for that interface.

[edit protocols pim]
user@host# set interface all mode sparse-dense
user@host# set interface fxp0.0 disable

3. Monitor the operation of PIM sparse-dense mode by running the showpim interfaces,

show pim join, show pim neighbors, and show pim statistics commands.

Related
Documentation

Configuring PIM Dense Mode on page 170•

• Configuring Basic PIM Settings on page 35

PIM Join Load Balancing onMultipathMVPNRoutes Overview

A multicast virtual private network (MVPN) is a technology to deploy the multicast service

in an existing MPLS/BGP VPN.

The two main MVPN services are:

• Dual PIM MVPNs (also referred to as Draft-Rosen)

• Multiprotocol BGP-based MVPNs (also referred to as next-generation)
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Next-generation MVPNs constitute the next evolution after the Draft-Rosen MVPN and

provide a simpler solution for administrators who want to configure multicast over Layer

3 VPNs. A Draft-Rosen MVPN uses Protocol Independent Multicast (PIM) for customer

multicast (C-multicast) signaling, and a next-generation MVPN uses BGP for C-multicast

signaling.

Multipath routing in an MVPN is applied to make data forwarding more robust against

network failures and to minimize shared backup capacities when resilience against

network failures is required.

By default, PIM join messages are sent toward a source based on the reverse path

forwarding (RPF) routing table check. If there is more than one equal-cost path toward

the source [S, G] or rendezvous point (RP) [*, G], then one upstream interface is used

to send the join messages. The upstream path can be:

• A single active external BGP (EBGP) path when both EBGP and internal BGP (IBGP)

paths are present.

• A single active IBGP path when there is no EBGP path present.

With the introduction of the multipath PIM join load-balancing feature, customer PIM

(C-PIM) join messages are load-balanced in the following ways:

• In the case of a Draft-Rosen MVPN, unequal EBGP and IBGP paths are utilized.

• In the case of next-generation MVPN:

• Available IBGP paths are utilized when no EBGP path is present.

• Available EBGP paths are utilized when both EBGP and IBGP paths are present.

This feature is applicable to IPv4 C-PIM join messages over the Layer 3 MVPN service.

By default, a customer source (C-S) or a customer RP (C-RP) is considered remote if

the active rt_entry is a secondary route and the primary route is present in a different

routing instance. Such determination is being done without taking into consideration the

(C-*,G) or (C-S,G) state for which the check is being performed. The multipath PIM join

load-balancing feature determines if a source (or RP) is remote by taking into account

the associated (C-*,G) or (C-S,G) state.

When the provider network does not have provider edge (PE) routers with the multipath

PIM join load-balancing feature enabled, hash-based join load balancing is used. Although

the decision to configure this feature does not impact PIM or overall system performance,

network performance can be affected temporarily, if the feature is not enabled.

With hash-based join load balancing, adding new PE routers to the candidate upstream

toward the C-S or C-RP results in C-PIM join messages being redistributed to new

upstream paths. If the number of join messages is large, network performance is impacted

because of join messages being sent to the new RPF neighbor and prune messages being

sent to the old RPF neighbor. In next-generation MVPN, this results in BGP C-multicast

data messages being withdrawn from old upstream paths and advertised on new

upstream paths, impacting network performance.
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In Figure 27 on page 176, PE1 and PE2 are the upstream PE routers. Router PE1 learns route

Source from EBGP and IBGP peers—the customer edge CE1 router and the PE2 router,

respectively.

Figure 27: PIM Join Load Balancing
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• If the PE routers run the Draft-Rosen MVPN, the PE1 router distributes C-PIM join

messages between the EBGP path to the CE1 router and the IBGP path to the PE2

router. The join messages on the IBGP path are sent over a multicast tunnel interface

through which the PE routers establish C-PIM adjacency with each other.

If a PE router loses one or all EBGP paths toward the source (or RP), the C-PIM join

messages that were previously using the EBGP path are moved to a multicast tunnel

interface, and the RPF neighbor on the multicast tunnel interface is selected based on

a hash mechanism.

On discovering the first EBGP path toward the source (or RP), only new join messages

get load-balanced across EBGP and IBGP paths, whereas the existing join messages

on the multicast tunnel interface remain unaffected.

• If the PE routers run the next-generation MVPN, the PE1 router sends C-PIM join

messages directly to the CE1 router over the EBGP path. There is no C-PIM adjacency

between the PE1 and PE2 routers. Router PE3 distributes the C-PIM join messages

between the two IBGP paths to PE1 and PE2. The Bytewise-XOR hash algorithm is

used to send the C-multicast data according to Internet draft

draft-ietf-l3vpn-2547bis-mcast-bgp, BGP Encodings and Procedures for Multicast in

MPLS/BGP IP VPNs.
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Because the multipath PIM join load-balancing feature in a Draft-Rosen MVPN utilizes

unequal EBGP and IBGP paths to the destination, loops can be created when forwarding

unicast packets to the destination. To avoid or break such loops:

• Traffic arriving from a core or master instance should not be forwarded back to the

core facing interfaces.

• A single multicast tunnel interface should either be selected as the upstream interface

or the downstream interface.

• An upstream or downstream multicast tunnel interface should point to a non-multicast

tunnel interface.

As a result of the loop avoidance mechanism, join messages arriving from an EBGP path

get load-balanced across EIBGP paths as expected, whereas join messages from an

IBGP path are constrained to choose the EBGP path only.

In Figure 27 on page 176, if the CE2 host sends unicast data traffic to the CE1 host, the PE1

router could send the multicast flow to the PE2 router over the MPLS core due to traffic

load balancing. A data forwarding loop is prevented by ensuring that PE2 does not forward

traffic back on the MPLS core because of the load-balancing algorithm.

In the case of C-PIM join messages, assuming that both the CE2 host and the CE3 host

are interested in receiving traffic from the source (S, G), and if both PE1 and PE2 choose

each other as the RPF neighbor toward the source, then a multicast tree cannot be formed

completely. This feature implements mechanisms to prevent such join loops in the

multicast control plane in a Draft-Rosen MVPN scenario.

NOTE:

Disruption of multicast traffic or creation of join loops can occur, resulting in
amulticast distribution tree (MDT) not being formed properly due to one of
the following reasons:

• During a graceful Routing Engine switchover (GRES), the EIBGP path
selection forC-PIM joinmessagescanvary, because theupstream interface
selection is performed again for the new Routing Engine based on the join
messages it receives from the CE and PE neighbors. This can lead to
disruption of multicast traffic depending on the number of join messages
received and the load on the network at the time of the graceful restart.
However, nonstopactive routing(NSR) isnotsupportedandhasno impact
on themulticast traffic in a Draft-RosenMVPN scenario.

• Any PE router in the provider network is running another vendor’s
implementation that does not apply the same hashing algorithm
implemented in this feature.

• Themultipath PIM join load-balancing feature has not been configured
properly.

Related
Documentation

Use Case for PIM Join Load Balancing•
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• Example: Configuring PIM Join Load Balancing on Draft-Rosen Multicast VPN on page 178

• Example: Configuring PIM Join Load Balancing On Next-Generation Multicast VPN on

page 186

Example: Configuring PIM Join Load Balancing on Draft-RosenMulticast VPN

This example shows how to configure multipath routing for external and internal virtual

private network (VPN) routes with unequal interior gateway protocol (IGP) metrics, and

Protocol Independent Multicast (PIM) join load balancing on provider edge (PE) routers

running Draft-Rosen multicast VPN (MVPN). This feature allows customer PIM (C-PIM)

join messages to be load-balanced across external and internal BGP (EIBGP) upstream

paths when the PE router has both external BGP (EBGP) and internal BGP (IBGP) paths

toward the source or rendezvous point (RP).

• Requirements on page 178

• Overview and Topology on page 178

• Configuration on page 182

• Verification on page 185

Requirements

This example requires the following hardware and software components:

• Three routers that can be a combination of M Series Multiservice Edge Routers, MX

Series 3D Universal Edge Routers, or T Series Core Routers.

• Junos OS Release 12.1 or later running on all the devices.

Before you begin:

1. Configure the device interfaces.

2. Configure the following routing protocols on all PE routers:

• OSPF

• MPLS

• LDP

• PIM

• BGP

3. Configure a multicast VPN.

Overview and Topology

Junos OS Release 12.1 and later support multipath configuration along with PIM join load

balancing. This allows C-PIM join messages to be load-balanced across unequal EIBGP

routes, if a PE router has EBGP and IBGP paths toward the source (or RP). In previous
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releases, only the active EBGP path was used to send the join messages. This feature is

applicable to IPv4 C-PIM join messages.

During load balancing, if a PE router loses one or more EBGP paths toward the source

(or RP), the C-PIM join messages that were previously using the EBGP path are moved

to a multicast tunnel interface, and the reverse path forwarding (RPF) neighbor on the

multicast tunnel interface is selected based on a hash mechanism.

On discovering the first EBGP path toward the source (or RP), only the new join messages

get load-balanced across EIBGP paths, whereas the existing join messages on the

multicast tunnel interface remain unaffected.

Though the primary goal for multipath PIM join load balancing is to utilize unequal EIBGP

paths for multicast traffic, potential join loops can be avoided if a PE router chooses only

the EBGP path when there are one or more join messages for different groups from a

remote PE router. If the remote PE router’s join message arrives after the PE router has

already chosen IBGP as the upstream path, then the potential loops can be broken by

changing the selected upstream path to EBGP.

NOTE: During a graceful Routing Engine switchover (GRES), the EIBGP path
selection for C-PIM join messages can vary, because the upstream interface
selection is performed again for the new Routing Engine based on the join
messages it receives fromtheCEandPEneighbors.Thiscan leadtodisruption
of multicast traffic depending on the number of join messages received and
the load on the network at the time of the graceful restart. However, the
nonstop active routing feature is not supported and has no impact on the
multicast traffic in a Draft-RosenMVPN scenario.

In this example, PE1 and PE2 are the upstream PE routers for which the multipath PIM

join load-balancing feature is configured. Routers PE1 and PE2 have one EBGP path and

one IBGP path each toward the source. The Source and Receiver attached to customer

edge (CE) routers are Free BSD hosts.

On PE routers that have EIBGP paths toward the source (or RP), such as PE1 and PE2,

PIM join load balancing is performed as follows:

1. The existing join-count-based load balancing is performed such that the algorithm

first selects the least loaded C-PIM interface. If there is equal or no load on all the

C-PIM interfaces, the join messages get distributed equally across the available

upstream interfaces.

In Figure 28 on page 182, if the PE1 router receives PIM join messages from the CE2

router, and if there is equal or no load on both the EBGP and IBGP paths toward the

source, the join messages get load-balanced on the EIBGP paths.

2. If the selected least loaded interface is a multicast tunnel interface, then there can

be a potential join loop if the downstream list of the customer join (C-join) message

already contains the multicast tunnel interface. In such a case, the least loaded

interface among EBGP paths is selected as the upstream interface for the C-join

message.
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Assuming that the IBGP path is the least loaded, the PE1 router sends the join messages

to PE2 using the IBGP path. If PIM join messages from the PE3 router arrive on PE1,

then the downstream list of the C-join messages for PE3 already contains a multicast

tunnel interface, which can lead to a potential join loop, because both the upstream

and downstream interfaces are multicast tunnel interfaces. In this case, PE1 uses only

the EBGP path to send the join messages.

3. If the selected least loaded interface is a multicast tunnel interface and the multicast

tunnel interface is not present in the downstream list of the C-join messages, the loop

prevention mechanism is not necessary. If any PE router has already advertised data

multicast distribution tree (MDT) type, length, and values (TLVs), that PE router is

selected as the upstream neighbor.

When the PE1 router sends the join messages to PE2 using the least loaded IBGP path,

and if PE3 sends its join messages to PE2, no join loop is created.

4. If no data MDT TLV corresponds to the C-join message, the least loaded neighbor on

a multicast tunnel interface is selected as the upstream interface.

On PE routers that have only IBGP paths toward the source (or RP), such as PE3, PIM

join load balancing is performed as follows:

1. The PE router only finds a multicast tunnel interface as the RPF interface, and load

balancing is done across the C-PIM neighbors on a multicast tunnel interface.

Router PE3 load-balances PIM join messages received from the CE4 router across

the IBGP paths to the PE1 and PE2 routers.

2. If any PE router has already advertised data MDT TLVs corresponding to the C-join

messages, that PE router is selected as the RPF neighbor.

For a particular C-multicast flow, at least one of the PE routers having EIBGP paths

toward the source (or RP) must use only the EBGP path to avoid or break join loops. As

a result of the loop avoidance mechanism, a PE router is constrained to choose among

EIBGP paths when a multicast tunnel interface is already present in the downstream list.

In Figure 28 on page 182, assuming that the CE2 host is interested in receiving traffic from

the Source and CE2 initiates multiple PIM join messages for different groups (Group 1

with group address 225.1.1.1, and Group 2 with group address 225.1.1.2), the join messages

for both groups arrive on the PE1 router.

Router PE1 then equally distributes the join messages between the EIBGP paths toward

the Source. Assuming that Group 1 join messages are sent to the CE1 router directly using

the EBGP path, and Group 2 join messages are sent to the PE2 router using the IBGP

path, PE1 and PE2 become the RPF neighbors for Group 1 and Group 2 join messages,

respectively.

When the CE3 router initiates Group 1 and Group 2 PIM join messages, the join messages

for both groups arrive on the PE2 router. Router PE2 then equally distributes the join

messages between the EIBGP paths toward the Source. Since PE2 is the RPF neighbor

for Group 2 join messages, it sends the Group 2 join messages directly to the CE1 router

using the EBGP path. Group 1 join messages are sent to the PE1 router using the IBGP

path.
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However, if the CE4 router initiates multiple Group 1 and Group 2 PIM join messages, there

is no control over how these join messages received on the PE3 router get distributed to

reach the Source. The selection of the RPF neighbor by PE3 can affect PIM join load

balancing on EIBGP paths.

• If PE3 sends Group 1 join messages to PE1 and Group 2 join messages to PE2, there is

no change in RPF neighbor. As a result, no join loops are created.

• If PE3 sends Group 1 join messages to PE2 and Group 2 join messages to PE1, there is

a change in the RPF neighbor for the different groups resulting in the creation of join

loops. To avoid potential join loops, PE1 and PE2 do not consider IBGP paths to send

the join messages received from the PE3 router. Instead, the join messages are sent

directly to the CE1 router using only the EBGP path.

The loop avoidance mechanism in a Draft-Rosen MVPN has the following limitations:

• Because the timing of arrival of join messages on remote PE routers determines the

distribution of join messages, the distribution could be sub-optimal in terms of join

count.

• Because join loops cannot be avoided and can occur due to the timing of join messages,

the subsequent RPF interface change leads to loss of multicast traffic. This can be

avoided by implementing the PIM make-before-break feature.

The PIM make-before-break feature is an approach to detect and break C-PIM join

loops in a Draft-Rosen MVPN. The C-PIM join messages are sent to the new RPF

neighbor after establishing the PIM neighbor relationship, but before updating the

related multicast forwarding entry. Though the upstream RPF neighbor would have

updated its multicast forwarding entry and started sending the multicast traffic

downstream, the downstream router does not forward the multicast traffic (because

of RPF check failure) until the multicast forwarding entry is updated with the new RPF

neighbor. This helps to ensure that the multicast traffic is available on the new path

before switching the RPF interface of the multicast forwarding entry.
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Figure 28: PIM Join Load Balancing on Draft-RosenMVPN
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

PE1 set routing-instances vpn1 instance-type vrf
set routing-instances vpn1 interface ge-5/0/4.0
set routing-instances vpn1 interface ge-5/2/0.0
set routing-instances vpn1 interface lo0.1
set routing-instances vpn1 route-distinguisher 1:1
set routing-instances vpn1 vrf-target target:1:1
set routing-instances vpn1 routing-optionsmultipath vpn-unequal-cost
equal-external-internal

set routing-instances vpn1 protocols bgp export direct
set routing-instances vpn1 protocols bgp group bgp type external
set routing-instances vpn1 protocols bgp group bgp local-address 44.44.44.1
set routing-instances vpn1 protocols bgp group bgp family inet unicast
set routing-instances vpn1 protocols bgp group bgp neighbor 44.44.44.2 peer-as 3
set routing-instances vpn1 protocols bgp group bgp1 type external
set routing-instances vpn1 protocols bgp group bgp1 local-address 11.11.11.1
set routing-instances vpn1 protocols bgp group bgp1 family inet unicast
set routing-instances vpn1 protocols bgp group bgp1 neighbor 11.11.11.2 peer-as 4
set routing-instances vpn1 protocols pim vpn-group-address 224.1.1.1
set routing-instances vpn1 protocols pim rp static address 10.255.8.168
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set routing-instances vpn1 protocols pim interface all
set routing-instances vpn1 protocols pim join-load-balance

PE2 set routing-instances vpn1 instance-type vrf
set routing-instances vpn1 interface ge-2/0/3.0
set routing-instances vpn1 interface ge-4/0/5.0
set routing-instances vpn1 interface lo0.1
set routing-instances vpn1 route-distinguisher 2:2
set routing-instances vpn1 vrf-target target:1:1
set routing-instances vpn1 routing-optionsmultipath vpn-unequal-cost
equal-external-internal

set routing-instances vpn1 protocols bgp export direct
set routing-instances vpn1 protocols bgp group bgp1 type external
set routing-instances vpn1 protocols bgp group bgp1 local-address 10.90.10.1
set routing-instances vpn1 protocols bgp group bgp1 family inet unicast
set routing-instances vpn1 protocols bgp group bgp1 neighbor 10.90.10.2 peer-as 45
set routing-instances vpn1 protocols bgp group bgp type external
set routing-instances vpn1 protocols bgp group bgp local-address 10.50.10.2
set routing-instances vpn1 protocols bgp group bgp family inet unicast
set routing-instances vpn1 protocols bgp group bgp neighbor 10.50.10.1 peer-as 4
set routing-instances vpn1 protocols pim vpn-group-address 224.1.1.1
set routing-instances vpn1 protocols pim rp static address 10.255.8.168
set routing-instances vpn1 protocols pim interface all
set routing-instances vpn1 protocols pim join-load-balance

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode. To configure the PE1 router:

NOTE: Repeat this procedure for every Juniper Networks router in theMVPN
domain, after modifying the appropriate interface names, addresses, and
any other parameters for each router.

1. Configure a VPN routing and forwarding (VRF) instance.

[edit routing-instances vpn1]
user@PE1# set instance-type vrf
user@PE1# set interface ge-5/0/4.0
user@PE1# set interface ge-5/2/0.0
user@PE1# set interface lo0.1
user@PE1# set route-distinguisher 1:1
user@PE1# set vrf-target target:1:1

2. Enable protocol-independent load balancing for the VRF instance.

[edit routing-instances vpn1]
user@PE1#set routing-optionsmultipathvpn-unequal-costequal-external-internal

3. Configure BGP groups and neighbors to enable PE to CE routing.

[edit routing-instances vpn1 protocols]
user@PE1# set bgp export direct
user@PE1# set bgp group bgp type external
user@PE1# set bgp group bgp local-address 44.44.44.1
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user@PE1# set bgp group bgp family inet unicast
user@PE1# set bgp group bgp neighbor 44.44.44.2 peer-as 3
user@PE1# set bgp group bgp1 type external
user@PE1# set bgp group bgp1 local-address 11.11.11.1
user@PE1# set bgp group bgp1 family inet unicast
user@PE1# set bgp group bgp1 neighbor 11.11.11.2 peer-as 4

4. Configure PIM to enable PE to CE multicast routing.

[edit routing-instances vpn1 protocols]
user@PE1# set pim vpn-group-address 224.1.1.1
user@PE1# set pim rp static address 10.255.8.168

5. Enable PIM on all network interfaces.

[edit routing-instances vpn1 protocols]
user@PE1# set pim interface all

6. Enable PIM join load balancing for the VRF instance.

[edit routing-instances vpn1 protocols]
user@PE1# set pim join-load-balance

Results From configuration mode, confirm your configuration by entering the show

routing-instances command. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

routing-instances {
vpn1 {
instance-type vrf;
interface ge-5/0/4.0;
interface ge-5/2/0.0;
interface lo0.1;
route-distinguisher 1:1;
vrf-target target:1:1;
routing-options {
multipath {
vpn-unequal-cost equal-external-internal;

}
}
protocols {
bgp {
export direct;
group bgp {
type external;
local-address 44.44.44.1;
family inet {
unicast;

}
neighbor 44.44.44.2 {
peer-as 3;

}
}
group bgp1 {
type external;
local-address 11.11.11.1;
family inet {
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unicast;
}
neighbor 11.11.11.2 {
peer-as 4;

}
}

}
pim {
vpn-group-address 224.1.1.1;
rp {
static {
address 10.255.8.168;

}
}
interface all;
join-load-balance;

}
}

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying PIM Join Load Balancing for Different Groups of Join Messages on page 185

Verifying PIM Join Load Balancing for Different Groups of Join Messages

Purpose Verify PIM join load balancing for the different groups of join messages received on the

PE1 router.

Action From operational mode, run the show pim join instance extensive command.

user@PE1> show pim join instance extensive
 Instance: PIM.vpn1 Family: INET
 R = Rendezvous Point Tree, S = Sparse, W = Wildcard

 Group: 225.1.1.1
     Source: *
     RP: 10.255.8.168
     Flags: sparse,rptree,wildcard
     Upstream interface: ge-5/2/0.1
     Upstream neighbor: 10.10.10.2
     Upstream state: Join to RP
     Downstream neighbors: 
         Interface: ge-5/0/4.0
             10.40.10.2 State: Join Flags: SRW Timeout: 207

 Group: 225.1.1.2
     Source: *
     RP: 10.255.8.168
     Flags: sparse,rptree,wildcard
     Upstream interface:  mt-5/0/10.32768
     Upstream neighbor: 19.19.19.19
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     Upstream state: Join to RP
     Downstream neighbors:
         Interface: ge-5/0/4.0
             10.40.10.2 State: Join Flags: SRW Timeout: 207

 Group: 225.1.1.3
     Source: *
     RP: 10.255.8.168
     Flags: sparse,rptree,wildcard
     Upstream interface: ge-5/2/0.1
     Upstream neighbor: 10.10.10.2
     Upstream state: Join to RP
     Downstream neighbors:
         Interface: ge-5/0/4.0
             10.40.10.2 State: Join Flags: SRW Timeout: 207

 Group: 225.1.1.4
     Source: *
     RP: 10.255.8.168
     Flags: sparse,rptree,wildcard
     Upstream interface:  mt-5/0/10.32768
     Upstream neighbor: 19.19.19.19
     Upstream state: Join to RP
     Downstream neighbors:
         Interface: ge-5/0/4.0
             10.40.10.2 State: Join Flags: SRW Timeout: 207

Meaning The output shows how the PE1 router has load-balanced the C-PIM join messages for

four different groups.

• For Group 1 (group address: 225.1.1.1) and Group 3 (group address: 225.1.1.3) join

messages, the PE1 router has selected the EBGP path toward the CE1 router to send

the join messages.

• For Group 2 (group address: 225.1.1.2) and Group 4 (group address: 225.1.1.4) join

messages, the PE1 router has selected the IBGP path toward the PE2 router to send

the join messages.

Related
Documentation

PIM Join Load Balancing on Multipath MVPN Routes Overview on page 174•

• Example: Configuring PIM Join Load Balancing On Next-Generation Multicast VPN on

page 186

Example: Configuring PIM Join Load Balancing On Next-GenerationMulticast VPN

This example shows how to configure multipath routing for external and internal virtual

private network (VPN) routes with unequal interior gateway protocol (IGP) metrics and

Protocol Independent Multicast (PIM) join load balancing on provider edge (PE) routers

running next-generation multicast VPN (MVPN). This feature allows customer PIM

(C-PIM) join messages to be load-balanced across available internal BGP (IBGP)

upstream paths when there is no external BGP (EBGP) path present, and across available
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EBGP upstream paths when external and internal BGP (EIBGP) paths are present toward

the source or rendezvous point (RP).

• Requirements on page 187

• Overview and Topology on page 187

• Configuration on page 190

• Verification on page 194

Requirements

This example uses the following hardware and software components:

• Three routers that can be a combination of M Series, MX Series, or T Series routers.

• Junos OS Release 12.1 running on all the devices.

Before you begin:

1. Configure the device interfaces.

2. Configure the following routing protocols on all PE routers:

• OSPF

• MPLS

• LDP

• PIM

• BGP

3. Configure a multicast VPN.

Overview and Topology

Junos OS Release 12.1 and later support multipath configuration along with PIM join load

balancing. This allows C-PIM join messages to be load-balanced across all available

IBGP paths when there are only IBGP paths present, and across all available upstream

EBGP paths when EIBGP paths are present toward the source (or RP). Unlike Draft-Rosen

MVPN, next-generation MVPN does not utilize unequal EIBGP paths to send C-PIM join

messages. This feature is applicable to IPv4 C-PIM join messages.

By default, only one active IBGP path is used to send the C-PIM join messages for a PE

router having only IBGP paths toward the source (or RP). When there are EIBGP upstream

paths present, only one active EBGP path is used to send the join messages.
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In a next-generation MVPN, C-PIM join messages are translated into (or encoded as)

BGP customer multicast (C-multicast) MVPN routes and advertised with the BGP

MCAST-VPN address family toward the sender PE routers. A PE router originates a

C-multicast MVPN route in response to receiving a C-PIM join message through its PE

router to customer edge (CE) router interface. The two types of C-multicast MVPN routes

are:

• Shared tree join route (C-*, C-G)

• Originated by receiver PE routers.

• Originated when a PE router receives a shared tree C-PIM join message through its

PE-CE router interface.

• Source tree join route (C-S, C-G)

• Originated by receiver PE routers.

• Originated when a PE router receives a source tree C-PIM join message (C-S, C-G),

or originated by the PE router that already has a shared tree join route and receives

a source active autodiscovery route.

The upstream path in a next-generation MVPN is selected using the Bytewise-XOR

hash algorithm as specified in Internet draft draft-ietf-l3vpn-2547bis-mcast, Multicast

in MPLS/BGP IP VPNs. The hash algorithm is performed as follows:

1. The PE routers in the candidate set are numbered from lower to higher IP address,

starting from 0.

2. A bytewise exclusive-or of all the bytes is performed on the C-root (source) and

the C-G (group) address.

3. The result is taken modulo n, where n is the number of PE routers in the candidate

set. The result is N.

4. N represents the IP address of the upstream PE router as numbered in Step 1.

During load balancing, if a PE router with one or more upstream IBGP paths toward the

source (or RP) discovers a new IBGP path toward the same source (or RP), the C-PIM

join messages distributed among previously existing IBGP paths get redistributed due to

the change in the candidate PE router set.

In this example, PE1, PE2, and PE3 are the PE routers that have the multipath PIM join

load-balancing feature configured. Router PE1 has two EBGP paths and one IBGP

upstream path, PE2 has one EBGP path and one IBGP upstream path, and PE3 has two

IBGP upstream paths toward the Source. Router CE4 is the customer edge (CE) router

attached to PE3. Source and Receiver are the Free BSD hosts.

On PE routers that have EIBGP paths toward the source (or RP), such as PE1 and PE2,

PIM join load balancing is performed as follows:

1. The C-PIM join messages are sent using EBGP paths only. IBGP paths are not used to

propagate the join messages.
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In Figure 29 on page 190, the PE1 router distributes the join messages between the two

EBGP paths to the CE1 router, and PE2 uses the EBGP path to CE1 to send the join

messages.

2. If a PE router loses one or more EBGP paths toward the source (or RP), the RPF

neighbor on the multicast tunnel interface is selected based on a hash mechanism.

On discovering the first EBGP path, only new join messages get load-balanced across

available EBGP paths, whereas the existing join messages on the multicast tunnel

interface are not redistributed.

If the EBGP path from the PE2 router to the CE1 router goes down, PE2 sends the join

messages to PE1 using the IBGP path. When the EBGP path to CE1 is restored, only

new join messages that arrive on PE2 use the restored EBGP path, whereas join

messages already sent on the IBGP path are not redistributed.

On PE routers that have only IBGP paths toward the source (or RP), such as the PE3

router, PIM join load balancing is performed as follows:

1. The C-PIM join messages from CE routers get load-balanced only as BGP C-multicast

data messages among IBGP paths.

In Figure 29 on page 190, assuming that the CE4 host is interested in receiving traffic

from the Source, and CE4 initiates source join messages for different groups (Group

1 [C-S,C-G1] and Group 2 [C-S,C-G2]), the source join messages arrive on the PE3

router.

Router PE3 then uses the Bytewise-XOR hash algorithm to select the upstream PE

router to send the C-multicast data for each group. The algorithm first numbers the

upstream PE routers from lower to higher IP address starting from 0.

Assuming that Router PE1 router is numbered 0 and Router PE2 is 1, and the hash

result for Group 1 and Group 2 join messages is 0 and 1, respectively, the PE3 router

selects PE1 as the upstream PE router to send Group 1 join messages, and PE2 as the

upstream PE router to send the Group 2 join messages to the Source.

2. The shared join messages for different groups [C-*,C-G] are also treated in a similar

way to reach the destination.
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Figure 29: PIM Join Load Balancing on Next-GenerationMVPN
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CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

PE1 set routing-instances vpn1 instance-type vrf
set routing-instances vpn1 interface ge-3/0/1.0
set routing-instances vpn1 interface ge-3/3/2.0
set routing-instances vpn1 interface lo0.1
set routing-instances vpn1 route-distinguisher 1:1
set routing-instances vpn1 provider-tunnel rsvp-te label-switched-path-template
default-template

set routing-instances vpn1 vrf-target target:1:1
set routing-instances vpn1 vrf-table-label
set routing-instances vpn1 routing-optionsmultipath vpn-unequal-cost
equal-external-internal

set routing-instances vpn1 protocols bgp export direct
set routing-instances vpn1 protocols bgp group bgp type external
set routing-instances vpn1 protocols bgp group bgp local-address 10.40.10.1
set routing-instances vpn1 protocols bgp group bgp family inet unicast
set routing-instances vpn1 protocols bgp group bgp neighbor 10.40.10.2 peer-as 3
set routing-instances vpn1 protocols bgp group bgp1 type external
set routing-instances vpn1 protocols bgp group bgp1 local-address 10.10.10.1
set routing-instances vpn1 protocols bgp group bgp1 family inet unicast
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set routing-instances vpn1 protocols bgp group bgp1 neighbor 10.10.10.2 peer-as 3
set routing-instances vpn1 protocols pim rp static address 10.255.10.119
set routing-instances vpn1 protocols pim interface all
set routing-instances vpn1 protocols pim join-load-balance
set routing-instances vpn1 protocolsmvpnmvpn-mode rpt-spt
set routing-instances vpn1 protocolsmvpnmvpn-join-load-balance bytewise-xor-hash

PE2 set routing-instances vpn1 instance-type vrf
set routing-instances vpn1 interface ge-1/0/9.0
set routing-instances vpn1 interface lo0.1
set routing-instances vpn1 route-distinguisher 2:2
set routing-instances vpn1 provider-tunnel rsvp-te label-switched-path-template
default-template

set routing-instances vpn1 vrf-target target:1:1
set routing-instances vpn1 vrf-table-label
set routing-instances vpn1 routing-optionsmultipath vpn-unequal-cost
equal-external-internal

set routing-instances vpn1 protocols bgp export direct
set routing-instances vpn1 protocols bgp group bgp local-address 10.50.10.2
set routing-instances vpn1 protocols bgp group bgp family inet unicast
set routing-instances vpn1 protocols bgp group bgp neighbor 10.50.10.1 peer-as 3
set routing-instances vpn1 protocols pim rp static address 10.255.10.119
set routing-instances vpn1 protocols pim interface all
set routing-instances vpn1 protocolsmvpnmvpn-mode rpt-spt
set routing-instances vpn1 protocolsmvpnmvpn-join-load-balance bytewise-xor-hash

PE3 set routing-instances vpn1 instance-type vrf
set routing-instances vpn1 interface ge-0/0/8.0
set routing-instances vpn1 interface lo0.1
set routing-instances vpn1 route-distinguisher 3:3
set routing-instances vpn1 provider-tunnel rsvp-te label-switched-path-template
default-template

set routing-instances vpn1 vrf-target target:1:1
set routing-instances vpn1 vrf-table-label
set routing-instances vpn1 routing-optionsmultipath vpn-unequal-cost
equal-external-internal

set routing-instances vpn1 routing-options autonomous-system 1
set routing-instances vpn1 protocols bgp export direct
set routing-instances vpn1 protocols bgp group bgp type external
set routing-instances vpn1 protocols bgp group bgp local-address 10.80.10.1
set routing-instances vpn1 protocols bgp group bgp family inet unicast
set routing-instances vpn1 protocols bgp group bgp neighbor 10.80.10.2 peer-as 2
set routing-instances vpn1 protocols pim rp static address 10.255.10.119
set routing-instances vpn1 protocols pim interface all
set routing-instances vpn1 protocolsmvpnmvpn-mode rpt-spt
set routing-instances vpn1 protocolsmvpnmvpn-join-load-balance bytewise-xor-hash
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode. To configure the PE1 router:

NOTE: Repeat this procedure for every Juniper Networks router in theMVPN
domain, after modifying the appropriate interface names, addresses, and
any other parameters for each router.

1. Configure a VPN routing forwarding (VRF) routing instance.

[edit routing-instances vpn1]
user@PE1# set instance-type vrf
user@PE1# set interface ge-3/0/1.0
user@PE1# set interface ge-3/3/2.0
user@PE1# set interface lo0.1
user@PE1# set route-distinguisher 1:1
user@PE1# set provider-tunnel rsvp-te label-switched-path-template
default-template

user@PE1# set vrf-target target:1:1
user@PE1# set vrf-table-label

2. Enable protocol-independent load balancing for the VRF instance.

[edit routing-instances vpn1]
user@PE1#set routing-optionsmultipathvpn-unequal-costequal-external-internal

3. Configure BGP groups and neighbors to enable PE to CE routing.

[edit routing-instances vpn1 protocols]
user@PE1# set bgp export direct
user@PE1# set bgp group bgp type external
user@PE1# set bgp group bgp local-address 10.40.10.1
user@PE1# set bgp group bgp family inet unicast
user@PE1# set bgp group bgp neighbor 10.40.10.2 peer-as 3
user@PE1# set bgp group bgp1 type external
user@PE1# set bgp group bgp1 local-address 10.10.10.1
user@PE1# set bgp group bgp1 family inet unicast
user@PE1# set bgp group bgp1 neighbor 10.10.10.2 peer-as 3

4. Configure PIM to enable PE to CE multicast routing.

[edit routing-instances vpn1 protocols]
user@PE1# set pim rp static address 10.255.10.119

5. Enable PIM on all network interfaces.

[edit routing-instances vpn1 protocols]
user@PE1# set pim interface all

6. Enable PIM join load balancing for the VRF instance.

[edit routing-instances vpn1 protocols]
user@PE1# set pim join-load-balance

7. Configure the mode for C-PIM join messages to use rendezvous-point trees, and

switch to the shortest-path tree after the source is known.
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[edit routing-instances vpn1 protocols]
user@PE1# setmvpnmvpn-mode rpt-spt

8. Configure the VRF instance to use the Bytewise-XOR hash algorithm.

[edit routing-instances vpn1 protocols]
user@PE1# setmvpnmvpn-join-load-balance bytewise-xor-hash

Results

From configuration mode, confirm your configuration by entering the show

routing-instances command. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

user@PE1# show routing-instances
routing-instances {
vpn1 {
instance-type vrf;
interface ge-3/0/1.0;
interface ge-3/3/2.0;
interface lo0.1;
route-distinguisher 1:1;
provider-tunnel {
rsvp-te {
label-switched-path-template {
default-template;

}
}

}
vrf-target target:1:1;
vrf-table-label;
routing-options {
multipath {
vpn-unequal-cost equal-external-internal;

}
}
protocols {
bgp {
export direct;
group bgp {
type external;
local-address 10.40.10.1;
family inet {
unicast;

}
neighbor 10.40.10.2 {
peer-as 3;

}
}
group bgp1 {
type external;
local-address 10.10.10.1;
family inet {
unicast;

}
neighbor 10.10.10.2 {
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peer-as 3;
}

}
}
pim {
rp {
static {
address 10.255.10.119;

}
}
interface all;
join-load-balance;

}
mvpn {
mvpn-mode {
rpt-spt;

}
mvpn-join-load-balance {
bytewise-xor-hash;

}
}

}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying MVPN C-Multicast Route Information for Different Groups of Join

Messages on page 194

VerifyingMVPNC-Multicast Route Information for Different Groups of Join
Messages

Purpose Verify MVPN C-multicast route information for different groups of join messages received

on the PE3 router.

Action From operational mode, run the showmvpn c-multicast command.

user@PE3> showmvpn c-multicast
MVPN instance:
Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel
Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Family : INET

Instance : vpn1
  MVPN Mode : RPT-SPT
  C-mcast IPv4 (S:G)            Ptnl                           St
  0.0.0.0/0:225.1.1.1/32        RSVP-TE P2MP:10.255.10.2, 5834,10.255.10.2
  4.4.4.2/32:225.1.1.1/32       RSVP-TE P2MP:10.255.10.2, 5834,10.255.10.2 
  0.0.0.0/0:225.1.1.2/32        RSVP-TE P2MP:10.255.10.14, 47575,10.255.10.14
  4.4.4.2/32:225.1.1.2/32       RSVP-TE P2MP:10.255.10.14, 47575,10.255.10.14
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Meaning The output shows how the PE3 router has load-balanced the C-multicast data for the

different groups.

• For source join messages (S,G):

• 4.4.4.2/32:225.1.1.1/32 (S,G1) toward the PE1 router (10.255.10.2 is the loopback

address of Router PE1).

• 4.4.4.2/32:225.1.1.2/32 (S,G2) toward the PE2 router (10.255.10.14 is the loopback

address of Router PE2).

• For shared join messages (*,G):

• 0.0.0.0/0:225.1.1.1/32 (*,G1) toward the PE1 router (10.255.10.2 is the loopback

address of Router PE1).

• 0.0.0.0/0:225.1.1.2/32 (*,G2) toward the PE2 router (10.255.10.14 is the loopback

address of Router PE2).

Related
Documentation

PIM Join Load Balancing on Multipath MVPN Routes Overview on page 174•

• Example: Configuring PIM Join Load Balancing on Draft-Rosen Multicast VPN on page 178

Example: Configuring PIMMake-Before-Break Join Load Balancing

• Understanding the PIM Automatic Make-Before-Break Join Load-Balancing

Feature on page 195

• Example: Configuring PIM Make-Before-Break Join Load Balancing on page 196

Understanding the PIM Automatic Make-Before-Break Join Load-Balancing Feature

The PIM automatic make-before-break (MBB) join load-balancing feature introduces

redistribution of PIM joins on equal-cost multipath (ECMP) links, with minimal disruption

of traffic, when an interface is added to an ECMP path.

The existing PIM join load-balancing feature enables distribution of joins across ECMP

links. In case of a link failure, the joins are redistributed among the remaining ECMP links,

and traffic is lost. The addition of an interface causes no change to this distribution of

joins unless the clear pim join-distribution command is used to load-balance the existing

joins to the new interface. If the PIM automatic MBB join load-balancing feature is

configured, this process takes place automatically.

The feature can be enabled by using the automatic statement at the [edit protocols pim

join-load-balance] hierarchy level. When a new neighbor is available, the time taken to

create a path to the neighbor (standby path) can be configured by using the

standby-path-creation-delay seconds statement at the [edit protocols pim] hierarchy

level. In the absence of this statement, the standby path is created immediately, and the

joins are redistributed as soon as the new neighbor is added to the network. For a join to

be moved to the standby path in the absence of traffic, the

idle-standby-path-switchover-delayseconds statement is configured at the [editprotocols
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pim] hierarchy level. In the absence of this statement, the join is not moved until traffic

is received on the standby path.

protocols {
pim {
join-load-balance {
automatic;

}
standby-path-creation-delay seconds;
idle-standby-path-switchover-delay seconds;

}
}

Example: Configuring PIMMake-Before-Break Join Load Balancing

This example shows how to configure the PIM make-before-break (MBB) join

load-balancing feature.

• Requirements on page 196

• Overview on page 196

• Configuration on page 197

• Verification on page 201

Requirements

This example uses the following hardware and software components:

• Three routers that can be a combination of M Series Multiservice Edge Routers (M120

and M320 only), MX Series 3D Universal Edge Routers, or T Series Core Routers (TX

Matrix and TX Matrix Plus only).

• Junos OS Release 12.2 or later.

Before you configure the MBB feature, be sure you have:

• Configured the device interfaces.

• Configured an interior gateway protocol (IGP) for both IPv4 and IPv6 routes on the

devices (for example, OSPF and OSPFv3).

• Configured multiple ECMP interfaces (logical tunnels) using VLANs on any two routers

(for example, Routers R1 and R2).

Overview

Junos OS provides a PIM automatic MBB join load-balancing feature to ensure that PIM

joins are evenly redistributed to all upstream PIM neighbors on an equal-cost multipath

(ECMP) path. When an interface is added to an ECMP path, MBB provides a switchover

to an alternate path with minimal traffic disruption.

Topology

In this example, three routers are connected in a linear manner between source and

receiver. An IGP protocol and PIM sparse mode are configured on all three routers. The
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source is connected to Router R0, and five interfaces are configured between Routers

R1 and R2. The receiver is connected to Router R2, and PIM automatic MBB join load

balancing is configured on Router R2.

Figure 30 on page 197 shows the topology used in this example.

Figure 30: Configuring PIM Automatic MBB Join Load Balancing

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

Router R0 (Source) set protocols pim interface all mode sparse
set protocols pim interface all version 2
set protocols pim rp static address 10.255.12.34
set protocols pim rp static address abcd::10:255:12:34

Router R1 (RP) set protocols pim interface all mode sparse
set protocols pim interface all version 2
set protocols pim rp local family inet address 10.255.12.34
set protocols pim rp local family inet6 address abcd::10:255:12:34

Router R2 (Receiver) set protocols pim interface all mode sparse
set protocols pim interface all version 2
set protocols pim rp static address 10.255.12.34
set protocols pim rp static address abcd::10:255:12:34
set protocolsmld interface ge-0/0/3 version 1
set protocolsmld interface ge-0/0/3 static group ff05::e100:1 group-count 100
set protocols pim join load-balance automatic
set protocols pim standby-path-creation-delay 5
set protocols pim idle-standby-path-switchover-delay 10
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Configuring PIMMBB Join Load Balancing

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure PIM MBB join load balancing across the setup:

1. Configure PIM sparse mode on all three routers.

[edit protocols pim interface all]
user@host# setmode sparse
user@host# set version 2

2. Configure Router R1 as the RP.

[edit protocols pim rp local]
user@R1# set family inet address 10.255.12.34
user@R1# set family inet6 address abcd::10:255:12:34

3. Configure the RP static address on non-RP routers (R0 and R2).

[edit protocols pim rp ]
user@host# set static address 10.255.12.34
user@host# set static address abcd::10:255:12:34

4. Configure the Multicast Listener Discovery (MLD) group for ECMP interfaces on

Router R2.

[edit protocols mld interface ge-0/0/3]
user@R2# set version 1
user@R2# set static group ff05::e100:1 group-count 100

5. Configure the PIM MBB join load-balancing feature on the receiver router (Router

R2).

[edit protocols pim]
user@R2# set join load-balance automatic
user@R2# set standby-path-creation-delay 5
user@R2# set idle-standby-path-switchover-delay 10

Results

From configuration mode, confirm your configuration by entering the show protocols

command. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@R0# show protocols
ospf {
area 0.0.0.0 {
interface lo0.0;
interface ge-0/0/3.1;
interface ge-0/0/3.2;
interface ge-0/0/3.3;
interface ge-0/0/3.4;
interface ge-0/0/3.5;

}
}
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ospf3 {
area 0.0.0.0 {
interface lo0.0;
interface ge-0/0/3.1;
interface ge-0/0/3.2;
interface ge-0/0/3.3;
interface ge-0/0/3.4;
interface ge-0/0/3.5;

}
}
pim {
rp {
static {
address 10.255.12.34;
address abcd::10:255:12:34;

}
}
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
interface ge-0/0/3.1;
interface ge-0/0/3.2;
interface ge-0/0/3.3;
interface ge-0/0/3.4;
interface ge-0/0/3.5;

}

user@R1# show protocols
ospf {
area 0.0.0.0 {
interface lo0.0;
interface ge-0/0/3.1;
interface ge-0/0/3.2;
interface ge-0/0/3.3;
interface ge-0/0/3.4;
interface ge-0/0/3.5;

}
}
ospf3 {
area 0.0.0.0 {
interface lo0.0;
interface ge-0/0/3.1;
interface ge-0/0/3.2;
interface ge-0/0/3.3;
interface ge-0/0/3.4;
interface ge-0/0/3.5;

}
}
pim {
rp {
local {
family inet {
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address 10.255.12.34;
}
family inet6 {
address abcd::10:255:12:34;

}
}

}
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
interface ge-0/0/3.1;
interface ge-0/0/3.2;
interface ge-0/0/3.3;
interface ge-0/0/3.4;
interface ge-0/0/3.5;

}

user@R2# show protocols
mld {
interface ge-0/0/3.1 {
version 1;
static {
group ff05::e100:1 {
group-count 100;

}
}

}
ospf {
area 0.0.0.0 {
interface lo0.0;
interface ge-1/0/7.1;
interface ge-1/0/7.2;
interface ge-1/0/7.3;
interface ge-1/0/7.4;
interface ge-1/0/7.5;
interface ge-0/0/3.1;

}
}
ospf3 {
area 0.0.0.0 {
interface lo0.0;
interface ge-1/0/7.1;
interface ge-1/0/7.2;
interface ge-1/0/7.3;
interface ge-1/0/7.4;
interface ge-1/0/7.5;
interface ge-0/0/3.1;

}
}
pim {
rp {
static {
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address 10.255.12.34;
address abcd::10:255:12:34;

}
}
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
interface ge-1/0/7.1;
interface ge-1/0/7.2;
interface ge-1/0/7.3;
interface ge-1/0/7.4;
interface ge-1/0/7.5;
interface ge-0/0/3.1;
join-load-balance {
automatic;

}
standby-path-creation-delay 5;
idle-standby-path-switchover-delay 10;

}

Verification

• Verifying Interface Configuration on page 201

• Verifying PIM on page 202

• Verifying the PIM Automatic MBB Join Load-Balancing Feature on page 204

Verifying Interface Configuration

Purpose Verify that the configured interfaces are functional.
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Action Send 100 (S,G) joins from the receiver to Router R2 . From the operational mode of Router

R2, run the show pim interfaces command.

user@R2> show pim interfaces

Stat = Status, V = Version, NbrCnt = Neighbor Count,
S = Sparse, D = Dense, B = Bidirectional,
DR = Designated Router, P2P = Point-to-point link,
Active = Bidirectional is active, NotCap = Not Bidirectional Capable
Name       Stat Mode IP V State     NbrCnt JoinCnt(sg/*g) DR address
ge-0/0/3.1 Up      S 4  2 DR,NotCap 0      0/0            70.0.0.1
ge-1/0/7.1 Up      S 4  2 DR,NotCap 1      20/0           14.0.0.2
ge-1/0/7.2 Up      S 4  2 DR,NotCap 1      20/0           14.0.0.6
ge-1/0/7.3 Up      S 4  2 DR,NotCap 1      20/0           14.0.0.10
ge-1/0/7.4 Up      S 4  2 DR,NotCap 1      20/0           14.0.0.14
ge-1/0/7.5 Up      S 4  2 DR,NotCap 1      20/0           14.0.0.18

The output lists all the interfaces configured for use with the PIM protocol. The Stat field

indicates the current status of the interface. The DR address field lists the configured IP

addresses. All the interfaces are operational. If the output does not indicate that the

interfaces are operational, reconfigure the interfaces before proceeding.

Meaning All the configured interfaces are functional in the network.

Verifying PIM

Purpose Verify that PIM is operational in the configured network.
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Action From operational mode, enter the show pim statistics command.

user@R2> show pim statistics

PIM Message type        Received       Sent  Rx errors
V2 Hello                    4253       5269          0
V2 Register                    0          0          0
V2 Register Stop               0          0          0
V2 Join Prune                  0       1750          0
V2 Bootstrap                   0          0          0
V2 Assert                      0          0          0
V2 Graft                       0          0          0
V2 Graft Ack                   0          0          0
V2 Candidate RP                0          0          0
V2 State Refresh               0          0          0
V2 DF Election                 0          0          0
V1 Query                       0          0          0
V1 Register                    0          0          0
V1 Register Stop               0          0          0
V1 Join Prune                  0          0          0
V1 RP Reachability             0          0          0
V1 Assert                      0          0          0
V1 Graft                       0          0          0
V1 Graft Ack                   0          0          0
AutoRP Announce                0          0          0
AutoRP Mapping                 0          0          0
AutoRP Unknown type            0
Anycast Register               0          0          0
Anycast Register Stop          0          0          0

Global Statistics

Hello dropped on neighbor policy              0
Unknown type                                  0
V1 Unknown type                               0
Unknown Version                               0
Neighbor unknown                              0
Bad Length                                    0
Bad Checksum                                  0
Bad Receive If                                0
Rx Bad Data                                   0
Rx Intf disabled                              0
Rx V1 Require V2                              0
Rx V2 Require V1                              0
Rx Register not RP                            0
Rx Register no route                          0
Rx Register no decap if                       0
Null Register Timeout                         0
RP Filtered Source                            0
Rx Unknown Reg Stop                           0
Rx Join/Prune no state                        0
Rx Join/Prune on upstream if                  0
Rx Join/Prune for invalid group               0
Rx Join/Prune messages dropped                0
Rx sparse join for dense group                0
Rx Graft/Graft Ack no state                   0
Rx Graft on upstream if                       0
Rx CRP not BSR                                0
Rx BSR when BSR                               0
Anycast Register Stop          0          0          0
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The V2Hello field lists the number of PIM hello messages sent and received. The V2 Join

Prune field lists the number of join messages sent before the join-prune-timeout value is

reached. If both values are nonzero, PIM is functional.

Meaning PIM is operational in the network.

Verifying the PIM Automatic MBB Join Load-Balancing Feature

Purpose Verify that the PIM automatic MBB join load-balancing feature works as configured.

Action To see the effect of the MBB feature on Router R2:

1. Run the show pim interfaces operational mode command before disabling an

interface.

user@R2> show pim interfaces
Stat = Status, V = Version, NbrCnt = Neighbor Count,
S = Sparse, D = Dense, B = Bidirectional,
DR = Designated Router, P2P = Point-to-point link,
Active = Bidirectional is active, NotCap = Not Bidirectional Capable
Name       Stat Mode IP V State     NbrCnt JoinCnt(sg/*g) DR address
ge-0/0/3.1 Up      S 4  2 DR,NotCap 0      0/0            70.0.0.1
ge-1/0/7.1 Up      S 4  2 DR,NotCap 1      20/0           14.0.0.2
ge-1/0/7.2 Up      S 4  2 DR,NotCap 1      20/0           14.0.0.6
ge-1/0/7.3 Up      S 4  2 DR,NotCap 1      20/0           14.0.0.10
ge-1/0/7.4 Up      S 4  2 DR,NotCap 1      20/0           14.0.0.14
ge-1/0/7.5 Up      S 4  2 DR,NotCap 1      20/0           14.0.0.18

The JoinCnt(sg/*g) field shows that the 100 joins are equally distributed among the

five interfaces.

2. Disable the ge-1/0/7.5 interface.

[edit]
user@R2# set interfaces ge-1/0/7.5 disable
user@R2# commit

3. Run the show pim interfaces command to check if load balancing of joins is taking

place.

user@R2> show pim interfaces
Stat = Status, V = Version, NbrCnt = Neighbor Count,
S = Sparse, D = Dense, B = Bidirectional,
DR = Designated Router, P2P = Point-to-point link,
Active = Bidirectional is active, NotCap = Not Bidirectional Capable
Name       Stat Mode IP V State     NbrCnt JoinCnt(sg/*g) DR address
ge-0/0/3.1 Up      S 4  2 DR,NotCap 0      0/0            70.0.0.1
ge-1/0/7.1 Up      S 4  2 DR,NotCap 1      25/0           14.0.0.2
ge-1/0/7.2 Up      S 4  2 DR,NotCap 1      25/0           14.0.0.6
ge-1/0/7.3 Up      S 4  2 DR,NotCap 1      25/0           14.0.0.10
ge-1/0/7.4 Up      S 4  2 DR,NotCap 1      25/0           14.0.0.14

The JoinCnt(sg/*g) field shows that the 100 joins are equally redistributed among the

four active interfaces.

4. Add the removed interface on Router R2.

[edit]
user@R2# delete interfaces ge-1/0/7.5 disable
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user@R2# commit

5. Run the show pim interfaces command to check if load balancing of joins is taking

place after enabling the inactive interface.

user@R2> show pim interfaces
Stat = Status, V = Version, NbrCnt = Neighbor Count,
S = Sparse, D = Dense, B = Bidirectional,
DR = Designated Router, P2P = Point-to-point link,
Active = Bidirectional is active, NotCap = Not Bidirectional Capable
Name       Stat Mode IP V State     NbrCnt JoinCnt(sg/*g) DR address
ge-0/0/3.1 Up      S 4  2 DR,NotCap 0      0/0            70.0.0.1
ge-1/0/7.1 Up      S 4  2 DR,NotCap 1      20/0           14.0.0.2
ge-1/0/7.2 Up      S 4  2 DR,NotCap 1      20/0           14.0.0.6
ge-1/0/7.3 Up      S 4  2 DR,NotCap 1      20/0           14.0.0.10
ge-1/0/7.4 Up      S 4  2 DR,NotCap 1      20/0           14.0.0.14
ge-1/0/7.5 Up      S 4  2 DR,NotCap 1      20/0           14.0.0.18

The JoinCnt(sg/*g) field shows that the 100 joins are equally distributed among the

five interfaces.

NOTE: This output should resemble the output in Step 1.

Meaning The PIM automatic MBB join load-balancing feature works as configured.

Example: Configuring PIM State Limits

• Controlling PIM Resources for Multicast VPNs Overview on page 205

• Example: Configuring PIM State Limits on page 208

Controlling PIM Resources for Multicast VPNs Overview

A service provider network must protect itself from potential attacks from misconfigured

or misbehaving customer edge (CE) devices and their associated VPN routing and

forwarding (VRF) routing instances. Misbehaving CE devices can potentially advertise a

large number of multicast routes toward a provider edge (PE) device, thereby consuming

memory on the PE device and using other system resources in the network that are

reserved for routes belonging to other VPNs.

To protect against potential misbehaving CE devices and VRF routing instances for

specific multicast VPNs (MVPNs), you can control the following Protocol Independent

Multicast (PIM) resources:

• Limit the number of accepted PIM join messages for any-source groups (*,G) and

source-specific groups (S,G).

Note how the device counts the PIM join messages:

• Each (*,G) counts as one group toward the limit.

• Each (S,G) counts as one group toward the limit.
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• Limit the number of PIM register messages received for a specific VRF routing instance.

Use this configuration if the device is configured as a rendezvous point (RP) or has the

potential to become an RP. When a source in a multicast network becomes active, the

source’s designated router (DR) encapsulates multicast data packets into a PIM register

message and sends them by means of unicast to the RP router.

Note how the device counts PIM register messages:

• Each unique (S,G) join received by the RP counts as one group toward the configured

register messages limit.

• Periodic register messages sent by the DR for existing or already known (S,G) entries

do not count toward the configured register messages limit.

• Register messages are accepted until either the PIM register limit or the PIM join limit

(if configured) is exceeded. Once either limit isreached, any new requests are dropped.

• Limit the number of group-to-RP mappings allowed in a specific VRF routing instance.

Use this configuration if the device is configured as an RP or has the potential to become

an RP. This configuration can apply to devices configured for automatic RP announce

and discovery (Auto-RP) or as a PIM bootstrap router. Every multicast device within a

PIM domain must be able to map a particular multicast group address to the same

RP. Both Auto-RP and the bootstrap router functionality are the mechanisms used to

learn the set of group-to-RP mappings. Auto-RP is typically used in a PIM dense-mode

deployment, and the bootstrap router is typically used in a PIM sparse-mode

deployment.

NOTE: The group-to-RPmappings limit does not apply to static RP or
embedded RP configurations.

Some important things to note about how the device counts group-to-RP mappings:

• One group prefix mapped to five RPs counts as five group-to-RP mappings.

• Five distinct group prefixes mapped to one RP count as five group-to-RP mappings.

Once the configured limits are reached, no new PIM join messages, PIM register messages,

or group-to-RP mappings are accepted unless one of the following occurs:

• You clear the current PIM join states by using the clear pim join command. If you use

this command on an RP configured for PIM register message limits, the register limit

count is also restarted because the PIM join messages are unknown by the RP.

NOTE: On theRP, you can also use the clear pim register command to clear

all of the PIM registers. This command is useful if the current PIM register
count is greater than thenewly configuredPIM register limit. After youclear
the PIM registers, new PIM register messages are received up to the
configured limit.
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• The traffic responsible for the excess PIM join messages and PIM register messages

stops and is no longer present.

•

CAUTION: Never restart any of the software processes unless instructed
to do so by a customer support engineer.

You restart the PIM routing process on the device. This restart clears all of the configured

limits but disrupts routing and therefore requires a maintenance window for the change.

System LogMessages for PIM Resources

You can optionally configure a system log warning threshold for each of the PIM resources.

With this configuration, you can generate and review system log messages to detect if

an excessive number of PIM join messages, PIM register messages, or group-to-RP

mappings have been received on the device. The system log warning thresholds are

configured per PIM resource and are a percentage of the configured maximum limits of

the PIM join messages, PIM register messages, and group-to-RP mappings. You can

further specify a log interval for each configured PIM resource, which is the amount of

time (in seconds) between the log messages.

The log messages convey when the configured limits have been exceeded, when the

configured warning thresholds have been exceeded, and when the configured limits drop

below the configured warning threshold. Table 7 on page 207 describes the different types

of PIM system messages that you might see depending on your system log warning and

log interval configurations.

Table 7: PIM System LogMessages

DefinitionSystem LogMessage

Records when the (S,G)/(*,G) routes exceed the configured warning threshold.RPD_PIM_SG_THRESHOLD_EXCEED

Records when the PIM registers exceed the configured warning threshold.RPD_PIM_REG_THRESH_EXCEED

Records when the group-to-RP mappings exceed the configured warning
threshold.

RPD_PIM_GRP_RP_MAP_THRES_EXCEED

Records when the (S,G)/(*,G) routes exceed the configured limit, or when the
configured log interval has been met and the routes exceed the configured limit.

RPD_PIM_SG_LIMIT_EXCEED

Records when the PIM registers exceed the configured limit, or when the
configured log interval has been met and the registers exceed the configured
limit.

RPD_PIM_REGISTER_LIMIT_EXCEED

Records when the group-to-RP mappings exceed the configured limit, or when
the configured log interval has been met and the mapping exceeds the configured
limit.

RPD_PIM_GRP_RP_MAP_LIMIT_EXCEED

Records when the (S,G)/(*,G) routes drop below the configured limit and the
configured log interval.

RPD_PIM_SG_LIMIT_BELOW
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Table 7: PIM System LogMessages (continued)

DefinitionSystem LogMessage

Records when the PIM registers drop below the configured limit and the
configured log interval.

RPD_PIM_REGISTER_LIMIT_BELOW

Records when the group-to-RP mappings drop below the configured limit and
the configured log interval.

RPD_PIM_GRP_RP_MAP_LIMIT_BELOW

Example: Configuring PIM State Limits

This example shows how to set limits on the Protocol Independent Multicast (PIM) state

information so that a service provider network can protect itself from potential attacks

from misconfigured or misbehaving customer edge (CE) devices and their associated

VPN routing and forwarding (VRF) routing instances.

• Requirements on page 208

• Overview on page 208

• Configuration on page 209

• Verification on page 216

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, a multiprotocol BGP-based multicast VPN (next-generation MBGP

MVPN) is configured with limits on the PIM state resources.

The sglimit maximum statement sets a limit for the number of accepted (*,G) and (S,G)

PIM join states received for the vpn-1 routing instance.

The rp register-limitmaximum statement configures a limit for the number of PIM register

messages received for the vpn-1 routing instance. You configure this statement on the

rendezvuos point (RP) or on all the devices that might become the RP.

The group-rp-mappingmaximum statement configures a limit for the number of

group-to-RP mappings allowed in the vpn-1 routing instance.

For each configured PIM resource, the threshold statement sets a percentage of the

maximum limit at which to start generating warning messages in the PIM log file.

For each configured PIM resource, the log-interval statement is an amount of time (in

seconds) between system log message generation.

Figure 31 on page 209 shows the topology used in this example.
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Figure 31: PIM State Limits Topology
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“CLI Quick Configuration” on page 209 shows the configuration for all of the devices in

Figure 31 on page 209. The section “Step-by-Step Procedure” on page 212 describes the

steps on Device PE1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

Device CE1 set interfaces ge-1/2/0 unit 1 family inet address 10.1.1.1/30
set interfaces ge-1/2/0 unit 1 family mpls
set interfaces lo0 unit 1 family inet address 1.1.1.1/32
set protocols ospf area 0.0.0.0 interface lo0.1 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.1
set protocols pim rp static address 100.1.1.2
set protocols pim interface all
set routing-options router-id 1.1.1.1

Device PE1 set interfaces ge-1/2/0 unit 2 family inet address 10.1.1.2/30
set interfaces ge-1/2/0 unit 2 family mpls
set interfaces ge-1/2/1 unit 5 family inet address 10.1.1.5/30
set interfaces ge-1/2/1 unit 5 family mpls
set interfaces vt-1/2/0 unit 2 family inet
set interfaces lo0 unit 2 family inet address 1.1.1.2/32
set interfaces lo0 unit 102 family inet address 100.1.1.2/32
set protocolsmpls interface ge-1/2/1.5
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 1.1.1.2
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp family inet-mvpn signaling
set protocols bgp group ibgp neighbor 1.1.1.4
set protocols bgp group ibgp neighbor 1.1.1.5
set protocols ospf area 0.0.0.0 interface lo0.2 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/1.5
set protocols ldp interface ge-1/2/1.5
set protocols ldp p2mp
set policy-options policy-statement parent_vpn_routes from protocol bgp
set policy-options policy-statement parent_vpn_routes then accept
set routing-instances vpn-1 instance-type vrf
set routing-instances vpn-1 interface ge-1/2/0.2
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set routing-instances vpn-1 interface vt-1/2/0.2
set routing-instances vpn-1 interface lo0.102
set routing-instances vpn-1 route-distinguisher 100:100
set routing-instances vpn-1 provider-tunnel ldp-p2mp
set routing-instances vpn-1 vrf-target target:1:1
set routing-instances vpn-1 protocols ospf export parent_vpn_routes
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface lo0.102 passive
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface ge-1/2/0.2
set routing-instances vpn-1 protocols pim sglimit family inetmaximum 100
set routing-instances vpn-1 protocols pim sglimit family inet threshold 70
set routing-instances vpn-1 protocols pim sglimit family inet log-interval 10
set routing-instances vpn-1 protocols pim rp register-limit family inetmaximum 100
set routing-instances vpn-1 protocols pim rp register-limit family inet threshold 80
set routing-instances vpn-1 protocols pim rp register-limit family inet log-interval 10
set routing-instancesvpn-1protocolspimrpgroup-rp-mapping family inetmaximum100
set routing-instances vpn-1 protocols pim rp group-rp-mapping family inet threshold 80
set routing-instances vpn-1 protocols pim rp group-rp-mapping family inet log-interval
10

set routing-instances vpn-1 protocols pim rp static address 100.1.1.2
set routing-instances vpn-1 protocols pim interface ge-1/2/0.2mode sparse
set routing-instances vpn-1 protocolsmvpn
set routing-options router-id 1.1.1.2
set routing-options autonomous-system 1001

Device P set interfaces ge-1/2/0 unit 6 family inet address 10.1.1.6/30
set interfaces ge-1/2/0 unit 6 family mpls
set interfaces ge-1/2/1 unit 9 family inet address 10.1.1.9/30
set interfaces ge-1/2/1 unit 9 family mpls
set interfaces ge-1/2/2 unit 13 family inet address 10.1.1.13/30
set interfaces ge-1/2/2 unit 13 family mpls
set interfaces lo0 unit 3 family inet address 1.1.1.3/32
set protocolsmpls interface ge-1/2/0.6
set protocolsmpls interface ge-1/2/1.9
set protocolsmpls interface ge-1/2/2.13
set protocols ospf area 0.0.0.0 interface lo0.3 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.6
set protocols ospf area 0.0.0.0 interface ge-1/2/1.9
set protocols ospf area 0.0.0.0 interface ge-1/2/2.13
set protocols ldp interface ge-1/2/0.6
set protocols ldp interface ge-1/2/1.9
set protocols ldp interface ge-1/2/2.13
set protocols ldp p2mp
set routing-options router-id 1.1.1.3

Device PE2 set interfaces ge-1/2/0 unit 10 family inet address 10.1.1.10/30
set interfaces ge-1/2/0 unit 10 family mpls
set interfaces ge-1/2/1 unit 17 family inet address 10.1.1.17/30
set interfaces ge-1/2/1 unit 17 family mpls
set interfaces vt-1/2/0 unit 4 family inet
set interfaces lo0 unit 4 family inet address 1.1.1.4/32
set interfaces lo0 unit 104 family inet address 100.1.1.4/32
set protocolsmpls interface ge-1/2/0.10
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 1.1.1.4
set protocols bgp group ibgp family inet-vpn any
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set protocols bgp group ibgp family inet-mvpn signaling
set protocols bgp group ibgp neighbor 1.1.1.2
set protocols bgp group ibgp neighbor 1.1.1.5
set protocols ospf area 0.0.0.0 interface lo0.4 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.10
set protocols ldp interface ge-1/2/0.10
set protocols ldp p2mp
set policy-options policy-statement parent_vpn_routes from protocol bgp
set policy-options policy-statement parent_vpn_routes then accept
set routing-instances vpn-1 instance-type vrf
set routing-instances vpn-1 interface vt-1/2/0.4
set routing-instances vpn-1 interface ge-1/2/1.17
set routing-instances vpn-1 interface lo0.104
set routing-instances vpn-1 route-distinguisher 100:100
set routing-instances vpn-1 vrf-target target:1:1
set routing-instances vpn-1 protocols ospf export parent_vpn_routes
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface lo0.104 passive
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface ge-1/2/1.17
set routing-instancesvpn-1protocolspimrpgroup-rp-mapping family inetmaximum100
set routing-instances vpn-1 protocols pim rp group-rp-mapping family inet threshold 80
set routing-instances vpn-1 protocols pim rp group-rp-mapping family inet log-interval
10

set routing-instances vpn-1 protocols pim rp static address 100.1.1.2
set routing-instances vpn-1 protocols pim interface ge-1/2/1.17 mode sparse
set routing-instances vpn-1 protocolsmvpn
set routing-options router-id 1.1.1.4
set routing-options autonomous-system 1001

Device PE3 set interfaces ge-1/2/0 unit 14 family inet address 10.1.1.14/30
set interfaces ge-1/2/0 unit 14 family mpls
set interfaces ge-1/2/1 unit 21 family inet address 10.1.1.21/30
set interfaces ge-1/2/1 unit 21 family mpls
set interfaces vt-1/2/0 unit 5 family inet
set interfaces lo0 unit 5 family inet address 1.1.1.5/32
set interfaces lo0 unit 105 family inet address 100.1.1.5/32
set protocolsmpls interface ge-1/2/0.14
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 1.1.1.5
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp family inet-mvpn signaling
set protocols bgp group ibgp neighbor 1.1.1.2
set protocols bgp group ibgp neighbor 1.1.1.4
set protocols ospf area 0.0.0.0 interface lo0.5 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.14
set protocols ldp interface ge-1/2/0.14
set protocols ldp p2mp
set policy-options policy-statement parent_vpn_routes from protocol bgp
set policy-options policy-statement parent_vpn_routes then accept
set routing-instances vpn-1 instance-type vrf
set routing-instances vpn-1 interface vt-1/2/0.5
set routing-instances vpn-1 interface ge-1/2/1.21
set routing-instances vpn-1 interface lo0.105
set routing-instances vpn-1 route-distinguisher 100:100
set routing-instances vpn-1 vrf-target target:1:1
set routing-instances vpn-1 protocols ospf export parent_vpn_routes
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface lo0.105 passive
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set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface ge-1/2/1.21
set routing-instances vpn-1 protocols pim rp static address 100.1.1.2
set routing-instances vpn-1 protocols pim interface ge-1/2/1.21 mode sparse
set routing-instances vpn-1 protocolsmvpn
set routing-options router-id 1.1.1.5
set routing-options autonomous-system 1001

Device CE2 set interfaces ge-1/2/0 unit 18 family inet address 10.1.1.18/30
set interfaces ge-1/2/0 unit 18 family mpls
set interfaces lo0 unit 6 family inet address 1.1.1.6/32
set protocols sap listen 224.1.1.1
set protocols ospf area 0.0.0.0 interface lo0.6 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.18
set protocols pim rp static address 100.1.1.2
set protocols pim interface all
set routing-options router-id 1.1.1.6

Device CE3 set interfaces ge-1/2/0 unit 22 family inet address 10.1.1.22/30
set interfaces ge-1/2/0 unit 22 family mpls
set interfaces lo0 unit 7 family inet address 1.1.1.7/32
set protocols ospf area 0.0.0.0 interface lo0.7 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.22
set protocols pim rp static address 100.1.1.2
set protocols pim interface all
set routing-options router-id 1.1.1.7

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure PIM state limits:

1. Configure the network interfaces.

[edit interfaces]
user@PE1# set ge-1/2/0 unit 2 family inet address 10.1.1.2/30
user@PE1# set ge-1/2/0 unit 2 family mpls

user@PE1# set ge-1/2/1 unit 5 family inet address 10.1.1.5/30
user@PE1# set ge-1/2/1 unit 5 family mpls

user@PE1# set vt-1/2/0 unit 2 family inet

user@PE1# set lo0 unit 2 family inet address 1.1.1.2/32
user@PE1# set lo0 unit 102 family inet address 100.1.1.2/32

2. Configure MPLS on the core-facing interface.

[edit protocols mpls]
user@PE1# set interface ge-1/2/1.5

3. Configure internal BGP (IBGP) on the main router.

The IBGP neighbors are the other PE devices.

[edit protocols bgp group ibgp]
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user@PE1# set type internal
user@PE1# set local-address 1.1.1.2
user@PE1# set family inet-vpn any
user@PE1# set family inet-mvpn signaling
user@PE1# set neighbor 1.1.1.4
user@PE1# set neighbor 1.1.1.5

4. Configure OSPF on the main router.

[edit protocols ospf area 0.0.0.0]
user@PE1# set interface lo0.2 passive
user@PE1# set interface ge-1/2/1.5

5. Configure a signaling protocol (RSVP or LDP) on the main router.

[edit protocols ldp]
user@PE1# set interface ge-1/2/1.5
user@PE1# set p2mp

6. Configure the BGP export policy.

[edit policy-options policy-statement parent_vpn_routes]
user@PE1# set from protocol bgp
user@PE1# set then accept

7. Configure the routing instance.

The customer-facing interfaces and the BGP export policy are referenced in the

routing instance.

[edit routing-instances vpn-1]
user@PE1# set instance-type vrf

user@PE1# set interface ge-1/2/0.2
user@PE1# set interface vt-1/2/0.2
user@PE1# set interface lo0.102

user@PE1# set route-distinguisher 100:100
user@PE1# set provider-tunnel ldp-p2mp
user@PE1# set vrf-target target:1:1

user@PE1# set protocols ospf export parent_vpn_routes
user@PE1# set protocols ospf area 0.0.0.0 interface lo0.102 passive
user@PE1# set protocols ospf area 0.0.0.0 interface ge-1/2/0.2

user@PE1# set protocols pim rp static address 100.1.1.2
user@PE1# set protocols pim interface ge-1/2/0.2mode sparse

user@PE1# set protocolsmvpn

8. Configure the PIM state limits.

[edit routing-instances vpn-1 protocols pim]
user@PE1# set sglimit family inetmaximum 100
user@PE1# set sglimit family inet threshold 70
user@PE1# set sglimit family inet log-interval 10
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user@PE1# set rp register-limit family inetmaximum 100
user@PE1# set rp register-limit family inet threshold 80
user@PE1# set rp register-limit family inet log-interval 10

user@PE1# set rp group-rp-mapping family inetmaximum 100
user@PE1# set rp group-rp-mapping family inet threshold 80
user@PE1# set rp group-rp-mapping family inet log-interval 10

9. Configure the router ID and AS number.

[edit routing-options]
user@PE1# set router-id 1.1.1.2
user@PE1# set autonomous-system 1001

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show policy-options, show routing-instances, and show routing-options

commands. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

user@PE1# show interfaces
ge-1/2/0 {
unit 2 {
family inet {
address 10.1.1.2/30;

}
family mpls;

}
}
ge-1/2/1 {
unit 5 {
family inet {
address 10.1.1.5/30;

}
family mpls;

}
}
vt-1/2/0 {
unit 2 {
family inet;

}
}
lo0 {
unit 2 {
family inet {
address 1.1.1.2/32;

}
}
unit 102 {
family inet {
address 100.1.1.2/32;

}
}

}

user@PE1# show protocols
mpls {
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interface ge-1/2/1.5;
}
bgp {
group ibgp {
type internal;
local-address 1.1.1.2;
family inet-vpn {
any;

}
family inet-mvpn {
signaling;

}
neighbor 1.1.1.4;
neighbor 1.1.1.5;

}
}
ospf {
area 0.0.0.0 {
interface lo0.2 {
passive;

}
interface ge-1/2/1.5;

}
}
ldp {
interface ge-1/2/1.5;
p2mp;

}

user@PE1# show policy-options
policy-statement parent_vpn_routes {
from protocol bgp;
then accept;

}

user@PE1# show routing-instances
vpn-1 {
instance-type vrf;
interface ge-1/2/0.2;
interface vt-1/2/0.2;
interface lo0.102;
route-distinguisher 100:100;
provider-tunnel {
ldp-p2mp;

}
vrf-target target:1:1;
protocols {
ospf {
export parent_vpn_routes;
area 0.0.0.0 {
interface lo0.102 {
passive;

}
interface ge-1/2/0.2;

}
}
pim {
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sglimit {
family inet {
maximum 100;
threshold 70;
log-interval 10;

}
}
rp {
register-limit {
family inet {
maximum 100;
threshold 80;
log-interval 10;

}
}
group-rp-mapping {
family inet {
maximum 100;
threshold 80;
log-interval 10;

}
}
static {
address 100.1.1.2;

}
}
interface ge-1/2/0.2 {
mode sparse;

}
}
mvpn;

}
}

user@PE1# show routing-options
router-id 1.1.1.2;
autonomous-system 1001;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

Monitoring the PIM State Information

Purpose Verify that the counters are set as expected and are not exceeding the configured limits.

Action From operational mode, enter the show pim statistics command.

user@PE1> show pim statistics instance vpn-1
PIM Message type        Received       Sent  Rx errors
V2 Hello                     393        390          0
...
V4 (S,G) Maximum                            100
V4 (S,G) Accepted                             0
V4 (S,G) Threshold                           70
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V4 (S,G) Log Interval                        10
V4 (grp-prefix, RP) Maximum                 100
V4 (grp-prefix, RP) Accepted                  0
V4 (grp-prefix, RP) Threshold                80
V4 (grp-prefix, RP) Log Interval             10
V4 Register Maximum                         100
V4 Register Accepted                          0
V4 Register Threshold                        80
V4 Register Log Interval                     10

Meaning The V4 (S,G) Maximum field shows the maximum number of (S,G) IPv4 multicast routes

accepted for the VPN routing instance. If this number is met, additional (S,G) entries are

not accepted.

The V4 (S,G) Accepted field shows the number of accepted (S,G) IPv4 multicast routes.

The V4 (S,G) Threshold field shows the threshold at which a warning message is logged

(percentage of the maximum number of (S,G) IPv4 multicast routes accepted by the

device).

The V4 (S,G) Log Interval field shows the time (in seconds) between consecutive log

messages.

The V4 (grp-prefix, RP) Maximum field shows the maximum number of

group-to-rendezvous point (RP) IPv4 multicast mappings accepted for the VRF routing

instance. If this number is met, additional mappings are not accepted.

The V4 (grp-prefix, RP) Accepted field shows the number of accepted group-to-RP IPv4

multicast mappings.

The V4 (grp-prefix, RP) Threshold field shows the threshold at which a warning message

is logged (percentage of the maximum number of group-to-RP IPv4 multicast mappings

accepted by the device).

The V4 (grp-prefix, RP) Log Interval field shows the time (in seconds) between

consecutive log messages.

The V4 Register Maximum field shows the maximum number of IPv4 PIM registers

accepted for the VRF routing instance. If this number is met, additional PIM registers are

not accepted. You configure the register limits on the RP.

The V4 Register Accepted field shows the number of accepted IPv4 PIM registers.

The V4 Register Threshold field shows the threshold at which a warning message is

logged (percentage of the maximum number of IPv4 PIM registers accepted by the

device).

The V4 Register Log Interval field shows the time (in seconds) between consecutive log

messages.

Related
Documentation

Limiting the Number of IGMP Multicast Group Joins on Logical Interfaces on page 323•

• Examples: Configuring the Multicast Forwarding Cache on page 286
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• Example: Configuring MSDP with Active Source Limits and Mesh Groups on page 575

PIM Snooping for VPLS

• Understanding PIM Snooping for VPLS on page 218

• Example: Configuring PIM Snooping for VPLS on page 219

Understanding PIM Snooping for VPLS

There are two ways to direct PIM control packets:

• By the use of PIM snooping

• By the use of PIM proxying

PIM snooping configures a device to examine and operate only on PIM hello and join/prune

packets. A PIM snooping device snoops PIM hello and join/prune packets on each interface

to find interested multicast receivers and populates the multicast forwarding tree with

this information. PIM snooping differs from PIM proxying in that both PIM hello and

join/prune packets are transparently flooded in the VPLS as opposed to the flooding of

only hello packets in the case of PIM proxying. PIM snooping is configured on PE routers

connected through pseudowires. PIM snooping ensures that no new PIM packets are

generated in the VPLS, with the exception of PIM messages sent through LDP on

pseudowires.

A device that supports PIM snooping snoops hello packets received on attachment

circuits. It does not introduce latency in the VPLS core when it forwards PIM join/prune

packets.

To configure PIM snooping on a PE router, use the pim-snooping statement at the [edit

routing-instances instance-name protocols] hierarchy level:

routing-instances {
customer {
instance-type vpls;
...
protocols {
pim-snooping{
traceoptions {
file pim.log size 10m;
flag all;
flag timer disable;

}
}

}
}

}

“Example: Configuring PIM Snooping for VPLS” on page 219 explains the PIM snooping

method. The use of the PIM proxying method is not discussed here and is outside the

scope of this document. For more information about PIM proxying, seePIMSnoopingover

VPLS.
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Example: Configuring PIM Snooping for VPLS

This example shows how to configure PIM snooping in a virtual private LAN service (VPLS)

to restrict multicast traffic to interested devices.

• Requirements on page 219

• Overview on page 219

• Configuration on page 220

• Verification on page 226

Requirements

This example uses the following hardware and software components:

• MX Series 3D Universal Edge Routers (except MX80)

• Junos OS Release 12.3 or later

Overview

The following example shows how to configure PIM snooping to restrict multicast traffic

to interested devices in a VPLS.

NOTE: ThisexampledemonstratesPIMsnoopingbytheuseofaPIMsnooping
device to restrict multicast traffic. The use of the PIM proxyingmethod to
achieve PIM snooping is out of the scope of this document and is yet to be
implemented in Junos OS.

Topology

In this example, two PE routers are connected to each other through a pseudowire

connection. Router PE1 is connected to Routers CE1 and CE2. A multicast receiver is

attached to Router CE2. Router PE2 is connected to Routers CE3 and CE4. A multicast

source is connected to Router CE3, and a second multicast receiver is attached to Router

CE4.

PIM snooping is configured on Routers PE1 and PE2. Hence, data sent from the multicast

source is received only by members of the multicast group.

Figure 32 on page 220 shows the topology used in this example.
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Figure 32: PIM Snooping for VPLS
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

Router PE1 setmulticast-snooping-options traceoptions file snoop.log size 10m
set interfaces ge-2/0/0 encapsulation ethernet-vpls
set interfaces ge-2/0/0 unit 0 description toCE1
set interfaces ge-2/0/1 encapsulation ethernet-vpls
set interfaces ge-2/0/1 unit 0 description toCE2
set interfaces ge-2/0/2 unit 0 description toPE2
set interfaces ge-2/0/2 unit 0 family inet address 10.0.0.1/30
set interfaces ge-2/0/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.1.1/32
set routing-options router-id 10.255.1.1
set protocolsmpls interface ge-2/0/1.0
set protocols bgp group toPE2 type internal
set protocols bgp group toPE2 local-address 10.255.1.1
set protocols bgp group toPE2 family l2vpn signaling
set protocols bgp group toPE2 neighbor 10.255.7.7
set protocols ospf area 0.0.0.0 interface ge-2/0/2.0
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ldp interface ge-2/0/2.0
set protocols ldp interface lo0.0
set routing-instances titanium instance-type vpls
set routing-instances titanium vlan-id none
set routing-instances titanium interface ge-2/0/0.0
set routing-instances titanium interface ge-2/0/1.0
set routing-instances titanium route-distinguisher 101:101
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set routing-instances titanium vrf-target target:201:201
set routing-instances titanium protocols vpls vpls-id 15
set routing-instances titanium protocols vpls site pe1 site-identifier 1
set routing-instances titanium protocols pim-snooping

Router CE1 set interfaces ge-2/0/0 unit 0 description toPE1
set interfaces ge-2/0/0 unit 0 family inet address 10.0.0.10/30
set interfaces lo0 unit 0 family inet address 10.255.2.2./32
set routing-options router-id 10.255.2.2
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols pim rp static address 10.255.3.3
set protocols pim interface all

Router CE2 set interfaces ge-2/0/0 unit 0 description toPE1
set interfaces ge-2/0/0 unit 0 family inet address 10.0.0.6/30
set interfaces ge-2/0/1 unit 0 description toReceiver1
set interfaces ge-2/0/1 unit 0 family inet address 10.0.0.13/30
set interfaces lo0 unit 0 family inet address 10.255.2.2
set routing-options router-id 10.255.2.2
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols pim rp static address 10.255.3.3
set protocols pim interface all

Router PE2 setmulticast-snooping-options traceoptions file snoop.log size 10m
set interfaces ge-2/0/0 encapsulation ethernet-vpls
set interfaces ge-2/0/0 unit 0 description toCE3
set interfaces ge-2/0/1 encapsulation ethernet-vpls
set interfaces ge-2/0/1 unit 0 description toCE4
set interfaces ge-2/0/2 unit 0 description toPE1
set interfaces ge-2/0/2 unit 0 family inet address 10.0.0.2/30
set interfaces ge-2/0/2 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 10.255.7.7/32
set routing-options router-id 10.255.7.7
set protocolsmpls interface ge-2/0/2.0
set protocols bgp group toPE1 type internal
set protocols bgp group toPE1 local-address 10.255.7.7
set protocols bgp group toPE1 family l2vpn signaling
set protocols bgp group toPE1 neighbor 10.255.1.1
set protocols ospf area 0.0.0.0 interface ge-2/0/2.0
set protocols ospf area 0.0.0.0 interface lo0.0
set protocols ldp interface ge-2/0/2.0
set protocols ldp interface lo0.0
set routing-instances titanium instance-type vpls
set routing-instances titanium vlan-id none
set routing-instances titanium interface ge-2/0/0.0
set routing-instances titanium interface ge-2/0/1.0
set routing-instances titanium route-distinguisher 101:101
set routing-instances titanium vrf-target target:201:201
set routing-instances titanium protocols vpls vpls-id 15
set routing-instances titanium protocols vpls site pe2 site-identifier 2
set routing-instances titanium protocols pim-snooping

Router CE3 (RP) set interfaces ge-2/0/0 unit 0 description toPE2
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set interfaces ge-2/0/0 unit 0 family inet address 10.0.0.18/30
set interfaces ge-2/0/1 unit 0 description toSource
set interfaces ge-2/0/1 unit 0 family inet address 10.0.0.29/30
set interfaces lo0 unit 0 family inet address 10.255.3.3/32
set routing-options router-id 10.255.3.3
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols pim rp local address 10.255.3.3
set protocols pim interface all

Router CE4 set interfaces ge-2/0/0 unit 0 description toPE2
set interfaces ge-2/0/0 unit 0 family inet address 10.0.0.22/30
set interfaces ge-2/0/1 unit 0 description toReceiver2
set interfaces ge-2/0/1 unit 0 family inet address 10.0.0.25/30
set interfaces lo0 unit 0 family inet address 10.255.4.4/32
set routing-options router-id 10.255.4.4
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols pim rp static address 10.255.3.3
set protocols pim interface all

Configuring PIM Snooping for VPLS

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

NOTE: This section includes a step-by-step configuration procedure for one
or more routers in the topology. For comprehensive configurations for all
routers, see “CLI Quick Configuration” on page 220.

To configure PIM snooping for VPLS:

1. Configure the router interfaces forming the links between the routers.

Router PE2
[edit interfaces]
user@PE2# set ge-2/0/0 encapsulation ethernet-vpls
user@PE2# set ge-2/0/0 unit 0 description toCE3
user@PE2# set ge-2/0/1 encapsulation ethernet-vpls
user@PE2# set ge-2/0/1 unit 0 description toCE4
user@PE2# set ge-2/0/2 unit 0 description toPE1
user@PE2# set ge-2/0/2 unit 0 family mpls
user@PE2# set ge-2/0/2 unit 0 family inet address 10.0.0.2/30
user@PE2# set lo0 unit 0 family inet address 10.255.7.7/32

NOTE: ge-2/0/0.0 and ge-2/0/1.0 are configured as VPLS interfaces

and connect to Routers CE3 and CE4. See Configuring VPLS
Encapsulation on CE-Facing Interfaces for more details.
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Router CE3
[edit interfaces]
user@CE3# set ge-2/0/0 unit 0 description toPE2
user@CE3# set ge-2/0/0 unit 0 family inet address 10.0.0.18/30
user@CE3# set ge-2/0/1 unit 0 description toSource
user@CE3# set ge-2/0/1 unit 0 family inet address 10.0.0.29/30
user@CE3# set lo0 unit 0 family inet address 10.255.3.3/32

NOTE: Thege-2/0/1.0 interfaceonRouterCE3connects to themulticast

source.

Router CE4
[edit interfaces]
user@CE4# set ge-2/0/0 unit 0 description toPE2
user@CE4# set ge-2/0/0 unit 0 family inet address 10.0.0.22/30
user@CE4# set ge-2/0/1 unit 0 description toReceiver2
user@CE4# set ge-2/0/1 unit 0 family inet address 10.0.0.25/30
user@CE4# set lo0 unit 0 family inet address 10.255.4.4/32

NOTE: The ge-2/0/1.0 interface on Router CE4 connects to amulticast

receiver.

Similarly, configure Routers PE1, CE1, and CE2.

2. Configure the router IDs of all routers.

Router PE2
[edit routing-options]
user@PE2# set router-id 10.255.7.7

Similarly, configure other routers.

3. Configure an IGP on interfaces of all routers.

Router PE2
[edit protocols ospf area 0.0.0.0]
user@PE2# set interface ge-2/0/2.0
user@PE2# set interface lo0.0

Similarly, configure other routers.

4. Configure the LDP, MPLS, and BGP protocols on the PE routers.

Router PE2
[edit protocols]
user@PE2# set ldp interface lo0.0
user@PE2# setmpls interface ge-2/0/2.0
user@PE2# set bgp group toPE1 type internal
user@PE2# set bgp group toPE1 local-address 10.255.7.7
user@PE2# set bgp group toPE1 family l2vpn signaling
user@PE2# set bgp group toPE1 neighbor 10.255.1.1
user@PE2# set ldp interface ge-2/0/2.0
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The BGP group is required for interfacing with the other PE router. Similarly, configure

Router PE1.

5. Configure PIM on all CE routers.

Ensure that Router CE3 is configured as the rendezvous point (RP) and that the RP

address is configured on other CE routers.

Router CE3
[edit protocols pim]
user@CE3# set rp local address 10.255.3.3
user@CE3# set interface all

Router CE4
[edit protocols pim]
user@CE4# set rp static address 10.255.3.3
user@CE4# set interface all

Similarly, configure Routers CE1 and CE2.

6. Configure multicast snooping options on the PE routers.

Router PE2
[edit multicast-snooping-options traceoptions]
user@PE2# set file snoop.log size 10m

Similarly, configure Router PE1.

7. Create a routing instance (titanium), and configure the VPLS on the PE routers.

Router PE2
[edit routing-instances titanium]
user@PE2# set instance-type vpls
user@PE2# set vlan-id none
user@PE2# set interface ge-2/0/0.0
user@PE2# set interface ge-2/0/1.0
user@PE2# set route-distinguisher 101:101
user@PE2# set vrf-target target:201:201
user@PE2# set protocols vpls vpls-id 15
user@PE2# set protocols vpls site pe2 site-identifier 2

Similarly, configure Router PE1.

8. Configure PIM snooping on the PE routers.

Router PE2
[edit routing-instances titanium]
user@PE2# set protocols pim-snooping

Similarly, configure Router PE1.

Results

From configuration mode, confirm your configuration by entering the show interfaces,

show routing-options, show protocols, showmulticast-snooping-options, and show
routing-instances commands.
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If the output does not display the intended configuration, repeat the instructions in this

example to correct the configuration.

user@PE2# show interfaces
ge-2/0/2 {
    unit 0 {
        description toPE1
        family inet {
            address 10.0.0.2/30;
        }
        family mpls;
    }
}
ge-2/0/0 {
    encapsulation ethernet-vpls;
    unit 0 {
         description toCE3;
           }
}
ge-2/0/1 {
    encapsulation ethernet-vpls;
    unit 0 {
         description toCE4;
           }
}
lo0 {
    unit 0 {
        family inet {
            address 10.255.7.7/32;
        }
    }
}

user@PE2# show routing-options
router-id 10.255.7.7;

user@PE2# show protocols
mpls {
    interface ge-2/0/2.0;
}
ospf {
    area 0.0.0.0 {
        interface ge-2/0/2.0;
        interface lo0.0;
    }
}
ldp {
    interface ge-2/0/2.0;
    interface lo0.0;
}
bgp {                                   
    group toPE1 {
        type internal;
        local-address 10.255.7.7;
        family l2vpn {
            signaling;
        }
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        neighbor 10.255.1.1;
    }

user@PE2# showmulticast-snooping-options
traceoptions {
    file snoop.log size 10m;
}

user@PE2# show routing-instances
titanium {
    instance-type vpls;
    vlan-id none;
    interface ge-2/0/0.0;
    interface ge-2/0/1.0;
    route-distinguisher 101:101;
    vrf-target target:201:201;
    protocols {
        vpls {
            site pe2 {
                site-identifier 2;
            }
            vpls-id 15;
        }
        pim-snooping;
  }
}

Similarly, confirm the configuration on all other routers. If you are done configuring the

routers, enter commit from configuration mode.

NOTE: Use the show protocols command on the CE routers to verify the
configuration for the PIM RP .

Verification

Confirm that the configuration is working properly.

• Verifying PIM Snooping for VPLS on page 226

Verifying PIM Snooping for VPLS

Purpose Verify that PIM Snooping is operational in the network.

Action To verify that PIM snooping is working as desired, use the following commands:

• show pim snooping interfaces

• show pim snooping neighbors detail

• show pim snooping statistics

• show pim snooping join
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• show pim snooping join extensive

• showmulticast snooping route extensive instance <instance-name> group
<group-name>

1. From operational mode on Router PE2, run the show pim snooping interfaces
command.

user@PE2> show pim snooping interfaces
Instance: titanium

Learning-Domain: default

Name                State IP NbrCnt
ge-2/0/0.0 Up    4       1
ge-2/0/1.0 Up    4       1

DR address: 10.0.0.22
DR flooding is ON

The output verifies that PIM snooping is configured on the two interfaces connecting

Router PE2 to Routers CE3 and CE4.

Similarly, check the PIM snooping interfaces on Router PE1.

2. From operational mode on Router PE2, run the show pim snooping neighbors detail
command.

user@PE2> show pim snooping neighbors detail
Instance: titanium
Learning-Domain: default

Interface: ge-2/0/0.0

    Address: 10.0.0.18
        Uptime: 00:17:06
        Hello Option Holdtime: 105 seconds 99 remaining
        Hello Option DR Priority: 1
        Hello Option Generation ID: 552495559
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
                                      Tracking is supported

Interface: ge-2/0/1.0

    Address: 10.0.0.22
        Uptime: 00:15:16
        Hello Option Holdtime: 105 seconds 103 remaining
        Hello Option DR Priority: 1
        Hello Option Generation ID: 1131703485
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
                                      Tracking is supported

The output verifies that Router PE2 can detect the IP addresses of its PIM snooping

neighbors (10.0.0.18 on CE3 and 10.0.0.22 on CE4).

Similarly, check the PIM snooping neighbors on Router PE1.

3. From operational mode on Router PE2, run the show pim snooping statistics
command.

user@PE2> show pim snooping statistics
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Instance: titanium

Learning-Domain: default

Tx J/P messages                               0
RX J/P messages                             246
Rx J/P messages -- seen                       0
Rx J/P messages -- received                 246
Rx Hello messages                          1036
Rx Version Unknown                            0
Rx Neighbor Unknown                           0
Rx Upstream Neighbor Unknown                  0
Rx J/P Busy Drop                              0
Rx J/P Group Aggregate                        0
Rx Malformed Packet                           0

Rx No PIM Interface                           0
Rx Bad Length                                 0
Rx Unknown Hello Option                       0
Rx Unknown Packet Type                        0
Rx Bad TTL                                    0
Rx Bad Destination Address                    0
Rx Bad Checksum                               0
Rx Unknown Version                            0

The output shows the number of hello and join/prune messages received by Router

PE2. This verifies that PIM sparse mode is operational in the network.

4. Send multicast traffic from the source terminal attached to Router CE3, for the

multicast group 224.1.1.1.

5. From operational mode on Router PE2, run the show pim snooping join, show pim
snooping join extensive, and showmulticast snooping route extensive instance
<instance-name> group <group-name> commands to verify PIM snooping.

user@PE2> show pim snooping join
Instance: titanium
Learning-Domain: default

Group: 224.1.1.1
    Source: *
    Flags: sparse,rptree,wildcard
    Upstream neighbor: 10.0.0.18, Port: ge-2/0/0.0

Group: 224.1.1.1
    Source: 10.0.0.30
    Flags: sparse
    Upstream neighbor: 10.0.0.18, Port: ge-2/0/0.0

user@PE2> show pim snooping join extensive
Instance: titanium
Learning-Domain: default

Group: 224.1.1.1
    Source: *
    Flags: sparse,rptree,wildcard
    Upstream neighbor: 10.0.0.18, Port: ge-2/0/0.0
        Downstream port: ge-2/0/1.0
            Downstream neighbors:

10.0.0.22 State: Join Flags: SRW Timeout: 180
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Group: 224.1.1.1
    Source: 10.0.0.30
    Flags: sparse
    Upstream neighbor: 10.0.0.18, Port: ge-2/0/0.0
        Downstream port: ge-2/0/1.0
            Downstream neighbors:

10.0.0.22 State: Join Flags: S Timeout: 180

The outputs show that multicast traffic sent for the group 224.1.1.1 is sent to Receiver

2 through Router CE4 and also display the upstream and downstream neighbor details.

user@PE2> showmulticast snooping route extensive instance titanium group 224.1.1.1
Nexthop Bulking: OFF

             Family: INET

Group: 224.1.1.1/32
    Bridge-domain: titanium
    Mesh-group: __all_ces__
    Downstream interface list:

ge-2/0/1.0 -(1072)
    Statistics: 0 kBps, 0 pps, 0 packets
    Next-hop ID: 1048577
    Route state: Active
    Forwarding state: Forwarding

Group: 224.1.1.1/32
    Source: 10.0.0.8
    Bridge-domain: titanium
    Mesh-group: __all_ces__
    Downstream interface list:

ge-2/0/1.0 -(1072)
    Statistics: 0 kBps, 0 pps, 0 packets
    Next-hop ID: 1048577
    Route state: Active
    Forwarding state: Forwarding

Meaning PIM snooping is operational in the network.
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CHAPTER 5

Multicast Routing Options

• Examples: Configuring Administrative Scoping on page 231

• Examples: Configuring Reverse Path Forwarding on page 238

• Example: Configuring Source-Specific Multicast on page 254

• Examples: Configuring Bandwidth Management on page 265

• Examples: Configuring the Multicast Forwarding Cache on page 286

• Example: Configuring Ingress PE Redundancy on page 294

• Configuring PIM-to-IGMP and PIM-to-MLD Message Translation on page 299

Examples: Configuring Administrative Scoping

• Understanding Multicast Administrative Scoping on page 231

• Example: Creating a Named Scope for Multicast Scoping on page 233

• Example: Using a Scope Policy for Multicast Scoping on page 235

• Example: Configuring Externally Facing PIM Border Routers on page 238

UnderstandingMulticast Administrative Scoping

You use multicast scoping to limit multicast traffic by configuring it to an administratively

defined topological region. Multicast scoping controls the propagation of multicast

messages—both multicast group join messages that are sent upstream toward a source

and data forwarding downstream. Scoping can relieve stress on scarce resources, such

as bandwidth, and improve privacy or scaling properties.

IP multicast implementations can achieve some level of scoping by using the time-to-live

(TTL) field in the IP header. However, TTL scoping has proven difficult to implement

reliably, and the resulting schemes often are complex and difficult to understand.

Administratively scoped IP multicast provides clearer and simpler semantics for multicast

scoping. Packets addressed to administratively scoped multicast addresses do not cross

configured administrative boundaries. Administratively scoped multicast addresses are

locally assigned, and hence are not required to be unique across administrative boundaries.

The administratively scoped IP version 4 (IPv4) multicast address space is the range

from 239.0.0.0 through 239.255.255.255.
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The structure of the IPv4 administratively scoped multicast space is based loosely on

the IP version 6 (IPv6) addressing architecture described in RFC 1884, IP Version 6

Addressing Architecture.

There are two well-known scopes:

• IPv4 local scope—This scope comprises addresses in the range 239.255.0.0/16. The

local scope is the minimal enclosing scope and is not further divisible. Although the

exact extent of a local scope is site-dependent, locally scoped regions must not span

any other scope boundary and must be contained completely within or be equal to

any larger scope. If scope regions overlap in an area, the area of overlap must be within

the local scope.

• IPv4 organization local scope—This scope comprises 239.192.0.0/14. It is the space

from which an organization allocates subranges when defining scopes for private use.

The ranges 239.0.0.0/10, 239.64.0.0/10, and 239.128.0.0/10 are unassigned and available

for expansion of this space.

Two other scope classes already exist in IPv4 multicast space: the statically assigned

link-local scope, which is 224.0.0.0/24, and the static global scope allocations, which

contain various addresses.

All scoping is inherently bidirectional in the sense that join messages and data forwarding

are controlled in both directions on the scoped interface.

You can configure multicast scoping either by creating a named scope associated with

a set of routing device interfaces and an address range, or by referencing a scope policy

that specifies the interfaces and configures the address range as a series of filters. You

cannot combine the two methods (the commit operation fails for a configuration that

includes both). The methods differ somewhat in their requirements and result in different

output from theshowmulticastscopecommand. For details and configuration instructions,

see and .

Routing loops must be avoided in IP multicast networks. Because multicast routers must

replicate packets for each downstream branch, not only do looping packets not arrive

at a destination, but each pass around the loop multiplies the number of looping packets,

eventually overwhelming the network.

Scoping limits the routers and interfaces that can be used to forward a multicast packet.

Scoping can use the TTL field in the IP packet header, but TTL scoping depends on the

administrator having a thorough knowledge of the network topology. This topology can

change as links fail and are restored, making TTL scoping a poor solution for multicast.

Multicast scoping is administrative in the sense that a range of multicast addresses is

reserved for scoping purposes, as described in RFC 2365. Routers at the boundary must

be able to filter multicast packets and make sure that the packets do not stray beyond

the established limit.

Administrative scoping is much better than TTL scoping, but in many cases the dropping

of administratively scoped packets is still determined by the network administrator. For

example, the multicast address range 239/8 is defined in RFC 2365 as administratively
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scoped, and packets using this range are not to be forwarded beyond a network

“boundary,” usually a routing domain. But only the network administrator knows where

the border routers are and can implement the scoping correctly.

Multicast groups used by unicast routing protocols, such as 224.0.0.5 for all OSPF routers,

are administratively scoped for that LAN only. This scoping allows the same multicast

address to be used without conflict on every LAN running OSPF.

Example: Creating a Named Scope for Multicast Scoping

This example shows how to configure multicast scoping with four scopes: local,

organization, engineering, and marketing.

• Requirements on page 233

• Overview on page 233

• Configuration on page 234

• Verification on page 235

Requirements

Before you begin:

• Configure a tunnel interface. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

Overview

The local scope is configured on a GRE tunnel interface. The organization scope is

configured on a GRE tunnel interface and a SONET/SDH interface. The engineering scope

is configured on an IP-IP tunnel interface and two SONET/SDH interfaces. Themarketing

scope is configured on a GRE tunnel interface and two SONET/SDH interfaces. The Junos

OS can scope any user-configurable IPv6 or IPv4 group.

To configure multicast scoping by defining a named scope, you must specify a name for

the scope, the set of routing device interfaces on which you are configuring scoping, and

the scope's address range.

NOTE: Theprefix specifiedwith theprefixstatementmustbeunique foreach

scope statement. If multiple scopes contain the same prefix, only the last

scope applies to the interfaces. If you need to scope the same prefix on
multiple interfaces, list all of them in the interface statement for a single

scope statement.

When you configure multicast scoping with a named scope, all scope boundaries must

include the local scope. If this scope is not configured, it is added automatically at all

scoped interfaces. The local scope limits the use of the multicast group 239.255.0.0/16

to an attached LAN.
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set routing-optionsmulticast scope local prefix fe00::239.255.0.0/128
set routing-optionsmulticast scope local interface gr-2/1/0.0
set routing-optionsmulticast scope organization prefix 239.192.0.0/14
set routing-optionsmulticast scope organization interface gr-2/1/0.0
set routing-optionsmulticast scope organization interface so-0/0/0.0
set routing-optionsmulticast scope engineering prefix 239.255.255.0/24
set routing-optionsmulticast scope engineering interface ip-2/1/0.0
set routing-optionsmulticast scope engineering interface so-0/0/1.0
set routing-optionsmulticast scope engineering interface so-0/0/2.0
set routing-optionsmulticast scopemarketing prefix 239.255.254.0/24
set routing-optionsmulticast scopemarketing interface gr-2/1/0.0
set routing-optionsmulticast scopemarketing interface so-0/0/2.0
set routing-optionsmulticast scopemarketing interface so-1/0/0.0

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration
hierarchy. For information about navigating the CLI, see Using the CLI Editor in
Configuration Mode in the CLI User Guide.

Configure the local scope.

[edit routing-optionsmulticast]

1.

user@host# set scope local interface gr-2/1/0
user@host# set scope localprefix fe00::239.255.0.0/128

2. Configure the organization scope.

[edit routing-optionsmulticast]
user@host# set scope organization interface [ gr-2/1/0 so-0/0/0 ]
user@host# set scope organization prefix 239.192.0.0/14

3. Configure the engineering scope.

[edit routing-optionsmulticast]
user@host# set scope engineering interface [ ip-2/1/0 so-0/0/1 so-0/0/2 ]
user@host# set scope engineering prefix 239.255.255.0/24

4. Configure the marketing scope.

[edit routing-optionsmulticast]
user@host# set scopemarketing interface [ gr-2/1/0 so-0/0/2 so-1/0/0 ]
user@host# set scopemarketing prefix 239.255.254.0/24

5. If you are done configuring the device, commit the configuration.

user@host# commit

Results

Confirm your configuration by entering the show routing-options command.
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user@host# show routing-options
multicast {
scope local {
interface gr-2/1/0;
prefix fe00::239.255.0.0/128;

}
scope organization {
interface [ gr-2/1/0 so-0/0/0 ];
prefix 239.192.0.0/14;

}
scope engineering {
interface [ ip-2/1/0 so-0/0/1 so-0/0/2 ];
prefix 239.255.255.0/24;

}
scopemarketing {
interface [ gr-2/1/0 so-0/0/2 so-1/0/0 ];
prefix 239.255.254.0/24;

}

Verification

To verify that group scoping is in effect, issue the showmulticast scope command:

user@host> showmulticast scope
Resolve
Scope name      Group prefix          Interface      Rejects
local           fe00::239.255.0.0/128 gr-2/1/00
organization    239.192.0.0/14        gr-2/1/0       so-0/0/00
engineering     239.255.255.0/24      ip-2/1/0       so-0/0/1 so-0/0/20
marketing       239.255.254.0/24      gr-2/1/0       so-0/0/2 so-1/0/00

When you configure scoping with a named scope, the showmulticast scope operational

mode command displays the names of the defined scopes, prefixes, and interfaces.

Example: Using a Scope Policy for Multicast Scoping

This example shows how to configure a multicast scope policy named

allow-auto-rp-on-backbone, allowing packets for auto-RP groups 224.0.1.39/32 and

224.0.1.40/32 on backbone-facing interfaces, and rejecting all other addresses in the

224.0.1.0/24 and 239.0.0.0/8 address ranges.

• Requirements on page 235

• Overview on page 236

• Configuration on page 236

• Verification on page 238

Requirements

Before you begin:
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• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

Overview

Each referenced policy must be correctly configured at the [edit policy-options]hierarchy

level, specifying the set of routing device interfaces on which to configure scoping, and

defining the scope's address range as a series of route filters. Only the interface, route-filter,

and prefix-list match conditions are supported for multicast scope policies. All other

configured match conditions are ignored. The only actions supported are accept, reject,

and the policy flow actions next-term and next-policy. The reject action means that joins

and multicast forwarding are suppressed in both directions on the configured interfaces.

Theacceptaction allows joins and multicast forwarding in both directions on the interface.

By default, scope policies apply to all interfaces. The default action is accept.

NOTE: Multicast scoping configuredwitha scopepolicydiffers in someways
from scoping configured with a named scope (which uses the scope

statement):

• You cannot apply a scope policy to a specific routing instance, because all
scope policies apply to all routing instances. In contrast, a named scope
does apply individually to a specific routing instance.

• In contrast to scoping with a named scope, scoping with a scope policy
does not automatically add the local scope at scopeboundaries. Youmust

explicitly configure the local scope boundaries. The local scope limits the

use of themulticast group 239.255.0.0/16 to an attached LAN.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

setpolicy-optionspolicy-statementallow-auto-rp-on-backbonetermallow-auto-rp from
interface so-0/0/0.0

setpolicy-optionspolicy-statementallow-auto-rp-on-backbonetermallow-auto-rp from
interface so-0/0/1.0

setpolicy-optionspolicy-statementallow-auto-rp-on-backbonetermallow-auto-rp from
route-filter 224.0.1.39/32 exact

setpolicy-optionspolicy-statementallow-auto-rp-on-backbonetermallow-auto-rp from
route-filter 224.0.1.40/32 exact

setpolicy-optionspolicy-statementallow-auto-rp-on-backbonetermallow-auto-rp then
accept

set policy-options policy-statement allow-auto-rp-on-backbone term reject-these from
route-filter 224.0.1.0/24 orlonger

set policy-options policy-statement allow-auto-rp-on-backbone term reject-these from
route-filter 239.0.0.0/8 orlonger

set policy-options policy-statement allow-auto-rp-on-backbone term reject-these then
reject
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set routing-optionsmulticast scope-policy allow-auto-rp-on-backbone

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

1. Define which packets are allowed.

[edit policy-options policy-statement allow-auto-rp-on-backbone]
user@host# set term allow-auto-rp from interface so-0/0/0.0
user@host# set term allow-auto-rp from interface so-0/0/1.0
user@host# set term allow-auto-rp from route-filter 224.0.1.39/32 exact
user@host# set term allow-auto-rp from route-filter 224.0.1.40/32 exact
user@host# set term allow-auto-rp then accept

2. Define which packets are not allowed.

[edit policy-options policy-statement allow-auto-rp-on-backbone]
user@host# set term reject-these from route-filter 224.0.1.0/24 orlonger
user@host# set term reject-these from route-filter 239.0.0.0/8 orlonger
user@host# set term reject-these then reject

3. Apply the policy.

[edit routing-optionsmulticast]
user@host# set scope-policy allow-auto-rp-on-backbone

4. If you are done configuring the device, commit the configuration.

user@host# commit

Results

Confirm your configuration by entering the showpolicy-optionsand show routing-options

commands.

user@host# show policy-options
policy-statement allow-auto-rp-on-backbone {
term allow-auto-rp {
from {
/* backbone-facing interfaces */
interface [ so-0/0/0.0 so-0/0/1.0 ];
route-filter 224.0.1.39/32 exact;
route-filter 224.0.1.40/32 exact;

}
then {
accept;

}
}
term reject-these {
from {
route-filter 224.0.1.0/24 orlonger;
route-filter 239.0.0.0/8 orlonger;

}
then reject;

}
}
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user@host# show routing-options
multicast {
scope-policy allow-auto-rp-on-backbone;

}

Verification

To verify that the scope policy is in effect, issue the showmulticast scope configuration

mode command:

user@host> showmulticast scope
Scope policy: [ allow-auto-rp-on-backbone ]

When you configure multicast scoping with a scope policy, the showmulticast scope

operational mode command displays only the name of the scope policy.

Example: Configuring Externally Facing PIM Border Routers

In this example, you add the scope statement at the [edit routing-optionsmulticast]

hierarchy level to prevent auto-RP traffic from “leaking” into or out of your PIM domain.

Two scopes defined below, auto-rp-39 and auto-rp-40, are for specific addresses. The

scoped-range statement defines a group range, thus preventing group traffic from leaking.

routing-options {
multicast {
scope auto-rp-39 {
prefix 224.0.1.39/32;
interface t1-0/0/0.0;

}
scope auto-rp-40 {
prefix 224.0.1.40/32;
interface t1-0/0/0.0;

}
scope scoped-range {
prefix 239.0.0.0/8;
interface t1-0/0/0.0;

}
}

}

Related
Documentation

Examples: Configuring Bandwidth Management on page 265•

• Examples: Configuring the Multicast Forwarding Cache on page 286

Examples: Configuring Reverse Path Forwarding

• Understanding Multicast Reverse Path Forwarding on page 239

• Multicast RPF Configuration Guidelines on page 241

• Example: Configuring a Dedicated PIM RPF Routing Table on page 241

• Example: Configuring a PIM RPF Routing Table on page 244

• Example: Configuring RPF Policies on page 248

• Example: Configuring PIM RPF Selection on page 250
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UnderstandingMulticast Reverse Path Forwarding

Unicast forwarding decisions are typically based on the destination address of the packet

arriving at a router. The unicast routing table is organized by destination subnet and

mainly set up to forward the packet toward the destination.

In multicast, the router forwards the packet away from the source to make progress along

the distribution tree and prevent routing loops. The router's multicast forwarding state

runs more logically by organizing tables based on the reverse path, from the receiver back

to the root of the distribution tree. This process is known as reverse-path forwarding (RPF).

The router adds a branch to a distribution tree depending on whether the request for

traffic from a multicast group passes the reverse-path-forwarding check (RPF check).

Every multicast packet received must pass an RPF check before it is eligible to be

replicated or forwarded on any interface.

The RPF check is essential for every router's multicast implementation. When a multicast

packet is received on an interface, the router interprets the source address in the multicast

IP packet as the destination address for a unicast IP packet. The source multicast address

is found in the unicast routing table, and the outgoing interface is determined. If the

outgoing interface found in the unicast routing table is the same as the interface that the

multicast packet was received on, the packet passes the RPF check. Multicast packets

that fail the RPF check are dropped because the incoming interface is not on the shortest

path back to the source.

Figure 33 on page 239 shows how multicast routers can use the unicast routing table to

perform an RPF check and how the results obtained at each router determine where join

messages are sent.

Figure 33: Multicast Routers and the RPF Check

Routers can build and maintain separate tables for RPF purposes. The router must have

some way to determine its RPF interface for the group, which is the interface topologically

closest to the root. For greatest efficiency, the distribution tree follows the shortest-path

tree topology. The RPF check helps to construct this tree.
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RPF Table

The RPF table plays the key role in the multicast router. The RPF table is consulted for

every RPF check, which is performed at intervals on multicast packets entering the

multicast router. Distribution trees of all types rely on the RPF table to form properly, and

the multicast forwarding state also depends on the RPF table.

RPF checks are performed only on unicast addresses to find the upstream interface for

the multicast source or RP.

The routing table used for RPF checks can be the same routing table used to forward

unicast IP packets, or it can be a separate routing table used only for multicast RPF

checks. In either case, the RPF table contains only unicast routes, because the RPF check

is performed on the source address of the multicast packet, not the multicast group

destination address, and a multicast address is forbidden from appearing in the source

address field of an IP packet header. The unicast address can be used for RPF checks

because there is only one source host for a particular stream of IP multicast content for

a multicast group address, although the same content could be available from multiple

sources.

If the same routing table used to forward unicast packets is also used for the RPF checks,

the routing table is populated and maintained by the traditional unicast routing protocols

such as BGP, IS-IS, OSPF, and the Routing Information Protocol (RIP). If a dedicated

multicast RPF table is used, this table must be populated by some other method. Some

multicast routing protocols (such as the Distance Vector Multicast Routing Protocol

[DVMRP]) essentially duplicate the operation of a unicast routing protocol and populate

a dedicated RPF table. Others, such as PIM, do not duplicate routing protocol functions

and must rely on some other routing protocol to set up this table, which is why PIM is

protocol independent.

Some traditional routing protocols such as BGP and IS-IS now have extensions to

differentiate between different sets of routing information sent between routers for

unicast and multicast. For example, there is multiprotocol BGP (MBGP) and multitopology

routing in IS-IS (M-IS-IS). IS-IS routes can be added to the RPF table even when special

features such as traffic engineering and “shortcuts” are turned on. Multicast Open Shortest

Path First (MOSPF) also extends OSPF for multicast use, but goes further than MBGP

or M-IS-IS and makes MOSPF into a complete multicast routing protocol on its own.

When these routing protocols are used, routes can be tagged as multicast RPF routers

and used by the receiving router differently than the unicast routing information.

Using the main unicast routing table for RPF checks provides simplicity. A dedicated

routing table for RPF checks allows a network administrator to set up separate paths

and routing policies for unicast and multicast traffic, allowing the multicast network to

function more independently of the unicast network.

By default, PIM uses inet.0 as its reverse-path forwarding (RPF) routing table group. PIM

uses an RPF routing table group to resolve its RPF neighbor for a particular multicast

source address and for the RP address. PIM can optionally use inet.2 as its RPF routing

table group. The inet.2 routing table is organized more efficiently for RPF checks.

Once configured, the RPF routing table must be applied to a PIM as a routing table group.
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Multicast RPF Configuration Guidelines

You use multicast RPF checks to prevent multicast routing loops. Routing loops are

particularly debilitating in multicast applications because packets are replicated with

each pass around the routing loop.

In general, a router is to forward a multicast packet only if it arrives on the interface closest

(as defined by a unicast routing protocol) to the origin of the packet, whether source

host or rendezvous point (RP). In other words, if a unicast packet would be sent to the

“destination” (the reverse path) on the interface that the multicast packet arrived on,

the packet passes the RPF check and is processed. Multicast (or unicast) packets that

fail the RPF check are not forwarded (this is the default behavior). For an overview of

how a Juniper Networks router implements RPF checks with tables, see “Understanding

Multicast Reverse Path Forwarding” on page 239.

However, there are network router configurations where multicast packets that fail the

RPF check need to be forwarded. For example, when point-to-multipoint label-switched

paths (LSPs) are used for distributing multicast traffic to PIM “islands” downstream from

the egress router, the interface on which the multicast traffic arrives is not always the

RPF interface. This is because LSPs do not follow the normal next-hop rules of

independent packet routing.

In cases such as these, you can configure policies on the PE router to decide which

multicast groups and sources are exempt from the default RPF check.

Example: Configuring a Dedicated PIM RPF Routing Table

This example explains how to configure a dedicated Protocol Independent Multicast

(PIM) reverse path forwarding (RPF) routing table.

• Requirements on page 241

• Overview on page 241

• Configuration on page 242

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Enable PIM. See “PIM Overview” on page 15.

This example uses the following software components:

• Junos OS Release 7.4 or later

Overview

By default, PIM uses the inet.0 routing table as its RPF routing table. PIM uses an RPF

routing table to resolve its RPF neighbor for a particular multicast source address and to

resolve the RPF neighbor for the rendezvous point (RP) address. PIM can optionally use

inet.2 as its RPF routing table. The inet.2 routing table is dedicated to this purpose.
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PIM uses a single routing table for its RPF check, this ensures that the route with the

longest matching prefix is chosen as the RPF route.

If multicast routes are exchanged by Multiprotocol Border Gateway Protocol MP-BGP

or multitopology IS-IS, they are placed in inet.2 by default.

Using inet.2 as the RPF routing table enables you to have a control plane for multicast,

which is independent of the normal unicast routing table. You might want to use inet.2

as the RPF routing table for any of the following reasons:

• If you use traffic engineering or have an interior gateway protocol (IGP) configured for

shortcuts, the router has label-switched paths (LSPs) installed as the next hops in

inet.2. By applying policy, you can have the router install the routes with non-MPLS

next-hops in the inet.2 routing table.

• If you have an MPLS network that does not support multicast traffic over LSP tunnels,

you need to configure the router to use a routing table other than inet.0. You can have

the inet.2 routing table populated with native IGP, BGP, and interface routes that can

be used for RPF.

To populate the PIM RPF table, you use rib groups. A rib group is defined with the rib-groups

statement at the [edit routing-options] hierarchy level. The rib group is applied to the

PIM protocol by including the rib-group statement at the [edit pim] hierarchy level. A rib

group is most frequently used to place routes in multiple routing tables.

When you configure rib groups for PIM, keep the following in mind:

• The import-rib statement copies routes from the protocol to the routing table.

• The export-rib statement has no effect on PIM.

• Only the first rib routing table specified in the import-rib statement is used by PIM for

RPF checks.

You can also configure IS-IS or OSPF to populate inet.2 with routes that have regular IP

next hops. This allows RPF to work properly even when MPLS is configured for traffic

engineering, or when IS-IS or OSPF are configured to use “shortcuts” for local traffic.

You can also configure the PIM protocol to use a rib group for RPF checks under a virtual

private network (VPN) routing instance. In this case the rib group is still defined at the

[edit routing-options] hierarchy level.

Configuration

Configuring a PIM RPF Routing Table Group Using Interface Routes

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set routing-options rib-groupsmcast-rpf-rib import-rib inet.2
set protocols pim rib-groupmcast-rpf-rib
set rib-group inet if-rib
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set routing-options interface-routes if-rib import-rib [ inet.0 inet.2 ]

Step-by-Step
Procedure

In this example, the network administrator has decided to use the inet.2 routing table for

RPF checks. In this process, local routes are copied into this table by using an interface

rib group.

To define an interface routing table group and use it to populate inet.2 for RPF checks:

1. Use the showmulticast rpf command to verify that the multicast RPF table is not

populated with routes.

user@host> showmulticast rpf
instance is not running

2. Create a multicast routing table group named mcast-rpf-rib.

Each routing table group must contain one or more routing tables that Junos OS

uses when importing routes (specified in the import-rib statement).

Include the import-rib statement and specify the inet.2 routing table at the [edit

routing-options rib-groups] hierarchy level.

[edit routing-options rib-groups]
user@host# setmcast-rpf-rib import-rib inet.2

3. Configure PIM to use the mcast-rpf-rib rib group.

The rib group for PIM can be applied globally or in a routing instance. In this example,

the global configuration is shown.

Include the rib-group statement and specify the mcast-rpf-rib rib group at the [edit

protocols pim] hierarchy level.

[edit protocols pim]
user@host# set rib-groupmcast-rpf-rib

4. Create an interface rib group named if-rib.

Include the rib-group statement and specify the inet address family at the [edit

routing-options interface-routes] hierarchy level.

[edit routing-options interface-routes]
user@host# set rib-group inet if-rib

5. Configure the if-rib rib group to import routes from the inet.0 and inet.2 routing

tables.

Include the import-rib statement and specify the inet.0 and inet.2 routing tables at

the [edit routing-options rib-groups] hierarchy level.

[edit routing-options rib-groups]
user@host# set if-rib import-rib [ inet.0 inet.2 ]

6. Commit the configuration.

user@host# commit

Verifying TheMulticast RPF Table

Purpose Verify that the multicast RPF table is now populated with routes.
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Action Use the showmulticast rpf command.

user@host> showmulticast rpf
Multicast RPF table: inet.2 , 10 entries

10.0.24.12/30
    Protocol: Direct
    Interface: fe-0/1/2.0

10.0.24.13/32
    Protocol: Local

10.0.27.12/30
    Protocol: Direct
    Interface: fe-0/1/3.0

10.0.27.13/32
    Protocol: Local

10.0.224.8/30
    Protocol: Direct
    Interface: ge-1/3/3.0

10.0.224.9/32
    Protocol: Local

127.0.0.1/32
    Inactive

192.168.2.1/32
    Protocol: Direct
    Interface: lo0.0

192.168.187.0/25
    Protocol: Direct
    Interface: fxp0.0

192.168.187.12/32
    Protocol: Local

Meaning The first line of the sample output shows that the inet.2 table is being used and that there

are 10 routes in the table. The remainder of the sample output lists the routes that

populate the inet.2 routing table.

Example: Configuring a PIM RPF Routing Table

This example shows how to configure and apply a PIM RPF routing table.

• Requirements on page 245

• Overview on page 245

• Configuration on page 245

• Verification on page 247
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Requirements

Before you begin:

1. Determine whether the router is directly attached to any multicast sources. Receivers

must be able to locate these sources.

2. Determine whether the router is directly attached to any multicast group receivers. If

receivers are present, IGMP is needed.

3. Determine whether to configure multicast to use sparse, dense, or sparse-dense mode.

Each mode has different configuration considerations.

4. Determine the address of the RP if sparse or sparse-dense mode is used.

5. Determine whether to locate the RP with the static configuration, BSR, or auto-RP

method.

6. Determine whether to configure multicast to use its RPF routing table when configuring

PIM in sparse, dense, or sparse-dense mode.

7. Configure the SAP and SDP protocols to listen for multicast session announcements.

See “Configuring the Session Announcement Protocol” on page 563.

8. Configure IGMP. See “Configuring IGMP” on page 305.

9. Configure the PIM static RP. See “Configuring Static RP” on page 90.

10. Filter PIM register messages from unauthorized groups and sources. See “Example:

Rejecting Incoming PIM Register Messages on RP Routers” on page 125 and “Example:

Stopping Outgoing PIM Register Messages on a Designated Router” on page 121.

Overview

In this example, you name the new RPF routing table group multicast-rfp-rib and use

inet.2 for its export as well as its import routing table. Then you create a routing table

group for the interface routes and name the RPF if-rib. Finally, you use inet.2 and inet.0

for its import routing tables, and add the new interface routing table group to the interface

routes.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set routing-options rib-groupsmulticast-rpf-rib export-rib inet.2
set routing-options rib-groupsmulticast-rpf-rib import-rib inet.2
set protocols pim rib-groupmulticast-rpf-rib
set routing-options rib-groups if-rib import-rib inet.2
set routing-options rib-groups if-rib import-rib inet.0
set routing-options interface-routes rib-group inet if-rib
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure the PIM RPF routing table:

1. Configure a routing option and a group.

[edit]
user@host# edit routing-options rib-groups

2. Configure a name.

[edit routing-options rib-groups]
user@host# setmulticast-rpf-rib export-rib inet.2

3. Create a new group for the RPF routing table.

[edit routing-options rib-groups]
user@host# setmulticast-rpf-rib import-rib inet.2

4. Apply the new RPF routing table.

[edit protocols pim]
user@host# set rib-groupmulticast-rpf-rib

5. Create a routing table group for the interface routes.

[edit]
user@host# edit routing-options rib-groups

6. Configure a name for import routing table.

[edit routing-options rib-groups]
user@host# set if-rib import-rib inet.2
user@host# set if-rib import-rib inet.0

7. Set group to interface routes.

[edit routing-options interface-routes]
user@host# set rib-group inet if-rib

Results From configuration mode, confirm your configuration by entering the showprotocols and

showrouting-optionscommands. If the output does not display the intended configuration,

repeat the configuration instructions in this example to correct it.

[edit]
user@host# show protocols
pim {
rib-group inet multicast-rpf-rib;

}
[edit]
user@host# show routing-options
interface-routes {
rib-group inet if-rib;
}
static {
route 0.0.0.0/0 next-hop 10.100.37.1;
}
rib-groups {
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multicast-rpf-rib {
export-rib inet.2;
import-rib inet.2;
}
if-rib {
import-rib [ inet.2 inet.0 ];
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying SAP and SDP Addresses and Ports on page 247

• Verifying the IGMP Version on page 247

• Verifying the PIM Mode and Interface Configuration on page 247

• Verifying the PIM RP Configuration on page 248

• Verifying the RPF Routing Table Configuration on page 248

Verifying SAP and SDP Addresses and Ports

Purpose Verify that SAP and SDP are configured to listen on the correct group addresses and

ports.

Action From operational mode, enter the show sap listen command.

Verifying the IGMP Version

Purpose Verify that IGMP version 2 is configured on all applicable interfaces.

Action From operational mode, enter the show igmp interface command.

user@host> show igmp interface
Interface: ge–0/0/0.0
    Querier: 192.168.4.36
    State:         Up Timeout:     197 Version:  2 Groups:      0

Configured Parameters:
IGMP Query Interval: 125.0
IGMP Query Response Interval: 10.0
IGMP Last Member Query Interval: 1.0
IGMP Robustness Count: 2

Derived Parameters:
IGMP Membership Timeout: 260.0
IGMP Other Querier Present Timeout: 255.0

Verifying the PIMMode and Interface Configuration

Purpose Verify that PIM sparse mode is configured on all applicable interfaces.

Action From operational mode, enter the show pim interfaces command.
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Verifying the PIM RP Configuration

Purpose Verify that the PIM RP is statically configured with the correct IP address.

Action From operational mode, enter the show pim rps command.

Verifying the RPF Routing Table Configuration

Purpose Verify that the PIM RPF routing table is configured correctly.

Action From operational mode, enter the showmulticast rpf command.

Example: Configuring RPF Policies

A multicast RPF policy disables RPF checks for a particular multicast (S,G) pair. You

usually disable RPF checks on egress routing devices of a point-to-multipoint

label-switched path (LSP), because the interface receiving the multicast traffic on a

point-to-multipoint LSP egress router might not always be the RPF interface.

This example shows how to configure an RPF check policy named disable-RPF-on-PE.

The disable-RPF-on-PE policy disables RPF checks on packets arriving for group

228.0.0.0/8 or from source address 196.168.25.6.

• Requirements on page 248

• Overview on page 248

• Configuration on page 249

• Verification on page 250

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

Overview

An RPF policy behaves like an import policy. If no policy term matches the input packet,

the default action is to accept (that is, to perform the RPF check). The route-filter

statement filters group addresses, and the source-address-filter statement filters source

addresses.

This example shows how to configure each condition as a separate policy and references

both policies in the rpf-check-policy statement. This allows you to associate groups in

one policy and sources in the other.
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NOTE: Be careful when disabling RPF checks onmulticast traffic. If you
disable RPF checks in some configurations, multicast loops can result.

Changes to an RPF check policy take effect immediately:

• If no policy was previously configured, the policy takes effect immediately.

• If the policy name is changed, the new policy takes effect immediately and any packets

no longer filtered are subjected to the RPF check.

• If the policy is deleted, all packets formerly filtered are subjected to the RPF check.

• If the underlying policy is changed, but retains the same name, the new conditions take

effect immediately and any packets no longer filtered are subjected to the RPF check.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set policy-options policy-statement disable-RPF-from-group term first from route-filter
228.0.0.0/8 orlonger

set policy-options policy-statement disable-RPF-from-group term first then reject
set policy-options policy-statement disable-RPF-from-source term first from
source-address-filter 192.168.25.6/32 exact

set policy-options policy-statement disable-RPF-from-source term first then reject
set routing-optionsmulticast rpf-check-policy [ disable-RPF-from-group
disable-RPF-from-source ]

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure an RPF policy:

1. Configure a policy for group addresses.

[edit policy-options]
user@host#setpolicy-statementdisable-RPF-for-grouptermfirst fromroute-filter
228.0.0.0/8 orlonger

user@host# set policy-statement disable-RPF-for-group term first then reject

2. Configure a policy for a source address.

[edit policy-options]
user@host# set policy-statement disable-RPF-for-source term first from
source-address-filter 192.168.25.6/32 exact

user@host# set policy-statement disable-RPF-for-source term first then reject

3. Apply the policies.

[edit routing-options]
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user@host# setmulticast rpf-check-policy [ disable-RPF-for-group
disable-RPF-for-source ]

4. If you are done configuring the device, commit the configuration.

user@host# commit

Results

Confirm your configuration by entering the showpolicy-optionsand show routing-options

commands.

user@host# show policy-options
policy-statement disable-RPF-from-group {
term first {
from {
route-filter 228.0.0.0/8 orlonger;

}
then reject;

}
}
policy-statement disable-RPF-from-source {
term first {
from {
source-address-filter 192.168.25.6/32 exact;

}
then reject;

}
}

user@host# show routing-options
multicast {
rpf-check-policy [ disable-RPF-from-group disable-RPF-from-source ];

}

Verification

To verify the configuration, run the showmulticast rpf command.

Example: Configuring PIM RPF Selection

This example shows how to configure and verify the multicast PIM RPF next-hop neighbor

selection for a group or (S,G) pair.

• Requirements on page 250

• Overview on page 251

• Configuration on page 252

• Verification on page 254

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.
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• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

• Make sure that the RPF next-hop neighbor you want to specify is operating.

Overview

Multicast PIM RPF neighbor selection allows you to specify the RPF neighbor (next hop)

and source address for a single group or multiple groups using a prefix list. RPF neighbor

selection can only be configured for VPN routing and forwarding (VRF) instances.

If you have multiple service VRFs through which a receiver VRF can learn the same source

or rendezvous point (RP) address, PIM RPF checks typically choose the best path

determined by the unicast protocol for all multicast flows. However, if RPF neighbor

selection is configured, RPF checks are based on your configuration instead of the unicast

routing protocols.

You can use this static RPF selection as a building block for particular applications. For

example, an extranet. Suppose you want to split the multicast flows among parallel PIM

links or assign one multicast flow to a specific PIM link. With static RPF selection

configured, the router sends join and prune messages based on the configuration.

You can use wildcards to designate the source address. Whether or not you use wildcards

affects how the PIM joins work:

• If you configure only a source prefix for a group, all (*,G) joins are sent to the next-hop

neighbor selected by the unicast protocol, while (S,G) joins are sent to the next-hop

neighbor specified for the source.

• If you configure only a wildcard source for a group, all (*,G) and (S,G) joins are sent to

the upstream interface pointing to the wildcard source next-hop neighbor.

• If you configure both a source prefix and a wildcard source for a group, all (S,G) joins

are sent to the next-hop neighbor defined for the source prefix, while (*,G) joins are

sent to the next-hop neighbor specified for the wildcard source.

Figure 34 on page 252 shows the topology used in this example.
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Figure 34: PIM RPF Selection
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In this example, the RPF selection is configured on the receiver provider edge router (PE2).

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set routing-instancevpn-aprotocolspimrpf-selectiongroup225.5.0.0/16wildcard-source
next-hop 10.12.5.2

set routing-instancevpn-aprotocolspimrpf-selectionprefix-listgroup12wildcard-source
next-hop 10.12.31.2

set routing-instance vpn-a protocols pim rpf-selection prefix-list group34 source
22.1.12.0/24 next-hop 10.12.32.2

set policy-options prefix-list group12 225.1.1.0/24
set policy-options prefix-list group12 225.2.0.0/16
set policy-options prefix-list group34 225.3.3.3/32
set policy-options prefix-list group34 225.4.4.0/24

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure PIM RPF selection:

1. On PE2, configure RFP selection in a routing instance.

[edit routing-instance vpn-a protocols pim]
user@host#set rpf-selectiongroup225.5.0.0/16wildcard-sourcenext-hop10.12.5.2
user@host#set rpf-selectionprefix-list group12wildcard-sourcenext-hop 10.12.31.2
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user@host# set rpf-selection prefix-list group34 source 22.1.12.0/24 next-hop
10.12.32.2

user@host# exit

2. On PE2, configure the policy.

[edit policy-options]
set prefix-list group12 225.1.1.0/24
set prefix-list group12 225.2.0.0/16
set prefix-list group34 225.3.3.3/32
set prefix-list group34 225.4.4.0/24

3. If you are done configuring the device, commit the configuration.

user@host# commit

Results From configuration mode, confirm your configuration by entering the showpolicy-options

and show routing-instances commands. If the output does not display the intended

configuration, repeat the instructions in this example to correct the configuration.

user@host# show policy-options
prefix-list group12 {
225.1.1.0/24;
225.2.0.0/16;

}
prefix-list group34 {
225.3.3.3/32;
225.4.4.0/24;

}

user@host# show routing-instances
vpn-a{
protocols {
pim {
rpf-selection {
group 225.5.0.0/16 {
wildcard-source {
next-hop 10.12.5.2;

}
}
prefix-list group12 {
wildcard-source {
next-hop 10.12.31.2;

}
}
prefix-list group34 {
source 22.1.12.0/24 {
next-hop 10.12.32.2;

}
}

}
}

}
}
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Verification

To verify the configuration, run the following commands, checking the upstream interface

and the upstream neighbor:

• show pim join extensive

• showmulticast route

Related
Documentation

Example: Configuring Ingress PE Redundancy on page 294•

Example: Configuring Source-Specific Multicast

• Understanding PIM Source-Specific Mode on page 254

• PIM SSM on page 255

• Source-Specific Multicast Groups Overview on page 257

• Example: Configuring Source-Specific Multicast Groups with Any-Source

Override on page 258

• Example: Configuring an SSM-Only Domain on page 261

• Example: Configuring PIM SSM on a Network on page 262

• Example: Configuring SSM Mapping on page 263

Understanding PIM Source-Specific Mode

RFC 1112, the original multicast RFC, supported both many-to-many and one-to-many

models. These came to be known collectively as any-source multicast (ASM) because

ASM allowed one or many sources for a multicast group's traffic. However, an ASM

network must be able to determine the locations of all sources for a particular multicast

group whenever there are interested listeners, no matter where the sources might be

located in the network. In ASM, the key function of source discovery is a required function

of the network itself.

Multicast source discovery appears to be an easy process, but in sparse mode it is not.

In dense mode, it is simple enough to flood traffic to every router in the whole network

so that every router learns the source address of the content for that multicast group.

However, the flooding presents scalability and network resource use issues and is not a

viable option in sparse mode.

PIM sparse mode (like any sparse mode protocol) achieves the required source discovery

functionality without flooding at the cost of a considerable amount of complexity. The

RP routers must be added and must know all multicast sources, and complicated shared

distribution trees must be built to the RPs.

In an environment where many sources come and go, such as for a videoconferencing

service, ASM is appropriate. However, by ignoring the many-to-many model and focusing

attention on the one-to-many source-specific multicast (SSM) model, several

commercially promising multicast applications, such as television channel distribution
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over the Internet, might be brought to the Internet much more quickly and efficiently than

if full ASM functionality were required of the network.

PIM SSM is simpler than PIM sparse mode because only the one-to-many model is

supported. Initial commercial multicast Internet applications are likely to be available to

subscribers (that is, receivers that issue join messages) from only a single source (a special

case of SSM covers the need for a backup source). PIM SSM therefore forms a subset

of PIM sparse mode. PIM SSM builds shortest-path trees (SPTs) rooted at the source

immediately because in SSM, the router closest to the interested receiver host is informed

of the unicast IP address of the source for the multicast traffic. That is, PIM SSM bypasses

the RP connection stage through shared distribution trees, as in PIM sparse mode, and

goes directly to the source-based distribution tree.

PIM SSM introduces new terms for many of the concepts in PIM sparse mode. PIM SSM

can technically be used in the entire 224/4 multicast address range, although PIM SSM

operation is guaranteed only in the 232/8 range (232.0.0/24 is reserved). The new SSM

terms are appropriate for Internet video applications and are summarized in Table 8 on

page 255.

Table 8: ASM and SSMTerminology

Source-Specific MulticastAny-Source MulticastTerm

S,GGAddress identifier

channelgroupAddress designation

subscribe, unsubscribejoin, leaveReceiver operations

224/4 (guaranteed only for
232/8)

224/4 excluding 232/8Group address range

Although PIM SSM describes receiver operations as subscribe and unsubscribe, the same

PIM sparse mode join and leave messages are used by both forms of the protocol. The

terminology change distinguishes ASM from SSM even though the receiver messages

are identical.

PIM SSM

PIM source-specific multicast (SSM) uses a subset of PIM sparse mode and IGMP version 3

(IGMPv3) to allow a client to receive multicast traffic directly from the source. PIM SSM

uses the PIM sparse-mode functionality to create an SPT between the receiver and the

source, but builds the SPT without the help of an RP.

By default, the SSM group multicast address is limited to the IP address range from

232.0.0.0 through 232.255.255.255. However, you can extend SSM operations into another

Class D range by including thessm-groupsstatement at the [edit routing-optionsmulticast]

hierarchy level. The default SSM address range from 232.0.0.0 through 232.255.255.255

cannot be used in thessm-groupsstatement. This statement is for adding other multicast

addresses to the default SSM group addresses. This statement does not override the

default SSM group address range.

255Copyright © 2013, Juniper Networks, Inc.

Chapter 5: Multicast Routing Options



You can also configure the Junos OS to accept any-source multicast (ASM) join messages

(*,G) for group addresses that are within the default or configured range of source-specific

multicast (SSM) groups. This allows you to support a mix of any-source and

source-specific multicast groups simultaneously.

An SSM-configured network has distinct advantages over a traditionally configured PIM

sparse-mode network. There is no need for shared trees or RP mapping (no RP is required),

or for RP-to-RP source discovery through MSDP.

Deploying SSM is easy. You need to configure PIM sparse mode on all router interfaces

and issue the necessary SSM commands, including specifying IGMPv3 on the receiver's

LAN. If PIM sparse mode is not explicitly configured on both the source and group member

interfaces, multicast packets are not forwarded. Source lists, supported in IGMPv3, are

used in PIM SSM. As sources become active and start sending multicast packets,

interested receivers in the SSM group receive the multicast packets.

In a PIM SSM-configured network, a host subscribes to an SSM channel (by means of

IGMPv3), announcing a desire to join group G and source S (see Figure 35 on page 256).

The directly connected PIM sparse-mode router, the receiver's DR, sends an (S,G) join

message to its RPF neighbor for the source. Notice in Figure 35 on page 256 that the RP

is not contacted in this process by the receiver, as would be the case in normal PIM

sparse-mode operations.

Figure 35: Receiver Announces Desire to Join Group G and Source S

The (S,G) join message initiates the source tree and then builds it out hop by hop until it

reaches the source. In Figure 36 on page 256, the source tree is built across the network

to Router 3, the last-hop router connected to the source.

Figure 36: Router 3 (Last-Hop Router) Joins the Source Tree

Using the source tree, multicast traffic is delivered to the subscribing host (see Figure 37

on page 257).
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Figure 37: (S,G) State Is Built Between the Source and the Receiver

To configure additional SSM groups, include the ssm-groups statement at the [edit

routing-optionsmulticast] hierarchy level.

Source-Specific Multicast Groups Overview

Source-specific multicast (SSM) is a service model that identifies session traffic by both

source and group address. SSM implemented in Junos OS has the efficient explicit join

procedures of Protocol Independent Multicast (PIM) sparse mode but eliminates the

immediate shared tree and rendezvous point (RP) procedures using (*,G) pairs. The (*)

is a wildcard referring to any source sending to group G, and “G” refers to the IP multicast

group. SSM builds shortest-path trees (SPTs) directly represented by (S,G) pairs. The

“S” refers to the source's unicast IP address, and the “G” refers to the specific multicast

group address. The SSM (S,G) pairs are called channels to differentiate them from

any-source multicast (ASM) groups. Although ASM supports both one-to-many and

many-to-many communications, ASM's complexity is in its method of source discovery.

For example, if you click a link in a browser, the receiver is notified about the group

information, but not the source information. With SSM, the client receives both source

and group information.

SSM is ideal for one-to-many multicast services such as network entertainment channels.

However, many-to-many multicast services might require ASM.

To deploy SSM successfully, you need an end-to-end multicast-enabled network and

applications that use an Internet Group Management Protocol version 3 (IGMPv3) or

Multicast Listener Discovery version 2 (MLDv2) stack, or you need to configure SSM

mapping from IGMPv1 or IGMPv2 to IGMPv3. An IGMPv3 stack provides the capability of

a host operating system to use the IGMPv3 protocol. IGMPv3 is available for Windows

XP, Windows Vista, and most UNIX operating systems.

SSM mapping allows operators to support an SSM network without requiring all hosts

to support IGMPv3. This support exists in static (S,G) configurations, but SSM mapping

also supports dynamic per-source group state information, which changes as hosts join

and leave the group using IGMP.

SSM is typically supported with a subset of IGMPv3 and PIM sparse mode known as PIM

SSM. Using SSM, a client can receive multicast traffic directly from the source. PIM SSM

uses the PIM sparse-mode functionality to create an SPT between the client and the

source, but builds the SPT without the help of an RP.

An SSM-configured network has distinct advantages over a traditionally configured PIM

sparse-mode network. There is no need for shared trees or RP mapping (no RP is required),

or for RP-to-RP source discovery through the Multicast Source Discovery Protocol (MSDP).
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Example: Configuring Source-Specific Multicast Groups with Any-Source Override

This example shows how to extend source-specific multicast (SSM) group operations

beyond the default IP address range of 232.0.0.0 through 232.255.255.255. This example

also shows how to accept any-source multicast (ASM) join messages (*,G) for group

addresses that are within the default or configured range of SSM groups. This allows you

to support a mix of any-source and source-specific multicast groups simultaneously.

• Requirements on page 258

• Overview on page 258

• Configuration on page 259

• Verification on page 261

Requirements

Before you begin, configure the router interfaces. See the Junos® OS Network Interfaces.

Overview

To deploy SSM, configure PIM sparse mode on all routing device interfaces and issue the

necessary SSM commands, including specifying IGMPv3 or MLDv2 on the receiver's LAN.

If PIM sparse mode is not explicitly configured on both the source and group members

interfaces, multicast packets are not forwarded. Source lists, supported in IGMPv3 and

MLDv2, are used in PIM SSM. Only sources that are specified send traffic to the SSM

group.

In a PIM SSM-configured network, a host subscribes to an SSM channel (by means of

IGMPv3 or MLDv2) to join group G and source S (see Figure 38 on page 258). The directly

connected PIM sparse-mode router, the receiver's designated router (DR), sends an (S,G)

join message to its reverse-path forwarding (RPF) neighbor for the source. Notice in

Figure 38 on page 258 that the RP is not contacted in this process by the receiver, as would

be the case in normal PIM sparse-mode operations.

Figure 38: Receiver SendsMessages to Join Group G and Source S

The (S,G) join message initiates the source tree and then builds it out hop by hop until it

reaches the source. In Figure 39 on page 259, the source tree is built across the network

to Router 3, the last-hop router connected to the source.
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Figure 39: Router 3 (Last-Hop Router) Joins the Source Tree

Using the source tree, multicast traffic is delivered to the subscribing host (see Figure 40

on page 259).

Figure 40: (S,G) State Is Built Between the Source and the Receiver

SSM can operate in include mode or in exclude mode. In exclude mode the receiver

specifies a list of sources that it does not want to receive the multicast group traffic from.

The routing device forwards traffic to the receiver from any source except the sources

specified in the exclusion list. The receiver accepts traffic from any sources except the

sources specified in the exclusion list.

This example works with the simple RPF topology shown in Figure 41 on page 259.

Figure 41: Simple RPF Topology
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ospf area 0.0.0.0 interface all
set protocols pim rp local address 10.255.72.46
set protocols pim rp local group-ranges 239.0.0.0/24
set protocols pim interface fe-1/0/0.0mode sparse
set protocols pim interface lo0.0mode sparse
set routing-optionsmulticast ssm-groups 232.0.0.0/8
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set routing-optionsmulticast ssm-groups 239.0.0.0/8
set routing-optionsmulticast asm-override-ssm

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure an RPF policy:

1. Configure OSPF.

[edit protocols ospf]
user@host# set area 0.0.0.0 interface fxp0.0 disable
user@host# set area 0.0.0.0 interface all

2. Configure PIM sparse mode.

[edit protocols pim]
user@host# set rp local address 10.255.72.46
user@host# set rp local group-ranges 239.0.0.0/24
user@host# set interface fe-1/0/0.0mode sparse
user@host# set interface lo0.0mode sparse

3. Configure additional SSM groups.

[edit routing-options]
user@host# set ssm-groups [ 232.0.0.0/8 239.0.0.0/8 ]

4. Configure the RP to accept ASM join messages for groups within the SSM address
range.

[edit routing-options]
user@host# setmulticast asm-override-ssm

5. If you are done configuring the device, commit the configuration.

user@host# commit

Results

Confirm your configuration by entering the show protocols and show routing-options

commands.

user@host# show protocols
ospf {
area 0.0.0.0 {
interface fxp0.0 {
disable;

}
interface all;

}
}
pim {
rp {
local {
address 10.255.72.46;
group-ranges {
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239.0.0.0/24;
}

}
}
interface fe-1/0/0.0 {
mode sparse;

}
interface lo0.0 {
mode sparse;

}
}

user@host# show routing-options
multicast {
ssm-groups [ 232.0.0.0/8 239.0.0.0/8 ];
asm-override-ssm;

}

Verification

To verify the configuration, run the following commands:

• show igmp group

• show igmp statistics

• show pim join

Example: Configuring an SSM-Only Domain

Deploying an SSM-only domain is much simpler than deploying an ASM domain because

it only requires a few configuration steps. Enable PIM sparse mode on all interfaces by

adding the mode statement at the [edit protocols pim interface all] hierarchy level. When

configuring all interfaces, exclude the fxp0.0management interface by adding thedisable

statement for that interface. Then configure IGMPv3 on all host-facing interfaces by

adding the version statement at the [edit protocols igmp interface interface-name]

hierarchy level.

In the following example, the host-facing interface is fe-0/1/2:

[edit]
protocols {
pim {
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}
igmp {
interface fe-0/1/2 {
version 3;

}
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}
}

Example: Configuring PIM SSM on a Network

The following example shows how PIM SSM is configured between a receiver and a

source in the network illustrated in Figure 42 on page 262.

Figure 42: Network onWhich to Configure PIM SSM
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This example shows how to configure the IGMP version to IGMPv3 on all receiving host

interfaces.

1. Enable IGMPv3 on all host-facing interfaces, and disable IGMP on the fxp0.0 interface

on Router 1.

user@router1# set protocols igmp interface all version 3
user@router1# set protocols igmp interface fxp0.0 disable

NOTE: When you configure IGMPv3 on a router, hosts on interfaces
configured with IGMPv2 cannot join the source tree.

2. After the configuration is committed, use the show configuration protocol igmp

command to verify the IGMP protocol configuration.

user@router1> show configuration protocol igmp

[edit protocols igmp]
interface all {
version 3;

}
interface fxp0.0 {
disable;

}

3. Use the show igmp interface command to verify that IGMP interfaces are configured.

user@router1> show igmp interface
Interface      State    Querier      Timeout Version Groups
fe-0/0/0.0     Up       198.58.3.245     213       3      0
fe-0/0/1.0     Up       198.58.3.241     220       3      0
fe-0/0/2.0     Up       198.58.3.237     218       3      0
Configured Parameters:
IGMP Query Interval (1/10 secs): 1250
IGMP Query Response Interval (1/10 secs): 100
IGMP Last Member Query Interval (1/10 secs): 10
IGMP Robustness Count: 2
Derived Parameters:
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IGMP Membership Timeout (1/10 secs): 2600
IGMP Other Querier Present Timeout (1/10 secs): 2550

4. Use the showpim join extensive command to verify the PIM join state on Router 2 and

Router 3 (the upstream routers).

user@router2> show pim join extensive
232.1.1.1       10.4.1.2                        sparse
     Upstream interface: fe-1/1/3.0
     Upstream State: Local Source
     Keepalive timeout: 209
     Downstream Neighbors:
        Interface: so-1/0/2.0
            10.10.71.1       State: Join   Flags: S    Timeout: 209

5. Use the showpim join extensive command to verify the PIM join state on Router 1 (the

router connected to the receiver).

user@router1> show pim join extensive
232.1.1.1       10.4.1.2                        sparse
     Upstream interface: so-1/0/2.0
     Upstream State: Join to Source
     Keepalive timeout: 209
     Downstream Neighbors:
        Interface: fe-0/2/3.0
            10.3.1.1         State: Join   Flags: S    Timeout: Infinity

Example: Configuring SSMMapping

SSM mapping does not require that all hosts support IGMPv3. SSM mapping translates

IGMPv1 or IGMPv2 membership reports to an IGMPv3 report. This enables hosts running

IGMPv1 or IGMPv2 to participate in SSM until the hosts transition to IGMPv3.

SSM mapping applies to all group addresses that match the policy, not just those that

conform to SSM addressing conventions (232/8 for IPv4, ff30::/32 through ff3F::/32 for

IPv6).

We recommend separate SSM maps for IPv4 and IPv6 if both address families require

SSM support. If you apply an SSM map containing both IPv4 and IPv6 addresses to an

interface in an IPv4 context (using IGMP), only the IPv4 addresses in the list are used. If

there are no such addresses, no action is taken. Similarly, if you apply an SSM map

containing both IPv4 and IPv6 addresses to an interface in an IPv6 context (using MLD),

only the IPv6 addresses in the list are used. If there are no such addresses, no action is

taken.

In this example, you create a policy to match the group addresses that you want to

translate to IGMPv3. Then you define the SSM map that associates the policy with the

source addresses where these group addresses are found. Finally, you apply the SSM

map to one or more IGMP (for IPv4) or MLD (for IPv6) interfaces.

1. Create an SSM policy named ssm-policy-example. The policy terms match the IPv4

SSM group address 232.1.1.1/32 and the IPv6 SSM group address ff35::1/128. All other

addresses are rejected.

user@router1# set policy-options policy-statement ssm-policy-example termA from
route-filter 232.1.1.1/32 exact
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user@router1# set policy-options policy-statement ssm-policy-example term A then
accept

user@router1# set policy-options policy-statement ssm-policy-example term B from
route-filter ff35::1/128 exact

user@router1# set policy-options policy-statement ssm-policy-example term B then
accept

2. After the configuration is committed, use the show configuration policy-options

command to verify the policy configuration.

user@host> show configuration policy-options

[edit policy-options]
policy-statement ssm-policy-example {
term A {
from {
route-filter 232.1.1.1/32 exact;

}
then accept;

}
term B {
from {
route-filter ff35::1/128 exact;

}
then accept;

}
then reject;

}

The group addresses must match the configured policy for SSM mapping to occur.

3. Define two SSM maps, one called ssm-map-ipv6-example and one called

ssm-map-ipv4-example, by applying the policy and configuring the source addresses

as a multicast routing option.

user@host# set routing-optionsmulticast ssm-map ssm-map-ipv6-example policy
ssm-policy-example

user@host# set routing-optionsmulticast ssm-map ssm-map-ipv6-example source
fec0::1 fec0::12

user@host# set routing-optionsmulticast ssm-map ssm-map-ipv4-example policy
ssm-policy-example

user@host# set routing-optionsmulticast ssm-map ssm-map-ipv4-example source
10.10.10.4

user@host# set routing-optionsmulticast ssm-map ssm-map-ipv4-example source
192.168.43.66

4. After the configuration is committed, use the show configuration routing-options

command to verify the policy configuration.

user@host> show configuration routing-options

[edit routing-options]
multicast {
ssm-map ssm-map-ipv6-example {
policy ssm-policy-example;
source [ fec0::1 fec0::12 ];

}
ssm-map ssm-map-ipv4-example {
policy ssm-policy-example;
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source [ 10.10.10.4 192.168.43.66 ];
}

}

We recommend separate SSM maps for IPv4 and IPv6.

5. Apply SSM maps for IPv4-to-IGMP interfaces and SSM maps for IPv6-to-MLD

interfaces:

user@host#setprotocols igmpinterfacefe-0/1/0.0ssm-mapssm-map-ipv4-example
user@host# setprotocolsmld interface fe-0/1/1.0 ssm-mapssm-map-ipv6-example

6. After the configuration is committed, use the show configuration protocol command

to verify the IGMP and MLD protocol configuration.

user@router1> show configuration protocol

[edit protocols]
igmp {
interface fe-0/1/0.0 {
ssm-map ssm-map-ipv4-example;

}
}
mld {
interface fe-/0/1/1.0 {
ssm-map ssm-map-ipv6-example;

}
}

7. Use the show igmp interface and the showmld interface commands to verify that the

SSM maps are applied to the interfaces.

user@host> show igmp interface fe-0/1/0.0
Interface: fe-0/1/0.0
     Querier: 192.168.224.28
     State:         Up Timeout:    None Version:   2 Groups:   2 
     SSM Map: ssm-map-ipv4-example

user@host> showmld interface fe-0/1/1.0
Interface: fe-0/1/1.0
     Querier: fec0:0:0:0:1::12
     State:         Up Timeout:    None Version:   2 Groups:   2 
     SSM Map: ssm-map-ipv6-example

Related
Documentation

Configuring Basic PIM Settings on page 35•

Examples: Configuring BandwidthManagement

• Understanding Bandwidth Management for Multicast on page 266

• Bandwidth Management and PIM Graceful Restart on page 266

• Bandwidth Management and Source Redundancy on page 266

• Logical Systems and Bandwidth Oversubscription on page 267

• Example: Defining Interface Bandwidth Maximums on page 268

• Example: Configuring Multicast with Subscriber VLANs on page 270
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• Configuring Multicast Routing Over IP Demux Interfaces on page 283

• Classifying Packets by Egress Interface on page 284

Understanding BandwidthManagement for Multicast

Bandwidth management enables you to control the multicast flows that leave a multicast

interface. This control enables you to better manage your multicast traffic and reduce

or eliminate the chances of interface oversubscription or congestion.

Bandwidth management ensures that multicast traffic oversubscription does not occur

on an interface. When managing multicast bandwidth, you define the maximum amount

of multicast bandwidth that an individual interface can use as well as the bandwidth

individual multicast flows use.

For example, the routing software cannot add a flow to an interface if doing so exceeds

the allowed bandwidth for that interface. Under these circumstances, the interface is

rejected. This rejection, however, does not prevent a multicast protocol (for example,

PIM) from sending a join message upstream. Traffic continues to arrive on the router,

even though the router is not sending the flow from the expected outgoing interfaces.

You can configure the flow bandwidth statically by specifying a bandwidth value for the

flow in bits per second, or you can enable the flow bandwidth to be measured and

adaptively changed. When using the adaptive bandwidth option, the routing software

queries the statistics for the flows to be measured at 5-second intervals and calculates

the bandwidth based on the queries. The routing software uses the maximum value

measured within the last minute (that is, the last 12 measuring points) as the flow

bandwidth.

For more information, see the following sections:

• Bandwidth Management and PIM Graceful Restart on page 266

• Bandwidth Management and Source Redundancy on page 266

• Logical Systems and Bandwidth Oversubscription on page 267

BandwidthManagement and PIMGraceful Restart

When using PIM graceful restart, after the routing process restarts on the Routing Engine,

previously admitted interfaces are always readmitted and the available bandwidth is

adjusted on the interfaces. When using the adaptive bandwidth option, the bandwidth

measurement is initially based on the configured or default starting bandwidth, which

might be inaccurate during the first minute. This means that new flows might be incorrectly

rejected or admitted temporarily. You can correct this problem by issuing the clear

multicast bandwidth-admission operational command.

If PIM graceful restart is not configured, after the routing process restarts, previously

admitted or rejected interfaces might be rejected or admitted in an unpredictable manner.

BandwidthManagement and Source Redundancy

When using source redundancy, multiple sources (for example, s1 and s2) might exist

for the same destination group (g). However, only one of the sources can actively transmit
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at any time. In this case, multiple forwarding entries—(s1,g) and (s2,g)—are created after

each goes through the admission process.

With redundant sources, unlike unrelated entries, an OIF that is already admitted for one

entry—for example, (s1,g)—is automatically admitted for other redundancy entries—for

example, (s2,g). The remaining bandwidth on the interface is deducted each time an

outbound interface is added, even though only one sender actively transmits. By measuring

bandwidth, the bandwidth deducted for the inactive entries is credited back when the

router detects no traffic is being transmitted.

For more information about defining redundant sources, see “Example: Configuring a

Multicast Flow Map” on page 290.

Logical Systems and Bandwidth Oversubscription

You can manage bandwidth at both the physical and logical interface level. However, if

more than one logical system shares the same physical interface, the interface might

become oversubscribed. Oversubscription occurs if the total bandwidth of all separately

configured maximum bandwidth values for the interfaces on each logical system exceeds

the bandwidth of the physical interface.

When displaying interface bandwidth information, a negative available bandwidth value

indicates oversubscription on the interface.

Interface bandwidth can become oversubscribed when the configured maximum

bandwidth decreases or when some flow bandwidths increase because of a configuration

change or an actual increase in the traffic rate.

Interface bandwidth can become available again if one of the following occurs:

• The configured maximum bandwidth increases.

• Some flows are no longer transmitted from interfaces, and bandwidth reserves for

them are now available to other flows.

• Some flow bandwidths decrease because of a configuration change or an actual

decrease in the traffic rate.

Interfaces that are rejected for a flow because of insufficient bandwidth are not

automatically readmitted, even when bandwidth becomes available again. Rejected

interfaces have an opportunity to be readmitted when one of the following occurs:

• The multicast routing protocol updates the forwarding entry for the flow after receiving

a join, leave, or prune message or after a topology change occurs.

• The multicast routing protocol updates the forwarding entry for the flow due to

configuration changes.

• You manually reapply bandwidth management to a specific flow or to all flows using

the clear multicast bandwidth-admission operational command.
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In addition, even if previously available bandwidth is no longer available, already admitted

interfaces are not removed until one of the following occurs:

• The multicast routing protocol explicitly removes the interfaces after receiving a leave

or prune message or after a topology change occurs.

• You manually reapply bandwidth management to a specific flow or to all flows using

the clear multicast bandwidth-admission operational command.

Example: Defining Interface BandwidthMaximums

This example shows you how to configure the maximum bandwidth for a physical or

logical interface.

• Requirements on page 268

• Overview on page 268

• Configuration on page 269

• Verification on page 270

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol. See the Junos OS Routing Protocols

Configuration Guide.

• Configure a multicast protocol. This feature works with the following multicast

protocols:

• DVMRP

• PIM-DM

• PIM-SM

• PIM-SSM

Overview

The maximum bandwidth setting applies admission control either against the configured

interface bandwidth or against the native speed of the underlying interface (when there

is no configured bandwidth for the interface).

If you configure several logical interfaces (for example, to support VLANs or PVCs) on

the same underlying physical interface, and no bandwidth is configured for the logical

interfaces, it is assumed that the logical interfaces all have the same bandwidth as the

underlying interface. This can cause oversubscription. To prevent oversubscription,

configure bandwidth for the logical interfaces, or configure admission control at the

physical interface level.

You only need to define the maximum bandwidth for an interface on which you want to

apply bandwidth management. An interface that does not have a defined maximum
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bandwidth transmits all multicast flows as determined by the multicast protocol that is

running on the interface (for example, PIM).

If you specifymaximum-bandwidthwithout including a bits-per-second value, admission

control is enabled based on the bandwidth configured for the interface. In the following

example, admission control is enabled for logical interface unit 200, and the maximum

bandwidth is 20 Mbps. If the bandwidth is not configured on the interface, the maximum

bandwidth is the link speed.

routing-options {
multicast {
interface fe-0/2/0.200 {
maximum-bandwidth;

}
interfaces {
fe-0/2/0 {
unit 200 {
bandwidth 20m;

}
}

}

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set interfaces fe-0/2/0 unit 200 bandwidth 20m
set routing-optionsmulticast interface fe-0/2/0.200maximum-bandwidth
set routing-optionsmulticast interface fe-0/2/1 maximum-bandwidth 60m
set routing-optionsmulticast interface fe-0/2/1.200maximum-bandwidth 10m

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure a bandwidth maximum:

1. Configure the a logical interface bandwidth.

[edit interfaces]
user@host# set fe-0/2/0 unit 200 bandwidth 20m

2. Enable admission control on the logical interface.

[edit routing-options]
user@host# setmulticast interface fe-0/2/0.200maximum-bandwidth

3. On a physical interface, enable admission control and set the maximum bandwidth
to 60 Mbps.

[edit routing-options]
user@host# setmulticast interface fe-0/2/1 maximum-bandwidth 60m
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4. For a logical interface on the same physical interface shown in Step 3, set a smaller
maximum bandwidth.

[edit routing-options]
user@host# setmulticast interface fe-0/2/1.200maximum-bandwidth 10m

Results

Confirm your configuration by entering the show interfaces and show routing-options

commands.

user@host# show interfaces
fe-0/2/0 {
unit 200 {
bandwidth 20m;

}
}

user@host# show routing-options
multicast {
interface fe-0/2/0.200 {
maximum-bandwidth;

}
interface fe-0/2/1 {
maximum-bandwidth 60m;

}
interface fe-0/2/1.200 {
maximum-bandwidth 10m;

}
}

Verification

To verify the configuration, run the showmulticast interface command.

Example: ConfiguringMulticast with Subscriber VLANs

This example shows how to configure an MX Series router to function as a broadband

service router (BSR).

• Requirements on page 270

• Overview and Topology on page 271

• Configuration on page 274

• Verification on page 282

Requirements

This example uses the following hardware components:

• One MX Series router or EX Series switch with a PIC that supports traffic control profile

queuing

• One DSLAM
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Before you begin:

• Configure an interior gateway protocol. See the Junos OS Routing Protocols

Configuration Guide.

• Configure PIM and IGMP or MLD on the interfaces.

Overview and Topology

When multiple BSR interfaces receive IGMP and MLD join and leave requests for the

same multicast stream, the BSR sends a copy of the multicast stream on each interface.

Both the multicast control packets (IGMP and MLD) and the multicast data packets flow

on the same BSR interface, along with the unicast data. Because all per-customer traffic

has its own interface on the BSR, per-customer accounting, call admission control (CAC),

and quality-of-service (QoS) adjustment are supported. The QoS bandwidth used by

multicast reduces the unicast bandwidth.

Multiple interfaces on the BSR might connect to a shared device (for example, a DSLAM).

The BSR sends the same multicast stream multiple times to the shared device, thus

wasting bandwidth. It is more efficient to send the multicast stream one time to the

DSLAM and replicate the multicast streams in the DSLAM. There are two approaches

that you can use.

The first approach is to continue to send unicast data on the per-customer interfaces,

but have the DSLAM route all the per-customer IGMP and MLD join and leave requests

to the BSR on a single dedicated interface (a multicast VLAN). The DSLAM receives the

multicast streams from the BSR on the dedicated interface with no unnecessary

replication and performs the necessary replication to the customers. Because all multicast

control and data packets use only one interface, only one copy of a stream is sent even

if there are multiple requests. This approach is called reverse outgoing interface (OIF)

mapping. Reverse OIF mapping enables the BSR to propagate the multicast state of the

shared interface to the customer interfaces, which enables per-customer accounting

and QoS adjustment to work. When a customer changes the TV channel, the router

gateway (RG) sends an IGMP or MLD join and leave messages to the DSLAM. The DSLAM

transparently passes the request to the BSR through the multicast VLAN. The BSR maps

the IGMP or MLD request to one of the subscriber VLANs based on the IP source address

or the source MAC address. When the subscriber VLAN is found, QoS adjustment and

accounting are perfomed on that VLAN or interface.

The second approach is for the DSLAM to continue to send unicast data and all the

per-customer IGMP and MLD join and leave requests to the BSR on the individual customer

interfaces, but to have the multicast streams arrive on a single dedicated interface. If

multiple customers request the same multicast stream, the BSR sends one copy of the

data on the dedicated interface. The DSLAM receives the multicast streams from the

BSR on the dedicated interface and performs the necessary replication to the customers.

Because the multicast control packets use many customer interfaces, configuration on

the BSR must specify how to map each customer’s multicast data packets to the single

dedicated output interface. QoS adjustment is supported on the customer interfaces.

CAC is supported on the shared interface. This second approach is called multicast OIF

mapping.
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OIF mapping and reverse OIF mapping are not supported on the same customer interface

or shared interface. This example shows how to configure the two different approaches.

Both approaches support QoS adjustment, and both approaches support MLD/IPv6.

The reverse OIF mapping example focuses on IGMP/IPv4 and enables QoS adjustment.

The OIF mapping example focuses on MLD/IPv6 and disables QoS adjustment.

The first approach (reverse OIF mapping) includes the following statements:

• flow-map—Defines a flow map that controls the bandwidth for each flow.

• maximum-bandwidth—Enables CAC.

• reverse-oif-mapping—Enables the routing device to identify a subscriber VLAN or

interface based on an IGMP or MLD join or leave request that it receives over the

multicast VLAN.

After the subscriber VLAN is identified, the routing device immediately adjusts the QoS

(in this case, the bandwidth) on that VLAN based on the addition or removal of a

subscriber.

The routing device uses IGMP and MLD join or leave reports to obtain the subscriber

VLAN information. This means that the connecting equipment (for example, the

DSLAM) must forward all IGMP and MLD reports to the routing device for this feature

to function properly. Using report suppression or an IGMP proxy can result in reverse

OIF mapping not working properly.

• subscriber-leave-timer—Introduces a delay to the QoS update. After receiving an IGMP

or MLD leave request, this statement defines a time delay (between 1 and 30 seconds)

that the routing device waits before updating the QoS for the remaining subscriber

interfaces. You might use this delay to decrease how often the routing device adjusts

the overall QoS bandwidth on the VLAN when a subscriber sends rapid leave and join

messages (for example, when changing channels in an IPTV network).

• traffic-control-profile—Configures a shaping rate on the logical interface. The configured

shaping rate must be configured as an absolute value, not as a percentage.

The second approach (OIF mapping) includes the following statements:

• map-to-interface—In a policy statement, enables you to build the OIF map.

The OIF map is a routing policy statement that can contain multiple terms. When

creating OIF maps, keep the following in mind:

• If you specify a physical interface (for example, ge-0/0/0), a ".0" is appended to the

interface to create a logical interface (for example, ge-0/0/0.0).

• Configure a routing policy for each logical system. You cannot configure routing

policies dynamically.

• The interface must also have IGMP, MLD, or PIM configured.

• You cannot map to a mapped interface.
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• We recommend that you configure policy statements for IGMP and MLD separately.

• Specify either a logical interface or the keyword self. The self keyword specifies that

multicast data packets be sent on the same interface as the control packets and

that no mapping occur. If no term matches, then no multicast data packets are sent.

• no-qos-adjust—Disables QoS adjustment.

QoS adjustment decreases the available bandwidth on the client interface by the

amount of bandwidth consumed by the multicast streams that are mapped from the

client interface to the shared interface. This action always occurs unless it is explicitly

disabled.

If you disable QoS adjustment, available bandwidth is not reduced on the customer

interface when multicast streams are added to the shared interface.

NOTE: You can dynamically disable QoS adjustment for IGMP andMLD
interfaces using dynamic profiles.

• oif-map—Associate a map with an IGMP or MLD interface. The OIF map is then applied

to all IGMP or MLD requests received on the configured interface. In this example,

subscriber VLANs 1 and 2 have MLD configured, and each VLAN points to an OIF map

that directs some traffic to ge-2/3/9.4000, some traffic to ge-2/3/9.4001, and some

traffic to self.

NOTE: You can dynamically associate OIFmaps with IGMP interfaces
using dynamic profiles.

• passive—Defines either IGMP or MLD to use passive mode.

The OIF map interface should not typically pass IGMP or MLD control traffic and should

be configured as passive. However, the OIF map implementation does support running

IGMP or MLD on an interface (control and data) in addition to mapping data streams

to the same interface. In this case, you should configure IGMP or MLD normally (that

is, not in passive mode) on the mapped interface. In this example, the OIF map

interfaces (ge-2/3/9.4000 and ge-2/3/9.4001) are configured as MLD passive.

By default, specifying the passive statement means that no general queries,

group-specific queries, or group-source-specific queries are sent over the interface

and that all received control traffic is ignored by the interface. However, you can

selectively activate up to two out of the three available options for the passive

statement while keeping the other functions passive (inactive).

These options include the following:

• send-general-query—When specified, the interface sends general queries.

• send-group-query—When specified, the interface sends group-specific and

group-source-specific queries.

• allow-receive—When specified, the interface receives control traffic.
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Figure 43 on page 274 shows the scenario.

In both approaches, if multiple customers request the same multicast stream, the BSR

sends one copy of the stream on the shared multicast VLAN interface. The DSLAM

receives the multicast stream from the BSR on the shared interface and performs the

necessary replication to the customers.

In the first approach (reverse OIF mapping), the DSLAM uses the per-customer subscriber

VLANs for unicast data only. IGMP and MLD join and leave requests are sent on the

multicast VLAN.

In the second approach (OIF mapping), the DSLAM uses the per-customer subscriber

VLANs for unicast data and for IGMP and MLD join and leave requests. The multicast

VLAN is used only for multicast streams, not for join and leave requests.

Figure 43: Multicast with Subscriber VLANs
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Configuration

Configuring a Reverse OIF Map

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set class-of-service traffic-control-profiles tcp-ifl shaping-rate 20m
set class-of-service interfaces ge-2/2/0 shaping-rate 240m
set class-of-service interfaces ge-2/2/0 unit 50 output-traffic-control-profile tcp-ifl
set class-of-service interfaces ge-2/2/0 unit 51 output-traffic-control-profile tcp-ifl
set interfaces ge-2/0/0 unit 0 family inet address 30.0.0.2/24
set interfaces ge-2/2/0 hierarchical-scheduler
set interfaces ge-2/2/0 vlan-tagging
set interfaces ge-2/2/0 unit 10 vlan-id 10
set interfaces ge-2/2/0 unit 10 family inet address 40.0.0.2/24
set interfaces ge-2/2/0 unit 50 vlan-id 50
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set interfaces ge-2/2/0 unit 50 family inet address 50.0.0.2/24
set interfaces ge-2/2/0 unit 51 vlan-id 51
set interfaces ge-2/2/0 unit 51 family inet address 50.0.1.2/24
set policy-options policy-statement all-mcast-groups from source-address-filter
30.0.0.0/8 orlonger

set policy-options policy-statement all-mcast-groups then accept
set protocols igmp interface all
set protocols igmp interface fxp0.0 disable
set protocols pim rp local address 20.0.0.2
set protocols pim interface all
set protocols pim interface fxp0.0 disable
set protocols pim interface ge-2/2/0.10 disable
set routing-optionsmulticast flow-mapmap1 policy all-mcast-groups
set routing-optionsmulticast flow-mapmap1 bandwidth 10m
set routing-optionsmulticast flow-mapmap1 bandwidth adaptive
set routing-optionsmulticast interface ge-2/2/0.10maximum-bandwidth 500m
set routing-optionsmulticast interface ge-2/2/0.10 reverse-oif-mapping
set routing-optionsmulticast interface ge-2/2/0.10 subscriber-leave-timer 20

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure reverse OIF mapping:

1. Configure a logical interface for unicast data traffic.

[edit interfaces ge-2/0/0]
user@host# set unit 0 family inet address 30.0.0.2/24

2. Configure a logical interface for subscriber control traffic.

[edit interfaces ge-2/2/0]
user@host# set hierarchical-scheduler
user@host# set vlan-tagging
user@host# set unit 10 vlan-id 10
user@host# set unit 10 family inet address 40.0.0.2/24

3. Configure two logical interfaces on which QoS adjustments are made.

[edit interfaces ge-2/2/0]
user@host# set unit 50 vlan-id 50
user@host# set unit 50 family inet address 50.0.0.2/24
user@host# set unit 51 vlan-id 51
user@host# set unit 51 family inet address 50.0.1.2/24

4. Configure a policy.

[edit policy-options policy-statement all-mcast-groups]
user@host# set from source-address-filter 30.0.0.0/8 orlonger
user@host# set then accept

5. Enable a flow map that references the policy.

[edit routing-optionsmulticast]
user@host# set flow-mapmap1 policy all-mcast-groups
user@host# set flow-mapmap1 bandwidth 10m adaptive

6. Enable OIF mapping on the logical interface that receives subscriber control traffic.
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[edit routing-optionsmulticast]
user@host# set interface ge-2/2/0.10maximum-bandwidth 500m
user@host# set interface ge-2/2/0.10 reverse-oif-mapping
user@host# set interface ge-2/2/0.10 subscriber-leave-timer 20

7. Configure PIM and IGMP.

[edit protocols]
user@host# set igmp interface all
user@host# set igmp interface fxp0.0 disable
user@host# set pim rp local address 20.0.0.2
user@host# set pim interface all
user@host# set pim interface fxp0.0 disable
user@host# set pim interface ge-2/2/0.10 disable

8. Configure the hierarchical scheduler by configuring a shaping rate for the physical

interface and a slower shaping rate for the logical interfaces on which QoS

adjustments are made.

[edit class-of-service interfaces ge-2/2/0]
user@host# set shaping-rate 240m
user@host# set unit 50 output-traffic-control-profile tcp-ifl
user@host# set unit 51 output-traffic-control-profile tcp-ifl

[edit class-of-service traffic-control-profiles tcp-30m-no-smap]
user@host# set shaping-rate 20m

Results From configuration mode, confirm your configuration by entering theshowclass-of-service,

showinterfaces,showpolicy-options,showprotocols, andshowrouting-optionscommands.

If the output does not display the intended configuration, repeat the instructions in this

example to correct the configuration.

user@host# show class-of-service
traffic-control-profiles {
tcp-ifl {
shaping-rate 20m;

}
}
interfaces {
ge-2/2/0 {
shaping-rate 240m;
unit 50 {
output-traffic-control-profile tcp-ifl;

}
unit 51 {
output-traffic-control-profile tcp-ifl;

}
}

}

user@host# show interfaces
ge-2/0/0 {
unit 0 {
family inet {
address 30.0.0.2/24;

}
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}
}
ge-2/2/0 {
hierarchical-scheduler;
vlan-tagging;
unit 10 {
vlan-id 10;
family inet {
address 40.0.0.2/24;

}
}
unit 50 {
vlan-id 50;
family inet {
address 50.0.0.2/24;

}
}
unit 51 {
vlan-id 51;
family inet {
address 50.0.1.2/24;

}
}

}

user@host# show policy-options
policy-statement all-mcast-groups {
from {
source-address-filter 30.0.0.0/8 orlonger;

}
then accept;

}

user@host# show protocols
igmp {
interface all;
interface fxp0.0 {
disable;

}
}
pim {
rp {
local {
address 20.0.0.2;

}
}
interface all;
interface fxp0.0 {
disable;

}
interface ge-2/2/0.10 {
disable;

}
}

user@host# show routing-options
multicast {
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flow-mapmap1 {
policy all-mcast-groups;
bandwidth 10m adaptive;

}
interface ge-2/2/0.10 {
maximum-bandwidth 500m;
reverse-oif-mapping;
subscriber-leave-timer 20;

}
}

If you are done configuring the device, enter commit from configuration mode.

Configuring an OIF Map

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set interfaces ge-2/3/8 unit 0 family inet6 address C300:0101::/24
set interfaces ge-2/3/9 vlan-tagging
set interfaces ge-2/3/9 unit 1 vlan-id 1
set interfaces ge-2/3/9 unit 1 family inet6 address C400:0101::/24
set interfaces ge-2/3/9 unit 2 vlan-id 2
set interfaces ge-2/3/9 unit 2 family inet6 address C400:0201::/24
set interfaces ge-2/3/9 unit 4000 vlan-id 4000
set interfaces ge-2/3/9 unit 4000 family inet6 address C40F:A001::/24
set interfaces ge-2/3/9 unit 4001 vlan-id 4001
set interfaces ge-2/3/9 unit 4001 family inet6 address C40F:A101::/24
set policy-options policy-statement g539-v6 term g539-4000 from route-filter
FF05:0101:0000::/39 orlonger

set policy-options policy-statement g539-v6 term g539-4000 thenmap-to-interface
ge-2/3/9.4000

set policy-options policy-statement g539-v6 term g539-4000 then accept
set policy-options policy-statement g539-v6 term g539-4001 from route-filter
FF05:0101:0200::/39 orlonger

set policy-options policy-statement g539-v6 term g539-4001 thenmap-to-interface
ge-2/3/9.4001

set policy-options policy-statement g539-v6 term g539-4001 then accept
set policy-options policy-statement g539-v6 term self from route-filter
FF05:0101:0700::/40 orlonger

set policy-options policy-statement g539-v6 term self thenmap-to-interface self
set policy-options policy-statement g539-v6 term self then accept
setpolicy-optionspolicy-statementg539-v6-all termg539fromroute-filter0::/0orlonger
set policy-options policy-statement g539-v6-all term g539 thenmap-to-interface
ge-2/3/9.4000

set policy-options policy-statement g539-v6-all term g539 then accept
set protocolsmld interface fxp0.0 disable
set protocolsmld interface ge-2/3/9.4000 passive
set protocolsmld interface ge-2/3/9.4001 passive
set protocolsmld interface ge-2/3/9.1 version 1
set protocolsmld interface ge-2/3/9.1 oif-map g539-v6
set protocolsmld interface ge-2/3/9.2 version 2
set protocolsmld interface ge-2/3/9.2 oif-map g539-v6
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set protocols pim rp local address 20.0.0.4
set protocols pim rp local family inet6 address C000::1
set protocols pim interface ge-2/3/8.0mode sparse
set protocols pim interface ge-2/3/8.0 version 2
set routing-optionsmulticast interface ge-2/3/9.1 no-qos-adjust
set routing-optionsmulticast interface ge-2/3/9.2 no-qos-adjust

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see the CLI User Guide.

To configure reverse OIF mapping:

1. Configure a logical interface for unicast data traffic.

[edit interfaces ge-2/3/8 ]
user@host# set unit 0 family inet6 address C300:0101::/24

2. Configure logical interfaces for subscriber VLANs.

[edit interfaces ge-2/3/9]
user@host# set vlan-tagging
user@host# set unit 1 vlan-id 1
user@host# set unit 1 family inet6 address C400:0101::/24
user@host# set unit 2 vlan-id 2
user@host# set unit 2 family inet6 address C400:0201::/24 lo0 unit 0 family inet6
address C000::1/128

user@host# set unit 2 family inet6 address C400:0201::/24

3. Configure two map-to logical interfaces.

[edit interfaces ge-2/2/0]
user@host# set unit 4000 vlan-id 4000
user@host# set unit 4000 family inet6 address C40F:A001::/24
user@host# set unit 4001 vlan-id 4001
user@host# set unit 4001 family inet6 address C40F:A101::/24

4. Configure the OIF map.

[edit policy-options policy-statement g539-v6]
user@host# set term g539-4000 from route-filter FF05:0101:0000::/39 orlonger
user@host# set thenmap-to-interface ge-2/3/9.4000
user@host# set then accept
user@host# set term g539-4001 from route-filter FF05:0101:0200::/39 orlonger
user@host# set thenmap-to-interface ge-2/3/9.4001
user@host# set then accept
user@host# set term self from route-filter FF05:0101:0700::/40 orlonger
user@host# set thenmap-to-interface self
user@host# set then accept

[edit policy-options policy-statement g539-v6-all]
user@host# set term g539 from route-filter 0::/0 orlonger
user@host# set thenmap-to-interface ge-2/3/9.4000
user@host# set then accept

5. Disable QoS adjustment on the subscriber VLANs.

[edit routing-optionsmulticast]
user@host# set interface ge-2/3/9.1 no-qos-adjust
user@host# set interface ge-2/3/9.2 no-qos-adjust
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6. Configure PIM and MLD. Point the MLD subscriber VLANs to the OIF map.

[edit protocols]
user@host# set pim rp local address 20.0.0.4
user@host# set pim rp local family inet6 address C000::1 #C000::1 is the address
of lo0

user@host# set pim interface ge-2/3/8.0mode sparse
user@host# set pim interface ge-2/3/8.0 version 2
user@host# setmld interface fxp0.0 disable
user@host# set interface ge-2/3/9.4000 passive
user@host# set interface ge-2/3/9.4001 passive
user@host# set interface ge-2/3/9.1 version 1
user@host# set interface ge-2/3/9.1 oif-map g539-v6
user@host# set interface ge-2/3/9.2 version 2
user@host# set interface ge-2/3/9.2 oif-map g539-v6

Results From configuration mode, confirm your configuration by entering the show interfaces,

showpolicy-options, showprotocols, and show routing-options commands. If the output

does not display the intended configuration, repeat the instructions in this example to

correct the configuration.

user@host# show interfaces
ge-2/3/8 {
unit 0 {
family inet6 {
address C300:0101::/24;

}
}

}
ge-2/3/9 {
vlan-tagging;
unit 1 {
vlan-id 1;
family inet6 {
address C400:0101::/24;

}
}
unit 2 {
vlan-id 2;
family inet6 {
address C400:0201::/24;

}
}
unit 4000 {
vlan-id 4000;
family inet6 {
address C40F:A001::/24;

}
}
unit 4001 {
vlan-id 4001;
family inet6 {
address C40F:A101::/24;

}
}
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}

user@host# show policy-options
policy-statement g539-v6 {
term g539-4000 {
from {
route-filter FF05:0101:0000::/39 orlonger;

}
then {
map-to-interface ge-2/3/9.4000;
accept;

}
}
term g539-4001 {
from {
route-filter FF05:0101:0200::/39 orlonger;

}
then {
map-to-interface ge-2/3/9.4001;
accept;

}
}
term self {
from {
route-filter FF05:0101:0700::/40 orlonger;

}
then {
map-to-interface self;
accept;

}
}

}
policy-statement g539-v6-all {
term g539 {
from {
route-filter 0::/0 orlonger;

}
then {
map-to-interface ge-2/3/9.4000;
accept;

}
}

}

user@host# show protocols
mld {
interface fxp0.0 {
disable;

}
interface ge-2/3/9.4000 {
passive;

}
interface ge-2/3/9.4001 {
passive;

}
interface ge-2/3/9.1 {
version 1;
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oif-map g539-v6;
}
interface ge-2/3/9.2 {
version 2;
oif-map g539-v6;

}
}
pim {
rp {
local {
address 20.0.0.4;
family inet6 {
address C000::1;

}
}

}
interface ge-2/3/8.0 {
mode sparse;
version 2;

}
}

user@host# show routing-options
multicast {
interface ge-2/3/9.1 no-qos-adjust;
interface ge-2/3/9.2 no-qos-adjust;

}

If you are done configuring the device, enter commit from configuration mode.

Verification

To verify the configuration, run the following commands:

• show igmp statistics

• show class-of-service interface

• show interfaces statistics

• showmld statistics

• showmulticast interface

• show policy
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ConfiguringMulticast Routing Over IP Demux Interfaces

In a subscriber management network, fields in packets sent from IP demux interfaces

are intended to correspond to a specific client that resides on the other side of an

aggregation device (for example, a Multiservice Access Node [MSAN]). However, packets

sent from a Broadband Services Router (BSR) to an MSAN do not identify the demux

interface. Once it obtains a packet, it is up to the MSAN device to determine which client

receives the packet.

Depending on the intelligence of the MSAN device, determining which client receives the

packet can occur in an inefficient manner. For example, when it receives IGMP control

traffic, an MSAN might forward the control traffic to all clients instead of the one intended

client. In addition, once a data stream destination is established, though an MSAN can

use IGMP snooping to determine which hosts reside in a particular group and limit data

streams to only that group, the MSAN still must send multiple copies of the data stream

to each group member, even if that data stream is intended for only one client in the

group.

Various multicast features, when combined, enable you to avoid the inefficiencies

mentioned above. These features include the following:

• The ability to configure the IP demux interface family statement to use inet for either

the numbered or unnumbered primary interface. See Configuring Dynamic Subscriber

Interfaces Using IP Demux Interfaces in Dynamic Profiles for details.

• The ability to configure IGMP on the primary interface to send general queries for all

clients. The demux configuration prevents the primary IGMP interface from receiving

any client IGMP control packets. Instead, all IGMP control packets go to the demux

interfaces. However, to guarantee that no joins occur on the primary interface:

• For static IGMP interfaces—Include the passive send-general-query statement in the

IGMP configuration at the [edit protocols igmp interface interface-name] hierarchy

level.

• For dynamic IGMP demux interfaces—Include the passive send-general-query

statement at the [edit dynamic-profiles profile-name protocols igmp interface

interface-name] hierarchy level.

• The ability to map all multicast groups to the primary interface as follows:

• For static IGMP interfaces—Include the oif-map statement at the [edit protocols

igmp interface interface-name] hierarchy level.

• For dynamic IGMP demux interfaces—Include the oif-map statement at the [edit

dynamic-profiles profile-name protocols igmp interface interface-name] hierarchy

level.
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Using the oif-map statement, you can map the same IGMP group to the same output

interface and send only one copy of the multicast stream from the interface.

• The ability to configure IGMP on each demux interface. To prevent duplicate general

queries:

• For static IGMP interfaces—Include the passive allow-receive send-group-query

statement at the [edit protocols igmp interface interface-name] hierarchy level.

• For dynamic demux interfaces—Include the passive allow-receive send-group-query

statement at the [edit dynamic-profiles profile-name protocols igmp interface

interface-name] hierarchy level.

NOTE: To send only one copy of each group, regardless of howmany
customers join, use the oif-map statement as previously mentioned.

Classifying Packets by Egress Interface

For Juniper Networks M320 Multiservice Edge Routers and T Series Core Routers with

the Intelligent Queuing (IQ), IQ2, Enhanced IQ (IQE), Multiservices link services intelligent

queuing (LSQ) interfaces, or ATM2 PICs, you can classify unicast and multicast packets

based on the egress interface. For unicast traffic, you can also use a multifield filter, but

only egress interface classification applies to multicast traffic as well as unicast traffic.

If you configure egress classification of an interface, you cannot perform Differentiated

Services code point (DSCP) rewrites on the interface. By default, the system will not

perform any classification based on the egress interface.

To enable packet classification by the egress interface, you first configure a forwarding
class map and one or more queue numbers for the egress interface at the [edit
class-of-service forwarding-classes-interface-specific forwarding-class-map-name]
hierarchy level:

[edit class-of-service]
forwarding-classes-interface-specific forwarding-class-map-name {
class class-name queue-num queue-number [ restricted-queue queue-number ];

}

For T Series routers that are restricted to only four queues, you can control the queue

assignment with the restricted-queueoption, or you can allow the system to automatically

determine the queue in a modular fashion. For example, a map assigning packets to

queue 6 would map to queue 2 on a four-queue system.

NOTE: If you configure an output forwarding classmap associating a
forwarding class with a queue number, this map is not supported on
multiservices link services intelligent queuing (lsq-) interfaces.
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Once the forwarding class map has been configured, you apply the map to the logical
interface by using theoutput-forwarding-class-map statement at the [editclass-of-service
interfaces interface-name unit logical-unit-number ] hierarchy level:

[edit class-of-service interfaces interface-name unit logical-unit-number]
output-forwarding-class-map forwarding-class-map-name;

All parameters relating to the queues and forwarding class must be configured as well.

For more information about configuring forwarding classes and queues, see Configuring

Forwarding Classes.

This example shows how to configure an interface-specific forwarding-class map named
FCMAP1 that restricts queues 5 and 6 to different queues on four-queue systems and
then applies FCMAP1 to unit 0 of interface ge-6/0/0:

[edit class-of-service]
forwarding-classes-interface-specific FCMAP1 {
class FC1 queue-num 6 restricted-queue 3;
class FC2 queue-num 5 restricted-queue 2;
class FC3 queue-num 3;
class FC4 queue-num0;
class FC3 queue-num0;
class FC4 queue-num 1;

}

[edit class-of-service]
interfaces {
ge-6/0/0 unit 0 {
output-forwarding-class-map FCMAP1;

}
}

Note that without the restricted-queue option in FCMAP1, the example would assign FC1

and FC2 to queues 2 and 1, respectively, on a system restricted to four queues.

Use the show class-of-service forwarding-class forwarding-class-map-name command

to display the forwarding-class map queue configuration:

user@host> show class-of-service forwarding-class FCMAP2

Forwarding class                       ID      Queue  Restricted queue
  FC1                                   0       6          3
  FC2                                   1       5          2
  FC3                                   2       3          3
  FC4                                   3       0          0
  FC5                                   4       0          0
  FC6                                   5       1          1
  FC7                                   6       6          2
  FC8                                   7       7          3

Use the show class-of-service interface interface-name command to display the

forwarding-class maps (and other information) assigned to a logical interface:

user@host> show class-of-service interface ge-6/0/0

Physical interface: ge-6/0/0, Index: 128
Queues supported: 8, Queues in use: 8
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 Scheduler map: <default>, Index: 2
 Input scheduler map: <default>, Index: 3
 Chassis scheduler map: <default-chassis>, Index: 4

Logical interface: ge-6/0/0.0, Index: 67
 Object                      Name              Type                     Index
 Scheduler-map               sch-map1          Output                    6998
 Scheduler-map               sch-map1          Input                     6998
 Classifier                  dot1p             ieee8021p                 4906
 forwarding-class-map        FCMAP1            Output                    1221

Logical interface: ge-6/0/0.1, Index 68
 Object                      Name              Type                     Index
 Scheduler-map               <default>         Output                       2
 Scheduler-map               <default>         Input                        3

Logical interface: ge-6/0/0.32767, Index 69
 Object                      Name              Type                     Index
 Scheduler-map               <default>         Output                       2
 Scheduler-map               <default>         Input                        3

Related
Documentation

Examples: Configuring Administrative Scoping on page 231•

• Examples: Configuring the Multicast Forwarding Cache on page 286

Examples: Configuring theMulticast Forwarding Cache

• Understanding the Multicast Forwarding Cache on page 286

• Example: Configuring the Multicast Forwarding Cache on page 286

• Example: Configuring a Multicast Flow Map on page 290

Understanding theMulticast Forwarding Cache

IP multicast protocols can create numerous entries in the multicast forwarding cache. If

the forwarding cache fills up with entries that prevent the addition of higher-priority

entries, applications and protocols might not function properly. You can manage the

multicast forwarding cache properties by limiting the size of the cache and by controlling

the length of time that entries remain in the cache. By managing timeout values, you can

give preference to more important forwarding cache entries while removing other less

important entries.

Example: Configuring theMulticast Forwarding Cache

When a routing device receives multicast traffic, it places the (S,G) route information in

the multicast forwarding cache, inet.1. This example shows how to configure multicast

forwarding cache limits to prevent the cache from filling up with entries.

• Requirements on page 287

• Overview on page 287

• Configuration on page 288

• Verification on page 289
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Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol. See the Junos OS Routing Protocols

Configuration Guide.

• Configure a multicast protocol. This feature works with the following multicast

protocols:

• DVMRP

• PIM-DM

• PIM-SM

• PIM-SSM

Overview

This example includes the following statements:

• forwarding-cache—Specifies how forwarding entries are aged out and how the number

of entries is controlled.

• timeout—Specifies an idle period after which entries are aged out and removed from

inet.1. You can specify a timeout in the range from 1 through 720 minutes.

• threshold—Enables you to specify threshold values on the forwarding cache to suppress

(suspend) entries from being added when the cache entries reach a certain maximum

and begin adding entries to the cache when the number falls to another threshold

value. By default, no threshold values are enabled on the routing device.

The suppress threshold suspends the addition of new multicast forwarding cache

entries. If you do not specify a suppress value, multicast forwarding cache entries are

created as necessary. If you specify a suppress threshold, you can optionally specify a

reuse threshold, which sets the point at which the device resumes adding new multicast

forwarding cache entries. During suspension, forwarding cache entries time out. After

a certain number of entries time out, the reuse threshold is reached, and new entries

are added. The range for both thresholds is from 1 through 200,000. If configured, the

reuse value must be less than the suppression value. If you do not specify a reuse value,

the number of multicast forwarding cache entries is limited to the suppression value.

A new entry is created as soon as the number of multicast forwarding cache entries

falls below the suppression value.

Beginning with Junos OS 12.2, you can optionally configure a warning threshold so the

device can log warning messages in the system log when a certain number of entries

have been added to the cache. It is helpful to review the system log messages for

troubleshooting purposes and to detect if an excessive amount of entries are filling up

the cache. When the number of entries exceeds the configured warning threshold, but

remains below the suppress threshold, traffic continues to be accepted, and the device

logs warning messages in the system log.
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The warning threshold is a percentage of the suppress threshold, so you must configure

the suppress threshold to configure the warning threshold. The range for the warning

threshold is 1 through 100 percent. In this example, you set a warning threshold of 40

percent. With a configured suppress value of 150,000, and a warning threshold of 40

percent, the device logs a warning message in the system log after it receives 60,000

entries.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set routing-optionsmulticast forwarding-cache threshold suppress 150000
set routing-optionsmulticast forwarding-cache threshold reuse 70000
set routing-optionsmulticast forwarding-cache threshold log-warning 40
set routing-optionsmulticast forwarding-cache timeout 60

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure the multicast forwarding cache:

1. Configure the maximum size of the forwarding cache.

[edit routing-optionsmulticast forwarding-cache]
user@host# set threshold suppress 150000

2. Configure the amount of time (in minutes) entries can remain idle before being
removed.

[edit routing-optionsmulticast forwarding-cache]
user@host# set timeout 60

3. Configure the size of the forwarding cache when suppression stops and new entries
can be added.

[edit routing-optionsmulticast forwarding-cache]
user@host# set threshold reuse 70000

4. (Optional) Configure when warning messages are logged in the system log.

[edit routing-optionsmulticast forwarding-cache]
user@host# set threshold log-warning 40

5. If you are done configuring the device, commit the configuration.

[edit routing-optionsmulticast forwarding-cache]
user@host# commit

Results

Confirm your configuration by entering the show routing-options command.

user@host# show routing-options
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multicast {
forwarding-cache {
threshold {
suppress 150000;
reuse 70000;
log-warning 40;

}
timeout 60;

}
}

Verification

Confirm that the configuration is working properly.

• Displaying Entries in the IP Multicast Forwarding Table on page 289

• Verifying the IP Multicast Forwarding Cache Configuration on page 289

Displaying Entries in the IP Multicast Forwarding Table

Purpose Verify that entries are in the IP multicast forwarding table and that the configured timeout

value is displayed.

Action From operational mode, enter the showmulticast route extensive command.

user@host> showmulticast route extensive
Family: INET
Group: 232.0.0.1
    Source: 11.11.11.11/32
    Upstream interface: fe-0/2/0.200
    Downstream interface list:
        fe-0/2/1.210
    Downstream interface list rejected by CAC:
        fe-0/2/1.220
    Session description: Source specific multicast
    Statistics: 0 kBps, 0 pps, 0 packets
    Next-hop ID: 337
    Upstream protocol: PIM
    Route state: Active
    Forwarding state: Forwarding
    Cache lifetime/timeout: 60 minutes
Wrong incoming interface notifications: 0

Verifying the IP Multicast Forwarding Cache Configuration

Purpose Verify that the suppress threshold, reuse value, and warning threshold have been

configured correctly.

Action From operation mode, enter the showmulticast forwarding-cache statistics command.

user@host> showmulticast forwarding-cache statistics
Instance: master Family: INET
Suppress Threshold                      150000
Reuse Value                              70000
Warning Threshold                           40
Currently Used Entries                      17
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Example: Configuring aMulticast FlowMap

This example shows how to configure a flow map to prevent certain forwarding cache

entries from aging out, thus allowing for faster failover from one source to another. Flow

maps enable you to configure bandwidth variables and multicast forwarding cache

timeout values for entries defined by the flow map policy.

• Requirements on page 290

• Overview on page 290

• Configuration on page 292

• Verification on page 293

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol. See the Junos OS Routing Protocols

Configuration Guide.

• Configure a multicast protocol. This feature works with the following multicast

protocols:

• DVMRP

• PIM-DM

• PIM-SM

• PIM-SSM

Overview

Flow maps are typically used for fast multicast source failover when there are multiple

sources for the same group. For example, when one video source is actively sending the

traffic, the forwarding states for other video sources are timed out after a few minutes.

Later, when a new source starts sending the traffic again, it takes time to install a new

forwarding state for the new source if the forwarding state is not already there. This

switchover delay is worsened when there are many video streams. Using flow maps with

longer timeout values or permanent cache entries helps reduce this switchover delay.

NOTE: The permanent forwarding statemust exist on all routing devices in
the path for fast source switchover to function properly.
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This example includes the following statements:

• bandwidth—Specifies the bandwidth for each flow that is defined by a flow map to

ensure that an interface is not oversubscribed for multicast traffic. If adding one more

flow would cause overall bandwidth to exceed the allowed bandwidth for the interface,

the request is rejected. A rejected request means that traffic might not be delivered

out of some or all of the expected outgoing interfaces. You can define the bandwidth

associated with multicast flows that match a flow map by specifying a bandwidth in

bits per second or by specifying that the bandwidth is measured and adaptively

modified.

When you use the adaptive option, the bandwidth adjusts based on measurements

made at 5-second intervals. The flow uses the maximum bandwidth value from the

last 12 measured values (1 minute).

When you configure a bandwidth value with the adaptive option, the bandwidth value

acts as the starting bandwidth for the flow. The bandwidth then changes based on

subsequent measured bandwidth values. If you do not specify a bandwidth value with

theadaptiveoption, the starting bandwidth defaults to 2 megabits per second (Mbps).

For example, the bandwidth 2m adaptive statement is equivalent to the bandwidth

adaptive statement because they both use the same starting bandwidth (2 Mbps, the

default). If the actual flow bandwidth is 4 Mbps, the measured flow bandwidth changes

to 4 Mbps after reaching the first measuring point (5 seconds). However, if the actual

flow bandwidth rate is 1 Mbps, the measured flow bandwidth remains at 2 Mbps for

the first 12 measurement cycles (1 minute) and then changes to the measured 1 Mbps

value.

• flow-map—Defines a flow map that controls the forwarding cache timeout of specified

source and group addresses, controls the bandwidth for each flow, and specifies

redundant sources. If a flow can match multiple flow maps, the first flow map applies.

• forwarding-cache—Enables you to configure the forwarding cache properties of entries

defined by a flow map. You can specify a timeout of never to make the forwarding

entries permanent, or you can specify a timeout in the range from 1 through 720 minutes.

If you set the value to never, you can specify the non-discard-entry-only option to make

an exception for entries that are in the pruned state. In other words, the never

non-discard-entry-only statement allows entries in the pruned state to time out, while

entries in the forwarding state never time out.

• policy—Specifies source and group addresses to which the flow map applies. This

example creates a flow map policy called policyForFlow1. The policy matches the

source address using the source-address-filter statement and matches the group

address using the prefix-list-filter statement.

NOTE: The addressesmustmatch the configured policy for flowmapping
to occur.

• redundant-sources—Specify redundant (backup) sources for flows identified by a flow

map.
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Outbound interfaces that are admitted for one of the forwarding entries are

automatically admitted for any other entries identified by the redundant source

configuration.

In this example, forwarding entries (10.11.11.11, g1) and (10.11.11.12, g1) match the flow

map flowMap1. In this case, if a particular outbound interface is admitted for entry

(10.11.11.11, g1), it is automatically admitted for entry (10.11.11.12, g1), even if there is no

longer enough remaining bandwidth available after creating entry (10.11.11.11, g1). The

interface is added because only one of the two sources can send traffic at any time.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set policy-options prefix-list permanentEntries1 232.1.1.0/24
setpolicy-optionspolicy-statementpolicyForFlow1 fromsource-address-filter 11.11.11.11/32
exact

set policy-options policy-statement policyForFlow1 from prefix-list-filter
permanentEntries1 orlonger

set policy-options policy-statement policyForFlow1 then accept
set routing-optionsmulticast flow-map flowMap1 policy policyForFlow1
set routing-optionsmulticast flow-map flowMap1 bandwidth 2m
set routing-optionsmulticast flow-map flowMap1 bandwidth adaptive
set routing-optionsmulticast flow-map flowMap1 redundant-sources 10.11.11.11
set routing-optionsmulticast flow-map flowMap1 redundant-sources 10.11.11.12
set routing-optionsmulticast flow-map flowMap1 forwarding-cache timeout never
non-discard-entry-only

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure a flow map:

1. Configure the flow map policy.

[edit policy-options]
user@host# set prefix-list permanentEntries1 232.1.1.0/24
user@host# set policy policyForFlow1 from source-address-filter 11.11.11.11/32 exact
user@host# set policy policyForFlow1 from prefix-list-filter permanentEntries1
orlonger

user@host# set policy policyForFlow1 then accept

2. Apply the flow map policy.

[edit routing-options]
user@host# setmulticast flow-map flowMap1 policy policyForFlow1

3. Configure permanent forwarding entries (that is, entries that never time out), and
enable entries in the pruned state to time out.

[edit routing-options]
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user@host# setmulticast flow-map flowMap1 forwarding-cache timeout never
non-discard-entry-only

4. Configure the flow map bandwidth to be adaptive with a default starting bandwidth
of 2 Mbps.

[edit routing-options]
user@host# setmulticast flow-map flowMap1 bandwidth 2m adaptive

5. Specify backup sources.

[edit routing-options]
user@host#setmulticast flow-mapflowMap1 redundant-sources[ 10.11.11.11 10.11.11.12
]

6. If you are done configuring the device, commit the configuration.

user@host# commit

Results

Confirm your configuration by entering the showpolicy-optionsand show routing-options

commands.

user@host# show policy-options
prefix-list permanentEntries1 {
232.1.1.0/24;

}
policy-statement policyForFlow1 {
from {
source-address-filter 11.11.11.11/32 exact;
prefix-list-filter permanentEntries1 orlonger;

}
then accept;

}

user@host# show routing-options
multicast {
flow-map flowMap1 {
policy policyForFlow1;
bandwidth 2m adaptive;
redundant-sources [ 10.11.11.11 10.11.11.12 ];
forwarding-cache {
timeout never non-discard-entry-only;

}
}

}

Verification

To verify the configuration, run the following commands:

• showmulticast flow-map

• showmulticast route extensive
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Related
Documentation

Examples: Configuring Administrative Scoping on page 231•

• Examples: Configuring Bandwidth Management on page 265

Example: Configuring Ingress PE Redundancy

• Understanding Ingress PE Redundancy on page 294

• Example: Configuring Ingress PE Redundancy on page 294

Understanding Ingress PE Redundancy

In many network topologies, point-to-multipoint label-switched paths (LSPs) are used

to distribute multicast traffic over a virtual private network (VPN). When traffic engineering

is added to the provider edge (PE) routers, a popular deployment option has been to use

traffic-engineered point-to-multipoint LSPs at the origin PE. In these network

deployments, the PE is a single point of failure. Network operators have previously

provided redundancy by broadcasting duplicate streams of multicast traffic from multiple

PEs, a practice which at least doubles the bandwidth required for each stream.

Ingress PE redundancy eliminates the bandwidth duplication requirement by configuring

one or more ingress PEs as a group. Within a group, one PE is designated as the primary

PE and one or more others become backup PEs for the configured traffic stream. The

solution depends on a full mesh of point-to-point (P2P) LSPs among the primary and

backup PEs. Also, you must configure a full set of point-to-multipoint LSPs at the backup

PEs, even though these point-to-multipoint LSPs at the backup PEs are not sending any

traffic or using any bandwidth. The P2P LSPs are configured with bidirectional forwarding

detection (BFD). When BFD detects a failure on the primary PE, a new designated

forwarder is elected for the stream.

Example: Configuring Ingress PE Redundancy

This example shows how to configure one PE as part of a backup PE group to enable

ingress PE redundancy for multicast traffic streams.

• Requirements on page 294

• Overview on page 295

• Configuration on page 296

• Verification on page 299

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure a full mesh of P2P LSPs between the PEs in the backup group. See the Junos

OS MPLS Applications Configuration Guide.
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Overview

Ingress PE redundancy provides a backup resource when point-to-multipoint LSPs are

configured for multicast distribution. When point-to-multipoint LSPs are used for multicast

traffic, the PE device can become a single point of failure. One way to provide redundancy

is by broadcasting duplicate streams from multiple PEs, thus doubling the bandwidth

requirements for each stream. This feature implements redundancy between two or

more PEs by designating a primary and one or more backup PEs for each configured

stream. The solution depends on the configuration of a full mesh of P2P LSPs between

the primary and backup PEs. These LSPs are configured with Bidirectional Forwarding

Detection (BFD) running on top of them. BFD is used on the backup PEs to detect failure

on the primary PE routing device and to elect a new designated forwarder for the stream.

A full mesh is required so that each member of the group can make an independent

decision about the health of the other PEs and determine the designated forwarder for

the group. The key concept in a backup PE group is that of a designated PE. A designated

PE is a PE that forwards data on the static route. All other PEs in the backup PE group

do not forward any data on the static route. This allows you to have one designated

forwarder. If the designated forwarder fails, another PE takes over as the designated

forwarder, thus allowing the traffic flow to continue uninterrupted.

Each PE in the backup PE group makes its own local decision regarding the designated

forwarder. Thus, there is no inter-PE communication regarding designated forwarder. A

PE computes the designated forwarder based on the IP address of all PEs and the

connectivity status of other PEs. Connectivity status is determined based on the state

of the BFD session on the P2P LSP to a PE.

A PE chosen is as the designated forwarder if it satisfies the following conditions:

• The PE is in the UP state. Either it is the local PE, or the BFD session on the P2P LSP to

that PE is in the UP state.

• The PE has the lowest IP address among all PEs that are in the UP state.

Because all PEs have P2P LSPs to each other, each PE can determine the UP state of

each other PE, and all PEs converge to the same designated forwarder.

If the designated forwarder PE fails, then all other PEs lose connectivity with the

designated forwarder, and their BFD session ends. Consequently, other PEs then choose

another designated forwarder. The new forwarder starts forwarding traffic. Thus, the

traffic loss is limited to the failure detection time, which is the BFD session detection

time.

When a PE that was the designated forwarder fails and then resumes operating, all other

PEs recognize this fact, rerun the designated forwarder algorithm, and choose the PE as

the designated forwarder. Consequently, the backup designated forwarder stops

forwarding traffic. Thus, traffic switches back to the most eligible designated forwarder.

This example includes the following statements:
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• associate-backup-pe-groups—Monitors the health of the routing device at the other

end of the LSP. You can configure multiple backup PE groups that contain the same

routing device’s address. Failure of this LSP indicates to all of these groups that the

destination PE routing device is down. So, the associate-backup-pe-groups statement

is not tied to any specific group but applies to all groups that are monitoring the health

of the LSP to the remote address.

If there are multiple LSPs with the associate-backup-pe-groups statement to the same

destination PE, then the local routing device picks the first LSP to that PE for detection

purposes.

We do not recommend configuring multiple LSPs to the same destination. If you do,

make sure that the LSP parameters (for example, liveliness detection) are similar to

avoid false failure notification even when the remote PE is up.

• backup-pe-group—Configures ingress PE redundancy for multicast traffic streams.

• bfd-liveness-detection—Enables BFD for each LSP.

• label-switched-path—Configures an LSP. You must configure a full mesh of P2P LSPs

between the primary and backup PEs.

NOTE: We recommend that you configure the P2P LSPs with fast reroute
andnode link protection so that link failures donot result in the LSP failure.
For the purpose of PE redundancy, a failure in the P2P LSP is treated as a
PE failure. Redundancy in the inter-PE path is also encouraged.

• p2mp-lsp-next-hop—Enables you to associate a backup PE group with a static route.

• static—Applies the backup group to a static route on the PE. This ensures that the

static route is active (installed in the forwarding table) when the local PE is the

designated forwarder for the configured backup PE group.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set policy-options policy-statement no-rpf from route-filter 225.1.1.1/32 exact
set policy-options policy-statement no-rpf then reject
set protocolsmpls label-switched-path backup_PE1 to 10.255.16.61
set protocolsmpls label-switched-path backup_PE1 oam bfd-liveness-detection
minimum-interval 500

setprotocolsmpls label-switched-pathbackup_PE1oambfd-liveness-detectionmultiplier
3

set protocolsmpls label-switched-path backup_PE1 associate-backup-pe-groups
set protocolsmpls label-switched-path dest1 to 10.255.16.57
set protocolsmpls label-switched-path dest1 p2mp p2mp-lsp
set protocolsmpls label-switched-path dest2 to 10.255.16.55
set protocolsmpls label-switched-path dest2 p2mp p2mp-lsp
set protocolsmpls interface all
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set protocolsmpls interface fxp0.0 disable
set routing-options static route 1.1.1.1/32 p2mp-lsp-next-hop p2mp-lsp
set routing-options static route 1.1.1.1/32 backup-pe-group g1
set routing-options static route 225.1.1.1/32 p2mp-lsp-next-hop p2mp-lsp
set routing-options static route 225.1.1.1/32 backup-pe-group g1
set routing-optionsmulticast rpf-check-policy no-rpf
set routing-optionsmulticast interface fe-1/3/3.0 enable
set routing-optionsmulticast backup-pe-group g1 backups 10.255.16.61
set routing-optionsmulticast backup-pe-group g1 local-address 10.255.16.59

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure ingress PE redundancy:

1. Configure the multicast settings.

[edit routing-optionsmulticast]
user@host# set rpf-check-policy no-rpf
user@host# set interface fe-1/3/3.0 enable

2. Configure the RPF policy.

[edit policy-options policy-statement no-rpf]
user@host# set from route-filter 225.1.1.1/32 exact
user@host# set then reject

3. Configure the backup PE group.

[edit routing-optionsmulticast]
user@host# set backup-pe-group g1 backups 10.255.16.61
user@host# set backup-pe-group g1 local-address 10.255.16.59

4. Configure the static routes for the point-to-multipoint LSPs backup PE group.

[edit routing-options static]
user@host# set route 1.1.1.1/32p2mp-lsp-next-hop p2mp-lsp
user@host# set route 1.1.1.1/32backup-pe-group g1
user@host# set route 225.1.1.1/32 p2mp-lsp-next-hop p2mp-lsp
user@host# set route 225.1.1.1/32 backup-pe-group g1

5. Configure the MPLS interfaces.

[edit protocols mpls]
user@host# set interface all
user@host# set interface fxp0.0 disable

6. Configure the LSP to the redundant router.

[edit protocols mpls]
user@host# set label-switched-path backup_PE1 to 10.255.16.61
user@host# set label-switched-path backup_PE1 oam bfd-liveness-detection
minimum-interval 500

user@host# set label-switched-path backup_PE1 oam bfd-liveness-detection
multiplier 3

user@host# set label-switched-path backup_PE1 associate-backup-pe-groups
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7. Configure LSPs to two traffic destinations.

[edit protocols mpls]
user@host# set label-switched-path dest1 to 10.255.16.57
user@host# set label-switched-path dest1 p2mp p2mp-lsp
user@host# set label-switched-path dest2 to 10.255.16.55
user@host# set label-switched-path dest2 p2mp p2mp-lsp

8. If you are done configuring the device, commit the configuration.

user@host# commit

Results

Confirm your configuration by entering the show policy, show protocols, and show

routing-options commands.

user@host# show policy
policy-statement no-rpf {
from {
route-filter 225.1.1.1/32 exact;

}
then reject;

}

user@host# show protocols
mpls {
label-switched-path backup_PE1 {
to 10.255.16.61;
oam {
bfd-liveness-detection {
minimum-interval 500;
multiplier 3;

}
}
associate-backup-pe-groups;

}
label-switched-path dest1 {
to 10.255.16.57;
p2mp p2mp-lsp;

}
label-switched-path dest2 {
to 10.255.16.55;
p2mp p2mp-lsp;

}
interface all;
interface fxp0.0 {
disable;

}
}

user@host# show routing-options
static {
route 1.1.1.1/32 {
p2mp-lsp-next-hop p2mp-lsp;
backup-pe-group g1;

}
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route 225.1.1.1/32 {
p2mp-lsp-next-hop p2mp-lsp;
backup-pe-group g1;

}
}
multicast {
rpf-check-policy no-rpf;
interface fe-1/3/3.0 enable;
backup-pe-group g1 {
backups 10.255.16.61;
local-address 10.255.16.59;

}
}

Verification

To verify the configuration, run the following commands:

• showmpls lsp

• showmulticast backup-pe-groups

• showmulticast rpf

Related
Documentation

Examples: Configuring Administrative Scoping on page 231•

• Examples: Configuring Bandwidth Management on page 265

• Examples: Configuring the Multicast Forwarding Cache on page 286

Configuring PIM-to-IGMP and PIM-to-MLDMessage Translation

• Understanding PIM-to-IGMP and PIM-to-MLD Message Translation on page 299

• Configuring PIM-to-IGMP Message Translation on page 301

• Configuring PIM-to-MLD Message Translation on page 302

Understanding PIM-to-IGMP and PIM-to-MLDMessage Translation

Routing devices can translate Protocol Independent Multicast (PIM) join and prune

messages into corresponding Internet Group Management Protocol (IGMP) or Multicast

Listener Discovery (MLD) report or leave messages. You can use this feature to forward

multicast traffic across PIM domains in certain network topologies.

In some network configurations, customers are unable to run PIM between the customer

edge-facing PIM domain and the core-facing PIM domain, even though PIM is running in

sparse mode within each of these domains. Because PIM is not running between the

domains, customers with this configuration cannot use PIM to forward multicast traffic

across the domains. Instead, they might want to use IGMP to forward IPv4 multicast

traffic, or MLD to forward IPv6 multicast traffic across the domains.

To enable the use of IGMP or MLD to forward multicast traffic across the PIM domains

in such topologies, you can configure the rendezvous point (RP) router that resides
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between the edge domain and core domain to translate PIM join or prune messages

received from PIM neighbors on downstream interfaces into corresponding IGMP or MLD

report or leave messages. The router then transmits the report or leave messages by

proxying them to one or two upstream interfaces that you configure on the RP router. As

a result, this feature is sometimes referred to as PIM-to-IGMP proxy or PIM-to-MLD proxy.

To configure the RP router to translate PIM join or prune messages into IGMP report or

leave messages, include the pim-to-igmp-proxy statement at the [edit routing-options

multicast] hierarchy level. Similarly, to configure the RP router to translate PIM join or

prune messages into MLD report or leave messages, include the pim-to-mld-proxy

statement at the [edit routing-optionsmulticast] hierarchy level. As part of the

configuration, you must specify the full name of at least one, but not more than two,

upstream interfaces on which to enable the PIM-to-IGMP proxy or PIM-to-MLD proxy

feature.

The following guidelines apply when you configure PIM-to-IGMP or PIM-to-MLD message

translation:

• Make sure that the router connecting the PIM edge domain and the PIM core domain

is the static or elected RP router.

• Make sure that the RP router is using the PIM sparse mode (PIM-SM) multicast routing

protocol.

• When you configure an upstream interface, use the full logical interface specification

(for example, ge-0/0/1.0) and not just the physical interface specification (ge-0/0/1).

• When you configure two upstream interfaces, the RP router transmits the same IGMP

or MLD report messages and multicast traffic on both upstream interfaces. As a result,

make sure that reverse-path forwarding (RPF) is running in the PIM-SM core domain

to verify that multicast packets are received on the correct incoming interface and to

avoid sending duplicate packets.

• The router transmits IGMP or MLD report messages on one or both upstream interfaces

only for the first PIM join message that it receives among all of the downstream

interfaces. Similarly, the router transmits IGMP or MLD leave messages on one or both

upstream interfaces only if it receives a PIM prune message for the last downstream

interface.

• Upstream interfaces support both local sources and remote sources.

• Multicast traffic received from an upstream interface is accepted as if it came from a

host.
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Configuring PIM-to-IGMPMessage Translation

You can configure the rendezvous point (RP) routing device to translate PIM join or prune

messages into corresponding IGMP report or leave messages. To do so, include the

pim-to-igmp-proxy statement at the [edit routing-optionsmulticast] hierarchy level:

[edit routing-optionsmulticast]
pim-to-igmp-proxy {
upstream-interface [ interface-names ];

}

Enabling the routing device to perform PIM-to-IGMP message translation, also referred

to as PIM-to-IGMP proxy, is useful when you want to use IGMP to forward IPv4 multicast

traffic between a PIM sparse mode edge domain and a PIM sparse mode core domain

in certain network topologies.

Before you begin configuring PIM-to-IGMP message translation:

• Make sure that the routing device connecting the PIM edge domain and that the PIM

core domain is the static or elected RP routing device.

• Make sure that the PIM sparse mode (PIM-SM) routing protocol is running on the RP

routing device.

• If you plan to configure two upstream interfaces, make sure that reverse-path

forwarding (RPF) is running in the PIM-SM core domain. Because the RP router transmits

the same IGMP messages and multicast traffic on both upstream interfaces, you need

to run RPF to verify that multicast packets are received on the correct incoming interface

and to avoid sending duplicate packets.

To configure the RP routing device to translate PIM join or prune messages into

corresponding IGMP report or leave messages:

1. Include the pim-to-igmp-proxy statement, specifying the names of one or two logical

interfaces to function as the upstream interfaces on which the routing device transmits

IGMP report or leave messages.

The following example configures PIM-to-IGMP message translation on a single

upstream interface, ge-0/1/0.1.

[edit routing-optionsmulticast]
user@host# set pim-to-igmp-proxy upstream-interface ge-0/1/0.1

The following example configures PIM-to-IGMP message translation on two upstream

interfaces, ge-0/1/0.1 and ge-0/1/0.2. You must include the logical interface names

within square brackets ( [ ] ) when you configure a set of two upstream interfaces.

[edit routing-optionsmulticast]
user@host# set pim-to-igmp-proxy upstream-interface [ge-0/1/0.1 ge-0/1/0.2]

2. Use the showmulticast pim-to-igmp-proxy command to display the PIM-to-IGMP

proxy state (enabled or disabled) and the name or names of the configured upstream

interfaces.

user@host# run showmulticast pim-to-igmp-proxy
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Proxy state: enabled
ge-0/1/0.1
ge-0/1/0.2

Configuring PIM-to-MLDMessage Translation

You can configure the rendezvous point (RP) routing device to translate PIM join or prune

messages into corresponding MLD report or leave messages. To do so, include the

pim-to-mld-proxy statement at the [edit routing-optionsmulticast] hierarchy level:

[edit routing-optionsmulticast]
pim-to-mld-proxy {
upstream-interface [ interface-names ];

}

Enabling the routing device to perform PIM-to-MLD message translation, also referred

to as PIM-to-MLD proxy, is useful when you want to use MLD to forward IPv6 multicast

traffic between a PIM sparse mode edge domain and a PIM sparse mode core domain

in certain network topologies.

Before you begin configuring PIM-to-MLD message translation:

• Make sure that the routing device connecting the PIM edge domain and that the PIM

core domain is the static or elected RP routing device.

• Make sure that the PIM sparse mode (PIM-SM) routing protocol is running on the RP

routing device.

• If you plan to configure two upstream interfaces, make sure that reverse-path

forwarding (RPF) is running in the PIM-SM core domain. Because the RP routing device

transmits the same MLD messages and multicast traffic on both upstream interfaces,

you need to run RPF to verify that multicast packets are received on the correct incoming

interface and to avoid sending duplicate packets.

To configure the RP routing device to translate PIM join or prune messages into

corresponding MLD report or leave messages:

1. Include the pim-to-mld-proxy statement, specifying the names of one or two logical

interfaces to function as the upstream interfaces on which the router transmits MLD

report or leave messages.

The following example configures PIM-to-MLD message translation on a single

upstream interface, ge-0/5/0.1.

[edit routing-optionsmulticast]
user@host# set pim-to-mld-proxy upstream-interface ge-0/5/0.1

The following example configures PIM-to-MLD message translation on two upstream

interfaces, ge-0/5/0.1 and ge-0/5/0.2. You must include the logical interface names

within square brackets ( [ ] ) when you configure a set of two upstream interfaces.

[edit routing-optionsmulticast]
user@host# set pim-to-mld-proxy upstream-interface [ge-0/5/0.1 ge-0/5/0.2]
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2. Use the showmulticast pim-to-mld-proxy command to display the PIM-to-MLD proxy

state (enabled or disabled) and the name or names of the configured upstream

interfaces.

user@host# run showmulticast pim-to-mld-proxy
Proxy state: enabled
ge-0/5/0.1
ge-0/5/0.2

Related
Documentation

• Configuring IGMP on page 305

• Examples: Configuring MLD on page 331
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CHAPTER 6

Internet Group Management Protocol

• Configuring IGMP on page 305

• Example: Configuring SSM Maps for Different Groups to Different Sources on page 326

Configuring IGMP

• Understanding Group Membership Protocols on page 305

• Understanding IGMP on page 306

• Configuring IGMP on page 307

• Enabling IGMP on page 309

• Modifying the IGMP Host-Query Message Interval on page 309

• Modifying the IGMP Query Response Interval on page 310

• Specifying Immediate-Leave Host Removal for IGMP on page 311

• Filtering Unwanted IGMP Reports at the IGMP Interface Level on page 312

• Accepting IGMP Messages from Remote Subnetworks on page 312

• Modifying the IGMP Last-Member Query Interval on page 313

• Modifying the IGMP Robustness Variable on page 314

• Limiting the Maximum IGMP Message Rate on page 315

• Changing the IGMP Version on page 315

• Enabling IGMP Static Group Membership on page 315

• Recording IGMP Join and Leave Events on page 322

• Limiting the Number of IGMP Multicast Group Joins on Logical Interfaces on page 323

• Tracing IGMP Protocol Traffic on page 324

• Disabling IGMP on page 326

• IGMP and Nonstop Active Routing on page 326

Understanding GroupMembership Protocols

There is a big difference between the multicast protocols used between host and router

and between the multicast routers themselves. Hosts on a given subnetwork need to

inform their router only whether or not they are interested in receiving packets from a

certain multicast group. The source host needs to inform its routers only that it is the
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source of traffic for a particular multicast group. In other words, no detailed knowledge

of the distribution tree is needed by any hosts; only a group membership protocol is

needed to inform routers of their participation in a multicast group. Between adjacent

routers, on the other hand, the multicast routing protocols must avoid loops as they build

a detailed sense of the network topology and distribution tree from source to leaf. So,

different multicast protocols are used for the host-router portion and the router-router

portion of the multicast network.

Multicast group membership protocols enable a router to detect when a host on a directly

attached subnet, typically a LAN, wants to receive traffic from a certain multicast group.

Even if more than one host on the LAN wants to receive traffic for that multicast group,

the router sends only one copy of each packet for that multicast group out on that

interface, because of the inherent broadcast nature of LANs. When the multicast group

membership protocol informs the router that there are no interested hosts on the subnet,

the packets are withheld and that leaf is pruned from the distribution tree.

The Internet Group Management Protocol (IGMP) and the Multicast Listener Discovery

(MLD) Protocol are the standard IP multicast group membership protocols: IGMP and

MLD have several versions that are supported by hosts and routers:

• IGMPv1—The original protocol defined in RFC 1112. An explicit join message is sent to

the router, but a timeout is used to determine when hosts leave a group. This process

wastes processing cycles on the router, especially on older or smaller routers.

• IGMPv2—Defined in RFC 2236. Among other features, IGMPv2 adds an explicit leave

message to the join message so that routers can more easily determine when a group

has no interested listeners on a LAN.

• IGMPv3—Defined in RFC 3376. Among other features, IGMPv3 optimizes support for

a single source of content for a multicast group, or source-specific multicast (SSM).

• MLDv1—Defined in RFC 2710. MLDv1 is similar to IGMPv2.

• MLDv2—Defined in RFC 3810. MLDv2 similar to IGMPv3.

The various versions of IGMP and MLD are backward compatible. It is common for a

router to run multiple versions of IGMP and MLD on LAN interfaces. Backward compatibility

is achieved by dropping back to the most basic of all versions run on a LAN. For example,

if one host is running IGMPv1, any router attached to the LAN running IGMPv2 can drop

back to IGMPv1 operation, effectively eliminating the IGMPv2 advantages. Running

multiple IGMP versions ensures that both IGMPv1 and IGMPv2 hosts find peers for their

versions on the router.

Understanding IGMP

The Internet Group Management Protocol (IGMP) manages the membership of hosts

and routers in multicast groups. IP hosts use IGMP to report their multicast group

memberships to any immediately neighboring multicast routers. Multicast routers use

IGMP to learn, for each of their attached physical networks, which groups have members.

IGMP is also used as the transport for several related multicast protocols (for example,

Distance Vector Multicast Routing Protocol [DVMRP] and Protocol Independent Multicast

version 1 [PIMv1]).
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IGMP is an integral part of IP and must be enabled on all routers and hosts that need to

receive IP multicast traffic.

For each attached network, a multicast router can be either a querier or a nonquerier.

The querier router periodically sends general query messages to solicit group membership

information. Hosts on the network that are members of a multicast group send report

messages. When a host leaves a group, it sends a leave group message.

IGMP version 3 (IGMPv3) supports inclusion and exclusion lists. Inclusion lists enable

you to specify which sources can send to a multicast group. This type of multicast group

is called a source-specific multicast (SSM) group, and its multicast address is 232/8.

IGMPv3 provides support for source filtering. For example, a router can specify particular

routers from which it accepts or rejects traffic. With IGMPv3, a multicast router can learn

which sources are of interest to neighboring routers.

Exclusion mode works the opposite of an inclusion list. It allows any source but the ones

listed to send to the SSM group.

IGMPv3 interoperates with versions 1 and 2 of the protocol. However, to remain compatible

with older IGMP hosts and routers, IGMPv3 routers must also implement versions 1 and

2 of the protocol. IGMPv3 supports the following membership-report record types: mode

is allowed, allow new sources, and block old sources.

Configuring IGMP

Before you begin:

1. Determine whether the router is directly attached to any multicast sources. Receivers

must be able to locate these sources.

2. Determine whether the router is directly attached to any multicast group receivers. If

receivers are present, IGMP is needed.

3. Determine whether to configure multicast to use sparse, dense, or sparse-dense mode.

Each mode has different configuration considerations.

4. Determine the address of the RP if sparse or sparse-dense mode is used.

5. Determine whether to locate the RP with the static configuration, BSR, or auto-RP

method.

6. Determine whether to configure multicast to use its own RPF routing table when

configuring PIM in sparse, dense, or sparse-dense mode.

7. Configure the SAP and SDP protocols to listen for multicast session announcements.

See “Configuring the Session Announcement Protocol” on page 563.

To configure the Internet Group Management Protocol (IGMP), include the igmp

statement:

igmp {
accounting;
interface interface-name {
disable;
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(accounting | no-accounting);
group-policy [ policy-names ];
immediate-leave;
oif-mapmap-name;
promiscuous-mode;
ssm-map ssm-map-name;
static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}
query-interval seconds;
query-last-member-interval seconds;
query-response-interval seconds;
robust-count number;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

You can include this statement at the following hierarchy levels:

• [edit protocols]

• [edit logical-systems logical-system-name protocols]

By default, IGMP is enabled on all interfaces on which you configure Protocol Independent

Multicast (PIM), and on all broadcast interfaces on which you configure the Distance

Vector Multicast Routing Protocol (DVMRP).

NOTE: You can configure IGMP on an interfacewithout configuring PIM. PIM
is generally not needed on IGMPdownstream interfaces. Therefore, only one
“pseudo PIM interface” is created to represent all IGMP downstream
(IGMP-only) interfaces on the router. This reduces the amount of router
resources, such asmemory, that are consumed. Youmust configure PIM on
upstream IGMP interfaces to enablemulticast routing, perform reverse-path
forwarding for multicast data packets, populate themulticast forwarding
table for upstream interfaces, and in the case of bidirectional PIM and PIM
sparsemode, todistribute IGMPgroupmemberships intothemulticast routing
domain.
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Enabling IGMP

The Internet Group Management Protocol (IGMP) manages multicast groups by

establishing, maintaining, and removing groups on a subnet. Multicast routing devices

use IGMP to learn which groups have members on each of their attached physical

networks. IGMP must be enabled for the router to receive IPv4 multicast packets. IGMP

is only needed for IPv4 networks, because multicast is handled differently in IPv6 networks.

IGMP is automatically enabled on all IPv4 interfaces on which you configure PIM and on

all IPv4 broadcast interfaces when you configure DVMRP.

If IGMP is not running on an interface—either because PIM and DVMRP are not configured

on the interface or because IGMP is explicitly disabled on the interface—you can explicitly

enable IGMP.

To explicitly enable IGMP:

1. If PIM and DVMRP are not running on the interface, explicitly enable IGMP by including

the interface name.

[edit protocols igmp]
user@host# set interface fe-0/0/0.0

2. See if IGMP is disabled on any interfaces. In the following example, IGMP is disabled

on a Gigabit Ethernet interface.

[edit protocols igmp]
user@host# show
interface fe-0/0/0.0;
interface ge-1/0/0.0 {
disable;

}

3. Enable IGMP on the interface by deleting the disable statement.

[edit protocols igmp]
delete interface ge-1/0/0.0 disable

4. Verify the configuration.

[edit protocols igmp]
user@host# show
interface fe-0/0/0.0;
interface ge-1/0/0.0;

5. Verify the operation of IGMP on the interfaces by checking the output of the show

igmp interface command.

Modifying the IGMPHost-Query Message Interval

The objective of IGMP is to keep routers up to date with group membership of the entire

subnet. Routers need not know who all the members are, only that members exist. Each

host keeps track of which multicast groups are subscribed to. On each link, one router is

elected the querier. The IGMP querier router periodically sends general host-query

messages on each attached network to solicit membership information. The messages

are sent to the all-systems multicast group address, 224.0.0.1.
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The query interval, the response interval, and the robustness variable are related in that

they are all variables that are used to calculate the group membership timeout. The

group membership timeout is the number of seconds that must pass before a multicast

router determines that no more members of a host group exist on a subnet. The group

membership timeout is calculated as the (robustness variable x query-interval) +

(query-response-interval). If no reports are received for a particular group before the

group membership timeout has expired, the routing device stops forwarding

remotely-originated multicast packets for that group onto the attached network.

By default, host-query messages are sent every 125 seconds. You can change this interval

to change the number of IGMP messages sent on the subnet.

To modify the query interval:

1. Configure the interval.

[edit protocols igmp]
user@host# set query-interval 200

The value can be from 1 through 1024 seconds.

2. Verify the configuration by checking the IGMP Query Interval field in the output of the

show igmp interface command.

3. Verify the operation of the query interval by checking the Membership Query field in

the output of the show igmp statistics command.

Modifying the IGMPQuery Response Interval

The query response interval is the maximum amount of time that can elapse between

when the querier router sends a host-query message and when it receives a response

from a host. Configuring this interval allows you to adjust the burst peaks of IGMP

messages on the subnet. Set a larger interval to make the traffic less bursty. Bursty traffic

refers to an uneven pattern of data transmission: sometimes a very high data transmission

rate, whereas at other times a very low data transmission rate.

The query response interval, the host-query interval, and the robustness variable are

related in that they are all variables that are used to calculate the group membership

timeout. The group membership timeout is the number of seconds that must pass before

a multicast router determines that no more members of a host group exist on a subnet.

The group membership timeout is calculated as the (robustness variable x query-interval)

+ (query-response-interval). If no reports are received for a particular group before the

group membership timeout has expired, the routing device stops forwarding remotely

originated multicast packets for that group onto the attached network.

The default query response interval is 10 seconds. You can configure a subsecond interval

up to one digit to the right of the decimal point. The configurable range is 0.1 through 0.9,

then in 1-second intervals 1 through 999,999.

To modify the query response interval:

1. Configure the interval.

[edit protocols igmp]
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user@host# set query-response-interval 0.4

2. Verify the configuration by checking the IGMP Query Response Interval field in the

output of the show igmp interface command.

3. Verify the operation of the query interval by checking the Membership Query field in

the output of the show igmp statistics command.

Specifying Immediate-Leave Host Removal for IGMP

The immediate leave setting is useful for minimizing the leave latency of IGMP

memberships. When this setting is enabled, the routing device leaves the multicast group

immediately after the last host leaves the multicast group.

The immediate-leave setting enables host tracking, meaning that the device keeps track

of the hosts that send join messages. This allows IGMP to determine when the last host

sends a leave message for the multicast group.

When the immediate leave setting is enabled, the device removes an interface from the

forwarding-table entry without first sending IGMP group-specific queries to the interface.

The interface is pruned from the multicast tree for the multicast group specified in the

IGMP leave message. The immediate leave setting ensures optimal bandwidth

management for hosts on a switched network, even when multiple multicast groups are

being used simultaneously.

When immediate leave is disabled and one host sends a leave group message, the routing

device first sends a group query to determine if another receiver responds. If no receiver

responds, the routing device removes all hosts on the interface from the multicast group.

Immediate leave is disabled by default for both IGMP version 2 and IGMP version 3.

NOTE: Although host tracking is enabled for IGMPv2 andMLDv1 when you
enable immediate leave, use immediate leavewith these versions onlywhen
there is one host on the interface. The reason is that IGMPv2 andMLDv1 use
a report suppressionmechanismwherebyonlyonehostonan interfacesends
a group join report in response to amembership query. The other interested
hosts suppress their reports. The purpose of this mechanism is to avoid a
flood of reports for the same group. But it also interferes with host tracking,
because the router only knows about the one interested host and does not
know about the others.

To enable immediate leave on an interface:

1. Configure immediate leave on the IGMP interface.

[edit protocols IGMP]
user@host# set interface ge-0/0/0.1 immediate-leave

2. Verify the configuration by checking the Immediate Leave field in the output of the

show igmp interface command.
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Filtering Unwanted IGMPReports at the IGMP Interface Level

Suppose you need to limit the subnets that can join a certain multicast group. The

group-policy statement enables you to filter unwanted IGMP reports at the interface

level. When this statement is enabled on a router running IGMP version 2 (IGMPv2) or

version 3 (IGMPv3), after the router receives an IGMP report, the router compares the

group against the specified group policy and performs the action configured in that policy

(for example, rejects the report if the policy matches the defined address or network).

You define the policy to match only IGMP group addresses (for IGMPv2) by using the

policy's route-filter statement to match the group address. You define the policy to match

IGMP (source, group) addresses (for IGMPv3) by using the policy's route-filter statement

to match the group address and the policy's source-address-filter statement to match

the source address.

To filter unwanted IGMP reports:

1. Configure an IGMPv2 policy.

[edit policy-statement reject_policy_v2]
user@host# set from route-filter 224.1.1.1/32 exact
user@host# set from route-filter 239.0.0.0/8 orlonger
user@host# set then reject

2. Configure an IGMPv3 policy.

[edit policy-statement reject_policy_v3]
user@host# set from route-filter 224.1.1.1/32 exact
user@host# set from route-filter 239.0.0.0/8 orlonger
user@host# set from source-address-filter 10.0.0.0/8 orlonger
user@host# set from source-address-filter 127.0.0.0/8 orlonger
user@host# set then reject

3. Apply the policies to the IGMP interfaces on which you prefer not to receive specific

group or (source, group) reports. In this example, ge-0/0/0.1 is running IGMPv2, and

ge-0/1/1.0 is running IGMPv3.

[edit protocols igmp]
user@host# set interface ge-0/0/0.1 group-policy reject_policy_v2
user@host# set interface ge-0/1/1.0 group-policy reject_policy_v3

4. Verify the operation of the filter by checking the Rejected Report field in the output

of the show igmp statistics command.

Accepting IGMPMessages fromRemote Subnetworks

By default, IGMP interfaces accept IGMP messages only from the same subnet. Including

the promiscuous-mode statement enables the routing device to accept IGMP messages

from indirectly connected subnets.

NOTE: When you enable IGMP on an unnumbered Ethernet interface that
uses a /32 loopback address as a donor address, youmust configure IGMP

promiscuousmode to accept the IGMP packets received on this interface.
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NOTE: When enabling promiscuous-mode, all routers on the ethernet
segmentmust be configured with the promiscuousmode statement.
Otherwise, only the interface configured with lowest IPv4 address acts as
the querier for IGMP for this Ethernet segment.

To enable IGMP promiscuous mode on an interface:

1. Configure the IGMP interface.

[edit protocols igmp]
user@host# set interface ge-0/1/1.0 promiscuous-mode

2. Verify the configuration by checking the Promiscuous Mode field in the output of the

show igmp interface command.

3. Verify the operation of the filter by checking the Rx non-local field in the output of the

show igmp statistics command.

Modifying the IGMP Last-Member Query Interval

The last-member query interval is the maximum amount of time between group-specific

query messages, including those sent in response to leave-group messages. You can

configure this interval to change the amount of time it takes a routing device to detect

the loss of the last member of a group.

When the routing device that is serving as the querier receives a leave-group message

from a host, the routing device sends multiple group-specific queries to the group being

left. The querier sends a specific number of these queries at a specific interval. The number

of queries sent is called the last-member query count. The interval at which the queries

are sent is called the last-member query interval. Because both settings are configurable,

you can adjust the leave latency. The IGMP leave latency is the time between a request

to leave a multicast group and the receipt of the last byte of data for the multicast group.

The last-member query count x (times) the last-member query interval = (equals) the

amount of time it takes a routing device to determine that the last member of a group

has left the group and to stop forwarding group traffic.

The default last-member query interval is 1 second. You can configure a subsecond

interval up to one digit to the right of the decimal point. The configurable range is 0.1

through 0.9, then in 1-second intervals 1 through 999,999.

To modify this interval:

1. Configure the time (in seconds) that the routing device waits for a report in response

to a group-specific query.

[edit protocols igmp]
user@host# set query-last-member-interval 0.1

2. Verify the configuration by checking the IGMP Last Member Query Interval field in the

output of the show igmp interfaces command.
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NOTE: You can configure the last-member query count by configuring the
robustness variable. The two are always equal.

Modifying the IGMPRobustness Variable

Fine-tune the IGMP robustness variable to allow for expected packet loss on a subnet.

The robust count automatically changes certain IGMP message intervals for IGMPv2 and

IGMPv3. Increasing the robust count allows for more packet loss but increases the leave

latency of the subnetwork.

When the query router receives an IGMP leave message on a shared network running

IGMPv2, the query router must send an IGMP group query message a specified number

of times. The number of IGMP group query messages sent is determined by the robust

count.

The value of the robustness variable is also used in calculating the following IGMP

message intervals:

• Group member interval—Amount of time that must pass before a multicast router

determines that there are no more members of a group on a network. This interval is

calculated as follows: (robustness variable x query-interval) + (1 x

query-response-interval).

• Other querier present interval—The robust count is used to calculate the amount of

time that must pass before a multicast router determines that there is no longer another

multicast router that is the querier. This interval is calculated as follows: (robustness

variable x query-interval) + (0.5 x query-response-interval).

• Last-member query count—Number of group-specific queries sent before the router

assumes there are no local members of a group. The number of queries is equal to the

value of the robustness variable.

In IGMPv3, a change of interface state causes the system to immediately transmit a

state-change report from that interface. In case the state-change report is missed by

one or more multicast routers, it is retransmitted. The number of times it is retransmitted

is the robust count minus one. In IGMPv3, the robust count is also a factor in determining

the group membership interval, the older version querier interval, and the other querier

present interval.

By default, the robustness variable is set to 2. You might want to increase this value if

you expect a subnet to lose packets.

The number can be from 2 through 10.

To change the value of the robustness variable:

1. Configure the robust count.

When you set the robust count, you are in effect configuring the number of times the

querier retries queries on the connected subnets.

[edit protocols igmp]
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user@host# set robust-count 5

2. Verify the configuration by checking the IGMP Robustness Count field in the output

of the show igmp interfaces command.

Limiting theMaximum IGMPMessage Rate

This section describes how to change the limit for the maximum number of IGMP packets

transmitted in 1 second by the router.

Increasing the maximum number of IGMP packets transmitted per second might be

useful on a router with a large number of interfaces participating in IGMP.

To change the limit for the maximum number of IGMP packets the router can transmit

in 1 second, include the maximum-transmit-rate statement and specify the maximum

number of packets per second to be transmitted.

Changing the IGMPVersion

By default, the routing device runs IGMPv2. Routing devices running different versions of

IGMP determine the lowest common version of IGMP that is supported by hosts on their

subnet and operate in that version.

To enable source-specific multicast (SSM) functionality, you must configure version 3

on the host and the host’s directly connected routing device. If a source address is specified

in a multicast group that is statically configured, the version must be set to IGMPv3.

If a static multicast group is configured with the source address defined, and the IGMP

version is configured to be version 2, the source is ignored and only the group is added.

In this case, the join is treated as an IGMPv2 group join.

If you configure the IGMP version setting at the individual interface hierarchy level, it

overrides the interface all statement.

If you have already configured the routing device to use IGMP version 1 (IGMPv1) and then

configure it to use IGMPv2, the routing device continues to use IGMPv1 for up to 6 minutes

and then uses IGMPv2.

To change to IGMPv3 for SSM functionality:

1. Configure the IGMP interface.

[edit protocols igmp]
user@host# set interface ge-0/0/0 version 3

2. Verify the configuration by checking the version field in the output of the show igmp

interfaces command. The show igmp statistics command has version-specific output

fields, such as V1 Membership Report, V2 Membership Report, and V3 Membership

Report.

Enabling IGMP Static GroupMembership

You can create IGMP static group membership to test multicast forwarding without a

receiver host. When you enable IGMP static group membership, data is forwarded to an
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interface without that interface receiving membership reports from downstream hosts.

The router on which you enable static IGMP group membership must be the designated

router (DR) for the subnet. Otherwise, traffic does not flow downstream.

When enabling IGMP static group membership, you cannot configure multiple groups

using the group-count, group-increment, source-count, and source-increment statements

if the all option is specified as the IGMP interface.

Class-of-service (CoS) adjustment is not supported with IGMP static group membership.

In this example, you create static group 225.1.1.1.

1. On the DR, configure the static groups to be created by including the static statement

and group statement and specifying which IP multicast address of the group to be

created. When creating groups individually, you must specify a unique address for

each group.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1

2. After you commit the configuration, use theshowconfigurationprotocol igmpcommand

to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
static {
group 225.1.1.1 ;

}
}

3. After you have committed the configuration and the source is sending traffic, use the

show igmp group command to verify that static group 225.1.1.1 has been created.

user@host> show igmp group
Interface: fe-0/1/2
     Group: 225.1.1.1
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static

NOTE: When you configure static IGMP group entries on point-to-point links
that connect routing devices to a rendezvous point (RP), the static IGMP
group entries do not generate join messages toward the RP.

When you create IGMP static group membership to test multicast forwarding on an

interface on which you want to receive multicast traffic, you can specify that a number

of static groups be automatically created. This is useful when you want to test forwarding

to multiple receivers without having to configure each receiver separately.

In this example, you create three groups.

1. On the DR, configure the number of static groups to be created by including the

group-count statement and specifying the number of groups to be created.
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[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1 group-count 3

2. After you commit the configuration, use theshowconfigurationprotocol igmpcommand

to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
static {
group 225.1.1.1 {
group-count 3;

}
}

}

3. After you have committed the configuration and after the source is sending traffic,

use the show igmp group command to verify that static groups 225.1.1.1, 225.1.1.2, and

225.1.1.3 have been created.

user@host> show igmp group
Interface: fe-0/1/2
     Group: 225.1.1.1
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static
     Group: 225.1.1.2
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static
     Group: 225.1.1.3
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static

When you create IGMP static group membership to test multicast forwarding on an

interface on which you want to receive multicast traffic, you can also configure the group

address to be automatically incremented for each group created. This is useful when

you want to test forwarding to multiple receivers without having to configure each receiver

separately and when you do not want the group addresses to be sequential.

In this example, you create three groups and increase the group address by an increment

of two for each group.

1. On the DR, configure the group address increment by including the group-increment

statement and specifying the number by which the address should be incremented

for each group. The increment is specified in dotted decimal notation similar to an

IPv4 address.

[edit protocols igmp]
user@host#set interface fe-0/1/2staticgroup225.1.1.1 group-count3group-increment
0.0.0.2

2. After you commit the configuration, use theshowconfigurationprotocol igmpcommand

to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
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version 3;
static {
group 225.1.1.1 {
group-increment 0.0.0.2;
group-count 3;

}
}

}

3. After you have committed the configuration and after the source is sending traffic,

use the show igmp group command to verify that static groups 225.1.1.1, 225.1.1.3, and

225.1.1.5 have been created.

user@host> show igmp group
Interface: fe-0/1/2
     Group: 225.1.1.1
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static
     Group: 225.1.1.3
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static
     Group: 225.1.1.5
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static

When you create IGMP static group membership to test multicast forwarding on an

interface on which you want to receive multicast traffic, and your network is operating

in source-specific multicast (SSM) mode, you can also specify that the multicast source

address be accepted. This is useful when you want to test forwarding to multicast

receivers from a specific multicast source.

If you specify a group address in the SSM range, you must also specify a source.

If a source address is specified in a multicast group that is statically configured, the IGMP

version on the interface must be set to IGMPv3. IGMPv2 is the default value.

In this example, you create group 225.1.1.1 and accept IP address 10.0.0.2 as the only

source.

1. On the DR, configure the source address by including the source statement and

specifying the IPv4 address of the source host.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1 source 10.0.0.2

2. After you commit the configuration, use theshowconfigurationprotocol igmpcommand

to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 225.1.1.1 {
source 10.0.0.2;
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}
}

}

3. After you have committed the configuration and the source is sending traffic, use the

show igmp group command to verify that static group 225.1.1.1 has been created and

that source 10.0.0.2 has been accepted.

user@host> show igmp group
Interface: fe-0/1/2
     Group: 225.1.1.1
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static

When you create IGMP static group membership to test multicast forwarding on an

interface on which you want to receive multicast traffic, you can specify that a number

of multicast sources be automatically accepted. This is useful when you want to test

forwarding to multicast receivers from more than one specified multicast source.

In this example, you create group 255.1.1.1 and accept addresses 10.0.0.2, 10.0.0.3, and

10.0.0.4 as the sources.

1. On the DR, configure the number of multicast source addresses to be accepted by

including the source-count statement and specifying the number of sources to be

accepted.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1 source 10.0.0.2 source-count
3

2. After you commit the configuration, use theshowconfigurationprotocol igmpcommand

to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 225.1.1.1 {
source 10.0.0.2 {
source-count 3;

}
}

}
}

3. After you have committed the configuration and the source is sending traffic, use the

show igmp group command to verify that static group 225.1.1.1 has been created and

that sources 10.0.0.2, 10.0.0.3, and 10.0.0.4 have been accepted.

user@host> show igmp group
Interface: fe-0/1/2
     Group: 225.1.1.1
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static
     Group: 225.1.1.1
         Source: 10.0.0.3
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         Last reported by: Local
         Timeout: 0 Type: Static
     Group: 225.1.1.1
         Source: 10.0.0.4
         Last reported by: Local
         Timeout: 0 Type: Static

When you configure static groups on an interface on which you want to receive multicast

traffic, and specify that a number of multicast sources be automatically accepted, you

can also specify the number by which the address should be incremented for each source

accepted. This is useful when you want to test forwarding to multiple receivers without

having to configure each receiver separately and you do not want the source addresses

to be sequential.

In this example, you create group 225.1.1.1 and accept addresses 10.0.0.2, 10.0.0.4, and

10.0.0.6 as the sources.

1. Configure the multicast source address increment by including the source-increment

statement and specifying the number by which the address should be incremented

for each source. The increment is specified in dotted decimal notation similar to an

IPv4 address.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1 source 10.0.0.2 source-count
3 source-increment 0.0.0.2

2. After you commit the configuration, use theshowconfigurationprotocol igmpcommand

to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 225.1.1.1 {
source 10.0.0.2 {
source-count 3;
source-increment 0.0.0.2;

}
}

}
}

3. After you have committed the configuration and after the source is sending traffic,

use the showigmpgroupcommand to verify that static group 225.1.1.1 has been created

and that sources 10.0.0.2, 10.0.0.4, and 10.0.0.6 have been accepted.

user@host> show igmp group
Interface: fe-0/1/2
     Group: 225.1.1.1
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static
     Group: 225.1.1.1
         Source: 10.0.0.4
         Last reported by: Local
         Timeout: 0 Type: Static
     Group: 225.1.1.1
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         Source: 10.0.0.6
         Last reported by: Local
         Timeout: 0 Type: Static

When you configure static groups on an interface on which you want to receive multicast

traffic and your network is operating in source-specific multicast (SSM) mode, you can

specify that certain multicast source addresses be excluded.

By default the multicast source address configured in a static group operates in include

mode. In include mode the multicast traffic for the group is accepted from the source

address configured. You can also configure the static group to operate in exclude mode.

In exclude mode the multicast traffic for the group is accepted from any address other

than the source address configured.

If a source address is specified in a multicast group that is statically configured, the IGMP

version on the interface must be set to IGMPv3. IGMPv2 is the default value.

In this example, you exclude address 10.0.0.2 as a source for group 225.1.1.1.

1. On the DR, configure a multicast static group to operate in exclude mode by including

the exclude statement and specifying which IPv4 source address to exclude.

[edit protocols igmp]
user@host# set interface fe-0/1/2 static group 225.1.1.1 exclude source 10.0.0.2

2. After you commit the configuration, use theshowconfigurationprotocol igmpcommand

to verify the IGMP protocol configuration.

user@host> show configuration protocol igmp

interface fe-0/1/2.0 {
version 3;
static {
group 225.1.1.1 {
exclude;
source 10.0.0.2;

}
}

}

3. After you have committed the configuration and the source is sending traffic, use the

show igmp group detail command to verify that static group 225.1.1.1 has been created

and that the static group is operating in exclude mode.

user@host> show igmp group detail
Interface: fe-0/1/2
     Group: 225.1.1.1
         Group mode: Exclude
         Source: 10.0.0.2
         Last reported by: Local
         Timeout: 0 Type: Static
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Recording IGMP Join and Leave Events

To determine whether IGMP tuning is needed in a network, you can configure the routing

device to record IGMP join and leave events. You can record events globally for the routing

device or for individual interfaces.

Table 9 on page 322 describes the recordable IGMP events.

Table 9: IGMP Event Messages

DefinitionERRMSG Tag

Records IGMP join events.RPD_IGMP_JOIN

Records IGMP leave events.RPD_IGMP_LEAVE

Records when IGMP accounting is enabled on an IGMP interface.RPD_IGMP_ACCOUNTING_ON

Records when IGMP accounting is disabled on an IGMP interface.RPD_IGMP_ACCOUNTING_OFF

Records IGMP membership timeout events.RPD_IGMP_MEMBERSHIP_TIMEOUT

To enable IGMP accounting:

1. Enable accounting globally or on an IGMP interface. This example shows both options.

[edit protocols igmp]
user@host# set accounting
user@host# set interface fe-0/1/0.2 accounting

2. Configure the events to be recorded and filter the events to a system log file with a

descriptive filename, such as igmp-events.

[edit system syslog file igmp-events]
user@host# set any info
user@host# setmatch “.*RPD_IGMP_JOIN.* | .*RPD_IGMP_LEAVE.* |
.*RPD_IGMP_ACCOUNTING.* | .*RPD_IGMP_MEMBERSHIP_TIMEOUT.*”

3. Periodically archive the log file.

This example rotates the file size when it reaches 100 KB and keeps three files.

[edit system syslog file igmp-events]
user@host# set archive size 100000
user@host# set archive files 3
user@host# set archive archive-sites “ftp://user@host1//var/tmp” password
“anonymous”

user@host# set archive archive-sites “ftp://user@host2//var/tmp” password “test”
user@host# set archive transfer-interval 24
user@host# set archive start-time 2011-01-07:12:30

4. You can monitor the system log file as entries are added to the file by running the

monitor start and monitor stop commands.

user@host>monitor start igmp-events
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*** igmp-events ***
Apr 16 13:08:23  host mgd[16416]: UI_CMDLINE_READ_LINE: User 'user', command 
'run monitor start igmp-events '
monitor 

Limiting the Number of IGMPMulticast Group Joins on Logical Interfaces

The group-limit statement enables you to limit the number of IGMP multicast group joins

for logical interfaces. When this statement is enabled on a router running IGMP version 2

(IGMPv2) or version 3 (IGMPv3), the limit is applied upon receipt of the group report.

Once the group limit is reached, subsequent join requests are rejected.

When configuring limits for IGMP multicast groups, keep the following in mind:

• Each any-source group (*,G) counts as one group toward the limit.

• Each source-specific group (S,G) counts as one group toward the limit.

• Groups in IGMPv3 exclude mode are counted toward the limit.

• Multiple source-specific groups count individually toward the group limit, even if they

are for the same group. For example, (S1, G1) and (S2, G1) would count as two groups

toward the configured limit.

• Combinations of any-source groups and source-specific groups count individually

toward the group limit, even if they are for the same group. For example, (*, G1) and

(S, G1) would count as two groups toward the configured limit.

• Configuring and committing a group limit on a network that is lower than what already

exists on the network results in the removal of all groups from the configuration. The

groups must then request to rejoin the network (up to the newly configured group

limit).

• You can dynamically limit multicast groups on IGMP logical interfaces using dynamic

profiles.

Beginning with Junos OS 12.2, you can optionally configure a system log warning threshold

for IGMP multicast group joins received on the logical interface. It is helpful to review the

system log messages for troubleshooting purposes and to detect if an excessive amount

of IGMP multicast group joins have been received on the interface. These log messages

convey when the configured group limit has been exceeded, when the configured threshold

has been exceeded, and when the number of groups drop below the configured threshold.

Thegroup-threshold statement enables you to configure the threshold at which a warning

message is logged. The range is 1 through 100 percent. The warning threshold is a

percentage of the group limit, so you must configure thegroup-limitstatement to configure

a warning threshold. For instance, when the number of groups exceed the configured

warning threshold, but remain below the configured group limit, multicast groups continue

to be accepted, and the device logs the warning message. In addition, the device logs a

warning message after the number of groups drop below the configured warning threshold.

You can further specify the amount of time (in seconds) between the log messages by

configuring the log-interval statement. The range is 6 through 32,767 seconds.
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You might consider throttling log messages because every entry added after the

configured threshold and every entry rejected after the configured limit causes a warning

message to be logged. By configuring a log interval, you can throttle the amount of system

log warning messages generated for IGMP multicast group joins.

To limit multicast group joins on an IGMP logical interface:

1. Access the logical interface at the IGMP protocol hierarchy level.

[edit]
user@host# edit protocols igmp interface interface-name

2. Specify the group limit for the interface.

[edit protocols igmp interface interface-name]
user@host# set group-limit limit

3. (Optional) Configure the threshold at which a warning message is logged.

[edit protocols igmp interface interface-name]
user@host# set group-threshold value

4. (Optional) Configure the amount of time between log messages.

[edit protocols igmp interface interface-name]
user@host# set log-interval seconds

To confirm your configuration, use the show protocols igmp command. To verify the

operation of IGMP on the interface, including the configured group limit and the optional

warning threshold and interval between log messages, use the show igmp interface

command.

Tracing IGMP Protocol Traffic

Tracing operations record detailed messages about the operation of routing protocols,

such as the various types of routing protocol packets sent and received, and routing policy

actions. You can specify which trace operations are logged by including specific tracing

flags. The following table describes the flags that you can include.

DescriptionFlag

Trace all operations.all

Trace notifications.client-notification

Trace general flow.general

Trace group operations.group

Trace host notifications.host-notification

Trace leave group messages (IGMPv2 only).leave

Trace mtrace packets. Use the mtrace command to
troubleshoot the software.

mtrace
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DescriptionFlag

Trace normal events.normal

Trace all IGMP packets.packets

Trace policy processing.policy

Trace IGMP membership query messages, including
general and group-specific queries.

query

Trace membership report messages.report

Trace routing information.route

Trace state transitions.state

Trace task processing.task

Trace timer processing.timer

In the following example, tracing is enabled for all routing protocol packets. Then tracing

is narrowed to focus only on IGMP packets of a particular type. To configure tracing

operations for IGMP:

1. (Optional) Configure tracing at the routing options level to trace all protocol packets.

[edit routing-options traceoptions]
user@host# set file all-packets-trace
user@host# set flag all

2. Configure the filename for the IGMP trace file.

[edit protocols igmp traceoptions]
user@host# set file igmp-trace

3. (Optional) Configure the maximum number of trace files.

[edit protocols igmp traceoptions]
user@host# set file files 5

4. (Optional) Configure the maximum size of each trace file.

[edit protocols igmp traceoptions]
user@host# set file size 1m

5. (Optional) Enable unrestricted file access.

[edit protocols igmp traceoptions]
user@host# set file world-readable

6. Configure tracing flags. Suppose you are troubleshooting issues with a particular

multicast group. The following example shows how to flag all events for packets

associated with the group IP address.

[edit protocols igmp traceoptions]
user@host# set flag group |match 232.1.1.2
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7. View the trace file.

user@host> file list /var/log
user@host> file show /var/log/igmp-trace

Disabling IGMP

To disable IGMP on an interface, include the disable statement:

disable;

You can include this statement at the following hierarchy levels:

• [edit protocols igmp interface interface-name]

• [edit logical-systems logical-system-name protocols igmp interface interface-name]

IGMP and Nonstop Active Routing

Nonstop active routing (NSR) configurations include two Routing Engines that share

information so that routing is not interrupted during Routing Engine failover. These NSR

configurations include passive support with IGMP in connection with PIM. The master

Routing Engine uses IGMP to determine its PIM multicast state, and this IGMP-derived

information is replicated on the backup Routing Engine. IGMP on the new master Routing

Engine (after failover) relearns the state information quickly through IGMP operation. In

the interim, the new master Routing Engine retains the IGMP-derived PIM state as received

by the replication process from the old master Routing Engine. This state information

times out unless refreshed by IGMP on the new master Routing Engine. No additional

IGMP configuration is required.

Related
Documentation

Examples: Configuring MLD on page 331•

Example: Configuring SSMMaps for Different Groups to Different Sources

• Multiple SSM Maps and Groups for Interfaces on page 326

• Example: Configuring Multiple SSM Maps Per Interface on page 326

Multiple SSMMaps and Groups for Interfaces

You can configure multiple source-specific multicast (SSM) maps so that different groups

map to different sources, which enables a single multicast group to map to different

sources for different interfaces.

Example: ConfiguringMultiple SSMMaps Per Interface

This example shows how to assign more than one SSM map to an IGMP interface.

• Requirements on page 327

• Overview on page 327

• Configuration on page 327

• Verification on page 329
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Requirements

This example requires Junos OS Release 11.4 or later.

Overview

In this example, you configure a routing policy, POLICY-ipv4-example1, that maps

multicast group join messages over an IGMP logical interface to IPv4 multicast source

addresses based on destination IP address as follows:

Multicast Source
Addresses

Multicast Group Join
Messages for a Route
Filter at This Destination
AddressRouting Policy Name

10.10.10.4,
192.168.43.66

232.1.1.1POLICY-ipv4-example1 term 1

10.10.10.5,
192.168.43.67

232.1.1.2POLICY-ipv4-example1 term 2

You apply routing policy POLICY-ipv4-example1 to IGMP logical interface fe-0/1/0.0.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see the CLI User Guide.

To configure this example, perform the following task:

CLI Quick
Configuration

To quickly configure this example, copy the following configuration commands into a
text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level.

set policy-options policy-statement POLICY-ipv4-example1 term 1 from route-filter
232.1.1.1/32 exact

set policy-options policy-statement POLICY-ipv4-example1 term 1 then ssm-source
10.10.10.4

set policy-options policy-statement POLICY-ipv4-example1 term 1 then ssm-source
192.168.43.66

set policy-options policy-statement POLICY-ipv4-example1 term 1 then accept
set policy-options policy-statement POLICY-ipv4-example1 term 2 from route-filter
232.1.1.2/32 exact

set policy-options policy-statement POLICY-ipv4-example1 term 2 then ssm-source
10.10.10.5

set policy-options policy-statement POLICY-ipv4-example1 term 2 then ssm-source
192.168.43.67

set policy-options policy-statement POLICY-ipv4-example1 term 2 then accept
set protocols igmp interface fe-0/1/0.0 ssm-map-policy POLICY-ipv4-example1
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Step-by-Step
Procedure

To configure multiple SSM maps per interface:

Configure protocol-independent routing options for route filter 232.1.1.1, and specify
the multicast source addresses to which matching multicast groups are to be
mapped.

[edit policy-options policy-statement POLICY-ipv4-example1 term 1]

1.

user@host# set from route-filter 232.1.1.1/32 exact
user@host# set then ssm-source 10.10.10.4
user@host# set then ssm-source 192.168.43.66
user@host# set then accept

2. Configure protocol-independent routing options for route filter 232.1.1.2, and specify
the multicast source addresses to which matching multicast groups are to be
mapped.

[edit policy-options policy-statement POLICY-ipv4-example1 term 2]
user@host# set from route-filter 232.1.1.2/32 exact
user@host# set then ssm-source 10.10.10.5
user@host# set then ssm-source 192.168.43.67
user@host# set then accept

3. Apply the policy map POLICY-ipv4-example1 to IGMP logical interface fe-0/1/1/0.

[edit protocols igmp interface fe-0/1/0.0]
user@host# set ssm-map-policy POLICY-ipv4-example1

Results After the configuration is committed, confirm the configuration by entering the
showpolicy-optionsand showprotocolsconfiguration mode commands. If the command
output does not display the intended configuration, repeat the instructions in this
procedure to correct the configuration.

user@host#> show policy-options
policy-statement POLICY-ipv4-example1 {
term 1 {
from {
route-filter 232.1.1.1/32 exact;

}
then {
ssm-source [ 10.10.10.4 192.168.43.66 ];
accept;

}
}
term 2{
from {
route-filter 232.1.1.2/32 exact;

}
then {
ssm-source [ 10.10.10.5 192.168.43.67 ];
accept;

}
}

}

user@host# show protocols
igmp {
interface fe-0/1/0.0 {
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ssm-map-policy POLICY-ipv4-example1;
}

}

Verification

Confirm that the configuration is working properly.

• Displaying Information About IGMP-Enabled Interfaces on page 329

• Displaying the PIM Groups on page 329

• Displaying the Entries in the IP Multicast Forwarding Table on page 329

Displaying Information About IGMP-Enabled Interfaces

Purpose Verify that the SSM map policy POLICY-ipv4-example1 is applied to logical interface

fe-0/1/0.0.

Action Use the show igmp interface operational mode command for the IGMP logical interface

to which you applied the SSM map policy.

user@host> show igmp interface
Interface: fe-0/1/0.0
    Querier: 10.111.30.1
    State:         Up Timeout:    None Version:  2 Groups:      2
    SSM Map Policy: POLICY-ipv4-example1;

Configured Parameters:
IGMP Query Interval: 125.0
IGMP Query Response Interval: 10.0
IGMP Last Member Query Interval: 1.0
IGMP Robustness Count: 2

Derived Parameters:
IGMP Membership Timeout: 260.0
IGMP Other Querier Present Timeout: 255.0

The command output displays the name of IGMP logical interface (fe-0/1/0.0), the

address of the routing device that has been elected to send membership queries and

group information.

Displaying the PIM Groups

Purpose Verify the Protocol Independent Multicast (PIM) source and group pair (S,G) entries.

Action Use the show pim join extensive 232.1.1.1 operational mode command to display the PIM

source and group pair (S,G) entries for the 232.1.1.1 group.

Displaying the Entries in the IP Multicast Forwarding Table

Purpose Verify that the IP multicast forwarding table displays the mroute state.

Action Use the showmulticast routeextensiveoperational mode command to display the entries

in the IP multicast forwarding table to verify that the Route state is active and that the

Forwarding state is forwarding.
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Related
Documentation

• Example: Configuring Source-Specific Multicast on page 254

• Example: Configuring Source-Specific Draft-Rosen 7 Multicast VPNs on page 506
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CHAPTER 7

Multicast Listener Discovery

• Examples: Configuring MLD on page 331

Examples: ConfiguringMLD

• Understanding MLD on page 331

• Configuring MLD on page 334

• Enabling MLD on page 335

• Modifying the MLD Version on page 336

• Modifying the MLD Host-Query Message Interval on page 336

• Modifying the MLD Query Response Interval on page 337

• Modifying the MLD Last-Member Query Interval on page 338

• Specifying Immediate-Leave Host Removal for MLD on page 338

• Filtering Unwanted MLD Reports at the MLD Interface Level on page 339

• Example: Modifying the MLD Robustness Variable on page 340

• Limiting the Maximum MLD Message Rate on page 341

• Enabling MLD Static Group Membership on page 342

• Example: Recording MLD Join and Leave Events on page 349

• Configuring the Number of MLD Multicast Group Joins on Logical Interfaces on page 351

• Tracing MLD Protocol Traffic on page 352

• Disabling MLD on page 354

UnderstandingMLD

The Multicast Listener Discovery (MLD) Protocol manages the membership of hosts and

routers in multicast groups. IP version 6 (IPv6) multicast routers use MLD to learn, for

each of their attached physical networks, which groups have interested listeners. Each

router maintains a list of host multicast addresses that have listeners for each subnetwork,

as well as a timer for each address. However, the router does not need to know the

address of each listener—just the address of each host. The router provides addresses

to the multicast routing protocol it uses, which ensures that multicast packets are

delivered to all subnetworks where there are interested listeners. In this way, MLD is used

as the transport for the Protocol Independent Multicast (PIM) Protocol.
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MLD is an integral part of IPv6 and must be enabled on all IPv6 routers and hosts that

need to receive IP multicast traffic. The Junos OS supports MLD versions 1 and 2. Version

2 is supported for source-specific multicast (SSM) include and exclude modes.

In include mode, the receiver specifies the source or sources it is interested in receiving

the multicast group traffic from. Exclude mode works the opposite of include mode. It

allows the receiver to specify the source or sources it is not interested in receiving the

multicast group traffic from.

For each attached network, a multicast router can be either a querier or a nonquerier. A

querier router, usually one per subnet, solicits group membership information by

transmitting MLD queries. When a host reports to the querier router that it has interested

listeners, the querier router forwards the membership information to the rendezvous

point (RP) router by means of the receiver's (host's) designated router (DR). This builds

the rendezvous-point tree (RPT) connecting the host with interested listeners to the RP

router. The RPT is the initial path used by the sender to transmit information to the

interested listeners. Nonquerier routers do not transmit MLD queries on a subnet but can

do so if the querier router fails.

All MLD-configured routers start as querier routers on each attached subnet (see Figure

44 on page 332). The querier router on the right is the receiver's DR.

Figure 44: Routers Start Up on a Subnet

To elect the querier router, the routers exchange query messages containing their IPv6

source addresses. If a router hears a query message whose IPv6 source address is

numerically lower than its own selected address, it becomes a nonquerier. In Figure 45

on page 333, the router on the left has a source address numerically lower than the one

on the right and therefore becomes the querier router.

NOTE: In the practical application of MLD, several routers on a subnet are
nonqueriers. If theelectedquerier router fails, querymessagesareexchanged
among the remaining routers. The routerwith the lowest IPv6sourceaddress
becomes thenewquerier router.The IPv6NeighborDiscoveryProtocol (NDP)
implementation drops incoming Neighbor Announcement (NA)messages
that have a broadcast or multicast address in the target link-layer address
option. This behavior is recommended by RFC 2461.
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Figure 45: Querier Router Is Determined

The querier router sends general MLD queries on the link-scope all-nodes multicast

address FF02::1 at short intervals to all attached subnets to solicit group membership

information (see Figure 46 on page 333). Within the query message is the maximum

response delay value, specifying the maximum allowed delay for the host to respond

with a report message.

Figure 46: General Query Message Is Issued

If interested listeners are attached to the host receiving the query, the host sends a report

containing the host's IPv6 address to the router (see Figure 47 on page 333). If the reported

address is not yet in the router's list of multicast addresses with interested listeners, the

address is added to the list and a timer is set for the address. If the address is already on

the list, the timer is reset. The host's address is transmitted to the RP in the PIM domain.

Figure 47: Reports Are Received by the Querier Router

If the host has no interested multicast listeners, it sends a done message to the querier

router. On receipt, the querier router issues a multicast address-specific query containing

the last listener query interval value to the multicast address of the host. If the router

does not receive a report from the multicast address, it removes the multicast address

from the list and notifies the RP in the PIM domain of its removal (see Figure 48 on

page 334).
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Figure 48: Host Has No Interested Receivers and Sends a DoneMessage
to Router

If a done message is not received by the querier router, the querier router continues to

send multicast address-specific queries. If the timer set for the address on receipt of the

last report expires, the querier router assumes there are no longer interested listeners on

that subnet, removes the multicast address from the list, and notifies the RP in the PIM

domain of its removal (see Figure 49 on page 334).

Figure 49: Host Address Timer Expires and Address Is Removed from
Multicast Address List

ConfiguringMLD

To configure the Multicast Listener Discovery (MLD) Protocol, include themld statement:

mld {
accounting;
interface interface-name {
disable;
(accounting | no-accounting);
group-policy [ policy-names ];
immediate-leave;
oif-map [map-names ];
passive;
ssm-map ssm-map-name;
static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}
maximum-transmit-rate packets-per-second;
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query-interval seconds;
query-last-member-interval seconds;
query-response-interval seconds;
robust-count number;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

You can include this statement at the following hierarchy levels:

• [edit protocols]

• [edit logical-systems logical-system-name protocols]

By default, MLD is enabled on all broadcast interfaces when you configure Protocol

Independent Multicast (PIM) or the Distance Vector Multicast Routing Protocol (DVMRP).

EnablingMLD

The Multicast Listener Discovery (MLD) Protocol manages multicast groups by

establishing, maintaining, and removing groups on a subnet. Multicast routing devices

use MLD to learn which groups have members on each of their attached physical networks.

MLD must be enabled for the router to receive IPv6 multicast packets. MLD is only needed

for IPv6 networks, because multicast is handled differently in IPv4 networks. MLD is

enabled on all IPv6 interfaces on which you configure PIM and on all IPv6 broadcast

interfaces when you configure DVMRP.

MLD specifies different behaviors for multicast listeners and for routers. When a router

is also a listener, the router responds to its own messages. If a router has more than one

interface to the same link, it needs to perform the router behavior over only one of those

interfaces. Listeners, on the other hand, must perform the listener behavior on all interfaces

connected to potential receivers of multicast traffic.

If MLD is not running on an interface—either because PIM and DVMRP are not configured

on the interface or because MLD is explicitly disabled on the interface—you can explicitly

enable MLD.

To explicitly enable MLD:

1. If PIM and DVMRP are not running on the interface, explicitly enable MLD by including

the interface name.

[edit protocolsmld]
user@host# set interface fe-0/0/0.0

2. Check to see if MLD is disabled on any interfaces. In the following example, MLD is

disabled on a Gigabit Ethernet interface.

[edit protocols mld]
user@host# show

interface fe-0/0/0.0;
interface ge-0/0/0.0 {
    disable;
}
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3. Enable MLD on the interface by deleting the disable statement.

[edit protocols mld]
delete interface ge-0/0/0.0 disable

4. Verify the configuration.

[edit protocols mld]
user@host# show

interface fe-0/0/0.0;
interface ge-0/0/0.0;

5. Verify the operation of MLD by checking the output of the showmld interfacecommand.

Modifying theMLD Version

By default, the router supports MLD version 1 (MLDv1). To enable the router to use MLD

version 2 (MLDv2) for source-specific multicast (SSM) only, include the version 2

statement.

If you configure the MLD version setting at the individual interface hierarchy level, it

overrides configuring the IGMP version using the interface all statement.

If a source address is specified in a multicast group that is statically configured, the version

must be set to MLDv2.

To change an MLD interface to version 2:

1. Configure the MLD interface.

[edit protocolsmld]
user@host# set interface fe-0/0/0.0 version 2

2. Verify the configuration by checking the version field in the output of the showmld

interface command. The showmld statistics command has version-specific output

fields, such as the counters in the MLDMessage type field.

Modifying theMLDHost-Query Message Interval

The objective of MLD is to keep routers up to date with IPv6 group membership of the

entire subnet. Routers need not know who all the members are, only that members exist.

Each host keeps track of which multicast groups are subscribed to. On each link, one

router is elected the querier. The MLD querier router periodically sends general host-query

messages on each attached network to solicit membership information. These messages

solicit group membership information and are sent to the link-scope all-nodes address

FF02::1. A general host-query message has a maximum response time that you can set

by configuring the query response interval.

The query response timeout, the query interval, and the robustness variable are related

in that they are all variables that are used to calculate the multicast listener interval. The

multicast listener interval is the number of seconds that must pass before a multicast

router determines that no more members of a host group exist on a subnet. The multicast

listener interval is calculated as the (robustness variable x query-interval) + (1 x

query-response-interval). If no reports are received for a particular group before the
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multicast listener interval has expired, the routing device stops forwarding

remotely-originated multicast packets for that group onto the attached network.

By default, host-query messages are sent every 125 seconds. You can change this interval

to change the number of MLD messages sent on the subnet.

To modify the query interval:

1. Configure the interval.

[edit protocolsmld]
user@host# set query-interval 200

The value can be from 1 through 1024 seconds.

2. Verify the configuration by checking the MLDQuery Interval field in the output of the

showmld interface command.

3. Verify the operation of the query interval by checking the Listener Query field in the

output of the showmld statistics command.

Modifying theMLDQuery Response Interval

The query response interval is the maximum amount of time that can elapse between

when the querier router sends a host-query message and when it receives a response

from a host. You can change this interval to adjust the burst peaks of MLD messages on

the subnet. Set a larger interval to make the traffic less bursty.

The query response timeout, the query interval, and the robustness variable are related

in that they are all variables that are used to calculate the multicast listener interval. The

multicast listener interval is the number of seconds that must pass before a multicast

router determines that no more members of a host group exist on a subnet. The multicast

listener interval is calculated as the (robustness variable x query-interval) + (1 x

query-response-interval). If no reports are received for a particular group before the

multicast listener interval has expired, the routing device stops forwarding

remotely-originated multicast packets for that group onto the attached network.

The default query response interval is 10 seconds. You can configure a subsecond interval

up to one digit to the right of the decimal point. The configurable range is 0.1 through 0.9,

then in 1-second intervals 1 through 999,999.

To modify the query response interval:

1. Configure the interval.

[edit protocolsmld]
user@host# set query-response-interval 0.5

2. Verify the configuration by checking theMLDQueryResponse Interval field in the output

of the showmld interface command.

3. Verify the operation of the query interval by checking the Listener Query field in the

output of the showmld statistics command.
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Modifying theMLD Last-Member Query Interval

The last-member query interval (also called the last-listener query interval) is the

maximum amount of time between group-specific query messages, including those sent

in response to done messages sent on the link-scope-all-routers address FF02::2. You

can lower this interval to reduce the amount of time it takes a router to detect the loss

of the last member of a group.

When the routing device that is serving as the querier receives a leave-group (done)

message from a host, the routing device sends multiple group-specific queries to the

group. The querier sends a specific number of these queries, and it sends them at a

specific interval. The number of queries sent is called the last-listener query count. The

interval at which the queries are sent is called the last-listener query interval. Both settings

are configurable, thus allowing you to adjust the leave latency. The IGMP leave latency

is the time between a request to leave a multicast group and the receipt of the last byte

of data for the multicast group.

The last-listener query count x (times) the last-listener query interval = (equals) the

amount of time it takes a routing device to determine that the last member of a group

has left the group and to stop forwarding group traffic.

The default last-listener query interval is 1 second. You can configure a subsecond interval

up to one digit to the right of the decimal point. The configurable range is 0.1 through 0.9,

then in 1-second intervals 1 through 999,999.

To modify this interval:

1. Configure the time (in seconds) that the routing device waits for a report in response

to a group-specific query.

[edit protocolsmld]
user@host# set query-last-member-interval 0.1

2. Verify the configuration by checking the MLD Last Member Query Interval field in the

output of the show igmp interfaces command.

NOTE: You can configure the last-member query count by configuring the
robustness variable. The two are always equal.

Specifying Immediate-Leave Host Removal for MLD

The immediate leave setting is useful for minimizing the leave latency of MLD

memberships. When this setting is enabled, the routing device leaves the multicast group

immediately after the last host leaves the multicast group.

The immediate-leave setting enables host tracking, meaning that the device keeps track

of the hosts that send join messages. This allows MLD to determine when the last host

sends a leave message for the multicast group.
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When the immediate leave setting is enabled, the device removes an interface from the

forwarding-table entry without first sending MLD group-specific queries to the interface.

The interface is pruned from the multicast tree for the multicast group specified in the

MLD leave message. The immediate leave setting ensures optimal bandwidth

management for hosts on a switched network, even when multiple multicast groups are

being used simultaneously.

When immediate leave is disabled and one host sends a leave group message, the routing

device first sends a group query to determine if another receiver responds. If no receiver

responds, the routing device removes all hosts on the interface from the multicast group.

Immediate leave is disabled by default for both MLD version 1 and MLD version 2.

NOTE: Although host tracking is enabled for IGMPv2 andMLDv1 when you
enable immediate leave, use immediate leavewith these versions onlywhen
there is one host on the interface. The reason is that IGMPv2 andMLDv1 use
a report suppressionmechanismwherebyonlyonehostonan interfacesends
a group join report in response to amembership query. The other interested
hosts suppress their reports. The purpose of this mechanism is to avoid a
flood of reports for the same group. But it also interferes with host tracking,
because the router only knows about the one interested host and does not
know about the others.

To enable immediate leave:

1. Configure immediate leave on the MLD interface.

[edit protocolsmld]
user@host# set interface ge-0/0/0.1 immediate-leave

2. Verify the configuration by checking the Immediate Leave field in the output of the

showmld interface command.

Filtering UnwantedMLD Reports at theMLD Interface Level

Suppose you need to limit the subnets that can join a certain multicast group. The

group-policy statement enables you to filter unwanted MLD reports at the interface level.

When the group-policy statement is enabled on a router, after the router receives an MLD

report, the router compares the group against the specified group policy and performs

the action configured in that policy (for example, rejects the report if the policy matches

the defined address or network).

You define the policy to match only MLD group addresses (for MLDv1) by using the policy's

route-filter statement to match the group address. You define the policy to match MLD

(source, group) addresses (for MLDv2) by using the policy's route-filter statement to

match the group address and the policy's source-address-filter statement to match the

source address.

To filter unwanted MLD reports:

1. Configure an MLDv1 policy.
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[edit policy-statement reject_policy_v1]
user@host# set from route-filter fec0:1:1:4::/64 exact
user@host# set then reject

2. Configure an MLDv2 policy.

[edit policy-statement reject_policy_v2]
user@host# set from route-filter fec0:1:1:4::/64 exact
user@host# set from source-address-filter fe80::2e0:81ff:fe05:1a8d/32 orlonger
user@host# set then reject

3. Apply the policies to the MLD interfaces where you prefer not to receive specific group

or (source, group) reports. In this example,ge-0/0/0.1 is running MLDv1 andge-0/1/1.0

is running MLDv2.

[edit protocolsmld]
user@host# set interface ge-0/0/0.1 group-policy reject_policy_v1
user@host# set interface ge-0/1/1.0 group-policy reject_policy_v2

4. Verify the operation of the filter by checking the Rejected Report field in the output of

the showmld statistics command.

Example: Modifying theMLD Robustness Variable

This example shows how to configure and verify the MLD robustness variable in a multicast

domain.

• Requirements on page 340

• Overview on page 340

• Configuration on page 341

• Verification on page 341

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

• Enable IPv6 unicast routing. See the Junos OS Routing Protocols Configuration Guide.

• Enable PIM. See “PIM Overview” on page 15.

Overview

The MLD robustness variable can be fine-tuned to allow for expected packet loss on a

subnet. Increasing the robust count allows for more packet loss but increases the leave

latency of the subnetwork.

The value of the robustness variable is used in calculating the following MLD message

intervals:
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• Group member interval—Amount of time that must pass before a multicast router

determines that there are no more members of a group on a network. This interval is

calculated as follows: (robustness variable x query-interval) + (1 x

query-response-interval).

• Other querier present interval—Amount of time that must pass before a multicast

router determines that there is no longer another multicast router that is the querier.

This interval is calculated as follows: (robustness variable x query-interval) + (0.5 x

query-response-interval).

• Last-member query count—Number of group-specific queries sent before the router

assumes there are no local members of a group. The default number is the value of

the robustness variable.

By default, the robustness variable is set to 2. The number can be from 2 through 10. You

might want to increase this value if you expect a subnet to lose packets.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set protocolsmld robust-count 5

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To change the value of the robustness variable:

1. Configure the robust count.

[edit protocolsmld]
user@host# set robust-count 5

2. If you are done configuring the device, commit the configuration.

[edit protocolsmld]
user@host# commit

Verification

To verify the configuration is working properly, check the MLDRobustness Count field in

the output of the showmld interfaces command.

Limiting theMaximumMLDMessage Rate

You can change the limit for the maximum number of MLD packets transmitted in 1

second by the router.

Increasing the maximum number of MLD packets transmitted per second might be useful

on a router with a large number of interfaces participating in MLD.
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To change the limit for the maximum number of MLD packets the router can transmit in

1 second, include the maximum-transmit-rate statement and specify the maximum

number of packets per second to be transmitted.

EnablingMLD Static GroupMembership

You can create MLD static group membership to test multicast forwarding without a

receiver host. When you enable MLD static group membership, data is forwarded to an

interface without that interface receiving membership reports from downstream hosts.

Class-of-service (CoS) adjustment is not supported with MLD static group membership.

When you configure static groups on an interface on which you want to receive multicast

traffic, you can specify the number of static groups to be automatically created.

In this example, you create static group ff02::1:ff05:1a8d.

1. Configure the static groups to be created by including the static statement and group

statement and specifying which IPv6 multicast address of the group to be created.

[edit protocolsmld]
user@host# set interface fe-0/1/2 static group ff02::1:ff05:1a8d

2. After you commit the configuration, use the showconfigurationprotocolmldcommand

to verify the MLD protocol configuration.

user@host> show configuration protocol mld

interface fe-0/1/2.0 {
static {
group ff02::1:ff05:1a8d;

}
}

3. After you have committed the configuration and after the source is sending traffic,

use the showmld group command to verify that static group ff02::1:ff05:1a8d has

been created.

user@host> showmld group
Interface: fe-0/1/2
Group: ff02::1:ff05:1a8d 
Group mode: Include
Source: fe80::2e0:81ff:fe05:1a8d
Last reported by: Local
Timeout: 0 Type: Static

NOTE: Youmust specify a unique address for each group.
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When you create MLD static group membership to test multicast forwarding on an

interface on which you want to receive multicast traffic, you can specify that a number

of static groups be automatically created. This is useful when you want to test forwarding

to multiple receivers without having to configure each receiver separately.

In this example, you create three groups.

1. Configure the number of static groups to be created by including the group-count

statement and specifying the number of groups to be created.

[edit protocolsmld]
user@host# set interface fe-0/1/2 static group ff02::1:ff05:1a8d group-count 3

2. After you commit the configuration, use the showconfigurationprotocolmldcommand

to verify the MLD protocol configuration.

user@host> show configuration protocol mld

interface fe-0/1/2.0 {
static {
group ff02::1:ff05:1a8d {
group-count 3;

}
}

}

3. After you have committed the configuration and the source is sending traffic, use the

showmldgroupcommand to verify that static groups ff02::1:ff05:1a8d, ff02::1:ff05:1a8e,

and ff02::1:ff05:1a8f have been created.

user@host> showmld group

Interface: fe-0/1/2
     Group: ff02::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static
Interface: fe-0/1/2
     Group: ff02::1:ff05:1a8e
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static
Interface: fe-0/1/2
     Group: ff02::1:ff05:1a8f
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static
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When you configure static groups on an interface on which you want to receive multicast

traffic and you specify the number of static groups to be automatically created, you can

also configure the group address to be automatically incremented by some number of

addresses.

In this example, you create three groups and increase the group address by an increment

of two for each group.

1. Configure the group address increment by including the group-increment statement

and specifying the number by which the address should be incremented for each

group. The increment is specified in a format similar to an IPv6 address.

[edit protocolsmld]
user@host# set interface fe-0/1/2 static group ff02::1:ff05:1a8d group-count 3
group-increment ::2

2. After you commit the configuration, use the showconfigurationprotocolmldcommand

to verify the MLD protocol configuration.

user@host> show configuration protocol mld

interface fe-0/1/2.0 {
static {
group ff02::1:ff05:1a8d {
group-increment ::2;
group-count 3;

}
}

}

3. After you have committed the configuration and the source is sending traffic, use the

showmldgroupcommand to verify that static groups ff02::1:ff05:1a8d, ff02::1:ff05:1a8f,

and ff02::1:ff05:1a91 have been created.

user@host> showmld group

Interface: fe-0/1/2
     Group: ff02::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static
Interface: fe-0/1/2
     Group: ff02::1:ff05:1a8f
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static
Interface: fe-0/1/2
     Group: ff02::1:ff05:1a91
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static
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When you configure static groups on an interface on which you want to receive multicast

traffic and your network is operating in source-specific multicast (SSM) mode, you can

specify the multicast source address to be accepted.

If you specify a group address in the SSM range, you must also specify a source.

If a source address is specified in a multicast group that is statically configured, the MLD

version must be set to MLDv2 on the interface. MLDv1 is the default value.

In this example, you create group ff02::1:ff05:1a8d and accept IPv6 address

fe80::2e0:81ff:fe05:1a8d as the only source.

1. Configure the source address by including the source statement and specifying the

IPv6 address of the source host.

[edit protocolsmld]
user@host# set interface fe-0/1/2 static group ff02::1:ff05:1a8d source
fe80::2e0:81ff:fe05:1a8d

2. After you commit the configuration, use the showconfigurationprotocolmldcommand

to verify the MLD protocol configuration.

user@host> show configuration protocol mld

interface fe-0/1/2.0 {
static {
group ff02::1:ff05:1a8d {
source fe80::2e0:81ff:fe05:1a8d;

}
}

}

3. After you have committed the configuration and the source is sending traffic, use the

showmldgroupcommand to verify that static group ff02::1:ff05:1a8d has been created

and that source fe80::2e0:81ff:fe05:1a8d has been accepted.

user@host> showmld group

Interface: fe-0/1/2
     Group: ff02::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static

When you configure static groups on an interface on which you want to receive multicast

traffic, you can specify a number of multicast sources to be automatically accepted.

In this example, you create static group ff02::1:ff05:1a8d and accept

fe80::2e0:81ff:fe05:1a8d, fe80::2e0:81ff:fe05:1a8e, and fe80::2e0:81ff:fe05:1a8f as the

source addresses.

1. Configure the number of multicast source addresses to be accepted by including the

source-count statement and specifying the number of sources to be accepted.

[edit protocolsmld]
user@host# set interface fe-0/1/2 static group ff02::1:ff05:1a8d source
fe80::2e0:81ff:fe05:1a8d source-count 3
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2. After you commit the configuration, use the showconfigurationprotocolmldcommand

to verify the MLD protocol configuration.

user@host> show configuration protocol mld

interface fe-0/1/2.0 {
static {
group ff02::1:ff05:1a8d {
source fe80::2e0:81ff:fe05:1a8d {
source-count 3;

}
}

}
}

3. After you have committed the configuration and the source is sending traffic, use the

showmldgroupcommand to verify that static group ff02::1:ff05:1a8d has been created

and that sources fe80::2e0:81ff:fe05:1a8d, fe80::2e0:81ff:fe05:1a8e, and

fe80::2e0:81ff:fe05:1a8f have been accepted.

user@host> showmld group

Interface: fe-0/1/2
     Group: ff02::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static
Interface: fe-0/1/2
     Group: ff02::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a8e
         Last reported by: Local
         Timeout: 0 Type: Static
Interface: fe-0/1/2
     Group: ff02::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a8f
         Last reported by: Local
         Timeout: 0 Type: Static

When you configure static groups on an interface on which you want to receive multicast

traffic, and specify a number of multicast sources to be automatically accepted, you can

also specify the number by which the address should be incremented for each source

accepted.

In this example, you create static group ff02::1:ff05:1a8d and accept

fe80::2e0:81ff:fe05:1a8d, fe80::2e0:81ff:fe05:1a8f, and fe80::2e0:81ff:fe05:1a91 as the

sources.

1. Configure the number of multicast source addresses to be accepted by including the

source-increment statement and specifying the number of sources to be accepted.

[edit protocolsmld]
user@host# set interface fe-0/1/2 static group ff02::1:ff05:1a8d source
fe80::2e0:81ff:fe05:1a8d source-count 3 source-increment ::2

2. After you commit the configuration, use the showconfigurationprotocolmldcommand

to verify the MLD protocol configuration.

user@host> show configuration protocol mld
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interface fe-0/1/2.0 {
static {
group ff02::1:ff05:1a8d {
source fe80::2e0:81ff:fe05:1a8d {
source-count 3;
source-increment ::2;

}
}

}
}

3. After you have committed the configuration and the source is sending traffic, use the

showmldgroupcommand to verify that static group ff02::1:ff05:1a8d has been created

and that sources fe80::2e0:81ff:fe05:1a8d, fe80::2e0:81ff:fe05:1a8f, and

fe80::2e0:81ff:fe05:1a91 have been accepted.

user@host> showmld group

Interface: fe-0/1/2
     Group: ff02::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static
Interface: fe-0/1/2
     Group: ff02::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a8f
         Last reported by: Local
         Timeout: 0 Type: Static
Interface: fe-0/1/2
     Group: ff02::1:ff05:1a8d
         Source: fe80::2e0:81ff:fe05:1a91
         Last reported by: Local
         Timeout: 0 Type: Static

Interface: fe-0/1/2
Group: ff02::1:ff05:1a8d
Group mode: Include
Source: fe80::2e0:81ff:fe05:1a8d
Last reported by: Local
Timeout: 0 Type: Static
Group: ff02::1:ff05:1a8d
Group mode: Include
Source: fe80::2e0:81ff:fe05:1a8f
Last reported by: Local
Timeout: 0 Type: Static
Group: ff02::1:ff05:1a8d
Group mode: Include
Source: fe80::2e0:81ff:fe05:1a91
Last reported by: Local
Timeout: 0 Type: Static
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When you configure static groups on an interface on which you want to receive multicast

traffic and your network is operating in source-specific multicast (SSM) mode, you can

specify that certain multicast source addresses be excluded.

By default the multicast source address configured in a static group operates in include

mode. In include mode the multicast traffic for the group is accepted from the configured

source address. You can also configure the static group to operate in exclude mode. In

exclude mode the multicast traffic for the group is accepted from any address other than

the configured source address.

If a source address is specified in a multicast group that is statically configured, the MLD

version must be set to MLDv2 on the interface. MLDv1 is the default value.

In this example, you exclude address fe80::2e0:81ff:fe05:1a8d as a source for group

ff02::1:ff05:1a8d.

1. Configure a multicast static group to operate in exclude mode by including the exclude

statement and specifying which IPv6 source address to be excluded.

[edit protocolsmld]
user@host# set interface fe-0/1/2 static group ff02::1:ff05:1a8d exclude source
fe80::2e0:81ff:fe05:1a8d

2. After you commit the configuration, use the showconfigurationprotocolmldcommand

to verify the MLD protocol configuration.

user@host> show configuration protocol mld

interface fe-0/1/2.0 {
static {
group ff02::1:ff05:1a8d {
exclude;
source fe80::2e0:81ff:fe05:1a8d;

}
}

}

3. After you have committed the configuration and the source is sending traffic, use the

showmld group detail command to verify that static group ff02::1:ff05:1a8d has been

created and that the static group is operating in exclude mode.

user@host> showmld group detail
Interface: fe-0/1/2
     Group: ff02::1:ff05:1a8d
         Group mode: Exclude
         Source: fe80::2e0:81ff:fe05:1a8d
         Last reported by: Local
         Timeout: 0 Type: Static

Similar configuration is available for IPv4 multicast traffic using the IGMP protocol.
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Example: RecordingMLD Join and Leave Events

This example shows how to determine whether MLD tuning is needed in a network by

configuring the routing device to record MLD join and leave events.

• Requirements on page 349

• Overview on page 349

• Configuration on page 349

• Verification on page 350

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

• Enable IPv6 unicast routing. See the Junos OS Routing Protocols Configuration Guide.

• Enable PIM. See “PIM Overview” on page 15.

Overview

Table 10 on page 349 describes the recordable MLD join and leave events.

Table 10: MLD Event Messages

DefinitionERRMSG Tag

Records MLD join events.RPD_MLD_JOIN

Records MLD leave events.RPD_MLD_LEAVE

Records when MLD accounting is enabled on an MLD interface.RPD_MLD_ACCOUNTING_ON

Records when MLD accounting is disabled on an MLD interface.RPD_MLD_ACCOUNTING_OFF

Records MLD membership timeout events.RPD_MLD_MEMBERSHIP_TIMEOUT

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set protocolsmld interface fe-0/1/0.2 accounting
set system syslog file mld-events any info
set system syslog file mld-eventsmatch ".*RPD_MLD_JOIN.* | .*RPD_MLD_LEAVE.* |
.*RPD_MLD_ACCOUNTING.* | .*RPD_MLD_MEMBERSHIP_TIMEOUT.*"

set system syslog file mld-events archive size 100000
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set system syslog file mld-events archive files 3
set system syslog file mld-events archive transfer-interval 1440
set system syslog file mld-events archive archive-sites "ftp://user@host1//var/tmp"
password "anonymous"

set system syslog file mld-events archive archive-sites "ftp://user@host2//var/tmp"
password "test"

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure recording of MLD join and leave events:

1. Enable accounting globally or on an MLD interface. This example shows the interface
configuration.

[edit protocolsmld]
user@host# set interface fe–0/1/0.2 accounting

2. Configure the events to be recorded, and filter the events to a system log file with

a descriptive filename, such as mld-events.

[edit system syslog file mld-events]
user@host# set any info
[edit system syslog file mld-events]
user@host# setmatch “.*RPD_MLD_JOIN.* | .*RPD_MLD_LEAVE.* |
.*RPD_MLD_ACCOUNTING.* | .*RPD_MLD_MEMBERSHIP_TIMEOUT.*”

3. Periodically archive the log file.

This example rotates the file every 24 hours (1440 minutes) when it reaches 100 KB

and keeps three files.

[edit system syslog file mld-events]
user@host# set archive size 100000
[edit system syslog file mld-events]
user@host# set archive files 3
[edit system syslog file mld-events]
user@host# set archive archive-sites “ftp://user@host1//var/tmp” password
“anonymous”

[edit system syslog file mld-events]
user@host#setarchivearchive-sites“ftp://user@host2//var/tmp”password“test”
[edit system syslog file mld-events]
user@host# set archive transfer-interval 1440
[edit system syslog file mld-events]
user@host# set archive start-time 2011–01–07:12:30

4. If you are done configuring the device, commit the configuration.

[edit system syslog file mld-events]]
user@host# commit

Verification

You can view the system log file by running the file show command.

user@host> file showmld-events

Copyright © 2013, Juniper Networks, Inc.350

Multicast Protocols Configuration Guide



You can monitor the system log file as entries are added to the file by running themonitor

start and monitor stop commands.

user@host>monitor start mld-events

*** mld-events ***
Apr 16 13:08:23  host mgd[16416]: UI_CMDLINE_READ_LINE: User 'user', command 'run
 monitor start mld-events '
monitor 

Configuring the Number of MLDMulticast Group Joins on Logical Interfaces

The group-limit statement enables you to limit the number of MLD multicast group joins

for logical interfaces. When this statement is enabled on a router running MLD version 2,

the limit is applied upon receipt of the group report. Once the group limit is reached,

subsequent join requests are rejected.

When configuring limits for MLD multicast groups, keep the following in mind:

• Each any-source group (*,G) counts as one group toward the limit.

• Each source-specific group (S,G) counts as one group toward the limit.

• Groups in MLDv2 exclude mode are counted toward the limit.

• Multiple source-specific groups count individually toward the group limit, even if they

are for the same group. For example, (S1, G1) and (S2, G1) would count as two groups

toward the configured limit.

• Combinations of any-source groups and source-specific groups count individually

toward the group limit, even if they are for the same group. For example, (*, G1) and

(S, G1) would count as two groups toward the configured limit.

• Configuring and committing a group limit on a network that is lower than what already

exists on the network results in the removal of all groups from the configuration. The

groups must then request to rejoin the network (up to the newly configured group

limit).

• You can dynamically limit multicast groups on MLD logical interfaces by using dynamic

profiles. For detailed information about creating dynamic profiles, see the Junos OS

Subscriber Management, Release 12.3.

Beginning with Junos OS 12.2, you can optionally configure a system log warning threshold

for MLD muticast group joins received on the logical interface. It is helpful to review the

system log messages for troubleshooting purposes and to detect if an excessive amount

of MLD multicast group joins have been received on the interface. These log messages

convey when the configured group limit has been exceeded, when the configured threshold

has been exceeded, and when the number of groups drop below the configured threshold.

Thegroup-threshold statement enables you to configure the threshold at which a warning

message is logged. The range is 1 through 100 percent. The warning threshold is a

percentage of the group limit, so you must configure thegroup-limitstatement to configure

a warning threshold. For instance, when the number of groups exceed the configured

warning threshold, but remain below the configured group limit, multicast groups continue

to be accepted, and the device logs a warning message. In addition, the device logs a
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warning message after the number of groups drop below the configured warning threshold.

You can further specify the amount of time (in seconds) between the log messages by

configuring the log-interval statement. The range is 6 through 32,767 seconds.

You might consider throttling log messages because every entry added after the

configured threshold and every entry rejected after the configured limit causes a warning

message to be logged. By configuring a log interval, you can throttle the amount of system

log warning messages generated for MLD multicast group joins.

To limit multicast group joins on an MLD logical interface:

1. Access the logical interface at the MLD protocol hierarchy level.

[edit]
user@host# edit protocolsmld interface interface-name

2. Specify the group limit for the interface.

[edit protocols mld interface interface-name]
user@host# set group-limit limit

3. (Optional) Configure the threshold at which a warning message is logged.

[edit protocols mld interface interface-name]
user@host# set group-threshold value

4. (Optional) Configure the amount of time between log messages.

[edit protocols mld interface interface-name]
user@host# set log-interval seconds

To confirm your configuration, use the show protocolsmld command. To verify the

operation of MLD on the interface, including the configured group limit and the optional

warning threshold and interval between log messages, use the showmld interface

command.

TracingMLD Protocol Traffic

Tracing operations record detailed messages about the operation of routing protocols,

such as the various types of routing protocol packets sent and received, and routing policy

actions. You can specify which trace operations are logged by including specific tracing

flags. The following table describes the flags that you can include.

DescriptionFlag

Trace all operations.all

Trace notifications.client-notification

Trace general flow.general

Trace group operations.group

Trace host notifications.host-notification
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DescriptionFlag

Trace leave group messages.leave

Trace mtrace packets. Use the mtrace command to
troubleshoot the software.

mtrace

Trace normal events.normal

Trace all MLD packets.packets

Trace policy processing.policy

Trace MLD membership query messages, including
general and group-specific queries.

query

Trace membership report messages.report

Trace routing information.route

Trace state transitions.state

Trace task processing.task

Trace timer processing.timer

In the following example, tracing is enabled for all routing protocol packets. Then tracing

is narrowed to focus only on MLD packets of a particular type. To configure tracing

operations for MLD:

1. (Optional) Configure tracing at the routing options level to trace all protocol packets.

[edit routing-options traceoptions]
user@host# set file all-packets-trace
user@host# set flag all

2. Configure the filename for the MLD trace file.

[edit protocols mld traceoptions]
user@host# set file mld-trace

3. (Optional) Configure the maximum number of trace files.

[edit protocols mld traceoptions]
user@host# set file files 5

4. (Optional) Configure the maximum size of each trace file.

[edit protocols mld traceoptions]
user@host# set file size 1m

5. (Optional) Enable unrestricted file access.

[edit protocols mld traceoptions]
user@host# set file world-readable
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6. Configure tracing flags. Suppose you are troubleshooting issues with a particular

interface. The following example shows how to flag all events for packets associated

with the interface name.

[edit protocols mld traceoptions]
user@host# set flag all | match fe-1/0/1.0

7. View the trace file.

user@host> file list /var/log
user@host> file show /var/log/mld-trace

DisablingMLD

To disable MLD on an interface, include the disable statement:

interface interface-name {
disable;

}

You can include this statement at the following hierarchy levels:

• [edit protocolsmld]

• [edit logical-systems logical-system-name protocolsmld]

Related
Documentation

• Configuring IGMP on page 305
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CHAPTER 8

Internet Group Management Protocol
Snooping

• Example: Configuring IGMP Snooping on page 355

Example: Configuring IGMP Snooping

• Understanding Multicast Snooping on page 355

• Understanding IGMP Snooping on page 356

• IGMP Snooping Interfaces and Forwarding on page 357

• IGMP Snooping and Proxies on page 357

• Multicast-Router Interfaces and IGMP Snooping Proxy Mode on page 358

• Host-Side Interfaces and IGMP Snooping Proxy Mode on page 359

• IGMP Snooping and Bridge Domains on page 359

• Configuring IGMP Snooping on page 359

• Configuring VLAN-Specific IGMP Snooping Parameters on page 360

• Example: Configuring IGMP Snooping on page 361

• Configuring IGMP Snooping Trace Operations on page 367

UnderstandingMulticast Snooping

Network devices such as routers operate mainly at the packet level, or Layer 3. Other

network devices such as bridges or LAN switches operate mainly at the frame level, or

Layer 2. Multicasting functions mainly at the packet level, Layer 3, but there is a way to

map Layer 3 IP multicast group addresses to Layer 2 MAC multicast group addresses at

the frame level.

Routers can handle both Layer 2 and Layer 3 addressing information because the frame

and its addresses must be processed to access the encapsulated packet inside. Routers

can run Layer 3 multicast protocols such as PIM or IGMP and determine where to forward

multicast content or when a host on an interface joins or leaves a group. However, bridges

and LAN switches, as Layer 2 devices, are not supposed to have access to the multicast

information inside the packets that their frames carry.
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How then are bridges and other Layer 2 devices to determine when a device on an interface

joins or leaves a multicast tree, or whether a host on an attached LAN wants to receive

the content of a particular multicast group?

The answer is for the Layer 2 device to implement multicast snooping. Multicast snooping

is a general term and applies to the process of a Layer 2 device “snooping” at the Layer 3

packet content to determine which actions are taken to process or forward a frame.

There are more specific forms of snooping, such as IGMP snooping or PIM snooping. In

all cases, snooping involves a device configured to function at Layer 2 having access to

normally “forbidden” Layer 3 (packet) information. Snooping makes multicasting more

efficient in these devices.

Understanding IGMP Snooping

Snooping is a general way for Layer 2 devices, such as Juniper Networks MX Series Ethernet

Services Routers, to implement a series of procedures to “snoop” at the Layer 3 packet

content to determine which actions are to be taken to process or forward a frame. More

specific forms of snooping, such as Internet Group Membership Protocol (IGMP ) snooping

or Protocol Independent Multicast (PIM) snooping, are used with multicast.

Layer 2 devices (LAN switches or bridges) handle multicast packets and the frames that

contain them much in the same way the Layer 3 devices (routers) handle broadcasts.

So, a Layer 2 switch processes an arriving frame having a multicast destination media

access control (MAC) address by forwarding a copy of the packet (frame) onto each of

the other network interfaces of the switch that are in a forwarding state.

However, this approach (sending multicast frames everywhere the device can) is not the

most efficient use of network bandwidth, particularly for IPTV applications. IGMP snooping

functions by “snooping” at the IGMP packets received by the switch interfaces and building

a multicast database similar to that a multicast router builds in a Layer 3 network. Using

this database, the switch can forward multicast traffic only onto downstream interfaces

with interested receivers, and this technique allows more efficient use of network

bandwidth.

You configure IGMP snooping for each bridge on the router. A bridge instance without

qualified learning has just one learning domain. For a bridge instance with qualified

learning, snooping will function separately within each learning domain in the bridge.

That is, IGMP snooping and multicast forwarding will proceed independently in each

learning domain in the bridge.

This discussion focuses on bridge instances without qualified learning (those forming

one learning domain on the device). Therefore, all the interfaces mentioned are logical

interfaces of the bridge or VPLS instance.

Several related concepts are important when discussing IGMP snooping:

• Bridge or VPLS instance interfaces are either multicast-router interfaces or host-side

interfaces.

• IGMP snooping supports proxy mode or without-proxy mode.
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NOTE: When integrated routing and bridging (IRB) is used, if the router is an
IGMPquerier, any leavemessage received on any Layer 2 interfacewill cause
a group-specific query on all Layer 2 interfaces (as a result of this practice,
some corresponding reports might be received on all Layer 2 interfaces).
However, if someof theLayer 2 interfacesarealso router (Layer 3) interfaces,
reports and leaves from other Layer 2 interfaces will not be forwarded on
those interfaces.

If an IRB interface is used as an outgoing interface in a multicast forwarding cache entry

(as determined by the routing process), then the output interface list is expanded into a

subset of the Layer 2 interface in the corresponding bridge. The subset is based on the

snooped multicast membership information, according to the multicast forwarding cache

entry installed by the snooping process for the bridge.

If no snooping is configured, the IRB output interface list is expanded to all Layer 2

interfaces in the bridge.

The Junos OS does not support IGMP snooping in a VPLS configuration on a virtual switch.

This configuration is disallowed in the CLI.

IGMP Snooping Interfaces and Forwarding

IGMP snooping divides the device interfaces into multicast-router interfaces and host-side

interfaces. A multicast-router interface is an interface in the direction of a multicasting

router. An interface on the bridge is considered a multicast-router interface if it meets at

least one of the following criteria:

• It is statically configured as a multicast-router interface in the bridge instance.

• IGMP queries are being received on the interface.

All other interfaces that are not multicast-router interfaces are considered host-side

interfaces.

Any multicast traffic received on a bridge interface with IGMP snooping configured will

be forwarded according to following rules:

• Any IGMP packet is sent to the Routing Engine for snooping processing.

• Other multicast traffic with destination address 224.0.0/24 is flooded onto all other

interfaces of the bridge.

• Other multicast traffic is sent to all the multicast-router interfaces but only to those

host-side interfaces that have hosts interested in receiving that multicast group.

IGMP Snooping and Proxies

Without a proxy arrangement, IGMP snooping does not generate or introduce queries

and reports. It will only “snoop” reports received from all of its interfaces (including

multicast-router interfaces) to build its state and group (S,G) database.
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Without a proxy, IGMP messages are processed as follows:

• Query—All general and group-specific IGMP query messages received on a

multicast-router interface are forwarded to all other interfaces (both multicast-router

interfaces and host-side interfaces) on the bridge.

• Report—IGMP reports received on any interface of the bridge are forwarded toward

other multicast-router interfaces. The receiving interface is added as an interface for

that group if a multicast routing entry exists for this group. Also, a group timer is set for

the group on that interface. If this timer expires (that is, there was no report for this

group during the IGMP group timer period), then the interface is removed as an interface

for that group.

• Leave—Any IGMP leave message received on any interface of the bridge. The Leave

Group message reduces the time it takes for the multicast router to stop forwarding

multicast traffic when there are no longer any members in the host group.

Proxy snooping reduces the number of IGMP reports sent toward an IGMP router.

NOTE: Withproxysnoopingconfigured, an IGMProuter is notable toperform
host tracking.

As proxy for its host-side interfaces, IGMP snooping in proxy mode replies to the queries

it receives from an IGMP router on a multicast-router interface. On the host-side interfaces,

IGMP snooping in proxy mode behaves as an IGMP router and sends general and

group-specific queries on those interfaces.

NOTE: Only group-specific queries are generated by IGMP snooping directly.
General queries received from themulticast-router interfaces are flooded to
host-side interfaces.

All the queries generated by IGMP snooping are sent using 0.0.0.0 as the source address.

Also, all reports generated by IGMP snooping are sent with 0.0.0.0 as the source address

unless there is a configured source address to use.

Proxy mode functions differently on multicast-router interfaces than it does on host-side

interfaces.

Multicast-Router Interfaces and IGMP Snooping ProxyMode

On multicast-router interfaces, in response to IGMP queries, IGMP snooping in proxy

mode sends reports containing aggregate information on groups learned on all host-side

interfaces of the bridge.

Besides replying to queries, IGMP snooping in proxy mode forwards all queries, reports,

and leaves received on a multicast-router interface to other multicast-router interfaces.

IGMP snooping keeps the membership information learned on this interface but does

not send a group-specific query for leave messages received on this interface. It simply
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times out the groups learned on this interface if there are no reports for the same group

within the timer duration.

NOTE: For the hosts on all themulticast-router interfaces, it is the IGMP
router, not the IGMP snooping proxy, that generates general and
group-specific queries.

Host-Side Interfaces and IGMP Snooping ProxyMode

No reports are sent on host-side interfaces by IGMP snooping in proxy mode. IGMP

snooping processes reports received on these interfaces and sends group-specific queries

onto host-side interfaces when it receives a leave message on the interface. Host-side

interfaces do not generate periodic general queries, but forwards or floods general queries

received from multicast-router interfaces.

If a group is removed from a host-side interface and this was the last host-side interface

for that group, a leave is sent to the multicast-router interfaces. If a group report is received

on a host-side interface and this was the first host-side interface for that group, a report

is sent to all multicast-router interfaces.

IGMP Snooping and Bridge Domains

IGMP snooping on a VLAN is only allowed for the legacy vlan-id all case. In other cases,

there is a specific bridge domain configuration that determines the VLAN-specific

configuration for IGMP snooping.

Configuring IGMP Snooping

To configure Internet Group Management Protocol (IGMP) snooping, include the

igmp-snooping statement:

igmp-snooping {
immediate-leave;
interface interface-name {
group-limit limit;
host-only-interface;
immediate-leave;
multicast-router-interface;
static {
group ip-address {
source ip-address;

}
}

}
proxy {
source-address ip-address;

}
query-interval seconds;
query-last-member-interval seconds;
query-response-interval seconds;
robust-count number;
vlan vlan-id {
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immediate-leave;
interface interface-name {
group-limit limit;
host-only-interface;
immediate-leave;
multicast-router-interface;
static {
group ip-address {
source ip-address;

}
}

}
proxy {
source-address ip-address;

}
query-interval seconds;
query-last-member-interval seconds;
query-response-interval seconds;
robust-count number;

}
}

You can include this statement at the following hierarchy levels:

• [edit bridge-domains bridge-domain-name protocols]

• [edit routing-instances routing-instance-name bridge-domains bridge-domain-name

protocols]

By default, IGMP snooping is not enabled. Statements configured at the VLAN level apply

only to that particular VLAN.

Configuring VLAN-Specific IGMP Snooping Parameters

All of the IGMP snooping statements configured with the igmp-snooping statement, with

the exception of the traceoptions statement, can be qualified with the same statement

at the VLAN level. To configure IGMP snooping parameters at the VLAN level, include

the vlan statement:

vlan vlan-id;
immediate-leave;
interface interface-name {
group-limit limit;
host-only-interface;
multicast-router-interface;
static {
group ip-address {
source ip-address;

}
}

}
proxy {
source-address ip-address;

}
query-interval seconds;
query-last-member-interval seconds;
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query-response-interval seconds;
robust-count number;

}

You can include this statement at the following hierarchy levels:

• [edit bridge-domains bridge-domain-name protocols igmp-snooping]

• [edit routing-instances routing-instance-name bridge-domains bridge-domain-name

protocols igmp-snooping]

Example: Configuring IGMP Snooping

This example shows how to configure IGMP snooping. IGMP snooping can reduce

unnecessary traffic from IP multicast applications.

• Requirements on page 361

• Overview and Topology on page 361

• Configuration on page 365

• Verification on page 367

Requirements

This example uses the following hardware components:

• One MX Series router

• One Layer 3 device functioning as a multicast router

Before you begin:

• Configure the interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol. See the Junos OS Routing Protocols

Configuration Guide.

• Configure a multicast protocol. This feature works with the following multicast

protocols:

• DVMRP

• PIM-DM

• PIM-SM

• PIM-SSM

Overview and Topology

IGMP snooping controls multicast traffic in a switched network. When IGMP snooping is

not enabled, the Layer 2 device broadcasts multicast traffic out of all of its ports, even

if the hosts on the network do not want the multicast traffic. With IGMP snooping enabled,

a Layer 2 device monitors the IGMP join and leave messages sent from each connected

host to a multicast router. This enables the Layer 2 device to keep track of the multicast

groups and associated member ports. The Layer 2 device uses this information to make
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intelligent decisions and to forward multicast traffic to only the intended destination

hosts.

This example includes the following statements:

• proxy—Enables the Layer 2 device to actively filter IGMP packets to reduce load on the

multicast router. Joins and leaves heading upstream to the multicast router are filtered

so that the multicast router has a single entry for the group, regardless of how many

active listeners have joined the group. When a listener leaves a group but other listeners

remain in the group, the leave message is filtered because the multicast router does

not need this information. The status of the group remains the same from the router's

point of view.

• immediate-leave—When only one IGMP host is connected, the immediate-leave

statement enables the multicast router to immediately remove the group membership

from the interface and suppress the sending of any group-specific queries for the

multicast group.

When you configure this feature on IGMPv2 interfaces, ensure that the IGMP interface

has only one IGMP host connected. If more than one IGMPv2 host is connected to a

LAN through the same interface, and one host sends a leave message, the router

removes all hosts on the interface from the multicast group. The router loses contact

with the hosts that properly remain in the multicast group until they send join requests

in response to the next general multicast listener query from the router.

When IGMP snooping is enabled on a router running IGMP version 3 (IGMPv3) snooping,

after the router receives a report with the type BLOCK_OLD_SOURCES, the router

suppresses the sending of group-and-source queries but relies on the Junos OS

host-tracking mechanism to determine whether or not it removes a particular source

group membership from the interface.

• query-interval—Enables you to change the number of IGMP messages sent on the

subnet by configuring the interval at which the IGMP querier router sends general

host-query messages to solicit membership information.

By default, the query interval is 125 seconds. You can configure any value in the range

1 through 1024 seconds.

• query-last-member-interval—Enables you to change the amount of time it takes a

device to detect the loss of the last member of a group.

The last-member query interval is the maximum amount of time between group-specific

query messages, including those sent in response to leave-group messages.

By default, the last-member query interval is 1 second. You can configure any value in

the range 0.1 through 0.9 seconds, and then 1-second intervals from 1 through 1024

seconds.

• query-response-interval—Configures how long the router waits to receive a response

from its host-query messages.

By default, the query response interval is 10 seconds. You can configure any value in

the range 1 through 1024 seconds. However, this interval must be less than the interval

set in the query-interval statement.
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• robust-count—Provides fine-tuning to allow for expected packet loss on a subnet. It is

basically the number of intervals to wait before timing out a group. You can wait more

intervals if subnet packet loss is high and IGMP report messages might be lost.

By default, the robust count is 2. You can configure any value in the range 2 through 10

intervals.

• group-limit—Configures a limit for the number of multicast groups (or [S,G] channels

in IGMPv3) that can join an interface. After this limit is reached, new reports are ignored

and all related flows are discarded, not flooded.

By default, there is no limit to the number of groups that can join an interface. You can

configure a limit in the range 0 through a 32-bit number.

• host-only-interface—Configure an IGMP snooping interface to be an exclusively host-side

interface. On a host-side interface, received IGMP queries are dropped.

By default, an interface can face either other multicast routers or hosts.

• multicast-router-interface—Configures an IGMP snooping interface to be an exclusively

router-facing interface.

By default, an interface can face either other multicast routers or hosts.

• static—Configures an IGMP snooping interface with multicast groups statically.

By default, the router learns about multicast groups on the interface dynamically.

Figure 50 on page 364 shows networks without IGMP snooping. Suppose host A is an IP

multicast sender and hosts B and C are multicast receivers. The router forwards IP

multicast traffic only to those segments with registered receivers (hosts B and C).

However, the Layer 2 devices flood the traffic to all hosts on all interfaces.
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Figure 50: NetworksWithout IGMP Snooping Configured
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Figure 51 on page 365 shows the same networks with IGMP snooping configured. The Layer

2 devices forward multicast traffic to registered receivers only.
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Figure 51: NetworksWith IGMP Snooping Configured
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set bridge-domains domain1 domain-type bridge
set bridge-domains domain1 interface ge-0/0/1.1
set bridge-domains domain1 interface ge-0/0/2.1
set bridge-domains domain1 interface ge-0/0/3.1
set bridge-domains domain1 protocols igmp-snooping query-interval 200
set bridge-domains domain1 protocols igmp-snooping query-response-interval 0.4
set bridge-domains domain1 protocols igmp-snooping query-last-member-interval 0.1
set bridge-domains domain1 protocols igmp-snooping robust-count 4
set bridge-domains domain1 protocols igmp-snooping immediate-leave
set bridge-domains domain1 protocols igmp-snooping proxy
set bridge-domains domain1 protocols igmp-snooping interface ge-0/0/1.1
host-only-interface

set bridge-domains domain1 protocols igmp-snooping interface ge-0/0/1.1 group-limit
50

set bridge-domains domain1 protocols igmp-snooping interface ge-0/0/3.1 static group
225.100.100.100

set bridge-domains domain1 protocols igmp-snooping interface ge-0/0/2.1
multicast-router-interface
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure IGMP snooping:

1. Configure the bridge domain.

[edit bridge-domains domain1]
user@host# set domain-type bridge
user@host# set interface ge-0/0/1.1
user@host# set interface ge-0/0/2.1
user@host# set interface ge-0/0/3.1

2. Enable IGMP snooping and configure the router to serve as a proxy.

[edit bridge-domains domain1]
user@host# set protocols igmp-snooping proxy

3. Configure the limit for the number of multicast groups allowed on the ge-0/0/1.1
interface to 50.

[edit bridge-domains domain1]
user@host# set protocols igmp-snooping interface ge-0/0/1.1group-limit 50

4. Configure the router to immediately remove a group membership from an interface
when it receives a leave message from that interface without waiting for any other
IGMP messages to be exchanged.

[edit bridge-domains domain1]
user@host# set protocols igmp-snooping immediate-leave

5. Statically configure IGMP group membership on a port.

[edit bridge-domains domain1]
user@host# set protocols igmp-snooping interface ge-0/0/3.1 static group
225.100.100.100

6. Configure an interface to be an exclusively router-facing interface (to receive
multicast traffic).

[edit bridge-domains domain1]
user@host# set protocols igmp-snooping interface ge-0/0/2.1
multicast-router-interface

7. Configure an interface to be an exclusively host-facing interface (to drop IGMP
query messages).

[edit bridge-domains domain1]
user@host# set protocols igmp-snooping interface ge-0/0/1.1 host-only-interface

8. Configure the IGMP message intervals and robustness count.

[edit bridge-domains domain1]
user@host# set protocols igmp-snoopingrobust-count 4
user@host# set protocols igmp-snooping query-last-member-interval 0.1
user@host# set protocols igmp-snooping query-interval 200
user@host# set protocols igmp-snooping query-response-interval 0.4
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9. If you are done configuring the device, commit the configuration.

user@host# commit

Results Confirm your configuration by entering the show bridge-domains command.

user@host# show bridge-domains
domain1 {
domain-type bridge;
interface ge-0/0/1.1;
interface ge-0/0/2.1;
interface ge-0/0/3.1;
protocols {
igmp-snooping {
query-interval 200;
query-response-interval 0.4;
query-last-member-interval 0.1;
robust-count 4;
immediate-leave;
proxy;
interface ge-0/0/1.1 {
host-only-interface;
group-limit 50;

}
interface ge-0/0/3.1 {
static {
group 225.100.100.100;

}
}
interface ge-0/0/2.1 {
multicast-router-interface;

}
}

}
}

Verification

To verify the configuration, run the following commands:

• show igmp snooping interface

• show igmp snoopingmembership

• show igmp snooping statistics

Configuring IGMP Snooping Trace Operations

Tracing operations record detailed messages about the operation of routing protocols,

such as the various types of routing protocol packets sent and received, and routing policy
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actions. You can specify which trace operations are logged by including specific tracing

flags. The following table describes the flags that you can include.

DescriptionFlag

Trace all operations.all

Trace notifications.client-notification

Trace general flow.general

Trace group operations.group

Trace host notifications.host-notification

Trace leave group messages (IGMPv2 only).leave

Trace normal events.normal

Trace all IGMP packets.packets

Trace policy processing.policy

Trace IGMP membership query messages.query

Trace membership report messages.report

Trace routing information.route

Trace state transitions.state

Trace routing protocol task processing.task

Trace timer processing.timer

You can configure tracing operations for IGMP snooping globally or in a routing instance.

The following example shows the global configuration.

To configure tracing operations for IGMP snooping:

1. Configure the filename for the trace file.

[edit bridge-domains domain1 protocols igmp-snooping traceoptions]
user@host# set file igmp-snoop-trace

2. (Optional) Configure the maximum number of trace files.

[edit bridge-domains domain1 protocols igmp-snooping traceoptions]
user@host# set file files 5

3. (Optional) Configure the maximum size of each trace file.

[edit bridge-domains domain1 protocols igmp-snooping traceoptions]
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user@host# set file size 1m

4. (Optional) Enable unrestricted file access.

[edit bridge-domains domain1 protocols igmp-snooping traceoptions]
user@host# set file world-readable

5. Configure tracing flags. Suppose you are troubleshooting issues with a policy related

to received packets on a particular logical interface with an IP address of 192.168.0.1.

The following example shows how to flag all policy events for received packets

associated with the IP address.

[edit bridge-domains domain1 protocols igmp-snooping traceoptions]
user@host# set flag policy receive | match 192.168.0.1

6. View the trace file.

user@host> file list /var/log
user@host> file show /var/log/igmp-snoop-trace

Related
Documentation

• Understanding Multicast Snooping on page 355
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CHAPTER 9

Multicast Snooping

• Example: Configuring Multicast Snooping on page 371

• Configuring Graceful Restart for Multicast Snooping on page 380

Example: ConfiguringMulticast Snooping

• Understanding Multicast Snooping on page 371

• Understanding Multicast Snooping and VPLS Root Protection on page 372

• Configuring Multicast Snooping on page 372

• Example: Configuring Multicast Snooping on page 373

• Enabling Bulk Updates for Multicast Snooping on page 378

• Enabling Multicast Snooping for Multichassis Link Aggregation Group

Interfaces on page 379

UnderstandingMulticast Snooping

Network devices such as routers operate mainly at the packet level, or Layer 3. Other

network devices such as bridges or LAN switches operate mainly at the frame level, or

Layer 2. Multicasting functions mainly at the packet level, Layer 3, but there is a way to

map Layer 3 IP multicast group addresses to Layer 2 MAC multicast group addresses at

the frame level.

Routers can handle both Layer 2 and Layer 3 addressing information because the frame

and its addresses must be processed to access the encapsulated packet inside. Routers

can run Layer 3 multicast protocols such as PIM or IGMP and determine where to forward

multicast content or when a host on an interface joins or leaves a group. However, bridges

and LAN switches, as Layer 2 devices, are not supposed to have access to the multicast

information inside the packets that their frames carry.

How then are bridges and other Layer 2 devices to determine when a device on an interface

joins or leaves a multicast tree, or whether a host on an attached LAN wants to receive

the content of a particular multicast group?

The answer is for the Layer 2 device to implement multicast snooping. Multicast snooping

is a general term and applies to the process of a Layer 2 device “snooping” at the Layer 3

packet content to determine which actions are taken to process or forward a frame.

There are more specific forms of snooping, such as IGMP snooping or PIM snooping. In
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all cases, snooping involves a device configured to function at Layer 2 having access to

normally “forbidden” Layer 3 (packet) information. Snooping makes multicasting more

efficient in these devices.

UnderstandingMulticast Snooping and VPLS Root Protection

Snooping occurs when a Layer 2 protocol such as a spanning-tree protocol is aware of

the operational details of a Layer 3 protocol such as the Internet Group Management

Protocol (IGMP) or other multicast protocol. Snooping is necessary when Layer 2 devices

such as VLAN switches must be aware of Layer 3 information such as the media access

control (MAC) addresses of members of a multicast group.

VPLS root protection is a spanning-tree protocol process in which only one interface in a

multihomed environment is actively forwarding spanning-tree protocol frames. This

protects the root of the spanning tree against bridging loops, but also prevents both

devices in the multihomed topology from snooped information, such as IGMP membership

reports.

For example, consider a collection of multicast-capable hosts connected to two customer

edge (CE) routers (CE1 and CE2) which are connected to each other (a CE1–CE2 link is

configured) and multihomed to two provider edge (PE) routers (PE1 and PE2,

respectively). The active PE only receives forwarded spanning-tree protocol information

on the active PE-CE link, due to root protection operation. As long as the CE1–CE2 link is

operational, this is not a problem. However, if the link between CE1 and CE2 fails, and the

other PE becomes the active spanning-tree protocol link, no multicast snooping

information is available on the new active PE. The new active PE will not forward multicast

traffic to the CE and the hosts serviced by this CE router.

The service outage is corrected once the hosts send new group membership IGMP reports

to the CE routers. However, the service outage can be avoided if multicast snooping

information is available to both PEs in spite of normal spanning-tree protocol root

protection operation.

NOTE: You can configuremulticast snooping to ignoremessages about
spanning tree topology changes for the virtual-switch routing-instance type

only.

ConfiguringMulticast Snooping

To configure the general multicast snooping parameters for MX Series routers, include

the multicast-snooping-options statement:

multicast-snooping-options {
flood-groups [ ip-addresses ];
forwarding-cache {
threshold suppress value <reuse value>;

}
graceful-restart <restart-duration seconds>;
ignore-stp-topology-change;
multichassis-lag-replicate-state;
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nexthop-hold-timemilliseconds;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

You can include this statement at the following hierarchy levels:

• [edit bridge-domains bridge-domain-name]

• [edit routing-instances routing-instance-name]

• [edit routing-instances routing-instance-name bridge-domains bridge-domain-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

bridge-domains bridge-domain-name]

By default, multicast snooping is disabled. You can enable multicast snooping in VPLS

or virtual switch instance types in the instance hierarchy or in one or more bridge domains.

If there are multiple bridge domains configured under a VPLS or virtual switch instance,

the multicast snooping options configured at the instance level apply to all the bridge

domains. Multicast snooping options configured at the bridge domain level only apply

to that particular bridge domain. The options configured at the bridge domain take

precedence over the options configured at the instance level.

NOTE: The ignore-stp-topology-change statement is supported for the

virtual-switch routing instance type only and is not supported under the [edit

logical-systems] hierarchy.

NOTE: The nexthop-hold-time statement is supported only at the [edit

routing-instances routing-instance-name] hierarchy, and only for an instance

type of virtual-switch or vpls.

Example: ConfiguringMulticast Snooping

This example shows how to configure multicast snooping in a bridge or VPLS

routing-instance scenario.

• Requirements on page 373

• Overview and Topology on page 374

• Configuration on page 376

• Verification on page 378

Requirements

This example uses the following hardware components:
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• One MX Series router

• One Layer 3 device functioning as a multicast router

Before you begin:

• Configure the interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol. See the Junos OS Routing Protocols

Configuration Guide.

• Configure a multicast protocol. This feature works with the following multicast

protocols:

• DVMRP

• PIM-DM

• PIM-SM

• PIM-SSM

Overview and Topology

IGMP snooping prevents Layer 2 devices from indiscriminately flooding multicast traffic

out all interfaces. The settings that you configure for multicast snooping help manage

the behavior of IGMP snooping.

You can configure multicast snooping options on the default master instance and on

individual bridge or VPLS instances. The default master instance configuration is global

and applies to all individual bridge or VPLS instances in the logical router. The

configuration for the individual instances overrides the global configuration.

This example includes the following statements:

• flood-groups—Enables you to list multicast group addresses for which traffic must be

flooded. This setting if useful for making sure that IGMP snooping does not prevent

necessary multicast flooding. The block of multicast addresses from 224.0.0.1 through

224.0.0.255 is reserved for local wire use. Groups in this range are assigned for various

uses, including routing protocols and local discovery mechanisms. For example, OSPF

uses 224.0.0.5 for all OSPF routers.

• forwarding-cache—Specifies how forwarding entries are aged out and how the number

of entries is controlled.

You can configure threshold values on the forwarding cache to suppress (suspend)

snooping when the cache entries reach a certain maximum and reuse the cache when

the number falls to another threshold value. By default, no threshold values are enabled

on the router.

The suppress threshold suppresses new multicast forwarding cache entries. An optional

reuse threshold specifies the point at which the router begins to create new multicast

forwarding cache entries. The range for both thresholds is from 1 through 200,000. If

configured, the reuse value must be less than the suppression value. The suppression

value is mandatory. If you do not specify the optional reuse value, then the number of
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multicast forwarding cache entries is limited to the suppression value. A new entry is

created as soon as the number of multicast forwarding cache entries falls below the

suppression value.

• graceful-restart—Configures the time after which routes learned before a restart are

replaced with routes relearned. If graceful restart for multicast snooping is disabled,

snooping information is lost after a Routing Engine restart.

By default, the graceful restart duration is 180 seconds (3 minutes). You can set this

value between 0 and 300 seconds. If you set the duration to 0, graceful restart is

effectively disabled. Set this value slightly larger than the IGMP query response interval.

• ignore-stp-topology-change—Configures the MX Series router to ignore messages

about the spanning-tree topology state change.

By default the IGMP snooping process on an MX Series router detects interface state

changes made by any of the spanning tree protocols (STPs).

In a VPLS multihoming environment where two PE routers are connected to two

interconnected CE routers and STP root protection is enabled on the PE routers, one

of the PE router interfaces is in forwarding state and the other is in blocking state.

If the link interconnecting the two CE routers fails, the PE router interface in blocking

state transitions to the forwarding state.

The PE router interface does not wait to receive membership reports in response to

the next general or group-specific query. Instead, the IGMP snooping process sends a

general query message toward the CE router. The hosts connected to the CE router

reply with reports for all groups they are interested in.

When the link interconnecting the two CE routers is restored, the original spanning-tree

state on both PE routers is restored. The forwarding PE receives a spanning-tree

topology change message and sends a general query message toward the CE router

to immediately reconstruct the group membership state.

NOTE: The ignore-stp-topology-change statement is supported for the

virtual-switch routing instance type only.

Figure 52 on page 376 shows a VPLS multihoming topology in which a customer network

has two CE devices with a link between them. Each CE is connected to one PE.
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Figure 52: VPLSMultihoming Topology
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set bridge-domains domain1 multicast-snooping-options forwarding-cache threshold
suppress 100

set bridge-domains domain1 multicast-snooping-options forwarding-cache threshold
reuse 50

setbridge-domainsdomain1multicast-snooping-optionsgraceful-restart restart-duration
120

set routing-instances ce1 instance-type virtual-switch
set routing-instances ce1 bridge-domains domain1 domain-type bridge
set routing-instances ce1 bridge-domains domain1 vlan-id 100
set routing-instances ce1 bridge-domains domain1 interface ge-0/3/9.0
set routing-instances ce1 bridge-domains domain1 interface ge-0/0/6.0
set routing-instances ce1 bridge-domains domain1 multicast-snooping-options
flood-groups 224.0.0.5

set routing-instances ce1 bridge-domains domain1 multicast-snooping-options
ignore-stp-topology-change

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see the CLI User Guide.

To configure IGMP snooping:

1. Configure multicast snooping settings in the master routing instance.

[edit bridge-domains domain1]
user@host# setmulticast-snooping-options forwarding-cache threshold suppress
100 reuse 50

user@host# setmulticast-snooping-options graceful-restart 120
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2. Configure the routing instance.

[edit routing-instances ce1]
user@host# set instance-type virtual-switch

3. Configure the bridge domain in the routing instance.

[edit routing-instances ce1 bridge-domains domain1]
user@host# set domain-type bridge
user@host# set interface ge-0/0/6.0
user@host# set interface ge-0/3/9.0
user@host# set vlan-id 100

4. Configure flood groups.

[edit routing-instances ce1 bridge-domains domain1]
user@host# setmulticast-snooping-options flood-groups 224.0.0.5

5. Configure the router to ignore messages about spanning-tree topology state
changes.

[edit routing-instances ce1 bridge-domains domain1]
user@host# setmulticast-snooping-options ignore-stp-topology-change

6. If you are done configuring the device, commit the configuration.

user@host# commit

Results Confirm your configuration by entering the show bridge-domains and show

routing-instances commands.

user@host# show bridge-domains
domain1 {
multicast-snooping-options {
forwarding-cache {
threshold {
suppress 100;
reuse 50;

}
}
graceful-restart {
restart-duration 120;

}
}

}

user@host# show routing-instances
ce1 {
instance-type virtual-switch;
bridge-domains {
domain1 {
domain-type bridge;
vlan-id 100;
interface ge-0/3/9.0; ## 'ge-0/3/9.0' is not defined
interface ge-0/0/6.0; ## 'ge-0/0/6.0' is not defined
multicast-snooping-options {
flood-groups 224.0.0.5;
ignore-stp-topology-change;
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}
}

}
}

Verification

To verify the configuration, run the following commands:

• show igmp snooping interface

• show igmp snoopingmembership

• show igmp snooping statistics

• showmulticast snooping route

• showmulticast snooping statistics

• show route table

Enabling Bulk Updates for Multicast Snooping

Whenever an individual interface joins or leaves a multicast group, a new next hop entry

is installed in the routing table and the forwarding table. You can use the

nexthop-hold-time statement to specify a time, from 1 through 1000 milliseconds (ms),

during which outgoing interface changes are accumulated and then updated in bulk to

the routing table and forwarding table. Bulk updating reduces the processing time and

memory overhead required to process join and leave messages. This is useful for

applications such as Internet Potocol television (IPTV), in which users changing channels

can create thousands of interfaces joining or leaving a group in a short period. In IPTV

scenarios, typically there is a relatively small and controlled number of streams and a

high number of outgoing interfaces. Using bulk updates can reduce the join delay.

In this example, you configure a hold-time of 20 milliseconds for instance-type

virtual-switch, using the nexthop-hold-time statement:

1. Enable the nexthop-hold-time statement by configuring it under

multicast-snooping-options, using 20 milliseconds for the time value.

[edit routing-instances vs]
multicast-snooping-options {
nexthop-hold-time 20;

}

2. Use the showmulticast snooping route command to verify that the bulk updates

feature is turned on.

user@host> showmulticast snooping route instance vs
Nexthop Bulking: ON
Family: INET
Group: 224.0.0.0

You can include the nexthop-hold-time statement only for routing-instance types of

virtual-switch or vpls at the following hierarchy level.
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• [edit routing-instances routing-instance-namemulticast-snooping-options]

If thenexthop-hold-time statement is deleted from the router configuration, bulk updates

are disabled.

EnablingMulticast Snooping for Multichassis Link Aggregation Group Interfaces

Include the multichassis-lag-replicate-state statement at the [edit

multicast-snooping-options]hierarchy level to enable IGMP snooping and state replication

for multichassis link aggregation group (MC-LAG) interfaces.

[edit]
multicast-snooping-options {
multichassis-lag-replicate-state;

}

Replicating join and leave messages between links of a dual-link MC-LAG interface

enables faster recovery of membership information for MC-LAG interfaces that experience

service interruption.

Without state replication, if a dual-link MC-LAG interface experiences a service interruption

(for example, if an active link switches to standby), the membership information for the

interface is recovered by generating an IGMP query to the network. This method can take

from 1 through 10 seconds to complete, which might be too long for some applications.

When state replication is provided for MC-LAG interfaces, IGMP join or leave messages

received on an MC-LAG device are replicated from the active MC-LAG link to the standby

link through an Interchassis Communication Protocol (ICCP) connection. The standby

link processes the messages as if they were received from the corresponding active

MC-LAG link, except it does not add itself as a next hop and it does not flood the message

to the network. After a failover, the multicast membership status of the link can be

recovered within a few seconds or less by retrieving the replicated messages.

This example enables state replication for MC-LAG interfaces in a bridge domain named

bridge1:

1. Enable state replication for MC-LAG interfaces.

user@host# setmulticast-snooping-optionsmulticast-lag-replicate-state

After you commit the configuration, multicast snooping automatically identifies the

active link during initialization or after failover, and replicates data between the active

and standby links without administrator intervention.

2. Use the show igmp snooping interface command to display the state for MC-LAG

interfaces.

user@host> show igmp snooping interface

Instance: bridge-domain bridge1
Learning-Domain: default
Interface: ae0.1
State: Up Groups: 1
mc-lag state: standby
Immediate leave: Off
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Router interface: no
Interface: ge-0/1/3.100
State: Up Groups: 1
Immediate leave: Off
Router interface: no

Interface: ae1.2
State: Up Groups: 1
mc-lag state: standby
Immediate leave: Off
Router interface: no

NOTE: You can use the show igmp snoopingmembership command to

displaygroupmembership information for the linksofMC-LAG interfaces.

If you delete the multicast-lag-replicate-state statement or the configuration of IGMP

snooping, replication between MC-LAG links stops within the hierarchy level from

which the configuration was deleted. Then, multicast membership is recovered as

needed by generating standard IGMP queries over the network.

Configuring Graceful Restart for Multicast Snooping

When graceful restart is enabled for multicast snooping, no data traffic is lost during a

process restart or a Graceful Routing Engine Switchover (GRES).

Graceful restart is enabled by default for multicast snooping. To change this default

setting, you can configure the disable statement at the [edit multicast-snooping-options

graceful-restart] hierarchy level:

multicast-snooping-options {
graceful-restart disable;

}

To configure graceful restart for multicast snooping:

1. Configure the duration for graceful restart.

[edit multicast-snooping-options graceful-restart]
user@host# set restart-duration 200

The range for restart-duration is from 0 through 300 seconds. The default value is

180 seconds. After this period, the Routing Engine resumes normal multicast operation.

2. Verify your configuration using the showmulticast-snooping-optionsoperational mode

command.

[edit]
user@host> showmulticast-snooping-options

graceful-restart {
    restart-duration 200;
}

3. Enter commit from the configuration mode.
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[edit]
user@host# commit

Related
Documentation

• Example: Configuring Multicast Snooping on page 373
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CHAPTER 10

Multiprotocol BGP Multicast VPN

• Examples: Configuring Multiprotocol BGP Multicast VPNs on page 383

• Configuring MBGP MVPN Wildcards on page 435

• Example: Configuring MBGP MVPN Extranets on page 442

• Example: Configuring Redundant Virtual Tunnel Interfaces in MBGP MVPNs on page 481

Examples: ConfiguringMultiprotocol BGPMulticast VPNs

• Understanding Multiprotocol BGP-Based Multicast VPNs: Next-Generation on page 383

• Example: Configuring Point-to-Multipoint LDP LSPs as the Data Plane for Intra-AS

MBGP MVPNs on page 384

• Example: Configuring Ingress Replication for IP Multicast Using MBGP

MVPNs on page 389

• Example: Configuring MBGP Multicast VPNs on page 393

• Example: Configuring a PIM-SSM Provider Tunnel for an MBGP MVPN on page 412

• Example: Allowing MBGP MVPN Remote Sources on page 421

• Example: Configuring BGP Route Flap Damping Based on the MBGP MVPN Address

Family on page 425

UnderstandingMultiprotocol BGP-BasedMulticast VPNs: Next-Generation

Multiprotocol BGP-based multicast VPNs (also referred to as next-generation Layer 3

VPN multicast) constitute the next evolution after dual multicast VPNs (draft-rosen)

and provide a simpler solution for administrators who want to configure multicast over

Layer 3 VPNs.

The main characteristics of multiprotocol BGP-based multicast VPNs are:

• They extend Layer 3 VPN service (RFC 2547) to support IP multicast for Layer 3 VPN

service providers

• They follow the same architecture as specified by RFC 2547 for unicast VPNs.

Specifically, BGP is used as the control plane.
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• They eliminate the requirement for the virtual router (VR) model, which is specified in

Internet draft draft-rosen-vpn-mcast,Multicast inMPLS/BGPVPNs, for multicast VPNs.

• They rely on RFC-based unicast with extensions for intra-AS and inter-AS

communication.

Multiprotocol BGP-based VPNs are defined by two sets of sites: a sender set and a

receiver set. Hosts within a receiver site set can receive multicast traffic and hosts within

a sender site set can send multicast traffic. A site set can be both receiver and sender,

which means that hosts within such a site can both send and receive multicast traffic.

Multiprotocol BGP-based VPNS can span organizations (so the sites can be intranets or

extranets), can span service providers, and can overlap.

Site administrators configure multiprotocol BGP-based VPNs based on customer

requirements and the existing BGP and MPLS VPN infrastructure.

Route Reflector Behavior in MVPNs

BGP-based multicast VPN (MVPN) customer multicast routes are aggregated by route

reflectors. A route reflector (RR) might receive a customer multicast route with the same

NLRI from more than one provider edge (PE) router, but the RR readvertises only one

such NLRI. If the set of PE routers that advertise this NLRI changes, the RR does not

update the route. This minimizes route churn. To achieve this, the RR sets the next hop

to self. In addition, the RR sets the originator ID to itself. The RR avoids unnecessary

best-path computation if it receives a subsequent customer multicast route for an NLRI

that the RR is already advertising. This allows aggregation of source active and customer

multicast routes with the same MVPN NLRI.

Example: Configuring Point-to-Multipoint LDP LSPs as the Data Plane for Intra-ASMBGP
MVPNs

This example shows how to configure point-to-multipoint (P2MP) LDP label-switched

paths (LSPs) as the data plane for intra-autonomous system (AS) multiprotocol BGP

(MBGP) multicast VPNs (MVPNs). This feature is well suited for service providers who

are already running LDP in the MPLS backbone and need MBGP MVPN functionality.

• Requirements on page 384

• Overview on page 386

• Configuration on page 387

• Verification on page 389

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

• Configure a BGP-MVPN control plane. See “MBGP-Based Multicast VPN Trees” on

page 26 in the Multicast Protocols Configuration Guide.
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• Configure LDP as the signaling protocol on all P2MP provider and provider-edge routers.

See LDP Operation in the Junos OS MPLS Applications Configuration Guide.

• Configure P2MP LDP LSPs as the provider tunnel technology on each PE router in the

MVPN that belongs to the sender site set. See the Junos OS MPLS Applications

Configuration Guide.

• Configure either a virtual loopback tunnel interface (requires a Tunnel PIC) or the

vrf-table-label statement in the MVPN routing instance. If you configure the

vrf-table-label statement, you can configure an optional virtual loopback tunnel

interface as well.

• In an extranet scenario when the egress PE router belongs to multiple MVPN instances,

all of which need to receive a specific multicast stream, a virtual loopback tunnel

interface (and a Tunnel PIC) is required on the egress PE router. See Configuring Virtual

Loopback Tunnels for VRF Table Lookup and Junos Services Interfaces Configuration

Guide in the in the Junos Services Interfaces Configuration Release 11.2.

• If the egress PE router is also a transit router for the point-to-multipoint LSP, a virtual

loopback tunnel interface (and a Tunnel PIC) is required on the egress PE router. See

Configuring Virtual Loopback Tunnels for VRF Table Lookup and Junos Services

Interfaces Configuration Guide in the Junos Services Interfaces Configuration Release

11.2.

• Some extranet configurations of MBGP MVPNs with point-to-multicast LDP LSPs as

the data plane require a virtual loopback tunnel interface (and a Tunnel PIC) on egress

PE routers. When an egress PE router belongs to multiple MVPN instances, all of which

need to receive a specific multicast stream, the vrf-table-table statement cannot be

used. In Figure 53 on page 385, the CE1 and CE2 routers belong to different MVPNs.

However, they want to receive a multicast stream being sent by S. If the vrf-table-label

statement is configured on Router PE2, the packet cannot be forwarded to both CE1

and CE2. This causes packet loss. The packet is forwarded to both Routers CE1 and

CE2 if a virtual loopback tunnel interface is used in both MVPN routing instances on

Router PE2.

Figure 53: Extranet Configuration of MBGPMVPNwith P2MP LDP LSPs
as Data Plane
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Overview

This example shows how to configure P2MP LSP LSPs as the data plane for intra-AS

selective provider tunnels. Selective P2MP LSPs are triggered only based on the bandwidth

threshold of a particular customer’s multicast stream. A separate P2MP LDP LSP is set

up for a given customer source and customer group pair (C-S, C-G) by a PE router. The

C-S is behind the PE router that belongs in the sender site set. Aggregation of intra-AS

selective provider tunnels across MVPNs is not supported.

When you configure selective provider tunnels, leaves discover the P2MP LSP root as

follows. A PE router with a receiver for a customer multicast stream behind it needs to

discover the identity of the PE router (and the provider tunnel information) with the

source of the customer multicast stream behind it. This information is auto-discovered

dynamically using the S-PMSI AD routes originated by the PE router with the C-S behind

it.

The Junos OS also supports P2MP LDP LSPs as the data plane for intra-AS inclusive

provider tunnels. These tunnels are triggered based on the MVPN configuration. A separate

P2MP LSP LSP is set up for a given MVPN by a PE router that belongs in the sender site

set. This PE router is the root of the P2MP LSP. Aggregation of intra-AS inclusive provider

tunnels across MVPNs is not supported.

When you configure inclusive provider tunnels, leaves discover the P2MP LSP root as

follows. A PE router with a receiver site for a given MVPN needs to discover the identities

of PE routers (and the provider tunnel information) with sender sites for that MVPN. This

information is auto-discovered dynamically using the intra-AS auto-discovery routes

originated by the PE routers with sender sites.

Figure 54 on page 387 shows the topology used in this example.

Copyright © 2013, Juniper Networks, Inc.386

Multicast Protocols Configuration Guide



Figure 54: P2MP LDP LSPs as the Data Plane for Intra-ASMBGPMVPNs
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In Figure 54 on page 387, the routers perform the following functions:

• R1 and R2 are provider (P) routers.

• R0, R3, R4, and R5 are provider edge (PE) routers.

• MBGP MVPN is configured on all PE routers.

• Two VPNs are defined: green and red.

• Router R0 serves both green and red CE routers in separate routing instances.

• Router R3 is connected to a green CE router.

• Router R5 is connected to overlapping green and red CE routers in a single routing

instance.

• Router R4 is connected to overlapping green and red CE routers in a single routing

instance.

• OSPF and multipoint LDP (mLDP) are running in the core.

• Router R1 is a route reflector (RR), and router R2 is a redundant RR.

• Routers R0, R3, R4, and R5 are client internal BGP (IBGP) peers.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network
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configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set protocols ldp interface fe-0/2/1.0
set protocols ldp interface fe-0/2/3.0
set protocols ldp p2mp
set routing-instance red instance-typemvpn
set routing-instance red interface vt-0/1/0.1
set routing-instance red interface lo0.1
set routing-instance red route-distinguisher 10.254.1.1:1
set routing-instance red provider-tunnel ldp-p2mp
set routing-instance redprovider-tunnel selective group224.1.1.1/32 source 192.168.1.1/32
ldp-p2mp

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure P2MP LDP LSPs as the data plane for intra-AS MBGP MVPNs:

1. Configure LDP on all routers.

[edit protocols ldp]
user@host# set interface fe-0/2/1.0
user@host# set interface fe-0/2/3.0
user@host# set p2mp

2. Configure the provider tunnel.

[edit routing-instance red ]
user@host# set instance-typemvpn
user@host# set interface vt-0/1/0.1
user@host# set interface lo0.1
user@host# set route-distinguisher 10.254.1.1:1
user@host# set provider-tunnel ldp-p2mp

3. Configure the selective provider tunnel.

user@host# set provider-tunnel selective group 224.1.1.1/32 source 192.168.1.1/32
ldp-p2mp

4. If you are done configuring the device, commit the configuration.

user@host# commit

Results

From configuration mode, confirm your configuration by entering the showprotocols and

show routing-intances commands. If the output does not display the intended

configuration, repeat the configuration instructions in this example to correct it.

user@host# show protocols
ldp {
interface fe-0/2/1.0;
interface fe-0/2/3.0;
p2mp;

}
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user@host# show routing-instances
red {
instance-type vrf;
interface vt-0/1/0.1;
interface lo0.1;
route-distinguisher 10.254.1.1:1;
provider-tunnel {
ldp-p2mp;

}
selective {
group 224.1.1.1/32 {
source 192.168.1.1/32 {
ldp-p2mp;

}
}

}
}

}

Verification

To verify the configuration, run the following commands:

• pingmpls ldp p2mp to ping the end points of a P2MP LSP.

• show ldp database to display LDP P2MP label bindings and to ensure that the LDP

P2MP LSP is signaled.

• show ldp session detail to display the LDP capabilities exchanged with the peer. The

Capabilities advertised and Capabilities received fields should include p2mp.

• show ldp traffic-statistics p2mp to display the data traffic statistics for the P2MP LSP.

• showmvpn instance, showmvpn neighbor, and showmvpn c-multicast to display

multicast VPN routing instance information and to ensure that the LDP P2MP LSP is

associated with the MVPN as the S-PMSI.

• showmulticast route instance detail on PE routers to ensure that traffic is received by

all the hosts and to display statistics on the receivers.

• show route label label detail to display the P2MP forwarding equivalence class (FEC)

if the label is an input label for an LDP P2MP LSP.

Example: Configuring Ingress Replication for IPMulticast UsingMBGPMVPNs

• Requirements on page 389

• Overview on page 390

• Configuration on page 391

Requirements

The routers used in this example are Juniper Networks M Series Multiservice Edge Routers,

T Series Core Routers, or MX Series 3D Universal Edge Routers. When using ingress

replication for IP multicast, each participating router must be configured with BGP for

control plane procedures and with ingress replication for the data provider tunnel, which
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forms a full mesh of MPLS point-to-point LSPs. The ingress replication tunnel can be

selective or inclusive, depending on the configuration of the provider tunnel in the routing

instance.

Overview

The ingress-replication provider tunnel type uses unicast tunnels between routers to

create a multicast distribution tree.

Thempls-internet-multicast routing instance type uses ingress replication provider tunnels

to carry IP multicast data between routers through an MPLS cloud, using MBGP (or Next

Gen) MVPN. Ingress replication can also be configured when using MVPN to carry multicast

data between PE routers.

The mpls-internet-multicast routing instance is a non-forwarding instance used only for

control plane procedures. It does not support any interface configurations. Only one

mpls-internet-multicast routing instance can be defined for a logical system. All multicast

and unicast routes used for IP multicast are associated only with the default routing

instance (inet.0), not with a configured routing instance. The mpls-internet-multicast

routing instance type is configured for the default master instance on each router, and

is also included at the [edit protocols pim] hierarchy level in the default instance.

For each mpls-internet-multicast routing instance, the ingress-replication statement is

required under the provider-tunnel statement and also under the [edit routing-instances

routing-instance-name provider-tunnel selective group source] hierarchy level.

When a new destination needs to be added to the ingress replication provider tunnel,

the resulting behavior differs depending on how the ingress replication provider tunnel

is configured:

• create-new-ucast-tunnel—When this statement is configured, a new unicast tunnel to

the destination is created, and is deleted when the destination is no longer needed.

Use this mode for RSVP LSPs using ingress replication.

• label-switched-path-template—When this statement is configured, an LSP template

is used for the for the point-to-multipoint LSP for ingress replication.

The IP topology consists of routers on the edge of the IP multicast domain. Each router

has a set of IP interfaces configured toward the MPLS cloud and a set of interfaces

configured toward the IP routers. See Figure 55 on page 391. Internet multicast traffic is

carried between the IP routers, through the MPLS cloud, using ingress replication tunnels

for the data plane and a full-mesh IBGP session for the control plane.
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Figure 55: Internet Multicast Topology
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set routing-instances IM-A instance-typempls-internet-multicast
set routing-instances IM-A provider-tunnel ingress-replication create-new-ucast-tunnel
set routing-instances IM-A provider-tunnel ingress-replication label-switched-path
label-switched-path-template default-template

set routing-instances IM-A provider-tunnel selective group group-address source
source-address ingress-replication label-switched-path

set routing-instances IM-A protocolsmvpn
set protocols pimmpls-internet-multicast
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

The following example shows how to configure ingress replication on IP multicast instance

IM-A with the routing instance type mpls-internet-multicast. Additionally, this example

shows how to configure a selective provider tunnel that selects a new unicast tunnel

each time a new destination needs to be added to the multicast distribution tree.

1. Configure the routing instance type for IM-A to be mpls-internet-multicast.

[edit routing-instances]
user@host# set IM-A instance-typempls-internet-multicast

2. Configure the ingress replication provider tunnel to create a new unicast tunnel

each time a destination needs to be added to the multicast distribution tree.

[edit routing-instances]
user@host# set IM-A provider-tunnel ingress-replication create-new-ucast-tunnel

NOTE: Alternatively, use the label-switched-path-template statement
to configure a point-point LSP for the ingress tunnel.

3. Configure the point-to-point LSP to use the default template settings (this is needed

only when using RSVP tunnels).

[edit routing-instances]
user@host# set IM-A provider-tunnel ingress-replication label-switched-path
label-switched-path-template default-template

4. Configure selective ingress replication provider tunnels.

[edit routing-instances]
user@host# set IM-Aprovider-tunnel selectivegroup232.1.1.1/32source 192.168.195.145/32
ingress-replication label-switched-path

5. Configure the MVPN Protocol in the routing instance.

[edit routing-instances]
user@host# set IM-A protocolsmvpn
user@host# up

6. Add the mpls-internet-multicast configuration statement under the [edit protocols

pim] hierarchy level in the master instance.

[edit protocols]
user@host# set pimmpls-internet-multicast

7. Commit the configuration.

[edit]
user@host# commit

8. Use the show ingress-replicationmvpn command to check the ingress replication

status.

[edit]
user@host# run show ingress-replicationmvpn
Ingress Tunnel: mvpn:1
  Application: MVPN
  Unicast tunnels
    Leaf Address       Tunnel-type       Mode       State
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10.255.245.2 P2P LSP New Up
10.255.245.4 P2P LSP New Up

9. Use the showmvpn instance command to show the ingress replication tunnel type.

[edit]
user@host# run showmvpn instance IM-A
MVPN instance:  
Legend for provider tunnel 
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel  

Legend for c-multicast routes properties (Pr) 
DS -- derived from (*, c-g)          RM -- remote VPN route 
Instance : IM-A
   MVPN Mode : SPT-ONLY
   Provider tunnel: S-P-tnl:INGRESS-REPLICATION:MPLS Label 18:10.255.245.6
   Neighbor               S-P-tnl
   10.255.245.2           INGRESS-REPLICATION:MPLS Label 22:10.255.245.2
   10.255.245.7           INGRESS-REPLICATION:MPLS Label 19:10.255.245.7

Example: ConfiguringMBGPMulticast VPNs

This example provides a step-by-step procedure to configure multicast services across

a multiprotocol BGP (MBGP) Layer 3 virtual private network.

• Requirements on page 393

• Overview and Topology on page 394

• Configuration on page 394

Requirements

This example uses the following hardware and software components:

• Junos OS Release 9.2 or later

• Five M Series, T Series, TX Series, or MX Series Juniper routers

• One host system capable of sending multicast traffic and supporting the Internet Group

Management Protocol (IGMP)

• One host systems capable of receiving multicast traffic and supporting IGMP

Depending on the devices you are using, you might be required to configure static routes

to:

• The multicast sender

• The Fast Ethernet interface to which the sender is connected on the multicast receiver

• The multicast receiver

• The Fast Ethernet interface to which the receiver is connected on the multicast sender
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Overview and Topology

This example shows how to configure the following technologies:

• IPv4

• BGP

• OSPF

• RSVP

• MPLS

• PIM sparse mode

• Static RP

The topology of the network is shown in Figure 56 on page 394.

Figure 56: Multicast Over Layer 3 VPN Example Topology

Configuration

NOTE: In any configuration session, it is a good practice to periodically verify
that the configuration can be committed using the commit check command.

In this example, the router being configured is identified using the following command

prompts:

• CE1 identifies the customer edge 1 (CE1) router

• PE1 identifies the provider edge 1 (PE1) router

• P identifies the provider core (P) router

• CE2 identifies the customer edge 2 (CE2) router

• PE2 identifies the provider edge 2 (PE2) router
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To configure MBGP multicast VPNs for the network shown in Figure 56 on page 394,

perform the following steps:

• Configuring Interfaces on page 395

• Configuring OSPF on page 396

• Configuring BGP on page 397

• Configuring RSVP on page 398

• Configuring MPLS on page 399

• Configuring the VRF Routing Instance on page 399

• Configuring PIM on page 401

• Configuring the Provider Tunnel on page 402

• Configuring the Rendezvous Point on page 402

• Results on page 403

Configuring Interfaces

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

1. On each router, configure an IP address on the loopback logical interface 0 (lo0.0).

[edit interfaces]
user@CE1# set lo0 unit 0 family inet address 192.168.6.1/32 primary

user@PE1# set lo0 unit 0 family inet address 192.168.7.1/32 primary

user@P# set lo0 unit 0 family inet address 192.168.8.1/32 primary

user@PE2# set lo0 unit 0 family inet address 192.168.9.1/32 primary

user@CE2# set lo0 unit 0 family inet address 192.168.0.1/32 primary

Use the show interfaces terse command to verify that the IP address is correct on

the loopback logical interface.

2. On the PE and CE routers, configure the IP address and protocol family on the Fast

Ethernet interfaces. Specify the inet protocol family type.

[edit interfaces]
user@CE1# set fe-1/3/0 unit 0 family inet address 10.10.12.1/24
user@CE1# set fe-0/1/0 unit 0 family inet address 10.0.67.13/30

[edit interfaces]
user@PE1# set fe-0/1/0 unit 0 family inet address 10.0.67.14/30

[edit interfaces]
user@PE2# set fe-0/1/0 unit 0 family inet address 10.0.90.13/30

[edit interfaces]
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user@CE2# set fe-0/1/0 unit 0 family inet address 10.0.90.14/30
user@CE2# set fe-1/3/0 unit 0 family inet address 10.10.11.1/24

Use the show interfaces terse command to verify that the IP address is correct on

the Fast Ethernet interfaces.

3. On the PE and P routers, configure the ATM interfaces' VPI and maximum virtual

circuits. If the default PIC type is different on directly connected ATM interfaces,

configure the PIC type to be the same. Configure the logical interface VCI, protocol

family, local IP address, and destination IP address.

[edit interfaces]
user@PE1# set at-0/2/0 atm-options pic-type atm1
user@PE1# set at-0/2/0 atm-options vpi 0maximum-vcs 256
user@PE1# set at-0/2/0 unit 0 vci 0.128
user@PE1#setat-0/2/0unit0family inetaddress 10.0.78.5/32destination 10.0.78.6

[edit interfaces]
user@P# set at-0/2/0 atm-options pic-type atm1
user@P# set at-0/2/0 atm-options vpi 0maximum-vcs 256
user@P# set at-0/2/0 unit 0 vci 0.128
user@P# set at-0/2/0 unit 0 family inet address 10.0.78.6/32 destination 10.0.78.5
user@P# set at-0/2/1 atm-options pic-type atm1
user@P# set at-0/2/1 atm-options vpi 0maximum-vcs 256
user@P# set at-0/2/1 unit 0 vci 0.128
user@P# set at-0/2/1 unit 0 family inet address 10.0.89.5/32 destination 10.0.89.6

[edit interfaces]
user@PE2# set at-0/2/1 atm-options pic-type atm1
user@PE2# set at-0/2/1 atm-options vpi 0maximum-vcs 256
user@PE2# set at-0/2/1 unit 0 vci 0.128
user@PE2#setat-0/2/1unit0family inetaddress 10.0.89.6/32destination10.0.89.5

Use the show configuration interfaces command to verify that the ATM interfaces'

VPI and maximum VCs are correct and that the logical interface VCI, protocol family,

local IP address, and destination IP address are correct.

Configuring OSPF

Step-by-Step
Procedure

On the P and PE routers, configure the provider instance of OSPF. Specify the lo0.0

and ATM core-facing logical interfaces. The provider instance of OSPF on the PE

1.

router forms adjacencies with the OSPF neighbors on the other PE router and Router

P.

user@PE1# set protocols ospf area 0.0.0.0 interface at-0/2/0.0
user@PE1# set protocols ospf area 0.0.0.0 interface lo0.0

user@P# set protocols ospf area 0.0.0.0 interface lo0.0
user@P# set protocols ospf area 0.0.0.0 interface all
user@P# set protocols ospf area 0.0.0.0 interface fxp0 disable

user@PE2# set protocols ospf area 0.0.0.0 interface lo0.0
user@PE2# set protocols ospf area 0.0.0.0 interface at-0/2/1.0
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Use the showospf interfaces command to verify that the lo0.0 and ATM core-facing

logical interfaces are configured for OSPF.

2. On the CE routers, configure the customer instance of OSPF. Specify the loopback

and Fast Ethernet logical interfaces. The customer instance of OSPF on the CE

routers form adjacencies with the neighbors within the VPN routing instance of

OSPF on the PE routers.

user@CE1# set protocols ospf area 0.0.0.0 interface fe-0/1/0.0
user@CE1# set protocols ospf area 0.0.0.0 interface fe-1/3/0.0
user@CE1# set protocols ospf area 0.0.0.0 interface lo0.0

user@CE2# set protocols ospf area 0.0.0.0 interface fe-0/1/0.0
user@CE2# set protocols ospf area 0.0.0.0 interface fe-1/3/0.0
user@CE2# set protocols ospf area 0.0.0.0 interface lo0.0

Use the showospf interfaces command to verify that the correct loopback and Fast

Ethernet logical interfaces have been added to the OSPF protocol.

3. On the P and PE routers, configure OSPF traffic engineering support for the provider

instance of OSPF.

The shortcuts statement enables the master instance of OSPF to use a

label-switched path as the next hop.

user@PE1# set protocols ospf traffic-engineering shortcuts

user@P# set protocols ospf traffic-engineering shortcuts

user@PE2# set protocols ospf traffic-engineering shortcuts

Use the showospf overview or showconfigurationprotocols ospf command to verify

that traffic engineering support is enabled.

Configuring BGP

Step-by-Step
Procedure

On Router P, configure BGP for the VPN. The local address is the local lo0.0address.

The neighbor addresses are the PE routers' lo0.0 addresses.

1.

The unicast statement enables the router to use BGP to advertise network layer

reachability information (NLRI). The signaling statement enables the router to use

BGP as the signaling protocol for the VPN.

user@P# set protocols bgp group group-mvpn type internal
user@P# set protocols bgp group group-mvpn local-address 192.168.8.1
user@P# set protocols bgp group group-mvpn family inet unicast
user@P# set protocols bgp group group-mvpn family inet-mvpn signaling
user@P# set protocols bgp group group-mvpn neighbor 192.168.9.1
user@P# set protocols bgp group group-mvpn neighbor 192.168.7.1

Use the show configuration protocols bgp command to verify that the router has

been configured to use BGP to advertise NLRI.

2. On the PE and P routers, configure the BGP local autonomous system number.

user@PE1# set routing-options autonomous-system0.65010
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user@P# set routing-options autonomous-system0.65010

user@PE2# set routing-options autonomous-system0.65010

Use the show configuration routing-options command to verify that the BGP local

autonomous system number is correct.

3. On the PE routers, configure BGP for the VPN. Configure the local address as the

local lo0.0 address. The neighbor addresses are the lo0.0 addresses of Router P

and the other PE router, PE2.

user@PE1# set protocols bgp group group-mvpn type internal
user@PE1# set protocols bgp group group-mvpn local-address 192.168.7.1
user@PE1# set protocols bgp group group-mvpn family inet-vpn unicast
user@PE1# set protocols bgp group group-mvpn family inet-mvpn signaling
user@PE1# set protocols bgp group group-mvpn neighbor 192.168.9.1
user@PE1# set protocols bgp group group-mvpn neighbor 192.168.8.1

user@PE2# set protocols bgp group group-mvpn type internal
user@PE2# set protocols bgp group group-mvpn local-address 192.168.9.1
user@PE2# set protocols bgp group group-mvpn family inet-vpn unicast
user@PE2# set protocols bgp group group-mvpn family inet-mvpn signaling
user@PE2# set protocols bgp group group-mvpn neighbor 192.168.7.1
user@PE2# set protocols bgp group group-mvpn neighbor 192.168.8.1

Use the show bgp group command to verify that the BGP configuration is correct.

4. On the PE routers, configure a policy to export the BGP routes into OSPF.

user@PE1# set policy-options policy-statement bgp-to-ospf from protocol bgp
user@PE1# set policy-options policy-statement bgp-to-ospf then accept

user@PE2# set policy-options policy-statement bgp-to-ospf from protocol bgp
user@PE2# set policy-options policy-statement bgp-to-ospf then accept

Use the show policy bgp-to-ospf command to verify that the policy is correct.

Configuring RSVP

Step-by-Step
Procedure

On the PE routers, enable RSVP on the interfaces that participate in the LSP.

Configure the Fast Ethernet and ATM logical interfaces.

1.

user@PE1# set protocols rsvp interface fe-0/1/0.0
user@PE1# set protocols rsvp interface at-0/2/0.0

user@PE2# set protocols rsvp interface fe-0/1/0.0
user@PE2# set protocols rsvp interface at-0/2/1.0

2. On Router P, enable RSVP on the interfaces that participate in the LSP. Configure

the ATM logical interfaces.

user@P# set protocols rsvp interface at-0/2/0.0
user@P# set protocols rsvp interface at-0/2/1.0

Use the show configuration protocols rsvp command to verify that the RSVP

configuration is correct.
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Configuring MPLS

Step-by-Step
Procedure

On the PE routers, configure an MPLS LSP to the PE router that is the LSP egress

point. Specify the IP address of the lo0.0 interface on the router at the other end of

the LSP. Configure MPLS on the ATM, Fast Ethernet, and lo0.0 interfaces.

1.

To help identify each LSP when troubleshooting, configure a different LSP name

on each PE router. In this example, we use the name to-pe2 as the name for the LSP

configured on PE1 and to-pe1 as the name for the LSP configured on PE2.

user@PE1# set protocolsmpls label-switched-path to-pe2 to 192.168.9.1
user@PE1# set protocolsmpls interface fe-0/1/0.0
user@PE1# set protocolsmpls interface at-0/2/0.0
user@PE1# set protocolsmpls interface lo0.0

user@PE2# set protocolsmpls label-switched-path to-pe1 to 192.168.7.1
user@PE2# set protocolsmpls interface fe-0/1/0.0
user@PE2# set protocolsmpls interface at-0/2/1.0
user@PE2# set protocolsmpls interface lo0.0

Use the show configuration protocolsmpls and show route label-switched-path

to-pe1 commands to verify that the MPLS and LSP configuration is correct.

After the configuration is committed, use the showmpls lsp name to-pe1 and show

mpls lsp name to-pe2 commands to verify that the LSP is operational.

2. On Router P, enable MPLS. Specify the ATM interfaces connected to the PE routers.

user@P# set protocolsmpls interface at-0/2/0.0
user@P# set protocolsmpls interface at-0/2/1.0

Use the showmpls interface command to verify that MPLS is enabled on the ATM

interfaces.

3. On the PE and P routers, configure the protocol family on the ATM interfaces

associated with the LSP. Specify the mpls protocol family type.

user@PE1# set interfaces at-0/2/0 unit 0 family mpls

user@P# set interfaces at-0/2/0 unit 0 family mpls
user@P# set interfaces at-0/2/1 unit 0 family mpls

user@PE2# set interfaces at-0/2/1 unit 0 family mpls

Use the showmpls interface command to verify that the MPLS protocol family is

enabled on the ATM interfaces associated with the LSP.

Configuring the VRF Routing Instance

Step-by-Step
Procedure

On the PE routers, configure a routing instance for the VPN and specify the vrf

instance type. Add the Fast Ethernet and lo0.1customer-facing interfaces. Configure

the VPN instance of OSPF and include the BGP-to-OSPF export policy.

1.

user@PE1# set routing-instances vpn-a instance-type vrf
user@PE1# set routing-instances vpn-a interface lo0.1
user@PE1# set routing-instances vpn-a interface fe-0/1/0.0
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user@PE1# set routing-instances vpn-a protocols ospf export bgp-to-ospf
user@PE1# set routing-instances vpn-a protocols ospf area 0.0.0.0 interface all

user@PE2# set routing-instances vpn-a instance-type vrf
user@PE2# set routing-instances vpn-a interface lo0.1
user@PE2# set routing-instances vpn-a interface fe-0/1/0.0
user@PE2# set routing-instances vpn-a protocols ospf export bgp-to-ospf
user@PE2# set routing-instances vpn-a protocols ospf area 0.0.0.0 interface all

Use the show configuration routing-instances vpn-a command to verify that the

routing instance configuration is correct.

2. On the PE routers, configure a route distinguisher for the routing instance. A route

distinguisher allows the router to distinguish between two identical IP prefixes used

as VPN routes. Configure a different route distinguisher on each PE router. This

example uses 65010:1 on PE1 and 65010:2 on PE2.

user@PE1# set routing-instances vpn-a route-distinguisher 65010:1

user@PE2# set routing-instances vpn-a route-distinguisher 65010:2

Use the show configuration routing-instances vpn-a command to verify that the

route distinguisher is correct.

3. On the PE routers, configure default VRF import and export policies. Based on this

configuration, BGP automatically generates local routes corresponding to the route

target referenced in the VRF import policies. This example uses 2:1 as the route

target.

NOTE: Youmust configure the same route target on each PE router for
a given VPN routing instance.

user@PE1# set routing-instances vpn-a vrf-target target:2:1

user@PE2# set routing-instances vpn-a vrf-target target:2:1

Use the show configuration routing-instances vpn-a command to verify that the

route target is correct.

4. On the PE routers, configure the VPN routing instance for multicast support.

user@PE1# set routing-instances vpn-a protocolsmvpn

user@PE2# set routing-instances vpn-a protocolsmvpn

Use the showconfiguration routing-instance vpn-a command to verify that the VPN

routing instance has been configured for multicast support.

5. On the PE routers, configure an IP address on loopback logical interface 1 (lo0.1)

used in the customer routing instance VPN.

user@PE1# set interfaces lo0 unit 1 family inet address 10.10.47.101/32
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user@PE2# set interfaces lo0 unit 1 family inet address 10.10.47.100/32

Use the showinterfaces tersecommand to verify that the IP address on the loopback

interface is correct.

Configuring PIM

Step-by-Step
Procedure

On the PE and P routers, enable the provider instance of PIM. Add the core-facing

ATM interfaces. On the PE routers, also configure the lo0.0 interface. Specify the

mode as sparse and the version as 2.

1.

user@PE1# set protocols pim interface at-0/2/0.0mode sparse
user@PE1# set protocols pim interface at-0/2/0.0 version 2
user@PE1# set protocols pim interface lo0.0mode sparse
user@PE1# set protocols pim interface lo0.0 version 2

user@P# set protocols pim interface at-0/2/0.0mode sparse
user@P# set protocols pim interface at-0/2/0.0 version 2
user@P# set protocols pim interface at-0/2/1.0mode sparse
user@P# set protocols pim interface at-0/2/1.0 version 2

user@PE2# set protocols pim interface at-0/2/1.0mode sparse
user@PE2# set protocols pim interface at-0/2/1.0 version 2
user@PE2# set protocols pim interface lo0.0mode sparse
user@PE2# set protocols pim interface lo0.0 version 2

Use the show pim interfaces command to verify that PIM sparse-mode is enabled

on the core-facing ATM interfaces.

2. On the PE routers, enable the VPN customer instance of PIM. Configure the lo0.1

and the customer-facing Fast Ethernet interface. Specify the mode as sparse and

the version as 2.

user@PE1# set routing-instances vpn-a protocols pim interface lo0.1 mode sparse
user@PE1# set routing-instances vpn-a protocols pim interface lo0.1 version 2
user@PE1# set routing-instances vpn-a protocols pim interface fe-0/1/0.0mode
sparse

user@PE1# set routing-instances vpn-a protocols pim interface fe-0/1/0.0 version
2

user@PE2# set routing-instances vpn-a protocols pim interface lo0.1 mode sparse
user@PE2# set routing-instances vpn-a protocols pim interface lo0.1 version 2
user@PE2# set routing-instances vpn-a protocols pim interface fe-0/1/0.0mode
sparse

user@PE2# set routing-instances vpn-a protocols pim interface fe-0/1/0.0 version
2

Use theshowpiminterfaces instancevpn-acommand to verify that PIM sparse-mode

is enabled on the lo0.1 interface and the customer-facing Fast Ethernet interface.

3. On the CE routers, enable the customer instance of PIM. In this example, we configure

all interfaces. Specify the mode as sparse and the version as 2.

user@CE1# set protocols pim interface all

user@CE2# set protocols pim interface all mode sparse
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user@CE2# set protocols pim interface all version 2

Use the show pim interfaces command to verify that PIM sparse mode is enabled

on all interfaces.

Configuring the Provider Tunnel

Step-by-Step
Procedure

On Router PE1, configure the provider tunnel. Specify the multicast address to be

used.

1.

The provider-tunnel statement instructs the router to send multicast traffic across

a tunnel. Thepim-asm statement instructs the router to accept the multicast stream

from any source.

user@PE1# set routing-instances vpn-a provider-tunnel pim-asm group-address
224.1.1.1

Use the show configuration routing-instance vpn-a command to verify that the

multicast group address is correct on Router PE1.

2. On Router PE2, configure the provider tunnel. Specify the multicast address to be

used.

user@PE2# set routing-instances vpn-a provider-tunnel pim-asm group-address
224.1.1.1

Use the show configuration routing-instance vpn-a command to verify that the

multicast group address is correct on Router PE2.

Configuring the Rendezvous Point

Step-by-Step
Procedure

Configure Router PE1 to be the rendezvous point for the provider instance of PIM.

Specify the lo0.0 address of Router PE1.

1.

user@PE1# set protocols pim rp local address 192.168.7.1

Use the showpimrpscommand to verify that to correct local IP address is configured

for the provider instance RP.

2. Configure the static rendezvous point on Router P and the PE2 router for the provider

instance of PIM. Specify the lo0.0 address of Router PE1. Specify the version as 2.

user@P# set protocols pim rp static address 192.168.7.1 version 2

user@PE2# set protocols pim rp static address 192.168.7.1 version 2

Use the show pim rps command to verify that the correct static IP address is

configured for the provider instance RP.

3. Configure Router PE1 to be the rendezvous point for the customer instance of PIM.

Specify the lo0.1 address of Router PE1. Specify the multicast address to be used.

user@PE1# set routing-instances vpn-a protocols pim rp local address 10.10.47.101
user@PE1# set routing-instances vpn-a protocols pim rp local group-ranges
224.1.1.1/32

Use the show pim rps instance vpn-a command to verify that the correct local IP

address is configured for the customer instance RP.
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4. On Router PE2, configure the static rendezvous point for the customer instance of

PIM. Specify the lo0.1 address of Router PE1.

user@PE2# set routing-instances vpn-aprotocols pim rp static address 10.10.47.101

Use the show pim rps instance vpn-a command to verify that the correct static IP

address is configured for the customer instance RP.

5. On the CE routers, configure the static rendezvous point for the customer instance

of PIM. Specify the lo0.1 address of Router PE1.

user@CE1# set protocols pim rp static address 10.10.47.101 version 2

user@CE2# set protocols pim rp static address 10.10.47.101 version 2

Use the show pim rps command to verify that the correct static IP address is

configured for the customer instance RP.

6. Use the commitcheck command to verify that the configuration can be successfully

committed. If the configuration passes the check, commit the configuration.

7. Start the multicast sender device connected to CE1.

8. Start the multicast receiver device connected to CE2.

9. Verify that the receiver is receiving the multicast stream.

10. Use show commands to verify the routing, VPN, and multicast operation.

Results

The configuration and verification parts of this example have been completed. The

following section is for your reference.

The relevant sample configuration for Router CE1 follows.

Router CE1 interfaces {
lo0 {
unit 0 {
family inet {
address 192.168.6.1/32 {
primary;

}
}

}
}
fe-0/1/0 {
unit 0 {
family inet {
address 10.0.67.13/30;

}
}

}
fe-1/3/0 {
unit 0 {
family inet {
address 10.10.12.1/24;

}
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}
}

}
protocols {
ospf {
area 0.0.0.0 {
interface fe-0/1/0.0;
interface lo0.0;
interface fe-1/3/0.0;

}
}
pim {
rp {
static {
address 10.10.47.101 {
version 2;

}
}

}
interface all;

}
}

The relevant sample configuration for Router PE1 follows.

Router PE1 interfaces {
lo0 {
unit 0 {
family inet {
address 192.168.7.1/32 {
primary;

}
}

}
}
fe-0/1/0 {
unit 0 {
family inet {
address 10.0.67.14/30;

}
}

}
at-0/2/0 {
atm-options {
pic-type atm1;
vpi 0 {
maximum-vcs 256;

}
}
unit 0 {
vci 0.128;
family inet {
address 10.0.78.5/32 {
destination 10.0.78.6;

}
}
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family mpls;
}

}
lo0 {
unit 1 {
family inet {
address 10.10.47.101/32;

}
}

}
}
routing-options {
autonomous-system 0.65010;

}
protocols {
rsvp {
interface fe-0/1/0.0;
interface at-0/2/0.0;

}
mpls {
label-switched-path to-pe2 {
to 192.168.9.1;

}
interface fe-0/1/0.0;
interface at-0/2/0.0;
interface lo0.0;

}
bgp {
group group-mvpn {
type internal;
local-address 192.168.7.1;
family inet-vpn {
unicast;

}
family inet-mvpn {
signaling;

}
neighbor 192.168.9.1;
neighbor 192.168.8.1;

}
}
ospf {
traffic-engineering {
shortcuts;

}
area 0.0.0.0 {
interface at-0/2/0.0;
interface lo0.0;

}
}
pim {
rp {
local {
address 192.168.7.1;

}
}
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interface at-0/2/0.0 {
mode sparse;
version 2;

}
interface lo0.0 {
mode sparse;
version 2;

}
}

}
policy-options {
policy-statement bgp-to-ospf {
from protocol bgp;
then accept;

}
}
routing-instances {
vpn-a {
instance-type vrf;
interface lo0.1;
interface fe-0/1/0.0;
route-distinguisher 65010:1;
provider-tunnel {
pim-asm {
group-address 224.1.1.1;

}
}
vrf-target target:2:1;
protocols {
ospf {
export bgp-to-ospf;
area 0.0.0.0 {
interface all;

}
}
pim {
rp {
local {
address 10.10.47.101;
group-ranges {
224.1.1.1/32;

}
}

}
interface lo0.1 {
mode sparse;
version 2;

}
interface fe-0/1/0.0 {
mode sparse;
version 2;

}
}
mvpn;

}
}
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}

The relevant sample configuration for Router P follows.

Router P interfaces {
lo0 {
unit 0 {
family inet {
address 192.168.8.1/32 {
primary;

}
}

}
}
at-0/2/0 {
atm-options {
pic-type atm1;
vpi 0 {
maximum-vcs 256;

}
}
unit 0 {
vci 0.128;
family inet {
address 10.0.78.6/32 {
destination 10.0.78.5;

}
}
family mpls;

}
}
at-0/2/1 {
atm-options {
pic-type atm1;
vpi 0 {
maximum-vcs 256;

}
}
unit 0 {
vci 0.128;
family inet {
address 10.0.89.5/32 {
destination 10.0.89.6;

}
}
family mpls;

}
}

}
routing-options {
autonomous-system 0.65010;

}
protocols {
rsvp {
interface at-0/2/0.0;
interface at-0/2/1.0;
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}
mpls {
interface at-0/2/0.0;
interface at-0/2/1.0;

}
bgp {
group group-mvpn {
type internal;
local-address 192.168.8.1;
family inet {
unicast;

}
family inet-mvpn {
signaling;

}
neighbor 192.168.9.1;
neighbor 192.168.7.1;

}
}
ospf {
traffic-engineering {
shortcuts;

}
area 0.0.0.0 {
interface lo0.0;
interface all;
interface fxp0.0 {
disable;

}
}

}
pim {
rp {
static {
address 192.168.7.1 {
version 2;

}
}

}
interface at-0/2/0.0 {
mode sparse;
version 2;

}
interface at-0/2/1.0 {
mode sparse;
version 2;

}
}

}

The relevant sample configuration for Router PE2 follows.

Router PE2 interfaces {
lo0 {
unit 0 {
family inet {
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address 192.168.9.1/32 {
primary;

}
}

}
}
fe-0/1/0 {
unit 0 {
family inet {
address 10.0.90.13/30;

}
}

}
at-0/2/1 {
atm-options {
pic-type atm1;
vpi 0 {
maximum-vcs 256;

}
}
unit 0 {
vci 0.128;
family inet {
address 10.0.89.6/32 {
destination 10.0.89.5;

}
}
family mpls;

}
}
lo0 {
unit 1 {
family inet {
address 10.10.47.100/32;

}
}

}
}
routing-options {
autonomous-system 0.65010;

}
protocols {
rsvp {
interface fe-0/1/0.0;
interface at-0/2/1.0;

}
mpls {
label-switched-path to-pe1 {
to 192.168.7.1;

}
interface lo0.0;
interface fe-0/1/0.0;
interface at-0/2/1.0;

}
bgp {
group group-mvpn {
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type internal;
local-address 192.168.9.1;
family inet-vpn {
unicast;

}
family inet-mvpn {
signaling;

}
neighbor 192.168.7.1;
neighbor 192.168.8.1;

}
}
ospf {
traffic-engineering {
shortcuts;

}
area 0.0.0.0 {
interface lo0.0;
interface at-0/2/1.0;

}
}
pim {
rp {
static {
address 192.168.7.1 {
version 2;

}
}

}
interface lo0.0 {
mode sparse;
version 2;

}
interface at-0/2/1.0 {
mode sparse;
version 2;

}
}

}
policy-options {
policy-statement bgp-to-ospf {
from protocol bgp;
then accept;

}
}
routing-instances {
vpn-a {
instance-type vrf;
interface fe-0/1/0.0;
interface lo0.1;
route-distinguisher 65010:2;
provider-tunnel {
pim-asm {
group-address 224.1.1.1;

}
}
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vrf-target target:2:1;
protocols {
ospf {
export bgp-to-ospf;
area 0.0.0.0 {
interface all;

}
}
pim {
rp {
static {
address 10.10.47.101;

}
}
interface fe-0/1/0.0 {
mode sparse;
version 2;

}
interface lo0.1 {
mode sparse;
version 2;

}
}
mvpn;

}
}

}

The relevant sample configuration for Router CE2 follows.

Router CE2 interfaces {
lo0 {
unit 0 {
family inet {
address 192.168.0.1/32 {
primary;

}
}

}
}
fe-0/1/0 {
unit 0 {
family inet {
address 10.0.90.14/30;

}
}

}
fe-1/3/0 {
unit 0 {
family inet {
address 10.10.11.1/24;

}
family inet6 {
address fe80::205:85ff:fe88:ccdb/64;

}
}
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}
}
protocols {
ospf {
area 0.0.0.0 {
interface fe-0/1/0.0;
interface lo0.0;
interface fe-1/3/0.0;

}
}
pim {
rp {
static {
address 10.10.47.101 {
version 2;

}
}

}
interface all {
mode sparse;
version 2;

}
}

}

Example: Configuring a PIM-SSMProvider Tunnel for anMBGPMVPN

This example shows how to configure a PIM-SSM provider tunnel for an MBGP MVPN.

The configuration enables service providers to carry customer data in the core. This

example shows how to configure PIM-SSM tunnels as inclusive PMSI and uses the unicast

routing preference as the metric for determining the single forwarder (instead of the

default metric, which is the IP address from the global administrator field in the

route-import community).

• Requirements on page 412

• Overview on page 412

• Configuration on page 413

• Verification on page 421

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure the BGP-to-OSPF routing policy. See the Routing Policy Configuration Guide.

Overview

When a PE receives a customer join or prune message from a CE, the message identifies

a particular multicast flow as belonging either to a source-specific tree (S,G) or to a

shared tree (*,G). If the route to the multicast source or RP is across the VPN backbone,

then the PE needs to identify the upstream multicast hop (UMH) for the (S,G) or (*,G)
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flow. Normally the UMH is determined by the unicast route to the multicast source or

RP.

However, in some cases, the CEs might be distributing to the PEs a special set of routes

that are to be used exclusively for the purpose of upstream multicast hop selection using

the route-import community. More than one route might be eligible, and the PE needs

to elect a single forwarder from the eligible UMHs.

The default metric for the single forwarder election is the IP address from the global

administrator field in the route-import community. You can configure a router to use the

unicast route preference to determine the single forwarder election.

This example includes the following settings.

• provider-tunnel pim-ssm group-address—Specifies a valid SSM VPN group address.

The SSM VPN group address and the source address are advertised by the type-1

autodiscovery route. On receiving an autodiscovery route with the SSM VPN group

address and the source address, a PE router sends an (S,G) join in the provider space

to the PE advertising the autodiscovery route. All PE routers exchange their PIM-SSM

VPN group address to complete the inclusive provider multicast service interface

(I-PMSI). Unlike a PIM-ASM provider tunnel, the PE routers can choose a different VPN

group address because the (S,G) joins are sent directly toward the source PE.

NOTE: Similar to a PIM-ASM provider tunnel, PIMmust be configured in
the default master instance.

• unicast-umh-election—Specifies that the PE router uses the unicast route preference

to determine the single-forwarder election.

Figure 57 on page 413 shows the topology used in this example.

Figure 57: PIM-SSMProvider Tunnel for anMBGPMVPN Topology
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.
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set interfaces fe-0/2/0 unit 0 family inet address 192.168.195.109/30
set interfaces fe-0/2/1 unit 0 family inet address 192.168.195.5/27
set interfaces fe-0/2/2 unit 0 family inet address 20.10.1.1/30
set interfaces fe-0/2/2 unit 0 family iso
set interfaces fe-0/2/2 unit 0 family mpls
set interfaces lo0 unit 1 family inet address 10.10.47.100/32
set interfaces lo0 unit 1 family inet address 1.1.1.1/32 primary
set interfaces lo0 unit 2 family inet address 10.10.48.100/32
set protocolsmpls interface all set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-preference 120
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp family inet-mvpn signaling
set protocols bgp group ibgp neighbor 10.255.112.155
set protocols isis level 1 disable set protocols isis interface all
set protocols isis interface fxp0.0 disable
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ldp interface all
set protocols pim rp static address 10.255.112.155
set protocols pim interface all mode sparse-dense
set protocols pim interface all version 2
set protocols pim interface fxp0.0 disable
set routing-instances VPN-A instance-type vrf
set routing-instances VPN-A interface fe-0/2/1.0
set routing-instances VPN-A interface lo0.1
set routing-instances VPN-A route-distinguisher 10.255.112.199:100
set routing-instances VPN-A provider-tunnel pim-ssm group-address 232.1.1.1
set routing-instances VPN-A vrf-target target:100:100
set routing-instances VPN-A vrf-table-label
set routing-instances VPN-A routing-options auto-export
set routing-instances VPN-A protocols ospf export bgp-to-ospf
set routing-instances VPN-A protocols ospf area 0.0.0.0 interface lo0.1
set routing-instances VPN-A protocols ospf area 0.0.0.0 interface fe-0/2/1.0
set routing-instances VPN-A protocols pim rp static address 10.10.47.101
set routing-instances VPN-A protocols pim interface lo0.1 mode sparse-dense
set routing-instances VPN-A protocols pim interface lo0.1 version 2
set routing-instances VPN-A protocols pim interface fe-0/2/1.0mode sparse-dense
set routing-instances VPN-A protocols pim interface fe-0/2/1.0 version 2
set routing-instances VPN-A protocolsmvpn unicast-umh-election
set routing-instances VPN-B instance-type vrf
set routing-instances VPN-B interface fe-0/2/0.0
set routing-instances VPN-B interface lo0.2
set routing-instances VPN-B route-distinguisher 10.255.112.199:200
set routing-instances VPN-B provider-tunnel pim-ssm group-address 232.2.2.2
set routing-instances VPN-B vrf-target target:200:200
set routing-instances VPN-B vrf-table-label
set routing-instances VPN-B routing-options auto-export
set routing-instances VPN-B protocols ospf export bgp-to-ospf
set routing-instances VPN-B protocols ospf area 0.0.0.0 interface lo0.2
set routing-instances VPN-B protocols ospf area 0.0.0.0 interface fe-0/2/0.0
set routing-instances VPN-B protocols pim rp static address 10.10.48.101
set routing-instances VPN-B protocols pim interface lo0.2mode sparse-dense
set routing-instances VPN-B protocols pim interface lo0.2 version 2
set routing-instances VPN-B protocols pim interface fe-0/2/0.0mode sparse-dense
set routing-instances VPN-B protocols pim interface fe-0/2/0.0 version 2
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set routing-instances VPN-B protocolsmvpn unicast-umh-election
set routing-options autonomous-system 100

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure a PIM-SSM provider tunnel for an MBGP MVPN:

1. Configure the interfaces in the master routing instance on the PE routers. This
example shows the interfaces for one PE router.

[edit interfaces]
user@host# set fe-0/2/0 unit 0 family inet address 192.168.195.109/30
user@host# set fe-0/2/1 unit 0 family inet address 192.168.195.5/27
user@host# set fe-0/2/2 unit 0 family inet address 20.10.1.1/30
user@host# set fe-0/2/2 unit 0 family iso
user@host# set fe-0/2/2 unit 0 family mpls
user@host# set lo0 unit 1 family inet address 10.10.47.100/32
user@host# set lo0 unit 2 family inet address 10.10.48.100/32

2. Configure the autonomous system number in the global routing options. This is
required in MBGP MVPNs.

[edit routing-options]
user@host# set autonomous-system 100

3. Configure the routing protocols in the master routing instance on the PE routers.

user@host# set protocolsmpls interface all

[edit protocols bgp group ibgp]
user@host# set type internal
user@host# set family inet-vpn any
user@host# set family inet-mvpn signaling
user@host# set neighbor 10.255.112.155

[edit protocols isis]
user@host# set level 1 disable
user@host# set interface all
user@host# set interface fxp0.0 disable

[edit protocols ospf]
user@host# set traffic-engineering
user@host# set area 0.0.0.0 interface all
user@host# set area 0.0.0.0 interface fxp0.0 disable

user@host# set protocols ldp interface all

[edit protocols pim]
user@host# set rp static address 10.255.112.155
user@host# set interface all mode sparse-dense
user@host# set interface all version 2
user@host# set interface fxp0.0 disable
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4. Configure routing instance VPN-A.

[edit routing-instances VPN-A]
user@host# set instance-type vrf
user@host# set interface fe-0/2/1.0
user@host# set interface lo0.1
user@host# set route-distinguisher 10.255.112.199:100
user@host# set provider-tunnel pim-ssm group-address 232.1.1.1
user@host# set vrf-target target:100:100
user@host# set vrf-table-label
user@host# set routing-options auto-export
user@host# set protocols ospf export bgp-to-ospf
user@host# set protocols ospf area 0.0.0.0 interface lo0.1
user@host# set protocols ospf area 0.0.0.0 interface fe-0/2/1.0
user@host# set protocols pim rp static address 10.10.47.101
user@host# set protocols pim interface lo0.1 mode sparse-dense
user@host# set protocols pim interface lo0.1 version 2
user@host# set protocols pim interface fe-0/2/1.0mode sparse-dense
user@host# set protocols pim interface fe-0/2/1.0 version 2
user@host# set protocolsmvpn

5. Configure routing instance VPN-B.

[edit routing-instances VPN-B]
user@host# set instance-type vrf
user@host# set interface fe-0/2/0.0
user@host# set interface lo0.2
user@host# set route-distinguisher 10.255.112.199:200
user@host# set provider-tunnel pim-ssm group-address 232.2.2.2
user@host# set vrf-target target:200:200
user@host# set vrf-table-label
user@host# set routing-options auto-export
user@host# set protocols ospf export bgp-to-ospf
user@host# set protocols ospf area 0.0.0.0 interface lo0.2
user@host# set protocols ospf area 0.0.0.0 interface fe-0/2/0.0
user@host# set protocols pim rp static address 10.10.48.101
user@host# set protocols pim interface lo0.2mode sparse-dense
user@host# set protocols pim interface lo0.2 version 2
user@host# set protocols pim interface fe-0/2/0.0mode sparse-dense
user@host# set protocols pim interface fe-0/2/0.0 version 2
user@host# set protocolsmvpn

6. Configure the topology such that the BGP route to the source advertised by PE1 has
a higher preference than the BGP route to the source advertised by PE2.

[edit protocols bgp]
user@host# set group ibgp local-preference 120

7. Configure a higher primary loopback address on PE2 than on PE1. This ensures that
PE2 is the MBGP MVPN single-forwarder election winner.

[edit]
user@host# set interface lo0 unit 1 family inet address 1.1.1.1/32 primary

8. Configure the unicast-umh-knob statement on PE3.

[edit]
user@host# set routing-instances VPN-A protocolsmvpn unicast-umh-election
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user@host# set routing-instances VPN-B protocolsmvpn unicast-umh-election

9. If you are done configuring the device, commit the configuration.

user@host# commit

Results

Confirm your configuration by entering the show interfaces, show protocols, show

routing-instances, and show routing-options commands from configuration mode. If the

output does not display the intended configuration, repeat the instructions in this example

to correct the configuration.

user@host# show interfaces
fe-0/2/0 {
unit 0 {
family inet {
address 192.168.195.109/30;

}
}

}
fe-0/2/1 {
unit 0 {
family inet {
address 192.168.195.5/27;

}
}

}
fe-0/2/2 {
unit 0 {
family inet {
address 20.10.1.1/30;

}
family iso;
family mpls;

}
}
lo0 {
unit 1 {
family inet {
address 10.10.47.100/32;
address 1.1.1.1/32 {
primary;

}
}

}
unit 2 {
family inet {
address 10.10.48.100/32;

}
}

}

user@host# show protocols
mpls {
interface all;
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}
bgp {
group ibgp {
type internal;
local-preference 120;
family inet-vpn {
any;

}
family inet-mvpn {
signaling;

}
neighbor 10.255.112.155;

}
}
isis {
level 1 disable;
interface all;
interface fxp0.0 {
disable;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
ldp {
interface all;

}
pim {
rp {
static {
address 10.255.112.155;

}
}
interface all {
mode sparse-dense;
version 2;

}
interface fxp0.0 {
disable;

}
}

user@host# show routing-instances
VPN-A {
instance-type vrf;
interface fe-0/2/1.0;
interface lo0.1;
route-distinguisher 10.255.112.199:100;
provider-tunnel {
pim-ssm {
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group-address 232.1.1.1;
}

}
vrf-target target:100:100;
vrf-table-label;
routing-options {
auto-export;

}
protocols {
ospf {
export bgp-to-ospf;
area 0.0.0.0 {
interface lo0.1;
interface fe-0/2/1.0;

}
}
pim {
rp {
static {
address 10.10.47.101;

}
}
interface lo0.1 {
mode sparse-dense;
version 2;

}
interface fe-0/2/1.0 {
mode sparse-dense;
version 2;

}
}
mvpn {
unicast-umh-election;

}
}

}
VPN-B {
instance-type vrf;
interface fe-0/2/0.0;
interface lo0.2;
route-distinguisher 10.255.112.199:200;
provider-tunnel {
pim-ssm {
group-address 232.2.2.2;

}
}
vrf-target target:200:200;
vrf-table-label;
routing-options {
auto-export;

}
protocols {
ospf {
export bgp-to-ospf;
area 0.0.0.0 {
interface lo0.2;
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interface fe-0/2/0.0;
}

}
pim {
rp {
static {
address 10.10.48.101;

}
}
interface lo0.2 {
mode sparse-dense;
version 2;

}
interface fe-0/2/0.0 {
mode sparse-dense;
version 2;

}
}
mvpn {
unicast-umh-election;

}
}

}

fe-0/2/0 {
unit 0 {
family inet {
address 192.168.195.109/30;

}
}

}
fe-0/2/1 {
unit 0 {
family inet {
address 192.168.195.5/27;

}
}

}

user@host# show routing-options
autonomous-system 100;
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Verification

To verify the configuration, start the receivers and the source. PE3 should create type-7

customer multicast routes from the local joins. Verify the source-tree customer multicast

entries on all PE routers. PE3 should choose PE1 as the upstream PE toward the source.

PE1 receives the customer multicast route from the egress PEs and forwards data on the

PSMI to PE3.

To confirm the configuration, run the following commands:

• show route table VPN-A.mvpn.0 extensive

• showmulticast route extensive instance VPN-A

Example: AllowingMBGPMVPNRemote Sources

This example shows how to configure an MBGP MVPN that allows remote sources, even

when there is no PIM neighborship toward the upstream router.

• Requirements on page 421

• Overview on page 421

• Configuration on page 422

• Verification on page 425

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

• Configure the point-to-multipoint static LSP. See Configuring Point-to-Multipoint LSPs

for an MBGP MVPN.

Overview

In this example, a remote CE router is the multicast source. In an MBGP MVPN, a PE router

has the PIM interface hello interval set to zero, thereby creating no PIM neighborship. The

PIM upstream state is None. In this scenario, directly connected receivers receive traffic

in the MBGP MVPN only if you configure the ingress PE’s upstream logical interface to

accept remote sources. If you do not configure the ingress PE’s logical interface to accept

remote sources, the multicast route is deleted and the local receivers are no longer

attached to the flood next hop.

This example shows the configuration on the ingress PE router. A static LSP is used to

receive traffic from the remote source.

Figure 58 on page 422 shows the topology used in this example.
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Figure 58: MBGPMVPNRemote Source
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set routing-instances vpn-A instance-type vrf
set routing-instances vpn-A interface ge-1/0/0.213
set routing-instances vpn-A interface ge-1/0/0.484
set routing-instances vpn-A interface ge-1/0/1.200
set routing-instances vpn-A interface ge-1/0/2.0
set routing-instances vpn-A interface ge-1/0/7.0
set routing-instances vpn-A interface vt-1/1/0.0
set routing-instances vpn-A route-distinguisher 10.0.0.10:04
set routing-instances vpn-A provider-tunnel rsvp-te label-switched-path-template
mvpn-dynamic

set routing-instancesvpn-Aprovider-tunnelselectivegroup224.0.9.0/32source10.1.1.2/32
rsvp-te static-lspmvpn-static

set routing-instances vpn-A vrf-target target:65000:04
set routing-instances vpn-A protocols bgp group 1a type external
set routing-instances vpn-A protocols bgp group 1a peer-as 65213
set routing-instances vpn-A protocols bgp group 1a neighbor 10.2.213.9
set routing-instances vpn-A protocols pim interface all hello-interval 0
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set routing-instances vpn-A protocols pim interface ge-1/0/2.0 accept-remote-source
set routing-instances vpn-A protocolsmvpn
set routing-options autonomous-system 100

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To allow remote sources:

1. On the ingress PE router, configure the interfaces in the routing instance.

[edit routing-instances vpn-A]
user@host# set instance-type vrf
user@host# set interface ge-1/0/0.213
user@host# set interface ge-1/0/0.484
user@host# set interface ge-1/0/1.200
user@host# set interface ge-1/0/2.0
user@host# set interface ge-1/0/7.0
user@host# set interface vt-1/1/0.0

2. Configure the autonomous system number in the global routing options. This is
required in MBGP MVPNs.

user@host# set routing-options autonomous-system 100

3. Configure the route distinguisher and the VRF target.

[edit routing-instances vpn-A]
user@host# set route-distinguisher 10.0.0.10:04
user@host# set vrf-target target:65000:04

4. Configure the provider tunnel.

[edit routing-instances vpn-A]
user@host# set provider-tunnel rsvp-te label-switched-path-template
mvpn-dynamic

user@host# set provider-tunnel selective group 224.0.9.0/32 source 10.1.1.2/32
rsvp-te static-lspmvpn-static

5. Configure BGP in the routing instance.

[edit routing-instances vpn-A]
user@host# set protocols bgp group 1a type external
user@host# set protocols bgp group 1a peer-as 65213
user@host# set protocols bgp group 1a neighbor 10.2.213.9

6. Configure PIM in the routing instance, including theaccept-remote-source statement
on the incoming logical interface.

[edit routing-instances vpn-A]
user@host# set protocols pim interface all hello-interval 0
user@host# set protocols pim interface ge-1/0/2.0 accept-remote-source

7. Enable the MVPN Protocol in the routing instance.

[edit routing-instances vpn-A]
user@host# set protocolsmvpn
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8. If you are done configuring the devices, commit the configuration.

user@host# commit

Results

From configuration mode, confirm your configuration by entering the show

routing-instances and show routing-options commands. If the output does not display

the intended configuration, repeat the instructions in this example to correct the

configuration.

user@host# show routing-instances
routing-instances {
vpn-A {
instance-type vrf;
interface ge-1/0/0.213;
interface ge-1/0/0.484;
interface ge-1/0/1.200;
interface vt-1/1/0.0;
interface ge-1/0/2.0;
interface ge-1/0/7.0;
route-distinguisher 10.0.0.10:04;
provider-tunnel {
rsvp-te {
label-switched-path-template {
mvpn-dynamic;

}
}
selective {
group 224.0.9.0/32 {
source 10.1.1.2/32 {
rsvp-te {
static-lspmvpn-static;

}
}

}
}

}
vrf-target target:65000:04;
protocols {
bgp {
group 1a {
type external;
peer-as 65213;
neighbor 10.2.213.9;

}
}
pim {
interface all {
hello-interval 0;

}
interface ge-1/0/2.0 {
accept-remote-source;

}
}
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mvpn;
}

}

user@host# show routing-options
autonomous-system 100;

Verification

To verify the configuration, run the following commands:

• showmpls lsp p2mp

• showmulticast route instance vpn-A extensive

• showmvpn c-multicast

• show pim join instance vpn-A extensive

• show route forwarding-table destination destination

• show route table vpn-A.mvpn.0

Example: Configuring BGP Route Flap Damping Based on theMBGPMVPNAddress Family

This example shows how to configure an multiprotocol BGP multicast VPN (also called

Next-Generation MVPN) with BGP route flap damping.

• Requirements on page 425

• Overview on page 425

• Configuration on page 426

• Verification on page 434

Requirements

This example uses Junos OS Release 12.2. BGP route flap damping support for MBGP

MVPN, specifically, and on an address family basis, in general, is introduced in Junos OS

Release 12.2.

Overview

BGP route flap damping helps to diminish route instability caused by routes being

repeatedly withdrawn and readvertised when a link is intermittently failing.

This example uses the default damping parameters and demonstrates an MBGP MVPN

scenario with three provider edge (PE) routing devices, three customer edge (CE) routing

devices, and one provider (P) routing device.

Figure 59 on page 426 shows the topology used in this example.
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Figure 59: MBGPMVPNwith BGP Route Flap Damping
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On PE Device R4, BGP route flap damping is configured for address family inet-mvpn. A

routing policy called dampPolicy uses the nlri-route-type match condition to damp only

MVPN route types 3, 4, and 5. All other MVPN route types are not damped.

This example shows the full configuration on all devices in the “CLI Quick Configuration”

on page 426 section. The “Configuring Device R4” on page 429 section shows the

step-by-step configuration for PE Device R4.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

Device R1 set interfaces ge-1/2/0 unit 1 family inet address 10.1.1.1/30
set interfaces ge-1/2/0 unit 1 family mpls
set interfaces lo0 unit 1 family inet address 1.1.1.1/32
set protocols ospf area 0.0.0.0 interface lo0.1 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.1
set protocols pim rp static address 100.1.1.2
set protocols pim interface all
set routing-options router-id 1.1.1.1

Device R2 set interfaces ge-1/2/0 unit 2 family inet address 10.1.1.2/30
set interfaces ge-1/2/0 unit 2 family mpls
set interfaces ge-1/2/1 unit 5 family inet address 10.1.1.5/30
set interfaces ge-1/2/1 unit 5 family mpls
set interfaces vt-1/2/0 unit 2 family inet
set interfaces lo0 unit 2 family inet address 1.1.1.2/32
set interfaces lo0 unit 102 family inet address 100.1.1.2/32
set protocolsmpls interface ge-1/2/1.5
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 1.1.1.2
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp family inet-mvpn signaling
set protocols bgp group ibgp neighbor 1.1.1.4
set protocols bgp group ibgp neighbor 1.1.1.5
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set protocols ospf area 0.0.0.0 interface lo0.2 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/1.5
set protocols ldp interface ge-1/2/1.5
set protocols ldp p2mp
set policy-options policy-statement parent_vpn_routes from protocol bgp
set policy-options policy-statement parent_vpn_routes then accept
set routing-instances vpn-1 instance-type vrf
set routing-instances vpn-1 interface ge-1/2/0.2
set routing-instances vpn-1 interface vt-1/2/0.2
set routing-instances vpn-1 interface lo0.102
set routing-instances vpn-1 route-distinguisher 100:100
set routing-instances vpn-1 provider-tunnel ldp-p2mp
set routing-instances vpn-1 vrf-target target:1:1
set routing-instances vpn-1 protocols ospf export parent_vpn_routes
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface lo0.102 passive
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface ge-1/2/0.2
set routing-instances vpn-1 protocols pim rp static address 100.1.1.2
set routing-instances vpn-1 protocols pim interface ge-1/2/0.2mode sparse
set routing-instances vpn-1 protocolsmvpn
set routing-options router-id 1.1.1.2
set routing-options autonomous-system 1001

Device R3 set interfaces ge-1/2/0 unit 6 family inet address 10.1.1.6/30
set interfaces ge-1/2/0 unit 6 family mpls
set interfaces ge-1/2/1 unit 9 family inet address 10.1.1.9/30
set interfaces ge-1/2/1 unit 9 family mpls
set interfaces ge-1/2/2 unit 13 family inet address 10.1.1.13/30
set interfaces ge-1/2/2 unit 13 family mpls
set interfaces lo0 unit 3 family inet address 1.1.1.3/32
set protocolsmpls interface ge-1/2/0.6
set protocolsmpls interface ge-1/2/1.9
set protocolsmpls interface ge-1/2/2.13
set protocols ospf area 0.0.0.0 interface lo0.3 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.6
set protocols ospf area 0.0.0.0 interface ge-1/2/1.9
set protocols ospf area 0.0.0.0 interface ge-1/2/2.13
set protocols ldp interface ge-1/2/0.6
set protocols ldp interface ge-1/2/1.9
set protocols ldp interface ge-1/2/2.13
set protocols ldp p2mp
set routing-options router-id 1.1.1.3

Device R4 set interfaces ge-1/2/0 unit 10 family inet address 10.1.1.10/30
set interfaces ge-1/2/0 unit 10 family mpls
set interfaces ge-1/2/1 unit 17 family inet address 10.1.1.17/30
set interfaces ge-1/2/1 unit 17 family mpls
set interfaces vt-1/2/0 unit 4 family inet
set interfaces lo0 unit 4 family inet address 1.1.1.4/32
set interfaces lo0 unit 104 family inet address 100.1.1.4/32
set protocols rsvp interface all aggregate
set protocolsmpls interface all
set protocolsmpls interface ge-1/2/0.10
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 1.1.1.4
set protocols bgp group ibgp family inet-vpn unicast
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set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp family inet-mvpn signaling damping
set protocols bgp group ibgp neighbor 1.1.1.2 import dampPolicy
set protocols bgp group ibgp neighbor 1.1.1.5
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface lo0.4 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.10
set protocols ldp interface ge-1/2/0.10
set protocols ldp p2mp
set policy-options policy-statement dampPolicy term term1 from family inet-mvpn
set policy-options policy-statement dampPolicy term term1 from nlri-route-type 3
set policy-options policy-statement dampPolicy term term1 from nlri-route-type 4
set policy-options policy-statement dampPolicy term term1 from nlri-route-type 5
set policy-options policy-statement dampPolicy term term1 then accept
set policy-options policy-statement dampPolicy then damping no-damp
set policy-options policy-statement dampPolicy then accept
set policy-options policy-statement parent_vpn_routes from protocol bgp
set policy-options policy-statement parent_vpn_routes then accept
set policy-options damping no-damp disable
set routing-instances vpn-1 instance-type vrf
set routing-instances vpn-1 interface vt-1/2/0.4
set routing-instances vpn-1 interface ge-1/2/1.17
set routing-instances vpn-1 interface lo0.104
set routing-instances vpn-1 route-distinguisher 100:100
set routing-instances vpn-1 vrf-target target:1:1
set routing-instances vpn-1 protocols ospf export parent_vpn_routes
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface lo0.104 passive
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface ge-1/2/1.17
set routing-instances vpn-1 protocols pim rp static address 100.1.1.2
set routing-instances vpn-1 protocols pim interface ge-1/2/1.17 mode sparse
set routing-instances vpn-1 protocolsmvpn
set routing-options router-id 1.1.1.4
set routing-options autonomous-system 1001

Device R5 set interfaces ge-1/2/0 unit 14 family inet address 10.1.1.14/30
set interfaces ge-1/2/0 unit 14 family mpls
set interfaces ge-1/2/1 unit 21 family inet address 10.1.1.21/30
set interfaces ge-1/2/1 unit 21 family mpls
set interfaces vt-1/2/0 unit 5 family inet
set interfaces lo0 unit 5 family inet address 1.1.1.5/32
set interfaces lo0 unit 105 family inet address 100.1.1.5/32
set protocolsmpls interface ge-1/2/0.14
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 1.1.1.5
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp family inet-mvpn signaling
set protocols bgp group ibgp neighbor 1.1.1.2
set protocols bgp group ibgp neighbor 1.1.1.4
set protocols ospf area 0.0.0.0 interface lo0.5 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.14
set protocols ldp interface ge-1/2/0.14
set protocols ldp p2mp
set policy-options policy-statement parent_vpn_routes from protocol bgp
set policy-options policy-statement parent_vpn_routes then accept
set routing-instances vpn-1 instance-type vrf
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set routing-instances vpn-1 interface vt-1/2/0.5
set routing-instances vpn-1 interface ge-1/2/1.21
set routing-instances vpn-1 interface lo0.105
set routing-instances vpn-1 route-distinguisher 100:100
set routing-instances vpn-1 vrf-target target:1:1
set routing-instances vpn-1 protocols ospf export parent_vpn_routes
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface lo0.105 passive
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface ge-1/2/1.21
set routing-instances vpn-1 protocols pim rp static address 100.1.1.2
set routing-instances vpn-1 protocols pim interface ge-1/2/1.21 mode sparse
set routing-instances vpn-1 protocolsmvpn
set routing-options router-id 1.1.1.5
set routing-options autonomous-system 1001

Device R6 set interfaces ge-1/2/0 unit 18 family inet address 10.1.1.18/30
set interfaces ge-1/2/0 unit 18 family mpls
set interfaces lo0 unit 6 family inet address 1.1.1.6/32
set protocols sap listen 224.1.1.1
set protocols ospf area 0.0.0.0 interface lo0.6 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.18
set protocols pim rp static address 100.1.1.2
set protocols pim interface all
set routing-options router-id 1.1.1.6

Device R7 set interfaces ge-1/2/0 unit 22 family inet address 10.1.1.22/30
set interfaces ge-1/2/0 unit 22 family mpls
set interfaces lo0 unit 7 family inet address 1.1.1.7/32
set protocols ospf area 0.0.0.0 interface lo0.7 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.22
set protocols pim rp static address 100.1.1.2
set protocols pim interface all
set routing-options router-id 1.1.1.7

Configuring Device R4

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure Device R4:

1. Configure the interfaces.

[edit interfaces]
user@R4# set ge-1/2/0 unit 10 family inet address 10.1.1.10/30
user@R4# set ge-1/2/0 unit 10 family mpls
user@R4# set ge-1/2/1 unit 17 family inet address 10.1.1.17/30
user@R4# set ge-1/2/1 unit 17 family mpls
user@R4# set vt-1/2/0 unit 4 family inet
user@R4# set lo0 unit 4 family inet address 1.1.1.4/32
user@R4# set lo0 unit 104 family inet address 100.1.1.4/32

2. Configure MPLS and the signaling protocols on the interfaces.

[edit protocols]
user@R4# setmpls interface all
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user@R4# setmpls interface ge-1/2/0.10
user@R4# set rsvp interface all aggregate
user@R4# set ldp interface ge-1/2/0.10
user@R4# set ldp p2mp

3. Configure BGP.

The BGP configuration enables BGP route flap damping for the inet-mvpn address
family. The BGP configuration also imports into the routing table the routing policy
called dampPolicy. This policy is applied to neighbor PE Device R2.

[edit protocols bgp group ibgp]
user@R4# set type internal
user@R4# set local-address 1.1.1.4
user@R4# set family inet-vpn unicast
user@R4# set family inet-vpn any
user@R4# set family inet-mvpn signaling damping
user@R4# set neighbor 1.1.1.2 import dampPolicy
user@R4# set neighbor 1.1.1.5

4. Configure an interior gateway protocol.

[edit protocols ospf]
user@R4# set traffic-engineering
[edit protocols ospf area 0.0.0.0]
user@R4# set interface all
user@R4# set interface lo0.4 passive
user@R4# set interface ge-1/2/0.10

5. Configure a damping policy that uses the nlri-route-type match condition to damp
only MVPN route types 3, 4, and 5.

[edit policy-options policy-statement dampPolicy term term1]
user@R4# set from family inet-mvpn
user@R4# set from nlri-route-type 3
user@R4# set from nlri-route-type 4
user@R4# set from nlri-route-type 5
user@R4# set then accept

6. Configure the damping policy to disable BGP route flap damping.

The no-damp policy (damping no-damp disable) causes any damping state that is
present in the routing table to be deleted. The then damping no-damp statement
applies the no-damp policy as an action and has no from match conditions.
Therefore, all routes that are not matched by term1 are matched by this term, with
the result that all other MVPN route types are not damped.

[edit policy-options policy-statement dampPolicy]
user@R4# set then damping no-damp
user@R4# set then accept
[edit policy-options]
user@R4# set damping no-damp disable

7. Configure the parent_vpn_routes to accept all other BGP routes that are not from
the inet-mvpn address family.

This policy is applied as an OSPF export policy in the routing instance.

[edit policy-options policy-statement parent_vpn_routes]
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user@R4# set from protocol bgp
user@R4# set then accept

8. Configure the VPN routing and forwarding (VRF) instance.

[edit routing-instances vpn-1]
user@R4# set instance-type vrf
user@R4# set interface vt-1/2/0.4
user@R4# set interface ge-1/2/1.17
user@R4# set interface lo0.104
user@R4# set route-distinguisher 100:100
user@R4# set vrf-target target:1:1
user@R4# set protocols ospf export parent_vpn_routes
user@R4# set protocols ospf area 0.0.0.0 interface lo0.104 passive
user@R4# set protocols ospf area 0.0.0.0 interface ge-1/2/1.17
user@R4# set protocols pim rp static address 100.1.1.2
user@R4# set protocols pim interface ge-1/2/1.17 mode sparse
user@R4# set protocolsmvpn

9. Configure the router ID and the autonomous system (AS) number.

[edit routing-instances vpn-A]
user@R4# set routing-options router-id 1.1.1.4
user@R4# set routing-options autonomous-system 1001

10. If you are done configuring the device, commit the configuration.

user@R4# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show routing-instances, and show routing-options commands. If the

output does not display the intended configuration, repeat the instructions in this example

to correct the configuration.

user@R4# show interfaces
ge-1/2/0 {
unit 10 {
family inet {
address 10.1.1.10/30;

}
family mpls;

}
}
ge-1/2/1 {
unit 17 {
family inet {
address 10.1.1.17/30;

}
family mpls;

}
}
vt-1/2/0 {
unit 4 {
family inet;

}
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}
lo0 {
unit 4 {
family inet {
address 1.1.1.4/32;

}
}
unit 104 {
family inet {
address 100.1.1.4/32;

}
}

}

user@R4# show policy-options
policy-statement dampPolicy {
term term1 {
from {
family inet-mvpn;
nlri-route-type [ 3 4 5 ];

}
then accept;

}
then {
damping no-damp;
accept;

}
}
policy-statement parent_vpn_routes {
from protocol bgp;
then accept;

}
damping no-damp {
disable;

}

user@R4# show protocols
rsvp {
interface all {
aggregate;

}
}
mpls {
interface all;
interface ge-1/2/0.10;

}
bgp {
group ibgp {
type internal;
local-address 1.1.1.4;
family inet-vpn {
unicast;
any;

}
family inet-mvpn {
signaling {
damping;
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}
}
neighbor 1.1.1.2 {
import dampPolicy;

}
neighbor 1.1.1.5;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface lo0.4 {
passive;

}
interface ge-1/2/0.10;

}
}
ldp {
interface ge-1/2/0.10;
p2mp;

}

user@R4# show routing-instances
vpn-1 {
instance-type vrf;
interface vt-1/2/0.4;
interface ge-1/2/1.17;
interface lo0.104;
route-distinguisher 100:100;
vrf-target target:1:1;
protocols {
ospf {
export parent_vpn_routes;
area 0.0.0.0 {
interface lo0.104 {
passive;

}
interface ge-1/2/1.17;

}
}
pim {
rp {
static {
address 100.1.1.2;

}
}
interface ge-1/2/1.17 {
mode sparse;

}
}
mvpn;

}
}

user@R4# show routing-optons
router-id 1.1.1.4;
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autonomous-system 1001;

Verification

Confirm that the configuration is working properly.

• Verifying That Route Flap Damping Is Disabled on page 434

• Verifying Route Flap Damping on page 434

Verifying That Route Flap Damping Is Disabled

Purpose Verify the presence of the no-damppolicy, which disables damping for MVPN route types

other than 3, 4, and 5.

Action From operational mode, enter the show policy damping command.

user@R4> show policy damping
Default damping information:
  Halflife: 15 minutes
  Reuse merit: 750 Suppress/cutoff merit: 3000
  Maximum suppress time: 60 minutes
  Computed values:
    Merit ceiling: 12110
    Maximum decay: 6193
Damping information for "no-damp":
Damping disabled

Meaning The output shows that the default damping parameters are in effect and that theno-damp

policy is also in effect for the specified route types.

Verifying Route Flap Damping

Purpose Check whether BGP routes have been damped.

Action From operational mode, enter the show bgp summary command.

user@R4> show bgp summary
Groups: 1 Peers: 2 Down peers: 0
Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending
bgp.l3vpn.0          
                       6          6          0          0          0          0
bgp.l3vpn.2          
                       0          0          0          0          0          0
bgp.mvpn.0           
                       2          2          0          0          0          0
Peer                     AS      InPkt     OutPkt    OutQ   Flaps Last Up/Dwn 
State|#Active/Received/Accepted/Damped...
1.1.1.2                1001       3159       3155       0       0    23:43:47 
Establ
  bgp.l3vpn.0: 3/3/3/0
  bgp.l3vpn.2: 0/0/0/0
  bgp.mvpn.0: 1/1/1/0
  vpn-1.inet.0: 3/3/3/0
  vpn-1.mvpn.0: 1/1/1/0
1.1.1.5                1001       3157       3154       0       0    23:43:40 
Establ
  bgp.l3vpn.0: 3/3/3/0
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  bgp.l3vpn.2: 0/0/0/0
  bgp.mvpn.0: 1/1/1/0
  vpn-1.inet.0: 3/3/3/0
  vpn-1.mvpn.0: 1/1/1/0

Meaning WhenDampState field shows that zero routes in the bgp.mvpn.0 routing table have been

damped. Further down, the last number in the State field shows that zero routes have

been damped for BGP peer 1.1.1.2.

Related
Documentation

Example: Configuring MBGP MVPN Extranets on page 442•

• Multiprotocol BGP MVPNs Overview on page 24

ConfiguringMBGPMVPNWildcards

• Understanding Wildcards to Configure Selective Point-to-Multipoint LSPs for an MBGP

MVPN on page 435

• Configuring a Selective Provider Tunnel Using Wildcards on page 440

• Example: Configuring Selective Provider Tunnels Using Wildcards on page 440

UnderstandingWildcards to Configure Selective Point-to-Multipoint LSPs for anMBGPMVPN

Selective LSPs are also referred to as selective provider tunnels. Selective provider tunnels

carry traffic from some multicast groups in a VPN and extend only to the PE routers that

have receivers for these groups. You can configure a selective provider tunnel for group

prefixes and source prefixes, or you can use wildcards for the group and source, as

described in the Internet draft draft-rekhter-mvpn-wildcard-spmsi-01.txt,UseofWildcard

in S-PMSI Auto-Discovery Routes.

The following sections describe the scenarios and special considerations when you use

wildcards for selective provider tunnels.

• About S-PMSI on page 435

• Scenarios for Using Wildcard S-PMSI on page 436

• Types of Wildcard S-PMSI on page 437

• Differences Between Wildcard S-PMSI and (S,G) S-PMSI on page 437

• Wildcard (*,*) S-PMSI and PIM Dense Mode on page 438

• Wildcard (*,*) S-PMSI and PIM-BSR on page 438

• Wildcard Source and the 0.0.0.0/0 Source Prefix on page 439

About S-PMSI

The provider multicast service interface (PMSI) is a BGP tunnel attribute that contains

the tunnel ID used by the PE router for transmitting traffic through the core of the provider

network. A selective PMSI (S-PMSI) autodiscovery route advertises binding of a given

MVPN customer multicast flow to a particular provider tunnel. The S-PMSI autodiscovery

route advertised by the ingress PE router contains /32 IPv4 or /128 IPv6 addresses for
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the customer source and the customer group derived from the source-tree customer

multicast route.

Figure 60 on page 436 shows a simple MVPN topology. The ingress router, PE1, originates

the S-PMSI autodiscovery route. The egress routers, PE2 and PE3, have join state as a

result of receiving join messages from CE devices that are not shown in the topology. In

response to the S-PMSI autodiscovery route advertisement sent by PE1, PE2, and PE3,

elect whether or not to join the tunnel based on the join state. The selective provider

tunnel configuration is configured in a VRF instance on PE1.

NOTE: TheMVPNmode configuration (RPT-SPT or SPT-only) is configured
on all three PE routers for all VRFs that make up the VPN. If you omit the
MVPNmode configuration, the default mode is SPT-only.

Figure 60: SimpleMVPN Topology
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Scenarios for UsingWildcard S-PMSI

A wildcard S-PMSI has the source or the group (or both the source and the group) field

set to the wildcard value of 0.0.0.0/0 and advertises binding of multiple customer

multicast flows to a single provider tunnel in a single S-PMSI autodiscovery route.

The scenarios under which you might configure a wildcard S-PMSI are as follows:
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• When the customer multicast flows are PIM-SM in ASM-mode flows. In this case, a

PE router connected to an MVPN customer's site that contains the customer's RP

(C-RP) could bind all the customer multicast flows traveling along a customer's RPT

tree to a single provider tunnel.

• When a PE router is connected to an MVPN customer’s site that contains multiple

sources, all sending to the same group.

• When the customer multicast flows are PIM-bidirectional flows. In this case, a PE router

could bind to a single provider tunnel all the customer multicast flows for the same

group that have been originated within the sites of a given MVPN connected to that

PE, and advertise such binding in a single S-PMSI autodiscovery route.

• When the customer multicast flows are PIM-SM in SSM-mode flows. In this case, a

PE router could bind to a single provider tunnel all the customer multicast flows coming

from a given source located in a site connected to that PE router.

• When you want to carry in the provider tunnel all the customer multicast flows

originated within the sites of a given MVPN connected to a given PE router.

Types ofWildcard S-PMSI

The following types of wildcard S-PMSI are supported:

• A (*,G) S-PMSI matches all customer multicast routes that have the group address.

The customer source address in the customer multicast route can be any address,

including 0.0.0.0/0 for shared-tree customer multicast routes. A (*, C-G) S-PMSI

autodiscovery route is advertised with the source field set to 0 and the source address

length set to 0. The multicast group address for the S-PMSI autodiscovery route is

derived from the customer multicast joins.

• A (*,*) S-PMSI matches all customer multicast routes. Any customer source address

and any customer group address in a customer multicast route can be bound to the

(*,*) S-PMSI. The S-PMSI autodiscovery route is advertised with the source address

and length set to 0 and the group address and length set 0. The remaining fields in the

S-PMSI autodiscovery route follow the same rule as (C-S, C-G) S-PMSI, as described

in section 12.1 of the BGP-MVPN draft (draft-ietf-l3vpn-2547bis-mcast-bgp-00.txt).

Differences BetweenWildcard S-PMSI and (S,G) S-PMSI

For dynamic provider tunnels, each customer multicast stream is bound to a separate

provider tunnel, and each tunnel is advertised by a separate S-PMSI autodiscovery route.

For static LSPs, multiple customer multicast flows are bound to a single provider tunnel

by having multiple S-PMSI autodiscovery routes advertise the same provider tunnel.

When you configure a wildcard (*,G) or (*,*) S-PMSI, one or more matching customer

multicast routes share a single S-PMSI. All customer multicast routes that have a

matching source and group address are bound to the same (*,G) or (*,*) S-PMSI and

share the same tunnel. The (*,G) or (*,*) S-PMSI is established when the first matching

remote customer multicast join message is received in the ingress PE router, and deleted

when the last remote customer multicast join is withdrawn from the ingress PE router.

Sharing a single S-PMSI autodiscovery route improves control plane scalability.
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Wildcard (*,*) S-PMSI and PIM DenseMode

For (S,G) and (*,G) S-PMSI autodiscovery routes in PIM dense mode (PIM-DM), all

downstream PE routers receive PIM-DM traffic. If a downstream PE router does not have

receivers that are interested in the group address, the PE router instantiates prune state

and stops receiving traffic from the tunnel.

Now consider what happens for (*,*) S-PMSI autodiscovery routes. If the PIM-DM traffic

is not bound by a longer matching (S,G) or (*,G) S-PMSI, it is bound to the (*,*) S-PMSI.

As is always true for dense mode, PIM-DM traffic is flooded to downstream PE routers

over the provider tunnel regardless of the customer multicast join state. Because there

is no group information in the (*,*) S-PMSI autodiscovery route, egress PE routers join a

(*,*) S-PMSI tunnel if there is any configuration on the egress PE router indicating interest

in PIM-DM traffic.

Interest in PIM-DM traffic is indicated if the egress PE router has one of the following

configurations in the VRF instance that corresponds to the instance that imports the

S-PMSI autodiscovery route:

• At least one interface is configured in dense mode at the [edit routing-instances

instance-name protocols pim interface] hierarchy level.

• At least one group is configured as a dense-mode group at the [edit routing-instances

instance-name protocols pim dense-groups group-address] hierarchy level.

Wildcard (*,*) S-PMSI and PIM-BSR

For (S,G) and (*,G) S-PMSI autodiscovery routes in PIM bootstrap router (PIM-BSR)

mode, an ingress PE router floods the PIM bootstrap message (BSM) packets over the

provider tunnel to all egress PE routers. An egress PE router does not join the tunnel

unless the message has the ALL-PIM-ROUTERS group. If the message has this group,

the egress PE router joins the tunnel, regardless of the join state. The group field in the

message determines the presence or absence of the ALL-PIM-ROUTERS address.

Now consider what would happen for (*,*) S-PMSI autodiscovery routes used with

PIM-BSR mode. If the PIM BSM packets are not bound by a longer matching (S,G) or

(*,G) S-PMSI, they are bound to the (*,*) S-PMSI. As is always true for PIM-BSR, BSM

packets are flooded to downstream PE routers over the provider tunnel to the

ALL-PIM-ROUTERS destination group. Because there is no group information in the (*,*)

S-PMSI autodiscovery route, egress PE routers always join a (*,*) S-PMSI tunnel. Unlike

PIM-DM, the egress PE routers might have no configuration suggesting use of PIM-BSR

as the RP discovery mechanism in the VRF instance. To prevent all egress PE routers

from always joining the (*,*) S-PMSI tunnel, the (*,*) wildcard group configuration must

be ignored.

This means that if you configure PIM-BSR, a wildcard-group S-PMSI can be configured

for all other group addresses. The (*,*) S-PMSI is not used for PIM-BSR traffic. Either a

matching (*,G) or (S,G) S-PMSI (where the group address is the ALL-PIM-ROUTERS

group) or an inclusive provider tunnel is needed to transmit data over the provider core.

For PIM-BSR, the longest-match lookup is (S,G), (*,G), and the inclusive provider tunnel,

in that order. If you do not configure an inclusive tunnel for the routing instance, you must
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configure a (*,G) or (S,G) selective tunnel. Otherwise, the data is dropped. This is because

PIM-BSR functions like PIM-DM, in that traffic is flooded to downstream PE routers over

the provider tunnel regardless of the customer multicast join state. However, unlike

PIM-DM, the egress PE routers might have no configuration to indicate interest or

noninterest in PIM-BSR traffic.

Wildcard Source and the 0.0.0.0/0 Source Prefix

You can configure a 0.0.0.0/0 source prefix and a wildcard source under the same group

prefix in a selective provider tunnel. For example, the configuration might look as follows:

routing-instances {
vpna {
provider-tunnel {
selective {
group 224.1.1.0/24 {
source 0.0.0.0/0 {
rsvp-te {
label-switched-path-template {
sptnl3;

}
}

}
wildcard-source {
rsvp-te {
label-switched-path-template {
sptnl2;

}
static-lsp point-to-multipoint-lsp-name;

}
threshold-rate kbps;

}
}

}
}

}
}

The functions of the source 0.0.0.0/0 and wildcard-source configuration statements are

different. The 0.0.0.0/0 source prefix only matches (C-S, C-G) customer multicast join

messages and triggers (C-S, C-G) S-PMSI autodiscovery routes derived from the customer

multicast address. Because all (C-S, C-G) join messages are matched by the 0.0.0.0/0

source prefix in the matching group, the wildcard source S-PMSI is used only for (*,C-G)

customer multicast join messages. In the absence of a configured 0.0.0.0/0 source prefix,

the wildcard source matches (C-S, C-G) and (*,C-G) customer multicast join messages.

In the example, a join message for (10.0.1.0/24, 224.1.1.0/24) is bound to sptnl3. A join

message for (*, 224.1.1.0/24) is bound to sptnl2.
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Configuring a Selective Provider Tunnel UsingWildcards

When you configure a selective provider tunnel for MBGP MVPNs (also referred to as

next-generation Layer 3 multicast VPNs), you can use wildcards for the multicast group

and source address prefixes. Using wildcards enables a PE router to use a single route

to advertise the binding of multiple multicast streams of a given MVPN customer to a

single provider's tunnel, as described in

http://tools.ietf.org/html/draft-rekhter-mvpn-wildcard-spmsi-00 .

Sharing a single route improves control plane scalability because it reduces the number

of S-PMSI autodiscovery routes.

To configure a selective provider tunnel using wildcards:

1. Configure a wildcard group matching any group IPv4 address and a wildcard source

for (*,*) join messages.

[edit routing-instances vpna provider-tunnel selective]
user@router# set wildcard-group-inet wildcard-source

2. Configure a wildcard group matching any group IPv6 address and a wildcard source

for (*,*) join messages.

[edit routing-instances vpna provider-tunnel selective]
user@router# set wildcard-group-inet6wildcard-source

3. Configure an IP prefix of a multicast group and a wildcard source for (*,G) join

messages.

[edit routing-instances vpna provider-tunnel selective]
user@router# set group 224.0.0/24wildcard-source

4. Map the IPv4 join messages to a selective provider tunnel.

[edit routing-instances vpna provider-tunnel selective wildcard-group-inet
wildcard-source]

user@router# set rsvp-te (Routing Instances Provider Tunnel Selective)
label-switched-path-template provider-tunnel1

5. Map the IPv6 join messages to a selective provider tunnel.

[edit routing-instances vpna provider-tunnel selective wildcard-group-inet6
wildcard-source]

user@router# set rsvp-te (Routing Instances Provider Tunnel Selective)
label-switched-path-template provider-tunnel2

6. Map the (*,224.0.0/24) join messages to a selective provider tunnel.

[edit routing-instances vpna provider-tunnel selective group 224.0.0/24
wildcard-source]

user@router# set rsvp-te (Routing Instances Provider Tunnel Selective)
label-switched-path-template provider-tunnel3

Example: Configuring Selective Provider Tunnels UsingWildcards

With the (*,G) and (*,*) S-PMSI, a customer multicast join message can match more

than one S-PMSI. In this case, a customer multicast join message is bound to the longest
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matching S-PMSI. The longest match is a (S,G) S-PMSI, followed by a (*,G) S-PMSI and

a (*,*) S-PMSI, in that order.

Consider the following configuration:

routing-instances {
vpna {
provider-tunnel {
selective {
wildcard-group-inet {
wildcard-source {
rsvp-te {
label-switched-path-template {
sptnl1;

}
}

}
}
group 224.1.1.0/24 {
wildcard-source {
rsvp-te {
label-switched-path-template {
sptnl2;

}
}

}
source 10.1.1/24 {
rsvp-te {
label-switched-path-template {
sptnl3;

}
}

}
}

}
}

}
}

For this configuration, the longest-match rule works as follows:

• A customer multicast (10.1.1.1, 224.1.1.1) join message is bound to the sptnl3 S-PMSI

autodiscovery route.

• A customer multicast (10.2.1.1, 224.1.1.1) join message is bound to the sptnl2 S-PMSI

autodiscovery route.

• A customer multicast (10.1.1.1, 224.2.1.1) join message is bound to the sptnl1 S-PMSI

autodiscovery route.

When more than one customer multicast route is bound to the same wildcard S-PMSI,

only one S-PMSI autodiscovery route is created. An egress PE router always uses the

same matching rules as the ingress PE router that advertises the S-PMSI autodiscovery

route. This ensures consistent customer multicast mapping on the ingress and the egress

PE routers.
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Related
Documentation

Example: Configuring MBGP MVPN Extranets on page 442•

• Examples: Configuring Multiprotocol BGP Multicast VPNs on page 383

• Multiprotocol BGP MVPNs Overview on page 24

Example: ConfiguringMBGPMVPN Extranets

• Understanding MBGP Multicast VPN Extranets on page 442

• MBGP Multicast VPN Extranets Configuration Guidelines on page 443

• Example: Configuring MBGP Multicast VPN Extranets on page 444

UnderstandingMBGPMulticast VPN Extranets

A multicast VPN (MVPN) extranet enables service providers to forward IP multicast

traffic originating in one VPN routing and forwarding (VRF) instance to receivers in a

different VRF instance. This capability is also know as overlapping MVPNs.

The MVPN extranet feature supports the following traffic flows:

• A receiver in one VRF can receive multicast traffic from a source connected to a different

router in a different VRF.

• A receiver in one VRF can receive multicast traffic from a source connected to the same

router in a different VRF.

• A receiver in one VRF can receive multicast traffic from a source connected to a different

router in the same VRF.

• A receiver in one VRF can be prevented from receiving multicast traffic from a specific

source in a different VRF.

MBGPMulticast VPN Extranets Application

An MVPN extranet is useful in the following applications.

Mergers and Data Sharing

An MVPN extranet is useful when there are business partnerships between different

enterprise VPN customers that require them to be able to communicate with one another.

For example, a wholesale company might want to broadcast inventory to its contractors

and resellers. An MVPN extranet is also useful when companies merge and one set of

VPN sites needs to receive content from another VPN. The enterprises involved in the

merger are different VPN customers from the service provider point of view. The MVPN

extranet makes the connectivity possible.

Video Distribution

Another use for MVPN extranets is video multicast distribution from a video headend to

receiving sites. Sites within a given multicast VPN might be in different organizations.

The receivers can subscribe to content from a specific content provider.
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The PE routers on the MVPN provider network learn about the sources and receivers

using MVPN mechanisms. These PE routers can use selective trees as the multicast

distribution mechanism in the backbone. The network carries traffic belonging only to a

specified set of one or more multicast groups, from one or more multicast VPNs. As a

result, this model facilitates the distribution of content from multiple providers on a

selective basis if desired.

Financial Services

A third use for MVPN extranets is enterprise and financial services infrastructures. The

delivery of financial data, such as financial market updates, stock ticker values, and

financial TV channels, is an example of an application that must deliver the same data

stream to hundreds and potentially thousands of end users. The content distribution

mechanisms largely rely on multicast within the financial provider network. In this case,

there could also be an extensive multicast topology within brokerage firms and banks

networks to enable further distribution of content and for trading applications. Financial

service providers require traffic separation between customers accessing the content,

and MVPN extranets provide this separation.

MBGPMulticast VPN Extranets Configuration Guidelines

When configuring MVPN extranets, keep the following in mind:

• If there is more than one VRF routing instance on a provider edge (PE) router that has

receivers interested in receiving multicast traffic from the same source, virtual tunnel

(VT) interfaces must be configured on all instances.

• For auto-RP operation, the mapping agent must be configured on at least two PEs in

the extranet network.

• For asymmetrically configured extranets using auto-RP, when one VRF instance is the

only instance that imports routes from all other extranet instances, the mapping agent

must be configured in the VRF that can receive all RP discovery messages from all VRF

instances, and mapping-agent election should be disabled.

• For bootstrap router (BSR) operation, the candidate and elected BSRs can be on PE,

CE, or C routers. The PE router that connects the BSR to the MVPN extranets must

have configured provider tunnels or other physical interfaces configured in the routing

instance. The only case not supported is when the BSR is on a CE or C router connected

to a PE routing instance that is part of an extranet but does not have configured provider

tunnels and does not have any other interfaces besides the one connecting to the CE

router.

• RSVP-TE point-to-multipoint LSPs must be used for the provider tunnels.

• PIM dense mode is not supported in the MVPN extranets VRF instances.
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Example: ConfiguringMBGPMulticast VPN Extranets

This example provides a step-by-step procedure to configure multicast VPN extranets

using static rendezvous points. It is organized in the following sections:

• Requirements on page 444

• Overview and Topology on page 444

• Configuration on page 445

Requirements

This example uses the following hardware and software components:

• Junos OS Release 9.5 or later

• Six M Series, T Series, TX Series, or MX Series Juniper routers

• One adaptive services PIC or MultiServices PIC in each of the M Series or T Series routers

acting as PE routers

• One host system capable of sending multicast traffic and supporting the Internet Group

Management Protocol (IGMP)

• Three host systems capable of receiving multicast traffic and supporting IGMP

Overview and Topology

In the network topology shown in Figure 61 on page 445:

• Host H1 is the source for group 244.1.1.1 in the green VPN.

• The multicast traffic originating at source H1 can be received by host H4 connected to

router CE2 in the green VPN.

• The multicast traffic originating at source H1 can be received by host H3 connected to

router CE3 in the blue VPN.

• The multicast traffic originating at source H1 can be received by host H2 directly

connected to router PE1 in the red VPN.

• Any host can be a sender site or receiver site.
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Figure 61: MVPN Extranets Topology Diagram
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Configuration

NOTE: In any configuration session, it is good practice to verify periodically
that the configuration can be committed using the commit check command.

In this example, the router being configured is identified using the following command

prompts:

• CE1 identifies the customer edge 1 (CE1) router

• PE1 identifies the provider edge 1 (PE1) router

• CE2 identifies the customer edge 2 (CE2) router

• PE2 identifies the provider edge 2 (PE2) router

• CE3 identifies the customer edge 3 (CE3) router

• PE3 identifies the provider edge 3 (PE3) router
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Configuring multicast VPN extranets, involves the following tasks:

• Configuring Interfaces on page 446

• Configuring an IGP in the Core on page 448

• Configuring BGP in the Core on page 449

• Configuring LDP on page 450

• Configuring RSVP on page 451

• Configuring MPLS on page 451

• Configuring the VRF Routing Instances on page 452

• Configuring MVPN Extranet Policy on page 455

• Configuring CE-PE BGP on page 458

• Configuring PIM on the PE Routers on page 460

• Configuring PIM on the CE Routers on page 461

• Configuring the Rendezvous Points on page 462

• Testing MVPN Extranets on page 464

• Results on page 465

Configuring Interfaces

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

1. On each router, configure an IP address on the loopback logical interface 0 (lo0.0).

user@CE1# set interfaces lo0 unit 0 family inet address 192.168.6.1/32 primary

user@PE1# set interfaces lo0 unit 0 family inet address 192.168.1.1/32 primary

user@PE2# set interfaces lo0 unit 0 family inet address 192.168.2.1/32 primary

user@CE2# set interfaces lo0 unit 0 family inet address 192.168.4.1/32 primary

user@PE3# set interfaces lo0 unit 0 family inet address 192.168.7.1/32 primary

user@CE3# set interfaces lo0 unit 0 family inet address 192.168.9.1/32 primary

Use the show interfaces terse command to verify that the correct IP address is

configured on the loopback interface.

2. On the PE and CE routers, configure the IP address and protocol family on the Fast

Ethernet and Gigabit Ethernet interfaces. Specify the inet address family type.

user@CE1# set interfaces fe-1/3/0 unit 0 family inet address 10.10.12.1/24

user@PE1# set interfaces fe-0/1/0 unit 0 description "to H2"
user@PE1# set interfaces fe-0/1/0 unit 0 family inet address 10.2.11.2/30
user@PE1# set interfaces fe-0/1/1 unit 0 description "to PE3 fe-0/1/1.0"
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user@PE1# set interfaces fe-0/1/1 unit 0 family inet address 10.0.17.13/30
user@PE1# set interfaces ge-0/3/0 unit 0 family inet address 10.0.12.9/30

user@PE2# set interfaces fe-0/1/3 unit 0 description "to PE3 fe-0/1/3.0"
user@PE2# set interfaces fe-0/1/3 unit 0 family inet address 10.0.27.13/30
user@PE2# set interfaces ge-1/3/0 unit 0 description "to PE1 ge-0/3/0.0"
user@PE2# set interfaces ge-1/3/0 unit 0 family inet address 10.0.12.10/30

user@CE2# set interfaces fe-0/1/1 unit 0 description "to H4"
user@CE2# set interfaces fe-0/1/1 unit 0 family inet address 10.10.11.2/24

user@PE3# set interfaces fe-0/1/1 unit 0 description "to PE1 fe-0/1/1.0"
user@PE3# set interfaces fe-0/1/1 unit 0 family inet address 10.0.17.14/30
user@PE3# set interfaces fe-0/1/3 unit 0 description "to PE2 fe-0/1/3.0"
user@PE3# set interfaces fe-0/1/3 unit 0 family inet address 10.0.27.14/30

user@CE3# set interfaces fe-0/1/0 unit 0 description "to H3"
user@CE3# set interfaces fe-0/1/0 unit 0 family inet address 10.3.11.3/24

Use the show interfaces terse command to verify that the correct IP address and

address family type are configured on the interfaces.

3. On the PE and CE routers, configure the SONET interfaces. Specify the inet address

family type, and local IP address.

user@CE1# set interfaces so-0/0/3 unit 0 description "to PE1 so-0/0/3.0;"
user@CE1# set interfaces so-0/0/3 unit 0 family inet address 10.0.16.1/30

user@PE1# set interfaces so-0/0/3 unit 0 description "to CE1 so-0/0/3.0"
user@PE1# set interfaces so-0/0/3 unit 0 family inet address 10.0.16.2/30

user@PE2# set interfaces so-0/0/1 unit 0 description "to CE2 so-0/0/1:0.0"
user@PE2# set interfaces so-0/0/1 unit 0 family inet address 10.0.24.1/30

user@CE2# set interfaces so-0/0/1 unit 0 description "to PE2 so-0/0/1"
user@CE2# set interfaces so-0/0/1 unit 0 family inet address 10.0.24.2/30

user@PE3# set interfaces so-0/0/1 unit 0 description "to CE3 so-0/0/1.0"
user@PE3# set interfaces so-0/0/1 unit 0 family inet address 10.0.79.1/30

user@CE3# set interfaces so-0/0/1 unit 0 description "to PE3 so-0/0/1"
user@CE3# set interfaces so-0/0/1 unit 0 family inet address 10.0.79.2/30

Use the showconfiguration interfaces command to verify that the correct IP address

and address family type are configured on the interfaces.

4. On each router, commit the configuration:

user@host> commit check
configuration check succeeds
user@host> commit
commit complete

5. Use the ping command to verify unicast connectivity between each:

• CE router and the attached host
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• CE router and the directly attached interface on the PE router

• PE router and the directly attached interfaces on the other PE routers

Configuring an IGP in the Core

Step-by-Step
Procedure

On the PE routers, configure an interior gateway protocol such as OSPF or IS-IS. This

example shows how to configure OSPF.

1. Specify the lo0.0 and SONET core-facing logical interfaces.

user@PE1# set protocols ospf area 0.0.0.0 interface ge-0/3/0.0metric 100
user@PE1# set protocols ospf area 0.0.0.0 interface fe-0/1/1.0metric 100
user@PE1# set protocols ospf area 0.0.0.0 interface lo0.0 passive
user@PE1# set protocols ospf area 0.0.0.0 interface fxp0.0 disable

user@PE2# set protocols ospf area 0.0.0.0 interface fe-0/1/3.0metric 100
user@PE2# set protocols ospf area 0.0.0.0 interface ge-1/3/0.0metric 100
user@PE2# set protocols ospf area 0.0.0.0 interface lo0.0 passive
user@PE2# set protocols ospf area 0.0.0.0 interface fxp0.0 disable

user@PE3# set protocols ospf area 0.0.0.0 interface lo0.0 passive
user@PE3# set protocols ospf area 0.0.0.0 interface fe-0/1/3.0metric 100
user@PE3# set protocols ospf area 0.0.0.0 interface fe-0/1/1.0metric 100
user@PE3# set protocols ospf area 0.0.0.0 interface fxp0.0 disable

2. On the PE routers, configure a router ID.

user@PE1# set routing-options router-id 192.168.1.1

user@PE2# set routing-options router-id 192.168.2.1

user@PE3# set routing-options router-id 192.168.7.1

Use the show ospf overview and show configuration protocols ospf commands to

verify that the correct interfaces have been configured for the OSPF protocol.

3. On the PE routers, configure OSPF traffic engineering support. Enabling traffic

engineering extensions supports the Constrained Shortest Path First algorithm,

which is needed to support Resource Reservation Protocol - Traffic Engineering

(RSVP-TE) point-to-multipoint label-switched paths (LSPs). If you are configuring

IS-IS, traffic engineering is supported without any additional configuration.

user@PE1# set protocols ospf traffic-engineering

user@PE2# set protocols ospf traffic-engineering

user@PE3# set protocols ospf traffic-engineering

Use the show ospf overview and show configuration protocols ospf commands to

verify that traffic engineering support is enabled for the OSPF protocol.

4. On the PE routers, commit the configuration:

user@host> commit check
configuration check succeeds
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user@host> commit
commit complete

5. On the PE routers, verify that the OSPF neighbors form adjacencies.

user@PE1> show ospf neighbors
Address         Interface            State    ID              Pri Dead
10.0.17.14      fe-0/1/1.0           Full     192.168.7.1     128   32
10.0.12.10      ge-0/3/0.0           Full     192.168.2.1     128   33

Verify that the neighbor state with the other two PE routers is Full.

Configuring BGP in the Core

Step-by-Step
Procedure

On the PE routers, configure BGP. Configure the BGP local autonomous system

number.

1.

user@PE1# set routing-options autonomous-system 65000

user@PE2# set routing-options autonomous-system 65000

user@PE3# set routing-options autonomous-system 65000

2. Configure the BGP peer groups. Configure the local address as the lo0.0 address

on the router. The neighbor addresses are the lo0.0 addresses of the other PE

routers.

The unicast statement enables the router to use BGP to advertise network layer

reachability information (NLRI). The signaling statement enables the router to use

BGP as the signaling protocol for the VPN.

user@PE1# set protocols bgp group group-mvpn type internal
user@PE1# set protocols bgp group group-mvpn local-address 192.168.1.1
user@PE1# set protocols bgp group group-mvpn family inet-vpn unicast
user@PE1# set protocols bgp group group-mvpn family inet-mvpn signaling
user@PE1# set protocols bgp group group-mvpn neighbor 192.168.2.1
user@PE1# set protocols bgp group group-mvpn neighbor 192.168.7.1

user@PE2# set protocols bgp group group-mvpn type internal
user@PE2# set protocols bgp group group-mvpn local-address 192.168.2.1
user@PE2# set protocols bgp group group-mvpn family inet-vpn unicast
user@PE2# set protocols bgp group group-mvpn family inet-mvpn signaling
user@PE2# set protocols bgp group group-mvpn neighbor 192.168.1.1
user@PE2# set protocols bgp group group-mvpn neighbor 192.168.7.1

user@PE3# set protocols bgp group group-mvpn type internal
user@PE3# set protocols bgp group group-mvpn local-address 192.168.7.1
user@PE3# set protocols bgp group group-mvpn family inet-vpn unicast
user@PE3# set protocols bgp group group-mvpn family inet-mvpn signaling
user@PE3# set protocols bgp group group-mvpn neighbor 192.168.1.1
user@PE3# set protocols bgp group group-mvpn neighbor 192.168.2.1

3. On the PE routers, commit the configuration:

user@host> commit check
configuration check succeeds
user@host> commit
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commit complete

4. On the PE routers, verify that the BGP neighbors form a peer session.

user@PE1> show bgp group
Group Type: Internal    AS: 65000                  Local AS: 65000
  Name: group-mvpn      Index: 0                   Flags: Export Eval
  Holdtime: 0
  Total peers: 2        Established: 2
192.168.2.1+54883
192.168.7.1+58933

  bgp.l3vpn.0: 0/0/0/0
  bgp.mvpn.0: 0/0/0/0

Groups: 1 Peers: 2   External: 0   Internal: 2   Down peers: 0  Flaps: 0
Table        Tot Paths Act Paths Suppressed  History Damp State  Pending
bgp.l3vpn.0          0          0         0        0         0       0
bgp.mvpn.0           0          0         0        0         0       0

Verify that the peer state for the other two PE routers is Established and that the

lo0.0 addresses of the other PE routers are shown as peers.

Configuring LDP

Step-by-Step
Procedure

On the PE routers, configure LDP to support unicast traffic. Specify the core-facing

Fast Ethernet and Gigabit Ethernet interfaces between the PE routers. Also configure

1.

LDP specifying the lo0.0 interface. As a best practice, disable LDP on the fxp0

interface.

user@PE1# set protocols ldp deaggregate
user@PE1# set protocols ldp interface fe-0/1/1.0
user@PE1# set protocols ldp interface ge-0/3/0.0
user@PE1# set protocols ldp interface fxp0.0 disable
user@PE1# set protocols ldp interface lo0.0

user@PE2# set protocols ldp deaggregate
user@PE2# set protocols ldp interface fe-0/1/3.0
user@PE2# set protocols ldp interface ge-1/3/0.0
user@PE2# set protocols ldp interface fxp0.0 disable
user@PE2# set protocols ldp interface lo0.0

user@PE3# set protocols ldp deaggregate
user@PE3# set protocols ldp interface fe-0/1/1.0
user@PE3# set protocols ldp interface fe-0/1/3.0
user@PE3# set protocols ldp interface fxp0.0 disable
user@PE3# set protocols ldp interface lo0.0

2. On the PE routers, commit the configuration:

user@host> commit check
configuration check succeeds
user@host> commit
commit complete

3. On the PE routers, use the show ldp route command to verify the LDP route.

user@PE1> show ldp route
Destination         Next-hop intf/lsp                Next-hop address
 10.0.12.8/30       ge-0/3/0.0
 10.0.12.9/32      
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 10.0.17.12/30      fe-0/1/1.0
 10.0.17.13/32     
 10.0.27.12/30      fe-0/1/1.0                       10.0.17.14
                    ge-0/3/0.0                       10.0.12.10
 192.168.1.1/32     lo0.0
 192.168.2.1/32     ge-0/3/0.0                       10.0.12.10
 192.168.7.1/32     fe-0/1/1.0                       10.0.17.14
 224.0.0.5/32      
 224.0.0.22/32

Verify that a next-hop interface and next-hop address have been established for

each remote destination in the core network. Notice that local destinations do not

have next-hop interfaces, and remote destinations outside the core do not have

next-hop addresses.

Configuring RSVP

Step-by-Step
Procedure

On the PE routers, configure RSVP. Specify the core-facing Fast Ethernet and Gigabit

Ethernet interfaces that participate in the LSP. Also specify the lo0.0 interface. As

a best practice, disable RSVP on the fxp0 interface.

1.

user@PE1# set protocols rsvp interface ge-0/3/0.0
user@PE1# set protocols rsvp interface fe-0/1/1.0
user@PE1# set protocols rsvp interface lo0.0
user@PE1# set protocols rsvp interface fxp0.0 disable

user@PE2# set protocols rsvp interface fe-0/1/3.0
user@PE2# set protocols rsvp interface ge-1/3/0.0
user@PE2# set protocols rsvp interface lo0.0
user@PE2# set protocols rsvp interface fxp0.0 disable

user@PE3# set protocols rsvp interface fe-0/1/3.0
user@PE3# set protocols rsvp interface fe-0/1/1.0
user@PE3# set protocols rsvp interface lo0.0
user@PE3# set protocols rsvp interface fxp0.0 disable

2. On the PE routers, commit the configuration:

user@host> commit check
configuration check succeeds
user@host> commit
commit complete

Verify these steps using the show configuration protocols rsvp command. You can

verify the operation of RSVP only after the LSP is established.

Configuring MPLS

Step-by-Step
Procedure

On the PE routers, configure MPLS. Specify the core-facing Fast Ethernet and Gigabit

Ethernet interfaces that participate in the LSP. As a best practice, disable MPLS on

the fxp0 interface.

1.

user@PE1# set protocolsmpls interface ge-0/3/0.0
user@PE1# set protocolsmpls interface fe-0/1/1.0
user@PE1# set protocolsmpls interface fxp0.0 disable

user@PE2# set protocolsmpls interface fe-0/1/3.0
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user@PE2# set protocolsmpls interface ge-1/3/0.0
user@PE2# set protocolsmpls interface fxp0.0 disable

user@PE3# set protocolsmpls interface fe-0/1/3.0
user@PE3# set protocolsmpls interface fe-0/1/1.0
user@PE3# set protocolsmpls interface fxp0.0 disable

Use the show configuration protocolsmpls command to verify that the core-facing

Fast Ethernet and Gigabit Ethernet interfaces are configured for MPLS.

2. On the PE routers, configure the core-facing interfaces associated with the LSP.

Specify the mpls address family type.

user@PE1# set interfaces fe-0/1/1 unit 0 family mpls
user@PE1# set interfaces ge-0/3/0 unit 0 family mpls

user@PE2# set interfaces fe-0/1/3 unit 0 family mpls
user@PE2# set interfaces ge-1/3/0 unit 0 family mpls

user@PE3# set interfaces fe-0/1/3 unit 0 family mpls
user@PE3# set interfaces fe-0/1/1 unit 0 family mpls

Use the showmpls interface command to verify that the core-facing interfaces have

the MPLS address family configured.

3. On the PE routers, commit the configuration:

user@host> commit check
configuration check succeeds
user@host> commit
commit complete

You can verify the operation of MPLS after the LSP is established.

Configuring the VRF Routing Instances

Step-by-Step
Procedure

On Router PE1 , configure the routing instance for the green and red VPNs. Specify

the vrf instance type and specify the customer-facing SONET interfaces.

1.

Configure a virtual tunnel (VT) interface on all MVPN routing instances on each PE

where hosts in different instances need to receive multicast traffic from the same

source.

user@PE1# set routing-instances green instance-type vrf
user@PE1# set routing-instances green interface so-0/0/3.0
user@PE1# set routing-instances green interface vt-1/2/0.1 multicast
user@PE1# set routing-instances green interface lo0.1

user@PE1# set routing-instances red instance-type vrf
user@PE1# set routing-instances red interface fe-0/1/0.0
user@PE1# set routing-instances red interface vt-1/2/0.2
user@PE1# set routing-instances red interface lo0.2

Use the show configuration routing-instances green and show configuration

routing-instances red commands to verify that the virtual tunnel interfaces have

been correctly configured.
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2. On Router PE2 , configure the routing instance for the green VPN. Specify the vrf

instance type and specify the customer-facing SONET interfaces.

user@PE2# set routing-instances green instance-type vrf
user@PE2# set routing-instances green interface so-0/0/1.0
user@PE2# set routing-instances green interface vt-1/2/0.1
user@PE2# set routing-instances green interface lo0.1

Use the show configuration routing-instances green command.

3. On Router PE3, configure the routing instance for the blue VPN. Specify the vrf

instance type and specify the customer-facing SONET interfaces.

user@PE3# set routing-instances blue instance-type vrf
user@PE3# set routing-instances blue interface so-0/0/1.0
user@PE3# set routing-instances blue interface vt-1/2/0.3
user@PE3# set routing-instances blue interface lo0.1

Use the show configuration routing-instances blue command to verify that the

instance type has been configured correctly and that the correct interfaces have

been configured in the routing instance.

4. On Router PE1, configure a route distinguisher for the green and red routing instances.

A route distinguisher allows the router to distinguish between two identical IP

prefixes used as VPN routes.

TIP: To help in troubleshooting, this example shows how to configure
the route distinguisher tomatch the router ID. This allows you to
associate a route with the router that advertised it.

user@PE1# set routing-instances green route-distinguisher 192.168.1.1:1
user@PE1# set routing-instances red route-distinguisher 192.168.1.1:2

5. On Router PE2, configure a route distinguisher for the green routing instance.

user@PE2# set routing-instances green route-distinguisher 192.168.2.1:1

6. On Router PE3, configure a route distinguisher for the blue routing instance.

user@PE3# set routing-instances blue route-distinguisher 192.168.7.1:3

7. On the PE routers, configure the VPN routing instance for multicast support.

user@PE1# set routing-instances green protocolsmvpn
user@PE1# set routing-instances red protocolsmvpn

user@PE2# set routing-instances green protocolsmvpn

user@PE3# set routing-instances blue protocolsmvpn

Use the show configuration routing-instance command to verify that the route

distinguisher is configured correctly and that the MVPN Protocol is enabled in the

routing instance.

8. On the PE routers, configure an IP address on additional loopback logical interfaces.

These logical interfaces are used as the loopback addresses for the VPNs.
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user@PE1# set interfaces lo0 unit 1 description "green VRF loopback"
user@PE1# set interfaces lo0 unit 1 family inet address 10.10.1.1/32
user@PE1# set interfaces lo0 unit 2 description "red VRF loopback"
user@PE1# set interfaces lo0 unit 2 family inet address 10.2.1.1/32

user@PE2# set interfaces lo0 unit 1 description "green VRF loopback"
user@PE2# set interfaces lo0 unit 1 family inet address 10.10.22.2/32

user@PE3# set interfaces lo0 unit 1 description "blue VRF loopback"
user@PE3# set interfaces lo0 unit 1 family inet address 10.3.33.3/32

Use the show interfaces tersecommand to verify that the loopback logical interfaces

are correctly configured.

9. On the PE routers, configure virtual tunnel interfaces. These interfaces are used in

VRF instances where multicast traffic arriving on a provider tunnel needs to be

forwarded to multiple VPNs.

user@PE1# set interfaces vt-1/2/0 unit 1 description "green VRFmulticast vt"
user@PE1# set interfaces vt-1/2/0 unit 1 family inet
user@PE1# set interfacesvt-1/2/0unit 2description"redVRFunicastandmulticast
vt"

user@PE1# set interfaces vt-1/2/0 unit 2 family inet
user@PE1# set interfaces vt-1/2/0 unit 3 description "blue VRFmulticast vt"
user@PE1# set interfaces vt-1/2/0 unit 3 family inet

user@PE2# set interfaces vt-1/2/0 unit 1 description "green VRF unicast and
multicast vt"

user@PE2# set interfaces vt-1/2/0 unit 1 family inet
user@PE2#set interfacesvt-1/2/0unit3description"blueVRFunicastandmulticast
vt"

user@PE2# set interfaces vt-1/2/0 unit 3 family inet

user@PE3#set interfacesvt-1/2/0unit3description"blueVRFunicastandmulticast
vt"

user@PE3# set interfaces vt-1/2/0 unit 3 family inet

Use the show interfaces terse command to verify that the virtual tunnel interfaces

have the correct address family type configured.

10. On the PE routers, configure the provider tunnel.

user@PE1# set routing-instances green provider-tunnel rsvp-te
label-switched-path-template default-template

user@PE1# set routing-instances red provider-tunnel rsvp-te
label-switched-path-template default-template

user@PE2# set routing-instances green provider-tunnel rsvp-te
label-switched-path-template default-template

user@PE3# set routing-instances blue provider-tunnel rsvp-te
label-switched-path-template default-template

Use the show configuration routing-instance command to verify that the provider

tunnel is configured to use the default LSP template.
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NOTE: You cannot commit the configuration for the VRF instance until
you configure the VRF target in the next section.

Configuring MVPN Extranet Policy

Step-by-Step
Procedure

On the PE routers, define the VPN community name for the route targets for each

VPN. The community names are used in the VPN import and export policies.

1.

user@PE1# set policy-options community green-commembers target:65000:1
user@PE1# set policy-options community red-commembers target:65000:2
user@PE1# set policy-options community blue-commembers target:65000:3

user@PE2# set policy-options community green-commembers target:65000:1
user@PE2# set policy-options community red-commembers target:65000:2
user@PE2# set policy-options community blue-commembers target:65000:3

user@PE3# set policy-options community green-commembers target:65000:1
user@PE3# set policy-options community red-commembers target:65000:2
user@PE3# set policy-options community blue-commembers target:65000:3

Use the show policy-options command to verify that the correct VPN community

name and route target are configured.

2. On the PE routers, configure the VPN import policy. Include the community name

of the route targets that you want to accept. Do not include the community name

of the route targets that you do not want to accept. For example, omit the community

name for routes from the VPN of a multicast sender from which you do not want

to receive multicast traffic.

user@PE1#setpolicy-optionspolicy-statementgreen-red-blue-import termt1 from
community green-com

user@PE1#setpolicy-optionspolicy-statementgreen-red-blue-import termt1 from
community red-com

user@PE1#setpolicy-optionspolicy-statementgreen-red-blue-import termt1 from
community blue-com

user@PE1#setpolicy-optionspolicy-statementgreen-red-blue-import termt1 then
accept

user@PE1#setpolicy-optionspolicy-statementgreen-red-blue-import termt2then
reject

user@PE2#setpolicy-optionspolicy-statementgreen-red-blue-import termt1 from
community green-com

user@PE2#setpolicy-optionspolicy-statementgreen-red-blue-import termt1 from
community red-com

user@PE2#setpolicy-optionspolicy-statementgreen-red-blue-import termt1 from
community blue-com

user@PE2#setpolicy-optionspolicy-statementgreen-red-blue-import termt1 then
accept

user@PE2#setpolicy-optionspolicy-statementgreen-red-blue-import termt2then
reject
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user@PE3#setpolicy-optionspolicy-statementgreen-red-blue-import termt1 from
community green-com

user@PE3#setpolicy-optionspolicy-statementgreen-red-blue-import termt1 from
community red-com

user@PE3#setpolicy-optionspolicy-statementgreen-red-blue-import termt1 from
community blue-com

user@PE3#setpolicy-optionspolicy-statementgreen-red-blue-import termt1 then
accept

user@PE3#setpolicy-optionspolicy-statementgreen-red-blue-import termt2then
reject

Use the showpolicy green-red-blue-import command to verify that the VPN import

policy is correctly configured.

3. On the PE routers, apply the VRF import policy. In this example, the policy is defined

in a policy-statement policy, and target communities are defined under the [edit

policy-options] hierarchy level.

user@PE1# set routing-instances green vrf-import green-red-blue-import
user@PE1# set routing-instances red vrf-import green-red-blue-import

user@PE2# set routing-instances green vrf-import green-red-blue-import

user@PE3# set routing-instances blue vrf-import green-red-blue-import

Use the show configuration routing-instances command to verify that the correct

VRF import policy has been applied.

4. On the PE routers, configure VRF export targets. The vrf-target statement andexport

option cause the routes being advertised to be labeled with the target community.

For Router PE3, the vrf-target statement is included without specifying the export

option. If you do not specify the import or export options, default VRF import and

export policies are generated that accept imported routes and tag exported routes

with the specified target community.

NOTE: Youmust configure the same route target on each PE router for
a given VPN routing instance.

user@PE1# set routing-instances green vrf-target export target:65000:1
user@PE1# set routing-instances red vrf-target export target:65000:2

user@PE2# set routing-instances green vrf-target export target:65000:1

user@PE3# set routing-instances blue vrf-target target:65000:3

Use the show configuration routing-instances command to verify that the correct

VRF export targets have been configured.

5. On the PE routers, configure automatic exporting of routes between VRF instances.

When you include the auto-export statement, the vrf-import and vrf-export policies

are compared across all VRF instances. If there is a common route target community
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between the instances, the routes are shared. In this example, the auto-export

statement must be included under all instances that need to send traffic to and

receive traffic from another instance located on the same router.

user@PE1# set routing-instances green routing-options auto-export
user@PE1# set routing-instances red routing-options auto-export

user@PE2# set routing-instances green routing-options auto-export

user@PE3# set routing-instances blue routing-options auto-export

6. On the PE routers, configure the load balance policy statement. While load balancing

leads to better utilization of the available links, it is not required for MVPN extranets.

It is included here as a best practice.

user@PE1# set policy-options policy-statement load-balance then load-balance
per-packet

user@PE2# set policy-options policy-statement load-balance then load-balance
per-packet

user@PE3# set policy-options policy-statement load-balance then load-balance
per-packet

Use the show policy-options command to verify that the load balance policy

statement has been correctly configured.

7. On the PE routers, apply the load balance policy.

user@PE1# set routing-options forwarding-table export load-balance

user@PE2# set routing-options forwarding-table export load-balance

user@PE3# set routing-options forwarding-table export load-balance

8. On the PE routers, commit the configuration:

user@host> commit check
configuration check succeeds
user@host> commit
commit complete

9. On the PE routers, use the show rsvp neighbor command to verify that the RSVP

neighbors are established.

user@PE1> show rsvp neighbor
RSVP neighbor: 2 learned
Address            Idle Up/Dn LastChange HelloInt HelloTx/Rx MsgRcvd
10.0.17.14            5  1/0       43:52        9   293/293  247
10.0.12.10            0  1/0       50:15        9   336/336  140

Verify that the other PE routers are listed as RSVP neighbors.

10. On the PE routers, display the MPLS LSPs.

user@PE1> showmpls lsp p2mp
Ingress LSP: 2 sessions
P2MP name: 192.168.1.1:1:mvpn:green, P2MP branch count: 2
To              From            State Rt P     ActivePath       LSPname
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192.168.2.1     192.168.1.1     Up     0 *                      
192.168.2.1:192.168.1.1:1:mvpn:green
192.168.7.1     192.168.1.1     Up     0 *                      
192.168.7.1:192.168.1.1:1:mvpn:green
P2MP name: 192.168.1.1:2:mvpn:red, P2MP branch count: 2
To              From            State Rt P     ActivePath       LSPname
192.168.2.1     192.168.1.1     Up     0 *                      
192.168.2.1:192.168.1.1:2:mvpn:red
192.168.7.1     192.168.1.1     Up     0 *                      
192.168.7.1:192.168.1.1:2:mvpn:red
Total 4 displayed, Up 4, Down 0

Egress LSP: 2 sessions
P2MP name: 192.168.2.1:1:mvpn:green, P2MP branch count: 1
To              From            State   Rt Style Labelin Labelout LSPname 
192.168.1.1     192.168.2.1     Up       0  1 SE  299888        3 
192.168.1.1:192.168.2.1:1:mvpn:green
P2MP name: 192.168.7.1:3:mvpn:blue, P2MP branch count: 1
To              From            State   Rt Style Labelin Labelout LSPname 
192.168.1.1     192.168.7.1     Up       0  1 SE  299872        3 
192.168.1.1:192.168.7.1:3:mvpn:blue
Total 2 displayed, Up 2, Down 0

Transit LSP: 0 sessions
Total 0 displayed, Up 0, Down 0

In this display from Router PE1, notice that there are two ingress LSPs for the green

VPN and two for the red VPN configured on this router. Verify that the state of each

ingress LSP is up. Also notice that there is one egress LSP for each of the green and

blue VPNs. Verify that the state of each egress LSP is up.

TIP: The LSP name displayed in the showmpls lsp p2mp command

outputcanbeused in thepingmplsrsvp<lsp-name>multipathcommand.

Configuring CE-PE BGP

Step-by-Step
Procedure

On the PE routers, configure the BGP export policy. The BGP export policy is used

to allow static routes and routes that originated from directly attached interfaces

to be exported to BGP.

1.

user@PE1# set policy-options policy-statement BGP-export term t1 from protocol
direct

user@PE1# set policy-options policy-statement BGP-export term t1 then accept
user@PE1# set policy-options policy-statement BGP-export term t2 from protocol
static

user@PE1# set policy-options policy-statement BGP-export term t2 then accept

user@PE2# set policy-options policy-statement BGP-export term t1 from protocol
direct

user@PE2# set policy-options policy-statement BGP-export term t1 then accept
user@PE2# set policy-options policy-statement BGP-export term t2 fromprotocol
static

user@PE2# set policy-options policy-statement BGP-export term t2 then accept
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user@PE3# set policy-options policy-statement BGP-export term t1 from protocol
direct

user@PE3# set policy-options policy-statement BGP-export term t1 then accept
user@PE3# set policy-options policy-statement BGP-export term t2 fromprotocol
static

user@PE3# set policy-options policy-statement BGP-export term t2 then accept

Use the show policy BGP-export command to verify that the BGP export policy is

correctly configured.

2. On the PE routers, configure the CE to PE BGP session. Use the IP address of the

SONET interface as the neighbor address. Specify the autonomous system number

for the VPN network of the attached CE router.

user@PE1# set routing-instances green protocols bgp group PE-CE export
BGP-export

user@PE1#set routing-instancesgreenprotocolsbgpgroupPE-CEneighbor 10.0.16.1
peer-as 65001

user@PE2# set routing-instances green protocols bgp group PE-CE export
BGP-export

user@PE2# set routing-instances green protocols bgp group PE-CE neighbor
10.0.24.2 peer-as 65009

user@PE3#set routing-instancesblueprotocolsbgpgroupPE-CEexportBGP-export
user@PE3#set routing-instancesblueprotocolsbgpgroupPE-CEneighbor 10.0.79.2
peer-as 65003

3. On the CE routers, configure the BGP local autonomous system number.

user@CE1# set routing-options autonomous-system 65001

user@CE2# set routing-options autonomous-system 65009

user@CE3# set routing-options autonomous-system 65003

4. On the CE routers, configure the BGP export policy. The BGP export policy is used

to allow static routes and routes that originated from directly attached interfaces

to be exported to BGP.

user@CE1# set policy-options policy-statement BGP-export term t1 from protocol
direct

user@CE1# set policy-options policy-statement BGP-export term t1 then accept
user@CE1# set policy-options policy-statement BGP-export term t2 from protocol
static

user@CE1# set policy-options policy-statement BGP-export term t2 then accept

user@CE2# set policy-options policy-statement BGP-export term t1 from protocol
direct

user@CE2# set policy-options policy-statement BGP-export term t1 then accept
user@CE2# set policy-options policy-statement BGP-export term t2 fromprotocol
static

user@CE2# set policy-options policy-statement BGP-export term t2 then accept
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user@CE3# set policy-options policy-statement BGP-export term t1 from protocol
direct

user@CE3# set policy-options policy-statement BGP-export term t1 then accept
user@CE3# set policy-options policy-statement BGP-export term t2 fromprotocol
static

user@CE3# set policy-options policy-statement BGP-export term t2 then accept

Use the show policy BGP-export command to verify that the BGP export policy is

correctly configured.

5. On the CE routers, configure the CE-to-PE BGP session. Use the IP address of the

SONET interface as the neighbor address. Specify the autonomous system number

of the core network. Apply the BGP export policy.

user@CE1# set protocols bgp group PE-CE export BGP-export
user@CE1# set protocols bgp group PE-CE neighbor 10.0.16.2 peer-as 65000

user@CE2# set protocols bgp group PE-CE export BGP-export
user@CE2# set protocols bgp group PE-CE neighbor 10.0.24.1 peer-as 65000

user@CE3# set protocols bgp group PE-CE export BGP-export
user@CE3# set protocols bgp group PE-CE neighbor 10.0.79.1 peer-as 65000

6. On the PE routers, commit the configuration:

user@host> commit check
configuration check succeeds
user@host> commit
commit complete

7. On the PE routers, use the show bgp group pe-ce command to verify that the BGP

neighbors form a peer session.

user@PE1> show bgp group pe-ce
Group Type: External                               Local AS: 65000
  Name: PE-CE           Index: 1                   Flags: <>
  Export: [ BGP-export ] 
  Holdtime: 0
  Total peers: 1        Established: 1
10.0.16.1+60500

  green.inet.0: 2/3/3/0

Verify that the peer state for the CE routers is Established and that the IP address

configured on the peer SONET interface is shown as the peer.

Configuring PIM on the PE Routers

Step-by-Step
Procedure

On the PE routers, enable an instance of PIM in each VPN. Configure the lo0.1, lo0.2,

and customer-facing SONET and Fast Ethernet interfaces. Specify the mode as

sparse.

1.

user@PE1# set routing-instances green protocols pim interface lo0.1 mode sparse
user@PE1# set routing-instances green protocols pim interface so-0/0/3.0mode
sparse

user@PE1# set routing-instances red protocols pim interface lo0.2mode sparse
user@PE1# set routing-instances red protocols pim interface fe-0/1/0.0mode
sparse
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user@PE2# set routing-instances green protocols pim interface lo0.1 mode sparse
user@PE2# set routing-instances green protocols pim interface so-0/0/1.0mode
sparse

user@PE3# set routing-instances blue protocols pim interface lo0.1 mode sparse
user@PE3# set routing-instances blue protocols pim interface so-0/0/1.0mode
sparse

2. On the PE routers, commit the configuration:

user@host> commit check
configuration check succeeds
user@host> commit
commit complete

3. On the PE routers, use the show pim interfaces instance green command and

substitute the appropriate VRF instance name to verify that the PIM interfaces are

up.

user@PE1> show pim interfaces instance green
Instance: PIM.green

Name               Stat Mode       IP V State NbrCnt JoinCnt DR address
lo0.1              Up   Sparse      4 2 DR         0       0 10.10.1.1
lsi.0              Up   SparseDense 4 2 P2P        0       0
pe-1/2/0.32769     Up   Sparse      4 2 P2P        0       0
so-0/0/3.0         Up   Sparse      4 2 P2P        1       2
vt-1/2/0.1         Up   SparseDense 4 2 P2P        0       0
lsi.0              Up   SparseDense 6 2 P2P        0       0

Also notice that the normal mode for the virtual tunnel interface and label-switched

interface is SparseDense.

Configuring PIM on the CE Routers

Step-by-Step
Procedure

On the CE routers, configure the customer-facing and core-facing interfaces for

PIM. Specify the mode as sparse.

1.

user@CE1# set protocols pim interface fe-1/3/0.0mode sparse
user@CE1# set protocols pim interface so-0/0/3.0mode sparse

user@CE2# set protocols pim interface fe-0/1/1.0mode sparse
user@CE2# set protocols pim interface so-0/0/1.0mode sparse

user@CE3# set protocols pim interface fe-0/1/0.0mode sparse
user@CE3# set protocols pim interface so-0/0/1.0mode sparse

Use the show pim interfaces command to verify that the PIM interfaces have been

configured to use sparse mode.

2. On the CE routers, commit the configuration:

user@host> commit check
configuration check succeeds
user@host> commit
commit complete

3. On the CE routers, use the show pim interfaces command to verify that the PIM

interface status is up.
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user@CE1> show pim interfaces
Instance: PIM.master

Name               Stat Mode       IP V State NbrCnt JoinCnt DR address
fe-1/3/0.0         Up   Sparse      4 2 DR         0       0 10.10.12.1
pe-1/2/0.32769     Up   Sparse      4 2 P2P        0       0
so-0/0/3.0         Up   Sparse      4 2 P2P        1       1

Configuring the Rendezvous Points

Step-by-Step
Procedure

Configure Router PE1 to be the rendezvous point for the red VPN instance of PIM.

Specify the local lo0.2 address.

1.

user@PE1# set routing-instances red protocols pim rp local address 10.2.1.1

2. Configure Router PE2 to be the rendezvous point for the green VPN instance of PIM.

Specify the lo0.1 address of Router PE2.

user@PE2# set routing-instances green protocols pim rp local address 10.10.22.2

3. Configure Router PE3 to be the rendezvous point for the blue VPN instance of PIM.

Specify the local lo0.1.

user@PE3# set routing-instances blue protocols pim rp local address 10.3.33.3

4. On the PE1, CE1, and CE2 routers, configure the static rendezvous point for the green

VPN instance of PIM. Specify the lo0.1 address of Router PE2.

user@PE1# set routing-instances green protocols pim rp static address 10.10.22.2

user@CE1# set protocols pim rp static address 10.10.22.2

user@CE2# set protocols pim rp static address 10.10.22.2

5. On Router CE3, configure the static rendezvous point for the blue VPN instance of

PIM. Specify the lo0.1 address of Router PE3.

user@CE3# set protocols pim rp static address 10.3.33.3

6. On the CE routers, commit the configuration:

user@host> commit check
configuration check succeeds
user@host> commit
commit complete

7. On the PE routers, use the show pim rps instance <instance-name> command and

substitute the appropriate VRF instance name to verify that the RPs have been

correctly configured.

user@PE1> show pim rps instance <instance-name>
Instance: PIM.green
Address family INET
RP address               Type        Holdtime Timeout Groups Group prefixes
10.10.22.2               static             0    None      1 224.0.0.0/4

Address family INET6

Verify that the correct IP address is shown as the RP.
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8. On the CE routers, use the show pim rps command to verify that the RP has been

correctly configured.

user@CE1> show pim rps
Instance: PIM.master
Address family INET
RP address               Type        Holdtime Timeout Groups Group prefixes
10.10.22.2               static             0    None      1 224.0.0.0/4

Address family INET6

Verify that the correct IP address is shown as the RP.

9. On Router PE1, use the show route table green.mvpn.0 | find 1 command to verify

that the type-1 routes have been received from the PE2 and PE3 routers.

user@PE1> show route table green.mvpn.0 | find 1
green.mvpn.0: 7 destinations, 9 routes (7 active, 1 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:192.168.1.1:1:192.168.1.1/240               
                   *[MVPN/70] 03:38:09, metric2 1
                      Indirect
1:192.168.1.1:2:192.168.1.1/240               
                   *[MVPN/70] 03:38:05, metric2 1
                      Indirect
1:192.168.2.1:1:192.168.2.1/240               
                   *[BGP/170] 03:12:18, localpref 100, from 192.168.2.1
                      AS path: I
                    > to 10.0.12.10 via ge-0/3/0.0
1:192.168.7.1:3:192.168.7.1/240               
                   *[BGP/170] 03:12:18, localpref 100, from 192.168.7.1
                      AS path: I
                    > to 10.0.17.14 via fe-0/1/1.0

10. On Router PE1, use the show route table green.mvpn.0 | find 5 command to verify

that the type-5 routes have been received from Router PE2.

A designated router (DR) sends periodic join messages and prune messages toward

a group-specific rendezvous point (RP) for each group for which it has active

members. When a PIM router learns about a source, it originates a Multicast Source

Discovery Protocol (MSDP) source-address message if it is the DR on the upstream

interface. If an MBGP MVPN is also configured, the PE device originates a type-5

MVPN route.

user@PE1> show route table green.mvpn.0 | find 5
5:192.168.2.1:1:32:10.10.12.52:32:224.1.1.1/240               
                   *[BGP/170] 03:12:18, localpref 100, from 192.168.2.1
                      AS path: I
                    > to 10.0.12.10 via ge-0/3/0.0

11. On Router PE1, use the show route table green.mvpn.0 | find 7 command to verify

that the type-7 routes have been received from Router PE2.

user@PE1> show route table green.mvpn.0 | find 7
7:192.168.1.1:1:65000:32:10.10.12.52:32:224.1.1.1/240               
                   *[MVPN/70] 03:22:47, metric2 1
                      Multicast (IPv4)
                    [PIM/105] 03:34:18
                      Multicast (IPv4)
                    [BGP/170] 03:12:18, localpref 100, from 192.168.2.1
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                      AS path: I
                    > to 10.0.12.10 via ge-0/3/0.0

12. On Router PE1, use the show route advertising-protocol bgp 192.168.2.1 table

green.mvpn.0 detail command to verify that the routes advertised by Router PE2

use the PMSI attribute set to RSVP-TE.

user@PE1> show route advertising-protocol bgp 192.168.2.1 table green.mvpn.0 detail
green.mvpn.0: 7 destinations, 9 routes (7 active, 1 holddown, 0 hidden)
* 1:192.168.1.1:1:192.168.1.1/240 (1 entry, 1 announced)
 BGP group group-mvpn type Internal
     Route Distinguisher: 192.168.1.1:1
     Nexthop: Self
     Flags: Nexthop Change
     Localpref: 100
     AS path: [65000] I
     Communities: target:65000:1

PMSI: Flags 0:RSVP-TE:label[0:0:0]:Session_13[192.168.1.1:0:56822:192.168.1.1]

Testing MVPN Extranets

Step-by-Step
Procedure

1. Start the multicast receiver device connected to Router CE2.

Start the multicast sender device connected to Router CE1.2.

3. Verify that the receiver receives the multicast stream.

4. On Router PE1, display the provider tunnel to multicast group mapping by using the

showmvpn c-multicast command.

user@PE1> showmvpn c-multicast
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: green
  C-mcast IPv4 (S:G)            Ptnl                           St
  10.10.12.52/32:224.1.1.1/32 RSVP-TE P2MP:192.168.1.1, 56822,192.168.1.1    
     RM
  0.0.0.0/0:239.255.255.250/32
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: red
  C-mcast IPv4 (S:G)            Ptnl                           St
  10.10.12.52/32:224.1.1.1/32                                          DS
  0.0.0.0/0:224.1.1.1/32      

5. On Router PE2, use the show route table green.mvpn.0 | find 6 command to verify

that the type-6 routes have been created as a result of receiving PIM join messages.

user@PE2> show route table green.mvpn.0 | find 6
6:192.168.2.1:1:65000:32:10.10.22.2:32:224.1.1.1/240               
                   *[PIM/105] 04:01:23
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                      Multicast (IPv4)
6:192.168.2.1:1:65000:32:10.10.22.2:32:239.255.255.250/240               
                   *[PIM/105] 22:39:46
                      Multicast (IPv4)

NOTE: Themulticast address 239.255.255.250 shown in the preceding
step is not related to this example. This address is sent by some host
machines.

6. Start the multicast receiver device connected to Router CE3.

7. Verify that the receiver is receiving the multicast stream.

8. On Router PE2, use the show route table green.mvpn.0 | find 6 command to verify

that the type-6 routes have been created as a result of receiving PIM join messages

from the multicast receiver device connected to Router CE3.

user@PE2> show route table green.mvpn.0 | find 6
6:192.168.2.1:1:65000:32:10.10.22.2:32:239.255.255.250/240               
                   *[PIM/105] 06:43:39
                      Multicast (IPv4)

9. Start the multicast receiver device directly connected to Router PE1.

10. Verify that the receiver is receiving the multicast stream.

11. On Router PE1, use the show route table green.mvpn.0 | find 6 command to verify

that the type-6 routes have been created as a result of receiving PIM join messages

from the directly connected multicast receiver device.

user@PE1> show route table green.mvpn.0 | find 6
6:192.168.1.1:2:65000:32:10.2.1.1:32:224.1.1.1/240               
                   *[PIM/105] 00:02:32
                      Multicast (IPv4)
6:192.168.1.1:2:65000:32:10.2.1.1:32:239.255.255.250/240               
                   *[PIM/105] 00:05:49
                      Multicast (IPv4)

NOTE: Themulticastaddress255.255.255.250shown in thestepabove
is not related to this example.

Results

The configuration and verification parts of this example have been completed. The

following section is for your reference.

The relevant sample configuration for Router CE1 follows.

Router CE1 interfaces {
so-0/0/3 {
unit 0 {
description "to PE1 so-0/0/3.0";
family inet {
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address 10.0.16.1/30;
}

}
}
fe-1/3/0 {
unit 0 {
family inet {
address 10.10.12.1/24;

}
}

}
lo0 {
unit 0 {
description "CE1 Loopback";
family inet {
address 192.168.6.1/32 {
primary;

}
address 127.0.0.1/32;

}
}

}
}
routing-options {
autonomous-system 65001;
router-id 192.168.6.1;
forwarding-table {
export load-balance;

}
}
protocols {
bgp {
group PE-CE {
export BGP-export;
neighbor 10.0.16.2 {
peer-as 65000;

}
}

}
pim {
rp {
static {
address 10.10.22.2;

}
}
interface fe-1/3/0.0 {
mode sparse;

}
interface so-0/0/3.0 {
mode sparse;

}
}

}
policy-options {
policy-statement BGP-export {
term t1 {
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from protocol direct;
then accept;

}
term t2 {
from protocol static;
then accept;

}
}
policy-statement load-balance {
then {
load-balance per-packet;

}
}

}

The relevant sample configuration for Router PE1 follows.

Router PE1 interfaces {
so-0/0/3 {
unit 0 {
description "to CE1 so-0/0/3.0";
family inet {
address 10.0.16.2/30;

}
}

}
fe-0/1/0 {
unit 0 {
description "to H2";
family inet {
address 10.2.11.2/30;

}
}

}
fe-0/1/1 {
unit 0 {
description "to PE3 fe-0/1/1.0";
family inet {
address 10.0.17.13/30;

}
family mpls;

}
}

ge-0/3/0 {
unit 0 {
description "to PE2 ge-1/3/0.0";
family inet {
address 10.0.12.9/30;

}
family mpls;

}
}
vt-1/2/0 {
unit 1 {
description "green VRFmulticast vt";
family inet;
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}
unit 2 {
description "red VRF unicast andmulticast vt";
family inet;

}
unit 3 {
description "blue VRFmulticast vt";
family inet;

}
}
lo0 {
unit 0 {
description "PE1 Loopback";
family inet {
address 192.168.1.1/32 {
primary;

}
address 127.0.0.1/32;

}
}
unit 1 {
description "green VRF loopback";
family inet {
address 10.10.1.1/32;

}
}
unit 2 {
description "red VRF loopback";
family inet {
address 10.2.1.1/32;

}
}

}
}
routing-options {
autonomous-system 65000;
router-id 192.168.1.1;
forwarding-table {
export load-balance;

}
}
protocols {
rsvp {
interface ge-0/3/0.0;
interface fe-0/1/1.0;
interface lo0.0;
interface fxp0.0 {
disable;

}
}
mpls {
interface ge-0/3/0.0;
interface fe-0/1/1.0;
interface fxp0.0 {
disable;

}
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}
bgp {
group group-mvpn {
type internal;
local-address 192.168.1.1;
family inet-vpn {
unicast;

}
family inet-mvpn {
signaling;

}
neighbor 192.168.2.1;
neighbor 192.168.7.1;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ge-0/3/0.0 {
metric 100;

}
interface fe-0/1/1.0 {
metric 100;

}
interface lo0.0 {
passive;

}
interface fxp0.0 {
disable;

}
}

}
ldp {
deaggregate;
interface ge-0/3/0.0;
interface fe-0/1/1.0;
interface fxp0.0 {
disable;

}
interface lo0.0;

}
}
policy-options {
policy-statement BGP-export {
term t1 {
from protocol direct;
then accept;

}
term t2 {
from protocol static;
then accept;

}
}
policy-statement green-red-blue-import {
term t1 {
from community [ green-com red-com blue-com ];
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then accept;
}
term t2 {
then reject;

}
}
policy-statement load-balance {
then {
load-balance per-packet;

}
}
community green-commembers target:65000:1;
community red-commembers target:65000:2;
community blue-commembers target:65000:3;

}
routing-instances {
green {
instance-type vrf;
interface so-0/0/3.0;
interface vt-1/2/0.1 {
multicast;

}
interface lo0.1;
route-distinguisher 192.168.1.1:1;
provider-tunnel {
rsvp-te {
label-switched-path-template {
default-template;

}
}

}
vrf-import green-red-blue-import;
vrf-target export target:65000:1;
vrf-table-label;
routing-options {
auto-export;

}
protocols {
bgp {
group PE-CE {
export BGP-export;
neighbor 10.0.16.1 {
peer-as 65001;

}
}

}
pim {
rp {
static {
address 10.10.22.2;

}
}
interface so-0/0/3.0 {
mode sparse;

}
interface lo0.1 {a
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mode sparse;
}

}
mvpn;

}
red {
instance-type vrf;
interface fe-0/1/0.0;
interface vt-1/2/0.2;
interface lo0.2;
route-distinguisher 192.168.1.1:2;
provider-tunnel {
rsvp-te {
label-switched-path-template {
default-template;

}
}

}
vrf-import green-red-blue-import;
vrf-target export target:65000:2;
routing-options {
auto-export;

}
protocols {
pim {
rp {
local {
address 10.2.1.1;

}
}
interface fe-0/1/0.0 {
mode sparse;

}
interface lo0.2 {
mode sparse;

}
}
mvpn;

}
}

}

The relevant sample configuration for Router PE2 follows.

Router PE2 interfaces {
so-0/0/1 {
unit 0 {
description "to CE2 so-0/0/1:0.0";
family inet {
address 10.0.24.1/30;

}
}

}
fe-0/1/3 {
unit 0 {
description "to PE3 fe-0/1/3.0";
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family inet {
address 10.0.27.13/30;

}
family mpls;

}
vt-1/2/0 {
unit 1 {
description "green VRF unicast andmulticast vt";
family inet;

}
unit 3 {
description "blue VRF unicast andmulticast vt";
family inet;

}
}

}
ge-1/3/0 {
unit 0 {
description "to PE1 ge-0/3/0.0";
family inet {
address 10.0.12.10/30;

}
family mpls;

}
}
lo0 {
unit 0 {
description "PE2 Loopback";
family inet {
address 192.168.2.1/32 {
primary;

}
address 127.0.0.1/32;

}
}
unit 1 {
description "green VRF loopback";
family inet {
address 10.10.22.2/32;

}
}

}
routing-options {
router-id 192.168.2.1;
autonomous-system 65000;
forwarding-table {
export load-balance;

}
}
protocols {
rsvp {
interface fe-0/1/3.0;
interface ge-1/3/0.0;
interface lo0.0;
interface fxp0.0 {
disable;
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}
}
mpls {
interface fe-0/1/3.0;
interface ge-1/3/0.0;
interface fxp0.0 {
disable;

}
}
bgp {
group group-mvpn {
type internal;
local-address 192.168.2.1;
family inet-vpn {
unicast;

}
family inet-mvpn {
signaling;

}
neighbor 192.168.1.1;
neighbor 192.168.7.1;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface fe-0/1/3.0 {
metric 100;

}
interface ge-1/3/0.0 {
metric 100;

}
interface lo0.0 {
passive;

}
interface fxp0.0 {
disable;

}
}

}
ldp {
deaggregate;
interface fe-0/1/3.0;
interface ge-1/3/0.0;
interface fxp0.0 {
disable;

}
interface lo0.0;

}
}
policy-options {
policy-statement BGP-export {
term t1 {
from protocol direct;
then accept;

}
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term t2 {
from protocol static;
then accept;

}
}
policy-statement green-red-blue-import {
term t1 {
from community [ green-com red-com blue-com ];
then accept;

}
term t2 {
then reject;

}
}
policy-statement load-balance {
then {
load-balance per-packet;

}
}
community green-commembers target:65000:1;
community red-commembers target:65000:2;
community blue-commembers target:65000:3;

}
routing-instances {
green {
instance-type vrf;
interface so-0/0/1.0;
interface vt-1/2/0.1;
interface lo0.1;
route-distinguisher 192.168.2.1:1;
provider-tunnel {
rsvp-te {
label-switched-path-template {
default-template;

}
}

}
vrf-import green-red-blue-import;
vrf-target export target:65000:1;
routing-options {
auto-export;

}
protocols {
bgp {
group PE-CE {
export BGP-export;
neighbor 10.0.24.2 {
peer-as 65009;

}
}

}
pim {
rp {
local {
address 10.10.22.2;

}
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}
interface so-0/0/1.0 {
mode sparse;

}
interface lo0.1 {
mode sparse;

}
}
mvpn;

}
}

}
}

The relevant sample configuration for Router CE2 follows.

Router CE2 interfaces {
fe-0/1/1 {
unit 0 {
description "to H4";
family inet {
address 10.10.11.2/24;

}
}

}
so-0/0/1 {
unit 0 {
description "to PE2 so-0/0/1";
family inet {
address 10.0.24.2/30;

}
}

}
lo0 {
unit 0 {
description "CE2 Loopback";
family inet {
address 192.168.4.1/32 {
primary;

}
address 127.0.0.1/32;

}
}

}
}
routing-options {
router-id 192.168.4.1;
autonomous-system 65009;
forwarding-table {
export load-balance;

}
}
protocols {
bgp {
group PE-CE {
export BGP-export;

475Copyright © 2013, Juniper Networks, Inc.

Chapter 10: Multiprotocol BGP Multicast VPN



neighbor 10.0.24.1 {
peer-as 65000;

}
}

}
pim {
rp {
static {
address 10.10.22.2;

}
}
interface so-0/0/1.0 {
mode sparse;

}
interface fe-0/1/1.0 {
mode sparse;

}
}

}
policy-options {
policy-statement BGP-export {
term t1 {
from protocol direct;
then accept;

}
term t2 {
from protocol static;
then accept;

}
}
policy-statement load-balance {
then {
load-balance per-packet;

}
}

}

The relevant sample configuration for Router PE3 follows.

Router PE3 interfaces {
so-0/0/1 {
unit 0 {
description "to CE3 so-0/0/1.0";
family inet {
address 10.0.79.1/30;

}
}

}
fe-0/1/1 {
unit 0 {
description "to PE1 fe-0/1/1.0";
family inet {
address 10.0.17.14/30;

}
family mpls;

}
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}
fe-0/1/3 {
unit 0 {
description "to PE2 fe-0/1/3.0";
family inet {
address 10.0.27.14/30;

}
family mpls;

}
}
vt-1/2/0 {
unit 3 {
description "blue VRF unicast andmulticast vt";
family inet;

}
}
lo0 {
unit 0 {
description "PE3 Loopback";
family inet {
address 192.168.7.1/32 {
primary;

}
address 127.0.0.1/32;

}
}
unit 1 {
description "blue VRF loopback";
family inet {
address 10.3.33.3/32;

}
}

}
}
routing-options {
router-id 192.168.7.1;
autonomous-system 65000;
forwarding-table {
export load-balance;

}
}
protocols {
rsvp {
interface fe-0/1/3.0;
interface fe-0/1/1.0;
interface lo0.0;
interface fxp0.0 {
disable;

}
}
mpls {
interface fe-0/1/3.0;
interface fe-0/1/1.0;
interface fxp0.0 {
disable;

}
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}
bgp {
group group-mvpn {
type internal;
local-address 192.168.7.1;
family inet-vpn {
unicast;

}
family inet-mvpn {
signaling;

}
neighbor 192.168.1.1;
neighbor 192.168.2.1;

}
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface fe-0/1/3.0 {
metric 100;

}
interface fe-0/1/1.0 {
metric 100;

}
interface lo0.0 {
passive;

}
interface fxp0.0 {
disable;

}
}

}
ldp {
deaggregate;
interface fe-0/1/3.0;
interface fe-0/1/1.0;
interface fxp0.0 {
disable;

}
interface lo0.0;

}
}
policy-options {
policy-statement BGP-export {
term t1 {
from protocol direct;
then accept;

}
term t2 {
from protocol static;
then accept;

}
}
policy-statement green-red-blue-import {
term t1 {
from community [ green-com red-com blue-com ];

Copyright © 2013, Juniper Networks, Inc.478

Multicast Protocols Configuration Guide



then accept;
}
term t2 {
then reject;

}
}
policy-statement load-balance {
then {
load-balance per-packet;

}
}
community green-commembers target:65000:1;
community red-commembers target:65000:2;
community blue-commembers target:65000:3;

}
routing-instances {
blue {
instance-type vrf;
interface vt-1/2/0.3;
interface so-0/0/1.0;
interface lo0.1;
route-distinguisher 192.168.7.1:3;
provider-tunnel {
rsvp-te {
label-switched-path-template {
default-template;

}
}

}
vrf-import green-red-blue-import;
vrf-target target:65000:3;
routing-options {
auto-export;

}
protocols {
bgp {
group PE-CE {
export BGP-export;
neighbor 10.0.79.2 {
peer-as 65003;

}
}

}
pim {
rp {
local {
address 10.3.33.3;

}
}
interface so-0/0/1.0 {
mode sparse;

}
interface lo0.1 {
mode sparse;

}
}

479Copyright © 2013, Juniper Networks, Inc.

Chapter 10: Multiprotocol BGP Multicast VPN



mvpn ;
}

}
}

The relevant sample configuration for Router CE3 follows.

Router CE3 interfaces {
so-0/0/1 {
unit 0 {
description "to PE3";
family inet {
address 10.0.79.2/30;

}
}

}
fe-0/1/0 {
unit 0 {
description "to H3";
family inet {
address 10.3.11.3/24;

}
}

}
lo0 {
unit 0 {
description "CE3 loopback";
family inet {
address 192.168.9.1/32 {
primary;

}
address 127.0.0.1/32;

}
}

}
}
routing-options {
router-id 192.168.9.1;
autonomous-system 65003;
forwarding-table {
export load-balance;

}
}
protocols {
bgp {
group PE-CE {
export BGP-export;
neighbor 10.0.79.1 {
peer-as 65000;

}
}

}
pim {
rp {
static {
address 10.3.33.3;
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}
}
interface so-0/0/1.0 {
mode sparse;

}
interface fe-0/1/0.0 {
mode sparse;

}
}

}
policy-options {
policy-statement BGP-export {
term t1 {
from protocol direct;
then accept;

}
term t2 {
from protocol static;
then accept;

}
}
policy-statement load-balance {
then {
load-balance per-packet;

}
}

}

Related
Documentation

Examples: Configuring Multiprotocol BGP Multicast VPNs on page 383•

• Multiprotocol BGP MVPNs Overview on page 24

Example: Configuring Redundant Virtual Tunnel Interfaces in MBGPMVPNs

• Understanding Redundant Virtual Tunnel Interfaces in MBGP MVPNs on page 481

• Example: Configuring Redundant Virtual Tunnel Interfaces in MBGP MVPNs on page 482

Understanding Redundant Virtual Tunnel Interfaces in MBGPMVPNs

In multiprotocol BGP (MBGP) multicast VPNs (MVPNs), VT interfaces are needed for

multicast traffic on routing devices that function as combined provider edge (PE) and

provider core (P) routers to optimize bandwidth usage on core links. VT interfaces prevent

traffic replication when a P router also acts as a PE router (an exit point for multicast

traffic).

Starting in Junos OS Release 12.3, you can configure up to eight VT interfaces in a routing

instance, thus providing Tunnel PIC redundancy inside the same multicast VPN routing

instance. When the active VT interface fails, the secondary one takes over, and you can

continue managing multicast traffic with no duplication.

Redundant VT interfaces are supported with RSVP point-to-multipoint provider tunnels

as well as multicast LDP provider tunnels. This feature also works for extranets.
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You can configure one of the VT interfaces to be the primary interface. If a VT interface

is configured as the primary, it becomes the next hop that is used for traffic coming in

from the core on the label-switched path (LSP) into the routing instance. When a VT

interface is configured to be primary and the VT interface is used for both unicast and

multicast traffic, only the multicast traffic is affected.

If no VT interface is configured to be the primary or if the primary VT interface is unusable,

one of the usable configured VT interfaces is chosen to be the next hop that is used for

traffic coming in from the core on the LSP into the routing instance. If the VT interface in

use goes down for any reason, another usable configured VT interface in the routing

instance is chosen. When the VT interface in use changes, all multicast routes in the

instance also switch their reverse-path forwarding (RPF) interface to the new VT interface

to allow the traffic to be received.

To realize the full benefit of redundancy, we recommend that when you configure multiple

VT interfaces, at least one of the VT interfaces be on a different Tunnel PIC from the

other VT interfaces. However, Junos OS does not enforce this.

Example: Configuring Redundant Virtual Tunnel Interfaces in MBGPMVPNs

This example shows how to configure redundant virtual tunnel (VT) interfaces in

multiprotocol BGP (MBGP) multicast VPNs (MVPNs). To configure, include multiple VT

interfaces in the routing instance and, optionally, apply the primary statement to one of

the VT interfaces.

• Requirements on page 482

• Overview on page 482

• Configuration on page 483

• Verification on page 490

Requirements

The routing device that has redundant VT interfaces configured must be running Junos

OS Release 12.3 or later.

Overview

In this example, Device PE2 has redundant VT interfaces configured in a multicast LDP

routing instance, and one of the VT interfaces is assigned to be the primary interface.

Figure 62 on page 483 shows the topology used in this example.
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Figure 62: Multiple VT Interfaces in MBGPMVPN Topology
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“CLI Quick Configuration” on page 483 shows the configuration for the customer edge

(CE), provider (P), and provider edge (PE) devices in Figure 62 on page 483. The section

“Step-by-Step Procedure” on page 486 describes the steps on Device PE2.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

Device CE1 set interfaces ge-1/2/0 unit 0 family inet address 10.1.1.1/30
set interfaces ge-1/2/0 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 1.1.1.1/32
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.0
set protocols pim rp static address 100.1.1.2
set protocols pim interface all
set routing-options router-id 1.1.1.1

Device CE2 set interfaces ge-1/2/0 unit 0 family inet address 10.1.1.18/30
set interfaces ge-1/2/0 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 1.1.1.6/32
set protocols sap listen 224.1.1.1
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.0
set protocols pim rp static address 100.1.1.2
set protocols pim interface all
set routing-options router-id 1.1.1.6

Device CE3 set interfaces ge-1/2/0 unit 0 family inet address 10.1.1.22/30
set interfaces ge-1/2/0 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 1.1.1.7/32
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.0
set protocols pim rp static address 100.1.1.2
set protocols pim interface all
set routing-options router-id 1.1.1.7

Device P set interfaces ge-1/2/0 unit 0 family inet address 10.1.1.6/30
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set interfaces ge-1/2/0 unit 0 family mpls
set interfaces ge-1/2/1 unit 0 family inet address 10.1.1.9/30
set interfaces ge-1/2/1 unit 0 family mpls
set interfaces lo0 unit 0 family inet address 1.1.1.3/32
set protocolsmpls interface ge-1/2/0.0
set protocolsmpls interface ge-1/2/1.0
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.0
set protocols ospf area 0.0.0.0 interface ge-1/2/1.0
set protocols ldp interface ge-1/2/0.0
set protocols ldp interface ge-1/2/1.0
set protocols ldp p2mp
set routing-options router-id 1.1.1.3

Device PE1 set interfaces ge-1/2/0 unit 0 family inet address 10.1.1.2/30
set interfaces ge-1/2/0 unit 0 family mpls
set interfaces ge-1/2/1 unit 0 family inet address 10.1.1.5/30
set interfaces ge-1/2/1 unit 0 family mpls
set interfaces vt-1/2/0 unit 2 family inet
set interfaces lo0 unit 0 family inet address 1.1.1.2/32
set interfaces lo0 unit 1 family inet address 100.1.1.2/32
set protocolsmpls interface ge-1/2/1.0
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 1.1.1.2
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp family inet-mvpn signaling
set protocols bgp group ibgp neighbor 1.1.1.4
set protocols bgp group ibgp neighbor 1.1.1.5
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/1.0
set protocols ldp interface ge-1/2/1.0
set protocols ldp p2mp
set policy-options policy-statement parent_vpn_routes from protocol bgp
set policy-options policy-statement parent_vpn_routes then accept
set routing-instances vpn-1 instance-type vrf
set routing-instances vpn-1 interface ge-1/2/0.0
set routing-instances vpn-1 interface vt-1/2/0.2multicast
set routing-instances vpn-1 interface lo0.1
set routing-instances vpn-1 route-distinguisher 100:100
set routing-instances vpn-1 provider-tunnel ldp-p2mp
set routing-instances vpn-1 vrf-target target:1:1
set routing-instances vpn-1 protocols ospf export parent_vpn_routes
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface lo0.1 passive
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface ge-1/2/0.0
set routing-instances vpn-1 protocols pim rp static address 100.1.1.2
set routing-instances vpn-1 protocols pim interface ge-1/2/0.0mode sparse
set routing-instances vpn-1 protocolsmvpn
set routing-options router-id 1.1.1.2
set routing-options autonomous-system 1001

Device PE2 set interfaces ge-1/2/0 unit 0 family inet address 10.1.1.10/30
set interfaces ge-1/2/0 unit 0 family mpls
set interfaces ge-1/2/2 unit 0 family inet address 10.1.1.13/30
set interfaces ge-1/2/2 unit 0 family mpls
set interfaces ge-1/2/1 unit 0 family inet address 10.1.1.17/30
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set interfaces ge-1/2/1 unit 0 family mpls
set interfaces vt-1/1/0 unit 0 family inet
set interfaces vt-1/2/1 unit 0 family inet
set interfaces lo0 unit 0 family inet address 1.1.1.4/32
set interfaces lo0 unit 1 family inet address 100.1.1.4/32
set protocolsmpls interface ge-1/2/0.0
set protocolsmpls interface ge-1/2/2.0
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 1.1.1.4
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp family inet-mvpn signaling
set protocols bgp group ibgp neighbor 1.1.1.2
set protocols bgp group ibgp neighbor 1.1.1.5
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.0
set protocols ospf area 0.0.0.0 interface ge-1/2/2.0
set protocols ldp interface ge-1/2/0.0
set protocols ldp interface ge-1/2/2.0
set protocols ldp p2mp
set policy-options policy-statement parent_vpn_routes from protocol bgp
set policy-options policy-statement parent_vpn_routes then accept
set routing-instances vpn-1 instance-type vrf
set routing-instances vpn-1 interface vt-1/1/0.0multicast
set routing-instances vpn-1 interface vt-1/1/0.0 primary
set routing-instances vpn-1 interface vt-1/2/1.0multicast
set routing-instances vpn-1 interface ge-1/2/1.0
set routing-instances vpn-1 interface lo0.1
set routing-instances vpn-1 route-distinguisher 100:100
set routing-instances vpn-1 vrf-target target:1:1
set routing-instances vpn-1 protocols ospf export parent_vpn_routes
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface lo0.1 passive
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface ge-1/2/1.0
set routing-instances vpn-1 protocols pim rp static address 100.1.1.2
set routing-instances vpn-1 protocols pim interface ge-1/2/1.0mode sparse
set routing-instances vpn-1 protocolsmvpn
set routing-options router-id 1.1.1.4
set routing-options autonomous-system 1001

Device PE3 set interfaces ge-1/2/0 unit 0 family inet address 10.1.1.14/30
set interfaces ge-1/2/0 unit 0 family mpls
set interfaces ge-1/2/1 unit 0 family inet address 10.1.1.21/30
set interfaces ge-1/2/1 unit 0 family mpls
set interfaces vt-1/2/0 unit 5 family inet
set interfaces lo0 unit 0 family inet address 1.1.1.5/32
set interfaces lo0 unit 1 family inet address 100.1.1.5/32
set protocolsmpls interface ge-1/2/0.0
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 1.1.1.5
set protocols bgp group ibgp family inet-vpn any
set protocols bgp group ibgp family inet-mvpn signaling
set protocols bgp group ibgp neighbor 1.1.1.2
set protocols bgp group ibgp neighbor 1.1.1.4
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface ge-1/2/0.0
set protocols ldp interface ge-1/2/0.0
set protocols ldp p2mp
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set policy-options policy-statement parent_vpn_routes from protocol bgp
set policy-options policy-statement parent_vpn_routes then accept
set routing-instances vpn-1 instance-type vrf
set routing-instances vpn-1 interface vt-1/2/0.5multicast
set routing-instances vpn-1 interface ge-1/2/1.0
set routing-instances vpn-1 interface lo0.1
set routing-instances vpn-1 route-distinguisher 100:100
set routing-instances vpn-1 vrf-target target:1:1
set routing-instances vpn-1 protocols ospf export parent_vpn_routes
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface lo0.1 passive
set routing-instances vpn-1 protocols ospf area 0.0.0.0 interface ge-1/2/1.0
set routing-instances vpn-1 protocols pim rp static address 100.1.1.2
set routing-instances vpn-1 protocols pim interface ge-1/2/1.0mode sparse
set routing-instances vpn-1 protocolsmvpn
set routing-options router-id 1.1.1.5
set routing-options autonomous-system 1001

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure redundant VT interfaces in an MBGP MVPN:

1. Configure the physical interfaces and loopback interfaces.

[edit interfaces]
user@PE2# set ge-1/2/0 unit 0 family inet address 10.1.1.10/30
user@PE2# set ge-1/2/0 unit 0 family mpls

user@PE2# set ge-1/2/2 unit 0 family inet address 10.1.1.13/30
user@PE2# set ge-1/2/2 unit 0 family mpls

user@PE2# set ge-1/2/1 unit 0 family inet address 10.1.1.17/30
user@PE2# set ge-1/2/1 unit 0 family mpls

user@PE2# set lo0 unit 0 family inet address 1.1.1.4/32
user@PE2# set lo0 unit 1 family inet address 100.1.1.4/32

2. Configure the VT interfaces.

Each VT interface is configurable under one routing instance.

[edit interfaces]
user@PE2# set vt-1/1/0 unit 0 family inet
user@PE2# set vt-1/2/1 unit 0 family inet

3. Configure MPLS on the physical interfaces.

[edit protocols mpls]
user@PE2# set interface ge-1/2/0.0
user@PE2# set interface ge-1/2/2.0

4. Configure BGP.

[edit protocols bgp group ibgp]
user@PE2# set type internal
user@PE2# set local-address 1.1.1.4
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user@PE2# set family inet-vpn any
user@PE2# set family inet-mvpn signaling
user@PE2# set neighbor 1.1.1.2
user@PE2# set neighbor 1.1.1.5

5. Configure an interior gateway protocol.

[edit protocols ospf area 0.0.0.0]
user@PE2# set interface lo0.0 passive
user@PE2# set interface ge-1/2/0.0
user@PE2# set interface ge-1/2/2.0

6. Configure LDP.

[edit protocols ldp]
user@PE2# set interface ge-1/2/0.0
user@PE2# set interface ge-1/2/2.0
user@PE2# set p2mp

7. Configure the routing policy.

[edit policy-options policy-statement parent_vpn_routes]
user@PE2# set from protocol bgp
user@PE2# set then accept

8. Configure the routing instance.

[edit routing-instances vpn-1]
user@PE2# set instance-type vrf
user@PE2# set interface ge-1/2/1.0
user@PE2# set interface lo0.1
user@PE2# set route-distinguisher 100:100
user@PE2# set vrf-target target:1:1
user@PE2# set protocols ospf export parent_vpn_routes
user@PE2# set protocols ospf area 0.0.0.0 interface lo0.1 passive
user@PE2# set protocols ospf area 0.0.0.0 interface ge-1/2/1.0
user@PE2# set protocols pim rp static address 100.1.1.2
user@PE2# set protocols pim interface ge-1/2/1.0mode sparse
user@PE2# set protocolsmvpn

9. Configure redundant VT interfaces in the routing instance.

Make vt-1/1/0.0 the primary interface.

[edit routing-instances vpn-1]
user@PE2# set interface vt-1/1/0.0multicast primary
user@PE2# set interface vt-1/2/1.0multicast

10. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@PE2# set router-id 1.1.1.4
user@PE2# set autonomous-system 1001

Results From configuration mode, confirm your configuration by entering the show interfaces,

show protocols, show policy-options, show routing-instances, and show routing-options

commands. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

user@PE2# show interfaces
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ge-1/2/0 {
unit 0 {
family inet {
address 10.1.1.10/30;

}
family mpls;

}
}
ge-1/2/2 {
unit 0 {
family inet {
address 10.1.1.13/30;

}
family mpls;

}
}
ge-1/2/1 {
unit 0 {
family inet {
address 10.1.1.17/30;

}
family mpls;

}
}
vt-1/1/0 {
unit 0 {
family inet;

}
}
vt-1/2/1 {
unit 0 {
family inet;

}
}
lo0 {
unit 0 {
family inet {
address 1.1.1.4/32;

}
}
unit 1 {
family inet {
address 100.1.1.4/32;

}
}

}

user@PE2# show protocols
mpls {
interface ge-1/2/0.0;
interface ge-1/2/2.0;

}
bgp {
group ibgp {
type internal;
local-address 1.1.1.4;
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family inet-vpn {
any;

}
family inet-mvpn {
signaling;

}
neighbor 1.1.1.2;
neighbor 1.1.1.5;

}
}
ospf {
area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface ge-1/2/0.0;
interface ge-1/2/2.0;

}
}
ldp {
interface ge-1/2/0.0;
interface ge-1/2/2.0;
p2mp;

}

user@PE2# show policy-options
policy-statement parent_vpn_routes {
from protocol bgp;
then accept;

}

user@PE2# show routing-instances
vpn-1 {
instance-type vrf;
interface vt-1/1/0.0 {
multicast;
primary;

}
interface vt-1/2/1.0 {
multicast;

}
interface ge-1/2/1.0;
interface lo0.1;
route-distinguisher 100:100;
vrf-target target:1:1;
protocols {
ospf {
export parent_vpn_routes;
area 0.0.0.0 {
interface lo0.1 {
passive;

}
interface ge-1/2/1.0;

}
}
pim {
rp {
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static {
address 100.1.1.2;

}
}
interface ge-1/2/1.0 {
mode sparse;

}
}
mvpn;

}
}

user@PE2# show routing-options
router-id 1.1.1.4;
autonomous-system 1001;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

NOTE: The showmulticast route extensive instance instance-name command

also displays the VT interface in themulticast forwarding table when
multicast traffic is transmitted across the VPN.

Checking the LSP Route

Purpose Verify that the expected LT interface is assigned to the LDP-learned route.

Action From operational mode, enter the show route tablempls command.1.

user@PE2> show route tablempls
mpls.0: 13 destinations, 13 routes (13 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 02:09:36, metric 1
                         Receive
1                  *[MPLS/0] 02:09:36, metric 1
                         Receive
2                  *[MPLS/0] 02:09:36, metric 1
                         Receive
13                 *[MPLS/0] 02:09:36, metric 1
                         Receive
299776             *[LDP/9] 02:09:14, metric 1
                    >    via ge-1/2/0.0, Pop      
299776(S=0)        *[LDP/9] 02:09:14, metric 1
                    >    via ge-1/2/0.0, Pop      
299792             *[LDP/9] 02:09:09, metric 1
                    >    via ge-1/2/2.0, Pop      
299792(S=0)        *[LDP/9] 02:09:09, metric 1
                    >    via ge-1/2/2.0, Pop      
299808             *[LDP/9] 02:09:04, metric 1
                    >    via ge-1/2/0.0, Swap 299808
299824             *[VPN/170] 02:08:56
                    >    via ge-1/2/1.0, Pop      
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299840             *[VPN/170] 02:08:56
                    >    via ge-1/2/1.0, Pop      
299856             *[VPN/170] 02:08:56
                      receive table vpn-1.inet.0, Pop      
299872             *[LDP/9] 02:08:54, metric 1
                    >    via vt-1/1/0.0, Pop      
                         via ge-1/2/2.0, Swap 299872

2. From configuration mode, change the primary VT interface by removing the primary

statement from the vt-1/1/0.0 interface and adding it to the vt-1/2/1.0 interface.

[edit routing-instances vpn-1]
user@PE2# delete interface vt-1/1/0.0 primary
user@PE2# set interface vt-1/2/1.0 primary
user@PE2# commit

3. From operational mode, enter the show route tablempls command.

user@PE2> show route tablempls
mpls.0: 13 destinations, 13 routes (13 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 02:09:36, metric 1
                         Receive
1                  *[MPLS/0] 02:09:36, metric 1
                         Receive
2                  *[MPLS/0] 02:09:36, metric 1
                         Receive
13                 *[MPLS/0] 02:09:36, metric 1
                         Receive
299776             *[LDP/9] 02:09:14, metric 1
                    >    via ge-1/2/0.0, Pop      
299776(S=0)        *[LDP/9] 02:09:14, metric 1
                    >    via ge-1/2/0.0, Pop      
299792             *[LDP/9] 02:09:09, metric 1
                    >    via ge-1/2/2.0, Pop      
299792(S=0)        *[LDP/9] 02:09:09, metric 1
                    >    via ge-1/2/2.0, Pop      
299808             *[LDP/9] 02:09:04, metric 1
                    >    via ge-1/2/0.0, Swap 299808
299824             *[VPN/170] 02:08:56
                    >    via ge-1/2/1.0, Pop      
299840             *[VPN/170] 02:08:56
                    >    via ge-1/2/1.0, Pop      
299856             *[VPN/170] 02:08:56
                      receive table vpn-1.inet.0, Pop      
299872             *[LDP/9] 02:08:54, metric 1
                    >    via vt-1/2/1.0, Pop      
                         via ge-1/2/2.0, Swap 299872

Meaning With the original configuration, the output shows the vt-1/1/0.0 interface. If you change

the primary interface to vt-1/2/1.0, the output shows the vt-1/2/1.0 interface.

Related
Documentation

• Multiprotocol BGP MVPNs Overview on page 24
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CHAPTER 11

Draft-Rosen Multicast VPN

• Example: Configuring Any-Source Draft-Rosen 6 Multicast VPNs on page 493

• Example: Configuring Source-Specific Draft-Rosen 7 Multicast VPNs on page 506

• Example: Configuring Draft-Rosen MVPN Interoperability on page 516

• Examples: Configuring Data MDTs on page 525

Example: Configuring Any-Source Draft-Rosen 6Multicast VPNs

• Understanding Any-Source Multicast on page 493

• Example: Configuring Any-Source Multicast for Draft-Rosen VPNs on page 494

• Load Balancing Multicast Tunnel Interfaces Among Available PICs on page 503

Understanding Any-SourceMulticast

Any-source multicast (ASM) is the form of multicast in which you can have multiple

senders on the same group, as opposed to source-specific multicast where a single

particular source is specified. The original multicast specification, RFC 1112, supports both

the ASM many-to-many model and the SSM one-to-many model. For ASM, the (S,G)

source, group pair is instead specified as (*,G), meaning that the multicast group traffic

can be provided by multiple sources.

An ASM network must be able to determine the locations of all sources for a particular

multicast group whenever there are interested listeners, no matter where the sources

might be located in the network. In ASM, the key function of source discovery is a required

function of the network itself.

In an environment where many sources come and go, such as for a videoconferencing

service, ASM is appropriate. Multicast source discovery appears to be an easy process,

but in sparse mode it is not. In dense mode, it is simple enough to flood traffic to every

router in the network so that every router learns the source address of the content for

that multicast group.

However, in PIM sparse mode, the flooding presents scalability and network resource

use issues and is not a viable option.
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Example: Configuring Any-SourceMulticast for Draft-Rosen VPNs

This example shows how to configure an any-source multicast VPN (MVPN) using dual

PIM configuration with a customer RP and provider RP and mapping the multicast routes

from customer to provider (known as draft-rosen). The Junos OS complies with RFC

4364 and Internet draft draft-rosen-vpn-mcast-07.txt, Multicast in MPLS/BGP VPNs.

• Requirements on page 494

• Overview on page 494

• Configuration on page 496

• Verification on page 502

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

• Configure the VPN. See the Junos OS VPNs Configuration Guide.

• Configure the VPN import and VPN export policies. See Configuring Policies for the

VRF Table on PE Routers in VPNs in the Junos OS VPNs Configuration Guide.

• Make sure that the routing devices support multicast tunnel (mt) interfaces for

encapsulating and de-encapsulating data packets into tunnels. See “Tunnel Services

PICs and Multicast” on page 54 and “Load Balancing Multicast Tunnel Interfaces Among

Available PICs” on page 503.

For multicast to work on draft-rosen Layer 3 VPNs, each of the following routers must

have tunnel interfaces:

• Each provider edge (PE) router.

• Any provider (P) router acting as the RP.

• Any customer edge (CE) router that is acting as a source's DR or as an RP. A receiver's

designated router does not need a Tunnel Services PIC.

Overview

Draft-rosen multicast virtual private networks (MVPNs) can be configured to support

service provider tunnels operating in any-source multicast (ASM) mode or source-specific

multicast (SSM) mode.

In this example, the term multicast Layer 3 VPNs is used to refer to draft-rosen MVPNs.

This example includes the following settings.

• interface lo0.1—Configures an additional unit on the loopback interface of the PE router.

For the lo0.1 interface, assign an address from the VPN address space. Add the lo0.1

interface to the following places in the configuration:
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• VRF routing instance

• PIM in the VRF routing instance

• IGP and BGP policies to advertise the interface in the VPN address space

In multicast Layer 3 VPNs, the multicast PE routers must use the primary loopback

address (or router ID) for sessions with their internal BGP peers. If the PE routers use

a route reflector and the next hop is configured as self, Layer 3 multicast over VPN will

not work, because PIM cannot transmit upstream interface information for multicast

sources behind remote PEs into the network core. Multicast Layer 3 VPNs require that

the BGP next-hop address of the VPN route match the BGP next-hop address of the

loopback VRF instance address.

• protocols pim interface—Configures the interfaces between each provider router and

the PE routers. On all CE routers, include this statement on the interfaces facing toward

the provider router acting as the RP.

• protocols pimmode sparse—Enables PIM sparse mode on the lo0 interface of all PE

routers. You can either configure that specific interface or configure all interfaces with

the interface all statement. On CE routers, you can configure sparse mode or

sparse-dense mode.

• protocols pim rp local—On all routers acting as the RP, configure the address of the

local lo0 interface. The P router acts as the RP router in this example.

• protocols pim rp static—On all PE and CE routers, configure the address of the router

acting as the RP.

It is possible for a PE router to be configured as the VPN customer RP (C-RP) router.

A PE router can also act as the DR. This type of PE configuration can simplify

configuration of customer DRs and VPN C-RPs for multicast VPNs. This example does

not discuss the use of the PE as the VPN C-RP.

Figure 63 on page 495 shows multicast connectivity on the customer edge. In the figure,

CE2 is the RP router. However, the RP router can be anywhere in the customer network.

Figure 63: Multicast Connectivity on the CE Routers

• protocols pim version 2—Enables PIM version 2 on the lo0 interface of all PE routers

and CE routers. You can either configure that specific interface or configure all interfaces

with the interface all statement.

• group-address—In a routing instance, configure multicast connectivity for the VPN on

the PE routers. Configure a VPN group address on the interfaces facing toward the

router acting as the RP.

The PIM configuration in the VPN routing and forwarding (VRF) instance on the PE

routers needs to match the master PIM instance on the CE router. Therefore, the PE

495Copyright © 2013, Juniper Networks, Inc.

Chapter 11: Draft-Rosen Multicast VPN



router contains both a master PIM instance (to communicate with the provider core)

and the VRF instance (to communicate with the CE routers).

VRF instances that are part of the same VPN share the same VPN group address. For

example, all PE routers containing multicast-enabled routing instance VPN-A share

the same VPN group address configuration. In Figure 64 on page 496, the shared VPN

group address configuration is 239.1.1.1.

Figure 64: Multicast Connectivity for the VPN

• routing-instances instance-name protocols pim rib-group—Adds the routing group to

the VPN's VRF instance.

• routing-options rib-groups—Configures the multicast routing group.

This example describes how to configure multicast in PIM sparse mode for a range of

multicast addresses for VPN-A as shown in Figure 65 on page 496.

Figure 65: Customer Edge and Service Provider Networks

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

PE1 set interfaces lo0 unit 0 family inet address 192.168.27.13/32 primary
set interfaces lo0 unit 0 family inet address 127.0.0.1/32
set interfaces lo0 unit 1 family inet address 10.10.47.101/32
set protocols pim rp static address 10.255.71.47
set protocols pim interface fxp0.0 disable
set protocols pim interface all mode sparse
set protocols pim interface all version 2
set routing-instances VPN-A instance-type vrf
set routing-instances VPN-A interface t1-1/0/0:0.0
set routing-instances VPN-A interface lo0.1
set routing-instances VPN-A route-distinguisher 10.255.71.46:100
set routing-instances VPN-A vrf-import VPNA-import
set routing-instances VPN-A vrf-export VPNA-export
set routing-instances VPN-A protocols ospf export bgp-to-ospf
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set routing-instances VPN-A protocols ospf area 0.0.0.0 interface t1-1/0/0:0.0
set routing-instances VPN-A protocols ospf area 0.0.0.0 interface lo0.1
set routing-instances VPN-A protocols pim vpn-group-address 239.1.1.1
set routing-instances VPN-A protocols pim rib-group inet VPNA-mcast-rib
set routing-instances VPN-A protocols pim rp static address 10.255.245.91
set routing-instances VPN-A protocols pim interface t1-1/0/0:0.0mode sparse
set routing-instances VPN-A protocols pim interface t1-1/0/0:0.0 version 2
set routing-instances VPN-A protocols pim interface lo0.1 mode sparse
set routing-instances VPN-A protocols pim interface lo0.1 version 2
set routing-instances VPN-A provider-tunnel pim-asm group-address 239.1.1.1
set routing-options interface-routes rib-group inet VPNA-mcast-rib
set routing-options rib-groups VPNA-mcast-rib export-rib VPN-A.inet.2
set routing-options rib-groups VPNA-mcast-rib import-rib VPN-A.inet.2

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure multicast for draft-rosen VPNs:

1. Configure PIM on the P router.

[edit]
user@host# edit protocols pim
[edit protocols pim]
user@host# set dense-groups 224.0.1.39/32
[edit protocols pim]
user@host# set dense-groups 224.0.1.40/32
[edit protocols pim]
user@host# set rp local address 10.255.71.47
[edit protocols pim]
user@host# set interface all mode sparse
[edit protocols pim]
user@host# set interface all version 2
[edit protocols pim]
user@host# set interface fxp0.0 disable

2. Configure PIM on the PE1 and PE2 routers. Specify a static route to the service

provider RP—the P router (10.255.71.47).

[edit]
user@host# edit protocols pim
[edit protocols pim]
user@host# set rp static address 10.255.71.47
[edit protocols pim]
user@host# set interface interface all mode sparse
[edit protocols pim]
user@host# set interface interface all version 2
[edit protocols pim]
user@host# set interface fxp0.0 disable
[edit protocols pim]
user@host# exit

3. Configure PIM on CE1. Specify the RP address for the VPN RP—Router CE2

(10.255.245.91).

[edit]
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user@host# edit protocols pim
[edit protocols pim]
user@host# set rp static address 10.255.245.91
[edit protocols pim]
user@host# set interface all mode sparse
[edit protocols pim]
user@host# set interface all version 2
[edit protocols pim]
user@host# set interface fxp0.0 disable
[edit protocols pim]
user@host# exit

4. Configure PIM on CE2, which acts as the VPN RP. Specify CE2's address

(10.255.245.91).

[edit]
user@host# edit protocols pim
[edit protocols pim]
user@host# set rp local address 10.255.245.91
[edit protocols pim]
user@host# set interface all mode sparse
[edit protocols pim]
user@host# set interface all version 2
[edit protocols pim]
user@host# set interface fxp0.0 disable
[edit protocols pim]
user@host# exit

5. On PE1, configure the routing instance (VPN-A) for the Layer 3 VPN.

[edit]
user@host# edit routing-instances VPN-A
[edit routing-instances VPN-A]
user@host# set instance-type vrf
[edit routing-instances VPN-A]
user@host# set interface t1-1/0/0:0.0
[edit routing-instances VPN-A]
user@host# set interface lo0.1
[edit routing-instances VPN-A]
user@host# set route-distinguisher 10.255.71.46:100
[edit routing-instances VPN-A]
user@host# set vrf-import VPNA-import
[edit routing-instances VPN-A]
user@host# set vrf-export VPNA-export

6. On PE1, configure the IGP policy to advertise the interfaces in the VPN address

space.

[edit routing-instances VPN-A]
user@host# set protocols ospf export bgp-to-ospf
[edit routing-instances VPN-A]
user@host# set protocols ospf area 0.0.0.0 interface t1-1/0/0:0.0
[edit routing-instances VPN-A]
user@host# set protocols ospf area 0.0.0.0 interface lo0.1

7. On PE1, set the RP configuration for the VRF instance. The RP configuration within

the VRF instance provides explicit knowledge of the RP address, so that the (*,G)

state can be forwarded.
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[edit routing-instances VPN-A]
user@host# set protocols pim vpn-group-address 239.1.1.1
[edit routing-instances VPN-A]
user@host# set protocols provider-tunnel pim-asm group-address 239.1.1.1
user@host# set protocols pim rp static address 10.255.245.91
[edit routing-instances VPN-A]
user@host# set protocols pim interface t1-1/0/0:0.0mode sparse
[edit routing-instances VPN-A]
user@host# set protocols pim interface t1-1/0/0:0.0 version 2
[edit routing-instances VPN-A]
user@host# set protocols pim interface lo0.1 mode sparse
[edit routing-instances VPN-A]
user@host# set protocols pim interface lo0.1 version 2
[edit routing-instances VPN-A]
user@host# exit

8. On PE1, configure the loopback interfaces.

[edit]
user@host# edit interface lo0
[edit interface lo0]
user@host# set unit 0 family inet address 192.168.27.13/32 primary
[edit interface lo0]
user@host# set unit 0 family inet address 127.0.0.1/32
[edit interface lo0]
user@host# set unit 1 family inet address 10.10.47.101/32
[edit interface lo0]
user@host# exit

9. As you did for the PE1 router, configure the PE2 router.

[edit]
user@host# edit routing-instances VPN-A
[edit routing-instances VPN-A]
user@host# set instance-type vrf
[edit routing-instances VPN-A]
user@host# set interface t1-2/0/0:0.0
[edit routing-instances VPN-A]
user@host# set interface lo0.1
[edit routing-instances VPN-A]
user@host# set route-distinguisher 10.255.71.51:100
[edit routing-instances VPN-A]
user@host# set vrf-import VPNA-import
[edit routing-instances VPN-A]
user@host# set vrf-export VPNA-export
[edit routing-instances VPN-A]
user@host# set protocols ospf export bgp-to-ospf
[edit routing-instances VPN-A]
user@host# set protocols ospf area 0.0.0.0 interface t1-2/0/0:0.0
[edit routing-instances VPN-A]
user@host# set protocols ospf area 0.0.0.0 interface lo0.1
[edit routing-instances VPN-A]
user@host# set protocols pim vpn-group-address 239.1.1.1
[edit routing-instances VPN-A]
user@host# set protocols pim rp static address 10.255.245.91
[edit routing-instances VPN-A]
user@host# set protocols pim interface t1-2/0/0:0.0mode sparse
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[edit routing-instances VPN-A]
user@host# set pim interface t1-2/0/0:0.0 version 2
[edit routing-instances VPN-A]
user@host# set protocols pim interface lo0.1 mode sparse
[edit routing-instances VPN-A]
user@host# set protocols pim interface lo0.1 version 2
[edit routing-instances VPN-A]
user@host# exit
[edit]
user@host# edit interface lo0
[edit interface lo0]
user@host# set unit 0 family inet address 192.168.27.14/32 primary
[edit interface lo0]
user@host# set unit 0 family inet address 127.0.0.1/32
[edit interface lo0]
user@host# set unit 1 family inet address 10.10.47.102/32

10. When one of the PE routers is running Cisco Systems IOS software, you must

configure the Juniper Networks PE router to support this multicast interoperability

requirement. The Juniper Networks PE router must have the lo0.0 interface in the

master routing instance and the lo0.1 interface assigned to the VPN routing instance.

You must configure the lo0.1 interface with the same IP address that the lo0.0

interface uses for BGP peering in the provider core in the master routing instance.

Configure the same IP address on the lo0.0 and lo0.1 loopback interfaces of the

Juniper Networks PE router at the [edit interfaces lo0] hierarchy level, and assign

the address used for BGP peering in the provider core in the master routing instance.

In this alternate example, unit 0 and unit 1 are configured for Cisco IOS

interoperability.

[edit interface lo0]
user@host# set unit 0 family inet address 192.168.27.14/32 primary
[edit interface lo0]
user@host# set unit 0 family inet address 127.0.0.1/32
[edit interface lo0]
user@host# set unit 1 family inet address 192.168.27.14/32
[edit interface lo0]
user@host# exit

11. Configure the multicast routing table group. This group accesses inet.2 when doing

RPF checks. However, if you are using inet.0 for multicast RPF checks, this step will

prevent your multicast configuration from working.

[edit]
user@host# edit routing-options
[edit routing-options]
user@host# set interface-routes rib-group inet VPNA-mcast-rib
[edit routing-options]
user@host# set rib-groups VPNA-mcast-rib export-rib VPN-A.inet.2
[edit routing-options]
user@host# set rib-groups VPNA-mcast-rib import-rib VPN-A.inet.2
[edit routing-options]
user@host# exit

12. Activate the multicast routing table group in the VPN's VRF instance.

[edit]
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user@host# edit routing-instances VPN-A
[edit routing-instances VPN-A]
user@host# set protocols pim rib-group inet VPNA-mcast-rib

13. If you are done configuring the device, commit the configuration.

[edit routing-instances VPN-A]
user@host# commit

Results

Confirm your configuration by entering the show interfaces, show protocols, show

routing-instances, and show routing-options commands from configuration mode. If the

output does not display the intended configuration, repeat the instructions in this example

to correct the configuration. This output shows the configuration on PE1.

user@host# show interfaces
lo0 {
unit 0 {
family inet {
address 192.168.27.13/32 {
primary;

}
address 127.0.0.1/32;

}
}
unit 1 {
family inet {
address 10.10.47.101/32;

}
}

}

user@host# show protocols
pim {
rp {
static {
address 10.255.71.47;

}
}
interface fxp0.0 {
disable;

}
interface all {
mode sparse;
version 2;

}
}

user@host# show routing-instances
VPN-A {
instance-type vrf;
interface t1-1/0/0:0.0;
interface lo0.1;
route-distinguisher 10.255.71.46:100;
vrf-import VPNA-import;
vrf-export VPNA-export;
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provider-tunnel {
pim-asm {
group-address 239.1.1.1;

}
}
protocols {
ospf {
export bgp-to-ospf;
area 0.0.0.0 {
interface t1-1/0/0:0.0;
interface lo0.1;

}
}
pim {
vpn-group-address 239.1.1.1;
rib-group inet VPNA-mcast-rib;
rp {
static {
address 10.255.245.91;

}
}
interface t1-1/0/0:0.0 {
mode sparse;
version 2;

}
interface lo0.1 {
mode sparse;
version 2;

}
}

}
}

user@host# show routing-options
interface-routes {
rib-group inet VPNA-mcast-rib;

}
rib-groups {
VPNA-mcast-rib {
export-rib VPN-A.inet.2;
import-rib VPN-A.inet.2;

}
}

Verification

To verify the configuration, run the following commands:

1. Display multicast tunnel information and the number of neighbors by using the show

pim interfaces instance instance-name command from the PE1 or PE2 router. When

issued from the PE1 router, the output display is:

user@host> show pim interfaces instance VPN-A
Instance: PIM.VPN-A
Name                   Stat Mode       IP V State Count DR address
lo0.1                  Up   Sparse      4 2 DR        0 10.10.47.101
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mt-1/1/0.32769         Up   Sparse      4 2 DR        1
mt-1/1/0.49154         Up   Sparse      4 2 DR        0
pe-1/1/0.32769         Up   Sparse      4 1 P2P       0
t1-2/1/0:0.0           Up   Sparse      4 2 P2P       1

You can also display all PE tunnel interfaces by using the show pim join command

from the provider router acting as the RP.

2. Display multicast tunnel interface information, DR information, and the PIM neighbor

status between VRF instances on the PE1 and PE2 routers by using the show pim

neighbors instance instance-name command from either PE router. When issued from

the PE1 router, the output is as follows:

user@host> show pim neighbors instance VPN-A
Instance: PIM.VPN-A
Interface           IP V Mode        Option      Uptime Neighbor addr
mt-1/1/0.32769       4 2             HPL       01:40:46 10.10.47.102
t1-1/0/0:0.0         4 2             HPL       01:41:41 192.168.196.178

Load BalancingMulticast Tunnel Interfaces Among Available PICs

When you configure multicast on draft-rosen Layer 3 VPNs, multicast tunnel interfaces

are automatically generated to encapsulate and de-encapsulate control and data traffic.

To generate multicast tunnel interfaces, a routing device must have one or more of the

following tunnel-capable PICs:

• Adaptive Services PIC

• Multiservices PIC or Multiservices DPC

• Tunnel Services PIC

• On MX Series routers, a PIC created with the tunnel-services statement at the [edit

chassis fpc slot-number pic number] hierarchy level

NOTE: A routing device is a router or an EX Series switch that is functioning
as a router.

If a routing device has multiple such PICs, it might be important in your implementation

to load balance the tunnel interfaces across the available tunnel-capable PICs.

The multicast tunnel interface that is used for encapsulation, mt-[xxxxx], is in the range

from 32,768 through 49,151. The interface mt-[yyyyy], used for de-encapsulation, is in

the range from 49,152 through 65,535. PIM runs only on the encapsulation interface. The

de-encapsulation interface populates downstream interface information. For the default

MDT, an instance’s de-encapsulation and encapsulation interfaces are always created

on the same PIC.

For each VPN, the PE routers build a multicast distribution tree within the service provider

core network. After the tree is created, each PE router encapsulates all multicast traffic

(data and control messages) from the attached VPN and sends the encapsulated traffic

to the VPN group address. Because all the PE routers are members of the outgoing
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interface list in the multicast distribution tree for the VPN group address, they all receive

the encapsulated traffic. When the PE routers receive the encapsulated traffic, they

de-encapsulate the messages and send the data and control messages to the CE routers.

If a routing device has multiple tunnel-capable PICs (for example, two Tunnel Services

PICs), the routing device load balances the creation of tunnel interfaces among the

available PICs. However, in some cases (for example, after a reboot), a single PIC might

be selected for all of the tunnel interfaces. This causes one PIC to have a heavy load,

while other available PICs are underutilized. To prevent this, you can manually configure

load balancing. Thus, you can configure and distribute the load uniformly across the

available PICs.

The definition of a balanced state is determined by you and by the requirements of your

Layer 3 VPN implementation. You might want all of the instances to be evenly distributed

across the available PICs or across a configured list of PICs. You might want all of the

encapsulation interfaces from all of the instances to be evenly distributed across the

available PICs or across a configured list of PICs. If the bandwidth of each tunnel

encapsulation interface is considered, you might choose a different distribution. You can

design your load-balancing configuration based on each instance or on each routing

device.

NOTE: In a Layer 3 VPN, each of the following routing devicesmust have at
least one tunnel-capable PIC:

• Each provider edge (PE) router.

• Any provider (P) router acting as the RP.

• Any customer edge (CE) router that is acting as a source's DR or as an RP.
A receiver's designated router does not need a tunnel-capable PIC.

To configure load balancing:

1. On an M Series or T Series router or on an EX Series switch, install more than one

tunnel-capable PIC. (In some implementations, only one PIC is required. Load balancing

is based on the assumption that a routing device has more than one tunnel-capable

PIC.)

2. On an MX Series router, configure more than one tunnel-capable PIC.

[edit chassis fpc 0]
user@host# set pic 0 tunnel-services bandwidth 10g
user@host# set pic 1 tunnel-services bandwidth 10g

3. Configure Layer 3 VPNs as described in “Example: Configuring Any-Source Multicast

for Draft-Rosen VPNs” on page 494.

[edit routing-instances vpn1]
user@host# set provider-tunnel pim-asm group-address 234.1.1.1
user@host# set protocols pim rp static address 10.255.72.48
user@host# set protocols pim interface fe-1/0/0.0
user@host# set protocols pim interface lo0.1
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4. For each VPN, specify a PIC list.

[edit routing-instances vpn1 protocols pim]
user@host# set tunnel-devices [mt-1/1/0mt-1/2/0mt-2/0/0 ]

The physical position of the PIC in the routing device determines the multicast tunnel

interface name. For example, if you have an Adaptive Services PIC installed in FPC

slot 0 and PIC slot 0, the corresponding multicast tunnel interface name is mt-0/0/0.

The same is true for Tunnel Services PICs, Multiservices PICs, and Multiservices DPCs.

In the tunnel-devices statement, the order of the PIC list that you specify does not

impact how the interfaces are allocated. An instance uses all of the listed PICs to

create default encapsulation and de-encapsulation interfaces, and data MDT

encapsulation interfaces. The instance uses a round-robin approach to distributing

the tunnel interfaces (default and data MDT) across the PIC list (or across the available

PICs, in the absence of a PIC list).

For the first tunnel, the round-robin algorithm starts with the lowest-numbered PIC.

The second tunnel is created on the next-lowest-numbered PIC, and so on, round and

round. The selection algorithm works routing device-wide. The round robin does not

restart at the lowest-numbered PIC for each new instance. This applies to both the

default and data MDT tunnel interfaces.

If one PIC in the list fails, new tunnel interfaces are created on the remaining PICs in

the list using the round-robin algorithm. If all the PICs in the list go down, all tunnel

interfaces are deleted and no new tunnel interfaces are created. If a PIC in the list

comes up from the down state and the restored PIC is the only PIC that is up, the

interfaces are reassigned to the restored PIC. If a PIC in the list comes up from the

down state and other PICs are already up, an interface reassignment is not done.

However, when a new tunnel interface needs to be created, the restored PIC is available

for the selection process. If you include in the PIC list a PIC that is not installed on the

routing device, the PIC is treated as if it is present but in the down state.

To balance the interfaces among the instances, you can assign one PIC to each

instance. For example, if you have vpn1-10 and you have three PICs—for example,

mt-1/1/0,mt-1/2/0,mt-2/0/0—you can configure vpn1-4 to only usemt-1/1/0, vpn5-7

to use mt-1/2/0, and vpn8-10 to use mt-2/0/0.

5. Commit the configuration.

user@host# commit

When you commit a new PIC list configuration, all the multicast tunnel interfaces for

the routing instance are deleted and re-created using the new PIC list.

6. If you reboot the routing device, some PICs come up faster than others. The difference

can be minutes. Therefore, when the tunnel interfaces are created, the known PIC list

might not be the same as when the routing device is fully rebooted. This causes the

tunnel interfaces to be created on some but not all available and configured PICs. To

remedy this situation, you can manually rebalance the PIC load.

Check to determine if a load rebalance is necessary.

user@host#> show interfaces terse | matchmt-
mt-1/1/0        up     up
mt-1/1/0.32768  up     up      inet
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mt-1/1/0.49152  up     up      inet
mt-1/2/0        up     up
mt-1/2/0.32769  up     up      inet
mt-1/2/0.32770  up     up      inet
mt-1/2/0.32771  up     up      inet

The output shows that mt-1/1/0 has only one tunnel encapsulation interface, while

mt-1/2/0has three tunnel encapsulation interfaces. In a case like this, you might decide

to rebalance the interfaces. As stated previously, encapsulation interfaces are in the

range from 32,768 through 49,151. In determining whether a rebalance is necessary,

look at the encapsulation interfaces only, because the default MDT de-encapsulation

interface always resides on the same PIC with the default MDT encapsulation interface.

7. (Optional) Rebalance the PIC load.

user@host#> request pimmulticast-tunnel rebalance instance vpn1

This command re-creates and rebalances all tunnel interfaces for a specific instance.

user@host#> request pimmulticast-tunnel rebalance

This command re-creates and rebalances all tunnel interfaces for all routing instances.

8. Verify that the PIC load is balanced.

user@host#> show interfaces terse | matchmt-
mt-1/1/0        up     up
mt-1/1/0.32770  up     up      inet
mt-1/1/0.32768  up     up      inet
mt-1/1/0.49152  up     up      inet
mt-1/2/0        up     up
mt-1/2/0.32769  up     up      inet
mt-1/2/0.32771  up     up      inet

The output shows that mt-1/1/0 has two encapsulation interfaces, and mt-1/2/0 also

has two encapsulation interfaces.

Related
Documentation

Example: Configuring Source-Specific Draft-Rosen 7 Multicast VPNs on page 506•

• Example: Configuring Draft-Rosen MVPN Interoperability on page 516

Example: Configuring Source-Specific Draft-Rosen 7Multicast VPNs

• Understanding Source-Specific Multicast VPNs on page 507

• Draft-Rosen 7 Multicast VPN Control Plane on page 507

• Example: Configuring Source-Specific Multicast for Draft-Rosen Multicast

VPNs on page 507
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Understanding Source-Specific Multicast VPNs

A draft-rosen MVPN with service provider tunnels operating in SSM mode uses BGP

signaling for autodiscovery of the PE routers. These MVPNs are also referred to as Draft

Rosen 7.

Each PE sends an MDT subsequent address family identifier (MDT-SAFI) BGP network

layer reachability information (NLRI) advertisement. The advertisement contains the

following information:

• Route distinguisher

• Unicast address of the PE router to which the source site is attached (usually the

loopback)

• Multicast group address

• Route target extended community attribute

Each remote PE router imports the MDT-SAFI advertisements from each of the other PE

routers if the route target matches. Each PE router then joins the (S,G) tree rooted at

each of the other PE routers.

After a PE router discovers the other PE routers, the source and group are bound to the

VPN routing and forwarding (VRF) through the multicast tunnel de-encapsulation

interface.

A draft-rosen MVPN with service provider tunnels operating in any-source multicast

sparse-mode uses a shared tree and rendezvous point (RP) for autodiscovery of the PE

routers. The PE that is the source of the multicast group encapsulates multicast data

packets into a PIM register message and sends them by means of unicast to the RP

router. The RP then builds a shortest-path tree (SPT) toward the source PE. The remote

PE that acts as a receiver for the MDT multicast group sends (*,G) join messages toward

the RP and joins the distribution tree for that group.

Draft-Rosen 7Multicast VPN Control Plane

The control plane of a draft-rosen MVPN with service provider tunnels operating in SSM

mode must be configured to support autodiscovery.

After the PE routers are discovered, PIM is notified of the multicast source and group

addresses. PIM binds the (S,G) state to the multicast tunnel (mt) interface and sends a

join message for that group.

Autodiscovery for a draft-rosen MVPN with service provider tunnels operating in SSM

mode uses some of the facilities of the BGP-based MVPN control plane software module.

Therefore, the BGP-based MVPN control plane must be enabled. The BGP-based MVPN

control plane can be enabled for autodiscovery only.

Example: Configuring Source-Specific Multicast for Draft-RosenMulticast VPNs

This example shows how to configure a draft-rosen Layer 3 VPN operating in

source-specific multicast (SSM) mode. This example is based on the Junos OS
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implementation of the IETF Internet draft draft-rosen-vpn-mcast-07.txt, Multicast in

MPLS/BGP VPNs.

• Requirements on page 508

• Overview on page 508

• Configuration on page 510

• Verification on page 515

Requirements

This example uses the following hardware and software components:

• Junos OS Release 9.4 or later

• Make sure that the routing devices support multicast tunnel (mt) interfaces.

A tunnel-capable PIC supports a maximum of 512 multicast tunnel interfaces. Both

default and data MDTs contribute to this total. The default MDT uses two multicast

tunnel interfaces (one for encapsulation and one for de-encapsulation). To enable an

M Series or T Series router to support more than 512 multicast tunnel interfaces, another

tunnel-capable PIC is required. See “Tunnel Services PICs and Multicast” on page 54

and “Load Balancing Multicast Tunnel Interfaces Among Available PICs” on page 503.

Overview

The IETF Internet draft draft-rosen-vpn-mcast-07.txt introduced the ability to configure

the provider network to operate in SSM mode. When a draft-rosen multicast VPN is used

over an SSM provider core, there are no PIM RPs to provide rendezvous and autodiscovery

between PE routers. Therefore, draft-rosen-vpn-mcast-07 specifies the use of a BGP

network layer reachability information (NLRI), called MDT subaddress family identifier

information (MDT-SAFI) to facilitate autodiscovery of PEs by other PEs. MDT-SAFI

updates are BGP messages distributed between intra-AS internal BGP peer PEs. Thus,

receipt of an MDT-SAFI update enables a PE to autodiscover the identity of other PEs

with sites for a given VPN and the default MDT (S,G) routes to join for each. Autodiscovery

provides the next-hop address of each PE, and the VPN group address for the tunnel

rooted at that PE for the given route distinguisher (RD) and route-target extended

community attribute.

This example includes the following configuration options to enable draft-rosen SSM:

• protocolsbgpgroupgroup-name family inet-mdtsignaling—Enables MDT-SAFI signaling

in BGP.

• routing-instance instance-name protocolsmvpn autodiscovery-only intra-as

inclusive—Enables the multicast VPN to use the MDT-SAFI autodiscovery NLRI.

• routing-instance instance-name protocols pimmvpn—Specifies the SSM control plane.

When pimmvpn is configured for a VRF, the VPN group address must be specified with

the provider-tunnel pim-ssm group-address statement.

• routing-instance instance-name protocols pimmvpn autodiscovery inet-mdt—Enables

PIM to learn about neighbors from the MDT-SAFI autodiscovery NLRI.
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• routing-instance instance-name provider-tunnel pim-ssm group-address

multicast-address—Configures the provider tunnel that serves as the control plane and

enables the provider tunnel to have a static group address. Unlike draft-rosen multicast

VPNs with ASM provider cores, the SSM configuration does not require that each PE

for a VPN use the same group address. This is because the rendezvous point assignment

and autodiscovery are not accomplished over the default MDT tunnels for the group.

Thus, you can configure some or all PEs in a VPN to use a different group, but the same

group cannot be used in different VPNs on the same PE router.

• routing-instances ce1 vrf-target target:100:1—Configures the VRF export policy. When

you configure draft-rosen multicast VPNs with provider tunnels operating in

source-specific mode and using the vrf-target statement, the VRF export policy is

automatically generated and automatically accepts routes from the vrf-name.mdt.0

routing table.

NOTE: When you configure draft-rosenmulticast VPNs with provider
tunnels operating in source-specific mode and using the vrf-export

statement to specify the export policy, the policy must have a term that
accepts routes from the vrf-name.mdt.0 routing table. This term ensures

proper PE autodiscovery using the inet-mdt address family.

Figure 66 on page 510 shows the topology for this example.
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Figure 66: SSM for Draft-RosenMulticast VPNs Topology
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set interfaces so-0/0/0 description "TO P1_P1"
set interfaces so-0/0/0 unit 0 description "to P1 (provider router) so-0/0/0.0"
set interfaces so-0/0/0 unit 0 family inet address 1.0.1.1/30
set interfaces so-0/0/0 unit 0 family iso
set interfaces so-0/0/0 unit 0 family mpls
set interfaces so-0/0/1 description "TO PE2"
set interfaces so-0/0/1 unit 0 description "to PE2 (PE router) so-0/0/1.0"
set interfaces so-0/0/1 unit 0 family inet address 1.0.2.1/30
set interfaces so-0/0/1 unit 0 family iso
set interfaces so-0/0/1 unit 0 family mpls
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set interfaces fe-0/1/1 description "TO CE1"
set interfaces fe-0/1/1 unit 0 description "to CE router fe-0/1/1.0"
set interfaces fe-0/1/1 unit 0 family inet address 1.0.3.1/30
set interfaces lo0 unit 0 description "PE1 (this PE router) Loopback"
set interfaces lo0 unit 1 family inet address 1.1.1.0/32
set routing-options autonomous-system 200
set protocols igmp query-interval 2
set protocols igmp query-response-interval 1
set protocols igmp query-last-member-interval 1
set protocols igmp interface all immediate-leave
set protocols igmp interface fxp0.0 disable
set protocols rsvp interface all
set protocols rsvp interface so-0/0/0.0
set protocols rsvp interface so-0/0/1.0
set protocolsmpls label-switched-path PE1-to-PE2 to 10.255.14.217
set protocolsmpls label-switched-path PE1-to-PE2 primary PE1_PE2_prime
set protocolsmpls label-switched-path PE1-to-P1 to 10.255.14.218
set protocolsmpls label-switched-path PE1-to-P1 primary PE1_P1_prime
set protocolsmpls path PE1_P1_prime 1.0.1.2
set protocolsmpls path PE1_PE2_prime 1.0.2.2
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocols bgp group int type internal
set protocols bgp group int local-address 10.255.14.216
set protocols bgp group int family inet unicast
set protocols bgp group int family inet-vpn unicast
set protocols bgp group int family inet-vpnmulticast
set protocols bgp group int family inet-mdt signaling
set protocols bgp group int neighbor 10.255.14.218
set protocols bgp group int neighbor 10.255.14.217
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface so-0/0/0.0metric 10
set protocols ospf area 0.0.0.0 interface so-0/0/1.0metric 10
set protocols pim assert-timeout 5
set protocols pim join-prune-timeout 210
set protocols pim rp bootstrap-priority 10
set protocols pim rp local address 10.255.14.216
set protocols pim interface lo0.0
set protocols pim interface all hello-interval 1
set protocols pim interface fxp0.0 disable
set policy-options policy-statement bgp_ospf term 1 from protocol bgp
set policy-options policy-statement bgp_ospf term 1 then accept
set routing-instances ce1 instance-type vrf
set routing-instances ce1 interface fe-0/1/1.0
set routing-instances ce1 interface lo0.1
set routing-instances ce1 route-distinguisher 1:0
set routing-instances ce1 provider-tunnel pim-ssm group-address 232.1.1.1
set routing-instances ce1 vrf-target target:100:1
set routing-instances ce1 protocols ospf export bgp_ospf
set routing-instances ce1 protocols ospf sham-link local 1.1.1.0
set routing-instances ce1 protocols ospf area 0.0.0.0 sham-link-remote 1.1.1.1
set routing-instances ce1 protocols ospf area 0.0.0.0 sham-link-remote 1.1.1.2
set routing-instances ce1 protocols ospf area 0.0.0.0 interface lo0.1
set routing-instances ce1 protocols ospf area 0.0.0.0 interface fe-0/1/1.0metric 10
set routing-instances ce1 protocols pimmvpn autodiscovery inet-mdt
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set routing-instances ce1 protocols pim interface lo0.1
set routing-instances ce1 protocols pim interface fe-0/1/1.0 priority 100
set routing-instances ce1 protocols pim interface fe-0/1/1.0 hello-interval 1
set routing-instances ce1 protocolsmvpn autodiscovery-only intra-as inclusive

Interface Configuration

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure the interfaces on one PE router:

1. Configure PE1’s interface to the provider router.

[edit interfaces so-0/0/0]
user@host# set description "TO P1"
user@host#setunit0description"toP1(provider router, 10.255.14.218)so-0/0/0.0"
user@host# set unit 0 family inet address 1.0.1.1/30
user@host# set unit 0 family iso
user@host# set unit 0 family mpls

2. Configure PE1’s interface to PE2.

[edit interfaces so-0/0/1]
user@host# set description "TO PE2"
user@host# set unit 0 description "to PE2 (10.255.14.217) so-0/0/1.0"
user@host# set unit 0 family inet address 1.0.2.1/30
user@host# set unit 0 family iso
user@host# set unit 0 family mpls

3. Configure PE1’s interface to CE1.

[edit interfaces fe-0/1/1]
user@host# set description "TO CE1"
user@host# set unit 0 description "to CE1 (10.255.14.223) fe-0/1/1.0"
user@host# set unit 0 family inet address 1.0.3.1/30
user@host# set unit 0 family iso
user@host# set unit 0 family mpls

4. Configure PE1’s loopback interface.

[edit interfaces lo0]
user@host# set unit 0 description "PE1 (this PE router, 10.255.14.216) Loopback"
user@host# set unit 1 family inet address 1.1.1.0/32

Multicast GroupManagement

Step-by-Step
Procedure

To configure multicast group management:

Configure the IGMP interfaces.

[edit protocols igmp]

1.

user@host# set interface all immediate-leave
user@host# set interface fxp0.0 disable
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2. Configure the IGMP settings.

[edit protocols igmp]
user@host# set query-interval 2
user@host# set query-response-interval 1
user@host# set query-last-member-interval 1

MPLS Signaling Protocol andMPLS LSPs

Step-by-Step
Procedure

To configure the MPLS signaling protocol and MPLS LSPs:

Configure RSVP signaling among this PE router (PE1), the other PE router (PE2).
and the provider router (P1).

[edit protocols rsvp]

1.

user@host# set interface so-0/0/0.0
user@host# set interface so-0/0/1.0

2. Configure MPLS LSPs.

[edit protocols mpls]
user@host# set label-switched-path pe1-to-pe2 to 10.255.14.217
user@host# set label-switched-path pe1-to-pe2 primary pe1_pe2_prime
user@host# set label-switched-path pe1-to-p1 to 10.255.14.218
user@host# set label-switched-path pe1-to-p1 primary pe1_p1_prime
user@host# set path pe1_p1_prime 1.0.1.2
user@host# set path pe1_pe2_prime 1.0.2.2
user@host# set interface all
user@host# set interface fxp0.0 disable

BGP

Step-by-Step
Procedure

To configure BGP:

Configure the AS number. In this example, both of the PE routers and the provider

router are in AS 200.

1.

[edit]
user@host# set routing-options autonomous-system 200

2. Configure the internal BGP full mesh with the PE2 and P1 routers.

[edit protocols bgp group int]
user@host# set type internal
user@host# set local-address 10.255.14.216
user@host# set family inet unicast
user@host# set neighbor 10.255.14.218
user@host# set neighbor 10.255.14.217

3. Enable MDT-SAFI NLRI control plane messages.

[edit protocols bgp group int]
user@host# set family inet-mdt signaling

4. Enable BGP to carry Layer 3 VPN NLRI for the IPv4 address family.

[edit protocols bgp group int]
user@host# set family inet-vpn unicast
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user@host# set family inet-vpnmulticast

5. Configure BGP export policy.

[edit policy-options]
user@host# set policy-statement bgp_ospf term 1 from protocol bgp
user@host# set policy-statement bgp_ospf term 1 then accept

Interior Gateway Protocol

Step-by-Step
Procedure

To configure the interior gateway protocol:

Configure the OSPF interfaces.

[edit protocols ospf]

1.

user@host# set area 0.0.0.0 interface lo0.0 passive
user@host# set area 0.0.0.0 interface so-0/0/0.0metric 10
user@host# set area 0.0.0.0 interface so-0/0/1.0metric 10

2. Enable traffic engineering.

[edit protocols ospf]
user@host# set traffic-engineering

PIM

Step-by-Step
Procedure

To configure PIM:

Configure timeout periods and the RP. Local RP configuration makes PE1 a statically
defined RP.

[edit protocols pim]

1.

user@host# set assert-timeout 5
user@host# set join-prune-timeout 210
user@host# set rp bootstrap-priority 10
user@host# set rp local address 10.255.14.216

2. Configure the PIM interfaces.

[edit protocols pim]
user@host# set interface lo0.0
user@host# set interface all hello-interval 1
user@host# set interface fxp0.0 disable

Routing Instance

Step-by-Step
Procedure

To configure the routing instance between PE1 and CE1:

Configure the basic routing instance.

[edit routing-instances ce1]

1.

user@host# set instance-type vrf
user@host# set interface fe-0/1/1.0
user@host# set interface lo0.1
user@host# set route-distinguisher 1:0
user@host# set vrf-target target:100:1
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2. Configure the SSM provider tunnel.

[edit routing-instances ce1]
user@host# set provider-tunnel pim-ssm group-address 232.1.1.1

3. Configure OSPF in the routing instance.

[edit routing-instances ce1 protocols ospf]
user@host# set export bgp_ospf
user@host# set sham-link local 1.1.1.0
user@host# set area 0.0.0.0 sham-link-remote 1.1.1.1
user@host# set area 0.0.0.0 sham-link-remote 1.1.1.2
user@host# set area 0.0.0.0 interface lo0.1
user@host# set area 0.0.0.0 interface fe-0/1/1.0metric 10

4. Configure PIM in the routing instance.

[edit routing-instances ce1 protocols pim]
user@host# set interface lo0.1
user@host# set interface fe-0/1/1.0 priority 100
user@host# set interface fe-0/1/1.0 hello-interval 1

5. Configure draft-rosen VPN autodiscovery for provider tunnels operating in SSM
mode.

[edit routing-instances ce1 protocols pim]
user@host# setmvpn autodiscovery inet-mdt

6. Configure the BGP-based MVPN control plane to provide signaling only for
autodiscovery and not for PIM operations.

[edit routing-instances ce1 protocols mvpn]
user@host# set autodiscovery-only intra-as inclusive

Verification

You can monitor the operation of the routing instance by running the show route table

ce1.mdt.0 command.

You can manage the group-instance mapping for local SSM tunnel roots by running the

show pimmvpn command.

The show pimmdt command shows the tunnel type and source PE address for each

outgoing and incoming MDT. In addition, because each PE might have its own default

MDT group address, one incoming entry is shown for each remote PE. Outgoing data

MDTs are shown after the outgoing default MDT. Incoming data MDTs are shown after

all incoming default MDTS.

For troubleshooting, you can configure tracing operations for all of the protocols.

Related
Documentation

Example: Configuring Any-Source Draft-Rosen 6 Multicast VPNs on page 493•

• Example: Configuring Draft-Rosen MVPN Interoperability on page 516
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Example: Configuring Draft-RosenMVPN Interoperability

• Configuring Draft-Rosen Multicast VPNs on page 516

• Understanding MVPN Interoperation with Other Vendors on page 517

• Example: Configuring Draft Rosen Interoperability and a VPN Tunnel Source on page 517

Configuring Draft-RosenMulticast VPNs

Draft-rosen multicast virtual private networks (MVPNs) can be configured to support

service provider tunnels operating in any-source multicast (ASM) mode or source-specific

multicast (SSM) mode.

There are three functional areas to configure for draft-rosen MVPNs with service provider

tunnels operating in SSM mode:

• Provider tunnel

• Autodiscovery mechanism

• Control plane protocol

In the unicast environment for Layer 3 VPNs, all VPN state information is contained

within the PE routers.

However, with multicast for Layer 3 VPNs, PIM adjacencies are established in one of

the following ways:

• You can set PIM adjacencies between the customer edge (CE) router and the PE

router through a VPN routing and forwarding (VRF) instance at the [edit

routing-instances instance-name protocols pim] hierarchy level. You must include

the vpn-group-address statement at this hierarchy level, specifying a multicast group.

The RP listed in the VRF-instance is the VPN customer RP (C-RP).

• You can also set the master PIM instance and the PE's IGP neighbors by configuring

statements at the [edit protocols pim] hierarchy level. You must add the multicast

group specified in the VRF instance to the master PIM instance. The set of master

PIM adjacencies throughout the service provider network makes up the forwarding

path that becomes an RP tree rooted at the service provider RP (SP-RP). Therefore,

provider (P) routers within the provider core must maintain multicast state

information for the VPNs.

For this configuration to work properly, you need two types of RP routers for each VPN:

• A VPN C-RP—An RP router located somewhere within the customer VPN

• An SP-RP—An RP router located within the service provider network

NOTE: APEroutercanactasanSP-RPor theVPNC-RPofaVPN.However,
whenauto-RPandBSRare used, thePE cannot be aC-RP. It can, however,
learn another router as C-RP bymeans of the auto-RP or BSR protocols.
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UnderstandingMVPN Interoperation with Other Vendors

This section presents notes on interoperating with other vendors in a draft-rosen multicast

VPN.

If your Juniper Networks routers must interoperate with other vendors’ routers, take one

of these approaches:

• Configure the other vendors’ routers to interoperate with the Juniper Networks routers.

• Configure the Juniper Networks routers to interoperate with the other vendors’ routers.

If you are configuring the other vendors’ routers to operate like Juniper Networks routers,

verify the following:

• All provider tunnels use the same group address.

• On all routers, the lo0.n interface IP address in the routing instance matches the IP

address on the lo0.0 interface in the master instance.

By default the Junos OS attaches a route target to multicast distribution tree (MDT)

subsequent address family identifier (SAFI) network layer reachability information (NLRI)

route advertisements. Some vendors do not support attaching route targets to the

MDT-SAFI route advertisements.

For interoperability with these vendors, the Junos OS allows importing of MDT-SAFI route

advertisements without a route target being attached. The MDT-SAFI is imported if the

MDT default address in the MDT-SAFI prefix matches the MDT default address configured

within the routing instance.

Example: Configuring Draft Rosen Interoperability and a VPN Tunnel Source

This example shows how to change the behavior of draft-rosen in the Junos OS for

interoperability with certain other vendors’ routing platforms.

• Requirements on page 517

• Overview on page 518

• Configuration on page 519

• Verification on page 525

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

• Configure the VPN. See the Junos OS VPNs Configuration Guide.

• Make sure that the routing devices support multicast tunnel (mt) interfaces for

encapsulating and de-encapsulating data packets into tunnels. See “Tunnel Services
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PICs and Multicast” on page 54 and “Load Balancing Multicast Tunnel Interfaces Among

Available PICs” on page 503.

For multicast to work on draft-rosen Layer 3 VPNs, each of the following routers must

have tunnel interfaces:

• Each provider edge (PE) router.

• Any provider (P) router acting as the RP.

• Any customer edge (CE) router that is acting as a source's DR or as an RP. A receiver's

designated router does not need a Tunnel Services PIC.

Overview

By default, the local loopback address configured in a VPN routing and forwarding (VRF)

routing instance is used as the source address when PIM hello messages, join messages,

and prune messages are sent over multicast tunnel interfaces.

In the Junos OS default implementation of draft-rosen, mt interfaces are created

dynamically in each VRF. PIM hello messages are sent over the mt interfaces to discover

neighbors in the same VPN. The Junos OS requires that the lo0.mvpn address be

configured in each routing instance. The local lo0.mvpn address is used as the source

address when building PIM hello, join, and prune messages over the mt interface. The

lo0.mvpn address is independent in routing instances and can be different from the

lo0.main address in the master instance. All the source and destination address lookups

and RPF checks are done in the routing instance.

For compatibility with certain other vendors’ routers, the address used in the VRF routing

instance for multicast tunnel interfaces must be the same as the primary loopback

address configured in the master routing instance. In this example, mt interfaces use

lo0.0 as the source address. Each VRF routing instance uses the lo0.0 address as the

source address when sending PIM control packets over the mt interface.

Before configuring the loopback address used for PIM control messages to be the primary

loopback address configured in the default routing instance, ensure that:

• The loopback address specified is configured in the master routing instance.

• The inet address family is enabled on the interface.

This example also configures a specific VPN tunnel source address in one routing instance.

That address, instead of the lo0.main address, is used as the source address for the mt

interface in that routing instance. The tunnel source is a static local address that is

routable in the master instance. The routing instance uses the VPN tunnel source to form

PIM neighbors over the mt interface. This enables different routing instances to take

different paths even in the provider domain.
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NOTE: For information about upgrading Juniper Networks routers from a
software release that does not support the default-vpn-source configuration

statement to a release that does, see the Juniper Networks Junos 10.1 Software

Release Notes.

This example includes the following settings:

• default-vpn-source—In the master instance, changes the draft-rosen behavior so that

the primary loopback address configured in the master routing instance is the multicast

tunnel interface address in all VRF routing instances. Because the configuration includes

default-vpn-source, you do not need to configure loopback addresses in the routing

instances.

• tunnel-source—In the vrf-blue routing instance, overrides the default-vpn-source

statement. The vrf-blue routing instance (because it contains the unnel-source

statement) overrides thedefault-vpn-sourcestatement and uses the address configured

on lo0.200as the source address. This address is 192.27.11.136 in this example. However,

vrf-white does not contain the tunnel-source statement. In this case, the

default-vpn-source statement takes effect, and vrf-white uses the address configured

on lo0.0 as the source address. This address is 192.27.0.136 in this example.

Figure 67 on page 519 shows the topology used in this example.

Figure 67: VPN Tunnel Source Topology
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This example shows the Junos OS configuration on Device PE2.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

Device PE2 set interfaces fe-4/3/0 description "TO CE2"
set interfaces fe-4/3/0 unit 0 family inet address 1.2.3.1/24
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set interfaces fe-4/3/0 unit 0 family iso
set interfaces fe-4/3/0 unit 0 family mpls
set interfaces so-2/3/0 description "TO PE1"
set interfaces so-2/3/0 sonet-options fcs 32
set interfaces so-2/3/0 sonet-options no-payload-scrambler
set interfaces so-2/3/0 unit 0 family inet address 1.1.2.2/24
set interfaces so-2/3/0 unit 0 family iso
set interfaces so-2/3/0 unit 0 family mpls
set interfaces lo0 unit 1 family inet address 10.255.70.103/32
set protocolsmpls interface all
set protocolsmpls interface fxp0.0 disable
set protocols bgp group int type internal
set protocols bgp group int local-address 10.255.70.103
set protocols bgp group int family inet unicast
set protocols bgp group int family inet-vpn unicast
set protocols bgp group int family inet-vpnmulticast
set protocols bgp group int family inet-mdt signaling
set protocols bgp group int neighbor 10.10.10.10
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ldp interface all
set protocols ldp interface fxp0.0 disable
set protocols pim interface lo0.0
set protocols pim interface all
set protocols pim interface fxp0.0 disable
set protocols pim default-vpn-source
set policy-options policy-statement bgp_ospf term 1 from protocol bgp
set policy-options policy-statement bgp_ospf term 1 then accept
set routing-instances vpna instance-type vrf
set routing-instances vpna interface fe-4/3/0.0
set routing-instances vpna interface lo0.1
set routing-instances vpna route-distinguisher 1:0
set routing-instances vpna provider-tunnel pim-ssm group-address 232.1.1.1
set routing-instances vpna vrf-target target:1:1
set routing-instances vpna protocols ospf export bgp_ospf
set routing-instances vpna protocols ospf area 0.0.0.0 interface lo0.1 passive
set routing-instances vpna protocols ospf area 0.0.0.0 interface fe-4/3/0.0
set routing-instances vpna protocols pimmvpn autodiscovery inet-mdt
set routing-instances vpna protocols pim rp local address 2.2.2.2
set routing-instances vpna protocols pim interface lo0.1
set routing-instances vpna protocols pim interface fe-4/3/0.0
set routing-instances vpna protocolsmvpn autodiscovery-only intra-as inclusive
set routing-options autonomous-system 1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To change the default draft-rosen behavior and configure a VPN tunnel source in a routing

instance:

1. On the PE routers, configure the interfaces.

[edi interfacest]
user@PE2# set fe-4/3/0 description "TO CE2"
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user@PE2# set fe-4/3/0 unit 0 family inet address 1.2.3.1/24
user@PE2# set fe-4/3/0 unit 0 family iso
user@PE2# set fe-4/3/0 unit 0 family mpls

user@PE2# set so-2/3/0 description "TO PE1"
user@PE2# set so-2/3/0 sonet-options fcs 32
user@PE2# set so-2/3/0 sonet-options no-payload-scrambler
user@PE2# set so-2/3/0 unit 0 family inet address 1.1.2.2/24
user@PE2# set so-2/3/0 unit 0 family iso
user@PE2# set so-2/3/0 unit 0 family mpls

user@PE2# set lo0 unit 1 family inet address 10.255.70.103/32

2. Configure the MPLS and a signaling protocol.

[edit protocols mpls]
user@PE2# set interface all
user@PE2# set interface fxp0.0 disable

[edit protocols ldp]
user@PE2# set interface all
user@PE2# set interface fxp0.0 disable

3. Configure the routing protocols in the master instance.

[edit protocols bgp group int]
user@PE2# set type internal
user@PE2# set local-address 10.255.70.103
user@PE2# set family inet unicast
user@PE2# set family inet-vpn unicast
user@PE2# set family inet-vpnmulticast
user@PE2# set family inet-mdt signaling
user@PE2# set neighbor 10.10.10.10

[edit protocols ospf area 0.0.0.0]
user@PE2# set interface all
user@PE2# set interface fxp0.0 disable

4. Configure PIM with the default-vpn-source statement.

[edit protocols pim]
user@PE2# set interface lo0.0
user@PE2# set interface all
user@PE2# set interface fxp0.0 disable
user@PE2# set default-vpn-source

5. Configure the routing policy.

[edit policy-options policy-statement bgp_ospf term 1]
user@PE2# set from protocol bgp
user@PE2# set then accept

6. Configure the routing instance.

[edit routing-instances vpna]
user@PE2# set instance-type vrf
user@PE2# set interface fe-4/3/0.0

521Copyright © 2013, Juniper Networks, Inc.

Chapter 11: Draft-Rosen Multicast VPN



user@PE2# set interface lo0.1
user@PE2# set route-distinguisher 1:0
user@PE2# set provider-tunnel pim-ssm group-address 232.1.1.1
user@PE2# set vrf-target target:1:1
user@PE2# set protocols ospf export bgp_ospf
user@PE2# set protocols ospf area 0.0.0.0 interface lo0.1 passive
user@PE2# set protocols ospf area 0.0.0.0 interface fe-4/3/0.0
user@PE2# set protocols pimmvpn autodiscovery inet-mdt
user@PE2# set protocols pim rp local address 10.255.70.103
user@PE2# set protocols pim interface lo0.1
user@PE2# set protocols pim interface fe-4/3/0.0
user@PE2# set protocolsmvpn autodiscovery-only intra-as inclusive

7. Configure the routing table options.

[edit routing-options]
user@PE2# set autonomous-system 1

8. If you are done configuring the device, commit the configuration.

user@PE2# commit

Results

From configuration mode, confirm your configuration by entering the show interfaces,

show policy-options, show protocols, show routing-instances, and show routing-options

commands. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@PE2# show interfaces
fe-0/3/0 {
description "TO CE2";
unit 0 {
family inet {
address 1.2.3.1/24;

}
family iso;
family mpls;

}
}
so-2/3/0 {
description "TO PE1";
sonet-options {
fcs 32;
no-payload-scrambler;

}
unit 0 {
family inet {
address 1.1.2.2/24;

}
family iso;
family mpls;

}
}
lo0 {
unit 1 {

Copyright © 2013, Juniper Networks, Inc.522

Multicast Protocols Configuration Guide



family inet {
address 10.255.70.103/32;

}
}

}

user@PE2# show protocols
mpls {
interface all;
interface fxp0.0 {
disable;

}
}
bgp {
group int {
type internal;
local-address 10.255.70.103;
family inet {
unicast;

}
family inet-vpn {
unicast;
multicast;

}
family inet-mdt {
signaling;

}
neighbor 10.10.10.10;

}
}
ospf {
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
ldp {
interface all;
interface fxp0.0 {
disable;

}
}
pim {
interface lo0.0;
interface all;
interface fxp0.0 {
disable;

}
default-vpn-source;

}

user@PE2# show policy-options
policy-statement bgp_ospf {
term 1 {
from protocol bgp;
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then accept;
}

}

user@PE2# show routing-intances
vpna {
instance-type vrf;
interface fe-0/3/0.0;
interface lo0.1;
route-distinguisher 1:0;
provider-tunnel {
pim-ssm {
group-address 232.1.1.1;

}
}
vrf-target target:1:1;
protocols {
ospf {
export bgp_ospf;
area 0.0.0.0 {
interface lo0.1 {
passive;

}
interface fe-0/3/0.0;

}
}
pim {
mvpn {
autodiscovery {
inet-mdt;

}
}
rp {
local {
address 2.2.2.2;

}
}
interface lo0.1;
interface fe-0/3/0.0;

}
mvpn {
autodiscovery-only {
intra-as {
inclusive;

}
}

}
}

}

user@PE2# show routing-options
autonomous-system 1;
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Verification

To verify the configuration, run the show pimmdt instance vpna should show the data

MDT and the VPN tunnel source. Other useful commands are show pim join (main

instance), showmulticast route, and show pim neighbors.

Related
Documentation

Example: Configuring Any-Source Draft-Rosen 6 Multicast VPNs on page 493•

• Example: Configuring Source-Specific Draft-Rosen 7 Multicast VPNs on page 506

Examples: Configuring DataMDTs

• Understanding Data MDTs on page 525

• Data MDT Characteristics on page 526

• Example: Configuring Data MDTs and Provider Tunnels Operating in Source-Specific

Multicast Mode on page 527

• Example: Configuring Data MDTs and Provider Tunnels Operating in Any-Source

Multicast Mode on page 537

• Example: Enabling Dynamic Reuse of Data MDT Group Addresses on page 542

Understanding DataMDTs

In a draft-rosen Layer 3 multicast virtual private network (MVPN) configured with service

provider tunnels, the VPN is multicast-enabled and configured to use the Protocol

Independent Multicast (PIM) protocol within the VPN and within the service provider

(SP) network. A multicast-enabled VPN routing and forwarding (VRF) instance

corresponds to a multicast domain (MD), and a PE router attached to a particular VRF

instance is said to belong to the corresponding MD. For each MD there is a default

multicast distribution tree (MDT) through the SP backbone, which connects all of the

PE routers belonging to that MD. Any PE router configured with a default MDT group

address can be the multicast source of one default MDT.

To provide optimal multicast routing, you can configure the PE routers so that when the

multicast source within a site exceeds a traffic rate threshold, the PE router to which the

source site is attached creates a new data MDT and advertises the new MDT group

address. An advertisement of a new MDT group address is sent in a User Datagram

Protocol (UDP) type-length-value (TLV) packet called an MDT join TLV. The MDT join

TLV identifies the source and group pair (S,G) in the VRF instance as well as the new

data MDT group address used in the provider space. The PE router to which the source

site is attached sends the MDT join TLV over the default MDT for that VRF instance every

60 seconds as long as the source is active.

All PE routers in the VRF instance receive the MDT join TLV because it is sent over the

default MDT, but not all the PE routers join the new data MDT group:

• PE routers connected to receivers in the VRF instance for the current multicast group

cache the contents of the MDT join TLV, adding a 180-second timeout value to the

cache entry, and also join the new data MDT group.
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• PE routers not connected to receivers listed in the VRF instance for the current multicast

group also cache the contents of the MDT join TLV, adding a 180-second timeout value

to the cache entry, but do not join the new data MDT group at this time.

After the source PE stops sending the multicast traffic stream over the default MDT and

uses the new MDT instead, only the PE routers that join the new group receive the

multicast traffic for that group.

When a remote PE router joins the new data MDT group, it sends a PIM join message for

the new group directly to the source PE router from the remote PE routers by means of

a PIM (S,G) join.

If a PE router that has not yet joined the new data MDT group receives a PIM join message

for a new receiver for which (S,G) traffic is already flowing over the data MDT in the

provider core, then that PE router can obtain the new group address from its cache and

can join the data MDT immediately without waiting up to 59 seconds for the next data

MDT advertisement.

When the PE router to which the source site is attached sends a subsequent MDT join

TLV for the VRF instance over the default MDT, any existing cache entries for that VRF

instance are simply refreshed with a timeout value of 180 seconds.

To display the information cached from MDT join TLV packets received by all PE routers

in a PIM-enabled VRF instance, use the show pimmdt data-mdt-joins operational mode

command.

The source PE router starts encapsulating the multicast traffic for the VRF instance using

the new data MDT group after 3 seconds, allowing time for the remote PE routers to join

the new group. The source PE router then halts the flow of multicast packets over the

default MDT, and the packet flow for the VRF instance source shifts to the newly created

data MDT.

The PE router monitors the traffic rate during its periodic statistics-collection cycles. If

the traffic rate drops below the threshold or the source stops sending multicast traffic,

the PE router to which the source site is attached stops announcing the MDT join TLVs

and switches back to sending on the default MDT for that VRF instance.

DataMDT Characteristics

A data multicast distribution tree (MDT) solves the problem of routers flooding

unnecessary multicast information to PE routers that have no interested receivers for a

particular VPN multicast group.

The default MDT uses multicast tunnel (mt-) logical interfaces. Data MDTs also use

multicast tunnel logical interfaces. If you administratively disable the physical interface

that the multicast tunnel logical interfaces are configured on, the multicast tunnel logical

interfaces are moved to a different physical interface that is up. In this case the traffic is

sent over the default MDT until new data MDTs are created.

The maximum number of data MDTs for all VPNs on a PE router is 1024, and the maximum

number of data MDTs for a VRF instance is 1024. The configuration of a VRF instance

can limit the number of MDTs possible. No new MDTs can be created after the 1024 MDT
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limit is reached in the VRF instance, and all traffic for other sources that exceed the

configured limit is sent on the default MDT.

Tear-down of data MDTs depends on the monitoring of the multicast source data rate.

This rate is checked once per minute, so if the source data rate falls below the configured

value, data MDT deletion can be delayed for up to 1 minute until the next

statistics-monitoring collection cycle.

Changes to the configured data MDT limit value do not affect existing tunnels that exceed

the new limit. Data MDTs that are already active remain in place until the threshold

conditions are no longer met.

In a draft-rosen MVPN in which PE routers are already configured to create data MDTs

in response to exceeded multicast source traffic rate thresholds, you can change the

group range used for creating data MDTs in a VRF instance. To remove any active data

MDTs created using the previous group range, you must restart the PIM routing process.

This restart clears all remnants of the former group addresses but disrupts routing and

therefore requires a maintenance window for the change.

CAUTION: Never restart any of the software processes unless instructed to
do so by a customer support engineer.

Multicast tunnel (mt) interfaces created because of exceeded thresholds are not

re-created if the routing process crashes. Therefore, graceful restart does not

automatically reinstate the data MDT state. However, as soon as the periodic statistics

collection reveals that the threshold condition is still exceeded, the tunnels are quickly

re-created.

Data MDTs are supported for customer traffic with PIM sparse mode, dense mode, and

sparse-dense mode. Note that the provider core does not support PIM dense mode.

Example: Configuring DataMDTs and Provider Tunnels Operating in Source-Specific Multicast
Mode

This example shows how to configure data multicast distribution trees (MDTs) for a

provider edge (PE) router attached to a VPN routing and forwarding (VRF) instance in

a draft-rosen Layer 3 multicast VPN operating in source-specific multicast (SSM) mode.

The example is based on the Junos OS implementation of RFC 4364,BGP/MPLS IPVirtual

Private Networks (VPNs) and on section 7 of the IETF Internet draft

draft-rosen-vpn-mcast-07.txt, Multicast in MPLS/BGP IP VPNs.

• Requirements on page 528

• Overview on page 528

• Configuration on page 533

• Verification on page 536
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Requirements

Before you begin:

• Make sure that the routing devices support multicast tunnel (mt) interfaces.

A tunnel-capable PIC supports a maximum of 512 multicast tunnel interfaces. Both

default and data MDTs contribute to this total. The default MDT uses two multicast

tunnel interfaces (one for encapsulation and one for de-encapsulation). To enable an

M Series or T Series router to support more than 512 multicast tunnel interfaces, another

tunnel-capable PIC is required. See ““Tunnel Services PICs and Multicast” on page 54”

in the Multicast Protocols Configuration Guide and ““Load Balancing Multicast Tunnel

Interfaces Among Available PICs” on page 503” in the Multicast Protocols Configuration

Guide.

• Make sure that the PE router has been configured for a draft-rosen Layer 3 multicast

VPN operating in SSM mode in the provider core.

In this type of multicast VPN, PE routers discover one another by sending MDT

subsequent address family identifier (MDT-SAFI) BGP network layer reachability

information (NLRI) advertisements. Key configuration statements for the master

instance are highlighted in Table 11 on page 529. Key configuration statements for the

VRF instance to which your PE router is attached are highlighted in Table 12 on page 530.

For complete configuration details, see ““Example: Configuring Source-Specific

Multicast for Draft-Rosen Multicast VPNs” on page 507” in the Multicast Protocols

Configuration Guide.

Overview

By using data MDTs in a Layer 3 VPN, you can prevent multicast packets from being

flooded unnecessarily to specified provider edge (PE) routers within a VPN group. This

option is primarily useful for PE routers in your Layer 3 VPN multicast network that have

no receivers for the multicast traffic from a particular source.

• When a PE router that is directly connected to the multicast source (also called the

source PE) receives Layer 3 VPN multicast traffic that exceeds a configured threshold,

a new data MDT tunnel is established between the PE router connected to the source

site and its remote PE router neighbors.

• The source PE advertises the new data MDT group as long as the source is active. The

periodic announcement is sent over the default MDT for the VRF. Because the data

MDT announcement is sent over the default tunnel, all the PE routers receive the

announcement.

• Neighbors that do not have receivers for the multicast traffic cache the advertisement

of the new data MDT group but ignore the new tunnel. Neighbors that do have receivers

for the multicast traffic cache the advertisement of the new data MDT group and also

send a PIM join message for the new group.

• The source PE encapsulates the VRF multicast traffic using the new data MDT group

and stops the packet flow over the default multicast tree. If the multicast traffic level
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drops back below the threshold, the data MDT is torn down automatically and traffic

flows back across the default multicast tree.

• If a PE router that has not yet joined the new data MDT group receives a PIM join

message for a new receiver for which (S,G) traffic is already flowing over the data MDT

in the provider core, then that PE router can obtain the new group address from its

cache and can join the data-MDT immediately without waiting up to 59 seconds for

the next data MDT advertisement.

By default, automatic creation of data MDTs is disabled.

The following sections summarize the data MDT configuration statements used in this

example and in the prerequisite configuration for this example:

• In the master instance, the PE router’s prerequisite draft-rosen PIM-SSM multicast

configuration includes statements that directly support the data MDT configuration

you will enable in this example. Table 11 on page 529 highlights some of these

statements
†
.

Table 11: DataMDTS—Key Prerequisites in theMaster Instance

DescriptionStatement

Enables the PIM protocol on PE router interfaces.[edit protocols]
pim {
interface interface-name <options>;

}

In the internal BGP full mesh between PE routers in
the VRF instance, enables the BGP protocol to carry
MDT-SAFI NLRI signaling messages for IPv4 traffic
in Layer 3 VPNs.

[edit protocols]
bgp {
group name {
type internal;
peer-as autonomous-system;
neighbor address;
family inet-mdt {
signaling;

}
}

}

[edit routing-options]
autonomous-systemautonomous-system;

(Optional) Configures one or more SSM groups to
use inside the provider network in addition to the
default SSM group address range of 232.0.0.0/8.

NOTE: For this example, it is assumed that you
previously specified an additional SSM group
address range of 239.0.0.0/8.

[edit routing-options]
multicast {
ssm-groups [ ip-addresses ];

}

† This table contains only a partial list of the PE router configuration statements for a draft-rosen
multicast VPN operating in SSM mode in the provider core. For complete configuration information
about this prerequisite, see ““Example: Configuring Source-Specific Multicast for Draft-Rosen
Multicast VPNs” on page 507” in the Multicast Protocols Configuration Guide.
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• In the VRF instance to which the PE router is attached—at the [edit routing-instances

name] hierarchy level—the PE router’s prerequisite draft-rosen PIM-SSM multicast

configuration includes statements that directly support the data MDT configuration

you will enable in this example. Table 12 on page 530 highlights some of these

statements
‡
.

Table 12: DataMDTs—Key Prerequisites in the VRF Instance

DescriptionStatement

Creates a VRF table (instance-name.mdt.0) that
contains the routes originating from and destined
for the Layer 3 VPN.

Creates a VRF export policy that automatically
accepts routes from the instance-name.mdt.0
routing table. ensures proper PE autodiscovery using
the inet-mdt address family

You must also configure the interface and
route-distinguisher statements for this type of
routing instance.

[edit routing-instances name]
instance-type vrf;
vrf-target community;

Enables the MVPN control plane for autodiscovery
only, using intra-AS autodiscovery routes over an
inclusive provider multicast service interface (PMSI).

[edit routing-instances name]
protocols {
mvpn {
autodiscovery-only {
intra-as {
inclusive;

}
}

}
}

Configures the PE router in a VPN to use an
MDT-SAFI NLRI for autodiscovery of other PE
routers:

[edit routing-instances name]
protocols {
pim {
mvpn {
autodiscovery {
inet-mdt;

}
}

}
}

Configures the PIM-SSM provider tunnel default
MDT group address.

NOTE: For this example, it assumed that you
previously configured the PIM-SSM provider tunnel
default MDT for the VPN instance ce1with the group
address 239.1.1.1.

To verify the configuration of the default MDT tunnel
for the VRF instance to which the PE router is
attached, use the showpimmvpnoperational mode
command.

[edit routing-instances name]
provider-tunnel {
pim-ssm {
group-address address;

}
}
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Table 12: DataMDTs—Key Prerequisites in the VRF Instance (continued)

DescriptionStatement

‡ This table contains only a partial list of the PE router configuration statements for a draft-rosen
multicast VPN operating in SSM mode in the provider core. For complete configuration information
about this prerequisite, see ““Example: Configuring Source-Specific Multicast for Draft-Rosen
Multicast VPNs” on page 507” in the Multicast Protocols Configuration Guide.

• For a rosen 7 MVPN—a draft-rosen multicast VPN with provider tunnels operating in

SSM mode—you configure data MDT creation for a tunnel multicast group by including

statements under the PIM-SSM provider tunnel configuration for the VRF instance

associated with the multicast group. Because data MDTs are specific to VPNs and VRF

routing instances, you cannot configure MDT statements in the master routing instance.

Table 13 on page 531 summarizes the data MDT configuration statements for PIM-SSM

provider tunnels.

Table 13: DataMDTs for PIM-SSMProvider Tunnels in aDraft-RosenMVPN

DescriptionStatement

Configures the IP group range used when a new
data MDT needs to be created in the VRF instance
on the PE router. This address range cannot overlap
the default MDT addresses of any other VPNs on
the router. If you configure overlapping group ranges,
the configuration commit fails.

This statement has no default value. If you do not
set the multicast-prefix to a valid, nonreserved
multicast address range, then no data MDTs are
created for this VRF instance.

NOTE: For this example, it is assumed that you
previously configured the PE router to automatically
select an address from the 239.10.10.0/24 range
when a new data MDT needs to be initiated.

[edit routing-instances name]
provider-tunnel {
mdt {
group-rangemulticast-prefix;

}
}

Configures the maximum number of data MDTs
that can be created for the VRF instance.

The default value is 0. If you do not configure the
limit to a non-zero value, then no data MDTs are
created for this VRF instance.

The valid range is from 0 through 1024 for a VRF
instance. There is a limit of 8000 tunnels for all data
MDTs in all VRF instances on a PE router.

If the configured maximum number of data MDT
tunnels is reached, then no new tunnels are created
for the VRF instance, and traffic that exceeds the
configured threshold is sent on the default MDT.

NOTE: For this example, you limit the number of
data MDTs for the VRF instance to 10.

[edit routing-instances name]
provider-tunnel {
mdt {
tunnel-limit limit;

}
}
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Table 13: DataMDTs for PIM-SSMProvider Tunnels in a Draft-Rosen
MVPN (continued)

DescriptionStatement

Configures a data rate for the multicast source of
a default MDT. When the source traffic in the VRF
instance exceeds the configured data rate, a new
tunnel is created.

• groupgroup-address—Multicast group address of
the default MDT that corresponds to a VRF
instance to which the PE router is attached. The
group-address explicit (all 32 bits of the address
specified) or a prefix (network address and prefix
length specified). This is typically a well-known
address for a certain type of multicast traffic.

• source source-address—Unicast IP prefix of one
or more multicast sources in the specified default
MDT group.

• rate threshold-rate—Data rate for the multicast
source to trigger the automatic creation of a data
MDT. The data rate is specified in kilobits per
second (Kbps).
The default threshold-rate is 10 kilobits per second
(Kbps).

NOTE:

For this example, you configure the following data
MDT threshold:

• Multicast group address or address range to
which the threshold limits apply—224.0.9.0/32

• Multicast source address or address range to
which the threshold limits apply—10.1.1.2/32

• Data rate—10 Kbps
When the traffic stops or the rate falls below the
threshold value, the source PE router switches
back to the default MDT.

[edit routing-instances name]
provider-tunnel {
mdt {
threshold {
group group-address {
source source-address {
rate threshold-rate;

}
}

}
}

}

Topology

Figure 68 on page 533 shows a default MDT.
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Figure 68: Default MDT
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Figure 69 on page 533 shows a data MDT.

Figure 69: DataMDT
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Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see the CLI User Guide.

• Enabling Data MDTs and PIM-SSM Provider Tunnels on the Local PE Router Attached

to a VRF on page 534

• (Optional) Enabling Logging of Detailed Trace Information for Multicast Tunnel

Interfaces on the Local PE Router on page 535

• Results on page 536

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set routing-instances ce1 provider-tunnel mdt group-range 239.10.10.0/24
set routing-instances ce1 provider-tunnel mdt tunnel-limit 10
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set routing-instances ce1 provider-tunnel mdt threshold group 224.0.9.0/32 source
10.1.1.2/32 rate 10

set protocols pim traceoptions file trace-pim-mdt
set protocols pim traceoptions file files 5
set protocols pim traceoptions file size 1m
set protocols pim traceoptions file world-readable
set protocols pim traceoptions flagmdt detail

Enabling Data MDTs and PIM-SSMProvider Tunnels on the Local PE Router Attached
to a VRF

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure the local PE router attached to the VRF instance ce1 in a PIM-SSM multicast

VPN to initiate new data MDTs and provider tunnels for that VRF:

1. Enable configuration of provider tunnels operating in SSM mode.

[edit]
user@host# edit routing-instances ce1 provider-tunnel

2. Configure the range of multicast IP addresses for new data MDTs.

[edit routing-instances ce1 provider-tunnel]
user@host# setmdt group-range 239.10.10.0/24

3. Configure the maximum number of data MDTs for this VRF instance.

[edit routing-instances ce1 provider-tunnel]
user@host# setmdt tunnel-limit 10

4. Configure the data MDT-creation threshold for a multicast group and source.

[edit routing-instances ce1 provider-tunnel]
user@host# setmdt threshold group 224.0.9.0/32 source 10.1.1.2/32 rate 10

5. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results Confirm the configuration of data MDTs for PIM-SSM provider tunnels by entering the
showrouting-instancescommand from configuration mode. If the output does not display
the intended configuration, repeat the instructions in this procedure to correct the
configuration.

[edit]
user@host# show routing-instances
ce1 {
instance-type vrf;
vrf-target target:100:1;
...
provider-tunnel {
pim-ssm {
group-address 239.1.1.1;

}
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mdt {
threshold {
group 224.0.9.0/32 {
source 10.1.1.2/32 {
rate 10;

}
}

}
tunnel-limit 10;
group-range 239.10.10.0/24;

}
}
protocols {
...
pim {
mvpn {
autodiscovery {
inet-mdt;

}
}

}
mvpn {
autodiscovery-only {
intra-as {
inclusive;

}
}

}
}

}

NOTE: The show routing-instances command output above does not show

thecompleteconfigurationofaVRF instance inadraft-rosenMVPNoperating
in SSMmode in the provider core.

(Optional)EnablingLoggingofDetailedTrace Information forMulticastTunnel Interfaces
on the Local PE Router

Step-by-Step
Procedure

To enable logging of detailed trace information for all multicast tunnel interfaces on the

local PE router:

1. Enable configuration of PIM tracing options.

[edit]
user@host# set protocols pim traceoptions

2. Configure the trace file name, maximum number of trace files, maximum size of
each trace file, and file access type.

[edit protocols pim traceoptions]
set file trace-pim-mdt
set file files 5
set file size 1m
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set file world-readable

3. Specify that messages related to multicast data tunnel operations are logged.

[edit protocols pim traceoptions]
set flagmdt detail

4. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results

Confirm the configuration of multicast tunnel logging by entering the show protocols
command from configuration mode. If the output does not display the intended
configuration, repeat the instructions in this procedure to correct the configuration.

[edit]
user@host# show protocols
pim {
traceoptions {
file trace-pim-mdt size 1m files 5 world-readable;
flagmdt detail;

}
interface lo0.0;
...

}

Verification

To verify that the local PE router is managing data MDTs and PIM-SSM provider tunnels

properly, perform the following tasks:

• Monitor Data MDTs Initiated for the Multicast Group on page 536

• Monitor Data MDT Group Addresses Cached by All PE Routers in the Multicast

Group on page 537

• (Optional) View the Trace Log for Multicast Tunnel Interfaces on page 537

Monitor Data MDTs Initiated for the Multicast Group

Purpose For the VRF instance ce1, check the incoming and outgoing tunnels established by the

local PE router for the default MDT and monitor the data MDTs initiated by the local PE

router.

Action Use the show pimmdt instance ce1 detail operational mode command.

For the default MDT, the command displays details about the incoming and outgoing

tunnels established by the local PE router for specific multicast source addresses in the

multicast group using the default MDT and identifies the tunnel mode as PIM-SSM.

For the data MDTs initiated by the local PE router, the command identifies the multicast

source using the data MDT, the multicast tunnel logical interface set up for the data MDT

tunnel, the configured threshold rate, and current statistics.

Copyright © 2013, Juniper Networks, Inc.536

Multicast Protocols Configuration Guide



Monitor Data MDT Group Addresses Cached by All PE Routers in the Multicast Group

Purpose For the VRF instance ce1, check the data MDT group addresses cached by all PE routers

that participate in the VRF.

Action Use the show pimmdt data-mdt-joins instance ce1 operational mode command. The

command output displays the information cached from MDT join TLV packets received

by all PE routers participating in the specified VRF instance, including the current timeout

value of each entry.

(Optional) View the Trace Log for Multicast Tunnel Interfaces

Purpose If you configured logging of trace Information for multicast tunnel interfaces, you can

trace the creation and tear-down of data MDTs on the local router through the mt

interface-related activity in the log.

Action To view the trace file, use the file show /var/log/trace-pim-mdt operational mode

command.

Example: Configuring DataMDTs and Provider Tunnels Operating in Any-SourceMulticast
Mode

This example shows how to configure data multicast distribution trees (MDTs) in a

draft-rosen Layer 3 VPN operating in any-source multicast (ASM) mode. This example

is based on the Junos OS implementation of RFC 4364, BGP/MPLS IP Virtual Private

Networks (VPNs)and on section 2 of the IETF Internet draft draft-rosen-vpn-mcast-06.txt,

Multicast in MPLS/BGP VPNs (expired April 2004).

• Requirements on page 537

• Overview on page 538

• Configuration on page 540

• Verification on page 541

Requirements

Before you begin:

• Configure the draft-rosen multicast over Layer 3 VPN scenario. See Multicast over

Layer 3 VPNs.

• Make sure that the routing devices support multicast tunnel (mt) interfaces.

A tunnel-capable PIC supports a maximum of 512 multicast tunnel interfaces. Both

default and data MDTs contribute to this total. The default MDT uses two multicast

tunnel interfaces (one for encapsulation and one for de-encapsulation). To enable an

M Series or T Series router to support more than 512 multicast tunnel interfaces, another

tunnel-capable PIC is required. See “Tunnel Services PICs and Multicast” on page 54

and “Load Balancing Multicast Tunnel Interfaces Among Available PICs” on page 503.
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Overview

By using data multicast distribution trees (MDTs) in a Layer 3 VPN, you can prevent

multicast packets from being flooded unnecessarily to specified provider edge (PE)

routers within a VPN group. This option is primarily useful for PE routers in your Layer 3

VPN multicast network that have no receivers for the multicast traffic from a particular

source.

When a PE router that is directly connected to the multicast source (also called the

source PE) receives Layer 3 VPN multicast traffic that exceeds a configured threshold, a

new data MDT tunnel is established between the PE router connected to the source site

and its remote PE router neighbors.

The source PE advertises the new data MDT group as long as the source is active. The

periodic announcement is sent over the default MDT for the VRF. Because the data MDT

announcement is sent over the default tunnel, all the PE routers receive the

announcement.

Neighbors that do not have receivers for the multicast traffic cache the advertisement

of the new data MDT group but ignore the new tunnel. Neighbors that do have receivers

for the multicast traffic cache the advertisement of the new data MDT group and also

send a PIM join message for the new group.

The source PE encapsulates the VRF multicast traffic using the new data MDT group

and stops the packet flow over the default multicast tree. If the multicast traffic level

drops back below the threshold, the data MDT is torn down automatically and traffic

flows back across the default multicast tree.

If a PE router that has not yet joined the new data MDT group receives a PIM join message

for a new receiver for which (S,G) traffic is already flowing over the data MDT in the

provider core, then that PE router can obtain the new group address from its cache and

can join the data-MDT immediately without waiting up to 59 seconds for the next data

MDT advertisement.

By default, automatic creation of data MDTs is disabled.

For a rosen 6 MVPN—a draft-rosen multicast VPN with provider tunnels operating in

ASM mode—you configure data MDT creation for a tunnel multicast group by including

statements under the PIM protocol configuration for the VRF instance associated with

the multicast group. Because data MDTs apply to VPNs and VRF routing instances, you

cannot configure MDT statements in the master routing instance.
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This example includes the following configuration options:

• group—Specifies the multicast group address to which the threshold applies. This

could be a well-known address for a certain type of multicast traffic.

The group address can be explicit (all 32 bits of the address specified) or a prefix

(network address and prefix length specified). Explicit and prefix address forms can

be combined if they do not overlap. Overlapping configurations, in which prefix and

more explicit address forms are used for the same source or group address, are not

supported.

• group-range—Specifies the multicast group IP address range used when a new data

MDT needs to be initiated on the PE router. For each new data MDT, one address is

automatically selected from the configured group range.

The PE router implementing data MDTs for a local multicast source must be configured

with a range of multicast group addresses. Group addresses that fall within the

configured range are used in the join messages for the data MDTs created in this VRF

instance. Any multicast address range can be used as the multicast prefix. However,

the group address range cannot overlap the default MDT group address configured

for any VPN on the router. If you configure overlapping group addresses, the

configuration commit operation fails.

• pim—Supports data MDTs for service provider tunnels operating in any-source multicast

mode.

• rate—Specifies the data rate that initiates the creation of data MDTs. When the source

traffic in the VRF exceeds the configured data rate, a new tunnel is created. The range

is from 10 kilobits per second (Kbps), the default, to 1 gigabit per second (Gbps,

equivalent to 1,000,000 Kbps).

• source—Specifies the unicast address of the source of the multicast traffic. It can be

a source locally attached to or reached through the PE router. A group can have more

than one source.

The source address can be explicit (all 32 bits of the address specified) or a prefix

(network address and prefix length specified). Explicit and prefix address forms can

be combined if they do not overlap. Overlapping configurations, in which prefix and

more explicit address forms are used for the same source or group address, are not

supported.

• threshold—Associates a rate with a group and a source. The PE router implementing

data MDTs for a local multicast source must establish a data MDT-creation threshold

for a multicast group and source.

When the traffic stops or the rate falls below the threshold value, the source PE router

switches back to the default MDT.

• tunnel-limit—Specifies the maximum number of data MDTs that can be created for a

single routing instance. The PE router implementing a data MDT for a local multicast

source must establish a limit for the number of data MDTs created in this VRF instance.

If the limit is 0 (the default), then no data MDTs are created for this VRF instance.
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If the number of data MDT tunnels exceeds the maximum configured tunnel limit for

the VRF, then no new tunnels are created. Traffic that exceeds the configured threshold

is sent on the default MDT.

The valid range is from 0 through 1024 for a VRF instance. There is a limit of

8000 tunnels for all data MDTs in all VRF instances on a PE router.

Figure 70 on page 540 shows a default MDT.

Figure 70: Default MDT
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Figure 71 on page 540 shows a data MDT.

Figure 71: DataMDT
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

[edit]
set routing-instances vpn-A protocols pimmdt group-range 227.0.0.0/8
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set routing-instances vpn-A protocols pimmdt threshold group 224.4.4.4/32 source
10.10.20.43/32 rate 10

set routing-instances vpn-A protocols pimmdt tunnel-limit 10

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure a PE router attached to the VRF instance vpn-A in a PIM-ASM multicast

VPN to initiate new data MDTs and provider tunnels for that VRF:

1. Configure the group range.

[edit]
user@host# edit routing-instances vpn-A protocols pimmdt
[edit routing-instances vpn-A protocols pimmdt]
user@host# set group-range 227.0.0.0/8

2. Configure a data MDT-creation threshold for a multicast group and source.

[edit routing-instances vpn-A protocols pimmdt]
user@host# set threshold group 224.4.4.4 source 10.10.20.43 rate 10

3. Configure a tunnel limit.

[edit routing-instances vpn-A protocols pimmdt]
user@host# set tunnel-limit 10

4. If you are done configuring the device, commit the configuration.

[edit routing-instances vpn-A protocols pimmdt]
user@host# commit

Verification

To display information about the default MDT and any data MDTs for the VRF instance

vpn-A, use the show pimmdt instance ce1 detail operational mode command. This

command displays either the outgoing tunnels (the tunnels initiated by the local PE

router), the incoming tunnels (tunnels initiated by the remote PE routers), or both.

To display the data MDT group addresses cached by PE routers that participate in the

VRF instance vpn-A, use the show pimmdt data-mdt-joins instance vpn-A operational

mode command. The command displays the information cached from MDT join TLV

packets received by all PE routers participating in the specified VRF instance.

You can trace the operation of data MDTs by including the mdt detail flag in the [edit

protocolspimtraceoptions]configuration. When this flag is set, all themt interface-related

activity is logged in trace files.
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Example: Enabling Dynamic Reuse of DataMDTGroup Addresses

This example describes how to enable dynamic reuse of data multicast distribution tree

(MDT) group addresses.

• Requirements on page 542

• Overview on page 542

• Configuration on page 543

• Verification on page 548

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

• Configure PIM Sparse Mode on the interfaces. See “Enabling PIM Sparse Mode” on

page 55.

Overview

A limited number of multicast group addresses are available for use in data MDT tunnels.

By default, when the available multicast group addresses are all used, no new data MDTs

can be created.

You can enable dynamic reuse of data MDT group addresses. Dynamic reuse of data

MDT group addresses allows multiple multicast streams to share a single MDT and

multicast provider group address. For example, three streams can use the same provider

group address and MDT tunnel.

The streams are assigned to a particular MDT in a round-robin fashion. Since a provider

tunnel might be used by multiple customer streams, this can result in egress routers

receiving customer traffic that is not destined for their attached customer sites. This

example shows the plain PIM scenario, without the MVPN provider tunnel.

Figure 72 on page 543 shows the topology used in this example.
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Figure 72: Dynamic Reuse of DataMDTGroup Addresses
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To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set policy-options policy-statement bgp-to-ospf term 1 from protocol bgp
set policy-options policy-statement bgp-to-ospf term 1 then accept
set protocolsmpls interface all
set protocols bgp local-as 65520
set protocols bgp group ibgp type internal
set protocols bgp group ibgp local-address 10.255.38.17
set protocols bgp group ibgp family inet-vpn unicast
set protocols bgp group ibgp neighbor 10.255.38.21
set protocols bgp group ibgp neighbor 10.255.38.15
set protocols ospf traffic-engineering
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set protocols ldp interface all
set protocols pim rp static address 10.255.38.21
set protocols pim interface all mode sparse
set protocols pim interface all version 2
set protocols pim interface fxp0.0 disable
set routing-instances VPN-A instance-type vrf
set routing-instances VPN-A interface ge-1/1/2.0
set routing-instances VPN-A interface lo0.1
set routing-instances VPN-A route-distinguisher 10.0.0.10:04
set routing-instances VPN-A vrf-target target:100:10
set routing-instances VPN-A protocols ospf export bgp-to-ospf
set routing-instances VPN-A protocols ospf area 0.0.0.0 interface all
set routing-instances VPN-A protocols pim traceoptions file pim-VPN-A.log
set routing-instances VPN-A protocols pim traceoptions file size 5m
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set routing-instances VPN-A protocols pim traceoptions flagmdt detail
set routing-instances VPN-A protocols pim dense-groups 224.0.1.39/32
set routing-instances VPN-A protocols pim dense-groups 224.0.1.40/32
set routing-instances VPN-A protocols pim dense-groups 229.0.0.0/8
set routing-instances VPN-A protocols pim vpn-group-address 239.1.0.0
set routing-instances VPN-A protocols pim rp static address 10.255.38.15
set routing-instances VPN-A protocols pim interface lo0.1 mode sparse-dense
set routing-instances VPN-A protocols pim interface ge-1/1/2.0mode sparse-dense
set routing-instances VPN-A protocols pimmdt threshold group 224.1.1.1/32 source
192.168.255.245/32 rate 20

set routing-instances VPN-A protocols pimmdt threshold group 224.1.1.2/32 source
192.168.255.245/32 rate 20

set routing-instances VPN-A protocols pimmdt threshold group 224.1.1.3/32 source
192.168.255.245/32 rate 20

set routing-instances VPN-A protocols pimmdt data-mdt-reuse
set routing-instances VPN-A protocols pimmdt tunnel-limit 2
set routing-instances VPN-A protocols pimmdt group-range 239.1.1.0/30

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure dynamic reuse of data MDT group addresses:

1. Configure the bgp-to-ospf export policy.

[edit policy-options policy-statement bgp-to-ospf]
user@host# set term 1 from protocol bgp
user@host# set term 1 then accept

2. Configure MPLS, LDP, BGP, OSPF, and PIM.

[edit]
user@host# edit protocols
[edit protocols]
user@host# setmpls interface all
[edit protocols]
user@host# set ldp interface all
[edit protocols]
user@host# set bgp local-as 65520
[edit protocols]
user@host# set bgp group ibgp type internal
[edit protocols]
user@host# set bgp group ibgp local-address 10.255.38.17
[edit protocols]
user@host# set bgp group ibgp family inet-vpn unicast
[edit protocols]
user@host# set bgp group ibgp neighbor 10.255.38.21
[edit protocols]
user@host# set bgp group ibgp neighbor 10.255.38.15
[edit protocols]
user@host# set ospf traffic-engineering
[edit protocols]
user@host# set ospf area 0.0.0.0 interface all
[edit protocols]
user@host# set ospf area 0.0.0.0 interface fxp0.0 disable
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[edit protocols]
user@host# set pim rp static address 10.255.38.21
[edit protocols]
user@host# set pim interface all mode sparse
[edit protocols]
user@host# set pim interface all version 2
[edit protocols]
user@host# set pim interface fxp0.0 disable
[edit protocols]
user@host# exit

3. Configure the routing instance, and apply the bgp-to-ospf export policy.

[edit]
user@host# edit routing-instances VPN-A
[edit routing-instances VPN-A]
user@host# set instance-type vrf
[edit routing-instances VPN-A]
user@host# set interface ge-1/1/2.0
[edit routing-instances VPN-A]
user@host# set interface lo0.1
[edit routing-instances VPN-A]
user@host# set route-distinguisher 10.0.0.10:04
[edit routing-instances VPN-A]
user@host# set vrf-target target:100:10
[edit routing-instances VPN-A]
user@host# set protocols ospf export bgp-to-ospf
[edit routing-instances VPN-A]
user@host# set protocols ospf area 0.0.0.0 interface all

4. Configure PIM trace operations for troubleshooting.

[edit routing-instances VPN-A]
user@host# set protocols pim traceoptions file pim-VPN-A.log
[edit routing-instances VPN-A]
user@host# set protocols pim traceoptions file size 5m
[edit routing-instances VPN-A]
user@host# set protocols pim traceoptions flagmdt detail

5. Configure the groups that operate in dense mode and the group address on which
to encapsulate multicast traffic from the routing instance.

[edit routing-instances VPN-A]
user@host# set protocols pim dense-groups 224.0.1.39/32
[edit routing-instances VPN-A]
user@host# set protocols pim dense-groups 224.0.1.40/32
[edit routing-instances VPN-A]
user@host# set protocols pim dense-groups 229.0.0.0/8
[edit routing-instances VPN-A]
user@host# set protocols pim group-address 239.1.0.0
[edit routing-instances VPN-A]

6. Configure the address of the RP and the interfaces operating in sparse-dense mode.

[edit routing-instances VPN-A]
user@host# set protocols pim rp static address 10.255.38.15
[edit routing-instances VPN-A]
user@host# set protocols pim interface lo0.1 mode sparse-dense
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[edit routing-instances VPN-A]
user@host# set protocols pim interface ge-1/1/2.0mode sparse-dense

7. Configure the data MDT, including the data-mdt-reuse statement.

[edit routing-instances VPN-A]
user@host# set protocols pimmdt threshold group 224.1.1.1/32 source
192.168.255.245/32 rate 20

[edit routing-instances VPN-A]
user@host# set protocols pimmdt threshold group 224.1.1.2/32 source
192.168.255.245/32 rate 20

[edit routing-instances VPN-A]
user@host# set protocols pimmdt threshold group 224.1.1.3/32 source
192.168.255.245/32 rate 20

[edit routing-instances VPN-A]
user@host# set protocols pimmdt data-mdt-reuse
[edit routing-instances VPN-A]
user@host# set protocols pimmdt tunnel-limit 2
[edit routing-instances VPN-A]
user@host# set protocols pimmdt group-range 239.1.1.0/30

8. If you are done configuring the device, commit the configuration.

[edit routing-instances VPN-A]
user@host# commit

Results

From configuration mode, confirm your configuration by entering the showpolicy-options,

show protocols, and show routing-instances commands. If the output does not display

the intended configuration, repeat the instructions in this example to correct the

configuration.

user@host# show policy-options
policy-statement bgp-to-ospf {
term 1 {
from protocol bgp;
then accept;

}
}

user@host# show protocols
mpls {
interface all;

}
bgp {
local-as 65520;
group ibgp {
type internal;
local-address 10.255.38.17;
family inet-vpn {
unicast;

}
neighbor 10.255.38.21;
neighbor 10.255.38.15;

}
}
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ospf {
traffic-engineering;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
ldp {
interface all;

}
pim {
rp {
static {
address 10.255.38.21;

}
}
interface all {
mode sparse;
version 2;

}
interface fxp0.0 {
disable;

}
}

user@host# show routing-instances
VPN-A {
instance-type vrf;
interface ge-1/1/2.0;
interface lo0.1;
route-distinguisher 10.0.0.10:04;
vrf-target target:100:10;
protocols {
ospf {
export bgp-to-ospf;
area 0.0.0.0 {
interface all;

}
}
pim {
traceoptions {
file pim-VPN-A.log size 5m;
flagmdt detail;

}
dense-groups {
224.0.1.39/32;
224.0.1.40/32;
229.0.0.0/8;

}
vpn-group-address 239.1.0.0;
rp {
static {
address 10.255.38.15;

}
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}
interface lo0.1 {
mode sparse-dense;

}
interface ge-1/1/2.0 {
mode sparse-dense;

}
mdt {
threshold {
group 224.1.1.1/32 {
source 192.168.255.245/32 {
rate 20;

}
}
group 224.1.1.2/32 {
source 192.168.255.245/32 {
rate 20;

}
}
group 224.1.1.3/32 {
source 192.168.255.245/32 {
rate 20;

}
}

}
data-mdt-reuse;
tunnel-limit 2;
group-range 239.1.1.0/30;

}
}

}
}

Verification

To verify the configuration, run the following commands:

• show pim join instance VPN-A extensive

• showmulticast route instance VPN-A extensive

• show pimmdt instance VPN-A

• show pimmdt data-mdt-joins instance VPN-A

Related
Documentation

• Example: Configuring Any-Source Draft-Rosen 6 Multicast VPNs on page 493

• Example: Configuring Source-Specific Draft-Rosen 7 Multicast VPNs on page 506

• Example: Configuring Draft-Rosen MVPN Interoperability on page 516
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CHAPTER 12

Automatic Multicast Tunneling

• Example: Configuring Automatic IP Multicast Without Explicit Tunnels on page 549

Example: Configuring Automatic IPMulticastWithout Explicit Tunnels

• Understanding AMT on page 549

• AMT Applications on page 550

• AMT Operation on page 552

• Configuring the AMT Protocol on page 553

• Configuring Default IGMP Parameters for AMT Interfaces on page 555

• Example: Configuring the AMT Protocol on page 557

Understanding AMT

Automatic Multicast Tunneling (AMT) facilitates dynamic multicast connectivity between

multicast-enabled networks across islands of unicast-only networks. Such connectivity

enables service providers, content providers, and their customers to participate in

delivering multicast traffic even if they lack end-to-end multicast connectivity.

AMT is supported on MX Series Ethernet Services Routers except the MX80 router and

all Modular Port Concentrators (MPCs) that use the Junos Trio chipset. AMT supports

graceful restart (GR) but does not support Graceful Routing Engine switchover (GRES).

AMT dynamically establishes unicast-encapsulated tunnels between well-known

multicast-enabled relay points (AMT relays) and network points reachable only through

unicast (AMT gateways).
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Figure 73: Automatic Multicast Tunneling Connectivity
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The AMT protocol provides discovery and handshaking between relays and gateways to

establish tunnels dynamically without requiring explicit per-tunnel configuration.

AMT relays are typically routers with native IP multicast connectivity that aggregate a

potentially large number of AMT tunnels.

The Junos OS implementation supports the following AMT relay functions:

• IPv4 multicast traffic and IPv4 encapsulation

• Well-known sources located on the multicast network

• Prevention of denial-of-service attacks by quickly discarding multicast packets that

are sourced through a gateway.

• Per-route replication to the full fan-out of all AMT tunnels desired

• The ability to collect normal interface statistics on AMT tunnels

Multicast sources located behind AMT gateways are not supported.“Example: Configuring

the AMT Protocol” on page 557“Example: Configuring the AMT Protocol” on page 557

AMT supports PIM sparse mode. AMT does not support dense mode operation.

AMTApplications

Transit service providers have a challenge in the Internet because many local service

providers are not multicast-enabled. The challenge is how to entice content owners to

transmit video and other multicast traffic across their backbones. The cost model for

the content owners might be prohibitively high if they have to pay for unicast streams

for the majority of their subscribers.

Until more local providers are multicast-enabled, there is a transition strategy proposed

by the Internet Engineering Task Force (IETF) and implemented in open source software.

This strategy is called Automatic IP Multicast Without Explicit Tunnels (AMT). AMT
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involves setting up relays at peering points in multicast networks that can be reached

from gateways installed on hosts connected to unicast networks.

Without AMT, when a user who is connected to a unicast-only network wants to receive

multicast content, the content owner can allow the user to join through unicast. However,

the content owner incurs an added cost because the owner needs extra bandwidth to

support the unicast subscribers.

AMT allows any host to receive multicast. On the client end is an AMT gateway that is a

single host. Once the gateway has located an AMT relay, which might be a host but is

more typically a router, the gateway periodically sends Internet Group Management

Protocol (IGMP) messages over a dynamically created UDP tunnel to the relay. AMT

relays and gateways cooperate to transmit multicast traffic sourced within the multicast

network to end-user sites. AMT relays receive the traffic natively and unicast-encapsulate

it to gateways. This allows anyone on the Internet to create a dynamic tunnel to download

multicast data streams.

With AMT, a multicast-enabled service provider can offer multicast services to a content

owner. When a customer of the unicast-only local provider wants to receive the content

and subscribes using an AMT join, the multicast-enabled transit provider can then

efficiently transport the content to the unicast-only local provider, which sends it on to

the end user.

AMT is an excellent way for transit service providers (who can get access to the content,

but do not have many end users) to provide multicast service to content owners, where

it would not otherwise be economically feasible. It is also a useful transition strategy for

local service providers who do not yet have multicast support on all downstream

equipment.

AMT is also useful for connecting two multicast-enabled service providers that are

separated by a unicast-only service provider.

Similarly, AMT can be used by local service providers whose networks are

multicast-enabled to tunnel multicast traffic over legacy edge devices such as digital

subscriber line access multiplexers (DSLAMs) that have limited multicast capabilities.

Technical details of the implementation of AMT are as follows:

• A three-way handshake is used to join groups from unicast receivers to prevent spoofing

and denial-of-service (DoS) attacks.

• An AMT relay acting as a replication server joins the multicast group and translates

multicast traffic into multiple unicast streams.

• The discovery mechanism uses anycast, enabling the discovery of the relay that is

closest to the gateway in the network topology.

• An AMT gateway acting as a client is a host that joins the multicast group.

• Tunnel count limits on relays can limit bandwidth usage and avoid degradation of

service.
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AMT is described in detail in Internet draft draft-ietf-mboned-auto-multicast-10.txt,

Automatic IP Multicast Without Explicit Tunnels (AMT).

AMTOperation

AMT is used to create multicast tunnels dynamically between multicast-enabled networks

across islands of unicast-only networks. To do this, several steps occur sequentially.

1. The AMT relay (typically a router) advertises an anycast address prefix and route into

the unicast routing infrastructure.

2. The AMT gateway (a host) sends AMT relay discovery messages to the nearest AMT

relay reachable across the unicast-only infrastructure. To reduce the possibility of

replay attacks or dictionary attacks, the relay discovery messages contain a

cryptographic nonce. A cryptographic nonce is a random number used only once.

3. The closest relay in the topology receives the AMT relay discovery message and returns

the nonce from the discovery message in an AMT relay advertisement message. This

enables the gateway to learn the relay's unique IP address. The AMT relay now has

an address to use for all subsequent (S,G), entries it will join.

4. The AMT gateway sends an AMT request message to the AMT relay's unique IP address

to begin the process of joining the (S,G).

5. The AMT relay sends an AMT membership query back to the gateway.

6. The AMT gateway receives the AMT query message and sends an AMT membership

update message containing the IGMP join messages.

7. The AMT relay sends a join message toward the source to build a native multicast

tree in the native multicast infrastructure.

8. As packets are received from the source, the AMT relay replicates the packets to all

interfaces in the outgoing interface list, including the AMT tunnel. The multicast traffic

is then encapsulated in unicast AMT multicast data messages.

9. To maintain state in the AMT relay, the AMT gateway sends periodic AMT membership

updates.

10. After the tunnel is established, the AMT tunnel state is refreshed with each membership

update message sent. The timeout for the refresh messages is 240 seconds.

11. When the AMT gateway leaves the group, the AMT relay can free resources associated

with the tunnel.

Note the following operational details:

• The AMT relay creates an AMT pseudo interface (tunnel interface). AMT tunnel

interfaces are implemented as generic UDP encapsulation (ud) logical interfaces.

These logical interfaces have the identifier format ud-fpc/pic/port.unit.

• All multicast packets (data and control) are encapsulated in unicast packets. UDP

encapsulation is used for all AMT control and data packets using the IANA reserved

UDP port number (2268) for AMT.
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• The AMT relay maintains a receiver list for each multicast session. The relay maintains

the multicast state for each gateway that has joined a particular group or (S,G) pair.

Configuring the AMT Protocol

To configure the AMT protocol, include the amt statement:

amt {
relay {
accounting;
family {
inet {
anycast-prefix ip-prefix</prefix-length>;
local-address ip-address;

}
}
secret-key-timeoutminutes;
tunnel-limit number;

}
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

You can include this statement at the following hierarchy levels:

• [edit protocols]

• [edit logical-systems logical-system-name protocols]

• [edit routing-instances routing-instance-name protocols]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols]

NOTE: In the following example, only the [edit protocols] hierarchy is

identified.

Theminimumconfiguration toenableAMT is tospecify theAMTlocaladdress
and the AMT anycast prefix.

1. To enable the MX Series router to create the UDP encapsulation (ud) logical interfaces,

include the bandwidth statement and specify the bandwidth in gigabits per second.

[edit chassis fpc 0 pic 1]
user@host# set tunnel-services bandwidth 1g

2. Specify the local address by including the local-address statement at the [editprotocols

amt relay family inet] hierarchy level.

[edit protocols amt relay family inet]
user@host# set local-address 192.168.7.1
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The local address is used as the IP source of AMT control messages and the source

of AMT data tunnel encapsulation. The local address can be configured on any active

interface. Typically, the IP address of the router’s lo0.0 loopback interface is used for

configuring the AMT local address in the default routing instance, and the IP address

of the router’s lo0.n loopback interface is used for configuring the AMT local address

in VPN routing instances.

3. Specify the AMT anycast address by including the anycast-prefix statement at the

[edit protocols amt relay family inet] hierarchy level.

[edit protocols amt relay family inet]
user@host# set anycast-prefix 192.168.0.0/16

The AMT anycast prefix is advertised by unicast routing protocols to route AMT

discovery messages to the router from nearby AMT gateways. Typically, the router’s

lo0.0 interface loopback address is used for configuring the AMT anycast prefix in the

default routing instance, and the router’s lo0.n loopback address is used for configuring

the AMT anycast prefix in VPN routing instances. However, the anycast address can

be either the primary or secondary lo0.0 loopback address.

Ensure that your unicast routing protocol advertises the AMT anycast prefix in the

route advertisements. If the AMT anycast prefix is advertised by BGP, ensure that the

local autonomous system (AS) number for the AMT relay router is in the AS path

leading to the AMT anycast prefix.

4. (Optional) Enable AMT accounting.

[edit protocols amt relay]
user@host# set accounting

5. (Optional) Specify the AMT secret key timeout by including the secret-key-timeout

statement at the [edit protocols amt relay] hierarchy level. In the following example,

the secret key timeout is configured to be 120 minutes.

[edit protocols amt relay]
user@host# set secret-key-timeout 120

The secret key is used to generate the AMT Message Authentication Code (MAC).

Setting the secret key timeout shorter might improve security, but it consumes more

CPU resources. The default is 60 minutes.

6. (Optional) Specify an AMT tunnel limit by including the tunnel-limit statement at the

[edit protocols amt relay] hierarchy level. In the following example, the AMT tunnel

limit is 12.

[edit protocols amt relay]
user@host# set tunnel-limit 12

The tunnel limit configures the static upper limit to the number of AMT tunnels that

can be established. When the limit is reached, new AMT relay discovery messages

are ignored.

7. Trace AMT protocol traffic by specifying options to the traceoptions statement at the

[edit protocols amt] hierarchy level. Options applied at the AMT protocol level trace

only AMT traffic. In the following example, all AMT packets are logged to the file

amt-log.
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[edit protocols amt]
user@host# set traceoptions file amt-log
user@host# set traceoptions flag packets

NOTE: For AMT operation, configure the PIM rendezvous point address
as the primary loopback address of the AMT relay.

Configuring Default IGMP Parameters for AMT Interfaces

You can optionally configure default IGMP parameters for all AMT tunnel interfaces.

Although, typically you do not need to change the values. To configure default IGMP

attributes of all AMT relay tunnels, include the amt statement:

amt {
relay {
defaults {
(accounting | no-accounting);
group-policy [ policy-names ];
query-interval seconds;
query-response-interval seconds;
robust-count number;
ssm-map ssm-map-name;
version version;

}
}

}

You can include this statement at the following hierarchy levels:

• [edit protocols igmp]

• [edit logical-systems logical-system-name protocols igmp]

• [edit routing-instances routing-instance-name protocols igmp]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols igmp]

The IGMP statements included at the [edit protocols igmp amt relay defaults] hierarchy

level have the same syntax and purpose as IGMP statements included at the [edit

protocols igmp] or [edit protocols igmp interface interface-name] hierarchy levels. These

statements are as follows:

• You can collect IGMP join and leave event statistics. To enable the collection of IGMP

join and leave event statistics for all AMT interfaces, include the accounting statement:

user@host# set protocols igmp amt relay defaults accounting

• After enabling IGMP accounting, you must configure the router to filter the recorded

information to a file or display it to a terminal. You can archive the events file.

• To disable the collection of IGMP join and leave event statistics for all AMT interfaces,

include the no-accounting statement:

user@host# set protocols igmp amt relay defaults no-accounting
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• You can filter unwanted IGMP reports at the interface level. To filter unwanted IGMP

reports, define a policy to match only IGMP group addresses (for IGMPv2) by using the

policy's route-filter statement to match the group address. Define the policy to match

IGMP (S,G) addresses (for IGMPv3) by using the policy's route-filter statement to

match the group address and the policy's source-address-filter statement to match

the source address. In the following example, the amt_reject policy is created to match

both the group and source addresses.

user@host#setpolicy-optionspolicy-statementamt_reject fromroute-filter224.1.1.1/32
exact

user@host#setpolicy-optionspolicy-statementamt_reject fromsource-address-filter
192.168.0.0/16 orlonger

user@host# set policy-options policy-statement amt_reject then reject

• To apply the IGMP report filtering on the interface where you prefer not to receive

specific group or (S,G) reports, include the group-policy statement. The following

example applies the amt_reject policy to all AMT interfaces.

user@host# set protocols igmp amt relay defaults group-policy amt_reject

• You can change the IGMP query interval for all AMT interfaces to reduce or increase

the number of host query messages sent. In AMT, host query messages are sent in

response to membership request messages from the gateway. The query interval

configured on the relay must be compatible with the membership request timer

configured on the gateway. To modify this interval, include thequery-interval statement.

The following example sets the host query interval to 250 seconds.

user@host# set protocols igmp amt relay defaults query-interval 250

The IGMP querier router periodically sends general host-query messages. These

messages solicit group membership information and are sent to the all-systems

multicast group address, 224.0.0.1.

• You can change the IGMP query response interval. The query response interval

multiplied by the robust count is the maximum amount of time that can elapse between

the sending of a host query message by the querier router and the receipt of a response

from a host. Varying this interval allows you to adjust the number of IGMP messages

on the AMT interfaces. To modify this interval, include the query-response-interval

statement. The following example configures the query response interval to 20 seconds.

user@host# set protocols igmp amt relay defaults query-response-interval 20

• You can change the IGMP robust count. The robust count is used to adjust for the

expected packet loss on the AMT interfaces. Increasing the robust count allows for

more packet loss but increases the leave latency of the subnetwork. To modify the

robust count, include the robust-count statement. The following example configures

the robust count to 3.

user@host# set protocols igmp amt relay defaults robust-count 3

The robust count automatically changes certain IGMP message intervals for IGMPv2

and IGMPv3.

• On a shared network running IGMPv2, when the query router receives an IGMP leave

message, it must send an IGMP group query message for a specified number of times.

The number of IGMP group query messages sent is determined by the robust count.
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The interval between query messages is determined by the last member query

interval. Also, the IGMPv2 query response interval is multiplied by the robust count

to determine the maximum amount of time between the sending of a host query

message and receipt of a response from a host.

For more information about the IGMPv2 robust count, see RFC 2236, Internet Group

Management Protocol, Version 2.

• In IGMPv3 a change of interface state causes the system to immediately transmit a

state-change report from that interface. If the state-change report is missed by one

or more multicast routers, it is retransmitted. The number of times it is retransmitted

is the robust count minus one. In IGMPv3 the robust count is also a factor in

determining the group membership interval, the older version querier interval, and

the other querier present interval.

For more information about the IGMPv3 robust count, see RFC 3376, Internet Group

Management Protocol, Version 3.

• You can apply a source-specific multicast (SSM) map to an AMT interface. SSM

mapping translates IGMPv1 or IGMPv2 membership reports to an IGMPv3 report, which

allows hosts running IGMPv1 or IGMPv2 to participate in SSM until the hosts transition

to IGMPv3.

SSM mapping applies to all group addresses that match the policy, not just those that

conform to SSM addressing conventions (232/8 for IPv4).

In this example, you create a policy to match the 232.1.1.1/32 group address for

translation to IGMPv3. Then you define the SSM map that associates the policy with

the 192.168.43.66 source address where these group addresses are found. Finally, you

apply the SSM map to all AMT interfaces.

user@host# set policy-options policy-statement ssm-policy-example term A from
route-filter 232.1.1.1/32 exact

user@host# set policy-options policy-statement ssm-policy-example term A then
accept

user@host# set routing-optionsmulticast ssm-map ssm-map-example policy
ssm-policy-example

user@host# set routing-optionsmulticast ssm-map ssm-map-example source
192.168.43.66

user@host# set protocols igmp amt relay defaults ssm-map ssm-map-example

Example: Configuring the AMT Protocol

This example shows how to configure the Automatic Multicast Tunneling (AMT) Protocol

to facilitate dynamic multicast connectivity between multicast-enabled networks across

islands of unicast-only networks.

• Requirements on page 558

• Overview on page 558

• Configuration on page 558

• Verification on page 560
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Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

• Configure a multicast group membership protocol (IGMP or MLD). See “Understanding

IGMP” on page 306 and “Understanding MLD” on page 331.

Overview

In this example, Host 0 and Host 2 are multicast receivers in a unicast cloud. Their default

gateway devices are AMT gateways. R0 and R4 are configured with unicast protocols

only. R1, R2, R3, and R5 are configured with PIM multicast. Host 1 is a source in a multicast

cloud. R0 and R5 are configured to perform AMT relay. Host 3 and Host 4 are multicast

receivers (or sources that are directly connected to receivers). This example shows R1

configured with an AMT relay local address and an anycast prefix as its own loopback

address. The example also shows R0 configured with tunnel services enabled.

Figure 74 on page 558 shows the topology used in this example.

Figure 74: AMTGateway Topology
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network
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configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set protocols amt traceoptions file amt.log
set protocols amt traceoptions flag errors
set protocols amt traceoptions flag packets detail
set protocols amt traceoptions flag route detail
set protocols amt traceoptions flag state detail
set protocols amt traceoptions flag tunnels detail
set protocols amt relay family inet anycast-prefix 10.10.10.10/32
set protocols amt relay family inet local-address 10.255.112.201
set protocols amt relay tunnel-limit 10
set protocols pim interface all mode sparse-dense
set protocols pim interface all version 2
set protocols pim interface fxp0.0 disable
set chassis fpc 0 pic 0 tunnel-services bandwidth 1g

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure the AMT protocol on R1:

1. Configure AMT tracing operations.

[edit protocols amt traceoptions]
user@host# set file amt.log
user@host# set flag errors
user@host# set flag packets detail
user@host# set flag route detail
user@host# set flag state detail
user@host# set flag tunnels detail

2. Configure the AMT relay settings.

[edit protocols amt relay]
user@host# set relay family inet anycast-prefix 10.10.10.10/32
user@host# set family inet local-address 10.255.112.201
user@host# set tunnel-limit 10

3. Configure PIM on R1’s interfaces.

[edit protocols pim]
set interface all mode sparse-dense
set interface all version 2
set interface fxp0.0 disable

4. Enable tunnel functionality.

[edit chassis]
set fpc 0 pic 0 tunnel-services bandwidth 1g

5. If you are done configuring the device, commit the configuration.

user@host# commit
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Results

From configuration mode, confirm your configuration by entering the show chassis and

show protocols commands. If the output does not display the intended configuration,

repeat the instructions in this example to correct the configuration.

user@host# show chassis
fpc 0 {
pic 0 {
tunnel-services {
bandwidth 1g;

}
}

}

user@host# show protocols
amt {
traceoptions {
file amt.log;
flag errors;
flag packets detail;
flag route detail;
flag state detail;
flag tunnels detail;

}
relay {
family {
inet {
anycast-prefix 10.10.10.10/32;
local-address 10.255.112.201;

}
}
tunnel-limit 10;

}
}
pim {
interface all {
mode sparse-dense;
version 2;

}
interface fxp0.0 {
disable;

}
}

Verification

To verify the configuration, run the following commands:

• show amt statistics

• show amt summary

• show amt tunnel
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Related
Documentation

• Understanding AMT on page 549
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CHAPTER 13

Session Announcement Protocol

• Configuring the Session Announcement Protocol on page 563

Configuring the Session Announcement Protocol

• Understanding SAP and SDP on page 563

• Configuring the Session Announcement Protocol on page 563

Understanding SAP and SDP

Session announcements are handled by two protocols: the Session Announcement

Protocol (SAP) and the Session Description Protocol (SDP). These two protocols display

multicast session names and correlate the names with multicast traffic.

SDP is a session directory protocol that is used for multimedia sessions. It helps advertise

multimedia conference sessions and communicates setup information to participants

who want to join the session. SDP simply formats the session description. It does not

incorporate a transport protocol. A client commonly uses SDP to announce a conference

session by periodically multicasting an announcement packet to a well-known multicast

address and port using SAP.

SAP is a session directory announcement protocol that SDP uses as its transport protocol.

For information about supported standards for SAP and SDP, see “Supported IP Multicast

Protocol Standards” on page 31.

Configuring the Session Announcement Protocol

The SAP and SDP protocols associate multicast session names with multicast traffic

addresses. Only SAP has configuration parameters that users can change. Enabling SAP

allows the router to receive announcements about multimedia and other multicast

sessions.

Junos OS supports the following SAP and SDP standards:

• RFC 2327, SDP Session Description Protocol

• RFC 2974, Session Announcement Protocol

To enable SAP and the receipt of session announcements, include the sap statement:
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sap {
disable;
listen address <port port>;

}

You can include this statement at the following hierarchy levels:

• [edit protocols]

• [edit logical-systems logical-system-name protocols]

By default, SAP listens to the address and port 224.2.127.254:9875 for session

advertisements. To add other addresses or pairs of address and port, include one or more

listen statements.

Sessions established by SDP, SAP's higher-layer protocol, time out after 60 minutes.

To monitor the operation, use the show sap listen command.
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CHAPTER 14

Multicast Source Discovery Protocol

• Examples: Configuring MSDP on page 565

• Configuring Multiple Instances of MSDP on page 585

Examples: ConfiguringMSDP

• Understanding MSDP on page 565

• Configuring MSDP on page 566

• Example: Configuring MSDP in a Routing Instance on page 568

• Configuring the Interface to Accept Traffic from a Remote Source on page 575

• Example: Configuring MSDP with Active Source Limits and Mesh Groups on page 575

• Tracing MSDP Protocol Traffic on page 581

• Disabling MSDP on page 583

• Example: Configuring MSDP on page 584

UnderstandingMSDP

The Multicast Source Discovery Protocol (MSDP) is used to connect multicast routing

domains. It typically runs on the same router as the Protocol Independent Multicast (PIM)

sparse-mode rendezvous point (RP). Each MSDP router establishes adjacencies with

internal and external MSDP peers similar to the way BGP establishes peers. These peer

routers inform each other about active sources within the domain. When they detect

active sources, the routers can send PIM sparse-mode explicit join messages to the active

source.

The peer with the higher IP address passively listens to a well-known port number and

waits for the side with the lower IP address to establish a Transmission Control Protocol

(TCP) connection. When a PIM sparse-mode RP that is running MSDP becomes aware

of a new local source, it sends source-active type, length, and values (TLVs) to its MSDP

peers. When a source-active TLV is received, a peer-reverse-path-forwarding (peer-RPF)

check (not the same as a multicast RPF check) is done to make sure that this peer is in

the path that leads back to the originating RP. If not, the source-active TLV is dropped.

This TLV is counted as a “rejected” source-active message.

The MSDP peer-RPF check is different from the normal RPF checks done by non-MSDP

multicast routers. The goal of the peer-RPF check is to stop source-active messages
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from looping. Router R accepts source-active messages originated by Router S only from

neighbor Router N or an MSDP mesh group member. For more information about

configuring MSDP mesh groups, see “Example: Configuring MSDP with Active Source

Limits and Mesh Groups” on page 575.

Router R locates its MSDP peer-RPF neighbor (Router N) deterministically. A series of

rules is applied in a particular order to received source-active messages, and the first rule

that applies determines the peer-RPF neighbor. All source-active messages from other

routers are rejected.

The six rules applied to source-active messages originating at Router S received at

Router R from Router X are as follows:

1. If Router X originated the source-active message (Router X is Router S), then Router X

is also the peer-RPF neighbor, and its source-active messages are accepted.

2. If Router X is a member of the Router R mesh group, or is the configured peer, then

Router X is the peer-RPF neighbor, and its source-active messages are accepted.

3. If Router X is the BGP next hop of the active multicast RPF route toward Router S

(Router X installed the route on Router R), then Router X is the peer-RPF neighbor,

and its source-active messages are accepted.

4. If Router X is an external BGP (EBGP) or internal BGP (IBGP) peer of Router R, and

the last autonomous system (AS) number in the BGP AS-path to Router S is the same

as Router X's AS number, then Router X is the peer-RPF neighbor, and its source-active

messages are accepted.

5. If Router X uses the same next hop as the next hop to Router S, then Router X is the

peer-RPF neighbor, and its source-active messages are accepted.

6. If Router X fits none of these criteria, then Router X is not an MSDP peer-RPF neighbor,

and its source-active messages are rejected.

The MSDP peers that receive source-active TLVs can be constrained by BGP reachability

information. If the AS path of the network layer reachability information (NLRI) contains

the receiving peer's AS number prepended second to last, the sending peer is using the

receiving peer as a next hop for this source. If the split horizon information is not being

received, the peer can be pruned from the source-active TLV distribution list.

ConfiguringMSDP

To configure the Multicast Source Discovery Protocol (MSDP), include the msdp

statement:

msdp {
disable;
active-source-limit {
maximum number;
threshold number;

}
data-encapsulation (disable | enable);
export [ policy-names ];
group group-name {
... group-configuration ...
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}
hold-time seconds;
import [ policy-names ];
local-address address;
keep-alive seconds;
peer address {
... peer-configuration ...

}
rib-group group-name;
source ip-prefix</prefix-length> {
active-source-limit {
maximum number;
threshold number;

}
}
sa-hold-time seconds;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier > <disable>;

}
group group-name {
disable;
export [ policy-names ];
import [ policy-names ];
local-address address;
mode (mesh-group | standard);
peer address {
... samestatementsasat the [edit protocolsmsdppeeraddress]hierarchy level shown
just following ...

}
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}
peer address {
disable;
active-source-limit {
maximum number;
threshold number;

}
authentication-key peer-key;
default-peer;
export [ policy-names ];
import [ policy-names ];
local-address address;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

}

You can include this statement at the following hierarchy levels:
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• [edit protocols]

• [edit routing-instances routing-instance-name protocols]

• [edit logical-systems logical-system-name protocols]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols]

By default, MSDP is disabled.

Example: ConfiguringMSDP in a Routing Instance

This example shows how to configure MSDP in a VRF instance.

• Requirements on page 568

• Overview on page 568

• Configuration on page 571

• Verification on page 574

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

• Enable PIM. See “PIM Overview” on page 15.

Overview

You can configure MSDP in the following types of instances:

• Forwarding

• No forwarding

• Virtual router

• VPLS

• VRF

The main use of MSDP in a routing instance is to support anycast RPs in the network,

which allows you to configure redundant RPs. Anycast RP addressing requires MSDP

support to synchronize the active sources between RPs.

A designated router (DR) sends periodic join messages and prune messages toward a

group-specific rendezvous point (RP) for each group for which it has active members.

When a Protocol Independent Multicast (PIM) router learns about a source, it originates

an MSDP source-address message if it is the DR on the upstream interface.
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This example includes the following MSDP settings.

• authentication-key—By default, multicast routers accept and process any properly

formatted MSDP messages from the configured peer address. This default behavior

might violate the security policies in many organizations because MSDP messages by

definition come from another routing domain beyond the control of the security

practices of the multicast router's organization.

The router can authenticate MSDP messages using the TCP message digest 5 (MD5)

signature option for MSDP peering sessions. This authentication provides protection

against spoofed packets being introduced into an MSDP peering session. Two

organizations implementing MSDP authentication must decide on a human-readable

key on both peers. This key is included in the MD5 signature computation for each

MSDP segment sent between the two peers.

You configure an MSDP authentication key on a per-peer basis, whether the MSDP

peer is defined in a group or individually. If you configure different authentication keys

for the same peer one in a group and one individually, the individual key is used.

The peer key can be a text string up to 16 letters and digits long. Strings can include

any ASCII characters with the exception of (,), &, and [. If you include spaces in an

MSDP authentication key, enclose all characters in quotation marks (“ ”).

Adding, removing, or changing an MSDP authentication key in a peering session resets

the existing MSDP session and establishes a new session between the affected MSDP

peers. This immediate session termination prevents excessive retransmissions and

eventual session timeouts due to mismatched keys.

• import and export—All routing protocols use the routing table to store the routes that

they learn and to determine which routes they advertise in their protocol packets.

Routing policy allows you to control which routes the routing protocols store in, and

retrieve from, the routing table.

You can configure routing policy globally, for a group, or for an individual peer. This

example shows how to configure the policy for an individual peer.

If you configure routing policy at the group level, each peer in a group inherits the group's

routing policy.

The import statement applies policies to source-active messages being imported into

the source-active cache from MSDP. The export statement applies policies to

source-active messages being exported from the source-active cache into MSDP. If

you specify more than one policy, they are evaluated in the order specified, from first

to last, and the first matching policy is applied to the route. If no match is found for the

import policy, MSDP shares with the routing table only those routes that were learned

from MSDP routers. If no match is found for the export policy, the default MSDP export

policy is applied to entries in the source-active cache. See Table 14 on page 569 for a

list of match conditions.

Table 14: MSDP Source-Active Message Filter Match Conditions

Matches OnMatch Condition

Router interface or interfaces specified by name or IP addressinterface
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Table 14: MSDP Source-Active Message Filter Match
Conditions (continued)

Matches OnMatch Condition

Neighbor address (the source address in the IP header of the source-active
message)

neighbor

Multicast group address embedded in the source-active messageroute-filter

Multicast source address embedded in the source-active messagesource-address-filter

• local-address—Identifies the address of the router you are configuring as an MSDP

router (the local router). When you configure MSDP, the local-address statement is

required. The router must also be a Protocol Independent Multicast (PIM) sparse-mode

rendezvous point (RP).

• peer—An MSDP router must know which routers are its peers. You define the peer

relationships explicitly by configuring the neighboring routers that are the MSDP peers

of the local router. After peer relationships are established, the MSDP peers exchange

messages to advertise active multicast sources. You must configure at least one peer

for MSDP to function. When you configure MSDP, the peer statement is required. The

router must also be a Protocol Independent Multicast (PIM) sparse-mode rendezvous

point (RP).

You can arrange MSDP peers into groups. Each group must contain at least one peer.

Arranging peers into groups is useful if you want to block sources from some peers and

accept them from others, or set tracing options on one group and not others. This

example shows how to configure the MSDP peers in groups. If you configure MSDP

peers in a group, each peer in a group inherits all group-level options.

Figure 75 on page 571 shows the topology for this example.
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Figure 75: MSDP in a VRF Instance Topology
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set policy-options policy-statement bgp-to-ospf term 1 from protocol bgp
set policy-options policy-statement bgp-to-ospf term 1 then accept
setpolicy-optionspolicy-statementsa-filter termbad-groupsfromroute-filter224.0.1.2/32
exact

set policy-options policy-statement sa-filter term bad-groups from route-filter
224.77.0.0/16 orlonger

set policy-options policy-statement sa-filter term bad-groups then reject
setpolicy-optionspolicy-statementsa-filter termbad-sources fromsource-address-filter
10.0.0.0/8 orlonger

setpolicy-optionspolicy-statementsa-filter termbad-sources fromsource-address-filter
127.0.0.0/8 orlonger

set policy-options policy-statement sa-filter term bad-sources then reject
set policy-options policy-statement sa-filter term accept-everything-else then accept
set routing-instances VPN-100 instance-type vrf
set routing-instances VPN-100 interface ge-0/0/0.100
set routing-instances VPN-100 interface lo0.100
set routing-instances VPN-100 route-distinguisher 10.255.120.36:100
set routing-instances VPN-100 vrf-target target:100:1
set routing-instances VPN-100 protocols ospf export bgp-to-ospf
set routing-instances VPN-100 protocols ospf area 0.0.0.0 interface lo0.100
set routing-instances VPN-100 protocols ospf area 0.0.0.0 interface ge-0/0/0.100
set routing-instances VPN-100 protocols pim rp static address 11.11.47.100
set routing-instances VPN-100 protocols pim interface lo0.100mode sparse-dense
set routing-instances VPN-100 protocols pim interface lo0.100 version 2
set routing-instancesVPN-100protocolspim interfacege-0/0/0.100modesparse-dense
set routing-instances VPN-100 protocols pim interface ge-0/0/0.100 version 2
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set routing-instances VPN-100 protocolsmsdp export sa-filter
set routing-instances VPN-100 protocolsmsdp import sa-filter
set routing-instances VPN-100 protocolsmsdp group 100 local-address 10.10.47.100
set routing-instances VPN-100 protocolsmsdp group 100 peer 10.255.120.39
authentication-key “New York”

set routing-instances VPN-100 protocolsmsdp group to_pe local-address 10.10.47.100
set routing-instances VPN-100 protocolsmsdp group to_pe peer 11.11.47.100

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure an MSDP routing instance:

1. Configure the BGP export policy.

[edit policy-options]
user@host# set policy-statement bgp-to-ospf term 1 from protocol bgp
user@host# set policy-statement bgp-to-ospf term 1 then accept

2. Configure a policy that filters out certain source and group addresses and accepts

all other source and group addresses.

[edit policy-options]
user@host# set policy-statement sa-filter term bad-groups from route-filter
224.0.1.2/32 exact

user@host# set policy-statement sa-filter term bad-groups from route-filter
224.0.1.2/32 exact

user@host# set policy-statement sa-filter term bad-groups from route-filter
224.77.0.0/16 orlonger

user@host# set policy-statement sa-filter term bad-groups then reject
user@host# set policy-statement sa-filter term bad-sources from
source-address-filter 10.0.0.0/8 orlonger

user@host# set policy-statement sa-filter term bad-sources from
source-address-filter 127.0.0.0/8 orlonger

user@host# set policy-statement sa-filter term bad-sources then reject
user@host#setpolicy-statementsa-filter termaccept-everything-elsethenaccept

3. Configure the routing instance type and interfaces.

[edit routing-instances]
user@host# set VPN-100 instance-type vrf
user@host# set VPN-100 interface ge-0/0/0.100
user@host# set VPN-100 interface lo0.100

4. Configure the routing instance route distinguisher and VRF target.

[edit routing-instances]
user@host# set VPN-100 route-distinguisher 10.255.120.36:100
user@host# set VPN-100 vrf-target target:100:1

5. Configure OSPF in the routing instance.

[edit routing-instances]
user@host# set VPN-100 protocols ospf export bgp-to-ospf
user@host# set VPN-100 protocols ospf area 0.0.0.0 interface lo0.100
user@host# set VPN-100 protocols ospf area 0.0.0.0 interface ge-0/0/0.100

6. Configure PIM in the routing instance.
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[edit routing-instances]
user@host# set VPN-100 protocols pim rp static address 11.11.47.100
user@host# set VPN-100 protocols pim interface lo0.100mode sparse-dense
user@host# set VPN-100 protocols pim interface lo0.100 version 2
user@host#setVPN-100protocolspim interfacege-0/0/0.100modesparse-dense
user@host# set VPN-100 protocols pim interface ge-0/0/0.100 version 2

7. Configure MSDP in the routing instance.

[edit routing-instances]
user@host# set VPN-100 protocolsmsdp export sa-filter
user@host# set VPN-100 protocolsmsdp import sa-filter
user@host# set VPN-100 protocolsmsdp group 100 local-address 10.10.47.100
user@host# set VPN-100 protocolsmsdp group 100 peer 10.255.120.39
authentication-key “New York”

[edit routing-instances]
user@host# set VPN-100 protocolsmsdp group to_pe local-address 10.10.47.100
[edit routing-instances]
user@host# set VPN-100 protocolsmsdp group to_pe peer 11.11.47.100

8. If you are done configuring the device, commit the configuration.

[edit routing-instances]
user@host# commit

Results

Confirm your configuration by entering the show policy-options command and the show

routing-instances command from configuration mode. If the output does not display the

intended configuration, repeat the instructions in this example to correct the configuration.

user@host# show policy-options
policy-statement bgp-to-ospf {
term 1 {
from protocol bgp;
then accept;

}
}
policy-statement sa-filter {
term bad-groups {
from {
route-filter 224.0.1.2/32 exact;
route-filter 224.77.0.0/16 orlonger;

}
then reject;

}
term bad-sources {
from {
source-address-filter 10.0.0.0/8 orlonger;
source-address-filter 127.0.0.0/8 orlonger;

}
then reject;

}
term accept-everything-else {
then accept;

}
}
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user@host# show routing-instances
VPN-100 {
instance-type vrf;
interface ge-0/0/0.100; ## 'ge-0/0/0.100' is not defined
interface lo0.100; ## 'lo0.100' is not defined
route-distinguisher 10.255.120.36:100;
vrf-target target:100:1;
protocols {
ospf {
export bgp-to-ospf;
area 0.0.0.0 {
interface lo0.100;
interface ge-0/0/0.100;

}
}
pim {
rp {
static {
address 11.11.47.100;

}
}
interface lo0.100 {
mode sparse-dense;
version 2;

}
interface ge-0/0/0.100 {
mode sparse-dense;
version 2;

}
}
msdp {
export sa-filter;
import sa-filter;
group 100 {
local-address 10.10.47.100;
peer 10.255.120.39 {
authentication-key "$9$z4l-3Ctp0B1EcF3eMW8-dDjH"; ## SECRET-DATA

}
}
group to_pe {
local-address 10.10.47.100;
peer 11.11.47.100;

}
}

}
}

Verification

To verify the configuration, run the following commands:

• showmsdp instance VPN-100

• showmsdp source-active VPN-100

Copyright © 2013, Juniper Networks, Inc.574

Multicast Protocols Configuration Guide



• showmulticast usage instance VPN-100

• show route table VPN-100.inet.4

Configuring the Interface to Accept Traffic from a Remote Source

You can configure an incoming interface to accept traffic from a remote source. A remote

source is a source that is not on the same subnet as the incoming interface. This enables

the remote source to be learned and advertised by MSDP so that receivers in other MSDP

areas can join the source. You do not need to disable RPF checking, but you do need to

ensure that the best path to reach the remote source is through the incoming interface.

In this sample configuration, the incoming interface (ge-1/3/0) is on a provider edge (PE)

router on the receiver side of a multicast VPN.

To accept traffic from a remote source:

1. Edit the incoming interface.

[edit protocols pim interface ge-1/3/0.0]
user@host# set accept-remote-source

2. If the incoming interface is not the only way to reach the remote source, ensure that

the best path to reach the remote source is through the incoming interface. One way

to do this is to use AS path prepending on the other possible routes.

[edit policy-options policy-statement as-path-prepend term prepend]
user@host# set from route-filter 192.168.0.0/16 orlonger
user@host# set from route-filter 172.16.0.0/16 orlonger
user@host# set then as-path-prepend "1 1 1 1"

Another way to do this might be to configure a static route on the receiver side PE

router to the source.

4. After the configuration is committed, use the show pim statistics and showmsdp

source commands to verify that the interface is accepting traffic from the remote

source.

Example: ConfiguringMSDPwith Active Source Limits andMesh Groups

This example shows how to configure MSDP to filter source-active messages and limit

the flooding of source-active messages.

• Requirements on page 575

• Overview on page 576

• Configuration on page 579

• Verification on page 581

Requirements

Before you begin:
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• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

• Enable PIM sparse mode. See “PIM Overview” on page 15.

• Configure the router as a PIM sparse-mode RP. See “Configuring Local PIM RPs” on

page 91.

Overview

A router interested in MSDP messages, such as an RP, might have to process a large

number of MSDP messages, especially source-active messages, arriving from other

routers. Because of the potential need for a router to examine, process, and create state

tables for many MSDP packets, there is a possibility of an MSDP-based denial-of-service

(DoS) attack on a router running MSDP. To minimize this possibility, you can configure

the router to limit the number of source active messages the router accepts. Also, you

can configure a threshold for applying random early discard (RED) to drop some but not

all MSDP active source messages. Beginning with Junos OS 12.2, you can optionally

configure a warning threshold so the device can log warning messages in the system log

when a certain number of source-active messages have been received. It is helpful to

review the system log messages for troubleshooting purposes and to detect if an excessive

amount of source-active messages have been received. These log messages convey

when the configured message limit has been exceeded, when the configured warning

threshold has been exceeded, and when the number of messages drop below the

configured warning threshold.

By default, the router accepts 25,000 source active messages before ignoring the rest.

The limit can be from 1 through 1,000,000. The limit is applied to both the number of

messages and the number of MSDP peers.

By default, the router accepts 24,000 source-active messages before applying the RED

profile to prevent a possible DoS attack. This number can also range from 1 through

1,000,000. The next 1000 messages are screened by the RED profile and the accepted

messages processed. If you configure no drop profiles (as this example does not), RED

is still in effect and functions as the primary mechanism for managing congestion. In the

default RED drop profile, when the packet queue fill-level is 0 percent, the drop probability

is 0 percent. When the fill-level is 100 percent, the drop probability is 100 percent.

NOTE: The router ignores source-activemessages with encapsulated TCP
packets.MulticastdoesnotuseTCP;segments insidesource-activemessages
aremost likely the result of worm activity.

The number configured for the threshold must be less than the number configured for

the maximum number of active MSDP sources.

The warning threshold is a percentage of maximum number of MSDP source-active

messages received, so you must configure the source-active message limit to configure

a warning threshold. The range for the warning threshold is 1 through 100 percent. You
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can further specify the amount of time (in seconds) between the log messages. The

range is 6 through 32,767 seconds.

You can configure an active source limit globally, for a group, or for a peer. If active source

limits are configured at multiple levels of the hierarchy (as shown in this example), all

are applied.

You can configure an active source limit for an address range as well as for a specific

peer. A per-source active source limit uses an IP prefix and prefix length instead of a

specific address. You can configure more than one per-source active source limit. The

longest match determines the limit.

Per-source active source limits can be combined with active source limits at the peer,

group, and global (instance) hierarchy level. Per-source limits are applied before any

other type of active source limit. Limits are tested in the following order:

• Per-source

• Per-peer or group

• Per-instance

An active source message must “pass” all limits established before being accepted. For

example, if a source is configured with an active source limit of 10,000 active multicast

groups and the instance is configured with a limit of 5000 (and there are no other sources

or limits configured), only 5000 active source messages are accepted from this source.

MSDP mesh groups are groups of peers configured in a full-mesh topology that limits

the flooding of source-active messages to neighboring peers. Every mesh group member

must have a peer connection with every other mesh group member. When a source-active

message is received from a mesh group member, the source-active message is always

accepted but is not flooded to other members of the same mesh group. However, the

source-active message is flooded to non-mesh group peers or members of other mesh

groups. By default, standard flooding rules apply if mesh-group is not specified.

CAUTION: When configuring MSDPmesh groups, youmust configure all
members thesameway. If youdonotconfigurea fullmesh, excessive flooding
of source-activemessages can occur.

A common application for MSDP mesh groups is peer-reverse-path-forwarding (peer-RPF)

check bypass. For example, if there are two MSDP peers inside an autonomous system

(AS), and only one of them has an external MSDP session to another AS, the internal

MSDP peer often rejects incoming source-active messages relayed by the peer with the

external link. Rejection occurs because the external MSDP peer must be reachable by

the internal MSDP peer through the next hop toward the source in another AS, and this

next-hop condition is not certain. To prevent rejections, configure an MSDP mesh group

on the internal MSDP peer so it always accepts source-active messages.
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NOTE: An alternative way to bypass the peer-RPF check is to configure a
default peer. In networkswith only oneMSDPpeer, especially stub networks,
the source-activemessage always needs to be accepted. AnMSDP default
peer is an MSDP peer fromwhich all source-activemessages are accepted
without performing the peer-RPF check. You can establish a default peer at
the peer or group level by including the default-peer statement.

Table 15 on page 578 explains how flooding is handled by peers in this example. Figure 76

on page 578 illustrates source-active message flooding between different mesh groups

and peers within the same mesh group.

Table 15: Source-Active Message Flooding Explanation

Source-ActiveMessageNot
Flooded To

Source-Active Message
Flooded To

Source-Active Message
Received From

Peer 22Peer 11, Peer 12, Peer 13,
Peer 31, Peer 32

Peer 21

Peer 12, Peer 13Peer 21, Peer 22, Peer 31,
Peer 32

Peer 11

–Peer 21, Peer 22, Peer 11,
Peer 12, Peer 13, Peer 32

Peer 31

Figure 76: Source-Active Message Flooding

This example includes the following settings:

• active-source-limit maximum 10000—Applies a limit of 10,000 active sources to all

other peers.

• active-source-limit log-warning 80—(Optional) Applies a warning threshold of 80

percent. In this example, the active source maximum is 10,000, so the device will start

logging warning messages once it receives 8,000 active source messages.
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• active-source-limit log-interval 20—(Optional) Applies a 20 second waiting period

between system log messages.

• data-encapsulation disable—On an RP router using MSDP, disables the default

encapsulation of multicast data received in MSDP register messages inside MSDP

source-active messages.

MSDP data encapsulation mainly concerns bursty sources of multicast traffic. Sources

that send only one packet every few minutes have trouble with the timeout of state

relationships between sources and their multicast groups (S,G). Routers lose data

while they attempt to reestablish (S,G) state tables. As a result, multicast register

messages contain data, and this data encapsulation in MSDP source-active messages

can be turned on or off through configuration.

By default, MSDP data encapsulation is enabled. An RP running MSDP takes the data

packets arriving in the source's register message and encapsulates the data inside an

MSDP source-active message.

However, data encapsulation creates both a multicast forwarding cache entry in the

inet.1 table (this is also the forwarding table) and a routing table entry in the inet.4

table. Without data encapsulation, MSDP creates only a routing table entry in the inet.4

table. In some circumstances, such as the presence of Internet worms or other forms

of DoS attack, the router's forwarding table might fill up with these entries. To prevent

the forwarding table from filling up with MSDP entries, you can configure the router

not to use MSDP data encapsulation. However, if you disable data encapsulation, the

router ignores and discards the encapsulated data. Without data encapsulation,

multicast applications with bursty sources having transmit intervals greater than about

3 minutes might not work well.

• groupMSDP-group local-address 10.1.2.3—Specifies the address of the local router (this

router).

• groupMSDP-groupmodemesh-group—Specifies that all peers belonging to the

MSDP-group group are mesh group members.

• groupMSDP-group peer 10.10.10.10—Prevents the sending of source-active messages

to neighboring peer 10.10.10.10.

• groupMSDP-group peer 10.10.10.10 active-source-limitmaximum7500—Applies a limit

of 7500 active sources to MSDP peer 10.10.10.10 in group MSDP-group.

• peer 10.0.0.1 active-source-limitmaximum5000 threshold4000—Applies a threshhold

of 4000 active sources and a limit of 5000 active sources to MSDP peer 10.0.0.1.

• source 10.1.0.0/16 active-source-limit maximum 500—Applies a limit of 500 active

sources to any source on the 10.1.0.0/16 network.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set protocolsmsdp data-encapsulation disable
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set protocolsmsdp active-source-limit maximum 10000
set protocolsmsdp active-source-limit log-warning 80
set protocolsmsdp active-source-limit log-interval 20
set protocolsmsdp peer 10.0.0.1 active-source-limit maximum 5000
set protocolsmsdp peer 10.0.0.1 active-source-limit threshold 4000
set protocolsmsdp source 10.1.0.0/16 active-source-limit maximum 500
set protocolsmsdp groupMSDP-groupmodemesh-group
set protocolsmsdp groupMSDP-group local-address 10.1.2.3
set protocolsmsdp groupMSDP-group peer 10.10.10.10 active-source-limit maximum
7500

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure MSDP source active routes and mesh groups:

1. (Optional) Disable data encapsulation.

[edit protocols msdp]
user@host# set data-encapsulation disable

2. Configure the active source limits.

[edit protocols msdp]
user@host# set peer 10.0.0.1 active-source-limit maximum 5000 threshold 4000
user@host# set groupMSDP-group peer 10.10.10.10 active-source-limit maximum
7500

user@host# set active-source-limit maximum 10000
user@host# set source 10.1.0.0/16 active-source-limit maximum 500

3. (Optional) Configure the threshold at which warning messages are logged and the
amount of time between log messages.

[edit protocols msdp]
user@host# set active-source-limit log-warning 80
user@host# set active-source-limit log-interval 20

4. Configure the mesh group.

[edit protocols msdp]
user@host# set groupMSDP-groupmodemesh-group
user@host# set groupMSDP-group peer 10.10.10.10
user@host# set groupMSDP-group local-address 10.1.2.3

5. If you are done configuring the device, commit the configuration.

[edit routing-instances]
user@host# commit

Results

Confirm your configuration by entering the show protocols command.

user@host# show protocols
msdp {
data-encapsulation disable;
active-source-limit {
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maximum 10000;
log-warning 80;
log-interval 20;

}
peer 10.0.0.1 {
active-source-limit {
maximum 5000;
threshold 4000;

}
}
source 10.1.0.0/16 {
active-source-limit {
maximum 500;

}
}
groupMSDP-group {
modemesh-group;
local-address 10.1.2.3;
peer 10.10.10.10 {
active-source-limit {
maximum 7500;

}
}

}
}

Verification

To verify the configuration, run the following commands:

• showmsdp source-active

• showmsdp statistics

TracingMSDP Protocol Traffic

Tracing operations record detailed messages about the operation of routing protocols,

such as the various types of routing protocol packets sent and received, and routing policy

actions. You can specify which trace operations are logged by including specific tracing

flags. The following table describes the flags that you can include.

DescriptionFlag

Trace all operations.all

Trace general events.general

Trace keepalive messages.keepalive

Trace normal events.normal

Trace all MSDP packets.packets
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DescriptionFlag

Trace policy processing.policy

Trace MSDP changes to the routing table.route

Trace source-active packets.source-active

Trace source-active request packets.source-active-request

Trace source-active response packets.source-active-response

Trace state transitions.state

Trace task processing.task

Trace timer processing.timer

You can configure MSDP tracing for all peers, for all peers in a particular group, or for a

particular peer.

In the following example, tracing is enabled for all routing protocol packets. Then tracing

is narrowed to focus only on MSDP peers in a particular group. To configure tracing

operations for MSDP:

1. (Optional) Configure tracing by including the traceoptions statement at the [edit

routing-options] hierarchy level and set the all-packets-trace and all flags to trace all

protocol packets.

[edit routing-options traceoptions]
user@host# set file all-packets-trace
user@host# set flag all

2. Configure the filename for the MSDP trace file.

[edit protocols msdp group groupa traceoptions]
user@host# set file msdp-trace

3. (Optional) Configure the maximum number of trace files.

[edit protocols msdp group groupa traceoptions]
user@host# set file files 5

4. (Optional) Configure the maximum size of each trace file.

[edit protocols msdp group groupa traceoptions]
user@host# set file size 1m

5. (Optional) Enable unrestricted file access.

[edit protocols msdp group groupa traceoptions]
user@host# set file world-readable

6. Configure tracing flags. Suppose you are troubleshooting issues with the source-active

cache for groupa. The following example shows how to trace messages associated

with the group address.
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[edit protocols msdp group groupa traceoptions]
user@host# set flag source-active | match 230.0.0.3

7. View the trace file.

user@host> file list /var/log
user@host> file show /var/log/msdp-trace

DisablingMSDP

To disable MSDP on the router, include the disable statement:

disable;

You can disable MSDP globally for all peers, for all peers in a group, or for an individual

peer.

• Globally for all MSDP peers at the following hierarchy levels:

• [edit protocolsmsdp]

• [edit logical-systems logical-system-name protocolsmsdp]

• [edit routing-instances routing-instance-name protocolsmsdp]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocolsmsdp]

• For all peers in a group at the following hierarchy levels:

• [edit protocolsmsdp group group-name]

• [edit logical-systems logical-system-name protocolsmsdp group group-name]

• [edit routing-instances routing-instance-name protocolsmsdp group group-name]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocolsmsdp group group-name]

• For an individual peer at the following hierarchy levels:

• [edit protocolsmsdp peer address]

• [edit protocolsmsdp group group-name peer address]

• [edit logical-systems logical-system-name protocolsmsdp peer address]

• [edit logical-systems logical-system-name protocolsmsdp group group-name

peer address]

• [edit routing-instances routing-instance-name protocolsmsdp peer address]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocolsmsdp peer address]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocolsmsdp group group-name peer address]

If you disable MSDP at the group level, each peer in the group is disabled.

583Copyright © 2013, Juniper Networks, Inc.

Chapter 14: Multicast Source Discovery Protocol



Example: ConfiguringMSDP

Configure a router to act as a PIM sparse-mode rendezvous point and an MSDP peer:

[edit]
routing-options {
interface-routes {
rib-group ifrg;

}
rib-groups {
ifrg {
import-rib [inet.0 inet.2];

}
mcrg {
export-rib inet.2;
import-rib inet.2;

}
}

}
protocols {
bgp {
group lab {
type internal;
family any;
neighbor 192.168.6.18 {
local-address 192.168.6.17;

}
}

}
pim {
dense-groups {
224.0.1.39/32;
224.0.1.40/32;

}
rib-groupmcrg;
rp {
local {
address 192.168.1.1;

}
}
interface all {
mode sparse-dense;
version 1;

}
}
msdp {
rib-groupmcrg;
group lab {
peer 192.168.6.18 {
local-address 192.168.6.17;

}
}

}
}
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Related
Documentation

Understanding MSDP on page 565•

ConfiguringMultiple Instances of MSDP

MSDP instances are supported only for VRF instance types. You can configure multiple

instances of MSDP to support multicast over VPNs.

To configure multiple instances of MSDP, include the following statements:

routing-instances {
routing-instance-name {
interface interface-name;
instance-type vrf;
route-distinguisher (as-number:number | ip-address:number);
vrf-import [ policy-names ];
vrf-export [ policy-names ];
protocols {
msdp {
...msdp-configuration ...

}
}

}
}

You can include the statements at the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols]

• [edit logical-systems logical-system-name routing-instances routing-instance-name

protocols]

Related
Documentation

• Example: Configuring MSDP in a Routing Instance on page 568

• Junos OS MPLS Applications Configuration Guide

• Junos OS VPNs Configuration Guide
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CHAPTER 15

Pragmatic General Multicast

• Configuring PGM on page 587

Configuring PGM

• Understanding Pragmatic General Multicast on page 587

• PGM Architecture and PGM Routers on page 588

• PGM-Enabled Source on page 589

• PGM-Enabled Receivers on page 589

• PGM-Enabled Routers on page 590

• PGM Configuration Guidelines on page 591

Understanding Pragmatic General Multicast

Multicast applications often require real-time operation. These applications cannot take

advantage of Transmission Control Protocol (TCP) reliability features such as sequencing,

retransmission, and flow control through windowing between sender and receiver. The

User Datagram Protocol (UDP), the major transport layer alternative to TCP, is not as

reliable as it needs to be for multicast traffic. Pragmatic General Multicast (PGM) is a

special protocol layer for multicast traffic that can be used between the IP layer and the

multicast application to add reliability to multicast traffic. PGM allows a receiver to detect

missing information in all cases and to request replacement information if the receiver

application requires it. PGM is Internet Protocol number 113.

Although PGM mainly deals with the operation of multicast source and receiver,

PGM-enabled routers (called PGM network elements) play a router assistance role in the

initial delivery and potential replacement of multicast traffic. PGM routers are not

mandatory in PGM, but they can provide the following benefits when placed anywhere

between the source and receivers:

• Reduce the load on the multicast source by aggregating duplicate messages to the

source. PGM routers are required to perform this function.

• Limit the flooding of repair data (replacement information) to only those downstream

receivers that requested the repair data. PGM routers are required to perform this

function.
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• Act as designated local repairers (DLRs) by caching the repair data and resending it

to receivers that request it later. DLR functions are a PGM option, and PGM routers are

not required to perform this role.

PGM adds reliability to multicast traffic streams. It is not a complete multicast protocol

like the Distance Vector Routing Multicast Protocol (DVMRP) or Protocol Independent

Multicast (PIM). Adding PGM to a router does not enable the router to perform multicast

functions. Instead, a PGM router with multicast capabilities and a preconfigured multicast

protocol such as PIM can offer more reliable multicast services to PGM sources and

receivers. PGM is not an alternative to multicast routing protocols, but an enhancement

of the multicast capabilities already present and configured on the router.

PGMArchitecture and PGMRouters

PGM is defined in RFC 3208 and forms a reliable transport layer for multicast applications.

Almost any multicast application can use PGM. Applications most suitable for PGM

include stock market ticker update information, news reports, weather warnings, and

other information that must reach multiple listeners in its entirety and in a timely fashion.

The basic PGM architecture consists of a multicast content source, one or more receivers,

and zero or more routers between the source and receivers. All end devices must be

PGM-enabled, although there can be non-PGM routers between the source and receiver.

If all routers are non-PGM routers, then no routers are capable of the PGM router

assistance function, and all PGM functions take place directly between the source and

receiver.

PGM sources send sequenced content in sessions to receivers, using multicast protocols.

Other, non-PGM protocols allow receivers to learn about a particular source, its sessions,

and its location. PGM receivers listen to multicast original data (ODATA), detect missing

content through the sequence numbers, and send unicast negative acknowledgments

(NAKs) back to the source. NAKs are answered by multicast NAK confirmations (NCFs),

which suppress any NAKs from receivers on the same subnet that have not yet sent a

NAK upstream. The source sends multicast repair data (RDATA) to receivers containing

the missing content. PGM routers assist in this process by making sure that the negative

acknowledgments follow the same path as the outbound content upstream to the source,

and by suppressing duplicate negative acknowledgments and repair information.

PGM sources must maintain a “sliding window” of retransmittable information. There is

no concept of group membership in PGM, so receivers never need to communicate with

the source unless they request repair data with a negative acknowledgment. However,

this means that the PGM source determines the window size for each receiver, in contrast

to almost all other protocols, and requires a certain processing power in each receiver.

The absence of positive receiver-to-source acknowledgments also means that PGM

scales well and cuts down on control message traffic that can easily overwhelm a

multicast network.

PGM receivers can start receiving a PGM session from a PGM source at any time and

request any missing previous information that the receiving application needs. If the

session is not long enough or if the transmit window is too small so that the source does

not maintain a long session history, the receiver cannot get all required information.
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PGM-Enabled Source

A PGM-enabled source of multicast content generates sequenced packets of ODATA

that are multicast to receivers. Interleaved with the content packets are source path

messages (SPMs), which tell PGM routers and receivers about their upstream next-hop

PGM device—either another PGM router or the PGM source.

ODATA packets and SPMs are multicast from the source. A PGM router always appends

its own IP address to the SPM before it is multicast on the downstream interfaces. The

SPMs are sent by the source and upstream PGM routers with the router alert option set

in the IP headers so that PGM routers do not have to examine every packet in the session

for SPM packets.

The PGM source acknowledges a received NAK by multicasting NAK confirmations (NCFs)

downstream to the next PGM device on the path to the receiver. NCFs make sure that

PGM routers and receivers do not bombard sources with NAKs. Downstream PGM routers

suppress all subsequent NAKs that indicate the same missing information once one NCF

is received from the upstream device.

The PGM source also responds to NAKs by multicasting RDATA packets with the same

sequence number as the one indicated by the NAK. RDATA packets have the router alert

option set in the IP header so that PGM routers can distinguish them from ODATA packets.

PGM sources organize their packets in sessions. PGM sources are not required to retain

copies of information older than the current session, although they might. Long sessions

are not necessarily kept on the source in their entirety.

PGM sources identify themselves through a global source ID (GSID). This globally unique

source identifier is formed from the low-order 48 bits of the Message Digest 5 (MD5)

signature of the Domain Name System (DNS) name of the source.

PGM-Enabled Receivers

The PGM architecture requires one or more PGM-enabled receivers of the multicast

content generated by a PGM source. PGM receivers accept all types of downstream PGM

messages: ODATA, SPMs, NCFs, and RDATA.

Receivers process the ODATA packets as they arrive from the source, constantly checking

the 32-bit sequence number in the ODATA PGM header for gaps in the sequence. If the

receiver detects missing information, it generates a NAK for that sequence number. The

NAK is unicast upstream to the PGM next hop, which is a router or the source, as

determined by the last address in the received SPM.

A receiver detects that its NAK was received by the PGM next hop when it receives an

NCF in response to its NAK. If several receivers on a subnet are missing the same ODATA

packet, receivers getting an NCF for the packet before sending a NAK suppress the NAK.

If a receiver does not get an NCF in response to a NAK, the receiving application can send

a NAK again or continue, with the certainty that information is missing.

After the NCF, PGM receivers are sent an RDATA packet with the same sequence number

indicated in the NAK and a copy of the missing ODATA. NCFs and RDATA can originate
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from the source or a router acting as a designated local repairer (DLR) for a subnet. The

receiver now has complete information about what is missing.

PGM receivers can request almost anything from the PGM source. However, because the

source determines the window size, there is no guarantee that older information is

available.

PGM-Enabled Routers

Multicast-capable routers can implement the PGM router assistance functions, although

not all multicast routers must be PGM-enabled routers. Mandatory PGM router assistance

functions include aggregating duplicate NAKs sent to the source to reduce the load on

the multicast source, generating NCFs in response to NAKs, and flooding RDATA packets

to only those downstream receivers that requested it with a NAK. Optionally, a PGM

router can be a DLR, caching PGM information and cutting down on network traffic by

resending RDATA packets locally.

There can be zero or more PGM-enabled network elements (routers) between the source

and receiver. If there are no PGM routers between the source and receiver, then all PGM

messages flow directly between the source and receiver, and no router assistance

functions are possible. Both PGM and non-PGM routers can be freely mixed on a network

because PGM is a transport layer protocol and is not involved with router multicast

functions.

PGM routers also receive SPMs from the source or an upstream PGM router and forward

them downstream, inserting the router’s own downstream IP interface address into the

SPM so that receivers always know their upstream PGM next hop.

When a PGM router receives unicast NAKs from a downstream PGM router or receiver,

the router unicasts one NAK for each missing sequence number to the next-hop PGM

device upstream toward the source. The address of the PGM next-hop device is

determined by received SPMs.

The PGM router multicasts NCFs in response to received NAKs on the downstream

interfaces that received the NAKs. NCFs are not multicast on interfaces that have not

received NAKs.

PGM routers must multicast all ODATA and RDATA packets that they receive from

upstream PGM devices. Normal multicast protocols are used to determine downstream

interfaces.

If the PGM router is a DLR, it responds to received NAKs with an NCF and with its own

RDATA packet. NAKs are not forwarded upstream from a DLR.

Figure 77 on page 591 shows the overall PGM architecture and the role of PGM-enabled

routers.
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Figure 77: PGMArchitecture and General Operation

The figure shows only NAKs, NCFs, and RDATA flows. RDATA can come from either the

source (left) or a DLR router (right). In both cases, unicast NAKs from a receiver are

forwarded upstream by the routers, and multicast NCFs are generated downstream.

Subnet NAK suppression is shown, as well as RDATA from the source or DLR sent only

to the portions of the network requesting it.

PGMConfiguration Guidelines

Pragmatic General Multicast (PGM) allows the router to participate in defined PGM router

assistance functions between PGM-enabled sources and receivers. Although PGM is a

transport layer protocol and does not do IP packet routing, PGM must be explicitly

configured on the router.

To enable PGM globally on the router, include the pgm statement:

pgm;

You can include this statement at the following hierarchy levels:

• [edit protocols]

• [edit logical-systems logical-system-name protocols]

To trace the operation of PGM, include the traceoptions statement:

traceoptions {
flag flag <flag-modifier>;
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}

You can include this statement at the following hierarchy levels:

• [edit protocols pgm]

• [edit logical-systems logical-system-name protocols pgm]

You can specify the following PGM-specific options in the flag statement:

• all—Trace all PGM packets.

• init—Trace all PGM initialization events.

• packets—Trace all PGM packet processing.

• parser—Trace all PGM parser processing.

• route-socket—Trace all PGM route-socket events.

• show—Trace all PGM show command servicing.

• state—Trace all PGM state transitions.

By default, PGM is enabled on every interface of the router, but global, explicit

configuration is required. No options are available for PGM operation.

Related
Documentation

•
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CHAPTER 16

Distance Vector Multicast Routing
Protocol

• Examples: Configuring DVMRP on page 593

Examples: Configuring DVMRP

• Understanding DVMRP on page 593

• Configuring DVMRP on page 594

• Example: Configuring DVMRP on page 594

• Example: Configuring DVMRP to Announce Unicast Routes on page 598

• Tracing DVMRP Protocol Traffic on page 601

Understanding DVMRP

The Distance Vector Multicast Routing Protocol (DVMRP) is a distance-vector routing

protocol that provides connectionless datagram delivery to a group of hosts across an

internetwork. DVMRP is a distributed protocol that dynamically generates IP multicast

delivery trees by using a technique called reverse-path multicasting (RPM) to forward

multicast traffic to downstream interfaces. These mechanisms allow the formation of

shortest-path trees, which are used to reach all group members from each network

source of multicast traffic.

DVMRP is designed to be used as an interior gateway protocol (IGP) within a multicast

domain.

Because not all IP routers support native multicast routing, DVMRP includes direct support

for tunneling IP multicast datagrams through routers. The IP multicast datagrams are

encapsulated in unicast IP packets and addressed to the routers that do support native

multicast routing. DVMRP treats tunnel interfaces and physical network interfaces the

same way.

DVMRP routers dynamically discover their neighbors by sending neighbor probe messages

periodically to an IP multicast group address that is reserved for all DVMRP routers.
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Configuring DVMRP

Distance Vector Multicast Routing Protocol (DVMRP) is the first of the multicast routing

protocols and has a number of limitations that make this method unattractive for

large-scale Internet use. DVMRP is a dense-mode-only protocol, and uses the

flood-and-prune or implicit join method to deliver traffic everywhere and then determine

where the uninterested receivers are. DVMRP uses source-based distribution trees in the

form (S,G).

To configure the Distance Vector Multicast Routing Protocol (DVMRP), include thedvmrp

statement:

dvmrp {
disable;
export [ policy-names ];
import [ policy-names ];
interface interface-name {
disable;
hold-time seconds;
metricmetric;
mode (forwarding | unicast-routing);

}
rib-group group-name;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

You can include this statement at the following hierarchy levels:

• [edit protocols]

• [edit logical-systems logical-system-name protocols]

By default, DVMRP is disabled.

Example: Configuring DVMRP

This example shows how to use DVMRP to announce routes used for multicast routing

as well as multicast data forwarding.

• Requirements on page 594

• Overview on page 595

• Configuration on page 596

• Verification on page 597

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.
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• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

Overview

DVMRP is a distance vector protocol for multicast. It is similar to RIP, in that both RIP

and DVMRP have issues with scalability and robustness. PIM domains are more commonly

used than DVMRP domains. In some environments, you might need to configure

interoperability with DVMRP.

This example includes the following DVMRP settings:

• protocols dvmrp rib-group—Associates the dvmrp-rib routing table group with the

DVMRP protocol to enable multicast RPF lookup.

• protocolsdvmrp interface—Configures the DVMRP interface. The interface of a DVMRP

router can be either a physical interface to a directly attached subnetwork or a tunnel

interface to another multicast-capable area of the Multicast Backbone (MBone). The

DVMRP hold-time period is the amount of time that a neighbor is to consider the

sending router (this router) to be operative (up). The default hold-time period is 35

seconds.

• protocols dvmrp interface hold-time—The DVMRP hold-time period is the amount of

time that a neighbor is to consider the sending router (this router) to be operative (up).

The default hold-time period is 35 seconds.

• protocols dvmrp interfacemetric—All interfaces can be configured with a metric

specifying cost for receiving packets on a given interface. The default metric is 1.

For each source network reported, a route metric is associated with the unicast route

being reported. The metric is the sum of the interface metrics between the router

originating the report and the source network. A metric of 32 marks the source network

as unreachable, thus limiting the breadth of the DVMRP network and placing an upper

bound on the DVMRP convergence time.

• routing-options rib-groups—Enables DVMRP to access route information from the

unicast routing table, inet.0, and from a separate routing table that is reserved for

DVMRP. In this example, the first routing table group named ifrgcontains local interface

routes. This ensures that local interface routes get added to both the inet.0 table for

use by unicast protocols and the inet.2 table for multicast RPF check. The second

routing table group named dvmrp-rib contains inet.2 routes.

DVMRP needs to access route information from the unicast routing table, inet.0, and

from a separate routing table that is reserved for DVMRP. You need to create the routing

table for DVMRP and to create groups of routing tables so that the routing protocol

process imports and exports routes properly. We recommend that you use routing

table inet.2 for DVMRP routing information.

• routing-options interface-routes— After defining the ifrg routing table group, use the

interface-routes statement to insert interface routes into the ifrggroup—in other words,
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into both inet.0 and inet.2. By default, interface routes are imported into routing table

inet.0 only.

• sap—Enables the Session Directory Announcement Protocol (SAP) and the Session

Directory Protocol (SDP). Enabling SAP allows the router to receive announcements

about multimedia and other multicast sessions.

SAP always listens to the address and port 224.2.127.254:9875 for session

advertisements. To add other addresses or pairs of address and port, include one or

more listen statements.

Sessions learned by SDP, SAP's higher-layer protocol, time out after 60 minutes.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set routing-options interface-routes rib-group inet ifrg
set routing-options rib-groups ifrg import-rib inet.0
set routing-options rib-groups ifrg import-rib inet.2
set routing-options rib-groups dvmrp-rib export-rib inet.2
set routing-options rib-groups dvmrp-rib import-rib inet.2
set protocols sap
set protocols dvmrp rib-group dvmrp-rib
set protocols dvmrp interface ip-0/0/0.0metric 5
set protocols dvmrp interface ip-0/0/0.0 hold-time 40

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure an MSDP routing instance:

1. Create the routing tables for DVMRP routes.

[edit routing-options]
user@host# set interface-routes rib-group inet ifrg
user@host# set rib-groups ifrg import-rib [ inet.0 inet.2 ]
user@host# set rib-groups dvmrp-rib import-rib inet.2
user@host# set rib-groups dvmrp-rib export-rib inet.2

2. Configure SAP and SDP.

[edit protocols]
user@host# set sap

3. Enable DVMRP on the router and associate the dvmrp-rib routing table group with

DVMRP to enable multicast RPF checks.

[edit protocols]
user@host# set dvmrp rib-group dvmrp-rib
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4. Configure the DVMRP interface with a hold-time value and a metric. This example

shows an IP-over-IP encapsulation tunnel interface.

[edit protocols]
user@host# set dvmrp interface ip–0/0/0.0
user@host# set dvmrp interface ip–0/0/0.0 hold-time 40
user@host# set dvmrp interface ip–0/0/0.0metric 5

5. If you are done configuring the device, commit the configuration.

user@host# commit

Results

Confirm your configuration by entering the show routing-options command and the show

protocolscommand from configuration mode. If the output does not display the intended

configuration, repeat the instructions in this example to correct the configuration.

user@host# show routing-options
interface-routes {
rib-group inet ifrg;

}
rib-groups {
ifrg {
import-rib [ inet.0 inet.2 ];

}
dvmrp-rib {
export-rib inet.2;
import-rib inet.2;

}
}

user@host# show protocols
sap;
dvmrp {
rib-group dvmrp-rib;
interface ip-0/0/0.0 {
metric 5;
hold-time 40;

}
}

Verification

To verify the configuration, run the following commands:

• show dvmrp interfaces

• show dvmrp neighbors
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Example: Configuring DVMRP to Announce Unicast Routes

This example shows how to use DVMRP to announce unicast routes used solely for

multicast reverse-path forwarding (RPF) to set up the multicast control plane.

• Requirements on page 598

• Overview on page 598

• Configuration on page 599

• Verification on page 601

Requirements

Before you begin:

• Configure the router interfaces. See the Junos® OS Network Interfaces.

• Configure an interior gateway protocol or static routing. See the Junos OS Routing

Protocols Configuration Guide.

Overview

DVMRP has two modes. Forwarding mode is the default mode. In forwarding mode,

DVMRP is responsible for the multicast control plane and multicast data forwarding. In

the nondefault mode (which is shown in this example), DVMRP does not forward multicast

data traffic. This mode is called unicast routing mode because in this mode DVMRP is

only responsible for announcing unicast routes used for multicast RPF—in other words,

for establishing the control plane. To forward multicast data, enable Protocol Independent

Multicast (PIM) on the interface. If you have configured PIM on the interface, as shown

in this example, you can configure DVMRP in unicast-routing mode only. You cannot

configure PIM and DVMRP in forwarding mode at the same time.

This example includes the following settings:

• policy-statement dvmrp-export—Accepts static default routes.

• protocols dvmrp export dvmrp-export—Associates the dvmrp-export policy with the

DVMRP protocol.

All routing protocols use the routing table to store the routes that they learn and to

determine which routes they advertise in their protocol packets. Routing policy allows

you to control which routes the routing protocols store in and retrieve from the routing

table. Import and export policies are always from the point of view of the routing table.

So the dvmrp-export policy exports static default routes from the routing table and

accepts them into DVMRP.

• protocolsdvmrp interfaceallmodeunicast-routing—Enables all interfaces to announce

unicast routes used solely for multicast RPF.

• protocols dvmrp rib-group inet dvmrp-rg—Associates the dvmrp-rib routing table group

with the DVMRP protocol to enable multicast RPF checks.

• protocols pim rib-group inet pim-rg—Associates the pim-rg routing table group with the

PIM protocol to enable multicast RPF checks.
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• routing-options rib inet.2 static route 0.0.0.0/0 discard—Redistributes static routes to

all DVMRP neighbors. The inet.2 routing table stores unicast IPv4 routes for multicast

RPF lookup. The discard statement silently drops packets without notice.

• routing-options rib-groups dvmrp-rg import-rib inet.2—Creates the routing table for

DVMRP to ensure that the routing protocol process imports routes properly.

• routing-options rib-groups dvmrp-rg export-rib inet.2—Creates the routing table for

DVMRP to ensure that the routing protocol process exports routes properly.

• routing-options rib-groupspim-rg import-rib inet.2—Enables access to route information

from the routing table that stores unicast IPv4 routes for multicast RPF lookup. In this

example, the first routing table group named pim-rg contains local interface routes.

This ensures that local interface routes get added to the inet.2 table.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy and paste the commands into the CLI at the [edit]hierarchy

level.

set policy-options policy-statement dvmrp-export term 10 from protocol static
set policy-options policy-statement dvmrp-export term 10 from route-filter 0.0.0.0/0
exact

set policy-options policy-statement dvmrp-export term 10 then accept
set protocols dvmrp rib-group inet
set protocols dvmrp rib-group dvmrp-rg
set protocols dvmrp export dvmrp-export
set protocols dvmrp interface all mode unicast-routing
set protocols dvmrp interface fxp0.0 disable
set protocols pim rib-group inet pim-rg
set protocols pim interface all
set routing-options rib inet.2 static route 0.0.0.0/0 discard
set routing-options rib-groups pim-rg import-rib inet.2
set routing-options rib-groups dvmrp-rg export-rib inet.2
set routing-options rib-groups dvmrp-rg import-rib inet.2

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see Using the CLI Editor in

Configuration Mode in the CLI User Guide.

To configure an MSDP routing instance:

1. Configure the routing options.

[edit routing-options]
[edit routing -options]
user@host# set rib inet.2 static route 0.0.0.0/0 discard
user@host# set rib-groups pim-rg import-rib inet.2
user@host# set rib-groups dvmrp-rg import-rib inet.2
user@host# set rib-groups dvmrp-rg export-rib inet.2

2. Configure DVMRP.
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[edit protocols]
user@host# set dvmrp rib-group inet dvmrp-rg
user@host# set dvmrp export dvmrp-export
user@host# set dvmrp interface all mode unicast-routing
user@host# set dvmrp interface fxp0 disable

3. Configure PIM so that PIM performs multicast data forwarding.

[edit protocols]
user@host# set pim rib-group inet pim-rg
user@host# set pim interface all

4. Configure the DVMRP routing policy.

[edit policy-options policy-statement dvmrp-export term 10]
user@host# set from protocol static
user@host# set from route-filter 0.0.0.0/0 exact
user@host# set then accept

5. If you are done configuring the device, commit the configuration.

user@host# commit

Results

Confirm your configuration by entering the show policy-options command, the show

protocols command, and the show routing-options command from configuration mode.

If the output does not display the intended configuration, repeat the instructions in this

example to correct the configuration.

user@host# show policy-options
policy-statement dvmrp-export {
term 10 {
from {
protocol static;
route-filter 0.0.0.0/0 exact;

}
then accept;

}
}

user@host# show protocols
dvmrp {
rib-group inet dvmrp-rg;
export dvmrp-export;
interface all {
mode unicast-routing;

}
interface fxp0.0 {
disable;

}
}
pim {
rib-group inet pim-rg;
interface all;

}

user@host# show routing-options
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rib inet.2 {
static {
route 0.0.0.0/0 discard;

}
}
rib-groups {
pim-rg {
import-rib inet.2;

}
dvmrp-rg {
export-rib inet.2;
import-rib inet.2;

}
}

Verification

To verify the configuration, run the following commands:

• show dvmrp interfaces

• show pim statistics

Tracing DVMRP Protocol Traffic

Tracing operations record detailed messages about the operation of routing protocols,

such as the various types of routing protocol packets sent and received, and routing policy

actions. You can specify which trace operations are logged by including specific tracing

flags. The following table describes the flags that you can include.

DescriptionFlag

Trace all operations.all

Trace general flow.general

Trace graft messages.graft

Trace neighbor probe packets.neighbor

Trace normal events.normal

Trace all DVMRP packets.packets

Trace poison-route-reverse packets.poison

Trace policy processing.policy

Trace probe packets.probe

Trace prune messages.prune
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DescriptionFlag

Trace membership report messages.report

Trace routing information.route

Trace state transitions.state

Trace task processing.task

Trace timer processing.timer

In the following example, tracing is enabled for all routing protocol packets. Then tracing

is narrowed to focus only on DVMRP packets of a particular type. To configure tracing

operations for DVMRP:

1. (Optional) Configure tracing at the routing options level to trace all protocol packets.

[edit routing-options traceoptions]
user@host# set file all-packets-trace
user@host# set flag all

2. Configure the filename for the DVMRP trace file.

[edit protocols dvmrp traceoptions]
user@host# set file dvmrp-trace

3. (Optional) Configure the maximum number of trace files.

[edit protocols dvmrp traceoptions]
user@host# set file files 5

4. (Optional) Configure the maximum size of each trace file.

[edit protocols dvmrp traceoptions]
user@host# set file size 1m

5. (Optional) Enable unrestricted file access.

[edit protocols dvmrp traceoptions]
user@host# set file world-readable

6. Configure tracing flags. Suppose you are troubleshooting issues with a particular

DVMRP neighbor. The following example shows how to trace neighbor probe packets

that match the neighbor’s IP address.

[edit protocols dvmrp traceoptions]
user@host# set flag neighbor | match 192.168.1.1

7. View the trace file.

user@host> file list /var/log
user@host> file show /var/log/dvmrp-trace

Related
Documentation

• Understanding DVMRP on page 593
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CHAPTER 17

PIM Configuration Statements

accept-remote-source

Syntax accept-remote-source;

Hierarchy Level [edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name],

[edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim interface interface-name]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 9.6 for EX Series switches.

Description Accept traffic from a remote source. A remote source is a source that is not on the same

subnet as the incoming interface. This statement enables the remote source to be learned

and advertised by MSDP so that receivers in other MSDP areas can join the source. You

do not need to disable RPF checking, but you do need to ensure that the best path to

reach the remote source is through the incoming interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Interface to Accept Traffic from a Remote Source on page 575

• Example: Allowing MBGP MVPN Remote Sources on page 421
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address (Anycast RPs)

Syntax address address <forward-msdp-sa>;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp local (inet | inet6) anycast-pim
rp-set],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp local (inet | inet6) anycast-pim rp-set],

[edit protocols pim rp local (inet | inet6) anycast-pim rp-set],
[edit routing-instances routing-instance-nameprotocolspimrp local(inet | inet6)anycast-pim
rp-set]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the anycast rendezvous point (RP) addresses in the RP set. Multiple addresses

can be configured in an RP set. If the RP has peer Multicast Source Discovery Protocol

(MSDP) connections, then the RP must forward MSDP source active (SA) messages.

Options address—RP address in an RP set.

forward-msdp-sa—(Optional) Forward MSDP SAs to this address.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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address (Bidirectional Rendezvous Points)

Syntax address address {
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
priority number;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp bidirectional],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp bidirectional],

[edit protocols pim rp bidirectional],
[edit routing-instances routing-instance-name protocols pim rp bidirectional]

Release Information Statement introduced in Junos OS Release 12.1.

Description Configure bidirectional rendezvous point (RP) addresses. The address can be a loopback

interface address, an address of a link interface, or an address that is not assigned to an

interface but belongs to a subnet that is reachable by the bidirectional PIM routers in the

network.

Options address—Bidirectional RP address.

Default: 232.0.0.0/8

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Bidirectional PIM on page 72

• Example: Configuring Bidirectional PIM on page 78
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address (Local RPs)

Syntax address address;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp local family (inet | inet6)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp local family (inet | inet6)],

[edit protocols pim rp local family (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim rp local family (inet | inet6)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the local rendezvous point (RP) address.

Options address—Local RP address.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Local PIM RPs on page 91
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address (Static RPs)

Syntax address address {
group-ranges {
destination-ip-prefix</prefix-length>;

}
override;
version version;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp static],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp static],

[edit protocols pim static],
[edit routing-instances routing-instance-name protocols pim rp static]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure static rendezvous point (RP) addresses. You can configure a static RP in a

logical system only if the logical system is not directly connected to a source.

For each static RP address, you can optionally specify the PIM version and the groups

for which this address can be the RP. The default PIM version is version 1.

Options address—Static RP address.

Default: 224.0.0.0/4

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Static PIM RP Address on the Non-RP Routing Device on page 95
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algorithm

Syntax algorithm algorithm-name;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection authentication],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection authentication]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the algorithm to use for BFD authentication.

Options algorithm-name—Name of algorithm to use for BFD authentication:

• simple-password—Plain-text password. One to 16 bytes of plain text. One or more

passwords can be configured.

• keyed-md5—Keyed Message Digest 5 hash algorithm for sessions with transmit and

receive rates greater than 100 ms.

• meticulous-keyed-md5—Meticulous keyed Message Digest 5 hash algorithm.

• keyed-sha-1—Keyed Secure Hash Algorithm I for sessions with transmit and receive

rates greater than 100 ms.

• meticulous-keyed-sha-1—Meticulous keyed Secure Hash Algorithm I.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Bidirectional Forwarding Detection Authentication for PIM on page 145

• Configuring BFD Authentication for PIM on page 149

• authentication on page 611
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anycast-pim

Syntax anycast-pim {
rp-set {
address address <forward-msdp-sa>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp local family (inet | inet6)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp local family (inet | inet6)],

[edit protocols pim rp local family (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim rp local family (inet | inet6)]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure properties for anycast RP using PIM.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM Anycast With or Without MSDP on page 100
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assert-timeout

Syntax assert-timeout seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Multicast routing devices running PIM sparse mode often forward the same stream of

multicast packets onto the same LAN through the rendezvous-point tree (RPT) and

shortest-path tree (SPT). PIM assert messages help routing devices determine which

routing device forwards the traffic and prunes the RPT for this group. By default, routing

devices enter an assert cycle every 180 seconds. You can configure this assert timeout

to be between 5 and 210 seconds.

Options seconds—Time for routing device to wait before another assert message cycle.

Range: 5 through 210 seconds

Default: 180 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the PIM Assert Timeout on page 139
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authentication (Protocols PIM)

Syntax authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check;

}

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the algorithm, security keychain, and level of authentication for BFD sessions

running on PIM interfaces.

The remaining statements are explained separately.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD Authentication for PIM on page 149

• Configuring BFD for PIM on page 147

• Understanding Bidirectional Forwarding Detection Authentication for PIM on page 145

• bfd-liveness-detection on page 614

• key-chain (Protocols PIM) on page 646

• loose-check on page 650
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auto-rp

Syntax auto-rp {
(announce | discovery | mapping);
(mapping-agent-election | no-mapping-agent-election);

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced in Junos OS Release 7.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure automatic RP announcement and discovery.

Options announce—Configure the routing device to listen only for mapping packets and also to

advertise itself if it is an RP.

discovery—Configure the routing device to listen only for mapping packets.

mapping—Configures the routing device to announce, listen for and generate mapping

packets, and announce that the routing device is eligible to be an RP.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Auto-RP on page 110
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backoff-period

Syntax backoff-periodmilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols pim interface interface-name
bidirectional df-election],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name bidirectional df-election],

[edit protocols pim interface interface-name bidirectional df-election],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bidirectional df-election]

Release Information Statement introduced in Junos OS Release 12.1.

Description Configure the designated forwarder (DF) election backoff period for bidirectional PIM.

The backoff-period statement configures the period that the acting DF waits between

receiving a better DF Offer and sending the Pass message to transfer DF responsibility.

NOTE: Junos OS checks rendezvous point (RP) unicast reachability before
accepting incomingDFmessages. DFmessages for unreachable rendezvous
points are ignored. This is needed to prevent the following example scenario.
Routers A and B are downstream routers on the same LAN, and both are
supposed to send DF electionmessages with an infinite metric on their
upstream interfaces (reverse-path forwarding [RPF] interfaces). Router A
has a higher IP address than Router B. When both routers lose the path to
the RP, both send an Offer message with the infinite metric onto the LAN.
Router A wins the election because it has a higher IP address, and Router B
backs off as a result. After three Offer messages, according to RFC 5015,
Router A looks up the RP and finds no path to the RP. As a result, Router A
transitions to the Lose state and sends nothing. On the other hand, after
backing off for an interval of 3 x the Offer period, Router B does not receive
anymessages, and resumes theDFelectionbysendinganewOffermessage.
Hence, the pattern repeats indefinitely.

Options milliseconds—Period that the acting DF waits between receiving a better DF Offer and

sending the Pass message to transfer DF responsibility.

Range: 100 through 65,535 milliseconds

Default: 1000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Bidirectional PIM on page 72

• Example: Configuring Bidirectional PIM on page 78
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bfd-liveness-detection (Protocols PIM)

Syntax bfd-liveness-detection {
authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (0 | 1 | automatic);

}

Hierarchy Level [edit protocols pim interface interface-name],
[edit protocols pim interface interface-name family (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim interface interface-name],
[edit routing-instances routing-instance-nameprotocolspim interface interface-name family
(inet | inet6)]

Release Information Statement introduced in Junos OS Release 8.1.

authentication option introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure bidirectional forwarding detection (BFD) timers and authentication for PIM.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 147

• Configuring BFD Authentication for PIM on page 149
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bidirectional (Interface)

Syntax bidirectional {
df-election {
backoff-periodmilliseconds;
offer-periodmilliseconds;
robustness-count number;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name],

[edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim interface interface-name]

Release Information Statement introduced in Junos OS Release 12.1.

Description Configure parameters for bidirectional PIM.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Bidirectional PIM on page 72

• Example: Configuring Bidirectional PIM on page 78

615Copyright © 2013, Juniper Networks, Inc.

Chapter 17: PIM Configuration Statements



bidirectional (RP)

Syntax bidirectional {
address address {
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
priority number;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced in Junos OS Release 12.1.

Description Configure the routing device’s rendezvous-point (RP) properties for bidirectional PIM.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Bidirectional PIM on page 72

• Example: Configuring Bidirectional PIM on page 78
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bootstrap

Syntax bootstrap {
family (inet | inet6) {
export [ policy-names ];
import [ policy-names ];
priority number;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure parameters to control bootstrap routers and messages.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Bootstrap Properties for IPv4 on page 105

• Configuring PIM Bootstrap Properties for IPv4 or IPv6 on page 107
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bootstrap-export

Syntax bootstrap-export [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more export policies to control outgoing PIM bootstrap messages.

Options policy-names—Name of one or more import policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Bootstrap Properties for IPv4 on page 105

• Configuring PIM Bootstrap Properties for IPv4 or IPv6 on page 107

• bootstrap-import on page 619
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bootstrap-import

Syntax bootstrap-import [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more import policies to control incoming PIM bootstrap messages.

Options policy-names—Name of one or more import policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Bootstrap Properties for IPv4 on page 105

• Configuring PIM Bootstrap Properties for IPv4 or IPv6 on page 107

• bootstrap-export on page 618
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bootstrap-priority

Syntax bootstrap-priority number;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure whether this routing device is eligible to be a bootstrap router. In the case of

a tie, the routing device with the highest IP address is elected to be the bootstrap router.

Options number—Priority for becoming the bootstrap router. A value of 0 means that the routing

device is not eligible to be the bootstrap router.

Range: 0 through 255

Default: 0

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Bootstrap Properties for IPv4 on page 105
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dense-groups

Syntax dense-groups {
addresses;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure which groups are operating in dense mode.

Options addresses—Address of groups operating in dense mode.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Sparse-Dense Mode Properties on page 174
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detection-time (BFD for PIM)

Syntax detection-time {
thresholdmilliseconds;

}

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable BFD failure detection. The BFD failure detection timers are adaptive and can be

adjusted to be faster or slower. The lower the BFD failure detection timer value, the faster

the failure detection and vice versa. For example, the timers can adapt to a higher value

if the adjacency fails (that is, the timer detects failures more slowly). Or a neighbor can

negotiate a higher value for a timer than the configured value. The timers adapt to a

higher value when a BFD session flap occurs more than three times in a span of 15 seconds.

A back-off algorithm increases the receive (Rx) interval by two if the local BFD instance

is the reason for the session flap. The transmission (Tx) interval is increased by two if

the remote BFD instance is the reason for the session flap. You can use the clear bfd

adaptation command to return BFD interval timers to their configured values. The clear

bfd adaptation command is hitless, meaning that the command does not affect traffic

flow on the routing device.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 147

• bfd-liveness-detection on page 614

• threshold on page 690
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df-election

Syntax df-election {
backoff-periodmilliseconds;
offer-periodmilliseconds;
robustness-count number;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim interface interface-name
bidirectional],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name bidirectional],

[edit protocols pim interface interface-name bidirectional],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bidirectional]

Release Information Statement introduced in Junos OS Release 12.1.

Description Optionally, configure the designated forwarder (DF) election parameters for bidirectional

PIM.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Bidirectional PIM on page 72

• Example: Configuring Bidirectional PIM on page 78

disable (PIM Graceful Restart)

Syntax disable;

Hierarchy Level [edit logical-systems logical-system-name protocols pim graceful-restart],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim graceful-restart],

[edit protocols pim graceful-restart],
[edit routing-instances routing-instance-name protocols pim graceful-restart]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Explicitly disable PIM sparse mode graceful restart.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Sparse Mode Graceful Restart on page 169
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disable (PIM)

Syntax disable;

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name protocols pim family (inet | inet6)],
[edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name protocols pim rp local family (inet | inet6)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp local family (inet | inet6)],

[edit protocols pim],
[edit protocols pim family (inet | inet6)],
[edit protocols pim interface interface-name],
[edit protocols pim rp local family (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim],
[edit routing-instances routing-instance-name protocols pim family (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim rp local family (inet | inet6)]

Release Information Statement introduced before Junos OS Release 7.4.

disable statement extended to the [family] hierarchy level in Junos OS Release 9.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Explicitly disable PIM at the protocol, interface or family hierarchy levels.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Disabling PIM on page 42

• disable (PIM Graceful Restart) on page 623
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dr-election-on-p2p

Syntax dr-election-on-p2p;

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable PIM designated router (DR) election on point-to-point (P2P) links.

Default No PIM DR election is performed on point-to-point links.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Designated Router Election on Point-to-Point Links on page 50

dr-register-policy

Syntax dr-register-policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more policies to control outgoing PIM register messages.

Options policy-names—Name of one or more import policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Register Message Filters on a PIM RP and DR on page 128

• rp-register-policy on page 682
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embedded-rp

Syntax embedded-rp {
group-ranges {
destination-ip-prefix</prefix-length>;

}
maximum-rps limit;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure properties for embedded IP version 6 (IPv6) RPs.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Embedded RP for IPv6 on page 116
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export (Protocols PIM Bootstrap)

Syntax export [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp bootstrap family (inet | inet6)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp bootstrap family (inet | inet6)],

[edit protocols pim rp bootstrap family (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim rp bootstrap family (inet |
inet6)]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more export policies to control outgoing PIM bootstrap messages.

Options policy-names—Name of one or more import policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Bootstrap Properties for IPv4 on page 105

• Configuring PIM Bootstrap Properties for IPv4 or IPv6 on page 107

• import (Protocols PIM Bootstrap) on page 639

export (Protocols PIM)

Syntax export [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more export policies to control outgoing PIM join and prune messages. PIM

join and prune filters can be applied to PIM-SM and PIM-SSM messages. PIM join and

prune filters cannot be applied to PIM-DM messages.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Filtering Outgoing PIM Join Messages on page 120
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family (Bootstrap)

Syntax family (inet | inet6) {
export [ policy-names ];
import [ policy-names ];
priority number;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp bootstrap],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp bootstrap],

[edit protocols pim rp bootstrap],
[edit routing-instances routing-instance-name protocols pim rp bootstrap]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure which IP protocol type bootstrap properties to apply.

Options inet—Apply IP version 4 (IPv4) local RP properties.

inet6—Apply IPv6 local RP properties.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Bootstrap Properties for IPv4 on page 105

• Configuring PIM Bootstrap Properties for IPv4 or IPv6 on page 107
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family (Protocols PIM)

Syntax family (inet | inet6) {
disable;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim],
[edit routing-instances routing-instance-name protocols pim interface interface-name]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS 11.3 for the QFX Series.

Description Enable the PIM protocol for the specified family.

Options inet—Enable the PIM protocol for the IP version 4 (IPv4) address family.

inet6—Enable the PIM protocol for the IP version 6 (IPv6) address family.

The remaining statement is explained separately.

Related
Documentation

• Disabling PIM on page 42

• disable (PIM Graceful Restart) on page 623

• disable (PIM) on page 624
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family (Protocols PIM Interface)

Syntax family (inet | inet6) {
bfd-liveness-detection {
authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (0 | 1 | automatic);

}
disable;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name],

[edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim interface interface-name]

Release Information Statement introduced in Junos OS Release 9.6.

Support for the Bidirectional Forwarding Detection (BFD) Protocol statements was

introduced in Junos OS Release 12.2.

Description Configure one of the following PIM protocol settings for the specified family on the

specified interface:

• BFD protocol settings

• Disable PIM

Options inet—Enable the PIM protocol for the IP version 4 (IPv4) address family.

inet6—Enable the PIM protocol for the IP version 6 (IPv6) address family.

The remaining statements are explained separately.

Related
Documentation

• Configuring PIM and the Bidirectional Forwarding Detection (BFD) Protocol on page 145

• Disabling PIM on page 42
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family (Local RP)

Syntax family (inet | inet6) {
disable;
address address;
anycast-pim {
local-address address;
rp-set {
address address <forward-msdp-sa>;

}
}
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
override;
priority number;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp local],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp local],

[edit protocols pim rp local],
[edit routing-instances routing-instance-name protocols pim rp local]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure which IP protocol type local RP properties to apply.

Options inet—Apply IP version 4 (IPv4) local RP properties.

inet6—Apply IPv6 local RP properties.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Local PIM RPs on page 91
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graceful-restart (Protocols PIM)

Syntax graceful-restart {
disable;
no-bidirectional-mode;
restart-duration seconds;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure PIM sparse mode graceful restart.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Sparse Mode Graceful Restart on page 169
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group (RPF Selection)

Syntax group group-address{
sourcesource-address{
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}

Hierarchy Level [edit routing-instances routing-instance-name edit protocols pim rpf-selection]

Release Information Statement introduced in JUNOS Release 10.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the PIM group address for which you configure RPF selectiongroup (RPF
Selection).

Default By default, PIM RPF selection is not configured.

Options group-address—PIM group address for which you configure RPF selection.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM RPF Selection on page 250
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group-ranges

Syntax group-ranges {
destination-ip-prefix</prefix-length>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp bidirectional address address],
[edit logical-systems logical-system-name protocols pim rp embedded-rp],
[edit logical-systems logical-system-name routing-instances instance-name protocols pim
rp bidirectional address address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp embedded-rp],

[edit protocols pim rp bidirectional address address],
[edit protocols pim rp embedded-rp],
[edit protocols pim rp local family (inet | inet6)],
[edit protocols pim rp static address address],
[edit routing-instances instance-name protocols pim rp bidirectional address address],
[edit routing-instances routing-instance-name protocols pim rp embedded-rp],
[edit routing-instances routing-instance-name protocols pim rp local family (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim rp static address address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional RP addresses introduced in Junos OS Release 12.1.

Description Configure the address ranges of the multicast groups for which this routing device can

be a rendezvous point (RP).

Default The routing device is eligible to be the RP for all IPv4 or IPv6 groups (224.0.0.0/4 or

FF70::/12 to FFF0::/12).

Options destination-ip-prefix</prefix-length>—Addresses or address ranges for which this routing

device can be an RP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Local PIM RPs on page 91 in the Multicast Protocols Configuration Guide

• Configuring PIM Embedded RP for IPv6 on page 116 in the Multicast Protocols

Configuration Guide

• Example: Configuring Bidirectional PIM on page 78
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group-rp-mapping

Syntax group-rp-mapping {
family (inet | inet6) {
log-interval seconds;
maximum limit;
threshold value;

}
log-interval seconds;
maximum limit;
threshold value;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced in Junos OS Release 12.2.

Description Configure a limit for the number of incoming group-to-RP mappings.

NOTE: Themaximum limit settings that you configure with themaximum

and the family (inet | inet6)maximum statements aremutually exclusive. For

example, if you configure a globalmaximumgroup-to-RPmapping limit, you
cannot configure a limit at the family level for IPv4 or IPv6. If you attempt to
configure a limit at both the global level and the family level, the device will
not accept the configuration.

Options family (inet | inet6)—(Optional) Specify either IPv4 or IPv6 messages to be counted

towards the configured group-to-RP mapping limit.

Default: Both IPv4 and IPv6 messages are counted towards the configured group-to-RP

limit.

The remaining statements are described separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM State Limits on page 205
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hello-interval (Protocols PIM)

Syntax hello-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name],

[edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify how often the routing device sends PIM hello packets out of an interface.

Options seconds—Length of time between PIM hello packets.

Range: 0 through 255

Default: 30 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• hold-time on page 637

• Modifying the PIM Hello Interval on page 39
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hold-time (Protocols PIM)

Syntax hold-time seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp bidirectional address address],
[edit logical-systems logical-system-name routing-instances instance-name protocols pim
rp bidirectional address address],

[edit protocols pim rp bidirectional address address],
[edit protocols pim rp local family (inet | inet6)],
[edit routing-instances instance-name protocols pim rp bidirectional address address],
[edit routing-instances routing-instance-name protocols pim rp local family (inet | inet6)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional RP addresses introduced in Junos OS Release 12.1.

Description Specify the time period for which a neighbor is to consider the sending routing device

(this routing device) to be operative (up).

Options seconds—Hold time.

Range: 0 through 255

Default: 150 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Local PIM RPs on page 91 in the Multicast Protocols Configuration Guide

• Example: Configuring Bidirectional PIM on page 78
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idle-standby-path-switchover-delay

Syntax idle-standby-path-switchover-delay <seconds>;

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in Junos OS Release 12.2.

Description Configure the time interval after which an ECMP join is moved to the standby path in the

absence of traffic on the path.

In the absence of this statement, ECMP joins are not moved to the standby path until

traffic is detected on the path.

Options <seconds>—Time interval after which an ECMP join is moved to the standby RPF path

in the absence of traffic on the path.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM Make-Before-Break Join Load Balancing on page 196

• Configuring PIM Join Load Balancing on page 56

• clear pim join-distribution on page 935

• join-load-balance on page 644

• standby-path-creation-delay on page 688
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import (Protocols PIM Bootstrap)

Syntax import [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp bootstrap (inet | inet6)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp bootstrap (inet | inet6)],

[edit protocols pim rp bootstrap (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim rp bootstrap (inet | inet6)]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more import policies to control incoming PIM bootstrap messages.

Options policy-names—Name of one or more import policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Bootstrap Properties for IPv4 on page 105

• Configuring PIM Bootstrap Properties for IPv4 or IPv6 on page 107

• export (Protocols PIM Bootstrap) on page 627
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import (Protocols PIM)

Syntax import [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more policies to routes being imported into the routing table from PIM. Use

the import statement to filter PIM join messages and prevent them from entering the

network.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Filtering Incoming PIM Join Messages on page 124
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infinity

Syntax infinity [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim spt-threshold],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim spt-threshold],

[edit protocols pim spt-threshold],
[edit routing-instances routing-instance-name protocols pim spt-threshold]

Release Information Statement introduced in Junos OS Release 8.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more policies to set the SPT threshold to infinity for a source-group address

pair. Use the infinity statement to prevent the last-hop routing device from transitioning

from the RPT rooted at the RP to an SPT rooted at the source for that source-group

address pair.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the PIM SPT Threshold Policy on page 141
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interface (Protocols PIM)

Syntax interface (Protocols PIM) (all | interface-name) {
accept-remote-source;
disable;
bfd-liveness-detection {
authentication {
algorithmalgorithm-name;
key-chainkey-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (0 | 1 | automatic);

}
bidirectional {
df-election {
backoff-periodmilliseconds;
offer-periodmilliseconds;
robustness-count number;

}
}
family (inet | inet6) {
bfd-liveness-detection {
authentication {
algorithm algorithm-name;
key-chain key-chain-name;
loose-check;

}
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (0 | 1 | automatic);

}
disable;

}
hello-interval seconds;
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mode (bidirectional-sparse | bidirectional-sparse-dense | dense | sparse | sparse-dense);
neighbor-policy [ policy-names ];
override-intervalmilliseconds;
priority number;
propagation-delaymilliseconds;
reset-tracking-bit;
version version;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Enable PIM on an interface and configure interface-specific properties.

Options interface-name—Name of the interface. Specify the full interface name, including the

physical and logical address components. To configure all interfaces, you can specify

all.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• PIM on Aggregated Interfaces on page 40
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join-load-balance

Syntax join-load-balance {
automatic;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable load balancing of PIM join messages across interfaces and routing devices.

Options automatic—Enables automatic load balancing of PIM join messages. When a new interface

or neighbor is introduced into the network, ECMP joins are redistributed with minimal

disruption to traffic.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM Make-Before-Break Join Load Balancing on page 196

• Configuring PIM Join Load Balancing on page 56

• clearpim join-distributiononpage935 in the Junos OS Operational Mode Commands
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join-prune-timeout

Syntax join-prune-timeout seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the timeout for the join state. If the periodic join refresh message is not received

before the timeout expires, the join state is removed.

Options seconds—Number of seconds to wait for the periodic join message to arrive.

Range: 210 through 240 seconds

Default: 210 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Modifying the Join State Timeout on page 59
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key-chain (Protocols PIM)

Syntax key-chain key-chain-name;

Hierarchy Level [edit protocols pim interface interface-name family {inet | inet6} bfd-liveness-detection
authentication],

[edit routing-instances routing-instance-nameprotocolspim interface interface-name family
{inet | inet6} bfd-liveness-detection authentication]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement modified in Junos OS Release 12.2 to include family in the hierarchy level.

Description Specify the security keychain to use for BFD authentication.

Options key-chain-name—Name of the security keychain to use for BFD authentication. The name

is a unique integer between 0 and 63. This must match one of the keychains in the

authentication-key-chains statement at the [edit security] hierarchy level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD Authentication for PIM on page 149

• Understanding Bidirectional Forwarding Detection Authentication for PIM on page 145

• authentication on page 611
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local

Syntax local {
disable;
address address;
family (inet | inet6) {
disable;
address address;
anycast-pim {
local-address address;
rp-set {
address address <forward-msdp-sa>;

}
}
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
override;
priority number;

}
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
override;
priority number;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

The remaining statements are explained separately.

Description Configure the routing device’s RP properties.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Local PIM RPs on page 91
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local-address (Protocols PIM)

Syntax local-address address;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp local family (inet | inet6)
anycast-pim],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp local family (inet | inet6) anycast-pim],

[edit protocols pim rp local family (inet | inet6) anycast-pim],
[edit routing-instances routing-instance-name protocols pim rp local family (inet | inet6)
anycast-pim]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the routing device local address for the anycast rendezvous point (RP). If this

statement is omitted, the router ID is used as this address.

Options address—Anycast RP IPv4 or IPv6 address, depending on family configuration.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM Anycast With or Without MSDP on page 100
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log-interval (PIM Entries)

Syntax log-interval value;

Hierarchy Level [edit logical-systems logical-system-name protocols pim sglimit],
[edit logical-systems logical-system-name protocols pim sglimit family],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim sglimit],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim sglimit family],

[edit protocols pim sglimit],
[edit protocols pim sglimit family],
[edit routing-instances routing-instance-name protocols pim sglimit],
[edit routing-instances routing-instance-name protocols pim sglimit family],
[edit logical-systems logical-system-name protocols pim rp group-rp-mapping],
[edit logical-systems logical-system-name protocols pim rp group-rp-mapping family],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp group-rp-mapping],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp group-rp-mapping family],

[edit protocols pim rp group-rp-mapping],
[edit protocols pim rp group-rp-mapping family],
[edit routing-instances routing-instance-name protocols pim rp group-rp-mapping],
[edit routing-instances routing-instance-name protocols pim rp group-rp-mapping family],
[edit logical-systems logical-system-name protocols pim rp register-limit],
[edit logical-systems logical-system-name protocols pim rp register-limit family],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp register-limit],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp register-limit family],

[edit protocols pim rp register-limit],
[edit protocols pim rp register-limit family],
[edit routing-instances routing-instance-name protocols pim rp register-limit],
[edit routing-instances routing-instance-name protocols pim rp register-limit family],

Release Information Statement introduced in Junos OS Release 12.2.

Description Configure the amount of time between log messages.

Options seconds—Minimum time interval (in seconds) between log messages. To configure the

time interval, you must explicitly configure the maximum number of entries received

with the maximum statement. You can apply the log interval to incoming PIM join

messages, PIM register messages, and group-to-RP mappings.

Range: 1 through 65,535

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• add new concept and example topic to related topic list.

• clear pim join on page 934
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loose-check

Syntax loose-check;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection authentication],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection authentication]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify loose authentication checking on the BFD session. Use loose authentication for

transitional periods only when authentication might not be configured at both ends of

the BFD session.

By default, strict authentication is enabled and authentication is checked at both ends

of each BFD session. Optionally, to smooth migration from nonauthenticated sessions

to authenticated sessions, you can configure loose checking. When loose checking is

configured, packets are accepted without authentication being checked at each end of

the session.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD Authentication for PIM on page 149

• Understanding Bidirectional Forwarding Detection Authentication for PIM on page 145

• authentication on page 611
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mapping-agent-election

Syntax (mapping-agent-election | no-mapping-agent-election);

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp auto-rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp auto-rp],

[edit protocols pim rp auto-rp],
[edit routing-instances routing-instance-name protocols pim rp auto-rp]

Release Information Statement introduced in Junos OS Release 7.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the routing device mapping announcements as a mapping agent.

Options mapping-agent-election—Mapping agents do not announce mappings when receiving

mapping messages from a higher-addressed mapping agent.

no-mapping-agent-election—Mapping agents always announce mappings and do not

perform mapping agent election.

Default: mapping-agent-election

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Auto-RP on page 110
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maximum (PIM Entries)

Syntax maximum limit;

Hierarchy Level [edit logical-systems logical-system-name protocols pim sglimit],
[edit logical-systems logical-system-name protocols pim sglimit family],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim sglimit],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim sglimit family],

[edit protocols pim sglimit],
[edit protocols pim sglimit family],
[edit routing-instances routing-instance-name protocols pim sglimit],
[edit routing-instances routing-instance-name protocols pim sglimit family],
[edit logical-systems logical-system-name protocols pim rp group-rp-mapping],
[edit logical-systems logical-system-name protocols pim rp group-rp-mapping family],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp group-rp-mapping],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp group-rp-mapping family],

[edit protocols pim rp group-rp-mapping],
[edit protocols pim rp group-rp-mapping family],
[edit routing-instances routing-instance-name protocols pim rp group-rp-mapping],
[edit routing-instances routing-instance-name protocols pim rp group-rp-mapping family],
[edit logical-systems logical-system-name protocols pim rp register-limit],
[edit logical-systems logical-system-name protocols pim rp register-limit family],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp register-limit],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp register-limit family],

[edit protocols pim rp register-limit],
[edit protocols pim rp register-limit family],
[edit routing-instances routing-instance-name protocols pim rp register-limit],
[edit routing-instances routing-instance-name protocols pim rp register-limit family],

Release Information Statement introduced in Junos OS Release 12.2.

Description Configure the maximum number of specified PIM entries received by the device. If the

device reaches the configured limit, no new entries are received.

NOTE: Themaximum limit settings that you configure with themaximum

and the family (inet | inet6)maximum statements aremutually exclusive. For

example, if you configure a global maximumPIM join state limit, you cannot
configure a limit at the family level for IPv4 or IPv6 joins. If you attempt to
configure a limit at both the global level and the family level, the device will
not accept the configuration.

Options limit—Maximum number of PIM entries received by the device. If you configure both the

log-intervaland themaximum statements, a warning is triggered when the maximum

limit is reached.
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Depending on your configuration, this limit specifies the maximum number of PIM joins,

PIM register messages, or group-to-RP mappings received by the device.

Range: 1 through 65,535

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• add new concept and example topic to related topic list.

• clear pim join on page 934

maximum-rps

Syntax maximum-rps limit;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp embedded-rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp embedded-rp],

[edit protocols pim rp embedded-rp],
[edit routing-instances routing-instance-name protocols pim rp embedded-rp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Limit the number of RPs that the routing device acknowledges.

Options limit—Number of RPs.

Range: 1 through 500

Default: 100

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Embedded RP for IPv6 on page 116
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minimum-interval (PIM BFD Liveness Detection)

Syntax minimum-intervalmilliseconds;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the minimum interval after which the local routing device transmits hello

packets and then expects to receive a reply from a neighbor with which it has established

a BFD session. Optionally, instead of using this statement, you can specify the minimum

transmit and receive intervals separately using the transmit-interval minimum-interval

and minimum-receive-interval statements.

Options milliseconds—Minimum transmit and receive interval.

Range: 1 through 255,000 milliseconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 147
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minimum-interval (PIM BFD Transmit Interval)

Syntax minimum-intervalmilliseconds;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection transmit-interval],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection transmit-interval]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the minimum interval after which the local routing device transmits hello

packets to a neighbor with which it has established a BFD session. Optionally, instead

of using this statement, you can configure the minimum transmit interval using the

minimum-interval statement at the [edit protocols pim interface interface-name

bfd-liveness-detection] hierarchy level.

Options milliseconds—Minimum transmit interval value.

Range: 1 through 255,000

NOTE: The threshold value specified in the threshold statementmust be

greater than the value specified in theminimum-interval statement for the

transmit-interval statement.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 147

• bfd-liveness-detection on page 614

• minimum-interval on page 654

• threshold on page 691
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minimum-receive-interval

Syntax minimum-receive-intervalmilliseconds;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the minimum interval after which the local routing device must receive a reply

from a neighbor with which it has established a BFD session. Optionally, instead of using

this statement, you can configure the minimum receive interval using theminimum-interval

statement at the [edit protocols pim interface interface-name bfd-liveness-detection]

hierarchy level.

Options milliseconds—Minimum receive interval.

Range: 1 through 255,000 milliseconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 147
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mode (Protocols PIM)

Syntax mode (bidirectional-sparse | bidirectional-sparse-dense | dense | sparse | sparse-dense);

Hierarchy Level [edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name],

[edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

bidirectional-sparse and bidirectional-sparse-dense options introduced in Junos OS

Release 12.1.

Description Configure the PIM mode on the interface.

Options The choice of PIM mode is closely tied to controlling how groups are mapped to PIM

modes, as follows:

• bidirectional-sparse—Use if all multicast groups are operating in bidirectional, sparse,

or SSM mode.

• bidirectional-sparse-dense—Use if multicast groups, except those that are specified in

the dense-groups statement, are operating in bidirectional, sparse, or SSM mode.

• dense—Use if all multicast groups are operating in dense mode.

• sparse—Use if all multicast groups are operating in sparse mode or SSM mode.

• sparse-dense—Use if multicast groups, except those that are specified in the

dense-groups statement, are operating in sparse mode or SSM mode.

Default: Sparse mode

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Dense Mode Properties on page 172 in the Multicast Protocols

Configuration Guide

• Configuring PIM Sparse-Dense Mode Properties on page 174 in the Multicast Protocols

Configuration Guide

• Example: Configuring Bidirectional PIM on page 78
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multiplier

Syntax multiplier number;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the number of hello packets not received by a neighbor that causes the

originating interface to be declared down.

Options number—Number of hello packets.

Range: 1 through 255

Default: 3

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 147

neighbor-policy

Syntax neighbor-policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name],

[edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim interface interface-name]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply a PIM interface-level policy to filter neighbor IP addresses.

Options policy-name—Name of the policy that filters neighbor IP addresses.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Interface-Level PIM Neighbor Policies on page 119
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next-hop (PIM RPF Selection)

Syntax next-hop next-hop-address;

Hierarchy Level [edit routing-instances routing-instance-nameprotocolspimrpf-selectiongroupgroup-address
source source-address],

[edit routing-instances routing-instance-nameprotocolspimrpf-selectiongroupgroup-address
wildcard-source],

[edit routing-instances routing-instance-name protocols pim rpf-selection prefix-list
prefix-list-addresses source source-address],

[edit routing-instances routing-instance-name protocols pim rpf-selection prefix-list
prefix-list-addresseswildcard-source]

Release Information Statement introduced in JUNOS Release 10.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the specific next-hop address for the PIM group source.

Options next-hop-address—Specific next-hop address for the PIM group source.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM RPF Selection on page 250

no-adaptation (PIM BFD Liveness Detection)

Syntax no-adaptation;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 9.0

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure BFD sessions not to adapt to changing network conditions. We recommend

that you do not disable BFD adaptation unless it is preferable to have BFD adaptation

disabled in your network.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 147

• bfd-liveness-detection on page 614
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no-bidirectional-mode

Syntax no-birectional-mode;

Hierarchy Level [edit logical-systems logical-system-name protocols pim graceful-restart],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim graceful-restart],

[edit protocols pim graceful-restart],
[edit routing-instances routing-instance-name protocols pim graceful-restart]

Release Information Statement introduced in Junos OS Release 12.1.

Description Disable forwarding for bidirectional PIM routes during graceful restart recovery, both in

cases of a routing protocol process (rpd) restart and graceful Routing Engine switchover.

Bidirectional PIM accepts packets for a bidirectional route on multiple interfaces. This

means that some topologies might develop multicast routing loops if all PIM neighbors

are not synchronized with regard to the identity of the designated forwarder (DF) on each

link. If one router is forwarding without actively participating in DF elections, particularly

after unicast routing changes, multicast routing loops might occur.

If graceful restart for PIM is enabled and the forwarding of packets on bidirectional routes

is disallowed (by including the no-bidirectional-mode statement in the configuration),

PIM behaves conservatively to avoid multicast routing loops during the recovery period.

When the routing protocol process (rpd) restarts, all bidirectional routes are deleted.

After graceful restart has completed, the routes are re-added, based on the converged

unicast and bidirectional PIM state. While graceful restart is active, bidirectional multicast

flows drop packets.

Default If graceful restart for PIM is enabled and the bidirectional PIM is enabled, the default

graceful restart behavior is to continue forwarding packets on bidirectional routes. If the

gracefully restarting router was serving as a DF for some interfaces to rendezvous points,

the restarting router sends a DF Winner message with a metric of 0 on each of these RP

interfaces. This ensures that a neighbor router does not become the DF due to unicast

topology changes that might occur during the graceful restart period. Sending a DF Winner

message with a metric of 0 prevents another PIM neighbor from assuming the DF role

until after graceful restart completes. When graceful restart completes, the gracefully

restarted router sends another DF Winner message with the actual converged unicast

metric.

NOTE: Graceful Routing Engine switchover operates independently of the
graceful restart behavior. If graceful Routing Engine switchover is configured
without graceful restart, all PIM routes for all modes are deleted when the
rpd process restarts. If graceful Routing Engine switchover is configuredwith
graceful restart, the behavior is the same as described here, except that the
recovery happens on the Routing Engine that assumesmastership.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Sparse Mode Graceful Restart on page 169 in the Multicast Protocols

Configuration Guide

• Understanding Bidirectional PIM on page 72

• Example: Configuring Bidirectional PIM on page 78

no-dr-flood (PIM Snooping)

Syntax no-dr-flood;

Hierarchy Level [edit routing-instances <instance-name> protocols pim-snooping traceoptions],
[edit logical-systems<logical-system-name> routing-instances<instance-name>protocols
pim-snooping traceoptions],

[edit routing-instances <instance-name> protocols pim-snooping vlan <vlan-id>],
[edit logical-systems<logical-system-name> routing-instances<instance-name>protocols
pim-snooping vlan<vlan-id>]

Release Information Statement introduced in Junos OS Release 12.3 for MX Series 3D Universal Edge devices.

Description Disable default flooding of multicast data on the PIM designated router port.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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offer-period

Syntax offer-periodmilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols pim interface interface-name
bidirectional df-election],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name bidirectional df-election],

[edit protocols pim interface interface-name bidirectional df-election],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bidirectional df-election]

Release Information Statement introduced in Junos OS Release 12.1.

Description Configure the designated forwarder (DF) election offer period for bidirectional PIM. When

a DF election Offer or Winner message fails to be received, the message is retransmitted.

Theoffer-period statement modifies the interval between repeated DF election messages.

The robustness-count statement determines the minimum number of DF election

messages that must fail to be received for DF election to fail. To prevent routing loops,

all routers on the link must have a consistent view of the DF. When the DF election fails

because DF election messages are not received, forwarding on bidirectional PIM routes

is suspended.

If a router receives from a neighbor a better offer than its own, the router stops

participating in the election for a period of robustness-count * offer-period. Eventually,

all routers except the best candidate stop sending Offer messages.

Options milliseconds—Interval to wait before retransmitting DF Offer and Winner messages.

Range: 100 through 10,000 milliseconds

Default: 100

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Bidirectional PIM on page 72

• Example: Configuring Bidirectional PIM on page 78

• robustness-count on page 679
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override (PIM static RP)

Syntax override;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp local],
[edit logical-systems logical-system-name protocols pim rp local family inet],
[edit logical-systems logical-system-name protocols pim rp local family inet6],
[edit logical-systems logical-system-name protocols pim rp static address address],
[edit logical-systems logical-system-name routing-instances instance-name protocols pim
rp local],

[edit logical-systems logical-system-name routing-instances instance-name protocols pim
rp local family inet],

[edit logical-systems logical-system-name routing-instances instance-name protocols pim
rp local family inet6],

[edit logical-systems logical-system-name routing-instances instance-name protocols pim
rp static address address],

[edit protocols pim rp local],
[edit protocols pim rp local family inet],
[edit protocols pim rp local family inet6],
[edit protocols pim rp static address address],
[edit routing-instances instance-name protocols pim rp local],
[edit routing-instances instance-name protocols pim rp local family inet],
[edit routing-instances instance-name protocols pim rp local family inet6],
[edit routing-instances instance-name protocols pim rp static address address]

Release Information Statement introduced in Junos OS Release 11.4.

Description When you configure both static RP mapping and dynamic RP mapping (such as auto-RP)

in a single routing instance, allow the static mapping to take precedence for a given group

range, and allow dynamic RP mapping for all other groups.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Static RP on page 90

• Configuring PIM Auto-RP on page 110
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override-interval

Syntax override-intervalmilliseconds;

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name],

[edit protocols pim],
[edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim]
[edit routing-instances routing-instance-name protocols pim interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Set the maximum time in milliseconds to delay sending override join messages for a

multicast network that has join suppression enabled. When a router or switch sees a

prune message for a join it is currently suppressing, it waits for the interval specified by

the override timer before it sends an override join message.

Options This is a random timer with a value in milliseconds.

Range: 0 through maximum override value

Default: 2000 milliseconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Enabling Join Suppression on page 59

• propagation-delay on page 674

• reset-tracking-bit on page 676
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pim

Syntax pim {
disable;
assert-timeout seconds;
dense-groups {
addresses;

}
dr-election-on-p2p;
export;
family (inet | inet6) {
disable;

}
graceful-restart {
disable;
no-bidirectional-mode;
restart-duration seconds;

}
import [ policy-names ];
interface interface-name {
family (inet | inet6) {
disable;
}
bfd-liveness-detection {

authentication {
algorithm algorithm-name;
key-chain key-chain-name;

loose-check;
detection-time {
thresholdmilliseconds;

}
minimum-intervalmilliseconds;
minimum-receive-intervalmilliseconds;
multiplier number;
no-adaptation;
transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}
version (0 | 1 | automatic);

}
accept-remote-source;
disable;
bidirectional {
df-election {
backoff-periodmilliseconds;
offer-periodmilliseconds;
robustness-count number;

}
}
family (inet | inet6) {
disable;

}
hello-interval seconds;

665Copyright © 2013, Juniper Networks, Inc.

Chapter 17: PIM Configuration Statements



mode (bidirectional-sparse | bidirectional-sparse-dense | dense | sparse |
sparse-dense);

neighbor-policy [ policy-names ];
override-intervalmilliseconds;
priority number;
propagation-delaymilliseconds;
reset-tracking-bit;
version version;

}
join-load-balance;
join-prune-timeout;
mdt {
data-mdt-reuse;
group-rangemulticast-prefix;
threshold {
group group-address {
source source-address {
rate threshold-rate;

}
}
tunnel-limit limit;

}
}
mvpn {
autodiscovery {
inet-mdt;

}
}
nonstop-routing;
override-intervalmilliseconds;
propagation-delaymilliseconds;
reset-tracking-bit;
rib-group group-name;
rp {
auto-rp {
(announce | discovery | mapping);
(mapping-agent-election | no-mapping-agent-election);

}
bidirectional {
address address {
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
priority number;
}

}
bootstrap {
family (inet | inet6) {
export [ policy-names ];
import [ policy-names ];
priority number;

}
}
bootstrap-import [ policy-names ];
bootstrap-export [ policy-names ];
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bootstrap-priority number;
dr-register-policy [ policy-names ];
embedded-rp {
group-ranges {
destination-ip-prefix</prefix-length>;

}
maximum-rps limit;

}
group-rp-mapping {
family (inet | inet6) {
log-interval seconds;
maximum limit;
threshold value;
}

}
log-interval seconds;
maximum limit;
threshold value;
}

}
local {
family (inet | inet6) {
address address;
anycast-pim {
rp-set {
address address <forward-msdp-sa>;

}
disable;
local-address address;

}
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
override;
priority number;

}
}
register-limit {
family (inet | inet6) {
log-interval seconds;
maximum limit;
threshold value;
}

}
log-interval seconds;
maximum limit;
threshold value;
}

}
rp-register-policy [ policy-names ];
spt-threshold {
infinity [ policy-names ];

}
static {
address address {
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override;
version version;
group-ranges {
destination-ip-prefix</prefix-length>;

}
}

}
}
rpf-selection {
group group-address{
sourcesource-address{
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}
prefix-list prefix-list-addresses {
source source-address {
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}

sglimit {
family (inet | inet6) {
log-interval seconds;
maximum limit;
threshold value;
}

}
log-interval seconds;
maximum limit;
threshold value;
}

}
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
tunnel-devices [ mt-fpc/pic/port ];

}

Hierarchy Level [edit logical-systems logical-system-name protocols],
[edit logical-systems logical-system-name routing-instances routing-instance-name
protocols],

[edit protocols],
[edit routing-instances routing-instance-name protocols]

Release Information Statement introduced before Junos OS Release 7.4.

family statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.
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Description Enable PIM on the routing device.

The remaining statements are explained separately.

Default PIM is disabled on the routing device.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Data MDTs and Provider Tunnels Operating in Any-Source

Multicast Mode on page 537

• Configuring PIM Dense Mode Properties on page 172

• Configuring PIM Sparse-Dense Mode Properties on page 174

pim-snooping

Syntax pim-snooping {
traceoptions{
file;
flag [all | route | normal | general | state | policy | task | timer | packets | hello | join | prune
]

[detail | disable | receive | send];
}
no-dr-flood;
vlan<vlan-id>{
no-dr-flood;

}
}

Hierarchy Level [edit routing-instances <instance-name> protocols],
[edit logical-systems<logical-system-name> routing-instances<instance-name>protocols]

Release Information Statement introduced in Junos OS Release 12.3 for MX Series 3D Universal Edge devices.

Description Enable PIM snooping on the device.

Default PIM snooping is disabled on the device.

Options traceoptions—Configure tracing options for PIM snooping.

no-dr-flood—Disable default flooding of multicast data on the PIM designated router

port.

vlan <vlan-id>—Configure PIM snooping parameters for a VLAN.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• PIM Snooping for VPLS on page 218

669Copyright © 2013, Juniper Networks, Inc.

Chapter 17: PIM Configuration Statements



prefix-list (PIM RPF Selection)

Syntax prefix-list prefix-list-addresses {
source source-address {
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}

Hierarchy Level [edit routing-instances routing-instance-nameprotocolspimrpf-selectiongroupgroup-address
source source-address],

[edit routing-instances routing-instance-nameprotocolspimrpf-selectiongroupgroup-address
wildcard-source],

[edit routing-instances routing-instance-name protocols pim rpf-selection prefix-list
prefix-list-addresses source source-address],

[edit routing-instances routing-instance-name protocols pim rpf-selection prefix-list
prefix-list-addresseswildcard-source]

Release Information Statement introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description (Optional) Configure a list of prefixes (addresses) for multiple PIM groups.

Options prefix-list-addresses—List of prefixes (addresses) for multiple PIM groups.

The remaining statements are explained separately.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM RPF Selection on page 250
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priority (Bootstrap)

Syntax priority number;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp bootstrap (inet | inet6)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp bootstrap (inet | inet6)],

[edit protocols pim rp bootstrap (inet | inet6)],
[edit routing-instances routing-instance-name protocols pim rp bootstrap (inet | inet6)]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the routing device’s likelihood to be elected as the bootstrap router.

Options number—Routing device’s priority for becoming the bootstrap router. A higher value

corresponds to a higher priority.

Range: 0 through a 32-bit number

Default: 0 (The routing device has the least likelihood of becoming the bootstrap router

and sends packets with a priority of 0.)

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Bootstrap Properties for IPv4 on page 105

• Configuring PIM Bootstrap Properties for IPv4 or IPv6 on page 107

• bootstrap-priority on page 620
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priority (PIM Interfaces)

Syntax priority number;

Hierarchy Level [edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name],

[edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the routing device’s likelihood to be elected as the designated router.

Options number—Routing device’s priority for becoming the designated router. A higher value

corresponds to a higher priority.

Range: 0 through a 32-bit number

Default: 0 (The routing device has the least likelihood of becoming the designated

router.)

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Interface Priority for PIM Designated Router Selection on page 49
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priority (PIM RPs)

Syntax priority number;

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp bidirectional address address],
[edit logical-systems logical-system-name routing-instances instance-name protocols pim
rp bidirectional address address],

[edit protocols pim rp bidirectional address address],
[edit protocols pim rp local family (inet | inet6)],
[edit routing-instances instance-name protocols pim rp bidirectional address address],
[edit routing-instances routing-instance-name protocols pim rp local family (inet | inet6)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional RP addresses introduced in Junos OS Release 12.1.

Description For PIM-SM, configure this routing device’s priority for becoming an RP.

For bidirectional PIM, configure this RP address’ priority for becoming an RP.

The bootstrap router uses this field when selecting the list of candidate rendezvous points

to send in the bootstrap message. A smaller number increases the likelihood that the

routing device or RP address becomes the RP. A priority value of 0 means that bootstrap

router can override the group range being advertised by the candidate RP.

Options number—Priority for becoming an RP. A lower value corresponds to a higher priority.

Range: 0 through 255

Default: 1

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Local PIM RPs on page 91 in the Multicast Protocols Configuration Guide

• Example: Configuring Bidirectional PIM on page 78
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propagation-delay

Syntax propagation-delaymilliseconds;

Hierarchy Level [edit protocols pim],
[edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim],
[edit routing-instances routing-instance-name protocols pim interface interface-name],
[edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Set a delay for implementing a PIM prune message on the upstream router on a multicast

network for which join suppression has been enabled. The router waits for the prune

pending period to detect whether a join message is currently being suppressed by another

router.

Options milliseconds—Interval for the prune pending timer, which is the sum of the

propagation-delay value and the override-interval value.

Range: 250 through 2000 milliseconds

Default: 500 milliseconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Enabling Join Suppression on page 59

• override-interval on page 664

• reset-tracking-bit on page 676
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register-limit

Syntax register-limit {
family (inet | inet6) {
log-interval seconds;
maximum limit;
threshold value;

}
log-interval seconds;
maximum limit;
threshold value;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced in Junos OS Release 12.2.

Description Configure a limit for the number of incoming (S,G) PIM registers.

NOTE: Themaximum limit settings that you configure with themaximum

and the family (inet | inet6)maximum statements aremutually exclusive. For

example, if you configure a global maximumPIM register message limit, you
cannot configure a limit at the family level for IPv4 or IPv6. If you attempt to
configure a limit at both the global level and the family level, the device will
not accept the configuration.

Options family (inet | inet6)—(Optional) Specify either IPv4 or IPv6 messages to be counted

towards the configured register message limit.

Default: Both IPv4 and IPv6 messages are counted towards the configured register

message limit.

The remaining statements are described separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM State Limits on page 205

• clear pim join on page 934

• clear pim register on page 937
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reset-tracking-bit

Syntax reset-tracking-bit;

Hierarchy Level [edit protocols pim],
[edit protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim],
[edit routing-instances routing-instance-name protocols pim interface interface-name],
[edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name]

Release Information Statement introduced in Junos OS Release 10.1.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Change the value of a tracking bit (T-bit) field in the LAN prune delay hello option from

the default of 1 to 0, which enables join suppression for a multicast interface. When the

network starts receiving multiple identical join messages, join suppression triggers a

random timer with a value of 66 through 84 milliseconds (1.1 × periodic through 1.4 ×

periodic, where periodic is 60 seconds). This creates an interval during which no identical

join messages are sent. Eventually, only one of the identical messages is sent. Join

suppression is triggered each time identical messages are sent for the same join.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Enabling Join Suppression on page 59

• override-interval on page 664

• propagation-delay on page 674
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restart-duration (Protocols PIM)

Syntax restart-duration seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols pim graceful-restart],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim graceful-restart],

[edit protocols pim graceful-restart],
[edit routing-instances routing-instance-name protocols pim graceful-restart]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the duration of the graceful restart interval.

Options seconds—Time that the routing device waits (in seconds) to complete PIM sparse mode

graceful restart.

Range: 30 through 300

Default: 60

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Sparse Mode Graceful Restart on page 169
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rib-group (Protocols PIM)

Syntax rib-group {
inet group-name;
inet6 group-name;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Associate a routing table group with PIM.

Options table-name—Name of the routing table. The name must be one that you defined with

the rib-groups statement at the [edit routing-options] hierarchy level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring a Dedicated PIM RPF Routing Table on page 241
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robustness-count

Syntax robustness-count number;

Hierarchy Level [edit logical-systems logical-system-name protocols pim interface interface-name
bidirectional df-election],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name bidirectional df-election],

[edit protocols pim interface interface-name bidirectional df-election],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bidirectional df-election]

Release Information Statement introduced in Junos OS Release 12.1.

Description Configure the designated forwarder (DF) election robustness count for bidirectional PIM.

When a DF election Offer or Winner message fails to be received, the message is

retransmitted. The robustness-count statement sets the minimum number of DF election

messages that must fail to be received for DF election to fail. To prevent routing loops,

all routers on the link must have a consistent view of the DF. When the DF election fails

because DF election messages are not received, forwarding on bidirectional PIM routes

is suspended.

If a router receives from a neighbor a better offer than its own, the router stops

participating in the election for a period of robustness-count * offer-period. Eventually,

all routers except the best candidate stop sending Offer messages.

Options number—Number of transmission attempts for DF election messages.

Range: 1 through 10

Default: 3

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Bidirectional PIM on page 72

• Example: Configuring Bidirectional PIM on page 78
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rp

Syntax rp {
auto-rp {
(announce | discovery | mapping);
(mapping-agent-election | no-mapping-agent-election);

}
bidirectional {
address address {
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
priority number;
}

}
bootstrap {
family (inet | inet6) {
export [ policy-names ];
import [ policy-names ];
priority number;

}
}
bootstrap-export [ policy-names ];
bootstrap-import [ policy-names ];
bootstrap-priority number;
dr-register-policy [ policy-names ];
embedded-rp {
group-ranges {
destination-ip-prefix</prefix-length>;

}
maximum-rps limit;

}
group-rp-mapping {
family (inet | inet6) {
log-interval seconds;
maximum limit;
threshold value;
}

}
log-interval seconds;
maximum limit;
threshold value;
}

}
local {
family (inet | inet6) {
disable;
address address;
anycast-pim {
local-address address;
address address <forward-msdp-sa>;
rp-set {

}

Copyright © 2013, Juniper Networks, Inc.680

Multicast Protocols Configuration Guide



}
group-ranges {
destination-ip-prefix</prefix-length>;

}
hold-time seconds;
override;
priority number;

}
}
register-limit {
family (inet | inet6) {
log-interval seconds;
maximum limit;
threshold value;
}

}
log-interval seconds;
maximum limit;
threshold value;
}

}
register-probe-time register-probe-time;
}
rp-register-policy [ policy-names ];
static {
address address {
override;
version version;
group-ranges {
destination-ip-prefix</prefix-length>;

}
}

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the routing device as an actual or potential RP. A routing device can be an RP

for more than one group.

The remaining statements are explained separately.

Default If you do not include the rp statement, the routing device can never become the RP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Understanding PIM Sparse Mode on page 51

rp-register-policy

Syntax rp-register-policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced in Junos OS Release 7.6.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Apply one or more policies to control incoming PIM register messages.

Options policy-names—Name of one or more import policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Register Message Filters on a PIM RP and DR on page 128

• dr-register-policy on page 625
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rp-set

Syntax rp-set {
address address <forward-msdp-sa>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim local family (inet | inet6)
anycast-pim],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim local family (inet | inet6) anycast-pim],

[edit protocols pim local family (inet | inet6) anycast-pim],
[edit routing-instances routing-instance-name protocols pim local family (inet | inet6)
anycast-pim]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure a set of rendezvous point (RP) addresses for anycast RP. You can configure

up to 15 RPs.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM Anycast With or Without MSDP on page 100
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rpf-selection

Syntax rpf-selection {
group group-address {
sourcesource-address {
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}
prefix-list prefix-list-addresses {
source source-address {
next-hop next-hop-address;

}
wildcard-source {
next-hop next-hop-address;

}
}

Hierarchy Level [edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in JUNOS Release 10.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the PIM RPF next-hop neighbor for a specific group and source for a VRF routing

instance.

The remaining statements are explained separately.

Default If you omit the rpf-selection statement, PIM RPF checks typically choose the best path

determined by the unicast protocol for all multicast flows.

Options source-address—Specific source address for the PIM group.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM RPF Selection on page 250
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sglimit

Syntax sglimit {
family (inet | inet6) {
log-interval seconds;
maximum limit;
threshold value;

}
log-interval seconds;
maximum limit;
threshold value;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim ],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in Junos OS Release 12.2.

Description Configure a limit for the number of accepted (*,G) and (S,G) PIM join states.

NOTE: Themaximum limit settings that you configure with themaximum

and the family (inet | inet6)maximum statements aremutually exclusive. For

example, if you configure a global maximumPIM join state limit, you cannot
configure a limit at the family level for IPv4 or IPv6 joins. If you attempt to
configure a limit at both the global level and the family level, the device will
not accept the configuration.

Options family (inet | inet6)—(Optional) Specify either IPv4 or IPv6 join states to be counted

towards the configured join state limit.

Default: Both IPv4 and IPv6 join states are counted towards the configured join state

limit.

The remaining statements are described separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM State Limits on page 205

• clear pim join on page 934

685Copyright © 2013, Juniper Networks, Inc.

Chapter 17: PIM Configuration Statements



source (PIM RPF Selection)

Syntax source source-address {
next-hop next-hop-address;

}

Hierarchy Level [edit routing-instances routing-instance-name protocols pim rpf-selection group
group-address],

[edit routing-instances routing-instance-name protocols pim rpf-selection prefix-list
prefix-list-addresses]

Release Information Statement introduced in JUNOS Release 10.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the source address for the PIM group.

Options source-address—Specific source address for the PIM group.

The remaining statements are explained separately.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM RPF Selection on page 250
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spt-threshold

Syntax spt-threshold {
infinity [ policy-names ];

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in Junos OS Release 8.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Set the SPT threshold to infinity for a source-group address pair. Last-hop multicast

routing devices running PIM sparse mode can forward the same stream of multicast

packets onto the same LAN through an RPT rooted at the RP or an SPT rooted at the

source. By default, last-hop routing devices transition to a direct SPT to the source. You

can configure this routing device to set the SPT transition value to infinity to prevent this

transition for any source-group address pair.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the PIM SPT Threshold Policy on page 141
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standby-path-creation-delay

Syntax standby-path-creation-delay <seconds>;

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in Junos OS Release 12.2.

Description Configure the time interval after which a standby path is created, when a new ECMP

interface or neighbor is added to the network.

In the absence of this statement, ECMP joins are redistributed as soon as a new ECMP

interface or neighbor is added to the network.

Options <seconds>—Time interval after which a standby path is created, when a new ECMP

interface or neighbor is added to the network. Range is from 1 through 300.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM Make-Before-Break Join Load Balancing on page 196

• Configuring PIM Join Load Balancing on page 56

• clear pim join-distribution on page 935

• join-load-balance on page 644

• idle-standby-path-switchover-delay on page 638
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static (Protocols PIM)

Syntax static {
address address {
group-ranges {
destination-ip-prefix</prefix-length>;

}
override;
version version;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols pim rp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp],

[edit protocols pim rp],
[edit routing-instances routing-instance-name protocols pim rp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure static RP addresses. The default static RP address is 224.0.0.0/4. To configure

other addresses, include one or more address statements. You can configure a static RP

in a logical system only if the logical system is not directly connected to a source.

For each static RP address, you can optionally specify the PIM version and the groups

for which this address can be the RP. The default PIM version is version 1.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Static PIM RP Address on the Non-RP Routing Device on page 95
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threshold (PIM BFD Detection Time)

Syntax thresholdmilliseconds;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection detection-time],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection detection-time]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the threshold for the adaptation of the BFD session detection time. When the

detection time adapts to a value equal to or greater than the threshold, a single trap and

a single system log message are sent.

NOTE: The threshold valuemust be equal to or greater than the transmit
interval.

The threshold timemust be equal to or greater than the value specified in
theminimum-interval or theminimum-receive-interval statement.

Options milliseconds—Value for the detection time adaptation threshold.

Range: 1 through 255,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 147

• bfd-liveness-detection on page 614

• detection-time on page 622

• minimum-interval on page 654

• minimum-receive-interval on page 656
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threshold (PIM BFD Transmit Interval)

Syntax thresholdmilliseconds;

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection transmit-interval],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection transmit-interval]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the threshold for the adaptation of the BFD session transmit interval. When the

transmit interval adapts to a value greater than the threshold, a single trap and a single

system message are sent.

Options milliseconds—Value for the transmit interval adaptation threshold.

Range: 0 through 4,294,967,295 (2
32

– 1)

NOTE: The threshold value specified in the threshold statementmust be

greater than the value specified in theminimum-interval statement for

the transmit-interval statement.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 147

• bfd-liveness-detection on page 614
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threshold (PIM Entries)

Syntax threshold value;

Hierarchy Level [edit logical-systems logical-system-name protocols pim sglimit],
[edit logical-systems logical-system-name protocols pim sglimit family],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim sglimit],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim sglimit family],

[edit protocols pim sglimit],
[edit protocols pim sglimit family],
[edit routing-instances routing-instance-name protocols pim sglimit],
[edit routing-instances routing-instance-name protocols pim sglimit family],
[edit logical-systems logical-system-name protocols pim rp group-rp-mapping],
[edit logical-systems logical-system-name protocols pim rp group-rp-mapping family],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp group-rp-mapping],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp group-rp-mapping family],

[edit protocols pim rp group-rp-mapping],
[edit protocols pim rp group-rp-mapping family],
[edit routing-instances routing-instance-name protocols pim rp group-rp-mapping],
[edit routing-instances routing-instance-name protocols pim rp group-rp-mapping family],
[edit logical-systems logical-system-name protocols pim rp register-limit],
[edit logical-systems logical-system-name protocols pim rp register-limit family],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp register-limit],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp register-limit family],

[edit protocols pim rp register-limit],
[edit protocols pim rp register-limit family],
[edit routing-instances routing-instance-name protocols pim rp register-limit],
[edit routing-instances routing-instance-name protocols pim rp register-limit family],

Release Information Statement introduced in Junos OS Release 12.2.

Description Configure a threshold at which a warning message is logged when a certain number of

PIM entries have been received by the device.

Options value—Threshold at which a warning message is logged. This is a percentage of the

maximum number of entries accepted by the device as defined with the maximum

statement. You can apply this threshold to incoming PIM join messages, PIM register

messages, and group-to-RP mappings.

For example, if you configure a maximum number of 1,000 incoming group-to-RP

mappings, and you configure a threshold value of 90 percent, warning messages

are logged in the system log when the device receives 900 group-to-RP mappings.

The same formula applies to incoming PIM join messages and PIM register messages

if configured with both the maximum limit and the threshold value statements.

Default: 1 through 100
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• add new concept and example topic to related topic list.

• clear pim join on page 934
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traceoptions (Protocols PIM)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit protocols pim],
[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure PIM tracing options.

To specify more than one tracing operation, include multiple flag statements.

Default The default PIM trace options are those inherited from the routing protocol's traceoptions

statement included at the [edit routing-options] hierarchy level.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

name within quotation marks. All files are placed in the directory /var/log. We

recommend that you place tracing output in the pim-log file.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until the maximum number of trace files is reached. Then the oldest trace file

is overwritten.

If you specify a maximum number of files, you must also include the size statement to

specify the maximum file size.

Range: 2 through 1000 files

Default: 2 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

include multiple flag statements.

PIM Tracing Flags

• assert—Assert messages

• bidirectional-df-election—Bidirectional PIM designated-forwarder (DF) election events
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• bootstrap—Bootstrap messages

• cache—Packets in the PIM sparse mode routing cache

• graft—Graft and graft acknowledgment messages

• hello—Hello packets

• join—Join messages

• mt—Multicast tunnel messages

• nsr-synchronization—Nonstop active routing (NSR) synchronization messages

• packets—All PIM packets

• prune—Prune messages

• register—Register and register stop messages

• rp—Candidate RP advertisements

• all—All tracing operations

• general—A combination of the normal and route trace operations

• normal—All normal operations

Default: If you do not specify this option, only unusual or abnormal operations are traced.

• policy—Policy operations and actions

• route—Routing table changes

• state—State transitions

• task—Interface transactions and processing

• timer—Timer usage

flag-modifier—(Optional) Modifier for the tracing flag. You can specify one or more of

these modifiers:

• detail—Detailed trace information

• receive—Packets being received

• send—Packets being transmitted

no-stamp—(Optional) Do not place timestamp information at the beginning of each line

in the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of

each line of the tracing output.
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no-world-readable—(Optional) Do not allow users to read the log file.

replace—(Optional) Replace an existing trace file if there is one.

Default: If you do not include this option, tracing output is appended to an existing trace

file.

size size—(Optional) Maximum size of each trace file, in kilobytes (KB), megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0. When trace-file again reaches this size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If you specify a maximum file size, you must also include the files statement to specify

the maximum number of trace files.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 0 KB through the maximum file size supported on your system

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Trace Options on page 40

• Tracing DVMRP Protocol Traffic on page 601

• Tracing MSDP Protocol Traffic on page 581

• Configuring PIM Trace Options on page 40
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traceoptions (PIM Snooping)

Syntax traceoptions {
file;
flag [all | general | hello | join | normal | packets | policy | prune | route | state | task | timer
]

[detail | disable | receive | send];
}

Hierarchy Level [edit routing-instances <instance-name> protocols pim-snooping],
[edit logical-systems<logical-system-name> routing-instances<instance-name>protocols
pim-snooping]

Release Information Statement introduced in Junos OS Release 12.3 for MX Series 3D Universal Edge devices.

Description Define tracing operations for PIM snooping.

Default The traceoptions feature is disabled by default.

The default PIM trace options are those inherited from the routing protocol's traceoptions

statement included at the [edit routing-options] hierarchy level.

Options file filename—Name of the file to receive the output of the tracing operation. Enclose the

name within quotation marks. All files are placed in the directory /var/log.

flag flag—Tracing operation to perform. To specify more than one tracing operation,

include multiple flag statements.

PIM Snooping Tracing Flags:

• all—All tracing operations.

• general—Trace general PIM snooping events.

• hello—Trace hello packets.

• join—Trace join messages.

• normal—Trace normal PIM snooping events. If you do not specify this flag, only unusual

or abnormal operations are traced.

• packets—Trace all PIM packets.

• policy—Trace policy processing.

• prune—Trace prune messages.

• route—Trace routing information.

• state—Trace PIM state transitions.

• task—Trace PIM protocol task processing.

• timer—Trace PIM protocol timer processing.
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flag-modifier—(Optional) Modifier for the tracing flag. You can specify one or more of

these modifiers per flag:

• detail—Provide detailed trace information

• disable—Disable the tracing operation. You can use this option to disable a single

operation when you have defined a broad group of tracing operations, such as all.

• receive—Packets being received.

• send—Packets being transmitted.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• PIM Snooping for VPLS on page 218
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transmit-interval (PIM BFD Liveness Detection)

Syntax transmit-interval {
minimum-intervalmilliseconds;
thresholdmilliseconds;

}

Hierarchy Level [edit protocols pim interface interface-name bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for BFD authentication introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the transmit interval for the bfd-liveness-detection statement. The negotiated

transmit interval for a peer is the interval between the sending of BFD packets to peers.

The receive interval for a peer is the minimum interval between receiving packets sent

from its peer; the receive interval is not negotiated between peers. To determine the

transmit interval, each peer compares its configured minimum transmit interval with its

peer's minimum receive interval. The larger of the two numbers is accepted as the transmit

interval for that peer.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 147

• bfd-liveness-detection on page 614

• threshold on page 691

• minimum-interval on page 655

• minimum-receive-interval on page 656
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tunnel-devices

Syntax tunnel-devices [ mt-fpc/pic/port ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances instance-nameprotocols pim],
[edit routing-instances instance-name protocols pim]

Release Information Statement introduced in Junos OS Release 10.2.

Statement introduced in Junos OS Release 10.2 for EX Series switches.

Description List one or more tunnel-capable PICs to be used for creating multicast tunnel (mt)

interfaces. Creating a PIC list enables you to control the load-balancing implementation.

Tunnel-capable PICs include:

• Adaptive Services PIC

• Multiservices PIC or Multiservices DPC

• Tunnel Services PIC

• On MX Series routers, a PIC created with the tunnel-services statement at the [edit

chassis fpc slot-number pic number] hierarchy level.

The physical position of the PIC in the routing device determines the multicast tunnel

interface name. For example, if you have an Adaptive Services PIC installed in FPC slot

0 and PIC slot 0, the corresponding multicast tunnel interface name is mt-0/0/0. The

same is true for Tunnel Services PICs, Multiservices PICs, and Multiservices DPCs.

Default Multicast tunnel interfaces are created on all available tunnel-capable PICs, based on a

round-robin algorithm.

Options mt-fpc/pic/port—Interface that is automatically generated when a tunnel-capable PIC

is installed in the routing device.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Load Balancing Multicast Tunnel Interfaces Among Available PICs on page 503
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version (BFD)

Syntax version (0 | 1 | automatic);

Hierarchy Level [edit protocols piminterface interface-name bfd-liveness-detection],
[edit routing-instances routing-instance-name protocols pim interface interface-name
bfd-liveness-detection]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the bidirectional forwarding detection (BFD) protocol version that you want to

detect.

Options Configure the BFD version to detect: 1 (BFD version 1) or automatic (autodetect the BFD

version)

Default: automatic

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring BFD for PIM on page 147
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version (PIM)

Syntax version version;

Hierarchy Level [edit logical-systems logical-system-name protocols pim interface interface-name],
[edit logical-systems logical-system-name protocols pim rp static address address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim rp static address address],

[edit protocols pim interface interface-name],
[edit protocols pim rp static address address],
[edit routing-instances routing-instance-name protocols pim interface interface-name],
[edit routing-instances routing-instance-name protocols pim rp static address address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Specify the version of PIM.

Options version—PIM version number.

Range: 1 or 2

Default: PIMv1 for rendezvous point (RP) mode (at the [edit protocols pim rp static

address address] hierarchy level). PIMv2 for interface mode (at the [edit protocols

pim interface interface-name] hierarchy level).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling PIM Sparse Mode on page 55

• Configuring PIM Dense Mode Properties on page 172

• Configuring PIM Sparse-Dense Mode Properties on page 174
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vlan (PIM Snooping)

Syntax vlan <vlan-id>{
no-dr-flood;
}

Hierarchy Level [edit routing-instances <instance-name> protocols pim-snooping],
[edit logical-systems<logical-system-name> routing-instances<instance-name>protocols
pim-snooping]

Description Configure PIM snooping parameters for a VLAN.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• vlan

vpn-group-address

Syntax vpn-group-address address;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure the group address for the Layer 3 VPN in the service provider’s network.

Options address—Address for the Layer 3 VPN in the service provider’s network.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Multicast Layer 3 VPNs

• Multicast Protocols Configuration Guide
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wildcard-source (PIM RPF Selection)

Syntax wildcard-source {
next-hop next-hop-address;

}

Hierarchy Level [edit routing-instances routing-instance-name protocols pim rpf-selection group
group-address],

[edit routing-instances routing-instance-name protocols pim rpf-selection prefix-list
prefix-list-addresses]

Release Information Statement introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Use a wildcard for the multicast source instead of (or in addition to) a specific multicast

source.

The remaining statements are explained separately.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Example: Configuring PIM RPF Selection on page 250

Copyright © 2013, Juniper Networks, Inc.704

Multicast Protocols Configuration Guide



CHAPTER 18

IGMP Configuration Statements

accounting (Protocols IGMP Interface)

Syntax (accounting | no-accounting);

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable or disable the collection of IGMP join and leave event statistics for an interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Recording IGMP Join and Leave Events on page 322

accounting (Protocols IGMP)

Syntax accounting;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit protocols igmp]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable the collection of IGMP join and leave event statistics on the system.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Recording IGMP Join and Leave Events on page 322

705Copyright © 2013, Juniper Networks, Inc.



disable (Protocols IGMP)

Syntax disable;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Disable IGMP on the system.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Disabling IGMP on page 326

exclude (Protocols IGMP)

Syntax exclude;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name static
groupmulticast-group-address],

[edit protocols igmp interface interface-name static groupmulticast-group-address]

Release Information Statement introduced in Junos OS Release 9.3.

Description Configure the static group to operate in exclude mode. In exclude mode all sources except

the address configured are accepted for the group. If this statement is not included, the

group operates in include mode.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP Static Group Membership on page 315
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group (Protocols IGMP)

Syntax groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name static],
[edit protocols igmp interface interface-name static]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the IGMP multicast group address and (optionally) the source address for the

multicast group being statically configured on an interface.

NOTE: Youmust specify a unique address for each group.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP Static Group Membership on page 315
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group-count (Protocols IGMP)

Syntax group-count number;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name static
groupmulticast-group-address],

[edit protocols igmp interface interface-name static groupmulticast-group-address]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the number of static groups to be created.

Options number—Number of static groups.

Default:

Range: 1 through 512

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP Static Group Membership on page 315

group-increment (Protocols IGMP)

Syntax group-increment increment;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name static
groupmulticast-group-address],

[edit protocols igmp interface interface-name static groupmulticast-group-address]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the number of times the address should be incremented for each static group

created. The increment is specified in dotted decimal notation similar to an IPv4 address.

Options increment—Number of times the address should be incremented.

Default: 0.0.0.1

Range: 0.0.0.1 through 255.255.255.255

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP Static Group Membership on page 315
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group-limit

Syntax group-limit limit;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 10.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure a limit for the number of multicast groups (or [S,G] channels in IGMPv3)

allowed on an interface. After this limit is reached, new reports are ignored and all related

flows are not flooded on the interface.

To confirm the configured group limit on the interface, use the show igmp interface

command.

Default By default, there is no limit to the number of multicast groups that can join the interface.

Options limit—group limit value for the interface.

Range: 1 through 32767

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Limiting the Number of IGMP Multicast Group Joins on Logical Interfaces on page 323

• group-threshold on page 711

• log-interval on page 716
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group-policy (Protocols IGMP)

Syntax group-policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description When this statement is enabled on a router running IGMP version 2 (IGMPv2) or version 3

(IGMPv3), after the router receives an IGMP report, the router compares the group against

the specified group policy and performs the action configured in that policy (for example,

rejects the report).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Filtering Unwanted IGMP Reports at the IGMP Interface Level on page 312
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group-threshold (Protocols IGMP Interface)

Syntax group-threshold value;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 12.2.

Description Specify the threshold at which a warning message is logged for the multicast groups

received on a logical interface. The threshold is a percentage of the maximum number

of multicast groups allowed on a logical interface.

For example, if you configure a maximum number of 1,000 incoming multicast groups,

and you configure a threshold value of 90 percent, warning messages are logged in the

system log when the interface receives 900 groups.

To confirm the configured group threshold on the interface, use the show igmp interface

command.

Default By default, there is no configured threshold value.

Options value—Percentage of the maximum number of multicast groups allowed on the interface

that starts triggering the warning. You configure a percentage of thegroup-limitvalue

that starts triggering the warnings. You must explicitly configure the group-limit to

configure a threshold value.

Range: 1 through 100

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Limiting the Number of IGMP Multicast Group Joins on Logical Interfaces on page 323

• group-limit on page 709

• log-interval on page 716
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igmp

Syntax igmp {
accounting;
interface interface-name {
disable;
(accounting | no-accounting);
group-limit limit;
group-policy [ policy-names ];
group-threshold
immediate-leave;
log-interval
oif-mapmap-name;
passive;
promiscuous-mode;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name;
static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}
query-interval seconds;
query-last-member-interval seconds;
query-response-interval seconds;
robust-count number;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols],
[edit protocols]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable IGMP on the router. IGMP must be enabled for the router to receive multicast

packets.

The remaining statements are explained separately.
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Default IGMP is disabled on the router. IGMP is automatically enabled on all broadcast interfaces

when you configure Protocol Independent Multicast (PIM) or Distance Vector Multicast

Routing Protocol (DVMRP).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP on page 309
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immediate-leave (Protocols IGMP)

Syntax immediate-leave;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description The immediate leave setting is useful for minimizing the leave latency of IGMP

memberships. When this setting is enabled, the routing device leaves the multicast group

immediately after the last host leaves the multicast group.

Starting in Junos OS Release 9.3, both IGMP version 2 and IGMP version 3 do host tracking

when the immediate-leave statement is configured. This means that the multicast group

leaves only when the last host leaves. The routing device keeps track of the hosts that

send join messages. This allows IGMP to determine when the last host sends a leave

message for the multicast group.

When the immediate leave setting is enabled, the device removes an interface from the

forwarding-table entry without first sending IGMP group-specific queries to the interface.

The interface is pruned from the multicast tree for the multicast group specified in the

IGMP leave message. The immediate leave setting ensures optimal bandwidth

management for hosts on a switched network, even when multiple multicast groups are

being used simultaneously.

When immediate leave is disabled and one host sends a leave group message, the routing

device first sends a group query to determine if another receiver responds. If no receiver

responds, the routing device removes all hosts on the interface from the multicast group.

Immediate leave is disabled by default for both IGMP version 2 and IGMP version 3.

NOTE: Although host tracking is enabled for IGMPv2 andMLDv1 when you
enable immediate leave, use immediate leavewith these versions onlywhen
there is one host on the interface. The reason is that IGMPv2 andMLDv1 use
a report suppressionmechanismwherebyonlyonehostonan interfacesends
a group join report in response to amembership query. The other interested
hosts suppress their reports. The purpose of this mechanism is to avoid a
flood of reports for the same group. But it also interferes with host tracking,
because the router only knows about the one interested host and does not
know about the others.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Specifying Immediate-Leave Host Removal for IGMP on page 311

interface (Protocols IGMP)

Syntax interface interface-name {
disable;
(accounting | no-accounting);
group-limit limit;
group-policy [ policy-names ];
immediate-leave;
oif-mapmap-name;
passive;
promiscuous-mode;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name;
static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit protocols igmp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable IGMP on an interface and configure interface-specific properties.

Options interface-name—Name of the interface. Specify the full interface name, including the

physical and logical address components. To configure all interfaces, you can specify

all.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP on page 309
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log-interval (Protocols IGMP Interface)

Syntax log-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 12.2.

Description Specify the minimum time interval (in seconds) between sending consecutive log

messages to the system log for multicast groups. To configure the time interval, you must

specify the maximum number of multicast groups allowed on the interface. You must

configure the group-limit statement before you configure the log-interval statement.

To confirm the configured log interval on the interface, use the show igmp interface

command.

Default By default, there is no configured time interval.

Options seconds—Minimum time interval (in seconds) between log messages. You must explicitly

configure the group-limit to configure a time interval to send log messages.

Range: 6 through 32,767 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Limiting the Number of IGMP Multicast Group Joins on Logical Interfaces on page 323

• group-limit on page 709

• group-threshold on page 711
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maximum-transmit-rate (Protocols IGMP)

Syntax maximum-transmit-rate packets-per-second;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit protocols igmp]

Release Information Statement introduced in Junos OS Release 9.3.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Limit the transmission rate of IGMP packets

Options packets-per-second—Maximum number of IGMP packets transmitted in one second by

the router.

Range: 1 through 10000

Default: 500 packets

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Limiting the Maximum IGMP Message Rate on page 315

oif-map

Syntax oif-mapmap-name;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Associates an outgoing interface (OIF) map to the IGMP interface. The OIF map is a

routing policy statement that can contain multiple terms.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast with Subscriber VLANs on page 270
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passive (IGMP)

Syntax passive <allow-receive> <send-general-query> <send-group-query>;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 9.6.

allow-receive, send-general-query, and send-group-query options were added in Junos

OS Release 10.0.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify that IGMP run on the interface and either not send and receive control traffic or

selectively send and receive control traffic such as IGMP reports, queries, and leaves.

NOTE: You can selectively activate up to two out of the three available
options for the passive statement while keeping the other functions passive

(inactive). Activating all three options would be equivalent to not using the
passive statement.

Options allow-receive—Enables IGMP to receive control traffic on the interface.

send-general-query—Enables IGMP to send general queries on the interface.

send-group-query—Enables IGMP to send group-specific and group-source-specific

queries on the interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast with Subscriber VLANs on page 270

• Enabling IGMP on page 309
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promiscuous-mode (Protocols IGMP)

Syntax promiscuous-mode;

Hierarchy Level [edit dynamic-profiles profile-name protocols igmp interface interface-name],
[edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 9.2 for dynamic profiles.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify that the interface accepts IGMP reports from hosts on any subnetwork. Note

that when enabling promiscuous-mode, all routers on the ethernet segment must be

configured with the promiscuous mode statement. Otherwise, only the interface

configured with lowest IPv4 address acts as the querier for IGMP for this Ethernet segment.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Dynamic Profile for Client Access

• Accepting IGMP Messages from Remote Subnetworks on page 312

query-interval (Protocols IGMP)

Syntax query-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit protocols igmp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify how often the querier router sends general host-query messages.

Options seconds—Time interval.

Range: 1 through 1024

Default: 125 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Modifying the IGMP Host-Query Message Interval on page 309

• query-last-member-interval (Protocols IGMP) on page 720

• query-response-interval (Protocols IGMP) on page 721
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query-last-member-interval (Protocols IGMP)

Syntax query-last-member-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit protocols igmp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify how often the querier router sends group-specific query messages.

Options seconds—Time interval, in fractions of a second or seconds.

Range: 0.1 through 0.9, then in 1-second intervals 1 through 999999

Default: 1 second

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Modifying the IGMP Last-Member Query Interval on page 313

• query-interval (Protocols IGMP) on page 719

• query-response-interval (Protocols IGMP) on page 721
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query-response-interval (Protocols IGMP)

Syntax query-response-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit protocols igmp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify how long the querier router waits to receive a response to a host-query message

from a host.

Options seconds—The query response interval must be less than the query interval.

Range: 1 through 1024

Default: 10 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Modifying the IGMP Query Response Interval on page 310

• query-interval (Protocols IGMP) on page 719

• query-last-member-interval (Protocols IGMP) on page 720
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robust-count (Protocols IGMP)

Syntax robust-count number;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit protocols igmp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Tune the expected packet loss on a subnet. This factor is used to calculate the group

member interval, other querier present interval, and last-member query count.

Options number—Robustness variable.

Range: 2 through 10

Default: 2

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Modifying the IGMP Robustness Variable on page 314
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source (Protocols IGMP)

Syntax source ip-address {
source-count number;
source-increment increment;

}

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name static
groupmulticast-group-address],

[edit protocols igmp interface interface-name static groupmulticast-group-address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the IP version 4 (IPv4) unicast source address for the multicast group being

statically configured on an interface.

Options ip-address—IPv4 unicast address.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP Static Group Membership on page 315
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source-count (Protocols IGMP)

Syntax source-count number;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name static
groupmulticast-group-address source],

[edit protocols igmp interface interface-name static groupmulticast-group-address source]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the number of multicast source addresses that should be accepted for each

static group created.

Options number—Number of source addresses.

Default: 1

Range: 1 through 1024

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP Static Group Membership on page 315

source-increment (Protocols IGMP)

Syntax source-increment number;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name static
groupmulticast-group-address source],

[edit protocols igmp interface interface-name static groupmulticast-group-address source]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the number of times the multicast source address should be incremented for

each static group created. The increment is specified in dotted decimal notation similar

to an IPv4 address.

Options increment—Number of times the source address should be incremented.

Default: 0.0.0.1

Range: 0.0.0.1 through 255.255.255.255

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP Static Group Membership on page 315
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ssm-map (Protocols IGMP)

Syntax ssm-map ssm-map-name;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Apply an SSM map to an IGMP interface.

Options ssm-map-name—Name of SSM map.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring SSM Mapping on page 263

ssm-map-policy (IGMP)

Syntax ssm-map-policy ssm-map-policy-name;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Apply an SSM map policy to an IGMP interface.

Options ssm-map-policy-name—Name of SSM map policy.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring SSM Maps for Different Groups to Different Sources on page 326
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static (Protocols IGMP)

Syntax static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Test multicast forwarding on an interface without a receiver host.

The static statement simulates IGMP joins on a routing device statically on an interface

without any IGMP hosts. It is supported for both IGMPv2 and IGMPv3 joins. This statement

is especially useful for testing multicast forwarding on an interface without a receiver

host.

NOTE: Toprevent joining toomany groups accidentally, the static statement

is not supported with the interface all statement.

The remaining statements are explained separately.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Enabling IGMP Static Group Membership on page 315
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traceoptions (Protocols IGMP)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit protocols igmp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure IGMP tracing options.

To specify more than one tracing operation, include multiple flag statements.

To trace the paths of multicast packets, use the mtrace command.

Default The default IGMP trace options are those inherited from the routing protocols traceoptions

statement included at the [edit routing-options] hierarchy level.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

name within quotation marks. All files are placed in the directory /var/log. We

recommend that you place tracing output in the file igmp-log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until the maximum number of trace files is reached. Then the oldest trace file

is overwritten.

If you specify a maximum number of files, you must also include the size statement to

specify the maximum file size.

Range: 2 through 1000 files

Default: 2 files

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements.

IGMP Tracing Flags

• leave—Leave group messages (for IGMP version 2 only).

• mtrace—Mtrace packets. Use the mtrace command to troubleshoot the software.

• packets—All IGMP packets.
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• query—IGMP membership query messages, including general and group-specific queries.

• report—Membership report messages.

Global Tracing Flags

• all—All tracing operations

• general—A combination of the normal and route trace operations

• normal—All normal operations

Default: If you do not specify this option, only unusual or abnormal operations are traced.

• policy—Policy operations and actions

• route—Routing table changes

• state—State transitions

• task—Interface transactions and processing

• timer—Timer usage

flag-modifier—(Optional) Modifier for the tracing flag. You can specify one or more of

these modifiers:

• detail—Detailed trace information

• receive—Packets being received

• send—Packets being transmitted

no-stamp—(Optional) Do not place timestamp information at the beginning of each line

in the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of

each line of the tracing output.

no-world-readable—(Optional) Do not allow users to read the log file.

replace—(Optional) Replace an existing trace file if there is one.

Default: If you do not include this option, tracing output is appended to an existing trace

file.

size size—(Optional) Maximum size of each trace file, in kilobytes (KB), megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0. When trace-file again reaches this size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.
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If you specify a maximum file size, you must also include the files statement to specify

the maximum number of trace files.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through the maximum file size supported on your system

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing IGMP Protocol Traffic on page 324

version (Protocols IGMP)

Syntax version version;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp interface interface-name],
[edit protocols igmp interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify the version of IGMP.

Options version—IGMP version number.

Range: 1, 2, or 3

Default: IGMP version 2

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Changing the IGMP Version on page 315
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CHAPTER 19

MLD Configuration Statements

accounting (Protocols MLD Interface)

Syntax (accounting | no-accounting);

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name],
[edit protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 9.1.

Description Enable or disable the collection of MLD join and leave event statistics for an interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Recording MLD Join and Leave Events on page 349

accounting (Protocols MLD)

Syntax accounting;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld],
[edit protocolsmld]

Release Information Statement introduced in Junos OS Release 9.1.

Description Enable the collection of MLD join and leave event statistics on the system.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Recording MLD Join and Leave Events on page 349
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disable (Protocols MLD)

Syntax disable;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name],
[edit protocolsmld interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Disable MLD on the system.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Disabling MLD on page 354

exclude (Protocols MLD)

Syntax exclude;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name static
groupmulticast-group-address],

[edit protocolsmld interface interface-name static groupmulticast-group-address]

Release Information Statement introduced in Junos OS Release 9.3.

Description Configure the static group to operate in exclude mode. In exclude mode all sources except

the address configured are accepted for the group. By default, the group operates in

include mode.

Required Privilege
Level

view-level—To view this statement in the configuration.

control-level—To add this statement to the configuration.

Related
Documentation

• Enabling MLD Static Group Membership on page 342
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group (Protocols MLD)

Syntax groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name static],
[edit protocolsmld interface interface-name static]

Release Information Statement introduced before Junos OS Release 7.4.

Description The MLD multicast group address and (optionally) the source address for the multicast

group being statically configured on an interface.

Options multicast-group-address—Address of the group.

NOTE: Youmust specify a unique address for each group.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling MLD Static Group Membership on page 342
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group-count (Protocols MLD)

Syntax group-count number;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name static
groupmulticast-group-address],

[edit protocolsmld interface interface-name static groupmulticast-group-address]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure the number of static groups to be created.

Options number—Number of static groups.

Default: 1

Range: 1 through 512

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling MLD Static Group Membership on page 342

group-increment (Protocols MLD)

Syntax group-increment increment;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name static
groupmulticast-group-address],

[edit protocolsmld interface interface-name static groupmulticast-group-address]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure the number of times the address should be incremented for each static group

created. The increment is specified in a format similar to an IPv6 address.

Options increment—Number of times the address should be incremented.

Default: ::1

Range: ::1 through ffff:ffff:ffff:ffff:ffff:ffff:ffff:ffff:

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling MLD Static Group Membership on page 342
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group-limit

Syntax group-limit limit;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name],
[edit protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 10.4.

Description Configure a limit for the number of multicast groups (or [S,G] channels in MLDv2) allowed

on a logical interface. After this limit is reached, new reports are ignored and all related

flows are not flooded on the interface.

To confirm the configured group limit on the interface, use the showmld interface

command.

Default By default, there is no limit to the number of multicast groups that can join the interface.

Options limit—group value limit for the interface.

Range: 1 through 32767

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Number of MLD Multicast Group Joins on Logical Interfaces on page 351

group-policy (Protocols MLD)

Syntax group-policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name],
[edit protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 9.1.

Description When a router running MLD version 1 or version 2 (MLDv1 or MLDv2), receives an MLD

report, the router compares the group against the specified group policy and performs

the action configured in that policy (for example, rejects the report).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Filtering Unwanted MLD Reports at the MLD Interface Level on page 339
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group-threshold (Protocols MLD Interface)

Syntax group-threshold value;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name],
[edit protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 12.2.

Description Specify the threshold at which a warning message is logged for the multicast groups

received on a logical interface. The threshold is a percentage of the maximum number

of multicast groups allowed on a logical interface.

For example, if you configure a maximum number of 1,000 incoming multicast groups,

and you configure a threshold value of 90 percent, warning messages are logged in the

system log when the interface receives 900 groups.

To confirm the configured group threshold on the interface, use the showmld interface

command.

Default By default, there is no configured threshold value.

Options value—Percentage of the maximum number of multicast groups allowed on the interface

that starts triggering the warning. You configure a percentage of thegroup-limitvalue

that starts triggering the warnings. You must explicitly configure the group-limit to

configure a threshold value.

Range: 1 through 100

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Number of MLD Multicast Group Joins on Logical Interfaces on page 351

• group-limit on page 735

• log-interval on page 739

Copyright © 2013, Juniper Networks, Inc.736

Multicast Protocols Configuration Guide



immediate-leave (Protocols MLD)

Syntax immediate-leave;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name],
[edit protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 8.3.

Description The immediate leave setting is useful for minimizing the leave latency of MLD

memberships. When this setting is enabled, the routing device leaves the multicast group

immediately after the last host leaves the multicast group.

The immediate-leave setting enables host tracking, meaning that the device keeps track

of the hosts that send join messages. This allows MLD to determine when the last host

sends a leave message for the multicast group.

When the immediate leave setting is enabled, the device removes an interface from the

forwarding-table entry without first sending MLD group-specific queries to the interface.

The interface is pruned from the multicast tree for the multicast group specified in the

MLD leave message. The immediate leave setting ensures optimal bandwidth

management for hosts on a switched network, even when multiple multicast groups are

being used simultaneously.

When immediate leave is disabled and one host sends a leave group message, the routing

device first sends a group query to determine if another receiver responds. If no receiver

responds, the routing device removes all hosts on the interface from the multicast group.

Immediate leave is disabled by default for both MLD version 1 and MLD version 2.

NOTE: Although host tracking is enabled for IGMPv2 andMLDv1 when you
enable immediate leave, use immediate leavewith these versions onlywhen
there is one host on the interface. The reason is that IGMPv2 andMLDv1 use
a report suppressionmechanismwherebyonlyonehostonan interfacesends
a group join report in response to amembership query. The other interested
hosts suppress their reports. The purpose of this mechanism is to avoid a
flood of reports for the same group. But it also interferes with host tracking,
because the router only knows about the one interested host and does not
know about the others.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Specifying Immediate-Leave Host Removal for MLD on page 338
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interface (Protocols MLD)

Syntax interface interface-name {
disable;
(accounting | no-accounting);
group-limit limit;
group-policy [ policy-names ];
group-threshold value;
immediate-leave;
log-interval seconds;
oif-map [map-names ];
passive;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name;
static {
groupmulticast-group-address {
exclude;
group-count number
group-increment increment
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}

Hierarchy Level [edit logical-systems logical-system-name protocolsmld],
[edit protocolsmld]

Release Information Statement introduced before Junos OS Release 7.4.

Description Enable MLD on an interface and configure interface-specific properties.

Options interface-name—Name of the interface. Specify the full interface name, including the

physical and logical address components. To configure all interfaces, you can specify

all.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling MLD on page 335
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log-interval (Protocols MLD Interface)

Syntax log-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name],
[edit protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 12.2.

Description Specify the minimum time interval (in seconds) between sending consecutive log

messages to the system log for multicast groups. To configure the time interval, you must

specify the maximum number of multicast groups allowed on the interface.

To confirm the configured log interval on the interface, use the showmld interface

command.

Default By default, there is no configured time interval.

Options seconds—Minimum time interval (in seconds) between log messages. You must explicitly

configure the group-limit to configure a time interval to send log messages.

Range: 6 through 32,767 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Number of MLD Multicast Group Joins on Logical Interfaces on page 351

• group-limit on page 735

• group-threshold on page 736
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maximum-transmit-rate (Protocols MLD)

Syntax maximum-transmit-rate packets-per-second;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld],
[edit protocolsmld]

Release Information Statement introduced in Junos OS Release 9.3.

Description Limit the transmission rate of MLD packets.

Options packets-per-second—Maximum number of MLD packets transmitted in one second by

the router.

Range: 1 through 10000

Default: 500 packets

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Limiting the Maximum MLD Message Rate on page 341
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mld

Syntax mld {
accounting;
interface interface-name {
(accounting | no-accounting);
disable;
group-limit limit;
group-policy [ policy-names ];
immediate-leave;
oif-map [map-names ];
passive;
ssm-map ssm-map-name;
ssm-map-policy ssm-map-policy-name;
static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}
version version;

}
maximum-transmit-rate packets-per-second;
query-interval seconds;
query-last-member-interval seconds;
query-response-interval seconds;
robust-count number;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols],
[edit protocols]

Release Information Statement introduced before Junos OS Release 7.4.

Description Enable MLD on the router. MLD must be enabled for the router to receive multicast

packets.

Default MLD is disabled on the router. MLD is automatically enabled on all broadcast interfaces

when you configure Protocol Independent Multicast (PIM) or Distance Vector Multicast

Routing Protocol (DVMRP).

Options The statements are explained separately.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling MLD on page 335

oif-map

Syntax oif-mapmap-name;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name],
[edit protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 9.6.

Description Associate an outgoing interface (OIF) map to an MLD logical interface. The OIF map is

a routing policy statement that can contain multiple terms.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast with Subscriber VLANs on page 270
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passive (MLD)

Syntax passive <allow-receive> <send-general-query> <send-group-query>;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name],
[edit protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 9.6.

allow-receive, send-general-query, and send-group-query options added in Junos OS

Release 10.0.

Description Specify that MLD run on the interface and either not send and receive control traffic or

selectively send and receive control traffic such as MLD reports, queries, and leaves.

NOTE: You can selectively activate up to two out of the three available
options for the passive statement while keeping the other functions passive

(inactive). Activating all three options is equivalent to not using the passive

statement.

Options allow-receive—Enables MLD to receive control traffic on the interface.

send-general-query—Enables MLD to send general queries on the interface.

send-group-query—Enables MLD to send group-specific and group-source-specific queries

on the interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast with Subscriber VLANs on page 270
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query-interval (Protocols MLD)

Syntax query-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld],
[edit protocolsmld]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify how often the querier router sends general host-query messages.

Options seconds—Time interval.

Range: 1 through 1024

Default: 125 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Modifying the MLD Host-Query Message Interval on page 336

• query-last-member-interval (Protocols MLD) on page 744

• query-response-interval (Protocols MLD) on page 745

query-last-member-interval (Protocols MLD)

Syntax query-last-member-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld],
[edit protocolsmld]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify how often the querier router sends group-specific query messages.

Options seconds—Time interval, in fractions of a second or seconds.

Range: 0.1 through 0.9, then in 1-second intervals from 1 through 1024

Default: 1 second

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Modifying the MLD Last-Member Query Interval on page 338

• query-interval (Protocols MLD) on page 744

• query-response-interval (Protocols MLD) on page 745
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query-response-interval (Protocols MLD)

Syntax query-response-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld],
[edit protocolsmld]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Specify how long the querier router waits to receive a response to a host-query message

from a host.

Options seconds—Time interval. This interval must be less than the interval between general

host-query messages.

Range: 1 through 1024

Default: 10 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Modifying the MLD Query Response Interval on page 337

• query-interval (Protocols MLD) on page 744

• query-last-member-interval (Protocols MLD) on page 744

robust-count (Protocols MLD)

Syntax robust-count number;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld],
[edit protocolsmld]

Release Information Statement introduced before Junos OS Release 7.4.

Description Tune for the expected packet loss on a subnet.

Options number—Time interval. This interval must be less than the interval between general

host-query messages.

Range: 2 through 10

Default: 2 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Modifying the MLD Robustness Variable on page 340
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source (Protocols MLD)

Syntax source ip-address {
source-count number;
source-increment increment;

}

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name static
groupmulticast-group-address],

[edit protocolsmld interface interface-name static groupmulticast-group-address]

Release Information Statement introduced before Junos OS Release 7.4.

Description IP version 6 (IPv6) unicast source address for the multicast group being statically

configured on an interface.

Options ip-address—One or more IPv6 unicast addresses.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling MLD Static Group Membership on page 342

source-count (Protocols MLD)

Syntax source-count number;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name static
groupmulticast-group-address source],

[edit protocolsmld interface interface-name static groupmulticast-group-address source]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure the number of multicast source addresses that should be accepted for each

static group created.

Options number—Number of source addresses.

Default: 1

Range: 1 through 1024

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling MLD Static Group Membership on page 342
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source-increment (Protocols MLD)

Syntax source-increment number;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name static
groupmulticast-group-address source],

[edit protocolsmld interface interface-name static groupmulticast-group-address source]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure the number of times the address should be incremented for each static group

created. The increment is specified in a format similar to an IPv6 address.

Options increment—Number of times the source address should be incremented.

Default: ::1

Range: ::1 through ffff:ffff:ffff:ffff:ffff:ffff:ffff:ffff:

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling MLD Static Group Membership on page 342

ssm-map (Protocols MLD)

Syntax ssm-map ssm-map-name;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name],
[edit protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 7.4.

Description Apply an SSM map to an MLD interface.

Options ssm-map-name—Name of SSM map.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring SSM Mapping on page 263
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ssm-map-policy (MLD)

Syntax ssm-map-policy ssm-map-policy-name;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name],
[edit protocolsmld interface interface-name]

Release Information Statement introduced in Junos OS Release 11.4.

Description Apply an SSM map policy to an MLD interface.

Options ssm-map-policy-name—Name of SSM map policy.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring SSM Maps for Different Groups to Different Sources on page 326
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static (Protocols MLD)`

Syntax static {
groupmulticast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;

}
}

}

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name],
[edit protocolsmld interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Test multicast forwarding on an interface.

The static statement simulates MLD joins on a routing device statically on an interface

without any MLD hosts. It is supported for both MLDv1 and MLDv2 joins. This statement

is especially useful for testing multicast forwarding on an interface without a receiver

host.

NOTE: Toprevent joining toomany groups accidentally, the static statement

is not supported with the interface all statement.

The remaining statements are explained separately.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Enabling MLD Static Group Membership on page 342
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traceoptions (Protocols MLD)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name protocolsmld],
[edit protocolsmld]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure MLD tracing options.

To specify more than one tracing operation, include multiple flag statements.

To trace the paths of multicast packets, use the mtrace command.

Default The default MLD trace options are those inherited from the traceoptions statement

included at the [edit routing-options] hierarchy level.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

name within quotation marks. All files are placed in the directory /var/log. We

recommend that you place tracing output in the file mld-log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until the maximum number of trace files is reached. Then the oldest trace file

is overwritten.

If you specify a maximum number of files, you must also include the size statement to

specify the maximum file size.

Range: 2 through 1000 files

Default: 2 files

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements.

MLD Tracing Flags

• leave—Leave group messages.

• mtrace—Mtrace packets. Use the mtrace command to troubleshoot the software.

• packets—All MLD packets.

• query—MLD membership query messages, including general and group-specific queries.
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• report—Membership report messages.

Global Tracing Flags

• all—All tracing operations

• general—A combination of the normal and route trace operations

• normal—Traces errors and significant events during normal packet processing

Default: If you do not specify this option, only unusual or abnormal operations are traced.

• policy—Policy operations and actions

• route—Routing table changes

• state—State transitions

• task—Interface transactions and processing

• timer—Timer usage

flag-modifier—(Optional) Modifier for the tracing flag. You can specify one or more of

these modifiers:

• detail—Detailed trace information

• receive—Packets being received

• send—Packets being transmitted

no-stamp—(Optional) Do not place timestamp information at the beginning of each line

in the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of

each line of the tracing output.

no-world-readable—(Optional) Do not allow users to read the log file.

replace—(Optional) Replace an existing trace file if there is one.

Default: If you do not include this option, tracing output is appended to an existing trace

file.

size size—(Optional) Maximum size of each trace file, in kilobytes (KB), megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0. When trace-file again reaches this size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.
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If you specify a maximum file size, you must also include the files statement to specify

the maximum number of trace files.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through the maximum file size supported on your system

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing MLD Protocol Traffic on page 352

version (Protocols MLD)

Syntax version version;

Hierarchy Level [edit logical-systems logical-system-name protocolsmld interface interface-name],
[edit protocolsmld interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure the MLD version explicitly. MLD version 2 (MLDv2) is used only to support

source-specific multicast (SSM).

Options version—MLD version to run on the interface.

Range: 1 or 2

Default: 1 (MLDv1)

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Modifying the MLD Version on page 336
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CHAPTER 20

IGMPSnoopingConfigurationStatements

group (Bridge Domains)

Syntax group ip-address {
source-address ip-address;

}

Hierarchy Level [editbridge-domainsbridge-domain-nameprotocols igmp-snooping interface interface-name
static],

[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id interface
interface-name static],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name static],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
vlan vlan-id igmp-snooping interface interface-name static]

Release Information Statement introduced in Junos OS Release 8.5.

Description Configure the IGMP multicast group address that receives data on an interface and

(optionally) a source address for certain packets.

Options ip-address—Group address.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 361
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group-limit

Syntax group-limit limit;

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping interface
interface-name],

[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id interface
interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
vlan vlan-id igmp-snooping interface interface-name]

Release Information Statement introduced in Junos OS Release 8.5.

Description Configure a limit for the number of multicast groups (or [S,G] channels in IGMPv3)

allowed on an interface. After this limit is reached, new reports are ignored and all related

flows are not flooded on the interface.

Default By default, there is no limit to the number of multicast groups joining an interface.

Options limit—a 32-bit number for the limit on the interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 361
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host-only-interface

Syntax host-only-interface;

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping interface
interface-name],

[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id interface
interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
vlan vlan-id igmp-snooping interface interface-name]

Release Information Statement introduced in Junos OS Release 8.5.

Description Configure an interface as a host-facing interface. IGMP queries received on these interfaces

are dropped.

Default The interface can either be a host-side or multicast-router interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 361

• multicast-router-interface on page 760
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igmp-snooping

Syntax igmp-snooping {
immediate-leave;
interface interface-name {
group-limit limit;
host-only-interface;
immediate-leave;
multicast-router-interface;
static {
group ip-address {
source ip-address;

}
}

}
proxy {
source-address ip-address;

}
query-interval seconds;
query-last-member-interval seconds;
query-response-interval seconds;
robust-count number;
vlan vlan-id {
immediate-leave;
interface interface-name {
group-limit limit;
host-only-interface;
immediate-leave;
multicast-router-interface;
static {
group ip-address {
source ip-address;

}
}

}
proxy {
source-address ip-address;

}
query-interval seconds;
query-last-member-interval seconds;
query-response-interval seconds;
robust-count number;

}
}

Hierarchy Level [edit bridge-domains bridge-domain-name protocols],
[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols]
[edit routing-instances routing-instance-name protocols]
[edit protocols]

Release Information Statement introduced in Junos OS Release 8.5.

Description Enable IGMP snooping on the router.
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Default IGMP snooping is disabled on the router.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding IGMP Snooping on page 356

• IGMP Snooping in MC-LAG Active-Active on MX Series Routers Overview
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immediate-leave (Bridge Domains)

Syntax immediate-leave;

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping],
[edit bridge-domains bridge-domain-name protocols igmp-snooping interface
interface-name],

[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id interface
interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
vlan vlan-id igmp-snooping interface interface-name]

Release Information Statement introduced in Junos OS Release 8.5.

Description The immediate leave setting is useful for minimizing the leave latency of IGMP

memberships. When this setting is enabled, the routing device leaves the multicast group

immediately after the last host leaves the multicast group.

The immediate-leave setting enables host tracking, meaning that the device keeps track

of the hosts that send join messages. This allows IGMP to determine when the last host

sends a leave message for the multicast group.

When the immediate leave setting is enabled, the device removes an interface from the

forwarding-table entry without first sending IGMP group-specific queries to the interface.

The interface is pruned from the multicast tree for the multicast group specified in the

IGMP leave message. The immediate leave setting ensures optimal bandwidth

management for hosts on a switched network, even when multiple multicast groups are

being used simultaneously.

When immediate leave is disabled and one host sends a leave group message, the routing

device first sends a group query to determine if another receiver responds. If no receiver

responds, the routing device removes all hosts on the interface from the multicast group.

Immediate leave is disabled by default for both IGMP version 2 and IGMP version 3.

NOTE: Although host tracking is enabled for IGMPv2 andMLDv1 when you
enable immediate leave, use immediate leavewith these versions onlywhen
there is one host on the interface. The reason is that IGMPv2 andMLDv1 use
a report suppressionmechanismwherebyonlyonehostonan interfacesends
a group join report in response to amembership query. The other interested
hosts suppress their reports. The purpose of this mechanism is to avoid a
flood of reports for the same group. But it also interferes with host tracking,
because the router only knows about the one interested host and does not
know about the others.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 361

interface (Bridge Domains)

Syntax interface interface-name {
group-limit limit;
host-only-interface;
multicast-router-interface;
static {
group ip-address {
source ip-address;

}
}

}

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping],
[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id],
[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
vlan vlan-id igmp-snooping]

Release Information Statement introduced in Junos OS Release 8.5.

Description Enable IGMP snooping on an interface and configure interface-specific properties.

Options interface-name—Name of the interface. Specify the full interface name, including the

physical and logical address components. To configure all interfaces, you can specify

all.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 361
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multicast-router-interface (IGMP Snooping)

Syntax multicast-router-interface;

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping interface
interface-name],

[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id interface
interface-name],

[edit protocols igmp-snooping vlan (all | vlan-name) interface (all | interface-name)]
[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
vlan vlan-id igmp-snooping interface interface-name]

Release Information Statement introduced in Junos OS Release 8.5.

Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description Statically configure the interface as an IGMP snooping multicast-router interface—that

is, an interface that faces toward a multicast router or other IGMP querier.

NOTE: If the specified interface is a trunk port, the interface becomes a
multicast-router interface for all VLANs configured on the trunk port. In
addition, all unregisteredmulticast packets, whether they are IPv4 or IPv6
packets, are forwarded to themulticast router interface, even if the interface
is configured as amulticast router interface only for IGMP snooping.

Configure an interface as a bridge interface toward other multicast routers.

Default The interface can either be a host-side or multicast-router interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on EX Series Switches

• Example: Configuring IGMP Snooping on page 361

• Configuring IGMP Snooping (CLI Procedure)

• IGMP Snooping in MC-LAG Active-Active on MX Series Routers Overview

• host-only-interface on page 755

• show igmp-snooping membership
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proxy (Bridge Domains)

Syntax proxy {
source-address ip-address;

}

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping],
[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id],
[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
vlan vlan-id igmp-snooping]

Release Information Statement introduced in Junos OS Release 8.5.

Description Configure proxy mode and options, including source address. All the queries generated

by IGMP snooping are sent using 0.0.0.0 as the source address in order to avoid

participating in IGMP querier election. Also, all reports generated by IGMP snooping are

sent with 0.0.0.0 as the source address unless there is a configured source address to

use.

Default By default, IGMP snooping does not employ proxy mode.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 361
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query-interval (Bridge Domains)

Syntax query-interval seconds;

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping interface
interface-name],

[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id interface
interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping vlan vlan-id interface interface-name]

Release Information Statement introduced before Junos OS Release 8.5.

Description Configure the interval for host-query message timeouts.

Options seconds—Time interval.

Range: 1 through 1024

Default: 125 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 361

• query-last-member-interval (Bridge Domains) on page 763

• query-response-interval (Bridge Domains) on page 764
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query-last-member-interval (Bridge Domains)

Syntax query-last-member-interval seconds;

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping interface
interface-name],

[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id interface
interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping vlan vlan-id interface interface-name]

Release Information Statement introduced in Junos OS Release 8.5.

Description Configure the interval for group-specific query timeouts.

Options seconds—Time interval, in fractions of a second or seconds.

Range: 0.1 through 0.9, then in 1-second intervals 1 through 1024

Default: 1 second

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 361

• query-interval on page 762

• query-response-interval on page 764
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query-response-interval (Bridge Domains)

Syntax query-response-interval seconds;

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping interface
interface-name],

[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id interface
interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping vlan vlan-id interface interface-name]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify how long to wait to receive a response to a specific query message from a host.

Options seconds—Time interval. This interval must be less than the host-query interval.

Range: 1 through 1024

Default: 10 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 361

• query-interval (Bridge Domains) on page 762

• query-last-member-interval (Bridge Domains) on page 763
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robust-count (Bridge Domains)

Syntax robust-count number;

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping interface
interface-name],

[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id interface
interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping vlan vlan-id interface interface-name]

Release Information Statement introduced in Junos OS Release 8.5.

Description Provide fine-tuning to allow for expected packet loss on a subnet. You can wait more

intervals if subnet packet loss is high and IGMP report messages might be lost.

Options number—Robust interval.

Range: 2 through 10

Default: 2

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 361

765Copyright © 2013, Juniper Networks, Inc.

Chapter 20: IGMP Snooping Configuration Statements



source (Bridge Domains)

Syntax source ip-address;

Hierarchy Level [editbridge-domainsbridge-domain-nameprotocols igmp-snooping interface interface-name
static group],

[editbridge-domainsbridge-domain-nameprotocols igmp-snooping interface interface-name
static group],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name static group],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
vlan vlan-id igmp-snooping interface interface-name static group]

Release Information Statement introduced in Junos OS Release 8.5.

Description Statically define multicast group source addresses on an interface.

Options ip-address—IP address to use as the source for the group.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 361

source-address

Syntax source-address ip-address;

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping proxy],
[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id proxy],
[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping proxy],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping vlan vlan-id proxy]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the IP address to use as the source for IGMP snooping reports in proxy mode.

Reports are sent with address 0.0.0.0 as the source address unless there is a source

address configured.

Options ip-address—IP address to use as the source for proxy-mode IGMP snooping reports.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 361
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static (Bridge Domains)

Syntax static {
groupmulticast-group-address {
source ip-address;

}
}

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping interface
interface-name],

[edit bridge-domains bridge-domain-name protocols igmp-snooping vlan vlan-id interface
interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping interface interface-name],

[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping vlan vlan-id interface interface-name]

Release Information Statement introduced in Junos OS Release 8.5.

Description Define static multicast groups on an interface.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IGMP Snooping on page 361
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traceoptions (Protocols IGMP Snooping)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable> ;
flag flag (detail | disable | receive | send);

}

Hierarchy Level [edit logical-systems logical-system-name bridge-domains domain-name protocols
igmp-snooping],

[edit logical-systems logical-system-name routing-instances instance-namebridge-domains
domain-name protocols igmp-snooping],

[edit logical-systems logical-system-name routing-instances instance-name protocols
igmp-snooping],

[edit bridge-domains domain-name protocols igmp-snooping],
[edit routing-instances instance-name bridge-domains domain-name protocols
igmp-snooping],

[edit routing-instances instance-name protocols igmp-snooping]

Release Information Statement introduced in Junos OS Release 8.5.

Description Define tracing operations for IGMP snooping.

Default The traceoptions feature is disabled by default.

Options file filename—Name of the file to receive the output of the tracing operation. All files are

placed in the directory /var/log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until the maximum number of trace files is reached (xk to specify KB, xm to

specify MB, or xg to specify gigabytes), at which point the oldest trace file is

overwritten. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

flag flag —Tracing operation to perform. To specify more than one tracing operation,

include multiple flag statements. You can include the following flags:

• all—All tracing operations.

• client-notification—Trace notifications.

• general—Trace general IGMP snooping protocol events.

• group—Trace group operations.

• host-notification—Trace host notifications.

• leave—Trace leave group messages (IGMPv2 only).

• normal—Trace normal IGMP snooping protocol events.

• packets—Trace all IGMP packets.
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• policy—Trace policy processing.

• query—Trace IGMP membership query messages.

• report—Trace membership report messages.

• route—Trace routing information.

• state—Trace IGMP state transitions.

• task—Trace routing protocol task processing.

• timer—Trace routing protocol timer processing.

no-world-readable—(Optional) Restrict file access to the user who created the file.

size size—(Optional) Maximum size of each trace file, in kilobytes (KB), megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches its maximum size, it

is renamed trace-file.0, then trace-file.1, and so on, until the maximum number of

trace files is reached. Then the oldest trace file is overwritten. If you specify a

maximum number of files, you also must specify a maximum file size with the files

option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify gigabytes

Range: 10 KB through 1 gigabytes

Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring IGMP Snooping Trace Operations on page 367

• Configuring IGMP Snooping on page 359
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vlan (Bridge Domains)

Syntax vlan vlan-id {
immediate-leave;
interface interface-name {
group-limit limit;
host-only-interface;
multicast-router-interface;
static {
groupmulticast-group-address {
source ip-address;

}
}

}
proxy {
source-address ip-address;

}
query-interval seconds;
query-last-member-interval seconds;
query-response-interval seconds;
robust-count number;

}

Hierarchy Level [edit bridge-domains bridge-domain-name protocols igmp-snooping],
[edit routing-instances routing-instance-namebridge-domainsbridge-domain-nameprotocols
igmp-snooping]

Release Information Statement introduced in Junos OS Release 8.5.

Description Configure IGMP snooping parameters for a particular VLAN.

Default By default, IGMP snooping options apply to all VLANs.

Options vlan-id—Apply the parameters to this VLAN.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VLAN-Specific IGMP Snooping Parameters on page 360

• igmp-snooping on page 756
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CHAPTER 21

Multicast Snooping Configuration
Statements

disable (Multicast Snooping)

Syntax disable;

Hierarchy Level [edit multicast-snooping-options graceful-restart]

Release Information Statement introduced in Junos OS Release 12.3.

Description Explicitly disable graceful restart for multicast snooping.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast Snooping on page 373
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flood-groups

Syntax flood-groups [ ip-addresses ];

Hierarchy Level [edit bridge-domains bridge-domain-namemulticast-snooping-options],
[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-namemulticast-snooping-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
multicast-snooping-options],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
multicast-snooping-options],

[edit routing-instances routing-instance-namemulticast-snooping-options]

Release Information Statement introduced in Junos OS Release 8.5.

Description Establish a list of flood group addresses for multicast snooping.

Options ip-addresses—List of IP addresses subject to flooding.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast Snooping on page 373

forwarding-cache (Bridge Domains)

Syntax forwarding-cache {
threshold suppress value <reuse value>;

}

Hierarchy Level [edit bridge-domains bridge-domain-namemulticast-snooping-options],
[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-namemulticast-snooping-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
multicast-snooping-options],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
multicast-snooping-options],

[edit routing-instances routing-instance-namemulticast-snooping-options]

Release Information Statement introduced in Junos OS Release 8.5.

Description Establish multicast snooping forwarding cache parameter values.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast Snooping on page 373
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graceful-restart (Multicast Snooping)

Syntax graceful-restart {
disable;
restart-duration seconds;

}

Hierarchy Level [editmulticast-snooping-options]

Release Information Statement introduced in Junos OS Release 9.2.

Description Establish the graceful restart duration for multicast snooping. You can set this value

between 0 and 300 seconds. If you set the duration to 0, graceful restart is effectively

disabled. Set this value slightly larger than the IGMP query response interval.

Default 180 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast Snooping on page 373

• query-response-interval (Bridge Domains) on page 764

ignore-stp-topology-change

Syntax ignore-stp-topology-change;

Hierarchy Level [edit bridge-domains bridge-domain-namemulticast-snooping-options],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
multicast-snooping-options]

Release Information Statement introduced in Junos OS Release 9.5.

Description Ignore messages about spanning tree topology changes. This statement is supported

for the virtual-switch routing instance type only.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast Snooping on page 373
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multicast-snooping-options

Syntax multicast-snooping-options {
flood-groups [ ip-addresses ];
forwarding-cache {
threshold suppress value <reuse value>;

}
graceful-restart <restart-duration seconds>;
ignore-stp-topology-change;
multichassis-lag-replicate-state;
nexthop-hold-timemilliseconds;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

Hierarchy Level [edit bridge-domains bridge-domain-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-name],

[edit routing-instances routing-instance-name],
[edit routing-instances routing-instance-name bridge-domains bridge-domain-name]

Release Information Statement introduced in Junos OS Release 8.5.

Description Establish multicast snooping option values.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Multicast Snooping on page 372

• Enabling Bulk Updates for Multicast Snooping on page 378

• Example: Configuring Multicast Snooping on page 373
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multichassis-lag-replicate-state

Syntax multichassis-lag-replicate-state;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-namemulticast-snooping-options],

[edit logical-systems logical-system-name routing-instances routing-instance-name
multicast-snooping-options],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
multicast-snooping-options],

[edit routing-instances routing-instance-namemulticast-snooping-options]

Release Information Statement introduced in Junos OS Release 10.2.

Description Provide multicast snooping for multichassis link aggregation group interfaces. Replicate

IGMP join and leave messages from the active link to the standby link of a dual-link

multichassis link aggregation group interface, enabling faster recovery of membership

information after failover.

Default If not included, membership information is recovered using a standard IGMP network

query.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Multicast Snooping on page 372

• multicast-snooping-options on page 774

nexthop-hold-time

Syntax nexthop-hold-timemilliseconds;

Hierarchy Level [edit routing-instances routing-instance-namemulticast-snooping-options]

Release Information Statement introduced in Junos OS Release 10.1.

Description Accumulate outgoing interface changes in order to perform bulk updates to the forwarding

table and the routing table. Delete the statement to turn off bulk updates.

Options milliseconds—Set the hold time duration from 1 through 1000 milliseconds.

Range: 1 through 1000 milliseconds.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Enabling Bulk Updates for Multicast Snooping on page 378
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restart-duration (Multicast Snooping)

Syntax restart-duration seconds;

Hierarchy Level [edit multicast-snooping-options graceful-restart]

Release Information Statement introduced in Junos OS Release 9.2.

Description Configure the duration of the graceful restart interval.

Options seconds— Graceful restart duration for multicast snooping.

Range: 0 through 300

Default: 180

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast Snooping on page 373

Copyright © 2013, Juniper Networks, Inc.776

Multicast Protocols Configuration Guide



threshold (Bridge Domains)

Syntax threshold suppress value <reuse value>;

Hierarchy Level [editbridge-domainsbridge-domain-namemulticast-snooping-options forwarding-cache],
[edit logical-systems logical-system-name routing-instances routing-instance-name
multicast-snooping-options forwarding-cache],

[edit logical-systems logical-system-name routing-instances routing-instance-name
bridge-domains bridge-domain-namemulticast-snooping-options forwarding-cache],

[edit routing-instances routing-instance-namemulticast-snooping-options
forwarding-cache],

[edit routing-instances routing-instance-name bridge-domains bridge-domain-name
multicast-snooping-options forwarding-cache]

Release Information Statement introduced in Junos OS Release 8.5.

Description Configure the suppression and reuse thresholds for multicast snooping forwarding cache

limits.

Options suppress value—Value to begin suppressing new multicast forwarding cache entries. This

value is mandatory. This number must be greater than the reuse value.

Range: 1 through 200,000

reuse value—(Optional) Value to begin creating new multicast forwarding cache entries.

If configured, this number must be less than the suppress value.

Range: 1 through 200,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast Snooping on page 373
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traceoptions (Multicast Snooping Options)

Syntax traceoptions {
file filename<files number> <size size> <world-readable | no-world-readable>;
flag flag <disable>;

}

Hierarchy Level [editmulticast-snooping-options]

Release Information Statement introduced in Junos OS Release 8.5.

Description Set multicast snooping tracing options.

Default Tracing operations are disabled.

Options disable—(Optional) Disable the tracing operation. One use of this option is to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file name—Name of the file to receive the output of the tracing operation. Enclose the

name in quotation marks. We recommend that you place multicast snooping tracing

output in the file /var/log/multicast-snooping-log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until the maximum number of trace files is reached. Then, the oldest trace file

is overwritten.

If you specify a maximum number of files, you must also specify a maximum file size with

the size option.

Range: 2 through 1000 files

Default: 1 trace file only

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements.

The following are the tracing options:

• all—All tracing operations

• config-internal—Trace configuration internals.

• general—Trace general events.

• normal—All normal events.

Default: If you do not specify this option, only unusual or abnormal operations are traced.

• parse—Trace configuration parsing.

• policy—Trace policy operations and actions.
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• route—Trace routing table changes.

• state—Trace state transitions.

• task—Trace protocol task processing.

• timer—Trace protocol task timer processing.

no-world-readable—(Optional) Prevent any user from reading the log file.

size size—(Optional) Maximum size of each trace file, in kilobytes (KB) or megabytes

(MB). When a trace file named trace-file reaches this size, it is renamed trace-file.0.

When the trace-fileagain reaches its maximum size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If you specify a maximum file size, you must also specify a maximum number of trace

files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through the maximum file size supported on your system

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Multicast Snooping on page 372

• Example: Configuring Multicast Snooping on page 373

• Enabling Bulk Updates for Multicast Snooping on page 378

• Example: Configuring Multicast Snooping on page 373
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CHAPTER 22

Multicast Routing Options Configuration
Statements

asm-override-ssm

Syntax asm-override-ssm;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 9.5 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Enable the routing device to accept any-source multicast join messages (*,G) for group

addresses that are within the default or configured range of source-specific multicast

groups.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Source-Specific Multicast Groups with Any-Source Override on

page 258
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backup-pe-group

Syntax backup-pe-group group-name {
backups [ addresses ];
local-address address;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 9.5 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure a backup provider edge (PE) group for ingress PE redundancy when

point-to-multipoint label-switched paths (LSPs) are used for multicast distribution.

Options backups addresses—Specify the address of backup PE routers for ingress PE redundancy

when point-to-multipoint LSPs are used for multicast distribution.

local-addressaddress—Specify the address of the local PE router for ingress PE redundancy

when point-to-multipoint LSPs are used for multicast distribution.

pe-group-name—Specify the name for the group of PE routers that provide ingress PE

router redundancy for point-to-multipoint LSPs.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Ingress PE Redundancy on page 294

• Configuring Ingress PE Router Redundancy for Point-to-Multipoint LSPs
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backups

Syntax backups [ addresses ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast backup-pe-group group-name],

[edit logical-systems logical-system-name routing-optionsmulticast backup-pe-group
group-name],

[edit routing-instances routing-instance-name routing-optionsmulticast backup-pe-group
group-name],

[edit routing-optionsmulticast backup-pe-group group-name]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the address of backup PEs for ingress PE redundancy when point-to-multipoint

label-switched paths (LSPs) are used for multicast distribution.

Options addresses—Addresses of other PEs in the backup group.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Ingress PE Redundancy on page 294
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bandwidth (Multicast FlowMap)

Syntax bandwidth ( bps | adaptive );

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast flow-map],

[edit logical-systems logical-system-name routing-optionsmulticast flow-map],
[edit routing-instances routing-instance-name routing-optionsmulticast flow-map],
[edit routing-optionsmulticast flow-map]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure the bandwidth property for multicast flow maps.

Options adaptive—Specify that the bandwidth is measured for the flows that are matched by the

flow map.

bps—Bandwidth, in bits per second, for the flow map.

Range: 0 through any amount of bandwidth

Default: 2 Mbps

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring a Multicast Flow Map on page 290
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flow-map

Syntax flow-map flow-map-name {
bandwidth (bps | adaptive);
forwarding-cache {
timeout (never non-discard-entry-only |minutes);

}
policy [ policy-names ];
redundant-sources [ addresses ];

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure multicast flow maps.

Options flow-map-name—Name of the flow-map.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring a Multicast Flow Map on page 290
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forwarding-cache (FlowMaps)

Syntax forwarding-cache {
timeout (minutes | never non-discard-entry-only );

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast flow-map flow-map-name],

[edit logical-systems logical-system-name routing-optionsmulticast flow-map
flow-map-name],

[edit routing-instances routing-instance-name routing-optionsmulticast flow-map
flow-map-name],

[edit routing-optionsmulticast flow-map flow-map-name]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure multicast forwarding cache properties for the flow map.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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forwarding-cache (Multicast)

Syntax forwarding-cache {
family (inet | inet6) {
threshold {
log-warning value;
suppress value <reuse value>;

}
}
threshold {
log-warning value;
suppress value <reuse value>;

}
timeoutminutes;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure multicast forwarding cache properties. These properties include threshold

suppression and reuse limits, the threshold at which a warning message is logged, and

timeout values.

Specify a value for the threshold at which to suppress new multicast forwarding cache

entries and an optional reuse value for the threshold at which the router begins to create

new multicast forwarding cache entries. The range for both is from 1 through 200,000.

If configured, the reuse value should be less than the suppression threshold value. The

suppression value is mandatory. If you do not specify the optional reuse value, then the

number of multicast forwarding cache entries is limited to the suppression value. A new

entry is created as soon as the number of multicast forwarding cache entries falls below

the suppression value.

You can configure the thresholds globally for the multicast forwarding cache or individually

for the IPv4 and IPv6 multicast forwarding caches. Configuring the threshold statement

globally for the multicast forwarding cache or including the family statement to configure

the thresholds for the IPv4 and IPv6 multicast forwarding caches are mutually exclusive.

Default By default, there are no limits on the number of multicast forwarding cache entries.

Options family (inet | inet6)—(Optional) Apply the configured thresholds to either IPv4 or IPv6

multicast forwarding cache entries.

Default: By default, the configured thresholds are applied to both IPv4 and IPv6 multicast

forwarding cache entries.
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The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the Multicast Forwarding Cache on page 286

interface (Routing Options)

Syntax interface interface-names {
maximum-bandwidth bps;
no-qos-adjust;
reverse-oif-mapping {
no-qos-adjust;

}
subscriber-leave-timer seconds;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable multicast traffic on an interface.

TIP: You cannot enablemulticast traffic on an interface by using the
routing-optionsmulticast interface statement and configure PIM on the

interface.

Options interface-name—Names of the physical or logical interface.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Defining Interface Bandwidth Maximums on page 268

• Example: Configuring Multicast with Subscriber VLANs on page 270
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interface (Scoping)

Syntax interface [ interface-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast scope scope-name],

[edit logical-systems logical-system-name routing-optionsmulticast scope scope-name],
[edit routing-instances routing-instance-name routing-optionsmulticastscopescope-name],
[edit routing-optionsmulticast scope scope-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure the set of interfaces for multicast scoping.

Options interface-names—Names of the interfaces to scope. Specify the full interface name,

including the physical and logical address components. To configure all interfaces,

you can specify all.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Creating a Named Scope for Multicast Scoping on page 233
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local-address (Routing Options)

Syntax local-address address;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast backup-pe-group group-name],

[edit logical-systems logical-system-name routing-optionsmulticast backup-pe-group
group-name],

[edit routing-instances routing-instance-name routing-optionsmulticast backup-pe-group
group-name],

[edit routing-optionsmulticast backup-pe-group group-name]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure the address of the local PE for ingress PE redundancy when point-to-multipoint

LSPs are used for multicast distribution.

Options address—Address of local PEs in the backup group.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Ingress PE Redundancy on page 294
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maximum-bandwidth (Routing Options)

Syntax maximum-bandwidth bps;

Hierarchy Level [edit dynamic-profiles profile-name routing-instances instance-name routing-options
multicast interface interface-name],

[edit dynamic-profiles profile-name routing-optionsmulticast interface interface-name]
[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast interface interface-name],

[edit logical-systems logical-system-name routing-optionsmulticast
interface interface-name],

[edit routing-instances routing-instance-name routing-optionsmulticast
interface interface-name],

[edit routing-optionsmulticast interface interface-name]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

dynamic-profiles hierarchy level added in Junos OS Release 11.2.

Description Configure the multicast bandwidth for the interface.

Options bps—Bandwidth rate, in bits per second, for the multicast interface.

Range: 0 through any amount of bandwidth

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Defining Interface Bandwidth Maximums on page 268
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multicast (Dynamic Profiles Routing Options)

Syntax multicast {
asm-override-ssm;
backup-pe-group group-name {
backups [ addresses ];
local-address address;

}
flow-map flow-map-name {
bandwidth (bps | adaptive);
forwarding-cache {
timeout (never non-discard-entry-only |minutes);

}
policy [ policy-names ];
redundant-sources [ addresses ];

}
forwarding-cache {
family (inet | inet6) {
threshold {
log-warning value;
suppress value <reuse value>;

}
threshold {
log-warning value;
suppress value <reuse value>;

}
timeoutminutes;

}
interface interface-name {
maximum-bandwidth bps;
no-qos-adjust;
reverse-oif-mapping {
no-qos-adjust;

}
subscriber-leave-timer seconds;

}
pim-to-igmp-proxy {
upstream-interface [ interface-names ];

}
pim-to-mld-proxy {
upstream-interface [ interface-names ];

}
rpf-check-policy [ policy-names ];
scope scope-name {
interface [ interface-names ];
prefix destination-prefix;

}
scope-policy [ policy-names ];
ssm-groups [ addresses ];
ssm-map ssm-map-name {
policy [ policy-names ];
source [ addresses ];

}
traceoptions {
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file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <disable>;

}
}

Hierarchy Level [edit dynamic-profiles profile-name routing-options],
[editdynamic-profilesprofile-name routing-instances routing-instance-name routing-options],
[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-options],

[edit logical-systems logical-system-name routing-options],
[edit routing-instances routing-instance-name routing-options],
[edit routing-options]

NOTE: You cannot apply a scope policy to a specific routing instance. That
is, all scopingpolicies are applied toall routing instances.However, the scope

statement does apply individually to a specific routing instance.

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

interface and maximum-bandwidth statements introduced in Junos OS Release 8.3.

interface and maximum-bandwidth statements introduced in Junos OS Release 9.0 for

EX Series switches.

Statement added to [edit dynamic-profiles routing-options] and [edit dynamic-profiles

profile-name routing-instances routing-instance-name routing-options] hierarchy levels in

Junos OS Release 9.6.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure multicast routing options properties.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the Multicast Forwarding Cache on page 286

• Example: Configuring a Multicast Flow Map on page 290

• Example: Configuring Source-Specific Multicast Groups with Any-Source Override on

page 258
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log-warning (Multicast Forwarding Cache)

Syntax log-warning value;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast forwarding-cache threshold],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast forwarding-cache family (inet | inet6)threshold],

[edit logical-systems logical-system-name routing-optionsmulticast forwarding-cache
threshold],

[edit logical-systems logical-system-name routing-optionsmulticast forwarding-cache
family (inet | inet6) threshold],

[edit routing-instances routing-instance-name routing-optionsmulticast forwarding-cache
threshold],

[edit routing-instances routing-instance-name routing-optionsmulticast forwarding-cache
family (inet | inet6) threshold],

[edit routing-optionsmulticast forwarding-cache threshold],
[edit routing-optionsmulticast forwarding-cache family (inet | inet6) threshold]

Release Information Statement introduced in Junos OS Release 12.2.

Description Specify the threshold at which the device logs a warning message in the system log for

multicast forwarding cache entries. This threshold is a percentage of the maximum

number of multicast forwarding cache entries received by the device. Configuring the

threshold statement globally for the multicast forwarding cache or including the family

statement to configure the thresholds for the IPv4 and IPv6 multicast forwarding caches

are mutually exclusive.

To confirm the configured warning threshold, use the showmulticast forwarding-cache

statistics command.

Options value—Percentage of the number of multicast forwarding cache entries that can be added

to the cache that starts triggering the warning. You must explicitly configure the

suppress value to configure a warning threshold value.

Range: 1 through 100

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the Multicast Forwarding Cache on page 286
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no-qos-adjust

Syntax no-qos-adjust;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast interface interface-name reverse-oif-mapping],

[edit logical-systems logical-system-name routing-optionsmulticast
interface interface-name],

[edit logical-systems logical-system-name routing-optionsmulticast interface interface-name
reverse-oif-mapping],

[edit routing-instances routing-instance-name routing-optionsmulticast
interface interface-name],

[edit routing-instances routing-instance-name routing-optionsmulticast
interface interface-name reverse-oif-mapping],

[edit routing-optionsmulticast interface interface-name],
[edit routing-optionsmulticast interface interface-name reverse-oif-mapping]

Release Information Statement introduced in Junos OS Release 9.5.

Statement introduced in Junos OS Release 9.5 for EX Series switches.

Statement added to [edit routing-instances routing-instance-name routing-options

multicast interface interface-name], [edit logical-systems logical-system-name

routing-instances routing-instance-name routing-optionsmulticast interface interface-name],

and [edit routing-optionsmulticast interface interface-name] hierarchy levels in Junos OS

Release 9.6.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Disable hierarchical bandwidth adjustment for all subscriber interfaces that are identified

by their MLD or IGMP request from a specific multicast interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast with Subscriber VLANs on page 270
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pim-to-igmp-proxy

Syntax pim-to-igmp-proxy {
upstream-interface [ interface-names ];

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure the rendezvous point (RP) routing device that resides between a customer

edge-facing Protocol Independent Multicast (PIM) domain and a core-facing PIM domain

to translate PIM join or prune messages into corresponding Internet Group Management

Protocol (IGMP) report or leave messages. The routing device then transmits the report

or leave messages by proxying them to one or two upstream interfaces that you configure

on the RP routing device. Including the pim-to-igmp-proxy statement enables you to use

IGMP to forward IPv4 multicast traffic across the PIM sparse mode domains.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM-to-IGMP Message Translation on page 301
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pim-to-mld-proxy

Syntax pim-to-mld-proxy {
upstream-interface [ interface-names ];

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure the rendezvous point (RP) routing device that resides between a customer

edge–facing Protocol Independent Multicast (PIM) domain and a core-facing PIM domain

to translate PIM join or prune messages into corresponding Multicast Listener Discovery

(MLD) report or leave messages. The routing device then transmits the report or leave

messages by proxying them to one or two upstream interfaces that you configure on the

RP routing device. Including the pim-to-mld-proxy statement enables you to use MLD to

forward IPv6 multicast traffic across the PIM sparse mode domains.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM-to-MLD Message Translation on page 302
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policy (FlowMaps)

Syntax policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast flow-map flow-map-name],

[edit logical-systems logical-system-name routing-optionsmulticast flow-map
flow-map-name],

[edit routing-instances routing-instance-name routing-optionsmulticast flow-map
flow-map-name],

[edit routing-optionsmulticast flow-map flow-map-name]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure a flow map policy.

Options policy-names—Name of one or more policies for flow mapping.

Required Privilege
Level

routing—To view this statement in the configuration.

policy (SSMMaps)

Syntax policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast ssm-map ssm-map-name],

[edit logical-systems logical-system-name routing-optionsmulticast
ssm-map ssm-map-name],

[edit routing-instances routing-instance-name routing-optionsmulticast ssm-map
ssm-map-name],

[edit routing-optionsmulticast ssm-map ssm-map-name]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Apply one or more policies to an SSM map.

Options policy-names—Name of one or more policies for SSM mapping.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To view this statement in the configuration.

Related
Documentation

• Example: Configuring SSM Mapping on page 263
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prefix

Syntax prefix destination-prefix;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast scope scope-name],

[edit logical-systems logical-system-name routing-optionsmulticast scope scope-name],
[edit routing-instances routing-instance-name routing-optionsmulticastscopescope-name],
[edit routing-optionsmulticast scope scope-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure the prefix for multicast scopes.

Options destination-prefix—Address range for the multicast scope.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring Administrative Scoping on page 231

• Example: Creating a Named Scope for Multicast Scoping on page 233

• multicast on page 792
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redundant-sources

Syntax redundant-sources [ addresses ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast flow-map flow-map-name],

[edit logical-systems logical-system-name routing-optionsmulticast flow-map
flow-map-name],

[edit routing-instances routing-instance-name routing-optionsmulticast flow-map
flow-map-name],

[edit routing-optionsmulticast flow-map flow-map-name]

Release Information Statement introduced in Junos OS Release 8.3.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Configure a list of redundant sources for multicast flows defined by a flow map.

Options addresses—List of IPv4 or IPv6 addresses for use as redundant (backup) sources for

multicast flows defined by a flow map.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring a Multicast Flow Map on page 290
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reverse-oif-mapping

Syntax reverse-oif-mapping {
no-qos-adjust;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast interface interface-name],

[edit logical-systems logical-system-name routing-optionsmulticast
interface interface-name],

[edit routing-instances routing-instance-name routing-optionsmulticast
interface interface-name],

[edit routing-optionsmulticast interface interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 9.2 for EX Series switches.

The no-qos-adjust statement added in Junos OS Release 9.5.

The no-qos-adjust statement introduced in Junos OS Release 9.5 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description Enable the routing device to identify a subscriber VLAN or interface based on an IGMP

or MLD request it receives over the multicast VLAN.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast with Subscriber VLANs on page 270
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rpf-check-policy (Routing Options RPF)

Syntax rpf-check-policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 8.1.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Apply policies for disabling RPF checks on arriving multicast packets. The policies must

be correctly configured.

Options policy-names—Name of one or more multicast RPF check policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring RPF Policies on page 248
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scope

Syntax scope scope-name {
interface [ interface-names ];
prefix destination-prefix;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure multicast scoping.

Options scope-name—Name of the multicast scope.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Creating a Named Scope for Multicast Scoping on page 233
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scope-policy

Syntax scope-policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-optionsmulticast]

NOTE: You can configure a scope policy at these two hierarchy levels only.
You cannot apply a scope policy to a specific routing instance, because all
scoping policies are applied to all routing instances. However, you can apply
thescopestatement toaspecific routing instanceat the [edit routing-instances

routing-instance-name routing-optionsmulticast] or [edit logical-systems

logical-system-name routing-instances routing-instance-name routing-options

multicast] hierarchy level.

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Apply policies for scoping. The policy must be correctly configured at the edit

policy-options policy-statement hierarchy level.

Options policy-names—Name of one or more multicast scope policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• scope on page 803

• Example: Using a Scope Policy for Multicast Scoping on page 235
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source (Source-Specific Multicast)

Syntax source [ addresses ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast ssm-map ssm-map-name],

[edit logical-systems logical-system-name routing-optionsmulticast
ssm-map ssm-map-name],

[edit routing-instances routing-instance-name routing-optionsmulticast ssm-map
ssm-map-name],

[edit routing-optionsmulticast ssm-map ssm-map-name]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Specify IPv4 or IPv6 source addresses for an SSM map.

Options addresses—IPv4 or IPv6 source addresses.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To view this statement in the configuration.

Related
Documentation

• Example: Configuring SSM Mapping on page 263
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ssm-groups

Syntax ssm-groups [ ip-addresses ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure source-specific multicast (SSM) groups.

By default, the SSM group multicast address is limited to the IP address range from

232.0.0.0 through 232.255.255.255. However, you can extend SSM operations into another

Class D range by including the ssm-groups statement in the configuration. The default

SSM address range from 232.0.0.0 through 232.255.255.255 cannot be used in the

ssm-groups statement. This statement is for adding other multicast addresses to the

default SSM group addresses. This statement does not override the default SSM group

address range.

IGMPv3 supports SSM groups. By utilizing inclusion lists, only sources that are specified

send to the SSM group.

Options ip-addresses—List of one or more additional SSM group addresses separated by a space.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Source-Specific Multicast Groups with Any-Source Override on

page 258
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ssm-map (Routing OptionsMulticast)

Syntax ssm-map ssm-map-name {
policy [ policy-names ];
source [ addresses ];

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast],

[edit logical-systems logical-system-name routing-optionsmulticast],
[edit routing-instances routing-instance-name routing-optionsmulticast],
[edit routing-optionsmulticast]

Release Information Statement introduced in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure SSM mapping.

Options ssm-map-name—Name of the SSM map.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring SSM Mapping on page 263
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subscriber-leave-timer

Syntax subscriber-leave-timer seconds;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast interface interface-name],

[edit logical-systems logical-system-name routing-optionsmulticast
interface interface-name],

[edit routing-instances routing-instance-name routing-optionsmulticast
interface interface-name],

[edit routing-optionsmulticast interface interface-name]

Release Information Statement introduced in Junos OS Release 9.2.

Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Length of time before the multicast VLAN updates QoS data (for example, available

bandwidth) for subscriber interfaces after it receives an IGMP leave message.

Options seconds—Length of time before the multicast VLAN updates QoS data (for example,

available bandwidth) for subscriber interfaces after it receives an IGMP leave

message. Specifying a value of 0 results in an immediate update. This is the same

as if the statement were not configured.

Range: 0 through 30

Default: 0 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multicast with Subscriber VLANs on page 270
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threshold (Multicast Forwarding Cache)

Syntax threshold {
log-warning value;
suppress value <reuse value>;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast forwarding-cache],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast forwarding-cache family (inet | inet6)],

[edit logical-systems logical-system-name routing-optionsmulticast forwarding-cache],
[edit logical-systems logical-system-name routing-optionsmulticast forwarding-cache
family (inet | inet6)],

[edit routing-instances routing-instance-name routing-optionsmulticast forwarding-cache],
[edit routing-instances routing-instance-name routing-optionsmulticast forwarding-cache
(inet | inet6)],

[edit routing-optionsmulticast forwarding-cache],
[edit routing-optionsmulticast forwarding-cache family (inet | inet6)]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.2 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure the global suppression, reuse, and warning log message thresholds for multicast

forwarding cache limits. You can configure the thresholds globally for the multicast

forwarding cache or individually for the IPv4 and IPv6 multicast forwarding caches.

Configuring the threshold statement globally for the multicast forwarding cache or

including the family statement to configure the thresholds for the IPv4 and IPv6 multicast

forwarding caches are mutually exclusive.

To confirm the configured threshold values, use the showmulticast forwarding-cache

statistics command.

Options reuse value—(Optional) Value at which to begin creating new multicast forwarding cache

entries. If configured, this number should be less than the suppress value.

Range: 1 through 200,000

suppress value—Value at which to begin suppressing new multicast forwarding cache

entries. This value is mandatory. This number should be greater than the reuse value.

Range: 1 through 200,000

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: Configuring the Multicast Forwarding Cache on page 286
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timeout (FlowMaps)

Syntax timeout (never non-discard-entry-only |minutes);

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast flow-map flow-map-name],

[edit logical-systems logical-system-name routing-optionsmulticast flow-map
flow-map-name],

[edit routing-instances routing-instance-name routing-optionsmulticast flow-map
flow-map-name],

[edit routing-optionsmulticast flow-map flow-map-name]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure the timeout value for multicast forwarding cache entries associated with the

flow map.

Options minutes—Length of time that the forwarding cache entry remains active.

Range: 1 through 720

never non-discard-entry-only—Specify that the forwarding cache entry always remain

active. If you omit thenon-discard-entry-onlyoption, all multicast forwarding entries,

including those in forwarding and pruned states, are kept forever. If you include the

non-discard-entry-only option, entries with forwarding states are kept forever, and

entries with pruned states time out.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Copyright © 2013, Juniper Networks, Inc.810

Multicast Protocols Configuration Guide



timeout (Multicast)

Syntax timeoutminutes <family (inet | inet6)>;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast forwarding-cache],

[edit logical-systems logical-system-name routing-optionsmulticast forwarding-cache],
[edit routing-instances routing-instance-name routing-optionsmulticast forwarding-cache],
[edit routing-optionsmulticast forwarding-cache]

Release Information Statement introduced in Junos OS Release 8.2.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure the timeout value for multicast forwarding cache entries.

Options minutes—Length of time that the forwarding cache limit remains active.

Range: 1 through 720

family (inet | inet6)—(Optional) Apply the configured timeout to either IPv4 or IPv6

multicast forwarding cache entries. Configuring the timeout statement globally for

the multicast forwarding cache or including the family statement to configure the

timeout value for the IPv4 and IPv6 multicast forwarding caches are mutually

exclusive.

Default: By default, the configured timeout applies to both IPv4 and IPv6 multicast

forwarding cache entries.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring the Multicast Forwarding Cache on page 286
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upstream-interface

Syntax upstream-interface [ interface-names ];

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast pim-to-igmp-proxy],

[edit logical-systems logical-system-name routing-instances routing-instance-name
routing-optionsmulticast pim-to-mld-proxy],

[edit logical-systems logical-system-name routing-optionsmulticast pim-to-igmp-proxy],
[edit logical-systems logical-system-name routing-optionsmulticast pim-to-mld-proxy],
[edit routing-instances routing-instance-name routing-optionsmulticastpim-to-igmp-proxy],
[edit routing-instances routing-instance-name routing-optionsmulticastpim-to-mld-proxy],
[edit routing-optionsmulticast pim-to-igmp-proxy],
[edit routing-optionsmulticast pim-to-mld-proxy]

Release Information Statement introduced in Junos OS Release 9.6.

Statement introduced in Junos OS Release 9.6 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Configure at least one, but not more than two, upstream interfaces on the rendezvous

point (RP) routing device that resides between a customer edge–facing Protocol

Independent Multicast (PIM) domain and a core-facing PIM domain. The RP routing

device translates PIM join or prune messages into corresponding IGMP report or leave

messages (if you include the pim-to-igmp-proxy statement), or into corresponding MLD

report or leave messages (if you include the pim-to-mld-proxy statement). The routing

device then proxies the IGMP or MLD report or leave messages to one or both upstream

interfaces to forward IPv4 multicast traffic (for IGMP) or IPv6 multicast traffic (for MLD)

across the PIM domains.

Options interface-names—Names of one or two upstream interfaces to which the RP routing

device proxies IGMP or MLD report or leave messages for transmission of multicast

traffic across PIM domains. You can specify a maximum of two upstream interfaces

on the RP routing device. To configure a set of two upstream interfaces, specify the

full interface names, including all physical and logical address components, within

square brackets ( [ ] ).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM-to-IGMP Message Translation on page 301

• Configuring PIM-to-MLD Message Translation on page 302
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CHAPTER 23

MBGPMVPN Configuration Statements

advertise-from-main-vpn-tables

Syntax advertise-from-main-vpn-tables;

Hierarchy Level [edit logical-systems logical-system-name protocols bgp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp],

[edit protocols bgp],
[edit routing-instances routing-instance-name protocols bgp],

Release Information Statement introduced in Junos OS Release 12.3.

Description Advertise VPN routes from the main VPN tables in the master routing instance (for

example, bgp.l3vpn.0, bgp.mvpn.0) instead of advertising VPN routes from the tables

in the VPN routing instances (for example, instance-name.inet.0, instance-name.mvpn.0).

When this statement is enabled, before advertising a route for a VPN prefix, the path

selection algorithm is run on all routes (local and received) that have the same route

distinguisher (RD).

NOTE: Addingor removing this statement causes all BGPsessions that have
VPN address families to be removed and then added again. On the other
hand, having this statement in the configurationpreventsBGPsessions from
going downwhen route reflector (RR) or autonomous system border router
(ASBR) functionality is enabled or disabled on a routing device that hasVPN
address families configured.

Default If you do not include this statement, VPN routes are advertised from the tables in the

VPN routing instances.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Junos OS Routing Tables

• Types of VPNs
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create-new-ucast-tunnel

Syntax create-new-ucast-tunnel;

Hierarchy Level [edit routing-instances routing-instance-name provider-tunnel ingress-replication],
[edit routing-instances routing-instance-nameprovider-tunnel selectivegroupaddresssource
source-address ingress-replication]

Release Information Statement introduced in Junos OS Release 10.4.

Description One of two modes for building unicast tunnels when ingress replication is configured for

the provider tunnel. When this statement is configured, each time a new destination is

added to the multicast distribution tree, a new unicast tunnel to the destination is created

in the ingress replication tunnel. The new tunnel is deleted if the destination is no longer

needed. Use this mode for RSVP LSPs using ingress replication.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Ingress Replication for IP Multicast Using MBGP MVPNs on

page 389

• Configuring Routing Instances for an MBGP MVPN

• mpls-internet-multicast on page 826

• ingress-replication on page 822
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export-target

Syntax export-target {
target target-community;
unicast;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvpn route-target],

[edit routing-instances routing-instance-name protocols mvpn route-target]

Release Information Statement introduced in Junos OS Release 8.4.

Description Enable you to override the Layer 3 VPN import and export route targets used for importing

and exporting routes for the MBGP MVPN network layer reachability information (NLRI).

Options target target-community—Specify the export target community.

unicast—Use the same target community as specified for unicast.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VRF Route Targets for Routing Instances for an MBGP MVPN

family (VRF Advertisement)

Syntax family {
inet-mvpn;
inet6-mvpn;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
vrf-advertise-selective],

[edit routing-instances routing-instance-name vrf-advertise-selective],

Release Information Statement introduced in Junos OS Release 10.1.

Description Explicitly enable IPv4 or IPv6 MVPN routes to be advertised from the VRF instance while

preventing all other route types from being advertised.

The options are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM-SSM GRE Selective Provider Tunnels

• inet-mvpn on page 820

• inet6-mvpn on page 821
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group (Routing Instances)

Syntax group address {
source source-address {
pim-ssm {
group-rangemulticast-prefix;

}
ldp-p2mp;
rsvp-te {
label-switched-path-template {
(default-template | lsp-template-name);

}
static-lsp lsp-name;

}
threshold-rate number;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective],

[edit routing-instances routing-instance-name provider-tunnel selective]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the IP address for the multicast group configured for point-to-multipoint

label-switched paths (LSPs) and PIM-SSM GRE selective provider tunnels.

Options address—Specify the IP address for the multicast group. This address must be a valid

multicast group address.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Point-to-Multipoint LSPs for an MBGP MVPN

• Configuring PIM-SSM GRE Selective Provider Tunnels
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group-range (MBGPMVPN Tunnel)

Syntax group-rangemulticast-prefix;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective group group-address source source-address pim-ssm],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective group group-addresswildcard-source pim-ssm],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective wildcard-group-inet wildcard-source pim-ssm],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective wildcard-group-inet6 wildcard-source pim-ssm],

[edit routing-instances routing-instance-nameprovider-tunnel selectivegroupgroup-address
source source-address pim-ssm],

[edit routing-instances routing-instance-nameprovider-tunnel selectivegroupgroup-address
wildcard-source pim-ssm],

[edit routing-instances routing-instance-nameprovider-tunnel selectivewildcard-group-inet
wildcard-source pim-ssm],

[edit routing-instances routing-instance-nameprovider-tunnelselectivewildcard-group-inet6
wildcard-source pim-ssm]

Release Information Statement introduced in Junos OS Release 10.1.

Description Establish the multicast group address range to use for creating MBGP MVPN

source-specific multicast selective PMSI tunnels.

Options multicast-prefix—Multicast group address range to be used to create MBGP MVPN

source-specific multicast selective PMSI tunnels.

Range: Any valid, nonreserved IPv4 multicast address range

Default: None

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM-SSM GRE Selective Provider Tunnels
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import-target

Syntax import-target {
target {
target-value;
receiver target-value;
sender target-value;

}
unicast {
receiver;
sender;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvpn route-target],

[edit routing-instances routing-instance-name protocols mvpn route-target]

Release Information Statement introduced in Junos OS Release 8.4.

Description Enable you to override the Layer 3 VPN import and export route targets used for importing

and exporting routes for the MBGP MVPN NLRI.

Options The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VRF Route Targets for Routing Instances for an MBGP MVPN
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inet-mvpn (BGP)

Syntax inet-mvpn {
signaling {
accepted-prefix-limit {
maximum number;
teardown percentage {
idle-timeout (forever |minutes);

}
}
damping;
loops number;
prefix-limit {
maximum number;
teardown percentage {
idle-timeout (forever |minutes);

}
}

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp family],
[edit protocols bgp family],
[edit logical-systems logical-system-name protocols bgp group group-name family],
[edit protocols bgp group group-name family]

Release Information Statement introduced in Junos OS Release 8.4.

Description Enable the inet-mvpn address family in BGP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring NLRI Parameters for an MBGP MVPN
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inet-mvpn (VRF Advertisement)

Syntax inet-mvpn;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
vrf-advertise-selective family],

[edit routing-instances routing-instance-name vrf-advertise-selective family]

Release Information Statement introduced in Junos OS Release 10.1.

Description Enable IPv4 MVPN routes to be advertised from the VRF instance.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Limiting Routes to Be Advertised by an MVPN VRF Instance

inet6-mvpn (BGP)

Syntax inet6-mvpn {
signaling {
accepted-prefix-limit {
maximum number;
teardown percentage {
idle-timeout (forever |minutes);

}
}
loops number
prefix-limit {
maximum number;
teardown percentage {
idle-timeout (forever |minutes);

}
}

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols bgp family],
[edit protocols bgp family],
[edit logical-systems logical-system-name protocols bgp group group-name family],
[edit protocols bgp group group-name family]

Release Information Statement introduced in Junos OS Release 10.0.

Description Enable the inet6-mvpn address family in BGP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring NLRI Parameters for an MBGP MVPN

• BGP Configuration Guidelines chapter in the Routing Protocols Configuration Guide
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inet6-mvpn (VRF Advertisement)

Syntax inet6-mvpn;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
vrf-advertise-selective family],

[edit routing-instances routing-instance-name vrf-advertise-selective family],

Release Information Statement introduced in Junos OS Release 10.1.

Description Enable IPv6 MVPN routes to be advertised from the VRF instance.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Limiting Routes to Be Advertised by an MVPN VRF Instance
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ingress-replication

Syntax ingress-replication {
create-new-ucast-tunnel;
label-switched-path {
label-switched-path-template {
(template-name | default-template);

}
}

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel],

[edit routing-instances routing-instance-name provider-tunnel],
[edit routing-instances routing-instance-nameprovider-tunnel selectivegroupaddresssource
source-address]

Release Information Statement introduced in Junos OS Release 10.4.

Description A provider tunnel type used for passing multicast traffic between routers through the

MPLS cloud, or between PE routers when using MVPN. The ingress replication provider

tunnel uses MPLS point-to-point LSPs to create the multicast distribution tree.

Optionally, you can specify a label-switched path template. If you configure

ingress-replication label-switched-pathand do not include label-switched-path-template,

ingress replication works with existing LDP or RSVP tunnels. If you include

label-switched-path-template, the tunnels must be RSVP.

Options create-new-ucast-tunnel—A new unicast tunnel to the destination that is created and

used for ingress replication. The unicast tunnel is deleted later if the destination is

no longer included in the multicast distribution tree. A template must be specified

when and only when create-new-ucast-tunnel is included in the configuration..

template-name—Name of the point-to-point LSP used for the new unicast tunnel.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Ingress Replication for IP Multicast Using MBGP MVPNs on

page 389

• Configuring Routing Instances for an MBGP MVPN

• create-new-ucast-tunnel on page 814

• mpls-internet-multicast on page 826
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interface (Virtual Tunnel in Routing Instances)

Syntax interface vt-fpc/pic/port.unit-number {
multicast;
primary;
unicast;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]

Release Information Statement introduced in Junos OS Release 9.4.

Description In a multiprotocol BGP (MBGP) multicast VPN (MVPN), configure a virtual tunnel (VT)

interface.

VT interfaces are needed for multicast traffic on routing devices that function as combined

provider edge (PE) and provider core (P) routers to optimize bandwidth usage on core

links. VT interfaces prevent traffic replication when a P router also acts as a PE router

(an exit point for multicast traffic).

In an MBGP MVPN extranet, if there is more than one VRF routing instance on a PE router

that has receivers interested in receiving multicast traffic from the same source, VT

interfaces must be configured on all instances.

Starting in Junos OS Release 12.3, you can configure multiple VT interfaces in each routing

instance. This provides redundancy. A VT interface can be used in only one routing

instance.

Options vt-fpc/pic/port.unit-number—Name of the VT interface.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Redundant Virtual Tunnel Interfaces in MBGP MVPNs on page 482

• Example: Configuring MBGP MVPN Extranets on page 442
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label-switched-path-template

Syntax label-switched-path-template {
(default-template | lsp-template-name);

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel rsvp-te],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel ingress-replication label-switched-path],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective group address source source-address rsvp-te],

[edit logical-systems logical-system-name routing-options dynamic-tunnels tunnel-name
rsvp-te entry-name],

[edit routing-instances routing-instance-name provider-tunnel ingress-replication
label-switched-path],

[edit routing-instances routing-instance-name provider-tunnel rsvp-te],
[edit routing-instances routing-instance-nameprovider-tunnel selectivegroupaddresssource
source-address rsvp-te],

[edit routing-options dynamic-tunnels tunnel-name rsvp-te entry-name]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the LSP template. An LSP template is used as the basis for other dynamically

generated LSPs. This feature can be used for a number of applications, including

point-to-multipoint LSPs, flooding VPLS traffic, configuring ingress replication for IP

multicast using MBGP MVPNs, and to enable RSVP automatic mesh. There is no default

setting for the label-switched-path-template statement, so you must configure either

the default-template using the default-template option, or you must specify the name

of your preconfigured LSP template.

Options default-template—Specify that the default LSP template be used for the dynamically

generated LSPs.

lsp-template-name—Specify the name of an LSP to be used as a template for the

dynamically generated LSPs.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Ingress Replication for IP Multicast Using MBGP MVPNs on

page 389

• Configuring Point-to-Multipoint LSPs for an MBGP MVPN

• Flooding Unknown Traffic Using Point-to-Multipoint LSPs

• Configuring RSVP Automatic Mesh
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ldp-p2mp

Syntax ldp-p2mp;

Hierarchy Level [edit logical-systems logical-system-name routing-instances instance-nameprovider-tunnel],
[edit logical-systems logical-system-name routing-instances instance-nameprovider-tunnel
selective wildcard-group-inet wildcard-source],

[edit logical-systems logical-system-name routing-instances instance-nameprovider-tunnel
selective wildcard-group-inet6 wildcard-source],

[edit logical-systems logical-system-name routing-instances instance-nameprovider-tunnel
selective group group-prefixwildcard-source],

[edit logical-systems logical-system-name routing-instances instance-nameprovider-tunnel
selective group group-prefix source source-prefix],

[edit routing-instances instance-name provider-tunnel],
[edit routing-instances instance-name provider-tunnel selective wildcard-group-inet
wildcard-source],

[edit routing-instances instance-name provider-tunnel selective wildcard-group-inet6
wildcard-source],

[edit routing-instances instance-name provider-tunnel selective group group-prefix
wildcard-source],

[edit routing-instances instance-name provider-tunnel selective group group-prefix source
source-prefix]

Release Information Statement introduced in Junos OS Release 11.2.

Description Specify a point-to-multipoint provider tunnel with LDP signalling for an MBGP MVPN.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Point-to-Multipoint LDP LSPs as the Data Plane for Intra-AS

MBGP MVPNs on page 384
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mpls-internet-multicast

Syntax mpls-internet-multicast;

Hierarchy Level [edit routing-instances routing-instance-name instance-type]
[edit protocols pim]

Release Information Statement introduced in Junos OS Release 11.1.

Description A nonforwarding routing instance type that supports Internet multicast over an MPLS

network for the default master instance. No interfaces can be configured for it. Only one

mpls-internet-multicast instance can be configured for each logical system.

Thempls-internet-multicast configuration statement is also explicitly required under PIM

in the master instance.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Ingress Replication for IP Multicast Using MBGP MVPNs on

page 389

• ingress-replication on page 822

multicast (Virtual Tunnel in Routing Instances)

Syntax multicast;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name interface
vt-fpc/pic/port.unit-number],

[edit routing-instances routing-instance-name interface vt-fpc/pic/port.unit-number]

Release Information Statement introduced in Junos OS Release 9.4.

Description In a multiprotocol BGP (MBGP) multicast VPN (MVPN), configure the virtual tunnel (VT)

interface to be used for multicast traffic only.

Default If you omit this statement, the VT interface can be used for both multicast and unicast

traffic.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Redundant Virtual Tunnel Interfaces in MBGP MVPNs on page 482

• Example: Configuring MBGP MVPN Extranets on page 442
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mvpn

Syntax mvpn {
mvpn-mode (rpt-spt | spt-only);
receiver-site;
sender-site;
route-target {
export-target {
target target-community;
unicast;

}
import-target {
target {
target-value;
receiver target-value;
sender target-value;

}
unicast {
receiver;
sender;

}
}

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
protocols],

[edit routing-instances routing-instance-name protocols]

Release Information Statement introduced in Junos OS Release 8.4.

Description Enable next-generation multicast VPNs in a routing instance.

Options receiver-site—Allow sites with multicast receivers.

sender-site—Allow sites with multicast senders.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Routing Instances for an MBGP MVPN
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mvpn-mode

Syntax mvpn-mode (rpt-spt | spt-only);

Hierarchy Level [edit logical-systems profile-name routing-instances instance-name protocols mvpn],
[edit routing-instances instance-name protocols mvpn]

Release Information Statement introduced in Junos OS Release 10.0.

Description Configure the mode for customer PIM (C-PIM) join messages.

The remaining statements are explained separately.

Default spt-only

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Shared-Tree Data Distribution Across Provider Cores for Providers of MBGP

MVPNs

• Configuring SPT-Only Mode for Multiprotocol BGP-Based Multicast VPNs

p2mp (Protocols LDP)

Syntax p2mp;

Hierarchy Level [edit logical-systems logical-system-name protocols ldp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
ldp],

[edit protocols ldp],
[edit routing-instances routing-instance-name protocols ldp]

Release Information Statement introduced in Junos OS Release 11.2.

Description Enable point-to-multipoint MPLS LSPs in an LDP-signaled LSP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Point-to-Multipoint LDP LSPs as the Data Plane for Intra-AS

MBGP MVPNs on page 384

• Point-to-Multipoint LSPs Overview
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pim-asm

Syntax pim-asm {
group-address address;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel],

[edit routing-instances routing-instance-name provider-tunnel]

Release Information Statement introduced in Junos OS Release 8.3.

Description Specify a Protocol Independent Multicast (PIM) sparse mode provider tunnel for an

MBGP MVPN or for a draft-rosen MVPN.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM Provider Tunnels for an MBGP MVPN
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pim-ssm (Selective Tunnel)

Syntax pim-ssm {
group-rangemulticast-prefix;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective group group-address source source-address],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective group group-addresswildcard-source],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective wildcard-group-inet wildcard-source],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective wildcard-group-inet6 wildcard-source],

[edit routing-instances routing-instance-nameprovider-tunnel selectivegroupgroup-address
source source-address],

[edit routing-instances routing-instance-nameprovider-tunnel selectivegroupgroup-address
wildcard-source],

[edit routing-instances routing-instance-nameprovider-tunnel selectivewildcard-group-inet
wildcard-source],

[edit routing-instances routing-instance-nameprovider-tunnelselectivewildcard-group-inet6
wildcard-source]

Release Information Statement introduced in Junos OS Release 10.1.

Description Establish the multicast group address range to use for creating MBGP MVPN

source-specific multicast selective PMSI tunnels.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring PIM-SSM GRE Selective Provider Tunnels
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primary (Virtual Tunnel in Routing Instances)

Syntax primary;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name interface
vt-fpc/pic/port.unit-number],

[edit routing-instances routing-instance-name interface vt-fpc/pic/port.unit-number]

Release Information Statement introduced in Junos OS Release 12.3.

Description In a multiprotocol BGP (MBGP) multicast VPN (MVPN), configure the virtual tunnel (VT)

interface to be used as the primary interface for multicast traffic.

Junos OS supports up to eight VT interfaces configured for multicast in a routing instance

to provide redundancy for MBGP (next-generation) MVPNs. This support is for RSVP

point-to-multipoint provider tunnels as well as multicast Label Distribution Protocol

(MLDP) provider tunnels. This feature works for extranets as well.

This statement allows you to configure one of the VT interfaces to be the primary interface,

which is always used if it is operational. If a VT interface is configured as the primary, it

becomes the nexthop that is used for traffic coming in from the core on the label-switched

path (LSP) into the routing instance. When a VT interface is configured to be primary

and the VT interface is used for both unicast and multicast traffic, only the multicast

traffic is affected.

If no VT interface is configured to be the primary or if the primary VT interface is unusable,

one of the usable configured VT interfaces is chosen to be the nexthop that is used for

traffic coming in from the core on the LSP into the routing instance. If the VT interface in

use goes down for any reason, another usable configured VT interface in the routing

instance is chosen. When the VT interface in use changes, all multicast routes in the

instance also switch their reverse-path forwarding (RPF) interface to the new VT interface

to allow the traffic to be received.

To realize the full benefit of redundancy, we recommend that when you configure multiple

VT interfaces, at least one of the VT interfaces be on a different Tunnel PIC from the

other VT interfaces. However, Junos OS does not enforce this.

Default If you omit this statement, Junos OS chooses a VT interface to be the active interface

for multicast traffic.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Redundant Virtual Tunnel Interfaces in MBGP MVPNs on page 482

• Example: Configuring MBGP MVPN Extranets on page 442
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provider-tunnel

Syntax provider-tunnel {
ingress-replication {
create-new-ucast-tunnel;
label-switched-path-template {
(default-template | lsp-template-name);

}
}

ldp-p2mp;
pim-asm {
group-address address;

}
mdt {
data-mdt-reuse;
group-rangemulticast-prefix;
threshold {
group group-address {
source source-address {
rate threshold-rate;

}
}
tunnel-limit limit;

}
}
pim-ssm {
group-address address;

}
rsvp-te {
label-switched-path-template {
(default-template | lsp-template-name);

}
static-lsp lsp-name;

}
selective {
groupmulticast--prefix/prefix-length {
source ip--prefix/prefix-length {
ldp-p2mp;
create-new-ucast-tunnel;
label-switched-path-template {
(default-template | lsp-template-name);

}
}
pim-ssm {
group-rangemulticast-prefix;

}
rsvp-te {
label-switched-path-template {
(default-template | lsp-template-name);

}
static-lsp point-to-multipoint-lsp-name;

}
threshold-rate kbps;

}
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wildcard-source {
pim-ssm {
group-rangemulticast-prefix;

}
rsvp-te {
label-switched-path-template {
(default-template | lsp-template-name);

}
static-lsp point-to-multipoint-lsp-name;

}
threshold-rate kbps;

}
}
tunnel-limit number;
wildcard-group-inet {
wildcard-source {
pim-ssm {
group-rangemulticast-prefix;

}
rsvp-te {
label-switched-path-template {
(default-template | lsp-template-name);

}
static-lsp lsp-name;

}
threshold-rate number;

}
}
wildcard-group-inet6 {
wildcard-source {
pim-ssm {
group-rangemulticast-prefix;

}
rsvp-te {
label-switched-path-template {
(default-template | lsp-template-name);

}
static-lsp lsp-name;

}
threshold-rate number;

}
}

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]

Release Information Statement introduced in Junos OS Release 8.3.

The selective statement and substatements added in Junos OS Release 8.5.

The ingress-replication statement and substatements added in Junos OS Release 10.4.

Description Configure virtual private LAN service (VPLS) flooding of unknown unicast, broadcast,

and multicast traffic using point-to-multipoint LSPs. Also configure point-to-multipoint

LSPs for MBGP MVPNs.
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Options The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Flooding Unknown Traffic Using Point-to-Multipoint LSPs

• Configuring Point-to-Multipoint LSPs for an MBGP MVPN

• Example: Configuring Data MDTs and Provider Tunnels Operating in Source-Specific

Multicast Mode on page 527

route-target (Protocols MVPN)

Syntax route-target {
export-target {
target target-community;
unicast;

}
import-target {
target {
target-value;
receiver target-value;
sender target-value;

}
unicast {
receiver;
sender;

}
}

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvpn],

[edit routing-instances routing-instance-name protocols mvpn]

Release Information Statement introduced in Junos OS Release 8.4.

Description Enable you to override the Layer 3 VPN import and export route targets used for importing

and exporting routes for the MBGP MVPN NLRI.

Default The multicast VPN routing instance uses the import and export route targets configured

for the Layer 3 VPN.

Options The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VRF Route Targets for Routing Instances for an MBGP MVPN
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rpt-spt

Syntax rpt-spt;

Hierarchy Level [edit logical-systems profile-name routing-instances instance-name protocols mvpn
mvpn-mode],

[edit routing-instances instance-name protocols mvpnmvpn-mode]

Release Information Statement introduced in Junos OS Release 10.0.

Description Use rendezvous-point trees for customer PIM (C-PIM) join messages, and switch to the

shortest-path tree after the source is known.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Shared-Tree Data Distribution Across Provider Cores for Providers of MBGP

MVPNs
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rsvp-te (Routing Instances Provider Tunnel Selective)

Syntax rsvp-te {
label-switched-path-template {
(default-template | lsp-template-name);

}
static-lsp lsp-name;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective group address source source-address],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective group addresswildcard-source],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective wildcard-group-inet wildcard-source],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective wildcard-group-inet6 wildcard-source],

[edit routing-instances routing-instance-name provider-tunnel],
[edit routing-instances routing-instance-nameprovider-tunnel selectivegroupaddresssource
source-address]

[edit routing-instances routing-instance-name provider-tunnel selective group address
wildcard-source],

[edit routing-instances routing-instance-nameprovider-tunnel selectivewildcard-group-inet
wildcard-source],

[edit routing-instances routing-instance-nameprovider-tunnelselectivewildcard-group-inet6
wildcard-source]

Release Information Statement introduced in Junos OS Release 8.5.

Description Configure the properties of the RSVP traffic-engineered point-to-multipoint LSP for

MBGP MVPNs.

The remaining statements are explained separately.

NOTE: Junos OS Release 11.2 and earlier do not support point-to-multipoint
LSPs with next-generationmulticast VPNs onMX80 routers.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Point-to-Multipoint LSPs for an MBGP MVPN
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selective

Syntax selective {
groupmulticast-prefix/prefix-length {
source ip-prefix/prefix-length {
ingress-replication {
create-new-ucast-tunnel;
label-switched-path-template {
(default-template | lsp-template-name);

}
}

ldp-p2mp;
pim-ssm {
group-rangemulticast-prefix;

}
rsvp-te {
label-switched-path-template {
(default-template | lsp-template-name);

}
static-lsp point-to-multipoint-lsp-name;

}
threshold-rate kbps;

}
wildcard-source {
ldp-p2mp;
pim-ssm {
group-rangemulticast-prefix;

}
rsvp-te {
label-switched-path-template {
(default-template | lsp-template-name);

}
}

static-lsp point-to-multipoint-lsp-name;
}
threshold-rate kbps;

}
}
tunnel-limit number;
wildcard-group-inet {
wildcard-source {
ldp-p2mp;
pim-ssm {
group-rangemulticast-prefix;

}
rsvp-te {
label-switched-path-template {
(default-template | lsp-template-name);

}
static-lsp lsp-name;

}
threshold-rate number;

}
}
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wildcard-group-inet6 {
wildcard-source {
ldp-p2mp;
pim-ssm {
group-rangemulticast-prefix;

}
rsvp-te {
label-switched-path-template {
(default-template | lsp-template-name);

}
static-lsp lsp-name;

}
threshold-rate number;

}
}

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel],

[edit routing-instances routing-instance-name provider-tunnel]

Release Information Statement introduced in Junos OS Release 8.5.

The ingress-replication statement and substatements added in Junos OS Release 10.4.

Description Configure selective point-to-multipoint LSPs for an MBGP MVPN. Selective

point-to-multipoint LSPs send traffic only to the receivers configured for the MBGP

MVPNs, helping to minimize flooding in the service provider's network.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Point-to-Multipoint LSPs for an MBGP MVPN

• Configuring PIM-SSM GRE Selective Provider Tunnels

Copyright © 2013, Juniper Networks, Inc.838

Multicast Protocols Configuration Guide



source (Routing Instances Provider Tunnel Selective)

Syntax source source-address {
ldp-p2mp;
pim-ssm {
group-rangemulticast-prefix;

}
rsvp-te {
label-switched-path-template {
(default-template | lsp-template-name);

}
static-lsp lsp-name;

}
threshold-rate number;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective group address],

[edit routing-instances routing-instance-name provider-tunnel selective group address]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the IP address for the multicast source. This statement is a part of the

point-to-multipoint LSP and PIM-SSM GRE selective provider tunnel configuration for

MBGP MVPNs.

Options source-address—IP address for the multicast source.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Point-to-Multipoint LSPs for an MBGP MVPN

• Configuring PIM-SSM GRE Selective Provider Tunnels
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spt-only

Syntax spt-only;

Hierarchy Level [edit logical-systems profile-name routing-instances instance-name protocols mvpn
mvpn-mode],

[edit routing-instances instance-name protocols mvpnmvpn-mode]

Release Information Statement introduced in Junos OS Release 10.0.

Description Set the MVPN mode to learn about active multicast sources using multicast VPN

source-active routes. This is the default mode.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring SPT-Only Mode for Multiprotocol BGP-Based Multicast VPNs

static-lsp

Syntax static-lsp lsp-name;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel rsvp-te],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective group address source source-address rsvp-te],

[edit routing-instances routing-instance-name provider-tunnel rsvp-te],
[edit routing-instances routing-instance-nameprovider-tunnel selectivegroupaddresssource
source-address rsvp-te]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the name of the static point-to-multipoint LSP used for an MBGP MVPN. Use

this statement to specify the static LSP for both inclusive and selective point-to-multipoint

LSPs.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Point-to-Multipoint LSPs for an MBGP MVPN
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target (Routing InstancesMVPN)

Syntax target target-value {
receiver target-value;
sender target-value;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvpn route-target import-target],

[edit routing-instances routing-instance-name protocols mvpn route-target import-target]

Release Information Statement introduced in Junos OS Release 8.4.

Description Specify the target value when importing sender and receiver site routes.

Options target-value—Specify the target value when importing sender and receiver site routes.

receiver—Specify the target community used when importing receiver site routes.

sender—Specify the target community used when importing sender site routes.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VRF Route Targets for Routing Instances for an MBGP MVPN
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threshold-rate

Syntax threshold-rate kbps;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective group address source source-address],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective group group-addresswildcard-source],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective wildcard-group-inet wildcard-source],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective wildcard-group-inet6 wildcard-source],

[edit routing-instances routing-instance-nameprovider-tunnel selectivegroupaddresssource
source-address]

[edit routing-instances routing-instance-name provider-tunnel selective group address
wildcard-source]

[edit routing-instances routing-instance-nameprovider-tunnel selectivewildcard-group-inet
wildcard-source],

[edit routing-instances routing-instance-nameprovider-tunnelselectivewildcard-group-inet6
wildcard-source]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the data threshold required before a new tunnel is created for a dynamic selective

point-to-multipoint LSP. This statement is part of the configuration for point-to-multipoint

LSPs for MBGP MVPNs and PIM-SSM GRE or RSVP-TE selective provider tunnels.

Options number—Specify the data threshold required before a new tunnel is created.

Range: 0 through 1,000,000 kilobits per second. Specifying 0 is equivalent to not including

the statement.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Point-to-Multipoint LSPs for an MBGP MVPN

• Configuring PIM-SSM GRE Selective Provider Tunnels

• Configuring Intra-AS Selective Provider Tunnels
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traceoptions (Protocols MVPN)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvpn],

[edit routing-instances routing-instance-name protocols mvpn]

Release Information Statement introduced in Junos OS Release 8.4.

Description Trace traffic flowing through an MBGP MVPN.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

name in quotation marks (" ").

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches this size, it is renamed trace-file.0. When trace-file again reaches

its maximum size, trace-file.0 is renamed trace-file.1 and trace-file is renamed

trace-file.0. This renaming scheme continues until the maximum number of trace

files is reached. Then the oldest trace file is overwritten.

If you specify a maximum number of files, you also must specify a maximum file size with

the size option.

Range: 2 through 1000 files

Default: 2 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

include multiple flag statements. You can specify any of the following flags:

• all—All multicast VPN tracing options

• error—Error conditions

• general—General events

• nlri—Multicast VPN advertisements received or sent by means of the BGP

• normal—Normal events

• policy—Policy processing

• route—Routing information

• state—State transitions

• task—Routing protocol task processing

• timer—Routing protocol timer processing
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• topology—Multicast VPN topology changes caused by reconfiguration or advertisements

received from other provider edge (PE) routers using BGP

flag-modifier—(Optional) Modifier for the tracing flag. You can specify the following

modifiers:

• detail—Provide detailed trace information

• disable—Disable the tracing flag

• receive—Trace received packets

• send—Trace sent packets

no-world-readable—Do not allow any user to read the log file.

size size—(Optional) Maximum size of each trace file, in kilobytes (KB), megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0. When trace-file again reaches its maximum size, trace-file.0 is renamed

trace-file.1 and trace-file is renamed trace-file.0. This renaming scheme continues

until the maximum number of trace files is reached. Then the oldest trace file is

overwritten.

If you specify a maximum file size, you also must specify a maximum number of trace

files with the files option.

Syntax: xk to specify kilobytes, xm to specify megabytes, or xg to specify gigabytes

Range: 10 KB through the maximum file size supported on your system

Default: 1 MB

world-readable—Allow any user to read the log file.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Tracing MBGP MVPN Traffic and Operations
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tunnel-limit (Routing Instances Provider Tunnel Selective)

Syntax tunnel-limit number;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective],

[edit routing-instances routing-instance-name provider-tunnel selective]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify a limit on the number of selective tunnels that can be created for an LSP. This

limit can be applied to the following types of selective tunnels:

• Ingress replication tunnels

• LDP-signaled LSP

• LDP point-to-multipoint LSP

• PIM-SSM provider tunnel

• RSVP-signaled LSP

• RSVP-signaled point-to-multipoint LSP

Options number—Specify the tunnel limit.

Range: 0 through 1024

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Point-to-Multipoint LSPs for an MBGP MVPN

• selective on page 837

• wildcard-source on page 850
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unicast (Route Target Community)

Syntax unicast {
receiver;
sender;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvpn route-target import-target],

[edit routing-instances routing-instance-name protocols mvpn route-target import-target]

Release Information Statement introduced in Junos OS Release 8.4.

Description Specify the same target community configured for unicast.

Options receiver—Specify the unicast target community used when importing receiver site routes.

sender—Specify the unicast target community used when importing sender site routes.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VRF Route Targets for Routing Instances for an MBGP MVPN

unicast (Virtual Tunnel in Routing Instances)

Syntax unicast;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name interface
vt-fpc/pic/port.unit-number],

[edit routing-instances routing-instance-name interface vt-fpc/pic/port.unit-number]

Release Information Statement introduced in Junos OS Release 9.4.

Description In a multiprotocol BGP (MBGP) multicast VPN (MVPN), configure the virtual tunnel (VT)

interface to be used for unicast traffic only.

Default If you omit this statement, the VT interface can be used for both multicast and unicast

traffic.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Redundant Virtual Tunnel Interfaces in MBGP MVPNs on page 482

• Example: Configuring MBGP MVPN Extranets on page 442
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vrf-advertise-selective

Syntax vrf-advertise-selective {
family {
inet-mvpn;
inet6-mvpn;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]

Release Information Statement introduced in Junos OS Release 10.1.

Statement introduced in Junos OS Release 12.3 for ACX Series routers.

Description Explicitly enable IPv4 or IPv6 MVPN routes to be advertised from the VRF instance while

preventing all other route types from being advertised.

If you configure the vrf-advertise-selective statement without any of its options, the router

has the same behavior as if you configured theno-vrf-advertise statement. All VPN routes

are prevented from being advertised from a VRF routing instance to the remote PE routers.

This behavior is useful for hub-and-spoke configurations, enabling you to configure a PE

router to not advertise VPN routes from the primary (hub) instance. Instead, these routes

are advertised from the secondary (downstream) instance.

The options are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Limiting Routes to Be Advertised by an MVPN VRF Instance

• no-vrf-advertise
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wildcard-group-inet

Syntax wildcard-group-inet {
wildcard-source {
ldp-p2mp;
pim-ssm {
group-rangemulticast-prefix;

}
rsvp-te {
label-switched-path-template {
(default-template | lsp-template-name);

}
static-lsp lsp-name;

}
threshold-rate number;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective],

[edit routing-instances routing-instance-name provider-tunnel selective]

Release Information Statement introduced in Junos OS Release 10.0.

Description Configure a wildcard group matching any group IPv4 address.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• wildcard-group-inet6 on page 849

• Example: Configuring Selective Provider Tunnels Using Wildcards on page 440

• Understanding Wildcards to Configure Selective Point-to-Multipoint LSPs for an MBGP

MVPN on page 435

• Configuring a Selective Provider Tunnel Using Wildcards on page 440
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wildcard-group-inet6

Syntax wildcard-group-inet6 {
wildcard-source {
ldp-p2mp;
pim-ssm {
group-rangemulticast-prefix;

}
rsvp-te {
label-switched-path-template {
(default-template | lsp-template-name);

}
static-lsp lsp-name;

}
threshold-rate number;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective],

[edit routing-instances routing-instance-name provider-tunnel selective]

Release Information Statement introduced in Junos OS Release 10.0.

Description Configure a wildcard group matching any group IPv6 address.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• wildcard-group-inet on page 848

• Example: Configuring Selective Provider Tunnels Using Wildcards on page 440

• Understanding Wildcards to Configure Selective Point-to-Multipoint LSPs for an MBGP

MVPN on page 435

• Configuring a Selective Provider Tunnel Using Wildcards on page 440
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wildcard-source

Syntax wildcard-source {
ldp-p2mp;
pim-ssm {
group-rangemulticast-prefix;

}
rsvp-te {
label-switched-path-template {
(default-template | lsp-template-name);

}
static-lsp lsp-name;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective group group-prefix],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective wildcard-group-inet],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective wildcard-group-inet6],

[edit routing-instances routing-instance-nameprovider-tunnel selectivegroupgroup-prefix],
[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective wildcard-group-inet],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel selective wildcard-group-inet6],

[edit routing-instances routing-instance-nameprovider-tunnel selectivewildcard-group-inet],
[edit routing-instances routing-instance-nameprovider-tunnelselectivewildcard-group-inet6]

Release Information Statement introduced in Junos OS Release 10.0.

Description Configure a selective provider tunnel for a shared tree using a wildcard source.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• wildcard-group-inet on page 848

• wildcard-group-inet6 on page 849

• Example: Configuring Selective Provider Tunnels Using Wildcards on page 440

• Understanding Wildcards to Configure Selective Point-to-Multipoint LSPs for an MBGP

MVPN on page 435

• Configuring a Selective Provider Tunnel Using Wildcards on page 440
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CHAPTER 24

Draft Rosen MVPN Configuration
Statements

autodiscovery

Syntax autodiscovery {
inet-mdt;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pimmvpn],

[edit routing-instances routing-instance-name protocols pimmvpn],

Release Information Statement introduced in Junos OS Release 9.4.

Description For draft-rosen 7, enable the PE routers in the VPN to discover one another automatically.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Source-Specific Multicast for Draft-Rosen Multicast VPNs on

page 507
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autodiscovery-only

Syntax autodiscovery-only {
intra-as {
inclusive;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvpn],

[edit routing-instances routing-instance-name protocolsmvpn],

Release Information Statement introduced in Junos OS Release 9.4.

Description Enable the draft-rosen multicast VPN to use the MDT-SAFI autodiscovery NLRI.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Source-Specific Multicast for Draft-Rosen Multicast VPNs on

page 507

data-mdt-reuse

Syntax data-mdt-reuse;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pimmdt],

[edit routing-instances routing-instance-name protocols pimmdt]

Release Information Statement introduced in Junos OS Release 10.0.

Description Enable dynamic reuse of data MDT group addresses.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Enabling Dynamic Reuse of Data MDT Group Addresses on page 542
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default-vpn-source

Syntax default-vpn-source {
interface-name interface-name;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pim],
[edit protocols pim]

Release Information Statement introduced in Junos OS Release 10.1.

Description Enable the router to use the primary loopback address configured in the default routing

instance as the source address when PIM hello messages, join messages, and prune

messages are sent over multicast tunnel interfaces for interoperability with other vendors’

routers.

The remaining statements are explained separately.

Default By default, the router uses the loopback address configured in the VRF routing instance

as the source address when sending PIM hello messages, join messages, and prune

messages over multicast tunnel interfaces.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Draft Rosen Interoperability and a VPN Tunnel Source on page 517

• interface-name on page 857

• Understanding MVPN Interoperation with Other Vendors on page 517
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group (Protocols PIM)

Syntax group group-address {
source source-address {
rate threshold-rate;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pimmdt threshold],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnelmdt threshold],

[edit routing-instances routing-instance-name protocols pimmdt threshold],
[edit routing-instances routing-instance-name provider-tunnelmdt threshold]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify the explicit or prefix multicast group address to which the threshold limits apply.

This is typically a well-known address for a certain type of multicast traffic.

Options group-address—Explicit group address to limit.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Data MDTs and Provider Tunnels Operating in Source-Specific

Multicast Mode on page 527

• Example: Configuring Data MDTs and Provider Tunnels Operating in Any-Source

Multicast Mode on page 537
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group-address (Routing Instances Tunnel Group)

Syntax group-address address;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel pim-asm],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel pim-asm family (inet | inet6],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel pim-ssm],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel pim-ssm family (inet | inet6],

[edit routing-instances routing-instance-name provider-tunnel pim-asm],
[edit routing-instances routing-instance-nameprovider-tunnel pim-asmfamily (inet | inet6],
[edit routing-instances routing-instance-name provider-tunnel pim-ssm],
[edit routing-instances routing-instance-name provider-tunnel pim-ssm family (inet | inet6]

Release Information Statement introduced in Junos OS Release 9.4.

Description Configure the PIM-SM or PIM-SSM provider tunnel group address.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Source-Specific Multicast for Draft-Rosen Multicast VPNs on

page 507
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group-range (DataMDTs)

Syntax group-rangemulticast-prefix;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnelmdt],

[edit routing-instances routing-instance-name protocols pimmdt],
[edit routing-instances routing-instance-name provider-tunnelmdt]

Release Information Statement introduced before Junos OS Release 7.4.

Description Establish the group range to use for data MDTs created in this VRF instance. This address

range cannot overlap the default MDT addresses of any other VPNs on the router. If you

configure overlapping group ranges, the configuration commit fails.

Options multicast-prefix—Multicast address range to identify data MDTs.

Range: Any valid, nonreserved multicast address range

Default: None (No data MDTs are created for this VRF instance.)

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Data MDTs and Provider Tunnels Operating in Source-Specific

Multicast Mode on page 527

• Example: Configuring Data MDTs and Provider Tunnels Operating in Any-Source

Multicast Mode on page 537

inclusive

Syntax inclusive;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvpn autodiscovery-onlyintra-as],

[edit routing-instances routing-instance-nameprotocolsmvpnautodiscovery-only intra-as],

Release Information Statement introduced in Junos OS Release 9.4.

Description For draft-rosen 7, enable the MVPN control plane for autodiscovery only, using intra-AS

autodiscovery routes over an inclusive provider multicast service interface (PMSI).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Source-Specific Multicast for Draft-Rosen Multicast VPNs on

page 507
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inet-mdt (Autodiscovery)

Syntax inet-mdt;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pimmvpn autodiscovery],

[edit routing-instances routing-instance-name protocols pimmvpn autodiscovery],

Release Information Statement introduced in Junos OS Release 9.4.

Description For draft-rosen 7, configure the PE router in a VPN to use an SSM multicast distribution

tree (MDT) subsequent address family identifier (SAFI) NLRI for autodiscovery of other

PE routers.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Source-Specific Multicast for Draft-Rosen Multicast VPNs on

page 507

interface-name

Syntax interface-name interface-name;

Hierarchy Level [edit logical-systems logical-system-name protocols pim default-vpn-source],
[edit protocols pim default-vpn-source]

Release Information Statement introduced in Junos OS Release 10.1.

Description Specify the primary loopback address configured in the default routing instance to use

as the source address when PIM hello messages, join messages, and prune messages

are sent over multicast tunnel interfaces for interoperability with other vendors’ routers.

Options interface-name—Primary loopback address configured in the default routing instance to

use as the source address when PIM control messages are sent. Typically, the lo0.0

interface is specified for this purpose.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding MVPN Interoperation with Other Vendors on page 517

• Example: Configuring Draft Rosen Interoperability and a VPN Tunnel Source on page 517
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intra-as

Syntax intra-as {
inclusive;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
mvpn autodiscovery-only],

[edit routing-instances routing-instance-name protocolsmvpn autodiscovery-only,]

Release Information Statement introduced in Junos OS Release 9.4.

Description For draft-rosen 7, enable the MVPN control plane for autodiscovery only, using intra-AS

autodiscovery routes.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Source-Specific Multicast for Draft-Rosen Multicast VPNs on

page 507
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mdt

Syntax mdt {
data-mdt-reuse;
group-rangemulticast-prefix;
threshold {
group group-address {
source source-address {
rate threshold-rate;

}
}
tunnel-limit limit;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel],

[edit routing-instances routing-instance-name protocols pim],
[edit routing-instances routing-instance-name provider-tunnel]

Release Information Statement introduced before Junos OS Release 7.4.

Description Establish the group address range for data MDTs, the threshold for the creation of data

MDTs, and tunnel limits for a multicast group and source. A multicast group can have

more than one source of traffic.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Data MDTs and Provider Tunnels Operating in Source-Specific

Multicast Mode on page 527

• Example: Configuring Data MDTs and Provider Tunnels Operating in Any-Source

Multicast Mode on page 537
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mvpn (NG-MVPN)

Syntax mvpn {
autodiscovery-only {
intra-as {
inclusive;

}
}
receiver-site;
route-target {
export-target {
target target-community;
unicast;

}
import-target {
target {
target <target:number:number> <receiver | sender>;
unicast <receiver | sender>;

}
unicast {
receiver;
sender;

}
}

}
sender-site;
traceoptions {
file filename <files number> <sizemaximum-file-size> <world-readable |
no-world-readable>;

flag flag <flag-modifier> <disable>;
}
unicast-umh-election;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
protocols],

[edit routing-instances routing-instance-name protocols]

Release Information Statement introduced in Junos OS Release 9.4.

Description Enable the MVPN control plane for autodiscovery only.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Source-Specific Multicast for Draft-Rosen Multicast VPNs on

page 507
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mvpn (Draft-RosenMVPN)

Syntax mvpn {
autodiscovery {
inet-mdt;

}
}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pim],

[edit routing-instances routing-instance-name protocols pim]

Release Information Statement introduced in Junos OS Release 9.4.

Description Configure the control plane to be used for PE routers in the VPN to discover one another

automatically.

Options The other statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Source-Specific Multicast for Draft-Rosen Multicast VPNs on

page 507

pim-ssm (Provider Tunnel)

Syntax pim-ssm {
group-address address;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnel],

[edit routing-instances routing-instance-name provider-tunnel]

Release Information Statement introduced in Junos OS Release 9.4.

Description Configure the PIM-SSM provider tunnel.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Source-Specific Multicast for Draft-Rosen Multicast VPNs on

page 507
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rate (Routing Instances)

Syntax rate threshold-rate;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pimmdt threshold group group-address source source-address],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnelmdt threshold group group-address source source-address],

[edit routing-instances routing-instance-name protocols pimmdt threshold group
group-address source source-address],

[edit routing-instances routing-instance-name provider-tunnelmdt threshold group
group-address source source-address]

Release Information Statement introduced before Junos OS Release 7.4.

Description Apply a rate threshold to a multicast source to automatically create a data MDT.

Options threshold-rate—Rate in kilobits per second (Kbps) to apply to source.

Range: 10 Kbps through 1 Gbps (1,000,000 Kbps)

Default: 10 Kbps

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Data MDTs and Provider Tunnels Operating in Source-Specific

Multicast Mode on page 527

• Example: Configuring Data MDTs and Provider Tunnels Operating in Any-Source

Multicast Mode on page 537
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signaling

Syntax signaling;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp family inet-mdt],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp family inet-mvpn],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name family inet-mdt],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
bgp group group-name family inet-mvpn],

[edit routing-instances routing-instance-name protocols bgp family inet-mdt],
[edit routing-instances routing-instance-name protocols bgp family inet-mvpn],
[edit routing-instances routing-instance-name protocols bgp group group-name family
inet-mdt],

[edit routing-instances routing-instance-name protocols bgp group group-name family
inet-mvpn]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 11.1 for EX Series switches.

Description Enable signaling in BGP. For multicast distribution tree (MDT) subaddress family identifier

(SAFI) NLRI signaling, configure signaling under the inet-mdt family. For multiprotocol

BGP (MBGP) intra-AS NLRI signaling, configure signaling under the inet-mvpn family.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Source-Specific Multicast for Draft-Rosen Multicast VPNs on

page 507

• Configuring an MPLS-Based Layer 2 VPN (CLI Procedure)
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source (Routing Instances)

Syntax source source-address {
rate threshold-rate;

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pimmdt threshold group group-address],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnelmdt threshold group group-address],

[edit routing-instances routing-instance-name protocols pimmdt threshold group
group-address],

[edit routing-instances routing-instance-name provider-tunnelmdt threshold group
group-address]

Release Information Statement introduced before Junos OS Release 7.4.

Description Establish a threshold to trigger the automatic creation of a data MDT for the specified

unicast address or prefix of the source of multicast information.

Options source-address—Explicit unicast address of the multicast source.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Data MDTs and Provider Tunnels Operating in Source-Specific

Multicast Mode on page 527

• Example: Configuring Data MDTs and Provider Tunnels Operating in Any-Source

Multicast Mode on page 537
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threshold (Routing Instances)

Syntax threshold {
group group-address {
source source-address {
rate threshold-rate;

}
}

}

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pimmdt],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnelmdt],

[edit routing-instances routing-instance-name protocols pimmdt],
[edit routing-instances routing-instance-name provider-tunnelmdt]

Release Information Statement introduced before Junos OS Release 7.4.

Description Establish a threshold to trigger the automatic creation of a data MDT.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Data MDTs and Provider Tunnels Operating in Source-Specific

Multicast Mode on page 527

• Example: Configuring Data MDTs and Provider Tunnels Operating in Any-Source

Multicast Mode on page 537
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tunnel-limit (Routing Instances)

Syntax tunnel-limit limit;

Hierarchy Level [edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
pimmdt],

[edit logical-systems logical-system-name routing-instances routing-instance-name
provider-tunnelmdt],

[edit routing-instances routing-instance-name protocols pimmdt],
[edit routing-instances routing-instance-name provider-tunnelmdt]

Release Information Statement introduced before Junos OS Release 7.4.

Description Limit the number of data MDTs created in this VRF instance. If the limit is 0, then no data

MDTs are created for this VRF instance.

Options limit—Maximum number of data MDTs for this VRF instance.

Range: 0 through 1024

Default: 0 (No data MDTs are created for this VRF instance.)

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Data MDTs and Provider Tunnels Operating in Source-Specific

Multicast Mode on page 527

• Example: Configuring Data MDTs and Provider Tunnels Operating in Any-Source

Multicast Mode on page 537

unicast-umh-election

Syntax unicast-umh-election;

Hierarchy Level [edit routing-instances routing-instance-name protocols mvpn]

Release Information Statement introduced in Junos OS Release 9.6.

Description Configure a router to use the unicast route preference to determine the single forwarder

election.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• mvpn (NG-MVPN) on page 860

• Example: Configuring a PIM-SSM Provider Tunnel for an MBGP MVPN on page 412
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CHAPTER 25

AMT Configuration Statements

accounting (Protocols AMT Interface)

Syntax accounting;

Hierarchy Level [edit logical-systems logical-system-name protocols amt relay],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
amt relay],

[edit protocols amt relay],
[edit routing-instances routing-instance-name protocols amt relay]

Release Information Statement introduced in Junos OS Release 10.2.

Description Enable the collection of statistics for an Automatic Multicast Tunneling (AMT) interface.

Default Disabled

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the AMT Protocol on page 553
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accounting (Protocols IGMPAMT Interface)

Syntax (accounting | no-accounting);

Hierarchy Level [edit logical-systems logical-system-name protocols igmp amt relay defaults],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
igmp amt relay defaults],

[edit protocols igmp amt relay defaults],
[edit routing-instances routing-instance-name protocols igmp amt relay defaults]

Release Information Statement introduced in Junos OS Release 10.2.

Description Enable or disable the collection of IGMP join and leave event statistics for an Automatic

Multicast Tunneling (AMT) interface.

Default Disabled

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Default IGMP Parameters for AMT Interfaces on page 555
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amt (IGMP)

Syntax amt {
relay {
defaults {
(accounting | no-accounting);
group-policy [ policy-names ];
query-interval seconds;
query-response-interval seconds;
robust-count number;
ssm-map ssm-map-name;
version version;

}
}

}

Hierarchy Level [edit logical-systems logical-system-name protocols igmp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
igmp],

[edit protocols igmp],
[edit routing-instances routing-instance-name protocols igmp]

Release Information Statement introduced in Junos OS Release 10.2.

Description Configure Automatic Multicast Tunneling (AMT) relay attributes.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Default IGMP Parameters for AMT Interfaces on page 555
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amt (Protocols)

Syntax amt {
relay {
accounting;
family {
inet {
anycast-prefix ip-prefix</prefix-length>;
local-address ip-address;

}
}
secret-key-timeoutminutes;
tunnel-limit number;

}
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols],
[edit logical-systems logical-system-name routing-instances routing-instance-name
protocols],

[edit protocols],
[edit routing-instances routing-instance-name protocols]

Release Information Statement introduced in Junos OS Release 10.2.

Description Enable Automatic Multicast Tunneling (AMT) on the router or switch. You must also

configure the local address and anycast prefix for AMT to function.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the AMT Protocol on page 553
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anycast-prefix

Syntax anycast-prefix ip-prefix/<prefix-length>;

Hierarchy Level [edit logical-systems logical-system-name protocols amt relay family inet],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
amt relay family inet],

[edit protocols amt relay family inet],
[edit routing-instances routing-instance-name protocols amt relay family inet]

Release Information Statement introduced in Junos OS Release 10.2.

Description Specify an IP address prefix to use for the Automatic Multicast Tunneling (AMT) relay

anycast address. The prefix is advertised by unicast routing protocols to route AMT

discovery messages to the router from nearby AMT gateways. The IP address that the

prefix is derived from can be configured on any interface in the system. Typically, the

router’s lo0.0 loopback address prefix is used for configuring the AMT anycast prefix in

the default routing instance, and the router’s lo0.n loopback address prefix is used for

configuring the AMT anycast prefix in VPN routing instances. However, the anycast

address can be either the primary or secondary lo0.0 loopback address.

Default None. The anycast prefix must be configured.

Options ip-prefix/<prefix-length>—IP address prefix.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the AMT Protocol on page 553
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defaults

Syntax defaults {
(accounting | no-accounting);
group-policy [ policy-names ];
query-interval seconds;
query-response-interval seconds;
robust-count number;
ssm-map ssm-map-name;
version version;

}

Hierarchy Level [edit logical-systems logical-system-name statement-name protocols igmp amt relay],
[edit logical-systems logical-system-name routing-instances routing-instance-name
statement-name protocols igmp amt relay],

[edit protocols igmp amt relay],
[edit routing-instances routing-instance-name statement-name protocols igmp amt relay]

Release Information Statement introduced in Junos OS Release 10.2.

Description Configure default IGMP attributes for all Automatic Multicast Tunneling (AMT) interfaces.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the AMT Protocol on page 553
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family (Protocols AMT Relay)

Syntax family {
inet {
anycast-prefix ip-prefix/<prefix-length>;
local-address ip-address;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols amt relay],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
amt relay],

[edit protocols amt relay],
[edit routing-instances routing-instance-name protocols amt relay]

Release Information Statement introduced in Junos OS Release 10.2.

Description Configure the protocol address family for Automatic Multicast Tunneling (AMT) relay

functions. Only the inet family for IPv4 protocol addresses is supported.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the AMT Protocol on page 553

873Copyright © 2013, Juniper Networks, Inc.

Chapter 25: AMT Configuration Statements



group-policy (Protocols IGMPAMT Interface)

Syntax group-policy [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols igmp amt relay defaults],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
igmp amt relay defaults],

[edit protocols igmp amt relay defaults],
[edit routing-instances routing-instance-name protocols igmp amt relay defaults]

Release Information Statement introduced in Junos OS Release 10.2.

Description When this statement is enabled on the Automatic Multicast Tunneling (AMT) interfaces

running IGMP version 2 (IGMPv2) or version 3 (IGMPv3), after the router receives an IGMP

report, the router compares the group against the specified group policy and performs

the action configured in that policy (for example, rejects the report).

Options policy-names—Name of the policy.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Default IGMP Parameters for AMT Interfaces on page 555

inet (AMT Protocol)

Syntax inet {
anycast-prefix ip-prefix/<prefix-length>;
local-address ip-address;

}

Hierarchy Level [edit logical-systems logical-system-name protocols amt relay family],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
amt relay family],

[edit protocols amt relay family],
[edit routing-instances routing-instance-name protocols amt relay family]

Release Information Statement introduced in Junos OS Release 10.2.

Description Specify the IPv4 local address and anycast prefix for Automatic Multicast Tunneling

(AMT) relay functions.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the AMT Protocol on page 553

Copyright © 2013, Juniper Networks, Inc.874

Multicast Protocols Configuration Guide



local-address (Protocols AMT)

Syntax local-address ip-address;

Hierarchy Level [edit logical-systems logical-system-name protocols amt relay family inet],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
amt relay family inet],

[edit protocols amt relay family inet],
[edit routing-instances routing-instance-name protocols amt relay family inet]

Release Information Statement introduced in Junos OS Release 10.2.

Description Specify the local unique IP address to send in Automatic Multicast Tunneling (AMT) relay

advertisement messages, for use as the IP source of AMT control messages, and as the

source of the data tunnel encapsulation. The address can be configured on any interface

in the system. Typically, the router’s lo0.0 loopback address is used for configuring the

AMT local address in the default routing instance, and the router’s lo0.n loopback address

is used for configuring the AMT local address in VPN routing instances.

Default None. The local address must be configured.

Options ip-address—Unique unicast IP address.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the AMT Protocol on page 553
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query-interval (Protocols IGMPAMT)

Syntax query-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp amt relay defaults],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
igmp amt relay defaults],

[edit protocols igmp amt relay defaults],
[edit routing-instances routing-instance-name protocols igmp amt relay defaults]

Release Information Statement introduced in Junos OS Release 10.2.

Description Specify how often the querier router sends IGMP general host-query messages through

an Automatic Multicast Tunneling (AMT) interface.

Options seconds—Number of seconds between sending of general host query messages.

Range: 1 through 1024

Default: 125 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Default IGMP Parameters for AMT Interfaces on page 555
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query-response-interval (Protocols IGMPAMT)

Syntax query-response-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp amt relay defaults],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
igmp amt relay defaults],

[edit protocols igmp amt relay defaults],
[edit routing-instances routing-instance-name protocols igmp amt relay defaults]

Release Information Statement introduced in Junos OS Release 10.2.

Description Specify how long the IGMP querier router waits to receive a response to a host query

message from a host through an Automatic Multicast Tunneling (AMT) interface. The

query response interval must be less than the query interval.

Options seconds—Time to wait to receive a response to a host query message.

Range: 1 through 1024

Default: 10 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Default IGMP Parameters for AMT Interfaces on page 555
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relay (IGMP)

Syntax relay {
defaults {
(accounting | no-accounting);
group-policy [ policy-names ];
query-interval seconds;
query-response-interval seconds;
robust-count number;
ssm-map ssm-map-name;
version version;

}
}

Hierarchy Level [edit logical-systems logical-system-name statement-name protocols igmp amt],
[edit logical-systems logical-system-name routing-instances routing-instance-name
statement-name protocols igmp amt],

[edit protocols igmp amt],
[edit routing-instances routing-instance-name statement-name protocols igmp amt]

Release Information Statement introduced in Junos OS Release 10.2.

Description Configure default Automatic Multicast Tunneling (AMT) interface attributes.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Default IGMP Parameters for AMT Interfaces on page 555
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relay (AMT Protocol)

Syntax relay {
accounting;
family {
inet {
anycast-prefix ip-prefix/<prefix-length>;
local-address ip-address;

}
}
secret-key-timeoutminutes;
tunnel-limit number;

}

Hierarchy Level [edit logical-systems logical-system-name protocols amt],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
amt],

[edit protocols amt],
[edit routing-instances routing-instance-name protocols amt]

Release Information Statement introduced in Junos OS Release 10.2.

Description Configure the protocol address family, secret key timeout, and tunnel limit for Automatic

Multicast Tunneling (AMT) relay functions.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the AMT Protocol on page 553
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robust-count (Protocols IGMPAMT)

Syntax robust-count number;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp amt relay defaults],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
igmp amt relay defaults],

[edit protocols igmp amt relay defaults],
[edit routing-instances routing-instance-name protocols igmp amt relay defaults]

Release Information Statement introduced in Junos OS Release 10.2.

Description Configure the expected IGMP packet loss on an Automatic Multicast Tunneling (AMT)

tunnel. If a tunnel is expected to have packet loss, increase the robust count.

Options number—Number of packets that can be lost before the AMT protocol deletes the

multicast state.

Range: 2 through 10

Default: 2

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Default IGMP Parameters for AMT Interfaces on page 555
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secret-key-timeout

Syntax secret-key-timeoutminutes;

Hierarchy Level [edit logical-systems logical-system-name protocols amt relay],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
amt relay],

[edit protocols amt relay],
[edit routing-instances routing-instance-name protocols amt relay]

Release Information Statement introduced in Junos OS Release 10.2.

Description Specify the period in minutes after which the local opaque secret key used in the

Automatic Multicast Tunneling (AMT) Message Authentication Code (MAC) times out

and is regenerated.

Default 60 minutes

Options minutes—Number of minutes to wait before generating a new MAC opaque secret key.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the AMT Protocol on page 553

ssm-map (Protocols IGMPAMT)

Syntax ssm-map ssm-map-name;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp amt relay defaults],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
igmp amt relay defaults],

[edit protocols igmp amt relay defaults],
[edit routing-instances routing-instance-name protocols igmp amt relay defaults]

Release Information Statement introduced in Junos OS Release 10.2.

Description Apply a source-specific multicast (SSM) map to all Automatic Multicast Tunneling (AMT)

interfaces.

Options ssm-map-name—Name of the SSM map.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Default IGMP Parameters for AMT Interfaces on page 555
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traceoptions (Protocols AMT)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols amt],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
amt],

[edit protocols amt],
[edit routing-instances routing-instance-name protocols amt]

Release Information Statement introduced in Junos OS Release 10.2.

Description Configure Automatic Multicast Tunneling (AMT) tracing options.

To specify more than one tracing operation, include multiple flag statements.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

name within quotation marks. All files are placed in the directory /var/log. We

recommend that you place tracing output in the file igmp-log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until the maximum number of trace files is reached. Then the oldest trace file

is overwritten.

If you specify a maximum number of files, you must also include the size statement to

specify the maximum file size.

Range: 2 through 1000 files

Default: 2 files

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements.

AMT Tracing Flags

• errors—All error conditions

• packets—All AMT packets

• tunnels—All AMT tunnel-related information

Global Tracing Flags

• all—All tracing operations
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• normal—All normal operations

Default: If you do not specify this option, only unusual or abnormal operations are traced.

• policy—Policy operations and actions

• route—Routing table changes

• state—State transitions

• task—Interface transactions and processing

• timer—Timer usage

flag-modifier—(Optional) Modifier for the tracing flag. You can specify one or more of

these modifiers:

• detail—Detailed trace information

• receive—Packets being received

• send—Packets being transmitted

no-stamp—(Optional) Do not place timestamp information at the beginning of each line

in the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of

each line of the tracing output.

no-world-readable—(Optional) Do not allow users to read the log file.

replace—(Optional) Replace an existing trace file if there is one.

Default: If you do not include this option, tracing output is appended to an existing trace

file.

size size—(Optional) Maximum size of each trace file, in kilobytes (KB), megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0. When trace-file again reaches this size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If you specify a maximum file size, you must also include the files statement to specify

the maximum number of trace files.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through the maximum file size supported on your system

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

883Copyright © 2013, Juniper Networks, Inc.

Chapter 25: AMT Configuration Statements



Related
Documentation

• Configuring the AMT Protocol on page 553

tunnel-limit (Protocols AMT)

Syntax tunnel-limit number;

Hierarchy Level [edit logical-systems logical-system-name protocols amt relay],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
amt relay],

[edit protocols amt relay],
[edit routing-instances routing-instance-name protocols amt relay]

Release Information Statement introduced in Junos OS Release 10.2.

Description Limit the number of Automatic Multicast Tunneling (AMT) data tunnels created. The

system might reach a dynamic upper limit of tunnels of all types before the static AMT

limit is reached.

Options number—Maximum number of data AMTs that can be created on the system.

Range: 0 through 4294967295

Default: 1 tunnel

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the AMT Protocol on page 553
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version (Protocols IGMPAMT)

Syntax version version;

Hierarchy Level [edit logical-systems logical-system-name protocols igmp amt relay defaults],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
igmp amt relay defaults],

[edit protocols igmp amt relay defaults],
[edit routing-instances routing-instance-name protocols igmp amt relay defaults]

Release Information Statement introduced in Junos OS Release 10.2.

Description Specify the version of IGMP used through an Automatic Multicast Tunneling (AMT)

interface.

Options version—IGMP version number.

Range: 1, 2, or 3

Default: IGMP version 3

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Default IGMP Parameters for AMT Interfaces on page 555
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CHAPTER 26

Session Announcement Protocol
Configuration Statements

disable (Protocols SAP)

Syntax disable;

Hierarchy Level [edit logical-systems logical-system-name protocols sap],
[edit protocols sap]

Release Information Statement introduced before Junos OS Release 7.4.

Description Explicitly disable SAP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Session Announcement Protocol on page 563
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listen

Syntax listen address <port port>;

Hierarchy Level [edit logical-systems logical-system-name protocols sap],
[edit protocols sap]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify an address and optionally a port on which SAP and SDP listen, in addition to the

default SAP address and port on which they always listen, 224.2.127.254:9875. To specify

multiple additional addresses or pairs of address and port, include multiple listen

statements.

Options address—(Optional) Address on which SAP listens for session advertisements.

Default: 224.2.127.254

port port—(Optional) Port on which SAP listens for session advertisements.

Default: 9875

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Session Announcement Protocol on page 563

Copyright © 2013, Juniper Networks, Inc.888

Multicast Protocols Configuration Guide



sap

Syntax sap {
disable;
listen address <port port>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols],
[edit protocols]

Release Information Statement introduced before Junos OS Release 7.4.

Description Enable the router to listen to session directory announcements for multimedia and other

multicast sessions.

SAP and SDP always listen on the default SAP address and port, 224.2.127.254:9875. To

have SAP listen on additional addresses or pairs of address and port, include a listen

statement for each address or pair.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring the Session Announcement Protocol on page 563

• listen on page 888
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CHAPTER 27

MSDP Configuration Statements
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active-source-limit

Syntax active-source-limit {
log-interval seconds;
log-warning value;
maximum number;
threshold number;

}

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocolsmsdp peer address],
[edit logical-systems logical-system-nameprotocolsmsdpsource ip-address/prefix-length],
[edit logical-systems logical-system-name routing-instances instance-nameprotocolsmsdp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp source ip-address/prefix-length],

[edit protocolsmsdp],
[edit protocolsmsdp group group-name peer address],
[edit protocolsmsdp peer address],
[edit protocolsmsdp source ip-address/prefix-length],
[edit routing-instances routing-instance-name protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp group group-name
peer address],

[edit routing-instances routing-instance-name protocolsmsdp peer address],
[edit routing-instances routing-instance-name protocolsmsdp source
ip-address/prefix-length]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Limit the number of active source messages the routing device accepts.

Default If you do not include this statement, the router accepts any number of MSDP active

source messages.

Options The options are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP with Active Source Limits and Mesh Groups on page 575
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authentication-key

Syntax authentication-key peer-key;

Hierarchy Level [edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocolsmsdp peer address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp peer address],

[edit protocolsmsdp group group-name peer address],
[edit protocolsmsdp peer address],
[edit routing-instances routing-instance-name protocolsmsdp group group-name peer
address],

[edit routing-instances routing-instance-name protocolsmsdp peer address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Associate a Message Digest 5 (MD5) signature option authentication key with an MSDP

peering session.

Default If you do not include this statement, the router accepts any valid MSDP messages from

the peer address.

Options peer-key—MD5 authentication key. The peer key can be a text string up to 16 letters and

digits long. Strings can include any ASCII characters with the exception of (, ), &, and

[. If you include spaces in an MSDP authentication key, enclose all characters in

quotation marks (“ ”).

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP in a Routing Instance on page 568
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data-encapsulation

Syntax data-encapsulation (disable | enable);

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure a rendezvous point (RP) using MSDP to encapsulate multicast data received

in MSDP register messages inside forwarded MSDP source-active messages.

Default If you do not include this statement, the RP encapsulates multicast data.

Options disable—(Optional) Do not use MSDP data encapsulation.

enable—Use MSDP data encapsulation.

Default: enable

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP with Active Source Limits and Mesh Groups on page 575
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default-peer

Syntax default-peer;

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name protocolsmsdp group group-name],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocolsmsdp peer address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp peer address],

[edit protocolsmsdp],
[edit protocolsmsdp group group-name],
[edit protocolsmsdp group group-name peer address],
[edit protocolsmsdp peer address],
[edit routing-instances routing-instance-name protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp group group-name],
[edit routing-instances routing-instance-name protocolsmsdp group group-name
peer address],

[edit routing-instances routing-instance-name protocolsmsdp peer address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Establish this peer as the default MSDP peer and accept source-active messages from

the peer without the usual peer-reverse-path-forwarding (peer-RPF) check.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP with Active Source Limits and Mesh Groups on page 575
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disable (Protocols MSDP)

Syntax disable;

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name protocolsmsdp group group-name],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocolsmsdp peer address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp peer address],

[edit protocolsmsdp],
[edit protocolsmsdp group group-name],
[edit protocolsmsdp group group-name peer address],
[edit protocolsmsdp peer address],
[edit routing-instances routing-instance-name protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp group group-name],
[edit routing-instances routing-instance-name protocolsmsdp group group-name peer
address],

[edit routing-instances routing-instance-name protocolsmsdp peer address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Explicitly disable MSDP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Disabling MSDP on page 583
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export (Protocols MSDP)

Syntax export [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name protocolsmsdp group group-name],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocolsmsdp peer address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp peer address],

[edit protocolsmsdp],
[edit protocolsmsdp group group-name],
[edit protocolsmsdp group group-name peer address],
[edit protocolsmsdp peer address],
[edit routing-instances routing-instance-name protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp group group-name],
[edit routing-instances routing-instance-name protocolsmsdp group group-name
peer address],

[edit routing-instances routing-instance-name protocolsmsdp peer address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Apply one or more policies to routes being exported from the routing table into MSDP.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP in a Routing Instance on page 568

• import on page 900
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group

Syntax group group-name {
disable;
export [ policy-names ];
import [ policy-names ];
local-address address;
mode (mesh-group | standard);
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
peer address; {
disable;
active-source-limit {
maximum number;
threshold number;

}
authentication-key peer-key;
default-peer;
export [ policy-names ];
import [ policy-names ];
local-address address;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

}

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Define an MSDP peer group. MSDP peers within groups share common tracing options,

if present and not overridden for an individual peer with thepeer statement. To configure

multiple MSDP groups, include multiple group statements.

By default, the group's options are identical to the global MSDP options. To override the

global options, include group-specific options within the group statement.

The group must contain at least one peer.

Options group-name—Name of the MSDP group.

The remaining statements are explained separately.
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Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP in a Routing Instance on page 568

hold-time (Protocols MSDP)

Syntax hold-time seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols msdp],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocols msdp peer address],
[edit logical-systems logical-system-name routing-instances instance-nameprotocolsmsdp],
[edit logical-systems logical-system-name routing-instances instance-nameprotocolsmsdp
group group-name peer address],

[edit logical-systems logical-system-name routing-instances instance-nameprotocolsmsdp
peer address],

[edit protocols msdp],
[edit protocols msdp group group-name peer address],
[edit protocols msdp peer address],
[edit routing-instances instance-name protocols msdp],
[edit routing-instances instance-name protocols msdp group group-name peer address]
[edit routing-instances instance-name protocols msdp peer address],

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify the hold-time period to use when maintaining a connection with the MSDP peer.

If a keepalive message is not received for the hold-time period, the MSDP peer connection

is terminated. According to the RFC 3618, Multicast Source Discovery Protocol (MSDP),

the recommended value for the hold-time period is 75 seconds.

The hold-time period must be longer than the keepalive interval.

You might want to change the hold-time period and keepalive timer for consistency in

a multi-vendor environment.

Default In Junos OS, the default hold-time period is 75 seconds, and the default keepalive interval

is 60 seconds.

Options seconds—Hold time.

Range: 15 through 150 seconds

Default: 75 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: ConfiguringMSDP on page 565

• keep-alive (Protocols MSDP) on page 901

• sa-hold-time (Protocols MSDP) on page 911
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import (Protocols MSDP)

Syntax import [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name protocolsmsdp group group-name],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocolsmsdp peer address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp peer address],

[edit protocolsmsdp],
[edit protocolsmsdp group group-name],
[edit protocolsmsdp group group-name peer address],
[edit protocolsmsdp peer address],
[edit routing-instances routing-instance-name protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp group group-name],
[edit routing-instances routing-instance-name protocolsmsdp group group-name
peer address],

[edit routing-instances routing-instance-name protocolsmsdp peer address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Apply one or more policies to routes being imported into the routing table from MSDP.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP in a Routing Instance on page 568

• export on page 897
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keep-alive (Protocols MSDP)

Syntax keep-alive seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols msdp],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocols msdp peer address],
[edit logical-systems logical-system-name routing-instances instance-nameprotocolsmsdp],
[edit logical-systems logical-system-name routing-instances instance-nameprotocolsmsdp
group group-name peer address],

[edit logical-systems logical-system-name routing-instances instance-nameprotocolsmsdp
peer address],

[edit protocols msdp],
[edit protocols msdp group group-name peer address],
[edit protocols msdp peer address],
[edit routing-instances instance-name protocols msdp],
[edit routing-instances instance-name protocols msdp group group-name peer address]
[edit routing-instances instance-name protocols msdp peer address],

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify the keepalive interval to use when maintaining a connection with the MSDP peer.

If a keepalive message is not received for the hold-time period, the MSDP peer connection

is terminated. According to the RFC 3618, Multicast Source Discovery Protocol (MSDP),

the recommended value for the keepalive timer is 60 seconds.

The hold-time period must be longer than the keepalive interval.

You might want to change the keepalive interval and hold-time period for consistency

in a multi-vendor environment.

Default In Junos OS, the default hold-time period is 75 seconds, and the default keepalive interval

is 60 seconds.

Options seconds—Keepalive interval.

Range: 10 through 60 seconds

Default: 60 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: ConfiguringMSDP on page 565

• hold-time (Protocols MSDP) on page 899

• sa-hold-time (Protocols MSDP) on page 911
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local-address

Syntax local-address address;

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name protocolsmsdp group group-name],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocolsmsdp peer address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp peer address],

[edit protocolsmsdp],
[edit protocolsmsdp group group-name],
[edit protocolsmsdp group group-name peer address],
[edit protocolsmsdp peer address],
[edit routing-instances routing-instance-name protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp group group-name],
[edit routing-instances routing-instance-name protocolsmsdp group group-name
peer address],

[edit routing-instances routing-instance-name protocolsmsdp peer address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the local end of an MSDP session. You must configure at least one peer for

MSDP to function. When configuring a peer, you must include this statement. This address

is used to accept incoming connections to the peer and to establish connections to the

remote peer.

Options address—IP address of the local end of the connection.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP in a Routing Instance on page 568
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log-interval (Protocols MSDP)

Syntax log-interval seconds;

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp active-source-limit],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp active-source-limit],

[edit protocolsmsdp active-source-limit],
[edit routing-instances routing-instance-name protocolsmsdp active-source-limit]

Release Information Statement introduced in Junos OS Release 12.2

Description Specify the minimum time interval (in seconds) between sending consecutive log

messages to the system log for MSDP active source messages. To configure the time

interval, you must specify the maximum number of MSDP active source messages received

by the device.

To confirm the configured log interval, use the showmsdp source-active command.

Options seconds—Minimum time interval (in seconds) between log messages. You must explicitly

configure the maximum value to configure a time interval to send log messages.

Range: 6 through 32,767 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP with Active Source Limits and Mesh Groups on page 575

• log-warning

• maximum on page 905
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log-warning (Protocols MSDP)

Syntax log-warning value;

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp active-source-limit],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp active-source-limit],

[edit protocolsmsdp active-source-limit],
[edit routing-instances routing-instance-name protocolsmsdp active-source-limit]

Release Information Statement introduced in Junos OS Release 12.2

Description Specify the threshold at which the device logs a warning message in the system log for

received MSDP active source messages. This threshold is a percentage of the maximum

number of MSDP active source messages received by the device.

To confirm the configured warning threshold, use the showmsdpsource-activecommand.

Options value—Percentage of the number of active source messages that starts triggering the

warnings. You must explicitly configure the maximum value to configure a warning

threshold value.

Range: 1 through 100

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP with Active Source Limits and Mesh Groups on page 575

• log-interval

• maximum on page 905
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maximum

Syntax maximum number;

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp active-source-limit],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp active-source-limit],

[edit protocolsmsdp active-source-limit],
[edit routing-instances routing-instance-name protocolsmsdp active-source-limit]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the maximum number of MSDP active source messages the router accepts.

Options number—Maximum number of active source messages.

Range: 1 through 1,000,000

Default: 25,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP with Active Source Limits and Mesh Groups on page 575

• threshold on page 913
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mode (Protocols MSDP)

Syntax mode (mesh-group | standard);

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp group group-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name],

[edit protocolsmsdp group group-name],
[edit routing-instances routing-instance-name protocolsmsdp group group-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure groups of peers in a full mesh topology to limit excessive flooding of

source-active messages to neighboring peers. The default flooding mode is standard.

Default If you do not include this statement, default flooding is applied.

Options mesh-group—Group of peers that are mesh group members.

standard—Use standard MSDP source-active flooding rules.

Default: standard

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP with Active Source Limits and Mesh Groups on page 575
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msdp

Syntax msdp {
disable;
active-source-limit {
log-interval seconds;
log-warning value;
maximum number;
threshold number;

}
data-encapsulation (disable | enable);
export [ policy-names ];
group group-name {
... group-configuration ...

}
hold-time seconds;
import [ policy-names ];
local-address address;
keep-alive seconds;
peer address {
... peer-configuration ...

}
rib-group group-name;
source ip-prefix</prefix-length> {
active-source-limit {
maximum number;
threshold number;

}
}
sa-hold-time seconds;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
group group-name {
disable;
export [ policy-names ];
import [ policy-names ];
local-address address;
mode (mesh-group | standard);
peer address {
... same statements as at the [edit protocolsmsdp peer address] hierarchy level shown
just following ...

}
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}
peer address {
disable;
active-source-limit {
maximum number;
threshold number;
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}
authentication-key peer-key;
default-peer;
export [ policy-names ];
import [ policy-names ];
local-address address;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

}

Hierarchy Level [edit logical-systems logical-system-name protocols],
[edit logical-systems logical-system-name routing-instances routing-instance-name
protocols],

[edit protocols],
[edit routing-instances routing-instance-name protocols]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.4 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable MSDP on the router or switch. You must also configure at least one peer for MSDP

to function.

Default MSDP is disabled on the router or switch.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP in a Routing Instance on page 568
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peer (Protocols MSDP)

Syntax peer address {
disable;
active-source-limit {
maximum number;
threshold number;

}
authentication-key peer-key;
default-peer;
export [ policy-names ];
import [ policy-names ];
local-address address;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name protocolsmsdp group group-name],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name],

[edit protocolsmsdp],
[edit protocolsmsdp group group-name],
[edit routing-instances routing-instance-name protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp group group-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Define an MSDP peering relationship. An MSDP router must know which routers are its

peers. You define the peer relationships explicitly by configuring the neighboring routers

that are the MSDP peers of the local router. After peer relationships are established, the

MSDP peers exchange messages to advertise active multicast sources. To configure

multiple MSDP peers, include multiple peer statements.

By default, the peer's options are identical to the global or group-level MSDP options.

To override the global or group-level options, include peer-specific options within the

peer (Protocols MSDP) statement.

At least one peer must be configured for MSDP to function. You must configure address

and local-address.

Options address—Name of the MSDP peer.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring MSDP in a Routing Instance on page 568

rib-group (Protocols MSDP)

Syntax rib-group group-name;

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Associate a routing table group with MSDP.

Options group-name—Name of the routing table group. The name must be one that you defined

with the rib-groups statement at the [edit routing-options] hierarchy level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP in a Routing Instance on page 568
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sa-hold-time (Protocols MSDP)

Syntax sa-hold-time seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols msdp],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocols msdp peer address],
[edit logical-systems logical-system-name routing-instances instance-nameprotocolsmsdp],
[edit logical-systems logical-system-name routing-instances instance-nameprotocolsmsdp
group group-name peer address],

[edit logical-systems logical-system-name routing-instances instance-nameprotocolsmsdp
peer address],

[edit protocols msdp],
[edit protocols msdp group group-name peer address],
[edit protocols msdp peer address],
[edit routing-instances instance-name protocols msdp],
[edit routing-instances instance-name protocols msdp group group-name peer address]
[edit routing-instances instance-name protocols msdp peer address],

Release Information Statement introduced in Junos OS Release 12.3.

Description Specify the source address (SA) message hold time to use when maintaining a connection

with the MSDP peer. Each entry in an SA cache has an associated hold time. The hold

timer is started when an SA message is received by an MSDP peer. The timer is reset

when another SA message is received before the timer expires. If another SA message

is not received during the SA message hold-time period, the SA message is removed

from the cache.

You might want to change the SA message hold time for consistency in a multi-vendor

environment.

Options seconds—Source address message hold time.

Range: 75 through 300 seconds

Default: 75 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Examples: ConfiguringMSDP on page 565

• hold-time (Protocols MSDP) on page 899

• keep-alive (Protocols MSDP) on page 901
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source

Syntax source ip-address</prefix-length> {
active-source-limit {
maximum number;
threshold number;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Limit the number of active source messages the routing device accepts from sources in

this address range.

Default If you do not include this statement, the routing device accepts any number of MSDP

active source messages.

Options The other statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP with Active Source Limits and Mesh Groups on page 575
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threshold

Syntax threshold number;

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp active-source-limit],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp active-source-limit],

[edit protocolsmsdp active-source-limit],
[edit routing-instances routing-instance-name protocolsmsdp active-source-limit]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure the random early detection (RED) threshold for MSDP active source messages.

This number must be less than the configured or default maximum.

Options number—RED threshold for active source messages.

Range: 1 through 1,000,000

Default: 24,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring MSDP with Active Source Limits and Mesh Groups on page 575

• maximum on page 905
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traceoptions (Protocols MSDP)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name protocolsmsdp],
[edit logical-systems logical-system-name protocolsmsdp group group-name],
[edit logical-systems logical-system-nameprotocolsmsdpgroupgroup-namepeeraddress],
[edit logical-systems logical-system-name protocolsmsdp peer address],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp group group-name peer address],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
msdp peer address],

[edit protocolsmsdp],
[edit protocolsmsdp group group-name],
[edit protocolsmsdp group group-name peer address],
[edit protocolsmsdp peer address],
[edit routing-instances routing-instance-name protocolsmsdp],
[edit routing-instances routing-instance-name protocolsmsdp group group-name],
[edit routing-instances routing-instance-name protocolsmsdp group group-name
peer address],

[edit routing-instances routing-instance-name protocolsmsdp peer address]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure MSDP tracing options.

To specify more than one tracing operation, include multiple flag statements.

Default The default MSDP trace options are those inherited from the routing protocol's

traceoptions statement included at the [edit routing-options] hierarchy level.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

name within quotation marks. All files are placed in the directory /var/log. We

recommend that you place tracing output in the msdp-log file.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until the maximum number of trace files is reached. Then the oldest trace file

is overwritten.
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If you specify a maximum number of files, you must also include the size statement to

specify the maximum file size.

Range: 2 through 1000 files

Default: 2 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

include multiple flag statements.

MSDP Tracing Flags

• keepalive—Keepalive messages

• packets—All MSDP packets

• route—MSDP changes to the routing table

• source-active—Source-active packets

• source-active-request—Source-active request packets

• source-active-response—Source-active response packets

Global Tracing Flags

• all—All tracing operations

• general—A combination of the normal and route trace operations

• normal—All normal operations

Default: If you do not specify this option, only unusual or abnormal operations are traced.

• policy—Policy operations and actions

• route—Routing table changes

• state—State transitions

• task—Interface transactions and processing

• timer—Timer usage

flag-modifier—(Optional) Modifier for the tracing flag. You can specify one or more of

these modifiers:
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• detail—Detailed trace information

• receive—Packets being received

• send—Packets being transmitted

no-stamp—(Optional) Do not place timestamp information at the beginning of each line

in the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of

each line of the tracing output.

no-world-readable—(Optional) Do not allow any user to read the log file.

replace—(Optional) Replace an existing trace file if there is one.

Default: If you do not include this option, tracing output is appended to an existing trace

file.

size size—(Optional) Maximum size of each trace file, in kilobytes (KB), megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0. When trace-file again reaches this size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If you specify a maximum file size, you must also include the files statement to specify

the maximum number of trace files.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through the maximum file size supported on your system

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing MSDP Protocol Traffic on page 581
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CHAPTER 28

PGM Configuration Statements

pgm

Syntax pgm {
traceoptions {
flag flag <flag-modifier>;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols],
[edit protocols]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure PGM globally and set tracing options.

To specify more than one tracing operation, include multiple flag statements.

The remaining statement is explained separately.

Default The default PGM trace options are inherited from the routing protocol traceoptions

statement included at the [edit routing-options] hierarchy level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• PGM Configuration Guidelines on page 591
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traceoptions (Protocols PGM)

Syntax traceoptions {
flag flag <flag-modifier>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols pgm],
[edit protocols pgm]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure PGM tracing options.

To specify more than one tracing operation, include multiple flag statements.

Default The default PGM trace options are those inherited from the routing protocol traceoptions

statement included at the [edit routing-options] hierarchy level.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

flag flag—Tracing operation to perform. To specify more than one tracing operation,

include multiple flag statements.

PGMTracing Flags

• all—Trace all PGM packets.

• init—Trace all PGM initialization events.

• packets—Trace all PGM packet processing.

• parser—Trace all PGM parser processing.

• route-socket—Trace all PGM route-socket events.

• show—Trace all PGM show command servicing.

• state—Trace all PGM state transitions.

Global Tracing Flags

• all—All tracing operations

• general—A combination of the normal and route trace operations

• normal—All normal operations

Default: If you do not specify this option, only unusual or abnormal operations are traced.

• policy—Policy operations and actions
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• route—Routing table changes

• state—State transitions

• task—Interface transactions and processing

• timer—Timer usage

flag-modifier—(Optional) Modifier for the tracing flag. You can specify one or more of the

following modifiers:

• detail—Detailed trace information

• receive—Packets being received

• send—Packets being transmitted

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• PGM Configuration Guidelines on page 591
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CHAPTER 29

DVMRP Configuration Statements

disable (Protocols DVMRP)x

Syntax disable;

Hierarchy Level [edit logical-systems logical-system-name protocols dvmrp],
[edit logical-systems logical-system-name protocols dvmrp interface interface-name],
[edit protocols dvmrp],
[edit protocols dvmrp interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Explicitly disable DVMRP on the system or on an interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring DVMRP to Announce Unicast Routes on page 598
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dvmrp

Syntax dvmrp {
disable;
export [ policy-names ];
import [ policy-names ];
interface interface-name {
disable;
hold-time seconds;
metricmetric;
mode (forwarding | unicast-routing);

}
rib-group group-name;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

Hierarchy Level [edit logical-systems logical-system-name protocols],
[edit protocols]

Release Information Statement introduced before Junos OS Release 7.4.

Description Enable DVMRP on the router.

Default DVMRP is disabled on the router.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring DVMRP on page 594
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export (Protocols DVMRP)

Syntax export [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols dvmrp],
[edit protocols dvmrp]

Release Information Statement introduced before Junos OS Release 7.4.

Description Apply one or more policies to routes being exported from the routing table into DVMRP.

If you specify more than one policy, they are evaluated in the order specified, from first

to last, and the first matching policy is applied to the route. If no match is found, the

routing table exports into DVMRP only the routes that it learned from DVMRP and direct

routes.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• import on page 924

• Example: Configuring DVMRP to Announce Unicast Routes on page 598

hold-time (Protocols DVMRP)

Syntax hold-time seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols dvmrp interface interface-name],
[edit protocols dvmrp interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Specify the time period for which a neighbor is to consider the sending router (this router)

to be operative (up).

Options seconds—Hold time.

Range: 1 through 255

Default: 35 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring DVMRP on page 594
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import (Protocols DVMRP)

Syntax import [ policy-names ];

Hierarchy Level [edit logical-systems logical-system-name protocols dvmrp],
[edit protocols dvmrp]

Release Information Statement introduced before Junos OS Release 7.4.

Description Apply one or more policies to routes being imported into the routing table from DVMRP.

If you specify more than one policy, they are evaluated in the order specified, from first

to last, and the first matching policy is applied to the route. If no match is found, DVMRP

shares with the routing table only those routes that were learned from DVMRP routers.

Options policy-names—Name of one or more policies.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• export on page 923

• Example: Configuring DVMRP to Announce Unicast Routes on page 598

interface (Protocols DVMRP)

Syntax interface interface-name {
disable;
hold-time seconds;
metricmetric;
mode (forwarding | unicast-routing);

}

Hierarchy Level [edit logical-systems logical-system-name protocols dvmrp],
[edit protocols dvmrp]

Release Information Statement introduced before Junos OS Release 7.4.

Description Enable DVMRP on an interface and configure interface-specific properties.

Options interface-name—Name of the interface. Specify the full interface name, including the

physical and logical address components. To configure all interfaces, you can specify

all.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring DVMRP on page 594
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metric (Protocols DVMRP)

Syntax metricmetric;

Hierarchy Level [edit logical-systems logical-system-name protocols dvmrp interface interface-name],
[edit protocols dvmrp interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Define the DVMRP metric value.

Options metric—Metric value.

Range: 1 through 31

Default: 1

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring DVMRP on page 594

mode (Protocols DVMRP)

Syntax mode (forwarding | unicast-routing);

Hierarchy Level [edit logical-systems logical-system-name protocols dvmrp interface interface-name],
[edit protocols dvmrp interface interface-name]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure DVMRP for multicast traffic forwarding or unicast routing.

Options forwarding—DVMRP performs unicast routing as well as multicast data forwarding.

unicast-routing—DVMRP performs unicast routing only. To forward multicast data, you

must configure Protocol Independent Multicast (PIM) on the interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring DVMRP to Announce Unicast Routes on page 598
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rib-group (Protocols DVMRP)

Syntax rib-group group-name;

Hierarchy Level [edit logical-systems logical-system-name protocols dvmrp],
[edit protocols dvmrp]

Release Information Statement introduced before Junos OS Release 7.4.

Description Associate a routing table group with DVMRP.

Options group-name—Name of the routing table group. The name must be one that you defined

with the rib-groups statement at the [edit routing-options] hierarchy level.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring DVMRP on page 594
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traceoptions (Protocols DVMRP)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols dvmrp],
[edit protocols dvmrp]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure DVMRP tracing options.

To specify more than one tracing operation, include multiple flag statements.

Default The default DVMRP trace options are those inherited from the routing protocols

traceoptions statement included at the [edit routing-options] hierarchy level.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

name within quotation marks. All files are placed in the directory /var/log. We

recommend that you place tracing output in the dvmrp-log file.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until the maximum number of trace files is reached. Then the oldest trace file

is overwritten.

If you specify a maximum number of files, you must also include the size statement to

specify the maximum file size.

Range: 2 through 1000 files

Default: 2 files

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements.

DVMRP Tracing Flags

• all—All tracing operations

• general—A combination of the normal and route trace operations

• graft—Graft messages

• neighbor—Neighbor probe messages

• normal—All normal operations
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Default: If you do not specify this option, only unusual or abnormal operations are traced.

• packets—All DVMRP packets

• poison—Poison-route-reverse packets

• probe—Probe packets

• prune—Prune messages

• report—DVMRP route report packets

• policy—Policy operations and actions

• route—Routing table changes

• state—State transitions

• task—Interface transactions and processing

• timer—Timer usage

flag-modifier—(Optional) Modifier for the tracing flag. You can specify one or more of

these modifiers:

• detail—Detailed trace information

• receive—Packets being received

• send—Packets being transmitted

no-stamp—(Optional) Do not place timestamp information at the beginning of each line

in the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of

each line of the tracing output.

no-world-readable—(Optional) Do not allow users to read the log file.

replace—(Optional) Replace an existing trace file if there is one.

Default: If you do not include this option, tracing output is appended to an existing trace

file.

size size—(Optional) Maximum size of each trace file, in kilobytes (KB), megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches this size, it is renamed

trace-file.0. When trace-file again reaches this size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.
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If you specify a maximum file size, you must also include the files statement to specify

the maximum number of trace files.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through the maximum file size supported on your system

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing and trace—To view this statement in the configuration.

routing-control and trace-control—To add this statement to the configuration.

Related
Documentation

• Tracing DVMRP Protocol Traffic on page 601
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PART 3

Administration

• PIM Operational Commands on page 933

• Multicast Routing Options Operational Commands on page 993

• IGMP Operational Commands on page 1021

• MLD Operational Commands on page 1035

• IGMP Snooping Operational Commands on page 1053

• Multicast Snooping Operational Commands on page 1067

• MBGP MVPNs Operational Commands on page 1087

• Draft Rosen MVPN Operational Commands on page 1147

• AMT Operational Commands on page 1157

• Session Announcement Protocol Operational Commands on page 1169

• MSDP Operational Commands on page 1171

• PGM Operational Commands on page 1197

• DVMRP Operational Commands on page 1207
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CHAPTER 30

PIM Operational Commands
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clear pim join

Syntax clear pim join
<group-address>
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

clear pim join
<group-address>
<inet | inet6>
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear the Protocol Independent Multicast (PIM) join and prune states.

Options none—Clear the PIM join and prune states for all groups, family addresses, and instances.

group-address—(Optional) Clear the PIM join and prune states for a group address.

inet | inet6—(Optional) Clear the PIM join and prune states for IPv4 or IPv6 family

addresses, respectively.

instance instance-name—(Optional) Clear the join and prune states for a specific

PIM-enabled routing instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Additional Information The clear pim join command cannot be used to clear the PIM join and prune state on a

backup Routing Engine when nonstop active routing is enabled.

Required Privilege
Level

clear

Related
Documentation

show pim join on page 956•

List of Sample Output clear pim join on page 934

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear pim join user@host> clear pim join
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clear pim join-distribution

Syntax clear pim join-distribution
<instance instance-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced in Junos OS Release 10.0.

Description Redistribute the Protocol Independent Multicast (PIM) join states.

You can find out if there are multiple paths available for a source (for example, an RP)

with the output of the show pim source command.

When you include the join-load-balance statement in the configuration, the PIM join

states are distributed evenly on available equal-cost multipath links. When an upstream

neighbor link fails, Junos OS redistributes the PIM join states to the remaining links.

However, when new links are added or the failed link is restored, the existing PIM joins

are not redistributed to the new link. New flows will be distributed to the new links.

However, in a network without new joins and prunes, the new link is not used for multicast

traffic. The clear pim join-distribution command redistributes the existing flows to the

new upstream neighbors. Redistributing the existing flows causes traffic to be disrupted,

so we recommend that you run the clear pim join-distribution command during a

maintenance window.

Options none—Redistribute the PIM join states for the default master instance.

instance instance-name—(Optional) Redistribute the join states for a specific PIM-enabled

routing instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Additional Information The clearpim join-distributioncommand cannot be used to redistribute the PIM join states

on a backup Routing Engine when nonstop active routing is enabled.

Required Privilege
Level

clear

Related
Documentation

show pim neighbors on page 965•

• show pim join on page 956

• join-load-balance on page 644 in the Multicast Protocols Configuration Guide

List of Sample Output clear pim join-distribution on page 936

Output Fields When you enter this command, you are provided no feedback on the status of your

request. You can enter the show pim join command before and after distributing the join

state to verify the operation.
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Sample Output

clear pim
join-distribution

user@host> clear pim join-distribution
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clear pim register

Syntax clear pim register
<inet | inet6>
<instance instance-name>
<interface interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

clear pim register
<inet | inet6>
<instance instance-name>
<interface interface-name>

Syntax (PTX Series) clear pim register
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced in Junos OS Release 7.6.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear Protocol Independent Multicast (PIM) register message counters.

Options none—Clear PIM register message counters for all family addresses, instances, and

interfaces.

inet | inet6—(Optional) Clear PIM register message counters for IPv4 or IPv6 family

addresses, respectively.

instance instance-name—(Optional) Clear register message counters for a specific

PIM-enabled routing instance.

interface interface-name—(Optional) Clear PIM register message counters for a specific

interface.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Additional Information The clear pim register command cannot be used to clear the PIM register state on a

backup Routing Engine when nonstop active routing is enabled.

Required Privilege
Level

clear

Related
Documentation

show pim statistics on page 979•

List of Sample Output clear pim register on page 938

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output

clear pim register user@host> clear pim register
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clear pim statistics

Syntax clear pim statistics
<inet | inet6>
<instance instance-name>
<interface interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

clear pim statistics
<inet | inet6>
<instance instance-name>
<interface interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear Protocol Independent Multicast (PIM) statistics.

Options none—Clear PIM statistics for all family addresses, instances, and interfaces.

inet | inet6—(Optional) Clear PIM statistics for IPv4 or IPv6 family addresses, respectively.

instance instance-name—(Optional) Clear statistics for a specific PIM-enabled routing

instance.

interface interface-name—(Optional) Clear PIM statistics for a specific interface.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Additional Information The clear pim statistics command cannot be used to clear the PIM statistics on a backup

Routing Engine when nonstop active routing is enabled.

Required Privilege
Level

clear

Related
Documentation

show pim statistics on page 979•

List of Sample Output clear pim statistics on page 940

Output Fields See show pim statistics for an explanation of output fields.
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Sample Output

clear pim statistics The following sample output displays PIM statistics before and after theclearpimstatistics

command is entered:

user@host> show pim statistics
PIM statistics on all interfaces:
PIM Message type       Received       Sent  Rx errors
Hello                         0          0          0
Register                      0          0          0
Register Stop                 0          0          0
Join Prune                    0          0          0
Bootstrap                     0          0          0
Assert                        0          0          0
Graft                         0          0          0
Graft Ack                     0          0          0
Candidate RP                  0          0          0
V1 Query                   2111       4222          0
V1 Register                   0          0          0
V1 Register Stop              0          0          0
V1 Join Prune             14200      13115          0
V1 RP Reachability            0          0          0
V1 Assert                     0          0          0
V1 Graft                      0          0          0
V1 Graft Ack                  0          0          0
PIM statistics summary for all interfaces:
Unknown type                            0
V1 Unknown type                         0
Unknown Version                         0
Neighbor unknown                        0
Bad Length                              0
Bad Checksum                            0
Bad Receive If                          0
Rx Intf disabled                     2007
Rx V1 Require V2                        0
Rx Register not RP                      0
RP Filtered Source                      0
Unknown Reg Stop                        0
Rx Join/Prune no state               1040
Rx Graft/Graft Ack no state             0
...

user@host> clear pim statistics
user@host> show pim statistics
PIM statistics on all interfaces:
PIM Message type       Received       Sent  Rx errors
Hello                         0          0          0
Register                      0          0          0
Register Stop                 0          0          0
Join Prune                    0          0          0
Bootstrap                     0          0          0
Assert                        0          0          0
Graft                         0          0          0
Graft Ack                     0          0          0
Candidate RP                  0          0          0
V1 Query                      1          0          0
V1 Register                   0          0          0
...
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request pimmulticast-tunnel rebalance

Syntax request pimmulticast-tunnel rebalance
<instance instance-name>
<logical-system (all | logical-system-name>

Syntax (EX Series
Switches)

request pimmulticast-tunnel rebalance
<instance instance-name>

Release Information Command introduced in Junos OS Release 10.2.

Command introduced in Junos OS Release 10.2 for EX Series switches.

Description Rebalance the assignment of multicast tunnel encapsulation interfaces across available

tunnel-capable PICs or across a configured list of tunnel-capable PICs. You can determine

whether a rebalance is necessary by running the show pim interfaces instance

instance-name command.

Options none—Re-create and rebalance all tunnel interfaces for all routing instances.

instance instance-name—Re-create and rebalance all tunnel interfaces for a specific

instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

maintenance

Related
Documentation

show pim interfaces on page 953•

• Load Balancing Multicast Tunnel Interfaces Among Available PICs on page 503 in the

Junos Multicast Protocols Configuration Guide

Output Fields This command produces no output. To verify the operation of the command, run the

show pim interface instance instance-name before and after running the request pim

multicast-tunnel rebalance command.
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show pim bidirectional df-election

Syntax show pim bidirectional df-election
<brief | detail >
<inet | inet6>
<instance instance name>
<logical-system (all | logical-system-name)>
<rpa address>

Release Information Command introduced in Junos OS Release 12.1.

Description For bidirectional PIM, display the designated forwarder (DF) election results for each

interface grouped by the rendezvous point addresses (RPAs).

Options none—Display standard information about all interfaces.

brief | detail—(Optional) Display the specified level of output.

inet | inet6—(Optional) Display DF election results for IPv4 or IPv6 family addresses,

respectively.

instance instance-name—(Optional) Display DF election results for a specific routing

instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

rpa address—(Optional) Display the DF election results for an RP address.

Required Privilege
Level

view

List of Sample Output show pim bidirectional df-election on page 945
show pim bidirectional df-election brief on page 945

Output Fields Table 16 on page 943 describes the output fields for the showpimbidirectionaldf-election

command. Output fields are listed in the approximate order in which they appear.

Table 16: show pim bidirectional df-election Output Fields

Level of OutputField DescriptionField Name

All levelsIPv4 address family (INET) or IPv6 address family (INET6).Family

All levelsName of the routing instance.Instance

All levelsRP address.RPA

All levelsAddress ranges of the multicast groups mapped to this RP address.Group ranges
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Table 16: show pim bidirectional df-election Output Fields (continued)

Level of OutputField DescriptionField Name

All levels

brief displays the DF
election winner only.

Bidirectional PIM interfaces on this router. An interface can win the DF election
(Win), lose the DF election (Lose), or be the RP link (RPL). The RP link is the
interface directly connected to a subnet that contains a phantom RP address.
A phantom RP address is an RP address that is not assigned to a router interface.

Interfaces

All levelsIP address of the designated forwarder.DF
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Sample Output

showpimbidirectional
df-election

user@host> show pim bidirectional df-election
Instance: PIM.master Family: INET

RPA: 10.10.1.3
Group ranges: 224.1.3.0/24, 225.1.3.0/24
Interfaces:
    ge-0/0/1.0    (RPL)      DF: none
    lo0.0         (Win)      DF: 10.255.179.246
    xe-4/1/0.0    (Win)      DF: 10.10.2.1

RPA: 10.10.13.2
Group ranges: 224.1.1.0/24, 225.1.1.0/24
Interfaces:
    ge-0/0/1.0    (Lose)     DF: 10.10.1.2
    lo0.0         (Win)      DF: 10.255.179.246
    xe-4/1/0.0    (Lose)     DF: 10.10.2.2

Instance: PIM.master Family: INET6

RPA: fec0::10:10:1:3
Group ranges: ff00::/8
Interfaces:
    ge-0/0/1.0    (Lose)     DF: fe80::b2c6:9aff:fe95:86fa
    lo0.0         (Win)      DF: fe80::2a0:a50f:fc64:e661
    xe-4/1/0.0    (Win)      DF: fe80::226:88ff:fec5:3c37

RPA: fec0::10:10:13:2
Group ranges: ff00::/8
Interfaces:
    ge-0/0/1.0    (Lose)     DF: fe80::b2c6:9aff:fe95:86fa
    lo0.0         (Win)      DF: fe80::2a0:a50f:fc64:e661
    xe-4/1/0.0    (Win)      DF: fe80::226:88ff:fec5:3c37

showpimbidirectional
df-election brief

user@host> show pim bidirectional df-election brief
Instance: PIM.master Family: INET

RPA: 10.10.1.3
Group ranges: 224.1.3.0/24, 225.1.3.0/24
Interfaces:
    lo0.0         (Win)      DF: 10.255.179.246
    xe-4/1/0.0    (Win)      DF: 10.10.2.1

RPA: 10.10.13.2
Group ranges: 224.1.1.0/24, 225.1.1.0/24
Interfaces:
    lo0.0         (Win)      DF: 10.255.179.246

Instance: PIM.master Family: INET6

RPA: fec0::10:10:1:3
Group ranges: ff00::/8
Interfaces:
    lo0.0         (Win)      DF: fe80::2a0:a50f:fc64:e661
    xe-4/1/0.0    (Win)      DF: fe80::226:88ff:fec5:3c37

RPA: fec0::10:10:13:2
Group ranges: ff00::/8
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Interfaces:
    lo0.0         (Win)      DF: fe80::2a0:a50f:fc64:e661
    xe-4/1/0.0    (Win)      DF: fe80::226:88ff:fec5:3c37
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show pim bidirectional df-election interface

Syntax show pim bidirectional df-election interface
<inet | inet6>
<instance instance name>
<interface-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced in Junos OS Release 12.1.

Description For bidirectional PIM, display the default and the configured designated forwarder (DF)

election parameters for each interface.

Options none—Display standard information about all interfaces.

inet | inet6—(Optional) Display DF election parameters for IPv4 or IPv6 family addresses,

respectively.

instance instance-name—(Optional) Display DF election parameters for a specific routing

instance.

interface-name—(Optional) Display DF election parameters for a specific interface.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show pim bidirectional df-election interface on page 949

Output Fields Table 17 on page 947 describes the output fields for the showpimbidirectionaldf-election

interfacecommand. Output fields are listed in the approximate order in which they appear.

Table 17: show pim bidirectional df-election interface Output Fields

Field DescriptionField Name

Name of the routing instance.Instance

IPv4 address family (INET) or IPv6 address family (INET6).Family

Name of the bidirectional PIM interface.Interface

Minimum number of DF election messages that must fail to be received for DF
election to fail.

Robustnes Count

Interval between repeated DF election messages.Offer Period

Period that the acting DF waits between receiving a better DF Offer and sending
the Pass message to transfer DF responsibility.

Backoff Period
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Table 17: show pim bidirectional df-election interface Output
Fields (continued)

Field DescriptionField Name

RP address.RPA

For each RP address, state of each interface with respect to the DF election:
Offer (when the election is in progress), Win, or Lose.

State

IP address of the designated forwarder.DF
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Sample Output

showpimbidirectional
df-election interface

user@host> show pim bidirectional df-election interface
Instance: PIM.master Family: INET

Interface: ge-0/0/1.0
  Robustness Count: 3
  Offer Period: 100 ms
  Backoff Period: 1000 ms

  RPA                            State  DF
  10.10.1.3                      Offer  none
  10.10.13.2                     Lose   10.10.1.2

Interface: lo0.0
  Robustness Count: 3
  Offer Period: 100 ms
  Backoff Period: 1000 ms

  RPA                            State  DF
  10.10.1.3                      Win    10.255.179.246
  10.10.13.2                     Win    10.255.179.246

Interface: xe-4/1/0.0
  Robustness Count: 3
  Offer Period: 100 ms
  Backoff Period: 1000 ms

  RPA                            State  DF
  10.10.1.3                      Win    10.10.2.1
  10.10.13.2                     Lose   10.10.2.2

Instance: PIM.master Family: INET6

Interface: ge-0/0/1.0
  Robustness Count: 3
  Offer Period: 100 ms
  Backoff Period: 1000 ms

  RPA                            State  DF
  fec0::10:10:1:3                Lose   fe80::b2c6:9aff:fe95:86fa
  fec0::10:10:13:2               Lose   fe80::b2c6:9aff:fe95:86fa

Interface: lo0.0
  Robustness Count: 3
  Offer Period: 100 ms
  Backoff Period: 1000 ms

  RPA                            State  DF
  fec0::10:10:1:3                Win    fe80::2a0:a50f:fc64:e661
  fec0::10:10:13:2               Win    fe80::2a0:a50f:fc64:e661

Interface: xe-4/1/0.0
  Robustness Count: 3
  Offer Period: 100 ms                  
  Backoff Period: 1000 ms

  RPA                            State  DF
  fec0::10:10:1:3                Win    fe80::226:88ff:fec5:3c37
  fec0::10:10:13:2               Win    fe80::226:88ff:fec5:3c37
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show pim bootstrap

Syntax show pim bootstrap
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

show pim bootstrap
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

instance option introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description For sparse mode only, display information about Protocol Independent Multicast (PIM)

bootstrap routers.

Options none—Display PIM bootstrap router information for all routing instances.

instance instance-name—(Optional) Display information about bootstrap routers for a

specific PIM-enabled routing instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show pim bootstrap on page 952
show pim bootstrap instance on page 952

Output Fields Table 18 on page 951 describes the output fields for the show pim bootstrap command.

Output fields are listed in the approximate order in which they appear.

Table 18: show pim bootstrap Output Fields

Field DescriptionField Name

Name of the routing instance.Instance

Bootstrap router.BSR

Priority of the routing device as elected to be the bootstrap router.Pri

Local routing device address.Local address

Local routing device address priority to be elected as the bootstrap
router.

Pri

Local routing device election state: Candidate, Elected, or Ineligible.State
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Table 18: show pim bootstrap Output Fields (continued)

Field DescriptionField Name

How long until the local routing device declares the bootstrap router
to be unreachable, in seconds.

Timeout

Sample Output

show pim bootstrap user@host> show pim bootstrap
Instance: PIM.master

BSR                    Pri Local address           Pri State      Timeout
None                     0 10.255.71.46              0 InEligible       0
feco:1:1:1:1:0:aff:785c 34 feco:1:1:1:1:0:aff:7c12   0 InEligible       0

show pim bootstrap
instance

user@host> show pim bootstrap instance VPN-A
Instance: PIM.VPN-A

BSR             Pri Local address   Pri State      Timeout
None              0 192.168.196.105   0 InEligible       0
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show pim interfaces

Syntax show pim interfaces
<inet | inet6>
<instance (instance-name | all)>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

show pim interfaces
<inet | inet6>
<instance (instance-name | all)>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Commmand introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional PIM added in Junos OS Release 12.1.

Support for the instance all option added in Junos OS Release 12.1.

Description Display information about the interfaces on which Protocol Independent Multicast (PIM)

is configured.

Options none—Display interface information for all family addresses for the main instance.

inet | inet6—(Optional) Display interface information for IPv4 or IPv6 family addresses,

respectively.

instance (instance-name | all)—(Optional) Display information about interfaces for a

specific PIM-enabled routing instance or for all routing instances.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show pim interfaces on page 955

Output Fields Table 19 on page 953 describes the output fields for the show pim interfaces command.

Output fields are listed in the approximate order in which they appear.

Table 19: show pim interfaces Output Fields

Field DescriptionField Name

Name of the routing instance.Instance

Interface name.Name

State of the interface. The state also is displayed in the show interfaces command.State
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Table 19: show pim interfaces Output Fields (continued)

Field DescriptionField Name

PIM mode running on the interface:

• B—In bidirectional mode, multicast groups are carried across the network over bidirectional shared
trees. This type of tree minimizes PIM routing state, which is especially important in networks with
numerous and dispersed senders and receivers.

• S—In sparse mode, routing devices must join and leave multicast groups explicitly. Upstream routing
devices do not forward multicast traffic to this routing device unless this device has sent an explicit
request (using a join message) to receive multicast traffic.

• Dense—Unlike sparse mode, where data is forwarded only to routing devices sending an explicit
request, dense mode implements a flood-and-prune mechanism, similar to DVMRP (the first
multicast protocol used to support the multicast backbone). (Not supported on QFX Series.)

• Sparse-Dense—Sparse-dense mode allows the interface to operate on a per-group basis in either
sparse or dense mode. A group specified as dense is not mapped to a rendezvous point (RP).
Instead, data packets destined for that group are forwarded using PIM-Dense Mode (PIM-DM)
rules. A group specified as sparse is mapped to an RP, and data packets are forwarded using
PIM-Sparse Mode (PIM-SM) rules. (Not supported on QFX Series.)

When sparse-dense mode is configured, the output includes bothSandD. When bidirectional-sparse
mode is configured, the output includes S and B. When bidirectional-sparse-dense mode is
configured, the output includes B, S, and D.

Mode

Version number of the address family on the interface: 4 (IPv4) or 6 (IPv6).IP

PIM version running on the interface: 1 or 2.V

State of PIM on the interface:

• Active—Bidirectional mode is enabled on the interface and on all PIM neighbors.

• DR—Designated router.

• NotCap—Bidirectional mode is not enabled on the interface. This can happen when bidirectional
PIM is not configured locally, when one of the neighbors is not configured for bidirectional PIM, or
when one of the neighbors has not implemented the bidirectional PIM protocol.

• NotDR—Not the designated router.

• P2P—Point to point.

State

Number of neighbors that have been seen on the interface.NbrCnt

Number of (s,g) join messages that have been seen on the interface.JoinCnt(sg)

Number of (*,g) join messages that have been seen on the interface.JointCnt(*g)

Address of the designated router.DR address
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Sample Output

show pim interfaces user@host> show pim interfaces
Stat = Status, V = Version, NbrCnt = Neighbor Count,
S = Sparse, D = Dense, B = Bidirectional,
DR = Designated Router, P2P = Point-to-point link,
Active = Bidirectional is active, NotCap = Not Bidirectional Capable

Name               Stat Mode IP V State        NbrCnt JoinCnt(sg/*g) DR address
ge-0/3/0.0         Up   S     4 2 NotDR,NotCap      1 0/0            40.0.0.3
ge-0/3/3.50        Up   S     4 2 DR,NotCap         1 9901/100       50.0.0.2
ge-0/3/3.51        Up   S     4 2 DR,NotCap         1 0/0            51.0.0.2
pe-1/2/0.32769     Up   S     4 2 P2P,NotCap        0 0/0
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show pim join

Syntax show pim join
<brief | detail | extensive | summary>
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>
<range>

Syntax (EX Series
Switch and the QFX

Series)

show pim join
<brief | detail | extensive | summary>
<inet | inet6>
<instance instance-name>
<range>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

summary option introduced in Junos OS Release 9.6.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Support for bidirectional PIM added in Junos OS Release 12.1.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display information about Protocol Independent Multicast (PIM) groups for all PIM

modes.

For bidirectional PIM, display information about PIM group ranges (*,G-range) for each

active bidirectional RP group range, in addition to each of the joined (*,G) routes.

Options none—Display the standard information about PIM groups for all supported family

addresses for all routing instances.

brief | detail | extensive | summary—(Optional) Display the specified level of output.

inet | inet6—(Optional) Display PIM group information for IPv4 or IPv6 family addresses,

respectively.

instance instance-name—(Optional) Display information about groups for the specified

PIM-enabled routing instance only.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

range—(Optional) Address range of the group, specified as prefix/prefix-length.

Required Privilege
Level

view

Related
Documentation

clear pim join on page 934•

List of Sample Output show pim join summary on page 960
show pim join (PIM SparseMode) on page 960
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show pim join (Bidirectional PIM) on page 960
show pim join instance <instance-name> on page 961
show pim join detail on page 961
show pim join extensive (PIM SparseMode) on page 961
show pim join extensive (Bidirectional PIM) on page 962
show pim join extensive (Bidirectional PIMwith a Directly Connected Phantom
RP) on page 963
show pim join instance <instance-name> extensive on page 964

Output Fields Table 20 on page 957 describes the output fields for the showpim join command. Output

fields are listed in the approximate order in which they appear.

Table 20: show pim join Output Fields

Level of OutputField DescriptionField Name

brief detail extensive summary noneName of the routing instance.Instance

brief detail extensive summary noneName of the address family: inet (IPv4) or inet6
(IPv6).

Family

summaryType of multicast route: (S,G) or (*,G).Route type

summaryNumber of (S,G) routes and number of (*,G) routes.Route count

brief detail extensive noneRendezvous Point Tree.R

brief detail extensive noneSparse.S

brief detail extensive noneWildcard.W

brief detail extensive noneGroup address.Group

All levelsFor bidirectional PIM, length of the IP prefix for RP
group ranges.

Bidirectional group
prefix length

brief detail extensive noneMulticast source:

• * (wildcard value)

• ipv4-address

• ipv6-address

Source

brief detail extensive noneRendezvous point for the PIM group.RP
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Table 20: show pim join Output Fields (continued)

Level of OutputField DescriptionField Name

brief detail extensive nonePIM flags:

• bidirectional—Bidirectional mode entry.

• dense—Dense mode entry.

• rptree—Entry is on the rendezvous point tree.

• sparse—Sparse mode entry.

• spt—Entry is on the shortest-path tree for the
source.

• wildcard—Entry is on the shared tree.

Flags

brief detail extensive noneRPF interface toward the source address for the
source-specific state (S,G) or toward the
rendezvous point (RP) address for the
non-source-specific state (*,G).

For bidirectional PIM, RP Link means that the
interface is directly connected to a subnet that
contains a phantom RP address.

Upstream interface

extensiveInformation about the upstream neighbor: Direct,
Local, Unknown, or a specific IP address.

For bidirectional PIM,Directmeans that the interface
is directly connected to a subnet that contains a
phantom RP address.

Upstream neighbor

extensiveInformation about the upstream interface:

• JointoRP—Sending a join to the rendezvous point.

• Join to Source—Sending a join to the source.

• Local RP—Sending neither join messages nor
prune messages toward the RP, because this
router is the rendezvous point.

• LocalSource—Sending neither join messages nor
prune messages toward the source, because the
source is locally attached to this routing device.

• Prune to RP—Sending a prune to the rendezvous
point.

• Prune to Source—Sending a prune to the source.

NOTE: RP group range entries have None in the
Upstream state field because RP group ranges do
not trigger actual PIM join messages between
routers.

Upstream state
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Table 20: show pim join Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveInformation about downstream interfaces:

• Interface—Interface name for the downstream
neighbor.

NOTE: A pseudo PIM-SM interface appears for all
IGMP-only interfaces.

• Interface address—Address of the downstream
neighbor.

• State—Information about the downstream
neighbor: join or prune.

• Flags—PIM join flags: R (RPtree), S (Sparse), W
(Wildcard), or zero.

• Uptime—Time since the downstream interface
joined the group.

• Time since last Join—Time since the last join
message was received from the downstream
interface.

• Time since last Prune—Time since the last prune
message was received from the downstream
interface.

Downstream
neighbors

extensiveTotal number of outgoing interfaces for each (S,G)
entry.

Number of
downstream
interfaces

extensiveLength of time between assert cycles on the
downstream interface. Not displayed if the assert
timer is null.

Assert Timeout

extensiveTime remaining until the downstream join state is
updated (in seconds). If the downstream join state
is not updated before this keepalive timer reaches
zero, the entry is deleted. If there is a directly
connected host, Keepalive timeout is Infinity.

Keepalive timeout

extensiveTime since the creation of (S,G) or (*,G) state. The
uptime is not refreshed every time a PIM join
message is received for an existing (S,G) or (*,G)
state.

Uptime

extensiveInterfaces on the router that forward bidirectional
PIM traffic.

The reasons for forwarding bidirectional PIM traffic
are that the interface is the winner of the designated
forwarder election (DFWinner), or the interface is
the reverse path forwarding (RPF) interface toward
the RP (RPF).

Bidirectional
accepting
interfaces

959Copyright © 2013, Juniper Networks, Inc.

Chapter 30: PIM Operational Commands



Sample Output

show pim join
summary

user@host> show pim join summary
Instance: PIM.master Family: INET

Route type            Route count
(s,g)                 2
(*,g)                 1

Instance: PIM.master Family: INET6

show pim join (PIM
SparseMode)

user@host> show pim join
Instance: PIM.master Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 239.1.1.1
    Source: *
    RP: 10.255.14.144
    Flags: sparse,rptree,wildcard
    Upstream interface: Local

Group: 239.1.1.1
    Source: 10.255.14.144
    Flags: sparse,spt
    Upstream interface: Local

Group: 239.1.1.1
    Source: 10.255.70.15
    Flags: sparse,spt
    Upstream interface: so-1/0/0.0

Instance: PIM.master Family: INET6
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

show pim join
(Bidirectional PIM)

user@host> show pim join
Instance: PIM.master Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 224.1.1.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.13.2
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0            

Group: 224.1.3.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.1.3
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0 (RP Link)

Group: 225.1.1.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.13.2
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0            
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Group: 225.1.3.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.1.3
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0 (RP Link)

Instance: PIM.master Family: INET6
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

showpim join instance
<instance-name>

user@host> show pim join instance VPN-A
Instance: PIM.VPN-A Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 235.1.1.2
    Source: *
    RP: 10.10.47.100
    Flags: sparse,rptree,wildcard
    Upstream interface: Local

Group: 235.1.1.2
    Source: 192.168.195.74
    Flags: sparse,spt
    Upstream interface: at-0/3/1.0

Group: 235.1.1.2
    Source: 192.168.195.169
    Flags: sparse
    Upstream interface: so-1/0/1.0

Instance: PIM.VPN-A Family: INET6
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

show pim join detail user@host> show pim join detail
Instance: PIM.master Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 239.1.1.1
    Source: *
    RP: 10.255.14.144
    Flags: sparse,rptree,wildcard
    Upstream interface: Local

Group: 239.1.1.1
    Source: 10.255.14.144
    Flags: sparse,spt
    Upstream interface: Local

Group: 239.1.1.1
    Source: 10.255.70.15
    Flags: sparse,spt
    Upstream interface: so-1/0/0.0

Instance: PIM.master Family: INET6
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

show pim join user@host> show pim join extensive
Instance: PIM.master Family: INET
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extensive (PIM Sparse
Mode)

R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 239.1.1.1
    Source: *
    RP: 10.255.14.144
    Flags: sparse,rptree,wildcard
    Upstream interface: Local
    Upstream neighbor: Local
    Upstream state: Local RP
    Uptime: 00:03:49
    Downstream neighbors:
        Interface: so-1/0/0.0
            10.111.10.2 State: Join Flags: SRW Timeout: 174
            Uptime: 00:03:49 Time since last Join: 00:01:49
        Interface: mt-1/1/0.32768
            10.10.47.100 State: Join Flags: SRW  Timeout: Infinity
            Uptime: 00:03:49 Time since last Join: 00:01:49
    Number of downstream interfaces: 2

Group: 239.1.1.1
    Source: 10.255.14.144
    Flags: sparse,spt
    Upstream interface: Local
    Upstream neighbor: Local
    Upstream state: Local Source, Local RP
    Keepalive timeout: 344
    Uptime: 00:03:49
    Downstream neighbors:
        Interface: so-1/0/0.0
            10.111.10.2 State: Join Flags: S Timeout: 174
            Uptime: 00:03:49 Time since last Prune: 00:01:49
        Interface: mt-1/1/0.32768
            10.10.47.100 State: Join Flags: S   Timeout: Infinity
            Uptime: 00:03:49 Time since last Prune: 00:01:49
    Number of downstream interfaces: 2

Group: 239.1.1.1
    Source: 10.255.70.15
    Flags: sparse,spt
    Upstream interface: so-1/0/0.0
    Upstream neighbor: 10.111.10.2
    Upstream state: Local RP, Join to Source
    Keepalive timeout: 344
    Uptime: 00:03:49
    Downstream neighbors:
        Interface: Pseudo-GMP
            fe-0/0/0.0 fe-0/0/1.0 fe-0/0/3.0
        Interface: so-1/0/0.0 (pruned)
            10.111.10.2 State: Prune Flags: SR Timeout: 174
            Uptime: 00:03:49 Time since last Prune: 00:01:49
        Interface: mt-1/1/0.32768
            10.10.47.100 State: Join Flags: S   Timeout: Infinity
            Uptime: 00:03:49 Time since last Prune: 00:01:49
    Number of downstream interfaces: 3

Instance: PIM.master Family: INET6
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

show pim join
extensive

user@host> show pim join extensive
Instance: PIM.master Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard
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Group: 224.1.1.0
(Bidirectional PIM)

    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.13.2
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0            
    Upstream neighbor: 10.10.1.2
    Upstream state: None
    Uptime: 00:03:49
    Bidirectional accepting interfaces:
        Interface: ge-0/0/1.0    (RPF)
        Interface: lo0.0         (DF Winner)
    Number of downstream interfaces: 0  

Group: 225.1.1.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.13.2
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0            
    Upstream neighbor: 10.10.1.2
    Upstream state: None
    Uptime: 00:03:49
    Bidirectional accepting interfaces:
        Interface: ge-0/0/1.0    (RPF)
        Interface: lo0.0         (DF Winner)
     Downstream neighbors:
         Interface: lt-1/0/10.24
             10.0.24.4 State: Join   RW  Timeout: 185
         Interface: lt-1/0/10.23
             10.0.23.3 State: Join   RW  Timeout: 184
     Number of downstream interfaces: 2

Group: 225.1.3.0
    Bidirectional group prefix length: 24
    Source: *
    RP: 10.10.1.3
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0 (RP Link)
    Upstream neighbor: Direct
    Upstream state: Local RP
    Uptime: 00:03:49
    Bidirectional accepting interfaces:
        Interface: ge-0/0/1.0    (RPF)
        Interface: lo0.0         (DF Winner)
        Interface: xe-4/1/0.0    (DF Winner)
    Number of downstream interfaces: 0  

Instance: PIM.master Family: INET6
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

show pim join
extensive

user@host> show pim join extensive
Instance: PIM.master Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard(BidirectionalPIMwith
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Group: 224.1.3.0
    Bidirectional group prefix length: 24

a Directly Connected
PhantomRP)

    Source: *
    RP: 10.10.1.3
    Flags: bidirectional,rptree,wildcard
    Upstream interface: ge-0/0/1.0 (RP Link)
    Upstream neighbor: Direct
    Upstream state: Local RP
    Uptime: 00:03:49
    Bidirectional accepting interfaces:
        Interface: ge-0/0/1.0    (RPF)
        Interface: lo0.0         (DF Winner)
        Interface: xe-4/1/0.0    (DF Winner)
    Number of downstream interfaces: 0  

showpim join instance
<instance-name>
extensive

user@host> show pim join instance VPN-A extensive
Instance: PIM.VPN-A Family: INET
R = Rendezvous Point Tree, S = Sparse, W = Wildcard

Group: 235.1.1.2
    Source: *
    RP: 10.10.47.100
    Flags: sparse,rptree,wildcard
    Upstream interface: Local
    Upstream neighbor: Local
    Upstream state: Local RP
    Uptime: 00:03:49
    Downstream neighbors:
        Interface: mt-1/1/0.32768
            10.10.47.101 State: Join Flags: SRW Timeout: 156
            Uptime: 00:03:49 Time since last Join: 00:01:49
    Number of downstream interfaces: 1

Group: 235.1.1.2
    Source: 192.168.195.74
    Flags: sparse,spt
    Upstream interface: at-0/3/1.0
    Upstream neighbor: 10.111.30.2
    Upstream state: Local RP, Join to Source
    Keepalive timeout: 156
    Uptime: 00:14:52

Group: 235.1.1.2
    Source: 192.168.195.169
    Flags: sparse
    Upstream interface: so-1/0/1.0
    Upstream neighbor: 10.111.20.2
    Upstream state: Local RP, Join to Source
    Keepalive timeout: 156
    Uptime: 00:14:52
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show pim neighbors

Syntax show pim neighbors
<brief | detail>
<inet | inet6>
<instance (instance-name | all)>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

show pim neighbors
<brief | detail>
<inet | inet6>
<instance (instance-name | all)>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional PIM added in Junos OS Release 12.1.

Support for the instance all option added in Junos OS Release 12.1.

Description Display information about Protocol Independent Multicast (PIM) neighbors.

Options none—(Same asbrief) Display standard information about PIM neighbors for all supported

family addresses for the main instance.

brief | detail—(Optional) Display the specified level of output.

inet | inet6—(Optional) Display information about PIM neighbors for IPv4 or IPv6 family

addresses, respectively.

instance (instance-name | all)—(Optional) Display information about neighbors for the

specified PIM-enabled routing instance or for all routing instances.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show pim neighbors on page 968
show pim neighbors brief on page 968
show pim neighbors instance on page 968
show pim neighbors detail on page 968
show pim neighbors detail (With BFD) on page 969

Output Fields Table 21 on page 966 describes the output fields for the show pim neighbors command.

Output fields are listed in the approximate order in which they appear.
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Table 21: show pim neighbors Output Fields

Level of OutputField DescriptionField Name

All levelsName of the routing instance.Instance

All levelsInterface through which the neighbor is reachable.Interface

All levelsAddress of the neighboring PIM routing device.Neighbor addr

All levelsIP version: 4 or 6.IP

All levelsPIM version running on the neighbor: 1 or 2.V

All levelsPIM mode of the neighbor: Sparse, Dense, SparseDense, or Unknown. When the
neighbor is running PIM version 2, this mode is always Unknown.

Mode

brief noneCan be one or more of the following:

• B—Bidirectional Capable.

• H—Hello Option Holdtime.

• G—Generation Identifier.

• P—Hello Option DR Priority.

• L—Hello Option LAN Prune Delay.

Option

All levelsTime the neighbor has been operational since the PIM process was last initialized,
in the format dd:hh:mm:ss ago for less than a week and nwnd:hh:mm:ss ago for
more than a week.

Uptime

detailAddress of the neighboring PIM router.Address

detailStatus and operational state of the Bidirectional Forwarding Detection (BFD)
protocol on the interface: Enabled, Operational state is up, or Disabled.

BFD

detailTime for which the neighbor is available, in seconds. The range of values is
0 through 65,535.

Hello Option
Holdtime

detailDefault holdtime and the time remaining if the holdtime option is not in the
received hello message.

Hello Default
Holdtime

detailDesignated router election priority. The range of values is 0 through 255.Hello Option DR
Priority

detail9-digit or 10-digit number used to tag hello messages.Hello Option
Generation ID

detailNeighbor can process bidirectional PIM messages.Hello Option
Bi-Directional PIM
supported

detailTime to wait before the neighbor receives prune messages, in the format delay
nnnms override nnnnms.

Hello Option LAN
Prune Delay
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Table 21: show pim neighbors Output Fields (continued)

Level of OutputField DescriptionField Name

detailNeighbor is capable of join suppression.Join Suppression
supported

detailInformation about joins received from the neighbor.

• Group—Group addresses in the join message.

• Source—Address of the source in the join message.

• Timeout—Time for which the join is valid.

Rx Join
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Sample Output

show pim neighbors user@host> show pim neighbors
Instance: PIM.master
B = Bidirectional Capable, G = Generation Identifier,
H = Hello Option Holdtime, L = Hello Option LAN Prune Delay,
P = Hello Option DR Priority

Interface           IP V Mode        Option      Uptime Neighbor addr
so-1/0/0.0           4 2             HPLG      00:07:10 10.111.10.2

show pim neighbors
brief

The output for the show pim neighbors brief command is identical to that for the show

pim neighbors command. For sample output, see show pim neighbors on page 968.

show pim neighbors
instance

user@host> show pim neighbors instance VPN-A
Instance: PIM.VPN-A
B = Bidirectional Capable, G = Generation Identifier,
H = Hello Option Holdtime, L = Hello Option LAN Prune Delay,
P = Hello Option DR Priority

Interface           IP V Mode        Option      Uptime Neighbor addr
at-0/3/1.0           4 2             HPLG      00:07:54 10.111.30.2
mt-1/1/0.32768       4 2             HPLG      00:07:22 10.10.47.101
so-1/0/1.0           4 2             HPLG      00:07:50 10.111.20.2

show pim neighbors
detail

user@host> show pim neighbors detail
Instance: PIM.master
Interface: ge-0/0/1.0

    Address: 10.10.1.1, IPv4, PIM v2, Mode: SparseDense, sg Join Count: 0, tsg 
Join Count: 2
        Hello Option Holdtime: 65535 seconds
        Hello Option DR Priority: 1
        Hello Option Generation ID: 2053759302
        Hello Option Bi-Directional PIM supported
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
                                      Join Suppression supported

    Address: 10.10.1.2, IPv4, PIM v2, sg Join Count: 0, tsg Join Count: 2
        BFD: Disabled
        Hello Option Holdtime: 105 seconds 93 remaining
        Hello Option DR Priority: 1
        Hello Option Generation ID: 1734018161
        Hello Option Bi-Directional PIM supported
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
                                      Join Suppression supported

Interface: lo0.0

    Address: 10.255.179.246,    IPv4, PIM v2, Mode: SparseDense, sg Join Count: 
0, tsg Join Count: 0
        Hello Option Holdtime: 65535 seconds
        Hello Option DR Priority: 1
        Hello Option Generation ID: 1997462267
        Hello Option Bi-Directional PIM supported
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms
                                      Join Suppression supported
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show pim neighbors
detail (With BFD)

user@host> show pim neighbors detail
Instance: PIM.master
Interface: fe-1/0/0.0
    Address: 192.168.11.1,        IPv4, PIM v2, Mode: Sparse
        Hello Option Holdtime: 65535 seconds
        Hello Option DR Priority: 1
        Hello Option Generation ID: 836607909
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms

    Address: 192.168.11.2,        IPv4, PIM v2
        BFD: Enabled, Operational state is up
        Hello Default Holdtime: 105 seconds 104 remaining
        Hello Option DR Priority: 1
        Hello Option Generation ID: 1907549685
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms

Interface: fe-1/0/1.0
    Address: 192.168.12.1,        IPv4, PIM v2
        BFD: Disabled
        Hello Default Holdtime: 105 seconds 80 remaining
        Hello Option DR Priority: 1
        Hello Option Generation ID: 1971554705
        Hello Option LAN Prune Delay: delay 500 ms override 2000 ms 
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show pim rps

Syntax show pim rps
<brief | detail | extensive>
<group-address>
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

show pim rps
<brief | detail | extensive>
<group-address>
<inet | inet6>
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional PIM added in Junos OS Release 12.1.

Description Display information about Protocol Independent Multicast (PIM) rendezvous points

(RPs).

Options none—Display standard information about PIM RPs for all groups and family addresses

for all routing instances.

brief | detail | extensive—(Optional) Display the specified level of output.

group-address—(Optional) Display the RPs for a particular group. If you specify a group

address, the output lists the routing device that is the RP for that group.

inet | inet6—(Optional) Display information for IPv4 or IPv6 family addresses, respectively.

instance instance-name—(Optional) Display information about RPs for a specific

PIM-enabled routing instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

Example: Configuring Bidirectional PIM on page 72•

List of Sample Output show pim rps on page 973
show pim rps brief on page 973
show pim rps <group-address> (Bidirectional PIM) on page 973
show pim rps <group-address> (PIM DenseMode) on page 973
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show pim rps <group-address> (SSMRangeWithout asm-override-ssm
Configured) on page 973
show pim rps <group-address> (SSMRangeWith asm-override-ssmConfigured and
a Sparse-Mode RP) on page 974
show pim rps <group-address> (SSMRangeWith asm-override-ssmConfigured and
a Bidirectional RP) on page 974
show pim rps instance on page 975
show pim rps extensive (PIM SparseMode) on page 975
show pim rps extensive (Bidirectional PIM) on page 975
show pim rps extensive (PIM Anycast RP in Use) on page 975

Output Fields Table 22 on page 971 describes the output fields for the show pim rps command. Output

fields are listed in the approximate order in which they appear.

Table 22: show pim rps Output Fields

Level of OutputField DescriptionField Name

All levelsName of the routing instance.Instance

All levelsName of the address family: inet (IPv4) or inet6 (IPv6).Family or Address
family

All levelsAddress of the rendezvous point.RP address

brief noneType of RP:

• auto-rp—Address of the RP known through the Auto-RP protocol.

• bootstrap—Address of the RP known through the bootstrap router protocol
(BSR).

• embedded—Address of the RP known through an embedded RP (IPv6).

• static—Address of RP known through static configuration.

Type

All levelsHow long to keep the RP active, with time remaining, in seconds.Holdtime

All levelsHow long until the local routing device determines the RP to be unreachable,
in seconds.

Timeout

All levelsNumber of groups currently using this RP.Groups

brief noneAddresses of groups that this RP can span.Group prefixes

detail extensiveAddress and method by which the RP was learned.Learned via

All levelsThe PIM mode of the RP: bidirectional or sparse.

If a sparse and bidirectional RPs are configured with the same RP address, they
appear as separate entries in both formats.

Mode

detail extensiveHow long the RP has been active, in the format hh:mm:ss.Time Active

971Copyright © 2013, Juniper Networks, Inc.

Chapter 30: PIM Operational Commands



Table 22: show pim rps Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveIndex value of the order in which Junos OS finds and initializes the interface.

For bidirectional RPs, the Device Index output field is omitted because
bidirectional RPs do not require encapsulation and de-encapsulation interfaces.

Device Index

detail extensiveLogical unit number of the interface.

For bidirectional RPs, the Subunit output field is omitted because bidirectional
RPs do not require encapsulation and de-encapsulation interfaces.

Subunit

detail extensiveEither the encapsulation or the de-encapsulation logical interface, depending
on whether this routing device is a designated router (DR) facing an RP router,
or is the local RP, respectively.

For bidirectional RPs, the Interface output field is omitted because bidirectional
RPs do not require encapsulation and de-encapsulation interfaces.

Interface

detail extensive

group-address

Addresses of groups that this RP spans.Group Ranges

detail extensiveNumber of groups currently using this RP.Active groups using
RP

detail extensiveTotal number of active groups for this RP.total

extensiveCurrent register state for each group:

• Group—Multicast group address.

• Source—Multicast source address for which the PIM register is sent or received,
depending on whether this router is a designated router facing an RP router,
or is the local RP, respectively:

• First Hop—PIM-designated routing device that sent the Register message
(the source address in the IP header).

• RP Address—RP to which the Register message was sent (the destination
address in the IP header).

• State:

On the designated router:

• Send—Sending Register messages.

• Probe—Sent a null register. If a Register-Stop message does not arrive in
5 seconds, the designated router resumes sending Register messages.

• Suppress—Received a Register-Stop message. The designated router is
waiting for the timer to resume before changing to Probe state.

• On the RP:

• Receive—Receiving Register messages.

Register State for
RP

extensiveIf anycast RP is configured, the addresses of the RPs in the set.Anycast-PIM rpset

extensiveIf anycast RP is configured, the local address used by the RP.Anycast-PIM local
address used
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Table 22: show pim rps Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveIf anycast RP is configured, the current register state for each group:

• Group—Multicast group address.

• Source—Multicast source address for which the PIM register is sent or received,
depending on whether this routing device is a designated router facing an RP
router, or is the local RP, respectively.

• Origin—How the information was obtained:

• DIRECT—From a local attachment

• MSDP—From the Multicast Source Discovery Protocol (MSDP)

• DR—From the designated router

Anycast-PIM
Register State

group-addressFor sparse mode and bidirectional mode, the identity of the RP for the specified
group address.

RP selected

Sample Output

show pim rps user@host> show pim rps
Instance: PIM.master
Address family INET
RP address      Type        Mode   Holdtime Timeout Groups Group prefixes
10.10.1.3       static      bidir       150    None      2 224.1.3.0/24
                                                           225.1.3.0/24
10.10.13.2      static      bidir       150    None      2 224.1.1.0/24
                                                           225.1.1.0/24

show pim rps brief The output for the show pim rps brief command is identical to that for the show pim rps

command. For sample output, see show pim rps on page 973.

show pim rps
<group-address>
(Bidirectional PIM)

user@host> show pim rps 224.1.1.1
Instance: PIM.master

224.1.0.0/16
        11.4.12.75 (Bidirectional)

RP selected: 11.4.12.75

show pim rps
<group-address>(PIM
DenseMode)

user@host> show pim rps 224.1.1.1
Instance: PIM.master

Dense Mode active for group 224.1.1.1

show pim rps
<group-address>

user@host> show pim rps 224.1.1.1
Instance: PIM.master

Source-specific Mode (SSM) active for group 224.1.1.1
(SSMRangeWithout

973Copyright © 2013, Juniper Networks, Inc.

Chapter 30: PIM Operational Commands



asm-override-ssm
Configured)

show pim rps
<group-address>

user@host> show pim rps 224.1.1.1
Instance: PIM.master

(SSMRangeWith
Source-specific Mode (SSM) active with Sparse Mode ASM override for group 224.1.1.1asm-override-ssm

Configured and a
Sparse-Mode RP) 224.1.0.0/16

        11.4.12.75

RP selected: 11.4.12.75

show pim rps
<group-address>

user@host> show pim rps 224.1.1.1
Instance: PIM.master

(SSMRangeWith
Source-specific Mode (SSM) active with Sparse Mode ASM override for group 224.1.1.1asm-override-ssm
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224.1.0.0/16
        11.4.12.75 (Bidirectional)

Configured and a
Bidirectional RP)

RP selected: (null)

show pim rps instance user@host> show pim rps instance VPN-A
Instance: PIM.VPN-A
Address family INET
RP address               Type        Holdtime Timeout Groups Group prefixes
10.10.47.100             static             0    None      1 224.0.0.0/4

Address family INET6

showpimrpsextensive
(PIM SparseMode)

user@host> show pim rps extensive
Instance: PIM.master

Family: INET
RP: 10.255.245.91
Learned via: static configuration
Time Active: 00:05:48
Holdtime: 45 with 36 remaining
Device Index: 122
Subunit: 32768
Interface: pd-6/0/0.32768
Group Ranges:
    224.0.0.0/4, 36s remaining
Active groups using RP:
    225.1.1.1

    total 1 groups active

Register State for RP:
Group           Source          FirstHop        RP Address      State    Timeout
225.1.1.1       192.168.195.78  10.255.14.132   10.255.245.91   Receive        0

showpimrpsextensive
(Bidirectional PIM)

user@host> show pim rps extensive
Instance: PIM.master
Address family INET

RP: 10.10.1.3
Learned via: static configuration
Mode: Bidirectional
Time Active: 01:58:07
Holdtime: 150
Group Ranges:
        224.1.3.0/24
        225.1.3.0/24

RP: 10.10.13.2
Learned via: static configuration
Mode: Bidirectional
Time Active: 01:58:07
Holdtime: 150
Group Ranges:
        224.1.1.0/24
        225.1.1.0/24

user@host> show pim rps extensive
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Instance: PIM.mastershowpimrpsextensive
(PIM Anycast RP in
Use) Family: INET

RP: 10.10.10.2
Learned via: static configuration
Time Active: 00:54:52
Holdtime: 0
Device Index: 130
Subunit: 32769
Interface: pimd.32769
Group Ranges:
    224.0.0.0/4
Active groups using RP:
    224.10.10.10

    total 1 groups active

Anycast-PIM rpset:
           10.100.111.34
           10.100.111.17
           10.100.111.55

Anycast-PIM local address used: 10.100.111.1
Anycast-PIM Register State:
Group                      Source                               Origin
224.1.1.1                  10.10.95.2                           DIRECT
224.1.1.2                  10.10.95.2                           DIRECT
224.10.10.10               10.10.70.1                           MSDP
224.10.10.11               10.10.70.1                           MSDP
224.20.20.1                10.10.71.1                           DR

Address family INET6

Anycast-PIM rpset:
           ab::1
           ab::2
Anycast-PIM local address used: cd::1

Anycast-PIM Register State:
Group                    Source                               Origin
::224.1.1.1              ::10.10.95.2                         DIRECT
::224.1.1.2              ::10.10.95.2                         DIRECT
::224.20.20.1            ::10.10.71.1                         DR
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show pim source

Syntax show pim source
<brief | detail>
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>
<source-prefix>

Syntax (EX Series
Switch and the QFX

Series)

show pim source
<brief | detail>
<inet | inet6>
<instance instance-name>
<source-prefix>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display information about the Protocol Independent Multicast (PIM) source reverse path

forwarding (RPF) state.

Options none—Display standard information about the PIM RPF state for all supported family

addresses for all routing instances.

brief | detail—(Optional) Display the specified level of output.

inet | inet6—(Optional) Display information for IPv4 or IPv6 family addresses, respectively.

instance instance-name—(Optional) Display information about the RPF state for a specific

PIM-enabled routing instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

source-prefix—(Optional) Display the state for source RPF states in the given range.

Required Privilege
Level

view

List of Sample Output show pim source on page 978
show pim source brief on page 978
show pim source detail on page 978

Output Fields Table 23 on page 978 describes the output fields for the show pim source command.

Output fields are listed in the approximate order in which they appear.
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Table 23: show pim source Output Fields

Field DescriptionField Name

Name of the routing instance.Instance

Address of the source or reverse path.Source

Prefix and prefix length for the route used to reach the RPF address.Prefix/length

RPF interface toward the source address.Upstream interface

Address of the RPF neighbor used to reach the source address.UpstreamNeighbor

Sample Output

show pim source user@host> show pim source
Instance: PIM.master Family: INET

Source 10.255.14.144
    Prefix 10.255.14.144/32
    Upstream interface Local
    Upstream neighbor Local

Source 10.255.70.15
    Prefix 10.255.70.15/32
    Upstream interface so-1/0/0.0
    Upstream neighbor 10.111.10.2

Instance: PIM.master Family: INET6

show pim source brief The output for the show pim source brief command is identical to that for the show pim

source command. For sample output, see show pim source on page 978.

showpimsourcedetail user@host> show pim source detail
Instance: PIM.master Family: INET

Source 10.255.14.144
    Prefix 10.255.14.144/32
    Upstream interface Local
    Upstream neighbor Local
    Active groups:228.0.0.0
        239.1.1.1
        239.1.1.1

Source 10.255.70.15
    Prefix 10.255.70.15/32
    Upstream interface so-1/0/0.0
    Upstream neighbor 10.111.10.2
    Active groups:239.1.1.1

Instance: PIM.master Family: INET6
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show pim statistics

Syntax show pim statistics
<inet |inet6)>
<instance instance-name>
<interface interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

show pim statistics
<inet |inet6)>
<instance instance-name>
<interface interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional PIM added in Junos OS Release 12.1.

Description Display Protocol Independent Multicast (PIM) statistics.

Options none—Display PIM statistics.

inet | inet6—(Optional) Display IPv4 or IPv6 PIM statistics, respectively.

instance instance-name—(Optional) Display statistics for a specific routing instance

enabled by Protocol Independent Multicast (PIM).

interface interface-name—(Optional) Display statistics about the specified interface.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear pim statistics on page 939•

List of Sample Output show pim statistics on page 987
show pim statistics inet interface <interface-name> on page 988
show pim statistics inet6 interface <interface-name> on page 988
show pim statistics instance <instance-name> on page 989
show pim statistics interface <interface-name> on page 991

Output Fields Table 24 on page 980 describes the output fields for the show pim statistics command.

Output fields are listed in the approximate order in which they appear.
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Table 24: show pim statistics Output Fields

Field DescriptionField Name

Name of the routing instance.

This field only appears if you specify an interface, for example:

• inet interface interface-name

• inet6 interface interface-name

• interface interface-name

Instance

Output is for IPv4 or IPv6 PIM statistics. INET indicates IPv4
statistics, and INET6 indicates IPv6 statistics.

This field only appears if you specify an interface, for example:

• inet interface interface-name

• inet6 interface interface-name

• interface interface-name

Family

PIM statistics for all interfaces or for the specified interface.PIM statistics

Message type for which statistics are displayed.PIMmessage type

Number of received statistics.Received

Number of messages sent of a certain type.Sent

Number of received packets that contained errors.Rx errors

PIM version 2 hello packets.V2 Hello

PIM version 2 register packets.V2 Register

PIM version 2 register stop packets.V2 Register Stop

PIM version 2 join and prune packets.V2 Join Prune

PIM version 2 bootstrap packets.V2 Bootstrap

PIM version 2 assert packets.V2 Assert

PIM version 2 graft packets.V2 Graft

PIM version 2 graft acknowledgment packets.V2 Graft Ack

PIM version 2 candidate RP packets.V2 Candidate RP
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Table 24: show pim statistics Output Fields (continued)

Field DescriptionField Name

PIM version 2 control messages related to PIM dense mode
(PIM-DM) state refresh.

State refresh is an extension to PIM-DM. It not supported in Junos
OS.

V2 State Refresh

PIM version 2 send and receive messages associated with
bidirectional PIM designated forwarder election.

V2 DF Election

PIM version 1 query packets.V1 Query

PIM version 1 register packets.V1 Register

PIM version 1 register stop packets.V1 Register Stop

PIM version 1 join and prune packets.V1 Join Prune

PIM version 1 RP reachability packets.V1 RP Reachability

PIM version 1 assert packets.V1 Assert

PIM version 1 graft packets.V1 Graft

PIM version 1 graft acknowledgment packets.V1 Graft Ack

Auto-RP announce packets.AutoRP Announce

Auto-RP mapping packets.AutoRPMapping

Auto-RP packets with an unknown type.AutoRPUnknown type

Auto-RP announce packets.Anycast Register

Auto-RP announce packets.Anycast Register Stop

Summary of PIM statistics for all interfaces.Global Statistics

Number of hello packets dropped because of a configured neighbor
policy.

Hello dropped on neighbor
policy

Number of PIM control packets received with an unknown type.Unknown type

Number of PIM version 1 control packets received with an unknown
type.

V1 Unknown type

Number of PIM control packets received with an unknown version.
The version is not version 1 or version 2.

Unknown Version
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Table 24: show pim statistics Output Fields (continued)

Field DescriptionField Name

Number of PIM control packets received (excluding PIM hello)
without first receiving the hello packet.

Neighbor unknown

Number of PIM control packets received for which the packet size
does not match the PIM length field in the packet.

Bad Length

Number of PIM control packets received for which the calculated
checksum does not match the checksum field in the packet.

Bad Checksum

Number of PIM control packets received on an interface that does
not have PIM configured.

Bad Receive If

Number of PIM control packets received that contain data for TCP
Bad register packets.

Rx Bad Data

Number of PIM control packets received on an interface that has
PIM disabled.

Rx Intf disabled

Number of PIM version 1 control packets received on an interface
configured for PIM version 2.

Rx V1 Require V2

Number of PIM version 2 control packets received on an interface
configured for PIM version 1.

Rx V2 Require V1

Number of PIM register packets received when the router is not the
RP for the group.

Rx Register not RP

Number of PIM register packets received when the RP does not
have a unicast route back to the source.

Rx Register no route

Number of PIM register packets received when the RP does not
have a de-encapsulation interface.

Rx Register no decap if

Number of NULL register timeout packets.Null Register Timeout

Number of PIM packets received when the router has a source
address filter configured for the RP.

RP Filtered Source

Number of register stop messages received with an unknown type.Rx Unknown Reg Stop

Number of join and prune messages received for which the router
has no state.

Rx Join/Prune no state

Number of join and prune messages received on the interface used
to reach the upstream router, toward the RP.

Rx Join/Prune on upstream
if

Number of join or prune messages received for invalid multicast
group addresses.

Rx Join/Prune for invalid
group
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Table 24: show pim statistics Output Fields (continued)

Field DescriptionField Name

Number of join and prune messages received and dropped.Rx Join/Prunemessages
dropped

Number of PIM sparse mode join messages received for a group
that is configured for dense mode.

Rx sparse join for dense
group

Number of graft and graft acknowledgment messages received for
which the router or switch has no state.

Rx Graft/Graft Ack no state

Number of graft messages received on the interface used to reach
the upstream router, toward the RP.

Rx Graft on upstream if

Number of BSR messages received in which the PIM message type
is Candidate-RP-Advertisement, not Bootstrap.

Rx CRP not BSR

Number of BSR messages received in which the PIM message type
is Bootstrap.

Rx BSRwhen BSR

Number of BSR messages received on an interface that is not the
RPF interface.

Rx BSR not RPF if

Number of PIM hello packets received with options that Junos OS
does not support.

Rx unknown hello opt

Number of PIM control packets received for which the router has
no state for the data type.

Rx data no state

Number of PIM control packets received for which the router has
no state for the RP.

Rx RP no state

Number of PIM aggregate MDT packets received.Rx aggregate

Number of PIM control packets received with a malformed IP unicast
or multicast address family.

Rxmalformed packet

Number of PIM control packets received with no RP address.No RP

Number of PIM register packets received when the first-hop router
does not have an encapsulation interface.

No register encap if

Number of PIM control packets received when the router does not
have a unicast route to the the interface used to reach the upstream
router, toward the RP.

No route upstream

Number of PIM control packets with an unusable nexthop. A path
can be unusable if the route is hidden or the link is down.

Nexthop Unusable

Number of PIM control packets received for which the router has
an RP mismatch.

RPmismatch
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Table 24: show pim statistics Output Fields (continued)

Field DescriptionField Name

RP mode (sparse or bidirectional) mismatches encountered when
processing join and prune messages.

RPmodemismatch

Number of PIM control packets received for which the router has
an unknown RPF neighbor for the source.

RPF neighbor unknown

The number of join and prune messages filtered because of
configured route filters and source address filters.

Rx Joins/Prunes filtered

The number of join and prune messages filtered because of
configured route filters and source address filters.

Tx Joins/Prunes filtered

Number of packets received with an invalid embedded RP address
in PIM join messages and other types of messages sent between
routing domains.

Embedded-RP invalid addr

Number of times the limit configured with the maximum-rps
statement is exceeded. The maximum-rps statement limits the
number of embedded RPs created in a specific routing instance.
The range is from 1 through 500. The default is 100.

Embedded-RP limit exceed

Number of packets in which the embedded RP for IPv6 is added.

The following receive events trigger extraction of an IPv6 embedded
RP address on the router:

• Multicast Listener Discovery (MLD) report for an embedded RP
multicast group address

• PIM join message with an embedded RP multicast group address

• Static embedded RP multicast group address associated with
an interface

• Packets sent to an embedded RP multicast group address
received on the DR

An embedded RP node discovered through these receive events is
added if it does not already exist on the routing platform.

Embedded-RP added

Number of packets in which the embedded RP for IPv6 is removed.
The embedded RP is removed whenever all PIM join states using
this RP are removed or the configuration changes to remove the
embedded RP feature.

Embedded-RP removed

Number of received register messages dropped because of a filter
configured for PIM register messages.

Rx Register msgs filtering
drop

Number of register messages dropped because of a filter configured
for PIM register messages.

Tx Register msgs filtering
drop

Error counter for join and prune messages received on
non-bidirectional PIM interfaces.

Rx Bidir Join/Prune on
non-Bidir if
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Table 24: show pim statistics Output Fields (continued)

Field DescriptionField Name

Error counter for join and prune messages received on
non-designated forwarder interfaces.

Rx Bidir Join/Prune on
non-DF if

Maximum number of (S,G) IPv4 multicast routes accepted for the
VPN routing and forwarding (VRF) routing instance. If this number
is met, additional (S,G) entries are not accepted.

V4 (S,G)Maximum

Number of accepted (S,G) IPv4 multicast routes.V4 (S,G) Accepted

Threshold at which a warning message is logged (percentage of
the maximum number of (S,G) IPv4 multicast routes accepted by
the device).

V4 (S,G) Threshold

Time (in seconds) between consecutive log messages.V4 (S,G) Log Interval

Maximum number of (S,G) IPv6 multicast routes accepted for the
VPN routing and forwarding (VRF) routing instance. If this number
is met, additional (S,G) entries are not accepted.

V6 (S,G)Maximum

Number of accepted (S,G) IPv6 multicast routes.V6 (S,G) Accepted

Threshold at which a warning message is logged (percentage of
the maximum number of (S,G) IPv6 multicast routes accepted by
the device).

V6 (S,G) Threshold

Time (in seconds) between consecutive log messages.V6 (S,G) Log Interval

Maximum number of group-to-rendezvous point (RP) IPv4 multicast
mappings accepted for the VRF routing instance. If this number is
met, additional mappings are not accepted.

V4 (grp-prefix, RP)
Maximum

Number of accepted group-to-RP IPv4 multicast mappings.V4 (grp-prefix, RP)
Accepted

Threshold at which a warning message is logged (percentage of
the maximum number of group-to-RP IPv4 multicast mappings
accepted by the device).

V4 (grp-prefix, RP)
Threshold

Time (in seconds) between consecutive log messages.V4 (grp-prefix, RP) Log
Interval

Maximum number of group-to RP IPv6 multicast mappings
accepted for the VRF routing instance. If this number is met,
additional mappings are not accepted.

V6 (grp-prefix, RP)
Maximum

Number of accepted group-to-RP IPv6 multicast mappings.V6 (grp-prefix, RP)
Accepted
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Table 24: show pim statistics Output Fields (continued)

Field DescriptionField Name

Threshold at which a warning message is logged (percentage of
the maximum number of group-to-RP IPv6 multicast mappings
accepted by the device).

V6 (grp-prefix, RP)
Threshold

Time (in seconds) between consecutive log messages.V6 (grp-prefix, RP) Log
Interval

Maximum number of IPv4 PIM registers accepted for the VRF routing
instance. If this number is met, additional PIM registers are not
accepted.

You configure the register limits on the RP.

V4 Register Maximum

Number of accepted IPv4 PIM registers.V4 Register Accepted

Threshold at which a warning message is logged (percentage of
the maximum number of IPv4 PIM registers accepted by the device).

V4 Register Threshold

Time (in seconds) between consecutive log messages.V4 Register Log Interval

Maximum number of IPv6 PIM registers accepted for the VRF routing
instance. If this number is met, additional PIM registers are not
accepted.

You configure the register limits on the RP.

V6 Register Maximum

Number of accepted IPv6 PIM registers.V6 Register Accepted

Threshold at which a warning message is logged (percentage of
the maximum number of IPv6 PIM registers accepted by the device).

V6 Register Threshold

Time (in seconds) between consecutive log messages.V6 Register Log Interval
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Sample Output

show pim statistics user@host> show pim statistics
PIM Message type        Received       Sent  Rx errors
V2 Hello                      15         32          0
V2 Register                    0        362          0
V2 Register Stop             483          0          0
V2 Join Prune                 18        518          0
V2 Bootstrap                   0          0          0
V2 Assert                      0          0          0
V2 Graft                       0          0          0
V2 Graft Ack                   0          0          0
V2 Candidate RP                0          0          0
V2 State Refresh               0          0          0
V2 DF Election                 0          0          0
V1 Query                       0          0          0
V1 Register                    0          0          0
V1 Register Stop               0          0          0
V1 Join Prune                  0          0          0
V1 RP Reachability             0          0          0
V1 Assert                      0          0          0
V1 Graft                       0          0          0
V1 Graft Ack                   0          0          0
AutoRP Announce                0          0          0
AutoRP Mapping                 0          0          0
AutoRP Unknown type            0
Anycast Register               0          0          0
Anycast Register Stop          0          0          0

Global Statistics

Hello dropped on neighbor policy              0
Unknown type                                  0
V1 Unknown type                               0
Unknown Version                               0
Neighbor unknown                              0
Bad Length                                    0
Bad Checksum                                  0
Bad Receive If                                0
Rx Bad Data                                   0
Rx Intf disabled                              0
Rx V1 Require V2                              0
Rx V2 Require V1                              0
Rx Register not RP                            0
Rx Register no route                          0
Rx Register no decap if                       0
Null Register Timeout                         0
RP Filtered Source                            0
Rx Unknown Reg Stop                           0
Rx Join/Prune no state                        0
Rx Join/Prune on upstream if                  0
Rx Join/Prune for invalid group               5
Rx Join/Prune messages dropped                0
Rx sparse join for dense group                0
Rx Graft/Graft Ack no state                   0
Rx Graft on upstream if                       0
Rx CRP not BSR                                0
Rx BSR when BSR                               0
Rx BSR not RPF if                             0
Rx unknown hello opt                          0
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Rx data no state                              0
Rx RP no state                                0
Rx aggregate                                  0
Rx malformed packet                           0
Rx illegal TTL                                0
Rx illegal destination address                0
No RP                                         0
No register encap if                          0
No route upstream                             0
Nexthop Unusable                              0
RP mismatch                                   0
RP mode mismatch                              0
RPF neighbor unknown                          0
Rx Joins/Prunes filtered                      0
Tx Joins/Prunes filtered                      0
Embedded-RP invalid addr                      0
Embedded-RP limit exceed                      0
Embedded-RP added                             0
Embedded-RP removed                           0
Rx Register msgs filtering drop               0
Tx Register msgs filtering drop               0
Rx Bidir Join/Prune on non-Bidir if           0
Rx Bidir Join/Prune on non-DF if              0

Sample Output

show pim statistics
inet interface
<interface-name>

user@host> show pim statistics inet interface ge-0/3/0.0
Instance: PIM.master Family: INET

PIM Interface statistics for ge-0/3/0.0

PIM Message type        Received       Sent  Rx errors
V2 Hello                       0          4          0
V2 Register                    0          0          0
V2 Register Stop               0          0          0
V2 Join Prune                  0          0          0
V2 Bootstrap                   0          0          0
V2 Assert                      0          0          0
V2 Graft                       0          0          0
V2 Graft Ack                   0          0          0
V2 Candidate RP                0          0          0
V1 Query                       0          0          0
V1 Register                    0          0          0
V1 Register Stop               0          0          0
V1 Join Prune                  0          0          0
V1 RP Reachability             0          0          0
V1 Assert                      0          0          0
V1 Graft                       0          0          0
V1 Graft Ack                   0          0          0
AutoRP Announce                0          0          0
AutoRP Mapping                 0          0          0
AutoRP Unknown type            0
Anycast Register               0          0          0
Anycast Register Stop          0          0          0

Sample Output

show pim statistics
inet6 interface

user@host> show pim statistics inet6 interface ge-0/3/0.0
Instance: PIM.master Family: INET6
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PIM Interface statistics for ge-0/3/0.0<interface-name>

PIM Message type        Received       Sent  Rx errors
V2 Hello                       0          4          0
V2 Register                    0          0          0
V2 Register Stop               0          0          0
V2 Join Prune                  0          0          0
V2 Bootstrap                   0          0          0
V2 Assert                      0          0          0
V2 Graft                       0          0          0
V2 Graft Ack                   0          0          0
V2 Candidate RP                0          0          0
Anycast Register               0          0          0
Anycast Register Stop          0          0          0

show pim statistics
instance
<instance-name>

user@host> show pim statistics instance VPN-A
PIM Message type        Received       Sent  Rx errors
V2 Hello                      31         37          0
V2 Register                    0          0          0
V2 Register Stop               0          0          0
V2 Join Prune                  0         16          0
V2 Bootstrap                   0          0          0
V2 Assert                      0          0          0
V2 Graft                       0          0          0
V2 Graft Ack                   0          0          0
V2 Candidate RP                0          0          0
V2 State Refresh               0          0          0
V2 DF Election                 0          0          0
V1 Query                       0          0          0
V1 Register                    0          0          0
V1 Register Stop               0          0          0
V1 Join Prune                  0          0          0
V1 RP Reachability             0          0          0
V1 Assert                      0          0          0
V1 Graft                       0          0          0
V1 Graft Ack                   0          0          0
AutoRP Announce                0          0          0
AutoRP Mapping                 0          0          0
AutoRP Unknown type            0
Anycast Register               0          0          0
Anycast Register Stop          0          0          0

Global Statistics

Hello dropped on neighbor policy              0
Unknown type                                  0
V1 Unknown type                               0
Unknown Version                               0
Neighbor unknown                              0
Bad Length                                    0
Bad Checksum                                  0
Bad Receive If                                0
Rx Bad Data                                   0
Rx Intf disabled                              0
Rx V1 Require V2                              0
Rx V2 Require V1                              0
Rx Register not RP                            0
Rx Register no route                          0
Rx Register no decap if                       0
Null Register Timeout                         0
RP Filtered Source                            0
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Rx Unknown Reg Stop                           0
Rx Join/Prune no state                        0
Rx Join/Prune on upstream if                  0
Rx Join/Prune for invalid group               0
Rx Join/Prune messages dropped                0
Rx sparse join for dense group                0
Rx Graft/Graft Ack no state                   0
Rx Graft on upstream if                       0
Rx CRP not BSR                                0
Rx BSR when BSR                               0
Rx BSR not RPF if                             0
Rx unknown hello opt                          0
Rx data no state                              0
Rx RP no state                                0
Rx aggregate                                  0
Rx malformed packet                           0
Rx illegal TTL                                0
Rx illegal destination address                0
No RP                                         0
No register encap if                          0
No route upstream                            28
Nexthop Unusable                              0
RP mismatch                                   0
RP mode mismatch                              0
RPF neighbor unknown                          0
Rx Joins/Prunes filtered                      0
Tx Joins/Prunes filtered                      0
Embedded-RP invalid addr                      0
Embedded-RP limit exceed                      0
Embedded-RP added                             0
Embedded-RP removed                           0
Rx Register msgs filtering drop               0
Tx Register msgs filtering drop               0
Rx Bidir Join/Prune on non-Bidir if           0
Rx Bidir Join/Prune on non-DF if              0
V4 (S,G) Maximum                             10
V4 (S,G) Accepted                             9
V4 (S,G) Threshold                           80
V4 (S,G) Log Interval                        80
V6 (S,G) Maximum                              8
V6 (S,G) Accepted                             8
V6 (S,G) Threshold                           50
V6 (S,G) Log Interval                       100
V4 (grp-prefix, RP) Maximum                 100
V4 (grp-prefix, RP) Accepted                  5
V4 (grp-prefix, RP) Threshold                80
V4 (grp-prefix, RP) Log Interval             10
V6 (grp-prefix, RP) Maximum                  20
V6 (grp-prefix, RP) Accepted                  0
V6 (grp-prefix, RP) Threshold                90
V6 (grp-prefix, RP) Log Interval             20
V4 Register Maximum                         100
V4 Register Accepted                         10
V4 Register Threshold                        80
V4 Register Log Interval                     10
V6 Register Maximum                          20
V6 Register Accepted                          0
V6 Register Threshold                        90
V6 Register Log Interval                     20

Copyright © 2013, Juniper Networks, Inc.990

Multicast Protocols Configuration Guide



Sample Output

show pim statistics
interface
<interface-name>

user@host> show pim statistics interface ge-0/3/0.0
Instance: PIM.master Family: INET

PIM Interface statistics for ge-0/3/0.0

PIM Message type        Received       Sent  Rx errors
V2 Hello                       0          3          0
V2 Register                    0          0          0
V2 Register Stop               0          0          0
V2 Join Prune                  0          0          0
V2 Bootstrap                   0          0          0
V2 Assert                      0          0          0
V2 Graft                       0          0          0
V2 Graft Ack                   0          0          0
V2 Candidate RP                0          0          0
V1 Query                       0          0          0
V1 Register                    0          0          0
V1 Register Stop               0          0          0
V1 Join Prune                  0          0          0
V1 RP Reachability             0          0          0
V1 Assert                      0          0          0
V1 Graft                       0          0          0
V1 Graft Ack                   0          0          0
AutoRP Announce                0          0          0
AutoRP Mapping                 0          0          0
AutoRP Unknown type            0
Anycast Register               0          0          0
Anycast Register Stop          0          0          0

Instance: PIM.master Family: INET6

PIM Interface statistics for ge-0/3/0.0

PIM Message type        Received       Sent  Rx errors
V2 Hello                       0          3          0
V2 Register                    0          0          0
V2 Register Stop               0          0          0
V2 Join Prune                  0          0          0
V2 Bootstrap                   0          0          0
V2 Assert                      0          0          0
V2 Graft                       0          0          0
V2 Graft Ack                   0          0          0
V2 Candidate RP                0          0          0
Anycast Register               0          0          0
Anycast Register Stop          0          0          0
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CHAPTER 31

Multicast Routing Options Operational
Commands
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clear multicast forwarding-cache

Syntax clear multicast forwarding-cache
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced in Junos OS Release 12.2.

Description Clear IP multicast forwarding cache entries.

Options none—(Same as logical-system all) Clear multicast forwarding cache entries.

inet—(Optional) Clear multicast forwarding cache entries for IPv4 family addresses.

inet6—(Optional) Clear multicast forwarding cache entries for IPv6 family addresses.

interface interface-name—(Optional) Clear multicast forwarding cache entries on a

specific interface.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

clear

Related
Documentation

showmulticast forwarding-cache statistics on page 997•

List of Sample Output clear multicast forwarding-cache on page 994

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear multicast
forwarding-cache

user@host> clear multicast forwarding-cache
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showmulticast backup-pe-groups

Syntax showmulticast backup-pe-groups
<address pe-address>
<group group-name>
<instance instance-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced in Junos OS Release 9.0.

Description Display backup PE router group information when ingress PE redundancy is configured.

Ingress PE redundancy provides a backup resource when point-to-multipoint LSPs are

configured for multicast distribution.

Options none—Display standard information about all backup PE groups.

address pe-address—(Optional) Display the groups that a PE address is associated with.

group group—(Optional) Display the backup PE group information for a particular group.

instance instance-name—(Optional) Display backup PE group information for a specific

multicast instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output showmulticast backup-pe-groups on page 996

Output Fields Table 25 on page 995 describes the output fields for the showmulticastbackup-pe-groups

command. Output fields are listed in the approximate order in which they appear.

Table 25: showmulticast backup-pe-groups Output Fields

Field DescriptionField Name

Group name.Backup PE Group

Primary PE router. Address of the PE router that is currently forwarding traffic on the static route.Designated PE

Number of times that the designated PE router has transitioned from the most eligible PE router
to a backup PE router and back again to the most eligible PE router.

Transitions

Time of the most recent transition.Last Transition

Address of the local PE router.Local Address

List of PE routers that are configured to be backups for the group.Backup PE List
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Sample Output

showmulticast
backup-pe-groups

user@host> showmulticast backup-pe-groups
Instance: master

Backup PE group: b1
    Designated PE:   10.255.165.7
    Transitions:     1
    Last Transition: 03:15:01
    Local Address:   10.255.165.7
    Backup PE List:  
                     10.255.165.8

Backup PE group: b2
    Designated PE:   10.255.165.7
    Transitions:     2
    Last Transition: 02:58:20
    Local Address:   10.255.165.7
    Backup PE List:
                     10.255.165.9
                     10.255.165.8
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showmulticast forwarding-cache statistics

Syntax showmulticast forwarding-cache statistics
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced in Junos OS Release 12.2.

Description Display IP multicast forwarding cache statistics.

Options none—Display multicast forwarding cache statistics for all supported address families

for all routing instances.

inet | inet6—(Optional) Display multicast forwarding cache statistics for IPv4 or IPv6

family addresses, respectively.

instance instance-name—(Optional) Display multicast forwarding cache statistics for a

specific routing instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear multicast forwarding-cache on page 994•

List of Sample Output showmulticast forwarding-cache statistics on page 998
showmulticast forwarding-cache statistics instance on page 998

Output Fields Table 26 on page 997 describes the output fields for the showmulticast forwarding-cache

statistics command. Output fields are listed in the approximate order in which they

appear.

Table 26: showmulticast forwarding-cache statistics Output Fields

Field DescriptionField Name

Name of the routing instance for which multicast forwarding cache statistics are displayed.Instance

Protocol family for which multicast forwarding cache statistics are displayed: ALL, INET, or INET6.Family

Maximum number of multicast forwarding cache entries that can be added to the cache. When the
number of entries reaches the configured threshold, the device suspends adding new multicast
forwarding cache entries.

Suppress Threshold

Number of multicast forwarding cache entries that must be reached before the device creates new
multicast forwarding cache entries. When the total number of multicast forwarding cache entries is
below the reuse value, the device resumes adding new multicast forwarding cache entries.

Reuse Value
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Table 26: showmulticast forwarding-cache statistics Output Fields (continued)

Field DescriptionField Name

Threshold at which a warning message is logged (percentage of the suppress threshold).Warning Threshold

Number of currently used multicast forwarding cache entries.Currently Used Entries

Sample Output

showmulticast
forwarding-cache
statistics

user@host> showmulticast forwarding-cache statistics
Instance: master Family: INET
Suppress Threshold                     100
Reuse Value                             80
Warning Threshold                       90
Currently Used Entries                 101

Instance: master Family: INET6
Suppress Threshold                      50
Reuse Value                             50
Warning Threshold                       80
Currently Used Entries                   3

showmulticast
forwarding-cache
statistics instance

user@host> showmulticast forwarding-cache statistics instance VPN-A
Instance: VPN-A Family: ALL
Suppress Threshold                      20
Reuse Value                             16
Warning Threshold                       50
Currently Used Entries                  17
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showmulticast flow-map

Syntax showmulticast flow-map
<brief | detail>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast flow-map
<brief | detail>

Release Information Command introduced in Junos OS Release 8.2.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display configuration information about IP multicast flow maps.

Options none—Display configuration information about IP multicast flow maps on all systems.

brief | detail—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output showmulticast flow-map on page 1000
showmulticast flow-map detail on page 1000

Output Fields Table 27 on page 999 describes the output fields for the showmulticast flow-map

command. Output fields are listed in the approximate order in which they appear.

Table 27: showmulticast flow-mapOutput Fields

Levels of OutputField DescriptionField Name

All levelsName of the flow map.Name

All levelsName of the policy associated with the flow map.Policy

All levelsCache timeout value assigned to the flow map.Cache-timeout

All levelsBandwidth setting associated with the flow map.Bandwidth

noneWhether or not adaptive mode is enabled for the flow map.Adaptive

detailName of the flow map.Flow-map

detailWhether or not adaptive mode is enabled for the flow map.Adaptive
Bandwidth

detailRedundant sources defined for the same destination group.RedundantSources
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Sample Output

showmulticast
flow-map

user@host> showmulticast flow-map
Instance: master
Name            Policy                  Cache timeout        Bandwidth Adaptive
map2            policy2                         never          2000000 no
map1            policy1                    60 seconds          2000000 no

Sample Output

showmulticast
flow-map detail

user@host> showmulticast flow-map detail
Instance: master
Flow-map: map1
    Policy:             policy1
    Cache Timeout:      600 seconds
    Bandwidth:          2000000
    Adaptive Bandwidth: yes
    Redundant Sources:  11.11.11.11
    Redundant Sources:  11.11.11.12
    Redundant Sources:  11.11.11.13
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showmulticast interface

Syntax showmulticast interface
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast interface

Release Information Command introduced in Junos OS Release 8.3.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display bandwidth information about IP multicast interfaces.

Options none—Display all interfaces that have multicast configured.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output showmulticast interface on page 1002

Output Fields Table 28 on page 1001 describes the output fields for theshowmulticast interfacecommand.

Output fields are listed in the approximate order in which they appear.

Table 28: showmulticast interface Output Fields

Field DescriptionField Name

Name of the multicast interface.Interface

Maximum bandwidth setting, in bits per second, for this interface.Maximumbandwidth (bps)

Amount of bandwidth, in bits per second, remaining on the interface.Remainingbandwidth(bps)

Amount of bandwidth, in bits per second, used by any flows that
are mapped to the interface.

NOTE: Adding the mapped bandwidth deduction value to the local
bandwidth deduction value results in the total deduction value for
the interface.

This field does not appear in the output when the no QoS
adjustment feature is disabled.

Mapped bandwidth
deduction (bps)
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Table 28: showmulticast interface Output Fields (continued)

Field DescriptionField Name

Amount of bandwidth, in bits per second, used by any mapped flows
that are traversing the interface.

NOTE: Adding the mapped bandwidth deduction value to the local
bandwidth deduction value results in the total deduction value for
the interface.

This field does not appear in the output when the no QoS
adjustment feature is disabled.

Local bandwidth deduction
(bps)

State of the reverse OIF mapping feature (on or off).

NOTE: This field does not appear in the output when the no QoS
adjustment feature is disabled.

Reverse OIFmapping

State of the no QoS adjustment feature (on or off) for interfaces
that are using reverse OIF mapping.

NOTE: This field does not appear in the output when the no QoS
adjustment feature is disabled.

Reverse OIFmapping no
QoS adjustment

Amount of time a mapped interface remains active after the last
mapping ends.

NOTE: This field does not appear in the output when the no QoS
adjustment feature is disabled.

Leave timer

State (on) of the no QoS adjustment feature when this feature is
enabled.

NOTE: This field does not appear in the output when the no QoS
adjustment feature is disabled.

NoQoS adjustment

Sample Output

showmulticast
interface

user@host> showmulticast interface
Interface                Maximum bandwidth (bps) Remaining bandwidth (bps)
fe-0/0/3                                10000000                         0
fe-0/0/3.210                            10000000                  –2000000
fe-0/0/3.220                           100000000                 100000000
fe-0/0/3.230                            20000000                  18000000
fe-0/0/2.200                           100000000                 100000000
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showmulticast route

Syntax showmulticast route
<brief | detail | extensive | summary>
<active | all | inactive>
<group group>
<inet | inet6>
<instance instance name>
<logical-system (all | logical-system-name)>
<regular-expression>
<source-prefix source-prefix>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast route
<brief | detail | extensive | summary>
<active | all | inactive>
<group group>
<inet | inet6>
<instance instance name>
<regular-expression>
<source-prefix source-prefix>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Support for bidirectional PIM added in Junos OS Release 12.1.

Description Display the entries in the IP multicast forwarding table. You can display similar information

with the show route table inet.1 command.

Options none—Display standard information about all entries in the multicast forwarding table

for all routing instances.

brief | detail | extensive | summary—(Optional) Display the specified level of output.

active | all | inactive—(Optional) Display all active entries, all entries, or all inactive entries,

respectively, in the multicast forwarding table.

group group—(Optional) Display the cache entries for a particular group.

inet | inet6—(Optional) Display multicast forwarding table entries for IPv4 or IPv6 family

addresses, respectively.

instance instance-name—(Optional) Display entries in the multicast forwarding table for

a specific multicast instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

regular-expression—(Optional) Display information about the multicast forwarding table

entries that match a UNIX OS-style regular expression.
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source-prefix source-prefix—(Optional) Display the cache entries for a particular source

prefix.

Required Privilege
Level

view

List of Sample Output showmulticast route on page 1006
showmulticast route (Bidirectional PIM) on page 1006
showmulticast route brief on page 1006
showmulticast route detail on page 1007
showmulticast route extensive (Bidirectional PIM) on page 1007
showmulticast route instance <instance-name> on page 1008
showmulticast route summary on page 1008

Output Fields Table 29 on page 1004 describes the output fields for the showmulticast routecommand.

Output fields are listed in the approximate order in which they appear.

Table 29: showmulticast route Output Fields

Level of OutputField DescriptionField Name

All levelsIPv4 address family (INET) or IPv6 address family (INET6).family

All levelsGroup address.

For any-source multicast routes, for example for bidirectional PIM, the group
address includes the prefix length.

Group

All levelsPrefix and length of the source as it is in the multicast forwarding table.Source

All levelsList of interfaces that accept incoming traffic. Only shown for routes that do
not use strict RPF-based forwarding, for example for bidirectional PIM.

Incoming interface
list

All levelsName of the interface on which the packet with this source prefix is expected
to arrive.

Upstream interface

All levelsList of interface names to which the packet with this source prefix is forwarded.Downstream
interface list

extensiveTotal number of outgoing interfaces for each (S,G) entry.Number of
outgoing interfaces

detail extensiveName of the multicast session.Sessiondescription

detail extensiveRate at which packets are being forwarded for this source and group entry (in
Kbps and pps), and number of packets that have been forwarded to this prefix.
If one or more of the kilobits per second packet forwarding statistic queries fails
or times out, the statistics field displays Forwarding statistics are not available.

NOTE: On QFX Series switches, this field does not report valid statistics.

Statistics

detail extensiveNext-hop identifier of the prefix. The identifier is returned by the routing device’s
Packet Forwarding Engine and is also displayed in the output of the show
multicast nexthops command.

Next-hop ID
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Table 29: showmulticast route Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveFor bidirectional PIM, incoming interface list identifier.

Identifiers for interfaces that accept incoming traffic. Only shown for routes
that do not use strict RPF-based forwarding, for example for bidirectional PIM.

Incoming interface
list ID

detail extensiveProtocol running on the interface on which the packet with this source prefix is
expected to arrive.

Upstream protocol

summaryType of multicast route. Values can be (S,G) or (*,G).Route type

summary extensiveWhether the group is Active or Inactive.Route state

summaryNumber of multicast routes.Route count

extensiveWhether the prefix is pruned or forwarding.Forwarding state

extensiveNumber of seconds until the prefix is removed from the multicast forwarding
table. A value ofnever indicates a permanent forwarding entry. A value of forever
indicates routes that do not have keepalive times.

Cache
lifetime/timeout

extensiveNumber of times that the upstream interface was not available.Wrong incoming
interface
notifications

extensiveTime since the creation of a multicast route.Uptime
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Sample Output

showmulticast route user@host> showmulticast route
Family: INET

Group: 228.0.0.0
    Source: 10.255.14.144/32
    Upstream interface: local
    Downstream interface list:
        so-1/0/0.0

Group: 239.1.1.1
    Source: 10.255.14.144/32
    Upstream interface: local
    Downstream interface list:
        so-1/0/0.0

Group: 239.1.1.1
    Source: 10.255.70.15/32
    Upstream interface: so-1/0/0.0
    Downstream interface list:
        mt-1/1/0.49152

Family: INET6

showmulticast route
(Bidirectional PIM)

user@host> showmulticast route
Family: INET

Group: 224.1.1.0/24
    Source: *
    Incoming interface list: 
        lo0.0 ge-0/0/1.0
    Downstream interface list: 
        ge-0/0/1.0

Group: 224.1.3.0/24
    Source: *
    Incoming interface list: 
        lo0.0 ge-0/0/1.0 xe-4/1/0.0
    Downstream interface list: 
        ge-0/0/1.0

Group: 225.1.1.0/24
    Source: *
    Incoming interface list: 
        lo0.0 ge-0/0/1.0
    Downstream interface list: 
        ge-0/0/1.0

Group: 225.1.3.0/24
    Source: *
    Incoming interface list: 
        lo0.0 ge-0/0/1.0 xe-4/1/0.0
    Downstream interface list: 
        ge-0/0/1.0
Family: INET6

The output for the showmulticast route brief command is identical to that for the show
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showmulticast route
brief

multicast routecommand. For sample output, see showmulticast routeonpage 1006or

showmulticast route (Bidirectional PIM) on page 1006.

showmulticast route
detail

user@host> showmulticast route detail
Family: INET

Group: 228.0.0.0
    Source: 10.255.14.144/32
    Upstream interface: local
    Downstream interface list:
        so-1/0/0.0
    Session description: Unknown
    Statistics: 8 kBps, 100 pps, 45272 packets
    Next-hop ID: 262142
    Upstream protocol: PIM

Group: 239.1.1.1
    Source: 10.255.14.144/32
    Upstream interface: local
    Downstream interface list:
        so-1/0/0.0
    Session description: Administratively Scoped
    Statistics: 0 kBps, 0 pps, 13404 packets
    Next-hop ID: 262142
    Upstream protocol: PIM

Group: 239.1.1.1
    Source: 10.255.70.15/32
    Upstream interface: so-1/0/0.0
    Downstream interface list:
        mt-1/1/0.49152
    Session description: Administratively Scoped
    Statistics: 46 kBps, 1000 pps, 921077 packets

    Next-hop ID: 262143
    Upstream protocol: PIM

Family: INET6

showmulticast route
extensive
(Bidirectional PIM)

user@host> showmulticast route extensive
Family: INET

Group: 224.1.1.0/24
    Source: *
    Incoming interface list: 
        lo0.0 ge-0/0/1.0
    Downstream interface list: 
        ge-0/0/1.0
    Number of outgoing interfaces: 1
    Session description: NOB Cross media facilities
    Statistics: 0 kBps, 0 pps, 0 packets
    Next-hop ID: 2097153
    Incoming interface list ID: 585
    Upstream protocol: PIM
    Route state: Active
    Forwarding state: Forwarding
    Cache lifetime/timeout: forever
    Wrong incoming interface notifications: 0
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Group: 224.1.3.0/24
    Source: *
    Incoming interface list: 
        lo0.0 ge-0/0/1.0 xe-4/1/0.0
    Downstream interface list: 
        ge-0/0/1.0
    Number of outgoing interfaces: 1
    Session description: NOB Cross media facilities
    Statistics: 0 kBps, 0 pps, 0 packets
    Next-hop ID: 2097153
    Incoming interface list ID: 589
    Upstream protocol: PIM
    Route state: Active
    Forwarding state: Forwarding
    Cache lifetime/timeout: forever
    Wrong incoming interface notifications: 0

Family: INET6

showmulticast route
instance
<instance-name>

user@host> showmulticast route instance v1 extensive
Instance: v1 Family: INET

Group: 224.1.1.1
    Source: (null)/0  
    Upstream interface: fe-1/3/0.111
    Downstream interface list: 
        lt-0/3/0.42 lt-0/3/0.46 lt-0/3/0.43
    Number of outgoing interfaces: 3

Group: 224.1.1.2
    Source: (null)/0  
    Upstream interface: fe-1/3/0.111
    Downstream interface list: 
        lt-0/3/0.42 lt-0/3/0.46 lt-0/3/0.43
    Number of outgoing interfaces: 3

Group: 224.1.1.3
    Source: (null)/0  
    Upstream interface: fe-1/3/0.111
    Downstream interface list: 
        lt-0/3/0.42 lt-0/3/0.46 lt-0/3/0.43
    Number of outgoing interfaces: 3

Instance: v1 Family: INET6

showmulticast route
summary

user@host>showmulticast route summary
Instance: master Family: INET

Route type   Route state    Route count
(S,G)             Active             2
(S,G)             Inactive           3

Instance: master Family: INET6
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showmulticast rpf

Syntax showmulticast rpf
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>
<prefix>
<summary>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast rpf
<inet | inet6>
<instance instance-name>
<prefix>
<summary>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display information about multicast reverse-path-forwarding (RPF) calculations.

Options none—Display RPF calculation information for all supported address families.

inet | inet6—(Optional) Display the RPF calculation information for IPv4 or IPv6 family

addresses, respectively.

instance instance-name—(Optional) Display information about multicast RPF calculations

for a specific multicast instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

prefix—(Optional) Display the RPF calculation information for the specified prefix.

summary—(Optional) Display a summary of all multicast RPF information.

Required Privilege
Level

view

List of Sample Output showmulticast rpf on page 1011
showmulticast rpf inet6 on page 1011
showmulticast rpf prefix on page 1012
showmulticast rpf summary on page 1012
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Output Fields Table 30 on page 1010 describes the output fields for the showmulticast rpf command.

Output fields are listed in the approximate order in which they appear.

Table 30: showmulticast rpf Output Fields

Field DescriptionField Name

Name of the routing instance. (Displayed when multicast is
configured within a routing instance.)

Instance

Prefix and length of the source as it exists in the multicast forwarding
table.

Source prefix

How the route was learned.Protocol

Upstream RPF interface.

NOTE: The displayed interface information does not apply to
bidirectional PIM RP addresses. This is because the showmulticast
rpf command does not take into account equal-cost paths or the
designated forwarder. For accurate upstream RPF interface
information, always use the showpimjoinextensivecommand when
bidirectional PIM is configured.

Interface

Upstream RPF neighbor.

NOTE: The displayed neighbor information does not apply to
bidirectional PIM. This is because the showmulticast rpf command
does not take into account equal-cost paths or the designated
forwarder. For accurate upstream RPF neighbor information, always
use the show pim join extensive command when bidirectional PIM
is configured.

Neighbor
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Sample Output

showmulticast rpf user@host> showmulticast rpf

Multicast RPF table: inet.0, 12 entries

0.0.0.0/0
    Protocol: Static

10.255.14.132/32
    Protocol: Direct
    Interface: lo0.0

10.255.245.91/32
    Protocol: IS-IS
    Interface: so-1/1/1.0
    Neighbor: 192.168.195.21

127.0.0.1/32
Inactive172.16.0.0/12
Protocol: Static
Interface: fxp0.0
Neighbor: 192.168.14.254

192.168.0.0/16
Protocol: Static
Interface: fxp0.0
Neighbor: 192.168.14.254

192.168.14.0/24
Protocol: Direct
Interface: fxp0.0

192.168.14.132/32
Protocol: Local

192.168.195.20/30
Protocol: Direct
Interface: so-1/1/1.0

192.168.195.22/32
Protocol: Local

192.168.195.36/30
Protocol: IS-IS
Interface: so-1/1/1.0
Neighbor: 192.168.195.21

showmulticast rpf
inet6

user@host> showmulticast rpf inet6

Multicast RPF table: inet6.0, 12 entries

::10.255.14.132/128
    Protocol: Direct
    Interface: lo0.0

::10.255.245.91/128
Protocol: IS-IS
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Interface: so-1/1/1.0
Neighbor: fe80::2a0:a5ff:fe28:2e8c

::192.168.195.20/126
Protocol: Direct
Interface: so-1/1/1.0

::192.168.195.22/128
Protocol: Local

::192.168.195.36/126
Protocol: IS-IS
Interface: so-1/1/1.0
Neighbor: fe80::2a0:a5ff:fe28:2e8c

::192.168.195.76/126
Protocol: Direct
Interface: fe-2/2/0.0

::192.168.195.77/128
Protocol: Local

fe80::/64
Protocol: Direct
Interface: so-1/1/1.0

fe80::290:69ff:fe0c:993a/128
Protocol: Local

fe80::2a0:a5ff:fe12:84f/128
Protocol: Direct
Interface: lo0.0

ff02::2/128
Protocol: PIM

ff02::d/128
Protocol: PIM

showmulticast rpf
prefix

user@host> showmulticast rpf ff02::/16

Multicast RPF table: inet6.0, 13 entries

ff02::2/128
    Protocol: PIM

ff02::d/128
    Protocol: PIM

...

showmulticast rpf
summary

user@host> showmulticast rpf summary

Multicast RPF table: inet.0, 16 entries
Multicast RPF table: inet6.0, 12 entries
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showmulticast scope

Syntax showmulticast scope
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast scope
<inet | inet6>
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display administratively scoped IP multicast information.

Options none—Display standard information about administratively scoped multicast information

for all supported address families in all routing instances.

inet | inet6—(Optional) Display scoped multicast information for IPv4 or IPv6 family

addresses, respectively.

instance instance-name—(Optional) Display administratively scoped information for a

specific multicast instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output showmulticast scope on page 1014
showmulticast scope inet on page 1014
showmulticast scope inet6 on page 1014

Output Fields Table 31 on page 1013 describes the output fields for the showmulticast scope command.

Output fields are listed in the approximate order in which they appear.

Table 31: showmulticast scope Output Fields

Field DescriptionField Name

Name of the multicast scope.Scope name

Range of multicast groups that are scoped.Group Prefix

Interface that is the boundary of the administrative scope.Interface

Number of kernel resolve rejects.Resolve Rejects
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Sample Output

showmulticast scope user@host> showmulticast scope
                                                                  Resolve
Scope name           Group Prefix       Interface                 Rejects
232-net              232.232.0.0/16     fe-0/0/0.1                      0
local                239.255.0.0/16     fe-0/0/0.1                      0
local                ff05::/16          fe-0/0/0.1                      0
larry                ff05::1234/128     fe-0/0/0.1                      0

showmulticast scope
inet

user@host> showmulticast scope inet
                                                                  Resolve
Scope name           Group Prefix       Interface                 Rejects
232-net              232.232.0.0/16     fe-0/0/0.1                      0
local                239.255.0.0/16     fe-0/0/0.1                      0

showmulticast scope
inet6

user@host> showmulticast scope inet6
                                                                  Resolve
Scope name           Group Prefix       Interface                 Rejects
local                ff05::/16          fe-0/0/0.1                      0
larry                ff05::1234/128     fe-0/0/0.1                      0
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showmulticast sessions

Syntax showmulticast sessions
<brief | detail | extensive>
<logical-system (all | logical-system-name)>
<regular-expression>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast sessions
<brief | detail | extensive>
<regular-expression>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display information about announced IP multicast sessions.

Options none—Display standard information about all multicast sessions for all routing instances.

brief | detail | extensive—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

regular-expression—(Optional) Display information about announced sessions that match

a UNIX-style regular expression.

Required Privilege
Level

view

List of Sample Output showmulticast sessions on page 1016
showmulticast sessions regular-expression detail on page 1016

Output Fields Table 32 on page 1015 describes the output fields for theshowmulticastsessionscommand.

Output fields are listed in the approximate order in which they appear.

Table 32: showmulticast sessions Output Fields

Field DescriptionField Name

Name of the known announced multicast sessions.session-name
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Sample Output

showmulticast
sessions

user@host> showmulticast sessions
1-Department of Biological Sciences, LSU
  ...
  Monterey Bay - DockCam
  Monterey Bay - JettyCam
  Monterey Bay - StandCam
  Monterey DockCam
  Monterey DockCam / ROV cam
  ...
  NASA TV (MPEG-1)
  ...
  UO Broadcast - NASA Videos - 25 Years of Progress
  UO Broadcast - NASA Videos - Journey through the Solar System
  UO Broadcast - NASA Videos - Life in the Universe
  UO Broadcast - NASA Videos - Nasa and the Airplane
  UO Broadcasts OPB's Oregon Story
  UO DOD News Clips
  UO Medical Management of Biological Casualties (1)
  UO Medical Management of Biological Casualties (2)
  UO Medical Management of Biological Casualties (3)
...
  376 active sessions.

showmulticast
sessions

user@host> showmulticast sessions "NASA TV" detail
SDP Version: 0  Originated by: -@128.223.83.33
 Session: NASA TV (MPEG-1)
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 Description: NASA television in MPEG-1 format, provided by Private University. 
Please contact the UO if you have problems with this feed.

regular-expression
detail

 Email: Your Name Here <multicast@lists.private.edu>
 Phone: Your Name Here <888/555-1212>
Bandwidth: AS:1000
Start time: permanent
Stop time: none
Attribute: type:broadcast
Attribute: tool:IP/TV Content Manager 3.4.14
Attribute: live:capture:1
Attribute: x-iptv-capture:mp1s
Media: video 54302 RTP/AVP 32 31 96 97
Connection Data: 224.2.231.45 ttl 127
Attribute: quality:8
Attribute: framerate:30
Attribute: rtpmap:96 WBIH/90000
Attribute: rtpmap:97 MP4V-ES/90000
Attribute: x-iptv-svr:video 128.223.91.191 live
Attribute: fmtp:32 type=mpeg1
Media: audio 28848 RTP/AVP 14 0 96 3 5 97 98 99 100 101 102 10 11 103 104 105 106
 Connection Data: 224.2.145.37 ttl 127
Attribute: rtpmap:96 X-WAVE/8000
Attribute: rtpmap:97 L8/8000/2
Attribute: rtpmap:98 L8/8000
Attribute: rtpmap:99 L8/22050/2
Attribute: rtpmap:100 L8/22050
Attribute: rtpmap:101 L8/11025/2
Attribute: rtpmap:102 L8/11025
Attribute: rtpmap:103 L16/22050/2
Attribute: rtpmap:104 L16/22050

  1 matching sessions.
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show policy

Syntax show policy
<logical-system (all | logical-system-name)>
<policy-name>

Syntax (EX Series
Switches)

show policy
<policy-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display information about configured routing policies.

Options none—List the names of all configured routing policies.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

policy-name—(Optional) Show the contents of the specified policy.

Required Privilege
Level

view

Related
Documentation

show policy damping•

List of Sample Output show policy on page 1019
show policy policy-name on page 1019
show policy (Multicast Scoping) on page 1019

Output Fields Table 33 on page 1018 lists the output fields for the showpolicy command. Output fields

are listed in the approximate order in which they appear.

Table 33: show policy Output Fields

Field DescriptionField Name

Name of the policy listed.policy-name

Policy term listed.term

Match condition for the policy.from

Action for the policy.then
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Sample Output

show policy user@host> show policy
Configured policies:
__vrf-export-red-internal__
__vrf-import-red-internal__
red-export
all_routes

show policy
policy-name

user@host> show policy test-statics
Policy test-statics:
    from
         3.0.0.0/8  accept
         3.1.0.0/16  accept
    then reject

showpolicy (Multicast
Scoping)

user@host> show policy test-statics
Policy test-statics:
    from
         multicast-scoping == 8
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CHAPTER 32

IGMP Operational Commands
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clear igmp statistics

Syntax clear igmp statistics
<interface interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

clear igmp statistics
<interface interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Clear Internet Group Management Protocol (IGMP) statistics.

Options none—Clear IGMP statistics on all interfaces.

interface interface-name—(Optional) Clear IGMP statistics for the specified interface

only.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

clear

Related
Documentation

show igmp statistics•

List of Sample Output clear igmp statistics on page 1023

Output Fields See show igmp statistics for an explanation of output fields.

Copyright © 2013, Juniper Networks, Inc.1022

Multicast Protocols Configuration Guide



Sample Output

clear igmp statistics The following sample output displays IGMP statistics information before and after the

clear igmp statistics command is entered:

user@host> show igmp statistics
IGMP packet statistics for all interfaces
IGMP Message type      Received       Sent  Rx errors
Membership Query           8883        459          0
V1 Membership Report          0          0          0
DVMRP                     19784      35476          0
PIM V1                    18310          0          0
Cisco Trace                   0          0          0
V2 Membership Report          0          0          0
Group Leave                   0          0          0
Mtrace Response               0          0          0
Mtrace Request                0          0          0
Domain Wide Report            0          0          0
V3 Membership Report          0          0          0
Other Unknown types                                 0
IGMP v3 unsupported type                            0
IGMP v3 source required for SSM                     0
IGMP v3 mode not applicable for SSM                 0

IGMP Global Statistics
Bad Length                    0
Bad Checksum                  0
Bad Receive If                0
Rx non-local               1227

user@host> clear igmp statistics
user@host> show igmp statistics
IGMP packet statistics for all interfaces
IGMP Message type      Received       Sent  Rx errors
Membership Query              0          0          0
V1 Membership Report          0          0          0
DVMRP                         0          0          0
PIM V1                        0          0          0
Cisco Trace                   0          0          0
V2 Membership Report          0          0          0
Group Leave                   0          0          0
Mtrace Response               0          0          0
Mtrace Request                0          0          0
Domain Wide Report            0          0          0
V3 Membership Report          0          0          0
Other Unknown types                                 0
IGMP v3 unsupported type                            0
IGMP v3 source required for SSM                     0
IGMP v3 mode not applicable for SSM                 0
IGMP Global Statistics
Bad Length                    0
Bad Checksum                  0
Bad Receive If                0
Rx non-local                  0
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show igmp group

Syntax show igmp group
<brief | detail>
<group-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

show igmp group
<brief | detail>
<group-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display Internet Group Management Protocol (IGMP) group membership information.

Options none—Display standard information about membership for all IGMP groups.

brief | detail—(Optional) Display the specified level of output.

group-name—(Optional) Display group membership for the specified IP address only.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear igmp membership•

List of Sample Output show igmp group (IncludeMode) on page 1026
show igmp group (ExcludeMode) on page 1026
show igmp group brief on page 1026
show igmp group detail on page 1026

Output Fields Table 34 on page 1024 describes the output fields for the show igmp group command.

Output fields are listed in the approximate order in which they appear.

Table 34: show igmp group Output Fields

Level of OutputField DescriptionField Name

All levelsName of the interface that received the IGMP membership report. A name of
local indicates that the local routing device joined the group itself.

Interface

All levelsGroup address.Group

All levelsMode the SSM group is operating in: Include or Exclude.GroupMode

All levelsSource address.Source
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Table 34: show igmp group Output Fields (continued)

Level of OutputField DescriptionField Name

detailTime remaining until the group traffic is no longer forwarded. The timer is
refreshed when a listener in include mode sends a report. A group in exclude
mode or configured as a static group displays a zero timer.

Source timeout

All levelsAddress of the host that last reported membership in this group.Last reported by

brief noneTime remaining until the group membership is removed.Timeout

detailTime remaining until a group in exclude mode moves to include mode. The timer
is refreshed when a listener in exclude mode sends a report. A group in include
mode or configured as a static group displays a zero timer.

Group timeout

All levelsType of group membership:

• Dynamic—Host reported the membership.

• Static—Membership is configured.

Type
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Sample Output

show igmp group
(IncludeMode)

user@host> show igmp group
Interface: t1-0/1/0.0
    Group: 232.1.1.1
        Group mode: Include
        Source: 10.0.0.2
        Last reported by: 10.9.5.2
        Timeout:      24 Type: Dynamic
    Group: 232.1.1.1
        Group mode: Include
        Source: 10.0.0.3
        Last reported by: 10.9.5.2
        Timeout:      24 Type: Dynamic
    Group: 232.1.1.1
        Group mode: Include
        Source: 10.0.0.4
        Last reported by: 10.9.5.2
        Timeout:      24 Type: Dynamic
    Group: 232.1.1.2
        Group mode: Include
        Source: 10.0.0.4
        Last reported by: 10.9.5.2
        Timeout:      24 Type: Dynamic
Interface: t1-0/1/1.0
Interface: ge-0/2/2.0
Interface: ge-0/2/0.0
Interface: local
    Group: 224.0.0.2
        Source: 0.0.0.0
        Last reported by: Local
        Timeout:       0 Type: Dynamic
    Group: 224.0.0.22
        Source: 0.0.0.0
        Last reported by: Local
        Timeout:       0 Type: Dynamic

show igmp group
(ExcludeMode)

user@host> show igmp group
Interface: t1-0/1/0.0
Interface: t1-0/1/1.0
Interface: ge-0/2/2.0
Interface: ge-0/2/0.0
Interface: local
    Group: 224.0.0.2
        Source: 0.0.0.0
        Last reported by: Local
        Timeout:       0 Type: Dynamic
    Group: 224.0.0.22
        Source: 0.0.0.0
        Last reported by: Local
        Timeout:       0 Type: Dynamic

show igmp group brief The output for the show igmpgroup brief command is identical to that for the show igmp

group command.

showigmpgroupdetail user@host> show igmp group detail
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Interface: t1-0/1/0.0
    Group: 232.1.1.1
        Group mode: Include
        Source: 10.0.0.2
        Source timeout: 12
        Last reported by: 10.9.5.2
        Group timeout:       0 Type: Dynamic
    Group: 232.1.1.1
        Group mode: Include
        Source: 10.0.0.3
        Source timeout: 12
        Last reported by: 10.9.5.2
        Group timeout:       0 Type: Dynamic
    Group: 232.1.1.1
        Group mode: Include
        Source: 10.0.0.4
        Source timeout: 12
        Last reported by: 10.9.5.2
        Group timeout:       0 Type: Dynamic
    Group: 232.1.1.2
        Group mode: Include
        Source: 10.0.0.4
        Source timeout: 12
        Last reported by: 10.9.5.2
        Group timeout:       0 Type: Dynamic
Interface: t1-0/1/1.0
Interface: ge-0/2/2.0
Interface: ge-0/2/0.0
Interface: local
    Group: 224.0.0.2
        Group mode: Exclude
        Source: 0.0.0.0
        Source timeout: 0
        Last reported by: Local
        Group timeout:       0 Type: Dynamic
    Group: 224.0.0.22
        Group mode: Exclude
        Source: 0.0.0.0
        Source timeout: 0
        Last reported by: Local
        Group timeout:       0 Type: Dynamic
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show igmp interface

Syntax show igmp interface
<brief | detail>
<interface-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches and the QFX

Series)

show igmp interface
<brief | detail>
<interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display information about Internet Group Management Protocol (IGMP)-enabled

interfaces.

Options none—Display standard information about all IGMP-enabled interfaces.

brief | detail—(Optional) Display the specified level of output.

interface-name—(Optional) Display information about the specified IGMP-enabled

interface only.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear igmp membership•

List of Sample Output show igmp interface on page 1031
show igmp interface brief on page 1031
show igmp interface detail on page 1031
show igmp interface <interface-name> on page 1031

Output Fields Table 35 on page 1028 describes the output fields for the show igmp interface command.

Output fields are listed in the approximate order in which they appear.

Table 35: show igmp interface Output Fields

Level of OutputField DescriptionField Name

All levelsName of the interface.Interface

All levelsAddress of the routing device that has been elected to send membership queries.Querier

All levelsState of the interface: Up or Down.State
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Table 35: show igmp interface Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsName of the source-specific multicast (SSM) map policy that has been applied to the
IGMP interface.

SSMMap Policy

All levelsHow long until the IGMP querier is declared to be unreachable, in seconds.Timeout

All levelsIGMP version being used on the interface: 1 , 2 , or 3.Version

All levelsNumber of groups on the interface.Groups

All levelsMaximum number of groups allowed on the interface. Any joins requested after the limit
is reached are rejected.

Group limit

All levelsConfigured threshold at which a warning message is generated.

This threshold is based on a percentage of groups received on the interface. If the number
of groups received reaches the configured threshold, the device generates a warning
message.

Group threshold

All levelsTime (in seconds) between consecutive log messages.Group log-interval

All levelsState of the immediate leave option:

• On—Indicates that the router removes a host from the multicast group as soon as the
router receives a leave group message from a host associated with the interface.

• Off—Indicates that after receiving a leave group message, instead of removing a host
from the multicast group immediately, the router sends a group query to determine if
another receiver responds.

Immediate Leave

All levelsState of the promiscuous mode option:

• On—Indicates that the router can accept IGMP reports from subnetworks that are not
associated with its interfaces.

• Off—Indicates that the router can accept IGMP reports only from subnetworks that
are associated with its interfaces.

PromiscuousMode

All levelsState of the passive mode option:

• On—Indicates that the router can run IGMP on the interface but not send or receive
control traffic such as IGMP reports, queries, and leaves.

• Off—Indicates that the router can run IGMP on the interface and send or receive control
traffic such as IGMP reports, queries, and leaves.

The passive statement enables you to selectively activate up to two out of a possible
three available query or control traffic options. When enabled, the following options
appear after the on state declaration:

• send-general-query—The interface sends general queries.

• send-group-query—The interface sends group-specific and group-source-specific
queries.

• allow-receive—The interface receives control traffic.

Passive

All levelsName of the OIF map (if configured) associated with the interface.OIFmap
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Table 35: show igmp interface Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsName of the source-specific multicast (SSM) map (if configured) used on the interface.SSMmap

All levelsInformation configured by the user:

• IGMPQuery Interval—Interval (in seconds) at which this router sends membership
queries when it is the querier.

• IGMPQuery Response Interval—Time (in seconds) that the router waits for a report in
response to a general query.

• IGMPLastMemberQuery Interval—Time (in seconds) that the router waits for a report
in response to a group-specific query.

• IGMP Robustness Count—Number of times the router retries a query.

Configured
Parameters

All levelsDerived information:

• IGMPMembership Timeout—Timeout period (in seconds) for group membership. If no
report is received for these groups before the timeout expires, the group membership
is removed.

• IGMPOther Querier Present Timeout—Time (in seconds) that the router waits for the
IGMP querier to send a query.

DerivedParameters
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Sample Output

show igmp interface user@host> show igmp interface
Interface: at-0/3/1.0
    Querier: 10.111.30.1
    State:         Up Timeout:    None Version:  2 Groups:      4
    SSM Map Policy: ssm-policy-A
Interface: so-1/0/0.0
    Querier: 10.111.10.1
    State:         Up Timeout:    None Version:  2 Groups:      2
    SSM Map Policy: ssm-policy-B
Interface: so-1/0/1.0
    Querier: 10.111.20.1
    State:         Up Timeout:    None Version:  2 Groups:      4
    SSM Map Policy: ssm-policy-C
Immediate Leave: On
Promiscuous Mode: Off

Configured Parameters:
IGMP Query Interval: 125.0
IGMP Query Response Interval: 10.0
IGMP Last Member Query Interval: 1.0
IGMP Robustness Count: 2

Derived Parameters:
IGMP Membership Timeout: 260.0
IGMP Other Querier Present Timeout: 255.0

show igmp interface
brief

The output for the show igmp interface brief command is identical to that for the show

igmp interface command. For sample output, see show igmp interface on page 1031.

show igmp interface
detail

The output for the show igmp interface detail command is identical to that for the show

igmp interface command. For sample output, see show igmp interface on page 1031.

show igmp interface
<interface-name>

user@host# show igmp interface ge-3/2/0.0
Interface: ge-3/2/0.0
  Querier: 20.1.1.1 
  State: Up Timeout:    None Version:  3 Groups:      1 
  Group limit: 8   
  Group threshold: 60
  Group log-interval: 10   
  Immediate leave:  Off 
  Promiscuous mode:  Off  
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showmulticast pim-to-igmp-proxy

Syntax showmulticast pim-to-igmp-proxy
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast pim-to-igmp-proxy
<instance instance-name>

Release Information Command introduced in Junos OS Release 9.6.

Command introduced in Junos OS Release 9.6 for EX Series switches.

instance option introduced in Junos OS Release 10.3.

instance option introduced in Junos OS Release 10.3 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display configuration information about PIM-to-IGMP message translation, also known

as PIM-to-IGMP proxy.

Options none—Display configuration information about PIM-to-IGMP message translation for all

routing instances.

instance instance-name—(Optional) Display configuration information about PIM-to-IGMP

message translation for a specific multicast instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

Configuring PIM-to-IGMP and PIM-to-MLD Message Translation on page 299•

List of Sample Output showmulticast pim-to-igmp-proxy on page 1033
showmulticast pim-to-igmp-proxy instance on page 1033

Output Fields Table 36 on page 1032 describes the output fields for theshowmulticastpim-to-igmp-proxy

command. Output fields are listed in the order in which they appear.

Table 36: showmulticast pim-to-igmp-proxy Output Fields

Field DescriptionField Name

Routing instance. Default instance is master (inet.0 routing table).Instance

State of PIM-to-IGMP message translation, also known as
PIM-to-IGMP proxy, on the configured upstream interfaces:enabled
or disabled.

Proxy state

Name of upstream interface (no more than two allowed) on which
PIM-to-IGMP message translation is configured.

interface-name
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Sample Output

showmulticast
pim-to-igmp-proxy

user@host> showmulticast pim-to-igmp-proxy
Instance: master Proxy state: enabled
ge-0/1/0.1
ge-0/1/0.2

showmulticast
pim-to-igmp-proxy
instance

user@host> showmulticast pim-to-igmp-proxy instance VPN-A
Instance: VPN-A Proxy state: enabled
ge-0/1/0.1
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CHAPTER 33

MLD Operational Commands
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clear mldmembership

Syntax clear mldmembership
<group group-name> | <interface interface-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Description Clear Multicast Listener Discovery (MLD) group membership.

Options none—Clear all MLD memberships.

group group-name—(Optional) Clear MLD membership for the specified group.

interface interface-name—(Optional) Clear MLD group membership for the specified

interface.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

showmld group on page 1038•

List of Sample Output clear mldmembership on page 1036

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear mldmembership user@host> clear mldmembership
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clear mld statistics

Syntax clear mld statistics
<interface interface-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Description Clear Multicast Listener Discovery (MLD) statistics.

Options none—(Same as logical-system all) Clear MLD statistics for all interfaces.

interface interface-name—(Optional) Clear MLD statistics for the specified interface.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

clear

Related
Documentation

showmld statistics on page 1047•

List of Sample Output clear mld statistics on page 1037

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear mld statistics user@host> clear mld statistics
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showmld group

Syntax showmld group
<brief | detail>
<group-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Description Display information about Multicast Listener Discovery (MLD) group membership.

Options none—Display standard information about all MLD groups.

brief | detail—(Optional) Display the specified level of output.

group-name—(Optional) Display MLD information about the specified group.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear mldmembership on page 1036•

List of Sample Output showmld group (IncludeMode) on page 1040
showmld group (ExcludeMode) on page 1040
showmld group brief on page 1040
showmld group detail (IncludeMode) on page 1041
showmld group detail (ExcludeMode) on page 1041

Output Fields Table 37 on page 1038 describes the output fields for theshowmldgroupcommand. Output

fields are listed in the approximate order in which they appear.

Table 37: showmld group Output Fields

Level of OutputField DescriptionField Name

All levelsName of the interface that received the MLD membership report; local means
that the local router joined the group itself.

Interface

All levelsGroup address.Group

All levelsSource address.Source

All levelsMode the SSM group is operating in: Include or Exclude.GroupMode

All levelsAddress of the host that last reported membership in this group.Last reported by
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Table 37: showmld group Output Fields (continued)

Level of OutputField DescriptionField Name

detailTime remaining until the group traffic is no longer forwarded. The timer is
refreshed when a listener in include mode sends a report. A group in exclude
mode or configured as a static group displays a zero timer.

Source timeout

brief noneTime remaining until the group membership is removed.Timeout

detailTime remaining until a group in exclude mode moves to include mode. The timer
is refreshed when a listener in exclude mode sends a report. A group in include
mode or configured as a static group displays a zero timer.

Group timeout

All levelsType of group membership:

• Dynamic—Host reported the membership.

• Static—Membership is configured.

Type
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Sample Output

showmld group
(IncludeMode)

user@host> showmld group
Interface: fe-0/1/2.0
    Group: ff02::1:ff05:1a67
        Group mode: Include
        Source: ::
        Last reported by: fe80::2e0:81ff:fe05:1a67
        Timeout:     245 Type: Dynamic
    Group: ff02::1:ffa8:c35e
        Group mode: Include
        Source: ::
        Last reported by: fe80::2e0:81ff:fe05:1a67
        Timeout:     241 Type: Dynamic
    Group: ff02::2:43e:d7f6
        Group mode: Include
        Source: ::
        Last reported by: fe80::2e0:81ff:fe05:1a67
        Timeout:     244 Type: Dynamic
    Group: ff05::2
        Group mode: Include
        Source: ::
        Last reported by: fe80::2e0:81ff:fe05:1a67
        Timeout:     244 Type: Dynamic
Interface: local
    Group: ff02::2
        Source: ::
        Last reported by: Local
        Timeout:       0 Type: Dynamic
    Group: ff02::16
        Source: ::
        Last reported by: Local
        Timeout:       0 Type: Dynamic

showmld group
(ExcludeMode)

user@host> showmld group
Interface: ge-0/2/2.0
Interface: ge-0/2/0.0
    Group: ff02::6
        Source: ::
        Last reported by: fe80::21f:12ff:feb6:4b3a
        Timeout:     245 Type: Dynamic
    Group: ff02::16
        Source: ::
        Last reported by: fe80::21f:12ff:feb6:4b3a
        Timeout:      28 Type: Dynamic
Interface: local
    Group: ff02::2
        Source: ::
        Last reported by: Local
        Timeout:       0 Type: Dynamic
    Group: ff02::16
        Source: ::
        Last reported by: Local
        Timeout:       0 Type: Dynamic

showmld group brief The output for the showmld group brief command is identical to that for the showmld

group command. For sample output, see showmldgroup (IncludeMode)onpage 1040
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showmld group (ExcludeMode) on page 1040.

showmld group detail
(IncludeMode)

user@host> showmld group detail
Interface: fe-0/1/2.0
    Group: ff02::1:ff05:1a67
        Group mode: Include
        Source: ::
        Last reported by: fe80::2e0:81ff:fe05:1a67
        Timeout:     224 Type: Dynamic
    Group: ff02::1:ffa8:c35e
        Group mode: Include
        Source: ::
        Last reported by: fe80::2e0:81ff:fe05:1a67
        Timeout:     220 Type: Dynamic
    Group: ff02::2:43e:d7f6
        Group mode: Include
        Source: ::
        Last reported by: fe80::2e0:81ff:fe05:1a67
        Timeout:     223 Type: Dynamic
    Group: ff05::2
        Group mode: Include
        Source: ::
        Last reported by: fe80::2e0:81ff:fe05:1a67
        Timeout:     223 Type: Dynamic
Interface: so-1/0/1.0
    Group: ff02::2
        Group mode: Include
        Source: ::
        Last reported by: fe80::280:42ff:fe15:f445
        Timeout:     258 Type: Dynamic
Interface: local
    Group: ff02::2
        Group mode: Include
        Source: ::
        Last reported by: Local
        Timeout:       0 Type: Dynamic
    Group: ff02::16
        Source: ::
        Last reported by: Local
        Timeout:       0 Type: Dynamic

showmld group detail
(ExcludeMode)

user@host> showmld group detail
Interface: ge-0/2/2.0
Interface: ge-0/2/0.0
    Group: ff02::6
        Group mode: Exclude
        Source: ::
        Source timeout: 0
        Last reported by: fe80::21f:12ff:feb6:4b3a
        Group timeout:     226 Type: Dynamic
    Group: ff02::16
        Group mode: Exclude
        Source: ::
        Source timeout: 0
        Last reported by: fe80::21f:12ff:feb6:4b3a
        Group timeout:     246 Type: Dynamic
Interface: local
    Group: ff02::2
        Group mode: Exclude
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        Source: ::
        Source timeout: 0
        Last reported by: Local
        Group timeout:       0 Type: Dynamic
    Group: ff02::16
        Group mode: Exclude
        Source: ::
        Source timeout: 0
        Last reported by: Local
        Group timeout:       0 Type: Dynamic
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showmld interface

Syntax showmld interface
<brief | detail>
<interface-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Description Display information about Multicast Listener Discovery (MLD)-enabled interfaces.

Options none—Display standard information about all MLD-enabled interfaces.

brief | detail—(Optional) Display the specified level of output.

interface-name—(Optional) Display information about the specified interface.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear mldmembership on page 1036•

List of Sample Output showmld interface on page 1046
showmld interface brief on page 1046
showmld interface detail on page 1046
showmld interface <interface-name> on page 1046

Output Fields Table 38 on page 1043 describes the output fields for the showmld interface command.

Output fields are listed in the approximate order in which they appear.

Table 38: showmld interface Output Fields

Level of OutputField DescriptionField Name

All levelsName of the interface.Interface

All levelsAddress of the router that has been elected to send membership queries.Querier

All levelsState of the interface: Up or Down.State

All levelsName of the source-specific multicast (SSM) map policy that has been applied
to the interface.

SSMMap Policy

All levelsName of the source-specific multicast (SSM) map policy at the MLD interface.SSMMap Policy

All levelsHow long until the MLD querier is declared to be unreachable, in seconds.Timeout

All levelsMLD version being used on the interface: 1 or 2.Version
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Table 38: showmld interface Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsNumber of groups on the interface.Groups

All levelsState of the passive mode option:

• On—Indicates that the router can run IGMP or MLD on the interface but not
send or receive control traffic such as IGMP or MLD reports, queries, and
leaves.

• Off—Indicates that the router can run IGMP or MLD on the interface and send
or receive control traffic such as IGMP or MLD reports, queries, and leaves.

The passive statement enables you to selectively activate up to two out of a
possible three available query or control traffic options. When enabled, the
following options appear after the on state declaration:

• send-general-query—The interface sends general queries.

• send-group-query—The interface sends group-specific and
group-source-specific queries.

• allow-receive—The interface receives control traffic

Passive

All levelsName of the OIF map associated to the interface.OIFmap

All levelsName of the source-specific multicast (SSM) map used on the interface, if
configured.

SSMmap

All levelsMaximum number of groups allowed on the interface. Any memberships
requested after the limit is reached are rejected.

Group limit

All levelsConfigured threshold at which a warning message is generated.

This threshold is based on a percentage of groups received on the interface. If
the number of groups received reaches the configured threshold, the device
generates a warning message.

Group threshold

All levelsTime (in seconds) between consecutive log messages.Group log-interval

All levelsState of the immediate leave option:

• On—Indicates that the router removes a host from the multicast group as
soon as the router receives a multicast listener done message from a host
associated with the interface.

• Off—Indicates that after receiving a multicast listener done message, instead
of removing a host from the multicast group immediately, the router sends
a group query to determine if another receiver responds.

Immediate Leave
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Table 38: showmld interface Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsInformation configured by the user.

• MLDQuery Interval (.1 secs)—Interval at which this router sends membership
queries when it is the querier.

• MLDQuery Response Interval (.1 secs)—Time that the router waits for a report
in response to a general query.

• MLD Last Member Query Interval (.1 secs)—Time that the router waits for a
report in response to a group-specific query.

• MLDRobustness Count—Number of times the router retries a query.

Configured
Parameters

All levelsDerived information.

• MLDMembership Timeout (.1 secs)—Timeout period for group membership.
If no report is received for these groups before the timeout expires, the group
membership will be removed.

• MLDOther Querier Present Timeout (.1 secs)—Time that the router waits for
the IGMP querier to send a query.

DerivedParameters
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Sample Output

showmld interface user@host> showmld interface
Interface: fe-0/0/0
    Querier: None
    State: Up         Timeout:       0    Version:  1    Groups:      0
    SSM Map Policy: ssm-policy-A
Interface: at-0/3/1.0
    Querier:  8038::c0a8:c345
    State: Up         Timeout:    None    Version:  1    Groups:      0
    SSM Map Policy: ssm-policy-B
Interface: fe-1/0/1.0
    Querier:  ::192.168.195.73
    State: Up         Timeout:    None    Version:  1    Groups:      3
    SSM Map Policy: ssm-policy-C
    SSM map: ipv6map1
Immediate Leave: On

Configured Parameters:
MLD Query Interval (.1 secs): 1250
MLD Query Response Interval (.1 secs): 100
MLD Last Member Query Interval (.1 secs): 10
MLD Robustness Count: 2

Derived Parameters:
MLD Membership Timeout (.1secs): 2600
MLD Other Querier Present Timeout (.1 secs): 2550

showmld interface
brief

The output for the showmld interface brief command is identical to that for the show

mld interface command. For sample output, see showmld interface on page 1046.

showmld interface
detail

The output for the showmld interface detail command is identical to that for the show

mld interface command. For sample output, see showmld interface on page 1046.

showmld interface
<interface-name>

user@host# showmld interface ge-3/2/0.0
Interface: ge-3/2/0.0
  Querier: 20.1.1.1 
  State: Up Timeout:    None Version:  3 Groups:      1 
  Group limit: 8   
  Group threshold: 60
  Group log-interval: 10   
  Immediate leave:  Off 
  Promiscuous mode:  Off 
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showmld statistics

Syntax showmld statistics
<interface interface-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Description Display information about Multicast Listener Discovery (MLD) statistics.

Options none—Display MLD statistics for all interfaces.

interface interface-name—(Optional) Display statistics about the specified interface.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear mld statistics on page 1037•

List of Sample Output showmld statistics on page 1049
showmld statistics interface on page 1049

Output Fields Table 39 on page 1047 describes the output fields for the showmld statistics command.

Output fields are listed in the approximate order in which they appear.

Table 39: showmld statistics Output Fields

Field DescriptionField Name

Number of received packets.Received

Number of transmitted packets.Sent

Number of received packets that contained errors.Rx errors
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Table 39: showmld statistics Output Fields (continued)

Field DescriptionField Name

Summary of MLD statistics.

• ListenerQuery(v1/v2)—Number of membership queries sent and received.

• Listener Report (v1)—Number of version 1 membership reports sent
and received.

• Listener Done (v1/v2)—Number of Listener Done messages sent
and received.

• Listener Report (v2)—Number of version 2 membership reports sent
and received.

• Other Unknown types—Number of unknown message types received.

• MLD v2 source required for SSM—Number of MLD version 2 messages
received that contained no source.

• MLDv2modenotapplicable forSSM—Number of MLD version 2 messages
received that did not contain a mode applicable for source-specific
multicast (SSM).

MLDMessage type

Summary of MLD statistics for all interfaces.

• Bad Length—Number of messages received with length errors so severe
that further classification could not occur.

• Bad Checksum—Number of messages received with an invalid IP
checksum. No further classification was performed.

• BadReceive If—Number of messages received on an interface not enabled
for MLD.

• Rx non-local—Number of messages received from nonlocal senders.

• Timed out—Number of groups that timed out as a result of not receiving
an explicit leave message.

• Rejected Report—Number of reports dropped because of the MLD group
policy.

• Total Interfaces—Number of interfaces configured to support IGMP.

MLDGlobal Statistics
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Sample Output

showmld statistics user@host> showmld statistics
MLD packet statistics for all interfaces
MLD Message type            Received       Sent  Rx errors
Listener Query (v1/v2)             0          2          0
Listener Report (v1)               0          0          0
Listener Done (v1/v2)              0          0          0
Listener Report (v2)               0          0          0
Other Unknown types                                      0
MLD v2 source required for SSM     2
MLD v2 mode not applicable for SSM 0

MLD Global Statistics
Bad Length                         0
Bad Checksum                       0
Bad Receive If                     0
Rx non-local                       0
Timed out                          0
Rejected Report                    0
Total Interfaces                   2

showmld statistics
interface

user@host> showmld statistics interface fe-1/0/1.0
MLD interface packet statistics for fe-1/0/1.0
MLD Message type            Received       Sent  Rx errors
Listener Query (v1/v2)             0          2          0
Listener Report (v1)               0          0          0
Listener Done (v1/v2)              0          0          0
Listener Report (v2)               0          0          0
Other Unknown types                                      0
MLD v2 source required for SSM     2
MLD v2 mode not applicable for SSM 0

MLD Global Statistics
Bad Length                         0
Bad Checksum                       0
Bad Receive If                     0
Rx non-local                       0
Timed out                          0
Rejected Report                    0
Total Interfaces                   2
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showmulticast pim-to-mld-proxy

Syntax showmulticast pim-to-mld-proxy
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast pim-to-mld-proxy
<instance instance-name>

Release Information Command introduced in Junos OS Release 9.6.

Command introduced in Junos OS Release 9.6 for EX Series switches.

instance option introduced in Junos OS Release 10.3.

instance option introduced in Junos OS Release 10.3 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display configuration information about PIM-to-MLD message translation, also known

as PIM-to-MLD proxy.

Options none—Display configuration information about PIM-to-MLD message translation for all

routing instances.

instance instance-name—(Optional) Display configuration information about PIM-to-MLD

message translation for a specific multicast instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output showmulticast pim-to-mld-proxy on page 1051
showmulticast pim-to-mld-proxy instance on page 1051

Output Fields Table 40 on page 1050 describes the output fields for the showmulticastpim-to-mld-proxy

command. Output fields are listed in the order in which they appear.

Table 40: showmulticast pim-to-mld-proxy Output Fields

Field DescriptionField Name

State of PIM-to-MLD message translation, also known as
PIM-to-MLD proxy, on the configured upstream interfaces: enabled
or disabled.

Proxy state

Name of upstream interface (no more than two allowed) on which
PIM-to-MLD message translation is configured.

interface-name
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Sample Output

showmulticast
pim-to-mld-proxy

user@host> showmulticast pim-to-mld-proxy
Instance: master Proxy state: enabled
ge-0/5/0.1
ge-0/5/0.2

showmulticast
pim-to-mld-proxy
instance

user@host> showmulticast pim-to-mld-proxy instance VPN-A
Instance: VPN-A Proxy state: enabled
ge-0/5/0.1
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CHAPTER 34

IGMP Snooping Operational Commands
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clear igmp snoopingmembership

Syntax clear igmp snoopingmembership
<group | source address>
<instance instance-name>
<interface interface-name>
<learning-domain learning-domain-name>
<vlan-id vlan-identifier>

Release Information Command introduced in Junos OS Release 8.5.

Description Clear IP IGMP snooping membership information.

Options none—Clear IGMP snooping membership for all supported address families on all

interfaces.

group | source address—(Optional) Clear IGMP snooping membership for the specified

multicast group or source address.

instance instance-name—(Optional) Clear IGMP snooping membership for the specified

instance.

interface interface-name—(Optional) Clear IGMP snooping membership on a specific

interface.

learning-domain learning-domain-name—(Optional) Perform this operation on all learning

domains or on a particular learning domain.

vlan-id vlan-identifier—(Optional) Perform this operation on a particular VLAN.

Required Privilege
Level

clear

Related
Documentation

show igmp snoopingmembership on page 1059•

List of Sample Output clear igmp snoopingmembership on page 1054

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear igmp snooping
membership

user@host> clear igmp snoopingmembership
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clear igmp snooping statistics

Syntax clear igmp snooping statistics
<instance instance-name>
<interface interface-name>
<learning-domain (all | learning-domain-name)>
<logical-system (all | logical-system-name)>

Release Information Command introduced in Junos OS Release 8.5.

Description Clear IP IGMP snooping statistics.

Options none—Clear IGMP snooping statistics for all supported address families on all interfaces.

instance instance-name—(Optional) Clear IGMP snooping statistics for the specified

instance.

interface interface-name—(Optional) Clear IGMP snooping statistics on a specific interface.

learning-domain (all | learning-domain-name)—(Optional) Perform this operation on all

learning domains or on a particular learning domain.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

clear

Related
Documentation

show igmp snooping statistics on page 1063•

List of Sample Output clear igmp snooping statistics on page 1055

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear igmp snooping
statistics

user@host> clear igmp snooping statistics
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show igmp snooping interface

Syntax show igmp snooping interface interface-name
<brief | detail>
<bridge-domain bridge-domain-name>
<virtual-switch virtual-switch-name>
<vlan-id vlan-identifier>

Release Information Command introduced in Junos OS Release 8.5.

Description Display IGMP snooping interface information.

Options none—Display detailed information.

brief | detail—(Optional) Display the specified level of output.

bridge-domain bridge-domain-name—(Optional) Display information about a particular

bridge domain.

virtual-switch virtual-switch-name—(Optional) Display information about a particular

virtual switch.

vlan-id vlan-identifier—(Optional) Display information about a particular VLAN.

Required Privilege
Level

view

Related
Documentation

show igmp snoopingmembership on page 1059•

• show igmp snooping statistics on page 1063

List of Sample Output show igmp snooping interface on page 1058
show igmp snooping interface (Group Limit Configured) on page 1058

Output Fields Table 41 on page 1056 lists the output fields for theshowigmpsnooping interfacecommand.

Output fields are listed in the approximate order in which they appear.

Table 41: show igmp snooping interface Output Fields

Level of OutputField DescriptionField Name

All levelsRouting instance for IGMP snooping.Routing-instance

All levelsLearning domain for snooping.Learning Domain

detailFrequency (in seconds) with which this router sends membership queries when it is
the querier.

IGMPQuery Interval

detailTime (in seconds) that the router waits for a response to a general query.IGMPQuery
Response Interval

Copyright © 2013, Juniper Networks, Inc.1056

Multicast Protocols Configuration Guide



Table 41: show igmp snooping interface Output Fields (continued)

Level of OutputField DescriptionField Name

detailTime (in seconds) that the router waits for a report in response to a group-specific
query.

IGMP Last Member
Query Interval

detailNumber of times the router retries a query.IGMP Robustness
Count

All levelsState of immediate leave: On or Off.immediate-leave

All levelsRouter interfaces that are part of this learning domain.router-interface

All levelsMaximum number of (source,group) pairs allowed per interface. When a group limit
is not configured, this field is not shown.

Group limit

All levelsInterfaces that are being snooped in this learning domain.interface

noneNumber of groups on the interface.Groups

noneState of the interface: Up or Down.State

All levelsNumber of active multicast groups attached to the logical interface.UpGroups

noneTimeout for group membership. If no report is received for these groups before the
timeout expires, the group membership is removed.

IGMPMembeship
Timeout

noneTime that the router waits for the IGMP querier to send a query.IGMPOtherQuerier
Present Timeout

1057Copyright © 2013, Juniper Networks, Inc.

Chapter 34: IGMP Snooping Operational Commands



Sample Output

show igmp snooping
interface

user@host> show igmp snooping interface
Instance: bridge-domain bar

Learning-Domain: default
Interface: ge-0/1/0.200
    State:         Up Groups:      0
    Immediate leave: Off
    Router interface: yes
Interface: ge-0/1/2.200
    State:         Up Groups:      2
    Immediate leave: On
    Router interface: no
Interface: ge-0/1/3.200
    State:         Up Groups:      1
    Immediate leave: Off
    Router interface: no

Configured Parameters:
IGMP Query Interval: 130.0
IGMP Query Response Interval: 15.0
IGMP Last Member Query Interval: 2.0
IGMP Robustness Count: 3

Derived Parameters:
IGMP Membership Timeout: 405.0
IGMP Other Querier Present Timeout: 397.500

Sample Output

show igmp snooping
interface (Group Limit
Configured)

user@host> show igmp snooping interface instance vpls1
Instance: vpls1

Learning-Domain: default
Interface: ge-1/3/9.0
    State:         Up Groups:      0
    Immediate leave: Off
    Router interface: yes
Interface: ge-1/3/8.0
    State:         Up Groups:      0
    Immediate leave: Off
    Router interface: yes
    Group limit:   1000

Configured Parameters:
IGMP Query Interval: 125.0
IGMP Query Response Interval: 10.0
IGMP Last Member Query Interval: 1.0
IGMP Robustness Count: 2
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show igmp snoopingmembership

Syntax show igmp snoopingmembership
<brief | detail>
<bridge-domain bridge-domain-name>
<group group-name>
<virtual-switch virtual-switch-name>
<vlan-id vlan-identifier>

Release Information Command introduced in Junos OS Release 8.5.

Description Display IGMP snooping membership information.

Options none—Display detailed information.

brief | detail—(Optional) Display the specified level of output.

bridge-domain bridge-domain-name—(Optional) Display information about a particular

bridge domain.

group group-name —(Optional) Display information about this group address.

virtual-switch virtual-switch-name—(Optional) Display information about a particular

virtual switch.

vlan-id vlan-identifier—(Optional) Display information about a particular VLAN.

Required Privilege
Level

view

Related
Documentation

show igmp snooping interface on page 1056•

• show igmp snooping statistics on page 1063

• clear igmp snoopingmembership on page 1054

List of Sample Output show igmp snoopingmembership on page 1061
show igmp snoopingmembership (ExcludeMode) on page 1061
show igmp snoopingmembership interface ge-0/1/2.200 on page 1061
show igmp snoopingmembership vlan-id 1 on page 1062

Output Fields Table 42 on page 1059 lists the output fields for the show igmp snoopingmembership

command. Output fields are listed in the approximate order in which they appear.

Table 42: show igmp snoopingmembership Output Fields

Level of OutputField DescriptionField Name

All levelsRouting instance for IGMP snooping.Instance

All levelsLearning domain for snooping.Learning Domain
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Table 42: show igmp snoopingmembership Output Fields (continued)

Level of OutputField DescriptionField Name

detailInterface on which this router is a proxy.Interface

All levelsNumber of active multicast groups attached to the logical interface.UpGroups

All levelsMulticast group address in the membership database.Group

All levelsMode the SSM group is operating in: Include or Exclude.GroupMode

detailSource address used on queries.Source

detailAddress of source last replying to the query.Last reported by

All levelsTime remaining until a group in exclude mode moves to include mode. The timer
is refreshed when a listener in exclude mode sends a report. A group in include
mode or configured as a static group displays a zero timer.

Group Timeout

detailLength of time (in seconds) left until the entry is purged.Timeout

detailWay that the group membership information was learned:

• Dynamic—Group membership was learned by the IGMP protocol.

• Static—Group membership was learned by configuration.

Type

detailSource address of receiver included in membership with timeout (in seconds).Include receiver
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Sample Output

show igmp snooping
membership

user@host> show igmp snoopingmembership
Instance: vpls2

Learning-Domain: vlan-id 2
Interface: ge-3/0/0.2
Up Groups:      0
Interface: ge-3/1/0.2
Up Groups:      0
Interface: ge-3/1/5.2
Up Groups:      0

Instance: vpls1

Learning-Domain: vlan-id 1
Interface: ge-3/0/0.1
Up Groups:      0
Interface: ge-3/1/0.1
Up Groups:      0
Interface: ge-3/1/5.1
Up Groups:      1
    Group: 225.10.10.1
        Group mode: Exclude
        Source: 0.0.0.0
        Last reported by: 100.6.85.2
        Group timeout:     173 Type: Dynamic

show igmp snooping
membership (Exclude
Mode)

user@host> show igmp snoopingmembership
Instance: vpls2

Learning-Domain: vlan-id 2
Interface: ge-3/0/0.2
Up Groups:      0
Interface: ge-3/1/0.2
Up Groups:      0
Interface: ge-3/1/5.2
Up Groups:      0

Instance: vpls1

Learning-Domain: vlan-id 1
Interface: ge-3/0/0.1
Up Groups:      0
Interface: ge-3/1/0.1
Up Groups:      0
Interface: ge-3/1/5.1
Up Groups:      1
    Group: 225.10.10.1
        Group mode: Exclude
        Source: 0.0.0.0
        Last reported by: 100.6.85.2
        Group timeout:     173 Type: Dynamic

show igmp snooping
membership interface
ge-0/1/2.200

user@host> show igmp snoopingmembership interface ge-0/1/2.200
Instance: bridge-domain bar

Learning-Domain: default
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Interface: ge-0/1/2.200
    Group: 225.1.1.1
        Source: 0.0.0.0
        Timeout:     391 Type: Static
    Group: 232.1.1.1
        Source: 192.168.1.1
        Timeout:       0 Type: Static

show igmp snooping
membership vlan-id 1

user@host> show igmp snoopingmembership vlan–id 1
Instance: vpls2

Instance: vpls1

Learning-Domain: vlan-id 1
Interface: ge-3/0/0.1
Up Groups:      0
Interface: ge-3/1/0.1
Up Groups:      0
Interface: ge-3/1/5.1
Up Groups:      1
    Group: 225.10.10.1
        Group mode: Exclude
        Source: 0.0.0.0
        Last reported by: 100.6.85.2
        Group timeout:     209 Type: Dynamic
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show igmp snooping statistics

Syntax show igmp snooping statistics
<brief | detail>
<bridge-domain bridge-domain-name>
<virtual-switch virtual-switch-name>
<vlan-id vlan-identifier>

Release Information Command introduced in Junos OS Release 8.5.

Description Display IGMP snooping statistics.

Options none—(Optional) Display detailed information.

brief | detail—(Optional) Display the specified level of output.

bridge-domain bridge-domain-name—(Optional) Display information about a particular

bridge domain.

virtual-switch virtual-switch-name—(Optional) Display information about a particular

virtual switch.

vlan-id vlan-identifier—(Optional) Display information about a particular VLAN.

Required Privilege
Level

view

Related
Documentation

show igmp snooping interface on page 1056•

• show igmp snoopingmembership on page 1059

• clear igmp snooping statistics on page 1055

List of Sample Output show igmp snooping statistics on page 1065

Output Fields Table 43 on page 1063 lists the output fields for theshowigmpsnoopingstatisticscommand.

Output fields are listed in the approximate order in which they appear.

Table 43: show igmp snooping statistics Output Fields

Level of OutputField DescriptionField Name

All levelsRouting instance for IGMP snooping.Routing-instance

All levelsHeading for IGMP snooping statistics for all interfaces or for the specified
interface.

IGMP packet
statistics

All levelsAppears at end of “IGMP packets statistics” line.learning-domain
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Table 43: show igmp snooping statistics Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsSummary of IGMP statistics:

• Membership Query—Number of membership queries sent and received.

• V1Membership Report—Number of version 1 membership reports sent and
received.

• DVMRP—Number of DVMRP messages sent or received.

• PIM V1—Number of PIM version 1 messages sent or received.

• Cisco Trace—Number of Cisco trace messages sent or received.

• V2Membership Report—Number of version 2 membership reports sent or
received.

• Group Leave—Number of group leave messages sent or received.

• DomainWide Report—Number of domain-wide reports sent or received.

• V3Membership Report—Number of version 3 membership reports sent or
received.

• Other Unknown types—Number of unknown message types received.

• IGMPv3unsupportedtype—Number of messages received with unknown and
unsupported IGMP version 3 message types.

• IGMP v3 source required for SSM—Number of IGMP version 3 messages
received that contained no source.

• IGMP v3mode not applicable for SSM—Number of IGMP version 3 messages
received that did not contain a mode applicable for source-specific multicast
(SSM).

IGMPMessagetype

All levelsNumber of messages received.Received

All levelsNumber of messages sent.Sent

All levelsNumber of received packets that contained errors.Rx errors

All levelsSummary of IGMP snooping statistics for all interfaces.

• Bad Length—Number of messages received with length errors so severe that
further classification could not occur.

• Bad Checksum—Number of messages received with a bad IP checksum. No
further classification was performed.

• Rx non-local—Number of messages received from senders that are not local.

IGMPGlobal
Statistics
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Sample Output

show igmp snooping
statistics

user@host> show igmp snooping statistics
Routing-instance foo

 IGMP packet statistics for all interfaces in learning-domain vlan-100

 IGMP Message type      Received       Sent  Rx errors
 Membership Query             89         51          0
 V1 Membership Report          0          0          0
 DVMRP                         0          0          0
 PIM V1                        0          0          0
 Cisco Trace                   0          0          0
 V2 Membership Report        139          0          0
 Group Leave                   0          0          0
 Domain Wide Report            0          0          0
 V3 Membership Report        136          0          0
 Other Unknown types                                 0
 IGMP v3 unsupported type                            0
 IGMP v3 source required for SSM                    23
 IGMP v3 mode not applicable for SSM                 0

 IGMP Global Statistics
 Bad Length                    0
 Bad Checksum                  0
 Rx non-local                  0

Routing-instance bar

 IGMP packet statistics for all interfaces in learning-domain vlan-100

 IGMP Message type      Received       Sent  Rx errors
 Membership Query             89         51          0
 V1 Membership Report          0          0          0
 DVMRP                         0          0          0
 PIM V1                        0          0          0
 Cisco Trace                   0          0          0
 V2 Membership Report        139          0          0
 Group Leave                   0          0          0
 Domain Wide Report            0          0          0
 V3 Membership Report        136          0          0
 Other Unknown types                                 0
 IGMP v3 unsupported type                            0
 IGMP v3 source required for SSM                    23
 IGMP v3 mode not applicable for SSM                 0

 IGMP Global Statistics
 Bad Length                    0
 Bad Checksum                  0
 Rx non-local                  0
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CHAPTER 35

Multicast Snooping Operational
Commands
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clear multicast snooping statistics

Syntax clear multicast snooping statistics
<instance instance-name>
<interface interface-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced in Junos OS Release 8.5.

Description Clear IP multicast snooping statistics.

Options none—Clear multicast snooping statistics for all supported address families on all

interfaces.

instance instance-name—(Optional) Clear multicast snooping statistics for the specified

instance.

interface interface-name—(Optional) Clear multicast snooping statistics on a specific

interface.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

clear

Related
Documentation

showmulticast snooping statistics on page 1072•

List of Sample Output clear multicast snooping statistics on page 1068

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear multicast
snooping statistics

user@host> clear multicast snooping statistics
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showmulticast snooping route

Syntax showmulticast snooping route
<brief | detail | extensive>
<active | all | inactive>
<bridge-domain bridge-domain-name>
<group group>
<instance instance-name>
<mesh-groupmesh-group-name>
<regular-expression>
<source-prefix source-prefix>

Release Information Command introduced in Junos OS Release 8.5.

Description Display the entries in the IP multicast snooping forwarding table. You can display some

of this information with the show route table inet.1 command.

Options none—Display standard information about all entries in the multicast snooping table for

all virtual switches and all bridge domains.

brief | detail | extensive—(Optional) Display the specified level of output.

active | all | inactive—(Optional) Display all active entries, all entries, or all inactive entries,

respectively, in the multicast snooping table.

bridge-domain bridge-domain—(Optional) Display the entries for a particular bridge

domain.

group group—(Optional) Display the entries for a particular group.

instance instance-name—(Optional) Display the entries for a multicast instance.

mesh-groupmesh-group-name—(Optional) Display the entries for a particular mesh group.

regular-expression—(Optional) Display information about the multicast forwarding table

entries that match a UNIX-style regular expression.

source-prefix source-prefix—(Optional) Display the entries for a particular source prefix.

Required Privilege
Level

view

List of Sample Output showmulticast snooping route bridge-domain on page 1071
showmulticast snooping route instance vs on page 1071

Output Fields Table 44 on page 1070 describes the output fields for the showmulticast snooping route

command. Output fields are listed in the approximate order in which they appear.
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Table 44: showmulticast snooping route Output Fields

Level of OutputField DescriptionField Name

All levelsDisplays whether next-hop bulk updating isONorOFF (only for routing-instance
type of virtual switch or vpls).

Nexthop Bulking

All levelsIPv4 address family (INET) or IPv6 address family (INET6).Family

All levelsGroup address.Group

All levelsPrefix and length of the source as it is in the multicast forwarding table.Source

All levelsName of the routing instance to which this routing information applies.
(Displayed when multicast is configured within a routing instance.)

Routing-instance

detail extensiveName of the learning domain to which this routing information applies.Learning Domain

detail extensiveRate at which packets are being forwarded for this source and group entry (in
Kbps and pps), and number of packets that have been forwarded to this prefix.

Statistics

detail extensiveNext-hop identifier of the prefix. The identifier is returned by the router's Packet
Forwarding Engine and is also displayed in the output of the showmulticast
nexthops command.

Next-hop ID

extensiveWhether the group is Active or Inactive.Route state

extensiveWhether the prefix is Pruned or Forwarding.Forwarding state

extensiveNumber of seconds until the prefix is removed from the multicast forwarding
table. A value of never indicates a permanent forwarding entry.

Cache
lifetime/timeout
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Sample Output

showmulticast
snooping route
bridge-domain

user@host> showmulticast snooping route bridge-domain br-dom-1 extensive
Family: INET

Group: 232.1.1.1
    Source: 192.168.3.100/32
    Downstream interface list:
        ge-0/1/0.200
    Statistics: 0 kBps, 0 pps, 1 packets
    Next-hop ID: 1048577
    Route state: Active
    Forwarding state: Forwarding
    Cache lifetime/timeout: 240 seconds

showmulticast
snooping route
instance vs

user@host> showmulticast snooping route instance vs
Nexthop Bulking: ON

Family: INET

Group: 224.0.0.0
    Bridge-domain: vsid500

Group: 225.1.0.1
    Bridge-domain: vsid500
    Downstream interface list: vsid500
       ge-0/3/8.500 ge-1/1/9.500 ge1/2/5.500
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showmulticast snooping statistics

Syntax showmulticast snooping statistics
<instance instance-name>
<interface interface-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced in Junos OS Release 8.5.

Description Display IP multicast snooping statistics.

Options none—Display multicast snooping statistics for all supported address families for all

routing instances.

instance instance-name—(Optional) Display statistics for a specific routing instance.

interface interface-name—(Optional) Display statistics for a specific interface.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Additional Information The input and output interface multicast snooping statistics are consistent, but not timely.

They are constructed from the forwarding statistics, which are gathered at 30-second

intervals. Therefore, the output from this command always lags the true count by up to

30 seconds.

Required Privilege
Level

view

Related
Documentation

clear multicast snooping statistics on page 1068•

List of Sample Output showmulticast snooping statistics on page 1074

Output Fields Table 45 on page 1072 describes the output fields for the showmulticastsnoopingstatistics

command. Output fields are listed in the approximate order in which they appear.

Table 45: showmulticast snooping statistics Output Fields

Field DescriptionField Name

Name of the routing instance. (Displayed when multicast is configured within a routing instance.)Routing-instance

Protocol family for which multicast statistics are displayed: INET or INET6.Family

Name of the interface for which statistics are being reported.Interface

Primary multicast protocol on the interface: PIM, DVMRP for INET, or PIM for INET6.Routing Protocol

Number of multicast packets that did not arrive on the correct upstream interface.Mismatch
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Table 45: showmulticast snooping statistics Output Fields (continued)

Field DescriptionField Name

Number of resolve requests processed by the primary multicast protocol on the interface.Kernel Resolve

Number of resolve requests that were ignored because there was no route to the source.Resolve No Route

Total accumulated incoming packets (in KB) since the last time the clearmulticast snooping statistics
command was issued.

In Kbytes

Total accumulated outgoing packets (in KB) since the last time the clearmulticast snooping statistics
command was issued.

Out Kbytes

Number of mismatches that were ignored because of internal errors.Mismatch error

Number of mismatches that were ignored because there was no route to the source.Mismatch No Route

Number of times that the multicast routing system has been notified of a new multicast source by a
multicast routing protocol.

Routing Notify

Number of resolve requests that were ignored because of internal errors.Resolve Error

Total number of incoming packets since the last time the clearmulticast snooping statistics command
was issued.

In packets

Total number of outgoing packets since the last time the clearmulticast snooping statistics command
was issued.

Out packets
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Sample Output

showmulticast
snooping statistics

user@host> showmulticast snooping statistics
Routing-instance: foo
 Family: INET
 Interface: fe-0/0/2.200
     Routing protocol:          PIM   Mismatch error:               0
     Mismatch:                    0   Mismatch no route:            0
     Kernel resolve:             22   Routing notify:               0
     Resolve no route:            0   Resolve error:                0
     Resolve filtered:            0   Notify filtered:              0
     In kbytes:                   0   In packets:                   0
     Out kbytes:                  0   Out packets:                  0

Routing-instance: bar
 Family: INET
 Interface: fe-0/1/2.200
     Routing protocol:          PIM   Mismatch error:               0
     Mismatch:                    0   Mismatch no route:            0
     Kernel resolve:             22   Routing notify:               0
     Resolve no route:            0   Resolve error:                0
     Resolve filtered:            0   Notify filtered:              0
     In kbytes:                   0   In packets:                   0
     Out kbytes:                  0   Out packets:                  0
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show route table

Syntax show route table routing-table-name
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route table routing-table-name
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display the route entries in a particular routing table.

Options brief | detail | extensive | terse—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

routing-table-name—Display route entries for all routing tables whose name begins with

this string (for example, inet.0 and inet6.0 are both displayed when you run the show

route table inet command).

Required Privilege
Level

view

Related
Documentation

show route summary•

List of Sample Output show route table bgp.l2.vpn on page 1077
show route table bgp.l3vpn.0 on page 1077
show route table bgp.l3vpn.0 detail on page 1077
show route table bgp.rtarget.0 (When Proxy BGP Route Target Filtering Is
Configured) on page 1078
show route table inet.0 on page 1079
show route table inet6.0 on page 1079
show route table inet6.3 on page 1079
show route table inetflow detail on page 1079
show route table l2circuit.0 on page 1080
show route tablempls on page 1080
show route tablempls extensive on page 1081
show route tablempls.0 on page 1081
show route tablempls.0 (RSVP Route—Transit LSP) on page 1081
show route table vpls_1 detail on page 1082
show route table vpn-a on page 1082
show route table vpn-a.mdt.0 on page 1082
show route table VPN-A detail on page 1083
show route table VPN-AB.inet.0 on page 1083
show route table VPN_blue.mvpn-inet6.0 on page 1083
show route table VPN-A detail on page 1084
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show route table inetflow detail on page 1084

Output Fields For information about output fields, see the output field tables for the show route

command, the show route detail command, the show route extensive command, or the

show route terse command.
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Sample Output

show route table
bgp.l2.vpn

user@host> show route table bgp.l2.vpn
bgp.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.168.24.1:1:4:1/96
                   *[BGP/170] 01:08:58, localpref 100, from 192.168.24.1
                      AS path: I
                    > to 10.0.16.2 via fe-0/0/1.0, label-switched-path am

show route table
bgp.l3vpn.0

user@host> show route table bgp.l3vpn.0
      bgp.l3vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden) 
      + = Active Route, - = Last Active, * = Both 

      10.255.71.15:100:10.255.71.17/32 
                         *[BGP/170] 00:03:59, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100020, Push 100011(top) 
      10.255.71.15:200:10.255.71.18/32 
                         *[BGP/170] 00:03:59, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100021, Push 100011(top)

show route table
bgp.l3vpn.0 detail

user@host> show route table bgp.l3vpn.0 detail
bgp.l3vpn.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)

10.255.245.12:1:4.0.0.0/8 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182449
         Protocol next hop: 10.255.245.12
         Push 182449
         Indirect next hop: 863a630 297
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
         AS path: 30 10458 14203 2914 3356 I (Atomic) Aggregator: 3356 4.68.0.11

         Communities: 2914:420 target:11111:1 origin:56:78
         VPN Label: 182449
         Localpref: 100
          Router ID: 10.255.245.12

10.255.245.12:1:4.17.225.0/24 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182465
         Protocol next hop: 10.255.245.12
         Push 182465
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         Indirect next hop: 863a8f0 305
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
AS path: 30 10458 14203 2914 11853 11853 11853 6496 6496 6496 6496 6496 6496 I
                Communities: 2914:410 target:12:34 target:11111:1 origin:12:34
                VPN Label: 182465  
                Localpref: 100
                Router ID: 10.255.245.12

10.255.245.12:1:4.17.226.0/23 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182465
         Protocol next hop: 10.255.245.12
         Push 182465
         Indirect next hop: 86bd210 330
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
         AS path: 30 10458 14203 2914 11853 11853 11853 6496 6496 6496 6496 6496

         6496 I
         Communities: 2914:410 target:12:34 target:11111:1 origin:12:34
         VPN Label: 182465
         Localpref: 100
         Router ID: 10.255.245.12

10.255.245.12:1:4.17.251.0/24 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182465
         Protocol next hop: 10.255.245.12
         Push 182465
         Indirect next hop: 86bd210 330
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
         AS path: 30 10458 14203 2914 11853 11853 11853 6496 6496 6496 6496 6496

         6496 I
         Communities: 2914:410 target:12:34 target:11111:1 origin:12:34
         VPN Label: 182465
         Localpref: 100 

show route table
bgp.rtarget.0 (When

user@host> show route table bgp.rtarget.o
bgp.rtarget.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = BothProxy BGP Route
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100:100:100/96                
                   *[RTarget/5] 00:03:14

Target Filtering Is
Configured)

                      Type Proxy
                        for 10.255.165.103
                        for 10.255.166.124
                      Local

showroute table inet.0 user@host> show route table inet.0
inet.0: 12 destinations, 12 routes (11 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0          *[Static/5] 00:51:57
                    > to 111.222.5.254 via fxp0.0
1.0.0.1/32         *[Direct/0] 00:51:58
                    > via at-5/3/0.0
1.0.0.2/32         *[Local/0] 00:51:58
                     Local
12.12.12.21/32     *[Local/0] 00:51:57
                     Reject
13.13.13.13/32     *[Direct/0] 00:51:58
                    > via t3-5/2/1.0
13.13.13.14/32     *[Local/0] 00:51:58
                     Local
13.13.13.21/32     *[Local/0] 00:51:58
                     Local
13.13.13.22/32     *[Direct/0] 00:33:59
                    > via t3-5/2/0.0
127.0.0.1/32        [Direct/0] 00:51:58
                    > via lo0.0
111.222.5.0/24     *[Direct/0] 00:51:58
                    > via fxp0.0
111.222.5.81/32    *[Local/0] 00:51:58
                     Local

show route table
inet6.0

user@host> show route table inet6.0
inet6.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Route, * = Both

fec0:0:0:3::/64 *[Direct/0] 00:01:34
>via fe-0/1/0.0

fec0:0:0:3::/128 *[Local/0] 00:01:34
>Local

fec0:0:0:4::/64 *[Static/5] 00:01:34
>to fec0:0:0:3::ffff via fe-0/1/0.0

show route table
inet6.3

user@router> show route table inet6.3
inet6.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

::10.255.245.195/128
                   *[LDP/9] 00:00:22, metric 1
                    > via so-1/0/0.0
::10.255.245.196/128
                   *[LDP/9] 00:00:08, metric 1
                    > via so-1/0/0.0, Push 100008
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show route table
inetflow detail

user@host> show route table inetflow detail
inetflow.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
10.12.44.1,*/48 (1 entry, 1 announced) 
        *BGP    Preference: 170/-101
                Next-hop reference count: 2
                State: **Active Ext>
                Local AS: 65002 Peer AS: 65000
                Age: 4 
                Task: BGP_65000.10.12.99.5+3792
                Announcement bits (1): 0-Flow 
                AS path: 65000 I
                Communities: traffic-rate:0:0
                Validation state: Accept, Originator: 10.12.99.5
                Via: 10.12.44.0/24, Active
                Localpref: 100
                Router ID: 10.255.71.161

10.12.56.1,*/48 (1 entry, 1 announced)  
        *Flow   Preference: 5
                Next-hop reference count: 2
                State: **Active>
                Local AS: 65002 
                Age: 6:30 
                Task: RT Flow
                Announcement bits (2): 0-Flow 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: 1:1

show route table
l2circuit.0

user@host> show route table l2circuit.0
l2circuit.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.1.1.195:NoCtrlWord:1:1:Local/96
                   *[L2CKT/7] 00:50:47
                    > via so-0/1/2.0, Push 100049
                      via so-0/1/3.0, Push 100049
10.1.1.195:NoCtrlWord:1:1:Remote/96
                   *[LDP/9] 00:50:14
                      Discard
10.1.1.195:CtrlWord:1:2:Local/96
                   *[L2CKT/7] 00:50:47
                    > via so-0/1/2.0, Push 100049
                      via so-0/1/3.0, Push 100049
10.1.1.195:CtrlWord:1:2:Remote/96
                   *[LDP/9] 00:50:14
                      Discard

show route tablempls user@host> show route tablempls
mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 00:13:55, metric 1
                      Receive
1                  *[MPLS/0] 00:13:55, metric 1
                      Receive
2                  *[MPLS/0] 00:13:55, metric 1
                      Receive
1024               *[VPN/0] 00:04:18 
                      to table red.inet.0, Pop 
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show route tablempls
extensive

user@host> show route tablempls extensive
100000 (1 entry, 1 announced)
TSI:
KRT in-kernel 100000 /36 -> {so-1/0/0.0}
        *LDP    Preference:   9
                Next hop:  via so-1/0/0.0, selected
                Pop
                State: <Active Int>
                Age: 29:50      Metric: 1
                Task: LDP
                Announcement bits (1): 0-KRT
                AS path: I
                Prefixes bound to route: 10.0.0.194/32

show route table
mpls.0

user@host> show route tablempls.0
mpls.0: 11 destinations, 11 routes (11 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 00:45:09, metric 1
                      Receive
1                  *[MPLS/0] 00:45:09, metric 1
                      Receive
2                  *[MPLS/0] 00:45:09, metric 1
                      Receive
100000             *[L2VPN/7] 00:43:04
                    > via so-0/1/0.1, Pop
100001             *[L2VPN/7] 00:43:03
                    > via so-0/1/0.2, Pop       Offset: 4
100002             *[LDP/9] 00:43:22, metric 1
                      via so-0/1/2.0, Pop
                    > via so-0/1/3.0, Pop
100002(S=0)        *[LDP/9] 00:43:22, metric 1
                      via so-0/1/2.0, Pop
                    > via so-0/1/3.0, Pop
100003             *[LDP/9] 00:43:22, metric 1
                    > via so-0/1/2.0, Swap 100002
                      via so-0/1/3.0, Swap 100002
100004             *[LDP/9] 00:43:16, metric 1
                      via so-0/1/2.0, Swap 100049
                    > via so-0/1/3.0, Swap 100049
so-0/1/0.1         *[L2VPN/7] 00:43:04
                    > via so-0/1/2.0, Push 100001, Push 100049(top)
                      via so-0/1/3.0, Push 100001, Push 100049(top)
so-0/1/0.2         *[L2VPN/7] 00:43:03
                      via so-0/1/2.0, Push 100000, Push 100049(top) Offset: -4
                    > via so-0/1/3.0, Push 100000, Push 100049(top) Offset: -4

show route table
mpls.0 (RSVP
Route—Transit LSP)

user@host> show route tablempls.0

mpls.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 00:37:31, metric 1
                      Receive
1                  *[MPLS/0] 00:37:31, metric 1
                      Receive
2                  *[MPLS/0] 00:37:31, metric 1
                      Receive
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13                 *[MPLS/0] 00:37:31, metric 1
                      Receive
300352             *[RSVP/7/1] 00:08:00, metric 1
                    > to 8.64.0.106 via ge-1/0/1.0, label-switched-path lsp1_p2p
300352(S=0)        *[RSVP/7/1] 00:08:00, metric 1
                    > to 8.64.0.106 via ge-1/0/1.0, label-switched-path lsp1_p2p
300384             *[RSVP/7/2] 00:05:20, metric 1
                    > to 8.64.1.106 via ge-1/0/0.0, Pop      
300384(S=0)        *[RSVP/7/2] 00:05:20, metric 1
                    > to 8.64.1.106 via ge-1/0/0.0, Pop

showroute tablevpls_1
detail

user@host> show route table vpls_1 detail
vpls_1.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Restart Complete

1.1.1.11:1000:1:1/96 (1 entry, 1 announced)
*L2VPN Preference: 170/-1
Receive table: vpls_1.l2vpn.0
Next-hop reference count: 2
State: <Active Int Ext>
Age: 4:29:47 Metric2: 1
Task: vpls_1-l2vpn
Announcement bits (1): 1-BGP.0.0.0.0+179
AS path: I
Communities: Layer2-info: encaps:VPLS, control flags:Site-Down
Label-base: 800000, range: 8, status-vector: 0xFF

showroutetablevpn-a user@host> show route table vpn-a
vpn-a.l2vpn.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)

+ = Active Route, - = Last Active, * = Both
192.168.16.1:1:1:1/96
                   *[VPN/7] 05:48:27
                     Discard
192.168.24.1:1:2:1/96
                   *[BGP/170] 00:02:53, localpref 100, from 192.168.24.1
                      AS path: I
                    > to 10.0.16.2 via fe-0/0/1.0, label-switched-path am
192.168.24.1:1:3:1/96
                   *[BGP/170] 00:02:53, localpref 100, from 192.168.24.1
                      AS path: I
                    > to 10.0.16.2 via fe-0/0/1.0, label-switched-path am

show route table
vpn-a.mdt.0

user@host> show route table vpn-a.mdt.0
vpn-a.mdt.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:1:0:10.255.14.216:232.1.1.1/144               
                   *[MVPN/70] 01:23:05, metric2 1
                      Indirect
1:1:1:10.255.14.218:232.1.1.1/144               
                   *[BGP/170] 00:57:49, localpref 100, from 10.255.14.218
                      AS path: I
                    > via so-0/0/0.0, label-switched-path r0e-to-r1
1:1:2:10.255.14.217:232.1.1.1/144               
                   *[BGP/170] 00:57:49, localpref 100, from 10.255.14.217
                      AS path: I
> via so-0/0/1.0, label-switched-path r0-to-r2
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show route table
VPN-A detail

user@host> show route table VPN-A detail
VPN-AB.inet.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
10.255.179.9/32 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 10.255.179.13:200
                Next hop type: Indirect
                Next-hop reference count: 5
                Source: 10.255.179.13
                Next hop type: Router, Next hop index: 732
                Next hop: 10.39.1.14 via fe-0/3/0.0, selected
                Label operation: Push 299824, Push 299824(top)
                Protocol next hop: 10.255.179.13
                Push 299824
                Indirect next hop: 8f275a0 1048574
                State: (Secondary Active Int Ext)
                Local AS: 1 Peer AS: 1
                Age: 3:41:06 Metric: 1 Metric2: 1 
                Task: BGP_1.10.255.179.13+64309
                Announcement bits (2): 0-KRT 1-BGP RT Background 
                AS path: I
                Communities: target:1:200 rte-type:0.0.0.0:1:0
                Import Accepted
                VPN Label: 299824 TTL Action: vrf-ttl-propagate
                Localpref: 100
                Router ID: 10.255.179.13
                Primary Routing Table bgp.l3vpn.0

show route table
VPN-AB.inet.0

user@host> show route table VPN-AB.inet.0
      VPN-AB.inet.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden) 
      + = Active Route, - = Last Active, * = Both 

      10.39.1.0/30       *[OSPF/10] 00:07:24, metric 1 
                          > via so-7/3/1.0 
      10.39.1.4/30       *[Direct/0] 00:08:42 
                          > via so-5/1/0.0 
      10.39.1.6/32       *[Local/0] 00:08:46 
                           Local 
      10.255.71.16/32    *[Static/5] 00:07:24 
                          > via so-2/0/0.0 
      10.255.71.17/32    *[BGP/170] 00:07:24, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100020, Push 100011(top) 
      10.255.71.18/32    *[BGP/170] 00:07:24, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100021, Push 100011(top) 
      10.255.245.245/32  *[BGP/170] 00:08:35, localpref 100 
                            AS path: 2 I 
                          > to 10.39.1.5 via so-5/1/0.0 
      10.255.245.246/32  *[OSPF/10] 00:07:24, metric 1 
                          > via so-7/3/1.0 

show route table
VPN_blue.mvpn-inet6.0

user@host> show route table VPN_blue.mvpn-inet6.0
vpn_blue.mvpn-inet6.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:10.255.2.202:65535:10.255.2.202/432
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                   *[BGP/170] 00:02:37, localpref 100, from 10.255.2.202
                      AS path: I
                    > via so-0/1/3.0
1:10.255.2.203:65535:10.255.2.203/432
                   *[BGP/170] 00:02:37, localpref 100, from 10.255.2.203
                      AS path: I
                    > via so-0/1/0.0
1:10.255.2.204:65535:10.255.2.204/432
                   *[MVPN/70] 00:57:23, metric2 1
                      Indirect
5:10.255.2.202:65535:128:::192.168.90.2:128:ffff::1/432
                   *[BGP/170] 00:02:37, localpref 100, from 10.255.2.202
                      AS path: I
                    > via so-0/1/3.0
6:10.255.2.203:65535:65000:128:::10.12.53.12:128:ffff::1/432
                   *[PIM/105] 00:02:37
                      Multicast (IPv6)
7:10.255.2.202:65535:65000:128:::192.168.90.2:128:ffff::1/432
                   *[MVPN/70] 00:02:37, metric2 1
                      Indirect

show route table
VPN-A detail

user@host> show route table VPN-A detail
VPN-AB.inet.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
10.255.179.9/32 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 10.255.179.13:200
                Next hop type: Indirect
                Next-hop reference count: 5
                Source: 10.255.179.13
                Next hop type: Router, Next hop index: 732
                Next hop: 10.39.1.14 via fe-0/3/0.0, selected
                Label operation: Push 299824, Push 299824(top)
                Protocol next hop: 10.255.179.13
                Push 299824
                Indirect next hop: 8f275a0 1048574
                State: (Secondary Active Int Ext)
                Local AS: 1 Peer AS: 1
                Age: 3:41:06 Metric: 1 Metric2: 1 
                Task: BGP_1.10.255.179.13+64309
                Announcement bits (2): 0-KRT 1-BGP RT Background 
                AS path: I
                Communities: target:1:200 rte-type:0.0.0.0:1:0
                Import Accepted
                VPN Label: 299824 TTL Action: vrf-ttl-propagate
                Localpref: 100
                Router ID: 10.255.179.13
                Primary Routing Table bgp.l3vpn.0

show route table
inetflow detail

user@host> show route table inetflow detail
inetflow.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
10.12.44.1,*/48 (1 entry, 1 announced) 
        *BGP    Preference: 170/-101
                Next-hop reference count: 2
                State: **Active Ext>
                Local AS: 65002 Peer AS: 65000
                Age: 4 
                Task: BGP_65000.10.12.99.5+3792
                Announcement bits (1): 0-Flow 
                AS path: 65000 I
                Communities: traffic-rate:0:0
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                Validation state: Accept, Originator: 10.12.99.5
                Via: 10.12.44.0/24, Active
                Localpref: 100
                Router ID: 10.255.71.161

10.12.56.1,*/48 (1 entry, 1 announced)  
        *Flow   Preference: 5
                Next-hop reference count: 2
                State: **Active>
                Local AS: 65002 
                Age: 6:30 
                Task: RT Flow
                Announcement bits (2): 0-Flow 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: 1:1

user@PE1> show route table green.l2vpn.0 (VPLS Multihoming with FEC 129)
green.l2vpn.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1.1.1.2:100:1.1.1.2/96 AD             
                   *[VPLS/170] 1d 03:11:03, metric2 1
                         Indirect
1.1.1.4:100:1.1.1.4/96 AD             
                   *[BGP/170] 1d 03:11:02, localpref 100, from 1.1.1.4
                      AS path: I, validation-state: unverified
                    >    via ge-1/2/1.5
1.1.1.2:100:1:0/96 MH             
                   *[VPLS/170] 1d 03:11:03, metric2 1
                         Indirect
1.1.1.4:100:1:0/96 MH             
                   *[BGP/170] 1d 03:11:02, localpref 100, from 1.1.1.4
                      AS path: I, validation-state: unverified
                    >    via ge-1/2/1.5
1.1.1.4:NoCtrlWord:5:100:100:1.1.1.2:1.1.1.4/176               
                   *[VPLS/7] 1d 03:11:02, metric2 1
                    >    via ge-1/2/1.5
1.1.1.4:NoCtrlWord:5:100:100:1.1.1.4:1.1.1.2/176               
                   *[LDP/9] 1d 03:11:02
                         Discard
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CHAPTER 36

MBGPMVPNs Operational Commands
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show bgp group

Syntax show bgp group
<brief | detail | summary>
<group-name>
<exact-instance instance-name>
<instance instance-name>
<logical-system (all | logical-system-name)>
<rtf>

Syntax (EX Series
Switch and QFX

Series)

show bgp group
<brief | detail | summary>
<group-name>
<exact-instance instance-name>
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

exact-instance option introduced in Junos OS Release 11.4.

Description Display information about the configured BGP groups.

Options none—Display group information about all BGP groups.

brief | detail | summary—(Optional) Display the specified level of output.

group-name—(Optional) Display group information for the specified group.

exact-instance instance-name—(Optional) Display information for the specified instance

only.

instance instance-name—(Optional) Display information about BGP groups for all routing

instances whose name begins with this string (for example, cust1, cust11, and cust111

are all displayed when you run the show bgp group instance cust1 command). The

instance name can be master for the main instance, or any valid configured instance

name or its prefix.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

rtf—(Optional) Display BGP group route targeting information.

Required Privilege
Level

view

List of Sample Output show bgp group on page 1093
show bgp group brief on page 1093
show bgp group detail on page 1093
show bgp group rtf detail on page 1094
show bgp group summary on page 1094
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Output Fields Table 46 on page 1089 describes the output fields for theshowbgpgroupcommand. Output

fields are listed in the approximate order in which they appear.

Table 46: show bgp group Output Fields

Level of
OutputField DescriptionField Name

All levelsType of BGP group: Internal or External.Group Type or Group

rtf detailIndex number for the BGP peer group. The index number
differentiates between groups when a single BGP group is split
because of different configuration options at the group and peer
levels.

group-index

brief detail
none

AS number of the peer. For internal BGP (IBGP), this number is the
same as Local AS.

AS

brief detail
none

AS number of the local routing device.Local AS

brief detail
none

Name of a specific BGP group.Name

brief detail
none

Unique index number of a BGP group.Index

brief detail
none

Flags associated with the BGP group. This field is used by Juniper
Networks customer support.

Flags

brief detail
none

Options associated with the remove-private statement.Remove-private options

brief detail
none

Maximum number of seconds allowed to elapse between successive
keepalive or update messages that BGP receives from a peer in the
BGP group, after which the connection to the peer is closed and
routing devices through that peer become unavailable.

Holdtime

brief detail
none

Export policies configured for the BGP group with the export
statement.

Export

All levelsTime, in seconds, that updates to multiple exit discriminator (MED)
are delayed. Also displays the time remaining before the interval is
set to expire

MED tracks IGPmetric update delay

brief detail
none

Time between sample periods for labeled-unicast traffic statistics,
in seconds.

Traffic Statistics Interval

brief detail
none

Total number of peers in the group.Total peers

All levelsNumber of peers in the group that are in the established state.Established
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Table 46: show bgp group Output Fields (continued)

Level of
OutputField DescriptionField Name

summaryMultipurpose field that displays information about BGP peer
sessions. The field’s contents depend upon whether a session is
established and whether it was established in the main routing device
or in a routing instance.

• If a peer is not established, the field shows the state of the peer
session: Active, Connect, or Idle.

• If a BGP session is established in the main routing device, the field
shows the number of active, received, accepted, and damped
routes that are received from a neighbor and appear in the inet.0
(main) and inet.2 (multicast) routing tables. For example,
8/10/10/2 and 2/4/4/0 indicate the following:

• 8 active routes, 10 received routes, 10 accepted routes, and 2
damped routes from a BGP peer appear in the inet.0 routing
table.

• 2 active routes, 4 received routes, 4 accepted routes, and no
damped routes from a BGP peer appear in the inet.2 routing
table.

Active/Received/Accepted/Damped

All levelsList of peers who are members of the group. The address is followed
by the peer’s port number.

ip-addresses

detailNumber of seconds until queued routes are sent. If this time has
already elapsed, this field displays the number of seconds by which
the updates are delayed.

Route Queue Timer

detailNumber of prefixes that are queued up for sending to the peers in
the group.

Route Queue

noneNumber of active, received, accepted, and damped routes in the
routing table. For example, inet.0: 7/10/9/0 indicates the following:

• 7 active routes, 10 received routes, 9 accepted routes, and no
damped routes from a BGP peer appear in the inet.0 routing table.

inet.number

Copyright © 2013, Juniper Networks, Inc.1090

Multicast Protocols Configuration Guide



Table 46: show bgp group Output Fields (continued)

Level of
OutputField DescriptionField Name

detailInformation about the routing table.

• Received prefixes—Total number of prefixes from the peer, both
active and inactive, that are in the routing table.

• Active prefixes—Number of prefixes received from the peer that
are active in the routing table.

• Suppressed due to damping—Number of routes currently inactive
because of damping or other reasons. These routes do not appear
in the forwarding table and are not exported by routing protocols.

• Advertised prefixes—Number of prefixes advertised to a peer.

• Received external prefixes—Total number of prefixes from the
external BGP (EBGP) peers, both active and inactive, that are in
the routing table.

• Active external prefixes—Number of prefixes received from the
EBGP peers that are active in the routing table.

• Externals suppressed—Number of routes received from EBGP
peers currently inactive because of damping or other reasons.

• Received internalprefixes—Total number of prefixes from the IBGP
peers, both active and inactive, that are in the routing table.

• Active internal prefixes—Number of prefixes received from the
IBGP peers that are active in the routing table.

• Internalssuppressed—Number of routes received from IBGP peers
currently inactive because of damping or other reasons.

• RIB State—Status of the graceful restart process for this routing
table: BGP restart is complete, BGP restart in progress, VPN restart
in progress, or VPN restart is complete.

Table inet.number

All levelsTotal number of groups.Groups

All levelsTotal number of peers.Peers

All levelsTotal number of external peers.External

All levelsTotal number of internal peers.Internal

All levelsTotal number of unavailable peers.Down peers

All levelsTotal number of flaps that occurred.Flaps

brief, noneName of a routing table.Table

brief, noneTotal number of routes.Tot Paths

brief, noneNumber of active routes.Act Paths

brief, noneNumber of routes currently inactive because of damping or other
reasons. These routes do not appear in the forwarding table and are
not exported by routing protocols.

Suppressed
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Table 46: show bgp group Output Fields (continued)

Level of
OutputField DescriptionField Name

brief, noneNumber of withdrawn routes stored locally to keep track of damping
history.

History

brief, noneNumber of active routes with a figure of merit greater than zero, but
lower than the threshold at which suppression occurs.

Damp State

brief, noneRoutes being processed by the BGP import policy.Pending

detailGroup the peer belongs to in the BGP configuration.Group

detailMask of the received target included in the advertised route.Receivemask

detailNumber of route entries received.Entries

detailRoute target that is to be passed by route-target filtering. If a route
advertised from the provider edge (PE) routing device matches an
entry in the route-target filter, the route is passed to the peer.

Target

detailMask which specifies that the peer receive routes with the given
route target.

Mask
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Sample Output

show bgp group user@host> show bgp group
 Groups: 2  Peers: 2    External: 0    Internal: 2    Down peers: 1   Flaps: 0
 Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending

 inet.0               
                        0          0          0          0          0          0

 bgp.l3vpn.0          
                        0          0          0          0          0          0

 bgp.rtarget.0        
                        2          0          0          0          0          0

show bgp group brief user@host> show bgp group brief
 Groups: 2  Peers: 2    External: 0    Internal: 2    Down peers: 1   Flaps: 0
 Table          Tot Paths  Act Paths Suppressed    History Damp State    Pending

 inet.0               
                        0          0          0          0          0          0

 bgp.l3vpn.0          
                        0          0          0          0          0          0

 bgp.rtarget.0        
                        2          0          0          0          0          0

show bgp group detail user@host> show bgp group detail
Group Type: Internal    AS: 1                      Local AS: 1
  Name: ibgp            Index: 0                   Flags: <Export Eval>
  Holdtime: 0
  Total peers: 3        Established: 0
  22.0.0.2
  22.0.0.8
  22.0.0.5

Groups: 1  Peers: 3    External: 0    Internal: 3    Down peers: 3   Flaps: 3
  Table bgp.l3vpn.0
    Received prefixes:            0
    Accepted prefixes:            0
    Active prefixes:              0
    Suppressed due to damping:    0
    Received external prefixes:   0
    Active external prefixes:     0
    Externals suppressed:         0
    Received internal prefixes:   0
    Active internal prefixes:     0
    Internals suppressed:         0
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete
  Table bgp.mdt.0
    Received prefixes:            0
    Accepted prefixes:            0
    Active prefixes:              0
    Suppressed due to damping:    0
    Received external prefixes:   0
    Active external prefixes:     0
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    Externals suppressed:         0
    Received internal prefixes:   0
    Active internal prefixes:     0
    Internals suppressed:         0
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete
  Table VPN-A.inet.0
    Received prefixes:            0
    Accepted prefixes:            0
    Active prefixes:              0
    Suppressed due to damping:    0
    Received external prefixes:   0
    Active external prefixes:     0
    Externals suppressed:         0
    Received internal prefixes:   0
    Active internal prefixes:     0
    Internals suppressed:         0
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete
  Table VPN-A.mdt.0
    Received prefixes:            0
    Accepted prefixes:            0
    Active prefixes:              0
    Suppressed due to damping:    0
    Received external prefixes:   0
    Active external prefixes:     0
    Externals suppressed:         0     
    Received internal prefixes:   0
    Active internal prefixes:     0
    Internals suppressed:         0
    RIB State: BGP restart is complete
    RIB State: VPN restart is complete

show bgp group rtf
detail

user@host> show bgp group rtf detail
 Group: internal (group-index: 0)
     Receive mask: 00000002
     Table: bgp.rtarget.0                                    Entries: 2
         Target                           Mask
         100:100/64                       00000002
         200:201/64                       (Group)
 Group: internal (group-index: 1)
     Table: bgp.rtarget.0                                    Entries: 1
         Target                           Mask
         200:201/64                       (Group)

show bgp group
summary

user@host> show bgp group summary
Group        Type       Peers     Established    Active/Received/Accepted/Damped
ibgp         Internal   3         0          

Groups: 1  Peers: 3    External: 0    Internal: 3    Down peers: 3   Flaps: 3
  bgp.l3vpn.0      : 0/0/0/0 External: 0/0/0/0 Internal: 0/0/0/0
  bgp.mdt.0        : 0/0/0/0 External: 0/0/0/0 Internal: 0/0/0/0
  VPN-A.inet.0     : 0/0/0/0 External: 0/0/0/0 Internal: 0/0/0/0
  VPN-A.mdt.0      : 0/0/0/0 External: 0/0/0/0 Internal: 0/0/0/0
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show ingress-replicationmvpn

Syntax show ingress-replication mvpn

Release Information Command introduced in Junos OS Release 10.4.

Description Display the state and configuration of the ingress replication tunnels created for the

MVPN application when using the mpls-internet-multicast routing instance type.

Required Privilege
Level

View

List of Sample Output show ingress-replicationmvpn on page 1095

Output Fields Table 47 on page 1095 lists the output fields for theshowingress-replicationmvpncommand.

Output fields are listed in the approximate order in which they appear.

Table 47: show ingress-replicationmvpn

Field DescriptionField Name

Identifies the MVPN ingress replication tunnel.Ingress tunnel

Identifies the application (MVPN).Application

List of unicast tunnels in use.Unicast tunnels

Address of the tunnel.Leaf address

Identifies the unicast tunnel type.Tunnel type

Indicates whether the tunnel was created as a new tunnel for the ingress
replication, or if an existing tunnel was used.

Mode

Indicates whether the tunnel is Up or Down.State

Sample Output

show
ingress-replication
mvpn

user@host> show ingress-replicationmvpn
Ingress Tunnel: mvpn:1
  Application: MVPN
  Unicast tunnels
    Leaf Address       Tunnel-type       Mode       State
    10.255.245.2       P2P LSP           New        Up
    10.255.245.4       P2P LSP           New        Up
Ingress Tunnel: mvpn:2
  Application: MVPN
  Unicast tunnels
    Leaf Address       Tunnel-type       Mode       State
    10.255.245.2       P2P LSP           Existing   Up
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showmpls lsp

Syntax showmpls lsp
<brief | detail | extensive | terse>
<bidirectional | unidirectional>
<bypass>
<count-active-routes>
<defaults>
<descriptions>
<down | up>
<logical-system (all | logical-system-name)>
<lsp-type>
<name name>
<p2mp>
<statistics>
<transit>

Syntax (EX Series
Switches)

showmpls lsp
<brief | detail | extensive | terse>
<bidirectional | unidirectional>
<bypass>
<descriptions>
<down | up>
<lsp-type>
<name name>
<p2mp>
<statistics>
<transit>

Release Information Command introduced before Junos OS Release 7.4.

defaults option added in Junos OS Release 8.5.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display information about configured and active dynamic Multiprotocol Label Switching

(MPLS) label-switched paths (LSPs).

Options none—Display standard information about all configured and active dynamic MPLS LSPs.

brief | detail | extensive | terse—(Optional) Display the specified level of output. The

extensive option displays the same information as the detail option, but covers the

most recent 50 events.

bidirectional | unidirectional—(Optional) Display bidirectional or unidirectional LSP

information, respectively.

bypass—(Optional) Display LSPs used for protecting other LSPs.

count-active-routes—(Optional) Display active routes for LSPs.

defaults—(Optional) Display the MPLS LSP default settings.

descriptions—(Optional) Display the MPLS label-switched path (LSP) descriptions. To

view this information, you must configure the description statement at the [edit
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protocol mpls lsp] hierarchy level. Only LSPs with a description are displayed. This

command is only valid for the ingress routing device, because the description is not

propagated in RSVP messages.

down | up—(Optional) Display only LSPs that are inactive or active, respectively.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

lsp-type—(Optional) Display information about a particular LSP type:

• bypass—Sessions for bypass LSPs.

• egress—Sessions that terminate on this routing device.

• ingress—Sessions that originate from this routing device.

• transit—Sessions that pass through this routing device.

name name—(Optional) Display information about the specified LSP or group of LSPs.

p2mp—(Optional) Display information about point-to-multipoint LSPs.

statistics—(Optional) (Ingress and transit routers only) Display accounting information

about LSPs. Statistics are not available for LSPs on the egress routing device, because

the penultimate routing device in the LSP sets the label to 0. Also, as the packet

arrives at the egress routing device, the hardware removes its MPLS header and the

packet reverts to being an IPv4 packet. Therefore, it is counted as an IPv4 packet,

not an MPLS packet.

NOTE: If a bypass LSP is configured for the primary static LSP, display
cumulative statistics of packets traversing through the protected LSP
and bypass LSPwhen traffic is re-optimized when the protected LSP
link is restored.

When used with the bypass option (showmpls lsp bypass statistics),

display statistics for the traffic that flows only through the bypass LSP.

transit—(Optional) Display LSPs transiting this routing device.

Required Privilege
Level

view

Related
Documentation

clear mpls lsp•

List of Sample Output showmpls lsp defaults on page 1104
showmpls lsp descriptions on page 1104
showmpls lsp detail on page 1104
showmpls lsp extensive on page 1104
showmpls lsp ingress extensive on page 1105
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showmpls lsp p2mp on page 1106
showmpls lsp p2mp detail on page 1106
showmpls lsp detail count-active-routes on page 1107
showmpls lsp statistics extensive on page 1107

Output Fields Table 48 on page 1098 describes the output fields for the showmpls lspcommand. Output

fields are listed in the approximate order in which they appear.

Table 48: showmpls lsp Output Fields

Level of OutputField DescriptionField Name

All levelsInformation about LSPs on the ingress routing device. Each session has one line
of output.

Ingress LSP

All levelsInformation about the LSPs on the egress routing device. MPLS learns this
information by querying RSVP, which holds all the transit and egress session
information. Each session has one line of output.

Egress LSP

All levelsNumber of LSPs on the transit routing devices and the state of these paths.
MPLS learns this information by querying RSVP, which holds all the transit and
egress session information.

Transit LSP

All levelsName of the point-to-multipoint LSP. Dynamically generated P2MP LSPs used
for VPLS flooding use dynamically generated P2MP LSP names. The name uses
the format identifier:vpls:router-id:routing-instance-name. The identifier is
automatically generated by Junos OS.

P2MP name

All levelsNumber of destination LSPs the point-to-multipoint LSP is transmitting to.P2MPbranchcount

All levelsAn asterisk (*) under this heading indicates that the LSP is a primary path.P

detail extensive(detail and extensive) Destination (egress routing device) of the LSP.address

briefDestination (egress routing device) of the session.To

brief detailSource (ingress routing device) of the session.From

brief detailState of the LSP handled by this RSVP session: Up, Dn (down), or Restart.State

detail extensiveNumber of active routes (prefixes) installed in the forwarding table. For ingress
LSPs, the forwarding table is the primary IPv4 table (inet.0). For transit and
egress RSVP sessions, the forwarding table is the primary MPLS table (mpls.0).

Active Route

briefNumber of active routes (prefixes) installed in the routing table. For ingress
RSVP sessions, the routing table is the primary IPv4 table (inet.0). For transit
and egress RSVP sessions, the routing table is the primary MPLS table (mpls.0).

Rt

briefPath. An asterisk (*) underneath this column indicates that the LSP is a primary
path.

P

detail extensive(Ingress LSP) Name of the active path: Primary or Secondary.ActivePath

brief detailName of the LSP.LSPname
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Table 48: showmpls lsp Output Fields (continued)

Level of OutputField DescriptionField Name

extensiveDisplays the number of packets and the number of bytes transmitted over the
LSP. These counters are reset to zero whenever the LSP path is optimized (for
example, during an automatic bandwidth allocation).

Statistics

extensiveDisplays the number of packets and the number of bytes transmitted over the
LSP. These counters continue to iterate even if the LSP path is optimized. You
can reset these counters to zero using the clear mpls lsp statistics command.

Aggregatestatistics

brief extensiveDisplays the number of packets transmitted over the LSP.Packets

brief extensiveDisplays the number of bytes transmitted over the LSP.Bytes

detailType of LSP: multiclass LSP (multiclass diffServ-TE LSP) or
Differentiated-Services-aware traffic engineering LSP (diffServ-TE LSP).

DiffServeInfo

detail extensiveType of LSP: static Static configured or dynamic Dynamic configured. Also
indicates if the LSP is aPenultimatehoppoppingLSP or anUltimatehoppopping
LSP.

LSPtype

All levels(Bypass LSP) Destination address (egress routing device) for the bypass LSP.Bypass

detailIndicates whether the RSVP session is for the primary or secondary LSP path.
LSPpath can be eitherprimaryor secondaryand can be displayed on the ingress,
egress, and transit routing devices.

LSPpath

All levels(GMPLS) The LSP allows data to travel in both directions between GMPLS
devices.

Bidir

All levels(GMPLS) The LSP allows data to travel both ways between GMPLS devices.Bidirectional

detailFast reroute has been requested by the ingress routing device.FastReroute
desired

detailLink protection has been requested by the ingress routing device.Link protection
desired

detail extensive(Ingress LSP) CSPF load-balancing rule that was configured to select the LSP's
path among equal-cost paths: Most-fill, Least-fill, or Random.

LoadBalance

All levelsSignal type for GMPLS LSPs. The signal type determines the peak data rate for
the LSP: DS0, DS3, STS-1, STM-1, or STM-4.

Signal type

All levelsLSP encoding type: Packet, Ethernet, PDH, SDH/SONET, Lambda, or Fiber.Encoding type

All levelsType of switching on the links needed for the LSP: Fiber, Lamda, Packet, TDM,
or PSC-1.

Switching type

All levelsGeneralized Payload Identifier (identifier of the payload carried by an LSP):
HDLC, Ethernet, IPv4, PPP, or Unknown.

GPID
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Table 48: showmpls lsp Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsConfigured protection capability desired for the LSP:Extra,Enhanced,none,One
plus one, One to one, or Shared.

Protection

All levels(Bidirectional LSPs) Incoming label for reverse direction traffic for this LSP.Upstream label in

All levels(Bidirectional LSPs) Outgoing label for reverse direction traffic for this LSP.Upstream label out

All levels(Bidirectional LSPs) Label the upstream node suggests to use in the Resv
message that is sent.

Suggested label
received

All levels(Bidirectional LSPs) Label the downstream node suggests to use in the Resv
message that is returned.

Suggested label
sent

detail extensive(Ingress LSP) The LSP is performing autobandwidth allocation.Autobandwidth

detail extensive(Ingress LSP) Configured minimum value of the LSP, in bps.MinBW

detail extensive(Ingress LSP) Configured maximum value of the LSP, in bps.MaxBW

detail extensive(Ingress LSP) Configured value of the bandwidth adjustment timer, indicating
the total amount of time allowed before bandwidth adjustment will take place,
in seconds.

AdjustTimer

detail extensive(Ingress LSP) Current value of the actual maximum average bandwidth
utilization, in bps.

MaxAvgBWutil

detail extensive(Ingress LSP) Configured value of the threshold overflow limit.Overflow limit

detail extensive(Ingress LSP) Current value for the overflow sample count.Overflow sample
count

detail extensive(Ingress LSP) Current value of the bandwidth adjustment timer, indicating the
amount of time remaining until the bandwidth adjustment will take place, in
seconds.

Bandwidth
Adjustment in nnn
second(s)

detail extensive(Ingress LSP) Configured value of the threshold underflow limit.Underflow limit

detail extensive(Ingress LSP) Current value for the underflow sample count.Underflow sample
count

detail extensive(Ingress LSP) The highest sample bandwidth among the underflow samples
recorded currently. This is the signaling bandwidth if an adjustment occurs
because of an underflow.

UnderflowMax
AvgBW

detail extensive(Ingress LSP) A value of * indicates that the path is active. The absence of *
indicates that the path is not active. In the following example, “long” is the active
path.

*Primary long
Standby short

Active path
indicator
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Table 48: showmpls lsp Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive(Ingress LSP) Name of the primary path.Primary

detail extensive(Ingress LSP) Name of the secondary path.Secondary

detail extensive(Ingress LSP) Name of the path in standby mode.Standby

detail extensive(Ingress LSP) State of the path: Up or Dn (down).State

detail extensive(Ingress LSP) Class-of-service value.COS

detail extensive(Ingress LSP) Active bandwidth for the LSP path for each MPLS class type, in
bps.

Bandwidth per
class

detail extensive(Ingress LSP) Configured value of the setup priority and the hold priority
respecitively (the setup priority is displayed first), where 0 is the highest priority
and 7 is the lowest priority. If you have not explicitly configured these values,
the default values are displayed (7 for the setup priority and 0 for the hold
priority).

Priorities

detail extensive(Ingress LSP) Configured value of the optimize timer, indicating the total amount
of time allowed before path reoptimization, in seconds.

OptimizeTimer

detail extensive(Ingress LSP) Configured value of the smart optimize timer, indicating the total
amount of time allowed before path reoptimization, in seconds.

SmartOptimizeTimer

detail extensive(Ingress LSP) Current value of the optimize timer, indicating the amount of time
remaining until the path will be reoptimized, in seconds.

Reoptimization in
xxx seconds

detail extensive(Ingress LSP) Computed explicit route. A series of hops, each with an address
followed by a hop indicator. The value of the hop indicator can be strict (S) or
loose (L).

Computed ERO (S
[L] denotes strict
[loose] hops)

detail extensive(Ingress LSP) Constrained Shortest Path First metric for this path.CSPFmetric
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Table 48: showmpls lsp Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensive(Ingress LSP) Received record route. A series of hops, each with an address
followed by a flag. (In most cases, the received record route is the same as the
computed explicit route. If Received RRO is different from Computed ERO, there
is a topology change in the network, and the route is taking a detour.) The
following flags identify the protection capability and status of the downstream
node:

• 0x01—Local protection available. The link downstream from this node is
protected by a local repair mechanism. This flag can be set only if the Local
protection flag was set in the SESSION_ATTRIBUTE object of the
corresponding Path message.

• 0x02—Local protection in use. A local repair mechanism is in use to maintain
this tunnel (usually because of an outage of the link it was routed over
previously).

• 0x03—Combination of 0x01 and 0x02.

• 0x04—Bandwidth protection. The downstream routing device has a backup
path providing the same bandwidth guarantee as the protected LSP for the
protected section.

• 0x08—Node protection. The downstream routing device has a backup path
providing protection against link and node failure on the corresponding path
section. If the downstream routing device can set up only a link-protection
backup path, the Local protection available bit is set but the Node protection
bit is cleared.

• 0x09—Detour is established. Combination of 0x01 and 0x08.

• 0x10—Preemption pending. The preempting node sets this flag if a pending
preemption is in progress for the traffic engine LSP. This flag indicates to the
ingress legacy edge router (LER) of this LSP that it should be rerouted.

• 0xb—Detour is in use. Combination of 0x01, 0x02, and 0x08.

Received RRO

extensive(Ingress LSP) Log entry number of each LSP path event. The numbers are in
chronological descending order, with a maximum of 50 index numbers displayed.

Index number

extensive(Ingress LSP) Date of the LSP event.Date

extensive(Ingress LSP) Time of the LSP event.Time

extensive(Ingress LSP) Description of the LSP event.Event

extensive(Ingress LSP) Date and time the LSP was created.Created

brief detail extensive(Bypass) RSVP reservation style. This field consists of two parts. The first is the
number of active reservations. The second is the reservation style, which can
be FF (fixed filter), SE (shared explicit), or WF (wildcard filter).

Resv style

brief detailIncoming label for this LSP.Labelin

brief detailOutgoing label for this LSP.Labelout

brief detailName of the LSP.LSPname
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Table 48: showmpls lsp Output Fields (continued)

Level of OutputField DescriptionField Name

detailNumber of seconds remaining in the lifetime of the reservation.Time left

detailDate and time when the RSVP session was initiated.Since

detailSender's traffic specification, which describes the sender's traffic parameters.Tspec

detailProtocol ID and sender or receiver port used in this RSVP session.Port number

detailAddress of the previous-hop (upstream) routing device or client, interface the
neighbor used to reach this router, and number of packets received from the
upstream neighbor.

PATH rcvfrom

detailAddress of the next-hop (downstream) routing device or client, interface used
to reach this neighbor, and number of packets sent to the downstream routing
device.

PATH sentto

detailAddress of the previous-hop (upstream) routing device or client, interface the
neighbor used to reach this routing device, and number of packets received
from the upstream neighbor. The output in this field, which is consistent with
that in the PATH rcvfrom field, indicates that the RSVP negotiation is complete.

RESV rcvfrom

detailRecorded route for the session, taken from the record route object.Record route

detailNumber of soft preemptions that occurred on a path and when the last soft
preemption occurred. Only successful soft preemptions are counted (those
that actually resulted in a new path being used).

Soft preempt

detailPath is in the process of being soft preempted. This display is removed once
the ingress router has calculated a new path.

Soft preemption
pending

defaultsDefault settings for MPLS traffic engineered LSPs:

• LSP Holding Priority—Determines the degree to which an LSP holds on to its
session reservation after the LSP has been set up successfully.

• LSPSetupPriority—Determines whether a new LSP that preempts an existing
LSP can be established.

• Hop Limit—Specifies the maximum number of routers the LSP can traverse
(including the ingress and egress).

• Bandwidth—Specifies the bandwidth in bits per second for the LSP.

• LSP Retry Timer—Length of time in seconds that the ingress router waits
between attempts to establish the primary path.

MPLS-TE LSP
Defaults

The XML tag name of thebandwidth tag under theauto-bandwidth tag has been updated

tomaximum-average-bandwidth . You can see the new tag when you issue the showmpls

lsp extensive command with the | display xml pipe option. If you have any scripts that use

the bandwidth tag, ensure that they are updated to maximum-average-bandwidth.
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Sample Output

showmpls lspdefaults user@host> showmpls lsp defaults
   MPLS-TE LSP Defaults
      LSP Holding Priority      0
      LSP Setup Priority        7
      Hop Limit                 255
      Bandwidth                 0
      LSP Retry Timer           30 seconds

showmpls lsp
descriptions

user@host> showmpls lsp descriptions
Ingress LSP: 3 sessions
To              LSP name                              Description
10.0.0.195      to-sanjose                            to-sanjose-desc
10.0.0.195      to-sanjose-other-desc                 other-desc
Total 2 displayed, Up 2, Down 0

showmpls lsp detail user@host> showmpls lsp detail
Ingress LSP: 1 sessions

192.168.0.4
  From: 192.168.0.5, State: Up, ActiveRoute: 0, LSPname: E-D
  ActivePath:  (primary)
  LSPtype: Static Configured, Penultimate hop popping
  LoadBalance: Random
  Encoding type: Packet, Switching type: Packet, GPID: IPv4
 *Primary                    State: Up
    Priorities: 7 0
    SmartOptimizeTimer: 180
    Computed ERO (S [L] denotes strict [loose] hops): (CSPF metric: 30)
 10.0.0.18 S 10.0.0.22 S 
    Received RRO (ProtectionFlag 1=Available 2=InUse 4=B/W 8=Node 10=SoftPreempt
 20=Node-ID):
          10.0.0.18 10.0.0.22
Total 1 displayed, Up 1, Down 0

Egress LSP: 1 sessions

192.168.0.5
  From: 192.168.0.4, LSPstate: Up, ActiveRoute: 0
  LSPname: E-D, LSPpath: Primary
  Suggested label received: -, Suggested label sent: -
  Recovery label received: -, Recovery label sent: -
  Resv style: 1 FF, Label in: 3, Label out: -
  Time left:  157, Since: Wed Jul 18 17:55:12 2012
  Tspec: rate 0bps size 0bps peak Infbps m 20 M 1500
  Port number: sender 1 receiver 46128 protocol 0
  PATH rcvfrom: 10.0.0.18 (lt-1/2/0.17) 3 pkts
  Adspec: received MTU 1500 
  PATH sentto: localclient
  RESV rcvfrom: localclient 
  Record route: 10.0.0.22 10.0.0.18 <self>  
Total 1 displayed, Up 1, Down 0

Transit LSP: 0 sessions
Total 0 displayed, Up 0, Down 0
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showmpls lsp
extensive

user@host> showmpls lsp extensive
Ingress LSP: 1 sessions

192.168.0.4
  From: 192.168.0.5, State: Up, ActiveRoute: 0, LSPname: E-D
  ActivePath:  (primary)
  LSPtype: Static Configured, Ultimate hop popping
  LoadBalance: Random
  Encoding type: Packet, Switching type: Packet, GPID: IPv4
 *Primary                    State: Up
    Priorities: 7 0
    SmartOptimizeTimer: 180
    Computed ERO (S [L] denotes strict [loose] hops): (CSPF metric: 30)
 10.0.0.18 S 10.0.0.22 S 
    Received RRO (ProtectionFlag 1=Available 2=InUse 4=B/W 8=Node 10=SoftPreempt
 20=Node-ID):
          10.0.0.18 10.0.0.22
   11 Sep 20 15:54:35.032 Make-before-break: Switched to new instance
   10 Sep 20 15:54:34.029 Record Route:  10.0.0.18 10.0.0.22
    9 Sep 20 15:54:34.029 Up
    8 Sep 20 15:54:20.271 Originate make-before-break call
    7 Sep 20 15:54:20.271 CSPF: computation result accepted  10.0.0.18 10.0.0.22

    6 Sep 20 15:52:10.247 Selected as active path
    5 Sep 20 15:52:10.246 Record Route:  10.0.0.18 10.0.0.22
    4 Sep 20 15:52:10.243 Up
    3 Sep 20 15:52:09.745 Originate Call
    2 Sep 20 15:52:09.745 CSPF: computation result accepted  10.0.0.18 10.0.0.22

    1 Sep 20 15:51:39.903 CSPF failed: no route toward 192.168.0.4
  Created: Thu Sep 20 15:51:08 2012
Total 1 displayed, Up 1, Down 0

Egress LSP: 1 sessions

192.168.0.5
  From: 192.168.0.4, LSPstate: Up, ActiveRoute: 0
  LSPname: E-D, LSPpath: Primary
  Suggested label received: -, Suggested label sent: -
  Recovery label received: -, Recovery label sent: -
  Resv style: 1 FF, Label in: 3, Label out: -
  Time left:  148, Since: Thu Sep 20 15:52:10 2012
  Tspec: rate 0bps size 0bps peak Infbps m 20 M 1500
  Port number: sender 1 receiver 49601 protocol 0
  PATH rcvfrom: 10.0.0.18 (lt-1/2/0.17) 27 pkts
  Adspec: received MTU 1500 
  PATH sentto: localclient
  RESV rcvfrom: localclient 
  Record route: 10.0.0.22 10.0.0.18 <self>
Total 1 displayed, Up 1, Down 0

Transit LSP: 0 sessions
Total 0 displayed, Up 0, Down 0

showmpls lsp ingress
extensive

user@host> showmpls lsp ingress extensive
Ingress LSP: 1 sessions

50.0.0.1
  From: 10.0.0.1, State: Up, ActiveRoute: 0, LSPname: test
  ActivePath:  (primary)
  LSPtype: Static Configured
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  LoadBalance: Random
  Encoding type: Packet, Switching type: Packet, GPID: IPv4
 *Primary                    State: Up
    Priorities: 7 0
    OptimizeTimer: 300
    SmartOptimizeTimer: 180
    Reoptimization in 240 second(s).
    Computed ERO (S [L] denotes strict [loose] hops): (CSPF metric: 3)
 1.1.1.2 S 4.4.4.1 S 5.5.5.2 S 
    Received RRO (ProtectionFlag 1=Available 2=InUse 4=B/W 8=Node 10=SoftPreempt
 20=Node-ID):
          1.1.1.2 4.4.4.1 5.5.5.2
   17 Aug  3 13:17:33.601 CSPF: computation result ignored, new path less avail 
bw[3 times]
   16 Aug  3 13:02:51.283 CSPF: computation result ignored, new path no benefit[2
 times]
   15 Aug  3 12:54:36.678 Selected as active path
   14 Aug  3 12:54:36.676 Record Route:  1.1.1.2 4.4.4.1 5.5.5.2
   13 Aug  3 12:54:36.676 Up
   12 Aug  3 12:54:33.924 Deselected as active
   11 Aug  3 12:54:33.924 Originate Call
   10 Aug  3 12:54:33.923 Clear Call
    9 Aug  3 12:54:33.923 CSPF: computation result accepted  1.1.1.2 4.4.4.1 
5.5.5.2
    8 Aug  3 12:54:33.922 2.2.2.2: No Route toward dest
    7 Aug  3 12:54:28.177 CSPF: computation result ignored, new path no benefit[4
 times]
    6 Aug  3 12:35:03.830 Selected as active path
    5 Aug  3 12:35:03.828 Record Route:  2.2.2.2 3.3.3.2
    4 Aug  3 12:35:03.827 Up
    3 Aug  3 12:35:03.814 Originate Call
    2 Aug  3 12:35:03.814 CSPF: computation result accepted  2.2.2.2 3.3.3.2
    1 Aug  3 12:34:34.921 CSPF failed: no route toward 50.0.0.1
  Created: Tue Aug  3 12:34:35 2010
Total 1 displayed, Up 1, Down 0

showmpls lsp p2mp user@host> showmpls lsp p2mp
Ingress LSP: 2 sessions
P2MP name: p2mp-lsp1, P2MP branch count: 1
To              From            State Rt P ActivePath       LSPname
10.255.245.51   10.255.245.50   Up     0 * path1            p2mp-branch-1
P2MP name: p2mp-lsp2, P2MP branch count: 1
To              From            State Rt P ActivePath       LSPname
10.255.245.51   10.255.245.50   Up     0 * path1            p2mp-st-br1
Total 2 displayed, Up 2, Down 0

Egress LSP: 0 sessions
Total 0 displayed, Up 0, Down 0

Transit LSP: 0 sessions
Total 0 displayed, Up 0, Down 0

showmpls lsp p2mp
detail

user@host> showmpls lsp p2mp detail
Ingress LSP: 2 sessions
P2MP name: p2mp-lsp1, P2MP branch count: 1

10.255.245.51
  From: 10.255.245.50, State: Up, ActiveRoute: 0, LSPname: p2mp-branch-1
  ActivePath: path1 (primary)
  P2MP name: p2mp-lsp1
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  LoadBalance: Random
  Encoding type: Packet, Switching type: Packet, GPID: IPv4
 *Primary   path1            State: Up
    Computed ERO (S [L] denotes strict [loose] hops): (CSPF metric: 25)
 192.168.208.17 S 
    Received RRO (ProtectionFlag 1=Available 2=InUse 4=B/W 8=Node 10=SoftPreempt):

          192.168.208.17
P2MP name: p2mp-lsp2, P2MP branch count: 1

10.255.245.51
  From: 10.255.245.50, State: Up, ActiveRoute: 0, LSPname: p2mp-st-br1
  ActivePath: path1 (primary)
  P2MP name: p2mp-lsp2
  LoadBalance: Random
  Encoding type: Packet, Switching type: Packet, GPID: IPv4
 *Primary   path1            State: Up
    Computed ERO (S [L] denotes strict [loose] hops): (CSPF metric: 25)
 192.168.208.17 S 
    Received RRO (ProtectionFlag 1=Available 2=InUse 4=B/W 8=Node 10=SoftPreempt):

          192.168.208.17
Total 2 displayed, Up 2, Down 0

showmpls lsp detail
count-active-routes

user@host> showmpls lsp detail count-active-routes
Ingress LSP: 1 sessions

213.119.192.2
  From: 156.154.162.128, State: Up, ActiveRoute: 1, LSPname: to-lahore
  ActivePath:  (primary)
  LSPtype: Static Configured
  LoadBalance: Random
  Autobandwidth
  MinBW: 5Mbps MaxBW: 250Mbps
  AdjustTimer: 300 secs
  Max AvgBW util: 0bps, Bandwidth Adjustment in 102 second(s).
  Overflow limit: 0, Overflow sample count: 0
  Encoding type: Packet, Switching type: Packet, GPID: IPv4
 *Primary                    State: Up
    Priorities: 7 0
    Bandwidth: 5Mbps
    SmartOptimizeTimer: 180
    Computed ERO (S [L] denotes strict [loose] hops): (CSPF metric: 4)
 10.252.0.177 S
    Received RRO (ProtectionFlag 1=Available 2=InUse 4=B/W 8=Node 10=SoftPreempt
 20=Node-ID):
          10.252.0.177
Total 1 displayed, Up 1, Down 0

Egress LSP: 0 sessions
Total 0 displayed, Up 0, Down 0

Transit LSP: 0 sessions
Total 0 displayed, Up 0, Down 0

showmpls lsp
statistics extensive

user@host> show mpls lsp statistics extensive
Ingress LSP: 1 sessions

192.168.0.4
  From: 192.168.0.5, State: Up, ActiveRoute: 0, LSPname: E-D

1107Copyright © 2013, Juniper Networks, Inc.

Chapter 36: MBGP MVPNs Operational Commands



  Statistics: Packets 302, Bytes 28992
  Aggregate statistics: Packets 302, Bytes 28992
  ActivePath:  (primary)
  LSPtype: Static Configured, Penultimate hop popping
  LoadBalance: Random
  Encoding type: Packet, Switching type: Packet, GPID: IPv4
 *Primary                    State: Up
    Priorities: 7 0
    SmartOptimizeTimer: 180
    Computed ERO (S [L] denotes strict [loose] hops): (CSPF metric: 30)
 10.0.0.18 S 10.0.0.22 S 
    Received RRO (ProtectionFlag 1=Available 2=InUse 4=B/W 8=Node 10=SoftPreempt
 20=Node-ID):
          10.0.0.18 10.0.0.22
    6 Oct  3 11:18:28.281 Selected as active path
    5 Oct  3 11:18:28.281 Record Route:  10.0.0.18 10.0.0.22
    4 Oct  3 11:18:28.280 Up
    3 Oct  3 11:18:27.995 Originate Call
    2 Oct  3 11:18:27.995 CSPF: computation result accepted  10.0.0.18 10.0.0.22

    1 Oct  3 11:17:59.118 CSPF failed: no route toward 192.168.0.4[2 times]
  Created: Wed Oct  3 11:17:01 2012
Total 1 displayed, Up 1, Down 0
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showmvpn c-multicast

Syntax showmvpn c-multicast
<extensive | summary>
<instance-name instance-name>

Release Information Command introduced in Junos OS Release 8.4.

Description Display the multicast VPN customer multicast route information.

Options extensive | summary—(Optional) Display the specified level of output.

instance-name instance-name—(Optional) Display output for the specified routing

instance.

Required Privilege
Level

view

List of Sample Output showmvpn c-multicast on page 1110
showmvpn c-multicast summary on page 1110
showmvpn c-multicast extensive on page 1110

Output Fields Table 49 on page 1109 lists the output fields for the showmvpn c-multicast command.

Output fields are listed in the approximate order in which they appear.

Table 49: showmvpn c-multicast Output Fields

Level of OutputField DescriptionField Name

summary extensive
none

Name of the VPN routing instance.Instance

extensive noneCustomer router IPv4 multicast address.C-mcast IPv4 (S:G)

extensive noneProvider tunnel attributes, tunnel type:tunnel source, tunnel destination group.Ptnl

extensive noneState:

• DS—Represents (S,G) and is created due to (*,G)

• RM—Remote VPN route learned from the remote PE router

• St display blank—SSM group join

St

extensive noneName of the multicast VPN routing instanceMVPN instance

summaryNumber of customer multicast IPv4 routes associated with the multicast VPN
routing instance.

C-multicast IPv4
route count

summaryNumber of customer multicast IPv6 routes associated with the multicast VPN
routing instance.

C-multicast IPv6
route count
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Sample Output

showmvpn
c-multicast

user@host> showmvpn c-multicast
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-A
  C-mcast IPv4 (S:G)            Ptnl                           St
  192.168.195.78/32:225.5.5.5/32 PIM-SM:10.255.14.144, 239.1.1.1         RM
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-B
  C-mcast IPv4 (S:G)            Ptnl                           St
  192.168.195.94/32:226.6.6.6/32 PIM-SM:10.255.14.144, 239.2.0.0         RM

showmvpn
c-multicast summary

user@host> showmvpn c-multicast summary
MVPN Summary:
Instance: VPN-A
  C-multicast IPv4 route count: 1
Instance: VPN-B
  C-multicast IPv4 route count: 2

showmvpn
c-multicast extensive

user@host> showmvpn c-multicast extensive
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-A
  C-mcast IPv4 (S:G)            Ptnl                           St
  192.168.195.78/32:225.5.5.5/32 PIM-SM:10.255.14.144, 239.1.1.1         RM
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-B
  C-mcast IPv4 (S:G)            Ptnl                           St
  192.168.195.94/32:226.6.6.6/32 PIM-SM:10.255.14.144, 239.2.0.0         RM
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showmvpn instance

Syntax showmvpn instance
<extensive | summary>
<instance instance-name>

Release Information Command introduced in Junos OS Release 8.4.

Description Display the multicast VPN routing instance information.

Options extensive | summary—(Optional) Display the specified level of output.

instance instance-name—(Optional) Display statistics for the specified routing instance.

Required Privilege
Level

view

List of Sample Output showmvpn instance on page 1113
showmvpn instance on page 1113
showmvpn instance summary on page 1113
showmvpn instance extensive on page 1114
showmvpn instance summary (IPv6) on page 1114

Output Fields Table 50 on page 1111 lists the output fields for the showmvpn instance command. Output

fields are listed in the approximate order in which they appear.

Table 50: showmvpn instance Output Fields

Level of OutputField DescriptionField Name

extensive noneName of the multicast VPN routing instanceMVPN instance

summary extensive
none

Name of the VPN routing instance.Instance

extensive noneProvider tunnel attributes, tunnel type:tunnel source, tunnel destination group.Provider tunnel

extensive noneAddress, type of provider tunnel (I-P-tnl, inclusive provider tunnel and S-P-tnl,
selective provider tunnel) and provider tunnel for each neighbor.

Neighbor

extensive noneCustomer IPv4 router multicast address.C-mcast IPv4 (S:G)

extensive noneCustomer IPv6 router multicast address.C-mcast IPv6(S:G)

extensive noneProvider tunnel attributes, tunnel type:tunnel source, tunnel destination group.Ptnl

extensive noneState:

• DS—Represents (S,G) and is created due to (*,G)

• RM—Remote VPN route learned from the remote PE router

• St display blank—SSM group join

St
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Table 50: showmvpn instance Output Fields (continued)

Level of OutputField DescriptionField Name

summaryNumber of neighbors associated with the multicast VPN routing instance.Neighbor count

summaryNumber of customer multicast IPv4 routes associated with the multicast VPN
routing instance.

C-multicast IPv4
route count

summaryNumber of customer multicast IPv6 routes associated with the multicast VPN
routing instance.

C-multicast IPv6
route count
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Sample Output

showmvpn instance user@host> showmvpn instance
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-A
  Provider tunnel: I-P-tnl:PIM-SM:10.255.14.144, 239.1.1.1
  Neighbor                              I-P-tnl
  10.255.14.160                         PIM-SM:10.255.14.160, 239.1.1.1
  10.255.70.17                          PIM-SM:10.255.70.17, 239.1.1.1
  C-mcast IPv4 (S:G)            Ptnl                           St
  192.168.195.78/32:225.5.5.5/32 PIM-SM:10.255.14.144, 239.1.1.1         RM
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-B
  Provider tunnel: I-P-tnl:PIM-SM:10.255.14.144, 239.2.0.0
  Neighbor                              I-P-tnl
  10.255.14.160                         PIM-SM:10.255.14.160, 239.2.0.0
  10.255.70.17                          PIM-SM:10.255.70.17, 239.2.0.0
  C-mcast IPv4 (S:G)            Ptnl                           St
  192.168.195.94/32:226.6.6.6/32 PIM-SM:10.255.14.144, 239.2.0.0         RM

showmvpn instance user@host> showmvpn instance
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance : vpn-1
  MVPN Mode : SPT-ONLY
  Provider tunnel: I-P-tnl:LDP-P2MP:10.255.72.162, lsp-id 16777217
  Neighbor                              I-P-tnl
  10.255.72.160                         LDP-P2MP:10.255.72.160, lsp-id 16777217
  10.255.72.166                         RSVP-TE P2MP:10.255.72.166, 
13054,10.255.72.166
  10.255.72.168                       

Sample Output

showmvpn instance
summary

user@host> showmvpn instance summary
MVPN Summary:
Instance: VPN-A
  Neighbor count: 2
  C-multicast IPv4 route count: 1
Instance: VPN-B
  Neighbor count: 4
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  C-multicast IPv4 route count: 2

Sample Output

showmvpn instance
extensive

user@host> showmvpn instance extensive
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-A
  Provider tunnel: I-P-tnl:PIM-SM:10.255.14.144, 239.1.1.1
  Neighbor                              I-P-tnl
  10.255.14.160                         PIM-SM:10.255.14.160, 239.1.1.1
  10.255.70.17                          PIM-SM:10.255.70.17, 239.1.1.1
  C-mcast IPv4 (S:G)            Ptnl                           St
  192.168.195.78/32:225.5.5.5/32 PIM-SM:10.255.14.144, 239.1.1.1         RM
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-B
  Provider tunnel: I-P-tnl:PIM-SM:10.255.14.144, 239.2.0.0
  Neighbor                              I-P-tnl
  10.255.14.160                         PIM-SM:10.255.14.160, 239.2.0.0
  10.255.70.17                          PIM-SM:10.255.70.17, 239.2.0.0
  C-mcast IPv4 (S:G)            Ptnl                           St
  192.168.195.94/32:226.6.6.6/32 PIM-SM:10.255.14.144, 239.2.0.0         RM

showmvpn instance
summary (IPv6)

user@host> showmvpn instance summary
MVPN Summary:
Instance: VPN-A
  C-multicast IPv6 route count: 2
Instance: VPN-B
  C-multicast IPv6 route count: 2
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showmvpn neighbor

Syntax showmvpn neighbor
<extensive | summary>
<inet | inet6>
<instance instance-name | neighbor-address address>
<logical-system logical-system-name>

Release Information Command introduced in Junos OS Release 8.4.

Description Display multicast VPN neighbor information.

Options extensive | summary—(Optional) Display the specified level of output for all multicast

VPN neighbors.

inet | inet6—(Optional) Display IPv4 or IPv6 information for all multicast VPN neighbors.

instance instance-name | neighbor-address address—(Optional) Display multicast VPN

neighbor information for the specified instance or the specified neighbor.

logical-system logical-system-name—(Optional) Display multicast VPN neighbor

information for the specified logical system.

Required Privilege
Level

view

List of Sample Output showmvpn neighbor on page 1116
showmvpn neighbor extensive on page 1116
showmvpn neighbor extensive on page 1116
showmvpn neighbor instance-name on page 1117
showmvpn neighbor neighbor-address on page 1117
showmvpn neighbor neighbor-address summary on page 1117
showmvpn neighbor neighbor-address extensive on page 1117
showmvpn neighbor neighbor-address instance-name on page 1118

Output Fields Table 51 on page 1115 lists the output fields for the showmvpnneighborcommand. Output

fields are listed in the approximate order in which they appear.

Table 51: showmvpn neighbor Output Fields

Level of OutputField DescriptionField Name

extensive noneName of the multicast VPN routing instanceMVPN instance

summary extensive
none

Name of the VPN routing instance.Instance

extensive noneAddress, type of provider tunnel (I-P-tnl, inclusive provider tunnel and S-P-tnl,
selective provider tunnel) and provider tunnel for each neighbor.

Neighbor

extensive noneProvider tunnel attributes, tunnel type:tunnel source, tunnel destination group.Provider tunnel
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Sample Output

showmvpn neighbor user@host> showmvpn neighbor
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-A
  Neighbor                              I-P-tnl
  10.255.14.160                         PIM-SM:10.255.14.160, 239.1.1.1
  10.255.70.17                          PIM-SM:10.255.70.17, 239.1.1.1
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-B
  Neighbor                              I-P-tnl
  10.255.14.160                         PIM-SM:10.255.14.160, 239.2.0.0
  10.255.70.17                          PIM-SM:10.255.70.17, 239.2.0.0

Sample Output

showmvpn neighbor
extensive

user@host> showmvpn neighbor extensive
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-A
  Neighbor                              I-P-tnl
  10.255.14.160                         PIM-SM:10.255.14.160, 239.1.1.1
  10.255.70.17                          PIM-SM:10.255.70.17, 239.1.1.1
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-B
  Neighbor                              I-P-tnl
  10.255.14.160                         PIM-SM:10.255.14.160, 239.2.0.0
  10.255.70.17                          PIM-SM:10.255.70.17, 239.2.0.0

showmvpn neighbor
extensive

user@host> showmvpn neighbor extensive
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel
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Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: mvpn-a
  Neighbor                              I-P-tnl
  10.255.72.45                        
  10.255.72.50                          LDP P2MP:10.255.72.50, lsp-id 1

Sample Output

showmvpn neighbor
instance-name

user@host> showmvpn neighbor instance-name VPN-A
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-A
  Neighbor                              I-P-tnl
  10.255.14.160                         PIM-SM:10.255.14.160, 239.1.1.1
  10.255.70.17                          PIM-SM:10.255.70.17, 239.1.1.1

Sample Output

showmvpn neighbor
neighbor-address

user@host> showmvpn neighbor neighbor-address 10.255.14.160
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-A
  Neighbor                              I-P-tnl
  10.255.14.160                         PIM-SM:10.255.14.160, 239.1.1.1
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-B
  Neighbor                              I-P-tnl
  10.255.14.160                         PIM-SM:10.255.14.160, 239.2.0.0

Sample Output

showmvpn neighbor
neighbor-address
summary

user@host> showmvpn neighbor neighbor-address 10.255.70.17 summary
MVPN Summary:
Instance: VPN-A
Instance: VPN-B

Sample Output

user@host> showmvpn neighbor neighbor-address 10.255.70.17 extensive
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MVPN instance:showmvpn neighbor
neighbor-address
extensive Legend for provider tunnel

I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-A
  Neighbor                              I-P-tnl
  10.255.70.17                          PIM-SM:10.255.70.17, 239.1.1.1
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-B
  Neighbor                              I-P-tnl
  10.255.70.17                          PIM-SM:10.255.70.17, 239.2.0.0

Sample Output

showmvpn neighbor
neighbor-address
instance-name

user@host> showmvpn neighbor neighbor-address 10.255.70.17 instance-name VPN-A
MVPN instance:

Legend for provider tunnel
I-P-tnl -- inclusive provider tunnel S-P-tnl -- selective provider tunnel

Legend for c-multicast routes properties (Pr)
DS -- derived from (*, c-g)          RM -- remote VPN route
Instance: VPN-A
  Neighbor                              I-P-tnl
  10.255.70.17                          PIM-SM:10.255.70.17, 239.1.1.1
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show route forwarding-table

Syntax show route forwarding-table
<detail | extensive | summary>
<all>
<ccc interface-name>
<destination destination-prefix>
<family family | matchingmatching>
<interface-name interface-name>
<label name>
<matchingmatching>
<multicast>
<table (default | logical-system-name/routing-instance-name | routing-instance-name)>
<vlan (all | vlan-name)>
<vpn vpn>

Syntax (MX Series
Routers)

show route forwarding-table
<detail | extensive | summary>
<all>
<bridge-domain (all | domain-name)>
<ccc interface-name>
<destination destination-prefix>
<family family | matchingmatching>
<interface-name interface-name>
<label name>
<learning-vlan-id learning-vlan-id>
<matchingmatching>
<multicast>
<table (default | logical-system-name/routing-instance-name | routing-instance-name)>
<vlan (all | vlan-name)>
<vpn vpn>

Syntax (Routing
Matrix)

show route forwarding-table
<detail | extensive | summary>
<all>
<ccc interface-name>
<destination destination-prefix>
<family family | matchingmatching>
<interface-name interface-name>
<matchingmatching>
<label name>
<lcc number>
<multicast>
<table routing-instance-name>
<vpn vpn>

Release Information Command introduced before Junos OS Release 7.4.

Option bridge-domain introduced in Junos OS Release 7.5

Option learning-vlan-id introduced in Junos OS Release 8.4

Options all and vlan introduced in Junos OS Release 9.6.

Command introduced in Junos OS Release 11.3 for the QFX Series.
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Description Display the Routing Engine's forwarding table, including the network-layer prefixes and

their next hops. This command is used to help verify that the routing protocol process

has relayed the correction information to the forwarding table. The Routing Engine

constructs and maintains one or more routing tables. From the routing tables, the Routing

Engine derives a table of active routes, called the forwarding table.

NOTE: The Routing Engine copies the forwarding table to the Packet
Forwarding Engine, the part of the router that is responsible for forwarding
packets. To display the entries in the Packet Forwarding Engine's forwarding
table, use the show pfe route command.

Options none—Display the routes in the forwarding tables. By default, the show route

forwarding-table command does not display information about private, or internal,

forwarding tables.

detail | extensive | summary—(Optional) Display the specified level of output.

all—(Optional) Display routing table entries for all forwarding tables, including private,

or internal, tables.

bridge-domain (all | bridge-domain-name)—(MX Series routers only) (Optional) Display

route entries for all bridge domains or the specified bridge domain.

ccc interface-name—(Optional) Display route entries for the specified circuit cross-connect

interface.

destination destination-prefix—(Optional) Destination prefix.

family family—(Optional) Display routing table entries for the specified family:

fibre-channel, fmembers, inet, inet6, iso, mpls, tnp, unix, vpls, or vlan-classification.

interface-name interface-name—(Optional) Display routing table entries for the specified

interface.

label name—(Optional) Display route entries for the specified label.

lcc number—(Routing Matrix only) (Optional) On a routing matrix composed of a TX

Matrix Plus router and T640 routers configured in the routing matrix, display

information for the specified T640 router (or line-card chassis) connected to the

TX Matrix router. On a routing matrix composed of the TX Matrix Plus router and

T1600 routers configured in the routing matrix, display information for the specified

T1600 router (or line-card chassis) connected to the TX Matrix Plus router. Replace

number with a value from 0 through 3.

learning-vlan-id learning-vlan-id—(MX Series routers only) (Optional) Display learned

information for all VLANs or for the specified VLAN.

matchingmatching—(Optional) Display routing table entries matching the specified prefix

or prefix length.
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multicast—(Optional) Display routing table entries for multicast routes.

table (default | logical-system-name/routing-instance-name |

routing-instance-name)—(Optional) Display route entries for all the routing tables in

the main routing instance or for the specified routing instance. If your device supports

logical systems, you can also display route entries for the specified logical system

and routing instance. To view the routing instances on your device, use the show

route instance command.

vlan (all | vlan-name)—(Optional) Display information for all VLANs or for the specified

VLAN.

vpn vpn—(Optional) Display routing table entries for a specified VPN.

Required Privilege
Level

view

List of Sample Output show route forwarding-table on page 1124
show route forwarding-table detail on page 1124
showrouteforwarding-tabledestinationextensive(WeightsandBalances)onpage1125
show route forwarding-table extensive on page 1126
show route forwarding-table extensive (RPF) on page 1127
show route forwarding-table family mpls on page 1129
show route forwarding-table family vpls on page 1129
show route forwarding-table family vpls extensive on page 1129
show route forwarding-table table default on page 1130
show route forwarding-table table
logical-system-name/routing-instance-name on page 1131
show route forwarding-table vpn on page 1132

Output Fields Table 52 on page 1121 lists the output fields for the showroute forwarding-table command.

Output fields are listed in the approximate order in which they appear. Field names might

be abbreviated (as shown in parentheses) when no level of output is specified, or when

the detail keyword is used instead of the extensive keyword.

Table 52: show route forwarding-table Output Fields

Level of OutputField DescriptionField Name

All levelsName of the logical system. This field is displayed if you specify the table
logical-system-name/routing-instance-nameoption on a device that is configured
for and supports logical systems.

Logical system

All levelsName of the routing table (for example, inet, inet6, mpls).Routing table

All levelsAddress family (for example, IP, IPv6, ISO, MPLS, and VPLS).Address family

detail extensiveDestination of the route.Destination

1121Copyright © 2013, Juniper Networks, Inc.

Chapter 36: MBGP MVPNs Operational Commands



Table 52: show route forwarding-table Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsHow the route was placed into the forwarding table. When the detail keyword
is used, the route type might be abbreviated (as shown in parentheses):

• cloned (clon)—(TCP or multicast only) Cloned route.

• destination (dest)—Remote addresses directly reachable through an interface.

• destination down (iddn)—Destination route for which the interface is
unreachable.

• interface cloned (ifcl)—Cloned route for which the interface is unreachable.

• route down (ifdn)—Interface route for which the interface is unreachable.

• ignore (ignr)—Ignore this route.

• interface (intf)—Installed as a result of configuring an interface.

• permanent (perm)—Routes installed by the kernel when the routing table is
initialized.

• user—Routes installed by the routing protocol process or as a result of the
configuration.

Route Type (Type)

detail extensiveNumber of routes to reference.Route Reference
(RtRef)

extensiveRoute type flags:

• none—No flags are enabled.

• accounting—Route has accounting enabled.

• cached—Cache route.

• incoming-iface interface-number—Check against incoming interface.

• prefix load balance—Load balancing is enabled for this prefix.

• rt nh decoupled—Route has been decoupled from the next hop to the
destination.

• sent to PFE—Route has been sent to the Packet Forwarding Engine.

• static—Static route.

Flags

detail extensiveIP address of the next hop to the destination.Next hop
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Table 52: show route forwarding-table Output Fields (continued)

Level of OutputField DescriptionField Name

detail extensiveNext-hop type. When the detail keyword is used, the next-hop type might be
abbreviated (as indicated in parentheses):

• broadcast (bcst)—Broadcast.

• deny—Deny.

• discard (dscd) —Discard.

• hold—Next hop is waiting to be resolved into a unicast or multicast type.

• indexed (idxd)—Indexed next hop.

• indirect (indr)—Indirect next hop.

• local (locl)—Local address on an interface.

• routedmulticast (mcrt)—Regular multicast next hop.

• multicast (mcst)—Wire multicast next hop (limited to the LAN).

• multicast discard (mdsc)—Multicast discard.

• multicast group (mgrp)—Multicast group member.

• receive (recv)—Receive.

• reject (rjct)—Discard. An ICMP unreachable message was sent.

• resolve (rslv)—Resolving the next hop.

• unicast (ucst)—Unicast.

• unilist (ulst)—List of unicast next hops. A packet sent to this next hop goes
to any next hop in the list.

Next hop Type
(Type)

detail extensive noneSoftware index of the next hop that is used to route the traffic for a given prefix.Index

extensiveLogical interface index from which the route is learned. For example, for interface
routes, this is the logical interface index of the route itself. For static routes, this
field is zero. For routes learned through routing protocols, this is the logical
interface index from which the route is learned.

Route
interface-index

detail extensive noneNumber of routes that refer to this next hop.Reference (NhRef)

detail extensive noneInterface used to reach the next hop.Next-hop interface
(Netif)

extensiveValue used to distinguish primary, secondary, and fast reroute backup routes.
Weight information is available when MPLS label-switched path (LSP) link
protection, node-link protection, or fast reroute is enabled, or when the standby
state is enabled for secondary paths. A lower weight value is preferred. Among
routes with the same weight value, load balancing is possible (see the Balance
field description).

Weight

extensiveBalance coefficient indicating how traffic of unequal cost is distributed among
next hops when a router is performing unequal-cost load balancing. This
information is available when you enable BGP multipath load balancing.

Balance

extensiveList of interfaces from which the prefix can be accepted. Reverse path forwarding
(RPF) information is displayed only when rpf-check is configured on the interface.

RPF interface
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Sample Output

show route
forwarding-table

user@host> show route forwarding-table
Routing table: default.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    46     4
0.0.0.0/32         perm     0                    dscd    44     1
1.1.1.0/24         ifdn     0                    rslv   608     1 ge-2/0/1.0
1.1.1.0/32         iddn     0 1.1.1.0            recv   606     1 ge-2/0/1.0
1.1.1.1/32         user     0                    rjct    46     4
1.1.1.1/32         intf     0 1.1.1.1            locl   607     2
1.1.1.1/32         iddn     0 1.1.1.1            locl   607     2
1.1.1.255/32       iddn     0 ff:ff:ff:ff:ff:ff  bcst   605     1 ge-2/0/1.0
10.0.0.0/24        intf     0                    rslv   616     1 ge-2/0/0.0
10.0.0.0/32        dest     0 10.0.0.0           recv   614     1 ge-2/0/0.0
10.0.0.1/32        intf     0 10.0.0.1           locl   615     2
10.0.0.1/32        dest     0 10.0.0.1           locl   615     2
10.0.0.255/32      dest     0 10.0.0.255         bcst   613     1 ge-2/0/0.0
10.1.1.0/24        ifdn     0                    rslv   612     1 ge-2/0/1.0
10.1.1.0/32        iddn     0 10.1.1.0           recv   610     1 ge-2/0/1.0
10.1.1.1/32        user     0                    rjct    46     4
10.1.1.1/32        intf     0 10.1.1.1           locl   611     2
10.1.1.1/32        iddn     0 10.1.1.1           locl   611     2
10.1.1.255/32      iddn     0 ff:ff:ff:ff:ff:ff  bcst   609     1 ge-2/0/1.0
10.206.0.0/16      user     0 10.209.63.254      ucst   419    20 fxp0.0
10.209.0.0/16      user     1 0:12:1e:ca:98:0    ucst   419    20 fxp0.0
10.209.0.0/18      intf     0                    rslv   418     1 fxp0.0
10.209.0.0/32      dest     0 10.209.0.0         recv   416     1 fxp0.0
10.209.2.131/32    intf     0 10.209.2.131       locl   417     2
10.209.2.131/32    dest     0 10.209.2.131       locl   417     2
10.209.17.55/32    dest     0 0:30:48:5b:78:d2   ucst   435     1 fxp0.0
10.209.63.42/32    dest     0 0:23:7d:58:92:ca   ucst   434     1 fxp0.0
10.209.63.254/32   dest     0 0:12:1e:ca:98:0    ucst   419    20 fxp0.0
10.209.63.255/32   dest     0 10.209.63.255      bcst   415     1 fxp0.0
10.227.0.0/16      user     0 10.209.63.254      ucst   419    20 fxp0.0

...

Routing table: iso 
ISO:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                   rjct    27     1
47.0005.80ff.f800.0000.0108.0003.0102.5524.5220.00
intf     0                   locl    28     1

Routing table: inet6
Internet6:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                   rjct     6     1
ff00::/8           perm     0                   mdsc     4     1
ff02::1/128        perm     0 ff02::1           mcst     3     1

Routing table: ccc
MPLS:
Interface.Label    Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct 16     1
100004(top)fe-0/0/1.0
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show route
forwarding-tabledetail

user@host> show route forwarding-table detail
Routing table: inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            user     2 0:90:69:8e:b1:1b   ucst   132     4 fxp0.0
default            perm     0                    rjct    14     1
10.1.1.0/24        intf     0 ff.3.0.21          ucst   322     1 so-5/3/0.0
10.1.1.0/32        dest     0 10.1.1.0           recv   324     1 so-5/3/0.0
10.1.1.1/32        intf     0 10.1.1.1           locl   321     1
10.1.1.255/32      dest     0 10.1.1.255         bcst   323     1 so-5/3/0.0
10.21.21.0/24      intf     0 ff.3.0.21          ucst   326     1 so-5/3/0.0
10.21.21.0/32      dest     0 10.21.21.0         recv   328     1 so-5/3/0.0
10.21.21.1/32      intf     0 10.21.21.1         locl   325     1
10.21.21.255/32    dest     0 10.21.21.255       bcst   327     1 so-5/3/0.0
127.0.0.1/32       intf     0 127.0.0.1          locl   320     1
172.17.28.19/32    clon     1 192.168.4.254      ucst   132     4 fxp0.0
172.17.28.44/32    clon     1 192.168.4.254      ucst   132     4 fxp0.0

...

Routing table: private1__.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    46     1
10.0.0.0/8         intf     0                    rslv   136     1 fxp1.0
10.0.0.0/32        dest     0 10.0.0.0           recv   134     1 fxp1.0
10.0.0.4/32        intf     0 10.0.0.4           locl   135     2
10.0.0.4/32        dest     0 10.0.0.4           locl   135     2

...

Routing table: iso
ISO:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    38     1

Routing table: inet6
Internet6:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    22     1
ff00::/8           perm     0                    mdsc    21     1
ff02::1/128        perm     0 ff02::1            mcst    17     1

...

Routing table: mpls
MPLS:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct 28     1

show route
forwarding-table

user@host> show route forwarding-table destination 3.4.2.1 extensive
Routing table: inet [Index 0]
Internet:destination extensive
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Destination:  3.4.2.1/32
  Route type: user

(Weights and
Balances)

  Route reference: 0                   Route interface-index: 0
  Flags: sent to PFE
  Next-hop type: unilist               Index: 262143   Reference: 1
  Nexthop: 4.4.4.4
  Next-hop type: unicast               Index: 335      Reference: 2
  Next-hop interface: so-1/1/0.0       Weight: 22      Balance: 3
  Nexthop: 145.12.1.2
  Next-hop type: unicast               Index: 337      Reference: 2
  Next-hop interface: so-0/1/2.0       Weight: 33      Balance: 33

show route
forwarding-table
extensive

user@host> show route forwarding-table extensive
Routing table: inet [Index 0] 
Internet:

Destination:  default
  Route type: user                  
  Route reference: 2                   Route interface-index: 0   
  Flags: sent to PFE 
  Nexthop: 0:90:69:8e:b1:1b
  Next-hop type: unicast               Index: 132      Reference: 4    
  Next-hop interface: fxp0.0       

Destination:  default
  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: none 
  Next-hop type: reject                Index: 14       Reference: 1    

Destination:  127.0.0.1/32
  Route type: interface             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Nexthop: 127.0.0.1
  Next-hop type: local                 Index: 320      Reference: 1   

... 

Routing table: private1__.inet [Index 1] 
Internet:

Destination:  default
  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Next-hop type: reject                Index: 46       Reference: 1    

Destination:  10.0.0.0/8
  Route type: interface             
  Route reference: 0                   Route interface-index: 3   
  Flags: sent to PFE 
  Next-hop type: resolve               Index: 136      Reference: 1    
  Next-hop interface: fxp1.0       

... 

Routing table: iso [Index 0] 
ISO:

Destination:  default
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  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Next-hop type: reject                Index: 38       Reference: 1    

Routing table: inet6 [Index 0] 
Internet6:

Destination:  default
  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Next-hop type: reject                Index: 22       Reference: 1    

Destination:  ff00::/8
  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Next-hop type: multicast discard     Index: 21       Reference: 1    

... 

Routing table: private1__.inet6 [Index 1] 
Internet6:

Destination:  default
  Route type: permanent             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Next-hop type: reject                Index: 54       Reference: 1    

Destination:  fe80::2a0:a5ff:fe3d:375/128
  Route type: interface             
  Route reference: 0                   Route interface-index: 0   
  Flags: sent to PFE 
  Nexthop: fe80::2a0:a5ff:fe3d:375
  Next-hop type: local                 Index: 75       Reference: 1    

... 

show route
forwarding-table
extensive (RPF)

The next example is based on the following configuration, which enables an RPF check

on all routes that are learned from this interface, including the interface route:

so-1/1/0 {
    unit 0 {
        family inet {
            rpf-check;
            address 15.95.1.2/30;
        }
    }
}

user@host> show route forwarding-table extensive
Routing table: inet [Index 0]
Internet:
...
...
Destination:  15.95.1.3/32
  Route type: destination
  Route reference: 0                   Route interface-index: 67
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  Flags: sent to PFE
  Nexthop: 15.95.1.3
  Next-hop type: broadcast             Index: 328      Reference: 1
  Next-hop interface: so-1/1/0.0
  RPF interface: so-1/1/0.0
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show route
forwarding-table
family mpls

user@host> show route forwarding-table family mpls
Routing table: mpls                           
MPLS:
Destination        Type RtRef Next hop          Type Index NhRef Netif
default            perm     0                   rjct    19     1
0                  user     0                   recv    18     3
1                  user     0                   recv    18     3
2                  user     0                   recv    18     3
100000             user     0 10.31.1.6         swap  100001     fe-1/1/0.0  
800002             user     0                   Pop              vt-0/3/0.32770 

vt-0/3/0.32770 (VPLS)
                   user     0                   indr   351     4
                                                Push 800000, Push 100002(top) 
so-0/0/0.0 

show route
forwarding-table
family vpls

user@host> show route forwarding-table family vpls
Routing table: green.vpls                     
VPLS:
Destination        Type RtRef Next hop          Type Index NhRef Netif
default            dynm     0                   flood   353     1
default            perm     0                   rjct    298     1
fe-0/1/0.0         dynm     0                   flood   355     1
00:90:69:0c:20:1f/48              <<<<<Remote CE

                   dynm     0                   indr   351     4
                                                Push 800000, Push 100002(top) 
so-0/0/0.0  
00:90:69:85:b0:1f/48              <<<<<<Local CE

                   dynm     0                   ucst   354     2 fe-0/1/0.0 

show route
forwarding-table
family vpls extensive

user@host> show route forwarding-table family vpls extensive
Routing table: green.vpls [Index 2]
VPLS:

Destination:  default
  Route type: dynamic
  Route reference: 0                   Route interface-index: 72
  Flags: sent to PFE 
  Next-hop type: flood                 Index: 289      Reference: 1
  Next-hop type: unicast               Index: 291      Reference: 3
  Next-hop interface: fe-0/1/3.0
  Next-hop type: unicast               Index: 290      Reference: 3
  Next-hop interface: fe-0/1/2.0

Destination:  default
  Route type: permanent
  Route reference: 0                   Route interface-index: 0
  Flags: none 
  Next-hop type: discard               Index: 341      Reference: 1

Destination:  fe-0/1/2.0
  Route type: dynamic
  Route reference: 0                   Route interface-index: 69
  Flags: sent to PFE 
  Next-hop type: flood                 Index: 293      Reference: 1
  Next-hop type: indirect              Index: 363      Reference: 4
  Next-hop type: Push 800016
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  Next-hop interface: at-1/0/1.0
  Next-hop type: indirect              Index: 301      Reference: 5
  Next hop: 10.31.3.2
  Next-hop type: Push 800000
  Next-hop interface: fe-0/1/1.0
  Next-hop type: unicast               Index: 291      Reference: 3
  Next-hop interface: fe-0/1/3.0

Destination:  fe-0/1/3.0
  Route type: dynamic
  Route reference: 0                   Route interface-index: 70
  Flags: sent to PFE 
  Next-hop type: flood                 Index: 292      Reference: 1
  Next-hop type: indirect              Index: 363      Reference: 4
  Next-hop type: Push 800016
  Next-hop interface: at-1/0/1.0
  Next-hop type: indirect              Index: 301      Reference: 5
  Next hop: 10.31.3.2
  Next-hop type: Push 800000
  Next-hop interface: fe-0/1/1.0
  Next-hop type: unicast               Index: 290      Reference: 3
  Next-hop interface: fe-0/1/2.0

Destination:  10:00:00:01:01:01/48
  Route type: dynamic
  Route reference: 0                   Route interface-index: 70
  Flags: sent to PFE, prefix load balance
  Next-hop type: unicast               Index: 291      Reference: 3
  Next-hop interface: fe-0/1/3.0
  Route used as destination:
    Packet count:         6640    Byte count:      675786
  Route used as source
    Packet count:         6894    Byte count:      696424

Destination:  10:00:00:01:01:04/48
  Route type: dynamic
  Route reference: 0                   Route interface-index: 69
  Flags: sent to PFE, prefix load balance
  Next-hop type: unicast               Index: 290      Reference: 3
  Next-hop interface: fe-0/1/2.0
  Route used as destination:
    Packet count:           96    Byte count:        8079
  Route used as source:
    Packet count:          296    Byte count:       24955

Destination:  10:00:00:01:03:05/48
  Route type: dynamic
  Route reference: 0                   Route interface-index: 74
  Flags: sent to PFE, prefix load balance  
  Next-hop type: indirect              Index: 301      Reference: 5
  Next hop: 10.31.3.2
  Next-hop type: Push 800000
  Next-hop interface: fe-0/1/1.0

show route
forwarding-table table
default

user@host> show route forwarding-table table default
Routing table: default.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    36     2
0.0.0.0/32         perm     0                    dscd    34     1
10.0.60.0/30       user     0 10.0.60.13         ucst   713     5 fe-0/1/3.0
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10.0.60.12/30      intf     0                    rslv   688     1 fe-0/1/3.0
10.0.60.12/32      dest     0 10.0.60.12         recv   686     1 fe-0/1/3.0
10.0.60.13/32      dest     0 0:5:85:8b:bc:22    ucst   713     5 fe-0/1/3.0
10.0.60.14/32      intf     0 10.0.60.14         locl   687     2
10.0.60.14/32      dest     0 10.0.60.14         locl   687     2
10.0.60.15/32      dest     0 10.0.60.15         bcst   685     1 fe-0/1/3.0
10.0.67.12/30      user     0 10.0.60.13         ucst   713     5 fe-0/1/3.0
10.0.80.0/30       ifdn     0 ff.3.0.21          ucst   676     1 so-0/0/1.0
10.0.80.0/32       dest     0 10.0.80.0          recv   678     1 so-0/0/1.0
10.0.80.2/32       user     0                    rjct    36     2
10.0.80.2/32       intf     0 10.0.80.2          locl   675     1
10.0.80.3/32       dest     0 10.0.80.3          bcst   677     1 so-0/0/1.0
10.0.90.12/30      intf     0                    rslv   684     1 fe-0/1/0.0
10.0.90.12/32      dest     0 10.0.90.12         recv   682     1 fe-0/1/0.0
10.0.90.14/32      intf     0 10.0.90.14         locl   683     2
10.0.90.14/32      dest     0 10.0.90.14         locl   683     2
10.0.90.15/32      dest     0 10.0.90.15         bcst   681     1 fe-0/1/0.0
10.5.0.0/16        user     0 192.168.187.126    ucst   324    15 fxp0.0
10.10.0.0/16       user     0 192.168.187.126    ucst   324    15 fxp0.0
10.13.10.0/23      user     0 192.168.187.126    ucst   324    15 fxp0.0
10.84.0.0/16       user     0 192.168.187.126    ucst   324    15 fxp0.0
10.150.0.0/16      user     0 192.168.187.126    ucst   324    15 fxp0.0
10.157.64.0/19     user     0 192.168.187.126    ucst   324    15 fxp0.0
10.209.0.0/16      user     0 192.168.187.126    ucst   324    15 fxp0.0

...

Routing table: default.iso
ISO:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    60     1

Routing table: default.inet6
Internet6:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct    44     1
::/128             perm     0                    dscd    42     1
ff00::/8           perm     0                    mdsc    43     1
ff02::1/128        perm     0 ff02::1            mcst    39     1

Routing table: default.mpls
MPLS:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    dscd    50     1

show route
forwarding-table table
logical-system-name/routing-instance-name

user@host> show route forwarding-table table R4/vpn-red
Logical system: R4 
Routing table: vpn-red.inet
Internet:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct   563     1
0.0.0.0/32         perm     0                    dscd   561     2
1.0.0.1/32         user     0                    dscd   561     2
2.0.2.0/24         intf     0                    rslv   771     1 ge-1/2/0.3
2.0.2.0/32         dest     0 2.0.2.0            recv   769     1 ge-1/2/0.3
2.0.2.1/32         intf     0 2.0.2.1            locl   770     2
2.0.2.1/32         dest     0 2.0.2.1            locl   770     2
2.0.2.2/32         dest     0 0.4.80.3.0.1b.c0.d5.e4.bd.0.1b.c0.d5.e4.bc.8.0
                                                 ucst   789     1 ge-1/2/0.3
2.0.2.255/32       dest     0 2.0.2.255          bcst   768     1 ge-1/2/0.3
224.0.0.0/4        perm     1                    mdsc   562     1
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224.0.0.1/32       perm     0 224.0.0.1          mcst   558     1
255.255.255.255/32 perm     0                    bcst   559     1

Logical system: R4
Routing table: vpn-red.iso
ISO:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct   608     1

Logical system: R4
Routing table: vpn-red.inet6
Internet6:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    rjct   708     1
::/128             perm     0                    dscd   706     1
ff00::/8           perm     0                    mdsc   707     1
ff02::1/128        perm     0 ff02::1            mcst   704     1

Logical system: R4
Routing table: vpn-red.mpls
MPLS:
Destination        Type RtRef Next hop           Type Index NhRef Netif
default            perm     0                    dscd   638 

show route
forwarding-table vpn

user@host> show route forwarding-table vpn VPN-A
      Routing table:: VPN-A.inet 
Internet: 
      Destination        Type RtRef Nexthop           Type Index NhRef Netif 
      default            perm     0                   rjct     4     4 
      10.39.10.20/30     intf     0 ff.3.0.21         ucst    40     1 
      so-0/0/0.0 
      10.39.10.21/32     intf     0 10.39.10.21       locl    36     1 
      10.255.14.172/32   user     0                   ucst    69     2 
      so-0/0/0.0 
      10.255.14.175/32   user     0                   indr    81     3 
                                                      Push 100004, Push 
      100004(top) so-1/0/0.0 
      224.0.0.0/4        perm     2                   mdsc     5     3 
      224.0.0.1/32       perm     0 224.0.0.1         mcst     1     8 
      224.0.0.5/32       user     1 224.0.0.5         mcst     1     8 
      255.255.255.255/32 perm     0                   bcst     2     3 
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show route label

Syntax show route label label
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route label label
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.5 for EX Series switches.

Description Display the routes based on a specified Multiprotocol Label Switching (MPLS) label

value.

Options label—Value of the MPLS label.

brief | detail | extensive | terse—(Optional) Display the specified level of output. If you do

not specify a level of output, the system defaults to brief.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show route label on page 1134
show route label detail on page 1134
show route label extensive on page 1134
show route label terse on page 1134

Output Fields For information about output fields, see the output field table for the show route

command, the show route detail command, the show route extensive command, or the

show route terse command.
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Sample Output

show route label user@host> show route label 100016

mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both
100016             *[VPN/170] 03:25:41
                    > to 10.12.80.1 via ge-6/3/2.0, Pop 

showroute labeldetail user@host> show route label 100016 detail

mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete
100016 (1 entry, 1 announced)
        *VPN    Preference: 170
                Next-hop reference count: 2
                Source: 10.12.80.1
                Next hop: 10.12.80.1 via ge-6/3/2.0, selected
                Label operation: Pop      
                State: <Active Int Ext>
                Local AS:     1 
                Age: 3:23:31 
                Task: BGP.0.0.0.0+179
                Announcement bits (1): 0-KRT 
                AS path: 100 I
                Ref Cnt: 2

show route label
extensive

The output for the show route label extensive command is identical to that of the show

route labeldetailcommand. For sample output, seeshowroute labeldetailonpage1134.

show route label terse user@host> show route label 100016 terse

mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
Restart Complete
+ = Active Route, - = Last Active, * = Both

A Destination        P Prf   Metric 1   Metric 2  Next hop        AS path
* 100016             V 170                       >10.12.80.1
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show route table

Syntax show route table routing-table-name
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route table routing-table-name
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display the route entries in a particular routing table.

Options brief | detail | extensive | terse—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

routing-table-name—Display route entries for all routing tables whose name begins with

this string (for example, inet.0 and inet6.0 are both displayed when you run the show

route table inet command).

Required Privilege
Level

view

Related
Documentation

show route summary•

List of Sample Output show route table bgp.l2.vpn on page 1137
show route table bgp.l3vpn.0 on page 1137
show route table bgp.l3vpn.0 detail on page 1137
show route table bgp.rtarget.0 (When Proxy BGP Route Target Filtering Is
Configured) on page 1138
show route table inet.0 on page 1139
show route table inet6.0 on page 1139
show route table inet6.3 on page 1139
show route table inetflow detail on page 1139
show route table l2circuit.0 on page 1140
show route tablempls on page 1140
show route tablempls extensive on page 1141
show route tablempls.0 on page 1141
show route tablempls.0 (RSVP Route—Transit LSP) on page 1141
show route table vpls_1 detail on page 1142
show route table vpn-a on page 1142
show route table vpn-a.mdt.0 on page 1142
show route table VPN-A detail on page 1143
show route table VPN-AB.inet.0 on page 1143
show route table VPN_blue.mvpn-inet6.0 on page 1143
show route table VPN-A detail on page 1144
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show route table inetflow detail on page 1144

Output Fields For information about output fields, see the output field tables for the show route

command, the show route detail command, the show route extensive command, or the

show route terse command.
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Sample Output

show route table
bgp.l2.vpn

user@host> show route table bgp.l2.vpn
bgp.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.168.24.1:1:4:1/96
                   *[BGP/170] 01:08:58, localpref 100, from 192.168.24.1
                      AS path: I
                    > to 10.0.16.2 via fe-0/0/1.0, label-switched-path am

show route table
bgp.l3vpn.0

user@host> show route table bgp.l3vpn.0
      bgp.l3vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden) 
      + = Active Route, - = Last Active, * = Both 

      10.255.71.15:100:10.255.71.17/32 
                         *[BGP/170] 00:03:59, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100020, Push 100011(top) 
      10.255.71.15:200:10.255.71.18/32 
                         *[BGP/170] 00:03:59, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100021, Push 100011(top)

show route table
bgp.l3vpn.0 detail

user@host> show route table bgp.l3vpn.0 detail
bgp.l3vpn.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)

10.255.245.12:1:4.0.0.0/8 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182449
         Protocol next hop: 10.255.245.12
         Push 182449
         Indirect next hop: 863a630 297
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
         AS path: 30 10458 14203 2914 3356 I (Atomic) Aggregator: 3356 4.68.0.11

         Communities: 2914:420 target:11111:1 origin:56:78
         VPN Label: 182449
         Localpref: 100
          Router ID: 10.255.245.12

10.255.245.12:1:4.17.225.0/24 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182465
         Protocol next hop: 10.255.245.12
         Push 182465
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         Indirect next hop: 863a8f0 305
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
AS path: 30 10458 14203 2914 11853 11853 11853 6496 6496 6496 6496 6496 6496 I
                Communities: 2914:410 target:12:34 target:11111:1 origin:12:34
                VPN Label: 182465  
                Localpref: 100
                Router ID: 10.255.245.12

10.255.245.12:1:4.17.226.0/23 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182465
         Protocol next hop: 10.255.245.12
         Push 182465
         Indirect next hop: 86bd210 330
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
         AS path: 30 10458 14203 2914 11853 11853 11853 6496 6496 6496 6496 6496

         6496 I
         Communities: 2914:410 target:12:34 target:11111:1 origin:12:34
         VPN Label: 182465
         Localpref: 100
         Router ID: 10.255.245.12

10.255.245.12:1:4.17.251.0/24 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182465
         Protocol next hop: 10.255.245.12
         Push 182465
         Indirect next hop: 86bd210 330
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
         AS path: 30 10458 14203 2914 11853 11853 11853 6496 6496 6496 6496 6496

         6496 I
         Communities: 2914:410 target:12:34 target:11111:1 origin:12:34
         VPN Label: 182465
         Localpref: 100 

show route table
bgp.rtarget.0 (When

user@host> show route table bgp.rtarget.o
bgp.rtarget.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = BothProxy BGP Route
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100:100:100/96                
                   *[RTarget/5] 00:03:14

Target Filtering Is
Configured)

                      Type Proxy
                        for 10.255.165.103
                        for 10.255.166.124
                      Local

showroute table inet.0 user@host> show route table inet.0
inet.0: 12 destinations, 12 routes (11 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0          *[Static/5] 00:51:57
                    > to 111.222.5.254 via fxp0.0
1.0.0.1/32         *[Direct/0] 00:51:58
                    > via at-5/3/0.0
1.0.0.2/32         *[Local/0] 00:51:58
                     Local
12.12.12.21/32     *[Local/0] 00:51:57
                     Reject
13.13.13.13/32     *[Direct/0] 00:51:58
                    > via t3-5/2/1.0
13.13.13.14/32     *[Local/0] 00:51:58
                     Local
13.13.13.21/32     *[Local/0] 00:51:58
                     Local
13.13.13.22/32     *[Direct/0] 00:33:59
                    > via t3-5/2/0.0
127.0.0.1/32        [Direct/0] 00:51:58
                    > via lo0.0
111.222.5.0/24     *[Direct/0] 00:51:58
                    > via fxp0.0
111.222.5.81/32    *[Local/0] 00:51:58
                     Local

show route table
inet6.0

user@host> show route table inet6.0
inet6.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Route, * = Both

fec0:0:0:3::/64 *[Direct/0] 00:01:34
>via fe-0/1/0.0

fec0:0:0:3::/128 *[Local/0] 00:01:34
>Local

fec0:0:0:4::/64 *[Static/5] 00:01:34
>to fec0:0:0:3::ffff via fe-0/1/0.0

show route table
inet6.3

user@router> show route table inet6.3
inet6.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

::10.255.245.195/128
                   *[LDP/9] 00:00:22, metric 1
                    > via so-1/0/0.0
::10.255.245.196/128
                   *[LDP/9] 00:00:08, metric 1
                    > via so-1/0/0.0, Push 100008
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show route table
inetflow detail

user@host> show route table inetflow detail
inetflow.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
10.12.44.1,*/48 (1 entry, 1 announced) 
        *BGP    Preference: 170/-101
                Next-hop reference count: 2
                State: **Active Ext>
                Local AS: 65002 Peer AS: 65000
                Age: 4 
                Task: BGP_65000.10.12.99.5+3792
                Announcement bits (1): 0-Flow 
                AS path: 65000 I
                Communities: traffic-rate:0:0
                Validation state: Accept, Originator: 10.12.99.5
                Via: 10.12.44.0/24, Active
                Localpref: 100
                Router ID: 10.255.71.161

10.12.56.1,*/48 (1 entry, 1 announced)  
        *Flow   Preference: 5
                Next-hop reference count: 2
                State: **Active>
                Local AS: 65002 
                Age: 6:30 
                Task: RT Flow
                Announcement bits (2): 0-Flow 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: 1:1

show route table
l2circuit.0

user@host> show route table l2circuit.0
l2circuit.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.1.1.195:NoCtrlWord:1:1:Local/96
                   *[L2CKT/7] 00:50:47
                    > via so-0/1/2.0, Push 100049
                      via so-0/1/3.0, Push 100049
10.1.1.195:NoCtrlWord:1:1:Remote/96
                   *[LDP/9] 00:50:14
                      Discard
10.1.1.195:CtrlWord:1:2:Local/96
                   *[L2CKT/7] 00:50:47
                    > via so-0/1/2.0, Push 100049
                      via so-0/1/3.0, Push 100049
10.1.1.195:CtrlWord:1:2:Remote/96
                   *[LDP/9] 00:50:14
                      Discard

show route tablempls user@host> show route tablempls
mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 00:13:55, metric 1
                      Receive
1                  *[MPLS/0] 00:13:55, metric 1
                      Receive
2                  *[MPLS/0] 00:13:55, metric 1
                      Receive
1024               *[VPN/0] 00:04:18 
                      to table red.inet.0, Pop 
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show route tablempls
extensive

user@host> show route tablempls extensive
100000 (1 entry, 1 announced)
TSI:
KRT in-kernel 100000 /36 -> {so-1/0/0.0}
        *LDP    Preference:   9
                Next hop:  via so-1/0/0.0, selected
                Pop
                State: <Active Int>
                Age: 29:50      Metric: 1
                Task: LDP
                Announcement bits (1): 0-KRT
                AS path: I
                Prefixes bound to route: 10.0.0.194/32

show route table
mpls.0

user@host> show route tablempls.0
mpls.0: 11 destinations, 11 routes (11 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 00:45:09, metric 1
                      Receive
1                  *[MPLS/0] 00:45:09, metric 1
                      Receive
2                  *[MPLS/0] 00:45:09, metric 1
                      Receive
100000             *[L2VPN/7] 00:43:04
                    > via so-0/1/0.1, Pop
100001             *[L2VPN/7] 00:43:03
                    > via so-0/1/0.2, Pop       Offset: 4
100002             *[LDP/9] 00:43:22, metric 1
                      via so-0/1/2.0, Pop
                    > via so-0/1/3.0, Pop
100002(S=0)        *[LDP/9] 00:43:22, metric 1
                      via so-0/1/2.0, Pop
                    > via so-0/1/3.0, Pop
100003             *[LDP/9] 00:43:22, metric 1
                    > via so-0/1/2.0, Swap 100002
                      via so-0/1/3.0, Swap 100002
100004             *[LDP/9] 00:43:16, metric 1
                      via so-0/1/2.0, Swap 100049
                    > via so-0/1/3.0, Swap 100049
so-0/1/0.1         *[L2VPN/7] 00:43:04
                    > via so-0/1/2.0, Push 100001, Push 100049(top)
                      via so-0/1/3.0, Push 100001, Push 100049(top)
so-0/1/0.2         *[L2VPN/7] 00:43:03
                      via so-0/1/2.0, Push 100000, Push 100049(top) Offset: -4
                    > via so-0/1/3.0, Push 100000, Push 100049(top) Offset: -4

show route table
mpls.0 (RSVP
Route—Transit LSP)

user@host> show route tablempls.0

mpls.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 00:37:31, metric 1
                      Receive
1                  *[MPLS/0] 00:37:31, metric 1
                      Receive
2                  *[MPLS/0] 00:37:31, metric 1
                      Receive
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13                 *[MPLS/0] 00:37:31, metric 1
                      Receive
300352             *[RSVP/7/1] 00:08:00, metric 1
                    > to 8.64.0.106 via ge-1/0/1.0, label-switched-path lsp1_p2p
300352(S=0)        *[RSVP/7/1] 00:08:00, metric 1
                    > to 8.64.0.106 via ge-1/0/1.0, label-switched-path lsp1_p2p
300384             *[RSVP/7/2] 00:05:20, metric 1
                    > to 8.64.1.106 via ge-1/0/0.0, Pop      
300384(S=0)        *[RSVP/7/2] 00:05:20, metric 1
                    > to 8.64.1.106 via ge-1/0/0.0, Pop

showroute tablevpls_1
detail

user@host> show route table vpls_1 detail
vpls_1.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Restart Complete

1.1.1.11:1000:1:1/96 (1 entry, 1 announced)
*L2VPN Preference: 170/-1
Receive table: vpls_1.l2vpn.0
Next-hop reference count: 2
State: <Active Int Ext>
Age: 4:29:47 Metric2: 1
Task: vpls_1-l2vpn
Announcement bits (1): 1-BGP.0.0.0.0+179
AS path: I
Communities: Layer2-info: encaps:VPLS, control flags:Site-Down
Label-base: 800000, range: 8, status-vector: 0xFF

showroutetablevpn-a user@host> show route table vpn-a
vpn-a.l2vpn.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)

+ = Active Route, - = Last Active, * = Both
192.168.16.1:1:1:1/96
                   *[VPN/7] 05:48:27
                     Discard
192.168.24.1:1:2:1/96
                   *[BGP/170] 00:02:53, localpref 100, from 192.168.24.1
                      AS path: I
                    > to 10.0.16.2 via fe-0/0/1.0, label-switched-path am
192.168.24.1:1:3:1/96
                   *[BGP/170] 00:02:53, localpref 100, from 192.168.24.1
                      AS path: I
                    > to 10.0.16.2 via fe-0/0/1.0, label-switched-path am

show route table
vpn-a.mdt.0

user@host> show route table vpn-a.mdt.0
vpn-a.mdt.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:1:0:10.255.14.216:232.1.1.1/144               
                   *[MVPN/70] 01:23:05, metric2 1
                      Indirect
1:1:1:10.255.14.218:232.1.1.1/144               
                   *[BGP/170] 00:57:49, localpref 100, from 10.255.14.218
                      AS path: I
                    > via so-0/0/0.0, label-switched-path r0e-to-r1
1:1:2:10.255.14.217:232.1.1.1/144               
                   *[BGP/170] 00:57:49, localpref 100, from 10.255.14.217
                      AS path: I
> via so-0/0/1.0, label-switched-path r0-to-r2
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show route table
VPN-A detail

user@host> show route table VPN-A detail
VPN-AB.inet.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
10.255.179.9/32 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 10.255.179.13:200
                Next hop type: Indirect
                Next-hop reference count: 5
                Source: 10.255.179.13
                Next hop type: Router, Next hop index: 732
                Next hop: 10.39.1.14 via fe-0/3/0.0, selected
                Label operation: Push 299824, Push 299824(top)
                Protocol next hop: 10.255.179.13
                Push 299824
                Indirect next hop: 8f275a0 1048574
                State: (Secondary Active Int Ext)
                Local AS: 1 Peer AS: 1
                Age: 3:41:06 Metric: 1 Metric2: 1 
                Task: BGP_1.10.255.179.13+64309
                Announcement bits (2): 0-KRT 1-BGP RT Background 
                AS path: I
                Communities: target:1:200 rte-type:0.0.0.0:1:0
                Import Accepted
                VPN Label: 299824 TTL Action: vrf-ttl-propagate
                Localpref: 100
                Router ID: 10.255.179.13
                Primary Routing Table bgp.l3vpn.0

show route table
VPN-AB.inet.0

user@host> show route table VPN-AB.inet.0
      VPN-AB.inet.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden) 
      + = Active Route, - = Last Active, * = Both 

      10.39.1.0/30       *[OSPF/10] 00:07:24, metric 1 
                          > via so-7/3/1.0 
      10.39.1.4/30       *[Direct/0] 00:08:42 
                          > via so-5/1/0.0 
      10.39.1.6/32       *[Local/0] 00:08:46 
                           Local 
      10.255.71.16/32    *[Static/5] 00:07:24 
                          > via so-2/0/0.0 
      10.255.71.17/32    *[BGP/170] 00:07:24, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100020, Push 100011(top) 
      10.255.71.18/32    *[BGP/170] 00:07:24, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100021, Push 100011(top) 
      10.255.245.245/32  *[BGP/170] 00:08:35, localpref 100 
                            AS path: 2 I 
                          > to 10.39.1.5 via so-5/1/0.0 
      10.255.245.246/32  *[OSPF/10] 00:07:24, metric 1 
                          > via so-7/3/1.0 

show route table
VPN_blue.mvpn-inet6.0

user@host> show route table VPN_blue.mvpn-inet6.0
vpn_blue.mvpn-inet6.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:10.255.2.202:65535:10.255.2.202/432
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                   *[BGP/170] 00:02:37, localpref 100, from 10.255.2.202
                      AS path: I
                    > via so-0/1/3.0
1:10.255.2.203:65535:10.255.2.203/432
                   *[BGP/170] 00:02:37, localpref 100, from 10.255.2.203
                      AS path: I
                    > via so-0/1/0.0
1:10.255.2.204:65535:10.255.2.204/432
                   *[MVPN/70] 00:57:23, metric2 1
                      Indirect
5:10.255.2.202:65535:128:::192.168.90.2:128:ffff::1/432
                   *[BGP/170] 00:02:37, localpref 100, from 10.255.2.202
                      AS path: I
                    > via so-0/1/3.0
6:10.255.2.203:65535:65000:128:::10.12.53.12:128:ffff::1/432
                   *[PIM/105] 00:02:37
                      Multicast (IPv6)
7:10.255.2.202:65535:65000:128:::192.168.90.2:128:ffff::1/432
                   *[MVPN/70] 00:02:37, metric2 1
                      Indirect

show route table
VPN-A detail

user@host> show route table VPN-A detail
VPN-AB.inet.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
10.255.179.9/32 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 10.255.179.13:200
                Next hop type: Indirect
                Next-hop reference count: 5
                Source: 10.255.179.13
                Next hop type: Router, Next hop index: 732
                Next hop: 10.39.1.14 via fe-0/3/0.0, selected
                Label operation: Push 299824, Push 299824(top)
                Protocol next hop: 10.255.179.13
                Push 299824
                Indirect next hop: 8f275a0 1048574
                State: (Secondary Active Int Ext)
                Local AS: 1 Peer AS: 1
                Age: 3:41:06 Metric: 1 Metric2: 1 
                Task: BGP_1.10.255.179.13+64309
                Announcement bits (2): 0-KRT 1-BGP RT Background 
                AS path: I
                Communities: target:1:200 rte-type:0.0.0.0:1:0
                Import Accepted
                VPN Label: 299824 TTL Action: vrf-ttl-propagate
                Localpref: 100
                Router ID: 10.255.179.13
                Primary Routing Table bgp.l3vpn.0

show route table
inetflow detail

user@host> show route table inetflow detail
inetflow.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
10.12.44.1,*/48 (1 entry, 1 announced) 
        *BGP    Preference: 170/-101
                Next-hop reference count: 2
                State: **Active Ext>
                Local AS: 65002 Peer AS: 65000
                Age: 4 
                Task: BGP_65000.10.12.99.5+3792
                Announcement bits (1): 0-Flow 
                AS path: 65000 I
                Communities: traffic-rate:0:0
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                Validation state: Accept, Originator: 10.12.99.5
                Via: 10.12.44.0/24, Active
                Localpref: 100
                Router ID: 10.255.71.161

10.12.56.1,*/48 (1 entry, 1 announced)  
        *Flow   Preference: 5
                Next-hop reference count: 2
                State: **Active>
                Local AS: 65002 
                Age: 6:30 
                Task: RT Flow
                Announcement bits (2): 0-Flow 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: 1:1

user@PE1> show route table green.l2vpn.0 (VPLS Multihoming with FEC 129)
green.l2vpn.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1.1.1.2:100:1.1.1.2/96 AD             
                   *[VPLS/170] 1d 03:11:03, metric2 1
                         Indirect
1.1.1.4:100:1.1.1.4/96 AD             
                   *[BGP/170] 1d 03:11:02, localpref 100, from 1.1.1.4
                      AS path: I, validation-state: unverified
                    >    via ge-1/2/1.5
1.1.1.2:100:1:0/96 MH             
                   *[VPLS/170] 1d 03:11:03, metric2 1
                         Indirect
1.1.1.4:100:1:0/96 MH             
                   *[BGP/170] 1d 03:11:02, localpref 100, from 1.1.1.4
                      AS path: I, validation-state: unverified
                    >    via ge-1/2/1.5
1.1.1.4:NoCtrlWord:5:100:100:1.1.1.2:1.1.1.4/176               
                   *[VPLS/7] 1d 03:11:02, metric2 1
                    >    via ge-1/2/1.5
1.1.1.4:NoCtrlWord:5:100:100:1.1.1.4:1.1.1.2/176               
                   *[LDP/9] 1d 03:11:02
                         Discard
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Draft Rosen MVPN Operational
Commands
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show pimmdt

Syntax show pimmdt instance instance-name
<brief | detail | extensive>
<incoming | outgoing>
<logical-system (all | logical-system-name)>
<range>

Release Information Command introduced before Junos OS Release 7.4.

Description Display information about Protocol Independent Multicast (PIM) default multicast

distribution tree (MDT) and the data MDTs in a Layer 3 VPN environment for a routing

instance.

Options instance instance-name—Display information about data-MDTs for a specific PIM-enabled

routing instance.

brief | detail | extensive—(Optional) Display the specified level of output.

incoming | outgoing—(Optional) Display incoming or outgoing multicast data tunnels,

respectively.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

range—(Optional) Display information about an IP address with optional prefix length

representing a particular multicast group.

Required Privilege
Level

view

List of Sample Output show pimmdt instance on page 1150
show pimmdt instance detail on page 1150
show pimmdt instance extensive on page 1150
show pimmdt instance incoming on page 1150
show pimmdt instance outgoing on page 1151
show pimmdt instance (SSMMode) on page 1151

Output Fields Table 53 on page 1148 describes the output fields for theshowpimmdtcommand. Output

fields are listed in the approximate order in which they appear.

Table 53: show pimmdt Output Fields

Level of OutputField DescriptionField Name

All levelsName of the routing instance.Instance

All levelsDirection the tunnel faces, from the router's perspective: Outgoing or Incoming.Tunnel direction

All levelsMode the tunnel is operating in: PIM-SSM or PIM-ASM.Tunnel mode
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Table 53: show pimmdt Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsDefault multicast group address using this tunnel.Default group
address

All levelsDefault multicast source address using this tunnel.Default source
address

All levelsDefault multicast tunnel interface.Default tunnel
interface

All levelsAddress used as the source address for outgoing PIM control messages.Default tunnel
source

detailCustomer-facing multicast group address using this tunnel. If you enable dynamic
reuse of data MDT group addresses, more than one group address can use the same
data MDT.

C-Group

detailIP address of the multicast source in the customer's address space. If you enable
dynamic reuse of data MDT group addresses, more than one source address can use
the same data MDT.

C-Source

detailService provider-facing multicast group address using this tunnel.P-Group

detailMulticast data tunnel interface that set up the data-MDT tunnel.Data tunnel
interface

detailLast known rate, in kilobits per second, at which the tunnel was forwarding traffic.Last known
forwarding rate

detailRate, in kilobits per second, above which a data-MDT tunnel is created and below
which it is deleted.

Configured
threshold rate

detailTime that this data-MDT tunnel has existed. The format is hours:minutes:seconds.Tunnel uptime
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Sample Output

showpimmdt instance user@host> show pimmdt instance VPN-A
Instance: PIM.VPN-A
Tunnel direction: Outgoing
Default group address: 239.1.1.1
Default tunnel interface: mt-1/1/0.32768
Default tunnel source: 192.168.7.1

C-group address   C-source address   P-group address    Data tunnel interface
235.1.1.2         192.168.195.74     228.0.0.0          mt-1/1/0.32769

Instance: PIM.VPN-A
Tunnel direction: Incoming
Default group address: 239.1.1.1
Default tunnel interface: mt-1/1/0.49152

showpimmdt instance
detail

user@host> show pimmdt instance VPN-A detail
Instance: PIM.VPN-A
Tunnel direction: Outgoing
Default group address: 239.1.1.1
Default tunnel interface: mt-1/1/0.32768
Default tunnel source: 192.168.7.1

C-Group: 235.1.1.2
    C-Source: 192.168.195.74
    P-Group : 228.0.0.0
    Data tunnel interface      : mt-1/1/0.32769
    Last known forwarding rate : 48 kbps (6 kBps)
    Configured threshold rate  : 10 kbps
    Tunnel uptime              : 00:00:34

Instance: PIM.VPN-A
Tunnel direction: Incoming
Default group address: 239.1.1.1
Default tunnel interface: mt-1/1/0.49152

showpimmdt instance
extensive

user@host> show pimmdt instance VPN-A extensive
Instance: PIM.VPN-A
Tunnel direction: Outgoing
Default group address: 239.1.1.1
Default tunnel interface: mt-1/1/0.32768
Default tunnel source: 192.168.7.1

C-Group: 235.1.1.2
    C-Source: 192.168.195.74
    P-Group : 228.0.0.0
    Data tunnel interface      : mt-1/1/0.32769
    Last known forwarding rate : 48 kbps (6 kBps)
    Configured threshold rate  : 10 kbps
    Tunnel uptime              : 00:00:41

Instance: PIM.VPN-A
Tunnel direction: Incoming
Default group address: 239.1.1.1
Default tunnel interface: mt-1/1/0.49152
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showpimmdt instance
incoming

user@host> show pimmdt instance VPN-A incoming
Instance: PIM.VPN-A
Tunnel direction: Incoming
Default group address: 239.1.1.1
Default tunnel interface: mt-1/1/0.49152

showpimmdt instance
outgoing

user@host> show pimmdt instance VPN-A outgoing
Instance: PIM.VPN-A
Tunnel direction: Outgoing
Default group address: 239.1.1.1
Default tunnel interface: mt-1/1/0.32768
Default tunnel source: 192.168.7.1

C-group address   C-source address   P-group address    Data tunnel interface
235.1.1.2         192.168.195.74     228.0.0.0          mt-1/1/0.32769

showpimmdt instance
(SSMMode)

user@host> show pimmdt instance vpn-a
Instance: PIM.vpn-a
Tunnel direction: Outgoing
Tunnel mode: PIM-SSM
Default group address: 232.1.1.1      
Default source address: 10.255.14.216
Default tunnel interface: mt-1/3/0.32769 
Default tunnel source: 192.168.7.1

Instance: PIM.vpn-a
Tunnel direction: Incoming
Tunnel mode: PIM-SSM
Default group address: 232.1.1.1      
Default source address: 10.255.14.217  
Default tunnel interface: mt-1/3/0.49153 

Instance: PIM.vpn-a
Tunnel direction: Incoming
Tunnel mode: PIM-SSM
Default group address: 232.1.1.1      
Default source address: 10.255.14.218  
Default tunnel interface: mt-1/3/0.49153
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show pimmdt data-mdt-joins

Syntax show pimmdt data-mdt-joins
<logical-system (all | logical-system-name)> instance instance-name

Release Information Command introduced in Junos OS Release 11.2.

Description In a draft-rosen Layer 3 multicast virtual private network (MVPN) configured with service

provider tunnels, display the advertisements of new multicast distribution tree (MDT)

group addresses cached by the provider edge (PE) routers in the specified VPN routing

and forwarding (VRF) instance that is configured to use the Protocol Independent

Multicast (PIM) protocol.

Options instance instance-name—Display data MDT join packets cached by PE routers in a specific

PIM instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

NOTE: Draft-rosenmulticastVPNsarenot supported in a logical system
environmenteventhoughtheconfigurationstatementscanbeconfigured
under the logical-systems hierarchy.

Required Privilege
Level

view

Related
Documentation

Understanding Data MDTs on page 525•

• Example: Configuring Data MDTs and Provider Tunnels Operating in Source-Specific

Multicast Mode on page 527

• Example: Configuring Data MDTs and Provider Tunnels Operating in Any-Source

Multicast Mode on page 537

List of Sample Output show pimmdt data-mdt-joins on page 1153

Output Fields Table 54 on page 1152 describes the output fields for the show pimmdt data-mdt-joins

command. Output fields are listed in the approximate order in which they appear.

Table 54: show pimmdt data-mdt-joins Output Fields

Field DescriptionField Name

IPv4 group address in the address space of the customer’s VPN-specific PIM-enabled routing instance
of the multicast traffic destination. This 32-bit value is carried in the C-group field of the MDT join TLV
packet.

C-Group

IPv4 address in the address space of the customer’s VPN-specific PIM-enabled routing instance of the
multicast traffic source. This 32-bit value is carried in the C-source field of the MDT join TLV packet.

C-Source
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Table 54: show pimmdt data-mdt-joins Output Fields (continued)

Field DescriptionField Name

IPv4 group address in the service provider’s address space of the new data MDT that the PE router will
use to encapsulate the VPN multicast traffic flow (C-Source, C-Group). This 32-bit value is carried in
the P-group field of the MDT join TLV packet.

P-Group

IPv4 address of the PE router.P-Source

Timeout, in seconds, remaining for this cache entry. When the cache entry is created, this field is set to
180 seconds. After an entry times out, the PE router deletes the entry from its cache and prunes itself
off the data MDT.

Timeout

Sample Output

show pimmdt
data-mdt-joins

user@host show pimmdt data-mdt-joins instance VPN-A
C-Source         C-Group          P-Source         P-Group          Timeout
20.2.15.9        225.1.1.2        20.0.0.5         239.10.10.0      172      
20.2.15.9        225.1.1.3        20.0.0.5         239.10.10.1      172     
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show pimmdt data-mdt-limit

Syntax show pimmdt data-mdt-limit instance instance-name
<logical-system (all | logical-system-name)>

Release Information Command introduced in Junos OS Release 12.2.

Description Display the maximum number configured and the currently active data multicast

distribution trees (MDTs) for a specific VPN routing and forwarding (VRF) instance.

Options instance instance-name—Display data MDT information for the specified VRF instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

NOTE: Draft-rosenmulticastVPNsarenot supported in a logical system
environmenteventhoughtheconfigurationstatementscanbeconfigured
under the logical-systems hierarchy.

Required Privilege
Level

view

Related
Documentation

Understanding Data MDTs on page 525•

• Example: Configuring Data MDTs and Provider Tunnels Operating in Source-Specific

Multicast Mode on page 527

• Example: Configuring Data MDTs and Provider Tunnels Operating in Any-Source

Multicast Mode on page 537

List of Sample Output show pimmdt data-mdt-limit on page 1155

Output Fields Table 55 on page 1154 describes the output fields for the show pimmdt data-mdt-limit

command. Output fields are listed in the approximate order in which they appear.

Table 55: show pimmdt data-mdt-limit Output Fields

Field DescriptionField Name

Maximum number of data MDTs created in this VRF instance. If the number is 0, no data MDTs are
created for this VRF instance.

MaximumData
Tunnels

Active number of data MDTs in this VRF instance.ActiveDataTunnels
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Sample Output

show pimmdt
data-mdt-limit

user@host show pimmdt data-mdt-limit instance VPN-A
Maximum Data Tunnels                 10
Active Data Tunnels                   2
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show pimmvpn

Syntax show pimmvpn
<logical-system (all | logical-system-name)>

Release Information Command introduced in Junos OS Release 9.4.

Description Display information about multicast virtual private network (MVPN) instances.

Options logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show pimmvpn on page 1156

Output Fields Table 56 on page 1156 describes the output fields for theshowpimmvpncommand. Output

fields are listed in the approximate order in which they appear.

Table 56: show pimmvpnOutput Fields

Level of OutputField DescriptionField Name

All levelsName of the routing instance.Instance

All levelsMulticast group address configured for the default multicast distribution tree.VPN-Group

All levelsMode the tunnel is operating in: PIM-MVPN, NGEN-MVPN, NGEN-TRANSITION
or None.

Mode

All levelsType of tunnel: PIM-SSM, PIM-SM, NGEN PMSI, or None (VRF-only).

If NGEN-PMSI is displayed, enter the showmvpn instance command for more
information.

Tunnel

Sample Output

show pimmvpn user@host> show pimmvpn
Instance              VPN-Group           Mode                 Tunnel
PIM.ce1               232.1.1.1           PIM-MVPN             PIM-SSM
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clear amt statistics

Syntax clear amt statistics
<instance instance-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced in JUNOS Release 10.2.

Description Clear Automatic Multicast Tunneling (AMT) statistics.

Options none—Clear the multicast statistics for all AMT tunnel interfaces.

instance instance-name—(Optional) Clear AMT multicast statistics for the specified

instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

clear

Related
Documentation

show amt statistics on page 1160•

List of Sample Output clear amt statistics on page 1158

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear amt statistics user@host> clear amt statistics
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clear amt tunnel

Syntax clear amt tunnel
<gateway gateway-ip-addr> <port port-number>
<instance instance-name>
<logical-system (all | logical-system-name)>
<statistics>
<tunnel-interface interface-name>

Release Information Command introduced in JUNOS Release 10.2.

Description Clear the Automatic Multicast Tunneling (AMT) multicast state. Optionally, clear AMT

protocol statistics.

Options none—Clear multicast state for all AMT tunnel interfaces.

gateway gateway-ip-addr port port-number—(Optional) Clear the AMT multicast state

for the specified gateway address. If no port is specified, clear the AMT multicast

state for all AMT gateways with the given IP address.

instance instance-name—(Optional) Clear the AMT multicast state for the specified

instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

statistics—(Optional) Clear multicast statistics for all AMT tunnels or for specified tunnels.

tunnel-interface interface-name—(Optional) Clear the AMT multicast state for the specified

AMT tunnel interface.

Required Privilege
Level

clear

Related
Documentation

show amt tunnel on page 1165•

List of Sample Output clear amt tunnel on page 1159
clear amt tunnel statistics gateway-address on page 1159

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear amt tunnel user@host> clear amt tunnel

clear amt tunnel
statistics
gateway-address

user@host> clear amt tunnel statistics gateway-address 100.31.1.21 port 4000
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show amt statistics

Syntax show amt statistics
<instance instance-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced in JUNOS Release 10.2.

Description Display information about the Automatic Multicast Tunneling (AMT) protocol tunnel

statistics.

Options none—Display summary information about all AMT Protocol tunnels.

instance instance-name—(Optional) Display information for the specified instance only.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear amt statistics on page 1158•

• show amt summary on page 1163

• show amt tunnel on page 1165

List of Sample Output show amt statistics on page 1162

Output Fields Table 57 on page 1160 describes the output fields for the show amt statistics command.

Output fields are listed in the approximate order in which they appear.

Table 57: show amt statistics Output Fields

Field DescriptionField Name

Summary of AMT statistics for messages received on all interfaces.

• AMT relay discovery—Number of AMT relay discovery messages received.

• AMTmembership request—Number of AMT membership request messages received.

• AMTmembership update—Number of AMT membership update messages received.

AMT receivemessage
count

Summary of AMT statistics for messages sent on all interfaces.

• AMT relay advertisement—Number of AMT relay advertisement messages sent.

• AMTmembership query—Number of AMT membership query messages sent.

AMT sendmessage
count
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Table 57: show amt statistics Output Fields (continued)

Field DescriptionField Name

Summary of AMT statistics for error messages received on all interfaces.

• AMT incomplete packet—Number of messages received with length errors so severe that further
classification could not occur.

• AMT invalidmac—Number of messages received with an invalid message authentication code
(MAC).

• AMT unexpected type—Number of messages received with an unknown message type specified.

• AMT invalid relay discovery address—Number of AMT relay discovery messages received with an
address other than the configured anycast address.

• AMTinvalidmembership requestaddress—Number of AMT membership request messages received
with an address other than the configured AMT local address.

• AMT invalidmembership update address—Number of AMT membership update messages received
with an address other than the configured AMT local address.

• AMT incomplete relay discoverymessages—Number of AMT relay discovery messages received that
are not fully formed.

• AMT incompletemembership requestmessages—Number of AMT membership request messages
received that are not fully formed.

• AMT incompletemembership updatemessages—Number of AMT membership update messages
received that are not fully formed.

• AMT no active gateway—Number of AMT membership update messages received for a tunnel that
does not exist for the gateway that sent the message.

• AMT invalid inner header checksum—Number of AMT membership update messages received with
an invalid IP checksum.

• AMT gateways timed out—Number of gateways that timed out because of inactivity.

AMT error message
count
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Sample Output

show amt statistics user@host> show amt statistics

AMT receive message count
AMT relay advertisement                      :           2
AMT membership request                       :           5
AMT membership update                        :           5

AMT send message count
AMT relay advertisement                      :           2
AMT membership query                         :           5

AMT error message count
AMT incomplete packet                        :           0
AMT invalid mac                              :           0
AMT unexpected type                          :           0
AMT invalid relay discovery address          :           0
AMT invalid membership request address       :           0
AMT invalid membership update address        :           0
AMT incomplete relay discovery messages      :           0
AMT incomplete membership request messages   :           0
AMT incomplete membership update messages    :           0
AMT no active gateway                        :           0
AMT invalid inner header checksum            :           0
AMT gateways timed out                       :           0
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show amt summary

Syntax show amt summary
<instance instance-name>
<logical-system (all | logical-system-name)>

Release Information Command introduced in JUNOS Release 10.2.

Description Display summary information about the Automatic Multicast Tunneling (AMT) protocol.

Options none—Display summary information about all AMT protocol instances.

instance instance-name—(Optional) Display information for the specified instance only.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

Related
Documentation

clear amt tunnel on page 1159•

• show amt statistics on page 1160

• show amt tunnel on page 1165

List of Sample Output show amt summary on page 1164

Output Fields Table 58 on page 1163 describes the output fields for the show amt summary command.

Output fields are listed in the approximate order in which they appear.

Table 58: show amt summary Output Fields

Level of OutputField DescriptionField Name

All levelsPrefix advertised by unicast routing protocols to route AMT discovery messages to the
router from nearby AMT gateways.

AMT anycast prefix

All levelsAnycast address configured from which the anycast prefix is derived.AMT anycast
address

All levelsLocal unique AMT relay IP address configured. Used to send AMT relay advertisement
messages, it is the IP source address of AMT control messages and the source address
of the data tunnel encapsulation.

AMT local address

All levelsMaximum number of AMT tunnels that can be created.AMT tunnel limit

All levelsNumber of active AMT tunnel interfaces.active tunnels
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Sample Output

show amt summary user@host> show amt summary
 AMT anycast prefix : 20.0.0.4/32
 AMT anycast address : 20.0.0.4
 AMT local address : 20.0.0.4
 AMT tunnel limit : 1000, active tunnels : 2 
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show amt tunnel

Syntax show amt tunnel
<brief | detail>
<gateway-address gateway-ip-address> <port port-number>
<instance instance-name>
<logical-system (all | logical-system-name)>
<tunnel-interface interface-name>

Release Information Command introduced in JUNOS Release 10.2.

Description Display information about the Automatic Multicast Tunneling (AMT) dynamic tunnels.

Options none—Display summary information about all AMT protocol instances.

brief | detail—(Optional) Display the specified level of detail.

gateway-address gateway-ip-address port port-number—(Optional) Display information

for the specified AMT gateway only. If no port is specified, display information for all

AMT gateways with the given IP address.

instance instance-name—(Optional) Display information for the specified instance only.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

tunnel-interface interface-name—(Optional) Display information for the specified AMT

tunnel interface only.

Required Privilege
Level

view

Related
Documentation

clear amt tunnel on page 1159•

• show amt statistics on page 1160

• show amt summary on page 1163

List of Sample Output show amt tunnel on page 1167
show amt tunnel detail on page 1167
show amt tunnel tunnel-interface on page 1167
show amt tunnel gateway-address on page 1167
show amt tunnel gateway-address detail on page 1168

Output Fields Table 59 on page 1165 describes the output fields for the show amt tunnel command.

Output fields are listed in the approximate order in which they appear.

Table 59: show amt tunnel Output Fields

Level of OutputField DescriptionField Name

All levelsAddress of the AMT gateway that is being connected by the AMT tunnel.AMT gateway
address
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Table 59: show amt tunnel Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsClient port used by the AMT tunnel.port

All levelsDynamically created AMT logical interfaces used by the AMT tunnel in the format
ud-FPC/PIC/Port.unit.

AMT tunnel
interface

All levelsState of the AMT tunnel. The state is normally Active.

• Active—The tunnel is active.

• Pending—The tunnel creation is pending. This is a transient state.

• Down—The tunnel is in the down state.

• Graceful restart pending—Graceful restart is in progress.

• Reviving—The routing protocol daemon or Routing Engine was restarted (not
gracefully). The tunnel remains in the reviving state until the AMT gateway sends a
control message. When the message is received the tunnel is moved to the Active
state. If no message is received before the AMT tunnel inactivity timer expires, the
tunnel is deleted.

AMT tunnel state

All levelsNumber of seconds since the most recent control message was received from an AMT
gateway. If no message is received before the AMT tunnel inactivity timer expires, the
tunnel is deleted.

AMT tunnel
inactivity timeout

All levelsNumber of multicast groups using the tunnel.Number of groups

detailMulticast group address or addresses using the tunnel.Group

detailMulticast source address for each IGMPv3 group using the tunnel.Include Source

All levelsStatistics for AMT messages:

• AMTRequest—Number of AMT relay tunnel request messages received.

• AMTmembership update—Number of AMT membership update messages received.

AMTmessage
count
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Sample Output

show amt tunnel user@host> show amt tunnel
AMT gateway address : 11.11.11.2, port : 2268
 AMT tunnel interface : ud-5/1/10.1120256
 AMT tunnel state : Active
 AMT tunnel inactivity timeout : 15
 Number of groups : 1

AMT message count:
AMT Request    AMT membership update
2              2 

showamttunneldetail user@host> show amt tunnel detail
AMT gateway address : 11.11.11.2, port : 2268
 AMT tunnel interface : ud-5/3/10.1120512
 AMT tunnel state : Active
 AMT tunnel inactivity timeout : 62
 Number of groups : 1
  Group: 226.2.3.2

AMT message count:
AMT Request    AMT membership update
2              2 

 AMT gateway address : 11.11.11.3, port : 2268
 AMT tunnel interface : ud-5/2/10.1120513
 AMT tunnel state : Active
 AMT tunnel inactivity timeout : 214
 Number of groups : 1
  Group: 226.2.3.3

AMT message count:
AMT Request    AMT membership update
2              2 

show amt tunnel
tunnel-interface

user@host> show amt tunnel tunnel-interface ud-5/3/10.1120512
 AMT gateway address : 11.11.11.2, port : 2268
 AMT tunnel interface : ud-5/3/10.1120512
 AMT tunnel state : Active
 AMT tunnel inactivity timeout : 145
 Number of groups : 1

AMT message count:
AMT Request    AMT membership update
2              2 

show amt tunnel
gateway-address

user@host> show amt tunnel gateway-address 11.11.11.3 port 2268
AMT gateway address : 11.11.11.3, port : 2268
 AMT tunnel interface : ud-5/2/10.1120513
 AMT tunnel state : Active
 AMT tunnel inactivity timeout : 214
 Number of groups : 1
  Group: 226.2.3.3

AMT message count:
AMT Request    AMT membership update
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2              2 

show amt tunnel
gateway-address
detail

user@host> show amt tunnel gateway-address 11.11.11.2 detail
AMT gateway address : 11.11.11.2, port : 2268
 AMT tunnel interface : ud-5/3/10.1120512
 AMT tunnel state : Active
 AMT tunnel inactivity timeout : 234
 Number of groups : 1
  Group: 226.2.3.2

AMT message count:
AMT Request    AMT membership update
2              2 
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CHAPTER 39

Session Announcement Protocol
Operational Commands
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show sap listen

Syntax show sap listen
<brief | detail>
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Description Display the addresses that the router is listening to in order to receive multicast Session

Announcement Protocol (SAP) session announcements.

Options none—Display standard information about the addresses that the router is listening to

in order to receive multicast SAP session announcements.

brief | detail—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show sap listen on page 1170
show sap listen brief on page 1170
show sap listen detail on page 1170

Output Fields Table 60 on page 1170 describes the output fields for theshowsaplistencommand. Output

fields are listed in the approximate order in which they appear.

Table 60: show sap listen Output Fields

Field DescriptionField Name

Address of the group that the local router is listening to for SAP messages.Group address

UDP port number used for SAP.Port

Sample Output

show sap listen user@host> show sap listen
Group address   Port
224.2.127.254   9875
239.255.255.255 9875

show sap listen brief The output for the show sap listen brief command is identical to that for the show sap

listen command. For sample output, see show sap listen on page 1170.

show sap listen detail The output for the show sap listen detail command is identical to that for the show sap

listen command. For sample output, see show sap listen on page 1170.
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MSDP Operational Commands
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showmsdp

Syntax showmsdp
<brief | detail>
<instance instance-name>
<logical-system (all | logical-system-name)>
<peer peer-address>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display Multicast Source Discovery Protocol (MSDP) information.

Options none—Display standard MSDP information for all routing instances.

brief | detail—(Optional) Display the specified level of output.

instance instance-name—(Optional) Display information for the specified instance only.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

peer peer-address—(Optional) Display information about the specified peer only,

Required Privilege
Level

view

Related
Documentation

showmsdp source on page 1174•

• showmsdp source-active on page 1176

• showmsdp statistics on page 1179

List of Sample Output showmsdp on page 1173
showmsdp brief on page 1173
showmsdp detail on page 1173

Output Fields Table 61 on page 1172 describes the output fields for the showmsdp command. Output

fields are listed in the approximate order in which they appear.

Table 61: showmsdpOutput Fields

Level of OutputField DescriptionField Name

All levelsIP address of the peer.Peer address

All levelsLocal address of the peer.Local address

All levelsStatus of the MSDP connection: Listen, Established, or Inactive.State

All levelsTime at which the most recent peer-state change occurred.Last up/down
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Table 61: showmsdpOutput Fields (continued)

Level of OutputField DescriptionField Name

All levelsPeer group name.Peer-Group

All levelsNumber of source-active cache entries advertised by each peer that were
accepted, compared to the number that were received, in the format
number-accepted/number-received.

SA Count

detailNumber of peer connection retries.Peer Connect Retries

detailNumber of seconds before another message is sent to a peer.State timer expires

detailNumber of seconds to wait for a response from the peer before the peer is
declared unavailable.

Peer Times out

detailNumber of entries in the source-active cache accepted from the peer.SA accepted

detailNumber of entries in the source-active cache received by the peer.SA received

Sample Output

showmsdp user@host> showmsdp
Peer address    Local address   State       Last up/down Peer-Group SA Count
198.32.8.193    198.32.8.195    Established  5d 19:25:44 North23    120/150 
198.32.8.194    198.32.8.195    Established  3d 19:27:27 North23    300/345  
198.32.8.196    198.32.8.195    Established  5d 19:39:36 North23    10/13 
198.32.8.197    198.32.8.195    Established  5d 19:32:27 North23    5/6 
198.32.8.198    198.32.8.195    Established  3d 19:33:04 North23    2305/3000 

showmsdp brief The output for the showmsdp brief command is identical to that for the showmsdp

command. For sample output, see showmsdp on page 1173.

showmsdp detail user@host> showmsdp detail
Peer: 10.255.70.15
Local address: 10.255.70.19
State: Established
Peer Connect Retries: 0
State timer expires: 22
Peer Times out: 49
SA accepted: 0
SA received: 0
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showmsdp source

Syntax showmsdp source
<instance instance-name>
<logical-system (all | logical-system-name)>
<source-address>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display multicast sources learned from Multicast Source Discovery Protocol (MSDP).

Options none—Display standard MSDP source information for all routing instances.

instance instance-name—(Optional) Display information for the specified instance only.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

source-address—(Optional) IP address and optional prefix length. Display information

for the specified source address only.

Required Privilege
Level

view

Related
Documentation

showmsdp on page 1172•

• showmsdp source-active on page 1176

• showmsdp statistics on page 1179

List of Sample Output showmsdp source on page 1175
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Output Fields Table 62 on page 1175 describes the output fields for the showmsdp source command.

Output fields are listed in the approximate order in which they appear.

Table 62: showmsdp source Output Fields

Field DescriptionField Name

IP address of the source.Source address

Length of the prefix for this IP address./Len

Discovery method for this multicast source:

• Configured—Source-active limit explicitly configured for this
source.

• Dynamic—Source-active limit established when this source was
discovered.

Type

Source-active limit applied to this source.Maximum

Source-active threshold applied to this source.Threshold

Number of source-active messages received from this source
exceeding the established maximum.

Exceeded

Sample Output

showmsdp source user@host> showmsdp source
Source address /Len   Type      Maximum   Threshold    Exceeded
0.0.0.0        /0     Configured        5      none       0
10.1.0.0       /16    Configured      500      none       0
10.1.1.1       /32    Configured    10000      none       0
10.1.1.2       /32    Dynamic        6936      none       0
10.1.5.5       /32    Dynamic         500      none         123
10.2.1.1       /32    Dynamic           2      none       0
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showmsdp source-active

Syntax showmsdp source-active
<brief | detail>
<group group>
<instance instance-name>
<local>
<logical-system (all | logical-system-name)>
<originator originator>
<peer peer-address>
<source source-address>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display the Multicast Source Discovery Protocol (MSDP) source-active cache.

Options none—Display standard MSDP source-active cache information for all routing instances.

brief | detail—(Optional) Display the specified level of output.

groupgroup—(Optional) Display source-active cache information for the specified group.

instance instance-name—(Optional) Display information for the specified instance.

local—(Optional) Display all source-active caches originated by this router.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

originator originator—(Optional) Display information about the peer that originated the

source-active cache entries.

peer peer-address—(Optional) Display the source-active cache of the specified peer.

sourcesource-address—(Optional) Display the source-active cache of the specified source.

Required Privilege
Level

view

Related
Documentation

showmsdp on page 1172•

• showmsdp source on page 1174

• showmsdp statistics on page 1179

List of Sample Output showmsdp source-active on page 1178
showmsdp source-active brief on page 1178
showmsdp source-active detail on page 1178
showmsdp source-active source on page 1178

Output Fields Table 63 on page 1177 describes the output fields for the showmsdp source-active

command. Output fields are listed in the approximate order in which they appear.
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Table 63: showmsdp source-active Output Fields

Field DescriptionField Name

Number of times all peers have exceeded configured active source limits.Global active
source limit
exceeded

Configured number of active source messages accepted by the device.Global active
source limit
maximum

Configured threshold for applying random early discard (RED) to drop some
but not all MSDP active source messages.

Global active
source limit
threshold

Threshold at which a warning message is logged (percentage of the number of
active source messages accepted by the device).

Global active
source limit
log-warning

Time (in seconds) between consecutive log messages.Global active
source limit log
interval

Multicast address of the group.Group address

IP address of the source.Source address

IP address of the peer.Peer address

Router ID configured on the source of the rendezvous point (RP) that originated
the message, or the loopback address when the router ID is not configured.

Originator

Flags: Accept, Reject, or Filtered.Flags
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Sample Output

showmsdp
source-active

user@host> showmsdp source-active
Group address   Source address  Peer address    Originator      Flags
230.0.0.0       192.168.195.46  local           10.255.14.30    Accept
230.0.0.1       192.168.195.46  local           10.255.14.30    Accept
230.0.0.2       192.168.195.46  local           10.255.14.30    Accept
230.0.0.3       192.168.195.46  local           10.255.14.30    Accept
230.0.0.4       192.168.195.46  local           10.255.14.30    Accept

showmsdp
source-active brief

The output for the showmsdp source-active brief command is identical to that for the

showmsdp source-active command. For sample output, see showmsdp source-active
on page 1178.

showmsdp
source-active detail

The output for the showmsdp source-active detail command is identical to that for the

showmsdp source-active command. For sample output, see showmsdp source-active
on page 1178.

showmsdp
source-active source

user@host> showmsdp source-active source 192.168.215.246
Global active source limit exceeded: 0
Global active source limit maximum: 25000
Global active source limit threshold: 24000
Global active source limit log-warning: 100
Global active source limit log interval: 0

Group address   Source address  Peer address    Originator      Flags
226.2.2.1       192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.3       192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.4       192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.5       192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.7       192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.10      192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.11      192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.13      192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.14      192.168.215.246 10.255.182.140  10.255.182.140  Accept
226.2.2.15      192.168.215.246 10.255.182.140  10.255.182.140  Accept
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showmsdp statistics

Syntax showmsdp statistics
<instance instance-name>
<logical-system (all | logical-system-name)>
<peer peer-address>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display statistics about Multicast Source Discovery Protocol (MSDP) peers.

Options none—Display statistics about all MSDP peers for all routing instances.

instance instance-name—(Optional) Display statistics about a specific MSDP instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

peer peer-address—(Optional) Display statistics about a particular MSDP peer.

Required Privilege
Level

view

Related
Documentation

clear msdp statistics•

List of Sample Output showmsdp statistics on page 1182
showmsdp statistics peer on page 1182

Output Fields Table 64 on page 1179 describes the output fields for the showmsdpstatistics command.

Output fields are listed in the approximate order in which they appear.

Table 64: showmsdp statistics Output Fields

Field DescriptionField Name

Number of times all peers have exceeded configured active source
limits.

Global active source limit
exceeded

Configured number of active source messages accepted by the
device.

Global active source limit
maximum

Configured threshold for applying random early discard (RED) to
drop some but not all MSDP active source messages.

Global active source limit
threshold

Threshold at which a warning message is logged (percentage of
the number of active source messages accepted by the device).

Global active source limit
log-warning

Time (in seconds) between consecutive log messages.Global active source limit
log interval

Address of peer.Peer
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Table 64: showmsdp statistics Output Fields (continued)

Field DescriptionField Name

How long ago the peer state changed.Last State Change

How long ago the last message was received from the peer.Lastmessage received from
the peer

Number of reverse path forwarding (RPF) failures.RPF Failures

Number of times the remote peer closed.Remote Closes

Number of peer timeouts.Peer Timeouts

Number of source-active messages sent.SAmessages sent

Number of source-active messages received.SAmessages received

Number of source-active request messages sent.SA requestmessages sent

Number of source-active request messages received.SA requestmessages
received

Number of source-active response messages sent.SAresponsemessagessent

Number of source-active response messages received.SA responsemessages
received

Number of times this peer has exceeded configured source-active
limits.

Active source exceeded

Configured number of active source messages accepted by this
peer.

Active sourceMaximum

Configured threshold on this peer for applying random early discard
(RED) to drop some but not all MSDP active source messages.

Active source threshold

Configured threshold on this peer at which a warning message is
logged (percentage of the number of active source messages
accepted by the device).

Active source log-warning

Time (in seconds) between consecutive log messages on this peer.Active source log-interval

Number of keepalive messages sent.Keepalivemessages sent

Number of keepalive messages received.Keepalivemessages
received

Number of unknown messages received.Unknownmessages
received
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Table 64: showmsdp statistics Output Fields (continued)

Field DescriptionField Name

Number of error messages received.Error messages received
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Sample Output

showmsdp statistics user@host> showmsdp statistics
Global active source limit exceeded: 0
Global active source limit maximum: 10
Global active source limit threshold: 8
Global active source limit log-warning: 60
Global active source limit log interval: 60

Peer: 10.255.245.39
Last State Change: 11:54:49 (00:24:59)
Last message received from peer: 11:53:32 (00:26:16)
RPF Failures: 0
Remote Closes: 0
Peer Timeouts: 0
SA messages sent: 376
SA messages received: 459
SA request messages sent: 0
SA request messages received: 0
SA response messages sent: 0
SA response messages received: 0
Active source exceeded: 0
Active source Maximum: 10
Active source threshold: 8
Active source log-warning: 60
Active source log-interval 120
Keepalive messages sent: 17
Keepalive messages received: 19
Unknown messages received: 0
Error messages received: 0

showmsdp statistics
peer

user@host> showmsdp statistics peer 10.255.182.140
Peer: 10.255.182.140
    Last State Change: 8:19:23 (00:01:08)
    Last message received from peer: 8:20:05 (00:00:26)
    RPF Failures: 0
    Remote Closes: 0
    Peer Timeouts: 0
    SA messages sent: 17
    SA messages received: 16
    SA request messages sent: 0
    SA request messages received: 0
    SA response messages sent: 0
    SA response messages received: 0
    Active source exceeded: 20
    Active source Maximum: 10
    Active source threshold: 8
    Active source log-warning: 60
    Active source log-interval: 120
    Keepalive messages sent: 0
    Keepalive messages received: 0
    Unknown messages received: 0
    Error messages received: 0
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showmulticast usage

Syntax showmulticast usage
<brief | detail>
<inet | inet6>
<instance instance-name>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switch and the QFX

Series)

showmulticast usage
<brief | detail>
<inet | inet6>
<instance instance-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

inet6 and instance options introduced in Junos OS Release 10.0 for EX Series switches.

Command introduced in Junos OS Release 11.3 for the QFX Series.

Description Display usage information about the 10 most active Distance Vector Multicast Routing

Protocol (DVMRP) or Protocol Independent Multicast (PIM) groups.

Options none—Display multicast usage information for all supported address families for all

routing instances.

brief | detail—(Optional) Display the specified level of output.

inet | inet6—(Optional) Display usage information for IPv4 or IPv6 family addresses,

respectively.

instance instance-name—(Optional) Display information about the most active DVMRP

or PIM groups for a specific multicast instance.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output showmulticast usage on page 1185
showmulticast usage brief on page 1185
showmulticast usage instance on page 1185
showmulticast usage detail on page 1185

Output Fields Table 65 on page 1183 describes the output fields for the showmulticastusagecommand.

Output fields are listed in the approximate order in which they appear.

Table 65: showmulticast usage Output Fields

Field DescriptionField Name

Name of the routing instance. (Displayed when multicast is configured within
a routing instance.)

Instance
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Table 65: showmulticast usage Output Fields (continued)

Field DescriptionField Name

Group address.Group

Number of sources.Sources

Number of packets that have been forwarded to this prefix. If one or more of
the packets forwarded statistic queries fails or times out, the packets field
displays unavailable.

Packets

Number of bytes that have been forwarded to this prefix. If one or more of the
packets forwarded statistic queries fails or times out, the bytes field displays
unavailable.

Bytes

IP address.Prefix

Prefix length./len

Number of multicast groups.Groups
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Sample Output

showmulticast usage user@host> showmulticast usage
Group           Sources Packets              Bytes
228.0.0.0       1       52847                4439148
239.1.1.1       2       13450                1125530

Prefix          /len Groups Packets              Bytes
10.255.14.144   /32  2      66254                5561304
10.255.70.15    /32  1      43                   3374...

showmulticast usage
brief

The output for the showmulticast usage brief command is identical to that for the show

multicast usage command. For sample output, see showmulticast usage on page 1185.

showmulticast usage
instance

user@host> showmulticast usage instance VPN-A
Group           Sources Packets              Bytes
224.2.127.254   1       5538                 509496
224.0.1.39      1       13                   624
224.0.1.40      1       13                   624

Prefix          /len Groups Packets              Bytes
192.168.195.34  /32  1      5538                 509496
10.255.14.30    /32  1      13                   624
10.255.245.91   /32  1      13                   624
...

showmulticast usage
detail

user@host> showmulticast usage detail
Group           Sources Packets              Bytes
228.0.0.0       1       53159                4465356
    Source: 10.255.14.144   /32 Packets: 53159 Bytes: 4465356
239.1.1.1       2       13450                1125530
    Source: 10.255.14.144   /32 Packets: 13407 Bytes: 1122156
    Source: 10.255.70.15    /32 Packets: 43 Bytes: 3374

Prefix          /len Groups Packets              Bytes
10.255.14.144   /32  2      66566                5587512
    Group: 228.0.0.0       Packets: 53159 Bytes: 4465356
    Group: 239.1.1.1       Packets: 13407 Bytes: 1122156
10.255.70.15    /32  1      43                   3374
    Group: 239.1.1.1       Packets: 43 Bytes: 3374
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show route table

Syntax show route table routing-table-name
<brief | detail | extensive | terse>
<logical-system (all | logical-system-name)>

Syntax (EX Series
Switches)

show route table routing-table-name
<brief | detail | extensive | terse>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Description Display the route entries in a particular routing table.

Options brief | detail | extensive | terse—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

routing-table-name—Display route entries for all routing tables whose name begins with

this string (for example, inet.0 and inet6.0 are both displayed when you run the show

route table inet command).

Required Privilege
Level

view

Related
Documentation

show route summary•

List of Sample Output show route table bgp.l2.vpn on page 1188
show route table bgp.l3vpn.0 on page 1188
show route table bgp.l3vpn.0 detail on page 1188
show route table bgp.rtarget.0 (When Proxy BGP Route Target Filtering Is
Configured) on page 1189
show route table inet.0 on page 1190
show route table inet6.0 on page 1190
show route table inet6.3 on page 1190
show route table inetflow detail on page 1190
show route table l2circuit.0 on page 1191
show route tablempls on page 1191
show route tablempls extensive on page 1192
show route tablempls.0 on page 1192
show route tablempls.0 (RSVP Route—Transit LSP) on page 1192
show route table vpls_1 detail on page 1193
show route table vpn-a on page 1193
show route table vpn-a.mdt.0 on page 1193
show route table VPN-A detail on page 1194
show route table VPN-AB.inet.0 on page 1194
show route table VPN_blue.mvpn-inet6.0 on page 1194
show route table VPN-A detail on page 1195
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show route table inetflow detail on page 1195

Output Fields For information about output fields, see the output field tables for the show route

command, the show route detail command, the show route extensive command, or the

show route terse command.
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Sample Output

show route table
bgp.l2.vpn

user@host> show route table bgp.l2.vpn
bgp.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.168.24.1:1:4:1/96
                   *[BGP/170] 01:08:58, localpref 100, from 192.168.24.1
                      AS path: I
                    > to 10.0.16.2 via fe-0/0/1.0, label-switched-path am

show route table
bgp.l3vpn.0

user@host> show route table bgp.l3vpn.0
      bgp.l3vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden) 
      + = Active Route, - = Last Active, * = Both 

      10.255.71.15:100:10.255.71.17/32 
                         *[BGP/170] 00:03:59, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100020, Push 100011(top) 
      10.255.71.15:200:10.255.71.18/32 
                         *[BGP/170] 00:03:59, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100021, Push 100011(top)

show route table
bgp.l3vpn.0 detail

user@host> show route table bgp.l3vpn.0 detail
bgp.l3vpn.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)

10.255.245.12:1:4.0.0.0/8 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182449
         Protocol next hop: 10.255.245.12
         Push 182449
         Indirect next hop: 863a630 297
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
         AS path: 30 10458 14203 2914 3356 I (Atomic) Aggregator: 3356 4.68.0.11

         Communities: 2914:420 target:11111:1 origin:56:78
         VPN Label: 182449
         Localpref: 100
          Router ID: 10.255.245.12

10.255.245.12:1:4.17.225.0/24 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182465
         Protocol next hop: 10.255.245.12
         Push 182465
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         Indirect next hop: 863a8f0 305
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
AS path: 30 10458 14203 2914 11853 11853 11853 6496 6496 6496 6496 6496 6496 I
                Communities: 2914:410 target:12:34 target:11111:1 origin:12:34
                VPN Label: 182465  
                Localpref: 100
                Router ID: 10.255.245.12

10.255.245.12:1:4.17.226.0/23 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182465
         Protocol next hop: 10.255.245.12
         Push 182465
         Indirect next hop: 86bd210 330
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
         AS path: 30 10458 14203 2914 11853 11853 11853 6496 6496 6496 6496 6496

         6496 I
         Communities: 2914:410 target:12:34 target:11111:1 origin:12:34
         VPN Label: 182465
         Localpref: 100
         Router ID: 10.255.245.12

10.255.245.12:1:4.17.251.0/24 (1 entry, 1 announced)
  *BGP   Preference: 170/-101
         Route Distinguisher: 10.255.245.12:1
         Source: 10.255.245.12
         Next hop: 192.168.208.66 via fe-0/0/0.0, selected
         Label operation: Push 182465
         Protocol next hop: 10.255.245.12
         Push 182465
         Indirect next hop: 86bd210 330
         State: <Active Int Ext>
         Local AS:    35 Peer AS:    35
         Age: 12:19      Metric2: 1 
         Task: BGP_35.10.255.245.12+179
         Announcement bits (1): 0-BGP.0.0.0.0+179 
         AS path: 30 10458 14203 2914 11853 11853 11853 6496 6496 6496 6496 6496

         6496 I
         Communities: 2914:410 target:12:34 target:11111:1 origin:12:34
         VPN Label: 182465
         Localpref: 100 

show route table
bgp.rtarget.0 (When

user@host> show route table bgp.rtarget.o
bgp.rtarget.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = BothProxy BGP Route
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100:100:100/96                
                   *[RTarget/5] 00:03:14

Target Filtering Is
Configured)

                      Type Proxy
                        for 10.255.165.103
                        for 10.255.166.124
                      Local

showroute table inet.0 user@host> show route table inet.0
inet.0: 12 destinations, 12 routes (11 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0          *[Static/5] 00:51:57
                    > to 111.222.5.254 via fxp0.0
1.0.0.1/32         *[Direct/0] 00:51:58
                    > via at-5/3/0.0
1.0.0.2/32         *[Local/0] 00:51:58
                     Local
12.12.12.21/32     *[Local/0] 00:51:57
                     Reject
13.13.13.13/32     *[Direct/0] 00:51:58
                    > via t3-5/2/1.0
13.13.13.14/32     *[Local/0] 00:51:58
                     Local
13.13.13.21/32     *[Local/0] 00:51:58
                     Local
13.13.13.22/32     *[Direct/0] 00:33:59
                    > via t3-5/2/0.0
127.0.0.1/32        [Direct/0] 00:51:58
                    > via lo0.0
111.222.5.0/24     *[Direct/0] 00:51:58
                    > via fxp0.0
111.222.5.81/32    *[Local/0] 00:51:58
                     Local

show route table
inet6.0

user@host> show route table inet6.0
inet6.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Route, * = Both

fec0:0:0:3::/64 *[Direct/0] 00:01:34
>via fe-0/1/0.0

fec0:0:0:3::/128 *[Local/0] 00:01:34
>Local

fec0:0:0:4::/64 *[Static/5] 00:01:34
>to fec0:0:0:3::ffff via fe-0/1/0.0

show route table
inet6.3

user@router> show route table inet6.3
inet6.3: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

::10.255.245.195/128
                   *[LDP/9] 00:00:22, metric 1
                    > via so-1/0/0.0
::10.255.245.196/128
                   *[LDP/9] 00:00:08, metric 1
                    > via so-1/0/0.0, Push 100008
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show route table
inetflow detail

user@host> show route table inetflow detail
inetflow.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
10.12.44.1,*/48 (1 entry, 1 announced) 
        *BGP    Preference: 170/-101
                Next-hop reference count: 2
                State: **Active Ext>
                Local AS: 65002 Peer AS: 65000
                Age: 4 
                Task: BGP_65000.10.12.99.5+3792
                Announcement bits (1): 0-Flow 
                AS path: 65000 I
                Communities: traffic-rate:0:0
                Validation state: Accept, Originator: 10.12.99.5
                Via: 10.12.44.0/24, Active
                Localpref: 100
                Router ID: 10.255.71.161

10.12.56.1,*/48 (1 entry, 1 announced)  
        *Flow   Preference: 5
                Next-hop reference count: 2
                State: **Active>
                Local AS: 65002 
                Age: 6:30 
                Task: RT Flow
                Announcement bits (2): 0-Flow 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: 1:1

show route table
l2circuit.0

user@host> show route table l2circuit.0
l2circuit.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10.1.1.195:NoCtrlWord:1:1:Local/96
                   *[L2CKT/7] 00:50:47
                    > via so-0/1/2.0, Push 100049
                      via so-0/1/3.0, Push 100049
10.1.1.195:NoCtrlWord:1:1:Remote/96
                   *[LDP/9] 00:50:14
                      Discard
10.1.1.195:CtrlWord:1:2:Local/96
                   *[L2CKT/7] 00:50:47
                    > via so-0/1/2.0, Push 100049
                      via so-0/1/3.0, Push 100049
10.1.1.195:CtrlWord:1:2:Remote/96
                   *[LDP/9] 00:50:14
                      Discard

show route tablempls user@host> show route tablempls
mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 00:13:55, metric 1
                      Receive
1                  *[MPLS/0] 00:13:55, metric 1
                      Receive
2                  *[MPLS/0] 00:13:55, metric 1
                      Receive
1024               *[VPN/0] 00:04:18 
                      to table red.inet.0, Pop 
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show route tablempls
extensive

user@host> show route tablempls extensive
100000 (1 entry, 1 announced)
TSI:
KRT in-kernel 100000 /36 -> {so-1/0/0.0}
        *LDP    Preference:   9
                Next hop:  via so-1/0/0.0, selected
                Pop
                State: <Active Int>
                Age: 29:50      Metric: 1
                Task: LDP
                Announcement bits (1): 0-KRT
                AS path: I
                Prefixes bound to route: 10.0.0.194/32

show route table
mpls.0

user@host> show route tablempls.0
mpls.0: 11 destinations, 11 routes (11 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 00:45:09, metric 1
                      Receive
1                  *[MPLS/0] 00:45:09, metric 1
                      Receive
2                  *[MPLS/0] 00:45:09, metric 1
                      Receive
100000             *[L2VPN/7] 00:43:04
                    > via so-0/1/0.1, Pop
100001             *[L2VPN/7] 00:43:03
                    > via so-0/1/0.2, Pop       Offset: 4
100002             *[LDP/9] 00:43:22, metric 1
                      via so-0/1/2.0, Pop
                    > via so-0/1/3.0, Pop
100002(S=0)        *[LDP/9] 00:43:22, metric 1
                      via so-0/1/2.0, Pop
                    > via so-0/1/3.0, Pop
100003             *[LDP/9] 00:43:22, metric 1
                    > via so-0/1/2.0, Swap 100002
                      via so-0/1/3.0, Swap 100002
100004             *[LDP/9] 00:43:16, metric 1
                      via so-0/1/2.0, Swap 100049
                    > via so-0/1/3.0, Swap 100049
so-0/1/0.1         *[L2VPN/7] 00:43:04
                    > via so-0/1/2.0, Push 100001, Push 100049(top)
                      via so-0/1/3.0, Push 100001, Push 100049(top)
so-0/1/0.2         *[L2VPN/7] 00:43:03
                      via so-0/1/2.0, Push 100000, Push 100049(top) Offset: -4
                    > via so-0/1/3.0, Push 100000, Push 100049(top) Offset: -4

show route table
mpls.0 (RSVP
Route—Transit LSP)

user@host> show route tablempls.0

mpls.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0                  *[MPLS/0] 00:37:31, metric 1
                      Receive
1                  *[MPLS/0] 00:37:31, metric 1
                      Receive
2                  *[MPLS/0] 00:37:31, metric 1
                      Receive
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13                 *[MPLS/0] 00:37:31, metric 1
                      Receive
300352             *[RSVP/7/1] 00:08:00, metric 1
                    > to 8.64.0.106 via ge-1/0/1.0, label-switched-path lsp1_p2p
300352(S=0)        *[RSVP/7/1] 00:08:00, metric 1
                    > to 8.64.0.106 via ge-1/0/1.0, label-switched-path lsp1_p2p
300384             *[RSVP/7/2] 00:05:20, metric 1
                    > to 8.64.1.106 via ge-1/0/0.0, Pop      
300384(S=0)        *[RSVP/7/2] 00:05:20, metric 1
                    > to 8.64.1.106 via ge-1/0/0.0, Pop

showroute tablevpls_1
detail

user@host> show route table vpls_1 detail
vpls_1.l2vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, 0 hidden)
Restart Complete

1.1.1.11:1000:1:1/96 (1 entry, 1 announced)
*L2VPN Preference: 170/-1
Receive table: vpls_1.l2vpn.0
Next-hop reference count: 2
State: <Active Int Ext>
Age: 4:29:47 Metric2: 1
Task: vpls_1-l2vpn
Announcement bits (1): 1-BGP.0.0.0.0+179
AS path: I
Communities: Layer2-info: encaps:VPLS, control flags:Site-Down
Label-base: 800000, range: 8, status-vector: 0xFF

showroutetablevpn-a user@host> show route table vpn-a
vpn-a.l2vpn.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)

+ = Active Route, - = Last Active, * = Both
192.168.16.1:1:1:1/96
                   *[VPN/7] 05:48:27
                     Discard
192.168.24.1:1:2:1/96
                   *[BGP/170] 00:02:53, localpref 100, from 192.168.24.1
                      AS path: I
                    > to 10.0.16.2 via fe-0/0/1.0, label-switched-path am
192.168.24.1:1:3:1/96
                   *[BGP/170] 00:02:53, localpref 100, from 192.168.24.1
                      AS path: I
                    > to 10.0.16.2 via fe-0/0/1.0, label-switched-path am

show route table
vpn-a.mdt.0

user@host> show route table vpn-a.mdt.0
vpn-a.mdt.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:1:0:10.255.14.216:232.1.1.1/144               
                   *[MVPN/70] 01:23:05, metric2 1
                      Indirect
1:1:1:10.255.14.218:232.1.1.1/144               
                   *[BGP/170] 00:57:49, localpref 100, from 10.255.14.218
                      AS path: I
                    > via so-0/0/0.0, label-switched-path r0e-to-r1
1:1:2:10.255.14.217:232.1.1.1/144               
                   *[BGP/170] 00:57:49, localpref 100, from 10.255.14.217
                      AS path: I
> via so-0/0/1.0, label-switched-path r0-to-r2
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show route table
VPN-A detail

user@host> show route table VPN-A detail
VPN-AB.inet.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
10.255.179.9/32 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 10.255.179.13:200
                Next hop type: Indirect
                Next-hop reference count: 5
                Source: 10.255.179.13
                Next hop type: Router, Next hop index: 732
                Next hop: 10.39.1.14 via fe-0/3/0.0, selected
                Label operation: Push 299824, Push 299824(top)
                Protocol next hop: 10.255.179.13
                Push 299824
                Indirect next hop: 8f275a0 1048574
                State: (Secondary Active Int Ext)
                Local AS: 1 Peer AS: 1
                Age: 3:41:06 Metric: 1 Metric2: 1 
                Task: BGP_1.10.255.179.13+64309
                Announcement bits (2): 0-KRT 1-BGP RT Background 
                AS path: I
                Communities: target:1:200 rte-type:0.0.0.0:1:0
                Import Accepted
                VPN Label: 299824 TTL Action: vrf-ttl-propagate
                Localpref: 100
                Router ID: 10.255.179.13
                Primary Routing Table bgp.l3vpn.0

show route table
VPN-AB.inet.0

user@host> show route table VPN-AB.inet.0
      VPN-AB.inet.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden) 
      + = Active Route, - = Last Active, * = Both 

      10.39.1.0/30       *[OSPF/10] 00:07:24, metric 1 
                          > via so-7/3/1.0 
      10.39.1.4/30       *[Direct/0] 00:08:42 
                          > via so-5/1/0.0 
      10.39.1.6/32       *[Local/0] 00:08:46 
                           Local 
      10.255.71.16/32    *[Static/5] 00:07:24 
                          > via so-2/0/0.0 
      10.255.71.17/32    *[BGP/170] 00:07:24, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100020, Push 100011(top) 
      10.255.71.18/32    *[BGP/170] 00:07:24, MED 1, localpref 100, from 
      10.255.71.15 
                            AS path: I 
                          > via so-2/1/0.0, Push 100021, Push 100011(top) 
      10.255.245.245/32  *[BGP/170] 00:08:35, localpref 100 
                            AS path: 2 I 
                          > to 10.39.1.5 via so-5/1/0.0 
      10.255.245.246/32  *[OSPF/10] 00:07:24, metric 1 
                          > via so-7/3/1.0 

show route table
VPN_blue.mvpn-inet6.0

user@host> show route table VPN_blue.mvpn-inet6.0
vpn_blue.mvpn-inet6.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1:10.255.2.202:65535:10.255.2.202/432
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                   *[BGP/170] 00:02:37, localpref 100, from 10.255.2.202
                      AS path: I
                    > via so-0/1/3.0
1:10.255.2.203:65535:10.255.2.203/432
                   *[BGP/170] 00:02:37, localpref 100, from 10.255.2.203
                      AS path: I
                    > via so-0/1/0.0
1:10.255.2.204:65535:10.255.2.204/432
                   *[MVPN/70] 00:57:23, metric2 1
                      Indirect
5:10.255.2.202:65535:128:::192.168.90.2:128:ffff::1/432
                   *[BGP/170] 00:02:37, localpref 100, from 10.255.2.202
                      AS path: I
                    > via so-0/1/3.0
6:10.255.2.203:65535:65000:128:::10.12.53.12:128:ffff::1/432
                   *[PIM/105] 00:02:37
                      Multicast (IPv6)
7:10.255.2.202:65535:65000:128:::192.168.90.2:128:ffff::1/432
                   *[MVPN/70] 00:02:37, metric2 1
                      Indirect

show route table
VPN-A detail

user@host> show route table VPN-A detail
VPN-AB.inet.0: 8 destinations, 8 routes (8 active, 0 holddown, 0 hidden)
10.255.179.9/32 (1 entry, 1 announced)
        *BGP    Preference: 170/-101
                Route Distinguisher: 10.255.179.13:200
                Next hop type: Indirect
                Next-hop reference count: 5
                Source: 10.255.179.13
                Next hop type: Router, Next hop index: 732
                Next hop: 10.39.1.14 via fe-0/3/0.0, selected
                Label operation: Push 299824, Push 299824(top)
                Protocol next hop: 10.255.179.13
                Push 299824
                Indirect next hop: 8f275a0 1048574
                State: (Secondary Active Int Ext)
                Local AS: 1 Peer AS: 1
                Age: 3:41:06 Metric: 1 Metric2: 1 
                Task: BGP_1.10.255.179.13+64309
                Announcement bits (2): 0-KRT 1-BGP RT Background 
                AS path: I
                Communities: target:1:200 rte-type:0.0.0.0:1:0
                Import Accepted
                VPN Label: 299824 TTL Action: vrf-ttl-propagate
                Localpref: 100
                Router ID: 10.255.179.13
                Primary Routing Table bgp.l3vpn.0

show route table
inetflow detail

user@host> show route table inetflow detail
inetflow.0: 2 destinations, 2 routes (2 active, 0 holddown, 0 hidden)
10.12.44.1,*/48 (1 entry, 1 announced) 
        *BGP    Preference: 170/-101
                Next-hop reference count: 2
                State: **Active Ext>
                Local AS: 65002 Peer AS: 65000
                Age: 4 
                Task: BGP_65000.10.12.99.5+3792
                Announcement bits (1): 0-Flow 
                AS path: 65000 I
                Communities: traffic-rate:0:0
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                Validation state: Accept, Originator: 10.12.99.5
                Via: 10.12.44.0/24, Active
                Localpref: 100
                Router ID: 10.255.71.161

10.12.56.1,*/48 (1 entry, 1 announced)  
        *Flow   Preference: 5
                Next-hop reference count: 2
                State: **Active>
                Local AS: 65002 
                Age: 6:30 
                Task: RT Flow
                Announcement bits (2): 0-Flow 1-BGP.0.0.0.0+179 
                AS path: I
                Communities: 1:1

user@PE1> show route table green.l2vpn.0 (VPLS Multihoming with FEC 129)
green.l2vpn.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

1.1.1.2:100:1.1.1.2/96 AD             
                   *[VPLS/170] 1d 03:11:03, metric2 1
                         Indirect
1.1.1.4:100:1.1.1.4/96 AD             
                   *[BGP/170] 1d 03:11:02, localpref 100, from 1.1.1.4
                      AS path: I, validation-state: unverified
                    >    via ge-1/2/1.5
1.1.1.2:100:1:0/96 MH             
                   *[VPLS/170] 1d 03:11:03, metric2 1
                         Indirect
1.1.1.4:100:1:0/96 MH             
                   *[BGP/170] 1d 03:11:02, localpref 100, from 1.1.1.4
                      AS path: I, validation-state: unverified
                    >    via ge-1/2/1.5
1.1.1.4:NoCtrlWord:5:100:100:1.1.1.2:1.1.1.4/176               
                   *[VPLS/7] 1d 03:11:02, metric2 1
                    >    via ge-1/2/1.5
1.1.1.4:NoCtrlWord:5:100:100:1.1.1.4:1.1.1.2/176               
                   *[LDP/9] 1d 03:11:02
                         Discard
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clear pgm negative-acknowledgments

Syntax clear pgm negative-acknowledgments

Release Information Command introduced before Junos OS Release 7.4.

Description Clear the Pragmatic General Multicast (PGM) negative acknowledgment (NAK) state

received.

Options This command has no options.

Required Privilege
Level

clear

Related
Documentation

show pgm negative-acknowledgments on page 1201•

List of Sample Output clear pgm negative-acknowledgments on page 1198

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear pgm negative-
acknowledgments

user@host> clear pgm negative-acknowledgments
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clear pgm source-path-messages

Syntax clear pgm source-path-messages

Release Information Command introduced before Junos OS Release 7.4.

Description Clear Pragmatic General Multicast (PGM) source-path messages.

Options This command has no options.

Required Privilege
Level

clear

Related
Documentation

show pgm source-path-messages on page 1203•

List of Sample Output clear pgm source-path-messages on page 1199

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear pgm
source-path-messages

user@host> clear pgm source-path-messages
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clear pgm statistics

Syntax clear pgm statistics

Release Information Command introduced before Junos OS Release 7.4.

Description Clear Pragmatic General Multicast (PGM) statistics.

Options This command has no options.

Required Privilege
Level

clear

Related
Documentation

show pgm statistics on page 1204•

List of Sample Output clear pgm statistics on page 1200

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear pgm statistics user@host> clear pgm statistics
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show pgm negative-acknowledgments

Syntax show pgm negative-acknowledgments

Release Information Command introduced before Junos OS Release 7.4.

Description Display the sent or received Pragmatic General Multicast (PGM) negative

acknowledgments (NAKs), the source-path message (SPM) sequence number being

negatively acknowledged, and the current state of repair.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show pgm negative-acknowledgments on page 1202

Output Fields Table 66 on page 1201 describes the output fields for the show pgm

negative-acknowledgments command. Output fields are listed in the approximate order

in which they appear.

Table 66: show pgm negative-acknowledgments Output Fields

Field DescriptionField Name

Global source identifier (GSI), which combines with the source port to determine the transport session
identifier (TSI).

Global source id

Network layer address of the local system.Network layer address

Source port number, which is combined with the GSI to determine the TSI.Source port

Numeric sequence identifier of the source-path message.SPM sequence number

Range of sequence numbers used by the source for sequentially numbering and transmitting the most
recent packets. The trailing (or left) edge of the transmit window is the sequence number of the oldest
data packet available for repair from a source. The leading (or right) edge of the transmit window is
defined as the sequence number of the most recent data packet a source has transmitted.

Window
(trailing/leading
sequence)

Total number of outstanding negative acknowledgments sent or received by the local system. NAK
packets indicate that a packet in the expected original data sequence has been detected as missing.

• Sequence number—Numeric sequence identifier of the source-path message.

• Group—Group address.

• Source—Multicast source.

• Interface—Interface name.

• Receiver—IP address receiving the multicast.

Outstanding NAKS
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Sample Output

show pgm negative-
acknowledgments

user@host> show pgm negative-acknowledgments
Global source ID: 010203040506 Source port: 1111
      Network layer address: 10.38.0.1
      SPM sequence number: 1
      Window (trailing/leading sequence): 0/1
      Outstanding NAKs:
              Sequence number: 1
              Group: 225.1.1.1
              Source: 192.168.195.121
              Interface: t3-0/2/0:0 Receiver: 10.38.0.10
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show pgm source-path-messages

Syntax show pgm source-path-messages

Release Information Command introduced before Junos OS Release 7.4.

Description Display the Pragmatic General Multicast (PGM) source-path messages received.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show pgm source-path-messages on page 1203

Output Fields Table 67 on page 1203 describes the output fields for the showpgmsource-path-messages

command. Output fields are listed in the approximate order in which they appear.

Table 67: show pgm source-path-messages Output Fields

Field DescriptionField Name

Global source identifier (GSI), which combines with the source port to
determine the transport session identifier (TSI).

Global source ID

Source port number, which combines with the GSI to determine the TSI.Port

Numeric sequence identifier of the source-path message.SPM number

Sequence number of the oldest data packet available for repair from
a source.

Trail number

Sequence number of the most recent data packet a source
has transmitted.

Lead number

Network layer address of the local system.Network layer address

Sample Output

show pgm
source-path-messages

user@host> show pgm source-path-messages
Global source ID  Port SPM number Trail number Lead number Network layer address
010203040506      1111          1            0           1 10.38.0.1
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show pgm statistics

Syntax show pgm statistics

Release Information Command introduced before Junos OS Release 7.4.

Description Display Pragmatic General Multicast (PGM) packet statistics, including general loss and

repair statistics.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show pgm statistics on page 1206

Output Fields Table 68 on page 1204 describes the output fields for the showpgmstatistics command.

Output fields are listed in the approximate order in which they appear.

Table 68: show pgm statistics Output Fields

Field DescriptionField Name

Number of packets received and sent for the following PGM packet types:

• SPM—Number of total source path messages received and sent by the local system. Source path
messages (SPMs) are sent by a source to establish the source path state in network elements and
to provide the transmit-window state to receivers.

• POLL—Total number of poll requests received and sent by the local system.

• POLR—Total number of poll responses received and sent by the local system.

• ODATA—Total number of original data packets received and sent by the local system.

• RDATA—Total number of repair data packets received and sent by the local system. RDATA packets
are generated in response to negative acknowledgments (NAKs), which indicate a missing packet
from the original data sequence.

• NAK—Total number of negative acknowledgments received and sent by the local system. NAK
packets indicate that a packet in the expected original data sequence has been detected as missing.

• NULLNAK—Total number of null negative acknowledgments received and sent by the local system.
NULLNAKs are transmitted by a designated local repairer that receives NAKs redirected to it by
either receivers or network elements to provide flow-control feedback to a source.

• NCF—Total number of NAK confirmations received and sent by the local system. NAK confirmations
are generated in response to NAK packets that are received.

• SPMR—Total number of source path message requests (SPMRs) received and sent by the local
system. SPMRs are used to solicit a source path message from a source in a nonimplosive way.
The typical application is for late-joining receivers to solicit source path messages directly from a
source in order to be able to send NAKs for missing packets, without having to wait for a regularly
scheduled source path message from that source.

• OTHER—Total number of other PGM packets received and sent by the local system.

PGM type, # received,
# sent

Total number of packets received with headers that are shorter than the minimum required PGM
header length.

packets shorter than
minimumPGMheader
length
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Table 68: show pgm statistics Output Fields (continued)

Field DescriptionField Name

Total number of packets received with an incorrect checksum. The checksum field is the 1's
complement of the 1's complement sum of the entire PGM packet, including the header.

packets receivedwith
incorrect check sum

Total number of packets received with a zero checksum. If the computed checksum is zero, it is
transmitted as all ones. A value of zero in this field means that the transmitter generated no checksum.

packets receivedwith
zero check sum

Total number of packets received with an incorrect Transport Service Data Unit (TSDU) length (16
bits).

packets receivedwith
TSDU length incorrect

Total number of packets received with an incorrect source path message length.packets receivedwith
SPM length incorrect

Total number of packets received with an unknown source path message address family indicator
(AFI).

packets receivedwith
unknown SPM address
family

Total number of packets received with an incorrect NAK length.packets receivedwith
NAK length incorrect

Total number of packets received with an unknown NAK address family indicator (AFI).packets receivedwith
unknownNAK address
family

Total number of NAK packets received with an unknown transport session identifier (TSI).packets receivedwith
NAK for unknown TSI

Total number of packets received when NAK is throttled.packets receivedwhen
NAK throttled

Total number of packets received with an incorrect NAK confirmation length.packets receivedwith
NCF length incorrect

Total number of packets received with an unknown NAK confirmation address family indicator (AFI).packets receivedwith
unknownNCF address
family

Total number of NAK confirmation packets received with an unknown transport session identifier
(TSI).

packets receivedwith
NCF for unknown TSI

Total number of packets received with an incorrect RDATA length.packets receivedwith
RDATA length incorrect

Total number of RDATA packets received with an unknown transport session identifier (TSI).packets receivedwith
RDATA for unknownTSI
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Sample Output

show pgm statistics user@host> show pgm statistics
PGM type     # received     # sent
SPM                   0          0
POLL                  0          0
POLR                  0          0
ODATA                 0          0
RDATA                 0          0
NAK                   0          0
NULLNAK               0          0
NCF                   0          0
SPMR                  0          0
OTHER                 0          0

packets shorter than minimum PGM header length  :          0
packets received with incorrect check sum       :          0
packets received with zero check sum            :          0
packets received with TSDU length incorrect     :          0
packets received with SPM length incorrect      :          0
packets received with unknown SPM address family:          0
packets received with NAK length incorrect      :          0
packets received with unknown NAK address family:          0
packets received with NAK for unknown TSI       :          0
packets received when NAK throttled             :          0
packets received with NCF length incorrect      :          0
packets received with unknown NCF address family:          0
packets received with NCF for unknown TSI       :          0
packets received with RDATA length incorrect    :          0
packets received with RDATA for unknown TSI     :          0
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show dvmrp interfaces

Syntax show dvmrp interfaces
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Description Display information about Distance Vector Multicast Routing Protocol (DVMRP)–enabled

interfaces.

Options none—(Same as logical-systemall) Display information about DVMRP-enabled interfaces.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show dvmrp interfaces on page 1209

Output Fields Table 69 on page 1208 describes the output fields for theshowdvmrp interfacescommand.

Output fields are listed in the approximate order in which they appear.

Table 69: show dvmrp interfaces Output Fields

Field DescriptionField Name

Name of the interface.Interface

State of the interface: up or down.State

Whether the interface is a leaf (that is, whether it has no neighbors)
or whether it has neighbors.

Leaf

Interface metric: a value from 1 through 31.Metric

Number of routes the interface is announcing.Announce

DVMRP mode:

• Forwarding—DVMRP does both the routing and the multicast
data forwarding.

• Unicast-routing—DVMRP does only the routing. Forwarding of
the multicast data packets can be done by enabling PIM on the
interface.

Mode
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Sample Output

showdvmrp interfaces user@host> show dvmrp interfaces
Interface State Leaf Metric Announce Mode 
fxp0.0   Up   N   1   4 Forwarding 
fxp1.0   Up   N   1   4 Forwarding 
fxp2.0   Up   N   1   3 Forwarding 
lo0.0    Up   Y   1   0 Unicast-routing
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show dvmrp neighbors

Syntax show dvmrp neighbors
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Description Display information about Distance Vector Multicast Routing Protocol (DVMRP) neighbors.

Options none—(Same as logical-system all) Display information about DVMRP neighbors.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show dvmrp neighbors on page 1211

Output Fields Table 70 on page 1210 describes the output fields for the showdvmrpneighborscommand.

Output fields are listed in the approximate order in which they appear.

Table 70: show dvmrp neighbors Output Fields

Field DescriptionField Name

Address of the neighboring DVMRP router.Neighbor

Interface through which the neighbor is reachable.Interface

Version of DVMRP that the neighbor is running, in the format majorminor.Version

Information about the neighbor:

• 1—One way. The local router has seen the neighbor, but the neighbor has not seen the local router.

• G—Neighbor supports generation ID.

• L—Neighbor is a leaf router.

• M—Neighbor supports mtrace.

• N—Neighbor supports netmask in prune messages and graft messages.

• P—Neighbor supports pruning.

• S—Neighbor supports SNMP.

Flags

Number of routes learned from the neighbor.Routes

How long until the DVMRP neighbor information times out, in seconds.Timeout

Number of generation ID changes that have occurred since the local router learned about the neighbor.Transitions
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Sample Output

showdvmrpneighbors user@host> show dvmrp neighbors
Neighbor        Interface        Version Flags   Routes Timeout Transitions
192.168.1.1    ipip.0             3.255  PGM         3      28           1
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show dvmrp prefix

Syntax show dvmrp prefix
<brief | detail>
<logical-system (all | logical-system-name)>
<prefix>

Release Information Command introduced before Junos OS Release 7.4.

Description Display information about Distance Vector Multicast Routing Protocol (DVMRP) prefixes.

Options none—Display standard information about all DVMRP prefixes.

brief | detail—(Optional) Display the specified level of output.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

prefix—(Optional) Display information about specific prefixes.

Required Privilege
Level

view

List of Sample Output show dvmrp prefix on page 1213
show dvmrp prefix brief on page 1213
show dvmrp prefix detail on page 1213

Output Fields Table 71 on page 1212 describes the output fields for the show dvmrp prefix command.

Output fields are listed in the approximate order in which they appear.

Table 71: show dvmrp prefix Output Fields

Level of OutputField DescriptionField Name

All levelsDVMRP route.Prefix

All levelsNext hop from which the route was learned.Next hop

All levelsLast time that the route was refreshed.Age

detailMulticast group address.multicast-group

detailNumber of prune messages sent to the multicast group.Prunes sent

detailNumber of grafts sent to the multicast group.Grafts sent

detailLifetime of the group in the multicast cache, in seconds.Cache lifetime

detailLifetime remaining and total lifetime of prune messages, in seconds.Prune lifetime
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Sample Output

show dvmrp prefix user@host> show dvmrp prefix
Prefix             Next hop        Age
10.38.0.0      /30 10.38.0.1       00:06:17
10.38.0.4      /30 10.38.0.5       00:06:13
10.38.0.8      /30 10.38.0.2       00:00:04
10.38.0.12     /30 10.38.0.6       00:00:04
10.255.14.114  /32 10.255.14.114   00:06:17
10.255.14.142  /32 10.38.0.2       00:00:04
10.255.14.144  /32 10.38.0.2       00:00:04
10.255.70.15   /32 10.38.0.6       00:00:04
192.168.14.0   /24 192.168.14.114  00:06:17
192.168.195.40 /30 192.168.195.41  00:06:17
192.168.195.92 /30 10.38.0.2       00:00:04

show dvmrp prefix
brief

The output for the show dvmrp prefix brief command is identical to that for the show

dvmrp prefix command.

show dvmrp prefix
detail

user@host> show dvmrp prefix detail
Prefix             Next hop        Age
10.38.0.0      /30 10.38.0.1       00:06:28
10.38.0.4      /30 10.38.0.5       00:06:24
10.38.0.8      /30 10.38.0.2       00:00:15
10.38.0.12     /30 10.38.0.6       00:00:15
10.255.14.114  /32 10.255.14.114   00:06:28
10.255.14.142  /32 10.38.0.2       00:00:15
10.255.14.144  /32 10.38.0.2       00:00:15
10.255.70.15   /32 10.38.0.6       00:00:15
192.168.14.0   /24 192.168.14.114  00:06:28
192.168.195.40 /30 192.168.195.41  00:06:28
192.168.195.92 /30 10.38.0.2       00:00:15
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show dvmrp prunes

Syntax show dvmrp prunes
<all | rx | tx>
<logical-system (all | logical-system-name)>

Release Information Command introduced before Junos OS Release 7.4.

Description Display information about active Distance Vector Multicast Routing Protocol (DVMRP)

prune messages.

Options none—Display received and transmitted DVMRP prune information.

all—(Optional) Display information about all received and transmitted prune messages.

rx—(Optional) Display information about received prune messages.

tx—(Optional) Display information about transmitted prune messages.

logical-system(all | logical-system-name)—(Optional) Perform this operation on all logical

systems or on a particular logical system.

Required Privilege
Level

view

List of Sample Output show dvmrp prunes on page 1215

Output Fields Table 72 on page 1214 describes the output fields for the show dvmrp prunes command.

Output fields are listed in the approximate order in which they appear.

Table 72: show dvmrp prunes Output Fields

Field DescriptionField Name

Group address.Group

Prefix for the prune.Source prefix

How long until the prune message expires, in seconds.Timeout

Neighbor to which the prune was sent or from which the prune was
received.

Neighbor
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Sample Output

show dvmrp prunes user@host> show dvmrp prunes
Group           Source prefix      Timeout Neighbor
224.0.1.1       128.112.0.0    /12    7077 192.168.1.1
224.0.1.32      160.0.0.0      /3     7087 192.168.1.1
224.2.123.4     136.0.0.0      /5     6955 192.168.1.1
224.2.127.1     129.0.0.0      /8     7046 192.168.1.1
224.2.135.86    128.102.128.0  /17    7071 192.168.1.1
224.2.135.86    129.0.0.0      /8     7074 192.168.1.1
224.2.135.86    130.0.0.0      /7     7071 192.168.1.1
...
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