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Introduction

This document describes how system log messages are sent to a Network and Security
Manager (NSM) device. It shows how to enable data plane logging on SRX Series Services
Gateways through NSM and add an SRX Virtual Chassis cluster device to NSM to send
logs over UDP. It also shows how to synchronize the configuration, update the
configuration file, import the configuration file, and generate system logs using the NSM
GUL.

Finally, this document explains how to verify the system log messages in NSM log viewer
and how to use the information.

System Log Messages Overview

A system log message records the following key information:

« List of incoming and outgoing IP flows, including services.

« Security attributes associated with a flow, for example, the policies that apply to traffic
belonging to that flow.

« Sessions, the session timeout value, the active session time, the duration of the active
session, the active traffic on the session, and detailed information specific to sessions.

« Software process that generated the message and a brief description of the operation
or error that occurred.

You can configure the Network and Security Manager (NSM) to send specific system log
messages to an external system log server.

For information about system logs, see the Junos OS System Log Messages Reference.

Related . Sending Data Plane System Log Messages to NSM Overview on page 1

D tati
ocumentation « Example: Configuring a Branch SRX Virtual Chassis to Send Data Plane System Log

Messages to NSM on page 2

Sending Data Plane System Log Messages to NSM Overview

A data plane log message records session details that include the source address,
destination address, and port address. Data plane log messages are sent to the Routing
Engine by default. Using stream mode, you can send the locally stored system log
messages to the Network and Security Manager (NSM) from both the nodes in a Virtual
Chassis. Data plane log messages are sent from every interface, except fxp0, that is tied
to the Routing Engine.

Figure 1 on page 2 illustrates the data plane system log messages sent to NSM.
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Stream mode logging is the high performance method of delivering log messages to the
syslog server. Stream mode logging is recommended if the log rate is high or the CPU
load on the Routing Engine is high.

By default, data plane log messages are not saved to any local log file. To save log files,
you must set the name, format, and category for stream logging in NSM. To forward
specific system log files to a certain server, use the message filter.

System log files can be viewed, using the start monitor default-log-messages command.

. System Log Messages Overview on page 1

. Example: Configuring a Branch SRX Virtual Chassis to Send Data Plane System Log
Messages to NSM on page 2

Example: Configuring a Branch SRX Virtual Chassis to Send Data Plane System Log

Messages to NSM

Requirements

This example shows how to configure a branch SRX Series Virtual Chassis to send data
plane system log messages to the Network and Security Manager (NSM).

This topic includes the following sections:

« Requirements on page 2
« Overview and Topology on page 3

« Configuration on page 3

This example requires the following hardware and software components:

« Juniper Networks branch SRX Series Services Gateways

« SRX Series Services Gateways Virtual Chassis running Junos OS Release 11.4R1.2 or
later

« NSM Release 2011.1 or later system

« SRX Series Services Gateways cluster that is in sync with the Virtual Chassis in NSM
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0 NOTE: This example uses the 2011.1 version of NSM software.

Overview and Topology

Configuration

An SRX Virtual Chassis is a feature that enables in-band management of an SRX Virtual
Chassis from NSM. This allows data plane system log messages to be forwarded to NSM
from either node. The data plane is active regardless of which node has the active control
plane: REO or RE1.

In the absence of an SRX Virtual Chassis, a cluster member must be configured with a
dedicated interface for managing traffic bi-directionally from NSM.

Junos OS Release 11.4R1.2 or later is set up to connect to the cluster from NSM as shown
in Figure 2 on page 3. In this setup, NSM connects to both the primary (REO) and
secondary (RE1) nodes. Cluster device traffic logs are sent to NSM by passing the log
messages through the active nodes of the data plane regardless of the active control
plane nodes: REO or RE].

0 NOTE: Ensure that the external serverreceiving the log messages is reachable
by both nodes.

Figure 2: SRX Series Virtual Chassis Cluster Setup

e e i e i 1
|

1 SRX VC Setup
! | T 7 7 7 Nodeo | !
I RX B I
' T '
I | | — Internet
I | SRX VC | |
| A — |
| | | |
: : SRX Box : :
| L o o o — _No_de_1 a4 |
| |
| |
I Hub | NSM
1 — | [ 1
—
. |
[ Switch !
1 System !
I Log !
! Server I
oo on on oo oo o o e e e o o e e o E Ee Ee e e e EE e Ee e = 'l

9041202

Reth 0: Fe-0/0/3 & Fe-2/0/3

Data plane logging on the SRX Series can be enabled on NSM or on the SRX Series CLI.

0 NOTE: If data logging is enabled on the SRX Series using the CLI, the
configuration must be re-synchronized on NSM.
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Configuring a Branch SRX Virtual Chassis to Send Data Plane System Log Messages to NSM

This topic includes the following sections:

« Configuring System Message Logging Using the NSM CLI on page 4
« Configuring the iptable Rule on page 5

« Configuring System Message Logging Using the NSM GUI on page 6
« Importing the Existing Configuration File on page 10

Configuring System Message Logging Using the NSM CLI

Step-by-Step To enable data plane logging on NSM over the User Datagram Protocol (UDP):

Procedure
1. Connect to the NSM console or through SSH as an administrator.

2. Change directory to /var/netscreen/DevSvr/.

root@nsm2011# cd /var/netscreen/DevSvr/
3. Edit the devSvr.cfg file.

root@nsm2011# vi devSvr.cfg
4. Change the devSvr.enableSyslogOverUdp parameter to true and save the file.

By default, devSvr.enableSyslogOverUdp is set to false.

5. Restart the development and GUI services.

root@nsm2011# service devSvr restart; service guiSvr restart
6.  Verify connectivity between NSM and UDP port 5140.

root@nsm2011# netstat -an

Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State

udp O 0 0.0.0.0:5140 0.0.0.0:*

7 Configure the branch SRX Virtual Chassis cluster device to send log messages over
UDP by setting the following parameters under the security hierarchy:

root@SRX_Cluster_Node_0O# show security log

mode stream;
source-address 192.168.0.3;
stream NSM {
format sd-syslog;
category all;
host {
192.168.0.40;
port 5140;
1
1

Results Use the tcpdump port 5140 and host 192.168.0.1 commands to verify that NSM is receiving
syslog messages from the device.

[root@nsm2011 ~]# tcpdump port 5140 and host 192.168.0.1
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Step-by-Step

cpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on ethO,
20:19:28.110954
length: 596
20:19:28.112201
length: 609
20:19:28.124632
length: 777
20:19:28.135100
length: 609

Configuring the iptable Rule

IP 192.168.0.1.syslog > 192.168.0.40.5140:
IP 192.168.0.1.syslog > 192.168.0.40.5140:
IP 192.168.0.1.syslog > 192.168.0.40.5140:

IP 192.168.0.1.syslog > 192.168.0.40.5140:

link-type EN1OMB (Ethernet), capture size 96 bytes

SYSLOG uucp.info,
SYSLOG uucp.info,
SYSLOG uucp.info,

SYSLOG uucp.info,

Aniptable rule is added if NSM is not receiving syslog messages from the device. Adding

udp dpt:5140

icmp any

udp dpt:mdns
udp dpt:ipp
tcp dpt:ipp
state

state NEW tcp dpt:ssh
state NEW tcp

state NEW tcp dpt:asr
state NEW tcp dpt:7801
state NEW tcp dpt:7802
state NEW tcp dpt:7803
state NEW tcp dpt:7804
state NEW tcp dpt:7808
state NEW tcp

Procedure aniptable rule enables traffic movement.
To configure an iptable rule:
1. Add a rule to allow UDP port 5140.
[root@nsm2010 ~]# iptables -1 RH-Firewall-1-INPUT -p udp --dport 5140 -j ACCEPT
2. Use the iptables -L command to display the syslog messages.
[root@nsm2010 ~]# iptables -L
Results Chain INPUT (policy ACCEPT)
target prot opt source destination
RH-Firewall-1-INPUT all -- anywhere anywhere
ACCEPT all -- anywhere anywhere
Chain FORWARD (policy ACCEPT)
target prot opt source destination
RH-Firewall-1-INPUT all -- anywhere anywhere
Chain OUTPUT (policy ACCEPT)
target prot opt source destination
Chain RH-Firewall-1-INPUT (2 references)
target prot opt source destination
ACCEPT udp -- anywhere anywhere
ACCEPT all -- anywhere anywhere
ACCEPT icmp -- anywhere anywhere
ACCEPT esp -- anywhere anywhere
ACCEPT ah -- anywhere anywhere
ACCEPT udp -- anywhere 224.0.0.251
ACCEPT udp -- anywhere anywhere
ACCEPT tcp -- anywhere anywhere
ACCEPT all -- anywhere anywhere
RELATED,ESTABLISHED
ACCEPT tcp -- anywhere anywhere
ACCEPT tcp -- anywhere anywhere
dpt:https
ACCEPT tcp -- anywhere anywhere
ACCEPT tcp -- anywhere anywhere
ACCEPT tcp -- anywhere anywhere
ACCEPT tcp -- anywhere anywhere
ACCEPT tcp -- anywhere anywhere
ACCEPT tcp -- anywhere anywhere
ACCEPT tcp -- anywhere anywhere
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Configuring a Branch SRX Virtual Chassis to Send Data Plane System Log Messages to NSM

dpt:pcsync-https

REJECT all -- anywhere anywhere reject-with
icmp-host-prohibited

Configuring System Message Logging Using the NSM GUI

Step-by-Step To enable data plane logging over UDP on the SRX Series device:
Procedure

1. Right-click the device and select Edit as shown in Figure 3 on page 6.

Figure 3: SRX Virtual Cluster Edit Option
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2. Select the Configuration tab.
3. Navigate to the configuration tree and select Security>Log.

4. Set the Mode to Stream, and enter the Source Address as shown in Figure 4 on
page 7.
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Figure 4: Virtual Chassis Configuration Option
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5.  Select Stream in the configuration tree log and click + to add a new destination
syslog server.

6. Enter NSM in the Name field, sd-syslog in the Format field, and all in the Category
field as shown in Figure 5 on page 8.
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Figure 5: Virtual Chassis Stream Configuration Option
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7.

Select Host >Stream and set the syslog server parameters.
Use Port 5140 for NSM as shown in Figure 6 on page 8.

Figure 6: Virtual Chassis Stream Host Configuration Option
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Click OK in each window to get back to the NSM Device Manager window.

Right-click and select Update Device as shown in Figure 7 on page 9.

The device update notification is displayed as shown in Figure 8 on page 9 and
Figure 9 on page 10.
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Figure 7: SRX Device Update Option
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Step-by-Step

Procedure

Figure 9: Job Information
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Importing the Existi

ng Configuration File

Verify that NSM can display the logs in log viewer by selecting Predefined >Traffic

To import the existing

configuration file:

1. Right-click the NSM device and select Config File Management >Import Config

File as shown in

Figure 10: Configu

€2 Devices - Juniper Networks - NSM - global : current.

File View Deviess Tooks Seawh Help

Figure 10 on page 10.

ration File Import Option

X]

MBE=BEe ¥ Juniper
[aoa - % || @ pevices
Investigate Devee e Devies it |
Configure
iy teckbn [ptiom  Jweds  [bevesde JSoes  [ostare Jvenged - [Ruring [Supponl[Com Sutus [Connget
5 b v T T S TF I T
e s
oo bevee s g1 s ScreenOSIOR 6.2 520100 Fulsupport BB enager, nSyno
& Davi Temies @@ ot pevos s, an1tme @ e anos e rarrs Fulsuppot BB e, nSyno
Port Tenpistes @ @ sk 2408 Devize 200 & petee anos 114 114R18 Fulsuppon BRI Managed, In Sy
L % Device Discovery Rukes % bisooverDevioes
& @ Poley Wanager Ealioy R
& Policies
& Predefined IDP Folicies Security >
& Domain Poiicies T S

@ venmanager
& UAC Manager
03 ObiectManager

Administer

Common Taske ®)

Upeete Device

Import Device

Templste Operations
Summarize Detta Confiy

@ Adjust 05 Version
Softuane »
@ RMA Deyioe
g ViswRaconcils Invantary
Eolioy Management Mode ¥
C1®8 Use Global Addressbosk
B importDesioe
@ Update Dayioe

By View Verions

B summaitze bets contig

Config Fils Management ¥

@ Show Canfig Fila Versions

[y Zermplate Operaions

@ Impor Config File

@ Check Config Syno Status
@y Launch web Ul
@0 Launch Telnat

@ View Rumning Contia File
@ vif Running Consig File
@ Auto Impont Status

S Reboot Davice I

super @10.205.1 85

2.
on page 11.

@ Find Usages.

& @

Select Config File Management>Show Config File Version as shown in Figure 11
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Figure 11: Configuration File Version
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3.  Select the latest configuration file that you imported and click Update.
NSM is synchronized with the device as shown in Figure 12 on page 11.

Figure 12: File Synchronization Status
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