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PART 1

Overview

« System Log Messages Overview on page 3
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CHAPTERI1

System Log Messages Overview

« Junos OS System Log Configuration Overview on page 3
« Junos OS Platform-Specific Default System Log Messages on page 4
« Single-Chassis System Logging Configuration Overview on page 4

« Impact of Different Local and Forwarded Severity Levels on System Log Messages on
a TX Matrix Router on page 6

- Impact of Different Local and Forwarded Severity Levels on System Log Messages on
a TX Matrix Plus Router on page 8

Junos OS System Log Configuration Overview

Related
Documentation

The Junos OS generates system log messages (also called syslog messages) to record
events that occur on the router, including the following:

- Routine operations, such as creation of an Open Shortest Path First (OSPF) protocol
adjacency or a user login into the configuration database

« Failure and error conditions, such as failure to access a configuration file or unexpected
closure of a connection to a peer process

« Emergency or critical conditions, such as router power-down due to excessive
temperature

Each system log message identifies the Junos OS process that generated the message
and briefly describes the operation or error that occurred. For detailed information about
specific system log messages, see the Junos OS System Log Messages Reference.

o NOTE: This topic describes system log messages for Junos OS processes
and libraries and not the services on a Physical Interface Card (PIC) such as
the Adaptive Services PIC. For information about configuring system logging
for PIC services, see the Junos OS Services Interfaces Configuration Guide.

« Junos OS System Log Configuration Hierarchy on page 14

« Junos OS Minimum System Logging Configuration on page 14

Copyright © 2011, Juniper Networks, Inc. 3
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Junos OS Platform-Specific Default System Log Messages

The following messages are generated by default on specific routers. To view either type
of message, you must configure at least one destination for messages as described in
“Junos OS Minimum System Logging Configuration” on page 14.

« OnJSeriesrouters,amessage is logged when a process running in the kernel consumes
500 or more consecutive milliseconds of CPU time.

« Tologthe kernel process message on an M Series, MX Series, or T Series router, include
the kernel info statement at the appropriate hierarchy level:

[edit system syslog]
(console | file filename | host destination | user username) {
kernel info;

}

« Onarouting matrix composed of a TX Matrix router and T640 routers, the master
Routing Engine on each T640 router forwards to the master Routing Engine on the TX
Matrix router, all messages with a severity of info and higher. This is equivalent to the
following configuration statement included on the TX Matrix router:

[edit system syslog]
host scc-master {
any info;

}

« Likewise, on a routing matrix composed of a TX Matrix Plus router and T1600 routers,
the master Routing Engine on each T1600 router forwards to the master Routing Engine
on the TX Matrix Plus router all messages with a severity of info and higher. This is
equivalent to the following configuration statement included on the TX Matrix Plus
router:

[edit system syslog]
host sfcO-master {
any info;

}

Related . Junos OS System Log Configuration Overview on page 3

Documentation
« Junos OS Default System Log Settings on page 15

Single-Chassis System Logging Configuration Overview

The Junos system logging utility is similar to the UNIX syslogd utility. This section describes
how to configure system logging for a single-chassis system that runs the Junos OS.

System logging configuration for the Junos-FIPS software and for Juniper Networks
routers in a Common Criteria environment is the same as for the Junos OS. For more
information, see the Secure Configuration Guide for Common Criteria and Junos-FIPS.
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For information about configuring system logging for a routing matrix composed of a TX
Matrix router and T640 routers, see “Configuring System Logging for a TX Matrix Router”
on page 37.

Each system log message belongs to a facility, which groups together related messages.
Each message is also preassigned a severity level, which indicates how seriously the
triggering event affects router functions. You always specify the facility and severity of
the messages to include in the log. For more information, see “Specifying the Facility and
Severity of Messages to Include in the Log” on page 16.

You direct messages to one or more destinations by including the appropriate statement
at the [edit system syslog] hierarchy level:

. Toanamed file in a local file system, by including the file statement. See “Directing
System Log Messages to a Log File” on page 18.

. Totheterminal session of one or more specific users (or all users) when they are logged
in to the router, by including the user statement. See “Directing System Log Messages
to a User Terminal” on page 20.

« To the router console, by including the console statement. See “Directing System Log
Messages to the Console” on page 20.

« To aremote machine that is running the syslogd utility or to the other Routing Engine
on the router, by including the host statement. See “Directing System Log Messages
to a Remote Machine or the Other Routing Engine” on page 21.

By default, messages are logged in a standard format, which is based on a UNIX system
log format; for detailed information about message formatting, see the Junos OS System
Log Messages Reference. You can alter the content and format of logged messages in the
following ways:

« You can log messages to a file in structured-data format instead of the standard Junos
format. Structured-data format provides more information without adding significant
length, and makes it easier for automated applications to extract information from
the message. For more information, see “Logging Messages in Structured-Data Format”
on page 19.

. Amessage’s facility and severity level are together referred to as its priority. By default,
the standard Junos format for messages does not include priority information
(structured-data format includes a priority code by default.) To include priority
information in standard-format messages directed to a file or a remote destination,
include the explicit-priority statement. For more information, see “Including Priority
Information in System Log Messages” on page 28.

. By default, the standard Junos format for messages specifies the month, date, hour,
minute, and second when the message was logged. You can modify the timestamp
on standard-format system log messages to include the year, the millisecond, or both.
(Structured-data format specifies the year and millisecond by default.) For more
information, see “Including the Year or Millisecond in Timestamps” on page 31.

« When directing messages to a remote machine, you can specify the IP address that is
reported in messages as their source. You can also configure features that make it

Copyright © 2011, Juniper Networks, Inc. 5
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Related
Documentation

easier to separate messages generated by the Junos OS or messages generated on
particular routers. For more information, see “Directing System Log Messages to a
Remote Machine or the Other Routing Engine” on page 21.

. The predefined facilities group together related messages, but you can also use regular
expressions to specify more exactly which messages from a facility are logged to a
file, a user terminal, or a remote destination. For more information, see “Using Regular
Expressions to Refine the Set of Logged Messages” on page 32.

. Examples: Configuring System Logging on page 53

« Specifying the Facility and Severity of Messages to Include in the Log on page 16
« Junos OS System Logging Facilities and Message Severity Levels on page 17

« Directing System Log Messages to a Log File on page 18

« Directing System Log Messages to a User Terminal on page 20

. Directing System Log Messages to the Console on page 20

. Directing System Log Messages to a Remote Machine or the Other Routing Engine on
page 21

Impact of Different Local and Forwarded Severity Levels on System Log Messages on

a TX Matrix Router

This topic describes the impact of different local and forwarded severity levels configured
for system log messages on a TX Matrix router:

« Messages Logged When the Local and Forwarded Severity Levels Are the
Same on page 6
- Messages Logged When the Local Severity Level Is Lower on page 7

« Messages Logged When the Local Severity Level Is Higher on page 7

Messages Logged When the Local and Forwarded Severity Levels Are the Same

When the severity level is the same for local and forwarded messages, the log on the TX
Matrix router contains all messages from the logs on the T640 routers. For example, you
can specify severity info for the /var/log/messages file, which is the default severity level
for messages forwarded by T640 routers:

[edit system syslog]
file messages {
any info;

}

Table 1on page 7 specifies which messages are included in the logs on the T640 routers
and the TX Matrix router.
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Table 1: Example: Local and Forwarded Severity Level Are Both info

Log Location Source of Messages Lowest Severity Included
T640 router Local info
TX Matrix router Local info

Forwarded from T640 routers info

Messages Logged When the Local Severity Level Is Lower

When the severity level is lower for local messages than for forwarded messages, the
log on the TX Matrix router includes fewer forwarded messages than when the severities
are the same. Locally generated messages are still logged at the lower severity level, so
their number in each log is the same as when the severities are the same.

For example, on a TX Matrix router, you can specify severity notice for the
/var/log/messages file and severity critical for forwarded messages:

[edit system syslog]
file messages {
any notice;
}
host scc-master {
any critical,

}

Table 2 on page 7 specifies which messages in a routing matrix are included in the logs
on the T640 routers and the TX Matrix router. The T640 routers forward only those
messages with severity critical and higher, so the log on the TX Matrix router does not
include the messages with severity error, warning, or notice that the T640 routers log
locally.

Table 2: Example: Local Severity Is notice, Forwarded Severity Is critical

Log Location Source of Messages Lowest Severity Included
T640 router Local notice
TX Matrix router Local notice

Forwarded from T640 routers critical

Messages Logged When the Local Severity Level Is Higher

When the severity level is higher for local messages than for forwarded messages, the
log on the TX Matrix router includes fewer forwarded messages than when the severities
are the same, and all local logs contain fewer messages overall.

For example, you can specify severity critical for the /var/log/messages file and severity
notice for forwarded messages:

Copyright © 2011, Juniper Networks, Inc. 7
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[edit system syslog]
file messages {
any critical;
}
host scc-master {
any notice;

}

Table 3 on page 8 specifies which messages are included in the logs on the T640 routers
and the TX Matrix router. Although the T640 routers forward messages with severity
notice and higher, the TX Matrix router discards any of those messages with severity
lower than critical (does not log forwarded messages with severity error, warning, or
notice). None of the logs include messages with severity error or lower.

Table 3: Example: Local Severity Is critical, Forwarded Severity Is notice

Log Location Source of Messages Lowest Severity Included
T640 router Local critical
TX Matrix router Local critical

Forwarded from T640 routers critical

Related . Configuring System Logging for a TX Matrix Router on page 37
Documentation

Impact of Different Local and Forwarded Severity Levels on System Log Messages on
a TX Matrix Plus Router

This topic describes the impact of different local and forwarded severity levels configured
for the system log messages on a TX Matrix Plus router:

« Messages Logged When the Local and Forwarded Severity Levels Are the
Same on page 8

« Messages Logged When the Local Severity Level Is Lower on page 9

« Messages Logged When the Local Severity Level Is Higher on page 9

Messages Logged When the Local and Forwarded Severity Levels Are the Same

When the severity level is the same for local and forwarded messages, the log on the TX
Matrix Plus router contains all messages from the logs on the T1600 routersin the routing
matrix. For example, you can specify severity info for the /var/log/messages file, which
is the default severity level for messages forwarded by T1600 routers:

[edit system syslog]
file messages {
any info;

}

Table 4 on page 9 specifies which messages in a routing matrix based on a TX Matrix
Plus router are included in the logs on the T1600 routers and the TX Matrix Plus router:

8 Copyright © 2011, Juniper Networks, Inc.
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Table 4: Example: Local and Forwarded Severity Level Are Both info

Log Location Source of Messages Lowest Severity Included
T1600 router Local info
TX Matrix Plus router  Local info

Forwarded from T1600 routers info

Messages Logged When the Local Severity Level Is Lower

When the severity level is lower for local messages than for forwarded messages, the
log on the TX Matrix Plus router includes fewer forwarded messages than when the
severities are the same. Locally generated messages are still logged at the lower severity
level, so their number in each log is the same as when the severities are the same.

For example, on a TX Matrix Plus router, you can specify severity notice for the
/var/log/messages file and severity critical for forwarded messages:

[edit system syslog]
file messages {
any notice;
}
host sfcO-master {
any critical,

}

Table 5 on page 9 specifies which messages in a routing matrix are included in the logs
onthe T1600 routers and the TX Matrix Plus router. The T1600 routers forward only those
messages with severity critical and higher, so the log on the TX Matrix Plus router does
not include the messages with severity error, warning, or notice that the T1600 routers
log locally.

Table 5: Example: Local Severity Is notice, Forwarded Severity Is critical

Log Location Source of Messages Lowest Severity Included
T1600 router Local notice
TX Matrix Plus router  Local notice

Forwarded from T1600 routers critical

Messages Logged When the Local Severity Level Is Higher

When the severity level is higher for local messages than for forwarded messages, the
log on the TX Matrix Plus router includes fewer forwarded messages than when the
severities are the same, and all local logs contain fewer messages overall.

For example, you can specify severity critical for the /var/log/messages file and severity
notice for forwarded messages:

Copyright © 2011, Juniper Networks, Inc. 9
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[edit system syslog]
file messages {
any critical;
}
host sfcO-master {
any notice;

}

Table 6 on page 10 specifies which messages are included in the logs on the T1600
routers and the TX Matrix Plus router. Although the T1600 routers forward messages
with severity notice and higher, the TX Matrix Plus router discards any of those messages
with severity lower than critical (does not log forwarded messages with severity error,
warning, or notice). None of the logs include messages with severity error or lower.

Table 6: Example: Local Severity Is critical, Forwarded Severity Is notice

Log Location Source of Messages Lowest Severity Included
T1600 router Local critical
TX Matrix Plus router  Local critical

Forwarded from T1600 routers critical

Related . Configuring System Logging for a TX Matrix Plus Router on page 45
Documentation
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PART 2
Configuration

« Configuring System Log Messages for a Single-Chassis System on page 13
« Configuring System Log Messages for a TX Matrix Router on page 37

« Configuring System Log Messages for a TX Matrix Plus Router on page 45
« Examples on page 53

« Configuration Statements on page 57
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CHAPTER 2

Configuring System Log Messages for a
Single-Chassis System

« Junos OS System Log Configuration Hierarchy on page 14

« Junos OS Minimum System Logging Configuration on page 14

« Junos OS Default System Log Settings on page 15

« Specifying the Facility and Severity of Messages to Include in the Log on page 16
« Junos OS System Logging Facilities and Message Severity Levels on page 17

« Directing System Log Messages to a Log File on page 18

« Logging Messages in Structured-Data Format on page 19

« Directing System Log Messages to a User Terminal on page 20

« Directing System Log Messages to the Console on page 20

« Directing System Log Messages to a Remote Machine or the Other Routing
Engine on page 21

« Specifying an Alternative Source Address for System Log Messages on page 22

« Changing the Alternative Facility Name for Remote System Log Messages on page 22
« System Log Default Facilities for Messages Directed to a Remote Destination on page 24
« Junos OS System Log Alternate Facilities for Remote Logging on page 24

« Adding a Text String to System Log Messages on page 25

« Specifying Log File Size, Number, and Archiving Properties on page 26

« Including Priority Information in System Log Messages on page 28

« System Log Facility Codes and Numerical Codes Reported in Priority
Information on page 29

« Including the Year or Millisecond in Timestamps on page 31
« Using Regular Expressions to Refine the Set of Logged Messages on page 32
« Junos System Log Regular Expression Operators for the match Statement on page 34

« Disabling the System Logging of a Facility on page 34
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Junos OS System Log Configuration Hierarchy

To configure the router to log system messages, include the syslog statement at the
[edit system] hierarchy level:

[edit system]
syslog {
archive <files number> <size size <world-readable | no-world-readable>;
console {
facility severity;
1
file filename {
facility severity;
archive <archive-sites {ftp-url <password password>}> <files number> <size size>
<start-time"YYYY-MM-DD.hh:mm" > <transfer-interval minutes > <world-readable |
no-world-readable>;
explicit-priority;
match "regular-expression";
structured-data {
brief;
}
1
host (hostname | other-routing-engine | scc-master) {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string
match "regular-expression";
source-address source-address;
structured-data {
brief;
}
1
source-address source-address;
time-format (year | millisecond | year millisecond);
user (username | *) {
facility severity;
match "regular-expression";
1
}

Related . Junos OS System Log Configuration Overview on page 3
Documentation

Junos OS Minimum System Logging Configuration

To record or view system log messages, you must include the syslog statement at the
[edit system] hierarchy level. Specify at least one destination for the messages, as
describedin Table 7 on page 15. For more information about the configuration statements,
see “Single-Chassis System Logging Configuration Overview” on page 4.
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Table 7: Minimum Configuration Statements for System Logging

Destination Minimum Configuration Statements

File [edit system syslog]
file filename {
facility severity;

1
Terminal session of one, several, or all [edit system syslog]
users user (username | *) {
facility severity;
1
Router or switch console [edit system syslog]
console {
facility severity;
1
Remote machine or the other Routing [edit system syslog]
Engine on the router or switch host (hostname | other-routing-engine) {
facility severity;
1

Related . Junos OS System Log Configuration Overview on page 3
Documentation « Overview of Junos OS System Log Messages

. Overview of Single-Chassis System Logging Configuration

Junos OS Default System Log Settings

Table 8 on page 15 summarizes the default system log settings that apply to all routers
that run the Junos OS, and specifies which statement to include in the configuration to
override the default value.

Table 8: Default System Logging Settings

Setting Default Overriding Statement Instructions

Alternative facility For change-log: local6 [edit system syslog] “Changing the Alternative Facility
for message host hostname { Name for Remote System Log
forwarded to a For conflict-log: local5 facility-override facility; Messages” on page 22

remote machine 1

For dfc: locall
For firewall: local3
Forinteractive-commands: local7

For pfe: local4

Format of Standard Junos format, based [edit system syslog] “Logging Messages in
messages logged on UNIX format file filename { Structured-Data Format” on page 19
to afile structured-data;

1
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Table 8: Default System Logging Settings (continued)

Setting

Default

Overriding Statement

Instructions

Maximum number 10 [edit system syslog] “Specifying Log File Size, Number,
of files in the archive { and Archiving Properties” on page 26
archived set files number;
1
file filename {
archive {
files number;
1
1
Maximum size of J Series: 128 kilobytes (KB) [edit system syslog] “Specifying Log File Size, Number,
the log file archive { and Archiving Properties” on page 26
M Series, MX Series, and T size size;
Series: 1 megabyte (MB) 1
file filename {
TX Matrix: 10 MB archive {
size size;
1
1
Timestampformat Month, date, hour, minute, [edit system syslog] “Including the Year or Millisecond in
second time-format format; Timestamps” on page 31
For example: Aug 2112:36:30
Userswhocanread root user and users with the [edit system syslog] “Specifying Log File Size, Number,
log files Junos maintenance permission archive { and Archiving Properties” on page 26
world-readable;
1
file filename {
archive {
world-readable;
1
1

« Junos OS System Log Configuration Overview on page 3

« Junos OS Platform-Specific Default System Log Messages on page 4

Specifying the Facility and Severity of Messages to Include in the Log

Each system log message belongs to a facility, which is a group of messages that are
either generated by the same software process or concern a similar condition or activity
(such as authentication attempts). Each message is also preassigned a severity level,
which indicates how seriously the triggering event affects router functions.

When you configure logging for a facility and destination, you specify a severity level for
each facility. Messages from the facility that are rated at that level or higher are logged

to the destination:

[edit system syslog]

(console | file filename | host destination | user username) {
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Related
Documentation

facility severity;

}

Junos OS System Logging Facilities and Message Severity Levels on page 17

Single-Chassis System Logging Configuration Overview on page 4

Examples: Configuring System Logging on page 53

Overview of Single-Chassis System Logging Configuration

Junos OS System Logging Facilities and Message Severity Levels

Table 9 on page 17 lists the Junos system logging facilities that you can specify in
configuration statements at the [edit system syslog] hierarchy level.

Table 9: Junos OS System Logging Facilities

Facility Type of Event or Error

any

All (messages from all facilities)

authorization

Authentication and authorization attempts

change-log Changes to the Junos OS configuration

conflict-log Specified configuration is invalid on the router type

daemon Actions performed or errors encountered by system processes

dfc Events related to dynamic flow capture

firewall Packet filtering actions performed by a firewall filter

ftp Actions performed or errors encountered by the FTP process

interactive-commands Commands issued at the Junos OS command-line interface (CLI) prompt
or by a client application such as a Junos XML protocol or NETCONF XML
client

kernel Actions performed or errors encountered by the Junos OS kernel

pfe Actions performed or errors encountered by the Packet Forwarding Engine

user Actions performed or errors encountered by user-space processes

Table 10 on page 18 lists the severity levels that you can specify in configuration
statements at the [edit system syslog] hierarchy level. The levels from emergency through
info are in order from highest severity (greatest effect on functioning) to lowest.

Copyright © 2011, Juniper Networks, Inc.
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Unlike the other severity levels, the none level disables logging of a facility instead of
indicating how seriously a triggering event affects routing functions. For more information,
see “Disabling the System Logging of a Facility” on page 34.

Table 10: System Log Message Severity Levels

Severity Level | Description

any Includes all severity levels

none Disables logging of the associated facility to a destination

emergency System panic or other condition that causes the router to stop functioning

alert Conditions that require immediate correction, such as a corrupted system
database

critical Critical conditions, such as hard errors

error Error conditions that generally have less serious consequences than errors at

the emergency, alert, and critical levels

warning Conditions that warrant monitoring
notice Conditions that are not errors but might warrant special handling
info Events or nonerror conditions of interest

« Single-Chassis System Logging Configuration Overview on page 4
. Overview of Single-Chassis System Logging Configuration

« Examples: Configuring System Logging on page 53

Directing System Log Messages to a Log File

To direct system log messages to a file in the /var/log directory of the local Routing
Engine, include the file statement at the [edit system syslog] hierarchy level:

[edit system syslog]
file filename {
facility severity;
archive <archive-sites (ftp-url <password password>)> <files number> <size size>
<start-time "YYYY-MM-DD.hh:mm" > <transfer-interval minutes> <world-readable |
no-world-readable>;
explicit-priority;
match "regular-expression";
structured-data {
brief;
1
}
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For the list of facilities and severity levels, see “Specifying the Facility and Severity of
Messages to Include in the Log” on page 16.

To prevent log files from growing too large, the Junos OS system logging utility by default
writes messages to a sequence of files of a defined size. By including the archive
statement, you can configure the number of files, their maximum size, and who can read
them, either for all log files or for a certain log file. For more information, see “Specifying
Log File Size, Number, and Archiving Properties” on page 26.

For information about the following statements, see the indicated sections:

« explicit-priority—See “Including Priority Information in System Log Messages” on page 28

« match—See “Using Regular Expressions to Refine the Set of Logged Messages” on
page 32

. structured-data—See “Logging Messages in Structured-Data Format” on page 19

Related . Single-Chassis System Logging Configuration Overview on page 4
Documentation « Overview of Junos OS System Log Messages
. Logging Messages in Structured-Data Format
. Examples: Configuring System Logging on page 53

. Examples: Configuring System Logging

Logging Messages in Structured-Data Format

You can log messages to a file in structured-data format instead of the standard Junos
format. Structured-data format provides more information without adding significant
length, and makes it easier for automated applications to extract information from a
message.

The structured-data format complies with Internet draft draft-ietf-syslog-protocol-23,
The syslog Protocol, which is at http://tools.ietf.org/html/draft-ietf-syslog-protocol-23.
The draft establishes a standard message format regardless of the source or transport
protocol for logged messages.

To output messages to a file in structured-data format, include the structured-data
statement at the [edit system syslog file filename] hierarchy level:

[edit system syslog file filename]
facility severity;
structured-data {
brief;
}

The optional brief statement suppresses the English-language text that appears by
default at the end of a message to describe the error or event. For information about the
fields in a structured-data format message, see the Junos OS System Log Messages
Reference.
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The structured format is used for all messages logged to the file that are generated by
a Junos process or software library.

e NOTE: If you include either or both of the explicit-priority and time-format
statements along with the structured-data statement, they are ignored. These
statements apply to the standard Junos system log format, not to
structured-data format.

« Single-Chassis System Logging Configuration Overview on page 4

« Examples: Configuring System Logging on page 53

Directing System Log Messages to a User Terminal

Related
Documentation

To direct system log messages to the terminal session of one or more specific users (or
all users) when they are logged in to the local Routing Engine, include the user statement
at the [edit system syslog] hierarchy level:

[edit system syslog]
user (username | *) {
facility severity;
match "regular-expression";

}

Specify one or more Junos OS usernames, separating multiple values with spaces, or use
the asterisk (*) to indicate all users who are logged in to the local Routing Engine.

For the list of logging facilities and severity levels, see “Specifying the Facility and Severity
of Messages to Includeinthe Log” on page 16. Forinformation about the match statement,
see “Using Regular Expressions to Refine the Set of Logged Messages” on page 32.

« Single-Chassis System Logging Configuration Overview on page 4
. Overview of Single-Chassis System Logging Configuration

« Examples: Configuring System Logging on page 53

. Examples: Configuring System Logging

Directing System Log Messages to the Console

To direct system log messages to the console of the local Routing Engine, include the
console statement at the [edit system syslog] hierarchy level:

[edit system syslog]
console {
facility severity;

}

For the list of logging facilities and severity levels, see “Specifying the Facility and Severity
of Messages to Include in the Log” on page 16.

20
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Related . Single-Chassis System Logging Configuration Overview on page 4
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ocumentatio . Overview of Single-Chassis System Logging Configuration
. Examples: Configuring System Logging on page 53

. Examples: Configuring System Logging

Directing System Log Messages to a Remote Machine or the Other Routing Engine

To direct system log messages to a remote machine or to the other Routing Engine on
the router, include the host statement at the [edit system syslog] hierarchy level:

[edit system syslog]

host (hostname | other-routing-engine) {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";
source-address source-address;
structured-data {

brief;

}

}

source-address source-address;

Todirect system log messages to a remote machine, include the host hostname statement
to specify the remote machine’s IP version 4 (IPv4) address, IP version 6 (IPv6) address,
or fully qualified hostname. The remote machine must be running the standard syslogd
utility. We do not recommend directing messages to another Juniper Networks router. In
each system log message directed to the remote machine, the hostname of the local
Routing Engine appears after the timestamp to indicate that it is the source for the
message.

To direct system log messages to the other Routing Engine on a router with two Routing
Engines installed and operational, include the host other-routing-engine statement. The
statement is not automatically reciprocal, so you must include it in each Routing Engine
configuration if you want the Routing Engines to direct messages to each other. In each
message directed to the other Routing Engine, the string re0 or rel appears after the
timestamp to indicate the source for the message.

For the list of logging facilities and severity levels to configure under the host statement,
see “Specifying the Facility and Severity of Messages to Include in the Log” on page 16.

To record facility and severity level information in each message, include the
explicit-priority statement. For more information, see “Including Priority Information in
System Log Messages” on page 28.

For information about the match statement, see “Using Regular Expressions to Refine
the Set of Logged Messages” on page 32.
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When directing messages to remote machines, you can include the source-address
statement to specify the IP address of the router that is reported in the messages as their
source. In each host statement, include the facility-override statement to assign an
alternative facility and the log-prefix statement to add a string to each message. You
caninclude the structured-data statement to enable the forwarding of structured system
log messages to a remote system log server in the IETF system log message format.

. Single-Chassis System Logging Configuration Overview

Specifying an Alternative Source Address for System Log Messages

Related
Documentation

To specify the router that is reported in system log messages as their source when they
are directed to a remote machine, include the source-address statement at the
[edit system syslog] hierarchy level:

[edit system syslog]
source-address source-address;

source-address is a valid IPv4 or IPv6 address configured on one of the router interfaces.
The address is reported in the messages directed to all remote machines specified in
host hostname statements at the [edit system syslog] hierarchy level, but not in messages
directed to the other Routing Engine.

. Single-Chassis System Logging Configuration Overview on page 4

. Examples: Assigning an Alternative Facility on page 55

Changing the Alternative Facility Name for Remote System Log Messages

Some facilities assigned to messages logged on the local router or switch have the Junos
0OS-specific names (see Table 9 on page 17). In the recommended configuration, a
remote machine designated at the [edit system syslog host hostname] hierarchy level is
not a Juniper Networks router or switch, so its syslogd utility cannot interpret the Junos
0OS-specific names. To enable the standard syslogd utility to handle messages from
these facilities when messages are directed to a remote machine, a standard localX
facility name is used instead of the Junos OS—specific facility name.

Table11on page 24 lists the default alternative facility name next to the Junos OS-specific
facility name it is used for.

The syslogd utility on a remote machine handles all messages that belong to a facility
in the same way, regardless of the source of the message (the Juniper Networks router
or switch or the remote machine itself). For example, the following statements in the
configuration of the router called local-router direct messages from the authorization
facility to the remote machine monitor.mycompany.com:

[edit system syslog]
host monitor.mycompany.com {
authorization info;

}

22
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The default alternative facility for the local authorization facility is also authorization. If
the syslogd utility on monitor is configured to write messages belonging to the authorization
facility to the file /var/log/auth-attempts, the file contains both the messages generated
when users log in to local-router and the messages generated when users log in to monitor.
Although the name of the source machine appears in each system log message, the
mixing of messages from multiple machines can make it more difficult to analyze the
contents of the auth-attempts file.

To make it easier to separate the messages from each source, you can assign an
alternative facility to all messages generated on local-router when they are directed to
monitor. You can then configure the syslogd utility on monitor to write messages with
the alternative facility to a different file from messages generated on monitor itself.

To change the facility used for all messages directed to a remote machine, include the
facility-override statement at the [edit system syslog host hostname] hierarchy level:

[edit system syslog host hostname]
facility severity;
facility-override facility;

In general, it makes sense to specify an alternative facility that is not already in use on
the remote machine, such as one of the localX facilities. On the remote machine, you
must also configure the syslogd utility to handle the messages in the desired manner.

Table 12 on page 25 lists the facilities that you can specify in the facility-override statement.

We do not recommend including the facility-override statement at the [edit system syslog
host other-routing-engine] hierarchy level. It is not necessary to use alternative facility
names when directing messages to the other Routing Engine, because its Junos OS
system logging utility can interpret the Junos OS-specific names.

The following example shows how to log all messages generated on the local router at
the error level or higher to the localO facility on the remote machine called
monitor.mycompany.com:

[edit system syslog]

host monitor.mycompany.com {
any error;
facility-override localO;

}

The following example shows how to configure routers located in California and routers
located in New York to send messages to a single remote machine called
central-logger.mycompany.com. The messages from California are assigned alternative
facility localO and the messages from New York are assigned to alternative facility local2.

. Configure California routers to aggregate messages in the localO facility:

[edit system syslog]

host central-logger.mycompany.com {
change-log info;
facility-override localO;

}

. Configure New York routers to aggregate messages in the local2 facility:
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[edit system syslog]

host central-logger.mycompany.com {
change-log info;
facility-override local2;

}

On central-logger, you can then configure the system logging utility to write messages
from the localO facility to the file california-config and the messages from the local2
facility to the file new-york-config.

Related . Table 11 on page 24
Documentation - Junos OS System Log Alternate Facilities for Remote Logging on page 24
. Examples: Assigning an Alternative Facility on page 55

. Examples: Assigning an Alternative Facility

System Log Default Facilities for Messages Directed to a Remote Destination

Table 11 on page 24 lists the default alternative facility name next to the Junos OS—specific
facility name it is used for. For facilities that are not listed, the default alternative name
is the same as the local facility name.

Table 11: Default Facilities for Messages Directed to a Remote Destination

Junos OS—specific Local

Facility Default Facility When Directed to Remote Destination
change-log localé
conflict-log local5
dfc locall
firewall local3
interactive-commands local7
pfe local4

Related . Single-Chassis System Logging Configuration Overview on page 4

Documentation « Overview of Single-Chassis System Logging Configuration

Junos OS System Log Alternate Facilities for Remote Logging

Table 12 on page 25 lists the facilities that you can specify in the facility-override statement.
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Table 12: Facilities for the facility-override Statement

Facility Description

authorization ~ Authentication and authorization attempts

daemon Actions performed or errors encountered by system processes
ftp Actions performed or errors encountered by the FTP process
kernel Actions performed or errors encountered by the Junos OS kernel
localO Local facility number O

locall Local facility number 1

local2 Local facility number 2

local3 Local facility number 3

local4 Local facility number 4

local5 Local facility number 5

local6 Local facility number 6

local7 Local facility number 7

user Actions performed or errors encountered by user-space processes

We do not recommend including the facility-override statement at the [edit system syslog
host other-routing-engine] hierarchy level. It is not necessary to use alternative facility
names when directing messages to the other Routing Engine, because its Junos OS
system logging utility can interpret the Junos OS—specific names.

Related . Examples: Assigning an Alternative Facility on page 55
D tati
ocumentation « Single-Chassis System Logging Configuration Overview on page 4

. Overview of Single-Chassis System Logging Configuration

Adding a Text String to System Log Messages

To add a text string to every system log message directed to a remote machine or to the
other Routing Engine, include the log-prefix statement at the [edit system syslog host]
hierarchy level:

[edit system syslog host (hostname | other-routing-engine)]
facility severity;
log-prefix string;

Copyright © 2011, Juniper Networks, Inc. 25



System Log Messages, Junos OS Release 11.4

Related
Documentation

The string can contain any alphanumeric or special character except the equal sign ( =)
and the colon ( : ). It also cannot include the space character; do not enclose the string
in guotation marks (“”) in an attempt to include spaces in it.

The Junos OS system logging utility automatically appends a colon and a space to the
specified string when the system log messages are written to the log. The string is inserted
after the identifier for the Routing Engine that generated the message.

The following example shows how to add the string M120 to all messages to indicate
that the router is an M120 router, and direct the messages to the remote machine
hardware-logger.mycompany.com:

[edit system syslog]

host hardware-logger.mycompany.com {
any info;
log-prefix M120;

1

When these configuration statements are included on an M120 router called origini, a
message in the system log on hardware-logger.mycompany.com looks like the following:

Mar 917:33:23 origin1 M120: mgd[477]: U_CMDLINE_READ_LINE: user ‘root’, command ‘run
show version’

« Single-Chassis System Logging Configuration Overview on page 4
« Specifying Log File Size, Number, and Archiving Properties on page 26

. Overview of Single-Chassis System Logging Configuration

Specifying Log File Size, Number, and Archiving Properties

To prevent log files from growing too large, the Junos system logging utility by default
writes messages to a sequence of files of a defined size. The files in the sequence are
referred to as archive files to distinguish them from the active file to which messages are
currently being written. The default maximum size depends on the platform type:

« 128 kilobytes (KB) for J Series Services routers

. 1megabyte (MB) for M Series, MX Series, and T Series routers
« 10 MB for TX Matrix or TX Matrix Plus routers

« 1MB for the QFX Series

When an active log file called logfile reaches the maximum size, the logging utility closes
the file, compresses it, and names the compressed archive file logfile.0.gz. The logging
utility then opens and writes to a new active file called logfile. This process is also known
as file rotation. When the new logfile reaches the configured maximum size, logfile.0.gz
isrenamed logfile.1.gz, and the new logfile is closed, compressed, and renamed logfile.0.gz.
By default, the logging utility creates up to 10 archive files in this manner. When the
maximum number of archive files is reached and when the size of the active file reaches
the configured maximum size, the contents of the last archived file are overwritten by

26
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the current active file. The logging utility by default also limits the users who can read
log files to the root user and users who have the Junos OS maintenance permission.

Junos OS provides a configuration statement log-rotate-frequency that configures the
system log file rotation frequency by configuring the time interval for checking the log
file size. The frequency can be set to a value of 1 minute through 59 minutes. The default
frequency is 15 minutes.

To configure the log rotation frequency, include the log-rotate-frequency statement at
the [edit system syslog] hierarchy level.

You can include the archive statement to change the maximum size of each file, how
many archive files are created, and who can read log files.

To configure values that apply to all log files, include the archive statement at the
[edit system syslog] hierarchy level:

archive <files number> <size size> <world-readable | no-world-readable>;

To configure values that apply to a specific log file, include the archive statement at the
[edit system syslog file filename] hierarchy level:

archive <archive-sites (ftp-url <password password>)> <files number> <size size>
<start-time "YYYY-MM-DD.hh:mm" > <transfer-interval minutes> <world-readable |
no-world-readable> ;

archive-sites site-name specifies a list of archive sites that you want to use for storing
files. The site-name value is any valid FTP URL to a destination. If more than one site
name is configured, a list of archive sites for the system log files is created. When a file
is archived, the router or switch attempts to transfer the file to the first URL in the list,
moving to the next site only if the transfer does not succeed. The log file is stored at the
archive site with the specified log filename. For information about how to specify valid
FTP URLs, see Format for Specifying Filenames and URLs in Junos OS CLI Commands.

files number specifies the number of files to create before the oldest file is overwritten.
The value can be from 1through 1000.

size size specifies the maximum size of each file. The value can be from 64 KB (64k)
through 1 gigabyte (1g); to represent megabytes, use the letter m after the integer. There
is no space between the digits and the k, m, or g units letter.

start-time "YYYY-MM-DD.hh:mm" defines the date and time in the local time zone for a
one-time transfer of the active log file to the first reachable site in the list of sites specified
by the archive-sites statement.

transfer-interval interval defines the amount of time the current log file remains open
(evenifit has not reached the maximum possible size) and receives new statistics before
it is closed and transferred to an archive site. This interval value can be from 5 through
2880 minutes.

world-readable enables all users to read log files. To restore the default permissions,
include the no-world-readable statement.
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« Single-Chassis System Logging Configuration Overview on page 4
« Examples: Configuring System Logging on page 53

« Overview of Single-Chassis System Logging Configuration

Including Priority Information in System Log Messages

The facility and severity level of a message are together referred to as its priority. By
default, messages logged in the standard Junos OS format do not include information
about priority. To include priority information in standard-format messages directed to
a file, include the explicit-priority statement at the [edit system syslog file filename]
hierarchy level:

[edit system syslog file filename]
facility severity;
explicit-priority;

6 NOTE: Messages logged in structured-data formatinclude priority information
by default. If you include the structured-data statement at the [edit system
syslog file filename] hierarchy level along with the explicit-priority statement,
the explicit-priority statement is ignored and messages are logged in
structured-data format.

Forinformationabout the structured-data statement, see “Logging Messages
in Structured-Data Format” on page 19. For information about the contents
of astructured-data message, see the Junos OS System Log Messages Reference.

To include priority information in messages directed to a remote machine or the other
Routing Engine, include the explicit-priority statement at the
[edit system syslog host (hostname | other-routing-engine)] hierarchy level:

[edit system syslog host (hostname | other-routing-engine)]
facility severity;
explicit-priority;

0 NOTE: The other-routing-engine option does not apply to the QFX Series.

The priority recorded in a message always indicates the original, local facility name. If
the facility-override statement is included for messages directed to a remote destination,
the Junos OS system logging utility still uses the alternative facility name for the messages
themselves when directing them to the remote destination. For more information, see
“Changing the Alternative Facility Name for Remote System Log Messages” on page 22.

When the explicit-priority statement is included, the Junos OS logging utility prepends
codes for the facility name and severity level to the message tag name, if the message
has one:

FACILITY-severity[-TAG]

28
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(The tagis a unique identifier assigned to some Junos OS system log messages; for more
information, see the Junos OS System Log Messages Reference.)

In the following example, the CHASSISD_PARSE_COMPLETE message belongs to the
daemon facility and is assigned severity info (6):

Aug 2112:36:30 router1 chassisd[522]: %0DAEMON-6-CHASSISD_PARSE_COMPLETE:
Using new configuration

When the explicit-priority statement is not included, the priority does not appear in the
message:

Aug 2112:36:30 router1 chassisd[522]: CHASSISD_PARSE_COMPLETE: Using new
configuration

For more information about message formatting, see the Junos OS System Log Messages

Reference.

Related . Single-Chassis System Logging Configuration Overview on page 4
Documentation « Overview of Single-Chassis System Logging Configuration

« Examples: Configuring System Logging on page 53

System Log Facility Codes and Numerical Codes Reported in Priority Information

Table 13 on page 29 lists the facility codes that can appear in system log messages and
maps them to facility names.

0 NOTE: IfthesecondcolumninTable 13 on page 29 does notinclude the Junos
facility name for a code, the facility cannot be included in a statement at the
[edit system syslog] hierarchy level. The Junos OS might use the facilities in
Table 13 on page 29—and others that are not listed—when reporting on
internal operations.

Table 13: Facility Codes Reported in Priority Information

Junos Facility

Name Type of Event or Error
AUTH authorization Authentication and authorization attempts
AUTHPRIV Authentication and authorization attempts that can be viewed

by superusers only

CHANGE change-log Changes to the Junos configuration

CONFLICT conflict-log Specified configuration is invalid on the router type

CONSOLE Messages written to /dev/console by the kernel console
outputr
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Table 13: Facility Codes Reported in Priority Information (continued)

Junos Facility

Name Type of Event or Error
CRON Actions performed or errors encountered by the cron process
DAEMON daemon Actions performed or errors encountered by system processes
DFC dfc Actions performed or errors encountered by the dynamic flow

capture process

FIREWALL firewall Packet filtering actions performed by a firewall filter

FTP ftp Actions performed or errors encountered by the FTP process

INTERACT interactive-commands Commands issued at the Junos OS CLI prompt or invoked by
aclient application such as a Junos XML protocol or NETCONF

client
KERN kernel Actions performed or errors encountered by the Junos kernel
NTP Actions performed or errors encountered by the Network Time

Protocol (NTP)

PFE pfe Actions performed or errors encountered by the Packet
Forwarding Engine

SYSLOG Actions performed or errors encountered by the Junos system
logging utility

USER user Actions performed or errors encountered by user-space
processes

Table 14 on page 30 lists the numerical severity codes that can appear in system log
messages and maps them to severity levels.

Table 14: Numerical Codes for Severity Levels Reported in Priority

Information
Numerical | Severity
Code Level Description
0 emergency System panic or other condition that causes the router to stop
functioning
1 alert Conditions that require immediate correction, such as a corrupted

system database

2 critical Critical conditions, such as hard errors

3 error Error conditions that generally have less serious consequences than
errors in the emergency, alert, and critical levels
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Table 14: Numerical Codes for Severity Levels Reported in Priority
Information (continued)

Numerical | Severity

Code Level Description

4 warning Conditions that warrant monitoring

5 notice Conditions that are not errors but might warrant special handling

6 info Events or nonerror conditions of interest

7 debug Software debugging messages (these appear only if a technical support

representative has instructed you to configure this severity level)

Related . Single-Chassis System Logging Configuration Overview on page 4

Documentation . Examples: Configuring System Logging on page 53

Including the Year or Millisecond in Timestamps

By default, the timestamp recorded in a standard-format system log message specifies
the month, date, hour, minute, and second when the message was logged, as in the
following example:

Aug 2112:36:30

To include the year, the millisecond, or both in the timestamp, include the time-format
statement at the [edit system syslog] hierarchy level:

[edit system syslog]
time-format (year | millisecond | year millisecond);

The modified timestamp is used in messages directed to each destination configured by
a file, console, or user statement at the [edit system syslog] hierarchy level, but not to
destinations configured by a host statement.

The following example illustrates the format for a timestamp that includes both the
millisecond (401) and the year (2006):

Aug 2112:36:30.401 2006

o NOTE: Messages logged in structured-data format include the year and
millisecond by default. If you include the structured-data statement at the
[edit system syslog file filename] hierarchy level along with the time-format
statement, the time-format statement is ignored and messages are logged
in structured-data format.

Forinformationabout the structured-data statement, see “Logging Messages
in Structured-Data Format” on page 19. For information about the contents
of a structured-data message, see the Junos OS System Log Messages Reference.
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Related . Single-Chassis System Logging Configuration Overview on page 4

Documentation . Examples: Configuring System Logging on page 53

Using Regular Expressions to Refine the Set of Logged Messages

The predefined facilities group together related messages, but you can also use regular
expression matching to specify more exactly which messages from a facility are logged
to a file, a user terminal, or a remote destination.

To specify the text string that must (or must not) appear in a message for the message
to be logged to a destination, include the match statement and specify the regular
expression which the text string must match:

match "regular-expression";

You can include this statement at the following hierarchy levels:

. [edit system syslog file filename] (for a file)

. [edit system syslog user (username | *)] (for a specific user session or for all user sessions
on a terminal)

« [edit system syslog host (hostname | other-routing-engine)] (for a remote destination)

In specifying the regular expression, use the notation defined in POSIX Standard 1003.2
for extended (modern) UNIX regular expressions. Explaining regular expression syntax
is beyond the scope of this document, but POSIX standards are available from the Institute
of Electrical and Electronics Engineers (IEEE, http:/www.ieee.org).

Table 15 on page 32 specifies which character or characters are matched by some of the
regular expression operators that you can use in the match statement. In the descriptions,
the term term refers to either a single alphanumeric character or a set of characters
enclosed in square brackets, parentheses, or braces.

e NOTE: The match statement is not case-sensitive.

Table 15: Regular Expression Operators for the match Statement

Operator Matches

. (period) One instance of any character except the space.

* (asterisk) Zero or more instances of the immediately preceding term.

+ (plus sign) One or more instances of the immediately preceding term.

? (question mark) Zero or one instance of the immediately preceding term.

| (pipe) One of the terms that appears on either side of the pipe operator.
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Table 15: Regular Expression Operators for the match
Statement (continued)

Operator Matches

| (exclamation point) Any string except the one specified by the expression, when the
exclamation point appears at the start of the expression. Use of the
exclamation point is Junos OS-specific.

~ (caret) Start of a line, when the caret appears outside square brackets.

One instance of any character that does not follow it within square
brackets, when the caret is the first character inside square brackets.

$ (dollar sign) End of a line.
[ ] (paired square One instance of one of the enclosed alphanumeric characters. To
brackets) indicate a range of characters, use a hyphen ( - ) to separate the

beginning and ending characters of the range. For example, [a-z0-9]
matches any letter or number.

() (paired parentheses) One instance of the evaluated value of the enclosed term.
Parentheses are used to indicate the order of evaluationin the regular
expression.

Using Regular Filter messages that belong to the interactive-commands facility, directing those that
Expressions include the string configure to the terminal of the root user:

[edit system syslog]

user root {
interactive-commands any;
match “.*configure.*”;

}

Messages like the following appear on the root user’s terminal when a user issues a
configure command to enter configuration mode:

timestamp router-name mgd[PID]: U_CMDLINE_READ_LINE: User 'user', command
'configure private'

Filter messages that belong to the daemon facility and have a severity of error or higher,
directing them to the file /var/log/process-errors. Omit messages generated by the SNMP
process (snmpd), instead directing them to the file /var/log/snmpd-errors:

[edit system syslog]
file process-errors {
daemon error;

match “I(.*snmpd.*)”;
1

file snmpd-errors {
daemon error;

match “.*snmpd.*”;

}

Related . Single-Chassis System Logging Configuration Overview on page 4

Documentation « Overview of Single-Chassis System Logging Configuration
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« Examples: Configuring System Logging on page 53

. Examples: Configuring System Logging

Junos System Log Regular Expression Operators for the match Statement

Related

Documentation

Table 16: Regular Expression Operators for the match Statement

Operator Matches

. (period) One instance of any character except the space.

* (asterisk) Zero or more instances of the immediately preceding term.

+ (plus sign) One or more instances of the immediately preceding term.

? (question Zero or one instance of the immediately preceding term.

mark)

| (pipe) One of the terms that appear on either side of the pipe operator.

! (exclamation Any string except the one specified by the expression, when the exclamation
point) point appears at the start of the expression. Use of the exclamation point is

Junos OS—specific.

~ (caret) The start of a line, when the caret appears outside square brackets.

One instance of any character that does not follow it within square brackets,
when the caret is the first character inside square brackets.

S (dollar sign) The end of a line.

[1(pairedsquare  One instance of one of the enclosed alphanumeric characters. To indicate a
brackets) range of characters, use a hyphen ( - ) to separate the beginning and ending
characters of the range. For example, [a-z0-9] matches any letter or number.

() (paired One instance of the evaluated value of the enclosed term. Parentheses are
parentheses) used to indicate the order of evaluation in the regular expression.

« Single-Chassis System Logging Configuration Overview on page 4

. Examples: Configuring System Logging on page 53

Disabling the System Logging of a Facility

To disable the logging of messages that belong to a particular facility, include the
facility none statement in the configuration. This statement is useful when, for example,
you want to log messages that have the same severity level and belong to all but a few
facilities. Instead of including a statement for each facility you want to log, you caninclude
the any severity statement and then a facility none statement for each facility that you

34
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do not want to log. For example, the following logs all messages at the error level or
higher to the console, except for messages from the daemon and kernel facilities.
Messages from those facilities are logged to the file >/var/log/internals instead:

[edit system syslog]

console {
any error;
daemon none;
kernel none;

1

file internals {
daemon info;
kernel info;

}

Related . Single-Chassis System Logging Configuration Overview on page 4

D tati
ocumentation . Overview of Single-Chassis System Logging Configuration
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CHAPTER 3

Configuring System Log Messages for a
1T X Matrix Router

« Configuring System Logging for a TX Matrix Router on page 37
« Configuring Message Forwarding to the TX Matrix Router on page 39

« Configuring Optional Features for Forwarded Messages on a TX Matrix
Router on page 40

« Directing Messages to a Remote Destination from the Routing Matrix Based on the TX
Matrix Router on page 41

« Configuring System Logging Differently on Each T640 Router in a Routing
Matrix on page 42

Configuring System Logging for a TX Matrix Router

To configure system logging for all routers in a routing matrix composed of a TX Matrix
router and T640 routers, include the syslog statement at the [edit system] hierarchy level
onthe TX Matrix router. The syslog statement applies to every router in the routing matrix.

[edit system]
syslog {
archive <files number> <size size <world-readable | no-world-readable>;
console {
facility severity;
1
file filename {
facility severity;
archive <archive-sites {ftp-url <password password>}> <files number> <size size>
<start-time"YYYY-MM-DD.hh:mm" > <transfer-interval minutes > <world-readable |
no-world-readable>;
explicit-priority;
match "regular-expression";
structured-data {
brief;
}
1
host (hostname | other-routing-engine | scc-master) {
facility severity;
explicit-priority;
facility-override facility;
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log-prefix string;
match "regular-expression";
source-address source-address;
port port number;
1
source-address source-address;
time-format (year | millisecond | year millisecond);
(username | *) {
facility severity;
match "regular-expression";
1
1

When included in the configuration on the TX Matrix router, the following configuration
statements have the same effect as on a single-chassis system, except that they apply
to every router in the routing matrix:

« archive—Sets the size and number of log files on each platform in the routing matrix.
See “Specifying Log File Size, Number, and Archiving Properties” on page 26.

« console—Directs the specified messages to the console of each platformin the routing
matrix. See “Directing System Log Messages to the Console” on page 20.

. file—Directs the specified messages to a file of the same name on each platformin
the routing matrix. See “Directing System Log Messages to a Log File” on page 18.

. match—Limits the set of messages logged to a destination to those that contain (or
do not contain) a text string matching a regular expression. See “Using Regular
Expressions to Refine the Set of Logged Messages” on page 32.

The separate match statement at the [edit system syslog host scc-master] hierarchy
level applies to messages forwarded from the T640 routers to the TX Matrix router.
See “Configuring Optional Features for Forwarded Messages on a TX Matrix Router”
on page 40.

. port—Specifies the port number of the remote syslog server.

« source-address—Sets the IP address of the router to report in system log messages as
the message source, when the messages are directed to the remote machines specified
in all host hostname statements at the [edit system syslog] hierarchy level, for each
platform in the routing matrix. On a routing matrix composed of a TX Matrix router and
T640 routers, the address is not reported by the T640 routers in messages directed
to the other Routing Engine on each router or to the TX Matrix router. See “Specifying
an Alternative Source Address for System Log Messages” on page 22.

« structured-data—Writes messages to a file in structured-data format. See “Logging
Messages in Structured-Data Format” on page 19.

. time-format—Adds the millisecond, year, or both to the timestamp in each
standard-format message. See “Including the Year or Millisecond in Timestamps” on
page 31.

. user—Directs the specified messages to the terminal session of one or more specified
users on each platform in the routing matrix that they are logged in to. See “Directing
System Log Messages to a User Terminal” on page 20.

38
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The effect of the other statements differs somewhat for a routing matrix than for a
single-chassis system.

Related . Configuring Message Forwarding to the TX Matrix Router on page 39

Documentation
. Impact of Different Local and Forwarded Severity Levels on System Log Messages on

a TX Matrix Router on page 6

« Configuring Optional Features for Forwarded Messages on a TX Matrix Router on
page 40

« Directing Messages to a Remote Destination from the Routing Matrix Based on the TX
Matrix Router on page 41

« Configuring System Logging Differently on Each T640 Router in a Routing Matrix on
page 42

Configuring Message Forwarding to the TX Matrix Router

By default, the master Routing Engine on each T640 router forwards to the master
Routing Engine on the TX Matrix router all messages from all facilities with severity level
of info and higher. To change the facility, the severity level, or both, include the host
scc-master statement at the [edit system syslog] hierarchy level on the TX Matrix router:

[edit system syslog]
host scc-master {
facility severity;

}

To disable message forwarding, set the facility to any and the severity level to none:

[edit system syslog]
host scc-master {
any none;

}

In either case, the setting applies to all T640 routers in the routing matrix.

To capture the messages forwarded by the T640 routers (as well as messages generated
on the TX Matrix router itself), you must also configure system logging on the TX Matrix
router. Direct the messages to one or more destinations by including the appropriate
statements at the [edit system syslog] hierarchy level on the TX Matrix router:

. To afile, as described in “Directing System Log Messages to a Log File” on page 18.

. To the terminal session of one or more specific users (or all users), as described in
“Directing System Log Messages to a User Terminal” on page 20.

« Tothe console, as described in “Directing System Log Messages to the Console” on
page 20.

. To aremote machine that is running the syslogd utility or to the other Routing Engine.
For more information, see “Directing Messages to a Remote Destination from the
Routing Matrix Based on the TX Matrix Router” on page 41.
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As previously noted, the configuration statements included on the TX Matrix router also
configure the same destinations on each T640 router in the routing matrix.

When specifying the severity level for local messages (at the [edit system syslog

(file | host | console | user)] hierarchy level) and forwarded messages (at the [edit system
syslog host scc-master] hierarchy level), you can set the same severity level for both, set
a lower severity level for local messages, or set a higher severity level for local messages.
The following examples describe the consequence of each configuration. (For simplicity,
the examples use the any facility in every case. You can also specify different severities
for different facilities, with more complex consequences.)

« Configuring System Logging for a TX Matrix Router on page 37

Configuring Optional Features for Forwarded Messages on a TX Matrix Router

To configure additional optional features when specifying how the T640 routers forward
messages to the TX Matrix router, include statements at the [edit system syslog host
scc-master] hierarchy level. To include priority information (facility and severity level) in
each forwarded message, include the explicit-priority statement. To insert a text string
in each forwarded message, include the log-prefix statement. To use regular expression
matching to specify more exactly which messages from a facility are forwarded, include
the match statement.

[edit system syslog]
host scc-master {
facility severity;
explicit-priority;
log-prefix string;
match "regular-expression";

}

You can also include the facility-override statement at the [edit system syslog host
scc-master] hierarchy level, but we do not recommend doing so. It is not necessary to
use alternative facilities for messages forwarded to the TX Matrix router, because it runs
the Junos system logging utility and can interpret the Junos OS-specific facilities. For
more information about alternative facilities, see “Changing the Alternative Facility Name
for Remote System Log Messages” on page 22.

« Including Priority Information in Forwarded Messages on page 40
. Adding a Text String to Forwarded Messages on page 41

. Using Regular Expressions to Refine the Set of Forwarded Messages on page 41

Including Priority Information in Forwarded Messages

When you include the explicit-priority statement at the [edit system syslog host
scc-master] hierarchy level, messages forwarded to the TX Matrix router include priority
information. For the information to appear in a log file on the TX Matrix router, you must
also include the explicit-priority statement at the [edit system syslog file filename]
hierarchy level for the file on the TX Matrix router. As a consequence, the log file with the
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same name on each platform in the routing matrix also includes priority information for
locally generated messages.

Toinclude priority information in messages directed to a remote machine from all routers
in the routing matrix, also include the explicit-priority statement at the [edit system syslog
host hostname] hierarchy level for the remote machine. For more information, see
“Directing Messages to a Remote Destination from the Routing Matrix Based on the TX
Matrix Router” on page 41.

In the following example, the /var/log/messages file on all routers includes priority
information for messages with severity notice and higher from all facilities. The log on
the TX Matrix router also includes messages with those characteristics forwarded from
the T640 routers.

[edit system syslog]

host scc-master {
any notice;
explicit-priority;

1

file messages {
any notice;
explicit-priority;

}
Adding a Text String to Forwarded Messages

When you include the log-prefix statement at the [edit system syslog host scc-master]
hierarchy level, the string that you define appears in every message forwarded to the TX
Matrix router. For more information, see “Adding a Text String to System Log Messages”
on page 25.

Using Regular Expressions to Refine the Set of Forwarded Messages

When you include the match statement at the [edit system syslog host scc-master]
hierarchy level, the regular expression that you specify controls which messages from
the T640 routers are forwarded to the TX Matrix router. The regular expression is not
applied to messages from the T640 router that are directed to destinations other than
the TX Matrix router. For more information about regular expression matching, see “Using
Regular Expressions to Refine the Set of Logged Messages” on page 32.

Directing Messages to a Remote Destination from the Routing Matrix Based on the TX
Matrix Router

You can configure a routing matrix composed of a TX Matrix router and T640 routers to
direct system logging messages to a remote machine or the other Routing Engine on
each router, just as on a single-chassis system. Include the host statement at the [edit
system syslog] hierarchy level on the TX Matrix router:

[edit system syslog]

host (hostname | other-routing-engine) {
facility severity;
explicit-priority;
facility-override facility;
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log-prefix string;
match "regular-expression";

}

source-address source-address;

The TX Matrix router directs messages to a remote machine or the other Routing Engine
in the same way as a single-chassis system, and the optional statements (explicit-priority,
facility-override, log-prefix, match, and source-address) also have the same effect as on
a single-chassis system. For more information, see “Directing System Log Messages to
a Remote Machine or the Other Routing Engine” on page 21.

For the TX Matrix router to include priority information when it directs messages that
originated on a T640 router to the remote destination, you must also include the
explicit-priority statement at the [edit system syslog host scc-master] hierarchy level.

The other-routing-engine statement does not interact with message forwarding from the
T640 routers to the TX Matrix router. For example, if you include the statement in the
configuration for the Routing Engine in slot O (re0), the re0 Routing Engine on each T640
router sends messages to the rel Routing Engine on its platform only. It does not also
send messages directly to the rel Routing Engine on the TX Matrix router.

Because the configuration on the TX Matrix router applies to the T640 routers, any T640
router that has interfaces for direct access to the Internet also directs messages to the
remote machine. The consequences include the following:

. If the T640 routers are configured to forward messages to the TX Matrix router (as in
the default configuration), the remote machine receives two copies of some messages:
one directly from the T640 router and the other from the TX Matrix router. Which
messages are duplicated depends on whether the severities are the same for local
logging and for forwarded messages. For more information, see “Configuring Message
Forwarding to the TX Matrix Router” on page 39.

« If the source-address statement is configured at the [edit system syslog] hierarchy
level, all routers in the routing matrix report the same source address in messages
directed to the remote machine. This is appropriate, because the routing matrix
functions as a single router.

« If the log-prefix statement is included, the messages from all routers in the routing
matrix include the same text string. You cannot use the string to distinguish between
the routers in the routing matrix.

« Configuring System Logging for a TX Matrix Router on page 37

Configuring System Logging Differently on Each T640 Router in a Routing Matrix

We recommend that all routers in a routing matrix composed of a TX Matrix router and
T640 routers use the same configuration, which implies that you include system logging
configuration statements on the TX Matrix router only. In rare circumstances, however,
you might choose to log different messages on different routers. For example, if one
router in the routing matrix is experiencing problems with authentication, a Juniper
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Networks support representative might instruct you to log messages from the authorization
facility with severity debug on that router.

To configure routers separately, include configuration statements in the appropriate
groups at the [edit groups] hierarchy level on the TX Matrix router:

« To configure settings that apply to the TX Matrix router but not the T640 routers,
include them in the re0 and rel configuration groups.

« Toconfigure settings that apply to particular T640 routers, include themin the lccn-re0
and lccn-rel configuration groups, where n is the line-card chassis (LCC) index number
of the router.

When you use configuration groups, do not issue CLI configuration-mode commands to
change statements at the [edit system syslog] hierarchy level on the TX Matrix router. If
you do, the resulting statements overwrite the statements defined in configuration groups
and apply to the T640 routers also. (We further recommend that you do not issue CLI
configuration-mode commands on the T640 routers at any time.)

For more information about the configuration groups for a routing matrix, see the chapter
about configuration groups in the Junos OS CLI User Guide.

The following example shows how to configure the /var/log/messages files on three
routers to include different sets of messages:

« Onthe TX Matrix router, local messages with severity info and higher from all facilities.
The file does not include messages from the T640 routers, because the host scc-master
statement disables message forwarding.

« Onthe T640 router designated LCCO, messages from the authorization facility with
severity info and higher.

« Onthe T640 router designated LCC1, messages with severity notice from all facilities.

[edit groups]
reO {
system {
syslog {
file messages {
any info;
}
host scc-master {
any none;
1
1
1
}
rel {
... same statements as for reO ...
1
lccO-re0 {
system {
syslog {
file messages {
authorization info;
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}
1
}
}
lccO-rel {
... same statements as for lccO-reO ...
}
lcc1-re0 {
system {
syslog {
file messages {
any notice;
}
1
}
}
lccO-rel {
... same statements as for lccl-re0 ...

}

Related . Configuring System Logging for a TX Matrix Router on page 37
Documentation
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« Configuring System Logging for a TX Matrix Plus Router on page 45
» Configuring Message Forwarding to the TX Matrix Plus Router on page 47

« Configuring Optional Features for Forwarded Messages on a TX Matrix Plus
Router on page 48

. Directing Messages to a Remote Destination from the Routing Matrix Based ona TX
Matrix Plus Router on page 49

« Configuring System Logging Differently on Each T1600 Router in a Routing
Matrix on page 51

Configuring System Logging for a TX Matrix Plus Router

To configure system logging for all routers in a routing matrix composed of a TX Matrix
Plusrouterand T1600 routers, include the syslog statement at the [edit system] hierarchy
level on the TX Matrix Plus router. The syslog statement applies to every router in the
routing matrix.

[edit system]
syslog {
archive <files number> <size size <world-readable | no-world-readable>;
console {
facility severity;
}
file filename {
facility severity;
archive <archive-sites {ftp-url <password password>1> <files number> <size size>
<start-time"YYYY-MM-DD.hh:mm" > <transfer-interval minutes> <world-readable |
no-world-readable>;
explicit-priority;
match "regular-expression";
structured-data {
brief;
}
}
host (hostname | other-routing-engine | sfcO-master) {
facility severity;
explicit-priority;
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facility-override facility;
log-prefix string;
match "regular-expression";
1
source-address source-address;
time-format (year | millisecond | year millisecond);
(username | *) {
facility severity;
match "regular-expression";
1
}

When included in the configuration on the TX Matrix Plus router, the following
configuration statements have the same effect as on a single-chassis system, except
that they apply to every router in the routing matrix composed of the TX Matrix Plus
router and T1600 routers:

. archive—Sets the size and number of log files on each router in the routing matrix. See
“Specifying Log File Size, Number, and Archiving Properties” on page 26.

. console—Directs the specified messages to the console of each router in the routing
matrix. See “Directing System Log Messages to the Console” on page 20.

file—Directs the specified messages to a file of the same name on each router in the
routing matrix. See “Directing System Log Messages to a Log File” on page 18.

. match—Limits the set of messages logged to a destination to those that contain (or
do not contain) a text string matching a regular expression. See “Using Regular
Expressions to Refine the Set of Logged Messages” on page 32.

The separate match statement at the [edit system syslog host sfcO-master] hierarchy
level applies to messages forwarded from the T1600 routers to the TX Matrix Plus
router. See “Configuring Optional Features for Forwarded Messages on a TX Matrix
Plus Router” on page 48.

. source-address—Sets the IP address of the router as the message source in system
log messages when the messages are directed to the remote machines specified in
all host hostname statements at the [edit system syslog] hierarchy level, for each router
in the routing matrix. On a routing matrix composed of a TX Matrix Plus router and
T1600 routers, the address is not reported by the T1600 routers in messages directed
to the other Routing Engine on each router or to the TX Matrix Plus router. See
“Specifying an Alternative Source Address for System Log Messages” on page 22.

« structured-data—Writes messages to a file in structured-data format. See “Logging
Messages in Structured-Data Format” on page 19.

« time-format—Adds the millisecond, year, or both to the timestamp in each
standard-format message. See “Including the Year or Millisecond in Timestamps” on
page 31.

« user—Directs the specified messages to the terminal session of one or more specified
users on each router in the routing matrix that they are logged in to. See “Directing
System Log Messages to a User Terminal” on page 20.
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The effect of the other statements differs somewhat for a routing matrix than for a
single-chassis system.

Related . Configuring Message Forwarding to the TX Matrix Plus Router on page 47

Documentation
. Impact of Different Local and Forwarded Severity Levels on System Log Messages on

a TX Matrix Plus Router on page 8

« Configuring Optional Features for Forwarded Messages on a TX Matrix Plus Router on
page 48

« Directing Messages to a Remote Destination from the Routing Matrix Based on a TX
Matrix Plus Router on page 49

« Configuring System Logging Differently on Each T1600 Router in a Routing Matrix on
page 51

Configuring Message Forwarding to the TX Matrix Plus Router

By default, the master Routing Engine on each T1600 router forwards to the master
Routing Engine on the TX Matrix Plus router all messages from all facilities with severity
level of info and higher. To change the facility, the severity level, or both, include the host
sfcO-master statement at the [edit system syslog] hierarchy level on the TX Matrix Plus
router:

[edit system syslog]
host sfcO-master {
facility severity;

}

To disable message forwarding, set the facility to any and the severity level to none:

[edit system syslog]
host sfcO-master {
any none;

}

In either case, the setting applies to all T1600 routers in the routing matrix.

To capture the messages forwarded by the T1600 routers (as well as messages generated
on the TX Matrix Plus router itself), you must also configure system logging on the TX
Matrix Plus router. Direct the messages to one or more destinations by including the
appropriate statements at the [edit system syslog] hierarchy level on the TX Matrix Plus
router:

. Toafile, as described in “Directing System Log Messages to a Log File” on page 18.

. To the terminal session of one or more specific users (or all users), as described in
“Directing System Log Messages to a User Terminal” on page 20.
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Related

Documentation

. Tothe console, as described in “Directing System Log Messages to the Console” on
page 20.

. To aremote machine that is running the syslogd utility or to the other Routing Engine.
For more information, see “Directing Messages to a Remote Destination from the
Routing Matrix Based on a TX Matrix Plus Router” on page 49.

As previously noted, the configuration statements included on the TX Matrix Plus router
also configure the same destinations on each T1600 router.

When specifying the severity level for local messages (at the [edit system syslog

(file | host | console | user)] hierarchy level) and forwarded messages (at the [edit system
syslog host sfcO-master] hierarchy level), you can set the same severity level for both,
set a lower severity level for local messages, or set a higher severity level for local
messages. The following examples describe the consequence of each configuration.
(For simplicity, the examples use the any facility in every case. You can also specify
different severities for different facilities, with more complex consequences.)

. Configuring System Logging for a TX Matrix Plus Router on page 45

Configuring Optional Features for Forwarded Messages on a TX Matrix Plus Router

To configure additional optional features when specifying how the T1600 routers forward
messages to the TX Matrix Plus router, include statements at the [edit system syslog
host sfcO-master] hierarchy level. To include priority information (facility and severity
level) in each forwarded message, include the explicit-priority statement. To insert a text
string in each forwarded message, include the log-prefix statement. To use regular
expression matching to specify more exactly which messages from a facility are forwarded,
include the match statement.

[edit system syslog]
host sfcO-master {
facility severity;
explicit-priority;
log-prefix string;
match "regular-expression;

}

You can also include the facility-override statement at the [edit system syslog host
sfcO-master] hierarchy level, but we do not recommend doing so. It is not necessary to
use alternative facilities for messages forwarded to the TX Matrix Plus router, because
it runs the Junos system logging utility and can interpret the Junos OS-specific facilities.
For more information about alternative facilities, see “Changing the Alternative Facility
Name for Remote System Log Messages” on page 22.

1. Including Priority Information in Forwarded Messages on page 49
2. Adding a Text String to Forwarded Messages on page 49

3. Using Regular Expressions to Refine the Set of Forwarded Messages on page 49
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Including Priority Information in Forwarded Messages

When you include the explicit-priority statement at the [edit system syslog host
sfcO-master] hierarchy level, messages forwarded to the TX Matrix Plus router include
priority information. For the information to appearin a log file on the TX Matrix Plus router,
you must also include the explicit-priority statement at the [edit system syslog file
filename] hierarchy level for the file on the TX Matrix Plus router. As a consequence, the
log file with the same name on each platform in the routing matrix also includes priority
information for locally generated messages.

Toinclude priority information in messages directed to a remote machine from all routers
in the routing matrix, also include the explicit-priority statement at the [edit system syslog
host hostname] hierarchy level for the remote machine. For more information, see
“Directing Messages to a Remote Destination from the Routing Matrix Based ona TX
Matrix Plus Router” on page 49.

In the following example, the /var/log/messages file on all routers includes priority
information for messages with severity notice and higher from all facilities. The log on
the TX Matrix Plus router also includes messages with those characteristics forwarded
from the T1600 routers.

[edit system syslog]

host sfcO-master {
any notice;
explicit-priority;

1

file messages {
any notice;
explicit-priority;

}
Adding a Text String to Forwarded Messages

When you include the log-prefix statement at the [edit system syslog host sfcO-master]
hierarchy level, the string that you define appears in every message forwarded to the TX
Matrix Plus router. For more information, see “Adding a Text String to System Log
Messages” on page 25.

Using Regular Expressions to Refine the Set of Forwarded Messages

When you include the match statement at the [edit system syslog host sfcO-master]
hierarchy level, the regular expression that you specify controls which messages from
the T1600 routers are forwarded to the TX Matrix Plus router. The regular expression is
not applied to messages from the T1600 routers that are directed to destinations other
than the TX Matrix Plus router. For more information about regular expression matching,
see “Using Regular Expressions to Refine the Set of Logged Messages” on page 32.

Directing Messages to a Remote Destination from the Routing Matrix Based on a TX
Matrix Plus Router

You can configure a routing matrix composed of a TX Matrix Plus router and T1600
routers to direct system logging messages to a remote machine or the other Routing
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Engine on each routing router, just as on a single-chassis system. Include the host
statement at the [edit system syslog] hierarchy level on the TX Matrix Plus router:

[edit system syslog]
host (hostname | other-routing-engine) {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";

}

source-address source-address;

The TX Matrix Plus router directs messages to a remote machine or the other Routing
Engine in the same way as a single-chassis system, and the optional statements
(explicit-priority, facility-override, log-prefix, match, and source-address) also have the
same effect as on a single-chassis system. For more information, see “Directing System
Log Messages to a Remote Machine or the Other Routing Engine” on page 21.

For the TX Matrix Plus router to include priority information when it directs messages
that originated on a T1600 router to the remote destination, you must also include the
explicit-priority statement at the [edit system syslog host sfcO-master] hierarchy level.

The other-routing-engine statement does not interact with message forwarding from the
T1600 routers to the TX Matrix Plus router. For example, if you include the statement in
the configuration for the Routing Engine in slot O (re0), the reO Routing Engine on each
T1600 router sends messages to the rel Routing Engine on its router only. It does not also
send messages directly to the rel Routing Engine on the TX Matrix Plus router.

Because the configuration on the TX Matrix Plus router applies to the T1600 routers, any
T1600 router that has interfaces for direct access to the Internet also directs messages
to the remote machine. The consequences include the following:

- If the T1600 routers are configured to forward messages to the TX Matrix Plus router
(as in the default configuration), the remote machine receives two copies of some
messages: one directly from the T1600 router and the other from the TX Matrix Plus
router. Which messages are duplicated depends on whether the severities are the
same for local logging and for forwarded messages. For more information, see
“Configuring Message Forwarding to the TX Matrix Plus Router” on page 47.

« If the source-address statement is configured at the [edit system syslog] hierarchy
level, all routers in the routing matrix report the same source address in messages
directed to the remote machine. This is appropriate, because the routing matrix
functions as a single routing router.

« If the log-prefix statement is included, the messages from all routers in the routing
matrix include the same text string. You cannot use the string to distinguish between
the routers in the routing matrix.

« Configuring System Logging for a TX Matrix Plus Router on page 45
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Configuring System Logging Differently on Each T1600 Router in a Routing Matrix

We recommend that all routers in a routing matrix composed of a TX Matrix Plus router
and T1600 routers use the same configuration, which implies that you include system
logging configuration statements on the TX Matrix Plus router only. In rare circumstances,
however, you might choose to log different messages on different routers. For example,
if one router in the routing matrix is experiencing problems with authentication, a Juniper
Networks support representative might instruct you to log messages from the authorization
facility with severity debug on that router.

To configure routers separately, include configuration statements in the appropriate
groups at the [edit groups] hierarchy level on the TX Matrix Plus router:

« To configure settings that apply to the TX Matrix Plus router but not the T1600 routers,
include them in the re0 and rel configuration groups.

« Toconfigure settings that apply to particular T1600 routers, include them in the lccn-re0
and lecn-rel configuration groups, where nis the line-card chassis (LCC) index number
of the router.

When you use configuration groups, do not issue CLI configuration-mode commands to
change statements at the [edit system syslog] hierarchy level on the TX Matrix Plus
router. If you do, the resulting statements overwrite the statements defined in
configuration groups and apply to the T1600 routers also. (We further recommmend that
you do not issue CLI configuration-mode commands on the T1600 routers at any time.)

For more information about the configuration groups for a routing matrix, see the chapter
about configuration groups in the Junos OS CLI User Guide.

The following example shows how to configure the /var/log/messages files on three
routers to include different sets of messages:

« On the TX Matrix Plus router, local messages with severity info and higher from all
facilities. The file does not include messages from the T1600 routers, because the host
sfcO-master statement disables message forwarding.

« Onthe T1600 router designated LCCO, messages from the authorization facility with
severity info and higher.

. Onthe T1600 router designated LCC1, messages with severity notice from all facilities.

[edit groups]
reO {
system {
syslog {
file messages {
any info;
1
host sfcO-master {
any none;
1
}
}
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}
rel {
... same statements as for reO ...
1
lccO-re0 {
system {
syslog {
file messages {
authorization info;
1
1
}
}
lccO-rel {
... same statements as for lccO-reO ...
1
lccl-re0 {
system {
syslog {
file messages {
any notice;
1
1
}
}
lccO-rel {
... same statements as for lccl-re0 ...

}

Related . Configuring System Logging for a TX Matrix Plus Router on page 45
Documentation
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Examples

« Examples: Configuring System Logging on page 53

« Examples: Assigning an Alternative Facility on page 55

Examples: Configuring System Logging

The following example shows how to configure the logging of messages about all
commands entered by users at the CLI prompt or invoked by client applications such as
Junos XML protocol or NETCONF client applications, and all authentication or
authorization attempts, both to the file cli-commands and to the terminal of any user
who is logged in:

[edit system]
syslog {
file cli-commands {
interactive-commands info;
authorization info;
1
user * {
interactive-commands info;
authorization info;
1
1

The following example shows how to configure the logging of all changes in the state of
alarms to the file /var/log/alarms:

[edit system]
syslog {
file alarms {
kernel warning;
1
1

The following example shows how to configure the handling of messages of various
types, as described in the comments. Information is logged to two files, to the terminal
of user alex, to a remote machine, and to the console:

[edit system]

syslog {
/* write all security-related messages to file /var/log/security */
file security {
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authorization info;
interactive-commands info;
1
/* write messages about potential problems to file /var/log/messages: */
/* messages from "authorization" facility at level "notice" and above, */
/* messages from all other facilities at level "warning" and above */
file messages {
authorization notice;
any warning;
1
/* write all messages at level "critical" and above to terminal of user "alex" if */
/* that user is logged in */
user alex {
any critical;
1
/* write all messages from the "daemon" facility at level "info" and above, and */
/* messages from all other facilities at level "warning" and above, to the */
/* machine monitor.mycompany.com */
host monitor.mycompany.com {
daemon info;
any warning;
1
/* write all messages at level "error" and above to the system console */
console {
any error,
1
}

The following example shows how to configure the handling of messages generated
when users issue Junos OS CLI commands, by specifying the interactive-commands
facility at the following severity levels:

. info—Logs a message when users issue any command at the CLI operational or
configuration mode prompt. The example writes the messages to the file
/var/log/user-actions.

« notice—Logs a message when users issue the configuration mode commands rollback
and commit. The example writes the messages to the terminal of user philip.

« warning—Logs a message when users issue a command that restarts a software
process. The example writes the messages to the console.

[edit system]
syslog {
file user-actions {
interactive-commands info;
}
user philip {
interactive-commands notice;
}
console {
interactive-commands warning;
}
1
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Related . Single-Chassis System Logging Configuration Overview on page 4
Documentation

Examples: Assigning an Alternative Facility

Log all messages generated on the local routing platform at the error level or higher to
the localO facility on the remote machine called monitor.mycompany.com:

[edit system syslog]

host monitor.mycompany.com {
any error,

facility-override localO;

}

Configure routing platforms located in California and routing platforms located in New
York to send messages to a single remote machine called central-logger.mycompany.com.
The messages from California are assigned alternative facility localO and the messages
from New York are assigned to alternative facility local2.

. Configure California routing platforms to aggregate messages in the localO facility:

[edit system syslog]

host central-logger.mycompany.com {
change-log info;

facility-override localO;

}
. Configure New York routing platforms to aggregate messages in the local2 facility:

[edit system syslog]

host central-logger.mycompany.com {
change-log info;

facility-override local2;

}

On central-logger, you can then configure the system logging utility to write messages
from the localO facility to the file california-config and the messages from the local2
facility to the file new-york-config.

Related . Junos OS System Log Alternate Facilities for Remote Logging on page 24
Documentation
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Configuration Statements

. System Management Configuration Statements on page 57

System Management Configuration Statements

This topic lists all the configuration statements that you can include at the [edit system]
hierarchy level to configure system management features:

system {
accounting {
events [ login change-log interactive-commands J;
destination {
radius {
server {
server-address {

accounting-port port-number,;
retry number;
secret password,
source-address address;
timeout seconds;

}
1
1
tacplus {
server {
server-address {
port port-number;
secret password
single-connection;
timeout seconds;
}
1
1
}
1
archival {
configuration {
archive-sites {
ftp://<username>:<password>@<host>:<port>/<url-path>;
ftp://<username>:<password>@<host>:<port>/<url-path>;
1

transfer-interval interval,
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transfer-on-commit;
}
1
allow-v4mapped-packets;
arp {
aging-timer minutes;
gratuitous-arp-delay;
gratuitous-arp-on-ifup;
interfaces;
passive-learning;
purging;
1
authentication-order [ authentication-methods 1;
backup-router address <destination destination-address>;
commit synchronize;
(compress-configuration-files | no-compress-configuration-files);
default-address-selection;
dump-device (compact-flash | remove-compact | usb);
diag-port-authentication (encrypted-password “password” | plain-text-password);
dynamic-profile-options {
versioning;
1
domain-name domain-name;
domain-search [ domain-list 1;
host-name hostname;
inet6-backup-router address <destination destination-address>;
internet-options {
tcp-mss mss-value;
(gre-path-mtu-discovery | no-gre-path-mtu-discovery);
icmpv4-rate-limit bucket-size bucket-size packet-rate packet-rate;
icmpv6-rate-limit bucket-size bucket-size packet-rate packet-rate;
(ipip-path-mtu-discovery | no-ipip-path-mtu-discovery);
(ipv6-path-mtu-discovery | no-ipv6-path-mtu-discovery);
ipv6-path-mtu-discovery-timeout;
no-tcp-rfc1323-paws;
no-tcp-rfc1323;
(path-mtu-discovery | no-path-mtu-discovery);
source-port upper-limit <upper-limit>;
(source-quench | no-source-quench);
tcp-drop-synfin-set;
1
location {
altitude feet;
building name;
country-code code;
floor number;
hcoord horizontal-coordinate;
lata service-area;
latitude degrees;
longitude degrees;
npa-nxx number,
postal-code postal-code;
rack number;
vcoord vertical-coordinate;
1
login {
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announcement text;
class class-name {
access-end;
access-start;
allow-commands “regular-expression”;
allow-configuration-regexps “regular expression 1” “regular expression 2”;
allowed-days;
deny-commands “regular-expression”;
deny-configuration-regexps “regular expression 1” “regular expression 2”;
idle-timeout minutes;
login-tip;
permissions [ permissions ];
}
message text;
password {
change-type (set-transitions | character-set);
format (md5 | shal | des);
maximum-length length;
minimum-changes number;
minimum-length length;
}
retry-options {
backoff-threshold number;
backoff-factor seconds;
minimum-time seconds;
tries-before-disconnect number;
}
user username {
full-name complete-name,;
vid vid-value;
class class-name;
authentication {
(encrypted-password “password” | plain-text-password);
ssh-rsa “public-key”;
ssh-dsa “public-key”;
1
}
1
login-tip number;
mirror-flash-on-disk;
name-server {
address;
1
no-multicast-echo;
no-redirects;
no-ping-record-route;
no-ping-time-stamp;
ntp {
authentication-key key-number type type value password,
boot-server address;
broadcast <address> <key key-number> <version value> <ttl value>;
broadcast-client;
multicast-client <address>;
peer address <key key-number> <version value> <prefer>;
source-address source-address;
server address <key key-number> <version value> <prefer>;
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trusted-key [ key-numbers J;
1
ports {
auxiliary {
type terminal-type;
}
pic-console-authentication {
encrypted-password encrypted-password,
plain-text-password;
console {
insecure;
log-out-on-disconnect;
type terminal-type;
disable;
}
}
processes {
process--name (enable | disable) failover (alternate-media | other-routing-engine);
timeout seconds;
}
1

radius-server server-address {
accounting-port port-number;
port port-number;
retry number;
secret password,
source-address source-address;
timeout seconds;
1
radius-options {
password-protocol mschap-v2;
}
attributes {
nas-ip-address ip-address;
root-authentication {
(encrypted-password “password” | plain-text-password);
ssh-rsa “public-key”;
ssh-dsa “public-key”;
1
(saved-core-context | no-saved-core-context);
saved-core-files saved-core-files;
scripts {
commit {
allow-transients;
file filename {
optional;
refresh;
refresh-from url;
source url;
1
traceoptions {
file <filename> <files number> <size size> <world-readable | no-world-readable>;
flag flag;
no-remote-trace;
}
op{
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file filename {
arguments {
argument-name {
description descriptive-text;
}
1
command filename-alias;
description descriptive-text,;
refresh;
refresh-from url,;
source url;
1
refresh;
refresh-from url;
traceoptions {
file <filename> <files number> <size size> <world-readable | no-world-readable>;
flag flag;
no-remote-trace;
1
}
1
services {
finger {
connection-limit limit;
rate-limit limit;
}
flow-tap-dtcp {
ssh {
connection-limit limit;
rate-limit limit;
1
}
ftp {
connection-limit limit;
rate-limit limit;
}
service-deployment {
servers server-address {
port port-number;
}
source-address source-address;
}
ssh {
root-login (allow | deny | deny-password);
protocol-version [v1v2];
connection-limit limit;
rate-limit limit;
}
telnet {
connection-limit limit;
rate-limit limit;
}
web-management {
http {
interfaces [ interface-names 1;
port port;
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1
https {
interfaces [ interface-names 1;
local-certificate name;
port port;
1
session {
idle-timeout [ minutes J;
session-limit [ session-limit ];
}
}
xnm-clear-text {
connection-limit limit;
rate-limit limit;
}
xnm-ssl {
connection-limit limit;
local-certificate name;
rate-limit limit;
}
1
static-host-mapping {
hostname {
alias [ alias 1;
inet [ address 1;
sysid system-identifier;
}
1
syslog {
archive <files number> <size size> <world-readable | no-world-readable>;
console {
facility severity;
}
file filename {
facility severity;
archive <archive-sites {ftp-url <password password>}> <files number> <size size>
<start-time"YYYY-MM-DD.hh:mm" > <transfer-interval minutes> <world-readable |
no-world-readable>;
explicit-priority;
match "regular-expression";
structured-data {
brief;
1
}
host (hostname | other-routing-engine | scc-master) {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";
source-address source-address;
structured-data {
brief;
1
}

source-address source-address;
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time-format (year | millisecond | year millisecond);
user (username | *) {
facility severity;
match "regular-expression";
}
1
tacplus-options {
service-name service-name;
(no-cmd-attribute-value | exclude-cmd-attribute);
1
tacplus-server server-address {
secret password,
single-connection;
source-address source-address;
timeout seconds;
1
time-zone (GMThour-offset | time-zone);
1
tracing {
destination-override {
syslog host;
}
1

use-imported-time-zones;
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archive (All System Log Files)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

archive <files number> <size size> <start-timetime> <transfer-interval
interval><world-readable | no-world-readable> ;

[edit system syslog]

Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Configure archiving properties for all system log files.

filesnumber—Maximum number of archived log files to retain. When the Junos OS logging
utility has written a defined maximum amount of data to a log file logfile, it closes
the file, compresses it, and renames it logfile.0.gz (the amount of data is determined
by the size statement at this hierarchy level). The utility then opens and writes to a
new file called logfile. When the new file reaches the maximum size, the logfile.0.gz
file is renamed to logfile.l.gz, and the new file is closed, compressed, and renamed
logfile.0.gz. By default, the logging facility creates up to ten archive files in this manner.
Once the maximum number of archive files exists, each time the active log file reaches
the maximum size, the contents of the oldest archive file are lost (overwritten by
the next oldest file).

Range: 1through 1000
Default: 10 files

size size—Maximum amount of data that the Junos OS logging utility writes to a log file
logfile before archiving it (closing it, compressing it, and changing its name to
logfile.0.gz). The utility then opens and writes to a new file called logfile.

Syntax: xk to specify the number of kilobytes, xm for the number of megabytes, or xg
for the number of gigabytes

Range: 64 KB through1GB

Default: 128 KB for J Series routers; 1 MB for M Series, MX Series, and T Series routers,
and the QFX3500 switch; 10 MB for TX Matrix and TX Matrix Plus routers

world-readable | no-world-readable—Grant all users permission to read archived log files,
or restrict the permission only to the root user and users who have the Junos OS
maintenance permission.

Default: no-world-readable

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Specifying Log File Size, Number, and Archiving Properties on page 26
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archive (Individual System Log File)

Syntax

Hierarchy Level

Release Information

Description

Options

archive <archive-sites (ftp-url <password password>)> <files number> <size size>
<start-time "YYYY-MM-DD.hh:mm" > <transfer-interval minutes> <world-readable |
no-world-readable>;

[edit system syslog file filename]

Statement introduced before Junos OS Release 7.4.

start-time and transfer-interval statements introduced in Junos OS Release 8.5.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Configure archiving properties for a specific system log file.

archive-sites site-name—FTP URL representing the destination for the archived log file
(for information about how to specify valid FTP URLSs, see Format for Specifying
Filenames and URLs in Junos OS CLI Commands). If more than one site name is
configured, a list of archive sites for the system log files is created. When a file is
archived, the router attempts to transfer the file to the first URL in the list, moving
to the next site only if the transfer does not succeed. The log file is stored at the
archive site with the filename specified at the [edit system syslog] hierarchy level.

filesnumber—Maximum number of archived log files to retain. When the Junos OS logging
utility has written a defined maximum amount of data to a log file logfile, it closes
the file, compresses it, and renames it logfile.0.gz (the amount of data is determined
by the size statement at this hierarchy level). The utility then opens and writes to a
new file called logfile. When the new file reaches the maximum size, the logfile.0.gz
file is renamed to logfile.1.gz, and the new file is closed, compressed, and renamed
logfile.0.gz. By default, the logging facility creates up to ten archive files in this manner.
Once the maximum number of archive files exists, each time the active log file reaches
the maximum size, the contents of the oldest archive file are lost (overwritten by
the next oldest file).

Range: 1through 1000

Default: 10 files

password password—Password for authenticating with the site specified by the
archive-sites statement.

size size—Maximum amount of data that the Junos OS logging utility writes to a log file
logfile before archiving it (closing it, compressing it, and changing its name to
logfile.0.gz). The utility then opens and writes to a new file called logfile.

Syntax: xk to specify the number of kilobytes, xm for the number of megabytes, or xg
for the number of gigabytes

Range: 64 KB through1GB

Default: 128 KB for J Series routers; 1 MB for M Series, MX Series, and T Series routers,
and the QFX3500 switch; 10 MB for TX Matrix and TX Matrix Plus routers
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Required Privilege
Level

Related
Documentation

start-time "YYYY-MM-DD.hh:mm"—Date and time in the local time zone for a one-time
transfer of the active log file to the first reachable site in the list of sites specified by
the archive-sites statement.

transfer-interval interval—Interval at which to transfer the log file to an archive site.
Range: 5 through 2880 minutes

world-readable | no-world-readable—Grant all users permission to read archived log files,
or restrict the permission only to the root user and users who have the Junos OS
maintenance permission.

Default: no-world-readable

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Specifying Log File Size, Number, and Archiving Properties on page 26

console (System Logging)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

console {
facility severity;

}
[edit system syslog]

Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Configure the logging of system messages to the system console.

facility—Class of messages to log. To specify multiple classes, include multiple facility
severity statements. For a list of the facilities, see Table 9 on page 17.

severity—Severity of the messages that belong to the facility specified by the paired
facility name. Messages with severities of the specified level and higher are logged.
For a list of the severities, see Table 10 on page 18.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Directing System Log Messages to the Console on page 20

« Junos OS System Log Messages Reference
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Configuration Statements

destination-override

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

destination-override {
syslog host ip-address;
}

[edit system tracing]

Statement introduced in Junos OS Release 9.2.

This option overrides the system-wide configuration under [edit system tracing] and has
no effect if system tracing is not configured.

These options specify the system logs and the host to which remote tracing output is
sent:

. syslog—Specify the system process log files to send to the remote tracing host.

. hostip-address—Specify the IP address to which to send tracing information.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Junos OS Tracing and Logging Operations
. Understanding Tracing and Logging Operations

. tracing on page 80
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explicit-priority

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

facility-override

explicit-priority;

[edit logical-systems logical-system-name system syslog file filename],
[edit logical-systems logical-system-name system syslog host],

[edit system syslog file filename],

[edit system syslog host]

Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Record the priority (facility and severity level) in each standard-format system log
message directed to a file or remote destination.

When the structured-data statement is also included at the [edit system syslog
file filename] hierarchy level, this statement is ignored for the file.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Including Priority Information in System Log Messages on page 28
« Junos OS System Log Messages Reference

. structured-data on page 76

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

facility-override facility;
[edit system syslog host]

Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Substitute an alternate facility for the default facilities used when messages are directed
to a remote destination.

facility—Alternate facility to substitute for the default facilities. For a list of the possible
facilities, see Table 12 on page 25.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Changing the Alternative Facility Name for Remote System Log Messages on page 22

« Junos OS System Log Messages Reference

68

Copyright © 2011, Juniper Networks, Inc.


http://www.juniper.net/techpubs/en_US/junos11.4/information-products/topic-collections/syslog-messages/syslog-messages.pdf
http://www.juniper.net/techpubs/en_US/junos11.4/information-products/topic-collections/syslog-messages/syslog-messages.pdf

Configuration Statements

file (System Logging)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

file filename {
facility severity;
archive {
files number;
size size;
(no-world-readable | world-readable);
}
explicit-priority;
match "regular-expression";
structured-data {
brief;
1
}

[edit system syslog]

Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Configure the logging of system messages to a file.

facility—Class of messages to log. To specify multiple classes, include multiple
facility severity statements. For a list of the facilities, see Table 9 on page 17.

file filename—File in the /var/log directory in which to log messages from the specified
facility. To log messages to more than one file, include more than one file statement.

severity—Severity of the messages that belong to the facility specified by the paired
facility name. Messages with severities of the specified level and higher are logged.
For a list of the severities, see Table 10 on page 18.

The remaining statements are explained separately.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Directing System Log Messages to a Log File on page 18

« Junos OS System Log Messages Reference
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files

Syntax files number;

Hierarchy Level [edit system syslog archive],
[edit system syslog file filename archive]

Release Information Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for EX Series switches.

Description Configure the maximum number of archived log files to retain. When the Junos OS logging
utility has written a defined maximum amount of data to a log file logfile, it closes the
file, compresses it, and renames it to logfile.0.gz (for information about the maximum
file size, see size). The utility then opens and writes to a new file called logfile. When the
new file reaches the maximum size, the logfile.0.gz file is renamed to logfile.1.gz, and the
new file is closed, compressed, and renamed logfile.0.gz. By default, the logging facility
creates up to ten archive files in this manner. Once the maximum number of archive files
exists, each time the active log file reaches the maximum size, the contents of the oldest
archive file are lost (overwritten by the next oldest file).

Options number—Maximum number of archived files.
Range: 1through 1000
Default: 10 files

Required Privilege system—To view this statement in the configuration.
Level system-control—To add this statement to the configuration.

Related . Specifying Log File Size, Number, and Archiving Properties on page 26

Documentation
« Junos OS System Log Messages Reference

. Size on page 75
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Configuration Statements

host

Syntax host (hostname | other-routing-engine) {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";
source-address source-address;
structured-data {

brief;
1
1

TX Matrix Routerand host (hostname | other-routing-engine | scc-master) {
EX Series Switches facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";
source-address
port

QFX Series  host (hostname {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";
port;
source-address source-address;

TX Matrix Plus Router host (hostname | other-routing-engine | sfcO-master) {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";
port;
source-address;

Hierarchy Level [edit logical-systems logical-system-name system syslog],
[edit system syslog]

Release Information Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure the logging of system messages to a remote destination.

Copyright © 2011, Juniper Networks, Inc. 7
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Options

Required Privilege
Level

Related
Documentation

facility—Class of messages to log. To specify multiple classes, include multiple facility
severity statements. For a list of the facilities, see Table S on page 17.

hostname—I|Pv4 address, IPv6 address, or fully qualified hostname of the remote machine
to which to direct messages. To direct messages to multiple remote machines,
include a host statement for each one.

other-routing-engine—Direct messages to the other Routing Engine on a router or switch
with two Routing Engines installed and operational.

0 NOTE: The other-routing-engine option is not applicable to the QFX Series.

port—Port number of the remote syslog server that can be modified.

scc-master—(TX Matrix routers only) On a T640 router that is part of a routing matrix,
direct messages to the TX Matrix router.

severity—Severity of the messages that belong to the facility specified by the paired
facility name. Messages with severities of the specified level and higher are logged.
For a list of the severities, see Table 10 on page 18.

sfcO-master—(TX Matrix Plus routers only) On a T1600 router that is part of a routing
matrix, direct messages to the TX Matrix Plus router.

The remaining statements are explained separately.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Directing System Log Messages to a Remote Machine or the Other Routing Engine on
page 21

. Directing Messages to a Remote Destination from the Routing Matrix Based on the TX
Matrix Router on page 41

« Directing Messages to a Remote Destination from the Routing Matrix Based ona TX
Matrix Plus Router on page 49

« Junos OS System Log Messages Reference
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Configuration Statements

log-prefix

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

log-prefix string;
[edit system syslog host]

Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Include a text string in each message directed to a remote destination.

string—Text string to include in each message.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Adding a Text String to System Log Messages on page 25

« Junos OS System Log Messages Reference

log-rotate-frequency

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

log-rotate-frequency frequency;
[set system syslog]

Statement introduced in Junos OS Release 11.3.

Configure the system log file rotation frequency by configuring the time interval for
checking the log file size.

When the log file size has exceeded the configured limit, the old log file is archived and

a new log file is created.

frequency—Frequency of rotation of the system log file.
Range: 1 minute through 59 minutes
Default: 15 minutes

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Specifying Log File Size, Number, and Archiving Properties on page 26

. syslog on page 77
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match

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

no-remote-trace

match "regular-expression";

[edit logical-systems logical-system-name system syslog file filename],

[edit logical-systems logical-system-name system syslog user (username | *)],
[edit system syslog file filename],

[edit system syslog host hostname | other-routing-engine| scc-master)],

[edit system syslog user (username | *)]

Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Specify a text string that must (or must not) appear in a message for the message to be

logged to a destination.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Using Regular Expressions to Refine the Set of Logged Messages on page 32

See

port

tracing.

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

port port number;
[edit system syslog host hostname | other-routing-engine| scc-master)]
Statement introduced in Junos OS Release 11.3.

Specify the port number for the remote syslog server.

port number—Port number of the remote syslog server.
Range: O through 65535
Default: 514

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. syslogon page 77

. host on page 71
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size

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

system

size size;

[edit system syslog archive],
[edit system syslog file filename archive]

Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Configure the maximum amount of data that the Junos OS logging utility writes to a log
file logfile before archiving it (closing it, compressing it, and changing its name to
logfile.0.gz). The utility then opens and writes to a new file called logfile. For information
about the number of archive files that the utility creates in this way, see files.

size—Maximum size of each system log file, in kilobytes (KB), megabytes (MB), or
gigabytes (GB).

Syntax: xk to specify the number of kilobytes, xm for the number of megabytes, or xg
for the number of gigabytes

Range: 64 KB through1GB
Default: 1 MB for MX Series routers and the OFX Series

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Specifying Log File Size, Number, and Archiving Properties on page 26
« Junos OS System Log Messages Reference

. fileson page 70

Syntax
Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

system{..}
[edit]

Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.

Configure system management properties.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« System Management Configuration Statements on page 57
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structured-data

Syntax structured-data {
brief;
}

Hierarchy Level [edit logical-systems logical-system-name system syslog file filename],
[edit system syslog file filename]

Release Information Statement introduced in Junos OS Release 8.3.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description  Write system log messages to the log file in structured-data format, which complies with
Internet draft draft-ietf-syslog-protocol-23, The syslog Protocol
(http://tools.ietf.org/html/draft-ietf-syslog-protocol-23).

0 NOTE: When this statement is included, other statements that specify the
format for messages written to the file are ignored (the explicit-priority
statement at the [edit system syslog file filename] hierarchy level and the
time-format statement at the [edit system syslog] hierarchy level).

Required Privilege system—To view this statement in the configuration.
Level system-control—To add this statement to the configuration.

Related . Logging Messages in Structured-Data Format on page 19
Documentation
« Junos OS System Log Messages Reference
. explicit-priority on page 68

. time-format on page 79
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Configuration Statements

syslog

Syntax syslog {
archive {
files number;
size maximum-file-size;
start-time "YYYY-MM-DD.hh:mm";
transfer-interval minutes;
(world-readable | no-world-readable);
}
console {
facility severity;
1
file filename {
facility severity;
explicit-priority;
match "regular-expression",
archive {
files number,;
size maximum-file-size;
start-time "YYYY-MM-DD.hh:mm";
transfer-interval minutes;
(world-readable | no-world-readable);
1
structured-data {
brief;
1
}
host (hostname | other-routing-engine | scc-master) {
facility severity;
explicit-priority;
facility-override facility;
log-prefix string;
match "regular-expression";
source-address source-address;
structured-data {
brief;
1
port port number;
}
log-rotate-frequency frequency;
source-address source-address;
time-format (millisecond | year | year millisecond);
user (username | *) {
facility severity;
match "regular-expression";
}
}

Hierarchy Level [edit logical-systems logical-system-name system],
[edit system]

Release Information Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
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Statement introduced in Junos OS Release 11.1 for the QFX Series.
Support at the [edit logical-systems logical-system-name system] hierarchy level
introduced in Junos OS Release 11.4.

Description Configure the types of system log messages to log to files, a remote destination, user
terminals, or the system console.

The remaining statements are explained separately.

Required Privilege system—To view this statement in the configuration.
Level system-control—To add this statement to the configuration.

Related . Junos OS System Log Configuration Overview on page 3

Documentation
« Junos OS System Log Messages Reference

. Overview of Single-Chassis System Logging Configuration
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Configuration Statements

time-format

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

time-format (year | millisecond | year millisecond);
[edit system syslog]

Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Include the year, the millisecond, or both, in the timestamp on every standard-format
system log message. The additional information is included for messages directed to
each destination configured by a file, console, or user statement at the [edit system syslog]
hierarchy level, but not to destinations configured by a host statement.

By default, the timestamp specifies the month, date, hour, minute, and second when the
message was logged—for example, Aug 2112:36:30.

0 NOTE: When the structured-data statement is included at the [edit system
syslog file filename] hierarchy level, this statement is ignored for the file.

millisecond—Include the millisecond in the timestamp.

year—Include the year in the timestamp.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Including the Year or Millisecond in Timestamps on page 31
« Junos OS System Log Messages Reference

. structured-data on page 76
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tracing

Syntax tracing {
destination-override syslog host ip-address;

}
Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 9.2.

Description Configure the router to enable remote tracing to a specified host IP address. The default
setting is disabled.

The following processes are supported:

« chassisd—Chassis-control process
. eventd—Event-processing process
. cosd—Class-of-service process

. spd—Adaptive-services process

You can use the no-remote-trace statement, under the [edit system process-name
traceoptions] hierarchy, to disable remote tracing.

Options destination-override syslog host ip-address—Overrides the global config under system
tracing and has no effect if system tracing is not configured.

Required Privilege system—To view this statement in the configuration.
Level system-control—To add this statement to the configuration.

Related . Junos OS Tracing and Logging Operations

Documentation
. destination-override on page 67

. no-remote-trace on page 74
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user (System Logging)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

user (username | *) {
facility severity;
match "regular-expression",

}
[edit system syslog]

Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Configure the logging of system messages to user terminals.

* (the asterisk)—Log messages to the terminal sessions of all users who are currently
logged in.

facility—Class of messages to log. To specify multiple classes, include multiple facility
severity statements. For a list of the facilities, see Table S on page 17.

severity—Severity of the messages that belong to the facility specified by the paired
facility name. Messages with severities the specified level and higher are logged. For
a list of the severities, see Table 10 on page 18.

username—Junos OS login name of the user whose terminal session is to receive system
log messages. To log messages to more than one user’s terminal session, include
more than one user statement.

The remaining statement is explained separately.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Directing System Log Messages to a User Terminal on page 20
« Junos OS System Logging Facilities and Message Severity Levels on page 17

« Junos OS System Log Messages Reference
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world-readable

Syntax world-readable | no-world-readable;

Hierarchy Level [edit system syslog archive],
[edit system syslog file filename archive]

Release Information Statement introduced before OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Grant all users permission to read log files, or restrict the permission only to the root user
and users who have the Junos maintenance permission.

Default no-world-readable

Required Privilege system—To view this statement in the configuration.
Level system-control—To add this statement to the configuration.

Related . Specifying Log File Size, Number, and Archiving Properties on page 26

Documentation
u ! « Junos System Log Messages Reference
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Administration

« Administrative Coommands on page 85

« Monitoring Commands on page 87
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clear log

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

clear log filename
<all>

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the QFX Series.

Remove contents of a log file.

filename—Name of the specific log file to delete.

all—(Optional) Delete the specified log file and all archived versions of it.

clear

. show log on page 91

List of Sample Output clear log on page 86
Output Fields See file list for an explanation of output fields.
Sample Output
clearlog The following sample commands list log file information, clear the contents of a log file,

and then display the updated log file information:
user@host> file list lccO-re0:/var/log/sampled detail
IccO-re0:
-rw-r—----- 1 root wheel 26450 Jun 23 18:47 /var/log/sampled
total 1
user@host> clear log lccO-reO:sampled
IccO-re0:
user@host> file list lccO-re0:/var/log/sampled detail
IccO-re0:
—-rw-r----- 1 root wheel 57 Sep 15 03:44 /var/log/sampled
total 1
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monitor list

Syntax

Release Information
Description

Options

Additional Information

Required Privilege
Level

Related
Documentation

List of Sample Output
Output Fields

Sample Output

monitor list

monitor list
Command introduced before Junos OS Release 7.4.
Command introduced in Junos OS Release 9.0 for EX Series switches.

Display the status of monitored log and trace files.
This command has no options.

Log files are generated by the routing protocol process or by system logging. The log files
generated by system logging are configured with the syslog statement at the [edit system]
hierarchy level and the options statement at the [edit routing-options] hierarchy level.
The trace files generated by the routing protocol process are those configured with
traceoptions statements at the [edit routing-options], [edit interfaces], and [edit protocols
protocol] hierarchy levels.

trace

. monitor start on page 89

« monitor stop on page 93

monitor list on page 88

Table 17 on page 88 describes the output fields for the monitor list command. Output
fields are listed in the approximate order in which they appear.

Table 17: monitor list Output Fields

Field Name Field Description

monitor start Indicates the file is being monitored.

"filename" Name of the file that is being monitored.

Last changed Date and time at which the file was last modified.

user@host> monitor list
monitor start "vrrpd"” (Last changed Dec 03:11:06 20)
monitor start "cli-commands™ (Last changed Nov 07:3)

88
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monitor start

Syntax

Release Information

Description

Options

Additional Information

Required Privilege
Level

Related
Documentation

List of Sample Output
Output Fields

Sample Output

monitor start

monitor start filename
Command introduced before Junos OS Release 7.4.
Command introduced in Junos OS Release 9.0 for EX Series switches.

Start displaying the system log or trace file and additional entries being added to those
files.

filename—Specific log or trace file.

Log files are generated by the routing protocol process or by system logging. The log files
generated by system logging are configured with the syslog statement at the [edit system]
hierarchy level and the options statement at the [edit routing-options] hierarchy level.
The trace files generated by the routing protocol process are configured with traceoptions
statements at the [edit routing-options], [edit interfaces], and [edit protocols protocol]
hierarchy levels.

trace

. monitor list on page 88

. monitor stop on page 93

monitor start on page 89

Table 18 on page 89 describes the output fields for the monitor start command. Output
fields are listed in the approximate order in which they appear.

Table 18: monitor start Output Fields

Field Name Field Description

***filename *** Name of the file from which entries are being displayed. This line is
displayed initially and when the command switches between log
files.

Date and time Timestamp for the log entry.

user@host> monitor start system-log

*** system-log***

Jul 20 15:07:34 hang sshd[5845]: log:
Jul 20 15:07:35 hang sshd[5845]: log:
Jul 20 15:07:35 hang sshd[5845]: log:
Jul 20 15:07:37 hang sshd[5845]: log:

Generating 768 bit RSA key.

RSA key generation complete.

Connection from 204.69.248.180 port 912
RSA authentication for root accepted.
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Jul 20 15:07:37 hang sshd[5845]: log: ROOT LOGIN as "root" from trip.jcmax.com
Jul 20 15:07:37 hang sshd[5845]: log: Closing connection to 204.69.248.180
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Monitoring Commands

show log

Syntax

Syntax (TX Matrix
Router)

Release Information

Description

Options

Required Privilege
Level

List of Sample Output

Sample Output

show log

show log
<filename | user <username>>

show log
<all-lcc | lecc number | scc>
<filename | user <username>>

Command introduced before Junos OS Release 7.4.
Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the QFX Series.

List log files, display log file contents, or display information about users who have logged
in to the router or switch.

none—List all log files.

<all-lcc | lecc number | scc>—(Routing matrix only) (Optional) Display logging information
about all T640 routers (or line-card chassis) or a specific T640 router (replace
number with a value from 0 through 3) connected to a TX Matrix router. Or, display
logging information about the TX Matrix router (or switch-card chassis).

filename—(Optional) Display the log messages in the specified log file. For the routing
matrix, the filename must include the chassis information.

user <username>—(Optional) Display logging information about users who have recently
logged in to the router or switch. If you include username, display logging information
about the specified user.

trace

show log on page 91
show log filename on page 92
show log user on page 92

user@host> show log

total 57518

-rw-r--r-- 1 root bin 211663 Oct 1 19:44 dcd
-rw-r--r-- 1 root bin 999947 Oct 1 19:41 dcd.O
-rw-r--r-- 1 root bin 999994 Oct 1 17:48 dcd.1
-rw-r--r-- 1 root bin 238815 Oct 1 19:44 rpd
-rw-r--r-- 1 root bin 1049098 Oct 1 18:00 rpd.0
-rw-r--r-- 1 root bin 1061095 Oct 1 12:13 rpd.1
-rw-r--r-- 1 root bin 1052026 Oct 1 06:08 rpd.2
-rw-r--r-- 1 root bin 1056309 Sep 30 18:21 rpd.3
-rw-r--r-- 1 root bin 1056371 Sep 30 14:36 rpd.4
-rw-r--r-- 1 root bin 1056301 Sep 30 10:50 rpd.5
-rw-r--r-- 1 root bin 1056350 Sep 30 07:04 rpd.6
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show log filename

show log user

-rw-r--r-- 1 root bin

-rw-rw-r-- 1 root bin

user@host> show log rpd
Oct 1 18:00:18 trace_on: Tracing to ?/var/log/rpd? started

Oct 1 18:00:18 EVENT <MTU> ds-5/2/0.0 index 24 <Broadcast PointToPoint Multicast
Oct 1 18:00:18
Oct 1 18:00:19 KRT recv len 56 V9 seq 148 op add Type route/if af 2 addr
13.13.13.21 nhop type local nhop 13.13.13.21

Oct 1 18:00:19 KRT recv len 56 V9 seq 149 op add Type route/if af 2 addr
13.13.13.22 nhop type unicast nhop 13.13.13.22

Oct 1 18:00:19 KRT recv len 48 V9 seq 150 op add Type ifaddr index 24 devindex

43

1048876 Sep 30 03:21 rpd.7
19656 Oct 1 19:37 wtmp

Oct 1 18:00:19 KRT recv len 144 V9 seq 151 op chnge Type ifdev devindex 44
Oct 1 18:00:19 KRT recv len 144 V9 seq 152 op chnge Type ifdev devindex 45
Oct 1 18:00:19 KRT recv len 144 V9 seq 153 op chnge Type ifdev devindex 46
Oct 1 18:00:19 KRT recv len 1272 V9 seq 154 op chnge Type ifdev devindex 47

user@host> show log user

darius
darius
darius
root
root
alex

mg2546
mg2529
mg2518
mgl575
ttyp2
ttypl

jun_site.per
192.168.1.2

Thu Oct 1 19:37 still logged in
Thu Oct 1 19:08 - 19:36 (00:28)
Thu Oct 1 18:53 - 18:58 (00:04)
Wed Sep 30 18:39 - 18:41 (00:02)
Wed Sep 30 18:39 - 18:41 (00:02)
Wed Sep 30 01:03 - 01:22 (00:19)

92
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monitor stop

Syntax

Release Information
Description

Options

Additional Information

Required Privilege
Level

Related
Documentation

List of Sample Output
Output Fields

Sample Output

monitor stop

monitor stop filename
Command introduced before Junos OS Release 7.4.
Command introduced in Junos OS Release 9.0 for EX Series switches.

Stop displaying the system log or trace file.

filename—Specific log or trace file.

Log files are generated by the routing protocol process or by system logging. The log files
generated by system logging are those configured with the syslog statement at the
[edit system] hierarchy level and the options statement at the [edit routing-options]
hierarchy level. The trace files generated by the routing protocol process are those
configured with traceoptions statements at the [edit routing-options], [edit interfaces],
and [edit protocols protocol] hierarchy levels.

trace

. monitor list on page 88

. monitor start on page 89

monitor stop on page 93

This command produces no output.

user@host> monitor stop
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E
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