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END USER LICENSE AGREEMENT

READ THIS END USER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE.
BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS
CONTAINED HEREIN, YOU (AS CUSTOMER OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO
BIND THE CUSTOMER) CONSENT TO BE BOUND BY THIS AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED
HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND (B) YOU MAY CONTACT JUNIPER NETWORKS
REGARDING LICENSE TERMS.

1. The Parties. The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer’s principal office is located in the Americas) or
Juniper Networks (Cayman) Limited (if the Customer’s principal office is located outside the Americas) (such applicable entity being referred
to herein as “Juniper”), and (ii) the person or organization that originally purchased from Juniper or an authorized Juniper reseller the applicable
license(s) for use of the Software (“Customer”) (collectively, the “Parties”).

2. The Software. In this Agreement, “Software” means the program modules and features of the Juniper or Juniper-supplied software, for
which Customer has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by
Juniper in equipment which Customer purchased from Juniper or an authorized Juniper reseller. “Software” also includes updates, upgrades
and new releases of such software. “Embedded Software” means Software which Juniper has embedded in or loaded onto the Juniper
equipment and any updates, upgrades, additions or replacements which are subsequently embedded in or loaded onto the equipment.

3. License Grant. Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer
a non-exclusive and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the
following use restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by
Customer from Juniper or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units
for which Customer has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access
Client software only, Customer shall use such Software on a single computer containing a single physical random access memory space
and containing any number of processors. Use of the Steel-Belted Radius or IMS AAA software on multiple computers or virtual machines
(e.g., Solaris zones) requires multiple licenses, regardless of whether such computers or virtualizations are physically contained on a single
chassis.

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may
specify limits to Customer’s use of the Software. Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent
users, sessions, calls, connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of
separate licenses to use particular features, functionalities, services, applications, operations, or capabilities, or provide throughput,
performance, configuration, bandwidth, interface, processing, temporal, or geographical limits. In addition, such limits may restrict the use
of the Software to managing certain kinds of networks or require the Software to be used only in conjunction with other specific Software.
Customer’s use of the Software shall be subject to all such limitations and purchase of all applicable licenses.

d. Forany trial copy of the Software, Customer’s right to use the Software expires 30 days after download, installation or use of the
Software. Customer may operate the Software after the 30-day trial period only if Customer pays for a license to do so. Customer may not
extend or create an additional trial period by re-installing the Software after the 30-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer’s
enterprise network. Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the
Steel-Belted Radius software to support any commercial network access services.

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase
the applicable license(s) for the Software from Juniper or an authorized Juniper reseller.

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees
not to and shall not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized
copies of the Software (except as necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the
Software, in any form, to any third party; (d) remove any proprietary notices, labels, or marks on orin any copy of the Software or any product
in which the Software is embedded; (e) distribute any copy of the Software to any third party, including as may be embedded in Juniper
equipment sold in the secondhand market; (f) use any ‘locked’ or key-restricted feature, function, service, application, operation, or capability
without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even if such feature, function, service, application,
operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper to any third party; (h) use the
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Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper reseller; (i)
use Embedded Software on non-Juniper equipment; (j) use Embedded Software (or make it available for use) on Juniper equipment that
the Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of testing or benchmarking
of the Software to any third party without the prior written consent of Juniper; or (1) use the Software in any manner other than as expressly
provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper,
Customer shall furnish such records to Juniper and certify its compliance with this Agreement.

6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper.
As such, Customer shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence,
which at a minimum includes restricting access to the Software to Customer employees and contractors having a need to use the Software
for Customer’s internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to
the Software, associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance
of any right, title, or interest in the Software or associated documentation, or a sale of the Software, associated documentation, or copies
of the Software.

8. Warranty, Limitation of Liability, Disclaimer of Warranty. The warranty applicable to the Software shall be as set forth in the warranty
statement that accompanies the Software (the “Warranty Statement”). Nothing in this Agreement shall give rise to any obligation to support
the Software. Support services may be purchased separately. Any such support shall be governed by a separate, written support services
agreement. TO THE MAXIMUM EXTENT PERMITTED BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA,
ORCOSTS ORPROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THIS AGREEMENT, THE SOFTWARE, OR ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE. INNO EVENT SHALL JUNIPER
BE LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR IMPROPER USE OF ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE.
EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE EXTENT PERMITTED BY LAW, JUNIPER DISCLAIMS ANY
AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING ANY
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES
JUNIPER WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT
ERROR OR INTERRUPTION, OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’
or licensors’ liability to Customer, whether in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid
by Customer for the Software that gave rise to the claim, or if the Software is embedded in another Juniper product, the price paid by
Customer for such other product. Customer acknowledges and agrees that Juniper has set its prices and entered into this Agreement in
reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same reflect an allocation of risk between
the Parties (including the risk that a contract remedy may fail of its essential purpose and cause consequential loss), and that the same
form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination
of the license granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related
documentation in Customer’s possession or control.

10. Taxes. All license fees payable under this agreement are exclusive of tax. Customer shall be responsible for paying Taxes arising from
the purchase of the license, or importation or use of the Software. If applicable, valid exemption documentation for each taxing jurisdiction
shall be provided to Juniper prior to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified. All
payments made by Customer shall be net of any applicable withholding tax. Customer will provide reasonable assistance to Juniper in
connection with such withholding taxes by promptly: providing Juniper with valid tax receipts and other required documentation showing
Customer’s payment of any withholding taxes; completing appropriate applications that would reduce the amount of withholding tax to
be paid; and notifying and assisting Juniper in any audit or tax proceeding related to transactions hereunder. Customer shall comply with
all applicable tax laws and regulations, and Customer will promptly pay or reimburse Juniper for all costs and damages related to any
liability incurred by Juniper as a result of Customer’s non-compliance or delay with its responsibilities herein. Customer’s obligations under
this Section shall survive termination or expiration of this Agreement.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any
applicable foreign agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such
restrictions, laws or regulations, or without all necessary approvals. Customer shall be liable for any such violations. The version of the
Software supplied to Customer may contain encryption or other capabilities restricting Customer’s ability to export the Software without
an export license.
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12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use,
duplication, or disclosure by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS
2277201 through 227.7202-4, FAR 12.212, FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT Ill) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer
with the interface information needed to achieve interoperability between the Software and another independently created program, on
payment of applicable fee, if any. Customer shall observe strict obligations of confidentiality with respect to such information and shall use
such information in compliance with any applicable terms and conditions upon which Juniper makes such information available.

14. Third Party Software. Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products
or technology are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement,
and such licensor or vendor shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party
software may be provided with the Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent
portions of the Software are distributed under and subject to open source licenses obligating Juniper to make the source code for such
portions publicly available (such as the GNU General Public License (“GPL”) or the GNU Library General Public License (“LGPL")), Juniper
will make such source code portions (including Juniper modifications, as appropriate) available upon request for a period of up to three
years from the date of distribution. Such request can be made in writing to Juniper Networks, Inc., 1194 N. Mathilda Ave., Sunnyvale, CA
94089, ATTN: General Counsel. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and a copy of the LGPL
at http://www.gnu.org/licenses/Igpl.html.

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws
principles. The provisions of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes
arising under this Agreement, the Parties hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal
courts within Santa Clara County, California. This Agreement constitutes the entire and sole agreement between Juniper and the Customer
with respect to the Software, and supersedes all prior and contemporaneous agreements relating to the Software, whether oral or written
(including any inconsistent terms contained in a purchase order), except that the terms of a separate written agreement executed by an
authorized Juniper representative and Customer shall govern to the extent such terms are inconsistent or conflict with terms contained
herein. No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless expressly assented to in writing
by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not affect the validity
of the remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the
Parties agree that the English version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de
méme que tous les documents y compris tout avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that
this Agreement and all related documentation is and will be in the English language)).
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CHAPTERI1

Overview of Configuration Statements
and Commands

« Configuration Features in the Junos OS on page 3
« Configuration Mode Commands in the Junos OS on page 5

« Notational Conventions Used in Junos OS Configuration Hierarchies on page 6

Configuration Features in the Junos OS

This topic describes the configuration features available in the Junos OS. For more
information about displaying and changing router configuration, see the Junos OS CLI User
Guide.

« Configuration Operations on page 3

. Configuration Versions on page 4

. Configuration Groups on page 4

Configuration Operations

To configure a Juniper Networks device that runs the Junos OS, you define a hierarchy of
configuration statements, either by typing them in Junos OS command-line interface
(CLI) configuration mode, or by loading a text file that contains the statements in
formatted ASCII.

You can also write an application that uses the Junos XML management protocol or
NETCONF management protocol to add, modify, or delete configuration information;
for more information, see User Interfaces to the Junos OS.

In CLI configuration mode, you issue commands to perform the following operations:

« Activate (commit) a configuration
« Display the current configuration

. Globally search and replace text; you can use regular expressions to locate and replace
identifiers and values

« Insert, copy, and delete statements

« |Issue operational mode commands

Copyright © 2011, Juniper Networks, Inc. 3
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Related
Documentation

« List the commands that were previously issued during the session
« List the users currently editing the configuration

. Move among the levels of the configuration hierarchy

. Save a configuration to a file

« Verify the syntactic correctness of a configuration before activating it

When you load a text file that contains a configuration, you can commit it immediately
to activate the configuration on the router, or you can alter it in CLI configuration mode
and commit it later. When loading the file, you can specify that it overwrite the entire
configuration or portions of it, or that nonoverlapping portions be merged with the existing
configuration.

You caninclude commentsin the configuration to identify or explain particular statement
or subhierarchies.

You can copy the contents of currently active file system partitions on the router to
standby partitions that are not active.

Configuration Versions

When you change the configuration in CLI configuration mode, your changes are stored
in a copy of the currently active configuration. The copy is called the candidate
configuration. By default, multiple users can edit the candidate configuration at the same
time, and all users immediately see the changes made by everyone. Alternatively, you
can lock other users out of the candidate configuration as you enter CLI configuration
mode, making them unable to change the candidate configuration until you release the
lock. For finer-grained control, you can also allow multiple users each to edit
nonoverlapping portions of the configuration and to commit only their own changes.

For the candidate configuration to become the active configuration running on the router,
you must commit it. The candidate file is checked for proper syntax, activated, and saved
to a file as the currently active configuration. If the candidate configuration is committed
while multiple users are editing it, all changes made by all the users take effect.

In addition to saving the candidate and active configurations, the CLI saves the previous
49 configurations that were committed. You can roll back to any of the saved previous
versions, making it the candidate configuration and then committing it if desired.

Configuration Groups

Junos configuration groups are named collections of configuration statements that are
defined at the [edit groups] level of the hierarchy and referenced at other locations in
the hierarchy. The statements in the configuration group are said to be inherited at the
referring location and apply at that location as though they were actually typed there.
You can apply the same group in multiple locations in the configuration, and apply
different sections of one group to different locations.

. User Interfaces to the Junos OS
« Configuration Mode Commands in the Junos OS on page 5

. Notational Conventions Used in Junos OS Configuration Hierarchies on page 6
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Configuration Mode Commands in the Junos OS

Related
Documentation

The complete list of Junos command-line interface (CLI) configuration mode commands
follows. You can display the list of commands available at a particular hierarchy level by
typing the question mark, as shown in the following example. Some commands are

displayed only at certain hierarchy levels or in certain modes (such as private configuration

mode).

[edit]

user@host# ?

Possible completions:

<[Enter]>
activate
annotate
commit
copy
deactivate
delete
edit
exit
extension
help
insert
load

quit
rename
replace
rol Iback
run

save

set

show
status
top

up

update
wildcard

Execute this command

Remove the inactive tag from a statement
Annotate the statement with a comment
Commit current set of changes

Copy a statement

Add the inactive tag to a statement
Delete a data element

Edit a sub-element

Exit from this level

Extension operations

Provide help information

Insert a new ordered data element

Load configuration from ASCII file

Quit from this level

Rename a statement

Replace character string in configuration
Roll back to previous committed configuration
Run an operational-mode command

Save configuration to ASCII file

Set a parameter

Show a parameter

Show users currently editing configuration
Exit to top level of configuration

Exit one level of configuration

Update private database

Wildcard operations

For information about operational mode commands, see the Junos OS CLI User Guide and
the Junos command references.

. Configuration Features in the Junos OS on page 3

. activate on page 12

. annotate on page 13

. commit on page 14

. copyonpagel7

. deactivate on page 18

. delete on page 19

. edit on page 20

. exit on page 21
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. extension (show | delete) on page 22
. helponpage 23

. insert on page 24

. load on page 25

. quit on page 27

. rename on page 28

. replace on page 29

. rollback on page 30

. runon page 31

. saveon page 32

. setonpage 34

. show on page 35

. status on page 36

. toponpage37

. uponpage38

. update on page 39

. wildcard delete on page 40

Notational Conventions Used in Junos OS Configuration Hierarchies

When you are working in Junos OS command-line interface (CLI) configuration mode,
the banner on the line preceding the prompt indicates the current hierarchy level. In the
following example, the level is [edit protocols ospf]:

[edit protocols ospf]
user@host#

(The Junos OS documentation uses user@host# as the standard configuration mode
prompt. In an actual CLI session, the prompt shows your user ID and the name of the
Juniper Networks device you are working on.)

Use the set ? command to display the statements that you can include in the configuration
at the current level. The help apropos command is also context-sensitive, displaying
matching statements only at the current level and below.
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NOTE: In this document, statements are listed alphabetically within each
hierarchy and subhierarchy. If a subhierarchy is sufficiently long that it might
be difficult to determine where it ends and its next peer statement begins,
the subhierarchy appears at the end of its parent hierarchy instead of in
alphabetical order. In this case, a placeholder appears in its actual
alphabetical position.

For example, at the [edit interfaces interface-name unit logical-unit-number]
hierarchy level, the family family-name subhierarchy has more than 20 child
statements, including several subhierarchies with child statements of their
own. The full family family-name hierarchy appears at the end of its parent
hierarchy ([edit interfaces interface-name unit logical-unit-number]), and the
following placeholder appears at its actual alphabetical position:

family family-name {
... the family subhierarchy appears after the main [edit interfaces interface-name
unit logical-unit-number] hierarchy ...

}

Another exception to alphabetical order is that the disable statement always
appeatrs first in any hierarchy that includes it.

Related . Configuration Features in the Junos OS on page 3

Documentation

. Configuration Mode Commands in the Junos OS on page 5
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Configuration Mode Commands

. Command Reference Pages on page 11
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activate

Syntax activate (statement | identifier)

Release Information Command introduced before Junos OS Release 7.4.

Description Remove the inactive: tag from a statement, effectively adding the statement or identifier
back to the configuration. Statements or identifiers that have been activated take effect
when you next issue the commit command.

Options identifier—Identifier from which you are removing the inactive tag. It must be an identifier
at the current hierarchy level.

statement—Statement from which you are removing the inactive tag. It must be a
statement at the current hierarchy level.

Required Privilege configure—To enter configuration mode, but other required privilege levels depend on
Level where the statement is located in the configuration hierarchy.

Related . deactivate on page18

Documentation . Deactivating and Reactivating Statements and Identifiers in a Junos Configuration
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annotate

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

annotate statement "comment-string"

Command introduced before Junos OS Release 7.4.

Add comments to a configuration. You can add comments only at the current hierarchy
level.

Any comments you add appear only when you view the configuration by entering the
show command in configuration mode or the show configuration command in operational
mode.

e NOTE: The Junos OS supports annotation up to the last level in the
configuration hierarchy, including onliners. However, annotation of parts
(child statements or identifiers within a oneliner) of the onliner is not
supported. For example, in the following sample configuration hierarchy,
annotation is supported up to the onliner level 1, but not supported for the
metric child statement and its attribute 70:

[edit protocols]
isis {
interface ge-0/0/0.0 {
level 1 metric 10;
}
1
}

comment-string—Text of the comment. You must enclose it in quotation marks. In the
comment string, you can include the comment delimiters /* */ or #. If you do not specify
any, the comment string is enclosed with the /7* */ comment delimiters. If a comment
for the specified statement already exists, it is deleted and replaced with the new
comment.

statement—Statement to which you are attaching the comment.

configure—To enter configuration mode, but other required privilege levels depend on
where the statement is located in the configuration hierarchy.

. Adding Comments in a Junos Configuration
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commit

Syntax

Release Information

Description

Options

commit <<at <"string">> <and-quit> <check> <comment <"comment-string" > >
<confirmed> <display detail> <minutes> <synchronize<force>>

Command introduced before Junos OS Release 7.4.

Commit the set of changes to the database and cause the changes to take operational
effect.

at <"string">—(Optional) Save software configuration changes and activate the
configuration at a future time, or upon reboot.

string is reboot or the future time to activate the configuration changes. Enclose the string
value (including reboot) in quotation marks (“”). You can specify time in two formats:

. Atimevalueinthe formhh:mm[:ss] (hours, minutes, and optionally seconds)— Commit
the configuration at the specified time, which must be in the future but before 11:59:59
PM on the day the commit at configuration command is issued. Use 24-hour time for
the hh value; for example, 04:30:00 is 4:30:00 AM, and 20:00 is 8:00 PM. The time is
interpreted with respect to the clock and time zone settings on the router.

. Adate and time value in the form yyyy-mm-dd hh:mm{:ss] (year, month, date, hours,
minutes, and, optionally, seconds)—Commit the configuration at the specified day and
time, which must be after the commit at command is issued. Use 24-hour time for the
hh value. For example, 2003-08-2112:30:00is 12:30 PM on August 21, 2003. The time
is interpreted with respect to the clock and time zone settings on the router.

For example, commit at “18:00:00". For date and time, include both values in the same
set of quotation marks. For example, commit at "2005-03-10 14:00:00".

A commit check is performed when you issue the commit at configuration mode command.
If the result of the check is successful, then the current user is logged out of configuration
mode, and the configuration data is left in a read-only state. No other commit can be
performed until the scheduled commit is completed.

e NOTE: If the Junos OS fails before the configuration changes become active,
all configuration changes are lost.

You cannot enter the commit at configuration command when thereis a
pending reboot.

You cannot enter the request system reboot command once you schedule a
commit operation for a specific time in the future.

You cannot commit a configuration when a scheduled commit is pending.
For information about how to use the clear command to cancel a scheduled
configuration, see the Junos OS System Basics and Services Command Reference.
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and-quit—(Optional) Commit the configuration and, if the configuration contains no
errors and the commit succeeds, exit from configuration mode.

check—(Optional) Verify the syntax of the configuration, but do not activate it.

comment <'"comment-string" >—(Optional) Add a comment that describes the committed
configuration. The comment can be as long as 512 bytes and must be typed on a single
line. You cannot include a comment with the commit check command. Enclose
comment-string in quotationmarks (" "). For example, commit comment "Includes changes
recommended by SW Lab".

confirmed <minutes>—(Optional) Require that the commit be confirmed within the
specified amount of time. To confirm a commit, enter either a commit or commit check
command. If the commit is not confirmed within the time limit, the configuration rolls
back automatically to the precommit configuration and a broadcast message is sent to
all logged-in users. To show when a rollback is scheduled, enter the show system commit
command. The allowed range is 1 through 65,535 minutes, and the default is 10 minutes.

display detail—(Optional) Monitors the commit process.

e NOTE: InJunos OS Release 10.4 and later, if the number of commit details
or messages exceeds a page when used with the | display detail pipe option,
the more pagination option on the screen is no longer available. Instead, the
messages roll up on the screen by default, just like using the commit command
with the | no more pipe option.

synchronize <force>—(Optional) If your router has two Routing Engines, you can manually
direct one Routing Engine to synchronize its configuration with the other by issuing the
commit synchronize command. The Routing Engine on which you execute this command
(request Routing Engine) copies and loads its candidate configuration to the other
(responding Routing Engine). Both Routing Engines then perform a syntax check on the
candidate configuration file being committed. If no errors are found, the configuration is
activated and becomes the current operational configuration on both Routing Engines.
The commit synchronize command does not work if the responding Routing Engine has
uncommitted configuration changes. However, you can enforce commit synchronization
on the Routing Engines by using the force option. When you issue the commit synchronize
command with the force option from one Routing Engine,the configuration sessions on
the other Routing Engine will be terminated and its configuration synchronized with that
on the Routing Engine from which you issued the command.

0 NOTE: When you issue the commit synchronize command, you must use the
apply-groups re0 and rel commands. For information about how to use groups,
see Disabling Inheritance of a Junos OS Configuration Group.

The responding Routing Engine must use Junos OS Release 5.0 or later.
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Required Privilege
Level

Related
Documentation

configure—To enter configuration mode.

o NOTE: If you are using Junos OS in a Common Criteria environment, system

log messages are created whenever a secret attribute is changed (for example,
password changes or changes to the RADIUS shared secret). These changes
are logged during the following configuration load operations:

load merge
load replace
load override
load update

For more information, see the Secure Configuration Guide for Common Criteria
and Junos-FIPS

Verifying a Junos Configuration, Committing a Junos OS Configuration

Scheduling a Junos Commit Operation

Deactivating and Reactivating Statements and Identifiers in a Junos Configuration
Monitoring the Junos Commit Process

Adding a Comment to Describe the Committed Configuration
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copy

Syntax
Release Information

Description

Options

Required Privilege
Level

Related
Documentation

copy existing-statement to new-statement
Command introduced before Junos OS Release 7.4.

Make a copy of an existing statement in the configuration.

existing-statement—Statement to copy.

new-statement—Copy of the statement.

configure—To enter configuration mode, but other required privilege levels depend on
where the statement is located in the configuration hierarchy.

. Copying a Junos Statement in the Configuration
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deactivate

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

deactivate (statement | identifier)

Command introduced before Junos OS Release 7.4.

Add the inactive: tag to a statement, effectively commenting out the statement or
identifier from the configuration. Statements oridentifiers marked as inactive do not take
effect when you issue the commit command.

identifier—|dentifier to which you are adding the inactive: tag. It must be an identifier at
the current hierarchy level.

statement—Statement to which you are adding the inactive: tag. It must be a statement
at the current hierarchy level.

configure—To enter configuration mode, but other required privilege levels depend on
where the statement is located in the configuration hierarchy.

. activate on page 12
. delete on page 19

. Deactivating and Reactivating Statements and Identifiers in a Junos Configuration.
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delete

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

delete <statement-path> <identifier>

Command introduced before Junos OS Release 7.4.

Delete a statement or identifier. All subordinate statements and identifiers contained
within the specified statement path are deleted with it.

Deleting a statement or an identifier effectively “unconfigures” or disables the functionality
associated with that statement or identifier.

If you do not specify statement-path or identifier, the entire hierarchy, starting at the current
hierarchy level, is removed.

statement-path—(Optional) Path to an existing statement or identifier. Include this if the
statement or identifier to be deleted is not at the current hierarchy level.

identifier—(Optional) Name of the statement or identifier to delete.

configure—To enter configuration mode, but other required privilege levels depend on
where the statement is located in the configuration hierarchy.

. deactivate on page 18

. Deleting a Statement from a Junos Configuration
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edit

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

edit statement-path

Command introduced before Junos OS Release 7.4.

Move inside the specified statement hierarchy. If the statement does not exist, it is created.

You cannot use the edit command to change the value of identifiers. You must use the
set command.

statement-path—Path to the statement.

configure—To enter configuration mode, but other required privilege levels depend on
where the statement is located in the configuration hierarchy.

. setonpage34

. Displaying the Current Junos OS Configuration

20
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exit

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

exit <configuration-mode>

Command introduced before Junos OS Release 7.4.

Exit the current level of the statement hierarchy, returning to the level prior to the last
edit command, or exit from configuration mode. The quit and exit commands are
synonymes.

none—Return to the previous edit level. If you are at the top of the statement hierarchy,
exit configuration mode.
configuration-mode— (Optional) Exit from configuration mode.

configure—To enter configuration mode, but other required privilege levels depend on
where the statement is located in the configuration hierarchy.

. toponpage 37
. uponpage38
. Displaying the Current Junos OS Configuration
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extension (show | delete)

Syntax

Release Information

Description

Options

Required Privilege
Level

extension package-name (show | delete) <section>

Command introduced in Junos OS Release 8.5.

Manage configurations that are contributed by application packages. Use show to display
user-defined configuration contributed by the named package. If you specify delete, all
subordinate statements and identifiers contained within the specified statement path
(see the section option) are deleted as well.

e NOTE: A configuration defined in any of the native Junos packages is never
deleted by the extension package-name delete command.

package-name—Name of the application package.

section—(Optional) Statement path from which you want the command to act.

configure—To enter configuration mode; other required privilege levels depend on where
the statement is located in the configuration hierarchy.

22
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help

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

help <(apropos string | reference <statement-name> | syslog <syslog-tag> |
tip cli number | topic <word>) >

Command introduced before Junos OS Release 7.4.
Display help about available configuration statements or general information about
getting help.

apropos string—(Optional) Display statement names and help text that matches the
string specified. If the string contains spaces, enclose it in quotation marks (" "). You can
also specify a regular expression for the string, using standard UNIX-style regular
expression syntax.

reference <statement-name>—(Optional) Display summary information for the statement.
This information is based on summary descriptions that appear in the Junos configuration
guides.

syslog <syslog-tag>—(Optional) Display information about system log messages.

tip clinumber—(Optional) Display a tip about using the CLI. Specify the number of the
tip you want to view.

topic <word>—(Optional) Display usage guidelines for a topic or configuration statement.
This information is based on subjects that appear in the Junos configuration guides.

Entering the help command without an option provides introductory information about
how to use the help command.

configure—To enter configuration mode.

. Getting Online Help from the Junos OS Command-Line Interface
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insert

Syntax
Release Information

Description

Options

Required Privilege
Level

Related
Documentation

insert <statement-path> identifierl (before | after) identifier2

Command introduced before Junos OS Release 7.4.

Insert an identifier in to an existing hierarchy.

after—Place identifierl after identifier2.
before—Place identifier1 before identifier2.
identifierl—Existing identifier.
identifier2—New identifier to insert.

statement-path—(Optional) Path to the existing identifier.

configure—To enter configuration mode, but other required privilege levels depend on
where the statement is located in the configuration hierarchy.

. Inserting a New |dentifier in a Junos Configuration

24
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load

Syntax load (factory-default | merge | override | patch | replace | set | update)
load (filename | terminal) <relative>

Release Information Command introduced before Junos OS Release 7.4.
Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Load a configuration from an ASCII configuration file, from terminal input, or from the
factory default. Your current location in the configuration hierarchy is ignored when the
load operation occurs.

Options factory-default—Loads the factory configuration. The factory configuration contains the
manufacturer’s suggested configuration settings. The factory configuration is the router
or switch’s first configuration and is loaded when the router or switch is first installed
and powered on.

On J Series Services Routers, pressing and holding down the Config button on the router
for 15 seconds causes the factory configuration to be loaded and committed. However,
this operation deletes all other configurations on the router; using the load factory-default
command does not.

filename—Name of the file to load. For information about specifying the filename, see
Viewing Files and Directories on a Device Running Junos OS.

merge—Combine the configuration that is currently shownin the CLI and the configuration.

override—Discard the entire configuration that is currently shown in the CLI and load the
entire configuration. Marks every object as changed.

patch—Change part of the configuration and mark only those parts as changed.

replace—Look for a replace tag in filename, delete the existing statement of the same
name, and replace it with the configuration.

set—Merge a set of commands with an existing configuration. This option executes the
configuration instructions line by line as they are stored in a file or from a terminal. The
instructions can contain any configuration mode command, such as set, edit, exit, and
top.

relative—(Optional) Use the merge or replace option without specifying the full hierarchy
level.

terminal—Use the text you type at the terminal as input to the configuration. Type Ctrl+d
to end terminal input.

update—Discard the entire configuration that is currently shown in the CLI, and load the
entire configuration. Marks changed objects only.
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Required Privilege
Level

Related
Documentation

o NOTE: If you are using Junos OS in a Common Criteria environment, system
log messages are created whenever a secret attribute is changed (for example,
password changes or changes to the RADIUS shared secret). These changes
are logged during the following configuration load operations:

load merge
load replace
load override
load update

Formore information, see the Secure Configuration Guide for Common Criteria
and Junos-FIPS.

configure—To enter configuration mode, but other required privilege levels depend on
where the statement is located in the configuration hierarchy.

. Loading a Configuration from a File

26
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quit

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

quit <configuration-mode>

Command introduced before Junos OS Release 7.4.

Exit the current level of the statement hierarchy, returning to the level prior to the last
edit command, or exit from configuration mode. The quit and exit commands are
synonymes.

none—Return to the previous edit level. If you are at the top of the statement hierarchy,
exit configuration mode.
configuration-mode— (Optional) Exit from configuration mode.

configure—To enter configuration mode, but other required privilege levels depend on
where the statement is located in the configuration hierarchy.

. toponpage 37
. uponpage38
. Displaying the Current Junos OS Configuration
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rename

Syntax rename <statement-path> identifier] to identifier2
Release Information = Command introduced before Junos OS Release 7.4.
Description Rename an existing configuration statement or identifier.
Options identifierl—Existing identifier to rename.
identifier2—New name of identifier.

statement-path—(Optional) Path to an existing statement or identifier.

0 NOTE: For example, to rename interface ge-0/0/0.0 to ge-0/0/10.0 at the
following hierarchy level:

logical-systems {
logical-system-abc {
(...)
protocols {
ospf {
area 0.0.0.0 {
interface ge-0/1/0.0;

Issue the following command:

rename logical-systems logical-system-abc protocols ospfarea 0.0.0.0 interface
ge-0/1/0.0.0 to interface ge-0/1/10.0

Required Privilege configure—To enter configuration mode, but other required privilege levels depend on
Level where the statement is located in the configuration hierarchy.

Related . Renaming an Identifier in a Junos Configuration
Documentation
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replace

Syntax replace pattern patternl with pattern2 <upto n>

Release Information Command introduced in Junos OS Release 7.6.

Description Replace identifiers or values in a configuration.

Options patterni—Text string or regular expression that defines the identifiers or values you want
to match.

pattern2—Text string or regular expression that replaces the identifiers and values located
with pattern].

Juniper Networks uses standard UNIX-style regular expression syntax (as defined in
POSIX1003.2). If the regular expression contains spaces, operators, or wildcard characters,
enclose the expression in quotation marks. Greedy gualifiers (match as much as possible)
are supported. Lazy qualifiers (match as little as possible) are not.

upto n—Number of objects replaced. The value of n controls the total number of objects
that are replaced in the configuration (not the total number of times the pattern occurs).
Objects at the same hierarchy level (siblings) are replaced first. Multiple occurrences of
a pattern within a given object are considered a single replacement. If you do not specify
an upto option, all identifiers and values in the configuration that match patterni are
replaced.

Required Privilege configure—To enter configuration mode, but other required privilege levels depend on
Level where the statement is located in the configuration hierarchy.

Related . Using Global Replace in a Junos Configuration
Documentation
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rollback

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

rollback <number | rescue>

Command introduced before Junos OS Release 7.4.
Command introduced in Junos OS Release 11.1 for the QFX Series.

Return to a previously committed configuration. The software saves the last 50 committed
configurations, including the rollback number, date, time, and name of the user who
issued the commit configuration command.

The currently operational Junos OS configuration is stored in the file juniper.conf, and the
last three committed configurations are stored in the files juniper.conf.l, juniper.conf.2,
and juniper.conf.3. These four files are located in the directory /config, which is on the
router’s flash drive. The remaining 46 previous committed configurations, the files
juniper.conf.4 through juniper.conf.49, are stored in the directory /var/db/config, which

is on the router’s hard disk.

During rollback, the configuration you specify is loaded from the associated file. Only
objects in the rollback configuration that differ from the previously loaded configuration
are marked as changed (equivalent to load update).

none—Return to the most recently saved configuration.

number—(Optional) Configuration to return to. The range of values is from 0 through 49.
The most recently saved configuration is number 0, and the oldest saved configuration
is number 49. The default is O.

rescue—(Optional) Return to the rescue configuration.

rollback—To roll back to configurations other than the one most recently committed.

. Returning to a Previously Committed Junos OS Configuration

. Creating and Returning to a Rescue Configuration
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run

Syntax
Release Information
Description

Options

Required Privilege
Level

Related
Documentation

run command

Command introduced before Junos OS Release 7.4.

Run a top-level CLI command without exiting from configuration mode.

command—CLI top-level command.

configure—To enter configuration mode.

« Understanding Junos OS CLI Configuration Mode

Copyright © 2011, Juniper Networks, Inc.
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save

Syntax

Release Information

Description

Options

save filename

Command introduced before Junos OS Release 7.4.
Command introduced in Junos OS Release 11.1 for the QFX Series.

Save the configuration to an ASCII file. The contents of the current level of the statement
hierarchy (and below) are saved, along with the statement hierarchy containing it. This
allows a section of the configuration to be saved, while fully specifying the statement
hierarchy.

When saving a file to a remote system, the software uses the scp/ssh protocol.

filename—Name of the saved file. You can specify a filename in one of the following ways:

. filename—File in the user’s home directory (the current directory) on the local flash
drive.

. path/filename—File on the local flash drive.
. /var/filename or /var/path/filename—File on the local hard disk.

. afilename or a:path/filename—File on the local drive. The default pathis / (the root-level
directory). The removable media can be in MS-DOS or UNIX (UFS) format.

« hostname:/path/filename, hostname:filename, hostname:path/filename, or scp://
hostname/path/filename—File on an scp/ssh client. This form is not available in the
worldwide version of Junos OS. The default path is the user’s home directory on the
remote system. You can also specify hostname as username@hostname.

. ftp://hostname/path/filename—File on an FTP server. You can also specify hostname
as username @hostname or username :password @hostname. The default path is the
user’s home directory. To specify an absolute path, the path must start with the string
%2F; for example, ftp://hostname/%o2Fpath/filename. To have the system prompt you
for the password, specify prompt in place of the password. If a password is required,
and you do not specify the password or prompt, an error message is displayed:

user@host> file copy ftp://username@ftp.hostname.net//filename
file copy ftp.hostname.net: Not logged in.

user@host> file copy ftp://username:prompt@ftphostname.net//filename
Password for username @ftp.hostname.net:

« http://hostname/path/filename—File on a Hypertext Transfer Protocol (HTTP) server.
You can also specify hostname as username@hostname or
username:password@hostname. If a password is required and you omit it, you are
prompted for it.

. reO:/path/filename or rel./path/filename—File on a local Routing Engine.
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Required Privilege configure—To enter configuration mode.
Level

Related . Deactivating and Reactivating Statements and Identifiers in a Junos Configuration
Documentation
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set

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

set <statement-path> identifier

Command introduced before Junos OS Release 7.4.

Create a statement hierarchy and set identifier values. This is similar to edit except that
your current level in the hierarchy does not change.

identifier—Name of the statement or identifier to set.

statement-path—(Optional) Path to an existing statement hierarchy level. If that hierarchy
level does not exist, it is created.

configure—To enter configuration mode, but other required privilege levels depend on
where the statement is located in the configuration hierarchy.

. edit on page 20
. Displaying the Current Junos OS Configuration
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show

Syntax show <statement-path> <identifier>

Release Information Command introduced before Junos OS Release 7.4.

Description Display the current configuration.

Options none—Display the entire configuration at the current hierarchy level.
identifier—(Optional) Display the configuration for the specified identifier.

statement-path—(Optional) Display the configuration for the specified statement hierarchy
path.

Required Privilege configure—To enter configuration mode, but other required privilege levels depend on
Level where the statement is located in the configuration hierarchy.

Related . show | display inheritance
Documentation . show | display omit
. show | display set
. show | display set relative
« show groups junos-defaults

. Displaying the Current Junos OS Configuration
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status

Syntax
Release Information

Description

Required Privilege
Level

status

Command introduced before Junos OS Release 7.4.

Display the users currently editing the configuration.

configure—To enter configuration mode.

. Displaying Users Currently Editing the Configuration.
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top

Syntax top <configuration-command>

Release Information Command introduced before Junos OS Release 7.4.

Description Return to the top level of configuration commmand mode, which is indicated by the [edit]
banner.

Options configuration-command—(Optional) Issue configuration mode commands from the top
of the hierarchy.

Required Privilege configure—To enter configuration mode.
Level

Related . Displaying the Current Junos OS Configuration

Documentation .
. exiton page 21

. uponpage38
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up

Syntax
Release Information

Description

Options

Required Privilege
Level

Related
Documentation

up <number> <configuration-command>

Command introduced before Junos OS Release 7.4.

Move up one level in the statement hierarchy.

none—Move up one level in the configuration hierarchy.

configuration-command— (Optional) Issue configuration mode commands from a location
higher in the hierarchy.

number—(Optional) Move up the specified number of levels in the configuration hierarchy.

configure—To enter configuration mode.

. Displaying the Current Junos OS Configuration

. exiton page 21

. toponpage37
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update

Syntax

Release Information

Description

Required Privilege
Level

Related
Documentation

update

Command introduced in Junos OS Release 7.5.

Update private candidate configuration with a copy of the most recently committed
configuration, including your private changes.

e NOTE: The update command is available only when you are in configure
private mode.

configure—To enter configuration mode.

. Updating the configure private Configuration.
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wildcard delete

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

wildcard delete <statement-path> <identifier> <regular-expression>

Command introduced before Junos OS Release 7.4.

Delete a statement or identifier. All subordinate statements and identifiers contained
within the specified statement path are deleted with it.

Deleting a statement or an identifier effectively “unconfigures” or disables the functionality
associated with that statement or identifier.

If you do not specify statement-path or identifier, the entire hierarchy starting at the current
hierarchy level is removed.

identifier—(Optional) Name of the statement or identifier to delete.

regular-expression—(Optional) The pattern based on which you want to delete multiple
items. When you use the wildcard command to delete related configuration items, the
regular-expression must be the final statement.

statement-path—(Optional) Path to an existing statement or identifier. Include this if the
statement or identifier to be deleted is not at the current hierarchy level.

configure—To enter configuration mode. Other required privilege levels depend on where
the statement is located in the configuration hierarchy.

. Example: Using Global Replace in a Junos Configuration—Using the upto Option.
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Configuration Statement Hierarchies

« Top-Level Leaf Statements on page 43

« [edit access] Through [edit diameter] Hierarchy Levels on page 45

« [edit dynamic-profiles] Hierarchy Levels on page 71

. [edit ethernet-switching-options] Through [edit firewall] Hierarchy Levels on page 79
. [edit forwarding-options] Hierarchy Levels on page 101

« [edit groups] Through [edit policy-options] Hierarchy Levels on page 119

« [edit protocols] Hierarchy Levels on page 155

« [edit routing-instances] Through [edit schedulers] Hierarchy Levels on page 231
« [edit security] Hierarchy Levels on page 251

« [edit services] Hierarchy Levels on page 299

« [edit snmp] Through [edit vlans] Hierarchy Levels on page 349

. [edit wlan] Hierarchy Levels on page 375
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CHAPTER 3

Top-Level Leaft Statements

. Leaf Statements at the [edit] Hierarchy Level on page 43

Leaf Statements at the [edit] Hierarchy Level

access-profile profile-name;
jsrc-partition partition-name;

Related . Notational Conventions Used in Junos OS Configuration Hierarchies on page 6
Documentation
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CHAPTER 4

[edit access] Through [edit diameter]
Hierarchy Levels

. [edit access] Hierarchy Level on page 45

« [edit accounting-options] Hierarchy Level on page 53
. [edit applications] Hierarchy Level on page 55

« [edit bridge-domains] Hierarchy Level on page 56

. [edit chassis] Hierarchy Level on page 58

« [edit class-of-service] Hierarchy Level on page 65

. [edit diameter] Hierarchy Level on page 70

[edit access] Hierarchy Level

access {
address-assignment {
... the address-assignment subhierarchy appears after the main [edit access] hierarchy

1
address-pool name {
(address address-or-prefix | address-range low lower-ipv4-address
high upper-ipv4-address);
primary-dns server-name;
primary-wins server-name;
secondary-dns server-name;
secondary-wins server-name;
1
domain {
delimiter delimiter-characters;
map domain-map-name {
...the map subhierarchy appears at the end of the [edit access domain] hierarchy ...
}
parse-direction (left-to-right | right-to-left);
map domain-map-name {
aaa-logical-system logical-system-name <aaa-routing-instance
routing-instance-name>;
aaa-routing-instance routing-instan