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ENDUSER LICENSE AGREEMENT

READ THIS ENDUSER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, ORUSING THE SOFTWARE.
BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE OROTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS
CONTAINED HEREIN, YOU (AS CUSTOMER OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO
BINDTHECUSTOMER)CONSENTTOBEBOUNDBYTHISAGREEMENT. IF YOUDONOTORCANNOTAGREETOTHETERMSCONTAINED
HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND (B) YOUMAY CONTACT JUNIPER NETWORKS
REGARDING LICENSE TERMS.

1. The Parties. The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer’s principal office is located in the Americas) or
JuniperNetworks (Cayman)Limited (if theCustomer’sprincipal office is locatedoutside theAmericas) (suchapplicableentitybeing referred
tohereinas “Juniper”), and (ii) thepersonororganization thatoriginally purchased fromJuniper or anauthorized Juniper reseller theapplicable
license(s) for use of the Software (“Customer”) (collectively, the “Parties”).

2. The Software. In this Agreement, “Software” means the programmodules and features of the Juniper or Juniper-supplied software, for
which Customer has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by
Juniper in equipment which Customer purchased from Juniper or an authorized Juniper reseller. “Software” also includes updates, upgrades
and new releases of such software. “Embedded Software” means Software which Juniper has embedded in or loaded onto the Juniper
equipment and any updates, upgrades, additions or replacements which are subsequently embedded in or loaded onto the equipment.

3. LicenseGrant.Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer
a non-exclusive and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the
following use restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by
Customer from Juniper or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units
for which Customer has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access
Client software only, Customer shall use such Software on a single computer containing a single physical random access memory space
and containing any number of processors. Use of the Steel-Belted Radius or IMS AAA software onmultiple computers or virtual machines
(e.g., Solaris zones) requires multiple licenses, regardless of whether such computers or virtualizations are physically contained on a single
chassis.

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may
specify limits toCustomer’s useof theSoftware. Such limitsmay restrict use toamaximumnumberof seats, registeredendpoints, concurrent
users, sessions, calls, connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of
separate licenses to use particular features, functionalities, services, applications, operations, or capabilities, or provide throughput,
performance, configuration, bandwidth, interface, processing, temporal, or geographical limits. In addition, such limits may restrict the use
of the Software to managing certain kinds of networks or require the Software to be used only in conjunction with other specific Software.
Customer’s use of the Software shall be subject to all such limitations and purchase of all applicable licenses.

d. For any trial copy of the Software, Customer’s right to use the Software expires 30 days after download, installation or use of the
Software. Customer may operate the Software after the 30-day trial period only if Customer pays for a license to do so. Customer may not
extend or create an additional trial period by re-installing the Software after the 30-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer’s
enterprise network. Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the
Steel-Belted Radius software to support any commercial network access services.

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase
the applicable license(s) for the Software from Juniper or an authorized Juniper reseller.

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees
not to and shall not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized
copies of the Software (except as necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the
Software, in any form, to any third party; (d) remove any proprietary notices, labels, ormarks on or in any copy of theSoftware or any product
in which the Software is embedded; (e) distribute any copy of the Software to any third party, including as may be embedded in Juniper
equipment sold in thesecondhandmarket; (f) useany ‘locked’ or key-restricted feature, function, service, application, operation, or capability
without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even if such feature, function, service, application,
operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper to any third party; (h) use the
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Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper reseller; (i)
use Embedded Software on non-Juniper equipment; (j) use Embedded Software (or make it available for use) on Juniper equipment that
the Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of testing or benchmarking
of the Software to any third party without the prior written consent of Juniper; or (l) use the Software in anymanner other than as expressly
provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper,
Customer shall furnish such records to Juniper and certify its compliance with this Agreement.

6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper.
As such, Customer shall exercise all reasonable commercial efforts tomaintain the Software and associated documentation in confidence,
which at aminimum includes restricting access to the Software to Customer employees and contractors having a need to use the Software
for Customer’s internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to
the Software, associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance
of any right, title, or interest in the Software or associated documentation, or a sale of the Software, associated documentation, or copies
of the Software.

8. Warranty, Limitation of Liability, Disclaimer ofWarranty. The warranty applicable to the Software shall be as set forth in the warranty
statement thataccompanies theSoftware (the “WarrantyStatement”).Nothing in thisAgreement shall give rise toanyobligation to support
the Software. Support services may be purchased separately. Any such support shall be governed by a separate, written support services
agreement. TO THEMAXIMUM EXTENT PERMITTED BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA,
ORCOSTSORPROCUREMENTOFSUBSTITUTEGOODSORSERVICES,ORFORANYSPECIAL, INDIRECT,ORCONSEQUENTIALDAMAGES
ARISINGOUTOFTHISAGREEMENT,THESOFTWARE,ORANYJUNIPERORJUNIPER-SUPPLIEDSOFTWARE. INNOEVENTSHALLJUNIPER
BE LIABLE FOR DAMAGES ARISING FROMUNAUTHORIZED OR IMPROPER USE OF ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE.
EXCEPT AS EXPRESSLY PROVIDED IN THEWARRANTY STATEMENT TO THE EXTENT PERMITTED BY LAW, JUNIPER DISCLAIMS ANY
AND ALLWARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING ANY
IMPLIEDWARRANTY OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES
JUNIPERWARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATEWITHOUT
ERROROR INTERRUPTION, ORWILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’
or licensors’ liability to Customer, whether in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid
by Customer for the Software that gave rise to the claim, or if the Software is embedded in another Juniper product, the price paid by
Customer for such other product. Customer acknowledges and agrees that Juniper has set its prices and entered into this Agreement in
reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same reflect an allocation of risk between
the Parties (including the risk that a contract remedymay fail of its essential purpose and cause consequential loss), and that the same
form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination
of the license granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related
documentation in Customer’s possession or control.

10. Taxes. All license fees payable under this agreement are exclusive of tax. Customer shall be responsible for paying Taxes arising from
the purchase of the license, or importation or use of the Software. If applicable, valid exemption documentation for each taxing jurisdiction
shall be provided to Juniper prior to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified. All
payments made by Customer shall be net of any applicable withholding tax. Customer will provide reasonable assistance to Juniper in
connection with such withholding taxes by promptly: providing Juniper with valid tax receipts and other required documentation showing
Customer’s payment of any withholding taxes; completing appropriate applications that would reduce the amount of withholding tax to
be paid; and notifying and assisting Juniper in any audit or tax proceeding related to transactions hereunder. Customer shall comply with
all applicable tax laws and regulations, and Customer will promptly pay or reimburse Juniper for all costs and damages related to any
liability incurred by Juniper as a result of Customer’s non-compliance or delay with its responsibilities herein. Customer’s obligations under
this Section shall survive termination or expiration of this Agreement.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any
applicable foreign agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such
restrictions, laws or regulations, or without all necessary approvals. Customer shall be liable for any such violations. The version of the
Software supplied to Customer may contain encryption or other capabilities restricting Customer’s ability to export the Software without
an export license.
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12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use,
duplication, or disclosure by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS
227.7201 through 227.7202-4, FAR 12.212, FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT III) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer
with the interface information needed to achieve interoperability between the Software and another independently created program, on
payment of applicable fee, if any. Customer shall observe strict obligations of confidentiality with respect to such information and shall use
such information in compliance with any applicable terms and conditions upon which Juniper makes such information available.

14. Third Party Software.Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products
or technology are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement,
and such licensor or vendor shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party
softwaremay be provided with the Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent
portions of the Software are distributed under and subject to open source licenses obligating Juniper to make the source code for such
portions publicly available (such as the GNU General Public License (“GPL”) or the GNU Library General Public License (“LGPL”)), Juniper
will make such source code portions (including Juniper modifications, as appropriate) available upon request for a period of up to three
years from the date of distribution. Such request can bemade in writing to Juniper Networks, Inc., 1194 N. Mathilda Ave., Sunnyvale, CA

94089, ATTN: General Counsel. Youmay obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and a copy of the LGPL

at http://www.gnu.org/licenses/lgpl.html .

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws
principles. The provisions of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes
arising under this Agreement, the Parties hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal
courts within Santa Clara County, California. This Agreement constitutes the entire and sole agreement between Juniper and the Customer
with respect to the Software, and supersedes all prior and contemporaneous agreements relating to the Software, whether oral or written
(including any inconsistent terms contained in a purchase order), except that the terms of a separate written agreement executed by an
authorized Juniper representative and Customer shall govern to the extent such terms are inconsistent or conflict with terms contained
herein. Nomodification to this Agreement nor any waiver of any rights hereunder shall be effective unless expressly assented to in writing
by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not affect the validity
of the remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the
Parties agree that the English version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de
même que tous les documents y compris tout avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that
this Agreement and all related documentation is and will be in the English language)).
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FlowMonitoring Overview

The flowmonitoring application performs traffic flowmonitoring and enables lawful

interception of packets transiting between two routers. Traffic flows can either be

passively monitored by an offline router or actively monitored by a router participating

in the network.

Using a Juniper Networks router, a selection of PICs for M Series and T Series

routers—including the Monitoring Services PIC, Monitoring Services II PIC, Adaptive

Services PIC, and MultiServices PICs—and other networking hardware, you canmonitor

traffic flow and export the monitored traffic. Monitoring traffic allows you to do the

following:

• Gather and export detailed information about traffic flows between source and

destination routers in your network.

• Sample all incoming traffic on themonitoring interface and present the data in record

format.

• Encrypt or tunnel outgoing records, intercepted traffic, or both.

• Direct filtered traffic to different packet analyzers and present the data in its original

format.

• Interceptunwanted traffic, discard it, andperformaccountingon thediscardedpackets.

There are twomain types of flowmonitoring:

• Active FlowMonitoring

• Passive FlowMonitoring

Related
Documentation

• Active FlowMonitoring Overview on page 3

• Passive FlowMonitoring Overview
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Active FlowMonitoring Overview

Flowmonitoring versions 5, 8, and 9 support active flowmonitoring. For active flow

monitoring, the monitoring station participates in the network as an active router. The

major actions the router can perform during active flowmonitoring are as follows:

• Sampling—The router selects and analyzes only a portion of the traffic.

• Sampling with templates—The router selects, analyzes, and arranges a portion of the

traffic into templates.

• Sampling per sampling instance—The router selects, analyzes, and arranges a portion

of the traffic according to the configuration and binding of a sampling instance.

• Port mirroring—The router copies entire packets and sends the copies to another

interface.

• Multiple port mirroring—The router sends multiple copies of monitored packets to

multiple export interfaces with the next-hop-group statement at the [edit

forwarding-options] hierarchy level.

• Discard accounting—The router accounts for selected traffic before discarding it. Such

traffic is not forwarded out of the router. Instead, the traffic is quarantined anddeleted.

• Flow-tap processing—The router processes requests for active flowmonitoring

dynamically by using the Dynamic Tasking Control Protocol (DTCP).

Related
Documentation

• FlowMonitoring Overview on page 1

• Passive FlowMonitoring Overview
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Active FlowMonitoring Applications

Flowmonitoring can be used for many different reasons such as network planning,

accounting, usage-based network billing, security, andmonitoring for Denial-of-Service

attacks.

Some examples of the types of things you can use flowmonitoring for are:

• Tracking what kind of traffic is entering or exiting an ISP or corporate network.

• Tracking traffic flows between BGP autonomous systems.

• Tracking traffic flows between enterprise network regions.

• Takinga snapshotof theexistingquality-of-service (QoS)policy results prior tomaking

changes in QoS policy in case you need to roll back changes later in the process.

• Verifying that load balancing techniques are performing as intended.

• Capturingabase lineof currentnetworkperformanceprior tomakingchanges intended

to improve performance so that you know if the changes are helping.

• Discovering if network users at an enterprise are using bandwidth for work-related

activities or for non work-related activities.

Examplesofhowflowmonitoringhelpswithnetworkadministration include the following:

• A large service provider uses active flowmonitoring on its core uplinks as a way to

collect data on the protocols in use, packet sizes, and flow durations to better

understand theusageof its Internet serviceoffering. This helps theprovider understand

where network growth is coming from.

• Service providers bill customers for the data sent or bandwidth used by sending

captured flow data to third-party billing software.

• At a large enterprise, VoIP users at aremote site complained of poor voice quality. The

flowmonitoring reports showed that the VoIP traffic did not have the correct type of

service settings.

• Users on an enterprise network, reported network slowdowns. The flowmonitoring

reports showed thatoneuser’sPCwasgeneratinga largeportionof thenetwork traffic.

The PC was infected with malware.

• A growing enterprise planned to deploy new business management software and

needed to knowwhat type of network bandwidth demand the new software would

create. During the software trial period, flowmonitoring reports were used to identify

the expected increase in traffic.

Thus, while flowmonitoring is traditionally associated with traffic analysis, it also has a

role in accounting and security.

Related
Documentation

• FlowMonitoring Overview on page 1

• Active FlowMonitoring Overview on page 3
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Best Practices for Configuring Active FlowMonitoring Version 9

Four settings control the behavior of active flowmonitoring: Sampling rate, sampling

run-length, flowactive timeout, and flow inactive timeout.When you tune these settings,

consider the following:

• Choosing a higher sampling rate or higher run-length increases the loadon the services

PIC.

• Selecting a higher sampling rate collects more information and provides finer grain

flow information.

• A nonzero run-length provides trailing context regarding the packets immediately

following a triggered sample.

• Selecting a larger active or inactive timeout value reduces the load on the export CPU

and reduces the rate of packets going to the flow collector.

Active and Inactive Timeouts

A flow is considered inactive if a packet matching the filter is not received for a duration

longer than the inactive timeout value.

Flowmonitoring tracks flows as unidirectional streams of packets. It is not aware of

application-level session properties or protocol details. However, there is someminimal

awareness of TCP/IP properties. A flow is considered inactive when a TCP FIN, FIN-ACK,

or RST control signal is received.

When the inactive timeout is triggered, the services PIC purges the flow from its flow

table and generates an export record for the flow.

The inactive timeout can be set to as small a value as can be handled considering the

load on the services PIC. The inactive timeout is typically several seconds (30 to 60

seconds). The administrator can tune the timeout to a larger value to try to reduce the

load on the control CPU. The effectiveness of this setting for reducing CPU load depends

on the overall input flow rate and the rate at which flows are expiring.

In a similar manner, an active timeout is triggered when the active timer expires and the

flow is still active. The active timeout is intended to capture information about long-lived

flows.

In the absence of an active timeout mechanism, a collector might not receive any

informationabouta flowuntil it expiresdue to inactivity.Hence, thegoal is to sendperiodic

updates about a flow that has not expired.

When an active timeout is triggered, the flow start timestamp is not reset. Therefore, the

collector can correlate a sequence of active timeout export packets and use the start

time to identify long-lived flows, such as bulk transfers like FTP and peer-to-peer

downloads of large files.

It is recommended having a value higher than the default for active timeout. Typical

settings are in the range of several minutes (up to 10minutes).

7Copyright © 2011, Juniper Networks, Inc.



Sampling Rate

There is extensive research that helps identify thebest choice for a sampling rate. Duffield

et al (“Properties and Prediction of Flow Statistics fromSampled Packet Streams”, ACM

SIGCOMM2002)consideravarietyofobjectivesand recommendheuristicsand formulas

to compute the sampling rate.

If the objective is to obtain an accurate measurement of the original number of packets,

theerror in anestimatederived fromsampledpackets reduces inproportion to the square

root of the sampling rate. For example, if the sampling rate is 100and theoriginal number

of packets is 1 million, the expected error is on the order of (100/1,000,000) or about 1

percent. In other words, if the sampled packet count is 10,000, the original packet count

can be in the range 990,000 to 1.01 million. This agrees with the idea that a higher

sampling rate reduces the error in estimation.

Sampling Run Length

The run-length statement specifies thenumber ofmatchingpackets to sample following

the initial one-packet trigger event. By default, the run length is 0, which means that no

more traffic is sampled after the trigger event. The range is from 0 through 20 packets.

Configuring a run length greater than 0 allows you to sample packets following those

already being sampled.

Related
Documentation

• FlowMonitoring Overview on page 1

• Active FlowMonitoring Overview on page 3

• Active FlowMonitoring Applications on page 5

• Example: Configuring Active FlowMonitoring Version 9 for IPv4 on page 9

• Example: Configuring Active FlowMonitoring Version 9 for IPv6 on page 17

• Example: Configuring Active FlowMonitoring Version 9 for MPLS on page 25

• Example: Configuring Active FlowMonitoring Version 9 for MPLS and IPv4 on page 33

• Example: Configuring Active FlowMonitoring Version 9 for IPv4, MPLS, and IPv6 on

page 43

• Verifying Active FlowMonitoring Version 9 on page 57
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Example: Configuring Active FlowMonitoring Version 9 for IPv4

This example shows how tomonitor IPv4 flows by using active flowMonitoring version

9. It is organized in the following sections:

• Requirements on page 9

• Overview of FlowMonitoring on page 9

• Configuring Active FlowMonitoring Version 9 for IPv4 on page 9

Requirements

This example requires the following hardware and software components:

• Junos OS Release 9.2 or later

• OneM40e or M320Multiservice Edge Router, MX Series 3D Universal Edge Routers,

or T Series Core Router

• One Adaptive Services PIC

Overview of FlowMonitoring

This example explains how tomonitor IPv4 flows.

The physical connections used in this example are shown in Figure 1 on page 9.
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Configuring Active FlowMonitoring Version 9 for IPv4

Step-by-Step
Procedure

Enable the services PIC interface to process IPv4 addresses by including the family

statement and specifying the inet option at the [edit interfaces sp-1/1/0 unit 0]

hierarchy level.

1.

[edit interfaces]
sp-1/1/0 {
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unit 0 {
family inet;

}
}

2. Configure the interface connected to the flow collector by including the address

statement and specifying 100.1.1.1/24 as the IPv4 address of the interface at the

[edit interfaces ge-1/1/3 unit 0 family inet] hierarchy level.

[edit interfaces]
ge-1/1/3 {
description to-flow-collector;
unit 0 {
family inet {
address 100.1.1.1/24;

}
}

}

3. Create a version 9 template by including the template statement and specifying

v4_template as the name of the template at the [edit services flow-monitoring

version9] hierarchy level.

Enable the template for IPv4 flows by including the ipv4-template statement at the

[edit services flow-monitoring version9 template v4_template] hierarchy level.

Configure the flow active timeout by including the flow-active-timeout statement

and specifying 600 seconds at the [edit services flow-monitoring version9 template

v4_template] hierarchy level. Configure the flow inactive timeout by including the

flow-inactive-timeout statement and specifying 30 seconds at the [edit services

flow-monitoring version9 template v4_template] hierarchy level.

[edit services]
flow-monitoring {
version9 {
template v4_template {
flow-active-timeout 600;
flow-inactive-timeout 30;
ipv4-template;

}
}

}

4. Configure the rate at which the router sends template definitions and options to

the flow collector for IPv4.

Since version 9 flowmonitoring traffic is unidirectional from themonitor (router)

to the flowcollector, configure themonitor to send templatedefinitionsandoptions,

such as sampling rate, to the collector.

In this example, the template definitions and options are refreshed every 600

seconds or 480000 packets, whichever occurs first.

Include the packets statement and specify 480000 packets at the [edit services

flow-monitoring version9 template v4_template template-refresh-rate] and [edit

servicesflow-monitoringversion9templatev4_templateoption-refresh-rate]hierarchy

levels. Include the seconds statement and specify600 seconds at the [edit services
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flow-monitoring template v4_template version9 template-refresh-rate] and [edit

servicesflow-monitoringversion9templatev4_templateoption-refresh-rate]hierarchy

levels.

[edit services flow-monitoring version9 template v4_template]
template-refresh-rate {
packets 480000;
seconds 600;

}
option-refresh-rate {
packets 480000;
seconds 600;

}

5. Configure the sampling rate and run length.

The sampling rate determines the ratio of the number of packets to be sampled.

For example, if you specify a rate of 10, 1 out of every 10 packets is sampled. In this

example, the rate is 1 out of every 1 packets.

Sampling can be configured as a global chassis configuration that is applicable to

all Flexible PIC Concentrators (FPCs) and Dense Port Concentrators (DPCs) at the

[edit forwarding-options sampling input] hierarchy level. Sampling can also be

configuredat the [edit forwarding-optionssampling instance instance-name]hierarchy

level and then applied to a single FPC.

The run length sets the number of samples to be taken following the initial trigger

event. This allows you to sample packets following those already being sampled.

Since you are sampling every packet in this example, the run length can be set to 1.

To configure the sampling rate, include the rate statement and specify 1 as the rate

at the [edit forwarding-options sampling instance ins1 input] hierarchy level. To

configure the run length, include the run-length statement and specify 1 as the run

length at the [edit forwarding-options sampling instance ins1 input] hierarchy level.

[edit forwarding-options]
sampling {
instance ins1 {
input {
rate 1;
run-length 1;

}
}

}

6. Apply the sampling instance to the desired FPC or DPC.

TheFPCnumbermustmatch theFPCportionof the interfacenamefor the interface

on which sampling is enabled.

To apply the sampling instance, include the sampling-instance statement and

specify ins1 at the [edit chassis fpc 1] hierarchy level.

[edit]
chassis {
fpc 1 {
sampling-instance ins1;
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}
}

7. Configure the flow collector and enable active flowmonitoring using the version 9

template format.

To configure the flow collector, include the flow-server statement and specify

100.1.1.2 as the IPv4 address of the host system that is collecting traffic flows using

version 9 at the [edit forwarding-options sampling instance ins1 family inet output]

hierarchy level. Also include the port statement and specify UDP port 2055 for use

by the flow collector.

To enable active flowmonitoring using the version 9 template format, include the

template statement and specify v4_template as the name of the template to use

at the [edit forwarding-options sampling instance ins1 family inet output flow-server

100.1.1.2 version9] hierarchy level.

[edit forwarding-options sampling instance ins1]
family inet {
output {
flow-server 100.1.1.2 {
port 2055;
version9 {
template v4_template;

}
}

}
}

8. Configure the IPv4 source address for the services PIC to be used in flow export.

To configure the IPv4 source address for the sp-1/1/0 interface, include the

source-address statementandspecify 12.1.1.1at the [edit forwarding-optionssampling

instance ins1 family inet output interface sp-1/1/0] hierarchy level.

[edit forwarding-options sampling instance ins1 family inet output]
interface sp-1/1/0 {
source-address 12.1.1.1;

}

9. Configure the firewall filter.

The firewall filter identifies the traffic flows that need to be sampled and processed

by the services PIC. Note that the implied “from” clause in the filter determines the

packets that are matched and sampled according to the sampling rate.

To configure the firewall filter, include the filter statement and specify

ipv4_sample_filter as the name of the filter at the [edit firewall family inet] hierarchy

level. Include the term statement and specify 1 as the name of the term. For active

monitoring using version 9, youmust include the sample and accept action

statements at the [edit firewall family inet filter ipv4_sample_filter term 1 then]

hierarchy level.

[edit firewall]
family inet {
filter ipv4_sample_filter {
term 1 {

Copyright © 2011, Juniper Networks, Inc.12

Configuring Active FlowMonitoring Version 9



then {
sample;
accept;

}
}

}
}

10. Apply the firewall filter to the set of media interfaces where traffic flow needs to

be sampled.

The filter can be applied to either the ingress or egress traffic depending on the use

case. In this example, the filter is applied to the ingress (input) traffic.

To apply the firewall filter to the ge-1/1/0 interface, include the input statement and

specify ipv4_sample_filter as the name of the filter at the [edit interfaces ge-1/1/0

unit 0 family inet filter] hierarchy level.

[edit]
interfaces {
ge-1/1/0 {
unit 0 {
family inet {
filter {
input ipv4_sample_filter;

}
}

}
}

}

Results For your reference, the relevant sample configuration for the IPv4 flow collector follows.

[edit]
services {
flow-monitoring {
version9 {
template v4_template {
flow-active-timeout 600;
flow-inactive-timeout 30;
template-refresh-rate {
packets 480000;
seconds 600;

}
option-refresh-rate {
packets 480000;
seconds 600;

}
ipv4-template;

}
}

}
}
forwarding-options {
sampling {
instance ins1 {
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input {
rate 1;
run-length 1;

}
family inet {
output {
flow-server 100.1.1.2 {
port 2055;
version9 {
template v4_template;

}
}
interface sp-1/1/0 {
source-address 12.1.1.1;

}
}

}
}

}
}
chassis {
fpc 1 {
sampling-instance ins1;

}
}
firewall {
family inet {
filter ipv4_sample_filter {
term 1 {
then {
sample;
accept;

}
}

}
}

}
interfaces {
ge-1/1/0 {
descriptionmedia-interface-for-sampling;
unit 0 {
family inet {
filter {
input ipv4_sample_filter;

}
}

}
}
sp-1/1/0 {
description sampling-services-pic;
unit 0 {
family inet;

}
}
ge-1/1/3 {
description to-flow-collector;
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unit 0 {
family inet {
address 100.1.1.1/24;

}
}

}
}

Related
Documentation

• FlowMonitoring Overview on page 1

• Active FlowMonitoring Overview on page 3

• Active FlowMonitoring Applications on page 5

• Best Practices for Configuring Active FlowMonitoring Version 9 on page 7

• Example: Configuring Active FlowMonitoring Version 9 for IPv6 on page 17

• Example: Configuring Active FlowMonitoring Version 9 for MPLS on page 25

• Example: Configuring Active FlowMonitoring Version 9 for MPLS and IPv4 on page 33

• Example: Configuring Active FlowMonitoring Version 9 for IPv4, MPLS, and IPv6 on

page 43

• Verifying Active FlowMonitoring Version 9 on page 57
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Example: Configuring Active FlowMonitoring Version 9 for IPv6

This example shows how tomonitor IPv6 flows by using active flowMonitoring version

9. It is organized in the following sections:

• Requirements on page 17

• Overview of FlowMonitoring on page 17

• Configuring Active FlowMonitoring Version 9 for IPv6 on page 17

Requirements

This example requires the following hardware and software components:

• Junos OS Release 9.2 or later

• OneM Series Multiservice Edge Router, MX Series 3D Universal Edge Routers, or T

Series Core Router

• One Adaptive Services PIC

Overview of FlowMonitoring

This example explains how tomonitor IPv6 flows.

The physical connections used in this example are shown in Figure 2 on page 17.

Version 9
Flow Server

g0
40

58
2

sp-1/1/0

Accepted and forwarded traffic
Sampled traffic

ge-1/1/3
100.1.1.1

ge-1/1/0
Forwarded traffic1 2

Active Monitoring Router

Configuring Active FlowMonitoring Version 9 for IPv6

Step-by-Step
Procedure

Enable the services PIC interface to process IPv6 addresses by including the family

statement and specifying the inet6 option at the [edit interfaces sp-1/1/0 unit 0]

hierarchy level.

1.

[edit interfaces]
sp-1/1/0 {
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unit 0 {
family inet6;

}
}

2. Configure the interface connected to the flow collector by including the address

statement and specifying 100.1.1.1/24 as the IPv4 address of the interface at the

[edit interfaces ge-1/1/3 unit 0 family inet] hierarchy level.

[edit interfaces]
ge-1/1/3 {
description to-flow-collector;
unit 0 {
family inet {
address 100.1.1.1/24;

}
}

}

3. Create a version 9 template by including the template statement and specifying

v6_template as the name of the template at the [edit services flow-monitoring

version9] hierarchy level.

Enable the template for IPv6 flows by including the ipv6-template statement at

the [edit services flow-monitoring version9 template v6_template] hierarchy level.

Configure the flow active timeout by including the flow-active-timeout statement

and specifying 600 seconds at the [edit services flow-monitoring version9 template

v6_template] hierarchy level. Configure the flow inactive timeout by including the

flow-inactive-timeout statement and specifying 30 seconds at the [edit services

flow-monitoring version9 template v6_template] hierarchy level.

[edit services]
flow-monitoring {
version9 {
template v6_template {
flow-active-timeout 600;
flow-inactive-timeout 30;
ipv6-template;

}
}

}

4. Configure the rate at which the router sends template definitions and options to

the flow collector for IPv6.

Since version 9 flowmonitoring traffic is unidirectional from themonitor (router)

to the flowcollector, configure themonitor to send templatedefinitionsandoptions,

such as sampling rate, to the collector.

In this example, the template definitions and options are refreshed every 600

seconds or 480000 packets, whichever occurs first.

Include the packets statement and specify 480000 packets at the [edit services

flow-monitoring version9 template v6_template template-refresh-rate] and [edit

servicesflow-monitoringversion9templatev6_templateoption-refresh-rate]hierarchy

levels. Include the seconds statement and specify600 seconds at the [edit services
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flow-monitoring version9 template v6_template template-refresh-rate] and [edit

servicesflow-monitoringversion9templatev6_templateoption-refresh-rate]hierarchy

levels.

[edit services flow-monitoring version9 template v6_template]
template-refresh-rate {
packets 480000;
seconds 600;

}
option-refresh-rate {
packets 480000;
seconds 600;

}

5. Configure the sampling rate and run length.

The sampling rate determines the ratio of the number of packets to be sampled.

For example, if you specify a rate of 10, 1 out of every 10 packets is sampled. In this

example, the rate is 1 out of every 1 packets.

Sampling can be configured as a global chassis configuration that is applicable to

all Flexible PIC Concentrators (FPCs) and Dense Port Concentrators (DPCs) at the

[edit forwarding-options sampling input] hierarchy level. Sampling can also be

configuredat the [edit forwarding-optionssampling instance instance-name]hierarchy

level and then applied to a single FPC.

The run length sets the number of samples to be taken following the initial trigger

event. This allows you to sample packets following those already being sampled.

Since you are sampling every packet in this example, the run length can be set to 1.

To configure the sampling rate, include the rate statement and specify 1 as the rate

at the [edit forwarding-options sampling instance ins1 input] hierarchy level. To

configure the run length, include the run-length statement and specify 1 as the run

length at the [edit forwarding-options sampling instance ins1 input] hierarchy level.

[edit forwarding-options]
sampling {
instance ins1 {
input {
rate 1;
run-length 1;

}
}

}

6. Apply the sampling instance to the desired FPC or DPC.

TheFPCnumbermustmatch theFPCportionof the interfacenamefor the interface

on which sampling is enabled.

To apply the sampling instance, include the sampling-instance statement and

specify ins1 at the [edit chassis fpc 1] hierarchy level.

[edit]
chassis {
fpc 1 {
sampling-instance ins1;
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}
}

7. Configure the flow collector and enable active flowmonitoring using the version 9

template format.

To configure the flow collector, include the flow-server statement and specify

100.1.1.2 as the IPv4 address of the host system that is collecting traffic flows using

version 9 at the [edit forwarding-options sampling instance ins1 family inet6 output]

hierarchy level. Also include the port statement and specify UDP port 2055 for use

by the flow collector.

To enable active flowmonitoring using the version 9 template format, include the

template statement and specify v6_template as the name of the template to use

at the [edit forwarding-optionssampling instance ins1 family inet6output flow-server

100.1.1.2 version9] hierarchy level.

[edit forwarding-options sampling instance ins1]
family inet6 {
output {
flow-server 100.1.1.2 {
port 2055;
version9 {
template v6_template;

}
}

}
}

8. Configure the IPv4 source address for the services PIC to be used in flow export.

To configure the IPv4 source address for the sp-1/1/0 interface, include the

source-address statementandspecify 12.1.1.1at the [edit forwarding-optionssampling

instance ins1 family inet6 output interface sp-1/1/0] hierarchy level.

[edit forwarding-options sampling instance ins1 family inet6 output]
interface sp-1/1/0 {
source-address 12.1.1.1;

}

9. Configure the firewall filter.

The firewall filter identifies the traffic flows that need to be sampled and processed

by the services PIC. Note that the implied “from” clause in the filter determines the

packets that are matched and sampled according to the sampling rate.

To configure the firewall filter, include the filter statement and specify

ipv6_sample_filteras thenameof the filter at the [edit firewall family inet6]hierarchy

level. Include the term statement and specify 1 as the name of the term. For active

monitoring using version 9, youmust include the sample and accept action

statements at the [edit firewall family inet6 filter ipv6_sample_filter term 1 then]

hierarchy level.

[edit firewall]
family inet6 {
filter ipv6_sample_filter {
term 1 {
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then {
sample;
accept;

}
}

}
}

10. Apply the firewall filter to the set of media interfaces where traffic flow needs to

be sampled.

The filter can be applied to either the ingress or egress traffic depending on the use

case. In this example, the filter is applied to the egress (output) traffic.

To apply the firewall filter to the ge-1/1/0 interface, include the output statement

andspecify ipv6_sample_filteras thenameof the filter at the [edit interfacesge-1/1/0

unit 0 family inet filter] hierarchy level.

[edit]
interfaces {
ge-1/1/0 {
unit 0 {
family inet6 {
filter {
output ipv6_sample_filter;

}
}

}
}

}

Results For your reference, the relevant sample configuration for the IPv6 flow collector follows.

[edit]
services {
flow-monitoring {
version9 {
template v6_template {
flow-active-timeout 600;
flow-inactive-timeout 30;
template-refresh-rate {
packets 480000;
seconds 600;

}
option-refresh-rate {
packets 480000;
seconds 600;

}
ipv6-template;

}
}

}
}
forwarding-options {
sampling {
instance ins1 {
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input {
rate 1;
run-length 1;

}
family inet6 {
output {
flow-server 100.1.1.2 {
port 2055;
version9 {
template v6_template;

}
}
interface sp-1/1/0 {
source-address 12.1.1.1;

}
}

}
}

}
}
chassis {
fpc 1 {
sampling-instance ins1;

}
}
firewall {
family inet6 {
filter ipv6_sample_filter {
term 1 {
then {
sample;
accept;

}
}

}
}

}
interfaces {
ge-1/1/0 {
descriptionmedia-interface-for-sampling;
unit 0 {
family inet6 {
filter {
output ipv6_sample_filter;

}
}

}
}
sp-1/1/0 {
description sampling-services-pic;
unit 0 {
family inet6;

}
}
ge-1/1/3 {
description to-flow-collector;
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unit 0 {
family inet {
address 100.1.1.1/24;

}
}

}
}

Related
Documentation

• FlowMonitoring Overview on page 1

• Active FlowMonitoring Overview on page 3

• Active FlowMonitoring Applications on page 5

• Best Practices for Configuring Active FlowMonitoring Version 9 on page 7

• Example: Configuring Active FlowMonitoring Version 9 for IPv4 on page 9

• Example: Configuring Active FlowMonitoring Version 9 for MPLS on page 25

• Example: Configuring Active FlowMonitoring Version 9 for MPLS and IPv4 on page 33

• Example: Configuring Active FlowMonitoring Version 9 for IPv4, MPLS, and IPv6 on

page 43

• Verifying Active FlowMonitoring Version 9 on page 57
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Example: Configuring Active FlowMonitoring Version 9 for MPLS

This example shows how tomonitor MPLS flows by using active flowMonitoring version

9. It is organized in the following sections:

• Requirements on page 25

• Overview of FlowMonitoring on page 25

• Configuring Active FlowMonitoring Version 9 for MPLS on page 25

Requirements

This example requires the following hardware and software components:

• Junos OS Release 9.2 or later

• OneM Series Multiservice Edge Router, MX Series 3D Universal Edge Routers, or T

Series Core Router

• One Adaptive Services PIC

Overview of FlowMonitoring

This example explains how tomonitor MPLS flows.

The physical connections used in this example are shown in Figure 3 on page 25.

Figure 3: Active FlowMonitoring Version 9 for MPLS Topology
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Configuring Active FlowMonitoring Version 9 for MPLS

Step-by-Step
Procedure

Enable the servicesPIC interface toprocessMPLSaddressesby including the family

statement and specifying thempls option at the [edit interfaces sp-1/1/0 unit 0]

hierarchy level.

1.

[edit interfaces]
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sp-1/1/0 {
unit 0 {
family mpls;

}
}

2. Configure the interface connected to the flow collector by including the address

statement and specifying 100.1.1.1/24 as the IPv4 address of the interface at the

[edit interfaces ge-1/1/3 unit 0 family inet] hierarchy level.

[edit interfaces]
ge-1/1/3 {
description to-flow-collector;
unit 0 {
family inet {
address 100.1.1.1/24;

}
}

}

3. Create a version 9 template by including the template statement and specifying

mpls as the name of the template at the [edit services flow-monitoring version9]

hierarchy level.

Enable the template for MPLS flows by including thempls-template statement at

the [edit services flow-monitoring version9 templatempls] hierarchy level. Also

include the label-position statement and specify label positions 1 and 2 at the [edit

services flow-monitoring version9 templatemplsmpls-template] hierarchy level.

Configure the flow active timeout by including the flow-active-timeout statement

and specifying 600 seconds at the [edit services flow-monitoring version9 template

mpls] hierarchy level. Configure the flow inactive timeout by including the

flow-inactive-timeout statement and specifying 30 seconds at the [edit services

flow-monitoring version9 templatempls] hierarchy level.

[edit services]
flow-monitoring {
version9 {
templatempls {
flow-active-timeout 600;
flow-inactive-timeout 30;
mpls-template {
label-position [ 1 2 ];

}
}

}
}

4. Configure the rate at which the router sends template definitions and options to

the flow collector for MPLS.

Since version 9 flowmonitoring traffic is unidirectional from themonitor (router)

to the flowcollector, configure themonitor to send templatedefinitionsandoptions,

such as sampling rate, to the collector.
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In this example, the template definitions and options are refreshed every 600

seconds or 480000 packets, whichever occurs first.

Include the packets statement and specify 480000 packets at the [edit services

flow-monitoring version9 templatempls template-refresh-rate] and [edit services

flow-monitoringversion9templatemplsoption-refresh-rate]hierarchy levels. Include

the seconds statementandspecify600 secondsat the [editservicesflow-monitoring

version9 templatempls template-refresh-rate] and [edit services flow-monitoring

version9 templatempls option-refresh-rate] hierarchy levels.

[edit services flow-monitoring version9 templatempls]
template-refresh-rate {
packets 480000;
seconds 600;

}
option-refresh-rate {
packets 480000;
seconds 600;

}

5. Configure the sampling rate and run length.

The sampling rate determines the ratio of the number of packets to be sampled.

For example, if you specify a rate of 10, 1 out of every 10 packets is sampled. In this

example, the rate is 1 out of every 1 packets.

Sampling can be configured as a global chassis configuration that is applicable to

all Flexible PIC Concentrators (FPCs) and Dense Port Concentrators (DPCs) at the

[edit forwarding-options sampling input] hierarchy level. Sampling can also be

configuredat the [edit forwarding-optionssampling instance instance-name]hierarchy

level and then applied to a single FPC.

In this example two sampling categories are created. The global instance is

configured to sample all packets matching a flow. Instance inst1 is configured to

sample one in every 10 packets.

To configure the global rate, include the rate statement and specify 1 as the rate at

the [edit forwarding-optionssampling input]hierarchy level. Toconfigure the instance

rate, include the rate statement and specify 10 as the rate at the [edit

forwarding-options sampling instance ins1 input] hierarchy level.

[edit forwarding-options]
sampling {
input {
rate 1;

}
instance ins1 {
input {
rate 10;

}
}

}

6. Apply the sampling instance to the desired FPC or DPC.
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TheFPCnumbermustmatch theFPCportionof the interfacenamefor the interface

on which sampling is enabled.

To apply the sampling instance, include the sampling-instance statement and

specify ins1 at the [edit chassis fpc 1] hierarchy level.

[edit]
chassis {
fpc 1 {
sampling-instance ins1;

}
}

7. Configure the flow collector and enable active flowmonitoring using the version 9

template format.

To configure the flow collector, include the flow-server statement and specify the

IP address of the host system that is collecting traffic flows using version 9 at the

[edit forwarding-options sampling instance ins1 family mpls output] hierarchy level.

Also include the port statement and specify UDP port 2055 for use by the flow

collector.

To enable active flowmonitoring using the version 9 template format, include the

template statement and specifympls as the name of the template to use at the

[edit forwarding-optionssampling instance ins1 familymplsoutputflow-server 100.1.1.2

version9] hierarchy level.

[edit forwarding-options sampling instance ins1]
family mpls {
output {
flow-server 100.1.1.2 {
port 2055;
version9 {
templatempls;

}
}

}
}

8. Configure the IPv4 source address for the services PIC to be used in flow export.

To configure the IPv4 source address for the sp-1/1/0 interface, include the

source-address statementandspecify 12.1.1.1at the [edit forwarding-optionssampling

instance ins1 family mpls output interface sp-1/1/0] hierarchy level.

[edit forwarding-options sampling instance ins1 family mpls output]
interface sp-1/1/0 {
source-address 12.1.1.1;

}

9. Configure the firewall filter.

The firewall filter identifies the traffic flows that need to be sampled and processed

by the services PIC. Note that the implied “from” clause in the filter determines the

packets that are matched and sampled according to the sampling rate.
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To configure the firewall filter, include the filter statement and specify

mpls_sample_filteras thenameof the filter at the [edit firewall family inet]hierarchy

level. Include the term statement and specify 1 as the name of the term. For active

monitoring using version 9, youmust include the sample and accept action

statements at the [edit firewall family mpls filter mpls_sample_filter term 1 then]

hierarchy level.

[edit firewall]
family mpls {
filter mpls_sample_filter {
term 1 {
then {
sample;
accept;

}
}

}
}

10. Apply the firewall filter to the set of media interfaces where traffic flow needs to

be sampled.

To apply the firewall filter to the ge-1/1/0 interface, include the input statement and

specifympls_sample_filter as the name of the filter at the [edit interfaces ge-1/1/0

unit 0 family mpls filter] hierarchy level.

[edit]
interfaces {
ge-1/1/0 {
unit 0 {
family mpls {
filter {
input mpls_sample_filter;

}
}

}
}

}

Results For your reference, the relevant sample configuration for theMPLS flowcollector follows.

[edit]
services {
flow-monitoring {
version9 {
templatempls {
flow-active-timeout 600;
flow-inactive-timeout 30;
template-refresh-rate {
packets 480000;
seconds 600;

}
option-refresh-rate {
packets 480000;
seconds 600;
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}
mpls-template {
label-position [ 1 2 ];

}
}

}
}

}
forwarding-options {
sampling {
input {
rate 1;

}
instance ins1 {
input {
rate 10;

}
family mpls {
output {
flow-server 100.1.1.2 {
port 2055;
version9 {
templatempls {
}

}
}
interface sp-1/1/0 {
source-address 12.1.1.1;

}
}

}
}

}
}
chassis {
fpc 1 {
sampling-instance ins1;

}
}
firewall {
family mpls {
filter mpls_sample_filter {
term 1 {
then {
sample;
accept;

}
}

}
}

}
interfaces {
ge-1/1/0 {
descriptionmedia-interface-for-sampling;
unit 0 {
family mpls {
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filter {
input mpls_sample_filter;

}
}

}
}
sp-1/1/0 {
description sampling-services-pic;
unit 0 {
family mpls;

}
}
ge-1/1/3 {
description to-flow-collector;
unit 0 {
family inet {
address 100.1.1.1/24;

}
}

}
}

Related
Documentation

• FlowMonitoring Overview on page 1

• Active FlowMonitoring Overview on page 3

• Active FlowMonitoring Applications on page 5

• Best Practices for Configuring Active FlowMonitoring Version 9 on page 7

• Example: Configuring Active FlowMonitoring Version 9 for IPv4 on page 9

• Example: Configuring Active FlowMonitoring Version 9 for IPv6 on page 17

• Example: Configuring Active FlowMonitoring Version 9 for MPLS and IPv4 on page 33

• Example: Configuring Active FlowMonitoring Version 9 for IPv4, MPLS, and IPv6 on

page 43

• Verifying Active FlowMonitoring Version 9 on page 57
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Example: Configuring Active FlowMonitoring Version 9 for MPLS and IPv4

This example showshowtomonitorMPLSand IPv4 flowsbyusingactive flowMonitoring

version 9. It is organized in the following sections:

• Requirements on page 33

• Overview of FlowMonitoring on page 33

• Configuring Active FlowMonitoring Version 9 for MPLS and IPv4 on page 33

Requirements

This example requires the following hardware and software components:

• Junos OS Release 9.2 or later

• OneM Series Multiservice Edge Router, MX Series 3D Universal Edge Routers, or T

Series Core Router

• One Adaptive Services PIC

Overview of FlowMonitoring

This example explains how tomonitor MPLS and IPv4 flows.

The physical connections used in this example are shown in Figure 4 on page 33.

Figure 4: Active FlowMonitoring Version 9 for MPLS and IPv4 Topology
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Configuring Active FlowMonitoring Version 9 for MPLS and IPv4

Step-by-Step
Procedure

Enable the services PIC interface to processMPLS and IPv4 addresses by including

the family statement and specifying thempls option and the inet option at the [edit

interfaces sp-0/0/0 unit 0] hierarchy level.

1.

[edit interfaces]
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sp-0/0/0 {
unit 0 {
family inet;
family mpls;

}
}

2. Configure the interface connected to the flow collector by including the address

statement and specifying 100.1.1.1/24 as the IPv4 address of the interface at the

[edit interfaces ge-1/1/3 unit 0 family inet] hierarchy level.

[edit interfaces]
ge-1/1/3 {
description to-flow-collector;
unit 0 {
family inet {
address 100.1.1.1/24;

}
}

}

3. Create a version 9 template by including the template statement and specifying

mpls-ipv4as thenameof the templateat the [editservices flow-monitoringversion9]

hierarchy level.

Enable the template for MPLS and IPv4 flows by including thempls-ipv4-template

statement at the [edit services flow-monitoring version9 templatempls-ipv4]

hierarchy level.Also include the label-position statementandspecify labelpositions

1 and 2 at the [edit services flow-monitoring version9 templatempls-ipv4

mpls-ipv4-template] hierarchy level.

Configure the flow active timeout by including the flow-active-timeout statement

and specifying 600 seconds at the [edit services flow-monitoring version9 template

mpls-ipv4] hierarchy level. Configure the flow inactive timeout by including the

flow-inactive-timeout statement and specifying 30 seconds at the [edit services

flow-monitoring version9 templatempls-ipv4] hierarchy level.

[edit services]
flow-monitoring {
version9 {
templatempls-ipv4 {
flow-active-timeout 600;
flow-inactive-timeout 30;
mpls-ipv4-template {
label-position [ 1 2 ];

}
}

}
}

4. Configure the rate at which the router sends template definitions and options to

the flow collector for IPv4 and MPLS.

Since version 9 flowmonitoring traffic is unidirectional from themonitor (router)

to the flowcollector, configure themonitor to send templatedefinitionsandoptions,

such as sampling rate, to the collector.
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In this example, the template definitions and options are refreshed every 600

seconds or 480000 packets, whichever occurs first.

Include the packets statement and specify 480000 packets at the [edit services

flow-monitoring version9 templatempls-ipv4 template-refresh-rate] and [edit

services flow-monitoringversion9 templatempls-ipv4option-refresh-rate]hierarchy

levels. Include the seconds statement and specify600 seconds at the [edit services

flow-monitoring version9 templatempls-ipv4 template-refresh-rate] and [edit

services flow-monitoringversion9 templatempls-ipv4option-refresh-rate]hierarchy

levels.

[edit services flow-monitoring version9 templatempls-ipv4]
template-refresh-rate {
packets 480000;
seconds 600;

}
option-refresh-rate {
packets 480000;
seconds 600;

}

5. Configure the sampling rate and run length.

The sampling rate determines the ratio of the number of packets to be sampled.

For example, if you specify a rate of 10, 1 out of every 10 packets is sampled. In this

example, the rate is 1 out of every 1 packets.

Sampling can be configured as a global chassis configuration that is applicable to

all Flexible PIC Concentrators (FPCs) and Dense Port Concentrators (DPCs) at the

[edit forwarding-options sampling input] hierarchy level. Sampling can also be

configuredat the [edit forwarding-optionssampling instance instance-name]hierarchy

level and then applied to a single FPC.

In this example, two sampling categories are created. The global instance is

configured to sample all packets matching a flow. Instance inst1 is configured to

sample one in every 10 packets.

To configure the global rate, include the rate statement and specify 1 as the rate at

the [edit forwarding-optionssampling input]hierarchy level. Toconfigure the instance

rate, include the rate statement and specify 10 as the rate at the [edit

forwarding-options sampling instance ins1 input] hierarchy level.

[edit forwarding-options]
sampling {
input {
rate 1;

}
instance ins1 {
input {
rate 10;

}
}

}

6. Apply the sampling instance to the desired FPC or DPC.
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TheFPCnumbermustmatch theFPCportionof the interfacenamefor the interface

on which sampling is enabled.

To apply the sampling instance, include the sampling-instance statement and

specify ins1 at the [edit chassis fpc 0] hierarchy level.

[edit]
chassis {
fpc 0 {
sampling-instance ins1;

}
}

7. Configure the flow collector and enable active flowmonitoring for IPv4 and for

MPLS using the version 9 template format.

• To configure the flow collector for IPv4, include the flow-server statement and

specify the IP address of the host system that is collecting traffic flows using

version9at the [edit forwarding-optionssampling instance ins1 family inetoutput]

hierarchy level. Also include the port statement and specify UDP port 2055 for

use by the flow collector.

To enable active flowmonitoring for IPv4 using the version 9 template format,

include the template statement and specify ipv4-template as the name of the

template to use at the [edit forwarding-options sampling instance ins1 family inet

output flow-server 100.1.1.2 version9] hierarchy level.

• To configure the flow collector for MPLS, include the flow-server statement and

specify the IP address of the host system that is collecting traffic flows using

version9at the [edit forwarding-optionssampling instance ins1 familymplsoutput]

hierarchy level. Also include the port statement and specify UDP port 2055 for

use by the flow collector.

To enable active flowmonitoring for MPLS using the version 9 template format,

include the template statement and specifympls as the name of the template

to use at the [edit forwarding-options sampling instance ins1 family mpls output

flow-server 100.1.1.2 version9] hierarchy level.

[edit forwarding-options sampling instance ins1]
family inet {
output {
flow-server 100.1.1.2 {
port 2055;
version9 {
template v4_template;

}
}

}
}
family mpls {
output {
flow-server 100.1.1.2 {
port 2055;
version9 {
templatempls;
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}
}

}
}

8. Configure the IPv4 source address for the services PIC to be used in flow export.

• To configure the IPv4 source address for the sp-0/0/0 interface, include the

source-address statement and specify 3.3.3.3 at the [edit forwarding-options

sampling instance ins1 family inet output interface sp-0/0/0] hierarchy level.

• To configure the IPv4 source address for the sp-0/0/0 interface forMPLS, include

the source-address statement and specify 3.3.3.3 at the [edit forwarding-options

sampling instance ins1 family mpls output interface sp-0/0/0] hierarchy level.

[edit forwarding-options sampling instance ins1]
family inet {
output {
interface sp-0/0/0 {
source-address 3.3.3.3;

}
}

}
family mpls {
output {
interface sp-0/0/0 {
source-address 3.3.3.3;

}
}

}

9. Configure the firewall filter.

The firewall filter identifies the traffic flows that need to be sampled and processed

by the services PIC. Note that the implied “from” clause in the filter determines the

packets that are matched and sampled according to the sampling rate.

• To configure the firewall filter for IPv4, include the filter statement and specify

ipv4_sample_filteras thenameof the filter at the [edit firewall family inet]hierarchy

level. Include the term statement and specify 1as the nameof the term. For active

monitoring using version 9, youmust include the sample and accept action

statements at the [edit firewall family inet filter ipv4_sample_filter term 1 then]

hierarchy level.

• To configure the firewall filter for MPLS, include the filter statement and specify

mpls_sample_filter as the name of the filter at the [edit firewall family mpls]

hierarchy level. Include the term statement and specify 1 as the nameof the term.

For active monitoring using version 9, youmust include the sample and accept

action statements at the [edit firewall family mpls filter mpls_sample_filter term

1 then] hierarchy level.

[edit firewall]
family inet {
filter ipv4_sample_filter {
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term 1 {
then {
sample;
accept;

}
}

}
}
family mpls {
filter mpls_sample_filter {
term 1 {
then {
sample;
accept;

}
}

}
}

10. Apply the firewall filter to the set of media interfaces where traffic flow needs to

be sampled for IPv4 and MPLS.

• To apply the firewall filter to the fe-0/3/2 interface for IPv4, include the input

statement and specify ipv4_sample_filter as the name of the filter at the [edit

interfaces fe-0/3/2 unit 0 family inet filter] hierarchy level.

• To apply the firewall filter to the fe-0/3/2 interface for MPLS, include the input

statement and specifympls_sample_filter as the name of the filter at the [edit

interfaces fe-0/3/2 unit 0 family mpls filter] hierarchy level.

[edit]
interfaces {
fe-0/3/2 {
unit 0 {
family inet {
filter {
input ipv4_sample_filter;

}
}
family mpls {
filter {
input mpls_sample_filter;

}
}

}
}

}

Results For your reference, the relevant sample configuration for the IPv4andMPLS flowcollector

follows.

[edit]
services {
flow-monitoring {
version9 {
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templatempls-ipv4 {
flow-active-timeout 600;
flow-inactive-timeout 30;
mpls-ipv4-template {
label-position [ 1 2 ];

}
template-refresh-rate {
packets 480000;
seconds 600;

}
option-refresh-rate {
packets 480000;
seconds 600;

}
}

}
}

}
forwarding-options {
sampling {
input {
rate 1;

}
instance ins1 {
input {
rate 10;

}
family inet {
output {
flow-server 100.1.1.2 {
port 2055;
version9 {
template v4_template;

}
}
interface sp-0/0/0 {
source-address 3.3.3.3;

}
}

}
family mpls {
output {
flow-server 100.1.1.2 {
port 2055;
version9 {
templatempls;

}
}
interface sp-0/0/0 {
source-address 3.3.3.3;

}
}

}
}

}
}

39Copyright © 2011, Juniper Networks, Inc.

Example: Configuring Active FlowMonitoring Version 9 for MPLS and IPv4



chassis {
fpc 0 {
sampling-instance ins1;

}
}
firewall {
family inet {
filter ipv4_sample_filter {
term 1 {
then {
sample;
accept;

}
}

}
}
family mpls {
filter mpls_v4_sample_filter {
term 1 {
then {
sample;
accept;

}
}

}
}

}
interfaces {
fe-0/3/2 {
unit 0 {
family inet {
filter {
input ipv4_sample_filter;

}
}
family mpls {
filter {
input mpls_sample_filter;

}
}

}
}
sp-0/0/0 {
unit 0 {
family inet;
family mpls;

}
}
ge-1/1/3 {
description to-flow-collector;
unit 0 {
family inet {
address 100.1.1.1/24;

}
}

}
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}

Related
Documentation

• FlowMonitoring Overview on page 1

• Active FlowMonitoring Overview on page 3

• Active FlowMonitoring Applications on page 5

• Best Practices for Configuring Active FlowMonitoring Version 9 on page 7

• Example: Configuring Active FlowMonitoring Version 9 for IPv4 on page 9

• Example: Configuring Active FlowMonitoring Version 9 for IPv6 on page 17

• Example: Configuring Active FlowMonitoring Version 9 for MPLS on page 25

• Example: Configuring Active FlowMonitoring Version 9 for IPv4, MPLS, and IPv6 on

page 43

• Verifying Active FlowMonitoring Version 9 on page 57
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Example: Configuring Active FlowMonitoring Version 9 for IPv4, MPLS, and IPv6

This example shows how tomonitor IPv4, MPLS, and IPv6 flows by using active flow

Monitoring version 9. It is organized in the following sections:

• Requirements on page 43

• Overview of FlowMonitoring on page 43

• Configuring Active FlowMonitoring Version 9 for IPv4, MPLS, and IPv6 on page 43

Requirements

This example requires the following hardware and software components:

• Junos OS Release 9.2 or later

• OneM 120 or M320Multiservice Edge Router, MX Series 3D Universal Edge Router, or

T Series Core Router

• One Adaptive Services PIC

Overview of FlowMonitoring

This example explains how tomonitor IPv4, MPLS, and IPv6 flows.

The physical connections used in this example are shown in Figure 5 on page 43.

Figure 5: Active FlowMonitoring Version 9 for IPv4, MPLS, and IPv6
Topology
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Configuring Active FlowMonitoring Version 9 for IPv4, MPLS, and IPv6

Step-by-Step
Procedure

Enable the services PIC interface to process IPv4, MPLS, and IPv6 addresses by

including the family statementandspecifying the inetoption,mplsoption, and inet6

option at the [edit interfaces sp-0/0/0 unit 0] hierarchy level.

1.
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[edit interfaces]
sp-0/0/0 {
unit 0 {
family inet;
family mpls;
family inet6;

}
}

2. Configure the interface connected to the flow collector by including the address

statement and specifying 100.1.1.1/24 as the IPv4 address of the interface at the

[edit interfaces ge-1/1/3 unit 0 family inet] hierarchy level.

[edit interfaces]
ge-1/1/3 {
description to-flow-collector;
unit 0 {
family inet {
address 100.1.1.1/24;

}
}

}

3. Create the version 9 templates and configure the timers for IPv4.

Create a version 9 template for IPv4 by including the template statement and

specifying v4_template as the name of the template at the [edit services

flow-monitoring version9] hierarchy level.

Enable the template for IPv4 flows by including the ipv4-template statement at the

[edit services flow-monitoring version9 template v4_template] hierarchy level.

Configure the flow active timeout by including the flow-active-timeout statement

and specifying 600 seconds at the [edit services flow-monitoring version9 template

v4_template] hierarchy level. Configure the flow inactive timeout by including the

flow-inactive-timeout statement and specifying 30 seconds at the [edit services

flow-monitoring version9 template v4_template] hierarchy level.

[edit services]
flow-monitoring {
version9 {
template v4_template {
flow-active-timeout 600;
flow-inactive-timeout 30;
ipv4-template;

}
}

}

4. Create the version 9 templates and configure the timers for MPLS.

Create a version 9 template for MPLS by including the template statement and

specifyingmpls as the name of the template at the [edit services flow-monitoring

version9] hierarchy level.

Enable the template for MPLS flows by including thempls-template statement at

the [edit services flow-monitoring version9 templatempls] hierarchy level. Also
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include the label-position statement and specify label positions 1 and 2 at the [edit

services flow-monitoring version9 templatemplsmpls-template] hierarchy level.

Configure the flow active timeout by including the flow-active-timeout statement

and specifying 600 seconds at the [edit services flow-monitoring version9 template

mpls] hierarchy level. Configure the flow inactive timeout by including the

flow-inactive-timeout statement and specifying 30 seconds at the [edit services

flow-monitoring version9 templatempls] hierarchy level.

[edit services]
flow-monitoring {
version9 {
templatempls {
flow-active-timeout 600;
flow-inactive-timeout 30;
mpls-template {
label-position [ 1 2 ];

}
}

}
}

5. Create the version 9 templates and configure the timers for IPv6.

Create a version 9 template for IPv6 by including the template statement and

specifying v6_template as the name of the template at the [edit services

flow-monitoring version9] hierarchy level.

Enable the template for IPv6 flows by including the ipv6-template statement at

the [edit services flow-monitoring version9 template v6_template] hierarchy level.

Configure the flow active timeout by including the flow-active-timeout statement

and specifying 600 seconds at the [edit services flow-monitoring version9 template

v6_template] hierarchy level. Configure the flow inactive timeout by including the

flow-inactive-timeout statement and specifying 30 seconds at the [edit services

flow-monitoring version9 template v6_template] hierarchy level.

[edit services]
flow-monitoring {
version9 {
template v6_template {
flow-active-timeout 600;
flow-inactive-timeout 30;
ipv6-template;

}
}

}

6. Configure the rate at which the router sends template definitions and options to

the flow collector for IPv4.

Since version 9 flowmonitoring traffic is unidirectional from themonitor (router)

to the flowcollector, configure themonitor to send templatedefinitionsandoptions,

such as sampling rate, to the collector.
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In this example, the template definitions and options are refreshed every 600

seconds or 480000 packets, whichever occurs first.

Include the packets statement and specify 480000 packets at the [edit services

flow-monitoring version9 template v4_template template-refresh-rate] and [edit

servicesflow-monitoringversion9templatev4_templateoption-refresh-rate]hierarchy

levels. Include the seconds statement and specify600 seconds at the [edit services

flow-monitoring template v4_template version9 template-refresh-rate] and [edit

servicesflow-monitoringversion9templatev4_templateoption-refresh-rate]hierarchy

levels.

[edit services flow-monitoring version9 template v4_template]
template-refresh-rate {
packets 480000;
seconds 600;

}
option-refresh-rate {
packets 480000;
seconds 600;

}

7. Configure the rate at which the router sends template definitions and options to

the flow collector for MPLS.

Include the packets statement and specify 480000 packets at the [edit services

flow-monitoring version9 templatempls template-refresh-rate] and [edit services

flow-monitoringversion9templatemplsoption-refresh-rate]hierarchy levels. Include

the seconds statementandspecify600 secondsat the [editservicesflow-monitoring

version9 templatempls template-refresh-rate] and [edit services flow-monitoring

version9 templatempls option-refresh-rate] hierarchy levels.

[edit services flow-monitoring version9 templatempls]
template-refresh-rate {
packets 480000;
seconds 600;

}
option-refresh-rate {
packets 480000;
seconds 600;

}

8. Configure the rate at which the router sends template definitions and options to

the flow collector for IPv6.

Include the packets statement and specify 480000 packets at the [edit services

flow-monitoring version9 template v6_template template-refresh-rate] and [edit

servicesflow-monitoringversion9templatev6_templateoption-refresh-rate]hierarchy

levels. Include the seconds statement and specify600 seconds at the [edit services

flow-monitoring version9 template v6_template template-refresh-rate] and [edit

servicesflow-monitoringversion9templatev6_templateoption-refresh-rate]hierarchy

levels.

[edit services flow-monitoring version9 template v6_template]
template-refresh-rate {
packets 480000;
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seconds 600;
}
option-refresh-rate {
packets 480000;
seconds 600;

}

9. Configure the sampling rate and run length.

The sampling rate determines the ratio of the number of packets to be sampled.

For example, if you specify a rate of 10, 1 out of every 10 packets is sampled. In this

example, the rate is 1 out of every 1 packets.

Sampling can be configured as a global chassis configuration that is applicable to

all Flexible PIC Concentrators (FPCs) and Dense Port Concentrators (DPCs) at the

[edit forwarding-options sampling input] hierarchy level. Sampling can also be

configuredat the [edit forwarding-optionssampling instance instance-name]hierarchy

level and then applied to a single FPC.

The run length sets the number of samples to be taken following the initial trigger

event. This allows you to sample packets following those already being sampled.

Since you are sampling every packet in this example, the run length can be set to 1.

To configure the sampling rate, include the rate statement and specify 1 as the rate

at the [edit forwarding-options sampling instance ins1 input] hierarchy level. To

configure the run length, include the run-length statement and specify 1 as the run

length at the [edit forwarding-options sampling instance ins1 input] hierarchy level.

[edit forwarding-options]
sampling {
instance ins1 {
input {
rate 1;
run-length 1;

}
}

}

10. Apply the sampling instance to the desired FPC or DPC.

TheFPCnumbermustmatch theFPCportionof the interfacenamefor the interface

on which sampling is enabled.

To apply the sampling instance, include the sampling-instance statement and

specify ins1 at the[edit chassis fpc 0] hierarchy level.

[edit]
chassis {
fpc 0 {
sampling-instance ins1;

}
}
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11. Configure the flow collector and enable active flowmonitoring for IPv4, MPLS, and

IPv6 using the version 9 template format.

• To configure the flow collector for IPv4, include the flow-server statement and

specify 100.1.1.2 as the IPv4 address of the host system that is collecting traffic

flows using version 9 at the [edit forwarding-options sampling instance ins1 family

inet output] hierarchy level. Also include the port statement and specify UDPport

2055 for use by the flow collector.

To enable active flowmonitoring for IPv4 using the version 9 template format,

include the template statement and specify the v4-template as the name of the

template to use at the [edit forwarding-options sampling instance ins1 family inet

output flow-server 100.1.1.2 version9] hierarchy level.

• To configure the flow collector for MPLS, include the flow-server statement and

specify 100.1.1.2 as the IPv4 address of the host system that is collecting traffic

flows using version 9 at the [edit forwarding-options sampling instance ins1 family

mpls output] hierarchy level. Also include the port statement and specify UDP

port 2055 for use by the flow collector.

To enable active flowmonitoring for MPLS using the version 9 template format,

include the template statement and specifympls as the name of the template

to use at the [edit forwarding-options sampling instance ins1 family mpls output

flow-server 100.1.1.2 version9] hierarchy level.

• To configure the flow collector for IPv6, include the flow-server statement and

specify 100.1.1.2 as the IPv4 address of the host system that is collecting traffic

flows using version 9 at the [edit forwarding-options sampling instance ins1 family

inet6 output] hierarchy level. Also include the port statement and specify UDP

port 2055 for use by the flow collector.

To enable active flowmonitoring using the version 9 template format, include

the template statement and specify v6_template as the name of the template to

use at the [edit forwarding-options sampling instance ins1 family inet6 output

flow-server 100.1.1.2 version9] hierarchy level.

[edit forwarding-options sampling instance ins1]
family inet {
output {
flow-server 100.1.1.2 {
port 2055;
version9 {
template v4_template;

}
}

}
}
family mpls {
output {
flow-server 100.1.1.2 {
port 2055;
version9 {
templatempls;
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}
}

}
}
family inet6 {
output {
flow-server 100.1.1.2 {
port 2055;
version9 {
template v6_template;

}
}

}
}

12. Configure the IPv4 source address for the service PIC to be used in flow export.

• To configure the IPv4 source address for the sp-0/0/0 interface for IPv4, include

the source-address statement and specify 3.3.3.3 at the [edit forwarding-options

sampling instance ins1 family inet output interface sp-0/0/0] hierarchy level.

• To configure the IPv4 source address for the sp-0/0/0 interface forMPLS, include

the source-address statement and specify 3.3.3.3 at the [edit forwarding-options

sampling instance ins1 family mpls output interface sp-0/0/0] hierarchy level.

• To configure the IPv4 source address for the sp-0/0/0 interface for IPv6, include

the source-address statement and specify 3.3.3.3 at the [edit forwarding-options

sampling instance ins1 family inet6 output interface sp-0/0/0] hierarchy level.

[edit forwarding-options sampling instance ins1]
family inet {
output {
interface sp-0/0/0 {
source-address 3.3.3.3;

}
}

}
family inet6 {
output {
interface sp-0/0/0 {
source-address 3.3.3.3;

}
}

}
family mpls {
output {
interface sp-0/0/0 {
source-address 3.3.3.3;

}
}

}
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13. Configure the firewall filters.

The firewall filters identify the traffic flows that need to be sampled and processed

by the services PIC. Note that the implied “from” clause in the filter determines the

packets that are matched and sampled according to the sampling rate.

• To configure the firewall filter for IPv4, include the filter statement and specify

ipv4_sample_filteras thenameof the filter at the [edit firewall family inet]hierarchy

level. Include the term statement and specify 1as the nameof the term. For active

monitoring using version 9, youmust include the sample and accept action

statements at the [edit firewall family inet filter ipv4_sample_filter term 1 then]

hierarchy level.

• To configure the firewall filter for MPLS, include the filter statement and specify

mpls_sample_filter as the name of the filter at the [edit firewall family mpls]

hierarchy level. Include the term statement and specify 1 as the nameof the term.

For active monitoring using version 9, youmust include the sample and accept

action statements at the [edit firewall family mpls filter mpls_sample_filter term

1 then] hierarchy level.

• To configure the firewall filter for IPv6, include the filter statement and specify

ipv6_sample_filter as the name of the filter at the [edit firewall family inet6]

hierarchy level. Include the term statement and specify 1 as the nameof the term.

For active monitoring using version 9, youmust include the sample and accept

action statements at the [edit firewall family inet6 filter ipv6_sample_filter term 1

then] hierarchy level.

[edit firewall]
family inet {
filter ipv4_sample_filter {
term 1 {
then {
sample;
accept;

}
}

}
}
family mpls {
filter mpls_sample_filter {
term 1 {
then {
sample;
accept;

}
}

}
}
family inet6 {
filter ipv6_sample_filter {
term 1 {
then {
sample;
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accept;
}

}
}

}

14. Apply the firewall filter to the set of media interfaces where traffic flow needs to

be sampled.

• To apply the firewall filter to the fe-0/3/2 interface for IPv4, include the input

statement and specify ipv4_sample_filter as the name of the filter at the [edit

interfaces fe-0/3/2 unit 0 family inet filter] hierarchy level.

• To apply the firewall filter to the fe-0/3/2 interface for MPLS, include the input

statement and specifympls_sample_filter as the name of the filter at the [edit

interfaces fe-0/3/2 unit 0 family mpls filter] hierarchy level.

• To apply the firewall filter to the fe-0/3/2 interface for IPv6, include the output

statement and specify ipv6_sample_filter as the name of the filter at the [edit

interfaces fe-0/3/2 unit 0 family inet6 filter] hierarchy level.

[edit]
interfaces {
fe-0/3/2 {
unit 0 {
family inet {
filter {
input ipv4_sample_filter;

}
}
family mpls {
filter {
input mpls_sample_filter;

}
}
family inet6 {
filter {
input ipv6_sample_filter;

}
}

}
}

}

Results For your reference, the relevant sample configuration for the flow collector follows.

chassis {
fpc 0 {
sampling-instance ins1;

}
}
interfaces {
fe-0/3/2 {
unit 0 {
family inet {
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filter {
input ipv4_sample_filter;

}
}
family inet6 {
filter {
input ipv6_sample_filter;

}
}
family mpls {
filter {
input mpls_sample_filter;

}
}

}
}
ge-1/1/3 {
unit 0 {
family inet {
address 100.1.1.1/24;

}
}

}
sp-0/0/0 {
unit 0 {
family inet;
family inet6;
family mpls;

}
}

}
forwarding-options {
sampling {
instance {
ins1 {
input {
rate 1;
run-length 1;

}
family inet {
output {
flow-server 100.1.1.2 {
port 2055;
version9 {
template {
v4_template;

}
}

}
interface sp-0/0/0 {
source-address 3.3.3.3;

}
}

}
family inet6 {
output {
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flow-server 100.1.1.2 {
port 2055;
version9 {
template {
v6_template;

}
}

}
interface sp-0/0/0 {
source-address 3.3.3.3;

}
}

}
family mpls {
output {
flow-server 100.1.1.2 {
port 2055;
version9 {
template {
mpls;

}
}

}
interface sp-0/0/0 {
source-address 3.3.3.3;

}
}

}
}

}
}

}
firewall {
family inet {
filter ipv4_sample_filter {
term 1 {
then {
sample;
accept;

}
}

}
}
family inet6 {
filter ipv6_sample_filter {
term 1 {
then {
sample;
accept;

}
}

}
}
family mpls {
filter mpls_sample_filter {
term 1 {
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then {
sample;
accept;

}
}

}
}

}
services {
flow-monitoring {
version9 {
template v4_template {
flow-active-timeout 600;
flow-inactive-timeout 30;
template-refresh-rate {
packets 480000;
seconds 600;

}
option-refresh-rate {
packets 480000;
seconds 600;

}
ipv4-template;

}
templatempls {
flow-active-timeout 600;
flow-inactive-timeout 30;
template-refresh-rate {
packets 480000;
seconds 600;

}
option-refresh-rate {
packets 480000;
seconds 600;

}
mpls-template {
label-position [ 1 2 ];

}
}
template v6_template {
flow-active-timeout 600;
flow-inactive-timeout 30;
template-refresh-rate {
packets 480000;
seconds 600;

}
option-refresh-rate {
packets 480000;
seconds 600;

}
ipv6-template;

}
}

}
}
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Related
Documentation

• FlowMonitoring Overview on page 1

• Active FlowMonitoring Overview on page 3

• Best Practices for Configuring Active FlowMonitoring Version 9 on page 7

• Example: Configuring Active FlowMonitoring Version 9 for IPv4 on page 9

• Example: Configuring Active FlowMonitoring Version 9 for IPv6 on page 17

• Example: Configuring Active FlowMonitoring Version 9 for MPLS on page 25

• Example: Configuring Active FlowMonitoring Version 9 for MPLS and IPv4 on page 33

• Verifying Active FlowMonitoring Version 9 on page 57
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Verifying Active FlowMonitoring Version 9

NOTE: The verification steps shown for active flowmonitoring are linked to
multiple configuration examples and do not exactlymatch the configuration
of any single example.

Verify the operation of active flowmonitoring by doing the following:

• Verifying That Active FlowMonitoring Is Working on page 57

• Verifying That the Services PIC Is Operational for Active FlowMonitoring on page 57

• Verifying That Sampling Is Enabled and the Filter Direction Is Correct for Active Flow

Monitoring on page 58

• Verifying That the Sampling Instance Is Applied to the Correct FPC for Active Flow

Monitoring on page 59

• VerifyingThat theRouteRecord Is BeingCreated for Active FlowMonitoring onpage59

• Verifying That the Sampling Process Is Running for Active FlowMonitoring on page 60

• VerifyingThat theTCPConnection IsOperational forActiveFlowMonitoringonpage60

• Verifying That the Services PIC Memory Is Not Overloaded for Active Flow

Monitoring on page 61

• Verifying That the Active FlowMonitoring Flow Collector Is Reachable on page 61

Verifying That Active FlowMonitoring IsWorking

Purpose Verify that active flowmonitoring is working.

Action To verify that active flowmonitoring is working, use the show services accounting flow

command.

user@host> show services accounting flow
  Flow information
    Service Accounting interface: sp-0/0/0, Local interface index: 149       
    Flow packets: 87168293, Flow bytes: 5578770752
    Flow packets 10-second rate: 45762, Flow bytes 10-second rate: 2928962

Active flows: 1000, Total flows: 2000
    Flows exported: 19960, Flows packets exported: 582
    Flows inactive timed out: 1000, Flows active timed out: 29000

Meaning The output shows that active flows exist and that flow packets are being exported. This

indicates that flowmonitoring is working. If flowmonitoring is not working, verify that

the services PIC is present in the chassis and is operational.

Verifying That the Services PIC Is Operational for Active FlowMonitoring

Purpose Verify that the services PIC configured for active flowmonitoring is present in the chassis

and is operational.

Action To verify that the services PIC is operational, use the show chassis hardware command.
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user@host> show chassis hardware
Item             Version  Part number  Serial number     Description
Chassis                                JN108DA32AEA      M120
Midplane         REV 04   710-018041   RC2209            M120 Midplane
FPM Board        REV 06   710-011407   DM3120            M120 FPM Board
FPM Display      REV 02   710-011405   DN1536            M120 FPM Display
FPM CIP          REV 05   710-011410   DK5856            M120 FPM CIP
PEM 0            Rev 04   740-011936   001830            AC Power Entry Module
Routing Engine 0 REV 07   740-014080   1000743523        RE-A-1000
Routing Engine 1 REV 07   740-014080   1000743527        RE-A-1000
CB 0             REV 09   710-011403   DP4953            M120 Control Board
CB 1             REV 09   710-011403   DP5107            M120 Control Board
FPC 3            REV 03   710-015835   DL6175            M120 FPC Type 1
  PIC 0          REV 12   750-003033   RF2269            4x OC-3 SONET, MM
  PIC 1          REV 13   750-012266   DL3620            4x 1GE(LAN), IQ2
    Xcvr 0       REV 01   740-013111   8154851           SFP-T
    Xcvr 1       REV 01   740-013111   8154691           SFP-T
    Xcvr 2       REV 01   740-013111   8142743           SFP-T
    Xcvr 3       REV 01   740-013111   8142607           SFP-T
  PIC 2          REV 11   750-005727   RH2029            2x OC-3 ATM-II IQ, MM
  PIC 3          REV 14   750-002911   RH0523            4x F/E, 100 BASE-TX
  Board B        REV 03   710-017980   DN2163            M120 FPC Mezz Board
FPC 4            REV 02   710-015835   DN1923            M120 FPC Type 1
PIC 0          REV 12   750-014884   DH2850            MultiServices 100

  PIC 1          REV 13   750-014884   DZ9927            MultiServices 100
  PIC 2          REV 13   750-023755   XN9363            4x CHOC3 SONET CE SFP
    Xcvr 0       REV 01   740-012434   6455242           SFP-SR
~
~
~
  Board B        REV 03   710-017980   DN2155            M120 FPC Mezz Board
FEB 3            REV 06   710-015795   DN8222            M120 FEB
FEB 4            REV 06   710-015795   DP2649            M120 FEB
Fan Tray 0                                               Front Top Fan Tray
Fan Tray 1                                               Front Bottom Fan Tray

Meaning The output shows that PIC 0 under FPC 4 is aMultiservices PIC that has completed

booting and is operational. If the PIC is operational but flowmonitoring is not working,

verify that sampling is enabled on themedia interface on which traffic flow is expected

and that the sampling filter direction is correct.

VerifyingThatSampling IsEnabledand theFilterDirection IsCorrect forActiveFlowMonitoring

Purpose Verify that sampling is enabled on themedia interface on which traffic flow is expected

and that the sampling filter direction is correct.

Action Toverify that sampling is enabledon themedia interfaceonwhich traffic flow is expected

and that the sampling filter direction is correct, use the show interfaces interface-name

extensive | grep filters command.

user@host> show interfaces fe-3/3/2 extensive | grep filters
    CAM destination filters: 4, CAM source filters: 0
      Input Filters: ipv4_sample_filter
      Input Filters: ipv6_sample_filter
      Input Filters: mpls_sample_filter
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Meaning The command output shows that the sample filter is applied to the media interface on

which traffic flow is expected (fe-3/3/2) and that the sampling filter direction is Input. If

the PIC is operational and the filters are correct but flowmonitoring is not working, verify

that the sampling instance is applied to the FPC where the media interface resides.

TIP: If a firewall filter is used to enable sampling, add a counter as an action
in the firewall filter. Then, verify if the counter is incrementing. If the counter
is incrementing, it confirms that the traffic is present and that the filter
direction is correct.

Verifying That the Sampling Instance Is Applied to the Correct FPC for Active FlowMonitoring

Purpose Verify that the sampling instance is applied to the FPCwhere themedia interface resides.

Action To verify that the sampling instance Is applied to the correct FPC, use the show

configuration chassis command.

user@host> show configuration chassis

chassis {
fpc 4 {
sampling-instance ins1;

}
}

Meaning The output shows that the sampling instance is applied to the correct FPC. If the PIC is

operational, the filters are correct, and the sampling instance is applied to the correct

FPC but flowmonitoring is not working, verify that the route record set of data is being

created.

Verifying That the Route Record Is Being Created for Active FlowMonitoring

Purpose Verify that the route record set of data is being created.

Action To verify that the route record set of data is being created, use the show services

accounting status command.

user@host> show services accounting status
Service Accounting interface: sp-4/0/0
  Export format: 9, Route record count: 40
  IFL to SNMP index count: 11, AS count: 1
  Configuration set: Yes, Route record set: Yes, IFL SNMP map set: Yes
  Route record set: Yes, IFL SNMP map set: Yes

Meaning The output shows that theRoute record set field is set toYes. This confirms that the route

record set is created.
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TIP: If the route record set field is set to no, the recordmight not have been

downloadedyet.Wait for60-100secondsandcheckagain. If the route record
is still not created, verify that the sampling process is running, that the
connection between the PIC and the process is operational, and that the PIC
memory is not overloaded.

Verifying That the Sampling Process Is Running for Active FlowMonitoring

Purpose Verify that the sampling process is running.

Action To verify that the sampling process is running, use the show system processes extensive

| grep sampled command.

user@host> show system processes extensive | grep sampled
PID USERNAME  THR PRI NICE   SIZE   RES   STATE    TIME   WCPU   COMMAND
1581 root     1   1   111    5660K  5108K select   0:00  0.00%   sampled

Meaning The output shows that sampled is listed as a running system process. In addition to

verifying that theprocess is running, verify that theTCPconnectionbetween the sampled

process and the services PIC is operational.

Verifying That the TCP Connection Is Operational for Active FlowMonitoring

Purpose Verify that the TCP connection between the sampled process and the services PIC is

operational.

Action To verify that the TCP connection is operational, use the show system connections inet |

grep 6153 command.

user@host> show system connections inet | grep 6153
Active Internet connections (including servers)
Proto Recv-Q Send-Q  Local Address          Foreign Address        (state)
~
~
~
tcp        0      0  128.0.0.1.6153       128.0.2.17.11265    ESTABLISHED
tcp4       0      0  *.6153                 *.*                    LISTEN

Meaning The output shows that the TCP connection between the sampled process socket (6153)

and the services PIC (128.0.0.1) is ESTABLISHED. In addition to verifying that the TCP

connection between the sampled process and the services PIC is operational, verify that

the services PICmemory is not overloaded.

TIP: If the TCP connection between the sampled process and the services
PIC is not established, restart the sampled process by using the restart

sampling command.
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Verifying That the Services PICMemory Is Not Overloaded for Active FlowMonitoring

Purpose Verify that the services PICmemory is not overloaded.

Action Toverify that the servicesPICmemory is notoverloaded, use the showservicesaccounting

errors command.

user@host> show services accounting errors
Service Accounting interface: sp-4/0/0, Local interface index: 542
Service name: (default sampling)
~
~
~  Error information
    Service sets dropped: 0, Active timeout failures: 0
    Export packet failures: 0, Flow creation failures: 0
    Memory overload: No

Meaning The output shows that the memory overload field is set to No, indicating that the PIC

memory is not overloaded. As a final check that active flowmonitoring is working, verify

that the flow collector is reachable.

Verifying That the Active FlowMonitoring Flow Collector Is Reachable

Purpose Verify that flow collector is reachable by using the ping command.

Action From the router, issue the ping command to the flow collector.

user@host> ping 100.1.1.2
PING 100.1.1.2 (100.1.1.2): 56 data bytes
64 bytes from 100.1.1.2: icmp_seq=0 ttl=64 time=0.861 ms
64 bytes from 100.1.1.2: icmp_seq=1 ttl=64 time=0.869 ms
64 bytes from 100.1.1.2: icmp_seq=2 ttl=64 time=0.786 ms
^C
--- 4.4.4.4 ping statistics ---
3 packets transmitted, 3 packets received, 0%packet loss
round-trip min/avg/max/stddev = 0.786/0.839/0.869/0.037 ms

Meaning The output shows 0%packet loss indicating that the flow collector can be reached.

TIP: Verify that the flow collector is reachable through themedia interface
and is not being reached through the fxp0 Ethernet management interface.

Related
Documentation

• FlowMonitoring Overview on page 1

• Active FlowMonitoring Overview on page 3

• Active FlowMonitoring Applications on page 5

• Best Practices for Configuring Active FlowMonitoring Version 9 on page 7

• Example: Configuring Active FlowMonitoring Version 9 for IPv4 on page 9
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• Example: Configuring Active FlowMonitoring Version 9 for IPv6 on page 17

• Example: Configuring Active FlowMonitoring Version 9 for MPLS on page 25

• Example: Configuring Active FlowMonitoring Version 9 for MPLS and IPv4 on page 33

• Example: Configuring Active FlowMonitoring Version 9 for IPv4, MPLS, and IPv6 on

page 43
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