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ENDUSER LICENSE AGREEMENT

READ THIS ENDUSER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, ORUSING THE SOFTWARE.
BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS
CONTAINED HEREIN, YOU (AS CUSTOMER OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO
BIND THE CUSTOMER) CONSENT TO BE BOUND BY THIS AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED
HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND (B) YOU MAY CONTACT JUNIPER NETWORKS
REGARDING LICENSE TERMS.

1. The Parties. The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer’s principal office is located in the Americas) or
Juniper Networks (Cayman) Limited (if the Customer’s principal office is located outside the Americas) (such applicable entity being referred
to herein as “Juniper”), and (ii) the person or organization that originally purchased from Juniper or an authorized Juniper reseller the applicable
license(s) for use of the Software (“Customer”) (collectively, the “Parties”).

2. The Software. In this Agreement, “Software” means the program modules and features of the Juniper or Juniper-supplied software, for
which Customer has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by
Juniper in equipment which Customer purchased from Juniper or an authorized Juniper reseller. “Software” also includes updates, upgrades
and new releases of such software. “Embedded Software” means Software which Juniper has embedded in or loaded onto the Juniper
equipment and any updates, upgrades, additions or replacements which are subsequently embedded in or loaded onto the equipment.

3. LicenseGrant.Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer
a non-exclusive and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the
following use restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by
Customer from Juniper or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units
for which Customer has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access
Client software only, Customer shall use such Software on a single computer containing a single physical random access memory space
and containing any number of processors. Use of the Steel-Belted Radius or IMS AAA software on multiple computers or virtual machines
(e.g., Solaris zones) requires multiple licenses, regardless of whether such computers or virtualizations are physically contained on a single
chassis.

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may
specify limits to Customer’s use of the Software. Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent
users, sessions, calls, connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of
separate licenses to use particular features, functionalities, services, applications, operations, or capabilities, or provide throughput,
performance, configuration, bandwidth, interface, processing, temporal, or geographical limits. In addition, such limits may restrict the use
of the Software to managing certain kinds of networks or require the Software to be used only in conjunction with other specific Software.
Customer’s use of the Software shall be subject to all such limitations and purchase of all applicable licenses.

d. For any trial copy of the Software, Customer’s right to use the Software expires 30 days after download, installation or use of the
Software. Customer may operate the Software after the 30-day trial period only if Customer pays for a license to do so. Customer may not
extend or create an additional trial period by re-installing the Software after the 30-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer’s
enterprise network. Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the
Steel-Belted Radius software to support any commercial network access services.

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase
the applicable license(s) for the Software from Juniper or an authorized Juniper reseller.

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees
not to and shall not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized
copies of the Software (except as necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the
Software, in any form, to any third party; (d) remove any proprietary notices, labels, or marks on or in any copy of the Software or any product
in which the Software is embedded; (e) distribute any copy of the Software to any third party, including as may be embedded in Juniper
equipment sold in the secondhand market; (f) use any ‘locked’ or key-restricted feature, function, service, application, operation, or capability
without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even if such feature, function, service, application,
operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper to any third party; (h) use the
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Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper reseller; (i)
use Embedded Software on non-Juniper equipment; (j) use Embedded Software (or make it available for use) on Juniper equipment that
the Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of testing or benchmarking
of the Software to any third party without the prior written consent of Juniper; or (l) use the Software in any manner other than as expressly
provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper,
Customer shall furnish such records to Juniper and certify its compliance with this Agreement.

6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper.
As such, Customer shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence,
which at a minimum includes restricting access to the Software to Customer employees and contractors having a need to use the Software
for Customer’s internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to
the Software, associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance
of any right, title, or interest in the Software or associated documentation, or a sale of the Software, associated documentation, or copies
of the Software.

8. Warranty, Limitation of Liability, Disclaimer ofWarranty. The warranty applicable to the Software shall be as set forth in the warranty
statement that accompanies the Software (the “Warranty Statement”). Nothing in this Agreement shall give rise to any obligation to support
the Software. Support services may be purchased separately. Any such support shall be governed by a separate, written support services
agreement. TO THE MAXIMUM EXTENT PERMITTED BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA,
OR COSTS OR PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THIS AGREEMENT, THE SOFTWARE, OR ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE. IN NO EVENT SHALL JUNIPER
BE LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR IMPROPER USE OF ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE.
EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE EXTENT PERMITTED BY LAW, JUNIPER DISCLAIMS ANY
AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING ANY
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES
JUNIPER WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT
ERROR OR INTERRUPTION, OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’
or licensors’ liability to Customer, whether in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid
by Customer for the Software that gave rise to the claim, or if the Software is embedded in another Juniper product, the price paid by
Customer for such other product. Customer acknowledges and agrees that Juniper has set its prices and entered into this Agreement in
reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same reflect an allocation of risk between
the Parties (including the risk that a contract remedy may fail of its essential purpose and cause consequential loss), and that the same
form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination
of the license granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related
documentation in Customer’s possession or control.

10. Taxes. All license fees payable under this agreement are exclusive of tax. Customer shall be responsible for paying Taxes arising from
the purchase of the license, or importation or use of the Software. If applicable, valid exemption documentation for each taxing jurisdiction
shall be provided to Juniper prior to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified. All
payments made by Customer shall be net of any applicable withholding tax. Customer will provide reasonable assistance to Juniper in
connection with such withholding taxes by promptly: providing Juniper with valid tax receipts and other required documentation showing
Customer’s payment of any withholding taxes; completing appropriate applications that would reduce the amount of withholding tax to
be paid; and notifying and assisting Juniper in any audit or tax proceeding related to transactions hereunder. Customer shall comply with
all applicable tax laws and regulations, and Customer will promptly pay or reimburse Juniper for all costs and damages related to any
liability incurred by Juniper as a result of Customer’s non-compliance or delay with its responsibilities herein. Customer’s obligations under
this Section shall survive termination or expiration of this Agreement.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any
applicable foreign agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such
restrictions, laws or regulations, or without all necessary approvals. Customer shall be liable for any such violations. The version of the
Software supplied to Customer may contain encryption or other capabilities restricting Customer’s ability to export the Software without
an export license.
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12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use,
duplication, or disclosure by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS
227.7201 through 227.7202-4, FAR 12.212, FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT III) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer
with the interface information needed to achieve interoperability between the Software and another independently created program, on
payment of applicable fee, if any. Customer shall observe strict obligations of confidentiality with respect to such information and shall use
such information in compliance with any applicable terms and conditions upon which Juniper makes such information available.

14. Third Party Software.Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products
or technology are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement,
and such licensor or vendor shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party
software may be provided with the Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent
portions of the Software are distributed under and subject to open source licenses obligating Juniper to make the source code for such
portions publicly available (such as the GNU General Public License (“GPL”) or the GNU Library General Public License (“LGPL”)), Juniper
will make such source code portions (including Juniper modifications, as appropriate) available upon request for a period of up to three
years from the date of distribution. Such request can be made in writing to Juniper Networks, Inc., 1194 N. Mathilda Ave., Sunnyvale, CA

94089, ATTN: General Counsel. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and a copy of the LGPL

at http://www.gnu.org/licenses/lgpl.html .

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws
principles. The provisions of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes
arising under this Agreement, the Parties hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal
courts within Santa Clara County, California. This Agreement constitutes the entire and sole agreement between Juniper and the Customer
with respect to the Software, and supersedes all prior and contemporaneous agreements relating to the Software, whether oral or written
(including any inconsistent terms contained in a purchase order), except that the terms of a separate written agreement executed by an
authorized Juniper representative and Customer shall govern to the extent such terms are inconsistent or conflict with terms contained
herein. No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless expressly assented to in writing
by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not affect the validity
of the remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the
Parties agree that the English version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de
même que tous les documents y compris tout avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that
this Agreement and all related documentation is and will be in the English language)).
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PART 1

Simplified Interinstance Route Sharing

• Simplified Interinstance Route Sharing Concepts and Reference Materials on page 3

• Simplified Interinstance Route Sharing Configuration on page 7

• Simplified Interinstance Route Sharing Configuration Examples on page 13
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CHAPTER 1

Simplified Interinstance Route Sharing
Concepts and Reference Materials

This chapter covers these topics:

• Simplified Interinstance Route Sharing Overview on page 3

• Simplified Interinstance Route Sharing System Requirements on page 4

• Simplified Interinstance Route Sharing Terms and Acronyms on page 4

Simplified Interinstance Route Sharing Overview

When support for multiple virtual private network (VPN) routing and forwarding (VRF)

instances was added to the Junos OS, the import and export of routes to other instances

and routing protocols from individual instances caused an issue. Interinstance route

sharing required configuration of routing table groups (sometimes referred to as routing

information base [RIB] groups) for every routing instance that exported routes to other

tables.

Policy-based interinstance export in Junos OS Release 5.4 and later simplifies the

configuration requirements for users, maintains existing functionality, and, when possible,

eliminates the use of routing table groups. This document explores in detail the

streamlined configuration hierarchy that has been created for interinstance route sharing.

In Junos OS Release 5.3 and earlier, interinstance route sharing often required configuration

of routing table groups by means of the rib-group statement. Although these

configurations performed well, the routing table group technique had several limitations:

• Lack of intuitiveness—A routing table group is an unfamiliar configuration construct

for many users.

• Complex configuration requirements—Routing table groups specify a primary import

routing table that must match the routing table of the VRF instance on which they are

applied. Thus, a different routing table group is defined for each of the instances that

participate in interinstance route export.

3Copyright © 2011, Juniper Networks, Inc.



• Redundancy—The information imported and exported by the routing table groups is

already present in the router or can be deduced from most configurations (for example,

overlapping VPNs).

• Per-protocol configuration—Routing table groups must be applied to every protocol

containing routes designated for export.

Interinstance export is typically used in two situations:

• Overlapping VPNs—VPN configurations where more than one VRF instance lists the

same community route target in a vrf-importpolicy. In this case, the use of routing table

groups is particularly tricky. Incoming routes from other provider edge (PE) routers are

automatically imported according to the community route targets, but local VRFs

require additional configuration.

• Nonforwarding instances—Multilevel interior gateway protocols (IGPs) that have

multiple routing instances and perform route sharing through interinstance route export.

The IGP export policy contains the specific instances that are permitted to advertise

routes.

These two scenarios differ in the way that policy clauses are specified (route targets in

the VRF case; instances in the IGP routing instance case), but are similar in that import

and export routes can be deduced by examining the policy configuration. In this guide,

you can learn about hierarchy statements that simplify interinstance route sharing, such

as auto-export, instance-import, and instance-export.

Simplified Interinstance Route Sharing SystemRequirements

To implement simplified interinstance route sharing, your system must meet these

minimum requirements:

• Junos OS Release 8.2 or later for support on MX Series routers

• Junos OS Release 5.4 or later for simplified interinstance route sharing on M Series and

T Series routers

• Four Juniper Networks M Series, MX Series, or T Series routers for the overlapping VPNs

example: Two routers act as PE routers and two act as customer edge (CE) routers

• Six Juniper Networks M Series, MX Series, or T Series routers for the nonforwarding

instance example: Two act as PE routers and four act as CE routers

Simplified Interinstance Route Sharing Terms and Acronyms

R

RIB group A routing table group. The group is a master routing table for individual routing tables and

stores information about routes that are shared between instances.

Copyright © 2011, Juniper Networks, Inc.4
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V

VPN routing and

forwarding (VRF)

instance

A private routing table created for an individual VPN customer. For more information about

VRFs, see the Junos VPNs Configuration Guide.

5Copyright © 2011, Juniper Networks, Inc.
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CHAPTER 2

Simplified Interinstance Route Sharing
Configuration

This chapter covers these topics:

• Simplified Interinstance Configuration on page 7

• Instance Export Using an IGP Export Policy on page 9

• Configuring Nonforwarding Instances on page 9

Simplified Interinstance Configuration

By changing the configuration format of interinstance export policies, Junos OS Release 5.4

and later makes it easier to share routes between VRF instances, other types of instances

(such as nonforwarding instances), and IGPs.

VRF instances can share routes with the auto-export statement. When you configure

auto-export, the vrf-importand vrf-exportpolicies are compared across all VRF instances.

If there is a common route target community between the instances, the routes are

shared.

For VRF instances, such as overlapping VPNs, the basic hierarchy levels for auto-export

are as follows:

[edit]
routing-instances {
instance-name {
routing-options {
auto-export;

}
}

}

For nonforwarding instances, routes are imported into the instance so routing protocols

can announce them. For more information, see “Configuring Nonforwarding Instances”

on page 9.

A third option for interinstance export is using an interior gateway protocol (IGP), such

as Open Shortest Path First (OSPF) or Intermediate System-to-Intermediate System

(IS-IS). An example of the hierarchy used for IGP import and export is listed below.

7Copyright © 2011, Juniper Networks, Inc.



[edit]
routing-options {
instance-import;
instance-export;
auto-export {
(enable | disable);
family inet {
unicast {
(enable | disable);
rib-group;

}
multicast {
(enable | disable);
rib-group;

}
}

}
}

When configuring interinstance route sharing, keep this information in mind:

• The instance-importand instance-exportcommands cannot be used with VRF instances.

They are equivalent to the vrf-import and vrf-export VRF-specific commands.

• Traceoptions in the master instance apply to the routing table export task.

Consequently, such traceoptions are propagated to all other instances, although they

can be modified as needed.

• The auto-export statement applies to VRF and non-VRF instances.

• Use of the command instance-import automatically enables auto-export for non-VRF

instances.

• Some network administrators use the instance-import functionality to create

communities of interest. By setting up different VPNs and sharing routes between

instances as needed, administrators can tailor services to the needs of their customers.

For an example, see “Configuring Nonforwarding Instances” on page 9.

To save time when configuring interinstance parameters on multiple instances, you can

configure the auto-export command to be the default behavior for all your routing

instances by means of a configuration group.

[edit]
groups {
vrf-export-on {
routing-instances {
routing-options {
auto-export;

}
}

}
}

At the desired hierarchy level, you apply the configuration group, and all members of the

group receive the same policy:

Copyright © 2011, Juniper Networks, Inc.8
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apply-groups vrf-export-on;

Instance Export Using an IGP Export Policy

Current configurations that use routing table groups define a policy with a from instance

statement to select routes in an IGP export policy. However, no policy controls the export

process itself. Therefore, the configuration has been simplified so that you do not need

to specify additional policies to control the export process. Many current interinstance

implementations use an IGP export policy model. The policy model has been extended

to support both interinstance route export and IGP export.

If the [edit routing-options auto-export] hierarchy is enabled when an instance-import

policy has not been defined, OSPF and IS-IS export policies are automatically examined

for the presence of from instance statements. If these statements are present, the

instance-import policy is selected.

This verification process prevents attribute changes from being applied twice. It also

prevents the second policy (IGP export policy) from causing conflicting routing choices.

The following is an example of a configuration using an IGP export policy:

[edit]
policy-options {
policy-statement {
red-ospf-export {
from instance blue;
then {
tag 1;
accept;

}
}

}
}
routing-instances {
red {
routing-options {
auto-export;

}
protocols ospf {
export red-ospf-export;

}
}
blue {
}

}

Configuring Nonforwarding Instances

In nonforwarding instances implemented in Junos OS Release 5.3 and earlier, you could

configure interinstance export through use of import routing table groups. A secondary

routing instance would import routes from the primary routing instance. Then, IGPs would

advertise the routes received from the second instance table as shown in the example

in Figure 1 on page 10.
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Figure 1: Nonforwarding Instance Concept

In Junos OS Release 5.4 and later, you can use the instance-import and instance-export

policy keywords to perform nonforwarding, interinstance route sharing. The keywords

are assigned at the [edit routing-instances instance-name routing-options]hierarchy level.

These statements are similar to VRF import and VRF export policies used for VRF

instances.

The “rt-export” module examines the from instance statements present in an instance

import policy to construct the list of import tables for a particular exporting instance. The

following example illustrates the configuration hierarchy for this feature:

[edit]
policy-options {
policy-statement {
red-import {
from instance blue;
then {
tag 1;
accept;

}
}
blue-import {
from instance red;
then {
tag 2;
accept;

}
}

}
}
routing-instances {
red {
routing-options {
instance-import red-import;

}
}
blue {
routing-options {
instance-import blue-import;

}
}

}

To advertise instance blue routes through an instance red IGP such as OSPF, you would

add an export policy to OSPF to advertise routes from the local table.

[edit]
policy-options {
policy-statement ospf-export {
from /* some criteria */
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then accept;
}

}
routing-instances {
red {
protocols ospf {
export ospf-export;

}
}

}

When an instance import policy is configured, the policy is allowed to modify route

attributes other than next-hop.
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CHAPTER 3

Simplified Interinstance Route Sharing
Configuration Examples

This chapter covers these topics:

• Configuring Overlapping VPNs on page 13

• Example: Configuring Overlapping VPNs on page 16

• Example: Nonforwarding Instances Configuration on page 24

• For More Information on page 29

Configuring Overlapping VPNs

Policy-based instance export automatically exports routes between VRF instances that

refer to the same route target community. If this feature is enabled, a VRF-target tree is

constructed by examining the vrf-importand vrf-exportpolicies configured on the system.

When an instance refers to a given target in its vrf-import policy, this instance is added

to the import list of the target. Similarly, if the instance refers to a specific route target

in its vrf-exportpolicy, the instance is added to the export list for that target. Route targets

that contain a single importer that matches a single exporter, or that lack importers and

exporters altogether, are ignored by the router when policies are evaluated.

The “rt-export” module tracks changes in routing tables that export a specified route

target. When routing changes occur, the vpn-export policy of an instance is applied to

the route. Also, if allowed, the route will be imported to all the import tables (subject to

vrf-import policy) of the route targets set by the export policy.

The auto-export statement is particularly useful for configuring overlapping VPNs. The

auto-export statement determines which routing tables to export routes from and import

routes to by examining the existing policy configuration, which can include vrf-target

configuration. (For more information on the vrf-target statement, see the Junos VPNs

Configuration Guide.)

When you use the auto-export statement, the behavior varies significantly from the

behavior of the rib-groups statement. With the auto-export statement, only the primary

route from the originating routing table is exported. In addition, routes exported from the

originating VRF to another on the same PE router honor the export policy changes to

route attributes. As a result, you must add each originating route target to the exported

routes when you use the auto-export statement.
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The next sample configuration uses a Border Gateway Protocol (BGP) session between

a PE and a CE router. It shows the configuration changes required when you use the

autoexport feature. Text marked in italics indicates the rib-group statements from Junos

OS Release 5.4 and earlier that can be omitted, whereas bold text highlights the new,

simplified style of configuration.

[edit]
# routing-options { # Oldmethod
# rib-groups { # Oldmethod
# vpna-vpnab { # Oldmethod
# import-rib [VPN-A.inet.0 VPN-AB.inet.0]; # Oldmethod

}
## vpnab-vpna_and_vpnb { # Oldmethod
## import-rib [VPN-AB.inet.0 VPN-A.inet.0 VPN-B.inet.0]; # Oldmethod

}
}

}
routing-instances {
VPN-A {
instance-type vrf;
interface fe-1/0/0.0;
route-distinguisher 10.255.255.175:3;
vrf-import vpna-import;
vrf-export vpna-export;
routing-options {#Newmethod
auto-export;#Newmethod

}
}
protocols {
bgp {
group vpna-site1 {
##family inet { # Oldmethod
##unicast { # Oldmethod
##rib-group vpna-vpnab; # Oldmethod

}
}
peer-as 1;
neighbor 192.255.197.141;

}
}

}
}
VPN-AB {
instance-type vrf;
interface fe-1/1/0.0;
route-distinguisher 10.255.255.175:9;
vrf-import vpnab-import;
vrf-export vpnab-export;
routing-options { # Newmethod
auto-export; # Newmethod

}
}
protocols {
bgp {
group vpnab-site1 {
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##family inet { # Oldmethod
##unicast { # Oldmethod
##rib-group vpnab-vpna_and_vpnb; # Oldmethod

}
}
peer-as 9;
neighbor 192.255.197.178;

}
}

}

In some overlapping VPN cases, additional configuration information is required:

• When vrf-import and vrf-export policies are configured on a per-instance basis, you

must enable or disable the policies individually for unicast or multicast, especially when

multicast network layer reachability information (NLRI) is configured.

• When you use auto-export between overlapping VPNs and require a subset of the

routes learned from an instance to be installed into the inet.0 or instance.inet.2 routing

tables, you must install the routes with additional configuration statements.

To support scenarios in which not all the required information is present in the vrf-import

and vrf-export policies, you can configure additional routing tables with a routing table

group. For example, if you wish to add routes from VPN A and VPN AB to the inet.0 routing

table, the following additional configuration parameters are required:

[edit]
routing-options {
rib-groups {
inet-access {
import-rib inet.0;

}
}

}
routing-instances {
VPN-A {
routing-options {
auto-export {
family inet {
unicast {
rib-group inet-access;

}
}

}
}

}
VPN-AB {
routing-options {
auto-export {
family inet {
unicast {
rib-group inet-access;

}
}

}
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}
}

}

There is a significant difference in how routing table groups are used in this case and how

they are used more generally. Typically, routing table groups require that the exporting

routing table be referenced as the primary import routing table in the rib-group

configuration. In this case, the restriction is lifted and the routing table group functions

as an additional list of tables that export routes.

NOTE: When upgrading to JunosOSRelease 5.4 or later, be aware that route
export behavior differs when using the auto-export command instead of

rib-group export:

• When you use the rib-group statement to export between routing tables,

bothprimary routes (routes in theoriginating routing table) and secondary
routes (routes imported from other routing tables) are exported to the
remote PE routers. When you use the auto-export statement, only the

primary routes from the originating routing table are exported.

• Routes exported from an originating VRF instance to another on the same
PE nowhonor export policy changes to route attributes.When you use the
auto-export statement, youmust add the originating route target to the

exported routes. With rib-group statements, no additional configuration is

necessary.

Example: Configuring Overlapping VPNs

Figure 2: Overlapping VPNs Topology Diagram

Figure 2 on page 16 shows a standard Multiprotocol Label Switching (MPLS) VPN

topology. Routers PE1 and PE2 are acting as PE routers, CE1 and CE2 are CE routers, and

P0 and P1 are core provider routers. You will establish three VRF instances: A, B, and AB.

You will also configureauto-exportas the method of sharing routing information between

instances.
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This example focuses on the interinstance and policy statements. As a result, some

information has been omitted.

• Because PE1 uses static routing instances, the router configuration for CE1 is not included

in this example.

• Most routers display a minimal configuration. Interface addresses and loopback

addresses are assumed to have been enabled properly.

For more information about VPNs, see the Junos VPNs Configuration Guide.

Routers PE1 and PE2 contain the bulk of the configuration. At PE1, initiate an IBGP

connection to PE2 and open a VPN connection to CE Router CE1 through three VRF

instances: A, B, and AB.

The auto-export policy is applied to all instances simultaneously by means of a

configuration group. Another method of enabling this option is to configure theauto-export

statement individually on each VRF instance.

Finally, the policy statements add the appropriate communities to each instance and

accept traffic coming from the desired community. For example, the policy for VRF A

sets community A on all outbound traffic leaving the instance, and only accepts traffic

from PE2 that is tagged with community A.

Router PE1 [edit]
groups {
vrf-export on {
routing-instances {
<*> {
routing-options {
auto-export;

}
}

}
}

}
interfaces {
t1-0/0/0
description “ to vpn02 t1-3/0/0”;
dce;
encapsulation frame-relay;
unit 0 {
dlci 100;
family inet {
address 192.255.197.38/30;

}
}
unit 1 {
dlci 101;
family inet {
address 10.3.0.1/30;

}
}
unit 2 {
dlci 102;
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family inet {
address 10.3.0.5/30;

}
}

}
lo0
unit 0
family inet {
address 10.255.255.180/32;

}
protocols {
mpls {
interface all;

}
bgp {
group pepe {
type internal;
neighbor 10.255.255.182 {
family inet-vpn {
unicast;

}
}

}
}
ospf {
area 0.0.0.0 {
interface t3-0/3/3.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface all;

}
}
policy-options {
policy-statement A-in {
from community A;
then accept;

}
policy-statement A-out {
then {
community add A;
accept;

}
}
policy-statement B-in {
from community B;
then accept;

}
policy-statement B-out {
then {
community add B;
accept;

}
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}
policy-statement AB-in {
from community [A B];
then accept;

}
policy-statement AB-out {
then {
community add A;
community add B;
accept;

}
}
community Amembers target:69:1;
community Bmembers target:69:2;

}
routing-instances {
apply-groups vrf-export-on;
A {
instance-type vrf;
interface t1-0/0/0.0;
route-distinguisher 10.255.255.180:69;
vrf-import A-in;
vrf-export A-out;
routing-options {
static {
route 1.1.1.1/32 next-hop t1-0/0/0.0;
route 1.1.1.2/32 next-hop t1-0/0/0.0;

}
}

}
AB {
instance-type vrf;
interface t1-0/0/0.2;
route-distinguisher 10.255.255.180:70;
vrf-import AB-in;
vrf-export AB-out;
routing-options {
static {
route 1.1.3.1/32 next-hop t1-0/0/0.2;
route 1.1.3.2/32 next-hop t1-0/0/0.2;

}
}

}
B {
instance-type vrf;
interface t1-0/0/0.1;
route-distinguisher 10.255.255.180:71;
vrf-import B-in;
vrf-export B-out;
routing-options {
static {
route 1.1.2.1/32 next-hop t1-0/0/0.1;
route 1.1.2.2/32 next-hop t1-0/0/0.1;

}
}

}
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}

As a provider core transit router, Router P0 only needs to provide connectivity to the PE

routers. You configure OSPF, MPLS, and LDP on the interfaces pointing to both PE routers.

Router P0 [edit]
protocols {
mpls {
interface all;

}
ospf {
area 0.0.0.0 {
interface t3-0/0/3.0;
interface t1-0/1/1.0;

}
}
ldp {
interface all;

}
}

Like Router P0, Router P1 also needs to provide basic core connectivity for the PE routers.

You can configure OSPF, MPLS, and LDP on the interfaces pointing toward routers P0

and PE2.

Router P1 [edit]
protocols {
mpls {
interface all;

}
ospf {
area 0.0.0.0 {
interface t1-0/1/1.0;
interface t3-0/0/3.0;

}
}
ldp {
interface all;

}
}

At Router PE2, complete your IBGP connection to PE1 and finish the VPN connection to

CE Router CE2 through VRF instance AB. The VRF import policy namedAB-in is the same

as the export policy used for the OSPF protocol in the AB VRF instance. The policy

statements add communities A and B to all outbound routes and accept any traffic

coming from these communities.

Router PE2 [edit]
interfaces {
lo0
unit 0
family inet {
address 10.255.255.182/32;

}
}
protocols {
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mpls {
interface all;

}
bgp {
keep all;
group pepe {
type internal;
neighbor 10.255.255.180 {
family inet-vpn {
unicast;

}
}

}
}
ospf {
area 0.0.0.0 {
interface t3-0/0/3.0;
interface lo0.0 {
passive;

}
}

}
ldp {
interface all;

}
}
policy-options {
policy-statement AB-in {
from community [A B];
then accept;

}
policy-statement AB-out {
then {
community add A;
community add B;
accept;

}
}
community Amembers target:69:1;
community Bmembers target:69:2;

}
routing-instances {
AB {
instance-type vrf;
interface t3-0/0/0.0;
route-distinguisher 10.255.255.182:69;
vrf-import AB-in;
vrf-export AB-out;
protocols {
ospf {
export AB-in;
area 0.0.0.0 {
interface all;

}
}

}
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}
}

At Router CE2, advertise the 10.255.255.174 loopback address into the VPN. Look for this

route when you check the routing tables for the A, B, and AB instances on Router PE1. If

the route appears in these instances, interinstance route sharing is successful.

Router CE2 [edit]
interfaces {
lo0
unit 0
family inet {
address 10.255.255.174/32;

}
}
protocols {
ospf {
area 0.0.0.0 {
interface t3-0/1/3.0;
interface lo0.0;

}
}

}

Verifying YourWork

To verify that your overlapping VPN configuration is functioning properly, use the following

commands:

• show route export table table-name (brief | detail)

• show route export instance instance-name (brief | detail)

• show route export vrf-target (community community-regular-expression) (brief | detail)

The following section shows the output of these commands as used with the configuration

example.

Router PE1 Status

user@PE1> show route export
Table                            Export           Routes
A.inet.0 Y 4
AB.inet.0 Y 4
B.inet.0 Y 4

user@PE1> show route export detail
A.inet.0                                         Routes:        4
  Flags: <vrf>
AB.inet.0                                        Routes:        4
  Flags: <vrf>
B.inet.0                                         Routes:        4
  Flags: <vrf>

user@PE1> show route export instance detail
Instance: A                              Type: vrf
  Flags: <config> Options: <unicast multicast>
Instance: AB                             Type: vrf
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  Flags: <config> Options: <unicast multicast>
Instance: B                             Type: vrf
  Flags: <config> Options: <unicast multicast>

user@PE1> show route table A.inet.0

A.inet.0: 10 destinations, 10 routes (10 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
1.1.1.1/32         *[Static/5] 02:08:14
                    > via t1-0/0/0.0
1.1.1.2/32         *[Static/5] 02:08:14
                    > via t1-0/0/0.0
1.1.3.1/32         *[Static/5] 02:08:14
                    > via t1-0/0/0.2
1.1.3.2/32         *[Static/5] 02:08:14
                    > via t1-0/0/0.2
10.3.0.4/30        *[Direct/0] 02:08:14
                    > via t1-0/0/0.2
10.3.0.5/32        *[Local/0] 02:08:14
                      Local via t1-0/0/0.2
10.255.255.174/32 *[BGP/170] 00:18:08, MED 2, localpref 100, from 10.255.255.182

AS path: I
> via t3-0/3/3.0, Push 100004, Push 100017(top)

192.255.197.36/30  *[Direct/0] 02:08:14
                    > via t1-0/0/0.0
192.255.197.38/32  *[Local/0] 02:08:14
                      Local via t1-0/0/0.0
192.255.197.248/30 *[BGP/170] 00:18:18, localpref 100, from 10.255.255.182
                      AS path: I
                    > via t3-0/3/3.0, Push 100003, Push 100017(top)

user@PE1> show route table B.inet.0

B.inet.0: 10 destinations, 10 routes (10 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
1.1.2.1/32         *[Static/5] 02:09:28
                    > via t1-0/0/0.1
1.1.2.2/32         *[Static/5] 02:09:28
                    > via t1-0/0/0.1
1.1.3.1/32         *[Static/5] 02:09:28
                    > via t1-0/0/0.2
1.1.3.2/32         *[Static/5] 02:09:28
                    > via t1-0/0/0.2
10.3.0.0/30        *[Direct/0] 02:09:28
                    > via t1-0/0/0.1
10.3.0.1/32        *[Local/0] 02:09:28
                      Local via t1-0/0/0.1
10.3.0.4/30        *[Direct/0] 02:09:28
                    > via t1-0/0/0.2
10.3.0.5/32        *[Local/0] 02:09:28
                      Local via t1-0/0/0.2
10.255.255.174/32 *[BGP/170] 00:19:22, MED 2, localpref 100, from 10.255.255.182

AS path: I
> via t3-0/3/3.0, Push 100004, Push 100017(top)

192.255.197.248/30 *[BGP/170] 00:19:32, localpref 100, from 10.255.255.182
                      AS path: I
                    > via t3-0/3/3.0, Push 100003, Push 100017(top)

user@PE1> show route table AB.inet.0
AB.inet.0: 14 destinations, 14 routes (14 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
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1.1.1.1/32         *[Static/5] 02:09:43
                    > via t1-0/0/0.0
1.1.1.2/32         *[Static/5] 02:09:43
                    > via t1-0/0/0.0
1.1.2.1/32         *[Static/5] 02:09:43
                    > via t1-0/0/0.1
1.1.2.2/32         *[Static/5] 02:09:43
                    > via t1-0/0/0.1
1.1.3.1/32         *[Static/5] 02:09:43
                    > via t1-0/0/0.2
1.1.3.2/32         *[Static/5] 02:09:43
                    > via t1-0/0/0.2
10.3.0.0/30        *[Direct/0] 02:09:43
                    > via t1-0/0/0.1
10.3.0.1/32        *[Local/0] 02:09:43
                      Local via t1-0/0/0.1
10.3.0.4/30        *[Direct/0] 02:09:43
                    > via t1-0/0/0.2
10.3.0.5/32        *[Local/0] 02:09:43
                      Local via t1-0/0/0.2
10.255.255.174/32 *[BGP/170] 00:19:37, MED 2, localpref 100, from 10.255.255.182

AS path: I
> via t3-0/3/3.0, Push 100004, Push 100017(top)

192.255.197.36/30  *[Direct/0] 02:09:43
                    > via t1-0/0/0.0
192.255.197.38/32  *[Local/0] 02:09:43
                      Local via t1-0/0/0.0
192.255.197.248/30 *[BGP/170] 00:19:47, localpref 100, from 10.255.255.182
                      AS path: I
                    > via t3-0/3/3.0, Push 100003, Push 100017(top)

user@PE1> show route export vrf-target detail
Target: 69:1                              inet     unicast

Import table(s): A.inet.0 AB.inet.0
Export table(s): A.inet.0 AB.inet.0
Target: 69:2                              inet     unicast
Import table(s): AB.inet.0 B.inet.0

Export table(s): AB.inet.0 B.inet.0

Example: Nonforwarding Instances Configuration

Figure 3: Nonforwarding Instances Topology Diagram

In Figure 3 on page 24, routers CE1, CE2, CE3, and CE4 are CE routers, PE0 and PE2 are

PE routers, and Router P is the provider core transit router. CE1 and CE3 are part of a

“community of interest” group called data, whereas CE2 and CE4 belong to a group

called voice. Your goal is to connect the members of each group to each other by using

a nonforwarding instance at the PE routers.
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Note that routers PE0, CE1, and CE2 mirror the configurations on PE2, CE3, and CE4,

respectively. Therefore, the latter routers are not shown in this example. The loopback

addressing scheme for this network is shown in Table 1 on page 25.

Table 1: Nonforwarding Instances—Loopback Addresses

Loopback AddressRouter

10.255.255.172CE1

10.255.255.180CE2

10.255.255.176PE0

10.255.255.178P

10.255.255.174PE2

10.255.255.182CE3

10.255.255.181CE4

Routers CE1, CE2, CE3, and CE4 only need basic connectivity to their directly connected

PE router. You enable OSPF on the interface that connects the CE routers to the PE

routers. Since the configurations for all the CE routers are almost identical, only CE3 and

CE4 are shown.

Router CE3 [edit]
protocols {
ospf {
area 0.0.0.0 {
interface t3-0/0/0.0;

}
}

}

Router CE4 [edit]
protocols {
ospf {
area 0.0.0.0 {
interface t3-0/0/2.0;

}
}

}

PE router configuration is next. Because the configuration for Router PE0 and Router PE2

mirror each other, only Router PE2 is displayed.

You must enable the auto-export statement at the edit-routing-options hierarchy level

for both the main configuration and the nonforwarding instances, establish policies that

set tags on packets arriving from the CE routers, and accept packets into a specific

instance that matches the corresponding outbound tags. Specifically, you configure the

router to attach adata tag to all packets coming from Router CE3 and avoicetag to all
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packets arriving from Router CE4. Also, forward any OSPF traffic coming from the core

with adata tag to Router CE3: send OSPF core traffic with avoicetag to Router CE4.

Router PE2 [edit]
routing-options {
auto-export;

}
protocols {
ospf {
export [tag-voice tag-data];
area 0.0.0.0 {
interface t3-0/1/1.0;

}
}

}
routing-instances {
data {
instance-type no-forwarding;
interface t3-0/1/3.0;
routing-options {
auto-export;

}
protocols {
ospf {
export import-data;
area 0.0.0.0 {
interface all;

}
}

}
}
voice {
instance-type no-forwarding;
interface t3-0/1/0.0;
routing-options {
auto-export

}
protocols {
ospf {
export import-voice;
area 0.0.0.0 {
interface all;

}
}

}
}

}
policy-options {
policy-statement tag-voice {
from instance voice;
then {
tag 11;
accept;

}
}
policy-statement tag-data {
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from instance data;
then {
tag 12;
accept;

}
}
policy-statement import-voice {
from {
instancemaster;
protocol ospf;
tag 11;

}
then accept;

}
policy-statement import-data {
from {
instancemaster;
protocol ospf;
tag 12;

}
then accept;

}
}

On Router P, the provider core router configuration is simple. Include the interfaces that

connect to the two PE routers (PE0 and PE2) in the OSPF process.

Router P [edit]
protocols {
ospf {
area 0.0.0.0 {
interface t1-0/1/1.0;
interface t3-0/0/1.0;

}
}

}

If all the configurations are correct, routers CE1 and CE3 (the routers tagged with

thedatatag ) can send traffic to one another and routers CE2 and CE4 (the routers tagged

with thevoice tag ) can communicate bidirectionally, but routers with different tag types

cannot reach each other.

Verifying YourWork

To verify that the nonforwarding instances configuration is functioning properly, you can

use the following commands:

• show ospf database

• show route detail

• ping
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The following sections show the output of these commands used with the configuration

example:

• Router PE2 Status on page 28

• Router CE3 Status on page 28

Router PE2 Status

user@PE2> show ospf database
    OSPF link state database, area 0.0.0.0
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len 
Router *10.255.255.174    10.255.255.174    0x80000014   180  0x2  0x14b3  60
Router 10.255.255.176    10.255.255.176    0x80000010   592  0x2  0x14c1  60
Router 10.255.255.178    10.255.255.178    0x80000007  1074  0x2  0x9329  84
    OSPF AS SCOPE link state database
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len 
Extern   10.255.255.172    10.255.255.176    0x8000000f   489  0x2  0xd258  36
Extern   10.255.255.180    10.255.255.176    0x8000000f   189  0x2  0x948d  36
Extern  *10.255.255.181    10.255.255.174    0x8000000f   780  0x2  0x968c  36
Extern  *10.255.255.182    10.255.255.174    0x8000000f   480  0x2  0x7aa8  36

user@PE2> show ospf database instance voice
    OSPF link state database, area 0.0.0.0
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len 
Router   10.255.255.181    10.255.255.181    0x80000008  1112  0x2  0x29ac  60
Router  *192.255.197.117  192.255.197.117  0x8000000c  2681  0x2  0x5d7a  48
    OSPF AS SCOPE link state database
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len 
Extern  *10.255.255.180    192.255.197.117  0x80000001  2681  0x2  0x5cf7  36

user@PE2> show ospf database instance data
    OSPF link state database, area 0.0.0.0
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len 
Router   10.255.255.182    10.255.255.182    0x8000000b  1117  0x2  0x53d   60
Router  *192.255.197.249  192.255.197.249  0x8000000e  2686  0x2  0xbd05  48
    OSPF AS SCOPE link state database
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len 
Extern  *10.255.255.172    192.255.197.249  0x80000002  2686  0x2  0x7d5a  36

Router CE3 Status

user@CE3> ping 10.255.255.172
PING 10.255.255.172 (10.255.255.172): 56 data bytes
64 bytes from 10.255.255.172: icmp_seq=0 ttl=252 time=2.978 ms
64 bytes from 10.255.255.172: icmp_seq=1 ttl=252 time=2.903 ms
^C
--- 10.255.255.172 ping statistics ---
2 packets transmitted, 2 packets received, 0%packet loss
round-trip min/avg/max/stddev = 2.903/2.941/2.978/0.037 ms

user@CE3> ping 10.255.255.180
PING 10.255.255.180 (10.255.255.180): 56 data bytes
^C
--- 10.255.255.180 ping statistics ---
2 packets transmitted, 0 packets received, 100%packet loss

user@CE3> show ospf database
    OSPF link state database, area 0.0.0.0
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len 
Router  *10.255.255.182    10.255.255.182    0x8000000b  1164  0x2  0x53d   60
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Router   192.255.197.249  192.255.197.249  0x8000000e  2735  0x2  0xbd05  48
    OSPF AS SCOPE link state database
 Type       ID               Adv Rtr           Seq      Age  Opt  Cksum  Len 
Extern   10.255.255.172    192.255.197.249  0x80000002  2735  0x2  0x7d5a  36

user@CE3> show route 10.255.255.172 detail

inet.0: 31 destinations, 32 routes (30 active, 0 holddown, 1 hidden)
10.255.255.172/32 (1 entry, 1 announced)
        *OSPF   Preference: 150
                Next hop: via t3-0/0/0.0, selected
                State: <Active Int Ext>
                Local AS:    69 
                Age: 47:23      Metric: 2       Tag: 12
                Task: OSPF
                Announcement bits (1): 0-KRT 
                AS path: I

For More Information

For additional information about interinstance route sharing, see the following resources:

• Junos VPNs Configuration Guide

• Junos Routing Protocols Configuration Guide
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Index

• Index on page 33
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