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END USER LICENSE AGREEMENT

READ THIS END USER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE.
BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS
CONTAINED HEREIN, YOU (AS CUSTOMER OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO
BIND THE CUSTOMER) CONSENT TO BE BOUND BY THIS AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED
HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND (B) YOU MAY CONTACT JUNIPER NETWORKS
REGARDING LICENSE TERMS.

1. The Parties. The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer’s principal office is located in the Americas) or
Juniper Networks (Cayman) Limited (if the Customer’s principal office is located outside the Americas) (such applicable entity being referred
to herein as “Juniper”), and (ii) the person or organization that originally purchased from Juniper or an authorized Juniper reseller the applicable
license(s) for use of the Software (“Customer”) (collectively, the “Parties”).

2. The Software. In this Agreement, “Software” means the program modules and features of the Juniper or Juniper-supplied software, for
which Customer has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by
Juniper in equipment which Customer purchased from Juniper or an authorized Juniper reseller. “Software” also includes updates, upgrades
and new releases of such software. “Embedded Software” means Software which Juniper has embedded in or loaded onto the Juniper
equipment and any updates, upgrades, additions or replacements which are subsequently embedded in or loaded onto the equipment.

3. License Grant. Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer
a non-exclusive and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the
following use restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by
Customer from Juniper or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units
for which Customer has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access
Client software only, Customer shall use such Software on a single computer containing a single physical random access memory space
and containing any number of processors. Use of the Steel-Belted Radius or IMS AAA software on multiple computers or virtual machines
(e.g., Solaris zones) requires multiple licenses, regardless of whether such computers or virtualizations are physically contained on a single
chassis.

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may
specify limits to Customer’s use of the Software. Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent
users, sessions, calls, connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of
separate licenses to use particular features, functionalities, services, applications, operations, or capabilities, or provide throughput,
performance, configuration, bandwidth, interface, processing, temporal, or geographical limits. In addition, such limits may restrict the use
of the Software to managing certain kinds of networks or require the Software to be used only in conjunction with other specific Software.
Customer’s use of the Software shall be subject to all such limitations and purchase of all applicable licenses.

d. Forany trial copy of the Software, Customer’s right to use the Software expires 30 days after download, installation or use of the
Software. Customer may operate the Software after the 30-day trial period only if Customer pays for a license to do so. Customer may not
extend or create an additional trial period by re-installing the Software after the 30-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer’s
enterprise network. Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the
Steel-Belted Radius software to support any commercial network access services.

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase
the applicable license(s) for the Software from Juniper or an authorized Juniper reseller.

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees
not to and shall not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized
copies of the Software (except as necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the
Software, in any form, to any third party; (d) remove any proprietary notices, labels, or marks on orin any copy of the Software or any product
in which the Software is embedded; (e) distribute any copy of the Software to any third party, including as may be embedded in Juniper
equipment sold in the secondhand market; (f) use any ‘locked’ or key-restricted feature, function, service, application, operation, or capability
without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even if such feature, function, service, application,
operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper to any third party; (h) use the
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Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper reseller; (i)
use Embedded Software on non-Juniper equipment; (j) use Embedded Software (or make it available for use) on Juniper equipment that
the Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of testing or benchmarking
of the Software to any third party without the prior written consent of Juniper; or (1) use the Software in any manner other than as expressly
provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper,
Customer shall furnish such records to Juniper and certify its compliance with this Agreement.

6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper.
As such, Customer shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence,
which at a minimum includes restricting access to the Software to Customer employees and contractors having a need to use the Software
for Customer’s internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to
the Software, associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance
of any right, title, or interest in the Software or associated documentation, or a sale of the Software, associated documentation, or copies
of the Software.

8. Warranty, Limitation of Liability, Disclaimer of Warranty. The warranty applicable to the Software shall be as set forth in the warranty
statement that accompanies the Software (the “Warranty Statement”). Nothing in this Agreement shall give rise to any obligation to support
the Software. Support services may be purchased separately. Any such support shall be governed by a separate, written support services
agreement. TO THE MAXIMUM EXTENT PERMITTED BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA,
ORCOSTS ORPROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THIS AGREEMENT, THE SOFTWARE, OR ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE. INNO EVENT SHALL JUNIPER
BE LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR IMPROPER USE OF ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE.
EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE EXTENT PERMITTED BY LAW, JUNIPER DISCLAIMS ANY
AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING ANY
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES
JUNIPER WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT
ERROR OR INTERRUPTION, OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’
or licensors’ liability to Customer, whether in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid
by Customer for the Software that gave rise to the claim, or if the Software is embedded in another Juniper product, the price paid by
Customer for such other product. Customer acknowledges and agrees that Juniper has set its prices and entered into this Agreement in
reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same reflect an allocation of risk between
the Parties (including the risk that a contract remedy may fail of its essential purpose and cause consequential loss), and that the same
form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination
of the license granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related
documentation in Customer’s possession or control.

10. Taxes. All license fees payable under this agreement are exclusive of tax. Customer shall be responsible for paying Taxes arising from
the purchase of the license, or importation or use of the Software. If applicable, valid exemption documentation for each taxing jurisdiction
shall be provided to Juniper prior to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified. All
payments made by Customer shall be net of any applicable withholding tax. Customer will provide reasonable assistance to Juniper in
connection with such withholding taxes by promptly: providing Juniper with valid tax receipts and other required documentation showing
Customer’s payment of any withholding taxes; completing appropriate applications that would reduce the amount of withholding tax to
be paid; and notifying and assisting Juniper in any audit or tax proceeding related to transactions hereunder. Customer shall comply with
all applicable tax laws and regulations, and Customer will promptly pay or reimburse Juniper for all costs and damages related to any
liability incurred by Juniper as a result of Customer’s non-compliance or delay with its responsibilities herein. Customer’s obligations under
this Section shall survive termination or expiration of this Agreement.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any
applicable foreign agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such
restrictions, laws or regulations, or without all necessary approvals. Customer shall be liable for any such violations. The version of the
Software supplied to Customer may contain encryption or other capabilities restricting Customer’s ability to export the Software without
an export license.
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12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use,
duplication, or disclosure by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS
2277201 through 227.7202-4, FAR 12.212, FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT Ill) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer
with the interface information needed to achieve interoperability between the Software and another independently created program, on
payment of applicable fee, if any. Customer shall observe strict obligations of confidentiality with respect to such information and shall use
such information in compliance with any applicable terms and conditions upon which Juniper makes such information available.

14. Third Party Software. Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products
or technology are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement,
and such licensor or vendor shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party
software may be provided with the Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent
portions of the Software are distributed under and subject to open source licenses obligating Juniper to make the source code for such
portions publicly available (such as the GNU General Public License (“GPL”) or the GNU Library General Public License (“LGPL")), Juniper
will make such source code portions (including Juniper modifications, as appropriate) available upon request for a period of up to three
years from the date of distribution. Such request can be made in writing to Juniper Networks, Inc., 1194 N. Mathilda Ave., Sunnyvale, CA
94089, ATTN: General Counsel. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and a copy of the LGPL
at http://www.gnu.org/licenses/Igpl.html.

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws
principles. The provisions of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes
arising under this Agreement, the Parties hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal
courts within Santa Clara County, California. This Agreement constitutes the entire and sole agreement between Juniper and the Customer
with respect to the Software, and supersedes all prior and contemporaneous agreements relating to the Software, whether oral or written
(including any inconsistent terms contained in a purchase order), except that the terms of a separate written agreement executed by an
authorized Juniper representative and Customer shall govern to the extent such terms are inconsistent or conflict with terms contained
herein. No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless expressly assented to in writing
by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not affect the validity
of the remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the
Parties agree that the English version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de
méme que tous les documents y compris tout avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that
this Agreement and all related documentation is and will be in the English language)).
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CHAPTERI1

Overview of PKlin Junos OS

This topic includes the following section

« Introduction to PKIin Junos OS on page 1
« Certificate Life Cycle Management Overview on page 5

« Certificate Administration Overview on page 7

Introduction to PKI in Junos OS

This document provides an overview of PKI (Public Key Infrastructure) in Junos OS,
architecture of the virtual private network (VPN) based on PKI| authentication,
step-by-step instructions on configuring and troubleshooting of PKI in Junos OS, and
FAQ (frequently asked questions) on PKI with respect to your SRX series or J-Series
devices.

This document is intended for network design and security engineers, as well as anyone
that requires secure connectivity over public networks.

e NOTE: For more details on digital certificates, see the Junos System Basics
Guide available at: http://www.juniper.net/techpubs/software/junos/.

For information on crypto, RSA, and PKI, visit the website
http://www.rsasecurity.com/rsalabs.

For a list of PKI-related technical terms, see the “Glossary of PKI Related
Terms” on page 72.

This topic describes the basic elements of public key infrastructure (PKI) in Junos OS,
including components of the PKI, certificate life cycle management, and usage within
Internet Key Exchange (IKE) and includes the following sections:

« Fundamentals of the PKI on page 2

« PKI Applications Overview on page 2

« Components for Administering PKI in Junos OS on page 2

« Basic Elements of PKlin Junos OS on page 2
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Fundamentals of the PKI

Junos OS is the Juniper Networks single operating system and provides the following
features:

« Powerful operating system with rich IP services toolkit.

. Unmatched IP dependability and security to ensure an efficient and predictable IP
infrastructure.

« Enhanced security and VPN capabilities from Juniper Networks Firewall/IP Security
(IPsec) VPN platforms including the SSG product family.
PKI Applications Overview

The Junos OS uses public/private keys in the following areas:

« SSH/SCP (for secure command-line interface [CLI]-based administration)

« Secure Sockets Layer (SSL) (for secure Web-based administration and for https-based
webauth for user authentication)

« Internet Key Exchange (IKE) (for IPsec VPN tunnels)

o NOTE: Note the following points:

« Currently the Junos OS supports only IKE (using public key infrastructure
(PKI) certificates for public key validation).

« Support for identity binding with SSL is currently not available. A brief
section on SSL is included in this example. For more information, see
“Overview on Usage of SSL and IPsec/IKE Methods” on page 7.

« The SSH and SCP are used exclusively for system administration and
depends on the use of out-of-band fingerprints for public key identity
binding and validation. Details on SSH are not covered in this example.

Components for Administering PKI in Junos OS

The following components are required for administrating PKI in Junos OS:

« CA certificates and authority configuration

. Local certificates including the devices identity (example: IKE ID type and value) and
private and public keys

« Certificate validation through a certificate revocation list (CRL)

Basic Elements of PKI in Junos OS

Junos OS supports three specific types of PKI objects:

- Private/public key pair

2 Copyright © 2011, Juniper Networks, Inc.
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« Certificates

- Local certificate—The local certificate contains the public key and identity information
for the Juniper Networks device. The Juniper Networks device owns the associated
private key. This certificate is generated based on a certificate request from the
Juniper Networks device.

- Pending certificate — A pending certificate contains a key pair and identity information
that is generated into a PKCS10 certificate request and manually sent to a certificate
authority (CA). While the Juniper Networks device waits for the certificate from the
CA, the existing object (key pair and the certificate request) is tagged as a certificate
request or pending certificate.

0 NOTE: Junos OS Release 9.0 or later supports automatic sending of
certificate requests through SCEP. For more information, see “Appendix
D: Simple Certificate Enrollment Protocol” on page 70 .

- CA certificate — When the certificate is issued by the CA and loaded into the Junos
device, the pending certificate is replaced by the newly generated local certificate.
All other certificates loaded into the device are considered CA certificates.

« Certificate revocation lists (CRLS)
Note the following points about certificates:

« Local certificates are generally used when a Junos device has VPNs in more than one
administrative domain.

. All PKI objects are stored in a separate partition of persistent memory, apart from the
Junos image and the system’s general configuration.

« Each PKI object has a unique name or certificate-ID given to it when it is created and
maintains that ID until its deletion. You can view the certificate-ID using the CLI
command show security pki local-certificate .

« A certificate cannot be copied from a device (generally). The private key on a device
must be generated on that device only, and it should never be viewed or saved from
that device. So PKCS12 files (which contain a certificate with the public key and the
associated private key) are not supported on Junos devices.

. CA certificates validate the certificates received by the IKE peer. If the certificate is
valid, then it is verified in the CRL to see whether the certificate has been revoked.

Each CA certificate includes a CA profile configuration that stores the following
information:

- CAidentity, which is typically the domain name of the CA

- E-mail address for sending the certificate requests directly to the CA

Copyright © 2011, Juniper Networks, Inc. 3
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Example:

- Revocation settings:

- Revocation check enable/disable option

- Disabling of revocation check incase of CRL download failure.
- Location of CDP (CRL Distribution Point) (for manual URL setting)

- CRL refresh interval

Junos OS supports multiple local certificates, depending on the device size. See “Appendix
A: Frequently Asked Questions” on page 49 for details.

Table 1on page 4 provides information on possible PKI objects and their average sizes.

Table 1: PKI Objects and Average Sizes

PKI Objects Average Sizes

Private/public key pair 1KB

Local certificate 2KB

CA certificate 2KB

CA authority configuration 500 bytes

CRL (average size is a variable that depends on how many 300 bytes up to 2 MB+

certificates have been revoked by that particular CA)

Calculating flash memory requirements:

Assume the following settings in a Junos device:

« Anaverage CRL of 10 KB

« One local certificate, one CA certificate, and CA authority configuration
The flash memory requirements for CRL =

2 KB (local certificate) + 1KB (key pair) + 2 KB (CA certificate) + 0.5 (CA authority
configuration) + 10 (CRL) = 15.5 KB

Copyright © 2011, Juniper Networks, Inc.
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o NOTE: Note the following points about certificate chains:

« For certificate chains, you must add additional CA certificates, additional
CA profile configurations, and additional CRLs for each CA in the hierarchy
or cross-certified chain.

« The high-end SRX Series ( for example, SRX3400, SRX3600, SRX5600,
SRX5800) or J-Series devices have more flash memory and can
accommodate several local certificates and CA chains.

« The low-end SRX Series (for example, SRX100, SRX210, SRX 240) or
J-Series devices have limited storage capacity and can include a limited
number of certificates. It is recommended that the lower-end devices use
only one local certificate/key pair, one CA (or one chain of CAs), and one
CRL.

Related . Certificate Life Cycle Management Overview on page 5
Documentation . Example: Configuring the PKIlin Junos OS on page 13
. Verifying the PKI Configuration on page 43
. Appendix A: Frequently Asked Questions on page 49
« Appendix B: Administering Common Certificate Authorities on page 53

« Glossary of PKI Related Terms on page 72

Certificate Life Cycle Management Overview

The general life cycle for certificates includes the following phases:

1. Generation of public/private keys, identity information, and certificate request
2. Enrollment (request and retrieval)

3. Usage within Internet Key Exchange (IKE)

4. Certificate validation and revocation checks

5. Certificate renewal

Details on each phase of the certificate life cycle are given in the following topics:

. Generation of Public/Private Keys, Identity Information, and Certificate
Request on page 6

« Certificate Enrollment on page 6

« Certificate Identity Usage Within IKE on page 6

« Certificate Validation and Revocation Checking on page 7

. Certificate Renewal on page 7

Copyright © 2011, Juniper Networks, Inc. 5
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Generation of Public/Private Keys, Identity Information, and Certificate Request

The private key on a device must be generated on that device, and it should never be
viewed or saved from that device. The user identity and private key form the basis of the
certificate request and will continue to be used with the local certificate after enrollment.
Therefore it is important to match the certificate-ID of the keys that are generated with
the proper certificate request and eventually with the local certificate. The certificate
request is available in PKCS10 format; the certificate request must be sent to the
certificate authority (CA) either through an e-mail or some sort of web-based front-end
site.

Certificate Enrollment

Junos OS Release 8.5 and earlier support only manual certificate request. This process
includes generation of a PKCS10 request, submission to the certificate authority (CA),
retrieval of the signed certificate, and manually loading of the certificate into the Junos
device as the local certificate.

Automatic sending of certificate requests through Simple Certificate Enrollment Protocol
(SCEP) is supported only in Junos OS Release 9.0 or later. For more information, see
“Appendix D: Simple Certificate Enrollment Protocol” on page 70.

Certificate Identity Usage Within IKE

During the Internet Key Exchange (IKE) Phase 1setup, a certificate can identify the peer
by:

- |IP address
« Fully gualified domain name (FQDN) (domain name)
. User fully qualified domain name (U-FODN) (e-mail address)

« DN (distinguished name)

Most virtual private network (VPN) administrators use an IP address or FQDN for a VPN
gateway identity type and use an e-mail address (U-FODN) for a NetScreen-Remote
(NSR) Client VPN laptop/user’s identity type. The IKE IDs are added into the
SubjectAlternativeName (a v3 extension) field of the certificate.

0 NOTE: IftheIP address of the VPN peer changes, then a new certificate must
be issued with the new IP address, and the old certificate should be revoked.

If the certificate authority (CA) does not support the signing of certificates with a
SubjectAlternativeName field, then you must use the DN as the IKE ID on the Junos device
or NSR configurations.

You must specify one of the following as the IKE ID in the certificate request:

. |P address

« Domain name

6 Copyright © 2011, Juniper Networks, Inc.
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« E-mail address

Certificate Validation and Revocation Checking

Junos OS supports revocation checking by using the certificate revocation list (CRL)
lookup method. The CRL can either be manually loaded in the Junos device or
automatically retried online from the CRL Distribution Point (CDP), or it can be loaded
on demand through Lightweight Directory Access Protocol (LDAP) or HTTP. Junos OS
supports both DER and Privacy-Enhanced Mail (PEM) formats for CRL.

o NOTE: Junos OS does not support the Online Certificate Status Protocol
(OCSP) method, which is a more scalable system than CRLs and CDP. Many
other CAs also do not support an OCSP interface.

Certificate Renewal

The certificate renewal process is similar to the initial certificate enrollment process. The
renewal process includes replacing an old certificate (about to expire) on the virtual
private network (VPN) device with a new certificate.

Currently the Junos OS supports only the manual renewal process. The Simple Certificate
Enrollment Protocol (SCEP) can be used to re-enroll the local certificates automatically
before they expire. For more information, see “Appendix D: Simple Certificate Enrollment
Protocol” on page 70.

Related . Introduction to PKIin Junos OS on pagel
Documentation . Certificate Administration Overview on page 7
. Example: Configuring the PKIin Junos OS on page 13
. Appendix D: Simple Certificate Enrollment Protocol on page 70

. Glossary of PKI Related Terms on page 72

Certificate Administration Overview

This topic includes the following sections:

« Overview on Usage of SSL and IPsec/IKE Methods on page 7

« Process for Setting Up the PKI Elements on page 8

« Choosing the IKE Identity to Use in the VPN and the Certificate on page 9
« Certificate Validation During the IKE Phase 1 Setup on page 10

« Unsupported PKI Protocols in Junos OS on page 11

Overview on Usage of SSL and IPsec/IKE Methods

Currently, the Junos OS supports only the IP Security/Internet Key Exchange (IPsec/IKE
) method for using certificates for public key validation and identity binding.
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Table 2 on page 8 compares the authentication using the SSL method and IPsec/IKE
method.

Table 2: Certificate Authentication Process (SSL and IPsec/IKE)

SSL Implementation IPsec/IKE Implementation

Process is one-sided and simple.

Process is bidirectional and uses certificates.

The Security device acts as an SSL server, and
the administrator’s web browser (or for
webauth, the user’s web browser) acts as the
SSL client.

The Security device sends a certificate to the
web browser for identification, and the web
browser starts a secured SSL session.

Each VPN device sends its certificate to the
other device.

Each IPsec device validates the other device’s
certificate using the certificate authority (CA)
certificate (or chain of CA certificates if a
hierarchy of CAs is used).

The Security device authenticates the user or
administrator through a login and password
(secured with SSL encryption).

The Security device checks the other device’s
certificate through a certificate revocation list
(CRL) to see whether it has been revoked.

The Security device does not require a
user-based SSL certificate from the web
browserand does not need CA and CRLs loaded
onit.

The minimum PKI elements required to use
certificate-based authentication are; a local
certificate, a CA certificate, and the CA's CRL.

Process for Setting Up the PKI Elements

The minimum public key infrastructure (PKI) elements required for certificate-based
authentication in Junos OS are a local certificate, certificate authority (CA) certificate,

and the CA’s certificate revocation list (CRL).

To manually load a local certificate, a CA certificate, and the CA’'s CRL on the device:

1.

Configure the basic settings of the device as required by PKI:

a. Set the accurate clock, date, time zone, and daylight savings.

b. Set Domain Name System (DNS) to resolve hostnames that may be used in
certificates and for CRL distribution points (CDPs).

c. Set Network Time Protocol (NTP) to maintain accurate clocking because
certificates have lifetimes based on a specific date and time.

Create a CA-profile for the certificate request and enrollment process.

Generate the certificate request (p10 file) and save it to a local file system or send it

through a e-mail.

Submit the p10 file to the CA (through a Web server that acts as the front-end of the
CA. Note that openSSL's CA supports only the command-line interface).

Retrieve the CA’s own certificate (through the CA’'s Web server front-end interface).
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6. Retrieve the Junos device’s new local certificate after the CA has verified it (usually
through the CA’'s Web server front-end interface).

7. Retrieve the CA’s CRL (through a pre-specified URL to the CA’'s web server).
8. Load the CA certificate, local certificate, and CRL onto the Junos device.

9. Define the IKE policy and gateway to use the RSA-Signature authentication method
(as opposed to pre-shared keys) and the local and CA certificates.

e NOTE: The disadvantage of manual uploading of the certificates and CRLs
are the extra time and effort needed to maintain an up-to-date CRL on all
the devices.

Alternatively, you can define a CDP for the Junos device to retrieve the latest
CRLs automatically. Most CAs have the CDP defined in the CA certificate
itself, which the Junos device can use automatically. You can also define the
CDP in the CA profile configuration.

For more information on certificates, see the Junos OS documentation at
http://www.juniper.net/techpubs/software/junos/.

Choosing the IKE Identity to Use in the VPN and the Certificate

Junos OS supports the following four Internet Key Exchange (IKE) ID types that virtual
private network (VPN) gateways can use to identify each other:

« |P address (example: 2.2.2.2)
« Fully qualified domain name (FODN ) (example: vpnl.juniper.net)

« User-fully qualified domain name (U-FQDN ) or e-mail address (example:
johndoe@juniper.net)

« Distinguished name (DN) (example: CN=John Doe, OU=sales, O=Juniper Networks,
C=US)

e NOTE: When configuring pre-shared keys, only the IP address, FODN, and
U-FODN/e-mail address are used.

If you use IP address, FODN, or U-FQDN/e-mail address as the IKE ID type, then it

. Must be defined in the SubjectAlternativeName field of the certificate

« Should match the peer configuration in the security ike gateway <gateway-name>
hierarchy

You must define at least one IP address, FODN, or U-FODN/e-mail address when you
generate a certificate request.
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If your certificates do not have a SubjectAlternativeName field, then you should use DN
for the IKE ID. To use DN, you have to define a distinguished name in dynamic IKE
configuration by specifying a container (the DN must match exactly) or a wildcard (only
a portion of the DN needs to match).

The following are the differences between the container method and the wildcard method:

« If the container keyword is used, then all the DN values specified must exactly match
the values in the received certificate. In addition, the ordering of the values in both the
remote certificate received and the gateway definition must match.

« If the wildcard keyword is used, then any one of the DN values specified must match
a DN value in the received certificate. The ordering of the values in the remote certificate
received and in the gateway definition can be different. The Junos device analyzes and
compares only the defined DN fields; any unspecified DN fields are ignored.

e NOTE: If the certificate is using multiple fields of the same type (example:
OU=sales, OU=engr, OU=central), then you must use the container method
and ensure that the DN fields are defined exactly as they are received by the
remote peer.

Certificate Validation During the IKE Phase 1 Setup

During Internet Key Exchange (IKE), when two VPN peers are establishing a tunnel, each
VPN device receives a certificate from the other IKE peer. On receiving the certificates,
the device completes following tasks:

1. Pulls the IKE ID (defined in IKE Phase 1) from the peer and searches for the matching
IKE definition on the gateway.

2. Validates the certificate by verifying the digital signature on the remote device’s
certificate using the public key in the certificate authority (CA) certificate.

3. Validates the current time mentioned in certificates in “Valid from” and “Valid to”
fields.

4. Validates that the certificate contains the identity for the remote peer.

5. Performs the revocation check (unless revocation check is disabled) on the certificate
to ensure that the certificate’s serial number is not in the CA’s certificate revocation
list (CRL). This may cause the Junos device to automatically retrieve a new CRL from
the CDP.

When all certificate checks are completed successfully, then IKE continues with the
tunnel setup.
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o NOTE: Unless explicitly disabled in the configuration, CRLs are checked
whenever the Junos device receives a certificate for a remote VPN gateway.
If the CRL is not manually loaded, then the system may:

« Load the CRL from the CRL distribution point (CDP) defined in the
certificate. Junos devices support HTTP and Lightweight Directory Access
Protocol (LDAP) for CDPs.

- If the CDP is not available in the certificate, then the Junos device checks
for a CDP setting in the CA profile.

« Use the global or default CDP (if already configured).

When verifying a certificate, a certificate chain is formed from the following:

« Remote server’s local certificate
« Optional certificate chain from the IKE peer

« Locally stored CA certificates

Any CA certificate loaded from local storage during boot are considered as “trusted”
certificates. The Junos OS supports certificate path validation upward through as many
as seven levels of CA authorities in the hierarchy.

Junos OS currently supports only “partial” certificate path validation. Unlike “full”
certificate path validation, “partial” validation does not require that the last certificate
in the certificate chain be aroot CA certificate (a self-signed CA). With "partial" certificate
path validation, the last certificate can be a non-root CA certificate. However, the last
certificate in the validation chain must be from local storage.

Unsupported PKI Protocols in Junos OS

Junos OS does not support the following public key infrastructure (PKI) protocols, which
are primarily alternative forms of management protocols for communication between
CAs and entities that use certificates:

« CMC—Certificate Management of Messages over CMS defined in RFC 2797.
CMCis endorsed by Microsoft and VeriSign, but has limited support from other products.
« CMP—Certificate Management Protocol defined in RFC 2510.

CMP is endorsed by Entrust, Baltimore, SSH, RSA, and OpenSSL. Even though this
protocol works, it has limited deployment and interoperability with other interfaces
from different vendors.

« XKMS—XML Key Management Specifications are defined in
http://www.w3.org/TR/xkms/.

XKMS is a relatively new protocol and currently not supported by Juniper Networks.

Related . Introduction to PKlin Junos OS on page 1
Documentation
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Certificate Life Cycle Management Overview on page 5

Example: Configuring the PKlin Junos OS on page 13
Appendix A: Frequently Asked Questions on page 49

Glossary of PKI Related Terms on page 72

Copyright © 2011, Juniper Networks, Inc.



CHAPTER 2

Configuring, Veritying, and
Troubleshooting the PKI in Junos OS

This topic includes the following sections:

« Example: Configuring the PKIin Junos OS on page 13
« Verifying the PKI Configuration on page 43

Example: Configuring the PKI in Junos OS

This example shows how to configure, verify, and troubleshoot the PKI. This topic includes
the following sections:

« Requirements on page 13

« Network Topology on page 13

. Configuration on page 15

« Verification on page 29

Troubleshooting IKE, PKI, and IPsec Issues on page 35

Requirements
This example uses the following hardware and software components:
« Junos OS Release 9.4 or later

« Junos OS with Enhanced Services Release 8.5 through 9.3

« SRX Series devices or J Series devices

Network Topology

Figure 1 on page 14 shows the network topology used for this example to configure a
policy-based VPN.
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Figure 1: Network Topology Diagram
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Required Settings

This example assumes the following settings:

NOTE: The PKI administration is the same for both policy-based VPNs and
route-based VPNSs.

« Theremote VPN peeris a Juniper Networks SSG5 Firewall/VPN device (most commonly
used for branch offices).

« Theinternal LAN interface of the device is ge-0/0/0 in zone trust and has a private IP
subnet.

. The Internet interface of the device is ge-0/0/3 in zone untrust and has a public IP.

« All traffic between the local and remote LANs is permitted, and traffic can be initiated
from either side.

« The SSG5 has already been pre-configured correctly and loaded with ready-to-use
local certificate, CA-certificate, and CRL.

« The SSG5 device is configured to use FODN as ssg5.juniper.net (IKE ID).
. PKI certificates with 1024—bit keys are used for the IKE negotiations on both sides.

The CAis a standalone CA at the domain labdomain.com for the both VPN peers.

NOTE: For more information about the procedures for PKI administration
and usage in Junos OS, see the Junos OS Security Configuration Guide.

NOTE: Formoreinformation on using a CA from PKIvendors such as Microsoft
and OpenSSL, see “Appendix B: Administering Common Certificate
Authorities” on page 53.
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Configuration

Step-by-Step
Procedure

o NOTE: Moreinformation about PKI configuration with SSG5 and other Juniper
ScreenOS-based platforms. see the Juniper Networks PKI (Public Key
Infrastructure) Primer & FAQ, Using X.509 Certificates in ScreenOS.

This topic includes the following section:

« Basic Configuration Steps for PKI on page 15
Basic Configuration Steps for PKI

1. Configure an IP address and protocol family on the Gigabit Ethernet interfaces
(ge-0/0/0.0 and ge-0/0/3.0):
[edit]
user@host# set interfaces ge-0/0/0 unit O family inet address 10.10.10.1/24
user@host# set interfaces ge-0/0/3 unit O family inet address 1.1.1.2/30

2. Configure a default route to the Internet nexthop:

[edit]
user@host# set routing-options static route 0.0.0.0/0 next-hop 1.1.1.1

In this example, the VPN traffic isincoming oninterface ge-0/0/0.0 with the nexthop
of 1.1.1.1. Thus the traffic is outgoing on the interface ge-0/0/3.0. Any tunnel policy
must consider incoming and outgoing interfaces.

e NOTE: Optionally you canuse adynamic routing protocol such as OSPF
(not described in this document). When processing the first packet of
anew session, the Junos device first performs a route lookup. The static
route, which is also the default route, dictates the zone for the outgoing
VPN traffic.

3. Set the system time and date.

[edit]

user@host# set system time-zone PST8PDT
user@host# commit and-quit

commit complete

Exiting configuration mode

user@host> set date ntp130.126.24.24

1 Nov 17:52:52 ntpdate[5204]: step time server 130.126.24.24 offset
-0.220645 sec

When the configuration is committed, verify the clock settings:
user@host> show system uptime
Current time: 2007-11-01 17:57:09 PDT

System booted: 2007-11-01 14:36:38 PDT (03:20:31 ago)
Protocols started: 2007-11-01 14:37:30 PDT (03:19:39 ago)
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Last configured: 2007-11-01 17:52:32 PDT (00:04:37 ago) by root
5:57PM up 3:21, 4 users, load averages: 0.00, 0.00, 0.00

4. Set the Domain Name System (DNS) configuration.

Many CAs use hostnames ( for example, FODN) to specify various elements of the
PKI. Since the CDP is usually specified using a URL containing an FODN, you must
configure a DNS resolver on the Junos device.

[edit]

user@host# set system name-server 4.2.2.1
user@host# set system name-server 4.2.2.2
user@host# commit and-quit

commit complete

Exiting configuration mode

5.  Generate the certificate request by:
. Create a CA profile to specify the CA settings.
. Generate the PKCSI0 certificate request.

The PKCSI0 certificate request process involves generating a public/private key
pair and then generating the certificate request itself, using the key pair.

0 NOTE: Note the following information about the CA profile:

. The CA profile defines the attributes of a certificate authority.

. Each CA profile is associated with a CA certificate. If a new or
renewed CA certificate should be loaded without removing the older
CA certificate, a new profile must be created. This profile can also
be used for online fetching of the CRL.

. There can be multiple such profiles present in the system created
for different users.

a. Create a trusted CA profile with the following mandatory values:
« CA profile name — (ms-ca for this example) (any value)
« CAidentity— labdomain.com. (CA domain name)

user@host# set security pki ca-profile ms-ca ca-identity labdomain.com

b. Create arevocation check to specify a method for checking certificate revocation:

user@host# set security pki ca-profile ms-ca revocation-check crl

0 NOTE: You canuse the optiondisable to disable the revocation check
or select crl to configure the CRL attributes.
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C.

Set the refreshinterval, in hours, to specify the frequency to update the CRL. The
default values are: next-update time in CRL, or 1 week if no next-update time is
specified.

user@host# set security pki ca-profile ms-carevocation-check crlrefresh-interval
48

Specify the location (URL) to retrieve CRL (HTTP or LDAP). By default, the URL
is empty and uses CDP information embedded in the CA certificate.

user@host# set security pki ca-profile ms-ca revocation-check crl url
http://labsrvl.labdomain.com/CertEnroll/LABDOMAIN.crl

0 NOTE: The URL caninclude the server-name/portinformation such
as, ldap://<ip-or-fgdn>:<port>). If the port numberis missing, HTTP
will use port 80, or LDAP will use port 443. Currently you can configure
only one URL. Support for backup URL configuration is not available.

Specify an e-mail address to send the certificate request directly to a CA
administrator.

user@host# set security pki ca-profile ms-ca administrator email-address
certadmin@labdomain.com

0 NOTE: If you specify a CA administrator e-mail address to send the
certificate request to, then the system composes an e-mail from the
certificate request file and forwards it to the specified e-mail address.
The e-mail status notification is sent to the administrator.

0 NOTE: The certificate request can be sent to the CA through an
out-of-band method.

Commit the configuration:

user@host# commit and-quit
commit complete
Exiting configuration mode

Generate a key-pair request.

When the CA profile is configured, the next step is to generate a key pair on the
Junos device. To generate the private and public key pair:

user@host> request security pki generate-key-pair certificate-id ms-cert size 1024

Generated key pair ms-cert, key size 1024 bits
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The PKCSI10 certificate request is generated and stored on the system as a
pending certificate or certificate request. An e-mail notification will be sent to
the administrator of the CA (in this example, certadmin@labdomain.com).

e NOTE: Currently the Junos OS supports only the RSA algorithm and
does not support the Digital Signature Algorithm (DSA). A unique
identity called certificate-ID is used to name the generated key pair.
This ID is also used in certificate enrollment and request commands
to get the right key pair. The generated key pair is saved in the
certificate store in a file with the same name as the certificate-ID.
The file size can be 512, 1024, or 2048 bits.

e NOTE:

A default (fallback) profile can be created if intermediate CAs are
not preinstalled in the device. The default profile values are used in
the absence of a specifically configured CA profile.

In the case of a CDP, the following order is followed:

« Per CA profile
« CDP embedded in CA certificate

. Default CA profile

We recommend using a specific CA profiles instead of a default profile.

6. Generate a local digital certificate request in the PKCS-10 format.

user@host> request security pki generate-certificate-request certificate-id ms-cert
subject "CN=john doe,CN=1.1.1.2,0U=sales,O=Juniper Networks,
L=Sunnyvale,ST=CA,C=US" email user@juniper.net filename ms-cert-req

Generated certificate request

M1 1B3DCCAUUCAQAWDDERMABGALUEAXM Iam9ob i Bkb2UXD jAMBgNVBASTBXNhbGVz
MRkwFwYDVQQKEXBKdW5pcGVy 1 E5 IdHdvemtzMR IWEAYDVQQHEW I TdW5ueXZhbGUx
CzAJBgNVBAQTAKNBMQswCQYDVQQGEwJVUzCBNnzANBgkghk i GOWOBAQEFAAOB j QAW
gYKCgYEASEG6sgG/CTFzX6KC/hz6Czal OBxakUxTGXF7UWYWHaWFFYLqo6vXNO8r
0S5Yak7rWANAsMob3E2X/1ad1QIR14QFT jkBgG I +MTEDGNgFsJBqrB6oyqGtdcSU
u0qU i vMvgKQVCx8hpx99J3EBTurfWL1pCNIBmZggNogb6MbwESOCAWEAAaAWMCAG
CSqGS1b3DQEJDjERMBBWHQYDVRORBBYWF IESInVzZXJAanVuaXBlci5uZXQiMAOG
CSqGS1b3DQEBBQUAA4GBAI6GhBaCsXk6/11E2e5AakFFDhY70qzHhgd1yMj i SUMV
djmF9IbDz2gM2UKp I +yKgtUjyCK/ IV2ui57hpZMvnhAW4AAmgwk0Jg6mpR5rsxdLr
4/HHSHUEGOF17RHO6X0YWJ+KE1rYDRWj3Dtz447ynalLxcDF7buwd4 1 rMcRJIJ19ws

Fingerprint:
47:b0:el:4c:be:52:F7:90:c1:56:13:4e:35:52:d8:8a:50:06:e6:c8 (shal)
a9:al:cd:f3:0d:06:21:¥5:31:b0:6b:a8:65:1b:a9:87 (md5)
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0 NOTE: Inthe above sample of the PKCS10 certificate, the request starts
with and includes the “BEGIN CERTIFICATE REQUEST” line and ends
with and includes the “END CERTIFICATE REQUEST?” line. This portion
can be copied and pasted to your CA for enrollment. Optionally, you can
also offload the “ms-cert-req” file and send that to your CA.

Generate the PKCSI10 certificate request to be sent to the CA.

user@host> request security pki generate-certificate-request certificate-id id-name
subject subject-name (domain-name domain-name | ip-address device-ip | email
email-id) filename filename

The available options are:

. certificate-id — Name of the local digital certificate and the public/private key
pair. This ensures that the proper key pair is used for the certificate request and
ultimately for the local certificate.

. subject — Distinguished name format that contains the common name,
department, company name, state, and country:

« CN — Common name

. OU — Department

. O —Company name
. L — Locality

. ST — State

. C—Country

. CN—Phone

. DC — Domain component

o NOTE: You are not required to enter all subject name components.
Note also that you can enter multiple values of each type.

. domain-name — FQDN. The FODN provides the identity of the certificate owner
for IKE negotiations and provides an alternative to the subject name.

. filename (path | terminal) — (Optional) Location where the certificate request
should be placed, or the login terminal.

. ip-address — (Optional) IP address of the device.

. email — (Optional) e-mail address of CA administrator.
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0 NOTE: You must use one of these: domain-name, ip-address, or e-mail
address.

This defines the IKE ID type and will need to be configured to the IKE gateway
profile described later in this document.

The generated certificate request is stored in a specified file location. A local copy
of the certificate request is saved in the local certificate storage. If the administrator
reissues this command, the certificate request is generated once again.

The PKCSI10 certificate request is stored in a specified file and location, from which
you can download it and send it to the CA for enrollment. If you have not specified
the file name or location, you can get PKCS10 certificate request details by using
the show security pki certificate-request certificate-id <id-name> command in the
CLI. You can copy the command output and paste it into a Web front-end for the
CA server or into an e-mail.

Submit the certificate request to the CA, and retrieve the certificate.

The administrator submits the certificate request to the CA. The CA administrator
verifies the certificate request and generates a new certificate for the Junos device.
The Junos device administrator retrieves it, along with the CA certificate and CRL.

The process of retrieving the CA certificate, the device’s new local certificate, and
CRL from the CA depends on the CA configuration and software vendor in use.

For more information on how retrieve the certificates, see “Appendix B: Administering
Common Certificate Authorities” on page 53.

0 NOTE:

Junos OS supports the following CA vendors:

« Entrust

. Verisign
« Microsoft

Although other CA software services such as OpenSSL can be used to
generate certificates, these certificates are not verified by Junos OS.

Junos OS may extend support to other vendors that conform to X.509
certificate standards.

Load the local certificate, CA certificate, and CRL.

The retrieved certificates (local certificate, CA certificate and CRL) should be loaded
into the Junos device through FTP using the CLI.

Assume the following names for certificates:

20
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. local certificate — certnew.cer

« CA certificate — CA-certnew.cer

« CRL — certcrl.crl

user@host> file copy ftp://10.10.10.10/certnew.cer certnew.cer
/var/tmp//...transferring. file......... crYdEC/100% of 1459 B 5864 kBps

user@host> file copy ftp:// 10.10.10.10/CA-certnew.cer CA-certnew.cer
/var/tmp//...transferring.file......... UKXUWu/100% of 1049 B 3607 kBps

user@host> file copy ftp:// 10.10.10.10/certcrl.crl certcrl.crl
/var/tmp//...transferring. file......... wpanpA/100% of 401 B 1611 kBps

e NOTE: You can verify that all files have been uploaded by using the
command file list.

9. Load the certificate into local storage from the specified external file.

You must also specify the certificate-ID in order to keep the proper linkage with the
private/public key pair. This step loads the certificate into the RAM cache storage
of the PKI module, checks the associated private key, and verifies the signing
operation.

user@host> request security pki local-certificate load certificate-id ms-cert filename
certnew.cer

Local certificate loaded successfully
10. Load the CA certificate from the specified external file.

You must specify the CA profile to associate the CA certificate to the configured
profile.

user@host> request security pki ca-certificate load ca-profile ms-ca filename
CA-certnew.cer

Fingerprint:
1b:02:cc:ch:0f:d3:14:39:51:aa:0f:fF:52:d3:38:94:b7:11:86:30 (shal)
90:60:53:¢c0:74:99:f5:da:53:d0:a0:f3:b0:23:ca:a3 (md5)

Do you want to load this CA certificate ? [yes,no] (no) yes
CA certificate for profile ms-ca loaded successfully

1.  Loadthe CRL into the local storage.

The allowed maximum size of the CRL is 5 MB. You must specify the associated CA
profile in the command.

user@host> request security pki crl load ca-profile ms-ca filename certcrl.crl
CRL for CA profile ms-ca loaded successfully
12.  Verify that all certificates are loaded.

You can display the details of all local certificates in the CLI interface.

user@host> show security pki local-certificate certificate-id ms-cert detail Certificate
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13.

identifier: ms-cert

Certificate version: 3

Serial number: 3a01c5a0000000000011

Issuer:

Organization: JuniperNetworks, Organizational unit: JTAC, Country: US,
State:

CA, Locality: Sunnyvale,

Common name: TACLAB

Subject:

Organization: Juniper Networks, Organizational unit: sales, Country: US,

State: CA, Locality: Sunnyvale,

Common name: john doe

Alternate subject: "user@juniper.net'”, fqgdn empty, ip empty
Validity:

Not before: 11- 2-2007 22:54

Not after: 11- 2-2008 23:04

Public key algorithm: rsaEncryption(1024 bits)
30:81:89:02:81:81:00:e4:41:ba:b2:01:bf:09:31:73:5fF:a2:82:fe
1c:fa:0b:36:a5:d0:1c:5a:91:4c:5F:1b:11:7b:51:66:16:1d:a5:85
15:82:ea:a3:ab:d7:34:ef:2b:39:2e:58:6a:4e:eb:58:03:40:b0:ca
1b:dc:4d:97:ff:56:9d:95:02:11:8b:84:05:4€:39:01:a8:62:3e:31
31:03:1a:7a:85:b0:90:6a:ac:1le:a8:ca:al:ad:75:c4:94:bb:4a:94
8a:f3:2f:80:a4:15:0b:1F:21:a7:1f:7d:27:71:01:4e:ea:df:58:bd
69:08:d9:41:99:98:20:36:88:1b:e8:c6:f0:11:2d:02:03:01:00:01
Signature algorithm: shalWithRSAEncryption

Distribution CRL:

Idap:///CN=TACLAB,CN=TACLABSRV1,CN=CDP,CN=Publ ic%20Key%20Services,CN=Services,

CN=Configuration,DC=tacdomain,DC=com?certificateRevocationList?base?
objectclass=cRLDistributionPoint
http://taclabsrvl.tacdomain.com/CertEnrol 1/TACLAB.crl

Fingerprint:
c9:6d:3d:3e:c9:3F:57:3c:92:e0:c4:31:fc:1c:93:61:b4:b1:2d:58 (shal)
50:5d:16:89:c9:d3:ab:5a:f2:04:8b:94:5d:5F:65:bd (md5)

0 NOTE: You can display the individual certificate details by specifying
certificate-ID in the command line. Also, you can select the output format

as either brief or detail.

View the CA certificates.

Display all CA certificates or the CA certificates of an individual CA profile (specified).

user@host> show security pki ca-certificate ca-profile ms-ca detail

Certificate identifier: ms-ca

Certificate version: 3

Serial number: 44b033dle5e158b44597d143bbfa8al3

Issuer:

Organization: JuniperNetworks, Organizational unit: JTAC, Country: US,
State:

CA, Locality: Sunnyvale,

Common name: TACLAB

Subject:

Organization: JuniperNetworks, Organizational unit: JTAC, Country: US,
State:

CA, Locality: Sunnyvale,

Common name: TACLAB
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Validity:

Not before: 09-25-2007 20:32

Not after: 09-25-2012 20:41

Public key algorithm: rsaEncryption(1024 bits)
30:81:89:02:81:81:00:d1:9e:6F:14:49:¢c8:13:74:¢c3:0b:49:a0:56
11:90:df:3c:af:56:29:58:94:40:74:2b:f8:3c:61:09:4e:1a:33:d0
8d:53:34:a4:ec:5b:e6:81:f5:a5:1d:69:cd:ea:32:1e:b3:f7:41:8e
7b:ab:9c:ee:19:9F:d2:46:42:b4:87:27:49:85:45:d9:72:F4:ae:72
27:b7:b3:be:f2:a7:4c:af:7a:8d:3e:f7:5b:35:cf:72:a5:e7:96:8e
30:el:ba:03:4e:a2:1a:f2:1Ff:8c:ec:e0:14:77:4e:6a:e1:3b:d9:03
ad:de:db:55:6F:b8:6a:0e:36:81:e3:€9:3b:e5:¢9:02:03:01:00:01
Signature algorithm: shalWithRSAEncryption

Distribution CRL:
Idap:///CN=TACLAB,CN=TACLABSRV1,CN=CDP,CN=Publ i c%20Key%20Services,CN=Services,
CN=Configuration,DC=tacdomain,DC=com?certificateRevocationList?base?
objectclass=cRLDistributionPoint
http://taclabsrvl.tacdomain.com/CertEnrol 1/TACLAB.crl

Use for key: CRL signing, Certificate signing, Non repudiation
Fingerprint:
1b:02:cc:chb:0f:d3:14:39:51:aa:0f:ff:52:d3:38:94:b7:11:86:30 (shal)
90:60:53:¢0:74:99:f5:da:53:d0:a0:f3:b0:23:ca:a3 (md5)

14.  View the CRL.

Display all loaded CRLs or the CRLs of the specified individual ca-profile.

0 NOTE: You can select the output format as brief or detail to display CRL
information; at present both options provide the same output.

Syntax (operational mode):
user@host> show security pki crl ca-profile ca-profile [brief | detail]
Example:

user@host> show security pki crl ca-profile ms-ca detail

CA profile: ms-ca

CRL version: V00000001

CRL issuer: emailAddress = certadmin@juniper.net, C = US, ST = CA,
L = Sunnyvale, O = JuniperNetworks, OU = JTAC, CN = TACLAB
Effective date: 10-30-2007 20:32

Next update: 11- 7-2007 08:52

15.  Verify the certificate path for the local certificate and CA certificate.
user@host> request security pki local-certificate verify certificate-id ms-cert
Local certificate ms-cert verification success
user@host> request security pki ca-certificate verify ca-profile ms-ca

CA certificate ms-ca verified successfully

16. Use the certificates in an IPsec VPN.
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o NOTE: The steps for configuring a VPN using a certificate are similar to
the steps for configuring a VPN using preshared keys. The only difference
is the authentication method used for the IKE (Phase 1) policy. No
changes are required for the IPsec (Phase 2) configuration because the
use of certificates is part of Phase 1 negotiations.

The following configuration steps describe how to configure a
policy-based VPN as this method is most commonly used for dial-up
VPNSs.

o NOTE: For more information on VPN configuration, see the Junos
Enhanced Services Configuration Guides.

O NOTE: For more information on Junos Enhanced Services Application
Notes, see KB10182 (http://kb.juniper.net/KB10182) available at Juniper
Networks Knowledge Base.

To configure the IPsec VPN with the certificate:

O NOTE: Refer to the network diagram shown in Figure 1 on page 14 to
complete the following steps.

a. Configure the security zones, and bind the interfaces to the appropriate zones.
Make sure that all necessary host-inbound services are enabled on the interfaces
or zones. In this example, enable Internet IKE service either on the ge-0/0/3
interface or on the untrust zone.

b. Configure address book entries for each zone for the tunnel policies.
c. Configure the IKE (Phase 1) proposals to use RSA encryption.

d. Configure an IKE policy specifying the RSA proposal (from step above 3), local
certificate, CA certificate, and x.509 type peer certificate.

e. Configure the IKE gateway settings specifying the IKE policy (from step above
4), and a dynamic peer identified by the hostname.

This step depends on how the certificate request was generated earlier. In this
example, “CN=ssg5.juniper.net” was specified during the certificate request by
the SSG5, which means that the IKE ID type is hostname.

f. Configure the IPsec (Phase 2) VPN settings.
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Optionally you can also configure VPN monitor settings if required. In this example
the Standard proposal set and PFS group 2 are used; however, you can create
a different proposal if necessary.

g. Configure tunnel policies to permit remote office traffic into the host LAN and
vice versa. Also configure an outgoing “trust” to “untrust” permit-all policy with
source NAT for Internet traffic. Be sure that the tunnel policy is above the
permit-all policy. Otherwise the policy lookup will never reach the tunnel policy.

h. Configure tcp-mss for IPsec traffic to eliminate the possibility of fragmented
TCP traffic. This step reduces the resource usage on the device.

17.  Configure security zones and assign interfaces to the zones.

The ingress (incoming) and egress (outgoing) zones are determined by the ingress
and egress interfaces involved in the route lookup.

In this example packets are incoming on ge-0/0/0, and the ingress zone is the trust
zone.

Following the route lookup, the egress interface is ge-0/0/3, and the egress zone
is untrust zone. So the tunnel policy should be configured as “from-zone trust to-zone
untrust” and vice versa.

[edit]
user@host# set security zones security-zone trust interfaces ge-0/0/0.0
user@host# set security zones security-zone untrust interfaces ge-0/0/3.0

18. Configure host-inbound services for each zone.

Host-inbound services are for traffic destined for the Junos device. These settings
includes but are not limited to the FTP, HTTP, HTTPS, IKE, ping, rlogin, RSH, SNMP,
SSH, Telnet, TFTP, and traceroute.

In this example we are assuming that all host-inbound services should be allowed
from zone trust. For security reasons, we are allowing IKE only on the Internet-facing
zone untrust which is required for IKE negotiations to occur. However, other services,
such as services for management or troubleshooting can also be individually enabled
if required.

[edit]

user@host# set security zones security-zone trust host-inbound-traffic
system-services all

user@host# set security zones security-zone untrust host-inbound-traffic
system-services ike

19.  Configure the address book entries for each zone.

In this example we are using addressbook object names local-net and remote-net.
There are some limitations with regard to which characters are supported for
addressbook names. Please refer to the complete Junos OS documentation for
more details.

[edit]
user@host# set security zones security-zone trust address-book address local-net
10.10.10.0/24
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20.

21.

22.

23.

24.

user@host# set security zones security-zone untrust address-book address
remote-net 192.168.168.0/24

Configure the IKE (Phase 1) proposal to use RSA encryption.

This example uses 3DES encryption, the SHAT authentication algorithm, and
Diffie-Hellman Group 2 keys.

user@host# set security ike proposal rsa-propl authentication-method rsa-signatures
user@host# set security ike proposal rsa-propl encryption-algorithm 3des-cbc
user@host# set security ike proposal rsa-propl authentication-algorithm shal
user@host# set security ike proposal rsa-prop1 dh-group group2

Configure an IKE policy.

Main mode is typically used for site-to-site VPNs with static IP peers whereas
aggressive mode is used for dynamic IP and dial-up peers.

Tthis example uses main modebecause both sides have static IPs even though the
hostname (typically used for dynamic tunnels) is used here for the IKE ID.

[edit]

user@host# set security ike policy ike-policyl mode main

user@host# set security ike policy ike-policy1 proposals rsa-propl

user@host# set security ike policy ike-policy1 certificate local-certificate ms-cert

user@host# set security ike policy ike-policyl certificate peer-certificate-type x509-
signature

user@host# set security ike policy ike-policyl certificate trusted-ca use-all

Configure an IKE gateway.

Aremote IKE peer can be identified by IP address, FQODN/U-FQDN, or ASN1-DN (PKI
certificates).

In this example, we are identifying the peer by FODN (hostname). Therefore the
gateway IKE ID should be the remote peer’'s domain name. You must specify the
correct external interface or peer ID to properly identify the IKE gateway during
Phase 1setup.

[edit]

user@host# set security ike gateway ike-gate external-interface ge-0/0/3.0
user@host# set security ike gateway ike-gate ike-policy ike-policyl

user@host# set security ike gateway ike-gate dynamic hostname ssg5.juniper.net

Configure the IPsec policy.

In this example, we are using the Standard proposal set, which includes
esp-group2-3des-shal and esp-group2- aes128-shal proposals. However, a unique
proposal may be created and then specified in the IPsec policy if needed.

[edit]

user@host# set security ipsec policy vpn-policyl proposal-set standard

[edit]

user@host# set security ipsec policy vpn-policyl perfect-forward-secrecy keys
group2

Configure the IPsec VPN with an IKE gateway and IPsec policy.

26

Copyright © 2011, Juniper Networks, Inc.



Configuring, Verifying, and Troubleshooting the PKI in Junos OS

In this example, the VPN name ike-vpn must be referenced in the tunnel policy to
create a security association. Additionally, if required, an idle time and a proxy ID
can be specified if they are different from the tunnel policy addresses.

[edit]
user@host# set security ipsec vpn ike-vpn ike gateway ike-gate
user@host# set security ipsec vpn ike-vpn ike ipsec-policy vpn-policyl

25. Configure bidirectional tunnel policies for VPN traffic.

In this example, traffic from the host LAN to the remote office LAN requires a
“from-zone trust to-zone untrust” tunnel policy. However if a session needs to
originate from the remote LAN to the host LAN, then a tunnel policy in the opposite
direction “from-zone untrust to-zone trust” is also required. By specifying the policy
in the opposite direction as the pair-policy, the VPN becomes bidirectional. Note
also that in addition to action permit, we also need to specify the IPsec profile to
be used. Furthermore source NAT can be enabled on the policy if desired, but that
is beyond the scope of this application note. Note that for tunnel policies, the action
is always permit. In fact if you are configuring a policy with action of deny, you will
not see an option for specifying the tunnel.

[edit security policies from-zone trust to-zone untrust]

user@host# edit security policies from-zone trust to-zone untrust

user@host# set policy tunnel-policy-out match source-address local-net

user@host# set policy tunnel-policy-out match destination-address remote-net

user@host# set policy tunnel-policy-out match application any

user@host# set policy tunnel-policy-out then permit tunnel ipsec-vpn ike-vpn
pair-policy tunnel-policy-in

user@host# top edit security policies from-zone untrust to-zone trust

user@host# set policy tunnel-policy-in match source-address remote-net

user@host# set policy tunnel-policy-in match destination-address local-net

user@host# set policy tunnel-policy-in match application any

user@host# set policy tunnel-policy-in then permit tunnel ipsec-vpn ike-vpn
pair-policy tunnel-policy-out

[edit security policies from-zone untrust to-zone trust]
user@host# top
user@host# exit

26. Configure a security policy for Internet traffic.
A security policy is required to permit all traffic from zone trust to zone untrust.

The device uses the specified source-nat interface, and translates the source IP
address and port for outgoing traffic, using the IP address of the egress interface
as the source IP address and a random higher port for the source port. If required,
more granular policies can be created to permit/deny certain traffic.

[edit]

user@host# edit security policies from-zone trust to-zone untrust
[edit security policies from-zone trust to-zone untrust]

user@host# set policy any-permit match source-address any
user@host# set policy any-permit match destination-address any
user@host# set policy any-permit match application any
user@host# set policy any-permit then permit source-nat interface
user@host# top
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27.

28.

20.

user@host# exit

Note that the security policy should be below the tunnel policy in the hierarchy
because the policy list is read from top to bottom. If this policy were above the
tunnel policy, then the traffic would always matche this policy and would not
continue to the next policy. Thus no user traffic would be encrypted. To move the
tunnel policy above the any-permit policy, use the insert policy command as shown
below:

[edit]

user@host# edit security policies from-zone trust to-zone untrust
[edit security policies from-zone trust to-zone untrust]

user@host# insert policy tunnel-policy-out before policy any-permit
user@host# top

user@host# exit

Configure the tcp-mss (TCP maximum segment size) setting for TCP traffic across
the tunnel.

TCP-MSS is negotiated as part of the TCP 3-way handshake. It limits the maximum
size of a TCP segment to accommodate the maximum transmission unit (MTU)
limits on a network. This is very important for VPN traffic as the IPsec encapsulation
overhead along with the IP and frame overhead can cause the resulting ESP packet
to exceed the MTU of the physical interface, causing fragmentation. Fragmentation
increases the bandwidth and device resources usage, and it should always be best
avoided.

The recommended value to use for tcp-mss is 1350 for most Ethernet-based
networks with an MTU of 1500 or higher. This value may need to be altered if any
device in the path has a lower value of MTU or if there is any added overhead such
as PPP, Frame Relay, and so on. As a general rule, you may need to experiment with
different tcp-mss values to obtain optimal performance.

user@host# set security flow tcp-mss ipsec-vpn mss mss-value

Example:

[edit]

user@host# set security flow tcp-mss ipsec-vpn mss 1350
[edit]

user@host# commit and-quit

commit complete

Exiting configuration mode

This step provides information on SSG device configuration. Because the focus of
this example is on Junos OS configuration and troubleshooting, the SSG device
configuration is explained briefly in this step.

To show the configuration settings in Figure 1 on page 14, a sample of the relevant
configurations is provided from an SSG5 device strictly for reference.

However, the concepts with regard to configuration of policy-based VPNs for Juniper
Networks Firewall/VPN products are available in the Concepts and Examples (C&E)
guides. For more information, see the Concepts & Examples ScreenOS Reference
Guide available at http://www.juniper.net/techpubs/software/screenos/.

The following example is a relevant sample of an SSG5 configuration:
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Verification

user@host# set interface ethernet0/6 ip 192.168.168.1/24

user@host# set interface ethernet0/6 route

user@host# set interface ethernet0/0 ip 2.2.2.2/30

user@host# set interface ethernet0/0 route

user@host# set flow tcp-mss 1350

user@host# set domain juniper.net

user@host# set hostname ssg5

user@host# set pki X509 default cert-path partial

user@host# set pki xX509 dn country-name "US"

user@host# set pki x509 dn state-name "CA"

user@host# set pki x509 dn local-name "Sunnyvale"

user@host# set pki x509 dn org-name "Juniper Networks"

user@host# set pki X509 dn org-unit-name "Sales"

user@host# set pki x509 dnip 2.2.2.2

user@host# set dns host dns1 4.2.2.1

user@host# set dns host dns2 4.2.2.2

user@host# set address "Trust" "local-net" 192.168.168.0 255.255.255.0

user@host# set address "Untrust" "corp-net" 10.10.10.0 255.255.255.0

user@host# set ike gateway "corp-ike" address 1.1.1.2 Main outgoing-interface
ethernet0/0 proposal "rsa-g2- 3des-sha"

user@host# set vpn "corp-vpn" gateway "corp-ike" replay tunnelidletime O sec-level
standard

user@host# set policy id 11 from "Trust" to "Untrust" "local-net" "corp-net" "ANY"
tunnel vpn "corp-vpn" pairpolicy 10

user@host# set policy id 10 from "Untrust" to "Trust" "corp-net" "local-net" "ANY"
tunnel vpn "corp-vpn" pairpolicy 11

user@host# set policy id 1 from "Trust" to "Untrust" "ANY" "ANY" "ANY" nat src
permit

user@host# set ntp server "130.126.24.24"

user@host# set route 0.0.0.0/0 interface ethernet0/0 gateway 2.2.2.1

Verification and troubleshooting of the IKE and IPsec are similar to that site-to-site VPNs
using preshared keys except for the use of the certificate for IKE identification,
authentication, and encryption methods.

For more information, see the following:

« Juniper Networks’ Knowledge Base at http:/kb.juniper.net.

Use Knowledge Base ID: KB10182KB10182 for list of application notes related to VPN
configuration and troubleshooting information.

« Configuration Guides available at http://www.juniper.net/techpubs/.

Use the following steps to verify the IKE and IPsec configuration:

« Confirm IKE Phase 1 Status on page 30

« Get Details on Individual Security Associations on page 30
« Confirming IPsec Phase 2 Status on page 31

« Display IPsec Security Association Details on page 32

« Check IPsec SA Statistics on page 33
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Purpose

Action

Meaning

Purpose

Action

« Test Traffic Flow Across the VPN on page 34

« Confirm the Connectivity on page 34
Confirm IKE Phase 1 Status

To confirm the VPN status by checking any IKE Phase 1 security associations status.

PKl related to IPsec tunnels is formed during Phase 1 setup. Completion of Phase 1
indicates that PKI was successful.

user@host> show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode
202.2.2.2 UP af4f78bc135e4365 48a35f853ee95d21 Main

The output indicates that

« Theremote peeris2.2.2.2 and the statusis UP, which means the successful association
of Phase 1 establishment.

. The remote peer IKE ID, IKE policy, and external interfaces are all correct.

« Index 20 is unique value for each IKE security association. You can use this output
details to get further details on each security association. See “Get Details on Individual
Security Associations” on page 30.

Incorrect output would indicate that:

. The remote peer status as Down.
« There are no IKE security associations .

. There are IKE policy parameters, such as the wrong mode type (Aggr or Main), PKI
issues, or Phase 1 proposals (all must match on both peers). For more information, see
“Troubleshooting IKE, PKI, and IPsec Issues” on page 35.

. External interface is invalid for receiving the IKE packets. Check the configurations for
PKl-related issues or check kmd log for any other errors or run traceoptions to find the
mismatch. For more information, see “Troubleshooting IKE, PKI, and IPsec Issues” on
page 35.

Get Details on Individual Security Associations

Get details on individual IKE security associations (SAs).

user@host> show security ike security-associations index 20 detail

IKE peer 2.2.2.2, Index 20,

Role: Responder, State: UP

Initiator cookie: af4f78bcl135e4365, Responder cookie: 48a35f853ee95d21
Exchange type: Main, Authentication method: RSA-signatures

Local: 1.1.1.2:500, Remote: 2.2.2.2:500

Lifetime: Expires in 23282 seconds

Algorithms:

Authentication : shal

Encryption : 3des-chc
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Pseudo random function: hmac-shal

Traffic statistics:

Input bytes : 10249

Output bytes : 4249

Input packets: 10

Output packets: 9

Flags: Caller notification sent

IPsec security associations: 2 created, 1 deleted
Phase 2 negotiations in progress: 0

Meaning The output displays the details of the individual IKE SAs such as role (initiator or
responder), status, exchange type, authentication method, encryption algorithms, traffic
statistics, Phase 2 negotiation status, and so on.

You can use the output data to:

. Know therole of the IKE SA. Troubleshooting is easier when the peer has the responder
role.

. Get the traffic statistics to verify the traffic flow in both directions.
. Get the number of IPsec security associations created or in progress.

. Get the status of any completed Phase 2 negotiations.

Confirming IPsec Phase 2 Status

Purpose View IPsec (Phase 2) security associations.
Phase 2 happens same was as it does with non-certificate-based VPNs.

When IKE Phase 1is confirmed, view the IPsec (Phase 2) security associations.

Action user@host> show security ipsec security-associations

total configured sa: 2

ID Gateway Port Algorithm SP1 Life:sec/kb Mon vsys

<2 2.2.2.2 500 ESP:3des/shal bcelc6e0 1676/ unlim- 0
>2 2.2.2.2 500 ESP:3des/shal l1a24eab9 1676/ unlim - O

Meaning The output indicates that

. Thereis a configured IPsec SA pair available . The port number 500 indicates that a
standard IKE port is used. Otherwise, it is Network Address Translation-Traversal
(NAT-T), 4500, or random high port.

. The security parameter index (SPI) is used for both directions. The lifetime or usage
limits of the SA is expressed either in seconds or in kilobytes. In the output, 1676/ unlim
indicates Phase 2 lifetime is set to expire in 1676 seconds and there is no specified
lifetime size.

. The ID number shows the unique index value for each IPsec SA.

« Ahyphen (-) in the Mon column indicates that VPN monitoring is not enabled for this
SA.

« The virtual system (vsys) is zero, which is the default value.
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o NOTE: Phase 2 lifetime can be different from the Phase 1 lifetimebecause
Phase 2 is not dependent on Phase 1 after the VPN is up.

0 NOTE: For information on VPN monitoring, refer to the complete
documentation for Junos OS available at http://www.juniper.net/techpubs/.

Display IPsec Security Association Details

Purpose Display the individual IPsec SA details identified by the index number.

Action user@host> show security ipsec security-associations index 2 detail
Virtual-system: Root
Local Gateway: 1.1.1.2, Remote Gateway: 2.2.2.2
Local Identity: ipv4_subnet(any:0,[0..7]=10.10.10.0/24)
Remote ldentity: ipv4_subnet(any:0,[0..7]=192.168.168.0/24)
DF-bit: clear
Policy-name: tunnel-policy-out
Direction: inbound, SPI: bcelc6e0, AUX-SPI: O
Hard lifetime: Expires in 1667 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 1093 seconds
Mode: tunnel, Type: dynamic, State: installed, VPN Monitoring: -
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbc
Anti-replay service: enabled, Replay window size: 32
Direction: outbound, SPI: la24eab9, AUX-SPI: O
Hard lifetime: Expires in 1667 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 1093 seconds
Mode: tunnel, Type: dynamic, State: installed, VPN Monitoring: -
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbc
Anti-replay service: enabled, Replay window size: 32
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Meaning The output displays the local Identity and the remote Identity.

Note that a proxy ID mismatch may cause Phase 2 completion to fail. The proxy ID is
derived from the tunnel policy (for policy-based VPNs). The local address and remote
address are derived from the address book entries, and the service is derived from the
application configured for the policy.

If Phase 2 fails due to a proxy ID mismatch, verify which address book entries are
configured in the policy and ensure that the correct addresses are sent. Also ensure that
the ports are matching. Double-check the service to ensure that the ports match for the
remote and local servers.

e NOTE: If multiple objects are configuredinatunnel policy for source address,
destination address, or application then the resulting proxy ID for that
parameter is changed to zeroes.

For example, assume the following scenario for a tunnel policy:
« Local addresses of 10.10.10.0/24 and 10.10.20.0/24

« Remote address of 192.168.168.0/24

« Application as junos-http

The resulting proxy ID is local 0.0.0.0/0, remote 192.168.168.0/24, service
80.

The resulting proxy IDs can affect the interoperability if the remote peer is
not configured for the second subnet. Also if you are employing a third-party
vendor’s application, you may have to manually enter the proxy ID to match.

If IPsec fails to complete, then check the kmd log or set traceoptions. For
more information, see “Troubleshooting IKE, PKI,and IPsec Issues” on page 35.

Check IPsec SA Statistics

Purpose Check statistics and errors for an IPsec SA.

For troubleshooting purpose, check the Encapsulating Security Payload/Authentication
Header (ESP/AH) counters for any errors with a particular IPsec SA.

Action user@host> show security ipsec statistics index 2
ESP Statistics:
Encrypted bytes: 674784
Decrypted bytes: 309276
Encrypted packets: 7029
Decrypted packets: 7029
AH Statistics:

Input bytes: 0
Output bytes: 0
Input packets: 0
Output packets: 0
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Meaning

Purpose

Action

Purpose

Action

Meaning

Errors:

AH authentication failures: 0, Replay errors: 0O

ESP authentication failures: 0, ESP decryption failures: 0
Bad headers: 0, Bad trailers: 0

An error value of zero in the output indicates a normal condition.

We recommend running this command multiple times to observe any packet loss issues
across a VPN. Output from this command also displays the statistics for encrypted and
decrypted packet counters, error counters, and so on.

You must enable security flow traceoptions to investigate which ESP packets are
experiencing errors and why. For more information, see “Troubleshooting IKE, PKI, and
IPsec Issues” on page 35.

Test Traffic Flow Across the VPN

Test traffic flow across the VPN after Phase 1 and Phase 2 have completed successfully.
You can test traffic flow by using the ping command. You can ping from local host to
remote host. You can also initiate pings from the Junos device itself.

This example shows how to initiate a ping request from the Junos device to the remote
host. Note that when pings are initiated from the Junos device, the source interface must
be specified to ensure that the correct route lookup takes place and the appropriate
zones are referenced in the policy lookup.

In this example, the ge-0/0/0.0 interface resides in the same security zone as the local
host and must be specified in the ping request so that the policy lookup can be from zone
trust to zone untrust.

user@host> ping 192.168.168.10 interface ge-0/0/0 count 5

PING 192.168.168.10 (192.168.168.10): 56 data bytes

64 bytes from 192.168.168.10: icmp_seq=0 ttl=127 time=8.287 ms
64 bytes from 192.168.168.10: icmp_seq=1 ttl=127 time=4.119 ms
64 bytes from 192.168.168.10: icmp_seg=2 ttl=127 time=5.399 ms
64 bytes from 192.168.168.10: icmp_seq=3 ttl=127 time=4.361 ms
64 bytes from 192.168.168.10: icmp_seq=4 ttl=127 time=5.137 ms
--- 192.168.168.10 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 4.119/5.461/8.287/1.490 ms

Confirm the Connectivity

Confirm the connectivity between a remote host and a local host.

ssg5-> ping 10.10.10.10 from ethernet0/6

Type escape sequence to abort
Sending 5, 100-byte ICMP Echos to 10.10.10.10, timeout is 1 seconds from
ethernet0/6

Success Rate is 100 percent (5/5), round-trip time min/avg/max=4/4/5 ms

You can confirm end-to-end connectivity by using the ping command from the remote
host to the local host. In this example, the command is initiated from the SSG5 device.
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Failed end-to-end connectivity may indicate an issue with routing, policy, end host, or
encryption/decryption of the ESP packets. To verify the exact causes of the failure:

. Check IPsec statistics for details on errors as described in “Check IPsec SA Statistics”
on page 33.

« Confirm end host connectivity by using the ping command from a host on the same
subnet asthe end host. If the end host is reachable by other hosts, then you can assume
that the issue is not with the end host.

. Enable security flow traceoptions for troubleshooting the routing-and -policy-related
issues.

The details are not covered in this example, but you can get more details in VPN-related
application notes for Junos OS available at http://kb.juniper.net/.

Troubleshooting IKE, PKI, and IPsec Issues

Problem

Solution

The basic troubleshooting steps are as follows:

1. Identifying and isolating the problem.

2. Debugging the problem.

The common approach of starting troubleshooting is with the lowest layer of the OSI
layers and working your way up the OSl stack to confirm the layer in which the failure
occurs. The steps for troubleshooting IKE, PKI, and IPsec are as follows:

« Confirmthe physical connectivity of the Internet link at the physical and data link levels.

« Confirmthat the Junos device has connectivity to the Internet next hop and connectivity
to the remote IKE peer.

« Confirm IKE Phase 1 completion.
. Confirm IKE Phase 2 completion if IKE Phase 1 completion is successful.

« Confirm the traffic flow across the VPN (if the VPN is up and active).

Junos OS includes the traceoptions feature. Using this feature, you can enable a
traceoption flag to write the data from the traceoption to a log file, which may be
predetermined or manually configured and stored in flash memory. These trace logs can
be retained even after a system reboot. Check the available flash storage before
implementing traceoptions.

You can enable the traceoptions feature in configuration mode and commit the
configuration to use the traceoptions feature. Similarly to disable traceoptions, you must
deactivate traceoptions in configuration mode and commit the configuration.

Check the Free Disk Space on Your Device
Check the statistics on the free disk space in your device file systems.
user@host> show system storage

Filesystem Size Used Avail Capacity Mounted on
/dev/adOsla 213M 74M 137M 35% /
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Problem

Solution

Problem

devfs 1.0K 1.0K OB 100% /dev

devfs 1.0K 1.0K OB 100% /dev/

/dev/md0 180M 180M OB 100% /junos

/cf 213M 74M 137M 35% /junos/cf

devfs 1.0K 1.0K OB 100% /junos/dev/
procfs 4.0K 4.0K 0B 100% /proc
/dev/bo0Osle 24M 13K 24M 0% /config
/dev/mdl 168M 7.6M 147M 5% /mfs
/cf/var/jail 213M 74M 137M 35% /jail/var

The /dev/adOsla represents the onboard flash memory and is currently at 35% capacity.

0 NOTE: You can view the available system storage in the J-Web interface
under the System Storage option.

e NOTE: You can enable traceoptions to log the trace data to the filenames
specified or to the default log file to receive the output of the tracing operation.

The output of the traceoptions is placed in /var/log/kmd.

Check the Log Files to Verify Different Scenarios and Upload Log Files to an FTP

View the log files to check security IKE debug messages, security flow debugs, and the
state of logging to the syslog.

user@host> show log kmd
user@host> show log pkid
user@host> show log security-trace
user@host> show log messages

e NOTE: You can view a list of all logs in the /var/log directory by using the
show log command.

Log files can also be uploaded to an FTP server by using the file copy command.

(operational mode):
user@host> file copy path/filename dest-path/filename
Example:

user@host> file copy /var/log/kmd ftp://10.10.10.10/kmd.log
ftp://10.10.10.10/kmd.log 100% of 35 kB 12 MBps

Enable IKE Traceoptions to View Messages on IKE

To view success or failure messages for IKE or IPsec, you can view the key management
process (kmd) log by using the show log kmmd commmand. Because the kmd log displays
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some general messages, it may be useful to obtain additional details by enabling IKE
and PKI traceoptions.

0 NOTE: Generally, it is best practice to troubleshoot the peer which has the
responder role. You must obtain the trace output from the initiator and
responder to understand the cause of a failure.

Configure IKE tracing options.

Solution user@host> configure
Entering configuration mode

[edit]
user@host# edit security ike traceoptions
[edit security ike traceoptions]

user@host# set file ?

Possible completions:

<filename> Name of file in which to write trace information
files Maximum number of trace files (2..1000)

match Regular expression for lines to be logged
no-world-readable Don"t allow any user to read the log file
size Maximum trace file size (10240..1073741824)
world-readable Allow any user to read the log file

[edit security ike traceoptions]

user@host# set flag ?

Possible completions:

all Trace everything

certificates Trace certificate events

database Trace security associations database events
general Trace general events

ike Trace IKE module processing

parse Trace configuration processing
policy-manager Trace policy manager processing
routing-socket Trace routing socket messages
timer Trace internal timer events

e NOTE: If you do not specify file names for the <filename> field, then all IKE
traceoptions are written to the kmd log.

You must specify at least one flag option to write trace data to the log. For example:

. file size — Maximum size of each trace file, in bytes. For example 1m or 1000000 can
generate a maximum file size of 1 MB.

. files — Maximum number of trace files to be generated and stored in flash.
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Solution

Problem

Solution

o NOTE: You must commit your configuration to start the trace.

Enable PKI Traceoptions to View Messages on IPsec

Enable PKI traceoptions to identify whether an IKE failure is related to the certificate or
to a non-PKlissue.

user@host> configure
Entering configuration mode

[edit]
user@host# edit security pki traceoptions
[edit security pki traceoptions]

user@host# set file ?

Possible completions:

<filename> Name of file in which to write trace information
Ffiles Maximum number of trace files (2..1000)

match Regular expression for lines to be logged
no-world-readable Don"t allow any user to read the log file
size Maximum trace file size (10240..1073741824)
world-readable Allow any user to read the log file

[edit security pki traceoptions]

user@host# set flag ?

Possible completions:

all Trace with all flags enabled

certificate-verification PKI certificate verification tracing
online-crl-check PKI online crl tracing

Setting up IKE and PKI Traceoptions to Troubleshoot IKE Setup Issues with
Certificates

Configure the recommended settings for IKE and PKI traceoptions.

o NOTE: ThelKE and PKltraceoptions use the same parameters, but the default
filename for all PKl-related traces is found in the pkid log.

user@host> configure
Entering configuration mode

[edit]

user@host# edit security ike traceoptions
[edit security ike traceoptions]
user@host# set file size Im

user@host# set flag ike

user@host# set flag policy-manager
user@host# set flag routing-socket
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user@host# set flag certificates

[edit security ike traceoptions]

user@host# top edit security pki traceoptions
[edit security pki traceoptions]

user@host# set file size Im

[edit security pki traceoptions]

user@host# set flag all

[edit security pki traceoptions]

user@host# commit and-quit

commit complete

Exiting configuration mode

Analyzing the Phase 1 Success Message

Problem Understand the output of the show log kmd command where the IKE Phase 1and Phase
2 conditions are successful.

Solution Nov 7 11:52:14 Phase-1 [responder] done for local=ipv4(udp:500,[0..3]=
1.1.1.2) remote=fqdn(udp:500, [0..15]=ssg5.juniper.net)
Nov 7 11:52:14 Phase-2 [responder] done for
pl_local=ipv4(udp:500,[0..3]=1.1.1.2)
pl_remote=Fqdn(udp:500, [0..15]=ssg5. juniper.net)
p2_local=ipv4_subnet(any:0,[0..7]=10.10.10.0/24)
p2_remote=ipv4_subnet(any:0,[0..7]=192.168.168.0/24)

The sample output indicates:

« 111.2 — Local address.
. ssg5.juniper.net — Remote peer (hostname with FODN).
. udp: 500 — Indicates that no NAT-T was negotiated.

. Phase1[responder] done — Indicates the Phase 1 status, along with the role (initiator
or responder).

. Phase 2 [responder] done — Indicates the Phase 1 status with proxy ID information.

You can also confirm the IPsec SA status by using the verification commands mentioned
in “Confirm IKE Phase 1 Status” on page 30.

Analyzing the Phase 1 Failure Message (Proposal Mismatch)

Problem Understand the output of the show log kmd command, where the IKE Phase 1 condition
is a failure. This procedure helps in determining the reason for the VPN not establishing
Phase 1.

Solution Nov 7 11:52:14 Phase-1 [responder] failed with error(No proposal chosen) for
local=unknown(any:0,[0..0]1=) remote=fqdn(udp:500,[0..15]=ssg5.juniper.net)
Nov 7 11:52:14 1.1.1.2:500 (Responder) <-> 2.2.2.2:500 { 011359c9 ddef501d -
2216ed2a bfc50f5F [-
1] /7 0x00000000 } IP; Error = No proposal chosen (14)
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The sample output indicates that

. 11.1.2 —Is the the local address

. ssg5.juniper.net — Indicates the remote peer (hostname with FQDN)

. udp: 500 — Indicates that no NAT-T was negotiated.

. Phase-1[responder] failed with error (No proposal chosen) — Indicates Phase 1 failure

because of proposal mismatch.

To resolve this issue, ensure that the parameters for the IKE gateway Phase 1 proposals
on both the responder and the initiator match. Also confirm that a tunnel policy exists
for the VPN.

Analyzing the Phase 1 Failure Message (Authentication Failure)

Understand the output of the show log kmd command when the IKE Phase 1 condition
is a failure. This helps in determining the reason for the VPN not establishing Phase 1.

Nov 7 12:06:36 Unable to find phase-1 policy as remote peer:2.2.2.2 is not
recognized.

Nov 7 12:06:36 Phase-1 [responder] failed with error(Authentication failed) for
local=ipv4(udp:500,[0..3]=1.1.1.2) remote=ipv4(any:0,[0..3]=2.2.2.2)

Nov 7 12:06:36 1.1.1.2:500 (Responder) <-> 2.2.2.2:500 { f725ca38 dad47583 -
dablbad4c ae26674b [-

1] /7 0x00000000 } IP; Error = Authentication failed (24)

The sample output indicates that

« 11.1.2 —Is the local address
. 2.2.2.2 —Is the remote peer

. Phase 1[responder] failed with error (Authentication failed) — Indicates Phase 1 failure
due to the responder’s not recognizing the incoming request originating from a valid
gateway peer. In the case of IKE with PKI certificates, this failure typically indicates
that an incorrect IKE ID type was specified or entered.

To resolve this issue, confirm that the correct peer IKE ID type is specified on the local
peer based on the following:

. How the remote peer certificate was generated

. SubjectAlternativeName or DN information in the received remote peer certificate

Analyzing the Phase 1 Failure Message (Timeout Error)

Understand the output of the show log kmd command when the IKE Phase 1 condition
is a failure.

Nov 7 13:52:39 Phase-1 [responder] failed with error(Timeout) for
local=unknown(any:0,[0..0]=)
remote=ipv4(any:0,[0..3]=2.2.2.2)
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The sample output indicates that:

« 11.1.2 —Is the local address
o 2.2.2.2 —Is the remote peer
. Phase1[responder] failed with error(Timeout) — Indicates Phase 1 failure.

This error indicates that either the IKE packet is lost enroute to the remote peer or there
is a delay or no response from the remote peer.

Because this timeout error is the result of waiting on a response from the PKI daemon,
you must review the PKI traceoptions output to see whether there is a problem with PKI.

Analyzing the Phase 2 Failure Message

Problem Understand the output of the show log kmd command when the IKE Phase 2 condition
is a failure.

Solution Nov 7 11:52:14 Phase-1 [responder] done for local=ipv4(udp:500,[0..3]=
1.1.1.2) remote=fqdn(udp:500, [0..15]=ssg5.juniper.net)
Nov 7 11:52:14 Failed to match the peer proxy ids
p2_remote=ipv4_subnet(any:0,[0..7]=192.168.168.0/24)
p2_local=ipv4_subnet(any:0,[0..7]=10.10.20.0/24) for the remote
peer:ipv4(udp:500,[0..3]=2.2.2.2)
Nov 7 11:52:14 KMD_PM_P2 POLICY_LOOKUP_FAILURE: Policy lookup for Phase-2
[responder] failed for
pl_local=ipv4(udp:500,[0..3]=1.1.1.2) pl_remote=ipv4(udp:500,[0..3]=2.2.2.2)
p2_local=ipv4_subnet(any:0,[0..7]=10.10.20.0/24)
p2_remote=ipv4_subnet(any:0,[0..7]=192.168.168.0/24)
Nov 7 11:52:14 1.1.1.2:500 (Responder) <-> 2.2.2.2:500 { 41f638eb cc22bbfe -
43fd0e85 b4f619d5 [0]
/ Oxc77fafcf } QM; Error = No proposal chosen (14)

The sample output indicates that

« 11.1.2 —Is the local address.
. ssg5.juniper.net — Is the remote peer (IKE ID type hostname with FQDN).
. Phase1[responder] done — Indicates Phase 1 success.

. Failed to match the peer proxy ids — Indicates that the incorrect proxy IDs are received.
In the previous sample, the two proxy IDs received are 192.168.168.0/24 (remote) and
10.10.20.0/24 (local) (for service=any). Based on the configuration givenin this example,
the expected local address is 10.10.10.0/24. This shows that there is a mismatch of
configurations on the local peer, resulting in the failure of proxy ID match.

To resolve this issue, correct the address book entry or configure the proxy ID on either
peer so that it matches the other peer.

The output also indicates the reason for failure is No proposal chosen. However in this
case also we also see the message Failed to match the peer proxy ids.
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Analyzing the Phase 2 Failure Message

Understand the output of the show log kmd command when the IKE Phase 2 condition
is a failure.

Nov 7 11:52:14 Phase-1 [responder] done for local=ipv4(udp:500,[0..3]=
1.1.1.2) remote=fqdn(udp:500,[0..15]=ssg5.juniper.net)

Nov 7 11:52:14 1.1.1.2:500 (Responder) <-> 2.2.2.2:500 { cd9dff36 4888d398 -
6b0d3933 fObc8e26 [0]

/ 0x1747248b } QM; Error = No proposal chosen (14)

The sample output indicates that:

« 11.1.2 —Is the local address.
. fgdn(udp:500,[0..15]=ssg5.juniper.net — Is the remote peer.
. Phase1[responder] done — Indicates Phase 1success.

« Error = No proposal chosen — Indicates that no proposal was chosen during Phase 2.
This issue is due to proposal mismatch between the two peers.

To resolve this issue, confirm that the Phase 2 proposals match on both peers.

Common Problems Related to IKE and PKI

Troubleshoot common problems related to IKE and PKI.

Enabling the traceoptions feature helps you to gather more information on the debugging
issues than is obtainable from the normal log entries. You can use the traceoptions log
to understand the reasons for IKE or PKI failures.

For detailed analysis on the IKE and PKI problems and traceoptions outputs, contact
Juniper Networks JTAC Support or visit the Juniper Networks Support Website at
http://www.juniper.net/support for further assistance.

Methods for troubleshooting the IKE -and-PKI-related issues:

. Ensure that the clock, date, time zone, and daylight savings settings are correct. Use
NTP to keep the clock accurate.

. Ensure that you use a two-letter country code in the "C=" (country) field of the DN.

For example: use “US” and not “USA” or “United States.” Some CAs require that the
Country field of the DN be populated, allowing you to enter the country code value
only with a two-letter value.

. Ensure that if a peer certificate is using multiple OU= or CN= fields, you are using the
distinguished name with container method (the sequence must be maintained and is
case sensitive).

. |f the certificate is not valid yet, check the system clock and, if required, adjust the
system time zone or just add a day in the clock for the quick test.
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. Ensure that a matching IKE ID type and value are configured.

. PKlmay fail due to a revocation check failure. To confirm this, temporarily disable
revocation check and see whether IKE Phase 1is able to complete.

To disable revocation checking, use the following command in configure mode:
set security pki ca-profile <ca-profile> revocation-check disable

commit

Related . Introductionto PKlin Junos OS on page 1
Documentation . Verifying the PKI Configuration on page 43
. Certificate Life Cycle Management Overview on page 5
. Certificate Administration Overview on page 7
. Appendix A: Frequently Asked Questions on page 49
. Appendix B: Administering Commmon Certificate Authorities on page 53
. Appendix C: DoD PKI Usage on page 67

. Appendix D: Simple Certificate Enrollment Protocol on page 70

. Glossary of PKI Related Terms on page 72

Verifying the PKI Configuration

Purpose To verify the PKI configuration.

Action Use the show configuration command to verify PKI configuration.

user@host>show configuration
system {

host-name host;
time-zone PST8PDT;
root-authentication {

encrypted-password "$1$wUchK29B$IACQWVtsyF2PBIKtl1Air."; ## SECRET-DATA
1
name-server {

42217

4.2.2.2;
1
services {

ssh;

telnet;

web-management {

http {
interface ge-0/0/0.0;
1

}
1
syslog {

user * {
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any emergency;
}
file messages {
any any;
authorization info;
}
file interactive-commands {
interactive-commands any;
}
1
}
interfaces {
ge-0/0/0 {
unit 0 {
family inet {
address 10.10.10.1/24;
1
1
}
ge-0/0/3 {
unit 0 {
family inet {
address 1.1.1.2/30;
1
1
}
1
routing-options {
static {
route 0.0.0.0/0 next-hop 1.1.1.1;
}
1
security {
ike {
traceoptions {
flag ike;
flag policy-manager;
flag routing-socket;
flag certificates;
}
proposal rsa-propl {
authentication-method rsa-signatures;
dh-group group2;
authentication-algorithm shal;
encryption-algorithm 3des-cbc;
}
policy ike-policy1 {
mode main;
proposals rsa-propl;
certificate {
local-certificate ms-cert;
trusted-ca use-all;
peer-certificate-type x509-signature;
1
1

gateway ike-gate {
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ike-policy ike-policyT;
dynamic hostname ssg5.juniper.net;
external-interface ge-0/0/3;
}
}
ipsec {
policy vpn-policy1 {
perfect-forward-secrecy {
keys group2;
1
proposal-set standard;
1
vpn ike-vpn {
ike {
gateway ike-gate;
ipsec-policy vpn-policyT;
1
1
}
zones {
security-zone untrust {
address-book {
address remote-net 192.168.168.0/24;
1
host-inbound-traffic {
system-services {
ike;
}
1

interfaces {
ge-0/0/3.0;
1
}
security-zone trust {
address-book {
address local-net 10.10.10.0/24;
1
host-inbound-traffic {
system-services {
all;
}
1

interfaces {
ge-0/0/0.0;
1
}
}
policies {
from-zone trust to-zone untrust {
policy tunnel-policy-out {
match {
source-address local-net;
destination-address remote-net;
application any;
}
then {
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permit {
tunnel {
ipsec-vpn ike-vpn;
pair-policy tunnel-policy-in;
1
1
}
1
policy any-permit {
match {
source-address any;
destination-address any;
application any;
}
then {
permit {
source-nat {
interface;

}
}
}
}

from-zone untrust to-zone trust {
policy tunnel-policy-in {
match {
source-address remote-net;
destination-address local-net;
application any;
}
then {
permit {
tunnel {
ipsec-vpn ike-vpn;
pair-policy tunnel-policy-out;

flow {
tcp-mss {
ipsec-vpn {
mss 1350;
}
1
}
pki {
ca-profile ms-ca {
ca-identity labdomain.com;
revocation-check {
crl {
url http://labsrvl.labdomain.com/CertEnroll/LABDOMAIN.crl;
}
1
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1
traceoptions {
file size 1m;
flag all;
}
}
1

0 NOTE: In the above output sample of show configuration commmand,
highlighted lines are for traceoption configurations for troubleshooting
purposes.

Related . Introductionto PKlin Junos OS on page 1

Documentation . Example: Configuring the PKIlin Junos OS on page 13
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CHAPTER 3

Appendixes

This topic includes the following sections:

« Appendix A: Frequently Asked Questions on page 49

« Appendix B: Administering Common Certificate Authorities on page 53
« Appendix C: DoD PKI Usage on page 67

« Appendix D: Simple Certificate Enrollment Protocol on page 70

« Glossary of PKI Related Terms on page 72

Appendix A: Frequently Asked Questions

« Does Juniper Networks provide a CA with its products?

No. If you want to use a public key infrastructure (PKI), you must obtain third party
certificate authority (CA) software to implement the PKI or use a service such as
Verisign.

- What version of X.509 certificates are supported (V1 or V3)?

Juniper Networks support both versions of X.509 certificates. However, you must use
V3 if you want to use the SubjectAlternativeName extension field for a non-DN
(distinguished name) Internet Key Exchange (IKE) ID type (for example, IP address,
e-mail address, or fully qualified domain name [FODN]).

. Does the Junos device support multiple certificates?

Yes, the Junos device can generate multiple key pairs, and multiple certificate requests,
and have multiple local certificates loaded. The specific quantity of certificates depends
on the particular platform.

. Canthe Junos device use the same DN for different local certificates?

The Junos device does not support multiple certificates with the same subject (or DN)
name on a single Junos device. Therefore, we recommend using a separate subject
name for every key pair to avoid confusion. Some CAs also have limitations on
supporting multiple key pairs for the same subject name.

. Canthe Junos device auto-generate common name (CN) field values such as FQDN
and serial number in the DN?
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The Junos device does not auto-generate CN values such as FQDN and serial number.
The FODN or any other CN values must be specified during the certificate request
procedure.

Does the Junos device support a hierarchical certificate authority (CA) chain?

Yes, the Junos device can validate certificates up through a chain of CA certificates.
How many levels of a certificate authority (CA) chain can the Junos device validate?
Seven.

I have many levels in my certificate authority (CA) chain, and my CRL Distribution
Point (CDP) servers are slow; How do | keep IKE from timing out?

Try adjusting the refresh interval for the certificate revocation list (CRL) so that the
CRL is not checked very frequently. This is at the expense of potentially allowing a
certificate which may have been revoked by the CA.

Does Juniper Networks support PKCS10 for certificate requests?

Yes, PKCSI10 certificate requests can be generated by the Junos device. These certificate
requests can be copied using the command-line interface (CLI), sent through e-mail,
or uploaded to an FTP server.

Does Juniper Networks support PKCS12 certificate packages?

No, the Junos device does not accept a PKCSI12 file. The Junos device must generate
its own private key. Also, a Junos device does not generate a PKCSI12 file for exporting
its private/public keys and certificate. This approach provides more protection and
reduces the possibility that someone could steal a device’s keys and thereby
impersonate that device.

Does the private key ever leave the Junos device?

No, but in future Junos OS Releases, the private key may be copied from the active to
the backup unit of a device if that device is part of chassis clustering or a Junos Services
Redundancy Protocol (JSRP) pair as an RTO (run-time object).

What special characters should | avoid?

We support printable strings, minus reserved characters. We use as delimiters such as
the comma. Names with an underscore (_) can also potentially cause problems.

What RFC does Juniper support for public key infrastructure (PKI)?

We follow RFC3280. We also have all the required security features of RFC2459 (the
predecessor of RFC3280).

What are the PKI objects stored in flash and run-time memory?

Certificate authority (CA) certificate, CA certificate revocation list (CRL), CA profile
configuration, local key pair, and local certificate or pending certificate.

How are these PKI objects related?

Each CA certificate typically uses three objects (CA certificate, CRL, and CA profile
configuration). Each local certificate uses two objects (certificate and key pair). A
pending certificate is a PKCSI10 file that has been generated and sent to a CA. When
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the signed certificate from the CA is installed the pending certificate object is replaced
with the local certificate.

. What are average sizes for PKI| objects?

Average sizes of items:

- CRLsvary, depending on how many certificates a particular CA has revoked: minimum
of 300 bytes to a maximum of 5SMB.

- Certificates average 2K bytes each.
- Key pairs average 1K bytes each.
- CA profile configurations average 500 bytes each.

« What is the maximum size of a CRL?

The maximum size supported in Junos OS Release 8.5is 5 MB.
. How do you disable CRL checking?

CRL checking is configurable per CA profile.

The command syntax for disabling CRL checking is — set security pki caprofile ca-profile
revocation-check disable followed by commit.

. Why does the Junos device not use or support two sets of keys for a virtual private
network (VPN)?

In general, while setting up a PKI for e-mail and file encryption and signing, you should
use two sets of keys. While you certainly want two sets of keys when encrypting e-mails
and files (one set for signing and one set for encryption) you do not need two sets for
the VPN. RSA keys are used only for authentication in IPsec, and so you do not need
the second set of keys for things like long-term storage of encrypted material.

« Does Juniper Networks support CA Cross-certification? In other words, if one Junos
device uses a certificate fromoneroot CA, and another Junos device uses a certificate
from adifferentroot CA, are cross-certified. Can these two certificates validate each
other's certificates and form the VPN tunnel properly?

Yes, it can be done by using the PKCS7 certificate type. Using cross-certification, we
can form a full certificate path to the root certificate stored locally.

« Which certificate formats does Junos OS supports?
Junos OS follows the PKI profile described in RFC 3280 and supports:
- Installation of end-entity (EE) or CA certificate

- Encode, including the X509 or PKCS7, DER or PEM
- Compatibility with X.509 v3 and handling of extensions defined in RFC3280.

. Does Junos OS support chassis clustering (high availability) for PKI certificates?

Junos OS Release 8.5 does not currently support high availability (HA) or JSRP with
PKI. Future releases may support the transferring of a device key pair and local
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certificates between two HA peers. Check release notes for upcoming releases to see
whether this is supported in releases later than 8.5.

How is the public key of a key pair bound to a certificate request?

When generating a new key pair, a certificate-ID must be specified. This certificate-ID
is also used for the certificate request and again when the local certificate is loaded.
To completely delete a certificate request and key pair, use the clear security pki
operational mode command. Two clear operations are needed: one to clear the
certificate request and another to clear the key pair.

Why not delete both the certificate and the key pair at the same time?

Some administrators prefer the ability to keep the same key pair and use a new
certificate with them. This allows deletion of the old certificate without destroying the
old key pair.

Does Junos OS support Digital Signature Algorithm (DSA) keys?

No, currently only RSA keys are supported. DSA keys may be supported in future
releases.

Is Junos ICSA certified?

Not yet, although many of the security features in Junos OS were sourced from Juniper
Networks ScreenOS products which are certified for version 1.2.

For more information regarding ICSA certification, see the ICSA Labs website at
http://www.icsalabs.com/.

Is OCSP supported for revocation checking?
Not currently, but it may be supported in a future release.
Are there special characters to consider when doing PKI?

Yes, the comma (,) is a special characterin ASN.1 DN and requires an escape character,
to use which is the backslash (\).

The UTF-8 encoded string should not have any of the following characters:

- A space or pound (#) character occurring at the beginning of the string;

- A space character occurring at the end of the string;

- One of the characters comma (,), plus (+), double quote(""), backslash (\), less
than or left triangle bracket (<), greater than or right triangle bracket (>), or
semi-colon (;).

If the comma (,) character needs to be escaped, then it should be prefixed by a
backslash (\) (ASCII 92).

I want my CRL Distribution Point (CDP) function to communicate through a VPN
tunnel. How do | set that up so the Junos device will source the IP from an internal
interface that matches a tunnel definition and not source the packet from the egress
(outgoing) interface which does not match a tunnel policy (even though that
interface is the tunnel endpoint/gateway IP itself)?
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This is currently not supported in Junos OS.

Related . Introductionto PKlin Junos OS on page 1
Documentation . Example: Configuring the PKIl in Junos OS on page 13
. Verifying the PKI Configuration on page 43

. Glossary of PKI Related Terms on page 72

Appendix B: Administering Common Certificate Authorities

This topic provides some basic concepts and examples of administrative procedures
using a Microsoft certificate authority (CA) and an open source CA from OpenSSL. This
information may help you to work with the administrator to enroll and use certificates
on the Junos device.

The choice of CA depends on whether you want a standalone CA solution or will rely on
a third party such as Verisign; this topic assumes that you want a standalone server for
which you will be the CA administrator.

This topic includes the following sections:

« Certificate Authorities Overview on page 53

« Microsoft Windows 2000 Certificate Authority on page 54
« OpenSSL CA Overview on page 61

« OpenSSL.cfg File Sample on page 63

Certificate Authorities Overview

Junos Networks supports the following vendors of CA:
« Verisign
« Entrust

« Microsoft Win2000 Advanced Server

0 NOTE: Although Juniper Networks does not support the Open source code
from OpenSSL officially, you can use it with Junos OS if set up properly.
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Microsoft Windows 2000 Certificate Authority

The Microsoft CA, provided on Windows 2000 advanced server, provides CA services
through a web interface, including support for a CRL Distribution Point (CDP). Microsoft
also supports a patch to activate Simple Certificate Enrollment Protocol (SCEP). Microsoft
does not support OCSP.

1. Inyour Web browser, type the Web address http://<host.domain>/certsrv. where
<host.domain> is the IP address of Microsoft CA server.

The initial welcome page is displayed, as shown in Figure 2 on page 54.

Figure 2: Downloading Microsoft CA Certificate—Initial Welcome Page

Microsoft Centificate Senices — TACLAB

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a
certificate, you will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-
mail messages, and more depending upon the type of cerificate you request

Select a task:
@ Retrieve the CA certificate or cerlificate revocation list
1 Request a cerificate
© Check on a pending certificate

| Ned> |

2. Select Retrieve the CA certificate or certificate revocation list and click Next.
The Retrieve the CA Certificate or Certificate Revocation List page is displayed.

3. Select the CA you want to use, and then click Download CA certificate, as shown in
Figure 3 on page 54.

Figure 3: Retrieve the CA Certificate or Certificate Revocation List

Microsofi Certificate Sepaces — TACLAB

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certificafion path to allow your computer to trust certificates issued from this certification authority.

It is not necessary to manually install the CA certification path if you request and install a certificate from this certification
authority, because the CA certification path will be installed for you automatically.

Choose file to download:
CA Cerificate: (SN 0. B0z

@ DE or_© Base 64 encoded

L Download CA cerific tﬁ\:
[)En %éﬁ i,é Eéﬁlfléi{l;n path

Download latest cerificate revocation list

54 Copyright © 2011, Juniper Networks, Inc.



Appendixes

A pop-up window appears that allows you to choose the location in which to save
the certificate. Choose a location on your local file system and save the certificate
with a .cer extension (for example, certnew.cer).

4. Select the Download latest certificate revocation list option on the Retrieve The CA
Certificate or Certificate Revocation List page, as shown in Figure 4 on page 55.

Figure 4: Download Latest Certificate Revocation List

Microsoft Centificate Services — TACLAB

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cerification path to allow your computer to trust certificates issued from this certification authority.

It is not necessary to manually install the CA certification path if yvou request and install a certificate from this cerification
authority, because the CA certification path will be installed for you automatically.

Choose file to download:
CA Certificate; ISR mr )

@ DER encoded or Base 64 encoded
Download CA cedificate

Download CA cerificationpath

<_Download latest cedificate revocation st >

A pop-up window appears that allows you to choose the location in which to save
the CRL. Choose a location on your local file system, and save the CRL with a .crl
extension (for example, certcrl.crl).

5. Return to the initial Welcome screen to request a certificate. Select Request a
Certificate and click Next, as shown in Figure 5 on page 55.

Figure 5: Request Certificate

Microsoft Certificate Serices — TACLAB

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a
certificate, you will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-
mail messages, and more depending upon the type of certificate you request.

Select a task:
' Retrieve the CA certificate or certificate revocation list
@ Request a certificate
Check on a pending certificate

[ Ne:ﬁlp ;i

6. On the Choose Request Type page, select the Advanced request option, as shown
in Figure 6 on page 56.
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Figure 6: Select Advanced Request

Microsoft Centficate Serices — TACLAB

Choose Request Type

Please select the type of request you would like to make:

© User certificate request

@ Advanced request

ublext

7. Onthe Advanced Certificate Requests page, select the PKCS #10 option, as shown
in Figure 7 on page 56.

Figure 7: Advanced Certificate Requests

Microsoft Certificate Serices — TACLAB

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Mote that the policy of
the certification authority (CA) will determine the certificates that you can obtain.

Submit a certificate request to this CA using a farm.

@ Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request using a base64 encoded PKCS
#7 file.

~ Request a certificate for a smart card on behalf of another user using the Smart Card Enrollment Station.
You must have an enrolfment agent cerlificate fo submit a request for another user

| Mext >

8. On the Submit a Saved Request page, you can paste a copy of the certificate request
into the page, as shown in Figure 8 on page 57, and click Submit.
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Figure 8: Submit a Saved Request

Microsoft Certificate Serices — TACLAB

Submit A Saved Request

Paste a base64 encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application
(such as a web server) into the request field to submit the request to the certification authority (CA).

Saved Request:

kleolSfRPRUCAWEARARWMCAGCSQESIL3DQEIDIER &
ZXJAenVuaXBlelSuZXQiMAOGCSqGSIbIDOEBBQUA
Basehd Encoded 64FRIMFtWzlLUodgIiinWXcdUaxTFHE3q) SzIxJ2v
Certificate Request LvMGvNgHvPT1Pf+ZRhaqfUpTyoMy7BUbpMuyR} 734/ 2
(PKCS #10 or #7); |C2hXPQzTE/ cgiTHACYS1wbYJ |8

Browse for a file to insent

Additional Attributes:

Attributes: -

Submit >

If the CA setup is configured to issue certificates automatically, then the Certificate
Issued window is displayed as shown in Figure 9 on page 57.

9. Click Download CA certificate to download your new local certificate, as shown in
Figure 9 on page 57.

Figure 9: Download New Local Certificate

Microsoft Ceriificate Senices — TACLAB

Certificate Issued

The certificate you requested was issued to you.

@ DER encoded or © Base 64 encoded

== Download CA cerdificate

Download CATEification path

0 NOTE: In Figure 9 on page 57, the downloaded certificate is your local
Junos device certificate; not a CA certificate, as appears on the screen.

If the CA is not configured to issue certificates automatically, then you or a CA
administrator must manually authorize the certificate request and generate the
certificate.
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Toretrieve a certificate that an administrator has issued, you can return to the Microsoft

CA home page (http://servername/certsrv).

10. On the Microsoft CA home page, click Check on a Pending Certificate.

If the certificate has been issued, the Certificate Issued Web page appears. From here

you can view the certificates.

1. Double-click the .cer file, and then click the Details tab to see all the certificate fields

and their values, as shown in Figure 10 on page 58.

Figure 10: View Certificate Details

| General | Details | Certification Path |

Show: [<ﬁ.l> -
Field Value =
|____L Version V3 |
E__ Serial number $43aea62000000000019 |= |
= signature algorithm chalRSA
E Issuer TACLAB, JTAC, JuniperNetwor...
|__,'u'a|id from Wednesday, November 07, 20...
|| valid to Friday, November 07, 2008 5t...
| Subject 1.1.1.2, john doe, sales, Juni...
[ o il s 0S4 f1N74 Bite) 2
CN = TACLAB
OU = JTAC
O = JuniperNetworks
L = Sunnyvale
S =CA
C=Us
E = avinashm @juniper.net

E;H'.F'::—:: fes...

Learn more about certificate details

——

12. Onthe Details tab, validate the SubjectAlternativeName field for a certificate. Ensure
that the SubjectAlternativeName includes the IKE ID types and values that are used
in the Junos device IKE gateway definition, as shown in Figure 11 on page 59.
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Figure 11: Validate SubjectAlternativeName Values

General | Details | Certification Path |

Show: %{.AI} *v]
Field Value A
|___I Issuer TACLAB, JTAC, JuniperNetwor...
1 __!Va[id from \Wednesday, November 07, 20...
| |vaid to Friday, November 07, 2008 5:... |=
|_subject 1.1,1.2, john doe, sales, Juni..
| Ipublic key RSA (1024 Bits)
3] subject Alternative Name RFC822 Name="user @juniper. .,
(31| subject Key Identifier 9247923622 4200 19b4 ...
6 s hharity Kew THantifiar KeulN=d-RI03 h? 41 41 78 a e

IRFC822 Name ="user @juniper.net”

Ediit 1'.'1:!;\":'.';55-..._ Copy to File...

Learn more about certificate details

oo ]

13. On the Details tab, you can also check the availability of a CDP. Figure 12 on page 60
shows the CDP field and value. Ensure that the hostname can be identified and reached

by the Junos device.
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Figure 12: View CDP Field and Value

Details | Certification Path |

Show: i{.ﬁb vl

Figld Value oy

[~ ]vaid to Friday, November 07, 2008 5:...

|| subject 1.1.1.2, john doe, sales, Juni...

[ publiic key RSA (1024 Bits)

@mbject Alternative Name RFCB22 Name="user@juniper... |

3] subject Key Identifier 92479 f236 3¢ 4200 19b4 ...

fsi | Authority Key Identifier KeylD=dc8398b2914178a...

@CRL Distribution Paoints [1JCRL Distribution Point: Distr...

6] 1 hharity Tnfnematinn Arrsce 11141 ihnrity Tnfn Arrace: Aer o

[1]CRL Distribution Point .
Distribution Point Name: T

Full Name:

m

IURL =ldap: ///CN=TACLAB,CN=TACLABSRV1,CN=CDP,CN=Public%:

20Key % =
205ervices, CN=Services, CN=Configuration,DC =tacdomain,DC =com?
certificateRevocationList?base?objectdass =cRLDistributionPoint

[2]CRL Distribution Point b

Learn more about certificate details

14. View certificate revocation list (CRL) information on the Certificate Revocation List
Information screen, as shown in Figure 13 on page 61.

60 Copyright © 2011, Juniper Networks, Inc.



Appendixes

Figure 13: View Certificate Revocation List Information

General | Revocation List |

- Certificate Revocation List Information

ol
=

Field Value

[ |version V2

[ |rssuer TACLAB, JTAC, JuniperNetworks, ...
!jEfFecﬁve date Tuesday, Movember 06, 2007 12:...
5;|Next update Wednesday, November 14, 2007 ...

| |signature algorithm  sha1RSA
E@JAuH‘mrit\r Key Iden... KeyID=dc3398b2914178aza...
1%.|CA version V0,0

Yalue:

Learn more about certificate revocation list

OpenSSL CA Overview

The OpenSSL code available at the http://www.openssl.org/ Web site, provides free and
simple command-line functionality to use in certificate authorization applications. GUI
or Web interface support is not available in this functionality. All input (forexample, p10
certificate requests) and all output (signed certificates and certificate revocation lists
[CRLs]) are usually available in Privacy-Enhanced Mail (PEM)-encoded format.

To use OpenSSL, download and install the openssl.exe executable and perform the
one-time CA setup. Here is an example using a Windows system:

1. Create a working directory, and use the cd command to make sure that you are in
your home directory.

2. Copy the openssl.exe and openssl.cfg files to the home directory.

To view a sample copy of the openssl.cfg file, see “OpenSSL.cfg File Sample” on
page 63.

3. From the working directory, create some additional subdirectories as shown below:
mkdir demoCA

mkdir demoCA\private
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Create the CA’s own key pair and CA certificate.

openssl req -x509 -newkey rsa:1024 -keyout demoCA\private\key.pem \out
demoCA\ca-cert.pem -config openssl.cfg

Warning: the private key for the CA will not be encrypted here.

4. Download the ca-cert.pem file into the Junos device as the certificate authority (CA)
certificate.

5. Set up a "database" for the certificates that will be generated by this CA.

mkdir demoCA\certstore
echo 01 > demoCA\ca-cert.srl

6. Create a new but empty file called index.txt in the demoCA directory.

edit demoCA\index.txt
7. Save and exit the application.
The CA is now initialized.

This procedure provides information about setting the basic configuration items and
certificate request for each Junos device that needs a certificate:

1. When a PKCSIO file is generated, save that certificate request into a file called
jsSNAME.pkcs10.

2. Go to the OpenSSL CA's working directory (the parent directory of the demoCA
subdirectory created earlier) to sign the certificate request (PKCSI10 file) generated
by the Junos device.

3. Although the SubjectAlternativeName field informationisin the Junos device's PKCS10
certificate request, the OpenSSL CA cannot sign it as it is. The OpenSSL server may
attempt to strip that part out of the certificate request. To have the certificate
populated with a SubjectAlternativeName field, you must edit a setting in the openssl.cfg
file itself. However, that file must be modified for every certificate you sign. Use the
step below to edit the openssl.cfg file:

edit openssl.cfg

4. Search for the SubjectAltName field. Reset the SubjectAltName field to the correct
value for the particular Junos device certificate you are about to sign. For example:

subjectAltName=DNS:ssg5. juniper.net
5. To create and sign the certificate, issue the command below, assuming
. The certificate request from the Junos device is available in — jsNAME.pkcs10

- The generated certificate will be stored in jsSNAME.cer

openssl ca -config openssl.cfg -in jsSNAME.pkcs10 -out jsNAME.cer

The Junos device's local certificate is now generated as the jsNAME.cer file and can
be loaded into the Junos device. A copy of this certificate is also created in the
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demoCA\certstore subdirectory with a name of NN.pem where NN is the serial number
of this certificate.

0 NOTE: This certificate is in PEM format. To view the certificate with the
Microsoft certificate viewer, the certificate needs to be converted to the
DER encoding format by editing the [sNAME.cer file. Delete everything
except the ----BEGIN/END certificate--- lines and all the data between
those lines. This allows Microsoft Windows to decode the file properly to
display its contents. The OpenSSL CLI can also convert the PEM-encoded
certificate to DER encoding. See the OpenSSL documentation for details.

To revoke a certificate and generate a new CRL:

1. Findthe serial number of the certificate. For example, to revoke a certificate with serial
number 01, use the command below:

openssl ca -config openssl.cfg -revoke demoCA\certstore\Ol.pem

2. If you encounter an error, then you can manually move the file by using the following
command:

mv demoCA\index.txt.new demoCA\index.txt
3. Next, generate the new CRL as shown below:
openssl ca -config openssl.cfg -gencrl -out crl.crl

The crl.crl file can now be loaded onto the Junos device. Load the CA certificate, CRL,
and local certificate following the same steps as described in this document.

OpenSSL.cfg File Sample
A sample of an OpenSSL.cfg file is shown below:

#

# OpenSSL example configuration file.
# This is mostly being used for generation of certificate requests.
#

# This definition stops the following lines choking if HOME isn"t
# defined.

HOME = .

RANDFILE = $ENV::HOME\\.rnd

# Extra OBJECT IDENTIFIER info:

#oid_file = $ENV::HOME\\.oid

oid_section = new_oids

# To use this configuration file with the "-extfile" option of the
# "openssl x509" utility, name here the section containing the

# X.509v3 extensions to use:

# extensions =

# (Alternatively, use a configuration file that has only

# X.509v3 extensions in its main [= default] section.)

[ new_oids ]

# We can add new OIDs in here for use by "ca® and "req”.

# Add a simple OID like this:

# testoidl=1.2.3.4

# Or use config file substitution like this:

# testoid2=%${testoidl}.5.6
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B T R R R R T
[cal

default_ca = CA_default # The default ca section

B T R R R R T
[ CA_default ]

dir = _\\demoCA # Where everything is kept

certs = $dir\\certs # Where the issued certs are kept

cri_dir = $dir\\crl # Where the issued crl are kept

database = $dir\\index.txt # database index file.

new_certs_dir = $dir\\certstore # default place for new certs.
certificate = $dir\\ca-cert.pem # The CA certificate

serial = $dir\\ca-cert.srl # The current serial number

crl = $dir\\crl.pem # The current CRL

private_key = $dir\\private\\key.pem # The private key

RANDFILE = $dir\\private\\.rand # private random number file

X509 _extensions = usr_cert # The extentions to add to the cert

# Extensions to add to a CRL. Note: Netscape communicator chokes

# on V2 CRLs so this is commented out by default to leave a V1 CRL.
# crl_extensions = crl_ext

default_days = 365 # how long to certify for

default_crl_days= 30 # how long before next CRL

default_md = md5 # which md to use.

preserve = no # keep passed DN ordering

# A few difference way of specifying how similar the request should
# look. For type CA, the listed attributes must be the same, and

# the optional and supplied fields are just that :-)

policy = policy_match

# For the CA policy

[ policy_match ]

countryName = optional

stateOrProvinceName = optional

organizationName = optional

organizationalUnitName = optional

commonName = supplied

emai lAddress = optional

# For the T"anything®” policy

# At this point in time, you must list all acceptable "object”

# types.

[ policy_anything ]

countryName = optional

stateOrProvinceName = optional

localityName = optional

organizationName = optional

organizationalUnitName = optional

commonName = supplied

emailAddress = optional

BT T T T P T T P T T
[ req ]

default_bits = 1024

default_keyfile = privkey.pem

distinguished_name = reqg_distinguished_name

attributes = reqg_attributes

Xx509_extensions = v3_ca # extensions to add to the self signed cert
Passwords for private keys if not present they will be prompted
for input_password = secret

output_password = secret

This sets a mask for permitted string types of which there are
several options.

default: PrintableString, T61String, BMPString.
pkix : PrintableString, BMPString.

H R OHH W R HH

64
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# utf8only: only UTF8Strings.

# nombstr : PrintableString, T61String (no BMPStrings or

# UTF8Strings).

# MASK:XXXX a literal mask value.

# WARNING: current versions of Netscape crash on BMPStrings or
UTF8Strings

# so use this option with caution!

string_mask = nombstr

# req_extensions = v3_req # extensions to add to a cert request
[ reg_distinguished_name ]

countryName = Country Name (2 letter code)
countryName_default = US

countryName_min = 2

countryName_max = 2

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_default = Illinois

localityName = City or local name

localityName_default = Chicago

0.organizationName = demo-company.com
0.organizationName_default = netscreen.com

# we can do this but it is not needed normally :-)
#1._organizationName = Second Organization Name (eg, company)
#1._.organizationName_default = Sales

organizationalUnitName = Org Unit
organizationalUnitName_default = CSE

commonName = Common Name

commonName_default = test-CA

commonName_max = 64

emailAddress = Email Address

emailAddress_default = admin@juniper.net

emailAddress_max = 40

# SET-ex3 = SET extension number 3

[ reg_attributes ]

challengePassword = secretkey

challengePassword_min = 4

challengePassword_max = 20

unstructuredName = juniper.net

[ usr_cert ]

# These extensions are added when "ca” signs a request.

# This goes against PKIX guidelines. Some CAs do this and some
# software requires this to avoid interpreting an end user

# certificate as a CA.

basicConstraints=CA:FALSE

Here are some examples of the usage of nsCertType. If it is
omitted the certificate can be used for anything *except* object
signing. This is OK for an SSL server.

nsCertType = server

For an object signing certificate this would be used.
nsCertType = objsign

For normal client use this is typical

nsCertType = client, email

and for everything including object signing:
nsCertType = client, email, objsign

This is typical in keyUsage for a client certificate.
keyUsage = nonRepudiation, digitalSignature, keyEncipherment
This will be displayed in Netscape®s comment listbox.
nsComment = ""OpenSSL Generated Certificate"
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#

PKIX recommendations harmless if included in all certificates.
subjectKeyldentifier=hash

authorityKeyldentifier=keyid, issuer:always
# This stuff is for subjectAltName and issuerAltname.

# Import the email address.

# subjectAltName=email :copy
subjectAltName=DNS:ssg5. juniper.net

# Copy subject details

# issuerAltName=issuer:copy
#nsCaRevocationUrl = http://www.domain.dom/ca-crl._pem
#nsBaseUrl

#nsRevocationurl

#nsRenewalUrl

#nsCaPolicyUrl

#nsSslServerName

[ v3_req ]

# Extensions to add to a certificate request

basicConstraints = CA:FALSE
keyUsage = nonRepudiation, digitalSignature, keyEncipherment

L
#

#

v3_ca ]
Extensions for a typical CA
PKIX recommendation.

subjectKeyldentifier=hash
authorityKeyldentifier=keyid:always, issuer:always
This is what PKIX recommends but some broken software chokes on

#
#

critical extensions.

#basicConstraints = critical,CA:true

#

So we do this instead.

basicConstraints = CA:true
Key usage: this is typical for a CA cert. However since it will
prevent it being used as a test self-signed cert it is best

T HHFEmFHEHEHHFEHFE SRR

left out by default.

keyUsage = cRLSign, keyCertSign
Some might want this also
nsCertType = ssICA, emailCA

Include email address in subject alt name: a PKIX recommendation

subjectAltName=email :copy
Copy issuer details
issuerAltName=issuer:copy

DER hex encoding of an extension: beware experts only!

obj=DER:02:03

Where "obj" is a standard or added object

You can even override a supported extension:
basicConstraints= critical, DER:30:03:01:01:FF
cri_ext ]

CRL extensions.

Only issuerAltName and authorityKeyldentifier make any sense in a

CRL.
issuerAltName=issuer:copy

authorityKeyldentifier=keyid:always, issuer:always

Introduction to PKIlin Junos OS on page 1

Example: Configuring the PKI in Junos OS on page 13
Verifying the PKI Configuration on page 43

Glossary of PKI Related Terms on page 72
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Appendix C: DoD PKI Usage

The USA Federal Government Department of Defense (DoD) maintains a public key
infrastructure (PKI) used by many entities, including the military.

« DoD PKI Introduction on page 67

« DoD PKI Setup on page 69

« Setting Up IKE Using DoD PKI Certificates on page 69

DoD PKI Introduction

DoD PKI uses a custom PKI solution based on the Netscape iPlanet certificate authority
(CA) server. Although Junos does not officially support Netscape iPlanet CA, it provides
support to an extent required for DoD PKI. This custom PKI solution includes its own
certificate profiles and security policies which may differ from other CAs.

You must analyze the DoD PKI profile to understand the requirements for operating with
DoD PKI. Here is the summary of the features of DoD PKI:

. The DoD PKIl is composed of a 3-layer certificate hierarchy and includes
- Root CA — JITC DoD PKI Class 3 Root CA

- Subordinate CA — JITC DoD PKI Class 3 ID CA. The subordinate CA issues all
end-entity certificates.

0 NOTE: A server certificate (which the Junos device acquires) does not
have a SubjectAlternativeName extension field (example — Certificate
acquired through an e-mail).

A server certificate acquired by NS Remote client, will normally have a
SubjectAlternativeName field containing an Internet Key Exchange (IKE)
ID type of e-mail.

« The DN of all DoD PKI certificates can have multiple OU fields.

A server certificate issued by DoD PKI has the DN form that includes the following
fields:

- CN=server <DNS name or IP>

- OU=<military/government organization>
- OU=PKI

- OU=DoD

- O=US. Government

- C=US
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A user certificate has the DN form that includes the following fields:

. Last Name

- First Name

- Middle Initial or Name (optional)

- Generation (Jr., Sr., I, lll, and so forth) (optional)

- E-mail address

- Organization (military/government or contractor)
- City

- State

. Country

. The CA certificates can be downloaded from
http:/dodpki.c3pki.chamb.disa.mil/rootca.html. A certificate can be downloaded as
two separate CA certificates (the root CA and the subordinate CA), or as a single PKCS7
envelope containing both.

. Theroot CRL is updated approximately every 30 days, where as the ID CRL is
automatically updated every 24 hours. The CRL distribution pointisin the CA certificate
with attributes of certificaterevocationlist;binary. There is no scope or filter defined in
the LDAP URL.

Junos OS needs to support multiple fields in order to interoperate with DoD PKI, It must
support multiple OU fields to comply with the DN convention of the DoD PKI. Because
Junos OS already supports multiple OU entries, this can be specified when generating a
PKCSI0 certificate request by adding multiple OU objects in the subject as shown in the
example below:

request security pki generate-certificate-request certificate-id test hostname

user@idca.nit.disa.mil subject ""CN=idca.nit.disa.mil,O0U=DISA,OU=PKI,0U=DoD,
0=U.S. Government,C=US"

This requirement is not limited to just the OU or O fields of the DN, but also applies to all
fields including S, L, and Country.
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o NOTE:
Note the following points about DoD PKI:

« DoD PKI supports a CRL Lightweight Directory Access Protocol (LDAP)
search with default attributes and filters.

« The LDAP URL of the DoD PKI does not provide filters or a scope.
« DoD PKI supports certificate chaining and multilayer CRL verification.

« DoD PKlis a 2-layer CA hierarchy that is composed of a root CA and
subordinate CA.

« DoD PKI supports DN as a peer gateway IKE ID type. Junos OS supports
distinguished name as the IKE ID of a static or dynamic peer gateway.

. DoD PKlallows disabling of CRL-checking for easier viewing of debugging.
Junos OS also supports this feature in ca-profile settings.

DoD PKI Setup

This section provides some notes on IKE configuration based on DoD PKIl authentication.
For more information, see “DoD PKI Introduction” on page 67.

. The DoD PKIl uses a 2-tiered hierarchy of CAs; the device certificates are considered
as a third or bottom tier. There are a couple of subordinate CAs and a root CA. You
should retrieve and load the certificates for all these CAs in the Junos device.

. The DoD PKI supports one common name (CN) field in the DN.

« The DoD PKI requires multiple OU fields. The Junos device also supports multiple OU
fields.

« You can download the DoD CRL files, or you can automatically use LDAP to retrieve
the CRL. If you do use LDAP, make sure you have DNS set on the Junos device. This is
required to resolve the name of the LDAP server. You can verify the connection by
initiating the ping command from a Junos device to an LDAP server.

« The CRL file can be larger than 20 KB. Junos devices support up to 5 MB for the CRL.

Setting Up IKE Using DoD PKI Certificates

These steps are required to allow the Junos device to support Internet Key Exchange
(IKE) tunnels based on DoD PKI authentication.

To set up an IKE using the DoD PKI certifications:

. Set up the IKE gateway by choosing a proposal which uses an RSA algorithm.

o NOTE: You must specify a distinguished name as the IKE ID. Since the DoD
PKI certificates do not support the SubjectAlternativeName V3 extensions,
the default FODN (hostname + domain name) may not work.
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- Inthe IKE gateway configuration, select the appropriate preferred local certificate, and
peer CA certificate. The peer type can be X.509 or PKCS7. Select the X.509 peer type.
If the tunnels do not work, then try the other format.

« Introduction to PKIin Junos OS on page 1

. Example: Configuring the PKIlin Junos OS on page 13
. Verifying the PKI Configuration on page 43

. Appendix A: Frequently Asked Questions on page 49
. Glossary of PKI Related Terms on page 72

Appendix D: Simple Certificate Enrollment Protocol

During the normal life cycle of a PKI certificate, managing a local certificate expiration
involves following the tasks that an administrator has to perform:

. Delete the existing certificate, certificate request, and key pair.
. Generate a new key pair.
. Generate a new certificate request.

. Load the newly issued local certificate onto the device.

By using Simple Certificate Enrollment Protocol (SCEP), an administrator can manage
the expiration of local certificates by automatically reenrolling and retrieving new
certificates. Also, SCEP can ease the process of the initial certificate request and retrieval
process by automatically retrieving the certificate from the certificate authority (CA)
server (if the CA server supports SCEP).

The Junos OS Release with Enhanced Services 9.0 or later supports SCEP. Currently only
the Microsoft SCEP is supported. Support for the Verisign SCEP and Entrust SCEP is not
currently available.

e NOTE: Youcan troubleshoot SCEP relatedissues by enabling PKI traceoptions
within the security PKI hierarchy.

To configure SCEP:

1. Generate the key-pair:
user@host> request security pki generate-key-pair certificate-id mscertl size 1024

Generated key pair mscertl, key size 1024 bits

2. Configure the SCEP server under the security PKI hierarchy:

user@host> configure
Entering configuration mode
[edit]
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user@host# edit security pki

[edit security pki]
user@host# set ca-profile msca-profile ca-identity msca2000 enrollment url
http://172.19.50.129/certsrv/mscep/mscep.dll retry 3 retry-interval 3

[edit security pki]
user@host# show
ca-profile msca-profile {
ca-identity msca2000;
enrollment {
url http://172.19.50.129/certsrv/mscep/mscep.dll;
retry 3;
retry-interval 3;
}
1

[edit security pki]
user@host# commit and-quit

3. Generate your local certificate by enrolling through SCEP.

user@host> request security pki local-certificate enroll ca-profile msca-profile
certificate-id mscert1 challenge-password "" domain-name tacdomain.com subject
"CN=testuser,OU=Support,O=Juniper Networks,L=Sunnyvale,ST=CA,C=US"

4. Enroll your CA certificate (if required).

user@host> request security pki ca-certificate enroll ca-profile msca-profile

Fingerprint:
1b:02:cc:cb:0f:d3:14:39:51:aa:0f:ff:52:d3:38:94:b7:11:86:30 (shal)
90:60:53:¢c0:74:99:f5:da:53:d0:a0:f3:b0:23:ca:a3 (md5)

Do you want to load the above CA certificate ? [yes,no] (no) yes
CA certificate for profile msca-profile loaded successfully

5. When the certificate is loaded, configure auto-reenrollment.

Example:
user@host> configure
Entering configuration mode

[edit]
user@host# edit security pki

[edit security pki]
user@host# set auto-re-enrollment certificate-id mscert1 ca-profile-name msca-profile
challenge-password "" re-enroll-triggertime- percentage 5 re-generate-keypair

[edit security pki]
user@host# show
ca-profile msca-profile {
ca-identity msca-id;
enrollment {
url http://172.19.50.129/certsrv/mscep/mscep.dll;
retry 3;
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retry-interval 3;
1
1
auto-re-enrollment {
certificate-id mscert1 {
ca-profile-name msca-profile;
challenge-password "$9%jx"; ## SECRET-DATA
re-enroll-trigger-time-percentage 5;
re-generate-keypair;
}
1

[edit security pki]

user@host# commit and-quit
« Introduction to PKIin Junos OS on page 1
. Example: Configuring the PKIin Junos OS on page 13
. Verifying the PKI Configuration on page 43
. Appendix A: Frequently Asked Questions on page 49
. Glossary of PKI Related Terms on page 72

Glossary of PKI Related Terms

certificate authority. In general, a CA is a trusted third-party organization that creates, enrolls,
validates, and revokes digital certificates. The CA guarantees a user’s identity and issues public
and private keys for message encryption and decryption (coding and decoding).

In this example, CA is the server (or set of servers) that signs certificates for virtual private
network (VPN) gateways and user systems (for client remote access server (RAS) VPN). CA
also generates certificate revokation lists (CRLs) which are lists of revoked certificates. A CA
acts as the trusted third party between two VPN gateways that are authenticating each other,
using certificates.

CRL Distribution Point (CRL-DP). A CDP is the place to retrieve a CA’s latest CRLs. This is
usually a Lightweight Directory Access Protocol (LDAP) server or HTTP (web) server. The CDP
is normally expressed as an ldap.//host/dir or http.//host/path URL.

A certificates is the combination of an entity’s identity and public key into one file. This file is
digitally signed by a certificate authority (CA), and is validated by other servers that trust this
CA. Certificates have a finite lifetime and are defined by a start time and an end time. The
certificate becomes invalid when the life time expires. When the certificate expires, a certificate
renewal or a new certificate request is required.

C
CA
CDP
Certificates (certs)
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CRL certificate revocation list. The certificate server (CA) periodically publishes the CRL which
includes a list of certificates that are prematurely invalid. This list also includes reasons for
revocation and the names of the entities that issued certificates. A CRL prevents use of digital
certificates and signatures that are expired or invalid.

D
DN distinguished name. A DN is the set of fields and values that uniquely define a certificate in a
VPN gateway or remote access server (RAS) VPN client identity. The DN is also called the
subject of the certificate. This DN identity can be used as the IKE ID.
The DN form includes the following fields:
« CN — Username, server DNS name, or almost any uniquely identifying string
« OU — Organizational unit (example: Sales)
. O — Organization (example: Juniper Networks)
« L — Locality (example: San Francisco)
. S — State (example: CA)
« C—Country (example: US)
DNS resolver Domain Name System resolver. Domain Name Server setting that needs to be set on the

Juniper Networks virtual private network (VPN) device to help resolve fully qualified domain
name (FODN) names into IP addresses. Many CAs and certificates use hostnames which need
to be resolved into IP addresses.

F

FQDN fully qualified domain name. The hostname and domain name for a specific system.

An FODN is usually the name given to a device on the Internet, including the DNS-based zone
that the device is in. Examples include www.juniper.net, ocsp.chemistry.nwu.edu, nsgwi.dklein.org,
ftol.whitehouse.gov, and caZ.nit.disa.mil.
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IKE

IKE ID

IPsec

NSR

OCsP

Internet Key Exchange. In general, IKE is the is part of IPsec that provides ways to securely
negotiate the shared private keys that the authentication header (AH) and Encapsulating
Security Payload (ESP) portions of IPsec need to function properly. IKE employs Diffie-Hellman
methods and is optional in IPsec (the shared keys can be entered manually at the endpoints).

In this example, it is an Internet Security Association and Key Management Protocol
(ISAKMP)/Oakley-based process used by two VPN gateways to identify and authenticate
each other. In addition, key generation for packet-level authentication (integrity) and encryption
(privacy) is handled during IKE.

The IKE RFC defines following two basic gateway authentication mechanisms:

« Preshared key (like a password)

. Digital certificates (certificates) based on RSA private/public key pairs

e NOTE: This document focuses on the digital certificates (certificates) based
on RSA private/public key pairs.

IKE identity. The IKE ID defines how two VPN peers can identify each other.
The IKE ID can be one of the following:

« |P address (example: 21.62.2.252)

. fully qualified domain name (FQDN) (example: vpnl.juniper.net)

« U-FODN or e-mail address (example: johndoe@juniper.net)

« distinguished name (DN) (example: CN=John Doe, OU=eng, O=Juniper, C=US).

IP Security. In general, IPsec is a standard way to add security to Internet communications.

The secure aspects of IPsec are usually implemented in three parts: the authentication header
(AH), the Encapsulating Security Payload (ESP), and the Internet Key Exchange (IKE).

In this example, IPsecis the protocol used to authenticate, encrypt, and encapsulate |IP packets
between two VPN/IKE peers, thereby creating a tunnel.

NetScreen-Remote client is the software for Windows-based PCs or laptops, which allow
clients to set up a personal VPN to a Junos or other IPsec gateway, opposed to a site-to-site
VPN in which two VPN devices set up a VPN tunnel between two sites, containing many hosts.

Online Certificate Status Protocol. The OCSP protocol is used by a VPN device to contact a
VA (validation authority) to check on the validity of a certificate. This is a more scalable
alternative to the use of certificate revocation lists (CRL), CRL Distribution Points (CDPs).
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PKCS Public-Key Cryptography Standards. PKCS are the series of standards established by RSA
laboratories.

The PKCS are:

« PKCS7—The Cryptographic Message Syntax Standard defines how messages are encoded
and digitally signed. The PKCS7 includes a certificate itself and it is also referred to as a p7
file.

« PKCS10—The Certificate Request Syntax Standard defines how a virtual private network
(VPN) gateway can form a request for a certificate that can be sent to a certificate authority
(CA). The request, also referred to as a p10 file, usually includes the VPN gateway'’s identity
and a public key. The CA digitally signs the request with its own private key and return a p7
(certificate) file.

« PKCS11—The Cryptographic Token Interface Standard defines how to store certificates and
private keys on a token card. This is not relevant for the SRX Series and J Series devices but
can be relevant to the NSR devices.

. PKCS12—The Personal Information Exchange Syntax Standard defines how to bundle an
entity’s certificate and public/private key pair into a password-protected file. The PKCS12,
also referred as a p12 file, facilitates moving a user from one machine to another for client
VPNSs. This standard is more frequently used by NSR devices.

PKI public key infrastructure. In general, PKl is a hierarchy of trust that enables users of a public
network to securely and privately exchange data through the use of public and private
cryptographic key pairs that are obtained and shared with peers through a trusted authority.

In this example, PKl is the set of objects that allows the use of digital certificates between two
entities (such as virtual private network (VPN) gateways). This includes a certificate authority
(CA), registration authority (RA), certificates, certificate revocation lists (CRLs), CRL Distribution
Points (CDPs), and Online Certificate Status Protocol (OCSP).

SCEP Simple Certificate Enrollment Protocol. In general, SCEP is a protocol for digital certificates
that supports certificate authority (CA) and registration authority (RA) public key distribution,
certificate enrollment, certificate revocation, certificate queries, and certificate revocation list
(CRL) queries.

In this example, SCEP is the protocol used to allow a device to generate a certificate request
and automatically submit the request to a CA. You can use this protocol only if both the device
and the CA support it. This protocol makes certificate enrollment and reenrollment easier than
manually collecting a PKCS10 from the device and then submitting it to a CA.

Junos OS Release 9.0 or later supports SCEP. For more information on SCEP, see “Appendix
D: Simple Certificate Enrollment Protocol” on page 70.
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user-fully qualified domain name. This is usually the e-mail address given to users on the
Internet or host network. For example: johndoe@juniper.net, userl@org.corp.com, and

john.smith@jscorp.com.

« Introduction to PKIin Junos OS on page 1

. Example: Configuring the PKIl in Junos OS on page 13
. Verifying the PKI Configuration on page 43

. Appendix A: Frequently Asked Questions on page 49
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