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ENDUSER LICENSE AGREEMENT

READ THIS ENDUSER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, ORUSING THE SOFTWARE.
BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE OROTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS
CONTAINED HEREIN, YOU (AS CUSTOMER OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO
BINDTHECUSTOMER)CONSENTTOBEBOUNDBYTHISAGREEMENT. IF YOUDONOTORCANNOTAGREETOTHETERMSCONTAINED
HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND (B) YOUMAY CONTACT JUNIPER NETWORKS
REGARDING LICENSE TERMS.

1. The Parties. The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer’s principal office is located in the Americas) or
JuniperNetworks (Cayman)Limited (if theCustomer’sprincipal office is locatedoutside theAmericas) (suchapplicableentitybeing referred
tohereinas “Juniper”), and (ii) thepersonororganization thatoriginally purchased fromJuniper or anauthorized Juniper reseller theapplicable
license(s) for use of the Software (“Customer”) (collectively, the “Parties”).

2. The Software. In this Agreement, “Software” means the programmodules and features of the Juniper or Juniper-supplied software, for
which Customer has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by
Juniper in equipment which Customer purchased from Juniper or an authorized Juniper reseller. “Software” also includes updates, upgrades
and new releases of such software. “Embedded Software” means Software which Juniper has embedded in or loaded onto the Juniper
equipment and any updates, upgrades, additions or replacements which are subsequently embedded in or loaded onto the equipment.

3. LicenseGrant.Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer
a non-exclusive and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the
following use restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by
Customer from Juniper or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units
for which Customer has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access
Client software only, Customer shall use such Software on a single computer containing a single physical random access memory space
and containing any number of processors. Use of the Steel-Belted Radius or IMS AAA software onmultiple computers or virtual machines
(e.g., Solaris zones) requires multiple licenses, regardless of whether such computers or virtualizations are physically contained on a single
chassis.

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may
specify limits toCustomer’s useof theSoftware. Such limitsmay restrict use toamaximumnumberof seats, registeredendpoints, concurrent
users, sessions, calls, connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of
separate licenses to use particular features, functionalities, services, applications, operations, or capabilities, or provide throughput,
performance, configuration, bandwidth, interface, processing, temporal, or geographical limits. In addition, such limits may restrict the use
of the Software to managing certain kinds of networks or require the Software to be used only in conjunction with other specific Software.
Customer’s use of the Software shall be subject to all such limitations and purchase of all applicable licenses.

d. For any trial copy of the Software, Customer’s right to use the Software expires 30 days after download, installation or use of the
Software. Customer may operate the Software after the 30-day trial period only if Customer pays for a license to do so. Customer may not
extend or create an additional trial period by re-installing the Software after the 30-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer’s
enterprise network. Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the
Steel-Belted Radius software to support any commercial network access services.

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase
the applicable license(s) for the Software from Juniper or an authorized Juniper reseller.

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees
not to and shall not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized
copies of the Software (except as necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the
Software, in any form, to any third party; (d) remove any proprietary notices, labels, ormarks on or in any copy of theSoftware or any product
in which the Software is embedded; (e) distribute any copy of the Software to any third party, including as may be embedded in Juniper
equipment sold in thesecondhandmarket; (f) useany ‘locked’ or key-restricted feature, function, service, application, operation, or capability
without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even if such feature, function, service, application,
operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper to any third party; (h) use the
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Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper reseller; (i)
use Embedded Software on non-Juniper equipment; (j) use Embedded Software (or make it available for use) on Juniper equipment that
the Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of testing or benchmarking
of the Software to any third party without the prior written consent of Juniper; or (l) use the Software in anymanner other than as expressly
provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper,
Customer shall furnish such records to Juniper and certify its compliance with this Agreement.

6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper.
As such, Customer shall exercise all reasonable commercial efforts tomaintain the Software and associated documentation in confidence,
which at aminimum includes restricting access to the Software to Customer employees and contractors having a need to use the Software
for Customer’s internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to
the Software, associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance
of any right, title, or interest in the Software or associated documentation, or a sale of the Software, associated documentation, or copies
of the Software.

8. Warranty, Limitation of Liability, Disclaimer ofWarranty. The warranty applicable to the Software shall be as set forth in the warranty
statement thataccompanies theSoftware (the “WarrantyStatement”).Nothing in thisAgreement shall give rise toanyobligation to support
the Software. Support services may be purchased separately. Any such support shall be governed by a separate, written support services
agreement. TO THEMAXIMUM EXTENT PERMITTED BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA,
ORCOSTSORPROCUREMENTOFSUBSTITUTEGOODSORSERVICES,ORFORANYSPECIAL, INDIRECT,ORCONSEQUENTIALDAMAGES
ARISINGOUTOFTHISAGREEMENT,THESOFTWARE,ORANYJUNIPERORJUNIPER-SUPPLIEDSOFTWARE. INNOEVENTSHALLJUNIPER
BE LIABLE FOR DAMAGES ARISING FROMUNAUTHORIZED OR IMPROPER USE OF ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE.
EXCEPT AS EXPRESSLY PROVIDED IN THEWARRANTY STATEMENT TO THE EXTENT PERMITTED BY LAW, JUNIPER DISCLAIMS ANY
AND ALLWARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING ANY
IMPLIEDWARRANTY OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES
JUNIPERWARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATEWITHOUT
ERROROR INTERRUPTION, ORWILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’
or licensors’ liability to Customer, whether in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid
by Customer for the Software that gave rise to the claim, or if the Software is embedded in another Juniper product, the price paid by
Customer for such other product. Customer acknowledges and agrees that Juniper has set its prices and entered into this Agreement in
reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same reflect an allocation of risk between
the Parties (including the risk that a contract remedymay fail of its essential purpose and cause consequential loss), and that the same
form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination
of the license granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related
documentation in Customer’s possession or control.

10. Taxes. All license fees payable under this agreement are exclusive of tax. Customer shall be responsible for paying Taxes arising from
the purchase of the license, or importation or use of the Software. If applicable, valid exemption documentation for each taxing jurisdiction
shall be provided to Juniper prior to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified. All
payments made by Customer shall be net of any applicable withholding tax. Customer will provide reasonable assistance to Juniper in
connection with such withholding taxes by promptly: providing Juniper with valid tax receipts and other required documentation showing
Customer’s payment of any withholding taxes; completing appropriate applications that would reduce the amount of withholding tax to
be paid; and notifying and assisting Juniper in any audit or tax proceeding related to transactions hereunder. Customer shall comply with
all applicable tax laws and regulations, and Customer will promptly pay or reimburse Juniper for all costs and damages related to any
liability incurred by Juniper as a result of Customer’s non-compliance or delay with its responsibilities herein. Customer’s obligations under
this Section shall survive termination or expiration of this Agreement.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any
applicable foreign agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such
restrictions, laws or regulations, or without all necessary approvals. Customer shall be liable for any such violations. The version of the
Software supplied to Customer may contain encryption or other capabilities restricting Customer’s ability to export the Software without
an export license.
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12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use,
duplication, or disclosure by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS
227.7201 through 227.7202-4, FAR 12.212, FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT III) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer
with the interface information needed to achieve interoperability between the Software and another independently created program, on
payment of applicable fee, if any. Customer shall observe strict obligations of confidentiality with respect to such information and shall use
such information in compliance with any applicable terms and conditions upon which Juniper makes such information available.

14. Third Party Software.Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products
or technology are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement,
and such licensor or vendor shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party
softwaremay be provided with the Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent
portions of the Software are distributed under and subject to open source licenses obligating Juniper to make the source code for such
portions publicly available (such as the GNU General Public License (“GPL”) or the GNU Library General Public License (“LGPL”)), Juniper
will make such source code portions (including Juniper modifications, as appropriate) available upon request for a period of up to three
years from the date of distribution. Such request can bemade in writing to Juniper Networks, Inc., 1194 N. Mathilda Ave., Sunnyvale, CA

94089, ATTN: General Counsel. Youmay obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and a copy of the LGPL
at http://www.gnu.org/licenses/lgpl.html .

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws
principles. The provisions of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes
arising under this Agreement, the Parties hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal
courts within Santa Clara County, California. This Agreement constitutes the entire and sole agreement between Juniper and the Customer
with respect to the Software, and supersedes all prior and contemporaneous agreements relating to the Software, whether oral or written
(including any inconsistent terms contained in a purchase order), except that the terms of a separate written agreement executed by an
authorized Juniper representative and Customer shall govern to the extent such terms are inconsistent or conflict with terms contained
herein. Nomodification to this Agreement nor any waiver of any rights hereunder shall be effective unless expressly assented to in writing
by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not affect the validity
of the remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the
Parties agree that the English version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de
même que tous les documents y compris tout avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that
this Agreement and all related documentation is and will be in the English language)).
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MPLS Connectivity Frequently Asked Questions Overview

MPLS technology is evolving, with more services being offered using MPLS connectivity.

Junos OS features are also evolving to implement these services on Juniper Networks

routers.

ThemostcommonMPLSconnectivity services includeVirtualPrivateLANService (VPLS),

Layer 3 virtual private networks (VPNs), Layer 2 circuits, and Layer 2 VPNs.

• VPLS provides amultipoint Ethernet service that emulates an Ethernet LAN. From the

customer edge (CE) perspective, the service provider VPLS network operates like a

private Ethernet broadcast domain.

A VPLS domain consists of a set of provider edge (PE) routers that acts as a single

virtual Ethernet bridge for sites connected to those PE routers on the customer side.

Pseudowire tunnels are created between those PE routers to aggregate traffic from

one PE router to another. The PE routers exchange theMPLS labels used for the VPLS

pseudowire, using either Label Distribution Protocol (LDP) forwarding equivalence

classes (FECs), as described in RFC 4762, Virtual Private LAN Service (VPLS) Using

Label Distribution Protocol (LDP) Signaling, or BGP, as described in RFC 4761, Virtual

Private LAN Service (VPLS) Using BGP for Auto-Discovery and Signaling.

• Layer 3 VPN service is a point-to-point Layer 3 VPN network built over the service

provider’s MPLS transport network. This type of service is based on RFC 2547bis,

BGP/MPLS IP VPNs.

• Layer 2 circuits and Layer 2 VPNs are point-to-point Layer 2 services built over the

service provider’s MPLS transport. This type of service establishes pseudowires using

either LDP or BGP on the service provider core network.

This document presents themost frequently asked questions about these technologies

and the features used to implement these services on Juniper Networks routers using

Junos OS.

Related
Documentation

• Layer 2 Circuits and Layer 2 VPNs on MX Series, M Series, and T Series Routers

Frequently Asked Questions on page 19

• MPLS Layer 3 VPN on MX Series, M Series, and T Series Routers Frequently Asked

Questions on page 15

• Virtual Private LAN Service on MX Series Routers Frequently Asked Questions on

page 3

1Copyright © 2010, Juniper Networks, Inc.
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Virtual Private LAN Service onMX Series Routers Frequently Asked Questions

This section presents frequently asked questions and answers related to VPLS

configurations on Juniper Networks MX Series routers.

Whatare the JuniperNetworks solutions forMetro Ethernet Forum(MEF)6.1 Ethernet
servicesdefinitions, includingEthernetprivate line,Ethernetvirtualprivate line,Ethernet
LAN, Ethernet lines, and Ethernet trees?

• Ethernet private line (EPL) and Ethernet virtual private line (EVPL) are emulated by

Juniper Networks Layer 2 circuit and Layer 2 VPN configurations.

• EthernetLAN(E-LAN) isemulatedbyany JuniperNetworksVPLSconfigurationsolution.

• Ethernet lines (E-Line) service is emulated by using Juniper Networks Layer 2 circuit

service configuration. The encapsulation type for the E-Line can be full Ethernet or

only VLAN.

• Ethernet trees (E-Tree) service can be built using point-to-multipoint, or a more

sophisticated implementation can be built using hub-and-spoke communities with

BGP VPLS.

Howcan Iprevent the receiptofhub routesonadirectly-connectedcustomerpremises
equipmentspoke interface inahubprovideredge router?Canacore-facingstatement
be used for this purpose onMX Series routers?

To prevent spokes from talking to each other, spoke provider edge (PE) routers export

differentVPN routingand forwarding (VRF) targets, and import only thehubVRF targets.

Using thismethod, spokes only exchange routeswith the hub, however, the hubPE router

importsall of the spokeVRF route targets. For example, assume thatan interface residing

on thehubPE router needs to connectwith a spoke customerprovider edge (CPE) router.

When this spoke interface is added to the hub routing instance, it will receive hub routes,

which is not expected in a hub-and-spoke topology.

A solution is to configure a core-facing statement under the spoke interface on the hub

PE router. This will prevent route advertisements from the hub PE router from going to

the directly-connected spoke CPE. Use the following configuration command to have

broadcasts go only to the hub CE from the spoke CE attached to the hub PE router.

user@host# set interfaces ge-0/0/0.0 family vpls core-facing

Howdoes qualified learning for virtual private LAN service operate?Onwhich Juniper
Networks platforms is it supported?

Figure 1 on page 4 illustrates topology examples used to answer this question.

3Copyright © 2010, Juniper Networks, Inc.



Figure 1: VPLS Learning Examples
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In this example, first assume that Router PE2 is a Juniper Networks M Series Multiservice

Edge Router. M Series routers do not process VLAN information, so the packets from

Router CE1 are flooded out from Router PE2 to all ports and VLANs, not only to those

connected to VLAN700. You can use themonitor interface and show interface queue

commands to verify this behavior.

If, however, Router PE2 is a Juniper Networks MX Series 3D Universal Edge Router, the

packets from Router CE1 for VLAN700 are flooded from Router PE2 only on the ports

connected to VLAN700. This behavior is VPLS qualified learning. MX Series routers

perform qualified lookups and qualified learning.

When one of the sites goes down in a single VPLS instance, why is there traffic loss
onanothersite?HowisaVPLSlabelblockallocatedwhenmultiplesitesareconfigured
in a single VPLS instance?

Figure 2 on page 5 displays the topology used to illustrate this scenario. In it, a PE router

has several site IDs configured within the same VPLS instance. The PE router advertises

a separate label block for each of these site IDs to the remote PE routers. The label block

associated with the lowest site ID number is selected to build pseudowires between the

local PE router and the remote PE routers. You can use the show vpls connections

command to verify that the pseudowire that has "Up" status between two PE routers is

associated with the lowest site IDs on both PE routers.

Copyright © 2010, Juniper Networks, Inc.4
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Figure 2: VPLS Label Block Allocation
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Router PE1 derives its labels from the label block associated with Site 2, which comes

through Router PE2.

If Site2goesdownandSite3 remainsoperational, RouterPE1 changes its label allocation

to use the label block associated with Site 3. Consequently, a failure of Site 2 causes a

loss of traffic between Site 1 and Site 3.

Additionally, traffic disruption can occur if Site 3 is provisioned initially, and Site 2 is

provisioned at a later time. When Site 2 comes up, this causes a change in the labels

used by Router PE1 for both Sites 2 and 3, causing traffic disruption for Site 3.

Solution: Router PE1 only programs its forwarding table topush labels that are advertised

by a Site 2 label block. The forwarding table for Router PE2 expects traffic to comewith

the label advertised in a Site 2 label block. Neither Router PE1 nor Router PE2 has

programmed their forwarding tables touse labels fromaSite 3 label block, consequently,

there will be traffic loss if Site 2 goes down. Traffic will resume after Router PE1 and

Router PE2 program their forwarding tables to use labels from a Site 3 label block.

This is the intended behavior and is working as designed. For more information about

VPLS label blocks, seeTechnologyOverviewUnderstanding VPLS Label BlocksOperation.

How can I control the behavior of VPLS class-based forwarding withmultiple
label-switched paths (LSPs) when one LSP goes down?

The following configuration is an example in which class-based forwarding is applied to

aVPLS. Itworks as expectedwhenbothRSVPLSPs are up. If one of the LSPs goes down,

all traffic uses the remaining LSP. For example, if the to-brg2-private LSP or tunnel goes

down, all of the PRIVATE class traffic then uses the REALTIME tunnel.

next-hop-map NHOP-LSP-MAP {
forwarding-class REALTIME {
lsp-next-hop to-brg2-realtime;

}
forwarding-class PRIVATE {
lsp-next-hop to-brg2-private;

}
}

5Copyright © 2010, Juniper Networks, Inc.
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To change this behavior, apply a filter that only allows traffic of the specific forwarding

class on each LSP:

set protocols mpls label-switched-path name policing filter name

What is themaximum number of VPLS instances supported onMX Series routers?

Themaximum number of VPLS instances supported on MX Series routers is 8,000.

This number is derived as follows: the logical interface limit on an MX Series router is

64,000. In BGP VPLS, the default label block size is eight, which provides eight

pseudowires per VPLS. Divide the number of logical interfaces by the number of

pseudowires to get the maximum number of VPLS instances supported: 64,000/8 =

8,000.

In Junos OS 10.0 and later, use the label-block-size size statement to configure VPLS

label block sizeas2, 4, 8, or 16. If theblock size is increased, thenumberofVPLS instances

can be increased. With LDP VPLS, there is no concept of label block, so the number of

logical interfaces used is based on the number of sites attached to the VPLS.

Theoretically, if there are fewer than eight sites per LDP VPLS, that network could scale

to 8,000 logical interfaces and greater. However, the qualified testedmaximum number

is 8,000.

What is themaximum number of sites supported per VPLS instance?

Currently, the flooding in VPLS is limited to 4,000 sites per VPLSmesh group. MX Series

routers support 14 user-definedmesh groups. Therefore, the maximum number of sites

possible is 56,000 (4000 x 14 = 56,000).

Howmany Layer 2 circuits can be terminated into a single VRF instance?

On anMX Series router, 48 Layer 2 circuits can be terminated into a single VRF, per each

tunnel PIC.

The limiting factor is the wayMAC addresses are assigned to logical tunnel (lt) interface

units. On an MX Series router there are 1984 MAC addresses on the EEPROM. This is

statically divided by the number of slots (12) and PICs (4) to determine there are 48 per

PIC. That number is the same on each platform although MAC spacemight be smaller.

Additional limitations are presented by the availability of bandwidth and the lack of

resiliencybecause thesesolutionsarebound toa tunnelPIC. If thedenseport concentrator

(DPC) associated with the tunnel goes down, all Layer 2 circuits are gone.

What are the Junos OS solutions for terminatingMartini Layer 2 circuits into VPLS?

In Junos OS, Martini Layer 2 circuits can be terminated into VPLS by using logical tunnel

(lt) interfaces. In Junos OS 9.2 and later, this can also be done without a tunnel PIC by

using mesh groups.

Copyright © 2010, Juniper Networks, Inc.6
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What are the label-switched interface (LSI) label value assignments for different
services?

VPLSuses adynamic virtual tunnel logical interface ona tunnel PIC tomodel traffic from

a remotePE router site in aVPLSdomain. All traffic coming fromthe remote site is treated

as if it is coming over the virtual port that represents this remote site, for the purposes of

Ethernet flooding, forwarding, and learning.

In this approach, an MPLS lookup based on the inner VPN label is done on a PE router in

the CF chip or R-chip. The label is stripped and the Layer 2 Ethernet frame it contained

is forwarded to a tunnel PIC. The tunnel PIC loops the packet back, then a lookup is

performed based on Ethernet MAC addresses.

Drawbacks to this approach include creating a bottleneck at the tunnel PIC and requiring

the PE router to perform two lookups.

By default, VPLS uses a tunnel PIC. If the no-tunnel-services statement is configured

under a VPLS instance, it uses an LSI and does not require a tunnel PIC.

The current label numbering assignment is listed in Table 1 on page 7.

Table 1: Label Numbering Assignments

Label ValuesServices

0 - 15Reserved

16 - 2047LSI VPN

2048 - 4095LSP VPLS

4096 - 10,000Unassigned

10,000-99,999Static LSP

100000-799999Global

800000-899999Block Allocation

900000-999999Per Intf

I have a non-MX Series router for VPLS. Is there an alternative to theMX-specific
no-local-switching statement that I can use in this configuration?

Yes, as an alternative to the no-local-switching statement, you can configure the CE

interfaces in single mesh groups on M Series or T Series routers.

The no-local-switching statement completely blocks the CE-to-CE communication in a

multihomed VPLS instance. If the PE router has multiple CE interfaces, the CE routers

are not able to switch traffic among themselves. This saves bandwidth to the CE link by

not broadcasting unwanted flooded traffic.
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Sample Configuration user@host# show routing-instances

vpls-vlan100 {
instance-type vpls;
interface ge-2/0/1.0;
interface ge-2/1/0.0;
route-distinguisher 10.255.168.185:100;
vrf-target target:100:1;
protocols {
vpls {
site-range 10;
no-tunnel-services;
site vlan100-volt-PE {
site-identifier 4;

}
mesh-group CE-MG {
interface ge-2/0/1.0;
interface ge-2/1/0.0;

}
}

}
}

user@host# show vpls connections
Layer-2 VPN connections:

  Legend for connection status (St)  
  EI -- encapsulation invalid      NC -- interface encapsulation not CCC/TCC/VPLS

  EM -- encapsulation mismatch     WE -- interface and instance encaps not same
  VC-Dn -- Virtual circuit down    NP -- interface hardware not present
  CM -- control-word mismatch      - -- only outbound connection is up
  CN -- circuit not provisioned    <- -- only inbound connection is up
  OR -- out of range               Up -- operational
  OL -- no outgoing label          Dn -- down                     
  LD -- local site signaled down   CF -- call admission control failure     
  RD -- remote site signaled down  SC -- local and remote site ID collision
  LN -- local site not designated  LM -- local site ID not minimum designated
  RN -- remote site not designated RM -- remote site ID not minimum designated
  XX -- unknown connection status  IL -- no incoming label
  MM -- MTU mismatch               MI -- Mesh-Group ID not available
  BK -- Backup connection          ST -- Standby connection
  PF -- Profile parse failure      PB -- Profile busy

  Legend for interface status
  Up -- operational          
  Dn -- down

  Instance: vpls-vlan100
    Local site: vlan100-volt-PE (4)
      connection-site           Type  St     Time last up          # Up trans
      3                         rmt   Up     Jun 17 08:11:59 2009           1
        Remote PE: 10.255.171.30, Negotiated control-word: No
        Incoming label: 262147, Outgoing label: 800003
        Local interface: lsi.1048576, Status: Up, Encapsulation: VPLS
          Description: Intf - vpls vpls-vlan100 local site 4 remote site 3
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Use the show vpls-flood extensive command to verify that traffic from CE interfaces

will only travel on pseudowires:

user@host# show vpls flood extensive
Name: vpls-vlan100
  CEs: 2
  VEs: 1
    Flood route prefix: 0x4a/32
    Flood route type: IFF_FLOOD
    Flood route owner: lsi.1048576
    Flood group name: __ves__
    Flood group index: 0
    Nexthop type: comp
    Nexthop index: 568
      Flooding to:
      Name             Type          NhType          Index
      CE-MG            Group          comp            565    
          Composition: flood-to-all
          Flooding to:
          Name             Type          NhType          Index
          ge-2/0/1.0       CE             ucst            515    
          ge-2/1/0.0       CE             ucst            571    

    Flood route prefix: 0x46/32
    Flood route type: IFF_FLOOD
    Flood route owner: ge-2/0/1.0
    Flood group name: CE-MG
    Flood group index: 2
    Nexthop type: comp
    Nexthop index: 556
      Flooding to:
      Name             Type          NhType          Index
      __ves__          Group          comp            549    
          Composition: flood-to-all
          Flooding to:
          Name             Type          NhType          Index
          lsi.1048576      VE             indr            1048574

    Flood route prefix: 0x4b/32
    Flood route type: IFF_FLOOD
    Flood route owner: ge-2/1/0.0
    Flood group name: CE-MG
    Flood group index: 2
    Nexthop type: comp
    Nexthop index: 556
      Flooding to:
      Name             Type          NhType          Index
      __ves__          Group          comp            549    
          Composition: flood-to-all
          Flooding to:
          Name             Type          NhType          Index
          lsi.1048576      VE             indr            1048574

Is thereanexampleconfigurationfor terminatingLayer2circuits intoVPLSusingmesh
groups?

The following example terminates Layer 2 circuits into VPLS using mesh groups. In the

example, themesh-groupmx-pw statement is the mesh group configuration:

user@host# show configuration routing-instances vpls1
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instance-type vpls;
vlan-id 200;
interface ge-0/0/3.1;
route-distinguisher 1.1.1.121:1;
vrf-target target:64577:1;
protocols {
vpls {
no-tunnel-services;
site site3 {
site-identifier 3;
interface ge-0/0/3.1;

}
site site-mx-pw {
site-identifier 11;
mesh-groupmx-pw;

}
vpls-id 123;
no-vlan-id-validate;
mesh-groupmx-pw {
neighbor 69.158.196.218 {
no-vlan-id-validate;
ignore-encapsulation-mismatch;

}
}

}
}

Which components are used in calculating the loadbalancing (hashing) algorithm for
a link aggregation group?

For Layer 3 traffic, thedefault componentsused tocalculate the loadbalancing (hashing)

algorithm for a link aggregation group (LAG) are the source address, destination address,

and interface indexes. If you include the hash-key statement under the [edit

forwarding-options hash-key] hierarchy level, the information in that level is used to

compute the hash key for load balancing.

What is themaximum supported number of link aggregation group bundles and
members per bundle onMX Series routers?

Junos OS supports amaximum of 128 LAG bundles with 16members each onMX Series

routers.

What is the interworking scalability for mesh groups in VPLS LDP-BGP?

You can have up to 14 mesh groups per VPLS on MX Series routers and up to 126 on M

Series routers. For example, for a givenVPLS instance, if youneedLDP-BGP interworking,

there must be onemesh group for every LDP-VPLS cloud that is connected to the

BGP-VPLS cloud, at the interworking router.

Is the label block size configurable per VPLS and per router or logical system?

In Junos OS 10.0 and later, use the label-block-size size statement to configure VPLS

label block size. Use this to increase the VPLS scaling. If the label block is configured as
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two, this will increase the VPLS scaling four times. You can allocate the label block size

in increments of 2, 4, 8, or 16.

Is indirect next hop supported for VPLS?

No, indirect next hop is only supported for Layer 3 VPNs. In Junos OS 10.3 and later, a

constraint of not allowing VPLS configuration when using indirect next hop for other

services is removed. With this constraint removed, you can have VPLS with indirect next

hop and the routing protocol process will ignore the VPLS configuration.

I want to definemultiple portmirroring interfaces on a single chassis and selectwhich
traffic ismirrored to each interface. How can I accomplish this onMXSeries, MSeries,
and T Series routers?

JunosOSsupportsmultiple portmirror destinations inMXSeries routers, andonMSeries

M120 and M320 routers. For more information about configuring port-mirroring on MX

Series routers, refer to Layer 2 Port Mirroring in the current version of the Junos OS
®

Software MX Series Ethernet Services Routers Layer 2 Configuration Guide,

http://www.juniper.net/techpubs/en_US/junos10.1/information-products/pathway-pages/layer-2/layer-2-port-mirroring.html

In T Series routers, there is only one chassis-wide destination. All platforms support

multiple source ports (interfaces that need to bemirrored).

Can traffic be port-mirrored from a Layer 2 VPN on T Series routers for PE routers?

No, this is not supported in T Series routers at this time. It is only supported in MX Series

routers, and in M Series routers M120 and M320 with E3 FPCs (I-chip-based).

Can the outgoing and incoming traffic of a given T Series or MX Series interface be
port-mirrored?

Yes, this is supported on all Juniper Networks platforms.

Can integrated routing and bridging traffic be port-mirrored?

In Junos OS 9.6R2 and later, if the following conditions are met, an integrated routing

and bridging (IRB) packet can bemirrored as a Layer 2 packet:

1. The IRB is associated with the bridge-domain or vpls routing-instance.

2. The bridge-domain has a forwarding table filter configured with an action of then

port-mirror or then port-mirror-instance instance.

This Layer 2 IRB port mirroring can be disabled using the no-irb-layer-2-copy statement

at the bridge-domain or the vpls routing-instance hierarchy level.

What are the differences in packet processing between a VT interface and an LSI
interface (vrf-table-label or no-tunnel-services)?

The LSI interface provides better packet processing performance than the VT interface,

unless there are core-facing interface restrictions or loss of ingress forwarding

functionality, because the frame is sent only once through the route lookup.
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In a VT interface, the packet loops back, with a first pass asmpls-vrf and a second pass

for frame processing. The VT interface is limited by an overall tunnel bandwidth of 1/10

Gbps. The LSI interface is limited by line rate.

What is an example configuration for using an entire site as primary and backup for
VPLSmultihoming?

The following example shows the VPLS_CUST_101 routing instance configured as the

primary siteand theVPLS_CUST_102 routing instanceconfiguredas thebackupsite.Note

that in the portion of the example that shows the other PE router, the VPLS_CUST_101

routing instance is thebackupsiteand theVPLS_CUST_102 routing instance is theprimary

site.

user@host# show routing-instances

VPLS_CUST_101 {
instance-type vpls;
vlan-id 101;
interface ge-11/0/0.101;
route-distinguisher 3.3.3.3:101;
vrf-target target:100:101;
protocols {
vpls {
site-range 10;
site 3 {
site-identifier 3;
multi-homing;
site-preference primary;

}
}

}
}
VPLS_CUST_102 {
instance-type vpls;
vlan-id 102;
interface ge-11/0/0.102;
route-distinguisher 3.3.3.3:102;
vrf-target target:100:102;
protocols {
vpls {
site-range 10;
site 3 {
site-identifier 3;
multi-homing;
site-preference backup;

}
}

}
}

user@host# show vpls connections
...

Instance: VPLS_CUST_101
  Local site: 3 (3)
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    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   Up     Feb 18 09:16:06 2009           1
      Remote PE: 1.1.1.1, Negotiated control-word: No
      Incoming label: 800256, Outgoing label: 800274
      Local interface: vt-11/3/10.1051392, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls VPLS_CUST_101 local site 3 remote site 1
    3                         rmt   SC   site-collision

Instance: VPLS_CUST_102
  Local site: 3 (3)
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   LN   
    3                         rmt   SC    site collision 

user@host# show vpls connections
...

Instance: VPLS_CUST_101
  Local site: 4 (3)
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   LN   
    3                         rmt   SC   

Instance: VPLS_CUST_102
  Local site: 4 (3)
    connection-site           Type  St     Time last up          # Up trans
    1                         rmt   Up     Feb 18 19:00:28 2009           1
      Local interface: vt-11/3/10.1048579, Status: Up, Encapsulation: VPLS
        Description: Intf - vpls VPLS_CUST_102 local site 3 remote site 1
      Remote PE: 1.1.1.1, Negotiated control-word: No
      Incoming label: 800016, Outgoing label: 800266
    3                         rmt   SC   

Which classificationmethods are supported for ingress queuing on an Enhanced
Queuing Dense Port Concentrator onMX Series routers?

Support for ingress queuing on EQ-DPC includes the following methods, as defined in

Institute of Electrical and Electronics Engineers (IEEE) 802.1p:

• IP Differentiated Services code point (DSCP) precedence for IPv4 interfaces

• MPLS EXP for MPLS interfaces

• Tagged VPLS, bridge, and circuit cross-connect (CCC) interfaces

There is no support for ingress queuing for untagged VPLS and CCC interfaces.

DSCP is not supported as a classification option for ingress queuing on VPLS interfaces.

Is BGP autodiscovery supported for LDP-based VPLS as defined in
draft-ietf-l2vpn-signaling-xx?

No, this is not currently supported as defined in the draft Provisioning, Autodiscovery, and

Signaling in L2VPNs. Enabling BGP autodiscovery in this manner requires support for

forwarding equivalence class (FEC) 129, which is not yet supported in Juniper Networks

devices. Support is provided for legacy LDP-VPLS and BGP-VPLS with FEC 128.
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As a workaround, you canmanually provision each LDP PE router in an LDPmesh group

by including the neighbor statement. Support for FEC 129may be included in future

releases.

Is IGMP snooping supported on NG-VPLSwhen point-to-multipoint is in the core?

No, this is not supported.

Related
Documentation

• Layer 2 Circuits and Layer 2 VPNs on MX Series, M Series, and T Series Routers

Frequently Asked Questions on page 19

• MPLS Connectivity Frequently Asked Questions Overview on page 1

• MPLS Layer 3 VPN on MX Series, M Series, and T Series Routers Frequently Asked

Questions on page 15
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MPLS Layer 3 VPN onMX Series, M Series, and T Series Routers Frequently Asked
Questions

This section presents frequently asked questions and answers related to MPLS Layer 3

VPNs on Juniper MX Series, M Series, and T Series routers.

Can I manually select the upstreammulticast hop in NGMPVN instead of having it
default to the highest IP address?

When amulticast source connects to two PE routers, the receiver PE router selects the

upstreammulticast PE router. By default, it selects the router whose upstream address

is numerically highest.

In Junos OS 9.6 and later, it is possible to change the upstream PE router selection

behavior, for example, if theprimary senderPE router hasa loweraddress than thebackup

sender PE router.

Youcanselect theupstreammulticast hop (UMH)basedon theunicast routepreference,

using the unicast-umh-election statement as shown:

set routing-instances routing-instance name protocols mvpn unicast-umh-election

Cautions on the use of the unicast-umh-election statement include:

• The unicast preference-based single forwarder election only works with the default

deterministic path-selection algorithm in BGP.When aPE router is configuredwith the

cisco-non-deterministic path selection algorithm in BGP, the unicast preference-based

single forwarder election might fail. The unicast-umh-election statement can only be

configured when cisco-non-deterministic path selection algorithm is not configured.

• All PE routers must prefer the same route to the upstreammulticast hop. The unicast

preferences for routes to the sources must not depend on any BGP path selection

criteria (such as lowest IGPmetric) that will cause one PE router to choose one UMH

while another PE router chooses a different UMH.

Is four-label push/pop for MPLS supported on Juniper Networks devices?

Although there is no inherent limit to the total number of labels that a given packet can

support, the number of labels that a router can push/pop is limited.

Four-label push/pop is not supported for MPLS for Juniper Networks devices. Support

for four-label push/pop would only be needed for VPN PE routers that could be the

ingress for an RSVP LSP as well as for an LDP LSP that tunnels over the RSVP, and then

egresses at a router beyond the endpoint of the RSVP LSP.

For Juniper Networks devices, the VPN PE routers only need to push two labels (VPN

and LDP) and the core routers only need to swap and then push up to two labels (swap

LDP, push RSVP, and bypass). This provides LDP tunneling in RSVP LSPs, alongwith link

protection.

When NG-MVPNwith Protocol Independent Multicast (PIM) any-sourcemulticast or
generic routingencapsulation tunneling isused, trafficwill notswitchover fromshared
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treetoshortest-pathtree.Althougharegisterpacket issent tothecustomer rendezvous
point initially, multicast traffic is sent to the receiver through the shortest-path tree
from the root. Is this the correct behavior?

Yes, this is the expected behavior of an NG-MVPN implementation, see Figure 3 on

page 16. This is an optimization designed to minimize state in the provider core. A

drawback to this optimization is that it requires the customer rendezvous point (C-RP)

to either be placed in the VRF of the PE router, or it requires aMulticast Source Discovery

Protocol (MSDP) or PIM anycast-PIM connection between the C-RP and the PE router.

This is because at least one PE router must know about all active sources in the VPN.

Thisbehavior isdetailed indraft-ietf-l3vpn-2547bis-mcast-bgp-07:Multicast inMPLS/BGP

IP VPNs.

Figure 3: NG-MVPN Shortest-Path Tree and Shared Tree Flow
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In JunosOS 10.0and later, there is anNG-MVPNRPT-SPTmode that implementsSection

13of theBGP-MVPNdraft. Thismodeallowsshared rendezvous-point trees tobesignaled

across the NG-MVPN core. This allows you to place the C-RP anywhere, with the cost

of slightly more state in the core.

To configure the RPT-SPTmode, include the rpt-spt statement at the [edit

routing-instances routing-instance-nameprotocolsmvpnmvpn-mode] hierarchy level for

all VRFs that make up the VPN. To configure a selective provider tunnel for the shared

tree, include thewildcard-group-inet, wildcard-group-inet6, andwildcard-source

statementsat the [edit routing-instances routing-instance-nameprovider-tunnelselective]

hierarchy level.

CAUTION: When you configure RPT-SPTmode, receivers or sources directly
attached to the PE router are not supported. As a workaround, place a CE
router between any receiver or source and the PE router.
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CanVPN.inet.2 routesbeusedfor reversepathforwarding(RPF)checks inNG-MVPN?

Yes. PIM can be configured to use VPN.inet.2 for RPF on NG-MVPN receiver site VRFs.

Is the smart-optimize-timer statement available for point-to-multipoint LSPs? Is the
optimize-timer statement available?

No, the smart-optimize-timer statement isn't supported for point-to-multipoint LSPs.

Only the optimize-timer statement is available for point-to-multipoint LSPs.

Is the adaptive statement supported in point-to-multipoint LSPs?

The adaptive statement is not supported in point-to-multipoint LSPs, because the

point-to-multipoint LSP is expected to be adaptive by default.

How is composite next hop used in Layer 3 VPNs?

Composite next hop infrastructure provides optimized data structures to handle a

label-per-prefix caseand tohelpwith convergence. Prior to JunosOSversion9.5, handling

label-per-prefix consumed a lot of kernel memory, restricting overall chassis scale. Now,

the standard Junos OSmethod is to use label-per-VPN, which is very scalable.

With chained or composite next hop, memory usage is optimized in both the kernel and

the Packet Forwarding Engine. However, on the I-chip this is available only for the Packet

Forwarding Engine. The scaling numbers for I-chip based platforms are:

• Junos OS versions prior to 9.5 -- 250,000 to 300,000 labels per prefix

• Junos OS version 9.5 and later -- 600,000 labels per prefix

Data structure optimization within the Packet Forwarding Engine leads to significant

savings inDRAM,with themostgains in thenext-hopspaceand in theLayer2descriptors.

Canmulticast ping be usedwith a static IGMP join in RosenMVPN?

When static IGMP is used to join any group, multicast ping does not get any response

because static IGMP is not a real IGMP host. Consequently, the ping fails. If Session

Announcement Protocol (SAP) is used instead of static IGMP, multicast ping can be

used if interface and bypass routing is specified. To do this, include the sap-listen

statementat the [editprotocols]hierarchy level on theCE routeron themainconfiguration

(not under the routing-instance hierarchy):

set protocols sap-listen 239.10.10.14

Is NG-MVPN supported in logical systems?

No, NG-MVPN is not supported in logical systems at this time.

Is fast reroute supported in point-to-multipoint LSP?

Fast reroute provides amechanism for automatically rerouting traffic on an LSP if a node

or link in an LSP fails, thus reducing the loss of packets traveling over the LSP. For

point-to-multipoint LSPs with fast reroute, only link protection is supported; node

protection is not supported.
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Supported functionality for link protection on point-to-multipoint includes:

• Link protection can be provided for all constituent sub-LSPs of a point-to-multipoint

LSP in the event of a link failure.

• The protection LSP is a point-to-multipoint bypass LSP, set up using existing

point-to-point bypass LSP (facility backup) mechanisms. The path of the bypass

point-to-point LSP can be determined using Constrained Shortest Path First (CSPF)

or it can be configured.

Not supported functionality for link protection on point-to-multipoint includes:

• Global repair is not supported: If a link fails and local repair is performed using link

protection, the ingress does not attempt to perform global repair. Because there is no

secondary LSP or CSPF, traffic remains on the bypass LSP until the link comes back

up.

• Regular fast reroute one-to-one detours are not supported because node protection

is not supported; instead, link protection is provided by using bypass LSPs.

Related
Documentation

• Layer 2 Circuits and Layer 2 VPNs on MX Series, M Series, and T Series Routers

Frequently Asked Questions on page 19

• MPLS Connectivity Frequently Asked Questions Overview on page 1

• Virtual Private LAN Service on MX Series Routers Frequently Asked Questions on

page 3
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Layer 2 Circuits and Layer 2 VPNs onMX Series, M Series, and T Series Routers
Frequently Asked Questions

This section presents frequently asked questions and answers related to Layer 2 circuits

and Layer 2 VPNs on Juniper MX Series, M Series, and T Series routers.

What is the solution for interprovider Option B connection between LDP-based Layer
2 circuits and BGP-based Layer 2 VPNs?

As of Junos OS version 9.3 and later, Layer 2 circuits with interworking iw0 interfaces can

bemanually stitched. If dynamic signaling is needed, the only option is to use FEC 129

multisegment pseudowires if you are not using BGP-based Layer 2 VPNs. FEC 129 is not

currently supported in Junos OS. Dynamic pseudowires can be signaled using different

interprovider options.

What are the supported Layer 2 interworking stitching configurations?

These are the stitching options in Junos OS 9.3 and later:

• Layer 2 circuit into Layer 2 VPN.

NOTE: In Junos OS 9.4 and later, you can use an iw interface instead of an

lt interface for this purpose.

• Layer 2 circuit into Layer 2 circuit.

• Layer 2 VPN into Layer 2 VPN.

Can a Layer 2 circuit be terminated into VPLS?

Yes, Junos OS 9.2 and later uses mesh groups to terminate pseudowire emulation

(pseudowireE) into VPLS. You can terminate one pseudowireE per mesh group within

the VPLS. Amaximum of 16mesh groups is supported per VPLS instance.

What is thebehaviorofavirtual tunnel interface indifferentservices routing instances?

If you configure a virtual tunnel (vt) interface on the egress PE router and that router is

also a transit router for the point-to-multipoint LSP, the penultimate hop router sends

just one copy of each packet over the link to the egress PE router. A vt interface can

perform two lookups on an incoming packet, one for themulticastMPLS lookup and one

for the IP lookup. This applies to Layer 3 VPNs and VPLS point-to-multipoint LSPs.

This is the behavior of vt-interface in different services:

• NG-MVPN: TheMPLS lookup is performed first, with MPLS packet copying. One of the

copies has a null label and is sent to vt-ifl. The null label in this case is a label pop

operation. When the packet is received from vt-ifl, IP lookup and copying is performed

in VRF.

• VPLS: Initial behavior is the same as in NG-MVPN: TheMPLS lookup is performed first,

with MPLS packet copying. One of the copies has a null label and is sent to vt-ifl. The
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null label in this case is a label pop operation. However, in VPLS, when a packet is

received from vt-ifl, Ethernet MAC lookup and copying is performed in the VPLS edge

(VE) or the virtual switch interface (VSI).

• CCC: Initial behavior is the same as in NG-MVPN and VPLS: The MPLS lookup is

performed first, withMPLSpacket copying. One of the copies has a null label, however,

this label is sent to _egress CCC interface. A second lookup is not needed.

What is an example configuration tomap a bridge domain into a Layer 2 circuit?

The following example shows a configuration to map a bridge domain into a Layer 2

circuit.

NOTE: This configuration requires that the other end of the circuit is sending
packets tagged with VLAN-ID 100.

lt-0/0/0 {
unit 0 {
encapsulation vlan-ccc;
vlan-id 100;
peer-unit 1;

}
unit 1 {
encapsulation vlan-bridge;
vlan-id 100;
peer-unit 0;

}
}
ge-0/1/5 {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit 100 {
encapsulation vlan-bridge;
vlan-id 100;

}
}
ge-0/2/5 {
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit 100 {
encapsulation vlan-bridge;
vlan-id 100;

}
}
l2circuit {
neighbor 10.1.1.1 {
interface lt-0/0/0.0 {
virtual-circuit-id 10;

}
}

}
bridge-domains {
bridge-l2cct {
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domain-type bridge;
interface ge-0/1/5.100;
interface ge-0/2/5.100;
interface lt-0/0/0.1;

}
}

Related
Documentation

• MPLS Connectivity Frequently Asked Questions Overview on page 1

• MPLS Layer 3 VPN on MX Series, M Series, and T Series Routers Frequently Asked

Questions on page 15

• Virtual Private LAN Service on MX Series Routers Frequently Asked Questions on

page 3
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