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About the Documentation

• Documentation and Release Notes on page ix

• Documentation Conventions on page ix

• Documentation Feedback on page xi

• Requesting Technical Support on page xii

Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at https://www.juniper.net/books.

Documentation Conventions

Table 1 on page x defines notice icons used in this guide.
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Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page x defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback so that we can improve our documentation. You

can use either of the following methods:

• Online feedback system—Click TechLibrary Feedback, on the lower right of any page

on the Juniper Networks TechLibrary site, and do one of the following:

xiCopyright © 2018, Juniper Networks, Inc.
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• Click the thumbs-up icon if the information on the page was helpful to you.

• Click the thumbs-down icon if the information on the page was not helpful to you

or if you have suggestions for improvement, and use the pop-up form to provide

feedback.

• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need post-sales technical support,

you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

https://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: https://www.juniper.net/customers/support/

• Search for known bugs: https://prsearch.juniper.net/

• Find product documentation: https://www.juniper.net/documentation/

• Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

• Download the latest versions of software and review release notes:

https://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://kb.juniper.net/InfoCenter/
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• Join and participate in the Juniper Networks Community Forum:

https://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: https://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at https://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

https://www.juniper.net/support/requesting-support.html.
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CHAPTER 1

ManagerofCentralManagersUser’sGuide

• Overview on page 15

• MCMConfiguration on page 16

• What To Do Next on page 20

Overview

The JuniperATPApplianceManager ofCentralManagers (MCM) is adevice thatprovides

a centralizedWeb UI for users that deploy multiple Core/Central Managers (CMs) in

various geographic locations. The MCM allows customers with distributed enterprises

toconsolidateviewingofdetectedmalware incidentsoccurringonmultipleCMs registered

to the central MCM.

The MCM Platform device type is represented as “mcm” in the Juniper ATP Appliance

CLI. The MCM receives incident data frommultiple secondary Central Manager (CM)

appliances and displays that data in the primary MCMWeb UI.

The MCMWeb UI is a subset of the larger Juniper ATP Appliance Central Manager Web

UIand includesonly the Incidents taband theConfig tab forSystemProfile configurations,

in addition to a device Refresh and Logout tab options.

Figure 1: Manager of CMs (MCM)Web UI
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Note that the CM Name column details the name of each incident’s originating Central

Manager.

Whenanadmin interactswith an incident in anyway from theMCMWebUI (for example,

by clicking on an incident to view its details, selecting amitigation option, downloading

IVP, viewing screenshots or traces, and so on) the MCM automatically connects directly

to the originating Core/CM containing the incident. In this way, the MCMmaintains only

incident table data.

The MCMmanages a list of its users with admin privileges for viewing Incident details

and performing mitigation and whitelist actions, which will be applied only to the CM

that generated the incident. SAML and RADIUS is supported for login to the MCM.

NOTE: TheMCMmust be provisioned with anMCM license in order to be
upgradedvia the JuniperATPApplianceGSS, in the samemannerasall other
Juniper ATP Appliance device types.

Related
Documentation

MCMConfiguration on page 16•

MCMConfiguration

Use the CLI command line in “cm”mode, available for MCM device types, to configure a

managerofdistributedcentralmanagers (MCM). It is recommended thatanadminbegin

by converting a CM to an MCM via the CLI, and then set up each individual, distributed

CMs to register to the configured MCM in order to sync incidents.

TIP: Communication between theMCM and the secondary CMs takes place
on port 443 whichmust be set bidirectionally if the CMs andMCM
communicate across a firewall boundary.

From the CLI “cm”mode, configure anMCM IP address and a shared secret/passphrase.

When the MCM CLI is used, aWeb UI MCM account is created via this passphrase which

is used as the API key, which means that client CMs connected to the MCM can use this

passphrase to perform a “login” API call to the management CM (MCM).

NOTE: The secret passphrasemust be configured on all distributed CM and
MCM devices to allow communications.

Copyright © 2018, Juniper Networks, Inc.16
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NOTE: In MCM configurations, all systemsmust be either be in FIPSmode
or not in FIPSmode. This is due to differences in how the device keys are
calculated betweenmodes.

• To convert a CM to an MCM on page 17

• Sample MCM CLI Configuration Sequence on page 17

• To Register and Sync Incidents from Distributed CMs to an MCM on page 18

• Sample CLI Sequence for CM Registering and Syncing to an MCM on page 18

• Using the MCMWeb UI on page 19

To convert a CM to anMCM

Use the following procedure to convert a CM to anMCM. A sample CLI sequence follows.

1. Set the IP of the CMdevice that is to become anMCM to point to loopback IP address

127.0.0.1 to indicate that this is now the MCM.

2. Set a passphrase that is used for secure sync of incidents from each CM to the MCM.

Set this same passphrase on the individual CMs that are to point and report to the

MCM.

NOTE: The “remove” command converts an MCM back to a CM by
removingall theMCMconfiguration.Thiswill alsodeleteall incidents from
theMCM and deregisters all connected CMs that were registered to the
MCM, so use this commandwith caution.

3. Verify MCM configuration by logging into theWeb UI on the and noting that there are

just two tabs - Incidents and Config, instead of the full Central ManagerWeb UI seen

on a CM.

NOTE: The “resync” command is specific to connected CMs only. This
command has no effect when executed on anMCM.

SampleMCMCLI Configuration Sequence

MCM-VM# cm

Entering the Central Manager configurationmode...

MCM-VM(cm)# set mcm

ip Set the IP address of the Manager of Central Managers

17Copyright © 2018, Juniper Networks, Inc.
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resync Resync with MCM

remove Remove entire MCM config

MCM-VM(cm)# set mcm ip 127.0.0.1

passphrase Set the device key passphrase for MCM

MCM-VM(cm)# set mcm ip 127.0.0.1 passphrase password123

To Register and Sync Incidents fromDistributed CMs to anMCM

Use this procedure to register and syn incidents on distributed CMs to a configuredMCM.

A sample CLI sequence follows.

1. Set the MCM IP on a distributed CM.

2. Set the passphrase; this must be same passphrase configured on the MCM.

3. Set the username with the API key already configured to be used for communication

between each CM and the MCM.

NOTE: The “remove” command deletes the MCM configuration entirely.
However, this commandwhen executed on a CM does not remove any
incidents unlike when executed on anMCM.

Use the “resync” command on a CM to force a resync of all incidents from
this CM to the MCM.

After configuring the parameters described above, incidents are immediately synced to

the configured MCM.

Sample CLI Sequence for CMRegistering and Syncing to anMCM

CM-VM6-LosAngeles(cm)# set mcm ip 1.2.3.4

passphrase Set the device key passphrase for MCM

CM-VM6-LosAngeles(cm)# set mcm ip 1.2.3.4 passphrase password123

username Enter a username to use for communication with MCM

<cr>

CM-VM6-LosAngeles(cm)# set mcm ip 1.2.3.4 passphrase password123

Copyright © 2018, Juniper Networks, Inc.18
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username Enter a username to use for communication with MCM

<cr>

CM-VM6-LosAngeles(cm)# set mcm ip 1.2.3.4 passphrase password123

username admin

CM-VM6-LosAngeles(cm)# showmcm

MCM IP Address: 1.2.3.4, username: admin

CM-VM6-LosAngeles(cm)#

Using theMCMWebUI

Asmentioned in the introduction, theMCMWebUImanagement viewdisplays two tabs:

the Incidents and Config Tabs.

Use the Incidents tab to view all incidents reported from distributed CMs.

Figure 2: Incidents Tab

NOTE: The Uploads button is not available from theMCMWebUI. Be aware
also that there is a new column in MCM for the originating CM per incident,
andthat theCore/CMIPandhostnamearedisplayed in theSummarysection.
Also: no benign incidents are communicate to the MCM. Lastly, CMs cannot
be deleted from theMCM.

NOTE: Refer to the Juniper ATP Appliance Operator’s Guide for more
information about use of the Incidents tab.
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On an MCM, the Details section for a selected incident displays the mitigation options

as in a CM, and all options are available from the MCM.

Use the Config tab to add or modify MCM settings.

The Config Tab options on an MCM are reduced to System Profiles settings only, as

follows:

• Password Reset

• Roles

• Users

• SAML Settings

• RADIUS Settings

• System Settings

• Certificate Management

• GSS Settings

• Secondary CMs

• Licensing

• Backup/Restore

NOTE: Refer to the Juniper ATP Appliance Operator’s Guide for more
informationaboutuseof theConfig tabSystemProfilesconfigurationoptions.

What To Do Next

Refer to Juniper ATP Appliance documentation for more information:

• Juniper ATP Appliance Quick Start Guides— Quick Starts describe how to install and

initially configure a Juniper ATP Appliance device; refer to the Quick Start for your

device, feature or model:

• Juniper ATP Appliance Core/CMQuick Start Guide

• Juniper ATP Appliance All-in-One Quick Start Guide

• Juniper ATP Appliance Email Traffic Collector Quick Start Guide

• Juniper ATP ApplianceWeb Traffic Collector Quick Start Guide

• Juniper ATP Appliance Mac OSX Quick Start Guide

• Juniper ATP Appliance Virtual Core for AWS

• Juniper ATP Appliance CLI Command Reference Guide—Describes all the commands

that are available in the command-line interface (CLI) for Juniper ATP Appliance

devices.

Copyright © 2018, Juniper Networks, Inc.20
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• JuniperATPApplianceSafetyandRegulatoryGuide—Containsconformanceandsafety

information for Juniper ATP Appliance devices.

• Juniper ATP Appliance API Reference Guide— Provides Juniper ATP Appliance HTTP

API functions and information about usage.

• Juniper ATP Appliance CEF & Syslog Support for SIEM Guide— Provides Juniper ATP

Appliance CEF and Syslog format and field informationwith usage guidelines for SIEM

support.

• Juniper ATP Appliance Operator’s Guide— Provides usage and procedural information

for all Juniper ATP Appliance products.

Related
Documentation

• Overview on page 15
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