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Configuration Compliance

Configuration Compliance feature allows users to Define & Enforce Configuration Compliance
Standards. This is realized within ATOM using the following primitives.

1. Policies - Define Configuration standards & Remediation Policy by Device Family, Device
Type, OS Type etc.,

2. Profiles - Group multiple policies and apply configuration standards on one or more

devices

Reports - Comprehensive compliance reporting view at device level

4. Remediation - Fix Policy Violations on one or more devices

w

Following diagram summarizes the overall flow.

| | |
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|i:aaa. qus._hl :1“? Create Logical || wan-sacurity, Repart L P
A = Grouping L access-switch, elc,) |
Apply on [One
oF moee E:;-;uqianoe Review &
Devicas P Sebect
| Remediation
|
Devices, Device Remediate -
Groups Violations Remediation

ATOM supports Configuration Compliance for the following Vendors:

Cisco Systems
Juniper Networks
Fortinet

ForcelO Networks
Brocade

PaloAlto Networks
Riverbed Technology
F5 Networks

Policies

Compliance policy allows configuration standards to be defined in CLI format and YANG
format(x-path or xml). Following provides a high level overview of a Policy:




ATOM Configuration Compliance Guide

Policy is a collection of Rules
A Rule contains one or more Conditions
Condition describes
o Expected Configuration. Configuration can be parameterized through Rule
Variables.
o Action to be taken on a condition evaluation includes CLI commands or Netconf
XML RPC format to be used to remediate a violation.
A Rule can be attached to one or More device platforms - Vendor, OS Type, Device
Family, Device Type and OS Version

Creale Policy

v

Create Policy
Rule(s)

v

Rule Basic
Information

'

Select Platform

Y

Provide Rule
Inputs
. Define
Conditions/Actions

Palicy
Creation
Completed
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Use Cases
# éz:giréastx;‘e Example Reference
Example: All Devices in Target Network should Contain
a specific Domain Name
Static Expected Configuration: Scenariol
Configuration ip domain-name anutacorp.com
Fix Configuration:
<<If missing, configure the above command>>
Xpath Expression:
X—path' Cisco-10S-XR-native:native/ip/domain/name="anutacor | Scenario6
Expression , -
1 p.com
Template Payload:
<native
xmlns="http://cisco.com/ns/yang/Cisco-10S-XE-native"
>
XML Template <ip>
Payload . Scenarioll
<domain>
<name>net.disney.com</name>
</domain>
</ip>
</native>
Example: Devices in Target Network should have a
specific Loopback interface - LoopbackO or Loopback1
based on user input.
Dynamic
anfiguration Expected Configuration: ,
with User . . Scenario3
2 provided interface {{ interface_name }}
values
Fix Configuration:
<<If missing, Configure the specific Loopback
interfaces>>
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Xpath Expression:
Cisco-10S-XE-native:native/interface/Loopback/name="
0'and
Cisco-l10S-XE-native:native/interface/Loopback[name=0

X-path 1/ip/address/primary/address="{{ lo0_ipv4addr }}' and Scenariod
Expression Cisco-10S-XE-native:native/interface/Loopback[name=0 | =
1/ip/address/primary/mask="'255.255.255.255"' and

Cisco-10S-XE-native:native/interface/Loopback[name=0
1/ipv6/address/prefix-list/prefix="{{ lo0_ipv6addr }}'
Template Payload:
<native
xmlns="http://cisco.com/ns/yang/Cisco-10S-XE-native"
>
<interface>
<Loopback>
<ip>
<address>
<primary>
<address>10.100.99.98</address>
<mask>255.255.255.255</mask>
</primary>
XML Template </address> Scenariol3
Payload .
</ip>
<ipv6>
<address>
<prefix-list>
<prefix>2605:30C0::3B/128</prefix>
</prefix-list>
</address>
</ipv6>
<name>0</name>
</Loopback>
</interface>
</native>
Configuration | Example: All the VTY lines should have specific
with Patterns, [ exec-timeout and session-timeout configured. Scenario4

Wildcards,
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etc.that
require Regular
expressions

Expected Configuration:
line vty (.*)
session-timeout 10
exec-timeout 10 0

Fix Configuration:
<<If missing, Configure the timeouts under all matching
VTY lines>>

Configuration

Example: The physical Interface should not be shut
down and show be in auto-negotiation mode

Expected Configuration:
interface {{ interface_name }}

with no shutdown Scenario3
sub-modes negotiation auto

Fix Configuration:

<<If missing, Configure the above commands for one or

more interfaces>>

Example: Finding the Devices having extra ntp-server

addresses configured and removing those other than

expected server addresses.
Removing
unwanted Expected Configuration: Scenario?2
extra ntp-server 10.1.1.1
configuration

Fix Configuration:

<< Configure above ntp-server if not found. Remove any

ntp server other than 10.1.1.1 >>

Example: Finding the devices in the network which

doesn’t contain the OSPF router-id configured as per
Advanced: )
Presence of an loopbackO ip address.
entity value . . Scenario5
from one block | Expected Configuration: e
in another interface LoopbackO

ip address 45.45.45.5 255.255.255.255
!

router ospf 100
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router-id 45.45.45.5

Fix Configuration:
router ospf 100
router-id 45.45.45.5

Scenario 1: IP Domain Name

Scenario: Network Devices must have domain name configured. In this example we are looking
for the domain name as anutacorp.com across all devices in the lab.

Platform:
Cisco 10S-XE

Expected Configuration:
ip domain-name anutacorp.com

Fix-CLI Configuration:
ip domain-name anutacorp.com

Follow the steps below to configure Compliance Policy for the above scenario.

1. Configure Policy

Steps:

o Navigate to Resource Manager > Config Compliance -> Policies

e Click ‘+" to create new Policy and provide the following information
o Policy Name
o Description
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Add Policy

Policy Namee

IP_Domain_Name

Description

Check whether ip domain name is present in the
device or not

A

Create Policy

2. Configure Rules

One or more rules can be configured to express configuration standards. Based on the
complexity of the scenario, configuration standards can be broken up into more than one
condition.

Steps:

e Navigate to Resource Manager > Config Compliance -> Policies
e Create/Select a Policy

® C(lick ‘+’ to create new Rule

e ATOM opens up new wizard as shown below

Add Rule

Basic Information Platform Selection Rule Variables Conditions and Actions

e Rule has four components
Basic Information
Platform Selection
Rule Variables
Conditions & Actions

O O O O

Basic Information

Provide basic information as described below. Information provided here is for documentation
purposes only.

Rule Name: Provide any Name
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Description: Brief explanation of the configuration evaluation that the rule is going to perform.

Impact: If the device configuration does not meet the rule or rules in the policy, type it in the
Impact field.

Suggested Fix: Using which non-compliance can be corrected and device returns to a state of
Compliance.

Edit Policy | IP_Domain_Name

Add Rule

Basic Information Platform Selectior

Rule Names

Check_Ip_Domain_Name

Description

Check domain name for Cisco devices

Impact

If domain name is not present in the device. Device will be non-
compliant.

Suggested fix

ip domain name anutacorp.com

A

Platform Selection

Rules contain configuration standards expressed in CLI Configuration format. Configuration
standard can be at Vendor level, Device Type, Device Platform, OS Type or OS Version.

Steps:

o Navigate to Config Manager > Config Compliance -> Policies -> Rules
e Create/Select a Rule & Provide the following information

o Vendor

o OStype

o Device Family
o Device Type
o 0OS Version

10
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Add Platform ®

Vendorse

Cisco Systems v

0S type

Select v

Device family

Select v

Device type

Select v

0S version
ALL

Note: Platform Selection will be used during Policy execution. Devices that don’t match
the above criteria are skipped.

Note: It’s not common to have more than one Platform

Rule Variables

Rule variables allow configuration to be parameterized.

Steps:
o Navigate to Resource Manager > Config Compliance -> Policies -> Rules
e Create/Select a Rule Variables
o Key - Provide unique name to identify rule variable
o Description - Describe rule-input configuration
o Default Value - Default value. Can be overridden during Policy execution time

Conditions and Actions

Expected configuration & actions to be taken when violations are detected are specified in the
Conditions & Actions section.

Based on the complexity of the scenario, configuration standards can be broken up into more
than one condition.

Steps:
e Navigate to Resource Manager > Config Compliance -> Policies -> Rules
e Create/Select Conditions & Actions

o Condition Details - Described Below

o Action Details - Described Below

11
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Condition Details

Condition section provides users to specify the expected configuration and various options on
how to match the expected configuration including option to identify sub mode configuration
blocks.

| Conditions and Actions

Condition Details Action Details

Condition Names Values
ip (domain\gnameldomain\-name) anutacorp corr
Verify_IP_Domain_name
Sequence Numbere
1 =

Scope Details

Condition scope details

Configuration v

Block Options

Start Expression

Condition Match Criteria

Operator Launch Test Config

MATCHES_THE_EXPRESSION v

Rule-pass-criteria

All_SubBlocks v

Condition Name: Name of the Condition
Sequence Number : Order of the condition execution.

Scope Details
Condition scope details: Scope could be either full configuration copy or configuration
matched in prior condition.
e Configuration - Full Configuration
e Previously Matched Blocks - Subset of configuration matched by prior condition

Block Options
Start Expression - Regular expression indicating the start of the sub-block.
End Expression - Regular expression indicating the end of the sub-block.

Condition Match Criteria
Operator:

MATCHES_THE_EXPRESSION - Checks whether the condition value exactly matches with
device configuration or not.

12
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DOESNOT_MATCHES_THE_EXPRESSION - Checks whether the condition value does not
match with the device configuration or not.

CONTAINS_STRING - Checks whether the device configuration contains condition value
config or not.

Rule-Pass-Criteria:
All_SubBlocks - Checks whether the condition value matches in all the blocks or not.
Any_SubBlock - Checks whether the condition value matches in any of the blocks or not.

Value: Value field accepts Configuration Standard as CLI Configuration. Following types of
configuration can be provided:

Static Configuration

Dynamic/Parameterized Configuration
Configuration with Regular Expressions
Configuration coupled with Jinja2 Templating

Note: For some Vendor Configurations like Cisco |0S-Style, whitespace in command
prefix is mandatory to identify commands at sub-mode level.

For Scenario 1 - Provide value as ip domain-name anutacorp.com to search for a given domain
name in the running configuration.

Test Config

Based on the complexity of the configuration standard, Value may be complex and may need to
build up iteratively. Test Config utility helps the CLI configuration condition to be validated
against Test Configuration.

Steps:

Navigate to Resource Manager > Config Compliance -> Policies -> Rules ->

o Create/Select Conditions & Actions
e Click “Launch Test Config” will launch a form to Test Condition

13
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Test Configuration and Results

Condition Match Operator:

MATCHES_THE_EXPRESSION

Value

Rule Variables

ip domain-name anutacorp.com

Test Configuration
ip domain-name anutacorp.com

Test Results

"compliance-policies'
"highest-severity" ™,

"rule-violation-
"compliance-status": "compliant’,
"compliant-rules-output’s

"violated-conditions™: *,
*device-compliance-condition-output’: {
"block-start-unmatched-content": "<![CDATA[]]>",

"block-start-condition-search-output’: *<|[CDATA[{\n \'block_start_matched_contents\" : [J\n}]}>",
"condition-search-output"; "<!/[CDATA[{\n \'matched_contents\" : [[\n}]}>",
“total-block-count™; 1,

‘aggregated-condition-ouput”: "<![CDATA[{\n \'condition_contents\": [{\n \"condition_id\" : null,\n

\'block_start_matched_content\" : nullan  \'block_start_unmatched_content\": null\n \'unmatched_content\" : null\n
V'matched_content\" : null\n } \n}]}>",

Condition Match Operator:
MATCHES_THE_EXPRESSION

DOESNOT_MATCHES_THE_EXPRESSION
CONTAINS_STRING

Value: Sample configuration to be tested. Value will be shown from the Condition Details. Value
can be further refined

Note: Any Edits to Value will reflect in the Condition Details -> Value and Vice-versa.
Test Configuration: Sample device configuration

Rule Variables: The rule variables created in the rule will be shown here with default values.
Values can be modified.
Note: Any Edits to Values will not be reflected in the Rule Variable default values
provided in Rule Variables Section.

Test Results: Based on Condition Match Operator test results will be shown on the right hand
side

Action Details

Action can be taken after Condition evaluation. Condition can result in either a “Match” or
“Non-Match”. Depending on the scenario one or both criteria may apply.

14
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Rule Variables Conditions and Actions

Details Action Details

Select Match Action Select Non-Match Action
Select action Select action
continue v continue v

Select Match Action - This option is applicable when Condition evaluates to a Match
Select action:
Continue - continue execution to next condition
Donot_raise_violation - skip execution and don’t raise violation
Raise_violation_and_continue - raise violation and continue execution to next conditions
Raise_violation - raise violation and skip execution

For Scenario 1, no action needs to be taken during a match condition, so select continue
as action.

Violation severity:
LOW
MEDIUM
HIGH
CRITICAL

Violation message type:
Default_violation_message
User_defined_violation_message

Derive fix cli commands:
Use_unmatched_block - unmatched config from the block
Use_matched_block - matched config from the block
Use_complete_block - total block config

Select Non-Match Action
Select action:
Continue
Don’t raise violation
Raise violation and continue
Raise violation

For Scenario 1, Action is required when Condition is not matched. Select Raise violation
and continue.

Violation severity:

15
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LOW
MEDIUM
HIGH
CRITICAL

Violation message type:
Default_violation_message

User_defined_violation_message

Fix CLI: Provide the CLI Configuration to be used for remediation. Fix CLI can be either
provided here or derived.

Option - 1 - Explicit Remediation / Fix CLI
For Scenario 1, Provide “ip domain-name anutacorp.com” in Fix CLI.

Rule Variables Conditions and Actions
Condition Details Action Details @

Select Match Action Select Non-Match Action
Select action Select action
continue v Raise_violation v

Violation severity

CRITICAL v

Violation message type

Default_violation_message v

Fix CLI

ip domain-name anutacorp.com

Derive fix cli commands

Select v

Option - 2 - Remediation Commands can be derived from Condition evaluation.

Derive fix cli commands:

Options below:
Use_unmatched_block
Use_matched_block
Use_complete_block

For Scenario 1, Select “Use_unmatched_block”. Since this is non-match Action,
unmatched_block will be Condition Details->Value and can be used as Fix CLI.

16
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Rule Variables Conditions and Actions
ondition Details Action Details @

Select Match Action Select Non-Match Action

Select action Select action

continue - Raise_violation_and_continue -

Violation severity

HIGH v

Violation message type

Default_violation_message v

Fix CLI

Derive fix cli commands

use-unmatched-block v

Scenario 2: NTP Server configuration check

Scenario:
1. All devices in the network should contain the designated ntp server.
2. Remove all other ntp servers
3. In this example
a. Expected ntp-server =10.0.0.1

Platform:
Cisco I0S-XE

Expected Configuration:
ntp server 10.0.0.1

Fix-CLI Configuration:
ntp server 10.0.0.1
<<Remove Any Other ntp server other than 10.0.0.1>>

This use case uses regular expressions and contains two conditions.

1. Condition-1 - Check for expected config & if not found remediate using Fix CLI.
Fix-cli Configuration :
ntp server 10.0.0.1

2. Condition 2- Check for unwanted ntp-servers and remove them.
Fix-cli Configuration :
no ntp server 10.0.0.2 //Derived
no ntp server 10.0.0.3 //Derived

17
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Steps:
o Navigate to Resource Manager > Config Compliance -> Policies
e Click ‘+" to create new Policy and provide the following information
o Policy Name - NTP_Common_Peer_Configuration
o Description
e Select the Policy and Click ‘+’ to create new Rule
o Rule Name - Check_NTP_Common_Peer_Configuration
e Navigate to Config Manager > Config Compliance -> Policies -> Rules
® Select a Rule & Provide the following information
o Vendor - Cisco Systems
o 0OS type - IOSXE
o Device Family - ALL
o Device Type - ALL
o OS Version - ALL
e Rule variables are not required for this scenario.
e Now fill the Conditions and Actions

Condition1

The Verify_NTP condition will check if the NTP server config is present in the device or not.

- Conditions and Actions

Condition Details Action Details

®

Condition Names Values
ntp server 10.0.0.1
Verify_NTP

Sequence Numbere

1 -

Scope Details

Condition scope details

Configuration v

Block Options

Start Expression

Condition Match Criteria

Operator 4

MATCHES_THE_EXPRESSION v
Launch Test Config

Rule-pass-criteria

All_SubBlocks v

18
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Here Non-Match Action can be done either using the commands in Fix CLI or using the Derive fix

cli commands.
® Using the Fix CLI user needs to provide the configuration commands manually.
e Using the Derive Fix CLI Commands user needs to select the use_unmatched_block as
shown below.

Rule Variables Conditions and Actions
Condition Details Action Details :

Select Match Action Select Non-Match Action
Select action Select action
continue v Raise_violation_and_continue v

Violation severity

CRITICAL v

Violation message type

Default_viclation_message v

Fix CLI

Derive fix cli commands

use-unmatched-block v

Here on Match Action it will Continue and on Non-Match Action the Derive fix cli commands
uses the use-unmatched-block to remediate the device.

Condition2

Remove NTP_Extra_Config condition will use the regex to match and capture the extra NTP
server ip configured in the device other than the expected ip.

19
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- Conditions and Actions

Condition Details  Action Details

Condition Namee

Remove_NTP_Extra_Config

Sequence Numbere

Scope Details

Condition scope details

Configuration

ES
Block Options
Start Expression
E3
Condition Match Criteria
Operator

MATCHES_THE_EXPRESSION

Rule-pass-criteria
All_SubBlocks

Valuee

ntp server (2110.0.0.1)(\d+\d+.\d+.\d+)

The extra NTP server ip captured will be stored in the backend data structure which is shown in

the Test Results tab.

ntp server 10.0.0.1
ntp server 10.0.02
ntp server 10.0.0.3

"compliant-rules-output’: {
"violated-conditions™: ™,
"device-compliance-condition-output”s {
"block-start-unmatched-content™: <[CDATA]]>",

1\n Vgrep_content\':\"10.0.02\"\n  \'grep_group\": 1\ }]\n },{\n \'groups\": [{\n
\10.003VAn  Vgrep_group\": T\ }I\n ) hn)ll>",

"condition-search-output’: ‘<J[CDATA[{\n \'matched_contents\": [(\n \'groups\': [ \n
\10.00.2\n  Vgrep._group\’
\'grep_group\": \n }\n } \\n}j}>",

“otal-block-count’: 2,

*aggregated-condition-ouput’: *<[CDATA[(\n \'condition_contents\": [{(\n ~\‘condition_id\": nulln
\'block_start_matched_content\": null\n ~ \'block_start_unmatched_content\" : null\n  \'unmatched_content\": nullAn

\'matched_content\": null\n } \n}f}>",
o “template-substituted-content": “<[CDATAIntp server (2!10.0.0.1)(\d+\\d+.\\d+.\d#)]]>",

\'block_start_matched_contents\": [{\n \'groups\":[{\n

Test Configuration and Results @
Condition Match Operator: Rule Variables
MATCHES_THE_EXPRESSION v
Value
ntp server (2110.0.0.1)(\d+\d+\d#\d¥)
Test Configuration Test Results

Vindex\®
\grep_content\”

\grep_content\":
\n }\n b\ Vigroups\':[{n  Vindex\": 1\n  \'grep_content\": \"10.0.0.3\"\n

The captured data will be stored in the condition-search-output

20
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test-results

{

"compliance-policies™ {
"highest-severity": ™,
"rule-violation-count": 0,
"compliance-status": "compliant”,
"compliant-rules-output”: {
"violated-conditions™ ™,
"device-compliance-condition-output": {

"block-start-unmatched-content”: "<![CDATA[]>",

"block-start-condition-search-output": "<!/[CDATA[{\n \"block_start_matched_contents\": [{\n \'groups\":[
{f\n  Vindex\":1\n  \'grep_content\":\"10.0.0.2\"\n  \"grep_group\": 1\n }]\n }, {\n \'groups\":[{\n
Vindex\": 1\n  \'grep_content\":\"10.0.0.3\"\n  \"grep_group\": 1\n }]\n }1\n}]]>",
"condition-search-output": "<![CDATA[{\n \"'matched_contents\":[{\n \"groups\":[{\n
\"grep_content\":\"10.0.0.2\"\n  \"grep_group\": T\n }]\n },{\n \'groups\":[{\n

\"grep_content\": 1"10.0.0.3\"\n  \"grep_group\": 1\n }]\n } \n}]]>",
"total-block-count™ 2,

\'index\": 1,\n
Vindex\": 1,\n

"aggregated-condition-ouput”: "<![CDATA[{\n \"condition_contents\":[{\n \"condition_id\" : null,\n
\"block_start_matched_content\" : null,\n

\"block_start_unmatched_content\": null,\n \"unmatched_content\"
nullAn  \"matched_content\" : null\n } \n}]]>",

"template-substituted-content": "<!/[CDATA[ntp server (?!10.0.0.1)(\\d+\\d+.\\d+.\\d+)]]>",
"block-unmatch-count™: 0,

"cli-match-output”: "<![CDATA[ntp server 10.0.0.2\nntp server 10.0.0.3\n]]>",
] "condition-status”; true,
"unmatched-content™: "<![CDATA[I>", |
"id": "Remove_NTP_Extra_Config",
"block-match-count”; 2,
"cli-unmatch-output": "<![CDATA[]]>"
b \
"name”; "test-condition”,
"failed-conditions™ ™

'
}
b

\ :

On Match Action write a jinja2 configuration template to remove the extra ip’s captured using
the above test-result data structure.

21
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Edit Policy | NTP_Common_Peer_Configuration

Edit Rule | Check_NTP

Basic Information Platform Selection Rule Variables Conditions and Actions

Conditions and Actionse Condition Details Action Details
C o/ W Sclected @ 202 search a - @
Select Match Action Select Non-Match Action
Condition Name Selest action Select action
] verify_nTP Raise_violation

continue

Remove_NTP_Extra_Con. Violation severity

CRITICAL

Violation message type
Default_violation_message

Fix CLI

{% for content in matched_cantents -%}
{% for group in content{'groups’] %}

no ntp server {{ group['grep_content'] }}
{%- endfor %}

{% endfor %}

Derive fix cli commands

Select

Finally if different NTP servers are present on the device, for Non-Compliant device Fix CLI will
show up as below

ntp server 10.0.0.1
no ntp server 10.0.0.2
no ntp server 10.0.0.3

Scenario 3: Interface configuration check

Scenario: All devices in the network should have a specific interface in no shutdown state with
auto negotiation enabled. The interface block can have extra configuration commands under it
but should be in no shutdown state and auto negotiation enabled.

Platform:
Cisco 10S-XE

Expected Configuration:
interface {{ interface_name }}
no shutdown
negotiation auto

22
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Fix-CLI Configuration:
interface {{ interface_name }}
no shutdown
negotiation auto

This use case is an interface block configuration having rule variables. In this use case as no
shutdown is generally not visible on device running config, we will check whether the interface
is in shutdown or not. If shutdown it will remediate to no shutdown.

Steps:
e Navigate to Resource Manager > Config Compliance -> Policies
e Click ‘+" to create new Policy and provide the following information
o Policy Name - Interfaces
o Description
e Select the Policy and Click ‘+’ to create new Rule
o Rule Name - Check_Interfaces
e Navigate to Config Manager > Config Compliance -> Policies -> Rules
e Select a Rule & Provide the following information
o Vendor - Cisco Systems
o OS type - IOSXE
o Device Family - ALL
o Device Type - ALL
o OS Version - ALL
Now create the Rule variables for this scenario.

Edit Policy | Interfaces

Edit Rule | Check_Interfaces

Platform Selection Rule Variables Conditions and Actions

Rule Variables

D Key Description Default Value
D interface_name GigabitEthernets

23
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Condition Details  Action Details

Condition Names

Verify_Interface

Seguence Numbere

1

Scope Details

Condition scope details

Configuration

Block Options

Start Expression

Condition Match Criteria

Operator
CONTAINS_STRING

Rule-pass-criteria
Any_SubBlock

In the policy we will have a jinja rule variable interface_name. Here Verify_Interfaces condition
will check if the interface block config is present in the device or not and under that interface if

ar

Values

interface {{interface_name }}
no shutdown
negotiation auto

no shutdown and negotiation auto is present.

For Scenario3 Condition Match Operator as CONTAINS_STRING will check whether the device
configuration contains condition value or not. If device configuration contains value, the result

will be Compliant, else Non-Compliant.

P

24
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Test Configuration and Results

Condition Match Operator: Rule Variables
CONTAINS_STRING -
Value

interface {{ interface_name }}
shutdown

negotiation auto

interface_name: GigabitEtheretS

Test Configuration

Test Results
interface GigabitEthernet5 {
description TEST "compliance-policies”: {
ip address 94.1.1.9 255.255.255.252 "highest-severity" *,
shutdown "rule-violation-count
negotiation auto

"compliance-status": "compliant’,
"compliant-rules-output”: {
“iolated-conditions”: ,
*device-compliance-condition-output’: {
"block-start-unmatched-content"

[CDATA>",
“block. h-output’ "< 1,
"condition-search-output’: *<![CDATA[(\n \'matched_contents\": [ \n}lJ>",
"total-block-count™: 1,

"aggregated-condition-ouput": "</[CDATA[{\n \'condition_contents\": [{\n \'condition_id\": null\n

\'block_start_matched_content\": nullAn ~ \'block_start_unmatched_content\" : null\n
\'matched_content\": null\n } \n}f}>",

\"unmatched_content\" : null,\n

Here on Non-Match Action select Continue and on Match Action add Fix cli commands to
remediate on the device

Rule Variables Conditions and Actions

Condition Details Action Details

Select Match Action
Select action

Select Non-Match Action

Raise_violation

Select action
v continue v
Violation severity
CRITICAL v
Violation message type
Default_violation_message v
Fix CLI

interface {{ interface_name }}
no shutdown

negotiation auto

P
Derive fix cli commands

Select

For Non-Compliant devices Fix CLI will show up later-on as below.

interface GigabitEthernets
no shutdown

negotiation auto
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Scenario 4: Enforce VTY Session Timeouts

Scenario: All devices in the network should contain the network admin preferred VTY
session-timeout and exec-timeout on all vty lines. If VTY session-timeout and exec-timeout is
not configured on the device or mis-match with the network admin preferred timeouts, ATOM
CLI compliance can configure the devices with the user preferred VTY timeouts on all the vty
lines.

In this example we are considering the VTY session-timeout and exec-timeout as 10 sec.

Platform:
Cisco 10S-XE

Expected Configuration:
line vty (.*)
session-timeout 10
exec-timeout 10 10

Fix-CLI Configuration:
line vty <>
session-timeout 10
exec-timeout 10 10

This use case is using the regex and rule variables and uses jinja2 template for fix-cli
configuration.

Steps:
o Navigate to Resource Manager > Config Compliance -> Policies
e Click ‘+" to create new Policy and provide the following information
o Policy Name - Enforce_VTY_Session_Timeouts
o Description
e Select the Policy and Click ‘+” to create new Rule
o Rule Name - Check_Enforce_VTY_Session_Timeouts
e Navigate to Resource Manager > Config Compliance -> Policies -> Rules
e® Select a Rule & Provide the following information
o Vendor - Cisco Systems
o  0S type - IOSXE
o Device Family - ALL
o0 Device Type - ALL
o OS Version - ALL
e Now create the Rule variables for this scenario.
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Edit Policy | Enforce_VTY_Session_Timeouts

Edit Rule | Check_vty_session_timeouts

Basic Information Platform Selection OIERENELIE Conditions and Actions

Rule Variables

O Key Description Default Value
D exec_timeout 10
[ session_time.. 10

Here created user defined rule variables vty_exec_timeout and vty_session_timeout with
default timeout as 10. These rule variables will be used in the condition value.

The verify_session_exec_timeouts condition will check whether the device in the network is
configured with user preferred VTY timeouts or not.

- Conditions and Actions
Condition Details  Action Details :

Condition Namee Valuee
line vty (%)
verify_session_timeauts session-timeout {{ session_timeout }}

exec-timeout {{ exec_timeout }} 0

Sequence Numbers

4r

1

Scope Details

Condition scope details

Configuration v

Block Options

Start Expression

Condition Match Criteria

Operator 4

CONTAINS_STRING ~
Launch Test Config

Rule-pass-criteria

All_subBlocks N4

Here under Condition Match Criteria the Operator used was CONTAINS_STRING to check for
session-timeout and exec-timeout in line vty config.
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Here Rule-pass-criteria used All_SubBlocks to check the condition config in all line vty
configurations of the device. If all the line vty is matching with the condition then compliant. If
any of the line vty is not matching then non-compliant.

The launch Test Config will check values with the Test configuration and gives the Test Result
whether compliant or not.

Test Configuration and Results @

Condition Match Operator: Rule Variables
CONTAINS_STRING

session_timeout: 10
Value exec_timeout: 10

line vty (*)
session-timeout {{ session_timeout }}
exec-timeout {{ exec_timeout }} 0

Test Configuration Test Results
line vty 04 "unmatched-content’: *<![CDATA[{\n \'unmatched_contents\": [{\n \'groups\":[{\n  \‘index\":1\n  \'grep_content\"
session-timeout 5 \'04\'An  Vgrep_group\':T\n }]\n },{\n \V'groups\": [{\n  \index\": 1\n  \'grep_content\": \'5 98\'\n  \'grep_group\"
access-class ssh-permit-acl in Nn }ha H ",
execti “id": "verify_session_timeouts’,
privilege level 15 "block-match-count’ 0,
transport input ssh K put’: “</[CDATA[line vty 0 4\n 5\n p in\n 50\
line vty 598 privilege level 15\n transport input ssh\nline vty 5 98\n sessi 5\n lass ssh-permit-acl in\n i 50\
session-timeout 5 privilege level 15\n transport input ssh\n]J>"
access-class ssh-permit-acl in )
exectimeout 50 "name": "test-condition’,

privilege level 15 "failed-conditions': ™
transport input ssh

' "compliance-status": "non-compliant™
}

}

Here the unmatched line vty will be captured and stored in the backend data structure. The
captured data structure maximizes the view shown below.
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test-results

{

"compliance-policies™ {
"highest-severity": ™',
"rule-violation-count™: 0,
"noncompliant-rules-output™; {

"violated-conditions™; ™',
"device-compliance-condition-output": {

"block-start-unmatched-content"; "<![CDATA[]]>",

"block-start-condition-search-output"; "<![CDATA[]]>",

"condition-search-output": "<!/[CDATA[{\n \"matched_contents\": [ J\n}]]>",

"total-block-count”; 2,

"aggregated-condition-ouput”: "<![CDATA[{\n \"condition_contents\":[{\n \"condition_id\": null,\n
\"block_start_matched_content\" : null\n \"block_start_unmatched_content\" : null\n \"unmatched_content\":
null\n  V'matched_content\": null\n } [\n}]]>",

"template-substituted-content": "<![CDATA[line vty (.*)\n session-timeout 10\n exec-timeout 10 0]]>",

"block-unmatch-count™ 2,

"cli-match-output”: "<![CDATA[I]>",

"condition-status™ false,

"unmatched-content™ "<![CDATA[{\n \"'unmatched_contents\":[{\n \"groups\":[{\n  \"index\":1,\n
\'grep_content\" :\"0 4\"\n  \'grep_group\": T\n }[\n }, {\n V'groups\":[{\n  Vindex\":1\n
\"grep_content\": \"5 98\"\n  \'grep_group\": 1\n }]\n }\n}ll>",

"id": "verify_session_timeouts",

"block-match-count™: 0,

"cli-unmatch-output”: "<![CDATA[line vty 0 4\n session-timeout 5 \n access-class ssh-permit-acl in\n exec-
timeout 5 0\n privilege level 15\n transport input sshinline vty 5 98\n session-timeout 5 \n access-class ssh-
permit-acl in\n exec-timeout 5 0\n privilege level 15\n transport input ssh\n]]>"

h
"name”: "test-condition”,
"failed-conditions™ "™
h
"compliance-status": "non-compliant”
}
}

4L
ar

On Match action will continue and on Non-Match Action fix-cli will use the jinja2 template
configuration written based on the above captured data structure.
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Rule Variables Conditions and Actions
Condition Details Action Details ®

Select Match Action Select Non-Match Action
Select action Select action
continue v Raise_violation v

Violation severity

CRITICAL v

Violation message type

Default_violation_message v

Fix CLI

{% for content in unmatched_contents %}
{% for group in content['groups’] %}

line vty {{ group["grep_content’] }}
session-timeout {{ session_timeout }}
exec-timeout {{ exec_timeout }} 0

exit

{% endfor %}

{% endfor %}

Derive fix cli commands

Select v

The Non-compliant device fix-cli configurations derived from above jinja2 snippet will look like
below.

linevity 0 4
session-timeout 10
exec-timeout 10 0
exit

line vty 5 98
session-timeout 10
exec-timeout 10 0
exit

Scenario 5: Enforce OSPF Router Id as LoopbackO

Scenario: All devices in the network should contain the OSPF router-id configured with

loopbackO ip address. If OSPF router-id is not configured on the device it will configure the OSPF

router-id with the value of loopback0 ip address on the devices.
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Platform:
Cisco 10S-XE

Expected Configuration:
interface LoopbackO
ip address 45.45.45.5 255.255.255.255
!
router ospf 100
router-id 45.45.45.5

Fix-CLI Configuration:
router ospf 100
router-id 45.45.45.5

This use case is using the regex and contains two conditions.

1. First condition is to capture and store loopbackO ip address. It will not have a fix-cli
configuration as the intention of the condition is to capture loopbackO ip address.
Fix-cli Configuration :
<< no fix cli configuration >>

2. Second condition will check whether the OSPF router id is the same as the first
condition's captured loopbackO ip address or not. if not matching then it will configure
the OSPF router id with loopback0.

Fix-cli Configuration :
router ospf 100
router-id 45.45.45.5
Steps:
o Navigate to Resource Manager > Config Compliance -> Policies
e Click ‘+" to create new Policy and provide the following information
o Policy Name - Enforce_OSPF_Router_Id_as_Loopback
o Description
e Select the Policy and Click ‘+” to create new Rule
o Rule Name - Check_OSPF_Router_Id_Cisco
e Navigate to Resource Manager > Config Compliance -> Policies -> Rules
e® Select a Rule & Provide the following information
o Vendor - Cisco Systems
o 0S type - IOSXE
o Device Family - ALL
o0 Device Type - ALL
o OS Version - ALL
e Rule variables are not required for this scenario.
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o Now fill the Conditions and Actions

Edit Policy | Enforce_OSPF_Router_ld_as_Loopback

Edit Rule | Check_OSPF_Router_ld_Cisco

Basic Information Platform Selection Rule Variables onditions and Actions

Conditions and Actionse

C +

[ condition Name
D Verify_Loopback0_lp

D Verify_OSPF_Router_Id_as_Loopback

Condition1

Conditions and Actions

Condition Details ~ Action Details

OO

Condition Namee Values
-SRI A O A LT e T 2 = interface Loopback0
Verify_Loopback0_Ip ip address (\d+.\d+.\d+.\d+) (\d+.\d+\d+.\d+)

Sequence Numbere

Seguence Number controls the order of execution of the Conditions

1 a

Scope Details

Condition scope details

Configuration v

Block Options

Start Expression

Condition Match Criteria

Operator

CONTAINS_STRING v

Rule-pass-criteria

Any_SubBlock v

£

Launch Test Config
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Another way of writing the above block configuration using the Block Options Start Expression
is shown below.

The first line “interface Loopback0” can be written in the start Expression with regex symbol »
to indicate the block starts with interface Loopback0. The remaining configuration lines can be
written in value.

Condition Details Action Details

O

Condition Names Valuee
ip address (\d+.\d+.\d+\d+) (\d+\d+\d+\d+)
Verify_Loopback0
Sequence Numbers

1 -

Scope Details

Condition scope details

Configuration ~

Block Options

Start Expression

*interface Loopback0

Condition Match Criteria

Operator 4

MATCHES_THE_EXPRESSION ~
Launch Test Config

Rule-pass-criteria

All_SubBlocks ~

The launch test config will check the condition value with the Test configuration and will give
the Test Result. Here the captured loopbackO ip address will be stored in the backend data
structure as shown below.
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Test Configuration and Results

Condition Match Operator:
CONTAINS_STRING
Value

interface Loopbackd
ip address (\d+\d+\d+\d+) (\d+\d+.\d+\d+)

Test Configuration

'

interface Loopback0

ip address 45.45.45.5 255.255.255.255
'

interface Loopback1

no ip address
'

ip address 94.1.1.1 255.255.255.255

Rule Variables @

Test Resuits
“highest-severity™: ™,
“rule-violation-count’: 0,
“compliance-status": ‘compliant’,
“compliant-rules-output” {
“violated-conditions =,
“device-compliance-condition-output”: {

“block-start-unmatched-content': “<[CDATA[]>",

“condition-search-output’: "</[CDATAI{\n \'matched_contents\": : Vindex\": 1\ \'grep_content\"
\'45.45.455\"\n  \'grep_group\": 1\n },{\n  \index\":2\n \"grep_content\": \"255.255.255.255\"\n  \"grep_group\"
20 }\n )Wl

“total-block-count’: 1,

“aggregated-condition-ouput'; "<[CDATA[(\n \condition_contents\":[{\n \'condition_id\": nulln
\'block_start_matched_content\": null\n  \'block_start_unmatched_content\': null\n \'unmatched_content\": null\n
\'matched_content\" : null\n } I\n}l>",

Loopback0\n ip address (\d+.\\d#.\\d#-\d#) (Wd+\d+ N+,

The Test result in maximize view is shown below. This output will be used in condition2.
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test-results

{
"compliance-policies": {
"highest-severity": ™",
"rule-violation-count™: 0,
"compliance-status": "eompliant”,
"compliant-rules-output": {

"violated-conditions™ ™,

"device-compliance-condition-output”: {

"block-start-unmatched-content": "<|[CDATA[]]>",

"block-start-condition-search-output": "<!/[CDATA[]]>",

"condition-search-output”: "<!|[CDATA[{\n \"'matched_contents\":[{in \"groups\':[{\n  \'index\":1\n
\'grep_content\": \"45.45.45.5\"\n  \'grep_group\": 1\n },{\n  V'index\":2\n  \'grep_content\":
\"255.255.255.255\"\n  \'grep_group\":2\n }]\n }]\n}]]>",

"total-block-count”; 1,

"aggregated-condition-ouput™ "</[CDATA[{\n \"condition_contents\": [ {\n \'condition_id\" : null,\n
\"block_start_matched_content\" : null,\n \"block_start_unmatched_content\": null,\n \'unmatched_content\":
nullAn  \"matched_content\" : null\n } \n}]]>",

"template-substituted-content": "<![CDATA[interface LoopbackO\n ip address (\\d+.\\d+.\\d+.\\d+)
(\Wd+.\\d+ \\d+\Nd4)]],

"block-unmatch-count™ 0,

"cli-match-output": "<![CDATA[interface LoopbackO\n ip address 45.45.45.5 255.255.255.255\n]]>",

"condition-status™ true,

"unmatched-content™ "<![CDATA[{\n \"unmatched_contents\": [ \n}]]>",

"id": "Verify_Loopback0_Ip",

"block-match-count™: 1,

"cli-unmatch-output"; "<![CDATA[]]>"

h

"name”; "test-condition”,

"failed-conditions":

'
'
}

ok
ar

For Non-Match Action violation is being raised and fix-cli is having no commands as this
condition is to capture the loopbackO ip.
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Rule Variables Conditions and Actions

Condition Details Action Details ®
Select Match Action Select Non-Match Action
Select action Select action
continue v Raise_violation v
Violation severity
CRITICAL A
Violation message type
Default_violation_message v
Fix CLI
p
Derive fix cli commands
Select v
Condition2

The Verify_OSPF_Router_Id_as_Loopback condition will check whether the OSPF router id is the
same as the first condtion's captured loopbackO ip address or not. if not matching then in fix-cli
it will configure the OSPF router id with loopbackO.
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- Conditions and Actions

Condition Details Action Details

©

Condition Names Values
router ospf (*)

Verify_OSPF_Router_ld_as_Loopback router-id {{ condition_contents[0]['matched _content’]'matched_contents][0]['groups][0]["grep_content] }}

Sequence Numbers

Scope Details

Condition scope details

Configuration v

Block Options

Start Expression

Condition Match Criteria

Operator 4

CONTAINS_STRING hd
Launch Test Config

Rule-pass-criteria

All_SubBlocks hd

On Match Action it will continue. On Non-Match Action it will use the jinja2 template
configuration in fix-cli to configure the OSPF router id with loopbackO ip.
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Rule Variables Conditions and Actions

Condition Details Action Details ®
Select Match Action Select Non-Match Action
Select action Select action
continue v Raise_violation v

Violation severity

CRITICAL v

Violation message type

Default_violation_message v

Fix CLI

{% for content in unmatched_contents %}

{% for group in content['groups"] %}

router ospf {{ group['grep_content’] }}

router-id {{ condition_contents[0]["'matched_content’]
['matched_contents"][0]["groups”][0]['grep_content"] }}
exit

{% endfor %}

{% endfor %}

Derive fix cli commands

use-unmatched-block v

The Non-compliant device fix-cli configurations from the jinja2 template configuration is given
below.

Fix Configurations

router ospf 100
router-id 45.45.45.5
exit

Scenario 6: BGP TTL Hop-count

Scenario: All devices in the network should contain the network admin preferred BGP
ttl-security hops. If hops is not configured on the device or mis-match with the network admin
preferred ttl-security hops, ATOM CLI compliance can configure the devices with the user
preferred hops.

In this example we are considering the ttl-security hops as 5.

Platform:
Cisco 10S-XE
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Expected Configuration:
router bgp 65535
bgp log-neighbor-changes
neighbor 2.3.2.6 ttl-security hops 5

Fix-CLI Configuration:
router bgp 65535
bgp log-neighbor-changes
neighbor 2.3.2.6 ttl-security hops 5

This use case is using the regex and rule variables and contains two conditions.

1. First condition is to match the block. It will not have a fix-cli configuration as the
intention of the condition is to match the block.
Fix-cli Configuration :
<< no fix cli configuration >>

2. Second condition will check whether the BGP ttl-security hops is in the first condition's
matched block or not. if not matching in the block then it will configure the BGP hops.
Fix-cli Configuration :
router bgp 65535

neighbor 2.3.2.6 ttl-security hops 5

Steps:
o Navigate to Resource Manager > Config Compliance -> Policies
e Click ‘+" to create new Policy and provide the following information
o Policy Name - BGP_TTL _Hop_Count
o Description
e Select the Policy and Click ‘+” to create new Rule
o Rule Name - Check_BGP_TTL
o Navigate to Resource Manager > Config Compliance -> Policies -> Rules
e Select a Rule & Provide the following information
o Vendor - Cisco Systems
o 0OStype - IOSXE
o Device Family - ALL
o Device Type - ALL
o OS Version - ALL
e Now create the Rule variables for this scenario.
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Edit Policy | BGP_TTL_Hop_Count

Edit Rule | Check_BGP_TTL

Basic Information Platform Selection Rule Variables Conditions and Actions

Rule Variables

c +

O ey Description Default Value

O asn 65535

O hops 5

[0  neighbor 1.1.1.1
Condition1

The first line “router bgp (.*)” to be written in the start Expression with regex to indicate the
block starts with router bgp. The remaining configuration lines can be written in value.

Edit Policy | BGP_TTL_Hop_Count

Edit Rule | Check_BGP_TTL

> Platform Selection > Condiions and Actions

Conditions and Actionse Condition Detalls ~ Action Details

C /7 W selected @ 20f2 Enfera keywor

Condition Name Sequence Numbsr Condition Names Values

Verify_BGP 1 bap logneighbor-changes

Verify BGP.
O  wify_BeP_TTL 1 7

Sequence Numbere
1

Scope Details

Condition scope detais

Configuration v

Block Options

Start Expression

touterbgp (4)

Condition Match Criteria

Operator 4

CONTAINS_STRING v
Launch Test Config

Rule-pass-ciiteric
Any_subBlock v

On Match Action execution continues to the next condition. On Non-Match Action it will raise a
violation and continue next condition. The “Fix-CLI” for the condition was written based on the
test results obtained from “Launch Test Config”.

When the start Expression is used the regex captured data will be stored in
“condition_contents” of “aggregated-condition-ouput” in test results.
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Test Configuration And Results.

Netconf Payload To Restconf Plan
Test Configuration and Results

Condition Match Operator:

CONTAINS_STRING

v
Value

Rule Variables
asn: 65535
neighbor: 11.1.1
hops: 5

bgp log-neighbor-changes

Test Configuration

router bgp 65535
bgp log-neighbor-changes

Test Resuits

“compliance-policies’: {

ighest-severity
"rule-violation-count’: 0,
“compliance-statu

ompliant’,
*compliant-rules-output": {
“violated-conditions": ",

“device-compliance-condition-outpu

"block-start-unmatched-content’:
block-start-condition-search-outp:
\'grep_content\" : '65535\'\n

‘condition-search-output
total-block-count': 1,

[CDATA[(\n \"block_start_unmatched_contents\

"<I[CDATA[{(\n \'block_start_matched_contents\"
Vgrep_group\’: T\n ) I } ),

[CDATA[{\n \'matched_contents\": [ \n}]]>",

groups\": [{\n  Vindex\"

“aggregated-condition-ouput’

<I[CDATA[{\n \"condition_contents\":[{\n \"condition_id\’
\'block_start_matched_content\": (\n \'block_start_matched_contents\": [ {\n

Verify_BGP
\V'groups\”: [{\n

\index\" : 1,\n
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test-results

{

“compliance-policies": {
"highest-severity™ ",
"rule-violation-count™ 0,
"compliance-status”: "compliant”,
"compliant-rules-output™ {

"violated-conditions™ ",
"device-compliance-condition-output™: {

"block-start-unmatched-content™ "<|[CDATA[{\n \'block_start_unmatched_contents\": [ [\n}]]=",

"block-start-condition-search-output™ "<I[CDATA[{\n \"block_start_matched_contents\": [ {\n \"groups\":[{\n
Viindex\": 1\n  \"grep_content\": \"65535\"\n  \"grep_group\”: 1\n }]\n } \n}]l>",

"condition-search-output™: "<I[CDATA[{\n \"matched_contents\": [ J\n}]]>",

"“total-block-count™ 1,

"aggregated-condition-ouput™: "<I[CDATA[{\n \"condition_contents\":[{\n \'condition_id\" : \"Verify_BGP\"\n
\"block_start_matched_content\": {\n  \'block_start_matched_contents\" : [{\n  \'groups\": [{\n Vindex\": 1,\n
\"grep_content\" : \"65535\",\n \'grep_group\":T\n  }\n  }I\n }in  \'block_start_unmatched_content\” : {\n
\"block_start_unmatched_contents\": [[\n }\n \unmatched_content\": {\n  \"unmatched_contents\": [J\n }\n
\"'matched_content\": {\n  \'matched_contents\": [[\n  An } \n}]l=",

"enforcement-time™ 1597311923441,

"condition-input”: "<|[CDATA[bgp log-neighbor-changes]]>",

"template-substituted-content": "<I[CDATA[bgp log-neighbor-changes]]>",

"bleck-unmatch-count™ 0,

"cli-match-output”: "<I[CDATA[router bgp 65535\n bgp log-neighbor-changes\n]]=",

"condition-status™: true,

"unmatched-content”: "<I[CDATA[{\n \'unmatched_contents\": [ I\n}]]>",

"id": "Verify_BGP",

"block-match-count™: 1,

"cli-unmatch-output”: "<![CDATA[]]>"

%
"name": "test-condition”,
"failed-conditions™ ™
}
}
}

ok
ar -~
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Basic Information Platform Selection Rule Variables Conditions and Actions

Conditions and Actionss Condition Details  Action Details

C 7/ W Selected @ 202 Enterakeyword Q — @
Select Match Action Select Non-Match Action
Condition Name Sequence Number
Verty 8o E Select action Select action
continue v Raise_violation_and_continue ~
[0 Verify BGP_TTL 1

Violation severity
CRITICAL v

Violation message type

Default_violation_message v

Fix CLI

bgp router {{ condition_contents[0][block_start_matched_content]
[block_start_matched_contents][0][groups][o][grep_content] }}
bgp log-neighbor-changes

Derive fix cli commands

use-unmatched-block v

Condition2

The Verify_BGP_TTL condition will check whether the router bgp block config matched in the

previous condition has the ttl-security hops or not. if not matching then in fix-cli it will configure
the ttl-security hops.

This condition uses the condition scope details as Previously_Matched_Blocks to check on
previous condition matched block.

Edit Rule | Check_BGP_TTL

Basic Information Platform Selection Rule Variables Conditions and Actions

Conditions and Actionss Condition Details ~ Action Details

C /7 W selected @ 2072 Enterakeyword Q = @
Gonditon Neme CryEEinis Condition Names WD
[ verify8cP 1

neighbor { neighbor ) tt-security hops {{ hops })

Vrify_BGP_TTL
Vrify_BGP_TTL 1

Sequence Numbers

B =

Scope Details

Condition scope details

Previously_Matched_Blocks v
4
Condition Match Criteria
Operator
CONTAINS_STRING v

Rule pass-criteria

Any_SubBlock v

P

Launch Test Config
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Basic Information Platform Selection Rule Variables Conditions and Actions
Condi

tions and Actionse Condifion Details  Action Details

C /7 W sclected @ 2072 Enterak 1 Q

Select Match Action Select Non-Match Action
Condition Name Sequence Number

O  verifyBGP 1 Select action Select action

continue v Raise_violation
Verify BGP_TTL 1

Violation severity

CRITICAL

) Violation message type

Defauit violation_message

Fix CLI

YANG Compliance

Note: In order to use Yang Compliance make sure that the config-snapshot is provided in the
Credential profile, which lets ATOM to parse the configuration and store it. For more
information on Credential profile please refer to credential profile section in ATOM User guide.

For Yang based Configuration Compliance, make sure to select the option of Inventory_Data for

Condition scope during Compliance Policy creation. This gives two ways of defining the
Condition Match Criteria

® Xpath Expressions
e XML Template Payload

Policy creation with Xpath Expressions

e Within Condition Match Criteria select “Matches_the_Xpath_Expression”
/”Doesn’t_Matches_the_Xpath_Expression” option for Inventory Operator field

e The Fix Mutation Payload is in Netconf xml RPC format written using the XML template
details for the yang parsed entities.

Navigate to Resource Manager > Config Compliance > Policy > + (Add Policies)
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*R Edit Policy | Yang Based Policy

Q @-mandatory information Edit Rule | Rule1
I\

Policy Names.
1 RS “

[emise I covtonsnd Actoree Conton vt Acton st
- - C 4 10f1 search a — @@7
= Description

Platform Selection

@ Description of the policy O  condition Name Condition Namee Xpath Expressione
Create yang based on Policy O Domain.name_check ain Alph dns:d ='192.168.20.1" and dns:dns-
name-servercheck ~  serven /name-server, /server ='192.168.20.2]
0O <
y Scope Details

Condition scope details

> Inventory_Data
Condition Match Criteria

Inventory Operator
MATCHES_THE_XPATH_E v

Few examples

Scenario 7: IP Domain Name

In this example we are looking for the domain name as anutacorp.com across all devices in
the lab using X-path expression.

Xpath Expression:

Fix Mutation Payload:
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Defining Xpath Expression

Edit Policy | Yang_IP_Domain_Name

Edit Rule | Check_Yang_IP_Domain_Name

Conditions and Actionse Condition Details Action Details

Condition Name Sequence Number Condition Names Xpath Expressione.

Verify_Yang_IP_Domain_Name 7 Condition Name, underscor
. - o

Sequence Numbere
‘Sequence Number controls the order of execution of the Conditions.

1 S

Scope Details

Condition scope details

Inventory_Data v
#*
Condition Match Criteria
Inventory Operator
MATCHES_THE_XPATH_EXPRESSION N

Defining Fix Payload

Edit Policy | Yang_IP_Domain_Name

Edit Rule | Check_Yang_IP_Domain_Name

Conditions and Actions

Conditions and Actionse Condition Detalls  Action Details
C 7/ W selected @ 1061 Enterakepword a |
Select Match Action Select Non-Match Action
Gondition Name Sequence Number
Verify_Yang_IP_Domain_Name 1 Select action Select action
continue . Raise_violation .
Violation severity
CRITICAL .
» Violation message type
Default_violation_message v

Fix Mutation Payload
<config>
<devices xmins="http://anutanetworks.com/controller'>
<device>
<id>{{ inputDeviceld }}</id>|
<native xmins="http://cisco.com/ns/yang/Clsco-I0S-XE native™>
<ip>
<domain nc:operation=create’>
<name>anutacorp.com</name>
</domain>
</ip>
</native>
</device>
</devicess
</config>
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Fix Configuration Display in Remediation

AAY Jobnamee No Rule Inputs
Fix Configurations.
ih
=
e » 172163170 ﬁ:“::lliﬂoﬂ -plan:
163
@ /url>
rcpathe
163
D at

</fixmutation-plan>

0 2o 4 [Ostartnow

Scenario 8: IP Name-server check

Xpath Expression:

Fix Mutation Payload:
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Defining Xpath Expression

®R Edit Policy | YANG_IP_Name_Server

Edit Rule | Check_IP_Name_Server

Conditions and Actions

[{PW  conitions and Actionse

I c 7

Condition Details Action Details.
®  sclected @ 10f1 | Enterakeyword a —_—

L0

Condition Name: Sequence Number Condition Names Xpath Expressione

@ Name, can contain Alphanumercs,underscor

Verify_IP_Name_Server 1 -
Verify_IP_Name_Server

9
D vrf="192.168.20.2'
o

pace and hypen xpath Expre pertyName=value, s

propertyNams

yNamevalue)

192.168.20.1" and

Sequence Numbers.

Sea

ce N

derof execution of the Cor

1 B

Scope Details

Condition scope details

Inventory_Data v

Condition Match Criteria

Inventory Operator
MATCHES_THE_XPATH_EXPRESSION v

Defining Fix Payload

R Edit Policy | YANG_IP_Name_Server

Edit Rule | Check_IP_Name_Server

([Pl conditions and Actionse

. c

Condition Details Action Details
W selected @) 10f1 | Enterakeyword a —

Condition Name

Verfy_IP_Name_Server

‘Sequence Number

1

Select Match Action

Select action

continue

Select Non-Match Action

Select action
. Raise_violation

Violation severity
CRITICAL -

N Violation message type

Default violation_message M

Fix Mutation Payload
<config>
<devices xmins="http://anutanetworks.com/controller'>
<device>
<Id>((InputDeviceld )j</id>

<ip>
<name-server nc:operation=create’>
<no-vrf>192.168.20.1</no-vrf>
<no-vrf>192.168.20.2</no-vif>
</name-server>

</devices>
</config>

Scenario 9 : NTP server Check

Xpath Expression:
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Fix Mutation Payload:

Defining Xpath Expression
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7§ Edit Policy | YANG_NTP_Common_Peer_Configuration

Edit Rule | Check_NTP_Common_Peer_Configuration

(|l Condtions and Actionse Condition Details  Action Details

. C / W selected @ 10f1 Enterakeyword Q —_— ® @

Condition Name ‘Sequence Number

L

Condition Namee Xpath Expressione.
Verify NTP 1 i
Verify NTP =192.168.20.3 and
ddress=192.168.20.4'and

tion Neme, can contain Alphan

xpath Expressi

Name value

Sequence Numbere =192.168.20.5'
s list/ip-address=192.168.20.6

s Number controls the order o execu

%)
i}
o

Defining Fix Payload

1 B

Scope Details

Condition scope details

Inventory_Data v

Condition Match Criteria

Inventory Operator
MATCHES_THE_XPATH_EXPRESSION M

R Edit Policy | YANG_NTP

Edit Rule | Check_NTP_Common_Peer_Configuration

[ coniions and Actonse Condition Details Action Detalls

10f1 | Enterakeyword Q ® @

SelectMatch Action Select Non-Match Action

P C 7/ W Selected

¥  condition Name Sequence Number
q
Verify.NTP ] Select action Select action

continue v Raise.violation v

Violation severity

CRITICAL v

N Violation message type

Default_violation_message v

Fix Mutation Payloac
<config>
<devices xmins="http://anutanetworks com/controller>
<device>
<id>{ inputDeviceld )}</id>

<np>
<senver nc:operation="create’>
<serverlist>
<ip-address>192.168.20.3</ipaddress>
</serverlist>
<serverdist
<ip-address>192.168.20.4</ip-address>
</serverlist>
<serverlist
<ip-address>192.168.20.5</ipaddress>
</serverdist>
<serverlist>
<ip-address>192.168.20.6</ipaddress>
</serverlist>
</server>
</ntp>

</native>

Scenario 10 : Interface Check with rule_variable

Xpath Expression:

50



ATOM Configuration Compliance Guide

Fix Mutation Payload:

Defining Rule Variables
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Py Edit Policy | YANG_Interfaces

Edit Rule | Check_Interfaces °

Rule Variables Conditions and Actions

[Pl rule variables

-~ c + 160f16 | Entera keyword Q
O Key Description Defautt Value
@ [0  ero_uplink_interface 2
D [0  ar0_uplink_interface1_description ‘ar0_uplink_interface1_description
[0  ar0_uplink_interface_ipvdaddr 192.168.26.1
o O  isisregion sis_region
O to0_ipvaaddr 10.10099.98
»
O lo0_ipveaddr 2605:30C0:38/128
O  102000_ipvaaddr 192.168.200.0
O 102000 ipveaddr 2605:30C0:48/128
O 102001 ipvaaddr 192.168.200.1
O  102007_ipvaaddr 192.168.200.7
O  lo200_ipvaaddr 192.168.20.0
O 10200 pveaddr 2605:30C0:58/128
O 102021 ipvaaddr 192.168.20.21
O 102032 pvaaddr 192.168.20.32
O to2060_ipvaaddr 192.168.20.60
[0  subregion BUR

Defining Xpath Expression

R Edit Policy | YANG_Interfaces

Edit Rule | Check_Interfaces

ns and Actions

ic Informat Rule Variables Con

Il conditions and Actionse

Condition Details  Action Detalls
N C 7 W sclcied @ 90f9 Enterakeyword a ® @
B Condition Name Sequence Number O Yoath Expressione
9 Loopbacko , . ; :
Loopbacko yand
D O  vLoopback200 1 ooy and
O  Loopback2000 1 ‘Sequence Numbere ' and
. e Cond =(Io0.ipveaddr )y
* O  Loopback2001 1
1 B
O Loopback2007 1
»
loopback
O toopbackzo21 1 ™
[0  Loopback2032 1
O Loopback2060 | Condition scope details
Inventory_Dat .
[0 aro_uplink interface1 1 inventony-Data
4
Condition Match Criteria

Inventory Operator
MATCHES_THE_XPATH_EXPRESSION -

)

aunch Test Config

Defining Fix Payload
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R Edit Policy | YANG_Interfaces

Edit Rule | Check_Interfaces

0

[{PW  conditions and Actionse

C /7 W selected @ 909 Enterakeyword Q

B condition Name Sequence Number Selsct Mot Aion
9 VD . Select action

[  Loopback200 1 continue
D [0  vroopback2000 1

[0  vroopback2001 1

O Loopback2007 1

‘ [0  loopback2021 1

[0  vroopback2032 1

O Loopback2060 1

O  aro_uplink_interface1 1

Scenario 11 : VRF Check with rule_variable

Xpath Expression:

Fix Mutation Payload:

Condition Details  Action Details.

Select Non-Match Action

Select action

Raise_violation v

Violation severity

CRITICAL v

Violation message type

Default_violation_message M

Fix Mutation Payload

<id>{{ inputDeviceld )j</id>

<Loopback nc:operation="create’>
<ip>
<address>
<primar
<address>10.100.99.98</address>
<mask>255.255 255 255</mask>
</primary>
</address>
<ip>
<ipv6>
<address>
<prefixist>
<prefix>2605:30C0:38/128</prefix>
</preficlist>
</address>
</ipve>

<name>0</name>
</Loopback>
</interface>
</native>
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Defining Rule Variables
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Py Edit Policy | YANG_VRF

Edit Rule | Check_VRF °

Rule Variables Conditions and Actions

Information

[Pl rule variables

oy c + 5015 | Enter a keyword a
O ke Description Default Value

Q O rdzom 22001
0O 2007 22007

o O e 2200

a O rd2032 2:2032
O rd2060 2:2060

Defining Xpath Expression

®R Edit Policy | YANG_VRF

Edit Rule | Check_VRF

Information

([P conditions and Actionse Condition Detalls  Action Detalls

50f5 | Enterakeyword a - ® @

C 7/ W selected

[ Condition Name Sequence Number Condition Names Xpath Expressione
o [ ‘ e e
LON2001 ON2001'and 1d_2001 )Y and
o R ' et
O tono21 1 Sequence Numbere 10
et ! 00255
O tonzos: 1 ! p=22001" and
1 s =
O Lonzos0 1
»
Scope Details

Condition scope details.

Inventory_Data v
Condition Match Criteria
Inventory Operator

MATCHES_THE_XPATH_EXPRESSION v

)

Launch Test Config

Defining Fix Payload
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®R Edit Policy | YANG_VRF

Edit Rule | Check_VRF

Platform Selection

LW conitons and Actionse Condition Details  Action Details

- C 7 W selected @B 50f5 Enterakeyword a — @

Select Match Action Select Non-Match Action
Condition Name equence Number

LON2001 Select action Select action

LON2021 Violation severity

LON2032

st
1
continue v Raise.violation_and_continue
LON2007 1
B
1 CRITICAL
1

oooo

N LON2060 Violation message type

Default_violation_message

Fix Mutation Payload

<definition nc:operation="create">

® Snmp-string with rule_variable :
basicDeviceConfigs:snmp/snmp-community-list/snmp-string = "{{ community }}"

e Logical A|B : starts-with(vendor-string,'Cisco') and contains(device-family-string,'Cisco
800')

® Logical A&B : starts-with(vendor-string,'Cisco') or contains(device-family-string,'Cisco
800')

e Logical A&(B|C) : contains(vendor-string,'Cisco Systems') and
(contains(device-family-string,'Cisco 800') or contains(device-family-string,'Cisco CSR
1000V"))

e Logical A&(B|(C&D)):
contains(interface:interfaces/interface/if-name,'GigabitEthernetl') and
(contains(os-version,'15.6(1)S') or (contains(vendor-string,'Cisco Systems') and
contains(device-family-string,'Cisco CSR 1000V")))

e Logical not(A&B):
not(contains(basicDeviceConfigs:local-credentials/local-credential/name , 'admin') and
contains(basicDeviceConfigs:local-credentials/local-credential/name, 'cisco'))

How to derive the X-path expressions

There can be two ways by which you can derive the X-path expressions
e Navigate to the Device profile page to get the X-path Expression Details for the yang
parsed entities

Resource Manager — Devices — Select a Device — Configuration — Config Data —
Entities — Select Entity
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For Example: If we want to write xpath expression for VRF name to match as “anuta”,
then below is how condition needs to be written

I3features:vrfs/vrf/name = ‘anuta’
I3features:vrfs/vrf : This is x-path derived based on model under device
name : Attribute of vrf name.

Navigate to Schema Browser to see all yang models under path
/controller:devices/device

Policy creation with XML Template Payload

Within Condition Match Criteria select “Matches_the template_payload”
/"Doesn’t_matches_the_template_payload” option for Inventory Operator field

The Fix Mutation Payload is a Jinja2 template configuration in Netconf xml| RPC format
written using the unmatched content from the test results tab.

Navigate to Resource Manager > Config Compliance > Policy > + (Add Policies)

Few examples

Scenario 12 : IP Domain name check

Template Payload:

Fix Mutation Payload :

57
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Defining Template Payload

® Edit Policy | XML_IP_Domain_Name

Edit Rule | Check_IP_Domain_Name

Basic Information latform Selection Rule Variables Canditions and Actions

I I ! Conditions and Actionse Condition Details Action Details.
Pl C / § soccd @B 01| Enersieod a %
Number

Condition Name. Sequence Nur mi Condition Names Template Payoade
@ Verify_Domain_Name N Cordition Name, underscor

Sequence Numbers

Sequence Number controlsthe orcer o executionof the Conditions:

|

Scope Details

Condition scope details

Inventory_Dzta

Condition Match Criteria

Inventory Operator
MATCHES_THE_TEMPLATE_PAYLOAD

Here the matched and unmatched data will be stored in the backend data structure which is
shown in the Test Results tab. The matched data will be stored in the condition-search-output.
The unmatched data will be stored in unmatched-content.
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Test Configuration And Results  Netconf Payload To Restconf Plan

Test Configuration and Results
Condition Match Operator:
MATCHES_THE_TEMPLATE_PAYLOAD v
Template Payload
<native xmins="http://cisco.com/ns/yang/Cisco-I0S-XEnative™>
<ip
<domain>

<name>anutacorp.com</name>
</domain>
<fip>

</native>

test-results

{
“compliance-policies”: {
"highest-severity’
"rule-violation-count”: 0,
"nencompliant-rules-outp
“violated-conditions™ ",
“device-compliance-condition-output”: {
"block-start-unmatched-content": *<I[CDATA[]>",
*block-start-condition-search-output": "<[CDATA]",
*condition-status": false,

"condition-search-output’: "<|[CDATA[\'matched\"[(\'controller-devices\":{\'device\"[(\"id\"\"172.16.3.1 70\ >
“totakblock-count’: 0,
"unmatched-content”: "</[CDATA[{\"unmatched\":[{\"controller:devices\"
10S-XE-native:native\":{\'ip\":{\'domain\":{\"name\":\"anutacorp.com\"}HIN1}}>’
"aggregated-condition-ouput”: "</[CDATA[{\n \'condition_contents\" : [{\n ~\'condition_id\": null\n

\block_start_matched_content\": null\n ~\'block_start_unmatched_content\": null\n  Y'unmatched_content\" : null\n
\"matched_content\" : null\n } \n}]l>",

"id": "Verify_Domain_Name",
"block-match-count”: 0,

fevice\:[(\Id\"\"172.16.3.170V'\

p xmins=\'http:/fci '>\n - <ipAn
<domain>\n p g

"block-unmatch-count’: 0

13

“name". “test-condition’,

“failed-conditions": *
G sected mm

P! pl
D Status )
172163.170 (]} )
i

antroller.devices\"{\'device\":[{\'id\"\'1 72.16.3.1 70\ >,

troller.devices\"{\'device\"{\'id\"\"172.16.3.170\'\'Cisco-lOS-XE-
WHIHL,

1_contents\": [{\n \'condition_id\" : nullA\n \"block_start_matched_content\" :
tatched_content\": null\n  \'matched_content\" : null\n } \n}]>",

The Fix Mutation Payload is a Jinja2 template configuration in Netconf xml RPC format written
using the unmatched content from the test results tab.

Defining Fix Payload

® Edit Policy | XML_IP_Domain_Name

Edit Rule | Check_IP_Domain_Name
)

Basic Information Platform Selection

([Pl Conitions and Actionse

C /7 W sclected @ 70f1 Enterakeyword

(%

Gondition Narre Sequence Number

Verify_Domain_Name 1

$ O Q@

Rule Variables > Conditions and Actions

Condition Details  Action Details

Select Match Action Select Non-Match Action
Select action Select action
continue v Raise_volation

Violation severity
CRITICAL

Violation message type

Default violation_message

Fix Mutation Payload

<config>

<devices xmins="http:/anutanetworks com/controller'
{3 for content in unmatched %)
{3 for device in content‘controller devices I'device’] %

<device>

<ids{ devield] </ic>

<native xml
<ip>

<domain ncoperation=Tcreate’>

tp/cisco.com/ns/yang/Cisco-I0S XEmative'

Je/name>

</domain>

</ip>
<inative>
</device>
{3 endfor 6}
{3 endfor )
</devices>
</config»

Fix Configuration Display in Remediation
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i Q Job names No Rule Inputs

Fix Configurations

"y T >
2 [ “frmtsionpiar

72.16.3.170)

</url>
<rcpath>

721631

<operation>
POST
</operation>
<payload>
<domain>
<name>
anutacorp.com

9
D <Iepath>
o

</payload>
<fix-mutation-plan>

‘Schedule
0 : o 4 [startnow

Hours Minutes

Scenario 13 : IP Name Server check

Template Payload:

Fix Mutation Payload :
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*R Edit Policy | XML_IP_Name_Server

Edit Rule | Check_IP_Name_Server

([Pl conditions and Actionse

Condition Details  Action Details

“y c 7 §  Selected @ 10f1  Enterakeyword
Condition Name ‘Sequence Number

9 Vertfy_Name. Server

1

Defining Fix Payload

Condition Names Template Payloads
Condition N underscre,
EEEE
Sequence Numbers <name-server>
<nowrf>192.168.20.1</nowvrf>
. <nowf>192.168.20.2¢/no-vif>
1 = </name-server>
</ip>
s </native>
Condition scope details
Inventory_Data v
ks
Condition Match Criteria
Inventory Operator
MATCHES_THE_TEMPLATE_PAYLOAD N
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R Edit Policy | XML_IP_Name_Server

Edit Rule | Check_IP_Name_Server

{PW  Conaitions and Actionse
- C /7 W sclected @B 1011

Condition Name

Verify_Name_Server

$ O Q

Enter a keyword
Sequence Number

1

Condition Details  Action Details

Select Match Action

Select action

continue

Fix Configuration Display in Remediation

Select Non-Match Action
Select action
v Raise_violation v
Violation severity
CRITICAL .

Violation message type

Default_violation_message v

Fix Mutation Payload
<config>

{2 for content In unmatched %)
{% for device in content{controller:devicesI'device’] %)
<device>
<ido{{ device[id"] </id>
<native xmins="http://cisco.com/ns/yang/Cisco-10S-XE-native™>
<ip>
<name-server nc:operation=create’>
{% for name_server in device[ Cisco-I0S-XE-native:native[ip]
[name-server]ino-vrf] %}
<no-vif>({ name_server J</no-vif>

{5 endfor %)
</name-server>
</ip>
</native>
</device>
{5 endfor %)
{5 endfor %}
</devices>
</config>

‘name_server_remedy
il
fe}

> 172163170

Scenario 14 : Interface check

Template Payload:

No Rule Inputs

Fix Configurations

<ficmutation-plan>
<urb

721631
</u>
<rcpath>

721631
</rcpath>
<operation>

</operation>
toa

</fix-mutation-plan>

o sl : [Ostartnow

Hours Minutes
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Fix Mutation Payload :
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Defining Template Payload

R Edit Policy | XML _Interfaces

Edit Rule | Check_Interfaces

0

Il conditions and Actionse Condition Detalls  Action Detalls

C /7 W selected @ 90f9 | Enterakeyword Q| O—®~
[ G et Condition Namee Template Payloade
9 Loopback0 1 foe
D O  Loopback200 1 _ <interface>
O  Loopback2000 1 Sequence Numbere <Loopback>
<ip>
O Loopbacke001 1 <address>
| =
Loopback2007 1 i <primary>
N O coopt <address>10.100.99 98</address>
O  Ioopbackz021 1 s <mask>255.255.255.255</mask>
</primary>
[0  Loopback2032 1 </address>
O Loopbackaoso | Condition scope details ip>
Inventory_Data . <pv>
[0  aro_uplink_interface1 1 <address>
o <prefixiist>
. <prefix>2605:30C0::38/128</prefix>
Condition Match Criteria </prefixdist>
</address>
</ipvé>
javentory,Cperalon <name>0</name>
MATCHES_THE_TEMPLATE_PAYLOAD v </Loopback>
</interface>
</native>
)
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Defining Template Payload

®R Edit Policy | XML _Interfaces

Edit Rule | Check_Interfaces

(Il conditions and Actionse

oy C - b oo @B oo meeiened 2 ()

Condition Details  Action Details.

Select Match Action Select Non-Match Action
B Condition Name Sequence Number
9} (e . Select action Select action
= O Loopbackaoo | continue Raise_violation_and_continue
O toopbackz000 1 Violation severity
o O Loopbackz001 1 CRITICAL M
R O Loopback2007 1 Violation message type
O foopback2021 1 Default_violation_message M
[0  vroopback2032 1
Fix Mutation Payload
[0  vroopback2060 1 <Ia>{{ device| 1d] }y</id> n
O aroupinkmertacer | <native xmins="http:/cisco.com/ns/yang/Cisco-10SXE-native™> .
l {% for loopback in device[ Cisco-10S-XE-native:native[interface]
[Loopback] %)
<Loopback nc:operation=
<ip>
<address>
<primary>
<address>{{ loopback[ip][address][primary]
[address] }j</address>
<mask>{{ loopback[ip][address][ primary[mask]
Y</mask>
</primary>
</address>
</ip>
<ipv6>
<address>
<preficist>
{% for prefix in loopback[ipvé address[prefix-
list] 56}
<prefic-{(prefix{prefix] }</prefi-
{2 endfor %)
<orefixclist> Ir

Scenario 15 : VRF check
Template Payload:
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Fix Mutation Payload :
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Defining Template Payload

R Edit Policy | VRF_XML

Edit Rule | Check_VRF

s

Conditions and Actior

Conditions and Actionse Condition Details  Action Details
C /W selected @ 50f5 | Enterakeyword a @@7
B condition Name Sequence Number Condition Names Template Payloads
9 Lonz001 . dion'
D O  vonzoo7 1 e
O tonz021 1 Sequence Numbere <default>
<address>239.232.0.1</address>
o O tonzozz 1 </default>
1 <data>
Lon2060 1
8] <multicast>
<address>239.232.1.0</address>
Secpe Deisa <wildeard>0.0.0.255</wildcard>
» : </multicast>
Contion scope details <data>
Inventory_Data </mdt>
<route-target>
. <export>
E <asnip>2:2001</asnip>
Condition Match Criteria </export>
<import>
<asnip>2:2001</asnip>
Inventory Operator <Jimport>
MATCHES_THE_TEMPLATE_PAYLOAD </route-target>
</ipva>
</addressfamily>
<name>LON2001</name>
<d>2:2001/1d>
</definition>
</vrf>
</native>

Defining Fix Payload
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®R Edit Policy | VRF_XML

Edit Rule | Check_VRF

1 I - Conditions and Actionse Condition Details  Action Details

X C /W selected 50f5 | Enterakeyword Q — @ @
~ Select Match Action Select Non-Match Action
B Condition Name ‘Sequence Number
9 Lonzoon . Selectacton Selectaction
O  tonaor E continue Raise_violation_and_continue
O  vonzoz 1 Violation severity
0 O  ton2032 1 CRITICAL
O tonzoeo 1

Violation message type

Default_violation_message

Fix Mutation Payload

id>
<native xmins="http://cisco.com/ns/yang/Cisco-I0S-XEmative">

{2 for vrf_def in device[ Cisco-I0S-XE-nativemative][vrf [definition]

%

= LON200T" %)
nc:operation="create'>

<route-target>

[routetarget]lexport] %)

How to derive the XML Template payload

e Navigate to the Device profile page and export the XML template details for the yang
parsed entities

Resource Manager — Devices — Select a Device — Configuration —Config Data —

Entities — Select Abstract entity — Use Download button to export/copy the XML
payload

Example : Let's derive domain-name XML Template payload

Navigate to Devices — select a device— configuration -> Config Data — Entities —
dns-server — Export XML payload using download button.

®copy & Download
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Profiles

A profile allows one or more Policies to be grouped and executed on one or more devices either
on-demand or as per Schedule. Profile execution results in a per-device compliance report

included in the execution.

Create Profile

v

Select Policies

Provide Rula
Inputs

I Selact Devices -

i

Trigger Cr Schedule
Profile mun

l

Steps:
a. Navigate to Resource Manager > Config Compliance -> Profiles

® Select “+” to Create a Profile
e ATOM opens up a new wizard and displays 2 sections.
o Policies - Select one/more policies
o Devices & Schedule - Select one/more devices or Device groups
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b. Create profile by providing name, description and select policy which was created previously
IP_Domain_Name.

Select policies Select devices and schedule

Profile names Select policiess

C  Selected @D 330133 search Q
Day0_Config
Description Name Description
N S UE———
IP_Domain_Name Check whether the domain name is present in the ¢

c. Navigate to the next tab, Select devices and schedule. We can select either device(s) from
Devices or Device Groups tab

W hi_ .nd d‘d“h

e 130f13  search Q
D Name Description
D AllDevices All Device Group
D Firewall Firewall Devices Group
D Host Host Devices Group
Edit Profile
SeSSEEES adRchee
C  selected @ 220f22 | Enter a keyword =
1D Status Name Device Type Ver|
172.16.3.170 @ 172163170 Cisco CSR 1000V Cig|

d. After device(s) are selected, choose if the compliance checks need to be run against an
archived config or current running-configuration of the device. By default Latest From Config
Archive is selected.

Schedule: The profile job can be scheduled in Hours or Minutes. Alternatively, a job can be
started right away by enabling Start now option.
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Select Configuration
O Latest From Config Archive
@ Current Config
Schedule
Frequency
0 = 0 =
Hours Minutes

[] start now

Or the profile job can triggered at a later point of time using run job icon on the profiles view

C s, B B i Selected (D

Name Description Policies

ip_domain_profile IP_Domain_Mame
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Report

Navigate to Resource Manager > Config Compliance -> reports

Compliance report is generated upon completion of Profile run. For each device, the report lists
the compliant and non-compliant policies, rules and conditions .

After profile job is run, audit details can be viewed in Report View

Dashboard  Policies  Profiles  Report  Remediation  Archive
= = @ o skipped Conditions @ 0 Compliant @ 1 Non Compliant Total B O w
c i
Host Name Device Type Severity Device Compliance Status Exceution Condition Status Device Id Vendor Policy Name Rule Name Condition Name
[ wnacrpdtssOgwnetdisneycom  Cisco CSR 1000V  critical | ® ® ) 17216330 Gisco Systems IP.Domain N Check IPD..  Verify_IP_Domain

Since IP_Domain_Name policy has a condition named Verify_IP_Domain_name, where it didn’t
meet the required criteria. The condition is marked as Non_compliant.

Severity: Severity the condition where the condition Match Action or Non Match Action is of
type Raise_violation or Raise_violation_and_continue.

Upon checking the row you can see the expected and the fix commands for that condition along
with action-severity, action-type and other metadata related to device & condition.

Dasnboara  rOlcles  PTOMes  Keport  Kemeaiaton  Archive Compliance details %
Em = = @ 0 Skipped Conditions @ 0 Compliant 1 Non Compliant Total A Information
Device D 172.16.3.30
Device host name
Device Ty
c @
Vend
Host Name Device Type Severity Device Compliance Status Execution Condition Status Device Id Vendor Policy Name R

gunetdsneycom  Cisco GSR 1000V [ciiical] ° ° ° 17216330 Cisco Systems PP Doman N G

Execution Status (S
Config Time
Policy Name

Rule Nam

Condition 1D

Condition Status  (_Non Complaint )

A Expected Pattern
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Dashboard  Policies  Profiles  Report  Remediation  Archive Compliance details X
R ~ @ o0skipped Conditions @ 0 Compliant @ 1 Non Compliant Total ~ Information
. . . . . _— - A Expected Pattern
- v v - - ~  ipdomain-name net.disney.com
c @
Host Name Device Type Severity Device Compliance Status Execution Condition Status Device Id Vendor Policy Name R
wnacrp-dtss0-gw.net disneycom  Cisco CSR 1000V Critical ® ) ) 172.163.30 Cisco Systems IPDomainN.. €

A Action Details

ActionType  NON_MATCH_ACTION

Action Severity (_CRITICAL
Remediation Commands

ip domain-name net disney.com|

The reports section also facilitates users to filter the results of what user is interested in. The
dropdown will display all the possible values for the filters. Users can try out any combination
and see the results. By clicking on the apply button.

Inorder to revert the filter that are applied you can click on the clear button.

Dashboard  Policies  Profiles  Report  Remediation  Archive
= T Fite ~ @ o0 Skipped Conditions @ 0 Compliant 1 Non Compliant Total (= C} Val Unit s
c OPDomainName . o
10f1
Host Name Device Type Severity Device Compliance Status Device Id Vendor Policy Name Rule Name Condition Name Confi
[0  wnacrp-dtss-0-gw.net.disney.com Cisco CSR 1000V ) Y o 172.163.30 Cisco Systems 1P_Domain_Name Check_IP_Domain_Name Verify_IP_Domain_name 11708

Tired of filtering the results every time for more frequent data. We got you covered ATOM
provides an option to save the filter that you applied again with a single click.

e Select filters that you are interested in and click on the save button
e This will show a new pop-up box prompting for the filter name and the dashboard
where the user wants to pin it.

e C(Click on the save and apply button will save this filter and the resulting data will be
populated.
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Save Filter

Enter Filter Name

Select Dashboard

Save and Apply

Save Filter

filter

cli-summary-dashboard
default-dashboard
pnp-dashboard

compliance-dashboard

ftv

ummary
workflow-summary-dashboard
cli-summary-dashboard

smu-summary-dashboard

90f9

We can pin to the dashboard, upon saving the filter using dropdown.we are able to see the
filter under the dashboard.

Dashboard  Policies ~ Profiles  Report  Remediation  Archive
Cli Summary Dashboard
¢ Config Compliance - Execution Status ¢ Config Compliance - Compliance Status Ll st
0 0
ERRORS: 0.0% (0) |/ CONFIG_STALE: 0.0 % (0) COMPLIANT: 0.0 % (0) (o Skipped Conditions iy
OFFLINE_DEVICE: 0.0 % (0) CONFIG_EMPTY: 0.0 % (0) [ NOT_APPLICABLE: 0.0% (0 ,
CONFCFULLFAL.- 0:0% (O) - engomore
NON_COMPLIANT: 3
il g
0 6
| SkesdConmtons
1
RGO
SUCCESSFUL: 100.0 % (3) R
Lt vendortype Ll fjrer
0 4 0 6
- SkepeaConamions | SkppeaConamons
5 1
G O GO
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From where | can access these saved filters?
e They are easily accessible. All the filters that are saved are listed under the dropdown on

the top.
e Click on the interested filter and you see the data getting filtered.

Dashboard Policies Profiles Report Remediation Archive

[ = = Filter ~ @ oskipped Conditions @ 0 Compli @ 1 Non Compliant Total
Device Id ip_domain_name_filter A Vendor A Compliance Status hd Condition Status
Device groups plot - Execution Status - Policy - Rule Name
c i
Host Name Device Type Severity Device Compliance Status Execution Condition Status Device Id
|:| wnacrp-dtss-0-gw.net.disney.com Cisco CSR 1000V ® o [ ] 172.16.3.30

ATOM also provides an option to view the statistics based on Pivot by Device, Device Type,
Policy, Location and Device Group.

Dashboard Policies Profiles Report Remediation Archive

CRY = = Filter hd @ o Skipped Conditions @ 0 Compliant @ 1 Non Compl
Device Pivot By - Device Type *  Vendor - Cor
Device Device - Severity - Execution Status - Pol
Device Type
Cc
Policy : : : .
Host Nal Device Type Severity Device Compliance Status

[J v ‘Location isney.com Cisco CSR 1000V Y

Device Group
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Users can opt for any view that they are interested in.

Pivot by device

EB = ovevice x = @ 0 Skipped Conditions @ 0 Compliant @ 1 Non Compliant Total B @ e unit

c a
Device Compliance Status Severity Execution HostName Device ID Device Type Compliant Policies Non-Compliant Policies Compliant Conditions Non-Compliant Conditions Vendor

O e ® ‘wnacrp-dtss-0-gw.net disney. 7216330 Cisco CSR 1000V 0 1 0 1 Gisco Systems,

Severity: The aggregated severity of that particular device.

Compliant Policies: The number of policies that are compliant against the device.
Non-Compliant Policies: The number of policies that are non-compliant against the device.
Compliant Conditions: The number of Conditions that are complaint against the device
Non-Compliant Conditions: The number of Condition that are non-compliant against the device
Device ID: Displays all Device Ids for which compliance has run. This is the context column for
pivot by device.

Execution status: Based on execution on device it is updated as Successful, errors,stale config,
empty config, config pull failed, offline device.

Hostname: Hostname of a device is displayed here.

Device compliance status: Based on compliance run, for a device it is updated as Compliant,
non-compliant, Not applicable.

Device Type: The device type of a device is displayed(like cisco csr 1000v, cisco 891).

Vendor: vendors of device are displayed here (like cisco, juniper)

On clicking on the Device ID, Device ID filter gets applied and the user will be navigated to CRV.
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Dashboar . Frofil Report  Remedi iation hi
B = = - ~ @ 2skipped Conditions @3 Complian: @ 22 Non Compliant Total M @ | vele Unit
De: v Device Type v Vendo ~  Compliance Status ~  Condition Status ~  Locations -

& h Q
Host Name. Severity xecution Device Type Device Compliance Status Condition Status Device Id Rule Name Candition Name
]  critical | ® Cisoo CSR 1000V ° ° 172.16.22.101 Check_Line_
O | Critical | ® SR 1000V ® ® 172.16.22.101 NTP_TEMPL
]  critical | Y Cisco CSR 1000V ® Y 172.16.22.101 NTR_TEMPL
]  critical | Y Cisco CSR 1000V ® Y 172.16.22.101 NTR_TEMPL
]  critical | ® Cisoo CSR 1000V ° ° 172.16.22.101 CLOCK_TE
]  critical | ® Cisoo CSR 1000V ° ° 172.16.22.101 Check_pass.
]  critical | Y Cisco CSR 1000V ® Y 172.16.22.101 Check_IP_D.
]  critical | Y Cisco CSR 1000V L ® Y 172.16.22.101 Check_IF_N.
D NA . Cisco CSR 1000V . . 172.16.22.101 NTP_config
]  critical | ® Cisoo CSR 1000V ° ° 172.16.22.101 NTP_config
D NA . Cisco CSR 1000V . . 172.16.22.101 heck_Privil
D NA . SR 1000V . . 172.16.22.101 heck_Privil
]  critical | ® Cisoo CSR 1000V ° ° 172.16.22.101 heok_vt;
Pivot By Policy
e e e s

= Policy x = Filte A @ 0 skipped Conditions @ 0 Compliant 1 Non Compliant Total

Device groups ~  Severi ~  Execution Status ~  Policy ~  Rule Name -

&

Complaince Status Severity Policy Name Compliant Devices Non-Compliant Devices Non-Compliant Conditions

O e m P_Domain_Name ] 1 1

Severity: The aggregated severity of that particular policy.

Compliant Devices: The number of devices that are compliant against the policy.
Non-Compliant Devices: The number of devices that are non-compliant against the policy.
Non-Compliant Conditions: The number of conditions that are non-compliant against the
policy.

Policy Name: Displays all policies for which compliance is run. This is the context column for
pivot by policy.

Compliance status: Based on policy, it is updated as compliant or non-compliant.

On clicking on the policy, the policy filter gets applied and the user will be navigated to CRV.
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[ = = ke - @o0skipped Conditions @0 Compliant @ 15 Non Complient [ Totel B @©  vele unit +
~  Deviee Typ - d - ~  Condition Status ~  Locations -
~  Device grou v se N ~  Policy: ACL on_Line VTV v RuleNzme -

C e h a
[ Host Harme Device Type Severity Device Compliance Status Execution Condition Status Device Id Wendor Policy Name Rule Name Condition Name

O  sanchb-ana-0gw Cisco 871 ® Y Y 172.16.1.138 Gisoo Systems ACL_on_Lin Check_Line_. Verify_Line_VTY

] 1 disnsy.com Cisca 891 ® ° ° 172.16.1.129 Cisco Systems ACL_on_Lin Check_Line_

o - Cisco CSR 1000V Critical ® Y ® 172.16.16.161 Cisca Systems ACLon_Line._  Check Line_

] Cisca CSR 1000V ® ° ° 172.16.16.162 Cisco Systems ACLonLine  Check Line_

O Cisca CSR 1000V ® ® ® 172.16.16.163 Ciseo Systems ACLonbine.  Chack Line

O Cisca CSR 1000V Critical ® ® ® 172.16.16.164 Gisco Systems ACL.on_Line_  Check Line_

O CizcolOSKRYI000 ® ™Y ® 172.16.17.133 Cisco Systems Check_Line..

O Ciseal0SXRYI000 ® Y ® 172.16.17.134 Cisco Systems Chack_Line_

o - CizcolOSXRYI000 ® ™Y ® 172.16.17.135 Cisco Systemsa Check_Line..

0o - CiscalOSXRYI000 ® Y ® 1721618176 Ciseo Systems ACLontine.  chack e

(m] Cisca CSR 1000V Critical ® ° ° 172.16.22.101 Gisco Systems ACL.on_Line_  Check Line__  Verify_Line VTV

O csrozanutacorp.com Cisco CSR 1000V Critical ® Y ® 172.16.22.102 Cisca Systems ACLon Line._  Check Line_.  Verify Line VTV

Pivot By Device Type:

Severity:The aggregated severity of that particular device type

Device type: Displays all device types available in compliance. This is the context column for
pivot by device type.

Vendor: Displays the vendors available in compliance .

Compliant Device: The number of devices that are compliant against the device type
Non-compliant device:The number of devices that are non-compliant against the device type.

Compliant policies:The number of policies that are compliant against the device type
Non-Compliant policies:The number of policies that are non-compliant against the device type
Compliant Condition:The number of conditions that are compliant against the device type.

Non-compliant Condition:The number of conditions that are non-compliant against the device
type.

@ Dashboard  Policies  Profiles  Report ~ Remediation  Archive
o ED = vevicetype x = Filter ~ @ 0Skipped Conditions @ 10 Compliant 6 Non Compliant  [[) Total M O vale Unit s
\
Device Id ~  Device Type ~  Vendo ~  Compliance Status ~  Condition Status ~  Locations -
ih
Resource pools v Device groups v Severity v Execution Status ~  Policy v RuleName -
*
Q
c i search Q
0D 1
Severity Device Type Vendor Compliant Devices Non-Compliant Devices Compliant Polices Non-Compliant Policies Compliant Conditions Non-Compliant Cot
& Wl criical Cisco CSR 1000V Cisco Systems 0 1 5 1 6 1
[m High | Juniper yWIX Juniper Networks 0 1 4 1 4 1
O D MX204 Juniper Networks 0 1 0 4 0 4
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Click on device type> Cisco CSR 1000v here

& Dashboard  Policies  Profiles  Report  Remediation  Archive
0 ED 7 DeviceType x = Filter ~ @ 0Skipped Conditions @10 Compliant @ 6Non Compliant i3 Total M @®  vale Unit s
i Device Id ~  Device Type ~  Vendor ~  Compliance Status ~  Condition Status ~  Locations -
]
Resource pools - Device groups - Severity - Execution Status:  Successful - Policy - Rule Name -
e
b Condition Name - m @
@ .
c H search Q
Severity Device Type Vendor Compliant Devices Non-Compliant Devices Compliant Polices Nor-Compliant Policies Compliant Conditions Non-Compliant
& INm critical | Cisr CSR 1000V Cisco Systems 0 1 5 1 5 1
D m Juniper Networks 0 1 4 1 4 1
[ High | MX204 Juniper Networks 0 1 o 4 . .

https://172.16.21.154:30443/ngui/Cisco CSR 1000V

On clicking on the Device Type, Device Type filter gets applied and the user will be navigated to

CRV.

® Dashboard  Policies  Profiles  Report ~ Remediation  Archive
o CRV. = = Filter ~ @ o0skipped Conditions @ 6 Compliant @ 1 Non Compliant Total B @ v Unit s
II Device Id v Device Type:  Cisco CSR 1000V v Vendor v Compliance Status A Condition Status v Locations v
L}
Resource pools v Device groups v Severity v Execution Status ~  Policy v RuleName -
*
Rl concition Name - [sove X cer )
@ c i search Q
(]
Host Name Device Type Device Compliance Status Execution Condition Status Device Id Vendor Policy Name
(-l O 7cobogw Cisco CSR 1000V ) Y ® 172.16.3.42 Cisco Systems AAA_Policy
O n7-cbb-o-gw Cisco CSR 1000V ) Y ® 172.16.3.42 Cisco Systems AAA_Policy
O n7-cbb-o-gw Cisco CSR 1000V ) Y ® 172.16.3.42 Cisco Systems Line_VTY_Policy
O n7-cbb-o-gw Cisco CSR 1000V ) Y ® 172.16.3.42 Cisco Systems Logging_Policy
O n7-cbb-o-gw Cisco CSR 1000V ) Y ® 172.16.3.42 Cisco Systems NTP_server_cisco_policy
O n7-cbb-o-gw Cisco CSR 1000V ) Y ® 172.16.3.42 Cisco Systems SNMP_server_cisco_Policy
O n7-<bb-ogw Cisco CSR 1000V ) [} ® 172.16.3.42 Cisco Systems Cisco_domain_name_policy

Pivot By Location:
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@® Dashboard ~ Policies  Profiles  Report ~ Remediation  Archive
= Location x = Filter - 0 Skipped Conditions 10 Compliant 6 Non Compliant Total Value Unit 4+

o ey ®05kipp @ 10 Comp pliant [E10 B o

Device Id v Device Type v Vendo v  Compliance Status ~  Condition Status v Locations -
il

Resource pools ~  Device groups v Severity ~  Execution Status ~  Policy ~  RuleName -
2

(G search Q
D §

Severity Location Name Compliant Devices Non-Compliant Devices Compliant Policies Non-Compliant Policies Compliant Conditions Non-Compliant Conditions
o [ critical jindia_loc 0 1 5 1 6 1

Severity: The aggregated severity of that particular locations

Location Name: Displays all available locations over which compliance is run.This is the context
column for pivot by location.

Compliant Devices: The number of devices that are compliant against locations
Non-Compliant Devices: The number of devices that are non-compliant against locations
Compliant Policies: The number of policies that are compliant against locations
Non-compliant Policies: The number of policies that are non-compliant against locations
Compliant Condition: The number of conditions that are compliant against locations
Non-Compliant Condition: The number of conditions that are non- compliant against locations

Click on any of location name
- s e—— )

Dashboard Palicies Profiles Report Remedization Archive

EB = ocaton = ¥ Filer = @206 Skipped Conditions @108 Compliant @ 635 Non Compliant  [ELE) Totel =]
Devics Id *  DevicaType *  Wendor *  Complianca Status *  Condition Status *  Locations: Jocation_cafforia
Resource pools ~  Device groups v Severity ~  Execution Status ~  Poliey *  Rule Name

c i search
[
Sevarity Location Name Compliant Devices Non-Campliant Devices Campliant Policies Non-Compliant Palicies Compliant Conditions Non-Cor
O [ 1 1 1 4 21
O San Jose Californis DethiAndhra Pradesh Mumbs 0 1 H 10 [ 20
(M Critical ocation_califarnia a a 0 7 2 54
O EEE Dalhi Andhra Pradesh Mumbai 0 z 0 12 [} a4
0O wme San Jose California 0 0 0 0 0 0
O wma ocation_Milpitas a o 0 o o o
O nwa ocation_USA Los Angeles ocation_Japan a o o 1] 0 ]
O nwa ocation_USA location_Tokyo Las Vegas 0 0 0 o [ o
0O we acation_califomia 0 0 0 [ 0 0

on clicking on the location name, the location filter gets applied and the user will be navigated to

CRV.
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Dashboard  FPolicies  Profiles  Report  Remediation  Archive
= T Fiker = @206 Skipped Conditions @ 108 Compliant @ 635 Non Compliant m Total | O] Value Unit s

Device Id *  Device Type ~  Vendor *  Compliance Stats ~  Condition Stetus *  locstions: Jocaton califomia  ~  Resource pools -

Device groups -~ Severity ~  Execution Status -~ Policy ~  Rule Name ~  Condition Name - m
(S search Q
Host Name Device Type Severity Device Compliance Status Execution Condition Status Device Id Wendor Palicy Mame Rule Mame Condition Name Configuration
O Cisco 2951 NOT_APPLICABLE CONFIGE._ 10101 11/05/20. 124
D Cisco 3845 NOT_APPLICABLE CONFIG_E— 10002 11/05/20, 12¢
D ©: :385024P NOT_APPLICABLE COMFIG_E 10913 11/05/20, 124
[0 -cisconircTss08K9 <iscoAirCTS508K9 NOT_APPLICABLE CONFIGE._ 10114 11/05720. 12
D ©: ©at385024P NOT_APPLICABLE CONFIG_E 10915 11/05/20, 1:0¢
D ©: ©at385024P NOT_APPLICABLE CONFIG_E 10116 11/05/20, 124
D Ci Cisco Virtual ASA NOT_APPLICABLE CONFIG_E 10.1.15.21 11/05/20, 124
O ciscoASASS10 NOT_APPLICABLE CONFIGE._ 1011523 11/05/20. 124
D Cisco Nexus 7004 NOT_APPLICABLE CONFIG_E 10.1.1525 11/05/20, 12
D Cisco Nexus 5010 S NOT_APPLICABLE CONFIG_E 10.1.15.27 11/05/20, 12:¢
D Cisco Nexus 3064 S NOT_APPLICABLE CONFIG_E 10.1.15.29 11/05/20, 12:¢
D Cisco ASR 9006 NOT_APPLICABLE CONFIG_E— 10.1.15.31 11/05/20, 12¢
a £PIC NOT_APPLICABLE CONFIG_E_ 1011534 11/05720. 12
D CiscolSR4331 NOT_APPLICABLE CONFIG_E 10921 11/05/20, 124

Adding the same device in multiple resource pools and each RP associated with a different location,
all locations will be listed in pivot views.
Adding the same device in two resource pools and associate one RP with location and another RP

with no location, only location associated with RP will be listed.

Pivot By Device Group:

® Dashboard  Policies  Profiles  Report ~ Remediation  Archive
= Device Group X = Filter - 0 Skipped Conditions 10 Compliant 6 Non Compliant Total Value Unit +
o 2y » ® oo @ 10 Compliant © pliant [0 B O
il Device Id v Device Type v Vendor ~  Compliance Status ~  Condition Status ~  Locations: jindia_loc ¢
]
Resource pools ~  Device groups v Severity ~  Execution Status ~  Policy ~  RuleName -
1)
Condition Name - ey @ @
(G search Q
Severity Device Group Compliant Devices Non-Compliant Devices Compliant Policies Non-Compliant Policies Compliant Conditions. Non-Compliant Conditions
] O m Layer 2/3 switch 0 2 4 5 4 5

a [ High ] Layer 2 switch o 2 4 5 4 5
[ High | Layer 3 Router o 2 4 5 4 5
[ High | OfflineDevices o 2 9 2 10 2

Severity: The aggregated severity of that particular Device group

Device Group: Displays all available device groups over which compliance is run. This is the
context column for pivot by device group.

Devices in group: This gives the number of devices in a group
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Compliant Devices: The number of devices that are compliant against device groups
Non-Compliant Devices: The number of devices that are non-compliant against device groups
Compliant Policies: The number of policies that are compliant against device groups
Non-compliant Policies: The number of policies that are non-compliant against device groups
Compliant Condition: The number of conditions that are compliant against device groups
Non-Compliant Condition: The number of conditions that are non- compliant against device
groups.

Click on any of device groups

EB = vevicecrow = = = @206 skipped Conditions: @108 Compliant 635 Non Compliznt Total B
+  Device Type - e - ¢ ance Sta ~  Condition Sta ~  Locations: location_calfomia
. (

& search

Severity Compliant Devices Non-Compliant Devices Device Group Compliant Policies MNon-Compliant Policies Compliant Conditions Non-Compliant Conditions

O mwe 0 3 % 7 2

O we 0 3a 4 8 103 60

O na 0 2 0 1z E

[ 0 6 0 29 17 122

O ne 0 7 a1 22 96

O na 0 0 1 E 2

0O we 0 ] 0 0 o o

0O &= 0 3a 4 83 108 6

D @@ - ' 0 : 7

O we 0 ] 0 0 o o

On clicking on the device group, the device group filter gets applied and the user will be navigated

to CRV.

| crv e = Filte ~ @18 Skipped Conditicns @9 Compliant 51 Hon Complint Toral =]
- - - ance Sta - ti - Locations: location_california -
~  Devicegroups: LayerZswitch ¥ everit v  Execut ~ P ~  RuleName -
: Lo~ X o= ]
c search Q
Host Name Davica Type Severity Device Compliance Status Exscution Candition Status Device Id Vendar Folicy Name Rule Nan
cat385024P NOT_APPLICABLE CONFIG_EMPTY 10113
cat385024P NOT_APPLICABLE CONFIG_EMPTY 10.1.1.5
car385024P MNOT_APPLICABLE CONFIG_EMPTY 10.1.16
Cisea 871 N ® Y Y 72.161.138 Cisco Systems Enable_Password_Encryptian Check g
Cisco 871  Critical | ® ° ° 72.16.1.138 o ACL_on_Line VTY Check_t
Cisco 871  Critical | ® ® Y 72.16.1.138 ci NTP_TE
Ciseo 871  Critical | ® ° ® 72.16.1.138 c NTP_TE
Cisco 871  Critical | ® ° Y 72.16.1.138 Ci NTP_TE
Cisco 871  Critical | ® ® Y 72181138 ci cLock.
Cisco 871  Critical | ® ° ® 72.16.1.138 o Cheok_!
Cisco 871  Critical | ® ® Y 72.16.1.138 ci Chek.I
Cisea 871 N ® Y Y 72.161.138 G NTE_canfiguratians_Globa NTP_co

pivot view :
e Single pivot view can be selected.(no multi pivot view selection)
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Upon selecting a pivot view, further filters like device id, device type, vendor,
compliance status,condition status,location,resource pool, device
groups,severity,execution status,policy, rule name, condition name can be applied.
Just with the pivot views, a filter can’t be saved, Based on further filters applied, a
filter can be saved. The saved filter can be deleted.

Bulk delete is not supported in pivot views

Remediation is not supported

Sorting is not supported on any column in pivot view.

Searching is not supported in pivot view.

The counts on top are related to the non- pivot views and labels are from condition
status

Export: based on pivot views, the records can be exported.

CRV(conditional report view) :

@ 05kipped Conditions @12 Compliant @2 Non Compliar Total B O vk Uit

ﬁaeasaaﬁsaﬁasa_

The available columns are: Hostname, Severity, Execution, Device Type, Device
compliance status, condition status, Device id, Vendor, Policy name, Rulename,
Condition name, Configuration retrieved at, Expected pattern, Enforcement time.

The data can be filtered by applying filters on device id, device type, vendor, compliance
status,condition-status,location,resourcepool, device groups,severity,execution status,policy,
rule name and condition name.

Time based filtering : For timing based, user can use value and units(Days,weeks,months,
hours, minutes) fields.

Date wise filter: User can choose the date from the calendar symbol and click on ‘apply’ in

the calendar.
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e Count band - Represents counts for skipped, compliant, and non compliant conditions

Skipped conditions - Platform mismatch and Execution Status (Stale Config,

Empty Config, Erros, Config Pull Failed, Offline Device) fall into this category.

e Complaint conditions - Based on conditions meeting the criteria
e Non- compliant conditions -Based on conditions meeting the criteria and

violations chosen

® Multi-selection on filters is supported - More than one entry for a given filter can be
selected.

e Sorting is enabled on all columns.

e Searching is enabled for all columns.

e The record details are listed when the checkbox for a given entry is selected. Device ID,
Device host name, Device type, Vendor, Device compliance status, Execution status, Config
time, Policy name, Rule name, Condition ID, Condition status, Expected pattern, Action

Details, Remediation commands( if it’s non-compliant) are shown as part of details.

Remediation :
Navigate to Resource Manager > Config Compliance -> Remediation
Fix CLI Action will generate the remediation CLI to be applied for each non-compliant device.

Users can schedule remediation on one or more devices or execute it right away. For each
device selected, ATOM will push remediation CLI to the device.
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Pualicy
Run
Complated

Gao 1o Report View

¥

Choose
Mon-compliant
Device

'

Trigger or Schedule
Fix Jab

Trigger Profile Run

Select a Report and click on the highlighted arrow for navigating to the Remediation

a.
screen.
Only if it is non- compliant, user will be taken to the remediation screen.
CRV = = Filter A ® 0 skipped Conditions @ 0 Compliant 1 Non Compliant Total
c 0 :
Host Name Severity Device Type Device Compliance Status Condition Status Execution Device Id
wnacrp-dtss-0-gw.net.disney.com m Cisco CSR 1000V [ ] [ ] o 172.16.3.30

b. Fix Violations by providing a Job name and verify rule-input values and fix CLI commands
under Fix Configurations. Click on the tick button to complete fix-job.
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Fix Violations

Job names No Rule Inputs

fix_ip_domain_name
Fix Configurations

ip domain-name anutacorp.com
Devicess
» 172.16.3.46

c. Fix Job can be scheduled using Schedule option or can be initiated immediately by enabling
Start now. And click on the Tick button to initiate fix-job.

Schedule

0o; 073 Start now

Hours Minutes

1. Fix job can be initiated from the Remediation tab as well at a later point of time.

ﬁ Policies Profiles Report Remediation

& s ﬂ [ ] ¥ Sselected
U
Name Schedule

[ I - fix_ip_domain_name ®

d. After remediation, trigger profile job and validate the report to see if the device came back as
a complaint.

ﬁ Policies Profiles Report Remediation
C /s . [ ] ¥ selected
O ,
Name Description Policies
1 I . Ip_domain_profile IP_Domain_Mame_Global

e. Below we can see the device is now back to complaint after fixing violations.
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CRV = = Filter - @ 0 skipped Conditions @ 1 Compliant 0 Non Compliant Total
- v - npl atu, - fition -
- - r - 1 - le N - fition N
&)
Host Name Device Type Severity Device Compliance Status Execution Condition Status Device Id Vendor Policy Name
D wnacrp-dtss-0-gw.net.disney.com Cisco CSR 1000V NA [ ] @ ® 172.16.3.30 Cisco Systems IP_Domain_N..

Remediation is not supported when the user is in pivot view.

Bulk delete:

Navigate to Resource Manager > Config Compliance -> reports(CRV)

@® Dashboard  Policies  Profiles  Report  Remediation  Archive
= T Filter ~ 2 Skipped Condit 60 Compliant @ 48 Non Compliant Total val Unit B
o I ® 2Skipped Conditions @ 60 Complian on Compliant  [EET) Tota B O vie i
Device Id > Device Type > Vendo ~  Compliance Status ~  Condition Status ~  Locations -
ih
Resource pools v Device groups v Severity v Execution Status v Policy v RuleName -
2
c i search Q
(]
Host Device Type Severity Device Compliance Status Execution Condition Status Device Id Vendor Policy Name
Export
& O disney.com Gisco 891 [ NA ] ) Y ™Y 172.16.1.139 Cisco Systems ACL_Global
Bulk Delete
P D i disney.com Cisco 891 m [ ] [ ] [ ] 17216.1.139 Cisco Systems ACL_Global
O aancbb-ana-1gw.net.disney.com Cisco 891 [ NA | ) ) ® 172.16.1.139 Cisco Systems ACL_Global
O aancbb-ana-1gw.net.disney.com Gisco 891 [NA | ) Y ™Y 172.16.1.139 Cisco Systems ACL_Global
[ aancbb-ana-1gw.net.disney.com Gisco 891 (NA ] [ ) ® 172.16.1.139 Cisco Systems AGL_Global
O aancbb-ana-1gw.net.disney.com Gisco 891 [ NA | ) Y ™Y 172.16.1.139 Cisco Systems ACL_Global
O aancbb-ana-1gw.net.disney.com Cisco 891 [ NA | ) ) ® 172.16.1.139 Cisco Systems ACL_Global

In order to delete the records at shot bulk delete is used.
Based on filters applied, records can be deleted

e If the filter is on Device(device id/ device group/ device Type) And invoke Bulk
delete, all the records related to devices are deleted.

e |If the filter is on Policy and Bulk delete is invoked,all the records Related to policies
across all devices are deleted.(columns like Policy, rule, condition, expected pattern,
enforcement time- empty)

e If the filter is on device + policy and bulk delete is invoked, all the records related to
policies across all devices are deleted but Device is not deleted.(columns like Policy,
rule, condition, expected pattern, enforcement time- empty)

e If the filter is policy+rule+condition, where there are many rules or many
conditions, records are deleted at policy level only.(records having the selected
policies are deleted irrespective of rule or condition)
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Purge compliance history:

In order to delete history details, we can use purge compliance history under
Monitoring--> jobs— Maintenance— purge compliance history..

Dashboard  Palicies  Profiles

& 172.16.3.40

Report  Remediation  Archive

c

Host Name

[ wnacrp-dtss0-gwtestcom

Device Type Severity Compliance
Cisco CSR 1000V Y

Unit 5
=8
1
Rule Name Conditid
2l cl

& Jobs

£ Search for a config Qcs

I oetonreporns
» collection
"3 » configuration
2R © ceorostc
» discovery
LI . o conpliancejob
I maintenance
PurgeComplianceHistory
PurgeNatifications
PurgeQlderAlarmRecords
PurgeOlderAuditLogs
PurgeOlderEvents
PurgeOlderTask
UnAckAckAlertJob
purge_alerts
purge_audit_loge
purge_audit_logs-1
purge_audit logs_2days
purge_events

tess-4

Edit PurgeComplianceHistory

Name »
PurgeComplianceHistory
Schedule
Description
Purging compliance history
Interval
24

Maintenance-Type
PURGE_COMPLIANCE_HISTORY

Interval-Type

MINUTE m SECOND

Trinnar s se Fuant

Say, the threshold is 60 and it is set for days. When this job is run, it deletes all the record
history details that are older than 60 days.

It can be set in hours too.
Export:
Navigate to Resource Manager > Config Compliance -> reports(CRV/Pivot)

Using export will get report for all the records at one shot
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® Dashboard  Policies  Profiles  Report  Remediation  Archive
= T Filter ~ 2 Skipped Conditi 60 Compliant @ 48 Non Compliant Total Val Unit s
o e ® 2 Skipped Conditions @ 60 Compliant @ 48 Non Compliant  [EE[3) Tote B O vk i
I Device Id ~  Device Type > Vendor ~  Compliance Status ~  Condition Status ~  Locations -
1h
Resource pools v Device groups v Severity v Execution Status v Policy v RuleName -
*
@ .
(G search Q
(]
Host ! Device Type Severity Device Compliance Status Execution Condition Status Device Id Vendor Policy Name
Export
< Nn| disney.com Gisco 891 [ NA ] ) Y ™Y 172.16.1.139 Cisco Systems ACL_Global
Bulk Delete
N (] disney.com Gisco 891 [ NA | ) Y ™Y 172.16.1.139 Cisco Systems ACL_Global
O aancbb-ana-1gw.net.disney.com Cisco 891 [ NA | ° ° ® 172.16.1.139 Cisco Systems ACL_Global
O aancbb-ana-1gw.net.disney.com Cisco 891 [NA | Y Y ™Y 172.16.1.139 Cisco Systems ACL_Global
O aancbb-ana-1gw.net.disney.com Cisco 891 [NA Y Y ™Y 172.16.1.139 Cisco Systems ACL_Global
O aancbb-ana-1gwnet.disney.com Cisco 891 [ NA ] ) ) ® 172.16.1.139 Cisco Systems ACL_Global
O aancbb-ana-1gw.net.disney.com Cisco 891 [ NA | ) ) ® 172.16.1.139 Cisco Systems ACL_Global

Upon applying filters and the user does export, then the user can get only those records.
Without applying filters, if the user does export, all records are exported.

Provide a name to export file to be saved

Export

report

Close

Export file will be saved in the archive tab.

Archive:
Navigate to Resource Manager > Config Compliance -> Archive
From here we can download the report and delete as well. File download format is CSV.

The headers of the downloaded csv report is according to the filter applied.
If pivot views are applied, the headers are according to it.
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® Dashboard  Policies ~ Profiles  Report  Remediation  Archive
Ic] 220f22 | Entera keyword Q
0
Name ReportType Size LastModified
th [ FullReportio Conditions Report 3852 2020-10-30T14:27:18.8172
[ Fulireport_octzo_1 Conditions Report 3533 2020-10-30T05:42:20.051Z
@ D ce 359 2020-10-20T05:32:46.780Z
3 cli compliance.report Conditions Report 4226 2020-10-30T07:27:06.475Z
(] Oem Conditions Report 3668 2020-10-30T04:23:48.567Z
o O eme 305 2020-10-20T06:55:11.795Z
[ defautt_export Conditions Report 4274 2020-10-29T09:17:53.979Z
- D ee 359 2020-10-20T05:48:22.529Z
[ exportcsvFile_1603883879571 Conditions Report 4180 2020-10-28T11:18:01.199Z
[0 exportcsvFile 1603883914185 Conditions Report 1889 2020-10-28T11:18:35.2112
[ exportcsvFile_1603883945794 Conditions Report 1889 2020-10-28T11:19:06.386Z
D exportCSVFile_1603885267726 Conditions Report 4274 2020-10-28T11:41:07.9112

® Dashboard  Policies ~ Profiles  Report ~ Remediation  Archive
0 C ¥ § sclected @B 22022 | Enter a keyword Q
\
Name ReportType Size LastModified
ih [ Fullreportio Conditions Report 3852 2020-10-30T14:27:18.817Z
.r:\. Fullreport_Oct30_1 Conditions Report 3533 2020-10-30T05:42:20.0512
o cc 359 2020-10-20T05:32:46.780Z
cli compliance.report Conditions Report 4226 2020-10-30T07:27:06.475Z
D cm Conditions Report 3668 2020-10-30T04:23:48.5672
o) cmp 305 2020-10-20T06:55:11.795Z
default_export Conditions Report 4274 2020-10-29T09:17:53.979Z
> ee 359 2020-10-20T05:48:22.529Z

Dashboard

There are 5 Dashboards which gives a quick information about compliance status
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e Config compliance -devices: Representing the number of devices participated
in compliance v/s all the available devices in ATOM.

[ =
i Config Compliance - Devices

Total Davices = 27

e® Config compliance- execution status: A pie chart representing the percentage
of execution status in terms of successful, config_empty, config_stale, errors,
config_pull_failed, offline_device.

1 -
] Config Compliance - Execution Status

OFFLINE_DEVICE: 0.0 % (0} COMFIG_STALE- 0.0 % (0)

COMAG_PULL_FAILED: T T CDONFIG_ERIPTY: 0.0 % (0
0.0 % (0}

Elh@ 250 % (1)

SWCCESSFUL: 75 00 % (2)

e Config compliance- compliance status: A pie chart representing the
percentage of compliance in terms of Complaint, Non- compliant,

Not_applicable.
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L =] Config Compliance - Compliance Status

Ls

COMPLIANT: Z5.0 % (1)

HON_COMPLIANT: 50.0 % (2)

~

NOT_APPLICAELE: 25.0% (1)

Compliance status by group: A bar graph representing compliance status
such as complaint, non-compliant, not_applicable for each and every device

group on which compliance profile jobs are run.

L ] Compliance Status by Device Group

MOT_APPLICAELE @ COMPLIANT MOMN_OOMPLIANT

- Il

Layar 2 Routar cisco-groups Layar 2,2 switch Layer 2 switch Firgwall

Compliance Status by Device Group

Execution status by device group: A bar graph representing execution status
such as config pull failed, not applicable, config_stale, errors, offline device,
successful, config_empty for each and every device group on which
compliance profile jobs are run.

Upon clicking on any of the dashboards, the user is navigated to CRV.

93



ATOM Configuration Compliance Guide

&  Execution Status by Device Group

& COMNFIG_PULL_FAILEDY @ NOT_APPLICAELE O COMFIG_STALE o ERRORS
& OFFUINE_DEVICE @ SUCCESSFUL CONFIG_EMPTY
.
= 2
g
G =S
z
z [
£ ?
=
o
5
§ 1 1
= 1
&
o

Layar 2 Routar cisco-groups Layar 2/2 switch Layer 2 switch

Upon clicking on any of the dashboards, the user is navigated to CRV.

Firawall
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FAQ’s

We have a multi-vendor network, can ATOM help ensure compliance in my
environment?

ATOM supports compliance management for Cisco, Juniper and Fortigate at this point in
time.

We want to standardize the network configs even before introducing automation, can
ATOM help?

The standard configurations can be defined explicitly in ATOM's compliance framework.
ATOM will perform compliance checks against the network and perform remediation in

case of non-compliance to standardize the network configurations.

We already have a platform which checks for compliance, but the remediation is
manual, can ATOM help ?

Yes, ATOM is capable of performing remediation on non-compliant devices. The Fix-CLI
or derived CLIs can be scheduled or executed immediately to fix all non-compliance
issues in the network.

Can we schedule compliance checks periodically using ATOM ?

Yes, the profiling section in ATOM's compliance framework supports scheduling of
compliance checks against a device or a group of devices

Can ATOM's compliance help in achieving regulatory compliance ?

Yes, based on the policies that regulatory authorities specify, ATOM's compliance
management framework can be configured to meet these requirements.

We have multiple checks that need to be run on the network, can ATOM help handle this

scenario ?

ATOM'’s profiling section supports grouping of multiple policies
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Appendix
e \Writing Jinja template configurations based on Test Result output

Below is a sample output from the test result obtained in Launching Test Config. This helps

writing jinja2 templates as required in use case requirements.

{
"compliance-policies": {
"highest-severity": "",
"rule-violation-count": 0,
"compliance-status": "compliant",
"compliant-rules-output": {
"violated-conditions": "",
"device-compliance-condition-output": {
"block-start-unmatched-content": "<![CDATA[]]>",
"block-start-condition-search-output": "<![CDATA[{
"block_start_matched_contents" : []
H1>",
"condition-search-output": "<![CDATA[{
"matched_contents" : [ {
"groups" : [ {
"index" : 1,
"grep_content" : "1.1.1.1",
"grep_group" : 1
13
A
"groups" : [ {
"index" : 1,
"grep_content" : "2.2.2.2",
"grep_group": 1
13
3
H1>",
"total-block-count": 2,
"aggregated-condition-ouput": "<![CDATA[{
"condition_contents" : [ {
"condition_id" : null,
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"block_start_matched_content" : null,
"block_start_unmatched_content" : null,
"unmatched_content" : null,
"matched_content" : null

13

H>",

"template-substituted-content": "<![CDATA[ntp server (?!10.0.0.1)(\d+.\d+.\d+.\d+)]]>",

"block-unmatch-count": 0,

"cli-match-output": "<![CDATA[ntp server 1.1.1.1
ntp server 2.2.2.2

11>",

"condition-status": true,

"unmatched-content": "<![CDATA[]]>",

"id": "Remove_NTP_Extra_Config",

"block-match-count": 2,

"cli-unmatch-output": "<![CDATA[]]>"

2

"name": "test-condition",

n, un

"failed-conditions":

}

Keys

Condition value

Jinja2 template

matched_contents -
when matches with
regex in the condition
value with the test
configuration.

ntp server
(?120.0.0.1)(\d+.\d+.\d+.\d+)

{% for content in
matched_contents -%}

{% for group in content["groups"]
-%}

no ntp server {{
group("grep_content"] }}

{%- endfor %}

{% endfor %}

unmatched_contents -
when matches with the
regex and does not
match with the block
config in the condition
value with the test
configuration.

line vty (.*)

session-timeout {{
session_timeout }}
exec-timeout {{ exec_timeout

1o

{% for content in
unmatched_contents %}

{% for group in content["groups"]
%}

line vty {{ group["grep_content"] }}
session-timeout {{
session_timeout }}

exec-timeout {{ exec_timeout }} 0

97




ATOM Configuration Compliance Guide

exit
{% endfor %}
{% endfor %}

condition_contents -
conditionl captured
data will be accessible
to condition2 using
condition_contents.

conditionl:
interface LoopbackO
ip address
(\d+.\d+.\d+.\d+)
(\d+.\d+.\d+.\d+)

condition2:

router ospf (.*)

router-id {{
condition_contents[0]["ma
tched_content"]["matched
_contents"][0]["groups"][0
1["grep_content"] }}

{% for content in
unmatched_contents %}

{% for group in content["groups"]
%}

router ospf {{
group["grep_content"] }}

router-id {{
condition_contents[0]["matched_c
ontent"]["matched_contents"][0]["
groups"][0]["grep_content"] }}

exit

{% endfor %}

{% endfor %}
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