
Securing the Juniper Networks Database with the C-Web Interface

You can secure connections to a Juniper Networks database by:

■ Allowing only Secure Lightweight Directory Access Protocol (LDAPS) connections
from remote systems. In this case, both database replication and remote SRC
components connect through LDAPS. Restricting all remote connections to LDAPS
is supported only on C-series Controllers.

■ Allowing only LDAPS connections for database replication, but LDAP or LDAPS
connections for other applications. In this case. remote SRC components can
connect through LDAP or LDAPS. this form of security is supported only on
C-series Controllers.

To secure connections to the Juniper Networks database:

1. Click Configure, expand System>LDAP>Server, and then click Security.

The Security pane appears.

2. Click Create, enter information as described in the Help text on the main pane,
and then click Apply.

Related Topics ■ Securing the Juniper Networks Database (SRC CLI)

■ Securing Communications Between the Juniper Networks Database and SRC
Components (SRC CLI)

■ Enabling the Juniper Networks Database to Run in Standalone Mode with the
C-Web Interface

■ Configuring the Juniper Networks Database to Run in Community Mode with
the C-Web Interface

■ Securing Communications Between the Juniper Networks Database and SRC
Components with the C-Web Interface
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