
Defining the Values of RADIUS Attributes

The values of RADIUS attributes can be a standard value (see Table 1 on page 1)
or an expression. Expressions are evaluated with Python. For example:
lowWord(inOctets) extracts the lower 32 bits of the 64-bit inOctets counter. You can
define multiple values for an expression in a comma-separated list.

Table 1:  Standard Values for RADIUS Attributes

CommentsType of Plug-InValue

User and service trackingaccountingId

Service trackingauthUserId

Provides access to DHCP packet.
See [Unresolved xref] for details.

User and service trackingdhcp

Authorizationdomain

Seconds since
1970-01-01T00:00Z

User and service trackingeventTime

User and service trackingifRadiusClass

User and service trackingifSessionId

64-bit counterService trackinginOctets

Service trackinginPackets

User and service trackinginterfaceAlias

User and service trackinginterfaceDescr

User and service trackinginterfaceName

Configured NAS-IDAlllocalNasId

Configured NAS-IPAlllocalNasIp

ID provided by the subscriber;
the loginId value is not separated
into UID and domain name.

User and service
authorization

loginId

Name that the subscriber uses
to log in to portal

User and service trackingloginName

NAS IP address of the routerUser and service trackingnasIp

32-bit integerUser and service trackingnasPort

64-bit counterService trackingoutOctets

Service trackingoutPackets
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Table 1:  Standard Values for RADIUS Attributes  (continued)

CommentsType of Plug-InValue

User and service
authorization

password

ID of the port on the JUNOSe
router; for example,
FastEthernet 3/1:2001

User and service trackingportId

Name that the subscriber uses
for DHCP/PPP authentication

User and service trackingprimaryUserName

For service tracking, this value
is taken from the RADIUS
Access-Accept response. If the
response does not contain a
value, the RADIUS class defined
in the service definition is used.

This attribute can be set by an
authorization response.

User tracking, user and
service authorization

radiusClass

This attribute can only be set.User and service
authorization

replyMessage

User and service trackingrouterName

This attribute can be set by an
authorization response.

User tracking and
authorization

serviceBundle

Sets an arbitrary attribute (for
example, class) to the name of
the service.

Service trackingserviceName

Named service session; empty
for default session

Service trackingserviceSessionName

Service trackingserviceSessionTag

User and service trackingsessionId

User and service trackingsessionTime

This attribute can be set by an
authorization response.

User tracking, user and
service authorization

sessionTimeout
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Table 1:  Standard Values for RADIUS Attributes  (continued)

CommentsType of Plug-InValue

This attribute can only be set. It
is sent for session tracking
events and can be returned by
service authorization events. It
can be set and retrieved through
the portal API and can also be
defined through an LDAP
attribute in the service
definition.

If the attribute is defined
multiple times, the following
precedence is observed:

1. Service definition (lowest)

2. Authorization

3. API call (highest)

NOTE: The SAE does not
enforce a volume quota
directly; it only makes the
attribute available to an
external application that
can control the volume
quota.

User authorizationsessionVolumeQuota

IntegerUser authorizationsetAcctInterimTime

TextDHCP authorizationsetAuthVirtualRouterName

User authorizationsetIdleTimeout(ATTR)

This attribute can only be set.User authorizationsetLoadServices(ATTR)

TextDHCP authorizationsetPoolName

User and service
authorization

setRadiusClass(ATTR)

User and service
authorization

setReplyMessage(ATTR)

User and service
authorization

setSessionTimeout(ATTR)

User authorizationsetServiceBundle(ATTR)

User authorizationsetSessionVolumeQuota(ATTR)

Text. Substitutions can be set
only for service sessions.

User authorizationsetSubstitution

TextUser authorizationsetTerminateTime

IntegerDHCP authorizationsetUserIpAddress

Defining the Values of RADIUS Attributes ■ 3



Table 1:  Standard Values for RADIUS Attributes  (continued)

CommentsType of Plug-InValue

User and service trackingsspHost

User and service trackingterminateCause

User and service
authorization

uid

User and service trackinguserDn

User and service trackinguserIpAddress

User and service trackinguserMacAddress

RADIUS class of associated
subscriber session

Service trackinguserRadiusClass

RADIUS session ID of associated
subscriber session

Service trackinguserSessionId

Related Topics ■ Overview of Flexible RADIUS Plug-Ins

■ Using Flexible RADIUS Packet Definitions

■ Configuring a RADIUS Packet Template

■ Configuring UDP Ports for RADIUS Plug-Ins
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