Parameter Values Used by Services for Exceptions to Stateless Firewalls

Table 1 on page 1 lists the parameters for which Enterprise Manager Portal provides
values. The parameter names start with “ fw” (service’s LDAP attribute
parameterSubstitution). The services listed in Before You Configure Services for
Enterprise Manager Portal use these parameters.

Table 1: Parameters for Stateless Firewall Services for Enterprise Manager Portal

To Specify this Value Use This Parameter
Protocol fwProtocol

Source network fwSrclp

Source port fwSrcPort
Destination network fwDestlp
Destination port fwDestPort

TOS byte fwTosByte

TOS byte mask fwTosByteMask
TCP flags fwTcpFlags

TCP flags mask

fwTcpFlagsMask

IP flags

fwlpFlags

IP flags mask

fwlpFlagsMask

Fragmentation offset

fwlpFragOffset

ICMP type

fwlcmpType

ICMP code

fwlcmpCode

Packet length

fwPacketLength
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