Directory Configuration Properties for the Threat Mitigation Application

The LDAP tab in the local configuration tool for the Threat Mitigation Application
contains the following fields.

Configuration Directory URL
m  URL of the primary directory.

m  Value—URL in the format ldap:// <host>: < port >/
m  <host>—IP address or name of directory host

= <port>—Port of directory host

m  Default—Idap://127.0.0.1:389/
m  Property name—Config.java.naming.provider.url

Backup Configuration Directory URLs

m List of redundant directories.

m  Value—Space-separated list of URLs; URLs have the format
ldap:// <host>: < port>/

m  <host>—IP address or name of directory host

= <port>—Port of directory host

m  Default—Unspecified

m  Example—Idap://192.0.2.1:389/ Idap://192.0.2.3:389/

m  Property name—Config.net.juniper.smgt.des.backup_provider_urls

Configuration Directory Authentication DN

m DN of the directory entry that defines the username with which the SRC
component accesses the directory.

m Value—<DN>
m  Default—cn = nic, ou= Components, o = Operators, o =umc

m  Example—cn =conf, o= Operators, o =umc

m  Property name—Config.java.naming.security.principal

Configuration Directory Password

m  Password with which the Threat Mitigation Application accesses the directory.

m  Value—Text string
m  Default—nic

m  Example—secret
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m  Property name—Config.java.naming.security.credentials

Connect Timeouts [s]

m  Maximum time that the directory eventing system (DES) waits for the directory
to respond.

m  Value—Number of seconds in the range 1-2147483647
m  Default—10

m  Example—5

m  Property name—Config.net juniper.smgt.des.connect.timeout
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