Overview of Basic Firewall Services and Policies

You can create as many basic firewall services in the directory as you want.
Table 1 on page 1 shows the names of the services and policies associated with
the basic firewall services in the sample data.

Table 1: Basic Firewall Services and Policies

Name of Service

Name of Policy Group

Function of Firewall

BrickWall brickwall Blocks all incoming and
outgoing traffic

EmailAndWeb emailweb Blocks all incoming traffic and
allows only outgoing e-mail
and HTTP traffic

Multiservice multiservice Blocks all incoming traffic and

allows outgoing e-mail, HTTP,
FTP, telnet, and Real-Time
Streaming Protocol (RTSP)
traffic

The services are located under [ = entjunos, o = Scopes, o =umc in the sample data.

The policies are located under ou = entjunos, o = Policies, o =umc in the sample data.

You can use these services and their associated policies as a starting point for
developing your own basic firewall services.
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