JUNOSe™ Software for E Series™ Broadband Services Routers

System Basics Configuration Guide

Release 10.2.x

Juniper Networks, Inc.
1194 North Mathilda Avenue
Sunnyvale, California 94089
USA

408-745-2000
WWW.juniper.net

Published: 2009-07-10



Juniper Networks, the Juniper Networks logo, JUNOS, NetScreen, ScreenOS, and Steel-Belted Radius are registered trademarks of Juniper Networks, Inc. in
the United States and other countries. JUNOSe is a trademark of Juniper Networks, Inc. All other trademarks, service marks, registered trademarks, or
registered service marks are the property of their respective owners.

Juniper Networks assumes no responsibility for any inaccuracies in this document. Juniper Networks reserves the right to change, modify, transfer, or
otherwise revise this publication without notice.

Products made or sold by Juniper Networks or components thereof might be covered by one or more of the following patents that are owned by or licensed
to Juniper Networks: U.S. Patent Nos. 5,473,599, 5,905,725, 5,909,440, 6,192,051, 6,333,650, 6,359,479, 6,406,312, 6,429,706, 6,459,579, 6,493,347,
6,538,518, 6,538,899, 6,552,918, 6,567,902, 6,578,186, and 6,590,785.

JUNOSe™ Software for E Series™ Broadband Services Routers System Basics Configuration Guide
Release 10.2.x

Copyright © 2009, Juniper Networks, Inc.

All rights reserved. Printed in USA.

Writing: Mark Barnard, Diane Florio, Bruce Gillham, Sarah Lesway-Ball, Brian Wesley Simmons, Fran Singer, Sairam Venugopalan
Editing: Benjamin Mann
Ilustration: Nathaniel Woodward

Cover Design: Edmonds Design

Revision History
July 2009— FRS JUNOSe 10.2.x

The information in this document is current as of the date listed in the revision history.
YEAR 2000 NOTICE

Juniper Networks hardware and software products are Year 2000 compliant. The JUNOS Software has no known time-related limitations through the year
2038. However, the NTP application is known to have some difficulty in the year 2036.



END USER LICENSE AGREEMENT

READ THIS END USER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE. BY DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS CONTAINED HEREIN, YOU (AS CUSTOMER
OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO BIND THE CUSTOMER) CONSENT TO BE BOUND BY THIS
AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE,
AND (B) YOU MAY CONTACT JUNIPER NETWORKS REGARDING LICENSE TERMS.

1. The Parties. The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer’s principal office is located in the Americas) or Juniper Networks
(Cayman) Limited (if the Customer’s principal office is located outside the Americas) (such applicable entity being referred to herein as “Juniper”), and (ii)
the person or organization that originally purchased from Juniper or an authorized Juniper reseller the applicable license(s) for use of the Software (“Customer”)
(collectively, the “Parties”).

2. The Software. In this Agreement, “Software” means the program modules and features of the Juniper or Juniper-supplied software, for which Customer
has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by Juniper in equipment which Customer
purchased from Juniper or an authorized Juniper reseller. “Software” also includes updates, upgrades and new releases of such software. “Embedded
Software” means Software which Juniper has embedded in or loaded onto the Juniper equipment and any updates, upgrades, additions or replacements
which are subsequently embedded in or loaded onto the equipment.

3. License Grant. Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer a non-exclusive
and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the following use restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by Customer from Juniper
or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units for which Customer
has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access Client software only, Customer shall use
such Software on a single computer containing a single physical random access memory space and containing any number of processors. Use of the
Steel-Belted Radius or IMS AAA software on multiple computers or virtual machines (e.g., Solaris zones) requires multiple licenses, regardless of whether
such computers or virtualizations are physically contained on a single chassis.

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may specify limits to
Customer’s use of the Software. Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent users, sessions, calls,
connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of separate licenses to use particular features,
functionalities, services, applications, operations, or capabilities, or provide throughput, performance, configuration, bandwidth, interface, processing,
temporal, or geographical limits. In addition, such limits may restrict the use of the Software to managing certain kinds of networks or require the Software
to be used only in conjunction with other specific Software. Customer’s use of the Software shall be subject to all such limitations and purchase of all applicable
licenses.

d. For any trial copy of the Software, Customer’s right to use the Software expires 30 days after download, installation or use of the Software. Customer
may operate the Software after the 30-day trial period only if Customer pays for a license to do so. Customer may not extend or create an additional trial
period by re-installing the Software after the 30-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer’s enterprise network.
Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the Steel-Belted Radius software to support any
commercial network access services.

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase the applicable
license(s) for the Software from Juniper or an authorized Juniper reseller.

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees not to and shall
not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized copies of the Software (except as
necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the Software, in any form, to any third party; (d) remove
any proprietary notices, labels, or marks on or in any copy of the Software or any product in which the Software is embedded:; (e) distribute any copy of
the Software to any third party, including as may be embedded in Juniper equipment sold in the secondhand market; (f) use any ‘locked” or key-restricted
feature, function, service, application, operation, or capability without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even
if such feature, function, service, application, operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper
to any third party; (h) use the Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper
reseller; (i) use Embedded Software on non-Juniper equipment; (j) use Embedded Software (or make it available for use) on Juniper equipment that the
Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of testing or benchmarking of the Software to
any third party without the prior written consent of Juniper; or () use the Software in any manner other than as expressly provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper, Customer shall furnish
such records to Juniper and certify its compliance with this Agreement.



6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper. As such, Customer
shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence, which at a minimum includes
restricting access to the Software to Customer employees and contractors having a need to use the Software for Customer’s internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to the Software,
associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance of any right, title, or interest in
the Software or associated documentation, or a sale of the Software, associated documentation, or copies of the Software.

8. Warranty, Limitation of Liability, Disclaimer of Warranty. The warranty applicable to the Software shall be as set forth in the warranty statement that
accompanies the Software (the “Warranty Statement”). Nothing in this Agreement shall give rise to any obligation to support the Software. Support services
may be purchased separately. Any such support shall be governed by a separate, written support services agreement. TO THE MAXIMUM EXTENT PERMITTED
BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA, OR COSTS OR PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES,
OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THIS AGREEMENT, THE SOFTWARE, OR ANY JUNIPER OR
JUNIPER-SUPPLIED SOFTWARE. IN NO EVENT SHALL JUNIPER BE LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR IMPROPER USE OF ANY
JUNIPER OR JUNIPER-SUPPLIED SOFTWARE. EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE EXTENT PERMITTED BY LAW,
JUNIPER DISCLAIMS ANY AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES JUNIPER
WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT ERROR OR INTERRUPTION,
OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’ or licensors’ liability to Customer, whether
in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid by Customer for the Software that gave rise to the claim, or
if the Software is embedded in another Juniper product, the price paid by Customer for such other product. Customer acknowledges and agrees that Juniper
has set its prices and entered into this Agreement in reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same
reflect an allocation of risk between the Parties (including the risk that a contract remedy may fail of its essential purpose and cause consequential loss),
and that the same form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination of the license
granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related documentation in Customer’s
possession or control.

10. Taxes. All license fees payable under this agreement are exclusive of tax. Customer shall be responsible for paying Taxes arising from the purchase of
the license, or importation or use of the Software. If applicable, valid exemption documentation for each taxing jurisdiction shall be provided to Juniper prior
to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified. All payments made by Customer shall be net of any
applicable withholding tax. Customer will provide reasonable assistance to Juniper in connection with such withholding taxes by promptly: providing Juniper
with valid tax receipts and other required documentation showing Customer’s payment of any withholding taxes; completing appropriate applications that
would reduce the amount of withholding tax to be paid; and notifying and assisting Juniper in any audit or tax proceeding related to transactions hereunder.
Customer shall comply with all applicable tax laws and regulations, and Customer will promptly pay or reimburse Juniper for all costs and damages related
to any liability incurred by Juniper as a result of Customer’s non-compliance or delay with its responsibilities herein. Customer’s obligations under this
Section shall survive termination or expiration of this Agreement.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any applicable foreign
agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such restrictions, laws or regulations, or
without all necessary approvals. Customer shall be liable for any such violations. The version of the Software supplied to Customer may contain encryption
or other capabilities restricting Customer’s ability to export the Software without an export license.

12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use, duplication, or disclosure
by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS 227.7201 through 227.7202-4, FAR 12.212,
FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT IlI) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer with the interface
information needed to achieve interoperability between the Software and another independently created program, on payment of applicable fee, if any.
Customer shall observe strict obligations of confidentiality with respect to such information and shall use such information in compliance with any applicable
terms and conditions upon which Juniper makes such information available.

14. Third Party Software. Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products or technology
are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement, and such licensor or vendor
shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party software may be provided with the
Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent portions of the Software are distributed under and
subject to open source licenses obligating Juniper to make the source code for such portions publicly available (such as the GNU General Public License
(“GPL”) or the GNU Library General Public License (“LGPL”)), Juniper will make such source code portions (including Juniper modifications, as appropriate)
available upon request for a period of up to three years from the date of distribution. Such request can be made in writing to Juniper Networks, Inc., 1194
N. Mathilda Ave., Sunnyvale, CA 94089, ATTN: General Counsel. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and
a copy of the LGPL at http://www.gnu.org/licenses/Igpl.html.

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws principles. The provisions
of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes arising under this Agreement, the Parties

hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal courts within Santa Clara County, California. This Agreement
constitutes the entire and sole agreement between Juniper and the Customer with respect to the Software, and supersedes all prior and contemporaneous


http://www.gnu.org/licenses/gpl.html
http://www.gnu.org/licenses/lgpl.html

agreements relating to the Software, whether oral or written (including any inconsistent terms contained in a purchase order), except that the terms of a
separate written agreement executed by an authorized Juniper representative and Customer shall govern to the extent such terms are inconsistent or conflict
with terms contained herein. No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless expressly assented to in
writing by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not affect the validity of the
remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the Parties agree that the English
version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de méme que tous les documents y compris tout
avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that this Agreement and all related documentation is and will be
in the English language)).
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Table 1: Notice Icons

Icon Meaning Description

Informational note Indicates important features or instructions.

Caution Indicates a situation that might result in loss of data or hardware damage.

Warning Alerts you to the risk of personal injury or death.

Laser warning Alerts you to the risk of personal injury from a laser.

B B @

Table 2 on page xxx defines text and syntax conventions that we use throughout the
E Series and JUNOSe documentation.

Table 2: Text and Syntax Conventions

Convention

Description

Examples

Bold text like this

Represents commands and keywords in text.

m  Issue the clock source command.
m  Specify the keyword exp-msg.

Bold text like this

Represents text that the user must type.

host1(config)#traffic class low-loss1

Fixed-width text like this

Represents information as displayed on your
terminal’s screen.

host1#show ip ospf 2

Routing Process OSPF 2 with Router
ID 5.5.0.250

Router is an Area Border Router
(ABR)

Italic text like this

Emphasizes words.
Identifies variables.

Identifies chapter, appendix, and book
names.

m  There are two levels of access: user and
privileged.

m  clusterld, ipAddress.
Appendix A, System Specifications

Plus sign (+) linking key names

Indicates that you must press two or more
keys simultaneously.

Press Ctrl + b.

Syntax Conventions in the Command Reference Guide

Plain text like this

Represents keywords.

terminal length

Italic text like this

Represents variables.

mask, accessListName

| (pipe symbol)

Represents a choice to select one keyword
or variable to the left or to the right of this
symbol. (The keyword or variable can be
either optional or required.)

diagnostic | line

XXX ®
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About the Documentation

Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
[ 1 (brackets) Represent optional keywords or variables. [ internal | external ]
[ 1* (brackets and asterisk) Represent optional keywords or variables [levell | level2 | 11 1*

that can be entered more than once.

{ } (braces) Represent required keywords or variables.  { permit | deny } { in | out }

{ clusterld | ipAddress }

Obtaining Documentation

To obtain the most current version of all Juniper Networks technical documentation,
see the products documentation page on the Juniper Networks Web site at
http://www.juniper.net/.

To download complete sets of technical documentation to create your own
documentation CD-ROMs or DVD-ROMs, see the CD-ROM and DVD-ROM
Documentation page at

http://www.juniper.net/techpubs/resources/cdrom.html

Copies of the Management Information Bases (MIBs) available in a software release
are included on the software CDs and at http://www.juniper.net/.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation to better meet your needs. Send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
https://www.juniper.net/cgi-bin/docbugreport/. If you are using e-mail, be sure to include
the following information with your comments:

m  Document or topic name
m  URL or page number

m Software release version

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical
Assistance Center (JTAC). If you are a customer with an active J-Care or JNASC support
contract, or are covered under warranty, and need post-sales technical support, you
can access our tools and resources online or open a case with JTAC.

m  JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/customers/support/downloads/710059.pdf.
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m  Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/ .

m JTAC Hours of Operation —The JTAC centers have resources available 24 hours
a day, 7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with
the following features:

m  Find CSC offerings: http://www.juniper.net/customers/support/
m  Search for known bugs: http://www2.juniper.net/kb/
m  Find product documentation: http://www.juniper.net/techpubs/

m  Find solutions and answer questions using our Knowledge Base:
http://kb.juniper.net/

m  Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

m Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/

m Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

m  Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number
Entitlement (SNE) Tool located at https://tools.juniper.net/SerialNumberEntitlementSearch/ .

Opening a Case with JTAC

xxxii

You can open a case with JTAC on the Web or by telephone.
m  Use the Case Management tool in the CSC at http://www.juniper.net/cm/ .

m Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting support.html
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Chapter 1
Planning Your Network

This chapter describes planning steps that will make it easier to configure the physical
interfaces, logical interfaces, and routing protocols for the Juniper Networks E Series
Broadband Services Routers in:

m A new network that you are creating and implementing

m  An existing network that you are expanding

This chapter contains the following sections:

m  Platform Considerations on page 3

m  Edge Applications Overview on page 4

m Layered Approach on page 6

m Line Modules, I/O Modules, and IO0As on page 7

m Interfaces on page 8

m  General Configuration Tasks on page 9

m  Configuring Virtual Routers on page 10

m  Configuring IPSec on page 10

m  Configuring Physical Layer Interfaces on page 10
m  Configuring Data Link-Layer Interfaces on page 17
m  Configuring IP Tunnels, Shared IP Interfaces, and Subscriber Interfaces on page 23
m  Configuring Routing Protocols on page 24

m  Configuring VRRP on page 25

m  Configuring Routing Policy on page 25

m  Configuring QoS on page 25

m  Configuring Policy Management on page 26

m  Configuring Remote Access on page 26

Platform Considerations

For information about the modules supported on E Series routers:

m  See the ERX Module Guide for modules supported on ERX7xx models, ERX14xx
models, and the Juniper Networks ERX310 Broadband Services Router.

Platform Considerations W 3
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Interface Specifiers

m  See the E120 and E320 Module Guide for modules supported on the Juniper
Networks E120 and E320 Broadband Services Routers.

The configuration task examples in this chapter use the slot/port format to specify
an interface. However, the interface specifier format that you use depends on the
router that you are using.

For ERX7xx models, ERX14xx models, and ERX310 router, use the slot/port format.
For example, the following command specifies an ATM interface on slot 0, port 1 of
an ERX7xx model, ERX14xx model, or ERX310 router.

hostl(config)#interface atm 0/1

For E120 and E320 routers, use the slot/adapter/port format, which includes an
identifier for the bay in which the /O adapter (I0A) resides. In the software, adapter
0 identifies the right IOA bay (E120 router) and the upper IOA bay (E320 router);
adapter 1 identifies the left IOA bay (E120 router) and the lower IOA bay (E320
router). For example, the following command specifies an ATM interface on slot 5,
adapter 0, port 0 of an E320 router.

hostl(config)#interface atm 5/0/0

For more information about supported interface types and specifiers on E Series
routers, see Interface Types and Specifiers in JUNOSe Command Reference Guide.

Edge Applications Overview

The E Series router can be used for a number of edge aggregation applications. Two
of the most common are:

m  Private line aggregation

m  xDSL session termination

Private Line Aggregation

4

A major application of the E Series router is for private line aggregation—the
consolidation of multiple high-speed access lines into one access point. See Figure
1 on page 5.

In this application, the service provider can use a single router to offer high-speed
access (FT1/FE1 through T3/E3) to thousands of subscribers. The individual subscriber
lines can be multiplexed into T3 lines by the service provider and fed into the router.
(The router can also accept unchannelized T3 or E3 connections from high-speed
users and channelized E1 connections directly into the unit.) Once the traffic is
received, the router then handles all IP packet processing, including the assignment
of QoS and routing policies. The packets are then routed into the backbone network.

Edge Applications Overview
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Figure 1: Private Line Aggregation with the E Series Router
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The router supports a number of access and uplink methods; the most common
pairings are listed in Table 3 on page 5.

Table 3: Common Access/Uplink Pairings

Access Uplink

PPP ATM, Fast Ethernet, Gigabit Ethernet, or POS

Frame Relay

ATM

XDSL Session Termination

The router supports Broadband Remote Access Server (B-RAS) applications, as shown
in Figure 2 on page 6. In this application, the router handles the aggregated output
from the digital subscriber line access multiplexers (DSLAMs). Directly connected to
the subscriber premises, the DSLAMs handle the copper termination and aggregate
the traffic into a higher-speed uplink. The output from the DSLAM is fed into the
router through a DS3 or OC3 link.

Edge Applications Overview ® 5
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Figure 2: B-RAS Application
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The router then performs several functions:
m  PPP session termination and authentication checking through PAP or CHAP
m  Coordination with DHCP servers and local IP pools to assign IP addresses

m  Connection to RADIUS servers or use of domain names to associate subscribers
with user profile information

m  Support for RADIUS accounting to gather detailed billing information

m  Application of the user profile to the user traffic flow, which could include QoS,
VPN, and routing profiles

The output of the router is typically a high-speed link, such as OC3/STM1 to feed a
core backbone router. Virtual routers can also be used to keep the traffic logically
separate and to direct packets to different destinations. As shown in Figure 2 on page
6, the packets can be directed to a CLEC, ISP, corporate VPN, or the Internet.

A large number of xDSL protocols are supported, including:

m [P/PPP/ATM

m [P/PPP/Ethernet/ATM

m [P/bridged Ethernet/ATM

See JUNOSe Broadband Access Configuration Guide, for information about configuring
B-RAS.

Layered Approach

The JUNOSe CLI enables you to configure your network based on the hierarchy of

the OSI model. Therefore, the JUNOSe configuration guides use a bottom-up approach
to describe the configuration process. Figure 3 on page 7 shows the relationship of
layers, protocols, and interfaces to the configuration process. Software functions are

6 m Layered Approach
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layered on top of physical (copper or optical) interfaces. The router supports a number
of access protocols (PPP/POS, Frame Relay, ATM) that allow service providers to
offer a number of access methods and line speeds to their subscribers. The router
is optimized to handle IP connections regardless of the access protocol used. The
router also supports a number of protocols that are specific to the B-RAS application.
These are shown in Figure 3 on page 7, and include IP/PPP/ATM and
IP/PPP/Ethernet/ATM.

Figure 3: Network Configuration Using a Bottom-Up Approach
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Layer 2 (data link) defines how the data is packaged and sent to an IP data connection
point in layer 3 (IP interfaces). In layer 3, you define the global attributes for IP
services that serve as a platform from which you add routing information.

Line Modules, 1/0 Modules, and 10As

A range of line modules, 1/0 modules, and 1/0 adapters (I0As) are available for the
router. On the ERX14xx models, ERX7xx models, and the ERX310 router, most line
modules pair with a corresponding I/0O module. On the E120 and E320 routers, a
single line module pairs with all available IOAs.

[/O modules and I0As provide the input and output connections from the network
to the router. Line modules connect to their corresponding 1/O modules or I0As
through a passive midplane. A line module receives packets through its /O module
or IOA and processes those packets. The router then routes the packets out to the
network through the designated 1/O module or IOA.

Each line module, 1/O module, and 10A has a label on its faceplate. In this
documentation, these modules are identified by that label. For example, the
high-density Gigabit Ethernet line module has two ports, and is called the GE-HDE
line module. Its corresponding I/O modules are the GE-HDE 1/O module and the GE-2
SFP 1/0 module.

When we refer to a related set of line modules, /O modules, or I0As, the generic

information from the module labels is used in this documentation. For example, the
term “ OCx/STMx line modules” refers to both the OCx/STMx ATM and the OCx/STMx

Line Modules, I/0 Modules, and I0As ® 7
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Interfaces

Subinterfaces

8 m

Interfaces

POS line modules. Similarly, the term “ GE 1/O modules” refers to both the GE
Multimode /O module and the GE Single Mode 1/O module.

For a complete list of the line modules and 1/0O modules available for ERX14xx models,
ERX7xx models, and the ERX310 router, see ERX Module Guide, Table 1, Module

Combinations. For more information about line modules and IOAs available with the
E120 and E320 routers, see E120 and E320 Module Guide, Table 1, Modules and IOAs.

For more information about managing these modules, see “Managing Modules” on
page 345.

The term interfaces is used in a very specific way in the JUNOSe CLI and this
documentation. Interfaces are both physical and logical channels on the router that
define how data is transmitted to and received from lower layers in the protocol
stack. Conceptually, you configure an interface as part of the physical layer, layer 1.

For example, you can configure the physical and logical characteristics of T3 and T1
lines coming directly from the customer premises or from a central office switch and
OC3 lines going out to the core of your network infrastructure. These physical and

logical characteristics define an interface.

Interface layering must always be configured in order from the lowest layer to the
highest layer. For example, if you have already configured IP to run over ATM and
you want to reconfigure the interface to run IP over PPP over ATM, you must first
remove the IP interface, apply PPP, and then reapply IP.

A subinterface is a mechanism that allows a single physical interface to support
multiple logical interfaces or networks. Several logical interfaces or networks can be
associated with a single physical interface. Configuring multiple virtual interfaces, or
subinterfaces, on a single physical interface allows greater flexibility and connectivity
on the network.

Protocols such as Frame Relay and ATM require that you create one or more virtual
circuits over which your data traffic is transmitted to higher layers in the protocol
stack. The router requires that you define a subinterface on top of a physical interface
as a platform for a virtual circuit, such as a permanent virtual circuit (PVC).

Once you have defined the underlying characteristics of an interface, use the interface
command to:
1. Assign an interface type, such as POS or ATM.

2. Assign the associated interface specifier to the interface, such as the slot/port or
slot/adapter/port and channel/subchannel.

3. Assign one or more subinterfaces.



interface Command
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The interface command has the following format:

interface interfaceType interfaceSpecifier

Each interface type has an interface specifier associated with it. The interface specifier
identifies the physical location of the interface on the router, such as the chassis slot
and port number, and logical interface information, such as a T1 channel on a
channelized T3 interface.

For detailed information about interface types and specifiers and for specific syntax
for the interface command, see the Interface Types and Specifiers in JUNOSe
Command Reference Guide.

General Configuration Tasks

The configuration process for E Series routers involves the following general tasks:

1.

N vk

14.
15.
16.

Determine IP-addressing information and information about the physical and
logical characteristics of the various interfaces that you want to configure.

Determine information about the link-layer protocols.

Determine how to organize virtual routers on the router.

Determine how IPSec will be used to provide security.

Determine routing information that defines all or part of the network.
Create the virtual routers.

Configure the interfaces and subinterfaces (such as channelized T3, OCx/STMx,
and HDLC data channels) over which the higher-layer protocols run.

Configure the data link-layer protocols, such as Frame Relay, PPP, and ATM, that
run over these physical interfaces.

Configure the general IP information from which the other routing protocols will
operate.

. Configure IP tunnels, shared interfaces, and subscriber interfaces.
. Configure IPSec.

. Configure the routing protocols that will run on the router, such as IP multicasting

protocols, OSPF, IS-IS, RIP, BGP-4, and MPLS.

. Configure the Virtual Router Redundancy Protocol (VRRP) on IP/Ethernet

interfaces.
Configure QoS and policy management.
Configure the router for remote access.

Use the appropriate show commands to display network activity on each of the
interfaces that you have configured. Do this to verify that they are operating as
you expect and to help improve the management of your network.

General Configuration Tasks ® 9
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Configuring Virtual Routers

Configuring IPSec

Multiple distinct virtual routers are supported within a single router, which allows
service providers to configure multiple, separate, secure routers within a single
chassis. These routers are identified as virtual routers (VRs). Applications for this
function include the creation of individual routers dedicated to wholesale customers,
corporate virtual private network (VPN) users, or a specific traffic type.

The router implements the virtual routers by maintaining a separate instance of each
data structure for each virtual router and allowing each protocol to be enabled on a
case-by-case basis. Virtual routers provide full support for all supported routing
protocols (unicast, multicast, and MPLS).

For information about configuring virtual routers, see “Configuring Virtual Routers”
on page 623.

[PSec provides security to IP flows through the use of authentication and encryption.

m  Authentication verifies that data is not altered during transmission and ensures
that users are communicating with the individual or organization that they believe
they are communicating with.

m  Encryption makes data confidential by making it unreadable to everyone except
the sender and intended recipient.

[PSec comprises two encapsulating protocols:

m  Encapsulating Security Payload (ESP) provides confidentiality and authentication
functions to every data packet.

m Authentication header (AH) provides authentication to every data packet.

For information about configuring IPSec, see JUNOSe [P Services Configuration Guide.

Configuring Physical Layer Interfaces

The router supports a number of line rates; some of these are listed per line module
below.

m  COCX-F3 line module supports unchannelized E3.

m  Channelized OCx/STMx (cOCx/STMx) line module supports DS3 channelized to
DS1, fractional DS1, or the DSO level; unchannelized DS3; E1/T1 channelized to
fractional DS1; unframed E1.

m  CT3 12-FO line modules support DS3 channelized to DS1, fractional DS1, or the
DSO level. CT3 12-FO line modules also support unchannelized T3.

m  [PSec Service module provides tunnel service for secure tunnels.

m  GE/FE line module supports Gigabit Ethernet and Fast Ethernet.

10 ®m Configuring Virtual Routers
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GE-2 line module and GE-HDE line module support Gigabit Ethernet.

OCx/STMx ATM line module supports OC3/STM1 ATM, OC12/STM4 ATM, and
unchannelized T3.

OCx/STMx POS line module supports OC3/STM1 POS and OC12/STM4 POS.
0C48 line module supports OC48/STM16 POS.
OC3/STM1 GE/FE line module supports OC3/STM1 ATM and Gigabit Ethernet.

ES2 4G line module (LM) supports OC48/STM16 POS, OC12/STM1 POS, OC3/STM1
ATM, OC12/STM1 ATM, Gigabit Ethernet, 10-Gigabit Ethernet, and tunnel-service
interfaces.

ES2 10G Uplink LM, ES2 10G LM, and ES2 10G ADV LM supports 10-Gigabit
Ethernet interfaces.

COCX-F3 line module supports unchannelized T3.

Service Module (SM) provides tunnel service for IP tunnels and LNS termination.

A variety of protocols are supported over these interfaces, including IP/Frame Relay,
IP/ATM, IP/PPP, as well as the protocols to enable B-RAS services. The router’s DSx
and E1/E3 implementations support termination, statistics gathering, alarm
surveillance, and performance monitoring. These links can be used for either network
ingress or network egress.

Figure 4: E Series Router Support for Fractional T1/E1 Through T3/E3 Interfaces
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As shown in Figure 4 on page 11, the router can support fractional, full, and
channelized interfaces.

NOTE: See ERX Hardware Guide, Chapter 4, Installing Modules and E120 and E320
Hardware Guide, Chapter 4, Installing Modules, for a discussion of slot groups and
modules. See the ERX Module Guide and the E120 and E320 Module Guide, for a
discussion of the combination of line modules allowed in E Series routers.

The following features are supported by the system line modules:

Three different clocking options: internal timing, loop timing, and chassis timing

DS3 framing type—Both M23 framing and C-bit parity

Configuring Physical Layer Interfaces ® 11
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m DSI framing type—Both D4 framing mode and ESF framing mode

m  DS3 loopback—For line, payload, diagnostic, and DS1 loopbacks

m  DSI1 loopback—For line, payload, and diagnostic loopbacks

m  DS3/DS! line status/alarm monitoring

m DS line coding type—Both AMI line encoding and B8ZS line encoding

m  Unique IP interface support—For each PPP or Frame Relay PVC interface

Configurable HDLC Parameters

The following HDLC parameters are configurable:

m  Mapping of DSO timeslots for T1/FT1 DSO mapping
m  Setting the speed of the DSO to Nx56 or Nx64

m  HDLC CRC checking (enable/disable)

m  HDLC CRC algorithm (CRC16 or CRC32)

m Channel data inversion (enable/disable)

m  Maximum receive unit (MRU)

m  Maximum transmit unit (MTU)

Statistics are also gathered per line module.

Configuring Channelized T3 Interfaces

12 =

There12 T3 controllers available on each CT3 12-F0 line module. When you configure
these T3 controllers, you are actually configuring T3 (DS3) lines. Each T3 controller
has, by definition, 28 T1 controllers representing T1 (DS1) lines.

Use the T3 and T1 commands described in JUNOSe Physical Layer Configuration Guide,
to:

m  Specify the line characteristics, such as framing format and clock source, for T3s
and associated T1s.

m  Assign full and fractional T1 channels (DSO0) to a virtual channel.

Figure 5 on page 13 shows sample parameters for a channelized T3 interface
configuration.

Configuring Physical Layer Interfaces
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Figure 5: Channelized T3 Interface Configuration Parameters
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The following sample command sequence configures a serial interface for a
CT3 12-FO module. See JUNOSe Physical Layer Configuration Guide, for details.

hostl(config)#controller t3 0/1
host1(config-controll)#framing c-bit
host1(config-controll)#clock source line
host1(config-controll)#cablelength 220
hostl(config-controll)#t1 2/1

hostl(config-controll)#t1 2 framing esf
host1(config-controll)#t1 2 lineCoding b8zs
host1(config-controll)#t1 2/1 timeslots 2/1 1,3-8,10-12
hostl(config-controll)#interface serial 0/1:2/1

Configuring T3 and E3 Interfaces
The COCX-F3 line module supports the following wide area network (WAN) protocol
encapsulations:
m [P over PPP
m  [Pover ATM
m [P over PPP over ATM
m [P over PPP over PPPoOE over ATM

m [P over Frame Relay

Figure 6 on page 14 shows sample configuration parameters for a T3 interface
configuration.

Configuring Physical Layer Interfaces ® 13
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Configuring OCx/STMx and 0C48 Interfaces

14 =

Figure 6: T3 Interface Configuration Parameters
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The following sample command sequence configures a serial interface for a T3
module. See JUNOSe Physical Layer Configuration Guide, for details.

host1(config)#controller t3 0/1
host1(config-controll)#framing m23

CRC: 32 bit

Data inversion: yes
MTU size: 1600 bytes
MRU size: 1600 bytes
Loopback: none

Slot/port on the E-series chassis: 0/1
Framing: m23

Cable length: 300 feet

ds-3 scramble: enabled

Clock source: line

Loopback: none

host1(config-controll)#cablelength 300
host1(config-controll)#ds3-scramble

hostl(config)#interface serial 0/1
hostl(config-if)#invert data
host1(config-if)#mtu 1600

(
(
(
(
host1(config-controll)#exit
(
(
(
host1(config-if)#mru 1600

The router supports IP/ATM, IP/Frame Relay, and IP/PPP over SONET on the
OCx/STMx interfaces. OC48 interfaces support IP/Frame Relay and IP/PPP over
SONET, but do not support ATM operation. This interface support allows service
providers to accept incoming optical connections or connect the router to the

013664

backbone network through optical connections. The router’s SONET implementation
supports termination, statistic gathering, and alarm surveillance at the section, line,
and path layers of a SONET interface.

Figure 7: SONET Interfaces
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The following sample command sequence configures POS for an OC3 interface. See
JUNOSe Link Layer Configuration Guide, for details.

hostl
hostl
hostl
host1l

—_~ e~~~

Configuring Physical Layer Interfaces

config)#interface pos 0/1
config-if)#encapsulation ppp
config-if)#clock source internal module
config-if)#loopback line
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hostl
hostl
hostl
host1l

config-if)#pos framing sdh
config-if)y#mtu 1600
config-if)#mru 1600
config-if)#pos scramble-atm

P~ o~ o~ —~

Configuring Channelized OCx/STMXx Line Interfaces

The cOCx/STMx modules are generally used for circuit aggregration on the router.
These line modules support the following controllers over OC3/STM1 or OC12/STM4,
depending on the I/O module used with the line module:

m Fractional T1/E1 over SONET/SDH virtual tributaries or T3
m  Unframed E1

m  Unchannelized DS3

Figure 8 on page 15 shows the configuration parameters for a sample T1 over DS3
interface configuration.

Figure 8: Parameters for T1 over DS3 Interface Configuration
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The following sample command sequence configures T1 over DS3 on a channelized
SONET interface as described in Figure 8 on page 15. See JUNOSe Physical Layer
Configuration Guide, for details.

hostl
hostl
host1
host1
hostl
hostl

config)#controller sonet 3/0

config-controller)#path 12 oc1 4/1

config-controller)#path 12 ds3 1 channelized
config-controller)#path 12 ds3 1 t1 4

config-controller)#path 12 ds3 1 t1 4/2 timeslots 1, 3-8, 10-12
config)#interface serial 3/0:12/1/4/2

I~ A~ o~ o~~~
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Configuring Ethernet Interfaces

Ethernet interfaces support IP, PPPoOE, multinetting (multiple IP addresses), and
VLANSs (subinterfaces). Ethernet modules use the Address Resolution Protocol (ARP)
to obtain MAC addresses for outgoing Ethernet frames and support quality of service
(Qo9) classification. See JUNOSe Physical Layer Configuration Guide, for a description
of limitations of individual modules.

Use the Fast Ethernet, Gigabit Ethernet, and 10-Gigabit Ethernet commands described
in JUNOSe Physical Layer Configuration Guide to:

m  Configure with IP only, with PPPoE only, with both IP and PPPoE, and with or
without VLANS.

m  Specify the line speed and duplex mode.

m  Specify the MTU.

The following sample command sequence configures an IP interface on a VLAN on
an Ethernet interface:

host1(config)#interface fastEthernet 2/0
host1(config-ifj#encapsulation vlan
host1(config-if)#interface fastEthernet 2/0.1
host1(config-if)#vlan id 201

host1(config-if)#ip address 192.168.129.5 255.255.255.0

The following sample command sequence adds an IP interface over PPPOE to the
same VLAN:

hostl(config)#interface fastEthernet 2/0.1.2
host1(config-ifj#encapsulation pppoe
hostl(config-if)#interface fastEthernet 2/0.1.2.1
host1(config-if)j#encapsulation ppp

host1(config-if)#ip address 192.2.2.1 255.255.255.0

Configuring IPSec-Service Interfaces

[PSec Service modules support interfaces associated with secure IP tunnels. You
configure and delete these interfaces statically; however, the router assigns tunnels
to the interfaces dynamically. This mechanism means that you must manage the
interfaces for tunnels manually; however, the router will add and remove tunnels
when required.

For information about configuring secure IP interfaces, see JUNOSe IP Services

Configuration Guide . For information about managing IPSec service interfaces, see
JUNOSe Physical Layer Configuration Guide.

Configuring Tunnel Service Interfaces

You can configure both dynamic tunnels associated with L2TP and static IP tunnels
on your E Series router; however, you must first install a Service Module (SM).

16 W Configuring Physical Layer Interfaces
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Dynamic tunnels, which are not associated with a particular interface, are described
in JUNOSe Broadband Access Configuration Guide. Static tunnels, in which the tunnel
is assigned to a particular interface and specified in slot/port format, are described
in JUNOSe IP Services Configuration Guide.

For information about managing these types of tunnels on the router, see JUNOSe
Physical Layer Configuration Guide.

Configuring Data Link-Layer Interfaces

You can configure the following data link-layer interfaces:
m [P/Frame Relay or multilink Frame Relay

= [P/ATM

m  [P/PPP or multilink PPP

m [P/Cisco HDLC

m [P/Ethernet

Configuring IP/Frame Relay

The router supports IP over Frame Relay PVCs on the CT3 12-FO and OCx/STMx POS
modules. The interface presented to the incoming traffic is an IP/Frame Relay router.
In addition, IP/PPP/Frame Relay is supported on the T3 and E3 modules. With this

interface, the service provider can:

m  Receive traffic from subscribers that have CPE equipment, such as routers with
Frame Relay interfaces

m  Take in traffic from other network devices that use Frame Relay, such as DSLAMs
and Frame Relay switches

m  Use Frame Relay as an uplink technology on an unchannelized T3 or E3 link

Figure 9 on page 17 shows the structure of the Frame Relay interface. Each Frame
Relay major interface sits on top of an HDLC interface. The Frame Relay
implementation is divided into two levels: a major interface and one or more
subinterfaces. This division allows a single physical interface to support multiple
logical interfaces. Multiple IP interfaces can also be assigned to each Frame Relay
major interface through the subinterfaces.

Figure 9: Frame Relay Interface Design
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Figure 10 on page 18 shows the structure of the Frame Relay protocols with the
physical layer as the foundation. For Frame Relay, the physical layer can be
channelized E1, E3, channelized T1, T3, or a fractional service, as supported by the
different line module ports. The HDLC layer is on top of the physical layer and can
support flexible assignment of physical resources.

For example, an HDLC channel can support one DSO, a fractional T1, or an entire
T1. The major Frame Relay interface sits on top of the HDLC resource, and the
subinterfaces sit on top of the major interface. The Frame Relay subinterfaces connect
to the IP interface layer.

Figure 10: Structure of Frame Relay Protocols
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The router supports Frame Relay LMI (local management interface) to provide the
operator with configuration and status information relating to the Frame Relay VCs
in operation. LMI specifies a polling mechanism to receive incremental and full-status
updates from the network. The router can represent either side of the User-to-Network
Interface (UNI) and supports unidirectional LMI. Bidirectional support for the
Network-to-Network Interface (NNI) is also supported.

Figure 11 on page 18 shows sample configuration parameters for Frame Relay on
a serial interface.

Figure 11: Serial Interface Configuration Parameters for a Frame Relay Connection

DLCI Number: 17
IP address of interface: 192.30.10.2
PVCs
Layer 2 e
Data link layer ( Eggzr:sdlﬁngt: frame relay
Frame Relay Link management type: Annex D

MTU size: 8188 bytes

f LMI counters and timers: §
Accept E-series router defaults =4

The following sample command sequence configures a serial interface for Frame
Relay. See JUNOSe Link Layer Configuration Guide, for information.

hostl(config)#interface serial 0/1:1/5
hostl(config-if)#encapsulation frame-relay ietf
host1(config-if)#frame-relay intf-type dte
hostl(config-if)#frame-relay Imi-type ansi
hostl(config-if)#interface serial 0/1:1/5.1
hostl(config-subif)#frame-relay interface-dici 17 ietf
hostl1(config-subif)#ip address 192.32.10.2 255.255.255.0
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Configuring IP/ATM

The router supports IP over ATM PVCs on ATM line modules. This support allows
service providers to receive traffic from subscribers who have CPE equipment, such
as routers with ATM interfaces, to take in traffic from other network devices that use
ATM, such as DSLAMs, and to connect to service providers with ATM backbone
structures.

Figure 12 on page 19 shows an IP/ATM access connection.

Figure 12: E Series Router IP/ATM Access Connection
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Figure 13 on page 19 shows the structure of the ATM interface. For ATM, this can
be SONET, DS3, or E3 as supported by the different line modules. The major ATM
interface sits on top of the SONET/DS3/E3 resource, and the subinterfaces sit on top
of the major interface. The ATM subinterfaces connect to the IP interface layer.

Figure 13: Structure of the ATM Interface Design
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Figure 14 on page 20 shows the structure of the ATM protocols. The physical layer
(SONET and/or DSx/Ex) is the foundation and provider of layer 1 framing service.
The ATM layer is on top and provides cell, circuit, and OAM services. The AAL5 layer
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provides a frame-oriented interface to the ATM layer. The integrated local
management interface (ILMI) provides local management across the UNI.

Figure 14: Structure of ATM Protocol
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Figure 15 on page 20 shows sample configuration parameters for a typical ATM
interface configuration.

Figure 15: ATM Interface Configuration Parameters

Virtual circuit descriptor: 22
PVCs V?rtual path ideqtifier‘: .1 00
Layer 2 Virtual channel identifier: 10
Data link layer IP address of interface: 192.32.10.20
ATM Encapsulation: aal5snap

The following sample command sequence configures an ATM interface on port O of
the line module in slot 1. See JUNOSe Link Layer Configuration Guide, for information
about how to configure an ATM interface.

hostl
hostl
host1
host1l

config)#interface atm 0/1

config-if)#interface atm 0/1.22

config-if)#atm pvec 22 100 10 aal5snap
config-subif)#ip address 192.32.10.20 255.255.255.0

A~ A~ o~ o~

Configuring IP/PPP

The router supports IP/PPP on the channelized T3, E1, and T3/E3 interfaces and
IP/PPP/SONET on the OC3/STM1 and OC12/STM4 interfaces. This support allows
service providers to accept traffic from subscribers who have CPE equipment, such
as routers with PPP interfaces, and to transmit traffic in PPP format to other network
devices.

Figure 16 on page 21 shows that the router supports the incoming IP/PPP traffic

from the CPE. This traffic can then be routed to the uplink(s) attached to the router
or to other CPEs that are attached to the router.
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Figure 16: IP/PPP Connections from the CPE on an E Series Router
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As shown in Figure 17 on page 21, the PPP protocol can exist directly on top of the
HDLC layer or on top of a layer 2 Frame Relay or ATM interface. In either case, IP
rides on top of PPP, providing support for IP/PPP/ATM, IP/PPP/HDLC, and
[P/PPP/Frame Relay. Both SONET and DSx/Ex interfaces are supported at the physical
layer.

Figure 17: Structure of PPP

P

PPP

Frame

Relay

‘ ATM H HDLC ‘
wn
S
‘ SONET H DSX/Ex ‘ g
o

Figure 18 on page 21 shows sample configuration parameters for PPP on a serial
interface.

Figure 18: PPP Interface Configuration Parameters
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The following sample command sequence configures PPP on a serial interface. See
JUNOSe Link Layer Configuration Guide, for details.

hostl(config)#interface serial 3/0:2/5

host1(config-if)#encapsulation ppp
hostl(config-if)#ip address 192.32.22.10 255.255.255.0
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Configuring IP/HDLC

The E Series router supports IP over Cisco HDLC on many types of serial interfaces.
Cisco HDLC monitors line status on a serial interface by exchanging keepalive request
messages with peer network devices. It also allows routers to discover IP addresses
of neighbors by exchanging Serial Link Address Resolution Protocol (SLARP) address
request and address response messages with peer network devices.

The E Series router Cisco HDLC is compatible with the Cisco Systems Cisco-HDLC
protocol, the default protocol for all Cisco serial interfaces.

The router supports the following framing features:
m  HDLC for data-link framing

m  18,000-byte information field size

Figure 19: Structure of Cisco HDLC Protocol
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As shown in Figure 19 on page 22, the Cisco HDLC protocol can exist directly on
top of the HDLC layer or ATM or SONET interface. Both SONET and DSx/Ex interfaces
are supported at the physical layer.

The following example configures HDLC on a serial interface. See JUNOSe Link Layer
Configuration Guide , for details.

hostl(config)#interface serial 3/1:2/1
host1(config-if)#encapsulation hdlc
hostl(config-if)#ip address 192.32.10.2 255.255.255.0

Configuring IP/Ethernet

22

The E Series router supports IP/Ethernet. When you select an Ethernet interface, you
can assign an IP address to it, as the following example shows:

host1(config)#interface fastethernet 4/1
host1(config-if)#ip address 192.5.127.8 255.255.255.0

Figure 20 on page 23 shows an IP/Ethernet interface stack.

Configuring Data Link-Layer Interfaces
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Figure 20: Example of IP over Ethernet Stacking Configuration Steps

IP interface 192.5.127.8

Gigabit Ethernet interface 4/1
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Configuring IP Tunnels, Shared IP Interfaces, and Subscriber Interfaces

The E Series router supports IP tunnels, shared IP interfaces, and subscriber interfaces.

Configuring IP Tunnels

IP tunnels provide a way of transporting datagrams between routers separated by
networks that do not support all the protocols that those routers support. To configure
an IP tunnel, you must first configure a tunnel-service interface. (See “Configuring
Tunnel Service Interfaces” on page 16.)

When you have configured a tunnel-service interface, treat it in the same way as any
IP interface on the router. For example, you can configure static [P routes or enable
routing protocols on the tunnel interface. The IP configurations that you apply to the
tunnels control how traffic travels through the network.

Configuring Shared Interfaces and Subscriber Interfaces

A shared IP interface is one of a group of IP interfaces that use the same layer 2
interface. Shared IP interfaces are unidirectional—they can transmit but not receive
traffic. A subscriber interface is an extension of a shared IP interface. Subscriber
interfaces are bidirectional—they can both receive and transmit traffic.

You can create multiple shared IP interfaces over the same layer 2 logical
interface—for example, atm 5/3.101—enabling more than one IP interface to share
the same logical resources. This capability is useful, for example, when data received
in one VRF needs to be forwarded out an interface in another VRF, such as for
BGP/MPLS VPNs (see JUNOSe BGP and MPLS Configuration Guide, for more
information). You can configure one or more shared IP interfaces. Data sent over
shared interfaces uses the same layer 2 interface. You can configure shared interfaces
as you would other IP interfaces. Each shared interface has its own statistics.

The E Series router supports subscriber interfaces on a particular type of layer 2
interface, Ethernet. In the absence of VLANS, Ethernet does not have a demultiplexing
layer. A subscriber interface adds a demultiplexing layer for an Ethernet interface
that is configured without VLANs. Using subscriber interfaces, the router can
demultiplex or separate the traffic associated with different subscribers. You can use
subscriber interfaces to separate traffic for cable modem subscribers with different
levels of service and to separate traffic for VPNs.

For information about configuring shared interfaces and subscriber interfaces, see
JUNOSe IP, IPv6, and IGP Configuration Guide.
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Configuring Routing Protocols

After you have set up the interfaces on which IP traffic flows, you can configure the
following routing protocols:

[P multicast protocols—IP multicasting allows a device to send packets to a group
of hosts, rather than to a list of individual hosts. Routers use multicast routing
algorithms to determine the best route and transmit datagrams throughout the
network. See JUNOSe Multicast Routing Configuration Guide, for information about
how to configure IP multicast.

Open Shortest Path First (OSPF)—This interior gateway protocol (IGP) advertises
the states of network links within an autonomous system. An autonomous system
is a set of routers having a single routing policy running under a single technical
administration. See JUNOSe IP, IPv6, and IGP Configuration Guide , for information
about how to configure OSPF.

Integrated Intermediate System~to-Intermediate System (integrated IS-IS)—The
integrated IS-IS protocol provides routing for IP networks and is an extension of
the original IS-IS protocol, which provides routing for pure Open Systems
Interconnection (OSI) environments. This link-state protocol builds a complete
and consistent picture of a network’s topology by sharing link-state information
across network devices in a routing domain. A routing domain is a collection of
contiguous networks that provide full connectivity to all end systems located
within them. See JUNOSe IP, IPv6, and IGP Configuration Guide , for information
about how to configure IS-IS.

Border Gateway Protocol (BGP)—BGP, an external gateway protocol (EGP),
provides loop-free interdomain routing between autonomous systems. See JUNOSe
BGP and MPLS Configuration Guide , for information about how to configure BGP.

Routing Information Protocol (RIP)—RIP is an IGP created for use in small,
homogeneous networks. RIP uses distance-vector routing to route information
through IP networks. See JUNOSe IP, IPv6, and IGP Configuration Guide , for
information about how to configure RIP.

Multiprotocol Label Switching (MPLS)—MPLS is a hybrid protocol that integrates
network layer routing with label switching to provide a layer 3 network with
traffic management capability. Traffic engineering enables more effective use
of network resources while maintaining high bandwidth and stability. MPLS
enables service providers to offer their customers the best service available given
the provider’s resources. There are two fundamental aspects to MPLS:

=  Label distribution—The set of actions MPLS performs to establish and
maintain a label-switched path (LSP), also known as an MPLS tunnel.

= Data mapping—The process of getting data packets onto an established LSP.

See JUNOSe BGP and MPLS Configuration Guide , for information about
configuring MPLS.

In addition, if you want to make configuration adjustments to IP, see JUNOSe IP, IPv6,
and IGP Configuration Guide, for details.
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The Virtual Router Redundancy Protocol (VRRP) can prevent loss of network
connectivity to end hosts if the static default IP gateway fails. By implementing VRRP,
you can designate a number of routers as “ backup” routers in case the default “
master” router fails. You can configure VRRP on IP/Ethernet interfaces.

For information about configuring VRRP, see JUNOSe IP Services Configuration Guide.

Configuring Routing Policy

Configuring QoS

The router supports a number of features that allow the service provider to control
the exchange of routing information between virtual routers in the router, between
routers in the network, and between protocols within a router:

m  Access lists—Provide filters that can be applied to route maps or distribution
lists. They allow policies to be created, such as a policy to prevent forwarding of
specified routes between the BGP-4 and IS-IS routing tables.

m  Route maps—Modify the characteristics of a route (generally to set its metric or
to specify additional attributes) as it is transmitted or accepted by a router. Route
maps can use access lists to identify the set of routes to modify.

m  Distribution lists—Control the routing information that is accepted or transmitted
to peer routers. Distribution lists always use access lists to identify routes for
distribution. For example, distribution lists could use access lists to specify routes
to advertise.

m  Redistribute routes—Allow routes to be shared between routing protocols and
routing domains. For example, a subset of BGP-4 routes could be leaked into the
[S-IS routing tables.

See JUNOSe IP Services Configuration Guide, for details.

QoS is a suite of features that configure queuing and scheduling on the forwarding
path of your E Series router. QoS provides a level of predictability and control beyond
the best-effort service that is the E Series router’s default data delivery service. Packets
not assigned to a specific traffic class are carried in the best-effort traffic class.
Best-effort service provides packet transmission with no guarantee of results.

The major QoS features that the E Series router provides are:

m  Multiple traffic classes

m  Configurable scheduling

m  Configurable buffer management

For information about configuring QoS, see JUNOSe Quality of Service Configuration
Guide.

Configuring VRRP m 25
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Configuring Policy Management

Policy management allows network service providers to implement packet forwarding
and routing specifically tailored to their customer’s requirements. Using policy
management, customers can implement policies that selectively cause packets to
take different paths. Policy management provides several types of services:

Policy routing—Predefines packet flow to a destination port or IP address
QoS classification and marking—Marks packets of a packet flow.

Packet forwarding—Allows forwarding of a packet flow.

Packet filtering—Drops packets of a packet flow.

Packet logging—Logs packets of a packet flow.

Rate limiting—Enforces line rates below the physical line rate of the port and
sets limits on packet flows.

RADIUS policy support—Allows you to attached a preconfigured policy to an
interface through RADIUS.

See JUNOSe Policy Management Configuration Guide, for details about configuring
policy management.

Configuring Remote Access
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The E Series router supports the following remote access functionality:

Broadband Remote Access Server (B-RAS)—This application runs on the router
and is responsible for:

m  Aggregating the output from DSLAMs

= Providing user PPP sessions and PPP session termination
m  Enforcing QoS policies
= Routing traffic into an ISP’s backbone network

See JUNOSe Broadband Access Configuration Guide.

Layer 2 Tunneling Protocol (L2TP)—A method of encapsulating layer 2 packets,
such as PPP, for transmission across a network. In an L2TP relationship, an L2TP
access concentrator (LAC) forms a client-server relationship with a destination,
known as an L2TP network server (LNS), on a remote network.

You can configure the router to act as an LAC in PPP pass-through mode. The
router creates tunnels dynamically by using AAA authentication parameters and
transmits L2TP packets to the LNS through IP/UDP. See JUNOSe Broadband Access
Configuration Guide.

Non-PPP equal access—A method of allowing remote access in which the router
provides IP addresses to subscribers’ computers through Dynamic Host
Configuration Protocol (DHCP). This method is particularly convenient for

Configuring Policy Management
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broadband (cable and DSL) environments or environments that use bridged
Ethernet over ATM, because network operators can support one central system
rather than an individual PPPoE client on each subscriber’s computer. See JUNOSe
Broadband Access Configuration Guide.
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Chapter 2

Command-Line Interface

Overview

Command Modes

This chapter provides information about the E Series router command-line interface
(CLD).

This chapter contains the following sections:
m  Overview on page 29

m Platform Considerations on page 48

m  Accessing the CLI on page 48

m CLI Command Privileges on page 52

m  Using Help on page 64

m Using Command-Line Editing on page 67

m  Accessing Command Modes on page 70

The CLI is the interface to the software that you use whenever you access the
router—whether from the console or through a remote network connection. The CLI,
which automatically starts after the router finishes booting, provides commands that
you use to perform various tasks, including configuring the JUNOSe software and
monitoring and troubleshooting the software, network connectivity, and the router
hardware.

Managing your router using the CLI gives you access to thousands of commands.
The router’s CLI uses an industry de facto standard look and feel, which might be
familiar to you. If you are new to this CLI, it is helpful to read this entire chapter,
where you can learn about CLI shortcuts and other helpful information.

Command modes set a context for the CLI. Each command in the CLI is available
from one or more command modes. From some command modes you can only
view router information; from others you can perform configuration tasks. For
example, you can access User Exec mode to display information and then access
Global Configuration mode to set parameters or enable a particular feature. By
recognizing the command-line prompt, you can identify where you are in the CLI at
any given point. When you can easily identify where you are, it is easy to get to
where you want to be.
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Figure 21 on page 30 illustrates the command mode architecture. Only some of the
many configuration modes are shown.

Command modes are discussed in greater detail in the section “Accessing Command

Modes” on page 70 . See the JUNOSe Command Reference Guide to find related
command modes for any command.

Figure 21: Command Mode Architecture

Exec Mode

Configuration Modes
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Command-Line Prompts

Within the CLI, the command-line prompt identifies both the hostname and the
command mode. The hostname is the name of your router; the command mode
indicates your location within the CLI system.

For example:

hostname command mode privilege level --
# indicates a privilege level > 1
RX-01-01-01(config-router)# > indicates a privilege level of 0 or 1

9013659

Keywords and Parameters

CLI commands are made up of two primary elements: kReywords and parameters.

Keywords

Every command requires at least one keyword; however, a command can contain
other optional keywords. The keyword(s) must be typed into the CLI accurately for
it to be recognized. These are examples of keywords:

reload

router

map-class

map-list

clear ip isis redistribution

show vlan subinterface

qos-port-type-profile

no rtr reset

radius calling-station-delimiter

You can abbreviate keywords; however, you must enter enough initial characters to
unambiguously identify the command. For example, if the keyword you want to
specify is map-class and you enter only map-, an error appears. The error indicates
that one or more possible keywords begin with map-, thus making your entry
ambiguous.
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hostl (config) #hostn washington

Parameters

Parameters are often required elements of a command; however, for some
commands, parameters are not required. A parameter is most often a value that you
specify after the keyword. There are different types of parameters, such as strings,
integers, or IP addresses.

The CLI indicates the type of parameter that you must enter. When you see a range
of numbers or uppercase letters, it indicates that you must specify a value. For
example:

CLI Parameter Placeholder or Range Sample Parameter User Input

ROUTERI[:VRF] charlie:1234
INTERFACE 3/2:20/15
WORD windtunnel
<0-4294967295> 5600
A.B.C.D 192.56.32.2

Keywords and Parameters Together

By combining keywords and parameters in the correct sequence, you can begin
using the CLI to configure and monitor your router. For example, you could specify
the command hostname to change the name of your router by entering a keyword
and a parameter. You need to type only the portion of the keyword that makes it
unambiguous, such as hostn. Here, the value of the parameter, which is the name
you assign to the host, is a string of up to 64 characters.

command

command-line prompt  keyword parameter

013658

When you enter this command, the new hostname appears in the prompt.

washington (config) #

013657

new command-line prompt

Another example is a command that requires you to enter a number from within a
given range. The command ip http port requires that a value be entered for the
portNumber parameter. The value of this parameter is a number in the range of
0-65535. For example, you could enter:

juniper(config)#ip http port 56789
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& NOTE: You can find detailed information about command syntax, with parameter
values defined, in the JUNOSe Command Reference Guide.

Using CLI Commands

This section introduces some useful shortcuts and command-related highlights. These
include:

Abbreviated Commands on page 33
The ? Key on page 33

Backspace or Delete on page 34
Enter on page 34

Tab on page 34

Arrow Keys on page 34

The no Version on page 35

run and do Commands on page 35
show Commands on page 37
Redirection of show Command Output on page 40
Regular Expressions on page 41

The - -More- - Prompt on page 43
Responding to Prompts on page 46

Abbreviated Commands

Remember, you can abbreviate keywords to save time if you enter at least enough
leading characters to uniquely identify the desired keyword. For example:

host1(config-if)#ip re

This abbreviation is for the command ip redirects. The string ip re is enough
information for the CLI to identify the command you are using. See the section “Using
Help” on page 64 for additional information.

The ? Key

Use the ? key at any time to see all the choices you can enter next. For example:

hostl(config)#router ?

bgpConfigure the Border-Gateway Protocol (BGP)
isisConfigure ISO IS-IS

ospfConfigure the Open Shortest Path First protocol (OSPF)
ripConfigure the Routing Information Protocol
hostl(config)#router
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When you enter the ? character, all available choices are displayed. The router again
displays the command you typed. You then have to type in only the choice you want
and press Enter.

A <cr> in the list of choices means that you can press Enter to execute the
command. For example:

hostl(config-if)#isis metric 40 level-2 ?
<cr>

hostl(config-if)#isis metric 40 level-2

NOTE: If the list of options extends beyond one screen, the last line on your screen
displays the --More-- prompt. If you want to use the ? character as part of a string,
such as a hostname or a regular expression, you must enter the following key
sequence: Ctrl + v + 2. Otherwise, the CLI considers the ? to be a request for assistance
in completing the command.

Overview

Backspace or Delete

Use either key to delete the character immediately preceding the cursor.

Enter

Always use this key to execute the command you entered.

Tab

Use this key to complete the current keyword. For example, if you entered a portion
of a lengthy command, such as

hostl(config)#class
and press Tab, the full name of the command appears:

host1(config)#classifier-list

Arrow Keys

Some terminals have arrow (or cursor) keys on their keyboards. These arrow keys
are very useful, however, to use them you must have an ANSI/VT100 emulating
terminal.

The Up Arrow and Down Arrow keys display command history. The Up Arrow key
displays the previous command; you can also use Ctrl + p. The Down Arrow key
displays the next command; you can also use Ctrl +n.

The Left Arrow and Right Arrow keys allow the user to move the cursor back and
forth in the command line.
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The no Version

With very few exceptions, every system configuration command has a no version,
which you can use to negate a command (or a portion of it as specified by an optional
keyword) or to restore its default setting. When you use a command without the
keyword no, you can reenable a disabled feature or override a default setting.

You have the option of using the default keyword whenever the no keyword is also
a choice; simply enter the keyword default instead of no.

In most cases, when you execute the default version of a command, it produces the
exact results as the no version. There are some commands for which the default
version yields a different result from the no version.

Commands for which the default behavior differs from the no behavior are clearly
identified in the JUNOSe Command Reference Guide. Unless otherwise specified,
therefore, the default command is identical to the no command and is neither
documented nor discussed.

The syntax for each no command is described in the JUNOSe Command Reference
Guide. The few system configuration commands that do not have a no version are
indicated in the individual command description.

Because show commands are for the purpose of monitoring your configurations,
they do not have no versions. Most User Exec and Privileged Exec mode commands
do not have no versions.

The CLI can act on no versions of commands when you have entered sufficient
information to distinguish the command syntactically; the CLI ignores all subsequent
input on that line.

To be compatible with some non-Juniper Networks implementations, the no versions
of commands will accept the same options as the affirmative version of the
commands. The CLI ignores the optional input if it has no effect on the command
behavior. If using the option changes the behavior of the no version, the individual
command entry in this guide describes the difference in behavior.

run and do Commands

You can run Exec mode commands while in any configuration mode by preceding
the command with the keyword run or do. For example:

hostl(config)#run show users

NOTE: The run and do commands are interchangeable.

By using the run or do command in this way, you can obtain show command
information without leaving configuration mode.
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The only commands that cannot be preceded by run or do are the configure
command and those commands that are already available in all modes, such as sleep
or exit.

Example 1  hostl(config)#run show config | begin interface

interface null 0
1

interface fastEthernet 0/0
ip address 10.6.129.41 255.255.128.0

nterface gigabitEthernet 5/0

interface atm 670
interface atm 6/0.1 point-to-point
encapsulation pppoe

nterface atm 6/0.1.7
nterface atm 6/0.1.5
nterface atm 6/0.1.2
nterface atm 6/0.1.9
nterface atm 6/0.1.11
nterface atm 6/0.1.15
nterface atm 6/0.1.18

p route 0.0.0.0 0.0.0.0 10.6.128.1

ip route 10.10.121.72 255.255.255.255 10.6.128.1
!
1

route-map adsf permit 10

router dvmrp
1

router igmp
1

snmp-server community private view everything rw
snmp-server contact Mary

snmp-server
1

1 End of generated configuration script.
host 1(config)#int fa 0/0

Example 2 hostl(config-if)#do dir
Please wait...

unshared in
file size size date (UTC) use

reboot.hty 31040 31040 10/30/2001 15:31:10
system. log 20481 20481 10/26/2001 17:24:16
soft_clear_in.mac 8578 8578 10/24/2001 14:39:02
erx_3-3-1.rel 71082105 71082105 10/25/2001 13:02:50 !
erx_3-3-1.rel 70502991 70502991 10/24/2001 19:58:08
autocfg.scr 355 355 09/28/2001 13:33:04

Capacity = 224133120, Bytes Free = 44986177, Reserved = 36700160
hostl(config-if)#
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show Commands

You have access to a variety of show commands that display router and protocol
information. You can filter the output of a show command by specifying | (the UNIX
pipe symbol), one of the following keywords, and either a case-sensitive text string
or a regular expression.

m  begin—Displays output beginning with the first line that contains the text string
or regular expression

m include—Displays output lines that contain the text string or regular expression
and excludes lines that do not contain the text string or regular expression

m exclude—Displays output lines that do not contain the text string or regular
expression and excludes lines that do contain the text string or regular expression

For a list of regular expressions, see “Regular Expressions” on page 41. You can
press Ctrl + ¢ to interrupt the show command output.

NOTE: The system does not recognize beginning spaces of the text string. For
example, if you enter include IP as the text string on which to filter, the system
ignores the space and displays lines that include words such as RIP.

Example 1

In the following example, the output display starts with the first line that contains
the string inter. The system omits all the preceding lines of the output from the
display because none of them contains the string inter.

hostl#show config include-defaults | begin inter
Please wait...log verbosity low internalNetwork
log verbosity low ipEngine

log verbosity low ipProfileMgr

log verbosity low ipProfileMgrEngineering

no log engineering

log fields timestamp instance no-calling-task

1

timing select primary
timing source primary internal
timing source secondary internal

timing source tertiary internal
1

no disable-autosync

no disable-switch-on-error
no redundancy lockout O

1

virtual-router default

ip domain-lookup

ip name-server 10.2.0.3

ip domain-name 789df

host ¥ 10.10.133.11 ftp anonymous null
interface null 0

interface ip 0/0

arp timeout 21600

!
interface ip 2/0
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arp timeout 21600

1

interface ip sl10

arp timeout 21600

1

interface atm 2/0

no shutdown

atm sonet stm-1

loopback line

atm uni-version 3.0

atm oam loopback-location OXFFFFFFFF
atm vc-per-vp 32768

atm vp-tunnel 1 10
load-interval 300

no atm snmp trap link-status

no atm shutdown
1

no atm aal5 snmp trap link-status

no atm aal5 shutdown
1

interface atm 2/0.1 point-to-point

no shutdown

no atm atml483 shutdown

no atm atml1483 snmp trap link-status
1

ip route 0.0.0.0 0.0.0.0 10.13.5.1

ip debounce-time 0

ip source-route
1

router ospf 5
no ospf shutdown
ip route-type both
timers spf 3
maximum-paths 4
ospf auto-cost reference-bandwidth 100
distance ospf intra-area 110
distance ospf inter-area 112
distance ospf external 114
Area 0.0.0.0

!

!

! Trap Source: <not configured>
I Note: SNMP server not running.
1

hostl#

In the following example, the output display consists only of lines that contain the
string ip. The system omits all other lines of the output from the display because
none of them contains the string ip.

hostl#show config include-defaults | include ip
I Configuration script generated on WED JUN 06 2001 02:17:00 UTC
strip-domain disable

Please wait...log verbosity low ipEngine

log verbosity low ipEngineering

log verbosity low ipGeneral

log verbosity low iplnterface

log verbosity low ipNhopTrackerEngineering

log verbosity low ipNhopTrackerGeneral

log verbosity low ipProfileMgr

log verbosity low ipProfileMgrEngineering
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bandwidth oversubscription
ip domain-lookup

ip name-server 10.2.0.3

ip domain-name 789df
interface ip 0/0

interface ip 2/0

interface ip s10

ip address 10.13.5.61 255.255.255.0

no ip proxy-arp
no ip directed-broadcast
ip redirects

ip route 0.0.0.0 0.0.0.0 10.13.5.1

ip debounce-time 0
ip source-route
no ip Ftp source-address
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type echo protocol iplcmpEcho 10.5.0.200 source fastEthernet0/0

type pathEcho protocol iplcmpEcho 10.2.0.3

type echo protocol iplcmpEcho 10.5.0.11 source-ipaddr 10.13.5.61

controller tl1 6/0
framing esf
lineCoding b8zs
clock source line
cablelength short 0

no remote-loopback
1

log engineering

log verbosity low

no log severity

log verbosity low NameResolverLog
log verbosity low atm

log verbosity low atm1483

log verbosity low atmAal5

log verbosity low bgpConnections
log verbosity low bgpDampening

1

hostl#

In the following example, the output display consists only of lines that do not contain
the string /. The system omits all other lines of the output from the display because

each line contains the string /.

hostl#show config include-defaults | exclude !

boot config running-configuration
boot system 3-3-1.rel

no boot backup

no boot subsystem

no boot backup subsystem
boot revert-tolerance 3 1800
no boot force-backup

aaa domain-map jacksonville
virtual-router miami
strip-domain disable

aaa domain-map jak
virtual-router default
strip-domain disable

aaa domain-map northeast
virtual-router default
strip-domain disable
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aaa delimiter realmName "/"
hostname hostl
no aaa new-model
no service ctrl-x-reboot
no service password-encryption
no baseline show-delta-counts
clock timezone UTC 0 O
no exception dump
exception protocol ftp anonymous null
controller sonet 2/0
sdh
loopback network
clock source line
no shutdown
path 0 overhead jl1 msg hello
path O overhead jl exp-msg
ftp-server enable
no login
log engineering
log verbosity low
no log severity
log verbosity low NameResolverLog
log verbosity low aaaAtm1483Cfg
log verbosity low atm1483
log verbosity low atmAal5
log verbosity low bgpConnections
log verbosity low bgpDampening
log verbosity low bgpEngl
log verbosity low bgpEngineering
log verbosity low bgpEvents
log verbosity low bgpKeepAlives
no log engineering
log fields timestamp instance no-calling-task
timing select primary
timing source primary internal
timing source secondary internal
timing source tertiary internal
no atm aal5 snmp trap link-status
no atm aal5 shutdown
interface atm 2/0.1 point-to-point
no shutdown
no atm atml1483 shutdown
no atm atml1483 snmp trap link-status
ip route 0.0.0.0 0.0.0.0 10.13.5.1
ip debounce-time 0
ip source-route

Redirection of show Command Output

You can redirect the output of show commands to network files or local files (in NVS
memory) using the redirection operators described in Table 4 on page 40 .

Table 4: Redirect Operators

Redirect Operator Use

> Redirects output to the specified file, overwriting the file if
it already exists, creating the file if it does not.
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Table 4: Redirect Operators (continued)

Redirect Operator Use

> > Appends output to the end of the specified file, creating the
file if it does not exist.

&> Redirects output to the specified file, overwriting the file if
it already exists, and displays the output on the screen. The
redirection is synchronized with the screen display; for
example, if a --More-- prompt appears, the redirection halts
until you take further action.

&> > Appends output to the end of the specified file and displays
the output to the screen. The redirection is synchronized
with the screen display; for example, if a --More-- prompt
appears, the redirection halts until you take further action.

For example, you can redirect the output of the show config command to a script
file and later run that script:

hostl1#show config > showconfig.scr

The following command writes the output to a text file, version.txt, on a remote
router:

hostl#show hardware > pc:/erxfiles/version.txt
The following command appends the output to version.txt:

hostl#show hardware >> version.txt
Only one instance of a file can be open for file redirection. An error message is
generated if you attempt to redirect output to a file that is already open. You cannot
redirect output to a file that includes a local path in the filename.

You can use redirection with output filtering. The general syntax is:

show options [ { > | >> | &> | &>> } filename ]
[ | { begin | include | exclude } filterstring ]

The filtering is performed before redirection. In the following example, the cnfgfltr.txt
file will contain the output of show config include-defaults beginning with the first
occurrence of the string inter.

host1#show config include-defaults &> cnfgfitr.txt | begin inter

Regular Expressions

A regular expression uses special characters—often referred to as metacharacters—to
define a pattern that is compared with an input string. You can use regular expressions
to filter the output of show commands and to define AS-path access lists and
community lists to more easily filter routes.
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For examples of using regular expressions with AS-path access lists and community
lists, see JUNOSe IP Services Configuration Guide.

Metacharacters

Table 5 on page 42 describes the metacharacters supported for regular expression
pattern-matching.

Table 5: Supported Regular Expression Metacharacters

Metacharacter Description

A Matches the beginning of the input string.

Alternatively, when used as the first character within brackets—[~ ]—matches
any number except the ones specified within the brackets.

S Matches the end of the input string.

Matches any single character, including white space.

* Matches 0 or more sequences of the immediately previous character or
pattern.

+ Matches 1 or more sequences of the immediately previous character or
pattern.

? Matches 0 or 1 sequence of the immediately previous character or pattern.

0 Specifies patterns for multiple use when followed by one of the multiplier

metacharacters: asterisk *, plus sign +, or question mark ?

[] Matches any enclosed character; specifies a range of single characters.

- (hyphen) Used within brackets to specify a range of AS or community numbers.

_ (underscore) Matches a /A, a $, a comma, a space, a {, or a }. Placed on either side of a
string to specify a literal and disallow substring matching. Numerals enclosed
by underscores can be preceded or followed by any of the characters listed
above.

Matches characters on either side of the metacharacter; logical OR.

Using Metacharacters as Literal Tokens

You can remove the special meaning of a metacharacter by preceding it with a
backslash (\). Such a construction denotes that the metacharacter is not treated as a
metacharacter for that regular expression. It is simply a character or token with no
special meaning, just as a numeral has no special meaning. The backslash applies
only to the character immediately following it in the regular expression.

On the E Series router, you are likely to do this only for the parentheses characters,

(or). BGP indicates a segment of an AS path that is of type AS-confed-set or
AS-confed-seq by enclosing that segment within parentheses.
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The - -More- - Prompt

When command output continues beyond the available space on your monitor screen,
the system displays the --More-- prompt. If you press Enter, the system displays the
next line of output. If you press the Spacebar, the system displays the next screen
of output.

You can begin filtering the output from the --More-- prompt, or change a filter that
is already in effect, by entering one of the following characters and a text string:

+ (plus) Displays all output lines that contain the text string
- (minus) Displays all output lines that do not contain the text
string

/ (forward slash)  Displays all output lines starting at the first line that
contains the text string

Initial spaces are not ignored when you filter at the --More-- prompt.

In the following example, the output is displayed until the screen is filled and the
--More-- prompt appears. By entering the filter /interf, the user forces the system to
filter out all output lines until the first occurrence of the string interf. The system
displays that line and all following lines of the output.

hostl#show config include-defaults

I Configuration script being generated on FRI AUG 04 2006 12:48:48 UTC
! Juniper Edge Routing Switch ERX-700

! Version: 7.3.0 beta-1.6 [Buildld 5672] (July 11, 2006 11:58)

I Copyright (c) 1999-2006 Juniper Networks, Inc. All rights reserved.
1

boot config running-configuration
boot system erx_7-3-0.rel

no boot backup

no boot subsystem

no boot backup subsystem

boot revert-tolerance 3 1800

no boot force-backup
1

aaa domain-map jacksonville
virtual-router miami

strip-domain disable
1

aaa domain-map jak
virtual-router default

strip-domain disable
1

aaa domain-map northeast
virtual-router default

/interf

(Suppressing output until "interf" is found, press ~C to end...)
interface null 0

interface ip 0/0
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arp timeout 21600

interface ip 2/0
arp timeout 21600

interface ip sl10
arp timeout 21600

interface atm 2/0

no

shutdown

atm sonet stm-1

loopback line

atm uni-version 3.0

atm oam loopback-location OXFFFFFFFF
--More--

In the following example, the output is displayed until the screen is filled and the
~-More-- prompt appears. By entering the filter +ip, the user forces the system to
filter out all lines from the remainder of the output that do not contain the string ip.
The system displays only lines that contain the string ip.

hostl#show config include-defaults
Configuration script being generated on FRI AUG 04 2006 12:48:48 UTC
Juniper Edge Routing Switch ERX-700

Copyright (c) 1999-2006 Juniper Networks, Inc. All rights reserved.

!
!
1 Version: 7.3.0 beta-1.6 [Buildld 5672] (July 11, 2006 11:58)
!
!

boot config running-configuration
boot system erx_7-3-0.rel

boot config running-configuration
boot system 3-3.1.rel

no boot backup

no boot subsystem

no boot backup subsystem

boot revert-tolerance 3 1800

no boot force-backup

aaa

domain-map jacksonville

virtual-router miami
strip-domain disable

aaa

domain-map jak

virtual-router default
strip-domain disable

aaa

domain-map northeast

virtual-router default
--More--

+ip

(Displaying only lines that include "ip", press ~C to end...)
strip-domain disable

log
log
log
log
log
log
log
log
log

verbosity low ipEngine

verbosity low ipEngineering

verbosity low ipGeneral

verbosity low iplnterface

verbosity low ipNhopTrackerEngineering
verbosity low ipNhopTrackerGeneral
verbosity low ipProfileMgr

verbosity low ipProfileMgrEngineering
verbosity low ipRoutePolicy
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log verbosity low ipRoute
log verbosity low ipTraffic
log verbosity low ipTunnel
log verbosity low ripEngineering
log verbosity low ripGeneral
log verbosity low ripRoute
log verbosity low ripRtTable
bandwidth oversubscription
ip domain-lookup
ip name-server 10.2.0.3
ip domain-name 789df
ip explicit-path name xyz disable
interface ip 0/0
interface ip 2/0
--More--
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In the following example, the output is displayed until the screen is filled and the

--More-- prompt appears. By entering the filter -1, the user forces the system to filter
out all comments from the remainder of the output; that is, output lines that contain
the string . The system displays only lines that do not contain the string /.

hostl#show config include-defaults

Configuration script being generated on FRI AUG 04 2006 12:48:48 UTC

Juniper Edge Routing Switch ERX-700

Copyright (c) 1999-2006 Juniper Networks, Inc. All rights reserved.

!
!
1 Version: 7.3.0 beta-1.6 [Buildld 5672] (July 11, 2006 11:58)
!
!

boot config running-configuration
boot system erx_7-3-0.rel

boot config running-configuration
boot system 3-3.1.rel

no boot backup

no boot subsystem

no boot backup subsystem

boot revert-tolerance 3 1800

no boot force-backup
1

aaa domain-map jacksonville
virtual-router miami

strip-domain disable
1

aaa domain-map jak
virtual-router default

strip-domain disable
1

aaa domain-map northeast
virtual-router default

--More--
-1

(Displaying only lines that exclude "1°*.

strip-domain disable

aaa delimiter realmName "'/

hostname hostl

no aaa new-model

no service ctrl-x-reboot

no service password-encryption

no baseline show-delta-counts

clock timezone UTC 0 O

no exception dump

exception protocol ftp anonymous null

press ~C to end...)
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line vty 4

exec-timeout O O

exec-banner

motd-banner

timeout login response 30
data-character-bits 8

no login

log engineering

log verbosity low

no log severity

verbosity low NameResolverLog
verbosity low aaaAtml1483Cfg
verbosity low aaaEngineGeneral
verbosity low aaaServerGeneral
verbosity low aaaUserAccess
verbosity low addressServerGeneral
verbosity low atm

verbosity low atm1483
verbosity low atmAal5
verbosity low bgpConnections
verbosity low bgpDampening
verbosity low bgpEngl

log
log
log
log
log
log
log
log
log
log
log
log

--More--

Responding to Prompts

For some actions, the system prompts you for a response. The acceptable default
responses are the following:

You can press y or Enter to agree with the prompt and continue.

You can press any other key to disagree with the prompt and cancel the action.

You can use the confirmations explicit command to require a more explicit response
to CLI prompts.

Use to require an explicit response to a CLI prompt, as follows:

To agree with the prompt and continue, you must type y and press Enter,
type ye and press Enter, or type yes and press Enter.

To disagree with the prompt and cancel the action, you must type n and
press Enter or type no and press Enter.

Pressing Enter alone, or entering any other characters, is not an acceptable
response, and the CLI will repeat the prompt.

Acceptable responses to a prompt are not case sensitive.

Use the no version to restore the default state, where pressing y or Enter
alone responds in the affirmative, and any other entry is accepted as a
negative response.
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€7 NOTE: The system’s CLI supports a powerful command-line editor, enabling you to
easily correct, edit, and recall previously entered commands. For more information,
see “Using Command-Line Editing” on page 67.

For a description of the commands that you use to get around the CLI, see “Managing
the System” on page 245.

CLI Status Indicators

See confirmations explicit.

The E Series software includes two types of indicators to inform you of the status of
your CLI operation.

The dot service indicator is used when your operation does not finish within 2
seconds. The service displays the Please wait message and a dot every 5 seconds
until the operation is completed. The dot service is used for all CLI operations,

except those that use the more descriptive progress indicator.

The progress indicator is an animated representation of how much progress
has been made on a CLI operation that does not finish within the expected
completion time. This type of status indicator is supported for the file system
synchronization application and the file copy application.

The progress indicator displays a series of dots that represents the time required
to complete the operation. The dots are followed by the actual percentage of the
total that has been completed and by an oscillating asterisk that indicates ongoing
activity.

As the application progresses, the dots are replaced with asterisks, starting at
the left, to represent how much of the operation is finished. The actual percentage
is also adjusted accordingly. When the operation is complete, all dots are replaced
by asterisks, and the message DONE replaces the numerical percentage.

The number of dots that appears and the percentage of completion represented
by each dot or asterisk are based on the terminal width. For example, if the
terminal is set to 80 characters, each of the 50 dots indicates 2 percent of the
total time (2 percent x 50 characters = 100 percent). See “Managing the System”
on page 245 for information about setting the terminal width.

The following examples show progress indicator output for a 50-character-wide
display.

FRIKK (10%) *

_____ (90%) *

(DONE)
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Levels of Access

The CLI has two levels of access: user and privileged.

User Level

User level allows you only to view a router’s status. This level restricts you to User
Exec mode.

Privileged Level

Privileged level allows you to view a router configuration, change a configuration,
and run debugging commands. You need a password to access this level. This level
gives you full CLI privileges. Passwords are covered in more detail in “Managing the
System” on page 245.

Initialization Sequence

Each line module in a router is initialized independently. As a result, the CLI on the
SRP module can become available before the line modules have completed
initialization. Commands relating to a line module can fail if the module has not
completed initialization. The show version command can be used to display line
module status. Do not enter commands for a line module until its state is online.

Platform Considerations

Accessing the CLI

Logging In

The CLI is supported on all E Series routers.

For information about the modules supported on E Series routers:

m  See the ERX Module Guide for modules supported on ERX7xx models, ERX14xx
models, and the ERX310 Broadband Services Router.

m  See the E120 and E320 Module Guide for modules supported on the E120 and
E320 Broadband Services Routers.

This section describes logging in to and exiting from the router.

The system supports a local console session and up to 30 virtual terminal (vty) sessions
simultaneously. A virtual terminal session can be a Telnet session, Secure Shell Server
(SSH) protocol session, or File Transfer Protocol (FTP) server session.
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& NOTE: The vty session factory default is 5. Use the line command to configure up
to a maximum of 30 vtys. The configured vtys are shared among all types of
connections; for example, if you configure 7 vtys, then no more than a total of 7 SSH
plus FTP plus Telnet sessions can simultaneously exist on the router.

To access the system through a local console, attach a terminal to the system console
port. To access the system through Telnet, Telnet client software must be installed
on your host system. To access the system through SSH, SSH version 2.0 client
software must be installed on your host system. To access the system through FTP,
FTP client software must be installed on your host system.

You can configure Telnet to validate login requests. See “Vty Line Authentication and
Authorization” on page 509 in “Managing the System” on page 245, for more
information. Once Telnet is running on your host system, type in the E Series router
name or its IP address and press Enter. To use a name, your network must have a
name server.

For example, for Microsoft Windows NT enter:

telnet 192.168.1.13

or

telnet westford2

You are connected to your E Series router when the following prompt appears:

Logging in.
host1>

= NOTE: At this point, you have access only to User Exec commands.

To connect through SSH, refer to your SSH client documentation.

Privileged-Level Access

You access the CLI Privileged Exec commands using the enable command.

Defining CLI Levels of Privilege

The CLI has the ability to map any command to one of 16 levels of command privilege
(0 to 15). When you access the Privileged Exec mode, you have access to those
commands that map to your access level or below. In other words, if you access the
Privileged Exec mode at access level 10 (the default), you have access to all commands
with an access level setting of 10 or lower.
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In general, command privileges fall within one of the following levels:
m  O—Allows you to execute the help, enable, disable, and exit commands

m [—Allows you to execute commands in User Exec mode plus commands at level
0

m  5—Allows you to execute Privileged Exec show commands plus the commands
atlevels 1 and 0

m  10—Allows you to execute all commands except support commands, which may
be provided by Juniper Networks Customer Service, or the privilege command
to assign privileges to commands

= 15—Allows you to execute support commands and assign privileges to commands

For information about how to set individual command levels, see “CLI Command
Privileges” on page 52.

Accessing the Privileged Exec Level

You can access the Privileged Exec commands using one of 16 levels of command
privilege. If you do not enter a privilege level and you are not accessing the router
through a RADIUS authentication account, the default CLI access level is 10.

To access the default Privileged Exec mode:

1. At the prompt, type enable and press Enter.

hostl>enable
Password:

NOTE: You will be prompted for a password only if your system has been configured
with one. Refer to the enable secret and enable password Global Configuration
commands described in “Managing the System” on page 245.

Accessing the CLI

2. Type your password and press Enter.

Password:* * ****<Fnter>
host1#

You can tell that you have access to Privileged Exec mode when the command
prompt changes from a > character to a # character.

m  Use to move from User Exec to Privileged Exec mode.

m  Privileged Exec mode allows you to access all other user interface modes. From
here you can configure, monitor, and manage all aspects of the router.

m  You can access the Privileged Exec commands using one of 16 levels of command
privilege. If you do not enter a privilege level and you are not accessing the router
through a RADIUS authentication account, the default CLI access level is 10.
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m  Seta password for this mode by using either the enable password or the enable
secret command in Global Configuration mode. This protects the system from
any unauthorized use.

m  Once a password is set, anyone trying to use Privileged Exec mode will be asked
to provide the password.

m  Example 1 (accessing Privileged Exec mode at the default level [10])

hostl1>enable
password; ¥ * **x *x * x
host1#

m  Example 2 (accessing Privileged Exec mode at the highest level [15]; a password
is not set for this example)

hostl1>enable 15
host1#

m There is no no version.

m See enable.

Moving from Privileged Exec to User Exec Mode

To move from the Privileged Exec mode to the User Exec mode, enter the disable
command. For example:

hostl1#disable
hostl1>

= NOTE: Using the exit command from either the Privileged Exec or User Exec mode
logs out of the CLI.

To move to a lower Privileged Exec mode, follow the disable command with an
access level value. For example:

hostl#show privilege
Privilege level is 10
hostl#disable 5
hostl#show privilege
Privilege level is 5

disable
m  Use to exit Privileged Exec mode and return to User Exec mode.

= Use to shift to a lower Privilege Exec mode level without returning to User
Exec mode. Specifying a privilege level after the disable command changes
the Privileged Exec mode to the lower level that you specify; you do not
return to User Exec mode.

= Example 1
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hostl#disable
hostl>

m Example 2

hostl#show privilege
Privilege level is 10
hostl1#disable 5
hostl#show privilege
Privilege level is 5

m There is no no version.

m See disable.

Logging Out

You can log out of the CLI from either the User Exec and Privileged Exec modes by
entering the exit command. For example:

host1>exit
logging out.

or

host1#exit
logging out.

CLI Command Privileges

You can change the privilege level of most commands by using the privilege
command that is available in Global Configuration mode. To use this command, you
must enable your CLI session to privilege level 15.

CLI Privilege Groups

You can change privilege group accessibility. Privilege groups are no longer required
to be hierarchical. You can modify the privilege group membership and define which
privilege group is a member of another privilege group.

A privilege group can contain commands and other privilege groups as members. A
group always has access to commands in its own privilege group and in privilege

group 0. By default, all groups have one member and a specific privilege group has
access to all commands in all privilege groups with a lower number than the specific

group.

A privilege group is reachable from another privilege group when it is a member of
that privilege group, or a member of a group that is a member of that privilege group
until a search of all member groups is exhausted. This can go through several
recursions as long as there are no circular dependencies.
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Privilege group 0 is not a member of any group and you cannot assign member
groups to it, but it is reachable from every privilege group.

Numbers in the range 0—15 identify the 16 privilege groups. Each of the 16 groups
can have a name or an alias. The default internal name is the privilege group number.
By default, the groups are hierarchical and each group, with the exception of groups
1 and 0, contains one group. When a group contains a group, the contained group
is a member of the original group: privilege group p has one member, privilege group
p-1. For example, privilege group 15 has member 14, privilege group 14 has member
13, and privilege group 2 has member 1.

For hierarchical groups, groups 0 through 14 are reachable from privilege group 15,
groups O through 13 are reachable from privilege group 14, groups 0O to 4 are
reachable from 5, and so forth. Hierarchical groups can also contain other privilege
groups. For example, group A is reachable from group B if group A is a member of
group B or is a member of a group that is a member of group B. If group X has
member Y and Y has member Z then Z is reachable from X.

You cannot configure circular dependencies. For example, you cannot configure a

circular dependency where group X has member Y, Y has member Z, Z has member
P, and X can reach Z and P. Group X cannot have member Z or P because Z and P

are reachable through Y.

Examples Using Privilege Group Membership

Example 1

Example 2

In each of the following examples, privilege groups are at the default setting, where
privilege group 0 is reachable from every privilege group, 15 contains 14, 14 contains
13, 13 contains 12, and so forth. The commands in each example change the privilege
group settings from the default.

hostl(config)#privilege-group membership clear 11
hostl(config)#privilege-group membership 15 add 10

In Example 1:
m  Privilege group 11 does not contain any privilege groups

m  Privilege group 15 contains group 10. Therefore, privilege group 10 and all groups
contained or reachable from privilege group 10 are now reachable from privilege
group 15.

m  Because privilege group 15 already contains privilege group 14, all groups with
the exception of privilege group 11 are reachable from privilege group 15.

m A command that is in privilege group 11 can only be executed by a user at
privilege 11. A user at any other privilege does not have access to privilege group
11 commands.

hostl(config)#privilege-group membership 14 remove 13

In Example 2:
m  Privilege group 14 does not contain any privilege groups.

m  Privilege group 15 contains two groups: 14 and 10. The privilege groups O, 1, 2,
4,5,6,7,8,9, 10, and 14 are reachable from privilege group 15.
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Example 3

Example 4

Example 5

Example 6

Example 7

A user at privilege 15 does not have access to commands in privilege groups 11,
12, or 13.

host1(config)#privilege-group membership clear 13
hostl(config)#privilege-group membership 13 add 10

In Example 3:

Commands are executed in the following sequence: 15 contains 14, 14 contains
13, 13 contains 12, and so forth,
Privilege group 13 contains one privilege group: privilege group 10.

The privilege groups 0, 1, 2, 3, 4, 5, 6,7, 8, 9, and 10 are reachable from privilege
group 13.

hostl(config)#privilege-group membership 12 remove 11
hostl(config)#privilege-group membership 12 add 5
hostl(config)#privilege-group membership 11 add 5

In Example 4:

Commands are executed in the following sequence: 15 contains 14, 14 contains
13, 13 contains 12, and so forth.

Privilege group 12 contains one privilege group: the privilege group 5.

Privilege group 11 contains one privilege group: the privilege group 5.

Privilege groups O, 1, 2, 3, 4, 5 are reachable from privilege groups 12 and 11.
host1(config)#privilege-group membership clear 9 8 7

host1(config)#privilege-group membership 7 add 1
host1(config)#privilege-group membership 8 add 14

In Example 5:

Privilege group 9 contains no privilege groups.
Privilege group 8 contains group 14.

Privilege group 7 contains group 1.

hostl(config)#privilege-group alias 13 LI
hostl(config)#privilege-group alias 10 dailyAdmin
hostl(config)#privilege-group alias 7 weekendAdmin
hostl(config)#privilege-group alias 6 dailyTroll
hostl(config)#privilege-group alias 5 basicUser
host1(config)#privilege-group alias 0 minUser
host1(config)#privilege-group alias 15 superUser

In Example 6, a number or name can specify the seven privilege groups 0, 5, 6, 7,
10, 13, and 15.

hostl(config)#privilege-group membership clear dailyAdmin
host1(config)#privilege-group membership dailyAdmin add dailyTroll
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Example 9

Example 10

Example 11

Example 12
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In Example 7, privilege group 10 alias dailyAdmin has one member: privilege group
6 alias dailyTroll.

hostl(config)#no privilege-group membership 9

Example 8 reverts one privilege group membership to its default setting. Prior to the
execution of this command, the following group memberships were in place:

group member reachable
8 12 12,0

9 - 0

10 9 9,0

11 10 10,9,0

12 11 11,10,9,0

Reverting privilege group 9 to its default gives it one member: privilege group 8. This
creates the circular dependency: 8 contains 12, 12 contains 11, 11 contains 10, 10
contains 9, and 9 contains 8.

host1(config)#no privilege-group membership
In Example 9, privilege group membership reverts to the default setting. All privilege
groups revert to hierarchical settings: 15 contains 14, 14 contains 13, 13 contains
12, and so forth. Privilege group O is reachable from every privilege group.

host1(config)#no privilege-group membership 7

In this example, one privilege group membership reverts to its default setting. Privilege
group 7 contains group 6.

host1(config)#no privilege-group alias

In Example 11, all alias settings are removed.

hostl#show privilege group

privilege privilege directly all

group group reachable reachable
alias groups groups *

0 minUser - --

1 - - 0

2 - 1 01

3 - 2 012

4 - 3 0123

5 basicUser 4 01234

6 dailyTroll 5 012345

7 weekendAdmin 1 01

8 - 14 0 14
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9 - - 0

10 dailyAdmin 6 0123456

11 - 5 012345

12 - 5 012345

13 L1 10 0123456 10

14 - - 0

15 superUser 10 14 0123456 10 14 15

*Privilege Group can reach itself

Example 12 shows privilege group overrides in effect.

hostl#show privilege group 15 superUser
The following groups are directly reachable:
14

dailyAdmin

The following groups are reachable:

1

14

2

3

4

basicUser

dailyAdmin

dailyTroll

minUser

In Example 13, groups 14 and dailyAdmin are directly reachable and groups 1, 14,
2, 3, 4, basicUser, dailyAdmin, dailyTroll, and minUser are reachable.

m  Use to change the privilege level of any command within a specified mode.

m  Example 1

hostl(config)#privilege exec level 12 terminal width

m  Example 2

hostl(config)#privilege exec all level 5 terminal

m  Use the all keyword to change the privilege level of groups of commands. For
more information, see “Setting Privilege Levels for Multiple Commands” on page
59.

m  Use the reset version to restore the default privilege level for the command,
issuing this command results in the show configuration command not showing
the default privilege setting for the command.

m  Use the no version to restore the default privilege level for the command; issuing
this command results in the show configuration command showing the default
privilege level of the command in its output.
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€~ NOTE: You must access the CLI at privilege level 15 to view or use this command.

privilege
privilege-group alias
m  Use to give the privilege group name alias to the privilege group.

m  Example

host1(config-if)#privilege-group alias

m  Use the no version to remove the privilege group alias.

m  See privilege-group alias.

privilege-group membership

m  Use to add the member group to or remove the member group from the privilege
group.

= Example

host1(config-if)#privilege-group membership

m  Use the no version to restore one or all privilege groups to the default settings.
When all privilege groups are reset to the default settings, the privilege group
membership is hierarchical.

m  See privilege-group membership.

privilege-group membership clear

m  Use to clear a privilege group or all members from a privilege group.

m  Example
host1(config-if)#privilege-group membership clear

m There is no no version.

m  See privilege-group membership clear.

CLI Command Exceptions

Changing command privilege levels can be a powerful security tool. However,
changing the command privilege for some commands could render the CLI unusable
and require you to reboot the router. To eliminate this possibility, the CLI does not
allow you to remap the following commands:

m disable
m enable
m  exit
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=  help

m  privilege

m  support
CLI Keyword Mapping

You cannot change the privilege level of keywords that are separated from the
command string by a parameter in the command sequence. In other words, once
the privilege algorithm reaches a parameter, the privilege algorithm that maps the
commands to the desired privilege level stops and allows any keyword options that
may follow in the command sequence. The algorithm then waits for a carriage return
before looking at the next command sequence.

For example, you can change the command privilege level for the telnet command.
However, because the telnet command is immediately followed by a variable (that
is, a hostname or IP address) and not a keyword, you cannot change the privilege
level for any keywords that follow the command.

hostl#telnet ?
HOSTNAME or A.B.C.D The ip address of the remote system

hostl#telnet router2 ?

<0 - 65535> The port on which to send the request
bgp Border Gateway Protocol (179)

chargen Character generator (19)

cmd Remote commands (rcmd, 514)

Setting Privileges for Ambiguous Commands

58 =

The privilege command allows you to set command privilege levels for parts of
commands that the CLI would normally consider ambiguous. In other words, you
can set privilege levels by specifying letters that represent only the beginning part
of a command or group of commands (even the first letter of a command or group
of commands).

The following example sets the privilege level to 12 for any Exec mode (user or
privileged) command that start with the letter “ t” :

hostl(config)#privilege exec level 12 t
The list of affected commands includes telnet, terminal, test, and traceroute.

The following example changes all the above commands, with the exception of the
traceroute command, to level 15:

hostl(config)#privilege exec level 15 te

The following example changes all commands that start with the letters “ te” (for
example, telnet, terminal, and test) and any second keyword that starts with the
letter “ i” and follows a command that starts with the letters “ te” (for example, the
keyword “ ip” in the command test ip) to level 1:
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hostl(config)#privilege exec level 1 te i

When you enter an ambiguous command and an exact match of the command is
found, partial matches are ignored and are not modified.

For example, the traffic-class and traffic-class-group commands are available in
Global Configuration mode. If you issue the privilege configure level 5 traffic-class
command, an exact match is made to traffic-class, and traffic-class-group is not
modified.

If you want to set the privilege level for both traffic-class and traffic-class-group
and you do not want the exact match to be made to traffic-class, issue a partial
command such as traffic-c. The privilege level of all commands that begin with
traffic-c is modified.

Setting Privilege Levels for no or default Versions

The privilege command allows you to set command privilege levels for no and
default versions of commands. However, setting the privilege level for either the no
or default versions of a command does not set the privilege level of the affirmative
version of the command. This means that you can have the no or default version
of a command at a different privilege level than its affirmative version

= NOTE: You can set the no or default command to a separate privilege level without
specifying any other command to follow. This would force all commands that have
a no or default version to function only for that privilege level and higher.

For example, if you issue the privilege exec level 10 no command, all no versions
in the Privileged Exec mode are available to users at level 10 and higher.

Setting Privilege Levels for Multiple Commands

The all keyword is a wildcard parameter that enables you to set privilege levels for
multiple commands rather than setting them individually.

Setting Privilege Levels for All Commands in a Mode

You can set the privilege level for all commands within a specified mode. This setting
includes all commands in modes that you can access from a specified mode.

If the command specified in the privilege command changes the configuration mode,
all commands in the configuration will also be set to the specified privilege level. For
more information about accessing modes, see “Accessing Command Modes” on
page 70.

For example, issuing the configure command in Privileged Exec mode changes the
configuration mode to Global Configuration. If you issue the privilege exec all level
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5 configure command, all commands in Global Configuration mode become
accessible to users who have CLI privileges at level 5 and higher. For more information
about user privilege levels, see “Privileged-Level Access” on page 49.

Setting Privilege Levels for a Group of Commands

You can set the privilege level for a group of commands by using the beginning
keyword in a command.

For example, if you issue the privilege configure all level 5 snmp command, all
commands in Global Configuration mode that begin with snmp become accessible
to users who have CLI privileges at level 5 and higher.

Using the Order of Precedence

The effectiveness of a privilege level that is set with the all keyword depends on its
precedence level in the CLI. A privilege level is considered to be in effect only if a
privilege level that is configured at a higher precedence level does not override it.

The CLI uses the following order of precedence:

1. Privilege level set for all commands within a mode, including modes that are
accessed from another mode; for example, Global Configuration mode

2. Privilege level set for all commands that begin with the same keyword,; for
example, snmp commands

3. Privilege level set for individual commands; for example, snmp-server
community

NOTE: This order of precedence does not apply to privilege levels that are set without
the all keyword.

In the following example, the privilege level of the snmp-server community command
is set to level 11, the privilege level for all commands that begin with snmp is set to
level 10, and the privilege level for all commands in Global Configuration mode is
set to level 5.

hostl(config)#privilege configure level 11 snmp-server community
hostl(config)#privilege configure all level 10 snmp
hostl(config)#privilege exec all level 5 configure

The following show configuration output displays the privilege levels set above. The
privilege levels for the snmp-server community command and the snmp-server
group of commands are still present in the output. However, the privilege level of
Global Configuration mode takes precedence, and the privilege levels of the other
commands are rendered ineffective. Users can access all snmp commands at level
5 or higher.

hostl#show config category management cli command-privileges
privilege configure level 11 snmp-server community
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privilege configure all level 10 snmp-server
privilege exec all level 5 configure

Superseding Privilege Levels with the all Keyword

Issuing the all keyword supersedes privilege levels that were previously set without
the all keyword.

In the following example, the snmp-server-community command is set to level 7,
and the snmp keyword is set to level 6. The privilege level of the snmp keyword
does not override the snmp-server community setting, because both of these
commands are set without the all keyword.

host1(config)#privilege configure level 7 snmp-server community
hostl(config)#privilege configure level 6 snmp

All snmp commands are then changed to level 5 with the all keyword.

hostl(config)#privilege configure all level 5 snmp

The show configuration output displays all snmp commands at level 5, superseding
the existing level 6 setting. The snmp-server community command is still present
in the show configuration output, but it is ineffective.

hostl#show config category management cli command-privileges
privilege configure level 7 snmp-server community
privilege configure all level 5 snmp-server

Removing the all Keyword

Using the no version or reset version removes the all keyword and restores default
privilege levels.

If the privilege setting of the mode or command for which you are restoring default
privilege levels takes precedence over any ineffective privilege settings, those settings
will automatically take effect according to the order of precedence (see “Using the
Order of Precedence” on page 60 ).

The difference between the no version and the reset version is that the reset version
removes the configuration from the show configuration output. This is useful when
you want to remove a configuration that has been overridden and rendered ineffective
by a privilege level that takes precedence.

Setting Default Line Privilege
The factory default privilege level for the console line and all vty lines is 1. However,
you can use the privilege level command in Line Configuration mode to set the

default login privilege for the console line or any number of vty lines.

To change the default privilege level:

1. Access line configuration mode on the router for the console.
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host1(config)#line console 0O
hostl(config-line)#

or on one or more vty lines

hostl(config)#line vty 0 12
host1(config-line)#

= NOTE: The latter command configures vty lines 0 to 12.

2. Specify a starting privilege level for the line or lines.

hostl(config-line)#privilege level 5

The default privilege level for the specified line (or lines) changes. The new values
take effect immediately for any new users. If using the console line, you must
exit out of the CLI and reestablish a connection before the default takes effect.

If you are validating through RADIUS or TACACS + and the server specifies an
enable level, that enable level takes precedence over the line privilege level.

privilege level

m  Use to change the default privilege level of the console line or one or more vty
lines.

m  Example

hostl(config-line)#privilege level 5

m  Use the no or default version to restore the default privilege level for the
command.

=" NOTE: You must access the CLI at privilege level 15 to view or use this command.

m  See privilege level.

Viewing CLI Privilege Information

You can view CLI privilege information for yourself (the current user), all connected
users on the router, or for any modified CLI commands.

Viewing the Current User Privilege Level

Use the show privilege command to view your current privilege level.

show privilege
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m  Use to view your current privilege level.

m  Example

hostl#show privilege
Privilege level is 10

m There is no no version.

m  See show privilege.

Viewing Privilege Levels for All Connected Users

Use the show users detail command to view the privilege levels for all users currently
connected to the router. See “Monitoring the FTP Server” on page 302 for information
about the show users detail command.

Viewing Privilege Levels for Changed CLI Commands

Use the show configuration command to view the changed privilege levels for any
modified CLI commands. See “Saving the Current Configuration” on page 267 for
information about the show configuration command.

NOTE: The show configuration command output displays output specific to the
session access level. For example, if the session is enabled at level 5, issuing the
show configuration command displays only output for commands at level 5 and
below.

show privilege group

m  Use to view the privilege groups.

m  Example

hostl(config-if)#show privilege group superUser
The following groups are directly reachable:

14

dailyAdmin

The following groups are reachable:
1

14

2

3

4

basicUser

dailyAdmin

dailyTroll

minUser

m There is no no version.

m  See show privilege group.
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Using Help

The system CLI provides a variety of useful context-sensitive help features. An
important thing to remember about using the help features is that the use of a space
or the lack of a space before the ? gives different results. Table 6 on page 64 describes
the help system.

Table 6: Help Commands

Command Description
? Lists all keywords applicable to the current command mode
help Displays a brief description of the help system

(available in all command modes)

partial-keyword? Lists the keywords that begin with a certain character string

partial-keyword < Tab>  Completes the partial keyword you entered, if you have provided an
unambiguous abbreviation

command < Space>?  Lists the set of all valid next available choices

Commands listed in the left column of Table 6 on page 64 are further described with
examples in the following sections.

? (Question Mark Key)

You can use the question mark (?) key whenever you need additional information.
When you enter ?, all available choices are displayed. The CLI then redisplays the
command you typed. The following examples show different ways you can use the
? Key.

When you use ? on a line by itself or when it is preceded by one or more spaces, a
list of all next available choices is displayed.

Example 1  hosti(config)#?

aaa Configure authentication, authorization, and
accounting characteristics

access-list Configure an access list entry

arp Configure a static ARP entry

bandwidth Configure slot-group bandwidth control

banner Define a banner line

baseline Configure baseline operations

boot Configure boot time behavior

bulkstats Configure bulkstats parameters

classifier-list Configure a classifier list entry

clns Configure CLNS characteristics

clock Set the system®"s clock

confirmations Configure confirmation mode

controller Configure controller parameters

crypto Configure cryptographic parameters

default Set a command to its default(s)
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disable-autosync

disable-switch-on-error

do

enable

end
exception
exclude-subsystem
exit
ftp-server
help

host
hostname
interface
ip

12tp
license
line

log

macro
map-list
memory
mpls

no

ntp
policy-list
pppoe
profile
radius
rate-limit-profile
redundancy
route-map
router

rtr

run
service
set

sleep

slot

snmp-server

sscc

telnet

timing
traffic-shape-profile
virtual-router

hostl(config)#ip ?
address-pool

as-path
bgp-community
community-list
debounce-time

dhcp-1local
dhcp-server
domain-lookup
domain-name

Chapter 2: Command-Line Interface

Disable automatic synchronization of redundant
system controller file system

Disable automatic switch to redundant system
controller upon software/hardware error

Run an exec mode command (alias command run)
Configure security related options

Exit Global Configuration mode

Configure core dump

Exclude copying a subsystem from the release
Exit from the current command mode

Configure FTP Server characteristics
Describe the interactive help system
Add/modify an entry to the host table

Set the host (system) name

Enter Interface Configuration mode

Configure IP characteristics

Configure L2TP parameters

Configure licenses

Enter Line Configuration mode

Configure logging settings

Run a CLI macro

Create an NBMA static map

Configure and administer memory operations
Configure MPLS global parameters

Negate a command or set its default(s)
Configure the Network Time Protocol

Enter Policy Configuration mode

Configure PPPoOE

Specify a profile

Configure RADIUS server

Enter rate limit profile configuration mode
Perform a redundancy configuration

Configure a route map

Configure a routing protocol

Configure rtr parameters

Run an exec mode command (alias command do)
Configure system-level services

Configure

Make the Command Interface pause for a specified
duration

Configure and administer slot operation
Configure SNMP parameters

The SSC Client telnet

telnet daemon configuration

Configure network timing

Enter traffic shape profile configuration mode
Specify a virtual router

Configure address pool for PPP Broadband RAS
clients

Configure a path filter for AS-Paths in BGP
Format for BGP community

Configure an entry in a community list

Specify the minimum amount of time that an event
needs to be in same state before being reported
The DHCP Local Server protocol

DHCP Server for Proxy Client

Enable DNS lookup

Specify local Domain name
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dvmrp
dynamic-interface-prefix

explicit-path
extcommunity-list
ftp

http

local
multicast-routing
name-server

pim

prefix-list
prefix-tree

route

router-id
rpf-route
source-route

ssh

ttl

tunnel

vpn-id

vrf
hostl(config)#ip

Example 3

configure dvmrp paramaters

Specify name prefix for dynamic Ip shared
interfaces

Configure an explicit path

The extended community list

Configure FTP characteristics

Configure http server

Local IP address assignment

Enable 1P multicast forwarding

Configure DNS server

Configure PIM Protocol

Configure a prefix list entry

Configure a prefix tree entry

Define a static IP route

Configure the router-id to be used

Define a static IP route for mcast RPF check
Configure source-routing capabilities
Configure SSH characteristics

Configure the default value to be used by IP for
Time-To-Live

Configure tunnel parameter

Configure the VPN ID associated with this router
Specify a VRF

hostl(config)#ip community-list ?

<1 - 99> The community list

hostl(config)#ip community-list

When you want to see a list of commands that begin with a particular set of

characters, type a question mark ( ? ) immediately after the last letter. Do not use a

space between the partial keyword and the ? key. For example:

hostl#sh?
show shutdown
hostl#sh

NOTE: If you want to use the ? character as part of a string, such as a hostname or

a regular expression, you must enter the following key sequence: Ctrl+v +?.

Otherwise, the CLI considers the ? to be a request for assistance in completing the

command.

help Command

Use the help command when you want to see a brief description of the
context-sensitive help system.

host1>help

Use the help options as follows:

?, or command<Space>? - Lists the set of all valid next keywords or arguments
partial-keyword? - Lists the keywords that begin with a certain character
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string
partial-keyword<Tab> - Completes the partial keyword
host1>

Partial-keyword <Tab>

When you cannot recall a complete command name or keyword, type in the first
few letters, press Tab, and the system completes your partial entry. You must type
enough characters to provide a unique abbreviation. If you type a few letters, press
Tab, and your terminal beeps, then you have not typed enough characters to be
unambiguous.

hostl(config)#int<Tab>
hostl(config)#interface

Using Command-Line Editing

This section provides information about the command-line editor.

Basic Editing

Here are a few basic command-line editing notes:

m  Case—Keywords are not case sensitive; that is, they can be entered in uppercase,
lowercase, or a mix of both. Filenames may be case sensitive. Local filenames
are case sensitive; remote filenames are case sensitive if the host system treats
filenames as case sensitive. Passwords are case sensitive.

m  Abbreviating keywords—You may abbreviate keywords using as few characters
as you want, as long as the characters provide a unique abbreviation.

m  Executing a command—Always use the Enter key.

Command-Line Editing Keys
You can use several keys to edit the command line. Table 7 on page 67 defines the
keys for editing the command line. Arrow keys functions only on ANSI-compatible

terminals, such as VT100s.

Table 7: Command-Line Editing Keys

Key(s) Function

Delete or Backspace =~ Removes characters to left of cursor

Left Arrow Moves cursor one character to left

Right Arrow Moves cursor one character to right

Ctrl+a Moves cursor to beginning of command line
Ctrl+b Moves cursor back one character
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Table 7: Command-Line Editing Keys (continued)

Key(s) Function

Ctrl+d Deletes character at cursor

Ctrl+e Moves cursor to end of command line

Ctrl+f Moves cursor forward one character

Ctrl+h Deletes character to left of cursor

Ctrl+k Deletes all characters from cursor to end of command line

Ctrl+1 Redisplays system prompt and command line

Ctrl+o0 Toggles overwrite/insert mode

Ctrl+q Resumes a Telnet or console session; use if the Telnet or console session

appears frozen or unresponsive

Ctrl+s Suspends a Telnet or console session

Ctrl+t Transposes character to left of cursor with character located at cursor

Ctrl+u Deletes entire command line

Ctrl+v Allows the “ ?” character to be used as a character instead of as a request
for help

Ctrl+w Deletes the previous word

Ctrl + x In all modes, reboots the system. This feature is useful if a command is

taking a prolonged time to complete and hangs the console. The command
has no effect if you access the system through Telnet.

Set the boot option flag by using the service ctrl-x-reboot command
from Global Configuration mode.

Ctrl+y Recalls most recent entry from delete buffer; recalled characters overwrite
or are inserted in current line depending on overwrite/insert toggle

Ctrl+z In all modes except User Exec mode, executes any command typed
immediately before the command sequence and then changes the mode
to Privileged Exec mode. In User Exec mode, only executes any command
typed immediately before the command sequence.

Esc+b Moves cursor back one word
Esc + Backspace Deletes previous word

Esc+d Deletes current or next word
Esc+f Moves cursor forward one word
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Command History Keys

Pagination Keys

The CLI maintains two separate command histories. The first command history
maintains only Exec mode commands. The second history maintains all commands
entered in any of the configuration modes. The appropriate history will automatically
be restored as you transition between Global Configuration mode and Exec mode.

Table 8 on page 69 defines the keys related to command history. Arrow keys functions
only on ANSI-compatible terminals, such as VT100s.

Table 8: Command History Keys

Key Function

Up Arrow or Ctrl+p  Recalls commands in history buffer, starting with most recent command.
Repeat key sequence to recall successively older commands.

Down Arrow or Returns to more recent commands in history buffer after recalling
Ctrl+n commands with Up Arrow or Ctrl + p. Repeat key sequence to recall
successively more recent commands.

Ctrl+r Begin a reverse search for a previously entered string in the history buffer
by providing a character string when prompted. Enter Ctrl + r to continue
searching. Ctrl + h or Del deletes the last character in the string and starts
a search on the new string.

If the system needs to display more text than you can fit on the screen, the output
pauses and the --More-- prompt appears. Table 9 on page 69 defines the pagination
keys that you can use when the --More-- prompt appears. For more information, see
“The - -More- - Prompt” on page 43.

Table 9: Pagination Keys

Key Function

Enter Scrolls down one more line

Spacebar Displays one more screen

+ Displays all output lines that contain the text string

- Displays all output lines that do not contain the text string

/ Displays all output lines starting at the first line that contains the text string

Any other key Aborts output and returns you to command prompt

Using Command-Line Editng ® 69



JUNOSe 10.2.x System Basics Configuration Guide

Accessing Command Modes

Table 10: Command Mode Overview

Table 10 on page 70 describes the command modes available in the CLI.

Mode Name

Use of Mode

Access to Mode

Exit from Mode

AAA Profile
Configuration

Configure new AAA
profiles.

m  From Global
Configuration mode,
use aaa-profile
command.

m  Prompt:

hostl(config-aaa-profile)#

Use the exit command to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

Address Family
Configuration

Configure BGP or RIP
address family
parameters.

m  From Global
Configuration mode,
use router bgp or
router rip to enter
Router Configuration
mode. From Router
Configuration, use the
address-family
command.

m  Prompt:

hostl(config-router-af)#

Use the exit command twice to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

ATM VC Class
Configuration

Configure a class of
attributes for an ATM
data PVC.

m  From Global
Configuration mode,
use the vc-class atm
command, and specify
the name of the VC
class.

m  Prompt:

hostl(config-vc-class)#

Use the exit command to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

ATM VC Configuration

Configure individual
attributes for an ATM
data PVC.

m  From Global
Configuration mode,
use the interface
command to enter
Subinterface
Configuration mode.
From Subinterface
Configuration mode,
use the pvc command.

m  Prompt:

hostl(config-subif-atm-vc)#

Use the exit command twice to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.
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Table 10: Command Mode Overview (continued)

Mode Name Use of Mode Access to Mode Exit from Mode

Classifier Group Configure classifier m  To create a classifier m  Use the exit command twice to

Configuration groups with policy group, from Policy List return to Global Configuration
rules used for policy Configuration mode use mode.
lists. the classifier-group m  Press Ctrl+z to return to Exec

command and identify mode.
the CLACL and
precedence.
m  Prompt:
hostl(config-policy-list-
classifier-group)#

Color Mark Profile Configure packet color m  From Rate Limit Profile m  Use the exit command once to

Configuration after exit from Configuration Mode, return to Global Configuration
rate-limit hierarchy. use the mode.

color-mark-profile m  Press Ctrl +z to return to Exec
command and identify mode.
the interface type (IP,
[Pv6, MPLS).
m  Prompt:
hostl(config-color-mark-
profile)#
Control Plane Configure SRP module m  From Global m  Use the exit command once to
Configuration policing. Configuration Mode, return to Global Configuration
use the control-plane mode.
command. m  Press Cirl +z to return to Exec
m  Prompt: mode.
hostd (config-control-plane)#

Controller Configuration Configure physix’cal m  From Global m  Use the exit command once to
interfaces (for Configuration mode, return to Global Configuration
example, T3). use the controller mode.

command. m  Press Ctrl +z to return to Exec
m  Prompt: mode.
hostl(config-control I)#
DHCP Configure DHCP local ~m  From Global m  Use the exit command once to
Local Pool Configuration pools. Configuration mode, return to Global Configuration
use the ip dhcp-local mode.
pool command. m  Press Ctrl+z to return to Exec

m  Prompt:

hostl(config-dhcp-local)#

mode.
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Table 10: Command Mode Overview (continued)

Mode Name

Use of Mode

Access to Mode

Exit from Mode

Domain Map
Configuration

Configure domain
maps.

m  From Global
Configuration mode,
use the aaa
domain-map
command.

m  Prompt:

hostl(config-domain-map)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

Domain Map m  Configure tunnel m  From Domain-Map Use the exit command twice to
Tunnel Configuration parameters. Configuration mode, return to Global Configuration
use the tunnel mode.
command. Press Ctrl+z to return to Exec
m  Prompt: mode.
hostl(config-domain-m
ap-tunnel)#
DoS Protection Group m  Configure parameters m  From Global Use the exit command once to
Configuration for DoS protection Configuration Mode, return to Global Configuration
groups. use the mode.
dos-protection-group Press Ctrl+z to return to Exec
command. mode.
m  Prompt:
hostl(config-dos-group)#
Drop Profile m  Configure drop m  From Global Use the exit command once to
Configuration profiles. Configuration mode, return to Global Configuration
use the drop-profile mode.
command. Press Ctrl +z to return to Exec
m  Prompt: mode.
hostl(config-drop-profile)#
Explicit Path m  Configure MPLS m  From Global Use the exit command to

Configuration

explicit path
parameters.

Configuration mode,
specify the mpls
explicit-path name
command.

m  Prompt:

hostl(config-expl-path)#

return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.
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Mode Name

Use of Mode

Access to Mode

Exit from Mode

Flow Cache
Configuration

Configure parameters
for the aggregation
cache.

m  From Global
Configuration Mode,
use the ip
flow-aggregation cache
command.

m  Prompt:

hostl(config-flow-cache)#

m  Use the exit command once to
return to Global Configuration
mode.

] Press Ctrl + z to return to Exec
mode.

Global Configuration m  Enable a feature or m  From Privileged Exec m  Use the exit command, or press

function. mode, use the Ctrl + z to return to Exec mode.
m  Disable a feature or configure command. g yse the interface command to

function. m  Prompt: enter Interface Configuration
m  Configure a feature or mode.

function. hostl(config)#

Interface Configuration ~ m  Create an interface. m  From Global m  Use the exit command once to
Modify the operation Configuration mode, return to Global Configuration
of an interface. such as use the interface mode.
bandwidth or clock command and identify g press Ctrl+z to return to Exec
rate. the interface by mode.

slot/port.
m  Prompt:
hostl(config-if)#

IP NAT Pool m  Createa NAT poolwith m  From Global m  Use the exit command once to

Configuration a multiple, Configuration mode, return to Global Configuration
discontinuous range. use the ip nat pool mode.

command and specify g press Cirl +z to return to Exec
only a prefix length mode.
value.
m  Prompt:
hostl(config-ipnat-pool)#
IP PIM Data MDT m  Create and activate m  From Global m  Use the exit command once to

Configuration

data multicast
distribution trees
(MDTs)

Configuration mode,
use the ip pim

data-mdt command
and specify a name.

m  Prompt:

hostl(config-ip-pim-
data-mdt)#

return to Global Configuration
mode.

[ ] Press Ctrl + z to return to Exec
mode.
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Table 10: Command Mode Overview (continued)

Mode Name

Use of Mode

Access to Mode

Exit from Mode

IP Service Profile
Configuration

Create a service profile
to use in route maps
for subscriber
management and to
authenticate
subscribers with
RADIUS.

From Global
Configuration mode,
use the ip
service-profile
command and specify
a service profile name
with up to 32 ASCII
characters.

Prompt:

hostl(config-service-
profile)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

[PSec CA Identity
Configuration

Create an IPSec
identity used in online
certificate requests and
during negotiations
with IKE peers.

From the Global
Configuration mode,
use the ipsec ca
identity command.

Prompt:

hostl(config-ca-identity)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

[PSec Identity
Configuration

Create an IPSec
identity used in offline
certificate requests and
during negotiations
with IKE peers.

From the Global
Configuration mode,
use the ipsec identity
command.

Prompt:

hostl(config-ipsec-
identity)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

[PSec IKE Policy
Configuration

Define an IKE policy.

From the Global
Configuration mode,
use the ipsec
ike-policy-rule
command.

Prompt:

hostl(config-ike-policy)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

[PSec Manual Key
Configuration

Enter manual keys.

From Global
Configuration mode,
use the ipsec key
manual pre-share
command.

Prompt:

hostl(config-manual-key)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.
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Mode Name

Use of Mode

Access to Mode

Exit from Mode

IPSec Peer Public Key
Configuration

Enter an ISAKMP/IKE
public key that a
remote peer uses for
RSA authentication
without the need for a
digital certificate.

m  From Global
Configuration mode,
use the ipsec key
pubkey-chain rsa
command.

m  Prompt:

hostl(config-peer-
public-key)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

IPSec Transport Profile
Configuration

Configure a profile for
L2TP over IPSec.

m  From Global
Configuration mode,
use the ipsec transport
profile command.

m  Prompt:

hostd(config-ipsec-transport-
profile)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

IPSec Tunnel Profile
Configuration

Configure a profile for
[PSec tunnels.

m  From Global
Configuration mode,
use the ipsec tunnel
profile command.

m  Prompt:

hostl(config-ipsec-tunnel-
profile)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

IP Tunnel Destination
Profile Configuration

Create a profile for
dynamic GRE or
DVMRP tunnels

m  From Global
Configuration mode,
use the gre destination
profile command or the
dvmrp destination
profile command and
specify a destination
profile name.

m  Prompt:

hostl(config-dest-profile)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.
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Table 10: Command Mode Overview (continued)

Mode Name

Use of Mode

Access to Mode

Exit from Mode

IPv6 Local Pool
Configuration

Configure 1Pv6 local
address pools.

m  From Global
Configuration mode,
use the ipvé local-pool
command and specify
the name of the IPv6
local address pool.

m  Prompt:

hostl(config-ipv6-local)#

m  Use the exit command once to
return to Global Configuration
mode.

] Press Ctrl + z to return to Exec
mode.

L2 Transport m  Configure Martinilayer m  From Global m  Use the exit command once to
Load-Balancing-Circuit 2 transport circuit Configuration mode, return to Global Configuration
Configuration associated with specify the mpls mode.
load-balancing group. [2transport m  Press Ctrl+z to return to Exec
load-balancing-group mode.
command.
m  Prompt:
hostl(config-12transp
ort-load-balancing-ci
rcuit)#
L2TP Destination Profile m  Define the location of m  From Global m  Use the exit command once to
Configuration an LAC. Configuration mode, return to Global Configuration
use the 12tp mode.
destination profile m  Press Ctrl+z to return to Exec
command. mode.
m  Prompt:
hostl(config-12tp-dest-
profile)#
L2TP Destination Profile m  Configure host profile ~ m  From L2TP Destination m  Use the exit command twice to

Host Configuration

attributes.

Profile Configuration
mode, use theremote
host command.

m  Prompt:

hostl(config-12tp-dest-
profile-host)#

return to Global Configuration
mode.

] Press Ctrl + z to return to Exec

mode.
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Mode Name Use of Mode Access to Mode Exit from Mode
L2TP Tunnel Switch m  Configure the L2TP m  From Global m  Use the exit command once to
Profile Configuration tunnel switching Configuration mode, return to Global Configuration
behavior for interfaces use the 12tp mode.
to which this profile is switch-profile m  Press Ctrl + z to return to Exec
assigned. command, and specify mode.
the name of the L2TP
tunnel switch profile.
m  Prompt:
hostl(config-12tp-tun
nel-switch-profile)#
Layer 2 Control m  Configure ANCP (L2C) =  From Global m  Use the exit command once to
Configuration parameters. Configuration mode, return to Global Configuration
use the 12¢ command. mode.
m  Prompt: m  Press Ctrl +z to return to Exec
mode.
hostl(config-12c)#
Layer 2 Control Neighbor m  Configure ANCP (L2C) m  From Layer 2 m  Use the exit command twice to
Configuration neighbor parameters. Configuration mode, return to Global Configuration
use the neighbor mode.
command. m  Press Ctrl+z to return to Exec
m  Prompt: mode.
hostl(config-12c-
neighbor)#
LDP Configuration m  Configure MPLS LDP m  From Global m  Use the exit command once to
profile parameters. Configuration mode, return to Global Configuration
specify the mpls Idp mode.
profile command. m  Press Ctrl +z to return to Exec
m  Prompt: mode.
hostl(config-ldp)#
Line Configuration m  Modify a virtual m  From Global m  Use the exit command once to
terminal line. Configuration mode, return to Global Configuration
use the line command. mode.
m  Prompt: m  Press Ctrl +z to return to Exec

hostl(config-line)#

mode.

Accessing Command Modes W 77



JUNOSe 10.2.x System Basics Configuration Guide

Table 10: Command Mode Overview (continued)

Mode Name

Use of Mode

Access to Mode

Exit from Mode

Local IPSec Transport
Profile Configuration

Configure preshared
IKE keys for L2ZTP over
IPSec profiles.

m  From the IPSec
Transport Profile
Configuration mode,
use the local ip
address command.

m  Prompt:

hostl(config-ipsec-transport-
profile-local)#

Use the exit command twice to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

Local User Configuration

Configure user
parameters in local
user databases.

m  From Global
Configuration mode,
specify the aaa local
username or the aaa
local database
command.

m  Prompt:

hostl(config-local-user)#

Use the exit command to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

Map Class Configuration

Specify fragmentation
for a map class.

m  From Global
Configuration mode,
specify the map-class
frame-relay command.

m  Prompt:

hostl(config-map-class)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

Map List Configuration

Configure map list
parameters.

m  From Global
Configuration mode,
use the map-list
command.

m  Prompt:

hostl(config-map-list)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

Parent Group
Configuration

Configure an external
parent group.

m  From Global
Configuration mode,
use the parent-group
command.

m  Prompt:

hostl(config-parent-group)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.
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Chapter 2: Command-Line Interface

Mode Name Use of Mode

Access to Mode

Exit from Mode

Policy List Configuration m  Configure policy lists.

m  To create a policy list,
from Global
Configuration mode use
the policy-list
command and identify
the type of policy list.

m  Prompt:

hostl(config-policy-list)#

m  Use the exit command once to
return to Global Configuration
mode.

] Press Ctrl + z to return to Exec
mode.

Policy List Parent Group m
Configuration

Configure an internal
parent group in a
hierarchy.

m  From Global
Configuration Mode,
use the policy-list
command to create or
access a policy list.
From Policy List
Configuration Mode,
use the parent-group
command.

m  Prompt:

hostl(config-policy-1
ist-parent-group)#

m  Use the exit command twice to
return to Global Configuration
mode.

[ ] Press Ctrl + z to return to Exec
mode.

Policy Parameter ]
Configuration

Configure a policy
parameter.

m  From Global
Configuration mode,

use the
policy-parameter
command.
m  Prompt:
hostd(corfig-policy-paraneter)#

m  Use the exit command once to
return to Global Configuration
mode.

[ Press Ctrl + z to return to Exec
mode.

PPPOE Service Name | |
Table Configuration

Configure services for
a PPPOE service name
table.

m  From Global
Configuration mode,
use the
pppoe-service-name-table
command, and specify
the alphanumeric name
of the PPPOE service
name table.

m  Prompt:

host1(config-pppoe-service-
name-table)#

m  Use the exit command once to
return to Global Configuration
mode.

m  Press Ctrl +z to return to Exec
mode.
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Table 10: Command Mode Overview (continued)

Mode Name Use of Mode Access to Mode Exit from Mode
Privileged Exec m  Show system m  From User Exec mode, m  Use the disable command to
information. use the enable return to User Exec mode.
m  Set operating command. m  Use the exit command to log
parameters. m  Prompt: out of the CLI.
m  Access Global m  Use the configure command to
Configuration mode. hostil# enter Global Configuration
mode.

Profile Configuration m  Configure profiles. m  From Global m  Use the exit command once to
Configuration mode, return to Global Configuration
use the profile mode.
command. m  Press Ctrl +z to return to Exec

m  Prompt: mode.
hostl(config-profile)#

QoS Interface Set m  Configure QoS m  From Global m  Use the exit command once to

Configuration interface sets. Configuration mode, return to Global Configuration
use the mode.
qos-interface-set m  Press Ctrl +z to return to Exec
command. mode.

m  Prompt:
hostl(config-qos-
interface-set)#

QoS Interface Superet m  Configure QoS m  From Global m  Use the exit command once to

Configuration interface supersets. Configuration mode, return to Global Configuration
use the mode.
qos-interface-superset g pregs Cirl + 7 to return to Exec
command. mode.

m  Prompt:
hostl(config-qos-
interface-superet)#
QoS Parameter m  Configure QoS m  From Global m  Use the exit command once to

Definition Configuration

parameter definitions.

Configuration mode,
use the
qos-parameter-define
command.

m  Prompt:

hostl(config-qos-
parameter-define)#

return to Global Configuration
mode.

[ Press Ctrl + z to return to Exec
mode.
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Chapter 2: Command-Line Interface

Mode Name

Use of Mode

Access to Mode

Exit from Mode

QoS Profile
Configuration

Configure QoS profiles.

m  From Global
Configuration mode,
use the qos-profile
command.

m  Prompt:

hostl(config-qos-profile)#

m  Use the exit command once to
return to Global Configuration
mode.

[ Press Ctrl + z to return to Exec
mode.

QoS Shared Shaper
Control Configuration

Configure variables
within the simple
shared shaper
algorithm.

m  From Global
Configuration mode,
use the
qos-shared-shaper-control
command.

m  Prompt:

hostl(config-qos-shar
ed-shaper-control)#

m  Use the exit command once to
return to Global Configuration
mode.

| ] Press Ctrl + z to return to Exec
mode.

Queue Profile
Configuration

Configure queue
profiles.

m  From Global
Configuration mode,
use the queue-profile
command.

m  Prompt:

hostl(config-queue)#

m  Use the exit command once to
return to Global Configuration
mode.

[ Press Ctrl + z to return to Exec
mode.

RADIUS Configuration

Configure Broadband
Remote Access Server
(B-RAS) parameters.

n From Global
Configuration mode,
use the radius server
command.

m  Prompt:

hostl(config-radius)#

[ | Use the exit command once to
return to Global Configuration
mode.

] Press Ctrl + z to return to Exec
mode.

RADIUS Relay
Configuration

Configure RADIUS
relay server
parameters.

m  From Global
Configuration mode,
use the radius relay
server command.

m  Prompt:

hostl(config-radius-relay)#

m  Use the exit command once to
return to Global Configuration
mode.

| | Press Ctrl + z to return to Exec
mode.
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Table 10: Command Mode Overview (continued)

Mode Name

Use of Mode

Access to Mode

Exit from Mode

Rate Limit n
Profile Configuration

Configure an [P or
L2TP rate limit
parameters.

m  To create an IP rate
limit profile, from
Global Configuration
mode use the ip
rate-limit-profile
command.

m  To create an L2TP rate
limit profile, from
Global Configuration
mode use the 12tp
rate-limit-profile
command.

m  Prompt:

hostl(config-rate-limit-
profile)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

Redundancy ]
Configuration

Configure high
availability (stateful
SRP switchover).

m  From Global
Configuration mode,
use the redundancy
command.

m  Prompt:

hostl(config-redundancy)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

Remote Neighbor [
Configuration

Configure remote
neighbor parameters

for OSPF, PIM, or RIP.

n From Router
Configuration mode,
use the
remote-neighbor
command.

m  Prompt:

hostl(config-router-rn)#

Use the exit command twice to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

Route Map Configuration m

Configure routing
tables and source and
destination
information.

m  From Global
Configuration mode,
use the route-map
command.

m  Prompt:

hostl(config-route-map)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.
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Chapter 2: Command-Line Interface

Mode Name

Use of Mode

Access to Mode

Exit from Mode

Router Configuration

Configure a routing
protocol.

m  From Global
Configuration mode,
specify a routing
protocol with the router
command.

m  Prompt:

hostl(config-router)#

m  Use the exit command once to
return to Global Configuration
mode.

] Press Ctrl + z to return to Exec
mode.

RSVP Configuration

Configure an RSVP
profile.

m  From Global
Configuration mode,
use the mpls rsvp
profile command.

m  Prompt:

hostl(config-rsvp)#

m  Use the exit command once to
return to Global Configuration
mode.

[ Press Ctrl + z to return to Exec
mode.

RTR Configuration

Configure RTR
parameters.

[ ] From Global
Configuration mode,
use the rtr command.

m  Prompt:

hostl(config-rtr)#

m  Use the exit command once to
return to Global Configuration
mode.

] Press Ctrl + z to return to Exec
mode.

Scheduler Profile
Configuration

Configure shaping
parameters.

Configure scheduler
profiles.

m  From Global
Configuration mode,
use the
scheduler-profile
command.

m  Prompt:

hostl(config-scheduler-

profile)#

m  Use the exit command once to
return to Global Configuration
mode.

[ Press Ctrl + z to return to Exec
menu.

Service Session Profile
Configuration

Configure attributes for
Service Manager
service session profiles.

m  From Global
Configuration mode,
use the
service-management
service-session-profile
command.

m  Prompt:

hostl(config-service-session-
profile)#

m  Use the exit command twice to
return to Global Configuration
mode.

[ ] Press Ctrl + z to return to Exec
mode.
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Table 10: Command Mode Overview (continued)

Mode Name

Use of Mode

Access to Mode

Exit from Mode

SNMP Event Manager

Configuration

Configure SNMP
events.

m  From Global
Configuration mode,
use the snmp-server
management-event
command.

m  Prompt:

hostl(config-mgmtevent)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
menu.

Statistics Profile
Configuration

Configure statistics
profiles.

m  From Global
Configuration mode,
use the
statistics-profile
command.

m  Prompt:

hostl(config-statistics-
profile)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
menu.

Subinterface
Configuration

Configure multiple
virtual interfaces on a
single physical
interface.

m  From Global
Configuration mode,
use the interface
command and identify
the interface
(slot/port.subinterface).

m  Prompt:

hostl(config-subif)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

Subscriber Policy
Configuration

Configure a nondefault
subscriber policy for a
subscriber (client)

bridge group interface.

m  From Global
Configuration mode,
use the
subscriber-policy
command and specify
the alphanumeric name
of the subscriber policy.

m  Prompt:

hostl(config-policy)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

Traffic Class
Configuration

Configure a traffic
class.

m  From Global
Configuration mode,
use the traffic-class
command.

m  Prompt:

hostl(config-traffic-class)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.
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Mode Name

Use of Mode

Access to Mode

Exit from Mode

Traffic Class Group
Configuration

Configure a traffic class
group.

m  From Global
Configuration mode,
use the
traffic-class-group
command.

m  Prompt:

hostl(config-traffic-class-
group)

m  Use the exit command once to
return to Global Configuration
mode.

] Press Ctrl + z to return to Exec
mode.

Tunnel Group m  Addup to 31 tunnel m  From Global m  Use the exit command once to
Configuration definitions to a tunnel Configuration mode, return to Global Configuration
group. use the aaa mode.
tunnel-group ) m  Press Ctrl+z to return to Exec
command and specify mode.
the name of the tunnel.
m  Prompt:
hostl(config-tunnel-group)#
Tunnel Group Tunnel m  Configure attributes for m  From Tunnel Group m  Use the exit command twice to
Configuration a tunnel group tunnel. Configuration mode, return to Global Configuration
use the tunnel Mode.
command and specify g press Cirl +z to return to Exec
the tag value (1-31) of mode.
the tunnel.
m  Prompt:
host1(config-tunnel-group-
tunnel)#
Tunnel Profile m  Configure tunnel m  From Global m  Use the exit command once to

Configuration

profile parameters.

Configuration mode,
specify the mpls
tunnels profile
command.

m  Prompt:

hostd(config-tunnelprofile)#

return to Global Configuration
mode.

m  Press Ctrl +z to return to Exec
mode.
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Table 10: Command Mode Overview (continued)

Mode Name Use of Mode Access to Mode Exit from Mode

Tunnel Server
Configuration

Configure the
maximum number of
tunnel-service
interfaces for a
dynamic tunnel-server
port.

m  From Global
Configuration mode,
use the tunnel-server
command and identify
the slot/port location of
the dynamic
tunnel-server port.

m  Prompt:

hostl(config-tunnel-server)#

Use the exit command once to
return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

User Exec m  Change terminal m  Log into system. Use the enable command to
settings on a m  Prompt: enter Privileged Exec mode.
temporary basis. Use the exit command to log

m  Show system host1> out of the CLI.
information.

m  Access Privileged Exec
mode.

VRF Configuration m  Configure VRF m  From Global Use the exit command once to
parameters for Configuration mode, return to Global Configuration
BGP/MPLS VPNs. use the ip vrf mode.

command. Press Ctrl + 7 to return to Exec
m  Prompt: mode.
hostl(config-vr)#
VR Group Configuration m  Configure a virtual m  From Global Use the exit command twice to

router group for AAA
broadcast accounting.

Configuration mode,
use aaa accounting

vr-group to enter VR
Group Configuration

mode.

m  Prompt:

hostl(config-vr-group)#

return to Global Configuration
mode.

Press Ctrl + z to return to Exec
mode.

NOTE: Within any configuration mode, the commands that are available to the user
include the commands defined for that configuration mode and all commands defined
for Global Configuration mode. See Figure 21 on page 30. For example, from Router
Configuration mode, you could use the interface Global Configuration mode command
without first explicitly going back to Global Configuration mode.

hostl(router-config)# interface atm 4/0.3
hostl(config-if)#
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Exec Modes

Chapter 2: Command-Line Interface

There are two Exec modes: User Exec and Privileged Exec.

After you log in to the system, the CLI is in User Exec mode. By default, the commands
you can execute from User Exec mode provide only user-level access; however, you
should password protect it to prevent unauthorized use. The User Exec commands
allow you to perform such functions as:

m  Change terminal settings on a temporary basis.
m Perform ping and trace commands.

m Display system information.

host1>?

clear Clear system information

default Set a command to its default(s)

dir Display a list of local files

disable Reduce the command privilege level

enable Enable access to privileged commands

erase Erase configuration settings

exit Exit from the current command mode

flash-disk Perform flash disk operations

help Describe the interactive help system

ip Configure IP attributes on an interface

ipv6 Configure IPv6 attributes

12tp L2TP operations

macro Run a CLI macro

mpls Execute MPLS commands

mtrace Trace the path that packets will traverse from source to
destination for a given group

no Negate a command or set its default(s)

ping Send echo request to remote host

show Display system information

sleep Make the Command Interface pause for a specified duration

terminal Configure the terminal line settings

test Test the outcome of a command

traceroute Trace the path that packets traverse to their destination

Privileged Exec mode provides privileged-level access and therefore should also be
password protected to prevent unauthorized use. Privileged Exec commands allow
you to perform such functions as:

m  Display system information.
m  Set operating parameters.

m  Gain access to Global Configuration mode.

Password Protection
If the system administrator has configured the system to have a password, the CLI

prompts you to enter that password before you receive access to Privileged Exec
mode. The password is case sensitive and appears as asterisks on the screen.
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To access Privileged Exec mode:

1. At the prompt, type enable and press Enter.

hostl>enable
Password:

2. At the password prompt, type your password and press Enter.

Password:#xxxxHckck
host1#

=

NOTE: The > character in the command-line prompt changes to the # character.
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hostl# ?

baseline Set a baseline for statistics

clear Clear a state

clock Set the system®s clock

configure Enter Global Configuration mode

copy Copy files

debug Configure debugging functions

default Set a command to its default(s)

delete Delete a local file

dir Display a list of local files

disable Reduce the command privilege level

disconnect Disconnect remote CLI session

enable Enable access to privileged commands

exit Exit from the current command mode

flash-disk Perform flash disk operations

halt Halt the system in preparation for power down

help Describe the interactive help system

ip Configure IP attributes on an interface

ipv6 Configure IPv6 attributes

12tp L2TP operations

log Configure logging settings

logout Logout PPP Subscribers

macro Run a CLI macro

more Display contents of a file

mpls Execute MPLS commands

mtrace Trace the path that packets will traverse from source
to

destination for a given group

no Negate a command or set its default(s)

ping Send echo request to remote host

pppoe Set PPPoE information

profile-reassign Perform profile reassignment

redundancy Perform a redundancy action

reload Halt and perform a cold restart

rename Rename a local file

send Send a message to specified lines

show Display system information

sleep Make the Command Interface pause for a specified
duration

srp Perform SRP operations

synchronize Manually synchronize redundant system controller file
system

telnet Access a remote system via telnet
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terminal Configure the terminal line settings

test Test the outcome of a command

traceroute Trace the path that packets traverse to their
destination

undebug Disable debug logging functions

virtual-router Specify a virtual router

write Write the system"s running configuration to a
destination

In addition, you can execute a script file (.scr), which is simply a file containing a
sequence of CLI commands, through the configure command.

Global Configuration Mode

Within Global Configuration mode, you can:
m  Apply features globally to a router.

m Enable a feature or function.

m Disable a feature or function.

m  Configure a feature or function.

m  Access all Configuration modes.

To access Global Configuration mode, you begin in Privileged Exec mode. Type
configure terminal and press Enter.

host1#configure terminal
Enter configuration commands, one per line. End with AZ.
hostl(config)#

The system is now in Global Configuration mode.

Executing a Script File

To execute a script file:

1. From Privileged Exec mode, type configure and the filename you want to
execute, and press Enter.

hostl#configure file
File name:/myFile.scr
Proceed with configure? [confirm]

@ NOTE: The filename must end with an .scr extension, and the file must contain a
series of valid CLI commands. The file can be a local file on the router or a remote
file on a host system.

2. Pressy or Enter to confirm; pressing any other key aborts the procedure.

host1#
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For more information, see the section “Managing Files” on page 281 in “Managing
the System” on page 245.

AAA Profile Configuration Mode

From this mode, you can restrict or allow the use of domain names, translate an
original domain name to a new domain name, or create domain name aliases.

From Global Configuration mode, type the aaa profile command and a profileName,
and then press Enter.

hostl(config)#aaa profile charlie
hostl(config-aaa-profile)#?

allow Configure the authorization domain name
default Set a command to its default(s)

deny Configure the authorization domain name

do Run an exec mode command (alias command run)
exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

run Run an exec mode command (alias command do)
sleep Make the Command Interface pause for a specified duration

translate Configure the translation map for domain name

Address Family Configuration Mode

From this mode, you can configure address family parameters for BGP VPN services
or RIP VPN services.

From Global Configuration mode, type the router bgp command to enter Router
Configuration mode for BGP. Type either the address-family ipv4 or address-family
vpnv4 command, and then press Enter.

hostl(config)#router bgp 100
hostl(config-router)#address-family ?
ipvd Configure IPv4 address family
vpnv4 Configure VPN-1Pv4 address family

From Global Configuration mode, type the router rip command to enter Router

Configuration mode for RIP. Type the address-family ipv4 command, and then press
Enter.

hostl(config)#router rip 100
hostl(config-router)#address-family ?
ipvd  Configure IPv4 address family

ATM VC Configuration Mode

In this mode, you can configure individual attributes for an ATM data PVC. These
attributes include the service category, encapsulation method, Inverse Address
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Resolution Protocol (Inverse ARP), and F5 Operation, Administration, and
Management (OAM) parameters.

From Global Configuration mode, type the interface command and specify the ATM
subinterface identifier to enter Subinterface Configuration mode. From Subinterface
Configuration mode, type the pvc command and specify the virtual circuit descriptor
(VCD), virtual path identifier (VPI) and virtual circuit identifier (VCI) values (in the
format vpilvci), and then press Enter.

hostl(config)#interface atm 3/2.1
hostl(config-subif)#pvc 100 0/100
hostl(config-subif-atm-vc)#?

cbr Configure the Constant Bit Rate (CBR) service class

class-vc Assign a Virtual Circuit class to the Permanent Virtual
Circuit

default Set a command to its default(s)

do Run an exec mode command (alias command run)

encapsulation Configure the ATM encapsulation

exit Exit from the current command mode

help Describe the interactive help system

inarp Configure the Inverse Address Resolution Protocol (InARP)
protocol

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

oam Configure Operations, Administration, and Management (OAM)

oam-pvc Configure Operations, Administration, and Management (OAM) for
Permanent Virtual Circuit (PVC)

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

ubr Configure the Unspecified Bit Rate (UBR) service class

vbr-nrt Configure the Variable Bit Rate Non-Real Time (VBR-nrt)
service class

vbr-rt Configure the Variable Bit Rate Real Time (VBR-rt) service
class

ATM VC Class Configuration Mode

In this mode, you can configure a class of attributes for an ATM data PVC. The VC
class can include attributes for the service category, encapsulation method, F5 OAM
options, and Inverse ARP. You then apply the set of attributes as a group by assigning
the VC class to an individual PVC, to all PVCs created on a specified ATM major
interface, to all PVCs created on a specified ATM 1483 subinterface, or to a base
profile from which bulk-configured VC ranges are dynamically created.

From Global Configuration mode, type the vc-class atm command followed by an
alphanumeric VC class name of up to 32 characters, and press Enter.

hostl(config)#vc-class atm premium-subscriber-class
hostl(config-vc-class)#?

cbr Configure the Constant Bit Rate (CBR) service class
default Set a command to its default(s)

do Run an exec mode command (alias command run)
encapsulation Configure the ATM encapsulation

exit Exit from the current command mode

help Describe the interactive help system

inarp Configure the Inverse Address Resolution Protocol (InARP)
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protocol

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

oam Configure Operations, Administration, and Management (OAM)

oam-pvc Configure Operations, Administration, and Management (OAM) for
Permanent Virtual Circuit (PVC)

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

ubr Configure the Unspecified Bit Rate (UBR) service class

vbr-nrt Configure the Variable Bit Rate Non-Real Time (VBR-nrt)
service class

vbr-rt Configure the Variable Bit Rate Real Time (VBR-rt) service
class

Classifier Group Configuration Mode

In this mode, you can configure the set of rules for a classification group in a policy
list that you can attach to an interface.

From Policy List Configuration mode, type the classifier-group command and its
attributes, and then press Enter.

hostl(config-policy-list)#classifier-group iIpCLACL10 precedence 75
hostl(config-policy-list-classifier-group)#?

color Create a color policy

default Set a command to its default(s)

do Run an exec mode command (alias command run)
exit Exit from the current command mode

filter Create a filter policy

forward Create a forward policy

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

mark Create a set TOS byte policy

next-hop Create a next-hop policy

next-interface Create a next-interface policy

no Negate a command or set its default(s)
rate-limit-profile Create a rate-limit policy

run Run an exec mode command (alias command do)
sleep Make the Command Interface pause for a specified duration
suspend Suspend a policy rule

traffic-class Create a traffic class policy

user-packet-class Create a user packet class policy

Color Mark Profile Configuration Mode
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In this mode, you can configure translation for a color to a type-dependent mark for
TOS or EXP for an IP, IPv6 or MPLS interface.

From Rate Limit Profile Configuration mode, type the color-mark-profile command
and specify a profileName, and then press Enter.

hostl(config-rate-limit-profile)# mpls color-mark-profile myprofile
hostl(config-color-mark-profile)#?
default Set a command to its default(s)
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do Run an exec mode command (alias command run)

exit Exit from the current command mode

green-mark  Apply TOS mark to IP packets classified Green by the rate limit
hierarchy

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

mask-value Mask for all TOS values applied by the color-mark profile

no Negate a command or set its default(s)

red-mark Apply TOS mark to IP packets classified Red by the rate limit
hierarchy

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

yellow-mark Apply TOS mark to IP packets classified Yellow by the rate limit
hierarchy

Control Plane Configuration Mode
In this mode, you can configure policing for a specific protocol.

From Global Configuration mode, type the control-plane command and press Enter.

hostl(config)#control-plane
hostl(config-control-plane)#?
default Set a command to its default(s)

do Run an exec mode command (alias command run)

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

policer Configure policing

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

Controller Configuration Mode
You can configure physical interfaces such as a T3 in Controller Configuration mode.

From Global Configuration mode, type the appropriate controller command and its
attributes, and then press Enter.

hostl(config)#controller t3 9/1
hostl(config-control )#
hostl(config)#controller ?

el Configure a channelized E1 controller
e3 Configure a E3 controller

sonet Configure a Sonet controller

t1 Configure a channelized T1 controller
t3 Configure a T3 controller

DHCP Local Pool Configuration Mode

In this mode, you can configure DHCP local pools. For example, you can specify a
DNS or NetBIOS server.
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From Global Configuration mode, type the command ip dhcp-local pool and a
poolName, and then press Enter.

hostl(config)#ip dhcp-local pool charlie
hostl(config-dhcp-local)#?

default
default-router
dns-server

do

domain-name

exit

grace-period

help

lease

link

log

macro
netbios-name-server
netbios-node-type
network

no

reserve

run
server-address
sleep

snmpTrap
use-release-grace-p
warning

Set a command to its default(s)
The default-router to use for this pool
The dns-server to use for this pool
Run an exec mode command (alias command run)
The domain name for the pool
Exit from the current command mode
The grace period to be applied to leases
Describe the interactive help system
The lease time for addresses from this pool
Link to another DHCP Pool
Configure logging settings
Run a CLI macro
The netbios-name-server to use for this pool
The netbios-node-type to use for this pool
The network specified for this pool
Negate a command or set its default(s)
Reserve an ip address for a specific Mac Address
Run an exec mode command (alias command do)
The DHCP Server address to send to clients
Make the Command Interface pause for a specified
duration
Enable snmp pool utilization traps

eriod Apply the grace period to released leases
Configure utilization warnings

Domain Map Configuration Mode

In this mode, you can map a user domain name to a virtual router and loopback
interface.

From Global Configuration mode, type the aaa domain-map command and the
domain name value as found in the client’s login name. Then press Enter.

hostl(config)#aaa domain-map charlie76
hostl(config-domain-map)#?
address-pool-name Configure the address-pool-name for the domain name

atm Configure ATM parameters

default Set a command to its default(s)

do Run an exec mode command (alias command run)

exit Exit from the current command mode

help Describe the interactive help system

ip-hint Configure the IP hint feature for the domain

local-interface Configure the local interface value for remote clients

log Configure logging settings

loopback Configure the loopback interface to use when RX has an
unnumbered interface to the PPP client

macro Run a CLI macro

no Negate a command or set its default(s)

override-user Configure the username and password values to use instead

of the values from the remote client

padn Configure pppoe active discovery network parameters for
the domain name

router-name Configure the virtual-router for the domain name
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run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration
strip-domain Configure the domain name stripping feature for the domain
tunnel Configure tunnel tag

virtual-router Configure the virtual-router for the domain name

Domain Map Tunnel Configuration Mode
In this mode, you can configure tunnel parameters such as the tunnel’s endpoint.

From Domain-Map Configuration mode, type tunnel and a tunnelNumber, and press
Enter.

hostl(config-domain-map)#tunnel 17
hostl(config-domain-map-tunnel)#?

address Configure tunnel endpoint address
client-name Configure the client hostname of the tunnel
default Set a command to its default(s)

exit Exit from the current command mode

do Run an exec mode command (alias command run)
help Describe the interactive help system
hostname Configure the client hostname of the tunnel
identification Configure tunnel identification

log Configure logging settings

macro Run a CLI macro

max-sessions Configure maximum sessions for this tunnel
medium Configure tunnel medium

no Negate a command or set its default(s)
password Configure tunnel password

preference Configure tunnel preference

run Run an exec mode command (alias command do)
server-name Configure the remote hostname for the tunnel
sleep Make the Command Interface pause for a specified duration
source-address Configure tunnel source address

type Configure tunnel type

DoS Protection Group Configuration Mode

In this mode, you can configure parameters for Denial of Service (DoS) protection
groups.

From Global Configuration mode, type the dos-protection-group command and
press Enter.

hostl(config)#dos-protection-group
hostl(config-dos-protection)#?
default Set a command to its default(s)

do Run an exec mode command (alias command run)
exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

priority Specify the priority
protocol Specify the protocol
run Run an exec mode command (alias command do)
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sleep
use

Make the Command Interface pause for a specified duration
Configure usagehostl(config-dos-protection-group)#?

Drop Profile Configuration Mode

In this mode, you can configure drop profiles for QoS. Drop profiles control RED
dropping behavior.

From Global Configuration mode, type the drop-profile command, and press Enter.

hostl(config)#drop profile
hostl(config-drop-profile)#?

average-length-exponent Select TAQL coefficient

committed-threshold Specify committed queue thresholds and maximum drop
probability
Specify conformed queue thresholds and maximum drop
probability

conformed-threshold

default Set a command to its default(s)

do Run an exec mode command (alias command run)

exceeded-threshold Specify exceeded queue thresholds and maximum drop
probability

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)
run Run an exec mode command (alias command do)
sleep Make the Command Interface pause for a specified duration

Explicit Path Configuration Mode
From this mode, you can name and configure an explicit path within MPLS.

From Global Configuration mode, type mpls explicit-path name and the
explicitPathName, and press Enter.

hostl(config)#mpls explicit-path name xyz
hostl(config-expl-path)#?
append-after Add an entry after a specified index
default Set a command to its default(s)
do Run an exec mode command (alias command run)
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exit Exit from the current command mode

help Describe the interactive help system

index Specify the index of the entry to be added or edited
list List part or all of the entries in current explicit path
log Configure logging settings

macro Run a CLI macro

next-address
no

run

sleep
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Flow Cache Configuration Mode
In this mode, you can configure parameters for the aggregation cache.

From Global Configuration mode, type the ip flow-aggregation cache command
and press Enter.

hostl(config)#ip Flow-aggregation cache
hostl(config-flow-cache)#?

cache Configure Flow Stats cache parameters
default Set a command to its default(s)

do Run an exec mode command (alias command run)
enabled Start flow cache operation

exit Exit from the current command mode

export Configure Flow-Cache export parameters

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

run Run an exec mode command (alias command do)
sleep Make the Command Interface pause for a specified duration

Interface Configuration Mode

From Interface Configuration mode, you can enable many system features for each
interface you create. Interface Configuration commands allow you to:

m Create an interface.

m  Modify the operation of an interface.

m  Access Subinterface Configuration mode.

From Global Configuration mode, type interface and identify the interface you want
to configure and press Enter.

hostl(config)#interface atm 0/1
host1(config-if)#

The CLI is now in Interface Configuration mode.

hostl(config)#interface ?

atm ATM interface

fastEthernet IEEE 802.3 fastEthernet interface
gigabitEthernet |1EEE 802.3 gigabitEthernet interface
hssi High Speed Serial interface

ip Ip shared interface

ipv6 Ipv6 shared interface

lag Link Aggregation interface
loopback Loopback interface

mlframe-relay Multilink frame-relay interface
mlppp Multilink PPP interface

null Null interface

pos Packet over SONET interface
serial Serial interface

tunnel Tunnel interface
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Some Interface Configuration commands can affect general interface parameters,
such as bandwidth and clock rate. For interface-specific commands, such as
commands for ATM interfaces, see the appropriate chapter in this documentation
set.

& NOTE: Although it appears in the list of configurable interfaces, you cannot configure
any values on a null interface. For information about using the null interface, see
JUNOSe IP Services Configuration Guide.

IP NAT Pool Configuration Mode

In this mode, you can specify the information that the system uses in creating IP
Network Address Translation (NAT) pools. From Global Configuration mode, type ip
nat pool multiplerange prefix-length and press Enter.

hostl(config)#ip nat pool multiplerange prefix-length 30
hostl(config-ipnat-pool)#?

address Configure address ranges

default Set a command to its default(s)

do Run an exec mode command (alias command run)

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

IP PIM Data MDT Configuration Mode

In this mode, you can specify parameters for data MDTs.

From Global Configuration mode, type ip pim data-mdt, and press Enter:

hostl:pel:pel3(config)#ip pim data-mdt
hostl:western:eastern(config-ip-pim-data-mdt)#?

default Set a command to its default(s)

do Run an exec mode command (alias command run)
exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

mdt-data-delay Configure MDT_DATA_DELAY timeout
mdt-data-holdown Configure MDT_DATA_HOLDOWN timeout
mdt-data-timeout Configure MDT_DATA_TIMEOUT

mdt-interval Configure MDT_INTERVAL timer

no Negate a command or set its default(s)

route-map Configure route-map

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration
tunnel Configure tunnel parameters
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IP Service Profile Configuration Mode

In this mode, you can specify the information that the system uses in creating 1P
service profiles.

From Global Configuration mode, type ip service-profile and the service profile
name, and press Enter.

hostl(config)#ip service-profile radius
hostl(config-service-profile)#?

default Set a command to its default(s)

do Run an exec mode command (alias command run)

domain Configure a username domain

exit Exit from the current command mode

help Describe the interactive help system

include Configure an attribute to be included in a username
log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

password Configure a user password

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration
user-name Configure a user name

user-prefix Configure a username prefix

IPSec CA Identity Configuration Mode

In this mode, you can specify the information that the system uses in online certificate
requests and during negotiations with its peers.

From Global Configuration mode, type ipsec ca identity, and press Enter.

hostl(config)#ipsec ca identity
hostl(config-ca-identity)#?

crl Certificate Revocation List checking
default Set a command to its default(s)

do Run an exec mode command (alias command run)
enrolIment Configure enrollment parameters

exit Exit from the current command mode

help Describe the interactive help system
issuer-identifier issuer identifier

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

root Specify root proxy

run Run an exec mode command (alias command do)
sleep Make the Command Interface pause for a specified

IPSec Identity Configuration Mode

In this mode, you can specify the information that the system uses in offline certificate
requests and during negotiations with its peers.

From Global Configuration mode, type ipsec identity, and press Enter.
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hostl(config)#ipsec identity
hostl(config-ipsec-identity)#?
common-name Common Name

country Country name

default Set a command to its default(s)

do Run an exec mode command (alias command run)
domain-name Domain name

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)
organization Organization name

sleep Make the Command Interface pause for a specified duration

IPSec IKE Policy Configuration Mode

In this mode, you can create an IKE policy, which is used during IKE phase 1
negotiation.

From the Global Configuration mode, type ipsec ike-policy-rule and the policyNumber,
and press Enter.

hostl(config)#ipsec ike-policy-rule 10

hostl(config-ike-policy)#?
aggressive-mode Allows aggressive mode negotiation for the tunnel
authentication Configure the authentication method

default Set a command to its default(s)

do Run an exec mode command (alias command run)

encryption Configure the encryption algorithm within an IKE policy
exit Exit from the current command mode

group Configure the Diffie-Hellman group identifier

hash Configure the hash algorithm within an IKE policy

help Describe the interactive help system

lifetime Configure the time an SA will live before expiration
log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

IPSec Manual Key Configuration Mode

In this mode, you can enter the manual key that a peer uses for authentication during
the tunnel establishment phase.

From the Global Configuration mode, type ipsec key manual pre-share and the
peerlPaddress, and press Enter.

hostl(config)#ipsec key manual pre-share 10.10.1.1
hostl(config-manual-key)#?

default Set a command to its default(s)

do Run an exec mode command (alias command run)
exit Exit from the current command mode

help Describe the interactive help system

key Manually specify a key
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log Configure logging settings

macro Run a CLI macro

masked-key Enter a masked key (not for manual entry, show config generates)
no Negate a command or set its default(s)

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

IPSec Peer Public Key Configuration Mode

In this mode, you can configure the ISAKMP/IKE public key that a remote peer uses
for RSA authentication during the tunnel establishment phase without the need for
a digital certificate.

From Global Configuration mode, type ipsec key pubkey-chain rsa and either the
[P address or fully qualified domain name of the remote peer, and press Enter.

hostl(config)#ipsec key pubkey-chain rsa address 192.168.50.5
hostl(config-peer-public-key)#?

default Set a command to its default(s)

do Run an exec mode command (alias command run)

exit Exit from the current command mode

help Describe the interactive help system

key-string Enter key string

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

IPSec Transport Profile Configuration Mode

In this mode, you can configure an IP Security (IPSec) transport profile, which is used

for Layer 2 Tunneling Protocol (L2TP) over IPSec connections.

From the Global Configuration mode, type ipsec transport profile, the profileName,

virtual-router vrName, ip address ipAddress, and press Enter.

hostl(config)#ipsec transport profile securelL2tp virtual-router default ip address 0.0.0.0
hostl(config-ipsec-transport-profile)#?

application
default

do

exit

help
lifetime
local

log

macro

no

pfs

run

sleep
transform-set

Configure the application type that is protected by the 12tp
Set a command to its default(s)

Run an exec mode command (alias command run)

Exit from the current command mode

Describe the interactive help system

Configure the renegotiation time

Configure local endpoint of the transport connection
Configure logging settings

Run a CLI macro

Negate a command or set its default(s)

Configure perfect forward secrecy

Run an exec mode command (alias command do)

Make the Command Interface pause for a specified duration
Configure the transform set used by ipsec transport profile
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IPSec Tunnel Profile Configuration Mode
In this mode, you can configure a profile of an IPSec tunnel.

From Global Configuration mode, type ipsec tunnel profile and the profileName,
and press Enter.

hostl(config)#ipsec tunnel profile profilel
hostl(config-ipsec-tunnel-profile)#?

default Set a command to its default(s)

do Run an exec mode command (alias command run)

domain-suffix Configure a domain suffix to be appended to users on
this profile

exit Exit from the current command mode

extended-authentication Configure extended authentication parameters

help Describe the interactive help system

ike Configure IKE characteristics

ip Configure local IP characteristics

lifetime Configure the phase 2 life parameters

local Configure local characteristics

log Configure logging settings

macro Run a CLI macro

max-interfaces Configure the maximum allowed dynamic interface
instantiations

no Negate a command or set its default(s)

peer Configure peer characteristics

pfs Configure the phase 2 perfect forward secrecy

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified
duration

transform Configure the phase 2 transforms allowed on this
IPSEC tunnel profile

tunnel Configure tunnel parameters

IP Tunnel Destination Profile Mode
In this mode, you can specify parameters for GRE or DVMRP dynamic tunnels.

From Global Configuration mode, type gre destination profile or dvmrp destination
profile and the destination profile name, and press Enter.

hostl(config)#gre destination profile global
hostl(config-dest-profile)#?
default Set a command to its default(s)

do Run an exec mode command (alias command run)

enable Enable a tunnel parameter

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

profile Assign a profile

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

tunnel Configure a tunnel parameter
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hostl(config)#dvmrp destination profile global
hostl(config-dest-profile)#?
default Set a command to its default(s)

do Run an exec mode command (alias command run)

enable Enable a tunnel parameter

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

profile Assign a profile

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

tunnel Configure a tunnel parameter

IPv6 Local Pool Configuration Mode

In this mode, you can specify the IPv6 local address pool from which prefixes are
allocated to the requesting router in networks that use DHCPv6. From Global
Configuration mode, type ipvé local pool poolName and press Enter.

hostl(config)#ipv6 local pool dhcpv6pd_pool
hostl(config-v6—local 1)#?

default Set a command to its default(s)

dns-domain-search Specify a search domain

dns-server Specify the IPv6 DNS server address

do Run an exec mode command (alias command run)
exclude-prefix Specify prefix(es) to be excluded from allocation
exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

prefix Specify the IPv6 prefix range

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

& NOTE: You must enable the IPv6 local address pool feature to be able to configure
[Pv6 local address pools.

L2 Transport Load-Balancing-Circuit Configuration Mode

In this mode, you can specify a member subinterface for a Martini layer 2 circuit
that is associated with a load-balancing group.

From Global Configuration mode, type mpls 12transport load-balancing-group,
specify a group number and a Martini circuit, and press Enter.

hostl(config)#mpls I2transport load-balancing-group 100 mpls-relay 10.1.1.1 30
hostl(config-12transport-load-balancing-circuit)#?

default Set a command to its default(s)

do Run an exec mode command (alias command run)
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exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

member  Configure members of a I2transport load-balancing circuit
no Negate a command or set its default(s)

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

L2TP Destination Profile Configuration Mode

In this mode, you can create the destination profile that defines the location of an
L2TP Access Concentrator (LAC) and define the attributes used when an L2 TP Network
Server (LNS) communicates with an LAC. The destination is necessary to enable an
LAC to connect to the LNS.

From Global Configuration mode, type 12tp destination profile, the profileName, an
ipAddress, and press Enter.

hostl(config)#12tp destination profile augusta ip address 123.45.76.16
hostl(config-12tp-dest-profile)#?
default Set a command to its default(s)

do Run an exec mode command (alias command run)

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

remote Configure L2TP remote parameters

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

L2TP Destination Profile Host Configuration Mode
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In this mode, you can set and modify L2TP host profile attributes, such as the proxy
Link Control Protocol (LCP), the local hostname, the local IP address, or the interface
profile.

From Global Configuration mode, enter L2TP Destination Profile mode (see above),
and type remote host and a hostName, and press Enter.

hostl(config-12tp-dest-profile)#remote host george
hostl(config-12tp-dest-profile-host)#?

default Set a command to its default(s)

disable Disable L2TP parameter for remote host

do Run an exec mode command (alias command run)
enable Enable L2TP parameter for remote host

exit Exit from the current command mode

help Describe the interactive help system

local Configure L2TP local parameters for remote host
log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

profile Assign a profile for remote host

run Run an exec mode command (alias command do)
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sleep Make the Command Interface pause for a specified duration
tunnel Configure L2TP tunnel parameters for remote host

L2TP Tunnel Switch Profile Configuration Mode

In this mode, you can create an L2TP tunnel switch profile, which configures the
L2TP tunnel switching behavior for the interfaces to which this profile is assigned.
Issue the avp command from this mode to define the L2TP tunnel switching behavior
for a specified L2TP attribute-value pair (AVP) type.

From Global Configuration mode, type the 12tp switch-profile command followed
by an alphanumeric profile name of up to 64 characters, and press Enter.

hostl(config)#12tp switch-profile concord
hostl(config-12tp-tunnel-switch-profile)#?

avp Configure AVP behavior

default Set a command to its default(s)

do Run an exec mode command (alias command run)

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

Layer 2 Control Configuration Mode

In this mode, you can define session timeout values and access the L2C Neighbor
Configuration mode to specify the L2C neighbor.

From Global Configuration mode, type 12C and press Enter.

hostl(config)#l2c
hostl(config-12c)#?
default Set a command to its default(s)
do Run an exec mode command (alias command run)
exit Exit from the current command mode
help Describe the interactive help system
log Configure logging settings
macro Run a CLI macro
neighbor Configure 12c neighbor parameters
no Negate a command or set its default(s)
run Run an exec mode command (alias command do)
session-timeout Configure the 12c time-out attribute
sleep Make the Command Interface pause for a specified duration

Layer 2 Control Neighbor Configuration Mode

In this mode, you can specify a neighbor ID and the maximum number of branches
that the neighbor can have.

From Global Configuration mode, type neighbor and press Enter.
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hostl(config-12c)#neighbor
hostl(config-12c-neighbor)#?

default Set a command to its default(s)

do Run an exec mode command (alias command run)
exit Exit from the current command mode

help Describe the interactive help system

id Configure neighbor-id associated with neighbor
log Configure logging settings

macro Run a CLI macro

max-branches Configure max number of branches for neighbor
no Negate a command or set its default(s)

run Run an exec mode command (alias command do)
sleep Make the Command Interface pause for a specified duration

LDP Configuration Mode

In this mode, you can create and configure MPLS Label Distribution Protocol (LDP)
profile parameters.

From Global Configuation mode, type mpls Idp interface profile and the profileName,
and press Enter.

hostl(config)#mpls Idp interface profile shell
hostl(config-ldp)#?
default Set a command to its default(s)

do Run an exec mode command (alias command run)

exit Exit from the current command mode

hello Configure hello parameters

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

Line Configuration Mode
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In this mode, you can modify the operation of a virtual terminal (vty) line.

From Global Configuration mode, type the line vty command and either the
lineNumber or the rangeOfLineNumbers you want to configure, and press Enter.

NOTE: The factory default is 5 vty lines. However, you can increase the number of
vty lines available by typing the start number and end number of the vty line range.
Once you execute the line vty command, you will have access to line numbers up

to the ending line number.

hostl(config)#line vty 0 29
hostl(config-line)#?

access-class Restrict or permit telnet access based on an access list
data-character-bits Set the number of bits per character used by the display
default Set a command to its default(s)
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exec-banner
exec-timeout
exit

help

log

login

macro
motd-banner
no
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Run an exec mode command (alias command run)
Enable the exec banner

Set the inactivity timeout

Exit from the current command mode

Describe the interactive help system
Configure logging settings

Require the use of passwords for vty logins
Run a CLI macro

Enable the message of the day banner

Negate a command or set its default(s)

password Configure the password for line access

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration
timeout Specify the login timeout value for the selected line(s)

& NOTE: The privilege command is available in Line Configuration mode when the
user is logged in at privilege level 15. For more information, see “Privileged-Level
Access” on page 49 and “CLI Command Privileges” on page 52 .

Local IPSec Transport Profile Configuration
In this mode, you can configure preshared IKE keys for IPSec transport profiles.

From the IPSec Transport Profile Configuration mode, type local ip address and the
ipAddress, and press Enter.

hostl(config-ipsec-transport-profile)#local ip address 10.10.1.1
hostl(config-ipsec-transport-profile-local)#?

default Set a command to its default(s)

do Run an exec mode command (alias command run)

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

pre-share Specify pre-shared group key based on local ip address

pre-share-masked A pre-encrypted key, generated by show config rather than
interactive

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

Local User Configuration Mode
In this mode, you can configure parameters for user entries in local user databases.

From the Global Configuration mode, type either aaa local username and the
userName and databaseName or aaa local database and the databaseName. Then
press Enter.

hostl(config)#aaa local username curt38 database westlLocall2
hostl(config-local-user)#?

default Set a command to its default(s)
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do Run an exec mode command (alias command run)

exit Exit from the current command mode

help Describe the interactive help system

ip-address Specify an IP address for the user

ip-address-pool Specify an IP address pool for the user

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

operational-virtual-router Specify an operational virtual router for the
user

password Configure the password

run Run an exec mode command (alias command do)

secret Configure the secret

sleep Make the Command Interface pause for a specified
duration

support Enter Support mode

Map Class Configuration Mode

In this mode, you can specify Frame Relay End-to-End fragmentation and reassembly
for a map class. Optionally, you can specify the maximum payload size of a fragment
or specify fragmentation only or reassembly only.

From Global Configuration mode, type the map-class frame-relay command and
the mapClassName you want to configure, and press Enter.

hostl(config)#map-class frame-relay testmapclass
hostl(config-map-class)#?

default Set a command to its default(s)

do Run an exec mode command (alias command run)

exit Exit from the current command mode

frame-relay Configure frame relay parameters

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

Map List Configuration Mode
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In this mode, you can configure map list parameters. In Map List Configuration mode,
commands such as map-list and ip atm-vc are used to configure ATM NBMA
interfaces.

From Global Configuration mode, type map-list and a mapListName, and press Enter.

hostl(config)#map-list mjt3330
hostl(config-map-list)#?
default Set a command to its default(s)

do Run an exec mode command (alias command run)
exit Exit from the current command mode

help Describe the interactive help system

ip Add IP address to the map

log Configure logging settings

macro Run a CLI macro
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no Negate a command or set its default(s)
run Run an exec mode command (alias command do)
sleep Make the Command Interface pause for a specified duration

Parent Group Configuration Mode

In this mode, you can configure a parent group in a hierarchy.

From Global Configuration mode, type the parent-group command and specify a
parentGroupName, and press Enter.

hostl(config)#parent-group groupl
hostl(config-parent-group)#?
default Set a command to its default(s)
do Run an exec mode command (alias command run)

exit Exit from the current command mode
help Describe the interactive help system
log Configure logging settings

macro Run a CLI macro

next-parent Specify the next parent group to call
no Negate a command or set its default(s)
rate-limit-profile Specify a hierarchical rate limit profile

run Run an exec mode command (alias command do)
sleep Make the Command Interface pause for a specified

in hierarchy

Policy List Configuration Mode

In this mode, you can configure a policy list—that is, a set of rules—that you can
attach to an interface. You can modify a policy list and update it wherever the policy
list is used in the configuration.

To create a policy list, from Global Configuration mode type policy-list command
preceded by the type of policy and press Enter. For example,

host1 (config)#12tp policy-list routeL2tp100

NOTE: If you do not include the type of policy, the system creates an IP policy list.

hostl(config)#ip policy-list routeForABBCCorp
hostl(config-policy-list)#?
classifier-group Specify the classifier list

color Create a color policy

default Set a command to its default(s)

do Run an exec mode command

exit Exit from the current command mode
filter Create a filter policy

forward Create a forward policy

help Describe the interactive help system
log Configure logging settings

macro Run a CLI macro

mark Create a set TOS byte policy
next-hop Create a next-hop policy

next-interface

Create a next-interface policy
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no Negate a command or set its default(s)

rate-limit-profile Create a rate-limit policy

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified
duration

suspend Suspend a policy rule

traffic-class Create a traffic class policy

traffic-shape-profile Create a traffic-shape policy

user-packet-class Create a user packet class policy

Policy List Parent Group Configuration Mode
In this mode, you can configure a parent group in a hierarchy.

From Policy List Configuration Mode, type the parent-group command and specify
a parentGroupName, and press Enter.

hostl(config)#policy-list grouppoll
hostl(config-policy-list)#parent-group groupl
hostl(config-policy-list-parent-group)#?

default Set a command to its default(s)

do Run an exec mode command (alias command run)
exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)
rate-limit-profile Specify the hierarchical rate limit profile

run Run an exec mode command (alias command do)
sleep Make the Command Interface pause for a specified

Policy Parameter Configuration Mode
In this mode, you can configure a policy parameter.

From Global Configuration mode, type the policy-parameter command and specify
a policyParameterType, the hierarchical keyword, and press Enter.

hostl(config)#policy-parameter paraml hierarchical
hostl(config-policy-parameter)#?
aggregation-node Configure the aggregation node value

default Set a command to its default(s)

do Run an exec mode command (alias command run)

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified time

PPPoE Service Name Table Configuration Mode

In this mode, you can configure entries for a PPPoE service name table. PPPoOE clients
use these entries to request that an access concentrator (AC), such as an E Series
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router, support certain services. Issue the service command from this mode to
configure a specific service name entry, or to specify that the AC should ignore (drop),
rather than respond to (terminate, the default action), a PPPoE Active Discovery
Initiation (PADI) request from a client containing the empty service name tag.

From Global Configuration mode, type the pppoe-service-name-table command
followed by an alphanumeric table name of up to 32 characters, and press Enter.

hostl(config)#pppoe-service-name-table serviceTablel
hostl(config-pppoe-service-name-table)#?
default Set a command to its default(s)

do Run an exec mode command (alias command run)

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

run Run an exec mode command (alias command do)

service Configure service-name table entries

sleep Make the Command Interface pause for a specified duration

Profile Configuration Mode

In this mode, you can configure a profile to subsequently configure dynamic IP
interfaces.

From Global Configuration mode, type the profile command followed by a profile
name of up to 80 characters, and press Enter.

hostl(config)#profile germany78
hostl(config-profile)#?
default Set a command to its default(s)

do Run an exec mode command (alias command run)
exit Exit from the current command mode

help Describe the interactive help system

ip Configure IP characteristics

12tp Configure L2TP characteristics

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

ppp Configure PPP parameters

pppoe Pppoe information

run Run an exec mode command (alias command do)
sleep Make the Command Interface pause for a specified duration

QoS Interface Set Configuration Mode
In this mode, you can can configure QoS interface sets.

From Global Configuration mode, type the qos-interface-set command followed by
an interfaceSetName, and press Enter.

hostl(config)#qos-interface-set video
hostl(config-interface-set)#?
default Set a command to its default(s)

Accessing Command Modes ® 111



JUNOSe 10.2.x System Basics Configuration Guide

do

exit

help

log

macro
member-interface-type
no
gos-interface-parent

gos-parameter
qos-profile
restricted
run

sleep

Run an exec mode command (alias command
Exit from the current command mode
Describe the interactive help system
Configure logging settings

Run a CLI macro

Define the member interface type of the interface set
Negate a command or set its default(s)

Select a QoS interface super set as the parent of this
interface.

Instantiate a QoS parameter for this interface
Attach/Detach a qos-profile

Define restricted interface

Run an exec mode command (alias command do)

Make the Command Interface pause for a specified
duration

run)

QoS Interface Superset Configuration Mode

In this mode, you can configure QoS interface supersets.

From Global Configuration mode, type the qos-interface-superset command followed
by an interfaceSupersetName, and press Enter.

hostl(config)#qgos-interface-superset voice
hostl(config-interface-set)#?

default

do

exit

help

log

macro

no
gos-interface-parent
gos-parameter
qos-profile
restricted
run

sleep

Set a command to its default(s)

Run an exec mode command (alias command run)
Exit from the current command mode

Describe the interactive help system

Configure logging settings

Run a CLI macro

Negate a command or set its default(s)

Define parent of the interface set

Instantiate a QoS parameter for this interface
Attach/Detach a qos-profile

Define restricted interface

Run an exec mode command (alias command do)
Make the Command Interface pause for a specified
duration

QoS Parameter Definition Configuration Mode
In this mode, you can configure QoS parameter definitions.

From Global Configuration mode, type the qos-parameter-define command followed
by a QosParameterDefinitionName, and press Enter.

hostl(config)#qos-parameter-define vpSharedShaperl
hostl(config-qos-parameter-define)#?
controlled-interface-type Configure the valid interface types controlled by
this parameter

default Set a command to its default(s)

do Run an exec mode command (alias command run)
exit Exit from the current command mode

help Describe the interactive help system

instance-interface-type Configure the interface types upon which
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parameters can be instantiated

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

range Set the valid range of a QoS parameter

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified
duration

subscriber-interface-type Configure interface types representing subscriber
interfaces

QoS Profile Configuration Mode

In this mode, you can specify queue profiles and scheduler profiles in combination
with interface types.

From Global Configuration mode, type the qos-profile command followed by a
QosProfileName, and press Enter.

hostl(config)#qos-profile testabc
hostl(config-qos-profile)#?

atm ATM interface
atm-vc ATM-VC interface
bridge Bridge interface
default Set a command to its default(s)
do Run an exec mode command (alias command run)
ethernet Ethernet interface
exit Exit from the current command mode
fr-vc Frame Relay subinterface
help Describe the interactive help system
ip IP interface
ip-tunnel IP FROM-tunnel interface
12tp-tunnel L2tp FROM-tunnel interface
log Configure logging settings
Isp Lsp (MPLS) interface
macro Run a CLI macro
no Negate a command or set its default(s)
run Run an exec mode command (alias command do)
serial Serial interface
server-port Server Port interface
sleep Make the Command Interface pause for a specified duration
svlan Stacked VLAN subinterface
vian VLAN subinterface

QoS Shared Shaper Control Configuration

In this mode, you can configure variables within the simple shared shaper algorithm
to control the minimum dynamic rate for all simple shared shapers on the router.

From Global Configuration mode, type the qos-shared-shaper-control command
and press Enter.

hostl(config)#qos-shared-shaper-control
hostl(config-qos-shared-shaper-control)#?
convergence-factor Configure how quickly the simple shared shaper
converges to a calculated rate
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default

do

exit

help

log

macro
maximum-voql

minimum-dynamic-rate-percent

Set a command to its default(s)

Run an exec mode command (alias command run)
Exit from the current command mode

Describe the interactive help system

Configure logging settings

Run a CLI macro

Configure the simple shared shaper®s maximum
virtual output queue length

Configure the minimum dynamic rate for a simple

shared shaper as a percentage of the
shared-shaping-rate
no Negate a command or set its default(s)
reaction-factor Configure how the simple shared shaper reacts
to changes in measured rate
Run an exec mode command (alias command do)
Make the Command Interface pause for a
specified duration

run
sleep

Queue Profile Configuration Mode

In this mode, you can configure queue profiles and various queue profile parameters,
such as constraints on queue lengths or queue buffer weights.

From Global Configuration mode, type the queue-profile command followed by a
queueProfileName, and press Enter.

hostl(config)#queue-profile testabcd1234
hostl(config-queue)#?

buffer-weight Set drop threshold in proportion to this weight
committed-length Set min and max constraints for committed threshold
conformed-fraction Set conformed threshold as a percentage of committed
conformed-length Set min and max constraints for conformed threshold
default Set a command to its default(s)

do Run an exec mode command (alias command run)
exceeded-fraction Set exceeded threshold as a percentage of committed
exceeded-length Set min and max constraints for exceeded threshold

exit Exit from the current command mode
help Describe the interactive help system
log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)
run Run an exec mode command (alias command do)
sleep Make the Command Interface pause for a specified duration

RADIUS Configuration Mode

In this mode, you can configure various parameters of your RADIUS authentication,
accounting, and dynamic-request servers.

From Global Configuration mode, type either the radius authentication server,
radius accounting server, or radius dynamic-request server command with the
server ipAddress, and press Enter.

hostl(config)#radius authentication server 1.2.1.3
hostl(config-radius)#?
deadtime Configure the amount of time a timed-out server is dropped for usage
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do

exit

help

key

log

macro
max-sessions
no
retransmit

run
sleep

timeout

udp-port

Chapter 2: Command-Line Interface

Set a command to its default(s)

Run an exec mode command (alias command run)

Exit from the current command mode

Describe the interactive help system

Configure the secret used in RADIUS client to server exchange
Configure logging settings

Run a CLI macro

Configure the number of outstanding requests allowed to the server
Negate a command or set its default(s)

Configure the number of times to retransmit RADIUS request
before failing

Run an exec mode command (alias command do)

Make the Command Interface pause for a specified duration
Configure the number of seconds to wait for a RADIUS response
before retransmitting

Configure the RADIUS server®s UDP port

RADIUS Relay Configuration Mode

In this mode, you can configure various parameters of your RADIUS relay
authentication and accounting servers.

From Global Configuration mode, type either the radius relay authentication server
or radius relay accounting server command, and press Enter.

hostl(config)#radius authentication server

radius authentication serverhostl(config-radius-relay)#?
default Set a command to its default(s)
do Run an exec mode command (alias command run)

exit Exit from the current command mode

help Describe the interactive help system

key Configure the secret used in RADIUS client to relay server exchange
log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

udp-port Configure the RADIUS relay server®s udp port

Rate Limit Profile Configuration Mode

In this mode, you can set parameters for an IP or L2TP rate-limit profile, which is a
set of bandwidth attributes and associated actions that become part of a policy list.
The policy list is then applied to the ingress or egress of an interface.

To create a hierarchical rate-limit-profile for an IP interface, from Global Configuration
mode type rate-limit-profile and a profileName, and add the keyword hierarchical,
and press Enter.

To create an IP rate-limit profile, from Global Configuration mode type ip
rate-limit-profile and a profileName, and press Enter.

To create an L2TP rate limit profile, from Global Configuration mode type 12tp
rate-limit-profile and a profileName, and press Enter.
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NOTE: If you do not include either the ip or 12tp keywords, the system creates an
[P rate limit profile.

hostl(config)#ip rate-limit-profile fm78930
hostl(config-rate-limit-profile)#?
committed-action Set the committed access rate action
committed-burst Set the committed access rate burst size in Bytes

committed-rate Set the committed access rate value in bits per second
conformed-action Set the conformed access rate action

default Set a command to its default(s)

do Run an exec mode command (alias command run)
exceeded-action Set the exceeded action

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

mask-val Set mask to be applied with mark values

no Negate a command or set its default(s)

peak-burst Set the peak burst size in Bytes

peak-rate Set the peak access rate in bits per second

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

Redundancy Configuration Mode

In this mode, you can activate high availability (SRP switchover) by issuing the mode
high-availability command.

From Global Configuration mode, type the redundancy command and press Enter.

hostl(config-router)#redundancy
hostl(config-redundancy)#?
default Set a command to its default(s)

do Run an exec mode command (alias command run)

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

mode Configure redundancy mode

no Negate a command or set its default(s)

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

Remote Neighbor Configuration Mode
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In this mode, you can configure remote neighbor parameters for Routing Information
Protocol (RIP), Protocol Independent Multicast (PIM), and Open Shortest Path First
(OSPF).

From Global Configuration mode, type either router rip, router pim, or router ospf
and the processiD. Press Enter. You are now in Router Configuration mode.
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From Router Configuration mode, type the remote-neighbor command and the
appropriate attributes, and press Enter.

hostl(config-router)#remote-neighbor 10.13.5.61
hostl(config-router-rn)#?

authentication
default
distribute-list
do

exit
exit-remote-neighbor
help

log

macro

no

receive
route-map

run

send

sleep

split-horizon

time-to-live
update-source

Route Map Configuration Mode

Configure authentication

Set a command to its default(s)

Specify an access list to be a distribute list
Run an exec mode command (alias command run)
Exit from the current command mode

Exit the remote-neighbor configuration mode
Describe the interactive help system

Configure logging settings

Run a CLI macro

Negate a command or set its default(s)

Set reception characteristics

Specify a route map to apply to outgoing routes
Run an exec mode command (alias command do)

Set transmit characteristics

Make the Command Interface pause for a specified
duration

Enable Split-horizon

Configure ttl used to send to this neighbor
Source address to be used for transmit

In this mode, you can create and modify route maps.

From Global Configuration mode, type the route-map command and the appropriate
routeMapNumber, and press Enter.

hostl(config)#route-map unis889
hostl(config-route-map)#?

default Set a command to its default(s)

do Run an exec mode command (alias command run)

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

match Identify this entry as requiring an attribute match
match-set Identify this entry to match and set attributes

no Negate a command or set its default(s)

run Run an exec mode command (alias command do)

set Configure this entry to set attributes

sleep Make the Command Interface pause for a specified duration

Router Configuration Mode

In this mode, you can configure a routing protocol using router commands.

From Global Configuration mode, type the router command and the appropriate
router attributes, and press Enter.

hostl(config)#router bgp 2378
hostl(config-router)#?

Accessing Command Modes W 117



118 =

address-family

aggregate-address

auto-summary

bgp
default
default-fields

default-information

disable-dynamic-redistribute

distance
do

exit
help

ip

limits

log

macro
maximum-paths
neighbor
network

no

overload

redistribute
rib-out
run

sleep

synchronization
table-map

timers

RSVP Configuration Mode

JUNOSe 10.2.x System Basics Configuration Guide

Enter address family configuration mode

Create an aggregate entry in BGP routing table
Automatic summarization of redistributed routes
to their natural network masks

Configure BGP

Set a command to its default(s)

Set default fields for show commands

Configure the distribution of default routing
information

disable dynamic importing of routing
information with the latest policy

Configure administrative distances for routes
Run an exec mode command (alias command run)
Exit from the current command mode

Describe the interactive help system

Configure the type of route to be contributed
by this BGP address family

Configure limits on internal BGP tables
Configure logging settings

Run a CLI macro

Configure the maximum number of equal-cost paths
Specify neighbor properties

Identify a network for BGP to announce

Negate a command or set its defaults

Configure BGP behaviour when reaching overload
state (no more resources available)

Configure the redistribution of routing
information from another protocol

Configure rib-out storage for all BGP peers
Run an exec mode command (alias command do)
Make the Command Interface pause for a
specified duration

Enable synchronization with the IGP

Specify a table map to map external entry
attributes into routing table

Configure the keep-alive interval and the hold-time

In this mode, you can create and configure MPLS Resource Reservation Protocol
(RSVP) parameters.

From Global Configuration mode, type mpls rsvp interface profile and the
profileName, and press Enter.

hostl(config)#mpls rsvp interface profile sprint
hostl(config-rsvp)#?
cleanup-timeout-factor Configure the timeout factor

default Set a command to its default(s)

do Run an exec mode command (alias command run)
exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

refresh-period

run

Configure refresh period
Run an exec mode command (alias command do)
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Make the Command Interface pause for a specified
duration

sleep

RTR Configuration Mode
In this mode, you can configure Response Time Reporter (RTR) parameters. The RTR
feature allows you to monitor your network’s performance and its resources by

measuring response times and the availability of your network devices.

From Global Configuration mode, type rtr and the mapNumber, and press Enter.

hostl(config)#rtr 784078348
hostl(config-rtr)#?

default Set a command to its default(s)

do Run an exec mode command (alias command run)
exit Exit from the current command mode
frequency Specify the frequency interval

help Describe the interactive help system
hops-of-statistics-kept Specify the hops capture

log Configure logging settings

macro Run a CLI macro

max-response-failure
no
operations-per-hop
owner
request-data-size
run
samples-of-history-kept
sleep

tag

timeout

tos

type

Specify the maximum number of consecutive failures
Negate a command or set its default(s)

Specify a number of operations per hop

Specify the owner of entry

Specify the request payload size

Run an exec mode command (alias command do)
Specify the maximum history samples

Make the Command Interface pause for a specified duration
Specify the user defined tag

Specify the operation timeout

Specify a value for the ToS byte

Specify the type of the entry

Scheduler Profile Configuration Mode

In this mode, you can configure a scheduler profile. You can then set the shaping
rate value, enable the strict-priority scheduling for the scheduler node, or set the
weighted-round-robin (WRR) value of the scheduler node or queue.

From Global Configuration mode, type scheduler-profile and the scheduleProfileName
that you want to create or configure, and press Enter.

hostl(config)#scheduler-profile A990
hostl(config-scheduler-profile)#?

default Set a command to its default(s)

do Run an exec mode command (alias command run)

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

run Run an exec mode command (alias command do)

shaping-rate Shape the node or queue to the specified rate

sleep Make the Command Interface pause for a specified duration
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strict-pri
weight

ority Dequeue strict priority packets ahead of other packets
Set the relative weight of the node or queue

Service Session Profile Configuration Mode

In this mode, you can set and modify Service Manager service session profile
attributes, such as time, volume, and statistics.

From Global

Configuration mode, type the service-management

service-session-profile command and the profileName, and then press Enter.

hostl(confi)
hostl(config
default
do
exit
help
log
macro
no
run
sleep
statistics
time
volume

#service-management service-session-profile vodISP1
-service-session-profile)#?

Set a command to its default(s)

Run an exec mode command (alias command run)

Exit from the current command mode

Describe the interactive help system

Configure logging settings

Run a CLI macro

Negate a command or set its default(s)

Run an exec mode command (alias command do)

Make the Command Interface pause for a specified duration

Configure statistics

Configure time

Configure volume

SNMP Event Manager Configuration Mode

In this mode

, you can configure certain SNMP triggers for events, what occurs when

an event is triggered, resource limits for triggers, and some trap notification options.

From Global

Configuration mode, type the snmp-setver management-event

command and then press Enter.

hostl(config
hostl(config
default
do
event
exit
help
log
macro
no
resource
run
sleep
trigger

Statistics Profile Configuration

)#snmp-server management-event

-mgmtevent)#?

Set a command to its default(s)

Run an exec mode command (alias command run)
Specify what happens when an event is triggered
Exit from the current command mode

Describe the interactive help system

Configure logging settings

Run a CLI macro

Negate a command or set its default(s)

Specify the resource limits

Run an exec mode command (alias command do)
Make the Command Interface pause for a specified duration
Specify the conditions that lead to events

Mode

In this mode, you can configure a statistics profile. You can then set the rate period
during which statistics are gathered, enable statistics gathering, and enable the
counting of drop and forwarding events.
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From Global Configuration mode, type statistics-profile and the statisticsProfileName
that you want to create or configure, and press Enter.

hostl(config)#statistics-profile statpro-1

hostl(config-statistics-profile)#?
committed-drop-threshold Set threshold for logging a committed-drop event
conformed-drop-threshold Set threshold for logging a conformed-drop event

default Set a command to its default(s)

do Run an exec mode command (alias command run)

exceeded-drop-threshold Set threshold for logging an exceeded-drop event

exit Exit from the current command mode

forwarding-rate-threshold Set threshold for logging a forwarding-rate event

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

rate-period Set the time period for calculating queue rates

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified
duration

Subinterface Configuration Mode

In this mode, you can configure one or more virtual interfaces, called subinterfaces,
on a single physical interface. The system supports this feature with ATM and Frame
Relay.

Both ATM and Frame Relay provide permanent virtual circuits (PVCs) that can be
grouped under separate subinterfaces configured on a single physical interface.
Subinterfaces allow multiple encapsulations for a protocol on a single interface.

From Interface Configuration mode, indicate a subinterface by typing the interface
command and an interfaceSpecifier in slot/port.subinterface format, and then press
Enter. For example:

host1(config-if)#interface atm 3/2.6
host1(config-subif)#

Subscriber Policy Configuration Mode

In this mode, you can configure a policy (a set of forwarding and filtering rules) that
defines how a subscriber (client) bridge group interface should handle various packet
types. After you define the policy, use the bridge subscriber-policy command (from
Global Configuration mode) to associate the policy with a bridge group interface.

From Global Configuration mode, type the subscriber-policy command followed by
an alphanumeric policy name of any character length, and press Enter.

hostl(config)#subscriber-policy clientl
hostl(config-policy)#?

arp Modify arp policy

broadcast Modify broadcast policy

default Set a command to its default(s)

do Run an exec mode command (alias command run)
exit Exit from the current command mode
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help Describe the interactive help system

ip Modify ip policy

log Configure logging settings

macro Run a CLI macro

mpls Modify mpls policy

multicast Modify multicast policy

no Negate a command or set its default(s)

pppoe Modify PPPOE policy

relearn Modify relearn policy

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified
duration

unicast Modify user-to-user (Unicast) policy

unknown-destination
unknown-protocol

Traffic Class Configuration Mode

Modify unknown destination policy
Modify unknown protocol policy

In this mode, you can create a traffic class and configure the level of service to packets
assigned to the traffic class.

From Global Configuration mode, type the traffic-class command followed by a
trafficClassName, and then press Enter.

hostl(config)#traffic-class test123
hostl(config-traffic-class)#?

default
do
exit

fabric-strict-priority

help
log
macro
no
run
sleep

Set a command to its default(s)

Run an exec mode command (alias command run)

Exit from the current command mode

Allow packets in this class to be dequeued out of the
fabric ahead of other traffic classes

Describe the interactive help system

Configure logging settings

Run a CLI macro

Negate a command or set its default(s)

Run an exec mode command (alias command do)

Make the Command Interface pause for a specified duration

Traffic Class Group Configuration Mode
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In this mode, you can create and configure traffic-class groups, which can contain
multiple traffic classes.

From Global Configuration mode, type the traffic-class-group command and a
trafficClassGroupName, and press Enter.

hostl(config)#traffic-class-group trafclasnameabcd
hostl(config-traffic-class-group)#?

default Set a command to its default(s)

do Run an exec mode command (alias command run)
exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)
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Tunnel Group Configuration Mode
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Run an exec mode command (alias command do)
Make the Command Interface pause for a specified duration
traffic-class Set the traffic class belong to this group

In this mode, you can define up to 31 tunnels for a tunnel group.

From Global Configuration mode, type aaa tunnel-group and the groupName, and

press Enter.

hostl(config)#aaa tunnel-group storm

hostl(config-tunnel-group)#?

default Set a command to its default(s)

do Run an exec mode command (alias command run)

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration
tunnel Configure tunnel tag

Tunnel Group Tunnel Configuration Mode

In this mode, you can configure attributes for a tunnel group tunnel.

From Tunnel Group Configuration mode, type tunnel and the tag number (in the
range 1-31) for the tunnel, and press Enter.

hostl(config-tunnel-group)#tunnel 1
hostl(config-tunnel-group-tunnel)#?
Configure tunnel endpoint address

Configure the client hostname of the tunnel
Set a command to its default(s)

Run an exec mode command (alias command run)
Exit from the current command mode

Describe the interactive help system

address
client-name
default

do

exit

help
identification
log

macro
max-sessions
medium

no

password
preference
receive-window
router-name
run
server-name
sleep
source-address
type

Configure
Configure
Run a CLI
Configure
Configure

tunnel
logging settings
macro

identification

maximum sessions for this tunnel

tunnel medium

Negate a command or set its default(s)

Configure

Configure tunnel preference

tunnel password

Configure the receive window size for this tunnel
Configure the virtual-router for the domain name
Run an exec mode command (alias command do)
Configure the remote hostname for the tunnel
Make the Command Interface pause for a specified duration
Configure tunnel source address

Configure

tunnel type
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Tunnel Profile Configuration Mode

In this mode, you can create and configure MPLS tunnel profiles.

From Global Configuration mode, type mpls tunnels profile and the profileName,
and press Enter.

hostl(config)#mpls tunnels profile storm
hostl(config-tunnelprofile)#?
default Set a command to its default(s)

do Run an exec mode command (alias command run)

exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

no Negate a command or set its default(s)

run Run an exec mode command (alias command do)

sleep Make the Command Interface pause for a specified duration

tunnel Configure tunnel interface parameters

Tunnel Server Configuration Mode

In this mode, you can configure (provision) the maximum number of tunnel-service
interfaces to be used on a dynamic tunnel-server port.

From Global Configuration mode, type tunnel-server and the slot number and port
number of the dynamic tunnel-server port, and press Enter.

hostl(config)#tunnel-server 2/2
hostl(config-tunnel-server)#?

default Set a command to its default(s)

do Run an exec mode command (alias command run)
exit Exit from the current command mode

help Describe the interactive help system

log Configure logging settings

macro Run a CLI macro

max-interfaces Configure maximum number of tunnel-server interfaces for
dynamic server port

no Negate a command or set its default(s)
run Run an exec mode command (alias command do)
sleep Make the Command Interface pause for a specified duration

VRF Configuration Mode
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In this mode, you can create and configure VRF parameters for BGP/MPLS VPNs.

From Global Configuration mode, type ip vrf and the vrfName, and press Enter.
Confirm the new VRF by pressing Enter.

hostl(config)#ip vrf yankee
Proceed with new vrf creation? [confirm]
hostl(config-vrf)#?
default Set a command to its default(s)
description Configure VRF specific description
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do
exit
export
help
import
ip

log
macro
maximum
no

rd
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Run an exec mode command (alias command run)
Exit from the current command mode
Specify VRF export characteristics
Describe the interactive help system
Specify VRF import characteristics
Configure IP characteristics
Configure logging settings

Run a CLI macro

Specify a maximum limit

Negate a command or set its default(s)
Specify route distinguisher

route-target Specify VPN extended community Target

run
sleep

VR Group Configuration Mode
In this mod
accounting

accounting

From Globa

Run an exec mode command (alias command do)
Make the Command Interface pause for a specified duration

e, you can add up to four virtual routers to the virtual router group. The
servers of the virtual routers in the group can receive AAA broadcast
records.

| Configuation mode, type aaa accounting vr-group and the vrGroupName,

and press Enter.

hostl(confi
hostl(confi
aaa

default
do

exit
help
log
macro
no

run
sleep
support

g)#aaa accounting vr-group westVrGroup38

g-vr-group)#?

Configure authentication, authorization, and accounting
characteristics

Set a command to its default(s)

Run an exec mode command (alias command run)

Exit from the current command mode

Describe the interactive help system

Configure logging settings

Run a CLI macro

Negate a command or set its default(s)

Run an exec mode command (alias command do)

Make the Command Interface pause for a specified duration
Enter Support mode
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Installing JUNOSe Software

The JUNOSe software resides on a nonvolatile storage (NVS) card located in the switch
route processor (SRP) module. Each SRP module is shipped with an NVS card that
contains a software release. Each SRP module is shipped with an NVS card that
contains a software release. New software releases are shipped on a set of CDs. You
can also download software releases from the Juniper Networks Web site.

A CAUTION: See the Release Notes for extra information about installing and upgrading
the software.

This chapter provides information on how to install a new software release on a
router and contains the following sections:

m  Overview on page 127

m Platform Considerations on page 129

m Installing Software When a Firewall Exists on page 129

m Installing Software When a Firewall Does Not Exist on page 134

m  Copying Release Files from One Router to Another on page 142

m  Upgrading Systems That Are Operating with Two SRP Modules on page 143
m  Upgrading from Release 5.1.1 or Lower-Numbered Releases on page 144

m  Downgrading JUNOSe Software on page 147

Overview

If the router contains only one SRP module, we recommend you divert traffic to
another router before installing a new software release because the router is
unavailable during the installation process. Depending on whether a firewall separates
the router from the network host, you can then complete the appropriate software
installation. (See “Installing Software When a Firewall Exists” on page 129 or “Installing
Software When a Firewall Does Not Exist” on page 134.) However, if the router contains
two SRP modules, you can upgrade the software while the system is operating. (See
“Upgrading Systems That Are Operating with Two SRP Modules” on page 143.)

When installing new JUNOSe software, you must copy the contents of the release

files to a network host and transfer the release files to at least one router in the
network. Depending on the network configuration, you can copy the release files
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from either the network host or the first router to the other routers in the network.
(See “Copying Release Files from One Router to Another” on page 142.)

NOTE: Some line modules and SRP modules on ERX14xx models, ERX7xx models,
and the ERX310 Broadband Services Router require a minimum amount of memory
to be used with JUNOSe Release 5.3.0 or a higher-numbered release. See the ERX
Module Guide for module specifications.

Identifying the Software Release File

128 =

Overview

You can find the software release file on one of the following JUNOSe software CDs:

m  JUNOSe <release> #1—Contains the release files for the ERX7xx routers, the
ERX14xx routers, and the ERX310 router

m  JUNOSe <release> #2—Contains the release file for the E120 and E320
Broadband Services Routers, the MIB directory, and the Release Notes

You can also download a compressed version of the software release by logging on
to https://www juniper.net/support/. The .zip file that you download contains the
software release file.

The release is in the software directory, which is identified by the release number.

For example, if the release number is x.y.z, the name of the directory is x-y-z. See
Table 11 on page 128.

Table 11: Software Release Files

File Format
Router (x-y-z is the release number)
E120 and E320 €320_x-y-z.rel
ERX1440 erx40_x-y-z.rel
ERX310 erx310_x-y-z.rel
All other E Series routers erx_x-y-z.rel

To identify the software release file:
1. Access the software directory.

2. Find the files with the extension .rel.

The procedures outlined in the following sections provide detailed instructions for
typical installations. For additional information about commands and troubleshooting,
see “Command-Line Interface” on page 29 and Interface Types and Specifiers in the
JUNOSe Command Reference Guide
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Platform Considerations

You can install JUNOSe software on all E Series routers.

For information about the modules supported on E Series routers:

m See the ERX Module Guide for modules supported on ERX7xx models, ERX14xx
models, and the ERX310 router.

m  See the E120 and E320 Module Guide for modules supported on the E120 and
E320 routers.

Installing Software When a Firewall Exists

When a firewall separates the router from the network host, you must use FTP to
transfer the software release files from the network host to the router. In this case,
you must configure the FTP server on the router and ensure that FTP client software
is installed on the network host.

For this network configuration, you must install the software from the normal
operational mode of the command-line interface (CLI). You can access the CLI through
either the local console or a Telnet session. If you have not yet configured the router
to support Telnet, then you must use the local console.

To install the software, perform the following tasks. (See Table 12 on page 129.)

Table 12: Software Installation Procedure When a Firewall Exists

Obtain the required information for the installation.

N

For routers that are currently operating, divert network traffic to
another router.

Access the Privileged Exec CLI command mode.
Configure IP on an interface.

Copy the release files on the network host.
Configure access to the network host.

Enable the FTP server on the router.

© N oLk W

Identify the files to transfer.

9. Transfer the files to the user space on the router.

10. Install the software release file to the system space on the router.
11. Save the current configuration.

12. Reboot the system.

Task 1: Obtain the Required Information

Before you install the software, obtain the following information:
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m The password (if one is configured) that enables you to access Privileged Exec
mode on the router

m The IP address of the network host
m The IP address of the router

m  The IP address of the next hop to reach the destination network (for example,
a gateway)

m  The login name and password for the vty line

m  The procedure for copying the release files to the network host

Task 2: Divert Network Traffic to Another Router

The system will be unavailable during the installation process.

Task 3: Access Privileged Exec Mode

To access this mode via the CLI:

1. Issue the enable command.

hostl>enable

2. Type the password if the system prompts you.

Task 4: Configure IP on an Interface

Typically, you configure IP on the Fast Ethernet interface of the SRP module. To
configure IP on an interface:

1. Determine the slot number of the module.
host1#show version
2. Determine the port number of the module.

3. Determine whether the interface already has an IP address.

m  On ERX7xx models, ERX14xx models, and the ERX310 router:
host1#show ip interface fastEthernet 6/0
m  Onthe E120 and E320 routers:

hostl#show ip interface fastEthernet 6/0/0

= NOTE: If an IP interface is not configured, an Invalid interface message appears.
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If the interface already has an IP address, go to Step 5. Otherwise, proceed with
Step 4.

4. Configure an IP address on the interface.

m  On ERX7xx models, ERX14xx models, and the ERX310 router:

host1#configure

Configuring from terminal or file [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
hostl(config)#interface fastEthernet 6,/0

hostl(config-if)#ip address ipAddress [ mask ]

m Onthe E120 and E320 routers:

host1#configure

Configuring from terminal or file [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
hostl(config)#interface fastEthernet 6/0/0
host1(config-if)#ip address ipAddress [ mask ]

5. Press Ctrl + z to return to Privileged Exec mode.

Task 5: Copy the Release Files to the Network Host

If you downloaded the software from the Juniper Networks Web site as a .zip file,
uncompress the files to a directory, and copy the release files to the network host.

If you are accessing the release files from one of the software CDs, you must mount
the CD. The way you mount the release files on the network host depends on the
type of computer you use, the operating system, and the network configuration. To
find out how to mount the release files on the network host, review the manual for
the operating system, or contact your network administrator.

Task 6: Configure Access to the Network Host

To configure access to the network host:

1. Use the ping command to determine whether the router can reach the network
host.

hostl#ping hostname

If the router can reach the network host, go to the next section. Otherwise, go
to Step 2.

2. Determine whether a route exists between the router and the network host.

host1#show ip route

If the appropriate route is displayed, go to Step 5. Otherwise, proceed with Step 3.

3. Configure a route to reach the network host.
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host1#configure

Configuring from terminal or file [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
host1(config)#ip route ipNetwork networkMask ipNextHop

4. Press Ctrl + z to return to Privileged Exec mode.

5. Determine whether the router has been configured to recognize the network
host.

hostl1#show host

If the network host is listed, go to Step 8. Otherwise, proceed with Step 6.

6. Add an entry to the Static Host Table so that the router can access the network
host. Use the host command to specify the network hostname and IP address.

host1#configure

Configuring from terminal or file [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
hostl(config)#host hostName ipAddress ftp loginname password

7. Press Ctrl+ z to return to Privileged Exec mode.

8. Use the ping command to determine whether the router can now reach the
network host.

hostl#ping hostname

If the router cannot reach the network host, verify that you correctly performed
the previous steps in this procedure and that the network host is operational.

Task 7: Enable the FTP Server on the Router

The router divides its vty resources among Telnet, SSH, and FTP services. Each FTP
session requires one vty line, and the FTP service uses the authentication method
configured for the vty line. If you configured more than one vty line for Telnet access,
the FTP service uses one of those lines. If you configured only one line for Telnet
access, configure another vty line.

To enable the FTP server, use the ftp-server enable command.

host1(config)#ftp-server enable

Task 8: Identify the Files to Transfer
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To identify all the files for the release, use a text editor to open the software release
(.rel) file on the JUNOSe software CD or from the directory in which you downloaded
from the Juniper Networks Web site. The software release file contains a list of all
the files associated with the release. You must transfer the software release file and
all the files it contains to the user space.
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Task 9: Transfer Files to the User Space

To transfer the files for the release to the user space, use the FTP client software on
the network host to connect to the FTP server on the router. Transfer the files to a

subdirectory within the incoming directory. If you specify a subdirectory that does

not exist, the router creates the directory.

@ NOTE: Be sure to transfer the software release file and all the files it lists.

Task 10: Install Files on the System Space

Installing the software release file to the system space installs all files listed in the
software release file. To install the software release file from the incoming directory
in the user space to the router space, use the copy command.

Be sure to specify the correct software release (.rel) filename for the router you are
using, as described in “Identifying the Software Release File” on page 128.

@ NOTE: The destination file must have a .rel extension.

For example:

hostl#copy /incoming/releases/erx_x-y-z.rel erx_x-y-z.rel

The software release is copied from the user space to the system space. This process
can take several minutes.

Task 11: Save the Current Configuration
To save the current configuration, use the copy running-configuration command:

hostl#copy running-configuration filename.cnf

Task 12: Reboot the System

To reboot the system using the newly installed software:

1. Access Global Configuration mode.
hostl#configure
Configuring from terminal or file [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
hostl(config)#

2. Run the boot system command, specifying the .rel filename of the software
release.
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For example:

hostl(config)#boot system erx_x-y-z.rel

The following message appears when you issue this command:

WARNING: We recommend that you copy the current running-configuration to a
file prior to reloading a different release of software.

3. Press Ctrl+ z to return to Privileged Exec mode.

4. Verify that the router is ready to boot with the new software release.

host1#show boot

If the old software version is still listed, verify that you completed the previous
steps correctly.

5. Run the reload command.

host1#reload

The following message appears when you issue this command:

WARNING: Execution of this command will cause the system to reboot. Proceed
with reload? [confirm]

The system reboots. The reboot might take longer than normal because line
modules initialize with the old version of the software, acquire the new version
from the SRP module, and reinitialize. When you observe the LEDs on the line
modules, the line modules appear to boot twice.

Installing Software When a Firewall Does Not Exist

If there is no firewall between the router and the network host to which you copied
the release files, you can transfer the software release files from the network host
to the router via the FTP server or by issuing the copy command. To transfer files
via the FTP server, refer to the previous section, “Installing Software When a Firewall
Exists” on page 129. This section describes how to transfer files by issuing the copy
command.

If you use the copy command to transfer the files, the network host must be an FTP
server. This command activates an FTP client on the router.

For this network configuration, you can install the software in the normal command
line interface (CLI) operational mode or in boot mode.

Installing Software in Normal Operational Mode
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For this procedure, you must access the CLI through either the local console or a
Telnet session. If you have not yet configured the router to support Telnet, then you
must use the local console.
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To install the software, perform the following tasks. (See Table 13 on page 135.)

Table 13: Software Installation Procedure When a Firewall Does Not Exist

Obtain the required information for the installation.

N

For routers that are currently operating, divert network traffic to another
router.

Access the Privileged Exec CLI command mode.
Configure IP on an interface.

Configure access to the network host.

Copy the release files to the network host.

Copy the software release file to the router.
Save the current configuration.

0 ® N o0k

Reboot the system.

Task 1: Obtain the Required Information

Before you install the software, obtain the following information:

m  The password (if one is configured) that enables you to access Privileged Exec
mode on the router

m The IP address of the network host
m The IP address of the router

m  The IP address of the next hop to reach the destination network (for example,
a gateway)

m  The login name and password for the FTP server

m The procedure for copying the release files to the network host

Task 2: Divert Network Traffic to Another Router

The system will be unavailable during the installation process.

Task 3: Access Privileged Exec Mode

To access this mode via the CLI:

1. Issue the enable command.

hostl>enable

2. Type the password if the system prompts you.
Task 4: Configure IP on an Interface

Typically, you configure IP on the Fast Ethernet interface of the SRP module. To
configure IP on an interface:
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1. Determine the slot number of the module.
host1#show version
2. Determine the port number of the module.

3. Determine whether the interface already has an IP address.

m  On ERX7xx models, ERX14xx models, and the ERX310 router:
hostl#show ip interface fastEthernet 6/0
m  Onthe E120 and E320 routers:

hostl#show ip interface fastEthernet 6/0/0

= NOTE: If an IP interface is not configured, an Invalid interface message appears.

If the interface already has an IP address, go to Step 5. Otherwise, proceed with
Step 4.

4. Configure an IP address on the interface.

m  On ERX7xx models, ERX14xx models, and the ERX310 router:

host1#configure

Configuring from terminal or file [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
host1(config)#interface fastEthernet 6/0

host1(config-if)#ip address ipAddress [ mask ]

m  Onthe E120 and E320 routers:
host1#configure
Configuring from terminal or file [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.

host1(config)#interface fastEthernet 6/0/0
host1(config-if)#ip address ipAddress [ mask ]

5. Press Ctrl + z to return to Privileged Exec mode.

Task 5: Configure Access to the Network Host

To configure access to the network host:

1. Use the ping command to determine whether the router can reach the network
host.

host1#ping ipAddress

If the router can reach the network host, go to the next section. Otherwise, go
to Step 2.
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2. Determine whether a route exists between the router and the network host.

hostl#show ip route

If the appropriate route is displayed, go to Step 4. Otherwise, proceed with Step 3.

3. Configure a route to reach the network host.

hostl#configure

Configuring from terminal or file [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
hostl(config)#ip route ipNetwork networkMask ipNextHop

4. Press Ctrl + z to return to Privileged Exec mode.

5. Determine whether the router has been configured to recognize the network
host.

host1#show host

If the network host is listed, go to Step 8. Otherwise, proceed with Step 6.

6. Add an entry to the Static Host Table so that the router can access the network
host. Use the host command to specify the network hostname and IP address.

host1#configure

Configuring from terminal or file [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
host1(config)#host hostName ipAddress ftp loginname password

7. Press Ctrl+ z to return to Privileged Exec mode.

8. Use the ping command to determine whether the router can now reach the
network host.

host1#ping hostname

If the router cannot reach the network host, verify that you correctly performed
the previous steps in this procedure and that the network host is operational.
Task 6: Copy the Release Files to the Network Host

If you downloaded the software from the Juniper Networks Web site as a .zip file,
uncompress the files to a directory, and copy the release files to the network host.

If you are accessing the release files from one of the software CDs, you must mount
the CD. The way you mount the CD on the network host depends on the type of
network host you use, the operating system, and the way your network is configured.

To find out how to mount a CD on the network host, review the manual for the
operating system, or contact your network administrator.

Task 7: Copy the Software Release File to the Router

To copy the software release file to the router, use the copy command.
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Be sure to specify the correct software release (.rel) filename for the router you are
using, as described in “Identifying the Software Release File” on page 128.

@ NOTE: The destination file must have a .rel extension.

For example:

hostl#copy hostname;/cdrom/x-y-z/erx_x-y-z.rel erx_x-y-z.rel

The software release is copied from the network host to the router. This process can
take several minutes.

Task 8: Save the Current Configuration
To save the current configuration, use the copy running-configuration command:

hostl#copy running-configuration filename.cnf

Task 9: Reboot the System

To reboot the system using the newly installed software:

1. Access Global Configuration mode.
hostl#configure
Configuring from terminal or file [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
hostl(config)#

2. Run the boot system command, specifying the .rel filename of the software
release. For example:

hostl(config)#boot system erx_x-y-z.rel

The following message appears when you issue this command:

WARNING: We recommend that you copy the current running- configuration to a
file prior to reloading a different release of software.

3. Press Ctrl + z to return to Privileged Exec mode.
4. Make sure that the router is ready to boot with the new software release.

host1#show boot

If the old software version is still listed, verify that you completed the previous
steps correctly.

5.  Run the reload command.

hostl1#reload
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The following message appears when you issue this command:

WARNING: Execution of this command will cause the system to reboot. Proceed

with reload? [confirm]

The system reboots. The reboot might take longer than normal because line
modules initialize with the old version of the software, acquire the new version
from the SRP module, and reinitialize. When you observe the LEDs on the line

modules, the line modules appear to boot twice.

Installing Software in Boot Mode

To install the software in Boot mode, you must access the CLI via the local console.

To install the software, perform the following tasks. (See Table 14 on page 139.)

Table 14: Software Installation Procedure in Boot Mode

W ® N oUW

Obtain the required information for the installation.

For routers that are currently operating, divert network traffic to
another router.

Access the Boot mode.

Assign an IP address to the router.
Configure access to the network host.
Reset the SRP module.

Copy the release files to the network host.
Copy the software release file to the router.
Reboot the system.

Task 1: Obtain the Required Information

Before you install the software, obtain the following information:

The IP address of the network host

The IP address of the router

The IP address of the next hop to reach the destination network (for example,

a gateway)

The login name and password for the FTP server

The procedure for copying the release files to the network host

Task 2: Divert Network Traffic to Another System

The system will be unavailable during the installation process.
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Task 3: Access the Boot Mode

To access Boot mode from the local console:

1. At the Privileged Exec prompt, type the reload command.

Information on the reloading process appears.

2. When the countdown begins, press the key sequence mb.

This action puts the CLI in Boot mode and the :boot## prompt appears.

& NOTE: If you do not press the key sequence mb before the countdown ends, the
reloading process continues and returns the CLI to the normal User Exec mode.

Task 4: Assign an IP Address
When you assign an IP address to the router in Boot mode, the address is configured
on the Fast Ethernet port of the primary SRP module. To assign an Internet address

to the router, use the ip address command.

:boot##ip address ipAddress [ mask ]

Task 5: Configure Access to the Network Host

To configure access to the network host:

1. Configure a gateway through which the router can reach the network host.

:boot##ip gateway ipAddress

2. Determine whether the router has been configured to recognize the network
host.

:boot##show host

If the network host is listed, go to the next section. Otherwise, proceed with
Step 3.

3. Add an entry to the Static Host Table so that the router can access the network
host.

:boot##host hostName ipAddress ftp login-name password

Use the host command to specify the network host name and IP address.
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Task 6: Resetting the SRP Module

To ensure that the IP addresses are properly activated, you must reset the SRP
module. To reset the SRP module, issue the reload command from the :boot##
prompt or depress the recessed module reset button located on the front of the
module.

Depressing the module reset button on the SRP module is equivalent to rebooting
the router and causes all of the line modules to reboot.

Task 7: Copy the Release Files to the Network Host

If you downloaded the software from the Juniper Networks Web site as a .zip file,
uncompress the files to a directory, and copy the release files to the network host.

If you are accessing the release files from one of the software CDs, you must mount
the CD. The way you mount the CD on the network host depends on the type of
network host you use, the operating system, and the way your network is configured.
To find out how to mount a CD on the network host, review the manual for the
operating system, or contact your network administrator.

Task 8: Copy the Software Release File to the Router
To copy the software release file to the router, use the copy command.

Be sure to specify the correct software release (.rel) filename for the router you are
using, as described in “Identifying the Software Release File” on page 128.

NOTE: The destination file must have a .rel extension.

For example:

:boot##copy hostname;/cdrom/x-y-z/erx_x-y-z.rel erx_x-y-z.rel

The software release is copied from the network host to the router. This process can
take several minutes.

Task 9: Reboot the System

To reboot the system using the newly installed software:

1. Run the boot system command, specifying the .rel filename of the software
release. For example:

:boot##boot system erx_x-y-z.rel

The following message appears when you issue this command:
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WARNING: We recommend that you copy the current running-configuration to a
file prior to reloading a different release of software.

2.  Run the reload command.

:boot##reload

The following message appears when you issue this command:

WARNING: Execution of this command will cause the system to reboot. Proceed
with reload? [confirm]

The system reboots. The reboot might take longer than normal because line
modules initialize with the old version of the software, acquire the new version
from the SRP module, and reinitialize. When you observe the LEDs on the line
modules, the line modules appear to boot twice.

Copying Release Files from One Router to Another
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When you have copied the release files from a network host to one router, you can
transfer files from that router to other routers on the network. This feature is useful
when:

m The other routers are unreachable from the network host but have network
connectivity to the router on which you installed the new software.

m The connection between routers is faster than the connection between a router
and the network host to which it is connected.

The procedures for transferring release files from a source router to a destination
router are almost identical to transferring release files from a network host to a router
on the same side of the firewall.

@ NOTE: You must enable the FTP server on the source router.

To transfer release files from a source router to a destination router, follow the
instructions in “Installing Software When a Firewall Does Not Exist” on page 134,
with the following changes:

m  Substitute the source router for the network host.
m  Omit the step about copying the release files to the network host.

m  Copy the file to the system space of the second router from the user space of
the first router.

Be sure to specify the correct software release (.rel) filename for the router you
are using, as described in “Identifying the Software Release File” on page 128.

For example:

hostl1#copy boston:/outgoing/releases/erx_x-y-z.rel erx_x-y-z.rel
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Upgrading Systems That Are Operating with Two SRP Modules

Use this procedure when the system contains two SRP modules and is already
operating with an earlier software release. Each SRP module keeps the system
operational while you upgrade the software on the other, so that you can minimize
service interruption.

A CAUTION: You must upgrade the software on the redundant SRP module when you
upgrade the software on the primary SRP module. This action prevents the redundant
SRP module from overwriting the new software on the primary SRP module if the
primary SRP module fails and the redundant SRP module takes control.

To upgrade the software on a system that is operational and contains two SRP
modules:

1. Turn off autosynchronization.

hostl(config)#disable-autosync

2. Copy the new release of the software to NVS of the primary SRP module. Be
sure to specify the correct software release (.rel) filename for the router you are
using, as described in “Identifying the Software Release File” on page 128.

If a firewall separates the router from the network host, transfer files to the
user space with the FTP client on the network host, and install files on the
system space (See “Installing Software When a Firewall Exists” on page 129.)
For example:

hostl#copy /incoming/releases/erx_x-y-z.rel erx_x-y-z.rel

If no firewall separates the router from the network host, copy the files to
the router (See “Installing Software When a Firewall Does Not Exist” on page
134 .) For example:

hostl#copy hostname:/cdrom/x-y-z/erx_x-y-z.rel erx_x-y-z.rel

If you are transferring the files from one router to another, copy the file to
the system space of the second router from the user space of the first router
(See “Copying Release Files from One Router to Another” on page 142.) For
example:

hostl1#copy boston:/outgoing/releases/erx_x-y-z.rel erx_x-y-z.rel

3. Save the current configuration. For example:

host1#copy running-configuration system2.cnf

4. Specify that the router should use the new software release when it reboots. For
example:

hostl(config)#boot system erx_x-y-z.rel
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5. Synchronize the NVS file system of the redundant module with that of the primary
module.

hostl#synchronize

The redundant SRP module automatically reboots because the software release
that it is configured to run differs from the software release it is running.

A CAUTION: The secondary SRP module does not run the new software until it reboots.
If you issue the srp switch command or the primary SRP module fails before the
redundant SRP module reboots, then the secondary SRP module runs with the old
release when it takes control.

6. Wait for the redundant SRP module to boot, initialize, and reach the standby
state. When the module is in standby state, the REDUNDANT LED is on and the
ONLINE LED is off. The State field in the show version display indicates the
module is in standby.

After any type of reboot, the primary and redundant SRP module NVS file systems
are unsynchronized again.

7. Synchronize the NVS file system of the redundant module with that of the primary
module.

host1#synchronize

8. Switch from the primary SRP module to the redundant SRP module.

host1#srp switch

The redundant SRP module becomes the primary. The former primary SRP
module reboots and becomes the redundant.

9. Reenable autosynchronization.

host1(config)#no disable-autosync

Upgrading from Release 5.1.1 or Lower-Numbered Releases
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Release 5.1.1 or lower-numbered releases only support application images up to 172
MB. To install larger application images for Release 6.0.0 and higher-numbered
releases, you must first install Release 5.1.2 (or the highest-numbered 5.x.x release).
This enables the system to support application images greater than 172 MB. For
example, you cannot go from Release 5.1.1 to Release 7.2.0 without first upgrading
to Release 5.1.2. See Table 15 on page 145.
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Table 15: Release Compatibility

Highest Release Able Maximum
JUNOSe Release to Load Cannot Load Application Image
5.1.1 or lower-numbered  5.3.5p0-2 or the 6.X.X Or ~ 172 MB
release highest-numbered higher-numbered

5.x.x release release
5.1.2 or higher-numbered ~ No limitation Not applicable ~ 234 MB
release
7.2.0 or higher-numbered  No limitation Not applicable ~ 256 MB

release

Your software upgrades may be available remotely through Telnet or FTP, or may
be delivered on a new NVS card. Depending on how you access the software updates,
there are two different procedures to follow. See the appropriate section for
instructions:

m  “Upgrading Software Remotely Through Telnet or FTP” on page 145
m  “Upgrading Software from an NVS Card” on page 145

Upgrading Software Remotely Through Telnet or FTP

Follow these steps to upgrade your system software remotely:

1. Copy the new release to your system (using Telnet of FTP).

& NOTE: The release you are installing must be Release 5.1.2 or higher-numbered 5.x.x
release.

2. Install and arm the release from the config# prompt using the normal upgrade
procedures as described in this chapter.

3. Reload and configure the software.

After the system is configured with a 5.x.x release, newer releases are supported
and can be installed.

Upgrading Software from an NVS Card

Follow these steps to upgrade your system software when the software is on an NVS
card. The procedure you use depends on the number of SRP modules in the system.

Upgrading a System That Contains One SRP Module

If the system contains only one SRP module, you must power off the system before
you upgrade the NVS card.

Upgrading from Release 5.1.1 or Lower-Numbered Releases ®W 145



JUNOSe 10.2.x System Basics Configuration Guide

146 =m

To upgrade the NVS card on a system that contains one SRP module:

1. Enter the halt command.

2. Connect your antistatic wrist strap to the ESD grounding jack on the router.
3. Power off the system.

4. Replace the NVS card on the SRP module.

NOTE: The release you are installing must be Release 5.1.2 or higher-numbered 5.x.x
release.

5. Power on the system.

After the system is configured with a 5.x.x release, newer releases are supported
and can be installed.

Upgrading a System That Contains Two SRP Modules

In a system that contains two SRP modules, you can upgrade the software without
powering off the system.

To upgrade the software in a system that contains two SRP modules:

1. Connect your antistatic wrist strap to the ESD grounding jack on your router.

2. Turn off autosynchronization.

hostl#enable

host1#configure

Configuring from terminal or file [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
hostl (config)#disable-autosync

hostl (config)#exit

3. Halt the redundant SRP module.

host1#halt standby-srp
Remove the redundant SRP module from the chassis.

4. Replace the NVS card on this SRP module.

NOTE: The release you are installing must be Release 5.1.2 or higher-numbered 5.x.x
release.

5. Reinsert the SRP module into the chassis.

6. Force the redundant SRP module to take over from the primary SRP module.
host1#srp switch

7. Turn on autosychronization.
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hostl#enable

host1#configure

Configuring from terminal or file [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
host1 (config)#no disable-autosync

host1 (config)#exit

The software is updated on the other SRP module.

After the system is configured with a 5.x.x release, newer releases are supported
and can be installed.

Downgrading JUNOSe Software

Downgrading JUNOSe software requires factory defaults installed on the router, and
can cause NVS and configuration script incompatibilities.

& CAUTION: We do not recommend that you attempt to downgrade JUNOSe software
without the assistance of a Juniper Technical Assistance Center representative. Contact
the Juniper Technical Assistance Center to obtain help.
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Chapter 4

Configuring SNMP

Overview

This chapter provides information for configuring Simple Network Management
Protocol (SNMP) on your E Series router.

This chapter contains the following sections:

Overview on page 149

Platform Considerations on page 158
References on page 159

Before You Configure SNMP on page 159
SNMP Configuration Tasks on page 160
Configuring Traps on page 169

Configuring the SNMP Server Event Manager on page 180
Collecting Bulk Statistics on page 197

Using the Bulk Statistics Formatter on page 231
Managing Virtual Routers on page 233
Monitoring SNMP on page 233

SNMP is a protocol that manages network devices, such as your E Series router. The
goal of SNMP is to simplify network management in two ways:

By defining a single management protocol that can be used to manage any
network device from any vendor.

This feature reduces the complexity of the network management application
because the application does not need to support a large number of proprietary
management protocols for the mix of vendors’ devices in the network.

By defining a single, consistent representation of managed information that is
commonly deployed in network devices.

For example, SNMP uses a common form and semantics for interface statistics,
a process that supports consistent interpretation and meaningful comparison.

SNMP is an application-level protocol that comprises the following three elements:
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Terminology

150 ®m Overview

= An SNMP client (manager)

m  An SNMP server (agent)

m A Management Information Base (MIB)

SNMP defines a client-server model in which a client (manager) obtains information
from the server (agent) through two mechanismes:

m A request/response protocol by which the client configures and monitors the
server. In this instance, the information is solicited.

m  Asynchronous notifications (called traps) by which the server, on its own initiative,
reports notable changes in the router’s status to the client. In this instance, the
information is unsolicited.

Table 16 on page 150 provides definitions for the basic SNMP terms.

Table 16: SNMP Terminology

Term Meaning

agent Also referred to as server; a managed device, such as a router, that collects
and stores management information

client Sometimes called a network management station (NMS) or simply a manager;
a device that executes management applications that monitor and control
network elements

community A logical group of SNMP-managed devices and clients in the same
administrative domain

entity Refers to both a server and a client

event A condition or state change that may cause the generation of a trap message

managed object

A characteristic of something that can be managed, such as a list of currently
active TCP circuits in a device

group

SNMPv3 term; a set of users with the same access privileges to the router

MIB

Management Information Base; a collection of managed objects residing in
a virtual information store

network element

Also known as a managed device; a hardware device, such as a PC or a router

notification

A message that indicates a status change (equivalent to a trap)

Sserver

Also referred to as agent; a managed device, such as a router, that collects
and stores management information
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Table 16: SNMP Terminology (continued)

Term Meaning

trap Message sent by an SNMP server to a client to indicate the occurrence of a

significant event, such as a specifically defined condition or a threshold that
was reached. Managed devices use traps to asynchronously report certain
events to clients.

user SNMPv3 term; an individual who accesses the router

view SNMPvV3 term; defines the management information available to the user:

read, write, or notification

SNMP Features Supported

This SNMP implementation provides the following:

Standard SNMP MIB support for services and interfaces as defined by the Internet
Engineering Task Force (IETF)

A set of AS number version 1 notated enterprise MIBs for all management
functions not addressed by standard MIBs

A multilingual SNMP server that supports SNMPv1, SNMPv2c, and SNMPv3
protocols

Enhanced security and management features supported in SNMPv3
Traps for alarm and state change events

Bulk data collection and retrieval

Management of virtual routers

Secure audit logging for packet mirroring traps and Juni-PACKET-MIRROR MIB
access

NOTE: You can disable the management interface through SNMP. But, if you disable
the management interface, you can no longer access the router through SNMP.

NOTE: JUNOSe software supports SNMP packet mirroring traps; however, the packet
mirroring-related SNMP commands, categories, and traps are visible in the CLI only
to authorized users. See JUNOSe Policy Management Configuration Guide for information
about using SNMP with secure packet mirroring.

SNMP Client

The SNMP client runs on a network host and communicates with one or more SNMP
servers on other network devices, such as routers, to configure and monitor the
operation of those network devices.
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SNMP Server

SNMP MiBs

SNMP Versions
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Overview

The SNMP server operates on a network device, such as a router, a switch, or a
workstation. It responds to SNMP requests received from SNMP clients and generates
trap messages to alert the client(s) about notable state changes in the network device.

The SNMP server implementation operates over UDP/IP only. It can receive requests
directed to any IP address configured on the router. SNMP requests and responses
are received or sent on UDP port 161. SNMP traps are sent from UDP port 162 by
default or from a configurable port. For traps sent from UDP port 162, you can
configure the destination UDP port for each recipient with the snmp-server host
command.

A MIB specifies the format of managed data for a device function. The goal of a MIB
is to provide a common and consistent management representation for that function
across networking devices.

Your router supports both standard and enterprise SNMP MIBs.

Standard SNMP MIBs

A standard MIB is defined by a body such as the IETF and fosters consistency of
management data representation across many vendors’ networking products.

Juniper Networks E Series Enterprise MIBs

An enterprise MIB is defined by a single vendor. In addition to providing consistency
of management data representation across that vendor’s product line, the enterprise
MIB also accounts for proprietary functions and value-added features not addressed
by standard MIBs.

For example, boot record extensions to the enterprise MIB enable configuration of
the release (.rel) files for each router, slot, and subsystem. The extensions also enable
booting through the factory defaults, the running configuration, or a configuration
(.cnf) file.

Accessing Supported SNMP MIBs

For complete information about the SNMP MIBs supported by your router, see the
E Series System Software CD, shipped with your router. In the MIBs folder you will
find information about all supported standard and Juniper Networks E Series
Enterprise (proprietary) MIBs.

This SNMP server implementation supports:

m  SNMPv1 (defined in RFC 1157)
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m  SNMPv2c (Community-based SNMPv2, defined in RFC 1901 and RFC 3416)
m  SNMPv3 (compliant with RFCs 3410-3418, STD 62)

The server encodes SNMP responses using the same SNMP version received in the
corresponding request and encodes traps using the SNMP version configured for the
trap recipient.

SNMPv2c supports the capabilities defined for SNMPv1 and provides greater power
and flexibility through the addition of several features, including:

m  More detailed error codes

m  GetBulk operation for efficient retrieval of large amounts of data

m 64-bit counters

SNMPV3 is an extensible SNMP framework that supplements the SNMPv2c framework
by supporting:

m  Security for messages

m  Explicit access control

As users transfer more sensitive information, such as billing details, through the
Internet, security becomes more critical for SNMP and other protocols. SNMPv3
provides the user-based security model (USM) to address authentication and data
encryption.

Authentication provides the following benefits:

m  Only authorized parties can communicate with each other. Consequently, a
management station can interact with a device only if the administrator
configured the device to allow the interaction.

m  Messages are received promptly; users cannot save messages and replay them
to alter content. This feature prevents users from sabotaging SNMP configurations
and operations. For example, users can change configurations of network devices
only if authorized to do so.

SNMPv3 authenticates users through the HMAC-MD5-96 or HMAC-SHA-96 protocols;
CBC-DES is the encryption or privacy protocol. The SNMP agent recognizes up to 32
usernames that can have one of the following security levels:

m  No authentication and no privacy (none)
m  Authentication only (auth only)

m  Authentication and privacy (priv)

In contrast, SNMPv1and SNMPv2c provide only password protection, through the
community name and IP address. When an SNMP server receives a request, the
server extracts the client’s [P address and the community name. The SNMP
community table is searched for a matching community. If a match is found, its
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access list, if nonzero, is used to validate the IP address. If the access list number is
zero, the IP address is accepted. A nonmatching community or an invalid IP address
causes an SNMP authentication error. Each entry in the community table identifies:

m  An SNMP community name
m  An SNMP view name
m  Auser’s privilege level

= Read-only (ro)

= Read-write (rw)
®  Administrator (admin)

m  An IP access list name

Management Features

154 =

Management features of SNMPv3 allow you to specify who will receive notifications

and to define MIB views that users in different groups can access:

m  Notification—Message that informs you of a status change; the equivalent of a

trap in SNMPv1.

m View—Definition of the management information that is available: read, write,

or notification. Predefined views are available for each group:

= everything—Includes all MIBs associated with the router, except the

packetMirror MIB

m user—Includes all MIBs associated with the router, except the packetMirror
MIB and standard and enterprise MIBs used to configure SNMP operation

= nothing—Excludes all MIBs

»  mirrorAdmin—Includes the packetMirror MIB

m User—An individual who requires access to the router. The router may provide
authentication and privacy for the user through SNMPv3. Each user is associated

with a group.

m  Group—A set of users with the same access privileges to the router. Three
predefined groups are available: admin, public, and private. Table 17 on page
154 shows the security levels and views associated with these groups.

Table 17: Relationship Among Groups, Security Levels, and Views

Notification/
Group Name Security Level Read View Write View Trap View
admin authentication everything everything everything
and privacy
mirror authentication mirrorAdmin mirrorAdmin mirrorAdmin
and privacy
public none user nothing nothing

Overview
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Table 17: Relationship Among Groups, Security Levels, and Views (continued)

Notification/
Group Name Security Level Read View Write View Trap View
private authentication user user user

only

All SNMP-related CLI commands operate in the context of a virtual router, which
means that you must configure users, traps, communities, and so on for each server.
You must set the context using the virtual-router command and then configure
SNMP.

The show snmp commands show only statistics and configuration information for
the server/SNMP agent that corresponds to the current virtual router contexe.

The exceptions to this convention are the snmp-server contact and the snmp-server
location commands. With these commands, single instances of the contact and the
location are created regardless of the number of virtual routers.

Creating SNMP Proxy

Your JUNOSe software allows you to configure multiple virtual routers. Each virtual
router has its own SNMP server. At router initialization, SNMP creates a server for
each existing virtual router.

When router-specific data is required, the requestor can direct a request to a particular
server for a virtual router through the base community string extension: for example,
SNMP get public@megaRouter.

NOTE: In addition to the @ selector character, the system also supports the % selector
character. For example, SNMP get public % megaRouter.

When any system server parses a request and detects an extended community string,
it acts as proxy by forwarding the request to the server corresponding to the virtual
router name in the extension (for example, megaRouter). The target server then
processes the request and generates a response, which is then returned to the proxy
server and subsequently transmitted to the requester.

The JUNOSe implementation of SNMPv3 communicates with virtual routers by
assigning each proxy agent an SNMP engine ID. This difference is unimportant to
users of the CLI. However, if you use other SNMPv3 applications to manage the
router, refer to the following section.
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Disabling and Reenabling SNMP Proxy

The ability to proxy SNMP from a virtual router (VR) is enabled by default whenever
you create a virtual router agent. However, you can disable or reenable the proxy
feature on each virtual router agent to address any network security issues. To disable
proxy on an agent (router), you must use SNMP or the CLI snmp-server proxy disable
command.

NOTE: Disabling the proxy function on a particular virtual router disables the use of
proxy through that virtual router. You can, however, use the proxy function to access
a proxy-disabled virtual router through another virtual router that does have the
proxy function enabled.

Communicating with the SNMP Engine

156 =

Overview

The SNMP engine performs the following tasks for SNMPv3:
m  Sends and receives messages.

m  Prepares messages and extracts data from messages.

m  Authenticates, encrypts, and decrypts messages.

m  Determines whether access to a managed task is allowed.

Each SNMP engine has an SnmpEngine ID, a hexadecimal number 15 octets long.
Table 18 on page 156 shows the structure of the SnmpEngine ID.

Table 18: SnmpEnginelD Structure Object

Octet Assignment Description

1-4 E Series router SNMP management private enterprise number

5 Indicates that octets 6-15 contain information determined by the E Series
router

6-11 The MAC address for the device

12 ~-15 The 32-bit (4 octet) router index (or routerUID)

Request protocol data units (PDUs) for the SNMP engine must contain the
corresponding contextEngine ID and contextName for the SNMP engine. When the
system receives a PDU, it examines the contextEngine ID and contextName, and
forwards the request to the corresponding virtual router.

m  The contextEngine ID is the same as the SnmpEngine ID.

m The contextName is an internally derived ASCII string associated with the router.
It has the format routerN, where N is a number (with no leading zeros) in the
range 1-16777215, corresponding to the least significant 24 bits of the 32-bit
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router index (or router UID). You can obtain the contextName for a specific router
through the Juniper-ROUTER-MIB from the juniRouterContextName object in the
juniRouterTable, which is indexed by the 32-bit router index (juniRouterindex).

The following table shows examples of the E Series router SNMP engine objects that
are associated with the default virtual router.

Object Value

SnmpEnginelD 0x80:00:13:0a:05:00:90:1a:00:04:6¢:80:00:00:01
contextEnginelD 0x80:00:13:0a:05:00:90:1a:00:04:6¢:80:00:00:01
contextName routerl

SNMP Attributes
The software automatically maps predefined SNMPv1/v2c attributes to predefined
SNMPv3 attributes, as shown in Table 19 on page 157.
Table 19: Relationship Between SNMPv1/v2c and SNMPv3 Attributes
Attribute SNMPv1/v2C Value SNMPv3 Value
Community admin admin
View everything
Privilege rw rw
Community public public
View user
Privilege ro ro
Community private private
View user
Privilege rw rw
SNMP Operations

SNMP has the five operations defined in Table 20 on page 158.
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Table 20: SNMP Operations

SNMP
Operation

Definition

Get

Allows the client to retrieve an object instance from the server.

GetNext

Allows the client to retrieve the next object instance from a table or list within a
Server.

GetBulk

Makes it easier to acquire large amounts of related information without initiating
repeated GetNext operations. GetBulk is not available in SNMPv1.

Set

Allows the client to set values for the objects managed by the server.

Notification

Used by the server to asynchronously inform the client of some event. (Called a
trap in SNMPv1.)

SNMP PDU Types

SNMP offers the six types of PDUs defined in Table 21 on page 158.

Table 21: SNMP PDU Types

SNMP PDU
Type

Definition

Get Bulk

Transmitted by the client to the server to obtain the identifiers and the values
of a group or collection of variables rather than one variable at a time. GetBulk
is not available in SNMPv1.

Get Next
Request

Transmitted by the client to the server to obtain the identifiers and the values
of variables located after the designated variables.

Get Request

Transmitted by the client to the server to obtain the values of designated
variables.

Get
Response

Transmitted by the server to the client in response to a Get Request, a Get Next
Request, or a Set Request PDU.

Set Request

Transmitted by the client to the server to modify the values of designated
variables.

Notification

Transmitted by the server, on its own initiative, to inform the client of a special
event noted on a network device. (Called a trap in SNMPv1.)

Platform Considerations

SNMP is supported on all E Series routers.

For information about the modules supported on E Series routers:
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See the ERX Module Guide for modules supported on ERX7xx models, ERX14xx
models, and the ERX310 router.

See the E120 and E320 Module Guide for modules supported on the E120 router
and the E320 router.

For more information about SNMP, consult the following resources:

RFC 1157—A Simple Network Management Protocol (SNMP) (May 1990)
RFC 1901 —Introduction to Community-based SNMPv2 (January 1996)
RFC 2790—Host Resources MIB (March 2000)

RFC 2864—The Inverted Stack Table Extension to the Interfaces Group MIB (June
2000)

RFC 2493—Textual Conventions for MIB Modules Using Performance History
Based on 15 Minute Intervals (January 1999)

RFC 3014—Notification Log MIB (November 2000)

RFC 3410—Introduction and Applicability Statements for Internet Standard
Management Framework (December 2002)

RFC 3411—An Architecture for Describing Simple Network Management Protocol
(SNMP) Management Frameworks (December 2002)

RFC 3412—Message Processing and Dispatching for the Simple Network
Management Protocol (SNMP) (December 2002)

RFC 3413—Simple Network Management Protocol (SNMP) Applications
(December 2002)

RFC 3414—User-based Security Model (USM) for version 3 of the Simple Network
Management Protocol (SNMPv3) (December 2002)

RFC 3415—View-based Access Control Model (VACM) for the Simple Network
Management Protocol (SNMP) (December 2002)

RFC 3416—Version 2 of the Protocol Operations for the Simple Network
Management Protocol (SNMP) (December 2002)

Before You Configure SNMP

Before you configure SNMP, make sure that at least one IP address is configured on
your router. See Accessing ERX Routers in the ERX Hardware Guide or Accessing E
Series Routers in the E120 and E320 Hardware Guide.

Also make sure that you have the necessary configuration information for:

Communities and their assigned privileges
[P addresses of SNMP clients and trap recipients

SNMPvV3 users
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SNMP Configuration Tasks

To configure the SNMP server:

1. Enable the SNMP server.

host1(config)#snmp-server

2. Configure at least one authorized SNMP community (SNMPv1/v2c¢) or user
(SNMPv3), which provides SNMP client access.

host1(config)#snmp-server community boston view everything rw

host1(config)#snmp-server user fred group private auth sha fred-password priv
des password

3. (Optional) Set the server parameters—contact name and server location.

hostl(config)#snmp-server contact Bob Smith
host1(config)#snmp-server location 3rdfloor

4. (Optional) Reconfigure the maximum SNMP packet size.

hostl(config)#snmp-server packetsize 1000

5. (Optional) Configure memory warning parameters.

hostl(config)#memory warning 80 70

6. (Optional) Configure the method the router uses to encode the ifDescr and ifName
objects.

hostl(config)#snmp interfaces description-format common

7. (Optional) Manage the interface sublayers (compress interfaces and control
interface numbering).

hostl(config)#snmp-server interfaces compress atmAal5

hostl(config)#snmp-server interface compress-restriction ifadminstatusdown
hostl(config)#snmp interfaces rfc1213 55000 100000

8. (Optional) Configure the dynamic group parameters.

hostl(config)#snmp-server group grplauthpriv usm priv read grplread write
grplwrite notify grpdnotify

9. (Optional) Configure the dynamic view parameters.

hostl(config)#snmp-server view viewl 1.3.6.1 included non-volatile
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You can also set up SNMP traps and set up the router to collect bulk statistics. See
“Configuring Traps” on page 169 and “Collecting Bulk Statistics” on page 197.

To enable the SNMP server, use the following command.

Use to enable SNMP server operation.

= Example

host1(config)#snmp-server

m  Use the no version to disable the SNMP server operation.

m  See snmp-Server.

Configuring SNMP v1/v2c Community

For SNMPv1/v2c, access to an SNMP server by an SNMP client is governed by a
proprietary SNMP community table that identifies those communities that have
read-only, read-write, or administrative permission to the SNMP MIB stored on a
particular server.

When an SNMP server receives a request, the server extracts the client’s IP address
and the community name. The SNMP community table is searched for a matching
community. If a match is found, its access list name is used to validate the IP address.
If the access list name is null, the [P address is accepted. A nonmatching community
or an invalid IP address results in an SNMP authentication error.

Each entry in the community table identifies:

= An SNMP community name

m A user’s privilege level

m  An IP access list

Community Name
The community name acts as a password and is used to authenticate messages sent

between an SNMP client and a router containing an SNMP server. The community
name is sent in every packet between the client and the server.

Privilege Levels

SNMP has three privilege levels:

m Read-only—Read-only access to the entire MIB except for SNMP configuration
objects
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snmp-server community

Read-write—Read-write access to the entire MIB except for SNMP configuration
objects

Admin—Read-write access to the entire MIB

IP Access List

The IP access list identifies those IP addresses of SNMP clients permitted to use a
given SNMP community.

Use to configure an authorized SNMP community for access to the SNMP MIBs
and to associate SNMPv1/v2c communities with SNMP MIB views.

The community name serves as a password and permits access to an SNMP
server. The name can be up to 31 characters, and it must be enclosed in quotation
marks.

The maximum number of communities in each virtual router is 32.
By default, an SNMP community permits only read-only access.
The view name allows configuration with available dynamic views.

Example

host1(config)#snmp-server community “ boston” view viewl rw

Use the no version to delete a community from the SNMP community table.

See snmp-server community.

Configuring SNMPv3 Users

snmp-server user

To configure SNMPv3 users, use the following command.

Use to create and modify SNMPv3 users.

Example

host1(config)#snmp-server user fred auth sha fred-password priv des password
group user

Use the no version to delete users.

See sSnmp-SEerver user.

Configuring SNMP Dynamic Groups and Views

With dynamic configurable views and groups you can fine-tune application features
to a specific group, You can have 32 view entries (with distinct names) per virtual

router. Because there is no limit to the number of entries within a distinct view name,
you can configure complex views. You can also have 32 access entries (with distinct
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names) per virtual router. All views are on a per-virtual-router basis; although static
views are on a per-virtual-router basis, they cannot be altered. If you modify a view,
the system deletes the original entry and creates the new view. Therefore, if the new
view fails, the original view is no longer available.

SNMP v3 configurations are allowed only at the maximum CLI privilege level (15).

m  Use to dynamically configure server groups. You must access the CLI at privilege
level 15 to view or use this command.

m  Example

hostl(config-profile)#snmp-server group grplauthpriv usm priv read grpiread
write grplwrite notify grplnotify

m  Use the no version to remove the dynamically created group.

m  See snmp-server group.

m  Use to dynamically configure an SNMP server view. You must access the CLI at
privilege level 15 to view or use this command.

m  Example

host1(config)#snmp-server view viewl 1.3.6.1 included non-volatile

m  Use the no version to remove the dynamically created view.

m  See snmp-server view.

Setting Server Parameters

snmp-server contact

Setting the server’s contact person and location provides helpful identifiers for the
SNMP server. These identifiers are arbitrary and do not affect the server’s function,
but they are useful to have.

m  Use these commands to configure the SNMP server’s contact person and the
server’s location.

m The contact is the person who manages the server.
m  The location is the server’s physical location.
m  Each of these parameters can be up to 64 characters.

m  Example

hostl(config)#snmp-server contact Bob Smith
hostl(config)#snmp-server location 3rdfloor
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Use the no version of these commands to clear the contact or location identifier
from the SNMP configuration.

See snmp-server contact.

Configuring SNMP Packet Size

snmp-server packetsize

The SNMP server must support a PDU with an upper limit of 484 bytes or greater.
There is no need to coordinate the maximum packet size across the entire network.
Many requests and responses tend to be smaller than the maximum value.

Use to set the SNMP server’s maximum packet size.
Increase this value to improve the efficiency of the GetBulk operation.

Example

hostl(config)#snmp-server packetsize 1000

Use the no version to set the SNMP packet size to the default maximum size,
1500 bytes.

See snmp-server packetsize.

Configuring Memory Warning

memotry

You can set up the router to send memory warning messages when memory
utilization reaches a specified value.

Use to configure memory warning parameters. You set a high memory utilization
value and an abated memory utilization value. When the system reaches the
high utilization value, it sends warning messages. When memory usage falls to
the abated utilization value, the system stops sending warning messages.

Example

host1(config)#memory warning 80 70

Use the no version to return to the default values, 85 for high utilization and 75
for abated memory utilization.

See memory.

Configuring Encoding Method

You can control how the router encodes the ifDescr and ifName objects in the SNMP
agent’s interface table and in the bulkstats application.

There are two choices of encoding schemes: an E Series router proprietary method
and a conventional industry method.

164 ®m SNMP Configuration Tasks



Chapter 4: Configuring SNMP

m The proprietary method identifies each interface sublayer with its type.

m  The industry method bases the type information for each interface sublayer on
the lowest layer 1 or layer 2 interface type.

For example a PPP interface configured on top of an ATM interfaces is:
m  PPP3/0.1—Proprietary method
m ATM3/0.1—Industry method

snmp-server interfaces description-format

m  Use to set the encoding scheme of the ifDescr and ifName objects. Include one
of the following keywords:

= common—Sets the encoding scheme to the conventional industry method
and provides compatibility with software that uses the industry encoding
scheme.

m legacy—Sets the encoding scheme for legacy E Series routers.

m  proprietary—Sets the encoding scheme to the E Series router proprietary
method.

m  Example

host1(config)#snmp-server interfaces description-format common

m  Use the no version to return to the default, the legacy encoding scheme.

m  See snmp-server interfaces description-format.

Managing Interface Sublayers

You can set up the SNMP agent to compress the number of interface instances in
the standard interface and stack tables. You can also control the interface numbering
method used in the interface tables.

Compressing Interfaces

You can compress interfaces by interface type, table type, and the administrative
status of the interface.

Compressing interfaces without specifying a table type removes them from the
interface tables (ifTable, ifXTable, and junilfTable), the interface stack tables
(ifStackTable, iflnvStackTable, and junilfinvStackTable), the ipAddrTable, and the
ipNetToMedia table, which increases table retrieval performance. For example, if
you want statistics kept only on IP interfaces, then you can compress all interfaces
except IP; subsequently, only IP interfaces will appear in the interface tables, interface
stack tables, ipAddrTable, and ipNetToMedia table.

Compressing a table type in an interface removes the interface from the specified

table type. For example, if you want to compress an interface only in interface tables,
you can specify the table-type keyword and interface-tables as the TableType value.
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To compress interfaces that have an administrative status of down, use the
snmp-server interfaces compress-restriction command.

To compress interfaces according to type, use the snmp-server interfaces compress
command. To see the list of interfaces that you can remove, use the CLI help:

hostl(config)#snmp-server interfaces compress ?
Atm Atm interface layer

Atm1483 Atm1483 interface layer

AtmAal5 AtmAal5 interface layer

SonetVT SonetVT interface layer
VlanMajor VlanMajor interface layer
VlanSub VlanSub interface layer <cr>

If you enter the snmp-server interfaces compress command without keywords, the
following interface types are removed from the interface tables:

ip

ppp
ethernetSubinterface
hdlc

ipLoopback

ipVirtual
pppLinkinterface
pppoelnterface

sleplnterface/ciscoHdlc

snmp-server interfaces compress

166 =

Use to remove interface sublayers either from all interface tables or from specific
table types, such as interface tables and interface stack tables, in the SNMP
interface configuration. If you use the snmp-server interfaces compress
command on an interface without specifying a table type, it compresses the
interface in all the tables. If you compress an interface using the table-type
keyword for the first time, subsequent uses of the snmp-server interfaces
compress command without the table-type keyword compress the interface
only in the ipNetToMediaTable (not in interface tables or interface stack tables).

Example 1—To compress all interfaces on an interface layer, PPP, use the
following command:

hostl(config)#snmp-server interfaces compress ppp

Example 2—If you use the snmp-server interfaces compress command with
the table-type keyword to compress an interface, issuing the same command
the next time without specifying a table type compresses the interface only in
the ipNetToMediaTable. In the following example, the command is used with
the table-type keyword for the first time on a router to compress the Ds1
interface in interface stack tables:
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hostl(config)#snmp-server interfaces compress Ds1 table-type
interface-stack-tables

Subsequent use of the same command on any interface (in the following example,
Atm) on the same router without the table-type keyword compresses the
interface only in the ipNetToMedia table (not in interface or interface stack tables):

hostl(config)#snmp-server interfaces compress Atm

m Example 3—To compress interfaces based on the table types, interface-tables
and interface-stack-tables, use the following CLI example. In this example, the
Atm interface is compressed in interface tables (ifTables) and the Ds1 interface
is compressed in interface stack tables (ifStackTables), but none of the interfaces
are compressed in the ipNetToMediaTable.

hostl(config)#snmp-server interfaces compress ?
[interfaceList]
table-type Category of SNMP tables from which to remove
< cr>
host1(config)#snmp-server interfaces compress atm table-type ?
interface-stack-tables Compression will be applicable to
ifStackTable/ifInvStackTable/junilfStackTable
interface-tables Compression will be applicable to
ifTable/ifXtable/junilfTable
hostl(config)#snmp-server interfaces compress atm table-type interface-tables
hostl(config)#snmp-server interfaces compress Ds1 table-type
interface-stack-tables
Router#show snmp interfaces
Compressed(Removed) Interface Types :
From ipNetToMediaTable:
From ifTables : Atm
From ifStackTables : Ds1
Armed Interface Numbering Mode: Sparse ifindex
Interface Description Setting: Proprietary

m  Use the no version to add interface sublayers to the interface tables.

| See snmp-Server interfaces compress.

snmp-server interfaces compress-restriction

m  Use to exclude interfaces from the ifTable, the ifStackTable, and the ipAddrTable
if the administrative status of the interface is down.

= Example

host1(config)#snmp-server interfaces compress-restriction ifadminstatusdown

m  Use the no version to remove the restriction and allow interfaces with an
administrative status of down in the ifTable, the ifStackTable, and the
ipAddrTable.

m  See snmp-server interfaces compress-restriction.
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Controlling Interface Numbering

Each interface in the ifTable is assigned an ifindex number. RFC 1213 required that
ifindexes use contiguous integers and that the ifindex be less than the value of the
total number of interfaces (ifNumber). More recent RFCs— 1573, 2232, and
2863—removed these restrictions to accommodate interface sublayers. The E Series
router implementation of SNMP derives index numbers in 32-bit values that are
unique on a given router. This numbering scheme can result in large gaps in the
ifindex.

Legacy network management software that was designed to work with RFC 1213
implementations expects contiguous integers and can fail when the software
encounters large gaps in the ifindex.

By default, the router uses a numbering scheme based on RFC 2863. For compatibility
with RFC 1213, you can set up the router to use contiguous numbers and to limit
the values of the ifIndex and the ifNumber.

snmp-server interfaces rfc1213

168 =m

m  Use to set up the interface numbering method in the IfTable to use contiguous
integers, which provides compatibility with versions of SNMP that are based on
RFC 1213.

m  The maxIfindex option sets the maximum value of the ifindex field that the
system will allocate.

m  The maxIfNumber option sets the maximum number of interfaces allowed in the
interface tables.

CAUTION: Reducing the value of the maxIfindex or maxIfNumber causes the router
to automatically reboot to factory default settings.

m  When the Ifindex and IfNumber maximums are reached, the system logs the
event and ignores the creation of additional interfaces, which means that new
interfaces are not visible in the interface table.

m  Example
hostl(config)#snmp-server interfaces rfc1213 55000 100000
WARNING: Execution of this command will cause all configuration settings to

revert to factory defaults upon the next system reboot.
Proceed with 'snmp interfaces rfc1213'? [confirm]

m  Use the no version to return to the default method of interface numbering.

m  See snmp-server interfaces rfc1213.

Monitoring Interface Tables

Use the following command to view the configuration of your interface tables.
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Use to display a list of interface types that are compressed in the interface tables
and the interface numbering method configured on the router.

Field descriptions

m  Compressed(Removed) Interface Types—List of interface types that are
removed from the ifTable and ifStackTable

= Armed Interface Numbering Mode—Interface numbering method configured
on the router: RFC1213, RFC2863

= maxIfindex—Maximum value that the system will allocate to the ifIndex
field

= maxIfNumber—Maximum number of interfaces allowed in the ifTable

m Interface Description Setting—Method used to encode the ifDescr and ifName
objects: common, legacy, proprietary

Example

hostl#show snmp interfaces
Compressed(Removed) Interface Types:

HDLC, FT1, ATM, ATM1483

Armed Interface Numbering Mode:

RFC1213, maxlflIndex=65535, maxlfNumber=65535
Interface Description Setting: proprietary

See show snmp group.

This section provides information for:

[P Hosts on page 169

Trap Categories on page 170

Trap Severity Levels on page 171

Specifying an Egress Point for SNMP Traps on page 176
Configuring Trap Queues on page 176

Configuring Trap Notification Logs on page 177

Recovering Lost Traps on page 179

The system generates SNMP traps according to operating specifications defined in
supported MIBs.

Traps are sent to IP hosts. The IP hosts are configured in a proprietary trap host table
maintained by the router (the server). Each entry in the table contains:
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[P address of the trap destination

Community name (v1 or v2c) or username (v3) to send in the trap message
SNMP format (v1 or v2) of the notification (trap) PDU to use for that destination
Types of traps enabled to be sent to that destination

Trap filters configured for the destination

The maximum number of entries in the SNMP trap host table in each virtual router
is eight.

Trap Categories

The router supports the following trap categories:

170 m Configuring Traps

addrPool—Local address pool traps

atmPing—E Series router proprietary ATM ping traps
bfdmib—BFD MIB traps

bgp—BGP state change traps

bulkstats—Bulk statistics file full and nearly full traps
cliSecurityAlert—Security alert traps

dhcp—Dynamic Host Configuration Protocol traps
dismanEvent—Distributed management (disman) event traps
dosProtectionPlatform—DoS protection platform traps
dvmrp—Distance Vector Multicast Routing Protocol traps
dvmrpProp—E Series router proprietary DVMRP traps
environment—Power, temperature, fan, and memory utilization traps
fileXfer—File transfer status change traps
haRedundancy—High availability and redundancy traps
inventory—System inventory and status traps
ip—Internet Protocol traps

ldp—LDP traps

link—SNMP linkUp and linkDown traps

log—System log capacity traps

mobilelpv4—Mobile IPv4 traps

mplste—Mplste traps

mrouter—Mrouter traps

ntp—E Series router proprietary traps

ospf—Open Shortest Path First traps
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packetMirror—Packet mirroring traps; packet mirroring-related SNMP categories
and traps are visible only to authorized users. See JUNOSe Policy Management
Configuration Guide for information about using secure packet mirroring traps.

pim—Protocol Independent Multicast traps
ping—Ping operation traps in disman remops (remote operations) MIB

radius—RADIUS servers fail to respond to accounting and authentication requests
traps, or servers return to active service traps

routeTable—Maximum route limit and warning threshold traps; when this trap
is generated, the actual value of the exceeded warning threshold is displayed.

snmp—SNMP coldStart, warmStart, authenticationFailure; the trap option. The
snmp-server enable traps snmp authentication command allows customized
treatment for SNMP authentication failure traps.

sonet—SONET traps
traceroute—Traceroute operation traps (in disman remops MIB)
trapFilters—Global filters for SNMP trap recipients

vrrp—Virtual Router Redundancy Protocol traps

To enable global trap categories, use the snmp-server enable traps command. To
enable trap categories for a specific host, use the snmp-server host command.

The router provides a method of filtering traps according to severity. Table 22 on
page 171 describes the supported severity levels.

Table 22: Trap Severity Descriptions

Severity

Number Severity Name System Response

0 Emergency System unusable

1 Alert Immediate action needed

2 Critical Critical conditions exist

3 Error Error conditions exist

4 Warning Warning conditions exist

5 Notice Normal but significant conditions exist
6 Informational Informational messages

7 Debug Debug messages

You can set up one or more of the following types of trap filters:
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m  Global—Filters traps by type and severity level across all trap categories
m  Per-category—Filters traps for a specific category by type and severity level

m  Host-specific—Filters traps on a specific host by type and severity level

Trap filters work as follows:
1. An event is posted to the SNMP agent.

2. The system determines whether the corresponding trap category is globally
enabled and whether the trap meets the minimum severity level for the trap
category. If the per-category filter is not defined for this trap, the global trap
severity applies.

m If the trap does not meet these criteria, the system discards the trap.

m [f the trap does meet these criteria, the trap goes to the trap host processor.

3. The trap host processor determines whether the trap category is enabled on the
host and whether the trap meets the minimum severity level set for the host.

m If the trap does not meet these criteria, the system discards the trap.

m If the trap does meet these criteria, the trap is sent to the trap recipient.

To set up global severity filters, use the snmp-server enable traps command. To
specify the trap severity level for a particular category, use the snmp-server enable
traps per-category-trapFilters command. To set up a severity filter for a specific
host, use the snmp-server host command.

snmp-server enable traps

m  Use to enable and configure SNMP trap generation on a global basis.

m  Traps are unsolicited messages sent from an SNMP server (agent) to an SNMP
client (manager).

m  You can enable the traps listed in “Trap Categories” on page 170.

m  You can filter traps according to the trap severity levels described in Table 22
on page 171.

m If you do not specify a trap option, all options are enabled or disabled for the
trap type.

= Example

host1(config)#snmp-server enable traps atmPing trapfilters critical

m  Use the no version to disable SNMP trap generation.

m  See snmp-server enable traps.

snmp-server enable traps per-category-trapFilters
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m  Use to specify the trap severity level for a particular category without overwriting
the existing global severity level, which applies to all enabled categories configured
on the router.

m If you change the global trap severity level (which applies to all enabled categories)
after you set the per-category trap severity level, the global severity level takes
precedence over the per-category severity level.

m If you do not configure the per-category severity level, the global trap severity
level (which applies to all enabled categories) takes effect for that category.

.=~ NOTE: This command does not modify the severity level set for specific hosts using
the snmp-server host command.

m If you configure global severity levels for different categories in succession, the
last global severity level you configure is applied to all categories.

m  Example 1 —Configuring the per-category severity level without changing the
global severity level

1. Configure the global severity level as critical for all enabled trap categories
by specifying the SONET trap category.

hostl(config)#snmp-server enable traps sonet trapFilters critical

2. Configure the global severity level as notice for all enabled trap categories
by specifying the BGP trap category.

hostl(config)#snmp-server enable traps bgp trapFilters notice

3. Configure the per-category severity level as debug for the SONET trap
category.

host1(config)#snmp-server enable traps sonet per-category-trapFilters debug

In this example, although you configure the category-specific severity level as
debug for the SONET category in Step 3, the global severity level remains
unchanged as notice. This behavior occurs because only the category-specific
severity level was configured in the last operation.

m  Example 2—Overwriting the global severity level to the last-configured setting

1. Configure the global severity level as critical for all enabled trap categories
by specifying the SONET trap category.

hostl(config)#snmp-server enable traps sonet trapFilters critical

2. Configure the global severity level as notice for all enabled trap categories
by specifying the BGP trap category.

hostl(config)#snmp-server enable traps bgp trapFilters notice
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snmp-server host

snmp-server trap-source

174 =
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Although you specify the type of SNMP trap category when you configure the
global severity level, it takes effect for all enabled trap categories on the router.
In this example, after you issue the second command, the global severity level
is set as notice for all enabled trap categories.

Example 3—Overriding the global severity level for a category with the
per-category severity level

1. Configure the global severity level as critical for the SONET trap category
in the command.

hostl(config)#snmp-server enable traps sonet trapFilters critical

2. Change the global severity level to notice for all enabled trap categories.

hostl(config)#snmp-server enable traps bgp trapFilters notice

3. Configure the per-category severity level as debug for the SONET trap
category. This setting overrides the notice trap severity level that was
applicable for the SONET trap category.

host1(config)#snmp-server enable traps sonet per-category-trapFilters debug

The global severity level is configured as notice for all enabled trap categories
except SONET, whose severity level is set as debug. This configuration occurs
because the global severity level is overwritten to the last configured value and
the per-category severity level takes precedence over the global severity level.

There is no no version.

See snmp-server enable traps.

Use to configure an SNMP trap host to refine the type and severity to traps that
the host receives.

A trap destination is the IP address of a client (network management station)
that receives the SNMP traps.

You can configure up to eight trap hosts on each virtual router.
You can enable the traps listed in “Trap Categories” on page 170.

You can filter traps according to the trap severity levels described in Table 22
on page 171.

Example

host1(config)# snmp-server host 126.197.10.5 version 2c westford udp-port
162 snmp link trapfilters alert

Use the no version to remove the specified host from the list of recipients.

See snmp-server host.
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Use to specify the interface whose IP address is used as the source address for
all SNMP traps.

NOTE: When there are multiple IP addresses configured on the IP interface that is
chosen as the SNMP trap source, the SNMP agent automatically uses the primary IP
address of the interface as the SNMP source address on SNMP traps.

shmp trap ip link-status

snmp trap ip link-status

Example
hostl(config)#snmp-server trap-source fastethernet 0/0

Use the no version to remove the interface from the trap configuration.

See snmp-server trap-source.

Use to enable link-status traps on an IP interface.

Example

host1(config-if)#snmp trap ip link-status

Use the no version to disable link-status traps on an IP interface.

See snmp trap ip link-status.

Use to configure the SNMP link-status traps on a particular interface.

A link-up trap recognizes that a previously inactive link in the network has come
up.

A link-down trap recognizes a failure in one of the communication links
represented in the server’s configuration.

Example

host1(config-controll)#snmp trap link-status

Use the no version to disable these traps for the interface.

NOTE: This command operates in Controller Configuration mode. It is supported
only by the DS3, DS1, and FT1 interface layers.

traps

See snmp trap ip link-status.

Use to specify traps for OSPF.

Example
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host1(config-router-rn)#traps all

m  Use the no version to delete the specified trap, group of traps, or all traps.

=

NOTE: For additional information about configuring OSPF-specific traps, see JUNOSe
IP, IPv6, and IGP Configuration Guide.

m  See traps.

Specifying an Egress Point for SNMP Traps

snmp-server trap-proxy

You can enable SNMP trap proxy, which allows you to specify a single SNMP agent
as the egress point for SNMP traps from all other virtual routers. This feature removes
the need to configure a network path from each virtual router to a single trap collector.

You can enable SNMP trap proxy from either SNMP or the CLI. Only one SNMP trap
proxy can exist for a physical router.

The SNMP trap proxy does not forward global traps that it receives from other virtual
routers. The corresponding SNMP agent handles global traps locally and does not
forward them to the SNMP trap proxy.

To configure the SNMP trap proxy:
1. Access the virtual router context.

2. Enable or disable the SNMP trap proxy.

m  Use to enable or disable the SNMP trap proxy.

= Example

hostl(config)#snmp-server trap-proxy enable

m  Use the no version to disable the SNMP trap proxy.

m  See snmp-server trap-proxy.

Configuring Trap Queues

snmp-server host
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You can control the SNMP trap egress rate, specify the method of handling a full
queue, and specify the maximum number of traps kept in the queue.

m  Use to control the SNMP trap egress rate for the host that is receiving SNMP
traps. Use one or more of the following keywords:

m drainRate—Specifies the maximum number of traps per second sent to the
host
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m full—Specifies the method for handling the queue full condition
m size—Specifies the maximum number of traps kept in the queue
m  Example

hostl(config)#snmp-server host 10.10.10.10 trapqueue drainrate 600 full
droplastin size 50

m Use the no version to remove the SNMP host.

m  See snmp-server host.

Configuring Trap Notification Logs

SNMP uses the User Datagram Protocol (UDP) to send traps. Because UDP does not
guarantee delivery or provide flow control, some traps can be lost in transit to a
destination address. The Notification Log MIB provides flow control support for UDP
datagrames.

You should set up your management applications to periodically request the recorded
traps to ensure that the host is up and the management applications have received
all the generated traps.

To identify the location of traps logged in the notification log, the system assigns a
consecutive index number to each SNMP trap message transmitted from the E Series
router. Clients can use the index to detect missing traps.

To configure trap notification logs:

1. Configure the notification log.

hostl(config)snmp-server notificationlog log 10.10.4.4 adminStatus
includeVarbinds

2. (Optional) Specify when the notification log ages out.

hostl(config)#snmp-server notificationlog ageout 5

3. (Optional) Specify the maximum number of entries kept in the notification log.

host1(config)#snmp-server notificationlog entrylimit 210

4. (Optional) Enable the snmpTrap log to severity level info.

host1(config)#log severity info snmpTrap

= NOTE: Enabling the snmpTrap log provides the same information in the router log
as appears in the snmp-server notification log. However, long trap strings may appear
truncated.
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log severity

Use to set the severity level for a selected category or for systemwide logs.

&

NOTE: For more information about this command, see the JUNOSe System Event
Logging Reference Guide.

Example

hostl(config)#log severity info snmptrap

Use the no version to return to the default severity value (error) for the selected
category. To return all logs to their default severity setting, include an * (asterisk)
with the no version.

See log severity.

snmp-server notificationLog ageOut

Use to set the ageout for traps in the notification log tables. The range is
0-214748364 minutes.

Example

hostl(config)#snmp-server notificationLog ageout 5

Use the no version to return the ageout limit to the default value, 1440 minutes.

See snmp-server notificationLog ageOut.

snmp-server notificationLog entryLimit

Use to set the maximum number of notifications kept in all notification log tables.

The range is 1-500, which means that you can allocate up to 500 notifications
across all virtual routers on the router. As you allocate the entry limits for virtual
routers, the available range changes to reflect the number of notifications that

you have allocated.

Example

host1(config)#snmp-server notificationLog entrylimit 210

Use the no version to return the limit to the default value, 500.

See snmp-server notificationLog entryLimit.

snmp-server notificationLog log
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Use to configure SNMP notification log tables.
Use the adminStatus keyword to enable administrative status.

Use the includeVarbinds keyword to include log names and log indexes in the
trap’s variable bindings.

Example
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hostl(config)snmp-server notificationLog log 10.10.4.4 adminStatus
includeVarbinds

Use the no version to remove the notification log configuration.

See snmp-server notificationLog log.

SNMP traps can be lost during startup of the E Series router for one of the following
reasons:

1.

The SNMP agent begins sending SNMP traps to the host before the line module
is initialized.

If the SNMP proxy virtual router is initialized after other virtual routers, traps
generated by the other virtual routers and sent to the proxy router are lost.

To recover SNMP traps that are lost during system startup, the SNMP agent pings
the configured trap host to identify that there is a communication path between E
Series router and host. On successful ping acknowledgment, the lost traps are
reconstructed for each virtual router. In the case of scenario 1, the reconstructed
traps are sent to the proxy virtual router to be routed to the appropriate hosts. In the
case of scenario 2, the traps are sent directly to the appropriate hosts.

You can configure the ping timeout window with the snmp-server host command.
The following are guidelines for setting the maximum ping window:

If you are losing traps because of scenario 1, base the maximum ping window
time on the estimated time that it takes to establish connectivity in a particular
network. (For some configurations it can take more than 30 minutes to establish
connectivity.)

If you are losing traps because of scenario 2, we recommend that you use the
default value for the maximum ping window time, which is one minute.

Use to set the ping timeout for the host that is receiving SNMP traps.

Use the pingtimeout keyword to set the ping timeout window; the range is 1-90
minutes.

Example

host1(config)#snmp-server host 10.10.4.4 pingtimeout 2

Use the no version to remove the SNMP host.

See snmp-server host.
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Configuring the SNMP Server Event Manager

Event MIB Purpose

Event MIB Structure

The SNMP server event manager works in conjunction with the Event MIB (RFC
2981). The purpose of this application is to allow many management functions (for
example, fault detection, configuration management, accounting management, and
performance management). These functions are traditionally performed by the
network management station. However, by using the SNMP server event manager,
you can distribute some of these functions to E Series routers and automate them.

The rapid growth of networks has made it impractical to directly manage networks
from a single network management station (NMS). This brought about a need for a
model that both automated and distributed event management. The goal was to
allow devices to monitor themselves and other devices, and to take action under
certain conditions.

The Event MIB (RFC 2981) defines a method for creating trigger conditions, testing
those conditions, and determining which action to take when a trigger meets those
conditions.

The Event MIB allows you to define test conditions for object integers that are
accessible in the agent, making it possible to monitor any aspect of a device without
defining specific notifications and complicating the agent definition. In this model,
because devices have the ability to monitor themselves or other devices, the
processing is distributed throughout the network. Also, sending the information only
to the NMS that uses an event model reduces both network overhead and processing
drain on the NMS.

The Event MIB has three major parts: the trigger table, the objects table, and the
event table. These tables also contain subordinate MIB tables that contain more
detailed information about the trigger tests.

Trigger Table

The trigger table (mteTriggerTable) lists any currently-defined trigger conditions.
Triggers fall into three categories—existence, Boolean, and threshold.

An existence trigger tests for the existence of a MIB object instance; you can specify
that the trigger occur by either the appearance, disappearance, or change in value
of a MIB instance.

A Boolean trigger tests whether the value of a MIB object (base syntax integer) is
equal, unequal, greater than, less than, less than or equal to, or greater than or equal
to some defined value.

A threshold trigger verifies a MIB object (base syntax integer) in relation to either a
rising threshold value, falling threshold value, or both.
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You can configure both Boolean and threshold tests to trigger on an absolute value
or a delta value over a determined polling interval.

Subordinate MIB tables exist within the trigger section of each type of trigger test.
In other words, each type of trigger (existence, threshold, and Boolean) contains a
table that stores added information about that type of trigger test.

For example, a trigger entry of a specific type of test in the mteTriggerTable creates
a linked entry in the appropriate subtable. In turn, this subtable contains more specific
information about the specific test.

A delta table also exists within the trigger tables. This table stores information about
any delta values based on any Boolean and threshold triggers. The delta table stores
a MIB object that indicates whether any discontinuities occurred for any delta trigger
(for example, a router reset).

NOTE: When determining discontinuity, the MIB object must be a time-based counter
or number. When a polling interval expires and the event agent (router) needs to
perform a delta calculation, it first checks the discontinuity MIB object for that trigger.
If a discontinuity occurs, the agent does not perform the test for that trigger until the
next polling interval.

Objects Table

The objects table (mteObjectsTable) defines objects that you want to add to event
messages. In other words, you can create a list of user-specified objects and bind
them to a trigger event. This can provide a snapshot of other values on a router when
the trigger occurs. You can bind objects to a specific trigger, a type of test (for
example, existence or Boolean tests), or a type of event (for example, rising or falling
events).

NOTE: This release does not support the objects table.

Event Table

The event table (mteEventTable) defines what action you want the device to take
when a trigger occurs. This action can be in the form of a notification, setting a
specified MIB object, or both. The results of these actions are controlled within two
subordinate MIB tables—notification and set.

Notifications (mteNotifications), or traps, define what the router sends when an event
occurs. These traps include the following:

m  When a Boolean or existence trigger occurs, the router sends an mteTriggerFired
trap.

m  When a rising threshold trigger occurs, the router sends an mteTriggerRising
trap.
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m  When a falling threshold trigger occurs, the router sends an mteTriggerFalling
trap.

m If a trigger fails to complete a test for any reason, the router sends a global
mteTriggerFailure trap.

m If an event fails to set, the router sends an mteEventSetFailure trap.
Sets define certain modifications to other MIB objects based on a particular event.

Configuration Tasks

To configure the SNMP server event manager:

1. Access the SNMP server management event application.

hostl(config)#snmp-server management-event
hostl(config-mgmtevent)#

= NOTE: You must create a management event instance for each virtual router.

2. (Optional) Specify the maximum number of trigger entries that you want the
virtual router to support.

hostl(config-mgmtevent)#resource 275

3. Create an event for each trap notification (mteTriggerFailure, mteTriggerFalling,
or mteTriggerRising) that you want to use by specifying an event owner and
event name.

host1l
host1l
hostl
host1l
hostl
hostl

config-mgmtevent)#event sysadmin failuretrigger
config-mgmtevent-event)#exit
config-mgmtevent)#event sysadmin fallingtrigger
config-mgmtevent-event)#exit
config-mgmtevent)#event sysadmin risingtrigger
config-mgmtevent-event)#exit

P~ o~ o~ o~ o~ —

= NOTE: You must create a separate event for each trap notification that you want to
use. However, you can specify the trap notification and enable the trap before exiting
the event context.

4. Define each event to send a trap notification (mteTriggerFailure,
mteTriggerFalling, and mteTriggerRising).

host1(config-mgmtevent)#event sysadmin failuretrigger
host1(config-mgmtevent-event)#notification id mteTriggerFailure
host1(config-mgmtevent-event)#exit
host1(config-mgmtevent)#event sysadmin fallingtrigger
host1(config-mgmtevent-event)#notification id mteTriggerFalling
host1(config-mgmtevent-event)#exit
host1(config-mgmtevent)#event sysadmin risingtrigger
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host1(config-mgmtevent-event)#notification id mteTriggerRising
hostl(config-mgmtevent-event)#exit

NOTE: The mteTriggerFailure notification is a global value. After you create a failure
event notification, it is automatically bound to every trigger with the same owner. If
a failure occurs, and the trigger owner and the event owner are the same, the router
sends the trap.

5. Enable the event, and exit the event configuration level.

hostl
hostl
hostl
hostl
hostl
hostl
hostl
hostl
hostl
hostl

config-mgmtevent)#event sysadmin failuretrigger
config-mgmtevent-event)#enable
config-mgmtevent-event)#exit
config-mgmtevent)#event sysadmin fallingtrigger
config-mgmtevent-event)#enable
config-mgmtevent-event)#exit
config-mgmtevent)#event sysadmin risingtrigger
config-mgmtevent-event)#enable
config-mgmtevent-event)#exit
config-mgmtevent)#

P~ o~ o~ o~ o~ o~ o~ o~ o~ —

NOTE: Once enabled, you cannot edit an event or trigger configuration. To change
an enabled event or trigger, you must delete it and re-create it.

6. Define the trigger that you want to use for an event by specifying a trigger owner
and trigger name.

hostl(config-mgmtevent)#trigger george triggerld
hostl(config-mgmtevent-trigger)#

7. Specify a MIB object to sample.

hostl(config-mgmtevent-trigger)#sample value-id 1.3.6.1.2.1.60.1.2.1.1.7

8. Specify the frequency (in seconds) at which you want the sampling to occur.

hostl(config-mgmtevent-trigger)#frequency 100

NOTE: Unless you specify that you want to perform delta sampling, the values are
absolute.

9. (Optional) Specify that you want to perform delta sampling on the sample value
ID.

hostl(config-mgmtevent-trigger)#delta-sampling

m  (Optional) Enter the discontinuity MIB value ID that you want to test.
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hostl(config-mgmtevent-trigger)#delta-sampling discontinuity-id
1.3.6.1.2.1.31.1.1.1.19.9

m  (Optional) Enter the discontinuity type (timeStamp or timeTicks) that you
want the test to use.

host1(config-mgmtevent-trigger)#delta-sampling discontinuity-id-type

timeStamp

10. (Optional) Configure the desired SNMP security level for the agent that you want
to poll.

hostl(config)#snmp security read

11. Define the test values that you want this trigger to use.

You can define a Boolean test, existence test, or threshold test. See the following
sections for procedures.

Defining a Boolean Test

You can configure a Boolean trigger to test whether the value of an integer object is
equal, unequal, greater than, less than, less than or equal to, or greater than or equal
to some defined value.

To define a Boolean test:

1. Define the Boolean-test comparison that you want this trigger to use.

hostl(config-mgmtevent-trigger)#boolean-test comparison greater

2. (Optional) Specify that you do not want the Boolean test to perform a comparison
when this trigger first becomes active.

hostl(config-mgmtevent-trigger)#boolean-test startup

3. Specify the events that you want the Boolean-test trigger to use by entering an
event owner name and event name.

= NOTE: You do not need to bind a failure event to a trigger. If you create a failure
event and a failure occurs, the router sends the trap if the event owner is the same
as the trigger owner.

host1(config-mgmtevent-trigger)#boolean-test event george triggerl

When specifying an event, use the exact owner name and event name.Specify
the Boolean value to which the test compares.

host1(config-mgmtevent-trigger)#boolean-test value 5175438
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4. Specify the agent on which the object resides.

hostl(config-mgmtevent-trigger)#agent context-name routerl

You can obtain the agent context name for a virtual router from the show snmp
agent command. The agent context name is independent of the virtual router
name.Enable the trigger.

hostl(config-mgmtevent-trigger)#enable

Once enabled, you cannot edit an event or trigger configuration. To change an
enabled event or trigger, you must delete it and re-create it.

Defining an Existence Test

An existence test looks for the existence of a MIB object. The appearance,
disappearance, or a change in value of the object can trigger the existence test.

To define an existence test:

1. Define the existence test test-type value that you want this trigger to use.

hostl(config-mgmtevent-trigger)#existence-test test-type changed

2. Define the startup threshold condition—absent or present—that you want this
trigger to use.

hostl(config-mgmtevent-trigger)#existence-test startup absent

3. Specify the events that you want the existence-test trigger to use by entering an
event owner name and event name.

NOTE: You do not need to bind a failure event to a trigger. If you create a failure
event, if a failure occurs, and if the trigger owner and the event owner are the same,
the router sends the trap.

hostl(config-mgmtevent-trigger)#boolean-test event george triggerl

When specifying an event, make sure to use the exact owner name and event
name.

4. Specify the agent on which the object resides.

host1(config-mgmtevent-trigger)#agent context-name routerl

You can obtain the agent context name for a virtual router from the show snmp
agent command. The agent context name is independent of the virtual router
name.

5. Enable the trigger.
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host1(config-mgmtevent-trigger)#enable

Once enabled, you cannot edit an event or trigger configuration. To change an
enabled event or trigger, you must delete it and re-create it.
Defining a Threshold Test

To define a threshold test:

1. Define the threshold-test values that you want this trigger to use.

& NOTE: The rising value must always be larger than the falling value. Entering a lower
rising value than a falling value will provide invalid results or errors.

m  absolute-value—Use when defining absolute threshold values

hostl(config-mgmtevent-trigger)#threshold-test absolute-value rising 2000
falling 1900

m delta-value—Use when defining delta threshold values

host1(config-mgmtevent-trigger)#threshold-test delta-value rising 2000 falling
1900

2. Define the startup threshold condition that you predict the sample to initially
follow—falling, rising, risingorfalling. For example, if you are sampling a MIB
value that you know will start from zero and rise, you would specify a rising
startup condition.

host1(config-mgmtevent-trigger)#threshold-test startup rising

3. Specify the events (rising or falling) that you want the threshold-test trigger to
use by entering an event owner name and event name.

= NOTE: You do not need to bind a failure event to a trigger. If you create a failure
event, if a failure occurs, and if the trigger owner and the event owner are the same,
the router sends the trap.

hostl(config-mgmtevent-trigger)#threshold-test event falling sysadmin
fallingtrigger
host1(config-mgmtevent-trigger)#threshold-test event rising sysadmin risingtrigger

When specifying an event, make sure to use the exact owner name and event
name.

4. Specify the agent on which the object resides.

hostl(config-mgmtevent-trigger)#agent context-name routerl
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You can obtain the agent context name for a virtual router from the show snmp
agent command. The agent context name is independent of the virtual router
name.

5. Enable the trigger.

hostl(config-mgmtevent-trigger)#enable

Once enabled, you cannot edit an event or trigger configuration. To change an
enabled event or trigger, you must delete it and re-create it.

m  Use to specify the virtual router SNMP agent on which you want to poll MIB
objects.

m The default is the current context (virtual router).

m The contextName value is the virtual router number in the order the virtual router
was created (for example, routerl, router2, and so on). Use the show snmp
agent command to obtain the context name for the virtual router.

m  Use the wildcard keyword to specify that the context name is a wildcard value.

NOTE: Use caution when assigning wildcards. Wildcards can rapidly use up trigger
resources.

m  Use the limit keyword to specify the maximum number of agents to be polled.

m  Example 1

hostl(config-mgmtevent-trigger)#agent context-name routerl wildcard

m  Example 2

hostl(config-mgmtevent-trigger)#agent context-name routerl wildcard limit 15

NOTE: SNMP server security defaults to no access. When using a separate virtual
router, you must use the snmp-server security command and provide read or
read-write access to other virtual routers.

boolean-test

m Use the no version to return to the default context (virtual router).

] See agent context-name.

m  Use to define Boolean test values for the trigger that you are configuring, including
comparison settings, a Boolean value, a startup condition, and binding an event
to the Boolean-test trigger.

m  Example 1—Specifying a comparison setting

host1(config-mgmtevent-trigger)#boolean-test comparison less
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delta-sampling

enable

Example 2—Specifying a Boolean value to which the test compares

hostl(config-mgmtevent-trigger)#boolean-test value 5175438

Example 3—Binding an event to the Boolean-test trigger

host1(config-mgmtevent-trigger)#boolean-test event sysadmin booleanTrigger

Example 4—Setting the trigger to not perform a Boolean test on startup

host1(config-mgmtevent-trigger)#boolean-test startup

Use the no version to delete the Boolean-test values for this trigger or to remove
either the startup condition or event binding.

See boolean-test.

Use to specify delta sampling for the trigger you are configuring.

Example

hostl(config-mgmtevent-trigger)#delta-sampling

(Optional) Use the discontinuity-id option to specify a discontinuity MIB ID for
the sample. The discontinuity MIB ID monitors the sample for any discontinuity
errors during the sample frequency. If a discontinuity error occurs, the router
removes the sampling for that interval.

(Optional) Use the discontinuity-id-type option to specify a discontinuity 1D
type (either timeStamp or timeTicks). The discontinuity 1D type indicates the
time value that you expect for a specific sample.

Use the no version to turn off delta sampling and use absolute sampling (the
default).

See delta-sampling.

Use to enable an event configuration or trigger configuration.

Example 1—Event Configuration Mode

host1(config-mgmtevent-event)#enable

Example 2—Trigger Configuration Mode

host1(config-mgmtevent-trigger)#enable

Once enabled, you cannot edit an event or trigger configuration (even when it
is disabled). To change an enabled event or trigger, you must delete it and
re-create it.

There is no no version.

See enable.
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Use to create an event and access the event configuration mode of the SNMP
server event manager.

Example

hostl(config-mgmtevent)#event sysadmin failuretrigger
hostl(config-mgmtevent-event)#

To leave the event configuration mode, use the exit command.
Use the no version to remove the event.

See event.

Use to define existence test values for the trigger that you are configuring,
including binding an event to the existence-test trigger, specifying a startup
condition, and defining an existence-test type.

You can specify one or both startup conditions in the same command. You can
specify one, two, or all three test types in the same command.

Example 1 —Binding an event to the Boolean-test trigger

host1(config-mgmtevent-trigger)#existence-test event sysadmin existenceTrigger
Example 2—Specifying a startup condition
hostl(config-mgmtevent-trigger)#existence-test startup present

Example 3—Specifying an existence test type

hostl(config-mgmtevent-trigger)#existence-test test-type absent

Use the no version to delete the existence-test values for this trigger or to remove
either the startup condition or event binding.

See existence-test.

Use to set the frequency (in seconds) at which you want MIB sampling to occur.

Example

hostl(config-mgmtevent)#frequency 100

Use the no version to restore the default frequency value (600 seconds).

See frequency.

Use to specify a trap notification for an event.

Example
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hostl(config-mgmtevent-event)#notification id mteTriggerFailure

m Use the no version to remove the notification from the event. Removal returns
the notification value to its default (0.0)

m See notification id.

resource
m  Use to specify the total number of triggers that the virtual router allows.
A CAUTION: When assigning wildcards, make sure to allow for enough trigger resources.
m  Example
hostl(config-mgmtevent-event)#resource 250
m Use the no version to restore the default resource value (50).
m  See resource.
sample
m  Use to specify the MIB object that you want to sample for the trigger that you
are configuring.
= Example
hostl(config-mgmtevent)#sample value-id 1.3.6.1.2.1.60.1.2.1.1.7
m  Use the no version to remove the MIB object from the trigger. Removal returns
the sample value-id to its default (0.0).
m  See sample.
set

m  Use to perform an SNMP set operation under certain event conditions.

m  Example—Sets the administrative status of interface 123 to down (2)

host1(config-mgmtevent-event)#set context-name routerl
hostl(config-mgmtevent-event)#set id 1.3.6.1.2.1.2.2.1.7.123
hostl(config-mgmtevent-event)#set value 2

m  Use the no version to remove the set operation.

m  See set.

snmp-server management-event

m  Use to launch the SNMP server event manager mode on each virtual router on
which you plan to manage events.

m  Example
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hostl(config)#snmp-server management-event
host1(config-mgmtevent)#

To leave the SNMP server event manager, use the exit command.
Use the no version to delete all the management events.

See snmp-server management-event.

Use to specify a security access level for the SNMP agent.

Example
hostl(config)#snmp-server security read

Use the no version to return to the SNMP security level to its default (no-access).

See snmp-server security.

Use to define the threshold values for the trigger that you are configuring,
including specifying rising and falling values, a startup threshold condition, and
binding an event to the threshold-test trigger.

Example 1—Specifying absolute values

host1(config-mgmtevent-trigger)#threshold-test absolute-value rising 2000 falling
1900

Example 2—Specifying a startup threshold condition

hostl(config-mgmtevent-trigger)#threshold-test startup rising

Example 3—Binding an event to the threshold-test trigger

host1(config-mgmtevent-trigger)#threshold-test event sysadmin failureTrigger

Use the no version to delete the threshold-test values for this trigger or remove
either the threshold startup condition or event binding.

See threshold-test.

Use to create a trigger and access the trigger configuration mode of the SNMP
server event manager.

Example

hostl(config-mgmtevent)#trigger fred triggerl
hostl(config-mgmtevent-trigger)#

To leave the trigger configuration mode, use the exit command.
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m  Use the no version to remove the trigger.

m  See trigger.

Monitoring Events

To view the status of the SNMP agent, use the following show snmp agent command.
To view statistics associated with events, resources, and triggers, use the show snmp
management-event command.

show snmp agent
m  Use to view SNMP MIB agent information.
m  Field descriptions
= context name—Router that contains the MIB agent

m  access permission level—Access permission level for other virtual routers
that may want to access the agent

= snmp proxy—Proxy gateway through which other virtual routers may access
the agent

m  Example

hostl#show snmp agent

context name: routerl

access permission level: no access
snmp proxy: enabled

m  See show snmp agent.

show snmp management-event

m Use to view statistical SNMP event information for event table entries, router
resources, and trigger table entries.

= Omit the events, resource, statistics, or triggers options to obtain a full output.
m  Field descriptions
= Resource
®  SampleMinimum—Minimum number of samples to be taken

m  SamplelnstanceMaximum—Maximum number of samples to be taken
= Samplelnstances—Number of sample instances being monitored

m  SamplelnstancesHigh—Highest number of samples taken for any of the
sample instances

= SamplelnstancesLacks—Number of times this system could not take a
new sample because that allocation would have exceeded the limit set
by mteResourceSamplelnstanceMaximum

= Triggers
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Owner—Owner value assigned to the trigger

Name—Name value assigned to the trigger

Test—Type of trigger test to perform

SampleType—Type of sampling (absolute or delta) to perform
ValuelD—Object ID of the MIB sample for this trigger
ValuelDLimit—Not supported in this release; reads as zero
ValuelDWildcard—Not supported in this release; reads as False

ContextName—Management context (for example, router1) from which
to obtain mteTriggerValuelD

ContextNameRgulrExprssn—Not supported in this release
ContextNameLimit—Not supported in this release; reads as zero
ContextNameWildcard—Not supported in this release; reads as False
Frequency—Frequency at which this trigger is sampled
ObjectsOwner—Not supported in this release

Objects—Not supported in this release

Enabled—State (False [disabled] or True [enabled]) of the trigger

EntryStatus—Active/inactive status of the instance

Boolean

Comparison—Comparison value for this trigger

Value—Object ID value to which this trigger compares
Startup—Whether or not this trigger performs a Boolean test on startup
ObjectsOwner—Owner of this object

Objects—Name of this object

EventOwner—Owner of this event

Event—Name of this event

Existence

Test—Test type for this trigger

Startup—Startup condition for this trigger
ObjectsOwner—Owner of this object

Objects—Name of this object
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= EventOwner—Owner of this event
= Event—Name of this event
= Statistics

= trigger owner—Owner value assigned to the trigger

m (rigger name—Name value assigned to the trigger

= current time—Current UTC time

m  started sampling—UTC time sampling started

m last sampled—UTC time event last sampled

= sample instances—Number of sample instances being monitored
m times sampled—Number of times events sampled

= event traps—Number of traps sent

= event sets—Number of events set

m failures—Number of event failures

= sample overrun—Number of times the event manager missed sampling
for the current value within the given time period

= failure traps—Number of failure traps sent as a result of event failures
= Threshold

m  Startup—Startup threshold condition for this trigger

m Rising—Rising threshold condition for this trigger

m  Falling—Falling threshold condition for this trigger

m DeltaRising—Delta rising threshold condition for this trigger

= DeltaFalling—Delta falling threshold condition for this trigger

= ObjectsOwner—Not supported in this release

= Objects—Not supported in this release

= RisingEventOwner—Rising event owner value for this trigger

= RisingEvent—Rising event name value for this trigger

m  FallingEventOwner—Falling event owner value for this trigger

= FallingEvent—Falling event name value for this trigger

m  DeltaRisingEventOwner—Delta rising event owner value for this trigger
m DeltaRisingEvent—Delta rising event name value for this trigger

m  DeltaFallingEventOwner—Delta falling event owner value for this trigger
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DeltaFallingEvent—Delta falling event name value for this trigger
= Delta

m  Discontinuity]D—Discontinuity MIB ID for this trigger

m  DiscontinuitylDWildcard—Not supported in this release

= DiscontinuitylDType—Discontinuity ID type for this trigger
Events

= Owner—Owner value for this event

= Name—Name of this event

m  Actions—Action (for example, notification) that takes place when this
event is triggered

= Enabled—Enabled state (True [enabled] or False [disabled]) of this event
m  EntryStatus—Entry status for this event
Notification

= Notification—Notification trap setting for this event

= ObjectsOwner—Not supported in this release

m  Objects—Not supported in this release

= Object—Object ID that the trigger is setting

m  ObjectWildcard—Whether or not the object is a wildcard

= Value—Value to which you are setting the object ID when the trigger
fires

= ContextName—Management context (for example, router1) from which
to obtain mteTriggerValuelD

= ContextNameWildcard—Whether or not the context name is a wildcard

Example

hostl#show snmp management-event

Resource
SampleMinimum: 1
SamplelnstanceMaximum: 50
Samplelnstances: 14
SamplelnstancesHigh: 14
SamplelnstancesLacks: O

Triggers

Owner: unitTest
Name: booleantestl
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Test: boolean

SampleType: absoluteValue
ValuelD: 1.3.6.1.2.1.92.1.1.2.0
ValuelDLimit: O
ValuelDWildcard: False
ContextName: routerl
ContextNameLimit: O
ContextNameWildcard: False
Frequency: 40

ObjectsOwner: unitTest

Objects: test3

Enabled: False

EntryStatus: createAndWait
———————————————————————— Boolean
Comparison: equal

Value: 300

Startup: False

ObjectsOwner:

Objects:

EventOwner: unitTest

Event: eventTestl
————————————————————————————————— Trigger
Owner: unitTest

Name: booleantest2

Test: boolean

SampleType: absoluteValue
ValuelD: 1.3.6.1.2.1.92.1.1.2.0
ValuelDLimit: O
ValuelDWildcard: False
ContextName: routerl
ContextNameLimit: O
ContextNameWildcard: False
Frequency: 40

ObjectsOwner: unitTest

Objects: test3

Enabled: False

EntryStatus: createAndWait
———————————————————————— Existence
Test: absent

Startup: absent

ObjectsOwner: unitTest

Objects: test3

EventOwner: unitTest

Event: eventTest3
———————————————————————— Threshold
Startup: falling

Rising: 200

Falling: 100

DeltaRising: O

DeltaFalling: O

ObjectsOwner:

Objects:

RisingEventOwner: unitTest
RisingEvent: eventTest2
FallingEventOwner: unitTest
FallingEvent: eventTest3
DeltaRisingEventOwner:
DeltaRisingEvent:
DeltaFallingEventOwner:
DeltaFallingEvent:
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Owner: unitTest Name: testl
Index: 1

ID: 1.3.6.1.2.1.11.1.0
IDWildcard: False
EntryStatus: active
Index: 2

ID: 1.3.6.1.2.1.11.2.0
IDWildcard: False
EntryStatus: active
Index: 5

ID: 1.3.6.1.2.1.11.30.0
IDWildcard: False
EntryStatus: active

Events

Owner: unitTest

Name: eventTestl

Actions: notification set
Enabled: True

EntryStatus: active
———————————————————————— Notification
Notification: mteTriggerFired
ObjectsOwner: unitTest
Objects: test3
———————————————————————— Set
Object: 1.3.6.1.2.1.11.1.0
ObjectWildcard: False

Value: -20

ContextName: router
ContextNameWildcard: True

See show snmp management-event.

Collecting Bulk Statistics

The router offers an efficient data collection and transfer facility for accounting
applications. The E Series router SNMP MIBs extend the accounting data collection
mechanism defined in the Accounting-Control-MIB (RFC 2513) to include support

for connectionless networks.

Service providers need reasonably accurate data about customers’ use of networks.
This data is used for billing customers and must be available at a customer’s request.
Accounting applications based on SNMP polling models consume significant network
bandwidth because they poll large volumes of data frequently.

Unfortunately, SNMP is not well suited for gathering large volumes of data, especially
over short time intervals. It is inadequate for use by accounting applications because:

m  The SNMP PDU layout has a low payload-to-overhead ratio.
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m  Processing SNMP PDUs is expensive because objects and tables need to be sorted
in lexicographic order.

The router avoids the need for continuous polling of SNMP statistics by using
applications known as collectors to retrieve data. You can configure up to six collectors.
The router sends collected statistics through FTP to assigned hosts, known as receivers.
You must assign a primary receiver to each collector, and you can assigh a secondary
receiver for redundancy.

NOTE: The basic-encoding-rules (BER)-encoding choice is not supported.

You can collect interface bulk statistics based on sets of virtual router groups. If sets
of virtual router groups generally correspond to ISPs, you can then forward the
relevant data to a particular ISP.

To configure a collector to include data from a specific list of virtual routers, you
must first configure a collector and then associate a router set with it. A collector can
have up to 64 virtual routers associated with it.

To collect bulk statistics for a subset of all configured subinterfaces, you can define
the subinterfaces using the following syntax:

Slot/Port[.subinterfaceld]

Per virtual router collection is supported on the if-stats and igmp schemas. It is
supported on all interface types supported by BulkStats. Collectors modified to use
per virtual router collection or configured after a collector has started have a time
delay (up to the configured time in seconds) until an active collector starts again.

The maximum number of interfaces for each type of interface and line module can
differ. Bulk statistics can collect these statistics when you configure the slots with
their respective interfaces to the corresponding maximum values. For information
about maximum values see JUNOSe Release Notes, Appendix A, System Maximums.

NOTE: Define all interface types before you map a collector to the if-stats schema
to ensure that you display statistics for all configured interfaces in the first interval.

The name of the bulk statistics file that is transferred to the host when there is a
collectorSequence attribute in the remote name is as follows:

fileName - z - mmddHHMM - s. sts

where:

m fileName—Name of the file, which includes sysName, sysUpTime, depending on
the attributes specified

m -z—Receiver index value
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m  mmddHHMM—Timestamp when the receiver is created in month/day/hour/minute
format

m -s—Actual sequence number

Interface Strings

Bulk statistics provides interface strings as described in Table 23 on page 199.

Table 23: Interface Strings

Common Description Common Description
Type of Interface Format-Mode Disabled Format-Mode Enabled
IP interfaces 1P Ip
PPP interfaces PPP Ppp
DSO interfaces DsO DsO
DSt interfaces SERIAL Dsl
DS3 interfaces SERIAL Ds3
Frame Relay Major interfaces FR FrameRelayMajor
Ethernet interfaces ENET Ethernet
Sonet interfaces SONET Sonet
Sonet Path interfaces SONET SonetPath
ATM interfaces ATM Atm
ATM AALS5 interfaces ATM AtmAal5
ATM 1483 interfaces ATM Atm1483
Ft1 interfaces SERIAL Ft1
HDLC interfaces HDLCIntf HDLC
IpLoopback interfaces Loopback IpLoopback
IpVirtual interfaces IpVirtual IpVirtual
Frame Relay Sub interfaces FR FrameRelaySub
PppOE Major interfaces PPPoE PppoeMajor
PppOE Sub interfaces PPPOE PppoeSub
Bridged Ethernet BRG-ET BridgedEthernet
L2TP Tunnel L2TP L2tpTunnel
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Table 23: Interface Strings (continued)

Type of Interface

Common Description
Format-Mode Disabled

Common Description
Format-Mode Enabled

L2TP Session L2TP L2tpSession
PppLink interfaces MLPPP PppLink

HDLC interfaces HDLCEncaps Hdlc

L2TP Destinataion L2TP L2tpDestination
MPLS Major interfaces MplsIfMajor MplsMajor
MPLS Minor interfaces MplsIfMinor MplsMinor

Ppp Network interfaces MLPPP PppNetwork
Ethernet Sub interfaces ENET EthernetSub
MultiLink Frame Relay interfaces MLFR MultilinkFrameRelay
Ip Tunnel Interfaces [P-TUNNEL IpTunnel
Server Port Interfaces ServerPort ServerPort
Sonet VT interfaces SONET SonetVT

Vlan major interfaces VLAN-MA] VlanMajor

Vlan sub interfaces VLAN-SUB VlanSub

Gtp interfaces Gtp Gtp

L2fTunnel interfaces L2fTunnel L2fTunnel
L2fSession interfaces L2fSession L2fSession

L2fDestination interfaces

L2fDestination

L2fDestination

IpSec Tunnel interfaces

IpSecTunnel

IpsecTunnel

Sg interfaces

Sginterface

Sginterface

MPLS L2 Shim interfaces MplsL2Shim MplsL2Shim
MPLS VC Sub interfaces MplsL3Shim MplsVcSub
LacGen interfaces LacGen LacGen

Bridge interfaces Bridgelf Bridge

IpSec Transport interfaces [PSecTransportlf IpsecTransport
[Pv6 interfaces [Pve6If Ipv6

[Pv6 Tunnel interfaces [Pv6Tunnellf Ipv6Tunnel
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Table 23: Interface Strings (continued)

Common Description Common Description
Type of Interface Format-Mode Disabled Format-Mode Enabled
[Pv6 loopback interfaces [PvéLoopbacklf Ipv6Loopback
OSl interfaces Osi Osi
LAG interfaces Lag Lag
Ip Tunnel MDT interfaces IpTunnelMdt IpTunnelMdt

Understanding Counter Discontinuity

Interface counter discontinuity can occur when a counter wraps or after a line module
is reloaded or reset. If one of these actions occurs, applications that utilize the counters
in expressions or calculations generate erroneous values and misleading graphs.

Because counters are 64 bits long, the possibility of a counter’s wrapping naturally
would occur so infrequently (for example, in many hundreds of years) that this
scenario is not recognized as an issue.

Counter discontinuity does occur, however, when you reload or reset a line module.
To indicate reloading or resetting, bulk statistics files contain a record similar to the
following:

{Controller down slot 3, TUE OCT 29 2004 14:25:10.370 UTC}
This record provides a mechanism by which applications can detect discontinuity
events. To take advantage of this detection capability, the bulk statistics parsing

entity should use the record to terminate expression or formula calculations for the
indicated slot and to establish a new baseline.

Configuring Collectors and Receivers

To configure the router to collect statistics:

1. Add names to the FTP host table for the primary and secondary (optional)
receivers.

See “Copying and Redirecting Files” on page 292 in “Managing the System” on
page 245, for information about adding names to the host table.

2. Specify the type of interface on which you want to collect statistics.

hostl(config)#bulkstats interface-type ppp collector 2

3. Specify the parameters for the receivers.

hostl(config)#bulkstats receiver 1 remote-name js:/ftptest/bulk%s%s.sts
sysName sysUpTime
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4. Assign the data collector.

host1(config)#bulkstats collector 2

5. Specify the method for data collection.

host1(config)#bulkstats collector 2 collect-mode auto

6. Assign the primary receiver.

host1(config)#bulkstats collector 2 primary-receiver 1

7. (Optional) Assign the secondary receiver.

host1(config)#bulkstats collector 2 secondary-receiver 5

8. (Optional) Specify the time for which the system transfers data.

host1(config)#bulkstats collector 2 interval 1000

9. (Optional) Set the maximum size of the bulk statistics file.

hostl(config)#bulkstats collector 2 max-size 20480

10. (Optional) Add descriptive information to the bulk statistics file.

hostl(config)#bulkstats collector 2 description customer xyz

11. (Optional) Set the encoding scheme of the ifDescr and ifName objects.

hostl(config)#bulkstats interfaces description-format common

12. (Optional) Set the system to retrieve bulk statistics once only.

hostl(config)#bulkstats collector 2 single-interval

13. (Optional) Configure bulk statistics traps.

hostl(config)#bulkstats traps nearly-full

14. (Optional) Collect bulk statistics per virtual router.

host1(config)#bulkstats virtual-router-group collector 2 routerlSP3

= NOTE: The bulk statistics feature supports generating files on a per interface basis.

bulkstats collector
m  Use to assign the data collector.

m  Example
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host1(config)#bulkstats collector 2

Use the no version to delete the collector.

See bulkstats collector.

Use to specify the way the collector retrieves bulk statistics.

Example

hostl(config)#bulkstats collector 2 collect-mode auto

Use the no version to specify that either the user or the system will initiate
transfers manually.

See bulkstats collector.

Use to add descriptive information to the bulk statistics file.

Example

host1(config)#bulkstats collector 2 description customer xyz

Use the no version to remove descriptive text from the bulk statistics file.

See bulkstats collector.

Use to specify the time interval in seconds for which the collector transfers data
to the receivers.

Example

hostl(config)#bulkstats collector 2 interval 1000

Use the no version to set this time to the default, 360 seconds (6 minutes).

See bulkstats collector.

Use to set the maximum size of the bulk statistics file for all collectors combined.
Even when you configure more than one collector, the first maximum file size
configured is the combined size of all collectors.

The maximum file size that you can configure is 20971520 bytes. However, if
you do not configure a maximum size, then the maximum file size defaults to
5767168 bytes.

Although the CLI accepts the commands, you cannot unconfigure or modify the
configuration of the maximum file size until the router is rebooted.

Example

host1(config)#bulkstats collector 2 max-size 20480
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bulkstats collector

bulkstats collector

bulkstats collector

Use the no version to set the size of the bulk statistics file to the default, 5767168
bytes.

See bulkstats collector.

Use to assign the primary receiver to which the system transfers data.

The index for the receiver must match the index that you specified with the
bulkstats receiver remote-name command.

Example

host1(config)#bulkstats collector 2 primary-receiver 7

Use the no version to clear the primary receiver and disable the collector.

See bulkstats collector.

Use to assign the secondary (that is, the backup) receiver to which the system
transfers data.

The index for the receiver must match the index you specified with the bulkstats
receiver remote-name command.

Example
host1(config)#bulkstats collector 2 secondary-receiver 5

Use the no version to clear the secondary receiver.

See bulkstats collector.

Use to set the system to retrieve bulk statistics once only, rather than periodically.

Example

hostl(config)#bulkstats collector 2 single-interval

Use the no version to set the system to retrieve bulk statistics periodically, the
default situation.

See bulkstats collector.

bulkstats interfaces description-format common

204 =

Use to set the encoding scheme of the ifDescr object that the bulk statistics
application reports to the conventional industry method.

This command provides compatibility with software that uses the industry
encoding scheme.

For more information, see “Configuring Encoding Method” on page 164.

Example
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hostl(config)#bulkstats interfaces description-format common

Use the no version to return to the proprietary method of encoding.

See bulkstats interfaces description-format common.

Use to configure the interface or subinterface type on which you want to collect
statistics.

You can provide an interface specifier (location) to identify a specific interface
on which you want to collect statistics.

If you define more than one collector, you must specify a unique collector index,
in the range 1-65535.

The supported interface types are:
m atm—Collects statistics on ATM interfaces

= atm1483—Collects statistics on ATM 1483 interfaces

m  ethernet—Collects statistics on Ethernet interfaces

m frame-relay—Collects statistics on Frame Relay interfaces

m frame-relay-sub—Collects statistics on Frame Relay subinterfaces
m  hdlc—Collects statistics on Cisco HDLC interfaces

m ip—Collects statistics on IP interfaces

= mplsMajor—Collects statistics on MPLS major interfaces

= mplsMinor—Collects statistics on MPLS minor interfaces

= mplsL2shim—Collects statistics on MPLS shim interfaces

= ppp—Collects statistics on PPP

vlan—Collects statistics on VLAN subinterfaces

=

NOTE: You cannot collect statistics on the SRP Ethernet interface.

Example 1

host1(config)#bulkstats interface-type ppp 3/1 collector 2

Example 2

host1(config)#bulkstats interface-type vlan 2/3:1 collector 1

Example 3

host1(config)#bulkstats interface-type mplsMajor 2/3:1 collector 1
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m  Use the no version to delete the interface type from bulk statistics collection.
Deletion of a particular interface type takes effect at the next collection interval.

m  See bulkstats interface-type.

bulkstats receiver remote-name
m  Use to configure the parameters for receivers.
m  Bulk statistics transfers require the configuration of a remote FTP server.

m  The receivers must appear in the FTP host table. The name of the host must
match the name you specify with this command. The hostname is relative to
the virtual router’s context when you issue this command.

m  When specifying the remote filename for bulk statistics, you must precede the
filename with the hostname followed by the :/ characters.

m  Example

hostl(config)#bulkstats receiver 1 remote-name js:/ftptest/bulk%s%s.sts
sysName sysUpTime

.~ NOTE: The % variables in the remote name are replaced at runtime with the sysName
and sysUpTime parameters to produce variable filenames on the remote host.

m Use the no version to delete the receiver.

m See bulkstats receiver remote-name.

bulkstats traps
m  Use to configure bulk statistics traps.

m  You must configure SNMP correctly and specify a valid trap source. Otherwise,
the system will not send SNMP traps.

m  Example

hostl(config)#bulkstats traps nearly-full

m  Use the no version to disable the trap.

m  See bulkstats traps.

bulkstats virtual-router-group
m  Use to collect interface statistics for each virtual router.
m A collector can have a maximum of 64 virtual routers associated with it.
m  Routers are identified by their assigned name or router index.
m  Supported only on if-stats and igmp schemas.
m  Supported on all interface types supported by the bulk statistics application.

m  Collectors modified to use per virtual router collection or configured after a
collector has started have a time delay until an active collector starts again.
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m  Example

hostl(config)#bulkstats virtual-router-group collector 2 routeriISP3

m  Use the no version to prevent bulkstats from being reported for virtual router
groups.

m  See bulkstats virtual-router-group.

Deleting All Bulkstats Configurations

no bulkstats

Although individual bulkstats commands allow you to disable or delete a specific
bulkstats parameter, the CLI also allows you to remove all bulkstats configurations
from the router at one time.

m  Use to remove all bulkstats configurations from the router at one time.

m  Example

hostl(config)#no bulkstats

m  See no bulkstats.

Monitoring Collection Statistics

show bulkstats

To view the parameters the router uses to collect statistics, use the following show
bulkstats commands.

To include or exclude lines of output based on a text string that you specify, use the
output filtering feature for show commands. For details, see “Command-Line
Interface” on page 29.

m  Use to display the bulk statistics data collection configuration.

m Field descriptions

AdminStatus—Administrative status of the bulk statistics application

OperStatus—Operational status of the bulk statistics application, enabled or
disabled

Interface Description Setting—Method used to encode the ifDescr object:
common, proprietary, industry-common

File Format—End of the line format in bulkstats files, carriage return and
line feed (CR + LF) or LF

Current Time—Current system time used to compare with the collection
stop/start time

Intervals—Number of times the bulk statistics collector has cycled through
a collection

Collecting Bulk Statistics m 207



JUNOSe 10.2.x System Basics Configuration Guide

208 =

Collecting Bulk Statistics

PrimaryXfers—Number of times the bulk statistics collector has attempted
a data file transfer to a primary server

PrimaryFails—Number of primary server transfer failures

SecondaryXfers—Number of times the bulk statistics collector has attempted
a data file transfer to a secondary server

SecondaryFails—Number of secondary server transfer failures

BulkStats Collector Information:

Index—Bulk statistics collector index number

CurrSize—Current size of the bulk statistics file in bytes
MaxSize—Maximum size configured for the bulk statistics file in bytes
Intrvl—Time interval between bulk collections in seconds

Mode—How often the collector is set up to collect statistics:
= periodic—Collects statistics periodically

= single-interval—Collects statistics once only

XferMode—Collect mode configured for the collector:
= auto—Agent transfers file when interval expires

= manual—Network management system or the user initiates transfers
m onFull—Agent transfers file when it reaches the maximum size
State

m inProg—Collector is properly configured and currently active

m  notIinSvc—Collector has been decommissioned by a management
client

m  notReady—Collector does not have enough configuration information
to go active

m error—Configuration or operational error

Index—Bulk statistics collector index number

Primary-Receiver—Index number of the primary receiver to which the
system transfers data, if defined

Second-Receiver—Index of the secondary receiver to which the system
transfers data

Last Transfer Failure—Last time that the collector attempted to retrieve
statistics and was unsuccessful
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Interval Start Time—Start of current interval of bulk collections. The
collector began collecting bulk statistics at this time.

Interval Stop Time—End of current interval of bulk collections.

Schema Information:

Index—Index number of the schema

Subtree—Type of bulk statistics schema configured on the collector:
if-stack, if-stats, or system

CollectorIndex—Bulk statistics collector index number

Create-Delete Time Stats—State of final statistics collection (enabled or
disabled)

Create-Delete Interface Type—Interface type associated with final
statistics collection (ATM 1483, IP, PPP)

State
m active—Schema is properly configured and currently active

= notInSvc—Schema has been decommissioned by a management
client

»  notReady—Schema does not have enough configuration information
to go active

m error—Configuration or operational error

Subtree List—Types of statistics the schema is configured to receive

Interface Types:

Index—Index number of the interface type entry

Type—Interface type for which bulk statistics collection is configured

Collectorindex—Index number of the collector to which the interface
type applies

State
m active—Interface type is properly configured and currently active

= notIinSvc—Interface type has been decommissioned by a
management client

= notReady—Interface type does not have enough configuration
information to go active

m error—Configuration or operational error

m Receiver Information:
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m Index—Index number of the receiver

= RemoteFileName—Hostname, path, and filename of the remote FTP
server

= State
m active—Receiver is properly configured and currently active

= notlnSvc—Receiver has been decommissioned by a management
client

m notReady—Receiver does not have enough configuration information
to go active

m error—Configuration or operational error
m  Status

m  Success

= Copy source does not exist or is unreachable
= Copy failed

m File in use

= Virtual Router Groups:

= Collector—Number that identifies the particular data collector, in the
range 1-65535

= Virtual-Routers—Set of virtual router names (up to 64 names)

m  Example

hostl#show bulkstats

AdminStatus: enabled
OperStatus: enabled
Interface Description Setting: industry-common
File Format: CR+LF
Current Time: TUE AUG 15 2002 15:54:20 UTC

Intervals PrimaryXfers PrimaryFails SecondaryXfers SecondaryFails

BulkStats Collector Information:

Index CurrSize MaxSize Intrvl Mode XferMode State
1 490 3670016 600 periodic manual inProg
2 0 3670016 360 periodic manual notReady

Index Primary-Receiver Second-Receiver Last Transfer Failure

1 1 not defined
2 not defined not defined
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Index Interval Start Time Interval Stop Time
1 TUE AUG 15 2000 15:52:33 UTC TUE AUG 15 2000 16:02:33 UTC
2 Not started NZA

Schema Information:
Index Subtree

1 ifStats

Index Collectorindex State

1 enabled 1P

Index Subtree List

Interface Types:

Index Type Collectorindex State
1 Ppp 1 active
6 Ethernet 1 active
11 Atm1483 1 active

Receiver Information:
Index RemoteFileName

1 host:/upload/bulkStas.sts
Index State Status
1 notReady Copy source does not exist or is unreachable

Collector Virtual-Routers

33 serviceProviderABC
655 default

See show bulkstats.

show bulkstats collector description

Use to display information about the collector’s file description.
Field descriptions
m Index—Index number of the bulk statistics collector

m  FileDescription—Descriptive information added to the bulk statistics file with
the bulkstats collector description command

Example

hostl#show bulkstats collector description
Index FileDescription
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1 Bulk SNMP Statistics Collection

m  See show bulkstats collector description.

show bulkstats collector interval
m  Use to display information about the collector transfer interval configuration.

m  Field descriptions
= Index—Index number of the bulk statistics collector

= Interval—Amount of time, in seconds, that the collector transfers data to
the receiver

s Example

hostl#show bulkstats collector interval
Index Interval

m See show bulkstats collector interval.

show bulkstats collector max-size

m  Use to display information about the bulk statistics maximum file size
configuration.

m  Field descriptions
» Index—Index number of the bulk statistics collector

®  MaxSize—Maximum size of the bulk statistics file in bytes

= Example

hostil#show bulkstats collector max-size
Index MaxSize

1 2097152

m See show bulkstats collector max-size.

show bulkstats collector transfer-mode
m  Use to display information about the bulk statistics transfer mode configuration.

m  Field descriptions
» Index—Index number of the bulk statistics collector
= Transfer-Mode:

= auto-xfer—Server automatically transfers the bulk statistics files to a
remote FTP server
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= manual-xfer—Server expects the user to transfer bulk statistics files

= on-file-full—Server transfers the bulk statistics file when the file reaches
its maximum size

= Primary-Receiver—Receives the bulk statistics sent by the collector
m  Secondary-Receiver—Serves as a backup to the primary receiver

= Example

hostl#show bulkstats collector transfer-mode
Index Transfer-Mode Primary-Receiver Secondary-Receiver

1 auto-xfer 1 2

m See show bulkstats collector transfer-mode.

show bulkstats interface-type
m  Use to display information about the bulk statistics interface types configuration.
m  Field descriptions
= Interface Types:

= Index—Index number of the interface type entry
= Type—Interface type for which bulk statistics collection is configured
m  Collectorindex—Index of the collector to which the interface type applies

= State
= active—Interface type is properly configured and currently active

= notIlnSvc—Interface type has been decommissioned by a management
client

= notReady—Interface type does not have enough configuration
information to go active

m error—Configuration/operational error

m  Example

hostl#show bulkstats interface-type

Interface Types:
Index Type Collector State

1 ppp 1 active

m  See show bulkstats interface-type.

show bulkstats receiver
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m  Use to display information about the remote file configuration of the bulk statistics
receiver.

m  Field descriptions
m Index—Index number of the receiver

= RemoteFileName—Hostname, path, and filename of the remote FTP server
= Index—Index number of the receiver

= State
m active—Receiver is properly configured and currently active

= notinSvc—Receiver has been decommissioned by a management client

= notReady—Receiver does not have enough configuration information
to go active

m error—Configuration/operational error
= Status

= Success

= Copy source does not exist or is unreachable
m  Copy failed

= File in use
m  Example

hostl#show bulkstats receiver

Index RemoteFileName

1 f:/upload/bulkStas.sts
Index State Status
1 notReady Copy source does not exist or is unreachable

m  See show bulkstats receiver.

show bulkstats statistics

m  Use to display bulk statistics counters.
m  Field descriptions
= AdminStatus—Administrative status of the bulk statistics application

m  OperStatus—Operational status of the bulk statistics application

= HdwDetects—Number of times the bulk statistics application detected a line
module bulkstat collector’s presence

= HdwcCollectorCreates—Number of line module collectors created
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CollectorCreateRegs—Number of times the bulk statistics application
requested the creation of a line module collector

CollectorStopReqs—Number of times the bulk statistics application requested
the line module collectors to stop

CollectorDeleteReqs—Number of times the bulk statistics application
requested the deletion of a line module collector

CollectorStarts—Number of times the bulk statistics collector has started

CollectorincompleteCfgs—Number of times the bulk statistics collector
attempted to start a collector, but failed because the collector’s configuration
was incomplete

CollectorStopFailures—Number of times the bulk statistics collector failed
during a collector stop request

DriverErrors—Number of bulk statistics driver errors

FileSizeFulls—Number of times the bulk statistics application ran out of
storage space

CollectorFileNearlyFullTraps—Number of nearly full events posted to the
SNMP agent on this router

CollectorFileFullTraps—Number of file full events posted to the SNMP agent
on this router

Intervals—Number of times the bulk statistics collector has cycled through
a collection

PrimaryXfers—Number of times the bulk statistics collector has attempted
a data file transfer to a primary server

PrimaryFails—Number of primary server transfer failures

SecondaryXfers—Number of times the bulk statistics collector has attempted
a data file transfer to a secondary server

SecondaryFails—Number of secondary server transfer failures

BulkStats Collector Statistics:
m Index—Bulk statistics collector index

m  CurrSize—Current size of the bulk statistics storage file in bytes
m CreateErrs—Number of bulk statistics collector create errors

= Last Transfer Failure—Last time that the collector attempted to retrieve
statistics and was unsuccessful
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Interval Start Time—Start of current interval or bulk collections. The
collector began collecting bulk statistics at this time.

Interval Stop Time—End of current interval of bulk collections

= Dynamic Interface Collector statistics:

Collector Index—Bulk statistics collector index

Slot#—Slot number from which the statistics were obtained

Received—Number of records for dynamic interfaces that were reported
by the specified interface

Transferred—Number of record for dynamic interface that were written
to the bulk statistics (.sts) file.

Dropped—Number of records for dynamic interfaces that were dropped
(that is, not written to the bulk statistics [.sts] file)

m  Example

hostl#show bulkstats statistics

AdminStatus: enabled
OperStatus: enabled

HdwDetects:

HdwCol lectorCreates:
CollectorCreateReqs:
CollectorStopReqs:
CollectorDeleteReqgs:
CollectorStarts:
CollectorincompleteCfgs:
CollectorStopFailures:
DriverErrors:
FileSizeFulls:
CollectorFileNearlyFullTraps:
CollectorFileFullTraps:

OoON PN

N

5

OO oO0OO0OO0O W

Intervals PrimaryXfers PrimaryFails SecondaryXfers SecondaryFails

BulkStats Collector Statistics:
Index CurrSize CreateErrs Last Transfer Failure

1 331 0 MON JAN 24 2001 17:21:33 UTC

2 0 0

Index Interval Start Time Interval Stop Time

1 MON JAN 24 2001 19:09:33 UTC MON JAN 24 2001 19:15:33 UTC
2 Not started NZA

Dynamic Interface Collector statistics:
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See show bulkstats statistics.

Use to display information about the bulk statistics traps configured to collect
statistics.

Field descriptions
= Trap Type

m nearly-full—Trap will be posted to the SNMP entity on this system when
the threshold is reached

m file-full—Trap will be posted to the SNMP entity on this system when
the trap reaches 100 %

m State—Configuration setting: enabled, disabled

m  Threshold—Nearly full trap will be posted to the SNMP entity on this system
when this percentage is reached

= Traps Sent—Number of times this event was posted to the SNMP entity on
this system

Example

hostil#show bulkstats traps
Trap Type State  Threshold Traps Sent

file-full enabled N/A 0
nearly-full enabled 5 0

See show bulkstats traps.

show bulkstats virtual-routers

Use to display information about the bulk virtual router group configuration.
Field descriptions

m  Collector—Number that identifies the particular data collector, in the range
1-65535

= Virtual-Routers—Set of virtual router names (up to 64 names)

Example

hostl#show bulkstats virtual-routers

Collector Virtual-Routers

Collecting Bulk Statistics m 217



JUNOSe 10.2.x System Basics Configuration Guide

33 serviceProviderABC
655 default

m See show bulkstats virtual-routers.

Configuring Schemas

218 =

You can also set a management schema for bulk statistics. A schema is a group of
attributes or counters that provide an efficient way to retrieve specific types of
information about the router. The bulk statistics application supports five schema
configurations: igmp, if-stack, if-stats, policy, and system.

NOTE: There are no explicit schema objects for the if-stack and system schemas.

Table 24 on page 218 shows the type of data each schema retrieves.

Table 24: Data Retrieved According to Schema

Schema Retrieves

igmp Statistics associated with various IGMP components.

if-stack The interface and interface column configuration. It is a complete retrieval of the
ifStackTable, and using it can dramatically reduce the time to discover the configured
interfaces and their stacking relationship on a router.

if-stats Usage data on sets of interface types. The interface usage data is the ifTable/ifXTable
counters. Note that the ifXTable supports 64-bit counters and the data written into
the bulk statistics file supports the 64-bit counters.

policy Statistics associated with a specified policy, a policy type, or traffic tagged by a policy
with a color tag.

system Global system and per-module statistics and information. The global system statistics
retrieved are the sysUpTime and nvsUtilPct. The per-module statistics and information
retrieved include the intPhysicalDesc, the cpuUtilPct, and the memUtilPct.

igmp Objects

Table 25 on page 218 presents igmp objects you can configure using the bulkstats
schema subtree command.

Table 25: Schema igmp Objects

Object Definition
all Configure IGMP schema for all attributes
dest-address Configure IGMP schema for destination address
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Table 25: Schema igmp Objects (continued)

Object

Definition

igmp-cmd

Configure IGMP schema for IGMP command

lower-interface

Configure IGMP schema for lower interface

multicast-group

Configure IGMP schema for multicast group

router-index

Configure IGMP schema for router index

source-address

Configure IGMP schema for source address

time-stamp

Configure IGMP schema for time stamp

if-stats Objects

Table 26 on page 219 presents if-stats objects you can configure using the bulkstats
schema subtree command.

Table 26: Schema ifStats Objects

Object Definition
all Configure IfStats schema for all stats
correlator Configure IfStats schema for correlator

in-bcast-pkts

Configure IfStats schema for in-bcast-pkts

in-discards

Configure IfStats schema for in-discards

in-errors

Configure IfStats schema for in-errors

in-mcast-octets

Configure IfStats schema for in-mcast-octets

in-mcast-pkts

Configure IfStats schema for in-mcast-pkts

in-octets

Configure IfStats schema for in-octets

in-policed-octets

Configure IfStats schema for in-policed-octets

in-policed-pkts

Configure IfStats schema for in-policed-pkts

in-spoofed-pkts

Configure IfStats schema for in-spoofed-pkts

in-ucast-pkts

Configure IfStats schema for in-ucast-pkts

in-unknown-protos

Configure IfStats schema for in-unknown-protos

lower-interface

Configure IfStats schema for lower-interface

out-bcast-pkts

Configure IfStats schema for out-bcast-pkts
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Table 26: Schema ifStats Objects (continued)

Object

Definition

out-discards

Configure IfStats schema for out-discards

out-errors

Configure IfStats schema for out-errors

out-mcast-octets

Configure IfStats schema for out-mcast-octets

out-mcast-pkts

Configure IfStats schema for out-mcast-pkts

out-octets

Configure IfStats schema for out-octets

out-policed-octets

Configure IfStats schema for out-policed-octets

out-policed-pkts

Configure IfStats schema for out-policed-pkts

out-sched-octets

Configure IfStats schema for out-sched-octets

out-sched-pkts

Configure IfStats schema for out-sched-pkts

out-ucast-pkts

Configure IfStats schema for out-ucast-pkts

time-offset

Configure IfStats schema for time-offset

All the schema if-stats objects in Table 26 on page 219 apply to both layer 2 and layer
3 interfaces, except usdAcctngSpoofedPkts, which is specific to layer 3.

Defining all interface types before you map a collector to the if-stats schema ensures
that you display statistics for all configured interfaces in the first interval.

You can get more accurate rate statistics by using the time-offset parameter. To use
this parameter you must navigate to the if-stats subtreelist. The time-offset

parameter is included in each bulk statistics interface record and is the offset from
the master interval at which the record was collected.

policy Objects

Table 27 on page 220 presents policy objects you can configure using the bulkstats
schema subtree command.

Table 27: Schema Policy Objects

Object Definition
all Configure policy schema for all statistics
green-bytes Configure policy schema for green bytes

green-packets Configure policy schema for green packets

red-bytes Configure policy schema for red bytes
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Table 27: Schema Policy Objects (continued)

Object

Definition

red-packets

Configure policy schema for red packets

upper-green-bytes

Configure policy schema for upper green bytes

upper-green-packets

Configure policy schema for upper green packets

upper-red-bytes

Configure policy schema for upper red bytes

upper-red-packets

Configure policy schema for upper red packets

upper-yellow-bytes

Configure policy schema for upper yellow bytes

upper-yellow-packets

Configure policy schema for upper yellow packets

yellow-bytes

Configure policy schema for yellow bytes

yellow-packets

Configure policy schema for yellow packets

bulkstats schema

m  Use to create the schema for collecting bulk statistics.

m  Example

hostl(config)#bulkstats schema 4

m  Use the no version to delete the specified schema.

&~ NOTE: If you create a collector but there is no schema for that collector, the collector
will not be active, and a schema will be created automatically for that collector to
collect if-stats for all subtree attributes.

m  See bulkstats schema.

bulkstats schema subtree

m  Use to set the schema for collecting data. Specify one of the following keywords:

m if-stack—Retrieves the interface and interface column configuration.

m if-stats—Retrieves interface usage data on sets of interface types; using the
subtreelist keyword along with the if-stats keyword lets you specify specific
counters and lets you set the time-offset parameter; using the
if-create-delete-time-stats keyword along with the if-stats keyword retrieves
interface final statistics (interface statistics that may be lost during higher
create or delete frequency) on a per-interface basis.

» igmp—Retrieves IGMP usage data; using the subtreelist keyword along with
the igmplist keyword lets you obtain statistics for one or more specific IGMP

lists.
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m  policy—Retrieves policy usage data.
= system—Retrieves global system and per-module statistics and information.
m  Example 1

hostl(config)#bulkstats schema 1 subtree if-stats subtreelist lower-interface

m  Example 2

hostl(config)#bulkstats schema 5 subtree if-stats if-create-delete-time-stats
interfaceType ?

atml1483 Configure bulkstats for ATM 1483 sub-interfaces
ip Configure bulkstats for IP interfaces
mplsL2Shim Configure bulkstats for MPLS shim Interfaces
mplsMajor  Configure bulkstats for MPLS major Interfaces
mplsMinor  Configure bulkstats for MPLS minor Interfaces
PpPp Configure bulkstats for PPP interfaces

vian Configure bulkstats for VLAN Sub-Interfaces

m  Use to collect statistics on a specified policy, a policy type, or based on
color-coded tags applied by a policy. Specify one of the following keywords:
= policy-name—Collects statistics for a specified policy

=  policy-type—Collects data on input policies, local input policies, output
policies, or secondary output policies

m  policy-subtreelist—Collects statistics based on color-coded tags applied by
a policy

m  You create policies using the policy-list command. See JUNOSe Policy Management
Configuration Guide .

= Example

host1(config)#bulkstats schema 4 subtree policy policy-name XMYpolicy

m Use the no version to delete the specified schema.

m See bulkstats schema subtree.

Mapping Bulkstats Output to MIB Flies and CLI Configurations

Table 28 on page 222 shows the mapping between the bulkstats output and the CLI
and MIBs.

Table 28: Mapping Bulkstats Output to MIB Flies and CLI Configurations

Bulkstats Output MIB File MIB Object Name CLI Configuration Description
Column Name
all Configure IfStats schema for
all stats
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Table 28: Mapping Bulkstats Output to MIB Flies and CLI Configurations (continued)

Bulkstats Output MIB File MIB Object Name CLI Configuration Description
Column Name

ifDescr RFC1213 ifDescr - A textual string containing
information about the
interface. This string should
include the name of the
manufacturer, the product
name and the version of the
interface hardware/software

ifType RFC1213 ifType - The type of interface.
Additional values for ifType
are assigned by the Internet
Assigned Numbers Authority
(IANA), through updating the
syntax of the IANAifType
textual convention

usdIfType junilf junilfType - Identifies the type of this
interface
ifindex RFC1213 ifindex - A unique value, greater than

zero, for each interface. It is
recommended that values are
assigned contiguously starting
from 1. The value for each
interface sub-layer must
remain constant at least from
one re-initialization of the
entity's network management
system to the next re-
initialization

IfStatsReportState - - - Report State:
IfStatsReportinterim =
Interim Accounting data

ifHCInOctets RFC2863 ifHCInOctets in-octets The total number of octets
received on the interface,
including framing characters.
This object is a 64-bit version
of ifInOctets

Discontinuities in the value of
this counter can occur at
re-initialization of the
management system, and at
other times as indicated by
the value of
ifCounterDiscontinuity Time
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Table 28: Mapping Bulkstats Output to MIB Flies and CLI Configurations (continued)

Bulkstats Output MIB File

Column Name

MIB Object Name CLI Configuration

Description

ifHCInUcastPkts RFC2863 ifHCInUcastPkts in-ucast-pkts

The number of packets,
delivered by this sub-layer to
a higher (sub-)layer, which
were not addressed to a
multicast or broadcast
address at this sub-layer. This
object is a 64-bit version of
ifinUcastPkts

Discontinuities in the value of
this counter can occur at
re-initialization of the
management system, and at
other times as indicated by
the value of
ifCounterDiscontinuity Time

ifinDiscards RFC1213 ifinDiscards in-discards

The number of inbound
packets which were chosen
to be discarded even though
no errors had been detected
to prevent their being
deliverable to a higher-layer
protocol. One possible reason
for discarding such a packet
could be to free up buffer
space

Discontinuities in the value of
this counter can occur at
re-initialization of the
management system, and at
other times as indicated by
the value of
ifCounterDiscontinuity Time
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Bulkstats Output
Column Name

MIB File

MIB Object Name

CLI Configuration

Description

ifInErrors

RFC1213

ifinErrors

in-errors

For packet-oriented
interfaces, the number of
inbound packets that
contained errors preventing
them from being deliverable
to a higher-layer protocol. For
character- oriented or
fixed-length interfaces, the
number of inbound
transmission units that
contained errors preventing
them from being deliverable
to a higher-layer protocol

Discontinuities in the value of
this counter can occur at
re-initialization of the
management system, and at
other times as indicated by
the value of
ifCounterDiscontinuityTime

iflnUnknownProtos

REC1213

iflnUnknownProtos

in-unknown-protos

For packet-oriented
interfaces, the number of
packets received via the
interface which were
discarded because of an
unknown or unsupported
protocol. For
character-oriented or
fixed-length interfaces that
support protocol multiplexing
the number of transmission
units received via the
interface which were
discarded because of an
unknown or unsupported
protocol. For any interface
that does not support
protocol multiplexing, this
counter will always be 0

Discontinuities in the value of
this counter can occur at
re-initialization of the
management system, and at
other times as indicated by
the value of
ifCounterDiscontinuity Time
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Table 28: Mapping Bulkstats Output to MIB Flies and CLI Configurations (continued)

Bulkstats Output MIB File

Column Name

MIB Object Name CLI Configuration

Description

ifHCOutOctets RFC2863 ifHCOutOctets out-octets

The total number of octets
transmitted out of the
interface, including framing
characters. This object is a
64-bit version of ifOutOctets

Discontinuities in the value of
this counter can occur at
re-initialization of the
management system, and at
other times as indicated by
the value of
ifCounterDiscontinuity Time

ifHCOutUcastPkts RFC2863 ifHCOutUcastPkts out-ucast-pkts

The total number of packets
that higher-level protocols
requested be transmitted,
and which were not
addressed to a multicast or
broadcast address at this
sub-layer, including those that
were discarded or not sent.
This object is a 64-bit version
of ifOutUcastPkts

Discontinuities in the value of
this counter can occur at
re-initialization of the
management system, and at
other times as indicated by
the value of
ifCounterDiscontinuityTime

ifOutDiscards RFC1213 ifOutDiscards out-discards

The number of outbound
packets which were chosen
to be discarded even though
no errors had been detected
to prevent their being
transmitted. One possible
reason for discarding such a
packet could be to free up
buffer space

Discontinuities in the value of
this counter can occur at
re-initialization of the
management system, and at
other times as indicated by
the value of
jjifCounterDiscontinuityTime
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Bulkstats Output
Column Name

MIB File

MIB Object Name

CLI Configuration

Description

ifOutErrors

RFC1213

ifOutErrors

out-errors

For packet-oriented
interfaces, the number of
outbound packets that could
not be transmitted because
of errors. For
character-oriented or
fixed-length interfaces, the
number of outbound
transmission units that could
not be transmitted because
of errors

Discontinuities in the value of
this counter can occur at
re-initialization of the
management system, and at
other times as indicated by
the value of
ifCounterDiscontinuity Time

ifCorrelato

juniAcctng

juniAcctnglfCorrelator

correlator

Customer correlation:
® FR = DLCI
® ATM = VPI, VCI

® [P = RouterName

® Everything else = not
used

ifinPolicedOctets

juniAcctng

juniAcctnglfinPolicedOctets

in-policied-octets

Octets dropped due to ingress
policy; support 64-bit
counters

ifinPolicedPkt

juniAcctng

juniAcctnglfinPolicedPkts

in-policied-octets

Packets dropped due to
ingress policy

ifinSpoofedPkts

juniAcctng

juniAcctnglfinSpoofedPkts

in-spoofed-pkts

Packets dropped due to
invalid source address

ifOutPolicedOctets

juniAcctng

juniAcctnglfOutPolicedOctets

out-policied-octets

Octets dropped due to egress
policy; support 64-bit
counters

ifOutPolicedPkts

juniAcctng

juniAcctnglfOutPolicedPkts

out-policied-pkts

Packets dropped due to
ingress policy

ifOutSchedOctets

juniAcctng

junilplfStatsOutSchedDropOctets

out-sched-octets

Scheduler octets dropped

ifOutSchedPkts

juniAcctng

junilplfStatsOutSchedDropPackets

out-sched-pkts

Scheduler packets dropped

ifLowerinterface

juniAcctng

juniAcctnglfLowerlnterface

lower-interface

The ifindex of the lower
interface

ifTimeOffse

juniAcctng

juniAcctnglfTimeOffset

time-offset
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Table 28: Mapping Bulkstats Output to MIB Flies and CLI Configurations (continued)

Bulkstats Output MIB File
Column Name

MIB Object Name

CLI Configuration

Description

ifHCInMulticastPkts RFC2863

ifHCInMulticastPkts

in-mcast-pkts

The number of packets,
delivered by this sub-layer to
a higher (sub-)layer, which
were addressed to a multicast
address at this sub-layer. For
a MAC layer protocol, this
includes both Group and
Functional addresses. This
object is a 64-bit version of
ifinMulticastPkts

Discontinuities in the value of
this counter can occur at
re-initialization of the
management system, and at
other times as indicated by
the value of
ifCounterDiscontinuityTime

ifHCInBroadcastPkts RFC2863

ifHCInBroadcastPkts

in-bcast-pkts

The number of packets,
delivered by this sub-layer to
a higher (sub-)layer, which
were addressed to a
broadcast address at this
sub-layer. This object is a
64-bit version of
ifinBroadcastPkts

Discontinuities in the value of
this counter can occur at
re-initialization of the
management system, and at
other times as indicated by
the value of
ifCounterDiscontinuity Time

ifHCOutMulticastPkts RFC2863

ifHCOutMulticastPkts

out-mcast-pkts

The total number of packets
that higher-level protocols
requested be transmitted,
and which were addressed to
a multicast address at this
sub-layer, including those that
were discarded or not sent.
For a MAC layer protocol, this
includes both Group and
Functional addresses. This
object is a 64-bit version of
ifOutMulticastPkts

Discontinuities in the value of
this counter can occur at
re-initialization of the
management system, and at
other times as indicated by
the value of
ifCounterDiscontinuityTime
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Table 28: Mapping Bulkstats Output to MIB Flies and CLI Configurations (continued)

Bulkstats Output MIB File MIB Object Name CLI Configuration Description
Column Name
ifHCOutBroadcastPkts RFC2863 ifHCOutBroadcastPkts out-bcast-pkts The total number of packets

that higher-level protocols
requested be transmitted,
and which were addressed to
a broadcast address at this
sub-layer, including those that
were discarded or not sent.
This object is a 64-bit version
of ifOutBroadcastPkts

Discontinuities in the value of
this counter can occur at
re-initialization of the
management system, and at
other times as indicated by
the value of
ifCounterDiscontinuity Time

ifHCInMulticastOctets

- in-mcast-octets Multicast octets received

ifHCOutMulticastOctets

- out-mcast-octets Multicast octets sent

Monitoring Schema Statistics

show bulkstats schema

You are able to display your configuration and monitor the data generated by
schemas.

Use to display data on the bulk statistics schema.
Field descriptions
= Schema Information:

m Index—Index number of the schema

= Subtree—Type of bulk statistics schema configured on the collector: igmp,
if-stack, if-stats, policy, or system

m  CollectorIndex—Bulk statistics collector index (same as the SNMP table
index)

= State
m active—Schema is properly configured and currently active

= notlnService—Schema has been decommissioned by a management
client
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= notReady—Schema does not have enough configuration information to
go active

m error—Configuration/operational error
m  Subtree List—Types of statistics the schema is configured to receive

m  Example 1

hostl#show bulkstats schema

Schema Information:

Index Subtree Collectorindex State
1 ifStack 1 active
2 system 2 active

Index Subtree List
m  Example 2

hostl#show bulkstats schema

Schema Information:

Index Subtree Collectorindex State
1 ifStats 1 active
2 system 2 active

Index Subtree List

1 ifOutErrors; ifLowerlinterface; ifTimeOffset
2 NZA

m See show bulkstats schema.

Configuring Interface Numbering Mode

E Series routers support the RFC 1213 interface numbering mode on bulkstats. This
mode is contrasted with the default interface numbering mode.

The RFC 1213 numbering mode is based on a 32-bit contiguous integer value starting
from 1 and ranging to ifNumber. This mode differs from the default interface
numbering mode, which encodes a type field in the upper 8 bits of a 32-bit integer.
The use of the upper 8 bits creates large gaps in the ifindex numbering scheme.

There is no re-use of ifindex values in RFC 1213 mode, whereas in the default
interface numbering mode, ifIndex values can be re-used. In the default interface
numbering mode, re-use of ifindex values across reboots is permitted and is basically
known as ifindex re-numbering.
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In RFC 1213 mode, however, the interface numbers are not re-used during a single
initialization of the device and renumbering of ifindexes occurs after a system reboot.
In the default interface numbering mode, ifindexes are persistent across system
reboots and can be reused without resetting the value of sysUpTime.

In RFC 1213 mode, two parameters control the size of the ifindex range and the
total number of interfaces in the standard interface tables—maxIfindex and
maxIfNumber. There is no such control in the default interface numbering mode.

In RFC 1213 mode, interface creations should not result in gaps in the ifindex range.
A gap that results from the deletion of an interface is acceptable because it is handled
by older network management applications. The gaps are eliminated after the router
is rebooted. However, in the default interface numbering mode, large gaps occur
from the creation of interfaces due to the use of the upper 8 bits of the ifindex for
interface type encoding. Gaps are not eliminated after a system reboot.

In RFC 1213 mode, small gaps can occur in the creation of IP interfaces when virtual
routers are used. These gaps are minimized but not eliminated when the router is
rebooted.

Rather than seeing an ifindex value of 1 and 10066329, for example, a management
client would see ifIndex values of 1 and 2.

bulkstats interfaces rfc1213

m  Use to enable the RFC 1213 interface numbering mode on bulkstats.

m  Example

host1(config)#bulkstats interfaces rfc 1213

m  Use the no version to disable the RFC 1213 interface numbering mode on
bulkstats.

m See bulkstats interfaces rfc1213.

Using the Bulk Statistics Formatter

The bulk statistics formatter allows you to set a remote filename dynamically and
specify the format for the end of each line in the bulkstats file.

Setting Remote Filenames

The router supports the following special characters for remote filenames:
m  %x—An integer in hexadecimal format (base 16)

m  %Ss—A character string

m % u—An unsigned integer in decimal (base 10)

m % d—An integer in decimal (base 10)

The % variables in the remote name are replaced at runtime with the sysName and
sysUpTime parameters to produce variable filenames on the remote host.
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See the bulkstats receiver remote-name command.

hostl(config)#bulkstats receiver 1 remote-name “ bulk%s%d.sts” sysName
collectorSequence

Guidelines

The current capabilities and limitations of the bulk statistics formatter are:

m Ifyouadd %d or any numeric formatter for a string value (such as sysName),
the attribute name will be used (for instance, sysName). The opposite is also
true, except for sysUptime, which will use %s as a %u.

m  Youcanuse % % if you want a % character to be part of the parsed name.

m  You can use the same attribute multiple times. For example, you may want a
name that has %x and % u of collectorSequence.

m  Currently, there is no control over sequence numbers, except for the guarantee
that the formatter will:

1. Use sequential values, beginning from 1

2. Persist through system reboot

m If you need the sequential number to restart, remove and then add the bulk
statistics receiver again.

m  You can use up to 128 characters for the remote file name. Anything beyond
that is truncated when the filename is stored in nonvolatile memory, but this
truncation is not visible until the next time the system reboots.

Specifying End of Line Format

By default, the bulk statistics application generates a DOS-compatible file that contains
both a carriage return (CR) and line feed (LF) at the end of each line. The existence
of a carriage return at the end of a line may cause formatting issues with some
applications that do not ignore or remove carriage returns.

You can set up the system to remove the carriage return and leave only a line feed
at the end of each line.

bulkstats file-format endOfLine-LF

232 =

m  Use to strip the carriage return from the end of each line in the bulkstats file.

m  Example

hostl(config)#bulkstats file-format endOfLine-LF

m Use the no version to return to the default, CR and LF.

m See bulkstats file-format endOfLine-LF.
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Managing Virtual Routers

Your router supports SNMP management of virtual routers. This support is based on
an SNMP community string proxy to select particular instances of virtual routers.
The entity MIB is used to model the physical container to the logical relationship of
the virtual router implementation. See “Configuring Virtual Routers” on page 623.

Monitoring SNMP

To monitor the status of SNMP operations on your network, enter Privileged Exec
mode. You can then establish a baseline and use the show commands to view
statistics.

Establishing a Baseline

SNMP statistics are stored in system counters. The only way to reset the system
counters is to reboot the router. You can, however, establish a baseline for SNMP
statistics by setting a group of reference counters to zero.

baseline snmp

m  Use to establish a baseline for SNMP statistics.

m The system implements the baseline by reading and storing the statistics at the
time the baseline is set and then subtracting this baseline whenever
baseline-relative statistics are retrieved.

m To display statistics relative to the current baseline, use the delta keyword with
SNMP show commands.

m  SNMP operations (such as Get and Set) continue to use and report statistics from
the system counters.

m  See “Viewing SNMP Status” on page 234 for a sample display when you enter the
show snmp command. If you establish a baseline and then enter show snmp,
the statistics now have zero or low values.

m  Example

hostl#baseline snmp
hostl#show snmp
Contact: Joe Administrator
Location: Network Lab, Bldg 3 Floor 1
2 SNMP packets input

0 Bad SNMP version errors
Unknown community name
Illegal operation for community name supplied
Encoding errors
Number of requested variables
Number of altered variables
Get-request PDUs
Get-next PDUs
Set-request PDUs
Unknown security models
Unavailable contexts

OO0OO0ORrRrRPFPLPOOOOO

Managing Virtual Routers m 233



JUNOSe 10.2.x System Basics Configuration Guide

2 SNMP packets out

OO0 00000 O0OO0OONOOFR

0 Too big errors (Maximum packet size 1500)

No such name errors

Bad values errors

General errors

Get-response PDUs

SNMP trap PDUs

Invalid Message Report PDUs
Unknown PDU Handler Report PDUs
Unknown Context Report PDUs
Unsupported Security Level Report PDUs
Not in time Window Report PDUs
Unknown Username Report PDUs
Unknown Engine 1D Report PDUs
Wrong Digest Report PDUs
Decryption Error Report PDUs

m There is no no version.

m  See baseline snmp.

Viewing SNMP Status

show snmp

234 ®m Monitoring SNMP

To view SNMP status on your network, use the following show commands.

m  Use to display all the information about SNMP status.

m To display statistics relative to the current baseline, use the delta keyword.

m  Field descriptions

m Contact—Router’s contact person

= Location—Router’s location

= SNMP packets input—Total number of SNMP packets received by the router

Bad SNMP version errors—Number of SNMP PDUs with a bad version
number

Unknown community name—Number of SNMP PDUs that had an
unrecognized community name

lllegal operation for community name supplied—Number of access
violations based on the configured privilege level for community strings

Encoding errors—Number of AS number version 1 encoding and
decoding errors

Number of requested variables—Number of variable bindings processed
by the SNMP agent

Number of altered variables—Number of variable bindings processed
successfully in SNMP set commands

Get-request PDUs—Number of get-exact SNMP PDUs processed
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= Get-next PDUs—Number of get-next SNMP PDUs processed
m  Set-request PDUs—Number of set SNMP PDUs processed

®m  Unknown security models—Number of SNMP PDUs with unrecognized
security

»  Unavailable contexts—Number of SNMP proxy requests to unknown
entities

SNMP packets out—Total number of SNMP packets sent by the router

= Too big errors—Number of processed PDUs that resulted in SNMP PDUs
too large to encode

= Nosuch name errors—Number of requests that resulted in noSuchName
errors. If interfaces configured on modules that do not support 64-bit
counters are accessed, the system returns a noSuchName message.

= Bad values errors—Number of requests that resulted in badValues errors
m  General errors—Number of general errors

m  Get-response PDUs—Number of requests that resulted in getResponse
PDUs

= SNMP trap PDUs—Number of SNMP trap PDUs generated by this agent

= SNMP trap proxied—Number of traps generated by this agent that are
sent via trap-proxy

= Invalid Message Report PDUs—Number of packets received by the SNMP
engine that were dropped because there were invalid or inconsistent
components in the SNMP message

= Unknown PDU Handler Report PDUs—Number of packets received by
the SNMP engine that were dropped because the PDU in the packet
could not be passed to an application responsible for handling the PDU
type; for example, no SNMP application had registered for the proper
combination of the context engine ID and PDU type

= Unknown Context Report PDUs—Number of packets received by the
SNMP engine that were dropped because the context contained in the
message was unknown

= Unsupported Security Level Report PDUs—Number of packets received
by the SNMP engine that were dropped because they requested a security
level that was unknown to the SNMP engine or otherwise unavailable

= Notin time Window Report PDUs—Number of packets received by the
SNMP engine that were dropped because they appeared outside the
authoritative SNMP engine window

= Unknown Username Report PDUs—Number of packets received by the
SNMP engine that were dropped because they referenced a user that
was not known to the SNMP engine
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= Unknown Engine ID Report PDUs—Number of packets received by the
SNMP engine that were dropped because they referenced an
snmpEnginelD that was not known to the SNMP engine

= Wrong Digest Report PDUs—Number of packets received by the SNMP
engine that were dropped because they did not contain the expected
digest value

m  Decryption Error Report PDUs—Number of packets received by the
SNMP engine that were dropped because they could not be decrypted

m  Example

hostl#show snmp
Contact: Joe Administrator
Location: Network Lab, Bldg 3 Floor 1
538 SNMP packets input

0 Bad SNMP version errors

0 Unknown community name

0 Illegal operation for community name supplied

0 Encoding errors

695 Number of requested variables

0 Number of altered variables

26 Get-request PDUs

512 Get-next PDUs

0 Set-request PDUs

0 Unknown security models

0 Unavailable contexts
538 SNMP packets out

0 Too big errors (Maximum packet size 1500)

10 No such name errors

0 Bad values errors

0 General errors

538 Get-response PDUs
SNMP trap PDUs
Invalid Message Report PDUs
Unknown PDU Handler Report PDUs
Unknown Context Report PDUs
Unsupported Security Level Report PDUs
Not in time Window Report PDUs
Unknown Username Report PDUs
Unknown Engine ID Report PDUs
Wrong Digest Report PDUs
Decryption Error Report PDUs

e eolNeNolNeoNelNolNolNolNol

m  See show snmp.

show snmp access
m  Use to display information about the groups you configured.
m  Field descriptions
m  Group Name—Name of the group

= Model—Security model; for example, user-based security model (USM)

= Level—Method for authentication and privacy

= none—No authentication and no privacy
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m auth—Authentication only

m priv—Authentication and privacy

= Read—Name of the view for read access

= Write—Name of the view for write access

= Notify—Name of the view for notification

= Storage—SNMP storage type, volatile or nonvolatile

m  Example

hostl#show snmp access

Group Name Model Level Read Write Notify
admin usm priv everything everything everything
mirror usm priv mirrorAdmin mirrorAdmin mirrorAdmin
public usm none user none none
private usm auth user user user

m  See show snmp access.

show snmp community
m  Use to display information about the SNMP communities.
m  Field descriptions
»  Community—Name of the community and the associated virtual router
m View—Name of the view
m  Priv—Access privilege for the view
m ro—Read-only access
= rw—Read-write access
m admin—All privileges
m  AccList—Number of access lists associated with this community

m  Example

hostl#show snmp community

Community View Priv AcclList
admin@default everything rw 0
private@default user rw 0
public@default user ro 0

m  See show snmp community.

show snmp group

Monitoring SNMP m 237



JUNOSe 10.2.x System Basics Configuration Guide

m  Use to display the list of available groups. Detailed information is available through
the show snmp access command.

m  Field descriptions
m  groupName—Name of the group
m  securityModel—SNMP security model
= VI—SNMPvI
m  v2c—SNMPv2c

®  usm—SNMPv
= authenticationLevel—Method for authentication and privacy

= none—No authentication and no privacy

m auth—Authentication only

= priv—Authentication and privacy

= readView—Name of the view for read access
= writeView—Name of the view for write access
m notifyView—Name of the view for notification

= storageType—SNMP storage type
= volatile—Loses contents when power is lost

= nonVolatile—Does not lose contents when power is lost

m  Example

hostl#show snmp group

Group Name Storage Type
groupl Volatile
group2 NonVolatile
admin Permanent
mirror Permanent
public Permanent
private Permanent

m  See show snmp group.

show snmp notificationLog
m  Use to display the configuration of the SNMP notification log.
m  Field descriptions
= Global Age Out Value—Ageout for traps in the notification log tables

= Global Entry Limit Value—Maximum number of notifications kept in all
notification log tables

m  Example
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hostl#show snmp notificationLog

Global Age Out Value: 1440 minutes

Global Entry Limit Value : 500

No notification log name information is available

See show snmp notificationLog.

Use to display configuration information about SNMP traps and trap destinations.

Field descriptions

Enabled Categories—Trap categories that are enabled on the router.

SNMP authentication failure trap—Enabled or disabled.

Trap Source—Interface whose IP address is used as the source address for
all SNMP traps.

Trap Source Address—IP address used as the source address for all SNMP
traps.

Trap Proxy—Enabled or disabled.

Global Trap Severity Level—Global severity level filter; if a trap does not
meet this severity level, it is discarded. If the per-category trap severity level
is not set for a particular category, the severity displayed here is used for
that category.

Trap Severity Level—Severity level filter for a trap category; this severity
level overrides the globally configured trap severity level.

TrapCategories—Types of traps enabled on the router for which trap severity
is configured at the category level.

Address—IP address of the trap recipient.

Security String—Name of the SNMP community.

Ver—SNMP version (v1 or v2) of the SNMP trap packet.

Port—UDP port on which the trap recipient accepts traps.

Trap Categories—Types of traps that the trap recipient can receive.
TrapSeverityFilter—Severity level filter for this SNMP host.

Ping TimeOut—Configured ping timeout in minutes.

Maximum QueueSize—Maximum number of traps to be kept in the trap
queue.
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= Queue DrainRate—Maximum number of traps per second to be sent to the
host.

= Queue Full discard method—Method used to discard traps when the queue
is full:

m dropFirstin—Oldest trap in the queue is dropped.

= dropLastIn—Most recent trap is dropped .

m  Example

hostl# show snmp trap

Enabled Categories: Bgp, Ospf, Sonet

SNMP authentication failure trap is disabled

Trap Source: FastEthernet 6/0, Trap Source Address:172.27.120.78
Trap Proxy: enabled

Global Trap Severity Level: 7 - debug

Trap Severity Level TrapCategories

7 - debug ospf

Address Security String Ver Port Trap Categories
192.168.1.10 public vl 162 BgpOspT

Address TrapSeverityFilter Ping Maximum Queue Queue Full

TimeOut QueueSize DrainRate discrd methd

192.168.1.10 2 - critical 1 32 0 dropLastlin

m  See show snmp trap.

show snmp trap statistics

m  Use to display statistics for all SNMP traps on the virtual router, as well as statistics
for each SNMP host configured on the virtual router.

m  Field descriptions
= Trap request(s)—Number of local traps requested

m  Proxy trap request(s)—Number of proxy traps requested

m  Trap(s) discarded—Total number of traps discarded

= No system memory—Traps discarded because there was not enough
system memory

= No queue resources—Traps discarded because there were no queue
resources available

= SNMP agent disabled—Traps discarded because the SNMP agent was
disabled
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= Global trap category disabled—Traps discarded because they were filtered
by the snmp enable trap command

= Global minimum severity level—Traps discarded because they did not
match the severity level set with the snmp enable traps trapfilters
command.

= Trap(s) out—Total number of traps sent by the virtual router
m  Trap(s) proxied—Total number of traps proxied by the virtual router
m  Address—IP address of the host

m TrapsDiscarded Severity/Category—Severity level and category of the
discarded traps

m TrapsDiscrded bad encoding—Traps discarded because of bad encoding
m  TrapsDiscrded Queue Full—Traps discarded because the queue was full

m  TrapsDiscrded NoHostRespons—Traps discarded because the host did not
respond to pings sent to the host

m  Trap PDUs sentOut—Number of trap PDUs sent by this host

hostl#show snmp trap statistics
Trap request(s):3112

Proxy trap request(s):0

Trap(s) discarded:4

No system memory:0

No queue resources:0

SNMP agent disabled:0

Global trap category disabled:4
Global minimum severity level:0
Trap(s) out:3108

Trap(s) proxied:0

Address TrapsDiscarded TrapsDiscrded TrapsDiscrded TrapsDiscrded
Severity/Category bad encoding Queue Full NoHostRespons
1.1.1.1 1081 0 511 32
10.10.132.137 O 0 0 0
Address Trap PDUs
sentOut
1.1.1.1 536

10.10.132.137 3108

m  See show snmp trap statistics.

show snmp user

m  Use to display information about users.

m  Field descriptions
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= User—Name of the user
=  Auth—Authorization protocol for this user
= no—No authorization protocol

= md5—HMAC-MD5-96 authorization protocol

»  sha—HMAC-SHA-96 authorization protocol

m  Priv—Privacy protocol for this user
= no—No privacy protocol

m des—DES encryption algorithm for privacy

m  Group—Name of the group to which the user belongs

m  Example SNMPv3 display.

hostl#show snmp user

User Auth Priv Group
josie md5 des admin
nightfly md5 no private
steelydan no no public

m  See show snmp user.

show snmp view
m  Use to display information about the views you created.
m  Field descriptions

= View Name—Name of the view

View Type—Access privilege for the view

» included—Specified object identifier (OID) trees are available in this
view

m  excluded—Specified OID trees are not available in this view

m  Oid Tree—OID of the AS number version 1 subtree
m  Storage—SNMP storage type, volatile or nonvolatile

m  Example

hostl#show snmp view

View Name View Type Oid Tree

user included 1.3.6.1.

user excluded 1.3.6.1.4.1.4874.2.2.16.
user excluded 1.3.6.1.6.3.11.
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user excluded 1.3.6.1.6.3.12.

user excluded 1.3.6.1.6.3.13.

user excluded 1.3.6.1.6.3.14.

user excluded 1.3.6.1.6.3.15.

user excluded 1.3.6.1.6.3.16.

user excluded 1.3.6.1.6.3.18.

nothing excluded 1.3.6.1.

everything included 1.3.6.1.

everything excluded 1.3.6.1.4.1.4874.2.2.77.
mirrorAdmin included 1.3.6.1.4.1.4874.2.2.77.

m  See show snmp view.

You can use the output filtering feature of the show commands to include or exclude
lines of output based on a text string you specify. See “Command-Line Interface” on
page 29, for details.
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Chapter 5

Managing the System

This chapter describes general tasks associated with managing the E Series router.

This chapter contains the following sections:

Overview on page 246
Platform Considerations on page 246

Naming the System on page 246

Configuring the Switch Fabric Bandwidth on page 247

Configuring Timing on page 247

Using the CLI on page 249

Managing vty Lines on page 252

Clearing Lines on page 255

Monitoring the Current Configuration on page 255
Configuring the System Automatically on page 266

Saving the Current Configuration on page 267

Using the Desktop Tool for Viewing Uncompressed Text Configuration on page 270

Customizing the User Interface on page 272
Sending Messages on page 279

Managing Memory on page 280

Managing Files on page 281

Transferring Files on page 291

Configuring the NFS Client on page 306
Using a Loopback Interface on page 308
Using the Telnet Client on page 309
Configuring DNS on page 310
Troubleshooting the System on page 313
Managing and Monitoring Resources on page 325

Monitoring the System on page 327

m 245
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Overview

Managing the E Series router involves a variety of tasks. This chapter covers those
tasks associated with the router in general rather than specific networking protocols.
Each section in the chapter covers a different topic; where appropriate, a section
contains an overview of the topic, configuration tasks, and information about
monitoring the associated settings.

For additional management information, CLI commands, and procedures, refer to
the following table.

Task Reference

Find detailed information about JUNOSe Command Reference Guide
commands described in this chapter.

Configure the system as an SNMP agent.  “Configuring SNMP” on page 149

Set system passwords. “Managing the System” on page 245
Write CLI macros. “Managing Modules” on page 345
Boot the system. “Booting the System” on page 593
Manage line modules and SRP modules.  “Managing Modules” on page 345

Platform Considerations

System management is supported on all E Series routers.

For information about the modules supported on E Series routers:

m  See the ERX Module Guide for modules supported on ERX7xx models, ERX14xx
models, and the ERX310 Broadband Services Router.

m  See the E120 and E320 Module Guide for modules supported on the E120 and
E320 Broadband Services Routers.

Naming the System

hostname

246 =

Overview

When you receive the router, it has a factory default host name. To rename the
router, use the hostname command.

m  Use to rename the router.
m The assigned name is displayed in the command-line interface (CLI) prompts.

m  Example

routerl(config)#hostname hostl
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hostl(config)#

m There is no no version.

m See hostname.

Configuring the Switch Fabric Bandwidth

fabric weights

Configuring Timing

By default, the switch fabric for the Juniper Networks ERX 1440, ERX310, E120, and
E320 routers uses a bandwidth weighting ratio of 15:2 for multicast-to-unicast
weighted round robin (WRR). In the absence of strict-priority traffic, and when both
unicast and multicast traffic compete for switch fabric bandwidth, the switch fabric
allocates 15/17ths of the available bandwidth to multicast traffic and 2/1 7ths of the
available bandwidth to unicast traffic.

The fabric weights command enables you to specify a ratio for multicast-to-unicast
traffic on the router switch fabric. The no version of the command reverts the
weighting ratio back to its default.

m  Use to define the multicast-to-unicast traffic ratio for the switch fabric for the
ERX1440, ERX310, E120, and E320 routers

m  Example

hostl(config-traffic-class)# fabric weights multicast 2 unicast 1

m Use the no version to return the switch fabric to its default multicast-to-unicast
ratio (15:2).

m  See fabric weights.

You can use the timing source command to configure three timing sources for the
system. These sources are known as the primary, secondary, and tertiary sources.
The system periodically polls the status of the current timing source. If the system
discovers that the current source has become unavailable, it polls the timing source
you specified as next in line. If this source is available, it switches to this source; if
not, it then polls the next source in line. If the lowest source is unavailable, the system
maintains the SRP clock as the source.

If you enable auto-upgrade, in the event of a source failure, the system—after
switching to a lower source—polls all higher configured sources and automatically
switches back to the highest timing source when that source becomes available.

The timing select command enables you to specify which source (primary, secondary,
or tertiary) the system is to use by default. The system will never attempt to upgrade
to a source higher than the selected source.

timing disable-auto-upgrade
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timing select

timing source

248 =

Configuring Timing

Use to disable the auto-upgrade feature of the system’s timing selector.

The system starts out by setting the operational timing selector to the
administratively configured selector. See the timing select command.

Example

hostl(config)#timing disable-auto-upgrade

Use the no version to restore the factory default, which is auto-upgrade enabled.

See timing disable-auto-upgrade.

Use to specify which of the configured timing sources is used by default.

Primary timing source is preferred over secondary, and secondary is preferred
over tertiary. See the timing source command.

If you enable the auto-upgrade feature, the system does not try to upgrade beyond
the administratively configured selector.

Example

hostl(config)#timing select secondary

There is no no version.

See timing select.

Use to specify how the SRP module exchanges timing signals with an interface.
You can specify primary, secondary, and tertiary timing sources.

You can specify one external source received on an 1/0O module or IOA other
than the SRP 1/O module or SRP [OA.

You can specify two or more internal sources or external sources received through
the SRP I/O module or SRP IOA external timing ports.

On the E120 and E320 routers, you can specify sonet for only two of the available
three timing sources (primary, secondary, or tertiary).

The available sources to choose are:
m ds1—DSI1 interface

m  ds3—DS3 interface

= el—El interface

= e3—E3 interface

= sonet—SONET interface

» internal—Internal system controller (SC) oscillator

m line—External timing input on SRP module
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Example

host1#timing source secondary sonet 3/0

There is no no version.

See timing source.

Use the show timing command to view the timing settings for the system.

Use to display the timing settings and the operational status of the system timing.

If a timing source fails, the system uses the next time source in the hierarchy,
and a message appears in the system log at the warning level. If auto-upgrade
is enabled, the system upgrades to a higher-priority timing source when one
becomes available, and a message appears in the system log at the notice level.

Example

hostl#show timing

timing: tertiary (failover from primary)
primary: external SC E1 (A) (ERROR)
secondary: ds3 3/0 (ERROR)

tertiary: internal SC oscillator (ok)
auto-upgrade enabled

See show timing.

Use the commands described in this section to navigate the CLI. For a complete
description of the CLI, see “Command-Line Interface” on page 29.

Use to enter Global Configuration mode.

Global Configuration mode provides access to other configuration modes, such
as Interface Configuration mode. See “Command-Line Interface” on page 29.

This command allows other commands to be executed from a terminal or a file.

This command is not allowed for a short time after a warm restart (warm
switchover) occurs. This delay allows some applications time to complete their
warme-restart initialization. However, if the warm restart is not complete in 5
minutes, the warm start is cancelled and configuration access is restored.

Example 1
host1#configure

Configuring from terminal or file [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.

UsingtheCLI m 249



JUNOSe 10.2.x System Basics Configuration Guide

disable

do

enable
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Using the CLI

hostl(config)#

Example 2

host1#configure

Configuring from terminal or file [terminal]? file
File name: systemil.scr

Proceed with configure? [confirm]
host1(config)#

There is no no version.

See configure.

Use to exit Privileged Exec mode and return to User Exec mode.

Use to move to a lower Privileged Exec mode level without returning to User
Exec mode. Specifying a privilege level after the disable command changes the
Privileged Exec mode to the lower level that you specify; you do not return to
User Exec mode.

Example 1

host1#disable
hostl1>

Example 2

hostl#show privilege
Privilege level is 10
host1#disable 5
hostl#show privilege
Privilege level is 5

There is no no version.

See disable.

Use to issue an Exec mode command from any CLI configuration command
mode.

Example
host1(config)#do show configuration | begin interface
The do command functions the same as the run command.

There is no no version.

See do.



end

exit
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Use to move from User Exec to Privileged Exec mode.

Privileged Exec mode allows you to access all other user interface modes. From
here you can configure, monitor, and manage all aspects of the router.

You can access the Privileged Exec commands using one of 16 levels of command
privilege. If you do not enter a privilege level and you are not accessing the router
through a RADIUS authentication account, the default CLI access level is 10. For
information about CLI levels of access, see “Privileged-Level Access” on page 49
in “Command-Line Interface” on page 29.

Set a password for this mode by using either the enable password or the enable
secret command in Global Configuration mode. This protects the system from
any unauthorized use.

Once a password is set, anyone trying to use Privileged Exec mode will be asked
to provide the password.

Example 1 (accessing Privileged Exec mode at the default level 10)

hostl>enable
password:* * ¥ *xxx
host1#

Example 2 (accessing Privileged Exec mode at the highest level 15; a password
is not set for this example)

host1>enable 15
host1#

There is no no version.

See enable.

Use to exit Global Configuration mode or any of the other Configuration modes.
You may also use Ctrl + z to exit these modes.

Executing this command returns you to the User Exec mode.

Example

hostl(config)#end
host1#

There is no no version.

See end.

Use to exit the current command mode or the system when issued from the
User Exec mode.

Example

host1#exit
host1>
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help

run

sleep

Managing vty Lines
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There is no no version.

See exit.

Use to display basic information about the interactive help system.

Example

host1#help
Use the help options as follows:

?, or command<Space>? - Lists the set of all valid next keywords or
arguments
partial-keyword? - Lists the keywords that begin with a certain
character string
partial-keyword<Tab> - Completes the partial keyword
There is no no version.

See help.

Use to issue an Exec mode command from any CLI configuration command
mode.

Example
host1(config)#run show configuration | begin interface
The run command functions the same as the do command.

There is no no version.

See run.

Use to make the CLI pause for a specified period of time (in seconds).
Pausing is very useful in configuration script files.

Example

host1#sleep 60

There is no no version.

See sleep.

The system supports 30 virtual tty (vty) lines for Telnet, SSH, and FTP services. Each
Telnet, SSH, or FTP session requires one vty line. When you connect to the router
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through a vty line, the number of the vty line is not assigned sequentially; instead,
the system assigns the first vty line that passes the host access list check rules.

Configuring vty Lines

line vty

password

By default five vty lines (0—4) are open. You can open additional lines using the line
vty command. Once lines are open, login is enabled by default. Before users can
access the lines, you must configure a password, disable login using the no login
command, or configure AAA authentication on the lines.

m  Use to open or configure vty lines.
m  You can specify a single line or a range of lines. The range is 0-29.

m  Example

hostl(config)#line vty 6 10
hostl(config-line)#

m  Use the no version to remove a vty line or a range of lines from the configuration.
Lines that you remove will no longer be available for use by Telnet, FTP, or SSH.
When you remove a vty line, the system removes all lines above that line. For
example, no line vty 6 causes the system to remove lines 6 through 29. You
cannot remove lines O through 4.

m Seeline.

m  Use to specify a password on a single line or a range of lines.

m If you enable login but do not configure a password, the system will not allow
you to access virtual terminals.

m  Specify a password in plain text (unencrypted) or cipher text (encrypted). In
either case, the system stores the password as encrypted.

m  You can use the following keywords:
= 0O (zero)—Specifies an unencrypted password

= 5—Specifies a secret
m 7—Specifies an encrypted password
m  Example 1 (unencrypted password)

hostl(config-line)#password 0 mypassword

m  Example 2 (secret)

host1(config-line)#password 5 y13_x

m  Example 3 (encrypted password)

host1(config-line)#password 7 x13_2
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Use the no version to remove the password. By default, no password is specified.

See password.

For more information about configuring security for vty lines, see “Managing the
System” on page 245.

Monitoring vty Lines

Use the show line vty command to monitor vty lines.

show line vty

254 ®m Managing vty Lines

Use to display the configuration of a vty line.

Field descriptions

access-class—Access class associated with the vty line
data-character-bits—Number of bits per character
m 7—Setting for the standard ASCII set

m  8—Setting for the international character set

exec-timeout—Time interval that the terminal waits for expected user input
= Never—Indicates that there is no time limit
exec-banner—Status for the exec banner: enabled or disabled. This banner

is displayed by the CLI after user authentication (if any) and before the first
prompt of a CLI session.

motd-banner—Status for the MOTD banner: enabled or disabled. This banner
is displayed by the CLI when a connection is initiated.

login-timeout—Time interval during which the user must log in.

m Never—Indicates that there is no time limit

Example

hostl#show line vty O

no access-class in
data-character-bits 8
exec-timeout 3w 3d 7h 20m Os
exec-banner enabled
motd-banner enabled
login-timeout 30 seconds

See show line vty.
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Use the clear line command to clear any line on the system (vty or console). Using
this command terminates any service, such as an FTP session, on this line and closes
any open files.

m Use to remove any services on a line and close any files opened as a result of
services on that line.

m  You can specify the absolute number to clear any line. For each line on the
system, the absolute number is listed in the line number field of the show users
command output.

m  You can specify the line type and the relative number to clear a specific type of
line. For each line on the system, the relative number is listed in the line name
field of the show users command output.

m  Example 1

hostl1#clear line 2

m  Example 2

host1#clear line console 0

m There is no no version.

m See clear line.

Monitoring the Current Configuration

Use the commands described in this section to monitor the current (running)
configuration of the system.

You can use the show configuration command to display information when the
router is in Automatic Commit mode. In Automatic Commit mode, the system
automatically saves any change to the system configuration to nonvolatile storage
(NVS).

You can use the show running-configuration command to display information when
the router is in Manual Commit mode. In Manual Commit mode, any configuration
change affects only the current (running) system configuration.

For more information about saving the current configuration in Automatic Commit
mode or Manual Commit mode, see “Saving the Current Configuration” on page 267.
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Defining the Configuration Output Format

The JUNOSe show configuration command displays the entire system configuration.
For very large configurations, the show configuration report can take a long time to
generate and display.

The service show-config format command enables you to run the show
configuration command using one of two formats—original format (format 1; the
default) and a format that provides a much faster output (format 2). Using format 2
can significantly reduce the amount of time it takes to generate and display
configurations that contain three or more virtual routers and a large number of
interfaces.

The primary difference between format 1 and format 2 output is the way in which
each displays layer 2 and layer 3 interface configurations. Table 29 on page 256
indicates where layer 2 and layer 3 interface configurations appear within the show
configuration command output when the system is using format 1 or format 2.

Table 29: Output Locations for Layer 2 and Layer 3 Interface Configurations

Layer 2 Only Layer 2 and Layer 3
Format Interfaces Layer 3 Only Interfaces Combination Interfaces
Format  Entire configuration Entire configuration Layer 2 configuration appears in
1 appears in the default  appears in the layer 3 the default router the layer 3
router output virtual router output virtual router output
Format  Entire configuration Entire configuration Layer 2 configuration appears in
2 appears in the default ~ appears in the layer 3 the default router output; layer
router output virtual router output 3 configuration appears in the

layer 3 virtual router output

The following examples show the differences between format 1 and format 2 output:

Example 1 Format 1 output

virtual-router default

interface null 0O

interface loopback 0O

ip address 127.0.0.1 255.0.0.0

1

interface ip shAtm50126

ip share-interface atm 5/0.126

!

interface ip MikeShare2

ip share-interface atm 5/1.1

!

interface atm 570

interface atm 5/0.100 point-to-point
atm pvc 100 O 100 aal5snap 0 0 O
encapsulation pppoe

pppoe sessions 1
!
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interface atm 5/0.100.1
encapsulation ppp

ppp authentication chap

ip address 102.0.1.1 255.255.255.0
1

interface atm 5/0.102 multipoint
atm pvc 1021 0 1021 aal5snap O
atm pvc 1022 0 1022 aal5snap 0
atm pvc 1023 0 1023 aal5snap O
ip address 102.0.2.1 255.255.25
1

interface atm 5/0.103 point-to-point
atm pvc 103 0 103 aal5snap 0 0 O
encapsulation bridgel483

ip address 100.0.0.1 255.255.255.0

pppoe
1

pppoe subinterface atm 5/0.103.1
encapsulation ppp

ppp authentication pap

ip address 100.0.1.1 255.255.255.0
1

interface atm 5/0.104 point-to-point
atm pvc 104 0 104 aal5snap 0 0 O

ip address 150.0.1.1 255.255.255.0
ipv6 address 2000:0:17::1/60

00
00
00
5.0

nterface atm 5/0.126 point-to-point

interface atm 5/1

interface atm 5/1.1 point-to-point
interface atm 5/1.100 point-to-point
atm pvc 100 O 100 aal5snap 0 0 O
encapsulation pppoe

pppoe sessions 1

1

interface atm 5/1.100.1
encapsulation ppp

ppp authentication chap

1

interface atm 5/1.102 multipoint

atm pvc 1021 0 1021 aal5snap 0 0 O
atm pvc 1022 0 1022 aal5snap 0 0 O
atm pvc 1023 0 1023 aal5snap 0 0 O
1

interface atm 5/1.103 point-to-point
atm pvc 103 0 103 aal5snap 0 0 O
encapsulation bridgel483

pppoe
1

pppoe subinterface atm 5/1.103.1
encapsulation ppp

ppp authentication pap

1

interface atm 5/1.104 point-to-point
atm pvc 104 0 104 aal5snap 0 0 O

!
interface atm 5/1.125 point-to-point
1
i

nterface fastEthernet 0/0
ip address 10.13.5.196 255.255.128.0

Monitoring the Current Configuration
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nterface mlppp joe

p route 0.0.0.0 0.0.0.0 10.13.5.1

ip route 40.0.0.0 255.0.0.0 atm5/0.104

p route 172.28.32.70 255.255.255.255 10.13.5.1
no ip source-route

virtual-router foo

interface null 0O

interface loopback 0

ip address 127.0.0.2 255.0.0.0
1
interface atm 5/1.100.1

ip address 102.0.1.2 255.255.255.0

interface atm 5/1.102
ip address 102.0.2.2 255.255.255.0
!
interface atm 5/1.103
ip address 100.0.0.2 255.255.255.0

interface atm 5/1.103.1

ip address 100.0.1.2 255.255.255.0
1
interface atm 5/1.104

ip address 150.0.1.2 255.255.255.0
ipv6 address 2000:0:17::2/60

!

ip route 30.0.0.0 255.0.0.0 atm5/1.104
no ip source-route

Example 2 Format 2 output

service show-config format 2
virtual-router default

interface atm 5/0

interface atm 5/0.100 point-to-point
atm pvc 100 O 100 aal5snap 0 0 O
encapsulation pppoe

pppoe sessions 1

1

interface atm 5/0.100.1
encapsulation ppp

ppp authentication chap

1

interface atm 5/0.102 multipoint

atm pvc 1021 0 1021 aal5snap 0 0 O

atm pvc 1022 0 1022 aal5snap 0 0 O
00

atm pvc 1023 0 1023 aal5snap O
1
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interface atm 5/0.103 point-to-point
atm pvc 103 0 103 aal5snap 0 0 O
encapsulation bridgel483

pppoe
1

pppoe subinterface atm 5/0.103.1
encapsulation ppp

ppp authentication pap

1

interface atm 5/0.104 point-to-point
atm pvc 104 0 104 aal5snap 0 0 O

nterface atm 5/0.126 point-to-point

interface atm 5/1

interface atm 5/1.1 point-to-point
interface atm 5/1.100 point-to-point
atm pvc 100 O 100 aal5snap 0 0 O
encapsulation pppoe

pppoe sessions 1

interface atm 5/1.100.1
encapsulation ppp

ppp authentication chap

1

interface atm 5/1.102 multipoint
atm pvc 1021 0 1021 aal5snap 0 0 O
atm pvc 1022 0 1022 aal5snap 0 0 O
atm pvc 1023 0 1023 aal5snap 0 0 O
1

interface atm 5/1.103 point-to-point
atm pvc 103 0 103 aal5snap 0 0 O
encapsulation bridgel483

pppoe
1

pppoe subinterface atm 5/1.103.1
encapsulation ppp
ppp authentication pap

interface atm 5/1.104 point-to-point
atm pvc 104 0 104 aal5snap 0 0 O

1
interface atm 5/1.125 point-to-point
1
i

nterface fastEthernet 0/0
interface null 0O

interface loopback O

ip address 127.0.0.1 255.0.0.0
1
interface ip shAtm50126

ip share-interface atm 5/0.126

interface ip MikeShare2

ip share-interface atm 5/1.1
!
interface mlppp joe

interface fastEthernet 0/0

ip address 10.13.5.196 255.255.128.0
1
interface atm 5/0.100.1

ip address 102.0.1.1 255.255.255.0
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!
interface atm 5/0.102
ip address 102.0.2.1 255.255.255.0
!
interface atm 5/0.103
ip address 100.0.0.1 255.255.255.0

interface atm 5/0.103.1

ip address 100.0.1.1 255.255.255.0
!
interface atm 5/0.104

ip address 150.0.1.1 255.255.255.0
ipv6 address 2000:0:17::1/60

p route 0.0.0.0 0.0.0.0 10.13.5.1

ip route 40.0.0.0 255.0.0.0 atm5/0.104

p route 172.28.32.70 255.255.255.255 10.13.5.1
no ip source-route

virtual-router foo

interface null 0
interface loopback 0
ip address 127.0.0.2 255.0.0.0

interface atm 5/1.100.1

ip address 102.0.1.2 255.255.255.0
1
interface atm 5/1.102

ip address 102.0.2.2 255.255.255.0
1
interface atm 5/1.103

ip address 100.0.0.2 255.255.255.0
1
interface atm 5/1.103.1

ip address 100.0.1.2 255.255.255.0
1
interface atm 5/1.104

ip address 150.0.1.2 255.255.255.0
ipv6 address 2000:0:17::2/60

!

ip route 30.0.0.0 255.0.0.0 atm5/1.104
no ip source-route

1

Customizing the Configuration Output

You can customize the configuration information by including or excluding lines of
output based on the keywords described in this section.

Using a keyword with the show configuration command might be more effective
than using show configuration | begin. When show configuration is used with a
specific keyword, the current configuration is quickly determined and displayed for
only that specified keyword. Executing show configuration | begin causes all output
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of show configuration to be generated, but the output is not displayed until the
begin criterion is met.

Use the virtual-router keyword to display the current configuration of a specified
virtual router. You can combine the virtual-router keyword with the category keyword
to display the current configuration of specific settings for a virtual router.

Use the interface keyword to display the current configuration of a particular interface.
Use the type keyword to target specific interface types. You can exclude information
about particular types of interfaces using the exclude-category interface
keyword.You can exclude information about particular types of interfaces using the
exclude-category interface keyword.

Use the category keyword to display the current configuration of a specific group of
router settings. The settings are organized in categories by function.

Use the tag-group keyword with the category interfaces keywords to tag interfaces
as belonging to a specific group and display all interfaces within a group.

Use the tag-group command to configure an interface tag group. Any number of
interfaces can be in a tag group. The following interface types cannot be added to
tag groups: tunnel, lag, mlppp, and mlframe-relay. An interface can be in only one

tag group.

Table 30 on page 261 describes the categories of router settings and the type of
information displayed for each category.

Table 30: Categories of Router Settings

Category Configuration Displayed

aaa Authentication, authorization, and accounting (AAA) settings, such as
the default authentication protocol and the RADIUS accounting server

address-assignment Address assignment settings for Dynamic Host Configuration Protocol
(DHCP) and the local address server

flow-management Flow management settings, such as firewalls, Network Address
Translation (NAT), and IP flow statistics

interfaces Physical interfaces (types and specifiers); this is the only category that
displays information about interfaces

ip-protocols Internet protocols, such as Border Gateway Protocol (BGP) and Open
Shortest Path First (OSPF)

link-layer-forwarding Link-layer settings, such as bridged interfaces and link-layer interface
types

management Router management settings, such as the CLI, bulk statistics, and
Telnet

physical-layer-protocols  Physical layer protocols, such as DS1, DS3, and SONET/SDH

policy Policy settings, such as policy lists, classifier groups, and rate-limit
profiles
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Table 30: Categories of Router Settings (continued)

Category Configuration Displayed

qos Quality of service (QoS) settings, such as traffic class, drop profile, and

scheduler profile

system System-level settings, such as timing, logging, and redundancy

tunneling Tunneling protocols, such as IP Security (IPSec), Multiprotocol Label

Switching (MPLS), and Layer Two Tunneling Protocol (L2TP)

Many of the categories described in Table 30 on page 261 contain subcategories of
router settings. For example, you can specify show configuration category
management cli to display only the configuration for the CLI. To display the names
of subcategories that you can specify for each category, issue the show configuration
category categoryName ? command.

You can combine the category keyword with the virtual-router keyword to display
the current configuration of specific settings for a virtual router.

NOTE: When you specify categories with the show configuration command, the
output might display additional configuration data that is not explicitly associated
with the categories that you specified.

service show-config

show configuration

Use to define the show configuration command display output.

Specify format 1 to display the show configuration command output in its original
formart.

Specify format 2 to significantly reduce the amount of time it takes to generate
and display output for configurations that contain three or more virtual routers
and a large number of interfaces.

Example

hostl#service show-config format 2

Use the no version to revert the show configuration command output format
to its default (format 1).

See service show-config.

Use to display the current configuration of the system, a specified virtual router,
a specified interface, or a specified category of router settings.

This command was formerly documented as show config; that abbreviation is
still supported.

You can create a configuration script from the output by saving it as a file with
the .scr extension.
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m This command provides configuration information based on the privilege level
of the session (user). The output does not display any configuration data for
commands that have privilege levels higher than that of the session. For example,
if the session is enabled at level 5, issuing the show configuration command
displays only output for commands at level 5 and below. For more information,
see “CLI Command Privileges” on page 52.

m  You can use the output filtering feature of the show command to include or
exclude lines of output based on a text string you specify. See “Command-Line
Interface” on page 29, for details.

m  Example

hostl# show configuration

I Configuration script being generated on TUE JAN 29 200X 00:31:12 UTC! Juniper Networks Edge Routing
Switch ERX-700

I Version: x.y.z (January 18, 200X 15:01)

I Copyright (c) 1999-200X Juniper Networks, Inc. All rights reserved.
Commands displayed are limited to those available at privilege level 10
I Juniper Networks Edge Routing Switch ERX-700

boot config running-configuration

boot system erx_x-y-z.rel

no boot backup

no boot subsystem

no boot backup subsystem

no boot force-backup

Note: The following commands are here to ensure that all virtual routers and
vrfs are created before other commands that may need to reference them.

These commands will be repeated further on as each virtual router and vrf
has its configuration presented.

virtual-router default
virtual-router boston

p vrf vpna
irtual-router vrA

- - -

hostname hostl

exception protocol ftp anonymous null

1

controller tl1 6/0

channel-group 2 timeslots 1,3-8,10 speed 64

1

virtual-router vrA

aaa authentication ppp default radius
aaa accounting ppp default radius

ip address-pool local
interface null 0O
ip bgp-community new-format

no ip source-route
1

snmp-server
1

I End of generated configuration script.
Example using interface keyword:
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hostl# show configuration interface serial 4/0
interface atm 4/0

atm vc-per-vp 1024

atm uni-version 3.0

1

interface atm 4/0.1 point-to-point

profile pppoe myProfile

qos-profile myQosProfile

interface atm 4/0.2 point-to-point

qos-profile myQosProfile

ip description TestlP

1

interface atm 4/0.3 point-to-point
Example using category keyword:
hostl# show configuration category system file-system
boot config running-configuration

boot system m.rel

no boot backup

no boot subsystem

no boot backup subsystem

show running-configuration

See show configuration.

m  Use to display the configuration currently running on the router, a specified
virtual router, a specified interface, or a specified category of router settings.
m  Example
host1#show running-configuration
m  Example 2
host1#show running-configuration interface serial 4/0
m  Example 3
hostl#show running-configuration category system file-system
m  See show running-configuration.
tag-group
m  Use to configure an interface tag group.
= Any number of interfaces can be in a tag group.
m Interface types tunnel, lag, mlppp, and mlframe-relay cannot be added to tag
groups.
m An interface can be in only one tag group.
s Example

host1(config-if)#tag-group red
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m Use the no version to remove the tag group.

m  See tag-group.

Detecting Corrupt File Configurations

service check-config

You can detect corruption of running configuration files and CNF files on both the
primary and the standby SRP when the corruption is due to a fatal duplicate key
error. CNF files must be present on the active file system to monitor them; you cannot
monitor CNF files that reside alone on the standby SRP.

You can use the service check-configcommand to control the mode of detection for
corruption detection of the running configuration. Auto mode provides a background
monitoring task that periodically checks the validity of running configurations. The
service config-monitor-periodictycommand enables you to set the time for
background monitoring of the active and standby SRP. By default, background
monitoring is not running. Manual mode is the default detection mode. For corruption
detection of the CNF files, you must use manual mode.

A critical message to take further corrective action is logged in all the cases of
corruption detection to ensure that an SRP reset does not occur and that the system
recovers with the last known good configuration.

When duplicate key corruption is detected in either the active or standby SRP:

m  File synchronization between the active and standby SRP occurs when HA is
enabled. Configuration files are not synchronized to the standby SRP. You can
restart file synchronization of configuration files only when you reinitialize the
flash file system on the corrupted SRP.

m IfHAis disabled, you cannot enable HA until you reinitialize the flash file system
on the corrupted system. HA is disabled because of the redundancy corruption
criteria. HA cannot be reenabled until the flash file system is reinitialized on the
corrupted system.

m  You cannot initialize unified ISSU until you reinitialize the flash file system on
the corrupted system. If the corruption is detected after unified ISSU is initialized,
HA is disabled, which then sets a redundancy criteria for corruption that prevents
unified ISSU from starting.

m If monitoring is configured to run in auto mode when unified ISSU starts,
monitoring reverts back to manual mode to prevent monitoring during a unified
ISSU upgrade. After a successful unified ISSU upgrade, monitoring switches back
to the originally configured mode on both SRPs.

File synchronization and monitoring the file system are separate operations.
Depending on the wake up time of the monitoring task, there is a period of time
when corruption can occur and the file systems are synchronized. We recommend
that you run the manual command to check the file system before you enable HA
or perform any unified ISSU-related operations
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Use to detect corruption of running configuration files and CNF files on the
primary SRP and the standby SRP when it is due to a fatal duplicate key error.
You cannot monitor CNF files on the standby SRP.

Auto mode checks the running configuration at regular intervals; auto mode
cannot be used for CNF files.

Use the default version to restore the default setting, manual detection.

Example

hostl(config)#service config-check auto

Use the no version to restore the default action, manual detection.

See service check-config.

service config-monitor-periodicity

Use to set the time for background monitoring of the active and standby SRP.
By default, background monitoring is not running. For corruption detection of
the CNF files, you must use manual mode.

Auto mode checks the running configuration at regular intervals; auto mode
cannot be used for CNF files.

Use the default version to restore the default setting, manual detection.

Example

hostl(config)#service config-monitor-periodicity 2000

There is no no version.

See service config-monitor-periodicity.

show service config-monitor-periodicity

Use to display the time of the monitoring task for detecting corruption of a
running configuration on both the primary SRP and the standby SRP.

Example

hostl#show service config-monitor-periodicity
config-monitor-periodicity = 2000

See show service config-monitor-periodicity.

Configuring the System Automatically

You can create an autoconfiguration script that runs whenever you reset the router.
The following guidelines apply:

You must name the script autocfg.scr.

Add the commands desired to configure the system.
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m  For some configuration tasks, you might need to pause the CLI for about 10
seconds by adding a sleep seconds command. The exact period must be
determined empirically because it depends on your configuration and the software
release version.

= NOTE: The autocfg.scr script is bypassed if you arm the system to load from a script
(not autocfg.scr) through the boot config command or boot backup command.

Saving the Current Configuration

By default, the system automatically saves any change to the system configuration
to nonvolatile storage (NVS). This feature is known as Automatic Commit mode, but
has no effect on the CLI prompt. For more information about displaying the current
configuration of the system while in Automatic Commit mode, see “show
configuration” on page 262 on “show configuration” on page 262.

You can disable this feature by issuing the service manual-commit command. In
Manual Commit mode (again with no effect on the CLI prompt), any configuration
change affects only the current system configuration (the running configuration). For
more information about displaying the running configuration of the system while in
Manual Commit mode, see “show running-configuration” on page 264 on “show
running-configuration” on page 264.

If you are in Manual Commit mode and want to save the configuration changes to
NVS, you must issue either the write memory command or the copy
running-configuration startup-configuration command.

If you change the configuration while in Manual Commit mode and issue the reload
command without saving the changes to the startup configuration, the system
provides a warning, allowing you to save the changes before reloading.

You can use the include-text-config keyword with the copy running-configuration
command to add the text configuration to the system configuration file in compressed
format. Storing the text configuration in compressed format reduces the size of the
system configuration file and the amount of space that the file occupies on the local
flash card or network host. If you change from commit mode to manual-commit
mode, the configuration that is available at that point in time is written into the .cnf
file. A Perl script is provided in the Tools folder on one of the two JUNOSe software
CDs, depending on whether you want to install the software on an ERX model or an
E120 and E320 model, shipped with your router that enables you to view the text
configuration in a configuration file that contains both binary and text configuration.
The Perl script supports multiple platforms. The “Usage and Troubleshooting
document for desktop tool” file in PDF format provides an explanation of how to
extract the system configuration file, using the extractScrFromCnf.pl script. For more
information about using the Perl script, see “Using the Desktop Tool for Viewing
Uncompressed Text Configuration” on page 270.
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copy running-configuration

& NOTE: To avoid any discrepancies between the text-generated file and the system
configuration file, do not change the configuration when the copy
running-configuration command is running.

Use to save the current configuration to a system configuration (*.cnf) file.

Use the include-text-config keyword to add the text configuration to the system
configuration file in compressed format.

Although this command is available in either Automatic Commit mode or Manual
Commit mode, use this command only in Manual Commit mode. Issuing this
command in Automatic Commit mode has no effect.

The destination filename must have a .cnf extension.
The destination file can be either a local or a network file.

If you want to restore a previously saved configuration, use the boot config
enfFileName command.

Example 1—Saves the current configuration on the router to the system 2.cnf
file

hostl#copy running-configuration system2.cnf

Example 2—Saves the current configuration on the router to the system 2.cnf
file and adds the text configuration to the system 2.cnf file in compressed format

hostl#copy running-configuration system2.cnf include-text-config

There is no no version.

See copy running-configuration.

copy running-configuration startup-configuration

268 =

Use to save all outstanding (unsaved) configuration changes to NVS.
This command is an exact alias of the write memory command.

This command is available if the system is in either Automatic Commit mode
or Manual Commit mode. If issued while in Automatic Commit mode, the CLI
notifies you that the command is not necessary, but allows you to proceed.

If automatic synchronization between the primary and standby SRP modules is
enabled (the default system behavior) and the system is in Manual Commit mode
(the nondefault system behavior), issuing this command triggers file system
synchronization immediately after the system writes, or commits, all outstanding
configuration changes to NVS.

This command is prevented during the high availability initialization state. If
issued during this state, the CLI notifies you of the state and requests that you
try again later.

Example
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hostl1#copy running-configuration startup-configuration

There is no no version.

See copy running-configuration startup-configuration.

Use to copy the previously saved startup configuration to a system configuration
(*.cnf) file. If you have made but not saved any configuration changes, those
changes are not in the startup configuration.

This command is available only if the system is in Manual Commit mode.

Example

hostl#copy startup-configuration systemi.cnf

There is no no version.

See copy startup-configuration.

Use to stop the system from automatically saving configuration changes to NVS.

Issuing this command places the system into Manual Commit mode. This mode
has no effect on the CLI prompt.

[ssuing this command causes an immediate save of configuration data not yet
committed to NVS.

If issued when high availability is initializing, the CLI notifies you of the state and
requests that you try again later.

Example

hostl(config)#service manual-commit

The no version returns the system to Automatic Commit mode; the no version
has no effect if the system is already in Automatic Commit mode.

See service manual-commit.

Use to save all outstanding (unsaved) configuration changes to NVS,

This command is an exact alias of the copy running-configuration
startup-configuration command.

This command is available if the router is in either Automatic Commit mode or
Manual Commit mode. If issued while in Automatic Commit mode, the CLI
notifies you that the command is not necessary, but allows you to proceed.

If automatic synchronization between the primary and standby SRP modules is
enabled (the default system behavior) and the system is in Manual Commit mode
(the nondefault system behavior), issuing this command triggers file system
synchronization immediately after the system writes, or commits, all outstanding
configuration changes to NVS.
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m  Example

host1#write memory

m There is no no version.

m  See write memory.

Using the Desktop Tool for Viewing Uncompressed Text Configuration

You can use a desktop tool that resides on your local client system to view the text
configuration embedded in the system configuration file. You need to copy the system
configuration file to your client system and run the desktop tool to view the
uncompressed text configuration. This tool uses an executable to decompress the
output of the show configuration command in the system configuration file. This
executable is generated using the freely available GNU gcc compiler, which is
platform-specific. The tool generates a temporary file in the directory where the Perl
script is being run during the process of execution.

The desktop tool does not perform any CRC checking of the system configuration
file before decompressing it. If the compressed data in the system configuration file
is corrupt, a compression failure message is displayed. You must configure execute
permisions for the files and executables that you install from the JUNOSe Software
CD.

Installation Prerequisites for the Desktop Tool

The desktop tool has the following prerequisites for the installation of necessary
executables, depending on the operating system that is running on your client system:

Requirements for Microsoft Windows Systems

The desktop tool has the following requirements for client systems running on
Microsoft Windows platform:

1. The tool to extract the decompressed text configuration must be run in a shell
environment. If a shell environment is not available on your Windows XP and
Windows Vista system, you can download and install the Cygwin software from
the following site:

http://www.cygwin.com/setup.exe

2. You must install the GCC compiler from the following site:
http://www.mingw.org/

This compiler is required to run the tool on all Windows platforms.

3. Choose the option to install "g + + compiler” when prompted during installation.
The PATH environment variable must be set properly for the GCC compiler.

If Perl libraries are not available on your Windows XP and Windows Vista
platforms, you must install Active Perl from the following site:
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http://www.activestate.com

Requirements for Sun Solaris Systems

The desktop tool has the following requirements for client systems running on Sun
Solaris platforms. You must have execute permissions for the files.

1.

By default, the GCC compiler is not available on Solaris 9 and Solaris 10 platforms,
but is required to run the desktop tool on Solaris platforms. Install the compiler
from the following site:

http://www.sunfreeware.com/

For example, type /ust/sbin/pkgadd -d gcc-3.4.6-s0l110-x86-local.

If the Solaris patch is not available by default on your client system, install it
from the following site:

http://www.sunfreeware.com/

For example, typel/ust/sbin/pkgadd -d libiconv-1.11-s0110-x86-local.

Set the LD_LIBRARY_PATH environment variable by issuing the following
command:

export LD_LIBRARY_PATH = "/usr/local/bin"

where /user/local/bin is the directory in which the libraries are bundled.

Requirements for Linux Systems

The GCC compiler is available with Linux 5.0 and Linux 5.1 platforms. If the GCC
compiler is not installed on your Linux system, install the required RPMs from the
Linux installation disk. Perl is also available with Linux 5.0 and Linux 5.1 installation.

Usage Notes for the Perl Script

Issue the following command from the directory in which Perl is installed on your
system:

perl_install_dir extractScrFromCnf.pl combinedCnf File

where

perl_install_dir is the directory in which Perl is installed. You can find this
directory by issuing the which perl command from the command prompt.

extractScrFromCnf.pl is the Perl script that extracts the text configuration portion
from the system configuration file.

combinedCnf File is the .cnf file generated in compressed format that includes
the text configuration.
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We recommend that you copy the combinedCnf File to the directory in which the
extractScrFromCnf.pl script is stored.

Customizing the User Interface

You can access the CLI through a console connected directly to the system or through
a Telnet session. This section describes how you can customize the user interface.
Some commands apply to the console, and some commands apply to vty lines that
support Telnet sessions.

Setting the Console Speed

speed

terminal speed

You can specify the console speed for only the current console session or for the
current console session and all subsequent console sessions.

Use to set the speed for the current and all subsequent console sessions
immediately.

Example

hostl(config)#line console 0
hostl(config-line)#speed 14400

Use the no version to revert to the default, 9600 bps.

See speed.

Use to set the speed for the current console session.

Example

host1#terminal speed 14400

There is no no version.

See terminal speed.

Configuring the Display Terminal

terminal length

You can specify the number of lines that appear on a terminal screen and the number
of characters that appear on a line.

Use to set the number of lines on a screen.

If a command generates more lines than the number configured, the output
pauses after each screen.

Set the number of lines on a screen in the range 0-512.

Use 0 for no pausing.
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Example

hostl#terminal length 25

There is no no version.

See terminal length.

Use to set the width of the display terminal.
Set the number of characters on a screen line in the range 30-512.

Example

host1#terminal width 80

There is no no version.

See terminal width.

Specifying the Character Set

You can specify the number of data bits per character for the current vty session and
for all subsequent sessions on the specified vty lines. This feature allows you to
display international characters on the terminal’s screen.

data-character-bits

terminal data-character-bits

Use to set the number of bits per character on the terminal’s screen for all future
sessions on the specified lines.

Use the default setting, 8, to view the full set of 8-bit international characters.
Be sure that the software on other devices in the network also supports
international characters.

Set the number of bits to 7 to view only characters in the standard ASCII set.

Example

hostl(config)#line vty 1 3
hostl(config-line)#data-character-bits 7

There is no no version.

See data-character-bits.

Use to set the number of bits per character on the terminal’s screen for the
current session.

Use the default setting, 8, to view the full set of 8-bit international characters.
Be sure that software on other devices in the network also supports international
characters.

Set the number of bits to 7 to view only characters in the standard ASCII set.
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m  Example

host1#terminal data-character-bits 7

m There is no no version.

m See terminal data-character-bits.

Configuring Login Conditions

You can issue the dsr-detect command to configure the system so that a data set
ready (DSR) signal is required to log in to the console. If a session is in progress and
the DSR signal is lost, the user is logged out automatically.

host1(config)#line console 0
host1(config-line)#dsr-detect

DSRis carried on pin 6 of the SRP module’s RS-232 (DB-9) connector. The DSR input
must be connected to the DSR output of a modem or the DTR output of another data
terminal device, such as a terminal server, that supports this signal.

dsr-detect

m  Use to require that a DSR signal be detected on the line for a user to log in to
the console.

m By default, DSR is not required and DSR detection is disabled.

m  Example
hostl(config-line)#dsr-detect

m  Use the no version to remove the DSR requirement for login.

m See dsr-detect.

Setting Time Limits for User Login

You can specify a time interval that the CLI waits for a user to provide a password
when logging in to the console or a vty line. To do so:
1. Access the line configuration mode using either the console or vty keyword.

2. Specify the time during which the user must enter the password. For example:

hostl(config)#line console 0
hostl(config-line)#login
hostl(config-line)#timeout login response 15

timeout login response
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Use to set the time interval that the console or vty lines wait for the user to log
in.

If the interval passes and the user has not responded, the system closes the
session or lines.

Specify an interval in the range 0-300 seconds. A value of 0 means that there
is no time limit during which the user must respond.

The default value is 30 seconds.

Example

host1(config-line)#timeout login response 15

Use the no version to restore the default interval, 30 seconds.

See timeout login response.

Setting Time Limits for User Input

You can specify a time interval that the CLI waits for user input on the console or
vty lines. To do so:

1.

&

exec-timeout

Access the line configuration mode using either the console or vty keyword.

Specify the time during which the user must enter information. For example:

hostl(config)#line vty O
hostl(config-line)#exec-timeout 4192 13

Use to set the time interval that the console or vty lines wait for expected user
input.

If the interval passes and the user has not responded, the system closes the
session or lines.

Specify a time limit in the range 0-35791 minutes, and optionally specify the
number of seconds.

By default, there is no time limit.

Example

hostl(config-line)#exec-timeout 4192 13

Use the no version to remove the time limit.

See exec-timeout.

Configuring CLI Messages

You can configure text banners for the CLI to display to users at different times in
the connection process.
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banner

exec-banner

Use to configure message-of-the-day (MOTD), login, or exec banner to be
displayed by the CLI:

= motd—Displays the banner when a console or vty connection is initiated.

m login—Displays the banner before any user authentication (line or RADIUS
authentication). The banner is also displayed if user authentication is not
configured.

m exec—Displays the banner after user authentication (if any) and before the
first prompt of a CLI session.

If you do not specify an option, the default behavior is to display the banner as
an MOTD.

The first character in the banner string must be repeated at the end of the string;
these characters delimit the banner. The CLI prompts you if you fail to repeat
the opening delimiter. All text following the second occurrence of the delimiter
is ignored without warning. The delimiter is case sensitive.

Banner text can span multiple lines. It is truncated after 1,024 characters.

Insert \n where you want the banner text to split and start a new line.
Alternatively, you can press Enter on the CLI when you want the text to break.
In the second case, you will be prompted for the remainder of the text after you
press Enter. To display a backslash as part of the message, it must be immediately
preceded by another backslash, like this: \\. Do not use a backslash as a delimiter
or end a line with a backslash.

To insert a ? character inside the text of a banner, you must enter Ctrl + v before
entering the ? character. Failure to do so may produce undesired results.

Examples

hostl(config)#banner motd x This is an MOTD banner x

hostl(config)#banner Y This is also an MOTD banner Y

hostl(config)#banner "Quotes make good delimiters’

hostl(config)#banner Xno space is required between the delimiter and the real
banner textX

hostl(config)#banner b bad choice for a delimiter; everything after that second
b was ignored b

hostl(config)#banner "This is one way\nto specify a multiple line banner"

hostl(config)#banner "This is another way to specify a

Enter remainder of text message. End with the character '"".

multiple line banner”

Use the default version to restore the default setting, in which the banner is
displayed on all lines.

You can configure MOTD or exec banners, but not login banners, for the CLI to
display on a per-line basis.

Use the no version to remove the banner.

See banner.
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Use to display an exec banner on a particular line after user authentication (if
any) and before the first prompt of a CLI session.

Banners on the lines are enabled by default; the no version does not reenable
banners on the lines.

See “banner” on page 276 command description for more information about
configuring an exec banner.

Example

host1(config-line)#exec-banner

Use the default version to restore the default setting, in which the banner is
displayed on all lines.

Use the no version to disable the exec banner on the line. If both the exec and
MOTD banners are enabled on a line, issuing the no exec-banner command
disables both the exec banner and the MOTD banner. The no motd-banner
command behaves differently from the no exec-banner command.

See exec-banner.

Use to display an MOTD banner on a particular line when a connection is initiated.

Banners on the lines are enabled by default; the no version does not reenable
banners on the lines.

See “banner” on page 276 command description for more information about
configuring an MOTD banner.

Example

host1(config-line)#motd-banner

Use the default version to restore the default setting, in which the banner is
displayed on all lines.

Use the no version to disable the MOTD banner on the line. If both MOTD and
exec banners are enabled on a line, issuing the no motd-banner command
disables the MOTD banner and leaves the exec banner enabled. The no
motd-banner command behaves differently from the no exec-banner command.

See motd-banner.

Monitoring the Console Settings

show line console 0

You can use the following commands to monitor console settings.

Use to view the parameters configured for all future console sessions and the
current console session.

Example

Customizing the User Interface m 277



JUNOSe 10.2.x System Basics Configuration Guide

hostil#show line console O

dsr-detect disabled

configured speed 9600, current speed 9600
exec-timeout never

m See show line console O.

show terminal

m  Use to view parameters of the current console session.

m  Field descriptions

Length—Number of lines on the screen

Width—Number of characters on each line of the screen

data-character-bits—Number of bits per character
m 7—Setting for the standard ASCII set

m 8—Setting for the international character set

Speed—Speed of the console session

dsr-detect—Status of DSR signal detection

= enabled—DSR signal must be detected for a user to log in to the console.

m disabled—DSR signal need not be detected for a user to log in to the
console.

exec-timeout—Time interval that the terminal waits for expected user input

m Never—Indicates that there is no time limit

exec-banner—Status for the exec banner: enabled or disabled. This banner

is displayed by the CLI after user authentication (if any) and before the first
prompt of a CLI session.

motd-banner—Status for the MOTD banner: enabled or disabled. This banner
is displayed by the CLI when a connection is initiated.

login-timeout—Time interval during which the user must log in.

m Never—Indicates that there is no time limit

= Example

hostil#show terminal

Length: 25 lines, Width: 80 columns
data-character-bits: 8 bits per character
Speed: 9600 bits per second

dsr-detect disabled

exec-timeout never

exec-banner enabled
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motd-banner enabled
login-timeout 30 seconds

m See show terminal.

Sending Messages

You can send a message to one or more terminals with the send command. You can
specify a line number, a console number, or a vty number. You can also send the
message to all terminals.

The following command sends the message “ hello console” to line O:

hostl#send O “ hello console”

The following command sends the message “ hello everyone” to all terminals:

hostl#send * “ hello everyone”

If you begin the message on the same line as the send command, the first character
of the message is considered to be a delimiter. You must use the same character to
terminate the message. In both examples above, the delimiter was a double quotation
mark (“).

If you press Enter without typing the second delimiter, the CLI prompts you for more
message text and reminds you to complete the message with the delimiter, as shown
in the following example:

hostl#send vty4 XYou can start a message on the same line
Enter remainder of text message. End with the character 'X'.
and continue it on subsequent lines; the CLI prompts you for
Enter remainder of text message. End with the character 'X'.
more message text until you enter the second delimiterX
Proceed with send? [confirm]

If you do not begin the message on the same line as the send command, the CLI
prompts you for the message text after you press Enter. The CLI does not recognize
delimiters for these messages; you must enter Ctrl + z, as shown in the following
example:

hostl#send O

Enter remainder of text message. End with AZ.
Good morning, Major Tom"Z

Proceed with send? [confirm]

The receiving terminals display the message without regard to other output currently
displayed on the terminal. Pagination is not affected.

The sending terminal is not affected by the state of the intended receiving terminal.

For example, if the receiving terminal is flow-controlled off or at a --More-- prompt,
the message is still sent, and the sending terminal is available for further commands.
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send

Managing Memory

The receiving terminal in this case displays the message when subsequently
flow-controlled on or when the user responds to the --More-- prompt.

The receiving terminal displays the message, the line number of the sender, the
username of the sender if the user was authenticated through RADIUS, and the time
the message was sent.

m  Use to send a message to one or more terminals. You can specify a line number,
a console number, or a vty number. You can use the * keyword to send the
message to all terminals.

m If you begin the message on the same line as the send command, the first
character of the message is considered to be a delimiter. You must use the same
character to terminate the message.

m  The CLI prompts you for message text if you do not begin or complete the
message on the same line as the send command. The CLI reminds you to signal
the end of the message either with the delimiter or Ctrl + z.

m  Example

hostl#send 0 “ hello console”

m There is no no version.

m See send.

The system performs most memory management tasks automatically. The system
allocates some memory permanently and some memory temporarily. When
applications are deleted, memory that the system assigned temporarily becomes
available again.

The system releases available memory on an SRP module or line module automatically
if that module requires extra memory for an application. However, you can force
the system to release available memory on the primary SRP module if you issue
either the show processes memory command or the show utilization command.

For information about the show processes memory command, see “Managing Files”
on page 281. For information about the show utilization command, see “Managing
Modules” on page 345.

NOTE: When you issue the show utilization command, the system releases available
memory on the SRP module immediately; however, the display appears a few seconds
later.
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You are responsible for file management. Table 31 on page 281 shows the types of

system files and their corresponding extensions.

Table 31: Types of System Files and Corresponding Extensions

Type of File Extension Description

Configuration *.cnf Snapshot of the system’s configuration

Core dump *.dmp File you can create for troubleshooting if a module fails

History * hty Details of when and why modules rebooted

(reboot.hty)

Log *.log A series of messages that describe events that occurred on
the system

Macro *.mac A macro program

Release *.rel Software releases you can install in the system

Script *.scr A sequence of CLI commands. When you run a script file,
the system executes the commands as though they were
entered at the terminal

Secure Shell (SSH) ~ *.pub Host key for the SSH server

Server public key

Statistics *.sts Bulk statistics created when you run the bulkstats
commands

Text *.xt Text file

System files may reside in four locations:
m  The system space

m  The user space

m A network host

m  The standby SRP module

The system space contains files for system operation. For example, the current

software configuration is stored in the system space.

The user space is reserved for FTP server operations and has the typical directory
structure of a secure FTP server. The root or top level directory is a read-only directory

that contains two subdirectories:

m /incoming—Read-write directory to and from which an FTP client can send and

retrieve files.
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m /outgoing—Read-only directory from which an FTP client can retrieve files.

Users can transfer files through FTP to the user space from a network host and vice
versa. However, users cannot access the system space through FTP. To install a file
from the user space to the system space, use the copy command. For detailed
information about transferring files between locations, see “Transferring Files” on
page 291.

To conserve NVS and minimize the installation time, files are not stored in both the
system space and the user space. When you issue the copy command to install a
file from user space to system space, the E Series router establishes a link to the file,
but does not make a physical copy.

Managing the User Space from a Network Host

282 ® Managing Files

If you enable the system’s FTP server (see “Configuring the FTP Server” on page 299),
you can manage files on the user space from an FTP client on a network host. Table
32 on page 282 lists the FTP protocol commands that the E Series router supports.
Whether you can perform these functions on the user space depends on the features
that the FTP client offers.

Table 32: FTP Commands That the System Supports

FTP Command Function

HELP List supported commands.

USER Verify username.

PASS Verify password for the user.

QUIT Quit the session.

LIST List contents of a directory.

NLST List directory contents using a concise format.

RETR Retrieve a file.

STOR Store a file.

CWD Change working directory.

CDUP Change working directory to parent.

TYPE Change the data representation type.

PORT Change the port number.

PWD, XPWD Get the name of current working directory.

STRU Change file structure settings (only stream mode supported).
MODE Change file transfer mode (only stream mode supported).
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Table 32: FTP Commands That the System Supports (continued)

FTP Command Function

PASV Make the server listen on a port for data connection.
NOOP Do nothing.

DELE Delete a file.

MKD, XMKD Make directory.

RMD, XRMD Remove directory.

RNFR Rename from.

RNTO Rename to.

File Commands and FTP Servers

Commands—copy, configure file, and macro—that invoke a remote FTP server
take place in the context of the current virtual router rather than the default virtual
router. You must configure the remote FTP server so that any traffic destined for the
virtual router can reach the virtual router; typically, you configure the FTP server to
reach the default address of the system, which will always be able to reach the virtual
router.

Renaming Files

To rename files, use the rename command. Table 33 on page 284 shows the types
of files you can rename in different locations.

rename

m Use to rename a local file.
m  You can change the base name but not the extension of a file.

m  Example

host1#rename bostonl.cnf boston2.cnf

m There is no no version.
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Table 33: File Types You Can Rename

Destination
User Space
Network Standby
(Linked Files and Host Within SRP
Source System Space Unlinked Files) a Firewall Module
System *.cnf *.cnf *.sts None
*.dmp *.dmp
*.hty *.hty
* log * log
*.mac *.mac
* rel *.sCr
*.scr * Xt
*.txt
Nonsystem files
User Space *.cnf *.cnf None None
* hty (excluding *.dmp
reboot.hty)
*.hty
*.log (excluding
system.log) *.log
*.mac *.mac
*.scr *.pub
*.txt *.rel
*.scr
*.sts
*.txt
Nonsystem files
Network Host None None None None
Within a
Firewall
Standby SRP None None None None

Module

m  Seerename.
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Use the delete command to delete files in NVS. Table 34 on page 286 shows the types
of files you can delete in different locations.

m  Use to delete files in NVS.

m To delete a file in user space, specify the incoming or outgoing directory on the
FTP server. You can specify the name of a subdirectory in the incoming or
outgoing directory.

m  You can include an asterisk (*) as a wildcard at any position in a specified
filename. The asterisk substitutes for zero or more characters in the name. You
cannot use an asterisk in a directory or subdirectory name.

m  You cannot delete reboot.hty or system.log files when you use a wildcard.

m  When you do not use a wildcard, the CLI deletes the file immediately without
prompting you for confirmation. When you use a wildcard, the CLI prompts you
for confirmation unless you also specify the force keyword; in that case the
deletion takes place without confirmation.

m The force keyword causes the immediate deletion of the directory or file even
when it is not empty. However, if a file in the specified directory, or a specified
file, is marked by the file system as in use because it is required for the current
operation or configuration, the force keyword cannot force the deletion.

m  The force keyword is ignored when you attempt to delete any .dmp or .tsa file
(unless the deletion is issued from a .mac or .scr file); this means that the CLI
always prompts for confirmation for these file types.

m  Examples

host1#delete test-2.txt
host1#

hostl#del test*.txt

Delete diskO:test-1.txt? [confirm] -> press n
diskO:test-1.txt: not deleted (per user request)
Delete diskO:test-2.txt? [confirm] -> press y
diskO:test-2.dmp: Deleted

Deleted 1 file, matched 2 files

host1#del test*.txt force
diskO:test-1.txt: deleted
diskO:test-2.txt: deleted
Deleted 2 files, matched 2 files

host1#del *.dmp force

WARNING: The force option is ignored for this file type.
Delete diskO:sample-1.dmp? [confirm] -> press n
diskO:sample-1.dmp: not deleted (per user request)
Delete diskO:sample-2.dmp? [confirm] -> press y
diskO:sample-2.dmp: Deleted
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Deleted 1 file, matched 2 files

hostl#delete /outgoing/test.scr

m There is no no version.

Table 34: File Types You Can Delete

Location
System Space User Space Network Host Within ~ Standby SRP Module
a Firewall
(Linked Files and
Unlinked Files)
*.cnf *.cnf None *.dmp
*.dmp *.dmp
*.hty *.hty
* log * log
*.mac *.mac
*.rel *.pub
*.scr * rel
(deletes *.rel file only
* Sts and not associated
files)
*txt
*.scr
*.sts
* Xt

Nonsystem files

m See delete.

Use the dir command to view files in NVS.
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NOTE: When high availability is enabled on the router, it is possible that files or file
attributes may appear unsynchronized when they are not. When enabled, high
availability mirrors configuration changes instantly from the active SRP to the standby
SRP. However, although these changes are reflected immediately in memory, the
standby SRP NVS is updated at 5 minute intervals.

dir

m Use to show a list of files in NVS.

m  Specify a directory path, a local filename, a local device name, or some
combination of these to view any local files or directories. You canot use the dir
command on a network device.

m  You can include an asterisk (*) at any position in a specified filename as a
wildcard. The asterisk substitutes for zero or more characters in the name. You
cannot use a wildcard in a path.

m  Bulk statistics .sts files are stored in volatile storage on a RAM disk, and are
displayed only when bulkstats is configured.

NOTE: When you issue the dir command from Boot mode, a reduced set of file types
is displayed.

hostl#dir
Please wait.....

m  Field descriptions
= file—Name of file or directory (DIR indicates a directory)

m size—Physical size of file

= unshared size—Size of file in user space

= Value of zero indicates that this file has been installed onto the system
space and that there is a link to this file.

= Value other than zero indicates that the file has not been installed onto
the system space and equals the physical size of the file.

m date—Date that file was created
= in use—An exclamation point (1) indicates that the system is using this file

m  Example 1

Active/standby file systems are synchronized.

disk0:/incoming <DIR>
disk0:/outgoing <DIR>
disk0:810betal3.cnf

unshared
size size
0
0
280944 280944
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disk0:800betal2.cnf
diskO:bng___ 1.txt
diskO:bng__ 2.txt
diskO:bng___ 3.txt
diskO:erx701rel.cnf
disk0:730betal9.cnf
disk0:730betal8.cnf
diskO:erx_8-0-0b0-24.cnf
disk0:7.3run.cnf
disk0:80beta_bce_backup.cnf
disk0:800beta5.cnf
disk0:820beta5.cnf
disk0:810betal6.cnf
disk0:SRP-10Ge_3_SC_08_22_2006_07_39.dmp
disk0:SRP-10Ge_3_SC_04_12_ 2007_09_47 .dmp
diskO:reboot.hty
diskO:system. log
diskO:erx_9-0-0al-7.rel
diskO:erx_8-1-0b1-2.rel
diskO:erx_8-2-0b1-5.rel
diskO:testing_cat.txt

327011
11092
11092
11092
255400
283141
284503
327404
301635
333228
300575
311616
297764
153268924
182385184
402368
702
176128192
164065212
166117319
21848

standby-disk0:SRP-10Ge_1_SC_08_21 2006_13 48.dmp 153547479
standby-disk0:SRP-10Ge_1_SC_04_12 2007_10_04.dmp 194849368

standby-diskO:reboot._hty
standby-disk0O:system. log

diskO:/incoming <DIR>
disk0:/outgoing <DIR>
disk0:810betal3.cnf
disk0:800betal2.cnf
diskO:bng___ 1.txt
diskO:bng___ 2.txt
diskO:bng___ 3.txt
diskO:erx701lrel.cnf
disk0:730betal9.cnf
disk0:730betal8.cnf
diskO:erx_8-0-0b0-24.cnf
disk0:7.3run.cnf
disk0:80beta_bce_backup.cnf
disk0:800beta5.cnf
disk0:820beta5.cnf
disk0:810betal6.cnf
disk0:SRP-10Ge_3_SC_08_22_2006_07_39.dmp
disk0:SRP-10Ge_3_SC_04_12_ 2007_09_47 .dmp
diskO:reboot.hty
diskO:system.log
diskO:erx_9-0-0al-7.rel
diskO:erx_8-1-0b1-2.rel
diskO:erx_8-2-0b1-5.rel
diskO:testing_cat.txt

123136
855

date (UT

0270872008
02/08/2008
02/06/2007
09/29/2006
02/12/2008
02/12/2008
02/12/2008
10/07/2005
07/12/2006
06/19/2006
1170272006
08/21/2006
10/04/2007
01/02/2007
05/09/2007
03/15/2007
08/22/2006
04/12/2007
01/09/2008
1171272007
10/04/2007
03/15/2007
0570972007
03/13/2006

standby-disk0:SRP-10Ge_1_SC_08_21 2006_13 48.dmp 08/21/2006
standby-disk0:SRP-10Ge 1 SC 04 12 2007 10 04.dmp 04/12/2007

standby-diskO:reboot.hty
standby-disk0:system. log

Disk capacity

Capacity Free
Device (bytes) (bytes)
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0170972008
04/12/2007

Reserved
(bytes)

327011
11092
11092
11092
255400
283141
284503
327404
301635
333228
300575
311616
297764
153268924
182385184
402368
702
160912356
148633854
150685961
21848
153547479
194849368
123136
855
in
©) use

15:06:42
15:06:42
15:13:44
16:31:54
07:05:20
07:05:28
06:59:46
13:01:02
07:21:22
15:23:46
12:23:38
11:19:52
09:01:36
16:01:36
14:29:58
06:58:14
07:43:14
09:51:08
13:57:02
09:56:14
08:40:06
06:50:32
14:22:22
17:42:12
13:51:42
10:08:38
13:53:10
09:47:24



diskO:
standby-diskO:

1054900224
1054900224

167372414
153330775

68157440
68157440

m  Example 2

hostl#dir *_txt
Please wait.....

Active/standby file systems are synchronized.

diskO:bng___ 1.txt
diskO:bng__ 2.txt
diskO:bng__ 3.txt

diskO:bng___ 1.txt
diskO:bng__ 2.txt
diskO:bng__ 3.txt

Disk capacity

unshared
size size
11092 11092
11092 11092
11092 11092
in
date (UTC) use

02/12/2008 07:05:20
02/12/2008 07:05:28
02/12/2008 06:59:46

Capacity Free Reserved

Device (bytes) (bytes) (bytes)
diskO: 1054900224 167372414 68157440
standby-disk0: 1054900224 153330775 68157440

m  Example 3
hostl#dir /incoming
unshared

file size size date (UTC)
disk0:3-0-0a3-7.rel 256 0 12/19/2000 07:14:01
diskO:srp.exe 30012312 0 12/19/2000 07:14:12
diskO:srplc.exe 1801208 0 12/19/2000 07:20:32
diskO:srpDiag.exe 6984222 0 12/19/2000 07:22:08

Disk capacity

Capacity Free
Device (bytes) (bytes)
diskO: 220200960 120616448

Reserved
(bytes)

36700160

m  Example 4

hostl#dir /outgoing

unshared

size

date (UTC)
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diskO:test.scr 1204 0 12/18/2000 03:01:04
disk0:foo.scr 1278 1278 12/20/2000 04:02:12

Disk capacity

Capacity Free Reserved
Device (bytes) (bytes) (bytes)
diskO: 220200960 120616448 36700160

m There is no no version.

m See dir.

Viewing Files

Use the more command to display the contents of a macro, script, or text file. The
file can reside in NVS on the primary SRP module, in NVS on the redundant (standby)
SRP module, or on a remote server that you access using FTP.

more

m  Use to display the contents of a macro, script, or text file that resides in NVS on
the primary SRP module, in NVS on the redundant SRP module, or on a remote
server that you access using FTP.

m  Specify the file you want to display using one of the following formats, depending
on the location of the file:

m fileName—Name of the file that resides in NVS on the primary SRP module

m standby;fileName—Name of the file that resides in NVS on the redundant
(standby) SRP module

m  serverName;filePathName—Name of the remote server on which the file
resides and the complete pathname of the file

m  Example 1—Displays the contents of a text file named erxconfig.txt that resides
in NVS on the primary SRP module

host1#more erxconfig.txt

m  Example 2—Displays the contents of a macro file named mysetup.mac that
resides in NVS on the redundant (standby) SRP module

hostl1#more standby:mysetup.mac

m  Example 3—Displays the contents of a script file named myconfig.scr that resides
on a remote server named fileserver|

host1#more fileserverl:/startup/scripts/myconfig.scr

m There is no no version.

m  See more.
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You may need to transfer files between the following locations:
m  System space

m  User space

m  Network host

m  Standby SRP module

You can transfer files in any of three ways: the copy command, the system’s FTP

server, or a remote host that is configured as an FTP or a TETP server. Table 35 on
page 293 lists the types of files that you can transfer between the locations using the
copy command, which activates a hidden FTP or TFTP client on the E Series router.

You can use the system’s FTP server to transfer files between a network host and
the user space. When a firewall separates the E Series router from the network host,
you must use the FTP server to transfer files to the user space. You can then install
the files from the user space to the system space by using the copy command.
However, if there is no firewall between the E Series router and the network host,
you can use the copy command, the remote FTP server, or the remote TFTP server
to transfer files.

For example, you can transfer a file from a network host to an E Series router through

FTP, and then transfer the file through the copy command from the E Series router
to other E Series routers. See Figure 22 on page 291.

Figure 22: Transferring System Files to the E Series Router

Transfer system file
via copy command

Transfer system file
via copy command

Transfer system file
via FTP

T Firewall

Network host

013073

For more information about file transfer protocols, consult the following resources:

m RFC 959—File Transfer Protocol (FTP) (October 1985)
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m RFC 1350—Trivial File Transfer Protocol (TFTP) (Revision 2) (July 1992)

Copying and Redirecting Files

292 =m

You have two options for copying or redirecting files to or from a remote FTP or
TFTP server:

m Include all remote file data in the copy command. You can specify remote files
using the URL format and the file redirect option for the related show commands.

m  Use the host command to define the host and the appropriate file transfer
protocol. FTP is the default if you do not specify a file transfer protocol or when
Domain Name System (DNS) service is used to map IP addresses to the hostname.

If you include the remote file data, the copy command contains a source and
destination filename, either of which (but not both) can be remote files. The following
URL format is supported for both source and destination files:

protocol://[username [:password]@]location[/directory]/filename
The location can be a hostname or an IP address.
The two versions of the URL format are as follows:

ftp://[username[:password ]J@]location[/directory]/filename
tftp://location[/directory]/filename

NOTE: The TFTP protocol does not support username and password. Entering a
username and password in the TFTP version results in a command error.

Transferring Files

The protocol specified in the command always overrides the protocol associated with
the host entry, if any, in the host table. Some protocols, such as FTP, require a
username and password with each request. For the URL version of the copy
command, the following sequence is followed:

m If the command contains a username, the username and password specified in
the command are used. The password null is used if the command does not
contain a password.

m Ifthe location in the URL is a hosthame with a corresponding host entry (created
by the host command), the username and password of the host entry are used.
A host entry that is created without an explicit user name is created with the
default username of anonymous and password of null.

The location is the IP address or hostname of the remote file server. The
directory/filename is the full path of the file relative to the user login root path.

The characters in the URL format can be encoded. Any of the delimiter characters
can be used in the host, username, password, and directory and file fields when
added as encoded characters. The encoded characters must be three characters,
starting with a percent and followed by the two hexadecimal digits that are the ASCII
equivalent. The system converts all printable characters before passing them to the
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protocol support. Unprintable characters (0-012F and 0x7f-0x7F) are not converted
and are passed directly to the protocol. Printable characters (0x20- 0x7E) are decoded
and all others (0x80-0xFF) are rejected.

In the following example, the username contains the @ delimiter character encoded
as %40, and the directory passed to the FTP protocol layer is /dirA/dirB/dirC. The
delimiter between the hostname and directory is a forward slash (/) character. To
add a slash to the start of the directory specification, add the encoded slash after the
host and directory delimiter.
ftp://user%40%40name:pwd@mary/%2fdirA/dirB/dirc/fileA

In the following example, the directory passed to the FTP protocol layer is
dirA/dirB/dirC.

ftp://username:pwd@mary/dirA/dirB/dirc/fileA

Using the copy Command

Table 35 on page 293 shows the types of files that you can transfer between the
locations by using the copy command.

Table 35: File Types You Can Transfer Using the copy Command

Destination
User Space
Source Standby
(Linked Files and Network Host SRP
System Unlinked Files) Within a Firewall Module
System *.cnf *.cnf *.cnf None
*.hty (excluding * hty *.dmp
reboot.hty)
*log * hty
*.log (excluding
system.log) *.mac *.log
*.mac *.pub *.mac
*.scr *.scr *.pub
* Xt *.xt *.scr
*.sts
*.xt

Transferring Files m 293
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Table 35: File Types You Can Transfer Using the copy Command (continued)

Destination
User Space
Source Standby
(Linked Files and Network Host SRP
System Unlinked Files) Within a Firewall Module
User Space *.cnf *.cnf None None
*.mac * hty
*.rel *log
*.scr *.mac
*.xt *.pub
*.rel
( *.rel file only, not files
associated with the *.rel
file)
*.scr
*.xt
Nonsystem files
Network Host ~ *.cnf None None None
Within a
Firewall * mac
* rel
*.scr
*.txt
Standby SRP  system.log system.log system.log None
Module
reboot.hty reboot.hty reboot.hty

*.dmp *.dmp

To transfer files using the copy command between the system space and a network
host:

1. Determine whether there is a route to the network host, and create one if
necessary. See JUNOSe IP, IPv6, and IGP Configuration Guide.

2. Configure the network host as an FTP server, or use a remote host that is
configured as a TFTP server.

294 m Transferring Files
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NOTE: This command takes place in the context of the current virtual router (VR)
rather than the default VR. You must configure the FTP server so that any traffic
destined for the VR can reach the VR; typically, you configure the FTP server to reach
the default address of the E Series router, which will always be able to reach the VR.

3. Addthe FTP server to the static host table, and specify the file transport protocol
(FTP or TFTP), so that the E Series router can access the network host.

4. (Optional) Specify a source interface to use in FTP packets leaving the router.

5. Copy the files.

m  Use to copy a file from one location to another.

NOTE: You cannot copy script (.scr) or macro (.mac) files while in Boot mode. You
can copy only .cnf, .hty, and .rel files. If you issue the dir command from Boot mode,
existing .scr and .mac files are not displayed.

m  See Table 35 on page 293 for the types of files that you can copy.
m  Specify a network path to copy to or from another device on the network.
m  Specify the incoming or outgoing directory to copy to or from the user space.

m Specify a subdirectory name to create a subdirectory within the incoming or
outgoing directory in the user space.

m  You cannot use wildcards.

m  You cannot create or copy over files generated by the system; however, you can
copy such files to an unreserved filename.

m  Examples

host1#copy hostl:westford.cnf boston.cnf

hostl#copy /incoming/releases/2-8-0a3-7.rel 2-8-0a3-7.rel

hostl#copy /shconfig.txt ftp://joe:passwd@173.28.32.156/ftpDir
/results/shConfigloe.txt

m There is no no version.

m  See copy.

m  Use to add or modify an entry to the host table. You can enter the optional
username and password in plain text (unencrypted). Or, if you know the correct
encrypted forms of the username and password, you can enter the encrypted
forms (see below).

m  This command supports both IPv4 and IPv6 address formats.

m This command allows network files to be accessible from a host.
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ip ftp source-address

296 =

Transferring Files

This command supports both FTP and TFTP for copying and redirecting files.

You cannot invent an encrypted string to be used with the algorithm 8 option.
You must use plain text (unencrypted) strings for the initial configuration. The
only way to obtain a valid encrypted string is to enable password encryption (by
issuing the service password-encryption command) and then examine the
output of the show configuration command. Username and password encryption
is made available primarily so that scripts generated from the show
configuration output can be saved, used, and transferred without fear of
password exposure.

Example

host1(config)#host westford 10.10.8.7 ftp user25 easy53

To determine the encrypted values for usernames and passwords entered in
cleartext, you must do the following:

1. Issue the service password-encryption com